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From: Heymann, Stephen usdaj.gov>
St Wedn June 01, 2011
To: y

Subject: omﬁommwcmtmwmmmgxsz

I wilt be aut of the office until Monday, june 6th, and will not have access to messages until then. Steve
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Can 1tk to you and{f] Jot 3187 -
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L
§ Complaint Affidavit Rough Draft 5-26-11.pdf

<<Criminal Complaint Aftidavit Rough Draft 5-26-11.pdf>> Attached is a first, rough draft of a complaint
_ affidovit. Please read it carefully and let me know your thoughts tomorrow. Steve
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EXELES e
is your main number 565-56407
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“'"WW% mm—] Lo

wm GOA ScreenShot and PDF Attached
AaronSwartzGOA.pdf; AsronSwartzScreanShot.dock

E i’ffs;
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Froms: Heymann, Stephen (USAMA) | Jgovs
Sent: 11 11:00 AM

b : (80S)

Subject:

Please call when you have a moment. Steve

1614



1615



1616 -



Heymann, Stephan (USAMA) Wmm@w

From:

Sent: Mrmmmfou 743 AM,
To: ) ] (8OS)
Subject: :

Al o-mail vo/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contsin information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have

received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it
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~Fioase T e Bidona) et
WordPerfect Document Compare SumuyOriginal document pdf

High
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L

Heymann, Stephen (USAMAY| ~

TR X1 pee—

Please note minor additional changes mtina
WordPerfect Document Compare SummeryOriginal document.pdf

High
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Pleaseuﬂwhengaln. Thx, Steve
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All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain informstion
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is

loaned to you and should.not be further disseminated without the permission of the Secret Service. If you have

received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it.

Ir 1F |
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From: Heymann, Stephen (USAMA) { jgov>
Yo: (b)G),BX7HC) ] '
Subject:

Are you out of the offic efor the remainder of the day?

if s0, when will you be in In the morning?
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Let’s talk then. As before, why don't you give me a call from your shop.

From| T A mrepee
Senk: Wadnesday, Moy T1, 2011 10:50 A%

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have

received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it.
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_ From: mbridgepolice.org>

Sents W , May 11, 2011 1
Tos Heymann, Stephen
Subject: RE.lsMaﬂmewnantdktodaymm Steve

) CAN BE AVAILABLE. FM AT JFK BUILDING BUT WILL RETURN TO THE LAB FOR THE CALL AT DESXGNATED TIME.
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From: qum»Swphen(USAMN] o m

Sent 05, 2011 449 PM
Tae

Subjact: RE: Twitter

W 14-Feb-11 16:41 Comcast

14-Feb-11 0:03 Amazon Web Services, Elastic Compute Cloud EC2
13-Feb11 . 459 Harvard University
11-Feb-11 1111 Harvard University
11-Feb-11 12:09 T-Mobile
9-Feb-11 14:54 T-Mobile
6-Feb-11 14:22 T-Moblle
4-feb-11 22:51 T-Mobile
4-Feb-11 10:51 T-Mobile
29-Jan-11 0:52 T-Mobile
28-Jan-11 19:10 Harvard University
27-len-11 319 T-Moblle
27an-11 %19 T-Mobile
27-jan-11 12:19 T-Mobile
26-jan-11 2104 T-Mobile
19-jan-11 441 Comcast
18-Jan-31 141 Comcast Business Communications
18-Jan-11 &:41 T-Mobile
18-Jan-11 19:41 T-Moblle
18-Jan-11 22:41 T-Mobile
17-fan-11 1:20 T-Mobile
17dan-11 7:35 T-Mobile
16-Jan-12 21:05 Harvard University
16-Jan-11 1:20 T-Mobile
16-Jan-11 420 T-Mobile
13Jan-11 0:30 . T-Mobile
13-Jan-11 330 T-Mobite
13-Jan-11 12:46 T-Mobile
12-lan-11 222 T-Mobile
12-lan-11 22:33 T-Mobite
25-Dec-10 16:33 Comcast
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o

All e-mail toffrom this sccount is subject to official review and is for official use only. Action may be taken in
to any inappropriste use of the Secret Service's o-mail system. This e-mail may contsin information

enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be farther disseminated without the permission of the Sectet Service. If you have

response

that is privileged, law

U3, Sootet Service

25-Dec-10
24-Dec-10
24-Dec-10

R
14:30

19:32

T-Mobile

T-Moblle
T-Mobile
T-Moblle

received this e-mail in esror, do not keep, use, disclose, or copy it; notify the sender immediately snd delete

it.
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B \)
Sent; Wed Mar 16 13:10:51 2011

@Mz Peedback from MIT case

The guys here have some a report for you. mm.ukwmwwm&bemnmm
Should we add him to the 6e?
Kb)(6).(b

for the Digital Intelligence and Investigations Directocats. He has the same

L4

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may coatain information
that is privilegad, law enforcement sensitive, or subject to other disclosure limitations. Such informatioa is
loaned to you and should not be further disseminated without the permission of the Secret Service, If you have

reocived this e-mail in emor, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it.

All e-mail toffrom this account Is subject to official review and is for official use only. Action may be taken in response to any
Inappropriste use of the Secret Servica's a-mall system, This e-mail may contain information that is privileged, low
enforcament sensitive, or subject to ather disclosyre fimitations. Such information ks loaned to you and should not be further
disseminated without the permission of the Secret Service. If you have received this e-mall in error, do not keep, use, disclose,
or copy it; notify the sender immediately and delete it.
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R B R
1 0 0 0 '
2 | ] 1

3 | i 0

4 1 28 1

s 3s 21 35

6 s k11 20

7 21 20 2

8 21 2t

9 21 21 22

Trace complete

Retrieving DNS records for guerillaopenaceess.con..-
DNS seyvers

ANABONIW.COM

bas.aaconsw.oom

Answer records
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(b)(6).(X7)
©

 ANSAARONSW.COM Narme Server: BNS. AARONSW.COM Status:
cliaﬂmmfar?rohibmd Updated Date: 13-jun-2010 Creation Date: 08-jul-2008 Expiration Date: 08-jul-2011

ces8.com Registrar: Name.eom LI.CExpimion Date: 2011-07-08 16:30:55
"lﬂﬂe - fﬁ;% B.113.§8TONSW.COM ronsw.com REGISTRANT

OONTACTINFOAmuSmAmSw = QLUK
CXOEYINC) el @aaronsw.
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From: IHH'”H” }gmﬁ.’con»
Sant: idav. April 15, 2011 3:38 PM
—

Teace complste

Retrieving DNS records for zaroggw.com...

DNS servers
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minieram ttf 2560
somsweom NS anssaromewcom 259
pmmmweom NS baggsropsw.com 259
preference: 1
MX 86
SMORIW.COM exchange: ASPMX.L.GOQGLEcom
preference: s
MX 8
Some.on exchange:  ALTLASPMXJL.GOOGLE.com
preference: 5 ¢
MX 36
Samnewson exchange:  ALTZASPMXI.GOOGLE com
preference; 10
MX 86
ALY exchange: ARPMX2.GOOGLEMAN. com
preference: 10
MX 86
m_ ASPMX3.GOOGLEMAIL com
preference: 10
somsweom  MX 86
exchange: ASEMX4.GOOGLEMAIL.com
preference: 10
somwenn — MX : 86
momwoom A | 36
(b)X(8),(bX7XC)
Authority
records
Additionat
reserds
259
259

Name Server: A,NS.AARONSW.COM Name Server: BNS.AARONSW.COM Status:

bttp://www.name.com
ok Updated Date: {3-aug-2010 Creation Date: 29-sep-2000 Expiration Date; 29-sep-2011

Domain Name; MRWNWMMWWDM 2011-09-29 21:51:24 Creation Date:
2000-09-2921‘51.24Nme Servers: 4.0 saronsy

Timestamp: 1302894275.2765
Cached on: 2011-04-15T13:04:3506:00

Network IP sddvess lookup:
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Results returned from whelgacinast

#

# The following results may also be obtained via:

OriginAS:

NetName: GNAXNET
NetHandle: NET-75-127-64-0-1
Parent: NET-75-0-00-0
NetType: Direct Allocation
RegDate: 2007-06-18

Updated: 2008-01-14

Address: 1100 White StSW

City: Allanta
 StuteProv: GA
PostsiCode: 30310
Country: US
RegDate: 2003-08-29
Updated: 2009-07-31

Comment: ADDRESSES WITHIN THIS BLOCK ARE NON-PORTABLE
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28 SS9V EROND N e ak
Comment: iaan *hoseeseee soss

Comment: Reassignment information for this block is
Comment: availsble at rwhois gnax.aet port 4321

Commegt: *9¢ 0506450040 080000 4000300 060 04D S22 48040

BeferraiSarver: rwhols/imwhois.guax.net:4321
OrgNOCHandlo: ENGIN7-ARIN
OrgNOCName: GNAX ENGINEERING
OrgNOCPhone: +1-404-230-9149

RTechHandle: ENGIN7-ARIN

RTechName: GNAX ENGINEERING
RTechPhone: +1-404-230-9149

RIF
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BHIYC]

300s
300s

300s

g EEEf%

sppori@namecom  300s
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refresh: 10800

relry: 3600

oxpire; 6043800

minimum ttl; 3600
Aanthority records
Addltanst records FERBERTE) |
(2ame.com A ' ' . 864008
ped.pame com A 36008
nsl.came.com A 864008
pst.aame.com A 3600s
pal.pame.com A 86400a
Whois query for gaerfilaspsnaccess.o

Domain 1D:D153249047-LROR Domain Neme:GUERILLAOPENACCESS QRO Created On08-3ul-2008
16:30:58 UTC Last Updated On:13-Jun-2010 15:01:43 UTCExpimion Date: os-m-zou 16:30:58 UTC
Sponsoring Registrar:Name.com, LLC (R1288-LROR) Status:CLIENT RENEW PROHIBITED
Sm:CLIBNT UPDATB PROH]BITBD Registrant lD.nea-SSSl?&mlb Registrant Name:Aaron Swartz

i (b)X6).(BX7XC) |Regjstrant nzgsmsm

Rngmmnt
' gstrantPhoneth. Registrant FAX: Reg!smntFAXth.
£3-585 ] &ISSdAdmName:AmsmAdmm

C| [DIQKD‘!M:}] Admin Smdl’rovhm:nonzAdmmPoml
Dhonelb)B),(BX7HC mPhoneBntAdxmnFAX.AdmhFAXExt.Admn = g
) BC 4 ﬁo’mm swnnTw Sﬁﬂﬂ
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NetHandle: NET-75-126-0-0-1
Parest: NET-7$-0-0-0-0
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OrgAbuseName: Abuse

RAbuseHandle: ABUSEL025-ARIN
RAbuseName: Abuse

" RAbuscPhone: +1-214-442-0601

RTechName: IP Admin

RTechPhone: +1-214-442-0600

% ARIN WHOIS data and eervices are subject to the Terms of Use

# availsble ot
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Wil this suffice?

nmit o tak E E s : ) 1643



tam on & conferance call still; can we reschedule for 10:30?

ﬁ%&w [".MM‘]WI
Sent; Fondk 11, 2011 240 P

S){(OKTKC)  busss gowueymm,mm(usmm
R T ot

Tomorrow moming & quick conference call would be great at 10am. Then of course fid ike t huddie Weds before her
arrival at Moakiey.

1 think we should tafk before hand. lammnableforacometemecaatommorlmuldgotomewurmouuuw
onWednesdaywmetheforehmd
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When would you (ike to have a pre-meet or pre-telephone call ol could do tomorrow any
time after 10:00 or Wednesday before hand, o

Steve

All o-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure Limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have

received this e-mail in errar, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it.

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement seusitive, or subject to other disclosure limitations. Such information is
loened to you and should not be further disseminated without the permission of the Secret Service. If you have

;‘eeeivedthise-mailinm.donotkeep,use,disclose,oreopyit;notl&tbesmderirnmedia&lymddelete
t‘ .



m\mmammmmummm.mammmumm@mm
anival at Moakley.

on Wednesday to meet before hand.

’].'; .

E)

M exeom [
C

When would you like to have a pre-meet or pre-telephone call Mcouw do tomorrow any
time after 10:00 or Wednesday before hand.

WW)IW Busdosgon]

Son April 11, 2011 1:57PM____—
g Q“x.ﬂl tridaens

Steve

Atlo-mailmlﬁomthismuntiswbjeotwofﬁcialmviewaudisﬁorofﬁcialmonly. Action may be taken in
mpomwmymmopdmmofmsmsm%maﬂsymmh&mﬂmywnMWomaﬁm
muupﬁvummmmmmmnbjeamommumwmmmmu
lmmquMmumamwwmmmmofmmmumm
meivedthis&milinm,donotkeep,mdiadose.oroopyh;mﬁfymmediwlymddelm
it. :
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Tomorrow a conference cail would be at 10am, of Pd ke to Weds her
o momlm Quick great Then of course huddie before

t could do tomorrow any

Steve

All e-mail to/from thismmuismbjecthofﬁchlmviewwﬂis&roﬁdalmonly.Acﬂmmybetakmh
Wmmyhmmmmdmmsmwmmm may contain information
Mummuwmhmaumiﬁvqumbjmmomqﬁwmlﬁﬁuﬁmsmmmmﬁmk
Mwmmmddmbeﬁmwmmmofhmsm If you have

‘r:eeivedd:iae-mailhmr,domkeep.mdisclose.orcopyicmtifythew«mediatdyandddem
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When would you fike to have a pre-meet or pre-telephone call MI could do tomorrow any
time after 10:00 or Wednesday before hand.

Steve
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-andljuuleﬂmavm s very il and will not be able to meet as planned tomorrow. Can you call us to
discuss a new date?

]

> Fish & Richardson P.C.
One Marina Park Drive

Bogton, MA 02210-1878
_(bX6),(bX7XC

KOUCASURS AL VG RI NG AT SRR CNEDRERAENRONREACRGEIAPARRIOSANEAVERN ORIV PR ISERRENIARS LR NP R RARRRINS RTINS
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SR ERARRONSAVESRPOR ARG IOA

This email memsage is for the sole uee of the imtended zecipient(s) and may contain confidential
and privileged information. Any nnauthorized use or disclosure 1s prohibited. If you are not the

intended recipient, please contact the sender by reply smail and destyoy all copies of the original
mesaage,

IRS CIRCULAR 230 DISCLOSURR: Any U.S. tax advice contained in this commmication {including any
attachments) ia not intended or written to be used, and cannot be used, for the purpose of {8)
avoiding penalties under the Internal Reveaue Code or (1) promoting, marketing ox reccamending to
ancther party any transaction or matter addvesaed hexredn. (PRO6-1203d)
Qt1tt'tt*b"i'ttQQQOQOQQQQOQQCQt'k'itott.'f’*i"t.ii't!'i

'..Qﬂﬁ'tﬁtQ.‘ﬁi’tii’i..'*ti’ﬁ't.bi‘ﬁti"'i
CRAREOAXSI LR VARNRENREGRNANR



i

Sent: Tuesdey, Amms,znuszzam |

He said he will want to talk to us next week in some form, but wants to do some further Investigation first.
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From: . | L HeymanmStepMﬂ(USAMA)i ' jmw '

Sent: Tuesday, April 05, 2011 —

s .Com)
Sents Tuesday, Aprll 05, 2011 12:18 PM
Tot Heymann, Stephen
Subject: Re; Meeting Y
That works--see you then.
Sent from my iPhone
OnA S,ZOIl,nIO:ISAM,“H%
m;ww h j.goV>> wrote:
2:00 p.m. over here on Friday (the 8th)?
Sent: Friday, Apnil 01, 2011 {:45 PM
To; Heymann, Stephen (U
Subject: RE: Meeting v

We can make outselves available all day per your schedule.

From: Heymann, Steghen MM)[ i ol : J“'dﬂi-so"]

Sent: Friday, April 01, 2011 12:33 PM

Subject: RE: Meeting with|_ BYS BN TICY

Stll waiting to bear back fiom the agents, but let's tentatively plan on Apeil Sth at our offices, When are you
available that day? :

I wilt confirm on Monday when I am back in the office.

.com]
Sent: Thursday, March 31, 2011 1:14 PM
To: Heymann, Stephen (USAMA)
Subject: RE: Moeting wi b8 c

haéanom—of-mtemdm,wdwlsmwmmmwmmwunmmmimmﬁmdm
week. The best choice for us would be April 8; fuiling that, Aptil § is do-gble. In terms of the later week, April

1652



 20end 21 are both open.

By the way, we haven’t discussed Jocation, You are of course welcome to come [EXEIBTIC) ] orif
you prefer we can come to you - [ assume it would be at the courthouse?

From: Heymann, Stephen (USAMA) tmmof X Lm, gov]
11 12:20PM
T (b){6). (C)

Subject: RE: Meeting with ®X8)OX7NC)

" What are the options during the weeks of the 4th and the 18th. Also, is the 13th really not available in its
enllmﬂlmvetyﬂexibleictoﬁmethuday,beitnmarytomitemyorlnteinﬂwday.

Iamnotlnppywmnheideaofmisneedlnghslide further, ag I've said, but am increasingly worried about m -
scheduloonlheou!ytwodaysyouhaveavailablednﬁngdmwukofdwllm. :

From mail .com]
Sent; t , March 30, 2011 8:51 PM
To: Heymann, Stephen (U

Subject: RE: Meeting ﬁﬁ@@

T expect to be out of court by 12:30pm but it could be a little later - can we make it 1:30pm to be safe?
From: Heymann, Stephea (USAMA) [maitto ’
S MAIGH ) ?

j.gov)

Unfortunately I misspoke out of town April 13. We would suggest starting on April 15 afternoon and if
you would like mote time we could do = follow-up meeting.

From: Heymann, Steph (USAMA) [mnilw] ' Lndoj.m]

Seat: Monday, March 28. 2011 5:21 PM
Ta b)(6).(bX7)
oXE).OXTXC)]

Pﬂcheckmcasaou'avaﬂabilityandbebwkwithyon.
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ailefpgUc i com]
Seat: Monday, March 28, 2011 04:52 PM

To: Heymann, Stephen (USAMA
Subject: RE: Mecting (®X6),OX7XC)

We could do April 13. Alternatively, April ls.dthmshlmineomtinthemomingwuilmmd 12:30pm so
we would have to start in the afternoon.

From: Heymaas, Stephon (USAMA) {m’lw[ ' :Lﬂdni-sovl

ay, March 28, 2011 3:58 PM
T (bX6)®EXTNC)

Sony.lamscheduiedmbeoutofMoﬂiooalldayon-Apﬁl (4th.

mail .com)
Sent: Monday, March 28, 2011 11:50 AM
To: Heymann, Stephen (USAMA)
Ce .mmﬂkm&m>

Dear Stephen:

wedm:ommemmingweaimmdouw14.1fmmwoﬂuforyou.youmhmmmay
with our client.

Regards,

(®X6),(X7NC)
<mime-attachment> Fish & Richardson PC
One Marina Park Drive

Massachusetts 02210
voiﬁ B)eLOXNC)

fax(617) 542-8906

*#t'.ttt#‘t‘*tt‘*#t‘t*”i“ttttl‘t.t'!tt‘##OOO.‘Q0‘00#*#*#&#”#0*.#0#“““Ot.ﬁ‘ti”.’#t#II
#atOtttt**‘#“.t.‘.tt#“ttt##tt“##

Thismﬁlmmisfotﬂwwlewoﬂhemwndedmipiem(s) andmycominmﬁdenﬁalmdprlvilcged
mmrmuﬁmmummhoﬁmdmmdhdosmispmhiwed. Ifyouatemtmeintende.dmipi«ﬂ. please
contact the sender by reply email and destroy all copies of the original message.

IRS CIRCULAR 230 DISCLOSURE: Any Us. uxadvioeeontainedintlﬁsomnmﬁcaﬁon(‘mchﬂinsany
atuchmms)isnotmdedmwrimwbeused, and cannot be used, for the purpose of (i) avoiding penaltics
M«mmmlkmmwem(n)mmoﬁngmshﬁnsmmmmdinxbmmeywm
or matter addressed herein.(FR08-i203d)
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Ot‘#ttt..t.‘t#it't.’l‘*‘..t‘*#’!#t

*&&0#‘0&‘##&.‘#.&0#“.O*O#tt‘t't##t.‘
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From:

Sent: _ hursday, March 31, 2011 3:34 PM
Toe ExoLexe _1@os)

Subject: RE: San Francisco

Is there a separate report of jnterview form that we use? I usually juat include
everything in the I0D repoxt. I can knock something out, just let me know what format

you are looking for.

|mmmmnmdwwtwlmmmwum
starting SO mmmmuwmammmm

T
Sent; Thu Mar 31 13:54:12 2011
Subject: Re: San Frandsco

Havewemnthelntewlewmom?WMmmmmmnmehde

Wemaymedﬂ\unmdomeoﬂmmvlew.wmnww!dMnudmdommwhngwlumevbemaihble?

. gov)

will soon use up their resources, 30 if we
hﬂqamwmhwmmwmmhmmmh

[EREERNE

Sent from Blackberry

Allo-mniltdif:omthismmissnbjecmoﬁcialmiewmﬂisforofﬂcialmonly.Aeﬁonmybmkeain
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tesponse 1o any inapproprinte use of the Secret Service's o-mail system. This e-mail may contain information
that is peivileged, law enforcement sensitive, ot subject to other disclosure limitations. Such information is -

loaned to you mnd should not be further dissemtinated without the perission of the Secret Servioe, If you have

meeiveddﬁsﬂnailinm.donotkeap,mdisclose,otoopyit;noﬁﬁrtbemderimmdimlymddelm
it‘ .

RIF
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From: ' Heymann, Stephen (USAMA) usdojgov>
March 31, 2011 2:53 PM

Sent:
To:
Subject: Re; San Francisco

Mmbmwemu-mwmmmwwmm.

Be{DHE

Noahils
. 5F0) [(B)(6).(BX7XC) huass
[EVELEN/YC) Joombriayepaice.cr

Sublect: Re

|mmmmmdmwuﬂmmmmuh pifice

mmmmmwmmmwamam

i be busy on another assignment

MY Hevinan, Stepne!
x(0)6),0X7)C) __K8OS)
Sent: Thu Mar 31 13:54:12 2011
Subject: Re: San Francisco

Have we gotten the interview report ?lfnot,wevewmuchmedltbvtlnmmofnmm

w:maymedtlmmdoonemmwm.wwhwwoulduuyneedtodomﬁowmvdnmwbemm?

2.5yl

> HSYINSNR, RePIC
(B)(6).(DY7NC) _ISF
Y’ Ll L} L&

w,:

ms»mmmmm»mrwmummmmmmmmmwm
sequirerments will soon use up meifmmtmmWamm will have to do it soon while they bave
thewiﬂhawbwdtunﬁltheyhuwthemmm
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All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
respoise to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
Mispnvﬂmd.hwenfacmtmve,wsubjeettodherwomlmmm Such information is

loaned to you and should not be further disseminated without the permission of the Secret Service. If you have

r:eivedthin-milinm,domtkup,mdimlosc,orcopyit‘.notifythesenderimmediatdyanddelete



MWmmelmthnmoM?wmmmmudimedubvtbemlddbofnatmk.
Wemaymedmemwdooneothulnwmw.wmm mmmaon?mmwmbemmv

Y Vv, .
b)(B),(bX

mmmmmmwmumwmmmmmﬁmmmmmomm
mmﬁnmmmmeﬁmmmeamwmemdohmwhlletheyhne
) mmm»mmmmmﬂm@w

All e-mail to/from this acoount is subjest to official review and is for official use only. Action may be taken in
mpomhmyhappmpﬁmmofﬂmsmswmmlsymnﬂsomﬂmymmmaﬁm
Mhpﬁvﬂwiawm&mmtmﬁﬁvqmmbjmmmmmmuﬁmSuduinﬁomaﬁonis
loanedhwuandshwﬁmtbeﬁuﬂmdissmﬁnmdwlmomﬂwpuuﬁuimoﬂhesms«vie& If you have
reeeiveddxise-mailinm,donotkoep,use,disclose.oreopylt;mﬁfythemimmediatdymdddeta
it :
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{ guess | can’t procrastinete this year on my Tax Return, Pil get it post marked the 14%. Yes, the 14 sounds visble.

Since you are asking for the 14%, | take & the 7 s off the calendar for___ 6.

Sron
T
)

Hi again Stephen:

Unfortunately | misspoke soutof town April 13, We would suggest starting on April 15
afternoon and if you would like more time after that we could do a follow-up meeting.

From: Hoymare, Suphen (SWAA) (il OO Loij o]

Sents Monday, March 26, 2011 5:21 PM
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m&cypér usss |

191 check the agents' availability and be back with you.

From: ' rﬂ .com]

Sant: Monday, March 28, 2011 04:52 PM

To: Heymann, Stephen

Suhject: RE: Meeting b)6),(YTXC

We could do April 13. Alternatively, April 15, although | am in court in the morning until around
12:30pm so we would have to start in the afternoon.

fE®.EXNe) |
Prom; Hmnn.wz\:i (USAMA) [maiito] _Dusdej.gov)

g with|{C).Per UBSS

Torch 28, 2011 11:50

RSN 131

AM

EXO.G0C]

Dear Stephen:

We’d like to have the meeting we discussed on April 14, If that day works for you, you can have the
entire day with our client.

littittt.*.iitt‘.ﬁ‘.t'.t’ii'tlttbt.t;biitt.it.'ttt.t'tt&'ttltiii*.#it*thittitt.tttttttii'."..‘l’ﬁ!tﬁ
3223232223223 2322 2434414

This email message is for the sole use of the intended reciplent(s) and may coutain confidential
and privileged information. Any unauthorized use or disclosure is prohibited. If you are not the
intended zecipisnt, please contact the sender by reply eoil and destroy all coples of the original
nagsage.

IRS CIRCULAR 230 DISCLOSURB: Any U.8. tax advice contained in this communication {including any
attachments) is not intended or written to be used, and cammot be uged, for the purpose of (1)
avoiding penalties under the Internal Revenue Code or (i1) promoting, marketing ov
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another party any transaction or makter addressed herein.(VR08-1203d)

tﬁ.COQCQ'QQOQCQQ'Ct‘lt."i'Oiﬁtt't'.*’t'#t'iﬁ*'t.#Qﬁ‘9’*#0'!‘#000'0.0'\‘."&.tbt'bi.#"i.h'...&i.l‘.
ARASREIREVORANRORGBO NN AL S

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response 1 any inappropriate use of the Secret Service’s e-mail system. This e-mail may contsin information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is

. loanad to you and should not be further disseminated without the permission of the Secret Service. if you have

received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it.



1 will be out of the office until Monday, April 4th, and will not have access to messages until then. Steve
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Monday, March 28, 2011 6:19 PM
> S ()X 0.4
Subject; RE: Mesting Wi

Hi again Stephen:

Unfortunately | misspoke out of town April 13, We would suggest starting on April 15
afternoon and if you would like more time after that we could do a follow-up meeting.

Regards,

1) check the agents' avallability and be back with you.

Sent: A 28, 2011 M
To: Heymann,
Subject: RE: Meeting withi,

We could do April 13. Alternatively, April 15, althoughlamin court in the morning until around
12:30pm so we would have to start in the afternoon.

Hsymm m(m)[mdi : Dusdod.gov] )

28, 2011 3:58 PM
YEOXO e

]
FRORNEY, (I
B).(bX 7XC

Sony.tamsdleduledwbeoutofmeofﬂmaﬂdayon»rﬂ 14th.

rom XL ER I meitolC)_, lofr.com]
Sent: Monday, March 28, 2011 11:50 AM

To; Heymann, Stephen (USAMA)
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QJ' PIE Lm
WMMW X

Dear Stephen:

We'd like to have the meeting we discussed on April 14, If that day works for you, you can have the
entire day with our client. .

Regards,

C

Figh & Richarason PC
One Mefina Park Drive

hetan fMancarinmatia 11934
cloa(bXBY, (BMZHC)
{8x:(617) S42-8908

'i'i'i..."tt..Q.'Otﬁ0'9'*0’*t*tt.litt."*i';’Qtttb'lfi!ﬁi’i*ﬁ"ﬁ'Q.**Q'QO"CR"."'tft'i’i'.tt*t.t
SR ERRORTRECRRDRERANRSRG

This emall message is Foxr ths mole use of the intended recipient(s) and may contain coanfidential
and privileged information. Any unauthorized use or disclosure is prohibited. 1f you are not the

intended recipient, please contact the pender by reply email and destxoy all copies of the original
méssage.

IR CIRCULAR 230 DISCLOSURE: Any U.S5. tax advice contained in this communication {(imeluding any
attachments) is not intended or written to be used, and cannot be used, for the purpose of (i)
avoiding penalties under the Internal Revenve Code or {il) premoting, marketing or zecommanding vo
another party any transaccion or matter addzessed harein. (FRO8-1203d)

.01"*'Qtti’.i‘.'.i.‘iﬁ.itﬂitl*l"tt*’.i.".Qt.tﬁii'.‘i.ﬁttiti**##0‘*"0.0.Q*Q'Q’Ot*.l."'ltt'l'tiﬁ
serdAROReRREARERSNINbOLRS
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We could do April 13. Alternativety, Aprit 15, although | am in court in the morning until around
12:30pm so we would have to start in the afternoon.

mmmam)[«ﬂml ' S——
pond: Monday, March 28, 2011 3:58 PM
(bKBLEY ), | ’
Subject: Re: Mesting withj(C),Per USSS

Sorry. | am scheduled to be out of the office all day on April 14th.

Dear Stephen:

we'd like to have the meeting we discussed on April 14, If that day works for you, you can have the
entire day with our client.

(133 X1T 2322224441 teastntanedaiatinindsiviseetintant FREeAEENR RN PP EREERY FREREREAREXSARARRATEANEE
EARERFNRRACARENEAREREARS
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This email wessege is for the gsole use of the intanded recipient{s) and may contain confidential
and privileged information. Any unauthorized yse or disclosure is prohibived. If you are not the

intended recipient, please contact the gender by veply emall and destroy all copies of the original

IRS CIRCULAR 230 DISCLOSURS: Any U.8. tax advice contsined in this commmication (including any
attachmenta) 1s not intended or written to be used, and cammot be used, for the purpose of (i)
avoiding peaslties under the Internal Revenuse Code or (ii) promoting,. marketing ox revommending to
another party any transaction or matter addressed herein. (FR08-£203Q)
ii*iii.*Q'QiﬁﬁQit"fli".ttf‘ltttt.tt.tt’t'QC’*Q'QIlt"i..tt'.t.li't.Q'iQt‘.t..i..*..ﬁh.Qd.'h....‘tt
tittit.t..'i'ittﬂt..i.ti’ *
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All e-mail to/from this account is subject to official review and is for official use only, Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that i8 privileged, law enforcemient senitive, or subject 1o other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it

[ruF
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m.orga
mwmwm |

Fronz

Sent:

To:

ce

Subject: -FederdGJSubpoma
Dear Attorn

mmmmmmmmwmmummwomemsum '
appesr on April 7, 2011 at 10:00am at

Grand Jury Room, 10™ Floor :
John Joseph Moakiey Federal Courthouse

1 Courthouse Way

Boston, MA 02210

lmveurbonmledmmmumsummmmeyueymamwmkemﬁ.

(bX6)(bXTXC)

1670



m » [ 1 B e = >
Sent: Tuesday, March 22, 2011 ZIIPH

T Yail,

Tos Heymann, Stephen (USAMA)RNO) (D Dusss.dhs.go
Subject: Re: Either or both of you guys around an available to talk before 3:007

1 will be cutting it closs for 3pm but should make it.

Prom: Hevmas AMA) JEXEIERTCT——— J@usdot.oon
Ta(bX8),(b)7) (805) HLXABLOXTNC) _ hess.dhs.gov>}(b)Xe
Sent: Tue Mar 22 12:45:17 2011

Subject: Either or both of you guys around an avaliable to tak before 3:007

Allo-mailmlﬁnmthiuecomismbjwttoofﬂoialreviewmdisforoﬁcialmonly.;\oﬁonmaybenknin
mbwhmmﬁ&mdmmsmmmﬂm%mﬁlmymmmmﬁm
mupﬁmmmmmmﬁuwwmmmmmmsmmu
Toaned to you and should not be fuuther disseminated without the permisaion of the Secret Servioa. If you have
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meivedthiso-mailinetror,donotkeep,usqdisclose,oreopyinnoﬁfythamd«hnm;dmelyﬁﬂd&m
it :



To1 Heymann, Stephen (USAMA); [EXELBXTIET Tusss.dhs gov
www«mamgmms\danmmmmmsm

1 will be cutting R close for 3pm but should make .

kSO o

Sent: Tue Mar 22 12:45:17 2011
mm«mammmuummmmmmam
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Wowdmmatlmbebetmforboﬁ of you?

Sent: . \
Tot Heymann, Stephen (USAMA)GET
Subjects Re: Either or both of you guys

1 will be cutting it close for 3pm but should make it

BOS) {(bXE
Sent: Tue Mar 22 12:45:17 20
mm«mammmndmmmmmmsm
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Frome @ MEXTIO) bcambﬁdgapdce.m>
Sent: FWWB&M%W3

Subject: Re: Either or both of you guys around an available to talk before 3:00?

-
f

1 will be cutting it closa for 3pm but should makae it.

PO HAMANRN. SYR0NE! (m
AR (N T
iGefiqe .

Sent: Tue 22 12:45:81075)20 o i (b)(8).(bX7XC)
Subject: Either or both of you guys around an avaiiable to talk 3007
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Subject: CIDCERT: Feedback from MIT case

The guys here have some a veport for you. However, their supervisor noeds to review it before it goes out.

All o-mail to/from this account is subject to official review and is for official use only. Action may be taken in
mwwmmmmammsmwsMMMMmymmm
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
Wmmmwmummmmwﬁmmmdmms«wunmnm
zeeivedﬂsismﬂinm,donotw.me.disclme.orcopyit;mﬁfythasenduhmwdimlymdddeb

. 1677



i i iately and delete
meivedﬂﬁse-mﬂmm,donmkw,mﬁm“wpyinmufydwmmmndy

it.
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oo TIN5 ol T |

’O'UXOIU @l CID)
JbYE.BXHC) _ mos
Seat: Wed Mar 16 13:10:51 2031

Subject: CID/CERT: Feedback from MIT case

Mike:

‘The guys here have some a report for you, However, their supervisor needs to review it befixe it goes out.
Slmldwuddhﬁnwlhe&?

for the Digital Imelligence and Investigations Directorate, He has the same

- O&}HD i _uAunuAuA\m
All he Is doing is reviewing the report.

Special Agent
U.S, Seoret

412-268-5226 (Fax)

All e-mail to/from this acoount is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service’s e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is

loaned to you and should ot be further disseminsted without the permission of the Secret Service. If you have
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Ireceivedﬂ\ise-mailincrot.donotkeep,use,disclose,orcopyit;noﬁfytlwmduimmdiatdymddelae

i.t
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2011 5:08 y
tom S—— N ™
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_Wemedthesubpomandtheaddiﬁomlhﬁomﬁmundumm. Once you submit this info, we will be
happy to comgly ¥ith yous s

m“ﬂkhmddmbfot&emof&ehdivﬁudamﬁtymwhﬂhked&medmdmywm
informaation that is ptivileged and confidential. If the reader of this emsil mejsage is not the intended tecipient, you
mhnebymﬁﬁeddmmy&nmhﬁomdﬁdbuﬁommmyhgddﬁsmnﬁuﬁohhpohﬁcdﬁmhm
n@ﬁ%@hmwmwm«mm/mmmdmwmm

(BOS) [
Sent: Monday, February 28, 2011 3:13 PM
To: Subpoena, Mait
Subjects FW: Aaron Swartz

Please read attached document:

Inw&mmﬁe@nndmwmmmmmmmmmuumHeymannon February
f,mummanmmmm a|

Name: Aaron Swartz
Last known address:
950 Massachusetts Ave

Ap3
Cambridge, MA 02139

Previous addresses

(bxe).(bmc!l

1587, 15*
San Francisco, CA 94103

Date of Birth: 11/08/1986

Please send documents to:
usss.dhs.gov

bX6 C

1683



U.S. Secret Service
10

Boston, MA
Fax: 617-565-5659

Boston Flald Office
[ )8, OXNC)

WM

Sent: Monday, Febr Febmarv 28. 2011 4:10 PM

WFW‘MMM

please read attached document:

In reference to the Grand Jury Subpoena originall taxed from the office of AUSA Stephen Heymann on February
2™, 2011, please provide all records pertalnmlﬂsm‘e BE |

Nama: Aaron Swarnz

. 1587,15"
Apanme
San Francisco, CA 94103

Date of Birth: 11/08/1986
Pleass send documents to:

(®XB),(bX7XC)

Fax; 617-565-5659

1684



From: J(GOS)

Sent: Monday, February 28, 2011 3:46 PM
Yoz ‘subpoenamail@lISiRule Lcom’
Subjects Asron Swartz

Huuwweaﬂtmm

Name: Aaron Swartz

Boston, MA
Fax; 617-565-5659

pramne ]

U.S. Secret Service
Boston Fleld Office

(bX8),(bX7XC)

Anemailw&om&ﬂuemmsubj&wofﬁdalmiewmdhfowfﬁdﬂlmody.Mﬁmmybe
mmmmmmywmofmmsmmmmmmm
contain information that is privileged, law enforcement sensitive, or subjoct y other disclosure
limimﬁomSucbhﬁmﬁmkhmdwwumdmuwthmMnmdwiﬂmtﬂa
pumimbnofﬂwmmlfwuhwemdvedmhmaﬂinm.dquup.mdmw
oopyit;uotifythesmdaimmedimlyanddemn.

TR T Mk o sl P NP S SR ¢ 1685




anmdmm

|nmwmmswmwmmmwmmmmwmmmmm

2", 2011, please provide al records pertaining tofFIFRISEE

J

1587, 15*
Apartment X

san Francisco, CA 94103
Date of Birth: 11/08/1986

please send documentsto:

(bXB)(BXTXC) |

U.S. Secrat Service

S
Baston, MA
fFaxc 617-565-5659

U.5. Secret Service

Boston Field Office

Sent: Monday, February 28, 2011 4:10 PM
Tos ‘subpoenamaitBrrRue _ |com’
Subject: FW: Asronwarz -

Please read sttached document:

lnrdmmwﬂnsnndluwsﬂbmmodmw&ndﬁommma

AUSAStephenmnannonmw

2™ 2011, please provide il records pertaining to [ESTRUGSE

_

© 1686



Name: Aaron Swartz
Last known address:

1582, 15"

San Francisco, CA 94103

Date of Birth: 11/08/1986
__Please send documents to:
usss.dhs.gov
(bX8).(bX7)C)

U.S. Secret Serxvice

T

Boston, MA

U.S. Secret Service
Baston Field Office

I (5 (X () 0(]
" PR
Sant: Monday, Februa

y ry 28, 2011 3:46 PM
Tot ‘subpoenamail @RI ] com’
Subject: Aaron Swartz

: NmmdeaumummW ]

Name: Aaron Swartz
Last known address:
950 Massachusetts Ave

Apartment] _ (b)(6),(b)7)C)

| (b)(e).(b)m(c)l

1587, 15*
Apartme:

Fax: 617-565-5659
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$an Francisco, CA 94103

Date of Birth: 11/08/1986
Please send documents to:

(bX6).(dXTC)

U.S, Secret Service
10 Causeway Street
Sulte 437

Boston, MA

fax: 617-565-5659

~ US. Secret Service

| BYOLEXTXC]
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Fronx: i ® L idgepolice.org>

darch 10, 2011 2:25 PM

To Heymann, Stephen (USAMA)
Subjec:

v QS T '

Sents Thursday, March 10, 2011 1:21 PM

F0s Hi SO .

v -]

\ just went through my files. thmnotmemdammmfrom
U.8. Secret Service
Boston Freld Office

(®)6),(oX7)
(©)
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loaned to and should not be further
received 'tl{u?ue-mailinm,do not keep,

it
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ooyoumind!fwehmawnfaenoeallmmms&

mnmmrsupm

y (i) h 0 >
2
WMMWGM’MMMWMMMMJN

mmmmmﬂmnwpmmumhhmmmdmmwmmm
saript keepgrabbing.py does’ :

e |

Sent from Blackberry
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FYl

mmmammmemwmmmmnﬁmmmwmmW

cat bash_history

rm Jbash_history
screen X

uptime

df-h

is fmnt/pdfs/ jwe 4
(£ /mnt/pdfsfiwe -l
screen <%

cat .bash_history

]
cat sshflmown_hosts

uptime
curl www.Jstor.org
Unks mmmusuw/sassea

Is

v 838383.pdf /rant/pdfs/

streen <1

screen X

curl jstor.of8

curl - wwww jstor.ong

curl -§ www.jstor.org

sudo ifconfig wian0 down

sudo dhcllent -re

sudo dhclient -

sudo ifconfigethOup

sudo dhclient

curl - www.jstor.ong

curl scripting.com

Jsbin/ifconfig -2

curl scripting.com

ping4.2.2.2

cat Jete/resolv.conf

sudo dhclient -

sudo dhclient

ping4.22.2

cat fetc/resolv.cont

curl scriptng.com

curl www.google.com
curl 4 www.jstor.org
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/sbinfifconfig -a

ping ghost-Japtop.dyndns-free.com

psax | grepip

fetc/init.d/az-pupdate
fete/init.dfex-ipupdate reload

sudo fetc/init.d/ez-ipupdate reload

ping ghost-laptop.dyndns-free.com

dig ghost-laptop. dyndns-free.com

dig @nsl.dyndns.org ghast-laptop.dyndns-free.com
sudo /etc/inie.d/ez-ipupdate restart

dig @nsi.dyndns.org ghast-laptop.dyndns-free.com
ez-ipupdate —-help

ez-lpupdate ~-help|less

sudo ez-ipupdate

sudo ez-ipupdate < eth

more /etc/ez-ipupdate/default.conf

ez-ipupdate --help}iass

sudo ez-ipupdate -c fetc/ez-pupdate/defauit.conf
sudo ez-ipupdate -wv < fetc/ez-ipupdate/default.conf
ez-ipupdate ~help]less

sudo ez-ipupdate -wwv - fetc/ez-ipupdate/defautt.conf -l eth0
swdo ez-ipupdate - fete/ez-lpupdate/defauit.conf -§ eth0
dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
is /mnt/jwe 4

od /met

]

ps ax | grep touch

psax | grep seq

touch 1

Is

touch 2

seq120

5¢q 120 | xargs touch

is| we

$8q 1 2000000 | xargs touch

is|wecd

Is | tess

Blwed

psax | grep bash

RIF
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is

python serveblocks.py
python serveblocks.py 8082
bg

fg

ps ax | grep serve

dh 2462

ps ax | grep serve

python serveblocks.py 8032
bg

Is /mnt

is /mnt/pdfs

l:d-l {mnt/pdis/
me-scrumvemmmw ~activate
Is

ps ax | grepourl

il 19047

curl www.Jstor.ofg

dhcliant ~help

sudo dhclient

bwm-ng

ts blocks/ {we -

dth

links www.jstor.org/stable/873098

bwm-ng
ver<command —activete

Is blocks/ {wc A

bwm-ng .

s blocks/ fwe -}

uptime

bhwm-ng

dt-h

is blocks | we

bwm-ng

sudo umount fmnt

df

screen =X

© ~[keepgrabbing.py

od /rnt/
P
d /mnt/
~fkeepgrabbing.py

RIF
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tene Teee Treses apeeduenger 00

by .
~/keepgrabbing.py ' |
RIF
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RIF
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df-h

ps ax | grep curl

s ax | grep keepgr | awk '{print $1)° | xargs ki##
psax | grep curl

ps ax | grep gy

ps ax | grep curd

df-h

/sbinfifoonfig -a

sudo ifconfig eth0:1 static 18.55.7.49

curl ~interface eth0:1 wwaw.jstor.org

curt ~interface ethD:1 www.google.org

rsync -avz pdfs/ ghost-machook.dyndns-free.com:/vel/pdfs
screen -f

screen -x

python

sudo easy_install pyoal

sudo apt-get install pythotbumi

sudo easy_install pyoal

python

sudo easy_ install --remove pyosi

RIF
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easy_install -help
easy_install ~help|iess
sudo easy_install ~remove pyoal

python
sudo easy_nstall pyoal
l? Justflocal/ib/python2.6/

;d Juse/ib/python

is-a A
cd ../python2.6
is

easy_install -help
easy_install ~heip|less
python serveblocks.py
python serveblocks.py 8092

bg
sudo dhclient -+
sudo dhclient
sudo dhcllent ¢
sudo dhcllent
sudo dhclient
sudo dhclient
_ping4.2.22
sudo dhclient -r
sudo dhclient
sudo dhclient -r
sudo dhclfent
sudo dhelient -1
steep 60
sudo dhclient
sudo dhclient
cd Ao/

easy_install pyoai

sudo apt-get install python-setuptools
sudo apt-get update

sudo apt-get install python-setuptools
sudo apt-getupgrade

ez-ipupdate

sudo fetc/inkt.d/ez-ipupdate restart
p!ngghost-laptop.dyms-mem
Jsbin/ifconfig eth0

ping 18.55.7.237

.............
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ping ghost-laptop.dyndns-free.com
sudo /etc/init.d/ez-ipupdate restart
ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo /etc/init.d/ez-pupdate help

sudo fetc/init.d/ez-ipupdate force-refoad
ping ghost-laptop.dyndns-free.com
more /etc/init.d/ez-lpupdate

more /etc/az-pupdate/defautt.conf
sudo less /etc/ez-ipupdate/default.conf
psax | grep ezr-ip

ping ghost-laptop.dyndns-free.com
g/voVndeI

is | tess

python oalgrab.py
python < oaigrab.py
cd /ol

Is

: muse.jhu.edw/

odmnm/oa‘i/jounw
]

cd sodial_text/

Is

<d v017/

is .

more 17.3

more 17.3dutton.htm
man wget

du -hse fvol/®

- du-hse oy

bwm-ng

ts-ih uristograb.wget
8rep pdf urlstograb.wget
screen -x

man wget

cd ol

Is

wget -x-nc ~/uristograb. wget
wget -x ¢ -| “/uristograb.wget
sudo chown ghost .

wgat -« -ne - ~/uristograb.wget
wget q «x -nc | ~/uristograb.wget
wget -nv -x-nc - “furistograb.wget
screen -x

muw

grep htmi uristograb.wget | sed -e 's/Wtmi/pdf/’ > uristograb2.wget

.......



rep pdf uristograb.wget | sad -2 's/pdf/hemif* > uristograb2.wet
more-uristograb
. more uristograbZ.wget

wget -nv - -nc < ~/uristograb2.wget
grep haml uristograb.wget | sed -& ‘s/htmi/pdif’ >> uristograb2.wget
Cd -
grep html uristograb.wgst | sed -e ‘s/htmi/pdf/” >> urlstograb?.wget
od fvol
wget-nv -x -nc -l “Juristograb2.wget
curt muse.jhu.edu/f
links muse fhu.edy
screen -X
cd /media/noname/
s
¢p tograb.iog /home/ghost/
ccd
cd
ot blocks/
Isjwe
ol
k
mv tograb.iog blocks/
od hlocks/
more tograb.iog
spiit -n 100 tograbJog
spiit —-help
spiit ~help|tess
spiit - 100 tograb.log tograb.
Is

fm tograb.* .

cp /media/noname/tograb.log tograb-
spiit -heipjless

spiit -2 § - 100 tograb.log tograb-

Is tograb *

wc 4 .

ls | wed

mv tograb.log ..

sudo dhclient ~release

sudo dhclient -+

sudo dhciient

sudo dhclient -+

sudo dhclient

sudo /etc/init.d/ez-ipupdate restart
ping ghost-laptop.dyndns-free.com
/sbinfifconfig -a | less

ping ghost-laptop.dyndns-free.com

RIF
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curl —-interface eth0 w.n.uw
ping —-hel

ping -t ethD 10.72.0.47
/Jsbin/ifeonfig -a

ping 4 eth04.2.2.2

manping .

ping -1 10.2.551204,2.2.2
sudo ping - 10.2.55.1204.2.2.2
/sbinfifconfig -a | less

sudo ping <1 10,2.55.1204.2.2.2

sudo ping -l wian0 4,2.2.2

sudo ping - eth0 4.2.2,2

ping-leth0 4.2.2.2

sudo ping -l ethD 4,

sudo ping -1 eth0 10.72.0.47

sudo curl ~interface ethD 10.72.0.47
man curl

sudo curl —interface 10.2.55.120 10.72.0.47

route

/sbinfifconfig -a

route add default gw 18.2.55.1

sudo route add default gw 18.2.55.1

sudo ping -l eth0 10.72.0.47

echo "sudo route add default gw 18.2.55.1" >> fogininfo
sudo curl ~interface 10.2.55.120 10.72.0.47

curl ~interface eth0 10.72.0.47

curl -Interfm etho 10.72.0.47
sudo dhclient eth0

sleep 600; sudo dhcilent etho
route

curl ~Interface wian0 www.yahoo.com
curl ~-interface wian0 4.2.2.2
sleap 600; sudo dhcllent etho
sudo dhellent eth0

sudo ping -l ethd 10.72.0.47
sudo ping - wian0 4.2.2.2
5udo ping 4 eth0 4.2.2.2

man route

dnsip

“dig www.yshoo.com

dig www.yahoo.com [grap "IN®
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dig www.yshao.com|grep “IN* | grep 10.72

echo 'dig www.yahoo.comigrep *IN* | grep 10.72'> logiinfo

[sbinfifconfig -8
-algrep en
sudo Hconfig ath hw 00:4c:e5:80:c7:56
sudo liconfig ethD hw ether 00:4c:05:20:£7:56
sudo fdown eth0
sudo ifconfig ethD hw ether 00:4¢:05:20:7:56
sudo feanfig eth0 down
sudo tfconfig eth0 hw ether 00:4c:e5:00:¢7:56
sudo ifconfig ethO up
emacs logininfo
ping www.yshoo.com
dig yahoo com
sudo dhclient
dig www.yahoo.com

emacs

emacs Jetc/ez-ipupdata/defautt.conf
[sbinfifconfig -

sudo emacs Ietdez-ipupdateldefnult.eonf

tinks ~help

links ~-help|grep inerf

links -help|grep interf

ynx

curl —ntesface ethO www.yahoo.com
dig ©10.2.55.7 www.yahoo.com
dig ©10.2.552 www.yahoo.com
sudo dhclient

cat Jatc/resoiv.conf

sudo dhcient

cat /etc/resolv.conf

ping 10.72.0.47

dig §10.72.047 www.google.com
gnone-screensaver-

af

ping www.yahoo.com

echo 10.72.0.47>> logininfo

dig —help

dig ns x.dyndns-free.com

dig @nsl.dyndns.org ghastlaptopdyndns-free.org
dig @nsl.dyndns.org ghost—laptop.dvndm-fne.com
Jstin/ifconfig -2
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ssh ghost4aptop.dyndns-free.org

ssh ghost-laptop.dyndns-free,com

ssh ~help | grep interf

man ssh

sudo ifconfig ethO down

ssh ghost-laptop.dyndns-free.com

sudo curt —interface eth0 10.72.0.47
route

ssh ghost-laptop.dyndns-free.com

ping www.yahoo.com

/sbin/ifconfig -a

ssh 10.189,76.179

sutio dhclient eht0

sudo dhciient eth0

route .

man route

Toute

sudo dhclient eth0

sudo route def default

sudo route -net 10.0.0.0 gw 10.189.64.1
sudo route add -net 10.0.0.0 gw 10.189.64.1
sudo route add 10.0.0.0 gw 10.189.64.1
route

ping 10.189.76.179

ping 10.72.0.47

sudo dhclient eth0

/sbin/ifconfig -a

ping google.com

route

sudo Woonfig wisnd hw ether 90:4c-e5:a:c?:55 |
RIF |




sudo ifconfig wian0 up
/sbinfifconfig 2
Jetc/init.d/er-ipupdate restart
sudo Jetc/init.d/ez-ipupdate restart
dH;ghms&hunuumdyndns4iaexuun
ping 8.2.2.2

sudo dhcllent

ping 4.2.22

ping www.yshoo.com

route

curf www.yahoo.com

ssh ghost-laptop.dyndns-free.com

[shinfifconfig -a

ssh 18.111.48.33

cunl www.yahoo.com

sudo dhclient eth0
11!IhnatHaIhtn!l2!IﬂI4!@3&r45§ﬂi*ﬂhﬁi€ﬁ!2:ﬂ!ehiﬂiSel
Is

ISIsreinb
is | grep -v oxford
od /vol

is
¢d www.genomeorg/content/1/3/

more
u4/mwmsmwsb4ss&mmwwwlozmw
Is | tall

more tograb-aaggy

more /mmmmmwsmmmdmmmuw
is< mwmmmlmmww

s | less :

s { grep v pd | fess

RIF
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Is | grep bik | tall

mora bik0000003629

more /media/hce820aa-03b-4556-bfag-eff2d9eb665¢/399479

more /media/bce820ea-203b-4556-bfa6-eff2d9eb6650/399479 pdt

more /mwmawussemmmsasemnm
more /media/bce820e2-303b-4556-blab-eff2d9eb665e/pdfs/3999479.pdf
more Mmmmmmmﬂmmwf
cd

python

in-s IMWMM&M“QMGS!{ Jmedia/drive

sudo In -5 Imﬁhmmmmdw /media/drive
fo

Is /media/drive/pdfs*
c

w
fsbinfifconfig -3

ssh 10.189.61.53

/shinfifconfig -8

sudo /etc/inkt.d/ez-ipupdate restart

ssh 18,111.48.33

Is

more falledandneedtograb
mff:lwuﬂmedmh:wd-e'z.pdfll'lm-ulhad
cat falledandneedtograb | sed - * Pdf/f | sort -u > fallad-partial-clean
head fafled-partial-ciean > blocks/testfafied
/sbin/ifconfig -a

curl ~interface wian0 www.yahoo.com
route

ping 18.111.31.1

we -l faliedandneedtograb

sudo apt-get install autossh

sudo spt-get update

man ssh

ps ax | grep dhclient

kil 7937

sudo kifl 7937

sudo kill 8001

sudo ki) 8281

psax | grep dhchient

psax | grep netwo

psax | grep Netw

sudo kil 730

Ps ax | grep Netw

. psaxf

Jetc/init.d/network-manager stop

sudo /etc/init.d/network-manager stop
P3 ax

ps ax | grep dhei

sudo kill 8839

psax
[sbinfifconfig -a
sudo emacs /etc/ez-ipupdate/default.cont

RIF
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sudo fetc/init.d/ez-ipupdate restart
dig ghost-laptop.dyndns-free.com
is

screen -

w

whoaml

we - falled-clean

screen X

|

Is ¥ .

cat faltedandneedtograb | sed -e 'W/.pdf// | sort -u > falled-partial-clean
we - falledandneedtograb

cat fafledandnesdtograb | sed -e 's/.pdf// | sort -u > fafled-clean

od.

split—-help
splk-aS-llOOOfal!ad-deanblocuMkhﬂ
df-h :

creen -x
scraen X
whoami
cd umi

spiit ~help
split - 5 - 100 stilttograbx blocks/stilbik
Is blocks

s
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df-h

sudo umount lmedla/bceSZOe&aOSb-dsss-Ma&eMbGGSel

ping 4.2.2.2
Jsbinfifconfig -a
{:wvifoonﬂa -ajless

~/bin/sis pdfs | head
Jsls pdfs | head

cd pdfs
Jsis | xargs i mw {} /volfpdis/
dsls.l xargs 4 mv (} /vol/pdfs/

od.

rmdir pdfs

more deleteandgrab
Is

ls-

raore pafsi.sis

tall pdfsd.sis

Is

more js3.5R

less js3.16IR

Is h js3.isiR

e .

Is

Is -$h pdfastzejsd.dom
we < js3IsIR .

python
qallt-asolxoommkshlockdxrpaom
cd /vol/Jsindex/

python

od /media/dr

od /media/drive/
~/keepgrabbing.py

fs

more /media/drive/4478605.pdf
imore /media/driva/pdfs/447860S.pdf
curt grotect.theinfo.org

links protect.theinfo.org

df

psax | grep part

ps ax

cd /media/

Is

mkdir drive2

sudo mkdir drive2

sudo mount /dev/sdf drive2

sudo mount -t reiserfs /dev/sdf drive2

sudo mount & relserfs /dev/sdfl drive2 -

df
df-h
cd drive2

RiF
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Is

Is-a

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs
cd Aol

54

o ..

15+

m vol

sudo rm vol

sudo In -3 /media/drive2 vol
screen -r

screen -x
rmm.wem

shin/ifconfig -2
/shinfifconfig -ajless
dhclient
sudo dhcitent

sudo ifdown ethD:1
olm mm-mm

Isbln/lfwiﬁ; -a|less
ping4.2.2.2

cat /etc/resolv

cat /etc/rasolv.conf

ping 10.72.04N

ping 10.72.0.47
ping4.2.2.2

sudo Heonfig down ethd:1
sudo ifconfig eth:1 down
Isbin/ifconfig -a|less
sleep 600 && bell

bg

. dhdlient

sudo dhciient

dl-h

:do umount /dev/sdf1

df
ps ax | grep dhclie
sudo kil 31698

/sbinfifconfig -a | less
screen -

gnome-screensaver

gnhome-screensaver-command -lack

gnome-lock-screen
gnome-screensaver-fock
xscreensaver -lock

pnome-screensaver-command —lock

noine-screensaver
screen -x



of

o /media/

Is

mount /dev/sdgl Saabsfuacsuau-esu-nnzdmwl
sudo mount /dev/sdgl 3aabdfel-9c54-43b1-9374-72722d78d3e0/

dt
sudo mount /dev/sdh ,38!)9&1%1-9374-7272267&!&0/

i
Jsbinfifoonfig ~a
sudo {fconfig mac 91:4c;e5:a0:7:55

Iz
J[sbinjifconfig -a > mac
sudo ifconfig mec 91:4c:e5:20:c7:S5

fe

sudo ifconfig eth mac 91:4¢:e5:80:¢7:55

man fconfig

sudo ifconfig ethO hw ether 92:4¢;e5:20:c7:55
Jsbin/tfconfig -a |grep ether

[sbin/ifconfig ethO

sudo Hfconfig eth hw ether 00:4c:e5:20:c7:55

sudo ifdown eth0

sudo ifconfig ethd hw ether 00:4c:e5:00:c7.55

sudo Hoonfig ethD down

sudo ifconfig eth hw ether 00:4¢:e5:00:7:55

sudo ifconfig ethO up

dhclient .

sudo dh

sudo dhctient

sudo dhclient -¢

ed /mnt/

Is

af

: IMMMWMMW
s/

In-s IMWMSWWGMI ol
SUDOIn-s Imedhlbumumwsswdsew Jvol
sudo in-s lmedwmazmmmwmwmbsssd ol
od /vol

I

df

ifconfig

sudo dhclient-r

sudo dhclient

Is

cd

ls

screen -

Is blocks/jwe 4
screen
screen =T
screen X
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= we < uristograb.wget

_ df-h | media —
df h | grep media I
we - uristograb.wget e

. df-h | grep madia

" grep -v axford uristograb.wget |less

. " grep-v axford uristograb.wget |grep -v dukejo |grep -v genesdev | grep -v err |less

. grep - axford uristograb.wget grep v dukejo |grep -v genestev | grep-v err | grep v cship | grep v majou |less
‘#rep v oxford uristograb.wget |grep -v dukejo |grep-v genesdev | grap-v err | grep -v cship | grep -v majou |grep -v
genome|less

" grep v oxford urlstograb.wget jgrep v dukejo |grep -v genesdev | grep-v err | grep -v cship | grep « majou |grep -v
.mlm-vlqammemlless

P wedurls®

_ . di-h| grep medis
: s blocks/|we 4

: di-h | grep media

... Is blocks/|we <

: i df-h | grep media

‘W

" s blocks/|we <
df -h | grep media
8
df

* - df+-h | grep media
1s blocks/jwe -1
-3f-h | grep media
ks blocks/{we

. lsblocks/|wc-}
© df-h | grep media

. lsblocks/|we -l

" df-h | grep media

_ls blocks/jwe 4

. Of +h | grep media
- Isblocks/jwe
<. ls/mnt
Is /ol
i, df-h{grepmedia
. .- leblocks/jwe
© df-h ] grep media
. lsblocks/we 4

. df-h | grep media
Is blocks/]we
df-h
Is blocks/|we 4
df -h | grep media
s blocks/|we 4
df-h
df -h | grep media
Is blocks/|we 4
df -h | grop media
" s blocks/|we
df -h | grep media
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ts blocks/[we
df -h | grep media
Is blocks/| we -l
df b | grep media
s biocks/ | we
df -h | grep media
Is blocks/we 4
df -h | grep media
is blocks/jwe 4
df -h | grep media
ping google.com
[sbinfHfconfig o
ﬁbln/lfmnﬂgalless

umount /media/drive
cd /media/drive/

s

dt-h

Is
sudo umount /dev/sdel
sudo umount -f /dev/sdel

df .

Jsbinfifconfig -a|less
df-h | grep drive2
Is blocks/ jwe 4

cd

is blocks/|we 4

df -h | grep drive2

Jsbin/ifconfig-a

tconfig eth0:1 static 18.55.7.241

sudo ifconfig eth0:1 static 18.55.7.241
/sbin/ifconfig -8

curt ~interface eth0:1 www.jstor.ong
curt —interface 6th0 www.jstor.org
sudo ifconfig eth0:1 static 18.55.6.241
curl ~interface eth0 www.]stor.org
curl -interface ethO:1 www jstor.org
sudo ifconfig eth0:1 static 18.55.5.241
curl ~interface eth0:1 www.jstor.org
sudo Hconfig eth0:1 static 18.55.4.241
cur! ~Interface ethO:1 WWw.Stor.org
Jsbin/ifconfig -a

sudo ifconfig eth:1 static 18.54.4.241
curl ~interface ethO:1 www.jstor.org
sudo ifconfig ethD:1 static 18.54.5.241
sudo ffconfig eth0:1 static 18.55.5.241
sudo ifconfig eth0:1 up static 18.55.5.241
s blocks/|we-)

ping4.22.2

¢d vol

od fvol

~/keepgrabbing.py

e




cd tomove

mkdir pdfs

~/keepgrabbing.py

emacs

~fkkepgrabbing.py

sudo rm /vol )

sudo In -3 /media/3aab9fe1-9c54-43b1-9374-72722478d3e0/ /vol
od /vol

"/hembbham

s

cd ./fval
~fkeepgrabbing.py -
Bnks www.jstor.org
dhclient

/sbin/tfconfig -a

Heonfig up ethD:1 18.55.6.251

ifconfig —help | less{A

ifconfig —-help

ifconfig eth0:1 up static 18.55.6.251

sudo ifconfig eth0:1 up static 18.55.6.251
sudo ifconfig eth0:1 up static 1&55.6.252'
Isbinfifconfig -a

ping <help | less

ping -l th0:1 www.google.com
/sbinfifconfig -2

/shinfifconfig -aless

sudo Heonfig eth0:1 up static 18.55.6.241
/sbin/ifconfig -a

ping -1 eth0:1 www.google.com

ping 4 18.55.6.241 www.google.com

curt ~interface eth0:1 www.google.com
curl ~interface eth0:1 www.jstor.ong

pritvint e RIF
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sudolﬂuwnﬂgenhlk].up:ﬂuﬂk:i!LSSJiJEEl

curl ~intecface eth0:1 www:stor.ofg

sudo Heonfig eth0:1 up static 18.55.7.240

curl ~interface eth0:1 www.jstor.ovg

auﬂ-un:niineeahomlvvunnds&ntxnzfx

s

emacs keepgrabbing.py

cd tomove/pdfs/

Is|wed )

mv * fvolfpdfs -

]

od.

h .

mkdir

od uml
ewﬂtnncthml'pmoquestunntcuuﬂhnuhndb?ﬁlrh-aosaﬂﬂ:pﬂhlIXEGGGBDIUNuuuNma-SOF
cuwi-titlhn:nl‘%unyqwnasl;ulni4:anmIpIu!!Ulﬂ:?FulJ5:3l!5lNith=!ﬂVnIluiE54!DNlWNNIU$ineﬂéiilhcﬁn- .
more 0.htmi

curtd muumtmmmmmmmsss@)&hmso
cud 4 'muammwmhmmnwm)&ﬂw
curl -H *Cookie: ISESSIONID=MeWwqzMRSha" -0 C.htm!
“pmuat.ml.mmlmdmb?RQT-aos&thPMmlsﬁssw
more O.html

curt -H “Cookie: JSESSIONID=fazWwqzMRSha® -0 50.htmi
-mmmmmrm-mmmmmwo&ﬁww
diff v O htmi 50.htmi

roacs curicommands.py

emacs curicommands.py

python curcicommands.py

python curlcommands.py

more curlcommands.sh

rm curicommands.py

emacs .

python curicommands.py

more cu

bash curicommands.sh

more 1100

more 1100.htm)

lynx -dump 1100.htm!

links 1100.!\unl

python

cat > sanewrl.py

fg
Is /media

RIF
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more /media/drive/umif2073772711.html

more /media/drive/umif2073772711.pdf
fs .
od jvol

;Mmbhmw

od 3a8b9fe1-9c54-4301-9374-72722d78d3e0/
Is

df-h

sudo shutdown now

od /media/de

cd /media/drive/

mkdir jsindex

sudo mkdiv jsindex

sudo chown ghost Jsindex
cd Jsindex

python

Is

|

more 2010/0800.htm}

od 1989

Is

cd fval/
is

cd jsindex/1989

ks

54| less

is- ) tail

od /1990

Is< | tess

python

Python /use/bin/easy_install

sudo easy,_install -nstafl-ir /use/ib/python2.6/ pyoal

RIF
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PYTHONPATHs/usr/ib/python2.6 sudo easy_instali —instali-dir /usr/lib/python2.6/ pyoal
sudo easy_install ~install-dir fusr/lib/python2.6/site-packages/ pyoal

sudo PYTHONPATHs/usr/tih/python2.6/site-packages easy_install —install-dir fusr/ib/python2.6/site-packages/ pyodl
cd Juse/flocal/lib/python .6/
Is-a
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ki %1

fg

emacs servablocks.py
python serveblocks.py 8092
cd /media/drive/
~/keepgrabbing.py

df-h

df -higrep sdd; date

du -hsc fvol/*

dm /vol/uristograb2.wget
m /vol/uristograb2. wget
du -hse fvol/*

bwm-ng

du -hsc fvol/*
df-h

df -h|grep media

Is blocksjwe 4

Is

emacs oalgrab.py

python - caigrab.py

emacs oaigrab.py

python -{ caigrab.py

emacs oalgrab.py

mkdir muse

mv uristograb® muse

python caigrab.py | tee uristograb.wget
we-| uristograb.wigat

emacs odigrab.py

pvthon 4 calgrab.py | tee uristograb.wget
emacs oalgrab.py

:ython-l oaigrabpy | tee uristograb.wget

emacs caigrab.py

L |

emacs oaigrab.py

- gﬂm-lodmh.w.l tee urlstograb2.wget

ed vol
wget -x-nv -nc - “Juristograb.wget

more analvsls.mfordloumals.orymm/aslw full.pdf
wgat -X - -ne - ~furistograb.wget

cd www.sclencedirect.com/sclence/page/sitemap/publication/
Is
cd sevial/
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Is

cd Journals/

is

emacs ~/sls
chmod +x~/sls
~/sls | less

~fsls. | less
more 17509467.htmi
Is 0242648%

Is 0242648X/24
Is 0242648X/24/3

more 0242648)/24/3/243.htenl

python
fg
mkdir fvol/sd/jo

s 1000000.htmi

FHHT

fg
more 128214.hml

less fvol/umi/128204.htm]
Tinks fvol/umif128204.htm!

RIF
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python

s4h

Is blocks | we 4
python

Is *dbm

g -

is

more deleteandgrab

split-a 5 4 1000 deleteandgrab blocks/regrabc
(s blacks/|we 4

od blocks/

Is | less

~fsls /vol umi > uml.sts
more umi,sis

~/sis volfummi > umi.sts
~/dis volfpdts > pdfs3.sis
Is R /vol > s3.1sIR

more js3.1siR

Is 4R /vol/ > Js3. IR

sudo rm drive

LR




sudo mkdir drive
sudo mount /dev/sde drive

sudo mount /dev/sdel drive
cd drive

Is

d¢

fd-h

df-h

mdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs

Is

~f{keepgrabbing.py
d /media/drive/pdis
move 3550725.pdf
less 3697690.pdf
less 30072010.pdt
less 60244678.pdf
less 3523970.pdf
less 3548593.pdf
less 3523645.pdf
less 3813153.pdf
lass 3838338 pdf
less 3279339 pdf
lnss 1888323.pdf
less 688560.pdf
less “234,.pdf"

less 742572.pdt
jess 30058803 pdf
{eds 2023815.pdf
more 2023815.pdf
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enforcement sensitive, or subject to ather disclosure Rmitations, Such information is loaned to you and shauld not be furthar

Mmmmmmmmammmnmmmmaemmmmuommp,m,dm
or copy it; notify the sender immediately and delete it. .
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Subpoena, Mail <subpoenamali@transunion.com>
W March 09, 2021 10:57 AM

EETEEZ ZG:E ] (BOS); Subpoena, Mall
RE: Asron Swartx

. High

We need the subpoena and the additional information undet one covee. Once you submit this info, we will be
happy to comply with your request.

Kind regards,

This email is intended only fot the use of the individual or cotity ro which it s sddtessed and may contuin
Mfmmﬁonthctispdvﬂcgedandm&deaﬁdlfﬂmmofdﬁumaﬂmgeisnmdteitxmmipkut,you
mhctehynoﬁﬁeddutsnydksemimﬁm,dimibndmotwpyhgof&is communication is prohibited. If you have
M%Mhmﬂmmﬁﬁummwuﬂ/m&md&emnmkyw

Froms (ﬂ(li)[ RO
Sent: Monday, February 28, 2011 313 PM
To: Subpoena, Mail
mmmmrtz

Please read attached document:

Inm&fenumﬂnennﬁluwmmmwmﬂvmmmthwmmofWanmmmw
2" 2011, please provide afl records pertaining to [ETVRGeBE —1

Name: Aaron Swartz
Last known address:
950 Massachusetts Ave
Apartment (BE)
Cambridge, MA 02139

Previous addresses
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1587, 15

Apartme
San Francisco, CA 94103

Date of Birth: 11/08/1986
Plense ésnd documents to:
(bX8),(bX7XC)

R Setvice
10Ca Street
Su
Boston, MA
Fax: 617-565-5659

In reference to the Grand Jury Subpoena originally faxed from ' phen Heymann on February
2~ MI,MpMeaﬂmmmmmee 5
Name: Aaron Swartz

1587, 18™
Apamlunj ®X6).0X7XC)]

San Francisco, CA 94103

Date of Birth: 11/08/1986
Please send documents to:
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Fax: 617-565-5659

U.S. Secret Service
Boston Fleld Office
B Bey

—abttta.

|15)<6).25$<7$I€§ |

mI(b)(GS.(b)WC) os)

Sent: Monday, February 28, 2011 3:46 PVt

To: *subpoenamail@bXRule  |com'
Subjact: Aaron Swart.

Please provide afl records pertaining to {BICTRUT 5t

Name: Aaron Swartz
Last known address:

phebosen 1.3
Apartment

Cambridge, MA 02139

(b)(8),(b)
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San Francisco, CA 94103

Date of Birth: 11/08/1986
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US. Secret Service
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Fax: 617-565-5659
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Boston Fleld Office

1724



......

Aﬂo-milto/ﬁmndﬁsacwuntismbjecttoofﬁcia!reviowandisforoﬁeialwonly.Aotionmayba
hkmhmbminmof&Smsmm&mﬁlmmMemﬁlmy
mmmmmumlmwwmmamwmom«ﬁwm
Immmwhwmmmwmuﬁdemwmm :
pennissionofﬂnSeuetSetviee.Ifyouhavemeiveddthe—maﬂinm,donotbep,use,disclmor
copy it; notify the sender immediately and delete it.

1725



vr-v‘———-'-!!u L= 09.2011 v“m

mm-mmdmmmmmmmmm

would anyone have time avallable to help me decipher the bash history for proof of Mao spoofing and interpret what thie
soript keepgrabbing.py does?

)
WWMOZUM'BZOII
Subject: bash history of Acer involved with MIT hack and downloading from JSTOR

m

The bash history of the Acer that was connected to the MIT network has references to the pytlwnscﬁpthewabbm
and JSTOR: :

cat .bash_history

rm bash_histary
screen -x
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uptime

af-h

Is /ent/pdfs/jwe 4

Is -F /mnt/pdfs/jwe

screen -x

cat .hash_history

Is

cat .ssh/known_hosts

whols ygl.as

uptime

curl www.jstor.org

links www.jstor.org/stable/838383
Is

mv 838383.pdf /mnt/pdfs/
screen -r

screen X

curl jstor.org

curl < wwww.jstor.ong

curl -l www.jstor.ong

sudo ifconfig wian0 down
“sudo dhclient -re

sudo dhclient -1

sudo ifconfig eth0 up

sudo dhclient

curl < www Jstor.org

curl scripting.com

/sbin/tfconfig -a

curt scripting.com

ping4.2.2.2

cat /etc/resolv.conf

sudo dhclient -

sudo dhcliant

ping4.2.2.2

cat /etc/resolv.conf

curl scriptng.com

curt www . googie.com

curl -1 www.Jstor.org
/sbinfifconfig -3

ping ghost-laptop.dyndns-free.com
ps ax | grep ip
Jetc/init.d/ex-ipupdate
Jetcfinit.d/ex-ipupdate reload
sudo fetc/init.d/ez-ipupdate reload
ping ghost-laptop.dyndns-free.com
dig ghost-aptop.dyndns-free.com

dig @ns3.dyndns.org ghost-laptop.dyndns-free.com

sudo /etc/Init.d/ez-ipupdate restart

dig @ns1.dyndns.org ghost-laptop.dyndns-free.com

erpupdate -help
er-ipupdate ~help|less
sudo ez-ipupdate

sudo ez-ipupdate - eth0




more Jetc/ez-lpupdate/default.conf
ez-ipupdate ~help|less

sudo ex-ipupdate ¢ fete/er-ipupdate/default.cont
sudo ez-ipupdate -wv - fetc/ez-ipupdate/defauit.conf

ez-ipupdate -help|less

sudo ez-ipupdate v ¢ Jetc/ez-ipupdate/defauit.conf -l etho
sudo ez-{pupdate -¢ /etc/er-ipupdate/default.conf - ethd
dig @nsl.dyndns.org ghost-laptop.dyndns-free.com

ts /ent/Jwe

of /mnt

Is

. psax/| greptouch
psax | grep seq
touch 1

is

touch 2

seq 120

seq 120 | xargs touch
Is] we-l

seq 1 2000000 | xargs touch
Is | wed

i3] less

Is|we-l

Ps ax | grep bash

w

who ami

kil 3658
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psax | grep serve

python serveblocks.py 8092
bg

ts ot

is /mnt/pdfs

Is -l /mnt/pdfs/

cd

gnome-screensaver-command —activate

is
ps ax | grep curt
il 19047

curl www.jstor.ong
dhclient ~help

sudo dhciient

bwm-ng

is blocks/|we -1

df-h

links www.jstor.org/stable/873098
bwm-ng

gnome-screensaver-tommand —activate
(s blacks/ jwe -}

bwm-ng
is blocks/ jwe 4
uptime

bwm-ng
df-h

Is blocks | we -

sudo umount /mnt
df

screen -
~/kespgrabbing.py
od /rant/
‘f"lkewabblns.w

od /mnt/
~/keepgrabbing.py
ed fmnt/
;ﬂumbbhm

ed /mnt/
~/keepgrabbing.py
bg: ~/keepgrabbing.py
cd /ont/
;Membblnqw
bg; “/keepgrabbing.py
od /mnt/
~/keepgrabbing.py

bg
;ékeemmmw

RIF
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RIF
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RIF
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cd /ant/
~/keepgrabbing.py
~fkeepgrabhing.py
od /mne/
~/«eepgrabbing.py
cd /mnt
~/keepgrabbing.py
screan :
screen -x

uptime -

df-h

screen -r

screen -x

e
uptime

bwm-ng

df-h

screen -x

ps ax | grep curl

psax | grep keepgr | awk ‘{print $1)' | xargs kift

psax | grep curd .
psax | grepgr

psax | grep curl

df-h

/shin/ifconfig -2

sudo ifconfig eth0:1 static 18.55.7.49

curl —interface eth0:1 www.jstor.org

curl ~interface ath0:1 www.google.org

rSync-avz pdfs/ ghost-machook.dyrdns-free.com:/vol/pdfs
screen o

screen «x

python

sudo easy_install pyoa

sudo apt-get install python-hami
sudo easy_install pyoai

python

sudo easy_lnstall ~remove pyoai

easy_install ~help

:a;:_lmall ~helpfless
easy_install ~remove

python pyoal

sudo easy_install pyoal

;" fustflocal/tib/python2.6/

Is site-packages/

od

Is

locate easy-install.pth

locate easy_install.pth

sudo easy_instal pyoai

locate

cd Jusr/Bb/python

Beoadt e R eswersessraase aots wdnteens
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s
Is-a

 o./python2 6
Is

easy_ instait ~help

easy_install -help|less

python serveblacks.py

zﬂm serveblocks.py 8092

sudo dhclient -r

sudo dhclient

sudo dhclient -r

sudo dhelient

sudo dhclient -+

sudo dhelient

ping 4.2.2.2

sudo dhellent -+

sudo dhcllent

sudo dhclient -r

sudo dhclient

sudo dhcllent -r

sleep 60

sudo dhclient -+

sudo dhcliant

cd /volf

54

Is 4h pdfs

easy_instali pyoai

sudo apt-get install python-setuptools
sutio apt-get update

sudo apt-get install python-setuptools
sudo apt-get upgrade

ezipupdate

sudo Jetc/init.d/ez-ipupdate restart
ping ghost-laptop.dyndns-free.com
Jsbin/iconfig ethd

ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo /ete/init.d/ez-ipupdate restart
ping 18.55.7.237

ping ghost-laptop.dyntins-free.com
sudo /etc/init.d/ez-lpupdate help
sudo fetc/init.d/ez-ipupdate force-reload
ping ghost-laptop.dyndns-free.com
more fatc/init.d/ez-ipupdate

more /etc/er-ipupdate/default.conf
sudo less fetc/ez-ipupdate/defauit.conf
psax | grepez-p

ping ghost-laptop.dyndns-free.com
od fvol/pdis/

s

is | less

RiF
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python oaigrab.py
python 4 oaigrab.py
cd fvol/

is

cd muse jhu.edi/

Is

¢d content/oal/Journals/

Is

od social_text/

is

cd v017/

ls

more 17.3

more 17.3duttonhtmi

man wget

du -hsc /vol/*

du -hsc vol/*

bwm-ng

s -th uristograb.wget

grep pdf uristograb.wget

screen -x

man wget

od fvolf

Is

wget -x -n¢ ~/uristograb.wget

wget «x -nc 4 ~/uiristograb.wget

sudo chown ghost ,

" wgetx-nc < “/uristograb.wget

wget -q -x -nc - ~furistograb.wget

wget - -x ¢ -| “/uristograb.wget

screen x

emacs odigrab.py

sudo apt-get instafl emacs23-nox

emacs caigrab.py

python caigrab.py | tee uristograb.wget )

we -l uristograb.wget

grep html uristograb.wiet | sed -e 's/htmi/pdf/* > uristograb2.wget
grep pdf uristograb.wget | sed @ 's/pdf/htmi/’ > uristograb2.weet
more uristograb .
more uristograb2.wget

od Aol/

wget -nv -x -nc -} ~/uristograb2. wget

grep htmi uristograb.wget | sed -e 's/Mmi/pdf/* >> uristograb2. wget
of .

grep html uristograb.wget | sed -8 's/btmi/pdf/ >> uristograb2.wget
cd /vol

wget -nv X -n¢ - “/uristograb2.wget

curt muse jhu.edu/t

links muse.jhu.edu

screen X

;:: /media/naname/
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cp tograb.log /home/ghost/
ced

cd

od blocks/

s} we-i

od..

is

nw tograb.log blocks/
od blocks/

more tograb.log

split -n 100 tograb.log
split ~help

spiit -help [less

spiit -1 100 tograb.og tograb.
ls .

rm tograb.*

cp /media/noname/tograb.log tograb-
split ~help|jless

split -2 5 -1 100 tograb.log tograb-
Is tograb *

wed

Is | wed

nw tograb.log ..

sudo dhclient ~release

sudo dhclient ¢

sudo dhclient

sudo dhclient -+

sudo dhelient

sudo /etc/Init.d/ez-ipupdate restart
ping ghost4aptop.dyndns-free.com
fsbin/ifcontig -a | less
mm-bmop dyndns-free.com

curi ~interface ethd 10.72-0.47
ping —-hel

ping 4 eth0 10.72.0.47,
/sbin/ifconfig -2
ping-ieth04.2.2.2

man ping

ping 430.2.55.1204.22.2
sudo ping -t 10.2.55.1204.2.2.2
Jsbinfifconfig -a | less

sudo ping -1 10.2.55.1204.22.2
sudo ping - wien04.2.2.2

sudo ping 4 eth04.2.2,2




ping-1eth04.2.2.2

sudo ping -1 ethD 4,

sudo ping -t ethD 10.72.0.47

sutio curl ~Iinterface eth0 10.72.047

man curl’

sudo curl —-interface 10.2.55.120 10.72.047
route

[sbinfifconfig @

route add default gw 18.2.55.1

sudo route add default gw 18.2.55.1

sudo ping 4 eth0 10.72,0.47

echo "sudo route add default gw 18.2.55.1" >> logininfo
sudo curl ~interface 10.2.55.120 10.72.0.47
curl ~interface ethd 10.72.047

«cur] ~interface ethO hitns://10.72.0.4

ml-mmmm.mu
sudo dhclient eth0

sleep 600; sudo dhdlient eth0
toute

curl —interface wianD www.yahoo.com

curl ~interface wian0 4.2.2.2

slaep 600; sudo dhdlient eth0

sudo dhclient eth0

sudo ping -1 eth0 10.72.0.47

sudo ping -1 wian04.2.2.2

sudo ping 4 eth04.2.2.2

man route

dnsip

dig www.yahoo.com

dig www.yahoo.com|grep "IN" .

dig wwwydloo.comlm “IN" | grep 10.72
echo ‘dig www.yahoo.com|grep “IN" | grep 10.72° > logininfo

/shin/ifeonfig -a

[sbin/Yconfig -a|grep en

sudo ifconfig ethD hw 00:4c:e5:20:¢7:56

sudo ifconfig ethO hw ether 00:4c:e5:a0:¢7:56

sudo ifdown eth0

sudo Hconfig ethO hw ether 00:4c:e5:20:c7:56

sudo ifconfig ethd down

sudo Hconfig ethO hw ether 00:4c:e5:a0:¢7:56

sudo ifconfig ethO up

emacs logininfo

ping www.yahoo.com

dig yahoo.com

sudo dhclient

RIF
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dig www.yahoo.com

emacs logininfo

. emacs /etc/ez-ipupdate/default.conf
Jsbin/ifcanfig -a

sudo emacs fetc/ez-ipupdate/default.conf
fetc/iniv.d/ez-dpupdate restart

-sudo fetcfinit.d/ez-ipupdste rastart
dig

dig x.dyndns-free.com

dig ns x.dyndns-free.com

cat fetc/resolv.c

cat fetc/resolv.conf

dig www.yahoo.cvom

dig www.yahoo.com

finks ~heip

finks —help|grep inesf

Bvks ~help| grep interf

fynx

curl ~interface ethO www.yahoo.com
dig ©10.2.55.7 www.yahoo.com

dig ©10.2.55.2 www.yahoo.com
sudo dhcllent

cat /etc/resolv.conf

sudo dhclient

cat /etc/resolv.conf

ping 10.72.047

dig ©10.72.0.47 www.google.com
gnome-scresnsaver-

af

ping www.yshoo.com

echo 10.72.047>> logininfo

dig —help

host ~help

dig ns x.dyndns-free.com

dig @nsi.dyndns.org ghost-laptop.dyndns-free.org
dig @nsl.dyndns.org ghost-laptop.dyndns-free.com
[shinfifconfig -a

ssh ghost-laptop.dyndns-free.org
ssh ghost-laptop.dyndns-free.com
ssh ~help | grep interf

man ssh

sudo ifconfig ethG down

ssh ghost-laptop.dyndns-free.com
sudo curl ~interface ethD 10.72.0.47
route

ssh ghost-laptop.dyndns-free.com
ping www.yahoo.com )
/shinfifconfig -8

ssh 10.189.76.179

sudo dhcilent eht0

sudo dhclient eth0

route

RIF
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man route

foute

sudo dhclient eth0

sudo route del defauit

sudo route -net 10.0.0.0 gw 10.189.64.1
sudo route add -net 10.0.0.0 gw 10,189.64.1
sudo route add 10.0.0.0 gw 10.189.64.1
route

ping 10.189.76.179

ping 10.72.0.47

sudo dhclient ethQ

{sbin/ifconfig -a

ping google.com

route

ping4.2.2.2
sudo dhcilent ethO

sudo dhclient - eth0

sudo dhelient eth0

{sbinfifconfig -a > fconfigiog
/sbinfifconfig -a

sudo ifconfig wian0 down

sudo ifconfig wianD hw ether 90:4¢:e5:20:¢7:55
sudo ifconfig wian0 up
/sbinfifconfig -a
fetcfinit.d/ez-ipupdate restart
sudo fetc/init.d/ez-ipupdate restart
dig ghost-laptop.dyndns-free.com
ping4.2.2.2

sudo dhcllent

ping4.2.2.2

ping www.yshoo.com

route

curt www.yahoo.com

ssh ghost-laptop.dyndns-free.com
/sbin/ifconfig -a

ssh18.111.48.33

curl www.yshoo.com
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sudo dhclient eth0
od /media/bce820ea-203b-4556-bfa6-eff2d9%eh665e/
Is :

Is | grep ajp

Is | grep v oxford

cd /vol

B
:dwwmmemdmww
od /media/bce820ea-203b-4556-bfaG-eff2d9eb665e/
more pdfs/2520824.pdf

more pdfs/25208234.pdf

Is < pefs/25208234.pdf

i3 -Ul pdfs { head

python

psax | grep pyth

psax{grepls

sudo kill 8185

sudo kill -0 8185

f2

cd bl

cd blocks/

cd done/

is -1 /media/bre8200a-203b-4556-bfas-eff2d9eb665e/pdfs/20273145.pdf
Is | tall

moare tograb-seggy

more /media/boe820es-203b-4556-bfa6-eff2d3ebb65e/pdfs/359815.pdf
: ~‘t wdmmmmwwmw

Is | grepvod | less

Is | grap bik | tall

more bik0000003629

more /media/bee820ea-a03b-4556-bfa6-eff2d9eh665e/399479

more /media/bceB820sa-a03b-4556-bfab-eff2d9eb665¢/399479.pdf

more /media/boe820ea-a03b-45S6-blat-eff2d9eh665¢/3999479.pdf
more /madia/bee820ea-a03b-4556-blab-eff2d9eb66Se/pdfs/3999479.pdf
mare /media/bce820ea-a03b-4556-bfab-eff2d9ebs65¢/pdfs/3999478.pdf
cd )

python

In -5 /media/bce820ea-a03b-4556-bfat-eff2d9eb665e/ /media/drive
sudo In -5 /media/bce820ea-203b-4556-bia6-eff2d9eb665e/ /media/drive
fg

Is /media/drive/pdis®

¢

w

RIF
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/sbinfifconfig -3
ssh 10.189.61.53

/sbin/Mfconfig -a

sudo /etc/init.d/ez-ipupdate restart

ssh 10.111.48.33

Is .

more falledandneedtograb

cat falledandneedtograb | sed -e 's/.pdf//* | sort-u | head
cot faliedandneedtograb | sed - ‘s/-pdf//* | sort-u> failed-partiak-clean
head k-clean > blocks/testfatied
/shinfifconfig -

curl —interface wian0 www.yahoo.com

route

ping 18.111,31.1

we | falledandneedtograb

sudo apt-get instal) autossh

sudo apt-get update

man ssh

Ps ax | grep dhchent

kit 7937

sudo kil 7937

sudo kil 8001

sudo kili 8281

ps ax | grep dhclient

Psax | grep netwo

Ps ax | grep Netw

sudo kill 730

s ax | grep Netw

ps axt :
/etc/imt.d/mtworkmm stop
wdo/ewhlwnetworkmmwmp
ps

psax | grep dhal

sudo kill 8839

ps ax

/ -a
SMWQZ%WWWM
sudo /etc/init.d/ez-ipupdate restart
f’sm-hmopdvmm-&nmm

H

screen -x
w

whoami

we -} falled-clean

screan -x

I

is

cat falledandneedtograb | sed - 'S/pdt//* | sort-u > failed-partial-clean
chfaMndnaedbgmb

cat failedandneedtograts 1 sed -¢ 's/.pdf// | sort -u > falled-clean
rm fafled-partial-clean

more falled-clean
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¢d biocks/done

Is | less

less bik0000000020
we - bikD000000020
od.

spiit ~help

spiit -a 5 4 1000 failed-clean blocks/bikfail
dfh

crean X

screen -x

whoamli

od umi

screen X

Is blocks

is

rm failedandneedtograb

rm failed-clean

s

mv pdflsize.dbm pdf2size-js3.dbm
fs

more stilitograbx

spiit ~help

spiit-a 5 4 100 stilitograbx blocks/stiflbik
is blocks

fs

cd /media/drive/pdfs
more 3590725.pdf
{ess 3697680.pdf

o /media/drive/pdfs

morelvollumlllwsas l:tml

RIF
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links /vol/umi/107685, htmi
finks /vovmmwmm

more 00900.htmi

python
¢d..

Is
python
fc:om 1923/06700.wm|

Is blocks

tdfh

sudo umount /MMMM-M&WS@/
ping 4222 :

Jshinfifconfig s

/sbin/ifconfig -a|lass

s

“/bin/sis pdfs | head

Jsis pdfs | head

cd pdfs

w/Si8 | xargs -t mv {} Avol/pdfs/
lsls | xargs < mw {} Avol/pdfs/

od -
rmdlr pdfs
more deleteandgrab

RIF
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is

Is

more pdfs3.ds

tall pdfs3.sls

Is

more jsAlsiR

less Js3.IsiR

Is-{h Js3dsIR

fg

Is

Is -th pdf2size-js4.dbm
we - Js3.IsiR

python s
spiit -a § -} 200 30mblocks blocks/grp30m
¢ fvol/jsinden/
python

cd /media/dr

od /media/drive/
;/keembb‘f!-w

more /medla/drive/4478605.pdf
more /media/drive/pdfs/4478605.pdf
cur pratect.theinfo.org
links protect.theinfo.org
df
ps ax | grep part
ps ax
;d fmedia/
mkdir drive2
sudo mkdir drive2
sudo mount /dev/sdf drive2
sudo mount -t reiserfs /dev/sdf drive2
sudo mount -t reiserfs /dev/sdf1 drive2
-df
df-h
cd drive2
is
is-a
mikdir pdfs
sudo mkdir pdfs
sudo chown ghost pdfs
od Aol
54
od..
is -4
tm vol
sudo rm vol
sudo In -5 /media/drive2 vol
screen -f
screen X

ping www.googie.com

RIF

1743




gnome-screensaver
gnome-screensaver-command ~lock
gnome-lock-screen
gnome-scraensaver-lock
xscreensaver -Jock
gnome-screensaver-command ~lock
gnome-screensaver

screen x
o

od /media/
s

mount /dev/sdgt 3aab9fe1-9¢54-4301-9374-727
sudo mount /dev/sdg1 3mb9fel‘9¢5443h1-9374-72722673d3e0/
df

sudo mount /dev/sdh1 33:b9fe1-9c54-43b1-937¢-72722678d3001
Is

/sbin/tfoonfig -a
sudo ifconfig mac 91:4¢c:e5:30:¢7:55
Is

/sbinfifconfig -a > mac
suda Hconflg mac 91:4¢:e5:a0:c7:53
fg

sudo ifconfig ethd mac 9:4c:e5:a0:c7:55
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man ifconfig

othD
sudo ifconfig eth® hw ether 00:4c:e5:40:¢7:55
sudo ifdown ethg
sudo ifoonfig ethd hw ether 00:4c:e5:20:c7:55
sudo ifeonfig ath0 down .
sudo ifeonfig eth0 hw ether 00:4c:05:20:¢7:55
sudo ifconfig eth0 up
dhclient
sudo dh
sudo dhclient
sudo dhclient v
od /mnt/
is
df

:’ IMWMMMW

s/

in-s ImWNWMM&/ Hvol
SUDO In -s /media/

beeB20es-a03 9eb665e/ fvol
m -s/medlalbceazm—musss-bfas-em@abw ot

is

df

ffconfig

sudo dhclient -
sudo dhclient
s

od

is

screen -r

fs blocks/ jwe -
screen

screen -
screen -x

wc-!udﬁoyab.met

df-h | media

df -h | grep media

we - uristograb.wget

df-h | grep media

8rep -v oxford uristograb.wget |less

grop-voxfmdwlsm'nb.wset |arep -v dukejo Igrep v genesdey | grep v err Jless




df -h | grep media
Is blocks/|we
df -h | grep media-
Is blocks/| we -

df -h | grep media
s

df

w

df -h | grep media
Is blocks/{we <l
df -h | grep media
ks blocke/ jwe -l

. Is blocks/jwe 4
df-h | grep medla
Is blocks/ jwe -1
df -h | grep media
Is blocks/{we -

. df -h | grep media
Is blocks/jwe 4

© Is/mnt

Is vol

df -h | grep media
Is blocks/[we 4
df -h | grep media
ls blocks/{we 4
df-h | grep media
ts blocks/ jwe 4
df-h

(s blocks/{we +
df -h | grep media
Is blocks/jwe 4
df-h

df -h | grep media
Is blocks/|we -}
df -h | grep media
is blocks/|we -t

df -h | grep media
s biocks/ Jwe -
df-h | grep media
Is blocks/{we
df -h | grep media
Is blocks/|we 4
af -h | grep media
Is blocks/|we <
df -h | grep media
Is blocks/|we <
dt -h | grep media
ping google.com
/sbinfifconfig -a
&W&oﬂﬁgdllﬂs

umount /media/drive

RIF
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;d/medlaldrm/

df -h

Is

sudo umount /dev/sde1
sudo umount -f /dev/sdel

df

/sbin/fifconfig -a|less
df -h | grep drive2
Is blocks/|we -1

od

Is blocks/we -}

df-h | grep drive2

[sbin/iconfig -a

ifconfig ethO:1 static 18.55.7.241
sudo tfeonfig ethO:1 static 18.55.7.241
/sbinfifconfig -a

curl ~-interface ethO:1 www.jstor.org
curl —interface ethO www jstor.org
sudo Heonfig eth0:1 static 18.55.6.241
curl —interface ethO www . jstor.org
curl --interface eth0:1 www.jstor.org
sudo Heonfig ethO:1 static 18.55.5.241
curl ~interface eth0:1 www.jstor.org
sudo ifconfig eth0:1 static 18.55.4.241
curl —interface ethO:1 www.jstor.org
[shinfifconfig -

sudo ifoonfig eth0:1 static 18.54.4.241
curd —interface eth0:1 www jstor.org
sudo lconflg eth0:1 static 18.54.5.241
sudo tfconfig eth0:1 static 18.55.5.241
sudo ifconfig ethD;1 up static 18.55.5.241
Is blocks/|we -

ping 4.2.2.2

cd vol

o fvol

;Ilmmmw

od..

Is vol

Is 4 vol

mvol

sudo rm vol

sudo In -5 /media/drive /vol
od fvol

~{keapgrabbing.py

a

Zhemwn&w
od vof

;‘dﬂnwabblnm
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sudo In -s /media/3aab9fe1-9¢54-13h1-9374-72722d78d3e0/ /vol
cd fvol
;/hembbm-pv

is

od../vo)

~/keepgrabbing.py

links www.jstor.org

dhellent

/sbin/ifconfig -a

ifconfig up eth0:1 18.55.6.251

Ifconfig —help | lessiA

ifconfig ~help

tfconfig eth0:1 up static 18.55.6.251
sudo ifeonfig ethD:1 up static 18.55.6.251
sudo ifconfig eth0:1 up static 18.55.6.252
/sbinfifconfig -

ping ~help | less

ping ! eth0:1 www.google.com
Jsbin/ifconfig -a

/sbinfifconfig -a|tess

sudo ifconfig eth0:1 up static 18.55.5.241
/sbinfifconfig -2

- ping -1 eth0:1 www.google.com

ping -1 18.55.6.241 www.google.com

curl -interface eth0:1 www.gaogle.com
curt -interface eth0:1 www. stor.org

curl --help | less

/sbin/ifconfig -2

sudo ifconfig eth0:1 up static 18.56.6.252
curi -interface ethO:1 www.jstor.org

- sudo Hfeonfig eth0:1 up static 18.55.7.240
curl ~interface etho:1 wWwWw.jstor.org

curl ~inerface eth0:1 www.jstor.ong/x

Is

emacs keepgrabbing.py
cd tomove/pdfs/

Is fwet

mv * /vol/pdfs

Is

od..

Is

mkdlr umi

cd umi
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curl 20 0.htm) “proquest.umi.com/pgdweb?ROT=30585Q=PMID{66569)8PageSize=50"
curl -0 O.htri proquest.umi.com/padweb?ROT=3058.5Q=PMID{66569) RPagesize=508icic=1”
more 0.html :

curl 4 proquest.umi.com/padweb ?RQT=305850sPMID{66569) &PageSize=50

cutl - "proguest.umi.com/pqdweb7RQT=30585Q=PMID{66569)8 PageSize=50"

curl -H "Cookie: SSESSIONID=f42WwrzMRSha" -0 O.htmi
*proquest.uml.com/pgdweb?RQT=3058&SQ=PMID{66569)&PageSize=50"

more 0.htmi

curl -H "Coolde: ISESSIONID=f3zWwqzMRSha" -0 50.html
"progyuest.uml.com/padweb?RQT=305&SQ=PMID{66569)&PageSizes508firstindex=50"
diff -u O.htol 50.htmi : )

macs awricommands.py

emacs cuwrlcommands.py

python curcicommands.py

python curkcommands.py

more curicommands.sh

rm curicommands.py

emacs curicommands.py

python curicommands.py

more curicommands.sh

- bash curlcommands.sh

more 1100
more 1100.htmt

lynx -dump 1100.html
links 2100.htmi

python

cat > saneurl.py
fe

Is /media

fe
mbkdie /media/drive/umi

(s /media/drivefum}

more /media/drive/2073772711.pdf

move /media/drive/umif2073772711.pdf
more /media/drive/umi/2073772711.htmt
mare /madia/drive/umif2073772711.pdt

fg

cd fvol

;slmsrabbln&w

cd vol
;/heembhiuw
s esmheny
cdvol

s

;/WM-W
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“df-h
pwd
o.

cd vol

*/keepgrabbing.py

. cd . Jvol

s
~/keepgrabbing.py

cd /media

is

od mmx-sﬁmu-sm-'lmzmdaeo/
Is

df-h

sudo shutdown now

od /media/de

cd /media/drive/

mbkdir jsindex

- . Sudo midis jsindex

sudo chown ghost jsindex
cd jsindex

python

Is

fg

more 2010/0800.htm}

od 1989

Is

od fvolf

Is

cd jsindex/1989
Is

Is-1] less

Is< | eail

cd ../1930

Is-1] less

python

python /usr/binfeasy_install

sudo easy_Install -instali-dir {ust/Mb/python2.6/ pyoal
" PYTHONPATHs/usr/iib/python2.6 sudo easy_install ~install-dir
sudo easy_Instal) -Instafl-dir /us/ﬂb/pyﬂnnwme-pnduw
sudo PYmouPATH-Iusrllb/wthonz.sldte-pndnm easy,

;d Jusr/local/lib/pythan2.6/
2

cd dist-packages/
is-a

m.

sudom*
sudo rm f ¢

sudo easy_instafl pyoai
python

s

python
od

Just/iihfpython2.6/ pyoal
~install-dir Jw/wmz.wmﬁwm

RIF
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Is blocks/ |we -

L] .

psax | grep keep

ps ax | grep ser

fg%2

fgo

e

kifl 2137

kib 2138

ps ax | grep keep

python serveblocks.py 8092
fs

python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs sarveblocks.py
python servablocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8052
kill %1

fg

python serveblocks.py 8092
kil 961

fe

python serveblocks.py 8092
kifl %1 .
fe

python serveblocks.py 8092
fg

kil %61

fe

python serveblocks.py 8092
kil %61

fs

python serveblocks.py 8092
kit 961

fs

emacs serveblocks.py
python serveblocks.py 8092
cd /mediafdrive/
~fkeepgrabbing.py

of -h

df -h|grep sdd; date

du -hsc fvol/*

dm /volfuristograb2.wget
o fvolfuristograb2. wget
du -hsc fvol/®

bwm-ng

du -hsc fvol/*
dt-h
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df -h|grep media
Is blocks|we -
is

emacs oalgrab.py

python -| caigrab.py

emacs oaigrab.py

python -{ calgrab.py

emacs oaigrab.py

mkdir muse

mv uristograb® muse

python oaigrab.py | tee uristograly.wget
we - uristograb.wget

emacs oalgrab.py

python -l caigrab.py | tee uristograb.wget
emacs oalgrab.py

avtlnn -{ caigrab.py  tee wistograb.wget

:'macs oalgrab.py
emacs oaigrab.py

W-ﬁonﬁawb.w ( tee uristograb2.wget

cod fvol
wget X -nv -ac -1 ~/uristograb.wget
mmammmmmwmwss/mzmm
m :d - -nc-| “Juristograh.wget

r

::sd m.sdmmm/sdenm/pm/mmplwbllunonl

od serial/
Is

I;!tilwﬂulls/

emacs ~/sis

chmod +x ~/sis

~/sls ] less

~/sls. | less

more 17509467 html
is 0242648X

Is 0242648%/24

Is 0242648%/24/3
more 0242648%/24/3/243 hem)
python

fs

i fvol/scfo
RIF
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python

1s 1000000.html

fe

more 128214.htm!

more 128213

less 128204.htm|

less /vol/umif128204.html
links Avol/umi/128204.Mm}
python

Is-h

Is blocks | we -

python

Is *dbm

fs

Is

more delateandgrab

split -2 § - 1000 deleteandgrab blocks/regrabe
Is blocks/jwe -

cd blocks/

Is | loss

Is|

od..

g

RIF
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Is /mnt
df
is /media/drive

~/ds fvol umi > umt.slis
more umi.sis

~/sis vol/umi > umi.sis
~/sls fvol/pdfs > pdfs3 sis
is-IR /vol > s3.1sIR

more js3.5IR

is-IR fvol/ > jx3 1siR

more Js3IsiR

Is-l

m drive

sudo rm drive

sudo mkdir drive

sudo mount /dev/sde drive
suto mount /dev/sdel drive
cd drive

is

df

fd-h

df-h

ke pfs

sudo mkdir pdfs

sudo chown ghost pdfs

s

~/keepgrabbing.py
od /media/drive/pdfs
more 3590725 pdf




less 3697690.pdf
less 30072010.pdf
less 50244678 pdf
less 3523970.pdf
fess 3548593 .pdf
less 3523645.pdf
less 3813153.pdf
less 3838338.pdf

* less 3279339.pdf
lass 1888323, pdf
less 688560.pdf
less “234, .pdf"
less 742572.pdf
less 30058803.pdf
less 2023815 pdf
more 2023815.pdf
od

;lkemubbmw

Is
cd pdfs

Is

df-h

od fvolf
:‘l’kewnm

cdvol
~mepgrabbing py

e

Boston Field Office
617-590-2918
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mmmmawmmmmmmmm

mmmmm»mmmmmmwmammmwmm
script keepgrabbing.py does?

Sent from Blackbemy

wm«mmmmmmmmm
-

The bash history of the Acer that was connected to the MIT network has references to the python script keepgrabbing
and ISTOR:

cat .bash_history

rm .bash_history
screen -x

uptime

df-h

Is /mnt/pdfs/lwe 4

Is -f fmnt/pdfs/jwe -
screen -x

cat .bash_history

(]

cat .ssh/known_hosts
whols ygl.as

uptime

curl www.jstor.org
links www.jstor.org/stable/838383
Is

mv 338383.pdf /mnt/pdls/
screen -f

screenx

curl jstor.org

curl -| wwww.jstor.org
curl - www.jstor.org
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sudo {feonfig wian0 down
sudo dhclient -re

sudo dhelient -

sudo ifconfig ethG up
sudo dhclient

cur -1 www.jstor.org

Sudo /etc/init.d/ez-ipupdate reload

ping ghost-laptop.dyndns-free.com

dig ghost-laptop.dyndns-free.com

dig @nsl.dyndns.org ghast-laptop.dyndns-free.com
sudo /etc/init.d/ez-ipupdate restart _

dig @nsL.dyndns.org ghost-laptop.dyndns-free.com
ez-ipupdate —help

ezdpupdate —-help|less

sudo ez-ipupdate

sudo ez-ipupdate -} ethQ

more /etc/ez-Ipupdate/defautt.conf

er-lpupdate ~heip{less .

sudo e2-ipupdate -c fetc/ez-ipupdate/defeult.conf
sudo ez-ipupdate -vwv -c fetc/er-pupdate/defautt.conf
ex-ipupdate ~help|less

sudo ez-ipupdate -vwv -c /etc/ez-ipupdate/defauit.conf 4 etho
sudo ez-ipupdate -c /etc/ez-lpupdate/default.conf-i ethd
dig @nsl.dyndns.org ghost-laptop.dyndns-free.com

Is /mn¥/jwe

cd /mnt

Is

ps ax | grep touch
ps ax | grep seq
touch 1

Is

touch 2

seq120

seq 1 20 | xargs touch

Is | wed

RIF
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seq 1 2000000 | xargs touch
isfjwed

Is | less

Is{wed

psax | grep bash

w

who am |
kill 3658
kil -9 3658
mbdir pdfs

Is

python serveblocks.py
python serveblocks.py 8092
bg

fg

ps ax | grep serve

kilt 2461

ps ax | grep serve

python serveblocks.py 8092
bg

is /mnt

Is /mnt/pdfs

Is 4 font/pdfs/

cd .
gnome-screensaver-command ~activate '
is

ps ax | grapcurl

kil 19047

curl www jstor.orng

dhclient ~-help

sudo dheilent

bwm-ng

Is blocks/fwe -

df-h .
links www jstor.org/stoble/873098
bwm-ng

RIF




gnome-screensaver-command -activate

ts blocks/ |we -t
bwm-ng

Is blocks/{we -
uptime
bwm-ng

df -h

Is blocks | we
bwm-ng

sudo umount /mnt
df

SCreen -x
“/keepgrabbing.py
od /mnt/

“/keepgrabbing.py
cd /mnt

;:mnsnwmv
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od /mnt/
~/keepgrabbing.py
~/keepgrabhing.py
cod fmnt/
~/keepgrabbing.py
~/keepgrabbing.py
cd /mnt/

RIF
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ps ax | grep keepgr | awk '{print $1}° | xargs kill
ps ax | grep curl

psax | grepgr

psax | grepcurl

df-h

/sbinfifconfig -a

sudo feonfig eth0:1 static 18.55.7.49
curl -interface eth0:1 www.jstor.org
curl ~interface eth0:1 www.google.org
rsync -avz pdfs/ ghost-macbook.dyndns-free.com:/vol/pdfs
screen -r

screen -X

python

sudo easy_jnstall pyoal

sudo apt-get install python-komi

sudo easy_install pyoat

python

sudo easy_lnstall --remove pyoal
easy_install -help

easy_install -helpjless

sudo easy_(nstall -remove pyoal
python

sudo easy_install pyoai
fdlwllocal/llblwﬂmzﬂ

]

Is site-packages/
o .

Is

locate easy-install.pth
lacate sasy_install.pth
sudo easy_instali pyoal

locate easy-instali.pth
;dlw/ublwﬂwn

is-3

cd ./python2.6

Is

eagy_instali ~help
easy_instali --heip|less
python serveblocks.py
python serveblocks.py 8092
bg

sudo dhclient -r

sudo dhclient

sudo dhcllent -1

sudo dhcllent

sudo dhcllemt v

sudo dhefient
ping4.2.2.2

sudo dhclient -+

sudo dhctient

sudo dhctient -r

RIF




sudo dhclient

sudo dhctient -r

sieep 60

sudo dhclient -v

sudo dhclient

od fvolf

Is4

I8 -th pdts

easy_ install pyoal

sudo apt-gat install python-setuptools
sudo apt-get update

sudo apt-get install python-setuptools
sudo apt-get upgrade

ez-ipupdate

sudo /etc/Init.d/ez-ipupdate restart
ping ghost-laptop.dyndns-free.com
[sbinAifconfig ethd

ping 18.55.7.237

mare /etc/init.d/ez-ipupdate

more /etc/ez-ipupdate/default.conf
sudo less /etc/ez-ipupdate/default.conf
psax | grep ez-p

ping ghost-laptop.dyndns-free.com

;d Hvolfpdfs/

i | less

Python oaigrab.py
python 4 oaigrab.py
cd Avol/

s
cd muse.jhu.edu/
Is

:;d content/oai/Journals/

od sociel_text/

Is

od v017/

Is

more 17.3

more 17.3dutton.htmi
m3n wgat

du -hsc Avoly*

du -hsc Avol/*
bwm-ng

Is-th uristograb.wget

RIF
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grep pdf uristograb.wget

screen -x

man wget

ed vol/

is

wget -x -nc ~/uristograb.wget

wget <x -nc < ~/uristograb.wget

sudo chown ghost .

wget -x -nc - “Juristograb.wget

wget g % -n¢ < ~/uristograb.wget

wget -nv -x -nc - ~/uristograb.wget
screen -x

emacs oalgrab.py

sudo apt-get install amacs23-nox

emacs osigrab.py

python ocaigrab.py | tee uristograb.wget
we -f uristograb.wget

grep mi uristograb.wget | sed -e ‘s/htmi/pdf/’ > uristograb2.wget
grep pdf uristograh.wget | sed -e ‘s/pdf/html/* > uristograb2.wget
more uristograb

more uristograb2.wget

cd fvol/

wget -iv -x-nc < ~Juristograb2.wget
grep himl uristograb.wget | sed -e "s/htmi/pdt/ >> uristograb2.wget
o

z‘ll::ol htmi uristograb.wget | sed - ‘s/htmi/pdt/® >> uristograb2.wget
wget -nw -1 -nt 4 “furistograb2.wget
curl muse.jhu.edu/f

links muse jhu.edu

screen

od /medis/noname/

Is

cp tograb.log /home/ghost/

ced

o

cd blocks/

s | wel

cd..

Is

mv tograb.log blocks/

od blocks/

more tograb.log

split-n 100 tograb.jog

split ~help

split <help|less

;n“t -4 100 tograh.log tograb.

rmn tograb.*

cp /media/noname/tograb.iog tograb-
split -heip|less

split -a 5 -1 100 tograbJog tograb-

RIF
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Is tograb *

we

Isjwed

mv tograb.log ..

sudo dhclient —release

sudo dhelient -

sudo dhclient

sudo dhclient -

sudo dhclient

sudo /etc/init.d/ez-jpupdate restart
Ping ghost-faptop.dyndns-free.com
/sbin/ifconfig o | less

curl ~interface ethO httos://10 724.0.47:444/hin/d
curl ~interface ethd 10.72.0.47
ping<hel

ping - eth0 10.72.0.37

- [sbinfifconfig -

ping 4 eth0 4.2.2.2

man ping

ping-110.2.55.1204.2.2.2

sudo ping 410.2.55.1204.2.2.2
/sbinfifconfig -a | less

sudo ping 1 10.2.55.1204.2.2.2
sudo ping -l wian0 4.2.2.2

sudo ping -) eth0 4.2.2.2

ping -1 eth04.2.2.2

sudo ping -1 eth0 4.

sudo ping -f eth0 10,72.0.47

sudo curl —interface ethd 10.72.0.47
man cyri

sudo curl -interface 10.2.55.120 10.22.047

route

{sbinfifconfig-a

route add default gw 18.2.55.1

sudo route add default gw 18.2.55.1

sudo ping | eth0 10.72.0.47

echo “sudo route add default gw 18.2.55.1 >> logininfo
sudo curl —interface 10.2.55.120 10,72.0.47

cur —interface eth0 10.72.0.47
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curl —interface eth0 10.72.0.47
sudo dhclient ath0

sleep 600; sudo dhclient eth0
raute

curl —~interface wian0 www.yahoo.com

curl ~interface wian0 4.2.2.2

sleep 600; sudo dhclient eth0

sudo dhclient eth0

sudo ping - eth0 10,72.0.47

sudo ping 4 wian04,2.2.2

sudo ping - eth04.2.2.2

man route

dnsip

dig www.yahoo.com

dig www.yahoo.com|grep "IN"

dig www.yahoo.com|grep “IN" | grep 10.72

echo 'dig www.yshoo.com|grep “IN" | grep 10.72' > logininfo

/shinfifconfig -a

/sbinfifconfig -a{grep en

sudo ifconfig eth0 hw 00:4¢:e5:0:¢7:56
sudo fconfig eth0 hw ether 0D:4c:eS5:a0:c7:56
sudo ifdown eth0

sudo lfconfig eth0 hw ether 00:4¢:e5:a0:¢7:56
sudo lfconfig ethO down

sudo ifconfig ethO hw ether 00:4¢:e5:a0:c7:56
sudo ifconfig ethO up

emacs logininfo

ping www.yahoo.com

dig yahoo.com

sudo dhcllent

dig www.yahoo.com

emacs logininfo

emacs fetc/ez-ipupdate/default.conf
/sbinfifconfig -a

sudo emacs /etc/ez-ipupdate/default.conf
ferc/inkt.d/ez-ipupdate restart

sudo fetc/init.d/ez-ipupdate restart

dig

dig x.dyndns-free.com

dig ns x.dyndns-free.com

cat fetcfresolv.c

cat fetc/resolv.cont

dig www.yshoo.cvom

dig www.yahoo.com

links ~-help

links ~-help|grep inerf

links ~-help|grep intert

fynx




curf ~Interface ethO www.yahoo.com
dig @10.2,55.7 www.yahoo.com

dig @10.2.55.2 www.yahoo.com
sudo dhclient

cat /etc/resolv.conf

sudo dhelient

cat /etc/resolv.cont

ping 10.72.0.47

dig @10.72.0.47 www.google.com
gnome-screensaver-

df .
ping www.yahoo.com

echo 10.72.0.47>> logininfo

dig —-halp

host —halp

dig ns wdyndns-free.com

dig @nsl.dyndns.org ghost-laptop.dyndns-free.org

dig @nsl.dyndns.org ghost-laptop.dyndns-free.com
/sbinfifcontig -a '

sudo dhclient eth0

sudo route del defauft

sudo route -net 10.0.0.0 8w 10.189.64.1
sudo route add -net 10.0.0.0 gw 10.189.64.1
sudo route add 10.0.0.0 gw 10.189.64,1
route

ping 10.189.76.179

ping 10.72.0.47

sudo dhclient etho

/shin/tconfig-a

ping google.com

route
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/sbin/ifconfig -a

sudo ifconfig wian0 down

sudo ifconfig wian0 hw ether 90:4c:e5:30:c7:55
sudo ifconfig wianO up
/sbinfifconfig -a
[etc/nit.dfez-ipupdate restart
sudo /etc/init.d/ez-ipupdate restort
dig ghost-laptop.dyndns-free.com
ping4,2,.2.2

sudo dhclient

ping 4.2.2.2

ping www.yahoo.com

route

curt www.yahoo.com

ssh ghost-laptop.dyndns-free.com

/sbinfifconfig -a

ssh 18.111.48.33

cur! www.yahoo.com

sudo dhdlient ethO

od /media/bee820ea-203b-4556-bfab-eff2d9eb665e/
ls

Is | grep ajp
Is | grep -v oxford
cd /vol

s
od www.genome.org/content/1/3/
]

od /media/bce820ea-a03b-4556-bfaG-effod9eb665e/
more pdfs/2520824.pdf

more pdfs/25208234.pdf

{5 4 pdfs/25208234.pdf

Is -Ul pdfs | head

python

ps &x | grep pyth

psax | grepls

RJIF
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Is | grep v pd | less
Is | grep bk | tan

fs
s /media/drive/pdts*
c

w
/shinfifconfig -a

ssh 10.189.61.53

/shinfifcontig -a

sudo letc/init.d/er<ipupdate restart
ssh 18.111.48.33

Is

more falledandneedtograb
cat falledandneedtograb | seq -©'s/.pdf//" | sort-u | head

mwmmmm@'smw | sort -u > falled-partisi-clean
hndfanedmlal-deomblodqlmwhd
b 2

curf —interface wian0 www.yahoo.com
route

ping 18.111.31.1

we 4

.Sudo apt-get lnstall autossh

Sudo apt-get update

man ssh




psax | grep dhelient

kil 7937

sudo kill 7937

sudo kil 8001

sudo kil 8281

ps ax | grep dhoiient

ps ax | grep netwo

ps ax | grep Netw

sudo kil 730

psax | grep.Netw

ps axf
Jetc/init.d/network-manager stop
sudo /etc/Init.d/network-manager stop
ps ax

ps ax | grep dhcl

sudo kifl 8839

psax

[sbin/ticonfig -2

sudo emacs /etc/ez-ipupdate/defayit.conf
sudo fetc/init.d/ez-pupdate restart
dig ghost-laptop.dyndns-free.com
Is

sereen -x
w

whoami

we - falled-tlean

screen -x

{

Is

cat falledandneedtograb | sed -e 's/.pdf//" ) sort-u > faBed-partial-clean
we - failedandneedtograb

cat falledandneedtograb | sed -e 's/.pdf//* | sort -u > failed-clean
rm falled-partiak-clean

more falled-clean

cd blocks/done

Is | less

less bik0000000020

we - bik0000000020

ed..

spit

split -a 5 - 1000 falled-clean blocks/bikfall

df-h

cresn ~x

screen -x

who amj

od umi

python

cd umi

grep 797854 *

grep 801899 *

is

mare 900.htm!

RIF




grep 1978790241 *

screen X

is blocks

Is

rm falledandneedtograb
rm falled-clean

Is

;I:l pdfasize.dbm pef2size-js3.dbm

mare stilitograbx

e I
sphit-a 5 -1100 st 'stiliblk
is blocks

g

¢d /media/drive/pdfs

more 3590725.pdf

less 3697690.pdf

cd /media/drive/pdfs
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df-h

sgreen-r

scréen «x
:dlmdaldrtve/md_«/

more 1923/06700.htmi
f8

Is blocks

df -

suddo umount /media/bce820ea-303b-4556-bfa6-eff2d9eb665e/

ping4.2.2.2
fsbin/ifconfig -a
/shinfifconfig -a|less
ls

~/hin/sls pdfs | head

Jsispdfs |head

cd pdfs

.Jsls | xargs < mv {} vol/pdfs/
islsh. | xargs - mv {} fvol/pdfs/

..
rmdir pdfs

more deleteandgrab
Is

Is4

more pdfs3.sis

tall pdfs3.sis

is

more js3.JsIR

less js3.IsIR

is 4h Js3.55IR

fg

Is

Is -th pdf2size-jsd.dbm
we j53.051R

python )
spiit -2 5 - 100 30mblocks blocks/grp30m
od fvolfjsindex/
python

od /media/dr

¢d /media/drive/

L':;—i



sudo mkdir drive2

sudo mount /dev/sdf drive2
Momomt-tnlmfsldw/sdfdﬂvez
mdomunt-tmlmfsldw/sdndmez
df

df-h

cd drive2

s

sa

mbkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs
od Avol

Is-}

cd..
Is<4
tmvol

i




bg

dhcilent

sudo dhclient

df-h

sudo umount /dev/sdft

fe

df

ps ax | grep dhclie

sudo kill 31696

/sbinfifconfig -a | less

screen -x

gnome-screensaver
gnome-screensaver-command —-lock
gnome-lock-screen
gnome-screensaver-lock
xscreensaver -jock
gnome-screensaver-command --lock
gnome-screensaver

screen X

df

Io:l /media/

mount /dev/sdgl 3aab9fe1-9c54-43b1-9374-72722d78d3e0/
sudo mount /dev/sdgl 3aabSfe1-9c54-43b1-9374-72722d78d3e0/
af

sudo mount /dev/sdh] 3aabSfe1-9c54-43b1-9374-72722d78d3e0/
Is

fsbinftficonfig -a

sudo ifconfig mac 91:4ceS:a0:¢7:55

Is

/sbin/ifconfig -a > mac

sudo ifconfig mac 914c:e5:a0:¢7:55

fg

sudo ifconfig eth0 mac 91:4c:e5:30:¢7:55
man ifconfig _
sudo ifconfig eth0 hw ether 91:4c:e5:a0:c7:55
/sbin/ifconfig -a jgrep ether

/sbinfifconfig eth0

sudo ifconfig ethO hw ether 00:4¢:e5:20:¢7:55
sudo ifdown ethQ

sudo ifconfig ethO hw ether 00:4¢:e5:a0:¢7:55
sudo ifconfig eth0 down

sudo ifoonfig ethD hw ether 00:4¢:¢5:20:c7:55
sudo ifconfig ethO up

dhclient

sudo dh

sudo dhellent

sudo dhelient ¢

cd/ont/ ¢

Is

df

cd /media/bce820e2-303b-4556-bfaG-eff2d9eb665e/

RIF




;cneen -r

Is blocks/we -1

screen

screen -r

screen -x

we-l .

df-h | media

df-h | grep media

we - uristograb.wget

df-h | grep media

grep-v oxford uristograb.wget |less

gvep -v oxford uristograb.wget |grep v dukejo {grep « genesdev | grep-v arr [less

grep -voxford uristograb.wget [grep -v dukejo Igrep-v genesdev | grep -v err | grep -v cship | grep v majou |less
mwmw wget igrep -v dukejo lmwmmwlmwmlmwmblwwmm lgrepv
genhome .

grep -v oxford uristograb.wgat |grep -v dukejo 18rep -v genesdev | grep v err | grep -v cship | grep -v majou |grep v
genome)|grep - learnmem}less .
we < uris®

df-h | grep media

- Is blocks/]we +

df -h | grep media

ts blocks/|we -

df -h | grep media

Is blocks/jwe -

df-h | grep media

s

df

w

df -h | grep medis
I8 blocks/] we -
df-h | grep media
ks blocks/|we -}

Is blocks/Jwe -}
df-h | grep medis
Is blocks/|we 4
df-h | grep media
s blocks/{we -4
.dt-h | grep media



is blocks/|we -l
Is /mnt

Is vol

df -h | grep media

{s blocks/| we -}

df-h | grep media

ts blocks/{ we -

df-h | grep media

Is blocks/|we -l

df-h

Is blocks/| we -

df-h | grep media

Is blocks/|we -

df-h

df-h | grep media

(s blacks/{ we -l

df-h | grep media

Is blocks/| we -

df -h | grep media

Is blocks/| we 4

df -h | grep media

Is blocks/jwe 4

df -h | grep media

Is blocks/|we 4

df -h | grep media

Is blacks/|we 4

df -h | grep medis

Is blacks/ | we 4

df-h | grep medie

ping google.com
Jsbin/ifconfig -a
[sbin/ifconfig -a|less

df

umount /media/drive
cd /media/drive/

Is

df-h

Is

sudo umount /dev/sdel
sudo umount -f /dev/sdel
dt

Jshinfifeonfig -a]less

df -h | grep drive2

Is blocks/|we 4

od

Is blocks/| we

df -h | grep drive2
[sbin/ifconfig -a
ifconfig eth0:1 static 18.55.7.241
sudo ifconfig ethi:1 static 18.55.7.241
/sbin/ifconfig -a

curl ~interface eth0:1 www.jstor.org




curl ~interface ethO www.jstor.arg

sudo ifconfig eth0:1 static 18.55.6.241
cunl -interface ethO www.jstor.org

curl —Intarface eth0:1 www.jstor.org
sudo ifconfig eth0:1 static 18.55.5.241
curl ~interfaca eth0:1 www.jstor.org
sudo ifoonfig eth0:1 static 18.55.4.241
curl ~interface eth0:1 www.jstor.org
[sbinftfcontig

sudo Heonfig eth(:1 static 18.54.4.241
curl ~interface ethO:1 www Jstor.org
sudo ifconfig eth0:1 static 18.54.5.241
sudo ifeonfig eth0:1 static 18.55.5.241
sudo ifconfig eth0:1 up static 18.55.5.241
is blocks/|we - )
ping 4.2.2:2

od vol

od ol

;Iheembbing.pv

cd..

Is vol

Is 4 val

mvol

sudo rm vol

sudo in -5 /media/drive /vol

:élmmbbmw

s
mkdir tomove

cd tomove

mkdir pdfs

~/keepgrabbing py

emacs ../keepgrabbing.py
~/keepgrabbing.py

sudo rm fvol

m 5 /media/3aab3te1-9c50-43b1-9374-7272247803e0/ /vl
;lkumhbmw

I

od ./vol

/keepgrabbing.py
finks www.jstor.org
dhciient

/shinftfconfig -a

RIE




ifconfig up eth0:1 18.55.6.251

Heonfig ~help | less{A

ifconfig —help

ifconfig ethD:1 up static 18.55.6.251

sudo ifoonfig eth0:1 up static 18.55.6.251 -

sudo ifconfig ethO:1 up static 18.55.6.252

Jfsbinfifconfig -a

ping ~help | less

ping 4 eth0:1 www.google.com

/sbinfifconfig -a s

Jsbinfifconfig -a(less

sudo ifconfig eth0:1 up static 18.55.6.241

Isbin/ifconfig -a

ping 4 eth0:1 www.google.com

ping -1 18.55.6.241 www.google.com

curl --interface ethD:1 www.google.com

curl ~interface ethO:1 www.jstor.org

curl —-help | less

[sbinfifconfig 3

sudo ifconfig eth0:1 up static 18.55.6.252

curl ~interface eth0:1 www.jstor.org

sudo ifconfig eth0:1 up static 18.55.7.240

curl ~interface eth0:1 www.jstor.org

curl --interface eth0:1 www.jstor.org/x

Is

emacs keepgrabbing.py

cd tomove/pdfs/

is|we-t

mv * /vol/pdfs

Is

od..

Is

mkdir umi

od umi _

curl =0 0.html "progquest.uml.com/padweb?ROT=30585Q=PMID{66569)&PageSize=50"
curl -0 0.htm *proquest.umi.com/pqdweb?RQT=3058SQ=PMID{66569)&Pagesize=S0&cical”
mors O.htmi

curl - proquest.umi.com/padweb?RQT=305&50=PMID{66569)&PageSize=50
curl 4 "proquest.umi.com/pqdweh PRQT=305850=PMID{66569)& PageSize=50"
curi -H “Cookle: SSESSIONID=f4zWwaqzMRSha" -0 0.htmi
“proguest.umi.com/pqdweb?RQT=305&5Q=-PMID(66569)&PageSize=50"
more 0.html

curl -H "Cookie: ISESSIONID=(42WwqzMRSha” -0 SO.htmi
“proquest.umi.com/pqdweb?RAT=30S&SQ=PMID|66569)&PageSize=508firstindexaS0”
diff -u O.5tmi 50.htmi

macs curicommands.py

emacs curicommands.py

python curcicommands.py

python curicommands.py

more curicommands.sh

rm curicommands.py

emacs curicommands.py
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Python curicommands.py
more curfcommands.sh
bash curicommands.sh
more 1100

more 1100.htmi

tynx -dump 1100.htmy
finks 1100.htmi

python

cat > saneurl.py

fe

is /media

s

mkdir /media/drive/umi
s

fg .

Is /media/drive/

more /mwdme/zowsmnw
mmlmwwwmmmnw
more /media/deive/umi/2073772711 Jami
:m /medwdrwmvmsmm

cd /vol
anmmnv

Is
"MMWMPV
cd /media

ls

cd wmw-asu-ssnmzwmgo/
s

df-h

sudo shutdown now

od /media/de

cd /media/drive/

mbkdir jsindex

sudo mdir jsindax




= sudo chown ghost jsindex
od jsindex

. python
s

fg

more 2010/0800.html
od 1989

is

od ol

Is

cd jsindex/1989

Is

s | less
s { tall
od ./1990
s | fess

python

python Jusr/bin/easy_install

sudo easy_install ~install-dir /usr/ib/python2.6/ pyoai
PYTHONPATH=/usr/lib/python2.6 sudo easy_install --install-dir /usr/lib/python.6/ pyoal
sudo easy_install —install-dir /us/lib/python2.6/site-packages/ pyoai

sudo PYTHONPATHs/usr/lib/python2.5/site-packages easy_install -install-dir fusr/lib/python2.6/site-packages/ pyosl

td Jusrflocalflib/python2.6/

-s-a

od dist-packages/

Is-a

m'

sudorm*
sudo rm ¢f *

sudo easy_install pyoal
Is

python

od

Is blocks/ Jwe -t
2 )
ps ax | grep keep
psax | grep ser
g %1

g0

fg

kill 2137

kill 2138

ps ax | grep keep

python serveblocks.py 8092
fs
python serveblacks.py 8092

emacs serveblocks.py

python serveblocks.py 8092

ematcs serveblocks.py

python serveblocks.py 8092

emacs serveblocks.py




wﬂlonm mw;g | tee unistograb.wget
we - uristograb.wget

python - caigrab.py | tee uristograb.wget
:naaoaw.py

RIF




&
emacs oaigrab.py

python < osigrab.py | tee uristograb2.wget

fs

cd fvol
wgst -x -nv -nc 4 ~/uristograb.wget

more analysis.oxfordjournals.org/content/35/3/97 full.pdf
wget -x -nv -nc -§ ~/uristograb.wget

od www.sciencediract.com/science/page/sitemap/publication/

Is

cd serial/

Is

cd journals/

is

emacs “/sis

chmod +x ~/sis

~/sls | less

~fsis . | less

more 17503467.html
Is 0242648

Is 0242648%/24

Is 0242648%/24/3
more 0242648X/24/3/243.5tm!
python

fg .
mbkdir /vol/sd/jo

fe

cd

fg

python

Is

cd ymi

Is

python

fg

more keepgrabbing.py
od /vol/

is

mkdir pdfs

sudo midir pdfs
sudo chown ghost pdfs
capdfe/
;’/heevmbbln&w

wsct-headew'um WW’MW Mo ; K ‘; :L , - Atrect.co
wget ~headers"User-Agent: WL/6" -m -np “htto: sciencedirect.og
weet ¢ rohotswoff -haadef-"Uw-Agmt: Ws" -m -np

2]
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....................

;lkeembmw
*/keepgrabhing py
dids

fe

python

pwd

s «
cd ~“fumi

python

fs

python

Is 1000000.htm!

fs

more 128214.htmi

more 128213

less 128204 htmi

less /vol/umi/128204.htmi
links Vol/umi/128204.htmi
python

Is-th

Is blocks ) we 4

pythaon

{s *dbm

g

s

more deleteandgrab
split -2 5-1 1000 deleteandgrab blocks/regrabe
ts blocks/[we

ot blocks/

i8] tess

Is | tall

doo

Is /mnt
df

~/sls fvol umi > uml.sls
more umi.sls



~/sls Jvolfumi > umi.sis
~/sis /vol/pdfs > pdfs3.sis
fs R vol > Js3.IsIR

mare js3.\sIR

I1s 4R fuol/ > Js3 IR

od /media/

ks

tm drive

sudo rm drive

sudo mkdir drive
sudo mount /dev/sde drive
sudo mount /dev/sdel drive
od drive

s

df

fd-h

df-h

mbkdir pdfs -

sudo mkdir pdfs

sudo chown ghost pdfs
Is

~/keepgrabbing.py
cd /media/drive/pdfs
more 3590725 .pdf
less 3697690.pdf
less 30072010,pdf
less 60244678.pdf
less 3523970.pdf
less 3548593.pdf

{ess 3523645.pdf

{ess 3813153.pdf

lass 3838338.pdf

less 3279339.pdf

less 1888323.pdf

less 688560.pdf

less "234,.pdf"

less 742572.pdf

less 30058803.pdf
jess 2023815.pdf
more 2023815.pdf
od
~[keepgrabbing.py

RIF
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Doyoul\avemmmmtmm;ommemmnsywhmonﬂnlgldlhktwwwowmmabbm

Sent: Tue Mar 08 17:21:53 X
Subjact: Pw: bash history of Acer (nvolved with MIT hack and donloading from JSTOR

mmmmmmﬂpmmmmmmwmummmmmm
soript keapgrabbing.py does?

Ti 8L NI

Sent: Wed Mar 02 17:31:13 2011
WMWGMIMMMMMWMMMR

<]

The bash history of the Acer that was connected to the MIT network has references to the python script keepgrabbing
and ISTOR:

* 1788



cat .bash_history

rm bash_history
screen X

uptime

df-h

s /emat/pdfs/ fwe
Is-f /mnt/pdfs/|we -
screen X

cat .bash_history

ks

cat .ssh/known_hosts
whaols ygl.as

uptime

curl www jstor.org

inks www.jstor.org/stable/838383
s

v 838383.pdf /mnt/pdfs/

screen of

screen -x

curl jstor.org

curl i wwww.jstor.org

curl 4 www.jstor.org

sudo Ifconfig wian0 down

sudo dhclient -re

sudo dhclient ¢

sudo ifconfig ethO up

sudo dhclient

curl -l www jstor.org

curl scripting.com

/sbinfitconfig -2

curl

ping4.22.2

cat /etc/resolv.conf

sudo dhclient -»

sudo dhcllent

ping4.2.2.2

cat /etc/resolv.conf

curl scriptng.com

curl www.google.com

curl 4 www.jstor.org

/sbinfifconfig -a

ping ghost-laptop.dyndns-free.com
psax | grepip
/etc/init.d/er-ipupdate
fetc/init.d/ez-ipupdate reload
sudo /etc/init.d/ez-ipupdate reload
ping ghost-laptop.dyndns-free.com
dig ghost-lsptop.dyndns-free.com
dig ®nsl.dyndns.org ghost-laptop.dyndns-free.com
sudo /etc/inkt.d/ez-ipupdate restart
dig @ns1.dyndns.orng ghost-laptop.dyndns-free.com
ex-ipupdate -help



er-ipupdate -help|less

sudo ez-ipupdate

sudo ez-ipupdate - ethd

more /etc/ez-ipupdate/default.conf
exipupdete ~heip|less

sudo ez-ipupdate -¢ /etc/er-ipupdate/default.conf
sudo ez-ipupdate -vwv -¢ /etc/ez-ipupdate/defauit.conf

az-ipupdate ~heip|less

sudo ez-ipupdate -vwv ¢ /etc/ez-ipupdate/default.conf -{ ethO
sudo ez-ipupdate -c fetc/er-ipupdata/defauit.conf 4 eth0
dig ®ns1.dyndns.org ghost-laptop.dyndns-free.com

is /mnt/lwe 4

od /mnt

is

ps ax | grep touch

ps ax | grep seq

touch 1

Is

touch 2

$eq120

seq 1 20 | xargs touch

ts | we-l

seq 1 2000000 | xargs touch
Is § we

Is | fess

Is|wecd

s ax | grep bash

w

whoam|

kiti 3658

ki -9 3658

mkdir pdfs

cd pdfs

~/keepgrabbing.py

emacs /home/ghost/keapgrabbing.py
zile fhome/ghost/keepgrabbing.py
~/keepgrabbing.py

touch foo

m foo

od..
~/keepgrabbing.py

cd fmnt

ls

m [ ]

Is

cd pdfs

Is

od

Is

python serveblocks.py
python serveblocks.py 8092
bg
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fg

psax | grep serve

kill 2461

ps ax | grep serve

python serveblocks.py 8092
bg

Is /mnt

is /omnt/pdfs
l:d-llmntlpdﬁ/
gnome-screensaver-command —~activate
Is

psax | grep curl

kill 19047

curf www.jstor.org

dhclient ~help

sudo dhclient

bewm-ng
Is blocks/jwe -
df-h

links www.jstor.org/stable/873098
bwm-ng

gnome-screensaver-command --activate
is blocks/|we 4

bwm-ng
Is blocks/{we 4
uptime *

bwm-ng
df -h

i3 blocks | we -1
bwm-ng

sudo umount /mnt
df

R
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cd /mnt/
~fkeepgrabbing.py
~fkeepgratbing.py
cd /mnt/
~/keepgrabbing.py .
~/keepgrabbing.py
cd /mnt/
~/keapgrabbing.py
od /mint
~{keepgrabbing.py
screen -r

sCreen -x

uptime

dt-h

screen -r

screen -k

e

uptime

bwm-ng

df-h

scraen -x

ps ax | grap curl
psax | grep keepgr | awk ‘(print $1)' | xargs kil
ps ax | grep curl
psax | grepgr

ps ax | grep curl

df-h

/sbinfifconfig-a .

sudo eonfig ethQ:1 static 18.55.7.49

curl ~interface ethO:1 www.jstor.org

cur) ~interface eth0:1 www.google.org

rsync -avz pufs/ ghost-machook.dyndns-free.com:/vol/pdfs
screen -f .

screen <%

python

sudo easy_instell pyosi

sudo apt-get install python-eml
sudo sasy_install pyoal

python

sudo easy_install ~remove pyoal
easy_install ~help

easy_insteil ~help|less

sudo easy_install —remove pyoal
python

sudo easy_[nstall pyoai

od /usr/local/lib/ython2.6/

is

ts site-packages/
o
Y

focate easy-instail.pth
locate easy_install.pth
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sudo easy_instal} pyoal
locate easy<nstall.pth
f: Jusrfiib/python

Is-a
cd ./python2.6
-Is

easy_install ~help
easy_lnstall ~help|less
python serveblocks.py
&mn serveblocks.py 8092

sudo dhelient -¢
sudo dhclient
sudo dhclient -r
sudo dhctient
sudo dhclient-r
sudo dhclient
ping4.2.2.2
sudo dhcllent -+
sudo dhelient
sudo dhclient -¢

sudo /etc/init.d/ez-ipupdate restart
ping ghost4aptop.dyndns-free.com
/sbin/ifconfig ethd

ping 18.55.7.237

ping ghost-{aptop.dyndns-free.com

sudo /etc/init.d/ez-ipupdate restart

ping 18.55.7.237

ping ghost-laptop.dyndns-free.com

sudo /etc/ink.d/ez-ipupdate hefp

sudo /etc/init.d/ez-ipupdate force-relond
ping ghost-laptop.dyndns-free.com

© more fete/Init.d/ez-ipupdate

. more fetc/ezdpupdate/default.conf
sudo less /etc/ez-ipupdate/defauit.conf
ps ax | grep ez-ip

ping ghost-laptop.dyndns-free.com




::sd Avolfpdfs/

5 | lass

python oalgrab.py
python -1 calgrab.py
cd fvolf

is

cd muse jhu.edu/
is

cd content/osi/journals/
[

cd social_text/

Is

cd v017/

Is

more 17.3

more 17 3dutton.htmi
man wget

du -hsc fvolf*

du -hsc fvol/*

bwm-ng

Is ih uristograb.wget

© grep pdf uristograb.wget
screen X

man wget

d /vo/

is

wget -x -nc ~/uristograb.wget

wget x -nc i “/uristograb.wget

sudo chownghost. -

wget - -n¢ -} “/uristograb.wget

wget -g -x -ac - ~/uristograb.wget

wget -av -x-nc - ~furistograb.wget

screen -X

emacs osigrabpy

sudo apt-get install emacs23-nox

emacs oalgrab.py

python oaigrab.py | tee uristograb.wget

we -f uristograb.wget

grep html urdstograb.wget | sed -¢ 's/htmi/pdf/ > uristograb2.wget
grep pdt uristograb.wget | sed -2 's/pdf/html/” > urlstograb2.wget
more uristograb

more uristograb2.wget

cd vol/

wget -av -x -nc - “/uristograb2.wget

grep htmi uristograb.wget | sed -¢ ‘s/html/pdt/” >> uristograb2.wget
od

grep html wistograb.wget | sed -& ‘s/htmi/pdff’ >> uristograb2. wget

cd /vol

wget - -x-nc - ~/uristograb2.wget
curl muse.jhu.edu/f

links muse.jhu.edu
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screan %

od /media/noname/
Is
zd tograb.log /home/ghost/.

o .
od blocks/

is | wed

cd..

Is

v tograb.log blocks/

cd blocks/

more tograb.log

spiit -n 100 tograb.log

split -help

spiit-heip|less

;pﬂt-l 100 tograb.log tograb.

rm tograb.*
p /media/noname/tograb.log tograb-
spiit <heipless
spiit-a S -{ 100 tograb.iog tograb-
Istograb *
we
ls | we-t
v tograb.log ..
sudo dhclient —-release
sudo dhclient -r
sudo dhetient
sudo dhclient -r
sudo dhclient
sudo /etc/init.dfez-lpupdate restart
ping ghostaptop.dyndns-free.com
fshin/ifconfig -a | less
ping ghost-laptop.dyndns-free.com

curl ~interface eth0 10 72.0.47
ping ~hel

ping - eth0 10.72.047
/Jsbinfifconfig -a
ping4eth04.22.2

man ping
ping-10.255.1204.22.2
sudo ping 4 10.2.55.1204.2.2.2

fshin/ifconfig -3 | less



sudo ping -1 10.2.55.1204.2.2.2

sudo ping - wian04.2.2.2

sudo ping -1 eth0 4.2,2.2

ping -l 6th0 4.2.2.2

sudo ping-Jeth0 4,

sudo ping - eth0 10.72.0.47

sudo curl ~Iintarface eth0 10.72.0.47

man curl .

sudo cufl ~Interface 10.2.55.120 10.72.0.47

route

[sbin/ifconfig -a

route add default gw 18.2.55.1
sudo route add default gw 18.2.55.1

sudo ping -4 eth0 10.72.0.47

echo "sudo route acdd default gw 18.2,55.1" >> logininfo -
sudo curl ~Interface 10.2.55.120 10.72.0.47

curl ~interface eth0 10.72.0 47

-8 ciassmpiitor™ -k ~iterface eth baipsl)

curt-4° uamw&mnwmu-mmmmmm'

curl ~interface eth0 10.72.0.47

sudo dhclient eth0

sieep 600; sudo dhclient ath0

route

curl ~interface wian0 www.y3hoo.com

curl ~interface wian0 4.2.2.2

sleep 600; sudo dhclient ethd

sudo dhelient ethO

sudo ping - eth0 10.72.0.47

sudo ping - wian0 4.2.2.2

sudo ping - eth0 4.2.2.2

man route

dnsip

dig www.yshoo.com .

dig www.yahoo.com [grep “IN*

dig www.yahoo.com|grep “IN® | grep 10.72
echo 'dig www.yahoo.com|grep "IN" | grep 10.72'> logininfo
Jsbinftfconfig -a

{sbin/ifconfig -a]grep en

sudo ifconfig eth0 hw 00:4c:e5:a0:c7:56

sudo ifconfig eth0 hw ether 00:4c:e5:20:¢7:56
sudo ifdown eth0

sudo fconfig ethO hw ether 00:4c:e5:20:¢7:56
sudo ifconfig ethO down

sudo ifeonfig ethO hw ether 00:4¢:e5:00:C7:56
sudo ifconfig ethO up

emacs logininfo



ping www.yahoo.com

dig yshoocom

sudo dhclfent

dig www.yahoo.com

emacs fogininfo

emacs fetc/ez-ipupdate/defauit.conf
/sbinfifconfig -a

sudo emacs /etc/ez-ipupdate/default.conf
[etc/init.d/ez-lpupdate restart

xﬂo Jetc/init.d/ez-ipupdate restart
dig x.dyndns-free.com

dig ns s.dyndns-free.com

cat fet¢/resolv.c

cat /etc/resolv.conf

dig www.yahoo.cvom

dig www.yahoo.com

finks ~help

links ~help|grep inerf

l"vn: ~help|grep interf

curl ~interface ethO www.yahoo.com
dig ©10.2.55.7 www.yahoo.com

dig $10.2.55.2 www.yzhoo.com
sudo dhcilent

cat fetc/resolv.conf

sudo dhelient

cat fete/resolv.conf

ping 10.72.0.47

dig @10.72.0.47 www.google.com

gnome-screensaver-
at

ping www.yahoo.com

echo 10.72.047>> logininfo

dig ~help

host -help

dig ns x.dyndns-free.com

dig @ns1.dyndns.org ghost-laptop.dyndns-free.org
dig @ns1.dyndns.org ghost-laptop.dyndns-ree.com
[shinfitoonfig -a

ssh~help ) grep interf

man ssh

sudo ifconfig eth0 down

ssh ghost-laptop.dyndns-free.com
sudo curf —interface ethD 10.72.0.47
route

ssh ghast-laptop.dyndns-free.com
ping www.yahoo.com
/[sbinfifcontig -a

ssh 10.189.76.179



sudo dhcllent eht0
sudo dhclient eth0
route

man route

route

sudo dhclient eth0

sudo route del default

sudo route -net 10.0.0.0 gw 10.189.64.1
sudo route add -net 10.0.0.0 gw 10.189.64.1
sudo route add 10.0.0.0 gw 10.189.64.1
route

ping 10.189.26.179

ping 10,72.047

sudo dhclient eth0

sudo dhclient eth0

Jsbinfifconfig -a > ifconfiglog
{sbin/ifconfig -

sudo ifconfig wian0 down

sudo ifconfig wian0 hw ether 90:4c:e5:a0:c7:55
sudo ifconfig wian0 up
/sbinfifconfig -8
[ferc/mit.dfez4pupdate restart
sudo /etc/init.d/ez-ipupdate restast
dig ghost-laptop.dyndns-free.com
ping4.2.2.2

sudo dhdient

ping4.2.2.2

ping www.yahoo.com

route

curl www.yahoo.com

ssh ghost-laptop.dyndns-free.com

RIF
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/sbinftfconfig -a

$h 18.111.48.33
curl www.yahoo.com
sudo dhcllent eth0

sudo kill -9 8185

L

cd bi

od blocks/

Is

od done/

i8] less

Is | head

more afipd00000009

more aiipd000000009

more alipd000GO00009

s IW@WMeWMBM&w
Is | tall

more tograb-aaggu

more /medis/boe820es-203 b-4556-bfab-eff2d9eb665e/pdfs/359815.pdf

54 /mmmwmﬁw
Is | less _

s | grep-vpd | less

is | grep bik | tail

mare bik0000003629

MMMWMS&MMBMB

mlmdﬁhmm«%“mdmn.pdf

more d9eb665e/3999479 pdf
d9eb66Se/|

RIF ]



Is /media/drive/pdfs*
¢

w
Jsbin/fifconfig -8
ssh 10.189.61.53

[sbin/ifconfig -a

sudo /etc/init.d/ez-ipupdate restart

s5h 18.111.48.33

is

more falledandneedtograb

cat faliedsndneedtograb | sed -& ‘s/.pdf// | sort-u | head
cat falledandneedtograb | sed -e 's/.pdf//* | sort-u> falled-partial-clean
head falled-partial-clean > blocks/testfailed
Jsbinfifconhig -»

curl ~intarface wianD www.yahoo.com
route .

ping 18.111.31

wc - falledandneedtograb

sudo apt-get install autossh

sudo apt-get update

man ssh

ps ax | grep dhciiant

it 7937

sudo kill 7937

suda kill 8001

sudo kil 8281

ps ax | grep dheiient

ps ax | grep netwo

ps ax | grep Netw

sudo kil 730

ps ax | grep Netw

ps axt

Jetc/init.d/network-marager stop

sudo /ete/init.d/network-manager stop

ps 3%

ps ax | grep dhct

sudo kil 8839

ps ax

/shinffconfig -a

sudo emacs /etc/ez-ipupdate/default.conf
sudo /etc/init.dfez-ipupdate restart

dig ghost-laptop.dyndns-free.com

is

screen X

w

whoaml

wec - falled-clean

streen X

[

Is

cat faledandneedtograb | sed -e 's/.pdf//* | sort -u> falled-partial-clean
we - falledandneedtograb
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catfaﬂedandneedmmhlsed-e'sl.pdfll'lsort-u>faﬂed-clean -
rm failed-partial-clean ‘
more falled-clean

cd blocks/done

is | less

less bik0000000020

we < bik0000000020
od..

spiit ~help

spiit-a 54 1000 failed-claan blocks/bikfall
df -h

creen -x

screen -x

who am|

cdumi

python

¢d umj

grep 797354 *

grep 801899 *

is

more 500.htmi

grep 1978790241 *
screen -f

screen X

finks

s

screen -x

Is blocks

Is

m falledandneedtograb
m faited-clean

:ythm

mv pdf2size.dbm pdf2size-js3.dbm
fs

more stilltograbx

spiit —help

split -2 5 -1 100 stiiltograb blocks/stiifbék
Is blocks

fg

od /media/drive/pdfs




DUUD/

1 9T IRFUUIOA

more oY/ 107685 ol
links /vol/umi/107685.htmi
finks IWVWVIO’”“ hlml

cd 1923

Is

more 00900.htmi
python

od.

python

more 1923/06700.htmd

fs

Is blocks

df-h

sudo umount /media/bee820e3-a03b-4556-bfaé-eff2d9eb66Se/
ping4.2.2.2

/sbinfifconfig -

Jsbinfifconfig -a| less

Is

~/bin/sis pdfs | head

Jsis pdfs | head

cd pfs
Jslslnm-tmv{}/vovwfﬂ
iJsls.Imrss-wrwl}/\mllmw
$

RIF
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w "

rdir pdfs

more deleteandgrab
Is

is<

more pdfs3.sis

talt pdfs3.sis

Is

more js3.13IR
less js3 1siR

is -h js3.1sIR

L

s

I8 -1 pdf2size-js4.dbm
we - js3.sIR

python .
split-aS4 100 30mblocks blocks/grp30m
cd Aoljsindexn/
python

od /medis/dr

od /media/drive/
;Mnmbmw

more /medla/drive/4478605.pdf
more /media/drive/pdis/4478605.pdf
curt protect.thelinfo.org

mkdir drive2

sudo mkdir drive2

sudo mount /dev/sdf drive2

sudo mount -t reiserfs /dev/sdf drive2
sudo mount -t relserfs /dev/sdf1, drive2
df

df-h

od drive2

Is

s-a

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs
ed /vol

Isd

o .

Is

m vol
sudo rm vo!

Sudo In -5 /media/drive2 vol

.........



screen ¥

screen =X

ping www.google.com
/sbinfifconfig -3
Jsbin/ifconfig -a|less
dhclient '
sudo dheliant

sudo ifdown ethO:1

ping www.googie.com
Jsbinfifconfig -a
[sbin/ifconfig -ajless
ping4.2.2.2

cat /etc/resolv

cat Jexc/resolv.conf
ping 10,72.0.4N\

ping 10.72.0.47

ping 4.2.2.2

sudo Hconfig down eth0:1
sudo tfconfig eth0:1 down
[sbinficonfig -ajless
sleep 600 && bell

bg

dhcient

sudo dhclient

df-h

swdo umount /dev/sdfl
fg

df

ps ax | grep dhclie

sudo kil 31696
Jsbin/tfconfig -2 | less
screen X
gnome-screensaver
ghome-screensaver-command ~lock
gnome-lock-screen
gnome-screensaverdock
xscreensaver -lock

mount /dev/sdgl 3a2abSfel-9¢54-43b1-0374-72722478d3e0/

sudo mount /dev/sdgl 3ash9fel-9c54-43b1-9374-727224d 78430/
df

sudo mount /dev/sdhl 3aabSfe1-9c54-43b1-9374-72722d78d3e0/
|s .

[sbinfifconfig -2

sudo ifconfig mac 91:4c:e5:80:c7:55

Is
/sbin/ifconfig -8 > mac

| 806



sudo ifoonfig mac 91:4c:e5:20:7:55
fg

sudo Boonfig ethd mac 91:4c:85:20:c7:55

man ifconfig

sudo ifconfig sthO hw ether 91:4c:e5:a0:c7:55
/shinftfconfig - |grep ether

/sbin/tfconfig ethd

sudo ifconfig eth0 hw ether 00:4c:e5:a0:c7:55
sudo ifdown etho

sudo Heonfig ethd hw ether 00:4c-e5:30:c7:55
sudo Heonfig ethO down

sudo Heonfig ethO hw ether 00:4c:e5:a0:c7:S5
sudo iconfig eth0 up

dhcifent

sudo dh

sudo dhclient

sudo dhclient -r

cd /mnt/

is

df

od IMMMMNSS&WW
Is

tsd/

M%MMMMWM

SUDOIn-s MM%HOBNSS&WWM
Des-203b-4 ..;.A"“'..-..-.

mﬁ-voufofdmlmgrab.m {less
grep -v oxford uristograb.wget [grap -v dukejo Igrep -v genesdev | grep -v err less
grep -v oxford uristograb.wget {grep -v dukejo lsrep*vsemlw-vuﬂw»mhblmwm [less

8rep -v axford urkstograh.wget |grep -v dukejo |8rep v genesdev | grep -v err | grep  cship | grep -v majou lgrep v

genomejless

§rep v ouford urlstograb.wiet |grep v dukejo [grep -v genesdev | greg v err v cshi v
e -vle Vet | 8rep-v err | grep -v cship | grep ¥ majou |grep v

T



we - urls®

df - | grep media
s blocks/{we <
df -h | grep media
1s biocks/|we -
df -h | grep media
is blocks/|we 4

df-h | grep media
s

o

w

df h | grep media
Is blocks/[we

df -h | grep media
ks blocks/|we 4

is blocks/|we 4
dt-h | grep medid
ts blocks/|we 4
df -h | grep media
" Is blocks/|we 4

df -h | grep madia
ts blocks/|we 4

ls /mnt

is fvol

df +h | grep media
is blocks/|we +

df h | grep media
ts blocks/ {we -
df -h | grep media
is blocks/|we -}
df-h

Is blocks/|we

df -h | grep media
Is blocks/}we -
df-h

df-h | grep media
(s blocks/jwe 4

df -h | grep media
ts blocks/|we 4

df -h | grep media
Is blocks/{we -

df -h | grep media
Is biocks/|we -
df -h | grep media
Is blocks/|we 4
df -h | grep media
is blocks/ fwe -t

df -h | grep media
Is biocks/|we -

df -h | grep media
ping google.com
/sbinfifconfig -2

RIF
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ld;blﬂ/ifmnﬁg-alless

umount /media/drive
:/mdh/dﬂve/

df-h

[

sudo umount /dev/sdel
sudo umount -f /dev/sde1
df

/sbin/ifconfig -a | less
df <h | grep drive2

(s blocks/|we
od

Is blocks/|wc -

df | grep drive2

/sbinfifconfig -a

ifconfig eth0:1 static 18.55.7.241
Sudo ifconfig eth0:1 static 18.55.7.241
/sbinfifconfig -a

curl ~interface ethd:1 www.jstor.org
curl —interface ethd www.jstor.org
sudo ifconfig eth0:1 static 18.55.6,241
curl ~interface ethD www.jstor.org
curl -interface eth0:1 www jstor.org
sudo fconfig eth0:1 static 18.55.5.241
curl —Iinterface eth0:1 wWww.jstor.org
sudo ifconfig eth0:1 static 18.55.4.2431
curt —-interface eth0:1 www.jstor.org
[sbinfifeonfig -a

sudo ifconfig eth0:1 static 18.54.4.241
curl ~interface etho:1 www Jstor.org
sudo ifconfig eth0:1 static 18.54.5.241
sudo lfconfig eth0:1 static 18.55.5.241
sudo ifconfig eth0:1 up static 18.55.5.241
Is blocks/ Jwe -

ping4.2.2.2

cod vol

;Mmbbm&w
cd.
isvol

is -l vol

m vol

SudG rm vol

sudo In -3 /media/drive /vol
od /vol

S

;ﬂwmbinsw

3



cd vol
;:keepsrabblng.w

-]

mkdir tomove

cd tomove

mkdir pdfs -

~{keepgrabbing.py .

emacs ../keepgrabbing.py
~fkeepgrabbing.py

sudo rm fvol

sudoin-s /mmnam:-scsmhwm-nmmdw Mol
ed fvol

~{keepgrabbing.py

fs

Is

o .Jvol

~{keepgrabbing.py

links www.jstor.org

dhciient

/sbinfifconfig o

ifconfig up eth0:1 18.55.6.251

lfconfig ~help | less[A

tfconfig —help

tfconfig eth0:1 up static 18.55.6.251

sudo Hfconfig eth0:1 up static 18.55.6.251
sudo tfconfig eth0:1 up static 18.55.6.252
Jshin/ifconfig -a

ping ~help | tess

ping - eth0:1 www . google.com
/sbinifconfig -a

[shinfifconfig -alless

sudo ifconfig eth0:1 up static 18.55.6.241
[sbin/ifconfig -a

ping -1 eth0:1 www.googie.com.

ping + 18.55.6.241 www.google.com

curl <interface eth0:1 www.google.com
curl ~interface ethO:1 www.jstor.org

curl -heip | less

/sbin/ifconfig -a

sudo Hconfg eth0:1 up static 18.55.6.252
curl —interface eth0:1 www.jstor.org
sudo ifconfig eth0:1 up static 18.55.7.240
curl -interface eth0:1 www.jstor.org

curl ~interface eth0:1 www.jstor.org/x

Is .

emacs keepgrabbing.py

od tomove/pdfs/

isiwed

mv * vol/pdis

Is

cd.

1810



Is

mkdir umj

od umi

curl =0 0.htm! "MMwwvmmu?mrssoS&saapmo(sssss)&mw
curi -0 0.html 'mmwmumvmmmmssssmm&dm'
mose O.htmi

curl 4 mmmmmwmm?m-mmm(sssesmm
curl4 'mmmmmmammmmmw
curl H "Cookle: ISESSIONID=f42WwizMRSha" -0 O.htmi

: Q.htm) bR .

more 0.

curi -H "Cookia: JSESSIONID=fzWwqzMRSha” -0 50.htmi
-mmmwmmmmmmwmmmWw
diff -0 0.0l 50, hemil

macs curicommands.py

emacs cuticommands.py

Python curcicommands.py

python curlcommands.py

Mmore curicommands.sh

rm curicommands.py

emacs curicommands.py

python curicommands.py

more curicommands.sh

bash curfcommands.sh

more 1100

more 1100, htm!

lynx -dump 1100.htmi

finks 1100.htm}

python

cat > saneurl.py

fg

I8 /media/drivefumi

move /medh/ddvelmmnl.pdf
m/mdh/drm/mmlmmnl.pdf
mmlmema/drwumvzmsmmm
fl:melwddvelumvma, 77278 ).pdf
cd /vol

;?wembbmw

cd val
f‘;lheunwnm

;anbﬂwpv

cdvol




Is
;ﬁteepgfabhing.py

df-h

pwd

od..

¢d vol
~/keepgrabbing.py
od ../vol

is
~/keepgrabbing.py
cd /media

Is

cd 32ab%fe1-9¢54-43b1-9374-72722d78d3e0/
s

df-h

sudo shutdown now
cd /media/de

cd /media/drive/
mkdir jsindex

sudo mkdir jsindex
sudo chown ghost sindex
cd jsindex

python

(s

fg

more 2010/0800.htmi

cd 1989

is

s/VOV

cd jsindax/1989

(]

is- | less

is| tall

d -./19”

Is-i | less

python

python fusr/bin/easy_install

sudo easy_install —install-dir /use/lib/python2.6/ pyocal
PYTHONPATH=/usr/Ilb/python2.6 sudo easy_install ~install-dir fusr/tib/python2.6/ pyoai
sudo easy_install —install-dir /usr/ib/python2.6/site-packages/ pyoal
sudo PYTHONPATH=/usr/lib/python2.6/site-packages easy_instsil ~instali-dir {ust/Ub/python2.6/site-packages/ pyoel
:d Justflocal/ib/python2.6/

s -2

¢d dist-packages/

Is-a

m L ]

sudo rm *

sudo rm -rf *

sudo easy_install pyoal

python

RIF
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s

python

cd

Is blocks/jwe -l
f

ps ax | grep keep
psax | grepser
fg%1

fgo

fg

kill 2137

kit 2138

den
e




bwm-ng

du -hsc /volf*

df-h

df -h|grep media

Is blocks|we 4

Is

emacs osigrab.py

python - oaigrab.py

emacs oaigrab.py

python -i ouigrab.py

emacs oofgrab.py

mivdir muse

mv uristograb® muse

python oalgrab.py | tee uststograb.wget
we - uristograb.wget

emacs oalgrab.py

python - osigrab.py | tee wistograb.wget
emacs calgrab.py

mbon < oulgrab.py | tee uristograb.wget

emoalsmb pY

fs

emacs oalgrab.py

python 4 oaigrab.py | tee uristograb2.wget

fg
cd /vol
wget X -nv-n¢ - ~/uristograb.wget

more analysis.oxfordjournals,ong/content/35/3/97.full.pdf

wget <x -fw -nc - ~/uristograb.wget
mbdir sd
cdsd

wget -m -np "Rt

waet-headen'lmr-wus“-m-np Dwww.sclencedirect.co
M-MP“WWUE'-MM 'uu <f Forvewp sciencedirect.cq
wget-etohots-off -beadels"Useo-Agent Wlls‘-m-np

Is 0242648%/24/3
more 0242648X/24/3/243 it

RIF
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I3 2000000, htm!
f3

more 128214.htm)

more 128213

less 128204 .hem}

less fvol/umi/128204,htm}
tinks Avol/umif128204.htmi
python

dh

ls blocks | we -
python

is *dbm

8

Is

more
split -2 5 -1 1000
Is blocks/}we -
cd blocks/

I8 ] less

deleteandgrab blocks/regrabc




~{sis fvot umi > umi.sis
more umi.sis

~/sis Jvolfumi > uml.sis
~fsis /volfpdfs > pdfs3.sis
is 4R /vol > js3.sIR

more js3.isiR

Is-IR /vol/ > js3.IsIR

more Js3.I5IR

wc - js3.siR

echo -n me@asronsw.comimdSsum
df

psax

df

mount /dev/sdc/vol

od fval

Is

cd /media/

Is

Isd

rm drive

sudo rm drive

sudo mkdir drive

sudo mount /dev/sde drive
sudo mount /dev/sdel drive
cd drive

Is

df

fd-h

dt-h

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs

is

RIF
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Boston Field Office

(bX6),(bX7)
C
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rom: I .

Heymann, Stephen (USAMA) gov>
Sent: iday, March 04, 2011 4:02 PM '
Yoz X v ul S)
Subject: RE: First Interview Attempt
Thx for the update
Proml ™ Y e ol K | -
usSS
;.It: , March 04, 2011 4:00 PM
0z Heymann, Stephen (USAMAY(B)(6),(B) bea bridgepolice.org
[BX8).BYINC) Keos)[BYE)EXC) | (Bos)
subject: First Interview AT

b)(6).(b
'SMWWtO ess this morning and there was no answer, checked with

ey showa chan e of address request that was filled out in October 2070, 6w address;
|255235.1E§E7)(%) 1
b)(8),(bX7XC (b)(8),(bX7X
[EX&LENNC) |

U.S. Secret Sayvice
Bogton Fisld Office

(b)(8).(bXT)
©)

received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete
it.
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Went to her address this morning ~ no answer. I then checked with Postal “f'mm_'l
change of address request that wae filled out in M New address: (b)(6),(bX7)(C)

If I can get ocut there this afternocon, T will. If not, we will take care of it on Monday
morning. If you could please update the AUSA about this, I would appreciate it, I talked
to him this morning nad he asked to bs kept im the loop.

(bXB).OXT)
()

From: BOS

Sent: Monday, February 28, 2011 3:37 PM

To: CID

Cc: ISD; SFO; B80S

Subject: 775.510 Request for Investigation Other District - Aaron Swartz (102-775-60071-5)

e W W LT 3 Sreves caspan wiarv rewnasd

U.S. SECRET SERVICE INVESTIGATIVE REPORT

FRONM: BOSTON FIELD OFFICE FILB: 102-775-60071-8
TO: CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A

SAN FRANCISCO FIELD OFFICE SBIZURE#: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION

SUBJECT: REQUEST FOR INVESTIGATION OTHER DISTRICT

ACTUAL 1.088: § TBD POTENTIAL LOSS: #§
2,000.000.00
CASE TITLE: AARON SWARTZ
CASE TYPE: 775.510
SECONDARY TYPES: 848.191, 848.304, 848.930

CONTROLLING OFFICE: BOSTON FIELD OFFICE

1820



'REPORT MADE BY: SA ‘::E::: Ke)
DATE CASE OPENED: 01/

PREVIOUS REPORT:  01/21/11 ~ OPENING REPORT
REPORTING PERIOD: 01/22/11 - 02/28/11
STATUS: CONTINUED

SYNOPSIS:

Investigation has determined Aaron Swartz intruded into the MIT network
without authorization by making entry into a locked closet containing
networking components for MIT networks, connecting a computer to the MIT

Police and agents of the New Bngland Electronic Crimes Task Force and

charged with violation of Massachusetts General Law (MGL) for breaking and
entering.

Agents and Detectives of the New England Electronic Task Force
subsequently exacuted search warrants at Swartz’s residence and office.

FIBWHIO&!.« is requested to interview '
and ' } two known associates of Swartz, to determine
their knowledge of his activities.

Case continued in Boston.

DETAILS OF INVESTIGATION:

Reference is made to the Opening Report in this case, writtenm by 8A

for
of JSTOR,
ems for JSTOR,
» and AUSA Stephen Heymann held a

site, and that some of those licensing agreements include revenue sharing
with publishers in which the publishers will get a share of the fees JSTOR
collects from institutions. [EXELEXTstated that some of the publishers
allow for a direct fee to download an individual article, but some
publishers do not want individual articles downloaded. estimated
that the value of the documents Swartz downloaded to be excess of §2
million, [T/ ™ 7stated that he believed the average cost of the articles
was $14.00.\(b)6).0X7] stated that the first indication of an intrusion was a
dagradation of service for all mtomrs.@ﬁﬂstated that the software
on the JSTOR site relies on cookies to track users and that Swartz must
have found a way to delete the JSTOR cookies from his system prior to
making a new request to download a document . [FR7O" v aved muleiple
download requests occurred simultanecusly and that times, hundreds of
download requests were occurring concurrently. confirmed that the
JSTOR terms and conditions clearly prohibited the kind of downloading
Swartz was doing. . ‘
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on 02/03/11, SA and Detective W received the Acer Aspire
nethook, bard drive enclosure, Western Dig Tal hard drive contained im the

e, and a USB flash drive Police !
ga l®X0),b)/)land Detectiv took the evidence items directly
to Cambridge Police Headquarters. evidence items were logged into

Cambridge Police evidence and taken to the Cambridge Police Identification
Unit. The Idemtification Unit began processing the items for
gingerprints. -The results of the analysis is pending.
On 02/04/11, i Det;ecti.vel of the Cambridge Police,
EELEXNC.____] £rom the Massachusett ite of Technology, and AUSA
Stephen Heymann held a conference bK7) | explained that he was
driving to work on 01/04/11 when{TRD Jcalled him and told him that
he found a laptop connected to a switch.JOXoLPH7) |explained that previously
[EYE).EXIC) | had sent an email to (b)(8),b)}7) jdescribing the
traced the excessive downloading from JSTOR to. (D)(0),(0X7) |explained that
a£teBYELENT(] found the laptop connected to the switch, he started a
_packet capture on thé same switch. [EXE.EXN]also explained that the switch
the laptop was connected to was an entry switch, and that normally only
edge switches should be plugged into the entry switch. also
b)(6),(bX7 arrived, he used NMAP to dis hat
port 22 and 8092 were open on the laptop that was discovered. said
that he reviewed the packet capture and discovered 14 different IP
addresses sending SSH traffic to the laptop. [BX8).MXD) believed that some of
the IP addresses were SSH background noise, however he did note that
could be traced to the linerva server at MIT. The linerva
server is a Li up server run by the student Information Processing
Board at MIT. gtated that he was still working on analyzing the
packet capture,

Oon 02/07/11.% told SA| that he noticed that om
01/06/11, the laptop used by Swartz was briefly registered on the MIT
petwork from building 4 of MIT. [ [EXEIEXTClnoticed that QuLiRg ks ne
laptop communicated with IP addreases (EX6)BYCY Pt and
MNW stated that those IP addresses are associated with
Pmazon Elastic compute Cloud, which is a web service that provides

resizable compute capacity in the cloud.
Also on 02[07/11,' sent an email to AUSA Heywue' her

L]

estimate of how many documents were downloaded by Swartz. tated
that Swartz downloaded over 2.8 million doc and December
of 2010. 1g0 forwarded emails fr h stating. that the
initial yals of the activity jndicated that the downloads were done
systematically using sequenti in stable URLs. The same enail
included a statement from v of JSTOR indicating that the
downloading did not appear to be targeted towards research articles or any
particular titles, collections, or disciplines. For the 2.8 million
downloads in November and December of 2010, the breakdown was 1,385,569
research articles, 938,063 reviews, 62,127 news articles and 9,472

editorials.
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1/11, sSal e ATSAIC SAI SA
and Detective [(b)(0),(

executed a federal search warr,
Swartz’s residence located at 950 Massachusetts Avenue, Apartment
Ceambridge, Massachusetts. Swartz was home at the time the search was
executed. While the search was conducted, Swartz made statements to the
effect of, what took you so long, and why didn’t you do this earlier? The
search team seized several items described in greater detail in the
Evidence section of this report. After completing the search of Apartment
(0XG),(b)(7] the search team raturn @ firat floor to search the s
locker allocated to apartmen While on the first £loor, SA
observed Swartz leave the b » walk to the street and sprint away
after he reached the street. After ascertaining that none of the items in
the storage locker belonged to Swartz, the search team moved to 124 Mount
Auburn Street in Cambridge, Massachusetts where the Harvard University,
Edmond J Safra Center for Bthics is located and Swartz is listed as a lab
fellow. The search team observed Swartz at the Safra Centexr for
Ethics. Harvard University Police secured Swartz’s office while a federal
search warrant was obtained. After the search warrant ined; the
team gearched Swartz’s office at the Safra Center. SA seized and
Apple iMac computer and a Western Digital hard drive from Swartz’s
office.

on 02/35/11, Detactive%recdved the Acer Aspire nethook, hard drive
enclosure, Western Dig: d drive contained in the the

Wﬂu ive from @ Police Propezrty Technician
' Detectiv took the evidence items directly to the ECSAP
Lab Bvidence Vault.

SUSPECTS/DEFENDANTS :

SWARTZ, Aaron H - SUSPECT -

1599; Yes
1599a: No

I — - SUBJECT
AKA: [PTEIBXTIC)
RACE:
SEX:
DOB:
SS8N:
FBI:
SID:

WD:
- BYRS:

o s
1599;

1599a; No
PHOTO: No
PRINTS: No
POB:

DL/STATE:
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ADDRESS: | Fﬁarmwﬁas

EMAIL:
DATABASE CHECKS: 02/24/11

e | - SUBJECT

AKA: N/A
RACE:; 3
SEX:
DOB:
SN
FBI:
SID:
HT:
WT:
BYES:
HAIR
1599:
1599A:
PHOTO:
PRINTS:
0)-H
DL/STATE:
ADDRESS
EMAIL: )
DATABASE CHECKS: 02/24/11

EXAMS CONDUCTED:

BCSAP: ongoing
Poly: N/A
FSD: N/A

DATABASE SEARCHES CONDUCTED:

MCI / CI:  01/07/11
NCIC/NLETS: 01/07/11
CC8/CFT: 01/07/11
LOCAL LB:  01/07/11

BVIDENCE / CONTRABAND / PERSONAL PROPERTY:

REVIDENCE SSF 1544 S/N: 102 2011 ¢cB 31
DATE OF INVENTORY: oif_nm
INVENTORY MADE BY: s (b)(8),EXTXC) ]

DESCRIPTION OF ITEMS: Scientific Atlantic Modem SN# SM1565968
Apple Multi Adapter SN# 6F9395M72U6
apple Multi Adapter SNé 6F72BINNU4S
Black Notebook Journal

SEIZED / OBTAINED FROM: Aaron Swartz

LOCATION: Boston Pield Office Bvidence Vault

DISPOSITION: Held pending judicial action.
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EVIDENCE SSF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

Swartz

SEIZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

BVIDENCE SSF 1544 S/N:

DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

Linksys

R&276408

SEIZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

EVIDENCE SSFP 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SEIZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

8A6330856Ux8A

SBIZED / OBTAINED FROM:

LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 8/N:
DATR OF INVENTORY:

102 2011 CB 32

02/11/1

Sa 6 c

Harvard University Earning Statement
Earning Statement Addressed to Aaron

Master’s Thesis M~-876 Lind
Western Digital Mail-in Rebate Form

Aaron Swartz
Boston Field Office Evidence vault
Held pending judicial action.

102 2011 CE 33

02 Fl; /11 |
(b)8).(bX7TNC)

Wireless-G 2.4 GHz Broadband Router

MacBook Mac 05X Install Disc one and two
¥acBook User Guide in Gray Cardboard case
Apple Care Service lLetter Dispatch

Genius Bax Work Confirmation
Aaron Swartz

Bogsten Field Office Evidence Vault
Held pending judicial actionm.

102 2011 CE 34
02/

SA !
Nokia Cell phone

T-Mobile, HTC G2 call phone

12 Magnetic Media Tapes

Aaron Swartg

Boston Field Office Evidence Vault
Held pending judicial action,

102 2011 cE 35

M T
SA y
Metallic Blue iPod

White iPod with carrying case
White iPod with serial numbar

White iTalk

Black 1638 Thumb-drive

Aaron Swartz

Boston Pield Office Evidence Vault
Held pending judicial actionm.

102 2011 CB 36
02/11/11
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INVENTORY MADE BY:
DESCRIPTION OF ITBMS:

SEIZED / OBTAINED FROM:

LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF INVENTORY:

INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

kit

Guide

SBIZBD / OBTAINED FROM:

LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:
WB025AXGD87

WMANN1006724

SEIZED / OBTAINED FROM:

LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

WMAZA1626675

SEIZED / OBTAINED FROM:

SA

Fifty-four miscellaneous compact discs
Two hard drive enclosures

T-Mobile Sidekick

Sony Micro Vault

Aaron Swartz

Boston Field Office Evidence Vault
Held pending judicial action.

102 2011 CE 37
02

6 C
DVD-R with handwritten label
Pocket notebook
Pure Drive Quick start guide
Disk utility internal hard drive upgrade

Seagate Barracuda Hard Drive Ingtallation
Aaron Swartz

Boston Field Office Evidence Vault

Held pending judicial action.

102 2011 CE 38
0211211

-1 (bX6),(bX7XC) |
Apple iMac Mode 1 serial aumber

Western Digital Hard Drive SN

Aaron Swartz
Boston Field Office Evidence Vault
Held pending judicial action.

102 2011 CE 39

02/25/11
SA (b)(6).(LA7XC)
Acer re }SAX0D001001100181601

Rocketfish Enclosure with WD hard drive

HP USB Drive marked 0045SMKBT1 85102
Cambridge Police

LOCATION: Boston Field Office Evidence Vault
DISPOSITION: Held pending judicial actiom.
DISPOSITION:
gan Prancisco Field Office is requested to interview Lnd

he

m:::to making contact with

to determine if Svaartz diascussed JS'I'OR or NIT with them, and
a0 any knowledge of Swd :

NSRS

(bX8),(bX7)
C

of documents from JSTOR.
the San Francisco agemt

(b)(8),(bXT)
c
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i TRV RY (h\( '
this I0D is requested to contact Boston case agent
Y at 617-565-5640 to further @iscuss thiz case.

Case continued pending further investigation and judicial action.

USSS / BOSTON F“"
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| received a phone caflfrom CPD Criminalist] today. She told me that the Boston Police entification unit
hosmmwmmmmwmpmmammmmwmmmmmsmmmmm
on the drive contained within the enclosure.

They ammmwmmwmmﬂmml reports of such,
next week. '

mmmoﬁmmmmmmmmmof
Yma Tampaﬂmnmwwutomtonaﬂhht,l‘llbelnmmom.
iy mpmmaﬂmhawnmmepmmogatsmmmom.lstmﬂdgetmﬂwomeeammdim

Thanks
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1i8Y(: .
That time works for me. Unfortunately, M 11 be in the field on an operation, so she
will be unavailable. If that is okay, I will talk to you soon.

(BOS)
01, 2011 9:26 AM

. o‘um m*mn BoS) i

I@KEI&’KZKQ. .................... . x .
mld Buscos.gov]
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From: . )
Sent: Monday, February 28, .
Ta: (BOS), [SFQ)
Subject: RE: Questions 6 C

it was menticned that the AUSA wanted to have a conference call prior to us doing the interviews. s that st the case?

Please fet us know.

Kmbveawwuﬂmgnmeaallam

U.S. Secret ce
Boston Field Office

Pfrom: B80S

Sent: Monday, February 28, 2011 3:37 PM

To: CID

Ce2 ISD; SFO; BOS

Subject: 775.510 Request for Investigation Other District - Aaron Swartz (102-775-60071-5)

U.8. SECRET SERVICE INVEBSTIGATIVE REPORT

FROM: BOSTON FIELD OFFICE PILR: 102-775-60071-8
T0: CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A

SAN FRANCISCO FIELD OFFICE SEIZURE#: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION

SUBJECT: REQUEST FOR INVESTIGATION OTHER DISTRICT

ACTUAL LOSS: § TBD POTENTIAL LOSS: #$
2,000.000.00
CASE TITLE: AARON SWARTZ
CASE TYPE: 775.510
SECONDARY TYPES: 848.191, 848.304, 848.930
CONTROLLING OFFICE: BOSTON FIELD OFFICE
REFORT MADE BY: sal (b)(8),dY7XC)]

DATE CASE OPENED: 01/07/11
PREVIOUS REPQRT: 01/21/11 - OPENING REPORT

B L . 1831



REPORTING PERIOD: 01722/11 - 02/28/11
STATUS: CONTINUED

SYNOPSIS:

Investigation has determined Aaron Swartz intruded into the MIT network
without authorization by making eatry into a locked closet containing
networking components for MIT networks, commecting a computer to the MIT
network, and downloading documents from JSTOR. Swartz was arrested by MIT
Police and agents of the New England Electronic Crimes Task Force and
charged with violation of Massachusetts Ceneral Law (MGL) for bresking and
entering.

Agents and Detectives of the New England Flectronic Task Force
subsequently executed search warrants at Swartz’s residence and office.

Francigco Fiald offic is requested to interview‘ '

two ssociates of Swartz, to determine
their knowledge of his activities. :

Case continued in Boston.
DETAILS OF INVESTIGATION:

Reference is made to the Opening Report in this case, written by SA
on 01/21/11.

on 01/25/11 sa‘ ' _l thaw ] for
3G DM : Gm

the from the Office © eral counsel of USTOR,

for JSTOR,
a PEBMCT — [for JSTOR, and AUSA Step
aTTTENCIBRTT [contirmed that JSTOR has licensing agreements
with publishers to make journals and articles available on the JSTOR web
site, and that some of those licensing agreements include revenue sharing
with publishers in which the s will get a share of the fees JSTOR
collects from institutioms. stated that some of the publisghers
allow for a direct fee to download an individual artic ome
publishers do not want individual articles downloaded, estimated
alua of the documents Swartz downloaded to be excess of $2
stated that he believed the average cost of the articles
was $14.00.J0)0)0)(7(jstated that the first indica ion of an intrusion was a
degradation of service for all customers.ﬂ@stated that the software
on the JSTOR site relies on cookies to track users and that Swartz must
have found a way to delete the JSTOR cookies from his system prior to

making a new request to download a document gtated multiple

download requests occurred simultaneously and §§%_% §§ jimes. hundreds of

download requests were occurring concurrently confirmed that the
the of downloading

JSTOR terms and conditions clearly prohibited
Swartz was doing.

on 02/03/11, SA and Detective © h'eceived the Acer Aspire
netbook, hard drive enclosure, Western Digital hard drive contained in the
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Q, flash drive Police I '

SA and Detective took the evidence items directly
to Cambridge Police Headquarters. e evidence items were logged into
Cambridge Police evidence and taken to the Cambridge Police Identification
Unit. The Identification Unit began processing the items for

fingerprints. 'me results of the analysis is pending.
on 02/04/11, SAkGL ) Detecti.vel Iof the Cambridge Police,

from the Massachusetts Insti £ Technology, and AUSA
Stephen Heymann held a conference call. A explained that he was

X had sent an email tg(OXe Ul escribi the switch he had
ed the excessive dowmloading from JSTOR to. explained that
(C) Found the laptop ¢ o the switch, he started a
packet capture on the same switc% also explained that the switch
the laptop was connected to was an entry switch, and that normally only

edge switches shoul into the entry switch. |(b)8)({b)
explained .that h arrived, he used NMAP to discover that
port 22 and 8092 were open on the laptop that was discovered. [b}6)(b)}N] said

that he reviewed the packet capture and discovered 14 different IP

addresses sending SSH traffic to the laptop.[0)X6).0X/) |believed that some of
We« were SSH background noise, however he did note that

g could be traced to the linerva server at MIT. The linerva

server is a Linux dial up server run by the Student Information Processing

Board at MIT. [B)6).(BX7) |stated that he was still working on analyzing the
packet capture.

on oz/ovm,l ' told SA W that he noticed that on

01706711, the laptop used by Swartz was briefly registered on the MIT
network from building 4 of MIT. noticed that during that time the

laptop communicated with IP addresses “land
% stated that those IP addresses are assoclated with
Z0n Elastic compute Cloud, which is a web service that provides

rasizable compute capacity in the cloud.

Also on 02/07/11, sent an email to AUSA H ' revise her
estimate of how many documents were downloaded by Swartz. stated
rtz 4 ments in November and December

\ONO),\D) D)(6). (& stating that the
initial analysis of the activity indicated that the downloads were done
systematically using sequential increases in stable URIs., The same email
included a statement from[b)©).OX/XC)  Jof JSTOR indicating that the
downloading did not appear to be targeted towards research articles or any
particular titles, collections, or disciplines. For the 2.8 million
downloads in November and December of 2010, the breakdown was 1,385,563
research articles, 938,063 reviews, 62,127 news articles and 9,472

editorials, s
on 02/11/11, S ATSALC sal ' sngxm' |

waxwl Detective[bYe),BKINC)  |executed a federal search warrant on
%' 8 residence located 3
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Cambridge, Massachusetts. Swartz was home at the time the search was

executed. While the search was conducted, Swartz made statements to the
effect of, what took you so long, and why didn’t you do this earlier? The
gearch team seized saveral items described in greater detail in the
Evidence section of this report. After completing the search of Apartment
[EXBLE) |the search team return first floor to search the storage
Jocker allocated to apartmen while on the first floor, snmm
obsexved Swarrz leave the building, walk to the street and sprint away
after he reached the street, After ascertaining that none of the items in
the storage locksr belonged to Swartz, the gearch team moved to 124 Nount
Auburn Street in Cambridge, Massachusetts where the Harvard University,
Edmond J Safra Center for Ethics is located and Swartz is listed as a lab
fellow. The search team cbserved Swartz at the safra Center for
Ethics. Harvard University Police secured Swartz’s office while a federal
search warrant was obtained. After the search warrant was obtained, the
team gearched Swartz’s office at the Safra Centex. SA (b)0).bX) |seized and
Apple iMac computer and a Western Digital hard Grive from Swartz’s
office.

bYB).(b
on 02/25/11, Detective M received the Acer Aspire netbook, hard drive
enclosure, Western Digital hard drive contained in the We
ISB _flagh drive from i police Property Technici )
Ul Detectiv took the evidence items directly to the ECSAP
Lab Bvidence Vault.

SUSPECTS /DEFENDANTS :

SWARTZ, Aaron H - SUSPECT
1599:; Yes
1599A: No

il i

HAIR (bX6),®)7XCN
1599: No
1599A: No
PHOTO: No
PRINTS: No
POB:

DL/STATE: d
ADDRESS:

EMATLL: ’
DATABASE CHECKS: 02/24/11
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l | - SUBJECT

AKA: 1A

RACE: 6),

SEX:

DOB :

SSN:

FBIL: N/A
SID: N/A

HT: N/A

WT:

EYES: W

HAIR |

1599: No

1599A; No

PHOTO: No

PRINTS: No

POB:

DL/STATE: Fﬁ@tﬁﬂﬂﬁﬁ
ADDRESS: |

BEMAIL:

DATABASE CHECKS: 02/24/11

EXAMS CONDUCTED:

ECSAP: Ongoing
Poly: N/A
FSD: N/A

DATABASE SEARCHES CONDUCTED:

MCI / CI: 01/07/11
NCIC/NLETS: 01/07/11
CCS/CFT: 01/07/11
LOCAL LE: 01/07/11

EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

EVIDENCE SSP 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SRIZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

BVIDENCE 3SF 1544 S/NM:
. DATE OF INVENTORY:
INVENTORY MADE BY:

102 2011 CB 31

02/11/711

SA

Scientific Atlantic Modem SN# SM1565968
Apple Multi Adapter SN# 6F9395M72ZU6
Apple Multi Adapter SN# 6F7281NNUAS
Black Notebook Journal

Aaron Swartz

Boston Field Office Bvidence Vault
Held pending judicial action.

102 2011 CE 32
aa [EXDONT |
SA
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DESCRIPTION OF ITEMS:

Swartz

SEIZED / OBTAINED FROM:

LOCATION:
DISPOSITION:

EVIDENCE SSP 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:
Linksys

R&276408

SEIZED / OBTAINED FROM:

LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SEIZED / OBTAINED FROM:

LOCATION:
DISPOSITION:

EVIDENCE S8F 1544 8/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

8A6330856UX8A

SEIZED / OBTAINED FROM:

LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

Harvard University Earning Statement
Barning Statement Addressed to Aaron

Master’s Thesis M-876 Lind
Western Digital Mail-in Rebate Form

Aaron Swartz
Boston Fleld Office Bvidence vault
Aeld pending judicial action.

102 2011 CB 33
02/11/11
Wireleas-G 2.4 GHz Broadband Routexr

MacBook Mac 05X Install Disc one and two
MacBook User Guide in Gray Cardboard case
apple Care Service Letter Dispatch

Genius Bar Work Confirmation
Aaron Swartz

Boston Field Office Bvidence vault
Held pending judicial actiom.

" 102 2011 CE 34

02/11/11

Nokia Cell Phone

T-Mobile, HIC G2 cell phone

12 Magnetic Media Tapes

Aaron Swartz

Boston Field Office Evidence Vault
Held pending judicial action.

102 2011 CE 35

02/11/11

SA

Metallic Blue ipod

white iPod with carrying case
white iPod with serial number

white iTalk

Black 16GB Thumb~drive

Aaron Swartz

Boston Field office Evidence Vault
Held pending judicial actien.

102 2011 CE 36

A o Aul
miscellaneous compact discs
Two hard drive enclosures
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T-Mobile Sidekick
Sony Micro Vault
SRIZED / OBTAINED FROM: Aaron Swartz

LOCATION: Boston Pield Office Bvidence Vault

DISPOSITION: Held pending judicial actiom.
EVIDENCE SSP 1544 S/N: 102 2011 CE 37

DATE OF INVENTORY: 02211711

INVENTORY MADE BY: s ) C

DESCRIPTION OF ITEMS: DVD~-R tten label

Pocket notebook
Pure Drive Quick start guide
Disk utility internal hard drive upgrade

kit
seagate Barracuda Hard Drive Installation

Guide

SEIZED / OPTAINED FROM: Aaron Swartz

LOCATION: Bogton Field Office Evidence Vault

DISPOSITION: Held pending judicial action.
EVIDENCE SSF 1544 S/N: 102 2011 CB 38

DATE OF INVENTORY: 02

INVENTORY MADE BY: SA

DESCRIPTION OF ITEMS: Apple iMac Model al1311 serial number
WB02SAXGD87
westemrn Digital Hard Drive SN

WMANN1006724
SEIZED / OBTAINED FROM: Aaron Swartz
LOCATION: Boston Field Office Evidence Vault
DISPOSITION: Held pending judicial action.
EVIDENCE SSP 1544 S/N: . 102 2011 CE 39
DATE OF INVENTORY: 02
INVENTORY MADE BY: 8A

DESCRIPTION OF ITEMS: Acer Aspire One SN LUSAX0D0010011001E1601
Rocketfish Enclosure with WO hard drive
WMAZAL626675 .
HP USB Drive marked 0045SMKBTY 85102
SEIZED / OBTAINED FROM: Cambridge Police

LOCATION: Boston Field Office Evidemce Vault
DISPOSITION: Held pending judicial action.
DISPOSITION:
__The San Pranclisco Field Office is requested to interview‘ and
EYOL.EXTHC) —  |to determine if Swarte discussed JSTOR or MIT with them, and
they had any knowledge o s downloading of documents from JSTOR.
prior to making contact wi ndEEEEZﬂZi the San Francisco
assi this IOD is requested to contact Boston case agent

at 617-565-5640 to further discuss this case.

case continued pending further investigation and judicial action.
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bridgepolice.org>

Wmmmzammm
) (BOS); Heyrnann, Stephen (USAMA)

Sent:

Yo:

Subject: FW: Swartz report
Attachments: SKMBT_C25211022515230.pdt
Steve,

* The documentation from JSTOR is the result of a GJ subpoena. 6E comes into piay.
\deas on how to deal with M?wlm@mnammmwmmmmmmcm

Attached ave all narratives from the Swartz case; not sure what, If anything, you aiready had. The fast two supplements
deal with the 1D at the student center.

| still need to get photos and mmwurmmemm,wmummmwmmm
relating to the value of downloaded items. V1l need that stuff for our BSE arrest.

Have a good weekend...
MIT Police Dept.

Investgations Unét
(b)8), (XN
(C)
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y
td

Sent: Saturd 26, 2011 12:08 PM

To: ; Heymann, Stephen (USAMA)
Subject: RE: Good news, bad news

Thatbabyﬂlesoodmlsmnvmdnminmml.

P e p— e 2 AP AV AP ANANYS S PV P WPV
BOS ) ]

Friday, February 25, 2011 S
To: Heymann, Stephen (USAMA)] .
WMM.MMIZK::&C) ,

mmdmlsmﬂrnaMmptwmmmmmmmdmm. mpodnmisaftekmdwdl
mprwhwﬂndhkandmw,mw,mw.?wﬂlesanlnmdwandumnuwted.

(®X8) ) X7)

(C

All e-mail to/from this account is subject to ofﬁcialxeviewmdisforofﬁdalnseonly.Aeﬁonmybenkmm
mmmmympmﬁmmofmsmwmmuymme-mﬂlmymmwmmﬁm
MBpﬁvﬂapd.hwwfomemmﬂmebjmwmmlﬁnmﬁmMWmh
louwdbyuumﬂﬂoﬂdnﬂhfmﬂmmuwiﬂmmmmﬁmofhsmsm {f you have
received this e-mailinm,donotkew,mdiwm«mpyinnoﬁfymmmmdymddem

it.
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mmyrmmzs.mnmsm

MAW)-JMjM

thmhwﬂnfommumbrmswwns.Iﬁtismeuﬂemmboﬁalwlmendﬁnonhandwm
this onto each warrant.

Case No: 11M-5062-JEO
Date and Time Warrant Executed: February 25, 2013 9:00am EST

Copy of Warrant and lnventory Left With: Property T

W,mmmmwmnmm Deputy SuperintendentPD |

Inventory of the Property Taken:

HP USB Drive, marked 0045SMKBT1 85102

2.0 Terabyte Western Digital HD Serial Number WMAZA1626675

Acer Aspire Ons Laptop Computer Serial Number LUSAX0D001001100E1601

Of course the individual item will be on its specific warrant with the info about execution.
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i

Heymann, Stephen (USAMAY[

/ 25, 2011 10:55 AM
DT a—

All set. Please Call,
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m

Heyman (IISAMAJ“ KEMERTIC] tusdoj.go»
lim}hm&hnnj"s‘w 24, 2011 702 AM
Tos '

Please call me when you are up and about, Steve

£

i

1844



From: Heymann, Stephen m ' Iusdoj.gov:o
Sent:

Wednesday, February 23, 2011 4:32 PM
Subject: Try me now. sph

1845



Frome Haymann, Stephen (USAMA)I Ej.gov»

Sent Wedn February 23, 2011 3:

- TR e ey el KL Jamegepocscry
Subject: Revised SW Affidavit

Avtachments: SW Affidavit final draR v.2-23--3;:40pm.pdf
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' ) cambridgepolice.org>
adnesday, February 23, 2011 11:52 AM

pPlease consider this email as written chronology for four pieces of svidence seized on January 6, 2011, These four ftems
are

1 Acer Netbook/Laptop
1 Hard Drive Enclosure with cords

1 Hard Disk Drive —Western Digital

mmwgrbupedlmmmuﬂuymmmdmmmmmnmnmmmw
uwaommpammmsmmmmmmm

mambummmmmwmmmwmnedmmmwmm.ommmmaned
ﬂteMpenvlmumtammeotwmmMﬁmUnithbomw.TbewallbctweenﬁnQMMan
inWw&mWMMuammmWMMmmMﬁmmmm
mmpieﬂonofandvdsﬂ\memsmpamd back through the locker system from the Identification Unit back to
Evidence.

Wedmemwvﬁomuwmtommm
February 3, 2011 @ 11:27am the USB Thumb / Flash Drive was logged Into Evidence and placed in the evidence locker.

February 3, zon@n:nammeuemook.mdosumand mombmdmevuemandplmm the evidence
locker.

Fehmalvs,zm19n:BSamtl'leUSBThmb/FhﬂiDmemnmmmﬂwbdtuandpleudinmlnmltlab.
February 3, 2011 @ 11:35am the Netbook, enclosure and HDD were taken from the locker and placed in the ID unit lab:
Fehmancu,2011@3:50mntheuwmmblmmmmsukenmmlounitlabandphcedlnthelodm.
nmwumxaammumummmnmmmummme ID unit lsb and placed In the tocker.

‘ smcemmmu.zomhemmmmmmmmmﬁmm/mmmmm
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Wil this timeline suffice? | have printed out the Custody information raports from CPD’s database and will add those
forms to the records being kept.

]
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N
' Heymann, Stephen (USAMA)____ oj.gov>
Wednesday, February 23, 2011 9:53 AM
: mbridgepolice.org

From:
Sent
Tox
Subject: " What do you think your timing is

1850



From: I A cambridgepofice.org>

= i i
To: Heymann, Stephen b 0. )
Subject:

Numbers of Interest

Below are the numbers we would fike to have subpoenaed for ownership vecords.

[EXEEXC) |
ATE&T numbers:

Verizon:

T-Mobile: | ' I
MM(MNMWMWWIMMW

Bandwidth (competitive loca! exchanga carrier / intemet mpmm
AsaMtofnwmemionwlﬁ\T-MohleIastfﬂdaylwasahletogleanthefo!owlnsm

internet Addressing: DesthatioMPandPhomNmnberlegenuklpaddmmwhid\mmnﬁuopemrofm
pmmmtomelnmt.wenbmoﬂminfmmﬂon available or stored by T-Moblle when an individual
accesses the internat. { asked 18 ways from Sunday for a way 10 get more information from three ditfesent T-Mobile
representatives including a tech analyst.

Cab Forwarding: When an abbreviation ¢.g. “SNFC MT - EV, CA” is Bsted in the Destination Column this indicates that the
cell phone operator has placed his phone on “call forward” mode and the number listed under “Phone Number” column
is the number the operator punched into the phone directin calls to be forwarded to that aumber. inthe
majority of these instances, Swartz has forwarded his colis to {(b)(@ C

Cwm:ycm:ss&ln%ﬁauyumuldnsqmmaﬁthmmmmmudmuﬂsmauﬁmMalm.wmn
pmmmmbwmmhmwmuplmﬁmmm.lnonemsuncememmwstmudu\athe
would do further research and call me back. He never called back and his voicemail now indicates that he Is away. After
dolngsomelmrmtmemnwouldmuomliMMammnnllmsmmmwmmMr
number.

mmmwmmmaammﬂnmmmukmmwmmmm
numbers fisted in the Phone Number column.

1851



................
...............

Hope this helps In clarification.
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......
.............................................................

MA W

From: Heymann, Stephen (USAMA) (i ' Pusdoj.gov)
?-i'i" a ‘.""«\_41'—:‘ll ih 18,”1183” [ gy
ik sometime ti

A!le-mailtofﬁomthisaooountisaubjeutooﬂicialreviewmdisforofﬁoialuseonly.Actionmaybetalmin
mpmewwymmpmpﬁmmofmsmsww%&nﬁlmmhmﬂmymﬁnhmmﬁm
mmmmwmtmﬁﬁmumjmmmw1msmmmmmu
Wmmmmmwmmwmmmmmamwm. If you have
meivdﬂﬁs&mﬂhm.domtkup.mdiwhs&ormpyitmﬁfydmsmdwimmedi&dynﬂddﬁ
it
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collection of PCAP logs you sent us from cue. There were a mumber of
Mmﬁmmmymmdmﬂemungabwkwmm

For the petiod in which the network waffic was collected in the PCAPs, you

can cleatly see a system that uses ths MAC address 00:4C:ES:A0:C7:56 (and uses
seversl [Ps over the course of the capture) actively downloading from th

JSTOR system via HTTP.

wemmnkummmmmmmjumm
wm»ummcmwmmmwsnm
mmmmmummmmunmmmmmm
wmhumﬁomthanSHmmﬂmiﬁsmhuonm
Ubuatv Linnx system.

mmmmmammmwd.wdonmmmmm
(ammﬂymhabﬂwlm)m&udmmmmh
mmummammmmmmwom
mmnmmumummmmmwww
mmwmmmmmmmhmm

.1856



Other than the SSH seasions noted, the PCAPs contain no other traftic
to the target system that conforms to conventionaf remots administration
mmmmmmmamm

The remaining questions raized, such as the nature of the program driving the
downjoading, will probably be answered by an examination of the Acer laptop.

Please let us know if we can provide more information, including specifics
sbout any of tha activity I have desoribed,

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
meyimppmmuuofmesmmaemﬂmmmsemulmywmmmfomaﬁon
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such inforraation is
loaned to you and should not be farther disseminated without the permission of the Secret Service, If you have

:cdvedthise-mailinm,donotkeep.mdisclmoreopymnotlfythesmderimmedmtelyanddoleh
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cert.org>
hnsary 16, 2011 10:56 PM

Just wanted to let you kmmam lhmamwudﬂnwllecﬂonofmlovvwmtus'mmun (L1
case. Therewera a numberofquesﬁmfmmswemvmammatwewmdwatbadmmm

formeperlodlnwmchmmmmtramcmseowmmeMwummwueammmammm
addressoomc.-esmo:CkSS(andmmen!lvsoveru\emmofmeammlmivmdmmmm
system via HTTP, )

butaboheamanowGWserwwasumunponZZonthewswiﬂithesamehnst-ldentlﬁarm.m
connecﬁonbonnmﬁnmthkOpenSSHssmrmmtitismnﬁnsonanubuntul.lmusvsnm.

Commﬂnsmwmofdaudmw,mdon'tmanymmtvmm(orwenmmoutveqnwentvnlm)
mmammumtwmmanmm«mMMammmmmwdmm
capture,hMbammmwmmmmeuahmmwmwmﬂuw.m
than forwarded to other computers,

T!xerearesomemummmmmmmmmawarmmemmwnMa
meaningful interaction {rather than password- guessing attempts and the {ike). These connections are 3ii from the IP

meMl‘rnetwork.whid\vouldenﬂfyau'dlal-ln' server on campus. Are connection fogs to this
machine available?

Other than the SSH sessions noted, the mvsmnmowmmtwthewtmnmtmnfomm
conventional remote administration services. in addition, we found no indication of unconventional control channels.

The remaining questions raised, such as the nature of the program drlvmsthedmbedlnc.wmpmhamybeahmd
byan examination of the Acer laptop.

Plemletusk‘nowlfwecanmumnlmmmmmmammawdmmwlmw.
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Fehn ly16,20113‘.13PM

Hcymmwm(usm» m

dhs.gov]

: w5
m Wethesdav I-‘ehmary 16, 2011 2:03 PM

3 oo EXETERTRCT s [T foos); ecamfEE

(0)(6),(B)(7X (23- CERT Coordination Center (CERT/CC) at the Software Engineering Institute (SE1), at Carnegie Melion
University in PiRtsburgh, Pennsyivanid
The fiiter examiner has not been chosen yet

remme ]

U.S. Secret Service
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1y 16, 2011 8:37 AM

Seacch List sph 2-15 draftdoc

Search List sph 2-1S draftutf
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Sent: T 15, 2011 %57 AM
To: M‘ ?H(BOS)
Subject: Ploase give me a call

i would lke to discuss potential intesviews

1863
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W

Erom: BYE.BXTIC) " eambridgepolicerg>

Sent: I__Mg_m;y._ﬁgmygfl 14, 2011 9:20 AM
To: (b)6).(bX7)C) B0s)y[B)(6),B)7)(C) _ pusdajgov

Subject: Re: When would be good for you two ta talk a bit?

| can do 3pm.

First Responder / CPR recertification today,

an:l(b)(s)’(b)(7)(c) feos) . (b)8).(b)7)(C)

j .dhs.gbw
(USAMA](D)(6).(b)(7)(C) usdoj.gov>

To: f
(b)(6),(bX7)C)

Sent: Mon Feb 14 09:04:48 2011

Subject: RE: When would be goad for you two to talk a bit?

{ knoas training today but he may be free after 3pm
(b)(6),(b)7XC)

U.S. Secret Service

L)
| ©)6).EXNC)

s?n.m._m? 14, 2011 8:59 AM '
Tol(b)(6),(b)(7)(C) BOS); External{(b)(6).(b) ambridgepolice.org

Subject: When would be good for you two T0 talk a bit?

413
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................................

, .

From: Heymann, Stephen (USAMA) WW.ESURES Z Lsdoj.go»
Sent: 11,2011 519 PM

Yo

Subject: RE: Evidenca in hand

th
o QLS -y QISR ey

Sent: Friday, February 11, 2011 5:18 PM

Aﬂe-mailtolﬁomﬁﬁsmountismbjeettoomcialmiwandisforoﬁcial use only. Action may be taken in
mwmewmmmpﬁmmdmswsmw;maﬂsmmwﬂmywnﬁnhwm
mumwwmm«mmmmemmmma
lomdmmaﬁshwﬁ@hwwmmmmofmsmw.ﬁmm
mdvedhis&mﬂhm.donmkeep,mdisdmampyicmﬁfytlwmlmmdwymdm
it.
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W

Hcymam Stephen (USAMA) [EEBRIC)_ Lusdojgov

v 11 20117.18AM

Are you in and things going ok?
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.

(&)KBIQI@-;
el Feb 08

CefRY R BYTHC) pusdoj.gov
¥ al NIl

Sent: Wed ¥eb ( 119
Subject: 950 Mass Ave
mudthsnodgnofﬁb.mmmimmwideopenmdﬁnﬁmMuwﬂwmnhamymmmsth
case [ am off a unit, the floor on that side is dark in entirety.

‘l'hewkai'sshtdnwnuddukuwall.

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
mmmmmymwopﬁabmofmmmmﬁlmmmis&mﬂmmmmm
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such infonnation is
hmdmywandshoﬂdwthﬁr&adimmhﬂwi&oﬂ&emhslmofmswsﬂlm If you have
wceivedlhise-mailinm.domkoep.use.disclue,orwpyicmﬁfyﬂwwtduinmzdimlymddem
it
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Y,

O]

mmhmdpofu&.m«mbmwﬁemmduﬁmmmmckmdm.nisnoompldalydukmdo.lmin
case I am offa unit, the floor on that side is dark in entirety. _

The work place {s shut down and dark as welL.

Allemailw/ﬁnmthismuntismbjeatoofﬁcialmwmdisforofﬁddnsemﬂy. Action may be taken in
WbmWwoﬁ&eMWsmﬂmeMmﬁlmymﬁnhfmmﬁw
ﬂmhwivﬂeged.hwmfommtmwmbjeammdhdomﬁmihﬁom.smm&maﬁmk
loanedtommm&mumﬁmﬁwmwmonofmwm.lfmm
:eeiveddlbe-mail in etvor, do not keep, use, disclose, orcopyit;noﬁfythemderimmﬁatelyanddelda
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(D)XO).(OX7XC) |

% §'§§ )

Subject: 950 Mass Ave

The unit has no sign of life. The curtains are wide open and the lights have not filckered once. it is 3 completely dark
condo. Just In case | am off a unit, the floor on that side is dark in entirety.

The work place is shut down and dark as well.
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From:
Sent:
Tot
Ce
Suliject: 950 Mass Ave

. . - !- ’. s ! X
e (BN T are(DXB),(b Y RO

mmnhsmdpoflﬁe.MuMmMommdmmnmmMamdm.ltlsaoomplmlvdark
condo. Just in case 1 am off & unit, the floor on that side is dark in entirety.

The work place Is shut down and dark as well.
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From{ BOS) ' Jisss.dhs.gov>
To: Murphy, Joseph

Sent: Wed Feb 09 08:59:44 2011
Subject: RE: Safra Canter for Ethics

Could you check to see If they are done processing the laptop, thumb drive etc for prints?

09, 2011 8:39 AM
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«hs.gov]

Capy of affidavit Yes. Warrant will be signed tomorrow

hs.gov]

| am definitely going. | don't think you need to be there unless you want to.

LS. Secret Sexvice

[ bX6),EITNC)

Just to be sure, you're going tomorrow moming and | am not?
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{50000 VOO

Sent: Heymann, Stephen sany [POOXIET__ |y o
e A Y LRI

Subject : 8, 2011 1:53 PM
To: -~ :
“Tomotrow morming sometime
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To:

Subject:

(just tn case | am not cC'd anyway)

Thanks, Steve

: &5 3 ; : 1877



'M

Heymann, Stsphen (UsAMA) [PTOTEXO)_ Busiojgov>

Frone
. Sent: W. 2011 1:48 PM
To: (bXB). 0S) MM@W«Q
Subject: Please review changes
Attachments: Comparison of 2-7 and 2-6 SW Affidavit Drafts.pdf
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X{ . '
epolice.org>
TR s ebauans £, 11 835 A1
124 Mt Aubum St

I'm rubber necking around here this moming.

1879



Subject: Photosof
Atachments: l)SCLSBlSJPGkINiC_9314JPGk!lSC;SBlSJF(S

msemchedphutmmmeuonmmmmoutwhenbeuummemuummomendm.
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bitp://web.mit.edu/tinecva/www

O
Subifec
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Yes for mel

Sent: Tuesday, Felilia

Tine Checl

wmuomoumwmmmmw

Sent from Blackberry

From 0805 tmw'l

Alle-mailto/&omtlﬁuceomtismbjeetmoﬁoialmiewandisﬁxofﬁdaluseonly.mtionmaybetdmin
mmebmymmpﬁmmofmcsms«ﬁws&maﬂqmnhmﬁlmmnm
thatispﬁvileyd.lawenfmemmtsemiﬁm ot subject to other disclosure limitations. Such information is
toaned to you and should nmbafmhudismﬁnmedwiwthepumisslonofthewm If you have
recaivedﬂﬁse—mailinm,domtkeep,usa.disclose.orcopyit;noﬁfyﬂummdiatdyatdddm

it,

Allovmailmlfrommisacoomtissubjecttoofﬁpialmviewmdisﬁotofﬁcialmonly.Aetionmuybetakenin
mmmywmofmwmmm1mmm1wmm
mumﬁlmuwmmmmmmmjmmmmmmmﬁmmmmmu
badeyoumdshouldnmbomdimmtedwimomdwpamisﬁonofﬂwSmmlfyouhave
meivedthise-mailinm,domtkoep.me.disclose.oreopyit;notifyﬁ:esmderimmediatelyanddm
it.
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X8 (bX7XC) cIiD
~ From:

downloading from JSTOR

m«mwau»bmwmmwmemnmmmofmmmmmmupretwhame
mmeepgmwm py doss?

Sent from Blackberry

(CID)
Sent: WedMarO! 17:31:13 2011
Subject: bash history of Acer involved with MIT hack and downfoading from JSTOR

FYi

mbadthbtowofu\emmatmmemdwtheMﬂmtworkhasmferemestothe python script keepgrabbing
and JSTOR:

cat .bash_history

rm .bash_history

screen -x

uptime

df -h

Is /mnt/pdfs/jwe -t

Is -f /mnt/pefa/jwe 4
screen

cat Jbash_history

is

cat ssh/known_hosts
whois ygh.as

uptime

curl www jstor.ong

Hinks www.jstor.org/stable/838383
Is

mv 838383.pdf /mnt/pdfs/
screen -f

screen -X

curl jstor.org

cutt -| wwww.jstor.org
curt 4 www.jstor.org
sudo ficonfig wianO down
sudo dhclient -re

sudo dhclient -r

e mmmamm SR S @ D EDE R L - i 1884



sudo Heonfig ethO up
sudo dhalient
cutt - www jstor.ong
curi scripting.com
/sbinfifconfiga’

curl scripting.com
ping4.22.2

cat Jetc/resolv.conf
sudo dhdlient +
sugdo dhclient

ping 4.2.2.2

cat Jetc/resolv.conf
curl scriptng.com
curl www.google.com
curl { www.Jstor.org

[sbinfifconfig -2

ping ghost-laptop.dyndns-free.com

ps ax | grep ip

Jetc/init.d/ez-ipupdate

letc/bﬁtd/ez-lpupdate reload

sudo Jete/init.d/ez-ipupdate reload

ping ghost-laptopdyndns-free.com

dig ghost-laptop.dyndns-free.com

dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
sudo fete/init.d/ez-ipupdate restart

dig @ns1.dyndns.org ghostlaptop.dyndns-free.com
ez-ipupdate —-help

ez-ipupdate —help|less

sudo

er-ipupdate
suda ez-{pupdate - eth0
more Jetc/ez-ipupdste/default.cont
ez-ipupdate ~help|less
sudo ez-ipupdate € Jetc/ez-ipupdate/default.conf
sudo ez-lpupdate yw ¢ Jetc/er-ipupdate/default.conf
ez-ipupdate ~help|less
sudo A ¢ Jetc/ez-ipupdate/default.conf - eth0
sudo ez-lpupdate -¢ Jetc/exipupdate/defautt.conf -t ethd
dig @nsLdyndns.org ghost-iaptop.dyndns-free.com
ls /mnt/jwe-
cd /mnt
is
psax | grep touch
psax | grep seq
touch i
s
touch 2
seq 120
seq 1 20 | xargs touch
18 {we-
seq 1 2000000 { xargs touch
Is | we-l
ts ] less’




Is
python serveblocks.py
python serveblocks.py 8092
bg
fs
psax | grep serve
idi 2461 )
ps ax | grep serve
python serveblocks.py 8092
bg
ts /mnt
ts /mnt/pdfs
Is 4 /mnt/pdfs/
cd
mmumemvemmmnd ~gactivate
Is
ps ax | grep cud
kil 19047
curl www.jstor.ong
dhclient ~help
sudo dhcllent
bwm-ng
s blocks/}we -
df-h ,
links www Jstor.org/stable/873098
bwm-ng
ver-command --activate
s blocks/we -|
bwm-ng
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screan -x
psax | grep curl
. psax | grep keepgr | awk '{print $1)' | xargs kil
poax | grep curt
. psax|grepgr



ps ax | grep curl
df-h

_ [sbinfticonfig-a -
sudo ficonfig etho:1 static 18.55.7.49
curt ~interface eth0:1 wwiv.jstor.org
curl ~intesface ethD:3 www.google.o8

reync -ove pdfs/ ghost-macbook.dyndns-free.com:/vol/pdfs
screen f

screen-x

python

sudo easy_instali pyost

sudo apt-get install python-bxm!
sudo easy_install pyoal

python

sudo easy_instafl —remove pyoal
easy_install -help

easy_install ~help|less

sudo easy_install —remove pyoal
python

sudo easy_install pyoal

od Jusr/tocalfiib/python.6/

s
is site-packages/
o

is

locate easy-Install.pth
locate easy_instal.pth
sudo easy_install pyoal
locate easy-install.pth

........................................................



sudo dhclient -r

sudo dhclient

od Jvol/

4

is-th pdfs

easy_install pyoal

sudo apt-get Install python-setuptooks
sudo apt-get update
mm—mwmmmpmls
sudo spt-get upgrade

ez-ipupdate

sudo Jetc/init.d/ez-ipupdate restart
plng Mmmmmm
Jshin/ifoonfig ethD

ping 18.55.7.237

ping M-lﬂpwp.dyndm'ﬁ!..com
sudo fetc/init.d/ez-ipupdate restart
m 1805501.137

ping ghost-iaptop.dyndns-free.com
sudo Jetc/init.d/ez-ipupdate help

sudo Jetc/init.d/ex-ipupdate force-reload

ping ghost-laptop.dyndns-free.com
mote /etc/inkt.d/ez-pupdate

more /etc/ez-ipupdate/defoult.conf
sudo less fetc/ez-ipupdate/defauit.conf



cd fvol/
Is
.. wget -x -nc ~/uristograb.wget
_ wget =% -nc | “Juristograb.wget
sudo chown ghost . _
wget X -nc -} ~/uristograb.wget
wyet - -x -nc -l “furistograb.wget
wget -nv -x -nc -} “/uristograb.wget
screen X
emacs oaigrab.py.
sudo apt-get install emacs23-nox
emacs oaigrab.py
python oalgrab.py | tee uristograb.wget
we - uristograb.wget
grep himl uristograb.wget | sed e 'y/Mmi/pdf/ > uristograb2.wget
grep pdf uristograb.wget | sed -e 's/pdf/html/" > urlstograb2.wget
more uristograb
more uristograb2.wget

cd fvol/.

wget -nv -x -nc - ~furistograb2. wget

g;ep himi uristograb.wget | sed - 's/hitmU/pdf/ >> uristograb2.wget
mmhtm! uristograb.wget | sed -e 's/htmi/pdf/' >> uristograb2 wget
od

wget -nv -x -nc - ~/uristograb2.wget

cur) muse.jhu.edu/f

Iinks musejhu.edu

screen X

::d /media/noname/

s

AT s RoneRe

cd

cd blocks/

Is{we-

of..

is

mv tograb.log blocks/

cd biocks/

mare tograb.log

spiit-n 100 tograb.log

split ~help

spiit ~help|less

spiit -1 100 tograb.log tograb.

'8 .

tm tograb.*

¢p /media/noname/tograb.log tograb-
split—~heip|less

spilt -a 5 -1 100 tograb.og tograb-
istogreb *

weH

o Islwed : '

..........................

L N O |- 2



mv tograb.log ..

sudo dhellent —release
sudo dhclient -r

sudo dhclient

sudo dhelient -¢

sudo dhclient
sudo Jetc/Init.dfer-ipupdate restart
ping ghost-laptop.dyndns-free.com

sudo ifconfig ethO up
curl ~interface ethD https//nic.mit.edu:448/bin/dynaregclass=visitor

sudo dhelient

curt —interface ethO hups:llnk.mit.edu:mibllvlm:u?damvlm

cat logininfo

curl —interface eth0 htwcllio.m.ﬂ:MWdym?dsva

curl ~interfoce eth0 10.72.0.47

ping ~hel

ping -1 eth0 10.72.047

Jsbin/ifconfig -

ping-1eth04.22.2

man ping

ping -§ 10.2.55.120 4222

sudo ping -1 10.2.55.120 4222

[Jsbin/ifconfig -2 | less

sudo ping- 10.2.55.120 4222

sudo ping - wian0 4.2.2.2

sudo ping 1 exth0 42.2.2

ping -1 eth04,2.2.2

sudo ping - eth0 4,

sudo ping - eth0 10.72.0.47

sudo curt —interface eth0 10.72.0.47

man cur

sudo curl ~interface 10.2.55.120 10.72.0.47

route

/sbin/ifconfig -8

route add default gw 18.2.55.1

sudo route add defoult gw 18.2.55.1

sudo ping - eth0 10.72.0.47

echo "sudo route add default gw 18.2.55.1" >> logininfo

sudo curl —interface 10.2.55.120 10.72.047

cuvl ~interface eth0 10.72.0.47

curl -interface ethd mwm.m:wmmwm

curl -k —interface eth0 mlmnnﬁmmmmw
curl -d “classavisitor” -k ~interface eth0 httm:lllo.n.o.ﬂ:wlﬂnldynm
curl -d "cass=visitoractioneRegister” -k ~interface eth0 WJIlO-ﬂ.OA?Mdewm
curl -d Wmmmmmmmmmmmrmmw X ~interface ethD
hitps://10.72.0.47:444/bin/dynareg

echo ‘curl-d ‘vmm-Gmemou&mWOmem&amaqmmmmr + —interface eth0

https://10.72.047:444/bi/dynareg' >> logininfo

.‘ .': . .1° |
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...................

curt ~interface eth0 10.72.0.47
sudo dhclienteth0

sleép 600; sido dhdient eth0

toute . B

curl ~interface wian0 www.yahoo.com

curl ~interfoce wian0 42.2.2

sleep 600; sudo dhcllent ethQ

sudo dhcilent eth0

sudo ping -} ethd 10.72.047

sudo ping - wian0 4.2.2.2

sudo ping - eth0 4.2.22

man route

dnsip

dig www.yahoo.com

dig www.yahoo.com|grep *IN®

dig www.yahoo.com{grep “IN" | grep 10.72
echo 'dig www.yahoo.com| gep "IN" | grep 10.72'> logininfo

/svinfifconfig -a|grep on

sudo ifconfig eth0 hw 00:4¢:5:80:c7:56

sudo eonfig eth0 hw ether 00:4¢:e5:a0:¢7:56
sudo ifdown ethG

sudo ffconfig eth0 hw ether 00:4c1e5:30:c7:56
sudo Heonfig ethO down

sudo ifoonfig ethO hw ether 00:4c-e5:a0:c7:56
sudo ifconfigethOup .

emacs logininfo

ping www.yahoo.com

dig yahoo.com

sudo dhclient

dig www.yahoo.com

emacs logininfo

emacs fetc/er-ipupdate/default.conf
[sbinfifconfig -8

sudo emacs /etclez-lpupdate/default.eonf

. Jetc/init.d/ez-ipupdate restart -

sudo fetcfinit.d/ez-ipupdate restart

dig www.yshoo.cvom
'dig www.yahoo.com
links —-help

links ~help|grep Inerf
inks ~-help|grep interf

tynx

curl ~Interace athd www.yahoo.com
dig ©10.2.55.7 www.yahoo.com

dig @10.2.95:2 www.yahoo.com

. sudo dhclient

.....
........




cat fetc/resolv.conf

sudo dhclient

cat fetcfresolv.cont

plng'lo.m.ﬂ

dig @10.72.047 www.googie.com

af

ping www.yahoo.com

acho 10.72.047>> logininfo

dig ~-help

host ~help

dig ns x.dyndns-free.com

dig @nsldyndns.org ghost-aptop.dyndns-free.org
dig @ns1.dyndns.org ghost-laptop.dyndns-free.com

ssh ghost-laptop.dyndns-free.o
ssh ghost-laptop.dyndns-free.com
sshy ~help | grep interf

ssh ghost-laptop.dyndns-free.com
sudo curl ~interface eth0 10.72.0.47

route .

gsh ghost-laptop.dyndns-free.com

ping www.yahoo.com

Jsbin/ifconfig -

ssh 10.189.76.179

sudo dhctient eht0

sudo dhclient ethD

route

man route

route

sudo dhclient ethd

sudo route del default

sudo route -net 10.0.0.0 gw 10.189.64.1

sudo route add -net 10.0.0.0 gw 10.189.64.1

sudo route add 10.0.0.0 gw 10.189.64.1

route

ping 10.189.76.179

ping 10.72.047

sudo dheilent ethd

Jsbin/ifconfig -2

ping google.com

route

ping 4.2.2.2

sudo dhciient eth0

cat logininfo

curl -d mmmmﬂwmmmn&www
cur -d memummmzomm.mmm&mmhw % ~inmterface eth
hitps://10.72.0.47:444/bin/dynareg

echo ‘curl d mmwmmmsmemmwmm&mm&mammv & ~interface eth0

mpszllio.mm:mlumm‘ »> logininfo

.'12
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curl www.yshoo.com

~ echo'ourld svname=Grace+Host&vemalisghosté2@rnaliinator.comGvsponsorsBvintervals14” -k —interface etho
" hitpsi//10.72.047:444 bin/dynareg’ >> logininfo ' . .
curf-d Wmmm&mmstu@mm@mmn&thw - ~interface eth0
hitps//10.72.047:444/bin/dynareg

curl d Wmmmwmmm.mmm&wmmw & ~interface eth0
ttps://10.72.0A7:444/bin/dynareg :

sudo dhelient ethD

sudo dhellent -t

sudo dhclient -r ethd

sudo dhclient eth0

Jsbinfifconfig -2 > configlog

Jsbin/fifconfig -8

sudo iconfig wian0 down

sudo lfconfig wian0 hw ether 90:4c:e5:00:c7:55

sudo ifconfig wian0 up :

Jetc/init.d/ez-ipupdate restart

sudo /etc/init.d/ez-ipupdate restart
dig ghost-aptop.dyndns-free.com
ping4.222

sudo dhclient

ping4.2.2.2

ping www.yahoo.com

route

curl www.yahoo.com

ssh ghost-aptop.dyndns-free.com
/sbin/ifconfig-a

ssh 16.111.48.33

curl www.yahoo.com

sudo dhcllent eth0

cd /mmmmnm/
Is

Is{grepalp

ks | grep -v oxford

cd fvol

Is

od www.genome.org/content//3/
(s
a/mmummmms&mw
more pdfs/2520824.pdf

more pdfs/25208234.pdf

Is § pdfs/25208234 pdf

Is -Ut pdfs | head

python

ps ax | grep pyth

psax | grepls

sudo kil 8185

sudo kilt -9 8185

f8

cdhl



s
more faliedandneedtograb
cat failedandnoedtograb | sed -& ‘s/.pdf// | sort-u |
mmmmlnd-e'slwnwﬂ-ﬂ’
head falled-partisl-clean > blocks/testfailed

- .

ping 18.111.31.1

we - falledandneedtograb
sudo apt-get install autossh
sudo apt-get updete

man ssh

ps ax | grep dhclient

kil 7937

sudo kitl 7937

sudq kill 8001

..............................

head
falled-partiab-clean

-114 .



ps

Jew/initd/network-menager stop
sudo Jetc/init.d/network-manager stop
psax

psax | grepdhcl

sudo kit 8839 .

psax

/sbinfifconfig -8
sudo emacs /ete/ez-ipupdate/defautt.conf

cat falledandneedtograb | sed - 's/.pdf//' | sort -u > faited-partial-clean
we b

cat fafledandneedtograb | sed -e '¢/.pdf//' | sort -u > falled-clean
rm fatled-partial-clean

more fafied-clean

od blocks/done

Is | less

less bik0O000000020

we - bik0000000020

cd.

spiit ~help

spiit-aS 1000 falled-clean blocks/bikfall
df-h

creen <X

screen <t

whoam |

cd umi

python

od umi

grep 797854 *

grep 801899 *

is

more 900.html

gnp1978790241‘

RIF
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ls

screen X

{s blocks

Is

rm fatledandneedtograb
rm fafled-clean

s

mv pdfasize.dbm pdf2size-js3.dbm
f8

more stilitograbx

spiit --help

split-as-lloosulltoyahxblockslstﬂbk
Is blocks

fg
cd /media/drive/pdfs

more 3590725.pdf

Jess 3697690.pdf

od /mettia/drive/pdfs

more 3590725.pdf

less 3697690.pdf

finks *hutp://www.nejm.omg.ezp-

prldoiﬂull/lo.loﬁl WMM!WWM_IWWWMMM&MW
links 'hm:llwww:nim.omexwldollfuwmmlﬂﬂmmm

links "wmwmmwuanumo.mssmwmm

Is .

is umi/saneurl.py

links wmummmmwmmmm

finks 'hﬁpdﬂmwnb.emmnlm Dll09291199949w06)("

more fvol/umi/107685 mml

finks /vol/umi/107685.htmi

finks /vol/umif107794.taml

curl - mdnmwbmmmwpmmsoasumoom

curd -

"http:llﬂnllnshub-m.mml mqamwmvmwnmmmwmwmmm
W_MW_WW_WW_WMGM
aommmsmmms_wmmwmmmmmwmum'

.cul <

mwmmmm/m?_mwwum,mmuu uriversion=48,_method=citationSearc
MWM“MM&_WMIWWlMWﬁMM“

curl- Wmmwmlsdem? ob=ArticleURLS:_udi=BBKBS-4RIMOTB-

ot

38,_uses=S010458_coverDates01%2F09%2F20088,_rdoc=14 fmtehigh_origesearch®_origin=searché_sort=d8_doca
nchoreBviewsch:

. |RIF




cd 1923

]

move 00900.htm}
python

Cd o

Is

python

more 1923/06700.html
&

Is blocks

df-h

sudo umount /media/bce820ea-a03b-4556-bfas-eff2d9eb665e/

ping 4.2.22
/sbinfifconfig -8
{:hitmfwnﬁs -a]less

~/bin/sis pdfs | head
Jsis pdfs | head

cd pdfs

Jsis | xargs -l mv {} vol/pdfs/
JJsls. | xargs - mv {} Avol/pts/
Is

cd..

rmdir pdfs
more deleteandgrab
Is

4

more pdfs3.sis
taf pdfs3.sls
is

more js3.dsiR
less Js3.sIR

Is -h js3siR
g

Is

s -th peif2size-jsd.dbm
we - Js3.5siRt

python

split -8 5 - 200 30mblocks blocks/grp30m
cd /volfjsindex/

python

cd /media/dr

cd /media/dvive/

~/keepgrabbing.py

L
more /media/drive/4478605.pdf
more /medla/drive/pdfs/4478605.pdf

Y
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curl protect.theinfo.org
Yinks protect.thejnfo.org
B R

'psax | grep part

psax
' :l}medﬂl
midir drive2

sudo midir drive2
sudo mount /dev/sdf drive2

sudo mount -¢ vejserfs [dev/sdf drive2
sudo mount -t relserfs /dev/sdfl drive2

of

déf-h

cd drive2

s

e

enkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
cd /vol

Is 4

cd.

54

m vol

sudo mm vol

sudo in -s /media/drive2 voi
screen -t

screen X’

ping www.google.com
Jsbinf\fconfig -a
[sbin/ifconfig -a]less
dhclient

sudo dhclient
wdo_iﬂwnet_m:l
ping www.google.com
Jebin/ifconfig -0
[sbinfifconfig -aless
ping4.222

* cat fetcfresolv

cat Jetc/resolv.conf
ping 30.72.047
ping 10.72.047
ping4.2.2.2

sudo feonfig down eth0:1
sudo lfconfig eth0:1 down
Jsbin/Hconfig-a(less
sleep 600 &% bel

bg

dhclient .
sudo dhclient

df-h




sudo umount /dev/sdfl

fs

df

psax | grep dhlie
sudo kil 31696
Jstin/ifconfig -a | less
screen X

mount /dev/sdg1 3aabfe1-9¢54-43b1-9374-72722d78d3e0/
sudo mount /dev/sdgl 3aabOfe1-9c54-43b1-9374-72722d768d3e0/

df

sudo mount /dev/sdhl 3&%1-9:5443‘)1-9374-7172167343!0]
Is

Jsbin/Mcondig -3

sudo ifcondig mac 91;4c:e5;ao:c1:55

ls
Jsbinfifconfig-a > mac
sudo iconflg mac 91:4¢:¢5:80:7:55

fg

sudo ifconfig ethO mac 91:4c:e5:80:c7:55

man ifconfig

sudo ifconfig ethG hw ether 91:4c:e5:a0:c7:55
[sbin/ifconfig -3 |grep ether

[sbin/ifconfig eth0

sudo ifeonfig ethO hw ether 00:4c:e8:80:C7:55

sudo ifkdown ethD

sudo ifconfig eth0 hw ether 00:4¢:05:00:¢7:55

sudo ifconfig eth0 down

sudo Hconfig ethO hw ether 00:4c:e5:30:c7:55

sudo ifconfig ethO up

dhclient

sudo dh

sudo dhchent

sudo dhelient

od /mot/

Is

of .

o /mmmmmmse-bﬁs-emusewew
Is

s/ .

n-s /mmwmmmm ol
suDOIn-s Imedla/bcecmaoab-tlsss-bfasefmsahﬁsﬁl ol

19
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screen
is blocks/jwe -
screen

screen -+

streen -

we - uristograb.wget

df-h | media

df -h | grep medis

we <] uristograb.wget

df-h | grep medio

grep v axford wristograb.wget {less

grep - oxford uristograb.wget [grep v dukejo |grep v genesdev | grop-v er fless

wrep -v oxford wristograb.wget {grep -v dukejo {grep v genesdev | grap-v err | grep v cship | grep -vmajou [less
mwwmmwaw |grep « genesdev | grep -« ert | grep -vship | grep vmajou {grep v
genome

rep v oxford uristograb.wget [grep v dulke)o |gvep v genesdav | grop—ver | grep v cship | grep v majou lgrepv
genome|grep v learnmem [less

wedurs®

df -h | grep media

ks blocks/{we -

df-h | grep mediv

ls blocks/jwe 4

df-h | grep media

is blocks/jwe

g -h | grepmedia

s

o

w

df -h | grep media
Is blocks/fwe -
df -h | grep media
ks blocks/jwe 4
is blocks/|we 4
df -h | grepmedie
s blocks/|we-l
dt -h | grep media
Is blocke/|we -
of -h | grep media
i blocks/jwe



 Is blocks/|we

df -h-| grep media

" Js blocks/lwe

df -h | grep media
Is blocks/{we

df-h

is blocks/Jwc 4

df -h { grep media
is blocks/{wc 4
daf-h

df h | grep media
fs blocks/jwe -

df -h | grep media
Is blocks/|we 4
df -h | grep media
Is blocks/ | we -1

df -h | grep media
Is blocks/ | we -
df -h | grep media
Is blocks/{we -
df-h | grep media
is blocks/jwe 4
df -h | grep media -
Is blocks/|we |
df-h | grep media
ping google.com
/sbinfifconfig -a
[sbinfifconfig -afless
df

umount /media/drive
:;dlﬂledhldmel
df-h

Is .
sudo umount /dev/sdel
sudo umount -f /dev/sdel

of

Jsbinfifconfig -aliess

df -h | grep drive2

Is blocks/ jwe 4

od

Is blocks/|we 4

df -h | grep drive2

[sbin/ifconfig -2

ifconfig eth0:1 static 18.55.7.241

sudo ifconfig eth0:1 static 18.55.7.241
[sbin/ifconfig e

curl ~intesface eth0:1 www.jstor.org
curl -interface ethD www.jstor.org
sudo ifconfig eth0:1 static 18.55.6.241
curl —interface ethO www.jstor.org

_ curi~interface eth0:1 www.jstor.org

RIF
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sudo rm /vol

sudoin - Imdhisaabsmwshw

cd /vol

shin/ifconfig -a
tfconfig up eth0:1 18.55.6.251
ifconfig ~help | tessiA

374-12722478d3e0/ /vol

1805



sudo {fconfig eth0:1 up static 18.55.6.251
sudo Heonfig eth0:1 up static 18.55.6.252
Jsbinfifconfig-2 .

™ plng ~help | less
ping 4 eth0:1 www.google.com
Ishin/ifconfig -2 '
/sbinfifconfig -3|less
sudo ifconfig ethD:1 up static 18.55.6.241
Jsbin/ifconfig -2
ping -1 eth0:1 www.google.com
ping -| 18.55.6.241 www.google.com
curl ~interface ethO:1 www.google.com
curl —interface eth0:1 www.jstor.org
curl -help | less

fsbin/ifconfig-a

sudo lfconfig eth0:1 up static 16.55.6.252

curt ~interface athO:1 www.jstor.ofg

sudo ifconfig eth0:1 up static 18.55.7.240

curl ~intecface ethD:1 www.jstor.org

curl ~interface eth0:1 www.jstor.ong/x

is

emacs keepgrabbing.py

od tomove/pdfs/

Is{wed

mv * [vol/pdfs

s

of ..

is

mkdir uml

cd uml

curl =0 O.html wmumnmmbnmawuﬁsa)»w
curl -0 m Wume?m-WMumMMcﬁ-f
more 0.

curl -} mmummmdmmrmvmssm)&mm
curl 4 “Wumwmmmmwmmmmso‘
curl -H "Cookie: JSESSIONID=fMzWwaqzMRSha" -0 0.htm!
“ptoquest.mnimm/pqﬂmb?ﬂﬂﬁmmm(mmw

more 0.htmd '

curl - "Cookle; ISESSIONID=Ff4zWwqzMRSha" -0 S0.htmi
'mmmimvmmvm-mmmesmmswso&mmew
diff -u O.hvtrnd 50.htmi

macs curicommands.py

emacs curlcommands.py

python curcicormands.py

python curicommands.py

more curicommands.sh

rm curicommands.py

emacs curicommands.py

.....
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more 1100.htmi
lynx -dump 1100.htrol
. upngs.noo.hml

Icat > saneurl.py

g

ls /medis

fg

wkdir /mmldrlulumi

s
cunt - httpy//proquest.umi.com/padweb

fg

Is /media/drive/uml

more lmedaldrlveﬂ(ﬂiﬂflu.pdf
more lmedaldmeIumvmanpdf
more /mdwmmmmnmnmm
more Imdlalddvelmnwwml‘ln.pdf

Is

od 3gabBfel-9c54-43b1-9374-72722078d3e0/
Is

dt-h

sudo shutdown now
od /media/de

cd /mediajdrive/

mikdir jsindex

sudo midir Jsindex

sudo chown ghost jsindex
od jsindex



%
more 2010/0800.htmi
od 1989

Is

od vol/

is .
od jsindex/1989
5

s} less
s ol

od /1980
5] less

python
python fusr/bin/easy_install

sudo assy_install ~instell-dir fusr/b/python2.6/ pyoal
PYTHONPATH=/usr/Eb/python2 6 sudo easy_jnstall —install-dir /usr/itb/python2.6/ pyoal
sudo easy_instell ~install-dir fusr/lib/python2.6/site-packages/ pyoal
THefuss/liby/python2.6/site-packages easy_jnstall ~install-dir /use/iib/python2.6/site-packagas/ pyos!

7




df -h|grep media

is blocks|we -

is

emacs osigrab.py

python - calgrab.py

eracs oaigrab.py

python - caigrab.py

emacs caigrab.py

mdir muse

mv uristograb® muse

python osigrab.py | tee uristograb.wget
we - uristograb.wget

emacs oaigrab.py

python - osigrab.py | tee uristograb.wget
emacs oaigrabpy

python -l caigrab.py | tee uristograb.wget
Is

emacs oalgrab.py
g

emacs oalgrab.py
python -l caigrab.py | tee uristograb2.wget
fg

RIF

1909

ot 08 9258



od /ol

wget -x -nv -nc - “/uristograb.wget . _
 move analysis.oxfordjovrrials.org/content/35/3/97.full pat
wget x-riv -nc 4 ~/uristograb.wget - -

mbadir sd
cdsd

wget -m -np "hitp://www.sciencedirect.com/sclence/page/sitemap/index.htmi”

~headerUiser-Agent: WL/6* <m -np "http://www.sciencedirect.com/sclence/page/sitemap/index.tm?”
m ~headers"Usar-Agent: WL/6" -m -np "http://www sciencedirect.com/science/page/sitemap/index.htmi®

wget -e robots=off -header="User-Agent: WL/6" -m -np
“http:/Awww sclencedirect.com/science/page/sitemap/index.html®
ls

od www.sciencedirect.com/science/page/sitemap/publication/

is

cd serfal/

is

cd Journals/
Is

emacs ~/slis
chmod +x ~/sls
~fsis | less
~fsls . | less

more 17503467.htmi
Is 0242648X

- ls0242648X/24

1s 0242648X/24/3

more 0242648X/24/3/243.html
python

fe
mkdir /vol/sd/jo

'REI,
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fs
python
pwd
15 -

cd ~/umi
python
fg

python
Is 1000000 hirnl
_more 128214.htmt
more 128213
tass 128204.tml
Jess /volfumi/128204.hmi

links /vol/um/128204.hml

python
Is-th

Is blocks | we

python

is *ddbm

@

k .

more deleteandgrab )
spiit -8 5 - 1000 detateandgrab blocks/regrabc
Is blocks/|we -

¢d blocks/

Is | less

Is { tail

cd..

fs
Is /mnt

daf
ls /media/drive

g

Ninks w/calmermpnss.mtldollpdmo.msmzommsm

I8

rm pi-seimela.pdf

curl "http://portalacm.o dmﬂdaunmw&mm&muﬁsosmr

~/sis fvol umi > umisls
more umisis

~/sis fvolfumi > umi.sis
fsis fvol/pdts > pafs3.sis
i3 IR /voi > Js3.lsIR

more js3.JsIR
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Is 4R Avol/ > Js3.1sIR
~ more Js3.15IR

© wedjs3lelR .

" acho -n me@aaronsw.comjmdSsum
df
psax
of
mount /dev/sdc/vol
cd /vol
I
cd /media/
is
is-
rm drive
sudo rm drive
sudo mkdir drive
sudo mount /dev/sde drive
sudo mount /dev/sdel drive
cod drive
s
of
fd-h
df-h
mkdir pdfs
sudo mkdir pdfs
sudo chown ghost pdfs
Is
~{keepgrabhing.py
cd /mediafdrive/pdfs
more 3590725.pdf
less 3697690.pdf
tess 30072010 pdf
less 60244678.pdf
less 3523970.pdf
less 3548593.pdf
less 3523645.pdf
less 3813153 .pdf
less 3838338.pdf
less 3279339.pdf
less 1888323.pdf
less 688560.pdf
less "234,.pdP
tess 742572.pdf
less 30058803.pdf
less 2023815.pdf
more 2023815 pdf
cd
*fkeepgrabbing.py




df-h
od Vol
: .;Mmmw
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Key:

- Tﬂs is the Maln function that starts a web application on the locathost
(127.0.0.1). It reads its configuration from the top of the script (urls = ('/grab’,
grabblock), The resulting web application listens for requests to the URL endingin

‘grad’. The ‘keepgrabbing.py’ script makes requests to this URL.

[ - The function generates a list of files anil then reads each file’s contents. The
contents of the file are then hosted by the web server for the next request for the
'grab’ URL. Analysis of the Acer computer’s file system \dentified a folder named
blocks' which contained alarge number of files each populated with up to one
thougand numeric entries. Once the file contents have been passed to the web
server, the file is moved to the ‘blocks/done’ folder, which was also identified on the

Acer computer’s file system.

Lk



__._~This function is used for multi-threading processes for better CPU utilization.

- The makeblocks function splits a list of number entries into files each
containing up to 1000 numbers. The block lists are saved in a folder named “blocks/”

which reflects what Is seen on the Acer disk image.

. This section imports some publically distributed ibraries that provide the
ns necessary to the script.

Python scripting language functionality to perform functio




Key:

_wi+ . OAIPMH refers to Open Archive Initiative Protocol Metadata Harvesting. This
is a program that is designed to collect metadata from files in an archive database.
This section imports some publically distributed libraries that provide the Python
scripting Janguage functionality to read and parse OAl Metadata.

- This function is used ta determine the best URL based on a ranking system.
The top URLs are those not containing ‘doi.org’ or ‘uq.eduay’. The 2 ranked URL
are those that do not contain ‘ddL.org, but may contain ‘uq.edu.au’. Finally it neither
of the first two parameters any URL containing ‘dof.org’ will be passed.

-  This function s used to list records retrieved from the URL, in this case
‘http://open-archivehighwire.org/handler’, for the metadata section ‘oai_dc’. In that
section, the function looks for the metadata field ‘identifier’, which appears to be the
URL to access the document. The function then outputs this access URL appending

* full.pdf. : :

R1F |




#3§ - Punctions and pracessing used to setup the OAI Metadata Reader. The OAl
forniat is'an XML based format that is widely adopted in the academic community
for referencing and cataloging research journals and other documents.
http://www.openarchives.org/ OAI/openauhlvesprowcol.html
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Kew:

...~ Embedded function to generate CURL coramand, Curl is a unix command-line
utility to retrieve web resources, such as webpages and files. The CURL command in
this case is used to downlcad PDF files from the URL

*http:/ /www.jsmr.org/stable/pdfplns/ % This activity matches activity identified in
PCAP data provided. A cookle Is generated with a random number for each request
to the JSTOR site. PDF files are download to a directory named *pdfs". The PDF files
are named based on the number passed into the CURL command.

- These sections read input data from the URL 'bttp://127.0.0.1:8092/grab’,
which corresponds to the information identified in the ‘serveblocks.py’ script. The
data is read from the web server listening on port 8092 as identified in the URL
listed above. The numeric values hosted by the web server are passed into the
CURL function that specifies which PDF to download and what to name the output
file. The "block” or the PDF file to download is passed into the line function as the
“x*variable.

-~ These sections import some publically distributed libraries that provide the
Python scripting language functionality to perform functions necessary to the script.

1919



- This section determines options to use in the CURL command. If the number
of command line arguments is greater than 1, the script witl collect data using a
SOCKS proxy. If o command line arguments are passed, the script will use the

default network connection.

n
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Preface and caveats

1) The .bash history file records, per user, commands and keystrokes
entered into the BASH shell terminal, which was the shell used on
the Acer computer.

2) The .bash_history file is & plain text file with no safeguards
that protect it from modification. It can be edited and deleted by
the user.

3) The file containe no internal timestamps for the commands and
keystrokes recorded, although they do occur in chronological
order.

4) The .bash_history file does not contain the results of oommands or
the screen output of progrems executed from the shell. ‘

§) At some points we see reference to the ' gcreen’ comwand, which is
uged to invoke another, detachable command shell. Commands and
keystrokes entered in a shell so invoked may not appear in the
.bash_history file.

cat .bash_history
mm . bash_history
screen =X

uptime

df -h

#meseznnespedomaﬁ!eustmaonthe

/mnt/pdfs directory and plpe the resuits
through word-count {wc) to get a total
number of files in that directory

scroen ~x

cat .bash history

is

cat . ssh/known_hosts

whois ygl.as

uptime .
E 1 The previous lines utilize two command-

o knemeﬂrm(cuﬂandlmb)fanemvmg
content from the JSTOR website
1s
— # This line indicates the finks command
o ' above may have retrieved the file

1



838383.pdf, which is then moved (mv) to the
/mnt/pdfs directory
scraen -T
screen ~X
curl jstor.org
eurl -i wwww. jstor.org

curl -i www. jstor. .
) _ # This command disables the wireless

networking interfoce

sudo dhclient -re

sudo dheclient - .

# This commund encbles the wired
networking interface

sudo dholient

curl -i www. jstor.org
curl scripting. com
/sbin/ifconfig -a
curl scripting. com
ping 4.2.2.2

cat /etc/resolv. conf
sudo dhelient -r
sudo dhclient

ping 4.2.2.2

cat /etc/resolv, conf
curl scriptng.com
curl www. google. com
curl —i www, jstor, org
/sbin/ifconfig -a

# indicates an attempt with the utility
'plng'totestwnnacﬁvitymtbeﬂ’
registered to ghost-laptop.dyndns-free.com.
The dyndns DNS service is commonly used to
assign a fixed DNS entry for computers that
ore assigned dynamic IP oddresses. When
the computer's IP address chonges, it
updates the associated DNS record at
dyndns to point to the new if.

RI




1s /mat/|wec -1

cd /mnt

1s

ps ex | grep touch
ps ax | grep seq
touch 1

1s

touch 2

seq 1 20

seq 1 20 | xargs touch
1s | we -1

seq 1 2000000 | xargs touch
1s | we -1

1s | less

1s | wc -1

ps ax | grep bash

v

who am i

. kill 3668

¥ These commands show the user
examining and testing the configuration of
the utility (ez-ipupdote) that updates the
system's dyndns record. The ez-ipupdate
default.conf flle contains information
reloted to the dyndns occount used.

1923



kill -9 3858
mkdir pdfs
cd pdfs

s

/keepgrabbing. py

™ /kespgrabbing. py
touch foo

ra foo

ed ..
~/keepgrabbing. py
cd /mnt

1s

™ *

1s

cd pdfs

1s

cd

1s

bg

kill 2461

ps ax | grep serve

python serveblocks. py 8092
bg

# emacs and 2ile are both text
editing programs that are run from
the commond line. In this cose they
are being used to open the python
script keepgrobbing.py

# This indicates the running of the python
script serveblocks.py. The added commond
line voriable ‘8092’ appears to Indicate
which port ta run the web applicotion on in
serveblocks.py. Port 8092 is also referenced
In URLOpen function in the keepgrabbing.py
python script.

# The ps commond Is used to list running
processes. Combined with the grep {string
search) command, this will list any processes
that contoin the characters ‘serve’, Including
serveblocks.py



13 /ent .
1s /mt/pdfs - - o
1g -1 /mmt/pdfs/ - <

ed X
monrscreonsaver-comand —activate
is

ps ax | grep curl

kill 19047

curl www. jstor.org

dhclient —help

sudo dhclient

- - -

#Thewnmandbwm-nalsusedwexecuteawmmand

line network bondwidth monitoring tool

1s blocks/|we <1

df ~h

liriks www. jstor. org/ stable/873008

bwm-ng

snomrscreensvet-comnd -~activate .
# The Is commond in this lists the files in the
‘blocks/’ directory. Piped through theé we (word-count)
command, it counts the files in thot directory

bwir-ng

1s blocks/fwe -1

uptime -

bww-ng

df -h

1s blocks | wc ~1

bww-ng

sudo umount /mnt

af

sereen ~X

# Storts the keepgrabbing.py python script

cd /mnt/
“/keepgrabbing. py
fe

cd /unt/

~ /keepgrabbing. py
cd /mat/
~/keepgrabbing. py
0

cd /mat/




bbing. py
-~ m . -
bf'mgf'keepmbbms P
' /
Ed/kf:;:rabbing. pY

bg' ~ /keepgrabbing. py
;:/;::::abbiu- Py
27lttae1>gx'abbins. Dy
E7|te¢tpgx'abbins. py
Egllx«:uapgr.'abbins. pY
lB'jkecpurabbing. PY
Es/keepsr:ubbing. pY
Egkeepsrahbing. py
E‘g/kaam;mbbim;. Py
bg
:ﬁ::epgrabbiug. pY
E7kmammatb3t’iuu» Py
Sd/k:»:m;(;rt:lhbins- pY
t,‘gkealosrnbb'mx;. pY
bg
:;llt::pgrabbing. py
E7l(e¢mgt'abh.’mg. pY
28/lteepsrabbing, py
Eﬁkeepsrabbins. Py
bg




~/keepgrabbing. py
bg
~/kespgrabbing. py
bg

~ fkeepgrabbing. p¥
bg
~/keepgrebbing. py
cd /mat/
~/keepgrabbing. py
cd /unt/

~ /keepgrabbing. py
cd /mnt/

~ /keepgrabbing. Py
cd /mnt/
~/keepgrabbing. py
cd /unt/
~/kespgrabbing. py
cd /unt/

~ /keepgrabbing. py
ed fant/
~/xeepgrabbing. py
~fkeepgrabbiog. py
cd /mat/

™ /keepgrabbing. py
od /mnt/
~/keepgrabbing. py
cd /mmt/

~ /keepgrabbing. py
cd /mt/
~/keepgrabbing. py
cd /mnt/

~ /keepgrabbing. py
cd /mnt/
~/xeepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mat/
“~/keepgrabbing. by
cd /mmt/
~/keepgrabbing. p¥
cd /mat/
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~/keepgrabbing. py
cd /mnt/
"/keepgrabbing. py
cd /mat/

~/k
~/keepgrabbing. py
cd /mnt
~/keepgrabbing. py
cd /mnt
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keapgrabbing. py
cd /mt

cd /mnt/

cd /mt
“/keepgrabbing. py
“/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/kespgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
¢d funt/
~/keepgrabbing. py
~/keepgrabbing. py
cd /mnt/
*/keepgrabbing. py
~/kespgrabbing. py
cd /mnt/
~/keepgrabbing. py
~ /keepgrabbing. py
¢d /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
¢d /ant/
~/keepgrabbing. py
cd /mnt
~/keepgrabbing. py
screen -r

R




sereen ~X

uptine

-1 # Checks how much free space ls available on
) mounted volumes

screen T

screen —Xx

e

uptime

bvm-ng

df -h

screen ~x

ps ax | grep curl

ps ax | grep keepgr | awk ' {print $1}° | xargs kill

ps ax | grep curl

ps ax | grep er

ps ax | grep curl .

df -h .
/sbin/ifconfig -a
I / ivaotes the confg e e of the
' : static IP address 18.55.7.49 to an
aliased interface on the wired
network cannection eth0

curl —-interface eth0:1 www. jstor. org

curl —interface eth0:1 wew. google. org
T # syne is a file copying tool. in this case It Is being

used to copy the contents of the ‘pdfs/ directory to
a folder named ‘/vol/pdfs’ on another computer,
accessed through the dyndns registered record for
ghost-macbook’. The o’ switch selects a number of
options — most notobly recursive copying of
subdirectories, the v’ switch indicates verbose
outputaftheﬂlecopyn‘ngprocessmmewmole,
and the ‘2’ switch indicotes the uss of the
compression in the file transfer.

screen -
screen X
python

python
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sasy_install —help.. . .
-sasy_install ~~helplless

python

cd /usr/local/1ib/python2. 6/
1s
1s site-packages/

# The previously highlighted items refiect efforts to
' instoll python modules on the computer and verlfy

thelr installation through the ‘Jocate’ command,
which lists all the locations where the specified files
are located on the file system

cd /usr/lib/python -

s

1s ~a

cd ../python2, 8

1s

easy_install —help
easy_install —helpiless
python serveblocks. py
python serveblocks.py 8092
bg

# Indicates attempts to release and renew the DHCP-
assigned network oddress for the computer

ping 4.2.2.2

sudo dheclient -r

sudo dhelient

sudo dhclient -r

sudo dhclient
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sudo dhelient -T
slaep 60

sudo dhclient -Tr
sudo dhelient
cd /vol/

1s -1

1s ~lh pdfs
easy.install pyoai

# Indicates the instofiation of the package
python-setuptools. Apt-get is a tool in the
Ubuntu operating system to download
Ubuntu software packoges.

# The previous commands are associated
with the configuration and testing of

the associated defoult.conf file are used to
update the computer's record with dyndns.

cd /vol/pdfs/
1s
is | less
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_. | # Indicates the execution of the Python

script aaigrab.py. The script residing on the
Acer system reads Open Archive Initiative
Metodata (see separate analysis of this
script).

more 17.3
more 17.3dutton. html
wan wget

# The previous highlighted items show the user
troversing and listing the contents of the fvol
directory and subdirectories. The ‘du’ command Is
used to list the disk space usage oh a volume.

bwo-ng

1s -1h urlstograb. wget
ﬂ' #mscammandissemhingforrhetenn'pdf’rn

the file uristograb.wget
screen =X
man wget
cd /vol/

# The wget commands hightighted
gre a method of non<interoctively
downloading web resources. The URLs
requested ave retrieved from the file
uristograb.wget

screen —X




emacs oaigrab.py _
sudo apt-get instal]l emacs23-nox

esecs oaigrab.py ]
“ # This indicates the execution of the
o python script "oaigrab.py’. The output of the
‘oaigrab.py’ script i then piped through the
tee command, which outputs the results of
oalgrab.py both to the screen for monitoring
and to the file nomed uristograb.wget

we ~1 urlstograb. wget

uristograb.wget file, replace “pdf” with
~“wemi” and write the resuiting line into
uristograb2.wget. (The first operation
performed the inverse substitution.}
gore urlstograb
more urlstograb2. wget

ed /vol/ _

' # The ‘wget’ command is used to non-
Immcuvdyretrieveﬂesfmmﬂrenetwork-
Jnmismsetheuseofthe'-l’switchwm
read all the URLs listed in the file
uristograb.wget’ and retrieve content.

grep htal urlstograb. wget | sed -e 's/html/pdf/” urlstograb2. wget
ed

grep html urlstograb.wget | sed e’ s/html/pdf/* >> urlstograb2. wget
cd /vol

wget -nv —x —nc -1 ~ furlstograb2. wget

curl muse. jhu. edu/f

links muse. jhu. edu

screen -X

cd /media/noname/

1s

cp tograb. log /home/ghost/

ccd

RIF




¢d

od blocks/
1s | we -1
cd ..

1s

# Flle named tograb.og Is moved to
the 'blocks/* directory and then, ofter
multiple attempts, split every 100 fines into
a collection of files with the same prefix
‘tograb-*

av tograb. log ..

audo dhclient —release

sudo dhclient -r

sudo dhclient

sudo dhclient -r

sudo dhclient

sudo /etc/init. d/ez-ipupdate restart
ping ghost-laptop. dyndns-free. com
/sbin/ifconfig ~a | less

ping ghost-laptop. dyndns—free. com

screen —x
sudo ifconfig ethQ up

/ebin/ifconfig -a

sudo dhclient .

cat logininfo



-

R A & The Curl commands listed above show gttempts

1o retrieve the URL ‘/bin/dynareg ?classsvisitor’

from the sites ‘nic.mit.edu’ and '10.72.0.47° on port
444.

ping --hel

ping -1 eth0 10.72.0. 47

/sbin/ifconfig -8

ping -I eth0 4.2.2.2

wan ping

ping -1 10.2,55.120 4. 2.2.2

sudo ping ~I 10.2, 55.120 4. 2.2.2

/sbin/ifconfig ~a | less

sudo ping -1 10.2. 65.120 4. 2.2.2

gudo ping -1 wian0 4.2.2.2

sudo ping -I eth0 4.2.2.2

ping -1 eth0 4.2.2.2

sudo ping -I eth0 4.

sudo ping =1 eth0 10.72,0.47 ' .

sudo curl —interface eth0 10.72.0.47

men curl

sudo curl --intexface 10.2.55.120 10, 72.0. 47

route ‘

/sbin/ifconfig -2
- # These commands indicate the addition of

" the IP address 18.2.55.1 as a defoult
gatewaytothenetworkmuﬂngtab!eonme
Acer computer

sudo ping -I eth0 10.72.0. 47

acho “sudo route add default gw 18.2.55. 1” > logininfo
sudo curl —interface 10.2.586.120 10. 72. 0. 47

curl —interface eth0 10.72.0. 47.

curl —interface eth0 htips://10.72.0. 47:444/bin/dynareg?class=visitor
curl -k --interface ethQ ’

https://10.72.0. 47:444/bin/dynareglclass=visitor

curl -d “class=visitor” -k ——interface eth0

https://10. 72. 0. 47:444/bin/dynareg

curl -d ».lass=vigitorsaction=Register” -k —interface eth0
https://10, 72. 0. 47:444/bin/dynareg

RIF




# This Curl command used with the “d’
switch indicates submission of data to the
URL https://10.72.0.47:444/bin/dynareg.
Based on the contents of the command, the
user would be attempting to submit a
computer or user name {Grace Host) and
email oddress (ghosté2@matlinatar.com) to
the registration form at the URL listed
above.

acho 'curl —d

“yname=Grace+iosthvemail=ghost42@meilinator. combaction=Registerkeclass=vi
sitor” -k ——interface eth0 https://10.72.0. 47:444/bin/dynareg’ >
logininfo

curl —interface oth0 10.72.0.47

sudo dhelient eth0

sleep 6005 sudo dhclient ethQ

route

ourl ~interface wlan0 www.yahoo. com

curl —intexface wlan0 4.2.2.2

sleep 600; sudo dhclient eth

sudo dhclient eth0

sudo ping ~I eth0 10.72.0.47

sudo ping I wlan0 4.2.2.2

sudo ping -I eth0 4.2.2.2

man route

dnsip

dig www. yahoo. com

dig www. yahoo, com)grep "IN

dig www. yahao. com{grep "IN" | grep 10.72

acho ’ dig wew, yahoo, conjgrep “IN" | grep 10.72° » logininfo
/sbin/ifconfig -a

/sbin/ifconfig ~ulgrep en

RIF
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—— ¥ Thes commans et hngi

the MAC address on the wired

network interface (ethO) to
00:4c:e5:a0:¢7.56

emacs logininfo

ping wew. yahoo. com

dig yahao. com

sudo dhclient

dig www. yahoo. com

emacs logininfo

emacs fete/ez~ipupdate/default. conf

/sbin/ifconfig -3

sudo emecs Jetc/ez-ipupdate/default. conf

Jete/init. d/ez-ipupdate restart

sudo /fete/init.d/ez-ipupdate restart

dig .

- # dig is o commond to query domain name servers

and gather information from Domain Name Server
(DNS) jookups

cat /etc/resolv.c

cat /etc/resolv. conf

dig www. yahoo. cvom

dig www. yahoo. cop

links —help

links —help|grep inerf
links ~~helplgrep interf
lynx

curl —interface eth0 www. yahoo, com
dig 810.2. 56,7 www. yahoo. com
dig 810.2.55.2 ww. yahoo, cott
sudo dhclient

cat /etc/resolv.conf

sudo dhclient

cat /etc/resolv. conf

ping 10.72.0. 47

dig ©10.72.0. 47 www. google. com
gnome~-screensaver-

df

ping www. yahoo. con

echo 10.72.0.47>> Jogininfo



. dig —help

host —help

dig ns x. dyndns—free. com

dig @nsl. dyndns. org ghost-laptop. dyndns-free, org
dig @nsl. dyndns. org ghost-1aptop. dyndns-frea. con
/sbin/ifconfig -a

I

remotely access the computer ghost-laptop

through dyndns-free. SSH stands for Secure
shell and Is ¢ method of accessing o remote
computer thraugh an encrypted channel.

ssh —help | grep interf

man ssh

sudo ifconfig ethQ down

ssh ghost—laptop. dyndns-free. com

sude curl —interface eth0 10.72.0.47

route

ssh ghost~laptop. dyndns—free. com

ping wew. yahoo. com

/sbin/ifconfig -3

ssh 10, 189, 76,179

sudo dhclient ehtQ

sudo dhclient eth

route

man route

route

sudo dhclient eth0

#These commonds would modify the routing
table to add a goteway of 10,.189.64.1 to
reach addresses on the 10.0.0.0 private
network.

route

ping 10.189. 76,179
ping 10.72.0.47
sudo dhclient ethO0
/sbin/ifconfig -a
ping google. com

RIE




route

ping 4.2.2.2

sudo dhelient ethO
cat logininfo

# These commands are simlfar t0 those seen
previously where the user fs attempting to
use ‘curl’ 10 register a computer or user
name and emall address vio the web page
at IP address 10.72.0.47.

sudo dhclient eth0

sudo dhclient -r

sudo dhclient -r eth0

sudo dhclient ethO
/sbin/ifconfig —a > ifconfiglog
/sbin/ifconfig —a

# These commands are being used to
manually change the MAC address of the
Wireless network interface (wion0) to
90:4c:e5:00:¢7:55

/sbin/ifconfig -2
/etc/init. d/ez-ipupdate restart
sudo /etc/init. d/ez-ipupdate restart

IRIF




-

dig ghost-laptop. dyndnsi—_@rge. com
ping 4.2.2.2 L

- sudo dhclient Con

- ping 4.2.2.2. :

ping www. yahoo. con

route

curl www. yahoo, com

ssh ghost—laptop. dyndns—free. com
/sbin/ifconfig -a

ssh 18. 111,48, 33

curl wew. yahoo. com

sudo dhelient eth0

' TN 4 This indfcates the attachment of

removable medio to the computer. The
removabie media is given the unique ID
listed.
1s
1s | grep ajp
1s | grep ~v oxford
cd /vol

1s

cd www. genome, org/content/1/3/
1s

cd /media/bce820ea~a03b—4556-bfa6-eff2d9eb665e/
wore pdfs/2520824. pdf

more pdfs/25208234. pdf

ls -1 pdfs/26208234. pdf

1s Ul pdfs { head

python

ps ax | grep pyth

ps ax | grep s

sudo kill 8188

sudo kill -9 8185

fg

cd bl

cd blocks/

1s

cd done/

1s | less

=

RIF




1s | head
more allpd00000009
more allpd000000009

more allpd0000000009 '
1s l tail :

1s | grep —v pd | less
1s | grep blk | tail

# The previous commands indicate the listing of the
contents of the previously identified removable
media device with the unique volume (D listed. The
‘more’ command provides a scrollable view of file
contents in the console.

cd

python ) _
#The I’ command combined with the s’ switch is

used to create a symbolic link (equivalent to a
~shortcut” on Windows), to make the removable
medio device accessibie on the system as
/media/drive’

fg

1s /media/drive/pdfs*

¢

w

/sbin/ifconfig —a

/shin/ifconfig -a
sudo /etc/init. d/ez-ipupdate restart

oo # Indicates ottempts to remotely access computers
at the IP addresses 10.189.61.53 ond 18.111.48.33
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via the SSH protocol. The first IP address is in @

range of private addresses that would not be routed
across the internet.

1s

more failedandneedtograb _

cat failedandneedtograb | sed -e 's/.pdf// | sort ~u | head

cat foiledandneedtograb | sed e ’s/. pdf// | sort ~u? failed-partial-

clean

head failed-partial-clean > blocks/testfailed

/sbin/ifconfig —a '

curl —interface wian0 www. yshoo. com

route

ping 18.111.31.1

we -1 failedandneedtograb

sudo apt-get install autossh

gudo apt-get update

man ssh

ps ax | grep dhclient

kill 7937

sudo kill 7937

sudo kill 8001

sudo kill 8281

ps ax | grep dhclient

ps ax | grep netwo

ps ax | grep Netw

sudo kill 730

ps ax [ grep Netw

ps axf

Jetc/init. d/network-manager stop

sudo /etc/init. d/network-manager stop

ps ax

ps ax | grep dhecl

sudo kill 8839

ps az

/sbin/ifoonfig -a

& The preceding lines indicate that the dyndns IP
update configurotion file was opened in the text
editing program emacs. Then the dyndns IP update
service was restarted and the DNS records for

RIE




ghostlaptop.dyndns-free.com were retrieved with
the utility “dig"

1s .

screen —x

L

who am i

we -1 failed—clean

screen —X

}

1s

cat failedandneedtograb | sed —e 'g/.pdf/S | sort —u? failed-partial-

clean '

we -1 failedandneedtograb

cat failedandneedtograb | sed —e '8/ pdf// | sorv > failed-clean

rn failed-partial-clean

more failed-clean

cd blocks/done

1s | less

less blk00000G00020

we ~1 blk0000000020

cd ..

split —help ‘

spliv -a 5 -1 1000 failed~clean blocks/blkfail -

df ~h )

creen ~X

screen —X

who am i

cd umi

python

cd umi

grep 797854 *

grep 8018998 »

s

more 900. html

grep 1978790241 *

screen T

screen -X

links

ls

screen -X

1s blocks

RIF




1s N
. 7m failedsndneedtogreb |
- -rm failed-clean

- python

1s

mv pdf2size. dbm pdf2size-js3. dbm

fe

more stilltograbx

split —help

split -a 5 -1 100 stilltograbx blocks/stillblk

1s biocks

fg
cd /media/drive/pdfs
more 3590725, pdf
less 3697690.pdf
cd /media/drive/pdfs
more 3690728. pdf
less 3697690, pdf

s
1s umi/saneurl. py '

more /vol/umi/107685, html .
links /vol/umi/107685. html
links /vol/umi/107794. html




ping wew. jstor.org

curl www, jstor.org

1s

screen ~x

df -h

screen ~r

screen ~X

cd /media/drive/ jsindex/
1s

rm %

more 00900, html
python

cd ..

1s

python

more 1923706700, html
1]

1s blocks

# The previous links and curl commands indicate
ottempts to access or retrieve files from the

specified URLs

df -h i
' # Indicates the removal of the removable

ping 4.2.2.2
/sbin/ifconfig -8
/sbin/ifconfig —-alless
ls

medio device with the unique ID specified
from the file system

RIF
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“/bin/sls pdfs | head

./sls pdfs | head

cd pdfs

../sls | xargs -i o {} /vol/pdfs/
../8ls . | xargs -i mv {} /vol/pdfs/
1s

ed ..

rmdir pdfs

more deleteandgrab

1s

1g ~1

# ‘talf’ and ‘more’ are commands to view

the partial content of a file In the console.
The file pdfs3.sls on the Acer computer
contains a listing of files with the ‘pdf’
extension.

- # The file js3./sIR contains o recursive file

S listing of the /vol/’ directory on the Acer

computer '

fg

1s

1s -1h pdf2size-js4. dba

we -1 js3.1siR

python

split -a § -1 100 30mblocks blocks/gxp30m
cd /vol/jsindex/

python

od /media/dr

cd /media/drive/

~/keepgrabbing. py

fg

more /media/drive/44786085. pdf

more /media/drive/pdfs/4478605. pdf
i R # These two commands would fetch the web

page from the site protect.theinfo.org. The
domain theinfo.org Is registered to Aoron
Swartz, (See box below.)

RIE]



{Querying whois. publicinterestregistry. net]

Domein 10:D1SE37183-LROR

Domain Nase: THEINFO. ORG

Creuted Oo:19-Doc-1960 04:35:46 LIC
Lest Bpdated On:19-Nay-2010 08:13:01 UTC
Bxpiration Date:13-Dec-2011 04:86:45 UTC
Spoasoring Registrer:lisme.con. UC (R1289-LR0R)
Status> X

Registrant (D:0~584620-Candi
Rogistrunt Neme:Info Heteorks
Registrent Drganizstion:Info Networks
fogistrant Stresti’M9 Harshnan
Registrant Sxrest2:

Registrant Streetd:

Regiswrant City:Highland Perk
Registrant State/Provincetll
Registrent Postel Code 60033
Registrant Country:lS

Registrant Phome! 1. 8474328357
Regiatrant Phone fxe. ¢

Registrane FAX:

Registrant FAX Exx.:

Rogistreny Eusil:izslaaranse. com
Adnin ID:ASBGS-CANDY

Adnin Nems:Aoron Swarts

Aduin Streetl:349 Marshaen

Adefn Streetd:

Adein Streetd:

Admin City:Highlend Park

Admin State/Province!IL

Adnin Postal Cods:60035

Aduin Country:US

Adain Phone:+], 8474328657

af

ps ax | grep part
ps ax

cd /media/

1s

# The previous commonds indicate
the mounting of an additlonal drive
on the computer. Bosed on the
commaonds ldentified the drive
appeors to have a Reiser File System



df

af -h -

od drive2

is

s —a

wkdir pdfs
sudo mkdir pdfs
sudo chown ghost pdfs
ed /vol

1s -1

ed ..

1s -1

m vol

sudo rm vol

screen -r

screen ~x

ping www. google, com
/sbin/ifconfig —a
/sbin/ifconfig ~a|less
dhelient

sudo dhclient

sudo ifdown eth0:1
ping www. google. com
/sbin/ifconfig -a
/sbin/ifconfig -aless
ping 4.2.2.2

cat /etc/resoly

cat /ete/resolv. conf
ping 10.72.0.47%

ping 10.72.0.47

ping 4.2.2.2

sudo ifconfig down eth0:1
sudo ifconfig eth0:1 down
/sbin/ifconfig ~a|less
sleep 600 && bell

and was mounted in the directory
/media/drive2

#This indicates a symbalic link to the
directory nomed /vol and the

flesystem mounted on
/media/drive2




bg
"dhelient
sudo dhclient
"df -h '
sudo umount /dev/sdfl
g
daf
ps ax | grep dhclie
sudo kill 31696
/sbinfifconfig -a | less
screen —X
gnome-screehsaver
gnome—screensaver—comsand ~~lock
gnome—lock-screen
gnome—screensavar-lock
xsereensaver ~lock
gnome-screensaver-command —lock
gnome—screensaver
screen —X
af . ’
cd /media/

|&|‘.

# The previous highlighted commands indicate the
mounting of additional media on the Acer computer

1s
/sbin/ifconfig ~a

/sbin/ifconfig —a > mac

g

man ifconfl

/sbin/ifconfig —a |grep ether
'/sbin/ifconfig eth0

RIF
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sudo ifdown ethl

sudo ifconfig ethO down
S # The previous highfighted commands indicate the

modlﬂcaﬂanoftheMACaddressafthewn?ed
network connection (eth0)

sudo ifeonfig eth0 up

dhelient

sudo dh

"sudo dhclient

sudo dhclient -r

cd /unt/

1s

df

cd /media/b09820u-a03b—4556—bfaﬁ-eff2d9eb6656/

1s

1s =1 /

fmpr'e'vlous'b'arhhndslndmmmaﬂonafa
symbolic link for the device with the unique ID listed

to the directory ‘fvol’
cd /vol

is

df

ifconfig

sudo dhclient -r
sudo dhclient

1s

cd

1s

screen ~T

1s blocks/iwe -1
screen

screen ~T

screen —¥

we -1 urlstograb. wget
df ~h | media

df -h | grep media



we -1 urlstograb. wget
df -h | grep media

wve =1 urls*

df ~h | grep media
1s blocks/jwec -1
df -k | grep media
1s blocks/|{we -1
df -h | grep media
18 blocks/{we -1
dt ~h | grep media
18

daf

v

df -h | grep media
1s blocks/|wc -1
df b | grep media
ks blocks/|we ~1
1s blocks/|we -1
df -h | grep media
1s blocks/|we -1
df -h | grep wedia
1s blocks/|we -1
df -h | grep media
1s blocks/iwe ~1
1s /mat

1s /vol

................................

# The previous commands would filter the content
of the file ‘uristogrob.wyget’, removing lines that
contained any of the text strings that follow the
‘grep -v* command. (Removing, for example, lines
that contained “axford”, “dukejo’; etc)



df -h | grep media
1s blocks/|we -1
df -h | grep media
1s blocks/lwe -1
df -h | grep media
1s blocks/|wec -1
df ~h

1s blocks/|we -1
df -h | grep media
1s blocks/jwe -1
daf -h

df -h | grep media
1s blocks/|wc -1
df -h | erep media
1s blocks/jwe -1
&f -h | grep media
1s blocks/lwe -1
df -h | grep media
1s blocks/|we ~1
df -h | grep media
1s blocks/jwe -1
df ~h | grep media
1s blocks/{wc -1
df -h | grep media
1s blocks/|we -1
df b | grep media
ping google. com
/sbin/ifconfig -a

/sbin/ifconfig ~alless

df

umount /media/drive
cd /wedia/drive/

ls

df -h

1s

df

/sbin/ifconfig ~a|less

#11usecnnunandsameusedtotﬂnuount
the device ‘/dev/sdel’ from the Acer

RJF




df -h | grep drive2

ls blocks/|we -1

cd

1s blocks/|we -1

df -h | grep drive2
/sbin/ifconfig -8 '

/sbin/ifconfig -2
curl —interface eth0:l www. jstor.org
curl —interface eth0 www. jstor.org

curl —interface eth0:1 www. jstor. org

curl —interface ethl:1 www, jstor.or

curl —interfar
[sbin,

eth0:1 www. jstor, org

s bloci  we -1
ping 4.2.2.2
cd vol
cd /vol
*/keepgrabbing. py
fg

cd ..

1s vol

1s -1 vol
m vol

sudo rm vol

sudo 1n -s /media/drive /vol
cd /vol

# The previous highlighted
commands indicate attempts to
estoblish a static IP address on an
alias network interfoce for the wired
network connection {eth0)

RIF




~/keepgrabbing. py
a i
"/keepgrabbinspv S
ed ..

¢d vol

~/keepgrabbing. py

ed

1s

mkdir tomove

cd tomove

wkdir pdfs

* /keepgrabbing. py

emacs .. /keopgrabbing. py
~/keepgrabbing. py

sudo ra /vol | |I |||.
# This commond indicates the creation of a

symbolic link for removal media device with the
unique ID listed to nome Yvol’

cd /vol ’
~/keepgrabbing. py

fg

1s

cd ../vol -

~/xeepgrabbing. py

links www. jstor. arg

dhclient

/sbin/ifconfig a8

ifconfig up eth0:1 18.66.6. 261
ifconfig —help | less{A
ifconfig —help

/shin/ifconfig -2

ping —help | less

ping -I eth0:1 www. google, com
/sbin/ifconfig —a
/sbin/ifconfig -a|less

/sbin/ifconfig ~a



ping ~I eth0:1 www. google. com

ping -1 18. 6. 6. 241 www. google. com
cur] —interface eth0:1 www. google. com
cur]l —interface eth0:1 www. jstor.org
curl —help | less

/sbin/ifconfig -a

curl —interface eth0:1 ‘wuw. jstot. org '

# The previous highlighted
' commaonds indicate attempts to

establish g static IP address on on
ollas interface for the wired network
connection {ethD)

corl —~interface eth0:1 www. jstor.org

curl ~~interface eth0:1 www. jstor. org/x

is

emacs keepgrabbing. py

cd tomove/pdfs/

ls | we -1

mv * /vol/pdfs
ls

ed ..

1s

mkdir umi

cd usi

# The previous commands use ‘curl’ to retrieve
pages from the website ‘proquest.umi.com’ and
save the data to o file (in this case 0.htmi and
50.htmi)

1955



diff -u 0. htal 50, html

more 1100

more 1100, html

lyax ~dump 1100. htnl
links 1100. html
python

cat > saneurl.py

fg

ls /media

fg

akdir /media/drive/umi
g

# curlcommends.py is a file on the Acer computer
that will generate a shell script that contains curl
commands to retrleve resources from the website
‘proguest.uml.com’ curicommands.sh is the shell
script produced, consisting of a series of curl
retrieval requests that will be run sequentially.

curl -i http://proquest. umi. com/pgdweb

('
1s /media/drive/umi

more /media/drive/2073772711. pdf

more /media/drive/umi/2073772711. pdf
more /media/drive/umi/2073772711. html
more /media/drive/umi/2073772711. pdf

fg

cd /vol

* /kespgrabbing. py
ed ..

cd vol
~/keepgrabbing. py
fg




“/keepgrabbing. py

ed ..

cd vol

1s

~fkespgrabbing. py

1s

df -h

pwd

cd ..

cd vol

*/keepgrabbing. py

ed ../vol

1s

~/keepgrabbing. py

cd /media

1s

cd Ssabdfal-9c54-43b1-9374-72722d78d3e0/

ls

df -h
# This command will shutdown the
computer immediately

cd /media/de

cd /media/drive/

mkdir jsindex

sudo mkdir jsindex

sudo chown ghost jsindex

cd jsindex

python

ls

fg

more 2010/0800. html

cd 1989

cd jsindex/1989
1s

1s <1 | less
1s -1 | tail

cd .. /1890

1s =1 | less




python .

python /usr/bin/eesy_install

sudo easy_install —install-dir Jusr/1ib/python2. 6/ pyoai
PYTHONPATH=/usc/1ib/python2. 6 sudo easy_install ~install-dir
Jusr/1ib/python2. 6/ pyoai

sudo eesy_install —install-dir Jusr/1ib/python2. 6/site-packages/ pyoai
sudo PYTHONPATH=/usr/1ib/python2. 6/site-packages easy_install —install-
dir /usr/1ib/python2. 6/site~packages/ pyoai
od /usr/local/lib/python2. 6/

1s -8

cd dist-packages/

1s ~a

ra®

sudo Im %

sudo rm -xf *

gudo easy_install pyoai

python

1s

python

cd

1s blocks/|we ~1

fg

ps ax | grep keep

ps ax | grep ser

fg %1

fg 0

fg

kill 2137

kill 2138

ps ax | grep keep

python serveblocks. py 8082

fg

prthon ssrveblocks. py 8092

amacs serveblocks. py

python serveblocks. py 8092

emacs serveblocks. py

python serveblocks. py 8092

exacs serveblocks. py

python serveblocks.py 8092

smacs serveblocks. py

python serveblocks.py 8082



kill %1 ) .
fg R . -‘.‘-.h:
python ‘serveblocks. py 86592
kill1%r =~ 7 T
fg

python serveblocks.py 8092
kill %1

g

python serveblocks. py 8092
fg

kill %1

fg

python serveblocks.py 8092
kill %1

fg

python 'serveblocks. py 8092
kill %1

fg

. emacs serveblocks.py
python serveblocks.py 8092
cd /media/drive/
~/keepgrabbing. py

df ~h

df -h|grep sdd: date

du ~hsc /vol/*

dm /vol/urlstograb2. vget

du ~hsc /vol/*
bun-ng

du ~hsc /vol/*
df -h

df -h|grep media
1s blocks{wc -1
1s

emacs oaigrab. py
python -i oaigrab.py
emacs oaigrab. py
python -i oaigrab. py
emacs oaigrab. py
mkdir muse

# The ‘rm’ command Is used to remove

fle(s) from the file system

RIF




mv urlstograb® muse

we -1 urlstograb. wget
emacs oaigrab. py

emacs oaigrab.py

s

emacs oaigrab.py

fg

emacs oaigrab. py _ ‘

' # The previous commands indicate the
execution of the python script ‘caigrob.py’
with the resuits saved to the file
‘uristograb.wget’

g
cd /vol

more analysis. oxfordjournals, org/content/35/3/97. £011. pdf

# The ‘wget’ cammand is used to non-
Interoctively retrigve files from the network.
In this case the use of the 4’ switch will

reod all the URLs listed in the flle
‘ristogrob.wget’ and retrieve content.
mkdir sd
cd sd
wget —m —np

“http://wuw. sciencedirect. com/science/page/sitemap/index. html”
wget ——header=' User-Agent: WL/6" -m -np

“http://www. sciencedirect. com/science/page/sitemap/index. html”
wget ~-header="User-Agent: WL/6” -m -np

“nttp://www. sciencedirect. con/science/page/sitemap/index. htal”
wget —e robots=off —headerf-‘ﬂser—Agent: WL/6” -m -np
http://wew. sciencediract. com/science/page/sitesap/index. htul
1s

cd wev. sciencedirect. com/science/page/sitemap/publication/



cd journals/

1s

emacs /sls

chmod +x “/sls
“/sls | less
“/sle . | less
more 17509467. html
Is 0242848X

1s 0242648X/24

1s 0242648X/24/3

more 0242648X/24/3/243. html

python

fg

mkdir /vol/sd/jo
g

ed

fe

python

1s

cd umi

1s

python

fg

more keepgrabbing. py
cd /vol/

ls

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
cd pdfs/
~{keepgrabbing. py
ed ..
“~/keepgrabbing. py
fg
“/keepgrabbing. py
dids

fe

python

pwd

1s

ed ~/umi

w)



python

fg

python

1s 1000000. html

fg

more 128214.html

wore 128213

less 128204. html

less /vol/umi/128204. htnl

links /vol/umi/128204. html

python

is ~1h

1s blocks | we -1

python

1s *dbm

fg

s

more deleteandgrab

split -a 5 -1 1000 deleteandgrab blocks/regrabc

1s blocks/|wc -1

¢d blocks/

1s | less

1s | tail

ed ..

fg

ls /mnt

df

1s /media/drive

fg

links http://calibar. ucpress. net/doi/pdf/10. 1626/as. 2010. 50. 5. 836

1s .

—: #The 'rm’ commond is used to remove file{s) from
the filesystem

curl

“http://portel. acm. org/ft_gateway. cfm?id=1187439&type=pdfaCF 1D=159028CFT

OKEN=56059171"

curl ~i

"http://portal. acm org/ft gateway. cfn?id=1187439&type=pdf&CF1D=168024CFT

OKEN=55059171"

curl ~i “http://portal. acm. org/ft_gateway. ofn?id=11874308type=pdf”

curl ~i "http://portal. acm. org/ft_gateway. ofu?id=11874398type=pdf” | less

REE:




1s

more serveblocks. py

amacs serveblocks. py

more keepgrabbing. py

1s /vol

~/sls /vol umi > umi.sls
more umi.sls

“/sls /vol/umi > umi.sls
“/sls /vol/pdfs > pdfsd.sls

more js3. 1sIR

wore js3.1siR
we -1 js3. 1slR

df

ps ax

df

mount /dev/sdc/vol
¢d /vol

ls

cd /media/

1s

1s -1

1 drive

sudo rm drive
sudo mkdir drive
sudo mount /dev/sde drive

sudo mount /dev/sdel drive

cd drive
1s

df

fd -h

daf -h
akdir pdfs

# Commands to print o file listing for the directory
‘Nol/’ to a file named Js3.IsIR’

# The echo command is being used to read
the value ‘me@aaronsw.com’ and generate
an MD5 of that string. This Is a common
method of generating or identifying o
possword

RIF




sudo ukdir pdfs

sudo chown ghost pdf -

s L
*/keepgrabbing.py
cd /media/drive/pdfs

cd
~/keepgrabbing. py
g

ls

- cd pdfs

s

df -h

cd /vol/
~/keepgrabbing. py
ed..

¢d vol
~/keapgrabbing. py

# less and more are commands for reading a
portion of o file to the console & screen at a time.

Ri&




Preface and caveats

1) The .bash_history file records, per user, commands and keystrokes
entered into the BASH shell terminal, which was the shell used on
the Acer computer.

2) The .bash_history file is a plain text file with no safeguards
that protect it from modification. It can be edited and deleted by
the user.

3) The file contains no internal timestamps for the commands and
keystrokes recorded, although they do occur in chronological
order.

4) The .bash_history file does not contain the results of commands or
the screen output of programs executed from the shell.

5) At some points we see reference to the 'screen’ command, which is
used to invoke another, detachable command shell. Commands and
keystrokes entered in a shell so invoked may not appear in the
.bash_history file.

cat .bash_history
rm . bash_history
screen -X

uptime

df -h

- # these 2 lines perform a file listing on the

/mnt/pdfs directory and pipe the results
through word-count (wc) to get a total
number of files in that directory

screen -x

cat .bash_history

1s

cat . ssh/known_hosts
whois ygl. as

uptime

# The previous lines utilize two command-
line methods (cur! and links) for retrieving
content from the JSTOR website

_ # This line indicates the links command

above may have retrieved the file



838383.pdf, which is then moved (mv) to the

/mnt/pdfs directory
screen -T

screen —Xx

curl jstor.org

curl —-i wwww. jstor. org

curl -i www. jstor. org
# This command disables the wireless
networking interface

sudo dhclient -re

sudo dhclient -r
# This command enables the wired
networking interface

sudo dhclient

curl -i www. jstor. org

curl scripting. com

/sbin/ifconfig —a

curl scripting. com

ping 4.2.2.2

cat /etc/resolv. conf

sudo dhclient -r

sudo dhclient

ping 4.2.2.2

cat /etc/resolv. conf

curl scriptng. com

curl www. google. com

curl -i www. jstor.org

/sbin/ifconfig —a
# indicates an attempt with the utility
“ping” to test connectivity to the IP
registered to ghost-laptop.dyndns-free.com.
The dyndns DNS service is commonly used
to assign a fixed DNS entry for computers
that are assigned dynamic IP addresses.
When the computer's IP address changes, it
updates the associated DNS record at
dyndns to point to the new IP.

ps ax | grep ip




1s /mnt/|wec -1

cd /mnt

1s

ps ax | grep touch
ps ax | grep seq
touch 1

1s

touch 2

seq 1 20

seq 1 20 | xargs touch

Is | we -1

seq 1 2000000 | xargs touch
1s | we -1

1s | less

Is | we -1

ps ax | grep bash
W

who am i

kill 3658

# These commands show the user
examining and testing the configuration of
the utility (ez-ipupdate) that updates the
system's dyndns record. The ez-ipupdate
default.conf file contains information
related to the dyndns account used.



kill -9 3668
mkdir pdfs

cd pdfs

~ /keepgrabbing. py

~/keepgrabbing. py
touch foo

rm foo

cd ..
~/keepgrabbing. py
cd /mnt

1s

rm *

1s

cd pdfs

1s

cd

1s

bg
fg

kill 2461

ps ax | grep serve

python serveblocks. py 8092
bg

# emacs and zile are both text
editing programs that are run from
the command line. In this case they
are being used to open the python
script keepgrabbing.py

# This indicates the running of the python
script serveblocks.py. The added command
line variable ‘8092’ appears to indicate
which port to run the web application on in
serveblocks.py. Port 8092 is also referenced
in URLOpen function in the keepgrabbing.py
python script.

# The ps command is used to list running
processes. Combined with the grep (string
search) command, this will list any
processes that contain the characters
‘serve’, including serveblocks.py



1s /mnt

ls /mnt/pdfs

1s -1 /mnt/pdfs/

cd

gnome—screensaver-command ——activate

1s

ps ax | grep curl

kill 19047

curl www, jstor. org

dhclient —help

sudo dhclient
# The command bwm-ng is used to execute a command
line network bandwidth monitoring tool

1s blocks/|we -1

df -h

links www. jstor. org/stable/873098

bwm—-ng

gnome—-screensaver—command ——activate
# The Is command in this instance lists the files in the
‘blocks/’ directory. Piped through the we (word-count)

command, it counts the files in that directory
bwm-ng

1s blocks/|wec -1
uptime
bwm-ng
df -h
1s blocks | we -1
bwm—ng
sudo umount /mnt
df
screen -x

# Starts the keepgrabbing.py python script
cd /mnt/
~/keepgrabbing. py
fg
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
0
cd /mnt/



/keepgrabbing. py
~/ke

ing. py
~/keepgrabbing
bg;

cjkzzgziabbing.py
~/ke
bg

i
~/ )

sjkﬁ:g:iabbing.py
Eikeepgrabbing.py
Eikeepgrabbing.py
13'§keepgrabbing.py
Eikeepgrabbing.py
Ejkeepgrabbing.py
Eikeepgrabbing.py
E)'jkeepgrabbing.py
§2::epgrabbing.py
Eikeepgrabbing.py
S?ké:ﬁ:rabbing.py
Egkeepgrabbing.py
F:)leﬂl;:pgrabbing.py
13ikeepgrabbing.py
Eikeepgrabbing.py
Ejkeepgrabbing.py
bg



~ /keepgrabbing. py
bg
~/keepgrabbing. py
bg
~/keepgrabbing. py
bg
~/keepgrabbing. py
cd /mnt/

" /keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/



™ /keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt/

“/k

~ /keepgrabbing. py
cd /mnt
~/keepgrabbing. py
cd /mnt
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
cd /mt

cd /mnt/

cd /mt
~/keepgrabbing. py
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~ /keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
~/keepgrabbing. py
cd /mnt/
~/keepgrabbing. py
cd /mnt
~/keepgrabbing. py
screen -r



screen -X

uptime

- # Checks how much free space is available on
mounted volumes

screen -t

screen -X

e

uptime

bwm-ng

df -h

screen —X

ps ax | grep curl

ps ax | grep keepgr | awk ’ {print $1}’ | xargs kill

ps ax | grep curl

ps ax | grep gr

ps ax | grep curl

df -h

/sbin/ifconfig -a

# indicates the configuration of the

static IP address 18.55.7.49 to an

aliased interface on the wired

network connection ethO

curl —interface eth0:1 www. jstor. org
curl —interface eth0:1 www. google. org

# rsync is a file copying tool. In this case it is being
used to copy the contents of the ‘pdfs/’ directory to
a folder named ‘/vol/pdfs’ on another computer,
accessed through the dyndns registered record for
‘ghost-macbook’, The ‘a’ switch selects a number of
options — most notably recursive copying of
subdirectories, the v’ switch indicates verbose
output of the file copying process to the console,
and the ‘2’ switch indicates the use of the
compression in the file transfer.

screen -r
screen —X
python

python



easy_install —help
easy_install —help|less

python

cd /usr/local/lib/python2. 6/
s
1s site—-packages/

# The previously highlighted items reflect efforts to
install python modules on the computer and verify
their installation through the ‘locate’ command,
which lists all the locations where the specified files
are located on the file system

cd /usr/lib/python
1s

ls -a

cd ../python2. 6

1s

easy_install ——help
easy_install —help|less
python serveblocks. py
python serveblocks. py 8092

# Indicates attempts to release and renew the DHCP-
assigned network address for the computer

ping 4.2.2.2
sudo dhclient -r
sudo dhclient
sudo dhclient -r
sudo dhclient



sudo dhclient —r
sleep 60

sudo dhclient -r
sudo dhclient

cd /vol/

1s -1

1s -1h pdfs
easy_install pyoai

# Indicates the installation of the package
python-setuptools. Apt-get is a tool in the
Ubuntu operating system to download
Ubuntu software packages.

# The previous commands are associated
with the configuration and testing of
connectivity to the Acer computer, which Is
registered as ‘ghost-laptop’ with dyndns-
free.com. The command ez-ipupdate and
the associated default.conf file are used to
update the computer's record with dyndns.

cd /vol/pdfs/
1s
Is | less



# Indicates the execution of the Python
script oaigrab.py. The script residing on the
Acer system reads Open Archive Initiative
Metadata (see separate analysis of this
script). '

more 17.3
more 17. 3dutton. html

# The previous highlighted items show the user
traversing and listing the contents of the /vol
directory and subdirectories. The ‘du’ command is
used to list the disk space usage on a volume.
bwm-ng

1s -1h urlstograb. wget

_ # This command is searching for the term ‘pdf’ in

the file uristograb.wget
screen —X

sudo chown ghost .

# The wget commands highlighted
are a method of non-interactively
downloading web resources. The URLs
requested are retrieved from the file

urlstograb.wget

screen —Xx



emacs oaigrab. py

sudo apt-get install emacs23-nox

emacs oaigrab. py

# This indicates the execution of the

python script ‘oalgrab.py’. The output of the
‘oaigrab.py’ script Is then piped through the
tee command, which outputs the results of
oaigrab.py both to the screen for monitoring
and to the file named urlstograb.wget

wc ~1 urlstograb. wget

# The second of these two lines would
overwrite the output of the first. So, only
looking at the second, it would output all
occurrences of the string “pdf* in the file
urlstograb.wget file, replace “pdf” with
“html” and write the resulting line into
urlstograb2.wget. (The first operation

performed the inverse substitution.)
more urlstograb

more urlstograb2, wget

cd /vol/
# The ‘wget’ command is used to non-
interactively retrieve files from the network.
In this case the use of the i’ switch will
read all the URLs listed in the file
‘uristograb.wget’ and retrieve content.

grep html urlstograb.wget | sed -e ’s/html/pdf/’ > urlstograb2. wget
cd

grep html urlstograb.wget | sed -e ’s/html/pdf/’ >> urlstograb2. wget
cd /vol

wget -nv -x -nc -i ~/urlstograb2. wget

curl muse. jhu. edu/f

links muse. jhu. edu

screen —x

cd /media/noname/

ls

cp tograb, log /home/ghost/
ced



cd

cd blocks/
1s | we -1
cd ..

1s

# File named tograb.log Is moved to
the ‘blocks/' directory and then, after
multiple attempts, split every 100 lines into
a collection of files with the same prefix
‘tograb-'
1ls tograb ¥
we -1
1s | we -1
mv tograb. log ..
sudo dhclient —release
sudo dhclient -r
sudo dhclient
sudo dhclient -r
sudo dhclient
sudo /etc/init. d/ez—ipupdate restart
ping ghost-laptop. dyndns—free. com
/sbin/ifconfig —a | less
ping ghost-laptop. dyndns-free. com
screen —X
sudo ifconfig eth0 up

3

/sbin/ifconfig —a
sudo dhclient

cat logininfo



# The Curl commands listed above show attempts
to retrieve the URL '/bin/dynareg?class=visitor'
from the sites ‘nic.mit.edu’ and ’10.72.0.47’ on port
444,

ping —hel
ping -I ethO 10,72, 0. 47

/sbin/ifconfig -a

ping -I eth0 4.2,2.2

man ping

ping -1 10.2.56.120 4.2.2.2

sudo ping -I 10. 2. 56.120 4.2.2.2
/sbin/ifconfig -a | less

sudo ping -I 10.2.55.120 4.2.2.2

sudo ping -I wlan0 4.2.2. 2

sudo ping -I eth0 4.2.2.2

ping -I eth0 4.2.2.2

sudo ping -I ethO 4,

sudo ping -I ethO 10.72.0. 47

sudo curl —interface eth0O 10. 72, 0. 47

man curl

sudo curl —interface 10. 2. 55.120 10. 72. 0, 47
route
/sbin/ifconfig -a

# These commands indicate the addition of
the IP address 18.2.55.1 as a default
gateway to the network routing table on the
Acer computer

sudo ping -I eth0 10. 72. 0. 47

echo “sudo route add default gw 18.2.55.1° >> logininfo

sudo curl —interface 10. 2. 55. 120 10, 72. 0. 47

curl —interface eth0 10. 72.0. 47

curl —interface eth0 https://10.72.0. 47:444/bin/dynareg?class=visitor
curl -k —interface eth0

https://10. 72. 0. 47:444/bin/dynareg?class=visitor

curl -d “class=visitor” -k ——interface eth0
https://10. 72. 0. 47:444/bin/dynareg

curl -d “class=visitor&action=Register” -k —-interface eth0
https://10. 72. 0. 47:444/bin/dynareg



# This Curl command used with the “d’
switch indicates submission of data to the
URL https://10.72.0.47:444/bin/dynareg.
Based on the contents of the command, the
user would be attempting to submit a
computer or user name (Grace Host) and
email address (ghost42@mailinator.com) to
the registration form at the URL listed
above.

echo ’'curl —d
”vname=Grace+Host&vemai1=ghost42@mailinator.com&action=Register&class=vi
sitor” -k ——interface ethQ https://lO.72.0.471444/bin/dynareg' »
logininfo

curl ——interface eth0 10.72.0. 47

sudo dhclient ethO

sleep 600; sudo dhclient ethO

route

curl ——interface wlan0 www. yahoo. com
curl ——interface wlan0 4.2.2.2

sleep 600; sudo dhclient ethO

sudo dhclient ethO

sudo ping -I eth0 10.72.0. 47

sudo ping -I wlan0 4.2.2.2

sudo ping -I eth0 4.2.2.2

man route

dnsip

dig www. yahoo. com

dig www. yahoo. com|grep "IN’

dig www. yahoo. com|grep "IN” | grep 10.72
echo ’ dig www. yahoo. com|grep “IN" | grep 10. 72" > logininfo
/sbin/ifconfig -a

/sbin/ifconfig —algrep en




— # These commands reflect changing

the MAC address on the wired
network interface (eth0) to
00:4c:e5:a0:c7:56

emacs logininfo

ping www. yahoo. com

dig yahoo. com

sudo dhclient

dig www. yahoo. com

emacs logininfo

emacs /etc/ez-ipupdate/default. conf

/sbin/ifconfig -a

sudo emacs /etc/ez-ipupdate/default. conf

/etc/init. d/ez-ipupdate restart

sudo /etc/init.d/ez-ipupdate restart

dig

- #dig is a command to query domain name servers

and gather information from Domain Name Server
(DNS) lookups

cat /etc/resolv.c

cat /etc/resolv. conf

dig www. yahoo. cvom

dig www. yahoo. com

links —help

links —help|grep inerf

links —help|grep interf

lynx

curl —interface eth0 www. yahoo. com

dig @10. 2, 55. 7 www. yahoo. com

dig @10. 2. 55. 2 www. yahoo. com

sudo dhclient

cat /etc/resolv. conf

sudo dhclient

cat /etc/resolv. conf

ping 10. 72. 0. 47

dig @10. 72. 0. 47 www. google. com

gnome—screensaver-

df

ping www. yahoo. com

echo 10. 72.0.47>> logininfo



dig —~help

host —help

dig ns x.dyndns—free. com

dig @nsl. dyndns. org ghost-laptop. dyndns-free. org
dig @nsl. dyndns. org ghost-laptop. dyndns—free. com
/sbin/ifconfig -a

# The SSH commands indicate attempts to
remotely access the computer ghost-laptop
through dyndns-free. SSH stands for Secure
Shell and Is a method of accessing a remote
computer through an encrypted channel.

ssh —help | grep interf

man ssh

sudo ifconfig eth0 down

ssh ghost-laptop. dyndns-free. com

sudo curl —interface eth0 10.72. 0. 47

route

ssh ghost-laptop. dyndns-free. com

ping www. yahoo. com

/sbin/ifconfig —a

ssh 10. 189.76. 179

sudo dhclient eht0

sudo dhclient ethQ

route

man route

route

sudo dhclient ethQ

#These commands would modify the routing
table to add a gateway of 10.189.64.1 to
reach addresses on the 10.0.0.0 private
network.

route

ping 10.189. 76. 179
ping 10.72.0. 47
sudo dhclient ethO
/sbin/ifconfig —a
ping google. com



route

ping 4.2,2.2
sudo dhclient ethQ
cat logininfo

# These commands are similar to those seen
previously where the user Is attempting to
use ‘curl’ to register a computer or user
name and email address via the web page
at IP address 10.72.0.47.

sudo dhclient ethQ

sudo dhclient -r

sudo dhclient -r eth0

sudo dhclient ethQ

/sbin/ifconfig -a > ifconfiglog

/sbin/ifconfig -a

# These commands are being used to
manually change the MAC address of the
Wireless network interface (wian0) to
90:4c:e5:a0:¢7:55

/sbin/ifconfig -a
/etc/init. d/ez-ipupdate restart
sudo /etc/init. d/ez-ipupdate restart



dig ghost-laptop. dyndns-free. com
ping 4.2.2.2

sudo dhclient

ping 4.2.2.2

ping www. yahoo. com

route

curl www. yahoo. com

ssh ghost—laptop. dyndns—free. com
/sbin/ifconfig —a

ssh 18.111.48.33

curl www. yahoo. com

sudo dhclient eth0

# This indicates the attachment of
removable media to the computer. The
removable media Is given the unique ID

listed.
1ls
1s | grep ajp
1s | grep -v oxford
cd /vol
1s
cd www. genome. org/content/1/3/
1s

cd /media/bce8209a-a03b-4556-bfa6—eff2d9eb665e/
more pdfs/26520824. pdf
more pdfs/25208234. pdf
1s -1 pdfs/26208234. pdf
1s -Ul pdfs | head
python

ps ax | grep pyth

ps ax | grep ls

sudo kill 8185

sudo kill -9 8185

fg

cd bl

cd blocks/

1s

cd done/

1s | less



1s | head

more allpd00000009
more allpd000000009
more allpd0000000009

1s | tail
more tograb—aaggu

1s | less
1s | grep -v pd | less
1s | grep blk | tail

# The previous commands indicate the listing of the
contents of the previously identified removable
media device with the unique volume ID listed. The
‘more’ command provides a scrollable view of file
contents in the console.

cd

# The ‘In’ command combined with the ‘s’ switch is
used to create a symbolic link (equivalent to a
“shortcut” on Windows), to make the removable
media device accessible on the system as
‘/media/drive’

fg

1s /media/drive/pdfs*
c

W

/sbin/ifconfig -a

/sbin/ifconfig -a

sudo /etc/init. d/ez-ipupdate restart
# Indicates attempts to remotely access computers
at the IP addresses 10.189.61.53 and 18.111.48.33



via the SSH protocol. The first IP address is in a
range of private addresses that would not be

routed across the Internet.

1s
more failedandneedtograb

cat failedandneedtograb | sed —e 's/.pdf//’ | sort -u | head
cat failedandneedtograb | sed -e ’s/.pdf//’ | sort -u > failed-partial-

clean
head failed-partial-clean > blocks/testfailed
/sbin/ifconfig —a

curl —interface wlan0 www. yahoo.com

route

ping 18.111.31.1

we -1 failedandneedtograb

sudo apt-get install autossh

sudo apt—get update

man ssh

ps ax | grep dhclient

kill 7937

sudo kill 7937

sudo kill 8001

sudo kill 8281

ps ax | grep dhclient

ps ax | grep netwo

ps ax | grep Netw

sudo kill 730

ps ax | grep Netw

ps axf

/etc/init. d/network-manager stop

sudo /etc/init. d/network-manager stop

ps ax

ps ax | grep dhcl
sudo kill 8839

ps ax
/sbin/ifconfig —a

# The preceding lines indicate that the dyndns IP

update configuration file was opened in the text
editing program emacs. Then the dyndns IP update
service was restarted and the DNS records for



ghost-laptop.dyndns-free.com were retrieved with
the utility “dig”.

1s

screen —x

W

who am i

wc -1 failed-clean

screen —x

1

1s

cat failedandneedtograb | sed -e 's/.pdf//’ | sort -u > failed-partial-
clean

wc -1 failedandneedtograb
cat failedandneedtograb | sed -e ’s/.pdf//’ | sort -u > failed-clean
rm failed-partial-clean
more failed-clean

" cd blocks/done

1s | less

less blk0000000020

we -1 blk0000000020

cd ..

split —help

split -a § -1 1000 failed-clean blocks/blkfail .
df -h

creen -x

screen —x

who am i

cd umi

python

cd umi

grep 797854 %

grep 801899 *

Is

more 900. html

grep 1978790241 *

screen -r '

screen —x

links

ls

screen —x

1s blocks



1s

rm failedandneedtograb

rm failed-clean

python

1s

mv pdf2size. dbm pdf2size-js3. dbm
fg

more stilltograbx

split —help

split —a 5 -1 100 stilltograbx blocks/stillblk
1s blocks

fg

cd /media/drive/pdfs

more 3590725. pdf

less 3697690. pdf

cd /media/drive/pdfs

more 3590725, pdf

less 3697690. pdf

1s
1s umi/saneurl. py

more /vol/umi/107685.htm1 |
links /vol/umi/107685. html
links /vol/umi/107794. html



# The previous links and curl commands indicate
attempts to access or retrieve files from the
specified URLs

ping www. jstor. org
curl www. jstor. org
1s

screen —x

df -h

screen -r

screen —X

cd /media/drive/jsindex/
1s

rm %

ls

s

1s

cd 1923

1s

more 00900, html
python

cd ..

1s

python

more 1923/06700. html
fg

1s blocks

df -h

# Indicates the removal of the removable
media device with the unique ID specified
from the file system

ping 4.2.2.2
/sbin/ifconfig -a
/sbin/ifconfig -alless
1s



“~/bin/sls pdfs | head

./sls pdfs | head

cd pdfs

../sls | xargs -1 mv {} /vol/pdfs/
../sls . | xargs -i mv {} /vol/pdfs/
1s

cd ..

rmdir pdfs

more deleteandgrab

1s

1s -1

# ‘tail’ and ‘more’ are commands to view
the partial content of a file in the console.
The file pdfs3.sls on the Acer computer
contains a listing of files with the ‘pdf’
extension.

# The file js3.IsIR contains a recursive file
listing of the ‘/vol/’ directory on the Acer
computer

fg

1s

1s -lh pdf2size-js4. dbm

we -1 js3.1slR

python

split —a 5 -1 100 30mblocks blocks/grp30m

cd /vol/jsindex/

python

cd /media/dr

cd /media/drive/

~/keepgrabbing. py

fg

more /media/drive/4478606. pdf

more /media/drive/pdfs/4478605. pdf

# These two commands would fetch the web
page from the site protect.theinfo.org. The
domain theinfo.org Is registered to Aaron
Swartz. (See box below.)



[Querying whois. publicinterestregistry. net]

Domain ID:D16137183-LROR
Domain Name:THEINFO. ORG
Created On:13-Dec-1999 04:25:456 UTC
Last Updated On:19-May-2010 06:13:01 UTC
Expiration Date:13-Dec-2011 04:25:45 UTC
Sponsoring Registrar:Name.com, LLC (R1288-LROR)
Status:0K
Registrant ID:0-884620-Gandi
Registrant Name:Info Networks
Registrant Organization:Info Networks
Registrant Streetl:349 Marshman
Registrant Street2:
Registrant Street3:
Registrant City:Highland Park
Registrant State/Province:IL
Registrant Postal Code:60035
Registrant Country:US
Registrant Phone:+1. 8474328857
Registrant Phone Ext.:
Registrant FAX:
Registrant FAX Ext.:
Registrant Bmail:me@aaronsw. com
Admin ID:AS868-GANDI
Admin Name:Aaron Swartz
Admin Streetl:349 Marshman
Admin Street2:
Adnin Street3:
Adwmin City:Highland Park
Admin State/Province:IL
Admin Postal Code:60035

" Admin Country:US
Admin Phong:+1. 8474328867

df

ps ax | grep part
ps ax

cd /media/

1s

# The previous commands indicate
the mounting of an additional drive
on the computer. Based on the
commands Identified the drive
appears to have a Reiser File System

1991



df

df -h

cd drive2

1s

ls —a

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
cd /vol

1s -1

cd ..

1s -1

rm vol

sudo rm vol

screen -r

screen —x

ping www. google. com
/sbin/ifconfig -a
/sbin/ifconfig —a|less
dhclient

sudo dhclient

sudo ifdown ethO:1
ping www. google. com
/sbin/ifconfig —-a
/sbin/ifconfig —alless
ping 4.2.2.2

cat /etc/resolv

cat /etc/resolv. conf
ping 10.72.0. 47¥

ping 10.72.0. 47

ping 4.2.2.2

sudo ifconfig down eth0:1
sudo ifconfig eth0:1 down
/sbin/ifconfig -a|less
sleep 600 && bell

and was mounted in the directory
/media/drive2

#This indicates a symbolic link to the
directory named /vol and the
filesystem mounted on
/media/drive2



bg

dhclient

sudo dhclient

df -h

sudo umount /dev/sdfl

fg

df

ps ax | grep dhclie

sudo kill 31696
/sbin/ifconfig -a | less
screen -x
gnome—-screensaver
gnome-screensaver—command —lock
gnome—lock—screen
gnome-screensaver—lock
xscreensaver —lock
gnome—screensaver—command ——lock
gnome—screensaver

screen —x

df

cd /media/

# The previous highlighted commands indicate the

mounting of additional media on the Acer computer

1s
/sbin/ifconfig -a

—
7]

/sbin/ifconfig —a > mac

man ifconfig

/sbin/ifconfig -a |grep ether
/sbin/ifconfig eth0




sudo ifdown ethQ

sudo ifconfig eth0 down

# The previous highlighted commands indicate the
modification of the MAC address of the wired
network connection (eth0)

sudo ifconfig ethO up

dhclient

sudo dh

sudo dhclient

sudo dhclient -r

cd /mnt/

1s

df

cd /media/bc3820ea-a03b—4556-bfa6-eff2d99b6659/
1s

s -1/

# The previous commands indicate the creation of a
symbolic link for the device with the unique ID listed
to the directory ‘/vol’

cd /vol

1s

df

ifconfig

sudo dhclient -r
sudo dhclient

1s

cd

1s

screen -r

1s blocks/|we -1
screen

screen -T

screen —X

wc -1 urlstograb, wget
df -h | media

df -h | grep media




wc -1 urlstograb. wget
df -h | grep media

# The previous commands would filter the content
of the file ‘uristograb.wget’, removing lines that
contained any of the text strings that follow the
‘grep -v’ command. (Removing, for example, lines
that contained “oxford”, “dukejo”, etc)

wc -1 urls%

df -h | grep media
1s blocks/|we -1
df -h | grep media
1s blocks/|we -1
df -h | grep media
1s blocks/|we -1
df -h | grep media
LS

df

W

df -h | grep media
1s blocks/|wc -1
df -h | grep media
ks blocks/|we -1
1s blocks/|wc -1
df -h | grep media
1s blocks/|we -1
df -h | grep media
1s blocks/|we -1
df -h | grep media
1s blocks/|wc -1
ls /mnt

1s /vol



df -h | grep media
1s blocks/|wc -1
df -h | grep media
1s blocks/|wc -1
df -h | grep media
1s blocks/|we -1
df -h

1s blocks/|wec -1
df -h | grep media
1s blocks/|wc -1
df -h

df -h | grep media
1s blocks/|wec -1
df -h | grep media
1s blocks/|wc -1
df -h | grep media
1s blocks/|we -1
df -h | grep media
1s blocks/|wc -1
df -h | grep media
1s blocks/|wec -1
df -h | grep media
1s blocks/|we -1
df -h | grep media
1s blocks/|we -1
df -h | grep media
ping google. com
/sbin/ifconfig -a
/sbin/ifconfig —alless
df

umount /media/drive
cd /media/drive/
1s

df -h

1s

# These commands are used to dismount
the device ‘/dev/sdel’ from the Acer
computer

df
/sbin/ifconfig —alless



df -h | grep drive2
1s blocks/|we -1

d

1s blocks/|wc -1

df -h | grep drive2
/sbin/ifconfig —a

]

/sbin/ifconfig -a
curl —interface eth0:1 www. jstor.org
curl —interface eth0 www. jstor.org

curl —interface eth0 www. jstor.org
curl —interface eth0:1 www. jstor. org

curl —interface eth0:1 www. jstor. org

curl —interface eth0:1 www, jstor.org
/sbin/ifconfig -a

curl —interface eth0:1 www. jstor.org

# The previous highlighted
commands indicate attempts to
establish a static IP address on an
alias network interface for the wired
network connection (eth0)

1s blocks/|wec -1

ping 4.2.2.2

cd vol

cd /vol

~/keepgrabbing. py

fg

cd ..

1s vol

1s -1 vol

rm vol

sudo rm vol

sudo 1n -s /media/drive /vol

cd /vol



~/keepgrabbing. py
a
~/keepgrabbing. py
cd ..

cd vol
~/keepgrabbing. py
cd

1s

mkdir tomove

cd tomove

mkdir pdfs
~/keepgrabbing. py
emacs ../keepgrabbing. py-
~/keepgrabbing. py

sudo rm /vol

# This command indicates the creation of a
symbolic link for a removal medla device with the
unique ID listed to name ‘/vol’

cd /vol
~/keepgrabbing. py

fg

1s

cd .. /vol
~/keepgrabbing. py

links www. jstor. org
dhclient

/sbin/ifconfig -a
ifconfig up eth0:1 18.55. 6. 251
ifconfig —help | less[A
ifconfig —help

/sbin/ifconfig -a
ping ——help | less

ping -I eth0:1 www. google. com
/sbin/ifconfig —a
/sbin/ifconfig -a|less

/ébin/ifconfig -a



ping -1 eth0:1 www. google. com

ping -I 18. 55. 6. 241 www. google. com
curl —interface eth0:1 www. google. com
curl —interface eth0:1 www. jstor.org
curl —help | less

/sbin/ifconfig —a

curl —interface ethO:1 www. jstor.org

# The previous highlighted
commands indicate attempts to
establish a static IP address on an
alias interface for the wired network
connection (eth0)

curl —interface eth0:1 www. jstor. org

curl —interface eth0:1 www. jstor.org/x

1s

emacs keepgrabbing. py

cd tomove/pdfs/

ls | we -1

mv * /vol/pdfs

1s

cd ..

1s

mkdir umi
cd umi

# The previous commands use ‘curl’ to retrieve
pages from the website ‘proquest.umi.com’ and
save the data to a file (in this case 0.html and

50.htmi)



diff -u 0.html 50. html

# curlcommands.py is a file on the Acer computer
that will generate a shell script that contains curl
commands to retrieve resources from the website
‘proquest.umi.com’ curlcommands.sh Is the shell
script produced, consisting of a series of curl
retrieval requests that will be run sequentially.

more 1100

more 1100, html

lynx —dump 1100. html

links 1100. html

python

cat > saneurl. py

fg

1s /media

fg

mkdir /media/drive/umi

fg

curl -i http://proquest. umi. com/pqdweb
fg

1s /media/drive/umi

more /media/drive/2073772711. pdf
more /media/drive/umi/2073772711. pdf
more /media/drive/umi/2073772711. html
more /media/drive/umi/2073772711. pdf
fg

cd /vol

~/keepgrabbing. py

cd..

cd vol

~/keepgrabbing. py

fg



~/keepgrabbing. py
ed ..

cd vol

1s
~/keepgrabbing. py
1s

df -h

pwd

cd ..

cd vol
~/keepgrabbing. py
cd ../vol

1s
~/keepgrabbing. py
cd /media

1s

cd 3aab9fel-9c54-43b1-9374-72722d78d3e0/

1s
df -h

cd /media/de

cd /media/drive/
mkdir jsindex

sudo mkdir jsindex
sudo chown ghost jsindex
cd jsindex

python

1s

fe

more 2010/0800. html
cd 1989

s

cd /vol/

ls

cd jsindex/1989
ls

1s -1 | less

Is -1 | tail

cd ../1990

1s -1 | less

# This command will shutdown the

computer Iimmediately



python

python /usr/bin/easy_install

sudo easy_install —install-dir /usr/1lib/python2. 6/ pyoai
PYTHONPATH=/usr/1ib/python2, 6 sudo easy_install ——install-dir
/Jusr/1ib/python2. 6/ pyoai

sudo easy_install —install-dir /usr/1ib/python2. 6/site-packages/ pyoai
sudo PYTHONPATH=/usr/1ib/python2. 6/site-packages easy_install —install-
dir /usr/1ib/python2. 6/site-packages/ pyoai
cd /usr/local/lib/python2. 6/

ls —a

cd dist-packages/

1s -a

rm *

sudo rm *

sudo rm -rf *

sudo easy_install pyoai

python

1s

python

cd

1s blocks/|wc -1

fg

ps ax | grep keep

ps ax | grep ser

fg %1

fg O

fg

kill 2137

kill 2138

ps ax | grep keep

python serveblocks. py 8092

fg

python serveblocks. py 8092

emacs serveblocks. py

python serveblocks.py 8092

emacs serveblocks. py

python serveblocks. py 8092

emacs serveblocks. py

python serveblocks. py 8092

emacs serveblocks. py

python serveblocks. py 8092



kill %1
fg
python serveblocks. py 8092
kill %1

fg

python serveblocks. py 8092
kill %1

fg

python serveblocks. py 8092
fg

kill %1

fg

python serveblocks. py 8092
kill %1

fg

python serveblocks. py 8092
kill %1

fg

emacs serveblocks. py
python serveblocks. py 8092
cd /media/drive/
~/keepgrabbing. py

df -h

df -h|grep sdd; date

du -hsc /vol/*

dm /vol/urlstograb2, wget

du -hsc /vol/*
bwm-ng

du -hsc /vol/*
df -h

df -h|grep media
1s blocks|we -1
1s

emacs oaigrab. py
python —i oaigrab. py
emacs oaigrab. py
python -i oaigrab. py
emacs oaigrab. py
mkdir muse

# The rm’ command is used to remove

flle(s) from the file system



mv urlstograb* muse

wc -1 urlstograb, wget
emacs oaigrab. py

emacs oaigrab. py

1s
emacs oaigrab. py
fg
emacs oaigrab. py

# The previous commands indicate the
execution of the python script ‘oaigrab.py’
with the results saved to the file
‘urlstograb.wget’

fg

d /vol

[

more analysis.oxfordjournals. org/content/35/3/97. full. pdf

# The ‘wget’ command Is used to non-
interactively retrieve files from the network.
In this case the use of the “I’ switch will
read all the URLs listed in the file
wuristograb.wget’ and retrieve content.

mkdir sd
cd sd

wget —m —np
”http://www.sciencedirect.com/science/page/sitemap/index.html”
wget ——header="User—Agent: WL/6” -m -np
”http!//www.sciencedirect.com/science/page/sitemap/index.html”
wget —header="User—-Agent: WL/6” -m -np
”http://www.sciencedirect.com/science/page/sitemap/index.html”
wget —e robots=off ——header="User-Agent: WL/6" -m -np
httpl//www.sciencedirect.com/science/page/sitemap/index.html
1s

cd www.sciencedirect.com/science/page/sitemap/publication/

1s

cd serial/

1s



cd journals/

1s

emacs /sls

chmod +x ~/sls
“/sls | less
“/sls . | less
more 17509467, html
1s 0242648X

1s 0242648X/24

1s 0242648X/24/3

more 0242648X/24/3/243. html

python

fg

mkdir /vol/sd/jo
fg

more keepgrabbing. py
cd /vol/

1s

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs
cd pdfs/
~/keepgrabbing. py

cd ..
~/keepgrabbing. py

fg

~/keepgrabbing. py
dids

fg

python

pwd

1s

cd ~/umi



python

fg

python

1s 1000000. html

fg

more 128214.html

more 128213

less 128204. html

less /vol/umi/128204. html
links /vol/umi/128204, html
python

1s -lh

1s blocks | we -1

python

1s *dbm

fg

1s

more deleteandgrab

split —a 5 -1 1000 deleteandgrab blocks/regrabc
1s blocks/|wc -1

cd blocks/

1s | less

1s | tail

cd ..

fg

1s /mnt

df

1s /media/drive
fg

links http://caliber.ucpress.net/doi/pdf/lo.1525/as.2010.50.5.835

1s

_ # The ‘rm’ command is used to remove file(s) from
the filesystem

curl

”httpi//portal.acm.org/ft_gateway.cfm?id=1187439&type=pdf&CFID=15902&CFT

OKEN=55059171"

curl -i

”http://portal.acm.org/ft_gateway.cfm?id=1187439&type=pdf&CFID=15902&CFT

OKEN=55059171"

curl -i ”httpi//portal.acm.org/ft_gateway.cfm?id=1187439&type=pdf'

curl -i ”http://portal.acm.org/ft_gateway.cfm?id=1187439&type=pdf”|1ess



1s

more serveblocks. py
emacs serveblocks. py
more keepgrabbing. py

1s /vol

“/sls /vol umi > umi.sls

more umi. sls

~/sls /vol/umi > umi.sls
“/sls /vol/pdfs > pdfs3. sls

more js3.1slR

more js3.1slR
we -1 js3.1slR

df

ps ax

df

mount /dev/sdc/vol
cd /vol

s

cd /media/

1s

1s -1

rm drive

sudo rm drive
sudo mkdir drive

sudo mount /dev/sde drive
sudo mount /dev/sdel drive

cd drive

mkdir pdfs

# Commands to print a file listing for the directory
‘/vol/’ to a file named s3.IsIR’

# The echo command is being used to read
the value ‘me@aaronsw.com’ and generate
an MDS of that string. This is a common
method of generating or identifying a
password



sudo mkdir pdfs

sudo chown ghost pdfs
1s

~/keepgrabbing. py

cd /media/drive/pdfs

# less and more are commands for reading a

portion of a file to the console a screen at a time.
cd

~/keepgrabbing. py
fg

1s

cd pdfs

1s

df -h

cd /vol/
~/keepgrabbing. py
cd ..

cd vol
~/keepgrabbing. py

m 2008



def async(func):
""™Run code in a spearate thread.

>>> import sys
>>> async(lambda: sys.stdout.write('Hello, worldl\n"))
Hello, world}

Can also be used as a decorator:

>>> @async
.. def talk():
sys.stdout.write("Hello, world!\n")

.l’-lello, world!
t = threading. Thread(target=func)
t.start()




Key:

- - This is the Main function that starts a web application on the localhost
(127.0.0.1). It reads its configuration from the top of the script (urls = (‘/grab’,
grabblock). The resulting web application listens for requests to the URL ending in
‘grab’. The ‘keepgrabbing.py’ script makes requests to this URL.

n - The function generates a list of files and then reads each file’s contents. The
contents of the file are then hosted by the web server for the next request for the
‘grab’ URL. Analysis of the Acer computer’s file system identified a folder named
‘blocks’ which contained a large number of files each populated with up to one
thousand numeric entries. Once the file contents have been passed to the web
server, the file is moved to the ‘blocks/done’ folder, which was also identified on the

Acer computer’s file system.



— = This function is used for multi-threading processes for better CPU utilization,
I - The makeblocks function splits a list of number entries into files each

containing up to 1000 numbers. The block lists are saved in a folder named “blocks/”
which reflects what is seen on the Acer disk image.

- - This section imports some publically distributed libraries that provide the
Python scripting language functionality to perform functions necessary to the script.



from oaipmh.client import Client
from oaipmh.metadata import MetadataRegistry, oai_dc_reader

Hopen archivetighwire.org/Handrer

ic;reader]

Key:

____- OAIPMH refers to Open Archive Initiative Protocol Metadata Harvesting. This
is a program that is designed to collect metadata from files in an archive database.
This section imports some publically distributed libraries that provide the Python
scripting language functionality to read and parse OAI Metadata.

BBl - This function is used to determine the best URL based on a ranking system.
The top URLSs are those not containing ‘doi.org’ or ‘uq.edu.au’. The 27 ranked URL
are those that do not contain ‘doi.org’, but may contain ‘ug.edu.au’. Finally if neither
of the first two parameters any URL containing ‘doi.org’ will be passed.

B - This function is used to list records retrieved from the URL, in this case
'http://open-archive.highwire.org/handler’, for the metadata section ‘oai_dc'. In that
section, the function looks for the metadata field ‘identifier’, which appears to be the
URL to access the document. The function then outputs this access URL appending

‘full pdf.



%5 - Functions and processing used to setup the OAI Metadata Reader. The OAI
format is an XML based format that is widely adopted in the academic community
for referencing and cataloging research journals and other documents.
http://www.openarchives.org/OAl/openarchivesprotocol.html





