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St digging a Is going to pass along a screen shot of what he Is seeing for November and December. it appears as
though the was less impactful in Novamber, but just these two months ballperk ~2 mililon + PDFs over their
normal Is niso seeking out data prior and since for review.

Muw%mmmm vl oo bime as needed for the MIT evalustion
cummently undesway 3n ng that the IP sddresses associsted with thesa specific incidents have numarous
additional days of mass downloading.

It some time to normaiize against usual MIT usage, but at first glance, it is reasonably safe to assume from
wha nd § covered that the | responsible has already acquired the entire JSTOR corpus. Glad to have o call
ASAP tf you think It useful and that | thought you might be calling him shortly after recaiving this message
for clarification, In Eght of this information, it would seem that we need to try and understand the full picture outside of
the identified incidents going forward, Certainly our tack hene merits some re-evaluation oancerning this case and
the potential for additional measures of prevention as we move forwend, Also copying this juncture.

Thanks,
h

JSTOR | Portico

B il e

2206



oA oy 28, 201124
1 D]

tdokmmml anaiysis that the downloading was done systematically using sequential incressas in our
stable URLs. That is, get stable URL 12345, get stable URL 12346, 12347, 12348 and so on.

This tells us a few things. One, that the previous activity was similar to the pattemiie) fis seaing. That Is, not targeted
towards types. Two, it lends cradence to an entire corpus grab spproach. Don't care it is | am gatting, just getme
the next one.

This doesn't appsar to be targated towards research articles or any particular tities, callections, or disciplines. Forthe 2.8
milllon in Nov and Dec, the breskdown by article type is:

Regearch articles — 1,385,368

Reviews - 938,063

Misc~ 459457

News ~ 62,127

EdRorlel - 9,472

Those numbers more or less corvelate ta tha corpus aa 8 whole. 'd say the ho was going after evarything.
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m«zmsMWummumfmmmummomm One show's all
he cther filters out downloads from the 3 iP's that look to be associated

and totals 17,865 for the 2 month period. Recognizing thet

iitered iP's, it would still be safe to say that about 2.8 miilion iiegsl
mmmmmmm Wo know that some ilagal downloading occurred prior to November
snd into January. | don't hove those numbers yat. But looking at the graph you can ses that soms pratty aggressive
downloading was taking plece the last week of Dec {over 100k.day). itseems likely this extended into January for some pertod
of time. it wouldivt be much of a stretch to say that as much of s million or more addtional downloads msy have occurred
that sre not reflected on this chart, | expact to have jsnuary data available for revisw by Monday, Vil eiso start laading Oct
and Sept aumbaers 2s wall to complete the picture.

snuuw:tanmsohgtomamamﬁotdmuumbrumrandombu.uwn
though the was less impactful n November, but just thase two months balipark ~2 million + POFS over their
normal also seeking out data prior snd since for review.

( will call in a moment.

Sentx PM
(&X8),BXT7XC)

: It's worse then wa know
Importance: High
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stable URLs. That Is, get stable URL 12345, get stable URL 12346, 12347, 12348 and soon.

This tells us o few things. Ona, that the previous activity was simiiar to the seaing. That Is, not targeted
mmmummummmmm it is { am geotting, st pat ma
the next ons.
|
!
Senty )y 2011 250 PM
: It's worse than we know

This doesn't appeas to be targated towards research articies or any particular titles, collections, or disciplines. Forthe 2.8
milfion in Nov and Dec, the brasidown by erticle type (5

Resgerch articies - 1,385,563

Reviews ~ 938,063

Misc =459457

Nows-—02,127

Editostal - 9,472
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From: Heymann, Stephen (USAMA) (PXE)BXTHC) busdoj.govro
Sent: Wednesday,Febuary 02, 2011 832 AM
To: (B)(6),BX7)C) b0S); Extemaf(®)(6).(b) peambridgepolice.org

Subjeck: W- MIT Updatea: sworsethanwe now

Sent: y, January 28, 2011 3:05 PM

To: Heymann, Stephen (USAMA)
Subject: FW: MIT Update: It's worse than we know

« and this too.

From EYGLEXD) | - o T
SEMMMZ PM
T

(b)(6),(b)7XC)

Subject: RE: MIT Update: It's worse than we know

(b)(6),
i do know from“lnlﬁal analysls that the downloading was done systematically using sequential increases in our
stable URLs. That is, get stable URL 12345, get stable URL 12346, 12347, 12348 and so on.

This tells us a few things. One, that the previous activity was similar to the patteis seelng. That Is, not targeted '

towards types. Two, it Jends credance to an entire corpus grah approach. Dan’t care what it Is { am getting, just get me
the next one,

el (DYO)OWINCY - TV Y RS
Fm:( )8).(b)7X )I
1) 800 =18 ¢o, LULY £t

This doesn't appear to be targeted towards research articles or any particular titles, collections, or disciplines. For the 2.8
million in Nov and Dec, the hreakdown by article type is:

Research articles - 1,388,569

Reviews - 938,063

Misc ~ 459,457

News-62,127

Editorial 9,472

Those numbers more or less correlate to the corpus as 2 whole. I'd say the he was going after Mhin&

"oml(b)(ﬁ) (5)(7)——(3) ' . Siupe ot am o mosom ool U o e, A 905 AR A A NG 5 S 3 : P -
Date: Fri, 28 Jan 2011 14:28:43 -0500 [BWW—:: e
To[B)E).BXTIC) AT I!!M’




Ce:
Subjects Re: MIT Updsate: It's worse than we know

Muzmmmmmmmmmm-nm One show's aff

downloads end totals 2,634 824 for the hay fitters out downineds from the 3 1P that book 2 be emodated
eatlBRO) KT ) totals 17,865 for the 2 month period. Recogniting thet

itered 1P R would still bo safe to esy that about 2.8 millkon ilags!

soma kptmats 4o ‘
mmummmm mmummmmmum
ond into Jenvery. | don't have those numbers yet. But looking at the graph you can ses that scoma pratty sggresive
downloading wes taling placa the last wweek of Dec (over 100hday). R ssoms Mhely this atended into Senuery for soma period
of timo. &t wouldn't be much of a stretch to ssy that as much of o milllon or more addtionsl downloads may have cttwred
that are not reflected on this chart. | mpect to heve Januery dats svalishle for review by Monday. 1) also stast loadling Oct
m&ﬁmnhunulhmmmunm.

vr——t Ja
¥

®)8).®X7HC)
: 106 worsa than we iknow

mummmmummammmnnmmmm December. it sppears 2s
though the less impactitsl in Novemnber, but just these two months bsliperk ~2 million + PDPs over thelr
normal usage aleo sesiing out data prior and since for review.




~=END PGP SIGNATURE—



Proom Mbmm>

Sent: mmxmm
Tee .
Subject: R!:Followupquuﬂmwih

Any response from him on this?

dhs.gov]

. ‘--”‘,‘[‘_’"""'r"'ﬁ:: 1hols @ .
] (b)(O),(b)(?)(C)

nQonlyﬁmMptwaﬂableouWednudayhm«OOpm.mmulﬂ-hymm
sturting at 9am; it sounds like that might not work foe Steve, but if it does, it works for me. Thursday is wide
opmaﬂdny.wlﬂuodyuhud-ﬂnpfmmd&:ﬁpm Friday also has me tied up 9am-3pm.

ﬁrtomw,dou‘.! MMhmmmmde‘ﬁmmwmm
g0t

Mwmhﬂﬂmﬂxmwﬁﬂ:moﬂmﬁﬂmdﬁmws the data o it (or we can
clone one of those). [FXEN]is located
heve:

all are well and staying warm.
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TboﬂyﬁmheptwdhbthMyhah#Wmdwwmmdaymmhm
mum,nmmmmmmmmmmmnm&m Thureday is wide
aﬂhy,wiﬁm!yam-uopfo:meusaolm Fu&yﬂmhumﬁedtm%mépm

Analyst

TT Security Systems & Services
pXe.EXNC)

PNG),
I’GPFW
mmu.zou.umm]{ 1 ) wrots:

When would be a good time for you to have a conference call on Wednesday?

Also, if it worla for you, | would ke to drap by your office somstima tomorrow to get a copy of the packet date capture
and the video surveiilance file. When would be a good time?

il
e

Monday, a,zou 5:45 PM
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on 10/12/10, the NIT Network and Information Security Team received an

email £rom[EVELENNC) Jstating the hat excessive
downloading from 1P address

Oon 10/13/10, W aced the second occurrence of excessive
unauthorized dosmloading to a computer registerad ocn the network as
“Grace Host" with an email of ghostd2emailinator.com, & NAC addreu of
0017£22cb074 and computer name of “ghoet-lapton~ D*UXD 7)1 diaak

the host registrations idemtified as bogus.| __
of Network Security and Support Sexrvices for MIT, notified b)(8
and , the Director of MIT Operations and Infrastructure,
that ormaction indicated that the same unknown person appears to be
using MIT guest registration from a wired comnection in building i6.

on 11/29/10, the MIT Metwork and Information Security Team was
notified bx the MIT branch of the Institute of Electrical and
Blectronic Bngineers that journal spidering has occurzed om their site
and it was tracked to the Student Information Processing Board XVM
cluster, a group of computers that are shared and that anyone in the
MIT comntty c-.n m to host a Virtual Machine. i

on 01/04/11,f
“tim; and Kb s |
for Network and Infrastructure Sexrvices for MIT, asking chen

to further pinpoinwatim of the computer downloading ths
journals. At 0808 located a computer hidden by a box
connected to a switch in a wire closet in the basement of building
16, er was also connected to an external hard

rwﬁuemum a packet capture of the same switch the

1 network flow

ONO)BR7H rom 12/14/10 to
01/04/11 and DHCP log information for computers ered as ghost-
Illlk ghost-laptop.

SA entacted 8A (¢ID) at the CERT Coordination

the 8of ing Institute at Carnegis Msllon Univarsity. B8A
provided SA with instructions to upload the data to the CERT dzop
box.

on 01/06/11, at approximately 1232, video survninme lhmd the
individual later identified as Swartz xe 1 Ehe
thomtbookcndextemlmdiu. WWRIMORT of ths

and stated that he had locaud the suspect lat.r Ment:i!ied as lurtz -

riding his bicycle on Magsachusetts Avenue near intersec les
Streat in Cambridge, Massachusetts. gA (bXB)éDXT) -




WWM»

PFrosc

Sont: T , Jenuary 13, 2011 1144 AM

Tea: Heymann, Stephen (USAMA} '
e B)(6),(B)(/XC)  |(BOS); External icearg
Subject RE: Confirming Interviews on Friday

7‘.
'l\nlldlh. I should have made that ciear in my sariler e-mail, but was focused on identifying the right B&T

ZZM&MMM

Mazsachusetts institute of Technology
77 Massachusetts Avenue, Bultding (BRETE]

vet: [EXO).X")
fax: 617-258-0267

(T aY{

., Thismassegaand any sttachied documents contaln information which may be confidential, subject to priviiege, or wempt from distiosure ander
appilcable lsw. Thate materials are intended only for the use of the intanvdad rettplent, Delivesy of this Mmessags £0 8y person other than the
Intonded reciplent shall not compromise or walve such confidentiality, priviiege, ov examption from disclosure as to this communicetion.

Prons Heymarn, Saphen (VBAMA) [t 1O
SOLERL_§ USSTHN (ST 1.1,201 logAﬂ lmm

%
W

DUE).(BY
e RE; Commng Inte

per EOUSA

BYSLBITNG)

Friday does work for us, aithough it might be easier to start st 11:00 {our conference room is booked from 9:30 to
11:00). Hopefutly that’s okay.
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wl'nmad’udm-um Lat me know your thoughts.

We can hold the meeting in the Office of Geners Counsel canferences room, locatsd In roomEJELEI o gat here, walk
through tha main entrante of 77 Massachusetts Avenue. You wifl enter a isrge iobby (known 8s Lobby 7) end see slong
coridor directly in front of you (known as the infinite Corridor). Follow the infinite Comidor until you enter another
large opan lobby, known &z Lobby 10 (you will see a lasge set of doors on the right that look out onto a large quad facing
the Back Bay, calied Killian Court). When you're in Lobby 10, there will be two elevators on your left (to furthar confuse
things, you may see a sign thst says "Lobby 13” with an arrow, but you're in Lobby 10 at that point). Take either of the
elevators to the third floor. When you axit the slevators, immediately turn left and you will ses a sign for the Office of
the General Counsal. Foliow the haliway until you sae another sign for the entrance to the Offics of the Geners!
Counsel.

I'm In meetings the bulk of today, so | will be somewhat inscoessible, but we can coordinate sny additional detslis

Offica of the General Counsel
Mussachusetts Institute of Technology

77 Massachusetts Averwe, Buliding [EXETERT_|
Cambridge, MA

ok

fax: 617-258-0267

(®X8)BXTIC)

285000 ny documents contein information which may be confidential, subject ta privilage, or cxevmpt trom dsciasure usder
spplicsbls lew. Thess materisls are intandad only for the use of the tatended reciplent. Dalivary of this message to a1y person other then the
Intendad recipiont shall not compromise or waiva such conBidentiaity, priviiega, or eamption from Gacionme es ta this communication,

m’m%«?mnnﬂ ERERTC __tustins gov

D03 4D
HOXG

L
Ww
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el

Office of the Ganeral Counsel

Massachusetts institute of T
77 Massachusatts Avenue, Buliding

This message and any sttached docurnents contain informsation which mey be confidential, subject to privilaga, or enemps from dlsclosrs under
&ppicable law. These matertals are intendad only for the use of the intended recipient, Delivasy. of this message to any parson ather than the
Intanded reciplent shall not eompromise or walve such confidentiality, privilege, or exemption from disclosure s to this communicrtion.

lfyoummmumrkfmmwutmd.hl’sbmhwmmonFrlﬂnvheﬁnﬂnutlb:&a.m. L anticipate

L0} (O} DRI |

ning me. Tentatively, we would iike to speak with the following five pecple in

the order (ss well as anyone eise you may think useful or appropriate).

| LUk ) R

per EOUSA

Thank you, Steve




Friday does work for us, although It might be esster ta stert at 11:00 (our conference room is booked from 9:30 to
11:00). Hopefully that’s okay.

lhnnbmlnmwhh\homlnls&l‘ e

(b€ xmwm— ﬂwnﬂlumwmmmm rmmnmmnm M!mmuhm
we're baing as efficlant as possible. Let me know your thoughts.

We can hold the meeting In the Office of Genaral Oounsel conference room, located in room EXNIET ] To get here, walk
through the main entrance of 77 Massachusstts Avenue. You will enter a farge lobby (known as Lobby 7) snd see a long
corvidor directly In front of you (known as the infinite Corridor). Follow the infinite Corridor until you enter anothar
large open lobby, known as Lobby 10 {you wil see a large sat of doors on the right that look out onto a large quad facing
the Back Bay, called Killian Court). When you're in Lobby 10, there will be two elevetors on your left (to further confuse
things, you may see a sign that says "Lobby 13" with an 8rrow, but you're in Lobby 10 at that point), Toke either of the
tlevators to the third floor. When you exit the elevators, immediately tum left and you will see 2 sign for the Office of
the Ganeral Counsel. Fotlow the hallway untfl you see another sign for the entrance to the Office of the Genaral
Counsel,

'm in meetings the bulk of tuday, so | will be somewhat inaccassible, but we can coordinate any additions! detells

Ths moseags and pay attachad documents contain informaetion which mey be confidontial, sublect to privilege, or exampt rom disstanire under
applicable law, These mstortals ste Intended ondy for the use of th Intanded reciplint. Detivery of this messags to 81y person cther than the
intended reciplant shall not compromise orwaive such confidentieity, orivilage, or exemprion from disciosura 83 to this communiostion.

Foom: Hopmanny Sioghen (USAMA) [malil l PORRS |t ~

Sent: Monday, Jenuary 10, 2011 4:30 PM 200




MIT Network Information Security Team

ding excessive downlosding from two IP addresses

Loga
(D‘UXD'U C) _jand 18.55.6.2 restores MIT acasss but blocks agoess to the
identified 1P addvesses. mm@m. OIOuIE
m .jsecurl.ty Analyst discovers networ stration for “Gary
Hoat® v amna. 8 ghostemailinator.com, a MAC address of OOW
computer name “ghost-macbook® register on tha nestwork on 09/24/10. \
disabled the computer registratiom.

rom JSTOR Operaticms Staff
o inform her that NIT's access

o. the MIT Netwerk and Information Security Team received an email from
ating that JSTOR had told her the excessive downloading came frow IP

on 10/13/10.% traced the second ocourrence of excessive unautboriaed
downloading to a computer registered on the nstwork as “Grace Host® with an email
of glmumn Mator.com, & MAC address of 0017£320b074 and computar name of

sgistrations identified as

bogus, {Q{QL]IQ@__ Manage: (BY6), (BN THO] JZoxr MIT
noti£ieqbyB).(BX/HC) J0d (ONO)L.OKTNC) tha[(b)}6),OX7XC) |MIT Oparaticns and

. InfrastTUCTUrE CtHAC information indicat@d CHAC Che same unknown person sppears to
be uasing MIT guest registration from a wired connsotiom in huil.dhg 16.

On 11/29/10, the MIT Network and Information Security Team is notified by the NIT
branch of the Institute of BRlectrical and Electronic Enginsers that journal
spidering {s cocurring on thelr site and it is tracked to the Student Information
Processing Board XVM clustex, a group of computers that are shared and that
snyone in the MIT community can host a Virtual Machine on.

On 11/30/10, thc Virtual Nachine downloading journals from JSTOR is taken
offline.

on 01/03/11 at imately 1440, [FUBNTC) [recaived an email f
forvarded from informing him that that the excessive

journals bad begun again.

the locaucn of the cmcer dom:l.onding the jmh. at om@_l@ﬁﬁ'.
couputexr hidden by a box connected to a switch in & wirs closet t t
of building 16. The cooputer is also comnsoted to an axternal hard

drive. establish a packat capcm of the same awitch the computer is

found to.

ot the Cambridge Police Department and &
alc Crimes Task Force received a call from
.BDU) of the Massachusetts Inatitute of
BO10gy i hat an unauthorized computer had been found in a
wire closet on MIT grounds nndl.cmkrutﬁcoumdthazthe conputer was
being used to download expensive technical journals without authorisation. The
computer was found in a wire closet of in the bassment of Building 16, the
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Dorrance Building (77 'mumtl Avenue, Cambridge, MA) whioh houses MIT

Biological mmgrim_ 7_
Also on 01/04/11, SA ' D.toct:lvoand Detectiv W

nf the Boston Police traveled to srr Ind mt ﬂ.t'.h o (b)0)(bX7TXC)

buuding 16. cnnhridqa Police promud the scene tor p: ate. The netbook found
connected to the switch in the wire olou\: in the bassment of building 16 wvas an
Acer Aspire Ome with a serial numbej DOR1603. The nstbook matchas
tha daseription of an Acer netbook § _Jreported as stolen to MIT
Police cn 12/31/10. Nat! . he netbook was using two IP
address m@?éﬁ’ﬁi | uhich m boch 1P addresses belonging to
NIT. Use of NMap showsd t the netbook had port 22 and 8092 cpen. Port 22 is
the default port for S6H (Sscure Shell metwork protocol) and port €092 that is
oftan associsted with TCP (Tranemissicn Control Protocol) traffic. A

surveillanoe camera was placed in the wire closet to record anyons returning for
the netbook.

Also on 01/04/11, at spproximately 1528, the surveillance camera was able to
record a vhite mals later identified as Aaraon Swartz (DOB 11/08/86) enter the
wire clogst. Based on ths survelllance video Swarts appeared to replace the
mmlmddriwﬂthammnubmmolduﬁduveﬂchm

Also on 01/04/21, ' ,provi.dtd 8A [ histoxrical network
flow data IF addrasses [{ onAuAul and {Q'ux«.mm@- from 12/14/10 to

01/04/11 and DHCP rmation fo agistered as ghost-machbook and
ghost-laptop. contacted & cm) at the CBRT Coordinaticn

r at ths Software EBnginsering Imstitute at Carmegie Mellcn University. SA
m@mm Mﬂ.th {agtruotiens to upload the data to the CERT drop

on 01/06/11, at approximately 1232, video .uminance v:l.md the i.ndividul
later identified as Swartz return to the

sxternal hard drive. At matel uu BN .
police Department called T G
located the -uspoct later duu:if. ed as m: uding hin bi.mlo on

h Lee Streat in Cambridge
d to lLee Street to assist

ttempted to uemieu 2 3 Swarts
8A
suspect was

og located s U8 passport in the nama of Aaron Swarts., Swarta was

tzansported by Cambridge Police to Cambridge Police headguarters to be boocked for
Breaking and BEntering.

Also on 01/06/11, checked the DECP logs for computer registrationa with
containing m st. Oholt-up:op ia seen to be still active on the
n-:mk AC address as used on 01/04/11 to download journals.

cndn) mmmm:klngimr traces ghost-

Stxatton Student Center. j\°
Student Center and determined that the Network nmp l:ouf.ien ghoat-laptop was
connected to was in the Student Information Processing Board office, room
(BYELEXT) jcontacted to infoxm him that believed they had

_ emaed ths netbook to a center. SA mat [bX6).(b)(7] and
aemmm-:mzmmmmmmmmmlm

2408




Sat 10/9/10 | 11:15pm | g - ﬁﬂmmmmusmnmmmuoc
again dus to extreme

downloading.

Mon 10/11/10 | 7:44pm [(€]
raises issue of JSTOR

scnding in IP abuse information in timely manner v, blocking all of MIT's access;
CUggesis

additional measures of blocking due to lack of IP info as VPN-based abuses of
resources have been
euploited in the past.

Tue 10/12/10 | 6:36am  Security team receives emsil frc
abuse; no IP address
information yet to act on.

Tue 10/12/10 | 4:02pm  Security team receives email (G). with logs and IP address
information provided by JSTOR.
JSTOR asoess restored. mmmm

w.uomnowm-mm o garding mese inflo en furtber

bogus registration information,
Will press JSTOR to have brief technical conversation with JSTOR's

folks. Suggests if our
p— proxy solution already in place for other resources is utilized, it's possible that
can

- momatically push people through it who atiempt to access JSTOR directly so 8
doesn't inconvenience MIT L JSTOR and there would
" change community accessing
to the resource.

Host registration committing download now shows Grace Host
(ahost42@mailinator.com).

We saw Gary Hoat registored on 9/27 using MAC address 0023567356 (ghost-

o wemmmmwinmmmcmoumwmm-
W saw MAC adiescs thet doss avoid

bing “nm change, something thet a person does lypically to

Wonm
We saw ghost-macbook change to 0023547356f after being barmed.
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IT Security Systems & Services, IS&T
MIT
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per EOUSA

(b)3):Rule 8E

Thanks

| (b)(8),(bXTHC)

i per EOUSA
Thank you
rk & Infrastructure Services
information Services and Technology (IS&T)

Massachusetts institute of Technology
ROCITEDND) D)7}

All e-mail to/ivom this account is subject to official review and is for official use only. Action may be tnken in
responss to any inappropeinte use of the Secret Sexvice's e-mail system. This e-mail may coutain informstion
that is privileged, law enforoement sensitive, or subject to other disclosurs limitations, Such information i
loaned to you and should not be further disseminated without the permission of the Secret Servioe. If you have
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All o-mafl to/from this acoowmt (s subjoct to officlal review and is for officis! use oaly, Action mxy be taken (n response to say
insppropriste ose of the Secret Servics's o-ranil system. This e-mafl may contsln information that is privileged, lsw eaftroement
sensitive, or subject to other disclosure limitetions. Such information i3 loaned to you and shoald not be further disseminatod without
hpumhdo:ﬂ:fh&:d!m 1t you have received éiis o-mail in ervos, Jo not keep, use, disclcss, or copy M; nottty the sander
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Sent: 07 2011 118 AM
To: 6), )
e (8),

1st hard drive from suspect
~-BEGIN PGP SIGNED MESSAGE——
Hash: SHA1

Just wanted to check In regarding potentially recovering the hard drive that was reported seen, on the video feed, being
swapped out by the suspect on Tussday; may/mey not be moat at this point if he's aiready been bailed aut, but I'd think
that's where a lot of the JSTOR property might be sitting,

m-ugwmaummmammmmmuw Hmﬂwnwommwsmufm
you sl

o0on]

| Security Analyst [T Security Systems & Services MIT

PGP HM“MW

~—BEGIN PGP SIGNATURE-—--
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After returning from Buliding 16, | checked radius logs and found the
following entries:

perimater:
ThuJan 6 12:42:08 2011 : Auth: Login OK: [004ce5e0c756) (fram client
[EXESBRTT Joort 50023 cil 00-4C-ES5-A0-C7-56)

tongent:

Th Jan 6 13:26:52 2011 : Auth: Login OK: J00-4C-E5-A0-C7-56 {from clent {CIOMBXT) bort 7 ol 00-4G-ES-40-C7-56)
gector:

Thu Zuan 6 13:28:55 2011 : Auth: Login OK: [00-4C-E5-A0-C7-88] {from cliant{XSHBR hor 7 o 00-4C-ES-A0-C7-56)

Suspect connected in Building 4, then W20, | chacked the switch in W20 and found it stil active.
We arrived at W20 and traced the Jscks to & drop in W20-557. (IT Rofice detuctives afrived and found the ixptop i

question. Scene is being processed.

-

RETERICT ] Network Admin

Md\m&
EXOE pritat
b)(8),(bX7HC

Network Admin
Institute

®XO)EXT)
© (bX8).(BXTNC)
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> Al e-mail to/from this eccount is subject to official ceview and Is for official use only, Action may be teken in response
to any insppropriste use of the Secret Service's e-mall system. This e-mail may contain informetion that Is priviiaged, lsw
enforcament sensktive, or subject to other disclasure imitations. Suth information is loaned to you and should not be
further dissaminated without the permission of the Secret Service, # you have recéived this e-mall kn error, do not kesp,
use, disciose, or copy It; notiy the sender immedistely and delete it.  <laptapDude jpg><12-32-40.jog><12-32-
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mmm

Hi thera,
1 have coflected about 70G of network traffic so far with about 889% of which is the JSTOR journal downioads. Fve done
soma Initiel checking of the capture and | don‘t see anything that identifies a command and control channel. ) was just

wondering what the next step (s,
Thank you

Nmﬂt & Infrastructurs Services

i s and Technology (IS&T)
mmdnm lmﬂtundreehmm

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
responss to any inappropriate use of the Secret Servioe's e-mail system. Thia e-mail may contein information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and shonld not be further diseeminated without the permission of the Secret Service, If you have
recetved this e-mail in emor, do not keep, use, discloss, or copy it; notify the sender immediately and delete

'“‘ . .

All e-mail to/from this acoount is subject to officiat review and ia for official use only. Action may be taken in
fesponse to any inappropriate use of the Secvet Service's o-mail system, This e-mail may contsin information
that is privileged, Iaw enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in exror, do not keep, use, discloss, or copy it; notify the sender immediately and delste

it
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- e e,

M-y.mryos,zoumm

F've setup @ web sarver on the machine containing the files so you can download them. They are in a standard tepdump
format. The URL Is

™

We've got planty of handwidth over here, howaver, if downloading this much data is 8 problem for you ! coutd put them
©n a SATA drive and bring them down to your office. Let me know.

Thanks

[ BX8)L.BXNCY

| have collected about 70G of netwurk traffic so far with sbout 98% of which Is the ISTOR journal downloads. F've done
some initial checking of the capture and | don’t see anything that identiffes a command and contro) chennel. twes just
wondering what the next step is.
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Al,

1 am going to suggest that we take the laptop and hard drive offina today. { think the amount of netwark trafic
captured is sufficient snd would ke t0 remove the laptop to see If he comes back to retrieve it. | will be able to put
soma peopie there for 8 shart time in an sttempt to ID.

lmm!macoupbofmmﬂbmmuuﬂmhdeummvum(ormt).

The open questions will be If we decide to take it afffine, Is this something ! can do with Instruction or will | need help?
Also, do we want to have the new drive printed?

-

05,

Cizre

Hi there,

1 have coliected about 708 of network traffic so far with about 98% of which is the JSSTOR joumal downioads. 'vedone
some Initial checking of the capturs and | don't see anything that identifies a command and control channel. | wes just
wondaring what the next step is.

All o-mail to/from this account is subject to official review dnd is for official use only. Action may be taken in
response to any insppropriate use of the Secret Service's o-mail system. This e-mail may contain information
that is privileged, law enforoement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
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ce
Subjee: RE: When to pull laptop

(i
calied me. Hohmmnuaw:mthepmpmnu:szmw. 'm going to look at
the video archive. Did someone take this down intentionafly ?

R

(|- Network Oparetions
hssac usetts Institute of Technology
n Hlsndmutts An. Roos: EEHELBXNC]

What time works for you to pull the laptop and éxternal? | am in my 8oston office now. | could be there in 15. | would
{ike to keep the survelilance camera running because | think he will come back when he notices the laptop Is offiine. Is
there any chance we could dust for prints again before we pull the laptop since we know he came back?

1 am going to suggust that we take the laptop and hard drive offine today. | think the smount of netwerk traffic
captured is sufficient and would ke to remove the laptop to see If he comes back to retrieve it. f will be able to put
some people there for 2 short time in an attempt to ID.

1 am following up 2 couple of possible ID/s this moming and will get back to you on my success (of not).
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The open questions will be if we decide to take it offiine, is this something | can do with instruction ar will | need help?
Also, do we want to have the new drive printed?

Hithere,
| have cofiected shout 70G of network treffic so far with about $8% of which Is the SSTOR journal downloads, 'vedone
some Initial checidng of the capture and | dor’t see anything thet identifies a command and control chennel, | was just

wondering what the next shep is.

All e-mail to/from this sccount is subject to official review and is for official use only. Action may be taken in
response to any inspproprinte use of the Secret Service’s e-mail system. This e-mail may contain information
whmmwmuwwmmwmmma
loaned to you and should not be further disseminated without the penmission of the Secret Service. 1f you have
:ﬁmﬂﬂ:&mﬂhm.umhnmmcwiﬁmd&hmwnbﬂm
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From:

To:
Cc
Subject: Re Mn‘ Bid 16
‘ b
® o)

(6).( |that is certainly your call and sounds goodj,) |will be responding either way.

11:17:02 2011
Subject: RE: MIT - Bid 16

(bXG),
m We can bag, tag and deliver if that works. | am thinking that if e are leaving the camera up, we should be in and
out rather quickly incase the suspect ventures by. | would imagine (0X6). Foud process it in her lab.

me (b)(G) ®) |-
[mall ambrldgepollce ong]
January 06, 2011 11:13 AM

I(b)(B).(b)(T)(C)
Jusss.dhs.gov' loomwst.nw

FFRE) BXIC)

The thread below has the status of the investigation to date.

(b)(6),(bX7)
3 As | am on a day off taday | would request that CPD Crime Scene personnel hook up with SA{(C and process
the newest external hard drive for prints that the suspect left the other day after we cleared tha scane.

a As you'll notica from the thread, the operation is being shut down and we will continue the investigation just not with the
computer hooked up and downloading data.

| b)(6),(b C
FETETETIET et phone rumberis]® )( ) -
[OXE). Jana[E) ] can you can[®XE-EX7XC) and hook up with her and [)(7)

Respectfully Submitted,

—1(0)(6).(B)(7)(C)

(6)(6),0) |
teduslVC) |

Sllbjed::RE.M!T Bldls




The open questions wil bo If wa dacide to take It ofline, Is this something | can do with instruction or will | need help?
Also, do we want to have the new drive printed?

doa.

] e A ot
R (WM TNCY A

DUAR Rtid oo
nRiOXE). DNTHC) |

Hi there,

| have coliactad about 70G of network traffic 5o far with about 98% of which Is the JSTOR journal downioads. t've done
some inktial chacidng of the capture and | don't see anything thet identifies & command and control chennel. | was just
wondersing what the next step Is.

Thank you

el NOVORR
and Technology (1S&T)

e

All e-mail to/from this scoount is subject to official review and is for official use cnly. Action may be taken in
esponss to any inappropriate use of the Secret Sarvics's e-meil system. This o-mail may contain information
that is privileged, law enforoement ssnsitive, or subject %o other disclosure limitstions. Such information is
loaned to you end should not be further disseminated without the permission of the Secret Servive. i you have

:odvdﬂsondugm,duuhqs, uss, disolose, or copy it; notify the sander immediately snd delste




Hi there,

| have coliected about 70G of network traffic so far with shout 58% of which is the JSTOR journal downloads. f've done
some inkiel checking of the capture and | don't see enything that identifies 8 command and control channel. 1 was just
wondering what the next step is.

! y
| Network & (nfrastructure Services

information Services end Technolagy (IS&T)
Mazsschusetts Institute of Technology
Room BRTEXT )

! ®)e)b)7)(C)]
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