
http://www.blackvault.com/


1\) 

01 ..... ..... 

l>ate&Timc ~&Time 
.Bcpancd acl)pe 

Occu.rnd 

2011-01-06 ARREST 20 11-0 l-04 
14:20:45.0 15:26:00.0 

2011..()1-{)S LARCENY 201 l -0 I-05 
17:02:52.0 17:02:00.0 

2011-01-0S LARCENY 2011-0l-05 
15:28:31.0 15:28:00.0 

2011-01~3 LARCENY 20l0-12·29 
09:34:47.0 12:30:00.0 
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24 LEE STREET SUSPECT ARRESTED BY MIT OfFICERS FOR 
BREAKING AND ENI'ElUNG AT 21 AMES STREET. 
AARON SWARTZ. NO KNOWN ADDRESS. 

M13/105 REAR 
SECTOR. 3 TAXES A REPORT OF A STOLEN LAPTOP. 

MASSACHUSETIS AVE 

MlS /21 REAR AMES ST SECTOR. 3 TAKES A LARCENY REPORT OF AN IPOD. 

M32 i 32 VASSAR ST CALLER STATES A PACKAGE THAT WAS RECIEVED 
HAS BEEN STOLEN. SECTOR. 3 RESPONDING 

NO REPORTS OF RESIDENTIAL FIRES 

IR • F I 

DisposuWB 

.~RREST 
MADE 

CLOSED 

CLOSED 

CLOSED 
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:: 8Kk to tilt 811oW 
Procleltr Data .. 

FISCAL AFFAIRS 

88 Property Database Sear.:h Results 

950 M•• Ave, Unit~ 

~ lnlanrlafllln; 

P~CIIq: COHOOiolltaUM 
sc. a.' Coclt: 102 
Zcilltng ~Un~ 
MIDUI. ·~ I..M<JAI-. 0 

~valllll 
v ... a~~,ll'll'lt 2011 
T• Di1trll:t ~12 

~Kftrlt!llf Extn'CitOn: Nt. 
DuNne V8tulo: 131111,800 
L..aV.OU.: Ill 
...... lllfd ..... ll: S304.aocl 
SIIIP.W. U5T,5CIO 
lloc*IP •. S2'514/443 
S...Dibt: _..rei! 21. 2001 
Pro.ioul n-ucr v•• ~.~ 

8ulldlag lftfufiNdon; 

~ lilllldMt 1 

EXlEIOOR: 

(b)(6).(b)(7)(C)I 

~ APAATM!HT 
Humbwof SP-a 
~.,~ ' 
Vllw A ....... 

ItO at lOR: 
l.Mnglfta ~ .. 
TOIIII~ 3 
GeGro-
~ ,..,.~ 

F'utl8111w 1 
I'IWf 8lllhll 0 ,:....,._ 0 

floollne HlftiWOool 
l.ayOUI Colflllli~ 
l.etlnd!y lnlJII!l /II 

6VS1EM8; 
H4llt fype FI!IQidA¥ 

CONOITIOH t GRAD~· 

hnp;//www2.cambridgtma..g<lvlfiscalaffairslPropertyDetail.cfm?PC()pcrtyld=9077 
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Dwelllns and Stora,e locker Description 

950 Mamchusetts Avenue In "mbrldce Massachusetts has three streets that abut the property, 
Masio&chusetts Avenue, Bay Street and Green street. 950 Mass Ave Is also known as the 8ay Square 
Condominiums. It contains 109 residential and 4 commerdal condominium units. The marn entrance to 
the building is from Massachusetts Avenue. Upon enterlna the front door there Is a foyer between doors 
that contain a list of resldentts last name that show a door bell number for the resident. The door bell 
numbers do not reflect the actual unit number of the resident Door ben numberE).as the name 
Swartz on Jt. 

The building has two Cower levels and seven stori~s above ground on the Matsaehusetts A~nue side of 
the bulldlnc. The two lower levels are prages known as lower sa rage and upper garage. Floor one is the 
ground level ftoor when entertn1 from the Mauachusetts Avenue side of the build Ina. The six floors 
abovt that are floors 2 throup 6 and the itt floor Is reftrrecl to as the Penthouse floor. 

(b) 
~~~~),ll{ Swartt) is located on the third floor. It has a dark brown wood grained door with the number 

(b)( },( attached to It just abovt! the peep hole. It Is described as a 586 square foot three roo 
bedroom, one bathroom comer unit condominium. Aaron Swartz Is the listed tP.nant of nl (b) 

owners of the unit are l~ed asL--------------------~==~~ 

The,. are storase lodters located on the following levels. lower sa;age, upper aarage, flrst floor aod 
penthouse floor (aka 7m floor). The storase Iocken can be described as large locked cages.~ 
occupants place their own lodes on the locker door$. Unit ~Is deeded and assigned locke~ which 
Is located on the first floor In a room behind the front concf61e desk. The lOck~ Is marked with the 

letter and nUn\et'a~!~~~~h I 
950 Massachusetts Avenue aka Bay Square Condominlum1 Is managed by Thayet and Associates located 
at 1812 Massac;husetts Avenue Cambridge, MA 02140 with a telephont number of 617-354-6480. 
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CJISWeb Page 1 of2 

CliSWeltletkltm&t.G.m-~ted On: 01/15/2011 17:56:53 
By User 

I 
(b)(6),(b)(7)(C) 

MA Crlm. Hfst. (BOP) : 
r : .. :::. ........... :.-. .:::..: ..... = .. ~-= .... .::::. ...... :: ... --.-· ... - .. --··-~= -·-·- ·-.. -·····-·····--· -··---·-··-··-····- ................ -·-·--··- -.. ~ 
• Ortgfnal NAME: SWARTZ, AARON 008! 11108/1986 BOP Data o1n512o11 I 
; Query: Notification: Y •• or: 5:56PM . 
~ .. ::-:.:::::.:-.:::::::::::·.-·· ~.--···-:-·-::...-: ·--::·-:::::-·::.::.":.• ··: ·---::-· ·-· -:~;;....-:::7-·:::::::::~..:::-..: ::::-_:::::.::::-::::=:-:---·--·-··-- --: ...... ~.1 
t •••••• , ................... ~·····~~·~·~···········-·······~~-~ .t~··~····*·-·~~····· ' ,: • .. ... 
I ~ TKIS INVO~~TION IS CORJ. 1~ IS NOT SOPPORT~D BY FI~RPRI~TS. 
I ~PLEASE cH~cR T~AT THE ~ REFERENc~o n~Lo" HATCHES THE NAM& AND nAte or BtRTH­
: •oF THS PERSON ~~QUESTED. 

CO!>lMONWSALlP. OF' ~SSAt;HUSETTS .,,.. ,..,.. ..... 
CRIMINAL tttSt0£fY ~'iST:;MS :BOARD 

fE.P.SO~IS COURT SUMMARY •...., 

f NAH: ;~u, AARON H FOIUlltL·NAM: MRON P<.F: 000051168C1; 
SSN: /{b)(6).!6)! 7 )(t I . 

506 WGT: J 30 HAl: BU( EYE: 8'PO 
0081 ll/06/66 S!X : M ~C: W ~OB: lL 

• t<~OM; rpp· w:r: 
~. AOOliES$: 1 r 

_ (b)(6),(b){7)(Cl 
: cOMMENTSL:-------------------------~~~~~ 

I 
' ARRA!GNMtNT: C0001J 

i 

ARG-OATE: 01/07/11 PO~ MIP COURT: CAMBRIDGe OlSTPlCI 
OFF1 8&~ DT W/1 COM rEL 
J)ISP: C 2/22/ll. 

ARRAIGNMENt: 100021 
ARG-OATE: 01/01/11 PO: MIP 
OFF: B~E DT W/I COM fEL 
DISP: C 2/22/11 

COu~!: CAMB~JOGB DISTRICT 

DKtl: 1152CR000073A , 
BU DT tl/1 t"£L 
STATUS: 0 WPO: 

DKTi: ll;?.CR000075A 
8'E DT W/1 F~L t 
STATUS: 0 WPD: I 

I 

t ....... ····~ ...••••........ 
T\E:QUEST.tD BY: ~M0869 HiOZ 

• COf·lE'I.~;n:o S'i: 
! l\GIWCY: L,...,~ .....,,..,.=,......,=~ UEPAA'fMENT 

l'hl$ 15 Criminal Ol'rendt~ lb!alrcl fl•f.:~rmallon (l."OAI) ond a«el3 and 
rll!..wmlrltllton of~~ lnfoln'l;~liof'll~ under 1M ault\arlty of 
M.u~chUS(:ItS r.cner~ law O'lapter 6 Section£ 16lHn and C(tde l1f 
f-:dtr.JI RegulatiOns (28 CFR 10.~). 0111\' authcrfte•1 ~~sIn tht 
f'!'lrff)frnance of lhelr <:~Nidal clutlos n~ay accCS~S, lAO t1r cllsw.n\il'l"ta 
lhls mformulloo for offi<lal ond la.,..tul afll'llllilll~.tst~~ pJrfiOSeS. 
Qui!Stlolls concttnlr.g I he oKXIlSS, use or CJ~'f'l:inatt~ uf this 

Muea~ Cmntnlllllll:tce rntormotlon Servku (CJIS) 
lO.) ArrdtgiOn Stltel, Surte 1l01) 

Otel. .... MA 02150 
CJIS Operitlon9: 617-6b0-<l610 
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CJJSWeb 

lnfom~tllon sllould bt dll'lded lo the Maslacllutel\a CrlmiMI Jllllllal 
InfonMIJon SeMces DIYISion of the 01mlnot HistDry SysUmt eo.nllt 
617-M0-47t0. 

OISWeb Printo ted On: 01/15/201117:56:53 
ly User: 

(b (6),(b)(7)(C) 

Page2of2 
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http://,_. w1 red. com/top1 cs/fbMI lb)(illt.l 

http://ww.j(61!5Llblt7)(c) ~eM/said/ 

http ://www.tnefullw1k1.org/fb~mM~l.~~k~7R~cl~., 

Page 1 
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Assessing Department Viewer Page t of 1 

e ~00.5 Cily of Cambrldtc, MA I WK4b ! Aw.bl!Wifl!\1 I !* I r.lllliollli1 I ~ I aimv St;l!Wmt I lmml 

0 
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MASSACHUS£ITS INSnTIIrnOF TECHNOLOGY 
Pollee Otpartm~t 
301 Vuur Street 

Cllmbt'ldSO, MaiiiChUMtta 02139 
(617) 2!3·Ull 

P8lt (617) 324~:9869 

REPORT OF PHOTO ARRAY IDENTIFICATION PROCEDURE 
(SI~ItJI2J 

t/0{)03)/ 

OfflcerComp~~~~~~~~~-----r----------------~am~~ 
o~~~~Arrov~o~t~~~~,~~~--------~~-------------------
~~h~~~t ------~~~~~--------~-------------------LoC<Jttcn ofPreaentaflon _--t-_.;__ _______________ _ 

Uneup Presenlotlon (ch6ck meftJO.d used.· Seguentfg/ or SIJmdtqneoys. Blind or Trgr#tlooaD 

• S9Quential (one-by-ons) S\Jb}ecm were Pfesented In the following order: 

letter(onbad¢-JLL__f_ Er J? JLA_ __ 
Order Presented 1" -z- 3'~ .f' 5,. 6111 7,. 8" 9ra 

• Sfmu!tcmeoys (oil crt~) 

• BUod presenter (offfcer with no tnformatfon· as to suspect) 

• Dadltlbogt eresenter 

Slotemen11 by onv other people, ma~ dUrlngiO procedt.l .. and In preJtnee of wftness: 
c) \\to ~o\(J !'o.mi\\Rf",...ddinH*! S~C~~..:WDlUic....._ . .__ ________ _ 

Thllla a two-~ form. PleaM coq,tete the .:ond aide and hove lhe wftneu Jfgn. 

( . 
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REPORT OF PHOTO ARRAY IDENTIFICAOON PROCEDURE 
(Side2ot~ 

eose' II 00~ 3 ~ Data 01 I t.i-/?~1 I 
Polloe Dept. /11 i 1" Pt:~ t.; c.e I!ma I I, )0 /zrs 

ldenllfvtng WllnMI (nome' DO~'------------------.-~o:ib""')(;;:..J.6)""',(b;:;.£.)("'-7"'")(C.;.o~)l 
(b)(6),(b) Adyfsemonts to WllniSI Before ergsanfolloQ 

(7)(C) I om gcfng to lhow you o group of tndMc:luois who ora In random order. 

i The~ 'who commffted the ctlme moy or mav. not be InCluded, so you should not feel 
compelled to mak~~t an ldGnffilcafton. 

S. It Is Just ~ l~nt to cleor Innocent people 01 it Ia fo ldenflfy possible perpeffators. 

4. Wttathol' ot nOt you ldent~ someone. the pollr::e ~~continua to lriYe&itgote. 

!). Attar you ore. done. 1 wl not ba able to pro~ you 'With oov fesdbaclc Ot corrment on the 
results of t~e process. 

Please. do not dlecuss this lderiHIICa1fon procec:be or the resulta with other wtmessas In thl& 
COS& 01 wflh the medo. 

Think back to 1tle time Of the went, ~place, view. lighting. your frame of mfnd. etc. To~e 
os much flme oa you need. 

• P80Pfe moy not oppsor exactly os thav dJd ot the 1trne ot ~ ev$'\f. because teaf\.wee $Uch 
Cl9 clothing and hQOd/l'acfol holr are ll.lbject to change. 

• weaU§nllul Only} I will mow you one person at a Hma. end cannot teU you how many 
people there ore In toto!. I wiP show you at or !he people. even If you Identify someone 
eorller. As you finish looking ot each persOf'\, let me know. 

0. N. you look ot eQCh person. If yoo see llt'lrn$OM lhc:it you recognlle. plecme tel me how you 
know the p~son, ond In your own word~. how sure you ore of the- ld~tlfleatlon. 

ldentlffcollon made: Ye~L No_ If YEti. letter/order# selected: 

Wltnea• ldentlftcatfon Sfatet"Mnft 
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lnvutigator's Con 
PHOTO ARRAY FORM 

Filet: ll-000351 (CPO 11-000078) 

DATB REQUBSTBD (mm/dd/yyyy): 111 JfZOlJ 
DATI! COMPOSED (mmlddlyyyy): 
DETBCrlVE REQUESTING ARRAY: _MlT DcL-___ _:(...:.b)(:...;6)...:.,{b...:....)(:....;7)..:...(C.J.)I ___ _ 

COL01t:(8J BLACK & WHITI!: 0 
COPIBS NEEDED: 1 

SUSPECT INFORMATION: 

Name: Aaron Swllrt~ 
Race: Whito 
Sex: Mole 
Date of Birth (MMIDDIYYYY}: 11/8/1986 

Jndjcare Natbe and Date of Blrtb for eadl picture letter used In the pboto array 

LBTTER LAsT NAMa 
Picture A i(l>)liJ) (OKt )(C) 

Picture B I 
PictureC "' r~1.C. 

PlctwoD )lill"l"'ll 'll'~l 

PictureS 
PicturcP 
PictUteO 
Pictllte H 
Plcwre J 
Pictltte J 
Picture K 
Pic1ure L 

I li'IDA'I' N .t. MS' 

I Aaron 

nflftl•~ ''ft"''" T_Y)_ 

. lllW Clll6._ 
1--

·--
-
r---

-

Dott 

J)t); 

PI!· I t>l'l 
~r\i~d; 11111~1/ll 

Date 
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tntemet Archive surdt 
on lune 2S.a 2012 l ~$1cttcl • anrch of the tntamet Ar<hiw website W.yb4c:k t4eebtne 
sped fic:a1 IY lilting 'QUar11liOS*Ia.:tau.cCIIIl" in the March qutry. 

I located nine d;n:cd captures 11nd using th1 :.;oft ware Snl'Qit, I captured each of the 
nine daycs and tho callcndnr . I also loc.tted a <iuenlh OfJCn Acctu docUIICilt on 
• , d saved that i 1t a portab 1 e dnta format. 

(b){5),(b)(7)(C) 

~ge 1 
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~ On guerrilla open access Tbe Occasional Pamphlet Pnge 1 of 1 

The Occasional Pamphlet 
on scholarly communication 

On guerrilla open access 

July 28th, lOll 

Aaron §wanz ha1 been lndicted for wins fraud, computer fraud, 
unlawfully obtaining information from a protected computer, and 
recklessly dunaging a protected computer. The alleged acdvitlea that 
led to thfs indictment were his downloading mas1rive numbtts of 
articles from lnQ& by circumventinsiP and MAC address 
limitations and breaking and entering into restricted areas of the MIT 
campu~ to obtain direct access to the network, for the presum~d 
intended purpose of distributin!; the articles through open tile-sharing 
networks. The allegation is In keeping with his previous cans f~)r \:l.w'""i""'ll~io:;l:lm~~o:oG...~ ..... Ba:~o=wen. rounder or 
i\Chieving open access to rhe scholnrly literature by what he culled JSTOR 
"~rrilln 011eD :1ccess" in a 2008 manif~tQ: "We need to downlond 
scientific journals oud upload them to file sharing networks." Because many theorize that Swartz wos 
intending to further the gollls of open access by these activities, some peuplc have asked rny opinion 
of his 111Jegcd activities. 

Before going further, I must present lhe necessary disclaimcra: I am not a lawyer. He is presumed 
innQCent until proven guilty. We don't know if the allegations In the indictment are. true, though I 
haven't seen much in the way of denials U!!..ru;l.nose<l to 11poloa&etics). We don't know \vhat his 
intentions wero or wbat he planned to do with the millions of articles he downloaded, rhough none of 
the potential explanations I've heard make much sense even in their own terms other than the guerrillll 
OA theory implicit in the indictment So then: Is a lot we don'l know. which is typical for a pretrial 
case. Buc for the purpose of discussion, let's assume that the allegations in the indic.:tment are true ond 
his intention was to provide guearilla OA to the articles. (Of C<>Ut'st, if the allegations are false, as 
some seem to be)icv;, then my claims below lll'e vacuous. If dw claims in the indictment tum out to 
be false, or colored by other mitigating facts, I for one would be pleased. But I can only go by what I 
have read ln the papers and the indlctmenl.) 

Titere's a lot of silliness that hns been expressed on both sidC$ of tJJis cas~. 11ac pro-SwariZ. faction is 
quoted as saying "Amvn's prosecutlc>n undecmines a~tlj!_fllilic jnqujrv and democ[i)tic princinles," 
Hunh? Or lhis one: "It's jncmhhle \h~Jt \he govcmmgnt would try lo lock someone un for alleged!)! 
J.mJ.king liP artl~1 at a library." Swartz could, of CQur·sc, have I~!!U1!ll'-.1STQR nrticle he wnnted 
using his Hmvard library privileges, nnd could even have text-mined the cut ire <:ulleccion through 
JSTOR's l)ata for R~seurch Lm'lgr!!!!!, but that's not what he did. Or this howler: "lt'~ like tr'ting to put 
~omeonc in jnil Cor nllt,twcl!y ch~~·king too mnny ~~)l)k!J our o( the libmry," No, il isn't. and evt.'1l a 
cursory reading of the indictancn\ reveals why. On the anti-Swartz side, the di1;tcict atcom~y sgya 
tl1l.n~ "SI~aUng is stealing whether you use a computer command or a crowbar, and whether you 
take documents, data 1>r dollars." (f you cnn't see a difference between; say, posting one of your 
articles em your webs ire and lifting a neighbor's stcrel), well then I don't know what. There's lots of 
hyperbole golng on (Jn both sides. 

2604 
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Guerllla Opel! Ac«ss (Aaron Sww's Raw TI1ought) Page l of l 

ou have reached the-cached page for htJP. :I/www..:.a~roiiSwc-omAY"e"biO'QtQo~ ----·-~ 

elow is a snapshot of the Web page as it appeared on 4/412011. This Is the version of ~he j 
age that was used for ranking your search results. The page may have changed since It was 

ast cached. To see what might have changed (without the highlights}, go to t~e current page. 

Vnhoolls not ras.f?.9~ble for the content of this a e 

RAW THOUGHT 
Guerilla Open Access by Aarou Swattz 

A few months ago I got to attend a mooting in Eremo, Italy. a beautiful abandoned 
monastery deep into tl\$ Buropean countryside. There, talking with others round lhe world. 
I reali7bl that the Open Act.-ese mO\'ement simply wurt't enough -even if we got all 
journals going forward to be open, the whole history of scientific knowledge would be 
lodted up. We had to do something more. 

Talkil18 with others at the meetfn& I reaHzed what must be done. If we couldn't get free 
access to this knowledge, folb would have to take it Guerilla open accese. So I wrote up a 
manifesto: 

"I agree. • many say, "but what <:an we do? The cornpanies bQ)d the copyrights, they 
make enormous amounts of money by charging for aece.&!l, and it's perfectly legal­
there's notbing we can do to stop them. • Bnt there is S<Jmethlng we can, something 
that's already being done: we can fight back. 

I'm announcing the project in a talk today at Software Freedom Day In Boswn, but I'm also 
announcing It here: 

V'uit gue1illaopenacc~.eom and join us. 

September' szo, !l008 

Read comments. 

hltp://74.6.238.254/searth/srpcadle ?ei=l!fll-8&p=www.aaronsw.com%2Fweblog%2Fgoa... 4115.r.iWi'l0 
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Please find the information requested below._ 

l(b)(6),(b)(7)(C) 

{b){6),(b)(7)(C) J' thak.l. org 

fb)(6),(b)(7)(C) J 
{b)(6).(b)(7)(C) thaka.org Office of General couns~l 

l{b)(6).{b)(7)(C) 

(b)(6),(b)(7)(C) IP ublic Systems 

Public syst ems 
(b)(6),(b)(7)(C) 

Page 1 
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Global Net Access. LLC 
1100 WhHc St SW 
AdiUrta. GA. 30310 
(404) 230..9149 

Dear Custodian of Records: 

Our aiency is conducting an ongoing criminal in\'estigation that involves one or more 
account holden. As part of that investigation, we are requesring that information related 
to www.aAronsw.com be proserved pending the issuance of fonnallegal process. More 
specifically. we are requesting that you preserve all subscriber information and/or 
account contents or group information related to the customer or subscribers. 
Additionally we are asking that ell private messages, correspondence and bulletin board 
postings from above named users be p~rved. We are Rlso asking that all web conten( 
be preserved • 

At this time we are expecting to obtain fonnallegal process in the next 90 days. We 
acknowledge that if we do not SC!rve legal pro«;S3 upon you in the next 90 deys, and do 
not request a 90 day extension. the prtstrVed information may no longer be available. 

(b)(8), 
Point ofcontnct for this request is SA (b)(7)(C t (617) 56S-5640 or 

l<b)(6).(b)(7)(C) !wysss.dh..;.gov 

Respectfully 

, pecial Agent 
United States Secret Service 
10 Causeway Street. 
Suho 447 
Boston, MA. 02222 
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~--------~stated that sin~e 19~7 MIT had bought many collections from 
JSTOR . Suyinq a colle,;tion from JSTOR costs a onetime archive capito l 
fee and Bubscription maintenance Eee. 

(b)(6).(b)(7)(C) 
~__,~~~_.estimated that MrT hiili! !Jpant at least $435,000.00 including 

a $50,000.00 a year maintenance fee. 
(b)(6).(b)(7)(C) 
'---------~stated MIT's relaUon~hip with JSTOR was a partnership model 

and fees were based \In the nurobe.c of PhD programs the coll~ge had. 

(b)(6),(b)(7)(C) 
L-..,--------'stated that. MlT had purcevtsed 8 collections from vS'f.OR 30 

L-_____ _. !'Ita ted that th&re is now a gatew~y for MI'l' to a:=cess 
electronic re:;ources t that MIT ac•.;ess to JSTOR .1se<l to be 
based on c.n U> filter. ( )(6),(b)(7)(C) stated that for a.n MIT st;udent to 

camp•Js th5y alway.., had Lo go thro:1gh a gatEH·IaY. 
prior to ehe establishment of th~ gateway due to 

~~~~~u..~.!..!iE:~nt on the MIT netwotk c.;ould gain rti.rcct aeces<J 
L-------~--~tated that aa f~r as she was aware, only MIT 

used to have 0\ system whet'~ anyone on the net...,o.rk could access JSTCR. . 
(b)(6),(b){7)(C) 

L-"""~"'~---~~ atated that tne only other occur rene~ of JS'l'OR reporting 
early in their relationship b~ck in 1997 or 1998 . 

~-----_,stated t.hat when JSTOR first reported abuse from the NIT 
network in 2010 they initllllly blcd:ed access by rhe entire MIT 
netwo~K hut with each sub~equent incident JSTOR r~fined the IP 
addr~sses blocked. On the third ir.cident JST0R blocked the cl~ss c 
subnet the abuse carne from. 

(b)(6),(b)(7)(C) 
that her primary point of contact with JSTOR was 

thal: she beUeved students f.rom Harvard r\eed a PIN to 
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(b)(6),(1>)(7) l(b)(6},(b)(7)(C) 

r.;:-;~7.:;~~:...:......._...-· ~"'j(:..:C..:.> __ -:--1 Detect i \'El .L----~~~-:-.----::-:-' 

IL'-III.I....L-__.informed the group that an e:(amtnatbn <:>f the :HCP logs du:oing the 
ti:ne in September when .)'$TOR wa.s t•eporting the axcessive downloads show a 
cornputor reg1:~tered as "9ho~t~laptop" ·..;ith a MAC address of 00:23 : 5a:7J:s!:fb 
and an email ad - 5S of qho~t@mailinator.com. 

(b)( ,{b) 
Det~ctivu {7)(C) n~tod that all of -:.he suepicio'.Js computer r.egistnt: .:.ons on 

09/24/10, 1. u 1 , 10/08/lO and 12/Zcl/10 occuued en Friday niqhts. llb)(6).(b)(7)(C) 
(b)(6),(b)(7 confirmed that foot t cdC!ic in the tunnel of bl.lilc!inq 16 viO\lld ~e 

£~1. turinq those times. 
(b)(6),(b) 

that lit one point ()l'\ 10i09/ll, "qhost-la~:r::op" W4:!i 

~ddr~ss of 00:2J:Sa:7J:5f:fc ~nd "gbcst-macboakn ~as 
address cf 00:17:!;.;2c:boJ:74 at the aame tim~. 

u:;.~--_.slso stated that after 12/19/ll, th~ attempts tc j:aCJi~ter on the 
!-ll'l' netwodt for ''9host-laptop" and "ghost-:n3ct:o~lt" changed frcm .::ltt~mpt:s to 
gain <1n IP address dynamically aaoiqned thrc,u9h the "HT 9•Jest :eyistr.ation 
proce:u to c:ouiqnin9 thamselves !ftatic I? addxe:J~es on th., M!T network. l'nis 
benavior continued until after Swa~tz was observed on Oli(l6/11. moving the 
lnpt.op from ~uilding l6 to anrl the machine was reqist~Jred on r.he M:tw<:.rk froa~ 
t;tle .Stratt<•l'l Student r.ent er. 

l(b)(6).(b)m 1 
<C\also stated thet on 01/015/11 et approxi:mataly 1251 the computer 
connected to an rP addt<!:IS registered to P.mazon's F.:l1.1stic Compute Clot!d (io:C~) 

u;.;;.,.... __ _,-oted that5 ~.:.p to :2/19/10, Swartz ·:~btdined !? addrosses by usin9 
t.ha guest reqistratio:-~ to b~ aaslyn~d .!In IE' add-ress '::t.roug-. DHC?, From 

to 01/06/ll, Swartz would ~s$iqn himself a star.i~ IP ~ddre$S. 
(b)(6),(b)(7)(C) theori:tcd th-'.\t once Swartz unde~&tood the subnet ~.uk. of ~he net"ork. 

U111.lctinq 16 w.u on it ~1ould hav~ hP~n ea.sy to as .sign h~msel t <An it> addr•ss 
that was n<)t beinq l.l.9P.d; Howev~r whGn he rnoved the laptop to the StrMtor. 
Student C9nter on 01/06/11, he connectad to a new switch and want b~ck to 
obtaininq an IP address thrOllgh DHCP. 

granted acceslf t•J any:.;r.e usJn1 a : P address 
a claa3 A network and ow~s all of the IP 
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L-----""" 
was iln JP a<1dress r;o:g.isterer.S to 

thlil 
listed in 
4·r,. tht:-

'---~----:~ statoo that at f.inJt Sl1artz used p.tesc. re is · · ~o .::Jbtain an II? 
but that. static IP addres.s were ut.<?d later. (b)(6).(b (7 confirmed th.:~t 

,...,...,,.,.,._,~~~~~ll.th quest. registratJ.on has full !lCCO;!SS 1r. an out of tho: network. 
stated that [-t!T boJ:der reuters do bloc~ the fhcros•)ft ~:-ort s . 

~::;;:;:::;:;:::;:;::::;~ 

.'Jtat6d all three r'!tgistrations s· .. ·art;z. u.eed· ~;ere ·.-ariation -of g-host 
'"-+~,~L~~~C"o!llput~.r n;une either being gho.st-11\<icbook or 9host-.lapt.Jp and the 

name used for guest reqistrat.l.on bi!i!ing either Gene, G<~ry or Grace. 

u~)(G),(b)(]) l_.,tated that based on the logs he l'P.Viewed that Sw~rtz 11\U!It 11iWe 
spocfvd his ~..AC address at l~:~ast once, The MAC "<:!dress 1.:~ed in .Je:nuary 
(oo.tc.E'5aG.c756) had &n ir.vaHd ')rq.:~nizal;iona.lJ.y Unique .rdMtifi~,;r. :oUI). 

1(lJ)(o).(b){7) I 
IcC) I utat.Gd Lhat ~he etMils ::;~o,•art~ '.I:Jed for gul!st ruq:..gtcaticn used ~. 

service called mai U.nllt()C. Mailinator l.$ <~ set"vice that qi'-'es apoof~d atndls 
the appearance of leg.abnate ~tna.Us. 
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JSTOR 
jstor.org 
MIT 
mit.edu 
seer 
me@aaronsw.com 
scraper 
crawler 
18.5S 
macbook 
macaddress 
mao address 
spoof 
uploading 
downloading 
archive 
library 
block 
downloads 
public 
journal 
ghost 
host 
gary 
lCf8CO 
sene 
hack 
network 
SSH 
shell 
seoure 
cherrypy 
basement 
closet 
westem digital 
terabyte 
Sam sung 
Linerva 
18.181 
dr-wily 
copyright 
librar 
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Nokia cell phone with power cord 
T-Mobile HTC Gl cell phone wltb power eord 
Twelve (12} magnetic media tap~ in a FedEx box 
Metalllt Blue iPocl 
White iPod with white carzying cue 
White iPod with Serial Number 8A63J08S6UX8A 
WhittiTalk 
Bl~k. 16GB thumlHlrtve 
"Office Depot" OVD-R with handwritten llbel "BibJiosraphlc data which mysteriously appeared one day 
as the sun waa shining" 
Pocket notebook with blue and white hexagon and rectangle design cover 
Pure Drive model 761 external bard drive quick start guide with CD 
Disc utility inrcmal bard drive upgrade kit 
Seagate SATA 3.5" Barracuda internal hard drive installation guide 
Scientific Atlantic modem 
Apple multi ndapter with serial number 6F939SM7ZUo 
Apple multi adapter with aerialnwnbor 6F728lNNU4S 
Bl~k notebookjoumal 
Wi~lcss-G 2.4 OHz broadband router linkS)'s with serial number CDFG I 0609626 
Mdook Install disk one and two in paper sleeve 
MacBoolc user guide in cardboard case 
Apple care s.:rvice Iotter 
Genius Bar work conflnnation 
Digi(al Medta comp~t tlasb 
Fifty-four miscellaneous compact diska 
Two hard drive enclosures 
T-Moblle sidekick 
Sony Micro V 1111lt 
Harvard Univer.dty earning statemenl 
F.ttrning statement addressed to AAron Swartz 
Master's Thesis M-876 Lind, William Edmund, Thomas ~Dona In: "A study of an Engineer 
Administrator&. his 1nf1uence of Public Roads in the US l919-19S3,. 
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Apple IM1c model A1311 with serial number WB025AXGD87 

Western Digital hard drive mode! WD1200 'With serial number WMANN1006724 



SSN-

****** DCS !n!ormstion Syat-me I ~ 1994-2011 v4.1. 6 
ti~: 09:18, 02/14/2011 IT~$na UnioQ Credit Meade~ Reporl DCSl 
•••w'"•···--------·-------1 DPPA,Ol I--·----~----------··---------

___ Name ( s) t. Add?:ess (s l --------··---··-· 
l<b )( 6), (b )(7)(C) 

I SSN SEARCH NO HIT 

Thie 1nto~Nti.on may bf:l uaer.t only !.,r ocs • c'Jstomars; or .::•Jstome.r' s client' a 
exclu.sive use, and .!!U(:h ct.uton~et·s 'CI<i cuet<Jm~r'.s client~ are J:Q4Uireti t;Q hol.<1 
th~ information in strict ~~nfidenc& ana 9hall not disclosa it to ~rd p~~tie$. 
(} 

The i'HUHI Ord.on ~red.tt tu~adex (!race and l~etrat;e) do not include any 
1nforMtlon th11t :Is pla.::Qd on ths crad.it Uleis 1ttcr Junt:~ 30, 2001. 'fh.ll 
'l'rans Union cr~t t h"'aders do includ• 1nf~rmation that e:d!!tl}ri in the 
cxodit tiles ~Jll JunEs 30, 2001. This dat:dba<Je w.Lll be updated 
per ivdicall~· !J:Onl othe.c sourr;93. 

•tott••••*•*••• .. •••••ttotrlttr41 ............... * •• * 
····~···· •• ~ ... , .............. ~·~·'•*••··~· 

......... 
'imet 09t18, 02/1,/2011 
------------------------~1 

l(b)(6),(b)(7)(C) 
Ent<u:.,d •• 

Name •.• : SWARtZ, nARON 

hddr<!3G: 

DCS Inf~tion 8yat .. a I 0 l~g•-2011 v4,1.~ 
Bqui~az C~it Kead•r I OCSI 

DPPA:Ol 1------------·w·-------------

l(b)(6),(b)(7)(C) 
Current: 

~------------------~ 

Fonner 1587 15TH ST t,PT ~ 
Addr~.s~~ SAN ~~ANrTSCO, CA~ 
Fotme.c ; 4_5.Q.. ~.$..1\CHO'-lll:ffS .1\.YE: 
Mdr~:; s : CN.ffiRlO(;E, ~~~ 021:\9 

SAFESCA~ Al~rt: SAFESCAN Compl~t~ - No W~rnings 

1 

.... ,.'4 ..... ,. ... ~ ............ ~ • .,1" .. .,.,. ............ . 

• .._ ... ,. •• ~-·-·lt,-,~l.t••••t•••··~ ......... ~ .. •• 

EntE!t·ed: 

DCS z~t~ation Syatema I ~ 1994·2011 v4.1.5 
!xperiau Credi~ Haadec I DCSI 

OPPAI 01 1-----------------------··----

2630 
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SSN· 

(b)(6),(b)(I)(C) 

ss h .. : 
Na~~~e ••. ~SWMTZ 
~- SPOUSE 

Nam& ... ; AARO~ H SN~RTZ 

current! ~~~~Mdi1!.!;.~7..!.~ ~\'£. A.IT ~ 
Address: CA~mRIDGE, HA 02139-317~ 

For:ner l l5.8~I!l ~T APT ~­
AddreS~ I SAN rRANCISCO, CA 94103•3692 

BORN ~ 

MIDDLZSEX 09/10 

SAN FRANC!SCO Q3/08 

l(b)(6).<b)(7)(C) 
l!'orme~ : 03/07 

Address :.~~~~~=====================------, 
rome~: J(b)(6).(b)(?)(C) I 04/0'1 

Acldreasi . 
Fort!~a.t j::;:(b~)(~6::=).(;:::b)~(7;:::X:;:C::=) =============;-' 04/06 

Adcl:cess f 
1 L-------------------------------------------------------~ 

Pag.s 2 of2 

1986 PHONEh : 

PJIONEie: 

263 1 
https://search.dcsint()sys.corniDCSinquiryResults.asp?1nqulryCode:::SSN&CASENUMe:& .•. 2/14(20 II 



U.S. SECP.ET !!Eil.VICE tNVt:S:IGA'l'IV:: REPORT 

FRt.1t1: 
'TO: 
lt'lFO: 

!:tUI3JEC'l': 

BOSTON E'IELO 0f~'ICE 
<"'RIMINAL INVESTIGP.'l'IV£ OlVISIQN 
1NVESTIG.'~TIVE: !JUP.PORl' DIVISION 

OFEliWG Rf:POR'f 

AARON SWARTZ 

fiLE : 1C2~71'i-60071-·S 

X-RI:F: N/A 
~E!ZUxE:*: N/A 

CASE TITLE: 
<:Mt rnr.: 
SECQ!-<DAR'f T'fPES; 
r;ONTROLLING Off'ICF.! 
RI::POI\1' MADE BY : 

775.51.0 - rJN.~UTHOP.nW ACCESS UI-IIVERSTTir;S 
848.191, 848,304, !348.930 

OAT£ ~\SE OPENED: 
!?REVIOOS R£l?OR't~ 
REP()RTING PERIOD: 
DTATiiB: 

~YNOE'SIS; 

BOSTON ~·;a~J.Q OFftCt'f 
SA J(b)(6),(b)( 7)(C) 
Oli07/ll 
N/A 
01/04/11 - 01/21/11 
CONTINUED 

On Ol/tJ4/ll, MIT contac~ed the New EnrJland £lectronic Ct· ime Tasl<. Fore>! to re<pest 
.:tssistaoce investi9l\ting a cGIUputer that w~s found co:1nactec! to tha t-HT r.etwock in a 
l"cked clo9et ~ithout <su.thori.zat ion. ?urther inv~st:iqat:i.:ln s!lcwed that /l.arc..n SwJ.I. t:: 
.l.nlcud~d into the MJT natwc.t.k wit.hout .iUthorization by brea~L1'} into the lacked 
clo~et conte.ininq nt~tr;wol·kinq ~omponents for tHT networks, con~1ec;ti.t1g a computer to 
the HIT network. and downlctldi!l:J documents fo~:om .JSTOR. Aa.ron Sw.H·tz I.Yas arrest.£Od by 
!HT Pol i<;·e .<~nd agents ot theo NP.W £nq.!and E1ectronic ~rimes Task force for breaking 
~nd ~nteclng. An investig.'lt ion .,t· SW<!l.t't z un4utl'l.:>ri T.Od '.ntru!ion into the MIT network 
<~n:J the thctt ()f doCUlllonts fco:n .:"STO~ .~s ce>ntinui:'lg in tl'~ B<:.~tor. di~tt;tcl:, 

C'<Hie ce-nt l:n11ed i.n ~st. on. 

OETAILS or INVESTIGATION: 
r::(b~)(~6)"":1,(b~)(::-::-7):-::(C:::-)---. 

On 01/04/11, Uett~cti-.•e cf the Cambridge _l>clice ;)epartllitl:\t'. cln<l a memb•'::-
cof the N~w Enc4tand Electronic Crimes Task Fo:~:c:e, rece.ived a call froml (b)(6).(b)(7\(CH 

Ub)£6\ lb){ZlCC) !MIT. EOUI Qf th~ l'tassachusett~ Tnstit•1te d 't'<-!chriolo<JY Police 
0(.'\p~rtmtmt, inft•::rnint} hi:n that an una'.lth.orited co111pute.r had been found in a wire 
cloaet on IHT grounds and Network Trafhc suqqes:;ed that the corr.puter wAS be:~.nq •wed 
to download expen:~h·e technical jo",Jrnala without autho.1.·i::ati.on. Tbe r:omputEn was 
found in a. wit~ clo,et "f the bas~ent "! Building 1,6, the Dorrance Building (77 
MU3>lchusatts Allenu<:~, Ca111brid9e, ~A} whl.ch hoU!i~S thrt HI~ lH.ologic.tl :':::::tgir.$u.ir:9 
Departn\lmt. 

. i<b)(6).(b)(7)(C} I (b)(6).<b> 
M.l.;o en 01!04/tl, SA 013te<;t.i.•!e (7)(C} <.1ndro~·.:.:)u..:~....,.~L----"":'t:'l7'lrM~rmom 
the 9oston P.ol.ice Pepart:n~nt., ttav~l"r.M:':*i~~ 

l(b)(6).(b)(7)(C) fnit. cc , ' t ,. T P ,.... b . b the bat:e:nent of bui ld~r.(f 
1 u. •;rir.u.r.a list {b)(6).(b)(7)(C) and (b)(6),(b)(7)(C) p.,lic~ pr~cesa~d th~ 
:>cen., fojr print.!!. to lhe swi•-<"h i.n the v.•ira .-:loa~t in 
1:.he b.!IS&!li~Jflt of building 16 was .'!.!l Acer Aapb~e Cot!! •A~::.th a ;;;.rial r.umbar 
LlJ3A."<OPOClOO::.lOOS1601. Hetwork traff.i.:: .indicated that the tletbc.;:,k W:!IS uf!itlQ h10 J.P 
addr~t3st:s lcb)(6Ub)<T!(C) !andl!b)(6).(b)(7)(C) I >-lhich axe both 1 P . .J.Jdressan bel<,nging to loUT. 
Use of 1\1-lep sho•..,ed t:hat 1:he r.etbook had port 22 and !liJ~2 t·pen. :?ort 22 i!l tho 
rJ,,fault p•)r:t. foe SSH (Secure .:>hell n~t·,.c•lr protocol) !lfld port 8092 is •)(ten 
aa~•oci-at.ed ·~.i.>.h TC'P (Trcansm:..s$ion C.:>nb.~.-1 Prutoco.l) trafi.1.c. A !lllrvtlillaJ.r.e 'amc:ca 
was pl.are-d in thf! '"~:Ire <:lOl)l'lt t:o recl')rd ~nyon., z:eturn.1.n9 for o::t1a r.etb<:>ok. 

Continuing '=ln 01/04(11, at approxirrately 1526 1 th13 su.rve1l.lance cam~r.~ r~c.,rded a 
whitt~ male la'~ar identifled a!l Aar~~n s·.;art.:t (Dca ll/0~/136l .;;n~er the wiu clc·sP.t. 
Based GO the :suc-veiU.ance vid~o •. 1wartz <~PP«'~ared to .replace the external hn-'d ddva 
with a OP.W one and tak~ thll old hard dri•1e with h.im. 
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further on 01/04 Ill, ll!.ou=.l:..--1 was 3.ble to prcl!ide 
t.il'\eline: 

vn 09/26/10 a r~c~lved an 
email from b) 6 b 7) c t.-.~r.ag\!r stating that dt oaoo 
e~cessi7e cto1~nloading of journals h~d been detected fram MIT ~nd tha~ oll of 
MIT acces$ to JSTOR would be blocked. JSTOR convert . .! print9d sct\c•larly 
jo~~nals into el~ctronic form and stores them in ~ c~n~ral a~chlv& that can h~ 
accco~ed by lilu:at'ia6 and .institutions such as mT . 

On 09/27/10, the HIT Network and '!:nfr:c:n.'ltion 3ccurity 1'eam z.ec&ived an email 
fromljb)(6),(b)(7)(C) lschoh dy Pu:Oli 'ib.i.jN an~;t 
Liceni.llnq, req.':lrdtng e>tcessi..va dcwr.lci1d.ing !rem two lP addroesso.sl(b)(6).(b)(7)(C) 
and 18. 55, 6.215. JS'l'OR rast.ored MIT access but blocked dt:•:esu to the 
ident i fled IP !lddre.~se:L b 6 7)(C) ·lll.i.t. ~du) , l<b)(S),(bH 

(b) 6 .(b)(7 (C .r . .:t 'f9 , ·:l itsco;rt>rcd :tctworlc reqhtrstiol'l for 
dl'Y ost' wttl\ ,lmil l .'lddross ghostjmail ina tor. com, a HA.C <1.ddress of 

00235.l735ffb and ..:cmpu~ar r.ame "ghoat.-mac::.colc" reqlstcrcd or. ::h~ netwoti< on 
()9/24 ilO. l(b)(6),(b)(7J disabhd the Mrr.putar registration. 

,..;:.;.;..:.;.;.;:;+.~.J.;_.;..;_,;...;,;,__:.,;.....;,..---.I!rom JS·!'O!tl(b)(6),(b)(7)(C)jstaff emailed l(b)(6),(b)(7)1C) I the 

l!;:;.~:.:.l.;~~~,.----:-~~---..1 to inform !lar tl'lot I':IT' s accaas ::o JSTCR had been 
e;(CPil'si ve down toadir.o;. 

s~c:u.rity T<;!am r.eceiv<ld an atnail . 
• :S'i'OR informed hl'lr. that exc~s~.i:.re d<:J.,mJ.Qudil'l~! c4:r:e 

,._,..,.,..,.:..;,.r...,~.,.,;,;--;, 

On i0/13/lO,I(b)(6),(b)(jtrac~d the se~;Jnd occutnm<·e of ex~F.Ias1ve unau:.:hortted 
downloading to a ooro.puter regi~:et·ect on th9 nat~o.cl<. a::~ "Gl.·o:;e Ho~t '' tlith ¢.n 
em.~il of qhost42Elmailina,:or.c<1m s io!AC .;~ddr~:J~ of OnH22cb074 ilnd computer 
name of " host-la t·~ " b (6. b di3abl~cl the h<:lst r~qi.s:rat.1ons identified as 
l:.t.><JU'l. (b 6. b (7 C Network Slilcurit.y a~d Support He:vices for 
~nT, nollhr~· lcb~6Ub)(7)(Cl I :11T Opcrati.vn;, ~nd 
1n!!ra!Jttucture·, i nfo.rrr.at io.n indica to r.hat the same unknown p~rson appears 
to be usinq M'!'.l' quest t:Fogistration from a •.dred con;.P.ct.i0n in l-ui ldin.; l 6 . 

On ll/29/10, the ~lT Netwo.rk ':lt1U Information Sec\lrity Te~m w~s notif:.ed by the 
t·HT branch c;.f tbe Institute of !Uectr1cal a..'1d Elactronic Enqin.eers rhat j;JUtna.:. 
t:~pict~nr.g ha'l occurred on !:hel.r Slte and 1t wa•a t:racked to thi:! Stuuant 
Inforll\~t1on Proce.:~sfng Bo:~rd l<VM clu'lter, a 9:coup of co111put-:r!J that artt ghdred 
and that anyone in the MIT c.,mmunity can U;';e r:o h~st. >) Virtual l~ac:hi.ne. 

On 01/03/ll, (b)(S),(b) .f,:,.::wllr.d.~d froml(b)(6),(b) l 
informing h.1.m that th.1t the excest~ive down1oatl.!.r.g ot jo•.u:ntllG had be9un <~gain. 

~~~H~·<E) I also prcv.i·7led ,.; · h il ccp~ of t.istorh:al network tlow data 
<;or.cern.inc; tP addressc~ b 6 b' 7 C andl(b)(6:(b)(7)(C) jf.r0m 12!14ilO t: o Ol/04/J.l and 
i::.HC'P lc~ information fer co~nput(!rS .ceglstere-:t as ghost-macbook and ghost-laptop. 
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On 01/0':1/U, at i.ippr':!~imatel y 1:2 32, •tide.o .;urv•n llance showed tho i ndi vidual la tar 
identif1.ed au S'.l!!rtz .retl:rn to tha ~'it'll cln:>et and rr:mO\'e the net~:)ok ar:d ~xternal 

~~..,._,~~~.lo.:.O.l~mate.ly l4HJ(b)(6),(b)(7)(C) I of the tUT Poli<.:o Department 
a=:.:..;;.:~~~~-__,of the MIT t'('.lice Our,ar\::nnnt and stated t:Jat he had locdted 

the suspect letec identifitld. tts Swart'! rid.i.r.q his bicycle 'Jn Mas~cha!'lett:s Avenud 
near ttle. interM;;tion 1~ith L~9 Street in Cambrldtra,. Hnaachu.!!ett~. l!b)(6).(b)(7)(C) 
and SAl(b!(6\,(b) I tespoJvJed to Le\3 Street to as:~i!:lt J(b)(6),(b)(7)(C) l 
-.\tt~ptoJd to i.nt•lrvi.•N ?!;t?r"• 1y>t"l;lut, swaL·tz ·JumpErd o!r o.! hie bicycle .:~nd ran 
down Lea Street .. <b)(6).(b)(7)(C) ! end s>.l(b)(6),(b)( J detalMd ttl~ :'11.\(lpect. All inv~nlory 
of the uackpack thu suspect \~.as wearing G.:Jntajned ct US pas~port in the rall\e ">f #l.l'lron 
Sw11r.tz that: was !atel· identi:ied as the 1mspect. Swa.rtz '>fas transported by Cambridge 
Po l.i ce to ·::~ll'..b.ri.dge Police headquartsrs t<J be booked !or 3reakir.g .wd gnteri.nq. 

Also on Cl/06/ll, jc§~~).(b) lche<:lo:9d tb:;~ OHCI? lvqs f•.>r C".omp•1te1· r;,gir-tr.'!l.tions with 
con~aining th~ wocd g~:os~. Gh<:-st-l.aptop was ld6nt~fios:d as Jtil.L. bF>inq a.:.t!.ve on tr;h:-.:,13~~ 
MLT netwrJrk us.i.!V~ the game M1~C address as ust'd oo 01/04/ll to ~o·.~nload joun~als. j(b)(6),!1 

J£b)(6llb\CZ)(C\ rrnl.t.ed.c.) 110 MrT Network Engineer, c.raced gt.,>st-
J.aptop on thil netwo:: )l. tc build inS! W~O on t:h~ 5•h Ucor. Ml'l' Eluildin;; N20 is the 
Stratton Studer.t Centes:: -hb)(6),(b)!iXC) !anctl(b)(6).(blltuvo;l led to •M Htra':i:O!l 
Stuct~nt (.'.fmter and d•:tenll.n~.;t that tlte network drop locatior. qllost-laptop ce>nnect<:!d 
t;;) was the Stut:1Mt rr.form.ltion P.t·ooe~~inq Soard 0fiice, r.oYI'tl S'l1.l!b)!6Mb!!_7) lcontactf;lct 

l<b){6).(b}(7)(C) I ~o .i.ntocm him c:hat. t.he had traced the 11etbook \.o i.l .oom ~ll th('l 
!lt:•~·.lont ·~r,t.•:r. S~(b)(6).(b)(7Jcn~;: (b)(6),(b)( tlfi(:d(b)(6),(b)<la.t t!-,e ;;tudf:.nt c~nter and .fo..1lld 
tht! A<:~r A!.lpi.re netbook and Rxce~:-nal hilrd ..:triva uniitl:.ended, undt~r a t able, pow~red on 
-'lr.d connected to t:ne Mt'l' n~t.wnr:k by a cable. !J~inq glove:s SA jlb)CS),(b)( lexamir1e--.i tile 
n&tbook. The- nctbook 8ppear<!d to be t.'rczP.n half·.-~ay in the shut:•:lc"m statP. and <~11 
attempt3 t" acc:cs<J 3 terminal o:~ tr.a !!lachine wer'.! unsuccessfuL It "Nas dr:term.f.n"'ti .it 
~ould not be possibl0 to conduct live fonmoics oz capt._;J.·a a snapshot of the rrarnory 
ot. thfl ccmpule.r in :\ ts <:un:ant state. The laptop ..,as placed in oan evldenca ba::; a:od 
l:IJrnad 0'7!ilt' to ~!IT ?ol.i.ce to be lnver.t:oriP.d into e·rider.ce. 

Also on 01/06/11, sp.l~~~~~~.(b) I ar,d l<b){6),(b)(7)(C) 
Hoadquarten.1 to i.nt.~Jorvlew Sl.,artz, .'l.t C;~~r.bddga HeM.lquarters S~ .b 6 .'b G 
Cormiu l!b)(6).(b)(7)(C) lb)(6Ub)(7)( I<Jf•Od.:t>J:fllier. com). •;;'(>t:lllie.t f.nfor;.;e(f SA th&.t 
he .rapces(!nt·!d ::~ •. :.rtz ll:'ld t.!'I,J:: :O.!s cl.tent ~mulo not mai:f! a ~~tat..uuent. $w.;n:tz wa!.'l not 
c<>operative :iith inv.:<st:igatora, sw.u:tz initi?tlly retu.'!ect t<l pro•.:ide his name, ,;ate 
~f hirtb and .:~the.r bicgraphic.l t .o.nfcrmation. 

~~~=:-~--, 

l<b><6>.<b> I . . <b><e>.<bl<7><C) . , . 
On Ol/10/11, SJI.,7"¢' A!J.SA :le:y·"'ann ana f .~om ,]';J'lCR conduct~d .a 
conferanc~ call t.:l r.Jiscu:os Ute theft of mr1.ter al L'C:rl JSTOR. 

and AUSA .Hoiyt'l\ul\!1 
'----:---:--:-:-'17::'r.';;~~;t";.::;;---r-c-· c':"''u-·r""'ts 4'1! f~~ r MI'l' . 't.h<~ 

inte:::., ie\i to bl) me<.i~ li 

f<.>J.der. 

J;JOICI1\L ACTION: 

On 01/06/ll, A4rt>r. S"'art.z WRll aJ.r~steti by H!T Police Gopa•'hllfnt f':>r: vlol.lt.ior: ~·! 
t1.l.:.s.:~chu~etts Ganeral Law char:rar 266 ~o!tct:i<.'l" 18, ~x~'>aking .!lnd I::ntetinq .tn the 
da •,r!:ime fnr .tt•lnny. 

0n 
<J f JUron Swar c ~. 
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On Ot/01/ll, i\a!OO Swartl. was arraigned in Camb.ridqe District court for violation o.f 
~GL C266 Sl8, breaking and entering and hia case wa.s assi9ned docket nwnb&r 
ll52CRC013. 

SUSP£CTS / DEFENOKNTS: 

AARON H SWARTZ -
AE<A: 
RACe: 
SEX: 
DOB: 
3SN: 
fBI: 
STD: 
liT: 
W'l: 
EYES: 
HAIR 
1599t 
1599.1\.: 
PHOTO: 
t'RINTS ~ 
POB: 
UL/STAT&t 
AUORESS: 
£MAIL: 

DEFENDENT - AR~ESTED 
N/A 
White 
Male 
11/013/19136 

6753041<00 
MJ\10556559 
!)'- 06" 
120 lbs. 
Brown 
Bt·own 
trending 
Pending 
Yes 
Yes 
ChicaQ0 1 IT, 

D~TABAS~ CHECKS: Ol/07/11 

EXAMS CONOUC'l"EO: 

ECSAP: Pendinq 
Poly: N/A 
FSD: N/A 

DATABASE srARCH£3 CONDUCTED: 

W:I I CI: 
NCIC/NLE'!'S: 
CCS/Ci'T: 
LOCAL LE: 

Ol/01/11 
()l/07/ll 
Oli01/ll 
01/07/ll 

(STATE) 

Results of d&tabasa searches have bseu repo.cted under ''DetaUs of In·1estigation" . 

EVTOENCE I CONTRABAND I PERSONAL PROPE~TY: 

All evidence in thit ca&e \a ~ur~ently at MtT Police Headquarters. 

DISPOSITION• 

Case continued pending further investiqation and judicial acticn. 

Llt
6_1<_"J-{t>_x_?J_tc_J ____ ~j; Ricciardi 
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U.S. SECRET !JEl\vtC£ INVES'r:GAT!VE REPCRT 

FP..UM: 
'f(); 

T.NFO: 

BOS'fGN n E;LD OF'F:CE 
CR!MlNJl.l, HJVES'l'JGATIV£ o:V!S~JN 
SJ\N FRANCISCO fiELD OFFlCE: 
UNES'l'!GA1'!VE SOP?::lR':' .JIVIS!ON 

r:LE: 
X-REf: 

i n-775 -60CP1-S 
~1/}\ 

.3£XZUREI: N/i\ 

SUBJECT: E~~OUI::$T fOR lN'IES': IG.n.TION o·rHER DI$'l'!UC1' 

CAS£ 'J'!t(,E 1 

CASE 1'~PJ::; 

SECONDAR'f TY.FE.S: 

ACtUAL LOSS 1 $ ·reo 

AARON SNARTZ 
i75.51J 

POTENTIAL LOSS; ~ 2,COO.u03.GG 

CONTROLLING 0FF!CZ: 
848.191' tl4d. 104, 8119.930 
~l)$'J'\}N FH:J.D CJr'FIP; 

<b)<6l.(b)(7)(c>l REPOR!' MADE SY: 
DATE CAS~ OPENED: 
PRgVIOOS REPORT: 
Rer'OP.'l' rNG PERIOD: 
S1'ATtiSt 

:iYNOPSI:>: 

~iJvl/ll 
OPEUIHG P£PORT 01/21/11 
01/22/ll - 03/02/ll 
COI':TtNOE:D 

Aaro;. 51-:artz 1:-ruke iut(.) " ;'let,~ork cloa~t i.!l MfT, ~tt .• '\ChPd a tapl:<::p to tht! MIT r.'!!tw·~rk 
and illeqall y dOI•-nlo:..~e<t a L:~r<;~ n~!f.ber ('! .:toc~.:m~nts from JSTO?.. Ageuls ar.d 
Detect ivas of ~he New e:nqland ~lectlor:ic Task Fo.cc•~ e:.c.;.c~Jt.ud a s~a.cch w;, rr.ant. on 
Swart~'• resid~nce a~d otfJae. 

The San F'ranciac;Q Field Offlce ia ~uql\.,:;t . ..rJ t.o inhn:view t;.;., icno.,n <'\g'!loclate! ¢f 
Swartz to ::ietermjne thei.r kn:;>wledge ot his act.iv.itiea. 

Gas"' c--ontinued in ~:.st:on. 

D£T1\!LS or INVES'!'ICA':'ION: 

the meet recant of Hhich J.:l 

On f)l ?.S/11, SA 
I b )(6),(b (7) t h a f rem l:t.'-h':::e-::::C:;f-;:f7.t':'c':'e""':'o~f-;:;-G,':'"'r.':'.e:-~=~a=-l;-'-:C~o::u-:-:n::~::e:;l:--:.,:-:-. ~. ,:-::;:::·r~:T.i~~~~ii;f.::...=.:.;:;.=-................. .......,.. 
b 6 , b C J:lubli<: Syst.:'i.lws !or JSTO~, (b)(6),( )(7)(C 

and AUSA St~ptoan Heymann h~ld a COIH'erenc~ -::all :::>ofirmed 
.licensin~ 1.1\jt:eements tilth publi~ners t:o tr.ake jot:rnals ,)r,cl art.i~l~$ a.va.i.L!.b.lt~ on the 
JA·.roR •1eb s.it:e and tha':: so:ne o>' thor;e tic:l'!ns.inq agreements include ,,.~~~~r.ue :~harir.g 

~rJ.th publishe.r9 1n w C": 11 publ:.sl)en ·.~U.l ·1et a shara o.C t:1e fee$ ,'JS'l'OR co\lec.ts 
from inst.i.tut:icns . (b)(6),(b)( stated tht~t S(~m'! of th101 publish-us allow fot· a dl1:ecr; i-::e 
t.o ctownload iln tnrh.•.ridual art1c.le but soulo:) put>lishers do not 'tfan.t indiv::.dual articles 
do"lnload&\.1.j{b)(6).(1}){ IGGti:n~tP.d th~t l;he ;ralue of thtJ dvcumertt~ Swa.t·L<. clc.~n:l·?aded must 
bo in excess of !.1'2 mlllio:l. b 6. b stated that hP. beli.eve-d :he avf'.rnqe cost id 
«rtides were ·/14 .00. (b)(6),(b) stat(td t!'lat: thfl fin•t indicnti•>n cf an intt·usion ~~u.s a 
deqradac h:·tl of ~e,·vl cP. C:or: all ~:ust?mers. @Xo).( I stato;.<1 tt.e.t the $C:ttwue on the 
JS'l'O.R ~1ite relies on co.;kies to tr;;clt \"ers ~nd that Swad:z rr.u9t h.a·N fotr:.d a ,.,a,y to 
do:•ltsta the ,1 coolues f.!'t:'m l1!.s ay.;;t~m prtor t(') .-akir.g a new r~·west tv downlvad a 
docum~nt. (b)(6). :~tatP.fi multl.ple dcwr:.load r.:e::;u"st~ •).:-.;:~.:uad :..imultan,.oua1y and th::~t 
nt tirnes hunc t'~'<( o o.t d•)!4r;load J:.,ques::s "·er<;t oc~urrinQ £>..")ncu.c~ently. l(b)(6),(b/lccnti.nr.•:-J 
th:lt th"l JSTOR tcn:ns and conditic:-ns clearly :orohll>itE:d tbe hrd 0f d•Jwnl..,dd1lv3 Swdrtz 
PnS doing. 
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t<)Qk th'! evidence i. tems d.itact.i.y to t:al!lbcidge Polir;e .H<:i':ldqu,u:t.er s. The evlden::e 
items were; :::.oqqed into Cambridqe Police ev.i.de!'\ce and taken to the Cambridge Polir.:-3 
Identification Onit. The I;;!entification lJnit began processing the itf!m' for tir.ge\' 
prints. '!'he r.;.sult!l o! tho aMly'9:!.s :i.s still ;>•~ndl.nq. 

l(b)(6).(b) I (b)(6).(b)(7)(C) (b)(6),(b)(7)(C) 
On 02/Vll, SP. cn<C\ Detecti?~ of ch~ Cambrldqe Police, L-------' 
~rom the t·1a3~uchun~lts Jr::1b.tute v· · 'c::'n'' l)qy and AUS/1. St.ephen liaymarm t.a:.d ~ b)(G) 
conference call. l<b)(6),(b)(lexplaiMd that he •1ae driving to worlc: on 01/04/ll when ( .' 

Hb)(6),(b)(7)(lcc.llad him .:.nd to ) found a laptop conOP. •t;f!d t:: a switch. b 6 b 
e~p.lained that previo~;sl] (b (6 ,(b)(7)(C) had sent an email to b (6 b oescd.bin9 the 
.switch hP. h"d traced th!! e.xce~s ve downloading !.com JSTOR. (b)(6),(b) cxp.:.ained that 
after ( )(6),(b) found the laptc.p connected t~ t:&e Slfitcn he :;.-,1[ .oc a pad.et capture on 
the ~&r.e llW en. (b)( , b ( also explain4!d t n•t ttl~ ~.,itch tl'l ... laptop was connected to 
w~s an Qntry switc an that normally cnl y edge switches .~hould be plugged into "he 
entry switch. l\b)(6),(b)( I dso explained that when ICb)(6),(b)(7)(C) I arrived he .,;se:d Ht-'.Ai? to 
discover th3t poJ:t 22 and 6C92 wen op<.Jn on the laptop that \Jas :jl.sc .. weroell. !(bh6lt(b)(7H 
said th<~t reviewed the packt!!t .:aptu•·!! ~.art · \isc:ouered 14 differant 1? addresses 
aendinq SSH trdtic to the laptop. [<b)(6).(b)f!.1d btil icve t:hJlt some of th~ !P ddj!'use! 
WI! I c ~SI! bCJ.ckground n~ise ho1Je11er he did net a that l<b)(B).(b)(7)(C) J.::uuld be t racad to 
the .l imHva. sc:cvel: at HIT. The l.inerva server is a l..inuK dial up server nm by the 
St11dent Infor.mat ion Proces~ing f\<:~ard at MIT. j{b)(6).(b) I statad thdt ht': was atL-1 working 
on an<1lyz.1.n9 the packet -:;aptur~ 

(b)(6),(b) 
told SA tha~ he notlc~d that on 01106/11 th~ l~ptop 

~-:-:-~-=~~,... registered on the t·l!'r n~t\10rk fro1n b1.tild.!.11~ 4 .:-f MIT. 
tirr.e the~ J.:mt:o. corr~";;t:ni-::IJto'ld -..ritl:l .:P addt"P.l!!les 

..:....:..;-::~~~~-:"':~-:-:-:-:-=-r~":"':':'~:-::-:--;~anct (b)(6),(b}(7)(C stat~d that tiwse TP 
which i~ a wtb servi~e 

Also on 02/07/11, (bJ(S),(b)( )(C) SP&"lt ~n "'mail to • <1:H1 tr; n•v.i.se IH•r e::.tintdte 
of how many docur11ent." ~Jere ot~r.loaded by S~art1 .. (b)(6),(b)( 'tated that Swart:: 

~~~~ 
dvwnlo'aded o•1er 2.8 •n' I' ;r • ·"' ts .i.n NoiTemher: a:1d December e;f 2010. (b)(6),(b)( aJ.so 
forwarded ~;~mails from (b)(6),(b)(7)(C) stat.inq tl''l<\t the i.dtial 11Mlysi3 of " e .\let. vlty 
lndlr:ated th.!t the llo·..:nloads ~tete Jcn~ syste:natici!lly ,_,•·i. ge ,:. '.:Jl 1.ncreases .ln 
.?.te.ble lJRL!. The s3m<:~ email included a statament: rt·o:n (b)(6),(b)(7)(C) of JSTOR that 
r;he dowr,J.oadinq did no;: appear to l.oa t:argetad. towards tf=s~a:;::h arth:::.'!s or any 
partJ<:IlVlr tit!&..,, .::ol::.eGtiona, m: d::~.scipl.ines. t-•or the 2.ll Milli<>l'l .'J.,wn.:.c-ad! irr 
Nov.,mbtar. and DP.cembe:r, til~ b:rl?-lF.:iC'wn was 1, 3135,569 .research ·lrticlc:e, ;).31l,•.)lj1 
n~view~1, o2, 127 r:ew.s -.:~rt.lr.:les and ~, 472 editorials-

AT!~Ait" j(b)(6),(b)(7)(C) I s~r:':"(b~i(S~).~(b-:":')(7:::":")(:-:::C~) ...,I Sl\ l(b)(6),(b)(7)(C) land 

D~t~c~iv•rib~6~~b~-~7~C~--~cxnc~J~od a ocarch warrBnt on Swatt:'~ r~si~en~e a~ 950 
t~as6dChuseto;s i\'.?enua, Apart:n~nt~ Cau1.l:lrldqe, Massachl,V)~tt:s, :.w1H·tz W!IS h~m~ at 
the tlme t.h\!' ~aarch ~1<\3 "!xEJc:.JtP.d. Whl.lo t.hl" ::Jca:::ch wa.!l conl;iuct·.:~d 5wart7. made 
st'c1tl3mec.ts ':o the effect of ••what took. you guys so lon~'' and "w:,y di·in' t yO'.l do this 
ea1~.J.Ler'?" i·he :;earch tea111 seized s"vera 1. items described in greatrtr deta.U in !:h"' 
E'•iden•:;e SP.ctloo of thi:o report. Aft.,r c.:,mpl!tti~'g th& ae.s-rch of Apartn.ent. ~th•'l 
!'lear·::h t~.1m r>!turt1~d tc ths llr.st floor to 'Jaan:h ·~hG sto~·<Jg<J lot;lo;~r allo~ated to 
3parben~ While en the first Hc-.or SA )(6),(b)( obael:'v~c;l S~art2 le~ve o:he 
buildinq, ~-:~Uc to the street nnd sprtnt away a te:: he l'ea,~hed t:be :;~treet. After 
dS,_:ertair,inq ::ha:: none o! the it&JT.! in th'> ~T.<:n:,1qe loc:<o.r l)etor:ged to St1anz the 
soa.n;h team mo•.red to 12<: Mount Auburn ~t.:-'3at. in C.:nnbridge, MassAchu:~etts where the 
Harvard Univ~.rsit:y, Edmond ,T ~af::.a Cellttlt: !or Etllics is located and Swo1rtz ~>HiS li:st~.>d 
.15 ·'- lab i~llow. The :J~Ilr.:-h t<;Dm -~b~er··!cd Swartz :=.tt the Safra Cenl:ar for ~thics. 
H~rv.11rd University Pol t-:e s('lr.:ur•HJ ~warn.' tJ offi·..: ~ to pr(!venc. Sw11ct~ from cie.o;trcvinq 
any evi:.!en<;;~ ~1hllti dl l~a:tra.ot waa cbtaif\i!ld. Aft&r. a se-· c· \-1 r ·.1nt v1e:1 •>btaincd, the 
1 aam ttearched sw~rtt.' s of fie.~ lilt th" Saf::a rent:.t~l.", SA (b)(6).(b)( seL:Etd and_ Ap~la iMac 
COJI:put~r and a W~St~rn Oi9ital l'.a.cd drive irorn Sw~rt;.z' s 0 flC'l. 
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on 02/25/11, Dt!!tect1ve (b)(S},(t:) r:eceived t"'e i'.cu Aspire netbool<:, hHd clcive ~nci.c:.sure, 
Western DiqiUl hard dr. ve contained .• n tta encloOJure: ar·d the U" •1 ciri•re frc•m 
Cambr id9e Police P:operty Techn1cianl(b)(6),(b)(7)(C) ] Detect i·:a (b)(6),(b) tcoic. the 
.:Jvidenc:e itema directly to l:h9 ECSAP Lub t;vhJence V:.ult. 

SUSPECTS I DEFENOAN!$: 

AARON H SWARTZ - SUSPECT 
1599; Yes 
1 f> 99P.: No 

l(b)(6),(b)(7)(C) ~ 
'------~=----_. ~''llb)l~)jb)(7)(C) AJ<A: _ 

RACE: White 
Sli::X: t1a Ia 
OOB: (b)(6),(b)(7)(C) 
SSN1 
t'BI: 
Sill: 
HT ~ 

W'l': 
E'lES: 
HAIR 
1599 : 
·~99}1: 
PHO'l'O: 
l'RltJTS1 
POS: 
DL/S'l'A'l'E: 
ADORE:SS: 
~.:.MAIL: 

., - 10' 
120 lbs. 
Brown 
Brown 
N~ 

No 
No 
lio 

DATABASE CHECKS: 02124!11 

l(b)(6).(b)(7)(C) I 
_· SUBJECT 
~--------~A~~A~:~ N/A 

RACE: Whit<! 
SEX: 
[l{JB: 
S3N; 
fBI: IUA 
S!D: N/A 
HT: N/1\ 
WT: N/A 
EYgs: Brown 
HAIR Br~wn 

1599: No 
15<}9A: No 
FKOTO: N¢ 
F!UNTS: NQ 
POS: 
DI~/ STATF.: 
ADDRESS: 
EMAJ:Lt 
DATABASE CHECKS: 02/~4/11 

EXfoJ~S COHDOCTEll: 

ECSAP: Onqoing 
Poly: N/A 
FSD: ~l/A 

2638 



IJA'rABASE SEARCHES CONDUCTED; 

~ICl ) Cl; 
~CIC/NLE'fS: 
CCS/CFT: 
LOCAL LE: 

Ol/0//11 
01/0"7/11 
01/0i/11 
01/07/11 

R@Sults :)f o.iatabase searches ha·1e been report~d under "Details ot Investiqatlon". 

!::VIDENCE I CON1'RABAND I PERSONAl. PROPERTY: 

EVIDENCE SSF 1 S44 $/U: 
DATE Ot" .INVF.NTORX1 
J:-NI!.NTORX z.!.ADE B'l: 
DE~CRIPTIO~ OF ITEMS : 

SeiZEO I OBtAINED ~ROM: 
!.OCA'I'10tl: 
DISPO!HTION: 

~VIDENCE ~s~· 1544 S/N: 
DATE OP' INVE~lTORY: 
!NVENTO~Y ~AOE BY: 
DESCRIPTION OF !'l'EMS: 

$EIZEO I OBTA!N~D FROM: 
l.OSATION: 
IJ.i.SPOSITIOl-:: 

£V!DENCl SSF t514 S/N: 
01\TE OF InVENTORY: 
INVtNTOJtl' tiAOE f;'i: 
OESCRI PT:::ON or !TEl-lS: 

S~IZEO / OBTF..!N€0 .li~J~: 
LOCATION: 
OI$t>OSrTION: 

~VIOENC£ ssr 154. S/N: 
OAT&: OF !NVENfi)RY: 
INVENTORY HAD£ BY: 
DESCR:PTtON OF HEMS: 

St!ZSO / OBTI\!NED FMM: 
LOCATION: 
OISP.OSlTION~ 

EVIDENCE 3SF 1544 S/N~ 

DAT! OF !NVENTOR1: 
INVENTORY MADE BY: 
DESCRIPTION OF I1'&11S: 

102 2011 •::E 31 
0/./U/11. 
SAijb)(6)Jb )(7)(C) 
Scient.i f.tc 1\tlant ic Modem SNi SM.l.565968 
Apph l~uJ t.i Adaptu SNI 6F9395H7ZIJ6 
Apllel Mult .l Adapter SNt 6E'728HlNU4S 
Black Nryt~book Journal 
Aaron Swartoz 
BGs~on rield Of!1c~ ~videnc~ Vaclt 
H~.tct p.andinq judicial action. 

l02 2011 CE J2 

Hu·vat'd University E~rning StatAtn$nt 
£arnJng Statement Addre.s.sed tc· AarQt~ SwEr.rt! 
Maste:t·' s The~is t~·ll76 t.1nt;i 
Wa;,tr:~rn Oi9ih.l Mail-in llebate f('lr.m 

Alir"n Sw~rtz 
eoaton Pi~ld Office EvidencE Vault 
H~ld pending judicial ac~ion. 

loiir.oe t_,ss-G 2. 4 GHz Bccactba,.d Routet' Lin!c:sys 
MacBook Hac 05X Install Jisc one 3nd two 
MaeB~olt Orser G•lide in Gray Caraboa.rd case 
11-pple Care Ser1li~e ~etter Dispatch Rt.i27610S 
Genius Bat· Worit Cvnf1rmel:ion 
Aaron swartz 
Bo;~ston l'iold Offi·::e Evidcmce Vault 
Htdd pending judici«l action. 

tlo~ a en ll PlllmO 
'l··Mobi 14!, HTC C2 .;;ell phone 
12 Ma9netic t-1odi a 'I' a pee 
Aar~;~n Swartz 
Boat on Field Oft 1 ce E:.ridence VAult 
Held pendi~g judicial action. 

!02 2011 C& J~ 
02/11/11 
SA kb)(6Mb)(7)(C) I 
Metall~c Blce i?~ct 
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SEIZED I OB'I'.JI.INf.D FROM: 
LOC!!.'l'ION: 
D'tSfOf ITWN: 

~VIDENCE SSF 1544 S/N~ 
OA'i'E OF TtW'E:NTORY: 
IINEiiTORY MD£ aY: 
OtSCRIPTION OF !TtHS: 

SEIZED I Oin'Al'NED lfRCt~; 

LOCM'ION: 
DISPOSITION: 

E:VIDE:i:I~E SSf 1544 S/N: 
OA~t Of INVLNTCR~; 
lNV£NTOkY MAOE 9Y~ 
DESCRIP1'ION OF ITEMS: 

SEizgo I OUTAlNED FROM: 
LOCATION: 
DT~POS!TrON: 

r;V'IDENCE SSt!' l!H4 SIN: 
DATE o; INV€NTOFY: 
INVENTORt M~DE BY: 
DESCRI P'I'lO~I OF ITEMS: 

SEIZI-.:0 I OBTAnJtO FROM: 
J,OC:i\TION: 
DISF.'OSlTlC'I{: 

EVInENCZ SSF 1544 S/N: 
D1'.'l'E OF UIVENTOk'/: 
UlVtNTOR'l ~lADE !W: 
LlESCRIPT!ON OF ITF.MS: 

SEIZED I OST~INED FR~M: 
LOCATION: 
D!SfOSI'rlON: 

E:VfDEIICE SSf 1~·44 S/H: 
DATE OF INVENTORY: 
INVENTORY l'JIOE B'l: 
DESCRIP'l'l'>N ::IF lTeMS: 

SEIZED I OSTAlN£0 fRl)t~: 

lA.)CA.TTON: 
D!SPOS!TIOH: 

l'lhi :e 1 ~l")(j 11ith ca.r:ry.i ng cas (I 
l'lhite iPor1 with 3erial numb~r &.l\6330856i..X8.l\ 
1\hite i 'l'a.l.lc 
13la,;k li)GB 'l'humb-cir i •;e 
Aaron swartz. 
Boston riel~ Of!ic& ~~idence Vault 
lldr.l pendi.ng judicial actior.. 

102 2n1 C£ 3o 

fi ·ty-.f()Ut' !r.~acellan()Ol!!l <:'·~mpar.t discs 
Two hard ch:i\•1!1 enclosures 
T-Mobllo Sidekick 
Sony Micr~ Y~ult 
Aaron Swal.'t! 
Bo$tOn field Offici! Evidence Vault 
Held pendinq judicial aaticn. 

Fift)'~fo•JC' miscellaneous compact discs 
1'wo h.lrd dri~re enclo~ure:'l 
T-Uobile Shlekick 
s~ny ~1icro Vault 
Aar·:m S"'art:t 
Boston Field Of!ic~ Sv~d.am:l'll Vault 
Held -per.d!nq jud.icial act ior., 

L o2 .::on c;E: .n 
02/11/11 
SA~b)(S),(bX7HC I 
CVLl-R w.ith haodw:ritton label 
eo~~ka': notebook 
Pur~ Driva Quick ata~t guidn 
D.isk: u~il.ity internal hard drive upgrade k:.t 
Sea~Jate Sarracuda H.:~rd O~i1.'C!I Installat!t:•l'l Guide 
Aar.cm s~u\z:t:r: 

Boston fi~ld OftiOP. Evidence V~ult 
liE!ld pendinq judicial .:wtion. 

102 2011 GE 311 

•\pple .tMaG Hodel A.l.Hl s6ri.al n•.imber WB025AXCWU7 
W~st~rn Digital ~1rd Dti~e SN HM~~N100~72~ 
A-aron SL·Iart: 7. 

Boston F3~ld Otfic~ gvidence Vault 
Held pondinq judici~l action. 

.lh::er ,\spl.r'<' On~ SN LOSJ\.XODCvH1CllOOH~H'>l 
P.ock!!>t!i ;~h tnclo~•ure w1.':h wo h.ud dl'i ve ....,mz.o.l b:!t)615 
HP USll Ori.ve mat·kE:r.l 0015!:iMKBT1 8510Z 
~a~briog~ Police 
Boston Field CfHct! Evidenc~ Vautt 
li•3ld pendinq jud:cial act.i.on. 
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• 

DISPOSitiON: 

The San Francisco Field Offic• ie r•quested to interv1•w l<b)(S).(b)(l)(C} l:~nd (b)(a),(b) 

l?b}{6l.!bY7')(¢Hto determine if Swath di!Jcu•eeci JSTOR or MIT with. th•un .:md i! thay had any 
knowledge o! Swartz's downloading of documents from JSTOa. 

Case contlnu•a pending further invest!~ation and judicial action . 
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·f.:.-:lo~~~~....._.~tivity on Massachusetts Institute of Techno1ogy network) .txt 
~~~:.;..;.;=~(BOS) 

,..,..,..,~~~""""""'.ul.ll\(~rg~;ui)Y~1btW<~>pM I <cio) : l!~.<a).(b)(ll lccm>; 
U!!..I.I.:~~,..P.: .::::.t...,;::v;;~~~--, wFo); l<bl<6).(b)<7XC> lccHI) Jb><6).(b)(7)<C> I 

(REN) 
Subject: unauthorized activity on Massachusetts Institute of rechnology 
network 
Attachments: DSC01776.~PG; DSC01786.JPG; OSC01784.JPG 

FYI 

unauthorized activity on Massachusetts Institute of Technolo9y network 
on 01/04/11 Detective Joseph Murphy of the cambridgE POlice Department and a member 

~
0~wt~~~land .ltlectronit ·crimes Task Force received a call from the l(b)(G).(b)(l)(C) I 

j{b)(lr:\b)(!){C) J.tiT. EDU) of 
assac usetts Institute of Technology Police that an unauthorized computer had been 

found in a wire · 
closet on MIT grounds and Network Traffic suggested that the ~omputer was bei"g used 
to download 
tec~nical journals. The computer was found in a wire closet of in the basement of 
Building 16 the 
Dorrance ou 1 1 7 Massachusetts Avenue) which has MIT Biol~cal Engineering 

(b C mit • edu) • an lrbaol tt>llln•;;) 
t>llu {b)( I or MIT state 1..-.-------.-------' 
· 01/03/11 the library had notified him that someone was d~nloading large 
numbers of 
journals from the library without authorization. Large amounts of unauthorized 
aown1oading was first 
noticed by the library on 09/29/10 and on lt/2~/10 ~here was another incfd~~t of 
excessive 
dowl)lC?ading. From 01/03/11 to Ol/04/lll(b)(a),(b)(l)(C) I was able to trace the 
act1V1ty to a particular 
switch in the wire closet. \'lhenl<bl(6).(b)(7)(C) jnit.edu) when to 
examine the · · 
wire closet he found the unauthorized computer connected to the switc~. An external 
hard drive was 
con"ected to the netbook. The netbook was an Acer Aspire one with a serial number 

~~~~~~100El601. The ne"tbook ma'tch~s the description of an Acer netbook 
(b)(6).(b)(7)(C) 
L-.r----.-~-'~r~~e~ported as stolen to MIT POlice on 12/31/10. The netbook appeared to 

e us og 
address (b)( ,(b)(7)(C) andj(b)(S),(b)(J)tC) I whidl are IP address belonging to !loUT. use of 
NMap show 
that the netbook had por·t 22 and 8092 open . Port 22 is the default port for SSH 
(secure shell networlc 
protocol) and Qort 8092 that is often associated w1th TCP (Transmission control 
Protocol) traffic. 
cambridge Police pr·ocessed the scene for prints. Stickers on the outside of the 
netbook showed that 
it \'las ori gina 11 y 1 oaded with \oJi ndows 7 starter edition but an elCami nation of the 
screen indicated that 
the current operating system was Ubuntu, a type of Linux. The log;n screen showed a 
comP.uter name 
of 'ghost-laptop" with the user "G~e Host" logged in. The login screen had a 
password. All efforts to 
b~pass the login screen were futile. (b (a),{b}(l)(C) started a w"i reshark packet capture 
of t ra ffi c on the l(b)(6) (b)(7)(C) 1 
switch aro 1/04/11 and the packet capture is continuing. · 
provi dcd <; (b 6 ,(b 7) C 
with a cop o ow raffic on the network. The flaw traffic 1s currently being 

Page 1 

2642 



o15ooc47 (unauthol'ized activity on Massachusetts Institute of Technology network) .txt 
uploaded to the CERT 
dr·opbox . MIT decided to leave the netbook running in place with the hopes of 
capturing more 
network traffic to show if a suspect was contro)ling the netbook through a SSH 
channel and if the 
network traffic can show where the suspect is controlling the netbook from. MIT 
placed a camera in 
the wire closet to observe if the suspect returns for the netbook. MIT also 
established an alarm to 
notify MIT if the netbook is removed from the network. The technical journals being 
downloaded 
have a monetary value. All MIT students have access to view the journals but are 
limited as to how 
much they can download and anyone outside of MIT including students after they 
graduate have to 
~ay a substantial subscription to access the files. The price for downloading one 
file can vary from 
$200.00 to $3,000.00. Total value of the downloaded files could be in excess of 
sso.ooo.oo. 

Page 2 
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WordPerfect Dccwnent Compare Summary 

Original document: N:' ~~:\01 Mill u Seizure Warrants\Swnrtz.. Aaron (Heyman)\Selzure WlliT"d.Ut 
Aff Drail 5·12-1 0. \VPJ,..,....,.,' ,..,..,...,,.,....., 
Revised document: N:1ttllGHh1f'l .a Seizure Warrants\Swartz, Aaron (Heyman)\Final Seizure 
Warrant DruO.wpd 
Deletions nrc shown with the following anributes and color: 

Strikeout, 131uc RGB(0,0,255). 
Delett:d text Is shown as full text. 

lnser1ious 11r0 shi)WO with the followlns attributes and color. 
Dou~¥..\.lnds;rl.ius, Redllne, Red R08(2SS,O,O). 

The document wns m~trked with 22 Deletions. 26 1nsen\ons, 0 Moves. 
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Mastser Name Photos Page 1 of3 

01106fl011 U:03:00(1100000437) AARON SWARTZ H 

RIF 
645 

bttp:llpd-rms2/QED/policepartner/commonlcrimeweblmniview/p~otosJsp?agency=null&.m... 4n/~•6ff.._t ___ .. 



Mastser Name Photos 

0110612011 15:03:00(1100000437) AARON SWARTZ H 

_rp:jfl 
http://pd-nns21QBDfpoJicepnnnerlcommon/crimeweb/mniview/photos.Jsp?a.Rencv=nuU&m... 4nn.ot J I" I r I 



Mastscr Name Photos Page 3 of3 

01/06fl0ll IS:04:00(11000004~7) AARON SWARTZ H 



MainPonn 

~--~---l 

CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 

Property Custody 

Property Item lnfonmtlon 
Aaener NIIM llnri*lllf Tql"'wlNir 
CAM.PD I IQQQQ78 11000078 
Cumm ~II•U. DTSa1111 

Acnve 
I V.ltt.......d ftvt mIN ...... DT&m..:l 

la-llkatloa 
BVIOENCE 

(b)(6),(b)(7)(C) I 0210312011 11:29:10 
i IJodut~ Bv! m 1 NAm~ DTtlpdated 
{b)(6),(b)(7)(C) I 0212S/20J 1 09:01:13 

Page 1 of4 

. 
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MainPorm 

Item Description 
l'ro(lertf 'l')'IJI \jur, lwmatac~ vam. 
COMPUTER HARI)W ~SOPTW ARB 
DeecripdOil 
1 SEALED PLASTIC BAG WlTH COMPUTER ,HARD DR.IVB .CORD 
MW 

OWner lnfomtation 
Name MNI'Nambcr 

Ad4raf Cil7 

Notations 

e: AUDIT 

Notation II: 2 T e: 

NOTA nON 

IModd !Color ~Sertal Nuznber 

Ph OM 

seat. IZipCodt 

DTBnlft'ei 

021221201 I 09:46:28 

DTP.atered 
0212212011 15:43:53 

DTillltftM 
02/2Sf2011 09:00:3, 

Pagel of 4 
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MalnFonn Page 3of4 

Custodies 

Ctl'itudy Information 
'l'raMrrr 1)'pl lri'Tnutere4 
CHP.CKOOT 0212512011 09:01:13 

'MO., 1 n~ rt\ tt.,, 
l(b){6),(b)(7)(C) I 

DT!ntcml 
02/2512011 09:0J:B 

I 

Tranatv FI'QIU lnf..-melloo 

Pvto~u~~Wmi:U' m INa~~~a A..-7Name 
(b)(6),(b)(7)(C)ICb)(6),(b)(7){Cl I CAM-PO 

TraaderTo lllf'ormatloa 
r~nnrllllMru f0 N11ma Aatne1 NIIJIII 

{b)(6),{b)(7)(C) I (b)(6).(b)(7)(C) I CAM-PO 
CoM Na11W BuslneLHFtle 

ss ss . 
ExttmAJ ~ NGII!e I L.- Submission NuRIIMr 

Cn,lndy Notatloull 

REMOVED BY!IIl)it;Jir.)CI)((;J Jt•OR SEARCH WARRBNT 

t7u.o;tody lnrormation 
TnnuiUType M' T,..nstertcJ 
MOVE 02/1112011 15:09:05 
lllltcnd 1\J: 10 I Nome DTsm.tnd 

(b)(6),(b)(7)(Cll . 021221201 1 15:09:0~ 
Transfer From lt~formatJon 
l.cM:ailon Shelf Bin 

IDUNIT 
lu ·•n , ...... AIIIIDCY Na-
(b)(6),(b)(7)(C) I (b)(6),(b)(7)(C) I CAM-PO 
Transfer To lntormalfon 
LOCIICfa Sbdf Dill 

lD LAB LOCKER 
rr1'11(18UfJI0mo••r 0) I Name A&eltCJNamO 

(bl<6>.<b)(7l<C>I l(b)(6),(b)(7)(C) CAM-PO 
Custody Notations 

PROCE..~SED ALL ITEMS. POSITIVE RESULTS FOR LA TENTS. 
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I 

I 

MainFonn Pnge4of4 

Custody Information 
l'raalfer Type DT Tnlllltnld 

MOVE 02/03/201 J \ I :3!1:, 3 
lt-•• i~ ..... t'AV! m/ Nnrn<~ DTEatcred 

(b)(6),(b)(7)(C)I 021Z21201 1 15:05:53 
·rransttr From lalormdoa 
Load a. Sbelf Bla 

IO LAB LOCKER 
l'tntouonti/Otnc:er fl) "'·ft~ Aseo~y NIIDII 

(b)(6),(b)(7)(C)j (b)(6),(b)(7)(C) j CAM-PD 
Tramter To lnformatloa 
Locedoll Sbdt Bin 

IDUNJT 
l ..... ft_ A~ Name 

i(b)(6),(b)(7)(C) I (b)(6),(b)(7)(C) I CAM-PO 
Custcldy Nolado• 

REPACKAGED ITEMS IN A SEALED LARGE 'BROWN PAPER BAG AND CONTAINS: 
1 ACBR LAPTOP, 1 EXTERNAL HARDDRIVE COMPARTMENT W/ REMOVEABLE UNIT, 
ELECTRICAL CORDS. 

CWitody lnformadon 
l'rlnJter Type 00' 'l'nlnQ'erod 
CHECKlN 0210312011 lt;31 :26 
Hnti!Nid fly: If) I N11n"' OO'Ental!d 

(bX6),(b)(7)<c>l 02103/20 l1 11 :31 :26 
Tralllfer From Jnfoi'JQMJoo 

.m INn ... • ~Nan 
(b)(6),(b)(7)(C) I (b)(6),{b){7)(C) I CAM-PO 
Transfer To IllfomaUoa 
r..outtc~a Slltll Bl• 
lD LAB LOCKER 

m iN11ml" AameyNa~ 
{b )(6),(b )(7)( C) I (b)(6),(b)(7)(C) I CAM-PO 
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. . . 
tRIME StENE 

Protesslni worMsheel -----------------------------------------
Casett:H-t>~3~ TypeofCtlme: COM.w.wr. CJtlftA.l: 
Date Procussed: · [~<!)v ~~,. F S Su~) I\ LJ \ \.( ~~~~ P~~se~: '[t . b.'S A \V\ 

ec n c 
:· . . ''· . 

(b)(6),(b)(7 J(C) . . . ' . . :,,... . 
Oet. Assigned Officers Asslsti~IJ= ;V/1r j-'~c&j S$ 
Suspect(s): .. ' vtc.tlm(s):· :: .. . . . 

·.!. ·•. ;,' 
. .. 

1ft/' 

Weather Condltlon.s: Scene Conditions:· '· ' .. 
8-"~~ \ ~-\~~ 'Otl..iU>"A.U (rn9utdoors · Sun/CI~uds __ ~ 
5\e.,~-~ ct.~-~/ 0 :.._~ 

Wet/Dry Approx. Temp~F Qorv'-~ Jt_.. nt-t w·o-t...t_,. ?D . . . 
'• ~'l. (.'\...r?o''t./" . .1' 0...~ c-.... 

Other 
,. .,.. J).(?6 

Photos Ta~n: @ N #of Phot~s: CC£, Total # of Packages Submitted: (QT'LPLs 

page Lotd 
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t.P( (1/ 

L:f'2- ll\ 

$ tiJ 

I:P( (1) 

u5 (!J 

~ (t) 

UP-7 t 

LP8 
.. :i~j~Jf. 

Lftt'. 
' I 

t'Y f .. 

~· .. 

TimeCI 

~?1\'\+,M.k:tllt '*·C7'~QU ~ 
Wtw~ 

·--· 
Case It: !I -@Q 7?f 
Tech i<b)(6).(b)(7i(C) 

(0:~ 
PK 

~ 

• • !•· 

1.{'( {t ( 

• o( 

1(4{(/ 
,.,.. 

.· .. } 

. 
... ,~ •, 

l{'f{t( 

\ftlftt .... 

\('{( ll 

. .. 

page ·cJ:. ;n{ • 
""'..,..,.~~~.!I! 

'I 
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v . _ _, 

EVIDEN€1 
Proeessllt4 worksheet 

------·---·------------~--__;:;:;,._ ____ _ 
Caself:JJ- ooc?~ TypaofCrlme: C<kV\~ Cv\ltv\t. 
••to • .....,;..., (M r wq;j)F s s .. nl 2.lz;J ~.!::,.,.,d, II : C:i'> 

v , OJ/,o/11 
Processing location: ""'125 SlKth St. (Statton) 

Q O ther• 
r )(6).(b)(7XC) 

Technician 

Date of Evidence Submission; Z-l1> I ( 
su~pect~s): 

Aaron <3WA\ZQ 

Officers Assisting: 

/ftJAIG-

. ' 'f. ·. •. . . . ~ ~~· .... 

Submitting Officer: ~I;2 
Vlctim(s): 



~; <(••(• • r • 

.!· • L'll' ••. ·i~~"'r.:~.-: .. '' "l.'Jl•l.r' .. , :~t;·l~=>"<~;~l·~,!~'\~ I ... , ... '{._·~--;·;.;·.~., .... _, ~ -~ r ... ~{::·~; \: .. ~·: .. 'l ·o, .. f..'."!. ··: 'f~ !(r ~~" :t~: .. :i ~\ 1 ( ·J~ .~ 

=, , .. =":, .t :' };f61;i;·r. :if·' .':·/:: .;J.: :r:~·'';{;~\~·; :~~~ }-, c;,. ::·:. :·2,\ ·;;i; ·;: y-;: ·;ft. ~ ~- · ::;:;; :~l 
• • ' ,:··..;?,•.'• I~~ :·•~:,;·•::;~ ' • ", ,!. '·'\\:~·· ·~·;: :·!': ', • 

\ ··.!~~ .. ~':: ;.J.~t~::--.,. ~, ... : :~ .. ··~t .. : t-<.·~.: ~·· ~ .... ~: :-:·::~ · .... :..; .. ~' ..... .~ . . 
~·. 
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.Botton ~otlce Department 
PbyeleJI C(nnparlsoa Unit 
Oae Schroedtr Plaza 
Bolfoa, MA 01110 

· CCI#: 110099836 LAT#: 11-0192 Unit: Ouutde Apocy Date: 3ni20ll 

laeldut: Investigation f'or another Agency 

Victim: !\.fiT 

Saspect(s): SWARTZ. Aaron DOD: 11108/1986 

l~vesd&.Wr: Aa11i~ 

Eurolnadoa R.eqQeated: FtaeerprtDt EYaluaUoa 'all4 Comparisoa 

Item "lxamlnech 
Item 1: Oue (l) CD, submitted by tile Cambridge Police Department, coa.taJolaa 
rourteeD (14) fmagft ftl follows: 

· Twelve (ll) &magee ofla~t._P8 report~dJy reeovere«J from tile 
"llurface or 111 lllteraal hard-drive unit .. 
Oa~ (l) lmace of nlDcW.Ot report 
One (1) Image of a ta-priat card In the aame of SWARTZ 

Etemplar Avatlablo for tile followma•nbjeet: 
'tea-prlat lmaacneeeived from Cambricle• PoUce DtpartmeDt oa Item 1: 
One (1) eard ottea priatl for SWARTZ, Aaron (OBTN#TCA~OH00032) 

Resalu ofEumiaadon: 
Seaicft rei«'?rmesl; 
A requost was made to evaluate tho above listod evidentiary item for identifiable latent 
imptasions and compnro any to the known impres&ions of SWARTZ. 

Flndfng:, . . 
Cambridge Pollee DeJ)artmant latent LPB was assisncd lA tor ~e purpo!#ea of 
comparison within tbo Boston Police Depuciaeat 'a Lrtent Print Section. 

One (1) latent, l A. with snffieient ridge detad for individuaJi2:ation PW'J'9SC!S was fatmd 
oo1tem 1. 
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CCI# 110099836 
LAT# tt-0192 
Dete~ 3/07/lOll 
Pate: 2 

Latent 1A was compared to Ute exe1n9lar printa for SWARTZ and was 
INDIVIDUALIZED in tho tonowing manner: 

lA - as his left thumb 

Commepp; 
Tho evidentiuy latent will bo maintained in the Latent Print Section. 

Please notift Ull of my change in statui regarding this ca.so. 

ne nsoltl detalled..la this report are supported by testing documentation. Tbe 
origtaaJ sup.P.qr.#'l documeatatlo_~ ,_ vallable Cor revte.w ~ttbe ualt and may_ . 
~iflt ofworbb.eets. Dotes, lnatru eut tnwlugs, IUld possible photograph•. 

Seniat Criminalist 
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Boston Police Department Latent Print Section 

ca. 1190298.3§ L['r. 11-91,2 
A•alytt (ll l(u)lo t (I.J 

COMP AIUSON 1 ., ·nNICAL AND ADMINISTRATIVE· REVIEW CHECKLIST 
(b)(6),(b)(7)(C) I t 

Tecllnleal Re\·lowe ~ Date p ~-U 

- .L­
_ L_ 
,/ 

___ ,L"_ 

PINGUPRINT WOJUC SB!ET AND ASSISSMEN'l"OF DATA 

A.. Do sample &.wlptions llstad mltob the Chain oC Custody Fonn? 

B. 

o. 

E. 

Were method& used m tbc proper ~equCTLoo? 

Was e. date recorded at tho tlmt! any analysi4/eompariton teehnique wu perfunned? 

Do nota and my independeni AN.!YRis, Comparison and Bvaluldon ofllll)' 

prln" support 1bo flndinp ot tho report? 

[;i) N1J Vai&JO 
@maividuallzUfOil .. ...lQ. ___________ _ 

liiJ Ellmlaatlon ------
~ lnroncluslve. ______________ _ 

hdtJ O!Value ·--­ '--------·---··-
Doos the techl1ical reviewu concur ~tb llndinp of report? 

(b)(6),(b)(7)(CI 
Admlnfmoattve Reviewer 

../ A. CCII, LAT I# and Evidence desctiption match the Chain of Cu!tndy Form? 

~- a Submilllng ~n~. ~or, 8\lllpeet, vicllm. OOB. CRill, CC...'ff match the 

doeumentatloll within tile ~tlk? 

~- c. Chain of Custody ~mplota? Sfgnod and daiDd llfiFOPI'ialOiy? · 

'.L. D. N:o all pages numbered and inldalcit Oil tho &a.mtnadun Doalmura? 

.L. E • CCI# and tAT N written on all paaes oflhe caso file? 

./ .P. Haslnfom1atlon bas been anter«<lnto all relOVIIJit datllblA&es (ET, Pur Review l,.oJ. 

AFISIIAPIB, Fl'tearm, etc.)? 

~~ o. M SID/CR #'sllel:lll'lUe? 

L H. Have analysis Images been 11ddlld to tho !lttVtt? 

C4)mmeora: 
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II Bosto• Poll~ Dct,aa·tment LateDt Prfat Sectfon 

-
Iocldcnt 
ltcmt#: 

( J .AIX!S9JID VIRTUAL fOWlll. ~ SSCIJeD t.-\ 1'l!lfr PIUNt' SIICTION BTOMOB AJtEA Nl!TWOAJC 

P,\CIC.\(JIN(J 

{XJ Ma1ile IJI\Ydopo 
( I Cbr platlla evldenoe baa 

~!!CUJJlO BY 
[ ] YcUow ovid~ 1Dpo 
[ ) Clear plastic tapa 

~ 

t K I w OYicleate fill• 
(} Odllr. __ _ 

(I am.mp..,.c¥14cne•bta ( J Olhtr. __ . __ 

[ l Sluuvl4cmO'tllpll 
(} Olllar. __ _ 

(X.I P~aina [X] Seal (SO) tXJ Label (]~ 

110099836(1). _______ ·------------

PACKAGEiviRTUAL FOLDER CONT AINEif:" .. 

1: Ono (1) CD containins fourteen ( 14) inu~ u fuUows: 
'!'wolve (12) .ima~ are ora latent (iiesoribcd as LP8) reportedly from the "surf~o of an 
intanal h*td-{frive unit" 
0r1e (1) image ism ineideot report (see pages 2·3) · 
One (I) imago b a tcn·print card in the name of SWARTZ, Aaron 
(OBTii# TCAM201100032) 

PROCESS: L\-£{ . · 
VJSJ Adobe" Photoshop-1_ sec pnge ~~l ACB· latent E:.P8 wUI be assigned lA for purposes of. 

comparison in the Boetoa.Police Oepartmem's ~Print Section. 

RESULTS: TOTAL LATE~TS: l 
[Xj Sulftdcmt ridgo daW1 fCJr bldlvlWallzation purpciw pi'OIOilt 

lAteut(s): _t A. ___ _ 
Lateul(c): ____________________ Talol: 1 

[ ] lilaatftdm ridp det&ilfbr iadtvlduallzalim putpOSeS ptel5tlnt 
1Arcnl(8}: 

Latc:nl(a): ------~·· ·------·--------Total: 0 

[ X J No APIS 3Catcboa couduclcd ot dl1s time 

APJS: Noc APISable s-clacd as NO ADD Searched u ADD 
J . .alllnl(a): 

( X ] No .IAFIS ~llea cond~ at lbla lime 

IAFJS: _Not WISab~ Selrebcd aa NO ADD Latenl(s): _____________________ _ 

II 
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II ~qqfS';'=' 

II - ~ t~·z. 

CAMBRIDGE PoLICE DEPARTMENT 
1 n 11 • (\,~ ... t;n\JvC'-[)~~ 

;~~;' ~ CAMBRIDGE, MA . 

Incident Repbrt #11000078 
'----ll:;...__. Report Entered: 02/11/201117:28:22 

CaM Tlllt Loce11on 
MIT COMPUTER CAlliES 21 AMES STREET 
oaramm. Reportad oatemme Occ:lmed 
011041201110:48:00 to 
Incident r-,pfll()ffenae 
1,) loU&CEU.ANIOUS $TAlUTORV VIOLA nON-
Asoon!og O!lfcor A!)PIOWlQ Ofticer 

l<b)(6),{b)(7)(C) l(b)(6),(b)(7)(C) 

Property c• Oeecriptlon Model Serial I 

Narrative 

Apt/Unit' 
8l.D1 · 

Value 

eVIDENCE! . . .. . - . . .. . . • . 
1'tl4t 1o11owtng liM~~ ware dcJQJmented on GCUN will lw>tt8 'tiid p}iOtogrilpna odi anif iiof~eotBd 111 this lim•. 

CSI: (1) mini lnptop: ACEH, A.splmon&, SN: WSAXoOco1001EIIl0'1, SNIO: 00108566618. laptop Is 
do:;cr\bod as a black bnso w/ sliver top. 
CS2: (1) ExtOtnal horddr1vu compartrnunt: Silver w/ top & bOttom thnt ncpuruto I rom oDCh other o~tposlng 
an lntemnl removeablo unit (CS2b). Th~t compartment reads, "Rockolflsh" on ths lop anrJ bollom readS, "FIF 
3.5 SA TA lid vndo$1ro kit RF·AH005" I nelda tho oompnrtmontla n groon o!eCIIOIIIc circuli pnnol. A USB 
<:ord conn8011 CS2 to CS 1. 
CS2b: (1) Inner hard drive unit, or Intimal remove able unit loc:ete<finafde CS2. Unit Is a Samsung, 
Model: HD184UI, SN: S1V8JICZ801n26. 

t ............... .. 

Tho following Gllldenct oollected 0t1 scene by me on 0110412011 and sealed In a small em enwlope. 

LP1: (1) small r.tear htnQe unor lro!lllhe botiQ!II rlef\t OO'IVIf' of lhe Inner harO.drl~~t unit (CS2b). Collected at 
approx. 1221 hours. 
LP2: (1) small c!oor hinge Iller from lht tclp lfgftl com~ of the Inner hard drf'lt unll (CS2tl). Collected et approx. 
1224houra. 
l.P3: (1) smal cl9et hinge IIIRlr from t11e middle left aide or laptop screen (CSt). Cofletttd at approx. 1226 houl'&. 
L,_.: (1) Mnat d881 hinge Ufter'frOm 1t1e """'*' left OOfTler urtho laptop scroen {CS1 ). Cotl~ed at approll. 1230 
hoiA . 
LPS; ( 1) small clear hinge lifter from the upper tight c:orner ot the 18J)foP. scn~en (CS 1 ). Coli~ a1eppvlX. 
1232houra. 
LP6: (t) small clear hinge lifter from the middle right side of 1t1e laptopSC11181l (CS1). Colteted at~. 1245 
hews. · 

................ " 
PHOTOS: (~) pi'IOIOI collocted on scene on 0110412011. 
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················• 
NARRATIVE: (b)(6),(b)(7)(C) 
On J;muary -4,:!011, nd I r011ponded tn the MIT Pol!co StoU 1 lncldenlthnl 
uccumd with~• 1\LDG N16. e wom esc:orted to the location by CPO Dotoctlv b 6 b i 7 C ..UT Dotocdve& 
.md ott\tJf Socrot Sewk:e ft.g~nts. At 8Jlf)(OX. t 105 hnura, we atrived at Bldg 1 procoo a tot~ 
boGOOtontlovetto n clo801 (111beled 118·0041) lhat wns &acured by MIT officers on scene. We obsoiVOd 
double doors oponlng to o c!ooot oroa oonlolnlno phone nnd computer notwor1< portals acoordlng to MIT IT 
speclolisls an SilO. Tho ctosot woa npprox. 4 loot doop l7f 13 loot Yilde, Uta flf)()l' covered In dust and 
oloctrfcaVcompulor/phone panola lined tho wnlts, some w/ wires pluggod Into the panols/unirs.. I observed o <:halt 
In the col\ler of tho room with 11laptop on top. Wo wero advised this was plaeod thero by MIT IT spcclullata. On tha 
lloor, I also obsorvod R Cardboard ,box tumod ovor, n amaU laptOp (CS 1), ond a ullvur hnrddrlve ~.-ornportment (C-.')2) 
'IIHh powor cords and data cablos ccnnocttng thom to tho computet panola on lhe wan. SJ)f1Cillc3tly, n grey 
·tAro connocta the laptop to a Cisco S~arems Catolyal .tOOOin Row 14. p!ug 112. 

nu) scono waa dcw:umenlod with no toe and ph0109f'3ph&. Then I oxnmlnod theluptop, hard drlv11 compartment a,.j 
Inner unlt (CSt, C52, CS2b) end acoompanylng power cord& ond USI!J corda fOr anyvlslblo rldoo dotell. Faint ndoo 
d&tnQ wna obsorvnd on thellljJtop 11creen. llumod tho laptop, hBI'd·dtW& a•li11Mor un.t tCS1, CS2, CS2b) and 
pOVIOf'/USD cords ~lh a portllbl& l'llmlng wand. I then uaed trruiltlcnal blnck Rngopnlnt po'Mfor to enhance 
ony rtrlga dotall on the eurlncoa of those lloms. Rldoe detail was obSONad on the Inner hard drive unit (C92b) 
and ronulfod In 2 lntont print IIIIa (LP I, LP2). ntdge detail wae olso ob&erwd surrounlnQ tho laptop scrfin (CS1) 
resutUng In 4 lntont print lilts (LP3-LP6). ~lo futther ridge detail wat observed on eny other surfaota.· 

... .. The I~ CS1, cs2';"d-~ were toft In the c~~dd~ ~ MfT DettJC~Iwa and$~ SeN~ Ag.ntt. 

We dtered the scene at RpprOlt. 1300 hours. 
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If Boston Police Depnrtmeitt Latent Prlnt Unit 

CC#: 1}0099836 StartDate: 3/111 1 
LAT#: 11-0192 Anal;fsl: Jah ~ 
Incident: J:nv. fQtanQihe:r Agency Pi•g~ I# .JL_ ~ t 
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712W11 3:04:13 PM 

One Schroeder Plaza 
Boston, MA 02120 

617·34~·4465 

Custody Receipt 

Tra.lleacdoll · et Chedc In 

lnddt11U: 110099836 Typot 

Jtm m: 
Cat.eaOI')'I 

SomtJ · 
Ducrlpdon: 

.. ... ·~···· ~-··· ..... -·------

LAT II: 11-41192 

110099836-l 
Forensics 
other 

Assiltonca to outsldo ageoey. 
J!'lqueat ror comparison of 
lalcnl subanittcd. 

New Item Status: Chcckcdm 

Datft 212.5/201 t 

l.ulurlt Priot Unit Laeafloa: t..almlt Prillt Unit 

Slgnatu 

To 

1----- Dam--..:M.-.....r5f3~· =---'/.._/ __ _ 
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Febrouy 13, 2011 

Hi~ 
I tru~lato yow help with tbil. I know the work load you are 1.19 against. 

The sub.m.itled photo. are of I latent, Jaboled LP8. It w~ M\'el~ on the surfaco of an 
in1en)al hard.<Jrive unit. The photo1 aft taken prior to any processinJ. Only an ALS was 
Used. On" the item was fumed and processed the detail waa minbnized or lost. · 

· T.bank you a,ain. Feel ftce to contact me with questions or to allow me to return tho favor 
of assistiJ1g you with any oasiework. 

rb)(6).(b)(7)(C) 

1 
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I 

Main Form 

CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGe, MA 

'--~-· 
Property Custody 

Proporty Item Information 
~Nama fnclclcnt #I TG~Number ClltiSifkalloo 

CAM-PD I 1001'1078 11000078-5 EVIDENCE 
CllrniiU LocadoD Sbtlt 8111 

JD UNIT 
CunutSiaa~ DTSiatua 

ACTlVE 02122120111'7:0 l :S2 
F.oiiCn:•l Rr: II) I Nnn1e DTE•te~ 

(b)(6),(b)(7)(C! I 0212212011 16:50: 13 
UP!IIIIcd IIJ; ID/Nruttl DTUpdattd 

(b)(8),(b)(7)(C) 02/22!2011 18:15:21 

Page 1 of3 
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Main Form Page 2of3 

teem Description 
Proputy 'l)p IQutnllty I&Umated Value 
PHOTOS 
IJ~acrlplloo 

~85) PHOTOS TAKEN ON SCENE 
Mtb 

'Model 
I Color I SeW N\111\ber 

OWner Information 
!"'illie MNINwnblr Phone 

Add,_ CltJ State IZipCodt 

Notations 

Notation #: 1 Type: AUDIT 
~ID:::.:..:II'f.!:arae:::.. _______ ~':"':":"'!'~~~IDT!DIH'ed 

(b)(6),(b)(7)(C)I03/09J20ll 20:10:46 

2669 
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MainFonn Page 3 of3 

Custodies 

Cwtody lutornutJon 
·rraasftr TypR DTTranatad 
MOVB OJ/0412011 13:05:15 
11.nt .. .....t Ihn I() I NAn'" DTBatere4 

(b )(6), (b)( 7)(C)j 0212212011 18: 15:21 
Transftt From lntormadoa 
Loci doD Shdt Bin 

CRIME SCENE 
certD I Nama AJtoqNmne 

~~~~~~<b> I i[(b)(6),(b)(7)(C) I CAM~PD 

'fnnsrer To lnf~Jrmellon 

Loaatioo Shelf Bin 

ID UNIT 
Perl!llnuri/Officer ID :Nmllll Aame,Nimw 
(b)(6), .) (b)(6),(b)(7)(C) CAM·PD 

Custody lnfonnution 
1'rend'tr Type OT Tr.IISfered 
MOVB 01/0412011 13:M:S2 
f' .. t ....... Rv• In ' Nnma OTI!Iltend 

(b )(6),(b)(7)<c>l 0212212011 17:01:52 
Tnltlfer From 1-.fonNIUoa 
PmlonneJIOfttcer ID NlfM Aa-ey'M~ 

(b)(6),(b)(7){C>L {b)(6),(b)(7)(C) CAM·PD 
Trmer To lafonnlltloa 
LoalfOQ Slldt BID 

CRIM£SCENB 
l'ersonnciiOfTTcC!r ID [ND_.-_ AjrlrqNa• 

l(b )(6),(b)(7)(C) J (b)(6),{b)(7)(C) CAM-PO 

2670 
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Main Form 

[I] CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGf, MA 

Property Custody 

Proporty Item Information 
Aaa~cyName Juddentf TqNumbu CIWIJcalloa 
CAM-PO 1100007& 11000078-6 EVIDENCE 
Currnl Lomtloa Shelf Bitt 

ID UNlT 
Curreat Sta&us DTSCalull 

ACTIVE 02122J2011 17:02:30 
'Jr.IMHftl a .. , m1 l\1......, DT&ured 
(b)(6),(b)(7)(C) I 0212212011 17:01:52 
UDda~ Dl: ID / Nama DTUpdlltcd 
(b)(6),(b)(7)(C) l 02122/2011 17:02:30 

Page I of2 

hrtp://pd-nns2/QED//policepartnerfcommon/crlmeweb/propview/main.jsp?irtmnum=11000... 4nl2dYJ1 



MainFotm 

Item Description 
Propert,y'l)pe- 1~111111itJ e-'ltlmattd Valtla 
PHOTOS 
Dacrlpdod 

(7} PHOTOS TAKEN OF EVIDENCE PACKAGING 
Make I Madel 

Owner Information 
N•1111 MNI Number 

4ddm~~~ Oty 

Notations 

Notation#: 1 Type: AUDIT 
D>lNaiDt 
lb)(6),(b)(7)(C) I 

Custodies 

Custody Inlormadoll 
·rrun~ror Type 

CHECK IN 
J.:ntercd Bv: lD I N1111U1 
(b)(6),(b)(7)(C) I 
~ F.rom Information 
~ID NlUilO 

~b)(a) . (b)(7) 1 (b)(6),(b)(7)(C) 

Tr•nsrv ·ro lnfonnatloD 

L«don Sbell 

IDUNIT 
Porrsonni!J/Om~~r lD N11mo 
(b)(6).(b)(7)(C) I (b)(6),(b)(7)(C) 

r olCIJ' rtrW Numller 

I'll one 

Sblte Lip Code 

IDT !litem 
103/09/2011 20: I 1:03 

DT Trt!dteted 
02/03fl011 J 7:Q2:.i0 
l>TEnltnd 
0212l/?.Oll 17:02:30 

Ap!IICJ Name 

I CAM-PO 

Bill 

I 
Apucy Name 

CAM-PO 

Page 2 of2 
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Main Form 

[I] CAMBRIDGE POUCE DEPARTMENT 
CAMBRIDGE, MA 

Property Custody 

Proporty Item tofonnatlon 
Apac1Nwe lllddent ## TaaNumber CIWllcatloft 

CAM-PD Jl000078 11000078-4 EVIDENCE 
Cumat .Loc:atlan swr Bin 

IDUNIT 
Carnal StaCua DT SC.-

ACfiVB 02/2212011 16:50:13 
111' ... -Aih., mt ""- DTP..oterd 
(b)(6),(b)(7)(C) I 02/22120.11 16:48:49 
Undalfd Dr. JD I NIUIIe DTUpdalld 
(b)(6),(b)(7 )(C) I 02122/20 11 I 6:50: 13 
Item Description 
Prnpcl'\y Typt . l~UIIIllllJ FM!mA1CII V lllut 

LATENT LIFTS 4 
l>eecrlpllu~t 

(4) SMALL CLEAR HINOE LIFI'ERS 
Milk a I~ Culor ~I Number 

Owner lnfonnarlon 
Nan• MNINumtla' Phone 

A~ City Stale y:lp Coclt 

Custodies 

CuslcJdv lntonnutJon 
·rraruftr T1,e ll'f Transfered 

CHECK IN 02/1012011 09:53:13 
Rottrtd lly: ID/ Nan\6 OT !llteftel 
(b)(6) ,(b )( 7)(C) I 02n.'2120ll 16:50:13 
Tranqf'cr From Inlonnatlo• 
Pmoll!llllomov ID Name .~c7Nente 
(b)(6).(b)(7)(C) I (b)(6),(b)(7)(C) I CAM-PD 
TrAnsfer To lnfonnatlon 
L~allon Shelf 81n 

IDUNlT 
Persunnti/Offinr IP Ntme A1$eyNaaY 
(b}(6).(b)(7)(C) I (b)(6),(b)(l)(C) I CAM-PO 

)lag~ t:of I 
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MainFomt 

.___z;..__, 

CAMBRIDGE POUCE DEPARTMENT 
CAMBRIDGe, MA 

Property Custody 

Property Hem Information 
AaenqName llneidt:nt I TaaNwnbet 

CAM-PD 11000018 11000078 
CulTtll& S&Mul PTStatus 

ACTIVE 
P.t!h<t.d Av• IU I Nvm,. In' Enteral 

~~neadoa 
EVIDENCE 

(b)(6),(b)(7){C) I 02/03/201 1 11 :24:59 
1ua&rtd'B'wslDIName DTUpdated 
(b)(6),(b)(7)(C) I 021251201 1 09:0J:SJ 

Page 1 of 4 

http://pd-rms21QED/Jpolicepartner/common/crimeweb/propview/main.jsp?_itemnum= 11 000... 4n 12611 



MaioFonn 

11om Doscrlptlon 
Propcrt,y Type linU~ l FMimttecl \'alva 
COMPUTER HARDWAREISOFTW ARE 
Drwtptlon 

l SEALED PLASTIC BAG WITH 1 THUMD DRIVE 
M•• 
Owner Information 
Name MNI NumiJer 

Add lUI Clf)' 

Notations 

Notation II: 1 'Typo: AUDIT 
ID/Name 
(b)(6),(b)(7)(C) 

Notation 1:2 Type: NOTATION 
ffi/Nr11ne 
Cb)(6),(b)(7)(C) I 

I 

I Model I Color ~Serial Numbtr 

-

Phon1 

Stntt lZipCode 

ID1'&tenc~ 

102/03/2011 l1 :27;24 

IDTEntertd 
I0212S'I2o tt 09:04:49 

Page 2 of4 
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Main Form Page 3 of4 

Custodies 

Cnsttldy luformntlon 
....... Type DT Trllnsfered 
CHECKOUT 0212Sf2011 09:03:51 
IF.nlered Rv~ JD I Nnme DTintorcd 
(b)(6),(b)(7)(C) I 0212512011 09:03:$1 
Traalf'er From Iarorma!Jon 
Penanndi'Oftlcu m I Nama 4lfllC)' Name 
i®<B),(b)(7) I (b)(6),(b)(7){C) I CAM-PD 
Tnnsfer To ln!ormatloa 
In~ om~erm 1111..-. AcdiCJ Ntnna 
<b)(6), I (b)(6),(b)(7)(C/ I CAM-PO i .. \i'7\il" 
Code ru.m. Bu:slrMU Flit 
ss ss -
Exttrnal ~ Ne1n 1 Lob SubmlslloQ Nwtbtr 

Cu:tiOd)' .Mo\&Uona (b)(G),(b)(7) 

TAKED BY Det1(c) '(FoR WARRENT 

CuJilC)(Iy luformatJon 
Trand'fS'Type DT Tnlnlfi!J'ed 
MOVE 0211112011 15:50:35 
Ent,·ra!lb: m f Nume DT!nkml 
(b)(6).(b)(7)(C) I 0212212011 15:50:35 
TraNter Prom lniGrm~~tloa 
LocadQQ Slk>ff BID 

IDUNIT 
rm '"'ft~· Aaeney N1mt 

Cb)(6),(b)(7) I (b)(6),(b)(7)(C) I CAM-PD (,-.\· 
·rranster To Intonnalhm 
Locaaoo Shalf 8111 

lD LAB LOCKER 
Pt~un\'I!Omcw m INnm,. Agmq.Naw 
~~,<s>.<b><7> 1 (b)(6),(bj(7)(C) I CAM-PO 
Custody Notado111 

ITEM REPACKAGED IN A SEALED MANILA ENVELOPE AND CONTAINS 
ORJOINAL PLASTIC PACKAGING AND 1 FLASH DRlVB. 

2676 
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Main Fonn Page 4 of 4 

Custody Information 
Tranlfer 1)pe DT Tranlfend 

MOVE 02103/2011 11 :35:03 
P..fttaej I' a m I Name DTEn&md 
(b)(6),(b)(7)(C) 021221201 1 I 5: S0:03 
Trandet FroG'IInformalloft 
Location Shett Bla 

10 LAB LOCKER 
l'fl'IIOMcUumcn ID IN·- AacnqNarne 
(b><s>.<b>m 1 (1))(6T,(b)(7)(C) . I CAM-PD 
Traut« To rnronnaUon 
LocaUOII Sbelt Bln 

lOUNIT 
P~nlftnncl/Omc~r Jl) Nama A~Acy Nanw 

~~~><s> . <b><7> 1 (b )(6).(b)(7l(C) I CAM-PD 

Custody lnfom,ollon 
Tl'lllsltr'l'ype DT Transt'ered 
CHBCKJN 02/03/2011 11:27:23 
ll'nlo•rwf Rw• In I Nama DT&ter.d 
(b)(6).(b)(7)(C) I 02/03/2011 1 I :27:23 . 
Tnnder From latonnatloo 
Pertonii..VOUker ID Nume AgmeyNenv 
(b)(6).<b> 1 ; .. ;., .. ; (b)(6),(b)(7)(C) I CAM-PO 
Tnnsl'er To tn!ormatlon 
l..oc.adoo Sblllt &ID 

ID LAB LOCKER 
PenonnrJiO~r ID INnm• Aamcy Name 
~~~<s>.<b><7> 1 l(b)(6).(b)(7)(C) I CAM·f'D 

http://pd-mls2'QEDI/policepartner/common/crimeweblpropvicw/mttin. jsp?itt!mnnm•11 000... 4n 12~1Y 



Main F~>rlll 

[I] CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 

Property Custody 

Proporty Item Information 
A&meyNanu Indcicutf TJ11Numller Cl1.511flcatton 

CAM-PO 11QQ007~ 11000078-7 EVIDENCE. 
CumnL Locaha Shdt Bin 

IDUNIT 
Curroa&~t .. DTStatu 

ACTIVE 02J2212011 17:05:37 
V.ottnld Ry: lD I N11n1e DT!~ 
(b)(6).(b)(7)(C) I 02/22.12011 17~02:30 
Upclattd l\y: lD I Narne DTUpdlted 
(b)(6).(b)(7)(C) I 03/3112011 20:40;21 

Page 1 of2 

-

http://pd-rms2/QEO//pollcepartner/common/crlmeweb/propview/main. jsp?itemnum= 1 I 000... 4n ~~~1~ 



MainPorm 

Item Description 
Proputy TJIII ~~adty lltstfmaled Value 
PHOTOS 58 
D~cr lpt\on 

(58) PH<Yl'OS TAKHN OF EVIDENCE SUBMITIED 
MU. lModd JCDiot 

Ownor lnronnallon 
Naaae MNINomber 

Adclms ctt7 

Notations 

Notation 1: 1 Type: AUDIT 
llll/Nnm" 
{b){6),(b)(71(C) I 

Custodies 

Custody lnfonnatlon 
1"rrnt$fee' T1pt 
CHECKlN 
IF.nw-ed IJy, ID/NAIIII! 
(b)(6),(b)(7)(C) 

Transfer FI"'nn Information 
Per~~onnti/Omcu ID INIIJrut 
(bJ(6J,<b> 1 (b)(6),(b)(7)(C) 

Tnnatvr ·ro lntormaUoll 
.~ .. Shdl 
IDUNlT 
Peuonnrllorn,~r lD Nam~ 

(b)(6).(b)(7) 1 
;,~,· 

(b)(6).(b )(7)(C) 

Cuslody Notatlou 

IStft.INDmber 

Phone 

Stat~ 1ZipCGde 

I 

jDT!nltftd 
103/09/2011 20:11:17 

OTTra~ 

02/101201 1 17:05:37 
DTEnt~ 

02/221201 1 17:05:37 

A~N-

I CAM-PD 

81a 

~ncyName 

CAM-PO 

PHOTOS SECURED JN.ID UNIT PHOTO PILE IN ACCORDANCE WITH 
PHOTO SUBMISSION STANDARDS. 

Page 2 of2 
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MainPonn 

CAMBRIDGE POUCE DEPARTMENT 
CAMBRIDGE, MA 

'---T----1 
Property Custody 

Property Item Information 
Aaetle)'NUM lftdckoll T18NW11ber C._llkatlon 

CAM-PO UQQQ078 11000078-3 EVIDENCE 
c-amat Loeadoa Shell IIR 

IDUNIT 
Cllmlld s..&lll DTSllltw 

ACTIVE 02/2212011 16:48:48 
EneemfBy: ID/Nanae DTBatered 

(b){6),(b)(7)(C) I 02122/2011 16:43:11 
t R"" 11)/Name DTVpclaled 

(6}(6),(b)(7)(C) I 04107!2011 16:40:37 

Page 1 of 3 

2680 
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Main Form Page 2of 3 

lrom Description 
Propmy'l)pe ~~~niliy r.Atbnated Vahle 
LA TENT LIFTS 
DesaipdOI\ 

(6) SMALL CLEAR HINOB LIFrERS 
Matle I Model Cuf"' 'Serial NIJI!lb« 

Owner lnfonnatfon 
Name MNI Number Phorw 

Addme Oty St.te lz~peou 

http~/pd-nns2/QEDI/policepartnerlcommonlcrimeweblpropviewhnainjsp1ilemnom= 11000... 4f112ffl.'1 0 



Main Form 

Custodies 

Custody Information 
Tumlfer Typt 

MOVE 
KDrered By: m I N1n111 
(b){6),(b)(7)(C) I 
Transflll' Frvnl Jafonnallon 
LocaU. 8belf 

CRJMESCBNB 
l'cuunt~cl/OMCi)r m INAml' 

<~6>.<b><7> 1 (b}(6),(b)(7)(C) _I 
Traaafu To l.,onoatlo• 
Lw.adft SINII 
IDUNIT 
PtrSOillltliOfnter ID N1rue 

!~_<s> . <b><7 > 1 {b)(6),(b~7)(C) l 
Custod,r NotaU.SU 

ITEMS SECURED IN ID UNIT CASB FILES. 

'Custody Information 
Tnlllfe 1)pe 

CHECKIN 
Rotued a,: m /Nmne 
(b)(6),(b)(7)(C) 

Tnnsl• .f'Nm lllftlrmatlcm 
l'triOnneiiOIIkv m 
<~~~~.<b> I 
TranJfQ' T~» Wormatlon 
Lotadoa 

CRIME SCENE 
Ptrsoood/Omc. ID 

cb><s>.<b><7> 1 

Nume 
tb)(6),(b)(7)1C) 

Shell 

Nrune 
(b)(6).(b)(7)(C) I 

I 

Dr Traastel'lld 
01/04120 1J 13:05: J 9 
DT'-nleted 
0212'212011 17;19:17 

Dill 

AamcJ Name 

CAM-PD 

Bio 

A~Nalllt 

CAM-PO 

jDT Trtl!ICertd 
Ot/041U>1l 12 21 48 
DT&tm6 
02/2212011 16:48:48 

Ape, Name 

CAM-PD 

8JD 

~pnr:, l\111110 
CAM-PO 

Page 3 of 3 
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• 

CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 
Incident Report # 11000131 · 

• ..:·· ... -'·. • .'!• to ••• " 

AJ!Brovod· .. :l'or· Public Viov 

ii~~!Time Reponed 
01/06/2011 l4al8a00 
•cedent ry~/Offense 

f)arel1"•ma Printed:Thu. Apr 07 16::13:17 

~.:lteffime Occurrad 
to 

"~~•l ol 2 

--

i
aseTirle 

04& DAYTIMB YOR FSLOvr ol~G~8.~S~l~S~(~2~6~6/~1~8~/~8~). __ . ____________________________________________ ~ 

CAU ldll • h·oa IIIIT f a 

on Ja~uary 4, ~010 et approximately lOtlO houra I re•pon~~ t~ NIT building 16, roam 004~ for 
a r•port: of o. P••'= break. 'l'hie ro0111 t.• a t•lo hone oloaet a.n4 netvorkioSJ ol.oaaeJ J.t•a •oaeaa 
1• controlled by Nl'l''l lUT Department (b)(6) .(b)(7)(C) of KlT ISaT oplai.ned t:o N tut aocaone 
bnd eDtared the raetricted room and connaoted a l•ptop and ~tarnal hard drive 4iraotly to ~ 
neeworkin9 uwitch, T~e laptop and .xterA&l hard ~riv• ~·r• baiu~ bid4ep un4ar a ca•dboard box . 

(b)(6),(b)( turther ~hi11•d t:hat they weu ~le to determine tht thh laptop lfU ilhgelly 
(Continued on ne!t'!.....2.!SI=.o,__ ___________________________________ .-.J 



CAMBRIDGE POLICE DEP ARTM.ENT 
CAMBRIDGE, MA 
Incident Report # 11000131 

ApProvo!S lor PUblla Viev 
:ase Title 

downloadinq aci•ntifia perl~dioal• f~o• ~Stor, a eub•ociption baaed databaea tha~ bou•e• 
Acado~tc »eriodical•· 
Clllllb~lclSJe Police 'Det:.ec:tive J(b)(6),ib)(7)(C) Spooial Ag•Dt l(b)(6),(b)(7)(C) I from the UD1t:ed Stat .. 
Seoret lihtnlce an4 Bo•tOD Police Offiear (b)(6).(b)(7) I reepondatl to builc!ing u room oon. 
C.mb~idg• Voliae•e ertm. Scene S•rvicee aleo reeponde4 and prac••••4 th• laptop &Dd ext•~•l 

hard drive for l«tent ~riota. It ••• data~inad tbat the laptop would be left in place •nd 
IS~T would =oDito~ the n•twor~ traffic in ea aetempt to identify tba auepect. A a ... ra wae 
alao in.t&ll~ by NZT'a IS&~ Depart .. nt to eooito~ ehe area. 
OG January •• 3010 at approziz.t•ly 1St26 hour• a white male, dark or black eboulclar length 
wavy hair, wea~ing a da~k coat, gray bae~pack, jean• with a white bicycle helmet enters the 
roam. It appaa~e &a tbou9bt the •uapect take• • hard 4~iva out of hie bao~ pack and b&nda over 
tho laptop aad external hard drive. Re exit• the roaa moment• late~. 
On J.nuary 5, 2010 MIT•• rs•T gepar~t 1Glo~4 me that app~oalmately 70 gJg5bytea of data 
had O.ea ciOWDloe4ri. U\ of wbioh wae fr<IGI J8to-r:. SA RbX6),(b)(7)(C) I had informed ~n that JU'l'' 8 
IS&T bad put &A ApprOKimate value on th• dowloaded intoraatioD at $50,000. 
~n J&Duary '• 2010 at appr~imat•ly l2r3l ~~¥• a wb1ta &ala, da~k or black •houlder lenwth 
wavy hair, --~~~ a 4ark coat, gray baokpaok, j•an• with a ~bite biayele n.lmet enter• tha 
room, I wee moDitoring the video f••4 at the MIT Police Depar~nt at tht• time. It appear.• •• 
thought the suep•ot ~·e~ed up the laptop and hard drive and .-1te4 tbe room. MIT Police uoit• 
reaponaed to the area and searched for. the •uapeot. A cheek of the rooo detar.toed that tbe 
laptop aod hard dxtve bad been Temov~. 
On Juuuy 6, 2010 at app~odmately u,u houTel(b)(6).(b)(7)(C) loc tbe MI'l' Police 
pepartment called .. and etated be ha4 locaced the auap•et riding hi• bika on Baa•aob~••tta 
Ave at ls" street. Speoi&l Age~atl(b)(6).(b)cJan4 I napoaded to the L•• str .. t to aadat J(b)(8).(b)( I 
'blC6Hb The au~peot jumped off hia billa when oncountend byUb!C6),(b)(7)(C) Janel r:ao 4own Lee 
9treet.J(b)(6),(b)(7)(C) I and special Agoat (b)(6),{b) I were able to appxebencl the auapaot at 24 X.a• 
Stroet. Ke •• h&Ddcu.ffed by s.\l(b)(6),(b){71 
The IJI.\epeet ancountare4 byl(b)(6),(b)(7)(C) I aod appnh&D4e4 on Lee Street ia the eame person 
•••n Oft video entering the re•trict•d talepbofte oloaet iD building 16 on January 4th at 15126 
hour• aa4 OQ January 6th at l4al1 boura, 
He wa• erra•ted f~r: two ~ount• of Braaklng .nd EDt•r:ing in the daytime with tne intent t~ 
commit • feloa~, Chapter 26C aectloa 18, 



Mainfonn 

CAMBRIDGE POUCE DEPARTMENT 
CAMBRIDGE, MA 

CAD Incident Report #11000895 

Incident Information 
IIICicleGI I IaddeM Dille CaiiTeker 

11000895 0110412011 10:49:56 (b)(6),(b)(7) 

Incident TyJit DtlCI'ipdun Priority 

130MISC 3 
Emrl.ewcl A._rmlenl r.foclif'Nd lly Modlfttd llflte 

J 

01/04/2011 10:,1:22 
Event lnformatton 
Munk'i"HIIIy Rll'illlC&I Name 

MIT POUCB 
fireD~ RA 

261 205 
Corrtet Loc!lldoG 

MIT POLICB / 301 VASSAR ST 
Slm't.f ISUcdN~ Apartmtntf J Cro.uStrm 

301 IVASSARST I 
Near Lan4mtrkt 1\ddlllonal 

Page l of2 

-

AMHERST ALLEY ro VASSAR BUSINESS ADDRESS: 301 VASSAR 
ST ST 
Reporllng Person 
IPName RP f'lloae How Re«<ved 

RP~ Closed87 DetoCiosal 

<~><a>.<b)(7) 1 01104/2011 10:51:22 

Incident Types 

Olapatch Clue lnoldent Type 

AMBULANCE 
PIRflRESCUB 
POLICE MISC 

Note(s) 

Not8Type JEntwed By jU9eriD 
NoCe 

FR..ENUM 10110412011 10:51:26 ~~~~~~)~(b) I 

http://pd·nns2/QED//cadpartner/cad97fcadincview/main.jsp'!agency=CAM·PD&incnum=l... 4nl2ffl¥ 



Main Form Page2of2 

ASSIGNED FILE.f: 11000078 
INFO IOl/0412011 10:53:36 

REPORTGBNERATEDFORDELTA 71. 

Dispositions 

Olaposltlons 

TnN I DillpotltiGII llncldtlltltepoft't I Ac:ddnt bport? .JDueB7 

POLICE J(1J7) REPORTIPRT DESK IY I 1 

hup://pd·nns2/QED//cadpartner/cad971cadincview/main.jsp?agency=CAM-PD&incuum=l... 4f7 ddf1 



Record of Booking 

I. JI~DAYmUU•OUW?!'fYc!!!SfStl 

2. 1JM DA YnME FOIUI!I.OI'N ~SII 

Page~. of 1 

l. ------------------------------

•• --------------------------------

2687 
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Main Form 

CAMBRIDGE POLICE DEPARTMENT 
C.UmRIDGE, MA 

1\vENCX !'fA.., a 
CAM·PD 

I CASE INFORMA'l'JON 

I B.utc INPORMAnON 

: r.a&.Ll 
~ uoooo;8 
I 
i 
!CMISTAM 

l ACTIVE 

; &l!THRED [!X ID I N'AM£ 

C4SBTl'fl 
STANDARD 

DAD I TWI! surus 

PT EfmiUR Ur!)AI!tl ftY JD I NAMJ 

~ 
11000078 

CABeim.J 

Page l of2 

-·- l 
MIT COMPUTER CRIMES 

DTUflMl'IID 

I INCII>EN~~:::~D=:~ -·--···-~ 

lN<:IOfiN'f IN.FOilM4110N' 

JNCIDI!NT f DArEI'IJMr. KJ:l'OITEP QfFBN§I 
nooooz8 01/04/201110:49:0o MISCEI.l.ANEOUS STATtrroR.YVI.OLATION 

ll.QV!LIJl otio6/20H 14:t8:oo 

[ToDOI.JST 

AcrMTY • 1 FOLLOW· UP llF.PORT 

~llgput,EP DADQ)MD 
02/31/2011 lf':'.t(J:~ 

COMPLETED ACTIVITIES 

A(.'TIVrn' fl. t GENBR.U. CASB NOTPS 

AsiDIAL 0A'!1lf!'!II!K 

03/'Jt/2011 J3:5f.51 

SliHIWtiUl N&fl 

ljS:HJWl!!drJQ OFf!CQ 

jlb)(6J,(b)(7)(C) 

LocA'DOJi 

301 VASSAR:Jl' 

:l4L~ESi 

http:// pd-nns2/QED/Ipolicepactner/commonlcr.imeweb/detcasevie w/mai n .jsp?casenum= 1 J 0. .. 4n ttflfY 



Maia Ponn 

INVESTIGATORS 

l(t liu),(b)I7)1Cl ... , ... 

I CAS.E OFFENDERS .. 

; OlPINDEJliNPOJIMAnOlf 
I 

: MNI NV~HIF.!S 
!!fJt'lt)QQ4'17 . 

. !J!l2Q!22.<JJZ 

uoonot)4;rz 

ATTACilMENTS 

NAl\IH 

S\\'t\RT7., AARON H 

SWAATZ. •\ARON H 

SWAR'Ivl, AARON H 

DATiffiMI Aaitot!JI 
Oll/1J/:l0lll'r.:Zif.53 

~ 
~J.i.M.f~l 
SVSPH!d 
11HPRNhoNT TCAM20llM03'1 

ml IMIRfnMA &mylnD l~tffll~l!LI!Y. ~ 
OTHER 03/31/~0l117'.Ss;04 l(b){6).(b)(7)(C) 

Modla: t.s..'loll:!lill.u.l~L;Jl.!..:.r.li.w...l:w.l/.lli.::~I!Ja.Ja!,~~m.::.Wlli"071J~l!!!l!!=Jtmr;nln!t!ll=.! 

Page2of2 

http://pd~rms21QED//policepartner/commonlcrimeweb/detcaseview /mai o.jsp ?casenum= 110... 4n 120'fi9 
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260 
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Pege l Of2: 

(b)(6),(b)(7)(C) 
From: 
Sent: Thursday, January061 201111:13 AM 
To: 
ec~ 

(b)(6).(b)(7)(C) l(b)(6).(b)(7 hC) 
~~~~~~~du'; usss.dhs.gov'._. _______ ___.. 
.__ _____ _,.comcast.net'; (b)(6),(b)(7) usss.clhs.gov' 

Subject: Fw: MIT • Bid 16 

The thread below has Ute sta~ of the investigation to date. 

As I am on a day off today I would reqyeat that CPO Crrme Scene personnel hook up with SA~~~),(a) (b)(n land 
process the newest external hard drive for prints that the sU&peet left the other day after we cleared the seen&. 

~ctrully SUbmitted, 

kilii£J 

I agree with taking the laptop offline today and imagin8 lt. Any leads with identification? I wanted to look at 
what options we haYe to aet a better picture of his face. 1 mentioned the case to our Technical Security Division 
Specialist. He l~ working on another case this morning but will be avl'lilable this afternoon. Do you have aoy 
other ~urveillance options to capture a better lmas~ of hl.s face? 

l(b)(6),(b)(7)(C) 

U.S. Secret senoice 

All, 

I am golns to suggest that we take the laptop and hard drlve offline today. I think the amount of network traffic 
captured Is sufficient al'ld would lll<e to remove the laptop to see If he comes back to retrieve lt. I wilt be ablE to 
put some people there for a short time In an attempt to I D. 

2694 



Page 2 of2 

I am followirlg up a couple of po~sible ID's this morning and will get back to you on my success (or not). 

The open questions will be if we decide to take it offline, Is thl~t something I can do with instruction or will I need 
help? Also, do we want to have the new drive printed? 

~~~~}~U 

HI there, 
I have collected about 700 of network traffic so far with about 98% of which Is the JSTOR Journal downloads. 
I've done some Initial checking of the capture and 1 don't see anything that identifies a command and control 
channel. I was Just wondering what the next step is. 

Thank you 

l(b}(6).(b)(7)(C) 

AU e-mail to/from this account is subject to official review und is for official use only. Action may be 
taken in response to any inappropriate use of the Secret Servlce1s e-mail system. This e-mail may 
contain information that is privileged, law enforcement sensitive, or subject to other disclosure 
limitations. Such infonnatlon is loaned lo you and should not be funher disseminated without the 
permission of the Secret Service. If you hav~ received tbi& e•mail in error, do not keep, use, disclose, or 
copy it; notifY the sender immediately and delete it. 

2695 
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CambridgWolice Departme-nt 
ldentifi£ation Unit 

LATENT PlUNT EXAMINATION WORI\Sm:ET 

-N 
t\l _, 
(!... , ..... 
~ 
- I 

l~ing&r : Palm 
Imp.-...loa 1 

C~ldidato Li:;Jr enn~hed :md Rcviewe · 

Mt~c. Notcl: __ 

Value for Comparison rtb __ ·j ··-~_ .. ______ ....:_ ____ _ 

Manuul Conm:u+mn: · 

Name DOlJ _,.f)f!flf .. 
l. ____ . 
2. 3.-------------· -------·-· 
4. 
5. _________ 1 
6. ____ _ 
7. _________ ,__, 

D 

8. _.1 9. Z'" ___ _ ---.. -·-·-·-·--.. ·-----··-· .. ---· __ .. _, _____ , __ , __ _ 
lO .. _____ L:-.... -~~-------.. ----=~-~-.... ---·--.. -........ ~~~~---=--==-=-~= /' ______ ,_, ___________ .. ____ _ 

.. -·-·--·-·- ·-·2698.-·-



lei 
[ru 

[YJ 

. . \_; 
Cambridge Police Department 
Identification Unit 

LATENT PRINT EXAMJNATION WORKSHEET 

Levell :Qmll: 
.Pattern Type/Ridge Flow 
Incipient ridges, scar!!~ WlU'fs 
Quality ( di.stortion) 

teyel2 DetaU: 
Rldgo Mo~phology (sizelsJlap") 
Target'Unlque ridge detail 

}Jevcl 3 Uetail: 
Pore/Edge detail 
Secondary Creases 

Exclu.: 

lnconc 

I 

---··-. ---·--·---·-· 

nate v,~ritit•d: ,_ ______ __;_· ..:.=..:.=---------·· ----

~
-· -~-- ---.. --n:ESUL11 NOTES . 
otsui"iiibTO-±f>i~ca;... .iin-b1caoicoiupW:Isori ___ .. ---·.. · · ... --·- ............. _ ............ _ -··-·--·--.......... -
---•-··---- -· -••··-- __ _..:._ , ...,. 000°00000 --,•~oo.ooo•noo •-•••••-•• ••-••-•••--••·-•-••-•• --•••••-•• ... '-••••••• ••••-•••uo ·-- •••-•- • 

0

• • - · --

ua.ble lu maltt2 mparison due to poor quality of 
_ i.•.'f.IP!.£~~?~.2 __ he -~~~1~~:!~~-~.!!rd ·_ .................... ____ .. _--:.._~ .. ~ .. ----.............. _ .......... ~.- .................... - ... --... -............. . 
Checked as · as possibl~ and remain.e 1midentified 

• ' i 
1rj;; fficT.,id'etaiito.~siabTf6h.identitY·i~tiiuHfdeii.t·-~ ... _ ... ___ .......... ., . ~ ... :·-.. ----·-........ -- · --· _._ .. ·-·-.. 

~~:~~~;~~;:~~~=~~=+:=:~-~~~:-~_'. :_.~=:=~~=:~::==-=:=~~ 
--. -~- .. - ·-------- -··------------···--269-7--

) 

l 



\.J 
Ct~mbritJge Police Department 
.identification l.l'uit · · 

LATENT '.P.RJNr EXA.l\.UNAl'lON 'WOR.KSHJo;E'I 

Ptthn 

Value :for Corupa1isou 

SPii!X i~nfa 

D~ Entered: "ilff""' __ 
EX11miner: ___ _ 

Inv.erted: 1_-:] 
:Pattoiu: [ RS _] [~~. I 
Core Pre.'ient: 

Skeleton; 

'[] 

0 

---'---·--.... __ _ 
0 

-----·------------ -·-.. ·····-·---l 
,"]()}> 

. ~~~-~- . . .......... . 

1.,_._,_ .. ____ , _____ , ___ ~.,-----~.---- .. --------·-.. ---
2 ... _ .. _, _____ , _____ ,,.. 
3. ______ ,, ____ , 
4. 

5 ...... ---·-·-·-·- - ­
(>·--·-· ·-- ·-· .. - -··-7. __ _ 

9 . . 

---.. --.. ·--·-·----

---·-·--·---___ ....:.._ _____ ,, __ _ 
-----·· .. --··---·--·-----··· .. -

---.. -.......... --·-------·-·-·----.. -·---.. -·-.. ··--.. --------10. ___ ,.&-___________ ,, ________ . 

/ 

_________ , __ _ 
·------.. ··--.... .:.. .. --. . . ·-- _26_!!8 __ 



·v 
Cambridg& Police Department 
Identification Ui•it 

LATENT PRINT EKA.'WNAl'ION WORKSHEET 

Levell D~: 
Pattern Type/Ridge Flow 
Incipient ridse.s~ seW's, w~rta 
Quality (distortion) 

!,&.veJ 2 Detitil: 
rudgo Moxphology (size/shape) 
'fargetfTJnique ridge detnii 

Leyel3 11etail: 
Pore/Edge detail 
Secondary Creases 

---------

~- _:J.c.,..J 
1: - . 

.. I E I Bxdumon: 

Inoouclns.ive: 

·---~--·--------t 

--··------t 

·-----"""---------.. ---1 

........... ·· ··Date Vet'ifi:::ed::.:!_ ... _ ... _. _ .. _ .. _· __ · ·_· _· _· __ · _· --~------l 

· uiiabJo ·iO"Ii"wke-~"OiilP.- ·i5ofi-iiueto.~oorctuiit1i~'"iir-- ·-·---.. -·-.. -···-···--·····-····--:~ .. --.......... -... ·······--··-· ...... .. 
~~-~PF.~~i£~.?n the t :...:!'!.~~~.~~-· .... _ ... _ ...... _ .. ____ .. ~ .. --~-·-·--.. -·-·~···---~--.. -· ......... _,_ .. ____ ,. ... _ ....... : ....... . 
Chc>.cked as 1'\U' as ossible tmd remAins unidentified 

·-rn3ultiei~~~] .. ~i.iroesrn(;if.'lii .. ffi~nt"ii:Y.b'iit"5~tfJ'icTe·nc· ··----:·--· ........ _ ... -.................. -.--.. ---··:_ .. ______ .. ___ .. 

-1!;~~~T~iWi:~ff-i~~~~~; ;~~gff;h-or.exciuCit .. ..: ...... ··--·-.. H ............ -.-................ -.-~ ...... _ .. __ .. ____ ...... : ... ___ .... . 

. ~9~!1E.~~.:--·-·-•-.. •-••-•------·--•-•oo_oo_ .. __ , __ oo• •••oooo•-·-•oo·-•-oo•••oo•••-"-"'"""•"•'"-· '"'"' • • -· ., .. _,_""""_'_ 

rnsufficient detail tb1: comparison purposes 
2691L 
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CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 
Supplementary Report # 11000078/4 

. . .·· .... · . *""····; 
A_Rpxoved l•or ?UbUc view 0Jtc:.(finu: Printcd:Prt Apt" lS • ..::l.::..:4:..:.:.=..17:..:::....:•:..:.J~IID'T~·~~-~~~ ....... -..., 
ase Titlt i..ocatfon 
~!!_gpMPUTBR CRINRS 301 VASSAR Sr (BLD 1} 
OatefTimt- lkporti•d Oatetnme Occurred -----·-----------1 
Ol/04/2011 l0:4.:;:..9.;..:tO:.;;O ___ _ 
ncident Type/Offense 

to _________________________________________ -4 

ICISCSLI.ANEOUS S'fi\TIJTORY VlOLATION (999999) 

• • 

• 



• 

CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 
Supplementary Report # ll 000078/4 

~,2rovo -For I>Ub ici View Dateft1me Printed: Vrl A~~ 
,..a~ ntte ..oc:atfon 
M~T C'O!fi!U'!'D CB;(UI 1301 VUILU Iii.'! !BLD lj 

Pa'e/Tlmt Reported Patemme Occurred 
01/0412011 lDt.!JIOO to 
ntldent Type/Offenst 

V.Ig.IIA'flOK.( 111100 OQ \ . ·:.Ow.ftna 

NARRATIVIIJ 

l<b)(6) (b) 1 15 14 rl7 11l BD'l' :IOB.x: o::~n ,,11' 

On W&lfOh 15, 2011. I wu QotiU•d by Det.l~~>.<6).(b)(i) I that l<b){6),{b)(7)(C) lcul) .may ~ 
conoid•~•d • ~ereOD of int•~••t in tbte ceae. 1 examined tbe fingexpriDt c&~d on til• tor 
thi• indivi~al aA4 4eteratn&4 it aontained •~ftic1eot ridge quantity end ~ali~y to~ 
compez:iaon. t then oomparad L'f to SP2 ancl eoulcl not e.xclude SP:II •• a donas: for LP6 . 

LPG and JP2 eecured in lD unit o••• fil••· 



. . . 

CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE) MA 
Supplementary Report #11000078/2 

ApfrOVG~!~UbliO Viow 
1 ase Title Location 

J(b)(6). I 
DaWI"nnD Print..:d:Thu Apt- 07 ,16 ~9: 53 BD'l' 20 Hy l!b)(7)(C I 

MIT CO~PUTIR CRIMBS ~)~0~1~V~A~SS~A~l~S~T~(9~L~D~l~l--------------------------------------l 
Oaromme Reported Dilti!ITime Oo:curred 
01/0t/2011 10r4tl00 to Incident Type/Offense- .;_ ______ -..~...;.;;;. ____________________________ _ ------------
MISCBiiLANBO!IS BTATUTORY VIOJ.I\'l'ION(999999) 

.lllllDDC81 

at, tt) aealed cl•ar plaatia avid.aae bag conta!ning ll) flaah driv. r black 
pl&etio, •HP", 8 GB. Silver metal USB 1a••~t haa t •OOfSKXB~l" and I "85101• and •vl25v•. 
Hoaauromente are ap;sn:cx. 5. lCI!Il x L 7cm x . 01011\ 
•••••Item 11 RBiAC!AGBn lN A 5BALWD MAniLA BMV•LOPI ~/ Qrii!Aal plaatic pa~k•gin9.••••• 

Cl) aea1•d cl•ar pla.tic •vidence bag ~OAtaining CSl, es2. and CS2a, 
IContinuod an uext ~ o 



• 

CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGEt MA 
Supplementary Report #11 000078/2 

=.::.-----.---·-;·_·•:,_' ~Dat~.i'rtni·& Print:Sf Th~ Apr 07 ll5r 09 t 53 BOT 
ocatlon 

PlljJe 2 oil 

·~~~=~~--------!~-~~~ ST !~1~-------------------------------~ 
ate/T1me Occurred 

ta 

CSlt (1) ~in1 laptop1 ACBa, A~lreon•, BMt LUSAXoDoo100111S01, SMlPt 00106554fl6, 
Hodel lr ~VSO. La~top i• 4e•c~ibed •• a blaok b .. • w/ ailver top. USB cord and 2 power cor~ 
are eOQIWetea to the la~top, Meaaurem.ent• ara approx. 25.9cm X 18.l Clll X ~.!1 Clll. 

CS2r (l) Bxt•r.oal hard drive compartmeAtt Silver w/ top l bott~ that ~eparata from 
eaab ather ~o•ing aD iDternal ramovabl• un!~ (CS2a). The campertment read•, 
•RooketPlah• oA the top and bottom reeda, ''R• 3.5 SATA lid anoloaura kit ftV-AHD35• Inaide tha 
compartment ia • green elaotYonio circuit pan•l. ~ black asa ccrd connect• C82 to CSl. 
1-feaBuremonto a.r• •PS~rox. :n. :ica X ll. Lea X 4. 3cm. 

CSla: tll inn•~ har4 4riv• unit, or ioter:nal remcvabla unit located in•id• cs~. Unit i• 
a ~e•t•rD Di~ital, MDLr WDlOBAaS-ooHVWIO, 2.0 TB, SMt NMAZAl6266?S. Unit ia deeorlbed aa 
having btaok •i4e• ~d bottom, reflective •ilver ~tal top w/ a gr•aA • whit• l&bel v/ product 
info, ••••ur...ate are approx, 10.)~ X 14.5ca X 1.4 ca. 

*****Item. CSl, CS2, an4 CS3 RWPACIAGKD IN A SEALSD LAAOB BROWN PAPZR BAG ~/ original pl&atio 
ru:Jc.aging.••••• 

J.P7r (1) small c:l-r binge lift.•r coll•cta4 frOlll ~he upp•r right cc%De:L' of th• ur:e•ll 
(CSl). Collected prior to tuai~ an 2/10/2011 at appr:ox, 0951 h~•· 
2LP7t (1) small clear hinge lifter ooll.at•d from aame are& •• L~7. Collacta4 after 
fuming and traditional black ~ow4•r proa•••iog. Oolleot.d oa l/10/,011 at appYo-. 1216 ho~• · 

J,P&. (L) naall clear hing• lifter collact.c1 hoaa CSl& (dlver 111etal su1."face) . 
Collected afta¥ fuming aD4 tradltioaal black powder proo .. aiAg. Coll~cte4 on 2/10/l011 •t 
~ppcox. 1150 hour• . 
LP9a (1) emall ~l~ hiog• lift•~ collected f~• CS1 betweaa ar••• far ~P6 •nd LP7, 
Collected after tualni aud t~aditional black p~er procedling. Collected on ~/10/2011 at 
npprox, 1223 hou~•· 

PHOTOS• (7) phOtoe colleeto4 oa l/3/2011. (58) photos aolleated on 2/10/2011. 

NARRATlVU:• 
On February l, 2011 At approx. lllO lloun, Dat.l(b)(S),(b)(l)(C) leubmit.tad tha above LtltiiiiJ 

(Bl, en, C/ll, &114 CS2a) vb Property. With tha n.sbt-.c• of J(b)(6) .(b)(7)(C) I Det. 
(b (6 , b opane~ tile .. •la4 pa.okage• an4 (7) photo~apha .,..u taJten of the !lema. 'the 

repaekaa•4 at ~i• t~• •• d••erlb•d above and ••oure4 in the ID Unit. 
(Continue4 on Dext P&9•) 



CAMBRIDGE POLICE DEPARTMENT P~sel otl 

CAMBRIDGE, MA 
Supplementary Report # 11000078/2 

··;r···· ,. 
~or Pubt:i:o\~ Vi 07 llil 0 9 t SJ BDT 

ocatlQn 
0 UAB S:r CBLD 1) 

VIOLAT10Nl29999~ 

l{b)(6),{b)(7)(C) I 
OJ\ Febnuy 10, 20U,. and :t exaaine4 the Uxw• lillte4 item• aa4 dooUIII•nte4 
tho •.me with note• and photosrrapha. Up<m axaaining C'S:.la, X ob .. rve4 rid9• 4•tdl (LP8 I 
on ~b• silva~ ~tal aurtace. 1 u~•d obli~• lightin9 &ad aeve~al altern&tive lighting method8 
with photography ~o enhance th• vi•ibili~ of the la~ent. l Qbaerve4 blao~ pow4~ ~••idua on 
CSl aad CS2 tb.t r.mained pr••ent from the p~oeaaiasr ~onduate4 on ae.o• on 1/~/2011. tn 
oddition, I ob••rv•4 an a4clit.ioual lata.a.t (LP?) not ob .. r:v•4 at tb• IIC6M. 1 at.t.mpte4 
to enhanaa and collect tbie latent prior to further praceaaiug. Item. 81, CS1, CS2 and C'82a 
wore then f~a4 with cyaaoacrylata. upon complatiOft, I examined th• iteea agaift an4 
obeecvod ridga detail oft cs~ (th• •4;•• of tbe •c~•eo) ao4 on CS2&. Na di•~a~nible 
:ddga detail wa• Ob .. rvd on It- Bl or CS2. I uea4 traditional blaok ~·~ to furth•r 
enhance ri4ge detail aDd colleot•d latent p~int lift• (2LP7, L~e. aa4 Lt9) :rom CS1 ao4 
CCJ2a. 

Items R1, CSl, CS~, and CQ2a wer• re~uroad to it8 paakaging and ••~ured in ~- LD Unit ~ 
Luc:ker. 

2704 



IVtDDCBs 

SPlt (l) known fin9e~~int ca~4 fo~ Aaron BNART:, DOBt 11/08/1,86, W/M, O&TWs 
TC~M2011000ll, ~olleate4 cu January 6, 2011. 

LP7r (1) am&ll el .. x hini• lift$~ collected froa the upper right corn•r of th• ecreWD 
(CSl). Collected prior to fU.ing OA a/10/2011 at approz, 0953 houce, 
2LP1t (lt ~11 ol••~ hinge lifter oolleotad fTom •~• ar•a ~· ~P7. Collect•4 atter 



Pa~e :1 ot2 

'"1 ·.·~ .. · .. -' · .. - · !''.~ • .> ......... - · ·-~ ........ ~ .,· ... · ,,_. ..\ t, .. , ... ''- -~·;'!··,: . .,_ .. ~, · ·lor• ··· 'I·(IIJdll\1..' ~.~.',-;nt:.nu~J:. · t:··.:tn )~lt·~ 1) ' - , • · .•.• ~ ·.• ~ • ·' . • 1- .,.., ·" ' 

f\~ing au4 traditional black powder proa•••ing. Collec~ed on 2/10/2011 at appros. 1216 bo~• · 

LP81 Cll small alear al~• lifter collaote4 from CS2a (ailver metal •urface), 
Colleoted after fumin7 and tra41tional black powdar pro~ee•ing. C~ll6cte4 OA 2/10/2011 at 
approx. 1150 bou~•· 
LP9• (l) •mall clear btnge lifter colLactad from CBl between areaa for LP6 an4 LP7. 
Collected after twaing end traditional black pow4er proeeaainQ. Collaatad on ~/l0/2011 at 
approx. 1223 hour• . 

NARRATIVRa 

On February 10, 2011 and february ll, 2011 % ~~iued the above latent lift• and tbeir 
reopeative photogrepha to determine ~h4ir v•lue for OO=ParlaoA. LP?, 2~P?, and LPi w•r• 
dotormined to coutaiD ia.utficient quantity and ~ality for compari•oa, LP8 wa• deter.iaad to 
contda 111uftioieut quaAtity IUld quality fo~ compad•oD. l than compuM t.P8 to the kAow. 
exemplar print• to~ Aaron SMAlTZ (tt.a SP~) and in4lvidua1Lse4 it to the to iDpr•••ion. 
I •ubaittfld a Vedf1cation aeque•t to Boatcm Police O.putlleot, 16llili! EI!l7J((';j jon .P.Oruuy 
2!5, 2011. 

•ri!ie«tlon ~•PQrt reo•ived on M&rob 9, 2011. a .. e••• &ttachmenta for Verification report 
and •~pport•d docw..nt111. 
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• 
CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 
Supplementary Report #11000078/1 

Approv'Jd !or Pnblio Vlew -~'.'!..Print~: Fri l\pr ··I~~~~~),( b) J 15 U: 1l: 21 EDT :10 L\y fC\_ 
r-••seThle LouMn 
J!!!::COMPUT9R <:RlW~9 JOl '11\SSI\R ST (DLD lJ -Untefnrn~ RePOrted D,•te!Timo Occutrc!d 
Ql/Of/2011 l0&4,t00 to 
ncldent Typ~/Oifame 
MISCBLl.AN~US GTA'fU'TOI\Y VIOLAT10N(999999) 

lull 

&Pl: 11) kno.n fingerprint card for Aaron SWARTZ, bOla 11/08/1~86, W/M, OITit 
TCAM~011C003~. colleot~ on January 6, 2011. 

following eolleot~ on eoene on 01/04/2011. See l•t Inoi4ent report for tbia oa••· 
~Pla (lJ ..all ol••~ bin~• lifter ~rom the bott~ right corn•r of th• inner bard-dxiv• 
uni~ (CS2b). Colleo~.t at app~x. 1221 hour•. 

--



' 

CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 
Supplementary Report #11000078/1 

1ok" Public View Dutc/Mme l'rlnred: Prl Apr lS 14 •ll: :Zl SOT 
.ocauon 

~~~~~~~~~~~---------4~~~S~AB ST (BLD 1 

.oo 

LP2r (1) .mall olea~ hinge lift•~ f~om th• top ~igbt ~o~er of the i~e~ ha~d 4riva 
•Jni.t (C82bl. Collected at appcox. UH h.our•. 
LPl: (1) ..all clear h.ioga liftec t~oe t~ aiddle lett aide ot laptop acrean 
(CS1). Colledtad at approx. 122f houre. 
LP4• (1) ... 11 clear hing• lift•r from the upper lett ooreer of the laptop •creeD 
CCSl). Colleeted at approx. 1230 hour•. 
Li5r (lt amall clear hinge lifte~ f~~ the uppe~ right oorner of the l&ptop •Qrean 
(CS1), Collected at approx. 1232 hour•· 
LPS& (1) amall olaar hinge lifte~ froa the middle ~ight •ide of the laptop eoreen 
lCJll. Collected et approx. 1245 hour•. 

fiARRATIVBt 

on ~enuary 4, 2011 •n~ January 5, 2011 I e~iu.d tbe above leteat print lift• •nd c•levant 
botograph• tG cSetenline tbait: value to~ c:ompari•on• LPl, LP3, L~3. LP4, an4 LP5 ware 

aatermina~ to contain in•u1ficient ~idge 4eteil fo~ eompari•oA. Llf wa• detere!D•4 to eonta1ft 
inuufficiant quantity and quality for lndtvidualisatioa but aoDtelnc4 •uffiaieat dat•il for 
oxclueion. I oomp~•4 LP6 ~o SPl and e~oluded A&roA 8"ARTI •• • the dono~ for LP6. 

LP1-LP8 are ••cured in ID Dnlt case files. 



<;:ambrid~olice Department 
Identification Unit 

LATE~T.PRlNT EXAMINATION WORKSlmET 

·------·----......-------·-..--, 
Sl,li~X li;nhy 

Date Entered: _.1/_/)::. ______ _ 
Examiner: _____ _ 

Inv.erted: [] . . . 

Pattern:~ G EJ GJ _EJ [P~!.M] 
Co1-e Present: LaJ Delta Pres~u.t:: 1AZJ 
Skeleton: .4?'0--
ff. ofl'oln~s:. __ _ 

submitted to batab~o: 

( ~.l?i!_!.f!,!-0- Palm Impression Wtial QED Supplemental: 
$ 

0 
Alb-(j) ~ OP KbLG 

Candidate List Searched and Reviewed; 

~~-Notes: 

Valae ft)r Compuison __512..}) ft1L#=ft; · -:..~~ti.~;:ik:ut~ 
--·-------------------

~------------------·------·--·----· 
Manon! Comparp.on; 

Name DOB OBTN 

ZlCt/'J'l_ __ iL 

·--· ·-------·-----_______________ , ____ ---
----·------- ··-·- -----------·---- -.. -·- ·----··---

-'-------------------·-------·---·-·--·-·---
·------------!>. __ ...,: ________________ _ _ _______________ , ___________________ _ 

10. 
-·-··-~·-·---· ·---···- .. ----·--·- .. ·----------·--·---·--········-··-· 

·-·-·--·---·-·---- . ---------.. --·--·-·--.. ·----···---·-·-···--·------"2L.Ij70~9. _ _. 



" •· 

Camb.ridg~ulice Department 
Identir~eation Unit 

~~~~~ LATENT PRINT EXAMlNATION WORKSHEET 

I.~..d 1 Pet!Yl: 
Pattern 'l'ypeiR.idgo Plow 
Incipient .ridges, scars, W~l"U:I 
Quality (distortion) 

J&yel3 Petail: 
Pore/Cdge demil 
Secondary Creuses 

·r~1~-;-1fficieni.Ztetiiito"es1a"b1f9iiTdentTty.but-8t~fiici<.·nt··· ···---···-···-···-·· 
de!:!:!L~~.P~~-.'!t!~-~~~l~~~:!~~!J.ti!Y. ____________ ····-·· -··:...... ·················-······· 
Insufficient detail to eit.ht::r e~tnbliGh m· exclude 

) 

..l~!~~!~-~ .. ..: ______ --------.. ···-----·--·-·--------.. --······-- ·---~···--···--.L.~- ···--· __ ... _ ............. -..... -·--·--·---.. --. ., 

In.sufficie-nt_de_tail_·_:ro_r ~-m:.~s_o_n p_ur_p_os-e3--~- / _________________ .. _·-·-·--·--lJ.tJ 



'

.. CAMBRIDGE POLICE DEPARTMENT 
" CAMBRlDGE, MA 

Incident Report #11000078 

P~~ 1of 3 

ncldent Typf!/Offense 
~M~I~SC~.E~L~WU~I~K~CU~S~S~~·A~T~UT~O~R~Y~V~I~O~~~T~I~OH~(~9~99~9~9~9)~------------------------------·---------



CAMBRJDGE POLICE DEPARTMENT 
CAMBRIDGE, MA • Incident Report # 11000078 

• ,]b)(6) (b) I 
:u:11u:ovod P'o'C' Pub11o View l>:t!e!Tirtlc llnnttd· 'l'hu ~P~ 07 l6c05•l3 iD'1' 20B_y, (7)(C) 

as. Title f-OCa11on 
MU COMPU'1'8R CR.'IMIIB lU VA§QI g I!LD ll 
>atemme Report&d Patel11me Occurred 
21L~~l~~A' 10J4tson Ito 
nddent Type/Offense 
Ml~f.A'.tU%Sl8L-'llO.LAnQltWggg'-l 

•aock•trieb• on th• top and bottom r•a~, •ar l.S SATA lid enoloeYr• kit R~·AKD35* Intid• th• 
co~p4rtmont Le a g:e.n el.at~OQio oircuit pao•l· A 098 cord ~onnactl C82 to CSl. 
CS2b• (1) inner hard drive ~t, or internal removable unit looat&d inaide CS2, Unit 1• 
a a~ung, Modele HD15.V1, a., SlY5JlCZ800l2,, 

••••••••••••••••• 
The following evidence co11aetad on ~en• by ~• on 01/04/2011 and aealed iD & amall coin 
onvelopo. 

LPlt Cl) emall cl•ar hinge lift•r f~oa the bott~ right eo~nar of the ianer hard·d~ive 
uoi~ (CS2b}. Collected at app~ox. 1221 boure. 
LP~t (1) aaall clear hinge lifter froo the top right ~orne~ of tbe inner hard ~~iva 
unit (CS2D). Colleated at appro•. 1224 hour•. 
LPl1 (1) amall olea~ binge l1Cte~ from the middle left eida ot laptop screen 
(CSl). Collecte4 at ap~rox. 1226 hour•. 
LP4t (1) ~11 cle•r hinge lifter f¥0. the upp•~ 1•~~ oo~er of th• laptop •~•en 
(C!l}. Coll•~ted at apprcx. l2JO houri. 
LPS~ (1) .. ~11 clea~ hiAge lifter Cro. tbe opper right corner ot tbe laptop acraea 
(CSl). Collected at appro•, 1212 ho~re. 
LP61 (1) ~ll olear hiage lifter !roa th• mid41e ri9ht aida of the laptop screen 
(CSl). Collected at appcox. 1245 houre. 

··-·········-···· 
PHOTOS1 (85) pbotoe collected OA acena OD 01/0t/2011 • 

••••••••••••••••• 
NAl\RATJVIU 

~..l<b_)_<6_>._<b_>_<7_)<_c_; __ __.,Lnd I nuJpon4ed to the NIT P~Jlice Station to uairlt vitb 
116. We were ••eorte4 to the looatiOD ~y c~~ Detective 

MI~ Dateetivaa and other 9eeret O•rvlce Agenta. At app~x. 1105 hour•, we 
n~rivod at Bldg 16 and proceeded to the bae~t level to a cloaet (label~ 116-00•t> 
Lhat waa aecu~•d DY NIT offioera on acane. N• obae~ved doubl• 4oore opening to ~ oloaat araa 
containing phone and domp~t•~ network portale according to Mit rt epaoialiata on sit•. The 
closet vae approx. • feet daap by 6 f•at wide, the floo~ covered in du•t an4 
oloctrical/o~t•r/pbone panel• lined the walla, ao=- w/ w!rea plu~~e4 int~ the panels/unite. 

I obsetved a obai~ in the center of the room ~th a laptop on top. We were adviaed thia 
wan placed there by MIT IT apeaialist•· OD the floor, I also ob•arv~ a c~dboard box turn&d 

(Continued OQ n~t page) 
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CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 
Incident Report #11 000078 

l)ntefl'iwo Ptagt~ . Thu ~ r 07 l61 OS' 13 COT 

over, a a11a&ll hptop (C81), u4 a •ilvel' hard cSrtva eC~~~p&rtmant (CU) with podr 
cordo an4 4.ta eabl&e conRactinr th*S to the computer pacel• on t~ wall. Specifically, a 
grey wire couneata the laptop to a Cisco &y•t•m. C&talyet ~006 in Aow f4, plug 13 , 

Tha 8eeAa •a• ~~t•4 with aote• and pbotograpb8. Tben I ex~ne4 the lap~p , ~rd·~rive 

compartment and inner unit (CSl, CS2, CS2bJ and accompanyinr pow•~ ~ord• and usa oorda 
for aay vi•ible ri4«• detail, Paint ri4;e detAil wa• ob8erYed on the laptop •creeA. 1 fumed 
the lapto.p, hard·drtv• aod iDDer unit (Cil, CS2, CB2b) aDd power/US8 cord• with a 
portable tumi09 w&Dd. I th.n uaed traditional black f!n;•rprlat powd•r to eDhance any r14r• 
detail on the .urfao•• of those itam•. Ridge detail wae obeerved OA the tRAer hard d~ive un1t 
(C82bl and ~erulte4 in 3 lataRt p~iot l!fta {LP11 L~2). Ridge detail wa• el•o 
obeorvod •~rounding the l~top screen (CSl) r•~lting in t lat~t prin~ lieta 
(~P3•LP6), MQ further ridg• 4etail ••• ob•erved on any other •urfacea. 

The item• CS1, C82 and CB2b were lett la the euatody of KIT ~ete~tive• and Secret ServlQe 
Av~nts. 



Ca~brid~~tice. Depart~e~t "-
Identificatioo Unit 

LATENT PJUNI' EXAMINA l'ION \VO.RKSHEET J) .1tt;:.-L.)¥-'J"¥-~~--

.. -;rtr 
i !i . 

·:!I 
; 'I 
t 

. . . ! 8 
! ..... · .. Ju: 

.. ,.~·--------

--. -~---------......---------..:...-...., 
SPJ~X Jl:ntry 

Date Entered: .... - .. . !L_ _ 
Examiner: _____ _ 

/ 
Inverted; 0 
Pattom:[~ 
Core P.teSent: 

Skeleton: 

#of Points: __ 

____ , _____________ _ 0 
[l Finger 1 Palm Impl'esslon 

t12A) 
·----' 

··---- ~··-····--..,___.._.: ___ _ ...... 
MIIUl!:d 'Conumrisu n: 

·---------- ·---------· 

Nam6 DOB · OJJTN . ___.-

~:--- -==-=-~---~ ----··--··-···--. ------- ~~---
3 .. _ ·- ~_..;_ ~- -· . -------=----·_···_·-~= 
1 ...... --------·---·---/ 
5. ___ ·----·--· 
(}._ . 

'!. _ ___ . ---··----1 
---~------- ----··----

··-·-·------·--··-·---- ··--··-------9 ... _:_ .... ________ _ ---·----··-·-......... _ 
10:;::::;-_~~~--- -· ·-..:_.--..,------·-------------·~ 

, _______ .. ___ , 
-----21.14--.. -· 



.·v 
Cambridge Po lie~ Department 
Itleutification Unit 

LA1'E."ft PRJNT EXAMINATION WO.RKSHEE'f 

r.eveU..Q~l.: 
Pattern Typt>/Rirfgc Flow 
lnoipient ridges, scars. wart& 
Quality (distortion) 

Lwei 2 Det!ill: 
Rldg~ MorpholOBY (~izc/shape) 
Target/Urrique ridge detail 

J&!Lel3 netaij: 
.Pore/Edge detail 
Secondary Crc!l.'ICS 

lndivid,uals Compared: 

@ 
-· ··-~,,........---------/ ... Individualization: ·· 

Exclusion: 

-----.----
_ ln~clual~: -/-

H.LYJ=!:::_~.:_-~---_-_-_._ .. __ · _··-· .. _.D_atfrV•:rifretl:._ .. _·_· _· _.. · · · - · · · ~ · ~-~: ... ~-·----
·------.. --·--· ---·······-- .. ... ... . ·-- --····--.. ·---=-==::~~~!l~:¥~_0TES ________ .. ________ .............. -... -.... ·-··-· __ .. _ .. .. 

Nut suitable for :J ch but 8Uitahlc for C<lrnparlaon 

u!1a'b1e-t~o'inij' e OO'inpal'iso;:{~iiie't'(;i;Q',;i·Cjuality of'--· ·---.. --~--................................. --·-·-·------·-·-"·-·· ....... ;_ 

)_,_!ll.i~.:~~io.t ... ~!L~l~~P.f!~~~-: ...... _. _______ ·-.. --... --·---·---.. --~----· _ ....... ·-· ..................... .. 
ChccL far as pos.'lible and wuruns w;ide.ntified 

'iiiSiljficiCilicietii_fi~ estt~,l1Ti~l.T~~~~b'utsuf.ij9t.'i1i·-· ... ~--............ - ........... ______ - -·. -·---- ... ----........ 1 

.:!~tail ~~~!.!~~~!E~~~~~~~~!!~l!l ...... _. __ ........ _.-'o.. .. ........ _ ... .. .... - ........ -- ___ .. , ............ _ · ... · __ .... .' - .. -.... - .. . 

-~l~i~~:~~;;~;;;;~~:~;u;;:~~~----[··---·---·-----.. ·······-········· .. ···--.. --... -.------·---~-
. . 2715 
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Ca~_~rid~olice Depart!l'ent '-
Identification Unit 

F.xnmi"ncr: 
LATENT .PRINT .EXAMINATION WORKSHEE'r '----------Date:___;:':.../--L.L.f..,f-1-lt:l..t...l--

. . 

P•·oct•ssin Tl! · niguc: .... 7 1.... 1 
-------~-------·---~ 

Powdet; tg: Chemical: r0Ly"'<U'.-' w.-,J. 
:Pho~o : [ Other: . -·- __ I 

Date Entered: __ _ 

Examine~:: 

lnv~~: D 
Pattern: I_~J 
Con~ Pr~sent: j 
S~Leton; 

· N- of P6iurs:_ ... 

SPEX ~;nhy 

r~-==--·----------------·-·-

[] 
D (. Fingel' Palm lmprfSsion 

D 

Valne for Ccu:nparlsou 

M:nnual Comoaaisl)n: · ___ __.--····----·---··---------.. --.. ---· .. --·-·------·----.. ·--"~1-·--
DOD 0111~~~ 

l ... -----·-·----------:=---
~,/" 

2. ____ _ 
3. ____ _ 
4. _____ , 
5. ______ _ 

6. __ .. - .. -.. ----·-------7. _______ _ 

8._ 
9. . / ... ----r--·-- ·--·------.. ----·-·-----·----
·10._~------~:::.... ____ ............ ___________ -------------------------·-·---

--------·--------------·----------------------- ______ .,?7J§....._ .. 



Camb.ridg~olice Department . 
Identification Unit 

LATENT PRINT EXAM1NATION WORKSHEET 

.C 

Level 1 Detail: 
Pattern Type/Ridge Flow 
Incipient ridges. scars, wo.rta 
Quality (distorti()n) 

Layel 2 DetaU: 
Ridge Morphology (shelshape) 
Targcrt/Unique rldgo detail 

~cyel3 Detail: · 
Poi'c/Edge d~tail 
Sooondnry Creoses 

___ ...... _,......._ _____ -------\ 
JodividuaJizatiou: -

Exclusion: 

Ioeonclusive; 

I 

~------------------------

-------:------.--·----··---.,.-----

Dnte Veriti~d: 
--~...;_;...;_;:_ ____ --~---·-·----------~-

--------/---:---------~==::-:::-:-:-==:--------------------·--· 

-N'oi3illtat>io"fo~-s·c-·~ ct"t"bU"is-uitobie~rco~p~~!~~:rj .. !!«?.J2~~------------~·-·:-· -· __ .. ________________________ .. 

-uii~{jjie'~""il;ak coi~"pnrls~n· due"" to poor qu"idi tf or-· . -·-----·-·-·------···---··-··---------··---·-··-·--·-
. imE~!'.~i~!!l-~. --~~-~~:.P.£1~~~~~---·------··-·-·····- -· .. -·-··---·-·-··--····---~--- ---···--·· .. ·-· ·-·--- ·--··-·-··-···· 
Checked w· ai' as possible and reo:-ains Wlidentificd 

Tn;;~trr~ ·iit~icl.iiito csrai>ITS"il idei\iiiY'b"iits~iffici~i-·-- ···-- ··-···-·----.. ·-·--··--·--·- ................. ---------.... ·-------·---·-··--

~-~'!_i . .. 2.1~!::-.~~~!~~!.Cl~~~.J.~~!.~!i.~r. ... -------··--~- ... -·-·-··· ·----··-····-··---·-·-· ···-·-· ...... _ ........... -··---··-·····-·-
Insu cient detail to either establish or exclude 

.J~ent!_~----·---····-·····------·---··--------·--·-·--
Insufficient detail t(Jr comparison purpo.ses _ _,__ --·---------~ 

·--· .. --··-····---·····-·-·········-----···· ... ·-···-····-··-··-·-·-·-··-····! 
i 

.. ------·---.... ____ _ __ 2JH._l 



·: u .. 
Cam bridle Police Department 
Identification Unit · 

l.A'l'ENT PlUNT EXAMINATION WORKSIIECI' 

J;>ate J!nlcred: _ •. 'fl.:.::.._ 
Examiner: ____ _ 

(mpr~Hii>D 

\ i .. 
. . ~ 

0 
0 

·-·-·----.-- 1 

0 

Valae for Co~parisou ~ lt · 
---·- --·-····- ···-····~~ .·-- ~------------~------~-----·--~--~ 
·-----------· ·--------·-------------- ·----

. . . ·i'lf:mu:d· eu!l' llad~fltr:• 

Name. DOB OBTN 

--·-· -------- --·------
~ . 
.5.-···-·-.. ---·-----:·"-"···-··--···-·-.. ··-------- -- --··---
6 .. _______ _ 
1'1 ·-------- · --····· -.---

; ·---------------------·--------·---- .. - .---·----- ·-
s._· -----
9. 
to. ------·--·-· 

------------------ -
---------·-----

-----------·----------·--.. -----·------------------------.. --------·-
-----·--·-....27.1.a... 



.·v 
Cambridge Police Department 
ldt'ntifieation Unit 

LATENT PlUm' EXAMlNATION WORKSHEET 

c 

Agency:. __________ _ 

nate F!uhmitted: ne.m·Verifled:-· · 
··------------~ 

(b)(6),{b)(7)(C) ···-~-·-····--
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.... ,_· ........ u .. . 
C.ambt·idge Polico ·Department 

, ld.entification Unit · 

\ , 

LA'f,El\lT.PluNT EXAMINATlO~ Wt)RKSruf.ET 

• !I 
~. 

.------------;------- ---,.. -._ ... 

""'t"----- ... .....___._.1 d: 

'Pcdm Impnll&i&o 

0 

Value fnr Co~parlsou 

-----·-------··~·---------------,,..-----. · ......... /.. .. .,.,. 

··a~ 
~. --1----·---·~'"' 

--- _,..,/' ... ·-··-·-----· ---------,......,,....., ..... :;;...... ______________ _ 
,.,.,.-

Name 

· ~J:nnr:tt t'mllplll'isoitj' · 

1. ___ _ 
2., ________ _:_-f 
3. _________ \ 

4. 
).==~~-=--===:~==- (b)(6),(b)(7){C) 
~ . 

------------· 
--------·------ -------·-·-
------'------·----------
---------·-·-···-----------

'·----"------:r.C:::...--\ 

~:-zz::-----
10.--- ·- -----=----=-------..:...--·------·-·----- . I 

.._ _________ _;__ ------·----·-.. ·--·-·--·--·-----·'-··-.. ----..-.1I~9...-

--------:--.. --.. - ·. 
-----------··----------·------



. · v 
Carub1·idge Police Dep~u·tment 
Identification Unit 

LATENT P.RLNT EXAMINATION WORKSHEET 

LoyellP~: 
Patttrn Type/Ridge~ Flow 
Incipient ridges, scms, w'.'rls 
Quality (distortion) 

Leyel2 Det!il: 
Ridge Morphology (sizelspape) 
Target/Unique ridge detail . 

LmD I'etail: 
Pore/Edge detail 
Secondary Crc 

-----·-----

r:-~-:J llgeacy: 

I ~- J_. _r:!~.:- - ... -Dato·Vnrifir.d:·· · 
~---__;_.:.:..; ____ _ 

-----'----

·-------------.. -·--·----------iiE..~Ul:l' NO'fJtS ---·-·--__ , ... ___ .. _ -·---.. -·-··-.. --·--··--·-·---··--··· ···~·· ······--·····-... ···-·· ..... -·- ··- ..... 
r comparison 

u;!ai;rc-tc, ~~K6 comi>nris"On. due-io-il7>oi:·quaiity or··- .. ___________ ....................... -....... -: .... :-....... ------.. --........... . 
lt.~_::,sior ~..?.1!!!.~~-!~~:l~~~~~~ .. : ... '-··--·--.. ---·--.... -- .. ··---·--·---..... : ............ ~.-- ......... - .... --·-·-·--·-·--· .. -
Checked s fur as possible nnd rmr~ain:t 11nidcnlified 

'Tri~urrl!f&it.Jc'iai,i'to·~~i;i?ii~ili1cntii};-t;ii-S'iif;.1ci'Cnt'-· _, ______ , ...... - ..................... - .. _____ .. ____ .... _ ............... ...... . 

,_lt~~L~~~~~~~-~~-~~~~~~~--~!~~~ .... _ .. ________ : ____ ----·---·-·------------·--··~----.. ········--····-... - ........ -.... . 
Insufficient detail to either establish or exdud~ 

--t'~;~iiiiltTaiTfu[ ciiiiipai'iSOoiPuiii•••s··- -.. --- -----------' ----- ---·····- .. -- ... ------ ············-----j 
···-· --·---.. .. ____ · ------· _._1_ ____ ._. _________________ .3_7~-- . 



,._, 
C~mb~ldge Police ·Department 
Identification Unit 

LATENT PRlNT EXAMINATION WORKSHEET 

,-----------·----- . 
l'r01:c.o;sln ' 
Powder: 
Photo; 

-.--:·---·----· -·--. -··---------,,--

Floger , Palm rmprellslon 

Value (or Coutpar'ison / K..}j 

SPEX Eutry 

Date Entezed: ____ .. __ 

l:!.:<nmincr: _________ _ 

fnv~~ed: D 
Pattern: r·[(S J L~. 
Core Present: 

Skeleton: 

. #of Points:_ 

Submitted to D 

r~tialQ~s 

Y -. 

D 

,....... . ... 
r---------···-----···--·----··-· 
I .. ... ·· - ·· · ·· · .. · - - . .. .. .. --- ·· · ·i\fmrr: Ri·en.!.nllllrin~q•·. 
I • .. _ . .... ~ 

I 

I !. __________________________ . 

} _J(J}) 

2. . . 

<~-=----~~-=--=====~~- - - - · - -·-
·1·------------~· ------·-·--·---·-5. _______________ , 

~----'----------·-----·----·-

--'---~·~--·----------~ 

... -···----:-----------····--·--···-·-··· ... -... ----· 
1---------·----·----------·-----------·-------- I 

~--·~ .. ---·--·--·--.:.--------------·----· __________ 27,2~=-.l 



Cambridgt Police Department 
ldentlfication Unit 

J ___ _ 

LATENT PIUNT F..xit..Ml.NATIO~ WORK.SEIF.ET 

---··:- -----·-- ----- ·----· .. -r-··-·-

[&yell D~: 
Pattern 1'ype/Ridgc Flow 
·Incipient ridgt:s. scars, W!li.'UJ 
Quality (distortion) 

I.&Yill.~: 
Ridge Morphology (size/shape) 
'fargetfUnique ridge detail 

Lc•tel 3 Pmil: 
Pore/Edge detail 
S.econdary Creases 

I 
--------

·'--------·--··-- ___ .;__ ______ _ 
. QJ_tndivicJ;unls Comp«red: ·c . - . _______ ___;.. ____ _ 

!ndividualiZ4tion: • 

Inconclusive: 

---.---·-

.IYJ Agency:. __ -1:._ ______ 1) ··-tC"-~:-c-nfrcd~ · · _:_~_· ·_· :_:~~-·---~--~: ___ j 

-Unable to.rriake-cm~i· :uTsondu~iO ioo1:CiU";;ifty Of--- .. .._ ... ______ .......... ---··-........... _, .. _____ .. _____ ~.-....... . 

i~~~~-~~.£~~~ ·~~rin! c~!!.: ......... _, .. _ .. __ ..... - .. :_ ................. _ .. __ . .:..-_ ....... ~-----·---......... - ........... __ , __ 
Checked as fat as os~ihle and remruiJ3 unidentified · . 

.. rn;u-m"Cicni.ife ... u 'to-esta6ITs'hi~oiiill1.il\it'sliffi"Cie~1- .. ···- ........ , ........................ - .. -..................................... ·-· ............... .. 
. :·.~~!!:iL!Q~:~s l}.~_t_~~~~-~-~~i~~~!!!i~l... ... ____ , ........ ~ .. .: ____ ................... _ .. _ ................... __ .... , ...... _,_ ........ _ .......... __ ............ .. 
fnsufficien letail to cithet establish or ex.cludt.~ 

. ,., l..!.Q:-nt ~Y..... _ ......... ·--·-·----................ - ................................... __ ................. - .... : .. __ ................ - ........... - ... -.. ......... .... . ..... • . .. . 
fusuffic · ut detail for comparison purposes . . 

. . 2723 
-····· . ··-· ... .. ... ·-·---·- -----·-·-··--·· ·---·--------·-· 



v 
CambridKe Police Department 
Identification Unit · · 

LA'f:tNT PRlNT EXAMINATION WORKSHEET 

Ffugea· Palm ImpreDion 

Volue (0.1' Comparison / ~ 
----··----·--:-.---' 

-------------------

I. 
2. 

N~rn:c . 

3 .. _______ _ 

4. ------------4 :5. ______ _ 

6 ..... ____ . ·-· . ·---:/-.--

rnu:c!lsitu[Wr. '~ech ~~~;·-_ -- · ... - //7 1~.al P(lwder; . ~hentical: l!d C'rj'l,l(. 

1
. - · 

Photo; f...- Other: __ . __ ... ____ _ 

-- ---···-·-

.--.......--------..----
"PF.X i£nh.l! 

Date Enl~rerl; __ 

llx:unjn~·: __ _: _______ ..... 

rnv~~ed: 0 
Pattern: 0 [''Li] 

-==~~ Core I\·esent: 

Skeleton: 

# t>fPt}ints:_ 

Subm.iitedto 

0 

__ ...,.._ .. ____ _ 
?. . . -~---- _ ...;. _____ .. 

~: .. :z= ·---~-=---~=---_:_~ ____ .. -·-------·-----=~-~-:~=-=~~--=~-----·-·-.. -.!QL _______________________ , _________ _ 
---____ .. ...:.... ________________________ ,: ____ ,., ___________ ..__ .. ________ 272~ .. __ l 



.v 
Cambridge Police Department 
Idtntification Unit 

LATE~"T PRINT EXAMJNATION WOlUCSlmET 

---·----; .. ·-·--···-······--···-- .. ----· ·-- - ------·--
Levell De.~jj: 
Pattern Type/Ridge Flow 
Incipient .ridges, scars. wfUi;s 
QuaJlty (dLqtortion) 

Level 2 Detail: 
Ridge Mo.rphology (size/a.hapo) 
Target/Unique ridge detail 

l&Y.elJ~: 
Pore/Edge detuU 
SeeonJacy C':rettSes 

~~l Individ.ull.ls Compared: 

~. ·. 
.· 

/---~------------~-------------~· 

Dare Verified:· 

_ ....... =-~-~·-·· . ··-··---=-_ .... -· f.~~!!!1 F ~0}].~~---·----·--·--·-··-- ....... ---.... ----· 
Not sUitable for !I ch but suitable for compa1ison 

"tT~lllbie to :mn .. c .comp-ai:ison (Iue-to-pOor.qu.8lity or"-.. .... ____ ............ ----------.. ---·-·-.. ··--··-·•-..... _._ 

.. L~!!Q!~2:~~-~1. n t~f! te~~lui•!!-~~...:.. .. ............. -------- _. _____ ,. _ __ ,_ .. _____ :..:_ ___ : _______ ............. :. ___ ...... : ....... . 
Checked for as P9tisiblr; and ron~niml unhl,~militlc.l 

-iiistiTi"i"" i~~-.t-<ieiaii"to.~si;.~;ii~ii-idi.~iitiil.tii .. su.fficient - · ---·- ·-----··--· ·---- .................................................. ·· · · · 

_ d~tc~_!U~P-~~cnt _to e:c:.cludcj~~~~:(. __ ... -·--·--·-··-·. .. .. ________ .......... ___ ............ _,. ____ .................. - ................... . 
Insufficient detail to either estnblish or exclude 

.5.~~}~!.~Y. . ...: _______ ,.. ___ .......... ___ ........... ·-·-·---.. -·.. -· .. ............. --.. ---.. --.--.............. ______ .. ___ , __ ................ --
Insufficient <~t~l for comparison purposes 

. 2725 
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Cambridge ~lice Department 
Identification Unit · 

LA1'ENT.PIUNT .ExAMINATION\VORK8HEET Date~.;;~~~~~~-

r·--,--------·1)-p-Ji;-t,X__,.E_n_lW----·-----.. -

Finger Palm 11upr~lon 

V!tlue Cor Cmnparirwu / /J...}j 

Dale Bntered: _,J...ft,___ __ 
Examiner: ____ _ 

rnv;er~d: 0 . 
Panern:!""RS.I G 01 
Core }'resent; [.-L---.J 
Skeleton: 

#of Points:_ 

Submitted to [ 

·---···--

,/ 

0 

----·--··___{-' --··-··--·· ..... ·-----7·~--- ·---·-· 
Mnnual (:om[!nrlson: · . / 

DOB _,.,/.A.r;;:;V . 
/ 

I 

I 
I 
I 

Namt 

1. ______ _ 
2 .... ____ . ____ _ 

3._ .. ··---·-----· 4 .. _______ _ 
-----·-·--·-·----5. ··--·------- ---------·-·--·----6. ___ , _____ _ 

7. __ ,_ __ 

·-----'··-·--·-· 

-------------.. -···--
·----·--....;.._-------------~· -.:..-----2126_. __ 



4 

v 
C~unbridge Polk~ Department 
Identifh:ation Unit 

LATENT PlU:NT EXAMINATION '\VORKSREET 

·-·--· ------·-·· 
.Levell~: 
Pattern Type/Ridge Plow 
Incipient ridges, scars, w~ts 
Quality (distortion) 

--·-··-·_ .. __________ / 

f&el 2 Detfll: 
Ridgo Morphology (size/shape) 
TargetJUnique ridge ~tctail 

x.cvel 3 r.>cta.il: 
Pore/ Ed go detail 
Sc;comlary Crease/! 

I l Individpnls Cnmpun:d: 

--·~ -·--·~ 
Jndividuali.zlltion: 

/ 
/ 

--~-------··------

Daft' Verified: -------·---·------------

1-NOi~~'ll;~iCt~ ,;.mr,··· u!Siiibb1Cf0 ·c;;;;;p~~!-J.' J!().:!'f~:_ ---···---:~~---- ----~-----~-=-~=-
·r:fuabie.to"ffiiko c;- lp;i;i~ondue-top r qunlity of. ·- - ....................... _ ...... -·------·····---.. ---···-·····""' .. 
!f!!P.r~:;_~_iE~~ on e !~~-.P.r.!!'!:.~!:<!.~ .. .. ................ - ....... .. .. ~-- · .......... - .................. : .... - ....................... , ................ _ .... . 
Checked as n as IlOs:.;ible and t:cr~nin unidentified 

rn9i.rfici·- t detaifto-¢stablisil'"f<te~tityb\it-sufficient'-· ....... . .................. -.............................. - ......... _ ............... _ ......... .. 
.. ~~!~! ~ .. _P.ICS~I~ !0.._~~~!~.~-~~~ll!t!r.... _ ........... ~---·-.. - ............... _ ................................. , ............................ __ .............. _ .. _. 
fnsu 1cicnt detail ro either establish or exclude 
id titv 

.... sufifcT~nidet~~~ foi:cQ:.~~ari~o:.~~:p-~ses·- .. -···==r-~·==~~--:~--~.-~·:=·-=·-~~~ .. ·---·---.. ~:~.:~~=-·-- .. 

1 



MainPorm 

liJ CAMBRIDGE POUCE DEPARTMENT 
CAMBR!OGE, M.A. 

Master Person#: 1100000437 

Basic Person Information 

Name: AARON H SW AllTZ 
Address: (b)(6),(b){7)(C) 

City: 

State/Zip: 

Gender: MAIJE 

Height: 

DOD: 

SSN*: 

HatrCGior 
BROWN 

socs 
111011198(; 

~~~~ BROWN 
~"'I Markuad Tajf.ool 

Race Edmlcky 

Welabt: llt 

Age: 24 

Physical Charaoterlstlcs 

t~ufW TI.JlN l~pl---FAIR 

Personal Data 

WHJ'JE NOT OF HISPANIC ORIGIN 
't~nm.Pbnn.o WodtPbona 

j(b)(6) ,(b)(7)(C) 

EmoH Addrtss 

-
MaritaiStatn 

UNMARTURD 
P.fntlv• IMolhen MohiM Nnme 

l(b)(6),(b)(7)(C) I ~ ~~\ce) . (b)<7> I 
IRirlh l'hv IBlrlhSnta Birds COUIIlJ'y 
~~><6).<b>< 7 > 1 ~~~~~~'<b> I 
I L.kf ll!le II Slute Counti'J 

l(b )(6),(b)(7)(C) I CA 

Pagel of.3 

ftealdeaey 
NONRESlDENT 
Ctll Pllane 

Maldftl Name 

, ..... 
~~~~6) ,(b)(7) l 
,l..llllUl 

y 

a.. llbpl•'*''on Dau 
11/0812013 

2728 
http://pd·nns21QBDI/policepartner/commonlcrimeweb/mniview/main.jsp ?agency:CAM· P... 4fll20 t 1 



MainPonn Page 2of3 

Employer 

Employer 
O~don Jlmpoytr I Empklyer Phoue 
RESEARCH AT HAR HARVARDU 
!atplciJirAddr• 

124 MOUNT AUBURN ST 152 CAMBRIDGE MA 

Finger Prints 

Finger Prints 
PrUitt Tallen7 l'rk!U De&tll1me Tallm 
y TCAM20JJOO 01/0612011 14:57:26 
SIDf J!BU Slate Prob Nwa 

Entry Information 

I Enlry Information 
I.F.nti'Hd a., m 1 NB ..... DTEntered 

j<b)(6),(b)(7)(C) I 01106120ll 
lu. .... u. DTUpcf1111d 

t(b)(6),(b)(7)(C) I 0212312011 

Names 

Name(s) 
J'fUMType LattName Ji'1,_Name Middle N•mt Sullbt 

TRUE SWARTZ AARON H 
ALIAS SWARTZ AARON H 
AUAS SWARTZ AARON H 

2729 
http://pd-nns2JQBD//policcpartner/commonlcrimeweb/mniview/main .jsp?Rgency=CAM-P... 4fl no 11 



MainFonn Page 3 of 3 

Addresses 

Addre!IS{es) 
Nunt Str• Nar4t ~ City State Date Enlered 

950 MASSACHUSETIS AVE ~ CAMBRIDGE MA 02/11/2011 00:00:00 

l
,.,.,.{b..,.,.){=6)""",(b..,..,l(=7)..,.,(C,.,..) -------===-----------.~ 01/0612011 00:00:00 

'-· ----------------------' 01/06/201100:00:00 

Links 

Adivftles 
Applfatfon Record Dtlt. R~rdlnJ'onnallon 

Uttk lrifttmwiun 

BOOKINGS OU06/201l ARREST Booking date: 2011-01-0614:46:26 Arrest date: 2011·01-06 
14:18:00 

Complaint f#: 1100000023 Charge Code: 266/18/B Desc: B&E DAYTIME FOR FELONY c266 
Sl8 
QffEHDeR Ol/06f201 l CAM-PO INCIDENT#: t 1000131-0 OFFENDER/#: J 

DEFENDANT 

OfFENDER 01/04/2011 CAM -PO INCIDENT#: ll 000078-1 OFFENDER #: I 
SUSPBC"T 

OFFENDER 01/0412011 CAM-PD INCIDENT#: 11000078-3 OFFENDER#: 1 
SUSPECt' 

2730 
http:/lpd-rms2JQED/Jpolicepartnericommon/crimeweb/mnh'iew/mnin.j sp ?agency:CA M-P... 4r1 120 11 



Prisoner Property Jnforinatlon for Boo'king iiTCAM201100032 

CAMBRIDGE POLICE DEPARTMENT 
CAMBRIDGE, MA 
Prisoner Propeny Report 

Below Listed Property Removed From: 

Name DOB 
AARON H SWARTZ 11/08/1986 
Address 
24 

CAMBRIDGE MA 

Property Removed From Prisoner 

Property., 1 
Propeny Type TagiD Storag~ Location 

Page I of 1 

IDNumber 

1100000437 

PERSONALPROPBRTY PLASTIC BIN. PLAS'OC BAO 
Property Description 

headphones, pen, cell phone;ear muffs, black waUet with I D's and lOO.oJ in cash and two sets of 
keys. black coat and running shot 

Releasf. I Transfer From Pollee Cu5tody 

I Certify cbe above property is a corm:t Jist of property taken from me at the time of my arrest. 

Prisoners Signature: __ _ _ ___ Date:-----Time;-----

====~~==================================================;::=========== 

I Certify the receipt of all the above listed iten1s. 

Prisoners Signature:----------Date: ____ Time: __ _ 

Officers Signature:----------Date: _____ Time: 

2731 
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February 23, 2011 

Hi~ 
1 ~ate your help with this. 1 know the work load you are up agalnsr. 

The submitted photos are of t larcnt, labeled LPS. It WBS developed on the surface of an 
JntemaJ hard-drive uniL The photos are taken prior to any processins. Only an ALS was 
used. Once the ltem was fumed and processed the deuUJ was minimized or lost. 

2732 



I • I 

l(b)(6).(b)(7)(C) I 
::oNT"~~~~-UDffi..W~CY I SWARTZ' AARON H I 

SIGNATU!t£C6F£a.Dof~r.EJ> 

~Onle~ 

I.~ T"rl:UMB ?-F.~~ J . .R. ~PI,i; 4. ~ BJNQ , ?-Lu--rL>£ 

t:.l.· TiiU)ffl 7. L ::=rol:X e. L. Wl:t'DLE 

6 

~a~ 



Page 1oft 

<?xml vtrsion•"1.0" encodlng:="UTF-8" standelone::a"yes~ ?> 
<a:clrMap xmtns: a••http: II schemac.openxmfformats.org/ drawlngml/2000 tmaln• 
bgl=- 11 1t1~ t:xl="cfkt" bg2••1tzu t>e2=11dk2" aceentl="acce.,t111 accent2ca"accent2" 
accentJ• n eCC1Snt3• accent4 a" accent4" accentS=" accentS" accent6= "aceent611 

hllnk•"hllnk" foiHIInk•"foiHUnk11 /> 

,., I~ '...,"'.,. • 



- <xml xmlns; oa "urnusehemaa•mlc:ro•ott-com:orf5ca:offtce" > 

<o:MalnFIIe HP.ef• " •• fFWCVo201ulldlngCMJ201t.htm• /> 
<o:FIIe HRef:~~themedatlt.thmx" /> 
<O:Flle HP.ef="colorschememepplng.xml" /> 
<o:FIIe HRef="JmageG01.JPO• I> 
<o:Flle HP.ef="lmage002.Jpg•/> 
<o:FIIe HRef="lmage003.Jpg"/> 
<o:Flle HRef;11lmageG04.jpg" I> 
<o:FIIe HR.efa"lmageOOS.jpg• /> 
<o:FIIe HRef="imllgeoae.jpg• /> 
<o:FIIe HRef•"lmage007.Jpg" /> 
<o:Ftle HFtef•"lmage008.Jpg" /> 
<o:Flle HRef="lmage009.jpg., /> 
<o:FIIe HRef="flfellat.xml" /> 

</xml> 

Page :l of l 



FARON PARAMORE (GPA) 

From: 
Sent 
To: 
Co: 
SubJ~: 

DAD Paramore: 

Thanks for your e-matl. I will get back to you shortly with the right POCs here. We have a 
~ew attorneys worktns on this matter and I want to ensure I Ret you to the right place. 

-JCT 

Jill c. Tyson (Wade) 
Attorney Advisor 
U.S. DEPARTMENT OF JUSTICE 

..,..,.~~~~~islative Affairs 
~'"!!'!1--._-.....,jt;;~~OOJ. go~ 

- direct 
~~;,...;..;......:.:......;.,_ _ _, 

-----Original Message----· 
Fr0111: FARON PARAMORE (GPA) [rnaJJ t(j JCb)(6),(b)(7)(C) bus.~s .J!hs. !!OV J 
Sent: Tuesd&y1 January 22. 281~ 10:59 AM 
To: l~ade Tyson, Jill C (OLA) 
Cc 4<i>i(G).(bji7i(C) ~hy. c.ihl>. ~ 
Subject: u.s. Secret Service - Aaron Swartz case out of Boston 

Good Morning Ms. Wade, hope you are well. 

Ma'am~ my name is Faron K. Paramore. I serve a~ the Oepvty Assist~nt Director in the Offic~ 
of Contressional Affairs for the u.s. Secret Service. 

Last Thursday afternoon (1/17/13) I was contacted by a Mr.l<bXS),(b)(l)(C) !professional staff 
with the House Oversight & Government Reform Committee (Majority Staff • Chairman Issa), 
requestins to receive a brieftna from the u.s. secret service resardins our role 1 
investigation of the Aaron swartz case out of Boston, MA. 

Ma'am. at your convenience would it be possible for me to give yau a call to discuss this 
matter. 

Thank you very much for your time. 

Faron K. Paramore 
Deputy AS$1stant Director 
Offic~ of Con8resstonal Affairs 
United States Secret S~rvice 

Ph: Main line 
Direct line 

.__,=,....,...._,_-__, Ce 11 
{202) 406-5740 Faw 

2736 



(b)(5) 

FARON PARAMORE (GPA) 

From: 
Sent: 
To: 

FARON PARAMORE (GPA} 
Tuesday, January 22, 2013 1·05 PM 

Cc: 
Subject: 

PAUL MORRISSEY (GPA); JANE MURPHY (INV), HUGH DUNLEAVY (I NV) 
FARON PARAMORE (GPA); L YNUA WILliAMS {GPA) 
Call w/ OOJ regarding Aaron Swartz case I bnefing to House Oversight & Gov't Reform 
Committee 

Good afte~noon, hope you ire well. 

SAIC Williams and l just spoke with Ms. Molly Gaston From DOJ's Office of Legislative 
Affairs. 

Ms. G~ston advised that they were also telephonically contacted by Chairman Issa's staff last 
Thursday afternoon 1 requestins to provide a bri@fins on the swartz case. I per USOOJ/OIP/OLA 

I will advise the group of OOJ's decision once I h~ar ba'k from Ms. Gaston. 

Thanks much. 

Faron K. Para110re 
Deputy Assistant Director 
Office of consress1onal Affairs 
United States Secret Service 

Ph: 

1 
2737 



l(b )(61,(b)(7)(C) kCIO) 

{C• )I.l) 

from: 
s.nt: 
To: 
Cc! 
SubJect: 

lperEOUSA 

ts there a time we could talk this aftemoon or tomorrow? (If It is a matter of Indifference to you, this afternoon would 
be better for us. 

Many thanks, Steve 

1 

2738 



From: 
Stnt: 
To: 
Ce: 
Subject: 
Attachmenta: 

FYI 

The bash history of the Ac.er that was connected to the MfT network has references to the python script keepgrabblng 
andJSTOR: 

cat .bash_hlstorv 
rm .bash_hlstorv 
sc:reen-x 
uptime 
df-h 
Is /mnt/pdfs/J we -1 
Is ·f fmnt/pdfs/(wc -1 
s<:reen ·)t 
cat .bash_hlstory 
Is 
cat .ssh/known_hosts 
whols ygl.as 
llptfme 
curl www.jstor.org 
links www.jstor.orsfstable/838383 
Is 
mv 838383.pdf /mnt/pdfs/ 
screen -r 
screen ·X 

curt Mor.org 
curl -I wwww.jstor.org 
curl-1 www.jstor.org 
sudo lftof1118 wlanO down 
suclo dhdlent -re 
sudo dhdlent -r 
sudo ifconflg ethO up 
sudo dhcllent 
curl·l www.;stor.ofs 
curl scripting.com 
/sbln/tfconflg -a 
cur1 scrlptlng.com 
P.ing 4.2.2.2 
c<~t /etc/resotv.conf 
su<fo dhdlt-nt -r 
sudo dhdlent 
ping 4.2.2.2 
cat 1 ett:/resoiV .conf 
curl s<:rlptng.com 

2739 



curl www.google.com 
curl-i www.jstor.ors 
/$bin/lfconflg -a 
ping ghost·laptop.dyndns-free.com 
ps ax I grep ip 
/etc/li1it.d/tz·ipupdate 
/etc/lnlt.d/ez-ipupdate reload 
sodo /etc/lnlt.d/ez-ipupdate reload 
ping ghost·la ptop.dyndns- free.com 
dis ghost-laptop.dyndns-free.com 
dig @ns1.dyndtls.ors ghost·laptop.dyndns-free.com 
S\ldo /etc/lnit.d/ez-ip\Jpdate restart 
dig @nsl.dyndns.org ghost·laptop.dyndns-free.com 
ez-lpupdate -help 
ez-lpupdate -helplless 
sudo ez-Jpupdate 
sudo ez-ipupdate ·i ethO 
more /etc{ez-lpupdate/default.conf 
ez-lpupdate -help I less 
s~o~do ez-lpupdate ·C /ett/ez-lpupdate/default.conf 
sudo ez-ipupd3te ·VW -c /etc/ez·lpupdate/default.conf 
ez-lpupdate -help !less 
sudo ez-lpupdate ·VW -c /etcjez-lpupdate/default.conf ·I ethO 
sudo ez-lpupdate ·C: /etc/ez-ipupdate/default.cont ·l ethO 
dig @nsl.dyndns.org ghost-laptop.dyndns-free.com 
Is /mnt/fwc -1 
ed /mnt 
li 
ps ax I grep touch 
ps ax I grep seq 
touch 1 
Is 
touch2 
seq 120 
seq 1 20 I xarHS touch 
Is I we ·I 
seq 1 2000000 I xargJ touch 
Is I we -1 
Is I less 
Is I we-I 
ps ax I srep bash 
w 
who ami 
kill3658 
klll-9 3658 
mkdir pdfs 
cd pdf$ 
"'/ket?pgrabblng.py 
ema(s /home/ghost/keeperabblna.py 
zlle /home/shost/keePSr3bbing.py 
.. /keepgrabblng.py 
touch foo 

2 I F I 
2740 



• 

rm foo 
cd .. 
.. /keeP8fabblng.py 
cd/mnt 
Is · 
rm • 
Is 
cd pdfs 
Is 
cd 
Is 
python seNeblocks.py 
python serveblocks.py 8092 
biJ 
fa 
ps ax I grep serve 
kl\12461 
ps ~· t arep serve 
pythoo seM!blockS.py 8092 
b8 
ls/mnt 
Is /mnt/pdfs 
Is -1/mnt/pdfs/ 
cd · 
gnome-sueensaver~mmand --activate 
Is 
PI ax 1 srep curl 
ldU 19047 
curl www.tstor.org 
dhcfltnt ··help 
sudo dhdlent 
bwm~ns 

Is blocks/ I we ·I 
df·h 
lrnks WWW.jstot.ors/stable/873098 
bwm·na 
gnome-saeensav~r~mrnand -ac:tivate 
Is blocks/ I we-t 
bwm·ns 
Is blocks/ I we ·I 
uptime 
bwm-na 
df-h 
Is blOCks I we -1 
bwm·n1 
sudo umount /mnt 
df 
screen ·X 

.. /keepgrebbtna.pv 
cd/mnt/ 
"'/keepgrabblng. py 
fg 
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cd /mnl/ 
"'/keepgrabbing.py 
cd /mnt/ 
.. /keepgrabblng. py 
0 
cd /mnt/ 
'"'/keepgrabblng. PV 
bs; "'/keeparabbtng.py 
cd/mnt/ 
~ jkeepsrabbtng.py 
bs 
bg; "'/keeJ18rabblng.py 
cd/mnt/ 
"'/keepgrabblng.pv 
bg 
... /keepgrabbing.pv 
bg 
.. /keepgrabblng.py 
bg 
"'/lleeP&rabbing.py 
bg 
"'/keepgrabbins.py 
bg 
"'fkeeparabblns.py 
bg 
""/keepgrabblng.py 
bg 
""/keepgrabblng.py 
bg 
"'/ke 
... /ke4! pAfabblng.py 
bg 
.. /kee pgrabbiog.py 
td/mnt 
N /kee pgrabbiog. PY 
bg 
"'/ketP8fabblng.py 
bB 
"'/Ike 
"'/keepsrabblns.py 
bs 
... /ketpgrabblng.py 
bg 
"'/keepgrabblng.py 
bg 
... /keepJJrabbing. PV 
bg 
"'/keepgrabblng.py 
bg 
.... /keeparabbing.py 
bg 
"'/keepgrabbfns.pv 
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bg 
.. /keeP&rabblns.py 
cd/mnt/ 
"'/keeP&r8bbll1g.py 
cd/mnt/ 
.. /keePSrabbing.py 
cd/rnnt/ 
""/keeparabblnJ.PV 
cd/mnt/ 
... /keepsrabblnc.pv 
cd/mnt/ 
"'/keepgrabbins.PV 
cd/mnt/ 
""/lceepgrabblng.py 
cd/mnt/ 
"'/keepgrabblng.py 
"'/keepgrabbina.py 
ed/mnt/ 
"'/1<~tpgrabbins.pv 
cd/mnt/ 
"'/keepgrabblng. PV 
cd/mnt/ 
"'/l<~pgn~bblng.py 
cd/mnt/ 
"'/l(eepgrabblng.py 
cd/mnt/ 
"'/keepgrabblng. PV 
cd/mot/ 
""/keepgrabblns.pv 
cd/mnt/ 
.. /keepgrabbfna.pv 
cd/mnt/ 
"'/keepgrabblng.py 
cd/mnt/ 
"'/i(eepgrabbina.py 
cd /mnt/ 
.. /lr.eepgrabbing.py 
cd/mnt/ 
""/keepgrabbtng.py 
cd/mnt/ 
""/k 
"'/keeparabblng.py 
cd/mnt 
"'/keepsrabbing.py 
cd/mnt 
"'/keepgrabblo&.PY 
cd/mnt/ 
"'/keepgrabblng.py 
"'/keepgrabbins.pv 
cd/mt 
cd/mnt/ 
r.d}mt 
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'"/keepgrabbing.py 
"'/keepgrabbina.py 
cd/mnt/ 
"'/keepgrabblng;py 
'"'/keepgrabbing.py 
cd/mnt/ 
"'/k~epgrabbing.py 
"'/k~epgrabblna.py 
cd/mnt/ 
"'/k~epgrabb InK .py 
... /keePSrabbing.py 
cd/mnt/ 
"'/keeptrabbins.py 
"'/keepgmbblns.py 
cd/mnt/ 
"'/keepgrabblng.py 
"'/keepgrabblng.py 
cd/mnt/ 
"'/lteepgrabblng.py 
... /keepgrabblng.py 
cd/mntJ 
"'/keePSrabblng.py 
cd /mr.t 
""/keepgrabbing.py 
screen -r 
screen -x 
uptime 
df·h 
screen -r 
S(reen -x 
e 
uptime 
bwm~ng 

df·h 
!.Creen -x 
ps ax I srep curl 
ps ax I grep keep1r I awk '{print $1}' I xargs kill 
ps u I grep curl 
ps ax I grep sr 
psax I grep curl 
df~h 

/sbln/ifcontig -a 
sudo lfconffs ethO:l static 18.55. 7.49 
curt -Interface eth0:1 www.jstor .ora 
curl-Interface ethO:t www.google.org 
rsync ·avz pdfslghost-macbook.dyndns-freii.corn:/vol/pdfs 
screen -r 
screen ·X 

python 
sudo easy _install pyoai 
sudo apt-get install pytnon·h1mt 

sudo easy _install pyoai 

, 
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python 
sudo easy_install·~remove pyoal 
easy_lnstall··help 
easy _Install ··help I less 
sudo easy_lnstall··remove pyoal 
python 
sudo easy _.Install pyoal 
cd /usr/local/llb/f1'/thon2.6/ 
Is 
Is slte·packages/ 
cd 
Is 
locate easy-lnstall.pth 
locate easy_lnstall.pth 
!udo easy_lnstaU pyoal 
locate easy-install.pth 
cd /usr/llb/python 
Is 
ts -a 
cd .. /python2 .6 
Is 
easy_lnstaU ··help 
easy _Install --help I less 
python serveblocks.py 
python serveblocks.py 8092 
bg 
S'Udo dhdlent -r 
sudo dhdleot 
sudo dhcllent -r 
sudo dhdlent 
sudo dhctlent -r 
sudo dhcllent 
ping 4.2.2.2 
sudo clhcllent -r 
sudo dhcllent 
sudo dhdlent-1 
sudo dhdlent 
sudo dhclient ·r 
$leep60 
svdo dhdlent ·r 
sudo dhcllent 
cd/voV 
Is -1 
Is -lh pdfs 
easy _Install pyoai 
sudo apt-get Install python-setuptools 
sudo apt-set update 
sudo apt·get Install python-setuptools 
sudo apt-get upgrade · 
ez·lpupdate 
sudo /etc/init.d/ez-lpupdate restart 
ping ghost-laptop.dyndns·free.com 
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/sbln/lfconflg ethO 
ping 18.55.7.237 
ping ghost-laptop.dyndns-free.com 
sudo /etC/Inlt.d/ez·lpupdate restart 
ping 18.55. 7.237 
ping ghost·laptop.dyndns·free.com 
sudo /etc/lnlt.d/ez-ipupdate help 
sudo /etc/lnild/ez-lpupdate force-reload 
pins shost-laptop.dyndns-free.tom 
more {etc/init.d/et·ipupclate 
more /etc/eZ.-ipupdate/default.conf 
sudo less/ett/ez-lpupd.ate/default.conf 
ps ax I grep ez-lp 
plng ghost-laptop.dyndns-free.com 
cd /vol/pdfs/ 
Is 
Is Jless 
python oaiarab.py 
python -l oa lgrab. PV 
cd /vol/ 
Is 
cd muse.jhu.edu/ 
Is 
cd content/oai/joumals/ 
Is 
cd social_ text/ 
Is 
cd v017/ 
IS 
more 17.3 
more 17.3dutton.html 
manwget 
du ·-hsc /voir 
do ·hsc /votr 
bwm-ng 
Is ·lh urlstograb.wget 
grep pdf urlstogJ'ib.Y~get 
screen ·K 

manwget 
cd/vol/ 
Is 
wget ·X -nc "'/urlstograb.wget 
wget ·x -nc ·I "'/urlstoarab.wget 
sudo chown ghost . 
wget ·x ·nc ·1"'/urlstosrab.wget 
wget -q -)l·nc -1-/urlstograb.wget 
wget ·nv -x -nc ..J "'/u rlstograb. wset 
screen ·x 
emacs oaigrab.py 
sudo apt·set Install emacs23-nox 
emacs oalgrab.py 
python oalgrab.py I tee urlstograb.wget 
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we ·I urlstosrab.wset 
grep html or1stosrab.wset 1 sed -e 's/html/~f/' > ur1stosrab2.wget 
grf!p pdfurlstoarab.waet 1 sed -e 's/pdf/htmlf > urlstosrab2.wgec 
more urlstogrib 
more urlstograb2.wget 
cd/vol/ 
wget ·nv ·X ·nc ,(-/urlstograb2.wset 
grep html urlstograb.wget J sed·~ 's/html/pdff » urlstograb2.wget 
cd 
srep html unstograb.wget I sed ·e 's/html/pdf/' » urlstosrab2.wget 
cd/vol 
wget -nv -x -nc -I "'/urlstograb2.wset 
curl muse.jhu.~du/f 
links muse.jhu.edu 
screel'l·x 
cd /medlafnoname/ 
Is 
cp tograb.los/home/sttost/ 
ccd 
td 
cd blocks/ 
I$ I we ..f 
ccL. 
Is 
mv tograb.toa blockS/ 
cd blocl<s/ 
more tograb.lott 
spfit ·ll 100 tograb.log 
split ··help 
split -nelp I less 
split ·1100 tograb.log tosrab. 
Is 
rmtograb.• 
cp /medla/noname/tograb.log tograb­
spllt -help lie~ 
split -a 5-1100 tograb.log tograb­
ls tosrab • 
we-I 
Is I we-I 
mv tograb.log .. 
sudo dhcllent -release 
sudo dhdlent -r 
sudo dhcllent 
stJdo dhdlent ·r 
sl.l<io dhcllent 
sudo /etc/loit.d/ez-tpupdate restart 
ping ghost·laptop.dyndns·free.com 
/sbln/iftonffg ·il !less 
ping ghost-laptap.dyndns-free.com 
screen ·M 

sudo lfconftg ethO up 
curl--Interface ethO https://nlc.mlt.edu:444/bin/dynar'lg?claUcvlsitor 
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/sbln/lfconftg -a 
sudo dhcllent 
curl--Interface ethO https://nlc.mit.edo:444/bln/dynarea?classs:vlsltor 
cat loglnlnfo 
curl··lnterface ethO https://10.72.0.47:444/bln/dynares?class .. vlsitor 
wrl-interface ~thO 10.72.0.47 . 
ping ··hel 
pl08 ·I etnO 10.72.0.47 
/sbln/ifc:onfig -a 
plng·l ethO 4.2 .2.2 
man prn, 
ptng ·110.2.55.120 4.2.2.2 
sudo ping -t 10.2.55.120 4.2.2.2 
/sbin/ifconfla -a I less 
~udo ping ·110.2.55.120 4.2.2.2 
sudo pins ·I wlanO 4.2.1.2 
sudo pins ·I ethO 4.2.2.1 
ping ·I ethO 4.2.2.2 
sudo ping ·I ethO 4. 
sudo pin& ·I ethO 10.72.0.47 . 
sudo curl-Interface ethO 10.72.0.47 
man curl 
sudo curl·-lnterface 10.1.55.120 10.72.0.47 
route 
/sbln/ifconfls -a 
route add default gw 18.2.SS.1 
sudo route add default sw 18.2.55.1 
sudo ping ·I ethO 10.72.0.47 
echo "sudo route add default gw 18.2.55.1'' :>> losinlnfo 
sudo curt -·Interface 10.2.55.120 10.72.0.47 
curl ·-Interface ethO 10.72.0.47 
curl··lnterface ethO https://10.72.0.47:444/bln/dynareg?class=vtsllor 
curl·k -rnterface ethO https://lO.n.0.-47:444/bln/dynareg?dass::.visitor 
curl ·d "dass=vlsltor'' ..fr. -lnterfac~ ethO https://10.72.0.47:444/bln/dynores 
curl ·d "class:vlsltor&actlon=Register" -k --interface ethO https:J/10.72.0.47:444/bin/dvnares 
curl ·d ''vname=Grace+Host&vemall .. ghost42@malllnator.com&actlon=Re!Jister&class=vlsltor" -k -interface ethO 
https:/ /10. n.0.47:444/bln/dyt~;treg 
echo 'curl·d "vname=Grat:e+Host&vemall•ghost42@MGIIinator .com&actiono:Register&classll\llsitor" ·k -Interface ethO 
nttps://10.72.0.47:444/bin/dvnares' » Joslnlnfo 
curl-interface ethO 10.72.0.47 
sudo dhcllent ethO 
sleep 600; sudo dhdlent ethO 
route 
curl -Interface wlanO www.yahoo.com 
curl -interface wtano 4.2.2.2 
sleep 600; sudo dhcllent ethO 
sudo dhcllent etllO 
sudo ping ·I ethO 10.72.0.47 
sudo ping -1 wlaOO 4.2.2.2 
sudo pins ·I ethO 4 .2.2.2 
man route 

dnslp 
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dig www.yahoo.com 
dis www.yehoo.,omlarep "IN" 
dig www.yahao.com jgrep ai_N". I grep 10.12 
echo 'diS www.yahoo.comlgrep "IN" I grep 10.72' > loglnlnfo 
/sbln/lfconfls -a 
/sbin/ifconflg -alsrep en 
sudo lftonfig ethO hw 00:4c:eS:aO:c7:56 
sudo lfconfls ethO hw ether 00:4c:es:ao:c7:56 
sudo lfdown ethO 
sudo lftanfl& ethO hw ether 00:4c:eS:ao=c7:S6 
sudo ifconflg ethO down 
sudo lfconflg ethO hw ether 00:4ceS:aO:c7:56 
!.Udo lftonflg ethO up 
emaC$ loglnlnfo 
ping www.yahoo.com 
diB yahoo.com 
suda dhclient 
dlt www.yahoo.com 
emacs loginlnl'o 
emacs /etc{ez.-lpupdate/default.coof 
/sbln/lfconflg -a 
sudo emacs /etcfez-fpupdatefdefault.conf 
/etc/lnit.d/ez-ipupdate restart 
sudo /etc/lnlt.d/ez-ipupdate restart 
dig 
dig x.dyndns·free.com 
dig ns x.dyndns·free.com 
cat /etc/resolv.c 
cat /etr;/resotv.conf 
dij www.yahoo.cvom 
dra www.yahoo.com 
links ··help 
links -help I grep tn&rf 
links -·helpJgrep lnterf 
lynx 
curl--interface ethO www.yahoo.corn 
dla @110.2.55.7 www.yahoo.com 
dit @10.2.55.2 www.yahoo.com 
sudo dhdient 
cat jetc/resotv.conf 
sudo dhdlent 
tJt /etc/resotv.conf 
ping 10.72.0.47 
dis @10.n.0.47 www.google.com 
snome-screensaver· 
df 
plns www.vahoo.com 
echo 10.72.0.47>> loglnlnfo 
dlfl··help 
host-help 
dla ns )(.dyndr~s-free.com 

dig @nsLdyodns.org ghost-laptop.dyndns-free.ora 
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dig @nsl.dyndns.org ghost·laptop.dyndns-free.com 
/sbin/lftonflg ·a 
ssh shost-laptop.dyndns·,ree,o rg 
ssh ghost·laptop.dyndns-free.com 
~ -help I srep ioterf 
man ssh 
sudo Jftonflg ethO down 
ssh gl'lost·laptop.dyndns-free .com 
sudo curl--interface ethO 10.72.0.47 
route 
ssh ghost-laptop.dyrldns·free.com 
pang www.yahoo.com 
jsbin/lfconfls ·a 
Sih 10.189.76.179 
sudo dhcllent ehtO 
sudo dhcllent ethO 
route 
mal'l route 
route 
sudo dhcllent ethO 
sudo route del default 
sudo route ·net 10.0.0.0 gw 10.189.64.1 
sudo route add ·net 10.0.0.0 gw 10.189.64.1 
sudo route add 10.0.0.0 &W 10.189.64.1 
route 
plnl10.189.76.179 
ping to.n.0.47 
sudo dhcllent ethO 
/sbln/lfconflg -a 
plnggoog~.com 

route 
pl"8 4.2.2.2 
sudo dhdlent etho 
cat login info 
curt -d •vname•GracetHost&vemall=ghost42@malllnator.com&vsponsor=&vinterval=l4" 
curt -d "vname•Grace+Host&vemall==ghost42@maitlnator.com&vsponsor•&vlnterval"'l4" ·k -interface ethO 
https://10. 72.0.47:444/blo/ dyna res 
echo 'curl·d "vname=Grace+Host&vemail .. ghost42tg~mallinator.com&vsponsor:o&vlnterval-14" ·k ··lnterfat:e ethO 
https://10.72.0.47:444/bin/dynareg' >> loglnlnfo 
cur1 www.yahoo.com 
echo 'curf -d "vname=Grace+Host&vemail=ahost42@malllmttor.com&vsponsor=&vlntervalo:l4" ·k -·Interface ethO 
http$:/110.72.0.47:444/bln/dynaretJ' >> loglnlnfo · 
.curl-d "vname:Grace+Host&vemail•ghost42@maitlnator.com&vsponsor=&vintervalo:14" -k -interface et~ 
https:/110.72.0.47:444/bln/dynares 
curl ·d "vname=Grace+Host&vemafl:sghost42@malllnator.com&vsponsor::&vintervala5" -k -interface ethO 
https://10. 72.0.4 7:444/bln/dynares 
sudo dhcllent ethO 
sudo dhdient -r 
sudo dhdlent ·r ethO 
sudo dtu:llent ethO 
/sbln/ltconflg ·a > ifc:onflglor~ 

/sbin/tfconfig -a 
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sudo lfr.onflg wlanO clown 
sudo lfconflg wtanO llw ether 90;4(;eS:aO:c7:55 
suctC? lfconflg wlanO up 
/sbln/lfconflg ·a 
/etc/init.d/e:z.-ipupdate restart 
sudo /etc/lnlt.d/ez-lpupdate restart 
dig ghost-laptop.dyndns-fr~.tom 

pins 4.2.2.2 
.sudo dhcllent 
ping 4.2.2.2 
ping www.yahoo.com 
route 
curl www.yahoo.com 
ssh ghost-laptop.dyndns-free.com 
/sbln/lfconflg -a 
ssh 18.111.48.33 
curl www.yahoo.com 
sudo dhclient ethO 
cd /medla/bc:e820ea-a03b-4556-bfa6-eff2d9eb66Se/ 
I~ 

Is I gcep ajp 
Is I srep ·V oxford 
cd/vol 

Is 
cd www.genome.org/content/l/3/ 
Is 
cd /media/bce820ea-a03b-4SS6-bfa6·eff2d9eb66Se/ 
more pdfs/2520824.pdf 
more pdfs/25208234.pdf 
Is ·I pdfs/25208234.pdf 
Is ·UI pdfs I head 
python 
ps ax I erep pyth 
ps alC I grep Is 
sudo kiii818S 
sudo kill -9 8185 
fg 
cdbl 
cdblocks/ 
Is 
cd done/ 
Is I less 
Is I head 
more allpd00000009 
more allpd000000009 
more allpd0000000009 
Is ·l/medla/bce820ea-aO~b-4SS6·bfa6·eff2d9eb665e/pdfs/2027314S.pdf 
Is I tall 
more tograb aaggu 
more /medla/lx:e820ea-a03b·4S56-bfa6-eff2d9eb6fi5e/pdfs/3S981S.pdf 
Is ·l/media/bce820ea·a03b-4556·bfa6-eff2d9eb665e/pdfs/35981S.pdf 
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Is I less 
Is I grep -v pd I less 
Is I grep blk I talf 
more blk0000003629 
more /medfa/1Ke820ea·a03b-4556-bfa6-eff2d9eb66Se/399479 
more /~dia/bce820ea·a03b-455S..bfa6·eff2d9eb665e/399479.pdf 
more /medla/bee820ea-a031HS56-bfa6-eff2d9eb665e/39994 79.pdf 
more /media/bte820ea·a03b-4556·bfa6-eff2d9eb66Se/pdfs/3999479.pdf 
more /medla/bce820ea·a03b-4SS6-bfa6-eff2d9eb66Se/"dfs/3999478.pdf 
cd 
python 
In-s /media/bcc820ea-a03b·•l556·bfa6-eff2d9eb66Se/ /media/drive 
sudo In ·s /media/bc:e820ea-a03b-4S56-bfa6·eff2d9eb66Se//me.dla/drive 
11 
Is /m~dla/drlve/pdfs• 
(; 

w 
/sbln/iftonftg -a 
ssh 10.189.61.53 
hbln/ifconfls -a 
sudo /etcflnlt.d/ez-ipupdate restart 
s~ 18.111.48.33 
Is 
more failedaodneedtograb 
catfalledandneedtograb I sed -e 's/.pdf//' I sort -u I head 
cat failetfandneedtograb J sed -e 's/.pdf/ /' I sort -u > failed-partlal-clea" 
head felled-partial-clean > blocks/testfalled 
/$bln/ifconfig -a 
curl--irlterface wlano www.yahoo.com 
route 
pin& 18.111.31.1 
we -1 falleda"dneedtograb 
sodo apt-get lnstallautossh 
sudo ipt·set updat~ 
mons$h 
p$ ax I grep dhcUent 
kllf 7937 
sudo kiH 7937 
sudo kilt 8001 
sudo kilt 8281 
ps ax I grep dh<.llent 
I)S ax I grep tlfftWO 

ps ax I grep Netw 
S(Ado kill no 
ps ax I grep Netw 
ps axf 
/etc/lnlt.d/network-manager stop 
sudo /~tc/lnlt.d/network-manager itop 
ps ax 
ps ax I grep dhtl 
.sudo kill 8839 · 

p$3)1 
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/sbln/ifconflg -a 
sudo emacs jetc/ez-lpupdate/default.conf 
sudo /etc/lnlt.d/ez-lpupdate restart 
dig ghost-laptop.dyndns-free.com 
Is 
screen -11 

w 
who ami 
we -1 failed-dean 
screen -IC 

I 
Is 
cat failedandneedtograb 1 sed -e 's/.pdf/1' 1 sort -u > falled-partlal·clean 
we ·I falledandneedtosrab 
cat fa!ledendneedtograb I sed -e 's/.pdf//' I sort -u " failed-dean 
rm failed-partial-clean 
more failed-dean 
cd blocks/done 
Is I less 
less blk0000000020 
we ~1 blk0000000020 
cd .• 
split ·-help 
split -aS -1 1000 faiied-dean blocks/blkfail 
df·h 
creen -x 
S(r~n ·X 

whoaml 
cduml 
python 
cdumr 
grep 797854 • 
grep 801899 • 
Is 
more 900.htmf 
grep 1978790241 • 
screen -r 
screen -x 
!Inks 
Is 
screen -x 
Is bloclcs 
Is 
rm failedandneedtograb 
rm failed-clean 
python 
Is 
mv pdf2size.dbm pdf2sile-js3.dbm 
fs 
more stllltograbx 
split -help 

split -a S -1100 stilltograbx blocks/stlllblk 

15 I 
2753 



Is blocks 

ts 
cd /media/drive/pdfs 
more 359072~.pdf 
less 3697690.pdf 
cd /media/drive/pdfs 
more 3590725.pdf 
less 3697690.pdf 
links "http://www.~jm.org.ezp-
pr/dol/full/lO.lOS6/NEJMp078190?keytype2 .. tf_lpsecsha&!Jkey=d016a4ba4S489ald98c8cOOd31bOfS1b7fe229d4& 
links "http://www .nejm .org.ezp·pr/doi/futi/10.1056/NEJMp078190" 
links "http://www.Mjm.ora/dof{fuiV10.1056/NEJMp078190'' 
Is 
Is uml/saneurt.py 
links http://linklnghub.elsevie r.com/ retrieve/ pll/0933365 789900110 
links Phttp:/ /llnldnghub.elsevler.c:om/retrieve/pll/092911999490006)(" 
more /vol/umi/10768S.html 
llnb {vol/umi/1076SS.html 
links /vol/uml/107794.html 
cLirl-i http://linklnghub.elsevitr.com/retrleve/pii/897807S0657457500224 
curl-i 
"http://linkinahub.elscvler.com/retrieve/artlcleSelectSinglelRedlrect:=http%3A%2~2Fwww.sclencedlrect.com%2Fsclen 
ce%3F _ob~30GatewayURL%26_orlgtn%3Dinwardhllb%16_urfllersfon%304"26_method963DcltatlonSearch%26_pilkey% 
30897807S06S7457S00224%26_verslon%301%26mdS%3DSdOb1Sfec31eccc36684151f1e94990a" 
curt ·I 
"http://www.sdencedlrect.com/science?_ob=GatewayURL&_or~tln•fnwardhub&_urlversion:a4&_method .. cltationsearc 
h&_pllkey .. B9780750657457500224&_versfon=1&mdS=SdOb1Sfec3lecec36684151f1e94990a" 
curt -( ''http:/ /www.sciencedlrect.com/scfellce? _ ob•ArtlcleURL&_udi:B8K8S·4RJMIJT8. 
8&_user=501045&_covert>ate=01%2F09%2F2008&_rd()('ll&_fmt•hlgh&_orig•search&_or!gi,.search&_sort=d&_doca 
nchor-&vlew=c& _ acct...C000022659& _ verslo041&_ur1Verslon::O&_ userld•501 045&mdS=Odd2ti4Jf6el4c404198deS326 
a67c8ta&searchtype ... a" 
ping www.jstor.org 
curt www.Jstor.org 
Is 
screen ·IC 

df-h 
screen ·r 
screen -K 

cd /media/drive/jsindex/ 
Is 
rm• 
Is 
s 
Is 
cd 1923 
Is 
more 00900.html 
python 
cd .. 
Is 
python 
more 1923/06700.htrnl 
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fa 
Is bfocks 
df-h 
sudo umount /media/bce820ea·a03b-4556·bfa6-€ff2d9eb665e/ 
ping 4.2.2.2 
/sbin/lfc:onfls ·a 
/sbin/lfconflg -a I less 
Is 
"'/bin/sis pdfs I head 
./sts pdfs I head 
eel pdf$ 
. ./sfs I Kargs ·I mv n /vol/pdfs/ 
.. /sb • I xargs ·i mv 0 /voi/'P(Jfs/ 
1$ 
cd .. 
rmdlr pdfs 
more deleteandsrab 
Is 
Is ·I 
more pdfs3.sls 
tall pdfs3.sls 
Is 
more jd.lsll\ 
less js3.1siR 
Is -lh js3.1siR 
f8 
Is 
Is ·lh pdflslze-js4.dbm 
we; ·IJs3.1siR 
python 
spUt ·a .S ·1100 30mblocks bJocks/srp30m 
cd /vol/jslndex/ 
python 
cd /media/dr 
cd /media/drhle/ 
'"/keePSrBbblng.py 
fg 
more /medla/drlve/447860S.pdf 
more /media/drive/pdfs/4478605.pdf 
curl protecuhelnfo.ora 
links protect.thelnfo.org 
df 
ps ax I grep part 
psax 
cd /media/ 
Is 
mkdfr drlve2 

sudo mkdlr drlv~2 
sudo mount /dev/sdf drlve2 
sudo mount ·t rel$eris/dev/sdf drlve2 
sudo mount -t relsetfs /de•4sdf1 drlve2 
d, 
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df-h 
cd drtve2 ,, 
ls·a 
mkdirpdfS 
sudo mkdlr pdfs 
sudo chown ghost pdfs 
cd /vol 
Is ·I 
cd .. 
Is -1 
rm 1101 
sudo rm 110 I 
sudo In ·s/media/drlve2 vol 
screen -r 
screen ·)( 
ping www.goosle .com 
fsbln/lfconfle -a 
I sbin/lfc.Onfla ·a 1 less 
dhcllent 
wdo dhtUent 
sudo lfdown eth0:1 
ping www.gOC)&Ie.com 
/sbln/lfconfig -a 
/sbln/lfconflg -a !less 
ping 4.2.2.2 
cat /etc/resolv 
cat /etc/ret.olv.conf 
pint to.n.o.47\ 
ping to.n.o.47 
ping 4.2.2.2 
sudo lfconflg down eth0:1 
sudo lfconfls ethO:l down 
/sbln/lfc:onflg -a I less 
sleep 600 && bell 
bg 
<ihclient 
sudo dhcllent 
tlf·h 
~udo umount /dev/sdf1 
fs 
df 
ps ax I grep dhclle 
sudo kin 31696 
/sbln/lfconflg -a I less 
screen ·x 
gnome-screensaver 
snome-screen.saver-command -·IO(k 
gnome-loclc-screen 
gnome-screensavet·lock 
xscn~ensaver ·lock 
snome-$creensawr-command ··lock 
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gnorne-screensaver 
screen -x 
df 
cd/medla/ 
Is 
mount /dev/sdg13aab9fel-9c54-43bl-9374 ·72722d78d3e0/ 
sudo mount /dev/sdg1 3aab9fe1-9c54·43bl-9374-72722d78d3e0/ 
df 
sudo mount /dev/sdh1.3aab9fel-9c54-43b'l-9374-72722d78d3e0/ 
Is 
/sb!n/lfcanfl& -a 
sudo if<:onfig mac 91:4c:eS:aO:c7:S.S 
Is 
/sbln/ifconflg -a> ma<: 
sudo lftonflg mac 91:4c:e5:aO:c7:55 
fg 
sudo ifconflg ethO mac 91:4c:eS:aO:c7:55 
man lfconflg 
sudo lftonfle ethO hw ether 91:4c:~S:aO:c7:S5 
/libin/lfconflg -a lgrep ether 
/sbln/ifconflg ethO 
sudo ifconfle ethO h'N ether 00:4c:eS;aO:c7:SS 
sudo lfdown ethO 
sudo lfconflg ethO hw ether 00:4c:eS:aO:c7:5S 
sudo lfconflg ethO down 
sudo lkonflg erhO hw ether 00;4c:eS:aO:c7:SS 
sudo lfconfla ethO up 
dhdlent 
sudodh 
sudo dhtllent 
sudo dhcllent -r 
cd/mnt/ 
Is 
df 
cd /medla/bce820ea-a03b-45.56-bfa6-eff2d9eb&6Se/ 
Is 
Is -1/ 
In-s /medla/hc£'820eiJ·i103b-4SS6-bfa6-eff2d9eb665e//vol 
SUOO In -s /medla{bcc820ea-a03b4S56·bfa6-e#f.Zd9eb66Se//vol 
sudo In ·S /medla/bce820ea-aO~b-4556·bfa6-eff2d9eb665e//vol 
cd/vol 
Is 
df 
lfconflg 
sudo dhcllent -r 
sudo dhclieot 
Is 
cd 
Is 
screen -r 
Is blocks/ I we -1 

screen 
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screen-r 
screen·• 
we -1 urfstograb.wpt 
df -t\ I media 
df -h I IJ'ep medii 
we~ urf.stograb.waet 
df -h I srep media 
l"eP .y oxford urtstosrab.wset Jtess 
srep....., ~ urtstosrab.wset lareP ·v dukejo 1 srep ·v senesdev Jarep ·v err I less 
srep.y ~nhartmarab.waer llf'ep ·vdukejG larep-v pnesdev tarep ·Vet1' I 8fep -vcshlp I srep-'lrr\a)OU lieu 
srep -v oxford urlstoanb.wget larep -v dubjo hvep ·v senHde-~ Jarep -v err I grep -v c5hlp I treP ""~ m~jou lsrep -v 
genome lie• 
Jttp ·v oxford urtmarab.wset lcrep .y dukejo larep -v senesdtv I sfeP ""'err I grep -v ahlp 18fep -v mejou larep -v 
aenomtlarep -v leammernlless 
wc..f uris• 
df-h I ~media 
Is blorullwe ..f 
df ·h I grep media 
Is blocks/ I we~ 
df ·h I srep media 
ls blocks/ I we ·I 
dt -n II''P media 
ts 
df 
w 
df -h lsrep medii 
is bloclcsfl ~ -1 
df -h l&n~P medfa 
ks bloQs/lwc ·J 
Ia blocb/lwc ·I 
cff -h I arep media 
Is blocks/Jwc.., 
df -h llt!P media 
Is blodcs/twc ·I 
df ·h 1 arep media 
Is biO<i$/1 we: .f 
ls/mnt 
11/vol 
cff -h I arep media 
Is blocb/lwe-t 
ctf -h 1 srep media 
Is blocks/ I we .f 
df ·h l~teP media 
Is b!ocks/lwc -1 
df·h 
lsblocksllwt-1 
df ·h larep media 
Is blodcs/lwe -1 
df-h 
df -h I srep media 
Is block$/ 1 wt ~ 
df -h 1 arep media 
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Is blocks/ I we -I 
df -h I grep media 
Is blocks/ I we -I 
df -h I grep media 
Is blocks/ I we -1 
df ·h I grep media 
Is blocks/ I we -1 
df ·h I grep media 
Is bfodts/1 we -1 
df ·h I grep media 
Is blocks/ I wt -1 
dt -h I grep media 
pins gooale.com 
/sbln/tfconfla -a 
/sbln/lfconfts-a I less 
df 
umount /media/drive 
e~ /media/drive/ 
Is 
dt-h 
Is 
sudo umount /df!V/sdel 
sudo umount -f /dev/sdel 
df 
/sbin/lfcoofig -a I less 
dt -h 1 srep drtve2 
Is blotks/1 we ·I 
cd 
Is blocks/ I we ...J 

dt -h 1 sr~ drfve2 
/sbln/lfconfll ·a 
lfconflg eth0:1 static 18.55.7.241 
sudo lfconfls eth0:1 static 18.55.7.241 
/sbin/ifcooflg -a 
curl-Interface eth0:1 www.jstor.org 
curl--Interface ethO www.}stor.ora 
sudo ifoonfig eth0:1 static 18.55.6.241 
curl-Interface ethO www.jstor.ors 
curl-intemce ethO:t www.jstor.org 
sudo lfconffg eth0;1 static 18.55.5.241 
curt· ·interface ethO:l www.Jstor.org 
sudo lfconfls ethO:l static 18,55.4 241 
curl--interiac:e ethO:l www.jstor.org 
/sbln/lfconfls ·a 
:sudo lfconflg eth0:1 static 18.54.4.241 
curl-Interface ethO:l www.Jstor.org 
sudo iftonflg ethO:l static 18.54.5.241 
sudo ifconfls ethO:t static 18.55.5.241 
sudo lfconflg ethO:l up static 18.55.5.241 
Is blocks/lwe-I 
pins 4.2.2.2 

cdvol 
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cd /vol 
"'/keepgrabbtne.py 
fg 

cd •. 
Is vol 
Is ·I vol 
rmvol 
sudo rm vol 
sudo In -s /medla/drfve /vol 
cd/vol 
"'/keepgrabbing .py 
a 
"'/keeparabblns.py 
cd .• 
cdvol 
N /keepgrabblng. PV 
cd 
Is 
mkdlr tomove 
cdtomove 
mkdlrpdfs 
"'/keepgrabblng. PV 
emacs .. /keepgrabblng.py 
"'/keepgrabblng.py 
sudo rm/vol 
~do In -s/medla/3aab9fel-9cS443b1-9374-72722d78d3eO//vol 
cdjvol 
"'{lteP.pgrahblng.py 
fg 
Is 
cd • ./vol 
,./l<eepgrabblng. py 
links www.Jstor.org 
dhdient 
/sbln/ifconflg -a 
ifconflg up eth0:118.SS.6.251 
lfconfig --help I fess(A 
lfconRg--help 
lfoontlg eth0:1 up statlt 18.55.6.251 
sudo lfconflg ethO:l up static 18.55.6.251 
sudo lfeonflg eth0:1 up static 1S.SS.6.252 
/5bln/lfeonfls -a 
ping -help I less 
ping ·I eth0:1 www.google.com 
/sbln/ifconflg-a 
/sbln/lfconflg ·a I less 
sudo lfconflg eth0:1 up static 18.55.6.241 
/sbin/ifconfls -a 
plns·l eth0:1 www.google.com 
ping -118.55.6.241 www.google.com 
curl--Interface eth0:1 www.google.com 
curl-interface ethO:l www.jstor.org 
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curl -help )less 
1 sbin/lfconflg -a 
sudo ifconflg ethO:l up static 18.55.6.252 
curl-·interface eth0:1 www.jstor.org 
sudo lfconfla ethO:lt,.~p static 18.55.7.240 
curl ... Jnterface ethO:l www.jstor.org 
curl-tnterfac:e ethO:l www.jstor.org/lC 
Is 
emac5 keeP&rabblng.py 
cd tomove/pdfs/ 
Is 1 we-I 
mv • /vol/prJfs 
Is 
cd .• 
Is 
mkdir uml 
cduml 
curl =o O.html "prcquestUIYII.com/pqdweb?RQT=30S&SQ ... PMI0(66569)&PageSize=SO" 
curi-o O.html "proque~t.umtcom/pqdweb?RQT=305&SQ=PMID(66S69)&PageSize:SO&dc=l" 
more O.html 
curl·l proquest.uml.com/pqdweb?RQT=305&SQ=PMID(66569)&PageSlzea50 
curl·l pproquest.umi.com/pqdweb?RQT~30S&SQ,.PMI0(66S69)&PageSize"'50" 

curl ·U "Cookie: JSE5SIONID=f4zWwqzMRSha" ·O O.html 
"proquest.uml.com/pqdweb?RQT:o30S&SQ=PMID(66569)&PageSize•SO" 
moreO.html 
curt -H "Cookie; JSESSIONID=f4zWwqtMRSha" -o SO.html 
"proquest.uml.com/pqdweb?RQT:o30S&SQcPMIO(Ei6S69)&PageSI-ze•SO&flrstlndex=SO• 
dlff -u O.html50.html 
macs curlcommands.py 
emacs curlcommands.py 
python curdcommands.py 
python curleommands.py 
mort curtcommands.$h 
rm curtcomman~s.py 
emacs curfcommands.py 
python curlcommands.py 
more c:urtcommands.sh 
bash curlcommand$.Sh 
more 1100 
more llOO.html 
lynx -dump llOO.html 
links llOO.htmt 
python 
cat > saneurl.py 
fa 
Is /media 
fg 
mkdir /medla/drlve/uml 
fg 
curl-1 http://proquest.uml.com/pqdweb 
fg 
Is /medla/drlve/uml 
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more /medla/drlve/2073712711.pdf 
more /medla/drlve/umi/20737721ltpdf 
more tmedla/drive/umi/2073n27U.html 
more /medla/drive/umV2073772711.pdf 
fg 
cd/"vol 
"'/keepjrabblng.py 
cd .. 
cdvol 
"/lceeP£rabblng.py 
fg 
'"'/keeperabblna.py 
cd .. 
cd vol 
Is 
"'/kee P@rabblns.py 
Is 
df-h 
pwd 
cd .. 
cdvol 
"'/l<eepg rabbing.py 
cd .. /vol 
Is 
"'/keePSrabblns.py 
cd/medla 
ls 
cd 3aab9fel-9t54-43 b1·9374-72722d78d3t0/ 
Is 
df-h 
sudo shutdown now 
cd /media/de 
cd /medla/drfve/ 
mkdlr jsindt>< 
sudo mkdir jslndex 
sudo chown ghost jslndelc 
r.d jslndex 
python 
Is 
fa 
more 2010/0SOO.html 
cd 1989 
Is 
ed /Vol/ 
Is 
cd j5lndex/1989 
Is 
Is -II less 
Is -1 I tall 
cd .. /l9<JO 
Is ·If less 
python 
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python /usr/bln/easy_install 
sudo eesy_install-lnste~ll-dlr /usr/lib/python2.5/ pyoal 
PVTHONPATH=jusr/llb/python7.6 sudQ easv_install-install-dir /usr/llb/python2.6/ pyoal 
sudo easy_install-install·dlr /usr/llb/pythan2.6/site·packages/ pyoal 
sudo PYTHONPATHs/usr/llb/python2.6/slte-packages e&uy_lnstall··install·dlr jusr/llb/python2.6/Site-packages/ pyoal 
cd /usr/locaVIlb/python2.6/ 
Is ·a 
cd dlst-packases/ 
Is ·a 
rm" 
sudorm • 
sudo rm ·rf• 
sudo easy _Install pyoaf 
python 
Is 
python 
<:d 
Is blocks/ I we ..f 
fg 
ps dll I grep keep 
ps a)( I srep ser 
f& "1 
fg 0 
f8 
kill 2137 
illl213& 
ps ax I grep keep 
python serveblocks.py 8092 
fg 
python serveblocks.py 8092 
emacs serveblocks.py 
python serveblocb.py 8092 
emacs serveblotks.py 
python serveblocks.py 80!>2 
emacs serveblotks.py 
python serveblocks.py 8092 
emacs serveblocks.py 
python serveblocb.py 8092 
kill %1 
fg 
python serveblocks.py 8092 
tltl ~1 
f8 
python serveblocks.py 8092 
kill %1 
fg 
python serveblock.~.py 8092 
fs 
kill ?61 
fJ 
P'jthon serveblocks.py 8092 

kill~1 
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fg 
python serveblocks.py 8092 
kill %1 
fg 
emacs servebtocks.py 
python serveblocks.py 8092 
cd /medla/drt.Je/ 
"'/keepgrabblng.py 
df-h 
df ·h 1 grep sdd; date 
du -hsc /vol/• 
dm /voVurlstosrab2.wset 
rm /vol/urlstotrab2.wget 
du -hse /vof/• 
bwm-ns 
du -hsc />~oV• 
df-1'1 
df ·hI grep media 
ts bloekslwc -1 
Is 
emacs oalgrab.py 
python -i o'igrab.py 
emacs oalgrab.py 
python -1 oaigr~b.py 
~tmacs oalgr~b.py 

mkdirmuse 
mv urlstograb• muse 
python oalgrab.py f tee urlstosrab.wget 
wt -1 urtstosrab.wget 
emacs oaigrab.py 
python -i oaigrab.py I t~ urtstosrab.wset 
emacs oaigrab.py 
python -i oaigrab.py I tee urtstosrab.wget 
Is 
emacs oaigrab.py 
fg 
emacs oa)grab.py 
python ·I oalsrab.py I tee urlstograb2.wget 
fg 
cd/vol 
wget -x -nv -nc -1 .. /urlstograb.wget 
more analysls.o~Cford)oumals.ora/tontent/35/3/97 .full. pdf 
Wiet -x -nv -nc -1-/urlstograb.wget 
mkdlr sd 
cdsd 
wget ·m -np "http://www.sclenc~direct.com/sclence/page/sltemap/lndex.html" 
wset -header:'User·Asent: WL/68 -m -np nhttp://www.sclenc:edlrect.com/sclence/page/~temap/index,htrnl" 
wget -header="User·Agent: Wl./6" -m ·np "http://www.sclencedlrect.com/sclenr.e/pagil/sltemap/index.html" 
wget ~ robots-off -header•"User-.Agent: Wl./6" -m -np 
''http:/ /www.sclen~direct.com/sdencefpage/sitemapflndex.html" 
I$ 
<:d www.selencedirect.tom/sclence/page/sitemap/publk:at~n/ 
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Is 
c;d seriaV 
Is 
cd journals/ 
Is 
emacs"'/sls 
chmod +x "'/sis 
""/sis Jless 
"'/sis. I less 
more 17509467.html 
ls0242648X 
Is 0242648X/24 
Is 0242648)(/24/3 
more 0242648X/24/3/241.html 
pythoo 
fa 
mkdlr /vol/s.d/Jo 
fg 
cd 
ts 
python 
Is 
(.duml 
Is 
python 
fg 
more keepgrabblng.py 
cd/Yol/ 
ls 
mkdlrpdfs 
$Udo mkdir pdfs 
~udo chown shost pdfs 
cd pdfS/ 
"'/keepgrabblng.py 
cd .• 
N/keepgrabbl ng.py 
rs 
"'/keepgrabblng.py 
dlds 
fg 
python 
pWd 
Is 
cd .. /uml 
python 
fg 
python 
Is 1000000.html 
fg 
more 128214.html 
more 128213 
less 128204.html 
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less /vol/uml/128204.html 
llnks/vol/umi/128204.html 
python 
Is -lh 
Is blocks I we -1 
python 
Is •dbm 
fg 
Is 
more deleteandgrab 
split -a S -t 1000 deleteandgra b blocks/regrabc 
I$ blocks/ I we -1 
cdblocks/ 
Is jless 
Is 1 tall 
cd •• 
fs 
ls/mnt 
df 
Is /media/drive 
rs 
links http://callber.ucpress.net/doVpdf{10.152S/as.2010.S0.5.835 
Is 
nn Pl-~lmela.pdf 
curl "http://portal.acm..ors/ft_gateway.cfm7id•1187439&tyPQ~pdf&CFID=1S902&CFTOKEN=SSOS917l" 
curl -i "http://portal.acm .org/tt_sateway.dm ?ld':-1187 439&type:opdf&CFID== 15902&CFTOKEN=SS059 t 71" 
curf _. "http://portal.acm.org/ft...sateway.cfm?id•l187439&type=pdf" 
curl·l "http://portal.acm.oi'H/ft_llateway.dm 7id::1187439&type=pdf" I less 
Is 
more serveblocks.py 
emacs seN~ockJ.py 
mOfe keepgrabblng.py 
ls/vol 
"'/sis /vol uml > umt.sls 
more uml.$1$ 
"'/sfs/llol/uml > umi.sfs 
.. /sis /vol/pdfs > pdfs3.sls 
Is -IR /Vol> Js3.1siR 
more j53.ts1R 
Is -IR /vol/ > js3.1siR 
more js3.ls1R 
we -1 js3.1siR 
echo -n me@aaron.sw.com}mdssum 
df 
p.s ax 
df 
mount /dev/sdc/vol 
cd /vol 
Is 
cd/medla/ 
Is 
Is ·I 
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rm drlve 
sudOrmd~ 
sudo mkdlr drive 
sudo mount/dev/sde drive 
sudo mount /dev/5.de1 drive 
cd drive 
Is 
df 
fd ·tl 
df·h 
mkdlr pdfs 
sudo mkdlr pdfs 
sudo chown ghost pdft 
Is 
"'/keepgrabblog.py 
cd /medil/drlve/pdfs 
more 3S9072S.pdf 
less 3697690.pdf 
less 30012010.pdf 
tess 60244678.pdf 
tess 3S23970.pdf 
less 3548593.pdf 
less 3S23645.pdf 
less 38131S3.pdf 
less 3838338.pdf 
less 3279339.pdf 
leu 1888323.pdf 
less 688S60.pdf 
less "234,.pdr' 
less 742572.pdf 
less 30058803.pdf 
less 202381S.pdf 
more 2023815.pdf 
cd 
.. /keef)8rabblng. py 
fs 
Is 
cd pdfs 
Is 
df-h 
cd/vofl 
-!keepgrabblng.py 
cd .. 
cdvol 
... /keepgrabbing.py 

U.S. S.:<:rut Servlc:e 
Boston field Offic:e 

Ill; I(~) \llllfXI;J I 
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l<b)(6).(b)( 7)(C) I (CID) 

from: 
Sent: 
To: 
Subject 

I mr., need to leave the training for some time tomorrow morning 

Hb)(6),(b)(i)(C) ' 
U.S. Secret Sllrvit.:e 
Boston Field Office 

ic6l(al.lb)c7)< I 

-~~~tL---U!.:.\IsdQj..9QY) 

~J.;;.:.:.=.;..;..:,.;;.;.__,Ifllc~mhrld!JCPOIIC<:,QW 

Aaron Swartz Is sclteduled for his lnitlal appearance before Judge Deln at 10:00 a.m. tomorrow (If he surrenders himself 
before then). I hope you both wiD be able to be there. Steve 
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l(b)(6},(bl(7l(C) I{CID) 

From: l<b)(6).(bl(7)(C) ~BOS) 
Sent: 
To: 

rch 18, 20111:29 PM 
(CIO) 

Subject: ~,..,...,. ....... .......,.,,.,......._ Feedback from MIT case 

No ae letter is neussary 

l(b)(6),(b)(7)(C) 

Sent from Blackberry 

From: Hi]m.1nn, StP.phen (IJSAMA)l<bl(6),Cbi(7)(C) 
To:J(b)(6 . b){7l!C) l(BOS) 
Sent: Wed Mar 16 13:25:45 2011 
Subject: RE: OD/CERT: Feedback from MIT case IPerEOUSA 

(bl(3) Rule 6E (b)(S) 

{80S} [ma!ltdlb)(6l.(b)(7)(Cl bussgtll~] 
Sent. , 6, 20111:13 PM 
To; Heymann, Stephen (USAM'-) 
Subject: Fw: ClD/CERT: f@edbadc from MIT case 

Question fi'om Ct:.'RT 

j(bJ(6),(b)(7)(C) I 
Sent liom Blackbtny 

lcb\dh c I 

Thr guye here have so!M a report for you. However, thelr supervisor neods to review it before II goes out. 

Sho11ld we add him to tho 6e? 

I 

His name !<b )(6).(b >I He is title f<b)(6) .(b )( 7)(C) ~t)rthe Digital Intelligence and lnvcstigarions Directorote. He hus thuamo 
Rdd!T.S.S aSJiijc6\ lb)(7){f\ _ 

A II he is doini is reviewing the repon. 

1 
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l<b){S),(b)(7)(C) 

From: 
Sent~ 
To: 
Subject: 

Please see below: 

j(b)(6).(b)(7)(C) I 
U.S. Secret Service 
~~~!"-"''i"ce 

(b)(5) 

lilus<to1~] 

lper EOUSA 

5. F.ither you o'll6{_}vill pick up the drives containing copies of MIT''i material logs Iron~ '"'''~.~'\'"' ' 1 

Thanks, Steve 

l 
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l(b)(6).{h)(7)(C) 

From: 
~nt: 
To: 
cc: 
Subject: 

l<b)(6),(b){7)(C) 

Sent from Bladtberry 

From: Heymann. Stephen (USAMA) fm..1!lU<b)(6).(b)(7)(C) 
Sent: Monday, November 07, 2011 06:20PM 
ToJ(b)C6).(b)(7J!C) I(BOS) 
Subject: Important CCRT Request 

(b)(5) 

Thank you, Steve 

perEOUSA 
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l(b)(6),(b)(7)(C) 

From: 
Sent 
To: 
Subject: 

Please see below: we are preparing to take the Swartz case to Indictment and Heymann wants to double check that 
everythins is exactly accurate. Oo you asree with the paragraphs below? 

l\b)(6),(b)(7)(C) I 
IJ.S. St.:crct S~:rvie1: 
Bostun Field Oftice 

kbl<6l.!b)C7><Cl I 

Please confirm with Cert, today If at all possible, that our summary of the facts In theso two paragraphs are an accurate 
summary of their preliminary flnc;tlngs. Thank you. 

26. On February 24, 2011, the Court issued wammts to search the Acer laptop, We$tem Digital hard 
drive and tbc HP USB drive. As a result of these searches, 1 am aware that the MAC address &.S:iigned by the 
manufacturer to the ethemet interfaco card on the seized Acer laptop is 00:23:5a:73:5f:.fb, the same ftS the 
"gbost laptop, which connected to the MIT network in September, 2010. On the Acer laptop wa.o; a software 
application entitl~d '"keepgrabbing.py", which was designed to downlolld .pdf files from jstot~org." ln addition 
to those described in footnote _, above, JSTOR's terms and conditions of use explicitly prohibit users from 
attempting to circumvent software protections employed in the JSTOR platfonn. The Implementation of 
k~grabbing.py wos designed to avoid JSTOR's efforts to spot and prevent seriaJ downloads of the size here. 
The application would download the .pdf files from JSTOR to a ftle directory nantcd "pd&'', The USB Drive 
found in Swartz's backpack contained a file .. kc:epgrabblng2.py", with a script very slmilar to that contained in 
the Acer laptop. The Western Digital hard drive, which was recovered with the Acer laptop, had Aaron Swartz's 
fingerprint on it. The dtive contained a folder named "pdfs" which contained an estimated over 97,000 .pdf 
files. A spot check of approximately a dozen of thQSe files reflected that each wa.'i a JSTOR digitized jo'l.lnlal 
article. 

27. A Jogging file on the Acer laptop. known as the .bash_history file, showed an attempt co submit 
a computer or user name "Grace Host'' and e-mail address ghost42@maUinator.com to the registration fo1m at 
10.72!0.47:444/bin/dynreg. This network address was associated with guest registration on the MIT network 
before the laptop's seizure In January, 2011. rhe .bash_histoty file also retleets that on an unknown date the 
contents of the "pdfsr' directory was copi~d to a folder named "/vol/pdfs., on another computer accessed 
through the DynDNS registered record» DynDNS is a method of tying a specific hostname (such as .. ghost 
macbook'} to a computer that r.ould have a dynamic or chansing IP address (such as a home ~omputer on 
Comcast's cable network). for "ghost rnacbook. · 
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jtl:)(6) ,ibi(7)(Cl,Per USSS kCIO) 

(b)(5) 

From:. 
Sent: 
To: 
Cc: 
Subject 
Attlchmenta: 

~~,.,....,.,.,::-:-:::,.,-:----,-,~ 

I was wondering If you might be able to help me with the questions below specificallY: 

b}(6),{b)(7){C) Per I 

U.S. Secret Setvlce 
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Thank you, Steve I Per EOUSA 

2 

2774 



l(b)(6).(b)(7)(C} 

from: 
Sent 
To: 
Cc: 
SubjtGt 

(b)(5) 

l<bX6),(b)(7)(C) 

Sent from Blackberry 

A-om: HeymaM, Stephen (USAMA) (Ql~_iltQ({b)(6).(b)(7J(C) ~01.~] 
Sent: Monell November 07, 2011 04:26 PM 
To[b 6 b I (C) 80S) Cdtb>]d//~,17 fu, ~m.b.J:i@e~&U)!b){6\ ,(b)(7)(C) J(USAMA) j(b)(6).(b)(7)(C) l.usrtoJ.g_Q'l> 
Subject: RE: Swartz Evidence 

We need to produce a mirror Image of: 
{l) The Acer 
{2) The !Mae seized at Harvard 
{3) The dri~ seized at Harvard 
{4) The USB drive selted from the backpack 
{S) The logs sent over from MIT 
{&) The USB drive seized from the apartment 

We do not need to have a computer loadQd with forensic software at this juncture. We are g~ng to object to producing, 
at this time, tht drive that was .seized from his wallet If, as I remember, lt was encrypted. Am I missing any electronic 
storage devlee? Swartz has sent over a 750gb drive. let me know If you ru~ed a second on which to store the images 
and, if so, how large. 

Since they cannot be u5etully mirrored, as I understand lt. we need to make the seized cell phones available to the 
e~tent they were not encrypted In a form that will not permit their alteration. Let's discuss the options for doing this. 
We hav~ tentatl\lely S(heduted the production of thew, along with the other things seized from the apartment, for 
November 21/22. 

Froml<bl(6l.<bl< 7)(C) lcaos) (!ll9.ild<bi(6\ .(bl(7)(Cl ~um..&l.l~.go~l 
~ November 07, 2011 3:23PM 
T~k!£1.f:QOIIO:.org 
Ct: Heymann, Stephen (USAMA) 
Subject: Re: Swartz Evidence 

1 
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l(b)(6),(b'•(7)(C) t (CID) 

From: 
S.,nt: 
To: 
Ce: 
Subjec;t: 

FYI 

Below was a script that was found at [root)\home\ghost\keepgrabbing.py 

#!/usrlbrntpython 
import $ubproccss, ucllib, raudom 
l.llass NoBlocks(Exception): pass 
def getblocks(): 
r = urllib.m·lopcn('hlt :It lbJto \11ll'l ~~ gr~,J.-e:ul{} 

if'<html' in r.lowerQ: r:use Nu 3loc:ks 
return r.splitO 

import sys 
if ltn(sys.argv) > 1: 
prefix;::: r-socksS', sys.argv(1Jl 
else: 
pre.fix ""'[)lf'· .interface'. 'ethO:!'] 
line= lambda x: rcurl'] + preftlt t r-H'. "Cookie: TENACIOUS,.."+ str(random.random0)[3:), '-o', 'pdfs/' +­

str(x) + '.pdr, "http://www,istot.oi\Vsta~Jelpdfplusl" + 8tr()() + ".pdf?acceptTC=true"l 

while 1: 
blocks = getblocksQ 
for block in blocks: 
print block. 
subprocess.Popen(line(block)). waitQ 

l(b)(6),(b)(7)(C) 

U.S. S.:uct Scrvi1:c 
Boston Field Offkc 

l!b)(§),(b){l){C) I 
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l(b)!6),{b)(7)(C) 

From; 
Sent: 
To: 
SubJect: 
Attachmen'*: 

lcto) 

«JSTOR Memorandum In Support of 6e Disclosure. pdf:>> I.._ ___ _. 

(b)(J).Rulc 6E.lb)(5},(b )(6).(b )(7)(C) 

Thanks, Steve 

I per EOUSA I 
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l(b)(6).(b)(7)(C) l(CIO} 

From: 
Sent: 
To: 
Cc: 
Subjcx:t: 

tf~~~?~~?;o I 
Just wanted to let you know thatl(b)(ll).(b)(7}{C) ~nd I have analyzed the <;ollection of PCAP logs 
you sent us from the MIT ca~e. There were a number of questions from Steve Heymann that we 
wanted to set back to you on. 

For the period in which the network traffic was collected in the PCAPs, you can clearly see a 
system that uses the MAC address 99:4C;ES:Ae:C7:S6 (and use5 several IPs over the course of 
the capture) actively doNnload1ns from the JSTOR system via HTTP. 

Wt believe that it is the same machine used these lPs, not just because they mapped back to 
the same MAC address, but also because an OpenSSH server was l1stenins on port 22 on the IPs 
with the same host-identifier key. The connection banner froM this OpenSSH server states that 
it is running on an Ubuntu linux system. 

Considering th~ volume of data downloaded, we don't see any equivalent volumt (or even 
remotely equivalent volume) t~ansferred from the target system to another system. Unless such 
a transfer occurred outside th$ period of the network capture, it would be reasonable to 
assume that the downloaded djta was bein& stored locally on the system, rather than fo~arded 
to other computers. 

There are som6 remote connections via SSH to the tarset system that appear sustained enough 
to represent a meaningful interaction ( r·ather than password· guessing attempts and the like) . 
These connections are all from the IP addre~s 

Jtbrt6).rb)mcc> !on the MIT network, which you tdentlfy as a "dial-in" server on campus. Af'@ 
connection logs to this machine available~ 

Other than the SSH sessions noted, the PCAPs contain no oth~r traffic to the target system 
that conforms to conventional remote administration services. In addition, we found oo 
indication of unconventional control channels. 

The r·ema1n1ng questions raised, such as the nature of the program drivina the downloadingJ 
will probably be answe1•ed by an examination of the Acer laptop. 

Please let us know if we can provide more information, including sp-.cifics about any of the 
activity 1 have described. 
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l<b)(6).(b)(7l(C) keto) 

From: 
Sent: 
To: 
Subject: 

Thank you.l<blC6l.( I 

Fro (b)(B .(b)(7)(C) CIO) (lllil!Jtd(b)(6),(b)(7)( tuu2~.Qfl~.QQY) 
sent: ay, ruary 25, 201110:03 AM 
To: Heymann, Stephen (USAMA) 
SUbject: Re: Aaron swartz case 

!r6lrs> <b> I 

I'm walking to our lilb now. I wtn get tM requested rntormatfon 1o you as quickly as I can. 

1<6)<6). I ..... ~ 

From: Heymann, Stephen (USAMA jl:.<b..:..)(:....6.:.:..).(:....b.:..:l< 7~)=.:...;<C..:..) _-.J.&:!.lol...,!sd~o..,..j.~gooa.v > 
Td(b)(6),(b)(7)(C) l(OD) 
Sent: Fri Feb 25 10:01:05 2011 
SUbject: Aaron swartz Case 

l! ~~!~;<b> I 
Can you please send me one paraaraph describlngjtOJ(O)thltlJ(C,;J rs areas of expertise and who he Is employed 
by? Uke~s he employed by CERT which then has a contract with secret Service or like you Is he ~n 
asent. Also, has he previously handled grand jury material in other criminal Investigations In other districts? 

Thanks, Steve 

All e.maiJ to/trom this account is subject to official review and is for official use only. A\."tion may be taken in 
respon:Je to any inappropriote use of the Secret Service's e-mail system. This e-mail may contain information 
that is privileged, law cnforcemenl sensitive, or su~ject to odter disclosure limitations. Such infilrmotion is 
loaned to you and should not be further dissemioated without the penuission of the Secret Service. If you hao,·e 
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender imnu:diately and delete it. 
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l(b)(6).(b)(7)(C) helD) 

(b)(5) 

From: 
Sent: 
To: 
Ce: 
Subject: 

You're awesome. 3:30 would be great. Steve 

Froml<b)(6l.!b)(7l!C! OD) (mailtd(b)(6),(b)(7)(C Usss.dbs.gov] 
Sent: MOnday, July 11, 2011 t:11 PM 
To: t • (USAMA) 
Cc: (b)(6),(b)(7)(C} (BOS);Jr.r(b~)(a::::l')-::'.(b-:-:)("0;'!7)~(C:-ti(USAMA) 
Sub warll 

All: 

W~l 3:30 PM toda~ wort< tot everyone's schedule'? We will reserve the CERT teleconference line and distribute the call-in 
number If the time is am&nable. 

(b)(6),(b)(7)(C} 

Many ttlanlts, Steve 

All e-mail to/from this accowtt is subject to official review and is for ofticial use only. Action may be taken in 
response to any inappropriate use offhe s~cret Service's e-mail system. This e-mail may contain information 

t 
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l<b)(6).(b)I7)(C).Per USSS ltCIO) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Oo 'fOU tiM tenlt time todey drat we ean 10 ewer lhll q~~eatlon' vou ha~~e on the bash history ll&ttd below and kt!I!P&rilbblns lol¥1hon 5Cript? 

1<6)c6).<bl 

f!ro~(b)(6).(b)(7)(C),Per tJSSS l®usss.dhs.JZolt> 
OaU: Tue, 8 Mar 201117:24:05 ~500 
To!(b)(6),(b)(7)(C),Per US 13lcert.org> 
SubJect; Fw~ bash history of Acer involved with MIT hatk and downloading from JSTOR 

Ftatn~(blf6~.(bi(7~<C~Per [BOS) 
Td<bl 6). bJ7) C)O~(b)(6).(b)( lru:e[t,o.rg'l<b)(6).(b/( !Da:rt.org> 
Sent: rue Mar 08 17:21:53 2011 
SUbject: Fw: bash history or Acer Involved With MIT hade and downloading rrom JSTOR 

would anyone have time available to help me decipher the baeh hietory for proof of Mae spoof'ng and interpret what the 
script keepgrabbing.py doea? 

Hb)(6).(b)(7)(C),Per I 

Sent from Blatkberry 

FVI 

The bash history of the Acer that was connected to the MIT networt has references to the python .script keepgrabblng 
andJSTOR: 

cat .bash_hlstory 
rm .bash_hlstory 
screen -x 
uptime 
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dt-h 
ls/mnt/pdfs/1 we -1 
Is -f /mnt/pdfs/lwc -1 
screen ·X 
cat .bash_ history 
Is 
cat .ssh/known_hosts 
who is ygl.as 
uptime 
curl www.jstor.Qrg 
links www.jstor.of'llstable/838383 
Is 
mv 838383.pdf /mnt/pdfs/ 
screen ·r 
screen -x 
curl jstor.org 
curt -1 wwww.jstor.org 
curl·i www.fstor.org 
sudo lfconflg wlanO down 
.sudo dhdlent -re 
sudo dhdient -r 
sudo if<onflg ethO up 
sudo dhdient 
curl -i www.jstor.org 
curl scrlptlng.com 
/sbin/lfconfis -a 
curl scripting.com 
ping 4..2.2.2 

cat /etc/resolv.conf 
sudo dhdlent ·r 
sudo dhdlent 
ping 4.2.2.2 
cat /etc/resot.l.oonf 
curt scriptng. com 
curl www.google.com 
curl-i www.jstol'.org 
/Jbln/tfr.onflg -a 
ping ghost-laptop.dyndns-tree.com 
ps ax I grep lp 
/etc/lnit.d/ez-ipupdate 
/etc/lnlt.d/ez-lpupdate reload 
sudo /ete/lnlt.d/ez-lpupdate reload 
ping ghost-laptop.dyndns·free.com 
dig ghost-laptop.dyndns-tTeuom 
dig @nsl.dyndns.org ghost-laptop.dyndns-free.com 
sudo /etc/inlt.d/ez-lpupdate restart 
dig @nsl.dyndns.org ghost·laptop.dyndns·free.com 
ez-lpupdate -·help 
ez-lpupdate -help I less 
sudo ez-lpupdate 
sudo ez-lpupdate -1 ethO 
more /etc/ez·lpupdate/default.conf 
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ez·lpupdate -help lieu 
sudo ez-ipupdate -c fetC/ez-fpupdate/default.conf 
rudo ez·lpupdate ·vw < /etc/~z:ipupdate/default.c:onf 
ez·ipupdate ··help I less 
sudo ez·lpupdate -vw -c /ett/ez·ipupdate/default.conf -1 ethO 
sudo ez-lpupdate -c fetC/ez-lpupdate/default.conf-1 ethO 
diS ~nst.dyndns.org ghost-laptop.dyndns-free.com 
l.s /mntlfwc ·I 
cd/mnt 
Is 
ps ax I grep touch 
ps ax I srep seq 
touch 1 
Is 
touch 2 
seq 120 
seq 1 20 I xarfli touch 
Is I we-I 
seq 1 2000000 I xargs touch 
Is I we-I 
I$Jiess 
Is I W( ·I 
ps ax I srep bash 
w 
who ami 
kill 3658 
ldll-9 3658 
mkdlr pdfs 
cd pdfs 
"'/keepgrabbJns.pv 
emacs /home/&host/keepgrabbing.py 
zile /homele;host/keepgrabblng.py 
"'/keepgrabbi"'-PY 
touch foo 
rmfoo 
td .• 
"'/keepgrabbins. py 
cd /mnt 
Is 
rm• 
Is 
cd pdfs 
Is 
cd 
Is 
python serveblocl<s.py 
python ~rveblocks.py 8092 
bg 
fg 
ps a~e I srep serve 
kill 2461 
ps a1e I srep serve 
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python serveblocks.py 8092 
bg 
ls/mnt 
Is /mnt/pdfs 
Is ·1/mnt/pdfs/ 
cd 
gnome-icreensaver-command --activate 
Is 
ps ax I grep cu~ 
kiH 19047 
curt www.jstor.org 
<lhcllent -help 
sudo dhcllent 
bwm-ng 
Is blocW I we ·I 
df-h 
links www.Jstor.orsfstable/873098 
bwm-ng 
gnome·screensa"er-command --activate 
Is blocks/ I we -1 
bwm·t18 
Is blocks/ 1 we -1 
uptime 
bwm·ng 
df-h 
Is blocks I we -1 
bwm ng 
sudo umount /mnt 
df 
screen -x 
""/keepgrabblns.pv 
cd/mnt/ 
""/keepgrabbiog.py 
fa 
cd/mnt/ 
"'/keepgrabbing,py 
cd /mnt/ 
"'/keepgra bbing. py 
0 
cd /mntf 
"'/keepgrabbins py 
bg; "'/keepgrabblng.py 
cd/mntf 
... /keepgrabblng.py 
bg 
bs; .. /keepgrabbing.py 
cd/mnt/ 
.. /lceepgrabblng.pv 
bg 
"'/keepgrabblns.py 
bg 
... /keepgrabbing. py 
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b8 
""/keepgrabblng.py 
bg 
"'/keeptrabblng.py 
bg 
""/keepsrabbfns.pv 
bg 
"'/keeperabblna.py 
bt 
"'/keept~rabblng.py 

b8 
"'/ke 
""/keepgrabblng.py 
ba 
"'/keepgrabblns.PV 
cd/mnt 
""/keepsrabblng.py 
bg 
"'/keepgrabblna.py 
bg 
... /Ike 
"'/keepgrabbing.py 
b8 
"'/keepgrabblng.py 
bj 
"'/keepgrabblng.py 
b& 
"'/keepgrabblng.py 
b8 
"'/keepsrabblna.py 
b8 
.. /keepgrabblng.py 
bt 
.... /keepgrabbina.py 
bg 
-/keeJ'8Tabbif1B.py 
cd /mnt/ 
~;keePSfabblng.py 

cd /mnt/ 
... /keept~r a bblng. rt'l 
cd /mnt/ 
"'/keepgrabblng.py 
cd/mnt/ 
-/keepgrabblng.py 
cd /mnt/ 
-;keepsrabblng. py 
cd /mnt/ 
"'/keep11rabblns.py 
cd/mnt/ 
"'/keepgrabblng.py 
... /lceepsrabblng.py 
cd/mnt/ 
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.. /kt'eparabblng.py 
cd/mnt/ 
"'/keepgrabbing.py 

cd/mnt/ 
"'/keepgrabblns.pv 
cd/mnt/ 
-Jkf!epgrabblna.py 
cd /mnt/ 
"'/keepgrabblng.py 
cd/mnt/ 
"'/keepgrabblng.py 
cd/mnt/ 
"'/keepgrabblns.py 
cd/mnt/ 
"'/keepgrabblng.py 
cd/mntj 
-;keepgrabblng.py 
cd/mnt/ 
- /kee pgrabblng.py 
cd/mnt/ 
.. /keepgrabblng.py 
cd/mnt/ 
N/k 
""/keepgrabblnQ.py 
cd/mnt 
"'/keepgrabbing.py 
cd /mnt 
"'/keepgrabbing.py 
td /mnt./ 
"'/keepsrabbing.py 
"'/keepgrabblng.py 
cd/mt 
cd /mnt/ 
cd/mt 
"'/keepgrabblng.py 
"'/keepgrabbing.py 
eel /mnt/ 
... /kaepgrabblng. py 
"'/keePSrabblng.py 
td /mnt/ 
"'/keepgrabblng.py 
... /keepgrabblng. py 
cd /mnt/ 
'"'fkeepgrabbfng. py 
-tkeepgrabblng. py 
cd/mnt/ 
... /keepgrabblng. py 
"/keepgrabblng. py 
cd/mnt/ 
"'/keepgrabblng. PV 
"'/keepgrabblng. py 

cd /mnt/ 
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""/keepgrabblng.py 
.. /keeParabbins.pv 
cd /r_nnt/ 
.. /keepgrabbing.py 
cd/mnt 
""/keepgr abblng. PV 
screen ·r 
screen ·X 

uptime 
df·h 
screen -r 
saeen-x 
e 
uptime 
bwm-f'lg 
df-h 
screen ·X 

ps ax I grep cur1 
ps ax I grep keepsr I awk '{print $1}' I xargs ldll 
ps ax I grep curl 
ps ax I srep ar 
ps ax I grep curl 
df·h 
/sbln/lftonfig -a 
sudo lfconflg eth0:1 static 18.55.7.49 
curl ··Interface eth0:1 www.jstor.org 
curl-lnterfaceeth0:1 www.google.org 
rsync -avz pdfs/ ghost-macbook.dyndns·f'T'ee.com:/vol/pdfs 
screen ·r 
screen -1< 

python 
sudo easy_ install pyoal 
sudo apt-get Install python-hem! 
sudo easy_install pyoaf 
python 
sudo easy_install-remove pyoat 
eas.y _in$taN -help 
eas.v_install -help I less 
sudo easy_lnstall-remov~ pyoaf 
python 
sudo easy_lnstall pyoai 
<;d /usr/local/flb/pyt.tlon2.6/ 
Is 
Is slte-{lackaaes/ 
cd 
Is 
locate easy-ln$tall..pth 
locate easy_instill.pth 
sudo easy_lnstall pyoal 
locate easy-lnstlll.pth 
cd /u5f/lib/pyt.h0n 
Is 
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Is -a 
cd . ./python2.6 
Is 
easy _install--help 
easy _install--help I less 
python serveblocks.py 
python serveblocks.py 8092 
bg 
sudo dhcllent ~r 
sudo dhdient 
sudo dhdlent -r 
sudo dhdlent 
sudo dhclient -r 
sudo dhcllent 
ping 4.2.2.2 
sudo dhclient -r 
sudo dhcllent 
sudo dhcllent -r 
sudo dhGIIent 
sudo dhdlent -r 
sleep GO 
sudo dhcllent -r 
sudo dhclient 
cd /vol/ 
Is -1 
Is ·lh pdfs 
easy _Install pyoai 
sudo apt-.ljet Install python-setuptools 
sudo apt-get update 
sudo apt-get Install python-setuptools 
sudo apt-get upgrade 
ez-ipupdate 
sudo /etc/lnlt.d/ez-ipupdattt restart 
pins ghost·laptop.dyodns-free.com 
/sbin/ifconflg ethO 
ping 18.55.7.237 
ping ghost-laptop.dvndns-free.com 
sudo /etc/htlt.d/ez-!pupdate restart 
ping18.55.7.237 
ping ghost·laptop.dyndn.s-free .com 
sudo /etc/lnit.d/el-ipupdate help 
sudo /etc/lnlt.d/ez-ipupdate force-reload 
ping ghost-laptop.dyndns-free.com 
mote fetc/lnlt.d/ez·lpupdate 
more /etc/ez·lpupdate/defeult.conf 
sudo less{ete/ez-ipupdate/default.conf 
ps ax I grep ez-rp 
ping ghost-laptop.dyndns-free.com 
cd /vol/pdfs/ 
Is 
Is I less 
python oaigrab.py 
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python ·i oilsrab.py 
cd/vol/ 
Is 
cd muse.jhu.eduf 
Is 
cd contenl:/o•i/Journals/ 
ls 
cd social_teKt/ 
Is 
cd v017/ 
Is 
more 17.3 
more 17 .3dutton.html 
manwget 
du ·hsc /voir 
du ·hsc /Vol/• 
bwm·ng 
Is -lh urlstogrc~b.wget 
grep pdf uristograb.wget 
scr~n-JC 

manwget 
cd /vol/ 
Is 
wset ·l(-nt "'/urlstograb.wget 
wset -)( -nc ·i "'/urlstograb.wget 
sudo chown ghost • 
w1et -x -nc -1-/urlstosrab.w~et 
wget -q ->e -nc -i ~'/urlstograb.wget 
wget ·1\v -x -nc: ·i H/urlstograb.wget 
screen -It 
emacs oalgrab.py 
sudo apt-get Install emacs23-nox 
emacs oalgrab.py 
python oalgrab.py I tee 1.1rlstograb.wget 
W(; -1 urlstograb. wget 
srep html urlstograb.wget I .sed -e 's/htmt/pdff > urlstograbl.wget 
gr~ pdf urlstoirab.wget I sed -e 's/pdf/html/' > urlstosrab2.wget 
more urlstograb 
more urlstograb2.wget 
cd /vol/ 
wset -nv -x -nc ·i ""/urlstograb2.wget 
grep html urlstograb.wget I ~ -~ 's/html/pdf/' >:> url$tograb2.wget 
cd 
srep html urlstosrab.wget f sed -e 's/html/pdf/' >> urlstogrctb2.wget 
cd/vol 
wget ·tW ·X ·nc -1 "'/urlstograb2.wget 
curl muse.jhu.edu/f 
links muse.jnu.edu 
screen ·K 

cd /medla/noname/ 
Is 

cp tograb.loiJ /home/ghost/ 
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ccd 
cd 
cd blocks/ 
lsi we-I 
cd .. 
Is 
mv tograb.log blocks/ 
cd blocks/ 
more tosrab.log 
split -n 100 tograb.log 
split --help 
5plit ·-helpjless 
.split -1100 tograb.log tograb. 
Is 
rm tograb.• 
cp /medla/nooame/tosrab.log tograb­
spllt --help I less 
split -a 5 -1100 tograb.log tograb­
ls tograb • 
we-I 
lsjwe-1 
mv toerab.log .. 
sudo dhdlent -release 
sudo dhcllent -r 
sudo dhdient 
sudo dhcllent -r 
sudo dhcllent 
sudo /etc/lnit.d/e~·ipopdate restart 
ping ghost-laptop.dyndns-free.com 
/sbln/ifconflg -a I le$s 
ping ghost·l~ptop.dyndns-free.com 
screen -x 
sudo lfconflg ethO up 
curl--interface ethO httpl\:Unlc.rnlr.edu:444/bjn/dvnareg?class:ylsltor 
/sbln/lfconflg ·a 
sudo dhdlent 
curl-Interface ethO tltt~:Unic.mlt.edu·444f1lln/dvoares?class=yls!tor 
cat loglnlnfo 
curl -1nterface elhO Wtos:U10. 72.0.47:444/bln/dynareg i'class=vlsltor 
curl-Interface ethO 10.72.0.47 
plng-hel 
ping ·I ethO 10.72.0.47 
/sbln/lfcoofig ·a 
ping -1 ethO 4.2.2.2 
man plnu 
ping -110.2.55.UO 4.2.2.2 
sudo ping ·110.2.55.120 4.2.2.2 
/sbin/lfeonflg -a I less 
sudo ping -110.2.55.120 4.2.2.2 
sudo ping ·I wlanO 4.2.2.~ 
sudo ping ·I ethO 4.2.2.2 

ping ·I ethO 4.2.2 .2 
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sudo pins ·I ethO 4. 
sudo plns.-1 ethO 10.72.0.47 
sudo curt ··Interface ethO 10.72.0.47 
man curl 
sudo c;url-lnterface 10.2.SS.120 10.72.0.47 
route 
/sbln/ifconflg -a 
route add default gw 18.2.SS.1 
sudo route add default gw 18.2.55.1 
sudo pins -1 ethO 10.72.0.47 
echo •sudo route add default 1fN 18.2.55.1" » loglninfo 
sudo curl--Interface 10.2.55.120 10.72.0.47 
curl·-lnterface ethO 10.72.0.47 
curl -interface ethO bttpsjl/10. 72.0.47 :444/b!n/ dynar~ ?class,.ylsftor 
curl-k -Interface ethO httD$i/Jl0.72.0.47;444/b!n/c!yoares?ctass=vlsltor 
curl -<1 "clasr.rvtsltor" -k --Interface ethO httos:U10.72.0.47:444/bln/dynarea 
curl·d "class-vlsltor&actfon•Reaister" -k ~Interface ethO httos;Ut0.72.0.47:444/bio/dvnarea 
curl -d "vnarne•Grace+Host&vcmall=ghg!>t42@rn<Jjllnator.com&actlon=ReJdster&class-=vlsilqt" -lc --interface ethO 
httr»:U10.72.0.4];444/blo/dvnareg 
echo 'curl·d "vname,.Grace+Host&vema!l=ghost42<wmai!inator.com&actjonc:Reglstcr&dass=vlsitor~ -k -int~rface ethO 
https;/110.?2.0.41;444/blnfslvnares' » loginlnfo 
curl-interface ethO 10.72.0.47 
sudo dhcllent ethO 
sleep 600; St.ldo dhcllent ethO 
routt 
curt --Interface wlanO www.yahoo.com 
curl -interface wl;,nO 4.2. 2.2 
sleep 600; sudo dhcPent ethO 
sudo dhcllent ethO 
sudo pil\8 -1 ethO 10.72.0.47 
sodo ping ·I wlanO 4.2.2.2 
sudo ping ·I ethO 4.2.2.2 
man route 
dn~lp 

dig www.yahoo.com 
dig www.yahoo.comJgrep "IN" 
dig www.yahoo.comjg~p uiN" 1 grep 10.72 
echo 'ditwww.yahoo.comJgrep "IN" 1 grep 10.72' > loglnlnfo 
/sbln/lfcoofls ·a 
/sbln/ifcoofls ·atsrep en 
suclo lfconfls ethO hw 00:4c:eS:aO:c7:56 
sudo iftonflg ethO nw ether 00:4<::e5:aO!c7:S6 
sodo ifdown ethO 
sudo ifconflg ethO hw ethel' 00:4<::es:ao:c7:S6 
sudo lfconflg ethO down 
sudo lfconflg ethO hw ether 00:4e:eS:ao:c7:56 
sudo ffconflg ethO up 
emacs lo&inlnfo 
ping www.yahoo.com 
dig yehoo.eom 
sudo dhdlent 
dig www.yahoo.com 
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ematl loglnlnfo 
emacs/etc/el-ipupdate/default.conf 
/sbln/ifconflg -a 
sudo emacs /etc{ez-ipupdate/default.conf 
/etc/inlt.d/ez-ipupdate restart 
sudo /etc/lnlt.d/ez-lpupdate restart 
dig 
d18 x.dyndns-free.com 
dis ns x.dyndns-free.com 
cat /etc/resolv.c 
cat /etc/resolv.conf 
dig WW\Y.yahoo.cvom 
diS www.yahoo.com 
links-help 
links --helplgrep lnerf 
links --helplsrep lntarf 
lynx 
curt --interface ethO www.yahoo.com 
di8 @110.2.55.7 www.yahcio.com 
dig @10.2.55.2 www.yahoo.com 
sudo dhclient 
~t /etC/resolv.conf 
sudo dtlcllent 
t.at /etC/resolv.conf 
ping 10.72.0.47 
dig @10.72.0.47 www.google.com 
gnome-icreensaver· 
df 
ping www.yahoo.com 
ec:ho 10.72.0.47>> loglninfo 
dig --help 
host--help 
dig ns x.dyndns-free.com 
dig @nsl.dyndns.org ghost-laptop.dyndns-free.org 
dig @nsl.dyndns.org ghost-laptop.dyndns-free.com 
I sbi n/lfconflg -a 
ssh ghost-laptop.dyndns-free.org 
ssh ghost-laptop.dyndns-free.c:om 
ssh ·-help 1 gl'ep lnterf 
manssh 
sudo ifconfig ethO down 
s5h gho!.t-laptop.dyodos-free.com 
sudo cun--lnterlace ethO 10.72.0.47 
route 
ssh gho$t-loptop.dyndos·free.com 
pins www.yahoo.rorYI 
/sbln/iftonffg -a-
ssn 10.189.76.179 
sudo dhcllent ehtO 
sucto dhclient ethO 
route 
rnan route 
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11 
'" ... 
;! 
.11 
"'!!~ 

''if 

route 
sudo dhdlent ethO 
sudo route del defautt 
sudo route -net 10.0.0.0 gw 10.189.64.1 
sudo route add -Mt 10.0.0.0 gw 10.l89.64.1 
sudo route add 10.0.0.0 gw 10.189.64.1 
route 
ping 10.189.76.179 
ping 10. 72.0.47 
sudo dhclle"t ethO 
/sbln/lfconflg ·a 
ping google.com 
route 
plng4.2.2.2 
sudo dhcllent ethO 
cat loglnlnfo 
curl-d "voame--Grace+Host&vemail=gh9st47.@mdillnator.corn&vsgonsor=&venterv~l:'11" 
curl -d "vname .. Grace+tfost&~~2@maillnator.cQm&vsponsor=&vlnterval:o14" -k --Interface ethO 
~J.!ps://J0.72.Q.47;tM4/biMc!y~ 
~cho 'wrl-d "VIlame.:Grnc:e+Host&l!.,~rnail=ahost42@malliniltor.com&v!>ponsor~&vinterval.::M" -k -·lnt~ce ethO 
https:/110.72.0.47:4M/blu/dyo~· >> loglninfo 
curl www.yahoo.com 
echo 'curl ·d "vnam~=Gracett-tost&vemaii=Khost42@maillnator c~vsponsor=&vinte~Q! .. l4" -k -lnterfa<:e ethO 
hetas:Ul0.72.0 47:444/bln/dvnarcg' » logininfo 
curl d ''vname==Gracc+Host&vema!l=ghost42@mallil'lc'ltor.com&vspons.9r=&vintetval-14" -k -interface ethO 
http~· U 10. 72.0.47:414/bln/dvnru:wr 
curl d "vname.,Grace+tlost&yemaif::ehost42@muillnatorsom&vsponsor=&vinterv:tl::oS" ·k ·-interface ethO 
https:l/10. 7h0.4 7:444/bln/dvnar~& 
sudo dhcllent ethO 
sudo dhdlent -f 
suiJo dhdlent ·r ethO 
sudo dhcllent ethO 
/sbln/ifconflg ·a> Jrconflglog 
/sbln/lfconfig -a 
sudo ifcoofig wlanO down 
sudo ifconfis wlaoO hw ether 90:4c:e5:aO:c7:55 
sudo ifc:onflg wlanO up 
/sbln/lfconflg -a 
/etc/lnlt.d/ez-lpupdate restart 
sudo /etcjinlt.d/ez·lpupdate restart 
dig ghost ·laptop.dyndns-free .c;om 
ping 4.2.2.2 
sudo dhcHent 
ping 4.2.2.2 
ping www.yahoo.com 
route 
curt www.yahoo.com 
.ssh ghost·leptop.dyodns-free.com 
/sbin/lfconflg ·a 
ssh 18.111.48.33 
curt www.yahoo.com 
sudo dhcllent E'thO 
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<:d /rnedia/bce820ea·e03b-4S56-bfa6-.eff2d9eb66Se/ 
Is 
Is I grep ajp 
Is I grep ·v O)(ford 
cd /vol 

Is 

cd www.genome.org/conrent/1/3/ 
Is 
cd /medla/bce820ea-a03b-4556-bfa6·eff2d9eb665e/ 
more pdfs/2520824.pdf 
more pdfs/25208234.pdf 
Is -1 pdfs/2S208234.pdf 
Is -UI pdfs I head 
python 
ps ax I grep llYth 
ps aJC I srep Is 
sudo kHIB185 
sudo kill ·9 818~ 
fg 
cdbl 
cd blocks/ 
Is 
cd done/ 
Is I less 
l.s I head 
more allpd00000009 
m~>re allpd000000009 
mure allpd0000000009 
Is -l/medla/bce820ea-a03b-4556-bfa6·eff2d9eb66Se/pdfs/2027314S.pdf 
Is I tail 
more tograb ac"'ggu 
more /mcdia/bce820ea-a03b-4556-bfa6·eff2d9eb665e/pdfs/3~!l815.pdf 
b -1/media/br.e820ea-a03b-4556-bfa6-eff2d9cb665e/pclfs/359815 pdf 
Is I less 
Is I gtep -v pd I less 
Is I &rep blk I tall 
more blk00000036i9 
more /tnedia/bcc820ea-a03b-4556-bfa6-eff2d9eb66Se/399479 
more /rnedla/bce820ea-a03b-4556 bfa6·cff2d9eb665e/3t)9479.p<Jf 
more /me?dia/bc:e820ea-a03b-4SS6 bfa6 eff2d9ebG65e/3999479.pdf 
more /tnedia/br.e820ea-a03b-4556·bfa6-eff?.d9cb66Se/pdfs/39994'/9.pdf 
more /media/bceR20ea-a03b-4 556-bf a6-eff1d9e b66Se/pdfs/3!J994 i'8. pdf 
cd 
python 
In-s /medla/hce820ea·c~03b·4556· bfa6-eff2d!leb665c//media/drive 
sudo In-s jmerhn/bce820ea·a03b-4556-hfd6-P.ff2d9eb665e/ /media/drive 
fg 
lsjmedla/drlve/pdts• 
c 
w 
/sbln/ifconflg a 

14 I F I 
2794 



ssh 10.189.61.53 
/sbin/lfconns ·a 
sudo /etc/init.d/ez-ipupdate restan 
ssh 18.111.48.33 
IS 
more falledandneedtoarab 
~::at falledandneedtograb f sed ~ 's/.pdf/1' I sort -u 1 head 
cat falledandneedtograb 1 sed -e 's/.pdf//' I sort -u > falled-partial·clean 
head failed-partial-dean> bloc:ks/testfalled 
/sbln/ifconflg -a 
cur1--intetface wlanO www.yahoo.com 
route 
plng18.111.3U 
we -I falledandneedtograb 
sudo apt·set install autossh 
sudo apt-get update 
manssh 
ps ax I grep dhclhmt 
k/117937 
sudo klll7937 
sudo kill 8001 
sudo kill 8281 
ps a:w I grep dhcllent 
ps ax I 8~P netwo 
ps aK I grep Netw 
sudo kltl730 
ps ax I grep Netw 
ps axf 
/etc/Jnit.d/network-manager stop 
sudo /etc/lnlt.d/network-•-n"tager stop 
ps ax 
ps ax I gn~p dhcl 
sudo kill 8839 
ps ax 
/sbln/itconfig -a 
sudo emacs /P.tc/ez·fpupdate/default.conf 
sucJo /etc/lnit.d/ez-lpupdate restart 
dis gho:it-laptop.dyndns-free.com 
Is 
screen ·lt 
w 
who ami 
we -1 failed-dean 
screen -x 
I 
Is 
cat falledandneedtograb I sed ·e 's/.pdf//' r sort ·U >failed-partial-clean 
we -I fa iledandneedtograb 
cat railcdandn<-odtograb I sed~ 's/.pdf/ f I sort -u > failect-clean 
rm failed-partial-dean 
more failed-clean 
cd blocks/done 
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Is I less 
less blk0000000020 
we -1 blk0000000020 
cd .. 
split -help 
split ·a 5 -11000 failed-clean blockS/blkfafl 
df-h 
creen -x 
screen ·1< 

who am I 
cd umi 
python 
cd omi 
grep 797854 • 
grep 801899 • 
Is 
mo~ 900.html 
grep 1978790241 • 
screen -r 
screen -• 
links 
15 
tcreen -x 
Is blocks 
Is 
rrn failedandneedtosrab 
nn failed-dean 
python 
Is 
mv pdf2size.dbm pdf2slze-js3.dbm 
fg 
more stifltograbx 
split -·help 
split ·a 5 ·1100 stllltograbx blocks/stillblk 
Is blocks 
fg 
cd /media/drl~e/pdfs 
more3S9072S.pdf 
less 3697690.pdf 
cd /medla/dr1ve/pdfs 
more 359072S.pdf 
less 3697690.pdf 
links "htto://www.nelm.org.ezR: 
!1!/!J9J/full/10.105f~L!i~81,l!O?keytype2=tf ipsec.sba&llktW"d016al!ba45489atd98t8cOOri31bOf51b7fe229d4~ 
links ''!!~trrUwww.n~if11.91Jt.e:(p.,:Qridol/fullll0.1056ftill.M.@fil.~" 
links "http://www n~lm.mRidollflillflQJQ.~jNF.JMpU78190" 
Is 

Is umi/Sr!lleurl.py 
links ht~p:/LIInkingfu,n.elsevier.com/retri(!lle/pll/0933~900110 
links "ht!lrfjllnkinghtlb.Pisevler.com/retri~aJ.!L09 :?91199949000§X" 
mor~ /voVumi/107685.html 
links /voVuml/107685.html 
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llok$/vol/urnl/107794.html 
curl-1 http:Uilnkjnrdwb.elsevier.c!2!!!Lw.ricv~LP.l!Ln97807!i_0657457S.Qill_~ 
curl-1 
"'!ill91.l!!.!lkltJghu!>.elsevier.rorn/retrieve/artlcleS~I\edlrect=http%3A%2f%2Fwww.$ciencedlrer.t.rom%2Fscle.n 

f.(!}.93F ob%3QGatewayYRI.%.lG orlgln%3Dinwgrdhub%26 ur.!w_siou?t.304%26 nlP.thod?£3DcitatlonScarch%26 pii~~ 
3089780750657457'100224%26 vqrsion%301%26rnd5%30';d01}15fee31ctccl!i§MJ.Slfle94990a" 
curl·! 
"I.J.llg;j /www .scjcnced!rec!,~{lnl/sclence 1 oll=GatcwayURL& o rlgln=inwarqfl 11 b& urlversion"cl& methorJ::cjtationSeiJfc 
!l~ .. Jliikey:B97807506SZ 45750022 4~ version= l&ro~S= SdOI? l5fec31eccc3668415lflc?4990a n 

curt -i "http:l/www.scic;ncedlrect.com/science? ab::Artic!eURL& udl=ll8K8S-4RJMOTB· 
~r=501045& covetPate=Ol%2F09%2F2008& rdoc=l& fmt:-:hiah& orfga::<;earch& orlgln=search& qort=d&.Jlru:! 
nchor:o&viP.w=c& acct::COOQQ226S9& version=1& uriVerslon:Q& uscri~::501045&md5=0du2G43f6et4c:40412Rde5326 
a67t81a&searcht)(pe=a" 
pins www.j$tor.ors 
curt www.jstor.org 
Is 
~creen-x 

df-h 
$Creen -r 
screen ·>e 
cd /media/drive/jsindeK/ 
Is 
rm" 
Is 

s 
1~ 

c:d 1923 
Is 
more 00900.html 
python 
cd .. 
Is 
pvthon 
more 1923/0G700.html 
fg 
Is blocks 
df-h 
sudo umount /medla/bce820ea-a03b-45S6-bfa6-eff2d9eb665el 
pl1'18 4 .2.2.2 
/sblo/lfconfig ·& 

/sbl"/lfconflg -a I less 
Is 
-/bin/sis pdfs I head 
.fsls pdfs 1 head 
cd pdfs 
.. /sis I xargs -I mv {}/val/ pdfs/ 
.. /sis . I xargs -i nw 0 /vol/pdfs/ 
Is 
cd •. 
rmdlr pdfs 

more deleteandgrab 
Is 

17 I I F 
2797 



Is ·I 
more pdfs3.sls 
tail pdt$3.sls 
Is 
more js3 .I siR 
less Js3.1s1R 
Is ·lh js3 .lsiR 
fg 
Is 
Is ·lh pdf2slle-js4.dbm 
we ·I Js3.1siR 
python 
spilt ·a 5 -1100 30mblocks blocks/grp30m 
cd /vol/jsindex/ 
python 
cd /medla/dr 
cd /media/drive/ 
... /keepgrabblng.py 
fg 
more /medla/drive/4478605.pdf 
more /medla/dr1ve/pdfs/447860S.pdf 
curt protect.theinfo.org 
Iinke; protect.theinfo.Ot'Q 
df 
ps ax I grep part 
ps ax 
cd /media/ 
Is 
mkdlr drive2 
!;Udo mkdlr df'ive2 
sudo mount /dev/sdf drivel 
sudo mount ·t relserfs /dev/stJf drfve2 
sudo mount ·t relserls /dev/sdtl drlve2 
df 
df·h 
ed drlve2 
Is 
Is ·a 
mkdlr pdfs 
sudo mkdlr pdfs 
sudo chown ghost pdfs 
cd /vol 
Is ·I 
cd .. 
ls.f 
rmvol 
sudo rm vol 
sudo In -s/rnedla/drlv~2 vol 
screen ·r 
screen -x 
ping www.aoogle.com 
/sbln/lfc:onflg -a 
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/sbfo/ifconfls -a !less 
dhdient 
sudo dhcllent 
sudo ifdown eth0:1 
pins www.goosle.com 
/sbln/lfconflg -a 
/sbln/lfconfla -a I less 
ping 4.1.2.2 
cat /etc/resotv 
cat /etc/resotv.conf 
plng 10.72.0.41\ 
plnato.72.0.47 
pine 4.2 . .2.2 
sudo ifconfi& down eth0:1 
sudo ifconfig ethO:l down 
/sbln/lf<:onflg -a I less 
sleep 600 && bell 
bg 
dhdient 
sudo dhcllent 
df-h 
sudo umount /dev/sdfl 
fg 
df 
ps ex I srep dhdte 
sudo kill31696 
/sbln/ifconflg -a fless 
scr\!en -l( 
gnom~·screen$-aver 

gnome-~creensaver-command -lock 
gnome-lock-screen 
gnome-screensaver-lock 
xscreensaver -lock 
gnome-screensaver-<ommand ·-lock 
gnome-screensaver 
scree" -x 
df 
cd /media/ 
Is 
mount /d@ll/sdgl 3aab9fe1·9c54·43bt-9374-72122d78d3c0/ 
sudo mount/devjsdg13aab9fel-9c54-43hl--!J374-7272ld78d3e0/ 
df 
sudo mount /dev/sdh13aab9fel-9c54-43bl-'9374-72722d78d3e0/ 
Is 
/sbin/ifconftg -a 
sudo ifconfis mac 9l:4c:e5:aO:c7:5S 
Is 
I $bln/ifcol\ftg -a > mac 
sudo lfconflg mac 91:4c:eS:aO:c7:5S 
fg 
sut.lo lkonfis ethO mac 91:4c:eS:aO:c7:55 
man lfconfls 
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'iudo ifconfig ethO hw ether 91:4c:eS:ao:c7:SS 
/sbin/ifconfia -.a I grep ether 
/sbln/ifc:ooflg ethO 
sudo ifconfig ethO hw ether 00:4c:eS.aO:c7:55 
sudo lfdown ethO 
sudo lfconfig ethO hwether00:4c:eS:aO:c7:5.5 
$Udo lfconflg ethO down 
sudo tti::onflg ethO hw ether 00:4C:eS:aO:c7:55 
sudo ifconfig ethO up 
dhcllent 
sudodh 
!Uda dhdlent 
$Udo dhclient ·r 
cd /mnt/ 
Is 
df 
ccl/media/bce820ea-a03b-4556-bfa6-eff2d9eb66Se/ 
Is 
I$ -1/ 
In-s /medla/bce820ea-a03b-4556·bfa6-eff2d9eb665e//vol 
SUDO lo ·S /media/bce820ea-a03b-4SS&-bfa6-eff2d9eb66~•e/ fvol 
sudo In .. s /media/bc.eB20ea-ao3b-4S56·bfa6-eff2d9eb60Se/ /Vol 
cd/Yol 
Is 
df 
ltoonfl8 
sudo dhd~nt -r 
sudo dhcllent 
l.s 
cd 
Is 
screen -r 
Is blocks/lwc -t 
screen 
screen -r 
screen ·If 
we -1 urlstosrab.wget 
df-h I media 
df -h I grep medfa 
we -I urlstograb. wget 
df ·h I grep media 
grep ·V oxford urlstograb.wget I less 
er~p ·v oxford urlstograh. wget 1 erep -v dukejo Ia rep -v genesdev I grep --v ell' I less 
grcp -v oxfon.l urlstograh.wg~t tgrcp ·v dukejo Jgrcp -v genesdev I grep ~v err I grep -v cshlp I grep -v rnajou !less 
~;n!p v oxford t~rlstograb.wget lgrep -v dukejo h;rcp v g~nesdev 1 grep --v err I grep ·V tshtp I grep -v rnajou )grep -v 
genome jle'll5 
grep -v oxford urfstosrab.wget Jgrep -v dukejo lgrep ·v geoe5dev I Rrep -v err I grep -v csht-p I grep -v ma)oo ISI't!P -v 
genome I grep -v learnmem I less 
we-I uns• 
df -h 1 grep media 
Is blocks/ I we -1 
df -h I grep media 

20 
I F 

2800 
I 



Is blocks/ I we ·I 
df ·h I grep media 
Is blocks/1 we ·I 
df ·h I grep media 
LS 
df 
VI 

df ·h I srep medii 
Is blocks/ I we: .t 
df -h I grep media 
ks blocks/! we ·f 
Is blocks/ I we ·I 
df ·h I grep media 
Is blocb/lwc ·I 
df ·h I grep media 
Is blocks/ I we ·I 
df ·h I grep media 
Is blocks/lwc ·I 
Is /rnot 
Is /vol 
df -h I grep medii 
Is blocks/jwc-4 
df -h 1 srep media 
Is blocks/1 we -1 
df -h I gr~ media 
Is blocks/ I we .., 
df·h 
Is bloc:k.s/lwc -1 
df -h 1 grep media 
Is blocks/ I we -l 
df·h 
df ·h I grep media 
Is tl~clcs/lwc -1 
df ·h I grep media 
Is blocks{ I we ·I 
df -h I grep media 
Is blocks/lwe-I 
df -h 1 grep media 
Is bloc:ks/IWC ·I 
df ·h I grep media 
Is blocks/! we ·• 
df -f\ I grep media 
Is bfocl<s/lwc -f 
df -h 1 gr~tp media 
Is blocks/ I we -1 
df ·h I grep media 
ping google.com 
/sbln/lfconfls -a 
/sbln/lfconfig -a Jless 
df 
umount /media/drive 
cd /media/drivel 
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l.s 
df·h 
Is 
sudo umount /dev/sdel 
sudo umount ·f /dev/sde1 
df 
/sbin/ifconflg -a !len 
df -h I grep drive2 
Is blocks/lwc -1 
cd 
Is blocks/ I we ·I 
df -h I grep drlve2 
/sbln/lfconfig -a 
ifconflg eth0:1 ~tatlc 18.55.7.241 
sudo ifconfls ethO:l staUc.t8.5S.7.241 
/sbln/lfconflg -a 
curl-interface ethO:l www.jstor.org 
curl ··lnterfa~ ethO www.jstor.org 
sudo lfconfis ethO:l static 18.55.6.241 
curl-interface ethO www.}stor.ors 
cur1-lnterface ethO:l www.jstor.org 
sudo ifconfig ethO:t static 18.55.5.241 
cvrl··lnterface ethO:t www.jstor.org 
sudo ifconftg ethO:l static 1S.SS.4.241 
curl-interface ethO:l www.jstor.org 
/sbin/lfconflg -a 
sudo lfCQnfls eth0:1 static 18.54.4.241 
curl--Interface ethO:t www.Jstor.ora 
sudo ifconflg ~thO:l statlc 18.54.5.241 
sudo ffconflg ethO:l static 18.55.5.241 
sudo iftonflg eth0:1 up static 18.55.5.241 
I$ blocks/ I we ·I 
pins 4.2.1.2 
cdvol 
cd /vof 
"'/keeparabblng.py 
fa 
eeL. 
Is vol 
ls·IVOI 
rmvol 
sudo rmvof 
sudo In ·S /media/drive /vol 
cdfvol 
'"/keepgr abblng.py 
a 
"'/l<eepgrabbins.py 
cd .• 
cdvof 
-/keepgrabblns.py 
cd 
Is 
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mttdlr tomove 
cd tomove 
mkdirpdfs 
.. /keepgrabblns.py 
emacs .. /keepsrabblng.py 
... /kef!Parabblns.py 
sudorm /vol 
sl.ldo In-s /medla/3aab9fe1·9CS4-43bl·9374--72722d78d3e0//wl 
cd/vol 
... /keepgrabbing.py 
fa 
Is 
cd .. /vol 
.... /keepgrabbing.pv 
links www.jsto(.org 
dhcllent 
/sbln/ifconflg -a 
ifconfla up eth0:1 18.55.6.251 
tft:onflg ··help lless[A 
lfconfl8 ··help 
lfconflg ethO:l up static 18.55.6.251 
sudo ifcottfi8 eth0:1 up st~lc 18.55.6.251 
sudo lft:onfig erhO:l up st~tk 18.55.6.252 
/sbln/lfronflg ·a 
ping -help 1 less 
ping ·I ethO:l ww.N.google.com 
/sbln/lfconfl8 -a 
/sbln/lfconfis -a I less 
sudo lfconflg eth0:1 up static 18.55.6.241 
/sbln/lfconflg -a 
ping ·I ethO:l www.google.com 
pins -118.55.6.241 www.google.com 
curl--interface ethO:l www.google.com 
curl-interface ethO:l www.jstor.ors 
curt--help I less 
/sbin/lfconfls -a 
sudo lfconfig eth0:1 up static 18.55.6;252 
curl-Interface eth0:1 www.jstor.o'1· 
sudo lfc:onflg eth0:1 up static 18.55.7.240 
cur1··1nrerfaee eth0:1 www.jstor.org 
curl-interface ethO:t www.jstor.org/x 
Is 
emacs keepgrabblog.py 
cd tomov~/pdfs/ 
Is I we-I ·· 
mv • Nol/pdfs 
Is 
cd .. 
Is 
mkdlruml 
cduml 
curl =o o.htm1 11proquest.uml.com/pqdweb7RQT=30S&SQ.::PMI0(66569}&PageSize=SO" 
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curt -o O.html "proquest.umi.com/pqdweb?RQT;3QS&sO.=PMID(66569)&PageSize•50&cft=1" 
moreO.html 
curl -1 proquest.uml.com/pqdweb?RQT=305&sQ:PMI0(66S69)&PageSize=SO 
curt ·i "proquest.uml.com/pqdweb?RQ.T=305&SQ=PMID(66569l&PageSize=SO" 
curt ·H "Cookie: JSESSIONIO=f4lWwqzMRSha" ·o O.html 
"proquest.uml.corn/pqdweb?RQT,_305&SO=PM10{66569)&PageSize=S011 

moreO.html 
curl ·H "Cookie: JSESSIONIO:::f4zWwqtMRSha" ·o SO.html 
~proquest.umf.com/pqdweb?RO.T•305&SQ=PMID(66569)&PageSize•SO&flrstlndex•SO" 
diff ·U O.html SO.html 
macs curtcommand.s.py 
emacs curlcommands.py 
python curdcommands.py 
python curk:ommands.py 
more curfeommands.sh 
rm curlcommands.pv 
emacs curlcommands.pv 
python curk:ommands.py 
more curlcommands.sh 
bash curlcommands.sh 
more 1100 
more llOO.html 
lyru: -dump llOO.html 
links llOO.html 
python 
cat > $8neurl.py 
fg 
Is/media 
fs 
mkdlr /media/drtve/umi 
fg 
curt ·i http://groqyest.yml.com/pgdweb 
fg 
I$ /medla/drive/uml 
more-/medla/drtve/2073772711.pdf 
more /~dla/drlve/Umi/207377271l.pdf 
more /medla/drlve/l.lml/2073772711.html 
more /medla/drlve/uml/20737727ll.pdf 
fg 
cd/vol 
- /keepgrabblng.py 
cd .. 
cdvol 
"'/lceepgrabblng.py 
fg 
"'/keepgrabbing.pv 
cd •. 
cdvol 
Is 
"'/keepgrabbing.py 
Is 
cff·h 
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; 
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fs 
ps ax I arep keep 
ps ax I g~p ser 
fg %1 
fgO 
fg 
klll2137 
klll2138 
ps aJC I grep keep 
python serveblocks.py 8092 
fg 
python serveblocks.py 8092 
emacs servebi<Kks.py 
python servebfocks.py 8092 
emacs sel'\leblotks.py 
python serveblocks.py 8092 
emacs serveblocks.py 
python ~rveblocks.py 8092 
emac.s ~rveblocks.py 
python serveblocks.pv 8092 
kill '.lbl 
fg 
python serveblocks.py 8092 
klll%1 
fg 
python serveblocks.py 8092 
klll961 
fj 
python serveblocks.py 8092 
fg 
kill "1 
fg 
python serveblock!.py 8092 
klll961 
fg 
python serveblocks.py 8092. 
klll%1 
fg 
emacs serveblocks.py 
python serveblocks.py 8092 
cd /media/drive/ 
"'/keepgrabblng.py 
df-h 
df h lgrep sdd: date 
du ·h!OC tvov• 
dm fvol/urlstograbl.wget 
nn jvol/urlstograb2.wget 
du -hsc /vofl• 
bwm-ng 
du -hsc /wolf• 
df·h 
df -h larep media 
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Is blocksjwc -1 
Is 
emacs oaigrab.py 
python ·I oaigrab.py 
emacs oafgrab.py 
python -i oaigrab.py 
emacs oaliJrab.py 
mkdirmuse 
mv urfscograb* muse 
python oaigrab.py I tee urtstograb.wget 
we -1 urlstosrab.wget 
emacs oalgrab.py 
python ·I oalgrab.py I tee urlstosrab.wget 
emacs oaigrab.py 
python -1 oaigrab.py I tee urlstosrab.wget 
Is 
emacs oalgrab.py 
fg 
emacs oalgrab.py 
python ·I oalgrab.py I tee urlstograb2.wget 
fg 
cd/vol 
wget ·)C -nv ·f)C -i -jurlstograb. wset 
more analy51s.oldordjournals.org/content/3S/3/97.fufl.pdf 
wget -JC --nv -nc -i "'/ur1stograb.wset 
mkdtrsd 
cdsd 
wget ·10 ·np "http:l/www.sclsncedlrect.c:om/sdt!ncellli!a.~.sltemaPLin!fe;c.html" 
wget --heade,...'User·Agent: Wl/6" m np "http://www.sclencenfrP.tt.com/sr.l~ne~J~!l.!lliHlfindcx.html" 
wger --hP.acier="User Agent: WL/6" Ill np ''!l!.~n:/!www.sc!encedlrect.com/scfence/piJ&C/silQm31l/lnllgx.htmld 
wget ·f robots=off -·headcro"User-Agent: WL/6" ·m ·np 
"IJJ.!p://www. '>clencedlrect.comj$cien~;~P.il~sltemlli!Pdex.html" 
Is 
cd www.scleocedlrect.rom/~clence/page/sitemap/pubfJcation/ 
Is 
cd serial/ 
Is 
cd journals/ 
Is 
emacs ··'{~Is 
f;hmod +x ··fsls 
.. /sis I less 
.. /SIS. I less 
more 11509467.html 
ls0242648X 
Is 0242648X/24 
Is 0242648)(/24/3 
more 0242648X/24/3/243.html 
python 
ta 
mkdir /vol}id/Jo 
fl 
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cd 
fa 
pythoo 
Is 
cduml 
1$ 
python 
fg 
more keef)Srabblng.py 
td /vol/ 
Is 
mkdlrpdft 
sudo mkdlr pdfs 
sudo chown ghost pdts 
cd pdfs/ 
"'/keePSrabbi-'IJ·PY 
cd .. 
~ /keepgrabblng.py 
fg 
... /keepgrabblog.py 
did$ 
fs 
python 
pwd 
Is 
cd"'/uml 
python 
fg 
python 
Is lOOOOOO.html 
fg 
more 1282l4.html 
more1282B 
less 1282.04.html 
less /vol/oml/l2B204.html 
links /vol/uml/128204.htllU 
pyttlon 
Is -lh 
Is blocks I we ·I 
python 
Is *dbm 
fB 
Is 
more deleteandgrab 
split ·a S -11000 deleteandgrab btocks/regrabc 
Is bloc;lcs/1 we ·t 
cd blocks/ 
Is I tess 
Is I tall 
cd •. 
fg 
ls/rnnt 
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df 
Is /media/drive 
fs 
links http://!:a!lber.ucpress.net/dol/pdf/10.1525/as.2010.50.S.:ll2 
Is 
rm p1-salmda.pdf 
curl "httQ://portai.Qcm.oru/ft aateway.dm ?ld~l tiJ7439&typc:-:!ldf&CFID= 1S9Q~&CFTOKEN:-ss~·· 
curl ·I "ht to:/£poltaj,a~m.o•Rift nateway.dm 7id= 1187 43!l&~ne·=pdf&Cf1D:ol S9mcFroKEN;-:550'l917l" 
curl-l''http://portal,acm.Qrg/f:t gateway.tfm?ld•ll87439&tvoe=odf" 
curt ·i "~i!l.acm.org/ft ga~way.cfm?ld=1187439&typg=pdf'lless 
Is 
more serveblocks.pv 
emacs serveblocks.py 
more keepgrabblng.py 
ls/>Jol 
-Jsls/vol umi > uml.sls 
moreuml.sls 
~fsk /vol/umi > uml.sls 
"'/sls/vol/pctfs > pdfs3.sl.s 
Is ·IR /Vol> js3.1siR 
more js3.1siR 
Is -IR /vol/ > js3.1siR 
more js3.1siR 
we: -1 js3.lstR 
echo -n me@aaronsw.com I mdSsym 
df 
psax 
dt 
mount/dev/sdc/vol 
cd/Vol 
Is 
cd /media/ 
Is 
Is ·I 
rm drive 
suda rm drive 
sudo mkdlr drive 
sudo mount /dev/sde drive 
sudo mount /dev/sdel drive 
cd drive 
Is 
df 
fd -h 
df·h 
mkdlr pdf$ 
sudo mkdlr pdfs 
sudo chown ghost pdfs 
Is 
-{keepgrabbing.py 
cd /medla/drrve/pdfs 
more 359072S.pdf 
less 3697690.pdf 
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less 3007l010.pdf 
less 60244678.pdf 
less 3523970.pdf 
less 3548593.pdf 
less 352364S.pdf 
less 3913153.pdf 
less 3838l38.pdf 
less 3279339.pdf 
less 1888323.pdf 
less 688560.pdf 
less "234,.pdr' 
less 742572.pdf 
less 300S8803.pdf 
less 202381S.pdf 
more 2023815.pdf 
cd 
.. /keepgrabbl,..py 
fg 
Is 
cd pdfs 
Is 
df ·h 
cd /vol/ 
.. /keepgrabblng. py 
cd .. 

(b)(6),(b)t7)(Cl 

Nl <!·mall to/h0.11 this ilt«lllnt IS 1uhjl'Ct to l>fflclalr~:vlor.y and h r,., nfnda.t use only •• \ulon may t.o ~~~t.:n In relponst to artY ln~pprr>ptiate 11M of the Seaet 
SorYice's ll·m~ll S)'\tem. 'Oils ,-,.rn\!1 m:.yr.ontaln tnfonno1don th3tls pri1111L>gl!d, li>'N tnfor<ement ~sillv'!, or Sllbje(t to othet diicfowrt OmiGt!Qns. Sudt 
iu(l)(matlon l$lo.ln<Jd to you artd should not be fur thur dtuentlnat<!d withuvt tho! J)llrmlulon Qf th1: SCKrct Service. If you have ~11ed lhll e-m~lln error, 
..Su not l:eep, u:;e, oJi$close, or cupv It; o10tlfy the ~endor lrllnledlately ~nd dflutwlt. 
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jib)(6l.(b)(7 !(C) 

From! 
Sent: 
To: 
Cc: 
Subject: 

helD) 

Hllt8ls the phcna bridge lnformtt!On. 1 I! ~We booked the lin. from 1 to~ l!asttrn. 
loolch\a forward to ~peaklna With you then. 

(b)(6),(b )(7)(C) 

From: •Heymann, Stephen (USAMA)" l\b)(6),(b)\7XCi Pusdol~> 
Date: W!!d, 9 Mar 201110:49:07 ·0500 
To; (!t.>)(6) .(b)(7)(C) kDOS)" j(b)(6).lb)(7)(C) ~usss.dhs.&l_y>J(bl(6).<bl(7l(C) ll>cert.gup 
Cd<lcl16l !b1!ZHCl P(ert org> 
Subject: RE: bash history of Acer Involved with MIT hadt and downloading from JSTOR 

Work$ for me~ 

lus:;s.dhs.golll 

Would 1300 today work for everyone? Do you have the ability to host~ conference call? 

l<bl(6).(b)(7HC> 1 
Ll .S. Secrec S~rvicc: 
Hn~ton Field Office 

l<b)(6),{b)(/)(C) I 

Cc 
Su.~bj-:-ect:'""":""'.~R-e:-=-ba--=-sh_,h..,..ls-'tory cf Ac.er lnYOived with MIT hack and downloading from JSTOR 

We can, but we haven't had the opportUnity to look at mut.h beyond the pytllon script and the bash history. 
l.et us know what Is a good time for vou. We are free all day today. 

From: l(b)(6i.(b)(7)\C) lllO~)" Hb)(6).Cb)(7}(C) )..!sss.dhs .~> 
Date: Wed, 9 Mar 201110:23:06 ·0500 
To~(b)(6) (b)(7}(C) ~cert .org> 
SubJect: RE: bash history of Acer Involved with MIT hack and downloading from JSTOR 

Do you mind If we have a conference call with the AUSA. 

AUSA Heymann P Stephen 

2811 



Chief Appellate and Computer Crime Section 
ltbl(6\ CblrT!CCI ltSdOj go_y 
(b)(6),{b)(7)(C) work 
'--------lee II 

l<ul(6).<bll ?){C) 
U.S. ~·~:.:ret Service 
Boston Field Office 

l£b)(S> £b>mcc> I 

Do you have some time today that we can go over the questiOn$ you have on the bash history listed below and keepgrabbln& 
python scrtpt? 

l<bi(6).(bJ 

Fromllb\16\ lb}(Z t!Cl i>y~ru!bu2Y.> 
D~te: Tue, 8 Mar 201l17:24:0S ·OSOO 
To:lcbual.<bl<Zl<Cl f'cqrt.org> 
Subject: Fw: bash history of Acer Involved with MIT hack and downloadlns from JSTOR 

flOS) 
ftbi~~~~'f-=iilo~)~~,~b ,;;;,m;:'~"..,..' u.,...t(..eJ'.t,QCgt(b ><6>.<6>< z b:d..Qr9> 

Sent: ue ar 7:21:S3 2011 
Subject: Fw: bash hlstoty of Acer involved with MIT hadt and downtoadrng from JSTOR. 

would anyone have Ume available to help me deciph8r the bash history tor proof of Mac spoofing and Interpret what the 
script keepgrebbing.py do88? 

J(b )(6).(b)(7)(C) 

Sent from Blackb$ny 

From]tb)(6).(bJ(7j(C) I(BOS) 
To: 'Heymann, st~hen (USANA)' lcbl!6),(bl(7)CCl 
Cc: llblC6).(b)(7)(C k:IO) 

lwJ.gQp 
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sent: Wed Mar0217:31:13 2011 
SUbject: bash history of A~r Involved with MIT hack. and downloading from JSTOR 

FYI 

The bash history of the Ace( that was connected to the MIT network has references to the python script keepgrabblng 
and JSTOR: 

<4t .bash_history 
rm .bash~hlstory 
5Cre.!n -x 
uptime 
df-h 
Is /mnt/pdfs/(wc -1 
Is -f /mnt/pdf'.:./(wc ·I 
screen -x 
cat .bash_ history 
Is 
Cllt .ssh/known_hosts 
whol$ ygl.as 
uptlm@ 
curl www.jstor.org 
links www .jstor. org/ sta ble/838383 
Is 
mv 838383.pdf /mnt/pdfs/ 
screen -r 
screen -x 
eurl jstor.org 
curl ·I wwww.j~tor.org 
curl·l www.jstor.ors 
sudo iftonflg wlanO down 
sudo dhcllent -re 
sudo dhctfent -r 
sudo ifcontlg ethO up 
sudo dhclleot 
wrl·l www .jstor.org 
curl scrlptlng.com 
/sbin/lfconfig -a 
cufl ttrlptlng.com 
pins 4.1.2.2 
cat /etc/resotv.conf 
sudo dhcllent -r 
sudo dhdlent 
ping 4.2.2.2 
cat /etc/resolv.conf 
curt scrlptng.com 
curt www.google.com 
curl-1 www.jstor.org 
/sbln/lfconfig -a 
pins shost-laptop.dyndns-free.com 
ps ax I grep ip 
/etc/lnlt.d/ez·lpupdate 
/etc/lnlt.d/ez-ipupdate reload 
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sudo /etc/init.d/ez-lpupdate reload 
ping ghost-laptop.dyodns-free.com 
dig ghost-laptop.dyndns-free.com 
dig @nst.etyndns.ors shost-laptop.dyndns-free.com 
sudo /etc/inlt.d/ez-lpupdate restart 
dig @nsl.dyndns.ore shost-laptop.dyndns-rree.com 
ez-lpupdate -help 
et·ipupdate -·help!less 
sudo ez·lpupdate 
5udo ez·ipupdat~ ·I ethO 
more /etc/ez-lpupdate/defaultconf 
e.z-ipupdate --help I less 
sudo ez-ipupdate ·C /etc/ez·lpupdate/dli!fault.conf 
sudo ez-Jpupdate ·VVV -c /etc/ez-ipupdate/default.conf 
ez-ipupdate ·-helpjless 
sudo ez-ipupdate ·vvv ·c /etc/ez·lpupdate/defautt.conf ·I ethO 
sudo ez-lpupdate -<: /ctc/ez-ipupdate/detault.conf -i ethO 
diS @nst.dyndns.org shost-li!iptop.dyndns-free.com 
Is /mnt/1 we -1 
cd /mnt 
Is 
ps ax I grep touch 
ps ax I grep seq 
touch 1 
Is 
touch 2. 
seq 120 
seq 1 20 I xargs toudl 
Is I we-I 
seq 1 2000000 I xargs touch 
Is I wc~l 
Is I less 
lsi we-I 
p$ ax I grep bash 
w 
who ami 
kill 3658 
klll-9 3658 
mkdlr pdfs 
cd pdfs 
"'/k~epgrabbing.py 

emacs /home/ghost/keeperabblng.py 
:zile /home/ghost/keepgrabbing.py 
''/keepgrabblng. py 
touch too 
rm foo 
cd .. 
"'/keepgrabbing.py 
cd /rnnt 
Is 
rm • 
Is 
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cd pdfs 
Is 
cd 
Is 
python serveblodcs.py 
python serveblodcs.py 8092 
bg 
fg 
ps ax I srep serve 
klll2461 
ps ax I grep serve 
python servebtocks.py 8092 
bg 
ls/mnt 
Is /mnt/pdfs 
Is ..f/mot/pdfs/ 
cd 
snome-screensaver-command ·-activate 
Is 
ps alC I grep curt 
ki1119047 
curl www.jstor.ors 
dhcllent --help 
sudo dhdlent 
bwm-ng 
Is block$/ I we ·I 
df-h 
links www.jstor.org/stable/873098 
bwm·nJ 
snome-screensaver<ommand -acu~ate 
Is blocks/1 we -1 
bwm-ng 
Is blotks/1 we -t 
uptime 
bwm-ng 
df·h 
Is blocks I we ·I 
bwm-ng 
sudo umount /mot 
df 
screen -x 
... /keepgrabbfng.py 
cd /mnt/ 
"'/keepgrabblng.py 
f8 . 
cd /mnt/ 
"'/keepgrabblng.py 
cd/mnt/ 
-;keepgrabbtng.py 
0 
cd/mnt/ 
"'/keepsrebblng.py 
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bg; "'/keepgretbblng.py 
cd/mnt/ 
"'/keepgrabbing.py 
bg 
bs; .. /keeperabbing.py 
cd/mnt/ 
-/keepgrabbing.py 
bg 
-JkeePBfabblns.pv 
bg 
~ /keepgrabbins.pv 
bg 
.. /keepgr~bbing.py 
b& 
"'/keepgrabblng.py 
bg 
"'/keepsrabbins.pv 
bg 
~ /keepgrabbing.py 
bg 
"'/keepgrabbing.py 
bg 
""/ke 
.. /keeparabblng.py 
bg 
N /keepgrabblng.py 
cd/mnt 
.. /keepgrabbing.py 
bg 
"'fkeepgrabblns .py 
ba 
"'/Ike 
•• /keepgrabbing.py 
b8 
"'/keeparabblng.py 
bs 
... /keepsrabblns.py 
bg 
... /keepsrabblog.py 
bg 
"'/lceepgrabbing.py 
bg 
-/keepgrabblng.py 
bg 
~ /k«pgrabbing.py 
bg 
"'/keepgrabblng.py 
c:d/mnt/ 
••/f<eepgrabblna.pv 
cd/mnt/ 
"'/keepgrabblng.py 
cd /mnt/ 

6 
I F 

2816 
I 



.. /keepgr~bblng.py 
cd /mot/ 
"'/keepgrabbing.py 
cd/mnt/ 
"'/keepgrabblng.py 
cd/mnt/ 
.. /keepgrabblng. PY 
cd/mnt/ 
"'/keeparabbing.py 
-JkeeP@rabblns.py 
cd/mnt/ 
"'/keepgrabblns.py 
cd {mnt/ 
.. /keepsrabblng.py 
cd /mnt/ 
"'/keepgrllbbina.pv 
cd/mnt/ 
"'/keepgrabbtns.py 
cd /mnt/ 
"'/keepgrabbi ng.P)I 
cd/mnt/ 
"'/keepgrabbing.py 
cd/mnt/ 
... /keepgrabblng.py 
cd /mnt/ 
"'/keepsrabblng.py 
cd/mnt/ 
.. /keepgrabblng.py 
cd /mntl 
"'/keepsrabbins. PV 
cd/mnt/ 
"'/keepgrabblng.py 
cd /mntl 
.. /k 
"'/keepsrabblng. PV 
cd/mnt 
"'/keeptrabblng.py 
cd/mnt 
""/keepgrabblng.py 
cd /mnt/ 
""/keepgrabbing.py 
"'/keepgrabblng .py 
cd/mt 
<:.d /mnt/ 
cd/mt 
"'/keepgrabblng.py 
.. /keepgrabblng.py 
cd/mnt/ 
"'/keePSrabblng.py 
"'/keepsrabblng.py 
cd/mnt/ 
"'/keepgrabbing .py 
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"'/keepgrabblng.py 
cd /Mnt/ 
- /keP.pgrabhlng.py 
"'/keepgrabblng.py 
cd/mnt/ 
"'/keepgrabblng.py 
"'/keepgrabbtna.py 
td /mnt/ 
"'/keepgrabblns.pv 
"'/keepgrabbing. py 
cd/mnt/ 
"'/keepgrabbing.py 
"'/keepgrabblng.py 
cd/mnt/ 
"'/k~epgrabblng.py 

cd /mnt 
"'/keepgrabblng.py 
screen -r 
lcreen ·lC 
uptime 
df ·h 
screen -r 
scr~en ·1( 

e 
uptime 
bwm-ng 
df-1\ 
screen-x 
ps ax I grep curl 
ps ax I grep keePSr I awk '{p(itlt $1}' I xaras kill 
ps it)( I grep curl 
ps cl)( I grep gr 
ps ax l grep curl 
df-h 
/sbin/ifconflg -a 
sudo ifeonfrg eth0:1.statlc 18.55.7.49 
curl-int~rface etl'\0:1 www.jstor.org 
curl--Interface ethO:l www.google.org 
rsync ·M pdfs/ ghost-macbook.dyndns-free.com:/vol/pdfs 
screen -r 
screen -l< 

python 
sudo easy_lnstall pyoal 
sudo apt-get Install pythun-btml 
sudo efsy_install pyoal 
python 
sudo easy_install--remove pyoal 
easy_lnstall-help 
easy_install--helplfess 
sudo easy_install-remove pyoal 
python 
sudo easy_install pyoal 
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l 

cd /usr/tocal/llb/python2.6/ 
Is 
Is site-packages/ 
cd 
Is 
locate easy-install.pth 
locate easy_iostall.pth 
sudo easy _Install pyoal 
locate easy-lnstall.pth 
cd /usr/lib/python 
Is 
I~ -a 
cd • ./ python2 .6 
Is 

easy _Install ··help 
easy _install-·help I less 
python serveblock.s.py 
python servebtocks.py 8092 
bt 
sudo dhctient -r 
sudo dhdient 
sudo dhclient ·r 
sudo dhcllent 
sudo dhcllent -r 
sudo dhtlient 
ping 4.2.2.2 
sudo dhclient ·r 
sudo dhctient 
sudo dhcllent ·r 
sudo dhclient 
sudo dhcllent -r 
sleep 60 
sudo dhclie1'1t ·r 
sudo dhcllent 
eel tvol/ 
Is -1 
Is -th pdfs 
easy _Install pyoai 
sudo apt-get Install python-setuptools 
sudo apt-set update 
su<lo apt-get Install python-setupcools 
sudo apt-get upgrade 
ez-!pupdate 
sudo /etc/!nlt.d/ez·lpupdate restart 
ping ghost-laptop.dyndns-free.com 
/sbln/ifconfljJ ethO 
pins 18.55.7.237 
ping ghost·laptop.dyndns·free.com 
sudo /etc/in It .d/ez-lpupdate restart 
ping18.55.7 237 
ping ghost·laptop.dyndns-free com 
sudo /etc/lnltd/ez-ipupdate hell) 
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sudo /etc/lnlt.d/ez-ipupdate force-reload 
ping ghost-laptop.dyndns-free.com 
more /etc/inlt.d/ez-lpupdate 
more /etc/et-lp«.~pdate/default.conf 
sudo less /etqez-lpupdate/default.conf 
ps ax I srep ez-lp 
ping ghost-laptop.dyndns-free.corn 
cd /vol/pdfs/ 
Is 
Is I less 
python oaigrab.py 
python -i oalgrab.py 
cd/vol/ 
Is 
cd muse.jhu.edu{ 
Is 
cd co"tent/oaf/journals/ 
Is 
cd soclal_t~xt/ 
I$ 
cd 11017/ 
l!i 
more 17.3 
more 17.3dutton.html 
manwget 
du -hsc /voir 
du -hsc/votr 
bwm·ng 
Is ·lh urlstograb.wget 
sr~p pdf urlstograb.wget 
screen ·X 

manwget 
cd/vof/ 
Is 
wget -x·nc"'/urlstograb.wget 
wget ·x ·nc -i "'/urlstograb.wget 
sudo chown ghost . 
wget -x ·nc -1 ... /urlstograb.wget 
wget -q -x -nc ·1"'/urlstograb.wget 
wget -nv -x ·nc ·I "'/urfstosrab.wget 
screen -x 
emacs oaigrab.py 
sudo apt-get install emacs23-nox 
emacs ooigrab.py 
python oaigrab.py I tee Urlstograb.wget 
we ·I urlstograb.wget 
grep html urtstograb.wset I sed -e 's/html/pdf/' > urlstograb2.wget 
grep pdfurlstograb.wget I sed -e 's/pdf/htmlf > urlstograb2.wget 
more urlstograb 
more urlstograb2.wget 
cd/voV 
wget -nv ·X -nc ·i "'/tirlstograb2.wget 
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grep html'urlstograb.wget I sed -e 's/html/pdff » urlstogi'ab2.wget 
cd 
grep html urlstogreb.wget I sed ~e 's/html/pdff » urlstograb2.wget 
cd/vol 
wget -nv -x -nc ·i "'/urlstosrab2. wget 
curt muse.jhu.edu/f 
links muse.jhu.edu 
screen -x 
cd /mediu/noname/ 
Is 
ep tograb.log /home/ghost/ 
ccd 
cd 
cd blocks/ 
Is I we-I 
cd .• 
Is 
mv tograb.fog biocks/ 
cd blockS/ 
more tograb.log 
split -n 100 tograb.Jog 
spnt --help 
split --helpfless 
split -1100 tograb.log tograb. 
Is 
rm tograb.• 
cp /medla/noname/tograb.log to grab­
split --helpfless 
\pllt ·a 5 ·1100 tosrab.log to grab· 
Is toarab • 
WC·I 

Is I we-I 
mv tograb.log •. 
sudo dhcttent --release 
sudo dhclient -r 
sudo dhcllent 
sudo dhcllent -t 
sodo dhdlent 
sudo /etc/init.d/et-Cpupdete restart 
ping ghost·laptop.dyndns-free.com 
/sbln/lfconflg ·a I k!ss 
ping ghost-laptop.dyndns-free.com 
screen -x 
sudo lfconflg ethO up , 
curl-~lnterface ethO https:l/nlc.mlt.edu:444/bln/dynareg]ctass=vls!tor 
/sbln/lfconflg -a 
sudo dhclient 
curl--interface ethO h\tps:/lnlc.mlt.edu:444/b!n/dvnares?class=vls!tor 
cat loslnlnfo 
CU(I--tnterface ethO https:Ut0.72.0.47:444/bin/dynareg?class--vtsltor 
curl--Interface ethO 10.72.0.47 
pina··het 

11 I F I 
2821 



ping ·I ethO 10.72.0.47 
/sbin/ifconfig -~ 
ping ·I ethO 4.2.2.2 
man ping 
pins -110.2.55.120 4.2.2.2 
sudo ping -110.2.55.120 4.2.2.2 
/sbln/ifconfig -a /les$ 
sudo ping ·110.2.55.120 4.2.2. 2 
sudo ping ·I wlanO 4.2.2.2 
sudo ping ·I ethO 4.2.2.2 
ping -1 ethO 4.2.2.2 
sudo plna ·I ethO 4. 
sudo ping ~1 ethO 10.72.0.47 
sudo curl-Interface ethO 10.72.0.47 
man curl 
sudo culi-lnterface 10.2.55.120 10.72.0.47 
route 
/sbln/ifconflg -a 
route add default gw 18.2.55.1 
sudo route add default gw 18.2.55.1 
sudo ping -1 ethO 10. 12.0A7 
echo "sudo route add default gw t8.2.5S.t• » logininfo 
sudo curl-Interface 10.2.55.120 10. 72.0.41 
curl -interface ethO 10.n.0.47 
curt -interlace ethO https:Ut0.72.0.4J=444/b!n/dynareR?c!ass:y!sitQr 
curl-k --Interface ethO https:U10.n.0.47;444/bjn/dynareg?class=vls!Sor 
curl-d "class;;vlsltor" -lc: -Interface ethO httcs:/110.72.0.47:444/b!o/dynareg 
curt ·d "class::vlsltor&actlon•Reg•ster" ·k --interface cthO https://10.72.0.47:444/bjn/dvngreg 
curt -d "vn:ame:Grace+Ho$t&vemall=ghost42@malllnator.com&actismaRcglster&class=visitQr'1 -k -Interface ethO 
https;U10.72.0.4]:444/blnldvnares 
echo 'curl·d uvname=Grace+Host&yemall=ghost42@malllnator.com&actlon=Reglster&class=ylsitg.(' -k ·-interface ethO 
https://10.72,0.47:444/bln/dvnareg• » loginlnfo 
curl--l"terfate ethO 10.72.0.47 
sudo dhdient ethO 
sleep 600; sudo dhcllent ethO 
route 
curl --interface wlanO www.yahoo.com 
curt -Jnterfaee wlanO 4.2.2.2 
sleep 600; sudo dhcllent ethO 
sudo dhclient ethO 
sudo ping -1 ethO 10.72.0.47 
sudo ping -1 wtanO 4.2.2.2 
sudo piniJ -1 ethO 4.2.2.2 
man route 
dnsip 
dig www.yahoo.com 
diS www.yahoo.com lgrep "IN., 
dig www.yahoo.comlgrep "IN" 1 grep 10.72 
echo 'dig www.yahoo.com I grep "INh 1 grep 10.72' > login info 
/sbln/ifconffg -a 
/sbln/ifconflg -a lsrep en 
$Udo ifconfig ethO hw 00:4c:e5:aO:c7:56 
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sudo lfconfig ethO hw ether 00:4c:eS:aO:c7:S6 
sudo lfdown ethO 
sudo iftonfig ethO hw ether 00:4c:eS:aO:c7:56 
sudo ifconns ethO down 
sudo lfconflg ethO hw ether 00:4c:eS:aO:c7:56 
sudo lfeonflg ethO up 
emacs loglnlnfo 
ping www.yahoo.com 
dig yahoo.com 

· sudo dhcllant 
dig www.vahoo.com 
emacs login Info 
emacs /etC/ez-lpupdate/default.conf 
/sbln/lfconflg -a 
sudo emacs/et<:/el-ipupdate/d~fault.conf 
/etc/lnit.d/ez-ipupdate restart 
sudo /etc/lnit.d/ez-lpupdate restart 
dig 
dlg x.dyndns-free.com 
df8 ns x.dyndns-free.com 
cat /eb:/reSJJtv.c 
cat /etc/resotv.conf 
dig www.yahoo.cvom 
dig www.yahoo.com 
links -help 
links -help lsrep Inert 
links -helplgrep lnterf 
lynx 
curt -Interface ethO www.yahoo.com 
dig @10.2.55.7 www.yahoo.com 
dig @10.2.55.2 www.yahoo.com 
sudo dhcllent 
cat /etc;/resolv.conf 
sudo dhcllent 
cat /etc/reso~.conf 
ping 10.72.0.47 
dig @10.72.0.47 www.google.com 
gnome-screensaver-
df 
ping www.yahoo.com 
echo 10.72.0.47>> Joglninfo 
dig M·help 
h()st --help 
dig ns x.dyndns-free.com 
diB @nsl.dyndns.org ghost·laptop.dyndns-free.org 
dig @nsl.dyndns.org ghost-laptop.dyndns-free.com 
/sbln/lfconflg ·a 
ssh ghost-laptop.dyndnrfree.org 
ssh ghost~laptop.dyndns-free.com 

ssh ·-help I grep lnterf 
man ssh 
sudo lfconfig ethO down 
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ssh ghost-laptop.dyndns-free.com 
sudo curl-interface ethO 10.72.0.47 
route 
Slh ghost-laptop.dyodns·free.com 
ping www.yahoo.com 
/sbln/lfconfig ·a 
ssh 10.189.76.179 
sudo dhclient ehtO 
sudo dttcllent ethO 
route 
man route 
route 
sudo dhdlent ethO 
sudo route del default 
sudo route -net 10.0.0.0 gw 10.189.64.1 
sudo route add ·net 10.0.0.0 gw 10.189.64.1 
sudo route add 10.0.0.0 gw 10.18~.64.1 
route 
ping 10.189.76.179 
pingl0.72.0.47 
sudo dhclient ethO 
/sbln/ifconflg -a 
plng google.com 
route 
plng 4.2.2.2 
sudo dhcltent ethO 
cat Joginlnfo 
curl-d "vname=Gracei"Host&vemall=ghOai~@l!@il!nator.&om&vspon~or=&vinterval=l4" 
curl -d "vname=Grace+Host&vemall=ghost42@mailinator.com&vsgonsor=&Vint!;rval::l4" ·k ··Interface ethO 
!'IJ!.Ds://10.72.0,47:444/blnldynareg 
echo 'curl·d "vnam~Grace+Host&vemail=gbost42@mailinator.com&~ponsor=&vlnterval=l4" -k -interface ethO 
bttos:lj10.72.0.47:444/blo/dvnareg' » Joglnlnfo 
curt www.yahoo.com 
echo 'curl·d "vname=Grace+Host&yemafl=ghost42@mal!inat2[.corn&vsponsor=&vlnterval=l4" -k -interface ethO 
https:lj10.72.0.47:4411/bln/dynareg' » loeinlnfo 
curl-d "vname=Grace+liO$t&vemal!=ghost42@ooalllnatoq;om&ysponsor=&vioterval=14" -k --interface ethO 
https:lj10.72.0.47:444/bln/dvnareg 
cutl-d "vname=GrCK:e+Host&vemail=ghost42@0Nillnator.cqm&vsponsor::&vlnterval=5" -k --Interface ethO 
https;//10.72.0,47:444/bin/dynareg 
sudo dhdient ethO 
sudo dhclient -r 
sudo dhclient ·r ethO 
sudo dhclient ethO 
/sbin/lfconflg -a > lfcuofiglog 
/sbin/lfconflg ·a 
sudo ifconfig wlanO down 
sudo lfconfig wlanO hw ether 90:4t:eS:aO:c7:SS 
sudo lfconflg wlanO up 
/sbin/lfconflg -a 
/erc/loit.d/ez-lpupdate restart 
sudo /etc/lnit.d/ez-ipupdate restart 
dig ghost-laptop .dyndns-free.com 
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ping 4.2.2.2 
sudo dhdlent 
ping 4.2.2.2 
ping www.yahoo.com 
fOUte 

curt www.yahoo.com 
ssh ghost ·laptop.dyndns·free.com 
/sbln/ifGOnfig ·a 
ssh 18.111.48.33 
curl www.yahoo.com 
sudo dhdlent ethO 
cd /medla/bceB20ea-a03b-4556·bfa6·eff2d9eb665e/ 
Is 
Is Jsrep ajp 
Is I grep -v oxford 
cd/vol 

Is 
<:d www.eenome.org/content/l/3/ 
Is 
cd /media/bce820ea-a03b4556·bfa6-eff2d9eb665e/ 
more pdfs/2520824.pdf 
more pdfs/25208234.pdf 
Is -1 pdfs/25208234.pdf 
Is -UI pdfs I head 
python 
ps ax I grep pyth 
ps ax I grep Is 
sudo kill8185 
sudo kill ·9 8185 
fg 
cdbl 
cd blocks/ 
Is 
c.d done/ 
Is I less 
Is I head 
more allpd00000009 
more allpd000000009 
more ellpd0000000009 
Is -1 /medla/bce820ea-ao 3b-4556-bfa6-eff2d9eb665e/pdf s/102 7 314S.pdf 
Is I tall 
more tograb-aaggu 
more /media/bce820ea·a03b-4556-bfa6-eff2d9eb665e/pdfs/359815.pdf 
Is -l/media/bte820ea-a03b-45S6-bfa6-eff2d9eb665e/pdfs/35981S.pdf 
Is I less 
Is I grep -v pd !less 
Is 1 gre~ blk. I tall 
more blk0000003629 
more /rnedla/bce820ea-a03b·4556·bfa6·effld9eb66Se/399479 
more /media/bce820ea-a03b-4S56-bfaG-eff2d9eb665e/399479.pdf 
rnore I media/bce820ea -a03b·4 556·bfa6-eff?.d9eb665e/39994 79. pdf 
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more /medla/bce820ea·a03b4556-bfa&-eff2d9eb66Se/Pclfs/3999419.pdf 
more /media/b~:e820ea-a03b-4556-bfa6-eff2d9eb66Se/pdfs/3999478 .pdf 
cd 
python 
In-s /me<lla/bcc820ea·a03b-4556-bfa6-eff2d9eb66Se//medfa/drlve 
sudo In-s /medla/bcc820ea-a03b-ll5S6-bfa6-eff2d9cb66Se//medla/dtlve 
fg 
Is /medla/drivefpdts• 
c 
w 
/sbln/ifc:onfig -a 
ssh 10.189.61.53 
hbln/ifconfls -a 
sudo /etc/init.d/ez-fpupdate restart 
ssh 18.111.48.33 
Is 
more falledandneedtograb 
cat falledandneedtograb 1 sed -e 's/.pdf/1' I sort -u 1 head 
cat falledartdneedtogr.1b 1 sed ·e 'S/.pdf/ f I sort -u > failed-partial-clean 
head failed-partial-clean> blocks/testfailed 
/sbln/lfconfig -a 
cur1 --Interface wlano www.yahoo.com 
route 
ping 18.111.31.1 
we -1 falledaodn~dtoarab 
sudo apt-get In nail autossh 
sudo apt-get update 
man ssh 
ps ax I grep dhdient 
klll7937 
sudo kill 7937 
sudo kill8001 
sudo kill8281 
ps ax I grep dhdlent 
ps ax I grep netwo 
ps ax I grep Netw 
sudo kill 730 
ps ax I grep Netw 
ps axf 
/etc/init.d/~twork-manager stop 
sudo /etc/lnitd/network-manager stop 
ps u 
ps ax I grep dhcl 
sudo kill8839 
psax 
/sbin/lfconfig ·a 
sudo emacs /etc/ez-lpupdate/default.conf 
sudo /etc/lnlt.d/ez-lpupdate restart 
dig ghost-laptop.dyndm-free.com 
Is 

screen ·X 

w 
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·who am I 
we -1 failed-clean 
screen ·X 

I 
Is 
car falledandneedtograb I sed ·e 's/.pdf/ I' 1 sort -u >failed-partial-clean 
we ..J failedandneedtograb 
cat faUedandneedtosrab I sed -e 's/.pdf/ I' 1 sort -u >faMed-clean 
rm failed-partial-clean 
more failed-clean 
cd bloci(s/done 
Is J less 
tess blk0000000020 
we -1 blk0000000020 
cd _ 
split ··help 
split ·il 5 ..J 1000 failed-dean blocks/blkfail 
df-h 
creen -x 
screen -x 
who ami 
cdumi 
pytfloo 
cduml 
grep 7978S4 • 
grep 801899 ' 
Is 
more 900.html 
grep 1978790241 • 
screen-r 
screen -x 
links 
Is 
screen ·ll 
Is blocks 
Is 
rm falledandneedtograb 
nn failed-dean 
python 
Is 
mv pdf2slze.dbm pdf2slze-js3.dbm 
fg 
more stiiJtosrnbx 
split--help 
split -a 5 -1100 stilltograbx blocks/stltlblk 
Is blocks 
fg 
eel /media/dri~/pdfs 
more 3590'725.pdf 
less 3697690.pdf 
cd /medla/drive/pdfs 
more 359072S.pdf 

17 
2827 

I IF 



less 3697690.pdf 
links "http://www.oelm.org.ezo-
~LQQ.lLf.YllL1Q.1QS6/NE.lMQ0781 907keytvpe2 =tf losecsh~!i!-E®16a4b~§5489a ld~acacood~ lb0[51b7fe229d4& 
links "http:Vvt\v'tM§Im.org.ezp-pr I d oi/fulll 1Q.10~6/NEJMp07S19Q" 
links uhttp://www.nefm.ors/dollfu!I/10.1QS6/NEJMp078190" 
Is 
Is um'i{saneurl.py 
links http://llnkinghub.elsevler.com/rotrleve/pii/093336578990011Q 
links "http://thiklnghub.elscyler.com/retrleve/pi!/Q929l1999490006Xq 
more /vol/umi/10768S.html 
link$/vol/umi/107685 .html 
links /vol/umi/10n94.html 
curl-1 h!!J!;//ttnklnghub.elsevler.epm/retrleve/pll{89780750657457S00224 
curl-1 
"http://linklnghub.e!sevmr.r,om/r~trieve/artlcleSeleGtSinnle?Redlrect=l•ttp%3A%2F962Fwww.sdencedjrect.com%lEsden 
ce%3F ob"30GatewayURI.%26 o(!gln?630inwardhub%26 urlverslon%304%26 method%3DcitationSearcb%26 piikev% 
~08978075Q657457S00224%26 verslon%301%26md5%3DSdOb1Sfec31eccc3§684151f1e9499Qa" 
curl-1 
"http://wvM.sclcm:edirect.com/sclence? ob=GatemyURL& ori81o=lnwardhub& urlversion=4& method=cltatlonSearc 
!!Bs plikey=B9?80750657457500224& verslon:l&md5=Sd0b l5fec3leccc366!J41 Sl f1e94990a" 
c:t.~rl-f "http:/Jwww.sciencedlrect.cgmlscience7 ob=ArtjcleURL& udi=!)8K8S·46JM0!8-
8& user:o$01045& coverQate::Ol%2FQ9?i2F?008& rdoc=l& rmt=hlgh& orlg=!fflarch& o,rlglo=~earch& sort~d& doca 
nchor=&vjew=c& acct=COOQ022659& verslf!Q .. l& uriVerslgn=O& userid=SQ1045&mdS=Odd2643f6e14c404198deS326 
a6Zc81a&stfrchtype=a" 
ping www.jstor.org 
curl www.Jstor.ora 
Is 
screen ·X 

df-h 
screen -r 
screeo -x 
cd /media/dr'role/jslndex/ 
Is 
rm • 
Is 
s 
Is 
cd 192.3 
Is 
more 00900.html 
python 
cd .. 
Is 
python 
more 1923/06700.html 
fg 
Is blod<s 
df·h 
sudo umount /med1a/bce820ea·a03b·4SS6-bfa6·eff2d9eb665ej 
ping 4.2.2.2 
/sbio/lfconflg -a 
/sbln/ifconfig ·a 1 less 
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Is 
"'/bin/sis pdfs I head 
./sis pdfs I head 
cd pdfs 
.• /sis 1 xargs ·I mv {) /vol/pdfs/ 
.. /sis • I xarss ·I mv 0 /volfpdfs/ 
Is 
cd .. 
rmdirpdfs 
more deleteandgrab 
Is 
Is ·I 
more pdfs3.sls 
tall pdfs3.sls 
Is 
more js3.ls1R 
less js3.lsiR 
Is ·lh js3.1siR 
fg 
Is 
Is -lh pdf2slte·JS4.dbm 
we hi js3.1slR 
python 
split ·a 5 -1100 30mblocks blocks/grp30m 
cd /vofjjslnde-4 
python 
cd /media/dr 
cd /media/drive/ 
"'/keepgrabblng.py 
fg 
more /medla/drive/441860S.pdf 
more /medla/drlve/pdfs{447860S.pdf 
curt protect.thelnfo.org 
links protect. thelnfo.org 
df 
ps ax I grep part 
psax 
cd /media/ 
Is 
mkdlr dt1ve2 
sudo mkdir drlve2 
sudo mount /dev/sdf drlve2 
sudo mount -t relserfs /dev/sdf drlve2 
sudo mount ·t relserfs /dev/sdfl drfve2 
df 
df·h 
cd drlve2. 
Is 
Is -a 
mkdlrpdfs 
sudo mkdir pdfs 
sudo chown (!host pdfs 
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cd /vol 
ls-I 
cd .. 
Is ·I 
rmvol 
sudo rmvol 
sudo In -s /media/drlve2 vol 
screen -r 
screen -x 
ping www.google.com 
/sbin/if(Ohfig -a 
/sbln/lfconflg -a I less 
dhcllent 
sudo dhcllent 
sudo lfdown ethO:l 
ping www.gooste.com 
/sbin/!fconflg -a 
/sbln/lfconf!g -a Jless 
ping 4.2.2.2 
cat /etc{resolv 
tat /etc/resolv.conf 
ping 10.72.0.47\ 
plng10.72.0.47 
ping 4.2.2.2 
sudo ifcontlg down eth0:1 
sudo lfronflg ethO:l down 
/sbln/ifconfls -a I less 
sleef) 600 && bell 
bg 
dhcllent 
sudo dhtltent 
df-h 
sudo umount /dev/sdfl 
fg 
df 
ps ax I grep dhclle 
sudo kill 31696 
/sbln/lfconflg -a I less 
screen -x 
gnome-screensaver 
gnome"Screensaver-command ·-lock 
gnome-lock-screen 
gnome-screensaver-lock 
xscreensaver -lock 
gnome-screensaver-command -lock 
gl'lome·screensaver 
screen -x 
df 
cd /rnedla/ 
Is 

mount /dev/sdg13aab9fe1·9c54-43bl-9374-72722d78d3e0/ 
sudo mount /dev/sdgl 3aab9fel-9c54-43b1-9374-72722d78d3e0/ 
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df 
sudo mount /dev/SIJh13aab9fe1~9c54-43b1-9374-72722d78d3eO/ 
Is 
/sbln/lfconfl& -a 
sudo ifconffg mac 91:4c:e5:aO:c7:55 
Is 
/sbln/lfconflg ·a:> mac 
sudo lfconflg mac 91:4t:eS:aO:c7:SS 
fg 
sucto lfconfia ethO mac 91:4c:eS:aO:c7:SS 
man ifconflg 
sudo lfconflg ethO hw ether 91:4c:e5:aO:c7:SS 
/sbln/ifconflg -a I grep ether 
/sbln/lfconflg ethO 
sudo ifcol'lfiS ethO hw ether 00:4c:e5:aO:c7:55 
sudo lfdown ethO 
sudo lfconflg ethO hw ether 00:4c:eS:aO:c7:55 
sudo lfconflg ethO down 
sudQ ifcontlg ethO hw ether 00:4c:eS:aO:c7;SS 
sudo lfconflg ethO up 
dhcllent 
sudo dh 
sudo dhdlent 
sudo dhcllent -r 
cd/mnt/ 
Is 
df 
cd {medla/bce820ea-a0lb-4556·bfa5aeff2d9eb66Se/ 
Is 
l$·1/ 
In -s /media/bce820ea·a03b·4556·bfa6·eff2d9eb66Se//vul 
SUOO In-s /media/bce820ea-a03b-4556·bfa6·eff2d9eb66Se//vol 
sudo In -s /medla/bce820ea·a03b-c1556·bfa6-eff2d9eb665e/ /vol 
cd/vol 
Is 
df 
ifconflg 
sudo dhcllent -r 
sudo dhdient 
Is 
cd 
Is 
screen ·I' 
Is blocks/! We -1 
screen 
screen -r 
screen -x 
we ·I urlstograb.wget 
df-h I media 
df -h 1 grep media 
we -I urlstograb.wget 
df ·h 1 grep media 
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&rep -v oxford urtstoarab.wset I less 
grep -v oxford urtstocrab.wset )pep -v dukejo lsreP -v genesdev larep -v err I less 
8rep ..y oxford urtstograb.wget fgrep .A/ dukejo r grep ·V genesdeV ''"' ·V err I grep -v cshtp I pep ..y majou I leSS 
arep -v oxford urtstccrab. wget 1 grep -v dukejo l arep"" stnesdev 1 srep -v err I grep ->~ cshlp 1 srep ·Y rnajou I srep -v 
genome I less 
arep.., monS urbtograb.wset lsrep -v du~Jo larep -v senesdev I pep -v err larep -v csttlp I 1rep ·Y rna.Iou lsreP -v 
genometgrep-v leemmemfleu 
wc-lurts• 
df -n I srep media 
Is blocks/ I we ..f 
df 41 I grep media 
ls blotb/lwc --1 
df ·h larep media 
Is bloc:ks/Jwc: ·-4 
df -h I srep mactla 
LS 
df 
w 
df ·h I srep media 
II blod<sflwc -1 
df -h I srep medii 
ksbl~lwc-1 
Is blocks/( we 4 
df ..f\ 1 srep rnedla 
Is btodcs/lwc..f 
df ..n I Jfep media 
Is blocks/ I we-t 
df -h I arep media 
Is blodcs/1 we .f 
ls/mnt 
ls/vol 
df -h I Jn!P media 
Is blocks/ I we -1 
df -h I crep media 
Is blocks/ I we -1 
df ·h I ~~ media 
Is blocksflwc -1 
df-h 
~ blocks/ I we: .. 
df -h I arep med~ 
Is blocks/ I we ·I 
df-h 
df -h I grep media 
Is blocks/ I we -1 
df -n I erep media 
1$ blockf/fwc ·J 
df -h larer» media 
ll blocks/ I we .f 
df ·n t srep media 
Is blocks/ I we ·I 
df ·h I SteP media 
Is blodcs/1 YK -1 
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df -h I grep media 
Is b!Qcks/Jwc -1 
df -h I grep media 
Is blocks/ I we -1 
df -h I grep media 
ping google.com 
/sbin/lfconflg-a 
I sbln/lftonfl8 -a f less 
df 
umount /media/drive 
cd /media/drive/ 
Is 
df-h 
Is 
$Udo umount/dev/sdel 
~udo umount -f /dev/sde1 
df 
/sbln/lfconflg -a I less 
df -h I grep drlve2 
Is blocks/ I we -1 
r.d 
Is blocks/Jwc -1 
dt -h I grep drllte2 
/sbln/ifconfi8 -a 
lfconflg eth0:1 static 18.55.7.241 
sudo lfconflg eth0:1 static 18.55. 7. 241 
/sbln/!fconfig -a 
curl-Interface eth0:1 www.jstor.org 
curl--Interface ethO www.jstor.org 
$Udo ifconflg eth0:1 statl\: 18.55.6.241 
curl--Interface ethO www.jstor.org 
curl-Interface eth0:1 www.jstor.org 
sudo Jfconflg eth0:1 static 18.55.5.241 
curl--lotetface ethO:l www.jstor.org 
sudo lfconfig eth0:1 static 18.55.4.241 
curt ·-Interlace ethO:l www.jstor.org 
/sbln/lfconflg -a 
sudo lfconfi8 ethO:l static 18.54.4.241 
curl--interface ethO:t www.jstor.or8 
sudo lfconflg eth0;1 statk: 18.54.5.241 
sudo ifconfig eth0:1 static 18.55.5.241 
sudo ifconfl& ethO:l up static 18.55.5.241 
Is blodts/1 WG ..f 
ping 4.2.2.2 
cdvol 
cd /vol 
"'/keepgrabbine.pv 
fg 
cd .. 
lsvol 
ls·l vol 
rm vol 
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sudo rm val 
sudo In -5/medla/drive /vol 
cd/vol 
"'/keepgrabblng.py 
a 
-Jkeepgrabbing.py 
cd .. 
cdvol 
.. /l<eepgrabblng.py 
cd 
Is 
rnkdir tomove 
cd tomove 
mkd1rpdfs 
"'/lceeparabblng.py 
emacs k/keepgrabbing.pv 
"'/keePSrabbins.py 
sudorm/vol 
sudo In-s /medla/3aab9fel-9cS4-43bl·9374-7272~d78d3eO//IIol 
cd /vol 
'"/keepgrabblng.py 
fg 
Is 
at .. /vot 
... /keepgrabblng.py 
links www.Jstor.org 
dhdlent 
/sbin/lfconflg -a 
ifcontlg up eth0:118.SS.6.251 
lfconflg -nelp I less[~ 
ifconflg --help 
lfc:onflg ethO:lup static 18.55.6.251 
sudo lfconflg ethO:l up statiC 18.55.6.251 
sudo lfconflg eth0:1 up static 18.55.6.252 
/sbln/lfc.:onfig ·a 
ping -help I less 
ping -1 eth0:1 www.google.com 
/sbln/lfconflg ·a 
/sbln/lfcooflg ·a I tess 
sudo lfconflg ethO:l up static 1S.SS.6.l41 
/sbln/ifconf~g -a 
ping -1 ethO:l www.sooete.com 
ping -118.55.6.241 www.google.com 
curt ·-interface ethO:l www.soogle.com 
curl -Interface eth0:1 www.jstor.org 
curf ·-help ll~ss 
/sbln/lfconfig -a 
suM lfconflg ethO:l up static 18.55.6.252 
curt--interface ethO:l www.jstor.org 
sudo lfconfig eth0:1 up static 18.55.7.240 
curt ·-Interface eth0:1 www.jstor.org 
curt -Interface et.hO:l www.jstor.org/x 
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Is 
emaa keepgrabbing.py 
cd tomove/pdfs/ 
Is\ Wt·l 
mv • /vol/pdfs 
Is 
cd .. 
Is 
mkdiruml 
cd uml 
curl :.o O.html "proquest.uml.com/pqdweb?RQT=lOS&SQ .. PMID(66569)&PageSize=S0" 
curt -o O.html"proquest.umi.com/pqdweb?RQT=305&SQ=PM10{66S69)&PageSize,.SO&cfe=1" 
moreO.html 
curl·! proquest.uml.com/pqdweb?RQT .. 305&SQ .. PMID(66569)&PageStzec50 
curl-i "proq"~st.uml.com/pqdweb?RQT,.30S&SO.=PMID(66569)&PageSize=SO" 
curi-H acookle: JSESSIONIO=f4zWwqzMRSha" ·O O.html 
"proquest.uml.r:.om/pqdweb?RQTc305&SQ::PMID(66S69)&PageSize-50" 
moreO.html 
cui1-H "Cookie: JSESSIONID.,f4zWwqzMRSha'' --o SO.html 
"proquest.umi.com/pqdweb?RQT-..305&SQ=PMI0(66569 )&PageSize•SO&tirsUndel<•50" 
diff -u O.html SO.html 
macs curleommands.py 
emacs curlcommands.py 
python curclcommands.pv 
python curlcommands.py 
more curlcommands.sh 
rm curtcommands.pv 
emacs curicommands.py 
python curlcommands.py 
more curlcommands.sll 
bash curlcommands.sh 
more1100 
more 1100.html 
lynx -dump llOO.html 
links 1100.html 
python 
cat> saneurl.pv 
fg 
ts/medla 
fg 
mkdlr /medla/drive/uml 
ts 
curt ·I http://proqoest.uml.com/pqd~ 
fg 
ls/media/dri'le/uml 
more /medla/drive/2073772711.pdf 
rn<>re /medla/drlve/uml/2073n2711.pdf 
more /media/drlve/umi/2073772711.html 
more /medfa/drlve/umV2073772711.pdf 
fg 
cd/vol 
"'/ke~pgrabblng.py 
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cd .. 
cdvol 
~/keepgrabb~ 

fs 
"'/keeParabblng.py 
cd .. 
cd110l 
Is 
"'/keepgrabbfn8.PV 
Is 
df-tl 
pwd 
td •• 
cdvol 
.. fkeeparabblng.py 
cd .• /vot 
Is 
... /keeperabblna.py 
cd/medla 
Is 
cd 3aab9fet-9c54-43b1-9374-n722d78d3eO/ 
Is 
df-h 
$udo shutdown now 
cd /media/de 
cd /media/drive/ 
mkdir Jslndex 
sudo mkdir J$1ndex 
sudo chown sftost jsfndex 
cdjslrtdex 
python 
Is 
fg 
more 2010/0SOO.htmt 
cd 1989 
Is 
cd/vol/ ,, 
aJ jslndex/1989 
Is 
ls-I I le$$ 
Is -11 tall 
cd .. /1990 
ls-11 less 
python 
Jlvthon /usr/bln/easy _Install 
sudo easy_lnstall-lnstall-dlr /usr{llb/J1Vthon'2..6/ pyoal 
PYTHONPATH=/usr/llb/pythonl.6 sudo easy_lnstall-lnstaD-dlr jusr/llb/pyt.hon2.6/ pyoal 
sudo easy _Install -·lnstalt.dlr /usr/llb/python2.6/slte-packaaesl pvo-l 
sudo PVTHONPATli•/usr/llb/python2.6/slte·f)fcbSes easy _lnstall--inttaU-dtr /usr/llb/python2.6/site-padtases/ pyoai 
cd /usr/loc:aVIIb/python2.6/ 
''·a 
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cd dtst:padcages/ 
Is ·a 
rm• 
sudo rm • 
sudo rm -rf • 
sudo easy _Install pyoai 
python 
Is 
python 
cd 
ll blocksfl we ·I 
fg 
ps ax I grep lce~p 
ps al( I grep ser 
fg9U 
fso 
fg 
kill2l37 
kill2138 
ps ax 1 grep k~ep 
python servebtocb.py 8092 
fg 
python serveblocks.py 8092 
ema<:s serveblocks.py 
python serveblocks.py 8092 
emacs serveblocks.py 
python seNeblotks.py 8092 
emacs serveblocks.py 
python serveblocks.py 8092 
~macs servebloc:ks.py 
python serveblocks.py 8092 
kill%1 
fs 
python seJVeblocks.py 8092 
kOI%1 
fg 
python ~rveblod<s.py 8092 
kill ~1 
fg 
python serveblocks.py 8092 
fs 
k!ll %1 
fa 
pYthon serveblocks.py 8092 
kill "1 
fa 
python setveblocks.py 8092 
knt %1 
fg 
emacs serveblocks.py 
python serveblodcs.py 8092 
cd /media/drive/ 
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"'/keepgrabblng.py 
df-h 
df -h lgrep sdd; date 
du -hsc /voir 
dm /vol/urlstoerab2.wget 
rm {Yol/urfstograb2. wget 
du ·hsc /vov• 
bwm·ns 
du -hsc /vol/* 
df-h 
df -h t grep media 
Is blocks I we -1 
Is 
emacs oalgrab.py 
python ·i oaigrab.py 
emacs oalgrab.py 
python -1 oalgrab.py 
emacs oaigrab.py 
mkdlrmuse 
mv url$tograb• muse 
python oalgrab.py I tee urlstograb.wget 
we -1 urtstograb.wget 
emacs oaigrab.py 
python -1 oaigrab.py 1 tee ur1stoarab.wget 
emacs oaigrab.py 
python -i oalgc'ab.py I tee urtstograb.wget 
Is 
emacs oaigrab.py 
fg 
emacs oalgrab.py 
python ·I oalgrab.py I tee url$tograbZ.wget 
fg 
cd/vol 
wget ·)( -nv ·nc-1-/urlstogrdb.wcet 
more ana lysls.oxfordjoUI'nals.org/content/35/3/97 .fullpdf 
wget ·IC ·11V -nc 4 "'/urlstograb.wget 
mkdlrsd 
cd sd 
wget -m ·np ".I!!!R;L/ww,w.sciencedlrect.com/gjence/pagelsltemap/indeJC.html" 
wget .. fleade!"''Us~r-Agent: Wl/6" -m ·np "bllP.:Uwww.sdenc:edlrect.com/scil!nce/page/sltetnaQ/Index.htm!" 
wget ··headora"User-1\gent: Wl/6" -m -np "httg:Uwww.sciens:edlrect.com/sr.iencP./pagwltemaJ>/in~ex.html" 
wget -e robots=off ··header="User-Agent: WL/6" -m -np 
"bltl!iUw.ww.sclep_cedirect.com/gience/page/sltemaP.l~IU.m!" 
Is 
cd www.sciencedlrect.comfsclence/page/sltemap{public-atlon/ 
Is 
cd serlaV 
Is 
cd journals/ 
Is 
emacs""/sls 
chmod tx "'/sis 
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.. /sis I less 
"'/sis . I less 
more 17509467.html 
ls0242648X 
"0242648X{24 
Is Ol42648X/24/3 
more 0242648X/l4/3/243.html 
python 
fg 
mkdlr /voi/SIJ/jo 
ts 
cd 
fg 
python 
Is 
cdumi 
Is 
python 
fg 
more keepgrabblng.py 
Ccf /VOl/ 
Is 
mkdlr pdfs 
sudo mkdlr pdfs 
sudo chown ghost pdfs 
cd pdfs/ 
... /keepgrabbing.PY 
cd .. 
••tkeePSrabbll'lg.py 
fg 
"'/keepgrabblng.py 
dlds 

fB 
python 
pwd 
Is 
cd .. /uml 
python 

f8 
python 
It lOOOOOO.html 
fs 
more l28214.html 
more 128213 
le~s 128204.htmt 
less {vol/uml/128204.html 
links /vol/uml/128204 .html 
python 
ls-lh 
Is blocks I we -1 
python 
Is •dbm 
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fg 
Is 
more d~leteandgrab 
split -a 5 -11000 deleteandgrab btocks/regrabc 
Is blocks/ I we-t 
cd blocks/ 
lsi less 
Is I tall 
cd .. 
fg 
ls/mnt 
df 
Is /media/drive 
fg 
links http;//cafibWl&P.ress.net/do!lpdU10.1525/as.2010.SQ.S.835 
Is 
rm p1·salmela.pdf 
curl"http:Uoortal.acm.org/ft gatewav.cfm?id=1187439&tvee=pdf&CFID=15902&CFTOKEN=5S059171" 
curl -i "hup:Uno.rtal.acro.org/ft gateway.dm ?id=1187439& tyne=pd(&CfiD= 15902 &CFTQKENo55Q5917l" 
corl-i "http:Uportal.acm.org/ft gateway.cfm71d=:11.8.7439&tyge=ndf" 
curl -I"!.!UP~h;mrtal,acm.qrg/ft gateway.cfm?ld=lli1.139&typecpdf"lle§S 
Is 
more serveblocks.py 
emacs servebloclcs.py 
more keepgrabblng.py 
ls/vol 
'"/sis /vol uml > uml...sls 
more uml.sls 
.. /sis /vol/uml > umi.SI$ 
"'/sis /vol/pdfs > pdfs3.sls 
Is ·IR /vol > js3.1siR 
more js3.1s1R 
Is -IR /VOl/:> js3.1siR 
more Js3.1siR 
we ·I js3.1siR 
echo"" me@aaronsw.com I mdSsym 
df 
ps ax 
df 
mount /dev/sdt/vol 
cd /vol 

~ . Is 

! 

I 
~ 
-~ ,, 

cd /media/ 
Is 
Is -1 
rm drive 
sudo nn driVe 
sudo mkdir drive 
sudo mount /dev/sde drive 
sudo mount/dev/sdel drive 
cd drive 
Is 
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df 
fd -h 
df·h 
1nkcJir pdfs 
suclo mkdir pdfs 
sudo ehown ghost pdfs 
Is 
... /keepsrabbine.py 
cd /medie/drive/pdfs 
more 3590725.pdf 
less 3697690.pdf 
less 30072010.pdf 
less 60244678.pdf 
less 3523970.pdf 
less 3548593.pdf 
less 3S2364S.pdf 
less 38131S3.pdf 
less 3838338.pdf 
ltSS 3279339.pdf 
less 1888323.pdf 
less 6!)8560.pdf 
less "234f.pdf' 
less 7425?2.pdf 
less 30058803.pdf 
less l0238lS.pdf 
more 202381S.pdf 
cd 
"'/keeparabbing.py 
fS 
Is 
cdpdfs 
Is 

df·h 
cd /vol/ 
"'/keepsrabbing.py 
cd .. 
cdvol 
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l(b )(6), (b )(7)( C) 

From: 
Sent: 
To: 
Subjec;t: 

Was a report ever finalized for the Swartz exam? 

j(b)(6),(b)(7)(C) 

U.S. Secret Service 
Boston Field Ot'fiCI! 

l(b)(6).(b)(7)(C) 

No 6E letter is necessary 

l<b)(8),(b)(7)(C) I 
Sent 1rom Siad<ben'y 

FJ(m: U~no Stephen (USAMA)I(b)(B),(b)(7)(C) 
r (b)(6).(b (7)(c\ lsos) 
sent; Wr.'<J t-1ar, 16 13:25:45 2011 
Subject: RE: 00/C'ERT: Feedback from MIT case 

IU5dot<IOY> 

lperEOUSA 
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l<b)(6).(b)(7)(C) !tCID) 

Ftotn: (b)(6),(b)(7){C) BOS) 
Sent: 
To: 
Subject: 

. 11 2:06PM 
(b)(6).(b)(7)(C) CID) 

RE: CIDICERT: Feedback from MIT ¢ase 

f,;;~<b)(6),{b)(7)<C> taos) 
Td(bl 6ub)mcC) ICIO) 
Sent: Wed Mar 16 13:28:51 2011 
SUbject: Fw: CID/CERT: Feedback from MIT ta$e 

No GE letter is necessary 

j(b)(6),(b)(7)(C) 

Sent from Blacl<berry 

From (b)(6) ,(b)(7)(C) BOS) (mal!tdCb){6).<bX7l(Cl tusss,dbs.gqy] 
sent: Wednesday, r'larc 116, 20111:13 PM 
To: Heymann, Stephen (USAMA) 
SubJ«t: Fw: CID/CERT: Feedback from MIT asse 



1 
• 

.r 

-----·-------
Fo:m· Hevmann StenYin (USAf44(b)(6),(b)(7)(C) 
T~b)(6),(b)(7)(C) _.80S) 
Sent: Wed Mar 16 13:25:45 2011 
Subjec:.t: RE: 00/CERT: Feedback from MIT case lpQr J;:Qt !SA 

r)(3): ...... E.(b)(5) 

Fro~(b)(6),(b)(l)(C) lsos) ~iiiict;)(§'j '(bj(zllCi IJsss.dhs.govl 
................. ·- --~ - _ ............. .. 

Sent: Wednesday, March 16, 201t 1:13 PM 
To: Heymann, Stephen (USAMA) 
SUbJec:.t: Fw: ClO/CERT: Feedbad: from MIT case 

Question from CEKT 

l<b)(6),(b)(7)(C) I 
Sent from Blactcberry 

l<bXS>.< I 
The guys he~ have some a report f(!J' you. However, their ~upervlsor needs to review it before it goes out. 

Should we add him to the 6c'l 

All be is doing it reviewing the report. 

All e-mail to/from this account is subject to official review aud is for official use only. Action may be taken in 
response to any inuppropriate w;c of the Secret Service's e-mail system. This e-mail may contain infurmation 
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is 
loaned to you and should not bo further disstminntcd wilhout the pcnnission of the Secret Service. If you have 
received this e--mail in error, do not keep, usc, disclose, or copy it; notity the sender immediately and delete 
it . 

2 
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All e-mail to/ffom l.hb actOUnt b aubje(t to Cffldal r-=v!C!w and Is for offici.'JI use only. AcftOO may be \~enln respollst to any lnapptoprtate use of lhe Secret 
seMea's e-mad systsm. This e-mail may contain h\formatloo that I' prlvilr!ged, taw enfol'almtnt $ensltlw, 01 subtect to other diwosure limltatloM. SUth 
lnfonnatloo Is loaned to you lmd shollld I'IOt bt futther dlnemlnllted otll~hout tflt permission ohne Scn:ret Servtce. If '(01.1 ha~ received thiS e·mall ill error, 
clo not lte~ UM. dlldort, « tovt It; notify~ ~ct~~der lmmedlat41y and deletelt. 



l(b)(6),(b)(7)(C) 

From: 
Sent: 
To: 
Cc: 
Subject: 

We can do 3:30pm today,l(b){6~1 Do you want us to reserve a confP.rence bridge? 
If not1 just give us the nv er to call. 

) 

> Are you suys available this afternoon? Are there any times that won't work? 
> 
) 

> 
•· ~(b:-:-)(~6):-!,(.,..,b }.,.,( 7,..,.)(C=),----. 

> pec1a en 
> u.s. Secret Service 
(b)(6),(b)(7)(C) {Desk) 

1.....,-,,..,....,...,....,.....,._~ (Mobile) 
> 412-268·5226 (Fax) 
> 

> 
) 

) 

> 
) 

> 
> 

~sdoi.gov> 

[USAMA) 

lperEOUSA 

> >~M~a=ny~trh:a~n~,k~:s-J~S~te~v~e~----------------------------------------------~ 
> 
> 
> 
> All e-mail to/from this account is subject to official review and is 
> for official use only. Action may be taken in response to any 
> inappropriate use of the Secret Service's ~-mail system. This e-mail 
> may contain 1nfo~t1on that is privileged1 law enforcement sensitive, 
> or subject to other disclosure limitations. Suth information is loaned 

1 
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> to you and should· not be further disseminated ·without the permission of the se~r·et service. 
> If you have received this e-mail in error, do not keep, use, disclose~ or 
> copy it; notify the sender immediately and delete it. 

2 



l(b)(6).(b)(7)(C) !<etc) 
From: 
Sent: 
To: 
Cc: 
Subject: Re: FW: Please confirm with Cert 

~~~)~~~: I 
A couple of nit-picky items: 

- Rather than say keepgrabbingZ was very similar to keepgrabbing~ I would say it has 
"distinctive slrailarities", 

- I would say: 'DynONS is a service that permits tying a specific hostname (such as "ghost· 
macbook.dyndns-free.com") to a computer that could have a dynamic or changins JP address 
(such as a > holm! c0111puter on comcast 1 s cable networ·k). 
(Th& above states more flatly that oynONS is a service and gives a more accurate example of a 
valid hostname.) 

B~st, 

l<b )ce).{6)c7)(C r 

: Ju~2011 11:26:43 ~(b)(6).(b)(7) I<CID) 111rote: 
(b)(6),(b) and~ .... m~'----' 

) 

> Could you take a look at this and provide some feedback? 
) 

.. r:rl<b~j(:::6)~.(b~X~7):-:::(C~) ---. 

> special Asent 
> ervice 
> ( (6),(b < C (desk) 
> (moblle) 
> 412-268·5226 (fa~) 
> 
> The information contained in this transmission, including attachments~ 
> is privileged and confidential. It is intended only for the use of the 
> individual or entity named above. If the reader of this message is not 
> the intended recipient, you are hereby notified that any 
:a dlsseminat~on, distribution or copy of this communication is strictly 
> prohibited. If you h~ve received this communication in ~rror~ please 
> notify me immediately by r~plying to this e-mail and delete all copies 
:> of this message and all attachments, 
> 

~ ) 

5 .> From:l<b)(6),(b)(7)(C) l<sos) 
·~ > Sent: Fri 7 8 2911 ll :11 AM 
~ > To: (b)(6).(b)(7)( {CIO) 

> Subject: FW: Pleaso confirm with Cert 
> 
> Please .see below: we are prepat•ing to take the Swartz case to indictr11ent 
> and Heymann wanti to double check that every~hing is exactly accurate. 
> Do you agree ~ith the parasraphs below? 
*b){6).(b)(7)(C) I 
> u.s. Secret Service 

! 
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> From: HeymannJ Stephen (USAMA) [ma1ltoj(b)(6),(bX7l(C) vsdo1. gov] 
> Sen · F ida 1 08, 2911 18:59 AM 
> To: (b)(6),(b)(7)(C) (80S) 
> SubJeC : irm with Cert 
> 
> Please conflr'm with Cert, today 1f at all possibl~~ that our :sumn1ary 
> of the facts in these two paragraphs are an aeeurate summary of their 
> preliminary findings. Thank you. 
> =---~------~--~~~~~------------> From~ Heymann, Stephen (USAMA) 
> Sent· J:ridav Julv B~J 2e11 19:19 AM 
> To: l<b)(6).(b)(?)(C) iusss.dhs.gov' 
> Subject: Please pull the forensic reports that reflect these facts 
> 
> 
> 26. On February 24, 20111 the Court issued warrants to search 
> the Acer 1aptop3 Western Digital hard drive and the HP USB drive. As a 
> result of these searches, I am aware that the MAC address assigned by 
> the manufacturer to the ethernet interface card on the seized Acer 
> laptop is 98:23:Sa:73:5f:fb# the sa~~~e as the "ghost laptop., which 
> connected to the MIT network in September, 2916. on the Acer laptop 
>was a software application er~titled "keepgrabbing.pyN, which was 
> designed to download .pdf files from jstor.org.11 In addition to 
> those described in footnote ___ , above, JSTOR's terms and conditions 
> of use explicitly prohibit users from attempting to circumvent 
> software protections employed in the JSTOR platform. The 
> implementation of keepgrabbing.py was designed to avoid JSTOR's 
> efforts to spot and prevent serial downloads of the size here. The 
> application would download the .pdf files from JSTOR to a ~1le 
> directory named "pdfsu. The US8 Orlv~ found in swartz•s backpack 
> contained a file nkeepgrabbing2.py', with a script very similar to 
> that contained in the Acer laptop. The Western Digital hard drive, 
> which ~s recovered with the Acer laptop, had Aaron Swartz's 
> fingerptint on it, The drive contained a folder named r~pdfs'' which contained an estimated 
over 97,aee .pdf files. A spot check of approximately a dozen of those files reflect~d that 
each was 
1 a lSTOR digitized journal article. 27. A logging file on the Acer 
> laptop, known as the .bash_history file, showed an att~npt to submit a 
> computer or user na111e "Grace Host» and e-111ail address 
> ghost42@ma111oator.com to the registration fon~ at 
> 19.72.6.47:444/bin/dynreg. This network address was associated with 
> guest registration on the MIT network before the laptop's seizure in 
> January, 2911. The .ba~h_history file also reflects that on an 
> unknown date the contents of the "pdfs/" directory was copied to a folder named "/vol/pdfs" 
> on another computer accessed through the oynDNS registered record22 
> DynONS is a method of tying a spec.ific hostnam& (such as '1shost 
> macbook") to a computer that could have a dyna1ric or chanaina 1P 
> address (such as a home computer on Comcast's cable network). for f(ghost macbook. 

2 
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l(b)(6).(b)(7)(C) tciD) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Thank you, Steve 

-----Odginal Message---·-
From:J(b)(6).(b)(7)(C) I (BOS) [mailtol(b)(6),(b)(7)(C) ~sss.dhs.aov] 
S~nt: Fri.day, July 081 2911 1:06 PM 
To: Heymann, Stephen (USAMA); f.:tlcb;.;;l(;,.,6;;..;),C,.;.bl,.,.,lZ~lC~C~) -""'J(USA*); ICb)(6),(b) lcambridgepollce. org 
Subject: FW: FW: Please confirm with Cert 

Please see Below: 

A couple of nit-picky items: 
ti'!S) 

j(b){6),(b)(7)(C) I 
u.s. secret Service 
Bo~f.on fi~ld Olfice l<b)( ~(b)(7)( ) 

l 
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l!bl!6).< I 

A couple of nit-picky items: 

Best, 
l(b)C6),(b)(7)( I 

> 
> Could you take a look at this and provide some feedback? 
';> 
>""(b,..,..)(.,.,.6,_).(.,...,b )"""<7""")(..,..C),....--. 

> ~ca en 
> u.s. Secr-et Service 

(b)(6).(b)(7)(C) (desk) 
(mobile) 

>'-4-:-:1:-:2,..,..-2:-:u=-=a-:. s'""2,.,.2,... (fax) 
) 

> The information contained in this transmission. incloding attachments~ 
> is privileged and confidential. It is intended only for the use of the 
> individual or entity named above. If the reader. of this message is not 
> the intended recipient. you are hereby notified that any 
> dissemination. distribution or copy of this co~unication is strictly 
> ~rohibited. If you have received this communic~tion in error. please 
> notify me immediately by replying to this e-mail and delete all copies 
> of this message and all attachments. 
> 
> 
> From: l(b)(6).(b)(7)(C) I (BOS) 
> Sent: Fri 7/8/2011 11:11 AM 
> To:lc6X6).(b)(7XC I (OD) 
> Subject: FW: Please coofinm with Cert 
> 
> Please see below: We are preparing to take the Swartz case to indictment 
> and Heymann wants to double check that everything is exactly accurate. 
> DoJfou agree with the paragraphs below? 
) J(b)(6}.(b)(7!!C) I 
> u.s. Secret Service 
> Boston Field Office 
>Hb)(6),(b)(7)(C) I 

> 
> Please confirm with Cert~ today lf at all possibleJ that our summary 

2 
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> of the facts in these two paragraphs are an accurate summary Of their 
> preliminary findings, Thank you. 

> =----------------------------------) From: Heymann, Stephen (USAMA) 
> Sent: Frida Jul A l011 10:19 ~ 
> To: ( )(6),(b)(7)(C) JSSS.dhs.gov' 
> Sub cc the forensic r@ports that reflect these facts 
> 
) 

> 26. On February 241 2911, the Court issued warrants to search 
> the Acer laptop, Western Digital hard drive and the HP USB drive. As a 
> result of these searches, I am aware that the MAC address assigned by 
> the manufacturer to th~ ethernet interface card on the selz~d Acer 
> laptop is ee:23:sa:73:Sf:fb, the same as the 'tghost laptop'' which 
> connected to the MIT network in September, 2010. on the Acer laptop 
> was a software application entitled "keepgrabbing.py", which was 
> designed to download .pdf files from jstor.org.11 In addition to 
> those described in footnote---~ above, JSTOR's terms and conditions 
> of use explicitly prohibit users from attemptins to circumvent 
> scritware protections employed 1n the JSTOR platform. The 
> implementation of keepgrabbing.py was designed to avoid JSTOR's 
> efforts to spot and prevent serial downloads of the size here. The 
> application would download the .pdf files from JSTOR to a fil~ 
> directory named "pdfs». The USB Drive found in Swartz's backpack 
> contained a file ('keepgrabbing2.py"', with a $Cr1pt very similar to 
> that contained in the Acer laptop. The Western Digital hard drive, 
>which was recovered with the Acer laptop, had Aaron Swartz>s 
> finserprint on it. The drive contained a folder named "pdfs" which contained an estimated 
over 97,000 .pdf files. A spot check of approximately a dozen of those files reflected that 
each was 
> a JSTOR digitized journal article. 27. A loggins file on the Acer 
> laptop, known as the .bash_history file, showed an attempt to submit a 
> computer or user name ~Grace Hos~, and e-mail address 
> ghost42@mailinator.com ~o the registration form at 
> 18. 72.9.47:444/bin/clynres. This networ•k addr~ss was associated with 
> goest registration on the MIT network before the laptop's seizure in 
> January. 2011. The .bash_history file also reflects that on an 
> unknown date the contents of the ttpdfsP' directory was copied to a folder named ~'/vol/pdfs" 
> on another computer accessed through the DynONS registered record22 
> OynDMS is a method of tylng a specific hostname (such as "ghost 
> macbook11

) to a computer that could have a dynamic or changing IP 
> address (such as a home computer on Comcast's cable network). for "ghost macbook. 
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l<b)(6),(b)(7)(C) lclD) 

From: 
Sent: 
To: 
Cc:: 
Subject 

l(liJ(t\)(ttlVJtt.l I 
'-· ________ ___.t thank you, this is super. 

l~l@L I can you get the Samsung 332 data to them in the requested format? Or, if that was the 
problematic drive~ work with them to get the data extracted in that ?ormat? . 

sph 

We have taken a look at the filesystem metadata and the transfer logs provided by JSTOR, and 
it looks like we should be able to correlate filenames and tU&estamps (assumins no 
problematic clock drift issue$) quite easily. The log data provided doesn't include a file 
size, but that m~y not be nece$sary given the other fields we can match. 

We are workins up a quick program to process the two list formats and perform comparisons for 
various criteria, as we discussed. we should be able to wrap that up within a couple of days. 

I do have on& request: For three of the four storase devices cov~red in the material sent to 
us~ there exists a simple plain-text list of all the pdf files on the device and their 
associated timestamps. These lists are what we have written an ingestion processor for. 
However, for the Samsung-332 we only have a rather un~ieldy HTML listing of all the files on 
the device. would it be hard to locate a pdf-only listins in the sante format as the others 
ar1d send it to us? The lists compress very welL 
Still, if it is too b18 for email, you could send it to the CERT secure FTP dropbox. (I think 

1\bXS).(b)dhas a handy use guide to this, if required.) 

Best, 
l<bX6).(b)(7) 
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l<b)(6).(b)(7)(C) !ciD) 

From: 
Sent: 
To: 
Cc: 
Subject. 

332 was the drive io which EnCase saw the PDFs as orphaned files but FTK was able to see 
recovered them. I will see if there is an b~tte~ way to extract the data. 

l(b)(6),(b)(7)(C) 

u.s. Secret Service 
Boston ~jr]d rffice 

l<b)(6),(b)(7(c 

l\6lt61(bj(i)(l!l ,, tllanl( you, this is super. 

lsdoi.gov) 

~. can you get the sa.suns 332 data to them in the requested format? Or} 
'i)rOblematic drive, work with them to get the data extracted i.n that format? 

sph 

·----Original Message-----
From: Jtb)(6),(b)(7)(C) I [mailtq{b)(6),(b)(7)( hrt. grg] 
Sent: Monday, September 121 2911 5:48 PM 
To: Heymann, Stephen (USAMA) ICblC6l.(b)(7l<Cl keos) 
Cc :l<b)(6),(b)(7)(C) J( CID) 
Subject: J~TOR logs and filesystem records 

Stephen andJ~~~~~). I 

if that was the 

We have taken a look at the filesystem metadata and the transfer logs provided by JSTOR~ and 
it looks like we should be able to correlate filenames and timestamps (assuming no 
problematic clock drift issues) quite easily. The log data provided doesn't include a file 
size1 but th&t may not be necessary given the other fields we can match. 

we are worlking up a quick program to process the two list formats ~nd perform comparisons for 
various criteria) as we discussed. we should be able to wrap that up within a couple of days. 

I do have on~ request: For three of the four storage devices covered in the material sent to 
us, there exists a simple plain·text list of all the pdf files on the device and their 
associated timestamps, These lists ~re what we have written an ingestion processor for. 
However, for the Samsung-332 we only have a rather unwieldy HtMl listing of all the files on 
the devic@. Would it be hard to locate ~ pdf-only listing in the same format as the others 
and send it to us? The lists compress very well. 
Still, i~ it ts too big for email, you could send it to the CERT secure FTP dropbox. (I think 

j(b)(5) !has a handy use guide to this, if required.) 
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l(b)(6),(b)(7)(C) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Search Team: 

s'------' 
All of Boston Field Office 
And Detectlv~(b)(6),(b)(7){C) pt Cambridge Police Department 

j{b)(6),(b)(7)(C) 
U.S. Secrcr &rvlco "·\rl\ field nm~e 

l<b)(6 ,(b)(7){C)f 

l<b)(6),(b){l 

I'd like to get the local rules letters out tomorrow. Can you prioritize getting me the list of names of those 
Involved In the searches and will be involved In the forensics? Thank you 

1 
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I 
I 
I 
I 
~ 

Please confirm wlth Cert, today If at all possible, that our summary of the facts in these two paragraphs are an accurate 
summary of their preliminary findings. lhank you. 

From: Heymann, Stephen (USAMA) 
sent: ~ Ju~ 08, 2011 10:19 AM 
To~(b)(6JfC7l<[ ~usss.dhs.gov' 
Subject: Please pull the forenslc repo~ that reflect these facts 

26. On February 24,2011, the Court issued warrants to search the Acer laptop, Westem Digital hard 
drive and the HP USB drive. As a result of these searches, I am aware that the MAC address assigned by the 
manufacturer to the ethernet intert'a¢e ~on the seized Acer laptop is 00:23:Sa:73:Sf:fb, the same as the 
.. ghost laptop" which connected to the M!T network in September, '2010. On the Acer laptop was a software 
application entitled "keepgrabbing.py", which was designed to download .pdffiles from jstor.org." In addition 
to those described in footnote_, above, JSTOR's terms and conditions of use explicitly prohlbit users ftom 
attemptiug to circumvent software protections employed in the JSTOR platform. The implementation of 
keepgrabbing.py was designed to avoid JSTOR's efforts to spot and prevent serial downloads of the size here. 
The application would download the .pdf files from JSTOR to a :file directory named "pdfs,. The USB Drive 
foWid in Swartz's backpack rontained a file .. keepgrabbing2.p~. with a script very siinilar to that contained in 
the Acer laptop. The Western Digital hard drive, which was recovered with the Acer laptop. had Aaron Swartz's 
fingerprint on it. The drive contained a folder named "pdfs., which contained an estimated over97,000 .pdf 
ftles. A spot check of approximately a dozen of those files reflected that each was a JSTOR digitized joumaJ 
article. 

27. A logging file on the Acer laptop, known as the .bash_history file. showed an. attempt to submit 
a oomputer or user name .. Grace Host» and e-mail address ghost42@maHinator. com to the registration form at 
10.72.0.47:444/binldynreg. This network address wus associated with guest registration on the MIT network 
before the laptop·s seizure in January, 2011. The .bash_history ftle also reflects that on an uokn<:>wn date ihe 
contents of the "pdfs/" directory was copied to a folder named .. /voVpdfs" on another computer accessed 
through the DynDNS registered reeord11 DynDNS is a method oftying a specific hostname (such as "ghost 
macbook") to a computer that could have a dynamic or changing IP address (such as a home romputer on 
Comcast's cable network). for '"ghost macbook. 
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l(b){tj,(b)(l ]{C l 

From: 
Sent: 
To: 
Co: 
SubJect D) rerEOUSA 

l>)(!i) 

1 
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cl•)(t>J 

I em ailed bl. b IC... and t~t. \r1 t to confirm this 
2 
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Please confirm the following today, contactins CERT and MIT as necessary. These are the facts, as I presently 
understand them. If any of them should be corrected or e><panded, Jet me know. 

Thank you, Steve 
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l(b)(6),(b}(7)(C) 

From: 
Sent: 
To: 
Subject 

Thank you. 

Stephen: 

Hb)(6).(b)(7)(C) land I have reviewed the memorandum. No i&aues from U$. 

(b)(6),(b)(7)(C) 

6!usdo!.gov> 

«JSTOR Memorandum ir, Support of 6e Oiselo$ur&.pdf:>> Sorry, forgot to save to .pdf the final typographical 
corrections before I s~nt it to you two. sph 

All e-mail to/from this account is subject to officialt'eview and is for official use only. Action may be taken in 
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information 
that is privileged, law enforcement sensitive, or subject to other discJosure limitations. Such infonnation is 
loaned to you and should not be further disseminated without the: pennission of the Secret Service. If you hove 
received this e~mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it 
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l<b)(6),(b)(7)(C) 

From: 
Sent: 
To: 
Subject: 

Thaok you. 

Fro~(b)(6).<b)(7)(C) tao) ·rma!ltd<b)(6).(b)(7)( bussS.dhs.goyJ 
Sent: Friday, FebMry 25, 201111:34 AM 
To: Heymann, Stephen (USAMA) 
SUbject! Re: secret Service M Baekground Information forl(b)(6),(bX7)( I 

blusdoj.goy> 

Does he also have expertise In Unult? 

Fromj(b)C6),(b)(7)(C) lcro> [mantol<b)(6),(b)(7)(C ~sss.dbs.gov} 
Sent: Friday, February 25, 201111:27 AM 
To: ugnn, Stephen (USAMA) 
cd<b b) brt.org 
Subject: Secret Service- Background Information rorJ(b)(6),(b)(7)( I 

Stephen: 

Please r1od tho requested b~kground information furl(b)(6),(b)(7)(C) 
districts. 

fh:u bandlc!4 Grand Jury infonnation in other cases in other 

l<b)(S),(b)(7) I Member of the Te<:hnlcal Scaff, CBRT 

l<b)(6)i.li~(b)(6t(b)(7l,(C) ~vorking rbr CER'Ps DlgiiJIIInteUigence and hwestignrion Oirc:ctoratc (0111>). Whh over flve years 
<xpericnc-? in dtu fie d uf Digital Forensic.~.J('6')'(6)luts conducted foronsi' Investigation.'! in civil and criminal litigation In both the 
public and private seetors. As a member of'ihe'CirRT Oigilallnttolligencc nnd h1ve3tigation OINCtorate (DIID),Iilill§]assist.<; CER"rs 
law enforcement partners In a wide range of digital forensic investigations. 

l(b}(S) lholds a number of industry ccrtificatlon31n~~e Certified Computer BIUlminl:f (CCE), EoC11$e Ce!tifled Examiner 
(EnCE), GIAC Certified Forensic Analyst (OCF A) (b )(6 , s a !so a member of the International S<'ciety of Poren~ic Computer 
Gxnminers and lh~ A65o<:iat!on ofCertiflod fraud xammers~IJiined a Bachelor of Seienee degree from Utica Calle,y? of 
SyracuSf. Univ~.tlity in E<:Onomic Crime Investigation with a concentration in Computer Security. 

l\b)(6),(b)(7)(C) I 
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Special Agent 

AJI e-mail to/from this account is subject to official review and is for official use only. Action may be taken in 
response to any inappropriate U8e of the Se<:ret Service's e-mail system. This e-mail may contain information 
that is privilesed, law enforcement sensitive, or subject to other discloswe Jimitationa. Such information is 
loaned to you and should not be further disseminated without the pennission of the ~ecret Service. lf you have 
reeeived this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it. 

AU e-mail to/from this account is subject to official review and is for <Jfficisl use only. Action may be taken in 
re!>-ponse to any inappropriate usc of the Secret Service's e-mail system. This e-mail may contain information 
that is privileged, Jaw enforcement sensitive, or subj~t to other disclosure limitations. Such intonnation is 
loaned to you and should no1 be further disseminated without the permission of the Secret Scrvke. If you have 
received this e-mail in error, do not keep, use, di!closc, or copy it; notify the sender inunediaJ.ely and delete it. 

2 
2862 



i 
I 
l • l 

t 
j 

fl 

Special Agent 
U.S. Secret Servk.e 

(b)(6),(b)(7) Ucsk) 
(C) Mobil.s) 
412-268-S226 (fnx) 

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken In 
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain infonnation 
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is 
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have 
received this e-mail in error, do not keep, \lse, disclose, or copy it; notify the sender immediately and delete lt. 

All e-mail1o/from this account is subject to official review and is for official use only. Action may be taken in 
r~sponse to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information 
that is privileged, law enforcement sensitivo, or subject to other disclosure limitations. Such information is 
loaned to you and should not be further disseminated without the permission of the Secret Service. [f you have 
received this e~mail in error, do not keep, use, disclose. or ~opy it; notify the sender immediately and delete it. 
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l<b)(6),(b)(7)(C) luso) 

To: 
Subject: 
Attachmente: 

l<b)(6).(b)(7)(C) 

Sent from Blackberry 

«Seizure warrant Aff. Dralt 6-11·1 o updated. pdf>> This is an updated version of your proposed affidavit for the 
selzW'e warrant. First thing in the morning on Thursday (we want to get it before the judglP;r EO~SA """" 

1
~ay 

as possible)~ L 
lbl15l 

We will need you over In the afternoon to sign It b@fore the judge. 

Thanks you, Steve 
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(b)(6).(b)(7}\C) 

From: 
Sent: 
To: 
Subjeet: 
Attach menta: 

Fyi. call me on this when you get a chance. Thx. 

<<Seizure Warrant Aft. Oraft 5-11-10 updated. perf» This is an updated version of your proposed affidavit for the 
seiZure warrant. First thing in the morning on Thursday (we want to get it before th~ judge as early In the day 
aspo~~): IPerEOUSA 1 

(Ill{~) 

We will need you over In the afternoon to sisn It before the judge. 

Thanks you, Steve 
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Main Form 

lll'fgoi!N)' f 

11000351/S 

M.J.T. POLICE 
CAMBRIDGE, MA 

OFFICER RBPORT 

BuolrrDAD 

OJ./o6/2ou J4:20=-45 

Not Pot Public Raleate 

OFFICER. REPOltT 

M Of 01/19/~1110!34;55 

NAJtRATlVB 

Page 1 ofl 

JlmiW 8IATUS 

AJ>PRO'VED 

<b )(6),(b l<7l<C>I 

an 01101/11 at ~bout Ut30, 1 Mt with i bu6llt)(il!Cl lat the et.at1on. II>!JI) Ctllfl t.l 
had contacted ehis ~~~nt on 01/06/11 af~ b.arinw fram otb~ stu en • 
events that took place in WJD-SS7. 

W>l(6HDltfl(i5ta~ tbat ba entered the SIP& (Student Infamatiol\ Pl:oeesai~ Boud) 
"ffic• .at Wl0-55'7 18. Hauaobuaetta Ave.) at ltboutllERm] on Ot/06/11. He at.ated he 
eat t4 the left of the center table, and 'ta.a &lone in t.M rQOlll, lle •t:ated t.bat 
aE"ounc! U: lO, he bbserv~ 11 white ~Mle el\t&X'. 'J'Itia iru:!li.vi<!"l aake~ to uae • n•t•odt 
drop. 'l'tle!<b~) tblpoi.nt:ed out a. aet\COr'k drop on tM ot'her •1~ of the rOCIII. 

RSJ!S\Ib@ !stat the 1n41v1cblal .. t rusxt to the aofa and ;lAs.t a .... QII board, plugGed 
, J.n a. white or gr;ay netbook ana external hcu:d &.:111'111, llnd began to work on the 
' c~l:.v. At about 13:50 l!bl@tfl(l! (aaked t:ll• inc51vi4ual if he naedecl uyth:l.ng, an4 
told hia that he woulo5 be lu ohortly, an4 oflld.c! to lo~k up. '1'1\e imUvidual 
then left the are•, M4 (b}(l)ll.l.•)( I aeeur.cS tlle office at about U!OIJ. 

1!;1f61(b!ZIIduer~ the 1n~vt.o5u.d ::11 A eollegc· :.t;G wh!t=:: l:".lllQ. ~l".!n, ~k h~i1: 'I.'OIT. 
on~ atrAQQly, weadnc;r • dark coat and knit c:ap. On Ol/14/11.116\l~lbr.J was shown 

a photo •rray,' al\4 identified aullPf'Ct Aaron ~rt:a as the iCidiviclul • aeen on 
01/0S/11 1~1000351-4~. 

http:l/18.169 .0.247/QED//policepartner/commonlcrimeweb/incview/main.jsp?agcncy=Ml... 2125/20 t J 
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1\.) 

~ 

_.,-- THE MIT POUCE 
PROPF=RTV oel""etDT 

- 10 }'"X~J:,;;-Jbi(CJ' ........ ' I 
Date: 1 t~~7---------------~ 
Description of Property. /-B ,cdc./e 

Value: s _.,.----

Check one: 
_lost Property 
_Storage 

t/ 
/ ~ -.i5~k ~?-

l' 

SeJial#: ·-------

~~Property 

Wher& Recovered:'------------­
When: ·------
Owners Na~_<jnnt)· ctfh?OA! rf ~v-4vf,::: 
g::: ~:r;;i . (b)(6).(b)(7xc>l 

Comments: K,a..~c/e!?i- --z.J. /JacK v ~~If 

(9[ '"'''''] 
Staple Found Card Here 
To Back of1hfs Form 

MIT 



T 

Forensic Report 

Oo 01/i.'~:'~ 1, ·!'he : .... i.t,1cn:. hotd c!t:tv·~ ~ ... ~as lt~rr.c· .. ,~~d r..(·:;;r\ th?. Ac(.:r .~spi"te and~-- t.:s~;~~..l L ... ·) a 
r.a::•.e-<..:Li TJ;..a ~~."!.Erl)S~~ brJd,i"'' al·d ~~~age.:! t.\3.::..!":9 :-'T!\ ;m.a-;;t~C. T:~\.! ifftrH;e: :!. :J:...; t;Cl •. :i dt ~I~ -.~.'3.s. 
Lot;;':.· e:-;.::o1:1.:d 1:s • n•! f:' ;< 

~n ~ Jt25rl;. ~he Flash Jrivq &dt~cd ~R riP u~d ~GA ~as att~~hej t~ ~ Ta~~eau TS F0ra~s~u 

c::s Bricq-> ul\d -tU<i.'l~d ll$"'"'J rH: Im;.c;cr. .Ph•. i;1,)•;;•. 0f t!:l' c. ·.;h dciv?. w.~3 l.Gt·~·· e.-.:.;:;~1:\Bd 
.. \:...: .:IJ ?'!'11 l'l~r.! 0::.-.-:a;.;;,;. 

On -1:?/2~/ll., 'l':'~ Nc,.::te::~r. O.:.q.il;(ll. !i<.Jrd dr..iv£! ~->·;~r. re~·:Jv"d 1'r·~10 lha Rocke::f.:sr E.r . .-;:lo~·.1r.;> f.nd 
l!t:t..:JcTtt~d f>:-J ~ Tabl~~Ju ~·:J5e:-i fo.rr::-I'E~it: bri!'lr~J-2 Gnd ~H,~-..J~:J ~.· ti:1CJ -:-rl< {r;'.;.;a.;t.:r.. !"t·p t•na;e l.:>f. 
tr.~ hu.r~ dr~.v~ wa$ lat.er. ~x~Hnlr;~d ~~Siil~ f''I'i.O: r.tnd r.n~~iiSt~. 

0:~ 05/.l?/ L!., ~"I'. a Sc-;;:,r Hi.(;ro '!.;v.d ':. TJny 3(.f; fl.;.~h 0:-j ·;::.. •..,<w ::0p1 !!C l:hro.;gh :. T<ot>leau r9 
~·or::~:si<; v:;[l P.n.dg~. 

~-h.~ rf!."~.:Jts c,c 4.~.n.=Jly~is ot' \:--:-·~~~~=~ (Jr i)(Jrri d!"\v-~s br Acces:1 o~t.;.i .-·oV'~'f''1i~ 'r·~~,.l Kr.L i'F~i':~ 

wi' 1 b-e r.:-J:'it.Qli'l~'J :·.n :t to.i :-;L~t· inc .r!c(~·d ""~' fT!< :·\.e-pc,;.-: .. · lhu r~,l.( .. h.:r: ~ .. ·;.J.l ·~'0:\:-a :.n ,J ··-''=t'!tl0li £)i 

rh~ :t:P.p..:.:ct. i:l Adoh~ l-'Dl:* r."orrn;;l:, !U:.;h T<a:<t ~\:rmat .;f!'J H1'i-ll. :>C'r.ip:. J'h~ ,;T~JrJ ·:P.r.:nvn l!O<:f 
be vieweri ~v ~li~~i~g 0~ t~e ~!le •inds~.hmtlu. 

·•'hoo ll!!Zi'~<? o~ t:;F1 i\cP..r ·.,;:1~ ft.;;;~, e.-:c~r.:.ned by (b)(G)I(b)("~)(C) 
r;'::-:!Jm at \.h::l S~.J:tv~r;r:: F.:.r:':i.tr:et::r~r;g I:1:·:titu::r: d ... \·.a::·n~g.:.y 

~ne~ly:;.\$ of t:l~ .b;;sh_hi:;.~;.,r::~ f"i.le-. 1"he> .l:•a.3h_hi:3'.:·:·:-·: :i. ·• r~~.:v:-,L, ~·H· \oser, ';0:tL'l'a!":;:;~; 
i•r::j in:y~tl·oke:. l'lfl.t(':rt;d .:.r·.::v \:h<:' .€1.<\~H! sh'l'l7 ~(:rmir:al. 1 ;~!•:<...:.!: \oo"Je ·~l-• .-~ :;r..::: l ·,;sed tjJi t:h.;.- fl .. :-:!z 
cC."i!f>UI:t;r. -r;,e 1\nal.y•;ie ot ~~., t'.:.~;'l_hi•;t:.r'j ~'1'·'""'-·f.j.r.d ~:;·,;e~:11 s.iq~i.t"i:7an~. cOif":·:<.ndt- .';~d: 
c<3 c0nm:~r,(":l~ t~:,)t st:':lr~ed -I.e ··'!·~P,J:ll!:.>c~r.q py P'.';r,.-:>r, sctif;l·, cr~n::!;JUt:~.:: t l l,~ stuti:.: l.l? 
;.,.:.rJ::~3.'1, cop.:.t.:;d l:~e ~:cn:~:\L'! ~f ~nc 'pd!s/' iir·..:·t .... ty t(.· n foldr!t n::uncd ~ iv~~Jip0f:;~ :-..n 
ar,;.:.·.t.:-le-)~ ~ .. ~n;p~.tt.~.7."; rn:t1~· .. ·ct ... t:e :si:-e i t'u ~ ... , . ~Jtr5t .:-ey.~ .. ~t·c.::-tti~t: ~eb ~:~a~~"!; ~Hd.:..!t\i~e::l ..J 

ll v.'>l~ ,.nci f..'1'lilll add~H$ 'r_}h;)~t~;'@m.;i:~ln;;.·~i.H ;;.:on:l tc: th::: r-;:T 

n:o:: .i.lllt!·:;<: vf t~hc '.YI~:~t<:•rn •;.Lqit.~l :nu-d <i!."i.'J(' in~l.Ji! rne (:r . .:-.lcJ:J>.n·e '"'as !ir.:l1izt:rJ lly f":'!< .,,_..,:J 
~:nq!:i'o. ":'f:t'! di<>:< c-.... >~:l<J.;.n.;,d c.~ .1.'.rectory "":.":!!;;/". !n.<;cte '='·,.;· :!i:-scl:vq: p'lf~ t·:en! ;)"1.59<:: 
fi .!.-:;!: !.ro Adr::be. ~~,'3t(."-·ns lJO.!:t:,.-~ .:e. Goc·Jt'"~ .r ~c~t~\.5~ ~P\ 1--}. Sx~mlr.;.l:i.·:)('::': ~.: ~ r-!!!.;:".!.001 ..!tdJnp·le 
:;f tl:~ iL.'i~s :::hOVI~t.'.: t.l .)t r.he f:~!)t P'-~f.: . .)~ ~.i·.~ (;~.)~l)!'r;t.·!l1:S Wr].~i .J. C:(o'ft:!r t-:.;~~~ frO!t .JE..~roR. 

-~!~~ ).fi'·)f~.;, .;;{ u-.• ~ :l<lsi: d:·. IP. 'oilC!:~::J !F' iH~·j ~Gi!. 'ol-1a;i ·~·""'~'t:;~d by F;:lt:a:;~ .;!!"lei f1"1\. l"ll·~ n.":,.~, 
\."iri.Yt~ c~nt.,1J•~·~a.J a f.ll~ .. ~ ;·k!;;r.,F'1~:.l.Jbi.n:.;~.:;·:" ~·~l.~h $•;;.r;p;: •J;.~ry sinail"3r· "':·> ti'~~-~ ;,(;tj~·~ f)f 

}:o:~pg-r.:~~;:\~.:r:.~J.r.:y -~:hi::rj · . ...;.:~:3 f,•ur:J :.·n r)·:·? .01::~,·. The fJ;.~~~\ ~~rjv» tfls<• cvnt:l.~i!e!'fj d f.i.te 
·',~r.~ry·t J st. !.c~c.;''. t:::"ar.~~n;:t '";n :~f ,:.u·.-iUi :~t ~ ~ .~)(j :;t;Ot..·,ed ~: ll.~~t t.')f ···urilber.s i:'\ ·:i~P. :;:;qw2 i·vr.ii\;lt 
~):,;;·t:i:,~~ ~it.L·.~s '.~i: thr-:: pdf f~1.(:~ ::-~un:i on tbc hc,r~: •.h.i.l'~.~ :..•~ ':.r.t~ P.-~,O:.loe:...n:·::. ~"'}H-: fL.:.sh d~ . .-.L·!f! 
/J.i..:J•.) hild an ·~so ::.:t•l~9~ •:t :;::;urt·.J ·~~' :-.~. An l~~o ~:n·>9~! tlt!:.r!i.n..Jti·:":J: .. ;t ~·.r(4:J::i:!zl~.i::·n ~n1· 
~.;t ... ~r.~L·d:·':"l.t.::lti<:;::) i:.; ;tl': ~\r.C~·i·.J f-1·:~ ~-;r: :1t~e i.~~~CJ<j~ (.:f. .:.n c.~: · tic;.tl d:..·:.~:. 'f!i@ '.SO i:r~t.~·~ ;,;t, 

:i!:··Jnt:~J CO!~!.d :.:~ ~tSEd ·:·o .in!Jt ... t l t:hc :~~~~.uit:._; f"P~:-~·i•t~n·1l ~y~ ... t,:!.\1. -=-~:(~ 1-.c.:-:.-:- .b..,?~)ift: t~r :~~'Jd 

'"'.1 t!1 \•/indn~~~~ i :->l:'kl·::~~ ~.)J"H.:~;at :t·;( ~'~•;o)t(···lt' l.!t~;t .. dl j'2r! f':~'""'¢V~t· -..tht!-'1 t!:-~.3.U:.t.f'!~!;; it t;(·l.:i :.1•,~ l};:t.tt:t 1 ~ 

':l:~'.!l'C.:. ~. i ,.tJ !1 f.$: em i .. ,s :.«i 1 .: t!d. 

l<b )(G}, (b }(7)(C) 

BEST 
AVAILABLE COPY :.:~.-·:: :: i.;' r~CJ· .. ~; r 

.i.;, . ~: E·c: · ·: t ;:: .:· :: ~.;:. -:.,:: 
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January 14, 20ll 

UNITED STATES GOVERNMENT 

Memorandum of interview 
U.S. Secret Service 

Case# 102-775-600'11-S 

Detective ~g~7)(C) noted that all of the suspid"'us com ut re rations on 09/24/10, 10/01/10, 
I 0/08/10 an 4/l 0 occuned on Friday nights (b (6),(b)(7)(C) confinned that foot traffic in tlle 
tu fbuilding 16 would be light during those times. 

(b)(6),(b) 

(JXC) luted that on 10/01~ attempt wos made to r<gjster with the same M~~r.~~ss as 
used on 09/24/10; Howevc~ had blocktd that MAC address from registering. (b)(6), stated 
that on 10/02/10 another attempt was made to register on the network with a MAC 11< dress of 

· a:73 :sf:fc but stiH for ''ghost-laptop.'' 
r:":(b~){f:l!6)""". """( 

'"(b.;.lo,)<_7>~also stated that at one point on 10/09111. «ghost·laptop" was registered with a MAC address of 
00:23:5a:73:5r.fc and ''ghost-macbook" was registered with a MAC address of00:17;t2:2c:b0:74 at 
the same time. 

(b)(6),{b)(7) 
(C) 'Jso stated that after l2/l9/ll, the attempts to register on the MIT network for "ghost-laptop" 
..__an-d':"':'::-'g-:'host-macbook" changed from attempts to gain an IP address dynamically assigned through the 

MIT guest registration process to assigning themselves static IP addresses on the MJT network. This 
behavior continued until after Swanz was observed on 0 lY06/ll moving the laptop from Building 16 

r:ri:~tt-~hc machine was registered on the network from the Stratton Student Center . 

..___~also stuted that on 01106/11 at approximately ll5lthe computer conneded to an IP address 
registered to Amazon's Elastic Compute Cloud (EC2) service. 
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(b)(6),(b)(7) 
(C) notc:d that5 up to 12/19/10, Swartz obtained JP addresses by using the guest registration to be 

assigned an lP ad • ougb DHCP. From 12119/10 to 01/06/l t, Swartz would assign himself a 
.. ~ .• static IP ni.ldres. (b)(6).(b) theorized that once Swartz understood the subnet mask of the network 

Building 16 was on at would have been easy to assign himself an lP address that was not being used; 
However when he moved the laptop to the Stratton Student Center on 01/06111, he connected to a new 
swit\:h and went back. to obtaining an IP address through OHCP. 

MIT 

(b)(6),(b)(7)(C) 
as an IP address registered to JSTOR that appeared in th~ 

'--~stated that early in the morning ofOl/04/11 he noticed in the ARP table that the IP address 
reported for abuse by JSTOR wa'll active on the switch Oi 8/16 th~&t he knew was in Building 16. The 
switch is also listed in the logs M16-004t-sw-entry.mit.edu. 0041 refers to the room number 4T, the 
wire c~re the Acer Aspire one netbook with serial number LUSAXODOOl Ol l00El601 was 
found. (b)(G), recalled chat at approximately 0200 he sent an email t< (b)(6).(b)(7) nn4(b){6),(b){7)(C) 
with e S\\llte 1 the computer committing the abuse was attached to and a:sk~d them to find it 

(b)( ),(b) 
(7)(C) 

stated all thr~ registrations Swartz used were variation of ghost with the computer name either 
"""":-bc-:i~ng-, ~ghost-macbook or ghost-laptop and the name used fl'r guest registration being either Gene, Oary 

or Grul~e. 
(b)(6),(b 

<7){C) ·tatcd that based on the logs he reviewed that Swartz must have spoofed his MAC address at 
least once. The MAC address used in JanWJry (oo4c.e5aO.c7S6) had an invalid Organizationally 

~~"':':·~Identifier (OU 1). 
(b)(6),(b)(7) 

._<c_> __ __.stated that the emails Swartz used for guest registration used a service called mailinator. 
Mailinator is a service that gives spoofed emails the appearance of legitimate emaits. 

The packet c.apture from OJ/04/Il idenl~~~:J open ports on the Accr Aspire one found in 04T. The 
ports that were open were 22 and 8092. (b)(6). identified that the service CherryPy was running. 
'1 y is a web application framework using the python programming language. 

(b)(6). 
(b)(7) estimated that as of 1114/ll, MIT had spent 160 man-hours investigating the abuse by Swam:. 
~-~ 
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r···)(i)(C) ___ --...Jl 

, ______ _ ----~ 
s If ;(!~~ t(.r k' s~~ J iir -hs 

q (2 Y (tcJ ~ tierra-;-- ~s ~ .6'/<rLu:...f-r 

. /JCJ-c- ~ ~ ::. enA.-..r·· Fr~ 

.- { $-: s-s-. b 2 l ~ ..7; k,. .A 

l(b)(6),(b)(7)(C) I~ .-/ - I> 
~-----------~/ ~~~~~t 4~~.~--
( .. rs.a-- D H:- c. .P 

I '; l Cv~ f~ -~" ~iS~- :P· Ai, "-'V 

w·li.lr'f ttr k-A-.r '! 

7- P-- J''tt 
s~· f'P.~lf 

Oe1·f ~ :?.c.5to C~,e t.-/r:rs:-r 

1/4("2.4'-{ , 6. 2-'tO 
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September 18111,2012 

77 Massachusetts Avenue. Cambridge, MA 
(b)(6).lb )(7 J(C) 

(b)(6),{b)(7) 

UNITED STATES GOVERNMENT 
' Memorandum of interview 

U.S. Secret Service 

Case# 102·775-60071-S 

On S~ptcmber 18'\ 2011, (C) ns interviewed at the MlT Oenetul Counsels Office at 77 
Messachusetts A venue in Cambridge, Ma'\Sachusetts. in reference d Office case 
number 102-775 ~ • • · · 1tcrvi1!w was conducted by Agcn (b)( ),(b)(7)(C) and Cambridge 
P(lliee Derecti\li (b)(& .( J)(C} Also in auendancc were AUSA Stephen Heymann, AUSA b (., b 1 C. 

(b)(6),{b)(7)(C) (b)(S),(b)(7)(C) The following is tt. summary ofhis statements: 

•t•K•:l 111' stated 'II be arrived and the telccommunieations closet. a computer was connected to 
the $Witch an · 1011Gl lbl(l.l s com]>'Qter was oonducting the packet capture.ll~'J(6).(b) !stated that he could 
not remember any other incident in which a mysterious computer \l;us found connected to the 
network . " o lb stated that Jt wa.~ unusual for a computer to avo1d detection 'by changing its MAC 
oodress. ct · l(l'~ {'11 also stated that it was verj rare to trttek: a digitel issue to a physical computer. 

kblf6l.(bltl stated that Nmap was used b> scan the computt.'T to discover what bosts and savicts were 
running on rhe computer they discovered. 

ltl!~, ILl htated that after the computn was moved the ability to observe pocket data stopped. 
5tated that after the computer WJS moved he started to look for jt by host oame. .___ _ _. 
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l(b)(6),(b)(7)(C) 

From: 
Sent: 
To: 
Subject: 
Attachments~ 

capture. 

went to that location 
.~~:or::!':"r.:T""-rlthen called~ 

o start a padtet 

ltbJ(ISJ ibl ktated that when he arrived and the telecommunications closet a com uter was connected 
to the switch and IW~1(bJ J's computer was conducting the packet capture. foll61 stated that he 
could not remember any other incident In which a mysterious c:omputer was oun connected 10 
tho:: n.:Mork. tolt \t> ita ted thallt was unusual for a computer to avoid detection by ch;anglna its 
MAC address. 11 t , also statfX! that it was very rare to tlliCk a digltall~ue to a physical 
comp~Jter. lUI~ J. stated that Nmap was used to scan th! computer to diScover what hosts and 
services were running on th& computer t~V dlscovered. 

~stated that after the computer was moved the ability to observe packet data 
stopped. ~stated that after the computer was moved he started to loo~ for it by host name. 

l(b )(6),(b )( 7)(C) 

usss Boston 

(b)(6),(b)(7XC! 
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To: 

From: 

Subject: 
Date: 

Sir: 

Massachusetts Institute of Technology 
Police Department 

Captain llb)(SHlllliliCI 

Patrol Commander 
Captain llbl!6l ti)J(TKCl 

Chief of Staff 
Arrest Suspect Build, 16 
Jmuary 6. 20 11 

301 Vassar Street 
Cambridge, MA 02139 

611·253·1212 
Fax: 617-253-8822 

On this dato at appmximately 14:05 hours I was traveling on Vassar Street heading to 
the STA TA garage to retrieve my personal motor vehicle as I was secure for the day. As I was 
headed down Vassar l noticed a W/M travailing in the opposite direction towards Mass. Ave on 
a gray bike. This WfM matched the description of a suspect this department was seeking in 
connection B&E that occurred in the basement of Building 16 during the week of January 3, 
2011. I observed through my rearview mirror the individual jn question make a right tum onto 
Mass. Ave headed in the direction of Central Sq. At this time I made a u-tum on Vassar Street in 
an attempt to catch up the W 1M and get a better look to oonfll'tl1 my suspjcion. 

As I came to intersection of Mass. and Vassar Street I was stopped due to traftic and a 
red lighl I could still the individual crossing the rail road tracks continuing on Mass Ave 
towards Central Sq. I pr<K:eeded on Vassar and made a right tum onto Mass. Ave maintain 
visual contact with this suspect Once again I was 1 was stopped by the red light at Albany 
Street, I fully obeyed the traffic control signal as I never lost visual ~-ontact with this individual. 
rulhe turned green I proceed on Mass. Ave operating at a slow speed. Traffic was light and 
there no other bicyclist in my path of view. As I entered the Central Sq. area I passed the 
individual ia question, I was able to get a good look at the person operating the bike and his 
helmet and back pack. At this time I was positive that it was in faet the person wanted for the 
B7E at Building 16. I made this observation from studying several pictures that were in my 
possession from a oovert camera that was installed in the room that the B&E oceurred in. 

I then continued to follow this individual and called Capt. (l,){6H01~'' 1 • 
him 1 was foUo\ving the suspect. Capt.IM(6JM land Secret St:rvicc Agent ( (6).(b)( ) Yho 
assigned to assist the MIT Police in this investisation left tlte station and were responding to my 
l(lcation. I decided to pull ahead of the suspect and stop him and attempt to ascertain bis 
identifY. I pulled over on Mass. Ave just beyond Lee Street. As I cx.ited my cruiser I activated 
the blue Jights and displayed my wallet badge. I motioned for the individual to stop and he 
complied. I then explained that I was a Captain with the MIT Police and wanted to speak with 
him. Tho suspect stated he does not speak to strangers. I was again presented my identification 
both my badge and picture 1-D. The suspect stated the MlT Police are not real cops and he would 
not have a conversation with me. At this point the suspect dropped his bike to ground and took 
off on foot back in the direction of Lee Street. I gave a brief foot pursuit but the suspect had a 
good lead on me. I then ran back to my cruiser made a u-tum on Mn..'is. Ave and proceeded to 
follow the suspect, never loosing visual contact. I then called Capt.;~;;~1t1 ia cell and gave him 
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~~-t·irection the suspect was fleeing. I co · miser heading in my 
indicated it was him along with Agen (b)(S ,(b) instructed them to 

continue straigh~ • .;.,.,........ntnt the suspect took a left onto Lee Street. I could see the suspect 
srantli on Lee Street. I stayed on Mass. Ave. continuing to direct Capt.l!m~~litb) lAs Capt 

(b)(6}.(b) reached my position I had him take · , nto I..ce Street telling him the suspect was 
wa 1 on the le~ Lee Street. Capt ~ll61 (t>l ulled ahead of the s-.tspcct~ both Capt. 

(b)(6),(b)(7) d Agcn~cxited their cruiser and called out to the suspect to stop. The suspect 
started to run back in the direction of Mass. Ave. noti.cing I was in front of him he ran into the 
street into a private driveway where he was apprehended. 
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UNimD STATBS GOVBR.NMBNT 

Memorandum of interview 
U.S. Secret Serviee 

Case# 102-775-60071-S 

. J(b )(6),(b)(1)(C) I 
On September 13111

, 2012 ~vas interviewed Ill the JSTOR office at 301 East Libeny s• Ann Arlx>rt MI .• in reference to the Boston Field Office case number 102-775?-~ ~u.;a,;-~~-___, 
ioterview ~ ~ucted by Aeend(b)(6),(b)(7)(C) hnd Cambrid e Police Detectiv b 6 , b 7 c 
Also in~ were AUSA Stephen Heymann, AUSA 

l<bX6),(b)(7)(C) ltbe fl))lowing is a !UDUnal)' of his statements: '----------' 

ADJ stated thal he was ttb1(6).{b}(l!(c) land that he had worked for JSTOR since 2007. 
l~X c · I ta that he had worked as a soUW&-e engmeer. on website operations and as a data 
ate teet. fk!!~,,{b) )stated that in 2010 bt was palt of the web operations team that is part of rr. 

~~~tN61 lstated that the system identifies a with cookies. m~&,lbl lswed that the tim time a 
user visits JSTOR the user gees a cookie. stated tba1 be was able to detec:t that Swartz used 
Curl programming language to manipulate cookies. 

~tated that be Is able to review a chart of aetivi that shows an increase of activity in PDF 
~-Oil 09125/10 at ·nry 1000. "'"'' stated 1hat at 1800 time- a"""' in 
activity due to 9ei'Ver failure. XS .(b stated that on I 0 at approximately 0800. PDF activity 
reJiwned at a higb leveltmtil arm.r2x mately 1600. ~stated that ftom 0506 on 09f2Sit 0 to 1624 
on 09126/10. ~ss j(bi{6).lS)i7J{C} I had J .256, 249se8Sroils and downloaded 453,570 articles and 
562 journals.~ also stated that on 1 0/09/l 0 from 1453 to 1908JP address fbX5l.(bX'txcl I bad 
&,515 sesiions and downloaded 8,422 articles and 7l4 jownals. 

~:stated that JSTOR bad 10 servm in each of their data centers and re!tartiog a server takes 
~n 10 and 20 minutes. 
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