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From: 
Sent: 
SUbject: 

Follow Up FIJI: 
FlaJ Status: 

(b)(6),(b)(7)(C) 

Wednesday, January 05, 2011 6:48AM 
FW: Bulldlna 16 

Follow up 
Flaaed 

Suspect as of yet untd~ntlfted. 

- - ·· (b)(6),(b)(7) - "l~~~~~ ~ ·-From rnaUt MlT.EDU) 
Se 04, : 1 PM 
To (b)( ),(b)(7)(C) 
Su ect: : u ng 16 

~age l ·Of4 

m:Jhare are the screenshots from the camera setup on the laptop at MIT. Looks like he added a drlvt, but It b still on 
the network. 

We did not 11t the call until he left the room. 

Here are screenshots from 3:26pm 

l}g~~~~icl 

(b ){6 ,(b ( !(C) 

Begin forwarded message: 

J(b){6),(b)(7)(C) l . 
From • m1t.edu> 
Date: January 4, 2011 3:46:18 PM EST 
To:(Cb)(6),(b)(7)(C) !mit.edu> 

,., ~~ ',..."T l 
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~b)(o),(bX7kC) I(CID) 

From: 
SGnt: 
To: 
Subtect: 

Does he also have expertise In Llnux? 

From~<b><s>.<bx7)(c> too) £mat~tcb)(a}.l6)a ·m1um.abs.a01 
Sent: Friday, February 25, 2011 11:27 AM 
To~Mmrrr,stephen cusAMA> cd . rt.prg . 
Subjec.t: Seaet ServiCe- Background InFormation forl<b)(6),(b){7)( 

Stcphcn: 

flffl 

Preue find lhenquested backBround Information fo~(b)(6),(b)(7)(C) 
districts. 

~as handled Grand Jury information In oCher cases in other 

l<b)(6),(b)(7)(C) IMe111ber oftbe Technical Staff, CER.T 

lffifr6ITli b (6),(b)(7)(C) vorking forCERT's Dllflal hrteiUaence and lnwstigatLon Directorate (DUD). With over five yeara 
--ex;ircncc 111 e e o 1gital fCJrensk1l,ffiill6llas conduclcd forensic inve!tigations in civil and crimlnalliti ution In both 1he 

public and ptivato sectors. As n member of ~T ()jgitallntcllig\!nce and lnvestigmion Directurate (DUD (b)(6) aaim Ce.R.Ts 
Jaw enforcement partneta fn a wide range of digitol fon.'fl~lc inves1lga1ions. 

l!b)(6) , (b~otds a number orin<iustry certification~ lncwd~(Sit~ Certified Comput~r Exnmincr (CCE). EnCaso Cettlfled Examlnor 
CEnCE), GIAC Certitled Porc:nstc Analy5t (OCPA) b 6 is ~ember of the Jntcmntionnl S<•ciety of Forensic Computer 
Examiners and lhc: Association ofCeniticd Froud examiners~btnincd a Bachelor of Science dcsree trom Utica Colfeae of 
S)'l'IICUSO Unlversfly Jn Ec:onomic: Crime Jnveatiaatioo with a concentration In Computer Security. 

All e-mail to/from this account is subje<:t to official review and is for official use ooly. Action may be taken in 
respo~ to any inappropriate use of the Secret Service's eo-mall system. This e-mail may contain information 
that ls privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is 
loaned to you and should not be further disseminated without the permission of the Secret Servlco. If you have 
reecjved this e-mail in error. do not keept use, disclose. or copy it; notify the sender immediately and delete it. 
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,l(b)(6),(b )(7)(C) I (CID) 

From: 
Sent: 
To: 
SubJect: 

Does he also have expertiSe In decryption and getting past password protection? 

F;~~j(blC&t(6)(7)(c()CID) "iaia,ttd<b )cs>.tb )(7>< Pusss.dhs.gov 1 
5anb Friday, february 2S, 201111:34 AM 
To: Hevmunn, stephen (USAMA) 
Subjact: Re: Secret Servfce - BackgrOund InfOITnatlon for · ~ii) b 7 c.-, 

~ ..... _ 

F tephen (USAMAJ(b){6),(b)(7)CC) lusdQJ.goy> 
T (b)(6),(b)(7)(C) (ClO) 
sent: Frl Feb 25 11:30:417 2011 
SUbject; RE: Stcret Service .. Background Informatkm fo(Cb)C6).(6)(7)(C J 

Does he also have expertise In Unwc? 

FrDm: kb)c8\ cb\<7\c I'CD) [mautol<~)(8),(b)(7) J.JM,S.dhs.gov] 
Sent: Frtday1 February 25,201111:27 AM 
To: Hj{lmann1 Stephen (USAMA) 
Ccl<b~~).(b)( ~lt9.m 
SUbject: Se<:ret Servfce • Backgrourd InformatiOn fo(Cb)(6),(b){7)( I 

Stophon: 

• 

PleaM find the requested backaround Information ti.l*b)(6),(b){7)(C) lhas bandlod Orand Jury information In othereaes in other 
districts. . . 

l(b)C8),(6)<7)(c f.iember of che Technical Sbtft; CERT 

j(b)(6), t~<bU8)~b*7)~C) \working for CERT's Dlglmllntelllgencc and Investigation Dii\"Ctorlllc (rJJID). With over five yeur~ 
ex enem:o m t e tul of D giull Forensics,lf6')i'6)'}las conducted forensic inveliliW~tion~ in civil Md crlminallit~~ntJo•l in both the: 

(b)(6),(b)(7)(C) Aa a memberof~T Digital lntclligt'IICC osmllnvestiga(ion Oircc.lonue (f)!ID), 1 H l n.s&i$15 CERT's 
uw en on:emtn J)ll ers m a wide nln• of digital tbmulc lnvestlaatJool. 

lcbl£6l llolds a number of indu~ry certific:ation.s incl(d)(& l'e Certified C'ornputer EJUJminer (C<.;E). EnCnse Certified Examiner 
(EnCE), GIAC Certifled Porensi" Anuly~t (OCFA) b 6) is ~1crnber of the lnternatioltal Society ofFon:nslc Computer 
Exllminc=r.\ and the AS$0ciation of Certified Fraud Exnminers~ob1nin11d a Bnc;hc:lur of Science d"f.ree from Utico College of 
Syracuttt University in Economic Crime rnvestigatlon wldl a concentJition in Computer _Security. · · 

j(b)(6),(b)(7)(C) 

1 

2864 



September 131~. 2012 

UNITED STATES GOVERNMENT 

Memorandum of interview 
U.S. Secret Service 

Case 1# 1 02-775-60071-S 

(b)(6).(b){7)(C) 

On September 13111
, 2012 as interviewed at the JSTOR office at 301 East Uberty 

Street, Ann Arbor, Ml, in refercnc · ·'cld Office ca.ge number 102·775 ' 
interview was conducted by Agen (b)(6).(b)( )(C) md Cambridge Polic · (b)( ),( )( 

Also ir1 attendanc'~ were AUSA Stephen Heymann, AUSA to MDX n J 
l(b)(6),(b)(7)(C) ~The following is a summary ofhis statements: L..-----~~---~-jj..r~-·-...---....:..:.;.~~..;..:., 

IM<tlhLJ!IH~,;I~suued that he was l(bR6),(6)(DlCl l He stated that JSTOR is the bigacst part 
of Jthanka and that more than l 0,000 insritutions were supported. f{bX6l,(bl lstated that he was involved 
with tech support, web site support and access, and abuse monitoring and prevcntion.l!1f!,(b) !stated 
that be was involved with the load balancing of thcee data centers in Princeton New Jersey, 
Manchester United Kingdom and Ann Arbor Michigan. 

mWJ,.lbt ktated that JSTOR used Litcratum from Atypon and that Literanun has abuse monitoring 
tools.!lS!(6!Jbl< !stated that the tenns and conditions for using JSTOR prohibit mass downloading. 

llbllei I'J))rt!stated that if a user has a registered account he must log in and acknowledge the tenns and 
conditioDS. If a u.ser does not have a registered account he must acknowledge the terms and 
conditions each time he engages JSTOR. JSTOR had prevlo\1$ly implemented Literatum abuse tools 
to block when 5,000 sessions arc created from the same IP in a 60 minute period. ~tated that 
JSTOR has a web site with infonnation on how researchers can download data s~jects. 

@@!.lb} I stated that a session was defined by machine ID and a cookie and a session was designed to 
time out after 20 to 30 minutes of inactivity.,!~~~~~/c rwtcd that JSTOR had a download limit of 300 
articles. 

~~~~~~(bl !stated that on 09125/10FJ)ll6l.(b)(t)(C) I told him that he received an alert from the Manchester 
server with activity that looked like a PDF scraper. ~ uJ.c tared that on 091261121€.l®.M ltold him 
that he noticed the PDF scrapper again on IP address Dl 1 c M c,J • (b)(6). ${&ted thaL JSTOR 
blocked access to the Class C IP range of the IP address. (b)C7)C 

ilb!!Uilbl ktated that on 10/09/10 at around 1745 he had noticed that the PDF scrapper had come back 
and that by 1814 half of the servers in Manchester had failed under the strain of the downloads and 
had to be restarted. 

tl$ .. tbl I stated that JSTOR implemented Literatum abuse tools to block when 5,000 sessions are 
created from tho same IP address in a 60 minute period. 
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