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l(b)(si,(bm)'(c:) |
From:

Sent: ‘Wednesday, January 05, 2011 6:48 AM
Subject: FW: Building 16

Follow Up Flag: Follow up

Flag Status: Flagged

Suspect as of yet unldentified.

maitd o) [oMT.EDU)

04, ol PM

here are the screenshots from the camera setup on the laptop at MIT. Looks like he added a drive, but it Is still on
the network,

We did not get the cafl until ha left the room,

Fromd °(8): (BX7HC)

Senty January 04, 2011 3:48 PM
Yo

\ ) |
Subije iding 16

Here are screenshots from 3:26pm

(bXE).
h\ZYC

(b)6).{bX7){C)

i ices & Technology, MIT
(b)(6).{b}7)(C) =

(bX6).bX7) bmit edu
(b){B).{B}(7)C)

Begin forwarded message:

BY6).(BXTHC)
me:l( X6).(bXTHC) i mit.edu>
Date: January 4, 2011 3:46.18 PM EST
To:[(b)E),BX7THC) Imit edu>
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From: Heymann, Stephen (USAMA} [(b)(6).(b)(7)(C}  [Busdoj.gov]
Sent: idav_February 25, 2094 11:37AM

To: (bN6).(b)T7)C) |CID)

Subject: RE" Secrel Sérvice - Background Information for{(b)(8),(6)(7)(C |

Does he also have expertise in Linux?

From3(b)X6),(bX7XC) |CID) [mailts
Sent: Friday, February 25, 2011 11:27 AM
To; , Stephen (USAMA)

C ;
Subject: Secret Service - Background Information for [[BY(6).(D) 7 )(

Stephen:

Please find the requested background information fof(b)(6).(b)X7)(C) __as hendied Grand Jury information in other cases in other
districts.

(B)(B).(EX7)(C) IMember of the Technlcal Staff, CERT

[®)(6).{ Jif(bXE).(b)X7H(C) __ Jvorking for CERT's Digital Intelligence and Investigation Directorate (DIID). With over five years
e

xpertence 1 (ke Tield oF Digital Forensics, vas conducied forensic investigations in civil and criminal litigation in both the
public and private sectars. As n member of the CER'T Digital Intelligence and Investigution Directorate (DID){(b)(6)] amists CERT's
law enforcement partners in a wide range of digital forensic investigations.

(B)B). (Plhotds 3 number of industry eertlfications including the Certified Computer Examiner (CCE), EnCass Certified Examiner
(EnCE), GIAC Certitied Forensic Analyst (GCFA) mber of the Internationzl Society of Forensic Computer

IS §i5Q 6 e
Examiners and the Association of Certified Fraud Examiucrslnincd a Bachelor of Science degree from Utica College of
Syracuse University in Economic Crime Investigation with a concentration in Computer Security.

(b)(6).{bX7)C)
Specia! Agent
\J.S. Secret Service

(b)(8).(b)(7)  |Desk)
(C Mobile)

312-208-5226 (Fax)

All e-mail to/from this sccount is subject to official review and is for official use only. Action may be taken in
responss to any inappropriate use of the Secret Service's e-mall system, This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.



l(b){ﬁ) 1BYXTC) | (CID) o

From: Heymann Stephen (USAMAuadoj gov)
Sent: ary 26, 2011 12:16 PM

To: b)tﬁ) (b)(Y)(C) CiD)

Subject: ecrel Service - Background Information for[ BRI (BY7I(C]

Does he also have expertise in decryption and getting past password protection?

From[(BXBLBNTIC) D) {maiitofBX6)- X ) (busss.dhs,aov

Sent: Friday, February 25, 2011 11:34 AM

To: Heymann, Stephen (USAMA)

Subject: Re: Secret Service - Background Information for hw b7c )

ertise in Windows, Linux, BSD, VMFS (VMware's file systam), and OS X.
b)(ﬁl (b)(7)(C)

From: Hevmann, Stephen (USAMADYE)L.BINCT __ Jusdol.gov>
T¢®B)E).(bXT)C) Jicip)

Sent: Fri Feb 25 11:30:47 2011
Subject: RE: Secret Service - Background Information fo{(b)(6).(b){7HC

Does he also have expertise in Linux?

PP e

From: [RYELEVTKCID) [malitof)6).ON7) yscs dhs,gov)
Sent: Friday, February 25, 2011 11:27 AM
Tot Heymann, Stephen (USAMA)

Cei(bX8).{b){ fedt.org
Subject: Secret Service - Background Information fo{(EXB).(BX7)(

Stephen:

;‘lme find the requesied background information furf(B)(6),(DX7XC) _|has bandled Grand Jury mformation in other cases in other
istricts.

(B)(8),{b)(7){C Member of the Technical Staff, CERT

b)(ﬁ 4(b)(8),(b)(7TNC) ] working for CERT’s Digital Intcliigence and Investigation Directorate (D). With over five years

ex eriencs in the fivid of Digital Forensics,[(b){6) has conducted forensic investigations in civil and criminal litigation in both the
b)(G).(b)( NC) |As 8 member of { T Digital Intelligence and Tuvestigation Directorate (DID), B8] Jnssists CERTs
W enlorcemen pn trs in a wide range of digitel forensic investigations,

[(RAE) Jholds a number of industry certifications including the Certified Computer Examiner (CCE), EnCase Certified Examiner
(EnCE), GIAC Certified Forensic Analyst (GCFA)(bX6) |is alsg a member of the International Soclety of Forensic Computer
Examiners and the Association of Certified Fraud Examiners|(b)(8) jobtined a Bachelur of Science degree from Utica College of

Syracuse University in Economic Crime Investigation with a concentration in Computer Seourity,
(bXE),(BU7NC)
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bitsw  September 13, 2012

LOCATION 301 East L iberty Street, Ann Arbor, MI
'( (bXE},(B)7)C)

IXTERVIEWED oo

—‘__

BN
ATEb'BA\'C': b BQS
' Detectiv(®X€.®X7)C) | Cambridge Police
AUSA Stephen Heymann
AUSAWF«WW

(b}B) {B)7)C)

(b)(6).(BX7}C)

UNITED STATES GOVERNMENT

Memorandum of interview
U.S. Secret Service

Case # 102-775-60071-S

On September 13, 2012 vas interviewed at the JSTOR office at 301 East Liberty

Street, Ann Arbor, M, in refercneg

interview was conducted by Agend®XSMBX7KC)  hyd Cambridge Police
Also in attendance were AUSA Stephen Heymann, AUSA [PXS)OX7KC)

[BIE).B)7NC) ] | The following is 8 summary of his statements:

Cield Office case number 102-775, a

o PHE)(BX
©XNC) Tand™ oXE).BNTNCY

o

stated that he was FEXETEITIC]

e

] He stated that JSTOR is the biggest part

of ithanka and that more than 10,000 institutions were supporied. [BX6L0) Jstated that he was involved
with tech support, web site support and access, and abuse monitoring and prevention. [BIE}®) |stated
that ie was involved with the load balancing of three data centers in Princeton New Jersey,

Manchester United Kingdom and Ann Arbor Michigan.

[BRIE) ktated that JSTOR used Literatum from Atypon and that Literatum has abuse monitoring
tools. [B]EI{Y]stated that the terms and conditions for using JSTOR prohibit mass downloading.

DR stated that if a user has a registered account he must log in and acknowledge the terms and
conditions. If a user does not have a registered account he must acknowledge the terms and
conditions each time he engages JSTOR. JSTOR had previously implemented Literatum abuse tools
to block when 5,000 sessions arc created from the same IP in a 60 minute period. stated that
JSTOR has a web site with information on how researchers can download data sets for projects.
stated that a session was defined by machine ID and a cookie and a session was designed to
time out after 20 to 30 minutes of inactivity. (b)(e  piated that JSTOR had a download limit of 300

articles,

[BX® Jstated that on 09/25/1 0[BT ] told him that he received an alert from the Manchester

server with activity that looked like a PDF scraper. [X010)
that he noticed the PDF scrapper again on IP address [2)%)¢
blocked access to the Class C IP range of the IP address,

R}

tated that on 09/26/12 [BI€® Jtold him

. [(BX(S6).

(BXUTX

stated that JSTOR.

[(EXEIGlstated that on 10/09/10 at around 1745 he had noticed that the PDF scrapper had come back
and that by 1814 half of the servers in Manchester had failed under the strain of the downloads and

had to be restarted.

[EXEI® Jstated that JSTOR implemented Literatum abuse tools to block when 5,000 sessions are

created from the same [P address in & 60 minute period.
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