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BOS . i

From: BOS ’
Sent: Thursday, January 17, 2013 8:59 AM

Yo CiD

Cc: 18D; BOS

Subject: CT 776.510 Aaron Swartz (J-102-775-60071-S) \ / !‘\}/U‘/\}/‘
D\

U.5. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD CFFICE FILE: J-182-775-66071-38

TG CRIMINAL INVESTIGATIVE DIVISTON X-REF: W/A

INFO: INVESTIGATIVE SUPBORT DIVISION SEIZURE: M/A

SUBJECT: REPORT OF JUDICIAL ACTION ‘
ACTUAL LOSS: 7T8p POTENTIAL LOSS: $2,009,060.00

CASE TITLE: SARON SWARTZ

CASE TYPE: 773.519

QV”“NDARY TYPES: . 343.191, 948.304, 848.930

CONTRCLLING OFFICE: BOSTON EIELD OrF

pzp,m MADE 3Y: 54 [®)(6).EN7)(C) [B)E).®NC) ] ;
DATE CASE CPENED: CL/07/11 )
PREVZ? 15 REPORT: 393721712 - REPORT CF JUDICIAL ACTION

REPORTING PERIOD: u:’“’/l’ - 17177413

STATUS: CONTINUED

SYNOP3IS:

On 1511713, haron Swarta was feund dead in his apartment in Srookiyn, NY as a result aof
an apparent suicide,

& suppression reamvm in tnis had ceen schaduled for 172571 with a teial date of
47C1/13, in U.S. ‘istrict Court far the Cistrict of “a"3achusefto

Case continued.

SETAILS oF INVESTIGATION:

Peference is smade o all pravious ragorts chis case, the most reasnt of which [3 the
report Judicial Acvion written by 3a}(b)6). (b) lr 08721712,

On 1/12/13, several Qpen internet Sourves were feporting the deatn of haron Swarrgz,
~etective [(5)(6),(b)7HC) i “ambridge, MA pg, coatacted Detﬂct“. Mew York

el

-':if:;,_,' PD (NYPD) - Frecinet 1l to confirm Swarts’ death. Dstective statsd that at
13:35 hours o 2/11/713, ir wasg rupor\.ed Lo NYPD_that i\aron Swargt =z rai Qo vicide,
F‘etecnwmr_t'\er 3tated he rasponded tafb)( Rb)(ﬁ)(b)(7) (b)X(6), [(£)(8).(b}7) “m
“ruodyn, L1225 andg confirmed that Aaron Ewartz waa e} 'rxo‘a.‘ GI an apparent

suicide,  The reperting party was Swarcz’ g*rlfx_en:i,l(b)(e)a (b)(6).LUTHC)  [BYB) BN |: 0oB
B)®V.BNTD | who resided with tha Swartz at the apartment——!
JUDICIAL ACTION:

A suppressicn hearing had been schaduled for 1/25/13 in v, 3. Districzz Court faor the
District of Massach usetts with a rriay data nf 4,601/23.

SUSPECTS / DEFENTANTS:

AREON € SWARTZ - DEFINOANT (FEOTRAL



A RIS LA AT

-

Ti599: yas {Entared 1/19/‘2&‘% }

15998 yag {Enterad 1172972211,

EC5RP: 03720711
e AT N/A
N/A

DATABASE SEARCHES CONSUCTED:

F (00 GENF AN o % cl/ov/u
NCIC/HLETS: 01707711

CC3/0eT 0L/07713

LOCAL L. Cl/s07sm

EVIDENCE # CONTRERRAND / FERSONAL PROPERTY

A1l ewvidence femaing in the Sc9ton Fielg Cifice Evidence Yaulr ag breviously reported

[¥)

OISEQSITION:
L4sg continged Eanding disposition of evidencs,

(6)(6),(B)7)C)

US38 / 305TeN " RICCIARDI

™)

P
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JUBICIAY, ACTION:

RPN
Page 2 or 2

On G8/12712, 4 Superseding indictmant #as rendered ia the United Srares Distriae

Court, Uldtrlht of Mas:aohu"et“a, Chargl "g &arcn Swarte with o ati .ns af
2343 wire fraud; 1s V.3, 1030 CCmputer fraud, unlaws Tully opea
a v.u“oﬂted uamﬂutar and re“klesslf damaq‘nc 3 protected Compuy
2iding angd abettlnq.

SUsPECTS 4 DEfENDANTS,
ARRON H SWARTZ . DEFENDANT

1399, e
25995, a4

&

3

(2

XAMS CONDUCTED

UATARASE SEARCHES CONDUCTED,

ﬂCI T o 0L/072/1
HCIC/NLETS . G161 421
C»SILFT‘ Gl/ﬂ?fll
LOCAL LE. N1707711

EYIOEMCE ! CONTRABAN& / PERSONAL PRQFERTY:
Az} remaining eévidence ig in the Beston Fieldg Uffice Evidence vVaulr,

STELNSTITION,

Caze conti tnued bending Iurther nvestigation ard judicia) dCtion,
088573080 (b)(6),(b)(7)C)

£ RICCIARDY

92172012

-

————
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BOS

From:
Sent:
To:

GCe:
Subject:

BOS

Cip
BOS; 1sp

CT 775.510 Aaron Swartz (J~102-775-60071-S)

Tuesday, May 25, 20122:11 Py

{

3 N ~3
HLE GOPs
V9. SECRET SERVICE InvESTIsmprve REFOAT P ! /
FROM; BOSTON FIELD orFrcg FILE:  1.102-775-d6071-g P ys
O CRIMINAL INVESTIOATIVE n1viston X-REF: wy/a
INFG: INVESTIGATIVE SUPPORT 0Tvrsron SEIZURE#:  m/a
SUBJECT:  REPORT OF suprogar ACTTON 2 9
~5 .,ﬂ_n
f -
ACTUAL LOSS: Tap FOTENTIAL 10Ss: $2,000,Bho. GF 361
B = e
"
CASE TITLE: ABRON ZWARTZ s B Tm
CASE TYPE: 775,510 = wn
SECONDARY TYPES: 348.131, 845,304, s4p. 939 x U 5m
CONTROLLING GSFICE; pogp FIELD OFFcE _ T oy =0
REFORT MADE By sa|b) [b)6 i(b)(G),(b) {(b)6).(bX7XC) | N
ATE CASE OPENED: 91 rATIIY S m
PREVIOUS EERQRT: 02727712 - Repore of Continuinq Investigation
FEPORTING PERIOD:  02s08/15 . 057297132
STATUS : CONTINOED
SYNOFSTS:

Judicial acrian cor
and the cage of

Lase co

DETAILS oF 7

I

Reference is macig
Stephen Hevmann, sa
Polige

Bajf

an

winues in the case
the Cammonwealch Of

ntinued (p Bostan.

.
- NYESTINAT

to i

S the

@I tha Dnireqd Star

€5 versus Aargn Swarez
Massa:husetts Yersug Aaron Swartg,

TON:

a previous reporrg in this case,
£ Conej

the most Iegant

ten by 8a (b)(6).(b)| w1

af
inuing Investig

aticn wry

¢
[A-

6)(3‘18 naone canference betwaen Agsistant 1.3, Attarnay
_(b)( : [(6)(6),(b) I and Qatactivs -(b)(ﬁ)‘ —(b)(G)‘(b) Carbridge
Dspartmaar or 95/15737, -

email from a

isistant
Cmsz23/12.

Jistrict Attorpey [PREVBNTIC)

rr
o]

noG5/15/12, ausa Havmann, Detective|(b)(6), and 3a[(b)6).(b) conducted 4
Lglephnne confarence ozl e digcues the RPrOJress of
AUISA devmann infommed g

UEFENDANTS

RARON | SWARTZ -

-
-—Z .

52912012

OEFENDANT

Swarty,

ase was
the future.

o=
i
12
N[O

the case dgainsr
and Detect {vef(5)(6),(0) | that the ¢
vdiclial action 2L some time in
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i
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SR

¥AMS CON
EC3AP: 9
Foly: M/

FSD: w/a

DATABASE

Rasultyg
EVIDENCE

211 rema

lase con

37292012

TON (b)(6).(b)(7)(C)

Page 2 of 2

AR Yes
1593394; Yog

DUCTED:

5720711
A

SERRCRES CONDUCTED:

MCI /7 cCr: G1797/11
NIIC/NLETS, 2170772
CC3/CFT: ARV N ]
LOCAL LE: Ulsn7/1:

of databage Sfarches have hean reperced under “Derails of nvestigation. ™
/ CTONTRABAND / FERSONAL EROPERTY:

ining evidenos jg in the Boston Fiela Cffice Evidenca vauit.

tinued pending further investigatinn and judicial ace {en.
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B8OS§"-
From: BOS
Sent: Monday, February 27, 2012 6-01 PM
To: CiD
Ce: IS0; BOS
Subject; CT 775.510 Aaron Swartz (1 02-775-80071-8) 5
/4
EY"s I
U.S. SECRET SERVICE INVESTIGATIVE REPORT v
FROM BOSTON FIELD OFFIce FILEY 3102-775-60071-3 e
P0: CRIMINAL INVESTIGATIVE DIVISION X-REF: N/3 o
INFO: “NVESTIGATIVE SUPPORT DIVISIon SEIZURE#: N/a
SUBJECT:  REPGRT OF CONTINUTNG INVESTIGATION 2
ACTIAL L0SS3: T80 POTENTIAL LOSS: $2,300,000.09 2
CASE TITLE: AARON SWARTZ
CASE TYPE: 775,510 s
SECONDARY TYPES: 4B.191, §48.304, 848,330

CGHTROLLING OFFICE: gpoe D OFFICE
REPORT MADE By: EALNE).0) JENET Dy T HC)
07711

DATE CASE GPENED: 0L/

PREVIOUS REPORT: 11729/11 - Report of Continuing Invastigation
REPCRTING BPERIOD: 11730711 - C2/21/21
STATUS, CONTINUED

SEROESIS:

Swart: was arraigned in the Middlesex County, Massachusetts Superioar Court cn t
of breaking and entering in the daytime; one count of larceny for more than §25
three asunts of unauthorized access 9 a computer.

W3 Counts
.030; andg

Tdse continued in Boston.

LETAILS oF INVESTISATTION:

Refersnce is made ts all previcus Teports in this ease the most recent of which i¢ the
Feport of Continaing Investigation written 2y 3A[DX6).O)] on 11/78/1) .

Qn_12/20/11, SA Detective [(0)(6),(B)7HCY 7] Cambridge PD, and Patective [(E)(6),(b)7]
Boston PO (both of the New ERgland Electronic Crimes Task forca - & L
delivered a hard drive tontaining discovery iefermarion prepared bykaG)xbx7KC) IcF
LERT to 20 Park Plaza in Bosten, Massachusetts. fThe drive was sigred Tor byﬂbXG)(bN7H
(BYB).BYTN [or Marein Weinberg P.C.  The signed raeceipt bvkaG)ibX7) #ill remain a

Fermanent part gf this case file.

“n 91/31712 [(6){6)(bXTNC) 1 a Sourier for Martin Heinberg, signed for Toghibs Portabie
fard Drive containing discovery information also prepared by(bXBl(bX7XC) at the Boston
Tield Office.

JUSICIAL ACTION:

Court on

On 11/730/11, Swartz wag arrsignad in Middiesex County, Magsachuset: Sugerior
than $z54.00,

5
Lwo counts of breaking and *ntering daytims, one eount of larceny for more
and three caynts of “4nauthorized access Lo a computer.

SUSPECTS / DEFENDANTS :

-



#:
AARON H SWARTZ - DEFENDANT '
. " 1599,

1599a;

Yes
Yes




R TR

3 3

. EXA¥S conpucren.

ECsAp; 03/20/11
Poly: N/a
FSD: wsa

DATBBASE SEARCHES CONDUCTED .

MCT 2 ¢ 01797711
NCIC/NLETS: 01/07/11
CCs/cp, 01/07712
LWCaL Ly, 01/07/11

Resyits 5f Zatabass Searches have bean t2ported urnder "Detailg of vaestigati:n“.

EVIDENCE / CONTRARAMD s PERSCNAL PRGPERTY.

Azl evidance remaing jip the Bostan Cield Cffice Evidarica Vau.ic,

Casga Sontinued Pending furcnay iBvestigatiag and judicial action,

3857805 TON (£)(8).(b)(7)C)
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From: BOS
Sent: Tuesday, November 29,2011 349 PM
Teo: ciD
Ce: 18D BOS
Subject: 775,519 Aaron Swary J-102-77s. -80071.8 ¢ {Continued)

U.S. SECRET sppy ICE TwvesTIRATIVE REPOR
FROM: JOSTON FIELD oppr Ice FILE: =10
TO: TRIMINAL INVESTIGATTIVE DIVISION X-REF:  u/a
LUFO: IHYESTIGATTVE SUPPORT oTvisron SETZNRA4

SURJECT REPORT CF CONTINDING TNV&uT-uATION

CASE TITLE. AARCN SWaRTz

TASE TYPE. 7?5.51u S e %
SECONDARY Tyops, B4B. 191, g4qg. 34, g48.493g

CONTROLLING 0fFreg. sosrom FISLD oppron

FEPORT MADE By, SA[b)BL.(Y( [(b)(6).(b) (b)(6).(bX7XC) |

PATE CASE opEwgp, 1705711 ==

PREVIOUS REPORT NR/91711 - NOTIFICATION oF FEDERAL ARRggT
REPORTING PERIGD: CE/O2/201 - 1129711

3TATUS. CONTINUED

It addition £O the faederaj cpa 'qna &fea d;ng in this Casa,

,; Page i of 5

T

YH 'N01509
IS€ d bZ AN IR
3
3

T A2ron Swgrea wWi4S 3jsc
indictag in Qs folk (o;nru, A2 Superig Tourt for stata « charges te incluse
b:eaking and entering in the daytime ws tw 1NNt to commie 4 felony, ia:ceny
SVer 8250 ana Hnauthorizeg #CCRSE to 3 com PLtRY netwnrk,

Tase continued ip Boston,

CETAILS ¢ INVESTIGATIGM:

Referencs 18 made to gj Rrevious reparrs 14 this “ase, the mose recent oy

wn*rn ‘2 the Peport of LORELNLing Tryset Tigation written by SA [6)6).(b)( ] -datm:(

38701511,

o 11721711, Karen SWSrte, alnng wien aliorneys Mapesp feinberg ana [(b)(6).(b) I
,mum{mwub ] ZaIme to the Basnon Fleld CEfice ra Tevie W evidancs {5 thissYe =

PALC Of the o i3tcvery Lrocess,
Dy ALZA Staphen

Aftay tna review, items

Heymanp were turned DV

Oo 1172 3711, sz (b)(6),(b)

=1
&I o atng Crney ”}inberg,

turned gyep the 2ppig iMac moda! A1321 with Smriay
Mumber WRBGZS5AxG U37 thar wag 3eized from Harvard Urivarsity Dursuant rg g
fedara] 322reh warrane on Celil1/711 wq ,nrectnfe(bKS) (bXB). |of the Harvard
Universiry 20lice Deparement | e
JUDICIAL ACTION,
RN VRTINS Aaron Swarrz Was indicted ip Suffoix Superior Ouyree far two
L3UNtE of braaxxng and entering 1 the dayvtime wigh intens te cormir g fe!ony,
Larceny CVver S2E5, ane rhras countys aof BRauthorjzag ROTEES By g Tomguter

networprk.

17292011 i

-—
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AT E P T A ;-:_;-':i-?:.-i:h%‘};? l
-

RN R ETANAINED
%

Page 2 ofs
- ? 3

On 11/25/51, & tstant Distrier AL torney [IE) ENTIC) for the Middlasex Districe

Az3
Attorney’s 0ffice erailed sa b)), b)( FG 1nTorm him that ne Bipected Swartz to pe
4rraigned on 11/30/1;,

SUSFECTS / DEFENDANTS

SHARTZ, Aaron - DEFSNDANT - ARRESTED
1549, Yes

13994, Yas
PHOTO, Yes
PRINTS: Yes
(b)(6).(bX7) [(B)(6).(B)7)(C) l- SUBJECT
pCE 1 Y Tasg .
15934 Mo
[(L)6).) J[®iE). B - SUBJEDT
= 1599, Yeg
1299%. Mo

ExaMg CONGUCTED:

X
(@]
3
KZl
re

' G2720/11

Folvgrapn:  x/n

30 N/B

CATRBASH SEARCHES CONDLCTED
MCT oo C1/70771:
NCIC/NLETS Sl/07/11
CUS/CET: 01707:11
LGCAL 1k Cl7c7/11

EVIDENCE / CONTRABAND 7/ PERSONAL PROPERTY:

BYIDENCE s3r 1544 3; 102 zo1: cp 31
DATE oF INVENTORY : G2/311/34

]
THVENTORY MAOE By, sA[0)6),61]
CESCRIETTON GF I7TEMS: Scientiﬁi: Atlanticg Modem sng 3M15654ugy
Apple Mult Adapter 3N BEA395M 7z
Apple Myujp; Adapter sng EFI281NMu45

2lack Natebooic Journa
3EIzED . SRTATNED FROM: Aaron Swarty
LOCATION: Boston Fialyg Office Evidanca Vayult
DTSPLEITION: Item 1 and 4 pps

urnad o Swartz’g artorney, Martin
Weinbery, on 11421711,

EVIDENCE 357 1544 g/y. W12 2011 op 3

DATE GF INVEMTORY: G2/337
TRVENTORY mapr gy, 3a[(b)(6),(b)(
VESCRIPTION oF ITEMS: Harvarg Universxty Barning Statement

Earninq Statement Addressed
Thesis M-R7g Lindg

22 Aaron Swart:z

GEIZED CBTAINED FROM ASIOR Swi Lt
i 3c3ton Fimld os

& -

- -~ .

Thems 1 . 3 returrad to Swarrzig atiorney, Martin
“elnberg, on 1142171

112292011 =

s ATTIPLEL L rnttimim e -



11/

SBIZED 7

ZDEMCE 3SF 1544 30y
DATE 0OF IKVEN
INVENTCRY mMap
DESTRIPTION ¢

UBTAINED FROM:

LOTATION:
DIS®SITION:

29/2011

-

-—

Page 3 of 5

102

L2 2011
D2/11711
SA [(b)(6),(b)|
Wireless—G 2.4 G4s Br
%achok Mac (5X Inst

CE 33

reashand 2cuter
311 Disc sne and

Linvsys
CWNG

MacBeok User Guide in Gray Csrcbhoacd cCas2
Apple Care Service Lettar Dispatch P&z2744034
Gc tius Bar Werk Confirmation
Aaron Swarty

Saz-oﬁ Fieid Office £y tdance Vayis

Ztem 1 refturned <o Swarr 2's attorney, Marcin

irkery, on ‘1/41/11.



EVIDINCE 33F 1549 g/n;
JATE of TNVENTORY
IHVENTCRY Mang BY+
CESCRIPTION oF ITEMS;

SEIZED / OBTAINED erom.
LOCAT TON:
DISPOSITION:

EVIDENCE 351 1544 5/M:
DATE oF INVENTORY ;
TNVENTORY MADE gy
CESCRIPTION 0Op IT’MS‘

EVIDENCE sg7 1544 8/N:
DATE or INVENTCRY;
INVENTORY MADE BY:
CESCRIPTION OF [TEMS:

ZED ¢ OBTAINED

b ]
]
]
e
o
o

SYTOENCE g3 1344 8/n,
DATE oF INVENTORY,
INVENTORY MADE BY:
DESCRT 2TIoN OF ITEMS.

D/ o3TtarNen FROM ;

EVIDENCE zop 1544 a5,

Y}

vTE OF IRVENTGRY .
INVENTORY MADE By,
SESCQTFT70N OF TTEMS.
SEIZED 7/ CBTAINED FROM
.\..Uf..v ION:

DISPOSTYINY,

117292011 =

102 2011 oF
02711711

sa (Y.
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. BOS
From: BOS

Sent: Monday, August 01. 2011 138 P g (',
To: CiD LUJ
Ce: 1SD: BOS

-775-60071-8) J

Subject; 775.510 Notification of Federal Arrest . Aaron Swartz {J-102

L ——

U8, SECRET JERVICE INVESTIEAT?VB REPORT

TROM: BOSTOM FLELD QFFICE

I TRIMINAL fJVZSTEC%?IVF DIVISION
TMEG: SVESTIGATIVE 3ULPORT CIVISIONE
SUBRIECT

T MOTIFICATION OF FEDERAL ARREST
AARGR SWARTZ - Date of ar

ACTUAL LOS3, 5TBD

FECERAL STATUES VIGLATED - TITLZ
SECTION 1343 - wire

SECTIoN OMPSTER FRANG
oF THECRMAT I ON FROM

e

COMBGTE

.

c ECKUESSLV SAMAMG Y NG A _KIPJTEQ
SECTION 2 ’ AU AJETPIMG
CASE TITLE: AAROM SWaRT s
TASE Typg. 15,510 =
SECOUDARY TypEg, 342,191, 348,394, 248 23 “.‘
SNIROLLING fFFrce. BGSTON EIFLn orerop

EEFORT MADE By, "A (D)(6).() [BY6)(b)( {(b)®),(B)7TNC) ]
r,-;'m CASE ORENED: 171

: owfg!n T OBEPIRT OF Contrygrng INVESTTZAT 9N
10D C5/38/11 - ggro;

4'- .‘: .t.. l
STaTug, CONTIRGED

Aarnon Swartz wsg inﬂicrod in 4.
vitiations of Ticte B United © E)
Computer Fraud; luic.a)si) - Therfs

Oistriat of Massacnl fetis for
- Hire ¥pa aud; 1GIge @ d; -~
luBP(u)‘S‘*E ~

mat Compuner;
Recklasy] ¥ Lamaging 4 Cumpu 2Xy an 2 Aiding sna ape ettling,

18551, SWArty surrande red g faderal anthorities ard wys arvargnead befsrs
Y8Clsrratp Judge Judinp G.o Dedin.

S0%e 13 mage o all a>n"‘ou" Té
t oof Cant'nqxn, Iﬂvasr'~al W

TES in thig 338 RIS recsnt of which ;a the
“Fen by 8a[(0)(6),(6)( | on ub/39;ii_

on ﬂ?fiifll, MWArtz was ~ndicted g H.og. Bisteioe Ooure for *he Disericr o7 ﬁaqsacnus%!ts
f2r wiziar,ans of Pitle 12 up States Code, Secticns 1343 - ﬁire Sraud; 1035:a; 4y -

= 1 bz of Tﬂf)tmat*OQ crom g Lompute EOBG(a}:S'{E; -

-

Compurn sy Fraud;
G2y

“RTkiessiy 2 - Alding ane “onrr'rb.

B IS e e £ o i



: y E
~ DA 07719711, Suaps :
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HAGLSTr3te _Tu-jg”. Judieh o~ . " edersl furhoricies andt N
T U, Gein. Swaers Was released o *1"0; T35 mamy. Cefore
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ea e RRBESTED (FEDE; AL}
2uG Tes
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(b)(6),(b) [BXELEXTNO) L gipam
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15305, Ho

I(b')(ﬁ),(b)(7')(c" l SUBJEDT

————— .
L;*‘) Yes
1598k, *ly

T, & e
.:--\‘AP. F52726/ t1
Salo-
;v.lf,,. N/a
ran. R
250 Ns
V2, DEF mreamon
ATARASE CLARCHES CD.V‘DUC?Z:‘,"
I S 1 J1/s07/11
L3NT o paas I
{\'M-I"‘_-’NLETS: Gl/a741;
CCs/CPT, BLsOT lf
LOCAL LE: 37 'l;‘
Siyis1y

BT marme 5
v i .;E:'-'i.,li. s CONT p..ABAF"?“ © PERECY
WY S PERBCHAL PRIPERTY

LAeNss remaing 2Curagt L2 Bostor °e
£ -Lm‘..,.n: -'5--C'.4'.L....: in v Zaakohu i
O SDIN0N Fla 1 i
1d Ofa...-._ t‘.,"."ld..!ll.._ EER 28 pravi 1
2 = ArT a2 ~2¥13usly
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_/14., 54(b)(6),(b)(7] @ecr ive|[b)6).(b] and aU3A Heyman:

he 6.3, tckny o ﬁ‘f L2 at i Coorthonsa way, Eoston, Massachuze :
-m and bofr* artoraeys with fish and lr*hamson. The e

atarview sre Wesf‘"lhea in a Memarandiam or I: “terviaw written oy S.&. ]
fhat MOI will be maintzined in this csse ’3 der,

[BXE.B)] anci Detective 2 [B)(6).(b Jinterviewed [BYB).ONIN | ar rhe tree Software

E-]
Strest, 5" Floorp, Boston Massalhiusetts, The detatils ef the
a WcMura adum of {arerview written by Detactiva b){6).{b A& copy
intained in this case folder,

“» 4 Samsung Hard Drives wers tirned over ta SAID)6).(D) | 3t the cffices of Good
t le CRuUsetcs.

cated a2t 43 Arlantie Avanue in Baston Mzs3a

[43]

SRARTZ, harven 4. - 3U3BECT
15894, Yas

L:99a; 0]

(bX6). (X |mByEy BN 1- 2URIECT
D894, No

15994 Mo

EXAME CONBUSTED
CS4p; Jraeing
Poly: NAA
5 NiA

DATABASY SEARCHES CONDUCTED ;

Lo SR o 1;“"11
NCICANLEYS O; Fil

CCSACET: 01f07;11

LOCAL LE: 32707411

EYICENCE /o CONTRABAND / FERS SONAL PROPERTY .

EVIDEMCE S5 1544 5/ 02 ’hll E)

DATE OF [NvEM TORY . 2 5
A H(b)(6 (b)(

-NVENTORY MARE BY:

SESCRIPTION OF ITEMS: 16 C vontaned a2 mailing 2nvelinpe
G213 Ru FOGBTAIMNED FPROM. Adaron Swarry

LOCATTON: Boston Fleld Dffice Evidance Vault
TIS.ubLTIMH' Seld pending judizial achisn.

IVIDENCE 35 132 zM1 2z gp

AR e
YesaSril

P oo

TNVENT 2a[B)(6), (6]
DESLR Zalaxy Metal Gear BOR Excerasl daro Upive
R R AN Aaron Swartz
LoCaT Boston Filsig Cffice Fvidance Waglt
DYZEC i BenEiea judizial aerion.
EVIDEMNTE 33F 15344 =2/, 02 o oor
ZATE ofF NVENTTORY . Gela7,11
~WVENTCRY MADE BY. SA|(bX6),(b)(

o
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in tha Hoston Field OF

«
&
]
cr
e
0O
<
-
Jo
o]
2
Y
o)
a
(R
[l
s
)
e
o
o
n
15
o
-
[o]
3

Ptrira

w383 7 BOATON

(b)(6).(bX7)(C)




. %
- 3

(b)(8),(b)(7)}C) BOS]

From: SFO

Sent: Thursday, June 23 20114 4.36 &M

Ta: CID BOS

Ce: 1SD, SFQ

Subject: CT775.810¢ 102-775-80071-8) REPQRT OF 100 - ASRON SWARTZ {CLOSED)

FIBRODUTINES f

.5, 3ECRET BERVICE THYVESTIGATIVE REPORT
FROM SAN FRAMNCISCO FIZLD GErrce FILE - 102—775‘50971"3
Teas CRIMINAL INYESTIGATION OIVISION X-REF: d/A
BOSTON FISLD OFFICE ZETZUREY: wM/n

TNEC, INVESTIGATIVE SUPEORT CIVISICN Sy,
L AT "7 =
H ';"'VL ;}fﬁji ; ——

SOBIECT REPORT <F IOD

ACTUAL L0ss: 3TBD 2OTENTIAL LOSS: $2,0CG, 400,00

[
oy

~3 ~3

AR ¥ SWART2
ASE 7

SECONDARY TYPES 848.15:, S4B.304, 3a8.330
CONTROLLING OFFICE: BOSTON FIELD OFFICE

RZBORT MADE BY: =A1BYB [[0)6). (b)) BB BN T}

TLE: SARG
PE:

J

AN ]
Fi i ]

.
i3

- OnoZ
i
[

DATE CASE DPENED: 01728/

PREVIGHUS REPORT: /A

REPORTING PERIGE: 2728711 - Gesz9/11
STATUS: CLOSED

SYRGPSIS:

“he Boston Fisld Office Leduaitad the San Francisco Field Office (SFC) ta interview[D)6)(
KR)6).(b IfiB)(8),(b)(] ar:dif(B)(6).(6)7)(C) tWO krown associates of aron Swartz to determine thesr

nowledge of his activities.

YAUSA) Stephen Heymann, District
IBOS}, it was decided that the interviaw

After a discussion witn fssiatant Unired States \itorney
of Mzssachusetts, apd -ase agant [b)6) LUTHC)
ofl(bnf-)(b')mﬂi) #38& not necessary.

HONB) BRTC) Was interviewed regarding her Xnowlzdge of Aarcn Swartz’s recent activities.

Case Closed in Zan Frannigco.

UETAILE oF IMVESTIGATION:

0 370433, T participated in a conferenze call with 34(0)(6).(bX7)(C) j of the Bostoen

Freld Offize {BOS) and AUsA Stephen Heymaan,  nuring rFT3 conversation, SAL)G),(B)(] ana
Ausa ;-feml\im_reqm.‘m_my_:]' interview[(5)(6),(b)(7)C) ifixst, #nd a decision c¢n whether to

Lnterview|(b)6).(b}7)NC) weuld ne WEJE af & later cate,

- NG
On 578/11, L cespanded to BT ] residence, e R | IR P
SRS YA - AL this time, sa O ) Jand I interviewea (b)(6) (DTN

e )io) hi7 ]

stated thalt she receiveq a rhone call from SWartz, who asked her ta 2all his lawya

airarge bail for him, whish 3ne did.  fowsi{oxnicy {Dj{E) (DHTHC) (D)(6) HRTNC)

OXELDRTNC) (DRE) DH(7HC) A CTTVAT BEIORE]

(E16) (EX7)C) (ONB) DRTHC) }(5;)(5> BG) | ) ]
{ONE) TGN RC) R R P - v ACTUT any additicnal contact with Swartz, she

1



A

3

NS CONDUCTED

Hone,

EVIDENCE CONT2ABAMD PERICRAL PEOPERTY .

2TSPASTTION;

“asa closed i San Francises,

TRANCISCO/ g (b)(6).(E)}(7}C)

R}

%,



anad 3,472 aditorials.

Page 3 of 6

an 02/11/711, saf{ioe)d ATSAIT|(b)(6),(b)7)C) ] 34 |(b)(6).NTHC) | sal(B)E). BTN |
and Detective b)(6}.(bX7)(C) executed a federal search warzant oa Swartz's
reziaence locdted at o9s5g Magsachusetts Avenue, Apartment 320, Cambridge,

Swartz was home 2% the time

Swartz

Massachusetts.
s@arch was conducted,
ioag, and why didn’t yo

made statements Lo the
w do this eariier? The search

s23rch was erxecuted. Whiile the
2ffect of, what rook ¥ou so
team seizea several items

the

~daD wvidence Vault,

described in greatar detail in tne Evidence secticn of this report, Afrer
conpleting the search of Apartment 320, tha sesrch team veturned to tha first
flasr to search the 3terage lockar allocated Lo spartment 320. Wnile on thne Zirst
floor, SE|(b)6),{ | obarrved Swartz leave ths bailding, walk to -he street and sprin:
dway after he reached the street, After ascertaining that none, of the items in
“he storage lackerp belonged to Swartz, the ssarch team moved ta 124 Mount Auburn
dtreat in Cambridge, Massachusetts where the Harvard University, Edmend J Safrs
Center for Ethics s locared and Swartz is iisted as a iab fellow. The s=2arch
team observed Swartz ar the Safra Center for Ethics, Harvard University Police
secured Swarvz's office while a3 federal search warrant was obtainad. After the
Fearch warrant wasz obtained, the team seaxchad Jwartz2’s office ar the Safra
Centear.  sa 8eized and Apple iMac compuater and 3 Westerrn Cigital hard
drive from Swartz’g vtficse,
Cn 02/25/1%, Detective r#celved the Acer Aspire netbwsk, hard drive
2nclosure, Waestern Digital hara arive contained in the 2nclaosure L the 4388
rlash drive from Cambridge Poiice [TWEIGNTC) (b)(8).(b)Y7)C) Detentive
fook Lhe evidence items dirbeer -

.
k=)

USPECTS/DEFENDANTS :

SHARTE, Aarcn 3 - SySpreT
15%3; fes
PEgan. o
[EXEIENTC) | susszcr
AKA: (DUBY ta)THC)
FACE:
SEX:
NGB
$SH: DB b l-6047
F31: | EREI AT
31D:;
HT:
ZYES:
HAIR
1599, RIS
13994; tla
PHOTO: Mo
PRINTS: Ho
BOB
SL/STATE:
ADCRESS: (b)(6).(b)7)(C)
EMATL:
CATARASE THRETKS . 02724/
(b)(6).(bX7)(C) L suBoee
SEB: MR
RACE: {

https: '/owa.ssnet.usssﬁgigovfcxchange/bos/]nbox/ 775

5 l0"/620Request%20for‘}6201nvesti... 2181011



Page 4 of 6

SEX: {(bXE) {0} THC)
DOB:
S8N: PIET®) [5a2s
FRE: N/A
SID: N/A
AT: /A
W S/A
rﬁﬁumwxm
IEEER 5o
BEOTO; Mo
FRINTS: bo
POB: .
DL/STATE:
ADDRESS : (b)(6).(bX}7)C)
EMATIL:

DATABASE CHECKS: 02s24/711

EXAMS CONDUCTED:

ECsap: Cngoing
Paly: N/A
F3Dy N/R

DATABASE SEARCHES CONDUCTED:

MCI / CI: 01/07/711
HCIC/NLETS: 22/07/11
CC8/CFT: 61707211

LOCAL LE: Cl/07/112

YIDENCE / CONTRABAND / PERSONAL PROPERTY

45

EVIDENCE S3F 1544 374 102 2011 CE 31
CATE orF INVENTORY N2/11711
INVENTORY MADE BY: sa [BY6(]
CESCRIPTION OF ITEMS: fcientific Atlantic Modem SN# 3415552963
Apple Multi Adapter SN# 6¢0395M7205

prile Mulei Adapter SNg GETIBINNYAS
lack Rotebaok Journal
SEIZED / OBTAINMED FROM: Aaran Swartz

T

LOCATION: Boston Field Office Evidence vaylt

DISPOSTTION: Held penaing judicial action,
EVIDENCE 35F 1544 §7N; 32 2011 CE 3%

DATE OF INVENTORY: G27i1/11

INVENTCRY MAGE BY: G3

DESCRIPTION OF ITEMS. Harvard University Barning Statement

Farning Statement Andresgssed teo Aaron Swartz
Master’s Thegis M~376 Ling
Western Digital Mall-in Febate Porm

SEIZED / QETAINED FROM: Aaren Swartz

LOTATION: 2ecscon Field Office Evidence Vaulg
DISPOSITION: Held pending jodicial action.
EVICENCE 33F 1344 S/N: iz 2811 CE 33

https:!/owa,ssnet.ussszﬂié.gov/’exchange/bos/lnbox/775.5 1 0%2ORequest%?Ofor%EOInvesti... 272872011



?

CRTE OF INVENTORY:
INVENTGRY MADE BY:
DESCRIPTION OF ITEMS:

SEIZZD / CBTAINED FROM:
LOTATION:
DIGPOSITION:

EVICENCE SSF 1544 3/u:
CATE OF INVENTCRY:
IRVENTORY MAGE 5y
CESCRIPTION OF ITEMS:

SEIZED / UBTAINED FROM:
LOCATION
DISPUSITION:

EVICEMCE 48F 1544 3/N:
DATE OF INVENTORY.
INVENTORY MADE RY:
CRSCRIPTION OfF ITEMS

Y
2

ED 7 OBTAINED FROM:
TION:
OSITION:

i
o

&

JL Ly

b O

s £y ed
&

g

3

EVIDENCE 5SF 1442 S/N:
CATE OF THVENTORY:
INVENTORY MADE BY-:
DESCRIPTION OF I7emMs:

SEIZED / SBTATNED FROM:
LCCATION:
DISPOSITION:

TVIDENCE SSF 1844 SN
CATE OF INVENTORY:
INVENTORY MADE By.
PESCRIETION OF ITEMS:

/ OBTAINED Fuou.
3 A3

hﬁps://owa,ssnet.usss.zﬂii%gow‘exchan ge/bos/Inbox/775.51 0%20Req uest%20for%20Investi...

Page 5 of' 6

Mirnlesa-G 2.4 GHz Broadband Router Linksvys
MacBook Mac 05X Insrall Disc one and rwo
MacBoock User Cuide in Gray Cardboare case
Appie Care Service Letter Cispatch R&27€42a
senius Bar Work Confirmation
Azron Swartyz

Zoston Field Office Evidence
Held pending *udicial action,

Vaulrn

102 2011 cm 34

B2/711711

sA [(BEL(]

Nokia Cell Phone

T-Mokile, HTC G2 ceil chone

& Magnetic Media Tapes

Aaron Swartz

Boston Field Office Evidence vault
Haid pending judicial action.

102 2011 CE 3=
2711711

SA

Merzaliic Blue i1pod

White iPod with cArcyving case
White iPod wirh serial number SABA30EIGLXRA
White iTalk

Black 16GB Thumb-¢rive

AAron Swartzy

Boston Fleld Office Evidence Vault
Heid pending judicial acticn.

Fifry-four migcel #Neous compact discs
Twy hard drive enclosures

T-Mobile Sidekick

Sony Micro vVaple

Aaron Swartz

Boston Fiela Difice Evidancs Vault
Hald vending judicial action.

7

d

62 2011 oR
2 1711

DVD-R with handwritten label

Fockat sctebosk

Pure Srive (ujck start guids

Disx vtility interpal havd drive dapgrade kit
32agate Barracuyaa Hard Drive Installation Cuide
Aaron Swartz .

Boston field Offica Evidence vauic

Held pending judizial aericn.

192 2011 CE 3B
2711471

30R/2011
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TITLE: AARON sw4 RTZ

5 &

NEW ENGLAND ECTF CASE OPENING SHEET

FILE NUMBER; 102-775-60071

NCIC: 01/07/11 QH 01/07/11 QR 01/07/11 STATE: 01/07/11 BOP: 010711

SA ASSIGNED:

(D)(6),(b)
(7)(C)

DATE ASSIGNED: D041

PRIMARY CASE TYPE: 775.-5‘0 Unauthorized Access LOCATION: Cambridge, MA

SECONDARY CASE: 844.1 91; 848.304; 848,939

FRAUD LOSS: ACTUAL: 5TBD POTENTIAL: $50,000.00
ELECTRONIC BANKING/CONSUMER ELECTRONIC FUNDS TRANSFER:
ATM DIRECT DEPOSIT PAY-BY-PHONE
COMPUTER BANKING POINT OF SALE TRANSFER
COMPUTER FRAUD:
FED STATE PRIVATE X
TELECOMMUNICATonsz'me FRAUD:
CELL WIRE X PAGER CREDIT CALLING CARDS .
ACCESS DEVICE:
FINANCIAL PERSONAL ELECTRONIC ~
IDENTIFICATION/SOFTW A RE PROLIFERATION;
SOFTWARE DISTRIBUTION PLANT/PRODUCTION
ECTF MEMBER
AGENCY CHARGE 3

CRS INITIAL / DATE
ASSET FORFEITURE POTENTIAL REVIEW
APPROVED

ORE) TG
A SIGNATUR

2T



A A AP S AR

A 3 3

SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 CE 000038
AR
EVIDENCE HELD AGAINST [] sPecimen CA3E NO. 102-775-0060071-5
OFFICE
SWARTZ ARROH 208TON FIELD OFFICE
(b)(6),(b)}7)C) DATE OF INVENTORY
02/11/11 PaGE 1 of 2 PAGES
7 / ”/” REVIEWING SUPERVISOR
RLS ~SP DATE (b)(6).(b}(7)C)
(b)(B).(bX7)C) ,
2 ////// _ 2/
— SIGNATURE - WITNESS . 7 * DATE SICNATURE . DATE
i cartily the evidence described in the page(s) of this Inventory,
notammdisposeddperaﬂachedd umentalions, was
varified for final retention at Forensic Services Division this date.
SIGNATURE - FORENSIC SERVICES DIVISION DATE
’Lg“ DATE RECEIVED | QUANTITY DESCRIPTION OF EVIDENCE VALUE
THE ARLOW LISTED 1TEME WRRE S2TZED PURSURNY
TQ A FEDERAIL SEARCH WARRANT ON 2/131/711 a2
124 MOUNT AUBUTN STREET, BUITE $208, OrFICK
' 504, CAMBRIDGE, M, THESE ITEME SAVE BEER
¥ MELLAND DATED “MP 2/11/11" IDENTYFYING SA
Y% AF TRR BOSTON FIELD OFWICE.
N1 e2/11/13 1{ APRPLE IMAC, MODYL A131) $806.00
SERIAY, NUNBERS
RBO25AXGDET
2§ o211 1 { WESTERN DIGITAL aAmD LURIVE, MODEL w1200 §60.00
SERIAL NUMBERS :
WOANNLIOGET24
TOTAL sumswamsseipe- $860.00
M— »
UNITED STATES SECRET SEAVILE Thia form wae soctroruraty pmducet via Imaifomn by USSSIADWNMNGPARS SSF 1544 (03mE)
FINAL JaAB

A
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CHAIN OF CUSTODY LOG 3
If this inventory consists of more |han‘ one page, documsnt ths Chain of Custady Log on the reverse of the FINAL GONTINUATION SHEET

CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER (FROM SSF 1544)
{Continuation Sheet) 102 2011 C® 000038 PAGE 2 OF 2 PAGES
DATE OF INVENTORY QFFICE CASE NO.
02/11/11 BOSTON FIELD OFFICE 102~775-0060071-8
ITEM NO. OATE ACTION REGISTRY NUMBER(S; SiGNATURE
I bX(B).(eYTNC) | ]
7 2 T linty <
12 1241 [Tl rhrlah e A, B
VAR A X G e -
. ir 2 . . 4 .
4 [“/»” 0 A Jkn E o o) -
- "/ﬁ"/(z (0 150 I Lows - N
i (DG D)7 HC)
i ! /3*3’]” De ¢ [HEIEHD Hewrgaes oh |
VKITED STATES SECREY BERACE S5F 1544 dtrem)



b
ti,

SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 CR 000031
EVIDENCE HELD AGAINST D SPECIMEN GASE NO. 102~775-00600718
QFFICE
SWARTZ AARCH BOSTON FIRLD OFFICE
(bX6),(bX7)(C) DATE OF INVENTORY
I 02/11/11 PAGE 1 o 2 PAGES
{Lfd —
{B)B).(b)7KC
SIGNATURE - SPECIAL AGENT DATE (B)6). (X 7XC)
(b)(6).(bX7)(C)
SIGNATURE - WITNESS CATE _SIGNATURE. . DATE
| cartify the evidence gescrived in the page(s) of this inventory,
nmwmmsedismddp«mmmdoammsﬁmn, was
verified for final retention af Forensic Services Division this date
SIGNATURE - FORENSIC SERVICES DIVISION DATE
o | DATERECEVED | quanTiTY DESCRIPTION OF EVIDENCE VALUE
THE SELOW LIBTED ITEMS WERE SEIZED FURSUANT
TO A FZOERAL SEARCE WARRANT O 2/11/11 AP
950 MASSACEUSRTITS AVE, APTH# 320 BOSTON, MA.
TEESE ITEMS ARE MARRED "AB 2/11/11" FOR
IDENTIFICATION. AB IDERTIFIES SA
BOSTON FIELD OFPICE.
§11 02/11/21 1| SCIENTIZIC ATLANTIC MODEM, BLACK, WITE $20.00
PCWER CORD, /N # 2M1585968, LOCATED IN
CORNER OF LIVING ROOM
24 o2/13v/11 1 { APPLE MULTI ADAPTER, WHITE, $20.00
8/% ¥ 6¥3395M72UE, LOCATED IN CORNER OF
LIVING ROOM
33 02/11/11 1| APPLE MULTI ADAPTER. WHITE, §20.00
8/M ¥ 6FT2B1MNUMS, LOCATED IN BEDROGH
§/4 02/11211 1§ BLACK NOTEBOOR JOURMAL, UNLINED RO VALUR
LOCATED IN BEDROOM
TOTAL el $60.00
TR
UNITED STATES SECHEY SERACE Tris Rum weas ok ity s OmniForm by LESS/ADMINMNOPARS S5F 1544 (0358}
FINAL JaB

e fole




Ed

f this inventory consists of more than

CHAIN OF CUSTODY LOG
Page. document the Chain of Custody Log on the re¥

of the FINAL CONTINUATION SHEET

CERTIFIED INVENTORY OF EVIDENCE
(Continuation Shee)

SERIAL NUMBER (FROM SSF 1544)
102 2011 ¢ 000031

PAGE 2 OF 2 PAGES
DATE OF INVENTORY OFFICE CASE NO.
02/11/11 BOSTON FIELD OFPICE 102-775-0060071-3
ITEM NG, CATE

ACTION

REGISTRY Numasﬂtﬂ(b;( 6).(b)7XC)

I 244 77 A7

7

&

- b)(6).(b)(7)
20 Vb fy <O

L4
/ .
'y N

o/ lc“L/Pr’i/‘

£ "'/2’/ // 7 ‘el 0 C??‘,/O//v;/ L1

213 |"ah 10 BEO e

]

UNITED STATES SECRET SERVICE

!
{L |

18P 154 s



CERTIFIED INVENTORY OF EVIDENCE 102 Soriiee sonsss
EVIOENCE HELD AGAINST [[] sPeciMEN CAsEnO. 02-175-0060071 -5
SWARTZ AARON QFFICE

BOSTON FIRLD OFFICE

(B)(6).(bX7HC)

DATE OF INVENTORY
L 02/11/11 PAGE 1 o 2 PAGES

tvsmns o

——— 7NC
TS SATE (b)(6).(B)7XC)
(b)(6),(b)7}C)
2-11 -1 . 2 /n/
SIGNATURE - WITNESS DATE SIGNATURE DATE
1 cerlity the ewdence described in the page(s) of this inventory,
not otherwise disposed of per attached documentations, was
verified for final retention al Forensic Services Divigion this date.
SIGNATURE - FORENSIC SERVICES DIVISION BDATE
o | DATE RECEIVED | quanTITY DESCRIPTION OF EVIDENCE VALUE
THE BELOW LISTED ITEMS WERE SEIZED PURSUANT
TO A FEDERAL SEARCH WARRANT ON 2/11/11 AT
980 MASSACHUSETTS AVE, APT ¥320, BOSTON, MA.
THIS ITEM KAS BEEN BARREQ *MP_2/11/11n
IDENTIFYING SAl(D)(6),(EX7HC) lor 2rx mpo.
3| o2/21/11 ! | GALAXY METAL GERR BOX EXTTRANAL HARD DRIVE $50.00
TOTAL seem——e- $50.00
M——
UNITED §TATES IECRET SERVICE Py form was slecromicatly gradused na Ommitorm by USSSADMBUMNOFARS JSF 1544 (0988}
FINAL JABR
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@ CHAIN OF CUSTODY LOG %
i thig inveniory consists of more ihan one page, document the Chain of Custody Log on the reverse of the RFINAL CONTINUATION SHEET,

CERTIFIED INVENTORY OF EVIDENGE SERIAL NUMBER (FROM SSF 1544)
(Continuation Sheet) 102 2011 C® 000082 PAGE 2 OF 2 PAGES
DATE OF INVENTORY OFFICE CASE NO
82/11/11 BOSTON FIELD OFFICE 102-775-0060071~8
ITEM NO ACTION REGISTRY NUMB
. 71.5}0 VALY B)(6).BNTNC)
' . BYE).(B) 7 N
/ 70 SAQOOD fory 1, |
R A
!1" "b /'a‘ é/
WHTED ATAYES SCCRET SEFAlE I8 IM&M



SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 CE 000034
EVIDENCE HELD AGAINST [ specimen CASENO. o 975-006 S
OFFICE
SHARTZ AARCH BOSTON FIELD OFFICE
DATE OF INVENTORY
02/11/11 PAGE 1 o 2 PAGES
Z/ ulri EMIEVAIG 8
BATE (£(8).{(b)7)(C)
2 /11 2/ /v
DATE SIGNATURE R DATE
| certify the evidence described in the page(s) of lhis inveniory.
nol otherwise vispased of per aftached documentalions. was
verified for final relention at Farensic Services Division this date.
SIGNATURE - FORENSIC SERVICES DIVISION DATE
"5 | DATE ReCEVED | quanTiTy DESCRIFTION OF EVIDENCE VALUE
THZ BELOW LISTED ITEME WERE SBIZED PURSUANT
TO A FEDERAL SZARCH VARRANT AT 950
HMASSACEUSETTE AVE., APTH 320, BOSTON, MA., ON
2711/11. THESE ITEMS ARR MARXED “"AS 2/1172114
IDENTIFYING B OF TEEX BOSTON
FIZLD OFFICE.
2 02/311/11 1 | NORIA CELL PRONE W/ PONER CORD, BLACK 1IW NO VALUE
COIOR, ATET? BRAND, LOCATED IN THEE BEDROON OF
TRE RESIDENCE.
21 02/11/11 1| * MOBILE, 8TC G2 CELL PECNE W/POWER CORD, RO VALUR
LOCRYRED IN THE BEDROON OF TRE RESIDENRCE,
3 02711711 12 (12} MAGNETIC MEDIA TAPES IN A ¥FEDEX BOX, NO VALUZ
LOCATED IN TSE LIVINGROOM CLOSET OF THE
RESIDENCE .
TOTAL sl NO Vﬁwﬂ
m—‘
UNITED STATES SECREY SERVICE Thas torme way Slarironcally oomacno wa Orvikorm by USSSIADKINNMNO/PARS K|8F 1544 (0308)
FINAL Jan

&%f ‘



CHAIN OF CUSTODY LOG 3
page. document the Chain af Custody Log on the reverse of the FINAL CONTINUATION SHEET

*  if this mventory consists of more than B
P

CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER [FROM SSF 1544)
{Continuation Shest) 102 2011 CE 000034 PAGE 2 OF 2 PAGES
DATE OF INVENTORY OFFICE CASE NO.
02/11/711 BOSTON FIELD OFPICE 102-775-0080071~8
ITEM NO DATE ACTION REGISTRY NUMBER(S) SIGNATURE
. , . . (b)(6).(b}7)C)
123 2l [T A0 il
- el p— 7
1-2.129%+4/1 77 80 4mp
. A Y GO RS e
"'2'1// /)‘/'/ W "\/‘7 ) ( C’/l'J((J ¢ ey
I4 P v Vad
f —~ 2 .
o tl 'l 9:/5? (0 L350 (eer
UNITER STETES SBECRET SERVICE ISF 1544 D28

—




3 ’ & 3 *33

-

CERTIFIED INVENTORY OF EVIDENCE o BoraER 0035
EVIDENCE HELD AGAINST [] sPeCimen CASE NO.

102-775-0060071-8

OFFICE
BOSTON FIRLD OFPFICE

DATE OF INVENTORY

02/25/11 PAGE oo 2 PAGES
2125/11 REVIEWING SUPERVISOR
i DATE
()6, (bUTHC) (EX6).(EY7)(C)
Tz S 27y
— SISNATURE -WITNESS DATE SIGNATURE DATE

| centiy the evidsnce cescribed in the page(s) of this inventory,
nat otherwise disposed of par aitachad documentations, was
verified for final retention at Farensic Sarvices Division this date.

SIGNATURE - FORENSIC SERVICES DIVISION DATE
’TN%M DATE RECEIVED | QUANTITY DESCRIFTION OF EVIDENCE VALUE

THE BRIOW LISTED EVIDENCE WAS RETRIEVED FROM
CAMBRIDGE, MA POLICE DEPARTMENT ON 2/25/11.

THESE ITEMB YAVR DEEN MARNED AND :
"MP 2/28/11% IDENTIFYING sa|(b)(6),(b)(7)(C) |

OF THE BOSTON FIELD OFFICE.
ACER ASPIRE QNE MODEL 5324 $200.00
SIRTAT, NUMHERS:
LUSAKODOO10011001R16
&1
2§ C2/28/11 1 | ROCKETFISH ENCLOSURE KIT CONTAINING ONEB 385.00
WESTERN DIGITAL 2TE EARD DRIVE
SERIAL NUMHERS:
SMAZRALE2667S
34 orras/11 1| HP USB DRIVE MARKRD 00458MIBTL 85102 $10.00

1§ 82/25/1y

-

TOTAL wasemmsniie- $295.00

Tina iorm was Aisstroncally proauesd v OmmFom by USSS/ADMIN/MNO/PARS 38F 1544 (0AB3)

UNITED STATES S8ECRET SERVICE
FINAL JABR

-—




% CHAIN OF CUSTODY LOG 3
‘:f this inveniory consists of more than one page, document ihe Chain of Custody Log on the reverse of the F INAL CONTINUATION SHEET,

CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER (FROM SSF 1544}
{Cantinuation Sheet) 102 2011 cER 000039 PAGE 2 OF 2 PAGES
DATE OF INVENTORY QFFICE CASE NO
02/25/13 BOSTON FIELD OFFICE 102-775~0060071-3
ITEM NO. DATE ACTION REGISTRY NUMBER(S) l SIGNATURE

—1 — BYB). BITNC)
/=3 2.25/| 70 T8990 vaud7

D200 W-TLRY By QOGNS | /e
oo bl Voo i s

=

UMITED KTAYER SECARY SERVIGE

F 154 B0




SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 CB 000033
NO.
EVIDENGE HELD AGAINST ] sPecimMeN CASE NO. 102-775-0060071 -8
OFFICE
SWARTS AAROW BOSTON FIZLD OFFICE
-‘_.-—_-—M—_
EVIBYE.BNINC) DATE OF INVENTORY
(b)(8).(bX 02/11/11 PAGE L of 3 PAGES
‘ Z_/If/ 1y REV :
- DATE (B)(B),(bX7NT)
(b)(B).(bU7XCH
\ L/ ] / /1
SIGNATURE . NESS DATE SIGNATURE . DATE
| cartity Ihe evidence described in the page(s) of this Inventary,
not olherwise disposed of per attached documentations. was
verifisd for final retention at Forensic Services Division this daie.
SIGNATURE - FORENSIC SERVICES DIVISION DATE
'L? DATE RECEVED QUANTITY DESCRIPTION OF EVIOENCE VALUE
THE BELOW LISTED ITEMS WERE SETZED DURSTANT
TO A FEDERAL SXARCH WARRANT ON 2/11/11 At
950 MASSACHUSETTS AvE, APT #2320, BOSTON, MA.
THESE ITEMS ARE MARKED “AB Z/11/11" FOR
IDERTIFICATION FURPOSES. AR IDENTIFIES
BOBYON FIBLD OFFICE.
QJ 62/131/11 i1 | WIRBLESS-G 2.4 GNX BROADEAND ROUTER LINKSYS; 3$30.00
BLOE AMD BLACK, 8/N # CDPGLGE09626
LOCATED IN THE LINVING MOGM
2| 02/21/11 i | MACBOOR MAC 05X INSTALL DISC 1 AND 2, $10.00
GRAY, IN PAVER SLECVE, LOCATED IN THE
LIVING ROOM
3§ %2/11/11 1 | MACBOOK USER GUIDE IN GRAY CARDBOARD CASE, $10.00
8/% § 2V09082008, LOCATED IN THE LIVING ROCRY
4] oz/11/11 1 | APPLE CARE SERVICE LETTER NO VALOE
DISPATCH ¥R7276408 (5 PACES), LOCATED N
TEE LIVING ROOM
51| 62/211/11 i ] GERIUS BAR WORR CONTIRMATION (2 PAGES) NGO VALOE
REPAIR # R7276213 AND R7276408, LOCATED IN
TEE LIVING ROOM
TOTAL ev— 950.00
M———
UNITED STATES SECRET SEMICE TiNe form was srectovealy produced wa OmisFomm by USSBADMINMANOAARS SAF 1544 H00/88)
FINAL J2n
¥
T i

-




B 9 D

CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER (FROM SSF 1 544)

(Continuation Sheet) 102 2011 cx 000033 PAGE 2 OF 2 PAGES

DATE OF INVENTORY OFFICE CASE NO.

02/11/11 BOSTON FIELD OFFICE 102-775-0060071-8
';%’f‘ DATE RECEIVED | QUANTITY DESCRIPTION OF EVIDENCE VALUE
BROUGHT FORWARD $50.00
61 02711/11 1 | DIGITAL MEDIA COMPACT FLASG 2508 snoLE $5.00
TECH, LOCATED IN THE LIVING ROOM BOOKCASE
TOTAL - $55.00
UNITED STATES SECRET SERVICE Wmmmmumwm "~ SEF 1544A (0X0)

FINAL JAB

'\

REF




. % CHAIN OF CUSTODY LOG ?

It this inventory consists of more thaa one page, document the Chain of Custady Log on the reverse of the FINAL CONTINUATION SHEET,
CERTIFIED INVENTORY OF EVIDENCE

{Cantinuation Sheat)

SERIAL NUMBER (FROM SSF 1544)
102 2011 cB 000033 PAGE 3 OF 3 PAGES
DATE OF INVENTORY OFFICE CABE NO.
02/11/1}2 BOSTOW ¥VIRLD OFFICE 102-775-0060071-3
ITEM NQ. QATE ACTION

REGISTRY Numn?é)(]e)‘(b)ﬁ)(o) SICNATIIRE

=6 [Tl | T iE) VLT
1ok 7y APOmIO) 7 /‘;’
. ’j%?l,[/ ?P;JL//,:]{‘Q/A /";’j;;(jz' 37_‘;r P {,;_/',A :
= (i' /%7!'// Casg L’/\P{}/.C:'L’f' }6,‘:(?](; e b“‘/[’

>
&

Ve 7275 s

VNITED ITATES SECREY TERVICE

29F 1804 (328)

-




X
4,

SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 CE 000036
——
EVIDENCE HELD AGAINST ] sPeciven CASENO @ 175-0060071-8
OFFICE
SWARTE AARON BOSTON FIELD OFFICE
N
EVIDENGE INVENT 0 gY DATE OF INVENTORY
: 02/11/11 PAGE 1 2 PAGES
Zlu //I REVIEAING.
h CIAL AGENT DATE (b)(8),{(bX7NC)
{b)(8).(bX7}C)
AVl 4// Y
SIGNATURE - WITNESS ol CATE SIGNATURE
| cerlify the evidencs de:cnbed it the page(s) of this inverntory.
not otherwise tisposed of per aitached documentalions, was
verified for final retentian 31 Forensic Senvices Division this date.
SIGNATURE - FORENSIC SERVICES DIVISION DATE
or | oateReceveD | quanTity DESCRIPTION OF EVIDENGE VALUE
TEE BELOW LISTED ITEMS WERE SEIZED PURSUANT
70 A FEDZRAL SEARCH WARRANT ON 2/11/11 AT
S50 MASSACNUSETTS AVE. APT $320, ROSTON, M.
TEESE ITEMB ARE MARKED "AB 2/11/11" FOR
IDERTIPICATION PURPOSES. AB IDENTIFIES
sal[EEY (M7 7] sosTON FIELD OFFICE.
Q 1] 62211/ 40 | FORPY MISC CD-R DISCH wWITE $40.00
CABES AND MXSC PAPERMORK, LOCATED
} IN THE BEDROOM,
*3@ 02/11/11 \%{ *wo zamo parve ENCLGSURES, LOCATED IN THE LIV $2.00
ING ROOM CLOSET
3§ o2/13/11 1{ ? MOBILE SIUERICK, LOCATEZD IN THE RO VALUE
LIVING ROGM CLOSET
41 02s211/13 1] SONY MICRO VALY, CRANGE, LOCATED IN WALLET 35.00
TOTAL sl $47.00
JNITED STATES SECNET SERVICE This form was Meckancally p/e0ucnd via OMAE G by US S8 DM A T 357 1544 (03/BB)
FINAL JABR



CHAIN OF CUSTODY LOG P
J 898, document the Chain of Custody Log on the re';'vefse of the FINAL CONTINUATION SHEET

If thig inventary consists of more than o7

CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER {FROM SSF 1544)
(Confinuation Sheat) 102 2011 CE 000036 BAGE 2 oF 2 PAGES
DATE OF INVENTORY OFFICE CASE NO
02/11/11 BOSTON FIELD OFFICE 102-775-0060671-8
ITEM NO. DATE ACTION REGISTRY NUMBER(S) SIGNATURE

{b)(6).(b)(7)(C)

L4 QWY DR e F

4 505 |70 S vow A
2P . [EX®.0)D)
o LA ’/J,/q ’fo\ﬁﬁc’f A YN £ A

M [ \3(75[4 &S b7 /72“/( il !{.« Zravfa '// 2777 /q/‘/

.;ff;\ ‘/nf & | 7F ’<7{'J" /‘,é?’f(/@'"'t/ € &/ .UU'(":’-

TR Reforod K 5 Aty o7 IR R b,

#Z | s yo Ty ja b

Sy |70 SO Uoce 4

NITED STATES SEGRET StavicE
ISF 1544 w391

X
lm




o 3 >

SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 CR 000037
: N
EVIDENCE HELD AGAINST (] sPeciven CASE NO 102-775-0060071-8
QFFICE
SWARTEZ AARGH BOSTCH FIELD OPPICE
EVip— — = DATE OF INVENTORY
(b)(8).(bX7XC) 02/11/11 PAGE 1 o 3 PAGES
GNATURE - SPECIAL AGENT— DATE (b)(6),(b)(7){
(b)(6).(b)7)C) / /
— Z24/1 Zfnin
— SIGNATURE - VI #RESS CATE SIGNATURE . DATE
| certily the evidence described in the page(s) of this inventory,
not otherwise diaposed of per attached documantations, was
venfied for final retention at Farensic Services Davision this aate.
SIGNATURE - FORENSIC SERVICES DIVISION DATE
‘e | DATE RECEVED | quanTiTy DESCRIPTION OF EVIDENCE VALUE
TRE BEIOW LI3TED ITiMs WRRE SEIZED PURSUANT
TC A FEDRRAL SZARCE WARRANT OR 2/11/11 a»
950 MASSACHUSEYTS AVE, APT #320, BOSTON, MA.
TRESE ITEMS AR VMARKED "AR 2/11/11" FOR
IDENTIFICATION PURPOSES. AA IDENTIPIRG
3 BOSTON FIRLD OYFICE.
1 92/11/11 1| "OFFICE DEPOTY DVDER; BANDWRITTEM LABEI, $58.00
"BIBLIOGRARNIC DATA WHICE MYSTERIQUSLY
APPEARRD ONX OAY a8 TBE SUN WA SHINING",
IOUNTED IN THE SEDROOM
2 gas11/11 1 | FOCKET MOTXBOOX WITE RLUE AND WHI?TE ERXAGON NG VALUR
AND RECTANGLE DESTEN COVRR. LOCATRD IN TR
‘? BEDROOM
AN ”3 02/11/21 1] PURE DARIVE MODEL 761 LXTERAL BARD DRIVE $20.00
QUICK START GUIDE WITE CD, CONTAINZD
Q IR PLASTIC BAG,LOCATED IN THE BRDROOM
la 02/11/11 i | bXsC urILITY IRTERNAL BAND DRIVE UPGRADE $20.00
KIT, TELLOW AND ORANGE CB IN WEITE PAYER
CASE, LOCATED IN Tux BEDROOM
TOTAL mevmmsniiy- 45.00
UNITED STATES SECRET SEAVICE T8 o was #RAATNMIY Hrocvead via OmivF om by USSEMADMINMNOPARS i SSF 1342 iBa/m)
FINAL JAB

(st File.



Do D @

CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER (FROM SSF 1544)
(Continuation Sheet) 102 2011 cm 000037 PAGE 2 o 3 PAGES
DATE OF INVENTORY OFFICE CASE NO.
02/11/11 BOSTON FIRLD OFFICE 102-775-0060071-8
'LEOM DATE RECEIVED | QUANTITY DESCRIPTION OF EVIDENCE VALUE
BROUGHT FORWARD $45.00
F‘IS 02/11/11 1 | SEAGATE sATA 3.5" BARRACUDA INTERMAL BARD $5.00
DRIVE INSTALLATIONM GUIDE, LOCATED IN TEE
BEDROOM
TOTAL S $50.00
e e ——— e .
UNITED STATES SECRET SERVICE mmmmmmmmqmm’_ "~ SSF 15A4A (03008)
FINAL JAB

==

H",




CHAIN OF CUSTODY LOG =

&

¢ [4

i#this inventory consiats of more than Wk page, document the Chain of Custody Log on the rdi#iae of the FINAL CONTINUATION SHEET.
CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER (FROM SSF 1544)
{Continuation Sheet) 102 2011 CE 000037 PAGE 3 oF 3 PAGES
DATE OF INVENTORY OFFICE CASE NO
02/11/11 BOSTON FIELD OFFICE 102-775-0060071-8
ITEM NO DATE ACTION REGISTRY NUMBER(S) SIGNATURE

(b)(8).(bX7)(C)

5 74y | BAED 1
BX6).(bX7

kﬂ\ "/3'/11 "77’“575 ))( WbHD) /nw S f./*’n

‘S;t-!lvi" ”1/«’/:1 Aoy ’/t' Lé‘/x/:ﬂ £/ 8 i ) "[ /7773{9

| Covugn OF Ot .(/uy(
L efay | b

] o fy |70 B oueet
Ry OO e/ £

UNITED STATES SECRET SELYLE 3SF 1544 130

—F




A .y

»

Y -

" SERIAL NUMBER

CERTIFIED INVENTORY OF EVIDENCE 102 2011 CE 00011$
EVIDENCE HELD AGAINST (7] sPECIMEN CASE NO 102-775-0060071-5

SWARYTZ AARON OFFICE

BOSTON FIRLD OFFICR

EVIDENCE INVENTORITEYE), (D)(7)(C)

[®YE).BNTHC)

DATE OF INVENTORY

SIGNATURE - SPE(,m(b-)(e)‘(b-)(T)(C-)

|(6)(8),(B)(7)C) |

SIGNATURE - WITNESS

[ 06/07/11 PAGE 1 of 2 PAGES
677 / ’ ! REVIEWING SUPERVISOR .-
CATE (£)(B).(bY7)C)
AT SIGNATURE DATE
| certify the evidence described in the page(s} of this inventory

not otherwise disposed of per attaghed documentations, was
verifisd for final relention at Forgnsic Services Dwiston this date.

SIGNATURE - FORENSIC SERVICES DIVISION DATE
'TEM | oaTe RECENVED | quanTiTy DESCRIFTION OF EVIDENCE VALUE
| THE BELOW LISTED EVIDENCE WAS RECEIVED BY SA
b6 (D BFO, FROM THE LAW OFFICES GP
GOOD & CORMIER, B3 ATLANTIC AVENUR, BOSTGN,
MA., ON 6/7/11. THIS EVIDENCE WAS TURNED OVER
BY SUSPRCT AARCON SWARTZ
THESE ITRMS KAVE BEEN MARKED AMD DATED “Mp
6/7/11" IDENTIFYING SA[(DY(B)(EY7)C) Jor Tue
BOSTON PIELD CFFICE.
11 os/07/11 1| SAMSUNG HDD 1500GB HARY DRIVE $25.00
SERIAL NUMRERS:
S1Y6J1CZ800326
2] 08/07/11 1| SAMSUNG HDD 1500GB HARD DRIVE $25.00
SERIAL NUMBERS:
S1Y6J1CZB0032D
31 06/07/11 1 | SAMSUNG HDD 1500GB BARD DRIVE $25.00
SERTAL NUMBERS:
S1Y6J1CZ80033)
41 06/07/12 1| SAMBUNG HDD 1500GB BARD DRIVE 325.00
SERTAL WUMBERS:
S1¥6JLCZR00332
TOTAL gy 3100.00
UMTED STATES SECRET SERVICE TTus Torth was elecHGnicaRy prodused vie OmiForm by USSE/ADMNIINOIE ARG SSF 1544 J0%86)
FINAL JaB
!
, /
O r ,C},r’)& 1




it this inventory consists of more than one Fage. dacument the Chain af Custody Log on the

iy
f@ CHAIN OF CUSTODY LOG

reverse of the FINAL CONTINUATION SHEET.,

CERTIFIED INVENTORY OF EVIDENCE

SERIAL NUMBER (FROM §SF 1544)

ACTION REGISTRY NUMBERIS) SIGNATURE

{Conttnuation Sheet) 102 2011 ce oCOLl1% PAGE 2 OF 2 PAGES
DATE OF INVENTORY OFFICE CASE NO
06/07/11 BOSTON FIBLD OFFICE 102-775-0060071-8
TEM NO DATE

FY 174/

0 480 VAL

(b)(6),{bX7)(C)

¢

- 64

o FCAY Vaol F

/] "/;,/,/

b)6).(B)7) |
7T 5 §C)( 7 Pl R

Cid [ /l/ ’r / /i

L0 (G

1
-

/]

UNITEL) STATES SECRET SERV G

I

Wt

I5F 144 [0N36)




I SERIAL NUMBER

. CERTIFIED INVsi3 -

| 15287 |

NAME OF SUBJECT :

_ Aaron Swartz : 102-775-60071 |
CFFICE CONDUCTING INVENTORY. ! DATE OF INVENTORY

RoS /o2 6/ 771 | PAGE __ | oF | pages I

‘?sGNA' B ENTNC) MENWW?EW)WW i;1'umsRecsrvc=.o- i‘DATE RECENED:
2 1312 [ e/7/m
TEM# | QUANTITY ) DESCRIPTION OF PROPERTY
' | S HID S SIVE TICZX¥p & 326
L L Seewdd WD YN SIVETICZ vpd 324
3 | demveiny, WD) SN SIVETICZ. %od 37
L H i g«.l»\Sl.uJ. RO SIM_ SI1Ye T ¢z X9 332

P 1.

e

i

{30} days from the date of thig notice to raclaim my property or

I hereby acknowiedge refinquishing the above listed pbroperty and have been informed that

. If after ihirty (30) days, the p
abandonment procegures. {TH

ropeity has not been claimed
1S NOTICE WILL SERVE AS

designate someone n writing ta raceive i R

{have turty  SIGNATURE CF SUBJECT-

L

the U 8. Secret Service will commence RS
YOUR ONLY NOTICE } b

_v-/-"-.

\\-—a"\—/”’/

RETURN OF PROPERTY

{1 NONE Lot rems by aumban

| ACKNOWLEDGE RECEIPT OF THE ABOVE

LISTED PROPERTY WATH THE FOLLOVNG EXCEPTIONS

TME

SHSNATURE OF SURJECT

[‘

; SIGNATURES OF PERSONS CERTIFYING RETURN OF PROPERTY

|

12

UNITED STATES SECRET SERVICE

THY 0N mBY IRTIOAEETY DIOBET wh OMaF o by USSS/ADMINNOR AR

s
-—

TA e S ST ubce GEeTRE T

Partt

RECEVED. | DATE RECENVED.

SSF 3051 (08/2002)



TASE MOMBER:

LA :'?T

13

e
“ LI

AGENT 78 maap ~o
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CFFENDER IDEMTIFIED

REMARKS .

W
ey
“

,.
e e
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T LOCAT IO e

CEEDIT
l

RTINS

TASE.TvPE, 775,35
BRRS TASELYSNT . N
OTHER NON-PRIORT
TYPE: B4@380
STCOMDARY

~
C23

CTTRL HAS ASDITIONAL

FIELD ORIG I2D 2COHE TRAMSE
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AGENT 1823 GATE DATE LURRENT
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P

-

CAZE NG /
ERSONAL HISTORY SUMMARY 10277550071 &
SUBJECT (LAST FIRST Mi}
grsovey |1 sussgar f
—
! SWARTZ, AARON, MNU X%
AFFIGYIYLE ARMED AND CAMGERDUS ALIASNICKNAME LAST FIRSTY tdiy
—] ] J—
1
ALIASNICSMAME (LAST FiRST My AUASMICKNAME LAST FIRST Ay
I
— —
! .
i { |
SEX j I Race . § HEIGHT | WE'GHT
ASIANIPACIFIC ISLANDER (A} [J arack s X wre ren /
24 mace iy ] remace ) ; ; ~—
i | O Aserican voumaaskan native ) IJ1 5 & 6 o | 120 | ]
E¥es e [ craromy NAR 7] seack s 1] wwatE sy
L] eoue s 1 suack [0 e gy 88 arcwn eroy [ sanov som D REQ ;RED; e
BROVAN (BRO; (] mazeLmany (] maro0n vk {1 ) sova e SAAT (GRY) ] s sy l’
008 EST YEAR OF giatu o088 il’.‘lTYiSTI\TE'COUNTRY) oQ8
[ 1 fs1s) o {¢ Q08 nax ey 20 vy M oo vy
1 —
1 10 8ls g [ CHICAGO, IL | | | [
INTEREST ;
7 mecisteren ownen % [ Jvermon i WANTED viARRANT 118 i) suauEcT ;19
7] aseuicant ] ernorsen T wrness I eusmve g ] £xma08 osFenoer (20,
[} emorovee {1 recuzater s "3 Sugeect 1z [] prOTECTEE 117y | Heg USE caLY 212 ,
o]
{_] conTRacT emaroveg 3 3 compramant i) [ verenpant iz [ supLy House camvass ;1o [] CARDHOLCER (23 i/
[ Paves g _J PLaNTIRE 19) ] weaMTED FOR UES TIONMNG 14y W WORED 7{
13 3
CCCUPATION ECCURATION GCCUPATION 1
!
i _—
RESEARCHER K ; |
KNGV YG RGENT [LAST, FRET M} JO NG
{BX®).BY7HC) A [PRE0]
L
33N S3N Y FRING
f /
sy don? f [ Y
M [T 4424 [/ , 675304kD0 [V
WKIYARY SERVICE NO BRANCH DATES OF DUTY TYRE OF GISCHARGE A CLAM NG
] 7, 7 n
H ]
PASSEORT (LOUNTRYNG ; { | 0 MO ISTATE COCALP D CALP D 90 LACALP D 0
= i~ -
R MA10556559 | !

|

IRIVERS LICENSE (STATENG ¥

UNK

CRIVERS LICENSE - STATEND »

SCARS (DESCRIBE, TATTOQS (DESCRIBE;

3PEECH OEFECT {EXPLAR) ALCENT ICESCMRE)

s — —
1] 1
i ! g !
MISIING LMY DESTAIRE) PHYSICAL DEFORMITY [DESCABE) AGDIC T 13PECIFY)
— — .
; |
1 . | /
HANDVARITING AHOTOBRAPH FINGE RPRINTS PALMPRINYS
Hin a0 Tr MM oD Y s o er A o2 Y
| — . ; | —
[ ] (] o 1o 41 (Nl 0 1]0 41 4 I ] i
MS ALEN NO MIST NO MISC NO ! OTHER AGENCY NO
,__ ‘,_.1 N -
i i L]

-NITED STAVES SECRET SERVICE
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Case No: 102.775-60071

BANKCREDT NAME ATCOUNT RO AQDRESS
’ |
NANE ACCDUNT v Al E3¢
AN CCOU Q ODRES l
"‘09375'0“.8 o GRGANIZA'HONSIAFFMA'ION&OYHER REMARKS —
] i
[ [ (]
RESIDENCE ADORES3
NUMBER SIREET Ty STATE TP ;OCE crmy ]
i
| ;
PHONE PHUNE REMARNS
ARERA CODE NUMBER l EXT AREA CoDE NUMBER l EXT
SECONDARY ADDRESS
HUMBER STREET CTY ¢ STATE 210 CODE CTRY
| 1
PHONE PHOME REMARKS
AREA CODE MUMBER ’ EXT AREA COOE { NUMBER l EXY I
VENICLE OWMEDIUSED/LEA«SED
TAG NO) BTATE EXPIRANGN YEAR MAKE MODELISTYLE COLOR VIN I-'
MM vy i
mEe A I N
H I
TaG 8T STArE EXPRATION YEAR MAKE MODELUSTVLE CoLe ViN l
MM Yy
[ : I"““* [—‘/ — 1 Remanrs =~ /
i | | i ]
EMPLOYER Nasg EMPLOYMENT CATES DUTIES PERFORMED
RESEARCHER |
_
SUPERVISOR'S NAME -1
HARVARD UNIVERSITY [
EHONE: AGDRESS
AREA CODE NUMBER EXT MuMAER ITREETY oITY STALE ZIE OO CTRY
[ — [ | i
: , i
EMPLOYER NAME EMPLOYMENT DATES DUTIES PERFGRMED
SUPERVISOR'S NAME
PHONE ARDRESS
AREA COOE NUMBER EXT — NUMBER STREETY Ty STATE 22 COUE CTRY
[ | l
RELATIVES aNGiOR AS3OCIATEE
RELATIONSHIp HAME ADORESS AREA CODEWPHONE NO /
FATHER (B)E).BXTNC) 4 /
MOTHER [/
Fe
!
{
I LAST ARREST OATEILOC'\TION'AGENCY‘C*FFENSE
-
[
NCIC WANTE OR WARPANTS QTHER WANTS OR WARRANTS (Spaciy - Agenay) : Cate Chack Mute}
103t Chack Mate)
MM oe ¥y MM oD Y —t
0 1jo 7{1 1 | { | [
(ECLINATION SPECIM. AGENT CUNPLETING FORM l DATE FORM COMSLETED
FEDERAL [T ssnmer ] srecimse !
s 0] [] (£)8).(B)TI(C)
STATE BLANKET SPECIFI !
| , 0111841 [ ]
NITED STATES SECReT SERVIGE

GSF 1593410:903



Judicial Action Summary:3

Casze o Osforddnnt'y Name igat frat )
102.775-60071 [] SWARTZ, AARON, MNU fv
Anast Qe Otfice No Utfonss Case Tyes RGRNT {0r Atsast Craerd D Ne 00 SA o
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Date.

REPLY 1O
ATTN QF:

SUBJECT.

TO:

SAIC - Investigacive support Division

August 1. 2511

SAIC - Roston

Photograph

Swarts for YOour

s

r3r Steven D Ricreiardi

UNITED 3TATES GOVERNMI

MEMORAND!

/. 3. Secret Service
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~IB2-775.80071-3

attached please find a photograph of daron

files

(6)(6).(DN7)C)

special Agent ip Charge



A? United States Marshals Service - umn‘b%ncm USE

< Prepared an 07/9/2011 Booking Package Photos
USME NUMBRR: 94045.038 Date af Arraest: 07/0e72¢00
ORX: MAUSM01 90 FBI Nuxber:

Last Namea: SWARTZ
Firsc Name: AARRCH
Middle Mamw:

Sax: M Heighri15:Cg» Bye Colar: aRrRo
Pace Code: W Welght:130 88 Hair Colox: gLk

DGB:  11/38/193¢

s

—~

e

IR, -
A
———

e 3

. iy
Viaw : FRONT -

Date Yakem:07/1a/251:

Viaw : RIGAYT

Cate Taken: $T¢ 134001 ]

i ) “*Limited Official Use**
Thig Information is the Property of the U 8. Marghalg Service and Shall Nof ba Publicly Released or Disseminated Withoy U.S. Marshals Servica Authority
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. ‘% United Staes Marshals Service - uun@ncun. USE

. Prepared on: 07/19/2011 Booking Package Photos
USMS NUMBER: 94045-038 Date of Arrest: 07/19/2011
ORI: MAUSMO0100 FBI Number:
Last Name: SWARTZ
Pirst Name: AARON
Middle Name:
Sex: M Reight:5'06" EBye Color: BRO
Race Code: W Weight:130 LBS Hair Color: BLK
DOB: 11/08/1986
*“Limiled Official Use**
This information is the Property of the U S. Marshals Service and Shall Not be Publicly Released or Disseminated Without U.S. Marshals Service Authority

Page20f 2
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UNITED STATES GOVERNMENT
MEMORANDUM

US. SECRET SERVICE
Date: August 1. 2011 File: J-102-775-60071-8
Reply To
Attn Of: SAIC - Boston
Subject: Fingerprints of daron Swartz
Tn: SAIC - Forensic Services Division

Attached please tind a FD-249 of Aaron Swartz
for your tiles.

B DUTNC)

For: Steven D. Ricoiardi
Special Agent In Charge
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R-84 (Rev 08-31-1999) «'3

{See¢ wstructions on reveras sidse)

FINAL DISPOSITION REPORT

& ? Leave Blenk

FBI No.
675304KD0

Name on fingarprint Card Submitted to F81
Last Firat Micdie

Swartz Aaron

Date of Binth  11/08/86 Sex M

Hanry
Fingerprint

Classification
From FBI 1-8 Responze

Final Oispositon & Date
{if convicted or subject pleaded guilly to lesser chargs, nclude this
medification with dispasiton. )

State Buraau No. (SID) Soclal Sscurity No. {8SOC)

MA 10556559 [76) Joaga

Cantributor of Fingerprints (inclu complete name and iocation of
3gancy logethsr with ORI Aumber.)

U.8. Secret Service

10 Causeway St., Suite 447

Boston, MA 02222

MASS 10200

This Form Submitted By:
{Name, Titla. Agency. ORI No City & State}

Sgranse Date

Tiile

Arrest No, {OCA} Date Arrested or Receivag

7119111

[J count ornerep expuncemenT:

Cardfied or Authenteatad Copy of Coust Order Altachad

Offenses Charged at Arrest

1343 - Wire Fraud

1030 (a) {4) - Computer Fraud

1030 {a) (2} - Theft of information from a computer
1030 (a) (8) (B) - Recklessly damaging a computer
Section 2- Aiding and Abetting

-



INCILANLE 13 RESPONnse Page 1 of 2

] 3 )

U. S. Secret Service NCIC/NLETS Response Display

ORE: MASS10200

Response:

EROMINLETS:) 0N GR/01/31 AT 12:33:4% MASSLINZ o0

LRUWYFBINFOO
‘G1/

09"” DRSCLA2001 44413
138 08501720101 47045 MASELOLNG
TXT

HOR/Z2LO1-NCIYMACE: 02900
% N{(b H6) (U7NEC)
L THHINTE XN T ® o bowh o "RINTNPL H"”T,,p‘ !‘E;CRD MR AR R L A R T T T araras
cata As of 11 ~-38-01

aak&t-&«*ﬁ-*-ﬁ*kytraévﬁ-i*iviaht I"'Ll'!del’ti,On bt%(vﬁ)iwd5.‘-#710.&1*#&5&&0'
This rap sheet was preduced in re r32 ta the following request:

FBI ? bﬁr h?Sﬁcéﬁzb

Purprse Code Z
Lttention EUET KN I
T Cavears:

e information in 415 rap sheet Ly subiect ko the following
i word is bassd onily on the ¥FAv NUALEr 10 YDUD request-d

Thia reo: i
Because addirisas or seletionz may be made at any time, 3 new Topy
should be re o onerded for e nqpqupn use. 15, 201!—ﬁ%~61:

e

fingerprint
2011 ~08-01
Tne use of this resord -s tequlates by faw., It is provided for sfticiaj
use Cﬁiy and may be used cnly For the Turposs requastad. UY;

A AR R L Y S AT Y A - Peuasy ; 5
A4 - - - TEV enwd _;lrJ?“-‘LLI'\’ATf(I'N iw&bﬁ..‘tv.‘ﬁi't&trﬁt’*iitilt

"wnm'z, AARG}I H
SWARTZ, .‘-.A:“C:b." (RKA
Subjsat ol

FSI qumba . st

dte Id Sumber .
“E13304KD MAXGIHESST {uA -3
Secial vbdqréty Mumber -
[EEETEY 49 3
Sex Hace
Male HWhite
Height faight Zate of Birth
Sraen 20 1986-1:1-08
Aair Color Lya Zolor Fingarprint fatrern
GBrown Browp GOSN T Oe us e oo i

uoer
o
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INCIL/NLELS Response Page 2 of 2

d 3

Photo Image Available US SECRET SERVICE BOSTON MASS10200
Available Image Other
(No Photo Image Transmitted
Comment:Arresting agency has photo associated
with arrest date of 2011/07/19)

ﬁi"ﬁﬁﬁiiﬁ'i'ﬁﬁ*ﬁﬁﬁtiﬁ'ﬁﬁﬁ CRIMINAL HISTORY 'ﬁ'ﬁ'fﬁﬁt'ﬁ"tfﬁﬁﬁtﬁ.'bﬁﬁ&

====c=== SesSsSS=sso=mssscas=ss== Cycle (0] ==s====ccs=sssascsscsz=xazze==
Earliest Event Date 2011-07-19

Arrest Date 2011-07-19

Arrest Case Number

Arresting Agency MASS10200 US SECRET SERVICE BOSTON

Subject's Name SWARTZ, AARON

Charge 01 “

Charge Literal 2608-FRAUD BY WIRE
Agency MASS10200 US SECRET SERVICE BOSTON
Severity
Charge 02
Charge Literal 2609-FRAUD AND ABUSE - COMPUTER
Agency MASS10200 US SECRET SERVICE BOSTON

Severity
Q**#t*tiiﬁiﬁ’ﬁiit'tit#tﬁt INDEX OF AGENCIES ﬁiiﬁﬁiﬁtttiﬁ&tttﬁﬁtitﬁtiﬁ*
Agency FBI-CJIS DIV-CLRKSBG CLARKSBURG; WVFBINFO00;
Address

1000 CUSTER HOLLOW RD
CLARKSBURG, WV 26306
Agency US SECRET SERVICE BOSTON; MASS10200;
Address

STE 791 10 CAUSEWAY ST
BOSTON, MA 022221080
* * * END OF RECORD * * +

<<Previous | Next>> | Cancel |

http://ssweb/edb/887/view response.asp?id=3998242

RIF

IO



(NCILANLE | S Kesponse Page 1 of |

3

U. S, Secret Service NCIC/NLETS Response Display

ORI: MASS10200

Response: | FROMINLEIS)  ON G8/01/11 AT 12:38:30 MASS10200

CR.MAIITO0OD
J3:7%8 08/01/2011 uvivap
C2:38 GR/DLAIDLL 47046 MASZI0ZO0
TAT
HDR/ZLCI-NCI T}
i AL)BYDUTKC)
THIS BECORD 1% BASED ONLY ON rHE Sip KOMIER IN YOUR REQUEST~
SID/MARIOR5654%
FRT/H675304K00
PUR/C
MAME .
SWARTZ, BARCN H
ADDRESS
I(b)(e) OUTNC)

Jo10}2) SSN BACE  ZEX  HEIGHT AEIGHT HAIR EYE COLCR BIRTH pLa

2006

g

13861103 # M 506 123 BED ERrC L
MISCELLANECLS NUMBER CITIZENIHLIP HON-FP-TL A58

SMPLOYER

124 HOUMT AUBDRN ST £52 CHMBRIDGE, MA
OCCUPATION

RESEARCH AT :=AR

ABREST MAME

SWARTZ, RARON Y
SGENC

CEMBRI DG LE 1

ARREZT CASE NUMAER QBTN DEFENSE DATE

20119168 TCAMZ0LINGD32

CFFENILS

X0
3
rJ‘J rr

EGliniosg BSE DAYTIME £OR FELONY ¢lvg 518
GFFENSES
2U11C10e B5E DAYTIME RO FELONY cl66 Slk

DBISECSITIONS

~“—.......~_...—-...........-—.._——..-»-_.-—---...-....--_-,-..___......_..___-...._.............q,-u.___............_........

http:/’f’ssweb/‘edb/887/@'_response.asp?id=3998243 R/1011



NUIC/NLETS Response

ORI;

Response:

http://ssweb/edb/887/7%6% : response.asp?id=399824]

?

U. S. Secret Service NCIC/NLETS Response Display

MASS10200-0

FROM (NCIC) ON 08/01/11 AT 12:38:51 MASS10200-0

FLO1-NCIYMASS102000

MASS10200

THIS INTERSTATE IDENTIFICATION INDEX RESPONSE IS THE RESULT OF YOUR
RECORD REQUEST FOR FBI/675304KD0. INDIVIDUAL'S RECORD WILL BE
COMPLETE WHEN ALL RESPONSES ARE RECEIVED FROM THE FOLLOWING SOURCES:
FBI - FBI/675304KDO

MASSACHUSETTS - STATE ID/MA10556559

END

4

Next >> ' Cancel ]

Page 1 of 1

RIF

TN Y




L L8 YHBUBL 02/16/2012 %%;2 50751/6950.

e, 2
2LO1IIT QUERY '
MASS102S0 R R Y T TS

THIS INTERSTATE IDENTIFICATION TNDEX RESPONSE IS THE RESULT OF YOUR
RECORD REQUEST FOR FBI/675304KD0. INDIVIDUAL'S RECORD WILL BE
COMPLETE WHEN ALL RESPONSES ARE RECEIVED FROM THE FOLLOWING SQURCES:
FBIX - FBI/675304KD0
MASSACHUSETTS - STATE ID/MA10556559

END . .>-«¢
CJIS 988081 02/16/2012 1012 S50753/6950.
UlL.

CR.WVFBINFQO
08:14 0271672012 267234
08:14 02/16/2012 10301 MASS8102S0

TXT |
HDR/2LO1 TR '
Amltb)(ﬂ) (EXTNGC) _;

* %k ¥ BHNITXIRTRXT TRk N h ok CRIMINAL HISTORY RE’CORD *******i***i*i***t;&*f**
Data As Of 2012-02-16

**************it************ Introduction *******it***t**k******ﬁ***t

-

2
This rap sheet was produced in response to the following request:
FBI Number 675304KD0

Request I4

Purpose Code c

Attention lmmnmnm) |

The information in this rap sheet is subject to the following caveats:
This record is based onily on the FBI number in your request-675304KD0.
Because additions or deletions may be made at any time, a new copy
should be requested when needed for subsequent use. (US; 2012-02-16)
All arrest entries contained in this FBI record are based on
fingerprint comparisons and pertain to the same individual. (US;
2012-02-18}

The use of this record is regulated by law. It is provided for official
use only and may be used only for the purpose requested. {(US;
2012-02-186)

**f(f*******!****i***k****** IDEN"I‘IFICATION i*********w****t***********
Subject Name(s)

SWARTZ, AARON H

SWARTZ, AARON (AKA)

Subject Description

FBI Number State Id Number

375304KDO MA10556559 (MA)

jocial Security Number

[EEm Jo4 93

lex Race

tale White

leight Weight Date of Birth

1P Qg 120 1386-11-08

lair Color Eye Color Fingerprint Pattern

irown Brown UP OC UP UP UP UP UC UP UP UP

‘her)

R
(!



- e mm e w e s wea \Hﬁ\-&‘.clla“&y

IL R U% a
Finderprint Images

Phdéto Images

Photo Image Available FBI-CJIS DIV-CLRKSBG CLARKSBURG WVFBINFO00
Available Im
age Other

(No Photo Image Transmitted
Comment:FBI has two photos associated with
arrest date of 2011/07/19)

Photo Image Available US SECRET SERVICE BOSTON MASS10200
Available Image Other

(No Photo Image Transmitted
Comment :Arresting agency has photo associated

with arrest date of 2011/07/19) -
2R A R AR R R R Z R R R R R AR R L} CRIMINAL HISTORY (22222 EE R X EEREET NN XX N R
itk A S s S T T T ¥ CYCle 001 =szzecz=s=ssczczzcz==zezz==z====
Earliest Event Date 2011-07-19
Axrrest Date 2011-07-19
Arrest Case Number
Arresting Agency MASS10200 US SECRET SERVICE BOSTON
Subject's Name SWARTZ, AARON
Charxrge’ 01

Charge Literal 2608-FRAUD BY WIRE
Agency MASS10200 US SECRET SERVICE BOSTON
Severity
Charge 02
Charge Literal 2609-FRAUD AND ABUSE - COMPUTER
Agency MASS10200 US SECRET SERVICE BOSTON

Severity
AN NE AR Rk AR h b hdodk ok INDEX OF AGENCIES 222 ZEE X R R TN N RN
Agency FBI-CJIS DIV-CLRKSBG CLARKSBURG; WVFBINFO0O0;
Address
1000 CUSTER HOLLOW RD
CLARKSBURG, WV 26306
Agency US SECRET SERVICE BOSTON; MASS10200;
Address

STE 791 10 CAUSEWAY ST

BOSTON, MA 022221080
* * * END OF RECORD * * *
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. A AN LVLE WA DLIJULFOIDY,
k***********ﬁ***********ﬁ‘_ **************’********i’ﬂg******!****f*t*******it'ﬁi
v

i

k]
-

x LR R E R & 2 wmlNG *hkdkhdw WARNING (AR EREE XY 1
* *
* THIS INFORMATION IS CORI. IT IS NOT SUPPORTED BY FINGERPRINTS. *
*PLEASE CHECK THAT THE NAME REFERENCED BELOW MATCHES THE NAME AND DATE OF BIRTH»
*OF THE FERSON REQUESTED. -
* 3 . i el b
i**tt**ittt#t*******t****i******k**i**t*******#**tt*ik**m:-l v ;*/*4 gq‘*ii*ttt
TRERE R ARk COMMONWEALTH OF MASSACHUSETTS AR LR EE

DEPARTMENT OF CRIMINAL JUSTICE INFORMATION SERVICES

¥*+ PERSONS COURT SUMMARY ##=

NAM: SWARTZ, AARON H FORMAL-NAM: AARON PCF: 00005176807
DOB: 11/08/36 SEX: M RAC: W POB: IL 5SN: 493
MOM ; POR: HGT: 506 WGT: 130 HATI: BLK EYE: BRO

ADDRESS: 76 OXFORD ST CAMBRIDGE, MA

NEXE Wi

)
LA S B X SRy whhkkuH kAwri ADULT APPEAF‘ANCES Fhkrhkd hrdhw ® ok Ak k% ***k*ﬁ
b,

ARRAIGNMENT: (Q01)

)
ARG-DATE: 11/30/11 pD. CAM COURT: MIDDLESEX SUPERIOR DKTH#s 20111123001
GFF: BREAKING AND ENTERING DT BLDG B&E DT

DISP: C 1/3/12 STATUS: © WPD:

ARRAIGNMENT: (002)

ARG-DATE: 11/30/11 PD: CAM COURT: MIDDLESEX SUPERIOR DKT#: 20111133002
OFF: BREAKING AND ENTERING DT BLDG B&E DT
DISP: C 1/3/12 STATUS: O WPD :

ARRAIGNMENT: (003)

ARG-DATE: 11/30/11 PD: MID COURT: MIDDLESEX SUPERIOR DKT#: 20112133003
OFF: TLARCENY MORE 0/8250 LAR MORE
DISP: C 1/3/12 STATUS: © WPD:

‘RRAIGNMENT: (004)
ARG-DATE: 11/306/11 PDp- CAM COURT: MIDDLESEX SUPERIOR DKT#: 20111133004

OFF: CRIME OF (SPECIFY IN FULL) UNAUTH ACCESS/COMPTRCRIME OF
DISP: C 1/3/12 STATUS: © WPD:

—



ARRAIGNMENT: (005) @

ARG~-DATE: 11/30/11 PD: CaAM COURT:

OFF: CRIME OF (SPECIFY IN FULL)
DISP: C 1/3/12

ARRAIGNMENT: (006)

ARG-DATE: 11/30/11 PD: CaM COURT:

OFF: CRIME OF (SPECIFY IN FULL)
DISP: C 1/3/12

ARRAIGNMENT: (007)

ARG-DATE: 07/19/11 PD: FED COURT:

OFF: FRAUD (SPECIFY)
DISP: CNT1 C

ARRAIGNMENT: (008)

ARG-DATE: 07/19/11 PD: FED COURT:

OFF: FRAUD (SPECIFY)
DISP: CNT2 C

ARRAIGNMENT: (009)

ARG-DATE: 07/19/11 PD: FED COURT:

OFF: CRIME OF (SPECIFY IN FULL)
DISP: CNT3 C

ARRAIGNMENT: (010)

ARG-DATE: 07/19/11 PD: FED COURT:

OFF: CRIME OF (SPECIFY IN FULL)
DISP: CNT4 C

{RRAIGNMENT: (011)

ARG-DATE: 01/07/11 PD: MIP COURT:

OFF: B&E DT W/I COM FEL
DISP: C 12/16/11 NP

RRAIGNMENT: (012)

ARG-DATE: 01/07/11;595 MIP COURT:
=

<

MIDDLESEX SUPERIOR DKT#: 2011113300¢
UNAUTH ACCESS/COMPTRCRIME OF
STATUS: O WPD:

MIDDLESEX SUPERIOR DKT# : 20111133006
UNAUTH ACCESS/COMPTRCRIME OF
STATUS: O WPD:

¢

BOSTON FEDERAL DKT# : 111026001
WIRE FRD
STATUS: O WPD:

BOSTON FEDERAL DKT#: 1110260012
COMPUTER FRD
STATUS: O WPD :

BOSTON FEDERAL DKT#: 1110260018
UNL OBT INFO FR COMPCRIME OF
STATUS: O WPD:

BOSTON FEDERAL DKTH# : 111026001C
RECKLESSLY DAM COMP CRIME OF
STATUS: O WPD:

CAMBRIDGE DISTRICT DKT#: 1152CR000073A
B&E DT W/I FEL
STATUS: C WPD:

RIF

CAMBRIDGE DISTRICT DKT#: 1152CR000075A



——— e ey L vt PR B&E DT W/I FEL
DISP: C 12/16/11 np '3 ; STATUS: C  wpD:

LI R & K JENER"Sraraey Xhhhr Chkdkoh END OF ADULT APPEMCES * ek

BRTHG
REQUESTED By, [P0
COMPLETED BY:

AGENCY: US SECRET SERVICE

Nk h ThkAAR LA & X 3

i
4.



- a

» 5

=

R

(P
>

b

[t

SERIAL NUMBER
: CERTIFIED INVENTORY OF EVIDENCE 102 2011 C® 000032
"J EVIDENCE HELD AGAINST ( iSPEClMEN CASE NO. 102-775-0060071-9
OFFICE
SWARTZ ARROM BOSTOM FIELD oPFrcE
EVIDENCE | DATE OF INVENTORY
‘(_h)(ﬁ] ETNCY 62/11/11 PAGE 1 Of 3 PAGES
‘ 200l REVIEWING SUPERVISAD
W‘ DATE OHE) R TNG)
A (b 7HC)
2y 20/,
SIGNATURE - Tty ————- DA SIGNATURE A
! certy the evidence described in the page(s) of ihig inventory,
fot uisposed of per ached dommmationa, was
verfied for fina bom at Forensic Services Divigion this date
SIGNATY € - FORENSIC BERVICES
NG | DATE RECEVED | auanrs DESCRIPTION OF EVIDENCE (o Ao VALUE
TEE BELOW LISTED Itrms wape SEISED Punstaer
TO A FEORRAL SEARCE WARMANY AT 950
mmmz'rfs AVE, aprs 20 BOSTON, MA., ON
2/11/11. THESE 1TBMB ARE MamRen "AB 2/11/11n
ToRvrIrYING aaliDNG) (o6 7Y B08TON FIELp
oFTICE.
1 az/11/11 1| RARVARD UNIvaEmsITY EARNINGS SYATMENT FOR NO varoE
12/13/10-12/17/10, ADDRESSED 1O AAROW SiARTY,
950 MAsacHUsETYS AVER. CAMARIDGE, Ma.,
LOCATED 1N 2B sxoROM CLOSEY oF wmp
REBIDRNCE
2] o2/11/11 1] mAmanGe sTarevee ADDAESSED TO NAmcw swanys, NO vaLup
358 msaacmusErrs avy. CAMBRIDGE, MA ORDERRD
BY Goosry 1ec. 168p AMPEITHEATRE PARMEAY,
MOUNTAIN VIEW, CA 94043, AOUNT DUE
1,703.38, rocaren 1y THR BRDROOM CLOBET OF
TER RESIDENCE
3§ 027211711 1} MsTER's ropgry M~876 LIND. wrzpian ENCD, NQ vaLo=
THOMAS MCDOMALD : A STUDY orF an ENQINERH
mmnramm & gIm xun.nmc: oY puBRLIC ROADS :_\-J
™ TBE US 1919-1953,% LocATep 1w var BEDROON = =
OF TSE ResyDENCE. N ‘n
- . ¥
5
> -
e 4 SR
™ X
=T
@« 5
TOTAL SRR NG vaLoe
UNITED BTATES SECRET SERVICE Tina o wag octiorcaly prodced vie Qmnifeeny by L‘SSSMDMNM)CW’ARS SSF 1544 Y03796)
? FINAL JAB
/

(232



> 3

-4 CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER (FROM SSF 1544)
R (Continuation Sheﬂ} 102 2011 cx 000032 PAGE 2 3 PAGES
" DATE OF INVENTORY OFFICE CASE MO.
02/11/11 BOSTON FIELD OFFIcE 102-775-0060071-5
':‘g’_‘ DATE RECEVED | QuANTITY DESCRIPTION OF EVIDENCE VALUE
BROUGHT FORWARD N3 vaLoz
4{ 02211711 WESTERN DIGITAL MAIL~IN ReEaare FORM, LOCATED NO VALDE
IN ™ BEDROON oF THRE RESIDENCE
5 02/12/11 14§ oNg SHRET OF g 1/2 x 11 NOTESCOR PADPER wiry NO VALDR
ZALK INKED LETTRR TO ARRON , BICHED

2

<
e ny
.-%?i ;l

DATED OCTOBRR 27, 2009, rocaren *
" THE BEDROCM OF rag RESIDENCE .

UMITED STATES SECRET SERVICE

% FINAL JAg

S G AN 7 5 At am

RO varum

SSF 15488 (0308)

MU BN Ad A i v 1o



It ttus nvantory Canaists of more than o

s CHAIN OF CUSTODY LOG :
r‘?;aga. document the Chain of Gustody Log on the raversa of the FINAL CONTINUATION ShegT

{Continuation Sheet)

CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER (

FROM SsF 1544)

102 2011 cx 000032

PAGE 3 oF 3 PAGES

DATE OF INVENTORY

OFFICE

CASE NO

02/11/131 BOSTON FIZ10 orprcg 102-775-0060071-g
ITEM NQ DATE ACTION REGISTRY NUMBER(S) ) SiGNATe

(ONE) ION7 NG —
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SERIAL NUMBER
CERTIFIED INVENT ORY OF EVIDENCE 102 2011 CE 000032
EVIDENCE HELD AGAINST [ sPecimen CASENO 102-775-0060071 -3
OFFICE
TRARTE ARRON BOSTON PIRLD OFFICE
EVIDENCE iNveENTARICO no DATE OF INVENTORY
E)S) BUTHE) 02/11/11 PAGE 1 o 3 PAGES
201l REVIEWING SUPERVISOR
SIGNATURE - SPECIAL ATERT — DATE BEIAAEE)
LEHEY B KTIC) 2/ /
‘ Al Al
SIGEATORE - WTnems . — DATE SIGNATURE : DATE
AR MR AR S *‘ N N
i certily the evidence described in the page(s) of this inventory,
not otherwise disposed of per attacheg documentations, was
vertfied for final retention at Farensic Services Civision this date.
SIGNATURE . F CRENSIC SERVICES DIVISION DATE
‘Lg” DATE RECEIVED | quanTiTy DESCRIPTION OF EVIDENGE VALUE
THEX BELOW LISTED ITZM§ WERE SEIZED PURSUANT
TO A TEDERAL SEARCE WARRANT AT 950
MASSACEUSETTS AVE, Aprd 120 BOSTON, MA., on
/11711, Tazge ITEMS ARR MARKED "Ap 2/11711>
IDENTIFYING 2A EN6) DITNC) | BOSTON FIRLD
CFFICE,
1] o2s112711 1 | BARYARD OnIvERSITY EARNINGS ETATMENT IOR NG vaLnuz
12/12/10-12/17/10, apprrssen 7o AARGH SSARTZ,
350 MASSACHUSETTS Ave., CAMBRIDOE, A, ,
LOCATED IN THE BEDROOM CLOEET OF Tae
RESIDENCE
2} 82/11/11 1 { BANNINGS yTATEMEWY ADDRESSED TO ARRON SWARTZ, NO VALDZ
250 MASSACRUSETTS Ave,, CAMBRIDGE, MA CROERED
BY BOOGLE INC. 1680 NGHITHEATRE PARKWAY,
HOUNTAIN VIZW, CA 94043, avoumer ote
$1,703.35, LocaTEd 1N vEE BEDROOM CLOSEY oF
TR REFIDENCE.
3} 02/11/11 1| MAETER'S THRBYZ M-g7§ LIND, WILLIAM EDMUND, NO VALUDE
TEMAS MCDOMALD: "A STUDY OF Ay ENGINEER
ADMINISTRATOR & HIS THPLOEMNCE ON PUBLIC ROADS
I8 TEE U8 1919-1983,» LocATED Iy THE BEDROOM
OF TR RESIDENCKE,
TOTAL eommemmssniiy. ¥O VALUE
VUNWEO STATES SECRET SERVICE s lorm was dlacemricaty srocucad va OmnFerm oy USSADRINMNGPARS 3SF 1544 (a90)
FPINAL Jap

PROTS——
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CERTIFIED INVENTORY OF EVIDENCE SERIAL NUMBER (FROM SSF 1 544)
{Continuation Sheet) 102 2011 cx 000032 PAGE 2 3 PAGES
DATE CF INVENTORY OFFICE CASE NO.
02/11/11 BOSTON PIZLD OFrrce 102-775-0060071~3
l:;g“ DATE RECENED QUANTITY CESCRIPTION Of EVIDENCE VALUE
BROUGHT FORWARD No VaLoe
4f 02/11/11 } | WESTERN DIgITAL MAIL-IN REBATEZ SORM, LocATED O VaLuE
IN TSE BEDROOM OF twz RESIDENCE,
51 02/11/13 1] ONE gmmRT oF 8 172 ¢ g HOTZHOOR PRPER wrtn RO varom
BLACK INKFPD R TC AARON, 9IQuED .
(2)5) EU Yoneen OCTOHER 27, 2009, rocarep
" THE BEDROCM OF BE RESIDEMN, .
] ]
TOTAL“‘ NO VarLum
URTED STATFS SECRET SERACE T8 T wad Wecirar ey Frosgu e Ok oim vy SRS AR ARG S5F 184dA vam

FINAL Jam

B T I

W ey
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CHAIN OF CUSTODY LOG (3
Page. document the Chain o1 Custody Log on the
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SER1AL NUMBER (FRON SSF 1544)

e

{Continuation Sheet) 102 2011 cx 00gg32 PAGE 3 o 3 PAGES
DATE GF INVENTORY {OFFICE CASE NO, o
02/11/11 808TON rIZLD OFFICE 102—775-0060071-3 —
ITEM NO DATE ACTION REGISTRY NUMQER;S) l S?GNATUQE
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SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 CE 009038
o ASE NO
DENCE HELD AGAINST ] specimen c " 102-775-0060071 .5
QEFICE
SWARTZ AARCN BOSTON PIZLD orrrce
EVIDENCE NV DATE OF INVENTORY
NE) RS 92/11/11 PAGE 1 o 2 PAGE!
2Ll REVIEWING
SIGNATURE - SPECIAL ACENT DATE ()} NTHC)
ONRY (B(TRG)
2/ 0 =0
NATURE - WITNE S DATE SIGNATURE DATE
-—-—-..._______M - ,
! cortify the evidance described in the page(s) of this Hvantory,
not otherwise dispased of per attached documentations. was
varified for fin ntion at Forensic Services Division this date.
4 C. /> =7/
SIGNATURE - FORENSIC SERVICES DIVISION DATE
{TEM s 4
NO. DATE RECEIVED QUANTITY BESCRIPTION OF EVIDENCE L_',r zzz VALUE
THE HRLOW LISTED ITems WERE SEX2ED PURSUANT
mAMMsmcwaw 350
MASSACHUSEYTTS BOSTON, MA., o
2/31/11. TERSE 1TEMMS ARE MARXED “AB 2/11/1y~
IDENTIFYING g CF THE BOSTON
FIELD OFPICE.
o5 Y 02711713 1 MBTALLIC aram IF0D, LOCATED 1§ TER BEDROONM 350.00
e OF THE RESIDENCE.
2| 02s11/11 1] wEITE 1POM W/PLASTIC wRITy CARRYING CagE, $50.00
LOCATED IN TEX BEDROGM OF TEX REaIpEncE,
31 02211712 1} WHITE IPoD, rocaren IN THR neoROCM OF hE 450.00
RESIDENCE .
SBRIAL NtMmERg:
BR62330856uxga
4§ o0z2/11/11 L] wHITE ITarx, IOCATRD IN THE mEDROGM OF THE 825.00
RESIDENCE
51 o2/1171) 1 { BLACK 16cs THUMBORIVE, wHITE LABRL W/RED INK, $10.00
READING “Xi Sracg HOARD oF ErLECTIONS,
HORMALIZED 9TATEWIDE 11-09, % LoCATED 1N T
BEDROOM OF ThRZ RESIDENCE
TOTAL gy, $185.00
TRy
g SYATES GECAET SERVIGE s fom was secarucally brocues O orm £y USSSADMINANGIP ARS ISF 1588 (09488)
AINAL JAp

(%




-

RESNE
h LA gt ;
B osiinge R R
:
=
L4 "
[l . .

U0Y Log
Tare than gne Page. documen the Chain of Custody Log on the feverse of |ne FiNag co~n~umo~ SHeeT
CERTIFIED lNVENTORY oF evmzuce SERIAL NUMBER (FROM S§F 1544)
(Connnuaﬂon Sheet) 102 2034 CT 2cog3s PAGE 2 o PAGES
DATE Of WENTORY QFFIcE CASE NG
02/11/1y BO8 o FIRLD OFTzce zo:-nsnoosoonq
ITEM Ny DATE ACTION REGISTHY NUMBE!!(S) Rica
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SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 Cz 00003s
CASE
EVIDENCE HELD AGAINST (7] sPeCiMEN CASE NO 102-775-0080071 -g
OFFICE
SWARTZ AARON BOSTON FIRLD OFFICE
EVIDE ‘ DATE OF INVENTORY
RDNEY LR RE) 02/11/11 PAGE 1 o 2 PAGES
b, REVIEWING
IGNATURE - SPECIA] AnENT DATE {DUEHERTIE)
(BIEN DX HCY
- 2/1/ 1) 27,/
STGNATURE - WITNESS DATE SIGNATURE DATE
| certify tha evidence described in the paga(s) of this invantory,
nat otherwise disposed pf per altached documenfaﬂons, was
verified for final retention at Forensic Servicas Division this date
SIGNATURE - FORENSIC SERVICES DIVISION DATE
-
','ng DATE RECENVED QUANTITY OCESCRIPTION OF EVIDENCE VALUE
THE EBLOW LISTED Items wemz SEIZED PURSUANT
TO A FEDERAL SEARCH WARRANT AT 980
MA2SACHUSRTTS AVER, aprs 328, BosTON, Q. O
2/11/11. THRSE ITEMS Ang HARXED “"AB 2/11/1in
IDENTIFEING 3 (PYEYERTNG: | op rue BOSTOR
PIZLD OFPICE.
1] 02/11511 L METALLIC BLOE 1pop, LOCATED IN THE BEDROGH $50.00
CF THE RESIDENCE
2] o2/11/11 1| ¥HITE IP00 w/PLasTIC WHITE CARRYING CASE $30.00
LOCATED IN THR BEDROOM oF THE RESIDZRCE
34 03711711 1| WAITE IPop. rocartep my TEE BEDROOM OF THE 850.00
RAESIDENCE
SERIAL NUMAZRS:
BA63306580xaA
41 0271111 1] WRITE ITALX, LocaTEp 1w THE SEDROCM OF THE 825,00
RESITENCE,
S| 6as11/11 1| BLACK 1668 THuMEDRIVE . WHITZ LABEL W/RED INK, $10.00
READING “IL S$TATE BOARD of ELECTIONS,
NORMALIZED YTATEWIDE 11-09." LOCATED IN Thg
BEDRCOM OF TEE RESIDENCE.
TOTAL memmwsangly. S18s.c00
VITED STATES SECRET SFRVICE Tus o wan actorieatly £roduced 28 Ommndarm byUSSSIADMtNMNOIPARS SSF 1544 (03/88)

FINAL JaRB




T Chaino Catogy Log on the rg

VErSe of the £ INAL CONT'NUATION SKEET
SERIA, NUMBER (FRom SSF 1544)
102 2013 CE 000035 PAGE 2
OFFicE
BosTOy Pierpn OFFIcy

92/11/1,

OF 2
CASE NO,

‘02-775‘0050071 -5
REGISTRY VUMBEN(S}

Sicas,

EREY )7 HCY
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SERIAL NUMBER
73 CERTIFIED INVENTORY OF EVIDENCE 102 2011 cE o008y
EVIDENCE HELD AGAINST [7] sPeciven CASE NO. 102-775-0060071 .9
OFFICE

BOSTON FIELD OPrICcE

DATE OF INVENTORY
02/11/11 PAGE boor 2 PAGES
27y REVIEWING SUPFRVISAS

DATE (O3B (00 TN

? - i - 2-/)' /“
é‘"AfE‘L" [ SIGNATURE : " DATE

SIGNATURE - £ ORENSIC SERVICES DIVISION

i
CESCRIPTION OF EVIDENGE {’ -] 5 VALUE

NO | PATE RECEVED QUANTITY

TEE BELOW LISTED Itgmp RERE SRIZED PURIUANT
0 A FEDERAL SEARCE WARRANT O 2/12/11 ag
350 MASSACHUSETTS AVE, APT 3320, BOSTON, M.

THEST ITIMB ARK MARKED “M¥ 2/11/13% pon
(OENPAPICATION PURPOSYS. M@ IDENTLIIRNS mA
BOSTON FIELD orrice,
JIXTERN DEPARTMENT O LASOR CD'S Contaixmp $16.00
™ A YELLOW MAILING mvELOPE

02/11/11 16

. TOTAL mesmsmumafie. $16.00
URITED STATER, SECRET SERVICE

oo TS rret e o
T™i3 torm was Backorcaly proiced vid Crrvufoom iy USSSMACMINNOPARS

35F 1544 {32D8)

Q).

LRI IS AR A
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It 1bia inyentory conaits of more than one w%uocmw 4

;:.:‘ LA RSP R SR W |

of Custedy Log on the men@. FINAL CONTINUATION SMEET
3 ( ¢
CERT!FIED lNVENTORY CF EVIDENCE SER!AL N UMBER (FROM SSF 1544)
{Continuation Sheet) 102 2011 CX 000081 OF 2 PAGES
DATE OF INVENTCRY OFFiCE CASE NO
02/11/11 BOSTOR VIRLD OFFPICE 102-773~0060071 -8
ITEMNO DATE ACTION REGISTAY NUMBER;S) SIGNATURE
: ST
/ . Lo I s, . - \
L QXL AN Ay
[/ . (BB () 7HEC) )
_’ l’/} / .1.\; .)IA /“. /': L s Ll L
e
! /d’/ ? A 04X / Pas, /—/«.l/p e a./:*lnhu ot 3T Ad S/
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SERIAL NUMBER
CERTIFIED INVENTORY OF EVIDENCE 102 2011 cz ¢o00ay
EVIDENCE HELD AGAINST 7] sPeciMen CASE NO. 102-775-0080071-8
: OFFIGE
SWARTZ AARON BOSTON FIBLD OFrrcs
IGENCE InyEnTorcas DATE OF INVENTORY
(CRB)ERTHC) ' 02/11/11 PAGE 1 o 2 PAGES
Z/ Uy REVIEWING SUPERVISAR
SIGNATURE - SPFECIAL AGENT DATE (5] (BW )
TR
St~ 12 . —
IGNATURE . WITNESS DATE SIGNATURE TE

} earlity the evidence descnbed in the prage(s) of this inventory,
not otherwise disposed of per al

verified for final relention aj Farensic Services Division this date.

ached documentations, was

SIGNATURE - FORENSIC SERVICES DVISION DATE
.
'Ng"‘ DATE RECEVED | QUANTITY OESCRIPTION OF EVIDENCE VALUE
—————
TBR BRLOW LI8%en ITEMS WERK SEIZED PURSUANT
QO A SEDERAL SRARCH HARRANT N 2711711 A
8540 Wmm!m AVE, ap7 #3209, BOSTON, ma
THESR ITRME ARz MARRED Mp 2/13711 POR
IDRNPT ol SES. Mp IDENTIFTES SaA
|<b)<"5'3 ORTHC) i BOITON STRLD OFFice.
1 Q2/31/411 16 SIXTREN U!m QF LABOR [o s B3 CONTAINED SIS.OO
N A YRELILOW HAILING ENVELOPYX .
i
TOTAL meemmmssaiiy.. $16.00
VMTED STATES SECRET SERVKCE Mg form wrag o ¥ cad v Crrditnm by 'JSSSMOMLWNOP*\PS SSF 1544 10:3788)
FINAL JAB

/\' 7 ,.
(Woel bes
(e,
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CERTIFIED INVENTORY OF EVIDENGE

B of Custody Log on the w}nm FINAL CONTINUATION SHEET.

QERIAL NUMSER {FROM SSF 1344)

(Continuation Sheet) 102 2011 cB 600081 PAGE 2 OF 2 PAGES
DATE OF INVENTORY OFFICE CASENO
02/11/11 BOSTON ¥IZID OFFICE 102-775-0060071-3
ITEM MO DATE ACTION REGISTRY NUMBER(S) SIGNATURE
L)(6) (L))
} 2 \ / i ] »
/I .;‘ /‘ "I:?i{'q ";’.’ i l)\v t/ 'J/
- (DR N TRG)
! "/, / N o
4 / / W 7
] 1910y Wledicae! po ,L/ Grhin L7201, | Wy
¥ /
{
HATED STATES SECAEY SERACE A9F 1548 I

P §
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U.8. Department of Homeland Security

UNITED STATES SECRET SERVICE

Boston Field Office
10 Causeway St., Suite 447
Boston, MA 02222-1080
Teiephone. (817) 565-5640

File # 102-775-60071.8

RECEIPT
On November 21, 2011 SMBoston Field Office retumed the balow fisted items to
Martin Weinburg, Attorney uspect Aaron Swartz.
ITEM%:; SSF 1544 Evidence SIN: Description
[TEM%: 2972944 bvidence SIN: escription
1 4 102 2011 CE 31 Scientific Atlantic Modem with
Power Cord
4 } u Black Notebook Journal
15 4 102 2041 CE 32 Statements, Mail in Rebate,
Notebook Paper with black writing,
. and Master's Thesis M-876 Lind
1 J 102 2011 CE 33 Wireless 8roadband Router Linksys
1-5 J 102 2011 CE 35 Ipods, Wirelegs ITalk, and
Thumbdrive
14 102 2011 CE 36 (39) Misc CD’s
3-5 3 102 2011 CE 37 Pure Drive Harddrive , Disc Utility
Internal Harddrive Upgrade, and
Seagate Sata Internal Harddrive
1 ) 102 2011 CE 84 (16) Department of Labor CD’s
(DRE E)T 30N
SIGNATURE;_| 2
2 -
DATE: weyn =
3
N
Lag

Ly
b, 1



U.S. Department of Homeland Security

UNITED STATES SECRET SERVICE
Boston Fieid Cffice
10 Causeway St., Suits 447
Boston, MA 02222-1080
Telephone: (617) 565-5640

File: 102-775-80071.5
RECEPT

! acknowledge receipt of the following items from the U S. Secret Service, Eos‘ton. MA:

Ore (1) Western Digital My Passport hard drive. senal #WXG1A8146179

(EUR) (B)HTRE)

SIGNATURE:

i : RIS
Print Name: 1)

DATE: STRYYEL = ay
0RO NG
RECEIVED FROM: ——
(HE LT Boston Fieid Office
hRS |
o

P



U.S. Department of Homeland Security

UNITED STATES SECRET SERVICE

Boston Field Office
10 Causeway St., Suite 447
Boston. MA 02222-1080
Telephone (617) 565-5640

File # 102-775-60071-5

RECEIPT

| acknowledge receipt of the foliowing items from the U.S Secret Service, Boston, MA-

One Toshiba Portable Harg Drive, Serial Number Y112P078TQQs

(ERONLRTNC)
SIGNATURE: _| ”
(Y (ERT NG
PRINT NAME: __|
e /< =
DATE: ¢/ _)/ //f 'R e
: LOET YN -
RECEIVED FROM:

SADUEYENTRCY

Boston Field Office

[



? LB RN THC) y

From:
Sent;
To;
Subject:

(BOS)
SWanz 102-775-60071 1544 102 2011 CE 18

item #1 the Apple iMac Mo
102-775-60071 was turned
11/23/11.

I(b)ui) ) J

del A1311 with serial number W
over to Detective [ETB) EXTIC)

B025AXG087 from 1544 inventory 102 2011 CE38incase
of the Harvard University Police Department today

1.5, Secret Service

Boston Fiald Office
ORETENTHC)

s



UNITED s3TaTES CGVERNMENT

memorandum

DATE November 21, 2011 U. 3. Secret Service
PEPLY T0 o [N . -
ATTN OF; 124 File: 102-775- 60371
SUBJECT: Disposition ¢f Evidenve - Adren Swartz

Approval is requested for the A15position of 2vidence
nventoried under tha above file number as indicated below:
S8F 1544 DATE ITEM LDESCRIPTION EXCEPTION
i022011CcE32 N2/1i/11 -5 Misc Statements A
10220110835 D2711/11 1-3 Ipcds, Elect Items A
1022211¢cE8 02711711 ] (in) CD*s A

/f EXCEPTION X:

Locad Hn*tru‘*v‘n ig durhorl ced for inventoriad ttems notad
above not te include those items fallowed ty an gxception,
2xplained bnl*w A statemenr o certiricaticn of Destructian
should be a* Lached on tha feverse of s3p 1544, rparts 1! andg
IIL. Part I shouig be forwarded to Fs3,

7/ BXCEPTION A

You are duthoLL?na Lo return the 2 1tems to the wvig

1]
4] .)
(b oF
i
'3
-t

meLvhant 2LC.  The Lec.'lnwnt shall aginomlodg@ r Ly
signing a Statement of receipt and/or the (j, 3, t”SL&l service
tedistered maijl re‘m1pf will be attachad +n oart II of the

APPropriate Sgp 1544 ang forwarded to F80.

4

7/ EXCEPTICN 3:

Tou ars aufhnr'*ed Lo retain tnis non-contrakand item in ths
closed file for possible futiure inv “estigative or forensic

Lurposes,

—=



? d

// EXCEPTION C:

This item has been ordered by the court or lawful owner to be
donated to a tayx €éxempt organization, Obtain signed statement
of receipt, attach to part I7 of appropriate SSF 1544, and
forward to Fsp, Forward Copy of receipt to Financial Crimes

Division for inclusion in the HQ case file,
// EXCEPTION D: (Property valued less then $500)

This item has been declared abandoned, donated by lawful owner
to the USSS, or has been ordered by the court to be used by
the uUsss. Authorization is hereby granted to retain this iten
for field office use. The automated Property Management

Placed into official use by this Service. You must submit a
memorandum to the Property Management Branch thru the
Administrative Operations Division, requesting a Property
number for property meeting the minimum dollar cost Criteria
(see Administrative Manual volume I, Chapter 2, Sections 2.3.2
- 2.3.3). »a Copy of this memorandum and a copy of the SsF
1544 identifying the make, model, item description, serial
number, and estimated cost must be attached to the memorandum
Submitted to the Property Management Branch. A copy of the

authorization for local disposition. a Statement of
certification of destruction should be attached on the reverse
of the SSF 1544, part II and 1171, Part II should be forwarded
to FSD. However, if the Property is required for official use
by ygur office, follow the Procedures as outlined in Exception
D, above.

regarding disposition of this (these) item(s), However, if
the Property is required for office use by your office, follow

RIF




{/ EXCEPTICN G {Other)

(BXE) X TAC)

nvestigative Support Assistant

.

APFROVED:

e )T UG)
ATSAIC
Scston F.O, - 1C0
FSD - 1CC
CID - 1CC

-
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UNITED STATES DISTRICT COURT
for the .
District of Massachusetts

LD
HAL SER
TON. MA

ARS
BOS

US. M
01

RECEIV
Jiq p

ted States of America ) d
V. ) é
et Swars ) e / / . ([} /06;{ -
Defendany ) ) -

ARREST WARRANT

To:  Any authorized law enforcement officer

YOU ARE COMMANDED 10 arrest ang bring before @ United States magistrate judge withouy unnecessary delay
(name of person 15 be arrested) Agron Swarty s

& Indictment 0 Superseding Indictment CJ Information [J Superseding Information  [J Complaint

3 Probation Violation Petition [ Supervised Release Violation Petition I3 Violation Notice O3 Order of the Court
This offense is briefly described as follows:

18 U.S.C. 1343 (Wire Fraud), 18 U g .. 1030(a)(4) (Computer Fraud); 18 U,5.C. 1030 (8)2) (Theft of Information From a

1
Computer) and 18 U, 8.C. 1030 (a)(5)(8) (Recklessly Damaging a Computer); 18U.S.C. 2 (Aiding and Abetting)
All committed between September 24, 2010 and January 6, 2011, or thereabout

Date: July 14, 2011

Clty and state; Boston, Massachuserts

Return
This warrant was received on (date) - and the person was arrested on (date)
at (city and. State}
Date: -
. . ' Arresting officer's signature
Printed nome and titls

RIF
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CASREF, VICTIM

 United States District Court

District of
CRIMINAL DOCKET

Case title: USA v. Swartz

Massachusetts (Boston)
FOR CASE #; 1; 11-cr-10260-NMG-1

Date Filed: 07/14/2011

‘Pagelof4

Assigned to: Judge Nathanije| M.
Gorton

Referred to: Ch, Magistrate Judge
Judith G. Dein

Defendant (04]

Asron Swartz

Pending Coupnts
18:1343 & 2..WIRE FRAUD
(1)

18:1030(a)(4) & 2...COMPUTER
FRAUD

2

18:1030(a)(2), (c)2)(B)iii) &
2...UNLA LY OBTAINING
INFORMATION FROM A
PROTECTED COMPUTER

(3
[8:1030(a)(S)(B),(e) 4N AXIXIVI) &
2 ...RECKLESSLY DAMAGING A
PROTECTED COMPUTER

4

Highest Offense Level (Opening)

Felony

https://ect.mad uscourts, 80v/cgi-bin/DktR;

pt.pl‘?660021988748325-1.‘452_0-1

represented by Andrew Good

Good & Cormier

3rd Floor

83 Atlantic Ave.

Boston, MA 02110
617-523-5933

Fax: 617-523-7554

Email: agood(@goodcormier.com
ATTORNEY TO BE NOTICED
Designation: Retained

Dispositio

8/172011

RIF




T resainuscus - version 4.2 as of 05/21/201 1

3

Terminated County Disposition

Page 2 of 4

None
High ense Level (Terminated
None
Complaints Disposition
None
Plaintiff
Usa represented by Secott Garland
United States Attorney's Office
John J. Moakley U.S. Courthouse
Suite 9200
Boston, MA 02210
617-748-3148
Fax: 617-748-3950
Email: scott.garland@usdoj.gov
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Stephen P. Heymann
United States Attorney's Office
John Joseph Moakley Federal
Courthouse
1 Courthouse Way
Suite 9200
Boston, MA 02210
617-748-3100
Email: Stephcn.Heymann@usdoj.gov
ATTORNEY TO BE NOTICED
Date Filed Docket Text
07/1472011 1 {MOTION to Seaj Case as to Aaron Swartz by USA. (Smith3, Dianne)
(Entered: 07/14/201 D
07/141201) Magistrate Judge Timothy S. Hillman: ELECTRONIC ORDER entered
granting | Motion to Seaj Case as to Aaron Swartz (1) (Smith3, Dianne)
(Entered: 07/14/201 1)
07/14/201} 2 |SEALED INDICTMENT as to Aaron Swartz (1) count(s) 1, 2, 3, 4.
(Attachments; # 1 JS45)(Smith3, Dianne) (Entered: 07/14/201 1
07/14/2011 3 | Arrest Warrant Issued by Magistrate Judge Timothy S. Hillman as to Aaron
Swartz, (Smith3, Dianne) (Entered: 07/15/201 1)

https://ecf.mad.uscourts.ggvsl_cgi-bin/DktRpt. p17660021 988748325-L__452_0- i 8/172011
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(Entered: 07/15/201 1)

07/15/2011 ELECTRONIC NOTICE of Case Assignment as to Aaron Swartz; Judge
Nathaniel M. Gorton assigned to case. If the trial Judge issues an Order of
Reference of any matter in this case to a Magistrate Judge, the matter will be
transmitted to Chief Magistrate Judge Judith G, Dein. (Rynne, Michelle)

Page 3 of 4

07/197201 1

[ X°N

(Entered: 07/19/2011 )

MOTION to Ungeal Case as to Aaron Swartz by USA. (Quinn, Thomas)

07/19/2011)

07/19/201] Ch. Magistrate Judge Judith G. Dein: ELECTRONIC O

RDER entered granting
4 Motion to Unseal Case as to Aaron Swartz (1) (Quinn, Thomas) (Entered:

{(Quinn, Thomas) (Entered: 07/ 19/2011)

07/19/2011 Attorney update in cage as to Aaron Swartz, Attorney Andkw Good added.

07192011 Arrest of Aaron Swartz (Quinn, Thomas) (Entered: 07/} 9/2011)

07/197201 4 ELECTRONIC Clerk’s Notes for proceedings held before Ch. Magistrate
Judge Judith G. Dein: Initia] Appearance as to Aaron Swartz held o
Arraighment as to Aaron Swartz (1) Count 1,2,3,4 held on 7/19/201 i, Plea
entered by Aaron Swartz (1) Count 1,2,3 4. by Aaron Swartz Not Guilty on
counts all. USMJ Dein informs the Dft. of his rights and charges; Dft, has
retained counsel; Govt, states maximum penalties; Dft. is released on bond
with conditions. {st conference is set for 9/9/1 | @ 10:00am(Attorneys present:
Heyman and Good. )Court Reporter Name and Contact or digital recording
information; Digital Recording. (Quinn, Thomas) (Entered: 07/19/201 )

n 7/19/2011,

07/19/2011

jn

190,00.00, (Quinn, Thomas) (Entered: 07/19/20) 1)

Appearance and Compliance Bond Entered as to Aaron Swartz in amount of §

07/19/2011

o

07/19/2011)

Ch. Magistrate Judge Judith G. Dein: ORDER entered. ORDER Setting
Conditions of Release as to Aaron Swartz. (Quinn, Thomas) (Entered:

07/19/2011

i~

(Entered: 07/19/201 9]

Ch. Magistrate Judge Judith G. Dein ORDER entered. SCHEDULING
ORDER as to Aaron Swartz Status Conference set for 9/9/2011 10:00 AM in
Courtroom 15 before Ch. Magistrate Judge Judith G. Dein. (Quinn, Thomas)

0771972011

-]

Ch. Magi
EXCLUD

Strate Judge Judith G. Dein: ORDER entered. ORDER ON
ABLE DELAY as to Aaron Swartz. Time excluded from 7/19/1 |

07/20/2011

ko

Stephen) (Entered: 07/20/2011)

CORPORATE DISCLOSURE STATEMENT as o Aaron Swartz (Heymann,

(Garland, Scott) (Entered: 07/2012011)

07/20/201] 10 [NOTICE oF ATTORNEY APPEARANCE Scott Garland appearing for USA.

(Heymann, Stephen) (Entered: 07721/2011)

077212011 1l | Assented to MOTION Unseal Warrants and Applications, MOTION to Unseal
Document ( Responses due by 8/4/2011) as to Aaron Swartz by USA.

https://ecf.mad.uscourts.ggyécgi-bi o/DktRpt.pl2660021 988748325.1,_45 2_0-}

8712011
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(77T vV MSSUCNUSENs - Version 4.2 as of 057211201 | Page 4 of 4
a 07/2172011 12 [ Motion for Victim Rights in case as to Aaron Swartz( Responses due by
8/4/2011), MOTION For Alternative Victim

by USA. (Heymann, Stephen) (Entered:

0772122011y

Notification as to Aaron Swartz

PACE ice Center

Transaction Receipt

PACER Login:

X404 )

Billable Pages: |3

Description: Doacket Report Search

08/01/2011 11:09:04

(Client Code: |

Cme:

H: ) -cr-10260-NMG)

0.24

hnps://ecﬁmad.uscourts.gny_ﬁcgi-

bin/DktRpt.pl?660021 988748325~L_452__0— l

nron
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FORFEITURE ALLEGATIONS
(18 U.S.C. § 981(a)(1)(C), 28 U.S.C. § 2461(c), and 18 U.S.C. §982(a)2)(B))

38.  Upon conviction of the offense alleged in Count One of the Indictment, the

defendant,

AARON SWARTZ,
shall forfeit 1o the United States, pursuant to 18 U.S.C. § 981(a)(1XC) and 28 lj.S.C. § 2461(s),
any property, real or personal, that constitutes, or is derived from, proceeds traceable to the
commission of the offense.

39.  Upon conviction of one or more of the offenses alleged in Counts Two through
Four of the Indictment, the defendant,

AARON SWARTZ,
shall forfeit to the United States, pursuant to 18 U.S.C. § 982(a)(2)(B) any property constituting,
or derived rom, proceeds obtained directly or indirectly as a result of the commission of the
offenses.

40.  If any of the property described in paragraphs 38 and 39 hereof as being
forfeitable pursuant to 18 U.S.C. § 981(a)(1XC), 28 U.S.C. § 2461(c), and 18 U.S.C. §
982(a)(2)(B) as a result of any act or omission of the defendant --

a. cannot be located upon the exercise of due diligence;

b. has been transferred to, sold to, or deposited with a third party;

c. has been placed beyond the jurisdiction of this Court;

d. has been substantially diminished in value; or

e. has been commingled with other property which cannot be divided without
difficulty;

14
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it is the intention of the United States, pursuant to 21 U.S.C. § 853(p), as incorporated by 28
U.S.C. § 2461(c), to seck forfeiture of all other property of the defendant up to the value of the
property described in paragraphs 38 and 39 above,

All pursuant to Title 18, United States Code, Sections 981(a)(1)(C) and 982(a)(2)(B), and
Title 28, United States Code, Section 2461(c).

A TRUE BILL
M_@_Gs;_—&.mfw/
Foreperson of the Grand Jury

Date: /- 14 =t

L

stant United Attorney

DISTRICT OF MASSACHUSETTS
July 14, 2011

Retumed into the District Court by the Grand Jurors and filed.

(ol joesiv
Za,

15
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. NS4S (597 - (Revised U 5.0.C. MA VIE5IIY) :
Crimigal Case Cover Shost S, Disg -D b
Place of Offense: Category No. U Iavestigating Agency Secret Sevice
ciy Sambridge Reiated Case Information:
County Middlesex Superseding Ind./ Inf. Case No.
SameDefendant ______~  New Defendant
Mugistrace Judge Case Number
Search Wasrant Case Number  __ Sas Adeftorat information Seisw
R 20/R 40 from District of
Defendant Information:
Defendsnt Name  ABron Swartz Juvenile: [J Yes 7)Mo
Is this persori an attorney and/or s member of any state/federal bar: D Yeos No
Alias Name .
Address ity & Stgrg) Cambridge, MA
Birth de (Yeonly: 88 ssN (aaret), 1374 5, M Race; W Nationality: USA
Defense Counsel if known: Andrew Good Address Good & Courmier
Bar Number 83 Atlantic Ave.
U.S. Attorney Information: Boston, MA 02110
Ausa Stephen Heymann Bar Number if applicable 906486
Interpreter: Uyes [ List language and/or dialect:
Victims: [£]¥es[INo 1eyes, are here multiple erime victims under 18 USCH3771¢42) Yes [JNo
Matter to be SEALED: Yes D No
Wamrn Requested D Regular Process D In Custody
Location Status:
Arrest Date
[CJAlready in Federal Custody as of in
[ Atready in State Custody at [Cerving Sentence [Awaiting Triat
[CJon Prewial Release: ~ Ordered by: on
Chargiag Docament: DComplalnt Dlnfomation Indictment

Total # of Counts: DPetty DMisdemeanor ST Fe!ony i“"‘"—“—

Continue on Page 2 for Entry of U.S.C. Citations

Thereby certify that the case numbers of any prior proceedings before 2 Magiatrate Judge are
accurately set forth above,

Date: July 14, 2011 Signature of AUSA:
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' {

" IS4S (397) (Revised U.S.D.C. MA 12/7/05) Pagn 7 of 2 o¢ Reverse

District Court Case Number (To be filled in by deputy cletk):

Name of Defendsnt  AGFON Swartz
U.S.C. Citations

Index Kev/Cods Description of Qffense Charged Count Nymbers
see1 18 USC 1343 Wire Fraud 1
sz 12USC1030(a)4) Computer Fraud 2
sy 18USC1030(a)(2)  Theft of information From a Computer 3
sets |2USC1030(a)(5XB)  Recklessly Damaging a Computer 4
seps Ucmimenuczar  Eorfaityre
s 18USC 2 Aiding and Abetting Counts 1-4
Set?
Set 8
Set9
Set 10
Set 1§
Set 12
Se1 13
Set 14
Set 15

ADDITIONAL INFORMATION: S28rch Warrant Case Numbers: 11m-5013-JGD:11m-5014-JGD
11m-5015-JGD; 11m-5031-JGD; 11m-5061-JGD; 1 1m-5062-JGD; 11m-5063-JGD; and

11m-5143-JGD

Seizure Warrant Case Number: 11m-5138-JGD

ot je-45-MA201 {.wpd - 1/28/201 |

RIF




wase 1:11-cr-

2

10260-NMG Document3  Filed 0 5’%/11 Page 1 of 1
. §

AQ 442 (Rev. 01/09) Arrest Warrant

UNITED STATES DISTRICT COURT

for the
Distriet of Massachusetts

United States of America
v,

Agron Swartz

g
ZF
\\
N
N
3
o
QN
L.

Defandong

iz

ARREST WARRANT

To:  Any suthorized law enforcement officer

(nase of person ta bs arrested)  Aaron Swartz ,
who is accused of an offense or violation based on the following document filed with the court:

Indictment O Superseding Indictment 3 Information 1 Superseding Information 3 Comptaint
O3 Probaticn Violation Petition O Supervised Release Violation Petition L3 Violation Notice D Order of the Court

This offense is briefly described as-follows:

18 U.S.C. 1343 (Wire Fravd); 18 U.8.C. 1030(a)(4) (Computer Fraud); 18 U.8.C. 1030 (8}(2) (Thef of information From e
Computer) and 18 U.S.C. 1030 (8)(5)(B) (Recidesaly Damaging o Computer): 18 U.S.C. 2 (Aiding and Abstfing)
All committed batween September 24, 2010 and January 8, 2011, or therssbout

Date: July 14, 2011

City and state:  Boston, Massachugetts

Return
This warrant was received on (dare) + and the person was arrested on dare)
8t {city and staze)
Date:
Arresting officer's rignature
Printed nome and iiily

RIF
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From: L b cambridgepolice org)

Sent: Friday, February 25, 2011 12-49 PM

To: Heymann, Stephen {USAMA) (Stephen Heymann@usdoj.gov)
Cc: NG U THC) {BOS)

Subject: Search Warrant Return

Case No; 11M-5062-JED

Date and Time Warrant Executed: February 25, 2011 9:00am EST

(5] (o070

Copy of Warrant and inventory Left With: Property Technician

inventory Made tn The Presence of: Property Technician[t™ 01 /1) and Deputy Superintendent
TN
(73C)

inventory of the Property Taken:

HP USB Drive, marked 00455MKBT1 85102
2.0 Terabyte Western Digital HD Serial Number WMAZA1626675
Acer Aspire One Laptop Computer Serial Number LUSAXODOOIOOMOGEISOI

Of course the individual item will be on its specific warrant with the info about execution.

b
k) (b




{DREVDNTRC)

(o . C - . .

f?if?l " ksaid that she also spoke with Swartz after the search of his residence, W said that

- . . hY . Y
Swartz told het that agents came into his ho i Jsaid that Swartz

Safra Center and took his controller for Rock Band. {B5)® Jsaid
that Swartz told her that the agents were frustrated and that they did not find what they were looking
for. said that Swartz told her that the agents took his phones.

(D)E) (DKTREG)

(OHE] DI

Ll"-‘-—-l(m(ﬁ")‘(b} said that Swartz started a Google Group called Guenlila Open Access,



) 3

UNITED STATES GOVERNMENT

UATE AND

TN May 12, 2011 4:00pm

G E)THC)
LOLatiGR (b){b) (l )( )(
cencr  [POEEID
INTERVIEWED
s SA[FROTERI <
ATTENDANCE Al , o )(ﬁ) (b)(?‘(ci BO ) . .
Detective [Pk ©X7: Cambridge Police

Memorandum of interview

J.8. Secret Service

Case # 102-775-60071-S

TN Jvas infercion . G
On May (2, 2001, [98TONCT ]yas interviewed at the offices of the {7 XX

Iin

Boston Massachusetts. This interview

775-60071-8. The interview was conducted by Special Agent [BrE BT
Police Detective [615 €X71C)

The following is a synopsis of his statements:

was mn reference to the Boston Field Office case number 102-
Jand me. Cambridge

(e ; . . . TN
BRI Tstated that he has been a friend of Aaron Swartz for several years, """
BT R

person, by telephone and via electronic mail e uses the email addressfoxe) x7)

They communicate in
iCamail.com and Swartz

N . R AT A
uses the email address me@aaronsw.com for
above addresses date back 4 10 5 years.

1hese communications. These email communications using the

he ever had a conversation with Swartz confirming
the open access movement is a human rights issue.”

) (@
stated thatl(b)(t‘)(t)(?)( ]

;,;;, I artz M
= . l ‘ ' ENETERTI
[PX2) Hast saw Swartz in passing the previous weekend either on Saturday or Sunday [T" l(t‘ TR 0]

T — —_________|Swanz was on his

- _

way 1o breakfast. |

(BXE) (LN THC)

- o |Stated that afier he erilla Manifesto he became interested in the idea of it and [F*® 17N I
i i) Istated that he believed Aaron Swartz wrote the manitesto but could not remember if

that Swartz wrote the manifesto. If':’ stated that, “They believe that

]is probably the closest person rofessionally personally to Swartz and at times
acts as his mentor[°X°) has worked on projects in the past with |1 7K

(b)8) (b)7XC)

The interview was completed at approximately 5:00pm.

Respectfully Submitted,

(D)D) (D) THT)




CASE NUMBER: 102—868-00600?

8 R ¢

Smartcard Cammander - Embedded Device Forensics
CelieBrite - Cell Phone Forenisics

FTK - Forensic Tool Kit

Encase - Encase

COMMENTS: NO SOFTWARE COMMENTS PROVIDED

HARDWARE 70OLS

UEED (Celiirite) - Cell Phong Foransics
SIM Card Reader - Embedded Device Forensics
Ultra Toolkit - All Writeblock Devices in the Ultra Toolkit

COMMENTS: NO HARDWARE COMMENTS PROVIDED

TOTAL MEDIA PROCESS% 23078

GASE COMPUTERS
co TER DETAIL: WHEY DT RGY
MODEL; Acsr Aspire ACQUIRED BY: SA
SERIAL NO: LUSAXODOG10011001E1801 ACQUIRED DT: 02725/2011
START DATE: 02/25/2011 END DATE: 05/20/2011
(DNET DN
PROCESSED BY: sn{
HARD DRIVE(S) DETALS:
MODEL SERIAL NUMBER SIZE
Hitachi HTS54501689A2 G91209PBSBOSQCE 16000 G
HD COMMENTS:
COMPUTER DETAIL: T
MOOEL: Apple iMac A1311 ACQUIRED BY: SA
SERIAL NO: WB025AXGDE? ACQUIRED DT: 02/11/2011
START DATE: 02/11/2011 END DATE: 05/20/2011
I
PROCESSED BY: S&{
HARD DRIVE(S) DETAILS:
MOOCEL SERJIAL NUMBER SIZE
imaged by TOM Imaged by TDM 1007
HD COMMENTS:
EMBEDDED TECHNOLQGY
(OB} BNTHC] e ERTT

Offica: BOSTON FIELD OFFICE Agent Phane

——

o

Approved by CID on G7/27/2011
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CASE NUMBER: 102-866-0060071 TOTAL MEDIA PROCESSé% 93078

EMBEDDED TECHNOLOGY SETT
by A
MODE(L,; Nokia 2320 ACQUIRED BY: Si{
SERIAL NO: 012185001723274 ACQUIRED DT: 02/14/2011
STARY DATE: 02/14:2011 ENQ DATE: 05/202011
A C
PROCESSED BY; $a[)%) LXTXC)
STORAGE DEYAILS:
DESCRIPTION SERIAL NLUMBER SiZE
Internat Memory internal Memory J200M
HD COMMENTS:
EMBEDDED TECHNOLOGY
ERY (D)7 )iC)
MODEL: HTC G2 ACQUIRED BY: SA|
SERIAL NO: 358118031682626 ACQUIRED DT: Q211672011
START DATE: 02/1672011 END DATE: 05/202011
(LRB) X 7T
PROCESSED BY: SAI
STORAGE DETAILS:
DESCRIPTION SERIAL NUMBER SIZE
Intarmal Memory internal Memory 4G
HD COMMENTS:
L RIVES
e OH R

REXB) N 7)C)
Office: BOSTON FIELD OFFICE Agent Phone] Approved by CID on 07/27/2011

L
-—
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CASE NUMBER: 102-366-0080071 TOTAL MEDIA PROCESSED:; 9.3018

MODEL:WD20EARS
SERIAL NUMBER:WD-WMAZA 1626675

S1ZE:200T

)
ACQUIRED gy:s4°1®) P)7) ACQUIRED DATE: 0272872011

PROCESSED BY:SA

EXAM START:02/28/2611 EXAM END:  05/2072011
COMMENTS:None specified

MODEL:Western Digital WD 1200Js
SERIAL NUMBER:WD-WMANN 1006724
SIZE:120.00 G

ACQUIRED BY:SATIE EXTIC]

PROCESSED BY:S.

ACQUIRED DATE: 01172011

EXAM SYART:02/11/2011 EXAM END: 05/20/2011
COMMENTS:None specified

MODEL :Samsung HD154U1
SERIAL NUMSER:S 1YB41C2800328

SI2E:1.50 T
{B)o) (D)7 HCY

ACQUIRED BY:S4 ACQUIRED DATE: 06/25/2011
PROCESSED gv:34

EXAM START:06/2712011 EXAM END: 07/07/2014
COMMENTS:None spacified

MODEL.:Samsung HD1541
SERIAL NUMBER:S1 Y&J1CZ300328

SIZE:1.50T
ACQUIRED BY:S ACQUIRED DATE: 0812772011
PROCESSED BY:
EXAM START:06/27/2011 EXAM END: 07/07/2011
COMMENTS:None specified

{BX6) BRINC) | I
l Office. BOSTON FIELD OFFICE Agent Pnone{“"“’ ’

i
-—

Avpraved by CID on 072712011



CASE NUMBER: 102-366-0060071

TOTAL MEDIA PROCESSED: 930 TR

MODEL: Samsung HD154U1

SERIAL NUMBER:S1Y6/1C2800331

SIZE:1.50T

ACQUIRED BY:

PROCESSED BY:

(D)B) (b HC)

EXAM START:068/23/2011

COMMENTS:None specified

MODEL:Sa

SERIAL NUMBER:S1

msung HD 154U}
Y6J1C2800332

SIZE:1 50T

ACQUIRED BY:SA
PROCESSED BY:SA

(OREY (LT R

EXAM START:06/22/2011

COMMENTS: No

CATEGORY

ne specified

Sim Card (Cent Phones) - Cell Phonas

Secure Digitat Cargd
USB Thumb Drives

CASE CREDIT

HARD DRIVE CREDIT: 8

MEDIA CREDIT: 3
E-TECH CREDIT: 2
TOTAL CREDIT: 13

EXAM RESULTS

EVIDENCE FOUND: YES
AUTHORITY: Warrant

COMMENTS: NO COMMENTS PROVIDED

tEKB) (O RTUCY

Cffice. BOSTON FIELD OFFICE Agent Phone

(EMR) T

ACQUIRED DAYE:; 06/2372011

EXAM END:  07/07/2011

ACQUIRED DATE: 06/22/2011

EXAMEND: 07/07/2011

Agproved by CID an 0727120114



Inspection Divisiaﬁ;g
Criminal investigations Case Review Worksheet - Section 8
j J-Case: QPEN: / CLOSED: ICR: {Apprapriate Use: Yes No)

| {oNC) Y THC)

File Number / M - '775_ .l j// '7/ 'Jﬁ Case Agent
Case Title 4/%5?—/’ 2 f(ﬁ!/w y Secondary Case Type YES___"/ NO
Date Assigned é//';'/ Vi 17 Report Due /7’7 ‘7{ /// Amtof Loss §

(Tir':k!er Date} {Date Submitred) TN
ist Report __ 12{/‘1/ /17 / / 9~//// 6&__&1‘.@/ Days Late

. y —_——

0d Report __Ii/ o, ///// ‘ g/ Q f/ /”/ Q0. Tiro b Daysiate

%d Report &’/ A Z/// C"/'/ 4 q{é/ Days Late _____

4th Rapont ii Qm__.___ _&/ 17 ) Img Oays Late _

5th Report , ] ,":‘L) /I i ” ’} ; / H @ Dayslate

£th Report D?/;??/}D——— _-;}! Pl A On Time Dayslate

i Hepor 532?!;’ 2 On Time Daysiste _

2th Report ) On Time DaysLate _

Report — - On Time Daystate

..« Repont On Time Oays Late —

Fotal MiRs L Total M/Rs Late . Total Days Late
Al Leads Explored: YES ___ NO___ Reports: Accurate Clear Detarled Comptex Community impact AF

Qate of Arrest Z jfz [[ —..Date of Gfficial Message P/« // OnTime Days Late — F_V¥ 5
Uate of Arrest e D2t of Official Message OnTime  Days Late —_— F___ 5
Date of Aras) ~ A Date ot Official Message OnTime  Days Late — F__ 5
Gaw of Arrest e e E2812 0F DFicial Message. OnTime  Days Late R
Cale ot &rmsr Date of Official Message: Gn Time  Days Late e F___. S

Tolat Arrest Messages Total Arrest Messages Late . . Totat Days Late —

Qate uf Plant Suppression . Jate of Official Message. —.  OnTime Days Late
3ate of Plant Suppression Date of Official Message On Time Days Late
Liate of Plant Suppression, - Date of Official Message On Time Days L ate

ntal Plant Sup Messages _. Tatal Plant Sup Messages Late Totai Days Late:

i Z"\masters\fieldofficer rimmaiCaseReviewWorkshee
Updated 5/5/

H
W,



. Criminal 7

Page 2

Date of Intercept: Date of Officiay Message

estigations Case Review W%?sheet- Section 8

On Time Days Late A N T v
5_} of intercept- Date of Official Message: Qn Time Days Late s s T @
D;e of intercept Date of Official Message On Time Days Late T W
Jate of intercept. ) Date of Officiai Message’ On Time Days Late T A,
Fotal Intercept Messages: Total Intercept Messages Late Total Days Late T Vv

\USA

rosecution Federaj State Juvenile MA

‘ate of AUSA Declination

Letter in File. Yes No N#A
OR
lanket Letter Yes No

ate of AUSA Currency Retention Letter
USPECTS/ DEFENDANTS

3F 15399V Photographs_____ Fmgerprims___u

~ i

Paim prints . FB! R-84
2IC Corminai History Siate Records

mnstitutional Rights: Verba Writtan

dants/Suspects listed in subsequent reports- YES NO__
7. CMJ;‘?/ -
10ENCE yERSONAL PROPERTY J-CASE REQUIREMENTS
T 1544 ) S8F 3051 _ i-Case Requirements Complete YES___ NO
estion of Evidance YES NO

— SSF 15994 __ Case Report

icate of Destructon  VE S_ NO__ 'nveshgative Notes infile YEs

= OF: Ci___ Confidential Fund ug Suwe:ﬂance____*

ent and Quality of Reports

Letter in Filp. Yeg No NIA

Warved Consent to Search: Verbal

(Required for State Prosecution)
In Report (Required for State Prosecution)

——

Subject Statements

180 Data Searcnes F8D Exam

Waitten___

———

Raid Pian

NO

———

Folygraph___ Ecsap__

Z\masters\fi

— .

eldofﬁce\CnminaICaseRewewWorksheet..

Jodated 5/5/2



Bog
Fram: BOS )
Sent: Wednesday, June 29, 2011 5:40 AM
To: cID (/
Ce: 180, BOS (‘/
Subjsct CT 775,510 Aaron Swarkz (102-775-60071-5) L

G.3. SECRET SERVICE INVESTIGATIVE REPORT
FROM:  BOSTON FIELD OFFICE FILE: 162-775-60071-3
0+ CRIMINAL INVESTIGATIVE DIVISION ¥-REF: N/A
INFO:  INVESTIGATIVE SUPPORT DIVI§ron SEIZURER: M/A
SUBJECT: REPORT OF CONTINUING IRVESTIGATION

ACTUAL (0SS: $TRD POTENTIAL LOSS: $2,000.000.00

Py

CASE TITLE: AARON SHARTZ = §
CASE TYPE: 775,510 THE P
SECONDARY TYPES: 848. 191, 848.504, 843,330 i i, E {35 i
CONTROLLING OFFICE: BOSTON FIELD off = v

REPORT MADE BY:

FIC
SA (b)(6) (B) J[)(8).BX7)C)

]

DATE CASE GRENED: "ua?n
PREVIONS REPORT: 02/28/11

REPORTIRG PERICDH: 02729711 - 06s29/1)
37ATUS: CONTINURS

SY¥MOPSIS:

4

Inveatigation hay determines
authorization by breaking 1
the MIT network, connect.
JSTOR,

0g 3 computar o

Case continusd in Bastor,
DETAILS OF IHVESTICAT ION:

Reference iz wmage £% all
Bequest for Inves:

previ ous ¢
igation Other 0is

a8
.
-J v

port
Tick {100}

Reference iz made ro

the Repors
of the San Francisen Fie

of Investigari

o} Baren Swartz intruded inte
nte a iockeda telecommunic
the MIT nex

$ in this cases,

158 Qther Ois
1d 0ffice on 06723711,

the MIT network withont
ations clouset containing hardware for
Work andg downleading decuments from

the most recent of which is a

written by Sa on 02/23/11.

54

b)(6)

Gt owritten by

Reference is made r confarence cal i betweon 3 akb(e;(bx7XC) | snosa Staphen
&wjmann, 5A bKG)(bh7)( add (B)B).BYTNCH] From the Comguter Emerqennj Responss Tsam
Zoordination Centar at Carnegle Mallon Un;vers*ty on 93709711,

conferance call b
rid

mh

Referenca Made Lo the
b)(ﬁ)(b) of tha Car

Refersence is made to the sops erance 2all hetwes
andj(b)(6).(bX7HC) | from stoR on 0&/2 5/11.

etween SA b)6

BoB0G

ge Police, and[{b)(6),(d)7)C)

iz EI AUSA Heymann, Datecrive
of MIT on 06720711

n 52 [B)E)LEY] Avsa Heywann, and [[B)(6),(]

Gn 03!99/11, Sh
iaterviewad[(bX6
The g

il
(b)(6).(b)X7)

Y6 (bl
(b)(6),(b
5 of the inta~vxew are describadg i
A copy of that Mol will be mainta

Lned

o

of the San Francisco

Fleld Offic
©)B).0)(T)NC)

Mamorandum of Inrervxew written by Sa
in this case folder.




a% any contaczt, sut dig Arar thafﬁe Lo his acrest, ha wasg no
, Longat allowag og the MIT 2ampus.  Bus ro this restriction, (D)6} {0} ] advised that spe anvard
Swartz wag uUpset tecausa ng wauld not pe permitiad ca Parzicipace in AN znnug) campus
Jl1de scavengac hunt, of which ha Participates {n every yvear. ¥as asked if Swarre
BVRr manticned JSTOR records to her, ang advised that she has pever hedcd Schwary
dissuss JSTOR Fecords. Plaage $2@ the Memorandum of Tatervisu dabea 3ras1: for
Additinaa} detsils,

Gn &/7/11, 1 concacteq A |(b)(6).(b) ceqarding rhe intervisw of (b)6).O)( | sa (b)) (B} Jaciviser
ha was Freparing to indiat Aaron Swartz and w1ll consult wien AUSA Heymann s detferming

Lt 20 intorviaw w1 tfBY6),(B) J.s Necessary,
20 6/10/11, 1 was contacted by 3A (b)(6).(b) | ho Advised that after 4 diacussion witn AUSA
Reyiiann the intsrviaw of (B) ()66} [roula not be nacessary.

Cuse =~iased in 3an franciseco.

Advised char jhe didn’

n @3 X rv
e

SUBICIAL ACTLION:
Ny Judicial Action ig beling SSUGRE in the Northarn Oistrier ef California at his tima,

SbSPECTS/DEFENDANTS:

SWARTZ, Aaron H -~ SUSPECTY
1599, Yas
15934; Ho

(D)(8).(b)( Zb)ge),(b)§7)(0) I* SUBJRCT ‘ ;

AEAT
RACE:
X
POE
554 LTS
FBI. (D13 XTHC)
SIn:
HY:
WT:
EYES:
HAIR
15%3; No
159%A; Ha
PHOTS: NG
PRINTS: Mo
208:
CL/STATE:
ADDRESS (b)(6),(bX7XC)
SMALL:
DATARASE CRECKS: CZ/7z4/41

(EONC) 1 - susyaer
AKA;
BACE -
SEX:
08
35N,
FBI:®
31
HT:
Wr: N/A

£(ES: (D)(6) N T)

R (C)

1399, Ne
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BOS Seat: Mon 2/28/2011 3:37 pM

Feom:
To: o
Ce: 18D; SF0; 808
Subfect: 775510 Request for Investigation Other District - Aaron Swartz (102-775-60071-5) f/L/
Attachments:
U.S. SECRET SERVICE INVESTIGATIVE REPORT /b@\

FRCM: BOSTOM FIELD ofFICE FILE: 102-775=50071-8
1O CRIMIRAL INVESTIGATIVE DIVISION X~REF: N/A

SAN FRANCISCO FIELD OFFICE SEIZURE#: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION b o4% Ny s

; 5 ? £ i3t ; ‘ g

SUBJECT:  REQUEST FOR INVESTIGATION OTHER DISTRICT ¥

ACTUAL LOSS: $ rap PGTENTIAL LOSS: § 2,006.000.00
CASE TITLE: AAROM SWARTZ
CASE 7YPE: 775.510
SECONDARY TYPES: 648.121, 348.304, 348.930 =3

CONTROLLING OFFICE: BOSTON FIELD OFETC
REPORT MADE BY: SA[B)E).(b)7)(C) B} ]
DRTE CASE CPENRED: 01/07/711

~

PREVIOUS REPORT: C1/21/11 ~ OBENING REPORT
RESORTING PERTOD: Gl/22/11 - 02/2871;
STATUS: CONTINUED

SYNOPSIS: 4

Investigation hag determined Aaron Swartz intruded into the MIT network withoutr
authorization by making entry into g locked closet coantaining networking
components for MIT networks, coniecting a computsr to the MIT network, and
sdownloading documents from JSTOR. Bwariz was arrested by MIT Polics antd agentas of
the New England Eleczrenic Crimes Task Force and charged with violation of
Massachuserts General Law {MGL) for breakinq and entering.

Agents and Debtecrives 2f the New England Electronic Task Foroe subsaquently
axasuted search wArrants at Swartz’gs rasidence and offics,

The 5a0 Francisco Field Office is Tequested to interview[(B)(6),(D)(7)(C) _Jana
"[0)6).bX7XC) [two known assoclates of Swartz, to determing Lagir knowledge of his
activities.

Case continued in Boston,

DETAILS oF INVESTIGATION:

Referance is made to the Quaning Report in thig case, written by SA_ on
01721718, .

On 01/25/11, 5a[(bY6),BN ] [BNE),ENTHC) | 1»e [OOEITO
(D)(8),(b}] the fromLW

(b)6) (b}

. i
J3TOR ha

(b)(6).(

) DIAC)

)

| |

] ISTCR, [(b)(6),(B)}7)

BQ AUSH Stephen Heymanrn haid a confarence call. [(b)), cornfirmed that
¢ licensing agreements with publishers te make journals and articles

é@vallable on the J3TOR web site, and that some of those licensing agreement g
include revenue sharing wich publishers in which the publisherg will g2t a ghare

https:/iowa.ssnet.usss.dhs.gov/exchangel’bosllnboxﬂ?iSlO%ZOReques%ZOfor%ZOInvesti,.. 22872011
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of the fees JSTOR coliscts from institutions, OB ] stated that some of the
publishers allow for a direct fee o download an individual article, but s0me
publishers do not want individual articles downloaded. e-stimated that the
valuz of the documents Swarty downlcaded to be in excess of 2 million. [oXe) )
stated that he believed the avarage cost of the articles was $14.G0, @Z ista:ed
that the fir-(sbi):(s)i'ldication of an intrusion was a deqradation cf sarvice for all

custom2rs . stated that the software on the JSTOR site relims on cookies t¢
track users and that Swartz must have fsund a way to delete the JSTOR cookies Crom
hig system prior to Making a new reguest to download a dosument . stated
multiple download requests occurred simultaneously and that at times, hundreds of
download redquests were occurring 2oncurcently, confirmed that the JSTOR
terms and conditions ciearly prohibited the kind of downloading Swartz was

doing. .

on 02/G3/11, SA|B)6)4D) | and Getactive (b)6).(b) |received the Acer Ascire natbsok,
hard drive enclosure, Western Digitai mard drive contained in the enclosure, and a
DSB flash drive from MIT Police DEIDGLE) } 3a[0)E)(0)Jand Detsotive
I(b)(ﬁ),(b) | took the avidence itams iractly ro Cambridge Police Hezdquarters. The
évidence iltems were lcgged into Cambridge folice evidence and taken to zhe
Cambridge Policse Identificetion Unit., 7The Identificarion Unie began processing
the items for fingerprints, The resulls of the analysis ia pending.

On_92/04/11, $A[0)ELEN] petective BYE.OXNC) | of the Camoridge Police, [EXEL( ]
#(b)(ﬁ),(b)

Erom the Massashuserltrs Insti¥ute of Technology, and ARUSA Staphen Heymann
w.d 2 conference call. [BP® |explained that he we. driving to work on 61/04711
when [L)E) BXNC called him and tolqd him that he found a laptop cornected to a
switeh, [O)BOX] explained that previously had seat an email toq

1(3).0)7) | e8cTibing the switeh ne had traced the excessive dewnloading frem JSTOR
£, [@EBEK]e4plalned that after found the laptop connected to the awiteh,
he started a packat capturs on the sama switch. ailso explained that the
switoh the laptog was cennecied to was an entry switch, and that normally only
edqge switchas should be plugged into the entry switen, [BJBIDI] aiso expliained that
when arrived, he used NMAP to discover tha:z port 22 and 8092 were
open on the laptop that was discoverad, said that he reviewsd the packet
capture and discovered 14 different IP addresses sending SSH traffic to the
laptop. calleved that some of the IP addresses were 358y background noiss,
however he did nota thas 18.181.9.232 coutd be traced to the linerva server at
MIT. The linerwva server is a Linux dial Up server run by the Student Information
Processing Board az MrT, statad that he was still working sn analyzing the
packet capturs, :

On 02/07/11, [BY6)ONNC) cold SA|DIOMNN | that he noticed that on 0L/06/11, the

laptop used by Swartz was briefly registerad on the MIT network from building 4 of
MIT. I(b)(ﬁl.(bl(T) jnoticed thae during that time the laptop communicated with IF
addresses 174.129.66.198, 204.236.212,151 and 50.1¢. 257 o5 stated that
those IP addresses are 483cciated with Amazon Hlastic Compute Clowd, which is a
web servica that provides regizable compute tapacity in the cloud,

{1,

Also on 02_/0’!,’1l,l(b)(ﬁ),(b)(7)(C) lsem‘. an email to AUSA Hevmann to revise her
(b)(6),(b

estimate oF how many documents wera downloaded by Swartz, stated that
Swartz downloaded gver 2.8 millicn documants in November and December of 2019,
al.so forwarded emails from stating that the initial analysis
of tha activity indicateq that the downloads wera Gdona syscematically usging
sequential inseeasaes in stable URLs. The same email included 3 statement from
[EXT BN ] o# JSTOR indicating thas the downloading did not appear to be
targeted towards research articles or any particular ticles, collections, or
disciplinas, For tha 2.8 miliion downloads in November and December of 2010, the
breakdown was 1,385,549 research articlea, 938,063 reviews, 62,127 news articles

https://owa,ssnet.usss.dls gov/exchange/bos/Inbox/775.51 0%20Request?%20for%20lavesti... 228/2011
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INVENTORY MADE gBY: - SA [(b)(6),(b)(

DESCRIPTION OF ITEMS: Apple iMac Modsl alldiy 3erial number WBG25AXGD8?
Western Digical Hard Drive SN WMANNICGS724

SEIZED / OBTAINED FROM: Aaron Swartz

LOCATION: Bostop Field Office Evidence Vaulr
DISPAOSITION: Held pending judicial actien,
EVIDENCE 55F 1544 S/N: 102 2011 ¢& 39

DATE OF INVENTORY: 02/25/11

INVENTORY MADE RY: 5a l(b)(6),(b) |
DESCRIPTIOH OF ITEMS: Acet Xspire One SN LUSAXES0G180110018

1
Rockstfish Enclosure with WD hard driv

601
e

WHMAZA1626675
HP USB Drive marksd 0045SMRBT1 385102
SEIZED / OBTAINED FROM: Cambridgs folice

LOCATION: Boston Field Office Bvidence Vaulr
DISPOSITION: Held pending judicial action.
DISPCSITION:

3an Francisco Field Office g requested to interview[(b)(8),(b)7)(C) ard [B)(8).(]

to detarmine Lf Swarez discussed JSTOR or MIT Wil TUER, and 1f they had
any knowledga of Swartz's downloading of documents from JSTOR. Prior to waking
gontact, withand the San Fr. 3o t 2saigned this 70D ig
*aquasted to contact Boston case ageny(b)(6),(0)( [b)(5).(b){ |ax (b)8). (LYY | to furthex

discuss this onse.

Case continved pending further investigation and judicial actign.

USSS / BOSTON (b)8).(B)7)(CY b RICCIARDT

https://owa,ssnet, usss.dlm.gov/exchange/bos,’lnbox/775.5 10%20Request%20for%20fnvesti . 27%mn1
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BOS Sent: Fl 1/21/2011 2:58 PM

To: o N

ce: I5D; 80S

Subject: 775.510 Opening Repoet - Aaron Swartz (102-773-60071-3)

Attachmanty: ,

/”?f?

U-S. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTOM FIELD GEFICE FILE: 102-775-60071-5§

T0: CRIMINAL THVESTIGATIVE DIVISION K-REF: N/A

INFD: INVESTIGATIVE SUPPORT BIVISION SETZURE: N/A

SUBJECT:  OPENING REPORT

CASE TITLE: AARON SWARTZ w4 f sy B

CASE TYPE: 175,510 Pifade #gsiz {2

SECONDARY TYPES: 848.191, 848,304, $48.530

CONTROLLING OFFICE: BOSTON FIELD QFEre

REPORT MADE RBY: SA[B)E),(B)(7)(C) —{(6)(63,)7)XC) ]

DATE CASE OPEMED:  01/07/11

BREVIGUS REPGRT: N/A _

HEFORTING PERIOD:  01/04/11 ~ 01/21/11 »

STATUS: CONTINUED / 8

SYNOP3I4:

On 01/04/11, wMrr pelice requasted asgistance from members of

the New England

Electronic Crime Task Force regarding an intastigation into a Computer that was
found in a locked closet at MIT and was connscted to the MIT Network withous

avthorization.
Raraon Swartz,
into a locked
a aomputer to

Furthse investigation revealsd that a subject later identified as
intruded into the MIT narworik without authorization by making 2atry
closer containing networking componants for MIT nstworks, connecting
the MIT fetwork,

and downloading documents from JSTOR.

On 017068711, Adaron Swartz was arrestec by MIT Bolice and agents of the New England

Electronic Crimes

Tazk
Law (MGL] for breaking ang sntaring,
intrusion into rne MIT

Force and charged with viglation of Massachusatés General
The investigation of Swartz’g upnauthorized
natwork and the chert of documents from J3TOR <ontinue,

Case conkinued in Boston.

DETAILS oF IRVESTIGATION:
On 0L/04/11, Detectivekbxe4bx?ﬂﬁ) Jof the Cambridge, MA Police Department and a

nembar of the New Rigland Electronic Crimes Task Force, received a call from
(0)e).{O)7) ¥b)(6),(b)7)(C) (DOOXNC BMIT EDGY of tha Massachusetts Institute of
Technology [MIT) Palice Department, informing him that an snautherized computer
had been found in & wire closet on ¥IT grounds and that Networyk Traffic suggested
that the computer was being used to download expensive technical journals without
authorization, Ths Computer was found In a wire cloget in the basement of Buiiding
1€, the Dorrance Building (77 Massachusetts Avenus, Cambridge, MR} which touses
the MIT Biological Engineering Department,

Cantiauing on 01/04/11, SA{(b)(6),(b)X7XC) | Detect Lve[(b)(6),b] and detective
(0)6),( | of the sosron Police Beparciment kraveled to MI? and met with [BYETEND Ihva) (]
b)B),(b})(7]of the MIT Bol 22, |(b)(6),(b)}(7)(C) [BIELORNG)

https://owa.ssmt.usas.dhs.gov/exchange/bos/lnbox/?‘ii.5!0%200pening%20Report9foZO-... 1212017
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b)) D)7} 'F.Q.LM.L.I- Ly in the basement of building 16. RO DOXOGION
X8),(00X7)(C) from the Cambridge Police Uepartment processed fhe scene for
fingarprints, Tha netbook found connecraed t2> the switch in the wire classet in the
basement of building 16 was an Rcer Aspire One with a serial number
LUSAXCD001001100E160] ., Network traffis indicated that the nethook wWas u3ing two
I2 addresses (18.55.6,240 and 18.55.7.240; wnich are both 1?7 addrasses oelonging
Lo MIT. Use of NMap showad that the netbook had port 22 and 8092 open. Porr 22
ie the default port for 53H (Sscure Shall network pProtocol} and porc §992 is often
associated with T0p (Transmission Contral Protocol) traffic, A surveillance
camera was placed in the wire closet to record anyone raturning £or the netbook.

Continuing on 01/04/11, ar spproximately 1525, ths survelllance camera recorded a
white male, larter identified as Aaron Swartz (D08 11/08/86), enter tha wige
cleset. Bassd on the surveillance vides, Swartz appeared ro replace tne external
hard drive with a naw one and taxe the old hard drive with him,

Further on 01/94/11, [B)LON] was anie ts provide 3A[BYELEBJwich the following

timeline regarding this investigations

G 89/26/10, [b)(6),0)7)C) | the MIT %m(su'mm(cx } recaived
an emali from » the Jg' OB R TIC) b stating that

excessive downloading of journals had 632w aetected from MIT, and that ail

of HIT acceas to JITOR would ke blocked. JsTon Lonverts printed gcheiarly

journals intc electronic form and stores them in 2 central archijve that can
be accessad by libraries and institutions such as MIT,

On 09/272/10, ¢ LT Metwork and Information Security Team receivad an mail
£rom [(B)(8),(b)}7)C) | tne MIT FEXE)ENNG) I G®) (DX6),
1o regarding excessive aownloading from twe 1p addresses 13.55,4.216
and

18.55.5.215. JstoR raston I3cdess but blocked BCCBSS O the
identified IP addresses, [0)(6).(6Y7)C) iﬂrﬁﬁibauxC) [EEI§ijzﬁmit.adu},

(b)6).D)THC) — discovared nztwork

SELLELLON TOT TGary Host” with emait address ghost@meiiinato:,com, a MAC
address of 00235a7358¢n and computer name “ghost-macbocx” registered on tne
netwark on §9/24/10. disabled the computer registration.

On_19/99/19,{(b)6),(b)(7)(C) LTOR [EELOINC) } emailec[BYE)]
(b)6).(0)( | the"% (0)6). B)THT) Lto inform har that MIT's access to

JITOR had peepn cur CiT agaln due to excegsive downloading.

On 10/12/71¢ he MIT Hetwork and Informazion Security T2am receivaed Zn email
from {b)(8).(b)(7 I stating that JSTOR informed her that excessive downloading
came from IP address 1§.55.5,100.

On 18413714, [B)6).0M ] traved the second occarrence of excessive unauthorized
downloading to a computer registered on the network as “Gracs Hogt# wilh an

amail of ghastﬁzemailinator.com, 3 MAC address of 0017£22¢b074 and compuner
name of “ghost-laptop”. [ByE %%M_Lﬁghaﬁt registrations identified
as bogus. EEYEBNTIC) _ JoX0exne .
for MIT, notifledpmpree and [(B)(8),(bY(THC] +:
| Vi AT * that informaFion indicated that the Same unknown person
Appears Lo be using MIT Juest registraktion from a wired connection in
bullding i6.

On 11/29/10, the MIT Network and Information Security Team was netified by
the MIT branch of the Instityte of Electrical and Electronic Enginesrs that
Journal spidaring has occurred on their site and it was tracked to the

Student Information Processing Board XxvM ciuster, a group of computers that

hitps://owa.ssnet, uss&dhs.-govfexchangefbosflnboxﬂ'ls.s 10%200pening%20Repon%26.... 12172011
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are shared and that anyste in the MIT community can use to host a Virtual
Machiae,

On 01/03711, [(b)6),(b)] recesived an erail from[B)®8).B)7)(] forwarded £rom [(B)6).(6Y]

informing him that that the axcassive downloading of journals had bequn

agatn.

on 01/04/11, [BYELEN] ema i led [ErmTrmver the [BTETETTE |
Opsraticns, and F3 T edu} [o)6) OXNIC) l
(DX} {BHTNHC) for MiT, asking them to farther

AOpaIfl tae Loration of the camputar downloading the journals. as 080§,
(£)(6).(b)( Located s computsr hidden by a box connected to a switch in a wire
¢loset in the basement of building 15. The compubar was .aisc connected to
An external hard drive. [(b)(6)(b established a packet capturs of the sSame
switch the computesr was found attached to,

[BE).0)arss provided SAIDYELON] with a copy of nistorical network flow daca
concarning IP addresses 18.55.6.240 and 18.55.7,24p from 12/14/18 te 01/04/11 and
DHCE log information for computers ragistered as ghost~macbook and ghost-laptep,

sa[bi6).6)] contacted 32 O)O)LOX(| icID} at the crar Coordination Center ar tne
Software Engineering Institute at Carmegie Mellon University. SA[B)E)] provided sa
(b)(6).(b)( With instructions to uplcad the data to the CERT drop box.

/
On 01/08/1%, at dpproximately 123z, video surve!liance showed Lhe individua! latap
identified as Swarte return to the wire closet and remove the netbook and extarnal
hard drive. Later, {(b)(8),(bX7)(C) of the MIT Police Departmsnt called

bYB).(BY | of the MI? PETTce Uepartment and stated that he had located the

suspect later identified as Swartz rvidicg his bicycle on HMagsachusetts Avepna
the intersection with Lee Strest in Cambridge, Massachusetts. [ErETET] (b)(6).(b)(
SA'ZbEGE,(bE(I responded to Lee Street ta assist Captainl(b)(8),(b){ [RIGL.ENN {(B)(6),(b) ]
attempted o interview Swartz, howsvar Swartz jumped O0ff of hiz bicyecle and pan
down Lee Streat. and SA detained the suspect and he was
subsegquently placed uader arrest. A searpsh ot the bavkpaock the uspect was
wearing revealed 3 U.g. RPASSPOCt in the name of Aaron Swactz and one (1) ysB Thuml
Drive. No computer was found in the Backpack, Swartz wag transported by Cambridge
Police to Cambridge folice headguarters and subsequently charged with violation of
Massachusetts Seneral Law (MGL) foe Braaiding and Entering.

Alsc on 01/06/11, (B)(6),(B)( } checked tha OHCP logs for computer registrations
containing the werd “ghogp™, Ghost-laptop was identified as still baing active on
the MIT network using the sama MAC L@ss as usad on 01/04/11 wo download
journals, (B)(8).(BU7THE)  JfBY(6).(0)(7)CTY BB Frit, edu) an Mr? Network Engineer,
traced ghast-laptop on tR3 network to building W20 on the 5*® filoae, #rT Building
W20 is the Stratton Student Center, BE.B 0 [66),6)( ] and[B)B)(b] traveled to tha
Stratton Srudent Center ang determined that the network deop lacation ghost~laptop
connected to was the Studeat Information Precessing Board oftice, room 557.
EELE Jeontacted EEETTIBNELGI] o i0fom him that they had traced the netbook
¢ a room in the student center. sa BB met Igbz(ﬁl,gbzﬂand at the
student center and found the Acer Aspire aetbook and extarnal harg drive
unattendsd, under a table, powered on ang Connacted ro the MIT network by a
cable. Using gloves, SA examined the netbook. The nsthook appeared to be
frozen halfway in the shutdown state ang all attempts to accesz a terminal on the
machine werg unsuccesstul, It wasg determined it would a0t be possibie to conduce
ive forsnsics or cagture a snapshot of the memory of the computer in jts curvant
atats. The laptop waa placed in an evidence bag and turned over Lo MIT Police to
be inventoried into evidenca,

9
https:/fowa.ssnet.uss&dh&govicxchangefbos/inbo&fﬂs -310%200pening%20Report®420- A Re iR
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Continuing on 01/06/11, saf(B)6).(b) land traveled to Cambridge
Palice Heas interview Swartsz, At Camizridge Headquar:ters, SA
met |(b)(6),(bX7)(C) ||(b)(6),(b)(7)(0) l(b (6).(B)7) {(b)(6). ) IBwar 7] informed

SA[BYBY(D) F that ne represented Swartz and that *8 ziient would not make a
statemant. 3wartz was pot Looperative with investigarorsg. Swartz initially

refused to provide his hame, date of birth and other biographical Informaticn.

On 01/10/1%, SA[B)E)B)T] AUSA Heymann ard [BE).EXDEC) ] from J5ToR conducted

conference ¢all to discuss the theft of material from JST0R.

On Q1/14/11, sA[BY6).(bX Detective [(b)6),00) | myarmrr) B)(6).(bX7)(C) and AUSA

Heymann met az the MIT office of Genaral Counsel with |ON6IORNC) counsel for
MIT, i

JUDICIAL ACTION:

On 01/068/11, Raron Swarktz was arrested by MIT Police Department and charged with
viclation of Massachusestg General Law {MGL} Chapter 368, Sectign 13, dreaking and
Zntering.

On 01/06/11, safb)8).d) leontacted AUSA Steven Heymann, District of Massachusetts,
the

to brief him on abgyve investigation,

On 0L/07/11, Aaron Swertz was arraiqued in Lambridge, District Court for
violation of Mo Chapter 266, Section 18, Breaking ang Entering. The case was
agsigned docket number L152CR007 3,

SUSPERTS / DEFENDANTS :

SWARTZ, Aaron H. ~ BUSPECT

AKN: N/A

RACE: White

SEX: Male

Bog . L1./08/19288
S8N: mEeEd-1374
FBI: 875304KD0
S1B; MAL0556559
HT: 5~ Qg7

WP 120 ibs.
E¥ES: Brown

HATR Brown

1589; Yes

153969a; bl

PHQTO: Yes

PRINTS: Yes

POR: Chicage, 11,
DL/STATE:

ADDRESS:

EMAIL:

DATABASE CHECKS: 0L/67/12

EXAMS CONDUCTED:

ECSAP: Pending
FGLY; N/&
Fsn; u/a

DATABASE SEARCHES CONDUCTED

10
httpsd/owassnet.usm.dhs,govfexchangezbosﬂnboxms.sw%zoopening%zokeuon%zo. 1h1mn
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MCI / CI: 01/07/11
MCIC/NLETS:  01/07/1)
CCS/CFT: 01/07/11
LOCAL LE: 01/07/11

EVIDZNCE / CONTRABANG / FERSONAL FROPERTY;
All evidence in this case 18 currently being held at MIT folice Headquarters.
DISPOSITION:

Case continuad perding furthey investigation and judicial actien.
B, (b)7)C
UsSss ¢ sostow (b)(8).(b)(7)(C)

RICCIARDI
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS
UNITED STATES OF AMERICA Crim. No. // L f 7 [0 3*6 o
v. VIOLATIONS:
AARON SWARTZ, | 18 U.S.C. § 1343 (Wire Praud)
Defendant 18 U.S.C. § 1030(a}{4) (Compnter Fraud)

B o pen trom
Protected Computer)

18 US.C. § 1030(aXSKB), (HAXAXDD.VD
(Recldessly Damaging a Protected omputer)

18 US.C. § 2 (Aiding and Abetting)
18 U.S.C. § 981(a){(1XC), 28 US.C. ‘3.! 2461(c),

and 18 U.8.C. §982(a)(2)(B) (Crim
Forleiture}

4

INDICTMENT

The Grand Jury charges that at all relevant times:

PARTIES

1. The Massachusetts Institute of Technology (“MIT™) was and continued to be a
leading research and teaching university located in Cambridge, Massachusetts,

2 JSTOR, founded in 1995, was and continued to be a United States-based, not-for-
profit organization that provides en online system for archiving and providing access to academic
journals. It provides searchable digitized copies of over 1,000 academic journals, dating back for
lengthy periods of time.

3. JSTOR’s service is important to research institutions and universities because it
can be mrdmanly expensive, in terms of both cost and space, for 8 research or university
library to maintain 8 compreheasive collestion of academic journals. By digitizing extensive,
historical collections of journals, JSTOR enables libraries to outsource the journals’ storage,
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ensuses theu' preservation, and enables authorized users to conduct full-text, cross-disciplinary
searches of them. JSTOR has invested millions of doflars in obtaining and digitizing the journal
articles that it makes available as part of its service.

4. JSTOR generally charges libraries, universities, and publishers a subscription fee
for access to JSTOR's digitized journals. For a large research university, this annual subscription
fee for JSTOR's various collections of content can cost more than $50,000. Portions of the
subscription fees are shared with the journal publishers who hold the original copyrights. In
addition, JSTOR makes some articles available for individual purchase, Publishers decide which
articles can be purchased individually and set fees for their articles. JSTOR facilitates the
purchase of these asticles from the archive on behalf of the participating publishers.

5.  JSTOR did not permit users:

a to download or export content from its computer servers with atitomated
computer programs such as web robots, spiders and scrapers;

b. to download all of the articles from any particular issue of a journal; or
¢ to make other than personal use of individually downloaded articles.

6 ISTOR sotfied its users of these nules, and users accepted these rules when they
chose to obtain and use JSTOR’s content

7. ISTOR provided MIT with its services and content for a fee.

8. MIT, in tum, made JSTOR's services and content available to its students, faculty,
and employees. MIT also allowed guests of the Institute to have the same access as its students,
faculty, and employees for short periods of time while they were on campus.

"9, JSTOR's computers were located outside the Commonywealth of Massachusetts,
and thus any communications between JSTOR's computers and MIT’s computers in
Massachusetts crossed state boundaries. JSTOR’s computers were also used in and affected
interstate and foreign commerce,

10.  Aaron Swartz lived in the District of Massachusetts and was a fellow at Harvard

| m
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University’s Center for Ethics. Although Harvard provided Swartz access to JSTOR's services
and archive as needed for bis research, Swartz used MIT’s computer networks to steal well over
4,000,000 articies from JSTOR. Swartz was not affiliated with MIT as a student, faculty
member, or employee or in any other manner other than his and MIT’s common location in
Cambridge. Nor was Swartz affiliated in any way with SSTOR.
OVERVIEW OF THE OFFENSES
It,  Between September 24, 2010, and January 6, 2011, Swartz contrived to:
8 break into a restricted computer wiring closet at MIT;
b.  access MIT's network witbout authorization from a switch within that

closet;
e conect to JSTOR’s archive of digitized journal articles through MIT’s
computer network; f

d. use this access to download 2 major portion of JSTOR's archive onto his
computers and computer hard drives;
e. avoid MIT"s and JSTOR’s efforts to prevent this massive copying,
measures which were directed at users generally and at Swartz's illicit conduct
specifically; and
£ clude detection and identification;
all with the purpose of distributing a significant propottion of JSTOR’s archive through one or
more file-sharing sites.
MEANS OF COMMITTING THE OFFENSES
12.  Swartz alone, of in knowing concert with others unknown to the grand jury,
(hereafter simply “Swartz” in this section) committed these offenses through the means described
below.
September 24 through 27, 2010
13.  On September 24, 2010, Swartz purchased an Acer laptop computer from a local

3
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computer store with the intent of using it to automatically and systematically harvest JSTOR's
archive of digitized journal articles. .

14.  Later that day, Swartz connected the Acer computer to MIT’s computer network
from a location in Building 16 at MIT and registered under a pseudonym with MIT"s computer
network as a guest. MIT offers campus guests short-term service on its computer network,
Campus guests must register on the MIT network and are limited ta a total of fourteen days per
year of network service. ]

15. Swartz registered on the network using identifiers chosen to hide his identity as
the computer’s owner and user.

a The computer was registered under the fictitious guest name “Gary Host.”
b. The computer’s client name was specified as “ghost laptop.” A
computer’s client name helps ta identify it on a network and can be chosen by its
user. In this case, the name was simply created by abridging the pseudonym
“Gary Host,” combining the first initial “g” with the last name “host.”

c. The fictitious “Gary Host's” e-mail address was identified as
“ghost@mailinator.com.” This was a “throwawsy” c-mail address. Mailinator is
a free, disposable e-imail service that allows a user to create a new e-mail address
as needed, without even registeting the address with Mailinator. Mailinator
provides this service for users to have an anonymous and temporary e-mail
address. Mailinator accepts mail for any e-mail address directed to the
mailinator.com domain without need for a prior registration, and it allows anyone
in the world to read that mail without having to create an account or enter a
password. All mail sent to mailinator.com is automatically deleted after several
hours whether read or not.

16.  On September 25, 2010, Swartz used the Acer laptop to aystematically access and
tapidly download an extraordinary volume of articles from JSTOR. He used a software program

4
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to automate the downloading process 3o that a human being would not need to keep typing in the
archive requests. The program was also designed to sidestep or confuse JISTOR's efforts to
prevent this behavior.

17.  These repid and massive downloads and download requests impaired computers
used by JSTOR to service client research instimutions and threatened to misappropriate its
archive.

18.  AsJSTOR, and then MIT, became aware of these efforts 1o steal a vast proportion
of JSTOR's archive, each took steps to block the flow of articles to Swartz's computer and thus
to prevent him from redistributing themn. Swart2, in turn, repeatedly altered the appearance of his
Acer laptop and the apparent source of his automated demands to get around JSTOR’s and MIT’s
blocks against bis computer.

8. On the svening of September 25, 2010, JSTOR blocked the computer’s
access to its network by refusing communications from the computer’s assigned
IP address. An IP (short for “Internet Protocol”) address is & unique numeric
addcess used by a computer on the Internet. Every computer attached to the
Internet must be assigned an IP address so the Internet traffic sent from and
directed to that computer can be directed properly from the source to its
destination. Most Internet service providers control a range of IP Addresses. MIT
controls all [P addresses that begin with the number 18. fu this case, the computer
had been assigned an IP address of 18.55.6.21 5, and JSTOR blocked
communications from that [P address.

b. On September 26, 2010, Swartz obtained for his computer a new IP
address on the MIT network ~ 18.55.6.216 - and began again to downiocad an
extraordinary volume of articles from JSTOR. Accesses from this address
continued until the middle of the day, when JSTOR spotted and blocked this [P
address as well. Because the exploits on September 25 and 26 were both

5
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jaunched from MIT IP addresses beginning with 18.55.6 , and because computers
used by JSTOR to service client research institutions were again impaired and its
archive at risk of misappropriation, on September 26, 2010, JSTOR began
blocking a much broader range of IP addresses. As a result, legitimate JSTOR
users at MIT were denied access to JSTOR’s archive until September 29, 2010.
c Notificd by JSTOR of what was happeniag, MIT sought to block Swartz
mors specifically. It did so by prohibiting the Acer laptop from being assigned an
ip address on MIT’s network. When a user plugs his computer into the wired
network on MIT"s campus, his computer’s MAC address is used to determine
whether he has been authorized to use the network. A MAC address is a unique
identifier assigned to0 a computer network interface, in this case, the Acer laptop’s
petwork interface card. A MAC address most often is assigned by the /
manufacturer of the network interface card and therefore generaily remains
constant on the device. Although a MAC address is intended to be a permanent
and globally umique identification, a user with the right knowledge can change the
MAGC address, an action referred to as “MAC address spoofing,” as discussed
below.
d As part of the registration process, “Gary Host's” computer, i.¢., the Acer
laptop, had identified its network interface’s MAC address as 00:23:5a:73:5£:1b.
Consequently, on September 27, 2010, MIT desctivated the guest registration for
the “ghost laptop” by barring any network interfice with that MAC address from
being assigned a new [P address.

19.  MIT banned the Acer laptop from its network under and consistent with its own

computer use rules, which required users to:

B use the network to support MITs research, education, and MIT
administrative activities, of at least to not interfece with these activities;

6
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b. maintain the sysicm’s security and conform to applicable laws, including
copyright laws; and
S conform with rules imposed by any networks to which users connected
through MIT's system,
Guest users of the MIT netwark agreed to be bound by the same rules that applied to students,
_ faculty, and employees. These rules explicitly notified users that violations could lead to state or
federal prosecution, '
October 2 through 9, 2010 _

20.  Despite knowing that his computer had been blocked from JSTOR's and MIT's
networks, Swartz sought and obtained another guest comnection on MIT"s network, again for his
Acer laptop Jess than a weck later, on October 2, 2010.

21.  Once again, Swartz registered the Acer latop on the network using identifiers
chosen to avoid identifying Swartz as the computer’s owner and user:

a. The computer was once again registered under the fictitious name "Gary
Host” and the client name "ghost laptop.*

b. To evade the MAC address block, Swartz spoofed the computer's MAC
address, mantipulating it from 00:23:5a:73:5¢:fb to 00:23:5a:73:5f:f¢ (the final "b"
became a "¢c"). |

c By re-registering the "ghost laptop,” Swartz ensured that it was assigned a
new IP address. By obtaining 2 new IP address, Swartz disassociated his rogue
computer from the IP addresses used to exploit JSSTOR in September.

22.  OnOctober 8, 2010, Swartz connected a second computer to MIT’s network and
registered as 2 guest, using similar naming conventions; the computer was registered under the
namée “Grace Host,” the computer client name “ghost macbook,” and the throw-away e-mail
address “ghost42@mailinator.com.”

23.  The nextday, October 9, 2010, Swartz used both the “ghost laptop” and the

7
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“ghost macbook” to systematically and rapidly access and download an extraordinary volume of
articles from JSTOR. The pace was so fast that it brought down some of JSTOR’s computer
servers.

24.  Inresponse, JSTOR blocked the entire MIT computer network’s access to JSTOR
for several days, beginaing on or about October 9, 2010.

November and December, 2010

25.  During November and December, 2010, Swartz used the “ghost. laptop™ (i.e., the
Acer laptop) at MIT to make over two million downloads from JSTOR. This is more than one
bundred times the number of downloads during the same period by all the Jegitimate MIT JSTOR
users combined. Of the downloads, approximately half were research articles, with the remainder
being reviews, news, editorials, and miscellaneous documents.

26.  This time around, Swartz circumvented MIT"s guest registration proceés
altogether when he connected to MIT’s computer network. By this point, Swartz was familiar
with the IP addresses available to be assigned at the switch in the restricted network interface
closet in the basement of MIT"s Building 16. Swartz simply bard-wired into the netwark and
assigned himself two IP addresses. He hid the Acer laptop and a succession of external storage
drives under a box in the closet, 3o that they would not be obvious to anyone who might enter the
closet.

January 4 through 6, 2611

37.  OnJanuary 4, 2011, Asron Swartz was observed entering the restricted basement
network wiring closet to replace an external hard drive attached to his computer.

28, OnJanuary 6, 2011, Swartz retumned to the wiring closet to remove his computer
equipment. This time he attempted to evade identification at the entrance to the restricted area.
As Swartz entered the wiring closet, hie held his bicycle helmet like & mask to shield his face,
looking through ventilation boles int the heimet. Swariz then removed his computer equipment
from the closet, put it in his backpack, and left, again masking his face with the bicycle helmet
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before peering through a crack in the double doors and cautiously stepping out.

29.  Shortly thereafter, Swartz connected the Acer latop to MIT’s network in a
different bujlding, again registering on the network using identifiers chosen to avaid identifying
Swartz as the computer’s owner and user.

a, The computer was registered under the fictitious name "Grace Host” and
the client name “ghost laptop.”

b. To evade the block on the computer’s MAC address, 5wanz had spoofed
(manipulated) its MAC address a second time, changing it from the blocked
00:23:5a:73:5f:fb to 00:4c:e5:80:¢7:56.

c By re-registering the "ghost laptop,” Swartz ensured that it was assigned a
new IP address. By obtaining a new IP address for his rogue computer, Swartz
disassociated it from the IP addresses used to exploit JSTOR up to that point.

30,  Swartz had a software program named “keepgrabbing.py” installed on the Acer
faptop. Keepgrabbing.py was designed to download .pdf files from jstor.org and sidestep or
canfuse ISTOR's efforts to prevent the behavior.

31.  When MIT Police spotted Swartz on the afternoon of Januaty 6, 2011 and
attempted to question him, he fled with a USB drive that contained the program
“keepgrabbing2.py.” “Keepgrabbing2.py” had distinct similarities to “keepgrabbing.py.”

32.  Inall, Swartz stole approximately 4.8 million articles, a major portion of the total
archive in which JSTOR had invested. Of these, approximately 1.7 million were made available
by independent publishers for purchase through ISTOR’s Publisher Sales Service.

33.  Swartz intended to distribute a significant portion of JSTOR s archive of digitized
journal articles through one or more file-sharing sites.
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COUNT 1
BUSC §§ 13342

34, The Grand Jury realleges and incorporates by reference the allegations in
paragraphs 1-33 of this Indictment and charges that:

From on or about September 24, 2010, through January 6, 2011, or thereabout, in the
District of Massachusetts and elsewhere, the defendant,

AARON SWARTZ,

having devised and intended to devise a scheme and artifice to defraud and for obtaining property
— namely, journal articles digitized and distributed by JSTOR, and copies thereof — by means
of matertal false and fraudulent pretenses, representations, and promises, transmitted and caused
to be transmitted by means of wire communication in interstate commerce writings, signs,
signals, and pictures — namely, communications to and from JSTOR's computer servers — for
the purpose of executing the scheme, and aided and abetted the same,

All in violation of Title 18, United States Code, Sections 1343 and 2.

10
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COUNT 2
18 U.‘S:.‘g g‘f&%{:ﬁﬁ) &1

35.  The Grand Jury realleges and incorporates by reference the allegations in
paragraphs 1-33 of this Indictment and charges that:

From on or about September 24, 2010, through January 6, 2011, or thereabout, in the
District of Massachusetts and elsewhere, the defendant,

AARON SWARTZ,

knowingly and with intent to defraud, accessed a protected computer — namely, a computer on
MIT's network and a computer on JSTOR's network — without authorization and in excess of
authorized access, and by means of such conduct furthered the intended fraud and obtained
things of value -— namely, digitized journal articles from JSTOR's archive — and aided and
abetted the same. '

All in violation of Title 18, United States Code, Sections 1030(a)(4) and 2,

4
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COUNT 3
Unlawfully Obiaining Information from a Protected Computer
18 U.S.C. §8 1030(s)(2), (c)R)(B)(ii) & 2

36,  The Grand Jury realleges and incorporates by refesence the allegations in
peragraphs 1-3 of this Indictment and charges that:

From on ot about September 24, 2010, through January 6, 2011, or thereabout, in the
District of Massachusetts and elsewhere, the defendant,

AARON SWARTZ,

intsntionatly accessed a computer — namely, a computer on MIT’s computer network and a
computer on JSTOR's petwork — without authorization and in excess of authorized access, and
thereby obtained from a protected computer information whase value exceeded $5,000 —
namely, digitized journal articles from JSTOR’s archive — and aided and abetted the same.

Alt in violation of 18 U.S.C. §§ 1030(2)(2), (c)(2X(B)(iii) and 2.

12
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COUNT 4
Recklessly Damaging a Protected Computer
18US.C. §8 1030(0)(5)(3), (¢X4)(Axi)(l)m &1

37.  The Grand Jury realleges and incorporates by reference the allegations in
paragraphs 1-33 of this Indictment and charges that:

From on or about September 24, 2019, through January 6, 201 1, or thereabout, in the
District of Massachusetts and elsewhere, the defendant,

AARON SWARTZ,

intentionally aceessed a protected computer — namely, a computer op MITs computer network
and a computer on ISTOR’s network — without authorization, and as a result of such conduct
recklessly caused damage to MIT and JSTOR, and, during a |-year period, caused loss
aggregating at least $5,000 in value and damage affecting at feast 10 protected computers, and
aided and abetted the same. "

All in violation of Title 18, United States Code, Sections 1030(a}(5)(B),

©@AHDLVD & 2. '
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UNITED STATES GOVERNMENT
Memorandum of interview

LS. Secret Service

Case # 102-775-60071-8

UAFE WD
i March 9, 201 1
[Ny (D)8) URT)
SLBIECT ORAHDI )
INTERVIEWED
e SA [CHE)RKNC) $FO)
STEEMDANCY ) <

JBRBY CE T

On March 9. 2011, [R5 000 |yag interviewed at

reference to the Boston Field O
{5y (X 710)

by Agent

EXE) 7o)

and Agent l;‘,b)t‘ﬁ': o) RO
was asked about Aaron Schwarz ang any in
following is a summary of her statements:

tfice case number 10

|

U Istated that she is the kind of friend that does n
2" Jelaborated by stating that she received a phone call fr

REID] lTa_r;a) o]

j in
<-773-60071-8, The interview was conductad
San Francisco Field Office. During the interview

formation she had regarding his recent arrest. The

ot ask questions when a friend asks for help.

lawyer and arrange bail for him, which she did. |

NI gl {eg]

om Schwarz, who asked her to call his

~.3

|

4

When D17 lwas asked abour any ad
any contact, but did hear that dug 1o h
this restriction, [0 ©)
to participate in an annyal campus wide scave
LIOE [wwas asked if Schwarz ever mentioney

d ISTO
didn’t know what ISTOR was and asked for an ex

[ﬁ))(m T

b but has never he

During the course of the interview,
that were asked of her.
that if she hears from Schwarz, that she would co
information at the conclusion of the interview,

ditienal contact with Schwarz, she advised that she didn’
is arrest, he was no ionger allowed on the
pdvised that she heard Sohwarz w

tact Agent |-

thave
MIT campus. Due 1o
as upset because he would not be permitted

nger hunt, of which he paticipates in every year,

R records to her. of which she advised that she

planatior. Once JISTOR was explained in more
advised that she believes that she may have gccess to those records
ard Schwarz discuss JSTOR records.

F!J)(B) (EWIRC)

was fully cooperative and openly answered any questions
tated that she would full

¥ eovperate in this investigation, and stated
Gy (b

25



UNITED STATES GOVERNMENT
Memorandum of interview

SETERW Y

N
ATTENDANCE

troig Aprid 13,2011 U.S. Secret Service
LUC RN I Courthouse Way. Boston. MA 02210 Case # [02-775-60071-S
SLBRCT hX).BKTHC)
TERVIEWED
5 Al(b.l(b).(b)(?)(ci K BOS)
(BOS

Detective [P0 BN | Cambridge Police
ALUSA Stephen Heymann

(61(6) DI

On April 13, 201 I.was interviewed at the John Joseph Moakley U.S. Courthouse at !
Courthouse Way, Boston Massachusetts, in reference to the Boston F ield Office case number 102-

775-60071-S._The interview was conducted by Agent [T CFIC) and Cambridge Police
Detective ffoim GXNC) and Assistant U.S, Attorney Stephen Heymann. Also in attendance were

BIEIEINE Jand [PNEEXT pttorneys with Fish and Richardson Professional Corporation. The
following is 2 summary of her statements:

(5){5) (03 THC)

[RIELNTHC) | she received a calf from Swartz and that he told her he had been

arrested. {2 ® [said that she did not want to know why he had been arrested and that she was

concerned about how he was emotionally, [FFD FITC) |
(S DTN IS}iid {ha{l(o)(s,' RTHC) lposted bail for Swartz. 015 07D

(BIE) BX7TNC) Jthe he had met Swartz before. {219 ™) Isaid that the main part of
the discussion was regarding Swartz’s mental health and that Swartz has had some depression
problems. said that she remembered Swartz mentioning something about a computer and
something about Massachusetts [nstitute of Technology.

gﬁi_‘f‘%"b’ said that after she spoke with Swartz she called one of her friends, [P 00 112) |

(OHE) R TKHC)

said that Swartz did not like to have a computer at his house but that he had an office at the
democracy center. aid that she thought that Swartz generally used Mac equipment.

X5 Jsaid that she understood that Swartz did something with JSTOR. [BIF Lsaid that she
believed that academic publishing is despised by academics[PR GI7IC) ]
said that researchers have to pay to be published and then people have to pay to have access o the
works.
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