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BOS 

From: 
Sent: 
To: 
Cc: 

80S 
Thursday, January 17, 2013 8:59 AM eto 
ISO; 80S 

Subject: CT 775.510 Aaron Swartz (J-102·775·60011·S) 

u. S. SECR::T SERVICE INVE:STTGJ..T! VE REPORT 

rEOM: 
TO: 
lNFO: 

BOSTON FIELD OFFICg 
CRIMINIl.L INVESTIGATIVE OIVISY)t-! 
INIJESTtGA'I'!'lE SOPPOR'r DIVISION 

SUBJECT: REI?ORT OF JUDIcr;'.L ACTIml 

ACTUAL LOSS: TBD 

CASE TITt.E: 
~';ASE TYPE: 

;~~RON S'tlARTZ 
775.510 

rILE: J-:G2-775-60071-S 
X-REF: ~l! A 

S£I1tJREt: N/A 

r ... .,)TE:NT!Il.L LOSS: $2,00:), GOO. (10 

SECONDARY TYPES: 848.191, 848.30·1, 6:18.930 CONTP.OLLING m'fICE.: 
?£POR'r t1ADE 9Y: 
DATE CASE OPENED; 
PREVIOUS R!POPT: 

~~..:.;...;..;....;... __ ~b)(6),(b )(7)(C) 

P.Ei?ORTTNG l? E:R roo ! 
SLATUS~ 

09.12li12 - REPORT OF JUDICIAL ACTION 09/22/12 - 1/17/13 
CON'rI~JUEO 

SYNOE>SIS: 

On 1/11/13, {'.aron Swartz W3S fcund dead. in his apa::t:r,ent in Brooklyn, Nl' as a res'.ll': 'Jf 
an appar~nt suicide. 

A suppression hearina in tnis had oeen sch.duJed fo£ 1!25/13, with a trta1 dat& of 4/01/13, in U,S. D1str1ct Court for the District 0f ~assachusetts. 
Case (;ontinue!d. 

OET,i!o trJS OF INVEST IGATION: 

Reference is m~de to a~l previo~s Report ,Judicial A,:>:i.on ~Il=itten by' 
~~~.o:-...,c.h.i . .,.: case, ,-hI';: most l"p.>;:em: of \·;h.ich ; oS U·.e "----... )[1 G9i21/12. 

.;;..;;::.::,::;:~~:--, ':'he repcrtinq party w~s S~ .. ..:.rt:z' who resi.ded with t;"e S\../art z ,jt. the apartment. 
JUDICIAL ACTION: 

.; suppress.i.en hearing had been sdiedl.lled for 1/250/13 in I.! .. 'L Di"t=.i·.::t ('O!Jrt f' ·:;r the 0istrl.ct nf Massachusetts t-lith c. trial date n.t 4/01/':"1. 
3~SPECTS / DEFENDANTS! 

MRON H SWAF.'l'Z - DEFENOJl.NT i FI!:::-JE?.AL i 

_...JI;--. 
-~ , 



, i'5 :)'): 
l')'39A: 

(Er.t(Hed 1/1.912(/); 
t£n:e~ed 11!29;2111) 

::::--:.1\1'1$ CONOUr:: TED: 

ECSAF: 05/20i11 
[.!:11y: N/ .:I. 
,so: NO\ 

DA'!'iU~ASE SEARCHES CON!)OC1'£O: 

;'-lCI / CI: (;1i01/11 NCIC/NLETS; 01/07/11 ::C.SiCrT: Ol107 i ii U::oC,1..L l.~: Cl /07 / 11 

s·n DENCE ,I CCJNTFAE.ANC .I t:ERSON'AL ?ROI?ERTY: 

.) 

All eY1dence remains in the Bogton Flela Office Evidence Vault as previQusly reported. [1ISPOST.1'WN; 

Case continued pending disposition of RvidencH. 
/ 30Sl'CN 

. P.ICCIARDI 

-~ . 



.. ' Page 2 of2 

.. !!)OICIAL ACtION: 

In (H/12!12, ,;J. super.s~dinq indlctm~nt \'1,15 r~nder.·ed i:l th~ rJnited States Distri·::t 
Court, Didtrict of MassaChusetts, c~ar1i~g Aaron Swart~ with Qiol~tions 0f 18 U.S . C 

:341 wire fraud; 18 V.S.C 1010 computer fraud, unlawfully cbtalning info:matlon fron 

a pr.:.tectad compl.lt-!!C" and recklessly jamaq.1.ng a protEcted comput.er; ac-,d:;'8 U.S.C 2 
aLding and abett.ing. 

SUf,?E~TS ! DEfENDAN1S: 

.1'.v'\RON Ii sti'AF.TZ .. DEFENDAN'1' 
'.5'19: 
!599A: 

XAMS CONDUC'l'ED: 

SCSAP: 05/20/11 
Poly: NiA 
F2D: N/A 

Yes 
'ie:; 

iJATAEAS£ !':EARCHES CONDUCTED: 

~cr ! Cl: 
~lC!'C iNU:TS: 
'':C5/CF'I': 
LOCAL .LE! 

01./07/11 
01/07/1\ 
Gi/a? /11 
Oli{l7!l1 

ii:VIDENCE ! CONTRABAND / ?EHSONAL ?RGPe:~TY: 
All remaining evid~nce is in the Boston Field O!fice EVidence Vault. DISP0SITIQN: 

Ca.e continued pending further ~~vestigatio~ and judicial actLon. llSSS i30S'rON 
(b )(6),(b )(7)(C) 

! R~CCI~RDI 

9/2I12012 



BOS 

From: 

Sent: 
To: 

80S 
Tuesday, May 29, 2Q12 2: 1 1 PM 
CIO 

Ce: BaS; ISO 
Subject: CT 775.510 Aaro" Swartz (J-102-775-60011-S) 

n co 'O, • .::J .. SECRET SERVICE r~l\fESTIGATl'fE. RE:POc-.T 

Page lof2 

?ROf-l; 
TO: 

eOSTON FIELD OFFICE 
1-10~-7Js-tiQn'1-S HJFO: 

SUBJECT! 

CP.SE TITLE: 
CASE 'l'Yi?E: 

CRIr".,INAL INVEST!f1ATIVE ()I\':ISIf~N INVESTIGAT!V~ SUPPORT DIvrSION 
RE?ORT or .. JUDICiAL ?eTTON 

AC'fOA.L LOSS: 'i'BD 

fl.ARON SWARTZ 
775.510 

:(-HEF: Nl? .. 
3£IZORE4: NIP, 

:;& -...-PCTENTI.n.r. Less: $2,OCO,~O.~ 
<ft ~ 
-I N 
C) ~ SECONDARY T·~tPES: 

848.930 CONTROl.LiNG 0~'F1CE; 
REPORT (o' .. !l..DE B~~ 
DATE CASE OPENED! 
PREVIOUS REPORT: 
RgPOR'l'r.NG PERIOD: 
STATGS: 

SYNOt'srs: 

] 
~2!2?/12 - Peport of Continuing !nvestLqat10n 02/28/12 - 05/29/12 ;':ON1.' r. NOt:fJ 

~uaicial action continues in the case o! th~ Cnited States verses Aaron Swartz 
,~nc.! the .:.;tse 0: the C:Jm.'!Ionwe<ilch ()f M.'is.sa~h\.lset':s versu,".i Aarcn S· .... artz. Case continued in Boston. 

fi.ererence i s made to all previol.1S which is the R<ap:')l-t of Cont inuitq 02i27/12i 

repor~s ~n this case. InvestigatlQn wtltten 

::;;'':';;'~-:-~-:;~F:.;;;--r0 t.he em.lIil f.r,:om Assistant ;)istrict. on OS/23! 12. 

the m03t recen~ of 
by SA Bb)(6),(b)] <.':s 

t.o 

On 05115/12, P.US,':'. Heymann, Oete.::: ti.";!eKb)(6) , ] and SA(lli)(S) ,(bn condu:;ted d 

telephone confer1\!nc~ Gall to disc~ .",s ~.he p r.oqress ot he casp. aqainsr_ Swa!"t%. 
AfJSA Heymann ~nfom,p.d SAKb)(6),(bil ana Detectiv';(b)(6),(b) that the case was 
progcessing and he expected judicial action at some time Ln the future. SI.!SPECTS I DEFEND;'.NTS: 

.::.Al<.ON fi St;lARTZ .- DEFENDANT 

5/29/2012 



\ 
1 
\ 

:'5~9: 
1599i\: 

:C:PJI:S CONDUCTED: 

E:CSAP.: 05.:20/11 
?oly: tV}:1 
FSD: N/A 

DATABASE: S~':AR.Cr.eS CONDUCTED: 

~jCI / CI: 
NCIC/NLETS: 
CC'SfCFT: 

01/0"1/11 
O!/07/!1 
01/G7/11 
01/071\l 

Page 2 of2 

Results of dataease dearcnes have be~n re90r~ed under hDetal ~5 of !nvesti~atlcn.N 
EVIDENCE: ! CGNTR.1IJ!J.I.ND I P£?SONAL FROPERTY: 

All remaining e~idence js in the Boston Fiela CifLce Evidenca Vault . 
OIS £lOSITION: 

':"se contin:w(;1 pending fl.lrther investigation and j \Jdici ."l cct len. 
tJSSS / F!OSTON 

5/29/2012 ....... - .. ..:.. :::; , 



.BOS· ·~lE COpy 
From: 
Sent: 
To: 
Cc: 
Subject: 

fP.OM: 
';'0; 

it-IFO: 

:3UBJE.CT: 

80S 
Monday. February 27.20126'01 PM etO 
ISO; BOS 
CT 775.510 Aaron Swartz (102-775·-60071-5) 

U.S. SECRET SERVICE INVESTIGATIVE REPORT 
BOSTON FIELD OFFICE 
Cr<ININ.l\L INVESTTt:;ATIVE DIVISION :NVESTrGATIVE .sUI?I?OF.'.t OIVISION 

REPORT OF CONTINUING INVESTIGATION 

rILE: 1102-775-60071-9 
X-REF: . Ni.i\ 
SEI ZLTREIt : N I;'. 

... -> ...... . ~. ,-, 

, .. ,' 

... J 

t>.CTrJAL t,OSS: TBD POTENTIAL L.OSS: $?,OOO,OOO.OO? 
ClioSE TTTLE ~ 
CASe: TYPE: 
SECONDARY tYPES: 

AARON S'tlAR'l'Z 

CONTROLLING OFFrCE: 
r~EPORT l-lA::>E BY ~ 
DA'l'E CASE OPENED; 
?~EVIOUS REPORT: 
REPORTING PEP.rOD: 
s'r;\TUS: 

11/29/11 - Report of Continuing InvBstiga:ion I1/JO/1! - 02/27/11 
CONTINUED 

S !'!<OPS 1 S: 

Swart;~ was arrai9ned in the Mi.ddle,sex County, Massachusetts Superi.')r Ccurt ;:;n t. .. .;.) counts 
of breaki.ng and entering in the d~lytime; one count of larceny for mo:!'e than $250.00; ·:inC 
three ~ounts of llnallthcriz~d ao::cess to a Gomput'3r. 

DETAILS OF IN'.IESTIGATTON: 

Refel·{'1ft·::::c i.s made to aU previc·us reports in this ca I~ Peport of Contin~ing Investigation ~ritten by 

The signed 

most :!'ecent. of wh:ich i.s the 
11/:::9/11. 

On 01/31/12 \(b)(6).(b)(7)(C) I a courier fer r'larUn vli~.Lnb~rq, siqned fot. <it T. "n.:.bil ?crtable 
:iilrd Drive cor:r.ainir.g d.i.scovery informati.:>n also prepa:red by ·(b)(6).(b)(7)(C) at ::!',e Heston 
rield Office. 

JUDICIAL ACTION: 

On 11! )0/11, $\1artz was arr.<l ign'.=d in Middles",x COlmt 'f, l><i'as5a.:::hllS""lt t.; Superior Court on 
tWQ Gou!lt:s of breakir,g and ~r.tering daytime, .me count Gt l..:lrceny iDr more then S250.00, 
and three ~ounts of unauthorLzed aCC~JS ta a computer. 
S(JS PECTS I OEFENDANTS! 



: .. 

DEFENDANT 'I' " 

AARON H SWARTZ -
1599: 

Yes ,. 
1599A: Yes 

~ 
:! 
.' 

2 --------------,~ 
~~ . 

t' 



ECSAP; 03120/11 
20 Ly: Nip. 
FSD: N/A. 

DA'!'J.l.BASE seARCHES CONDUCTED: 

)01C1 / C!: 
NClC/NLE'.:'S; 
CCS/Ct'T: 
LOC.ru. LF.: 

01.i07ill 
01/07/11 
Ol;'07/11 
01/07/11 

EVrDt:NCE :' CONT?.AB,"'.ND / PERSONAL PROi?ERT,{~ 

() 

A.ll \\'iTi.dence remains in the Boston field Office giTid~nce 'Jdu i t. OISPOSInON: 

Case cont i nued pe~dlng fur~ner 1nvestigs tion and judicial action. U5SSn.lOSTON 
(b)(6) ,(b)(7)(C) 

3 
--g . 

I H rCCIP.RDI 



, 
" . 
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From: BOS 
Sent: Tuesday, November 29,2011 3:49 PM To: CID 
Cc: ISO: BOS 
Subfect! 775.510 Aaron Swartz J-102-775·-60071-S (Continued) u.s. S8C~r.T SERVICE HI'IESTIGA'!'f':E RSPM.T FR()M: BaSTGN FIELD OtF!(;r: TO: 

:.< - HE F : ['1/ A 
WFO: 

CRHHNAL INVES'l'tGAi'IVE DIV!SION UlVES'rI(;A.TIVE SU?PORT DIVTSrO!li 5EIZr.;R~#: NlA SUi'.lJ8C'l'! REPORT Cf CONTINUING ltNEST.!GATTON O.SE T'1TtE: 
1~ .. z\'RON SWARTZ CASE TYPE: 175.510 SECONDARY 1'"(2E3; 

CON'i'RC[JJING orC-TCS! ?Ei?OP.'l' MADE BY; 
D.l-.TE CASE OPEl·JED: PEE'J reus R£Pi)RT: RF.rORTfNG P~RIOD: STATUS: 

848.930 

GB/OI/ll - 'iOnfTCATION Of F'EDERAL MEiSST 
08/02/L1 - !1!29/11 em;! g;u;:;o 

CD 
0 
tn 
~ 
0 ---. 
:::t 
);" 

~ 
;S 

c: 
<./'J - ~:J3 ~ <.""li" ..oC :;00 N i'1 . 

J:j -t~ 
Ul< 1) r11rr1 

VI ::00 < 
U\ n - M 

~;YNOPS!S : 

f(tCJ:v 
In a,jdition to th.a rarieral c~·:a~g~s pt:!ndi ng irl 'Chis C~lSe( Aaron S'.·J",~t:z :.,..,~ag .:l.iSG 

~r.dict~d in Suff{ilk r.:C)unt~'1 f111\ 8IJperict Cou::t fo" state charges t;;; in.clwle 

b.(;:,aking and entering in the daydrne with i.o":ent to r:;~:mnit d felony, la:-cen't' 

iJ'~fH: $25~! .:lnd l.lnauthorized access t<:; 03 CO:'",PLit!'!l" noatwod:: . ~ase continued in 3aston. 
C'ETArLS 0:: I NVESTIGATINJ ; 
r-.efer.o:rJC';' l!:l m.r:dl~ to all pr.E' · .. ~ous repc.rts 1:1 r.his caS0, the most recent or 

' .. hi(~h i.s the Rep:)rr of Cont i.nuinq rr:w!stigation '.,;rittfln tly SA mi)(6) .(b)Ddat~d 

JriJO:/ll. 

On 11/21 /11, i\arcn SWl3l:tc::, al .~ng with ~t::orneyg tlfattin Weirlbli!~g ar:(.!{(b)(6).(b) ] 

(lj)t6)(b)t711.\Jl Game tC) the 8·:-5t.on neld OEf1.ce to reVl.ew eVl.1::!e:1ce t:1 t:hl<' (~ase as 

art of the ~i~~cvery process. After th~ review, items approvud for release 

by .~.lL'3A St"'phen ,,=ymann ''''f!re turned !) tler t,,) at T:orn~'I W .. ~inber~L {)n 

"'-~-:---
tl.:.rl'led ellet" the AppLe it-1;:.c mod.:!t A1311 .... ith s~ria .l. 
'-las seized frcttl Ha.cvard_t.;;..;r;...;.: ~i_t;.a __ ~,-...",!"","", to a 

federal st:>ar~h \-i"irrant O~ OL/llill ;:0 ::;~tE'ctbe (b)(6) , of thE- Har'l·~rd 

iJnivp.ui.t,/ ?olL~e Department . 
·::T.;DICIAL !'.crION: 

:;n 11.117/111 Aaron Sw~rtz ~)aa indi.c;t~d In ~uff,~ ~ k Superior C·)urt far two 

,.:;·')unrlS of bre.;;;king and (~:;ter!nq 1.n th,= d.a~!ti\l1~ with ~"ten::: to o)[nmit a felon ·i. 

i az~eny Qver $250, and three ccunta of unauthorized access tc a comput~r 

r.e1: WOt'k. 

i 112912011 



On 11/25/11, Assistant Attorney's Office emailed drraigned an 11/30/11. 

St) :5t"l::C'fS I DEFENOAN.TS: 

Page 20fS 

f,)r the Middlesex Dist r iet l-_-~:---:-: e:<pect:~d 3·"l\rt~ to b~ 

B~tA.Rrz, A,l ron - DeFENDANT - A.RRES1''ED ( n::Df:RALi 1599: Yes :'S99A: 
?HC'TC: 
E'RIN'I'S: 

Yes 
Y'i!S 

Yes 

- SDBJECT ~--~~:---- 'i;~s 
159 ~.L\: 

[~)(~)/b)J'~b)(6).(b) J SUB.1Eer 
150.9: Yes lS99A: No 

EXAMS CONDUCTED: 

SCSAP; 05/20/11 
t'.':)1. yg l' 0:\ ph : N./ l>. 
E'SD: ~T/A 

DA't'P.BAS=: SeARCHES CONI)UCTED: 

MC~ I c:::: 
NC!C/NLETS: 

LOC.l\L I.E; 

Ol/07il'l 
01107111 
01/07/11 
Ol/C1/ll 

SV1 L;£~{CE / CONTRJ..BAH() ,I PERSONA!, PROPERTY: 
ZV::DENCE:S3f ISH SIN: 

DATE or lNVf;NTOElY; 
:~.j\"~NT'ORY ~.1I~ .. DE BY: 
DESC~!PT!ON OF I7EMS: 

102 2011 CE 11 
02/ 1111 i 
s.~ [fb)(6),(b)il 
Scientific Atlantic Modem SN' SM156596S Apple :·lu.ltl ACclpl:er :3NlP cf939'jM7ZU6 .i!,ppl.e :-1\!lti A.dapter. 5i'l; 6F7231.NNU4S Black N~tebook Journa l SEIZED': 09'Z':'.HiED fROt-l: Aaron S'rlartz :OCATION: Boston field Off ice Evid.enc.e Vault 

DTSPOSI'710N: 

EVIDENCE 3SF lS44 SIN: 
GATt: OF INVENTORY: 
r NVf:l'l'fORY I-lADE: BY: 
OSSCF.I PEat. OF rTEMS: 

Item 1 and 4 rcturnad to Swartz's at~crney, Martin ~'1~inbe,:}, on 1l/21/11. 

Harvard l.Iniv",rs .l >:.y Earning St:<lt~1!Ient Earn.Lnq St:ltement Addr.essed to:; .P . .ar:o~ SI-Idctz Masta~'$ Tnesls M-876 tind (>iesteJ!'n Oi (Jl. t.a 1. !'!a i 1- ir\ Rebat.e Fox m ::E!ZED / OE-TAINED F.'ROM: Aaron S";;l1:t:~ 

11/29/20t I 

Boston Field OEfice Evidence vau l t Items l - 5 ~eturr~d to Swartz's attorney. Hartin N~inberg. on 11/21/11. 

I 
l 
i 



.~ 
ZV ! DE~CE ~sr 1544 S!N: 

DATE or rNVE~TORY: 
1 ~iVENTCRY r·t:"DE: BY: 
DEseR 1I?Tr.ON ·:'>r ;:7ii:MS: 

1,.;::: 2011 GE 33 
0: /11/ 1.1 
SA l(b)(6Ubil 

Page 3 of5 

: .... ir.~le5s-G 2.4 GRz Broadband ~ <:" jt: ~=- Li n"'.9YS MacBook Mac OSX [nstall D1S~ one ~nd ~ WQ ;'?;'IC£i<:OIo: O~;er Guide in G.n;"r' C.5 !:-~bO.i(d Ci\S:! ~pple Care Service Letter 01spatch R&21~40~ Genius Bar Work Con~ir~atiQn ~;F,IZED ;' 0BTM.INED FROM: Aaron Swartz L':}CATION: 
['ISl?OS tTI O:'l: 

11/2912011 -~-.. 
~:z . 

Eh~~1ton Field OEfic~ Ev":dence lja'.1L-: Item 1 returned ~o Swar ~ z/s atLorney. ~a=~i~ ~4eif·ber.q. on 11i21/1:. 



~ , 
-1 
!~-.-
" 

j 
\ 
: 

t:'.:'ID::NCE SSF 1544 S!N: 
:JATE ;)F HIVENTOf!.'y·: 

t.) ... 
,;' . 

IHVENTCIW JV'tADE B'f: 
::e:SCR I P'rrON (\E' I r~!S; 

SEIZED; OBTAINED FROM: LGCA'rrON: 
DISPOSI'l' tOl-.I: 

EVIDENCE 53r IS44 SIN: 
Di..TE OF INVENTORY: 
iNVENTORY MADE SY: DESCRIPTION OF ITEMS: 

1.02 2011 CE 3~ 
02111/11 
SA ((b)(6)'(bJ 
Metallic Blue iPcd 
White iPcd with carrVlnq C3de 

Page 4 of5 

White i.Pod ;..;ith s-arial m: ... !nber ar,63 .3 0856 ~JX8A ~'hite i'ta1..k 
Slack 16GB Thumb-drive Aat'on Swart.~ 
Boston FLeld Qff~ce Evidence Vault Items 1 - 5 ~~turned to Swartz's att~~ney, Martin Weinberg, on 11/21/11. 

Fifty-tour miscellaneous compact discs l'itlo hard dr.i 'ie <)n·::: l08urf'!s 'l'-f-'!cbUe Si.:ieki-::lt 
Sony [-tier,) va :Jlt SEIZF.:D I OBTAINED fROM: Aaron S\"art.z LGC·i=' .. :~ I C'N ; 

;:.! 5P0S tTrON: 

EVIDENC'E: SSE" 1. 5·1 4 SiN: 
DATE 0f rNVENTCRY: 
INIJENTOf<,Y MAD~ BY: 
~'ESCR.!PTTml OF ITEMS: 

SEIZED l OSTAHlED E'RO~l: I.e.-·CAT I ON : 

~vrOSNCE SSF 1544 SIN: 
DATE: 0(-' I N~'ENTORY! 
IWENTOR'{ r .... ~D£ BY: 
L'ESCRT PTI0N OF' I1'EMS : 

S£!ZZD / 03TAI~~E::t i!'"R()M: :,JCA.TIGN: 
Dr 3P0511': O'J: 

E~[DENCE SSF 1544 SI N: 
r"l\TE .:JF INVENTOR!: 
':'LWE:N'tORY ~!)e: (W ~ 
C,E5CRIPT!ON OF TTE:MS: :,Erzw / OBTAINED fF.0t1: LOCA'!'ION: 
n: s POS r1'rot~; 

OlS?()SI't!ON: 

11/29/2011 

Bostnn Field Office Evidenc0 Va~lt 19 CDs r"'tu~n~.j t;:: Sw~rt?' 5 ar:t ,:,rney, t'l~rt i n ;'ieinbe::y, on 11/21/11. 

102 2011 :~~: 37 

OVD-R with ~andwrLtten label Pocket notebook 
F1.1r~ Dei V<:!l <)I;ic:.i< st:drt guj de Disk utility i nternal hare dr~v~ upgrade kit 3aaqate 8at~acuda Hard Driv~ Inscallaticn Gui~o Aa!'on Swa rt: z 
B05~cn Field Office Evidence Vault it(.'tn!:l 3 - !) ret'Jrr'teo to Swart:!' s at.torn-=j', M3rt in 'rl~inberq( :1n 11/21l11 .. 

l02 2011 CE ]a 

~.pp i:i i1-!ac t-!c.dei. ".1311 serial n:.lr..ber WEl02 SA.'.{(;D87 ;<i~.st~~n rJi9 t ta) :l.:trd Dri.;re SN ~1·1}\NNIO:)c72ij fr . .o.rGn S·· ... a ,ftz 
9vst:on Fie ld Off .ce Evidence Vault !tPID 1 turned over to Harvard Univ. ITb)(6).( Jon 11./231 i'i . 

lG2 2011 CS B 1. 

15 CD conta ~ned in a mailing enve1cpe Aar.on Swa r:: : 
Har~in Wainberq ~.C. 
~.etu!· ned t(, S\.va -rt .~' 5 ,3. tt :)rn(::y I ivIa r r: Ln ';i~~ irll:;erq, ·j~i 11/21 / 11 . 



· . 
I~ 

Page 5ot'S 

U.:>Ss 1£'0570:'1 

Lr
b
_)(_6_'l,_(b_)(7_)_(C_) ___ ---'f RIce rAP or 

1l/29/20 I J " -::~ . 



.. BOS 

From: 
Sent: 
To! 
Cc: 
Subject: 

,~ .. , . .. " . 

BOS 
Monday, August 01.2011 138 PM CIO 
(SO: BOS 
775.510 Notification of Federal Arrest· Aaron Swartz (J.102·775-€0071-S) 

;), S , SECRET SERVICE gVSSTr.SATTVC; RePORT 
BOSTON FIELD OFFiCE 

~rLE: J-i0~-175-60071-5 

TO: ~AtMINAL iNVESTIGATIVE DIVISION >:-?E.:: : 
:?EI zr;REfI; 

~tJf(): .It-<VF.:s't'H~ATrVE 5iJ??Of<'"!' 01: 1} ISION N/A 
SLJB.IECi: :'I(".tl'H'ICATL(;N OF FEDERAL AFREST ;'.A.R(}t,) S\-i.n.HTZ _. Date of A:cre!!'t.: (,1( / 19.' 11 

/\CTUAL LOSS: S1'FJC. 

~'EDrRAL STATUES VIOLATED - H'l'LZ Ui UNITED 51'ATES CODS ;:F;C'r!ON i 34:5 - yHRE ~.AUD 

,_~~~~ E: 'r IT LE: 
=:,r"S£ T'tPl!.: 
:-;EC~jNDl',F.Y "':'1 2ES ~ 
C·.)Nl'ROLLrNC; i)FFItF. : 
F',EFORT l"',AD£ BY : 
CA'rr:: ~:~.~E OPENED: 
,,'REVIO'J5 L~ZPOI<T: 
REPORTING FEF,1::1D: 

'31!:C1':ON 'c O ):.1 l d l {4 l • CijMPOTE:R Ffl.P.OD SE:Ct'ION l030ia;;2) .. -:'i-:EFT GF INfORt ... ..ATIOH FRCI,1;', ·::OMP:J1'EP. 
SECiION lC30(a) (~) :El: - RECKLESSLY ;:;i\l·t:~_~.':;:tJG !~ CG~1PUTER 
~EC~I0N 2 - A!~rNG AND AaET~lNG 
,~J;~.ON 5~'Ji\RT Z 
:' IS.S!1') 
!34e.191, 8<18.30~, ~:48,930 

] 
06/2<;1.1 11 - RE:?{)r~T OS' o:;,oin N:.iING ItNEST : Gl\T: ~)N C6!30;11 - 08/01/11 

?aron S;.;artz ;":05 ~nclict:E'd 1. •• U.S. S'.:.stri (;::. C-:.u :rt f ,:;r t::np. Cl i.stri.·:;:t of ,-laS5aC?'\;ISE:tts f,).{' 

~ic l at~ons of Title 18 United etates Ccd~, Secti0ns 134~ - ~ire !rau~; lO~O { a) (4) -
(:".mput.E'!C· Fraud; lC:.1Cf ,ll(2i - '1'heit Gf Infctl!';ati.cn F~('m a (o:npu;:c'::; l0'30(a) , '))(e: 

aecklessly Uamaging a tcmpu~er; aAd Secticn 2 - Aiding 3nd Atetting. On 07/L9/11, 3w4rtz R~rrsndered to federal &ut~0:~ties a~d ~as a£ralg~ed befa r~ 
~agls~rat0 J~age Judith G. ~ein. 

Reference L ~ made ro Report 0f (0ntinuing 

J UDIC I AL ACTrC~: 

:'n :}·,l/1·~ / ll, : :lo:/ar.t:z \"/as :'nCLt: t8d i\:. H .. S . D..:..stril:t; ("";:"1::'-': t.:,,:- t he l\i:~tt'.icc .:f ~·1a~sitchus'2't: t. s 

f:·-:r !.~i::; l d.t .... . :)rI.5 1) [ l'itlt: 18 l1nited Gtdti=!S C~:-J dt=.!, S~(.:: tj (.; r.9 134 'j - :~; i. ~~ : ',rilud; It}?Ct {a'; (4) -

Co:npur.>?r f rdl,ld; l(),~ O ( dJ U! - The r t ;)f TniGt:'mr..t.il.)i1 rrom iJ CfHnputet-; 1030ia) :5 i fa : -

H~·=k;.e~p.sl.y D:~ rr~aqing a Comp:.lter; ar,d 2. - J) • .tdlf"l'1 v.rv:! P.bettl.n9' 



, 
\ :.5~9.l"!.:. !"olo 

~)(6),(b)(7)(C) SL'BJEC1' L.~";"---'~.l. ~5c;?-;9:-::-- .~. es 

SCS.\P; 
?,:·l~': 
FSJ; 

,·1:) 

C0NOUCTSD: 

;):)i~(j!n 
tJ/.~ 

~l / .e, 

[-ATMAS£ 2EARGHES CONDfJC!Z:J= 
~Cl ! el: a!!O~!ll NCIC!NLETS: Ol/07!tl CCS!CFT: ~1;07;ll 
L::)CA!. LE: Gl.!')7;11. 

psp'r Q_~ 

!":efcre 

All ~vidence :::emains 5~cured in th~ Bosto~ Field Off ice ~vidanc~ ~a~l~ dS p=~Vi0U51y 

:::epor'::ed. 

(b)(6).(b)(7)(C) 

:2 



~Q present ;'/O;-!~<,:! 

~~~~ de::'H ~. :'\ of th.e 
A ~--:CPli' of 

1:,terV\EH" .:lre 
~ h.3.t f·101 will in ~his ~ase folder. 

,j :', 0:·/1211 L SAbb)(6Hb)<! and. [)e~ec;t i 'Ie l(b)(6Ub linternewed l(b)(6),(b)(7)( ) at c tH) ~· r?e g·:)i·!:'-'I-'3re E'o.; nc.atU:r: a:: 51 F r .~r.kli n Stre~,:, :,> '. ~ !:'lc ~'r, BG!3ton Hassa,::nlJsetts. Tho;! deta1.1S c·f the lnter.vlew .-ire ,1 .. scri.cea .i.n a~1,,"m'::,r-=Ddum of tnter'llew wr.l.tten by Oetec::i'I-:\(b)(6).(b)\ ,i!" copy ;)f ::'he i'1O! wi 11 be mid.n~a .Lned ~tl th i.s cas: foldE![", 

On 06/01111, ( Samsung Hard DrivRs were turned over 
and Cormier located at ti3 Atlantic Avenue In Boston '----~ 

at t.he c·f f i.ces 

;::WARTZ. !;,aron H. - 3;;SPEC'l' 
1599: Yes 
1599;>': N.:-

l{b)(6),(b)( h(b)(6),(b)(7)(C) 1- SUE'J£C'i 
:599: No 
l',99A: No 

l(b)(6).(b)( l(b){6).(b) 1- SUBJECt' 
1599; tJ·,) 
~ 599A: No 

SCSAP: :Jflq:nr:g 
Poly: 'l!A 
FSD: N/A 

{)ATAEJ..St SEARCHSS CGNDGCTF,O: 

Mel / Cl: Ol ; O~ 11 
~CICjNLETS! 01 107 11 
CCs!crr: 01/01 11 
:',OCAL T.,E: :;~./07ill 

e:nOEHCF, SSI-' 1 ':>44 SIN: 

~ NVE NTOIW t~A[)E 8 Y : 
:':E.~>CRr PilON OF I 'i'EHS: 
;:;:':1 ZED / cia'r~~.rNED FRC)M: 

~V!DSNCE SSE lS44 SiN: 
[J~TE: ;Jr' rN'J'EN"WRY ~ 
rNV~:NTCiHt r"JADE; EY : 
DESCRIPTION 0: 17&45: 
'~F..I2-r.D / OIE.D,lNlW 2' Rct.f: 
LCO.1'ION: 
D ;: SPG~:r1'TON : 

SVIDE~CE SSF 1544 S/~: 
~A:E Of I~VEN1~RY: 
_1:f.l r. NTGRY !'1i\()E: BY ~ 

-~--
":"'':1 : 

1.1')2 2011 CE'. S': 
'n/15/:.':.. 
SA l(b)(6).(b)( 1 
16 CD c~nta:~ed ~n a mail!nq .nvel~pe 
Adron S\~~!!: Z 

8-:·;:,;tl.)n :'i,sl.d ::;ffic€~ E;;lder:c€: 'J-:\ult 
Held pendlnQ iudi:i~l action. 

l,)2 2()1 1 '::2 g~ 

02/25i 11 
S,""\{b)(6'l.(b)( 1 
G~laxy Metal Gear Box Ex:erna: rl~ra Drl~e 
i\..;;rnn :3~a rtz 
Boston field Office Eviaence Vqult 
1f:~ Ld per; ;ji(-r:\ j ' ... Heid l Ret t o n. 

2 



:~ 
" ~'/''''~I DTtr:N "'F' '1·· •. ~".V~"'''' . . .,;, {..J _ : .......... . 

L ·:~('i'\TION: 

:: 1 5 ?~~, r '1" leN: 

~I . ..... 
- ~-' . 

8,~<lton rie Ld i..':ftL.:e ECSA.? i/!)I.lt 

~R la ~R ndinq Jud icia: .Ct10~ . 

• :;.1: (.)tr~~ evi.de7"l·::e rem.:nn:;; i;, ::he 8():itOr. L .. el("J ,Jf!'ic:e E>J ~ ':1O?i1Ce 'laul!: as pr,::v':'::'.!~li; rep', I t .=~;! . 

Ca~e con t lnued ~~~dln; furtner inve~t:qat~cn ~nd judLclal aCtlQn. 

Ll'b_H_6_),{_b )_(7_)(_C_) ___ ----'~ f< r ('C LARD I 

.3 



\(bi(6),(b)(7)(C) 

From: 
Sent: 
TQ: 
Cc: 

~) I (BOS) ' .Yo 

SFO 
Thursday, June 23. 2011 4.36 PM 
CIO' 80S 
ISO: SFQ 

, .• .r, 

Subject: 
CT 775.510 (102*775.J30071·S) REPORT OF 100· A.~RON SW.A.RTZ (CLOSED) 

fJ. s. 3£CRE'r SERVtC'E INVESTIGAtIVE: l'£POfiT 

SAN ~~FI"'\NCISC() fISLD (!n;'rCE 
'::RHHNAI, It-NESTIGA1'ION orVtST.()N 
BOSTON F'TE:tD OffICr.. 

: ioJfO: TNV':;STIGATIVE: SUr-PORT CIvrSTON 

SDBJECT: REPORT or roo 

nLE: 
X-REf: 

SE!ZUREt .' 

1.02-:'7'j- !;OO7l -s 
~:/tA. 

~~/A 

$T8D ?OT£N;'tAL LOSS: $2,OOO,UOC.Oo 
CASE T!TLE.: 
C~,SE: TY PE: 
::;SCONDAR'f TYPE,5 

CCNTROLT.TNG OFFICE: 
rtSP()RT l"'lP.OE BY: 
DATE Cr~;3£ OPENED: 
f:lRr.V ro;;s f\EPQWr: 

KEPORTING PERIOD: 
.5!A'l'tJ-S : 

F.J\?C'N SWA?TZ 
77.':.510 
tHB.19:, d4B.304, :HB.:BO 
GOSTON fIE:W Of rICE 
~)A~I(b)(6).(bH I i-::lcb-:';;)(~6~),(;:"'b):"i"(7m)(~c\) ---, 
0.U28111 
:J/ Jo. 

02/~8/11 - 06/29/11 
C !..(lS ED 

.' 

;'::'';::';'';:''''~~~'1'':!d the San li'ranci..'5CO F.'i.eld Office (SFO) ~() intervi.w .. l(b)(6),( I 
two kr:oioin as!;oc;iates or ;'.ar.·(:)n Swartz to dete.t'min~ !:hei t' 

After a discu3s1on wltn A~slstant Unit~d Sta 
':)r Ma.sS'!.lch.~sett."" Rorl rase ag2nt (b)(6)(r):I7)(I~) 
of I(O)(t') Ib)(7j(IJ) • ',;a 5 not necessar~'. 

~ \ttorl1.ey lA-USA) St!!phen Heymann, D':'3trLct 
(BaSj t it :...as decj.ded L'1at the interview 

:b)(tS) (tl}(7)(I.:) WdS intervle We.:.1 rega rdin-:;J he:: "nuwl~dqe 'j! Aaron Swart:::';~ re.~ent: activities. 

C3se ~lose~ in San Pran~Lscc. 

DETAIL::~ 0:- INVESTIGATION : 

:)" 3/t/11. I par.t.iC'ip<~ted in a conference call with SI(b)(6),(b)(7)(C) of thi~ Boston 
F~eld OffL:e (E!:)S) and t 113 conV"!lsatl"n, SAl<b)(6).(b)(1 and 

F-! ~ ·)n~e b.:H.l. 
(011 " 1.(I))()(C) 

(t,)(6) (1:; )I7)IC) 

.'::::i . 

6-;,~~-:::-"i""'::"'t first, and a decision cn ~hether to 



:··I~(1e . 

~; P.IN'r:;: 

P«B: 
DL/STil,TE: 
.o:,IJD:;:ES.3: 
E:M/\I L; 

I(b )(6),(b )(7)(C) 

C:.t~( r~S; 02/2 .}/ 1l 

DATABASE 5EARCH£S ~~NDUCTED: 

~aSR closed In S~n Francisco. 

• • :::; I 

I(b )(6).(b)(7)(C) 



Page 3 of6 

ana 9,472 editorials. 

On 02/ 11 ill r S,ll. b) 6) b) ATSAIC\(b)(6).(b)(7)(C) 3.<\ (b)(6),(b)(7)(C) . SA \(b)(6),(b)(7)(C) and Detecti.ve (b)(6).(b)(7)(C) exeCl.lt~d a f.ederal sean:: ;.:arrant ,)!"t SWo-ct z; S re3.1.,lenCe .loe .er a ~ u Massachusetts Avenue, Apartment 320, Cambr.l.dge, l-1assa::husetts. Swartz was home at the time the search was executed. While the search was co;")duct.p.d, S\.J-:ilrtz tl\aQe statenlt"nts to the ef feet Of,wi'td': t ook you so long, and Why d~dn't you do this earlier? The search team seizea several items .jes;:ribed in ~freatet" detail in the Eondence sectien or this re!?,nt. Arter I.~"\'t,pleti.ng the search of Apartment 320, t;")'i! sd.;rch t~arr. retl.lrn2d to th,;! hr:'Jt floor to search the storage lockar allocated to apartment ~20. Wh~le on the first 
floor. SAI(bX6)~ I observed Swartz Leave the b~ildingr walk to :he ~treet 3nd sprint away aftar he r~ached the street. After ascertaining that non~ of the Items in :h~ storage lod:er belonged to Swartz, the search team lTIoved to 124 i>iolJnt Auburn 3':re~: in C.ambri.dge, Massach:Jsett9 where the H-:I£vard fjniversit;.,·, Edmclid J Sa!r, Center for Ethics is located and Swartz is li5t~d as a l ab fellow. The search te,lIm observed S· ..... artz at the !:iafra Center: for Ethics. Harvard fJnitH'!rsHy Polio:! secured Swartz's office while a fed~ral search warrant was obtained. After ':he se:lt"ch warrant: W·:IS :~btained, the team searched Swartz's office al: the SaEra ':enter. 5A@b)(6) (b II seized and Apple H1ac Cvillp;Ji:er and 3 ~'les~err, Oi.gi ::al h~.:d drive from Swar:z's office. 

Cn 02125/11, Detecti. ... ·e l(b)(6H I !·eceived th.e Acer ~nclosure, Wester.n Dig~tal hard ar~i;v;e~c;.o~n~t~a~i~r~le~d~~~~~~~~~t-~~ r 't::,gh : rive from Gambridqe PI.).l:..ce (b)(6)(W7)(Cl (b)(6).(b)( took t:he evidp.nce ~~~~""'~"""I:'i~n>~~-i-i~:rc:;:;;::-:;;:"\T::;1 
SUSPECTS/DEfENDANTS: 

SrlARTZ, ALu:cn H - StJSPECT 
1.59·3: ·(as 
1~q9A: Nn 

I L(b...:.)_(6_).(_b)_(7_)(~C:-;-;;") ~ __ ~I- SfJBJECr 
.~KA: (b)(6) (o)(71(C) 
RACE: 

DOB: 
SSN: 
f81: 
310; 
fiT: 

ErgS: 
H,.r..IR 
1599: 
lS39!o.: 
PHOTO: 
?RI~TS: 

SL/STATE: 
P.DDRESS: 
ELo/lAIL: 

(o)(l3)(b)( H5047 
' \:' :1,1) ) (bj(7)(IJ ) 

Ho 
Ntj 

[·lo 

\(b)(6),(b )(7)(C) 

IL~b_)(_6_). (_b_)(7_)-:(C-=;:) ~_-'~ SUBJECT 
;:',rm: N/f\ 

\
:b)l(;) ito) 
.n ' C" 

?31.CE:: 

https:/lowa.ssnet.usss:~.gov/exchange;bos/lnbox!775.51 OO/o20Request%20fo~'o20Investi... 2n.~no 11 



SEX: (b)(bl (~)(7)(C) 

DOB: 
SSN: 
fBI: 
3TO; 
HT: 

b99: 
1599A.: 
?f!O'i'O; 
PRINTS: 
POB: 
DL/STATE: 
/I,DDRESS: 
EMAIL : 

(b)(bl (b) 

NIP.. 
S/A 
N/A 
~/A 

NQ 
~ro 

:10 

l(b)(6).(b)(7)(C) 

QATABASE CHECKS: 02/24/11 

EXFu.'"!S CONDUCTED: 

ECSAP: 
Poly: 

Ongoing 
N/J!. 
N!A 

DP,TABASE SEARCHES CONDUC'rED: 

l-lCr ,I CI: 01107111 
t'ICIC/NLETS: 01/07/l1 
C:CS/CFT: 01/07 III 
LOCAL LE: 0110'1/11 

E'/IDEloJCE ! CONTRABAND I PERSONAL PROi?ERr"!:': 

EVIDENCE SSE' .154-1 SiN: 
DATE OF INVENTORY: 
INVENTORY ~J~DE BY: 
GESCRIPTICN OF ITEMS: 

SEI ZED I OBTA.INED FROM: 
LOCATION: 
DISPOStTlON: 

8VIDEN'CE SSF 1544 SiN: 

DATE OF rNVENTORY: 
LNVENTOEY r-< ... "\OE BY: 
DE.3CRUTION or ITEMS: 

se:rZED / OBTAINED fl<OM: 
Lor.:;., 'I'I ON : 
DISFOS!TICN: 

F:VIOENCE 3SF 15H SiN: 

102 2011 CE 3l 
OJ/HIll 
SA hb)(6) (I 
Scient i he ."'t lantic Modem SNi SM156596B 
Apple l'l'Jlti Adaptet SNf 6~'9395M7ZU6 
Apple Mul t. i Ad.1pter SNjJ 6.E'728 HINrJ4S 
8lack Notebook Journal 
Aaron SwaJ:tz 
60$ton Field Off.ice Ev idence Vau I.t 
deld penaing j ~dicial action. 

::'02 2011 CE 32 
G2/l1/11 
DA l(b)(S) { I 
H.U'7ard University Earning Statement 
Earning ;:;tdt:t~ment .l\':ld:r:essed to t>.dron S;.{artz 
Master's Thesis M-816 Lina 
W'='!stern O.igltal Hail-in ~.ebate b'orm 

Aar.:·n ::lwartz 
Boston F!eld Olfic~ Evidence Vault 
Held pending jJdicial action. 

lC2 2a1J CE 33 

Page 40f6 

https://owa,ssnet.usSS6.g0viexchangeibosllnboXl77 5.51 O%20Request%20for%20Investi... 2128120 tt 



C:.r~1'E or INVENTORy: 
~N'JENTORY ~-1ADE BY: 
DE:St:R I E>T I ()~~ 0 F' I'r E~4S : 

S£UED / OBTAINED FRor-l: 
LOCATION: 
DrSP()S ITION: 

:;"JI CENCE SSF.' iSH SIN: 
C:F\TE; Of r NVENTCEl'f! 
iNVENTORY t-lADE B1': 
~[SCRlP'!'10N OF ITENS: 

SEl ZED / OSTAHlED FROM: 
LOCA.TION: 
DISPOSITION: 

S'.iIDENCZ SSF 1544 S/N: 
D,l!,'l'F.. 0::' IN'IENrO~Y ~ 
INVENTORY l<lli.DE BY : 
vES(~£\! PTr'::lN OF !'!'B!·1.S; 

SC::ZED / OBTA.INED fROM: 
!"'CCl-l.TION; 
DISPOSITION: 

E'/IOF,NCE SSF 1544 S/N: 
DATE OF HWENTOF:'(: 
INVENTORY [-!f..DE BY: 
DESCHIPTION Of r~i::MS; 

~EIZED / QB~AINED F~OM: 
LCCP.TION: 
DISPOSITION: 

SV[OENCE SSF 1544 ~jN: 
DATE or rN··':E.:~';TOR·t: 
lNVEN'fORY l-tA.DE; BY: 
!)ESCRIF'!'ION OF ITEH':1: 

S£IZED f 1)8TAINED f?OH: 
LJCATION: 
:~ I S!'OS IT! Qt·j: 

::VIDENCE 55E' 1'5~4 ~:iN! 
['An: !:1 r nJifEN'I'ORY: 

C2/11 / 11 
SA t(b)( 6) ( I 

Page 5 of6 

I>lirp.less-G 2.4 GHz Broadband flouter loink.",ys Ma~8ook Mac OSX Install Disc one and ~wo t<lacBook User: G1.li.de in Gray C:ardbo.ird c<lse Apple Care Service Letter Dispatch R&276408 ~enius Ear Work Confirmation 
A;.:ron Sl<Idrtz 
30scon field Office Evidence Vault Held pend long j udid.ill. action. 

102 2011 C::: 34 
02111/11 
SA Ub)(6) ( I 
Nelda Cell Phone 
T-l"!::Jbile, H'!'C co.2 cell phone 
12 Maqnetlc Media Tapes 
Aaron Swartz 
Rosten field Cff ! ce e;·Ji.denc,,~ 'v'auU 1ield pending j ~dic i a 1 act ien. 

!.02 2011 CE 3~ 
32/H/11 
S;.. t(b)<6) (I 
Metallic Blue 1?od 
White iFod with carcy!nq case , :-ihite if:1od '/lith serial nlJII'.ber: 8A6330S56liXSzlI. ''lhite iTalk 
a.lack 16GB T\"H~.rnb-dri '-'!~ 
Ma (Orl !3 war t z 
Boston F.'ie:ld Off leo? Evidelice 'hlUit Meld pend~ng j~dictal acticn. 

102 2011 ce: "\6 
02i11i11 
SA II b)!6) ( I 
Flity-four miscellaneous compact dis~s 'I'" ... ) h3.rd riri'l':; enclosures 
7-Mobl1e Sidekick 
Si)ny ~li(.:ro Val.11t 
Aaron S",lartz 
Boston Fiela O~fice E~id~nce Vault 
~eld pendLng judieidl action. 

lO;~ 2011 ·::E 37 
':}2ll1/l1 
Sfl. tlb)IS) ( I 
DVO-R 'Atth t1andwritts:n label 
:' .)(~ k e t ~ 'l() t ebQ 0 !{ 
Pure Ori ~ .. l'e ,~,t~.ick start 9uid~ 
Dia~ utility lnternal hacd drive upg:ade kit S~aqate Barracuaa Hard Driv~ Installatic~ C~ide 
Boston field Office Evidence V~u l t H·"ld p,~ndlng j I~di .:ia 1 act: i.on . 

l);~ 2011 C'E '3B 
,}2/11/1~ 

httpS:!/owa.ssnet.usss:drlifgov/exchangelbosllnboxJ775 .51 O%20Request%20foc"/(l20Investi... 2.m~n() I 1 



NEW ENGLAND ECTF CASE OPENING SHEET 
TITLE: AARON SWARTZ FILE NUMBER: 102·775-6007. NCIC: 01/07111 QH Ot/07tH QR Ol/07tH STATE: 01107/11 BOP: 01/07tH SA ASSIGNED: ~~~~~)(b) DATE ASSIGNED: _01104111 
PRIMARY CASE TYPE: 775.= Unauthorized Actess LOCATION: Cambridge, MA SECONDARY CASE: 848.191; 848.304; 848.930 
FRAUD LOSS: ACTUAL: STBn POTENTIAL: 550,000.00 
ELECTRONIC BANKING/CONSUMER ELECTRONIC FlJNDS TRANSFER: 
ATM DIRECT DEPOSIT PAY·BY-PHONE __ COMPUTER BANKING POINT OF SALE TRANSFER ___ _ 
COMPUTER FRAUD: FED STATE ___ PRlVATE __ X __ 
TELECOMMUNICATIONSJ\\t'IRE FRAUD: CELL \VIRE _X_ PAGER CREDIT CALLING CARDS 
ACCESS DEVICE: 
FINANCIAL ____ PERSONAL ____ ELECTRONIC __ 
IDENTIFICATION/SOFTWARE PROLIFERATION: SOFT\VARE DISTRIBUTION PLANTIPRODUCTfON ___ _ 
ECTFMEMBER 

_____ ,-\GENCY _____ CHARGE 
CRS INITIAL I DATE _______ _ ASSET FORFEITljRE POTENTIAL REVIEW 
APPROVED 

.. ...",..-.. 
,.:...:::s . 



t 
~, 

"""# . :~ 
· ~·iI 

CERTIFIED INVENTORY OF EVIDENCE ISERIAI.. NUMBER 
102 2011 CI OOOQ38 E\iIOENCE HELD AGAiNST o SPECIMEN CASE NO. 

102-775-0060011-1 
~TZ AJUlOII 

OFFICE 
aoS!Olf rUtD OI'J'J:CI (bi(6) ,(b )(7)(C) 

DATE OF INVENTORY 1 PAGE .1/11/11 
02/11/11 1 OF 2 PAGES REVIEWING SUPERVISOA l:>luruo.IUKl:. SP~ b. ... .ct.rr DATE (b )(6),(b)(7)(C) l b)(6).(b)(7)(C) 

J <! lit If( ;;./,,;jl :SIGNA' URE - WlPlESS / OATE ~I\.>ruo. RE DAlE 
I certiFy \tie eviOence deaaibed in ItIe page(s) of thiS lrMIntory. not athenW!e disposed Of pet' attached documentatiQns. was lIerifiad tor lInai reten1lon at Forensic SeMcea Divitlon ttlis dale. 

SIGNATURE· FORENSIC SERVICES DIVIStON DATE 
ITEM DATE RECEIVED QUANTITY DESCRIPTION OF EVIDENCE VALUE 

NO. 

\ 

~n an.ow Ll$'fll:D U'IMI IIIU nnzo PUUIlNI't TO lL noDAL .EMCB 1IU\RMI'f at 2/1.1/11 A't 1 U I«lUIn' Iol11IU1QI ftl\U:'l, WI ft 520X , OITI a: , 
SO., ClUGlJal:lGB , .elL. 1'B&8& lUNa o.va Ba:K ~ !GII!rl!ft lD1D tlAn:D "MP 2/11/11 u It>l:IftlrYl.ca SA (bM1Ulb)(6UbJ QJ' " .. ao8'l'Q( rlEU> antCB. ..... 1 02/11/11 1 Al'JlLB nac. ~ A1311 

$800.00 SUlJU. NUaeIUUl \ 
IIIB025AlfGn87 2 02/11/11 1 ICBftINr I)1~ITAZ. II&JID DaIVl, HOOJ:r. tlU1200 

$60.00 8ZlWI.r. ~1IlUI t 
lIMN/II100612. 

TOTAL • $860.00 UNITeD $Til Tes 6fCAET 8ERVlC1: 

FINAL JAB 

-.,~ 



.~ •• .,' CHAIN OF CUSTODY LOG .'~) 
If this inventOly consists of mora 'h.~ one page. cIoeumenllhe Chain or Custody Log on the reverse of 11'1. FINAL CONTINUATION SHEET. 

CERT1FIED INVENTORY OF EVIDENCe I SERIAL NUMBER (FROM SSF 1~) 
(Continuation Sheet) 102 2011 CI 000038 PAGE 2 OF 2 PAGES 

01\ rE OF INVENTORY \ OFFICE CASE NO. 
02/11/11 8OSTOR rlZLD OFFICI 102-775-0060071-1 

ITEM NO. DATe ACTION REGISTRY NUM8£A(S) SIGNATURE 

r"? 2))-// i 1lh fSJir:J /tl)J fY.r UIYJ 
(b')(6) ,(b )(7)(C) I f..-

f-

~I/ ·,t,L -:0 (5ff~f(b)(6), (b)(7 )(C) 1/1 f('f"11 f"* . , 
l-

I 'r4h z) ,m J.,f ....... Ff~ '1 IC; h 
~ 

,....1 "L·/r 1"0 Ilc) J-M ("Q,.>.s. l--J-
l-

I lI/J-ol'l I~ t \ib){6) (b){T)(C) 11~lc/l'\I~J i' 1'\ 
I-

, 

" 'NITID STATtS SII!ClW.T 6I!1IMa! 



CERTIFIED INVENTORY OF EVIDENCE eERIAL NUMBER 
102 2011 ca 000031 

EVIDENCE HeLD AGAINST 

~I AAaQN 

(b)(6),(b)(T)(C) 

SIGNATURE· S~r.lAL AC.J:1\lT 
[(b)(6),(b )(7)(C) 

SIGNATURE· WITNESS 

ITEM DATE AECEIVED NO, 

~1 02/11/11 

2 02/11111 

3 02/1l./11 

J .. -.: 02/11/11 

, iJNlTED ST.~ TES SECRET SEiMI'..E 

FINAL J1\S 

QUANTITY 

1 

1 

1 

1 

o SPECIMEN CASE NO. 
lO2-775-na60071-S 

OFFICE 
BOS'fC81 rIm,:) OFFICE 

DATE OF INVENTORY I PAGE 02/11/11 1 OF 2 PAGES 2.l£(/11 
(b)(6).(b)(7)(C) DATE 

7/'ILu tilt/It DATE .':II"""~ OATE 
I cenlfy !tie eYidence oesCIibed in 1M page(l) or lhil inyentol)'. 
not otherwise diAposed of PM attached doc:umetl1ationl, was 
verified for Anal retention at Forensic Services Division thl& dale 

SIGNATURE· FORENSIC SERVICES DIVISION DATE 
DESCRIPTION OF EVIDENCE VAlUe 

?U enow 7.1B'1'1II> ITDCII WEJU!: *I!IZED I'URSUNrr 
to A nD&AAt. 8DRCa W&RBAIi'1' CIIt 2/11/11. AT 
,so HUSACJlUsans AVE, Al"'l" 3:20 BOS'rOlf, •• 

TRI81: I~ 10JUIi ~ "U ::lIllian roll 
IDJIR'.I'fFI01'1ClIf. A8 IDDP.l'11'I!8 sa. ~ 

l(b)(6)'( I B08'K\H rtEl.D OI'PICB. 
SCIZlrnrlC M'LAlI'l'IC MODDc, BLACK, Ia'l'a $20.00 
POMZA CORD, 8'" t SHl5S5968, LQCJ.ftD III 
COIIMU or J.1VltIG lUXIM 
AHLI! lC1L'1'1 AnAP'1'l!R, nln, $20.00 8/_ , 6rt395M7ZU6. LOCAT&D r. CORNZ~ OF 
LIVINQ IIOON 
APl'x.. J«n.':I ADAP'rU. nlft, UO.OO aliA • 4r7281Rll'04S, t.OCA'BD Dt NDacaH 
alolol:Jt HO'l'DOO~ ~, UNLnn:tI lfO VAI.OI: LOC1'f1iD II' IlJU)JIOOM 

TOTAL • $60.00 
T . 

SSF '544 (031IIII1 



· • CHAIN OF CUSTODY LOG .~".a 
'lflhil inventory consisb of more 'ha~· , page. document the Chain of CUltody Log <m the ,& of the F!NAL CONTINUATION SHEET 

CERTIFIED INVENTORY OF EV'OENCE SERIAL NUMBER (FROM SSF 1544) (Continualkln Sheet) 102 2011 C£ 000031 PAGE 2 OF 2 PAGES 
DATE OF INVENTORY lOFFICE CASE NO. 

02/11/11 BOSTON I'tBW 0"1(3 102-775-0060071-S 
rTEMNO. OATE ACTION REGISTRV NIJMseR(~ (b)(6) .(b)(7)(C) 

j ~LI ld/-J/ TJ I6kJ {/1lLLr 
1("'4 1/ "t, /" 71\ v:; 

(b )(6),(b )(7) lbli r r (' \ rJP ... v (e) 

J I- <-I li/)jl 70 fulJ'\R.(I,-fr...\ q-l/o/A>,,/ ~i.::... I~r. t" .. / P~n bt.YI-II { 

1 '/~I'Jq ~ .f;Fo (Jc.-U..{- ~/ 
( 7/ 1.1/3 

~ S"'n!S He; 



.' r 

" ft r' -, 

CERTIFIED INVENTORY OF EVIDENCE ISERIAL. NUMBER 
1Q2 2011 CB 000082 

EVIOENCE HELD AGAINST o SPECIMEN CASE NO. 
lO2-7'5-0060071-S 

SWARTS JWlOM OFFICE 
BOSTON rlBLD OrTICI 

(b )(6).(b )(7)(C) DATE OF INVENTORY I PAGE 02/11/1l 1 Of 2 PAGES 2/\1/1 ~ 
SIGNATURE • ~ DC ('" J!. ... 'lr:: .. DATE 

(b )(6) ,(b)(7)(C) 
lb)(6),(b)(7)(C) 

2-11-11 2/!;.~l\ SIGNATURE· WITNESS DATE SIGNATURE 
1 oa~ the e'tIdenC8 dese~ in ltlt pagelS} of '''is inventofy. not otherwise disposed of per altBched doc:umentations, was verir.d for final Aitention at f Of'enllC S8J'tICes Oil/ilion this dele. 

SIGNATURE - FORENSIC SERVICES DIVISION DATE ITEM 
CATE RECEIVED QUANTliY DESCRIPTION OF EVIDENCe VAlUE NO. 

Ta au.ow Lln'm rrDI8 idRl 8.IIEZD Pt7ll8UAlf'r 
TO A nDZRAI. ~B KUJWft 011 2/11/11 A'f 
950 MJ.SSACUUSIlT'f9 Ava, U"l' 1320. BOS'fOlI, n . 

THIS t'rZM HAS RD M1UlKlm "- ~/11/11" I 

IDDrflnDtG (b)(6),(b)(7)(C) IOF 'rill BI'O . 
1 02/11/11 1 ~ MIl'rIoL ~ BOX EX'n1lN1%. BAaD DRIVB $50.00 

TOTAL • $50.00 .. vNlTEO STATES SECREi SERVICE -FINAL JJJa 

~--
_':$ · 



... 
CHAIN Of CUSTODY LOG 

If Ihit invenloly consisll of more lhan one page. ooa.nent the Chain of Cus\od't log on the reowefse of !he FINAL CONnNUA TION SHEET . 

CERTifiED INVENTORY OF EVIDENCE . r SERIAL NUMBER (FROM SSF 1544) 
iCOf\1InuatiOn Sheet) 102 2011 CI 000082 PAGE 2 OF 2 PAGES 

OATE OF INVENTORY I OFFICI: CASE NO. 
02/11/11 BOS'l'OH FIJIIoD Ot'l'XCJl 102-175-0060071-5 

ITEM NO OATE ACTION REGlSTRV NUM8I:R(.\ ,", 
(b )(6).(b )(7)(C) I-J ,d /)/1 7{J 1(yJ:{j V1J.I-l7 

~ 

I ~/f;71 10 ,"\AI(b)(6).(b)(7) 17dt<k~"" t-7 I 

II Ii. /" 
(C) 

I--, .10 la-I.,) 
I . 

I 

!tTA1U 

-....... ~-
_-:1 . 



~ .-, .j 

CERTIFIED INVENTORY OF EVIDENCE lSERIAl. NUMBER 
102 2011 C& 00003. 

EVIDENCE HELD AGAINST o SPECIMEN CASE 00. 
102-775-0060071-8 

SWlUt'l'% AMCM OFFICE 
801'l'Olf FIEU) ORtCZ 

(b )(6).(b)(7)(C) I 
DATE OF INVENTORY I PAGE 02/11/11 1 OF 2 PAGES 

zJU?tU IOI:'l.""""n".t'! "" , .. "", ..... 
SIGN,n IRE sesC'AI ACG "7 (b)(6),(b,)(7)(C) DA E n(b)(6'l,(b)(7)(C) 

J 2"/h/fC -0/t, 
~IGNA ruHt: • WI TN~ DATE SIGNATURE DATE 

I !:erIIfy ttle 8't/Idence deScribed in lhe page(') of thit inventory. 
nol oltIerwise Gillposed 01 per atucMd documentation.. wa. 
veriflfd for final retention at Farenslc Services DMiioll this date. 

SIGNATURE - FORENSIC SERVICES ONiSiON DATE ITEM DATE RECEIVED OUAHll1Y DESCRIPTION OF EVIDENCE VALUE NO. 

fR& BI:1.OW loZ8'1''ID l'fDCS Ram SIUZO PUlISaawr 
'1'0 A Ii'ZDBruu. SDJlCR lIAU.NtT AI' 9.50 
HUSACJroS&ftS AW. AP'1" 320. B08\'C1f, "".. ON 
2111/11. TUS!: U'DCS ffl rr::o "AS 2/11/11" 
IDIIM'lnlllc. U(b)(S) ( ' )' or!'U 1I08'fON 
nUl) OJTICZ. 

1 OZ!u/ll 1 NOJU'A ceLL nOllZ "/POIID C01tJ), lLACJt 1" NO VlU.trz 
COLOR, A1'5'r Bl\AMD, LOCA'l1ID 111 TIm BUIRCOM or 
'HI: JUl8101tlllCZ. 

2 02/11/11 1 't ftD.IIlLE. ftC ~ CIlLL PIOIIIl w/fOIII:tt COIIJ), Me w.r:az LOC20I.BD :hi TI. BlUlROON OJ' '!U RESIDue!:. 

" 02/11/11 12 (12) lGGIIIE'l'tC lSDlA una Dl A nnu BOX, NO VALOZ 
t.OCIto.ftIl 1M TU LIVlWPIOaK CI.OSft or THB 
RllIJIOPez • 

, 

TOTAL II NO VJU.o& 

" UNlH!O aTA TES _ EC!~ET SEIMCS 

FINM. JAB 



... • ~:{' CHAIN OF CUSTODY LOG ; • 
If this II1VetItolY COl1sitt8 of more than. page. ~ume", the Chain of CUlitody Log on the reveru of the FINAL CONTINUATION SHEET ~ 

CERTIFIED INVENTORY OF EVIDENCE I SERIAL NUMBER (FROM SSF 15«) (ContinuatiOn Sheet) 102 2011 CZ 000034 PAGE 2 OF 2 PAGES 
OA TE OF INVENTORY I OFFICE CASE NO. 

02/11/11 BOSTON FIELD OPFICZ 102-775-0060011-9 
tTEMNO DATE ACTION REGISTR.Y NUMBERIS) SIGNATURE 

}-.'~ 7.r11-i/ 71) 1'lfftJ VlUUJ 
{b )(6),{b )(7){C) 

.... -, J .. z 2-/~-1/ 171 f.l'~ jqt-/ laiJ 
~/J "f. I .. :1 '( -- .,.... J f(b)(6),(bH7"l(C"lV d '..J(" . . ' ( ") ~.;;,/- . ,. (-) (, ~,..~ 

'{ (~0.1 B;.d 
/ 

"""If / i1 ( ,/J...~W:-

'"""Ttl) ST,. Tli'lI S(ClIlf ~ 



1 

CERTIFIED INVENTORY OF EVIDENCE lSERIAL NUMBER I 102 2011 (3 000039 I 
EVIDENCE HELD AGAINST DSPECtMEN CASE NO. 

102-775-0060071-$ I 
SWAlU'Z AAROM OFFICE 

B06~OM YI~LO O~C& 

IE'. (b)( 6) ,(b )(Tl(C) DATE OF INVENTORV J PAGE 02/25/11 1 OF 2 PAGES 2/Z~/rt REVIEWING SUPERVISOR 
I- (b)(6),(b)(T)(C) DATE (b)(6).(b)(7)(C) 

?j21 It, ?{~-II/ 
SiGNATURE 

~~ lJRE • WITNESS DATE DATE 
I <:eftit,' tne eltidence described in the pagelS) of Ihis ioventoty. 
not otherwise disposed of per att.ched document81ions, W81 
verified fof final retention at Forensic Services DiYislon this date. 

SIGNATURE - FORENSIC SERVICES DIVISION DATE ITEM 
OA TE RECEIVED QUANTITY DeSCRIPTION OF EVIDENCE VALUE NO . 

'I'D BIlLOW LIS'rJCD BVlD1D1CII WAS UTlUlE'IZD ftCH 
CANBll:IDGIII, W. JIOI.XC& DBJi'M~ OM zn5/11. 
'1'BBH :t1'ZN8 IfAW B£mt MJ\JUtZI) AHIl OM'ZIi 
"HP 2/25/11" IOEIrl'tnDlQ (b)(6),(b)(7)(C) J or 'rlI& BOS'ZON n&LO OPJ'l:Cli. 

~ 02/25/11 .. ACD A.9PDlS CNB l«JDm. 532s $200 . 00 SDXAL NUHBO.B: 
LttaAXODOO10011001E16 
01 

2 C2125/11 1 AOClO:'lTl:SH !lKCLOStntJi la'r COtl'fJUNlNG 0N8 385.00 Wl:8ftM DIGlUL 2'1'» IIAal) DlUVZ 
98RIJLr. JIIlJNIIU.8! 

MfUAlfi26675 
3 02/25/11 1 Ill' USB CIlIVI: HN\JCBD 00458H1CM'1 85102 .$10.00 

TOTAL • $295.00 , .mlla) s rATES SECRET SERVlCf' 

FI..1QL JAB 



; :.,' , 
.~ 

CHAIN OF CUSTODY LOG i-'t 
~ 
:f this invenlOty conslSta of more tn.n one page. dOClJment the Chain of Custody log on the reverse of ttle FINAl. CONnNUATION SHEET. 

CERTIFIED INVENTORY OF EVIDENCE I SERIAL NUM8SR If ROM SSF 1544} (ContinuatIOn Sheet) 102 2011 ca 000039 PAGE 2 OF 2 PAGES 
DA TE OF INVENTORY \ OFFICE CASE NO 

02/25/11 8OS~ PtZLD OprtCB 102-7'5-0060071-8 
ITEM NO. CATE ACTION ReG'S~Y NUM8E~(SI SlGNAnll'~ 

/-~ 12.Z5J/ '··Tn ?f/A~ rttuif 
(b)(6),(b )(7)(C) 

ICY// .,! I- 00, ~(b)(6) , (b)(7)(C) I/C~'~f(d( J ,9! 1/ 
e"....y 

'/iJ, l ... ~ 
It:>l i I 171 ./'i ~(. I (jcu-<. <'-1 

r 

I 

U""'I" "ATfD Sl:CRf.l KIfo1CIi 

-~-.. 
;....~ . 



CERTIFIED INVENTORY OF EVIDENCE ISERIAl NUMBER 
102 2011 01 000033 

eVIDENCE HELD AGAINST 

snMl MllOW 

ev (b )(6) .(b)(T)(C) 

.c:lr..N.O. Tllg, .':;0£; rid' 
Tb)(6),(b')(7)(C) 

SIGNA lURE· WfTNESS 

ITEM 
DATE RECEIVED NO. 

~ 02/11/11 

2 02/U;1l 

3 02/11/11 

4 02/11/11 

S 02/11/11 

U!i(rEO STATES SECRET SERVICE 

FINAL JAB 

! 

I 

I 

QUANTITY 

1 

• 
1 

1 

1 

.... ~-.. 
_':11 . 

o SPECIMEN CASE NO. 
102-715-0060011-8 

OFFICE 
BOSTOlf J'IZLD OJ'PICZ 

DATE OF INVENTORY 

tPAGE 02/1.1/11 1 OF 3 PAGeS till/II I,.,.,.." ....... ~ <::1 

DATE (b )(6),(b)(7)(C) 

~ ...2LII/'1 Z-L" [II DATE SIGNATURE DATE 
t ¢8rtjfy lhe 6Vi~ described in lhe page(a) of Iflls Inwn~lIy. 
not otherwise dispoted of per attacneG documentations. wu 
V8IIbd for final reten\ion ill Foren,iC SeNices Division this dale. 

SIGNATURE· FORENSIC SERVICES ONISION DATE 
DESCRIPTION OF EVlOENCE VALUE 

Till: UJ.OW LlftEO I'1'DI8 ftIQ: 8EIZl:D PUIUItJAlf'l' 
oro A. n:n&Ut.J. au.acJI amwrr OM 2/11/11 A'r 
950 MUS-.c:BU8ZHS AVJ!. Al"f '320. 1IOS'rCIN • ...... 
TaUlt I'l'ZHI AM: HlUlU:D "UI 2/11/11" !'OR 
InEH~IrlCATIOH PURPOaas . U 1%)Dl'fIJ'IU 
ulUil(6) !t;){Z)i I BOII'!OII rY8:r.o OI'J'ICW. 
If1UI.ZSS-Q 2.' Gila BIIOAJ)BA}U) JIOtn'Ul LlNU%S; ~30.00 
aLaE &HD ~. 81M t CDrolG~09626 
~~JC%) IN nJl LIWtlfQ XlCN 
tG.I:aOO1t HAC 05X lltS'l'JU.L DISC 1 101m 2, $10.00 
GMY. IlII PU~I\ al.l:l:W. LOCAHD nr TO 
LIVING JtOOM 
~ USB GO'IDII It, GMY ClUU)lIOARD CASe, $10.00 a/v • 2VQSlG82001, ux:lo'l'ED III TB LlVlJla ~ 
APPl'A CIUI.II SeRVICJ: t.l:1"l'l!R NO VALOE 
DIaPA~C8 '.7276408 (' PAGES), LOCA~ rN 
%at LIVlHC lIQON 
aBlIlIUt MIl WOU CClfJ'III.tG.1'IOH (2 PAal:8) NO VALOB 
~.AXa * &1216313 AND R12'~.Qa. ~TED IN 
1'IIlt I.lVI IIQ RCCI4 

TOTAL • $50.00 



• .. 
CERTIFIED INVENTORY OF EVIDENCE I SERIAL. NUMBER (FROM SSF 1544) (Continuation Sheet) 102 2011 CI 000033 PAGE 2 OF 3 PAGES DATE OF INVENTORY I OFFICE CASE NO. 02/11/11 BOS'MR FIELD OFrIca 102-775-0060071-8 ITEM DATE RECEIVED QUANTITY DESCRIPTION OF EVIDENCE VALUE NO. 

BROUGHT FORWARD $50.00 

6 02/11/11 1 DIGIDL NlDlA CCIG'~ I'.LUCJ 25 ... JNPY $5 . 00 ftCB. LOCAon:D D '1'D t,:rvDtt; ROOM IIOOJICAD 

: 

TOTAL • $55.00 UNITED ITATEIIECRET IEIMC£ lhia tDnn _ -.a.oicallr pI'IIIU:IId vii OmniFonn ~ US8~ARI SSF 15'4A (03/11) 
FINAL JAB 



" 
CHAIN OF CUSTODY LOG 

It thfs Invenlol'y consists of more than one .,age, documen1 t/le Chltn ot Cus10dy Log on the fe'lEl'!5e of the FINAL CONTINUATION SHEET. 

CERTIFIED INVENTORY OF EVIDENCE I SERIAL NUMBER (FROM SSF 1544) (Continuation Sheet) 102 2011 CB 000033 PAGE 3 OF 3 PAGES 
DATE OF INVENTORY I OFFICE CASE NO. 

02/11/11 BOS'fOI.f rI&LD ORtCJ: 102-1?5-0050011-8 
ITEUNO. CAlE ACTiON REGiSTRY NUMBED "., -,r ...... r 

(b)(6).(b)(7)(C) )-& u//11 TJ frot) vll,il, 
C1/1 I~/Z . ill. <)'A(b)(6),(b)(7)(C) I / dt I'rtV" 

"-,J 

. I t.'!.;, II 7 p-4./r.l1Ld A /J /.;0 '/Yld /L.., ~ ..... .//"" 
a-.~~ I:p,'j, I/'Pr/: ,~J!5j' Iv \..u(" , ) C-t- ...... (J ( )c,o,hl+-

,./, Io .... '}" c: 
...... 

-T 
! 

, 

_ .... -.. 
.,.:..:::; . 



CERTIFIED INVENTORY OF EVIDENCE ISERIAL NUMem 
102 2011 ca 000036 

EVIDENCE HELD AGAINST o SFECIMEN CASE NO 
102-'75-00'0071-5 

SlQUl'f& MJiOIf OFFICE 
BOS'1'Oll' FIZI.D onta 

EVIDENCE INVENTORlErl BV DATE OF INVENTORY I PAGE l(b)(6),(bX7)(C) 
1 Z-/II /11 

02/11/11 1 OF 2 PAGES 
I,.,,,,,. " ... '''''', Sl ,""' ... , ~~" .. 

SIGNA UR~· :;F'!';CIAl Ar.~I>IT DATE (b )(6),(b )(7)(C) 
lb)(6).(b)(7)(C) I -¥IV 1\ tf~ SIGNATURE· WITNESS 

, 
DATE SIGNATURE 

I certify the eotidenee c!eICribed in lhe P8Ge(1) Of lhis iowrnory. 
not ottlel'Wise dispoled 01 f* attadled dOcumentationS. w .. 
verified f\)( lIoal retention al Forensic Sel'llices Division m date. 

SIGNATURE· FORENSIC SERVlCES DIVISIDN DATE 
ITEM 

DATE RECEIVED QUANTITY DESCRIPTION OF EVIDENCE VALVE NO. 

na BZx.ow L18'l'l:D I'nK8 1Qlg: SEI ZJ:I) l't1J\Suawr 

I 'fa " nDl:1UI.L u.uca ~ ON 2/11/11 AT 
, 950 MAS!lACIWU'H'S AVE. ART 11320, 1I08'fOM, IQ.. 

TBSSE IT~ &A& ~ "AS 2/11!11~ roa 

IOEm'IM~%OlII 1'UIU'OSU. AS lDEJlTIFZES 
SAilb)(S) Ib)17V I ISO'TOM rn:I.D OITICl!:. 

~l Q2/11/11 4O rcR'lY MISC CD-a I)XSCB WIn: HO .00 

Je 
CASZ8 AlIO H%Se PlU'UIIOM, LOcA'lID , 
IM 'tn BaD.ooN. 

- ... !. 02111/11 \). 'nO UJID 1>A:rvB IlMCLOSUJIlI:S, LOCATKD Uf TIUC LIV $2.00 
INQ JIOQIc c.oSft 

3 02/11/11 1 '1' JCBILZ SIOUIt:a. LOCAftZ) Dt '1'BI NO nLCI: 
LIVIN!; 1U)(M CLOU'1' 

t 02111/11 1 SOIn' MIc:ao VJWr.':r, 0RAltGI:. LQCAnJ) :at IQU.l.ft $5.00 

TOTAL • $47.00 

• T ~ .. -.-
FINAL JAB 

-~- .. --



• . , ' f~ CHAIN OF CUSTODY LOG ~I 
If !hi' inventory COllSials of mOte than ~Jge. document the Chain of CuslO<Sy Log on the ~1iefse of the FINAL CONTINUATION SHEET. 

CERTIFIEO ~VENTORY OF EVIDENCE I SCRIAl NUMBER (FROM SSF 1544) (ConttnuatiOn Sheet) 102 2011 CI 000036 PAGE 2 OF 2 PAGES 
DATE OF INVENTORY I OFFICE CASE NO 

02/11/11 BOS'1'OH' FIELD OFl'ICZ 102-775-0060071-5 
ITEM NO. DAn: ACTION REGISTRY NUM8ER(Sj SIGNATURE 

(b )(6) .(b )(7)(C) f--/-1/ J JI// T~ 6!1J J/)'., I 'fA';:: ,J {-I/ ,/' 
I--

.1-/ l5/t-Y/I) 17D ?:~rctP /c, ~ 
I---1 "h,l, 70,,51'1 (b,>(6) ,(b)(7') 

VC:f/ )[/)( j ~ <-; 
IC,{JG~ (C) 

f--

I JlI k3<7 rll~(j ·TO /,,];;./ (~, i£/{h-.i"1 ,r! / -)'7/ h!\.! 
I---./ 

J-kf ... dcl/i: ~ -=ttd-. I-.£J.... dk::t..,x: 10.- f.'?/'X" / ~\/Y<-
iZ.,pfVllv(I' tb ./'}tto"':1~~/l't7(:;k'· V'.h :"./~'h to-. ~ L.1.r:L "'},,{:l '-A fC.u-. / A 

f--. 
Jit id,H. (.I() r-n ') J~ ~ 
b1-C{ '/)'/1 f----m 5;0 ()C-(...t.(. l( 

I--

.,"<T£l) ;TA'!I.IO SE~ ~IMCE 

-- --= . 



CERTIFIED INVENTORY OF EVlDENCE ISERlJlI.. NUMBER 
102 2011 C& 000037 

EVIDENCe HELD AGAINST 

SGR'l'Z MJtaI 

EV\ (b )(6) .(b)(7"(C) 

SIGNATURE . SPECIAl.. '" 
\(b)(6) , (b)(Tl(C') 

SIGNATURE· WrPlQ"ESS 

ITEM 
Oil TE RECEIVED NO. 

1 02/11/11 

2 02111/11 

-l 
~ 43 Q2/11/11 

~ 14 02/11111 

., 
~NllEO SlATES seCRETSERVIC£ 

FINAL JAB 

I 

QUANTITY 

1 

1 

1 

1 

o SPECIMEN CASE NO. 
102-775-0060011-5 

OFFICE 
8OS~ J'IztJ) OITta 

0A1E or INVENTORY I PAGE 02/11/11 1 OF 3 PAGES 
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C,rillld My .1'''''10. O.,t/ICI 

(',rendJul'/~ 
o NoBill rzI True Bill 

MM 00 Vy I. BOSTON r:: o 1/1 4J 1 1 r 
'TriaiCout 

~~'II'''. rl~-~O- I 

o Federat o State D Municipal o CtMarUat 
MM 00 yy i r . I I rl 

F' .... P' .. en.e.1 o Guilty o NotGulity o Noaa ContendeR OeMI o Other (ellpl8ln) , 

!-1 n .• po;IIIien 

! 
o ConvictIOn o Acquitted o NolI.Prot o Other (a.pl.ln) 

I 

D~OI' o Felony 
'"'Il"...~ ..... o.tf'O_ (,- !'O __ 11m oW SA"" ! rnai Court Judo<:jaI [l.!1Iet rl r- r I r 
SEll ...... 

s~ 
Proe.1OI1 

PraIlIoIiOn $' M1 Daa. filoo suo:"~ ~~on 

yy MM DO yy NlM OD yy MM DO Mil DO yyyy $ S J , I I r I I ! I I I I I I r 
Sentene8~ 0.:0 

"'.posl1klft 0II\CIt ~Mr 
s~""""9 Judva 

MM 00 yy 

I I I r r-T"'M~dS_Me 

C 
"'"'*" AH.'Sl"'9 WI Af<esl 

"9/l1'li ""''''"'9 '" .<\trall "Ii"'" AJAlSIr.g II A'T'MI r- r-
C 

I/iOS!II4Cft'OeOCflPl""'f8 USC 1343 Wire Fraud; 18 USC 1030 <a, (4) Computer Fraud; V>U\a1l!lft 
18 USC 1030 (a) (2) Theft of Information; 18 USC 1030 (a) (5) (8) ReckleS$ly Damagln~ tg:J Federal o State !-

Computer; 18 USC 2 Aiding and Abetting i 
P. ..... 3rM \# . oche«UOd ~ o~_ I:OlI<1 lie I 

I 

-" "(£0 STATES SECRET SEJlViCE 

-:=G 



Date . 

REPLY TO 
ATTN OF : 

SUBJECT . 

, ~ 
' 4 

A.ugust 1. 2011 

S ...... IC - Boston 

Photograph 

UNfTED STATES GOVEPNMI 

HEMO~ANDI. 

U. S. Secret Service 

File' J-I02-775-60071-S 

TO: SAle - Investlgacive Support Division 

Attached please flnd a photograph of Aaron .sVartz for your files 

fer Steven D Ricciardi 
Special Agent in Charge 



United StI ... M.r~hal. Servtce • L1M~FlClAl use 
Booking Package Photos 

•• ___ •• _. _ M _'''_'_ ~' '''''_''_'_'''' • __ ~.i ___ ' _____ _ 
====-.:==..:::;,;:-=:..:::==-.:.:.:~---.-:. .. :-:'--" ~ 

USMS NUMBKa: 94045 -039 
ml.!l \lAUsr..,OlOO 

:"48 t Name = SWA~"rZ 
Fir.~ M~I AARCN 
M;t4dle Nam_: 

Sex, M 
l'.aee Code ~ W' 
008. 1 '.! ;1~/l9Sc 

Vi aw I FRONT 

Dat e 1'aJc8l'l: lP /I. "'!:2 (j U. 

aeight-,S'Co" 
l(ei'1ht: 1 30.) r~BS 

"Limited Offic:jallJ$e" 

Dat,e of! Arrest: 07!lS/"2C'.1 
PBI t{IJ.1lber: 

Bye ColQ~: 
lfa!.r Color: 

aRO 
SI..K 

Tnis Information is ttle Propertv of the U S. Marshals Service lnd Shall Nol b6 Publicly Peleased or Disseminated Without U.S. Marsha" 5ervi(;a t\lJthOl'lty Page lot2 



.. Prepared on: 07/1912011 

us., NUMB .. , 94045-038 
OR1: MAUSM0100 

r. .. t H"" SWARTZ 
Pint N ... , AARON 
Mic:ld1e N ... , 

Sext M 
Rac. cod., w 
DOa: 11/081\986 

United St .... ...,.;.. .. s.mc. • UMAFlCIAL USE 
Booking Package Photos 

Beigbta5'06" 
weigbta130 LBS 

"Llmlled OtIlcial Use" 

Date of Arr •• tl 01/19/2011 
PBl NUllber I 

Iy. Colorl BRO 
aair Color: BLK 

This Information Is the Property 01 the US. Marshals Service and ShaH Not be Publicly Released or Disseminated Without U.S. Marshals Service Authority. 
Page2012 

~ ., §J 



Dute: 

Reply To 
Attn Of: 

Subject: 

To: 

-..... --
-~ 

l ~)' :· ! 4' , ., ... -

August 1.2011 

SAle - Boston 

.-- __ ~. I 

UNITED S'T'ATES GOVERNt\1ENT 
i\'I E IVIO RAN DUM ' 

u.s. SECRET SERVICE 

File: j-I02-775-60071-S 

Fingerprints of Aaron Swartz 

SAle .- Forensic Services Division 

Attacbed pl~ase tind n FD-249 of Aaron Swartz 
for your tiles. 

For: Steven D. Ricciardi 
Special Agent In Charge 
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1 .. ,_, 

:lilliOn 9 
26CO-Fraud By Wire 

2lH101 J~) 
20 ';1'). '-rau-:1 And. l\blJ:3e - Cr..mp';t.~r 

"~ ':("~:-).: I'·;'"" .,~ 

~};~~ t~,~"· ~~~.~ ( > ;'" . 
.JA,J;. ,'1.';)j"I:.~~,ti';;:j""~l';;'~':C·~. ~y.~(.. :.r, ~" ~"" 

, ;'" 

- , 
. ~ 

,-::-1). 
" 

rr.A!1 S lI.12 0 '.1 

UN!'!'~ S7A1'ES SECReT S5RY!~f: ,. .. . .. ,,-'1:; ". ~ "'~ ... I ... ." __ 

~S" -----. y::. .~; .. " I 

hI . • 

,'." 

liS 
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I ~: . .' ~~ ' . ... '! 



",o,t", .. , ~. 

" 

FINAL DISPOSITION REPORT 

Note: Thill 'li!a'lVlJOIt must be plepered on eatt1lndrmua/...ma5e a .. rellllnlll~ h .... oeen Io!Mrcsea 10 Ille F8t CtI!'I\If'\aI Justiee ",ftlrmaliofl SerYlUt 0i'MlOll Wllhl'lUl final OIBpOIIlion noted ItMreon. " no fin.1 dtspolibon IS ava.abte 10 8freslJOg agency. COITIjlI". tell SIde and forNard tne 101m wnen calill ~lerntd 10 pI'OSI!C\Itar ~ ca.ortl ~ on n011Ca as 10 /lMI' dISPOSition thOuld CO"'llia1e Ihia fOim Ino submit 10 FBI, CJlS OMlton, Cilltlllburg, W11263Ot. 

{See Ultlructions on relf.".. sfde) 
FBI No. Final Qisposition & Oat. 

llf convicted or subfect pleaded guilty 10 lesser charge, It'Iclude this ...;6...;..7..;;.5~304.;...;.;K...;.D;;;.0~ _______________ --1 moddlGatlon with dl&J)Osibon.1 
Name on finge11:lrint Card SlIbmlttec1 to Fel 

LA! i'i". 

Swartz Aaron 

Date of Birth 11/08186 Sex M 
Henry 
Fingerprint 
C lassifialtion 
FrOITl fBi 1·8 Resoonse 
Slate Bureau No. (SID) SOCIiII SeCUrity No. (SOC) 

MA10556559 (bl.~~1. r- 10493 
Contributor of Fingerprints (Include complN name and Iocatloo of 
agency togethe,wilh ORI number.) 
U.S. Secret Service 
10 Causeway St., Suite 447 
Boston, MA 02222 
MASS 10200 

Anest No. iOCA) Ollte Arrested or Reallved 

Offen&e$ Charged at Arrest 

1343 • Wire Fraud 
1030 (a) (4) • Computer Fraud 

7119/11 

1030 (a' (2' • Theft of information from a computer 
1030 (a, (5) (8)· Recklessly damaging a computet 
Section 2· Aiding and Abetting 

This Form SubmilllKl By: 
(Name, Title. Agency. ORI No, City & Slale) 

Dale 

'rrtle 

o COURT ORDERED E.XPUIliGEMENT: 

Cert1fied or Autr.eollCSll!od Copy of Court Older Macneil. 



.'~a •• :.~ ..~ 

U. S. Secret Service NCIC/NLETS Response Display 

Page lof2 

ORI: ~1ASS 10200 

ltesponse: I fROl'!;NL£'!'S ) eN OI!/0t!11 .~ .. r 12:3,!:4 ,} 

I 
i ,-" ~·I/r.~r.·.·n" 

\

,." , !'I . O .... l._" 

09:32. f.)S;"C)l/2tlll 44413 
09:)8 Q9/01/2)11 . 7045 MASSIO:SO 

! '7' y 'r 

I ;:' ~Rj2LOI-NCTV1"" C.~· i ~~\)OG 
I .L.TN (b)16) !b:t7l(C) 
I I "*,,, CR.I~1Ir~p.L HIS'rCtP.y HECOfl.D ... -.;." ........ + .. 1: ................ ,. .. .. I ::-3.ta As Of :::01\-:J8-':.I1. : .••••••• * ••••• ~ •••••• * •• ~ ••• I~croductlon I This rap sheet was p~odGced in respors9 to tt~ fol l owing requE3t: 
I -al ~'l"~b"'r .:. ,c; ~.-... ;( ; '\' I

.. " "''' - .. ' ~I.· .... v J 

P.eq(.;e,9'.: Id I P'.l:q).jS~ Code '"'""~'~"":-~'I":':'l-.----, i ~t te~t ~()n . . 11i) )(~ l l t,)(7)(t) I 
I
' '':'~ l.n ::orl'C'.at ~on L n t tn.':> :;·ap ~~hF-,et L:i gub !('!ct t:) tne f.:; llowir:q c·:;'.."eats: Tr:.l.a rect,:::d 1.$ baser;! cnl-'i 'In t~l e FBT r:l.lrnLt~ i·:n ync.r r ~~queat-675 .. i~)~KDu. : Becaw~e additl';)(IS or (;elet l.t)!1S en? ,:! b~ :'lade at any '= imp., a new rZ'. p~· 

I ShO:..:ld •. ~~ t'~'1tJ~;t:~d_~~I-'~ . ~P.~d~: :(. ;: :: ·~b:p.~~:rtt u:~. i !~ ~ /1~~ L -i)8-C' 1 1 ,It.ll aJ:h . ." l t ent .... e" ... . ,.,,, [.'L .. e· ... 1:1 _hiS .81 !·~.~o('d .,j!€' b;.i.:>:(~ '.: f, : C- ' I.,,,,",vp"int ~ " """··arl~'''·- ~r":1 -~r.t-"r \. - ... ~ .. "-m~' .... ..;"·'·· .. a ' 'r)'" 

1
2~il:~fJ:~~{; .... 1. .m:w .~'~~J~ Q ''- ~o::; ,0 • ..::...:.. I , r..; \...':'!!. ~a l"= lo,al'.A .... II. '''.U. J.. ; ~ .. , 

Tne U$9 of ttis ~e~0rd lS cequlate~ by La~. It is pro v i ded f o~ J fticiai ! use onl)o' an~:I ::1ay be L1s,:-:d .:.!': 1.y for ttiE ~urp0::;'" req'..l !'!:5ted . ;U:3; 1,2:111- :)8-01: 
Ai;' ... * .... ... ............ ~. II • oJ. ...... ...... . \r ~ " .. 4; .: ~)ENtlt 1 ,"' ICATI(}N <If ir" .... ; '" * ..... , , .. it .. + ... "" '* + ............ j.- .. 

: 

I 
Subjec: Hdm/~(S) 
SWARTZ, AARdt'1 H 

I 
$WA,.~TZ, j.l.~ROt-J (AK[l.! 
Sub ) e~t Ce5crLption 

I FSr Nwnbe;\ ~ 

1
<67~3'O 4 h1)~ 
Socii: l Secar 1 t y N'Amber 

d!y. ·,;::) it· .,;4 Cj 3 
! C.O ·o{ I ~~le I ~~;~~~ 
I Hai'( C:.lcr I Grown 

j
; ~i:~~ ~f 8lrth 

IL 
. Fir.get·pn nt Irna::j€:s 
IPhcto [t:l03ge5 

, ?hoto rmag~.: .ilo'.."a i.l.able 

;.; ~ oi te Id Numb.;, ·r. 
W.l (;:, ~,6~,5 9 ( ,>11\) 

;'ihi::e 
vi.<:iqht 

us 

! p,'I"i l, ,~b.le i~::;;we 
I (No E:h:ito Tmage ·"ulr,.:3rt: ,:.:::t~\J 

::ate (,f BJ. rth 
19%-L··08 
E·in.qerpdnt F':ltr-c".r!l 
fJC: DC I!(: {!C ;..1(: :JC tIC r,;C :_~ 

J:V-CLRKSBG CLAR~SBU~G WVlBtNFOO 

r (':-t)'tlRlJ:Jr,t::f"e-: r'I'~s t:11'<10 !=',ho l .G·3 as ~: !)ci,:tt.ed \" L tr: I .. ~ - 0.:::: ~ S t ·.1"H e or: 2 ~1 ~. : ,I D 7 ,!I ~ ) , 

hnp:/lssweb/edbl887/;J,,·~rt'spon$C.aSp?id=399g242 



1"\'I\.lNLt.1 ~ K.esponse , Page 2·of2 
(~ 

Photo Image Available US SECRET SERVICE BOSTON MASS10200 Available Image Other 
(No Photo Image Transmitted 
Comment:Arresting agency has photo associated 

with arrest date of 2011/07/19) •••••••••••••••••••••••••• CRIMINAL HISTORy·························· _===c=a==a_=c= __ a=_e _ _ _ = _____ == Cycle 001 2.==~_==._=~===D==a __ ==_.== __ c 
Earliest Event Date 2011-07-19 ------------------------------------------------------------------------Arrest Date 
Arrest Case Number 
Arresting Agency 
Subject's Name 
Charge 

Charge 

Charge Literal 
Agency 

Severity 

Charge Literal 
Agency 

Severity 

2011-01-19 

MASSI0200 US SECRET SERVICE BOSTON 
SWARTZ, AARON 
01 ~ 
2608-FRAUD BY WIRE 
MASS10200 US SECRET SERVICE BOSTON 

02 
2609-FRAUD AND ABUSE - COMPUTER 
MASS10200 US SECRET SERVICE BOSTON 

••••••••••••••••••••••••• INDEX OF AGENCIES •••••••••••••••••••••••••• 
Agency FBI-CJIS DIV-CLRKSBG CLARKSBURG; WVFBINFOO; Address 

Agency 
Address 

1000 CUSTER HOLLOW RD 
CLARKSBURG, WV 26306 

US SECRET SERVICE BOSTON; MASS10200; 

STE 791 10 CAUSEWAY 5T 
BOSTON, MA 022221080 

• • • END OF RECORD • • • 

« Previous Next» Cancel I 

http://ssweb/edb/887/~A ~response.asp?id=3998242 ~ 
~/1 n01 J 



I • . ~ :-. 
U. S. Secret Service NCIC/NLETS Response Display 

ORI: MASSl0200 
! 

R .. pon .. , I ,ROl< ,"LE rs i ON 0"'01" 1 A7 12,38,;0 

I 
I , 

I 
CR • t-!ArIrOC01 
09:38 08/01/2011 03098 

. 0): 38 OS/Gl,OOU ,17t')46 !·!.t~S31.0200 
! TXT 

I HDR/2LOI-Ncr'" 
, ,~1'N I (b)(6) Ib)( )(e) 

r-:ASSl0200 

i :.'HIS RECOf<.D rs HASED ONLY :?N rHE SID NOH3ER .iN YCUR RS(,)UEST-
.sIDmAl0S565~';; 
F~n! f)7 5304 £1::00 
FOR/e I NA..\1E: 

: SlIJARTZ, f'..AEOt-i H 

\I\DDRE:SS 

Page I of 1 

! ..J IiSIGHT ' ... iEIGH'!, HAIR E:YE COLOR 3IRTH 

Il~8611013 
! ~HSCE;LI •• "\NIWCS t-iC:-IBER 
! 

I ~"J!"7 Oy~1'1 ) -o&:JC-v. wI'\. 

t,1 120 
crT! ZENSHIP 

; 12·1 i-jOUNT AGE-URN 37 #52 CA..:..<J8IHf)GE, ~1;\ 

I O:CUP.l\! ION 
F<.ESEARCH .o,r :-:'A.R 

! ;::VENT DATA 

I AR REST NAHE 
.s~IARTZ( ]:~R()N H 

BRO 

I 
.~,GENCY 

CA!"lBRI DGE PI) ~S 1 
I 11.RRES1' CATE: CASe: NUt13~~ 03TN 'Jrff.NSE DATE 
'\20110106 

CfF'ENSES 
: 2(,1 U! 106 

I OFFENSES 
~{JlIOl(}6 I D':Sposn )\,)NS 

! 

'rC\J'o12011C':'032 

S5E FEl.ONY S18 

j"T,L0NY c:~66 S 1 & 

oRO -. .1. ... 

I =----------- ~ ----- ~--------------------------------------------------.---
! •• 66 ••• ~w.~~.~.~ ... +* •••• ++ •• + ••• ~~ •••••••• * •••••••• *4 •• ~ •• + •••• *_.4.~ ••• I I . 
! END OF !{S':DRD 
; 

co( Previous Next >~ Cancel 

http://ssweb/edb/887/Vfitv __ response.asp?id=J998243 It/lnOll 



• 

N' .. :tLlNL~TS Response • 

r:t. I r .. 

U. S. Secret Service NCIC/NLETS Response Display 

ORl: MASS 1 0200-0 

Response: FROM(NCIC) ON 08/01/11 AT 12:38:51 

FLOI-NCIYMASSI02000 
MASSI0200 

MASSI0200-0 

Page 1 of 1 

THIS INTERSTATE IDENTIFICATION INDEX RESPONSE IS THE RESULT OF YOUR RECORD REQUEST FOR FBI/675304KDO. INDIVIDUAL'S RECORD WILL BE COMPLETE WHEN ALL RESPONSES ARE RECEIVED FROM THE FOLLOWING SOURCES: FBI - FBI / 67 5 304 KDO 
MASSACHUSETTS - STATE ID/MAI0556559 

END 

Next » Cancel I 

~. 

http://ssweb/edb/887 /~ "::response.asp?id=3998241 fUt niH 1 



UN • • 
' . 02/16/2012 ~2 80751/6950. 

2L01IIr QUERY 
i'ilAS S 1 02 S 0 -:] - 10 J ' -r? s --(CCJ\) --; ! - . J THIS INTERSTATE IDENTIFICATION INDEX RESPONSE IS THE RESULT OF YOUR RECORD REQUEST FOR FBI/675304KDO. I}IDIVIDUAL'S RECORD WILL BE COMPLETE WHEN ALL RESPONSES ARE RECEIVED FROM THE FOLLOWING SOURCES: 

FBI - FBI/675304KDO 
r~SSACHUSETTS - STATE ID/MA10556SS9 

El-ID . .>-< 

CJIS 988081 02/16/2012 1012 
UL. 
CR. WvFBINFOO 
08:14 02/16/2012 26734 
08 ~ 14 02/16/2012 10301 r<1ASS102S0 
TXT 

80753/6950. 

Data As Of 
CRIMINAL HISTORY RECORD 
2012-02-16 

-, ....... 
- n 

*********************** -, 
.... J 

.*************************** Introduction **************************** 
~--> Thi s rap sheet was produced in response to the follO'.'Iing request ~ .-I FBI Number 675304KDO 

Request Id 
purpose Code ~C~~~ ______ -, 
A.t ten t i on I L.(b_l l_61_lr_i(_71_«(_:1 ______ ---' 

The information in this rap sheet is subject to the following caveats: This record is based only on the FBI number in your request-6i5304Y~O. Because additions or deletions may be made at any time, a new copy should be requested when needed for subsequent use. (US; 2012~02-16) All arrest entries contained in this FBI record are based on 
fingerprint comparisons and pertain to the same individual. (US; 2012-02-16) 
The use of this record is regulated by law. It is provided for official use only and may be used only for the purpose requested. (U8; 
2012-02-16) 
***********-**.***.*******. IDENTIFICATION .************************** Subj ect Name (s) 
SWARTZ, JI.ARON H 
SWARTZ, AARON (AKA) 
Subject Description 
PSI Number 
nS304KDO 
30cial Security Number 

IIt.)(6)(tJl 10493 
3ex 
1ale 
Ieight 
i I 06" 
lair Color 
Irown 
-her) .. ~-.. 

••• :::1 , 

State Id Number 
MA105555S 9 (fvlA) 

Race 
White 
Weight 
120 
Eye Color 
Brown 

Date of Birth 
1986-11~Oe 

Pingerprint Pattern 
OP UC UP UP UP UP UC UP UP UP {O 



- ---- -- ---_ .. 
IL .. 
Fing'erprint Images 
Photo Images 
Photo Image Available 
Available 1m 
age Other 

......... .&oOCUDU""lJ 

u9 

FBI-CJIS DIV-CLRKSBG CLARKSBURG WVFBINFOO 

(No Photo Image Transmi t ted 
Comment:FBI has two photos associated with 

Photo Image Available 
Avai lable Image 

arrest date of 2011/07/19) 
US SECRET SERVICE BOSTON MASS10200 
Other 

(No Photo Image Transmitted 
Comment: Arresting ag'ency has photo associated 

with arrest date of 2011/07/19) 
************************** CRIMINAL HISTORY ************************** 
=====--======================== CYcle 001 =-=================-=-======== 
Earliest Event Date 2011-07-19 

Arrest Date 
Arrest Case Number 
Arresting Agency 
Subj ect 's Name 
Charge ' 

Charge 

Charge Literal 
Agency 

Severity 

Charge Literal 
Agency 

Severity 

2011-07-19 

MASS10200 US SECRET SERVICE BOSTON 
SWARTZ ,AARON 
01 
2608-FRAUD BY WIRE 
MASS10200 US SECRET SERVICE BOSTON 

02 
2609 - FRAUD AND ABUSE - COMPUTER 
MASS10200 US SECRET SERVICE BOSTON 

************************* INDEX OF AGENCIES ************************** 
Agency FBI-CJIS DIV-CLRKSBG CLARKSBURG; WVFBINFOO; 
Address 

1000 CUSTER HOLLOW RD 
CLARKSBURG, WV 26306 

------------------------------------------------------------------------
Agency 
Address 

US SECRET SERVICE BOSTON; MASS10200; 

STE 791 10 CAUSEWAY ST 
BOSTON, MA 022221080 

* * * END OF RECORD * * * 



.. ***.*** .. *********.******~~**~*.**.*****.***** .. ** ... ~"*****."**************.~I I! '... l ;j1 
i 

•• *****.* WARNING ******** WARNING ** •• **** 

* THIS INFORMATION IS CORIo IT IS NOT SUPPORTED BY FINGERPRINTS. 
*PI,F~SE CHECK THAT THE NAME REFERENCED BELOW MATCHES THE NAME &~ DATE OF BIRTH~ *OF THE PERSON REQUESTED. 
~ . :;, -..-, ~ 'Qd '/ 1. (. /", . -7/- -• * * '* * ,,'* .. * * *" '* '. "" .. "'. * * .... 11 * .. 'II. -II * * *". .. * .. * .. * * '* * * ...... * *" '* .. * .. '* .. -If,,' ... ./, • * .1* *.,. .. ;. ~c" ~)* '* * -:, .. 

or.*.****** COMMONWEALTH OF r~SSACHUSETTS 
DEPARTMENT OF CRIMINAL JUSTrCE INFORMATION SERVICES 

* •• PERSONS COURT S~~Y *** 

NAM: SWARTZ, AARON H FORMAL-NAM: AARON PCF: 00005176807 DOB: 11/08/86 SEX: M RAC: W POB: IL SSN: l:b){6)(b)l10493 r-lOf-l: POP: HGT: 506 WGT: 130 HAl; BLK EYE: BRO ADDRESS: 76 OXFORD ST CAMBRIDGE,MA 

'O_.f , 

-., 
~ .. .. 

- 1 

***** 'ft**** ***** *** •• ADULT APPEAP_~CES .**** * •• 'It. ** •• * *.*~~ 
-.J 

AR~~IGNMENT: (OOl) 
;'>..l ARG-DATE: 11/30/11 PD: CAM COURT: r·lIDDLESEX SUPERIOR DKT~ 20111133001 OFF: BREAKING AND ENTERING DT BLDG B&E DT DISP: C 1/3/12 STATUS: 0 ~";PD: 

ARRAIGNMENT: (002) 
ARG-DATE: 11/30/11 PO: C~ COu~T: MIDDLESEX SUPERIOR DKT#: 20111133002 OFF: BREAKING AND ENTERING DT BLDG BScE DT OISP: C 1/3/12 STATUS: 0 NPD: 

~RAIGNMENT: (003) 
ARG-DATE: 11/30/11 PD: MID COURT: MIDDLESEX SUPERIOR DKT#: 20111133003 OFF: LARCENY MORE 0/$250 LA.R tJ[ORE DISP: C 1/3i12 

STATUS: 0 ~·~PD : 

'.RRAIGNMENT: (004) 
~RG-DATE: 11/30/11 PD: CAM COURT: MIDDLESEX SUPERIOR DKT#: 20111133004 OFF: CRINE OF (SPECIFY IN FULL) rJl-1AUTH ACCESS/COMPTRCRIfvlE OF 
DISP: C 1/3/12 ST~.TUS: 0 WPD: 

-.;.--.. . ,.:..~ 



ARRAIGNMENT: ( 005 ) • -ARG-DATE: 11/30/11 PD: CAM COURT: MIDDLESEX SUPERIOR DKT#: 2011113300~ OFF: CRIME OF (SPECIFY IN FULL) 
DISP: C 1/3/12 

UNAUTH ACCESS/COMPTRCRIME OF 
STATUS: 0 WPD: 

ARRAIGNMENT: (006) 
ARG-DATE: 11/30/11 PO: CAM COURT: MIDDLESEX SUPERIOR DKT#: 20111133006 OFF: CRIME OF (SPECIFY IN FULL) UNAUTH ACCESS/COMPTRCRIME OF DISP: C 1/3/12 STATUS: 0 WPD: 

ARRAIGNMENT: (007) 
ARG-DATE: 07/19/11 PD: FED COURT: BOSTON FEDERAL DKT#: 111026001 OFF: FRAUD (SPECIFY) WIRE FRD 
DISP: CNT1 C STATUS: 0 WPD: 

ARRAIGNMENT: (008) 
ARG-DATE: 07/19/11 PD: FED COURT: BOSTON FEDERAL DKT#: 111026001A OFF: FRAUD (SPECIFY) COMPUTER FRD 
DISP: CNT2 C STATUS: 0 WPD: 

ARRAIGNMENT: (009) 
ARG-DATE: 07/19/11 PD: FED 
OFF: CRIME OF (SPECIFY IN 
DISP: CNT3 C 

COURT: BOSTON FEDERAL DKT#: 111026001B 
FULL) UNL OBT INFO FR COMPCRIME OF 

STATUS: 0 WPD: 

~IGNMENT: (010) 
ARG-DATE: 07/19/11 PD: FED COURT: BOSTON FEDERAL DKT#: 11102600-1C OFF: CRIME OF (SPECIFY IN FULL) RECKLESSLY DAM COMP CRIME OF DISP: CNT4 C 

.RRAIGNMENT: ( 011) 
ARG-DATE: 01/07/11 PD: MIP COURT: CAMBRIDGE DISTRICT 
OFF: B&E DT W/I COM FEL 
OISP: C 12/16/11 NP 

~IGNMENT: (012) 
ARG-DATE: 01/07/11 ~ MIP COURT: CAMBRIDGE DISTRICT 

:HI " 

STATUS: 0 WPD: 

DKT#: 1152CR000073A 
B&E DT W/I FEL 
STATUS: C WPD: 

\RIFJ 
DKT~: 1152CR00007SA 



Drsp: C 12/16/11 NP 

• 
-i)--I ,~~ 

.~ . 

B&E DT W/I FEL 
STATUS: C WPD: 

***** ***** ***** **** END OF ADULT APPEARANCES ***** ***** ***** ***** 
REQUESTED BY: l'b"""1""1 
COMPLETED B '{: _ 

AGENCY: ~U~S~S~E~C~R~ET~S~~E~R~V~I~C~E~~ 



~ CERTIFIED INVENTORY OF EVIDENCE ISER\AI. NUM8ER 
102 2011 ~ 000032 

.-;t., EVIDENCE HELD AGAINST -QSPECIMEN CASE NO. 
102-7'5-006007l-8 SWUTZ lWIt* 

OFFICE 
BOStoN I'ULD O"X(2 1::::::.: ... J OATE Of INVENTORY j PAGE 

02/11/11 1 OF 3 PAGES Zi.lILu -REVIEWING SUP 

J 
I DATE (b i(6) (t,:,7)(C ) 

lito)(6) (~J )(7\(G) 

J 
:MVfJ ~, 

.. 510NA TU~E : m 1l'C~ 
OAT SI.GNATVRE 

J 

I certify Itle evidence deacnbed in the page(a) Of Ihls inventory, not otIleI'WIM disposed fA per attactled doaJlIWntallona, WIllI 't'I!l'Ifted for ft~on at FONlnsie ~ DivisiOn Ihli dale. ~ o - ~. / #-,.?-5~ / f SIGNATURE· FORENSIC SERVICES DMSION DAre 

ITEM 
DATE RECEIVED QUANTITY 

DESCRIPTION OF EVIDENCE L.,.., _,r ~ VAlUe 

NO. 

I 'fIE anow LUTED I'l'1Na IIU& UIIaD PUNtlaft 
I 

ro A nD~N.L SUJlCI DII:IIAIft "'f ~so lABaJlClN8l£'!'f8 ~VII, U'l" 320 BOaTON, HI.., OM 2/11/11 . \'"51: UDal .... It .......... ~u 2/11/11" IDDI'I'IntMG \t,j(b) (t'l\ 7W:; I jIOftCMI't&Ul OITIC3. : .~ 

-
1 02/11/11 

1 ~ OJItvUWln I:Ala(D1CJ8 .u~ roa 
NO VJUaOZ 

~.,. . 

12/11/10-12/17/10, ADnazteco TQ AAADM ~. I 
d ': 

I 
I '!lO MU~. I"'t •• CAMlUUDG ..... , 

I 
I LOCa.'1'D IN n~ dllJIOON C1.OBn or 'fU 1IS8Itll:MC3. :I 02/11/11 

1 GaNlMC8 '''''\'1HI3ft' AllDUS.CD '1'0 UiICIIt Baa!I, 
NO ~ClI I 950 MUa:acllU8JCH8 An., CAMIIIllDCR. ea ON>&aa> .,. 000f:U: 1lf<: . 1610 ~n1'BD'fU PAMat, HOUlftlU'N vrft. CA 94043. ~ DUB $1,703 .J!. toer.no II( 'fa .~ ct.OSZ'I' 01" rq RUIOuc. . 3 02{11/11 

1 f MAftD. '. Ta .. IS M~e7!5 LIM!:) . wrl.LUK &aIMtJliID. 

I NO VJU.OZ I I ftCMLI 1CrIOIII.LI) : .,. ftOD'f or AJI ICMGIJIUIl JIOHIlItS'fU1'OR " Bla !1fn.azNCa ON PUBLIC ROAJ>a 
~-.l 

i tM TIE US If19-1953.~ LOCATIO TK TWS a.cROON I ""';;) 

.-:: --I or HK UIUDl';MCZ . 

I .. " .. 'n I ... , r -I I 
'.:;) I 

::::. , ~ 

::r ' ~ 
~ .! ~ 

. "-t'l' 

I 

;-;J ~ :t-

I 

"< 
I 

0 '-CI (J'f /"T"f 
._-L j 

TOTAL • 110 VUt18 

, uNITED STAres 13ECMT S£1IVIC£ t FINAL JAB 



:'!' 
' . 

" 

1 
l 

1 

~ 
~7 

CERTIFIED IH~ENTORY OF EVIOENCE ~~,) (Continuation Sheet) 1 SERIAl NUMBeR (fROM SSF t~) 102 2011 CI 000032 P.AGE 2 OF OA re Of. INVENTORY I OFFICE 
CASE NO. 02/11/11 JIOITCH J'ltloO 01'J'lCI 102-775-0060011-8 iTEM DATE RECEIVED OUANTITY DESCRIPTION OF EVIDENCE 

NO. 

BROUGHT FORWARD 

4 O<l/l1i11 1 US'rZlltf DIQXTA%. Jan.-III uun rollN. LClCAftD IN TIl'l Q.DNXlH OW' '1'8& IlZSID..:z. 5 02111/11 1 ON. saan OJ' • 1/2 x 11 ""'rUOOIl pun inT. DoLM:II. %IfQD .tZl":U '1'0 AA.IIOeI. BlQiI:D l~l'lF.) ibl!])( IoAftI) OC'rOUJI. 21. 20Qg. LOQ,ft:D fa. laoROCM or rae RB81DZMCZ. 

~, 
,~. 

I 

I 

TOTAL • 'JNlTEC STAT1;S SEC",,1 SERYlCE 'fIIt w 

3 PAGES 

VAlue 

NO W\LOZ 

MO~ 

NO VM.OB 

NO VAloDII 



. 
. ~ C~IN OF CUSTODY LOG ~, 

If tl!"l1\~ COnsists of !nOte Ulan orIP.o document the Chain of C'\ISlOdy l09 on the revene of ~ FINAL CONTINUATION SHEET 

CERTIFIED INVENTORY OF EVIDENCE 'SERIAL NUMBER (fROM SSF 15404) 

(Continuation Sheet) 
102 2011 CI 000032 PAGE 3 OF 3 PAGES 

DATE OF INvENTORY 
\ OFfICE 

CAS£NO 

02/11/11 BOSTON FtltO OFFICI 
lO2~715-0060071-S 1 

, 
iTEM NO CATE 

ACTION 
REGiSTRY HUM8E"(S) ",,,...,. Tt 

(b)IE) (t,)(7)(G) 
I-

J~ ~. 11 1/ II il'" Pi?) ~'(ti6 \f--/ 
. - J I 

r-

(,7 il /) /, Ire ,yi I 
ib)(bl It ,)(7)1oJ I 

~f..lJr( o{jI"'7°' 
1I /-5 I' I /. tKi AJ<..h· I I r-

/J I II 0 / e>fw :~ tr'J ("/ .. /fr U~'th J,.." .0- 1 #-I7N·.1 

l-

I 

7 .I 

rtQ &T,,-rn ~T~.....et 



':J.> ., 
;~ 

CERTIFIED INVENTORY OF EVIDENCE ISERIAl NUMBER 
102 2011 CZ 000032 EVIDENCE HELD AGAINST o SPECIMEN CASE NO 

102-"5-0060011-8 
SWU~I ~ 

OFFICE 
8OS~ I'Ut:D orne. 

EVltlftjCf ''''t''mA''O ~' 

1 
OA TE OF INVENTORV 

t PAGE 
02/11/11 1 OF 3 PAGES 

r;)::i)) (blf7)( ) 

2lu III REVIEWING SUPERVISOR SIGNATURE· SPECIAl Al'.$N~ DATE (b)lOi (t·)( r:(C) rll')) (b )( 7)(Cl 

J 
2dJ/~ :¥:~t ~(:jNA uRE .", I'll: Qi:) OAT SIGNATURE Are 

I certil'y the evidence deSct1bed in the page(lI) of Ihis inventory. not otnefWbe disposed of per altatheO doeumentallona. WI. venfIed for final retentfOll at ForensIc services Division this date. 

SIGNATURE· fORENSIC SERVICES DIVISION DATE 
ITEM DATE RECEIVED QUANTItY DESCRIPTION OF EVIDENCE VALUE 
NO. 

Tn am.osr L1S'RD ITl!:MB WEJtJ: SJ:IZC PUtUlUAm' '1'0 A nDERAL SZUCIr GlUUUiT A't 950 
14U8J1CJiC8B'!'H An , A.PTf 320 IIOS'fOJI, Hll •• ON 2/11/1.1 . TRUI: ITDIS ARB lGIUa:D "All 2/11/11" 
IOEn'IJ'UHQ Dr t .)(6) (b)lI )fq &O$'2'OIt r IJD.I) OI'J'lCl\. 1 02111/11 t ~ ~lVJ:IIBITY EAMnrCl 1I'n'nClH'f roll NO VJU,tIJ! 12111/10-12/17/10, ADDa&8atD TO AAaON ~Z, 9S0 Ma.SS.AC108aftS AV1L , ~»OI:. !G •• 

I..OCA\'EO IN 1'lIZ BZI)~ CI.081I'f or 'f1lZ 
1I&81D.UCJI.. 2 0:2/11/11 1 J:MNIMGa $~I\;'l'aa:tI'f ADPR£aftD ro AIUICIf SlIlUl'l£. NO .. "lU.t1Z 950 MiUl8AC1rUS&'l"t8 "VI:., CAH&a:lOta, MIL ClIIIEUf) &1' QOOOLS INC. 1680 AIQI.J:T1Iu.~ p~, HC(III'fAZW VIU, CA 9tOU. ~DtrE 
$1, '03.35, l.OCA'tBI) 1111 orR BlmllOClN CLOSft or Tn: Rlt81DIDtCt . 3 02/11/11 1 ~IS TJlUI8 H-876 LIMO, 1fIf.Laat EtlM:Jlm, NO VALOZ 'l'JIowas HC:~: "A STUD\' or All DlGl ... 
ADHIlIII81'~'I01l .: illS ntntlllNCll elf PUlI.IC ROI\DS 1ft nz us 1919~19S3, I, LOCATED Xli TRI: aUlJlQOH OF 'I'D lIZSt»ZlfCZ. 

TOTAL • !to VJU,fJ'Z . lJ'llTEO $T ... res SECREt SEAIIIC£ 

~ FINAL JAB 

.~ 



, 
CERTIfIED INVENTORY O~ EVIDENCE (Continuation Sheet) I SERiAl NUMBER (FROM SSf 154<$) 102 2D11 CI 000032 

PAGE 2 OF 3 PAGES 

OA TE OF INVENTORY \ OFfiCE 
CASE NO. 

02/11/11 BOS'l'O» VULD OrFtCZ 
102-775-0060071-. 

ITEM 
DATE RECEIVED QUANTITY 

DESCRIPTION OF EVIDENCE 
VALUE 

NO. 

BROUGHT FORWARD NO VlU.tl1I 

• 02/11/11 
1 lIZ.8'n:1IN DIGt'l'U MAlt.~IN JlBMn 10M, LOCA'RS) 

NO VlU.O& 

IN 'l'D BEDItOOK or 'fBI: JlBSUlbCB. 
S 02/11/1.1 

1 0lI1i san'!' 0 .. 8 112 x 11 HO'l'DCOK PUP !fnll 
NO VALOll 

BLACII: lliUD :L&'l"l'EJl TO 1\AlIOtI, stQfZl) . i iRt' ll.l))lt.)(7)( JOARD OC1'OBn. 27 . 2009. toCA'l'IW """IR TU &:&1mOQM or '!III! RXsrDara. 

I 
I 

I 

I 

I 
TOTAL • NO ~UB 

I. ~ , 
~ FUtAL JAB 

.::; 



, .~ CHAIN OF CUSTODY lOG dJ Ir ~iI irNttntory COr'IIIS gf''''MI tlla;t1,. page. document the Chain 0' vUltod\' Log on lila rnerse of me FINAL CONTINUA TION SHEET 

CERTIFIED INVENTORY OF EVIOENCE (Continualicn Sheet) I SERIAL NUMBER l.FRO ... SSF '544) 102 2011 CI 000032 
DATE OF INVENTORY 

02/11/11 (
OFfICE 
aoS'1'OH FIZI.D OntO 

, 
or / 

PAGE 3 OF 3 
CASE NO. 
102-715-0060071·8 

PAGES 



, ) 
) . . ...... . 

CERTIFIED INVENTORY OF EVIDENCE ISERIAL NUMBER 
102 2011 c& 000035 

( t'OENCE HELD ~GAINST o SPECIMEN CAse NO. 
102-7?5-00~OO?1-S SWARTZ AARCH 

OFFICE 
BOS'l'Olf MELD onlca 

eVIDENCE lNV .- .~ .".. 
DA TC OF INVENTOR'll I p~Ge 

l b)(6J tt,)lf)(G) j 02/11/11 1 OF 2 PAGE! 21/'[;i REV\!=WlNa ~I ;.,0:0" .... "" .. 

J 

SIGNATURE. SP~CIAl ... r.r:),I:t 
DATE (bl(6: (t)1(71CCl rW31 (b;(7)(Gl 

J 2/11/1\ 
. ~JII 

.. - .-::sIGNATURE· IMTNESS 
DATE SIGNATURE 

DATE I certify ihe .... ldence detcrlbed In the page(,) of /tIia Iflventory. ,~ ....,.":~ of ... .-.. d""""" ....... .... 
~ w ....... r. ....~F ...... So,,"''''''''''' , •• d ... O~ /.r-r.f~ i SIGNATURE· FORENSIC SERVICES DI?iisION CAE 

ITEM 
DATE RECENEO OUANTITY 

oeSCRIPTION OF EVIDENCE L.,/ ·~VALUE I 

NO. 

t 'l'1IZ bLOW LlSnD r'rDIS ~ saIZJO PUJtStI»Pr '1.'0 A I'C)IUIAL 9&UCJl ~ AT 5150 I HUSM:JrUSJlf'fl A .... , ART' 320. BOS'1'OII, MI.., C. 2/11/11. THZSK I~ ~~~ -AI 2/11/11" I Il>JllftIJ'YDfG SA Fbl(51 (b la H:::) .. TU IlO8'I'Otf J'I:kU> Oft'tO . i"::- 1 02/11/11 1 MIInLX.%C 8l.U& lPOD. LIXA'BD nr TO ut)~ 
$.50 . 00 

' .,::.;; 

OlP TO .... IDBlICll. 2 02{11/11 

1 I""" '''''' .''''''»C .. "" "..."". ..... $50.00 
LOCAflID t1I 'fa 9.l:DJICOC eg. 'rD NS:IDUCW. 

3 02/11/11 1 wxn lVOO , !.oOO4ZD nt 'tD J!&D1tOCt« 0'1 '1'D 
$50.00 

. RlsmJ:NCa. 
SauAL~1 

BA633085CUX8A. " 02/11/11 1 WBIU ITAl.K. I-OCA1'JtD IM 'rD UDJIOOM or TO 
.,25 . 00 

ll&8IDDCJ1 . 5 02111/11 
1 I I\LI.CIt 16GB 'f1lUHllDlUVll . WBIn tum. w/JIJIiD rmt, 

$10.00 
! 1UIW)ING H Xl. snn aaAltD 0'1' .uC'fION8. 

I 
I NClJI:MALIZJID SUTlnrIDlI 1l~G9.· :.ocA'1'I:D IN Till B&DIROOM 01' TR& JUCSlt:>1DfCl:. ! 

I 
I 

I 

I 
t 

1 
I 

I I 

I 
TOTAL • $185.00 

. . YS1'AlES GE"\;RET SI!IMCE 
:,.,INAL JAB 

"ISF 1Mo1 (0MiI$) 



) CHAIN QF,CUSTOOY LOG 

If this In;,oenlOly cons,." of more than one page, document It1e erlaln of Custody LOll on lhe ~ of \he FINAL CONTINUATION SHEET 

CERTlFlEQ INVENTORY OF EVIDENCE r SERIAl fCUMBER (FROM SSF 1544) 

(Continultloo Sheet) 

102 2011 CI 000035 
PAGE Z OF 2 PAGES 

DATE OF IhVENTORY I OFFICE 

CASE "10 

02/11/11 
1I08'.r011 I'XBloD OI'1'lCZ 

102-77!~OO60071-S 

ITE" NO DATE 

R£<OIS1I1Y"VMBER(S) , 
ACTION /-f) 11-/(11 i2,))I() Vd(((l" 1 \.0)(1': 1 (b){7 jICl 

I 

"/.i,l, . " 

VdfJ((lV-f' 

CJ /) f-7D <:)8 f\)W)) (b)(I)\.' ~ 1 

j...., 

II -5"" Ii; '/11 rY,.,.J 'Ayi 
.--.J M~-"I,," I~ h._. " b';-d, 

1 
,J 

-\ 
. ...,..-, 

\ 
I 

'til STAtU ve!IeT M1'MC1! 



f' " 

'. 
CERTIFIED INVENTORY OF EVIDENCE ISERI~ NUMSER 

102 2011 ~ 000035 EVIDENCE HELD AGAINST o SPECIMEN CASE NO 
102-775-0060071-5 

SWltR'l'Z AARON 
OFFice 

aos'l'Olt I'IEL1) OITl CZ EVIOEt..Ir.s: ,- "-,, .... _-
J DATE OF INVENTORV I PAGE 

f.b )I.6) (t,j(7)IG) 

02/11/11 1 OF 2 
PAGE~ zit I {U REVII:\NIN~ ~i , .......... , .. SIGNATURE - ~j)S:r.,.6. Al'>C 

DATE Ib)16) It,)(7 )tC I r)(l)) Ito)(1 /I(. ) 

J 2/11[1\ ~~/r :nGNATURe-~TNESS 
DATE SIGNATURE D TE I ce!1ify Iha evidence d~ri~ In the P.(s) of IhiS inventory. not othtHWise dispoSed of per attached dOC\lmentallOfl&. was verirK!d for final retention at ForenSIC Services DMllion this date. 

SIGNATURE· FORENSIC SERVICES DIVISION DATe 
ITEM 

DATE ReCEIVED QUANnTY OESCRIPTION OF EVIDENCE 
VAlue 

NO. 

'rD BBIDII LI:S'1'Bn 11:ZH8 Ia:aB aUG> ~ 'to A n:DUAL S&AJlCti ~ A'r 950 
tSUSACltUSIl'l"l's AW. M>'l" 320, lIOSTCM, tG. •• ON 2/11/11. TnSK IntHS AU: ~ "All 2/11/11" IDZmIIJ'YlNQ SAf1t:)16) (~)H7)(C : 01' TIDI aoS'!OR r:tm.D OnTa. 1 02/11/11 L HI!!'V\I.t.l1;: BLa. lPOD . LOCAf'BIl IN 'l'1tS ~ 

$50.00 0'11 TI:E US tJ:)DCZ • '2 02111/11 1 MIll" tJJOD W/~I.A8'rIC II1Ixn CAJUtYDfG CAn. 
~50.00 UXA'l'ID nf 'fO ~ OJ' TaB RIlSIDJ:HCJ! . 3 04111/11 1 WRITE lPOD . I.OCA'l'ZI) IN TlIl: DD~ or '1'8K 
$50 . 00 RIlSl1>IOICB • 

SmuAL lruNBmtB: 
8A633085E'O'x1iA \I 02/11/11 1 WRITZ I'1'At.Jt, I..OCA'l'JD Dr 'faB SIi:Dl\IXlM OJ' ~ 

$25.00 ~J:VZMClI. S 02111/11 1 BUCIl 16Q8 'l1lUHBDlUVl. nIorz IAa&l. W!lUm INK. 
$10 . 00 JU:ADntG "tL STATE JIOUU) OF BI.aC'rIONS. 

NORKALIZBrl S'rA'.tEWIl). ll- 0 ~ ,n LOCI.'lKD Dr TSII BIlOIUXH OF Tn RJlSIDfiNCB. 

I 

I 
I 

TOTAL • $185.00 " 1i'Ta) SfA11:S S£CReT "fRIIIC1! 

SSF 'w ,o:'lM&l 

.... - .. _-::s o 



CHAIN OF· CUSTODY lOG 
\ 
i 

\ 

II thll iflwAo!Y eonalsti of fI'OI1I ltIan one page. c1~ the Cnain of ClAfody Log on 1"- l'evene Of !he FINAL CONTINUATION SHEET 

CERTIFIED INVENTORY OF EVIDENCe r SERIAl. NUMBER {FOOt.' SSF 1544) 

(ContinuatiOn Sheet) 

102 2011 ca 000035 
PAGE 2 OF 4 PAGES 

DATE Of INVENTORY I OFFIce 

CASEHO. 

02/11/11 
aoaTOlf I'lal.O ontC1l 

102-175-0060071-1 

IfEIot"'O OM! 
.... CTIO~ 

ItEGlST~Y lj\!~8EIIISl -

i-I) 12-// .t/ 12 I~H) vc{{l ( :/' 1(tl \ll:" \D)(7l\C\ 

, 
Ip.;', f-/r) ,,;,"JJ~6) (t,)m\C l \~J 

\ 

CI I} 
. " 

'c f J( 'lv:..r ~ 

i/-s- ''J~ I/JI IYt>A ,,..,./ ;;: J ... 1"'/ U. ,lv .• / "f;M-~ . 
-

, 
7 

'-' 

\ 

'tD'''.,n.CIWT~ 

-



;'~ CERTIFIED INVENTORY OF EVIDENCE J ., . . ISERIAl NUMB£R I 102 2011 CI 0000.1 ·····E\iIOENCE HElDAGAlNST 0 SPECiMEN 
102-"5-0060071-5 

CASE NO. 

OFFICE 
8OSTOW rtKLD OrFICZ EVIOF~J! . 

(~){6) to)UI{G) OATE OF INVENTORY I 
02/11/11 p~~ J OF 2 1 

PAGES 

_,_.--:2:.,,;:_" .Li.:: .. LL. 
DATE ~1",""TlJRE 

,. SIGNATURE· FORENSIC SERVICES OMsToN DATE r~~ DATE RECEIVED QUANTITY OESCRIPrlON OF EVIDENCE 

02/11/11 

} FINAL ,]1.8 

TlIII: BtLOIf Llln'Kn alMll IIZQ s.nED POQtI'JUft' oro • nDDAlo SUJICS IO..N\M'1' at 2/11/11 J.~ 
'50 MU8ACDU8J:1"f8 A'B. "" 1320, aoS'1'OIl, Kk.. 

TII~ n~ .uc MUJC2D "MIl 2/11/11" 1'0" I XCtll'f%rlCA'1'TIW 1IIIflltorutltS. HP IDa'flrIU SA I ((bitt;){b)(7)IC) ] BOU<lII fJ'ZLD OnICIL l 6 BIX'fDM OBPARTHJ:If'f or t.Ual CD' 8 COM'l'a..tMlU) :tlf A ULLaII MlUI.llia arwwn. 

rOTAL-__ ...... 

SUi,OO 

$1'.00 



- . - ,., .... , '-' ... , ~V\ll .' If Inis itWllfl40tY consists cI mOIW lI\an one .:1& of CUltody Log on tn. .• " .. ~ FINAL CONTINUATION SHEET 
• . ' '7 . ./ CERTIFIED INVI:NTOfty OF EV\OENCe I SERIAl. NUUAFA (FROM SSF , !\oWl (Cr-&l· .-.... ~ Sheet) 102 2011 CI 000081 PAGE 2 OF 2 PAGES 

."'''''''''' ......... 
OATE OF INVENTORY lOFF'CE CASE NO 02/11/11 8OS'l'eW ruUl 0",%(3 lQ2-1lS-00'OO71-S 
liEM~O DATE AC'TIO~ REGISTRv Nli~ERISI SIGMATVRE 

/ .il // / / i?A .. /. " ,~!6l 
(t;j(6) (bl(lT(C) 

, -/;: j. , ~, < ; )/1' 

(lElV6) (I» )(7:1(~) 

\; L /.: :, / 
I 

I ''lJ'/, '1(,.-/1 v AC~ i ')rJ J-lo, 10"1 J..Jr·Jn h I i&H Aj ... ! , 
~ ./ 



CERTIFIED INVENTORY OF EVIDENCE .1SERIAL NUMBER 
102 2011 C! 000011 EVIDENCE HELD AGAINST o SPECIMEN TCASENO. lO2-77!-OO60071-S SUflTZ AUON 

OFFICE 
SOS'rOlf !':IBt.D OITICB -ref " .... ,'"'",.0 ' 

~ I DATE OF INVENTORY I PAGE 2 
02/11/11 1 OF PAGES 

(1:)16) (1::H.7){1J) 

"2/11/'1 REVIEWING ~I SIC'.NA lURE. sp;:r.IAI At'-"" DATE (t.1(i)) (\) \17)«.,) . rbHI)) tb){7)(C) 

?,.- t£- (./ 
~~ 

-S!GNATURE • WITNESS 
DATE SIGNATURE ... 

I certify the evidence descnbed In the page(a) of !his inventory. I not othefWise disposed of per al1ached documentll1lDf'lt. was verified for final retention at Forensic SerliceS DIWJon this date. 

SiGNATURE· FORENSIC SERVICES OIVlSION DATE 
ITEM 

OA TE RECEIVED QUANTITY DESCRIPTION OF EVIDENCE VALUE 
NO. 

'niX azx.ow LISt!:!) ITDCa UN 9EUJ:n l'UJUJUloIft' TO A ftl)EJIA.L lIDltC11 ~ OM 2/11/11 AO: gSO HAS8AClIURT'MI An, Al"t' t320. BOS'l'Otf • MA. 

Ta'l:B 1!'1!MS AIU ~ "MJjO 2/11/11." FO~ IJ):EII'r" ---S1:S . MP ItlllM'l'IJ'I1:6 SA. Iflt')ll): (b)17 )tCl j 808'1'OB !'l'CUi OITtC!:. 1 02111/11 1.6 SlX'l'U2f D!PAJmCDI'f 01' u.BOR en's COfrl'AINJ:D $16,00 Il!I A ULLOIr IGILllIt; ENnLOPZ. 

I 
I 

I 

I 
TOTAL • $16 . 00 . 

-
vt-IITEO STAlES SECRET SERlilCE 

FINAL JAB 
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102 201 000081 F'AGE 2 OF 2 

DATE OF INVENTORY 
02/11/11 
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aos~ ftlLD O"ICI 

ACTION 
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CASe NO 
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U.S. Department of Homeland Security 
UNITED STATES SECRET SERv1CE 

Boston Field Office 
10 Causeway St., Suite 447 
Boston, MA 02222-1080 

Telephone. (617) 565-5640 

File #: 102·775-60071·S 

RECEIPT 

S 
It'llf.) Ib)17 :IC) . • . . 

On November 21,2011 . ' Boston FIeld OffIce returned the below listed Items to Martin Weinburg. Attorney uspect Aaron Swartz. 
ITEM#: 

1 ~ 

1 

SSF 1544 Evidence SIN: 

1022011 CE 31 

lJ 

102 2011 CE 32 

102 2011 CE 33 

102 2011 CE 35 

102 2011 CE 36 

1022011 CE 37 

102 2011 CE 81 

Description 

Scientific Atfantic Modem with 
Power Cord 

Black Notebook Journal 

Statemitnts, Mallin Rebate, 
Notebook Paper with black writing, 
and Master's Thesis M~876 Lind 

Wireless Broadband Router Linksys 

[pods, Wireless lTalk., and 
Thumbdrive 

(39) Mise CO's 

Pure Drive Harddrive I Disc Utility 
Inlema' Harddrive Upgrade, and Seagate Sata Internal Harddrive 

(16) Department of Labor CD's 

.-..... SIGNATURE:_L _--"!7??""'----==---­~'i DATE: Il/Zt/l\ ~ 

::a -
1 .) 

N 
I ...... 
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U.S. Department of Homeland Security 

UNITEDSTATESSECRETSER~CE 
Boston Field Office 

10 Causeway St. , SUIte 447 
Boston. MA 02222-1080 

Telephone: (617) 565--5640 

File: 102-775-60071_S 

RECEIPT 

I aCknoWledge receipt of the following items from the U.S. Secret Service. 8oston. MA: 

One (1) Western Digital My Passport hard drive, serial #WXG1A8146179 

II: )t'3) (b )( )1' ..• ) 

SIGNATURE: 
---t 

Print Name: ----, 

:~ .. } 

.... 

. .::.:.: 

lJ 

------.. _c::s 



U.s. Department of Homeland Security 

L~ITEDSTATESSECRETSER~CE 

80ston Field Off,ce 
10 Causeway St.. Suite 447 
Boston. MA 02222.1080 

Telephone. (617) 565-5640 

File #: 102-775.60071-S 

RECEIPT 

I acknowledge receipt of the following Items from the U.S Secret Service. Boston. MA' 

One Toshiba Portable Hare! Drive. Serial Number Y112P078TQ(~6 

SIGNATURE: 

DA TE:---'-4.L.!J.'....LL..-A-___ ......;;. __ :::;.:....-=....;:."'~ 

Boston Field Office 

. .. 



From: 
Sent: 
To: 
Subject: 

1 (BOS) 

(BOS) ~~~~~~ber23. 20111:12 PM (p)tl3l fb)(7)( ~) BOS) 
waIU 102·775-800711544 1022011 CE 38 

Item #1 the Apple iMac Model ABU with serial number WB025AXGD87 from 1544 inventor'l102 2011 Ce: 38 in case 102-775·60071 was turned over to Detedive It-l(o) (t; (llGi of the Harvard University Police Department today 11/23/11. 

... ...... --
_::$ . 



P.EPLY 1'0 
.r., r'\'N G F : 

November 21. 20Ll 

O~ITED STATES GOVERNMENT 
m e m 0 ran dum 

U. S. Secret Service 

File: lQ2-775-6007t-S SUBJECT: Disposition of Evidence - Aaron Swartz 
TO: 

Info: FSD 

Approval is requested for the ~ispositi0n af evidence 
invento!:ied I.Hlder t:he above file number as indi~ated be.to;'l: SSF 1544 DATE ITEM 

02/11/11 1-5 
10220:11C£35 ;)2i11/11 1-5 
I022011CEBl 02/11/11 1. 

j/ E:XCEPTION X: 

DESCRIPTION 

r-H sc: Sta tement.:s 

Ipeds, Slect Items 
(16) CD's 

EXCEPTION 

11 
."1. 

Local destructi~n is authorized for inventoried items noted 
above not to include those items followed by an exception, 
explained below. A statemen~ of certiiication of Destruction 
should be attached on the reverse of SSF 1544, parts II and 
I II. Part II stould be forwarded to FSD. 

/ i EXCEPTION A: 

You are authorized ~o return these items to the victim bank or 
merchant, etc. The recipient shall ackno~ .... ledgf~ rec0.ipt. by 
signlnq a s~atement of receipt and/or the U.S. 20stal Service 
reqlstered mail ceceipt will be attached ~o part II of the 
appropriate SSf 1544 and fc'[warcled to F'SD. 

1/ EXCEPTICN B: 

You are authorized to retain this non-contraband tem in the 
closed file fo~ possible future iDves~igative or arensic 
pur.poses. 

-::::$ , 



II EXCEPTION C: 
This item has been ordered by the court or lawful owner to be 
donated to a t ·ax exempt organization. Obtain signed statement 
of receipt, attach to part II of appropriate SSF 1544, and 
forward to FSD. Forward copy of receipt to Financial Crimes 
Division for inclusion in the HQ case file. 
II EXCEPTION 0: (Property valued less then $500) This item has been declared abandoned, donated by lawful owner 
to the USSS, or has been ordered by the court to be used by 
the USSS. Authorization is hereby granted to retain this item 
for field office use. The automated Property Management 
System (PAMS) will be used to track accountable property 
placed into official use by this Service. You must submit a 
memorandum to the Property Management Branch thru the 
Administrative Operations Division, requesting a property 
number for property meeting the minimum dollar cost criteria 
(see Administrative Manual Volume I, Chapter 2, Sections 2.3.2 
- 2.3.3). A copy of this memorandum and a copy of the SSF 
1544 identifying the make, model, item description, serial 
number, and estimated cost must be attached to the memorandum 
submitted to the Property Management Branch. A copy of the 
package submitted to the Property Management Branch must be 
returned to the Financial Crimes Division for inclusion in the 
HQ case file. 

II EXCEPTION E: (Property valued $500 - $1,000): This item has been declared abandoned, donated by the lawful 
owner or forfeited to the service by the court. Having 
received no request from your office to place the property 
into official use, AOD concurs with this Division's authorization for local disposition. A statement of certification of destruction should be attached on the reverse 
of the SSF 1544, Part II and III. Part II should be forwarded 
to FSD. However, if the property is required for official use 
by your office, follow the procedures as outlined in Exception 
0, above. 

II EXCEPTION F: (Property valued in excess of $1,000): This item has been declared abandoned, donated by the lawful 
owner or forfeited to the service by the court. Having 
received no request form your office to place the property 
into official use, SSF 1905, Report of Seized Property for 
Disposal, has been prepared by this division and forwarded to 
AOD. You will receive further instructions from AOD or GSA 
regarding disposition of this (these) itern(s). However, if 
the property is required for office use by your office, follow 
the procedures as outlined in Exception 0, above. 
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If EXCEPTION G: (Other) 

(0)(6) :.b)(7)(C) 

l n vestigat17e Support Assistant 

APPROVED: 

-

ATSAIC 

Boston f.O. - ICC 

FSD - ICC 

eID - lee 
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UNITED STATES DISTRICT COURT 
for the 

District of Massachusetts -CI) 

liMd States of America =' 
} v. 
) 

c ... NIJ/(Cf- jO;).6 fJ ) 

.... v 

Aaron Swartz 
) 

= 
o.fondlm, 

) 

ARREST WARRANT 
To: Any authorized Jaw enforeement officer 

" 

YOU ARE COMMANDED to arrest and bring before a United States magistrate judge without wmecessa.ry delaY 
{ltQmI (1fpmOllID be GW,ned) Aaron Swartz --------------------------------------------------------
who is accused of an offense or violation based on the following document filed with the court: lEI Indictment [] Superseding Indictment [J Information [J Supersedinglnfonnation [J Complaint 
CJ Probation Violation Petition o Supervised Releue Violation PetItion 0 Violation Notice 0 Order of the Court This offense is briefly described as:foUows; 18 U.S.C.1343 ('Mra Fraud); 18 U.S.C. 1030(8)(4) (Computer Fraud); 18 U.S.C. 1030 (8)(2) (Theft of Infonnation From a 

Computer) and 18 U.S.C. 1030 (8)(5)(8) (Reddestty Damaging a CornpWW); 18 U.S.C. 2 (AidIng and Abetting) 
All committed between September 24. 2010 and January 6, 2011, or thereabout 

Date: July 14, 2011 

CllY and state: Boston. Maasachuaetts 

This Wlmlnt was received on (.e) at ((;ity aNiltaa) 

Date: --._-----

_....--.. 
_':1 ' 

Rehar. 
________ • and the person was anested on (dtltI) _____ _ 

'. 

: .. ~~ . 
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CASREF. VICTIM 

United States Distrid Court 
District of Massachusetts (Boston) CRIMINAL DOCKET FOR CASE II: l:l1-er·lOl60-NMG-l 

Case title: USA v. Swartz 

Assigned to: Judge Nathaniel M. 
Gorton 
Referred to: Ch. Magistrate Judge 
Judith G. Dein 

Defend ••• ell 
Aaron Swartz 

Date Filed: 0711412011 

represented by Andrew Good 
Good & Connier 
3rd Floor 
83 Atlantic Ave. 
Boston, MA 02110 
617·523·5933 
Fax: 617·S23·7SS4 
Email: agood@goodconnier.com 
ATTORNEYTOBENOT~ED 
Designation: Retained 

Pepdinc Copnts 
18:1343 & 2 ... WlRE FRAUD 
(1) 

18: 1 030(a)(4) & 2 ... COMPUTER 
FRAUD 
(2) 

18: J 030(8)(2), (c)(2){B)(iii) & 
2 ... UNLA WFULL Y OBTAININO 
INFORMATION FROM A 
PROTECTED COMPUTER 
(3) 

18: t 030(a)(5)(B),(c)(4)(A)(i)(I)(VI) & 
2 ... RECKLESSL Y DAMAGING A 
PROTECTED COMPUTER 
(4) 

Hilbest Offense Leyel (OpenipE> 
Felony 

DispositioD 

https:llecf.mad.uscourts.g~~gi-binIDktRpt.pl?660021988748325.L_452_0-1 ' _ -::1 

1'0,,) 
":;-' 
';"''' .. .. . 

8/112011 
{RIF \ 
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Terminated yynA 
None 

., .•.. . , 
~ 

Disposition 

Ricbest Often" Level (Tenninated) 
None 

ComplaiptJ 
None 

Plaintiff 
USA 

Date FUed 

07/1412011 

07/1412011 

07/1412011 

07/1412011 

# 

1 

Z 

.1 

Docket Text 

Disllosition 

represented by S~ott Garland 
United States Attorney's Office 
John 1. Moakley U.S. Courthouse 
Suite 9200 
Bosto~ MA 02210 
617·748·3148 
Fax: 617-748-3960 
Email: scott.garland@usdoj.gov 
LEAD A TrORNEY 
ATTORNEY TO BE NOnCED 
Stephen P. Heymann 
United States Attorney's Office 
John Josepb MoakJey Federal 
Courthouse 
1 Courthouse Way 
Suite 9200 
Boston, MA 02210 
617·748·3100 
Email; Stephen.Heymann@usdoj.gov ATTORNEY TO BE NOrrCED 

MOTION to Seal Case as to Aaron Swartz by USA. (Smith), Dianne) (Entered: 07114/2011) 

Magistrate Judge Timothy S. Hillman: ELECTRONIC ORDER entered granting 1 Motion to Seal Case as to Aaron Swartz (1) (SmitbJ, Dianne) (Entered: 07/1412011) 

SEALED INDICTMENT as to Aaron Swartz (I) count(s) 1,2,3,4. (Attachments: #! JS4S)(Smith3, Dianne) (Entered: 07/14/2011) 
Arrest Warrant Issued by Magistrate Judge Timothy S. Hillman as to Aaron Swartz. (Smith3, Dianne) (Entered: 07/151201 J) 

https:/lecf.mad.uscourts.gg.'4cgi-binIDktRpt.pl?66002198874832S-L 452_0-1 
fRiFl 

8/112011 EJ I ' ~::J , 
-
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07/1512011 ELECTRONIC NOTICE of Case Assignment as to Aaron Swartz; Judge Nathaniel M. Gorton assigned to case. If the trial Judge issues an Order of Reference of any matter in this case to a Magistrate Judge, the matter will be transmitted to Chief Magistrate Judge Judith O. Dein. (Rynne, Michelle) (Entered: 07/15120 J I) 
07/19120J I ! MOTION to Unseal Case as to Aaron Swartz by USA. (Quinn. Thomas) (Entered: 07/1912011) 
0711912011 Ch. Magistrate Judge Judith G. Dein: ELECTRONlC ORDER entered granting .i Motion to Unseal Case as to Aaron Swartz (1) (Quinn. Thomas) (Entered: 07119/201 J) 

07/19/2011 Attorney update in case as to Aaron SWarl2. Attorney Andrew Good added. (Quinn, Thomas) (Entered: 0711912011) 
0711912011 Arrest of Aaron Swartz (Quinn. Thomas) (Entered: 01119/201 l) 
07/1912011 ELECTRONIC Clerkts Notes for proceedings held before Ch. Magistrate Judge Judith O. Dein:Initial Appearance as to Aaron Swartz held on 7/1912011. Arraignment as to Aaron Swartz (1) Count 1,2,3,4 held on 7J191201[, Plea entered by Aaron Swartz (1) Count 1.2.3,4. by Aaron Swartz Not Guilty on counts all. USMJ Deln informs the Dft. of his rights and charges; Oft. has retained counsel; Govt. states maximum penalties; Oft. is released on bond with conditions. 1st conference is set for 9/9/11 @ 10:00am(Attomeys present: Heyman and Good. )Court Reporter Name and Contact or digital recording information: Digital Recording. (Quinn, Thomas) (Entered: 071l912011) 

011t9120tl ~ Appearance and Compliance Bond Entered as to Aaron Swartz in amount of $ 100,00.00, (Quinn, Thomas) (Entered: 0711912011) 
07/1912011 ~ Ch. Magistrate Judge Judith O. Dein: ORDER entered. ORDER Setting Conditions of Release as to Aaron Swartz. (Quinn, Thomas) (Entered: 07/19120] 1) 

07/19120t I 1 Ch. Magistrate Judge Judith O. Dein: ORDER entered. SCHEDULING ORDER as to Aaron Swartz Status Conference set for 919120 II 10:00 AM in Courtroom 15 before Ch. Magistrate Judge Judith G. Dein. (Quinn, Thomas) (Entered: 071191201 t) 
07119/2011 I Ch. Magistrate Judge Judith O. Dein: ORDER entered. ORDER ON EXCLUDABLE DELAY as to Aaron Swartz. Time excluded from 7/19111 until8ll6lll. Reason for entry of order on excludable delay: 18 USC 3161(h) (7)(A) Interests of justice. (Quinn, Thomas) (Entered: 0711912011) 
07/2012011 2 CORPORA TE DISCLOSURE STATEMENT as to Aaron Swartz (Heymann, Stephen) (Entered: 0712012011) 
07/2012011 12 NOTICE OF AITORNEY APPEARANCE Scott Garland appearing for USA. (Garland, Scott) (Entered: 07120/2011) 
07/2112011 .u. Assented to MOTION Unseal Warrants and Applications, MOTION to Unseal Document ( Responses due by 8/412011) as to Aaron Swartz by USA. (Heymann, Stephen) (Entered: 0712112011) 

8I1nO!! ~\ https:/ lecf.mad.uscourts.gqy4;gi.bjnlDktRpt.pl?660021988748325~L 452 0-1 ~'::I . 
- -
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07/21/2011 • . . .. . , 

Jl Motion for Victim Rights in case as to Aaron Swartz( Responses due by 81412011), MOTION For Alternative Victim Notification as to Aaron Swartz by USA. (Heymann. Stephen) (Entered: 0712112011) 

PACER Service Center 
Tramadion Reeeipt 

081611'2011 It :09:04 I 
PACER loain: 1u1l4041 CUent Code: 
Destriptlon: Docket Report Scartb Crtleria: 1:II·cr-I0260-NMG BiII,ble 'aga: 3 Cosl: 0.14 

https:l/etf.mad.uscourts.g~gi-binIDktRpt.pl?66002198874832S-L _452_0-1 
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FORFEITURE ALLEGATIONS 

(18 V.S.C • • 981(a)(1)(C), %8 U.S.C. 1 1461(e), alld 18 U.S.C. §982(I)(l)(1I) 

38. Upon conviction of the offeJ.13e alleged in Count One of the Indictment, the 

defendant, 

AARON SWARTZ. 

shall forfeit to the United States, pursuant to 18 U.S.C. § 981(a)(I)(C) and 28 U.S.C. § 2461(c), 

any property, real or personal, that constitutes, or is derived from, proceeds traceable to the 

commission of the offense. 

39. Upon conviction of one or more of the offenses aJ Icgcd in Counts Two through 

Four of the Indictment, the defendant, 

AARON SWARTZ, 

shall forfeit to the United States, punuant to 1S U.S.C. § 982(a){2)(B) any property constituting, 

or derived rom, proc-eeds obtained dixcd.ly or indirectly as a result of the commission of the 

OffCMeS. 

40. If any oftht property described in parawapba 38 and 39 hereof as being 

forfeitable pursuant to 18 U.S.C. § 981(a)(lXC), 21 U.S.C. § 2461(c), and 18 U.S.C. § 

982(a)(2)(B) as a result of any act or omission ofthc defeudaat--

a. cannot be located upon the exercise of due diUgence~ 

b. has been transferred to, sold to, or deposited with a third partyi 

c. has been placed beyond the juri3diction of this Court; 

d. has been substantially diminished in value; or 

e. has been commingled with other property which cannot be divided without 

difficulty; 

14 
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it is the intention of the United States, pursuant to 21 U.S.C. § 8S3(P). as incorporated by 28 

U.S.C. § 2461 (c), to seek forfeiture of all other property of the defendant up to the value of the 

propeny described in paragraphs 38 and 39 above. 

All pursuant to Title 18, Uruted States Code, Sedions 981(a)(1)(C) and 982(a)(2)(B), and 

Title 28, United States Code, Section 246t(c). 

DISTRlCT OF MASSACHUSETIS 

July 14, 2011 

ATRUESR.t 

.1J~~~~ 
FOreper50n of the Orand lfiDY 

Date: 7- /4..( - '( 

Returned into the District Court by the Orand Juron and filed. 

1S 

-::::; . 
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'"'s~! CSJJ1)· (~U.S.D.C .. MA JIll) .. 
COP"'" $:ae 'OYE Sleet U.S, Oll.rid cOin· DlIlEia oIM1fpslaHeal 

Placc of orren .. : Ca_ory No. _"_, __ _ IlIYettlptlBI Ap1ICY Secret Sevice 
City Cambridge Rela.d c •• lDf'ormatiolt 

County Mlddtesex Supersedina lndj lnf. Case No. Same Defendant New Defendant __ _ 
Magisaa Judie Case Number 
Search Wamm Cue Number ............ .". ....... 
R lOJR 40 &om Dbtrict of 

Delead •• 'I ... o ..... ttoat 

Defendant Name Aaron Swartz Juvenile: --------------------------- o Yes [l]No 
Dyes 0No 

Is this person 81) attorneyand/or, member of any ,ta&clfederal bar: 
Alia Name 

Address (City" SWS) Cambrfdae, MA • 
alrthdllte(YronJy):~ SSN(lat4#l): 1374 Sex~ Race: W Nalionality: _U_SA ______ _ 
Deleu. COUlINl if bOWD: Andrew Good Address Good & Courmier 

Bar Number 83 AtlantIC Ave. 

U.s. AttorDty I.formatloa: Boston, MA 02110 

AUSA . Stephen Heymann Bar Numbc:r if applicable 558486 

}_*'Preter: List lquagc and/or dialect: 

Vldiala: IZJY e5 0 No Ify", are &here multiple crime victim. under II U5Cf377 I (d)(l) [2] Yea 0 No 

Matter to be SEALED: o Yes 0 No 

o ReBuilt Process o lnCustody 

LocatiOi scatus: 

AmltDate 

DAIread.y In Federal Custody as of in 
DAlready in State Custody at -------- Duvins Sentence DOn Pretrial Rclease: Ordered by: on 

GWlitin& Trill 

08,,1a, DOCIIlDeat: OComplalnt 

OPeny--
01nformation IZ)lndictmcnt 

Total' otCoaats: OMisdemeanor --- tZ]Felony _4 __ _ 

Continu~ on Page 2 for Entry of U.S.C. CRadona o I lereby cuttfy ~.t ••• tHe aumben of uy prior proeeed1IIp betan I Mlptne. Ja. an 
....... IdyJelf_....... 51?? 

oar.: July 14. 2011 --:c,; . SI"""'OfAUSA~ 
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1$41 (519"1) ("'vi_U.S.O.C. PItA lU1IOJ1 .... loUcx..,.,. 

DUcricc Coart C,I. Nuntblr (To be fined In by deputy cleric): 
Na.e orne,.,... Aaron Swartz --------------------------------------------u.s.c. Cltatlo .. 

lam Kulcods ne.riltlg. gUur .... ~ .... COM··~q·btn 
Setl 18 USC 1343 Wire Fraud 1 

Set 2 
18 USC 1030(a)(4) Computer Fraud 2 

Setl 
18 USC 1030(a)(2) Theft of Information From a Computer 3 

set 4 
18 USC 1030(8)(5)(8) Reckless'y Damaging a Computer 4 
'8 USC .. , & 112 tB:J 21 U8C 2Q' Forfeiture Sot S 

Sel6 18 USC 2 Aiding and Abetting Counts 1-4 

Set 7 

SoU 

Set 9 

Set 10 _____ _ 

Set t, _____ _ 

Set 12 _____ _ 

Set 13 _____ _ 

Set J4 _____ _ 

Set 15 _____ _ 

ADDrrlONALINJORMAnON: Search Warrant Case Numbers: 11m·5013.JGO;11m-5014-JGD 
11m-5015-JGO; 11m .. 5031-JGO; 11m-5061-JGD: 11m .. 5062..JGO; 11m .. 5063-JGD~ and 
11 m-5143-JGD 
Seizure Warrant Case Number. 11 m-5138-JGD 

~ -''''-.. 
-~ . 
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"\0 44% (RaY.OII09) Amtl VI."..,. 

UNITED STATES DISTRICT COURT 

United States of America 
v. 

fortbe 
OlJtrlct of MasaachuHtta 

) 
) 
) 
) 
) 

ARREST WARRANT 
To: Any authorized law enforcement officer 

YOU AU: COMMANDED to arrest and brinK before a United States magistrate judge without ~-delay (MMC of fW1DJf ro ". tlIftslld) A.ron Swartz -----------------------------------------------------------
who Is accused of an offense or violation based on the foUowina document fUed with the ~oun: 
BJ Indictment C Superseding Indictment C Information C Supersedinl fnfonnation C Complaint C Probation Violation Petition C Supervised Release Violation Petition 0 Violation Notice 0 Order of the Court 
This offense is briefly described as·follows: 
18 U.S.C. 1343 ('Mrw Fraud): 18 U.S.C. 1030(.)(4) (Computer FI'IIUd); 18 U.S.C. 1030 (.)(2) (The" of InformatIOn FI'Om. 
Computer) tnd 18 U.S.C. 1030 '.)(5}(B) (Reddftaly Oameglng I Computer): 18 U.S.C. 2 (Aiding end Abatllng) All committed between Septtmber 24,2010 and JII'IIJItY 8.2011, or there.bout 

Date; July 14. 2011 

City and state: Bolton. Uaeaechuletti 

This warrant was received on (dtH.) 
at (city and $lat,) 

Date: ---------

_____ • and the penon was arrested on y~) _____ _ 



From: 
Sent: 
To: 
Cc: 
SubJect: 

Steve and tb)(6) I b H7 )('~) 

Please review the following language for the SW returns. If it is agreeable to you both I was Intending on handwri t ing this onto each warrant. 

Case No: llM-S062-JED 

Date and TIme Warrant hecuted: February 2S, 2011 9:00am EST 

• It'llr,) (0)17:,::;1 
Copy of Warrant and Inventory left With: Property TechnIcian .. 

inventoty Made In The Presence of: Property Technldan Ib ll?) (bl:7)(G) 11:>)('3 ) (I; ; 
r iG) 

Inventory of the Propertv Taken: 

HP USB Drive. marked 004SSMI<8Tl 8S102 

L-_---..... 

2.0 Terabyte Western Ofgltal HO Serial Number WMAZA162667S 

and Deputy Superintendent :~lt~} It,) 

Acer Aspire One laptop Computer Serial Number LUSA)(OOOO1001100E1601 

Of course the individual item will be on its specific warrant with the info about executIon. 



I:~~:~/b) laid that she also spoke \'lith Swartz at1er the search of his residence. R~!(f:.l fb) I said that 
Swartz told her that agents came into his house and took part of his book. ;b)(~ (,I») said that Swartz 
also said thal agents came into the Safra Center and took his controller for Rock Band. (b!If:.l (b) said 
that Swartz told her that the agents were frustrated and that they did not tind what [hey were looking 
for. Ib)(6) (I)) said that Swartz told her that the agents took his phones. 

I}~!~~.l/b) r said that Swartz started a Google Group called Guerilla Open Acc~ss. 



UNITED STATES GOVERNMENT 

t.-\ffi .\ :"iD 
n\fE ~·tay 12,20 I J 4:00pm 

~1emorandum of intervie\v 
LOLM:ON 

~UlJf.('f 
iN r£RVIt;\~ED 

I~ 
A 1 n:NIlAl"(,E 

L-___ --' 

u.s. Secret Service 

C~lse II J02-775-6()u71-S 

Cambridge Police 

On May 12, 20 II, (1:»\ ) Ibl(7)(C: was interviewed at the otlices of the I(b)(e) It lclll'.; ) I in 
Boston Massachusetts. This interview was in reference to the Boston Field Office case number 102. 
775-60071-S. The interview was conducted by Special Agenqlb)(6l1.t<l(7)(C) land me. Cambridge 
Police Deteclivellb){5l!t,)(7)(Cl I The following is a synopsis of his statements: 

(b)!6) Ib)(7l(C) stated that he hilS been a friend of Aaron Swartz for several 

\ ) nev communicate in 
person. by telephone and via electronic mall. ,t,)(6) uses the email addressl(~)( t. ! ct' l(7) 11~g~ail.com and Swartz 
uses the email address metWaaronsw.£Q.!!1 tor cse communications .. These email communications using the 
above addresses date back 4 to 5 years. ~ 

. ;-;, 

!:mlast saw Swartz in passing the previous weekend either on Saturday or Sund~1(i:1I6l!t·lI7)r,.;l 
f'J/'. )1 lUll' /1 J JSwanz was on his 
way to breakfast.J 
rb)(6) (t,)(7)IGj 

(~l , stated that after .... uerilla Manifesto he became interested in the idea of it and 11:::' (1) (bJ(7l\'';) 

(1))113) Ib)(7)(C ) (~ ! . stated that he believed Aaron Swartz ""'fote the manifesto J..,-ut-c-o-u""l'j""l'd-n-o":"t-re-n-l-em"""7b-e
-
r

'":"';':if 

e ever had a conversation with Swartz confirming thaI Swartz wrote the manifesto.I: ~.\ Ihlstated that, "They believe that 
the open access movement is a human rights i!)sue." 

~stated thatllb)(6l!t')(,)(Cl Jis probabJy the closest person proressionaJjv..and personally to Swartz and at times 
acts as his mentor.~as worked on projects in the past with (i:)I !))M(7)(C ; J 
(b)16) (b)l7)(C) 

The interview was completed at approximately 5:00pm. 

Respectfully Submitted. 

- -..;-~ 
' _-:S 



TOT AL MEDIA PROCESS! 

SOfTWARE TOOLS 

Smartcat'd Commander - Embedded Device Forensics 
CelleBrlte - Cell Phone ForensiC$ 
FTK - Forensic Tool Kit 
Encase· Encase 

COMMENTS; NO SOFlWARE COMMENTS PROVIDED 

HARDWARE IOOLI 

UFED (CeIl8rits) - Cell Phone ForensICS 
31M Card Reader· Embeddea Device Forensics 
Ultra Toolkit· All Wrlteblock Devices in the Ultra Toolkit 

930 TB 

COMMENTS: NO HARDWARE COMMENTS PROVIDED 
CASE COMPUTERS 

EM@ECQEQTECHNOLQGY 

rb)!t~) (b )(7)(C) 

COMPUTER DETAIL: 

MODEL; Acer Aspire ACQUIRED BY: S 
'--------" 

SERIAL NO: LUSAXOOOO1001iOO1E1601 ACQUIRED DT: 02125.'2011 

START DATE: 02125/2011 END OATE: 05i2012011 
J(b)(o) (tI)(nG) 

PROCESSED BY: S, 
'---------' HARD DRlVE4S) DETAILS: 

MODEL SERIAl. NUMBER SIZE 
Hitachi HTS54501689A3 G91209PB5B06OcE 160 00 G 

HD COMMENTS: 

COMPUTER DETAIL: 

MODEL: Apple iMac A 1311 

SERJAL NO: WB025AXGOB7 

PROCESSED BY: S 
'--------" HARD DRIVE{S} DETAILS: 

MODEL 
Imaged by TOM 

HO COMMENTS; 

SERIAL NUMBER 
Imaged by TOM 

ACQUIRED BY: 

ACQUiRED DT: 02/1112011 

END DATE: 05120,'2011 

SIZE 
lOOT 

Approved by CID on G7I2712011 

11:» (1';.) (tIl< . ~(C l 
Office: BOSTON FIELD OFFICE Agent Phone 

-- . ...:--::s ' 



~i~ ~~ 

TOTAL MEDIA PROCEsJA'; CASE NUMBER: 102-8"·0080071 

EMBEOOEOTeCHNOLOGV 

MODEL: Nokia 2320 

SERIAL NO: 012185001723274 

START DATE: 02/1412011 

PRoceSSED BY: SAI~~b":":')(t~3)~(b":":')(r.7)(:":"CO:-) ---, 

STORAGE DEl AILS; 

CESCRIPTION 

Internal Memory 

HO COMMENTS: 

EMBEDOEDTECHHOLOGY 

MODEL: HTC 02 

SERIAL NO: 359116031962625 

START DATE: 0211612011 

SERIAL HUMBER 
Infernal Memory 

r:::-:":~"l':"T:'~---' 

LOOSE QRIV,!S 

PROCESSED BY! . 

STORAGE DETAILS: 

DESCRIPTION 

Internal Memory 

HD COMMENTS: 

(t,)('IS) :b)(7)1C) 
/Office: BOSTON FIELD OFFICE Agent Phone 

SERIAL NUMBER 

Internal Memory 

930T9 

ACQUIRED BY: 

ACQUIRED OT: 02114/2011 

END DATE: 05/2012011 

ACQUIRED BY: 

SIZE 

32.00 M 

ACQUIRED DT: 021 16120 11 

END DATE: OS/2(1i2011 

SIZE 

400G 

Approveo by CIO on 07/2712011 



, .. :} 
~ CASE NUMBER: 102-868·0080071 '~;~=I 

TOTAL MEDIA PROCESsED: 9.30 rs 
MODEl:'M>20EARS 

SERIAL NUM8ER:WO-YVMAZA 1626875 

SIZE:2.00T 

S 
r:.(b""')1'l":5)~(b:':':)(f~)"I«("") ---, ACQUIRED BY: ,~ 

PROCESSED BV:SJL-__ ---­

EXAM ST ART:02f28f2011 

COMMEHTS:None specified 

MODEL:Westem Digital VlJD1200JS 

SERIAL NUUBER.WO·WMANN1006724 

SIZ£!120.00 G 
.......... ~~~-.., ACQUIRED BV:SJI (blt6) Ib)t r)1 J) 

PROCESSED By:SA 
L-__ ---

EXAM Sl ART:02l11 12011 

COMMENTS:None specified 

MODEl:Samsung HDt54UI 

SERIAL NUMBER:S1Y6J1CZ800326 

SIZE:1.50 T 

PROCESSED BY;S L-__ ----' 

EXAM START:06/27/2011 

COMMENTS:NOr'Ie specified 

MOoeL:Sams~.IOg H0154UI 

SERIAL NUMBER:S 1 Y6,J 1 CZ800329 

SIZE:1.S0T 
~~~~-, 

ACQUIRED BY:S 

PROCESSED BY: 

EXAM START:OSJ2712011 

COMMENTS:None specified 

Office: BOSTON FIELO OFFICE Aqent Phon 
11;,)16) (t'Ii1W~ I 

-~-... 
-~ . 

ACQUIRE!) DATE: 0212612011 

EXAM ENO: 0512012011 

ACQUIRED DATE: 02111/2011 

EXAM END: 05/20.12011 

ACQUIRED DATE: 0612512011 

EXAM END: 07107/2011 

ACQUIRED DATE: 0012712011 

EXAM END: 07/()7/2011 

Aopro'ied by CID on 07/2712011 



,~t 
CASE NUMBER: 102-861-0060071 

.";\. 
fI TOTAL MEDIA PROCESSED: 

MODEL:Samsung HD154UI 

SERiAl NUMBER:S1Y6J1CZ800331 

SIZE:1.50T 

930TS 

ACQUIRED BY; ACQUIRED OA TE: 06123120'1 

CASE MEDIA 

CASECREOfI 

PROCESSED BY: 

EXAM START:OO."2312011 

COMMEHTS:Nooe SpeCified 

MOOEL:Sal'llSung HDI54UI 

SERIAL NUMBER:S 1Y6J1 CZaOO332 

SIZE:1.50T 

SA
.-\O-)( .... ~\..,,(t""!':. )\"I":7)':':"\C~\ -.., ACQUIRED BY: . 

PROCESSED BY;SA 1-_---
EXAM START:06/2212011 

COMMENTS:None SPeCified 

CATEGORY 
Sim Card (Cell Phones) - Cen Phones 
Secure Dlgitat Card 
USB Thumb Orl~ 

HARD DRIVE CREDIT: 8 

MEDIA CREOfT; :3 

E·TECH CREDfT: 2 

TOTAL CREDIT: 13 

EXAM RESULTS 

(i) \(I)) (b)(7:\Cl 

eVIDENCE FOUND: YES 

AUTHORITY: Warrant 

COMMENTS: NO COMMENTS PROVIDED 

(t)I:' ) (I: 1(7 )(1~ ) Office. aOSTON FIELD OFFICE Agent Ptlo~ 

":::"-:i . 

EXAM END: 0;107.1'2011 

ACQUIRED DATE: 0612212011 

EXAM END: 0710712011 

QiY 
2 
1 
2 

HUM SIZE 
&to KB 
30 GS 
8.0 GB 

Approved by CID on 0712712011 



Inspection DivisiOJ"'1:'':f 

Criminal Investigations Case Review vVorksheet - Section 8 
'} .. Case: OPEN: V CLOSED: ___ feR: __ {Appropriate U5a: Yes No) 

(b)(tl :t»(7)(C) 
File Number -.J./J 2 . '715 - 6 1/17/ ~.j Case Agent L-_-~--..! 
Case Title --L!lCtY/JI) ~(rft:- Secondary Case Type YES~ NO 

Date ASSigned' /rt/i I"" Report Due --I-~f-i~~It...l.l1,---_ 

8th Report 

'(~PO(t . _______ ._ , .• _ 

.. , Report _________ _ 

Total MiRs . ___ Total MIRs late 

Amt of Loss $ _____ _ 

~I~~ 
On Time 

Qr; Time 

On Time 

On Time 

On TIme 

Days Late __ 

Oays late ___ _ 

Oays late 

Oays Late 

Days Late __ . __ 

Days Late' _, __ 

Day!; tate 

Days late 

Days Late' 

Days Late __ 

. ___ TotaIDays Late ___ _ 

All Leads Explored: YES. ___ NO __ . Reports: Accurate Clear DetaIled ~omplex Community Impact A~ / 
Date of A.rrest ... 2l~jf __ .Date fJf OffIcial Message ..2~/.1/ _ On Time Days late __ F_~ S .. _. 
Dale ,.~f A.rr%t . ___ .. _____ . ___ pate of OffIcial Message _ .. On Time Days Late F S 
Oat;.:: d ""r~s! __ .• ______ ___ Date at Official Message' _ .. _. ____ _ On Time Days late F S .. _-
U~!f; (:1 Arres! . __ ._ •• ________ .Date 0 1 Official Message . . _. ___ _ On Time Oays Late F \) --

___ Date of Official Message: ______ _ On Time Days Late F S .. _-
T ()I a I Arrest Ml9ssages ___ Total Arrest Messages late ' . ___ _ Total Days Late ___ . __ 

uate of Plant SuppressIOn __ . ___ Oate of OfficIal Message. ___ _ 00 rIme Oays late 
Date of Plan! Suppression ____ Dale of Official Message ___ _ On Time Days late __ 
f.)ate of Plant Suppression. ____ Date of Official Message ___ _ Oays Lale 

I')tar Plant Sup Messagl'ls __ _ Tatal Plant Sup Messages Late"·..;.' ___ Tatai Days Late: __ _ 

Z'\ll1asterslfieldoffice\CrimmalCaseRevrewWorkshee 
Updated 5/51 



CriminaJ:9estigafions Case Review W"'ftSheet - Section 8 Page 2 
Date of Intercept ____ Date of Official Message ___ _ 1; of Intercept" ____ Date of Official Message: ___ _ :~' 
Qate of Imercept ____ Date of Official Message ___ _ 
Jate of Intercept. . ____ Oate of OfficIal Message' ___ _ 

On TIme 

On rime 

Or. Time 

Days Late_ 

Days Late_ 

Days Late __ 

Days late iotallntercept Messages: ___ Total Intercept Messages late ___ Total Days Late __ _ XUSA 

)rosecution Federal_ State __ Juvenlle_ NA 

T 

T 

T 

T 

T 

late of AUSA Declination ______ Letter," File: Yes No __ NfA__ (Required for State Prosecution) 
OR --lanket Letter Yes__ No__ In Report__ (ReqUIred for State Prosecution) 

ate of AUSA Currency Retention Letter ______ .letter in FIle. Yes __ No __ N/A __ USPECTS J DEFENDANTS 
;F 1599_L Photographs __ Fingerprints.__ Paim prtnts.__ FBI R-84 __ Sub,ectStatements __ Slate Records __ ISO Data Searcnes__ FSO Exam_ mstitut;onal Rights: Verbal_ Written __ WaNed__ Consent to Search: Verbal._ Written __ . dantslSuspects listed In s~lbsequent reports ' /; G YES __ NO __ 

-------
'lOENCE7P RSONAL PROPERlY 
7 1:44._. SSF 3051 

J~CASE REQUIREMENTS 

J·Case Requirements Complete YES__ NO __ )QSltlon of EVI<le"ce YES __ ._ NO .. _ SSF : 599A__ Case Report__ RaId Plan 
InvestigativE! Notes in File- YES_ NO_ 

CI Confidential Ftmd UC ---. --- Survelilance___ Polygraph __ ECSAP __ ent aM Quality of Reports ___________________________ _ 

0' 

" 
'v' 

1;\ 

V\ 

Z.\masters\fieldoffice\CnminalCaseRevievNVotksheet .. 
Updated 5/5121 



~ 

80S 

From: 
Sent: 
To: 
Cc: 

• 
80S 
Wednesday, June 29. 2011 9:40 AM CIO 
ISO; 80S 

• 
Subject: CT nS.510 Aaron Swartz (102-nS.-60071-S) 

U.S, SECR~T SERVICE I~VESTrGATrv~ RE20RT 

FROM: BOSTON fiELD OrF!Cg TO: 
INFO: 

CIUMIN.!l.T .. INVC;STIGAl'IVe OI'I!.SlON UWESTIGATIVE 5uppop.r OIVIsrON 

S(JB,lf.C1'; REPORT or CONTINUING INV£STIGfo.T!ON 

ACTUAL LOSS: $TBO 

CASE TI 1'LE : MRO!' StiARTZ CASE 'r'!!?E: 
SECONDA~Y '('Yi?E:S: 
CONTROLLrNG OFFIce: 
RE:POR1' MADE: B'.(~ 
DATE CASE: OPENeo~ 
PRE:;V!OfJS RE!?ORT; 
REPORTING Pf.RIOO; 
S'l'A'l'U3: 

SYNOf:>SIS: 

02/a9111 - 06129/11 
COt~'l' I ~me:D 

.J 

FILE: 102-775-60071-S 
l(-~.EF: Nln 

SEIZUREi}: N/.1l.. 

~OT£NTIpL LOSS: S2,OOO.000.00 

• ~f 

imte3tiqat 10n h.a::> determiner.l /l.a ron S'..sa.r:t z intruded in!.:o tht> Mr'i' ns t'/llork wi thO'.lt authl'Jritat:ion by hre.lklng into a .ior::lced t.elec'.)i!'.!ntlnicatLons closet contaim.ng hardware fer 
the HIT natwork, connect.Lng a computer to th~ MIT !'letwo~l< .,nd do .... -nlcading dC~-:I.ll1tents from 
JSTOR. 

Case conti n:.lI:>d in Bo.stor.. 

O&TAILS Of INVES'l' I GAT roril: 

Reference is made to all previous ~epOt· ts in this case, the moat n~ce~t Cjf '/ihlen is a 
P.equest for Inl.1estigat.ion Other Dist.d.:;t (£ODj written by SA l(b)(6) (b)c1oll 02i2S/ll. 
Reterencp. :l.::s made 1;0 th~ RepQrt of fn"0st i.g.;ltion Other Oi .st;dGt wd tten by ~A. ~ 1(b)(6),(b)( lof r..he San fran;:isco Field Oifl,;e on OG/23ill. 

;;:....;~~.-=~r.e conference call between SAI(b)(6),(b)(7)(C) L AOSi1. Stept"ten ~~~;.;...o.-.. and \(b)(6),(b)(7)(C;I from the Computer: ~meqe[1l::y Respons"-: T~am Carnegie Mellon University on 03/09/11. 

1 

AUSA He~~ann, Detective 
MIT ¢n 06/20/1 L 

SA l(b)(6),(b)( I AUSA Heyrllann, andl(b)(6),( I 

2 



.~d'il.:~';d that .ine dian't hit' any c.)nta:::t, but did haar th~.e to hi! acres!:. ho;, was r. . .) 

.Lcn9~·r ,111()·tI~:i ()O ~he MI'~ Gaw.pus. O;Jf! to cr,i.S ['~strictl':);'\II(b){6){6))advis'?:d that ~he :l+Ht<i 

S"lactz W33 upset ceca'.lse ha WfJul<:i not b~ pecmitted 1:0 p.:I1':::icip.ate in .,,0 :.:nnu.1I1 Ca,nplJS 

.. Ild~ s(.:a'/enqer hunt, ;7f ''ihi~n he parr.icipdces in every year. ((bl(6Ub) I was ""sited if Sw';.n:~ 

ev~r mant ioned ,ISTfJR record'! t'J her. and @l)(6),{b)) advised that she h!)s never- hfldCd Sch''IEli:z 

Q~S~USS JSTOR reco.rds. Pl-ease see th.e t-lemorandl.lm of -rnt.er'/iew dateo 3/<i/l1. for 
,'iddl.ti·~Ml details. 

On 61'1ill, t ,~cn!:act4Ki SA'(b)(6),(b)]ceqd~ding the inter'ihw ofl(b)(6)J(b)( I SAj(b)(6).(bHJadvise'i 

h<a w3S preparl.nq to Lr.dlct .lI.aron Swartz and ;.all consult ... ttll AUSA Hey~ann t·:; :!et:aclnine 

it :Hl Ll"l:anir::w Wl.t1~b)(6),(b)( I.l.s nece,sary. 
Go 5110/1.1, 

ddvlsed th.lt after a di3cussion with AUS;'. 

Heymann the 

JUOIe LAr. ACTION: 

N.) Jw:1iCial i\:::t ien is being sought in the N-:>rtnarn District of California at thl:; t lme. 

S\'{ART·Z, Aaron H 
1599: 
lS9~i\: 

SUSFECT 

I(W6).(b)Q Kb)(6).(b)(7)(C) ]-
!I.l'.f. : 
~ACe:: 
3~: 

DOB: 
SSN: 
Fer: 
SID: 
Ht: 
WT: 
EYES: 

15:i9 : 
151)91\: 
£>HOTO: 

No 

No PRINTS: 
poe: 
Dr .. /S'fATE: 

\ :~~~~s: \[tb.:.:)(..:6)~J(b_)(_7_)(C_) ____ ----------DATAeAS.E CR~CKS: 02124/11 
Kb)(6).(b)(7)(C) I -

AKA; 
RACf.: 
SEX: 
008: 
SSM: 
fB ,t: . 
3IO~ 
H't: 
W'l': 

HAIR 
1599 : 

N/A 
~I/A 

2 

3 



Page lof6 

80S 

80S 
5Mb Moll 2i2812011 3:31 PM To: aD 

0:: ISO, 5FO; 805 
SUbjeCt; n5.510 Request tor InwsttgattOO Other OIsttIet· Aaton Swartz (102-17S-6007l-S) AttHhmeJtts: 

(). S. SECRET S.ERVICE: INVe:S1'TGA.TIVE P.EPO~.T 
FROM: 
TO: 

INFO: 

BOSTON &'ISLD OE'Frce 
CRIMINAL tNVESnGATIVE DIVISION SAN FRANCLSCO FIELD orfICE INVEST!GATIVt SUPPORT OIVISION 

FILE: l02~175-60071-S 
l{-R£F: to/l11. 

SElZUR::It: N/A 
~, " ......, .'" ... p 

St18J£C'f ~ R£OOES1' FOR HIVE:S'I'IGATION OTHER DISTRICT 
.' d ;L~ i' H }" J I l' -4 L r} lJ . I 

ACTUAL LOSS: $ TSC 

CASE TITLE: 
Cl\SE TYPE: 
SECONDARY TYPES: 
CONTROLLING orrrCE: 
REPOR'l' t4AOE BY: 
DATE CASg O~ENF.O~ 
PREVIOUS p.EPoaT~ 
REPORTING PERIOD: 
STAt'US: 

SYNOPSIS: 

H8.930 

OPgNtNG REPORT 
02/2i3!1l 

~rENT!AL LOSS: $ 2,000.000.00 

Invest.i.gat:l,jn has determined Aaron Swart<'- int ,ruded l.m:.o tile M!T network without .luthori.zation by making entry .tr.to a locked closet conta ininq net\'lorking components fot: M!:T net.works. connecting a computer to the MIT net.work, and downloading documents from JSTOR. Swart:7. was arrested by MIT Police and Ci';rent<9 of the New gng.iand &:lectronic Grimes Task E'oree and charged with violation of Ma3Sa{:hU$ett!~ General. Law (t"lGL) for breaking and entering. 
Agent.s and Detectives of the New England Electc-onic Task For·.::e subsequently ay.ll:cuted 3e.:H'd'\ warr,lnt$ at SWiU:tz' $ residence and office. 
~~~~~l'""f"isco Field Office is requested to interviel-/l(b)(6),(b)(7)(C) I and ~~~~~ ..... two known associates of Swartz, to determine their knl)wledge of his act.i vi ties . 

Case continued in B<)stoo. 

DETAILS ort INVES'tlGA1'!ON: 

ReEerence is made to the Opentng Report in th.is caSli, written by SAI~b){6),(b)( I on 01/21./11. 

(b)(6),(b)(7)(C) 
.) 

https:l/owa.ssnet.usss,dhs.gov/e:tchangelbosllnboxl77S.5t ()8420Requesr'-420for%20InvestL. 21281201 f 



_ .... .. 
".1_ 

Page 2 of6 

of th~ fees JSTOa collects f:rom institutiorls. 1(b)1.6U.b) I stated that some of the publishe:-s allow fr.)! a direct Eee t,:) do· .. mload an indl.qidual a ticle, but some publishers do not want:: individl.lal artides downloaded. (b)(6l(b) estimated that the valul! of the documents Swart~ ,jcwnlcaded to be i1'\ e~cess of $2 million. (o)(6)(b) stated that he belie'led. tile ave.cage cost of the .;trtides was S14.00. b 6 , stated that the fi.r~icl.ltion Ijf ,In intrusi.on WdS a deqrad.at:l~n of s~r"ice for ~ll C1Jst0ll1e~s.. ~ stated that the software on the JSTOR SHe rel Las on cookl.es tc track users and that Swartz must ndve E~und ~ way to delete the JSTOR coo~ies ttom his 3ystem prior to malUng a new request to do~·mload a document. Kb)(6),(b !stated muLtiple download reql.1ests occ~l1:red simultanltolJsly .md chat at times. hundreci.s of down load requests were occl.lcti.nq conc'Jrrently . l(b)(6) (bH! confirmed that the J-STOR terms and conditic)ns ciearly prohibit-Old the kind of downloading Swart~ was doing. 

On QU(l3/11, SAI(b)(6),(b) I and Oete .. ;~ti.ve (b)(6),(b) receL'led the Acer Aspire netbCok, hard drive ~nclosure, Western Oiqital !'lar i'16 contained in the enclosure, and a usa fl-sh dri-'e from MIT I?olice 1{b){6J(O)(7)(C) L SAI(b)(6),(b)(land Detecti'/e (b)(6),(b) took. the evidence ite:n.s d.l.r<:lctly to C.;unb,ddge Police ffeadquarters. 'l'he evidence items were lcqqed lnto Cambridge ~olice evidence and taken to ~he Gambt'idge ~olice !d~ntifl.catlon Unit. The rdantif.lcati.oCl Unit. began p:cocess..i.ng the .i.t~msfor. fingerprints. The re3ull:s of the anaLysis 13 pending. 
~~~4/11t SAI(b)(6).(b·)( I Detective (b)(6),(b)(7)(C) of the Cambridge ~olic~, Ilb)l6) ( ! from the Massachusett3 Inst ute 0 Tecru~ologYI and AUSA Step~en Rei~anfl ~~~-conference call. 1(b)(6),(b) I explained thdt he '".,as driving' to work on 01/04/11 6) .(b)( ( called him and told him that he found a laptop connectsd to a 5witc. U b)( explained that previ'Jusly l(b)(6) (b)(7)(C) I had s9nt an email to m)(6),{b)(7) !describinq the switch he had traced the excessi7e downloading from ,]STOR te. l(b){6Hb)i I explained that after 10:)(6).(6) I found the laDtop connected to the switch. h~ started a packat capcur.e on the same sw~ tch. Rb)(6).1.bl I also explained t.hat the switch tne laptop was connected to ~as an entry 3witch, and that normally or-Iy edqe switches h ld be plugged into the entry $"Iitch. Rb)(6)Jb)U also exptained that when {b\~ ;,(b I{ J) arr i'/Cd, he USr)d r..'MA1? to discoviiI:r that port 22 and 8092 were op-en on the laptop that was di3,::oY~l:"ecL ko)(6).(b)( I said that he revi~wed t.ho!!! pack.et capture and d.iscovered 14 dif:ferenl; IP addresses sending SSH traffi c to the laptop. Ilb)(6).(b) lcel!.aved that some of. the IP addresses were SSH background noise, howc'ver he did C'.Qt03 that 1.8 .181. 0.232 couid be traced to the lir.er'1a server at MIt'. The liner .... a server is a LititlK dial up ser',fer run by the Student Information I?roc"es,sinq SOill.cd at. M!T. t~~}~I/b} Istat1;ld that he was still working .")1'1 analyzing th.e pacl(et captu.r,~. 

On 02J07/1.1.ll.b)(6)(b){7l(C) I cold SA {b)(6),{1:.)(7) that he noticed that on 01/06/11. th.e swart ... liaS briefly reqist;.ered on the MIT netwock from buildin9 4 of (b)(6).(b)(1) noticed that during chat time the l~ptop commun.icated with IF aodJ:esses 174.129.66.196, 204,236.212,151 and 50.16.222.69. b){6).(b(7l st.ated that those II? addresses are associated with Nuazon Elastic Compute cl,.d, which. is a .. eh servi.ce that pro'Tides resi.zable compute .:apacity in the cloud , 

Also on 02/07/11 ,Rb)(6),(b){7)(C) Isent ar\ email to A{]SP. . her estimate r,:,f how many documents weL'e downl.oaded by Swartz. (b)(6),(b stated that S·.4artz downloaded over 2. a millien documents in November: and Di!ce~r of 2010. (b)(6),(b) a1.s<> forwarded ernailsErom 1(b)(6),(b){7)(C) I stating that the initial analysis 
<) the acti.1fitV indicated that the dOWl'_loads were done systematically I,lsinq sequential inc:cease·s in stable fJRi.s. '['he same email included a statement from W)(6)Jb)(7)(G) lof .]STOR Lndicatinq that the 'downloading did not appear to be arqeted towax:ds ::esearch articles Ot' any particular titles, collections, or disciplines. For the 2.8 million downloads in November and December of 2010, the breakdown was 1,385.569 research articles, ~3a/063 reviews, 61,12; news articles 

https:l/owa.ssnet.usss.dhs~govlc~xchangelboslInboxJ775.5100/020Request%20f0r9t020[nYesti ••. 2128/20,51 
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INVENTOR'{ MADE BY: ' 
DeSCRIPTION OF ITEMS: 

SEIZED I OBTAINED FROM: 

SA (b)(6),(b)( I 
Apple iMac t-todel ,IU311 :gerial number WB02SAXGD87 Western Oi.gitOJ.l Hard Drive SN Wlol.ANNI006724 Aaron Swar:tz LOCATION: 

DISPOSITION: 

gvrOENCE SSF 1544 9/H: 
DATE: OF INVENTORY: 
INVZNTOR~ ~~Og BY; 
D£SCRtP'rION OF ITEMS: 

tW.JI.ZA162 667:> 

Bostop Fiel.d Office Evidftnce Vault Held pending judicial acti¢n. 

HP OSB Ori~e marked 0045SMKBTl 85102 SEIZED I OSTAINED raOt-1: Cambridge Police LOCATION: Boston Field Office EVidence Vault DISPOSITION: Held pend.Lnq judicial action. 
DIs!'osrrWN: 

Case continu~ pending further inv'estigation and judicial action . 
USSS I BOSTON 'L..(b_)(_6)_,(_b)_(7_)(_q ___ ---'~ P.ICCIAROI 

bttps:l/owa.s8netusss.dIu"gov/excbangelbosllnboxl715.S 1 O%20Request%20for%20InvestL . ?ntnfl t r 
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80S 

Frt 1/21i2011 2;58 PM TO: 
80S 
CID 

c~ ISO; S)s 
SUbject: 715.5tO Opening Report· AMon Swartz (10Z-17S-60071·S) ~Mte'-: 

U,S, SECRET SERVICE INVESTIGAT!Ve: REPORT 
f~j 

mOM: BOSTON nEW ornCE TO: 
INFO: 

CRIMINAL IN'/Il:S't'IG/;'TIVE DIVISION INVEST1GATIVE SU~PORT otvIS!ON 
SUBJECT: OPEN!NG RE~ORT 

CASE UTLE: . 
CASe; TYP~! 
SECONDARY TYPES: 
COf-l'!'ROLLING OIl'FleE: 
REPORT MADE 3Y: 
DATE CASE O~ENED: 
PRE,/!OU5 REPORT: 
R8POP.TING I?ERIOD: 
STATUS: 

SYNO?SIS: 

- 01/21/11 

~rLE: 102-775-60071-5 
X-REf: ~/A 

SEIZURE.: M/A 

/ ' J-f E -. .... ,,~ ; t J', 
I I '" .. 

01\ 01104/11, MIT pol.i<::e r:equested a:3sist.an.::e from membe.['s of the N'ew England £lect.ronic Crime 1al}k Force regat:ding an in~~stl.ga·ti.on into a. compute.;: that was fot.nd .in a locked closet at MIT and was connected to the MIT Network without: auth·;,ri2.~tion. Fu'tthsr investigation rS'ledli.7d that a subject latex: identified as Aaron ;,wat't~, lntr,llded .into the t-rrt netw,)'Ck without authorization by making entry .i.nto a locked closet contain.l.n9 networking co:mponp.nt~ for MIT networks, connectinq a c;)mpucer to the M!T network, and downloading documents .from JSTOR. 
On 01/06/11. t\.1r:'on Swartt was ",rreatec by MIT !?,.)llce :ind agents ot the New England E:.tect.ronic Crimes Task fO:::'ce and char:'ged with o::io.lation of Massachusetts General Law (MGL) for break:iC'lI$ and entering. The In-:.restl.gat.i.on ·~f Swart2:' s unalJtno!'ized intrusion into the MIT natwork anct the theft of document.s from JS'!'OR continue. 
Case continued in Boston. 

OETAILS OF IWv'ES'!'IGArraS: 

On 0 l/Q4i 11, Detective l(bi(6).~b)(7)(C) I ,.)f the Catttb.ridge, HA Police Department and a mamba c of the New ., glana. E ectronic C.rim'~s Task Force, racei lied a call from (b (b (7) b)(6).(b)(7)(C) l(b)(6)Jblt7)(C bM!T, EOUI of the M.!t.ssachusetts Institute of Technol rr.i i I Police Oepartment, inio:cm.i.!Iq him that an l.lnauthcrized computer hdd .been found 1.tl a wire closet on MIT grounds and that Netwol:k Traffic suggested that the computer w~s being used to downloa.d exper.sh·e technical journals without ~l.lthorization. The comput:er: was found ,tn a wire clo$qt in the basement: of BuHdinq 16, the Dorr:anct.t BuUdin'.J {77 Ma$sachusetts Avenue, Cambridge. MAl which houses the MI't' Biological en9ineering o.;partment. 

Detect lvel(b)(6).{bI and Oet;,:;e~c,;.t~iv~e~~~~ ~~~~~~"1traveled to MIT and met with 
)( .( ) 

nttps:l/owa.SSnet.US3S.dhs.gQv/exchangelbosllnboxl17 5 51 OO/~200pening%20Report%20-,.. 1121120 I { 
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in the basement: of building 16. 1(b)(6Hb){7){C) kb)(6).(b)(7)(C) I and ~~~~~~ __ ~_ from the Cambridge Police Department processed the scene for fingerpriot3. The netbook fOIHld connected to the switch in the wire closet in tr.e basement: of bl.lildiog 16 ·..,as an Acer Aspire One with a soat-ial (,:'.lmber LUSAXOOOOIOOllOO~1601. Network traffic indicated that the netbook was usLng two I? address~s (1S.55.6.240 and 18.SS.7.240) which are both Ii? addresses belOtlqing to ~IlT. Use of NMap sho ..... -ed that the netbook had port 22 and 8092 open '- ~ort. 22 is the defau.lt port fa:::, SSH (Secure Shell net'dork protocol.) and port. 8092 is often associated with Tep ITr~nsm!ssion Control Protocol I traffic. A surveillance camera \./.1s placed in the wi re cLoset to record dnyone returning for the netoook. 
Continuing on 01104/11. at: ~ppro)(imatel:y- 15205, the $urveUlance camera recotded a \'Ihite male, later identified as Aaron S"Ian:z (OOB 1l/08/S6j, enter the ~"i.ce clos.et. Baaed on the surveillance .. ideo, Swart:; appeared to replace toe eKternal hara driVe with a new one and \:alte the old h.al7d dxive 'rlith him. 
further on 011,:)4/11, l(b)(6).(b)(\ ',",U able t·., pro'fide SA Rb)(6),(b)( I'rlith the following timeline regarding thls investigation: 

received 
stating that 

MIT, and that all of t4IT acceS$ to JS'I'CR would be blocked. printed S'~hci.arly jout'oals into electrorlic form and st.ores them in a central arch.it1Je that can be accessed by librari':1:s and +nsH t utlcns such as MIT. 

~~~£'!ii~:i~~~~~~~~~~~~:ua~a~S~S~b~u~t~b~l~o~c~ked access to che 
;, 

)(C) Ilb.1i\\ <O)(7lc Ii!mi!:. edu} , 1'.~~~;;~'I'!"I""'1'7=:7'-r5';::V--U;:~~:T;;-::=il-:::~::::' 1scoveted network 
.... 0 ary Ho-,.t" with em.'J.il address qhost@maiUnat(lt.com, a MAC address of 00235a7)Sffb and computer name "qho$t-Dla .. ~bo.j.i{" registered on tn~ Mtwork on 0912'iJl0.I!b)(6Hb)(ZI disiSt>led the cotnputex- reqistrat~ion. 

c.;~~~~(.m;~1-J~IIlI..""""~"1I<e){6) .(bl(7){G) ~ emailed ~ to .inform her that MIT's access to 

~~~=:,,:-=~,e MIT Netwo.rk and Infot'lnation Security Team. received an et:\dil ~~~ ....... stating that; .JSTOR informed her that e~CeS81.ve do~mloadinq came [com I ~ a-ctdress H,. 55.:;.100. 

appeaLS to be 
building 16. 

On 11/29/ .\0, the MIT Net'lIorlt and Information Security Te;;un ~yas notified by the MIT branch. of the Institute- of Electrical and €lectrontc engineers that journal spidering has occurred on the.ir site and it , ... as tracked to the Studen·t; Iofo.cmation P":t:'ecessing Soard Xv'M duster, a group of computers that 

https:l!owa.ssnet.usss.dbslgov!exchangelbosiinboxl175.51 ()1l10200pening%20Report%20-... 112 t120 1 i 
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are shared and that anyone in the Mt'l' communi.ty can use to host a Virtual M.achine. 

On 01/03/11, l(b)(6),(b)(1 rece.i. .... ed ~n email Erom\(b)(6t(b)(7)(]eo(warded froml(b)f6) (b) I informing him that that the exces$i~e download1nq of journals had begun agai.n. 

an external hard drive. 
switch the computer was 'oun 

in a ~Ii::-e 
comput~r was .also connected to 
a packet capt l.1te of , ;;he. same 

l(b)(6),(b)( lalso provided SAICb)(6) (bH I with a copy of l'Iistorical natwork: flow dac:a concernil19 IP addresses 18.55.6.240 and 18,55.7.240 from 12/14/1C to 01/04/11 and DIlC£> log information for ctJmpute:cs registered as ghost-macbook and gr.·~st-laptcp. 
SAI(b)(6),(b) I contacted S;,((b)(6),(b)(7)( I iCID} at: the CER.'!' Coordination Center at the Software Eng~np.erlng Inst.i.tnte .at Ca;:n~gie Mellon University. SA~ prol!ided SA 

l{b)(6),(b)( ~ith instructions to upload the data to thit CERT drop box. 
( On Ol/06/11, at approximately .12)2, video s\,lrveL.llancE! shofHed the individuaL later identi fied as Swartz retLl1:n to the wi. ~, oset and remov~ r.:he netbook and external hard drive. Later, b 7 (b)(6),(b)(7)(C) of the mT Police Dapartmenr:. called RhlItillhlitJ gb)(6),(b)( lof the ~tr'r ,C.:.l.ce Department and stated that he had located the suspect later id!;)ntified a$ Swartz j;'ldinq ru.s bicycle or. Massachusetts Ave I,'. .eat" th~ intersection with Lee Stre~t in (:a~ddqe, !I-1assachuset. . (b)(6).(b)( and SAI(b)(6),(b)( I reaptmded to tee St):"eet to assist Captain (b)(6),(b)( b 6.(b I b 6 b attempted to int&rview Swartz, however. Swart z 'Ilmped off of his bicycle and ran down .Lee Street. Rb)(6) (b)(7)( kb)(6)(bHI and SA 'b 6, b) d~tained the suspect. and he ", .. ,$ 

subsequently placed unoec arrest. A. search ot the bacl<.pack the .'Suspect was wearing revealed a U.S. passpoct:. in the (lame of Aaron Swa'Ct% and one ell IJSB Th,J.w Drive. No computer was found in. the backpack. Swartz was transported by Cambd.dge PoLi..::e to Cambridge PoLLee he."dq1..arters imd subsequently charged ',Iith violation of Mas$a.::husetts General Law (MGL) ft,r Bre.~itinq and Entering. 
Also on Oli06J11., Hb)(6),(b)<I checked the OlfCP logs for computer cegist;uUons containing the word "ghost'~, Ghost-laptop was ident iHed as still being active on the MIT nrOltwork u.dn9 the same t-1A~ ross as used on 01/04111 to dowr'lload journals. \(b)(6),(b)(7)(C) I (b)(6).(b)(7)(C) 1(1)){6).(b){7){ 'mit, edu~ an t-UT Network. Enginee:, tra.::ed qhost-laptop on t: ,e ne wor ( to bUildin~ 1;'20 {f the 5th floor. M!T Building W20 is the Stratton Student Center. \(b)(6).(b)(l[b)(6),(b) J anal(b)(6),(b !traveled to the Stratton Student Center and dete~mined th<it the network drop locat.ton gho:lt-laptop conn~ted to wa.s the Student In.formation ~rccessinq Soard office, room 551. ICb)(6Hb)( Icontacted I\b)(6).{b){7} l(b)(6),(b)( I to infomn him that ther had traced the netocok to a room in the student center. SA /(b)(6) (bj I met:: l(b)(6),(bK and \(b~(6),(b) I at the student center and tound the Acer Aspire netboo~ and external ard drive unattended. under a table, ~owered on and connected to the M1T network by a cable. Using glove.'!" SAI(b)ft),(b)(1 examiMd the netbook. 'fhe netbook appeared to be fro~i!cn h.alfway tn the shutdolom state and a~ L attempts to access a terminal on the machine were unsucce.ssful. It was determined it would n(lt be possibl.e t,:) conduct li'/e foren$i,::,s or <;:apture ~ snapshct of the memory of the computer in its curren.t state. The laptop Wa3 placed in an evidence bag and tUL'ned over to HIT Police to be inVentoried into evidenc~. 

https:llowassnet.usss.dhs:goviexchange/bos/(nboxl77S.51 0%200peningO/o2OReoortt~20-
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On 01/10/11, Sl1~(b)(6),(b)(71 Al.1SA Heymanrl and Hb)(6),(b)(7)(C) I from JSTOR conductad ~ conferenc.!t caU to discuss the theft of material from ·JSTOR. 
On 01/14/11, SAtib)(6),(b)<l Dete<:ti.vel(b)(6),(b}I ........ ~~I11:\i'E\ihm;m=:r--, ,d AUSA He~ann met ~t the MIT office of GeneraL Co~uun~se~l~w~l~t~,~~~~~--~~ counsel for MH. 

JUDlcr~ . .t. ACTION: 

On 01/06/11, Aaron SWdctz wa3 arrested by MIT Police Department and ch~rged witn ~iolation of Massachusetts General tali (MGL) Chapte.r 266~ Section H!, Sreakinq and E:ntering. 

On 
to 

Or. 01/07/11, Aaron Swert~ was a~raiqned in Cambridge, MA District Court for v!.ol.ation of MGt Chapter 266, S·ection 1~, Breal<:ing and gnteri.ng. The case was assigned docket number 1152CROO'll. 

SUSPECTS / OEFENDANTS: 

S"JAR'l'Z, Aaron H. - SUSPECT 
AKA: MIA 
RACE: 
SEX~ 
006: 
SSN: 
FBI: 
SID: 
!iT: 
WT: 
EYES: 
HArp. 
1599. 
1599A: 
FROTO: 
I?R!NTS; 
POS: 
DL/STATE: 
IIDIJRESSr 
EMAIL: 
OATi\.BAS.E 

EXAMS CONDUCTED: 

ECSAP: 
POLY; 
E'SO: 

White 
Male 
li./OS/19% 

lib)(§) (b)/ 1-1374 
675304KDO 
MA10556559 
5' -- 06" 
120 Ibs. 
'Brown 
Brown 
'fa:) 
No 
'(es 
Yes 
Chica~ot XL 

CHECKS: 01/07/11 

P~ndinq 
N/A 
M/A 

DATABASE. SEARCaES CONDUCTEO: 

https:/!owa.ssnet.usss.dhs.~ov{exchangelboSl1nboxi71S.510%200peningoIo20ReDort%20-
10 
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NCIC/NLE:TS: 
CCS!CFT: 
r..oeA.L LE: 

--~ :. 
01/07/11 
01/01/11 
01/07/11 
01/07/11 

&'ltoE:NCe I CONTEI.AaAND ! I?~RSONAL I? ROPE:R't'1 ; 

Page S of; 

All evidence in this case is currently be.lnq held -at ~HT Police H~adqu<lrtet"3. 
Dr.s~OStnON: 

Case coottnuad per.ding further investigation and judicial actipr.. 
OSSS l BOS'roOM (b)(6),(b)(7)(C) 

RICCIARDI 

J 

11 
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uN~sTAnmDmnuCTcoURT 

DISTRICT 0' MASSACHUSE'M'S 

· ........ 

VNITED STATES or AMERICA c ..... No. 1/ -e(/ fOd-b 0 
Y. 

AARONSWAllTZ, 

Def.a .... t 

VIOLATIONS: 

II ~.S.C. f IlG (Wire 'raud) 

II U.s.c. f 1030(8)(4) (C....,lter mad) 

~~1~ (c)(l)(B)(iH) ala"'" 0, I IDt ..... tiea fnm • 
DlDpater) 

11 U.8.c. , 183O(a)(5)(B). (c)(4)(A)(I)(I),(VI) 
(RecIdessJy D.m ...... Protect .. -Computer) 

II u.s.c. ,1 (Aldlaa aad AbcUlDp 

18 U.s.C •• 981(a)(1)(C), 11 V.s.c.§146J(e). 
ad 18 u.s.c. 1981(&)(2)(11) (CrimCUI 
'orfelNre) 

J 

1ND1Q'MENT 

Tho Orand Jury ehatps that at all JeJe\llllt times: 

PA.Ill1ES 

"" .-:> 
~. 

---

, .. 

1. Tho Massachuaetta lnatitute of TecbnolOty ("M11j was ud contiDnecl to be a 

lcadf. mearch and teachinl university located fa Cambridge, Massac:buseUs. 

. -

2. JSTOR,.loundeci in 1995. was and continued to be a United States-based., not-Cor .. 

profit orpaiZItioa that provides .. online system lor arcbivina aDd pmvidill8 access to academic 

journals. It prottides s~le disitized copies of over 1,000 academic journals, datiD& back lor 

lqthy periods of time. 

3. JSTOR.'s service is important to resoardl iDstitutfoaa and. universities because it 

can be extIaOrdineriJy expensive, in tams of both coat rmd.space. for a rcseamb tit university 

library to maintain a comprellcDsivo coUection of aeademlc joumaJs. By diaitizina ccteuive, 

historical cotkctlona of JOUI'l1I1s. JSTOa enables libraries to OuUoUICO the joumals' stotaae, 

..: . 

12 • 
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I U'-tW ... » f ~ •• '. .. • •.• ~ ~~ _ , _ ... 

~:~ 

ensures theft preservation, and eoables authorized users to conduet fuU·text, c:ross-dJsciplinary 

searches of them. JSTOR hal invested miJlions of dollars In obtainins and disitizing the journal 

artiel. that it makes available II part 01 its service. 

4. JSTOR ,cneraIly charges libraries, universities, and publishers a subscription fee 

fOr accoss toJSTOR·s diaitizedjoumals. For 11 ... research univenity, this amruaI subscription 

fee for JSTOa·s various collections of content CaD cost molO than $50,000. PortioDS of the 

subscription fees are shared with the journal publbhers who hold the original copyrishts. In 

addition, JS10R make.t some ~Ies available for individual purchase. Publishers decide which 

atticles can be purchased indiviclually and set fees fur their articles. JSTOR facilitates the 

pUrchuc of these articles from the archive OD bebaff of the participating pubUshm. 

5. JSTOR. did not permit UIe.rS: 

a. to download or export content from its computer servers with aUtomated 

computer prosrams such as web robots. spiders and scrapers; 

b. to download all of the articles 'tom aDY particular issue of a journal; or 

Co to make other than pecsonal use of individually downloaded articles . . 
6. JSTOR dOtified its userl of these ndes, and users accepted these nales when they 

chose to obtain and use JSTOR's content. 

7. JSTOR provided MIT with its servica aad content for a fee. 

S. MIT. in tum, made JSTOR's services and content available to itsstudenrs, taculcy, 

and employees. MIT also allowed guests of the Institute to have the same access as its studc:ats, 

faculty, and emPloyees for mort periods of time while tlIey were Oft campus, 

9. JSTORts computers wale located outside the Commonwealth ofMusachuJetts. . 

and thus any communications between JSTOR.ts computers and MIT's computers in 

Musachusett5 crossed state boundaries. JSTOR's computers WII'O also usecI in and affected 

interstate and forcip commerce. 

10. Aaron SWIltz lived in the Dlstric:t ofMassachusctb aacl was • fellow at Harvard 

2 

. . ... .. -------.. 4 .~._ .... - .. 13 ..... _~ 
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Case 1 :11-cr-1 U~U·NM\j UOCUIII~fI\ e. i. ruau Vt, :. ' 

:9' . 

Univenity's Center for Ethics. Althoup Harvard pro~dccl Swam access to JSTOR', services 

and ardiive as needed for bis research. Swartz used MIT's computet networks to steal well over 

4.000.000 articles tiom JSTOR. Swartz was not atlUiatcd with MIT as a student, faculty 

member, or employee or in any other manner other than his and MIT's commollloc:ation in 

Cambridge. N« was Swartz atliliatod in any wq with JSTOR. 

OYDYlEW OF THE OFFENSES 

11. Between September 24, 2010, and January 6. 2011, Swartz contrived to: 

.. break iDto a restricted computer wiring closet at Mrr; 

b. access MIra network without authorization ftom a switch within that 

closet; 

c. coiulect to JSTOR's archive of diaitized journal enides duo. MIT's 

computer network; 

d. use this tcCfSl to download a major portion of JSTOR's arcbivc onto his 

computers md computer bard drives; J 

eo avoid MIT, and J81'OI:8 effotts to prevent this massive copying, 

measures which were direcCed at users geaerally and at Swartz's illicit coaduct 

specifically; 8I1d 

f. elude detection and identification; 

all with the purpose of distributing a s1anificam proportion of JSTOR's arcbive tbrou.ah one or 

more tileosbarina siteS. 

MEANS OF COMMnTING THE OFFENSES 

12. Swazu alone, or in knowing eoDCat with others unknown to the pncljury. 

(beroaftcr simply ''Swartz'' in 1his aecUOl\) comminecl these offenses through tho means described 

beloW. 

&pi,,,,,,,, 241"'0"gll 27, 2010 

13. On September 24, 2010, SWIdZ pwebased an Aut laptop computer tom a local 

I 
3 



Case 1: 11-cr-1 OA!oij-NMU uocumem I. i_ rnWUI/I"'.1 r~o~vl .... • 
computer store with the iDte4t ofUJing it to automatically and systematically harvest J8TOR's 

archive of digitized joutnal articles. 

14. Later that day, Swartz CODDectcd the Acor computer to MIT's computer network 

from • location in Buildina 16 at MIT aDd registered under. pseudoD)'JD with MIT's computer 

network as a peat. MIT offers ~pua guostI short-term .service OD its computer aetwork. 

Campus aueacs must reaLster on the MIT network mI are lbnited to a total of fourteen days per 

year of network service. 

I S. Swartz repatered on the! network using identiflCl'S chosen to hide his identity as 

the computerts owner and uscr. 

a. The computer was rqistered under the fictitious guest DIl1UI "Oary Host." 

b. 1be computer's client I18II1e was specified as "post laptop." A 

computer's client name helps to identify it on a network and caD be ehOsca by ita 

user. In this case.. the name was moply <:reatId by abridainl the pseudonym 

"Gil)' Host." combiniDg the first iDilitd ~g' with tho Iast,name "h~. tt 

c. The fictitious uGary Host's" e-mail address was idcatified as 

"ghost@mailillator.com.rt This was a "throwaway" e-mail address.Mailinatot is 

a m:o, disposable e-mail service that allows a user to create a new e-mail address 

at needed. without oven rcgiateriDa tho address with MailiDator. Mailinator 

provides this service for \ISm to have an anonymous and temporary e-mail 

.Jdress. MailiDator accepts mail for any e-mail address directed to the 

.".illnator.com domain without need for a prior registration, and it allows anyone. 

in the world to read that mail without havina to create an accouat or enter a 

password. All mai13ent to maillnator.com is automatically deleted after several 

hours whether read or not. 

16. On September 2St 2010? SWIItZ _ tho ACe laptop to systematically access and 

rapidly doWDload an extraordinary volume of articles from ISTOR. He used a softwaro prop8IIl 
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to automate tile downloading process SO that a human beina would not need to keep typing in the 

archive requests. The program wu also desiped to sidestep or confuso JS1OR. 's efforts to 

prevtnt this behavior. 

11. lbtse rapid lind massive downloads and download requests impaired computers 

used by JSTOR. to service client research iDsti1utions and threatened to misappropriate its 

archive. 

18. As JSTOR. and then MIT. bectme awaro of theM off ON to steal a vast proportion 

of 18TOI.·s mlUYe, each took steps to block the Sow or articles to Swartz's computer and thus 

to prevent him from rediatributing them. SW8d2, in tum, repeatedly altered tho appearance of his 

kettlaptop and the apparent source of his automated demands to get arounc:l JSTOR's and MIT's 

blocks against bis computer. 

a. On the CVCDing ofScpttmbet 25, 2010. ISTOR hlodced the compurerts 

access to its network by refUsing communications trom the computer's assigned 

IP address. An IP (short for ··Intemct Protocol") address is a unique numeric 

addcas used by a compmer on the Iatemct. E1/oty computer attac:bed to the 

Internet must be asiped an IP address so the lntemet traf& seat hm and 

directed to that computar CaD be directed properly ftom tho source to its 

destinatioa. Moat Internet servke providers control a range orlP Addre3SCS. MIT 

controls alllP &ddrasos that begin with the DUmber 1 S. lu this cue. the QXl\putcr 

had been assigned ID IP addrut of IS.SS.6.21 S, and JSTOR blcx:ked 

communications from that IP adchas. 

b. On September 26, 2010, Swartz obtained for his computer a new IP 

address OD the MIT netWOrk -18.55.6.216 - audbopn apbl to download III 

cxtraotdinar)' volume of lltielos fiom ISTOR. AccesseI fi'om tbiJ address 

condnued until the middle of ~ day, wbeD JSTOR spotted and blocked this IP 

address U wen. Because the exploits on September 25 md 26 were both 
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llWlched from MIT lP addresses bqinnins with 18.S5.6 I and because computers 

used by lStolt to service client mearch iaatltutioDS were apia impaired and its 

archive at risk of misappropriation, OIl September 26, 20 10. JSTOR. began 

blocking I much broader ranKe of IP ~ As a result, lqitimate ISTOR 

users at Mrr wer. denied access to ISTOR's udUve untn September 29.2010. 

c:. Notified by JSTOR of what was bappenin., MIT souaht to block Swartz 

more specifically. It did so by prohibiting the Ae« laptop from 'beinl_sn«t III 

IP address on Mrr's network. When a user plup his camputet into the wirccl 

network on Mll"s campUs. his computer'. MAC address is Used to determine 

whether be bas been authorized to use the DCltwork. A MAC addlas is a unique 
. 

identifier assipeci to a computer network imcrf.:e. in tbiJ ASO, tbe Acer laptop', 

network interface card. A MAC address most often is assigned by. the I 

manufacturer of the network interface card and therefore pnerally remains 

constaDt on the .de"lice. Although a MAC address is iDtended to be a pennanellt 

and alobalfy unique tdeDtificatioDt a user with the risbt lmo~JedSO can change the 

MAC address, an action referred to as "MAC address spoofing:' as discussed 

below. 

d. As part of the reJistration proam, "Gary Host'i' oomputer, i.e., tho Actst 

laptop, hacl iclentified its network iaterfi&ce's MAC address u OO:23=Sa:7~J:.St:.fb. 

Consequently, on SepteMber 27,2010, MIT deactivated the guest rqjstratiOl\ for 

tho "Po- laptop" by bani,., Illy network infetface with that MAC address from 

beiq usiped a rtew IP add!ess. 

19. Mrr baMecl the Acer laptop &om its network under and consistent with its own 

4:OIftpuler use rules, which required users to: 

L use the network to support Mfr' research. education, .. MIT 

administrative activities. or allclit to DOt (,"meR with these activities; 
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b. maintain the system·s security and conform to applicable laws, including 

copyript laws: and 

c. coliform with Nics imposed by any networks to which users connected 

throuah MIT's system. 

Guest users of the MIT netWork asreed to be bound by the same rules that applied to students, 

facultY, IIId employees. Those rules explicitly notified USCI'l1.bat violatiolll coul41ead to state or 

federal prosecution. 

OctoNr 2 rhr.9, 2010 

lO. Despito know,illl that his computer ha4 been blocked from ISTOR's and MIT's 

netwodts, Swartz sought and obtained another pest connection OD M)rs mtwork, aaam for his 

Acor laptop less than a week later. on October 2, 2010. 

21. Once apill, Swartz registaed the Accr latop on the oetworJc usini idonWiers 

chosaa to avoid identitYial Swartz as the computer· oS owner and user. 

a. The computer was OJICC apin teJistered under the fictitious name "Clary 

Host" aDd the cleat name "ghost laptop." 

b. To IMdc the MAC address block, Swartz spoofed the computer's MAC 

address, manipul.unl it from O0:23:Sa:73:5f:fb to OO:23:Sa:73:5f:fc (the fiDal "b" 

became a."c"). 

c. By ro-rel)isteriDg the "Pst laptop," Swartz ensured that it was assiped a . _ 

DCW IP address. By obtaininl a ~ 1P adclro$s, Swartz disassociated his rope 

computer hm the 1P Mldresses used to exploit JSTOR in s.ptember. 

22. On October 8.2010, Swartz COJUleCtai a second computer to MlT's netwodc add 

rqistend as a Buest. using similar uamina conventions: the computer was re&istered under the 

DIUIle "Omc Hoslt II the computer cHent name "shost macboo.k, " ancl the tbtow-away e.mail 

adchas "post42@maUiDator.com.ft 

23. The next day~ October 9J 2010, Swartz used. both the 44ghost laptop" and the 
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'-ghost macbook" to systematically and rapidly access and download an extraordinary volwne of 

artkles from JSTOR. The pace was so fast that it brought down some or JSTOR's computer 

servers. 

24. In response. ISTOR blo<:ked the entire MIT computer network's access to ISTOR 

for several days, btginning on or about October 9.2010. 

November and !Jec,mber, 2010 

25. Durin& Novembet a11d December, 20\0, Swartz used the 4Cgbost laptop" (Le .• the 

Aur laptop) at MIT to make over two million downloads from JSTOR. This is more than one 

hundred timea 1I1e number of downloads durinl the same period by aU the legitimate MIT JSTOR 

UBerI combined. Of the downloatb, approximately half were research articles. with the remainder 

being reviews, news, editorials. and mbcellaneous documents. 

26. This time around, Swartz circumvented MIT's guest registration procels 

altogether when he connected to MIT's computer network. By thill point, Swartz was familiar 
. I 

wiUl the 1P addresses available to be assigned at the switch in the restricted network interface 

closet in the basement of MIT's BuiJding 16. Swartz simply bard-wired into the netwOrk and 

assigned himself two lP addresses. He hid the ker laptop aud a succession of oxtemal storage 

drives under a box in the closet. so thatthey would not be obvious to anyone who might enter the 

closet. 

JQ1tUtJry 41hrough 6, 1011 

27. On Januazy 4, 2011. Auon Swartz was observed enterini the restricted basement 

network wiring closet to repla«:e atI external bard drive attached to his computer. 

28. On January 6, 2011. Swartz returned to the wiring closet to :remove his computer 

equipment. This time he attempted to evade identifiCalion at the entrance to the restricted area. 

As Swartz entered the wiring cl03ety he held his bicycle helmet like a mask to shield his face, 

looking through ventilation boles in the helmet. Swartz then removed his computer equipment 

from the cJoset, put it in his backpack, and left, again masking hi3 face with the bicycle helmet 
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before petring through a crack in the double doors and cautiously stepping out. 

29. Shortly thereafter. Swartz connected the Acer latop to MIT's network in a 

different building. again registering on the netWork using identifiers chosen to avoid identifying 

Swartz as the computer's owner and user. 

a. The computer was registered under the fictitious name "Orace Host" and 

the client name "shost laptop. n 

b. To ende the block Oft the computer·, MAC address, Swartz had spoofed 

(manipulated) it! MAC address a second time, changing it from the blocked 

OO:23:Sa:73:Sf.tb to OO:4c:e5:aO:e1:56. 

c. By re-registering the "shost laptop," Swartz ensured that it was assigned a 

new IP address. By obtainina a new IP address fOl his rogue computer) Swartz 

disassociated it from the IP addresses used to exploit JSrOR up to ~ point. 

30. Swartz had a software program named "keepgrabbing.py" installed on the Acer 

~aptop. Keepgrabbing.py was designed to download' .pdf files from jSlor.org and sidestep or 

confuse ISTOR's efforts to prevent the bebavior. 

31. When MIT Police spotted Swartz on the aftemoon of Jan\Wy 6. 20 t 1 and 

attempted to question him, he fled with a USB drive that contained the program 

"keepgrabbing2.py." ·1(eepgrabbln&2.py" bad distinct similarities to "keeppabbing.py." 

32. In aU, Swartz stole approximately 4.8 million articles, a major portion of the total 

archive in which JSTOR had invested. Of these, approximately 1.7 million were made available 

by independent publishers for purchase through ISTOR·s Publisher Sales Service. 

33. Swartz intended to distributft a signifICant portion of ISTOR's ~bive of digitized 

journal articles tbrough one or more file-sharing sites. 
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COUNTl 
Wire'raud 

18 UoS.C If l343 & 1 

34. Th~ Orand Jury realleges and iacorporates by reference the allegations in 

paraaraphs 1·33 of this Indictment and charges that: 

From on or about September 24, 2c»)O,lhrou~ January 6. 20) 1. or thereabout. in the 

District of Massachusetts and elsewhere, tho defendant, 

AARON SWARTZ, 

having devised and intended to devise a scheme and artifICe to defraud and for obtainiDS property 

- ruunely, journal articles digitized and distributed by JSTOR, and ~pic$ thereof- by me1W 

of material (alse and fraudulent pretenses, representations! and promises, transmitted and <:aused 

to be transmitted by means of wire communication in interstate commerce writings, si~ 

signals, aDd pic:tures - namely. communications to and from JSTOR's computer scriCfS - fcr 

tho purpose of executing the scheme, and aided and abetted the same. 

All in violation of Title 18. United States Code. Seetions 1343 aDd 2. 

10 
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COUNT 1 

Comp .... rrnud 
18 U.s.C •• , 1030(1)(4) .\ l 

35. The Orand Jury realJeges and incorporates by ref~ence the allegations in 

paragraphs 1·33 of this Indictment and charges that: 

From on or about September 24, 2010~ through January 6, 2011, or tbereabo~ in the 

District of Massacbusetts and elsewhere, the detendaftt, 

MIl0N SWARTZ, 

knowingly aDd with intent to defnNd. aetessed a protected computer - namely. a ~mputer on 

MIT's network and a computer on JSTOR' 5 network - without authorization and in excess of 

authorized acces~ and by means of such conduct furthered the intended fraud and obtained 

thinl'ofvalue-namcly. digitizedjoumal articles from lSTOR's an:hive- and aided and 

abetted the same. 

All in violation ofTit1e 18, United States Code, Sections 1030(a)(4) and 2. 
j 
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COUNT) 
UalawfuJly ObtaiDhl( IDlormation from a Proteeted Computer 

18 U.S.C.111030(a)(2), (e)(2)(B)(Ut)" 1 

16. The Grand Jury reaJleges and incorporates by reference the allegations in 

paragraphs 1·13 of this Indictment and charges that: 

From on or about September 24, 20 10, through January 6, 20) 1. or thereabout, in the 

District of Maasachuseus and elsewhere, the defendant,. 

AARON SWARTZw 

intentiooalIyaccessed a computer - namely, a computer OD MIT's fXlmputer netwodc and a 

computer: on JSTOIl's network - without authorization and in exccu of authorized access, and 

thereby obtained from a protected computer information whose value exteCdcd $5,000 -

namely. digitizedjoumal articles from JSTOR.'s arclUve - and aided and abetted the same. 

All in violation of 18 U.s.C. §§ 103O(a)(2). (c)(2)(B)(iii) and 2. 
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COUNT 4 

Recklessly D .......... Proteeted Co.pllter 
18 U.S.C. 111030(.)(5)(8), (t)(4)(A)(I)(l),(Vl) 4 1 

31. The Orand Jury realleges and incorporates by referollte the allqations in 

pamgraphs 1·33 of this Indictment and charges that: 

From on or about September 24, 20l0, chroughJanuuy 6, 2011, or thereabout, in the 

District of Massachusetts and elsewhere, the defendant. 

AARON SWARTZ, 

UueDtionally accessed a protected computer - namely, a computer on MIT's computer network 

and a computer OD JSTOR.' $ network - without authorization. and as a result of such COnducl 

recklessly caused damage to MIT ami JSTOR, and. during a t.ycar period, caused loss 

aggregating at loast $5,000 in value and damage anecting at least iO protected computers, and 

aided and abetted the same. 

AU in violation of Title 18, United States Code, Sections I03O(a)(S)(B), 

(c)(4)(A}(i)(I),(VO & 2. 
J 
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UNITED STATES GOVERNMENT 

NIemorandum of intervie'vv lIArl: \/'<1) 

. I "'~ 

~;\;IllF.(:T 

II'f:ER'ilE','ifO 

!N 
... U€I:O~illn! 

March 9, 20 II C.S. Secret Service 

Case # 102-775-60071-5 

in ~~~~~~~T~h-e~m-re~rv~l~'e-w--~-'a-s-c-o-n~d~u-ct~ed ~';;';";':;~~"""-....., by A em ibl(I)) (b)(7ifC) and Agent (b)('11 ~c,)i7W~) San Francisco Field Office. During the int!!rview 
i!J)(9 (to ) was asked about Aaron Schwarz and any intonnation she had regarding his recent arrest The following is a summary of her statements: 

(~w~y)" .~ated that she is the kind of h'iend that does not ask questions when a friend asks for help. f;~!(~) (t;) Jelaoorated. by stating that she received a phone caB from Schwarz, who asked her to caJ! his lawyer and arrange bail tor him. which she did. ' i 

J J 
When'~~~~~~bl Jwas asked about any additional contact with Schwarz, she advised that she didn' t havt! any contact, but did hear that due lO his arrest, he was no ionger allowed on the MIT campus. Due to this re:)triction.I~~:i~;\ ib) ~vised that she heard Schwarz was upset because he would not be permitted to · articipate .in an annllal campus wide scavenger hunt, of which he pmticipates in e\'ery year. 
(b)(?,l(b) was asked if Schwarz ever mentioned JSTOR records to her. of which sbt! advised that s.ge didn't klli)W -hat JSTOR was and asked for an explanation. Once JSTOR was explained in more detail, (~)(g lbl advised that she believes that she may have access to [hose records 1(!))(6) (t> ](7)(GI 

L-____ ---- but has never heard Schwarz discuss JSTOR r~ords. 

During the course of the interview, '_~ltf.i.).(b: was fully cooperative and openly answered any questions that were a~ked of her. f~~(~!:(bl tated that she would fully ~O() erate in this investigation, and stated that if she hears from SCh\,\iarz.. that she would contact Agent \~:W~_:.<'} l who provided his contact 
infom'lation at the conclw>ion of the interview. 
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UNITED STA rES GOVERNMENT 

rvIenl0randum of interview 
UA[;: .\..'10 

.1,\11£ 

$LOJe';l 
fN'lZ.)t·, 'eV, fiO 

IN 
~ rr~NI). \NC;! 

April 1.3.2011 U .S.Secret Service 

I Courthouse Way. Boston. MA 022 I 0 Case Ii I02-77S-60071-S 

(~»){t3).(b)/7)tG) 

On April 13,2011 t 11b)(6) (Wilel.;l Iwas interviewed at the John Joseph Moakley U.S. Courthouse at ! 
Courthouse Way, Boston Massachusetts, in reference to the Boston Field Office case! number lO2-
775-60071-S. The interview was conducted by AgJnt (t.)(6)(b)1i jiG) and Cambridge Police 
Detective b)(~) (0)17)((;) and Assistant U.S .• ~.ttomey tephen Heymann. Also in attendance were 
/(b)(6) (1))(7)(C land Ib)m: 'c,l{ )f(~ ) ttomeys \"'ith Fish and Richardson Professional Corporation. The 
following is a summary 0 er statements; 

(b)(6) (t'll7)(C ) 

sIle received a caB trom Swartz and that he told her he had been 
~a-lT-e-s~te""'. 'f(j(b~)(",,~!:;;(t:0'l"""sa""i""'-::tT'"a-:t:-s"""'e-l"T· -Inot want to know wh ' he had been arrested ,md that she was 
concerned about how ill! was emotionally, Lib_·)(_G)",.{b...,.1(~7:~.((,...,·)=~_-,.._---,,...,.......,..,....,..--~ __ '?!'"',,,,,,,,~,!,!,,!,!,!,..L.., 
(/))(6) (b)(7)(r;) '\.aid that (b)(fj j (!)J(7ii(~) osted bait for Swartz. (t'i !I)) i/:' I(T;/C) 

(b)(6) . (b~(7)(q the he had. met Swartz befiJre. (b)(~) jh) said that (he main part of 
the discussion was regarding Swartz's mental health and that Swum has had some depression 
problems. t~;~;:,\(bJ Isaid that she remembered Swartz mentioning something about a computer and 
something about Massachusetts Institute of Tedmoli:)gy. 

.o)(f3) (b)(7)(C) 

bJ\~),(t.) said that Swartz did not like to have a computer at his house but that he had an office at the 
democracy cente.r. (b); ~) (h I aid that she thought fhat Swartz generally used Mac equipment. 

(t,){~! (0) said that she understood that Swartz did something with JSTOR. (~if6!,(i)) aid that she 

I 

believed that academic publishing is despised by academicsLIl_)(",:,,5)_(b~')(_7)_(C_·)~_-:-...,.... ___ --:-~;-----I 
said that researchers have to pay to be published and then people have to pay to have access to the 
works. 
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=:fil Electronic Crimes 'Special 

CASE NUMaER: 102-866-0060011 

CASE TITlS: SWgr-.z 

CITY OF OFFENSE= Cambndg$ 
STATE OF OFFENSE: MA 

CAse OFFICE: 80S ti0l} 
DATEs!APffi~ 

EXAM DATE: 07/0712011 

SUBMIT DATE: 07.'25/2011 

usss CAS~ ,,..FORMA TIO,.. 

J-CASE: 

S-CASf: S 
OCCURRENCE: NOT SPECIF!ED 

QTHsR AGENCY INFORMA rpN 
OTHER AGENCV! N 

OTHER AGENCY NO: 

REQUESTOR: 

REQUeSTOR NUMBER: 
S;ME ENCBYPIJQN 

ENCRYPTION USED: N 
ENCRYPTION OESCR: Nor SPECifiED 

Agent Program 

TOTAL. MEDIA PROCESSeD: 930r6 

SUaJECT: Swartz Aaron 

100: N 
REQUESTER: AUSA Heymann 

(!:o)("') (b)!7)(C) EXAMINER'S SUPERVISOR: 1-.-___ ..... 

EXAMfNER'S OFFICE: 80S (102) 

APPROVED DATE: 071271201 f 

SSF~1544; 102 2011 CE 39 
INTERNAL TRACKING NUM: 

ICR: 

.' 

CASE SUftt4MARV: Aaron Swart.z brol(a !nto a Mi'>jIIOf1I ClOse! in MiT. attaciied a laptop to the M!T network and IlIeg~l!y tlowfiloaded a largit number of documents from jSTOR. DISPOSITION EVIDENCE: Held 10 Itte Boston fi$id Office pending ludioar action 
c.a.senpgs 

PRIMARY CASE TYPe: 666.775 · Computar Crims tnvestigatiDl'S 

SEOONDARY CASE TYPES~ 848.193· FinanCial Crimes Task Forces 
846.191 .. Electronic Crlmefi Task Force 

JNVeSTIGATryE rOOts 

648.930 - Crimea tnvalvu19 UM of Em.erglng T '!Ichno!ogy 848.304 - BOoks/Poems/Plays 

Offica: BOSTON FielD OfFICE Agent Pho 
Approved by em on 07127/2011 
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