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UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS
)

UNITED STATES )
)

¥. ) No. 11-10260-NMG

)

AARON SWARTZ )
)

MOTION TO SUPPRESS ALL FRUITS OF INTERCEPTIONS AND DISCLOSURES OF
ELECTRONIC COMMUNICATIONS AND OTHER INFORMATION BY MIT
PERSONNEL IN VIOLATION OF THE FOURTH AMENDMENT AND THE STORED
COMMUNICATIONS ACT AND INCORPORATED MEMORANDUM OF LAW
(MOTION TO SUPPRESS NO., 1)

Now comes the defendant Aaron Swartz and respectfnlly moves that this Honorable Court
suppress as evidence at the trial of this case (1) the network flow data and DHCP logs collected by
MIT personnel and disclosed to the government without a warrant or court order or subpoena, as
well as all evidence derived therefrom, and (2) it evidence from the packet capture jnstituted by
MIT personmel on the moming of January 4, 2011, and continuing, at the request of the government
that MIT personnel contime to intercept electzonic communications, through Jannary 6, 2011, and
subsequently turned over to the Secret Service, as well as all evidence derived therefrom.'

As reason therefor, defendant states:

It a separate motion to suppress, Swartz contends that after law enforcement agents arrived
op the scene on January 4, 201 1, and recommended that MIT personnel continge the packet capture
they had begun earlier that morning and began to direct the investigation, MIT personnel wereacting
as government agents, and their actions were therefore subject to the requirements of the Fourth
Amendment. See Motion to Suppress All Pruits of Warrantless Searches Conducted from Jaguary
4,2011, to January 6, 2011, And Incorporated Memarandum of Law. This motion is directed inpart
at the interceptions conducted by MIT personnel before they began acting as government agents, as
wellas MIT"s turning over to the government material in which Swartz had a reasonable expectation
of privacy, in the complete absence of judicial process compelling MIT to produce such evidence
to the government at 4 time when law enforcement agents were directing MIT employees regarding
how to fusther their eriminal investigation of the defendant.
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1. He had a reasonable expectation of privacy in the electronic communications flowing to
and from his ACER netbook.?

2. The interception of network Bow data to the nethook and the packet capturs constituted
interceptions of electronic communications within the meaning of Title 11,

3. The interceptions conducted by MIT and its disclosure of the information gathered to the
Seeret Sexvice violated 18 U.8.C. §2511( 1), as no exceptions to the requirements of Title L apply
to MIT's conduct. The evidence, along with all derivative fruits thereof, must, therefore, be
suppressed a5 violative of the Fourth Amendment.

4. The disclosure of DHCP logs by MIT personnel in the sbsence of 2 warrant issued upon
a showing of probable cause or a court order pursuant to 18 U.S.C. §2703(d) violated the Fourth
Amendment and/or the Stored Communications Act.

3. MIT’s disclosure to the Secret Service of DHCP logs, network flow data, and packet
capture information inthe absence of asubpoenaor search warrant violated 18 U.S.C. £§2702,2703,
as well as Swartz’s ights under the Fourth Amendment mcl:l that suppression of the evidence, as
well as all derivative fruits, in required,

THE DEFENDANT REQUESTS A BEARING ON THE WITHIN MOTION.

LOCAL RULE 7.1{A}2) STATEMENT

The undersigned counsel has conferred with AUSA Stephen Heymann. The govemmt

opposes the suppression remedies sought and wilf tespond to defendant’s request for 4 hearing in its

response to the motion.

* All averments herein regarding Swartz’s ownership and possession of the ACER nethook
and the attached hard drive, and the communieations tlowing (o and from them, are made pursaant
to the protections provided by Simmons v. United States, 390U 8. 377,392-94 (1968).
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Network Engincer, which was connected to the netbook and intercepted the communications coming
to and from it. Jd. Later that day, beginning at 11:00 an, the Secret Service assumed control of the
investigation.’ Later on January 4, 201 1, Mike Halsall, MIT Senior Netsork & Information Secyrity
Analyst, turned over to Secret Service $/A Michael Pickett “historical network flow data concerning
18.55.6,.240 & 7.240 [the IP addresses assaciated with the earlier ISTOR downloads]® dating from
12/14 until present and relevant DHCP log information’ from prior accurrences of ghost-macbook
and ghosi-laptop [the two guest registrations at issue] JISTOR downloading incidents (from Sept. and
Oct.).” Timeline at 7. The disclosure took place only after the MIT General Counsel’s Office
approved the disclosure of the information to law enforcement anthorities even in the absence of
warrant or court order or subpoena - and at & time when MIT personnel were acting as government
agents - and in contravention of MIT policy that such information, which exceeded that found in
bank records or telephone toll records, would be disclosed only upon the receipt of lawfal court
orders or subpoenas, i.e., process complying with the Stored Communications Act, 18 U.5.C. §2701
et seq. See Section IV, infra. In a separate email from Halsall to 8/A Picket on January 8, 2011,
Halsall told Pickent that he “hop(ed] to have the peap/flowsévideos/logs all in by to me Monday,

* See Motion to Suppress All Fruits of Warrantless Searches Conducted from January 4,
2011, to January 6, 2011, And Incorparated Memorandum of Law.

* Network flow data shows connections made between computers and the amount of
information transmitted. It shows the start and stop time of 3 connection, the source IP address, the
IP address of the website contacted, source and destination port numbers, and the number of bytes
of information transmitted.

7 “DHCP” stands for Dynemic Host Configuration Protocol. DHCP assists
with the assignment of IP addresses to computers on netwarks. When s computer joins & netwotk,
the computer issues a DHCP request on the network, which asks a DHCP server on the network to
provide an IP address to the requesting computer. Part of the information contaiped in this request
is the MAC (Media Access Control) address which is a unique identificr of the network card
contained in the computer requesting an [P address. It also includes the commands made by the

computer in question. See page 7, infra.
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possibly sooner ~ if you don't already have a copy of the video or peap [packet capture], I'll make
sure you get one.” Exhibit 2. No warrant or court order has been provided to counse! which would
evidence the government's having, even post-interception, acquired the contents of the warrantless
interceptions by seeking judicial authorization as required,

iL  MIT'S ACTIONS VIOLATED TITLE IIL.

A.  Swartz Had a Reagonable Expectation of Privacy tn his Electronic
Communications tv and frem his Nethook.*

Swarlz had a subjective expectation of privacy in electronic communications to and from his
nethook, and that expectation is one which society should recognize as objectively reasonable. The
netbook was connected to the MIT network, but “the mere act of accessing a network does not in
itsolf extinguish privacy expectations,” United States v. Heckenkamp, 482 F 3d 1142, 1146 (9th Cir,
2007). MIT has a liberal guest access policy, which was described by Titn McGovern, MIT Manager
of Network Security & Support Services, as follows:

No authentication of visitors. Visitor aetwork access {s provided as an on-demand self-
service process for anyone who walks onto campus, plugs in, or elects to use our wireless

nerwork, and declares themselves a visitor, and they get 14 days of network privileges.

No identity verification. Visitors are asked to provide an email address. The email address
is not used to verify that a bona fide identity exists . .

No guthentication of users accessing ISTOR .org. By agreement, JSTOR.org allows any
computer with a net 18 IP address [an MIT IP address] to access their resources without
further identification or authentication.
Exhibit 3. In fact, in intemnal emaits, ISTOR described MIT as “unique” in having an open campus,
Exhibit 4, Unlike other institutions which Tequire passwords to access their servers and requite

additional layers of authentication to access digital libraries such as JSTOR, MIT required neither

* Swartz incorparates by reference the discussion in Section I of his Motion ta Suppress All
Fruits of Warrantless Searches Conducted from January 4, 2011, to January 6, 2011, And
Incotporated Memorandum of Law.

{RIF
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The DHCP serveris in a secure location and complies with securs data storage best practices.
IS&T's Network Services Infrastructure team acts as the data custadian for DHCP logs, and
enspres that the logs are stored securely and are deleted when they expire.

LR R R

MIT is reguired to comply with a court order or valid subpoena that requests the disclosure
of information contained in DHCP logs. Failure to comply could have serious consequences
Jor the individuals, IS&T, and the Institute, MIT's Qffice of the General Counsel Is qualified
and authorized to confirm that a request for information contaimed in logs is legitimate and
1ot an improper attempt to gain access to confidential information,

1d. (emphasis added).
Moreover, on many oceasions, the MIT RADIUS log server provided further evidence
documenting MIT’s authorization of Swartz's access to the MIT network:

Remote Anthentication Dial In User Service (RADIUS) is a networking protocol that
provides centralized Authentication, Authorization, and Accountin g{AAA) management for
computers to connect and use a network service. . . . Because of the broad support and the
ubiquitous nature of the RADIUS protocot, it is often used byISPs and enterprises to manage
access to the Internet or internal networks, wirsless networks, and integrated e-mail setvices.
. - - The RADIUS server is ususlly a background process running on a UNIX. or Microsoft
Windows server. RADIUS serves thres fisnctions:

* to authenticate users or devices before granting them access to a network,

*  to authorize those users or davices for certain network services and

* o account for usage of those services.

http:/fen.wikipedia.org/wiki/RADIUS (last visited September 23, 2012)(emphasis added). Swartz,
accordingly, maintained a reasonable expectation of privacy in the communications to and from his
netbook and that expectation was objectively reasonable.
B.  MIT’s Actions in Intercepting Communications to and from Swartz’s Netbook
and Disclosure of the Intercepted Communications Vielated Title I11.
I8 US.C. §2511(1) prohibits:

(8) intentionally interceptfing]), endeavor{ing] to intercept, or procur{ing] any other person
to intercept or endeavor to intercept, any wire, oral, or elactronic communication,
LE N ¥

() infentionally disclosfing], or endeavor{ing] to disclose, to any other person the contents
of any wire, oral, or electronic communication, knowing or having reason to know that the

8
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information was obtained through thé imerception of & wire, oral, or electronic
communication in violation of this subsection;

(d) intentionally usfing], or endeavor(ing] to use, the contents of any wire, oral, or electronic
communication, knowing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication in violation of this
subsection . . ..

18 U.8.C, §2510(12) defines “electronic communication” ag “any transfer of signs, signals, writing,
images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio,
electromagnetic, photoelectronic, or photooptical system that affects interstate or foreign commerce
... .” Bection 2510(4) defines “intercept” as “the aural or other scquisition of the conteats of any
wire, electronic, or oral communication through the use of any electronic, mechanical, or other
device.” “Contents” is in turn defined as “any information concerning the substance, purport or

meaning” of the communication. §2510(8)cmphasis added).

The packet capture, which targeted the content of data belng sent to or from the netbook that
was discovered in Building 16s data room, revealed the contents of electronic communications of
all electronic communications intercepted. See Email from Dave Newman, MIT Senior Network
Engineer, to S/A Pickett, January 5, 201 1, Exhibit 12 (“Thave collected about 70G of network traffic
so far with about 98% of which is the JSTOR journal downloads”). Use of the packet capture
constituted the interception of electronic communications of the defendant aud others, inchiding, but
not limited to, those with whom he was communicating within the meaning of Title IIl, see, eg.,
United States v. Councitman, 418 F.3d 67 (lst Cir. 2005)(en banc)diverting incoming
communications constitutes interception within the meaning of Title ), which was ynlawful in the
absence of a valid Title Il order authorizing the interceptions of the electronic communications, of

which none were sought or issued here,
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The DHCP logs also captured content as they captured the message sent from the sending
computer requesting an IP address, which is the “substance, purpont, or mesning” of the
communication.” The network flow data showed that a communication took place between one
computer and another and the amount of information transmitted. These, too, constitate “contents.”"
Inin re Application of United States, 396 F.Supp.2d 45, 48-49 (D.Mass. 2605), the Court recognized
that “dialing, routing, addressing and signaling information” may disclose “content” and mandated
that the order include instructions to the provider that “{t]be disclosure of the ‘contents’ of
commurications is prohibited pursuant to thig Order even if what is disclosed is also dialing, routing,
addressing and signeling information’ and that “the term ‘contents’ of communications includes
subject lines, application commmands, search queries, requested file names, and file paths.” See, eg.,
United Sates v, Forrester, 512 F.3d 500, 510 0.6 (9th Cic. 2008)(suggesting thata technique which
reveals the URL visited would be “constitutionally problematic™).

Therefore, the interceptions were unlawful unless they fell within an exception to the
prohibitions of §2511. The “provider exception” to Title T, §2511(2)(a)(i) provides:

It shall not be unlawful under this chapter for an operator of a switchbosrd, or an officer,
employee, or agent of a provider of wire or electronic communication service, whose
facilities are used in the transmission of a wire or electronic communication, to intercept,
disclose or use that communication in the normal course of his employment while engaged

in any activity which is a necessary incident to the rendition of his service or to the
protection of the rights and property of the provider of that service. . . .

? Another issue specific to the DHCP logs is addressed in Section I1I, infio.

' Such information is not analogous to a pen register, which has been held not to reveal
content, because a pen register does not even show whether a communication even took place, see
United States v. New York Tel. Co., 434 U S, 159, 167 (1977). Bven & pen register requires a court
order based upon a “certification by the applicant that the information likely to be obtained is
relevant to an ongoing ctiminal Investigation being conducted by that agency” 18 U.S.C.
§3122(b)(2).

10
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{emphasis added).'" “The statute’s use of the word necessary, its proviso restricting random
monitoring and Congress’ intent to maximize the protection of privacy . . , suggests that this
authorization should be limited in scope.” United Stases v. Freeman, 524 §.2d 337, 341 (7th Cr.
1975). See, e.g., United States v. Cornfeld, 563 F 2d 967, 970 (9th Cir. 1977)(“the authotity to
intercept and disclose . . . communications is not unlimited™); United States v, Harvey, 540 F.2d
1345, 1350 (8th Cir. 1976)(authority granted by §2511(2)(a)(i) “maybe exercised only to the extent
necessary for ‘the protection of the rights and property of the carrier™); United States v. McLaren,
957 F.Supp. 215, 218 (M.D.Fla. 1997)(“the court must consider whether the provider of electronic
communication service bad reasonable causs to suspect that ity property rights were being abused
by a particular subscriber”(emphasis added).

Here, the circumstances demonstrate that MIT personnel did ot intercept the
communications at issue to protect MIT's rights or property as a provider of elecironic
communication service. Tnstead, its concern was hiﬁally with the protection of the rights and
property of ISTOR and thereafter with assisting law enforcement with discovering the motive and
intent of the owner of the netbook and in acquiring evidence thet would further the criminal
investigation of the individual responsible for the JSTOR downloading, Once the netbook was
physically discovered, MIT personnel, aware that its owner would return to retrieve the external hard
drive that was attached to the nethook snd receiving the downloaded data, instafled video
surveillance to identify the owner and help in his apprehension. The investigation commenced with
2 notification from JSTOR regarding excessive downloads of journal artictes, and thereafter MIT

" 18 U.8.C. §2510(15) defines “electronic communication service” az “any service which
provides to users thereof the ability to send or receive wire or electronic communications.”

i
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personnel worked with JSTOR to develop and institute a plan which would prevent MIT guest users
from accessing JSTOR without an additional levef of authorization and permission. There was no
need for further investigation on MIT’s part, as its electronic communication system was never in
the slightest danger of injury or other detrimental impact. Once the netbook was located, MIT
advised JSTOR of the discovery and asked it to black the particudar IP address it was using, See
Exhibit 13. MIT also had the option, which it did not choose to ¢xercise, to simply take the netbook
offline. Instead, it kept the conmection alive only to assist law enforcement and to further a criminal
investigation, objectives well outside the narraw parameters of the provider exception to the general
prohibition of wamrantless interceptions of wireless communications in transit..

Even at the outset of the investigation which began again on January 3, 2011, the objective
was to placate JSTOR, which bad deemed MIT’s prior efforts to identify the person responsible for
the downloads “tepid,” Bxhibit 14, and ensure continued MIT access to JSTOR, as witess the
central role played in the investigation by Ellen Durancean, MIT Program Manager of Scholarly
Publishing and Licensing, and not a “necessary incident” to the “protection of the rights and
propenty” of MIT as electronic communications service provider. A3 of the next moming, January
4, 2011, MIT persormel were acting as agents of law enforcement, and their purpose was not (o
protect MIT"s electronic communications system but instead to further the eriminaj investigation,
Section 2511(2)(a){i) does not extend to the prosection of institutional interests in general but instead

only to the protection of the electronic communication system itself,” Once the ACER was located

" See Mation to Suppress All Fruits of Warrantless Searches Conducted from January 4,
2011, to January 6, 201 1, And Incorporated Memorandum of Law.

*! The intereeptions also did not fall within the “trespagser exception,” §2511(2)(i), because
Swart2 was not a trespasser, see Motion to Suppress All Fruits of Warrantless Searches Conducted
from January 4, 2011, to January 6, 2011, And Incorporated Memorandum of Law at £6-19, and,
most importantly for present purposes, MIT personnel were not, until law enforcement agents

12
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on the morning of January 4, 2011, MIT’s problem with JSTOR could have been ended by
disconnecting that computer from the MIT network. Instead, it elected to intervept communications,
not o protect the MIT system, but to gather informatian for law enforcement purpses, such as the
motive and intent of the person responsible for the downloads, and to determine whether any of the
downloaded infarmation had been transmitted o others by the netbook, a purpose which was
protective of JSTOR and in furtherancs of law enforcement’s acquisition of proof of the possible
cotnemission of verious federal offenses, but not protective of MIT’s ¢lectronic communication
services, as required by the statutory exception.

Moreover, even if the Court wers to conclude that MIT, as electronic communications setvice
provider, was acting to protect its own interest gua service provider as it searched for the “offending”
computer, “the federal courts . . . have construed [§251 12)(a)(i)] to impose a standard of
reasonableness upon the investigating communication carrier.” United States v, Harvey, 540 F.2d
1345, 1351 (8th Cir. 1976). See, e.g., United Statesv. Hudson, 2011 WL 4727811 at *7 -#8 (ED.La,
Oct. 5, 2011)(“The Fifth Circuit has held that this provision imposes a reasonableness requirement
on carriess,” citing United States v. Clegg, 509 F.2d 603, 613-14 (5th Cir. 1975)); United States v,
McLaren, 957 F.Supp. 215, 218 (M.D.Fla. 1997)(court “must consider whether the interception
activities were reasonable”). The interceptions at issue here weat far beyond anything that was
necessary to the protection of MIT"s rights and property; prior to the January 4, 201 |, inferceptions
and the wartantless disclosures of protected information, the ACER laptop had been discovered, its
connection to the MIT network had been identified, video surveillance had been instituted to identify
the owner, end a namow shutdown of service to that computer would have accomplished any

legitimate goal of protecting MIT"s slectronic communication service.

encouraged and adopted the ongoing packet capture, acting “under color of law.”
13
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Similarly, an electronic communications system provider may disclose to law enforcement
only those intercepted communications which are a “necessary incident” to the protection of the
provider’s property rights. See, e.g., Clegg, S09F.2d at 612-13. See, e.g,, United States v, Auler, 539
F.2d 642, 646 n.10 (7th Cir. 1976)(“Evidence which is obtained through an unreasonably broad
surveillance cannot be legally disclosed to the govemnment, regardless of whether it is offered at
trial”). Only those communications of which $2511(2)(a)(i) reasonably permits the interception may
be disclosed and admitted as evidence af the trial of a criminal case, “evidence obtained through
surveillance beyond the authorization of §2511(2)(a)(@) . . . must be suppressed.” Id. at 645. None
of the disclosures on January 4, 2011, was justified by this namow exception to an MIT guest’s
entitlement to the protections of the Fourth Amendment and Title I, As such, consistent with
Councilman, the network dats capture constituted unlawful interceptions of electronic
communications in violation of the Fourth Amendment, requiring suppression of the captured
information and ali evidence derived therefrom.

. THEGOVERNMENT COULDNOTOBTAINDCHP LOG INFORMATION INTHE
ABSENCE OF A WARRANT OR, AT MINIMUM, A §2703(D) ORDER,

The DHCP log records and stores & variety of data, See page 7, supra. For preseat purposes,
the critical fact about DCHP addressecs is that their recording and storage allows the tracking of an
individual through the location of his computer, Where laptops and other portable devices are
concerned, that data is comparable to cell site data in that it permits the government to determine an
individual’s Jocation and to track his movements as he moves his laptop from place to place, Two
types of DHCP data are at issue here; the historical data which the government sought from MIT,
and with which MIT provided the government, and the ongoiog real-time DHCP data which law

enforcement obtained on an ongoing basis after they assumed control of the investigation on January

4
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4,2011, all of which was sought, and obtained, by the government without 2 warrant or a court order
issued pursuant to §2703(d).

Individuals have a reasonable expectation of privacy in their movements, See, eg, Inre
Application of United States, 849 F -Supp.2d 526, 538-43 (D.Md. 201 1}. Moreover, an individual
retains a reasonable expectation of privacy in DHCP log information because, as the Third Circuit
held in the cell site location context, “a . . . customer has not “voluntarily’ shared his information
with {» third party] in any meaningful way.” In re Application of United States, 620 B.3d 304,317
{3 Cir. 2010). As Justice Sotomayor explained in her concurving opinion in United States v. Jones,
132 8.Ct. 945 (2012):

More fundamentally, it may be necegsary to reconsider the premyise that an individua) has nio
reagonable expectation of privacy in information voluntarily disclosed to thicd parties. £.g.,
Smith [v. Maryland), 442 US. [735,] 742 [(1979)] .. ; United States v. Miller, 425 U.S, 435,
443 . .. (1976). This approach is ilf suited to the digital age, in which people reveal a great
deal of information abont themselves to third parties in the course of carrying out mundane
tasks. People disclose the phone numbers that they dial or text to their cellular providers; the
URLSs that they visit and the e-mail addresses with which they correspond to their Internet
serviceproviders; and the books, groceries, and medications theypurchase to online retailers.
Perhaps, as Justice ALITO notes, some people may find the “tradeof of privacy for
convenience “worthwhile,” or come to accept this “diminution of privacy” as “inevitable,”
... and perhaps not. [ for one doubt that peaple would accept without complaint the
warrantless disclosure to the Government of a list of every Web site they had visited in the
last week, or month, or year. But whatever the societal expectations, they can attain
constitutionally protected status only if our Fourth Amendment jurisprudence ceases to treat
SECTECY a5 A prerequisite for privacy. I would not assume that ali information volentarily
disclosed to some member of the public for & limited purpose is, for that reason alone,
disentitled to Fourth Amendment protection. See Smith, 442 U.S., at 749 (Marshall, J.,
dissenting) (“Privacy is not a discrete commodity, possessed absolutely or not at all. Those
who disclose certain facts to a bank ot phone company for a limited business purpose need
not assume that this information will be released (o other persons for other purposes™); see
also Kaiz { v. United States], 389 U.S. [347,] 351-352 [(196D))(*[What {a person] seeks to
preserve as private, even in an area accessible to the public, may be constitutionatly
protected”).

Id. at 957,

i3
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As 1o both historical and “real time” cell site data, courts have been divided regarding
whether the government must demonstrate probable cause as required by the Fourth Amendment or
whether the lesser showing required under §2703(d) will suffice. Compare In re Application of the
United States, 2012 WL 3260215 at *1-%2 (S.D. Tex. July 30, 2012); I re Application of the United
States, 809 F.Supp.2d 113,118-26 (E.D.N.Y.201 1);Inre United States, 747 F,Supp.2d. 827, 837-40
(S.DTex.2010%; In re Application of United States, 736 F.Supp.2d 578, 579
(E.DN.Y.2010)(requiring showing of probabie cause), with In re Application of United States, 620
F.3d at 313; [n re Application of United States, 849 F.Supp.2d 177, 179 (D.Mass. 2012); United
States v. Graham, 846 F.Supp.2d 384, 396 (D.Md. 2012); United States v. Benford, 2010 WL
1266307, at *2-*3 (N.D.Ind. March 26, 2010): I re Applications of United States, 509 F.Supp.2d
76, 80-81 (D.Mass. 2007); in re Application of Untted States, 396 F Supp.2d 294, 327 (ED.N.Y.
2005)(§2703(d) order suffices).

Courts are likewise split with respect to the government’s burden to obtain real time cell site
data. Compare I re Application of the United States, 849 F.Supp.2d 526 (D.Md, 201 1y, In re
Application of the United States, 2009 WL, 1 59187 (S.DN.Y. Jan,13, 2009); Inre Application of the
United States, 497 ¥.Supp.2d 301 (D.P.R.2007); In re Application of the United States, 2006 WL
2871743 (E.D.Wis. Oct. 6, 2006); 1 re Appiication, 439 F.Supp.2d 456 (D.Md.2006); In re United
States, 441 F.Supp.2d 816 (S.D.Tex.2006); In re United States, 2006 WL 1876847 (N.D.Ind. July
5,2006); in re Application of the United Siates, 2006 WL 468300 (S.D.N.Y. Feb. 28, 2006); {n re
United States, 416 F.Supp.2d 390 (D.MA.2006); In re United States, 415 F.Supp2d 211
(W.D.N.Y.2006); In re United States, 412 F.8upp.2d 947 (E.D.Wis.2006), af"d 2006 WL 2871743
(ED.Wis. Oct. 6, 2006); In re United States, 407 F.Supp.2d 134 (D.D.C.2006)(requiring a showing
of probable cause), with In re Application of the United States, 2008 WL 5255815 (EDN.Y,

16
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Dec, 16, 2008); In re Unlted States, 2008 WL 5082506 (E.D.N.Y. Nov. 26, 2008); /n re Application
of the Untied States, 460 F. -Supp.2d 448 (S.D.N.Y.2006); fn re United States, 433 F.Supp.2d 804
(5.D.Tex.2006); in re Application of the United States, A15 F.Supp.2d 663 S.D.W.Va.2006); in re
Application of the United States, 411 ¥.Supp.2d 678 (W.D.La.2006)(probable cause not required).
The cases requiring a showing of probable cause for both historical cefl site data and real time
cell site data are the better reasoned and more consonant with the requirements of the Fourth
Amendment and its historical role in protecting citizens from serigus invasions of personal privacy.
The same analysis is applicable to both historical DHCP data and real time DHCP data, and the
government’s acquisition of this information in the absence of a warrant based on probable cause
violated the Fourth Amendment. The invasion ofthis information also has serious First Amendment
implicatios in that it traces an individual’s communieational associations. See I re Application of
United States, 849 F.Supp.2d at 538 n.5. At 2 minimum, a §2703(d) order was required.
Accordingly, the DHCP log information, and all information derived therefrom, including the laptop
3d hard drive seized from the MIT Student Center which were discovered 2s an unattenuated result
of the “roal time" inspection of DHCP logs on January 6, 2011, must be suppressed.
IV.  MIT’S ACTIONS VIOLATED THE STORED COMMUNICATIONS ACT (“8CA™).
18 U.8.C. §2702(a)(1) prohibits any petson or entity “providing an slectronic communication
service (o the public” from “knowingly divul[ging] to any person or entity the contents of a
communication while in electronic storage by that service”™ Section 2702(a)(3) prohibits “a

provider of . ., electronic communication service to the public” from “divulg[ing] a record or other

"* “Electronic storage” includes “any temporary, intermediate storage of a wire or electronic
communication incidental to the electronic transmission thersof* and “sny storage of such
communication by an electronic service communication provider for purposes of backup protection
of such communication.” 18 U.8.C. §2510(17).
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information pertaining to a subscriber ot 3 customer of such service . , . " MIT was a provider of
electronic communication service to the public because it freely allowed guests with no affiliation
to MIT to access the MIT network and because it provided wireless service which was readily
accessible to anyone within reach of its signal, which extended to areas outside the bounds of the
MIT campus.” As a guest, Swartz was & customer or subscriber of MIT s electronic communication
service. The SCA contains a provider exception similar to that of Title IIE; the provider of electronic
communication service may disclose the content of ommunications o information pertaining to
a subscriber or customer “as may be necessarily incident to the rendition of the service or 1o the
protection of the rights or property of the provider of that service.” §§2702(b)(5), (cX3), This
exception does not apply for the same reasons previously addressed in conjunction with the provider
exception of Title 1,

Moreover, bere, MIT did not volurtarily disclose the information on its own initiative.
Indeed, disclosure of the information was contrary to MIT policy, which provided its users, including
guests, with a reasonable expectation of privacy in the DHCP logs and other information collected
by MIT. See pages 7-8, supra. MIT disclosed the information anly 2fter its General Counse!’s office
authorized the disclosure, which had been requested by the government afler it had assumed control
of the investigation and after MIT had deferved io the government s control over the investigation.
Thus, atthe time of the disclosures, MIT personne] were actingas government agents. It short, MIT
personnel, by the late morning of January 4, 2011, were acting as agents of federal and state law
enforcement.

Congress passed the Stored Communications Act in 1986 as part of the Electronic
Communications Privacy Act. “The SCA was enacted because the advent of the Internet

** MIT"s wireloss network signe! is available outside of the campus, for example, at the
Kendall Hote! and on the streets and sidewalks that border the campus.

18
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presented a host of potential privacy breaches that the Fourth Amendment does not addresy.”
Quonv. Arch Wireless Operating Co., Inc., $29F.3d 892,900 (9th Cir.2008){, rev ‘d on other
grounds sub nom. Clty of Omario v. Quon, 130 S.Ct 1531 (2010)] (citing Orin . Kerr, 4
User's Guide 1o the Stored Communications Act, and a Legisiator's Guide to Amending I,
72 Geo. Wash, L. Rev. 1208, 1209-13 (2004)). The SCA prevents “providers” of
communication services from divulging private communications to certain entities and
individuals. Kerr, supra, at 1213. It “creates a set of Fourth Amendment-like privacy
protections by statute, regulating the relationship between government investigators and
service providers in possession of users’ private information.” Jd, at 1212, F; irst, the statute
limits the government's tight to compel providers to disclose information in their possession
about their customers and subscribers. 18 US.C. § 2703. .. . Second, the statuts fimits the
right of an Intemet Service Provider (“ISP”) to disclose information ebout customers and
subscribers to the government voluntarily. 18 U.S.C. § 2702.

Crispin v. Christian Audigier, Int., 717 F.Supp.2d 965, 971-72 (C.D. Cal. 2010).

As addressed in the previous section, MIT could nat voluntarily disclose the information
without violating the SCA. Under §2703, the government could not lawfully request or obtain access
to the content of electronic communications in the absence of a warrant issued in accordance with
the Rules of Criminal Procedure. 18 U.8.C. §2703(a).

Inpassing the Electronic Communications Privacy Actin 1986, Congress expressed the need
to expand the protections of the Fourth Amendment to new forms of communication and data
storage. 132 Cong. Rec. H4039-01 (1986); S.Rep. No. 99-541, at 1-2 (1986), as reprinted
in 1986 U.S.C.C.AN. 3555, 3555-56, The legislative history indicates that Congress wished
to encourage the development and use of these new methods of communication by ensuring
that they were protocted and private. S.Rep. No. 99.541, at §. Congress recognized that
courts had struggled with the application of the Fourth Amendment to the seizure of
intangibles, like telephone conversations. Jd. at 2. They therefore sought to strike a batance
between the competing interests addressed by the Fourth Amendment in the world of
electronic communications by “protect{ing] privacy interests in personal and proprietary
information, while protecting the Government's legitimate law enforcement needs.” /. at 3.

It is clear that Congress wished to apply the protections associated with search warrants to
searches authorized under § 2703(a).

In re United States, 665 F Supp.2d 1210, 1220 (D.Or. 2009). The government could aot lawfully
obtaitt “records] or other information pertaining to a subscriber or customer” of MIT 2 electronic
communications system in the absence of a warrant or a court order issued pursuant to §2703(d). 18

US.C. §2703(c)(1). Under §2703(c)(2), the government may obtain the name and address of ¢
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customer or subscriber, records of session times and duration, length of services and types of service
sed, and “other subscriber number or identity, including any temporarily sssigned network address”
only thsough an administrative, grand jury, or trial subpoena. The information at issue here went
beyond this narrow description, but, in any event, the government did not seek the information
pursuant to subpoena. The DHCP logs, the network flow data, and the packet capture afl either
contained “content™ of the efectronic communications to and from the netbook, in which Swartz had
8 reasonable expectation of privacy or “record[s] or other information” pertaining to Swartz's use
of MIT"s electronic communications system, in which he also had a teasonable expectation of
privacy. Indeed, MIT*s DHCP log poticy created an objectively reasonable expectation that thoss
logs would remain confidential unless they were required to be disclosed pursuant to a lawfu] order
or subpoens, of which there was none here. The Bovermment’s conduct, in seeking the production
ofthis material without a warrant and without a §2703(d) order violated the Fourth Amendment, See,
¢.g., United States v. Warshak, 631 F.3d 266, 288 (6th Cir, 2010). The material 2t issue must,

accordingly, be suppressed, along with all derivative fruits thereof.

Respectfully submitied,
By his attorney,

s/ M A

Martin G. Weinberg

20 Park Plaza, Suite 1000
Boston, MA 02116

(617) 227-3700 (tel.)
(617) 338-9538 {fax)
owlmgw@att.net
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CERTIFICATE OF SERVICE
I, Martin G. Weinberg, hereby certify that on this Sth day of October, 2012, a copy of the

foregoing document has been served via the Court’s ECF system o all registered participants,

including Stephen P. Heymann, AUSA. One copy of the exhibits to the motion was served on the
government by hand this same date.

s . Weinh

Martin G. Weinberg
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS
UNITED STATES OF AMERICA
v.

Criminal No, 11-10260-NMG
AARON SWARTZ,

e Nt N gt o t “ap?

Defendant
GOVERNMENT’S CONSOLIDATED RESPONSE TO
DANT’S MOTION

The Court should deny Defendant Aaron Swartz’s five motions to suppress (Dkt, Nos 59-
63), which attack the manner in which the Government collected the vast majority of electronic
and physicat evidence in this case.
L INTRODUCTION

A, The Victims: JSTOR and MIT

A research or university library can find the cost and space to maimtain @ comprehensive
collection of academic joumnals extraordinarily expensive. Founded in 1995, JSTOR is an
independent, self-sustaining, non-profit organization that provides research and university
libraries access to numerous scademic journals without the normal costs of a paper-based
collection. To do so, ISTOR digitizes articles and distributes them over an online system that it
built, which enables libraries to outsource the journals’ storage, ensures their preservation, and
enables them to be searched extensively by authorized users.

JSTOR pays copyright-holders for permission to digitize the copyright-holders’ articles
and make them available online.! To pay its expenses, JSTOR normally charges subscription

' Some materials available on JSSTOR are not subject to copyright,
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fees 1o its customers. For this aceess, a large research library might pay JSTOR more than
$50,000 a year. In addition, JSTOR also charges customers for access to certain individual
journal articles on an article-by-article fee. JSTOR shares portions of its fees with the articles’
and journals’ copyright-holders,

As at any library, users of JSTOR are to access articles a few at a time as they need them
for their research. JSTOR employs computerized methods to track and fimit its users’ down-
loading activity. In addition to these computerized methods, before a legitimate user can
download an article from JSTOR, the user is prompted to review and accept JSTOR s terms of
service. (Ex. 1). Each article downlpaded from JSTOR also comes with a cover page
confirming the user’s acceptance of the terms of service and a liok to the location where the
terms are found. (Ex. 2). The terms of service, commonsensibly, state that yOu cannot use
automated computer programs to systematically download and export content from JSTOR s
archive. (Ex. 3). The user prompt, cover sheet, and terms of service emphasize that you cannot
download an entire issue of a journal without prior permission. (Exs. 1-3).

The Massachusetts Institute of Technology (“MIT") is a renowned scientific research
aniversity. When a guest registers his computer on MIT’s computer network, he must agree to
follow the same computer rules of use that the faculty, students and employees must follow,
These rules of use require that the guest's activities on MIT s network be consistent with the
network’s purpose of supporting research, education and MIT administrative activities, In

return, MIT assigns the guest an IP address? and allows the guest computer network service for a

An IP (Internet protocol) address is like a telephone number for a computer. Each
computer attached to the Internet must be assigned an IP address so the computer’s incoming and
outgoing Internet traffic can be directed properly from the traffic’s source 10 its destination, An

2
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short period, only 14 days per year. (Bx. 4). As configured during the events alleged in the

Superseding Indictment, a guest whom MIT had granted an IP address could request and receive

digitized journal articles from JSTOR.
B.  The Defendant: Aaron Swartz
Buring the period alleged in the Superseding Indictment, Aaron Swartz was a fellow at
Harvard University’s Safra Center for Ethics, on whose website he was described as a “writer,
hacker and activist,” Harvard provided Swartz with access t0 JSTOR's services and archives as
needed for his research there. Swartz was not 4 student, faculty member, or employse of MIT.
In the Guerilia Open Access Manifesto, which Swartz actively paticipated in drafting and had
posted on one of his websites, Swartz advocated “takfing] information, wherever it is stored,
mak{ing] our copies and sharfing] them with the world.” {Ex. 5).
C.  Overview of the Offenses
Between September 24, 2010 and January 6, 2011, Swartz schemed to () break into &
restricted-access network wiring closet at MIT; (b) attach his computer to a network switch
within that closet and thus access MIT’s computer network: (¢) use MIT"s computer network to
access JSTOR s archive of digitized journal articles; (d) download a substantial portion of
JSTOR’s archive onto his computer and computer hard drives, which at times irapaired the
operation of JISTOR s computers and resulted in MITs loas of JSTOR access; (e) avoid MITs
and JSTOR s efforts to prevent this type of massive copying, efforts that were directed at users

IP address consists of a unique series of four numbers, each ranging from 0-225, separated by
periods (e.g., 18.55.7.216). For example, when a user types in the District Court's website
address as “Www.mad.uscourts,gov”, his computer network translates that phrase into the
website hosting computer’s IP address, 199,107, 17.221, to direct his communications 1o the site.

3
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generally and at Swartz speci fically; and (f) elude detection and identification.
IL  THE FACTS

Late during the night of September 24, 2010, an individual registered his computer on
MIT's campus and obtained a guest account on MIT’s computer network. The individual did not
provide his true identity at this or any subsequent time, and neither MIT personnel nor law
enforcement officers knew the individual’s name until his arrest months later. The individual
tegistered his computer by specifying his name as “Gary Host,” a pseudonym, and his e-mail
address as ghost@mailinator.com, a disposable e-mail address by virtue of its rexquiting no initial
e-mail registration and keeping ne records of e~mail access.? Before assigning the computer an
1P address, MIT’s network automatically collected the computer’s owner-created name —
“ghost faptop” — and the unique identifying number associated with the computer’s Internet
networking hardware, known as the computer’s Media Access Control or “MAC” address,
These are standard login and communication procedures.

MIT"s DHCP" computer server then used a standacd Internet protocol to assign the
individual an P address (] 8.55.6.215) for use while on the netwark, The network kept records
of the computer’s registration information, its IP address, and its MAC address. These records
are standard computer-networking records, and did not include any computer commands that the
individual typed in or ran, or any data that the computer downloaded. (Exs. 6, 7).

¥ Mailinator advertised irself as a free e-mail service that would accept mail for any e
mail address directed to mailinator.com without need for a prior registration or account; would

automatically delete all e-mail after several hours, whether read or not; and would keep no logs
(records) of e-mail access, .

* DHCP is the acronym for Dynamic Host Configuration Protocol.
4
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On September 25, 2010, the day after registering the “ghost laptop,” the individua) used

the “ghost laptap” to systematically access and rapidly download an extraordinary volume of

articles from JSTOR by using a software program that sidestepped JSTOR’s computerized limits

on the volume of each user’s downloads. The downloads and requests for downloads were 30
numerous, rapid, and massive that they impaired the performance of JSTOR's computers.

As JSTOR, and then MIT, became aware of these downloads and problems, both
attempted to block the individual’s computer from further communications. On the evening of
September 25, 2010, after suffering hundreds of thoysands of downloads from the ghost laptop,
JSTOR temporarily ended the downloads by blocking network access from the computer at IP
address 18.55.6.21 5,

The next day, however, the ghost laptop*s user obtained a new IP address from MIT's
network, changing the last digit in its IP address by one from 18.55.6.21§ 10 18.55.6.21 6. This
defeated JSTOR’s IP address block, enabling the ghost laptop to resume furiously downloading
articles from JSTOR. This downloading continued until the middle of September 26, when
JSTOR spotted it and blocked commumication from IP address 18.55.6,216 as well,

The September 25 and 26 downloads had impaired JSTOR s comiputers and
misappropriated significant portions of its archive. Because the download requests had
originated from two MIT [P addresses that had begun with 18.55.6 — that is, 18.55.6.215 and
18.55,6.216 — JSTOR began blocking e broader range of MIT IP addresses on September 26,
The new block prevented MIT rescarchers assigned MIT IP addresses 1 8.55.6.0 through

18.55.6.255 (as many as 253 computers) from performing research through JSTOR s archive for
three to four days.
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Moreover, when JSTOR notified MIT of the problems, MIT, too, banned the “ghost
laptop” from using its network. To do this, MIT terminated the ghost laptop’s guest registration
on Seplember 27, 2010, and prohibited the computer, as identified by its hardware MAC address,
from being assigned a new IP addsess again through the guest registration process.

On October 2, 2010, less than a week after J STOR and MIT had barred the individual’s
ghost laptop from communicating with their networks, the individual obtained yet another guest
coanection for the ghost laptop on MIT"s network. Having recognized that MIT or JSTOR had
blocked his ghost (aptop by recognizing its MAC address, the individual now manipulated the
ghost laptop’s MAC address to mislead MIT into belicving that he was a new and different guest
registrant.®

Six days later, the individual connected a second computer to MIT’s network and created
another guest account using pseudonyms similar to those he had used with the “ghost laptop™: he
registered the new computer under the name “Grace Host™, a temporary email address of
ghost42@mailinator.com, and a computer client name of “ghost macbook.”

On October 9, 2010, the individual activated the ghost laptop and the ghost macbook to
download JSTOR’s articles once again. The downloads came so Fast and numerous that the
individual again significantly impaired the operation of some of JSTOR's computers,

Once again, MIT could not identify who was controlling these computers or where they

were physically located, and JSTOR could not isolate the interloper to a consistent IP address

* A computer’s MAC address js initial ly assigned by an equipment manufacturer, but can
be misrepresented electronical ly by a knowledgeable user. The user altered the ghost lapiop’s

MAC address to appear as 00:23:5a:73:5ff¢ rather than the prior MAC address of
00:23:5a:73.:5(p,

RIF
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that could be biocked. ' Consequently, JSTOR blocked access by every computer using an MIT
IP address campus-wide for approximatcly three days, again depriving legitimate MIT users
from accessing JSTOR’s services, And MIT blocked computers using the ghost laptop’s and the
ghost macbook's MAC addresses as well,

Nevertheless, between the end of October and January 6, 2011, the hacker obtained at
least three new IP addresses and assigned his computer two new MAC addresses. He also
moderated the speed of the downloads, which made them less noticeable to JSTOR, The
exfiltration of JSTOR’s collection was nonetheless extrerme: over this period, the individual
downloaded well over a million of JSTOR’s articles.

Because the hacker had modified the speed of his downloads, JSTOR did not netice his
latest downdoads until around Christmas, 2010. Once noticed, however, JSTOR provided MIT
with the hacker’s latest IP address. Now that MIT*s network security personnel had a more
robust set of network wols, they could consult network traffic routing records and trace the IP
address back to a concrete physical location on campus.

So on January 4, 2011, an MIT network security analyst traced the hacker’s IP address to
a network switch located in a basement wiring closet in MIT's Building 16, Building 16's street-
level doors bave no-trespassing signs posted on them. (Ex. 8). The wiring closet is protected by
a pair of locked steel doors. (Ex, 9). The closet is generally locked, but af that time its lock
could be foreed by a quick jerk of its double doors. When MIT personnel entered the closet,
they Found a cardboard box with a wire leading from it to 4 computer network switch, (Ex. 10).¢

“ MIT personnel removed the box from the laptop at first, and then MIT personnel or law
enforcement officers replaced the box on one or more occasions. The second photograph was
taken after the\ box was replaced, not when it was initially found.

7
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Hidden under the box was the ghost laptop, an Acer-brand laptop, connected to a separate hard
drive for excess storage. (Ex. 11). The network cable connected the laptop to the network
switch, thus giving the laptop Internet access, (Ex, 12). The laptop’s direct connection to the
network switch was unusual because MIT does not connect computers directly to those switches.
MIT called campus police to the scene, who, in turn, brought in the Cambridge Police
and the Secret Service, Over the course of the morning and early afternoon of January 4th, MIT
and law enforeement officers coltaboratively” took several steps to identify the perpetrator and

learn what he was up to:

(1) Cambridge Police crime scene specialists fingerprinted the
laptop's interior and exterior and the external hard drive and its
enclosure;

(2)  MIT placed and operated a video camera inside the closet, which,
as discussed below, later recorded the hacker {subsequently
identified as Aaron Swartz) entering the wiring closet and
performing tasks within it:

(3}  The Secret Service opened the laptop and sought to make s copy of
its volatile memory (RAM), which would automatically be
destroyed when the laptop’s power was turned off, but the effort
resulted in their seeing only the laptop’s user sign-in screen;

(4)  MIT connected a second laptop to the network switch in order to
record the laptop’s commmications, a type of recording often
referred to as a “packet capture;” the Secret Service subsequenty
concurred with the packet capture, none of which was turned over
to officers until MIT was issued a subpoena afler Swartz's arrest;?

(3)  Beginning on January 4, 2011, MIT agreed 10 provide, and later
provided, the Secret Service copies of network logs pertaining to

! From the fime of law enforcement's arrival on January 4, 2011, through the suspect's
arrest and identification on January 6, 2011, the effort by MIT and law enforcement to identify
the individual was both consensual and collaborative,

! This second laptop is seen on a chair in Ex, 10,
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the ghost laptop and ghost macbook between September 24, 2010
and January 6, 2011, some of which records were provided
consensually, the remainder of which were provided pursuant to a
subpoena to MIT.”

By mid-day on January 4th, MIT and law enforcement persoanel had completed their
initial crime scene investigation. Experience told them that merely removing the hacker’s
computer equipment would just result in his renewing his efforts elsewhere. So, rather than take
the hacker’s equipment away, MIT and law enforcement instead restored the closet to its initial
appearance upon discovery, and monitored who entered it and handled the laptop. In this way,
the hacker would not necessarily know that his criminal tools had been discovered, his identity
wight be uncovered, and he could be stopped.

The ruse worked. Within an hour of their departure, the hacker returned. After entering
the wiring closet and shutting the doors behind him, (Ex. 13), the hacker replaced the hard drive
connected to the laptop with a new one he took from his backpack, and then concealed his
equipment once again underneath the cardboard box.

Two days later, on January 6, 2011, the hacker retumed to the wiring closet yet again,
This time, worried about being identified, the hacker covered his face with his bicycle helmet as
he entered the closet. (Ex. 14). Once inside and with the door closed, the hacker disconnected
the laptop and placed it, the external hard drive, and the network cable in his backpack. (Ex. 15).
As ke left, he again hid bis face with his bicycle helmet. (Ex. 16).

By January 6, 2011, the hacker had downloaded a major portion of the 6 to 7 million

articles then contained in JSTOR’s digitized database.

® As discussed below, both the law and MIT’s policies and procedures allowed MIT to
turn these racords over consensually, but it also could, and at poinis did, insist upon a subpoena,

9
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A little after 2:00 that afteroon, MIT Police Captain Albert Pierce, who had been
involved in the investigation, was heading down Massachusetts Avenue within a mile of MIT
when he spotted a bicycler who looked like the hacker caught on the wiring closet video.
Captain Pierce identified himsel( as a palice officer. After a brief exchange, the individual
dropped his bike to the ground and ran away, The individual was chased, apprehended, arrested,
and identified as Aaron Swartz. During a search incident to arrest, Cambridge police found a
USB storage drive in Swartz’s backpack, which they seized and stored as evidence.

Approximately an hour fater, MIT technical staff used computer routing and addressing
records to locate Swartz’s ghost laptop and hard drive in the Student Information Processing
Board’s office in MIT’s student center. Law enforcement found the equipment on the floor
under a desk. (Ex. 17}. The equipment was subsequently seized and stored as evidence by
Cambridge Police.

Aaron Swartz was charged by the Commonwealth in a criminal complaiot alteging
breaking and entering into MIT’s property with intent to commit a felony, and was subsequently
indicted by a Massachusetts grand jury for the same charge along with stealing JSTOR’s
electronically processed or stored data, and accessing a computer system without authorization,

While the Commonwealth pursued state charges, the U.S. Atiorney’s Office began a
separate investigation on January 5, 2011. On February 9, 2011, the Secret Service obtained a
warrant to search Swartz's apartment, followed by & warrant to search his office on February 11,
2011. Both were executed ot February 11th. Also on February 9, 2011, the Secret Service
obtained warrants to seize from the Cambridge Police and then search the laptop, the hard drive,

and the USB storage device. These warrants were returned unexecuted and new warrants were

10
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obtained on February 24, 2011, On May 16, 2011, Swartz was served with a forfeiture warrant
for property of JSTOR in his possession and refused to comply with the Court’s warrant."
Swartz was indicted federally for wire fraud, computer fraud, and data theft, which was followed
by the present Superseding [ndictment on the same theories.

o, MOTION TO SUPPRESS INTERCEPTIONS AND DISCLOSURES OF
ELECTRONIC COMMUNICATIONS BY MIT PERSONNEL (No, n"

Swartz first moves to suppress: (1) the historical guest registration, DHCP and IP address
assignment and network routing records that MIT collected independently before January 4th as
it sought to identify and locate the hacker; (2) the recording (or “packet capture”) of the laptop’s
communications after it was found connected to MIT s network; and (3) the network's historical
routing, addressing and switching records used to find the laptop after Swartz relocated it from
Building 16 to the student center (Building W20) just before his arrest.

Apparently without a trace of irony, Swartz argues that MIT and law enforcement
violated his rights to privacy as he hid his computers and hard drives in MIT's locked wiring
closet, used pseudonyms 1o avoid identification, hard-wired his computers to MIT’s network
switch to avoid detection, siphoned off JSTOR’s copyrighted documents, kept reconfiguring his
computer to circunvent MIT’s and JSTOR s efforts to keep him off their networks, and
relocated the evidence to MIT s student center. In particular, Swartz asserts that the evidence
listed above should be suppressed because the Wiretap Act, 18 U.S.C. § 2510 et seq., the Stored
Communications Act, 18 U.8.C. § 2701 ef seq., and the Fourth Amendment prevented MIT and

' Swartz later reached & civil agreement with JSTOR, pursuant to which he delivered to
the Secret Service four hard drives containing millions of JSTOR's docurents.

"' Swartz's numbering convention is used here for case of reference.
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this expectation as (objectively) reasonable.

Swartz did not exhibit an actual, subjective expectation of privacy in MIT's network
tecords. He has not submitted an affidavit declaring that he did. Nor could he credibly do so.
Swartz is an experienced software engineer,"” and thus understood that when he connected to
MIT's and JSTOR's networks, his computer would send the networks his IP and MAC address
information and that they would likely store that information as well.'! In fact, Swartz
demonstrated his subjective knowledge that MIT and JSTOR would record this information:
when JSTOR blocked communications from Swartz*s IP address, he changed his 1P address by a
single digit, and when MIT blocked his MAC address from obtaining a guest registration, he
changed that by a single letter. And Swartz used a duplicitous name and email address when he
sought a guest registration. He used and changed these identifiers precisely because he knew
that his computer would disclose this type of information to MIT and JSTOR and that their
networks would routinely log and record it.

Bven if Swartz had truly believed that MIT would keep its computer records private, that
expectation would not be “one that society is prepared to recognize as ‘reasonable,”™ Smirh v.
Maryland, 442 U.8. 735, 743 (1979) (quoting Karz, 389 U.S. at 361). In Smith, the Supreme
Court concluded that neither installing nor using a pen register to collect information about the
numbers dialed from the petitioner’s home telephone constituted a search under the Fourth
Amendment. In concluding that it did not constitute a search, the Supreme Court reasoned first

artz (last visited Oct. 23, 2012) for his

" Indeed, MITs IS&T (Information Services and Technology) DHCP Usage Logs
Policy, quoted by Swartz at p. 7 of his motion, provided further notice that IP address, MAC
address, and other information would be collected by the network. (Ex. 18).
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that the petitioner could not have held any subjective expectation of privacy in the numbers that
he had dialed because he knew that these numbers would be disclosed to  third party, the
telephone company. Jd. at 742. Even were this not the case, as the Supreme Court explained,

This Court consistently has held that a person has no legitimate expectation of

privacy in information he voluntarily tumns over to third parties. In [US. v.

Miller, 425 U.8, 435 (1976)], for example, the Court held that a bank depositor

has no “Jegitimate ‘expectation of privacy” in financiat information “voluntarily

conveyed to . . . banks and exposed to their employees in the ordinary course of
business.”

This analysis dictates that petmoner can ¢laim no legitimate expectation of

privacy here. When he used his phone, petitioner voluntarily conveyed numerical

information to the telephone company and “exposed” that information (o its

equipment in the ordinary course of business, In so doing, petitioner assumed the
risk that the company would reveal 1o police the numbers he dialed, The

switching equipment that processed those numbers is merely the modem

counterpart of the operator who, in an earlier day, personally completed calls for

the subscriber.

/d, at 743-44 (citations omitted).

Just as in Smith, when Swariz used his computer, he kaowingly and voluntarily gave
information to a third party, MIT, so that electronic communications could be routed to and from
his computer, This computer addressing, routing and switching information is merely the
Internet equivalent of telephone numbering, cabling and subscriber information. When using
MITs network, Swartz assumed the risk that MIT would reveal this network connectivity
information ~ which contained no substantive content™ - 1o the police.

This was the conclusion in United States v. Forrester, 495 F.3d 1041 (Sth Cir. 2007,

" Swartz claims that these records included the content of his communications, but that is
easily disproved by reviewing the records, excerpted in Exs, 6-7. If you liken computer
communications to documents sent via FedEx, these records disclose information about the
envelope and the delivery tracking information you can see anline, not the contents of the
documents inside.
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which ruled that law enforcement’s discovery of Internet e-mail and IP addressing information is

outside the scope of the Fourth Amendment. The court reasoned:

(Email and Internet users, like the telephone users in Smith, rely on third-party

equipment in order to engage in communications. Smigh based its holding that

telephone users have no expectation of privacy in the numbers they dial on [sic]

the users’ imputed knowledge that their calls are completed through telephone

switching equipment, Analogously, e-mail and Intermet users have no expectation

of privacy in the to/from addresses of their messages or the IP addresses of their

websites they visited because they should kniow that these [P addresses are sent

and these IP addresses are accessed through the equipment of their Internet

service provider and other third parties, Communication by both Internet and

telephone requires people to “voluntarity turn{ Jover [information) to third

partics.”
495 F.3d at 1048-49 (citations omitted). Other appellate courts have reached the same
conclusion. See U.S. v. Christie, 624 F.3d 358, 574 (3d Cir. 2010) (holding defendant lacked
reasonable expeciation of privacy in his 1P address because it is conveyed to and from third
parties); United State v. Perrine, 518 F.3d 1196, 1204 (10th Cir. 2008) (holding that “subscriber
information provided to an internet provider is not protected by the Fourth Amendment’s privacy
expectation” because it is voluntarily conveyed to third parties); United States v. Bynum, 604
F.3d 161, 164 (4th Cir. 2010) (holding defendant identified no “evidence that he had a subjective
expeotation of privacy in his internet . . . ‘subscriber information™ because he “voluntarily
conveyed™ that information to the company, and “assumed the risk” that the company would
provide that information to the police (internal citations omitted)): Guest v. Leis, 255 F.3d 325,
336 (6th Cir. 2001) (*We conclude that plaintiffs . . . lack a Foutth Amendment privacy interest
in their subscriber information because they communicated it to the system’s operators.”™).

Despite afl thess cases, Swartz urges that even if he lacked a reasonable expectation of

privacy in other network addressing, routing and switching records, he had a reasonable

expectation of privacy in the IP address that MIT gave him. In this regard, he invites the Court

15

62

RIF




SR E o &

B
¢
B

oo

Case 1:11-cr-10260-NMG Document 81 Filed 11/16/12 Page 16 of 55

to stretch the law of cell phone tracking to IP addresses, on the ground that MIT had canfigured
its network so that knowing a computer’s IP address would identify which campus building
housed the computer. There s, however, no reasonable expectation of privacy in an IP address,
See Forrester, 495 ¥.3d at 1048-49; Chrisrie, 624 F.3d at 573-74. Further, even were the
anelogy apt, courts, including Judge Stearns in this District, have held that the Fourth
Amendment does not protect hisrorical cell tower location records. In re Applications, 509 F.
Supp. 2d 76 (D. Mass. 2007) (Stearns, D.J.)."S Here, MIT examined only historical IP records.
S0 even were the cell phone analogy apt, it would not bolster Swartz’s constitutional claim.
Swartz argues that MIT’s policies created & reasonable expectation of privacy in MIT’s

DHCP logs. He has not averred, nor could he eredibly aver, that he looked up and read MIT’s
written policy on DHCP log disclosure before he pseudonymously obtained a guest registration
on their network. Without reading them, they could not create an expectation of any form on his
part. Further, even if Swartz had read the policy, he would have read its waming that MIT might
disciose the logs in compliance with a court order or a valid subpoena, The policy does not
promise to disclose records only under those circumstances. Swartz cannot turn a warning that

records might be disclosed to law enforcement into a guarantee of privacy.

' See aiso, ¢.g., United States v, Dye, 2011 WL, 1595253, at *9 (N.D. Ohio Apr. 27,
2011) (denying motion to suppress historical cell data); United States v. Velasquez, 2010 WL
4286276, at *3 (N.D. Cal. Oct. 22, 2010) (same);, United States v. Benford, 2010 WL 1266507, at
*3 (N.D. Ind. Mar. 26, 2010); United Srates v. Suarez-Blanca, 2008 WL 4200156, at *8-*1]
(N.D. Ga. Mar. 26, 2008) (same); Mitcheli v. States, 25 So. 3d 632, 635 (Fla. Dist. Ct., App.
2009) (same). But see In re Application of the United States, 620 F.Ad 313,317 (3d Cir. 2010)
(asserting location information is not voluntarily conveyed to a cell phone provider but historical
cell site records are “obtainable under a § 2703(d) order and that such an order does not require a
traditional probable cause determination™ i In Re Application of the United States, 809 F. Supp.
2d 113, 122.25 (E.D.N.Y. 201 1); In re Application of the United States, 747 F. Supp. 2d 827
(8.D. Tex. 2010), appeal docketed, No. 11-20884 (5th Cir. Dec. 12, 2011).
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2 Neither MIT Nor the Government Violated the Wiretap or Stored
Convmunication Act By Collecting Non-Content Network Addressing,
Routing and Switching Records
As alternative bases for suppression, Swartz argues that MIT violated the Wiretap Act
and that the Government and MIT both violated the Stored Communications Act.
a No Statutory Suppression Remedies
These statytory arguments fail from the outset because even had MIT or the Government
violated these acts, neither act contains a suppression remedy for this type of case. Under the
Wiretap Act, Congress provided a suppression remedy for violations involving wire and oral
communications, but not those involving electronic communications, which are at issue here.'®
See United States v. Meriwether, 917 F.2d 955, 960 (6th Cir. 1990); Untred States v. Reed, 575
F.3d 900, 915 (Sth Cir. 2009); United States v. Amanuel, 615 F.3d 117, 125 (2d Cir. 2010),
Meanwhile, Congress determined that suppression was inappropriate for violations of the Stored
Communications Act under a/f circumstances. 18 U.S.C. § 2708; Wayne R. LaFave, Jeroid H.
Istael, Nancy J. King, and Orin 8. Kerr, Criminal Procedure § 4.8(F) (3d ed. 2011) (“Important-
ly. the Stored Communications Act does not include g statutory suppression remedy for the
unlawful acquisition or disclosure of records of the contents of communications, whether they
are wire or electronic communications.”). See also, 8.2, U.S. v, Perrine, 518 F.3d at 1202;

United States v. Smith, 155 F.3d 1051, 1056 {9k Cir. 1998},

With no suppression remexies, the motion to suppress must be denied.

* While wire and electronic communications may both be transmitted by wire, “wire
communications” by definition convey a human voice, while “electronic communications” do
not. See 18 U.S.C. § 2510 (1), (12), (18). None of the communications that Swanz seeks to
suppress were spoken; all, accordingly, were electronic communications,
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b. No Violation of the Wiretap Act
Even if the Acts theoretically allowed suppression, suppression would still be
inappropriate because neither MIT nor the Government violated the Acts. MIT did not violate
Title 111 by collecting routing and switching information in its network or by giving the
Government historical network records that contained 20 “content.” Title I prohibits the
“interception” of oral, wire, and electronic communications. See 18 U.S.C. § 2510(1), (2), (4),
(12). “Intercept” is defined as the “acquisition of the contents of any wire, electronic, or oral
communication.” § 2510(4) (emphasis added). “Contents” include only “information
concerning the substance, purport, or meaning of that communication,” § 2510(8), MIT did not
violate the Witetap Act in collecting logging records quite simply because the logs contain no
“substance, purport or meaning” of Swartz’s communications, Consider again excerpts from the
guest registration, DHCP, and radius logs attached at Exs. 6-7, As is evident from the face of
these mindless and frequently repetitive records, they do not contain any communications®
contents. Rather, returning to the FedEx metaphor, these records contain information about the
envelope, not the documents inside.
Swartz misteads In re Application Jor an Order Authorizing use of a Pen Register and

Trap, 396 F. Supp. 2d 45 (D. Mass, 2005) (Coflings, M.1.}, 10 claim that “dialing, routing,
addressing, and signaling information” regarding communications must also include the
communications’ contents, What Magistrate Judge Callings said is that “dialing, routing,
addressing, and signaling information” concerning an Internet communication might contain the
communication’s contents if the information included an e-mail’s subject line, a Google search's
query terms, requested file names, or file paths. See id. at 48-49. What Magistrate Judge
Collings also said is that if none of that information is included within the “dialing, routing,
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addressing, and signaling information,” then that information does not constitute contents, /d.
Because the records included in Exs. 6-7 do not contain requeats to JSTOR for its files,
responses from JSTOR, or requests to websites such as Google for information, those records do
not include contents and thus their disclosure could not violate the Wiretap Act.
C No Violation of the Stored Communications Act

Not did the Government violate the Stored Communications Act by obtaining MIT"s
historicat network records without a warrant, The Stored Communications Act prohibits a
provider of “electronic communication service to the public” from “divulg[ing] a record or other
information pertaining to a subscriber to or customer of such service” to the government except
“as may be necessarily incident fo the rendition of the service or 1o the protection of the rights or
property of the provider of that service.” 13 U.S.C. § 2702(a)(3), (c)X3). Because of these
qualifications, the Stored Communications Act simply did not apply.

L No service to “the public

To begin with, the Stored Communications Act does not apply to MIT because MIT does
not provide an “clectronic communication service o rhe public.” See generally 18 U.S.C. §
2702 (emphasis added) (limiting voluntary disclosure of information by a provider of “electronic
communication service to the public™). “The word ‘public’ . . . is unambiguous, Public means
the “aggregate of the citizens’ or ‘everybody’ or *the people at large’ or ‘the community at large.
Black’s Law Dictiongry 1227 (6th ed. 1990).” Anderson Consulting LLP v. UQP, 991 F. Supp.
1041-42 (N.D. l11. 1998) (interpreting Stored Communications Act, sometimes referred to as the
Electronic Communications Privacy Act). “Thus the statute covers in it any entity that provides
electronic communications (e.g., e-mail) service to the community at large.” i

But MIT does not provide its computer services to the “aggregate of the citizens,”
19
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“everybody,” “the people at large,” or “the community at large.” Rather, MIT restricts use of'its
computer network te people who support MIT-sanctioned research and educational activities:

MIT’s computing and network facilities and services are to be used for Instifute

purposes only and not for the benefit of private individuals or ather organizations

without authorization. Unauthorized access to the use of MIT computer and

network services violates thig policy.
See MIT’s Policy on the Use of Information Technology §13.2.3 (Ex. 22). This policy is
reiterated in MIT"s Rules of Use of the network, which states that:

The purpose of MITnet is to Support research, education, and MIT administrative

activities, by providing access to computing resources and the opportunity for

collaborative work. All use of the MIT network must be consistent with this

purpose.
(Ex. 4, § 1), These restrictions — which Swartz ignored during his crime and again in his brief
— maticr 4 great deal. “Providers do not provide services to the public if a person needs a
special relationship with the provider to obtain an account,” Wayne LaFave, Jerold Israel, Nancy
King and Orin Kerr, Principles of Criminal Procedure: fnvestigation, § 3.11(e) (2d ed, 2009}
(interpreting Stored Communications Act). Because MIT provided its network for the use of
MIT’s students, faculty and employees and their on-campus guests working with them on MIT-
related pursuits, and MIT did not provide its network to everybady in Cambridge, MIT did not
provide an “electronic communication service to the public.” Consequently, MIT’s disposition
of its records does not fall under the Stored Communications Act.

i Swartz was not MIT's “customer” or “Subscrtber™

The Stored Communications Act is also inapplicable because Swartz was not MIT"s
customer or subscriber. The Act's restrictions on a provider of electronic communications
services to the public from disclosing its communication records to law enforcement protect only

the provider’s “subscriber|s] or customer{s].” See 18 U.S.C, § 2702(a)(3). But Swartz was not
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ol

MIT"s subscriber or customer., Swartz was not working on an MIT-related endeavor and instead

gave MIT multiple false identities and identifiers. To call him MIT’s subscriber or customer

iz

would be to call a shoplifier a “customer” or an airplane stowaway a “passenger.”

Swartz says that he was MIT"s subscriber or customer because MIT personnel repeatedly

referred in interal and external communications to the hacker who was exfiltrating JSTOR's

archive as s “guest.” While MIT did refer to the hacker as a “guest,” Swartz attributes 00 much

et

to this usage. MIT referred to the hacker as a guest in order to identify the fype of account that
Swartz was using, not to verify that they had extended }iim an invitation."” Indeed, throughout

this period no one even knew who “Gary Host" or “Grace Host” were, and no MIT personnel

== =

had “invited” Swartz to meet in MIT s restricted wiring closet or invited him io connect directly
to MIT's network switch. The term “guest” was being used simply in contradistinction to an
identifiable faculty member, student ot employee. Consequently, Swartz was not a protected

“subscriber” or “customer™ under the statute and he cannot claim the statute’s protections.

By sy aEp

Even if Swartz could somehow ¢laim to have been MIT*s subscriber or customer when

he first registered his computer on September 24, 2010, he lost that status on September 27,

i

2010, after the first two large download incidents, when MIT banned his network access through

the MAC address block. And Swartz lost it again when MIT banned him again on October 13,
2010.

if.  Proper disclosures 10 protect MIT s rights and properly

R S

Finally, even if MIT had been a provider “to the public” and even if Swariz had been

MIT’s subscriber or customer, MIT properly complied with the Stored Communications Act by

" Nor could Swartz claim that MIT"s ¢-mails t0 JSTOR misled him into thinking that he
Wwas 3 guest, since he was not a party to those e-mails,
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praviding the Government records in order to protect its rights by locating and identifying the
hacker. Under the Stored Communications Act, MIT could lawfully disclose the necessary
records as “necessarily incident to the rendition of the [electronic conununications] service or to
the protection of the rights or property of the provider of that service.” 18 U.S.C. § 2702(c)(3).
Disclosures by service providers such as MIT are held to the standard of reasonableness. See
United States v. Harvey, 540 F. 2d 1345, 1350 (8th Cir. 1976) (interpreting similar language in
the wiretap statute found at 18 U.S.C. § 2511 (2)(a)i)).

MIT wanted to rid its network of Swartz, or else MIT would not have banned his MAC
addresses and installed a videocamera in his hiding place. And MIT had good reasons to tid
itself of Swartz: his actions had resulted in MIT’s JSTOR service being shut off and MIT
researchers’ being denied access {o research materials. Thus, MIT was protecting not just
JSTOR's rights, as Swartz claims, but alse MIT"s own rights in its network, its interest in using
that network to provide its researchers JSTOR articles, and its contract with JSTOR to provide
JSTOR’s articles over its network. Under § 2702(a)(3), MIT’s disclosures were proper.

Swartz argues that MIT’s disclosure of network tecords to law enforcement under §
2703(c)(3) was not “necessarily incident” to protecting MIT"s network because MIT could have
protected itself simply by removing his computer from the wiring closet. But MIT had no such
assurance. The hacker had repeatedly re-accessed the network afler direct efforts to stop him.
As far as MIT knew, taking away his computer would merely spur him to return with more
equipment yet again. Instead, MIT had to identify the hacker and assist with his apprehension in

order to prevent further abuse. Providing the Government these records was necessarily incident
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to identifying the hacker and thus protecting MIT"s rights and property under § 2703(c)3)."*
Consequently, MIT acted properly when it disclosed these records Lo Jaw enforcement both
consensually at the outset and later pursuant to a subpoena.

B.  The Packet Capture of the Laptop’s Communications®®

Unlike the other records that Swartz’s first motion attempts to suppress, the packet
capture of the laptop’s communications did involve intercepting the communications® contents.
Unlike the system logs discussed above, intercepting the contents of electronic communications
usually requires a Title Il order, absent an exception.

There is an applicable exception here, however, because Swartz was a trespasser on
MIT’s system during the packet capture on January 4th. As a matter of constitutional law, a
trespasser lacks a reasonable expectation of privacy in a place he has no legitimate right to be.
Rakas v. llonois, 439 U.S. 128, 143-44, .12 (1978) (ao legitimate expectation of privacy
where a person’s presence is wrongful); United States v. Curlin, 638 F.3d 562, 565 (7th Cir.

2011) (defendant had no reasonable expectation of privacy in house from which he had been

' Swartz also contends that MIT"s disclosure of its routing and trafficking records
violated his Fourth Amendment rights, citing Crispin ». Christian Audigler, Inc. 717 F. Supp. 2d
965 (C.D. Cal. 2010); and [ re United States, 665 F. Supp, 2d 1210 (D, Or. 2009). These cases
are inapposite because they did not consider the application of § 2702(c)(3). However, even if
MIT had violated the Stored Communications Act by providing the Government its historical
routing and registration records without a warrant, doing so would not have rendered the
Government's acquisition of those records a per se unreasonable search under the Fourth
Amendment, See City of Ontario California v. Quon, 130 S. Ct, 2619, 2632 (2010)
(“Respondents poin fo no authority for the proposition that the existence of statutory protection
funder the Stored Communications Act] renders a search per se unreasonable under the Fourth
Amendment. And the precedents counsel otherwise.”).

** No derivative use has been made of this packet capture, and at the present time, the
Government does not intend to introduce it in its case-in-chief. The Government responds,
however, to preserve its right to use this evidence should it become material.
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evicted); Unired States v. Sanchez, 635 F.2d 47, 64 (2d Cir. 1980) (*[A] mere trespasser has no
Fourth Amendment protection in a premises he occupies wrongfully.”); Amezquita v.
Hernandez-Colon, 518 F.2d 8, 11 (1st Cir. 1975) (squatters formerly evicted from public land
had no expectation of privacy in homes they unlawfully constructed there); Urrited States v.
Gale, 136 F.3d 192, 195 (D.C. Cir. 1998) (individual Iacked legitimate expectation of privacy in
apariment he occupied withoul permission of its tenant or other legal authority); United States v.
Rambo, 789 F2d 1289, 1295-95 (8th Cir. 1986) (hote} occupant asked to leave by police officers
acting for hotel management no longer had a reasonable expectation of privacy in hotel room).
Swartz was a trespasser in every sense of the word. To physically get to the network he
passed doors with “no trespassing” signs, went into a basement corvidor and opened locked steel
doors to hide in a restricted wiring closet. Then, having accessed the network using
pseudonyms, Swartz repeatedly manipulated his computer's MAC address as MIT repeatedly
barred its use on their network. As a trespasser, then, Swartz had no constitutional expectation
of privacy in the electronic communications being sent to and from his computer in the witing
closet.
Title HI integrates the constitutional trespasser exception in a statutory exception 1o its
order requirement:
() It shall not be unlawful under this chapter for a person acting Mﬁ color
of law to intercept the wire or clectronic communications of a computer
trespasser transmitted to, through, or from the protected computer if --
(I)  the owner or operator of the protected computer authorizes
the interception of the computer trespasser’s
comamunications on the protected computer;

(1)  the person acting under color of law is lawfully engaged in
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an investigation;

(II1)  the person acting under the color of law has reasonable
grounds to believe that the contents of the computer
trespasser’s communications will be relevant to the
investigation; and

(IV}) such interception does not acquire communications ather
than those transmitted to or from the computer trespasser.

18US.C § 2511217

Y

The packet capture here fits the statutory exception. First, MIT authorized it.

§ 2S11{(2)(iX1). Second, the packei capture was perforraed by “a person acting under color of

law engaged in an investigation,” § 251 1(2)(i)(H); although MIT personne] initiated the packet
capture, law enforcement investigators called to the scene concurred that it should continue.

Third, MIT and law enforcement investigators “had reasonable grounds to believe that the

contents of the cormputer trespasser’s communications w{ould] be relevant to the investigation,”

§ 251 1(2)(iXTH), by helping to identify who owned the ghost laptop and what unlawful activities

e

the computer was conducting on the network. Finally, the packet capture was set up so that it

¥ Swartz’s Wiretap Act argument in Motion to Suppress No. 1 analyzes a different
exception, the provider exception set forth in 18 U.S.C. § 251 1(2)(a)}{i). See Def.’s Motion to
Suppress No. | at 8-14. That analysis centers oo Swart2’s misguided notion that MIT acted only
to protect JSTOR, and not itself, as well. As discussed above in the context of the Stored
Communications Act, supra at 22-23, this is incorrect: MIT was not just protecting JSTOR's
rights, but also MIT’s own rights in its network and in its contract with JSTOR to provide
JSTOR's articles over MIT's network. Accordingly, for the same reasons articulated supra at
22-23, MIT hed the right to intercept and disclose to law enforcement the communications over
its network to and from the ghost laptop to protect MIT's rights and property. 18US.C. §
2511(2)(a)(i). Swartz’s objection to using the provider exception should be overruled.

Swartz analyzes the Wiretap Act’s trespasser exception, 18 U.S.C. § 2511(2)(3), in his
Motion to Suppress No, 2 at 17-18.
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“d[id] not acquire communications other than those transmitted to or from the computer
trespasser.” § 2511(2)i)(IV).

Here, too, Swartz unsuccessfully seeks to paint himself as MIT's guest rather than as its
computer trespasser. See Def.’s Motion to Suppress No. 2 at 17-18. A “computer trespasser” is
“a person who accesses g protected computer without authorization and thus has no reasonable
expectation of privacy in any communication transmitted to, through, or from the protected
computer,” 18 U.S.C. § 2510(21)(A), and “does not include a person known by the owner or
operator of the protected computer to have an existing contractual relationship with the owner or
operator of the protected computer for access to all or part of the protected computer,”

§ 2510(21)(B). Again, it is disingenuous for Swartz to claim that he was MIT’s invitee after
MIT had repeatedly cut off his computer’s connection. Neither Swartz’s ability to fake his way
onto the system nor M11”s referring to his logon account as a guest turned him into an invitee.
See supra at 21-22 (discussing MIT's and JSTOR’s efforts to ban Swartz). Certainly he was not
“a person known by the owner or operator of [MIT s network] to bave an existing contractual
relationship with the owner or operator of the protected computer for access to all or part of the
protected computer.” § 2510(21)(B).

Accordingly, MIT and the Government met each of the elements of § 2511(i)'s trespasser
exception to the wiretap order and a Title III order was not necessary to monitor the ghost
laptop’s communications.

IV. MOTION TO SUPPRESS FRUITS OF WARRANTLESS SEARCHES (No. 2)

ARer MIT tracked the JSSTOR downloads to the laptop in the closet, MIT called the
police. When the Cambridge Police and Secret Service arrived, they processed the scene for
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fingerprints and unsuccessfully attempted to copy volatile evidence in the computer’s random
access memory (“RAM™) which would be destroyed if the computer were turned off.

Swartz’s Motion to Suppress No. 2 moves to suppress the fruits of each of these
investigative steps.?’ This motion is meritiess and should be denied. Swartz Jacked a reasonsble
expectation of privacy in equipment hidden on somebody else’s property. The officers were
lawfully in MIT’s wiring closet, where the laptop and hard drive were in plain view, Exigent
circumstances justified the attempt to capture the contents of the laptop’s RAM before it was
powered down, In any event, this aspect of Swartz’s motion is moot becguse law enforcement
officers were unable to copy the RAM.

A.  Swartz Lacked a Reasonable Expectation of Privacy in MIT’s Wiring Closet
and Student Center Office and the Things He Hid There

Swartz lacked a reasonable expectation of privacy in the laptop and hard drives that he
hid in MIT’s wiring closet and student center office. He placed the computer where he and it
had no right to be, end left the equipment unatiended for extended periods while it robotically
stole massive partions of JISTOR’s database. The equipment was an instrumentafity of a crime,
being used in an ongoing crime, when crime scene investigators opened the laptop and hard
drive cases on January 4, 2011 and seized them on January 6, 201 1.

I, Whatever Swarts’s Claimed Subjective Expectation of Privacy in
Instrumensalities of Ongoing Crime Hidden in a Victing's Locked Utitlty
Closet and Office, It Is Not One That Society Is Objectively Prepared to
Recognize

Whatever subjective expectation of privacy Swartz may have had by using bogus

% Motion to Suppress No. 2 also seeks again to suppress the results of the packet capture.
Those arguments are dealt with in the Government's response to Motion to Suppress No. 1.
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Indeed, the Government sought and obtained a warrant for this purpose.

It was also proper under the exigent circumstances desctibed below.

B. Exigent Circumstances Justified an Attempt ¢to Copy the Laptop's RAM

When MIT and the officers arrived at the wiring closet on January 4, 2011, they did not
know who had connected the laptop to MIT"s network, whether it was being used for any other
illegal purposes in addition to the downloads, or how soon the hacker might return and take the
laptop. After crime scene specialists had fumed the laptop for fingerprints, Special Agent Pickett
sought, unsuccessfully, to copy the laptop’s Random Access Memory (“RAM™).% This was
lawful. “Government agents may conduct a warrantless search or seizure if (1) probable cause
supports the search or seizure and (2) ‘exigent circumstance’ exist. Exigent circumstances
include imminent destruction of evidence, a threat to the safety of law enforcement officers or
the general public, *hot pursuit’ of a suspect by police, or likelihood that suspect will flee before
the officer can obtain a warrant.” 41 Geo. L.J. Ann, Rev. Crim, Proc. 83 (footnote omilted,
collecting cases). See also Schmerber v. California, 384 U 8. 757, 766-12 (1966) (exigent
circumstances justified warrantless search of blood sample to test alcohol level because police

had probable cause to arrest and feared destruction of the evidence by dissipation of alcohol in

communicate. See suprqg at 15-17. Nevertheless, the Government does not intend to offer this
information in evidence in its case-in-chief and therefore this aspect of his motion is moot.

* Law enforcement officers are not uniformly clear as to whether the laptop’s screen was
showing a logon screen when they opened the laptop to fingerprint it or whether the logon screen
appeared only when they attempied to copy the laptop’s RAM. Regardless, officers legitimately
opened the [aplop’s cover for the multiple reasons described above, puiting the logon screen in
plain view. If the logon screen did not appear until officers touched the laptop’s keyboard,
touching the keyboard was lawful under Hicks ~ thete was probable cause to believe that the
logon sceeen would show evidence of who owned the laptop.
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the blood). “Exigent circumstances occur when a reasonable officer could believe that to delay
acting to obtain a warrant would, in all likelihood, permanently frustrate an important police
objective, such as to prevent the destruction of evidence relating to criminal activity . . , .
United States v. Rengifo, 858 F.2d 800, 805 (1st Cir. 1988).”

Agent Pickett was reasonable in his belief that if officers delayed copying the RAM
while they obtained a warrant, they might permanently lose access to significant evidence, A
computer contains two types of information: information stored on the hard disk remains after
the computer is turned off, whereas information stored in RAM is completely fost when the
computer is turned off. Despite its volatitity, RAM information can assist an investigation in
several ways, including providing the computer’s decryption passwords. Without these
passwords, the computer can for all intents and purposes be impossible to search later, despite
having a valid search warrant. Accordingly, exigent circumstances justified Special Agent
Pickett's efforts to copy the laptop’s RAM without a warrant before the perpetrator could acoess
his computer again and power it down,

To copy the RAM, officers needed to access the computer’s screen and keyboard,
Viewing the laptop’s screen was merely incidental to the lawful exigent effort to copy the
laptop’s RAM,.

* In an analogous situation, courts have repeatedly upheld searching a cell phone’s call
log incident 10 amrest on the grounds that incoming calls can cause the least recent calls to be
erased. See e.g., United States v. Valdez, 2008 WL 360548 (E.D. Wis. 2008); United States v.
Mercado-Nava, 486 F.Supp. 2d 1271, 1278 (D. Kan. 2007); United States v. Parada, 289 F.
Supp. 2d 1291, 1303-04 (D. Kan. 2003).
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C. Discovery Was Inevitable After Officers Obtained Warrants
te Search Sefzed Equipment

Even had a warrant been necessary to search the laptop and hard drive on January 4th,
the results of these searches would bave been discovered inevitably after the officers obtained
warrants to search them later on, “Although evidence derived from unlawful searches is
generally subject to suppression, there are numerous exceptions to this rule. One such, the
inevimble discovery exception, applies to any case in which the prosecution can show by a
preponderance of the evidence that the govemment would have discovered the challenged
evidence had the constitutional violation to which the defendant objects never occurred.” United
States v. Scot, 270 F.3d 30, 42 (1st Cir. 2001) (citing Wong Sun v, United States, 371 U.8. 471,
484-87 (1963) and Nix v. Williams, 467 U S, 431, 440-48 {1984)). The inevitable discovery rule

has three factors:

{A]re the legal means truly independent; are both the use of the legal means and

the discovery by the means truly inevitable; and does the application of the

inevitable discovery exception either provide incentive for police misconduct or

significantly weaken Fourth Amendment protection?

United States v. D 'Andrea, 648 F.3d 1, 12 (1st Cir. 201 1) {quoting United States v Silvestri, 787
F.2d 736, 744 (1st Cir, 1986)).

The Government obtained warrants to search the laptop and hard drive on February 24",
evincing its intention that the two would inevitably be searched. The warrants were independent
of the January 4th searches: their affidavits did not rely upon or even refor to the fingerprints,
what was seen on the laptop screen, or the contents of the packet capture. Finally, there was no
police misconduct (intentional or unintentional) that would be encouraged by applying the

inevitable discovery doctrine,
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Accordingly, if the Court determines that any evidence recovered on Janvary 4th was

recovered unlawfully, the Court should nonetheless find it admissible because it would

inevitably have been discovered when the independently obtained lawful warrants were

subsequently executed.

Y. MOTION TO SUPPRESS FRUITS OF UNLAWFUL ARREST AND SEARCH OF
HP USB DRIVE (No. 3)

Swantz next moves to suppress the USB drive recovered incident to his arrest and

subsequently searched pursuant to a warrant. His USB drive contains a version of the software

that Swartz used to downioad JISTOR’s articles. This motion must be denied because there was

probable cause both to arrest Swartz on January 6, 201 I, and to search the USB drive recovered
from his backpack incident to his arrest.

A.

Probsble Cause to Arrest Aaron Swartz on January 6, 2011

L Facts Known at the Time of Arrest

When MIT Police Captain Albert Pierce and others arrested Swartz on January 6, 2011,

there were facts sufficient to establish probable cause that Swartz had commitied several crimes.

At a minimum, arresting officers knew, as reflected in the report attached to the initial charging

complaint (Ex. 19):

(H

@

3
@
(5}

A person had entered a restricted telephone and networking closet whose
access was controlled by MIT;

That person had connected a laptop and external hard drive directly to 4
networking switch without authorization;

That person had hidden the equipment under a cardboard box;
The laptop had illegally downloaded scientific periodicals from JSTOR;
The person had downloaded gigabytes of data from JSTOR, valued in the
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tens of thousands of dollars at the time;

(6)  The suspect he was about to interview Jooked just like the person who had
just been seen on a video removing the equipment from the closet;

{7}  The suspect was near MIT, the scene of the crimé; and
(8)  The suspect he was about to interview fled when approached by police.

2 Probable Cause to Arrest for Federal and State Compeuter Crime
Violations, Among Others

On these facts, officers had objective probable cause to believe that Swartz had accessed
MIT’s computer system without authorization and thereby taken substantial amounts of data
from JSTOR. Thus, at the time of arrest, they had objective probable cause to believe that
Swartz had violated at least two computer crime statutes: Massachusetts General Laws ch, 266,
§ 120F and 18 U.S.C. § 1030(a)}(2XC). There was probable cause to believe that Swartz had
violated the state computer crime statute, because it punishes “[w]hoever, without suthorization,
knowingly accesses a computer system by any means, or afier gaining access to a computer
system by any means knows that such access is not authorized and fails to ferminate such
access,” Mass. Gen. Laws ch. 266, § 120F. There was probable cause to believe that Swartz had
violated the federal computer crime statuts, because it similarly punishes whoever “intentionally
accesses a computer without authorization or exceeds authorized access, and thereby obtains —
(C) information from any protected computer,” 18 U.S.C. § 1030(a)}2)(C). Swartz has not
challenged, nor can he, the existence of probable cause to believe at the time of his arrest that he
had commitied state and federal computer crimes. Since officers had objective probable cause to
arrest Swartz, the search instant to his arrest that recovered the USB drive from his backpack
was also lawful,
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Moreover, in addition to the computer crime statutes, the facts listed above also gave
objective probable causc to believe that Swartz had violated all the other statutes on which he
was later indicted: breaking and entering in the daytime with intent to commit a felony in
violation of Massachusetts General Law ch. 266, § 18; larceny over $250 in violation of
Massachusetts General Laws ch, 266, § 30; wire fraud in violation of 18 U.S.C. § 1343;
computer fraud in violation of 18 U.S.C. § 1030(a)(4); and reckless damage to a protected
computer in violation of 18 U 8.C. § 1030(a)(5).

3. The Officers’ Subjective Assessment of Probable Cause is Irrelevans

Swartz says that the officers lacked probable cause 1o arrest him for the state breaking
and entering statute because the statute did not cover his conduct and they did not identify any
other applicable criminal statutes at the time.

But the officers’ subjective intent at the time of an arrest is irrelevant. An arrest and a
search incident thereto are valid if the arresting officer had objective grounds for probable cause
to amvest the defendant, even if the officer subjectively mistook which statute applied. £.g,
Devenpeck v Alford, 543 U .S, 146, 153-54 (2004) (holding that the “[sJubjective intent of the
arvesting officer . ., is simply no basis for invalidating an arrest. Those are lawfully arrested
whom the facts known to the artesting officers give probable cause to arrest.”), United States v.
Bookhardr, 277 ¥.3d 558, 565 n.10 {D.C. Cir. 2010) (bolding that existence of probable cause to
arrest must be determined objectively from facts and circumstances known to officers at time of

arrest without regard to subjective intentions of officers invo] ved).* The officers’ subjective

* See, similarly, Barna v, City of Perth Amboy, 42 F.3d 809, 819 (3d Cir. 1994) (holding
that “[pJrobable cause need only exist as to any offense that could be charged under the
circumstances™); United States v. Kalter, 5 F.3d 1166, 1168 (8" Cir. 1993) (upholding arrest
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intent is irrelevant even if they mistakenly charged a defendant with a state crime but had
objective probable cause to believe that the defendant had committed a federal crime, See
United Stares v. Pollack, 739 F .24 187, 199 (5* Cir. 1984) (“If, as in the Instant case, the
asresting officer knows facts which constitute probable cause to believe that the suspect has
committed a federal crime, it is not required that the officers subjectively believe that probabie
cause exists to arrest for that crime. Thus [the agent’s] mistaken belief regarding a $5,000
[federal] jurisdictional requirement is not facal.”),

Conseguently, the Court should focus on the fact that the officers had objective probable
Gause to arrest Swartz on the various statutes listed above and should ignore the officers’
identification of different statutes a1 the time of arrest,

4 Officers Nonetheless Had Probable Cause to Arrest Swartz for Breaking and
Entering with Intent 10 Conumit ¢ Larceny

Even were the arresting officers® subjective intent relevant, the officers had probable
Cause to arrest Swartz for breaking and enlering in the daytime with intent to commit larceny.

Swartz claims that be could not have committed this offense because he believed he had
permission to be in the wiring closet. Whether Swartz believed that he had MIT"s permission to
be in the closet is beside the point, because the officers had probable cause to believe that Swartz

because, although the police lacked probable cause to arrest defendant for concealed-weapon
violation that was actyal reason for the arvest, police nevertheless had probable cause to arrest
him for violating a separale ordinance requiring that a gun be carried in a Jocked container);
United States v. Atkinson, 450 F.2d 835, 838 (5" Cir. 197 1) (declining to decide whether an
arrest for false pretenses was legal because the officer had probable cause to arrest the defendant
for operating a vehicle with an invalid license tag); Kingler v. United States, 409 F.2d 299, 303-
06 (8" Cir. 1969) (upholding arrest because, afthough the police lacked probable cause to arvest
the defendant for vagrancy, the charged offense, they had probable cause 10 believe that he had
committed robbery); see also Wayne R. LaFave, Search and Seisure § L.4(d) (3d ed. 1996)
(collecting cases),
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lacked permission and knew that he lacked permission,

Swartz also argues that he could not have committed a larceny because he did not “intend
to deprive JSTOR of its property permanently, nor did the downloading have that effect.”
Swartz misinterprets the larceny statute. Massachusetts General Law chapter 266, § 30 was
specifically amended in 1983 to include electronically processed or siored data to ensure that
prosecutors could use it to prosecute the then-nascent problem of computer crime, Subsection 2
of the law now states, in pertinent part, that “Property’, as used in fsection 30}, shall include . . .
electronically processed or stored data, either tangible or intangible, data in transit fand}
teleoommunications services.” Mass, Gen. Laws ch. 226, §30 (2). As stated by Representative
Kemneth Lemanski in a letter to the governor’s legislative office (Ex. 20):

- The most important aspeet of this bill, in tay opinion, Is the fact that it now allows

electronic impulses to be defined as property. This is essential to combating

Computer crimne. . . [Prosecutors] will now be uble to refer to a specific statute in

the prosecution of what was formerly one of the most difficult types of crime.

H.6227 directly attacks what, up until now, had been the judicial sticking point:

are electronic data “property™? Our own Supreme Judicial Court agreed with

eatlier Federal Opinions that the answer was no, under the existing statutes,

H.6227 remedies this by explicitly including computer data in the definition of

propesty.
Thus understood, the statute does not exclude from coverage a hacker who copies his victim’s
data, Nor should this Court make such a novef interpretation of Massachusetts law. “A statufe
should be constructed [to give effect] to all of jts provisions, so that uo part will be inoperative or
superfluous, void or insignificant.” Corley v. US., 556 US 303, 304 (2009). “It is an elementary
rule of construction that effect must given, if possible, to every word, cause and sentence of a8
statute.” 2A Sutherland Statutory Construction § 46,06 (7" ed. 2007). All computer data thefi

involves copying. If the statute were interpreted to punish the data thief only if he erased the
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victim’s data, that would render the computer crime amendment largely inoperative.

In sum, at the time of arrest, there was objective probable cause to believe that Swartz
had viotated the state and federal computer crime statutes, plus several other state and federal
statutes, including breaking and entering to commit larceny. The arrest and the seizure of the
USB drive incident to arrest were therefore lawful.

B. Probable Cause to Search the USB Drive

After the USB storage drive was seized incident to Swartz’s artest, the Government
obtained a warrant 10 search the drive for violations of 18 U.S.C. § 1030(2)(2) (data theft); 18
US.C. § 1030(a)(5XA) (intentional damage to a computer system) and 18 U.S.C. § 1343 (wire
fraud). The Government then searched the drive pursuant to that warrant.

Swartz incorrectly contends that officers lacked probable cause to believe that the USB
drive contained evidence of Swartz’s crimes. A magistrate’s decision to jssue a warrant must be
reviewed with great deference. A reviewing court should give significant deference to the
magistrate judge’s initial cvaluation of an affidavit for a search warrant, reversing the magistrate

judge only when there is no “subsiantial basis™ for concluding that probable cause existed,
United States v. Ribeiro, 397 F.3d 43, 48 (15t Clr. 2005) (citing United States v, Feliz, 182 F.3d
82, 86 (1st Cir. 1999)).

Moreover, Magistrate Judge Dein’s conclusion that officers had probable cause to believe
that the USB drive contained evidence was amply supported by the affidavit, As set forth in the
affidavit (Ex. 21), Swartz had been videotaped entering the wiring closet on January 4, 2011, and
8gain on January 6, 2011, shortly before he was arrested. (Aff. 11 22,24} He was arrested near
MIT, the scene of the crime, shortly after the “ghost laptop” had been relocated (o MIT’s
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Building W20. (Aff. §25). The crime involved using a program to download a large amount of
information. (Aff. 44 12-19,) USB drives are frequently used to store software, data and
records, including the type of records that were illegally downloaded from JSTOR. (AfY. 4 26).
USB drives are also frequently used to transfer records and data between computers and hard
drives, and Swartz had used two laptops on October 9, 2010, (Aﬁ‘ 9917, 18, 26). Because
Swartz was arrested on the afiernoon of the day he was last seen in the wiring closet, there was
reason 1o believe that he had the USB drive with him as he committed the crime.

Probable cause does not require a certainty of finding evidence. All that is needed is a
“reasonable likelihood™ that incriminating evidence will twn up during a proposed search.
United States v. Clark, 685, F3d, 72,76 (1st Cir. 2012). The facts set forth above established a
morg then reasonable likelibood that the USB drive would hold records relevant to the crime.

Even assuming that Agent Pickett’s search warrant affidavit was lacking, the evidence
seized pursuant 1o the warvant should nonetheless be admitted under the good-faith doctrine
enunciated in United States v, Lean, 468 U.S. 897, 922 (1984). In Lean, the Supreme Court held
that evidence seized in good-faith reliance on a warrant later found defective is admissible at
trial, Id. There are four exceptions in which the good-faith exception may not be invoked: (1)
when the magistrate was misled by false information that the affiant knew was false or should

have known was false but for his reckless disregard for the truth; (2) when the magistrate wholly
abandoned her neutral role; (3) when the affidavit is so lacking in indicia of probable cause that
no reasonable officer could believe to the contrary; and (4) when a warrant is so facially invalid,
as by failing to descnbe with particularity the premises to be searched, that no reasonable officer
counld believe it valid. 14 at 923, see also United States v, Owens, 167 F.3d 739, 745 {Ist Cir.
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1999). Here, none of those exceptions is present, and thus, even assuming arguendo that the
search warrant affidavit was deficient, the Court should rule the evidence derived from the

warrant is admissible,

VL. MOTION TO SUPPRESS RESULTS OF SEARCHES OF SWARTZ'S
APARTMENT AND OFFICE (No. 4)

Swartz’s fourth motion to seeks to Suppress the results of the searches of his apartment
and his office, even though those searches were performed subject to search warrams. Because
the Government will not introduce any evidence from the searches during its case in chief, nor
evidence derived from those searches, this motion is moot.

The Goverament reserves the right to cross-examine Swartz about his statements and
actions during and after those scarches If he testifies on his own behalf,”

VI MOTION TO SUPPRESS FRUITS OF SEARCHES OF SEIZED COMPUTER
EQUIPMENT (No. )

Swartz’s final motion seeks to suppress the searches of the Japtop and the hard drive that
were seized on MIT's property and the USB drive that was seized from Swartz incident (o his
arrest, all of which were searched pursuant 1o federal search warrants, Swartz seeks suppression
because, he contends, the Government should have obtained and executed the warrants sooner,
and thereby the Government unlawfully interfered with his possession of his equipment,

The motion should be denied, Having lefl the equipment unatiended for months at MIT,
having had it properly seized ag physical evidence by the police under exceptions to the Fourth

*” Even were the defendant’s statements derivative of a Fourth Amendment violation —
which they were not -— they would be admissible for impeachment purposes. See e.g., U.S. v.

Torres, 926 F.2d 321, 323 (3rd Cir. 1991) (evidence obtained in violation of F ourth Amendment
admissible to impeach defendant*s testimony).
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Amendment’s warrant requirement, and having not sought the equipment’s return before the
warrants® issue, any rights that Swartz might theoretically have had to the equipment’s return
were not meaningfully infringed while the Cambridge Police Department held the evidence in
their case and the Secret Service sought warrants to search them for their federal investigation.

A, Swartz Claims that the Police Improperly Held the Equipment After Re
Was Arrested and Charged

Swartz asserts an unusual basis for relief in his fifth motion 1o suppress. He does not
argue here that the equipment was seized improperly or that the warrants failed to articylate
probable cause to believe that the equipment contained evidence of 2 crime,”* Rather, he argues
solely that the officers’ delay in obtaining the warrants unreasonably interfered with his
possessory interests. See Def.’s Motion to Suppress (No. 5) at 3 (“*‘{E}ven a seizure lawful at its
inception can nevertheless violate the Fourth Amendment because its manner of execution
infringes possessory interests protected by the Fousth amendment’s prohibition on “unreasonable
searches,’”) (q;xoting Unjted States v. Jacobson, 466 U.S. 110, 124 (1 984)) (emphasis added),
See also United States v. Burgard, 675 F.3d 1029, 1033 (7 Cir. 2012) (*On the individual
person’s side of this balance [of reasonableness], the critical question relates to any possessory
interest in the seized object, not to privacy or liberty interests. A seizure affects only the
person’s possessory interests; a search affects a person’s privacy interests.”) (internal quotation
marks and citations omitted), cert. denfed, 2012 WL 2002441 (Oct. 1, 201 2).

In other words, this motion focuses not on what the officers found inside the equipment,
or even how they found it, but rather on the Cambridge Police Department’s retention of the

* To the extent that the motion does raise these arguments, the Government disposed of
them when responding to Swartz’s eartier motions to suppress,
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equipment in a pending state criminal case before the Secret Service obtained and executed
warrants in the federal investigation.

B. The Cambridge Police Properly Seized and Held the Laptop, Hard Drive and
USB Drive as Phiysical Evidence

The Cambridge Police Department properly seized and held the laptop, the hard drive,
and the USB drive as physical evidence in their state case under exceptions to the Fourth
Amendment’s warrant requitement. The equipment constituted physical evidence of computer
crimes, larceny, and breaking and entering, just as a bag of burglar tools or a bag of stolen goods
would be physical evidence if recovered at the scene of a crime or if seized incident to a
burglar's arrest. See supra. The police accordingly had an objective basis to deprive Swartz of
possession of the equipment throughout the period they held it in their evidence focker, 2 basis
that was wholly independent of the Secret Service's subsequent searches of the equipment’s
contents.

Swartz does not contend ~ nor could he credibly contend — that the Cambridge police had
an insufficient basis for continuing to hold the laptop and hard drive as physical evidence
pending trial, even if the Secret Service had never obtained warrants to examine their contents.
The laptop and the hard drive were in the closet to which the unauthorized downloads had been
traced. A physical wire extended from the laptop and hard drive to MIT"s network, and a virtual
wire connected MIT"s network to ISTOR's daiabase. The laptop could be used to conduct the
unauthorized downloads — the burglar’s tools — and both the laptop and the hard drive could be
used {o store the articles — the loot. In this sense, they were the last physical links in the thefi of
JSTOR’s articles. And they were instrumentalities of 2 crime which need not have been returned

to the suspected perpetrator.
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While one step removed, the Cambridge police had a sufficient basis to continue to hold
the USB drive seized from Swartz incident to his arrest as physical evidence, as well. Swartz was
arrested near MIT, within hours of baving last been seen in the wiring closet. His crime
involved the use of a program to download a targe amount of information. USB drives are
frequently used to store software applications, data and records, including the type of records
that wete illegally downloaded form JSTOR. They are also frequently used to wansfer records
and data between computers and hard drives, and MITs records indicated that the perpetrator
had used two laptops when executing his crime on October 9, 2010, See sypra.

When an officer lawfully seizes property without a warrant because of probable cause to
believe that it constitutes evidence of a crime, the officer may hold on to that evidence without a
warrant and therefore the defendant has no grounds to complain that the officers delayed in
searching it. See United States v. Carter, 139 F.3d 424, 426 (4th Cir. 1998) (en banc) {denying
motion to suppress because of excessive delay between seizure of suitcase incident to arrest and
issuance of search warrant, because the suitcase itself was evidence of the crime apart from the
suitcase's contents); Unired Stares v. Wright, 2010 WL 841307 at *8-*10 (E.D. Tenn. Mar. 3,
2010) (holding elmost month-long delay between scizure of laptop computer and application for
warrant not uareasonable, because the laptop had evidentiary value in and of itself, apart from its
contens, since the suspect’s pre-arrest communications made it probable that the suspect would
arrive at a destination with a computer); id. at *9 ("And as Mitchell itself indicates, the
Government is under no obligation to return property if it has ‘some other evidentiary value.")
(quoting United States v. Mitchell, 565 F.3d 1347, 1352 (11th Cir. 2009)). Cases that Swartz

cites for the contrary position are typically factually inapposite in one of two critical respects:
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either the court never considered whether the searched computer or cellphone was physical
evidence of a crime independent of its contents, or the court rejected the argument that the
equipment was phys(ical evidence of the crime.® Others are even less germane natcotics cases.”
In sum, there was no infringement of Swartz’s possessory interests in the computer equipment
before it was searched pursuant to federal warrants, because it was being lawfully held during
this time as physical evidence and instrumentalities of criminal activity.

G Swartz Never Ashed for Any of the Equipment Back During the Period He Now
Claims His Possessory Interests Were Wrongfully Infringed Upon

At no time before the warrants were issued did Swartz or his counsel seek the return of

* See United States v. Burgard, 675 ¥ 3d 1029 (7th Cir. 2012) (cellphone seized on
probable cause to believe that the phone would contain evidence of a crime; no argument that the
phone was evidence of a crime apart from its contents); Unifed States v. Mitchell, 565 F.3d 1347,
1352 (11th Cir. 2009) {noting that the govermment would not have been obligated to retum the
computer if it had evidentiary value apart from its contents; no argument for that the computer
was evidence apart from its contents); United States v. Rubinstein, 2010 WL 2723186 at *{2-*14
(S.D. Fla. June 24, 2010) (no argument computer seized at the border was evidence independent
from the files it contained); United States v. Riccio, 2011 WL 4434855 (S.D, Cal. Sept. 23, 2011)
(no argument that phone was evidence apart from its contents); United States v. Shaw, 2012 WL
844075 at *3 (N.D. Ga. May 25, 2012), (evidentiary value of cellphones seized incident to an
arrest in a drug conspiracy was not readily apparent without regard to the information to be
found in the telephones).

One case cited by Swartz, United States v. Budd, 549 F.3d 1140, 1147-48 (7® Cir, 2008),
actually helps the Government because it holds that even if officers waited too long in obtaining
a warrant to seize a computer, the search of the computer pursuant to the warrant would aot be
suppressed under the independent source doctrine if the affidavit was premised on information
that bad not been obtained from the computer during its illegal detention.

" See United States v. Jacobson, 466 U.S. 109, 122, 124-25 (1984) {affirming that
officer may seize property without a warrant based on probable cause to believe that it contains
contraband and that officers did not need a warrant to destroy a small amount of s
cocaine to perform a field test); Segura v. United States, 468 U,S. 796 (1984) (holding that
officers who had probable cause to believe an apartment contained a criminal drug operation but
entered illegally, nevertheless did not violate the Fourth Amendment by securing the apartment
through the night and into the next day while obtaining a warrant to search the apartment).
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the laptop, the hard drive, or the USB drive: not by formal motion in state or federa] court and
not by informal request of cither the state or federal prosecutors. Indeed, Swartz did not even ask
for a copy of the files stored on the equipment until the formal discovery process began much
later in the state and federal court cases,

Where a property-owner fails to demand that officers return his equipment before they
obtain a warrant, he cannot later argue that his possessory interests were harmed by a delay in
obtaining a warrant. If Swartz needed the equipment back, he should have asked for its return at
the time. See United States v. Stabile, 633 F.3d 219, 235-36 (34 Cir. 201 1), cers. denied, 132 8.
Ct. 399 (2011) (holding that three-month delay betwéen seizure and obtaining e warrant to
search hard drives not unreasonable, based in significant part on the grounds that a defendant
wha does not request the return of his property cannot argue that pre-warrant delay adversely
affected his Fourth Amendment rights) (citing United Stages v, Johns, 469 U.S. 478, 487 (1985));
United States v. Ivers, 430 Fed. App'x 573, 576, 2011 WL, 1594652 at *2 (9% Cir, April 28,
2011) (rejecting defendant’s argument that the FB! violated Fed. R. Crim. P. 41 by taking more
than 10 days to execute a search warrant, because “[tlo the extent that the government
unlawfully deprived Ivers of his property, Ivers was not without recourse. He could have filed a
motion to return property at any time. Fed. R. Crim. P. 41 (). He simply did not da so.” ),
Unires States v. Lowe, 2011 WL 1831593 at *3 (S.D, Tex. May 12, 201 1} (distinguishing
Mitchel! in part on the ground that the defendant never asked for the retumn of the searched
property before the search warrant was obtained and there was “therefore no reason 10 believe
that the defendant’s possessory interests in the cell phone were substantially interfered with,™),

Because Swartz did not ask the Government to retyrn his ¢quipment befors the warrants issued,
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urider Johins, Stabile, Ivers, and Lowe, his motion to suppress for pre-warrant defay must be
denied.

D.  Swartz’s Possessory Interests In the Laptop and Hard Drive Were

Attenuated Because He Left Them Unattended for Extended Periods on
MIT Proper(y and Didn’t Request Their Return

In the altemative, any delay in obtaining the warrants to search the laptop, hard drive and
USB drive bad no cognizable effect on Swartz’s possessory interests, because those (nterests
were highly atienuated even before the equipment was seized. After officers seize property,
there is no strict time limit within which they must obtain a warrant to search it. Whether pre-
warrant defay is unreasonable is decided case by case. “There is unfortunately no bright line
past which a delay becomes unreasonable. Instead, the Supreme Court has dictated that courts
must assess the reasonableness of a seizure by weighing the nature and quality of the intrusion
on the individual's Fourth Amendment interests against the importance of the governmental
interests alleged to justify the intrusion,” Burgard, 675 F.3d at 1033 (internal quotation marks
and citations omitied).

In balancing the individual’s interests in his property 2gainst the government’s interests
in an investigation, the Court must consider the nature of the individual’s possessory interests. If
the individual gave others access to that property, or left that property in others’ hands, then his
possessory inferests are attenuated and & pre-warant delay affects thase intetests much Jess, See
United States v. Martin, 157 F.3d 46, 54 (2d Cir. 1998) (holding delay not unreasonable because,
in part, “seizure is necessarily less intrusive where the owner has retinquished control of the
property to a third party as was the case here {stolen equipment sold to third-party and then

returned to defendant via commercial carrier, from which the equipment was seized),” and
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seizing the property would not effectively restrain the liberty interests of the person from whom
the property was seized, as with the seizure of s traveler’s luggage); see also United States v.
Vailimont, 378 Fed. App’x 972, 2010 WL 1857361 at *3-74 (11" Cir, May 11, 2010), rehearing
and rehearing en banc denied, 408 Fed. App'x 346 (11® Cir. 2010) (table) (distinguishing
United States v. Mitchell, 565 F.3d 1347 (11* Cir. 2009), to find that a 45-day delay was not
unreasonable in part because the defendant had a diminished privacy interest in his computer
after having revealed its contents to a third party who could freely access its contents).

For the betier part of three months before the seizure of the laptop and hard drive in
Building W20, Swartz had only a tenuous possessory interest in the tools of his electronic theft.
Swartz left his laptop and a series of five hard drives for extended periods at a time (1) running a
high-speed downloading program unattended, (2) on MIT’s praperty, (3) from which they would
likely be removed by MIT personnel if discovered, (4) under circumstances intended 16 conceal
that the equipment belonged to him and consequently would prevent its retum to him. Even
when Swartz retrieved the equipment on January 6, he again left it at another MIT building and
roor accessible to third parties. The slender possessory interests Swartz did have in the
equipment were further thinned when he never even asked to have it returned 10 him before the
search warrants were issued. See supra. The minimal possessory interests Swartz had in the
equipment under the circumstances were outweighed by the government’s interests in
investigation,

E, The Secret Service, Which Obtained the Warrant, Was Not the Same Entity that
Seived the Equipment

In yet another aspect, Swartz’s assertion that the Secret Service infringed his possessory

interests by delaying in obtaining a search warrant does not quite fit this situation or his legal
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theory. The Secret Service did not seize his laptop, hard drive, or USB drive on Janary 6, 2011:
the Cambridge Police Department did. Nor did the Secret Service possess this equipment before
obtaining the warrants: the Cambridge Police Department did. Thus, the United States did not
affect Swartz’s possessory interests in his equipment until it executed warrants,

For all the reasons given above, the Cambridge Police Department did not seize or hold
onto the equipment itnpermissibly long. The Cembridge Police Department was supporting a
valid investigation and prosecution by the Commonwealth. But if the Court disagrees, then
Swartz cannot simply morph allegations that local police held evidence too long in a local
prosecution into & claim that federal law enforcement officers did so in a subsequent federal
case.

F. The Delay Was Justified

Finally, regardless of whether the interference with Swart2’s possession was pegged to
the Cambridge Police Department or to the Secret Service, the investigators had reason for the
delay. Lengthy pre-warrant delays can be reasonable if the officers’ other duties interceded and
the officers took their duties on the present case seriously. See Fallimont, 378 Fed. App'x at 976
(“For example, a delay could be justified if the assistance of another law enforcement officer had
been sought, or if some overriding circumstances arose, necessitating the diversion of law
enforcement personnel to another case.”) (internal quotation marks omitted) (citing United States
v. Mitchell, 565 F.3d 1347, 1352-53 (1 1* Cir. 2009)); see also Stabile, 633 F.3d at 236 {allowing
delay in part because of agent’s unavailability),

Here, the police and federal investigators were called in 1o investigate a complex

computer crime on January 4, 2011. Through good fortune, they identified the suspect on

33




/
:
:
E
|

Case 1:11-¢r-10260-NMG Document 81 Filed 11/18/12 Page 54 of 55

January 6, 2011. They still needed, however, to investigate what Swartz did and how he did it.
That involved identifying and debriefing witnesses, obtaining technical and specialized
information from both MIT and JSTOR, consulting with experts, and learning the facts both to
understand the facts well and how to explain them with clarity and accuracy in warrant
applications. Given that some of the equipment had been in MIT s hands for months
beforehand, that Swartz did not ask for its return, and that the officers alteady had probable
cause to hold onto the pieces of equipment as physical evidence in and of themselves withaut
regard for their contents, any pre-warrant delay was reasonable. Although the officers
theoretically might have obtained a warrant more quickly, “police imperfection is not enough to
warrant reversal {for delay in obtaining a warrant). With the benefit of hindsight, courts ‘can
almost always imagine some alternative means by which the objectives of the police might have
been accomplished,’ but that does not necessarily mean that the police conduct was
unreasonable,” Burgard, 675 F.3d at 1034 (quoting Unired States v. Sharpe, 470 U.8. 675, 686-
B7 (1985)) (finding police’s delay in obtaining a wartant not unzeasonable because although the
police might have been able to work more quickly, he did not completely abdicate work or fail to
see the urgency of the task),

Here, the officers were sufficiently diligent.
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ViI. CONCLUSION

For the reasons given above, the Court should deny all of Swartz's motions to suppress

evidence,

Respectfully submitted,

Carmen M. Ortiz
United States Attorey

By:  4&/Scott L Garland
STEPHEN P. HEYMANN
SCOTTL. GARLAND
Assistant U.S. Attorneys

I hereby certify that this document filed through the ECF system will be sent
g; electronically to the registered participants as identified on the Notice of Electronic Filing.
. Z rar|
% SCOTT L. GARLAND
Assistant United States Attorney
%‘x Date:November 16, 2012
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The JSTOR Platform Terms and Conditions of Use

The JSSTOR Platform is a trusted digital repository providing for long—term preservation and
access to {eading academic journals and other scholarly materials from around the world. JSTOR
is part of ITHAKA, & not-for-profit organization with a mission to belp the scholarly comnwunity
take advantage of advances in technology, and is supported by libraries, scholasly societies,
publishers, and foundations.

These Terms and Conditions of Use apply to individuals and institations accessing content
through JSTOR and, where applicable, are subject to the agreement entered into between JSTOR
and a user's affiliated institution, such as a user's college or univessity. If you have questions
about your affiliated institution's participation agreement with JSTOR, please contact your
librarian.

Please note that these Terms and Conditions of Use may vary depending on the Collection or
Content you are accessing and/or whether your institution is subject o grant-related project terms.
Please see Section 12 of these Terms and Conditions of Use for additional information,

1. Definitions:

“Authorized Users” means
(a) individunals who are affiliated with an Institutions! Licensee, as defined below, This
includes

() for educational non-profit and for-profit Institutional Licensees (such as colleges,
umiversities, and secondary schools): currently enrolled students (including
distance education students); on an ed hoc basis, researchers affiliated and/or
visiting under the tenns of an agreement with the Institutional Licensee; full and
part-time staff; and on-site users physically present on the Institutional Licensee’s
premises {“Walk-In Users™);

(ii) for museums; foundavions; government agencies; corporate and for-profit
organizations (other than for-profit educational organizations), and research center
Institutional Licensees: full and part-time staff; on an ad hoc basis, researchers and
lecturers affilizted and/or visiting ander the terms of an agreement with the
Institutional Licensee; and Walk-In Users;

(iii) for public library Institutional Licensees: full and part-time staff, Walk-In Users;
and off-site users accessing the Licensed Content throngh a sessions-based
arrangement entered into between JSTOR and the library;

(b) individual members of scholarly societies that have entered into an agreement with

JISTOR for access to specific Content via the ISTOR Platform (*Individual Access”); and

{c) other users of specified content agreed upon in writing by ot on behalf of JSTOR,
including users of (i) Data for Research; (ii) the Publisher Sales Service (a service
through which JSTOR facilitates users purchase of articles from publishers); and

(iit) individual researchers not affiliated with a JSTOR participating institution,

publication, or scholarly society,

“Content” means journal Back Issues and Current Issues, as defined in Sections 10.1 and 10.2,
below, as well as portions of such jowmnals, including articles and book reviews (each
independently “Textual Content™); manuscripts and monographs (each independently also
*“Textual Content'”); Data for Research (defined below); spatial/geographic information systems
(“GIS™) data; plant specimens (“Specimens™); and other materials made available by JSTOR.

{ v07.1.10
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“Data for Research™ means data provided specifically for the purpose of textual extractions;
describing and/or identifying content, usage, and operations; or cataloging information pertaining
to the Content, (o be used in research involving computational analysis rather than for purposes of
understanding the intellectual meaning of such data.

“Institutiona] Licensee(s)” mean institution(s) that maintain(s} a valid Institutional Participation
Agreement with JSTOR, available at http:/fwww jstor org/page/infolpanicipate/ocw/forms.isp.

“ISTOR Platform” means JSTOR's integrated digital platform, which delivers and preserves
Content and is aimed at furthering access to scholarly materials by the worldwide scholarly
community.

“Licensed Content” means the Content for which an Anthorized User's affiliated Institutional
Licensee has entered Into an Institutional Pasticipation Agreement or other license agreemeat, of
she Comtent avajlable to an Authorized User through Individual Access, the Publisher Sales
Service, or other programs. For more information about the JSTOR material licensed by your
affitiated Institutional Licensee, please contact your librarian.

2. Use of the JSTOR Platform

2.1 Permited Uses. Institutional Licensees and/or Authorized Users may search, view,
reproduce, display, download, print, perform, aad distribute Licensed Content provided they
abide by the restrictions in Sections 2.2 and elsewhere in these Terms and Corditions of Use, for
the following Permitted Uses. Permitted Uses may be undentaken within the premises of an
Anthorized User’s affiliated Institutional Licensee. Except in the case of Authorized Users who
are Walk-In Users, Permitted Uses also may be undertaken remotely through secure access
methods:

(a) research activities;

() classroom or organizational instruction and related classtoom or organizational activities;

(c) student assignments;

() as pant of a scholarly, cultural, educational, or organizational presentation or workshop, if
such use conforms to the customary and usual practice in the field;

(e) on an ad hoe basis and without commercial gain or in a manner that would substitute for
direct access to the Content vig services offered by ISTOR, sharing discrete Textual
Content or Specimens with an individual who is not an Authorized User for purposes of
collaboration, comment, or the scholarly exchange of ideas;

(F) in research papers or dissertations, including reproductions of the dissertations, provided
such reproductions are only for personal use, library deposit, and/or use solely within the
institution(s) with which the Anthorized User and/or his or her faculty readers are
affiliated;

(g) linking (see Section 2.3, below); and

(h) Regarding Textual Content and Specimens, fair use under Section 107 of the U.S.
Copyright Act, educational exceptions, or other similar provisions of the copyright laws
or other intelloctual property right laws in the United States or in other countries.

Should an Institutional Participation Agreement or other user agreement terminate o expire, the

Institutional Licensee’s affiliated Authorized Users or other Authorized Users may continue
making use of Textual Content and/or Specimens that have been downloaded or printed out

2 v07.1.10
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providing such uses comply with these Terms and Conditions of Use, which shall survive the
terminstion of access under the Institntional Participation Agreement or other user agreement. .

2.2 Prohibited Uses. Institutions and users may not:

(a) use or anthorize the use of the JISTOR Platform or Content for commercial purposes or
gains, including charging a fee-for-service for the nse of ISTOR beyond reasonable
printiag or administrative costs. For purposes of clarification, “commercial purposes o
gains” shall not include research whose end-use is commercial in nature;

(b) excopt as sex forth in Section 2.1(e) and 2.4, provide and/or authorize access to the
Content avaflable through Individual Access, the Publisher Sales Service, or other

to persons or entities other than Authorized Users;

{c) modify. obscure, or remove any copyright notice or othsr attribution included in the
Content:

(d) attempt to override, circumvent, or disable any encryption features or software
protections employed in the JSTOR Platform;

(e) Systematically print out or download Content to stock or replece print holdings;

() undertake any activity that may burden JSTOR's server(s) such as computer programs that
automatically download or export Content, commonly known as web robots, spiders,
crawlers, wandersrs or accelerators;

(2) make any use, display, performance, reproduction, or distribution that exceeds or viclates
these Terms and Canditions of Use; ot

(%) incorporate Content into an unrestricted database or website, except that authors or other
Content creators may incorporate their Content into such sites with prior permission from
the publisher and other applicable rights holders;

(i) download or print, or atiempt 0 download or print: an entire issue or issues of journals
or substantial portions of the eatire run of a journal, other than on an isolated basis
because of the relevance of the enrire contents of a journal jssus to a particular research
purpose; or substantial portions of series of monographs or manuscripts; or

(j) reproduce or distribute Content in bulk, such as by including Coutent in course packs,
electronic reserves, repositories, or organizational intranets (but see Section 2.3, below).

23 Linking. JSTOR encourages the use of links to facilitate access to the Content by
Authorized Users and Institutional Licensees, including but not limited to links to online syliabi,
bibliographies, and reading lists. All Content has a stable URL that can be found in the Browse
and Search interfaces of ISTORs website as well as on the Asticle Information page for each
discrete Content item. Further information on establishing stable links to material in JSTOR may
be obtained from User Suppont (support @istor.erg).

24 Interlibrary Logn. Institutional Licensees may wish to use the Content for the purpose of
fulfilling occasional requests from other libraries, a practice commonly called Interfibrary Loan.
Institutional Licensees may use Licensed Content that consists of Textual Content or Specimens
for Interlibrary Loan provided that such use is not at a volume that would substitute fora
subscription to the journal or participation in JSTOR by the receiving institution and is in
accordance with United States or international copyright laws, guidelines, or conventions. By
way of example, Institutional Licensees shall comply with the CONTU Guidelines, available at
http:#/www cni.org/docs/infopols/CONTLLhuml, unless the Institutional Licensee is subject to
similar international guidelines or customary and usual practices regarding Interlibrary Loan.
Transmission of Licensed Content that consists of Textual Content or Specimens from one Hbrary
to another (but not directly to vsers) through post or fax, or secure efectronic transmission, such
as Ariel or its equivalent, may be used in Interlibrary Loan. To facilitate direct contact with
publishers for the provision of Textual Content outside the ellowable scope of Interlibrary Loan
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or for other permissions, Publisher contact information is available at
hutp:/iwww.jstor.org/action/showlournals orowseType=publisherinfoPage.

: Rights. The JSTOR Platform and any trademarks, issued
palenis md patent applxcauons, copynghts and copyright registrations and applications, sights in
ideas, designs, works of authorship, derivative works, and all other intellectual property rights
(collectively, “Intellectual Property”) relating to the JSTOR Platform and its participating
libraries, universities, publishers, scholarly societies, and journals are prupnctaxy ta JSTOR or, as
applicable, the aforementioned entities, subject to the rights of third parties. Institutional
Licensees and Authorized Users' use of JISTOR implies no rights to Intellectual Propesty except
for the limited rights set forth in these Terms and Condition of Use.

3.2 Trademarks. Neither JISTOR nor Institutional Licensee may use the other’s name or
trademark(s) and Institnional Licensees and users may not use the name or tradesark(s) of the
above-noted entities in a way likely to canse confusion as to the origin of goods or services, or to
endorse or show affiliation with the other, except as specifically approved. Notwithstanding the
foregoing, (i) ISTOR may use Institutional Licensees’ names and/or the names of their libraries
in brachures or other materials to identify Institutional Licensees as participants in JSTOR along
with other participants, and (i) Institutional Licensees are encouraged to use JSTOR's aame and
logo to announce participation to Authorized Users and to train Authorized Users on the use of
ISTOR.

3.3 Use of Software. JSTOR atilizes software and other electronic tools designed to permit
Authorized Users to access, use, reproduce, display, and disuribute Licensed Content (“Access
Software™). Use of the Access Software and its related documentation is Jimited to the license
granted herein. Institutional Licensees and users may not copy, distribute, modify, decompile,
reverse engineer, circumvent, override or disable encryptions or other protections in, or create
derivative works from the Access Software.

Access, Support, and Security
4.1 Responsibilities of JSTOR

4.1.1 JSTOR shall use reasonabie efforts to provide continuous availability of the JSTOR
Platform subject to periodic unavailability due to majntenance of the server(s), the instailation or
testing of software, the loading of journals as they become available, and downtime related to
equipment or services outside ihe control of JSTOR, including public or private
telecommanications services or internet nodes or facilities (“Maintenance Downtime™). If
JSTOR fails to provide online availability 10 the JISTOR Platform for more than 72 hours during
any period of 30 consecutive calendar days Institutional Licensee may, upon written request, (a)
be granted its choice of a refund or a credit of a prorated portion of its annual access fee for each
30-day petiod so affected or (b) terminate its agreement by providing written notice to JSTOR.

4.1.2 JSTOR shail provide support to Institutional Licensees and Authorized Users in accordance
with the terms set fosth at hitp://www, jstor.orp/page/info/about/policies/support. isp.
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4.1.3 JSTOR is committed to supporting and working with industry standards and best practices
for online information delivery as these standards are developed. In furtherance of this
commitment, ISTOR shall use reasonable efforts to ensure that:

4,13.1 the JSTOR Platform is compliant with Section 508 of the Rehabilitaton Act and
W3C WAI Priority | accessibility standards. Further information about JSTOR and
accessibility is avallable at

hup:/www.jstor org/page/into/resvurces/librarians/accessibility )sp;
4.1.3.2 the JSTOR Platform meets ANSIUNISO 239.88-2004 OpenURL standards;

4.1.3.3 the JSTOR Platform is compatible with the NISO Metascarch XML Gateway
(MXG) protocul in development, XML and SRU/SRW search interfaces; and

4.1.34 it makes available to Institutional Licensees COUNTER-compliant usage statistics.

4.1.4 Subject to constraints imposed by or in agreement with journal publishers, JSTOR shall use
reasonable efforts to ensure that the journals contained in the JSTOR Platform are complete and
faithful replications of the print versions of such journals.

4.2 Responsibilities of Institutional Licensees

4.2.1 Institutional Licensees shall make reasonable efforts to ensure that access to the Licensed
Content is limited to Authorized Users and to protect the Licensed Content from unpermitted use.
Institational Licensees shall notify JSTOR of awy such unpermitted use of which they learn or are
notified and shall cooperate with JSTOR in resolving problems of unpermiitted use. In the event
of violation of these Terms and Conditions of Use by an Authorized User, (s} JSTOR may
suspend or terminate, or, where practicable, request that Institutional Licensee suspend or
terminate, such Authorized User's access to the Licensed Content; (b) JSTOR may suspend or
terminate the access of the Internet Protocol (“TP”) address(es) or other authosization and
authentication mechanisms from which such upauthorized use occurred; and/or (c) JSTOR may
reguest Institutional Licensee to consider the imposition of further reasonable restrictions on
access to, and downloading and printing from, the JSTOR Platform. JSTOR shall make
reasonable efforts to contact the Institutional Licensee prior to any suspension or termination of
access and 1o restore access promptly following successful resolution of the matter.

4.2.2 Awxess to the Platform shall be controlled by JSTOR through the use of IP addresses,
Shibboleth, and/or, at JSTOR's sole discretion, passwortds or other methods. Institutional
Licensees shall be responsible for issuing and terminating passwords within its control, verifying
the status of Authorized Users, providing lists of valid passwords or sets of IF addresses to
JSTOR if applicable, and updating such lists on a regular basis.

4.2.3 The JSTOR Platform is intended to be accessible by telecommunications links between
JSTOR’s storage locations and Institutional Licensees® or Authorized Users’ workstations or
devices approved in advance in writing by JSTOR. Institutional Licensees and/or Authorized
Users are responsible for establishing and meintaining hardware and Internet access to provide
access to, and to transmit, the ISTOR Platform to Authorized Users. Institutional Licensees
understand and agree chat Intemnet browser software is required to access the ISTOR Platform.
The Hardware and Software Requirements page available at

hixp:/fwww jstor.orp/page/intodresources/librariansiech jspisysRegs sets forth hardware
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platforms and browsing software required and/or recommended for accessing the JSTOR
Platform. Institutional Licensees and Authorized Users understand and agree that from time to
time the Content may be added to or modified by JSTOR, that portions of the Content may
maigrate to other formats, and that the terms of the Hardware and Software Requirements page
may be updated in 2 manner consistent with evolving industry standards. Institutional Licensees
and Authorized Users shall be responsible for all costs associated with the use of and with
establishing access to the JSTOR Platform, including but not limited to any telecommunications
or other charges imposed by carriers, proprietary nietwork operators and Internst sccess providers,
or licenses for browser software, if any, as well as for all costs associated with printing from the
JSTOR Platform.

4.3 Responsibilities of Authorized Users

4.3.1 Authorized Users are respousible for maintaining the confidentiality and security of their
username and/or password (if such are provided), and for all usage or activity by them of JSTOR.
Except as permiited in Section 2.1(e), Authorized Users may not provide access to JSTOR to
anyone else, including by setting up an anonymous remailer for purposes of allowing access to
JSTOR.

432 Authorized Users promptly shall notify JSTOR and, where application, their affilfaied
Institutional Licensee, of any known or suspected unauthorized use(s) of their account or ISTOR,
or any known or suspected breach of security, inclading loss, theft, or unauthotized disciosure or
use of their username, password, and/or IP address, Any use of JSTOR beyond the scope or in
violation of these Terms and Conditions of Use, knowing use of any password or usernarne of
another, or any fraudulent, abusive, or otherwise iltegal activity, may be grounds for termination
of an Authorized User's account, or termination of access to JSTOR from their IP address,
without notice and at JSTOR's sole discretion.

5. Warranty: Disclaimers

5.1 Authorized Users recognize that JSTOR is an aggregator of third-perty Content, not the
creator of the Content. ISTOR represents and warrants under the jaws of United States thal to its
knowledge use of the JISTOR Platform and Licensed Content by Authorized Users in accordance
with the terms of this Agreement shall not infringe the copyright of any third pasty. The foregoing
shall not apply, however, to modifications or desivative works of the Content created by
Institutional Licensees, Authorized Users or by any third party, nor nsage of the JSTOR Platform
or Content by Institutional Licensees or Authorized Users in violation of these Terms and
Conditions of Use. Please note that the foregaing further shall not apply to certain Collections.
See Section 12 below for additional informatéon.

5.2 JSTOR shall not be liable, and Institutional Licensees and Authorized Users agree that they
shall not hold JSTOR liable for any loss, injury, claim, liability, damages, costs, andfor attorneys
fees of any kind that result from the unavailability of the JSTOR Platform or Content, delays or
intervaption of the services provided hereunder, or arising out of or in connection with
Institutional Licensee’s or Authorized Users’ use of the JSTOR Piatform or Content in violation
of these Terms and Conditions of Use. If the JSTOR Platform fails to operate in conformance
with the terms of this Agreement, Institutional Licensee shall immediately notify JSTOR, and,
subject to Section 4.1.1 above, ISTOR's sole obligation shall be to repair the nonconformity. In
no event shall ISTOR s Liability to an Institutionaf Licensee exceed the fees paid to JSTOR by
that Institutional Licensee for the term of the agreement then in effect.
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53 OTHER THAN ANY EXPRESS WARRANTIES STATED IN THIS SECTION §, THE
JSTOR PLATFORM, CONTENT, AND ACCESS SOFTWARE ARE FROVIDED ON AN
"AS IS" BASIS, AND JSTOR AND ANY AND ALL THIRD PARTY CONTENT AND
SOFTWARE PROVIDERS AND/OR LICENSORS ("CONTENT PROVIDERS")
DISCLAIM ANY AND ALL OTHER WARRANTIES, CONDITIONS, OR
REPRESENTATIONS OF ANY KIND (EXPRESS, IMPLIED, ORAL, OR WRITTEN)
RELATING TO JSTOR, CONTENT, ACCESS SOFTWARE, OR ANY PARTS
THEREOYF, INCLUDING WITHOUT LIMITATION, ANY AND ALL IMPLIED
WARRANTIES OF QUALITY, PERFORMANCE, COMPATIBILITY,
MERCHANTIBILITY, OR FITNESS FOR A PARTICULAR PURPOSE. JSTOR AND
ALL CONTENT PROVIDERS MAKE NO WARRANTIES WITH RESPECT TO ANY
HARM THAT MAY BE CAUSED BY THE TRANSMISSION OF A COMPUTER VIRUS,
WORM, TIME BOMB, LOGIC BOMB, OR OTHER SUCH COMPUTER PROGRAM,
EXCEPT THAT JSTOR WILL EXERCISE A REASONABLE LEVEL OF CARE TO
PREVENT SUCH OCCURRENCES. JSTOR AND ALL CONTENT PROVIDERS
FURTHER DISCLAIM ANY LIABILITY AND MAKE NO WARRANTIES WITH
RESPECT TO ANY ERRORS OR OMISSIONS IN THE CONTENT, LIABILITY
UNDER LIBEL LAWS, INFRINGEMENT OF RIGHTS OF PUBLICITY AND
PRIVACY, MORAL RIGHTS, OR THE DISCLOSURE IN THE CONTENT OF
CONFIDENTIAL INFORMATION AND FURTHER DISCLAIM ANY LIABILITY AND
MAKE NO WARRANTY WITH RESPECT TO ANY CLAIMS AND/OR THREATENED
CLAIMS (INCLUDING INTELLECTUAL PROPERTY RIGHTS CLAIMS AND/OR
THREATENED CLAIMS) RELATING TO: LINKS BETWEEN THE JSTOR
PLATFORM AND OTHER SITES AND/OR THE CONTENT ON SUCH LINKED SITES;
ADAPTATIONS AND/OR MODIFICATIONS OF CONTENT; ANY AND ALL USES,
REPRODUCTIONS, DISPLAYS, PERFORMANCES, AND DISTRIBUTIONS THAT
EXCEED THE PERMITTED USES (WHETHER PERMITTED BY LAW OR
OTHERWISE); AND/OR ANY USE(S), REPRODUCTIONS, DISPLAYS,
PERFORMANCES, AND DISTRIBUTTONS MADE OF CONTENT (PRINTED OR
EXPORTED) AFTER THE EXPIRATION OR TERMINATION OF THIS AGREEMENT
AND/OR THE APPLICABLE INSTITUTIONAL PARTICTPATION AGREEMENT.

6, Withdrawing Content from JSTOR, JISTOR may withdraw Content from JSTOR for good
¢ause shown. JSTOR would endeavor, to the extent practicable, to minimize any inconvenience
to Authorized Users caused by such withdrawal by, for example, seeking to withdraw Content
only at the conclusion of an academic semester. However, should JSTOR be unable to avoid such
inconvenience, JSTOR in no way shall be held Hable for the withdrawal of sach Content from the
JSTOR Platform. I JSTOR withdraws a material amount of Content, Institutional Licensee may,
upon written request, (a) be granted its choice of a refund or a credit of a prorated portion of its
annugl access fee for the Agreement then in effect or (b) terminate its agreement without penalty
by providing written notice to JSTOR.

7. Privacy Policy, Use of JSTOR indicates acceptance of JSTQR's Privacy Policy, available &t
htp:/iwww jstor.org/pagerinfo/about/policies/privacy. jsp as it may be amended from time to tims,

8. Force Majeure, Neither ISTOR nor Institutional Licensess or Authorized Usets shail be lisble
for failures or delays in performing their obligations pursuant to this contract arising from any
canse beyond their control, inciuding but not limited to, act of God, acts of civil or military
authority, tercorism. fires, stikes, lockouts or labour disputes, epidemics, wars, riots, earthquakes,
storms, typhoons and floods and in the event of any such delay, the time for either party's
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performance shall be extended for a period equal to the time lost by reason of the delay. If the
conditions giving rise to the delay continue beyond thirty (30) consecutive days, either party may
terminate its agreement with the other by giving written notice to the other party.

9. Geneyal

9.1 These Terms and Conditions of Use are, where applicable, subject to and incorporated by
reference tato Institutional Licensees’ Institutional Participation Agreements. In the event of any
conflict between these Terms and Conditions of Use and the Institutional Participation Agresment
applicable 1o an Institutional Licensee and/or Authorized User, the Institutional Participation
Agreement shall prevail. Please contact your librasian for further details concerning your
Institutional Participation Agreement, if you are affiliated with an Institutional Licensee,
lnfm'manon xdennfylng lnsmnuonal Ucemecs is avaﬂable at

9.2 These Terms and Conditions of Use shall be inteypreted and construed according to United
States Federal law, excluding any such laws or conventions that might direct the application of

the laws of another jurisdiction, and venue shall lie exclusively in the federa! and state courts of
the United States, excluding aay such Jaws to the contrary.

9.3 If any provision or provisions of these Terms and Conditions of Use shall be held to be
invalid, illegal, wnenforceable, or in conflict with the law of any jurisdiction, the validity, legality,
and enforceability of the remaining provisions shall not be in any way affected or impaired
thereby. A walver of any breach of these Terms and Conditions of Use shall not be deemed a
waiver of other breaches of these Terms and Conditions of Use.

9.4 The English language version of agreements with JSTOR silal! be controlling over any other
version.

9.5 These Terms and Conditions of Use are for the sole benefit of the parties to these Terms and
Conditions of Use and are not intended for the benefit of any third party. The parties expressly
disclaim the creation of any third party beneficiary rights under these Terms and Conditions of
Use.

10, Archiving and Post Cancellation Access

. B ssues. As an archive serving the scholatly community, JSTOR
provxdes lm\g term preservanon of the Back Issue material in its collections. Back Issue materials
are journal volumes and issues dated behind the “Moving Wall” or older manuscripts and
monographs. For further information about the Moving Wall, pleass see
hup:ffwww jstor.org/pagelinfo/about/archivesfjournals/movingWall gsp. Institutional Licensees
typically pay two types of fees to JSTOR for Back Issus materials, an Annual Access Fee and an
Archive Capital Fee. The Annual Access Fee is a periodic payment covering the Institutional
Licensee’s access to the JISTOR Platform. The Archive Capital Fee is oue-time fee per ISTOR
collection aimed at ensuring the long term preservation, upgrading, and eshancements of the
scholarly materials in the JSTOR Platform. By paying the Archive Capital Fee to support a
JSTOR collection, Institutional Licensees are securing reliable, Jong term preservation,
upgrading, and enbancements of the Back Jssue material in that collection for their institution,
Should an Institutional Licensee elect to terminate access to a JSTOR Back Issue collection, it
may resume access to that Back Issue collection and all content subsequently added to chat
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coflection at any time in the future through payment of only the Annual Access Fee. It would not
need to re-pay the Archive Capital Fee,

JSTOR recognizes that preserving scholarly material requires those entities responsible to employ
best practices in preservation as well as to provide assurances about the security of the material
and the organization’s long term viability as a trusted archive. JSTOR pursues best practices and
standards in the creation and maintenance of the ISTOR Platform, has established mirror sites
and multiple back up files for all of the materials in the JSTOR Platform, and demonstrates its
ability to provide continuing access on a daily basis. Additionally, for those Back Iysue materials
included in the JSTOR Platform that have print editions, JSTOR has established dedicated
reposituries at severa) participating institutions to house and preserve the print copies under
archival-quality conditions. With the support of Institutional Licensees, ISTOR is also developing
an endowment to ensure the long term operating vigbility of the FSTOR Platform.

10.2 Post Canceliation Access: Access to Current Issues shall be available to Institutional
Licensees following the Institution's cancellation or non-renewn! of a subscription to the Current
Issues of the applicable journal (“Post Cancellation Access”). Current Issues materials ave those
issues of journal(s} published online back to the Digital Availability Date. The “Digital
Availability Date” is the year when issues of the Journal(s) initially were published
online in digital format, subject to exceptions as determined by the publisher and JSTOR.
For purposes of clarification, the Digital Availability Date does not refer to when
digitized versions of print issues became available as a JSTOR archival product but rather
refers to when “born digital” versions of the title became available. Information
concerning the Digital Availability Date for each title is available at
http:/support.jstor.org/csp/titles/. The scope of an Institution’s Post Cancellation Access may
include the following options:

* Current Issues and Back Issues Content: As noted in 10.1 above, institutions that
continue {0 license Back Essues for applicable fees, whether in connection with a
single publication subscription or a collection subscription, are assured of Post-
Cancellation Access to issues of the joumal “behind™ the Moving Wall, which will
advance annually. In addition, JSTOR will honor access to subscribed Current Issues
for cancelled or non-renewed Subscriptions until the Moving Wall catches up to the
year in which the Subscription was cancelled or discontinued.

» Through Portico: All of the jonmals whose Current Issues are available on the
JSTOR Platform are also part of the Portico digital preservation service, which may
include Post Cancellation Access under the teyms set forth in the Portico Journat
Archive License Agreement. Institutions participating in Portico may use this
mechanism for obtaining Post Cancellation Access to a cancelled Current Issues
joumal.

* Per-Publication Post Cancellation Access: For Licensed Institutions for which
neither of the above Post Cancellation options applies, ISTOR will provide Post
Cancellation Access t0 subscribed Curvent Issues content for 4 small annyal fee.

11. Terms and Conditions Subject to Change. In the interest of managing the evolving needs of
Institutional Licensees, Authorized Users. and Content providers, JISTOR reserves the right
modify these Terms and Conditions, or any aspect of JSTOR, at any time. The most updated
Terms and Conditions of Use will be posted on the JSTOR website. JSTOR shall notify
Ingtitutional Licensees via email of material modifications. A modification shall become
effective for an Institutional Licensee if it does not object in writing t0 JSTOR within 60 (sixty)
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days from the time JSTOR emails notice of the modification. In the event of such an objection,
the Insticutional Licensee shall have the right to terminate the Agreement on 30 (thirty) days
written notice,

12. Additiopal Terms and Conditions of Use. Please see below for Terms and Conditions of Use
specific to certain Collections or Content:

12.1 Institutions in the United Kingdom and Republic of Ircland, and their users please see

hitp://www jisc-collections.ac.uk/catalogue/iceland eresourcesthow to_subscribe for The Ireland
Collection,

12.2 Institotions in the United Kingdom and their users please see hitp;//www jisc-

collections.ac.uk/catalogue/19the_pamphlewhow to_subscribe for the 19® Century British
Pamphiets Collection.

12.3 For the African Plants, Culturel Heritage Sites and Landscapes, and Struggles for Freedom

in South Africa Collections, please see
tp:/wy w iBtor. e/infofahout/policics/additionalTerms.jsp addressing accessibility

standards and Section 5.1 of these Terms and Conditions of Use.
124  For the Current Scholarship Program, please see

hup:iwww. jstor org/pagefinfofabout/palicies/csp.isp addressing Section 3.1 of these Terms and
Conditions of Use.
Last Updated om Juty 1, 2010
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For Faculty & Stafl For Students For IT Bupport Providers

l GT intormation Services & Technology Search
GETSTARTED OUR SOFTWARE SECURE ABOUT
WITH T SERVICES & HARDWARE COMPUTING IS&T

MITnet Rules of Use

On this page:
Overview

Summary

MITnet Rules of Use
intended Usea
Ethical Use

Piopert Use

Overview

MiTnet, MIT's campus-wide computer network, connects the MIT community and our guests to
thousands of workstations, servers, printers, mobile devicas and electronic resources of every kind
located on and off campus. Network connectivity has many adventages which you wilt discover as you
explore MITnet, and ths internet beyand. But connectivity also requires that users of the network
understand their responeibilities in arder to protect the integrity of the system and the privacy of other
users.

This section summarizes the rules that apply (o all users of MiTnet. We expect you to foliow all these
rules, and we hope yau will encourage othars to follow them as well,

To report someone wiltfully violating the rules, send email to stopit@mit.edu. If you believe you are in
dangesr, call the Campus Police immediately af x3-1212.

Summary
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The listing below provides only summaries of the rules. For the full taxt of each rule, please see the
following pages.

MiTnet Rules of Use

Comply with intended Use of the Sysiem

1. Don't violate the intended use of MiTnet.
Assure Ethical Use of the System

2, Don't let anyone know your password(s).

3, Don't viclate the privacy of other users.

4. Don't misuse the inteflectuat property of others.
5. Don't use MiTnet to harass anyone in any way.
Assure Proper Use of System Resources

8. Don't misusa slectronic communicetions and collaboration services.

MITnet Rules of Use

MiTnet and othar computing resources at MIT are shared among community members. The MiTnet
Rules of Use are intended to help members of the MIT community use MIT's computing and network
facilities responsibly, safely, and efficiently, thereby maximizing the availebility of these facilities to
community members. Complying with them will help maximize access to these facilities, and assure that
&l use of them s responsible, legal, and respectful of privacy. If you have questions or wish further
information about any of the MiTnet policies outlined below, send email to security@mit.edu.

All network users are expected to foliow these rules. Violations of the rules can subject the offender
to Institute disciplinary proceedings, ioss of network privifidges, and, in some cases, civil or
eriminal prosecution,

NOTE: Laws that apply in "the real world" also apply in the “virtual” networked computer world (including
MiTnet). Laws sbout libel, harassment, privacy, copyright, stealing, threats, efc. are not suspended for
computer users, but apply to all members of society whatever medium they happen to be using: face-to-
face, phone, or computer. Furthermore, law-enforcement officials are more computer-savvy than ever,
and viclations of the law in "Cyberspace® are vigarously prosecuted.
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2 Neither MIT Nor the Government Violated the Wiretap or Stored
Conomunication Act By Collecting Non-Content Network Addressing,
Routing and Switching Records
As alternative bases for suppression, Swartz argues that MIT violated the Wiretap Act
and that the Government and MIT both violated the Stored Communications Act.
a No Statutory Suppression Remedies
These statutory arguments fail from the outset because even had MIT or the Government
violated these acts, neither act contains a suppression remedy for this type of case. Under the
Wiretap Act, Congress provided a suppression remedy for violations involving wire and oral
communications, but not those involving electronic communications, which are at issue here.
See United States v. Meriwether, 917 F.2d 955, 960 (6th Cir. 1990); United States v. Reed, 575
F.3d 900, 915 (9th Cir. 2009); United States v. Amanuel, 615 F.3d 117, 125 (2d Cir. 2010).
Meanwhile, Congress determined that suppression was inappropriate for violations of the Stored
Communications Act under alf circumstances. 18 U.8.C. § 2708; Wayne R. LaFave, Jerold H.
Israel, Nancy J. King, and Orin 8. Kerr, Criminal Procedure § 4.8(F) (3d ed. 2011} (“Important-
ly, the Stored Communications Act does not include a statutory suppression remedy for the
unlawful acquisition or disclosure of records of the contents of communications, whether they
are wire or electronic communications.”), See also, e.g., U.S. v. Perrine, 518 F.3d at 1202;

Unired States v. Smith, 155 F.3d 1051, 1056 (9th Cir. 1998),

With no suppression remedies, the motion to suppress must be denied.

* While wire and electronic communications may both be transmitted by wire, “wire
communications” by definition convey a human voice, while “electronic communications” do
not. See 18 US.C, § 2510 (1), (12), (18). None of the communications that Swarz secks to
suppress were spoken; all, accordingly, were efectronic communications,

17
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While you should feel free to let others know your username (this is the name by which you are known to
the whole Internet user community), you should never let anyone know your account passwords. This
includes even trusted friends, and computer system administrators (e.g., IS&T staff).

Giving someone else your password i like giving them a signed blank check, or your charge card. You
should never do this, even to "lend" your account to them temporarily. Anyone who has your password
can use your account, and whatever they do that affects the system will be traced back to your
username - if your usemame or account is used in an abusive or otherwise inappropriate manner, you
can be held responsible.

In fact, there is never any reason 1o tell anyone your password: every MIT student, faculfy member, or
on-campus staff person who wants an account of his or her own can have one. And if your goal is
permitting other users 10 read or writa some of your files, there are always ways of doing this without
giving away your password.

For information about how to manage the security of your account, including advice on how to choose a
good password, sae IS&T: Security and IT Security. Passwords.

3. Don't violate the privacy of otlm users.

The Electronic Communications Privacy Act (18 USC 2510 ef seq., as amended) and other federal lews
protect the privacy of users of wire and slectronic communications.

The facilities of MITnet encourage sharing of information. Security mechanisms for protecting
information from unintended access, from within the system or from the outside, are minimal, These
mechanisms, by themselves, are not sufficient for & large community in which protection of individual
privacy ls as impartant as sharing (see, for example, sections 11.2, 11.3, and 13.2 of MIT's Policies and
Procedures). Users rmust thersfore supplement the system’s security mechaniems by using the system
in a manner that preserves the privacy of themselves and others.

As Section 11.1 of MiTs Folicles and Procedures notes, "invasions of privacy can take many forms,
often inadvertent or well-intanded." All users of MiTnet should make sure that their actions don't violate
the privacy of other users, if even unintentionally.

Some specific areas to watch for include the following:

« Don't try to access the files or directorias of another user without ciear authorization from that user.
Typically, this authorization is signaled by the other user's setting file-access permissions to afiow
pubfic or group reading of the files. If you are in doubt, ask the usar.
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- Don't try to Intercept or otherwise monitor any network communicetions not explicitly intended for you
These include iogins, e-mail, user-to-user dialog, and any other network traffic not explicitly intended
for you.

+ Unless you understand how to protect private information on a computer system, don? use the system
fo store personal information about individuais which they would not normally dissaminate freely about
themsalves (a.9., grades, address information, etc.)

» Oon't make eny personal information about indivicvals publicly avaitable without their permission. This
includes both text and number data about the person (blographical information, phone numbers, etc.),
as well as representations of the person (graphical images, video segments, sound bites, eic.) For
instance, it is 7ot appropriate fo include a picture of someone on a World Wide Web page without that
patson's permission. (Depending on the source of the information or image, there may also be
copyright issues involved; cf. Rule 4).

+ Don't creste any shared programs that secrstly collect information about their users. Software on
MiTnet is subject to the same guidelines for protecting privacy as any other information-gathering
project at the institute. (This means, for example, that you may not collect information about individual
users without their consent.)

» Don't remotely log into (or otherwise use} any workstation or computer not designeted explicily for
public fogins ever the network -- even if the configuration of the computer permils remole 8c0ess —

uniess you have expliclt permission from the ownar and the cumrent user of that computer fo log info
that machine.

4. Don't misuse the intellectual property of others.

MIT facully, students, and staff produce and consume a vast amount of intellectuat property, much of it
in digital form, as part of our education and research missions. This includes materials covered by the
patent, copyright, and trademark laws, as wolf as license or other contractual terms.

Members of the MIT community also avail themselves of a wide variely of entertainment content that is

avallable on the Intemet, most of which is protected by copyright or subject to other legal restrictions on
use.

Al users need lo insure that their use of alf these protected digital materials respects the rights of the
owners.

Digital materials that may be covered by this rule, without fimitation, are:

+ Data
« E-baoks
« Games
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+ Joumals and periodicals

» Logos

» Movies

+ Music

« Photographs and other graphics
« Software

« Textbooks

+ Telsvision programs

- Other forms of video content

You should assume that all materials are subject to these tegal protections, and may have some

restrictions on use. Ease of access, downloading, sharing, etc. should not be interpreted as a license for
use snd re-distribution.

Of particuler concem is the prevalence of peer-to-peer file sharing as a medium for the unauthorized
exchange of copyrighted materials, including movies, music, games, and ather software programs. As
required by the Higher Education Opportunity Act, MIT has developed and implemented a written plan to
effectively combet the unauthorized distribution of copyrighted materials by users of MIT's netwark. For
more information, eee Copyright at MIT.

§. Don't use MiTnet to harass anyone in any way.
"Harassment,” according to MIT’s Policies and Procedires (Section 9.5), is defined as:

"...any conduct, verbal or physical, on or off campus, which has the intent or effect of unreasonably
interfering with an dividual or group's educational or work performance at MIT or that creates an
intimidating, hostlle or offensive educationat, work er living environment.... Harassment on the basis of
race, color, gender, disability, refigion, national origin, sexual orientation or age includes harassment of
an individual in terms of a sterectypad group characteristic, or because of that person's identification
with a particular group.”

The Institute’s harassment policy extends to the networked world. For example, sending email or other
electronic messages which unreasonably interfere with anyone’s education or work at MIT may
constitute harassment end is in viclation of the intended use of the system,
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Any member of the MIT community who feels harassed is encouraged to seek assistance and resolution
of the complaint. To report incidents of on-line harassment, send email to abuse@mit.edw. If you believe
you are in danger, call the Campus Police immediately at x3-1212.

Assuring Proper Use of the System

MiTnet's resources, as well as the resources MiTnet gives you acoess ta (e.g., computing facilities,
email and calendaring services, instant messaging, wikis, the web), are powerful tools that provide
maximum benefit to the entire MIT community when used reasonably and in mannars consistent with the
intended uses of those resources,

8. Don't miause afectronic communications and collaboration ssrvices.

MIT provides electronic communications and coliaboration services to members of the MIT community.
These services include, but are not limited to, electronic mail, mailing fists, instant messaging, message
boards, websites, wikis, blogs, social networking sites, forums, collaborative spaces, Voice over IP
{VolP) and video services.

Some membars of the MIT community access similar, or additional, 3rd party services on the intemet.

Users of ali such services have @ responsibility to use these services properly and to respact the rights
of others in their use of these services, and in accordanos with published terms of service.

Users may not use these services in vialation of any applicable law.
All relevant MIT policies apply to the use of these services, but in particular:

= Any use that might contribute to the creation of a hostile academic or wotk environment is prohibited,

« Any commercial use not required for coursework, research or the conduct of MIT business is
prohibited,

» Any non-incidental personal use such as advertisements, solicitations or promotions (s prohibited
[Note: soma services exist on campus that have been designad for buying, selfing and exchanging
items within the MIT community, and those are aliowed).

MIT Senior Leadership has authorized certain individuals 1o send electroric mall to large groups such as
all Facuity, all empioyees, all undergraduates, Class of 2012, eic, or o tha entire MIT community. These

lists are not open to posts from the community at large. Contact the owners of these Kists for further
information.

Users should understand a service's policies prior to use. Service operators and providers should, to the
extent fesaible, publish their terms of service.
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Any content posted to a servica that is inconsistent with these rules, as well as unsolicited mail from
outside of MIT {e.g., SPAM), may be subject to automated interception, quarantine and dispasal.

RELATED PAGES AND HOW
TO

Powan

Athena Rules of Use

Athena Compnuting Environment
Athena User Accounts

Athena Consulting

Obtaining an Athena Workstation
The Athena Release

Massachusetts information Services and Technology |
Inatitute of Technotogy $17.253.1101

Ask the Help Desk or contact the 1IS&T
Webmasters.

FOR FACULTY & STAFF

FOR STUDENTS

FOR VISITORS

FOR IS&T STAFF
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Guerilla Open Access
Manifesto

Information is power. But like all power, there are those who want to keep it for
themselves. The world's entire scientific and cultural heritage, published over centuries
in books and journals, is increasingly being digitized and locked up by a handful of
private corporations. Want to read the papers featuring the most famous results of the
sciences? You’ll need to send enormous amounts to publishers like Reed Elsevier,
There are those struggling to change this. The Open Access Movement has fought
valiantly to ensure that scientists do not sign their copyrights away but instead ensure
their work is published on the Internet, nnder tarms that allow anyone to access it. But

even under the best scensrios, their work will only apply to things published in the future.

Everything up until now will have been lost.

That is too high a price to pay. Forcing academics $0 pay money to read the work of their
colleagues? Scanning entire libraries but only allowing the folks at Google to read them?
Providing scientific articles to those at elite universities in the First World, but not to
children in the Global South? It's outrageous and .

“I agree,” many say, “but what can we do? The companies hold the copyrights, they
make enormous amounts of money by charging for access, and it's perfectly legal —
thers’s nothing we can do to stop them.” But there is something we can, something that's
already being done: we can fight back.

Those with access to these resources — students, librarians, sclentists — you have been
given a privilege. You get to feed at this banquet of knowledge while the rest of the world
is locked out. But you need not — indeed, morally, you cannot — keep this privilege for
yourselves. You have a duty to share it with the world. And you have: trading passwords
with colleagues, filling download requests for friends.

Meaawthile, those who have been locked out are not standing idly by. You have been
sneaking through holes and climbing over fences, liberating the information locked up by
the publishers and sharing them with your friends.

But all of this action goes on in the dark, hidden underground. It's called stealing or
piracy, as if sharing a wealth of knowledge were the moral equivalent of plundering a
ship and murdering its crew. But sharing isn’t immoral ~ it’s a moral imperative. Only
those blinded by greed would refuse to let a friend make & copy.

Large corporations, of course, are blinded by greed. The laws under which they operate
require it — their shareholders would revolt at anything less. And the politicians they
have bought off back them, passing laws giving them the exclusive power to decide who
can make copies,

There is no justice in following unjust laws. It’s time to come into the light and, in the
grand wedition of civil disobedience, declare our opposition to this private theft of public
culture.

We need to take information, wherever it is stored, make our copics and share them with
the world. We need to take stuff that's out of copyright and add it to the erchive, We need
to buy secret databases and put them oz the Web. We need to download scientific
journals and upload them to file sharing networks. We need to fight for Guerilla Open
Access.
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Wlthonoughdm.mmdﬁewwld,m’ﬂmhmmdamgmmgeoppodngm
privatization of knowledge — we’ll make it a thing of the past. Will you join us?
July 2008, Eremo, Italy
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UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS
UNITED STATES OF AMERICA )
)
Y. ) Criminal No. 11-10260-NMG
)
AARON SWARTZ, )
Defendant )

Whereas the Indictment in this case alloges that JSTOR and the Massachusetts Institato
of Technology ("MIT") are victims of conduct committed by Defendant Asron Swartz, and the
materialz discoverable i this case under Fed. R. Crim. P. 16 and L. R, 116.1-116.2 contain
poteatially seositive, confidential and proprictary comamunications, documents, and records
obtained from JSTOR and MIT, including discussion of the victims' computer systems and
seourity measures,

The Court finds, without objection, good cause for entry of this Protective Order pursuant
to Fed. R. Crim. P. t6(d): |

1. The Government and the defense - that is, Defendant Swantz, his defense ccunsel
and their staf¥, and any experts or investigators with whom defense counsel elects to consult-
ghall produoe all documents, files and records discoversble under Fed. R Crim, P. 16 and LR,
116.1-116.2 ("discavery matarials”) for review in accordance with the conditions set by this
Order,

2 With the exceptions listad belaw, the defense may obtain, make, and exchange
amongst themselves copies of any discovery materials they deem necessary to prepare the
defanse of this case. AR discovery materials and copies of discovery materials made by them or

1
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provided to them by the Goveroment shall bo kept securely at thelr offices, residences, or while it
is being reviewed in sny other location

a Per the parties’ agreomont, and without prejudics to a future application based on
good omme by the defendant as set forth balow, the Government will not, at this point, provide
the defenso complete imaged copies of all the files contained on four Samsung bard drives
delivered to the Govarnment by Defendant Aaron Swantz on June 17, 2011, and journal articles
and other materials contained on a8 Maxtor hard drive seized by the Goverament at MIT on
Jauuary 6, 2011. In lien of the dafense receiving complets copies of these hard drives:

i.  TheGovermment shall provide the defimse slectronic copies of those bard drives
foom which will be redacted all articles downloaded from JSTOR with the exception of
approximately 350,000 separate artictes that JSTOR released for free, public access on
September 7, 2011, with thoso files’ metadata intact in 2 form that will permit adequate forensic
examingfion of the files, If this is not practicable, the parties shall work to agres on procedures
to implensent parsgraph 2 {2) (v) (C) of this Order. The parties shall return 10 this Cott with a
proposed supplemental order and, if necessary, any disagreements they may have voncerning
sufficient security limitations carefully narrowed. All other aspects are severable and shall
remaain in full force and effect. '

fi.  TheGovernment shall provide the defense a repart listing all the files on the hard
drives, along with the files’ matadata,

i,  TheGovermment shall provide the defense a bibliographio-type listing of the
JSTOR. srticles found on the hard drives in sufficient detail to enable the defonse 1o ideatify each
such article.

14
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4

fv.  The Government shall make forensic oopics of the complete unredacted hard
drives availsble for review by the defense at the Boston Office of the Secret Service at
mhkﬁmunpon?&ymﬁceﬂ;ﬁmymbuofﬂndeﬁmommohspuorm
forensic tests upon the hard drives. During any review conducted by the defease, the Secret
Servive shell make an agent otherwise unaffiliated with the iuvestigation and prosocution of this
cas available to provide assistance, This agent shafl not communicate with the proseouion -
team about what items the defanse reviews and shalf not be present during the viewing and/or
testing, except at the defense’s request or with prior approval of the Cowt. The parties will agree
mnd&ﬁmdpmmwywm&emwofﬂmmmwﬁmmon
these hand drives in the event that the defense elests to do further inspoction or conduct forensic
exmminations upon the hard drives at the Secret Service,

v,  Thedefense shall not move for and the Covat will not grant, an order requiring the
Government to provide the defense copies of all the files on these hard drives, unless the defense
Mammmbyamdm«dd}ecﬁdwmm)mmah
inspection and forensic examination of the discovery materials provided pursumt to this
agreement has a well founded basis, which will be particularized for the Court, that additional
forensic testing on files other than those produced under scbparagraph i, above, will lead to
evidence material to the defense that cannot be adequately developed from the discovery
msterials provided pursuant to paragraphs 2 (a) (i-iif); or (B) the requested additional production
is otherwise necessary to protect Defendant’s constitutional rights; and (C) the defense’s storage
of and Defendant’s acoess to all of these files will be under sufficiently secure restrictions to
pr;vmﬂ:ew thaft or public distribution (including restrictions on the Jocation of the fles’

RIF
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storage, restrictions on who may have physical or slectronic access to ths files, the conditions
wnder which Defendant can aocess the files, and the pesting of substantial, third party finencial

/
/ socarity).
; b Defendant may inspect, but may not be given or allowed to reproducs, capies of:

(1) Two e-mail chains identified by the Government containing discussions of
security weaknesses in MITs computer networl;

(2) Seven e-mail chains {or portions of chains) identified by the Government
containing discussions of security methods of and weaknesses in JISTOR's
notwork; and

(3) Polics reports containing the name of one student who identified the defendant

from & photo spread, and one non-law eaforoement witness, who has been charged
but not convicted in state court in a matter arising out of 2 personal

reiationship.
Defense counsel will, however, receive unredacted email chains and police reports of the
identification which the defendant may fully inspect without copying at counsel’s office.

3.  The Govemment and the defense shall use the opposing party’s discovery
materials solely and exclusively to litigate this case {incloding investigation, pre-triat motions,
ﬁalpmﬁon.&iszdappeaI).mdmtﬁormy‘omumose. In the event cither party
believes it ncosssary to use eny such materials for eny other purpose, they may
seck leavs of Court, in which instance opposing oounsel and victims shall have an opportunity to
be heard.

4.  Except when preparing a potential witness, the defense shall not show or make the
discovery materials available by any means (electronic, physical or otherwiss) to any person who
is not & member of the defenss, absent furthey order of this Court. Onoe a potential witness has
algo signed and agreed to be bound by the terms of this Protective Order, the defense may show

RIF
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the potential witnsss discovery materials necessary to prepare them, but may not give or allow
the poteutial witness to retain the discovery materials or copies of them.

5.  Each person recelving acoess to an 0pposing party’s discovery materials othey
than counsel for the govemment, law enforcement officers, and couvsel for the Defendant, shalt
first sign and date a copy of this Order to indicate their understanding of, acknowledgment of,
and agreement to abide by its tertms. Both the Government attorney and Defense counset shait
keep the signed copies in the sveut of a disclosure or use of discovery materials prohibited by
this Order. Neither party shall be required to disclose to the other party who has been given
access to what discovery materials, absent further order of this Court following an opportunity to
beheard,

6.  Defense counsel shalt prompdly notify the Government and this Court, and
Govemment counsel shall promptly notify Defense counsel and this Court, if any discovery
materials are (2) used io & manner inconsistent with this Order or (b) disclosed either
ingentionally or unintentionally to anyone not designated by this Order or further onder of the
Court. Each member of the defense and potentinl withess provided access to discovery materials
shall promptly notify defense connsel of any such disclosures.

1. Atthemdof&uymwdingx,indﬂngnypowﬁalsppds.hmm
destroy al} copies of discovery matetials recsived and made by it. Defense counsel may keep
one oopy of alt discovery materials for such additional time as they deem necessary to casure
their ability to satisfy al] professional obligations to Defendant in this matter. The Goverament
may keep one oopy of all defense discovery materials for such additional time as it doems
necessary to satisfy its professional obligetions and any relevant statuies, regulations, or policics.

RIF
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B.  Nothing in this protective order is intended to otherwise restrict the proper use by
the parties of any discovery materials during the investigation, pre-trial lﬁmm
preparation, trisf or appeal of this matter.

80 STIPULATED.

et

Aaron
Defendant

Mantin G, éeinberg '7;

Defense Counsel

SO ORDERED.

Date: “\30\1! rm G'D Chief Magistrate Judge
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA,
Plaintiff,
. Crim, No 1{-CR~10260-NMG
AARON SWARTZ, ARSSRSS] f2 =8
Defendant

WHEREAS the Estate of defendant Aaron Swartz (“the Estate”™) has moved to
modify the protective order (Dkt. 28) in this case, a copy of which is appended hereto at
Tab A for reference (“Protective Order™); and

WHEREAS non-parties Ithaka Harbors, Inc. d/b/a JSTOR {("JSTOR") anf! the
Massachusetts Institute of Technology (“MIT™) have been granted leave to intervene on
the Estate’s motion to modify the Protective Order, and the Estate and the Unlied States
have consented to the intervention; and

WHEREAS the Estate, the United States, JSTOR and MIT agree that the
Protactive Order should be modified to atlow for public access to discovery materials in
this case; and

WHEREAS on May 13, 2013, the Court issued a Memorandum & Order
concerning the Estate’s motion, granting the motions of JISTOR and MIT fo intervene,

resolving open issues as to the scope of redactions, and ordering the Estute, the Unlted
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States and the intervenors to submit a joint proposed order for modification of the

Protective Order (the “Modification™) consistent with that Memorandum & Order, which

they submitted on May 31, 2013;

IT IS HEREBY ORDERED THAT:

I The Protective Order is hereby modified, and discovery matetials should be
readied for public release, as follows:

For purposes of this Modification, the term “Discovery Documents™ shall
mean documents, electronic files, records and other materials the United
States produced to the defendant Aaron Swartz, including the defendant’s
counsel {the “defendant”) in this matter pursuant to Fed. R. Crim, P. 16
and this Court’s Local Rules 116.1 and 116.2. The term includes all
documents subject to the Protective Order. The term “Discovery
Documents” shall aisa include any documents, ¢electronic files, records
and materials produced by JSTOR or MIT to the defendant pursuant to
Fed. R. Crim. P. | 7 or on any other basis.

Within five business days of this Order, the Estate and the counse! for the
Estate shall deliver to the U.S. Attorney’s Office in Boston (“USAQ™) the
originals and all copies of all Discovery Documents, including al)
Discovery Documents in the possession of the Estate, counsel for the
Estare, and/or the “defense” as that term is defined in §1 of the Protective
Order, except for: (i) those Discovery Documents that have been destroyed
pursuant to paragraph 2 of this Modification; and (if) 2 sets of the
Discovery Documents, which may be retained o perform the review
process set forth in subparagraph 1(i) of this Modification.

The USAO shall remove from the Discovery Documents provided afl

documents that the counsel for the Estate and the USAO previcusly agreed

should not be publicly disclosed, including without limitation (a)
transcripts of grand jury testimony, (b) materials conceming immunity for
grand jury witnesses, (c) the articles downloaded by Mr. Swartz from the
JSTOR digital library (content and metadata), (d) any computer code that
was used or intended to be used to download articles from JSTOR, and (e)
criminal history information. Aftached at Tab B is a more detailed
description of the discovery materials not to be disclosed.

The USAQ then may redact the remaining Discovery Documents to its
reasonable satisfaction in order 1o remove the names of government
employees, witnesses and potential witnesses (not otherwiss employed by
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JSTOR or MIT) and other information reasonably likely te facilitate the
identification of such individusls, except for the names of the two
Assistant United States Attorneys, three members of law enforcemant and
one expert witness that the USAO has previously agreed to leave
unredacted. Redactions may include, but need not be limited to, names,
email prefixes, personatl e-mail suffixes, telephone numbers, home and
work addresses, conference call numbers, Social Security numbers,
birthdates, job titles, resumes, cureiculum vitae, personnel flies, and
departments.

& The USAQ then will provide the redacted set of Discovery Documents to
MIT, at which time MIT may further redact the documents to fts
reasonable satisfaction in order to remove any references to possible
network vulnerabilities and to the names of MIT employees, students, or
other individusls affiliated with the Institute, and any other information
reasonably likely to facilitate the identification of such individuals,
Redactions may include, but need not be limited to, names, email prefixes,
personal e-mail suffixes, telephone numbers, home and work addresses,
conference call numbers, Social Security numbers, birthdates, job titles,
resumes, curriculum vitae, personnel files, and depariments,

f MIT then will provide the redacted set of Discovery Documents to
JSTOR, at which time JSTOR may further redact the documents on the
same terms sot forth in the preceding subparagraph as to MIT.

g JSTOR then will provide the redacted set of Discovery Documents to the
USAO for a final review, after which the USAQ will distribute coples of
the fuily redacted set of Discovery Documents to the Estate, MIT and
JSTOR. The USAQ will affix new Bates numbering to this redacted set of
Discovery Documents before distributing it.

h. The USAQ, MIT and JSTOR are directed to cooperate to generate the
redacted set of Discovery Documents within 60 days of the USAQ’s
receipt of the Discovery Documents from counse! for the Estate, 1f the 60
day period cannot be met, the parties affected by this document may seek
leave of the Court to extend the period of time to complete the redaction
process, which l¢ave shall be granted for good cause shown.,

i Upon receipt of the redacted set of Discovery Documents putsugnt {0 sub-
paragraph 1(g), above, the Estate shall have 14 days to review the
proposed redactions and to serve the USAD, MIT and JSTOR with any
written objections to the nature or extent of the redactions, Within 7 days
following service of any such objections, the parties shall confer and
attempt to resolve any disagreements. If the parties are unable to reach
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agresment conceming any disputed redactions, the Estate may filea
motion seeking resolution by the Court,

Upon final agreement - or judicial resolution ~ conceming the scope of
the redactions and completion of the redaction process (hereafter, “the
Completion Date”), the resulting final redacted set of Discovery
Documents (hereafter,“the Publicly Available Set of Documents") shall be
apen to public inspection or distribution.

It is further ordered that:

4.

Within five business days of this Order, the Estate, counse! for the Estate,
and the “defense” as that term is defined in §1 of the Protective Order,
shall destroy all copies of the Discovery Documents not atherwise
delivered to the USAO or permitted to be retained pursuant to §1(b) of this
Modification, and shall certify to the Court that such destruction has
occurred.

If the Estate, counse! for the Estate or 8 member of the “defense™ as that
term is defined in §! of the Protective Order has distributed any copies of
the Discovery Documents to any person, or is otherwise aware that any
person has possession of the Discovery Documents other than the United
States, MIT or JSTOR, then, within five business days of this Order, the
Estate, the counsel for the Estate or that member of the “defense" shall
cause the destruction of those copies and certify to the Court that all such
copies of the Discovery Documents have been destroyed, or, if the
reasonable efforts of the counsel for the Estate do not result in causing the
destruction of those copies, shall inform the Court of those individuals or
entitics who have copies of Discovery Documents that have not been
destroyed and provide to the Court (with copies to MIT, JSTOR and the
USAOQ}) the signed copy of the protective order acknowledging receipt of
the Protective Onder and the agreement 1o be bound by it (as provided in
94 of the Protective Order).

Within § business days of the Completion Date, the Estate, counset for the
Estate, and the “defense” as that term is defined in §! of the Protective
Order, shall destroy the 2 sets of the Discovery Documents whose
retention Is permitted by subparagraph 1(b) of this Modification, and shall
certify to the Court that such destruction has occurred,

The Estate, counsel for the Estate, a member of the “defense” as that term is
defined in paragraph 1 of the Protective Order, and/or any other person who they
permitted to review or receive copies of the Discovery Documents shall not
disclose any Information contained in, or derived from, any material redacted in
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the Publicly Avallable Set of Documents. For elarification, this prohibition
includes but is not limited to, any public use, discussion, description or release of
the information that is redacted in the Publicly Avajlable Set of Documents,

4. No person who obtained access to the Discovery Documents in their unredacted
form during the pendency of this criminal case (11-cr-10260-NMG), or thereafier,
shall disclose any information contained in, or derived from, any material
redacted in the Publicly Available Set of Documents. For clarlfication, this
prohibition includes but is not limited to, any public use, discussion, description
or release of the information that is redacted in the Publicly Available Set of
Documents. For further clarification, nothing in this Order shal} precluds JSTOR
or MIT from voluntarily releasing documents from theie own files.

s. If the USAO, MIT or JSTOR publicly releases its own documents with fewer
redactions than will be contained in the Publicly Available Documents, nothing in
Paragraphs 3 or 4 of this Modification prohibits anyone from discussing or
commenting on the newly disclosed information.

SO ORDERED:

Hoén. Nathaniel g Gorton

b/3/13

Dated ™ *
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TABB
Discovery Materials Not to Be Disclosed

. Transcripts of witnesses' testimony before the state and federal grand juries which

returned indictments against Aaron Swartz;

Documents and records pertaining to testimsonial immunity accorded witnesses
proffering and testifying;

. Content and metadata downloaded from JSTOR between September 24, 2010 and

January 6, 2014;

Police reports, ariminal history reports, fingerprint identification reports,
photospreads, booking photos, and booking reports pertaining to third parties;

Forensic images of computer hardware, all text reproductions of keepgrabbing.py,
serveblocks.py, oaigrab.py and keepgrabbing2.py, and all section by section
analyses of the listed computer code; and

Materials previously identified as containing sensitive network information
produced subject to paragraph 2(b) of the Pratective Order,

2197833.2

2198026.1
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS
UNITED STATES OF AMERICA )
)
v. )  Criminal No. 11-10260-NMG

)

AARON SWARTZ, )
Defendant )

EROTECTIVE ORDER

Whereas the Indictment in this case afleges that JSTOR. and the Massachusetts Institate
of Technology (“MIT"} are victims of conduct commitied by Defendant Asron Swartz, and the
materials discoversble in this case under Fed. R, Crim. P. 16 and L. R. 116.1-116.2 contain
poteutially sensitive, confidential mmmmmmm,mmmm
obtained from JSTOR and MIT, including discussion of the victims® computer systeras and
security measures,

The Court finds, without objection, good cause for entry of this Protective Order pursuant
to Fed, R. Crim. P, 16(d):

1. The Government and the defense - that is, Defendant Swartz, his defense counsel
and their staff, and any experts or investigators with whom defense counsel elocts to consult-
shall produce all documents, files and records discoverable under Fed. R. Crim. P. 16 and LR,
116,1-116.2 (“discovery materials”) for review in accordunce with the conditions set by this
Order.

2. With the exceptions listed below, the defense may obtain, make, and exchange
amongst themselves copies of any discovery materials they deem necessary to prepare the
defense of this case. All discovery materials and copiss of discovery materials made by them or

1
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* provided to them by the Government shall be kept securely at their offices, residences, or while it
is being reviewed in any other location

a Per the parties’ agreement, and without prejudice to a fisture application based on
good cause by the defendant as set forth below, the Government will not, at this point, provide
the defense complete imaged copies of all the files cantained on four Samsung hard drives
delivered to the Government by Defendant Aaron Swartz on June 17, 2011, and joumal articles
and other materials contained on a Maxtor hard drive seized by the Government at MIT on
January 6, 2011. In lieu of the defense receiving complete copies of these hard drives:

t  TheGovemment shall provide the defenso eloctronic copies of those hurd drives
from which will be redacted all articles downloaded from JSTOR with the exception of
approximately 350,000 separate articles that JSTOR relcased for free, public access on
September 7, 2011, with those files’ metadata intact in 2 form that will permit adequate forensic
examination of the files. If this is not practicable, the parties shall work to agree an procedures
ﬁohqplanmtmth(a)(v)(C)ofﬂﬁsOtdu. The parties shall return o this Court with a
proposed supplemental order and, if nocessary, any disagreements they may have concerning
sufficient security limitations carefully narrowed. Al other aspects are severnble and shall
remszin in full force and effact.

fi.  The Government shall provide the defense a report ligting all the files on the hard
drives, along with the files’ metadata.

fi.  The Government shall provide the defense a bibliogrephic-type listing of the
JSTOR articles found on the hard drives in sufficient detail to enable the defense to identify each
such article,
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iv. The Government shall make forensic copies of the complete unredacted hard
drives available for review by the defanse at the Boston Office of the Secret Service at
mmableﬂmum?daymﬁcbhtmymmbnof&edeﬁmemmhspmorm
fomsicmunponthemm During any review conducted by the defense, the Secret
S«ﬁushaﬂmakemagmoﬂmwmmuwiﬂ:moinvuﬁgaﬁmmdmemﬁmoﬂm
case available to provide assistance, This agent shall not communicate with the prosecution
Qmabomwhahana&edefeuumiemudabanmbepmmdwhgtheviwhgmdm
mdn&wnmedeﬁmo’sreqwmvﬁmpﬁoruppmvdofﬁem The parties will agree
wwﬁﬁomlprooadmummm&cumﬁtyofmenwﬁsmdﬂesmedm
ﬂzmhuﬂdﬁmhtheevmt&nthedeﬁnwdmtodoﬁnmwmmmformﬁo
examinations upon the hard drives st the Secret Service,

v nedefmedzallnotmmﬂ)rmdﬁemmmlwmanommﬂngﬂw
GammmMpmvidcﬁ:oddmucopiesofanﬁxeﬂlummmmuﬂmﬂwdefme
Mommmmwbyémmuof@ewﬁmuﬂmm)dmwm
inspection and forensic examination of&edisoovaymateﬁalsprovidedpﬁmmtoﬂﬁs
wmwawawmwmwmummm&:mcmmmm
fmmcmﬁngmmammmmmdummubmmhiabowwmwm
evidedcomMaltoﬂ:edefenscﬂmumotbeadeqmdydwelopedﬂom the discovery
mataiakpmﬁddpmammpmaaphﬂ(a)ﬁ-iﬁ);u(mmemq\medaddiﬁowmducﬂm
kmmmmmmnmemmmommmmmcdefmmmp
ofmnwsmwmdmmmwwmbmmmﬂymmcﬁmw
m&aﬂlu’theﬁmpubﬁadiﬂi&nim(includiugmmcﬁmmﬂwwmofﬂwﬁlw’
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/

/mwmmmwhomyhmphmmmﬁcmmmﬁmmmm
/' under which Defendant can acoess the files, and the posting of substantial, third party finsncial
/

/ security).

/

b, Defeadant may inspect, but may not be given or allowed to reproduce, copies of:

(1)  Two e-mail chains identified by the Government containing discussions of
secarity weaknesses in MIT’s computer network;

(2)  Seven e-mail chains (or portions of chains) identified by the Government
containing discussions of security methods of and weaknesses in JSTOR s
network; and

(3) Police reports containing the name of one student who identifSed the defendant

from a photo spread, and one non-law enforcement witness, who has been charged
but not convicted in state court in a matter arising out of a personal

relationship.
Defense counsel will, however, receive unredacted email chains and police reports of the
identification which the defendant may fully inspect without copying at counsel’s office,

3. The Government and the defense shall use the opposing party’s discovery
matexials solely and exclusively to litigate this case (including investigation, pre-trial motions,
trialmaﬁon,hial,andappod),andmtfouny‘mpurpow. In the ovent either party
bdiwesitmmuytounmymhmmmsﬁnmyothamose,tﬂeymy
seck leave of Count, in which instance opposing counsel and victims shall have an opportumity to
be heard.

4.  Except when preparing a potentis! witness, the defense shall not show or make the
discovery materials available by any means (electroaic, physical or otherwise) to any pevson who
is not a member of the defense, absent further order of this Court. Once a potential witness has
also signed and agreed to be bound by the terms of this Protective Order, the defense may show
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the potential witness discovery materials necessary to prepare them, but may niot give or allow
the potential witness to retain the discovery materials or copies of them.

5 Each person receiving access to an opposing party*s discovery materials other
than counsel for the government, lsw enforcement officers, and counsel for the Defendant, shall
ﬂmdgnmdduaaeopyofﬂﬁambhﬁwemm«mwuocwlmowledmtof,
and agreement to abide by its terms. Both the Government sitorney and Defense counsel ghall
hep&eﬁmdcopksmmewmtofadisdommmofdimvmwmmlﬁhﬁedby
this Order. Neim«partyshanbetequiredwdisclmtotheo&u-pmywhohnbemgim
access to whﬂdimverymwﬁs,absmﬁnthcord«of&ﬁscmfoﬂowhgmoppmmitym
be heard.

6. Defense counsel shall promptly notify the Goverament and this Court, and
Govemmaumdshnnpmmpﬂynoﬁfynefmsewmdmdﬂﬁs%mifmydquy
moaterials are (a) used in 8 manner inconsistent with this Order or (b) disclosed either
inmﬁmﬂlyamimmﬁomnywmymmtdedqmadbyﬁﬁsOrMorfmhamofm
Court. Each member of the defense and potential withess provided sccess 1o discovery materials
shall promptly notify defense counsel of any such disclosures.

7. Attheend of these proceedings, including any potential appeals, the defense shall
dutoyallwpiesofdiscovcrymawialsrwdvedmdmadebyit. Defense counsel may keep
mmpyofandimvaymaidsforwahddiﬁundﬁmcutheydmnmwywme
their ability o satisfy all professional obligations to Defendant in this matter. The Government
may keep one copy of all defense discovery materials for such additional time as it deems
nmywmfyiumofmhnﬁobﬁyﬁommdmymlwmm,mguhﬁmmmlidn

159 RIF




Case 1:11-cr~10260-NMG Document 28 Filed 11/30/11 Page 60of 6

8. Nothingin this protective order is intended to otherwiss restrict the proper use by
the partes of any discovery materials during the investigation, pro-tial liigatios, ral
prepatation, trial or appeal of this matter,
$O STIPULATED.

Defendant Scott L. Garland

Assistant U.S. Attorneys

Defense Counsel

SO ORDERED. 0 )
DITH G. DEIN
Date: s\\ao\n nited States Chief Magistrate Judge
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

UNITED STATES
v. No. 11-10260-NMG

AARON SWARTZ

r? Nt Nt Naat Nl st Soag?

MOTION TO DISMISS COUNTS 1 AND 2 OF INDICTMENT
AND INCORPORATED MEMORANDUM OF LAW

Now comes the defendant Aaron Swartz and respectfully moves that this Honorable Cowrt
dismiss Counts } and 2 of the indictment,

As reason therefor, defendant states:

1. Counts 1 and 2 charge him with wire fraud in violation of 18 U.S.C. §1343.

2. Section 1343 does not encompass the conduct charged in this case.

3. Section 1343 is void for vagueness in violation of the Due Process Clause as applied to
the circumstancss of this case.

THE DEFENDANT REQUESTS A HEARING ON THE WITHIN MOTION.

LOCAL RULE 7.1(A)(2) STATEMENT

The undersigned counsel has conferred with AUSA Stephen Heymann. The government
opposes the dismissal remedy sought and will respond to defendant’s request for a hearing in its
response to the motion.

MEMORANDUM OF LAW
Counts | and 2 of the indictment charge Swartz with wire frand in violation of 18 U.S.C.

§1343. The indictment alleges that Swartz “having devised and intended to devise a schems and
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artifice to defraud and for obtaining property — journat articles digitized and distributed by JSTOR,
and copies of them —~ by means of material false and fraudulent pretenses and representations,
transmitted and caused to be transmitted by means of wire communication in interstate commerce
writings, signs, and signals - that is, communications to and from JSTOR's computer servers — for
the purpose of executing the scheme, and aiding and abetting it, including on or about” October 9,
2010, (Count 1) and Jamuary 4-6, 2011 (Count 2). Indictment at 10-11, 35. Essentially, the
indictment alleges that Swartz gained access to the MIT electronic communications network through
various mechanisms, and then, having obtained that access, used it to gain access to JISTOR’s
website, from which he then downloaded a substantial quantity of digitized Jjournal articles.

I SECTION 1343 DOES NOT APPLY TO THE CONDUCT CHARGED IN THIS
CASK.

To convict Swartz of an offense under §1343, the government must prove beyond a
reasonable doubt: “(his] knowing and willing participation in a scheme or artifice to defraud with
the specific intent to defraud, and (2) the use of . . . interstate wire communications in fartherance
of the scheme.” United States v. Vazquez-Botet, 532 F.3d 37, 63 (st Cir. 2008), quoting United
States v. Sawyer, 85 F,3d 713, 723 (15t Cir. 1996), An essentiat element of the offense is that the
defendant must have made a material misrepresentation or omission of fact. E.g., Nederv. United
.S?a:as; 327 U.8. 1,25 (1999); Mendez Iniernet Management Services, Inc. v. Banco Santander de
Puerto Rico, 621 F.3d 10, 15 (1st Cir. 2010); United States v. Blastos, 258 F.3d 25,27 (1st Cir.
2001). A misrepresentation or omission is material only if it has “a natural tendency to influence, or
is capable of influencing, the decision of the decisionmaking body to which it is addressed.” United
States v. Moran, 393 F.3d |, 13 (st Cir. 2004), quoting Neder, 527 U S. 1, 16. See, e.g., United
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States v. Philip Morris USA, Inc., 566 F.3d 1095, 1122 (D.C.Cir. 2009)(Materiality requirement is
met “if the matter at igsue is of importance to a reasonable person making a decision about a
particular matier o transaction”); United States v. Spirk, 503 F.3d 619, 621 (7th Cir. 2007)(material
falsehoods are those “likely to be significant to a reasonable person deciding what to do™);United
States v. Heppner, 519 F.3d 744, 749 (8th Cir. 2008); United Statesv. Lawrence, 403 F.3d 888, 901
(10t Cir, 2005)(“to determine whether a statement is material the appropriate test is to examine
whether it has a natural tendency to influence, or Is capable of influencing a decision or action by
another”). The first fatal flaw in Counts 1 and 2 is that none of the false statements slleged in the
indictment wete made to a “decisionmaker” or to person making a decision.' Instead, they were
uniformly statesnents to a computer or infonmation passed beiween computers. The indictment
alieges the transmission of the following information;
. that when registering as a guest on the MIT network, Swartzused the fictitious names
“Gary Host” and “Grace Host,” each time obtaining a different IP address;
Indictment, §14(a), 20, 27(a),

. that when registering as a guest on the MIT network, Swartz gave the computer’s
client name as “ghost laptop” and “ghost machook,” Indictment, §14(b), 20;

. that when registering as # guest on the MIT network, Swartz provided the email
address of “ghost@mailinator.com” and “ghesté2@mailinator.com,” Indictment,
§14(c), 20;

. that, when JSTOR blocked access to the [P address which Swartz’s computer bad
been using, Swartz established a new IP address which allowed the continued
downloading of articles, Indictment, §16(b);

. that after MIT blocked access by the computer with the Acer's MAC address, Swarlz
twice obtained another guest registration by “spoofing,” i e., changing, the Acer’s
MAC eaddress, again using the name “Gary Host" or “Grace Host" and the client
name “ghost laptop,” which led to the laptop’s receiving a new TP address,

' Many of them were not in fact material false statements of fact at all. See Section I, infra.
3
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Indictment, §§19(a)-(c), 27(a)-(c);

. that during November-December, 2010, Swartz bypassed the guest registration
process by connecting directly to the network and assigning himself two new IP
addresses, Indictment, §24;

’ that Swartz, through the use of MIT IP addresses, made it appear that he was
affiliated with MIT, Indictment, 134(a);

. that Swartz used an automated collection device which made it appear that multiple
people were requesting articles rather than a single person making multiple requests,
Indictment, §34(c).

This information was all either provided by Swartz or Swartz’s laptop to MIT’s computer
network (name, client name, email address) or was information automatically transmitted from one
computer to another (IF addresses, MAC addresses, information about the program running). What
is wholly missing here is any person ar “decisionmaker” to whom the statements ~ if they were
statements at all — were addressed. There was no person or decisionmaker whose “decision” the
information had a tendency to influence or was capable of influencing, Nothing in the wire or mail
fraud statutes or the case law construing them suggests that their reach extends to information or
statements or omissions which are never reviewed or considered by a human being and do not tend
to, norare they capeble of, influencing a decision by person. “Materiality” is an element incorporated
directly from common law frand, see Neder, 527 U S. at 21-25, to which the concepts of machines
communicating with each other in the corplete absence of human agency and of machines
robotically performing various functions would have been utterly foreign and incomprehensible, just
as the concept that automatic responses by machines constituted “decisionmaking” would have been.

The rule of lenity precludes stretching the wire fraud statute to reach the conduct charged in

this case. The rule of lenity “requires ambiguous criminal laws to be interpreted in favor of the
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defendants subjected to them.” United States v. Santos, 553 U.S. 507, 2025 (2008). See United States
v. Skilling, 130 8.Ct. 2896, 2932 (2010)("“{AJmbiguity concerning the ambit of criminal statutes
should be resolved in favor of lenity”). Critically, the rule of lenity “ensures fair waming by
resolving ambignity in a criminal statute as to apply it only to conduct clearly covered.” United
States v. Lanier, 520 U.S. 259, 266 (1997).
In various ways over the years, we have stated that when choice has to be made between two
readings of what conduct Congress has made a crime, it is appropriate, before we choose the
harsher alternative, to require that Congress should have spoken in language that is clear and
definite. . . . This principle is founded on two policies that have long been part of our
teadition. First, a fair warning should be given to the world in language that the common
world will understand, of what the law intends to do if a certain line is passed. To make the
warning fair, so fair as possible the line should be clear. . . . Second, because of the
seriousness of criminal penalties, and because criminal punishment ususliy represents the
wmoral condemmation of the cotmunity, legislatures and not courts should define criminal
activity. This policy embodies the instinctive distastes against men languishing in prison
unless the lawmaker has clearly said they should. . . .. Thus, where there is ambiguity in a
criminal statute, doubts are resolved in favor of the defendant.
United States v. Bass, 404 U 8. 336, 347-48 {1971 )(internal quotation marks and citations omitted),
Nothing in the wire fraud statute clearly and definitely extends its reach to communications between
computers,
In fact, Congress has spoken regarding use of computers to comit frand — butin 18 US.C.
§1030, not in the wire or mail fraud statwres. Congress® enactment of §1030(a)(2), criminalizing
“intentionally access{ing] a computer without authorization or exceedfing] authorized access, and
thereby obtainfing] . . . . {i]nformation from any protected computer” and §1030(a)(4), criminalizing
“lmowingly and with intent to defraud, access{ing] a protected computer without authorization, or

exceed[ing) authorized access, and by means of such conduct further{ing] the intended fraud and
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obtain{ing) anything of value” - essentially the conduct with which Swartz is charged? — provides
compelling evidence that it did not believe that such conduct was already encompassed within the
reach of the wire fraud statute, Counts 1 and 2 should be dismissed.

II. THE STATEMENTS AT ISSUE WERE NOT FALSE STATEMENTS OR
MISREPRESENTATIONS OR OMISSIONS OF FACT.

Swartz's giving the computer’s client name as “ghost laptop” and “ghost macbook™ when
registering as a guest on the MIT network,” Indictment, §14(b), 20, was not false, and certainly not
materially so, becanse, as the indictment alleges, the client name is one chosen by the user and is
simply used to identify the computer on the network. Indictment, §14(b). The user is free to choose
any name he wishes, and whatever that name is suffices to identify the computer on the network.
Here, MIT was always able to identify the computers in use as either “ghost laptop” or “ghost
macbook.” The use of those client names was not a fraudulent misrepresentation or omission of
material fact,

Similarly, Swartz’s providing the email address of “ghost@mailinator.com™ and
“ghost42@mazilinator.com that whenregistering as 2 guest on the MIT network,” Indictment, §14(c),
20, was also not the making of a false statement, As the indictment acknowledges, the Mailinator
email address was a real one through which Swartz could receive email from MIT if its personnel
close to communicate with him. The use of those email addresses was not a fraudulent
misrepresentation or omission of material fact,

The ostablishment of 2 new IP address, Indictment, §16(b), is not the making of a false

statement. Indeed, it is not a statement at all. “An IP address is an identifier for a computer or device

? Swartz is charged with violations of these statutes in Counts 3-12,
6
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on & TCP/IP network. Networks using the TCP/IP protoco! route messages based on the IP address
of the destination.” http://www.webopedia.com/TERM/I/IP_address.html (last visited October 2,
2012). Thus, an IP address indicates nothing more than the address the computer is using for
communications and is, in fact, always true. Swartz made no false statements or misrepresentations
or omissions of material fact when he used different IP addresses fo access JSTOR. For the same
reasons, Swartz’s use of two IP addresses which he allegedly assigned to himself after bypassing the
guest registration process and connecting directly to the network, Indictment, §24, were not false
staternents or misrepresentations or omissions of material fact. By the same token, obtaining new
IP addresses by “spoofing,” i.e., changing, the Acer’s MAC address, Indictment, §§19(a)-(c), 27(a)-
{c), also cannot constitute false statements or misrepresentations or omissions of material fact, nor
can Swartz’s use of an automated collection device which made it appear that multiple people were
requesting articles rather than a single person making multiple requests, Indictment, §34(c).

Swartz’s use of MIT IP addresses did not make it appear that he was affiliated with MIT,
Indictment, §34(a). Instead, MIT had a liberal guest user policy which permitted individuals with no
affilistion with MIT whatsoever to access and use the MIT network, see Motion to Suppress All
Fruits of Wanantless Searches Conducted from January 4, 2011, to January 6, 2011, and
heorporated Memorandum of Law at 9-10; the use of an MIT IP address did not represent to JSTOR
that the ﬁerson seeking access to its website was affiliated with MIT. This, too, did not constitute a
material false statement or misrepresentation or omission of fact.

This leaves only Swartz’s use of fictitious names when registering on MIT*s network as a
guest, That statement was made to MIT, not to ISTOR and only allowed Swartz to access the MIT

network. It cannot support a charge of devising a scheme to defraud ISTOR ofits property, specified
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in the indictment as “journal articles digitized and distributed by JSTOR, and copies of them.”

[, IF§1343COULD BE APPLIED TO THE CONDUCT CHARGED HERE, IT IS VOID
FOR YAGUENESS AS APPLIED TO THIS CASE.

To pass muster under the Due Process Clause, a statute must give fair waming, “in language
that the common world will understand, of what the law intends to do if a certain line is crossed.”
United States v. Hussein, 35| F.3d 9, 13 (1st Cir, 2003). See, e.g., United States v. Arcadipane. 41
F.3d 1, 5 (1st Cir. 1994)(“the Due Process Clause forbids the govemment from depriving an
individuat of his liberty unless he is given fair warning of the consequences of that conduct™). “The
Due Process Clanse demands that criminal statutes describe each particular offense with sufficient
definiteness to *give a person of ordinary intelligence fair notice thar his contemplated conduct is
forbidden.'” Hussein, 351 F.3d 8t 13, quoting United States v. Harriss, 347 U.8. 612, 617 (1954).
See, e.g., Kolender v. Lawson, 461 U.S. 352, 357 (1983)(*[A] penal statute [must] define the
criminal offense with sufficient definiteness that ordinary people can understand what conduct is
prohibited” (emphasis added)); Connally v. General Const. Co., 269 U.8S. 385, 391 (1926){“the terms
of a penal .statuin creating a new offense must be sufficiently explicit to inform those who are subject
to it what conduct on their part will render them liable tu its penalties”(emphasis added)); United
Srates v. Boh'al Trading Co., Inc., 45 F.3d §77, 581 (Ist Cir. 1995)(issue is “whether the statute, as
enacted by Congress, gave sufficient notice that the conduct charged was proscribed” (emphasis
added)). In addition, to be valid under the Due Process Clause, penal statutes must be sufficiently
specific to prevent arbitrary or discriminatory enforcement. To that end, they must provide
comprehensible standards that limit prosecutorial and judicial discretion. See, e.g., Kolender v.

Lawsan, 461 U 8, 352, 357 (1983); Grayned v. Rockford, 408 U.S, 104, 108-09 (1972); Smith v.
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Goguen, 415 U8, 566, 572-73 (1974); Papachristou v. City of Jacksonville, 405 U.S. 156, 168
(1972).

As applied to the conduct alleged in this case to have violated §1343, the statute fails to give
aperson of ordinary intelligence fair notice that conduct such as that charged in this case is forbidden
by the statute and could result in criminal prosecution and punishment. Neither the statute, nor any
reported judicial decision, “has fairly disclosed” the conduct at issue 10 be “within [§1343's] scope.”

Lanter, 520U 8. at 266." It may be that the government is seeking to charge a scheme to defraud in

} This case is not comparable to cases which have applied the wire fraud statute to the
distribution and use of devices that enabled users to obtain television or lang-distance telephone or
internet service without paying for it. See, e.g., Brandon v. United States, 382 F.2d 607, 608, 610
(10th Cir.1967)(scheme to defraud telephone company of revenue for the use of long distance
telephone service and facilities); United States v. Manzer, 69 F.3d 222, 225 (8th Cir, 1995)(affirming
convictions for wire fraud and mail fraud of a defendant who operated a business whose products
enabled users to obtain premium television channels without paying for them); United States v.
Harriss, 2012 WL 2402788 (D.Mass. June 26, 2012)(upholding against void for vagueness chalienge
conviction of defendants who sold cable modem hacking products which would permit users to
obtain free or higher speed internet access without paying for it); United States v. Norris, 833 F.Supp,
1392, 1395-97 (N.D.Ind. 1993), aff'd, 34 F.3d 530 (7th Cir.1994)(scheme to defraud cable television
companies of revenue by selling equipment that allowed individuals to receive premium channels
without paying required fee). These cases were held properly prosecuted under the wire fraud statute
because the defendants' products directly enabled theirusers to defraud the provider of the revenue
they would have obtained had the users properly contracted and paid for the services which were
instead stolen. Here, in sherp contrast, nothing which Swartz did deprived either MIT or JSTOR of
revenue. Guests were entitled to use the MIT network without paying a fee, and, in downloading
ISTOR articles, Swartz was not depriving JSTOR of revenue. Moreover, the indictment charges that
the property of which JSTOR was defrauded were articles, not revenue.

Nor is this case comparable to United States v. Czubinski, 106 F.3d 1069 (1st Cir. 1997), in
which an IRS employee accessed and viewed confidential material which was the property of his
employer, The Court held that the evidence did not suffice to support the defendant’s conviction for
wire frand, bot suggested in dictum that the defendant’s conduct might have violated §1343 had he
downloaded the confidential material. That dictum is not binding on this Court. See, e.g., Fleicher
v. Haas, 851 F.Supp.2d 287, 298 (D.Mass, 2012)(quoting Pierre N, Leval, Judging Under the
Constitution: Dicta About Dicta, 81 N.Y.U. L.Rev. 1249, 1250 (2006)(noting that when judges
accept dictum as if it were binding law, they “fail to discharge [their] responsibility to deliberats on
and decide the question which needs to be decided”)). Moreover, Swartz had no comparable
fiduciary duty to JSTOR, the entity from which the articles were downloaded.

9
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the complete absence of material misrepresentations and omissions. However, “the settled meaning
of the term ‘fraud’ at common law required misrepresentation or concealment of a material fact.™
United States v. Harriss, 2012 W1.2402788 at *4 (D. Mass. June 26, 2012), citing Neder, 527 U.S.
at 20-25. Nothing in the wire fraud statute or the cases construing it provides constittionally
adequate notice that manipulating IP addresses, spoofing MAC addresses, and gaining access to a
fres electronic communications network (MIT’s) for the purpose of accessing another website to
download journal articles which are free to those with access to the websité, and for which sccess
MIT had already paid, constitutes a federal wire fraud felony carrying a potential penaity of 30 years.
Defendant’s research has located no reported wire fraud case which is even remotely comparable to
this one. Prosecution of Swartz under §1343 on the theory advanced by the government here would
violate Bwartz’s rights to due pracess of law. The number of articles downloaded by Swartz may
have exceeded JSTOR’s terms of service, but the wire fraud statute does not exist to police
violations of private contracts. Section 1343 is void for vagueness a3 applied to this case.

Respsctfully submitted,
By his attorney,

{8/ Martin G. Weinberg
Mattin G. Weinberg

20 Park Plaza, Suite 1000
Boston, MA 02116

(617) 227-3700 (tel.)
(617) 338-9538 (fax)
owimgw(@att.net

10
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CERTIFICATE OF SERVICE
I, Martin G. Weinberg, hereby certify that on this Sth day of October, 2012, a copy of the
foregoing document has been served via the Court’s ECF system on all registered participants,
including Stephen P. Heymann, AUSA.

s/ Martin G, Weinberg
Martin G. Weinberg

i
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UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS
)

UNITED STATES )
}

v. ) No. 11-10260-NMG

)

AARON SWARTZ )
)

MOTION TO SUPPRESS ALL FRUITS OF SEARCHES OF ACER LAPTOP, HP USB
DRIVE, AND WESTERN DIGITAL HARD DRIVE AND INCORPORATED
MEMORANDUM OF LAW
(MOTION TO SUPPRESS NO. 5)

Now comes the defendant Aaron Swartz and respectfully moves that this Honorable Court
suppress as evidence at the trial of this case all evidence derived from the searches of his ACER
laptop, his Western Digital hard drive, and his HP USB drive, as well as all derivative fruits thereof.*

As reason therefor, defendant states:

1, He had & reasonable expectation of privacy in his ACER laptop, his Western Digital hard
drive, and his HP USB drive.

2. These items were seized without a warmrant on Janmary 6, 2011,

3. The Secret Service did not obtain a warrant to search these items until February 9, 2011,
Exhibit 38, 34 days after their seizure; that warrant was not execnted before its expiration, and
another warrant was issued on February 24, 2011, Exhibit 29, 49 days after their seizure.

4. The delay in obtaining search warrants for these items rendered their seizure unreasonable

under the Fourth Amendment, requiring that all fruits of the searches of those items be suppressed.

' All averments herein tegarding Swartz’s ownership and possession of the ACER laptop,
the hard drive, and the USB drive are made pursuant to the protections provided by Simmons v.
United States, 390 U.S, 377, 392-94 (1968).
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THE DEFENDANT REQUESTS A HEARING ON THE WITHIN MOTION,
LOCAL RULE 7.1(A)(2) STATEMENT

The undersigned counsel has conferred with AUSA Stephen Heymann. The government
apposes the suppression remedies songht and will respond to defendant’s request for a hearing in its
response to the motion.

MEMORANDUM OF LAW
L FACTUAL BACKGROUND.

The ACER laptop and the hard drive were ssized without a warrant on January 6, 2011.?
Shortly thereafter, Swartz was arrested, and the backpack he was carrying was searched and the USB
thumb drive seized. S/A Pickett delayed obtaining warrants to search the three items unti! February
9,2011, 34 days after their seizure. Even then, he allowed those warrants to expire without executing
them. He again applied for warrants to search the three items on February 24, 2011, when warrants
authorizing the search of the items were again issued.

1. SWARTZ HAD A REASONABLE EXPECTATION OF PRIVACY AND A

POSSESSORY INTEREST IN HIS ACER LAPTOP, HIS HARD DRIVE, AND HIS

USB DRIVE.

With respect to Swartz’s reasonable expectation of privacy and possessory interest in his
ACER laptop and his hard drive, Swartz incorporates by reference herein the discussion in Section
Il of his Motion to Suppress All Fruits of Wamrantless Searches Conducted from January 4, 2011,

to January 6, 2011, And Incorporated Memorandum of Law and in Section II of his Motion to

? For a recitation of the facts leading up to the seizure of the laptop and hard drive, see
Motion to Suppress All Fruits of Warrantless Searches Conducted from january 4, 2011, to January
6, 2011, and Incorporated Memorandum of Law, Section L
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Suppress All Fruits of Interceptions and Disclosures of Electronic Communiceations and Other
Information by MIT Persomnel in Violation of the Fourth Amendment and the Stored
Communications Act and Incorporated Memorandum of Law. With respect to the USB drive, it
belonged to Swartz and was in his backpack when it was searched incident to his arrest and was
seized from him at that time. Accordingly, he plainly had a reasonable expectation of privacy in the
drive and its contents and 8 possessory interest in it which its seizure deprived him of.

Id. THE DELAY IN OBTAINING A WARRANT RENDERED THE SEIZURE OF
THESFE ITEMS UNREASONABLE.

“{E]ven a seizure lawful at its inception can nevertheless violate the Fourth Amendment
because its manner of execution infringes possessory interests protected by the Fourth Amendraent’s
prohibition on ‘unreasonable searches.” United States v. Jacobson, 466 U.S. 109, 124 (1984). See,
e.g., Segura v. Unlted States, 468 U.8. 796, 812 (1984) (“[A] seizure reasonable at its inception
because based on probable cause may become unreasonable as a result of its duration”); United
States v, Burgard, 675 F.3d 1029, 1032 (7th Cir. 2012)(“When officers fail to seek a search warrant,
at some point the delay becomes unreasonable and is actionable under the Fourth Amendment™);
United States v. Mitehell, 565 F.3d 1347, 1350 (11th Cir. 2009)(“even a seizure based on probable
cause is unconstitutional if the police act with unreasonable delay in securing & warrant"™y; United
States v. Riccio, 2011 WL 4434855 at *1 (8.D.Cal. Sept. 23, 2011)(“The finding of probable canse
to seize the hard drive did not relieve law enforcement of its obligation to ‘diligently’ obtain a
warrant,” quoting United States v. Dass, 849 F.3d 414, 415 (9th Cir. 1988)).

After seizing an item without a warrant, an officer must make it a priority to secure a search

warrant that complies with the Fourth Amendment, This will enteil diligent work to present
a warrant application to the judicial officer at the earliest reasonable time.
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Burgard, 675 F.3d at 1035,

In Miicheil, the Eleventh Circuit considered a considerably less extensive delay than that
present here in obtaining a warrant for the search of a hard drive— 21 days — and held that, under the
circumstences of that case, the delay in obtaining a search warrant was unireasonable, thus violating
the Fourth Amendment and requiring the suppression of the fruits of the search of the hard drive. In
balanciixg the defendant’s possessory interest against the government’s interests, the Court first
stressed the very strong possessory interests that individuals have in their computers:

Computers are relied upon heavily for personal and business use, Individuals may store
pesonal letters, e-mails, financial information, passwords, family photos, and countless other
items of a personal nature on their computer hard drives. Thus, the detention of the hard
drive for over three weeks before 2 warrant was sought constitutes a significant interference
with Mitchell’s possessory interests,
565 F.3d at 135]1. Weighed agginst the defendant's substantial possessory interest, the Court
concluded that “there was no compelling justification for the delay.” /4. Quite the contrary, the Court
concluded: law enforcement authorities simply believed that there was “no rush.” /4. at 1353. The
Court made a point of noting that the 23-page affidavit submitted in support of the application for
the search warrant was largely boilesplate and contained only three double-spaced pages of original
content, id. at 1351, Ze., the affidavit would not have taken any substantial amount of time to
prepare. Other courts have reached similar conclusions. See, e.g., United States v. Shaw, 2012 WL
844075 at *2-*4 (N.D.Ga. Feb. 10, 2012)(concluding that 90-day delay in obtaining warrant to
search seized cell phones was imreasonable under the Fourth Amendment and recommending that
evidence obtained from search of cell phones be suppressed), adopted, 2012 WL 843919 (N.D.Ga.
March 12, 2012); Riccio, 2011 WL 4434855 at *1 (ordering evidence suppressed where law

enforcement delayed 91 days in obtaining a warrant o search defendant’s hard drive); United States
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v. Rubenstein, 2010 WL 2723186 at *13-*14 (8.D.Fla, June 24, 2010)( recommending suppression
of evidence where agents delayed 41 days in obtaining warrant for laptop), adopted 2010 WL
2681364 (S.D.Fla. July 7, 2010); see also United States v. Budd, 549 F.3d 1140, 1144 (7th Cir.
2008)(assuming without deciding that 48-day delay in obtaining warrant to search computer was
unreasonable); United States v. Kowalczyk, 2012 WL 3201975 at *23 (D.Or. Aug. 3, 2012)(terming
7-day delay “unfortunate,” but not finding it unreasonable).

Here, there was a 34-day delay in obtaining the February 9, 2011, warrant, which remained
unexecuted, and a total of a 49-day delay until the abtaining of the February 24, 2011, warrant
pursuant to which the itms were ultimately searched. Swartz had a strong possessory interest in all
three items. They belonged to him, and he never voluntarily relinquished his dominion and control
over them, nordid he everconsent to their seizure. On the other side of the balence, defendant knows
of no conceivable reason which could justify a detay of this magnitude. This wasa Jjoint investigation
involving the Cambridge Police Depattment, the United States Secret Service and the MIT Police
Department, which was being run by S/A Pickett. See Motian to Suppress All Fruits of Warrantless
Searches Conducted from January 4, 2011, to January 6, 2011, and Incorporated Memorandum of
Law, Sections I, IV. The affidavit submitted in support of the February 9, 2011, warrant application
would have taken very little time to propare. It was only 1] pages in length, plus two attachments
describing the proparty to be seized, the items to be seized, and the objects of the search.® See Exhibit

32. The first two pages are largely boilesplate, as are pages 9 and 10. Of the remaining content, that

3 In addition to the three items which are the subject of this motion, the application also
sought authorization to search Swartz's home, That search is the subject of a separate motion 1o
suppress. See Mation to Suppress All Fruits of Searches Pursuant to s Werrant of 950 Massachusetts
Avenue, Apt. 320, Cambridge, Massachusetts, and 124 Mount Auburn Street, Office 504,
Cambridge, Massachusetts and Incorporated Memorandum of Law.

5
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which applies specifically to this case, it i3 almost entirely a distillation of previously written
reports.! See, e.g., Mitchell, 565 F.3d at 1351 (indicating Court's belief that 23-page affidavit could
have been prepared in the two and a balf days before the agent lef® for two-week training program);
see also Burgard, 675 F.3d at 1034 (finding it “implausible™ that two-page affidavit could not have
been prepared in less than six days, paricularly as its content was largely derived from previously
written reports).

The delay in obtaining the warrants to search the ACER, the hard drive, and the USB drive

was unreasonable under the Fourth Amendment. All fruits of the searches of those items mast,
accordingly, be suppressed.

Respectfully submitted,
By his attomney,

{s/ Martin G. Weinbe,
Martin G. Weinberg

20 Park Plaza, Suite 1000
Boston, MA 02116

(617) 227-3700 (tel.)
(617) 338-9538 (fax)
owlmgw@attnet

CERTIFICATE OF SERVICE

I, Martin G. Weinberg, hereby certify that on this 5th day of October, 2012, a copy of the
foregoing document has been served via the Court’s ECF system on all registered participants,
including Stephen P. Heymann, AUSA. One copy of the exhibits to the motion has been served on
the government by hand this same date.

/s/ Martin G. Weinberg
Martin G. Weinberg

1 See, e.g., Exhibit 15,
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UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS
)

UNITED STATES )
)

v, ) No. 11-10260-NMG

)

AARON SWARTZ )
)

MOTION TO SUPPRESS ALL FRUITS OF UNLAWFUL ARRESTS WITHOUT
PROBABLE CAUSE AND SEARCH OF HP USB DRIVE AND INCORPORATED
MEMORANDUM OF LAW
(MOTION TO SUPPRESS NO. 3)

Now comes the defendant Asron Swartz and respectfully moves that this Honorabie Court
suppress as evidence at the trial of this case all evidence derived from the search of his HP USB
drive.

As reason therefor, defendant states:

1. He had a reasonable expectation of privacy in his USB drive.'

2. The USB drive was seized from hira on January 6, 201 1, during a search of his backpack
incident to his arrest on state charges of breaking and entering in violation of M.G.L. ¢.266, §18.

3. His srrest was unlawful becanse not supported by probabie cause to believe that he had
committed the crime of breaking and entering.

3. On February 9, 201 1, Secret Service S/A Michael Pickett obtained a warrant to search the
USB drive; that warrant expired befoce it was executed, and another wasrant to search the USB drive

was obtained on February 24, 2011. See Bxhibit 29. The USB drive was subsequently searched

! Alf averments herein regarding Swartz’s ownership and possession of the USB drive are
made pursuant to the protections provided by Simmons v. United States, 390 U.S. 377, 392-94
(1968).
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pursuant to the warrant.

4, The affidavit in support of the searchi of the USB drive, see Exhibit 30, failed to establish
probable cause to believe that it contained evidence of a crime, in violation of the Fourth
Amendment.

S. All fruits of Swartz’s unlawful arrest and the search of the USB drive must, accordingly,
be suppressed.

THE DEFENDANT REQUESTS A HEARING ON THE WITHIN MOTION.

LOCAL RULE 7.1(A)2) STATEMENT

‘The undersigned counsel has conferred with AUSA Stephen Heymann. The government
opposes the suppression remedies sought and will respond o defendant’s request for a hearing in its
response to the motion.

MEMORANDUM OF LAW
L BACKGROUND.

On January 6, 2011, Swartz was arrested on state charges of breaking and entering in
violation of M.G.L. ¢.266, §18. See Exhibit 31 at 2. The backpack Swartz was canying was
searched and his USB drive, which was in his backpack, was seized, Secret Service S/A Michael
Pickett subsequently applied for, and obtained a warrant to search the USB drive. The sum total of
the information regarding the USB drive contained in the affidavit submitted in support of the
application for a warrant to search the USB drive was:

25. An MIT police officer who had seen several pictures taken by the covert camers
in Building 16's network wiring closet saw Aaron Swartz on a bicycle near MIT,
approximately half an hour after the “ghost laptop” had been connected in Building W20,

The officer stopped his car, activated its blue lights and displayed his wallet badge. When
he sought to question Swartz, Swartz dropped his bike to the ground and fled. The backpack
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in Swartz’s possession at the time he was caught and arrested minutes lates appeared to be
the same one he had with him on each occasion he was videotaped in the wiring closet at
MIT,

26. In the backpack was the USB DRIVE. From my trining and experience and
information provided to me by other agents, USB drives ate frequently used to store software
applications, data and records, including .pdf formatted records such as those that were
illegally downloaded from JSTOR. They are also frequently used to transfer records and data
between computers or hard drives, such as those connected in the wiring closet to MIT's
network and ones available to Swartz outside.

Exhibit 30 at 7.2
IL SWARTZ’S ARREST WAS UNLAWFUL BECAUSE NOT SUPPORTED BY

PROBABLE CAUSE TO BELIEVE THAT HE COMMITTED THE
MASSACHUSETTS OFFENSE OF BREAKING AND ENTERING.

It is axiomatic that, for an arrest to be lawful, it must be predicated on probable cause. See
Glkv. Cunniffe, 655 F.3d 78, 85 (1st Cir. 201 1)(“The Fourth Amendment requires that an arrest be
grounded in probable cause™). “Probable cause exists when police officers, relying on reasonably
trustworthy facts and circumstances, have information upon which a reasonably prudent person
would believe the suspect had committed or was committing a crime.” United States v. Pontoo, 666
F.3d 20, 31 (1st Cir, 2011), gquoting United States v. Young, 105 F.3d 1, 6 (Ist Cir. 1997). That
standard was not satisfied in this case.

Swartz was arrested on charges of breaking and entering in violation of M.G.L. ¢.266, §18,
which provides:

Whoever, in the night time, enters a dwelling house without breaking, or breaks and enters

in the day time a building, ship or motor vehicle or vessel, with intent to commit a felony,
no person lawfully therein being put in fear, shall be punishod by imprisonment in the state

Z Other than the fact that the USB drive was in the backpack, the information set forth in
paragraph 26 was not included in the original February 9, 2011, affidavit, ie., the affidavit said
nothing regarding what a USB drive is and what it might be used for. That affidavit also erroneously
stated that Swartz “dropped his bike and backpack to the ground and fled,” Exhibit 32 at 7 (emphasis
added), as S/A Pickett admits at page 7 n.5 of his February 24, 2011, affidavit.

3
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prison for not more than ten years or by a fine of not more than five hundred dollars and
imprisonment in jail for not more than two years. . ..

The first requirement under §18 i3 that there must bave been a “breaking.” While the opening of 2
closed but unlocked door is a breaking, passing through an nnobstructed entrance is not.
Commonwealth v. Lewis, 346 Mass. 373,377 (1963). Thus, to have probable cause to arrest Swartz,
the arresting officers must have had probable cause to believe that he in fact opened a door to enter
the data room in which the laptop was discovered. Moreover, MIT is an open campus, and the data
room was located on a corridor along which classrooms were Jocated and along which people
frequently passed to access classrooms o to fravel between MIT buildings. Thers was no notice on
the exterior of the data room indicating that access was prohibited. See Exhibit 27. Inherent in the
offense of breaking and entering is the requirement that the defendant break and enter into premises
where he has no permission to be, a proposition that Massachusetts case law clearly supports. See,
e.g, Commonwealth v. LeClaire, 28 Mass. App. Ct. 932, 933 (1990)(upholding breaking and
entering conviction where defendant broke into room where he had no permission or authority to
be). There was nothing here which gave Swartz any reason to believe that he could not permissibly
enter the room.

Second, “[i]n the lexicon of Massachusetts crimes there is no such crime as ‘breaking and
entering’ unaccompanied by intent to commit a felony or misdemeanor.” Commonwealth v.
Vinnjcombe, 28 Mass. App. Ct. 934,934 (1990). See, e.g., Commonweaithv. Walter, 40 Mass. App.
Ct. 907, 909 (1996)(“The ‘intent to commit a felony’ is an essential element of the crime proscribed
by G.L. ¢.266, §18, breaking and entering in the daytime with intent to commit a felony”).

Accondingly, there could have been no probable cause to arrest Swartz unless the arresting officers
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had probable cause to believe that his intent in entering the data room was to commit a felony. The
Cambridge Police Department Incident Report of the arrest does not specify the fefony at issue, but,
as Swartz was charged in state court with breaking and entering with the intent to commit Jarceny
on January 4 and 6, 201 1, Swariz will proceed herein on the assumption that that was the offense
which the arresting officers believed provided a valid basis for his arrest. It did not. The

Massachusetrs larceny statute, M.G.L. ¢ 266, §30, provides in pertinent part:

(1) Whoever steals, or with intent to defraud obtains by a false pretence, or whoever
unlawfully, and with intent to steal or embezzle, converts, or secretes with intent to convert,
the property of another as defined in this section, whether such property is or is not in his
possession at the time of such conversion or secreting, shall be guilty of larceny, and shall
.. . if the value of the property stolen excexds two hundred and fifty dollars, be punished by
imprisonment in the state prison for not more than five years, or by a fine of not more than
twenty-five thousand dollazs and imprisonment in jail for not more than two years; or, if the
value of the property stolen . . . does not exceed two hundred and fifty dollars, shall be
punished by imprisonment in jail for not more than one year or by a fine of not more than
thres hundred dollars . ., .

(2) The term “property”, as used in the section, shall include money, personal chattels, abank
note, bond, promissory note, bill of exchange or other bill, order or certificate, a book of
accounts for or conceming money or goods due or to become due or to be delivered, a deed
or writing containing & conveyance of land, any valuable contract in force, a receipt, release
or defeasance, a writ, process, certificate of title or duplicate certificate issned under chapter
one umdred and eighty-five, a public record, anything which is of the realty or is annexed
thereto, a security deposit received pursuant to section fiflsent B of chapter one hundred and
eighty-six, electronicaily processed or stored data, either tangible or intangible, data while
in transit, telecommunications services, and any domesticated animal, including dogs, ora
beast or bird which is ordinarily kept in confinement.

Thus, to have had probable cause to believe that Swartz entered the data room with the intent to
commit larceny, the arresting officers must have had probable cause to believe that be either intended

10 steal property or to obtain property by false pretenses with the intent to defraud.’ An essential

? The third alternative, embezzlement, is inapplicable here because embezzlement requires
that the defendant “fraudulently converted to his personal use property that was under his control by

5
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clement of the “stealing” form of larceny is the “intent to deprive the person of the property
permanently.” Commonwealth v. Christian, 430 Mass. 552, 558 (2000). See, e.g.. Commanweaith
v. Sollivan, 40 Mass. App. Ct. 284, 287 (1996)(“Larceny consists of (1) the taking or carrying away
of property (2) that belongs to another person (3) with the intent to deprive that person of the
property permanently™). Nothing which Swartz did in downloading journal articles from JSTOR was
intended to deprive ISTOR of its property permanently, nor did the downloading even have that
effect. JISTOR remained at all times in full possession of its property, and nothing Swartz did on
January 4-6, 2011, preveated others from gaiming access to, and using, the JSTOR archives. There
is nothing in Massachusetts law which recognizes the electronic copying of data ag larceny.’
Accordingly, there was na probable cause to arrest Swartz for breaking and entering to commit

larceny by stealing.

Nor was there probable cause to arrest Swartz for larceny by false pretenses. The crime of

virwe of a position of ‘trust or confidence’ and did so with the intent to deprive the owner of the
property permaneuntly.” Commonwealth v. Mills, 436 Mass. 387, 394 (2002).

4 That copying of electronically-available data is not encompassed within §30(}) is
underscored by the provisions of §30(4):

Whoever steals, or with intent to defraud obtains by a false pretense, or whoever unlawfully,
and with intent to steal or embezzle, converts, secretes, unlawfully takes, carries away,
conceals or copies with intent to convert any trade secret of apother, regardless of value,
whether such trade secret is of is not in his possession at the time of such conversion or
secreting, shalt be guilty of larceny . ...

(emphasis added). The inclusion of copying in subsection (4) but not in subsection (1) evidences an
intent that copying does not violate subsection (1), as it does not permanently deprive the owner of
its property. Copying violates the statute only in cases of trade secrets, which are not at issue here.
See §30(4)(defining “trade secres” as “anything tangible or intangible or electronically kept or
stored, which constitutes, represents, evidences or records & secret scientific, techmical,
merchandising, production or management information, design, process, procedure, formula,
invention or improvement”).
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larceny by false pretenses “requires proof that (1) a false statement of fact was made; (2) the
defendant knew or believed that the statement was false when he made it; (3) the defendant intended
that the person to whom he made the false statement would rely on it; and (4) the person to whom
the false statement was made did rely on it and, consequentty, parted with property.” Commonwealth
v, McCauliff, 461 Mass. 635, 639-39 (2012). See, e.g., Commonweslith v. Mills, 436 Mass. 387, 396-
97 (2002); Commonwealth v. Gall, 58 Mass. App. Ct. 278, 28$ (2003). First, Swartz made no false
statements of fact on January 4-6, 2011. Second, even if be had made a false statemnent, it was not
made to JSTOR, nor was it made with the intent that JSSTOR would rely on it, JSTOR did not rety on
any false statement by Swartz, and po false statements by Swartz caused JSTOR to part with its
property. Third, JSTOR did not “part with” its property. It simply permitted Swartz to access it and
download it; JSTOR continued to maintain full possession of its property. There was, accordingly,

no probable cause to arrest Swartz for breaking and entering to commit Jarceny by faise pretenses.

Because Swartz’s arrest was unlawful, atl fruits of that unlawful arrest, including, but not limited to,

his USB drive, must be suppressed.

1L EVEN SHOULD THIS COURT CONCLUDE THAT SWARTZ’S ARREST WAS
LAWFUL, THE FRUITS OF THE SEARCH OF THE USB DRIVE MUST
NONETHELESS BE SUPPRESSED BECAUSE THE AFFIDAVIT FAILED TO
ESTABLISH PROBABLE CAUSE FOR THE SEARCH OF THE USB DRIVE.

Probable cause exists when “the affidavit upon which a warrant is founded demonstrates in
some trustworthy fashion the likelihood that an offense has been committed and that there is sound
reason to believe that a particular search wifl turn up evidence of it.” United States v. Schaefer, 87
F.3d 562, 565 (1st Cir. 1996), quoting United States v. Aguirre, 839 F.2d 854, 857-58 (1st Cir.

1988). “‘[M]ere suspicion, rumor, of strong reason to suspect [wrongdoing]® are not sufficient.”

7
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United States v. Vigeant, 116 F.3d 565, 569 (1st Cir. 1999). Instead, the affidavit must provide the
issuing judge with a “substantial basis” for concluding that probable cause exists. See, e.g., United
States v. Feliz, 182 F.3d 82, 86 (1st Cir. 1999); United States v. Khounsavanh, 113 F.3d 279, 283

(st Cir.1997).

While courts often speak of the need to accord daference to the issuing judge’s “assessment
of the facts and inferenices supporting the affidavit,” United States v. Sawyer, 144 F.3d 191, 193 (1st
Cir, 1998), “{dJeference to the [issuing] magistrate . . . is not boundless.” United States v. Leon, 468
U.S. 897, 914 (1984).. See, e.g., Unrited States v. Danhauer, 229 ¥.3d 1002, 1006 (10th Cir.
2000)(court will not defer to magistrate if there is not substantial basis for concluding that probable
cause existed). Such deference does not, for example, extend to permit the upholding of 2 warrant
based on conclusory allegations by the affiant, See, e.g., Vigeant, 176 F.3d at 571; United Siates v.
Wilhelm, 80 F.3d 116, 119 (4th Cir.1996). “Sufficient information must be presented to the
magistrate to allow that official to determine probable cause; his action cannot be a mete ratification
of the bare conclusions of others.” Mllinois v. Gates, 462 U.S. 213, 239 (1983). See alse Johnson
v. United States, 333 U.8. 10, 14 (1947); Khounsavanh, 113 F.3d at 284, Probable cause is a fact-
specific inquiry, and it is, in each case, “the duty of a court confronted with the question to determine
whether the facts and circumstances of the particular {affidavit in support of a warrant application]
justified the issuance of the watrant.” Id at 285. See also United States v. Weaver, 99 F.3d 1372,

1376-77 (6th Cir.1996).

“A warrant application must demonstrate probable cause to believe that (1) a crime has been
compmitted — the ‘commission’ element, and (2) enumerated evidence of the offense will be formd
at the place to be searched - the . . . *nexus’ element.” United States v. Ribeiro, 397 F.3d 43, 48 (1st

8
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Cir. 2005), quoting Feliz, 182 F.3d at 86. /A Pickett’s affidavit is fatally deficient as to the second
requirement — it fails to establish probable cause to believe that evidence of the alleged crime would
be found on the USB drive. Whether there is probable cause to believe that the suspect has
committed a crime and whether there is a nexus between evidence of that crime and the placs or item
to be searched are two separate inguiries; probable cause to believe that someone has committed a
crirae does not ipso facto provide probable canse to believe that evidence of that crime will be found
within a closed container belonging to him. “The critical element in a reasonable search is not that
the owner of the property is suspected of crime but that there is reasonable cause to believe that the
specific ‘things” to be searched for and seized are located on the property to which entry is sought.”
Zurcher v. Stanford Daily, 436 U.S. 547, 556 (1978). There must be “some type of evidence
connecting the criminal activity, not just the suspect, to the place to be searched.” United Staies v.
Kemper, 375 F.Supp.2d 551, 553 (E.D.Ky. 2005). See, e.g., United States v. Rosario, 918 F.Supp.
524,531 (D.RX 1996); Unifed States v. Rios, 881 F.Supp. 772, 775 (D.Conn. 1995); United States
v. Stout, 641 F.Supp. 1074, 1078 (N.D.Cal. 1986). Any contrary rule “would be an open invitation
to vague warrants authorizing virtually automatic searches of any property used by a criminal
suspect.” Rosario, 918 F.Supp. at 531. See also United States v. Schultz, 14 F.3d 1093, 1098 (6th

Cir. 1994); Rios, 881 F.Supp. at 775; Stout, 641 F.Supp. at 1078,

Here, the requisite nexus is absent. Swartz may have been carrying the USB drive in his
backpack, and that backpack may have accorapanied him when he visited the basement data room
at MIT, but what is entirely missing is any connection between the USB drive and the alleged
offense. The possession of a USB drive connotes nothing nefarious, Quite the contrary, USB drives

~ often referred to as thumb drives or flash drives or memory sticks - are common accoutrements

9

186

RIF




Case 1:11-¢r-10260-NMG Document 61 Flled 10/05/12 Page 10 of 12

of moder life, used by millions of people every day for storing and transporting a wide variety of
personal and professional documents, as well as other information, and, for example. photographs,
videos, audio files, and games. See hitp:/en. wikipedia.org/wiki/USB_flash_drive. The videotape
never showed Swartz using the USB drive in connection with the JSTOR downloads. Quite the
contrary, in fact. The videotape showed a far larger external hard drive attached to the ACER laptop
which was connected to the MIT network and showed Swariz retrieving one hard drive and
exchanging it for another, i.e., it showed that, to the extent that Swartz was using any portable
medium to store and transport downloaded JSTOR data, it was not 8 USB drive but instead an
external hard drive, Neither the laptop nor the hard drive was in Swartz’s backpack when it was

seized but were instead seized later from a separate location at MIT.

While S/A Pickett did add some experientinl generalities about what USB drives can be used
for, there is nothing in the affidavit which factually connects those potential uses to the
circumstances of this particular case. Such generalities are entitled to little or no weight, as the
affidavit did not provide a sufficient factual basis for the Magistrate Judge to make a neutral,
independent determination that the generalities recited by S/A Pickett were likely to be true with
respect to the particular seaych for which anthorization was being sought. See, e.g., Ribeiro, 397 F.3d
at 52 (generalizations alone may not be enough to satisfy the nexus element); Zimmerman, 277 F.3d
416,433 1.3 (3d Cir. 20020(expert opinion “must be tailored to the specific facts of the case to have
any value™); Sehultz, 14 F.3d at 1097 (officer’s training and experience “cannot substitute for the
lack of evidentiary nexus™). The affidavit failed to establish probable cause for the search of the
USB drive,

10
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IV. THE GOOD FAITH EXCEPTION CANNOT SAVE THE SEARCH OF THE USB
DRIVE, AND ALL FRUITS OF THAT SEARCH MUST BE SUPPRESSED.

The government has the burden to demonstrate the applicability of the good faith exception,
see, e.g., United States v. Diehl, 276 F.3d 32, 42 (1st Cir. 2002), and unless it can meet that burden,
the evidence must be suppressed, It will not be able 10 do 30 in this case. “Although weakening the
exclusionary rule, the (Leon] Court did not defenestrate it.” United States v. Ricciardelli, 998 F.2d
8, 15 (1st Cir. 1993). “Good faith is not a magic lamp for police officers to rub whenever they find
themselves in tronble.” United States v. Reilly, 76 F.3d 1271, 1280 (2d Cir. 1996), aff'd on
rehearing, 91 F.3d 331 (1996). The determination whether the Leon good faith exception should be
applied in a particular caserequires au “inquir[y] into the ‘objectively ascertainable question whether
a reasonably well-trained officer would have known that the search was illegal despite the
magistrate’s authorization.” United Siates v. Diaz, 841 F2d 1, 5 (1t Cir. 1998), quoting United

States v. Leon, 468 U S. 897, 922 n.23 (19 84).

The good faith exception does not apply when the affidavit was “so lacking in indicia of
probable cause as to render official belief in its existence entirely unreasonable.” Leon, 468 U.S. at
922. Where the defect in the warrant is one of probable cause, the requisite intuiry is “whether a
reasonably well-trained officer . . . would have known that his affidavit failed to establish probable
cause and that he should not have applied for the wattant.” Vigeant, 176 F.3d at 571, quoting Malley
v. Briggs, 475 U.8. 335, 345 (1985). Here, & reasonably well-trained officer would have known that
the affidavit failed fo establish probable cause as to the essential “nexus” element of probable cause.
See, e.g., United States v. Grant, 682 F.3d 827, 841 (9th Cir, 2012); United States v. Laughton, 409.

F.3d 744, 749 (6th Cir. 2005); Zimmerman, 277 F.3d at 437-38; Kemper, 375 F.Supp.2d at 554-55.

11
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The Court should, therefore, find the good faith exception inapplicable.
CONCLUSION

For all the foregoing reasons, all fruits of Swartz's unlawful arrest and the search of the USB

drive must be suppressed as evidence at the trial of this case.

Respectfully submitted,
By his attorney,

I8l G

Martin G. Weinberg

20 Park Plaza, Suite 1000
Boston, MA 02116

(617) 227-3700 (tel.)
(617) 338-9538 (fax)
owlmgw@att.net

CERTIFICATE OF SERVICE

1, Martin G. Weinberg, hereby certify that on this 5th day of October, 2012, a copy of the
foregoing document has been served via the Court’s ECF system on all registered participants,
including Stephen P. Heymann, AUSA. One copy of the exhibits to the motion was served on the
government by hand this same date.

{8/ Martin G. Welaberg

Martin G. Weinberg
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UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS
)

UNITED STATES )
)

v. ) No. 11-10260-NMG

)

AARON SWARTZ )
)

MOTION TO SUPPRESS ALL FRUITS OF SEARCHES PURSUANT TO A WARRANT
OF 950 MASSACHUSETTS AVENUE, APT. 320, CAMBRIDGE, MASSACHUSETTS,
AND 124 MOUNT AUBURN STREET, OFFICE S04, CAMBRIDGE, MASSACHUSETTS
AND INCORPORATED MEMORANDUM OF LAW
(MOTION TO SUPPRESS NO. 4)

Now comes the defendant Aaron Swartz and respectfully moves that this Honorable Court
suppress as evidence at the trial of this case all evidence derived from searches of his home at 950
Massachusetts Avenue, Apt. 320, Cambridge, Massachusetts, and of his office at 124 Mount Auburn
Street, Office 504, Cambridge, Massachusetts.

As reason therefor, defendant states:

1. He had a reasonable expectation of privacy in his home and in his office.

2.OnFebruary 9, 2011, Secret Service S/A Michael Pickett submitted an affidavit in support
of an application for a warrant to search Swart2's home at 950 Massachusetts Avenue, Apt. 320,
Cambridge, Massachusetts. Exhibit 34. A warant authorizing the search was issued the same day.
Exhibit 35. The search warrant was executed on February 11, 2011,

3. The affidavit submitted in support of the warrant application failed to establish probable
cause to believe that evidence of the alleged offense would be found in Swartz’s home, in violation

of the Fourth Amendmient,

4. On February 11, 2011, Secret Service S/A Brett Seidel submitted an affidavit in support
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of an application for a warrant to search Swartz’s office at 124 Mount Auburn Street, Office 504,
Cambtidge, Massachusetts, the case-specific averments of which were virtually entirely derived from
observations made by law enforcement officers during the scarch of Swartz’s home and statements
made by Swartz which were a direct product of that search. Exhibit 36. The warrant was issued and
executed the same day. Exhibit 37.

5. The warrant to search Swartz’s office was devoid of probable cause to believe that the
items sought would be located there. The probable canse averments of the affidavit were derived
from the unlawful search of his bome; with those portions of the affidavit excised, as they must be,
the affidavit failed to establish probable cause for the search, Altematively, even if the earlier seatch
of his home were found not to have violated the Fourth Amendment, the affidavit did not establish
probable cause to search Swartz’s office.

6. All fruits of both searches must, accordingly, be suppressed.

THE DEFENDANT REQUESTS A HEARING ON THE WITHIN MOTION.

LOCAL RULE 7.1{AX2) STATEMENT

The undersigned counsel has conferred with AUSA Stephen Heymann. The government
opposes the suppression remedies sought and will respond to defendant’s request for a hearing in its
response to the motion.

MEMORANDUM OF LAW
L THE SEARCH OF SWARTZ2’S HOME.
A. Swartz Had A Reasonable Expectation of Privacy in his Home.
“An individual’s right to be free from unreasonable searches is implicated when he or she

(1) bas “manifested a subjective expectation of privacy” in the place searched, which (2) “society
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accepts as objectively reasonable.” United States v. Cardona-Sandoval, 6 F.3d 15, 20 (1st Cir.
1993), guoting Californiav. Greenwood, 486 U.S. 35,39 (1988). See, e.g., United States v. Mancini,
8 F.3d 104, 107 (15t Cir. 1993). The apartment at 950 Massachusetts Avenue, Apt. 320, Cambridge,
Massachusetts, was Swartz’s home at the time of the search. He had a subjective expectation of
privacy in his home, and that expectation is one which society would certainly accept as objectively
reasonable.

B.  The Averments of the Affidavit.

After reciting information based on which S/A Pickett believed that a crime had been
committed and that Swartz had commiitted it, none of which was i any way related to Swartz's
home, Exhibit 34 at 3-7, the affidavit had only this to say about Swartz’s home:

26. Itis probable that Aaron Swartz stores and uses computer equipment, compiuter
hardware, computer software, computer related documentation, data and records, as defined

in Attachment B, at 950 Massachusetts Avenue, Apartment 320, Cambridge, Magsachuseits,
where he lives.

EREE X

30. Swartz has provided 950 Massachuseits Avenue, Apartment 320, Cambridge,
Massachusetts to the Commonwealth as his home address. 1t is also the address of record for
Demand Progress, Inc., of which he is the registered agent, director, president and treasurer.
Demand Progress maintains a website, in which it describes its mission in part to seek
progressive policy changes by running online carapaigns.

Exhibit 34 at 7 -8.! The affidavit also mentioned that neither the “ghost macbook” associated with
the JSTOR downloading or the external hard drive which had been observed attached to the ACER
laptop on Jammary 4, 2011, had yet been recovered. /d. The affidavit further stated that on January
10, 2011, Swartz “broadcast a message via Twitter for Mac.” /d Finally, S/A Pickett included a

boilerplate recitation of the purposes for which individuals in general use computers, noting that 86%

! Paragraph 31 of the affidavit gim on to provide a description of the premises.
3
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of all households owned at least one computer. /d. at 8,

C. The Affidavit Failed to Establish Probable Cause to Believe That the Items
Sought Would Be Located At Swartz’s Home at the Time of the Search.

Probable canse exists when “the affidavit upon which a warrant is founded demonstrates in
some trustworthy fashion the likelibood that an offense has been committed and that there is sound
reason to believe that & particular search will tum up evidence of it.” United States v. Schaefer, 87
F.3d 562, 565 (1st Cit. 1996), quoting United States v. Aguirre, 839 F.2d 854, 857-58 (1st Cir.
1988). “‘[M]ere suspicion, rumor, or strong reason to suspect [wrongdoing]’ are not sufficient,”
United States v, Vigeant, 176 F.3d 565, 569 (1st Cir. 1999). Instead, the affidavit must provide the
issving judge with a “substantial basis” for concluding that probable cause exists. See, e.g, United

_Staxes v. Feliz, 182 F.3d 82, 86 (1st Cir. 1999); United States v. Khounsavanh, 113 F.3d 279,283
(1st Cir.1997).

While courts often speak of the need to accord deference to the issuing judge’s “assessment
of the facts end inferences supporting the affidavit,” United States v. Sawyer, 144 F.3d 191, 193 (Ist
Cir. 1998), “[d]eference to the [issuing] magistrate . . . is not boundless.” United States v. Leon, 468
U.S. 897, 914 (1984). See, e.g., United States v. Danhauer, 229 F.3d 1002, 1006 (10th Cir.
2000)(zourt will not defer to magistrate if there is not substantial basis for concluding that probable
cause existed). Such deference does not, for example, extend to permit the upholding of a warrant
based on conclusory allegations by the affiant. See, e.g., Vigeant, 176 F.3d at 571; United States v.
Wilhelm, 80 F.3d 116, 119 (4th Cir.1996). “Sufficient information must be presented to the
magistrate to allow that official to determine probable cause; his action carnot be a mere ratification

of the bare conclusions of others.” Mlinois v. Gates, 462 U.S. 213, 239 (1983). See also Johnson
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v. United Stares, 333 1.8, 10, 14 (1947); Khounsavanh, 113 F.3d at 284. Probable cause is a fact-
specific inquiry, and it is, in each case, “the duty of a court confronted with the question to determine
whether the facts and circumstances of the particular {affidavit in support of & warrant application]
justified the issnance of the warrant.” /d. at 285. See also United States v. Weaver, 99 ¥.3d 1372,
1376-77 (6th Cir.1996).

*A warrant application must demoustrate probable cause to believe that (1) a crime has been
committed — the ‘commission’ element, and (2) enumerated evidence of the offense will be found
at the place to be searched - the . . . ‘nexus’ element.” United States v. Ribeiro, 397 F3d 43, 48 (Ist
Cir. 2005), quoting United States v. Feliz, 182 F.3d 82, 86 (1st Cir. 1999). In deciding whether the
affidavit demonstrates such the requisite nexus between the items sought and the place to be
searched, the judicial officer must determine “whether the totality of circumstances reasonably
inferable from the affidavit demonstrates a ‘fair probability’ that ¢vidence material to the
‘commission’ of the probable crime will be disclosed at the search premises at about the time the
search warrant would issue . . . .” United States v. Zayas-Diaz, 95 F.34 105, 113 (1st Cir. 1996), See,
e.g., Ribeiro, 397 F.3d at 48-49; Feliz, 182 F.3d at 86. Nexus need not rest on any direct
observation, but may be inferred from the type of crime, the nature of the items sought, the extent
of an opportunity for concealment and normal inferences as to where a criminal would hide
[evidence of the crime].” Feliz, 182 F.3d at 88,

Whether there is probable cause to believe that the suspect has committed a crime and
whether there is a nexus between evidence of that crime and the place to be searched are two
separate inquiries; probable cause to believe that someone has committed a crime does not ipso facto

provide probable cause to believe that evidence of that ctime will be found in his home or office.
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“The critical element in a reasonable search is not that the owner of the property is suspected of
crime but that there is reasonable cause to believe that the specific ‘things® to be searched for and
seieed are located on the property to which entry is sought.” Zurcher v. Stanford Daily, 436 U S,
547,556 (1978). There must be “some type of evidence connecting the criminal activity, not just the
suspect, to the place to be searched.” United States v. Kemper, 375 F.Supp.2d 551, 553 (E.D.Ky.
2005). See, e.g., United States v. Rosario, 918 F.Supp. 524, 531 (D.R 1 1996); United States v. Rios,
881 F.Supp. 772, 775 (D.Comn. 1995); United States v. Stout, 641 F.Supp. 1074, 1078 (N.D.Cal.
1986). Any contrary rule “would be an open invitation to vague watrants authorizing virtually
automatic searches of any property used by & criminal suspect.” Rosario, 918 F.Supp, at 531, See
also United States v. Schuliz, 14 F.3d 1093, 1098 (6th Cir. 1994); Rios, 881 F.Supp. at 775; Stous,
641 F Supp. at 1078.

8/A Pickett’s affidavit completely fatled to demonstrate probable cause to believe that the
items sought would be found in Swartz’s home at the time of the search. The warrant was applied
for, and issued, more than a month after Swartz was arrested on January 6, 2011, The alleged
offenses at issue were not shown to have had any connection to Swartz’s home. The laptops through
which the JSTOR downloads were conducted were located on MIT premises and used the MIT
nerwork to access JSTOR. Swartz was not observed going from his apartment to MIT or going
directly from accessing the laptop and hard drive at MIT to his apartment. Nothing in the affidavit
even inferentially connects the items sought with Swartz’s apartment, Compare, e.g., United States
v. Laughton, 409 F.3d 744, 474 (6th Cir. 2005)(ordering evidence suppressed where affidavit failed
to make any connection between the residence to be searched and the facts of the criminal activity

set forth in the affidavit); Kemper, 375 F.Supp.2d at 554 (ordering evidence suppressed where no
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nexus shown between residence and the criminal activity as to which evidence sought), with, e.g,
Ribetro, 397 F.3d at 52 (affidavit set forth police observations of defendant leaving residence in
close temporal proximity to drug transactions); United States v. Keene, 341 F.3d 78, 82 (lst Cir.
2003)(fact that defendant worked from home while recovering from injury suggested that drg
distribution was being organized from defendant’s home). Even if one indulged in the unwarranted
assumption that the twitter message referenced by 8/A Pickett was sent from the same macbook used
during the JSTOR downloads, the macbook, being readily portable, could have been located
anywhere when the message was sent; this information provides no nexus between the macbook and
Swartz’s apartment. On the critical nexus component of the probable cause calculus, the affidavit
provided the Magistrate Judge with little mare than S/A Pickett’s bare-bones clairo that “[ijt is
probabie” that the items sought would be found &t Swartz’s home.? Such conclusory allegations by
the affiant, not even accompanied by standard boilerplate regarding what the affiant’s training and
experience tell him abowt where individuals maintain evidence of crimes, does not suffice to
establish probable cause,

p. The Good Faith Exception Cannot Save the Search of Swarts’s Home, and AN
Fruits of That Search must Be Suppressed. ‘

The government has the burden to demonstrate the epplicability of the good faith exception,

? While S/A Pickett did add some experiential generalities about what computers can be used
for, there is nothing in the affidavit which facwally connects those potential uses to the
circumstances of this particular case. Such gencralities are entitled to little or no weight, as the
affidavit did not provide a sufficient factual basis for the Magistrate Judge to make a neutral,
independent detenmination that the generalities recited by S/A Pickett were likely to be true with
respect to the particular search for which authotization was being sought. See, e.g., Ribeiro, 397 F.3d
at 52 {generalizations alone may not be enough to satisfy the nexus element); Zimmerman, 277 F.3d
416,433 n.3 (3d Cir. 20020(expert opinion “must be tailored to the specific facts of the case to have
any value”); Schultz, 14 F.3d at 1097 (officer’s training and experience “catnot substitnte for the
lack of evidentiary nexus”).
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see, e.g.. United States v. Diehl, 276 F.3d 32, 42 (1st Cir, 2002), and unless it can meet that burden,
the evidence must be suppressed. It will not be able to do so in this case. “Although weskening the
exclusionary rule, the [Zeon] Court did not defenestrate it.” United States v. Ricciardelli, 998 F.2d
8, 15 (1st Cir. 1993). “Good faith is not a magic lamp for police officers to rub whenever they find
themselves in trouble.” United States v. Reilly, 76 F.3d 1271, 1280 (2d Cir. 1996), aff'd on
rehearing, 91 F.3d 331 (1996). The determination whether the Leon good faith exception should be
applied in a particular case requires an “inquir[y] into the *objectively ascertainable question whether
a reasonably well-trained officer would have known that the search was illegel despite the
magistrate’s authorization.” United States v. Diaz, 841 F.2d 1, 5 (1st Cir. 1998), quoting United
States v. Leon, 468 U.S. 897, 922 n.23 (19 84).

The good faith exception does not apply when the affidavit was “so lacking in indicia of
probable cause as to render official belief in its existence entirely unreasonable.” Leon, 468 U.S. at
922. Where the defect in the wairant is one of probable cause, the requisite inquiry is “whether a
reasonably well-trained officer . . . would have known that his affidavit failed to establish probable
canse and that he should not have applied for the warrant.” Vigeant, 176 F.3d at 571, guoting Maliey
v. Briggs, 475 U 8. 335, 345 (1985). Here, a reasonably well-trained officer would have known that
the affidavit failed to establish probable cause as to the essential “nexus” element of probable cause.
See, e.g.. United States v. Grant, 682 F.3d 827, 841 (9th Cir. 2012); United States v. Laughton, 409
F.3d 744, 749 (6th Cir, 2005); Zimmerman, 277 F.3d at 437-38; Kemper, 375 F.Supp.2d at 554-55.
The Court should, therefore, find the good faith exception inapplicable. Accordingly, all fruits of the
search of Swartz’s home, including, but not limited to. statements made by him to law enforcement

officers during the search.

197

RIF




Case 1;11-cr-10260-NMG Document 62 Filed 10/05/12 Page 9 of 11

Il. THE SEARCH OF SWARTZ’S OFFICE.

A.  Swartz Had a Reasonable Expectation of Privacy in his Office.

The office which was searched was Swartz’s private office at the Safra Center for Ethics at
Harvard, where he was e fellow. He did not share it with others, and the door had a lock on it. The
computer in the office was password-protected. He had a both a subjective and an objectively
teasonable expectation of privacy in his office. See, e.g., United States v. Ziegler, 474 F.3d 1134,
1189-90 (9th Cic. 2007); O 'Rourke v. Huyes, 378 £.3d 1201, 1208 (11th Cir. 2004); United States
v, Mancini, 8 F.3d 104, 109-10 (1st Cir. 1993).

B. The Search of Swaxtz’s Office Was the Derivative Fruit of the Uniawful Search
of Swartz’s Home.

The probable cause averments of the affidavit are virtually entirely derived from observations
made by law enforcement officers at the time of the search of Swartz’s home and statements made
by Swartz during, and as the direct product of, the search ~that during the search, law enforcement
officers observed computer wiring and computer paraphernalia, but no computbrs, that Swartz zaid
during the search, “what took you so long” and *“Why didn't you do this earlier?”, that Swartz left
the building when the agents did and began running, and that Swartz was thereafter located at his
office at 124 Mount Aubum Street, Suite 520N, Exhibit 36, 196-9.% Indeed, the affidavit’s nexus
recitations rely virtually exclusively on the fruits of the unlawful search of Swartz’s home: “Based
on Swartz’s staternents during the search, the fact that computer hardware bad clearly been removed

from his apartment, his conduct immediately after the search, the remote access capabilities of the

! 1n q11, the affidavit discusses the results of the port scan of Swartz’s laptop, which was
itselfanuniawful search. See Motion to Suppress All Fruits of Warrantless Searches Conducted from
January 4, 2011, to Jamary 6, 2011, And Incorporated Memorandum of Law.

9
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Acer laptop installed at MIT i furtherance of the crimes, and on my training and experience, I
belicve that it is probable that Swartz ran from the apartment after the search to locate, hide and/or
destroy evidence, fruits, or instrumentalities at his office.” Exhibit 36, 114. Absent the information
gleaned as the direct result of the unlawful search of Swartz’s home, the affidavit does not establish
probable cause to believe that evidence of the alleged offense would be found in Swartz’s office. All
evidence seized pursuant to this warrant, as well as all derivative fruits thereof, must be suppressed.

C.  Even if the Information Which Was the Prodact of the Search of Swartz’s

Home is Considered, the Affidavit Failed to Establish Probable Cause to Search
Swartz’s Office.

The information set forth in the affidavit fails to provide probable cause to believe that
evidence of the afleged offenses would be found in Swartz’s office. See pages 4-6, supra. Swartz’s
statements to law enforcement officers during the search of his home, on which the affiant relies,
Exhibit 36, 196, 14, provide no basis for an inference that evidenve of the alleged crime was located
at Swartz’s office, nor do the remote capabilities of the Acer laptop, Exhibit 36, 9911, 14, which had
Joig since been seized by law enforcement. That Swartz had “computer hardware” in his office,
Exhibit 36, §13, does not establish a connection with the alisged offenses. It is a rare office indeed
in these days that does not contain computer hardware. The only computer hardware associated with
the alleged offenses was the Acer laptop and the hard drive seized on January 4, 2011, and a
macbook and a Samsung hard drive, and the affidavit provides no reason to believe that either of the
latter two would be found in Swartz’s office. The only connection shown with Swartz’s office is that
he was observed to run there after his home was searched. That observation does not provide
probable cause to believe that evidence of the alleged offenses would be found in Swartz’s office;

indeed, that Swartz weant to his office immediately following the search of his home, going past the

10
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officers who searched his home to do so and with them observing him, would suggest quite the
opposite of his going to his office for the purpose of destroying or removing evidence.

D. The Good Faith Exception Cannot Save the Search of Swartz’s Office, and All
Frults of That Search must Be Suppressed.

The good faith exception cannot save the unlawful search of Swartz's office for the same
reasons addressed in Section I(D), supra.

Respectfully submitted,
By his attorney,

/s/ Martin G. Weinberg
Martin G. Weinberg

20 Park Plaza, Suite 1000
Boston, MA 02116

(617) 227-3700 {tel.)
(617) 338-9538 (fax)

owlmgw(@att.net

CERTIFICATE OF SERVICE
1, Martin G. Weinberg, hereby certify that on this Sth day of October, 2012, a copy of the
foregoing document has been served via the Court’s ECF system on all registered participants,

including Stephen P. Heymann, AUSA. One copy of the exhibits to this motion was served on the
goverament by hand this same date.

(s Miartin G. Weinberg
Martin G. Weinberg
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UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS
)

UNITED STATES )
)

v. ) No. 11-10260-NMG

)

AARON SWARTZ )
)

MOTION TO SUPPRESS ALL FRUITS OF WARRANTLESS SEARCHES
CONDUCTED FROM JANUARY 4, 2011, TO JANUARY 6, 2011,
AND INCORPORATED MEMORANDUM OF LAW
(MOTION TO SUPPRESS NO. 2)

Now comes the defendant Aaron Swartz and respectfiilly moves that this Honorable Court
suppress as evidence at the trial of this case all evidence derived from unlawful warrantiess searches
of, and uniawful interceptions of electronic communications/data to and from, an ACER netbook
belonging to him, from January 4, 201 1, through January 6, 2011, and all derivative fruits thereof.

As reason therefor, defendant states:

1. He had a reasonable expectation of privacy in his netboak and in the communications/data
flowing to0 and from it.!

2. From January 4, 2011, through January 6,201 1, MIT personnel, Secret Service agents, and
Cambridge police unlawfully searched his ACER netbook and intercepted communications/data
flowing to and from the netbook, without either a search wamrant or an order authorizing the
interception of electronic communications under Title IL

3. To the extent that such searches/interceptions were carried out by MIT personnel, they

were acting as government agents, and the requirements of the Fourth Amendment apply.

! Allaverments herein regarding Swartz's ownership and possession of the ACER laptop and
the bard drive are made pursuant to the protections provided by Simmons v. United States, 390 U.S,
377, 392-94 (1968).
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4. The evidence, along with afl derivative fruits thereof, must, therefore, be suppressed.
THE DEFENDANT REQUESTS A HEARING ON THE WITHIN MOTION.
LOCAL RULE 7.1{A)}2) STATEMENT

The undersigned counsel has conferred with AUSA Stephen Heymann. The government
opposes the suppression remedies sought and will respond to defendant's request for a hearing in its
response to the motion.

MEMORANDUM OF LAW
L FACTUAL BACKGROUND.

From September 27, 2010, until January 4, 201 1, MIT personnel conducted an investigation
into the downloading of large quantities of material from JSTOR, an online archive which provides
access to academic journals.? Timeline of events related to JSTOR downloading incident: 9/26/10-
176/11 (“Timeline™), Bxhibit | at 1-5. On January 4, 2011, Dave Newman, MIT Senior Network
Engineer, jocated an ACER netbook in a data room in the basement of an MIT building, which
Newman believed was the computer being used to download journal articles from JSTOR. Timeline
at 6, Newman, in consnltation with Pau} Acosta, MIT Manager of Network Operations, decided to
leave the netbook physically indisturbed and instead to institute a “capture” of the network traffic
to and from the netbook, which was done via Newman’s laptop, which was connected to the netbook
and which intercepted communications coming to it. /4.; US Secret Setvice Investigative Report
{(“Investigative Report™), Exhibit 15 at 2. These interceptions were commenced without a warrant

or other judicial process. At 11:00 am, Captain Jay Perault of the MIT police amived, along with

? The events which occurred during this time period are further addressed in a scparate
motion to suppress. See Motion to Suppress All Fruits o fInterceptions and Disclosures of Electronic
Comumumications and Other Information by MIT Personnel in Violation of the Fourth Amendment
and the Stored Commmnications Act and Incorporated Memorandum of Law. The events relevant
to this motion began on the moming of January 4, 2011.

2
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Det. Joseph Murphy of the Cambridge Police Department and Secret Service S/A Michael Pickett,
who told MIT personnel that be handled computer forensics for the Secret Service. /2 ; Investigative
Report at 1. It was decided, “at the recommendation of Michael Pickett,” that the netbook would be
leR in place, with MIT continuing to monitor the traffic to and from it, and that video surveillance
would be set up in the data room to assist in identifying “the suspect.” Timeline at 6 (emphasis
added). See Grand Jury Testimony of Det. Joseph Murphy, July 14,2011, Exhibit 16 at 66 (“Mucphy
Grand Jury”)(Murphy testified that after learning that MIT had begun the packet capture, “we” told
MIT personnel that ‘“Tw]e’d like you to keep this running™ and, ultimately, “we end up persuading
them to leave that on the system™); Email from Ellen Durancesu, MIT Program Manager of
Scholarly Publishing and Licensing, to Ann Wolpert, MIT Director of Libraries, January 4, 2011,
3:35 pm, Exhibit 17 (“the offending computer has been found, on the MIT campus. The pofice wowld
like to leave it up and running for a couple of days while the investigation continues” {emphasis
added)). Neither S/A Pickett nor Det. Murphy applied for or received a Title Il warrant authorizing
the interception of electronic communications or were in any way anthorized by judicial process to
direct and persuade MIT personnel to intercept communications and other data flowing o and from
the ACER netbook between 11:00 am on January 4, 2011, and the time of the seizare of the ACER
on January 6, 2011.

During the moming of January 4, 2011, the search participants observed that “the nethook
[was] still reaching out to FSTOR and downloading journals.” 7d. A warrantless NMap search’ of
the netbook showed that ports 22 and 8092 ~ ports associated with remote access ~ were open.

Timeline at 7; Investigative Report at 1. The laptop was also physically manipulated and

! NMap is a sophisticated port-scanning software that can determine a large amount of
information about a computer, including which of a computer's ports are open, the computer’s
operating system, and which of thousands of services and protocols the computer is using, See
htp./fen.wikipedia.orgfwiki/Nmap (last visited Sept. 19, 2012).
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fingerprinted without a warrant by law enforcement officers. The outside of the netbook was
examined, including picking it up and manipulating it. See Exhibit 18. The netbook was opened, and
the computer screen which showed the operating system being used and the log-in screen which
showed & computer name of “ghost-laptop” with the user name “Gene Host” were accessed and
photographed. See Exhibit 19. The log-in screen required a password, and all efforts to bypass it
were unsuccessful. Email from S/A Pickett to AUSA Adam Bookbinder, January 5, 2011 (*Pickett
1/5/11 email”), Exhibit 20 at 1. In addition, the closed, hard-shell case containing the hard drive was
fingerprinted; the case was opened, and the hard drive, which law enforcement believed was being
used to store the downloaded data, was examined and separately finger printed. See Exhibit 21, The
opening of the hard drive case and examination of the case and its contents were al{ doge by law
enforcement officers on January 4, 2011, without a warrant ot any other judicial process.
Newman, Acosts, and S/A Pickett, along with Mike Halsall, MIT Senjor Network &
Information Security Analyst, continued to physically monitor the netbook until 2:30 pm. Timeline
at 7, During that time “strategy [was] determined for continual monitoring of traffic toffrom the
netbook.” /d. After the MIT General Counsel’s office approved the disclosure of information to law
enforcement agents even in the absence of a wamant or process complying with the Stored
Communications Act (“SCA™), 18 US.C. § 2701 et seg. (and in contravention of MIT’s published
policies of only disclosing such information after receipt of such process), and at a time when MIT
personnel were acting as government agents, Halsall gave S/A Pickett historical network flow data
relating to two IP addresses associated with the netbook from December 14, 2010, up to that date,*

and DHCP log information for computers using the MIT network as “ghost machook” and “ghost

! Network flow data shows connections made between computers and the amount of
information transmitted. It shows the start and stop time of a connection, the source [P address, the
IP address of the website contacted, source and destination port numbers, and the number of bytes
of information transmitted.
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24 at2. Those same notes stated that it was “now a Federal case” and that everything that had been
provided was done “by choice,” and not pursuant to a subpoena. 7d, at 3. Also on Jenuary 5, 2011,
Newman emeiled S/A Pickett at 502 pm, stating: *1bave collected about 70G of network traffic so
far with about 98% of which is the JSTOR journal downloads. .. Jwas just wondering what the next
step is.” Exhibit 25 (“Emmail chain®) at 2 (emphasis added).” The vext moming, January 6, 2011, at
9:37 am, Perault sent an email to Newman, S/A Pickett, and Det. Murphy suggesting that the
netbook and hard drive be taken offline and asking if the hard drive should be “printed,” 1.., imaged.
Id. SIA Picket responded, agreeing that the netbook should be taken offline and imaged. /d.
However, he recommended that the video surveillance be maintained because he believed that
whoever was using it wounld return ance he noticed that the netbaok was offline. Email chain at 1.
Tht;re was no consideration in any email or report of seeking a judicial warrant for the ongoing
interceptions of communications that were being diverted onto and copied on Newman’s computer
or any consideration of whether judicial process was required for the real-time monitoring of MIT’s
DHCP logs to identify whether and when the ACER netbook was maved or its connection to the
MIT network altered. Given the ongoing video surveitlance of the laptop ~ and the known practice
of the owner to return 1o the data roem (o swap external hard drives ~ it cannot be contended that the
purpose of the ongoing interceptions of data or the decisions to image the ACER were made to
identify the owner rather than for purely Jaw enforcement purposes.

At 12:32 pm on Jannary 6, 2011, an individual later identified as Swartz was abserved via
video surveillance 1o enter the data room, remove the netbook and hard drive, and place them in his

backpack, Timeline at 7; Investigative Report at 3. Swartz was arrested shortly thereafter; his

¥ The network traffic being intercepted and copied without a warrant was the content of the
data ot emails or communications between the ACER netbook and thitd parties, including, but not
Iimited to, JSTOR.
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backpack was searched, but the netbook was not there. Investigative Report at 3. When Halsall
checked the DHCP logs for computer registrations using the word “ghost” later that afternoon, he
observed that the netbook was still active on the MIT network using the same MAC address it had
used on January 4, 201 1. The netbook was traced to the fifth floor of the Student Center. S/A Pickett
was notified and met Halsall at the Student Center. They located the netbook and external hard drive
neatly placed under a table, connected to the MIT network. S/A Pickett examined the netbook, which
appeared to be frozen halfway in the shutdown state. Attempts were made by the Secret Service o
access a terminal on the machine but were unsuccessfol; “[iJt was determined it would not be
possible to canduet live forenisics or capture a snapshot of the memary of the computer in its current
state.” Investigative Report at 3, The laptop and hard drive were again fingerprinted on January 6,
2012. The laptop and bard drive were then seized and mmed over to MIT police. Timeline at 10;
Investigative Report at 3. In a January 8, 2011, email from Halsall to Mark Sillis, Halsall’s
supervisor, discussing Swartz’s movements on January 6, 2011, Halsall stated that he had been
“gathering up all the stuff for Pickett.” Exhibit 26, In a separate email from Halsall to S/A Picket on
January 8, 2011, Halsall told Pickett that he *hopfed] to have the peap/flows/videos/logs all in by
to me Monday, possibly sooner - if you don’t aircady have a copy of the video or peap [packet
capture], I'll make sure you get one.” Exhibit 2.

At no time before or during these events was Title [I authorization sought for the
interception of electronic communications to or from the netbook. No warrant (not even & “sneak
and peek” warrant pursuant to 18 U.S.C. §3103a which would have preserved the secrecy of the
ongoing efforts to identify the owner of the nethook) to search the netbook or the external hard drive,
both of which were seized on January 6, 201 1, was obtained unti! February 9, 201 1. Bven then, the

warrant was not executed, necessitating a reapplication for a search warrant, which was again issued
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on February 24, 2011.

II. SWARTZ HAD A REASONABLE EXPECTATION OF PRIVACY IN THE
NETBOOK AND EXTERNAL HARD DRIVE.

“Courts routinely recognize that individuals possess objectively reasonable expectations of
privacy in the contents of their computers.” United States v. Howe, 2011 WL 2160472 at *?7
(W.D.N.Y. May 27,2011), adopted 2012 WL 1565708 (W.D.N.Y. May 1, 2012). “Expectations of
privacy in the contents of a computer are likened to expectations of pivacy in other types of
containers, such as suitcases or briefcases. . . . ‘Because intimate information is commonly stored
on computers, it seems natural that {personal} computers should fall into the same category as
suitcases, footlockers, or other personal items that command a high degtree of privacy.” United
Siages v. Trejo, 2010 WL 940036 at ™4 (E.D Mich. March 12, 2010), aff’d 471 Fed. Appx. 442 (6th
Cir. 2012), quoting United States v. v. Andrus, 483 F.3d 711, 718 (10th Cir. 2007). “Whether a
defendant has a reasonable expectation of privacy ina particular placeis a two-pronged inquiry. [The
Court] comsidet(s] first, whether the movant has exhibited an actual, subjective, expectation of
privacy; and second, whethet such subjective expectation is one that society is prepared to recognize
as objectivély reasonable.” United States v. Werra, 638 F.3d 326, 331 (1st Cir. 2011). Both of these
requirements are amply satisfied here.

The netbook and hard drive belonged to Swartz, and he took pains to place the netbook and
hard drive in locations in which they would be free from interference by outsiders, first in a basement
data room which appeared from the outside to be locked, concealed under a box, Timeline at 6;
Murphy Grand hary at 82-83, and then under a table in a private area of the Student Center.
Critically, the computer was password protected to prevent access to its contents. See, e.g., United
States v. Reeves, 2012 WL 1806164 at *8 (May 17, 2012)(fact that defendant’s computer was

password protected was “sufficient to show her mtent to exclude merabers of the public and maintain
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privacy in the documents kept on her computer™); Clements-Jeffiey v. City of Springfield, 2011 WL
3207363 at *3 (S.D. OChio July 27, 2011)(*Personal computers that are password protected are
subject to even greater privacy protection”); United States v. Griswold, 2011 WL 7473466 at *12
(W.DN.Y. June 2, 201 1)(“In this age of electronically stored information a reasonably well trained
police officer should know that an individual’s use of a password to protect against unauthorized
aceess to electronic files stored on his or her computer is no less an indication of personal privacy
than the use of & lock and key by the owner of a file cabinet”); Howe, 2011 WL 2160472 at *7
(defendant’s use of 2 password to protect the files on the computer demonstrates his subjective
expectation of privacy in the contents); see also Trulock v. Freeh, 275 F.3d 391, 403 (4th Cir.
2001)(co-user of computer could not validly consent to search of defendant’s pagsword-protected
files on the computer to which co-user did not have access). Swartz plainly had a subjective
expectation of privacy in the netbook and the external hard drive.
That expeetation, moreover, is one which society should recognize as objectively reasonable.

The netbook was connected to the MIT network, but “the mere act of accessing a network does not
in itself extinguish privacy expectations.” Unifed States v. Heckenkamp, 482 F.3d 1142, 1146 (9th
Cir. 2007). MIT has a liberal guest access policy, which was described by Tim McGovern, MIT
Manager of Network Security & Support Services, as follows:

No nuthentication of visitors. Visitor network access is provided as an on-demand self-

service process for anyone who walks onto campus, plugs in, ot elects to use our wireless

network, and declares themselves a visitor, and they get 14 days of network privileges,

No identity verification. Visitors are asked to provide an email address. The email address

is not used to verify that s bona fide identity exists .

No authentication of users accessing JISTOR.org, By agwement, JSTOR org allows any

compater with a net 18 IP address [an MIT IP address] to access their resources without

further identification or authentication.

Exhibit 3. Nothing on the MIT website relating to guest use of the MIT network diminishes this

legitimate expectation of privacy. Nothiag on the MIT website precludes guests - or students or
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facuity members — from leaving their laptops in private areas of the campus while downloading data
from the internet,

Contrary to the government’s argument in its Response to Defendant Aaron Swartz’s Motion
for Discovery (Doc. 41) at 6, Swartz did not forfeit his expectarion of privacy in his netbook snd
external hard drive because he was a trespasser; those items remained closed containers which were
his personal property and which were not abandoned, see pages 11-12, infra. Swartz was not a
trespasser at MIT in any senge. The MIT campus is not closed to persons other than students, faculty,
and employees. On the contrary: it is an open campus with practices that encourage persons who are
members of the broader Cambridge technical community to share its resources. Swartz has lectured
to an MIT class, audited classes at MIT, worked on projects with MIT professors, and has been a
valued member of MIT forums and groups.

The cases on which the government relied are uniformly inapposite. In United States v. Teryy,
2007 WL 496630 (8.D.Ga. Feb. 12, 2007), aff’d 258 Fed. Appx. 304 (11th Cir. 2007), the
defendant appropriated to himself a unit in a storage facility which he did not rent and had no right
to occupy and affixed a padlock ta it. Similarly, in United States v. Pits, 717 F.2d 1334 (11th Cir.
1983), the defendant padlocked a room belonging to his girlfriend’s landlady, to which his girifriend,
as the tenant, had no right of access or use, and which the landlady had reserved to her exclusive use.
In United States v. Hightower, 1987 WL 44897 (6th Cir. Sept. 28, 1987), the defendant placed locks
on country club lockers which he was not authorized to use and for which he hed not paid the
required fee. In United States v. Sanchez, 635 F.2d 47 (2d Cir. 1980), the defendant was unable to
demonstrate ownesship of or authority from the owner to possess and use the automobile which was
the subject of the challenged search. What Sanchez says is that “a mere trespasser has no Fourth

Amendment protection in premises he occupies wrougfully.” /d. at 64 (emphasis added). Like the
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other cases on which the govermment relied, Sanchez involved an assertion of a reasonable
expectation of privacy in the entire premises at issue - the storage unit, the landlady’s storage room,
the car, the lockers — which is not the issue here. Swartz does not suggest that he had a reasonable
expectation of privacy in the data room, but solely in his private property located therein — the

netbook and the external hard drive-- and in the electronic communications to and from his netbook.
The data room was located within a network of hallways whick were used by people to travel
between MIT buildings, especially in the winter. Murphy Grand Jury at B2-83. There were
classrooms on the saue floor, and students used the corridor to attend classes. There were no signs
ordering people (o keep out, see Exhibit 27, and the door ta the data room opened readily with a
“quick jerk.” Murphy Grand Jury at 84. Swartz simply was not a trespasser in the sense which led
to the decisions in Sanchez and the government’s other cases. See United States v, Scott, 673
F.Supp.2d 331, 339 (M.D.Pa. 2009)(defendant had reasonable expectation of privacy in computer
belonging to him seized from apartment where defendant did not contend that he lived or stayed for

any period of time or that he was ever invited to the apartment or that he had a key to the apartment),

Nor did Swartz abandon the netbook, To find abandonment, there must be “clear and
unequivocal evidence” that the defendant intended to abandon the property. United States v. Crist,
627F.8upp.2d 575, 580-81 (M.D.Pa. 2008)(holding that defendant did not abandon computer whete
he returned to house to get it 26 days after his rent became overdus, eviction proceedings had not
commenced, and defendant had received no notice that kis property would be removed), quating
United States v. v. Fulani, 368 F.3d 351, 354 (3d Cir. 2008). Here, Swartz neither denied ownership
of the netbook nor physically relinquished the item. See United States v. James, 353 F.3d 606, 615-
16 (8th Cir. 2003 )(defendant did not abandon computer disks he gave 1o a friend to store, even after

he told the friend to destroy them); United States v. Upham, 168 F.3d 532, 357 (Ist Cir.
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1999)(defendunt did not abandon computer images by deleting them); United States v. Infante-Ruiz,
13 F.3d 498, 501-02 (ist Cir. 1994)(defendant did not repudiate privacy interests by leaving his
unlocked briefcase in the locked truck of another person’s car, even though he allowed other people
to store items in it becase “he did nothing t indicate its availability to the public generally nor did
his actions betray an intention to forego an owner's normal right to exclude those he wished to
exclude™). Notably, the law enforcement officials on the scene did ot believe that the netbook was
abandoned, as they set up video surveillance in anticipation of the owner's return, and, indeed,
Swartz was observed retuming to the nethook on the afternoon of January 4, 2011, and on January

6,201 1.

The netbook and external hard drive were seized from the Student Information Processing
Board Office, a small private office located in the MIT student ceniter, /.¢., it was notseized from the
Building 16 data closet. A student who was present when Swartz entered the room, and whose
identity is known to the government, told Cambridge Police that Swartz asked permission to use a
network drop in the room, and the student pointed him to one. After the student told Swartz that he
was leaving and needed to lock the room, Swartz left, as did the student, locking the door behind
him. Thus, Swartz had the permission of a person with authority over the room (as evidenced by his
possession of keys to it) to connect to the MIT network in the room and had every reason to believe
that the netbook was in a private, locked space where it would remain unmolested. He had both a
subjective and objectively reasonable expectation of privacy in the netbook and hard drive.
I. THE SEARCHES AT ISSUE HERE.

A, The January 4, 2011, and January 6, 2011, External Examination and

Fingerprinting of the Netbook and Hard Drive.
While the nethook and external hard drive were in plain view, and law enforcement

officers were lawfully on the premises, the physical mavipulation of the netbook and external
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hard drive by law enforcsment personnel to examine its external attributes and to fingerprint
it constituted a warrantless search within the meaning of the Fourth Amendment. See, e.g.,
Arizona v. Hicks, 480 U.S. 321, 324-25 (1987)(officer’s moving of turntable to examine its
exterior constituted Fourth Amendment search). As the Supreme Court explained in Hicks:
“[Tlhe distinction between ‘looking’ at a suspicious object in plain view and ‘moving’ it even
a few inches is much more than trivial for purposes of the Fourth Amendment. It matters not
that the search uncovered nothing of any great personal value to respondent ~ serial numbers
rather than (what might conceivably have been hidden behind or under the equipment) letters
or photographs. A search is a search, even if it happens to disclose nothing but the bottom of
a turntable.” Id. at 325. See, e.g., United States v. Paneto, 661 F.3d 709, 714 n.3 {1st Cir.
201 1)(“Under Hicks, it is clear that the Fourth Amendment forbids handling an item to expose
something hidden”). The same reasoning applies with equal force to the opening of the hard
drive case and the examination of the hard drive contained within it. The fruits of the extemal
examination of the netbook and the external hard drive and its case must, accordingly be
suppressed.

B, The Internal Examination of the Netbeok.
Theopening of the netbook, the observation of the screen showing the operating system

in use and the log-in screen, the attempts to bypass the log-in screen, and the conducting of an
NMap search of the netbook to determine which ports were open, constituted a search within
the meaning of the Fourth Amendment. See, e.g., United States v. Musgrove, 845 F.Supp.2d
932, 949 (E.D.Wis. 2011)(touching key or moving mouse to expose screen that was not
previously in view is Fourth Amendment search); United States v. Crist, 627 F.Supp.2d §75,
585 (M.D.Pa. 2008)(running of hash values is a Fourth Amendment search); see also United
States v. Phillips, 477 F.3d 215, 217 (5th Cir. 2007)(describing port scanning as “the

13
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electronic equivalent of ‘rattling doorknobs’ to see if sasy access can be gained to & room™).
The internal examination of the laptop and its functions was a search, just as opening a locked
briefcase ot file cabinet and examining its contents is, and could not lawfully be conducted in
the absence of a search warrant duly issued upon a showing of probable cause, The fruits of

this internal examination must, accordingly, be suppressed.
C. The Capture of Electronic Communications to the Netbook.

18 U.S.C. §2510(12) defines “electronic communication” as “any transfer of signs,
signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in
part by a wire, radio, electromagnetic, photoelectronic, or photooptical system that affects
interstate or foreign commerce . . . .” Section 2510(4) defines “intercept’” as “the aural or other
acquisition of the contents of any wire, electronic, or oral commanication through the use of
any electronic, mechanical, or other device.” “Conttents” is in turn defined as “any information
concerning the substance, purport or meaning” of the communication. §2510(8). The “packet
capture” which MIT continued to undertalce at the recommendation of 8/A Pickett and the
persuasion of Det. Murphy captured the entire communication, including subject matter and
content. That it intercepted the content of electronic communications is obvious from
Newman’s January 5, 2011, email to S/A Pickett informing him that he had “coflected about
70G of network traffic so far with about 98% of which is the JSTOR journal downloads.”
Email chain at 2. Bven accepting Newman’s calculations, that means that 2% of the 70G of
intercepted data, communications, emails, and the like, involved parties other than JSTOR, see,
e.g., Exhibit 28 (showing interception of communications of third party), a significant violation
of the Fourth Amendment, as was the warrantless seizure of the 98% of the content emanating,

according to Newman, from JSTOR. Obviously, Newman, working in concert with S/A
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Pickett, must have searched his copy of the intercepted communications to make his numerical
assessment. Use of the packet capture constituted the interception of electronic
communications within the meaning of Title III, se¢, e.g., United States v. Councilman, 418
F.3d 67 (st Cir. 2005)(en banc)(diverting incoming communications constitutes interception
within the meaning of Title I}, which was unlawful in the absence of a valid order authorizing

the interceptions of the electronic communications, of which nonie were sought or issued here.

None of the exceptions to the prohibition of wasrantiess interception of electronic

communications are applicable here. Section 2511(2){a)(i) provides:

It shail not be umlawful under this chapter for an operator of a switchboard, or an officer,
employee, or agent of a provider of wire or electronic communication service, whose
facilities are used in the transmission of & wire or electronic communication, to intercept,
disclose or use that communication in the normal course of his employment while engaged
inany activity which is a necessary incident to the rendition of his service or to the protection
of the rights and property of the provider of that service . .. .

This section is inapplicable here because, as more fully addressed in the next section of the
memorandum, MIT personnel were acting as government agents beginning no later than 11:00 am
on January 4, 2011, and the packet capture was conducted by them as government agents. Because
they were acting as government agents, “the requirements of the Fourth Amendment . . . override
statutory authority.” United States v. Pervaz, 118 F3d 1, 5 (Ist Cir. 1997). See McCleliand v.
McGrarh, 31 F.8upp.2d 616, 618 (N.D. Ill. 1998)("What the officers do not seem to understand
. . I8 that they are not free to ask or direct Cellular One to intercept any phone calls or disclose their
contents, at least not without complying with the judicial authorization provisions of the Wiretap
Act, regardiess of whether Cellular One would have been entitled to intercept those calls on its own
initisdve” (emphasis in original)), United States v. Auler, 539 F2d 642, 647 (7th Cir.

1976)("*Government agents must not rely on telephone company emplayees to act on their behalf
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without complying with the requirements of the Fourth Amendment. . .. In no situation may the
Government direct the telephone company to intercept wire communications in order to circumvent
the warrant requirements of a reasonable search™); United States v. Hudson, 2011 WL 4727811 at
*3 (E.D.La. Oct. 5, 201 1)(“If the Alltel employees were government agents, . . . they would not
satisfy the carrier exception of Title I1I, and their conduct would be judged under the standards of

the Fourth Amendment™).?

This conclusion is reflected in the USDOJ manual, Searching and Seizing Computers and
Obtaining Electronic Evidence in Criminal Investigations, which instructs that the provider
exception “does not permit law enforcement officers to direct or ask system administrators to

monitor for law enforcement purposes.” Id. at 174-75. The Manual continues:

After law enforcement and the provider have communicated with each other, . . . the cautious
approach is only to aceept the fruits of a provider's monitoring if certain criteria have been
met that indicate that the provider is monitoring and disclosing to protect its rights or
property. These criteria are: . . (3) law enforcement has rot tasked, divected, requested or
coached the monitoring for law enforcement purposes, and (4) law enforcement does not
participate in or control the actual monitoring that occurs.

1d. at 175 (emphasis added). Here, law enforcement plainly, at a minimum, “requested or coached
the monitoring for faw enforcement purposes.” See Murphy Grand Jury at 66 (Murphy testified that
after leaming that MIT had begun the packet capture, “we” told MIT personnel that “{w]e’d like you
to keep this running” and, ultimately, “we end up persuading them to leave that on the

system”(emphasis added)). The provider exception is, accordingly, inapplicable®

* MIT s interceptions prior to Januaty 4,201, are addressed in a separate motion to suppress.
Sez Motion to Suppress All Fruits of Interceptions and Disclosures of Electronic Communications
and Other Informntion by MIT Personnel in Violation of the Fourth Amendment and the Stosed
Communications Act and Incorporated Memorandutn of Law.

? Moreover, §2511(2)(a)(iy has a reasonableness requirement — an electronic communications
service provider may intercept communications onty insofar as such interception is “a necessary
incident” to the protection of its rights and property. See, e.g., United States v. Harvey, 540 F.2d
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in the search, its intent and the degree of control it exercises over the search and the private party,
and the extent to which the private party aims primarily to help the government or to serve its own
interests.” United States v. Pervaz, 118 F.3d 1, 6(1st Cir. 1997). See, e.g., United States v, Hardin,
539 F.3d 404, 419 (6th Cir. 2008)(“the police must have instigated, encouraged or participated in
the search,” and “the individual myst have engaged in the search with the intent of assisting the
police in their investigative efforts™); United States v. Souza, 223 F.3d 1197, 1201-02 (10th Cir,
2000)(Police must “instigate, orchestrate, encourage or exceed the scope of the private search to
trigger the application of the Fourth Amendment”); United States v. Reed, 15 F.3d 928,931 (9th Cir.
1994)(inquiry is *(1) whether the government knew of and acquiesced in the intrusive conduct; and
{2) whether the party performing the search intended to assist law enforcement efforts or further his
own ends™); see also United States v, Van Dyke, 2016 WL 1949640 at *3 (W.D.Mich, May 14,
2010)(“permitting the government to circumvent the limits of the Fourth Amendment by directing
individuals to conduct searches that the government cannot, would totally undermine the purposes
of the Fourth Amendment™).

This standard is plainly met in this case, particularly with respect to the continuing packet
capture of electronic communications to Swartz’s netbook and the real-time provision of DHCP log
information from January 4, 2011, through Jamuary 6, 2011. Once S/A Pickett and Det. Murphy
arrived on the scene, it became a law enforcement investigation. Once the netbook was located, no
further investigation was necessary to protect MIT s rights or property. The investigation which
began with the arrival of S/A Pickett and Det, Murphy was & law enforcement investigation with the

object of identifying, arresting, and prosecuting the individual responsible for the downloads from

" See Motion to Suppress All Fruits of Interceptions and Disclosures of Electronic
Communications and Other Information by MIT Personnel in Violation of the Fourth Amendment
and the Stored Communications Act and Incorporated Memorandum of Law.
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JSTOR. The netbook was left in place, with MIT continwing to monitor it at the recommendation
of S/A Pickett and upon the urging of Det. Murphy. See page 3, supra, The monitoring strategy was
developed in consultation with S/A Pickettand Det. Murphy. The monitoring was continued because
law enforcement wanted to gather evidence of intent and motive, see page 6, supra, matters of no
relevance whatsoever to the protection of MIT’s interests. MIT recognized on January 4, 201 1, that
“[tJhe investigation ha{d] moved beyond MIT was [was] now being handied by law enforcement.”
Exhibit 22, MIT personnel asked S/A Pickett on January 5, 201 |, “what the next step [was],” Exhibit
25, further illustrating S/A Pickett’s direction of the investigation. Halsall admitted that he was
“gathering up all the stuff for Pickett.” Exhibit 26. MIT personnel asked S$/A Pickett's permission
before taking the netbook offline and asked him whether they should image the netbook. See page
6, supra. In an ematil from Halsall to S/A Picket on January 8, 2011, Halsall told Pickett that he
“hopled] to have the pcap/flows/videos/logs all in by to me Monday, possibly sconer - if you don’t

already have a copy of the video or pcap [packet capture], I'lt make sure you get one.” Exhibit 2

Here, the government plainly encouraged the search, played arole in its design and operation,
and MIT personnel deferred to the guidance of law enforcement officers, aiming to assist the
government in its criminal investigation rather than being motivated by its own interests. Beginning
with the arrival of §/A Pickett and Det. Murphy on January 4, 201 {, MIT personnel were acting as
government ageats, and the requirements of the Fourth Amendment are fully applicable to any search
orinterception of electronic communications conducted by them. These interceptions were untawful
in the absence of a warrant, issued upon a showing of probable cause, The intercepted

communications, as well as all derivative fruits thereof, must be suppressed.

20

220




Case 1:11-¢r-10260-NMG Document 60 Filed 10/05/12 Page 21 of 21

Respectfully submitted,
By his attomey,

{8 Martin G. Weinberg
Martin G. Weinberg

20 Park Piaza, Suite 1000
Boston, MA 02116

(617 227-3700 (tel.)
(617) 338-9538 (fax)
owimgw@att.net

CERTIFICATE OF SERVICE

1, Martin G. Weinberg, hereby certify that on this Sth day of October, 2012, a copy of the
foregoing document has been served via the Court's ECF system on all registered participants,
including Stephen P. Heymann, AUSA. One copy of the exhibits to the motion was served on the
government by hand this same date.

. Weinbe

Martin G. Weinberg
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IS&T Policies: DHCP Usage Logs
Policy

About IS&T > T Policies > IS&T Policies: DHCP Usage L.ogs Policy : Gut Help

On this page:
Policy
Rationale
Implementation
Implications
Glossary
History

Policy
IS&T racords a varisty of information about both the operation and/or use of its network services. When

used in conjunction with IS&T's Host Registration database, records contained in logs showing the use
of dynamic P addresses on MiTnet allow IS&T staff to follow up on problems, incidents, and inquiries.

Thess logs are retained for 30 days after their creation date. Ali of these logs are considered
confidential, and as such IS&T takes active measures to prevent unauthorized access during the
retention period.

Circumstances may arise where & log, or more usually a very small subset of one day's log, may need to
be kept for longer than 30 days and, potentially, disclosed to certain third parties. The use of any such
retained information by authorized staff, and the release of any log information to third pasties, are done
under the direction and with the approval of MIT's Office of the General Counsel.
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This IS&T policy is limited to the Dynamic Host Configuration Protocol {DHCP) services and logs created
in connection with MiTnet. it does not apply to DHCP services of logs creeted by other Departments,
Labs & Centers (DLCs) at MIT. iS&T recommends thet other (T groups at MIT create similar policies that
are basad on business practices and are consistent with the needs and desires of those DLCs.

Rationale

This policy implements MIT's Privacy Policy specificaily for the collection and retention of DHCP kugs. In
setling the retention pericd, ISXT has weighed a variety of competing interests, chiefiy the need to
maintain robust operational reffability of MIT's network, the need to be responsive to third parties who
report issuas that we need to investigate or resolve, and the desire to limit log retention to reduce
opportunities for inadvertent disclosure of operational data.

Implementation

The DHCP server is configured to provide dynamic addresses automatically as needed. The logs of
information are maintained on an IS&T-managed sarver. Each log is tagged with its creation dste; once
a day, the system deletes logs that are 30 days old.

When any network device, e.g., a computer, connects to Mi{Tnet and is assigned a dynamic IP address,
MiIT's DHCP server adds a record to its log containing the foliowing information:

» The date and time of the request

« The MAC eddress of the requesting device or computer
« The IP address provided

» The specific DHCP command that was issued

+ Other technical information related to the request

in the event of a request relating to a potential legal proceeding, IS&T staff may create a case in
Request Tracker and store subsats of a log pertinent to the case at hand in the case record.

The DHCP server is In a secure location and complies with secure data storage best practices. IS&T's
Network Services Infrastructure team acts as the data custodian for DHCP logs, and ensures that the
logs are stored securely and are deleted when they expire.

The DHCP logs capture anly one type of network usage. Related, but not addressed in this policy, are
Virtual Private Network (VPN) usage logs, hostnames/static IP addresses usage logs, or dialup usage
logs, among others.

Implications
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Retaining and securing DHCP usage logs as described above are necessary to ensure that the
confidentiality of the DHCP lease logs is protected but that the information in the logs is stifl avaliable as
needed (0 ensure MiTnefs security and integrity.

MIT is required fo comply with a court order or valid subpoena that requests the disclosure of information
contained in DHCP logs. Failure to comply could have serlous consequences for the individuals. IS&T,
and the Institute. MIT's Offics of the General Counsel is qualified and authorized to confirm that a
request for information contained in logs is legitimate and not an improper attempt to gain access to
confidential information.

Glossary

DHCP: Dynamic Host Configuration Protocol. This protocol defines the process by which a device can
dynamicaily receive an IP address from a pool of addresses, instead of requiring the device to have 8
fixed IP address. This is ideal for devices fike laptops, which will not all be connected to the network at
all imes from the same location.

Dynamic [P Address: When a device has not been assigned a Static IP address, an Internet service
provider will assign an address at the time the device is connecting to the Internet.

IP Addrese. intamet Protocol (IP) Address. See references below for more information on network
addressing.

DLCs: A coilective term meant fo describe the common elements among MIT's many academic,
administrative and research units, while acknowledging the many differences amongst MIT units.

Static [P Address: A number (in the form of a dotted quad) that is assigned to 8 network device or
computer by an [nternet service pravider (ISP) which will be its permanent address on the Intemet,

VPN: Virtual Private Network. A tachnology that in MiT's usage facilitates secure communications from
remota locations to a known location at MIT, typically over the public Internet. However, VPNs are not
inhersntly about security or performance, bul rather that thay provide » "tunnel” on lop of some cther
network in support of a given customer or cllent community.

History

8tatus: In effect

Policy Steward: Paul Acosta
Policy Owner: Marilyn T. Smith
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‘out of dis back pack and bends over the leptup and external bard drive. fle exits the |
o0m acments latar.
: G0 Jamupry S, 2010 MIT's 1867 Doportment snfomeu Mo the: upproximmtuly 70
:gigabytes of data nad boen downloaded, 968% of which was £xom JStor. 8A Mike Pigkate
Y informag me that MIT's I86T had put an approximate value on the dowleadsd
{ infoxmation at 950,000,
On Jaovary §, 2010 at spproximotely 12:32 hours o wWhite male, Sark ox black
; shouldur length wavy hair, weoring & dark coat, gray backpack, jeans with 3 white
ibicyels holmet enters the coom, I woe monitoripg the video feed ar tha MIT Police
: Departmant at this time. It 8Ppears az thought the suspect pecked up the laptop ang
;dard deive and exited the xoom. MIT Police units responged to the arca and searchea .
1 §or the sunpect, A eheck of the room dotemined chat the laptop and hard drive bad
{bhen removed, ‘
: On Janvarzy 6, 2010 st approximatoly 14:11 bours Captain Albuzt Piwrce of the .
IMIT Police Vppartment callod me and astated he bad located the Suspect ziding his bike
ion Masmachusetes Ave st Lew Screet. Special Agoat Pickett apd responded to the Leow
{Stzeot to asaiet Captaln Piarce. The 8uapect Jumped off his bike when encountered by
jCaptain flerce and ran down Lee 8tzeet. Captain Piezce and Special Agent Pickett ware
| able t0 dpprehend the suspast at 24 Lec Stxeat. Ho wes byndeutfed by Sa Plckest,
f S Suspect encountered by Captain Plazce and approhendad on Leg 8treer ia
i the same persva seon on video entering the restricted tolughone closet in builaing 14
roa Januaxy ¢th at 15126 hours and on January 6th at 14:11 houra. -
- Ro was arzestesd for two eounts of 8zeaking and Enturing in the daytime with !
jthe intong to somnit & felony, Chaptex 266 Soecion 18, £ ,J
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HOUBE OF REPRESENTATIVES
STATE HOUSE, BOSTON 0at8g

KENNETH M. LEMANSK! ROOM 443, STATE HOUSE
Sti HAMPDEN DISTRICT TeL, 7222400

E‘ Mey 24, 1963
E

Thank you for the opportunity to comment on H8247:\which revises the definition
of "property” with respeet to lerceny. -

electronic impulses to be defined as property. This is essential in combatting computer
erime. As I am sure the Governor is aware, the Commonwealth is extremely dependent
on computers of all types, business, dcademic and so on. H.8227 will give prosecutors what
former Senator Ribicoff once called "wiggle room". That is, they will now be able to refer
to a specific statute in the prosecution of what was formerly one of the most difficult
‘types of crime. H.8227 directly attacks what, up until now, had been the judieial stieking
point: are electronic data "property”"? Our own Bupreme Judicial Court agreed with earlier
Pederal opinions that the answer was no, under the existing statutes. H.6227 remedies this
by explieitly including computer data in the definition of property.

The second section of H.6227 extends this definition to trade secrets, with the same
intent. This is especially important when one stops to think of how much sensitive business
dats is eontained in computers.

@ The most important aspeet of this bill, in my opinjon, is the faet that it now allows
b

The Governor would be taking a great step toward furthering Massachusetts’'
reputation as a commercially and technologically progressive State by signing H.6227. 1
urge him most strongly to do so.

Thank you again for this opportunity, and please notify me of any signing.

I}l:; M. Lemanski

KML/v STATE REPRESENTATIVE

i
i
i
: simecey,
i
|
|
|
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SEARCH WARRANT
HP USB drive,

marked 004SSMKBT1 85102

Case No. 11M-5063-JGD
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AQ 93 (Rev. 12/0%) Ssarch end Seinsre Wagzant

UNITED STATES DISTRICT COURT

for the
District of Massachusetty

In the Matter of the Search of

(Brigfly describe ihe property 1o be searched
or identify the person by acme and address)

HP USS driva, merked 0D4SSMKBT1 85102

CueNo. J/Af-5863 -

SEARCH AND SEIZURE WARRANT
To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an atiomey for the government requests the search
of the foflowing person or property located in the

the » or describe the pro, to be searched and give its locotion},
P U Give marked CO4SOMRTT s Be108  on aa g s lodton)  antA

The person of property to be searched, described above, is believed to conceal (duwiy dve persor or descride the
property to be selzed):
m&. fruits, and instrumentaiities of vivisgions of 18 U.8.C. § 1030{a)(2), 18 U.8.C. §1030{aX5HA) snd
18 U.8.C. § 1343 (wire Iraud,) as described in Atachment B

lﬁudamﬂnmm.s),ounymordedm&now.mbﬁshmbabhcmmmmwunwmu
property.

YOU ARE, COMMANDED to execute this warrant on or before March 10, 2011

District of Maseachusetts

01 ta exceed )4 doys)
o in the daytime 6:002m.1010pm.  (J st any time in the dey of night a3 I find ressonable cause has been
extablished.

Uniess delayed notice is author§zed below, you must give & copy of the wasrant and a receipt for the property
taken 10 the person from whom, ar from whose premises, the property was taken, o leave the copy and receipt af the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrent, must prepare an
inventory as required by law and promptly retur this warrant and inventory to United States Magistrate Judge

Judith G, Dein
(name)

O Ifind that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of triat), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or scized (check the apprapriote box) €3 for days (ot o axceed 30).

O until, the facts justifying, the later specific date of

City and state:  Boston, Massachusetis _[~9] o (P ICEEY \Bve .S. Mugistrate Judge Judith G. Dein
s, ¢ S y Printed name ard tifle

2
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A0 93 (Rov, )2009) Seawch and Seivure Wonreont (Page 3

Return
Case No.. Date and time warrant exectted: Copy of warrant and tnvestory left with:
Sod¥F JT&h) 2}25’ 2V IS A Kev-v (Avasavert
made in the presence of :

av v C(avawae s 7P :/: 3 /
bwaumry?ﬂu properiy taken and name of any person(s) seiged: v ;

(1] #P vsé orve
poarkad B YSGSMKBT | 851G

Certificgtion

{ declare wrder penalty of perjury that this inventory is correct and was retarned alang with the original
warrant to the designated judge.

Dalc:s/ ‘fl’ t

USAO-000272°>
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Attachment A
HP USB drive, marked 0043SMKBTI 85102

USA0-000273
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ATTACHMENT B
ITEMS TO BE SEIZED

L All records, in whatever form, and tangible objects that constitute evidence, fruits,

or insirumentalities of violations of 18 U.S.C. § 1030(a)(2) (intentionally
acoessing a computer without authorization and obtaining information with a
value that exceeds $5,000), 18 U.S.C. §1030(a}(5XA) (intentionally causing
damage without authorization to a protected computer) and 18 U.S.C. § 1343

(wire frand), including, without limitation:
A.  Records and tangible objects pertaining to the following entities, websites,
computer networks, and IP addresses:
1,  JSTOR
2 Massachusetts Institute of Technology
3. Jstor.org
4 Mit.edu
5 IP addresses in the class A domain 18.
B. Records and tangible objects pertaining to the following topics:
1.  JSTOR
2. Records and data digitized by JSTOR, including, without
limitation, journals digitized by JSSTOR
3. Records and dats stored on JSTOR
4.  Records and data originating on JSTOR
3. Means of access to JSTOR
6. Computer software capable of making repeated requests for data
and records from JSTOR
7. Computer software capsble of making repeated downloads of
records and data from JSTOR

235
USAO-000274
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8. MIT’s computer network

9. MIT"s physical plant

10.  Remote electronic storage locations

1.  MAC addresses

Records and tangible objects pertaining to the existence and identity of any
monspims,uwdlasmywwmpﬁuom'mukminﬁm
of the crimes Jisted above;
Rmrdsmdungx‘bleobjectspaainhgtommunimiombmy&hd
parties in anticipation, during or following the crimes listed above about
those crimes;

Records and tangible objects refating to the ownership, occupancy,

or use of 950 Massachusetts Avenne, Apartment 320, Crmbridge,
Massachusetts 02139 and assigned storage ocker “C4", Acer

Aspire One laptop computer, serial numbes
LUSAXOD001001100E1601, 2.0 terabyte Western Digital hard
drive, secial number WMAZA1626675, and HP USB drive,
matked 0045SMKBT? 85102; and
For any computer hardware, computer software, computer-related
domennﬁon,otmmediuwledforbythiswmmormm
contain things otbawisecdbdforbythiswm(“thecommw
equipment”):
1. evidmeeofwhomed,owned,orcomoﬂadtbecompm

equipment;

2 widmeofeomp\nusoﬁwmﬁmwouldaﬂowmotemmd

control of the computer equipment

3. Mdmuof&ewummofmhrwmmhﬂdmorm

2
USAQ-000275
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media;

4, evidence of counter-forensic programs and associated data that are
designed to eliminate dats;
evidence of the times the computer equipment was used;

6. passwords, encryption keys, and other access devices that may be
necessary to access the computer equipment; and

7. records and tangible objects pertaining to accounts held with
companies providing Internet access ar remote storage of either
data or storage media.

O. Al computer hardware, computer software, computer-related
documeMon.andstomgemedia. Off-site searching of these items shall
belimitedtoswcbingforﬂleitmdescﬁbedinmmhl,

DEFINITIONS
For the purpose of this warrant:

A, “Computer equipment” mesns any computer hardware, computer software,
computer-related documentation, sforage media, and data.

B.  “Computer hardware" means any electronic device capable of data
processing (such as a computer, personal digital assistant, cellular
telephone, or wireless communication device); any peripheral inputioutput
devioc (such as & keyboard, printer, scanner, monitor, and drive intended
forrunmblestmgemedia);anyrelmdeommuﬁuﬁondevice(mchu
amnter,udmleasmd,modem,uﬂe,mdmmecﬁm).mdmy
mﬁq%(a@ummmmmw
Jocks and keys),
'Compmsoﬂwm'mmanypmmmmcode,infounﬁmor
data stored in any form (such as an operating system, application, wtility,

g
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commwimionanddataucmitysoﬁwm;alog,historyorbachpﬁle;m

enuypﬁonooda;amname;oramwmd),wheﬂwrmmdddibemdy,

inadvertently, or automatically.

"Computer-related documentation” means any material tha explains or

illmmtheeonﬁguraﬁonormofanysdzedcompwhndm

software, or related items,

E. ‘Stmgemedia"mmmymediampabloofeoﬂeaing,mﬁng,
retrieving, or transmitting data (such as a hard drive, CD,DVD, or
memory card).

F. 'Data"meansa!linfomnﬁonmredonmmgemdiaot‘anyﬁminmy
storage format and for any purpose,

G. "Amcord”isanyoommunimion,repmbﬁou,iuﬁnmﬁonordm.A
“record” may be comprised of letters, numbers, pictures, sounds or
symbols.

& =
o
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ATTACHMENTC
PROCEDURES FOR SEIZING COMPUTERS AND RELATED DEVICES

Agents are suthorized to seize and remove from the premises the computer hardwere,
software, related documentation, and storage media, s that computer analysts can accursiely retrieve
the items authorized by this warrant in a laboratory or other controlled enviroament. The retrieval
process does not need to be completed within 14 days after the date of the warrant or befiore the
retum of the written inventory required by Fed, R. Crim. P. 41(a),

2

If, after inspecting a seized computer systom, the agents and computer analysts determine that
these items are no longer necessary to retrieve and preserve electronic evidence, the prosecutor
detcrmines that they need not be preserved as evidence, fruits or instrumentalities of a crime, and
these items do not contain contraband, they should be retuned within a reasonable time, upon
written request.

If the computer system cannot be retumed, agents should, upon written request, make
availsbleto the computer system’s owner, within a reasonable time period after the execution of the
warrant, copies of files that arc neither the fruits nor instrumentalities of crime nor contraband.

239
USAO-000278
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APPLICATION FOR
SEARCH WARRANT
HP USB drive,
marked 0045SMKBT1 85102

Case No. 11M-5063-JGD

240
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UNITED STATES DISTRICT COURT
for the
District of Massachusetts
'In the Matter of the Search of g
Lkl ] CaseNo. /M- 50163 <TED
HP USB drive, marked 0045SMXBT1 85102 5
)
APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an aftorney for the government, request & search warmant and state under
of perjury that I have reason to believe that on the following person or property identfy he persart or describe the

Property io be searched and give I location): 1o 1. trive, marked 004ESMKBT1 85102, as describad in Atimchment A
focated in the District of Massschusets » there is now concealed fidnrip che
person or describe the praperty ia be seized);

evidence, frults, end Instrumentalities of viclations of 18 U.S.C, § 1030{e}(2), 18 U.8.C. §1030(a)(SXA) and
18 U.S.C. § 1343 (wire fraud,) as described In Attachment 8
The basis for the search under Fed. R. Crim. P, 41(c) is (check one or morey:
evidence of a ¢rime;
dcontraband, fruits of crime, or other items illegally possessed:
of property designed for use, intended for wse, or used in committing a crime;
O a persan 1o be arrested or a person who is unlawfully restrained.
The search is related & a viotation oft

Code Section nse Description
18 U.B.C. Sec. 1030(a)2) intantionelly accessing & computer without authorization and obtaining information
18 U.S.C. Sec. 1030(a)(5)A)  intentionalty causing demage without authorization to a protected computer
18US.C. Sec. 1242 wire fraud

&?s&&@iﬁﬂfoﬁ?’m&mﬁ%ﬁ’w S, Pickt

o Continued on the attached sheet.

O Delayed notice of daya(giwexwmdingdmifmommmmdays: ) Iz requested
under ISU.S.C.§3103a,ﬂ!ebuisofwhichiswfbnbontheamhedshm

Secret Servica Special Agent Michse) S. Pickett

Printed name and tirle

8. Maglstrats Judge Judith G, Dein

Printed nome and thle

241

USAQ-000280

RIF




e s e

f%g;;":‘,

SR

o=

x4

TEvae Gms R =

D SRR O

oz

Case 1:11-0r-10260-NMG Document 81-21 Filed 11/16/12 Page 12 of 357"~ Y~ ~

| Ammmmsurrom'orA

1, I make this affidavit in support of applications under Rule 41 of the Federal Rules
of Criminal Procedure for warrants to search an Acer Aspire One laptop computer, serial number
LUSAXO0DO001001100E1601 (“the ACER LAPTOP), 2 2.0 terabyte Westem Digital hard drive,
scrial number WMAZA1626675 (“the WESTERN DIGITAL HARD DRIVE™), and an HP USB
drive, marked 0045SMKBT | 85102 (“the USB DRIVE”™), a5 described in Attechment A, for the
things described in Attachment B,

2. 1am a Special Agent with the United States Secret Service (“the Secret Service™),
Department of Homeland Security, and have been since 2003. My current duties include the
investigation of electronic crimes and forensic examination of computers and celfular telephones.
As an agent, I have participated in aumerous investigations involving computer and high
technology related crimes, including computer intrusions, Internet fraud and credit card frand. 1
also have received specialized training in the investigation of crimes involving unauthorized
intrusions into computer networks. In comnection with my official responsibilities, I am charged
with investigating violations of 18 U.S.C, §§ 1030 and 1343.

3. As set forth hereln, there is probable cause to believe that the ACER LAPTOP,
the WESTERN DIGITAL HARD DRIVE, and the USB DRIVE contain evidence,
instrumentalities, and fruits of violations of 18 U.S.C. § 1030(a)(2) (intentionally accessing a
computer without authorization and obtaining information with a value that exceeds $5,000), 18
U.S.C. §1030(a)(SXA) (intentionally causing damage without suthorization 1o a protected
computer) and 18 U.S.C. § 1343 (wire fraud),

4 [ make this affidavit based upon communications with witnesses and others with
knowledge of the events, conversations with Secret Service agents, Cambridge Police, and MIT
police, my review of records gathered in the course of the investigation described below and my

usao-o00zs1>” |RIF
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Case 1:11-¢r-10260-NMG Document 81-21 Filed 11/16/12 Page 13 of 30

own observations and knowledge. Because this affidavit is intended to show only that there is
pxobableeausefo:mMumedwmm,itdocsmtmﬁrmmupmoftheinvuﬁgaﬁonof
which I or other Secret Service agents are aware.
JIECHNICAL TERMS
5. Bundonmyexpeﬁence,lmthefolloudngtechnia[tmstoconvcythefollowing
meanings for the purpose of this affidavit:
2 IP addvess: An Intemet protocol address (or simply “IP address") is a
unique numeric address used by a computer on the Intemet. An IP address looks
lﬂceaseriesoffommmbers.euchinﬂmmget)-zsisepumedbyperiods(g&,
18.55.7.216). Every computer attached to the Internet must be assigned an IP
addresssothelmmettaﬁicsem&omanddiremdwthatcmnpmmaybe
directed properly from the source to its destination. Most Internet service
providers control a range of IP Addresses. The Massachusetts Institute of
Technology ("MIT") controls all IP Addresses which begin with the number 18.
Some computers have static ~ that is, long term — IP addresses, while others have
dyzamic ~ that is flexibly assigned or frequently changed - IP addresses.
b. MAC address: A Media Access Contro] address is a unique identifier
assigned to a network interface, in this case, 2 computer’s network interface card
The MAC address most often is assigned by the manufactuser of the network
interface card. Although intended to be & permanent and globally unique
idenﬁ.ﬁcaﬂou,itisoﬂenpouibletochmgetheMACadduaonhardwe,m
action often referred to 8s “MAC address spoofing.”

243
USAO-000282
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FROBABLE CAUSE
6. Based on the facts set forth below, there is probable cause to belicve that Asron

Swartz:
s broke into a network interface closet at the Massachusetts Institute
of Technology (“MIT");
b. without authorization, accessed MIT"s computer network from a network
switch within that closet;
c. ﬁaudulentlyuwdtheappemmeofbeingammdem,fxultymembu
or researcher to access JSTOR’s extensive electronic library; and
d finudulently took from that library over a million journal articles which
JSTOR made available by paid subscription or individual purchase,
ISTOR
7. IJSTOR, founded in 1995, is a United States-based, on-line system for archiving
and providing access to academic journals. K provides full-text searchable digitized copies of
over 1,000 academic journals, dating back for lengthy periods of time. JSTOR is an

" independent, sclf-smunnmg, non-profit organization.

8 It can be extraordinarily expensive, in terms of both cost and space, for a research
or university library to maintain a comprehensive collection of academic Jjournals. By digitizing
extensive, historical collections of journal titles, JSTOR ensbles libraries to out-source the
storage of these journals, ensures their preservation, and enables authorized users to conduct full-
text, cross-disciplinary searches of them.

9. JSTOR licenses all content under copyright from rights holders and gets
permistion from them both to digitize the content and make the content available online. !

10.  In the vast majority of instances, JSTOR charges subscription fees to the libraries,
universities and publishers who wish to have access to JSTOR s digitized journals. In the

! Some materials available on JSTOR are not subject to copyright.
3

2
USAQ-000283
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instance of a large research university, this annual subscription fee for the various collections of
content offered by JSTOR can cost more than fifty thousand dollars. Portions of the subscription
fees are shared with the journat publishers who hold the original copyrights. In addition, JSTOR
makes available some articles through its Publisher Sales Service, a program offered through
participating JSTOR publishers in which joumal articles are available for individual purchase.
Publishers decide which articles can be purchased and set fees for their articles. JSTOR
facilitates the purchase of articles from the archives on behalf of the participating publishers.

1. MIT offers short-term service on its computer network to registered campus
guests. On September 24, 2010, an individual registered on the network using the pseudonym
“Gary Host” and providing the throwaway e-mail address, ghost@mailinator.com.” As part of
the registration process, his computer identified the MAC address of its network interface as
00235a735{fb end its client name’ as “ghost laptop”.

12.  On September 25, 2010, shortly after midnight, the “ghost laptop” was assigned
IP address 18.55.6.215. Later that day, JSTOR experienced an extraordinary volume of
automated requests and downloads from its digitized journal collections to that IP address. The
downloads continued into the evening, when JSTOR blocked access to its network from
18.55.6.215.

13.  The next momning, JISTOR began to experience rapid and voluminous downloads
from [P address 18.55.6.216, Accesses from this address continued until the middle of the day,
when JSTOR blocked this IP address as well. That day, JSTOR turned to blocking a much

* Mailinator is a free disposable e-mail address service that allows a user to create a new
e-mail address on the fly. Mailinator will accept mail for any mail address within the
mailinator.com domain, and allows anyone to read it without having to create an account or enter
a password, All meil sent to mailinator.com is automatically deleted after several hours whether
read or not. It is intended to provide users with an anonymous and temporary e-mail address.
See http://mailinator.com/faq.isp (Mailinator FAQs), last visited on February 1, 2011,

? A computer’s name helps o identify it on a network and can be chosen by a user.
4

5
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broader range of IP address, temporarily denying service to legitimate JSTOR users at MIT.

14, MIT coutrols the assignment of a} IP addresses in which the first block is “18.” It
huauignedthemondblockhthel?addressfozmbysp&iﬁchﬂﬂinasmmpua In this
instance, “18.55" defines connections made to the MIT network from within Building 16 on

campus.

15. On September 27, 2010, MIT deactivated the guest registration for the “ghost
laptop” by barring the MAC address 00235273561 from being sssigned a new IP address.

16. On October 2, 2010, “Gary Host,” again using a computer with the client name
“ghost laptop,” registered as @ guest and obtained an IP address from the MIT network. He
appeustohavebypassedtbeaﬂirmaﬁvebaxwhichmhadphcedtohisusageofthenawodc
byspooﬁngtthACAddressofh“ghosthptop,”chlngingﬂwlmbﬂeoftheMACnddms
from 0023547358 to 002357356 (changing the final “b” t0 “c™). The “ghost laptop” was

assigned IP address 18.55,7.48.

17.  OnOctober 8, 2010, the perpstrator, using the same naming conventions as he had
for “ghost laptop,” obtained a guest registration simulteneously for a second cotnputer on the
MIT petwork. “Grace Host” regxsteredthc computer client *ghost macbhook,” providing the e-

! The MIT network assigned the “ghost machook” IP

address 18.55.5.100, locating the “ghost machook's” network connection somewhere w:thm

Bullding 16.

18,  Extraordinary downloading of JSTOR'’s digitized copies of journals began just
before 3:00 p.m. on October 9, 2010, from IP address 18.55.5.100 (assigned to the “ghost
macbook™) and continued until approximately 7:00 p-m. In paralle], extraordinary downloading
from JSTOR's collections to IP sddress 18.55.7.48 (assigned to the “ghost laptop™) began at
approximately 6:30 p.m. and continued as well until approximately 7:00 p.m. that night.

‘IheMAC address of the
manufactures.

by Apple into hardware it

“ghost macbook,” 0017£22¢b074,” is within the range coded

5
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246

RIF




]

Case 1:11-cr-10260-NMG Document 81-21 Filed 11/16/12 Page 17 of 30

=

19.  During the months of November and December, 2010, over two miltion iflegal
downloads were made from JSTOR to two IP addresses assigned to Building 16 et MIT;
18.55.6.240 and 18.55.7.240. Of these, approximately half were research articles, with the

+ remainder being reviews, news, editorials, and miscellaneous things. This is more than one
hundred times the number of downloads by all the Jegitimate MIT JSTOR users combined during
the same period.

20.  JSTOR did not spot this phase of illegal downioading until Christmas time.
MIT’s network logs reflect that the computer assigned IP address 18.55.6.240 had not registered
23 g guest on the MIT computer network on this occasion, An analysis on January 4, 2011,
however, reflected that both IP addresses 18.55.6.240 and 18.55.7.240 were assigned t0 a
computer with the MAC address 004ceSa0c756. Using network tools available to MIT on this
occasion, the computer was tracked back to 2 specialized network wiring closet in the basement
of Building 16 at MIT.

21.  There, MIT personnel found, and subsequently showed to law enforcement
petsonnel, the ACER LAPTOP and an external Samsung hard drive, both of which had been
concealed under a cardboard box. The laptop had been connected directly into MIT’s computer

0 network and the perpetrator had assigned to himself the IP addresses 18.55.6.240 and
18.55.7.240.

B

22,  OnJanuary 4, 2011, MIT placed a video cemera in the wiring closet, Later that
day, the perpetrator, subsequently identified as Aaron Swartz, was videotaped entering the wiring
§ closet. Whﬂethere,huppmedhmplace!huxtmhnddﬁvemhedmmﬂaptop.

7 23, Swuu,whoisneitheusnﬂmtnoranemployeeofmr.wasmordedmin
entering the wiring closet on January §, 2011. Before law enforcement officers could get there,
he had removed his computer equipment from the closet and left.

24.  Later, during the afteroon of January 6, 2011, the laptop removed from the
network wiring closet (identified by its MAC address 004ce5a0c756) was plugged into a network

6
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jack in Building W20, There, it was once again registered through MIT’s guest services. When
it was, the computer identified itself as “ghost laptop,” the same identification provided during
the {llegal downloads in September and October. The ACER LAPTOP and the WESTERN
DIGHALHARDDRNEwaeIowedmdrecovmdbyhﬂTpersonmlmdhwenformg
without the previously observed external hard drive,

25, AnMITpolieeoﬁice:whohadummadpictmesmnbythecovencamm
in Building 16's network wiring closet saw Aaron Swartz on a bicycle near MIT, approximately
half an hour after the “ghost laptop” had been connected in Building W20. The officer stopped
hiscc,aoﬁvmditsbluﬁghmmdd(sphyedhiswﬂletbdge. When be sought to question
Swartz, Swartz dropped bis bike to the ground® and fled. ‘The backpack in Swartz’s possession
ntheﬁmhemcmginmdanestedminumlataappmdtobeﬂ)esmneonchehadwithhhn
on each occasion he was videotaped in the wiring closet at MIT.

26.  In the backpack was the USB DRIVE, From my training and experience and
mfomaﬁonpmvidedtomebymheragems,USBdﬁvesaxeﬁequmﬂyusedtomsom
applications, data and records, including .pdf formatied records such as those that were iliegally
downloaded from JSTOR. They are also frequently used to transfer records and date between
wmpntqsorhatddlives.mmhasbaweenthoseconnectedintbevdﬁngclosettom’mmk
and ones available to Swartz outside.®

27 OnFebmn-y9,2011,ﬂwCouttinsuedwmmmrchSwmz’smidmeeat
950 Massachusetts Avenue, Apartment 320, Cambridge, Massachusetts 02139 (“the
PREMISES"), the ACER LAPTOP, the WESTERN DIGITAL HARD DRIVE, and the USB

* I mistakenly stated in my February 9 Affidavit that Swartz dropped his backpack to the
ground before flecing from police. He kept it with him when he fled,

¢ As reflected in phs 17 and 18, above, there were two laptops used in the October
9, 2010, illegal downlom JSTOR. One identified itself to MITs network as *

.” The second identified itself to the MIT"s network as “ghost macbook™ and provided a
MAC address within the range coded by Apple into hardware it manufactures. The “ghost
macbook™ used in the fraud and thefis hes not been recovered yet.

7
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DRIVE. The warrant to search the PREMISES was executed on February {1, 2011, The
warrants to search the ACER LAPTOP, the WESTERN DIGITAL DRIVE, and the USB DRIVE
were not executed prior to their expiration on February 22, 2011. At the time the warrant was
issued for these picces of electronic equipment, they were secured within the Identification Unit
Laboratory of the Cambridge Police Department. Throughout the period of February 8, 2011, to
the present, theyremﬁmdwi&inmemuCambridgePoﬁcqummm,ﬁrstinmc
Identification Unit Laboratory, then in the Evidence/Property Unit.

28.  Based on my knowledge, training, experience, and information provided 1o me by
otheragmts,Iknowﬂmcomputerﬁlesormmofsuchﬁlescanberewvmdmmhsor
evmymaﬁenhey!nvebeenmitm,downloaded,saved.deleted,orviewedlocanyorover
the Internet. This is true because:

3 Elecuonicﬁlesthulmvebeendown!oadedtoastoragemedimn can be
stored for years at little or no cost. Furthetmore, when users replace their
compum.theymeasilymsfermedmﬁomﬂweiroldcomputertotheirmw
computer.

b. Bvenaﬁetﬁleshavebeendeleﬁed,theycanbemwaedmontbsqryem
later using forensic tools. This is 30 because when & person "deletes” a fileon a
compmcr,medataminedintbeﬁ!edoamtacmauydinppemmh«,m
datamnainsonthestmgemeﬁummﬁlitisovemﬁuenbynewdm,which
might not occur for long periods of time. In addition, a computer's operating
symmmyahokeepamrdofddeteddmina”swap“a”mavuy" file.

c. Wholly apart from user-generated files, computer storage media—in
particular, camputers’ intemal hard drives—contain electronic evidence of how
ﬂwmpmhasbeeamd,whatitha&beanmdfor,andwhohasusedit. This
cvideneemmkethefcmofmmngmtemoonﬁgmﬁons,uﬁfwsﬁom
operaﬁmsynemorappﬁcmnomaﬁm,ﬁ!esymdmmmw
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memory "swap" or paging files, It is technically possible to delete this
information, but computer users typically do not erase or delete this evidence

because special software is typically required for that task.

d Similarly, files that have been viewed over the Internet are sometimes
sutomatically downloaded into a temporary Intemnet directory or "cache.” The
browser often maintains a fixed amount of hard drive space devoted to these files,
and the files are overwritten only as they are replaced with more recently viewed

Internet pages or if a user takes steps to delete them.
LONCLUSION

29.  Based on the information described above, I have probable cause to believe that
Aaron Swartz has violated 18 U.S.C. § 1030()(2) (intentionally accessing a computer without
authorization and obtaining information with a value that exceeds $5 ,000), 18 U.S.C.
§1030(2)(SXA) (intentlonally causing damage without suthorization to a protected computer) and

18 US.C. § 1343 (wire fraud).

30.  Based on the information described above, I also have probable cause to believe
that evidence, fruits, and instrumentatities of these crimes, as described in Attachment B, are
contained within the ACER LAPTOP, the WESTERN DIGITAL HARD DRIVE end the USB

DRIVE.

Swom to under the pains and penalties of perjury,
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ATTACHMENT A
PREMISES TO BE SEARCHED

Acer Aspire One laptop computer, serial number LUSAX0D00]00] 100E1601
2.0 terabyte Westemn Digital bard drive, serial number WMAZA1626675
HP USB drive, marked 0045SMKBT1 85102
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ATTACHMENT B
ITEMS TO BE SEIZED

I All records, in whatever form, and tangible objects that constitute evidence, fruits,

or instrumentalities of violations of 18 U.S.C. § 1030(a)(2) (intentionally
sccessing a computer without authorization and obtaining information with a
value that exceeds $5,000), 18 U.5.C. §1030(a)}(5)(A) (intentionatly causing
damage without suthorization to & protected computer) and 18 U.5.C. § 1343
(wire fraud), including, without limitation:

A.  Recordsand tengible objects pertaining to the following entities, websites,

computer networks, and IP addregses:
1. JSTOR
2, Massachusetts Institute of Technology
3. Jstor.org
4, Mitedu
5. IP addresses in the class A domain 18,
B. Reconds and tangible objects pertaining to the following topics:
1 JSTOR
2 Records and data digitized by JSTOR, including, without
limitation, journals digitized by JSTOR

3. Records and data stored on JSTOR

4, Records and data originating on JSTOR

5. Means of access to JSTOR

6. Compmzrsoﬁmcapableafmaldngrepeatedreqnestsfotdm
and records from JSTOR

7. Computer software capable of making repeated downloads of
records and data from JSTOR

11
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8. MIT's computer network

9. MIT’s physical plant

10.  Remote electronic storage locations

11.  MAC addresses

Records and tangible objects pertaining to the existence and identity of any
co~conspirators, as well as any co-conspirators’ acts taken in furtherance
of the crimes listed above;

Records and tangible objects pertaining to communications to any third
parties in anticipation, during or following the crimes listed above about
those crimes;

Records and tangible objects relating to the ownership, otcupancy,

or use of 950 Massachusetts Avenue, Apartment 320, Cambridge,
Massachusetts 02139 and assigned storage locker “C4", Acer

Aspire One laptop computer, serial number

LUSAXO0DG01001100E 1601, 2.0 terabyte Western Digital hard

drive, serfal number WMAZA 1626675, and HP USB drive,

marked 0045SMKBT! §5102; and

For any computer hardware, computer software, computer-related
documentation, or storage media called for by this warrant or that might
contain things otherwise called for by this waryant (“the computer
equipment”):

1. evidence of who used, owned, or controfled the computer

cquipment;
2, evidence of computer software that would allow remote access and
control of the computer equipment

3. evidence of the attachment of other computer hardware or storage

12
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media;

4. evidente of counter-forensic programs and associated data that are
designed to eliminate data;

5. evidence of the times the computer equipment was used;

6. passwords, encryption keys, and other access devices that may be
necessary to access the computer equipment; and

7. records and tangible objects pertaining to accounts held with
companies providing Internet access or remote storage of either
data or storege media,

All computer hardware, computer softwage, computer-related

documentation, and slorage media. Off-site searching of these items shall

be limited to searching for the items described in paragraph 1.

DEFINITIONS

For the purpose of this warrant:

A

B‘

“Computer equipment™ means sny computer hardware, computer software,
computer-related documentation, storage media, and data.

“Computer hardware” means any electronic device capable of data
processing (such as a computer, personal digital assistant, cellular
telephone, or wireless communication device); any peripheral input/outpit
device (such as a keyboard, printer, scanner, monitor, and drive intended
for removable storage media); any related communication device (such as
8 router, wireless card, modem, cable, and any connections), and sny
security device, (such as electronic data security hardware and physical
locks and keys).

"Computer software” means any program, program cods, information or
data stored in any form (such as an operating system, application, utility,

13
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communication and data security software; 4 log, history or backup file; an

encryption code; a user name; or a password), whether stored deliberately,

inadvertently, or automatically.

"Computer-selated documentation” means any material thet explains or

{ilustrates the configuration or use of any seized computer bardware,

software, or related jtems.

"Storage media” means any media capable of collecting, storing,

retrieving, or transmitting data (such as a hard drive, CD,DVD, or

memory card).

F. "Data” means all information stored on storage media of any form in any
storage format and for any purpose,

m o

G.  "Arecord” is any communication, representation, information or date, A
"record" may be comprised of letters, numbers, pictures, sounds or
symbols.

R
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Attachment A

HP USB drive, marked 0045SMKBT] 85102

:-:
i
5
E—
]
2

26 |RIF

USAO-000295



]

ey

e

Hadig

=5

R

Case 1:11-¢r-10260-NMG Document 81-21 Filed 11/16/12 Page 27 of 30

All records, in whatever form, snd tangible objects that constitute evidence, fruits,

ATTACHMENL B
ITEMS TO BE SEIZED

or instrumentalities of violations of 18 U.S.C. § 1030(a)(2) (intentionally
accessing a computer without authorization and obtaining information with a
value that exceeds $5,000), 18 U.S.C. §1030(a)(5X(A) (intentionally causing
damage without authorization to a protacted computer) and 18 U.S.C. § 1343
(wire fraud), including, without limitation:

Records and tangjble objects pertaining to the following entities, websites,

A.

computer networks, and IP addresses:

I. JSTOR

2. Massachusetts Institute of Technology

3. Jstor.org

4,  Mitedu

5. IP addresses in the class A domain 18.

Records and tangibie objects pertaining to the following topics:

I.  JSTOR

2, Records and data digitized by JSTOR, including, without
limitation, joumals digitized by JSTOR

3.  Records and data stored on JSTOR

4, Records and data origineting on JSTOR
Means of access to JSTOR

6. Computer software capable of making repeated requests for data
and records from JSTOR

T Computer software capable of making repeated downloads of

records and data from JSTOR

USAO-000286
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8. MIT"s computer netwark

9. MIT’s physical plant

10.  Remote electronic storage locations

11, MAC addresses

Records and tangible objects pertaining to the existence agd identity of any
co-conspirators, us well as any co-conspirators’ acts taken in furtherance
of the erimes listed above;

Records and tangible objects pertaining to communications to any third
parties in anticipation, during or following the crimes listed above about
those crimes;

Records and tangible objects relating to the ownership, ocupancy,

or use of 950 Massachusetts Avenue, Apartment 320, Cambridge,
Massachusetts 02139 and assigned storage locker “C4", Acer

Aspire One laptop computer, serial number
LUSAXO0DO001001100E1601, 2.0 terabyte Western Digital hard

drive, serial number WMAZA 1626675, and HP USB drive,

marked 0045SMKBT1 85102; and

For any computer hardware, computer software, computer-related
documentation, or storage media called for by this warrant or that might
contain things otherwise called for by this warrant (“the computer
equipment™):

1. evidence of who used, owned, or controlled the computer

equipment;
2. evideuce of computer software that would allow remote access and
control of the computer equipment
3. evidence of the attachment of other computer hardware or storage
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media;

4, evidence of counter-forensic programs and associated data that are
designed to eliminate data;

5. evideweofﬂ:eﬁmuthzoomp!meqtﬁpmzntmmed;

6. pasm:ds,encupﬁonkeys,mdot&eramdevicathnmyhe
necessary 1o access the computer equipment; and

7. records and tangible objects pertaining to accounts held with
meaniesmvidinghtemctwceuormotemmgeofm
data or storage media.

All computer hardware, computer software, computer-related

documentstion, and storage media. Off-site searching of these items shall

be Linited to searching for the items described in paragraph 1.

DEFINITIONS

For the purpose of this warrant:

A,

“Compuiter equipment” means any computer hardware, computer software,
computer-related docurnentation, storage media, and data.

“Computer hardware" means any elecironic device capable of data
processing (such as a computer, personal digital assistant, cellular
telephone, or wireless communication device); any peripheral input/output
device (such as a keyboard, printer, scanner, monitor, and drive intended
for removable storage media); any related communication device (suchas
ammt,wimlecswd.modan,wble,mdmywmcﬁons).ndany
security device, (such as electronic data security hardware and physical
locks and keys).

"Computer software” means any program, program code, information or
date stored in any form (such 2s an operating system, application, utility,

USAO-000298
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F'

eomm:miuﬁonmddmsewitysoﬁwm;alog,histoxyorwchxpﬁle;m
mrypﬁoneode;aumme;orapusword),whethastomddeﬁbmfely.
inadvertently, or automatically.

“Computer-related documentation” means any material that explains or
ﬂlmumtheconﬁmuaﬁonormofanyseiudcomputerhmdm,
software, or related items,

"Storage media” means any media capable of collecting, storing,
retrieving, or transmitting data (such as a hard drive, CD, DVD, or
memory card).

“Data” means afl infomtionSdeonmugemediaofanyﬁminany
storage format and for any purpose.

“A record"” is any communication, representation, information ordata. A
"record” may be comprised of letters, numbers, pictures, sounds or
symbols.
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13.2 Policy on the Use of Information Technology
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Information technology policies ensure that everyona's use of the Inatitute's computing and
telecommunications resources supports its educational, research, and administrative mission in the bast
possible way. Effective support of the institute's mission requires complying with relevant lagal,
contractual, professional, and policy obligations whenever information technoiogy is used. Effective
support glso means that individuals shouid not interfare with the appropriate uses of information
technology by others.

This policy statement covers privacy of Inslitute records; information security and preservation;
responsible use of MIT computers, networks, and telephones; privacy of electronic communications; and
the acquisition and use of third-party products and services.

13.2.1 Privacy of Institute Records
All members of the MIT community are responsible for ensuring that their handling of information about
individuals is consistent with the Institute’s policy on privacy of information (sse Section 11.2). This policy

applies to all records of the Institute and to any other appearances of all or part of the information in those
records.

The privacy of individuals must be protected, regardiess of the form or the location in which the
information about them is stored, including computer media. Access to personal information must be
limited to authorized users for approved purposes. Such information must be safeguarded from
unauthorized access. Individuals who are authorized to access personal information about others shiouid
not make unauthorized disclosure or use of it.

The availability of computerized information about individuals may appear to encourage the use of those
records for purposes beyond those for which the information was originally collected. Such secondary

uses of information about individuais are inappropriate, unless undertaken in accordance with the
Institute's policy on privacy.

13.2.2 Information Securily and Preservation

MIT has an obligation to provide accurate, reliable information to authorized recipients and to preserve
vital records (see Section 13 3 Archival Policy). MIT is increasingly dependent on the accuracy,
availability, and accessibility of information stored electronically and on the computing and networking
resources that store, process, and transmit this information. Records created and maintained in elactronic
form are included in the Institute's definition of archival materials.

Individuals who manage or use the information and computing resources required by the institute to carmry
out its mission must protect them from unauthorized modification, disclosure, and destruction. Information
— including data ani software — is to be protected, regardiess of the form or medium that carries the
information. Protection shail be commensurate with the risk of oxposure and with the value of the
information and of the computing resources.

13.2.3 Responsible Use of MiT Computers, Networks, and Telephones
MIT's computers, networks, and telephones offer many opportunities to share information on campus and
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fo acoess resources off campus. All members of the MIT community are obligated to use these faclities
in accordance with applicable laws, with institute standards of honesty and personal conduct, and in ways
that are responsible, ethical, and professional.

The use of MIT’s telephones is restrictad to Institute business and necessary personal telephone calls.
Necessary personal telephone calls include calls to arrange family and personal schedules, medical-
related calls, and other reasonable calls; thase calls should be brief. No reimbursement {0 MIT is required
for such calls.

% Telephone cails related to psrsonal businesses and activities are prohibited unisss a psrsonal telephone
credit card is used or an explicit agreement for reimbursement to MIT has been established with the

% appropriate organization.

~ MiTs computing and networking facilities and services are to be used for institute purposes only and not
g for the benefit of private individuals or other organizations without authorization. Unauthorized accsss to
* and use of MIT computer and network services violates this policy.

Members of the Institute community should not take unauthorized actions to interfere with or alter the
integrity of MIT computers, networks, telephones, or the information accessed through them. Efforts to
restrict or deny acosss by legitimate users of the Institute’s computers, networks, and telephones are
unacceptable. Individuals should not use MIT facllities to interfere with or alter the integrity of any other
computers, networks, telephones, or information, irrespective of their focation.

Destruction, alteration, or disclosure of data or programs belonging to others without authorization is
inappropriate. Individuals should not connect unauthorized squipment to or tamper with MIT information
technology facliities or equipment. Using any of the information technology resources of the Institute for
unethical purposes, such as harassment, is unacceptable.

13.2.4 Privacy of Electronic Communications

Federal laws protect the privacy of users of wire and electronic communications from llegal interception.
Individuals who access electronic files or intercept network communications at MIT or elsawhere without
appropriate authorization viclate Institute policy and may be eubject to criminal penatties.

The law aigo regulates disclosure of information within an electronic mait systam by providers of
electronic mail services. MIT departments and other providers of electronic mail services at the institute
who are asked to disclose information from an individual's electronic files without the individual's
authorization should seek guidance from the Offica of the Vice President for information Systems.

13.2.5 Acquisition and Use of Third-Party Products and Services

Special restrictions are often placed on the use of information technology products and services - auch
as hardware, software, documentation, and databases — acquired from outside sources. Membaers of the
MIT community are required to abide by the restrictions imposed by suppliers on information technology
products and services acquired for use at the Institute.

Unless it has been placed in the public domain, most third-party software is protected by copyright law.
Under US copyright law, it is illegal to duplicate copyrighted software or documentation — except for one
archival copy — without the permission of the copyright owner. Unauthorized copying includes lending
software to others 8o that they can make unauthorized copies, as well as letting someone use your
computer to make an unauthorized copy. It is illegal to distribute unauthorized copies of software by any
means, including a computer network.
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: restricted ¢ / patentlav; as a
trade secret, or by contract law in the form of a license or other agreement. When a department,
laboratory, center, or individual acquites hardware, software, documentation, or access to proprietary
databases from outside sources for use at MIT, the department is responsible for obtaining Institute
approval that the terms and conditions of any associated license or other agresment are conasistent with
relevant Institute policy, such as the research policy statements and the policies on Inteflectual Property
(see Section 13.1).

When supervisors, instructors, or others arrange for authorized distribution of information technology
products and services from outside sources, those individuals are responsible for ensuring that the
people having access to the products and services are advised of all the associated usage resfrictions.

Use of hardware, software, databases, and documsntation may be further restricted
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CLOSED, PROSE-NP, TYPE-F

U.S. District Court
District of Columbia (Washington, DC)
CIVIL DOCKET FOR CASE #: 1:11-cv-01463-UNA

STEPNEY v. JSTOR ¢t al Date Filed: 08/12/2011

Assigned to: Unassigned Date Terminated: 08/12/2011

Demand: $5,000,000,000 Jury Demand: None

Cause: 42:1983 Civil Rights Act Nature of Suit: 890 Other Statutory Actions
Jurisdiction: Federal Question

Plaintiff

JO ANN MYERS STEPNEY represented by JO ANN MYERS STEPNEY
781 Embarcadero Del Norte #5
Goleta, CA 93117
(805) 685-4304
PRO SE

V.

Defendant

JSTOR

Defendant

ANDREW W. MELLON FOUNDATION

Defendant

ITHAKA

Date Filed # | Docket Text

08/12/2011)

08/12/2011 1 | COMPLAINT against ANDREW W, MELLON FOUNDATION, ITHAKA, JSTOR filed by
JO ANN MYERS STEPNEY. (Attachments: # 1 Civil Cover Sheet)(md, ) (Entered:

(md, ) (Entered: 08/12/2011)

08/12/2011 SUMMONS Not Tssued as to ANDREW W. MELLON FOUNDATION, ITHAKA, ISTOR.

(Entered: 08/15/2011)

0871212011 2 | MOTION for Leave to Proceed in forma pauperis by JO ANN MYERS STEPNEY. (mnd, }

(md, ) (Entered: 08/15/2011)

081272011 |3 | MEMORANDUM AND OPINION. Signed by Judge Heary H. Kennedy on 08/02/2011.

08/12/2011 4 | ORDER DISMISSING PRO SE CASE WITH PREJUDICE. Ordered that the application of
the plaintiff to proceed in forma pauperis is GRANTED. This is a final appealable Order. SO
ORDERED.. Signed by Judge Henry H. Kennedy on 08/02/2011. (md, ) (Entered: 08/15/2011)

CRS S Kirwin https:/fecf.ded.uscourts.gov/cgi-bin/DktRpt.pl?506299368904991-L_452_0-1
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PAC Service Center

Transaction Receipt

~1IA02011 16:12:38
PACER Login:

Clieat Code:
Search Criteria:][i:11-cv-01463-UNA]
Billable Pages: |<_Zost: ﬂ I

1 0.08
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Sent: 3 0.5
To: FARON PARAMORE (GPA)
Subject: RE: U.S. 8ecret Service - Swartz briefing today.

2157 Rayburn. Yes, I'm the contact now thatﬂmis out. A bunch of my guys are out, so
I'm covering a lot. Give a call if you need anything in advance.

----- Original Message~«~-~
From: FARON PARAMORE (GPA) [mailto{(P)O)E
Sent: friday, February 01, 2013 10:53 AM
To:|(b)(6),(b)(7XC) |

Subject: U.S. Secret Service - Swartz briefing today.
Importance: High

Good Mom:ln hope you are well.

[EEIBNTET_| 1 just received an email frof(®X6). linforming me that he was out of the office today
and that you would be our POC for the briefing this afterncon at lpm.

Sir, can you please advise where we should meet you for the briefing at 1pm,
Thanks much,

Faron.

Faron K. Paramore

Deputy Assistant Director

Office of Congressional Affairs
United States Secret Service

Ph: = Main line
W0 Direct line
Cell

(202) 406-5740 Fax

~----Original Message--~--
From: FARONM PARAMORE (GPA)
Sen H i L) al"y 01‘ 2013 18:28 M

femnT ]
IV PARRFORE (GPA)

Subject U.S. Secret Service - Swartz briefing today.
Importance: High

Good nominhope you are well,

Just left you a voice mail.

TONG) (B
couple of things.

1) Can 1 please get the building and room # of where the briefing will be held today.

1
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2) When you have a chance, can you please give me 3 call OR let me know what is a good time
to contact you concerning the 6E issue.

Our Chief Counsel’s office has

It is my understanding that DOJ will not be participating with the briefing this afternoon.
That their briefing may take place at a later tbd time.

Respectfully, we (USSS) will provide information on our investigation. We will not speak to
matters that fall under DOJ's purview.

Again, I think you will be pleased with the information we will provide.
Thanks much.
Fam‘

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Phs 202) 406-5676 Main line

POLIE en B
Cell

(202) 406-5749 Fax

All e-mail to/from this account is subject to official review and is for official use only.
Action may be taken in response to any inappropriate use of the Secret Service's e-mail
system. This e-mail may contain information that is privileged, law enforcement sensitive, or
subject to other disclosure limitations. Such information is loaned to you and should aot be
further disseminated without the permission of the Secret Service. If you have received this
:-iluail in error, do not keep, use, disclose, or copy it; notify the sender immediately and
elete it.
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FARON PARAMORE (GPA) —

Hi Faron,

Thanks for the message. Hope you had a nice weekend as well,

As for the 8E concerns, public reports Indicate that the charges were dropped (see below from the L.A. Times).
We look forward to seelng you on Friday.

Thanks,
(6),®) |

Feds drop charges against late Internet activist
Aaron Swartz

Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz after his death.
(Michael Francis McElroy / New York Times via Associated Press / January 30, 2009)

By Jessica Guynn

January 14, 2013, 10:38 am.

Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz.

Swartz, 26, was found dead Friday in his New York apartment. He apparently had hanged himself.
Prosecutors filed the notice of dismissal on Monday.

Swartz’s family blamed his death on "prosecutorial overreach.”

The U.S. attorney’s office could not be reached for comment.

Federal prosecutors alleged Swartz used MIT's computers to illegally access millions of academic articles
through the JSTOR database, a subscription service for scholarly articles. He was indicted in 2011 and was
scheduled to go to trial on 13 counts including computer fraud. Swartz faced the possibility of millions of
dollars in fines and up to 35 years in prison.

The case was seen as a showdown pitting the govemment and commercial interests against lnternet "freedom
ﬁghmlv
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MIT President L. RafaelkdfonSmdayappoiﬁedeAbekon,apm&ssorofmpmer?ciemeand
msineeﬁngandafoundhsdiWOwaaﬁowomandﬁmFmSoﬁmeomdmmw "lead a
thorough analysis of MIT’s involvement.”

Asnewsspreadoverﬁleweeka:dofSwmtz‘sdeﬂh,theWebgpﬂﬁLyglxmmrorabﬁlﬁmt.yomg
technologistandaﬁivistwhowantedtosetﬂ:ewoﬂd‘sinfonnationfreeyetcouldneverescapehlsowndemons.

Confided one friend: l‘l’mnotsurpl'is:.ztltlmtthi:;ishowhislifeemitad.am(llbetnumyotlmtsfeelthesameway.
So sad, he had so much potential and not enough joy in his life."

Swartz was just 14 when he helped create RSS, a toof that distributes online content. He was one of the
foundusofﬂnsocialnewssiukeddit,whichmbwghtby_&_;mBnthewasbestknownasanacﬁvist
for free and open access to the world's information.

"Everything he did was aimed at world-changing and at activism,” seid friend and historian Rick Perlstein.
Now his death is being used to question government's aggressive criminal prosecution of Internet activists.
Anonymous gllegedly hacked MIT's website and left a tribute for Swartz: "We do not consign blame or
responsibility upon MIT for what bas happenéd, but call for all those fee! heavy-hearted in their proximity to

this awful loss to acknowledge instead the responsibility they have — that we all have —to build and safeguard
a future that would make Aaron proud.”

Prom: FARON PARAMORE (GPA) [mailto[©YOMBNIIC)  Luses dhs.gov]
day, January 25, 2013 3:47 PM |

11t MmeiniA

Good afternoon{(B)6).(b] hope you ars well.

Ffriday, Pebruary 1, 2013 at 1lpm should work well for us.

we have absolutely no problem coming up to provide the briefing.

Our Boston Office is touching base with the US Attorney's Office up there, to see where
we are with any 6B Grand Jury materials. If they dismiss / drcp the charges then I think
it would wake the 6B issue “go away” and it would not be a concexn at all.

Thanks much, hope you have a pleasant weekend,
Pazon,

Faron X. Paramore

Deputy Assistant Director
Office of Congressiomal Affairs
United States Secret B8ervice
Ph: § Main line
Direct line
Cell

(202) 406-5740 Pax
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Hi Faron,

Thanks for your voicemail.

We would like to schedule the briefing for 2/1/2013 at 1:00 p.m. at our offices. We will provide further information
about the specific room.

Please let me know if that works.

Sincerely,

b
(*]

mm FARON PARAMORE (GPA)

Good aftern hope you are well.
Thanks for the email.

Sure thing, be back in touch soon.
Thanke.

Faron.

Faren K. Paramore

Deputy Assistant Director

Office of Congressional Affairs
united States Secret Service

Ph: 202) 406-5876 Main lina
b)8),(b)(7HC) Direct line

| Cell

{202) 406-5740 Fax

T e IR PRI S B e e T T

Hi Faron,
Thanks for speaking with us about the briefing. Please let us know when you have further information,

Sincerely,
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Committee on Oversight and Government Reform
Darrell Issa, Chairman

[EXERET ]

All e-mail to/from this account is subject to afficial review and is for official use only. Action may be teken in
response to any insppropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
reeeivedtlﬁse-mailinerror,donotkeep,m,disclose,orcopyit;notlfyﬁwsenderimmdimlyanddeleteit.
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FARON PARAMORE !GPA!
From: 9).(BX7 e 18

Sent:
To:

Ce:
Subject:

DAD Paramore:

[Consult with cutside agency. |

(bX0),

U.S. DEPARTMENT OF JUSTICE
slative Affairs
SDOJ . gOV

8).(bX7)(C) - direct

----- Original Message-----

From: FARON PARAMORE (GPA) [mg;1go|(bxﬁ).(b$(7xﬁ) Busss . dhs . gov]
Sent: Tuesday, January 22, 2013 19:59 AM

Tol(B)B).OX7XC) ________J(OLA)

Cc{(BX6),(b)7)C) _Bhg.dhs.ga
subject: U.S. Secret Service - Aaron Swartz case out of Boston

Good Morning I'ls hope you are well.

Ma'am, my name 1s Faron K. Paramore. I serve as the Deputy Assistant Director in the Office
of Congressional Affairs for the U.S. Secret Service.

Last Thursday afterncon (1/17/13) I was contacted by a Mr (B)6).(bXNC) | professional staff
with the House Oversight & Government Reform Committee (Majority Staff - Chairman Issa),
requesting to receive a briefing from the U.S. Secret Service regarding our role /
investigation of the Aaron Swartz case gut of Boston, MA.

Ma‘'am, at your convenience would it be possible for me to give you a call to discuss this
matter.

Thank you very much for your time.

Faron K. Paramore

Deputy Assistant Director
office of Congressional Affairs
United States Secret Service

Ph: g Main line

202) 406-5740 Fax
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Note the Issa comments towards the e
allay/tec 1ce-dep

3= 1L - i

nd of the article httpi//thehill. com/blogs/hillicon-

LSS

All e-mail to/from this account is subject to official review and is for official use only.
Action may be taken in response to any inappropriste use of the Secret Service's e-mail
system. This e-mail may contein information that is privileged, law enforcement sensitive, or
subject to other disclosure limitations. Such Snformation is loaned to you and should not be
further disseminated without the permission of the Secret Service. If you have received this
e;:::l in error, do not keep, use, disclose, or copy it; notify the sender immediately and

d e it.
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FARON PARAMORE (GPA)

sont: O AT o

Sent:

To: FARON PAR&RE {GPA)

Subject: RE: From Time.com: Aaron Swartzs Suicide Triggers Response from Top U.S. Lawmakers
checking

From: FARON PARAMORE (GPA) (maiito{®XC)EX/XC) dhs.gov]

Sent: Tuesday, January 22, 2013 10:53

Ce: WILHTAMS TYNDA R
Subject: RE: From Time.com: Aaron Swantz's Sulcide Triggers Response from Top U.S. Lawmakers

s DHS OLA have any concerns with ng providing us a briefing to the OGR STAFF omn
his lgsuve? '

NOTB: We (USSS) will ONLY talk about our role in investigating this case, We will NOT
speak to any aspect of “Plea Agreements” etc.

Thx. Faron

Faron K. Paramore

Deputy Assistant Director
office of Congressional Affairs
tnited States Sscret Service

Ph 202) 406-567€6 Main line
I{Efs’(b)(??f; Direct line

| Coll
202) 406-5740 Pax
From (DYUXOTEI £10-)1100] himdAd D
Sent: Tuesday, JanWZZ.ZDﬂ 10’41AM

‘To: FARON PARAMORE (GPA)
Subject: RE: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

Hi Faron -

| hope you are resting from the wonderful and what seemed to be a well coordinated inauguration. | apologized, | told
you Friday | would send you my POCs far Dal Congressional {(helow). an atty and works in afl areas of DoJ where |
betieve (B _Jmay specialize in Wlicit drugs but both shouid be able to point you in the right direction.

' o oy e s CONAIGWN L e B inesssestn ey

pmoux
Subject: From Time.com: Aaron Swartz's Sulcide Triggers Response from Top U.S. Lawmakers

1
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Good atternocn [(B)(6).(] bope you are well.

mn\'c left you a v/m.

Ovexr the last yeax and a half ouxr Boston Field Office / New England Electronica Crimes
Tasmk Force was working a cyber case. Our Suspect was a ¥r. hAaron Swvartz’s. Lomng story
ghort - Swartt killed himself about a week ago. His federal trial waa suppose to atart
in a month or s0.

NOW, thers have been numerous articles ocn the web about how the “Federal Gov’t* was heavy
handed in this case.

Late yesterday afternoon I received a call from Chairman Issa‘s staff requesting to
raceive a briefing possible next waek.

¥ant to make sure DHS is in the loop on what actually happened.

Al®o, we will need to coordinate with DOJ Congressional Affairs om this. The USSS will
ONLY speak to our rolas in this case. DOJ {(The U.5. Attornye’s Office hae a big part in
this alaso}.

Please give me a call when you have a moment sc I can brief you.
See links helow,
Thanke. Faron.

Faron K. Baramore

Deputy Assistant Director
Office of Cangzessional Affairs
United States Secret Service

Ph: {202) 406-8€76 Main l1line
(6), birect line

Cell

(202) 406-5740 Fax

From: ) (GPA)

Sent: ry 17, 2013 1:46 PM

To: FARON PMRE (GP/

Co: LA WLIAMS (GoAEOTOTETTNCT o TR —Joon TSR Joon
Subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Re

Faron,
Here are some -- see attached.
Also - Here are a couple more things thm'ﬂmnd:
. Note the Issa comments towards the end of the article

¢ Previous TJX hacking case - Sams prosecutor and the suspect also committed
suicide:

httg: //www.dailymail .co.uk/news/axticle~-2262831/Revealed-Aaron-Swartz-
prosecutor- drove—h_gcke: -guicide-2008-named-cyber-cring-case. html ’

Let us know what else you need.
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SmT ‘tl'am‘:ith:\éa fﬂary 17, 2013 1:39 PM
To: GPA)

subject: PW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

http://crooksandliars .com/karoli/unanswered-question-why-was-secret-service-

http://www.justice.gov/usao/ma/news/2011/July/SwartzAarcnPR. htel

--=-~0priginal Message-----
From: FARON PARAMORE (GPA)

Sent: Thursday, January 17, 2013 1:35 PM

2 ORT ) o

ce TYRiA WITLTAE (6PA) EXBTBRTICT J(oon) EROLEXTIT o)

subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

EBEE can you pull down any / 311 articles you can find on the internet concerning this
suy

Mr. Aaron Swartz.
Issa's office just called and are looking for a briefing tbd time next week.
Thx. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: (202) 406-5676 Main line

PRATC o o
Cell .

(202) 306-5740 Fax

-~-«-0Original Message-----

From: EDWIN DONOVAN (GPA)

Sent: Thursday, January 17, 2013 12:54 PM

To: HUGH DINLEAVY (INV); DANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE PIELDS (INV); JONATHAN
BARTLETT (CID ,
¢ :[RYELENNDCT__1(GPAY ®XE)ENTNC)| (aPa) BXELENTHC) ] (6PA) sBXE).ON7IC) __|(GPA); FARON
PARAMORE (GPA); [D)6),(BX7)(C)  KGPA); LYNDA WILLIAMS (GPA)

Subject: From Time.com: Aaron swartz's Suicide Triggers Response from Top U.S. Lawmakers

=

Attached 1s an article from Time.com discussing Aaron Swart2's suicide and reaction from some
members of Congress. ‘
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Link to article: http://busimss.tme.com/zm/ouielaaron-sual;tzs-suicide-triggars-
response-from-us-lamakers/ :

Allo-mailtolﬁomthismountissubjemooﬁcialmiewmdisforoﬁchlmonly.Acﬁonmybetakmin
wsponsewwyimppropﬁueuseofmeSeuetService'se-mnﬂsysum.Thise-mallmaycomaininfomaﬁon
thatisprivihged.hwmﬁomanm:miﬁve,orwbjectmothadisclomlﬁnhaﬁmsmmmmﬁmis
bmedwyoundshomdnmbeﬁmmudimﬁnmdw&hnmthepmhdonofthe&cm&ﬂiu.lfyouhave
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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FARON PARAMORE (GPA) S

From: (b)X6).OX/UC) hHQ.DHS.GOV]

Sent esdRy, January 22, 20 41 AM

To! FARON PARAMORE (GPA) .
Subject: RE: From Time.com: Aaron Swartz’s Suicide Triggers Response from Top U.S. Lawmakers
Hi Feron -

| hope you are resting from the wonderful and what seemedtobea inated inauguration. | apologized, | told

you Friday | woukd send you my POCs for Dol Congressional (below). an atty and works in all areas of Dol where )
bellevel{E)(E),nay specialize in licit drugs but both should be able to point you in the right direction.

[EXBLEK? Jusdol.gov
EXELEND Jussdoloy

From: FARON PARAMORE (GPA) [maiit(2)(6). (OX7X Jusss.dhs.gov] _
sent: Hiday, Janton 18, 2013 3:40 PM

p4(D)(6).(D)7HC) |

Cc: PARAMORE FARON K

Subject: From Time.com; Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

Good attemoon hope you are well.
just left you a v/m.

Over the last year and a half our Boston Field Office / New England Blectronics Crimes

Task Force was working a cyber case. Our Sugpect wae a Mr. Aaron Swarte’s. Long story
short - Swartz killed himself about a week ago. His federal trial was suppose to start
in a month or 8o.

NOW, there have been numercus articles on the web about how the °PFederal Gov’t” was heavy
handed in this case. '

Late yasterday afternoen I received a call from Chalrman Issa's staff requesting to
receive a briefing possible next week.

Want to make sure DHS ifi in the loop on what actually happened.

Also, we will need to coordinate with DOJ Congressional Affairs on this. The USES will
ONLY speak to our role in this cage. DN {(The U.8. Attornye's Office bas a hig part in
this also}.

Please give me a call whem you have a moment so 1 can brief you.

See linka below.

Thanks. Farom.

Faron K. Paramore

Deputy Assistant Directer .

Oftice of Congreesicnal Affalxs

United States Secret Service

#hs {202) 406-5676 Mainp line
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X pirect line
Cell
202) 406-5740 Fax

pene sae

To: FARONPMRE( :
eumnuwnumsmm P fEXELBKNC) _Jer w@»
Subject: FW: From Time.com: Aaron Swattz's Suicide Triggers Respanse from Top U.S.

Faron,

Hera are some -- see attached.

Also - Here are a couple more things that [P0 lfound:

) uote the Issa cmnts towards the end of the at'ticle

¢ Previous TIX hacking case - Same prosecutor and the suspect alzo eotmitted
suicide:

http: //www.dailymail .co.uk/news/article-2262831/Revealed-Aaron-Swartz-
gggucutor-drwe hacker-suxcida-aooa-med-cybar crime-cage .html ¢

Let us know what else you need.

e uary 17, 2013 1:39 PN - '
To: (GPA) '
Subje rom Time.com: Aaron Swartz's Suicide Triggers Response from Top U. 5. Lawmakers

Wttp://crooksandliars . cam/karoli/unanswered-question-why-was-secret-services

' bttp:/lmn.justtce.sovlusaolma/nmslzoulJuIyISuartz&aronPR.htnl

~ From: FARON PARAMORE (GPA)
Sent: ary 17, 2013 1:35 PM
To: (GPA)
Cc: LYNDA WILLIAMS (GPA); [RXG).EBYDICII(GPA); (D'OXOMKQ_ (GPA) '
Subject: PW: From Time. con. Aar'on Swartz's Suicide Triggers Response from Top U.5. Lawmakers

[OXELE Jean you pull down any / all articles you can find on the internet conceming this
CW

Mr. Aaron Swartz.

Issa‘s office just called and are looking for a briefing thd time next week.
2
279



Thx. Faron.

Faron K. Paramore

Deputy Assistant Director
0ffice of Congressional Affairs
United States Secret Service

Ph: -5676 Maln line
X Direct line
Cell

{202) 406-5740 Fax

----- Original Message-~~--

Erom: EDWIN DONOVAN (GPA)

Sent: Thursday, January 17, 2013 12:54 PM

To: MUGH DUNLEAVY (INV); JANE MURPHY {INV); PAUL MORRISSEY (GPA); LEE FIELDS (INV); JONATHAN

Ce BRI —1.(GPA) JENELBNTHCII(GPA) ; KERXEG)LEDI/NC) 1(GPA) ; [BYEY.EBXINC)__ |(apa); FAROM
PARAMORE (6PA);[E)N0)LMBX7HC)  J(GPA); LYNDA WILLIAMS (GPA)
Subject: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

Attached is an article from Time.com discussing Aaron swartz's suicide and reaction from some
members of Congress.

Link to article: http://business.time.coml2013/011161aaron-swartzs-suiclde‘-triuers-
response-from-us-lawmakers/

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response $0 any inappropriate use of the Secret Sa'vioe’se-mailsystem.'!'hise-mailmaycomaininfotmaﬁon
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loanedmyouandshouldnotbefwtherdisseminmdwithontthe ission of the Secret Service. If you have
received this e-mail inerm,donmbep,usqdischse.mcopyicmﬁfythemdainmedim}ymdddemit
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FARON PARAMORE (GPA) i

From: FREDERICK SELLERS (INV)
Sent: Thursday, Januacy 17, 2013 2112 PM
To: FARON PARAMORE (GPA)
Subject: Re: Articles regarding Aaron Swartz
Thanks.

x . s .
Sent: Thursday, January 17, 2013 02:11 PM Eastern Standard Time
To: (INV); FREDERICK SELLERS (INV)

GPA); EDWIN DONOVAN (GPA); PAUL MORRISSEY (GPA)

Sulject: Articles regarding Asron Swartz
Juat fyi.

Quotea from several Hill folks in the EILL ¢lip bhelow.
Paron.

Faron K. Paramore

Deputy Assistant Director

Office of Congressional Affairs

tnited States Secret Sexrvice

Ph: {202) 406-85676 Main line

izect line <
11

FN b v LGPA)
, January 17, 2013 1:46 PM
To: FARON PARAMORE {GPA
Cc: LYNDA WILLIAMS (GPA); DZE!-(EZ?XC) kGPA GPA) GPA)
Subject: FW: From Time.com: Aaron Swartz’s Suicide Triggers op U.S.
Faron,

Here are some -- see attached.
Also - Here are a couple more things that ound:

o Note the Issa comments towards the end of the article
s //thehil), logs/hillicon-vall nol 277768-4ustice-department-
s-prosecution-of- - SWa

¢ Previcus TJX hacking case - Same prosecutor and the suspect also committed
suicide:

At ers Amtemtmat chobatmbes

http: //wvww.dailymall ,co.uk/news/article-2262831/Revealed-Aaron-Swart2-
prosecutor-drove-hacker-suicide-2008-nasmed- cybex-crime-case.html

Let us know what else you need.
Thanks,
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SGWN‘Y 17, 2613 1:39 PM
Yo (U7X GPA)

subject: FW: From Time.com: Aaron swartz's Suicide Triggers Response from Top U.S. Lawmakers

hetp://crooksandliars . com/karoll/ unanswered-guestion-vwhy-was-secret-service-

http:!lm.just:lce.gov/usao/ma/neuslzon/JulyISuartzAnronPR.html

----- Original Message-----

From: FARON PARAMORE (GPA)

Sent: Thursday, January 17, 2013 1:35 PM
To!| (GPA)

Cc: LYNDA WILLIAMS (GPA);WG») GPA)
subject: FW: From Time.com: Aaron Swartz's Suiclde Triggers Response from Top U.S. Lawmakers

(0)(6).(6)(7] can you pull down any / all articles you cen find on the internet concerning this
guy '

Mr. Aaron Swartz.

Issa's office just called and are looking for a briefing tbd time next week.
Thx. Faron,

fFaron K. Paramore

Deputy Assistant Director

Office of Congressional Affairs
United States Secret Service

Ph: _(202) 406-5676 Main line
Y Direct line
ell

(202) 406-5740 Fax

-=-==0riginal Message-----

From: EOWIN DONOVAN (GPA)

Sent: Thursday, January 17, 2013 12:54 PM

To: HUGH DUNLEAVY (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS (INV); JONATHAN

b)(6),(b 6pA) ; BYBLENTHC) J6PA); [BYBLBTHC) | (6pA) sD)E).BXTHC) GPA); FARON
PARANORE (GPA);[)O)BY7HC)  [GPA); LYNDA WILLIAMS (GPA)
Subject: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

attached 1s an article from Time.com discussing Asron Swartz's suicide and reaction from some
members of Congress.

Link to article: http:/lbusiness.t:lme.cou/!bﬂ/b:ll:ﬁ/nmn-suartzs-suicide-triggers-
response-from-us-lawmakers/
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FARON PARAMORE (GPA)

From: FARON PARAMORE (GPA)

Sent: Fridav_Febnuary 01, 2013 10:13 AM

To: OXB).(OUTHC) ____Pusdoj.gov'

aiahd. 5- 710R-sg (gm}mn f INV Requested Swariz Investigation Synopsis
'y > - - ° ﬂ

Attachments: Swanz INV Brief 1-20-2013.pdf

importance: High

8ir, hers you go.

Thanks much.

Faron,

Faron K. Paramore

Deputy Apsigtant Director
Office of Congressional Affairs
United States Secrat Service

Ph: {202) 406~-5676 Main line

8),(bX7X Direct line .
Cell

02) 406-5740 Fax

283



UNITED STATES GOVERNMENT

memorandum
DATE: January 29, 2013 U.S. Secret Service
syl SAIC - Boston Field Office 775.210
J-102-775-600710-S

memc: Aaron Swartz Investigation
1 AD - Office of Investigations

Reference is made to the multiple telephone and electronic mail conversations regarding the
above subject case, in particular the January 22, 2013, request by DAD Hugh Dunleavy,
Office of Investigations, for additional information regarding the criminal investigation of
Aaron Swartz. .

Further reference is made to the multiple US Secret Service Investigative Reports in case
number J-102-775-600710-S. The below information is being provided as a brief outline in
suid case as it relates to the criminal investigation, The Depariment of Justioe and the US
Attomey’s Office, District of Massachusetts, is the appropeiate entity to consult in reference
to the prosecution and court proceedings in this case.

Late during the night of September 24, 2010, an unidentified individual registerod his
computer on Massachusetts Institute of Technology’s (MIT) campus and obtained a guest
account on MIT’s computer network. The individual did not provide his true identity at this or
any subsequent time, and neither MIT personnel nor law enforcement officers knew the
individual’s name until his arrest months Iater, The individual registered his computer by
specifying his name as “Gary Host,” a pseudonym, and his e-mait address as
ghost@mailinator.com, a disposable e-mail address by virtue of its requiring no initial e-mail
tegistration and keeping no records of e-mail access. Before assigning the computer an
Internet Protocol (IP) address, MIT”s network automatically collected the computer’s owner-
created name — “ghost laptop” — and the unique identifying number associated with the
computer’s Internet networking hardware, known as the computer’s Media Access Control
(MAC) address. These are standard Jogin and communication procedures.

MIT"s Dynamic Host Configuration Protocol (DHCP) computer server then used a standard
Internet protocol to assign the individual an TP address (18.55.6.215) for use while on the
network. The network kept records of the computer's registration information, its IP and its
MAC addresses, These records are standard computes-networking records, and did not
include any computer commands that the individual typed in or ran, or any data that the
computer downloaded,

September 28, 2010
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The day after registering the “ghost laptop,” the unidentified individual used the “ghost
laptop” to systematically access and rapidly download an extraordinary volume of articles
from JSTOR (short for Journal Storage, is a digital Horary founded in 1995, Originally
containing digitized back issues of academic journals, it now also includes books and primary
sources, and current issues of journals) by using a software program that sidestepped
JSTOR's computerized limits on the volume of cach user’s downloads. The downloads and
nquemfordowmadswmwuummmpid,mdmsdvedmzheyimpaimdthe

performance of JSTOR's computers.

As JSTOR, and then MIT, became aware of these downloads and problems, both sttempted to
block the individual’s computer from further communications. On the evening of September
25, 2010, after suffering hundreds of thousands of downloads ftom the ghost laptop, JSTOR
temporarily ended the downloads by blocking network access from the computer at IP address
18.55.6.215.

The next day, however, the ghost laptop’s user obtained a new IP address from MIT’s
network, changing the last digit in its IP address by one digit from 18.55.6.215 to 18.55.6.216.
This defeated JSTOR’s IP address block, enabling the ghost laptop to resume futiously
downloading articles from JSTOR. This downloading continued unti) the middle of
Scptember 26, when JSTOR identified it and blocked communication from IP addresé
18.55.6.216 as well. The September 25 and 26 downloads had impaired JSTORs computers
and misappropriated significant portions of its archive. Because the download requests had
originated from two MIT IP addresses that had begtn with 18.55.6 — that is, 18.55.6.215 and
18.55.6.216 — JSTOR began blocking a broader range of MIT IP addresses on September 26,
The new block prevented MIT researchers assigned MIT IP addresses 18.55.6.0 through
18.55.6.255 (as many as 253 computers) from performing research through JSTOR’s archive
for three to four days.

September 27,2010

When JSTOR notified MIT of the continuing problems; MIT banned the “ghost laptop” from
using its network as well. To do this, MIT tenninated the ghost laptop’s guest registration and
prohibited the computer, as identified by its hardware MAC address, from being assigned a
new IP address again through the guest registration process.

Qctober2.2010

Less than a week after JSTOR and MIT had barred the ghost laptop from communicating with
their networks, the unidentified individual obiained yet another guest connection for the ghost
laptop on MIT’s network. Having recognized that MIT or JSTOR had blocked his ghost
laptop by recognizing its MAC address, the individual now manipulated the ghost laptop’s
MAC address to mislead MIT into believing that he was a new and different guest registrant.

Octgber §,2010

The unidentified individual connected a second computer to MIT’s network and created
another guest account using pseudonyms similar to those he had vsed with the “ghost laptop™,
He registered the new computer under the name “Grace Host”, a temporary email address of
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ghosté2@mailinator.com, and a compurter client name of “ghost macbook.”

Qctobar 9, 2010

The unknown individual activated the ghost laptop and the ghost macbook to download
JSTOR's articles once again. The downloads came so fast and numerous that the individual

again significantly impaired the operation of some of JSTOR’s computers.

Once again, MIT could not identify who was controlling these computers or where they were
physically located, and JSTOR ¢ould not isolate the interloper to a consistent IP address that
could be blocked. Consequently, JSTOR blocked access by and to every computer using an
MIT IP address campus-wide for approximately three days, again deptiving legitimate MIT
users from accessing JSTOR’s services. MIT blocked computers using the ghost laptop’s and
the ghost macbook’s MAC addresses as well.

Neovertheless, between the end of Octobet and January 6, 2011, the unidentified backer
obtained at least three niew IP addresses and assigned his computer two new MAC addresses.
He also moderated the speed of the downloads, which made them less noticeable to JSTOR.
The exfiltration of JSTOR's collection was nonetheless extreme. During this period, the
individual downloaded well over a2 million of JSTORs articles.

Because the hacker had modified the speed of his downloads, JSTOR did not notice his Jatest
downloads until around December 25, 2010. Once detected, however, JISTOR provided MIT
with the hacker’s latest IP address. Now that MIT’s network security personnel bad a more
robust set of network tools, they could consult network traffic routing records and trace the IP
address back to a concrete physical location on campus.

January 4,2011

An MIT network security analyst traced the hacker’s IP address to a network switch located in
a basement witing closet in MIT*s Building 16. Building 16's street level doors have no-
trespassing signs posted on them. The wiring closet is protected by a pair of locked steel
doors, The closet is generally locked, but at that time its lock could be forced by a quick jerk
of its double doors. When MIT personnel entered the cloget, they found a cardboard box with
a wire leading from it to a computer network switch.

Hidden under the box was the ghost laptop, an Acer-brand laptop, connected to a separate
hard drive for excess storage. The network cable connected the laptop to the network switch,
thus giving the laptop Internet access. The laptop’s direct connection to the network switch
was unusual because MIT does not connect computers directly to those switches.

LAW ENFORCEMENT IS NOTIFIED

January 4,2011

MIT personnel called the MIT Police to the scene, who, in tum, called a USSS New England

Electronic Crimes fulltime Task Force Officer (TFO) directly. The TFO is a Detective from

Cambridge Police. Three members of the task force respond to the scene, a USSS Special E
IF




Agent, a Boston Police Detective who is a fulltime TFO and the Cambridge Police TFO who
received the call. A Cambridge Police Crime Scene Unit was summoned to the scene for
processing. Over the course of the moming and early afternoon of January 4th, MIT and law
enforcement officers collaboratively took several steps to identify the perpetrator and leam
what he was up to:

(1) Cambridge Police crime scene specialists fingerprinted the laptop’s interior and exterior
and the external hard drive and its enclosure;

(2) MIT placed and operated a video camera inside the closet, which, as discussed below,
later recorded the hacker (subsequently identified as Aaron Swartz) entering the wiring closet
and performing tasks within it;

(3) The Secret Service opened the laptop and sought to make a copy of its volatile memory
aka Random Access Memory (RAM), which would automatically be destroyed when the
laptop’s power was turned off, but the effort resulted in their seeing only the laptop’s user
sign-in screen;

(4) MIT connected a second laptop to the network switch in order to record the laptop’s
communications, a type of recording often referred to as a “packet capture;” fo)3)Rule

‘zs;zsm

(5) Beginning on January 4, 2011, MIT agreed to provide, and later provided, the Secret
Service copies of network logs pertaining to the ghost laptop and ghost macbook between
September 24, 2010 and January 6, 2011, some of which records were provided consensually,
the remainder of which were provided pursuant to a subpoena.

By mid-day on January 4th, MIT and law enforcement personnel had completed their initial
crime scene investigation. Experience led them to believe that merely removing the hacker’s
computer equipment would more than likely result in his renewing his efforts elsewhere. So,
rather than take the hacker’s equipment away, MIT and law enforcement instead restored the
closet to its initial appearance upon discovery, and monitored who entered the closet and
handled the laptop. MIT installed an IP camera in the closet to accomplish the monitoring. In
this way, the hacker would not necessarily know that his criminal tools had been discovered,
his identity might be uncovered, and he could be stopped.

Within an hour of their departure, the unidentified hacker returned. After entering the wiring
closet and shutting the doors behind him, the hacker replaced the hard drive connected to the
laptop with a new one he took from his backpack, and then concealed his equipment once
again undemneath the cardboard box. This activity was captured by the video camera that was
installed inside the wiring closet.

Agents made notification to the US Attorney’s Office, District of Massachusetts,
regarding the facts of the investigation.
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Jangary 6, 2011
mmhmubjecthmmmmedwﬂiewiﬁagcmetyﬁapin.misﬁmwwﬁedabm
bdngidmﬁﬂed,thohadmcwmdhis&cewithhisbicychhehuﬁuhemmdmeciom
Once inside and with the door closed, the hacker disconnected the laptop and placed it, the
exoemalhurddrive.mddxenetworkubleinhisbukpack.Ashel_eﬁ.heagainhidhisfwe
with his bicycle helmet. This activity was also captured by the camers installed within the
wiring closet. BthnuaryG,mll,ﬂwhmkerhaddownloadedamajorpordonofﬂwskto
seven million articles then contained in JSTOR’s digitized database.

Shortly afier 2:00pm on January 6, 2011, MIT Potice [EX). JoXB)L,EXTHC)]who had been
involved in the investigation, was heading down Massachusetts Avenue within a mile of MIT

en he spotted a bicycler who looked like the hacker caught on the wiring closet video,
TBXE).() Fy@TTlidentified himself as a police afficer. After a brief exchange, the individual
dropped his bike to the ground and ran away. The individual was chased, apprehended,
arrested, and subsequently identified as Aaron Swartz. During a search incident to arrest,
Cambridge police found a USB storage drive in Swartz’s backpack, which they seized and
stored as svidence.

Approximately an hour later, MIT technical staff used computer routing and addressing
records 1o locate Swartz’s ghost laptop and hard drive in the Student Information Processing
Board’s office in MIT"s student center. Law enforcement found the equipment on the floor
under a desk connecting it to the MIT network. The equipment wes subsequently seized and
stored as evidence by Cambridge Police. Aaton Swarlz was charged by the Commonwealth in
a criminal complaint elleging Breaking and Entering into MIT’s property with intent to
commit a felony, and was subsequantly indicted by a Massachusetts grand jury for the same
charge along with the theft of JSTOR’s electronically processed or stored data, and accessing
a computer system without authorization.

February 9, 2011

The Secret Sevioe applied for and subsequently obtained a federal search warrant for Aaron
Swartz’s apartment, located at 950 Massachusetts Avenue in Cambridge.

Febrpary 11,2011

Agents and a Task Force Officer executed the federal search warrant on Swartz’s residence.

Immediately after the search of the residence was completed & second federal search warrant
was applied for and issued for Swartz's worksite. That scarch warrant was executed on
Swattz’s work address, 124 Mount Auburn Street in Cambridge, The Safta Center for Ethics
at Harvard Law School.

February 24,2011

The Secret Service obtained a federal search warrant to seize and search the laptop, the hand
drive in the enclosure and the USB storage device that was being secured within the
Cambridge Police Evidence Unit,
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Februarv 25,2011

The evidencs is transferred from the Cambridge Police to the USSS Boston Field Office
pursuant to the search warrant.

Mav 16,2011

SMwumedhbmd,ahismidmewiﬂufedenlscimmdfmfoinmwmfm
the JSTOR property in his possession. Swartz refused to comply with the federal seizure and
forfeiture warrant.

Jume 7,3011

USSS BFO Agent responded to the Law Offices of Goode and Cormier, 83 Atlantic Ave
Boston, MA, Attorney Goode was at the present time, Swartz's defense counsel. At that
location USSS took custody of (4) four Hard Disk Drives (HDD) containing 8,989,635
articles (PDP’s) that had been downloaded from the JSTOR website through MIT's network
by Swartz.

dulv. 14,2011

Federal Grand Jury retums a trve bill against Aaron Swartz for Wire Fraud, Computer Fraud
and data theft.

Jaly 19,2011

Aaron Swartz is avested and arraigned at the US District Court, District of Massachusetts in
Boston, MA.

Again, the above is being provided as a brief synopsis of the criminal investigation involving
Aaron Swartz. Questions conceming the above maybe directed to the case agent, S

TFO| ] Boston Field Office, New England Electronic
Crimes Task Force.

Steven D. Ricciardi
Special Agent in Charge
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FARON PARAMORE (GPA)

From: . INV)
Sant: _-m”"*m ATIAI 37, 2!;1311'29AM
To: @KJKDMI@-

M 3. DORNA CARILL (LEG); HUGH DUNLEAVY (INV); FARON PARAMORE (GPA)
Subject: J-102-775-600710-s - Final Draft of INV Requested Swartz Swartz Investigation Synopais
Attachments: Swartz INV Brief 1-29-2013.pdf
tmportance: High

Attached for OCC review is the BOS summary of the J-102-775-600710-5 investigation.
This summary was offered to the USAQ BOS for review and was declined.

1 am scheduled to appear before the House Oversight & Gov't Reform Committee (OGR)} Chairman Issa Staff on Friday,
February 1, 2013.

SAJC BOS advises that the synopsis contains only information available in the unsealed indictment of Suspect Swartz,
Pending your review, GPA will likely push to its DOJ counterpart.

Call w/ questions, V/r Hugh

From: STEVEN RICCIARDI (BOS)

Sent: Wednesday, January 30, 2013 9:53 AM
To: HUGH DUNLEAVY (TNV)

Cc: FREDERICK SELLERS (INV)

Subject: Final Draft of INV Requested Swartz Investigation Synopsis
Sir:

Attached is the final dreft of the Swartz investigation synopsis. If you have any questions feel free to contact me or
AsAICBXBLEXTNC bt 617/565-5640.

Steven D. Ricciard|

Special Agent in Charge
United States Secret Service
Boston Fisld Office
517/565-5640
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FARON PARAMORE (GPA)

Prom: HUGH DUNLEAVY (INV)

Sent: Wednesday, January 30, 2013 1.48 PM

To: FARON PARAMORE (GPA)

Ce: HUGH DUNLEAVY (INV)

Subject: Fw. Final Draft of INV Requested Swartz Investigation Synopsis
Attaciunents: Swartz INV Brief 1-29-2013.pdf

From: STEVEN RIOCIARDI (BOS) -

Sent: Wednesday, January 30, 2013 09:53 AM Eastern Standard Time
To: HUGH DUNLEAVY (INV)

©Oc¢: FREDERICK SELLERS (INV)

Subject: Final Deaft of INV Reqisested Swartz Investigation Synopsis

Sir:

Attached Is the final draft of the Swartz investigation synopsis. If you have any questions feel free to contact me of
ASAIC[(B)(6),(B)(7)(C Jat 617/565-5640.

Steven D. Ricclardl
Speciel Agent In Charge
United States Secret Service
Soston Fleld Office
617/565-8640
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FARON PARAMORE (GPA)

From: FREDERICK SELLERS (INV)

Sent: Waedneaday, Jan 30, 2013 10:04 AM

To: FARON PARAMORE (GPA)

Subject: Ew: Final Draft of INV Requested Swartz Investigation Synopsis
Attachments: Swartz INV Brief 1-28-2013.pdf

m:

o sean

From: STEVEN RICCIARDI (BOS)

Sent; Wednesday, January 30, 2013 09:53 AM Eastern Standard Time
To: HUGH DUNLEAVY (INV)

Cc: FREDERICK SELLERS (INV)
W:MMWIWWMMMW

Siv:

Attached Is the final draft of the Swartz investigation synopsis. I you have any questions feal free to contact me or
ASAICIBYBLBXTIC) bt 617/565-5640.

Steven D. Ricciard|
Special Agent In Charge
United States Secret Service
Boston Fleld Office
617/565-5640
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FARON PARAMORE (GPA) ———EE

From: FREDERICK SELLERS (INV)
Sant: Tuesday, January 26, 2013 5:36 PM
To: FARON PARAMORE (GPA)
Subject: FW: Asron Swartz Case INV Request
Attachments: Swartz INV Brief 1-20-2013.pdf
From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 29, 2013 4:59 PM

Toz dadinv; invsp

Cc: HUGH DUNLEAVY (INV)

Subject: FW: Aaron Swartz Case INV Request

Froms JONATHAN BARTLETT (CID)

Sant: Tuesday, January 29, 2013 4:06 PM
To: HUGH DUNLEAVY (INV)

Subject: FW: Aaron Swartz Case INV Request

Enamd(DXO D QD)
Sent: Tuesday, January 29, 2043 4:04 PM

To: JONATHAN BARTLETT (CID); EDWARD LOWERY (PID)
Subject: FW: Aaron Swartz Case INV Request

Gaod afternoon, Please see attachment.

Thank you,

SAIB)O).(K/HC) |
United States Secret Service
Criminal lnvestigawe Division

anemantetnsnisaaseransiiiiaenis Ls (RS

(BOS)
Sent: , January 29, 2013 3:16 PM
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Tos(BXBLOX/XC) ___ |(CID)

Subject: RE: Aaron Swartz Case
Please see sttached

mm DKJMIQ- C10)
uary 23, 2013 10:18 AM

Good morning, Can you please give me a call regarding the INV request that was sent to your office yesterday regarding
the above case?

Thank you,
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FARON PARAMORE (GP

from: FARON PARAMORE (GPA)

Sent: Tuesday, January 29, 2013 9:46 AM

To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV), BARTLETT

Ce: I -1 YNDA WILLIAMS (GPA);|(b)(G)(bX/) GPA d

A)(BXB)(BXTXC) GP.

Subject: House Oversight & Gov't Reform Commitiee (OGR) Chalrman issa Staff request briefing this
Friday, February 1, 2013 at 1pm

Attachments: Swartz Dismissal.pdf

Importance: High

Good Morning, hope you are well.

Last night I was contacted by Mr. Professional Staff with the House Oversight &
Gov’t Reform Committee (Chairman Issa statfer) requesting to receive a briefing from the
USSS conceming our investigative efforts in the Aaron Swartz case in Boston. Mr[0X8). ]
requested we provide the briefing this Friday, February 1, 2013 at 1pm in their office on

Capitol HIll

The attendees at the briefing will be staff from the offices of the Members who sit on the
Oversight & Government Reform Committee. There could be as many as 20 staffers in the
room.

Mr[EX®), Jhad already been contacted by DOJ Office of Congressionel Affairs and advised that
they will provide a briefing at a TBD date in the future. Iinformed Mr.[BYB). Jthat we were
aware that the U.S, Attorney’s Office in Boston had already dismissed the charges against Mr.
Swartz as he is now deceased. I further advised Mr [BXB), Jthat we were still trying to clarify IF
— IF there were any issues or concerns tegarding the 6E material. Lastly, I informed Mr
that we would ONLY discuss our investigative efforts and that any questions that fell under the
purview of DOJ (proffers / plea agreements/ etc.) would have to be directed / answered by DOJ.

Mr[EI®. Jadvised that he understood the USSS would ONLY discuss the investigative aspects
of this case.

Can INV please confirm your availability to provide the requested briefing this Friday,
February 1, 2013 at 1pm.

Respectfully,

Faron.

Faron K. Paramora

peputy Assistant Director
Office of Congressional Affairs
United States Secret Service
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Ph: 202) 406-5676 Main line
Direct line
- Fax

From: FREDERICK SELLERS (INV)
Sent: Monday, January 28, 2013 12:13 PM

To: FARON PARAMORE (GPA); HUGH DUNLEAVY (INV)

Subject: FW; U.S, Attorney’s Office In Boston drop charges against Aaron Swartz, Please see article below. Can we have
BFO confirm with AUSA's office

FYI:

From: STEVEN RICCIARD] (BOS)

Sent: Monday, January 28, 2013 12:05 PM

To: FREDERICK SELLERS (INV)

Subject: RE: U.S. Attomey's Office in Boston drop charges against Aaron Swartz. Piease see article below. Can we have
BFO confirm with AUSA’s office

Sir ~ Please see attached, SR

Steven D. Ricciardi

Special Agent in Charge
United States Secret Service
Boston Fiald Office
617/565-5640

PAN s P PANNL AIDSISNGN T RIEAEA AP e anes

From: FREDERICK SELLERS (INV)
Sent: Monday, January 28, 2013 11:58 AM

To3 STEVEN RICCTARDI (BOS); HUGH DUNLEAVY (INV)

Ce: FREDERICK SELLERS (INV)

Subject: RE: U.S, Atborney’s Office in Boston drop charges against Aaron Swartz. Please see article below. Can we have
8FO confinn with AUSA's office

Thanks Steve for the quick response. (f possible, at your convenience, can we get a scanned copy of the dismissal to
assist with any “potential” conversations with Chief Counsel?

Agaln ~ Thanks!

fred Sefters

From: STEVEN RICCIARDI {(BOS)

Sant: Monday, January 28, 2013 11:26 AM
To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV)

Ce: JONATHAN BARTLETT (CID); FARON PARAMORE (GPA){(P)(8),(0)7)(C)

Subject: RE: U.S. Attorney's Office in Boston drop charges against Aaron Swartz, Please see article below. Can we have
BFO confirm with AUSA's office

Hugh & Fred:

| was advised that the charges have been dismissed, which is SOP, when a defendant is deceased prior to the completion
of Judicial Action. | have a copy of the Dismissal order. in this case, Mr. Swartz was indicted (sealed) by a Grand Jury.

Once there is an indictment it bacomes public record, regulations regarding Rule 6E pertain just to the Grand jury
proceedings. [EXET Ichief Counset’s Office fEY5) ]

2

296



| Let me know if you need anything else, we should have the
c:ronoﬁim outhine to you very soon.

Best regards - Stove

Steven D, Ricclard
Specisl Agent in Charge
United States Secret Service
Boston Flald Office
617/365-5640

s e e

From: HUGH DUNLEAVY (INV)
Sent: Monday, January 28, 2013 10:37 AM

To: STEVEN RICCIARDI (BOS)

Cc: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID)

Subject: Fw: U.s.Aunmey‘sORIcelnmdmpchafgsagahstAammPleaseseearﬂdebelm.anwehave
BFO conflim with AUSA's office

Importance: High

Pls confirm

SR I e oot SIS A e R L e e e b e et e b S e b b 148081 44624 —

From: FARON PARAMORE (GPA)
Sent: Monday, January 28, 2013 09:31 AM Eastem Standard Time
To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV); JONATHAN BARTLETT (CID)
Cc: PAUL MORRISSEY (GPA); FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)
U.S, Attorney's Office in Boston drop charges against Aaron Swartz. Please see article below. Can we have BFO
confirm with AUSA's office

Good Morning everyone, hope you are well.
Please see article below.

Looks like the US Attorney’s Office in Boston dropped
the charges against Aaron Swartz. Can we please have
the Boston Field Office confirm this information.

If - If this is correct / true, this would also nullify
our concerns regarding 6E material - I think.

Thanks. Faron.

Paron K. Paramorse

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Sexvice

Fht {202) 406-5676 Main line

(b)(8),(B)7XC) Direct line
Cell

(202} 406-5740 Pax
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Feds drop charges against late Internet activist
Aaron Swartz

Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz after his death,
(Michael Prancis McElroy / New York Times via Associated Press / January 30, 2009)

By Jessica Guynn

January 14,2013, 10:38 a.m.

Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz.

Swartz, 26, was found dead Friday in his New York apartment. He apparently had hanged himself.
Prosecutors filed the notice of dismissal on Monday.

Swartz's family blamed his death on “prosecutoriel overreach.”

The U.S. attorney's office could not be reached for comment,

Federal prosecutors alleged Swartz used MIT's computers to illegally access millions of academic articles
through the JSTOR database, a subscription service for scholarly articles. He was indicted in 2011 and was
scheduled to go to trial on 13 counts including computer fraud. Swartz faced the possibility of millions of
dollars in fines and up to 35 years in prison.

The case was seen as a showdown pitting the government and commercial interests against Internet "freedorn
fighters,"

MIT President L. Rafael Reif on Sunday appointed Hal Abelson, a professor of computer science and
engineering and a founding director of Creative Commons and the Free Software Foundation, to “lead a
thorough analysis of MIT's involvement.”

As nows spread over the weekend of Swartz's death, the Web collectively moumed for a brilliant young
technologist and activist who wanted to set the world's information free yet could never escape his own demons.

Confided one friend: "I'm not surprised that this is how his life ended, and I bet many others feel the same way.
So sad, he had so much potential and not enough joy in his life." ' 2

Swartz was just 14 when he helped create RSS, a tool that distributes online content. He was one of the
founders of the social news site Reddit, which was bought by Conde Nast. But he was best known as an activist
for free and open access to the world's information.

"Everything he did was aimed at world-changing and at activism," said friend and historian Rick Peristein,
Now his death is being used to question government’s aggressive criminal prosecution of Internet activists.

Anonymous allegedly hacked MIT's website and left a tribute for Swartz: "We do not consign blame or
responsibility upon MIT for what has happened, but call for all those feel heavy-hearted in their proximity to
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a future that would make Aaron proud.”
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Case 1:13-cr-10260-NMG  Document 105 Filed 01/14/13 Page 101

UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA )
v }  Crimiaal No. 11-10260-NMG
AARON SWARTZ ;
DISMISSAL
Pursusat to FRCP 48(s), the United States Attomey for the District of Massachuseits,
Cammen M. Ortiz, horeby dismizses the case presently pending against Defendant Aaron Swartz,

In suppost of this dismissal, the government states that Mr, Swartz died on Junuary 11, 2013,

Respectfully submitted,
Fé ; ) t:AmmMozmz‘E %
United States Attorney
Leave to File Granted:
Natbaniel M, Gorton, Judge
Unind States District Court



FARON PARAMORE (GPA

M'm: FMondayARON 3ARAM02|;E£1P3A%2 :31 PM
To: DAL LIAMS (GPA m*@m*w@__ EXELERTC) __JGPA):

Ca: MORRIGS] ! A)

Subject: us mwsminmdmpd\am”agahﬂumm Please sae article below.
Can we have BFO confirm with AUSA's office

Attachmants: Swartz Dismissal.pdf

Y1

Capy of the Swartz dismissal attached.
Just fyi. Fagon.

Faron K. Paramore

Deputy Assistant Director
Office of Congressicnal Affairs
United 8tates Sscrat Service

§76 Main line
Direct line
Cell

(202) 406-5740 Fax

e ————— e e

From: FREDERICK SELLERS (INV)

Sent: Monday, January 26, 2013 12:13 PM

To: FARON PARAMORE (GPA); HUGH DUNLEAVY (INV)
Subject: FW: U.S. Attomey's Office in Boston drop charges against Aaron Swartz. Please see article below, Can we have
BFO confirm with AUSA’s office

Bl

Sent: Monday, January 28, 2013 12:05 PM
To: FREDERICK SELLERS (TNV)

Subject: RE: U.S. Attomey's Office in Boston drop charges against Aaron Swartz. Pleasa see article below. Can we have
BFO confirm with AUSA's office

Sir — Please see attached, SR

Steven . Ricclardi

Special Agent In Charge
United States Secret Service
Boston Fleld Office
617/565-5640

From; FREDERICK SELLERS (INV)

Sent: Monday, January 28, 2013 11:58 AM

To: STEVEN RICCIARDI (BOS); HUGH DUNLEAVY (INV)
Ce: FREDERICK SELLERS (INV)

Subject: RE: U.S, Attorney’s Office in Boston drop charges ageinst Aaron Swartz, Please see artide below, Can we have
BFO confirm with AUSA's office
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Thanks Steve for the quick response, If possible, at your convenlence, can we get a scanned copy of the dismissal to
assist with any “potential” conversations with Chief Counsel?

Again ~Thanks!
Fred Sellers
: = T .
Sent: Monday, January 28, 2013 11:26 AM
To: HUGH OUNLEAVY (INV); FREDERICK SELLERS (INV)
Cez JONATHAN BARTLETT (CID); FARON PARAMORE (GPABYE).(BX7)(C) IBos)

Subject: RE: U.S. Attomey's Office in Boston drop charges against Aaron Swartz. Please see article below. Can we have
BFO confirm with AUSA's office

Hugh & Fred:

| was advised that the charges have been dismissed, which is SOP, when a defendant is deceased prior to the completion
of Judicial Action. | have 3 copy of the Dismissal order. In this case, Mr. Swartz was indicted (sealed) by a Grand Jury.
Once there is an indictment it becomes public record, regulations regarding Rule 6E pertain just to the Grand Jury

proceedings. ief Counsel’s Ofﬁce@; ]
Let me know if you need anything else, we should have the

chronological outfine to you very soon,

Best regards - Steve

Steven D. Ricciardi

Special Agent In Charge
United States Secret Service
Boston Fleld Office
617/565-5640

it L T T PN PP

From: HUGH DUNLEAVY (INV)

Sent: Monday, January 28, 2013 10:37 AM

Yo: STEVEN RICCIARDI (BOS)

Cez HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID)

Subject: Pw: U.S. Attomey's Office in Boston drop charges against Aaron Swartz. Please see article below. Can we have
BFO confinm with AUSA's office

Importance: High

Pis confirm

o o . v ——— e

From: FARON PARAMORE (GPA)

Sent: Monday, January 28, 2013 09:31 AM Eastem Standard Time

To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV); JONATHAN BARTLETT (CID)

Ce: PAUL MORRISSEY (GPA); FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: U.S. Attomey’s Office in Boston drop charges against Aaron Swartz, Please see article below. Can we have BFO
confirm with AUSA’s office

Good Morning everyone, hope you are well.
Please see article below.
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Looks like the US Attorney’s Office in Boston dropped
the charges against Aaron Swartz. Can we please have
the Boston Field Office confirm this information.

If - If this is correct / true, this would also nullify
our concerns regarding 6E material - I think.

Thanks. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph:  {202) 406-5676 Main line
(®)}5) Direct lime
Cell
- Pax

Feds drop charges against late Internet activist

Aaron Swartz

Federel prosecutors in Boston have dropped charges against Internet activist Aaron Swartz after his death,
(Michael Francis McElroy / New York Times via Associated Press / January 30, 2009)

By Jessica Guymn

January 14, 2013, 10:38 em.

Federalprosecmo:sinBostonhavcdroppedchargee against Internet activist Aaron Swartz,

Swartz, 26, was found dead Friday in his New York apartment. He apparently had hanged himself,
Prosecutors filed the notice of dismissal on Monday.

Swartz's family blamed his death on "prosecutorial overreach.”

The U.S. attorney's office could not be reached for comment.

Federal prosecutors alleged Swartz used MIT's computers to illegally access millions of academic articles
through the JSTOR database, a subscription service for scholarly articles, He was indicted in 2011 and was
scheduled to go to trial on 13 counts including computer frand. Swartz faced the possibility of millions of
dollars in fines and up to 35 years in prison,
'mnuwumnunuaﬁmﬁhmuﬂﬁmﬂwyw«mummmummmmﬂmwmmamMnmwmaﬂwan
highters.”
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MIT President L. Rafael Reif on Sunday appointed Hal Abelson, a professor of computer science and
engineering and a founding director of Creative Commons and the Free Software Foundation, to *lead a
thorough analysis of MIT"s involvement.”

As news spread over the weekend of Swartz's death, the Web ¢oljectively mourned for a brilliant young
technologist and activist who wanted to set the world's information free yet could never escape his own demons.

Condided one friend: “I'm not surprised that this is how his life ended, and I bet many others feel the same way.
So sad, he had so much potential and not enough joy in his life."

Swartz was just 14 when he helped create RSS, a tool that distributes online content. He was one of the
founders of the social news site Reddit, which was bought by Conde Nast. But he was best known as an activist
for free and open access to the world's information.

"Everything he did was aimed at world-changing and at activism,”" said friend and historian Rick Peristein,
Now his death is being used to question govemment's aggressive criminal prosecution of Internet activists.
Anonymous allegedly hacked MIT's website and left a tribute for Swartz: "We do not consign blame or
responsibility upon MIT for what has happened, but call for all those fee] heavy-hearted in their proximity to

this awful loss to acknowledge instead the responsibility they have — that we all have — to build and safeguard
a future that would make Aaron proud.”



FARON PARAMORE (GPA)

Prom; FARON PARAMORE (QPA)

Sont: Tuesday, January 22, 2013 1:06 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INV);, HUGH DUNLEAVY (INV)

Ce: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: %wlb&marﬂhglum&wﬁwlbﬁeﬂngwmmm&wm

Good afternoon, hope you are well.

I'ésnsult with outside agency.

Thanks much.

Faron,

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service
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FARON PARAMORE (GPA} '

From: FARON PARAMORE (GPA)
Sent: jesday, January 22, 2013 10:50 AM
"r::: .rr(ar@mru‘r(ﬁl Usggla
$ (0)(6),(b)(7)(C) [@hq.dhs.gov
Subject: . STOT Service - Aaron Swartz case out of Boston

Good Morning nsm hope you are well.

Ma'am, my name is Faron K. Paramore. I serve as the Deputy Assistant Director in the Office
of Congressional Affairs for the U.S. Secret Service.

Last Thursday afterncon (1/17/13) I was contacted by a mm;l professional staff
with the House Oversight & Government Reform Committee (Majority Staff - Chairman Issa),
requesting to receive a briefing from the U.S. Secret Service regarding our role /
investigation of the Aaron Swartz case out of Boston, MA.

Ma'am, at your convenience would it be possible for me to give you a call to discuss this
matter.

Thank you very much for your time.

Faron K, Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Note the Issa comments towards the end of the article http://thehill.com/blogs/hillicon-
vall hn 77799-4ustice-depa nt-defends-prosecution-of-activist-swartz

) Previous TIX hacking case - Same prosecutor and the suspect also committed sulcide:

http://www.dailymail. co.uk/news/article-2262431/Revealed-Aaron-Swartz-prosecutor- drove-
hacker-suicide-2008-named-cyber-crime-case. html
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FARON PARAMORE (GPA) ————

From: FARON PARAMORE (GPA)

Sent: Frl Jan 18, 2013 3:40 PM

To: %hq dha.gov

Ce: FAR ORE (GPA)

Subject: Erom Time.com: Agron Swartz's Suicide Triggers Response from Top U.S, Lawmakers
Attachments: Clips Extra January 14 2013.doc; Clips Extra January 15 2013.doc; Doct.doc

Good afterncon [(b)(6),(b| hope you are wsll.

uat laft you a v/a.

Over the last year and a half our Boston Field Office / New England Electronics Crimes

Task Force was working a cyber case. Our Suspect was a Mr. Aaron Swartz's. Loug story
shoxt -~ Swartz killed himself about a week age. His faderal trial was suppose to start
in a month or so.

WoW, there have been numerous articles on the web about how the "Pederal Gov’'t” was heavy
handed in this cese.

Late yesterday afternoon I xeceived a call from Chajirmau Issa‘s staff requesting to
receive a briefing possible next week.

Want to make aure DHS is in the loop on what actually happened,

Algo, we will need to coordimate with DOT Congressional Affairs on this. The U888 will
ONLY speak to ocuxr role in this case. DOJ (The U.8. Attornye’s Office has a big part in
this also}.

Please give me a ¢all when you have a momwent s0 I can brief you.
£ee links below.
Thanks. Paron.

Farxon K. Paramore

Deputy Asgigtant Director
Office of Congresaional Affaizs
United States Secret Service

Ph: 202) 406-5676 Main line
Direct linas
Cell

(202) 406-5740 Pax

TP . e

m y ( (
Sent: nuary 17, 2013 1:46 PM

To: FARON PARAMORE (GF )
@IQXQMQ-

Cc: LYNDA WILLIAMS (GPA)
Subject: FW: From Time.com: A

Faron,
Here are some -- see attached.

Also - Here are a couple more things that [EX€) lround:

307




» Previocus TJX hacking case - Same prosecutor and the suspect also committed
suicidse:

ttp: //www.dailymail.co. uk(newslartxcle-2262831/1teveo.led-mm-Swartz-

r ecutor-drova-hacker—su:.::ida-2003-med cyber-crime-cage. . html

Let us know what else you need.

Thanks
(b)(8),(b)

(GPA)
subject: PW: From Time.com: Asron Swartz’'s Suicide Triggers Response from Top U.S. Lawmakers

http://crooksandliars.com/karoli/unanswered-question-why-was-secret-service-

http://www.Justice.gov/usao/ma/news/2011/July/SwartzAaronPR . html

----- Original Message-----
From: FARON PARAMORE (GPA)

sent: Thursday, January 17, 2013 1:35 PM
To: GGG ] (6P4)

Cc: LYNDA WILLIAMS (GPA); [(B)B).(BX7X M(GPA),IZBW ®X7XC) kera)

Subject: FW: From Time.com: Aaron Swartz's Sulcide Triggers Response from Top U.S. Lawmakers

can you pull down any / all articles you can find on the internet concerning this
8uy

Mr. Aaron Swartz.

Issa’'s office just called and are looking for 3 briefing tbd time next week.
Thx. Faron,

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

----- Original Message-----
From: EDWIN DONOVAN (GPA)
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Sent: Thursday, January 17, 2013 12:54 PM
To: HUGH DUNLEAVY (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS (INV); JONATHAN

ce [(BXBLBTNC)J(GpA); (GPa) ; [DXB).(OX7XC) | (Gpa) ; [BXE).BX7HC)  J(GPA); FARON
PARAMORE (GPA);[BIGLBITNC)  JOPA); LYNDA WILLIAMS (GPA)
Subject: From Time.com: A wartz's Suicide Triggers Response from Top U.S. Lawmakers

Attached is an article from Time.com discussing Aaron Swartz's suicide and reaction from some
wmembers of Congress.

Link to article: http://business.time,com/2013/01/16/aaron-swartzs-suicide-triggers-
response-from-us-lamakers/
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FARON PARAMORE (GPA) —aa—

From: M«m
Sent: Thursday, Januaty 17, 2013 1:46 PM

To: FARON PARAMORE ‘G"ﬁwsrfm——k

Ce: LYNDA WILLIAM: I}EPA) (b)(6).(bX GPAREWS.(ERWC) IGPA);
(B)(6),(b)(7

Subject: 'I .oom:) Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

Attachments: Clips Extra January 14 2013.doc; Clips Exira January 15 2013.doc; Doc1.doc

Faron,

Here are some -- see attached.
Also - Here are a couple more things that|(®X8). |found:

o Note the Issa comments towards the end of the article

on S- ' iit-sua

¢ Previous TJX hacking case - Same prosecutor and the suspect also committed
auicide:

http://www.dailymail.co.uk/news/article-2262831/Revealed-Razon-Swartes:
prosecutor-drove-hackex~suicide-2008-named-cyber-crime-~case.html '

Let us know what else you need.

Thanks ;

----- Original Message-----

From: [(bXB).(BY7XC) J(GPA)

Sent: Thursday, January 17, 2013 1:39 PM

To{(BX6)LMXNC) _ |(GPA)

Subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

http://crooksandliars. com/karoli/unansuered-question-vhy-was-secret-service-

http://wm.Justice. gov/usao/ma/news/2011/July/SwartzAaronPR. html

----- Original Message-----
From: FARON PARAMORE (GPA)

Sent: Thursday, January 17, 2013 1:35 PM

To: BRELEITNE ] (eA) ,

Cc: LYNDA WILLIAMS (GPA); [B)(6),(B)7)C) | (GPA) ;{(PXE).(BK7X (GPA)

Subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers
can you pull down any / all articles you can find on the internet concerning this

guy

Mr. Aaron Swartz.
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Issa's office just called and are looking for a briefing tbd time next week.
Thx. Faron.

Faron K. Paremore

Deputy Assistant Director

Office of Congressional Affairs

United States Secret Service

fh:

===--Original Message-----

From: EDWIN DONOVAN (GPA)

Sent: Thursday, January 17, 2013 12:5¢ PM

Ta: HUGH DUNLEAVY (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS (INV); JONATHAN

g1 (CXD
LIE.BXNC |(6PA); [EXE).OXTXC) J(6ra) ; [ENEIBRTNC] — |(6PA); FaroN

ce: [BXB.DINC ]
PARAMORE (GPA); EFEIERTIC) — —— GPA); LYNDA WILLIAMS (GPA)

Subject: From Time.com: Aaron Swartz's Sulcide Triggers Response from Top U.S. Lawmakers

Attached is an article from Time.com discussing Aaron Swartz's suicide and reaction from some
mesbers of Congress.

Link to article: http://bnsiness.time.comlzmumns/aam-swartzs-suicide-trimrs-
response-from-us-lawmakers/ -

3N



FARON PARAMORE ‘GPA! -~

o e e st
Sent: , January 1/, :
Teo: HUGH ?JVUNLEAW (INV); JANE MURPHY (INV); PAUL MORRISSEY {GPA); LEE FIELDS
; JONATHAN BARTLET .
Ce: GPAXD
- .
(GPA)
Subject: From Time.com; Aaron Swartz's Suicide Triggers Response from Top U.S, Lawmakers
Attachments: Doc1.doc

Attached is an article from Time,com discussing Aaron Swartz's suicide and reaction from some
members of Congress.

Link to article: http;//business.time.com/2013/061/16/aaron-swartzs-suicide-triggers-
~-from-us-1awma
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FROM TIME.COM

Aaron Swartz, the brilliant and mercurial young programmer who killed himself in Brooklyn
last Friday, was memorialized in his hometown of Highland Park, Ill., Tuesday, as the
shockwaves from his death reached Washington, D.C.

As Swartz's family and friends were grieving in Chicago, several Capitol Hill lawmakers
sadness and confusion over his death. One prominent U.S. lawmaker, Zoe Lofgren (D-
Calif.), said she would introduce reforms to change the federal law et the heart of the case.

In a bill called “Aaron’s Law,” Lofgren aims to amend the Computer Fraud and Abuse Act
(CFAA), which Massachusetts prosecutors used to charge Swartz with over 30 years in prison.
Swartz’s family has accused the Massachuseits U.S. Attomey’s office with hounding the young
activist over what they call a “victimless crime.” Specifically, Lofrgen’s bill would amend the
existing law to distinguish between a terms of service violation and a federal data theft crime.

“Lofgren’s bill is a good start,” Harvard professor Lawrence Lessig told TIME in a phone
interview Wednesday morning, Lessig eulogized Swartz al the funeral Tuesday. Like many of
Swartz’s friends, Lessig hopes that something positive will come out of the young programmer’s
passing, he said.

“The CFAA was the hook for the government’s bullying,” Lessig wrote on Reddit, the bugely
popular Internet activist hub that Swartz helped taunch, “This law would remove that hook. Ina
single line: no longer would it be a felony to breach a contract. Let’s get this done for Aaron —
now.” (Read Lofgren’s bill here.)

{MORE: Aaron Swartz’s Suicide Prompts MIT Soul-Searching)

Swartz faced over 30 years in prison on federal data-theft charges for downloading articles from
the subscription-based academic research service JSTOR. In 2011, Swartz allegedly broke into a
secure MIT computer closet and hooked up a laptop in order to download JSTOR files, before he
was arrested by local authorities. JSTOR later settled its civil complaint with Swartz, but MIT
did not follow suit, giving Massachusetts federal prosecutors the implicit green light to

go ahead with the prosecution, Lessig says.

“The charges were ridiculous and trumped-up,” Rep. Jared Polis (D-Colo.) told The Hill
newspaper. “It's absurd that he was made a scapegoat. I would hope that this doesn’t happen to
anyone else.” Polis cailed Swartz — who co-authored an early version of the popular Internet
tool RSS at age 14 and would later become an early leader of Reddit - a “martyr.”

At the funeral, Swartz’s father Robert Swartz said his son was “killed by the government, and

MIT betrayed all of its basic principles,” gccording to the Associated Press. On Sunday, MIT
president L. Rafael Reif announced an intemal investigation into the school’s involvement in



Swartz’s suicide. Reif bas asked Hal Abelson, a respected MIT professor, and a founding
director of Creative Commons and the Free Software Foundation, to lead the probe,

House Oversight Committee Chairman Darrell Issa (R-Calif.) said he has opened an
investigation of the Justice Department’s case against Aaron Swartz, gecording to HuffPost. “I'm
not condoning his hacking, but he's certainly someone who worked very hard,” Issa told the
news website.

“Had he been a journalist and taken that same material that he gained from MIT, he would have
been praised for it. It would have been like the Pentagon Papers.” (Not exactly: The Pentagon
Papers were classified federal government documents. Swartz was accused of accessing
scholarly articles on a university network.)

(MORE: Aaron Swartz, Tech Prodigy and Intemet Activist, Is Dead at 26)

Rep. Issa, the chairman of the House Judiciary Committee, is a shrewd political operator who has
worked with Internet activists in the past, Last year, Rep, Issa was instrumental in the defeat

of controversial anti-piracy legislation, which Swartz worked to oppose. A conservative
Republican, Issa has sensed the recent groundswell of Internet-based activism, and sought to
align himself with it. Issa has made investigating U.S. government “over-reaching” a key part of
his agenda. -

Meanwhile, incoming Massachusetts senator Elizabeth Warren issued a statement praising
Swartz. “When [ met Aaron Swartz in 2010, I discovered a young man who was passionate,
sharp, a little shy, and, above all, warm and good natured,” Warren said in 2 statement to
HuffPost. “He seemed like the kind of person who couldn’t hurt a fly ~— he just had that kind of
presence. Aaron made remarkable contributions to our world, and his advocacy for Internet
freedom, social justice, and Wall Street reform demonstrated both the power of his ideas and the
depth of his commitment. The world is a poorer place without Aaron.”

In statement on Reddit, Rep. Lofgren said she wants to reform the Computer Fraud and Abuse
Act (CFAA) in order to “prevent what happened to Aaron from happening to other Intermet
users.” Lofgren, who represents Silicon Valley, is an outspoken voice on technology issues in the
U.S. Congress.

“The government was able to bring such disproportionate charges against Aaron because of the
broad scope of the wire fraud statute,” Lofgren said. “It looks like the government used the
vague wording of those laws to claim that violating an online service’s user agreement or terms
of service is a violation of the CFAA and the wire fraud statute.”

Assistant U.S. Attorney Stephen Heymann, who works for Massachusetts U.S. Attorney Carmen
Ortiz, has faced criticism over his handling of the case. According to Swartz’s lawyer, Elliot
Peters, Heymann was aiming for a “juicy looking computer crime cases and Aaron’s case, sadly
for Aaron, fit the bill,” Peters told HuffPost. Peters tokd the website that he thought

Heymann believed the Swartz case “was going to receive press and he was going to be a tough

guy and read his name in the newspaper.”



.
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At 19:35 hours Friday, fanua 11, 2013, it was reported to NYPD that Aaron Swartz had committed
suicide. D@Mm‘ Precinct 71 responded tf(BE),(BX7(C) ]

l@lmz:;-) - Swartz BB EX7XC) .

Aaron Swartz was identified and ail indications thus far reveal that it was @ suicide JOX°) )

FWET

No note was feft but there were computers in the apartment. Due to dual ownership claims and no
apparent foul play, the computers on scene were not seized.

The New York Medical Examiner’s Office has listed it as an open case at this time.

Aaran Swartz was very outspoken that he suffered with depression and even wrote blog entries
articulating suicide. He literally was a child prodigy and was clearly brilliant. He wrote script (source-
code) that was purchased when he was 14 years old for S 4 million dollars and a few years later he
wrote another code which Norton Antivirus purchased for $ 1.5 miliion dollars. in 2008 he became
politically active in cyber related activities, he authored the Guerilla Manifesto. The original website for
this manifesto was removed by Aaron Swartz from his webslte shortly after his arrest; basically because
It was a written motive to the crimes he was subsaquently charged with.

This case was Initiated in the Boston Field Office on January 4, 2011 when Detective of
Cambridge Police Department (full time member of the New England Electronic Crimes Task Force
{NEECTF) who resides in the Boston Fiald Office on a daily basis) received a telephone call from the MIT
Police stating there was an unauthorized laptop computer located in 3 computer closet on campus
attached to 2 switch on the MIT network. The trial was scheduled to begin April 1, 2013 with
suppression motions occurring January 25, 2013, During the past two years of litigation, Swartz went
through three of the top defense counsel teams finally ending with Elliot Peters (who recently
successfully defended Lance Armstrong in his doping case) of California.

The following Is a copy of the synopsis of the facts presented by the U.S, Attorneys’ Office In response
to the defense councit's filing for the suppression hearing:

Late during the night of September 24, 2010, an individisal registered his computer on

MIT's campus and obtained a guest account on Ml‘l';s computer network. The individual did not
provide his true identity at this or any subsequent time, and neither MIT personnel nor fow
enforcement officers knew the individua¥’s name until his arrest months later. The individuai
registered his computer by specifying his name as "Gary Host,” a pseudonym, and his e-mail
address as ghost@mailinator.com, a disposable e-mail address by virtue of its requiring no initial

e-mall registration and keeping no records of e-mail access.3 Before assigning the computer an
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IP address, MIT"s network automatically collected the computer’s owner-created name —
“ghost laptop” — and the unique identifying number associated with the computer’s Internet
networking hardware, known as the computer's Media Access Control or "MAC” address.

These are standard login and communication procedures,

MIT’s DHCPA computer server then used a standard Internet protocol to assign the

individual an IP address (18.55.6.215) for use while on the network. The network kept records
of the computer’s registration information, its IP address, and its MAC address. These records
are standard computer-networking records, and did not include any computer commands that the
Ipdlvidua' typed in or ran, or any data that the computer downioaded. (Exs. 6, 7).

3 Mailinator advertised itseff as a free e-mail service that would accept mall for any emait
address directed to mailinator.com without need for a prior registration or account; would
automatically delete all e-mall after several hours, whether read or not; and would keep no logs
(records) of e-mail access.

4 DHCP is the acronym for Dynamic Host Configuration Protacol,

On September 25, 2010, the day after registering the “ghost laptop,” the individual used

the "ghost laptop” to systematically access and rapidly download an extraordinary volume of
articles from JSTOR by using a software program that sidestepped ISTOR’s com puterized limits
on the volume of each user's downloads. The downloads and requests for downloads were so
numerous, rapld, and massive that they impaired the performance of JSTOR’s computers,

As ISTOR, and then MIT, became aware of these downloads and problems, both

attempted to block the individual’s computer from further communications. On the evening of
September 25, 2010, after suffering hundreds of thousands of downtoads from the ghost laptop,
JSTOR temporarily ended the downloads by blocking network access from the computer at IP
address 18.55.6.218.

The next day, however, the ghost laptop’s user obtained a new IP address from MIT's



network, changing the last digit in its IP address by one from 18.55.6.215 to 18.55.6.216. This
defeated JSTOR's IP address block, enabling the ghost laptop to resume furlously downloading
articles from ISTOR. This downloading continued untif the middie of September 26, when

JSTOR spotted it and blocked communication from IP address 18.55.6.216 as well.

The September 25 and 26 downloads had impaired JSTOR’s computers and

misappropriated significant portions of its archive. Because the download requests had
originated from two MIT IP addresses that had begun with 18.55.6 — that Is, 18.55.6.215 and
18.55.6.216 — ISTOR began blocking 3 broader range of MIT IP addresses on September 26.

The new block prevented MIT researchers assigned MIT IP addresses 18.55.6.0 through
18.55.6.255 (as many as 253 computers) from performing research through ISTOR’s archive for
three to four days.

5 Moreover, when ISTOR notified MIT of the problems, MIT, t00, banned the “ghast

laptop” from using its network. To do this, MIT terminated the ghost laptop's guest registration
on September 27, 2010, and prohibited the computer, as identified by its hardware MAC address,
from being assigned a new IP address again through the guest registration process.

On October 2, 2010, less than a week after SSTOR and MIT had barred the individual’s

ghost laptop from communicating with thelr natworks, the individual obtained yet another guest
connection for the ghost laptop on MIT's network. Having recognized that MiT or JSTOR had
blocked his ghost laptop by recognizing its MAC address, the individual now manipulated the
ghost laptop’s MAC address to mislead MIT into befieving that he was a new and different guest
registrant.

Six days later, the individual connected a second computer to MIT’s network and created
another guest account using pseudonyms simitar to those he had used with the “ghast Japtop”: he
registered the new computer under the name “Grace Host”, a temporary email address of

ghostd2@mailinator.com, and a computer client name of “ghost macbook.”



On October 9, 2010, the individual activated the ghost laptop and the ghost machook to
download JSTOR's articles once again. The dawnloads came so fast and numerous that the
individual again significantly impaired the operation of some of JSTOR’s computers,

Once again, MIT could not identify who was controfling these computers or where they

were physically located, and ISTOR could not isolate the interloper to a consistent IP address

5 A computer’s MAC address Is initially assigned by an equipment manufacturer, but can

be misrepresented electronically by a knowledgeable user. The user aitered the ghost laptop’s
MAC address to appear as 00:23:5a:73:5f:fc rather than the prior MAC address of
00:23:5a:73:51:fb. that could be blocked. Consequently, JSTOR blocked access by every computer using
an MIT IP address campus-wide for approximately three days, again depriving legitimate MIT users
from accessing JSfOR's services. And MIT blocked computers using the ghost laptop’s and the
ghost macbook’s MAC addresses as well.

Nevertheless, between the end of October and January 6, 2011, the hacker obtained at

least three new IP addresses and assigned his computer two new MAC addresses. He also
moderated the speed of the downloads, which made them less noticeable to JSTOR. The
exfiltration of ISTOR's collection was honetheless extreme: over this period, the individual
downloaded well aver a miliion of JSTOR's articles.

Because the hacker had modified the speed of his downloads, JSTOR did not notice his

latest downloads until around Christmas, 2010. Once noticed, however, JSTOR provided MIT

with the hacker’s latest IP address. Now that MIT's network security personnel had a more

robust set of network tools, they couki consult network traffic routing records and trace the IP
address back to a concrete physical location on campus.

So on January 4, 2011, an MIT network security analyst traced the hacker's iP address to

a network switch located in a basement wiring closet in MiT’s Building 16. Bullding 16's street leve!

doors have no-trespassing signs posted on them. (Ex, 8). The wiring closet is protected by

[RiIF]




a pair of locked steel doors. (Ex. 9). The closet is generally locked, but at that time its lock

could be forced by 3 quick jerk of its double doors. When MIT personnel entered the closet,

they found a cardboard box with a wire leading from it to a computer network switch. (Ex. 10).6
6 MIT personnel removed the box from the laptop at first, and then MIT personnel or faw
enforcement officers replaced the box on one or more occasions. The second photograph was
taken after the box was replaced, not when it was initially found.

7 Hidden under the box was the ghost laptop, an Acer-brand laptop, connected to a separate hard
drive for excess storage. (Ex. 11). The network cable connected the laptap to the network

switch, thus giving the !abmp Internet access. (Ex. 12). The laptop’s direct connection to the
network switch was unusual because MIT does not connect computers directly to those switches.
MIT called campus police to the scene, who, in tum, brought in the Cambridge Police

and the Secret Service. Over the course of the moming and early afternoon of January 4th, MIT
and law enforcement officers collaboratively took several steps to identify the perpetrator and
Iearn what he was up to:

(1) Cambridge Police crime scene specialists fingerprinted the laptop’s interior and exterior and the
external haed drive and its enclosure;

(2) MIT placed and operated a video camera inside the closet, which, as discussed balow, later recorded
the hacker (subsequently identified as Aaron Swartz) entering the wiring closet and performing tasks
within it;

(3) The Secret Service opened the laptop and sought to make a copy of its volatile memory (RAM), which
would automatically be destroyed when the laptop’s power was turned off, but the effort

resuited in their seeing only the faptop’s user sign-in screen;

{4) MIT connected a second laptop to the network switch in order to record the laptop’s
communications, a type of recording often referred to as a “packet capture;” the Secret Service
subsequently concurred with the packet capture, none of which was tumed over to officers until MIT
was issued a subpoena after Swartz’s arrest;

..{S) Beginning on January 4, 2011, MIT agreed to provide, and Jater provided, the Secret Service copies of
network logs pertaining to

7 From the time of law enforcement’s arrival on January 4, 2011, through the suspect’s
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arvest and identification on January 6, 2011, the effort by MIT and law enforcement to identify
the individual was both consensual and collaborative.

8 This second laptop is seen on a chair in Ex. 10.8 the ghost laptop and ghost macbook between
September 24, 2010 and January 6, 2011,FEM

Fﬂ!}':ﬂil'e'!!

9 By mid-day on January 4th, MIT and law enforcement personnel had completed their

initial crime scene investigation. Experience told them that merely ramoving the hacker’s
computer equipment would just result in his renewing his efforts elsewhere, So, rather than take
the hacker's equipment away, MIT and law enforcement instead restored the closet to its initial
appearance upon discavery, and monitored who entered it and handled the iaptop. In this way,
the hacker would not necessarily know that his criminal tools had been discovered, his identity
might be uncovered, and he couk) be stopped.

The ruse worked. Within an hour of thelr departure, the hacker returned. After entering

the wiring closet and shutting the doors behind him, (Ex. 13}, the hacker replaced the hard drive
connected to the iaptop with a new one he took from his backpack, and then concealed his
equipment once again underneath the cardboard box.

Two days later, on January 6, 2011, the hacker returned to the wiring closet yet again.

This time, worried about being identified, the hacker covered his face with his bicycle heimet as
he entered the closet. (Ex. 14). Once inside and with the door closed, the hacker disconnected
the {aptop and placed it, the external hard drive, and the network cable in his backpack. (Ex. 15).
As he left, he again hid his face with his bicycle helmet. (Ex. 16).

By January 6, 2011, the hacker had downloaded a major portion of the 6 to 7 miilion

articles then contained in ISTOR’s digitized database.

As discussed below, both the law and MIT's policies and procedures allowed MIT to

turn these records over consensually, but it also could, and at points did, insist upon a subpoena.

A fittle after 2:00 that afternoon, MIT Police I(bi(s),(B)ii XC) IM\o had been
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involved in the investigation, was heading down Massachusetts Avenue within a mile of MIT
when he spotted a bicycler who looked like the hacker caught on the wiring closet video.
[CXEL.EXTHC Jdentified himself as a police officer. After a brief exchange, the individual
dropped his bike to the ground and ran away. The individual was chased, apprehended, arrested,
and identified as Aaron Swartz. During a search incident to arrest, Cambridge police found a
USB storage drive in SwartZ’s backpack, which they seized and stored as evidence,
Approximately an hour later, MIT technical staff used computer routing and addressing
records to locate Swarty’s ghost laptop and hard drive in the Student information Processing
Board's office In MIT’s student center. Law enforcement found the equipment on the floor
under a desk. {Ex. 17). The equipment was subsequently seized and stored as evidence by
Cambridge Police.
Aaron Swartz was charged by the Commonweaith in a criminal complaint alleging
breaking and entering into MIT's property with intent to commit a felony, and was subsequently
indicted by a Massachusatts grand jury for the same charge along with stealing JSTOR's
electronically processed or stored data, and accessing a computer system without authorization.
While the Commonweaith pursued state charges, the U.S. Attorney’s Office began a
separate investigation on January 5, 2011. On February 9, 2011, the Secret Service obtained a
warrant to search Swart’s apartment, followed by a warrant to search his office on February 11,
2011. Both were executed on February 11th. Also on February 9, 2011, the Secret Service
obtained warrants to seize from the Cambridge Police and then search the laptop, the hard drive,
and the USB storage device. These warrants were returned unexecuted and new warrants were
obtained on February 24, 2011. On May 16, 2011, Swartz was served with a forfeiture warrant
for property of ISTOR in his possession and refused to comply with the Court’s warrant.10
Swartz was indicted federaily for wire fraud, computer fraud, and data theft, which was followed

by the present Superseding indictment on the same theories.
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http://www.rollingstone.com/politics/news/why-did-the-justice-system-target-aaron-
Swartz-20130123

Why Did the Justice System Target Aaron
Swartz?

26-year-old Internet activist's tragic suicide raises questions about
prosecutorial overreach

By Steven Hsieh
Rolling Stone Magazine
January 23, 2013 3:49 PM ET

Hundreds of mourners filled the Great Hall at New York's Cooper Union on January
19th to honor the life of Aaron Swartz, the Internet activist who took his own life earlier
this month at age 26.

Swartz was well-known in technology circles for helping develop the RSS web feed
format and the popular site Reddit, among other accomplishments. At the time of his
death, he was facing 13 felony charges and up to 50 years in prison: Prosecutors had
accused him of using MIT's network to download too many scholarly articles from an
academic database called JSTOR.

Swartz's friends and family have said they believe he was driven to his death by a justice
system that hounded him needlessly over an alleged crime with no real victims, “{He
was] forced by the government to spend every fiber of his being on this damnable,
senseless trial,” his partner Taren Stinebrickner-Kauffman said at the memorial, "with
no guarantee that be could exonerate himself at the end of it.”

Swartz's tragic death has already begun foreing lawmakers to start rethinking our
draconian computer laws. And House Oversight Committee Chairman Darrell Issa (R-
California) even promised an investigation of the Justice Department prosecutors who
did their best to send a young Internet pioneer to prison.

Two zealous federal prosecutors handled Swartz's case: U.S. district attorney Carmen
Ortiz and assistant attorney Stephen Heymann. In the days after his death, writers, tech
experts, and many of Swartz's friends have called out Heymann and Ortiz for
prosecutorial overreach. A White House petition demanding the removal of Ortiz
garnered well over 25,000 signatures, reaching the level which guarantees an eventual
response from the Obama administration.
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Some of Swartz's advocates believe the prosecution sought excessive punishment to set
an example in the age of Wikileaks and Anonymous.

"l‘hig was, in my opinion, part of a coordinated campaign to scare young Internet
activists,” says Roy Singham, ThoughtWorks chairman and a friend of Swartz.

It's worth reviewing the so-called crime which put Swartz in the government's

crosshairs, From September 24th, 2010 to January 6th, 2011, he accessed MIT's

network to scrape an "extraordinary volume of articles” from the academic database

JSTOR. Initially, he used the university’s open wireless network to grab the files. But

after several attempts by JSTOR and MIT to block him, Swartz gained access toa

;estrimd closet and directly hardwired his laptop to the network, leaving it there to pull
ata.

MIT personnel found Swartz's laptop on the morning of January 4th, 2o11, and
connected a second computer to the network switch to monitor Swartz's activity. They
alslo fingerprinted Swartz's device and installed a camera in the closet to identify their
culprit.

On the same day, the U.S. Secret Service took over the investigation. Court documents
reveal that Secret Service agent Michael Prickett recommended MIT personnel leave
Sw&rtz's laptop in the closet for monitoring. All acquired data was eventually disclosed
tothe Secret Service.

On January 6th, 2011, MIT and Cambridge police, with the help of special agent
Prickett, arrested Swartz on charges of breaking and entering with intent to commit a
felony. As blogger Marcy Wheeler suggests, the early involvement of the Secret
Service "makes it clear that this was a nationally directed effort to take down Swartz.”

JSTOR chose not to pursue charges against Aaron Swartz — who not only returned all
downloaded content, but also ensured it "was not and would not be used, copied,
transferred or distributed.” That didn't stop MIT and the feds from indicting Swartz on
13 felony charges and insisting on prison time,

Ortiz and Heymann charged Swartz under the Computer Fraud and Abuse Act, a 29-
year-old law, notorious in the legal world for being broadly interpretable. They argued
that Swartz accessed MIT and JSTOR computers without "authorization," despite MIT's
extraordinarily open network policy and Swartz's legal access to JSTOR content.

Despite admitting that Swartz wasn't financially motivated by his act — and even after
learning that the 26-year-old had battied depression — Ortiz and Heymann refused to
offer a deal that didn't include at least six months of prison time and a guilty pleaon all
13 charges, If Swartz chose not to label himself a felon for life, he'd risk the possibility of
many years in the slammer.

Any probe into this case must raise serious questions about prosecutorial overreach by

Ortiz and Heymann, Heymann's record, in particular, reeks of bullying and power-




hungry ambition. A damning report from the Huffington Post paints the assistant U.S.
attorney - and head of his court’s computer crimes task force — as a careerist who
sought tough convictions to bolster his reputation. In 2008, Heymann prosecuted
another hacking case that ended with a suicide.

But holding Heymann and Ortiz accountable, while necessary, won't be enough to stop
the persecution of Internet activists and hacking culture in this country. It's time to have
a serious conversation over whether Swartz's fight for free information truly warranted

investigation. Should participating in a DDoS attack, the Internet's
equivalent of a sit-down strike, send someone to 30 months in prison? As Harvard
professor Lawrence Lessig has put it, our government pursued Swartz as if he were a
"9/11 terrorist.”

Last month, Rolling Stone's Matt Taibbi noted the absurdity of HSBC bankers skating
on serious drug money laundering charges while hundreds of thousands of Americans
sit behind bars for petty drug offenses. The Secret Sexvice's involvement in hunting
down a 26-year-old charged with downloading too many scholarly articles is just
another example of our justice system'’s chillingly warped priorities.



FIELD ACTIVITIES:

Boston Field Office
New England Electronic Crimes Task Force

MIT Network Intrusion Results in Federal Indictment and Arrest

On January 4, 201 1, Massachusetts Institute of Technology (MIT) Police Department contacted
the Boston Field Office and requested assistance from the New England Electronic Crimes Task
Force (NEECTF) regarding an investigation into a network intrusion. The initial investigation
identified Aaron Swattz as the primary suspect.

NEECTF agents determined that Aaran Swartz intruded into the MIT network without
authorization. Swartz broke into a locked closet containing network components, connected his
computer to the MIT computer network and downloaded documents from a not-for-profit archive
of scientific jounals and academic work, known as “JSTOR.” Swartz avoided MIT’s and
JSTOR’s electronic security and distributed a significant amount of JSTOR’s archive through
one or more file-sharing sites. Through investigative interviews and electronic forensic
evidence, agents established that Swartz’s un-authorized access impaired MIT computers,
disabled servers, and deprived various JSTOR users from accessing rescarch. Agents discovered
JSTOR and MIT were unable to block Swartz’s attacks, as Swartz continued his intrusions
utilizing new methods for accessing JSTOR. Subsequently Swartz exploited MIT*s computer
system to steal over four million articles from JSTOR.

On July 14, 2011, Aaron Swartz was indicted in U.S. District Court, District of Massachusetts,
charged with violations of Title 18, United States Code, Sections 2 (Aiding and Abetting),
103042 (Theft of Information From a Computer), 1030 aSB (Recklessly Damaging a Computer)
and 1343 (Wire Fraud).

On July 19, 2011, Swariz surrendered to federal anthorities and was arraigned before Magistrate
Judge Judith G. Dein and released on $100,000 bond.

On November 17, 2011, Swartz was also indicted in Middlesex Superior Court for breaking and
entering in the daytime with intent to commit a felony, larceny over $250 and unauthorized
access to a computer network.

On November 30, 2011, Swartz was arraigned in Middlesex Superior Court for breaking and
entering daytime, larceny over $250 and unauthorized access to a computer network.

On November 12, 2012, a superseding indictment was rendered in the U.S. District Court,
District of Massachusetts, for violations of Title 18, United States Code, Sections 2 (Aiding and
Abetting), 1030 (Computer Fraud ~ unlawfully obtaining information from a protected computer
and recklessly damaging a protected computer) and 1343 (Wire Fraud).

From November 2012 through January 2013, Boston agents and AUSA Stephen Heymann
conduct witness preparation for the upcoming trial.

On January 11, 2013, Aaron Swartz committed suicide in Brooklyn, NY. The investigation is
ongoing by New York City Police Department.
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On February 6, 2013, a trial by jury in the U.S. District Court of Massachusetts was scheduled.
Case Agent: SA[PYELBXNC)  |BOS) . Case Number: J-102-775-60071-8
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HUGH DUNLEAVY (VPD) _ |

From: HUGH DUNLEAVY (INV) '

Sent: Satu Jan 12, 2013 2:25 PM

To: CID)

Ce: H INV)

Subject: g:: ngRT: Update for Case Support to Boston Fleld Office: Aaron Swartz Sulclde
n

Thx. Notification made to GPA earlier this morning. See following -

-—- Original Message ~——

fFrom: STEVEN RICCIARDI {(BOS)

Sent: Saturday, January 12, 2013 09:54 AM Eastern Standard Time

To: LEE FIELDS (INV); EDWIN DONOVAN (GPA)

Subject: Fw: Aaron Swartz (USSS Defendant Commits Suicide - awaiting positive ME ID)

Lee and Ed:

1 was advised of this situation this morning, there could be some media attention regarding our defendant committing
suicide. This case was about to ga to Federal trial.

Our investigation revealed that Swartz had hacked into MIT servers and obtained gigabytes of data primarily dealing
with technical manuals.

Please confirm with me that you received this info.

Thanks - Steve

Steven D. Ricclardt

Special Agent In Charge
United States Secret Service
Boston Field Office

(617) 565-5640

e O B Ta05)

Sent: Saturday, January 12, 2013 09:29 AM Eastern Standard Time
To: STEVEN RICCIARDI (BOS)
Subject: Aaron Swartz

Steve,

Please call when you have a moment. We have information that the MIT defendant Aaron Swartz committed suicide Jast
night. Blogs are confirming and the NYC ME Is confirming they have a Aaron swartz [BXE).IX s following up with NYC
to ensure positive confirmation.

(DX
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LSS5 - ASAIC
Boston Field Office
(b)6),(b)(7)C

From 'cxo)
Setlt: araay, January 12, 2013 02:21 PM Eastem Standard Time

)
cc: JONA‘IHAN BARTLETT (CID); HUGH DUNLEAVY (INV); EDWIN DONOVAN (GPA)
Subject: Re: CID/CERT: Update for Case Support to Boston Fieki Office: Aaron Swartz Suicide Confirmed

Thank yo! have copled the chain and GPA on this chain. Who Is the case agent from Boston?

1)2, 2013 02:08 PM
uum.mm- (C1D)
RT: Update for Case Support to Boston Field Office: Aaron Swartz Suicide Confirmed

We've been assisting the Boston Field Office in an investigation involving Aaron Swartz, the founder of Reddit, where he
gained unauthorized accass to MIT and stole data. Agents from the Boston Fleld Office arrested him while he was
committing the crime.

It appears that he has committed suicide. Given that he is well known through his association with Reddit and Wired
magazine | would not be surprised i there were to be media inquiries / coverage regarding his death.

R/

I(s)(ﬁ).(b)d XC) |

~ ATSAIC, Program Manager
CID/CERT
U.S. Secret Service

b)(6),(b)7XC) jDesk)
{Mobile)

412-268-9262 (Fax)

.AaronSwartzSuicldeConﬂnned

All Concerned,
This morning | was notified that Aaron Swartz committed suicide.

1 have subsequently confirmed this report through The New York Medical Examiner’s Office and NYPD’s 717 Precinct
Detectives.
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At 19:35 hours yesterday, January 11, 2013, the incident was reported to NYPD. Detectivg(b) the 71 responded to
Aaron Swartz was identified and all indications thus far reveal that itis
]

The New York Medical Examiner’s Office has it listed as an open case at this time.
Detectivef(B)8) Juill be calling me with further information. As | get mare ) shall pass it on.

R/S,

atective

Electranic Crimes Task Force
USSS Boston Field Office

10 Causeway Street [IOO0_]
Boston, MA 02222
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY {(INV)

Sent: Monday, January 14, 2013 10:16 AM
To: JONATHAN BARTLETT (CID); invep

Ce: HUGH DUNLEAVY (INV)

Subject: FW. MIT Case Boston
Attachments: July 21, 2011.docx

. CERETRTYC) s R ——

SQnt: Monday Janvary 14, 2013 9:45 AM

To; INV); HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV)
Ce[EXSLEXINC)_law{BYLBRTHCY J)

Far Sttuational Awareness, attached is the write-up for the case involving MIT and the Defendant Aaran Swartz, who

committed suicide over the weekend,

Special Agent
United States Secret Service
Office of Investigations / Special Projects

Office: KBX8).OXT)C)
Cell: X
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 15, 2013 7.

To: CYNTHIA TRIPLETT (TEQ(D)(@ ); MARK COPANZZI (\RM)
Ce: HUGH DUNLEAVY (INV); dadinv

Subject: BOS MIT Investigation

Attachments: July 21, 2011.docx

All,

FYSA = The USSS {BOS) was involved in the federal arrest and prosecution of defendant Aaron Swartz. Open source
media reports hacker groups tﬂ%mg MIT w/ retaliatory operations assumadly in response to defendant Swart?’
(bXS)

sulcide.@si | ]

Reference is made to the attached and following open source media web links:

. Anonymous l-lacks MIT Sites To Post Aaron Swartz Trlhute Call To Arms (The Washmgton Fost) -

Call w/ guastions. V/r Hugh
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HUGH DUNLEAVY (VPD) B

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 22, 2013 L

To: STEVEN RICCIARDI (B8 BOS)

Ce: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID); dadinv

Subject: FW: Call w/ DOJ regarding Aaron Swariz case / briefing to House Oversight & Govt Reform
Committee (102-775-800710-8)

Gentlemen,

Reference the following. This congressional staff briefing will likely take piace in the
near future. I will represent the USSS. Please advise the assigned BOS AUSA and request the
required 6e authority. In addition, BOS is requested to provide bulleted briefing points
(separate from the case reports), organized by date, summarizing facts of USSS/ECTF and other
LE specific involvement in this investigation.

il.e.:
. 26SEP2010 - MIT notified by JSTOR of ...... Sh

. 27SEP2010 - MIT identifies 1p address XXX.XXXXX .ic.c.oares

The intent is to pravide specific and factual USSS/LE investigation briefing and allow D0J to
speak to the associated judicial action (proffers, indictments, Marrants, plea offers etc.)
Call w/ questions. V/r Hugh

~-wsuQriginal Message-----

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INV); HUGH DUNLEAVY (INV)

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ DOJ regarding Aaron Swartz case / briefing to Mouse Oversight & Gov't Reform
Committee

Good afternoon, hope you are well.

SAIC Williams and I just spoke with Ms. from 003's OFfice of Legislative
Affairs.

Ms.dvised that they were also telephonically contacted by Chairman Issa's staff last
Thursday afternoon, requesting to provide a briefing on the Swartz case.

| Consuilt with cutside agency. |

1 will advise the group of D01's decision once 1 hear back from ns [BXELEY |
Thanks much.

" Faron,

Faron K, Paramore
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Daputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph:
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HUGH DUNLEAVY (VPD) | :
From: HUGH DUNLEAVY (INV)

Sent esday, Janus 013 1:37 PM

To: OXO)OXINC) _____ JOS)

Ce: STEVEN RICCIARD S)

Subject: Re: Call w/ DOJ regarding Aaron Swariz case / briefing to Houss Oversight & Gov't Reform
Committee (102-775-800710-8)

No date at this time.

~ve-e Original Message ----- ‘
From OO0 _J60s)
Sent: Tuesday, January 22, 2013 01:30 PM fastern Standard Time

To: HUGH DUNLEAVY (INV)

Cc¢: STEVEN RICCIARDI (BOS)

Subject: RE: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (102-775-609716-S)

Hugh,
We're on it. Do you have a date when you need the requested information?
Thanks,

l?bs(as.(b)(”(ﬂ

Assistant Special Agent in Charge
Boston Field Office
BY6) (DX 7 Cell

office

--===0riginal Message=«~~-
From: HUGH DUNLEAVY (INV)
Sent: Tuesday, January 22, 2013 1:24 PM

To: STEVEN RICCIARDI (BoS) JBNELBYTNCI _ KBOS)
Cc: HUGH DUNLEAVY {INV); JONATHAN BARTLETT (CID); dadinv

Subject: FW: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (162-775-600710-S) '

Gentlemen,

Reference the following. This congressional staff briefing will likely take place in the
near future. I will represent the USSS. Please advise the assigned BOS AUSA and request the
required 6e authority. In addition, BOS is requested to provide bulleted briefing points
(separate from the case reports), organized by date, sunmarizing facts of USSS/ECTF and other
LE specific involvement in this investigation.

i.e

. 26SEP2010 - MIT notified by JSTOR of .........
L] 27SEP2010 - MIY {dentifies ’.p address 000 XXXXX ssecocsces
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The intent {s to provide specific and factual USSS/LE investigation briefing and allow 00J to
speak to the associated judicial action (proffers, indictments, warrants, plea offers etc.)
Call w/ questions. V/r Hugh

----- Original Message-----

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INV); HUGH DUNLEAVY (INV)

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ DO) regarding Aaron Swartz case / briefing to House Oversight & Gov’t Reform
Comittee

Good afternoon, hope you are well.

SAIC Williams and I just spoke with Ms.[B)(®).BN7NC) Jfrom DOJ's Office of Legislative
Affairs.

Ms. advised that they were alsc telephonically contacted by Chairman Issa’s staff last
Thursday afternoon, requesting to provide a briefing on the Swartz case.

[Consutt with outside agency. |

I will advise the group of DOJ's decision once I hear back from Ms[BE)EN]
Thanks much.

Faran.

faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: : 496-5676 Main line

b)(6),B)7)C)  [pirect line
Cell

(202) 406-5740 Fax
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HUGH DUNLEAVY (VPD) . L —

From: HUGH DUNLEAVY (INV)

Sent: Thursday, Jnnuar{ 24, 2013442 PM

To: STEVEN RICCIARD! (BOS); JONATHAN BARTLETT (CIO)
Cc: HUGH DUNLEAVY (INV)

Subject: See Attached - Note BOS SA named

Attachments: Roling Stone Magazine.23JAN2013.doc

Call w/ questions. V/r Hugh
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HUGH DUNLEAVY (VPD) :

m: I-_'!hUant:bDyUNLEAW (INV)

s 24, 2013 8:
To: RIPLE DXOBOTE mec W conaz
Ce: TLETT (CID) X

CID)

Subject: RE: B
Attaschments: Roiling Stuna MagazlnezaJAszadoc
inportance: Migh
Al

Reference previous and attached. The attached open source urce media specifically cites the USSS and the BOS SA
involvement in this investigation. While there continue to befP7)

Call w/ questions. V/r Hugh

From: HUGH DUNLEAVY (INV)
Sent: Tuesday, Janvary 15

To: CYNTHIA TRIPLETT (TEC) b (5 W{bX7HC) [TEC)H|®)(E).(B)(7)C)
Cc: HUGH DUNLEAVY (INV);
Subject: BOS MIT mvstigatbn

All,

FYSA -The usss (BOS) was involved in thefederal arrest and prosecution of defendant Aaron Swartz. Open source.
§ 1Ar8¢ v/ retaliatory operations assumedly in response to defendant Swart?

Reference is made to the attached and followlng open source media web links:

1 Anonymous Hacks MIT Sites To Post Aaron Swartz Tribute, Call To Arms (The Washington Post) -
D: ashingtonpos business/technotogy/anggyme £ t-sites-t0-post-adron-

Call w/ questions. V/r Hugh
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HUGH DUNLEAVY (VPD) |

From: HUGH DUNLEAVY (INV)

Sent: Thursday, January 24, 2013 8:32 PM

To: STEVEN RICGIARDI (BQS

Cc: HUGH DUNLEAVY (INV)[(0)8).(0X7XC) ___ |BOS), JONATHAN BARTLETT (CID)

Subject: RE: Call w/ DOJ regarding Aaron Swartz case J briefing to House OQversight & Gov't Reform
Committee {102-775-600710-8) - SUSPENSE NLT WED 30JAN2013

Gentlesnen,

FYSA - Now appears to be FRI @1FEB2013 for the investigation briefing to House Oversight &
Gov't Reform Committee. I will provide the USSS portion.

Please plan to have the requested time line and bulleted briefing points by NLT WED
30JAN2013.

USSS GPA has been in contact w/ their DOJ equivalent. Please insure the BOS USAD is aware of
the planned briefing, share w/ the USAO the time line and bulleted briefing points and
request clearance for any potential 6e issues. The intent is for the UsSs to brief
investigative facts only. I will defer to DOJ to address any judicial action.

Call w/ questions. Thanks Hugh

--=+-0riginal Message-----

From: BOS)

Sent: Tuesday, January 22, 2013 1:30 PM

To: HUGH DUNLEAVY (INV)

Cc: STEVEN RICCIARDI (BOS)

Subject: RE: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (182-775-600710-5)

Hugh,
We're on it. Do you have a date when you need the requested information?

Thanks,

W

Assistant Special Agent in Charge
field Office
(D)6), ell
ice

----- Original Massage-----

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 22, 2013 1:24 P

To: STEVEN RICCIARDI (B0S); [EMELEMTUCI __](80S)

Cc: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID); dadinv .

Subject: FW: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (192-775-600710-S)

Gentlemen,
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Reference the following. This congressional staff briefing will likely take place in the
near future, I will represent the USSS. Please advise the assigned BOS AUSA and request the
required 6e authority. In addition, BOS is requested to provide bulleted briefing points
(separate from the case reports), organized by date, summarizing facts of USSS/ECTF and other
LE specific involvement in this investigation.

i.e.t
[ 4 2ssspm° L MIT ﬂﬂtified by Jsm O‘F sevascnvres
) 275EP2010 - MIT identifies ip address XXX.XXXXX .eceessvee

The intent is to provide specific and factual USSS/LE investigation briefing and allow DOJ to
speak to the assoclated judicial action (proffers, indictments, warrants, plea offers etc.)
Call w/ questions, V/r Hugh

----- Original Message-----

From: FARON PARAMORE (GPA)

sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INV); HUGH DUNLEAWY (INV)

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform
Committee

Good afternoon, hope you are well.

SAIC W{lliams and I just spoke with Ms.[BYELEXAIC) Jfrom DOI's Office of Legislative
Affairs.

nswdvis'ed that they were also telephonically contacted by Chairman Issa's. staff last
Thursday atternoon, requesting to provide a briefing on the Swartz case.

Consult with outside agency.

1 will advise the group of DOJ's decision once I hear back from us
Thanks much.

Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: 202) 406-5676 Main line
Direct line
Cell
(202) 486-5740 Fax
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From: HUGH DUNLEAVY (INV)
gmt Threday Jlanuan 13]7;09PM
o B\ N BOS i
Subject: RE: O garding Aaron Swariz case / to House Oversight & Gov't Reform
Committes (102-775-600710-8) - SUSPENSE NLY WED 30JAN2013
Thx E8.]

rron DX Faos) 1

Sent: Thursday, January 24, 2013 7:05 PM .
To: HUGH DUNLEAVY (INV); STEVEN RICCIARDI (BOS); [EX®.EXC)  |(soS)
Cc: JONATHAN BARTLETT (CID)
Subject: Re: Call w/ DOJ regerding Aaron Swartz case / briefing to House Oversight & Gov't
‘Reform Cosmittee (102-775-680710-S) - SUSPENSE NLT WED 30JAN2013 -

Boston copies. We'll have the briefing point te you prior to the deadline.
Thanks. '

' ¢

USSS - ASAIC
Boston Field Office 4
(OXG)(ONTXC) I(<)

~e-es Original Message -----
From: HUGH DUNLEAVY (INV)
Sent: Thursday, January 24, 2013 86:31 PM

To: STEVEN RICCIARDI (sos%
Cc: HUGH DUNLEAVY (INV); (B0S); JONATHAN BARTLETT (CID)
Subject: RE: Call w/ DOJ regarding Aaron Swartz case ] briefing to House Oversight & Gov't

Reform Committee (102-775-600719-5) - SUSPENSE NLT WED 30JAN2613
6entlemen,

FYSA - Now.appears to be FRI G1FEB2013 for the investigation briefing to House Oversight &
Gov't Reform Committee. I will provide the USSS portion.

Please plan to have the requested time line and bulleted briefing points by WLT WED
30JAN2913.

USSS GPA has been in contact w/ their DOJ equivalent. Please insure the BOS USAO is aware of
the planned briefing, share w/ the USAD the time line and bulleted briefing points and
request clearance for any potentisl 6e issues. The intent is for the USSS to brief
investigative facts only. I will defer to DO) to address any judicial action.

Call w/ questions, Thanks Hugh

From:[(£X6).(B)X7XC) :
Sent: Tuesday, January 22, 2013 1:30 PM
To: HUGH DUNLEAVY (INV)
Cc: STEVEN RICCIARDI (BOS)
; 1
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Subject: RE: Call w/ DO) regarding Aaron éﬁari:z céie I !;l;i.efins' toHouseOversight&Gov't
Reform Compittee (102-775-608710-5)

Hugh,

We're on it. Do you have a date when you need the requested information?

Thanks,

(b)),

Assistant Special Agent in Charge
office
8), ( ell
ice

----- Original Message-----

From: HUGH OUNLEAVY (INV)

Sent: Tuesday, January 22, 2013 1:24 PM

To: STEVEN RICCIARDI (B0S){(BX6).(O}7XC) ___|(BOS)

Cc: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID); dadinv

Subject: FW: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (102-775-600710-S)

Gentlemen,

Reference the following. This congressional staff briefing will likely take place in the
near future. I will represent the USSS. Please advise the assigned BOS AUSA and request the
required e authority. In addition, BOS is requested to provide bulleted briefing points
(separate from the case reports), organized by date, summarizing facts of USSS/ECTF and other
LE specific involvement in this investigation.

i.e.:
. 26SEP2010 -~ MIT notified by JSTOR of .........
. 27SEP201° - MIT identifies ip addf‘ess AAX o XRRHK s 0coevosas

The intent is to provide specific and factual USSS/LE investigation briefing and allow DOJ to
speak to the associated judicial action (proffers, indictments, warrants, plea offers etc,)
Call w/ questions. V/r Hugh

----- Original Message=-----

From: FARON PARAMORE (GPA)

Sent: Tuesday, Janvary 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INV); HUGH DUNLEAVY (INV)

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS {GPA)

Subject: Call w/ DO) regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform
Commjttee '

Good afternoan, hope you are well.

SAIC Williams and I just spoke with nsFB)(B).(bWRE; IFrom D0d's Office of Legislative
Affairs.
Ms advised that they were also telephonicélly contacted by Chairman Issa's- staff last

Thursday afternoon, requesting to provide a briefing on the Swartz case.

2
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l'Consun with outside agency.

I will advise the group of DOJ's decision once I hear back from Ms.[BXELENT]

Thanks much.

Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

202) 406-5676 Main line

W
A AD
g4 -
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HUGH DUNLEAVY (VPD) S '

From: HUGH DUNLEAVY (INV)
g.nc : 2013 1:59 PM
o BOS

BOS)
Subject: RE: FREEDOM OF INFORMATION ACT & PRIVACY ACT REQUEST FILE # 20130262

Recv'd - thanks Hugh

25, 2013 1:49 PM
To: [ 8os) ; [EMBLEYTHO) ](805)
ce:JONO).ON7XC) | (BOS); STEVEN RICCIARDI (BOS); HUSH DUNLEAVY (INV)
Subject: : FH M OF INFORMATION ACT & PRIVACY ACT REQUEST FILE # 20130262

Please respond to this message via official message:

“Sacret Service Case Number J-102-775-8860071-S, in the name of Aaron Swartz is still an open
case. The requested information will be copied and will be held in the Boston Field Office
until said case 1s closed. At that time, the requested information will be forwarded to
Liaison Division for disclosure as deemed appropriate, °

Thanks,

Assistant Specla
Boston Field Office
X Cell
J0Ffice

----- Original Message-----
From: BOS
Sent: Friday, January 25, 2013 1:06 PM

To: [ENEEXNIC) | (80s) {BXE).ENN(C) __](80S) =
Ce: (BOS); STEVEN RICCIARDI (B0S)i®X6L(O)I/XC) ___KEBoS) ; [BXBL.BYTHC)  LBos)

Subject: FW: FREEDOM OF INFORMATION ACT & PRIVACY ACT REQUEST FILE # 201302562

Response due by Noon on Monday 1/28/13.

----- Original Message-----

From: lia

Sent: Friday, January 25, 2013 11:49 AM

To: BOS

Subject: FREEDOM OF INFORMATION ACT & PRIVACY ACT REQUEST FILE # 20130262

//ROUTINE//

M FOIA/PA OFFICER, LIAISON DIVISION FILE: 177.860/177.670
: 1



TO : BOSTON FIELD OFFICE

suBJ FREEDOM OF INFORMATION ACT & PRIVACY ACT REQUEST

REFERENCE IS MADE TO THE INVESTIGATIVE MANUAL, SECTIONS 48 & 49.

PLEASE CONDUCT A CHECK OF YOUR RECORDS, TO INCLUDE EMAILS AND HANDWRITTEN NOTES, FOR
TNFORMATION CONCERNING THE FOLLOWING [INDIVIDUAL(S)/ORGANIZATION(S)/EVENT(S)]. IF YOUR FILES
SHOW THAT YOU WERE THE CONTROLLING FIELD OFFICE, PLEASE NOTIFY THE FOIA/PA OFFICE BY OFFICIAL
MESSAGE BEFORE NOON THE FOLLOWING WORKING DAY STATING THAT DOCUMENTS HAVE BEEN LOCATED.
PLEASE NOTE, EVEN IF RESULTS ARE NEGATIVE, PLEASE NOTIFY OUR OFFICE.

COPIES OF THE ENTIRE FILE SHOULD BE IMMEDIATELY SENT, VIA FEDERAL EXPRESS, YO THE FOIA/PA
OFFICE. PLEASE ENSURE THAT THE ENTIRE FILE IS PHOTOCOPIED AND ALL COPIES ARE LEGIBLE.
INCLUDE ALL REVERSE SIDES, STANDARD FORMS, PHOTOS, AND HANDWRITVEN NOTES.

IF THE FIELD OFFICE FILE IS OPEN OR IF DISCLOSURE OF INFORMATION IN A CLOSED FILE COULD
ADVERSELY AFFECT A PENDING INVESTIGATION OR PROSECUTION, PLEASE CONTACT THE FOIA/PA OFFICE AT
(202) 406-5838 BEFORE COPIES OF THE FILE ARE FORWARDED.

ANY DELAY IN FORWARDING RESPONSIVE DOCUMENTS SHOULD BE REPORTED TO THE FOIA/PA OFFICE.

NAME DoB SSN CASE NO.

SWARYZ, AARON 11/08/1986 *4% . ** . 0493  102-775-08968671-5

PLEASE INCLUDE THE FOTA/PA FILE NO. IN YOUR RESPONSE TO OUR OFFICE,

HEADQUARTERS/LIATSON DIVISION {b)6),(b FMILLS
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HUGH DUNLEAVY (VPD) , : ——
From: HUGH DUNLEAVY (INV)

Sent: Monday, January 28, 2013 10:37 AM

Yo: STEVEN RICCIARDI (BOS)

Ce: HUGH DUNLEAVY {INV); JONATHAN BARTLETT {CID)

Subject: Fw: U.S. Amwsmmaoswnmpcnarguagakmumswm Please see article
below. Can we have BFO confim with AUSA'S office

importance: High

Pls confirm

From: FARON PARAMORE (GPA)

Sent: Monday, January 28, 2013 09:31 AM Eastern Standard Time
Yo: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV); JONATHAN BARTLETT (CID)

Cc: PAUL MORRISSEY (GPA); FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA) ’

Subject: U.S. Attorney's Office in Boston drop charges against Aaron Swanz. Please see article below, Can we have BFO
confirm with AUSA's office

Good Morning everyone, hope you are well.
Please see article below.

Looks like the US Attorney’s Offic e in Boston dropped
the charges against Aaron Swartz. Can we please have
the Boston Field Office confirm this information.

1f - If this is correct / true, this would also nullify
our concerns regarding 6E material - I think.

Thanksg. Faron.
Faron K. Paramore
Deputy Assistant Director

office of Congressional Affairs
United States Secret Service

Ph: 202) 406-5676 Main line
izect line
(202) 496~ ax

Feds drop charges against late Internet activist
Aaron Swartz

FedmlpmecnthomnhavedroppedchmagaiwlmetacﬁvistAmnS.wartzaﬂerhisdentﬁ.
t
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(Michael Franis McElroy / New York Times via Associated Press / January 30, 2009)
By Jessica Guynn

January 14, 2013, 10:38 a.m.

Federal prosecutors in Boston have dropped cherges against Iuternet activist Aaron Swartz.
Swartz, 26, wes found dead Friday in his New York apartment. He apparently had hanged himself.
Prosecutors filed the notice of dismissal on Monday.

Swartz's family blamed his death on "prosecutorial overreach.”

The U.S, attorney’s office could not be reached for comment.

Federal prosecutors alleged Swartz used MIT's computers to illegally access miltions of academic articles
through the JSTOR database, a subscription service for scholarly articles. He was indicted in 2011 and was
scheduled to go to trial on 13 counts including computer fraud. Swartz faced the possibility of millions of
dollars in fines and up to 35 years in prison.

Thecascwassemasashowdownpittingthegovermnentandcommmialintemtsagainstlmm“ﬁ'eedmn
fighters.”

MIT President L. Rafael Reif on Sunday appointed Hal Abelson, a professor of computer science and
engineering and a founding director of Creative Commons and the Free Software Foundation, to "lead a
thorough analysis of MIT"s involvement."

As news spread over the weekend of Swartz's death, the Web gollectively mourned for 2 brilliant young
technologist and activist who wanted to set the world's information free yet could never escape his own demons.

Confided one friend: "Pmnotsurpﬁsedthatthisishowhislifeended,andlbetmmyothm feel the same way.
So sad, he had so much potential and not enough joy in his life.”

Swastz was just 14 when he helped create RSS, a tool that distributes online content. He was one of the
founders of the social news site Reddit, which was bought by Conde Naat. But he was best known as an activist
for free and open access to the world's information.

“Byerything he did was aimed at world-changing and at activism," said friend and historian Rick Perlstein.
Now his death is being used to question government's aggressive criminal prosecution of Internet activists.
Anonymous allegedly hacked MIT's website and left a tribute for Swartz: "We do not consign blame or
responsibility upon MIT for what has happened, but call for all those feel heavy-hearted in their proximity to

ﬂzisawﬁdlosstoack:iowledgeinsteadtheresponsibﬂitytheyhave-—thatweallhave—tobuildaﬁdsafewd
a future that would make Aaron proud.”
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HUGH DUNLEAVY (VPD) ' '

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 29, 2013 4.58 PM
To: dadinv; invap

Ce: HUGH DUNLEAVY (INV)

Subject: FW: Aaron Swartz Case INV Request
Attachments: Swartz INV Brief 1.28-2013.pdf
From: JONATHAN BARTLETT (CID)

Sent: Tuesday, January 29, 2013 4:06 PM

To: HUGH DUNLEAVY (INV)

Subject: FW: Asron Swartz Case INV Request

..... . PP ——Y VL 2 4 - fovann P e it et

CID)
Sent: T , January 29, 2013 4:04 PM
To: JONATHAN BARTLETT (CID); EDWARD LOWERY (PID)
Subject: FW: Aaron Swartz Case INV Request

CiD)

Good afternoan, Please see attachment.

Thank you,

sal(b)}6),(bX7}C) |
United States Secret Service
Criminal Investigative Division

FbRG;,(bWRE} | )
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Good moming, Can you please give me a call regarding the INV request that was sent to your office yesterday regarding
the above case? E

Thank you,
i (b)(6),(b)/}C) |

United States Secret Service
Criminal Investigative Division
N6 (B TNC
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)

Sont: Monday, January 14, 2013 10:15 AM
To: JONATHAN BARTLETT (CID); invep
Ce: HUGH DUNLEAVY (INV)

Subject: FW: MIT Case Boston
Attachments: July 21, 2011.docx

For Situational Awareness, attached is the write-up for the case involving MIT and the Defendant Aaron Swartz, who
committed sulcide over the weekend.

(0)6),

Special Agent

" United States Secret Service

Office of Inves gations / Special Prajects

i
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Criminal Investigative Division
Daily Report
July 21,2011

The information contained
in this document is
law enforcement sensitive.
Dissemination is prohibited
unless specifically authorized by the
United States Secret Service
Office of Investigations.




FIELD ACTIVITIES:

Boston Field Office
New England Electronic Crimes Task Force

MIT Network Intrusion Results in Federal Indictment and Arrest

On January 4, 2011, Massachusetts Institute of Technology (MIT) Police Department contacted
the Boston Field Office and requested assistance from the New England Electronic Crimes Task
Force (NEECTF) regarding an investigation into a petwork intrusion. The initial investigation
identified Aaron Swartz as the primary suspect. '

NERCTF agents determined that Aaron Swartz intruded into the MIT network without
authorization. Swartzbmkeintoalockeddosetcontainingmtworkoomponems, connected his
computer to the MIT computer network and downloaded documents from 2 not-for-profit archive
of scientific journals and academic work, known as “]STOR.” Swartz avoided MIT’s and
JSTOR’s electronic security and distributed a significant amount of JSSTOR’s archive through
onie or more file-sharing sites. Through investigative interviews and electronic forensic
evidence, agents established that Swartz’s un-authorized access impaired MIT computers,
disabled servers, and deprived various JSTOR users from accessing research. Agents discovered
JSTOR and MIT wers unable to block Swartz’s attacks, as Swartz continued his intrusions
utilizing new methods for accessing JSTOR. Subsequently Swartz exploited MIT’s computer
system to steal over four million articles from JSTOR.

On July 19, 2011, Asron Swartz was arrested and appeared in U.S. District Court, District of
Messachusetts, charged with violations of Title 18, United States Code, Section 1343 (Wire
Praud), Section 103022 (Theft of Information From a Computer), Section 1030 a5B (Recklessly
Damaging a Computer) and Section 2 (Aiding and Abetting). This case is continued pending
further judicial action.

Case Agent: sA®)6),bX7HC) (BOS) Case Number: J~102-775-60071-8
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HUGH DUNLEAVY (VPD) :

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 15, 2013 22 )

To: CYNTHIA TRIPLETT (TEC ), MARK COPANZZI (IRM)
Ce: HUGH DUNLEAVY (INV),

Subject: BOS MIT lnvestigation

Afttachments: July 21, 2011.doex

All,

FYSA - The USSS (BOS) was involved in the federal arrest and prosecution of defendant Aaron Swartz. Open source
media reports hacker groups targeting MIT w/ retaliatory operations assumediy in response to defendant Swart?’
suicide. At this time, INV/CID has no criminal intefligence suggesting that USSS systems will be specifically targeted in
response to defendant Swartz’ suicide.

Reference ls made to the attached and following open source media web links:

] Anommous Hacks MIT Sites To Post Aaron Swartz Tribute, Call To Arms (The Washington Post) -
nashingtonpost.com/business/tectinplogy/s : ost-aaron-

Call w/ questions. V/r Hugh
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HUGH DUNLEAVY (VPD)

From: HUGH DUI}LEAW (INV)

gcmx anusry 31, 2013 11:20 AM
o:
Cc: dadinv; DONNA ), HUGH DUNLEAVY (INV); FARON PARAMORE (GPA)
Subject: J-102-775-600710-S - Final Draft of INV Requested Swartz Investigation Synopsis
Atachments: Swartz INV Brief 1-29-2013.pd!
Importance: High
v o LC

Attached for OCC review is the B80S summary of the 1-102-775-600710-5 investigation.
This summary was offered wﬂ\eUSADBOSformmand was declined.

1 am scheduled to appear before the House Oversight & Gov't Reform Committee {OGR) Chairman issa staff on Friday,
February 1, 2013. :

SAIC BOS advises that the synopsis contains only information avallable in the unsealed indictment of Suspect Swartz.
l{endlng your review, GPA will tikely push tg its DOJ counterpart.

Call w/ questions. V/e Hugh

e SRR ST S PSR Y et oem————eas Srp—— - rtpany TSt 0o

Sent: Wednesday, Januaty 30, 2013 9:53 AM
Tat HUGH DUNLEAVY (INV)

Cc: FREDERICK SELLERS (INV)
mewwmmmmmpss

Sir:

Attached is the final dwmﬁuﬁﬂﬁon synopsis. If you have any questions feel free to contact me or
ASACEXBLIBNTHC Js 2NG) KT

Steven D. Ricclardi
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)
.?_Ont: Thursday, January 31, 2013 2:18 PM
o m ' ;
Subject. C3 - ~Final Draft of INV Requested Swartz investigation Synopsis

1430, Headed back from WH now

b ob e o g bn o — e ekl o arm

Sent: day, January 31, 2013 02:04 PM Eastern Standard Time
Yo: HUGH DUNLEAVY (INV)
Subject: RE: 3-302-775-600710-S - Final Draft of INV Requested Swartz Investigation Synopsis

Hugh,

When you are ready | can walk over to your office and go over the doc.

From: HUGH DUNLEAVY (INV)
ant: Thursday, Januaty 31, 2013 11:29 AM

LEG)
Cc: dadinv; DONNA CAHILL (LEG); HUGH DUNLEAVY (INV); FARON PARAMORE (GPA)
Subject: J-102-775-600710-5 - Final Draft of INV Requested Swartz Investigation Synopsis
Importance: High

Attached for OCC review is the BOS summary of the }-102-775-600710-8 investigation.
This summary was offered to the USAO BOS for review and was declined.

{ am scheduled to appear before the House Oversight & Gov't Reform Committee {OGR) Chalrman Issa Staff on Friday,

February 1, 2013.
SAIC BOS advises that the synapsis contains only information available in the unsealed indictment of Suspect Swartz.
Pending your review, GPA will likely push to its DOJ counterpart.

Call w/ questions. V/r Hugh

From: STEVEN RICCIARDI (BOS)
Sent: Wednesday, January 30, 2013 9:53 AM

To: HUGH DUNLEAVY (INV)

Cc: FREDERICK SELLERS (INV)

Subject: Final Draft of INV Requested Swartz Investigation Synapsis

Sir:

Attached is the final draft of the Swartz investigation synopsis. If you have any questions feel free to contact me or -
ASAICH(B)(B),(bX7)C) pt 617/565-5640.

Steven D, Ricclardi

Special Agent in Charge

United States Secret Service
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)

Sent: Thursday, January 31, 2013 2:19 PM

To: FARON PARAMORE (GPA)

Subject: Re: J-102-776-600710-S - Final Draft of INV Requested Swariz Investgation Synopsis

Tried. Cof cell[EXBLENTY ]

From; FARON PARAMORE (GPA)
Sent: Thursday, January 31, 2013 01:32 PM Eastem Standard Time

To: HUGH DUNLEAVY (INV)

Subject: Re: 1-102-775-600710-S - Fnal Draft of INV Requested Swartz Investigation Synopsis

Hugh - faron here. Can you. Talk now??

[BYE.BXTHC) |

From: FARON PARAMORE (GPA)

Sent: Thursday, January 31, 2013 12:34 PM Eastern Standard Time
*Yo: HUGH DUNLEAVY (INV)

Subject: FW: J-102-775-600710-§ - Final Draft of INV Requested Swartz Inwestigation Synopsis

Hugh - Farom here. teaving HQ now going up to the Rill.
RAgain, please call me on my cell. I’m open until about 1:10pm.

[EXeLEXNe |

Thanks.

Paron K. Paramore

Deputy Assistant Director
offica of Congressional Affalra
United States Secret Service

Ph: (202) 406-5676 Main line
BY@)LBNINC)  ppirect line
Cell
(202} 406-5740 Fax

From: HUGH DUNLEAVY (INV)
ant: Thurcday, January 31, 2013 11:29 AM

To{®XEBX7NC)  KLEG)

Cc: dadinv; DONNA CAHILL (LEG); HUGH DUNLEAVY {INV); FARON PARAMORE (GPA)

Subject: 3-102-775-600710-5 - Final Draft of INV Requested Swarz Investigation Synopsis

Importance: High

Attached for OCC review is the BOS summary of the 1-102-775-600710- investigation.
This summary was offered to the USAO BOS for review and was decined.
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| am scheduled to appear before the House Oversight & Gov't Reform Committee (OGR) Chairman fssa Staffon Friday,
February 1, 2013. ' :
SAIC BOS advises that the synopsis contalns only information avallable in the unsealed indictment of Suspect Swartz.
panding your review, GPA will likely push to its DOJ counterpart.

Calt w/ questions. V/r Hugh

From: STEVEN RICCIARDI (BOS)

Sent: Wednesday, January 30, 2013 9:53 AM
To: HUGH DUNLEAVY (INV)

Cc: FREDERICK SELLERS (INV) ,
Subject: Final Draft of INV RequeshedSwammvesﬁgm Synopsis

Sir:

Attached is the final draft of the Swartz investigation synopsis. {f you have any questions feel free to contact me of
ASAKEYE).BXTXC) Tt 617/565-5640.

Steven D. Ricciardl

Special Agent In Charge
United Statas Sacret Service
Boston Field Office
617/565-5640

358



HUGH DUNLEAVY (VPD) ' : N

From: HUGH DUNLEAVY (INV)

Sent: Friday, F‘bmlrlyAIOJ L 2013220 P}

To: STEVEN RICGIARD! (BOS: BYO).ENC)_Bos) '

Co: dadinv; JONATHAN BAR D) EUWARD TOWERY (PID); HUGH DUNLEAVY (INV);
FARON PARAMORE (GPA)

Subject: 3-102-775-800710-S - Requested OGR staff briefing comptete

Al

The requested briefing to the House Oversight & Gov't Reform Committee (OGR) Chairman Issa s Staff was re. the 80S
NEECTF investigation {-102-775-600710-S)
was completed by 1345 today.

Note - DOJ deciined to attend.
No issues noted, No follow up or release of information (equesmd, no Indicated concern w/ the USSS investigation.

Thx to BOS and NEECTF for the support. The BOS investigation withstood scrutiny on its own merits and on the solid
investigations and work of the NEECTF - well done.

{

Cafl w/ quesﬂons Vir Hugh

(80S) ' -
Sent: Wednesday, January 30, 2013 09:53 AM Eastern Standard Time

Cc: FREDERICK SELLERS (INV)
mnwm«mwmmmmmm

Shr:

Attached s, raft of the Swartz Investigation synopsis. if you hava any questions feel free to contact me or
(BXO). EEEre )

Stoven D. Ricclardl
Speciat Agent in Charge
United Stetes Secret Service
Boston Fleld Office :
617/565-5640
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HUGH DUNLEAVY (VPD) = - | Laglk

‘Subject:
Location:

Start:
End:
Show Time As:

Maoting Status:

Organizer:
Required Attendees:

DOV Briefing: J-102-775-60071-S
D0J - 950 Pennsylvanla Avenue, NW, (Visitor's Entrance on Constitution Avenue between Sth
and 10th St, NW_- Office of Legislative Affairs - Suite 1145

Mon 2/11/2013 11:00 AM
Mon 2/11/2013 12:00 PM
Tentative

(none)

Not yet responded

HUGH DUNLEAVY (INV)
FARON PARAMORE (GPA)

Hugh — we are all set for the meeting with DOJ next Monday, February 1 Pat

11lam. See below.

I’ll send you a meeting request shortly.

Thanks. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressicmnal Affairs
United States Secret Service

Ph: (202) 406-5676 Main line

m Vednesday, Feors 05,2013251??4
To: FARON PARAMORE (GPA)

Subject: Monday, 2/11/13 at 11:00 am

Consult with outside
jagency.

EXEENNC |

Attorney Advisor
Office of Legisiative Affairs

i
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[EXOERCT(cto) | ) B

from: (b)8),(bX7XC) KID)
Senmt: asday, January 22, 2013 405 PM
Ta: CEIELEXNEC) _ JaodbBXELOXTXC) kaD)
Ce Ci0)
Subject: < Callw regarding Aaron Swartz case / briefing to House Oversight & Govt
Reform Committee (102-775-600710-S)
{b)(6),(]
Let’s discuss this tomorrow when we ali return.
I gn you,
— Original Message ——
From{[DYBLBVTC) (CI0)

ent:Tuesday.. la guary 22, 2013 03:47 PM Eastern Standard Time

{XOOXTXC) o fB@EITXC) o [EXELEBKTNC) i)

CeURIAL BTG JCID)

Subject: RE: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee {102-775-
600710-5)

Sir,
We did provide the above summary for the SAIC regarding this case. Reference the attachment above. justso I'm

following in reference to the below...BOS is requested to provide bulleted briefing points (separate from the case
reports) and will send to Regions and then ultimately to SP?

Sent: Tuesday, January 22, 2013 2:14 PM

To: JONATHAN BARTLETT (CID)BXELEXTXC) ] cIDfBXELBXAC) ] (cio)EIELIBXTXC) _JCid)

Subject: Re: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee {102-775-
600710-5)

Copy

: wme Original Message ~——

From: JONATHAN BARTLETT (CID}
' I periny. Jan ua'y 22‘ 2013 02:11 PM Eastem standm Time
[EX5).OK7XC) pin)B)ELEXTHG) Jib)

Subject: RE: Call w/ DOJ regarding Asron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
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~--Original Message--—
FroneXB BN o)
Sent: Tuesday, January 22, 2013 2:05 PM

To: JONATHAN BARTLETT (CID); {D'OXDIU@I 1D)
Subject: Re: Call w/ DOJ regarding A wartz case / briefing to House Oversight & Gov't Reform Commiittee (102-775-

600710-5)

Special Projects have a ongoing briefing.

B2

Can you ensure that the briefing is provided to the SAIC?

-—- Original Message ——
From: JONATHAN BARTLETT {CID)
day, January 22, 2013 01:25 #M Eastern Standard Time
To (D'@XO'UIQ CID)
Subject: Fw: Call w/ 0QJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
600710-5}

The Regions are working on bullet points for INV correct ?
SAIC Mark Bartiett

U.S. Secret Service

Criminal Investigative Division

= Qriginal Message -

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 22, 2013 01:23 PM Eastemn Standard Time

To: STEVEN RICCIARDI (BOS)[{ BOS)

Cc: HUGH DUNLEAVY (INV); . (CID); dadinv

Subject: FW: Call w/ b0OJ regardlng Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-
775-600710-5)

Gentlemen,

Reference the following. This congressianal staff briefing will likely take place in the near future. { will represent the
USSS. Please advise the assigned 80S AUSA and request the required 6e authority. in addition, BOS is requested to
provide bulleted briefing points (separate fram the case reports), organized by date, summarizing facts of USSS/ECTF
and other LE specific involvement in this investigation.

ile.:
. 26SEP2010 - MIT notified by SSTOR of .........
. 27SEP2010 - MIT identifies Ip address %o 0000 ....c....

The intent Is to provide specific and factual USSS/LE investigation briefing and allow DOS to speak to the associated
Judicial action (proffers, indictments, warrants, plea offers etc.) Call w/ questions. V/r Hugh

~—Qriginal Message—-
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From: FARON PARAMORE (GPA)
Sent: Tuesday, January 22, 2013 1:05 #M

To: PAUL MORRISSEY (GPA); JANE MURPHY {INV); HUGH DUNLEAVY {INV)

Cc: FARON PARAMORE {GPA); LYNDA WILLIAMS {GPA)

Subject: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee
Good aftermoon, hope you are well,

SAIC Willlams and | just spoke with mmm DOJ's Office of Legisiative Affairs.

M{EEL BN cvised that they were alsd telephonically contacted by Chalrman Issa's staff fast Thursday aftemoon,
requesting to provide 2 briefing on the Swartz case.

Consuit with outside agency.

1 will advise the group of DOJ's decision once | hear back from M
Thanks much.

Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: (202) 406-5676 Main line

m C
eli

(202) 406-5740 Fax
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from: EEEE o,

Sent: Tyesday, January 22, 2013 3:48 PM

To: EXELENTRC) JaoBI@LBXC) — Jam)

e CID)

Subject: - Call w/ DOJ reganding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (102-775-600710-5)

Attachments: FW: MIT Case Update

Sk,

We did provide the above summary for the SAIC regarding this case. Reference the attachment above. lust so {'m
following in reference to the below...BOS is requested to provide bulleted briefing paints {separate from the case
reports) and will send to Regions and then ultimately to SP?

@]

~—Qriginal Message-—--

From|(b)(6),(BX7XC) ciD)
Sent: Tuesday, January 22, 2013 2:14 PM_
To: IONATHAN BARTLETT (ao) EEE Yo,

Subject: Re: Call w/ DOI regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee {102-775-
600710-5)

Copy

- Original Message -~~
From: JONATHAN BARTLETT {CiD)

-

To: JONATHAN BARTLETT {cio); QD)

Subject: Re: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
6§00710-5)

Special Projects have a ongoing briefing.

Can you ensure that the briefing is provided to the SAIC?

365



~—- Original Message -
From: JONATHAN BARTLETT (CiD)

Sent: Tuesday, January 22, 2013 01:25 PM Eastern Standard Time

T CiD)

Subject: Fw: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
600710-S)

The Reglons are working on bullet points for INV correct ?
SAIC Mark Bartlett

U.S. Secret Service

Criminal investigative Division

~—- Qriginal Message -

From: HUGH DUNLEAVY (INV}
Sent: Tuesday, January 22, 2013 01:23 PM Eastern Standard Time
To: STEVEN RICCIARDI (80S) 0Ss)

Ce: HUGH DUNLEAVY {INV); JONATHAN BARTLETT (C1D); dadinv
Subject: FW: Call w/ DO regarding Aaron Swartz case / briefing to House Oversight & Gav't Reform Committee (102-
775-600710-5)

Gentiemen,

Reference the following. This congressional staff briefing will likely take place in the near future. | will rapresent the
USSS. Please advise the assigned BOS AUSA and request the required 6e authority. In addition, BOS Is requested to
provide butleted briefing points {separate from the case reports), organized by date, summarizing facts of USSS/ECTF
and other LE specific involvement in this investigation,

Le:
. 26SEP2010 - MIT notified by JSTOR of .........
L4 mm hd MlT meﬂtmes ip addl'ess m-m PYITY TV

The intentis to provide specific and factual USSS/LE investigation briefing and allow DOJ to speak to the assoclated
judicial action {proffers, indictments, warrants, plea offers etc.) Call w/ questions. V/r Hugh

—=-Original Message--—-

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY {INV); HUGH DUNLEAVY {INV)

Cc: FARON PARAMORE {GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ DOS regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee

Good afternoon, hope you are well,

SAIC Willams and | just spoke with M{EXE).EX7)_Jrom DOY's Office of Legistative Affairs.

Mmadvlsed that they were also telephonically contacted by Chairman issa's staff last Thursday aemoon,
requesting to provide a briefing on the Swartz case,

366



Consutt with outside agency.

! will advise the group of DOJ's decision ance | hear back from Ms.{EXBL()]
Thanks much.

Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United Statas Secret Service

Ph: (202 5676 Main fine
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From: [EXE).EXTNCT o)

Sent Monday, January 14, 2013 12:24 PM
To: JONATHAN BARTLETT (CID)

Ce: HUGH DUNLEAVY (INV)

Subject; FW: MIT Case Update
Attachments: MIT Case Update.docx

Sir,

Reference the above for an updated synopsis regarding case # J-102-775-60071-5 (BOS). Further, for shuational
awareness purposes based on discussion with the case SA according to the NYPD Detective via the Boston PD Datective
this incident was clearly a suicide. According to case SAW "~ Jotated the subject suffered
from a history of depression Issues.

Regards,

From{RYELBYIVET ——)(CID)
jonday, January 14, 2013 12:01 PM
(BLEXTIC) YINV)

0 EREERRCT o)

See updates on the MIT investigation.

Special Agent
Criminal investigotive Division / Special Projects

Cel|(®)8),(b)TXC) _
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BB Jein)

from: BOS

Sent:  Friday, January 21, 2011 2:58 PM
To: CID

Ce: ISD; BOS

Subject: 775.510 Opsning Report - Aaron Swartz (102-775-860071 -8)

U.S. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIRLD OPPICB . FILE: 102-775-60071-8
TO: CRININAL INVESTIGATIVE DIVISION X-REF: N/A
INPO, INVESTIGATIVE SUPPORT DIVISION SEIZUREB§: N/A

SUBJECY: OPENING REDORT

CASE TITLE: AARON SWARTZ

CASE TYPX: 775,510

SECONDARY TYPES: 948.131, 84e,304, 048.930
CONTROLLING QFFICE: BOSTON PIELD OPPICE

REPFORT MADE BY: SA 8),(b)(7)C 1
DATE CASE OPENED: 01/07/11

FREVIOUS REPORT: N/A

REPORTING PRRIOD: 01/04/11 -~ 01/21/11

BTATUS : CORTINUED

SYNOPBIS:

On 01/04/11, MIT police requeated assistance from membexs of the New Bngland Blectronle
Crime Task Porce regarding an investigation into a computer that was found in a locked
Closet at MIT and was commected to the MIT Network without authorization. Purther
investigation revealed that a subject later identifisd as Aaron Swartz, igtruded into the
MIT network without authorization by making entzy into a locked cioset containing
networking components for MIT networks, connecting a cowputer to the MIT network, and
downloading doouments from JSTOR.

Oon 01/06/11, Aaron Swartz was arvested by MIT Police and agents of the New England
Blectronic Crimes Task Force and charged with viclation of Massachusetts Gemeral Law
{MGL) for breaking and sntexing. The investigation of Swartz's unauthorized intrusion
into the MIT network and the theft of documents from JSTOR continue.

Case continuned in Bostoa.

DETAILS OF INVESTIGATION:

on 01/0¢/11, Del:ectlveot the Cambridge, MA Police Department and a member

of 1and Blectronic Crimes Task Force, received a call £rom|(b)(8).(bUHEY |

IT.B0U) of the Massachusetts Institute of Technology (MIT] Police
Department, informing him that an unauthorized computer had been found {n a wire closet
on MIT grounds and that Network Traffic suggested that the computer was being used to
download expensive techuical journals without authorization. The computer was found in a
wire closet in the basement of Building 16, the Dorrance Bulldiag (77 Massachusetts
Avenue, Cawbridge, MA) which houses the MIT Biological Engineering Department.

Continuing on 01/04/23, SAIDMBLEYTNC) — ] vetsctive and Detective|(b)(6).BX7)C) |
of the Boston Police -Department, traveled to MIT and met with J(b)6),(b)}7)C) of the
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On 01/03/11 received an email from (bX6),(bX7)(J forwardea tmm
intorming € that the excessive downloading of journals had begun again.

mir.ed 03“"' oY Ne YoTe
"-iucture Jervices for MIT, asking them to further pinpoint the location of the
oomputer downloading the journals. ar o8oe, [(b)6),() hocated a computer hidden by a
N Che Das ing 26. The
Computer was algo connected to an external hard arive. tablished a pazket
capture of the same switch the Computer was found attec) .

w:uao provided & w.{th & copy of historical network flow data concerning
ve

8808 18.85.6.240 and 18.55.7.240 from 12/14/10 to 01/04/1:!. and DHCP log
information for Computexs registersd as ghost-machook and ghost «1laptop.

contacted SABXB)ENT(](c1D) at the camr Coordination centex at the Software
Bng Bg Institute at Carnegle Mellen University. nm provided sa [B)E) ) vt
instructions to upload the data to the CERT drop box,

on 01/06/11, at approximasely 1233, video surveiliance showed the individual later
identified e Pwarts return to the wire cloget and remove the netbook and external hard
dxive. Later[(b)(6).(bY(7] [DXB).(bY/YC) ~ Jof the MIT Police Department caueaw

of the MIT Polics Department and stated thac he had located the suspect later, identified !
48 Swarts riding his bicycle on Massachus g MERARG near the intersection with Lee

Street in Cambridge, massac ta. [b)G).BM Kb)(6),(b)(] and Tesponded to Lee

Street to assiat D)(5),(b) FRYA} (B) Rttanpted exviaw g, however
Swarts jumped off of his bicycle SMEPEE-down Lee Street. and 8A (6Y(6).5)]
detained the suspect and he was subsequently placed undexr arrest. search af the
backpack the Suspect was wearing revealed & 0.8, passport in the name of Aaron Swartz and
one (1) USB Thumb Orive. No computer was found in the backpack. Swartz was transported by

Cambridge Police to Cambridge Polige ‘headguarters and subsequently charged with violation
of Mmgsachusetts General Law {M3L) for Breaking and Entering.

Also on 01/06/11, [BXB).B) |checked the DHCP logs for computer registrations containing the

word “ghoate, WOL~1aptop was identified 48 3till being active on the MIT ¢

the same MAC address as used on 01/04/21 to download journals. (b)(8),(b)7)C | w
t.edu) an miy traced ghost-1aptop on the ne WOz

network location ghost-laptop connected to
Board office, room s57. mmwgme«l

4t the student center and found the Acer Aspire netbaok
snattended, under g table, powered on and commected to the MIT
glovea, SAGEVAY/RL) examined - The netbook appearsd

Bot be possible to conduct live forensics or
er in its current state, The laptop was

(OXO)ONENEEY | eravered g4 Feilen

mbridas :(‘.YT‘,.,»A._ B D),(D) (b)(6 bX7)
. [bX6),(bX ] intormed B (D)(6).(b)] that he
%axe a statement. Arts was not

ed to provide hig pame, date of

On 01/10/11,
c8ll to discuss t

vno11 .



. . - ‘ - Page dof s
on 01/14/11, sA Detective (b)(6), | [(bX > and AUSA Heymann met
JOIGYON, or MIT.

at the MIT office o General Counsal o

On 01/06/112, Aaren Swartz was arrested by NIT pPolice Department ana charged with
violation of Magsachusetts Genersl Lawv {MGL) Chepter 266, Section 18, Breaking angd
Bntering.

On 01/08/11, sa[(b)8).(b Contacted AUSA Steven Beymann, District of Massachusetts, o
brief hiwm on the above. \nvest {gation.

JUDICIAL ACTION:

On 01/07/11, aaron Swartz was arraigned in Cambridge, MA District Court for violation of
M3L Chapter 2ss, 8ection 18, Breaking ang Batering. The case was assigned docket number
1152CR0073,

SUSPECTS / DETRYDANTS ;

SWARTS, Aazom B, - 8USPECT

AXA /A

RACE: White

SBX: Male

DOn: 11/08/1986

88N: 1374

FBIL: 675304XD0

SID: MA10S565%9

H?: 8'~ p06”

Ly 128 lbe.

BYES: Brown

HAIR Brown

1899; Yen

1599A; No

PHOTO:; Yes

PRINTS Yos

POB: Chicago, 1L

DL/STATE:

ADDRESS ;

EMAIL:

DATABASE CHBCKS: 01/07/11
EXAMS CONDUCTRD:

BCSap: Pending

POLY: N/A ’

PSD; N/a
DATABASE SEARCHRS CONDUCTED :

MCI / ¢1: 91/70%7/11

NCIC/®LETS: 01/07/11

CC8/Cre: 01/07/12

LOCAL LB: 01/07/11

EVIDENCE / COWTRABAND / PRRSGNAL PROPERTY :
All evidence in thie case is currently being held at MiT Police Headquarters.

DIBPOSITION:

Case continued pending further iavestigation and judicial action.
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8tephen Heymann held a conference cali. ®)O).(® |contirmed that IsTOR nas licensing
agreements with publishers to make Journals and articles aveilables on the JSTOR web site,
and that some of those licensing agreements include revenue sharing with publishexrs in
LCD-Lbe publishers will get a share of the fees JSTOR collects from imetitutions.
(bXE).(b)(btated that some of the publishers allow for a direct fae to download an -
ddividual article, bhut some publishers do not want individual articles downloaded.
Apted that the value of the documents 8warts downloaded to be in excess of §2
stated that he belisved tha average cost of the articles was $1¢.00.
8d that the first indication of an intrusion wam a degradation of service for
customers. (D)O)(b]stated that the software on the JSTOR site reliss on cookies to
track users and that Swarts must have found a way to delete the JSTOR cockies from his
system prior to making a new request to download & document. stated multiple
download regueste cccurred simultameously and that at times, hundreds of download
requests were occurring concurremtly. [(b)6),(b)] onfizmed that the JSTOR terms end
Wd of downloading Swarts was doing.

on 02/03/11, SA and oe:acun%uved the Acer Aspire netbook, hard drive
enclosure, Western Digital hard ¢ con in the enclosure, and a USB flash drive
frou uIT Policd®DOLOXNNT) ] SABYRL R T hnd Detectiv#@took the evidence
icems directly E6 Cambridge PBo s Headquarters. The evidence items were logged into .
Cambridge Police evidence and taken Lo the Cambridge Police Identification Unit. The
Identification it began pracessing the items for fingerprinte. The results of the

analysis is pending. ¢

on 02/04/11, sAfBXE).(b)7] mtwtiveMof the Cambridge pouee.gm
Buset<s Inatitute of Tec ©gy, and AUSA Stephen Heymann a

from the Massac
conference call. explained that he was driving to work on 01/04/11 when
(BYATZR] called him told hinm he found a laptop connected to a switch.
explained that previouslylb)©),(B)(7)(C) |hed sent an email toj(b)(6)(bX Jeescribing the switch
a8 Al traced the exceesive downloading from JSTOR to. (b)(6).(b)(jexpiained that after '
ound the laptop coanected to the switch, he started a packet capture on tha same
dlso explained that the switch the laptop was connected to was an entry

.Uitch[ and that normally only edge switches should be plugged into the entry switch.

also explained that when azrived, he used BHRAP to digcover that port

and 8092 were opea on the laptap t was discovered. id that he reviewed
the g fptyre and discovered 14 differest IP addresses s S8H traffic to the
laptop. : believed that some of the xp addresses were SR background noise, however
he did could be traced to the linerva gexver at MIT. The linexva

: fial up server run by the Student Information Processing Board at NIT.
cu;od that he wae still woxking on analyming the packet capture.

on 92/07/11, [BYELEKTRC) Jeoia sa[BYE.EN et e noticed that om 02/06/11, the lapkc
used by Swart: was bxriefly registered om the MIT network from buildiang 4.of Mrr. [(b)6
noticed that during that time the la unicated with IP addresses 17¢.139, 54 -
204.236.212.151 and £0.16.222.69. stated that those IP addresses are associated
with Amazon Elastic Compute Cloud, which is a web sexvice that provides resirable comput e
capacity in the cloud. : )

Also on 02/07/11, [(DYBY,BYTNC) ] sent an email to ausa Heymann to reviee her sstimate of
how many documente were downloaded by Swarts. [EYAT/R/tated that Swaztz downloaded ovar

2.8 million documents in November and December of 2010. 8lso forwarded emails
£x stating that the initial analyais of activicy indicated that the
down wexe systematically ugin gquential incxeases in stable URLs. The game

email included a atatement from (B)YB).BHTHC) |of JsTor indicating that the downloading
did not appear to be targeted- towards research articles or any particular titles,
collections, or disciplines. For the 2.8 ®illion downloads in November and December of
2010, the breakdown was 3,385,569 research articles, 939,063 reviews, §2.127 news
articles and 9,472 editorials, )

on 03/21/11, sAENELBRY] araazc [BXETETTC— sA [BXB).ENC)_] sa[BROLENTNC) ana
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the time the search was exec

to the effect of, what took yo

?Pai;_e 30f6

peaxch warrant on Swartz's resjdence located

(b)(8),(b)7( Swartz was home at
Pa— ° the 3earch was conducted, Swartz mads statements
8o long, and why didn’t you Ao this earifexr? The search

team selized peveral items described in greater detail in the Bvidence section of this

report. After completing the

first floor to pearch the storage locker allocated to apartment 330,
floor, SA E@haewed Swartz leave the building,
after he rea the street. Aftey ascertaining that
: the search team moved to
XC) _phere the Harvard University, Bdmond

locker be
(bX6),(b)(7)
1 8warts is listed as a lab
Center for Bthics.
eearch warrant was obtained.

ofiged to s"‘rtz.

Swartg’s office at the safra Center,
Western Digital hard drive from Swartz‘s o

Harvard University

320, the search team returned to the
While on the first
walk to the street and sprint away
none of the items in the gtorage
[QIOXOIUE I—

: DY ECBICEh i locat
The search tsam observed Swartz at the 8afra
Police secured swartz’s office while a federal
After the search warrant was obtained, the team searched
ga seized and Apple iMac computer and a

search of Apartment

fellow.

On 02/25/11, DetectivaEEZE received the Acer Aspire netbook, hard drive enclosure,
xrive con

Western Digital hard d

Cambridge Police Property Technician

talned in the eaclosure, and the

USB_flash dQrive from .
OIBIOXNICT ] Ddetective|(b)(6),(b] took the evidence

items directly to the RCSAP Lad Bvidence Vault,

SUSPECTS/DEFRRDANTS 3

SWARTZ, Aaron H ~ SUSPECT
1899
1599A:

[ERerweT

Yes
No

RACE:
SRK:
non:
SSN:

]- SUBVECT

)

No
Ne
PROTO: ¥o
PRINTS :
POB;
DL/STATE:
ADDRRESS :

(b

C)

BMATL Y

DATABASE CHECKS: 02/24/11

“evcrey N/a

RACE: X

SEX:

DOB:

88%:;

PBX: R/A

8ID: - 77
: N/A

WT: N/A

32201}
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EYES (b)6).()

mua' E;)

1599; (7)

13992 No

PHOTO: No

PRINTS: No

POB:

DL/STATE: T

ADDRESS : F5R§5.(b (7)(C

BYAIL: j

DATABASE CHECKS: 02/34/11
EXAMS CONDUCTRD:

BCIAP: Ongeing
Poly: N/A
¥eD: H/A

DATABASE SERRCHES CONDUCTRD:

MCI / C1: 01/07/11
NCIC/NLBTS: 01/07/11
CC8/CFT: 01/07/11
LOCAL LB: 01/07/11

EVIDERCE / CONTRABAND / PERSONAL PROPBRTY:

BVIDENCR SSP 1544 8/N: 102 2031 CR 3%
DATE QF INVENTORY : 02/11/11
INVERTORY MADE BY: 8A [(b)(6).(b)] .
DESCRIPTION OF ITEMS, Scientific Atlaatic Modem SNi SM155%5968

Apple Multi Adapter SNE 6F9395M7ZUE
Apple Multl Adaptexr SN§ 5P7281NNU4S
Black Notebook Journal

SRIZED / OBTAINED FROM: RAaron Swazte

LOCATION : Boston FPield Office Bvidence Vault

DISPOAITION: Heold pending judicial action.
BVYIDENCE SSP 1544 8/N: 104 2011 CP 32

DATE OF INVENTORY: 02/11/11

INVENTORY MADH BY: Sa

DESCRIPTION OF ITENMS: Harvard Univereity Barning Statement
' Earning Statement Addressed to Aaron Swarts

Master’s Thesis ¥-876 Lind
Weatexn Digital Mailein Rebate Form

SBIZED / OBTAINED FROM: Aaron Bwartz

LOCATION: Boston PField Office Bvidence Vault

DISPOSITION: Held pending judicial action.
BVIDENCE S8F 1544 S/N: 102 2011 CE 33

DATE OF 1SVENTORY: 02/11/11

INVENTORY MADE BY: saf(b)6),(b) |

DESCRIPTION OF ITEMS: wireless-G 2.4 GHz Broadband Router Linksys
MacHook Mac 05X Install Disc one and two
MagBook User Quide in Gray Cardboard case
Apple Care Service Letter Dispatch R§276408
Genius Bar Work Confirmation

SBIZED / OBTAINED FROM: Aaron Swartsa

LOCATION: Boeton Pield Office Bvidence Vault

3001

- Pagedof6

377



DISPOSITION:

EVIDENCB SSF 1844 8/Y:
DATB OF IBVERTORY:
INVENTORY MADE BY:
DESCRIFTION OF ITEMS;

SEIZED / OBTAIVED FROM:
LOCATION:
DISPOSITION:

BVIDBNCE S8F 1544 §/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DRESCRIPTION OF ITEMS:

SBIZED / OBTAINED FRONM:
LOCATION:
DIBPOSITION:

EVIDBNCE SSF 1344 8/M:
DATE OF INVENTORY:
INVENTORY MADE BY;
DESCRIPTION OF ITEMS:

SEIZRD / OBTAINED FROM:
LOCATION:
DISPOSITION:

BVIDENCE S3¥ 1544 8/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIRTION OF YTEMS:

SEIZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

EVIDENCE 88F 1544 9/N:
DATB OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITBNS:

SEIZED / OBTAINED FROM;
LOCATION:
DISPOSITION:

EVIDENCE SSF 1544 3/¥:
DATE OF IRVENTORY:
INVENTORY MADB BY:
DESCRIPTION OF ITRMS:

3212011

Page 5£:6

Held pending judicial action.

102 2011 CR 34

02/11/11

SA

dokxia Cell Phone

T-Mobile, ETC G2 cell phone

12 Magnetic Madia Tapes

Aaron Swartz

Boston Pield Office Bvidencs Vault
Held pending judicial action.

102 2011 CE 3%

02/11/11
SA
Meta ¢ Blue ipod

White iPod with carrying case

White iPod with serial number BA6330855UXSA
White 1Talk

Black 16GB Thumb~drive

Aaron Swartz

Boston Pield Qffice Bvidence Vault

Held pending judicial action.

102 2011 TR 36§

02/11/1

P Gianan

Pifty-four miscellaneous compact discs
Two hard drive enclosures

T-Mobile 8idekick

Sony Micro Vault

Aaron Swartz
Boston Pleld Office Rvidence Vault

Held pending judicial action.

102 2011 cB 37

03/11/11

Sk

DVD-R with handwritten label

Pocket notebook

Pure Drive Quick start guide

Disk utility internal hard drive upgrade kit
Seagate Barracuda Hard Drive Installation Guide
Aaron Swartg

Boaton Field Office Bvidence Vault

Held pending judicial action.

102 2011 CE 38
02/11/11

SA _

Apple iMac Model A1311 serisl number WB025RXGDSY
Western Digital Hard Drive SN WNAMNIO006724
Aaron Swartz

Boston Pield Office Evidence Vault

Beld pending judicial action.

103 3011 CB 39
02/25/11

A M| '

Acer Aspire One SN LUSAZOD001001100181601

378



Rocketfish EBnclosure with WD hard drive WNAZALE26675
HP USB Drive marked 004SSNXKBTL 85102
BBIZED / OBTAINED PROM: Canbridge Police

- LOCATION: Boston yield Office Bvidence Vault
DISPOSITION: Beld pending judicial actiom.
DISPOSITION:

The San Francisco Pleld Office is requested to interview Mam v to
determine if Swarte discussed JSTOR o NIT with them, and they had any Xnowisdge of
RUALRE ¥ downloading of doouments from JSTOR. Prior to making comtact with :
(DX6).(O) Jehe san Prancisco agent Asaigned this 10D is requested to contact Boston cuse
agent|(b)G).bX7}C)  Jat [OIEIBRTC)_ Jto further discuss this case.

Case oontinued pending further investigation and judicial actica.

USSS / BOSTON |(b)(5515)(7)(0) . P RICCIARDI

37212011 l ) . 379
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from Swartz, who agked her to call his lawy

i AT

| 4 about any additional contact with Swartz, she

' d thal ok t bave any contact, but did hear that due to his arrest, he was mo
longer allowed on the MIT campus. Due to this vestriction, [EIEIF)Tjadvised that she heard
Swarte was upset because he would not be permitted to participate ip an annual caspus
wide scavenger hunt, of which he participates in every year. [0NO)®) Jwas asked if Swartz
ever mentioned JSTOR records to her, and dvised that she hag never heard Schwarz
discuss JSTOR records. Please see the Nemo of Interview dated 3/9/11 for
additional details.

on 6/7/11, T contacted SA[(b)(6).0)X|regarding the interviaw of sa |(bX6).(b)(havised

he was preparing to indict Aaren Swartz and will consult with AUSA Heywann o determine
if an interview with{(b)(8).(b) |JLe necessary.

who adviged that after a discussion with AUSA
d not be necessary.

On 6/10/11, 1 was contacted b
Heymann the interview of[(b)(6),

®X7)C) won
Cage closed in san Francisco.
JUDICIAL ACTION:

¥o Judicial Action is being sought in the Northern District of California at thls time.

SUSPECTS/DEFRNDANTS :
SWARTZ, Aaron B - SUSPECT
1599: Yea
1S99A: Yo
R |- supamer
AKA: X )
RACE:
SBX:
DOB:
B8N:
FBIX:
§ID:
BT:
WI:
BYBES:
HRAIR
1599 No
1599a: No
PHOTO: Mo
PRINTS: No
»0B:
DL/STATH: j
ADDRESS: I(b;iGS,(BWRC;
BMAIL:
DATABASE CHECKS: 02/24/11
b)(8).(bX7)(C) sUBJRCT
ARR: ¥/A
RACB: White
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SBX:
DOB:

1) B

FBI: NfA

81D; /A

HY: R/A

w7 R/A

BYES: m |

HAIR C) ‘

1599: No

1899A: No

PHOTO: No

PRINTS: No

POB:

DL/STATE:

ADDRRSS : [EXE).E)7)C) |
BMATL ¢

DATABAGSB CHECKS: 02/34/11
BXANS CONDUCTED:
None.
DATABASE SEARCHBS CONDUCTED:
Hone
BVIDENCE / CONTRABAMD / PERSONAL PROPERTY:
None
DISPOSITION:

Case closed in San FPrancisco.

USS8/BAN FRANCISCO/jd IiEiiEi.ﬂiii o }uzrcnxm
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From: B80S

Sent: Wednesday, June 29, 2011 §:40 AM

To: )

Ce; ISD; BOS

Subject: CT 775.810 Aaron Swariz (102-775-60071-8)

U.3. SECRET SERVICE INVBSTIGATIVE REPORT

FROM: BOSTON PFIELD OPFICE FILB: 102-775-60071-8
TO: CRIMINAL INVESTIGATIVE DIVISION X-RBF: N/A
INPO: INVESTIGATIVE SUPPORT DIVISION SEIZURE#: N/A

SUBJECT: REPORT OF CONTINUING INVESTIGATION

ACTUAL LOSB: $TBD POTERTIAL LOSS: $2,000.000.00
CASE TITLE: AARON SWARTZ
CASE TYPR: 775.510
SECONDARY TYPRS: 848.191, 048.304, 848.930
CONTROLLING OFFICE: BOSTON FIELD OFPFICE
REPORT MADE BY: 8. ) |
DATE CASE OPENED: 091/07/11
PREVIOUS REPORT: 02/28/11
RBPORTING PRRIOD: 02/29/11 ~ 06/29/11
STATUS CONTINUED
SYNOPB1S:

Investigation has determined Raron Swartz iatruded into the MIT natwork without
authorization by breaking into a locked telecommumications closet containing hardware for
the MIT network, connecting a computer to the MIT network and downloading documents from

JSTOR.
Cage continued in Boston.
DETAILS OF INVESTIGATION:

Reference is made .to all previous reports in this case, the most recent of which is a
Request for Investigation Other District (IOD) written by sa[B)6). (b)(Jon 02/28/21.

Reference is made to the Report of Investigation Other District written by sn
[RX&.E)Tloe the san Francisco Pield 0ffice on 06/23/11.

onferenca call between SA[RYGLIMTNC] ] AUSA Stephen
(DXE).(B)7)(C)] £xom the Computer Bmergemcy Response Team
iggid Nallon Universicy on 03/09/11.

Reference ig made .
Heymann, sSA(bX6),(b) and
Coordination Center at Ca
Reference is made to the conference call batween SAID)(E),(D)(] AUSA Beywann, Datective
(B)(6),(BYTHC) ] of the Cambridge Police, and|()(8),(bY7)(C) [oF MiT on 08/30/11.

Reference is made to the conference call between SDY6)LDN ] AUSA Heymann, and[(B)()(

(BB an4f(b)(6),(b)7)C) | £xom ISTOR on 06/35/11.
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g described am of Inte
that NOI will be maintained iu this case folder .

3 of the
(BYB (Y | A copy of

on 04/13/11, SABHELEY] DetectiveBHELEN] and AVEA Heymann, interviewed [BRETEYTVCT]at
0. 5 ' hey' @ o!ce St 1 Courthouse Way, Boston, Magsachuvetta. Also present were

{@IOXDa@i ans b both attorneys with Pish and Richardson.
; vol I & Memorandum of Interview written by 8A
that NOT will be maintained in this case folder. -

e (BB tatervieved O ETC e
Boston Massachusatts.
zandum o

folder.

On 06/07/11, 4 Samsung Haxd Drives were turned over to Sa (b)6),(bX |
And Cormier located at 83 Atlantic Avenue in Boston MassaGRGSSER 5.

SUGPECTS / DEFENDANTS:
SWARTZ, Aaron H. - SUBPRCT

15993 - Yes
1599A: . No

(8).(bX7)(C) | - supamCcT
1599: No

1899A; ¥o

BEANE CONDUCTED @

BCSAP: Woiug

Poly: H/A

¥en: N/A

DATABASE SRARCHRS CONDUCTED:

NCI / CI:  01/07/11
nczc/m.m: 01/07111
ces/ore: 01/07/11
LOCAL LB:  01/07/11

WM/MIMW:

EVIDENCE SSF 1544 8/N: 102 2011 CB 81
DATR OF INVENTORY: 02/28/12
INVENTORY MADE BY: SA [(RYRY YT

DESCRIPTION OF ITEMS: 16 CD contained in a mailing envelope
SBIZRD / OBTAINED FROM: Aaron Swarts

LOCATZION: Boston Pleld Office Bvidence Vault
DIBPOSITION: Beld pending judicial action.

' EVIDENCE SS¥ 154¢ 8/K: 102 2011 CB 82
' 2

The details of the

BOEN] ooy o

the
details of the

Interview written by Detective[DY&I )] A copy

at the offices of Good
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DATE OF INVBNTORY:
IRVENTORY MADE BY:
DBSCRYPTION OF ITEMS:
SRIZRD / OBTAINED FROM:
LOCATION:

DISPOSITION:

RVIDENCE SSF 1544 §/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITENS:
SEIZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

A1l other evidence remaing in the Boston pield Office Bvidence vault

xeported.

DISPOSITION:

02/28/11

-3

Galaxy Mstal Gear Box External Hard Drive
Aaron Swartz

Boaton Field Office Evidence Vault

Held pending judicial action.

102 2011 CB 119

08.LD
sa{(b)(6),(bX

4 Bamsung Kard Drives

Aaron Swartz

Roston Field Office ECSAP Vault
Held pending judicial action.

Case contiuged pending further investigation and judicial action.

vs8s / BOSTON

|(b)(6).(b)(7)(0) y RICCTARDT

as previously
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From: 80s
Sent: Monday, August 01, 2011 1:38 PM
To: Cib
Ce: 1SD; BOS
Subject: 776.510 Notification of Federal Arrest - Aaron Swartz (J-102-775-60071-5)

U.S. SBORET SERVICE INVEGTIGATIVR REPORT
FROM: BOSTON ZIBLD OFFICEB PILE: J-102-775-60071-8
TO: CRIMINAL INVESTIGATIVE DIVISIOR %-REF: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION SEIZURES: N/A
SUBJECT: NOTIFICATION OF FEDERAL ARRRST

AARON SWARTZ - Date of Arrest: 07/19/11
ACTUAL L0OS8S: $TBD POTBNTIAL LOSS: $2,000.000.00

PEDRRAL STATUBS VIOLATED - TITLE 18 UNITED STATRS CODB
SECTION 1343 - WIRE FRAUD
SRCPTION 1030 (a} {4) -~ CONPUTER FRAUD
SECTION 1030 (a) (2} - TBEFT OF INFORMATION FROM A COMPUTER
SECTION 1030(a) (S} (B} - RRCRLESSLY DAMAMGYNG A COMPUTER
SECTYON 2 - AIDING AND ABRTTING

CASE TITLB: ARRON SWARTZ

CASE TYPE: 775.510

S8ECONDARY TYPES: B48.151, A48.304, 848.930

CONTROLLING OPFICB: BOSTON FIELD OFFICE

REFORY MADR BY: 8A C) ]

DATE CASE OPENED! 01/07/11

PRBVIOUS REPORT: 06/29/11 - RERPORT OF CONTINUING INRVESTIGATION
REPORTING PERIOD: 06/30/11 ~ 08/01/11

STATUS: CONTINURD

8YNOPGIS:

Aaron Swartz was indicted in U.8. District Court for the District of Massachusetts fox
wviolations of Title 18 United States Code, Seotions 1343 - Wire Fravd; 1930(a) {4} -
Computer Praud; 1030{a) (2) -~ Theft of Inforwmation From a Computer; 1030(a}(S){B) -
Recklegsly Damaging a Computer:; and Section 3 - Alding and Abetting,

/

On 07/19/11, Swartz surrendered to federal authorities and was arraigmned before
Magistrate Judge Judith G. Deimn.

Case continued in Boston.
DBTAILS OF INVESTIGATION:

Reference is made to all previous reports in this case, the most vacent of which ia the
Report of Continuing Investigation writtem by SA|(b)8),(b)(jon 08/39/21.

JUDICIAL ACTION:
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on 07/14/11, Bwarts waw indioted ia v.g, District Court for the Digtrice of Mamsachusetts
for violations of Title 18 United Btates Code, Sections 1343 - Wire Praud; 1030{a)(4) -
Computex Praud; 1030{a) (2) - Theft of Information FProm a Computer; 1030(a) (5) ® -
Recklesaly Damaging a Computer; and 2 - Aiding and Abetting.

b -

On 07/19/11, Swartz surrendeved to federal authorities and was arraigned before
Magistrate Judge Judith G. Dein. Swarts was relsased on $100,00.00 bond.

SUSPECTS / DRPRNDANTS:
SWARTZ, Aaron - DRFENDANT ~ ARRESTRED (PEDERAL)

1599: Yes
159%A: (]
EXEBNR stmsECE
1599, Yen
1599A: ¥o
BB BXTC) sUBIECT
15 99, Yes T

1599A; ¥o

BXAMS CONDUCTED:

ECSAD: 05/20/11
Poly: X/a
5D ¥/A

DATABASE SEARCHES CORDUCTED:
MCX / CI:, 01/07/11
NCIC/NLBTS: 01/07/11
ccs/cer: 01/07/11
LOCAL LB: 01/07/11
EVIDENCE / CONTRABAND / PERSOMAL PROPHRTY:

All evidence ramains secured in the Boston Pield office Rvidence vault as previously
reported.

DISPOSITION:
Case continued pending further investigation and judicial action.

usse / BOSTON IZE Rausjv RES RICCIARDI
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From: B8OS

Sent: Tuesday, Novamber 29, 2011 JA49 PM

To: CiD

Ce: ISD; BOS

Subject: 775.510 Asron Swarfz J-102-776-60071-S (Continued)

V.8. SECRET $ERVICE INVESTIGATIVE REPORT

PROM: BOSTON FIELD OPFICE FILE) J-102-775-60071-8

TO: CRIMINAL INVESTIGATIVE DIVISION X-REP: N/A

INFO: INVBSTIGATIVE SUPPORT DIVISION SEIZUREH#: N/a

SVBJECT: REPORT OF CONTINUING INVESTIGATION

CASE TITLR: AARON SWARTZ

CABE TYPR: 175.510

SECONDARY TYPRS: 848.191, 848.304, 848,930

cmou‘m O!‘!‘ICB : BO S0 a0 VB RAS 1w N Vo
REPORT MADE BY: 8 W(b)(7XC) _]

DATE CASE OPENED: 01787711

PREVIOUS RERORT: 08/01/11 -~ NOTIFICATION OF FEDSRAL ARREST

BEPORTING PERIOD: 08/02/11 - 11729711

STATUS CONTINUED

SYROPSIS:

In addition to the federal charges pending in thig case, Aaron Swartz wag alsc indicted
in Suffolx County, MA Superior Court for State charges to include breaking and entering
in the daytime with intent to commit a felony, larceny over $250 and unauthorized accese
to a computer network.

Cases continued in Bogton,
DETAILS op IRVESTIGATION:

Reference is made to all previoua reports in this cas
Report of Continuing Investigation writcen by sa|(b)(6).(b)X |

On 11/21/11, Aaron Swarte, along with attorneys Martin Weinberg and (b)(6),(b}(7)(C)

came to the Boston Field Office to review evidence in this case as part of the discovery
process. After the review, items approved for release by AUSA 8tephen Heymann were
turned over to attorney Weinberg.

on 11/23/11, SAumed over the Apple imac model A1311 with serial numbex
WBO2SAXGDB? that was seized from Harvard University pursuvant to a federal ssarch warrant

oa 02/11/11 to [BY&Y.(BXDIE W(BX7XC) | of the Rarvara University folice Department,
JUDICIAL ACTION:

On 12/17/11, Rarom Swartz wae indicted in Suffolk Superior Court for two counts of
breaking and entering in the daytime with intent to commit a felony, larxceny over $aso,
and three counts of unauthorized access to a computer network.

@ most recent of which ig teg ,
ated 08/01/11. e
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On 11/35/11, Rssistant Districe ace y BISIEXET Jeor the middieses District
Attorney’s Office emailed SAM:: inform him that he expected swarts to be
Srraigned on 11/30/11.

8USPECTS / DEFENDANTS:
SWARTZ, Aaron - DEPENDANT - ARRBSTED (PEDERAL)

1899: Yen
1899A.: Yoy
PROTO; Yes
PRINTS: Yes
\ ©) 8UBJIRCT
1599:; Yes
1599 No
(bXB).(bX7)C) - SUBJECT
>3 { Yos
1599A; Bo
BXAMS CONDUCTRD:
BCSAp: 05/30/12 ' | (
Polygraph: w/a
P8D: R/a
DATARASE SRARCHES CONDUCTED :
o
-MCT / o1, 01/07/11
WeIC/NLaTs; 01/07/11
<cs/crr: 01/07/11

" LOCAL LE: 01/07/11
BVIDRNCE / cmaa_nm / PERSONAL PROPRRTY:
BVIDERCE SOF 1544 3/¥: 102 2011 CE 31

DATB 02/11

- KNVANTORY MADE BY:
DESCRIPTION OF ITENS:

Black Rotedook Journal
SBIZED / OBTAINED FROM: Aaron gwartz

10ATION: Boston Pield office Bvidence vVault
DIBPOSITION: Item 1 and 4 returned to Swartg‘s attorney, Martin
Heindberg, on 12/321/11. :
EVIDERCE sSSP 1544 S/W; 102 201_1 CB 32
DATE Qp INVENTORY: 02/112/11

INVENTORY MADE BY: SAW

DESCRIPTION OF I1TEMS: Rarva, versity Barning Statement
Rarning statement Addressed to Asron Svarts
Master‘s Thesis X-87¢ Lina
Neatern Digital Mail-in Rebate Foxm

SBIZRD / OBTAINED FPROM: Aaron Swartz
LOCATION: Bowton Pleld office Bvidence vauilt
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DIBPOSITION:

EVIDRNCE 8S¥ 1544 8/M:
DATE OF INVENIORY:
INVERTORY MAD® BY:
DRYCRIPTION OF ITHMS:

BEIZHD / OBTAINED FROM:
LOCATION:
" DISPOSITION,

Itema 1 - § returned to Swarts'a attorney, Martin
Weinberg, on 11/21/11,

102 2011 CBR 33

02/11/11

8A HHY(:')!( b |

Wireless-G 2.4 GHz Broadband Router Linksys
MacBook Mac 05X Install Disc one and two
MacBaok User Guide in Gray Cardboard cage
Apple Care Service Letter Dispateh R&276409
Genius Bar Work Confirmation

Aaron Swartz

Boaton rield Office Bvidence vault

Item 1 returned to Swartx’s attorney, Martin Weinberg,

en 11/31/12.
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BVIDENCE SSF 1544 §/N: 162 2011 CE 35
DATE OF INVERTORY: 02/11/12
INVENTORY MADE BY: sn&@@@
DESCRIPTION OF ITEMS: Metallic Blue iPod

White iPod with carrying case
White iPod with serial number BA6330636UX6A

white iTalk
Black 16GB Thumb-drive
SBIZED / OBTAINED FROM: Aaron Swartsg

LOCATION: Boston Field Office Evidence Vault
DISPOSITION: Items 1 - 5 raturned to Swarztg's attorney, Martin
Weinbezg, on 11/21/11.
BVIDBNCE SSF 1544 8/8: 102 2011 CE 38
DATE OP INVEBNTORY: 02/11/11
INVENTORY MADE BY: 8a|(b)(6),(b |

DESCRIPTION OF ITENS: Pitty-Eour miscellaneous compact disce
Two hard dxive enclosures
T-Mobile Sidekick
Sony Micro Vault

SBIZED / OPTAINED FROM: Aavon Swarts

LOCATION: Boaton Pield Office Bvidence vault
DISPOSITION: 39 CDs returned to 8wartz’s attorney, Martin Weinberg,
on i1/21/11.
EVIDENCE S8F 1544 §/N: 102 2011 CB 37
DATE, OF INVENTORY: 02
INVENTORY MADE BY: sal(b)(8),(b)

DRSCRIPTION OF ITEMS: DVD-R with handwritten label
Pocket notebook
Pure Drive Quick start guide
Disk utility internal hard drive upgrade kit
Seagate Barracuda Hard Drive Installation Guide

SBIZED / OBTAINED PROM: Aaron Swartz

LOCATION: Boston Field Office Rvidence vault
DISPOSITION: Items 3 - 5 returned to Bwartz’'s attorney, Martin
Weinberg, om 11/21/11.
BVIDENCE SSF 1544 S/N: 102 2011 CE 38
DATB OF INVENTORY: 02/11/11
INVENTORY MADE BY: salBY8Y. Y]

DESCRYFTION OF ITEMS: Apple iMac Model A1311 serial number WB0O25AXGD87?
Western Digital Hard Drive SN WMANN1006724

SBIZED / OBTAINED FROM: Aaron Swartz

LOCATION: Boaton Pield 0ffice Evidence Vault
DISPOSITION: Item 1 turned over to Harvard Unlv. prf(b)(6), [(b}6).(bX7)C) |
on 11/23/11.
BVIDENCE SSF 1544 g/N: 102 2011 CE 831
DATE OF INVENTORY: 02 11
INVENTORY MADE BY: snj(b)(6),(b)( |

DESCRIPTION OF ITEMS: 16 CD contained in & mailing envelope
SBIZBD / OBTAINEBD FROM: Aaron Swarts

LOCATION: Martin Weinberg P.C.
DISPOSITION: Retuzned to Swartz’'s attorney, Martin Weinberg, on
11/21/11.
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DIBROSITION:

Case contioued pending further investigation and {udicial action.

Usss/BosTOR (b)(6),(b)(7)C RICCTARDI
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|(§z§§.(b)(2§(F5 licrp) —————

- From: 808
Sent; Monday, February 27, 2012 6:01 PM
To: ciD
Ce: iSD; BDS
Subject: CT 775.510 Aaron Swartz (102-775-60Q71-S)

U.$. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD OFPFICE FILE: 102-775-60071-8
T0: CRIMIMNAL IKNVESTIGATIVE DIVISION X-REF: N/A
INFO: INVESTIGATIVRE SUPPORT DIVISION SEIZURER: R/A

SUBJECT: REPORT OF CONTINUING INVESTIGATION

ACTUAL LO8§: TBD POTEBNTIAL LOSS: $2,000,000.00
CAS® TITLR: AARON SWARTZ
CASE TYPE: 775.510
SECONDARY TYPES: 848.191, 848.304, B848.930
CONTROLLING OFFICE: BOSTON FIELD OPFICB
REPORT MADE BY: salRYE.BYTNC) =]
PATE CASE OPENED: 01/07/11
PREVIOUS REBPORT: 11/29/11 - Report of Continuing Investigation
REBPORTING PERIOD: 11/30/11 - 02/27/11
STATUS: CONTINUED

SYNOPSIS:

Swarts was arraigned in the Middlesex County, Massachusetts Superior Court on two counts
of breaking and entering in the daytime; one count of larceny for more than $250.00; and
three counts of unanthorized access to a computer.

Casa continued in Boston.

DETATLS OF INVESTIGATION:

Reference ie mede to all previous reports in this case, the most recent of which is the
Report of Continuing Investigation written by Sa|(b)6)(b)]on 11/39/11.

On 12/20/11, sﬂZbgez,'E'b‘E Del:ecr.ive cambridge PP, and Detective [(BX6),(b)(
Boston PD of the New Bngland Electronic Crimes Task Force. - NEECIE
deliverad a hard drive containing discovery information prepared by [(BXE)(BI7NC) _ lo
CERT tg 20 Park Plaza in Boston, Magsachusetts. The drive was signed for by (b)6).(b)
(b)(8),(bX7X |of Martin Weinberg P.C. The signed receipt by{(B)(6). (D)) Will remain 3

permanent part of this cage file. '

on °1/31/13m;‘ courier for Martin Weinberg, signmed for a Toshiba Portable
Mard Drive containing discovery informatiom alaso prepared byi(b)(ﬁ).(bWS(cs |at the Bosgton
rield office,

JUDICIAL ACTION:

393



On 11/30/11, Swarts was arraigned in Middlesex County, Massachusetta Superior Court on
two counte of breaking and entering daytims, ona count of larceny for mora thas $2590,00,
and three counts of unauthorized access to a computer.

SUSPECTS / DRFENDANTS:
AARRON X BWARTZ ~ DRPENDART

1899 Yes
1599A: Yes

[=1F }




EXANS CONDUCTRD:
BCSAP: 05/20/11
Poly: N/A
FSD: N/A

DATABASE SEARCHES CONDUCTED:

MCI / CI: 01/07/11
NCIC/WLETS: 01/07/11
CC8/CPT: 01/07/11
LOCAL LB 01/07/11

Results of database searches have been reported under "Details of Investigatiom”.
EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

All evidence remains in the Boston ?ield Office Evidence Vault.

DISPOBITION:

Case continued pending further investigation and judicial actionm.

U858 /BOSTOR |(b$(§ s,(b )( 7)(05 I RICCIARDY

395



[(BX8),(BY7)C) }icto)

ORIGINAL

R —
From: BOS
Sent: Tussday, May 29, 2012 2:11 PM
To: CiD
Ce: BOS; 1SD
Subject: CT 775.510 Aaron Swartz (J-102-775-60071-S)
U.8. SBCRET SBERVICE INVESTIGATIVE RRPORT

FROM: BOSTON FIBLD OFFICE PILB: J-102-775-60071-8

: CRIMINAL INVEBSTIGATIVE DIVISION X-REBF: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION SBIZURE#: B/A
SUBJECT: REPORT OF JUDICIAL ACTION

ACTUAL LOSS: TRAD POTENTIAL LOSS: $2,000,000.00

CASE TITLE: AARON SWARTZ
CASE TYFR: 775.510

SECONDARY TYPES:

848.191, 048.304, 848.930

CONTROLLING OFFICE: BO: FIELD OFFICE
REPORT MADR BY: 8. (C) ]
DATB CASE OPENED: 01/07/11

PREVIOUS REPORT:
REPORTING PERIOD:
STATUS:

BYNOPSIS:

02/27/12 - Raport of Continuing Investigation
02/28/12 - 05/29/12
CONTINUBD

Judicial action continues in the case of the United States versua Aaron Swartz snd the

case of the Comionwealth of Massachusetts versus Aaron Swartz.
Case continued in Reston.

DETAILS OF INVESTIGATION:

Reference is wmade to gll previous yeports in this case, the most recent of which is the
02/27/12.

Report of Continuing Investigation written hy

Reference fg made to the telephone conferance between Assistant
Keymenn, SH(b)6),(bY7)(C and Detective [(B)6).(b
05/15/12.

Reference is made to the amail from Assistant District Attorney|
[RXEL.EYT bn 05723/12.

JUDICIAL ACTION:

©V.8. Attorney Stephen

Cambridge Police Department o

(b)(6).(BX7XC) Jto an[BYB).(bX |

on 05/15/12, AUSA Haymanm, Detectivnd 8al(b)6).(b) | conducted a telephone

conference call to discuss the progregs
informed SA[RYA)(h)(] and Detective
judicial action at some time in the Future.

SUSRECTS / DRFENDANTS:

g of the case against Swartz.
(b)6).(b)] that the case was progressing and he expected

AUSA Heymann
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ARRON H SWARTS ~ DEFENDANT

1599,
1599A;

ZAM8 CONDUCTED:
ECSAP: 05/20/11

Poly: N/a
¥8D: N/A

Yes
Yes

DATABASE SERARCHES CONDUCTRD:

MCI / CI:
RCIC/MLETS
CCS/CFT:
LOCAL LE:

Results of database searches have besn reported under "Details of Investigation.”
EVIDENCE / CONTRABAND / PERSONAL PROPERTY:
All remaining evidence is in the Boston Field Office Evidence Vaulr.

DISPOSITION:

Case continued pending further investigation and juaicial actiom.

[BYE).B)7IC) )/ ricciarn:

USS88/BOSTON

01/07/11
01/07/31
012/07/11
01/07/11
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achusetts Tns

AUSA Stephen Heymenn and AUSA
2 ot _lechnolog ERpLOYeSS

L. LoRAtAl

[EVELEVIYET ] oetect.ive
nterviewsd the followi na_Mas

pt 77 Massachusetts Avenue, Cambridge, Massachusetts,

I3 L)% 2 f

(B furthors
bX8),(bXTYC]
BB (BMC

RO s

JUDICIAL ACTION:

On 09/12/12, a asuperseding indfctment was rendersd in the United States District Court,
Diatrict of Massachusetts, chazrging Aaron Swartz with violstions of 18 U.8.C 1343 wire
frauva; 18 0.8.¢ 1030 camputer frand, unlawfully obtaining information from a protectad
computer and recklessly damaging a protected computer; and 18 U.8.C 2 eiding and
abetting,

SUSPECTS / DEFENDANTS:

AARON H SWARYZ - DEPEMOANT
1599: Yes
1599A; Yes

XAMS CONDUCTED;

EC8AP: 05/20/11

Poly: N/A

FSD: N/A

DRTABASE SRARCHES CONDUCTED:

MCI / CI1: 01/07/11
NCIC/NLETS: 01/07/11
CC3/CPT: 01/07/11
LOCAL LE: 01/01/11

EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

All remaining evidence is in the Boston Field Office Evidence Vault.
DISPOSITION:

_Case continued pending further investigation and judicial action.

USSS/BOSTON IZEZ&.(I’)G)(ES I RICCIARDI
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FIiLy; J-1

oz-ns-soou-s
X-REF: y/p
DIVIgION SBI2URE#: w/p

CIAL acrron
: TBD POTENTIA], 1088 92, 000, 009, gy
AARON Swaney
775,819

09/21/12 .

LoTORT OF JUprcrar ACTION
09/22/12 = 17733
COM'INUED
On 1/11/13, "AION Sygrtg ¥as foung dead jn hia
2Pparent Suicide,
Ag

 4partment 4, Brooklyn,
YPpresajcn ~bear.tng in
4/01/13, i

this hag been &cheduleq For 1/25/13, With a triaj date of
n U.g8, Diatrict Court for the Diatr.tct of Masaachuaetts.
Case continued.

NY as @ reault of

DETAILs oF IWES‘I’IGA?ION:
Retorenee i
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yin » .

JUDICIAL RCTION:

A suppression hearing had been scheduled for 1/25/1)3 in U.S. District Court for the

District of Massachusetts with a trial date of 4/01/13.
SUSPECTS / DEFENDANTS:

AARON H SWARTZ - DEFENDANT (FEDERAL)
1389: Yes (Entered 1/19/2011)
159%A: Yes (Entered 11/29/2011)
EXAMS CONDUCTED:

ECSAP: 05/20/11

Poly: MN/A

P8D: N/A _

DATABASE SEARCHES CONDUCTED:

MCL / CI1: 01/07/11

NCIC/NLETS: 017/07/11

CCS/CET: 01707/11

LOCAL LB: 01/07/1)

EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

All evidence remains in the Boston Field Office Evidence Vault as previously reported,

DISPOSITION:

Case continued pending disposition of evidencs.

UsSs3 / BOSTON I(b)(s),(b)(7)(C) Il RICCIARDI

735

i
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: REgORy or JUDICIAL ACTION, DATep 01/17/13
RTInNG PERIOD: 01/18/13 - 06/25/13
STAI'US: CONTINUED
SYNOPSIS :




> . .

SUSPECTS/ DEFENDANTS :

ARRON H SWARTZ -~ DEFENDANT - {FEDERAL) - DECEASED
88F 1593: YES (Eatered 01/19/11)
SSP 1599a:  yEs (Bntered 11/29/11)

EXAMS CONDOCTED;

ECSAP; 05/20/11
Poly: nN/a
FSD: N/A

DATABASE SEARCHES CONDUCTED:

MCI/CI: 01/07/11
NCIC/NLETS: 01/07/11
CCs/crp 01/07/11
LOCAL LE:s 01/07/11

EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

EVIDENCE SSF 1544 8/N: 102 2011 C& 000031
DATE OF INVENTORY: 0

INVENTORY MADE By: sA [(bX8).(B)(7)(C

DESCRIPTION OF ITEMS: 2 Apple Multi-Adapters

SEIZED / OBTAINED FROM: 950 Massachusetts Ave § 320 gesta
DISPOSITION: Returned to Atty, Wm__u‘l

EVIDENCE SSFP 15¢4 s/m: 102 2011 CB 000033
DATE OF INVENTORY: 02/11/11
INVENTORY MADE pYy: SA|(b)(8),(bX7XC
DESCRIPTYON oF ITEMS: Mad&Pas install Disks, Oger Guide,
Service Letters, Flashcard

SEI2ED / OBTAINED FROM: 950 Massachusetts ave # 320
DISPOSITION: Returned to Atty, Wﬂsﬁﬂm—amnl

:

]

EVIDENCE Ssp 1544 s/n: 102 2011 ¢ 000034
DATE OF INVENTORY : 02 .
INVENTORY MADE By: sa
DESCRIPTTON OF ITEMS: Nokia ell Phone, HTPC 62, 12 Media

Tapes
SEIZED / OBTAINED FROM: 950 Masasachusetts Ave # 320 Bost
DISPOSITION: Returned to Atty. )(6) NC)

EVIDENCE ssp 1544 s/n: 102 2011 ¢ 000038
DATE OF INVENTORY : 02/11/2
INVENTORY MADE BY: sa
DESCRIPTION OF ITEMS; Sids®rER, ony Microwvaalg
SEIZED / OBTAINED FROM: 950 Massachusetts aye # 320 Boston
DISPOSITION: Returned to Atty. X
BVIDENCR SSF 1544 S/N: 102 2011 ce 000037
02

DATE oOF INVENTORY 4
INVENTORY MADE By saf(b)(6),(bX7XC)

DESCRIBTION OF ITEMS: rocket Notebook

SEI2ED / OBTAINED FROM: 3850 Massachusetts Ave # 320 Boston

3s

3
~»
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Returned to Atty. FE’E’@R”@ |

DISPOSITION:

EVIDENCE SSP 1544 9/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:
SEI2ED / OBTAINED FROM:
DISPOSITION:

EVIDENCE SSF 1544 3/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
OESCRIPTION OF ITEMS:
SKIZED / OBTAINED FROM:
DISPOSITION:

EVIDENCE 8SF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:
SEIZED / OBTAINED FROM:
TOCATION:
DISPOSITION:

DISPOSITION:

102 2011 CE 000038
02/11/11

SAKb)E),(bY7XC)
WodTEYN U gital ADD

950 Massachusetts Ave # 320 Boston
Returned to Atty,

102 2011 ce 000082
02/11/711

Sa (b)(6)(b)THC) |

Galaxy External HOD

950 Massachusetts Ave § 320 Boston

Returned to Atty. @)(3).(!))(7)(5) |

102 2011 CE 000038
02/11/11

sa [_m (6),( (cg |
Ap) (GD8 7

350 Massachusetts Ave § 320 Boston
Boston Evidence Vault
Held pending instruction from USAO

Case continued pending disposition of remaining evidence.

USSS/80STON |(b)(6),(b)(7)(C) i'grccmam
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INVESTIGATIVE TRAVEL WORKSHEET

Name of Traveler: oei(bﬁ")'(s)(”@ | Cambridge, MA PD (Task Force Officer)

Traveling From:  Boston, MA
Traveliog To: New York, NY

Method of Travel: Train

Dates of Travel:  01/13/12 - 01/15/12

Case Number: 4-102-775-60071-S

Case Title; Aaron Swartz

AUSA / District Attorney: AUSA Stephen Heymann
Court Districg: District of Massachusetts

NCED Y. 1
Forelgn Travel Requires GS-15 Approval

Reference the telephoue conversation between ATSAIC[BYE)ENTXC) [BOS) and
ATSAIC{(EXE).(bX7)C) J(NYC) on 01/04/12 regarding this travel,

Supervisor / Office of Traveler: ATSAICI(b)(B).(b)U)(C) kBOS)
Supervisor / Office of Destination: ATSAIC])6).(EX7)C) (NYC)

Purpose of Travel: Cambridge, MA De (0)(6),(0X7)C) | a member of the New
England Electronic Crimes Task Force (NEECT F) is being requested to travel to
New York along with (2) AUSA’S from the District of Massachusetts (AUSA
Stephen Heymann and AUSA Scott Garland) from 1/13/13 « 1/15/13 to interview
witnesses in preparation for a trial fn case #J-102-775-60071-S, Sce attached SSF
4000, Invitadionz] Travel Request/Authorization for Non-Employees
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INVITATIONAL TRAVEL REQUESTIAUTHORIZATION FOR NON-EMPLOYEES
(if additional space is needed use back of this form)

INSTRUCTIGNS: AX invitations travel requests must be approved by the | 1) REGUEBTED BY (Name/Division/Oice):

Wm:kmbm«%m%tbmmwm

Assistant Disactor of Administration through the SAIC, LRC; and include ATSAIC|®)8).B)N(C) IBos

the neme(s) and blla(s) of the traveier(s), organizaligris) of the
mief(!).damdm.pumofum.mmﬂuawmw %) NAME, TITLE, AND ORGANIZATION OF TRAVELER(SK:

diem raquited, to incluge origin and destinstion of travel. AS elemenia of | Task Force Officer (TFO)|(b)6),(bX7)(C) |ipoB:

the approval pracess shoukd be accomglished prior o the onset of irave, (b)(6),(b) | Cambridge, MA Police Department

uwg%gggawmmmmmmwmms
.5.C. , 5702 and 5704, Federsi Travasl Reguiation = >
¢ mm@'ﬁ?,ﬂ'.‘&"; Secret Sarvice. * %% | 20018 THE TRAVELER(S) A CONTRACTOR? | ] Yes [ MO

3) PURPOBE OF TRAVEL AND EXPLANATION OF THE BENEFIT TO THE GERVICE:
Cambridge, MA De{(b)(6).(b)7)(C) | a member of the New England Electronic Crimes Task Force (NEECTF), Is being

requestad to travel 16 New York along with {2) AUSA's from the District of Massachusetts {AUSA Stephen Heymann and

AUSA Scott Garfand) from 11313 - 111543 to Interview witnesses in preparation for a trial in case #)-102-775-60071-8. A

federal trial is scheduled for February 2013 for main Buspect Asron Swartz who was indicted in the spring of 2012,

4) EXPENSES TO BE AUTHORIZED (Mark *X" in appropriste box{es)):

TRAVEL LODGING PER DIEM
[] oTHER (Explai)

NOTE: The Lopistics Resource Conter (LRC) wil filt In authorlzed rates.

5) ITINERARY finclude oifgin end testinsiion oF fravel):
111313 - Dapart Boston, MA viz Amtrak train / Arrive New York, NY {RON}

1/14113 - Conduct Interviews in New York, NY (RON)
1416M3 - Conduct interviews in New York, NY / Depart New York, NY via Amtrak train / Arrive Boston, MA

6) PROJECT CODE TO 8E CHARGED:

7} AD'S SIGNATURE DR CHIEF COUNSEL. (Originating Office);

tPrtoy mane) {Signsture} (Dato)
LRC USE ONLY
AUTHORIZATION NUMBER: EFFECTIVE DATES OF TRAVEL:
APPROVALS {Logistics Resource Center and AD-Administration)
SIGNATURE OF SAIC-LRC: DATE:
SIGNATURE OF ADADMINISTRATION: DATE:

NOTE THE LOGISTICS RESOURCE CENTER STAFF WILL COMPLETE THE AUTHORIZATION CITING THE AUTHORIZATION NUMBER,
PER DIEM, LODGING RATES, AND OTHER PERTINENT INFORMATION NEEDED FOR THE TRAVELER TO VOUCHER HISMER
EXPENSES 7O THE SECRET SERVICE. AUTHORIZATION WILL THEN BE SENT TO THE AD-ADMINISTRATION FOR SIGNATURE

AND FINAL APPROVAL. EXPENSES SHOULD BE VOUCHERED DIRECTLY TO THE U.S, SECRET SERVICE BY THE TRAVELER
AS SOON AS THE TRAVEL IS COMPLETE, THIS COMPLETED AUTHORIZATION WILL BE ATTACHED TO THE TRAVEL

VQUCHER.

UNITED STATES SECRET SERVICE
This form wes sleckanical iveduced e Dimniferm by VS SSADMINMNOPARS

SSF 4000 (Rev. 0512008
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(CONTINUATION PAGE FOR INITATIONAL TRAVEL REQUEST/AUTHORIZATION FOR NON-ENPLOYEES)

Taanaen

UNITED GTATES SECRET SERVICE SSF 4000 (Rev 05/2000)

[ri1E ]




//ROUTINE//

Criminal Investigative Division File: 400.090

{

FROM: SAIC

TO: SAIC - Bew York Pleld O£fice
SAIC - Boston Field Office

INFO: AD Office of Inveatiqations
Chief -~ Financial Mansgement Division

SUBJECT: Invitational Teravel of TFO [(B}6),(b)(7)C New England
Electronic Crimes Task Force, to New York City, ¥Y from 01/13/13 -
01/15/13

*

Refer is made to the 01/08/13 communications be
_ATSAIC [IRVE) (bXTHC) ] (MYC), ATSAIC|(bX6).(bX7XC
{CID), and $A[(b)(8),(b)(7)(C) | 3] regarding this tvavel,

Final referance is made to the SSF 4000, Invitational Travel
Request/Authorization for Non-Employees, approved by DAD flugh Dunleswvy
{INV) and SAIC Carrie Hunnicutt (ADM) authorlzing this travel.

TFO|D)B)( | i» authorized to travel via Amtrak from Boston, MA to New
York City, NY., TFO[(b)(6),(b)] at the raquest of Assistant United States
Attorney (AUSA)} Stephdn Reymann, District of Massachuaetts, will
interview witnesses in preperstion for trial in case §J-102-775-60071-§
(Aaron Swartz).

Schedule for T!-'Dis as follows:

01/13/33 - Travel to New York Cily
01/14/13 « Conduct Interviews
01/15/13 « Conduct Interviews / Return travel to POD

Appropriate liaigson has been established with the New York Field
office. ATSAIC[RYBLBYTUC) ] (80S) will make all appropriate travel
and lodging arrangements,

Invitational travel number, 13-26, should be used for all travel
related travel documentation.

All peraonnel are reminded of the Director’s recommendations regarding
better business practices in utilizing Secret Secrvice funds to include
travel for protective missions, investigations and training. W®hen
traveling to or from cities with multiple airports, SATO will provide a
cost comparison. All personnel are expected to use the most cost.
effective airport while considering taxi rates to your destination.

Questions regardina this travel should be diraected to ATSAIC|(b)(6),(bX

(CID) at

Headquarters (C1D) (b)(6),(b)7)C) |
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MC1(070) SUBJECT UEBCRIPTION

SUBJ D CASE MR 102-775-0060071-S SUBJ MR 1 CFO 102 CRSE TYPE 775b10
CRHIS EVID  ADDNO EMPLY FAMLY SSUM  CSUM
NAME (L, £, M) SWARPZ AARON AFFIX A/D  J CASE
SEX RACE HGT WGT EYES HAIR BoB POB:CITY ST CTRY CITZENSHIP
¥ W 506 120 BRO BRO 11081986 CHICAGO L us

INTEREST CODES 38 13 QCCUPATION CODES

DECENSED DEFENDANT

DO NOT SEND TO_TECS: KNOWN 7O SA: [(B)6).(BX7X

88N (b)(B).{ P293 FBE NO 619304KDQ
MIL.SR-BRCH PASS.CISY UGS NO

ID NO/ST PD  MA 10556559 D/L 8T NO

SCARS /MARKS INS ALIEN NO

SPEECH DEFECT, TATTOOS

MISSING LIMB ACCENT

NATIONALITY PHY DEFORMITY

AFIS NO ADDICT

HARD/W MMDDYY PHOTO 010411 FINGER/P 010411 PALM/P MMDDYY

REMARKS DATE EST 011911 DATE UPD 011813
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MCI (3211NEW) FINANCIAL CRIMES INVESTIGATION
CCTRL D CASE NUMBER: 102-775-0060071~S CC NR: 2 CASE.TYPE: 775.510
SARS CASE(Y/N):

CCTRL, HAS NO ADDITIONAL SECONDRY

OFF: 17¢ CASE TITLE« AARON SWARTZ CPG TYPE:
CID REGION ONE

PRIMARY  LOCAPION-w---c=w—ace PIELD RGENT ° AGENT AGENT DATE
UNITS ST CITY ORIG 0D ZONE TID NR OFF QFF ASSIGNED
1 DC CIp X 000001 178 l'evg 013111
DEVICES PRIOR TO CURRENT POTENTIAL DOLLAR LOSS: .

12/01/12- CURRENT ACTUAL DOLLAR 1088: .
QUANTITIES BY TYPE~-~w-mww- TOTAL QUANTI?Y BY TYPE-

CRED CARD DEBIT CARD FREPAID CARD COMM CARD BANK ACCT BROKE ACCT COMMR ACCT
WIRE TRAN TRAVL CHK BROKE CHCK COMM CHK PERS CHK E-MONEY OQTHER

Soeeovesassss—s—eeow CLOSING AND JUDICIAL ACTION —weecccmcomcmmcmcmosmecaen
DATE CLOSED OFFENDER 1D ACCEPT BLANKET DECLINE SPECIFIC DECLINE
MMDOYY Y/N: FEDRL: FEDRL: FEDRL:
STATE: STATE: STATE:
REMARKS ¢
F3 rd 5 Fe F8 F10 DATE £S57 013111
CASE TICK S8ECD JUST MENU EXIT DATE UPD 013111



MCI (070) S0BJECT DESCRIPTION

SUBY D CASE NR 102~775-0060071-§ SUBJ MR 1 CFO 102 CASE TYPE 775510
CRBIS EBVID ADDNO  RMPLY FAMLY SSUM CSUM
NAMB (L, F,M) SWARTZ AARON AFFIX a/n J CASE
SEX RACE HGT WGT EYES BAIR DOB POB:CITY ST CTRY CITZENSHIP
4 W 506 120 BRO BRO 11081986 CHICAGO It Us

INTEREST? CODES 38 13 OCCUBATION CODES

DECEASED DEFENDANT
DO NOT SEND TO TECS: KNOWN 'O Sh: [(b)(8),()(7)(C) |

S3N (b}(6) P493 FBI NO 675304KD0O
MIL.SR~BRCH PASS.CTRY US NO

1D NQ/ST PD MR 10556559 p/L ST NO

SCARS/MARKS INS ALIEN NO

SPEECH DEFRCT TATTOOS

MISSING LIMR ACCENT

NATIORALITY PHY DEFORMITY

AF1S KO ADDIC?

HAND/W MMDDYY PHOTO 010411 FINGER/P 010411 PALM/P MMDDYY
REMARKS DATE EST 0113)1 DATE U2D 011813
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COMMON INDEX (CI) NAME SEARCH RESFONSE LAST
NAME: SWARTZ, AARON
SEX: RACB:; DOB: MMDDYY sSN: CFO:

SYSTEM CASE NOMBER NAME
- MC 10277500600715 ~ _SWRRTZ AAROR

* |(b)8),(b)X7XC) (b)(8).(bX7XC

Fl=gELP F2wREFRSH F10=CI MERY
SELECT F3=SUBJECT F4=ADDRESS F5=PHONE F6~VEHICLE F3=OTHER
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I(S)(Gs.(ES(WES
'CID

From: Heymann, Stephen (USAMA usdoj.gov]
Sent: Friday, February 26, 2011 10;

To: CID)

Subject: Aaron Swertz Case

Can you please send me one paragraph describing[B)BL.BYTICY ] areas of expertise and who he Is employed
by? ukis he employed by CERT which then has a contract with secret Service or fike you is he an
agent. Also, has he previously handled grand jury material In other criminal Investigations in other districts?

Thanks[EXaLE)
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