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MEMORANDUM OF LAW
L FACTUAL BACKGROUND.

On September 26, 2010, MIT received an email rom [BETERICT |t ISTOR, an ontine
mammmmammmmmmmmm
downloading of journals. By the next day, the IP sddresses from which the journals weee being
downloaded hiad been Jocated (largely, if not exclusively, by JSTOR) and the user information for
mmwwmmmmmmunmxmxmmm
mmmm.ﬁmum.ofmmmmsroammw 9/26/10- 1/6/11,
Exhihit 1 (“Timeline™) at 1. On October 9, 2010, JSTOR again notified MIT that its sccess was
meofm”dowahdm Timetine at 2. JSTOR quickly identified the [P
lddmcbeinguedfotdndownluda, and MIT personnel theroafter discovered that access was
being accomplished in Building 16 by a computer registered through ite visitor guest megistration
process by the samo guest whose computer was linked to mwﬁm’mm&

MIT aad JSTOR confarred reganding methods o prevent excessive downloading. Timeline
42 3-4. On December 26, 2010, ﬂ:uswnmﬁumlndoofmmiwmoading which MIT
persomed did not leam of untj] on ot about Jammary 3, ZOll.Onﬂnmuuingolemmy% 2011, at

¥ MIT personnel first received notice of the October 9, 2010, incident when they returned
angﬂsCOhmDayhoﬁdmecmlz,Zﬂlo.Tmnz.

‘Ammmmmwmumumjmmmw
mdm&cmﬁwavuﬁngmdmwmmiuﬁmhmmmmme
this constituted a classic hmﬁwofehmﬁommm{uﬁmmﬁdﬁmofvumd&uuu
Councilman, 418 F.3 67 (1xt Cir, 2005Xen banc), See page 9, infra.
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a password, & formal affilistion with the school, or any form of identification for any visitor 1o
bmwmﬂmmmwoyingmmmmwwmnwuw&w
mm«mm»mmmm
s“nzwvalldlysipedonwthnmrmkulguugummmpoﬂcy
mmmnuwwmmu,zom,wmmnmmmmm
Manager of Scholarly Publishing end Licensing, to [FREVEXTICT Jat JSTOR, informing him that
ﬁohhmmmmhmw&umhwhdhumhddmtwwm't
huvemghinfwmﬁmﬁfolbwﬁnmwmplemly,buﬂnsiwmﬁuthemgm
wwmm‘blehr&ishtmwﬁvity....allofm‘uczcadv:uewucmedbyamtmw
umr,*n:mummxmmwmomuu,mo,mmmm
mmmmmmmw&wm

Tim and Mike:
Would hhm&mnw[lsm!&]quﬁhmy:

“We offer guasts access 10 the MIT network, and tkis practice will continve, However, cnce

m{muam]mummmwmﬂmmﬁmm& this route will be
dudmgm.&wﬁnhwcwﬂnmuud.”

*see

Mike, 1 will be asking JSTOR about your mod_tewrite idea once I chock in with Rich

wmhmmmmwmnmmmcwm»mmum

method rather than still working on resolving the excessive use issue.
Bmc(mmmmmwmmmmmmmmmm
kwdmshnavmlmmmodmdhmmmmkmmmmm
JSTOR without further identification or euthorization, The name and email address used to sign in
aaviailwwmﬁmdlmmuyimkvmuoMﬂ,undumuuizinmywaywldmﬁfytbeviﬁm
or ¢ven to ascortain whetber it was a “bona fide identity,” nor did gnests to the MIT netwok receive
notice that they were prohibited from using static 1P addresses, changing IP addresses, or changing
MACM*MW&WMMWN&MWM&MR
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Wmmmmm»mmammmm'sm
on Janmary 6, 2011.

MM!Tup:dedSmaagmmhdnmﬁmadbymmloﬂmMn

mmmiummmmwomm.msmnmu,mommw

monm:mmauuuﬁqwawmmmnwmn(mm
addod).Jsmnismnnbhm“[u]ms[m]mtowrtoemblishummmwme
wwk,nd“donmhlwwmmaﬁhaﬁonMuuthemm”SmychyPoimby
Ellen Durancean, mts.mwmmmnm»mwwomns.zmo,
Exhibit 9 mmmmMMvowmmmﬁW(ww»;mm
mtennurmntowobals, 2010, Exhibit 10 ("[o}ur records and logs . . . do not
allaw us to definitively identify the guesr” (cmaphasis sdded); Email from Ellen Duyancesn 3o Rich
Wenger, October 18, 2010, Bxhibit 11 (“itappears that the individual used MIT"s wireless network
§vest account process”).

In addition, MIT"s lekymDHCPhyuwammbhwofm
hMMMwWMMmUMWMNW,MTW&MM
Logs Policy, available at http://ist.mit. edu/aboutipolicie/dhop-usage-logs (last visited September
M,IOIZ),MMMWHMMIMonbrinmmmaeomordcouuhpom:

When any network device, ©.8., 8 computer, connects to MITnet and is easigned a dynamic
IP address, MIT's DHCP madﬁamdwmlogmmmeblmmfm

The dete and thne of the request
mmmummmmw
The IP address provided

The specific DHCP command that was issued
mwmm»mw

hhmd&mmwammmmrmﬂmymamm
hkmmd:undmmuofabgpuﬁmtomsmuhmdhthemm.
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laptop™ for time periods including September and October of the previous year. Jd.; Investigative
Reportat 3.° The scene was “restored to the way it was found.” Timeline at7. At3:50 pm on January
4,201, Eliea Durancesn sent an email " _|at JSTOR stating tha{ she had “fust had an
update from Mike Halsall of our network security team. The investigation has moved beyond MIT
and is now being handled by law enforcement, including federal law enforcement . . . . The machine
tbrmwhichtbubuscocmedisaillliw,pendingﬁﬂhusminthcinvuﬁpﬂon."axhibitzz
(emphaiudded).An:zﬁpm.mindividmLhmidmﬁfwduSm was observed via the video
maumwmmedaummmwmemmammmmmemni&
a different one. Timeline at 7. |

SIAPichettldttheM!'l‘mmuaMpmonJmm:yll\, and Newman waited to hear from him
regarding “where to put the captured network traffic.” Timeline at 7. Thereafter, Pickett contacted
the CERT Coordination Center at the Software Engineering Institute at Camegie Mellon University®
mdmivedlmﬁmﬁonsmwdinghowtouplondtheuetwukﬂowandDHCPlogdahh the CERT
drop box. Investigative Report at 3. /A Pickett suthored an email ot 6:46 pm on January 4, 2011,
siating that *{t]he flow traffic is currently being uploaded to the CERT dropbox.” Exhibit 23.

OnJenuary 5,2011, Ellen Finnie Durancean, MIT Program Managerof Scholarly Publishing
and Licensing, took notes ofa conversation with Halsall ip which she indicated that the netbook was
“leﬁinpheemmmﬁc”bmehwmmmt“mt[ed] to find intent + motive.” Exhibit

"‘DHCn'"smmforDmmﬂcHoatConﬂwnﬁmPMncoLDHCPmmﬁe
migmnmtofl?lddmxsmoompumonmﬂu.%mammwjoimamwk,ﬂm
wmhrismaDHCquumonthcnﬂwut,whichmaD}umonﬂwmmw
pmvideml!’addmsnothorequesﬁngoomm.Panofdaeinfotmaﬁonconninedinmianmt
iameMAC(MediaAmConhol)addmswhiehiuuuiqmidmﬁﬁuortheutwmkmd
mumummﬁngmmmmm@mmmmmm
infomationinadditionwsimplythen'addmsdmedbyﬁecomwinqmﬁon.

¢ CERT has a lmpmdhgandonsoinzmlﬁomhipwnhﬂ:empamnmouusﬁee.
W@MWSMM;MMWMDOIMW
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The “trespasser” provision is also inapplicable. Section 2511(2)(i) provides:

1t shell not be unlawful under this chwfoupeuonwﬁngundaeoloroﬂawwinwupt
ummmmmmﬁomd.mmmmmmm
from the protected computer, if -

(Dﬁeowmmopmmrofhmmdmmmﬂninmeqﬁmofﬂn
computer trespasse:’s communications on the protected computer;

(n)ﬁcmmaeﬁngmdwwl«ofhwhmuymminaninmﬁgdm;

(m)mcpmwﬁngwmofhwhsmkm»bmmth
contents of the computer trespasser’s communications will be relevant to the

(IV)sch interception does not acquire communications other than those transmitied
to and from the computer trespasser,

SeﬁmZSlml)deﬁm“wmmuWaﬁmwhomnpmm
Mmmwmmmmmmmhwmofpﬁwinmyeomnmﬁm
transmitted to, through, or from the protected computer.” This provision is inapplicable for three
mm.mmwmu“mmmrwimmmamingofﬂdem
Mmobﬁdm?mammﬁm%ﬂauwuﬁm“wwﬁem—hem
vcﬁdlyﬁmedonwthemrnawukuamnmmmpolbywmimdhimmbe,md,
mdhgly.miminedamableupmﬁmofpﬂwinthemmiuﬁwmbmdmm
mmmmmddhimuamwhmmbylmofmmmﬂuﬁm
Quring the fall 0£2010. On October 14, 2010, Ellen Durancean, MIT Program Manager of Scholarly
mmmmm;m@mm&mmmmwmmmm
here point to the ssme guest that was involved in the 9/27 incideat. We don't have encugh

1348, 1351 (8th Cir. 1976); United States . Huedson, 2011 WL 4727811 at *7 -*8 (ED.La. Oct. s,
mll).mmapmwmﬁrumduymmmmywd\o protection of MIT*s rights
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hﬁmﬁubfouowtheuﬁlemnpmly.huthcsiwmmwmemcmwm
mponu‘bleﬁorthislm:cﬁvity....mof&kmuﬁwmmuwbyamtmatm
Exhibit $ (omphasis added). JSTOR is available to “[u]sers (who) come to MIT to establish a guest
wocount on the network, and ‘do not have to have MIT affiliation to use the cantent.” Summary of
Key Points by Ellen Durancean, Exhitit B. See Enai rom Ellen Duranems 1o Am Wolpe,
October 15, 2010, Exkibit 9 (*we cannot identify the guest involved in these incidents™ (ermphasis
added)); Brmail from Bllen Duranceau tofPRVPRTICT | October 15, 2010, Exhibit 10 (*fo]ur records
aud logs... . do not allow us to definitively identify the gues/* (emphasis added); Bmail from Ellen
Duraacesu to Tim McGovem, October 18, 2010, Exhibit 6 (asking if it would be accurate to say:
“Weo&tg!mwwatoﬁemrnemﬂ,andMMcewﬂlconﬁm However, once we
intituts our additiasl authorization layer for ISTOR, this route will be clossd to guests™); Emal
from Ellen Durancesu to Rich Weager, October 18, 2010, Bxhibit | | (“it appears that the individual
used MIT"s wireless network guest account process”). Second, the consent of the communications
Was not relevant 0 the investigation. Third, just as the provider exception canmot override the
protections of the Fourth Amendment, nothes may the statutory trespasser exception, The Fourth
Amendment is fully applicable to these interceptions,
IV.  TO THE EXTENT THAT ANY OF THE SEARCHES AT ISSUE HEREIN WERE
FERFORMED BY MIT PERSONNEL RATHER THAN LAW ENFORCEMENT
gncns,mn MIT PERSONNEL WERE ACTING AS AGENTS OF THE

VERNMENT, AND THE FOURTH AMENDMENT ISFULLY APPLICABLE TO
THEIR ACTIONS.

kaﬂypﬁva&nﬁonhﬁunbjeammmdmmmﬁm&mmm that

S/A Pickett and Det. Murphyurivedondnmngthempmmlmedbbopﬁmmrs

md,hsmmmﬂrﬂluﬁehwmﬁomminmﬁgaﬁoamhcm the protection of MIT”s

Mmﬁmdmﬁthuidmuﬁedﬂmhmnnkwmmmedmmﬁmmuhuapﬂvm

individul was acting a3 & government agent; “megommm’smleininnigaﬁngormm
18
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wa[B)8)]

0r Netwo and Infra #IT, in the

*v Oof building 16. (0)©) (BYTHEC) [bXE),BX7)C)] from the Cambridge
Police Department processed the ecene ugexprints. ne! k found connected to
the switch in the wire closet in the basemant of building 16 was an Acer Aspire One with
4 sezisd numher LUSAX0D002001100%2601 . Betwork tratfic indicated that the netbook was
using two Ip addregses (18.55.€.240 and 18.55.7.240) which are both IP addresses
belonging to my?. Use of MNap showed thap the netbook had port 32 and 8092 open. Port
32 is the defanlt port for 398 [Securs Shall nstwork protocel) and port 8092 is often
assooiated with TCP {Transmission Control Pxotocol) traffic. A surveillance camera was
Placed in the wire cloget to record anyone returning for the astbook.

Continuing on 01/04/12, at approximately 1536, the surveillance camera recorded a white
wale, later identified &8 Aaron swarts (DOB 11/08/86), enter the wize closet. Based on
-the surveillance video, Swarts appeared to replace the external hard drive with a new one
and take the old hard drive with him.

furthex on 01/04/121, as abls to provide sn- with the following timeline
regarding thie igv gation:
On 09/26/10,[(B)Y6),(BY7NC) ] the T (bX8),(b)( Jreceived an email
£xonf(b)(G).bX7XC) | che J5ToR BRI stating that excesgive
dom ISEXIRz ournals had bHEw FEE: » 88d that all of NIT access to

JSTOR would be blocked. JETOR converta rint:ed scholarly journals into slectronic
form and storas theam in a central archive that oan be accessed by libraries and
fnstitutions such a8 NIT,

¥ MIT Network and Information Sscurity Team received an omail from
the NIT
dve downlo Tom two IP addresses 18.55.6.216 and 19.55.6

88 but blocked access to the identiffed IP add
t.edu)
discovared network ngileutton' ox Host* with emall address

Fhostmailinator.com, a MAC address of 00235a738ffh and computer name *ghost ~
machook” registered om the network on 09/24/10. (b)Y0),(b) | 4isabled the computer
registzatiom.

On 10/09/10 | £zom JeTOR Operations Staff, emailed the
NIT to inform her that NIT’s access to J5 ad been cut off
again due to sxcesslve downloading.

on 10/13E10. the MIT Network and Information 8ecurily Team received an emall from

tating that JgTOR inforwed hexr that excessive downloading came fxom 1P
addcens 18.55.5.100.

on xoln/lo.w traced the second ocourrence of exceseive unauthorized

downloading & computer registered on the Network as “"Crace Host” with an enail of

gboltczmiuutor.m. & MAC addreas of 00217£22¢cb074 and

laptop~, {RXE) (BY7 Hisabled che host regiwt; den
bY(8).(b)7

computer name of *ghg
4 as bogus

on

n 11/29/10, che NIT Netvork and Infoxmation Security Team was notifiea by the NIT
branch of the Institute of Blectrical and Bleotronic Nngineers that journal

1277011 ' 370





