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(b)(8),(bX7)(C) CID

. r’,;,n.; b)(e) (BX (cm

Sent: 19 ebnmyoa 2011 5:08PM

Subject:

Gentlemen:

Here is some more information frog(b)(8).(

Items of note

IP|(b)6).(b)(7)XC) = Amazon-EC2-5 = Amazon Elastic Cloud Compute a place he may have been
storing stolen documents or hosting WMs IP[B)ELBXTIC) _ J= Amazon-£C2-6 IP 50 {BX8).(B)TI( I

on-EC2-8 JEW- linux dial in server on MIT campus run by SIPB IP
(b)B),(bX7)}C) |- a Comcast IP that may be local to the Cambridge MA area,
(b)(8),(bX7)(C)
Specia
scrat Service

(Mobile)

412-268-5226 (Fax)

. o S % - Ay



(bX(S)

|—'<b)(s).(b)(7)<0‘)" 1

Sent from Blackberry

i ORI T (I Se———
N 07, 2011 03:12 PM
beex(bx XC) __lsos)

Subject: Swartz Evidence

SMmDefenumunsdwmbemWerevidencaatmeofﬁce

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
Tesponse to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, ar copy it; notify the sender immediately and delete it.
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BXE)BXNC) CID
From: [EE-EC__ Isos)

T 717, "
- X BOS)EXBIE) Boert org{E1ELE)
Subject: DO e T e
u ’ 5 v .v,'.-

The images of the remasining hard drives are almost complete. Some of the images are 1.2 TB at
max compression. In order to ship these images we will need more large capacity drives.

|(b)(8),(b)(7)(C) I

Sent from Blackberry
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(6)(8),BY7)(C) (CID)

o ]
From: [BXEL.EXTNC) org]
Sont: Friday, February 25, 2011 11:17 AM
To: [RXEY (BYTXCY
Subject: Job Description|(b)(6),(b)(7)
As Requested..,

| (b)(B),(b)(7§(C§ lMember of the Technical Staff, CERT

Forensic Spedalist working for CERT's Digital Intelligence and Investigation Directorate (DHD). With
over five years experience in the field of Digital Forensics[[E)8] Jhas conducted forensic investigations in civil
and criminal litigation In both the public and private sectors. As a member of the CERT Digital Intelligence and

Investigation Directorate (DID){(b)(6), Jassists CERT's law enforcement partners In a widerange of digital
forensic investigations.

lds a number of industry certificationsincluding the Certified Computer Examiner (CCE), EnCase

Certifled Examiner (EnCE), GIAC Certified Forensic Analyst (GCFA{(®)8). s also a member of the Interational
Society of Forensic Computer Examiners and the Assoclation ofCert ed Fraud Examinerq(b)(6). Jobtained a

Bachelor of Science degree fromUtica College of Syracuse University in Economic Crime | nvestigation with
aconcentration in Computer Security.
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that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.




Question from CERT

|(b)(6).(55(7)(0) |

Sent from Blackberry

-[(DX(8),(b)7)C)
Sentt Wed MBF 16 131U 31 2011
Subject: CID/CERT: Feedback from MIT case

BX6),
The guys here have some a report for you However, their supervisor needs to review it before it goes oiut.
Should we add him to the Ge?

His name i§(P)(6).(b) |He is title ig(b}(6).(b)(7)(C) igital Intelligence and [nvestigations Directorate. He has the same
address as |(b)(8),(b)(7)(C)

Al he is doing is reviswing the report,

(b)(8).(bX7)(C

pecial Agen
11.S. Secret Service

b)(6),(bX7) )
S obile)
412-268- Fax)

All e-mail to/from this account is subject to official review and is for official use oaly. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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(b)(6).(b)X7)C CID

From: EE.BANC) __Jgcertor)

May 03 11305F’M

mmm- B0S){BYEETICT o) fEREEXTIC) |

Sent:
To:
Subject:

TWTY

We pasformed analysis of the Python scripts and bash history you requested and provided gus analysls notes in late-March.

b

|(b)5)

(bX

Please et us Juow how you would like us 1o proceed,

o B BT Joos (10 B0 Jusdhes

Date; Tu ay 2011 14:07:45 -0400

Tol(BX(8).(b)(7)(C)

(b)(6).(b)X7)C)

(b)(6),(b)
Subject: RE: CID/CERT: Feedback from MIT case

Was a report ever finalized for the Swartz exam?

[®XE.EXNC) ]

U S. Secret Service

805)

Bcert.org> [(0)@),BY7HC)

m:AOXE).BXTIC) Teos

Tol)8).EXTXC) D) :

Sent; Wed Mar 16 13:28:51 2011

Subject: Fw: CID/CERT: Feedback from MIT case

No 8E letter s nacessary

|(b)(3).(b)(7)(0) |

Sent from Blackberry
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|(b)(6).(b)(7)(0) kCID)
From:

BOS)
Sent: Monday, May 16, 2011 9:52 AM
To: D)
Subject: Re: CID/CERT: Returning Hard Drive
Thank you
|(b)(8).(b)(75(C) |

Sent from Blackberry

----- Original Message -----
From: J(B)(8).(bX7)( | (CID).
To: {(bX8),(bX7)(C) (BOS)

Sent: Mon May 16 ©9:51:07 2011
Subject: CID/CERT: Returning Hard Drive

I'm returning the drive you sent me. You should get an email from FEDEX when it’s delivered.

(b)(8),(b)7XC)

peclal Ager

ervice
(b)(8),(B)7)C) | (Desk)

(Mobile)
-G8~ (Fax)
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CID

Warrant is before the Judge. I have an appointment tomorrow morning to swear to it. Federal
case is rolling forward.

(0),
U.S. Secret Service

Office
=~o~-0r] Sage-«==-
From: {bX - (CIO)
Sent: Tuesd February 068, 2011 4:31 PM
To: BOS)

5ubject:' Re: CID/CERT: SW Progress

Cool. So it's signed and everything? If so, I'1l tell the guys to keep the request a high
riority but not to pull an all-nighter.

.S. Service
Desk)
(Mobile)

412-268-5226 (Fax)

Subject: RE: CID/CERT: SW Progress
ITSW

Boston Field Office
BX6).(X7

--==«Original Message-----

rron: BB “cio

Sent: Tuesday, February 08, 2013 4:26 PM
ToERD BT ] (o)

Subject: CID/CERT: SW Progress

We received the drive this morning and started on the PCAP analysis,

1
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he timeline look 1ike for the SW?
|<b)(%.<§$(;§(§;5 |

Special Agent

ervice
(B)B).OX7XC)  |(Desk)
| I(Mobile)

412-268-5226 (Fax)
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From: |(b)(35.(5)(5 )(C) I(BOS)

Sent: aaday Eahninry 08, 2011 4:28 PM
Tor B BNe oy

Subject: RE: CID/CERT: SW Progress

(I(b)(e (b (ZZ(C) ICID)
S —

Thank you very much. |(®)5)

6] ]

[BX6).BXTC) ]
U.S, Secret Service
Boston Field Office

[®)&).®EXTC) |

----- Qriginal Message-----
From:{(b)(8).(b)7)(C J(CID)

Sent: Tuesday, February 28, 2011 4:26 PM
To[RYBMOWTUCY —_—]80S)

Subject: CID/CERT: SW Progress

I(b)(ﬁ).(b) |

We received the drive this morning and started on the PCAP analysis.

what does the timeline look like for the Sw?
(b}(6).(BY(/HC) |
Special Agent
U.S. Secret Service
(b)(6).(bX7)(C) KDesk)
(Mobile)
412-268-5226 (Fax)
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(6)(8).(bX7)(C) (CIDi

From: [BEERCT— Jeos)
. Sent: peris phrs 08.20114.53”
T EXE.OXO. i)
| Subject: RE: CIDVCERT. SW Progress
i
Items of note
1p [BXELBXTIC) = Amazon-EC2-5 = ute a place he may have been
storing stolen documem:s or hosting \Ms I (b)(8). (b)(7)(c) = Amazon-£€2-6 IP [(BNG),(D)7XC) =

[B?W%HP 1inux dial in server on MIT campus run by SIPS IP
(b)B).(b)7X = a Comcnst T6 that may be local to the Cambridge MA area.

REeme — ]
U.S. Secret Service
Baston Field Office

[®XE).LETHC)_]

Subject Re: CID/CERT: SW Progress

Sounds good.
I(b)(e).(b)(7!(0) !

Special Agent
U,S. Secret Service

(b)(B).B)7)C) ](Desk)
{Mobile)

412-268-5226 (Fax)

Sent: Tue Feb 98 16:37:45 2011
Subject: RE: CID/CERT: SW Progress

Warrant 1s before the Judge. I have an appointment tomorrow morning to swear to it. Federal
case is rolling forward.

L(B)(8),(bX7)(C) |
U.S. Secret Service
Boston Field Office

|(b)(8).(5)(75(55 |

----- ag -----
From (b)(e) (b)(7)(C CID)
Sent: Tuesda ebruary €8, 2011 4:31 PM

ro:w BLONTIC 80S)
Subject: Re: CID/CERT: SW Progress
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~Cool. S50 it's signed and evéryfhing? If so, 1'11 tell the guys to keep the request a high:
riority but not to pull an all-nighter.
(b)(8).(bX7XC)

Special Agent
ervice

bIETBXNC) | (pesk)
(Mobile)

412-268-5226 (Fax)

Sent: Tue Feb @8 16:27:36 2011
Subject: RE: CID/CERT: SW Progress

(bX5)

(b)(6),(bX7)(C)
U.S. Secret Service
Boston Fleld Office

X8 ]

----- Original Message-----

From:|(b)(6), (b)(7)(C ] (CID)
Sent: Tuesday, February 08, 2011 4:26 PM

To XA BT (205)

Subject: CID/CERT: SW Progress

We received the drive this morning and started on the PCAP analysis.

what does the timeline look like for the SW?
(BYBY(BYZMCY |
Special Agent

412-268-5226
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PO e

From: (BOS)
gom: NiRaday, Novamber 14, 2011 12:31 PM
0;

b)(6).(b)}7}C
Subject: RE: Metadata plus data Tor case request

What do you need from me to make this happen

I(b)(B).(b)(7)(Cs |
U.S. Secret Service
Boston Field Office

(b)(8).(bX7)(C)

From; (mailto (RYELE Lert, org)
Sent: Tuesday, November 08, 2011 2:52 PM
To: Heymann, Stephen (USAMA)

Cc:[(b)(8),(bY7)C BOS)

Subject: Metadata plus data for case request

. (EXELET]
(6)(5).(B)(B),BYX7NC)

The resulting disk images will be in EnCase's Logical €vidence file format, which is a format
that can be read by a variety of standard forensic tools. It will preserve metadata

structures and [(B)(5) |
(b)5)
Best

(B)(8), (o) ]
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EN8).BXTXC ciD

Sent: tdaJuh0R_2011 11:28 AM

To: (bX8).(bX7)C) _ LoID)

Subject: RE: Please confirm with Cert

sure
(b)(6),(b)7}(C

0.5. Secret Service

Boston Field Office

(b(GWM(b)(HCr&D) ...............
Sent: Faday, Tulv 08, 2011 11:28 AM

To{(B)(6).(b)(7)(C) (BOS)

bject: RE: Piease confirm with Cert

Iagk (b)(6). for a response. By the way, they took a look at the second file you sent. Is there any way we
could get an image of the thumb drive? -

The information containad in this fransmission, including atlachments, is privileged and confidential. It is intended only for
the use of the individual or entity named above. If the reader of this message is not the intended recipient, you are hereby
notified that any dissemination, distribution or copy of this communication is strictly prohibited. If you have received this
communication in error, please notify me immediately by replying to this a-mail and delete all copies of this message and
all attachments.

From{EXE)EXTHC) aos)

Sents Frl 7/8/2011 11:11 AM
Tof{B)(8),(bX7)(C kCID)

Subject: FW: Please confirm with Cert

Please see below: We are preparing to take the Swartz case to indictment and Heymann wants to double check that
everything is exactly accurate. Do you agree with the paragraphs below?

U.S. Secret Service
Boston Field Office

b}(6),(B)(7)(C

From: Heymann, Stephen (USAMA) EXOLENNC)
BITS 108 ly 08, 2011 10:50 AM
To (b)(G),()( (C)

(BOS)
yjec confirm with Cert
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[(B)8).(bX7XC) ICID)

From:
Sent:
To:

Ce:
Subject:

Stephen:

Please find the requested background information for [[6)(8),(BX7)(C) has handled Grand
Jury information in other cases in other districts.

[BXELEXTAC) IMember of the Technical Staff, CERT

1 BYELENTIC) Jworking for CERT's Digital Intelligence and Investigation
Directorate (DIID). With over five years experience in the field of D1gital Forensics,
has conducted forensic investigations in civil and criminal litigation in both the public and
private sectors. As a member of the CERT Digital Intelligence and Investigation Directorate
(01ID), [(B)E).(Jassists CERT's law enforcement partners in a wide range of digital forensic
investigations.

[®)B).(b)Jrolds a number of industry certifications including the Certified Computer Examiner
(CCE), EnCase Certified Examiner (EnCE), GIAC Certified Forensic Analyst (GCFA).[DYEL(Jis
also a member of the International Society of Forensic Computer Examiners and the Association
of Certified Fraud Examiners. [(b)6).(Jobtained a Bachelor of Science degree from Utica College
of Syracuse University in Economlc Crime Investigation with a concentration in Cosputer
Security,

[EXE.ETC ]

Special Agent

mvice
I(b)(éi.(bi(;g(% i(Desk)
{(Mobile)

412-268-5226 (Fax) -
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From;

Sent: 2, 2011 7.58 AM

To: (b)(8).(bX7XC) LEG)

Ce: b)(8).(bX7)C BOS)

Subject: n re- Database
Attachments: Seizure Wamant Aff Draft 5-11-10 updated.pdf
Follow Up Flag: Follow up

Flag Status:

fﬁ)f)' BXe).(BRIXC
c Reference conversation earlier this week with |

Attached (s the Affidavit for the seizure warrant. 'm hoping this will help shed some light on the matter. JSTOR is a non-
profit that provides content to scholars, researchers and students. For further info, their website s www.lstor.orng.

¥ you could please let[PIE). Jind 1 know If we can proceed at your earlest convenvence since the AUSA Is anxious to get
this asset.
(b)(8).
(bX7)(C)
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(B)().BX7)C)
]
B), 7 )

Attachmaents: Seizure Warrant Aﬂ' Draft 5-11-10 updated.pdf

(b) (b)(6).(6)7XC)

$E?:, - Reference conversation eartier this week witH

Attached Is the Affidavit for the selzure warrant. I’'m hoping this will help shed some light on the matter. JSTOR is a non-
profit that provides content to scholars, researchers and students. For further Info, their website is www.istor.org.

(b)
If you cauld please let}{8).(_land t know If we can proceed at your earliest convenience since the AUSA is anxious to get
this asset,

(b)(6),
b0

Dedie

(

b)(8).(b)7) | -~
©

(bX(6).(b)7)(C)

(b)(B), (bX7)(C)

Y
sl o

(b)6).(L)7XC)

Kirwin 1 9:16 AM
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JSTOR Page 1 of 1
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generally and at Swartz specifically; and (f) elude detection and identification.
II. THEFACTS

Late during the night of Septernber 24, 2010, an individual registered his computer on
MIT’s campus and obtained a guest account on MIT’s computer network. The individual did not
provide his true identity at this or any subsequent time, and neither MIT personnel nor law
enforcement officers knew the individual’s name until his arrest months later. The individual
registered his computer by specifying his name as “Gary Host.” a pseudonym, and his e-mail
address as ghost@mailinator.com. a disposable e-mail address by virtue of its requiring no initial
e-mail registration and keeping no records of e-mail access.> Before assigning the computer an
IP address, MIT’s network automatically collected the computer’s owner-created name —
“ghost laptop” — and the unique identifying number associated with the computer's Internet
networking hardware, known as the computer’s Media Access Control or “MAC” address.
These are standard login and communication procedures.

MIT*s DHCP' computer server then used a standard Internet protocol to assign the
individual an [P address (18.55.6.215) for use while on the network. The network kept records
of the computer's registration information, its IP address, and its MAC address. These records
are standard computer-networking records, and did not include any computer commands that the

individual typed in or ran, or any data that the computer downloaded. (Exs. 6, 7).

* Mailinator advertised itself as a free e-mail service that would accept mail for any e-
mail address directed to mailinator.com without need for a prior registration or account; would
automatically delete all e-mail after several hours, whether read or not; and would keep no logs
(records) of e-mail access.

* DHCP is the acronym for Dynamic Host Configuration Protocol.
4
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On September 25, 2010, the day afier registering the “ghost laptop,” the individual used
the “ghost laptop” to systematically access and rapidly download an extraordinary volume of
articles from JSTOR by using a software program that sidestepped ISTOR's computerized limits
on the volume of each user’s downloads. The downloads and requests for downloads were 50
numerous, rapid, and massive that they impaired the performance of JSTOR’s computers.

As JSTOR, and then MIT, became aware of these downloads and problems, both
attempied to block the Individual's computer from further communications. On the evening of
September 25, 2010, after suffering hundreds of thousands of downloads from the ghost laptop,
JSTOR temporarily ended the downloads by blocking network access from the computer at IP
address 18.55.6.215.

The next day, however, the ghost laptop’s user obtained a new [P address from MIT’s

l(b)(ﬁ).(b)(7)
network, changing the last digit in its [P address by one from 18.55.6.215 to{(C) This
defeated JSTOR’s IP address block, enabling the ghost laptop to resume furiously downloading

articles from JSTOR. This downloading continued until the middle of September 26, when
I(b)(ﬁ).(b)

JSTOR spotted it and blocked communication from TP address [(7NC)___las well.

The September 25 and 26 downloads had impaired JSTOR’s computers and
misappropriated significant portions of its aschive. Because the download requests had
oria from two MIT IP addresses that had begun with that is, 18.55.6.215 and
JSTOR began blocking a broader range of MIT IP addresses on September 26.
‘l;hcenew block prevented MIT researchers assigned MIT 1P addresses rough
(as many as 253 computers) from performing research through JSTOR’s archive for
thres to four days.
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Moreover, when JSTOR notified MIT of the problems, MIT, too, banned the “ghost
laptop” from using its network. Ta do this, MIT terminated the ghost laptop’s guest registration
on September 27, 2010, and prohibited the computer, as identified by its hardware MAC address,
from being assigned a new IP address again through the guest registration process.

On October 2, 2010, less than a week after JSTOR and MIT had barred the individual's
ghost laptop from communicating with their networks, the individual cbtained yet another guest
connection for the ghost laptop on MIT’s network. Having recognized that MIT or JSTOR had
blocked his ghost laptop by recognizing its MAC address, the individual now manipulated the
ghost laptop’s MAC address to mislead MIT into believing that he was a new and different guest
registrant.’

Six days later, the individual connected a second computer to MIT’s network and created
another guest account using pseudonyms similar to those he had used with the “ghost laptop™: he
registered the new computer under the name “Grace Host", a temporary email address of
ghost42@mailinator.com, and a computer client name of “ghost macbook.”

On October 9, 2010, the individual activated the ghost laptop and the ghost machook to
download JSTOR’s articles once again. The downloads came so fast and numerous that the
individual again significantly impaired the operation of some of JSTOR’s computers.

Once again, MIT could not identify who was controlling these computers or whers they
were physically located, and JSTOR could not isofate the interloper to a consistent IP address

¥ A computer’s MAC address is initially assigned by an equipment manufacturer, but can
be misrepresented electronically by a knowledgeabie user. The user altered the ghost laptop’s
MAC address to appear as 00:23:5a:73:S£:f rather than the prior MAC address of
00:23:5a:73:51:1p, -

6
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that could be blocked. Consequently, ISTOR biocked access by every computer using an MIT
IP address campus-wide for approximately three days, again depriving legitimate MIT users
from accessing JSTOR’s services. And MIT blocked computers using the ghost laptop’s and the
ghost macbook's MAC addresses as well.

Nevertheless, between the end of October and January 6, 2011, the hacker obtained at
least three new IP addresses and assigned his computer two new MAC addresses. He also
moderated the speed of the downloads, which made them less noticeable to JSTOR. The
exfiltration of JISTOR’s collection was nonetheless extreme; over this period, the individual
downloaded well over a miliion of JSTORs articles.

Because the hacker had modified the speed of his downloads, JSTOR did not notice his
latest downloads until around Christmas, 2010. Once noticed, however, JISTOR provided MIT
with the hacker's latest [P address. Now that MIT’s network security personnel had a more
robust set of network tools, they could consult network traffic routing records and trace the IP
address back to a concrete physical location on campus.

So on January 4, 2011, an MIT netwotk security analyst traced the hacker’s IP address to
a network switch located in a basement wiring closet in MIT’s Building 16. Building 16's street-
level doors have no-trespessing signs posted on them. (Ex. 8). The wiring closet is protected by
a pair of locked steel doors. (Ex. 9). The closet is generslly locked, but at that time its lock
could be forced by a quick jerk of its double doors. When MIT persoanel entered the closet,

they found a cardboard box with a wire leading from it to a computer network switch. (Ex. 10).5 .

* MIT personnel removed the box from the laptop st first, and then MIT personnel or law
enforcement officers replaced the box on one or more occasions. The second photograph was
taken after the box was replaced, not when it was initially found.

7
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Hidden under the box was the.ghost laptop, an Acer-brand laptop, connected to a separate hard
drive for excess storage. (E:cl'l) The network cable connected the laptop to the network
switch, thus giving the laptop [nternet access. (Ex. 12). The laptop’s direct connection to the
network switch was unusual because MIT does not connect computers directly to those switches.

MIT called campus police to the scene, who, in turn, brought in the Cambridge Police
and the Secret Service. Over the course of the morning and early afternoon of January 4th, MIT
and law enforcement officers collaboratively” toak several steps to identify the perpetrator and
leamn what he was up to:

(1)  Cambridge Police crime scene specialists fingerprinted the
laptop’s interior and exterior and the external hard drive and its
enclosure;

(2)  MIT placed and operated a video camera inside the closet, which,
as discussed below, later recorded the hacker (subsequently
identified as Aaron Swartz) entering the wiring closet and
performing tasks within it;

(3)  The Secret Service opened the laptop and sought to make a copy of
its volatile memory (RAM), which would automatically be
destroyed when the laptop’s power was turned off, but the effort
resulted in their seeing only the laptop's user sign-in screen;

(4)  MIT connected a second laptop to the network switch in order to
record the laptop’s communications, a type of recording often
referred to as a “packet capture;” the Secret Service subsequently
concurred with the packet capture, none of which was turmed over
to officers until MIT was issued a subpoena afier Swartz’s arrest;?

(5)  Beginning on January 4, 2011, MIT agreed to provide, and later
provided, the Secret Service copies of network logs pertaining to

" From the time of law enforcement’s arrival on January 4, 2011, through the suspect’s
arrest and identification on January 6, 2011, the effort by MIT and law enforcement to identify
the individual was both consensual and collaborative,

* This second laptop is seen on & chair in Ex. 10,

8
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the ghost laptop and ghost macbook between September 24, 2010
and January 6, 2011, some of which records were provided
consensually, the remainder of which were provided pursuant to a
subpoena to MIT.?

By mid-day on January 4th, MIT and law enforcement personne) had completed their
initial crime scene investigation. Experience told them that merely removing the hacker’s
computer equipment would just result in his renewing his efforts elsewhere. So, rather than take
the hacker’s equipment away, MIT and law enforcement instead restored the closet to its initial
appearance upon discovery, and monitored who entered it and handled the laptop. In this way,
the hacker would not necessarily know that his criminal tools had been discovered, his identity
might be uncovered, and he could be stopped.

The ruse worked. Within an hour of their departure, the hacker returned. After entering
the wiring closet and shutting the doors behind him, (Ex. 13), the hacker replaced the hard drive
connected to the laptop with 2 new one he took from his backpack, and then concealed his
equipment once again undemneath the cardboard box.

Twao days later, on January 6, 2011, the hacker returned to the wiring closet yet again.
This time, worried about being identified, the hacker covered his face with his bicycle helmet as
he entered the closet. (Ex. 14). Once inside and with the door closed, the hacker disconnected
the laptop and placed it, the external hard drive, and the network cable in his backpack. (Ex. 15).
As he left, he again hid his face with his bicycle helmet. (Ex. 186).

By January 6, 2011, the hacker had downloaded a major portion of the 6 to 7 million
articles then conteined in JISTOR s digitized database.

? As discussed below, both the law and MIT’s policies and procedures allowed MIT to
turn these records over consensually, but it also could, and at points did, insist upon a subpoena
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(b)(8),(bX7)(C) |
A little after 2:00 that afternoon, MIT Poli who had been

involved in the investigation, was heading down Massachusetts Avenue within a mile of MIT

(6)(8),(b)(7X(C) 3 bicycler who looked like the hacker caught on the wiring closet video.
dentified himself as a police officer. After a brief exchange, the individual

dropped his bike to the ground and ran away. The individual was chased, apprehended, arrested,

and identified as Aaron Swartz. During a search incident to arrest, Cambridge police found &
USB storage drive in Swartz’s backpack, which they seized and stored as evidence.

Approximately an hour later, MIT technical staff used computer routing and addressing
records to locate Swartz's ghost laptop and hard drive in the Student Information Processing
Board’s office in MIT"s student center. Law enforcement found the equipment on the floor
under a desk. (Ex. 17). The equipment was subsequently seized and stored as evidence by
Cambridge Police.

Asron Swartz was charged by the Commonwealth in a criminal complaint alleging
breaking-and entering into MIT s property with intent to commit a felony, and was subsequently
indicted by a Massachusetts grand jury for the same charge along with stealing JSTOR’s
electrorically processed or stored data, and accessing a computer system without authorization.

While the Commonwealth pursued state charges, the U.S. Attosney’s Office began &
separate investigation on January 5, 2011. On February 9, 2011, the Secret Service obtained a
warrant to search Swartz’s apartment, followed by a wasrant to search his office on February 11,
2011. Both were executed on February 11th. Alsoon February 9, 2011, the Secret Service
obtained warrants to seize from the Cambridge Police and then search the laptop, the hard drive,

and the USB storage device. These warrants were returned unexecuted and new warrants were

10
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obtained on February 24, 2011. On May 16, 2011, Swartz was served with a forfeiture warrant
for property of JSTOR in his possession and refused to comply with the Court’s warrant.’®
Swanz was indicted federally for wire fraud, computer fraud, and data theft, which was followed
by the present Superseding Indictment on the same theories.

Hl. MOTION TO SUPPRESS INTERCEPTIONS AND DISCLOSURES OF
ELECTRONIC COMMUNICATIONS BY MIT PERSONNEL (No. 1)"

Swartz first moves to suppress: (1) the historical guest registration, DHCP and IP address
assignment and network routing records that MIT collected independently before January 4th as
it sought to identify and locate the hacker; (2) the recording (or “packet capture”) of the laptop's
communications after it was found connected to MIT’s network; and (3) the network's historical
routing, addressing and switching records used to find the laptop after Swartz relocated it from
Building 16 to the student center (Building W20) just before his arrest.

Apparently without a trace of irony, Swariz argues that MIT and law enforcement
violated bis rights to privacy as he hid his computers and hard drives in MIT’s locked wiring
closet, used pseudonyms to avoid identification, hard-wired his computers o MIT"s network
switch to avoid detection, siphoned off ISTOR’s copyrighted documents, kept reconfiguring his
computer to circumvent MIT"s and JSTOR 's efforts to keep him off their networks, and
relocated the evidence to MIT s student center. n particular, Swartz asserts that the evidence
listed above should be suppressed because the Wiretap Act, 18 U.S.C. § 2510 ef seq., the Stored

Communications Act, 18 U.5.C. § 2701 e seq., and the Fourth Amendment prevented MIT and

* Swartz later reached a civil agreement with JSTOR, pursuant to which he delivered to
the Secret Service four hard drives containing millions of JSTOR’s documents.

" Swartz’s numbering convention fs used here for ease of reference.
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\
AFFIDAVIT IN SUPPORT OF

(b)(6),(bX7)(C)
L joeing first duly swom, hereby depose and state as follows:

1, I make this affidavit in suppost of an application under Rule 4] of the Federal

Rules of Criminal Procedure for a warrant to search Samsung Model HD154U1 hard drives,
serial numbers S1Y6J1CZ800326, S1Y611CZ800329. S1Y6JICZ800331 and
S1Y6J1CZ800332, currently in the custody of the United States Secret Service, as described in
Attachment A, for the things described in Attachment B.

2. Tam a Special Agent with the United States Secret Service (“the Secret Service”),
Department of Homeland Security, and have been since 2003. My current duties include the
investigation of electronic crimes and forensic examination of computers and callular telephones.
As an agent, | have participated in numerous investigations involving computer and high
technology related crimes, including computer intrusions, Internet fraud and credit card fraud. }
also have ceceived specialized training in the investigation of crimes involving unauthotized
intrusions into computer networks. In connection with my official responsibilities, I am charged
with investigating violations of 18 U.S.C. §§ 1030 and 1343.

3. As set forth herein, there is probable cause to believe that the Samsung Model
HD154U1 hard drives, serial numbers S1Y6]) 1CZ800326, S1Y6J1C2800329, S1Y511CZ800331
and S1Y6J1CZ300332 contain evidence, instrumenlities, and fruits of violations of 18 U.S.C. §
1030(a)(2) (intentionally accessing a computer without authorization and obtaining information),
I8 US.C. §1030(a)(5KA) (intentionally causing damage without authorization to a protected
computer) and 18 US.C. § 1343 (wire fraud).

4, I'make this aifidavit based upon communications with witnesses and others with
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knowledge of relevant events, conversations with Secret Service agents, Cambeidge Police, and
MIT Police, my review of records gathered in the course of the investigation described below
and my own observations and knowledge. Because this affidavit is submitted for the limited
purpose of establishing probable cause for the requested warrant, I have not included each and
every fact known to me concemning this investigation. Rather, 1 have set forth only those fact
that [ believ are necessary to establish probable cause to support the issuance of the search
warrant.
5. On May 13, 2011, this Court issued a warrant to seize the following property
subject to forfeiture:
All digitized journal articies, documents and records from JSTOR in the
possession, custody or control of Aaron Swartz, including all electronic,
magnetic and optical storage media on which they are contained, which

digitized materials can be identified as follows:

D) all copies of all digitized journal articles, documents and records
with the name JSTOR on the cover page; and

(ii)  all copies of all electronic files with the name xxxxxxxx.pdf where
KXXXXXXX is 8 seven to eight digit number.

A copy of my Application for a Warrant to Seize Property Subject to Forfeiture (“Forfeiture
Warrant Application™) and the Court’s Warrant to Seize Property Subject to Forfeiture
(“Forfeiture Warrant”) are attached hereto as Attachments C and D, and incorporated herein by
reference.
6. In brief, as set forth in the Forfeiture Warrant Application, there is probable cause
to believe Aaron Swartz:
a broke into a computer network interface closet at MIT;

b. without authorization, accessed MIT’s computer network from a network

2
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switch within that closet;

¢ used MIT’s computer network to access JSSTOR's extensive ¢lectronic
library; and
d. fraudulently took files from that library, including over a million journal
articles which JSTOR made available by paid subscription or individual
purchase.

7. The Court’s Forfeiture Warrant was served in hand on Swartz on May 16*,
Swartz failed and refused to produce any objects to be seized under the terms of the Forfeiture
Warrant.

8. On or about June 3, 2011, Swartz entered into an agreement with JSTOR (the
“Civil Agreement™), a copy of which is attached as Attachment E. In the recitals to the Civil
Agreement, Swartz admitted that:

[Flrom on or about August 2010 to January 2011, on multiple occasions through a

research institution, Swartz obtained access to the JSTOR database and

downloaded from the database numerous journal articles and other material.’

9. Swartz then undertook in paragraphs 1 and 2(b) of the Civil Agreement to defiver
“all hard drive copies” of the journal articles and other material which he had downloaded from
JSTOR in his possession custody and control to law enforcement officials.

10. On , Attomey Andrew Good, accompanied by Swartz, delivered four hard
drives to me In accordance with the terms of the Civil Agreement:

Samsung Model HD154UI hard drives, serial numbers S1Y6J1CZ800326,
StY611CZ800329, S1Y6J1CZ2800331 and S1Y6J1CZ800332

1l.  1believe that Swartz no longer has a reasonable expectation of privacy in the

! In the recitals to the Civil Agreement, JSTOR and Swartz dispute whether Swartz
accessed a computer and JSTOR’s database without authorization or exceeded authorized access.
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contents of the hard drives, having voluntarily given them to law enforcement pursuant to the
terms of his Civil Agreement with JSTOR. Nevertheless, [ believe it is prudeat to apply for a
warrant to search them out of an abundance of caution to avoid any ambiguity.

12,  Following the arrest and initial stages of forensic review, | have determined that
domain name cegistration records reflect that Swartz registered the domain
“guerillaopenacces.com” in July, 2008. Records from the Internet Archive reflect that the
“Guerilla Open Access Manifesto” was posted on guerillaopenaccess.com.? in pertinent part, the
manifesto concluded: “We need to take information, wherever it is stored, rake our copies and
share them with the world....We need to download scientific journals and upload them to file
sharing networks. We need to fight for Guerilla Open Access.* (Emphasis in the original).?

CONCLUSION

13.  Based on the information described above, 1 have probable cause to believe that

(bX5)

(b)(8),(b)| Evidence to date suggests that guerilia open access was a coliaborative effort. (OXO) (®)
L)(C) [FTRIEITICI}Griend of Swartz, said that she was asked by Swartz to edit the Manifesto

2 This record is no longer available for viewing on the Intemet Archive.

but was uncertain with whom it was written. She also stated that she was uncertain 1o what
extent Swartz presently adhered to the positions set out i the Manifesto.

4
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contained within Samsung Model HD154UT Hard Drives, Serial Numbers S1Y6J 1CZ800326,
SIY611CZ800329, $1YI1CZ800331 and S1Y611CZ800332.

Sworn to uader the pains and penalties of perjury,

(b)(6).(bX7)(C)

Special Agent
United States Secret Service

Subscribed and swom to before me on June , 2011

CHIEF UNITED STATES MAGISTRATE JUDGE
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AITACHMENT A
PREMISES TO BE SEARCHED

Samsung Model HD 154Ul Hard Drives, Serial Numbers S1Y6J1CZ800326, S1 Y6J1CZ800329,
S1Y6J1CZ800331 and S1Y631CZ800332, currently in the custody of the United States Secret

Serice.
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ATTACHMENT B
ITEMS TO BE SEIZED

All records, in whatever form, and tangible objects that constitute evidence, fruits,
or instrumentalities of violations of 18 U.S.C. § 1030(a)(2) (intentionally
accessing a computer without authorization and obtaining information), 18 U.S.C.
§1030(a)(5)(A) (intentionally causing damage without authorization to a
protected computer) and 18 U.S.C. § 1343 (wire fraud), including, without
limitation:
A, Records and tangible objects pertaining to the following entities, websites,

computer networks, and 1P addresses:

IR JSTOR

2. Massachusetts Institute of Technology

3. Jstor.org

4. Mit.edu

S. IP addresses in the class A domain 18.

6. Guerilla Open Access

7. guerillaopenaccess.com
B. Records and tangible objects pertaining to the following topics:

I.  ISTOR

2. Records and data digitized by JSTOR, including, without

limitation, journals digitized by JSTOR
3. Records and data stored on JSSTOR
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4. Records and data originating on JSTOR

5. Means of access to JSTOR

8. Computer software capable of making repeated requests for data
and records from JSTOR

9. Computer software capable of making repeated downloads of
records and data from JSSTOR

10.  MIT’s computer network

11, MIT's physical plant

12.  Remote electronic storage locations

13.  MAC addresses

Records and tangible objects pertaining to the existence and identity of

any co-conspirators, as well as any co-conspirators’ acts taken in

furtherance of the crimes listed above;

Records and tangible objects pertaining 1o communications to any third

parties in anticipation, during or following the crimes listed above about

those crimes;

Records and tangible objects relating to the ownership, occupancy,

or use of 950 Massachusetts Avenue, Apartment 320, Cambridge,

Massachusetts 02139 and assigned storage locker “C4", Acer

Aspire One laptop computer, serial number

LUSAX0DO001001100E1601, 2.0 terabyts Western Digital hard

drive, serial number WMAZA1626673, and HP USB drive,

[R1F ]




marked 0045SMKBT! 85102; and

For any computer hardware, computer software, computer-related

documentation, or storage media called for by this warrant or that might

contain things otherwise called for by this warrant (“the computer

equipment™):

1.

evidence of who used, owned, or controtled the computer
equipment;

evidence of computer software that would allow rernote access and
coatrol of the computer equipment

evidence of the attachment of other computer hardware or storage
media;

evidence of counter-forensic programs and assaciated data that are
designed to eliminate data;

evidence of the times the computer equipment was used;
passwords, encryption keys, and other access devices that may be
necessary to access the computer equipment; and

records and tangible objects pertaining to accounts held with
companies providing Internet access or remote storage of either

data or storage media.

All computer hardware, computer software, computer-related

documentation, and storage media. Off-site searching of these items shall

be limited to searching for the items described in paragraph 1.

Ir 1
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DEFINITIONS
Far the purpose of this -wamm:

A “Computer equipment™ means any computer hardware, computer
software, computer-related documentation, storage media, and data.

B. “Computer hardware” means any clectronic device capable of data
processing (such as a computer, personal digital assistant, celiular
telephone, or wireless cammunication device); any peripheral input/output
device (such as a keyboard, printer, scanner, monitor, and drive intended
for removable storage media); any related communication device (such as
8 router, wireless card, modem, cable, and any connections), and any
security device, (such as electronic data security hardware and physical
locks and keys).

C. “Computer software" means any program, program code, information or
data stored In any form (such as an operating system, application, utility,
communication and data security software; a log, history or backup file;
an encryption code; a user name; or a password), whether stored
deliberately, inadvertently, or automatically.

D.  "Computer-related documentation” means any material that explains or
illustrates the configuration or use of any seized computer hardware,
software, or related items.

E. “Storage media” means any media capable of collecting, storing,

retrieving, or transmitting data (such as & hard drive, CD, DVD, or

10
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memory card).

"Data” means all information stored on storage media of any form in any
storage format and for any purpose.

"A record” is any communication, representation, information or data. A
"record” may be comprised of letters, numbers, pictures, sounds or

symbols.

1
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NCIC/NLETS Response

U. S. Secret Service NCIC/NLETS Response Display

MASS 10200

FROM(NLETS) QN 01/06/11 AT 15:39:39 MASS810200

DR, ILOLNOOOO
13:39 01/06/2012 37890
13:39 01/06/2011 35649 MASS10200
T
01062011 1439

SWARTZ AARON H

(b}B).(BYZHCH

SEX/M DOB/11081986 HGT/5'07" WOT/145 HAI/BRO EYB/BRO
OLN/8632-0088-6318 OLT/D¢ INSTRUCTION PREMIT
EXP/07292006 I68/07292004

RES-PID CLASS/NONB

DL/IP STA/EXPIRED

TOL/TIP STA/SEE ILOLNHELP

CDL/CTP STA/SEE ILOLNHELP

httn://ssweb/edb/887/view resoonse.aso?id=3680630

Page 1 of 1
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FOR LAW RNFORCEMENT PURPOSES ONLY AARON H SWARTZ - CornprehensivePersonBearch - 2011-01-08

Table of Contants

Subject Information

Comgrehensive Report Summary

Address History (4 Found)

Cities History (3 Found)
Counties History (3 Found)

Rossible Reiatives - Bummary (8 Found)

Possible Relatives - Details (6 Found)

Possible Associates - Summary (6 Found)
Possible Associstes - Detalls (6 Found)

Neighbors (8 Found)

Neighbors® Phones (19 Found)

Business Associations ({ Found)
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(B)@).BX7)C)
ISD

From: [®XE).EBNC)

Sont: 12 1 1 15 AM
To: R8BI lISD) ;

Subject: Fw: Comparison to Review

Attechments: Sesizure Warrant Affidavit Comparison. pdf
|(5)(65.(b)(7)(0)

Sent from Blackberry

— Original Message —

From: Heymann, Stephen (usamm
Td(BXB8),(bYTIC) arns

Sent' Thu May 12 11:14:21 2011
Subject: Comparison to Review

L}
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(b)(8),(b)7)(C)
- (1ISD

From: I(b)( BT bARCCorp.com>

Sent: 70, 2011 1:54 PM
To: b)(8),(bX7)( 1SQ)

Ce: ®)6).BXN)(C)

W: N nu - AR-rZ

Attachments: ARC LEO (NTEL Search Agreement pdf

Deal OYCLEXTXC)

Per our phone conversatian | have attached the Leo Search Agreement for your review. Please let me know if you have

any concemns or questions.
Best regards,
(®Y(8),(bX7)(CY
alyst
Carrier Participation

(b)8).(L)7XC) oo

arc lgg))(e),(b)(ﬁ
4100 N. Fairfax

Arfington, VA 22203-1629
bito:/Awvww, acceorp com

B OGO YOG G I T o _ e
(b)(8),(BX7XC)
e A e L] ey

Sent: Thursday, February 10, 2011 9:34 AM
To: SSR
Subject: URGENT Request - SWARTZ

In connection with an official investigation being conducted by this office, please provide any and all
available flight information for the following individual for the period of 01/01/2011 to present:

Aaron H SWARTZ - DOB 11/06/1986 (bX8).EXTXC)

Please feel free to contact me with any questions or comments at r via fax at (61
5659. Additionally, I am registered with ARC's secure mail service under the user name

Your attention to this matter is greatly appreciated. (b)(8),(b)
(7)XC)

Invoice should be to the following:

US Secret Service - Boston
10 Causeway Suite 447
Boston MA 02222-1080
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All e-mail to/from this account is subject 1o official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mait may contain information
that is privileged, law enforcement seasitive, ar subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it.
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()8, (B)7)C)

(BY7)(C)
From: _ SD)
Sent: Thursday, February 10, 2011 9:34 AM
To: (bX6). (b) @arccorp.com
Subject URGENT Request - SWARTZ

In connection with an official investigation being conducted by this office, please provide any and all
available flight information for the following individual for the period of 01/01/2011 to present:

Aaron H SWARTZ - DOB 11/08/1986

(X(8),(bX7XC)
Please feel free to contact me with any questions or comments a lor via fax 65-
5659. Additionally, [ am registered with ARC’s secure mail service under the user name

b)(8).(b
Your attention to this matter is greatly appreciated. ( )7())0( ) |
Invoice should be to the following:

US Secret Service — Boston
10 Causeway Suite 447
Boston MA (2222-1080

Thank -
(b)(8).(bX7
©)
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Boston Field Office
10 Causeway Suite 447
Boston, MA 02222-1080
February 10, 2011

File: 102-775-60071.S
Airlines Reporting Corporation
4100 North Fairfax Drive

Arlington, VA 22203
Tel: (703) 816-8137

Attn: Fraud Department
VIA Fax: (703) 816-8138
Dear Sir/ Madam,
In connection with an official investigation being conducted by this office, please
provide any and all available flight information for the following individual for
the period of 01/01/2011 to Ppresent;

Aaron H SWARTZ - DOB 11/08/1986

Please feel free to contact me with any questions or comments at | RIS
or via fax at (617) 565-5659. ~Additionally, ] am registered with ARC's secure

mail service under the user
b)(6),(b)7)C

Your attention to this matter is greatly appreciated.

Very truly yours,

I(b)(s).(b)ﬂ)(c)

Criminal Research Specialist
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[(BY(8).BX7)C) '

From: (B)B).(bX7 ISD)
Sent: Monday February 14, 2011 12.48 PM

To: n, St (USAMAL.
ce: IZbKBi:ZbiZ?KCé (BOS Eambridgepotlice.org)
Subject: RE: SWARTZ - nts

(£)(8).(B)7XC)

It's the billing address for the card.

From: Heymann, Stephen (USAMA) (maitoJBXEYOTIC) Jusdos.oo]

14, 2011 12:45 PM
Ti(b)(ﬂ).(b)(n(C; IISD) _

Subject: RE: SWARTZ - Accounts

Is that the billing address of the card or the address glven WM whom | wouid like to locate.

.. [(b)}(8),(BXT)C) S
Fi ISD)

Sent; Fonday, February 14, 2011 12:32 PM

i.ﬂﬂmﬂanm](
(b)(6).(b)X7)(C)

Steve ~
Steve -

| gave a call into AMEX ~ SWARTZ Is the supplemental card holder on an AMEX card fw@t the 950 Mass
Ave DXL ] Cambridge MA 02139 address. According 10 AMEX the card is a Premier Reward Gold card opened in
September 2010. Let me know if you need/want the actual card number. Subpoena should be directed to:

American Express Subpoaena Compliance {(by mail only, NO faxes)
43 Butterfield Circle
El Paso, TX 78806

Citibank had no cards for him under his SSN.
(b)(8),(b)7)
(C)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loanedwyouandshouMmtbeﬂm)erdmenumwdwnhomthepenmmonofmeSemtSemce If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete

it.
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[Non Responsive

..... se.---..
From (BOS)
S anuary 12, 20613 8:05 PM

(BOS)

Subject: Swartz _is the lead story on Yahoo.
( [ (D)(D).(b
1sf© | and 9 lokr
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Masin Form

ML.LT. POLICE

DNCIDENT ¢ / REPORT 8
uooosst /3 [(b)(8).(b)7)C)

301 VASSAR ST CAMBRIDGE, MA

Not For Pablic Relesse mmmmmrengwmm

Page | of 2

ﬁ ®)8).b)7)C)|

INCIDENT #11000351 DATA (b()7(;5()(.:()b)

As Of 01/28/201 08:55:10

RASIC INFORMATION

CAETING LocATION Ary/ungy QLY. STATR

B&E 21 AMRS 8T CAMBRIDGE, MA
DATR/TIME REFORTEDR DATR/TIME QCCURRED

01/06/2012 14:20:45 On or after 01/04/2011 15:26

INCIDENT TYPR/QFFENSE

B&E DAYTIME FOR FELONY c266 818

PeRsoNs

RoIE NaMp SEX RACE AgE DOB EHONE
VICTIM MIT, (HOMR)

ADDRESS: 7y MASSSACHUSETTS AVR CAMBRIDOE, MA (CELL)
(©)(8).(6)7)(C) (b)(6),(b)(7)(C)
MALE (HOME)
' (b)(6).(bX7)(C)
' OFFENDERS
Srarvg NAME S RACR gk DOB EHONE
DEFENDANT SWARTZ, AARDN H MALE UNENOWN 264 1/08/1986 (HOMR)
ADDRESS: 1L ’ {CELL)

[NOVEHICLES )

PROPERTY

o ¥ 1] DESCRIPTION Maga MopsL, _ SERIAL # YALUR

(bX8).(b)7)C)

OFFICER REPORT: 11000351 - 1 A

01/06/2011 14:20:45

mmmxmm

INCIDENT

http:llls,169.0.2_47IQI/polioepamarlcommonlctimeweblincviewhnain.jsp?agmcy-m... 212572011



Main Form Page2 of2

NARRATIVE

On January 4, 2010 at approximately 10:30 hours I rasponded to MIT tuilding
16, roeam 004T for & report of a past brsak. This room is e telegphone clos ng

networking closst; it's access ia controlled by MIT's ISKT Department b)(8),(b{7}C
of MIT ISKT explained to me that somecns had antsred the restricted roce and

connected a laptcp and sxtarnal hard drive directly tQ a netwarking sw

laptop and axternal hard drive were beaing hidden under a cardboard box

further explainad that they were able to datermins that thism leptop was illegally

downloading scientific pericdicals from Jstor, 2 subacziption based database that

housss academic periodicals (b)(8).(b)7)C) (b)(8).(BX7XC)
Cankridgs Police Detscti special Agen fram

the United States Bacret Service Pollca o2ficed(D)(6) (b)(7) keaspoaded to

building 16 room 004T. Camdzidge Police's Crime Soene Sarvices also responded and
processed the laptop and extezrnel hard drive for latent prints. It was datermined
that the. laptop would be laft in place and ISEY would monitor the network traffic in
an sttempt to identify the suspect. A camera was also installed by MIT?'a ISGT
Departawnt to moniter the area.

On Januaxy 4, 2010 at approximately 15126 hours a white male, dark or black
ghoulder length wavy hair, wearing a dark coat, gray backpack, jsans with a white
bicycle helmat enters the roum., It appears as thought the suspect takes a hard érive

iout of his back pack and bends over the laptop and external hard drive. He exits the
roon monants later.

on January 5, 2010 MIT's X6&T Department informed me that approximately 70
gigabytes of data had been downloadad, 98% of which was from JStoer. saI:me
had informed me that MIT's ISGT had put an appruximate valus on tha dawloaded
information at $50,000.

On Jenuary 6, 3010 at approxizmately 12:32 hours a white male, dark or black

.shoulder langth wavy hair, wearing a dark coat, gray backpack, jesns with a vhite
bicycle helmet snters tbe room, I was moultoring the video feed at the MIT Police
Dapartment at this time. It appears as thought the suspect packed up the laptop and
hard drive and exited the room. MIT Police units respansed to the area and gesrched

for the suspact. A check of the rocm dstarminsd that the laptop and hard drive had
bwen removed. (b)(6).(bX7}C)
On January 6, 2010 at approximately 14:11 hours bt the

MIP Police Department called me and stated ha bnmm suapect riding bike
on Mascachusetts Ave at Les Streat. Special Agen and I responded to ths lee

Streat to assist{RMAYBYTVC) ] The wﬁt iﬁ off his bike when by
d ran doun Lea Street. Special Ag
mm a the suspect at 24 Lag. S vas £fed by ;ﬁ (b)(6).(BX7)(C) |

GemAmmamame it ey

] The suspect sncountered by{(D)(6).(b)(7)(C) |and spprehended on Lae Strest is
i the SamA pATSOn seen On video entering the restricted telephone closet in building 16
‘on Jamary 4th at 15:26 hours and on January 6th at 14:11 houra.

Ke wvas arzasted for two counts of Breaking and Entering in the daytime with
the intent to commit a felony, Chapter 26é Section 18.

http://18.169.0.247/QED//policepartner/common/crimeweb/incview/main jspagency=Ml... 2/25201
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On Pridey, Jamaxy 7, 3010-:15:00!:&::”“1.1@
contacted me and ragquested that the $gig ¥ mmmoxy stick that was ASXOn Swarts’s
_backpack at the tims of azrrest be Lranaferxed into evidwnce as evidence of a crims.

The item was sealed into evidence beg #1200333 and turned over ]

£
the MIT police to sacuza it into evidenca.

http2//18.169.0.247/QED//policepartner/common/crimewebvincview/main jspTagency=Ml... 2/2§/2011
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Main Form Page 1 of 1

M.LT. POLICB

CAMBRIDGE,
IECHENTS  REPORTDATE Raroxx Txrx RANK REVIEW STATUS
11000331/3  03/06/90m 14:0045  SUFPLEMENT APPROVED

b)(8),(bX7HC
Not Fer Public Relosse Date/Tiene Pricted: el Fob 28 14:81:20 B5T 2011 — (B)(®).(bX7XC)|

OFFICER REPORT
A8 Of 01/10/3011 05:95:43

O i O
b | N a feed fzom the
telecommin on closet in Building 16. Thia is the crime scene of

mmliu:wthtalmwwmwﬂwmum”mk“m
dowmloading unauthorized informscion. A suspect entersd the closst and an to
dismantle the laptop computer. ( See attached vides ) I afvised that
X would respond to building 16 and attespt to stop the suspect. unite aiso
respandad to the building.

upons arrivel to buitding 15 at approximately 1338 hours, 1 proceaded to the
wmz.mmemmmmmzmmmuumm
associated hardwaze. I proceaded to sepr for the suspect but was umable co
locate him in the building. 'Awmvn'm- amuduuvdonm

that the suspect had fled the building. 5 search the aves for
the suspect.
uauyuwmanmmmuwm sdvised units on the

{QMDM@-" v T B
Mmtm:mw

D mnncuun-t.
z um:mummuuurm

axxd y and I went to the fourth floor and meb {

md other ISAT amployess. IS8T b
: UCEE Wi nziuuhummtttm .

hmmmwmumdumﬂuoﬂtahm«mtc

but was unable to locate it formed me that ha would contact se diractly

vhen he could £ind out where congutar was plugged

At approximately 1815 hours I received a call tating the the
signal is coming fxom the £ifth floor of tha student cen 1. The network
drop is located in office 357 the SIPB Office.

Specizl Agent and 1 respond to tha fifeh £loor of the student center and
enter tha office . is & stuwdant group area that iz fregummted by weny
students thoughout the day. Ve enter the room and I find the natwerk drop and &

rubber gloves and secured the computer and we placed it into an ev.
setured the scens and advised the students that were on location to ¢nll me if they
ocould prmvide us with any additional information.

T entersd the svidence into the evidence room in accordance with our policies
and procefuxes,

hitp://18.169.0.247/QED//policepartner/common/crimewsh/incview/main.jspPagency=ML... 2/25/2011
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Masin Form Page 10f 1

MLLT. POLICE
CAMBRIDGE, MA

OFPFICER REPORT

ICIDENTS  REORTDATE REDORTTYPE _OrmcES  RANK REVIEW STATUS
0000381 /4  03/06/9013 14:3048  SUPPLRMENT APPROVED

b)(6),(b)7XC
Not For Public Release WMMMummmq (5R55.(5R75?55|

OFFICER REPORT
A3 Of01/18/2011 09:48:36

Friday, January 14, 2
th. m lbuu station. I hag

AE 1230 photo arrey presentation was gi - (RNG).(DX7 Jotticer
'D'OXO.U'(Q_ unmu m arzay and advised me that ¥ HW mvu had ider
T as the person ha had sesn. Photograph C is idancified as Mr. Swarts.

A copy of the photo array is included in this zepozt. The arrey was compased by
tha Casbridge Police department.

hetp://18.169.0.247/QED//policepeartner/common/crimeweb/incview/main jep?agency=ML.. 2/25/2011
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Westem Digital Hard Drive, Model WD1200, Serial # WMANN1006724
Apple Multt Adapter, White, S/N 6F9395M7ZU6

Appls Multi Adapter, White, S/N 6F7281NNU4S

Galaxy Metal Gear Box External Hard Drive

Nokia Cal Phone w/ power cord

T Mobile, HTC G2 Cell phone w/ power cord

12 Magnetic Media Tapes in Fedex Box

Aces Aspire One Model S32H, S/N LUSAXODO010011001 E1601
Rocketfish Enclosure Kit containing on Western Digital 2TB HDD $/N
WMAZA1626675

HP USB Drive Markad 0045SMKBT1 85102

Macbook Mac 05X instafl Disc 1 and 2

ﬁubook User Guide S/N 209082006

Appla Care Service Letter, Dispatch #R7276408

Genlus Bar Work Confirmation Repair #87276313 and R7276408
Digital Media Compact Flash 256MB Simple Tech

T Mobile Sidekick

Sony Micro Vault, Orange

Office Depot DVD/R, Handwritten Label “Bibliographic Dats Which Mysteriously

Appesred One Day as the Sun Was Shining”

Pocket Notebook with biue and white hexagon
Samsung HDD 1500GB Hard Drive S/N S1Y6J1C2800326
Samsung HOD 1500GB Hard Drive S/N $1Y6)1€2800329
Samsung HDD 1500GB Hard Drive S/N $1Y6/1C2800331

-37
-119

-119

[rRTF ]




Samsung HOD 1500GB Mard Drive S/NS1Y6)1CZ800332 -119

[R1F ]




U.S. SECRET SERVICE
BOSTON FIELD OFFICE -
10 Causeway Street, Suite 447
Boston, MA 02222
617.565.5640 phone - 617.565.5659 fax

X
T0:

Fedeps | ~ e der /%:rggg
Recipient Fax Number: /0 3= 632 - 20

FROM: SA |

sumect:  SL/A ZTZ-], AA 2ot)

pate: ¥/ )\ PAGES: 2
(Including Cover)

The information contained in this facsimile message, and any and afl accompanying
documents constitutes infarmation subject to law enforcement sensitivity. This
imformation is properly of the United States Secret Service. if you are not the

inlended recipient of this information, and disclosure, copying, distribution, or taking

of any action in reliance on this information is strictly prohiblted. If you received this
information in emor, please nolify us immediately at the above number to make
arrangements for its return.  Thankeyou.
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AD 442 (halv. 9109) dvest Warrert
M

ST a UNITED STATES DISTRICT COURT

§§§ = for the

€x3 o ' District of Massachusstts

x

S dohied Sutes o Amecion ; )
Aaron Swartz g Cuse No. /,co/}/odlé

Defonclore )

ARREST WARRANT
To:  Any suthori2ed law enforcement officer

YOU ARE COMMANDED to arrest and bring before a United States magistrate judge without unnecessacy delay
(nawme of person to be arretied)  AmTOn Swartz »
who is accused of an offense or violation based on the following docwment filed with the coart: :

B indictment I3 Superseding Indictment Dm L[] Superseding Information ) Complaint
& Probation Viclation Petition . 3 Supervised Relsase Violation Petition [ Violation Notice [ Order of e Court

This offease is briefly described as. followe: :
18 U.8.C. 1343 (Wire Fraud); 18 U.S.C., 1030{a)4) (Computer Fraud); 18 U.5.C. 1030 (a)(2) (Thet of knformiation From a

Camputer) end 18 U.8.C. 1030 (a)(5)(B) (Reciiessly Damaging » Computer); 18 U.S.C. 2 (Aiding and Abetiing)
All commiited between Saplamber 24, 2010 and January 8, 2011, of thersaboust .

Date: July 14, 2011

City and stase:  Boston, Massachuselts

This warrant was received on (o) » i the person was arresied on (die)
&t (oiyy and state) .
Date: i - .
. Arvesting officer’s signonere




I‘ 2
)

>~

280 v
ITEH ST
P
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CAMBRIDGE POLICE DEPARTMENT fe 102
CAMBRIDGE, MA

Supplementary Report #11000078/3 F@WWTI
5 AN G E i1 eor 3By )
oaation ]
me ) ne 38 _
]
| ome}
B bt
| Btatus me 8 ares
[ >~
ol
ang
ol
ser ode) ]
te Rec ecBy
/1] [l

8P1: (1) known fingerprint card for Aaron SWARTS, DOB: 11/08/198¢, wW/K, OBTM:
TCAN202100032, collected om January 6§, 3011,

LP7: (1) small clesr hinge lifter collscted from the wpper right corner of the scrasa
(C81). Collected prior to fuming on 2/10/2011 at approx. 0953 hours.
2LPY: (1) small clear hinge lifter collected from aams arvea as L#7. Collected after

({Continued on next page)}

o (bX6),(bNTXC)

e {03731 /72011 1533314




CAMBRIDGE POLICE DEPARTMENT Paged of3
CAMBRIDGE, MA
Supplementary Report #11000078/3

ing. Collected om 2/10/2011 at approx. 121¢
LP8: (1) small clear hinge lifrex collentad from C82a (silver metal surface),
Collacted after fuming and traditional black powder processing. Colleoted on 2/10/2011 at
approx. 1130 hours.

LP9: (1) small clear hinge lifrer collected from C81 betwean areas for LPS and LDT.

Collected after fuming and traditional black powder processing. Collected on 2/10/2011 et
appro=. 1323 hours.

hours,

RATIVEs

Pedzuary 10, 3011 and Tebruary 11, 2011 I examined the above latent 11fts and thair
espective photographs to dstermine their value fox comparison. LP7, 2LP7, and LPY were
termined to contain iasufficient quantity and quality for comparison. LPS was detaruined to
tain sutficient quantity and quality for comparison. I them compazxed LPS to the known
lar prints for Aeron SWARTZ (Item 8P1) and individualized it to the #6 inpression,

I submitted & Verification Request to Boston Polige Depaxtment,
28, 2011.

,Voruiuciun Teport received on Maxch 9, 201i. See cape attac
and supported documents.

8),(bX7XC (b)(8),(bXTXC)
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Racord of Booking Page 1 of |

t‘e)I(dl’l ?}Tﬂ;'{ﬁi

PRISONER ADVISED OF RIGHTS 1]

Il DO _
IS ARRESTEE A JUVENLE [] YES NAME OF PROBATION OFFICBERNOTIRED ~  [TIME

hitp://pd-rma/QED//site/CAM-PDybooking/bisheet jspPagency=CAM-PD&booknum=TCA.. 1/7/2011 477



Forensic Cover Report

Investigator; b)(6),(bX7XC
V) 10.:102-775-60071-8

S
S
o

conducted a forenaic examination of digital evidence received from the
@ FYolice Department as part of a network intrusion and wire fraud investigation,
case 102-775-60071-S. This examination was conducted pursuant to a search warrant.

This report DVD is designed to Provide information on what evidence has been identified

as relesvant by the examiner on the subject digital evidence. additional evidence may be
present if further information is Provided to the examiner.

items examined:
The following items are discussed in this report covex:

Acer Aspire One with serial number LUSAX0D00100110012160] containing a Hitachi 160G3 hard
drive with serial number QCE2TH4H

A Rocketfish hard drive enclosure containing a Western Digital 2TB hard drive with serial
nuaber WMAZA1626675.

An Apple iMac Model Al31) with serial number WS02SAXGDBY.

A Western Digital Model WD1200J5-00MHBO 120GB hard drive with serial number #D-
WMANNI 006724,

A HTC G2 cell phone with IMEI 359116031962625 and serial number HT09SR203106. The HTC
cell phone contained a Sandisk 8GB micro SD Card.

A Nokia model 2320 cell phone with IMEI 012185001723274

A flash drive with the markings HP and B8GB.

A Sony Micro vault Tiny.

On 02/11/11, the Apple iMac model Al1311 was placed into target disk mode and an image of
the hard drive wag made using Access Data FTXK imager through a Tableau T9 Forensic
Firewire Bridge. The image of the hard drive was later examined using Access Data
Forensic Tool Kit (FTK) and Guidance Software Encase.

On 02/11/11, the Western Digital 120GB hard drive was imaged using FTK imager trough a
Tableau T35es forsnaic SATA bridge. The image of the hard drive was later examined using
FTK 4

On 02/14/11, Nokia 2320 cell phone was examined using the CelleBrite Universal forensic
Extraction Device (UFED) and $IMCon SIM Card Recovery,

On 02/16/11, the SIM card from the HTC G2 was examined using SIMCon. The SanDisk 8GB

.micro $D card was placed in a memory card reader and copied through a Tableau T8 Forensic
US8 Bridge.
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U.S. Secret

Examiner; (bX6).(
Phone: b)(6 C
Fax:

Emailt rusa.dhs.eov
(bX6).(bYTXC)

Forensic Cover Report
investigator: SA

case no..102-775-60071-8

Investigative Summary:
!(::(::(E%zc: I
8 onducted a forensic sxaminaticn of digital evidence received frow the
ridge ce Department as part of a network intrusion and wire fraud investigation,

case 102-775-60071-6. This examination was conducted pursuant to a search warrant.

This repoxt DVD is designed to provide information on what evidence has been identified
a8 relevant by the examiner, within the scope of the search warrant, on the subject
digital evidence. Additional evidence may be present if further information is provided
to the examiner.

Ttems sxamined:

The following items are discussed in this report cover:

Samsung Model HD1S4UT 150003 Hard Drive with serial number B81Y6J1C2800326.

Samsung Model HD154UI 150008 Hard Drive with serial number §1¥6J1C2800329.

8amsung Model HDAS4UI 1500GB Hard Drive with serial number 81Y8J1C23800331

Samsung Model HD1S4UI 1500GB Hard Drive with serial number S1Y6J10Z800332.

The Samsung bard drive with serial number S1YSJ1CE800326 contained 2,726,544 Portable
Docwment Pormat (PDF). The first PDF file was created on 13/13/10 and the last FDP file
was created on 01/04/11.

The Samsung hard drive with serial number S1Y6J1CZ800329 contained 1,739,461 Portable
Document Pormat (PDP). The first PDF file was created on 10/12/10 and the last PDP file
was created on 12/12/10.

The Samsung hard drive with serial number S1Y6J1CZ800331 contained 1,005,288 Portable
Document Poxmat (PDP). The first PDP file was created on 10/02/10 and the last PDP file
was created on 10/09/190.

The Bamsung hard drive with serial number S1Y6J1CZ800332 contained 3,391,669 Portable

Document Format (FDF). The firat PDP file was created on 09/24/10 and the last PDF file
was cyeatad on 09/26/10.

Special Agent
U.8. Secret Service
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Electronic Crimes Special

Agent Program
CASE NUMBER: 102-906-008007¢ TOTAL MEDW PROCESSED:  0.30TB
CABE TITLE: Swarkz SUBJECT: Swariz, Aaron
00: N
CTIYOF OFFENGE: Cambridge REQUESTER: AUSA Heymann
STATE OF OFFENSE: MA X
EXAMNER'S SUPERVISOR: (7 XC)
CASE OFFICE: BOS (102) EXAMNER'S OFFICE: BOS(102)
DRATENAPPROVERD
RXAM DATE: 070772011 APPROVED DATE: 07/2772011
SUBNIT DATR: 07/26/2011
USRS CARE NFORIATION
JCASE: SSFA844: 1022011CEW
S-CASE: S . INTERMNAL TRACKING NUM:
OCCURRENCE: NOT SPECIFIED xR
OTHER ADENCY INFORMATION
OTHERAGENCY: N
OTHER AGENCY NO:
REQUESTOR:
REQUESTOR NUMBER:
CARE ENCRYPTION
ENCRYPTION USED: N
EUCRYPTION DESCR: NOT SPECIMED
SOMMENTS

CASE SUMMARY: Aaron Swartz broks into & network closet in MIT, sttsched @ lepiop ©© he MIT

network and Yegally downlonded » large number of documents from JSTOR.
DIBPOSITION EVIDENCE: Held in the Baston Fisld Offios pending juciclal sclion

CARRTYEER
PRIMARY CASE TYPS: 006.773 - Compuler Crime investigations

SEQONDARY CASE TYPES: 548.193 - Financial Crimes Tesk Foross
848,191 ~ Elactronio Crimes Task Force
848.930 - Crimes Involving use of Emenging Technology
848.304 - Books/Posma/Pisys
BESTIGATIVE TOOLE

’(
| Imr .mwommm Approved by CID on 0772772011
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CASE NUNMBER: 103-000-0080074 TOTAL MEDIA PROCESSED: 8T8

Smericerd Commandes - Embadded Device Forensica
CulieBrite - Coll Phone Forensice

FTK - Foremmic Tool Kit

Encase - Encase

COMMENTS: NO SOFTWARE COMMENTS PROVIDED

UFED (CaliBrile) - Coll Phone Forensics
SIM Canl Reader - Embecided Devics Forensice
Ulrs Toolidt - All Virteblock Davices i the Ulrs Toolidt

CARE CONPLIERS
GOMPUTER DETAL:
BERIAL NO: LUSAXDDO010G11007£1801 AGQUIRED OT: 02/28/2011
PROCESSED BY: Wmm
HARD DRIVE(S) ORTALS:
MoDE, SERIAL NUWBER szn
Hasoht HTOB45016B0AS 091209PBSB00CCE 160.000
HD COMMENTS:
peTAR (b)(6).(bX7)(
MOOEL: Apple (MacA1311 ACQUIRED BY: QJ B EXNC) |

END DATE: 0872012011

bY(B) (b)(7 G
OBMMNFIELDOFHOEAMPMJ

Approvad by CID on 07/27/2011
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CASE MUMBER: 102-968-8000071 TOTAL MEDIA PROCESSED: 23078

(b)(8 S
MODEL: Nokie 2520 ACQUIRED BY: &
SERIAL NO: 012185001723274 ACQURED OT: 02/1422011
nmumm END DATE: 0N/2X0/2014
PROCESSED BY:
STORAGE DETALS:
DEBCRIFTION SENAL NUMBER - . ]
Intermal Mamory imemel Memory 32.00M
HD COMMENTS:
EMBEDDED TECHNOLOGY BY8) (BX
MODEL: HTC G2 - NCQUARED BY: & M
SERIAL NO: 350118031052026 ACOUIRED DY: 0211872011
START DATE: END DATE: 08/2022011
PROCESSED BY:
STORAGE DETALS:
DESGRFTION SERIAL NUMBER nE
Intema) Memory Intaensl Memory 4000
HD COMMENTS:

D)) OX ENON® :
aowouns.nommm&q Approved by CID on 0712772011
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CASE NUNBER: 102-868-00000T1 TOTAL MEDIA PROCESSED: 23070

EXAMEND: 0872072011

MODEL:Wesiem Digitsl WD120048
SERIAL NUMBER:WO-WIMANN 1008724
SIZE:120.
ACQUIRED ﬂm ACQUIRED DATE: 02n12011
PROCESSED BY:
EXAM START:02N11/2011 EXAMEND: 08202011
COMNENTS:None specified
WODEL:Sameung HO154U1
SERIAL NUMBER:31Y8J 1CZ000328
SizEn
ACQIRRED BY: ACOUIRED DATE: 082872011
PROCESSED BY;
EXAM START06/27/2011 EXAMEND: 070772011

(C) Approved by CID on 07/27/2011
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CASE NUMEER: 102-000-0000071 TOTAL MEDIA PROCESSED: 930 TB
MODEL:Sameung HO1GMN
SERIAL NUMBER:81Y8J1CZ80033
SZm:1.50T
ACQUIRED ACQUIRED DATE:  08/2%2011

EXAM START08/23/2011 EXAMEND: 0?072011

O S e m— omms i WM 6M AP WD S G ST e Gt s Shelh W NN SR e o owe  ow— S

MODEL Semsung HD184U1
SERIAL NUMBER:31Y8)1CZ800332

HARD URIVE CREDIT:
MEDIA CREDIT: 3 .
B-TECH CREDIT: 2
TOTAL CREDIT; 13

EVIDENCE FOUND: YEB
AUTHONITY: Wasrent
COMMENTS: NO COMMENTS PROVIDED

MMNMDWWM Approved by CID o 07272011
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U.S. Department of Homeland Security

UNITED STATES SECRET SERVICE
Boston Fleld Office

10 Causeway St., Suite 447
mo m &22201080
Telephone: (817) 588-5840

Flle: 102-775-60071-8

RECE®T

lmmmomefollowm ftems from the U.S. Secret Service, Boston, MA:
One (1) Westem Oigital My Passport hard drive, serial FVXG1A8148178

SIGNATURE:
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U.S. Department of Homeland Security
UNITED STATES SECRET SERVICE

Boston Fieid Office
10 Causeway St Sulte 447
Boston, MA 02222-1080
Teisphone: (817) 565-5640

Flie #: 102-776-60071-8

BXBLOXTIC) |-

112" SRE 1844 Evidence 8 Description

1 102 2019 CE 3¢ Sclentific Atiantic Modem with
Powsr Cord

) . Black Notebook Journal

18 102 2011 CE 32 Mal in
Statements, m
mm'mumm

1 1022011 ce 33 Wireless Broadband Router Linksys

18 1022014 CE 38 lpads, Wirsisse ITelk, and
Thumbdrive

1 1022011 CE 38 {39) Misc CD's

38 102 2011 CE 37 Pure Drive Harddrive , Disc Utiity
internal Harddrive de, and
Seagats Sata Harddrive

1 102 2011 CE 8¢ {16) Department of Labor CD’s

o /
DATE__R /2
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Gueritla Open Access (Aaron Swartz's Raw Thoaght) Page L of |

bumpamtownw.bpmunmmdonmnlni This s the verslon of the |
page that was used for ranking your search results. The page may have changed since it was

bant cached. ro...mmmmmummmmwm.mm.mmmm

.. R.AW THOUGHT
Guerilla Open Access , by Asron Swartz

A few months ago I got to attend 2 mesting in Evremo, Italy, a beautifal abandoned
monastery deep into the Buropean countryside. There, talking with others roand the world,
IWM&:MMWMM&W-mﬁmmm
hmkmbmﬂmhm&a%hhuydﬂm&h%mﬂb
locked up. We had to do something more. :

Talking with others st the mesting, I realized what nanst be doste. If we couldn't get fres

access to this knowledge, folks wonld have to take it. Guerilla open access. So I wrote up'a
menifesto: :

“Tagree,” many say, “but whet can we do? The companies hold the copyrights, they
make enormous aounts of money by charging for access, and it's perfactly logal —
there’s nothing we cxn do to stop them.” But there is something we can, scmething
that’s already being done: wecan fight back.

mw&mm.mmummmmm.mmm
announding it here:

Visit guerillaopenacoess.com and join s,
September 20, 2008

Read comments,

RIF

mwm ammwmmwmw mﬁﬂ’mblog%ﬂm 415201 457



City Of Cambridge - PROPERTY DETAILS

P FISCAL AFFAIRS

B e oy won

35 Saok o e Shew

38 Property Database Search Resuits

520 Maas v, DO OO |

Propetty infermmtion:
vopery Cless:

St Class Cade:
Zoning unolicily
MepAok

Land Amsg:

Property Valuss

Yaue of Assessment;
Tax District
Ruslinnaet ©xwmption:
Bullding Vaius:

Land Velus
Assssend Vaius

Bals Pricy:
SavkiPege:
1

Provioys Assessed Valus:

Owney

CONDOMIVIUM
102

120-90-320
o

Lonmdhy in Unit

Hest Type
CONDITION & GRADE:

)

R S -
{

il

Foroad A

1/3072011 488



Clty Of Cambridgs - PROPERTY DETAILS Page 2 of 2

Your Ot 1900
Oweral Condilen VERY 8000

{
i
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/.stlé};ﬁus/z794 702.pdf

JSTOR's Terms and Conditions

Your use of the JSTOR archive indicates your acceptance of JSTOR'S Terr
Londitions. JSTOR'S Terms and Conditions provides, in part, that unless you have

obtained prior permission, you may not downioad an entire {ssue of a journal or
mlﬁp!eooplesofarudos.wwumymmbntlnmeJSTORa:duvaomybryouf

pargonal, non-commerclal use.

Proceed to PDF

Focurer”
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4702.

JSTOR's Terms and Conditions
Your use of the JSTOR archive indicates your acceptance of JSTOR'S Terms and

Londijons. JSTOR's Terms and Conditions provides, in part, that uniess you have
obisined prior parmission, you may not downioad an entire issue of a journal or
Mmuitiple.copies.of aricies, and you may use content in the JSTOR archive only for your
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