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U.S. Department of Justice 
 
 
 
 
 
 
Federal Bureau of Investigation 

Washington, D.C. 20535  

 
August 1, 2018 
 

MR. JOHN GREENEWALD, JR. 
 

  
 

FOIPA Request No.: 1343174-000 
Subject: 62-HQ-80750 
 

Dear Mr. Greenewald: 
 

You were previously advised we were consulting with another agency concerning information 
located as a result of your Freedom of Information/Privacy Acts (FOIPA) request. 
 

This consultation is complete and the enclosed material is being released to you with the 
appropriate exemption noted next to the redacted information pursuant to Title 5, United States Code, 
Section(s) 552/552a as noted below.   Below you will find checked boxes under statute headings indicating 
the appropriate exemptions asserted to protect information which is exempt from disclosure.  The checked 
exemption boxes used to withhold the information are further explained in the enclosed Explanation of 
Exemptions. 

 
Section 552  Section 552a 

(b)(1)
 

(b)(7)(A)
 

 (d)(5)
 

(b)(2)
 

(b)(7)(B)
 

 (j)(2)
 

(b)(3)                 (b)(7)(C)
 

 (k)(1)
 

CIA Act of 1949 (b)(7)(D)
 

 (k)(2)
 

National Security Act of 1947 (b)(7)(E)
 

 (k)(3)
 

50 U.S.C. Section§ 3024 (i)(1) (b)(7)(F)
 

 (k)(4)
 

(b)(4)
 

(b)(8)
 

 (k)(5)
 

(b)(5)
 

(b)(9)
 

 (k)(6)
 

(b)(6)
 

  (k)(7)
 

 
158 pages were reviewed and 149 pages are being released.  

 

The appropriate redactions were made by Central Intelligence Agency 
 

For your information, Congress excluded three discrete categories of law enforcement and national 
security records from the requirements of the Freedom of Information Act (FOIA).  See 5 U.S. C. § 552(c) 
(2006 & Supp. IV (2010).  This response is limited to those records subject to the requirements of the FOIA.  
This is a standard notification that is given to all our requesters and should not be taken as an indication that 
excluded records do, or do not, exist.  

 
For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”  

The FOIPA Request Number listed above has been assigned to your request.  Please use this number in 
all correspondence concerning your request.   

 
 
 
 
 
 
 

http://www.fbi.gov/foia


You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States  
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you  
may submit an appeal through OIP's FOIA online portal by creating an account on the following web 
site:  https://foiaonline.regulations.gov/foia/action/public/home.  Your appeal must be postmarked or 
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely.  
If you submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of 
Information Act Appeal.”  Please cite the FOIPA Request Number assigned to your request so it may be 
easily identified. 
 
 You may seek dispute resolution services by contacting the Office of Government Information 
Services (OGIS) at 877-684-6448, or by emailing ogis@nara.gov.  Alternatively, you may contact the FBI’s 
FOIA Public Liaison by emailing foipaquestions@fbi.gov.  If you submit your dispute resolution 
correspondence by email, the subject heading should clearly state “Dispute Resolution Services.”  Please 
also cite the FOIPA Request Number assigned to your request so it may be easily identified. 
 

   See additional information which follows. 
 
 

Sincerely, 
 

    
 

David M. Hardy 
Section Chief, 
Record/Information  
Dissemination Section 
Information Management Division 

 
Enclosures 
 

The enclosed documents represent the final release of information responsive to your Freedom of 

Information/Privacy Acts (FOIPA) request.  This material is being provided to you at no charge.  

https://foiaonline.regulations.gov/foia/action/public/home
mailto:ogis@nara.gov
mailto:foipaquestions@ic.fbi.gov


EXPLANATION OF EXEMPTIONS 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 
 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 

matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding 

or refers to particular types of matters to be withheld; 

 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records 

or information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a 

fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) 

could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any 

private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 

enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 

investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 

investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 

reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 

individual; 

 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 

the regulation or supervision of financial institutions; or 

 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 

or apprehend criminals; 

 

(k)(1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 

would be held in confidence; 

 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 

to the authority of Title 18, United States Code, Section 3056; 

 

(k)(4) required by statute to be maintained and used solely as statistical records; 

 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 

information pursuant to a promise that his/her identity would be held in confidence; 

 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 

the release of which would compromise the testing or examination process; 

 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 

who furnished the material pursuant to a promise that his/her identity would be held in confidence. 

 

FBI/DOJ 
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MEMbRANDUM FOR~ Assistant Secretary of State for 
Intel_l_igence ·and Research 

Assistant Secretary of State for 
European and Canadian 'Affairs 

18 ocr tsss 
- --

Director, Defense Intelligence Agency 
Director, National Security Agency 

/Assistant Director, Intelligence Division, 
Feder-al Bureau of Investigation 

SUBJECT:· The Pol_itical -~ole of the Securitate in the 
~omanian Government bl Per CIA 
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WARNING NOTICE 

2. Unlike hi_s predecessor, Mini er of In erior T)n1or 
Posteln_icu continues to exert direct control over the State Security 
Department (Securitate), ~hich makes him the most powerful 
individual in the Romanian security appat~tus. Postelnicu is ngt bl Per CIA 

:. . b3 
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popular 'within the_ security appar·atus. In addition, his position 
.places h_im in charge of_ monitor_ing the activities of the leadersh_ip 
Of State and par.ty OrganizatiOnS 1 thUS aggr·av·ating~the_...fear.- _OtherS 
have of h_im. ~Postelnicu owe_s his position ·and in_fluence to the 
support ·of Elena ceausescu and .her son Nicu; he i_s_ their pr_ii:lcipal 
confidant for secur_ity ·matte·r·s. In the last year I Nicolae Ceausescu 
has tried to decrease_ -Postel_nicu 1 s in_f1uence, possibly even 
consider_ing naming him. ·as a judet __ fi_rst secretary. However, so _fa_r 
he remains i_n h_is position. Elena ceausescu onc-e ~proposed that 
l>ostelnicu replace -Ion Coman as the_ Party Secretary responsibl.e for· 
mil_itary and security affai_rs. 'I'h_i_s has- not yet -happened because 
Nicolae Ceausescu sup-ports Coman; ·and the mi_litary, with tlie 
Ceausescu, :a Deputy Uin_ister:: of- tbe Min_istry of N-ational Defense ana 
ce-ausescu 1 s brother::. _in ·the fore_front, .is opposed to ·Posteln_icu 
assuming this position._ -In an effort to penetr-ate the mi_litary, 
~ostelnicu .has proposed to Nicola~ Ceausescu that the tntelligence 
Director-ate ( DI) of the Gener-al Staf_f of' the Romanian Min_istry of 
National Defense be merged with the Securitat~ and put under -
Securitat~ control • 

. 3. On the other hand, Chief of State Security Iulian'Vlad has 
considerable prestige within the security apparatus. .securitate. 
officials describe h_im as intelligent, cunning, skilled, 
'knowledgeable of his trade, calm ~n manner~ and :as having .. an ope~ 
mind. In his ·positi()n he_ must support Postelnicu, yet -Vlad i_s wary 
of him. ·Postelnicu has constant direct access to Nicol_ae ana Elena 
Ceausescu wh_ile Vlad does not see them ·as often. 

4. Bec·ause :it is used to maintain the -ceausescu regime ·and. is 
given ·free reign to do so, the security appar-atus exercises great 
influence on the state_ and party leadershi~. .Even though the 
fiction is maintained that the Securitate .is under the control of: 
.the party, in reality the party is under the control of the 
Securitate. No important position is filled without the 
Secur_it-ate 1 s. approval, the_ leadership i_s monitored constantly by the 
Securitate, and the Securitate compiles dossiers on officials in 
positions of responsibility at all level~. In redent years the 
penetr-ation of_ all segments of Roman_ian society, :including 
govetnment, military, party appar-atus at the judet level, trade 
enterprises and ac-ademia, has been a principal objective of the 
security appatatus. Th~ Securitate believes ~t has succeeded 'in 
this objectlve and very few sectors of activity are .not under its 
control. The control extends from the physical -protection of 
Nicolae Ceausescu to the local level where, as an example cited, 

2 
-)EGRE( 

I 
i. 
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unrest such as that which occurred _in Brasov· i_n November 1987, c·an 
be s·nuffed quickly. -

·s ._ In recent ·years ·the"'"pri_mary~goal-of~·the~securitate:--has ·bee%) 
to mai_ntain ·the power of the ceausescu ·clan. As o·ne senior 
Secutitate official noted, i~ w~s not th~ ~ecurity of the state that 
concer.:ned the Secur_itate but the ~ecurity of Nicoiae, Elena, and the 
whole fami_ly. The Secu-ti tate must there.£ ore spend an inordi_nate 
a:moul')t of ti_me al')d energy control_l_i_ng anti-regime ~ctivi_ties 
_i_nte·rnalJy ·and popularizing the ceausescus ·abroad. Bec·ause of their 
activities in recent years, the Securitate h<;lS become extre·mely 
unpopular: within the ·country. This situ-ation has resulted in an 
apparent deter_ioration of- ·mor-ale within the r·anks of_ the Secur_itate; 
di_ss·atisfaction with the __ regime i_s e_xpressed open_ly with of_ficial_s 
speak.ing ~gai_nst Nicolae ~nd especial_iy against_ Elena. Qpon 
occ·asion, Secur_itate officials have :not moved ·ag~inst the populace 
particularly when the people· were protesting ~gail')st food shor_tages, 
even if derog~tory statements were made ·about- the Ceausescus by 
protesters. There have been .c-ases where' Securitate of_ficials have 
not- executed some of their responsibilities 'in reporting on .the 
~ttitudes ~nd statements of other Romanian official_s. corruption 
within the Securitate is widespread. . · -, -

6. Notwithstanding possible ·.morale problems within the. security 
apparatus, it remains ·the·best.paid sector ·in Romania· and its 
officials and their families enjoy many perks in ·the system. As a 
result, the Securitate continues to _be docile and there i_s little. 
likelihood .it will move against Nicolae· Ceausescu. However, if 
Ceausescu dies or is removed from power it 'is ·almost certain the 
Secutitate·will abandon the rest of ·the· family • 

.7. This report is being .shared with the u.s. Ambassador ~nd DC~ 
in Bucharest.. -

bl Per CIA 
b3 

• 
Deputy Director ·fot Operations 

.. 
3, 

~ 

• 



De~~t~ ·Direct6r fot lntellig~nc~ 

Chair_man,· N·ational Intellige:nce_ Council 

National· ·Intellige·nce_ Offic~r for· ·EuroPe 

·-

... · ... ··. ·· ..... 

., 

bl Per CIA\'\ 
b3 

bl Per CIA 
b3 
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Memorandum .. 
Date 9/28/88 

Su.'bj«t : ... . V 
LIAISON CONTACT - CENTRAL .INTELLIGENCE AGENCY (CIA) 

entire1i¥• 
This communication is classi.fied ~ in its 

PURPOSE: 

RtiCOfA"lt;N QA'l'IO;N : 

None, for informational purposes only. 

~ : L-1 ______ __. 

T~(4) ~· 

·" P' ~2 JUN 0 9 1989 

'" 

l•ec AI) A4"'• -
l•ec AI) lA¥,

l•ecAOt.U-

A4• .. S.rvs. ---. 
Crtr .. lfl,.v • ._ 
J4eAt, __ 

lut---..
IAfell. __ 

'-·~·---: 
t.e90te-._b6 
Off.e.,...& b7C 
Pv~I~.Affa.

Rec,loloAt._ 
Tech. s.,v •. _ 
r •• , .. ~t~o-r.,.,...,..R .... _ 

Otrecter'• S.c'y-

bl Per CIA 
b3 

b6 
b7C 

J 
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~ 

.Memorandum froml !tol b 
Re: Liaison Contact - centra Intel!l.gence Agency ( IA) 

DETAIL§: 

b6 
b7C 

bl Per CIA 
b3 Per CIA 
b6 

Per CIA 
b3 Per CIA 

on 9/9/88, I I contacted~ land ~rplained tha1b6 
it had been I !understanding thatJiand I lb7c 
would jointly visit the Los Angeles FBI Office af er 10/1/88. 

1 I agreed that ha· anding, based .

0. · r telephone 
conversations with had been that (in_d I I 

1e 1 w<?uld jointly visit Office after th e ng c:>~_t __ he new 
1 . .J.1 F.1scal year • 

IS) 

.--------'-In 9 I 9 I 8 8 , I ~~~~t~~ted t· .. ··. ·· ·· ··. ·· ·· ··. ·· ··u .. ·· I . 
and advised t~at he was unaware of any trl.p by 

to Los Angeles for the :urpose of meeting with FBI bl Per ciA 
L......,.......,._..,.......,,...!l on_ 9112188. I Jadvised_ that althoughr lb3 Per ciA 

previously had stated that he would have liked to have vxsxceab6 

o\ir LQ~-.1\J'lc:JE!~ee; Office durin·:---... ____ h ______ i ___ s ________ t ______ r _____ l._· ___ P ________ in September. to the b7c 

.
w ______ e_s_tern United states,+ ······-... _ I h~: :;vised that thl.s was not 
possible. I lstated t at ifl_ ~- ·······J==n!:ed to meet with 
FBI SA pe 'n Los Angeles, t a . ~would be able to 
accompa after the new Fiscal Year began in october, 
1988. advised that it wasl Junderstanding th~t 
~~~~was Wl.lling to postpone his Los Angeles visit with the 

untl.l after 1011188 ._ 

I ~l~~m~~~~~J~~~t=~m·;~~it~~m-~l~ljt~~~ advised ~~~~t~~a£ 
Los Angeles Office, andl !advised that this was not the 
case. · Additionally, I !·stated that he preferred that all 
contact betwe7n headquarters 1 ::r:onnel f:om oih .. e r agencies ar;d 
our fiel~ offl.ces concernin~ ~- _ _ _be conducted Wl.th 

I lb:in~ present or, .if_ a was .no possible, with bl Per ciA 
. Jprl.or consent. b3 Per CIA 
~--------~ b6 

b7C 

~ 
-2-

(CONTINUED-OVER)· 
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\S) 

~S) 

\5) 

\S) 

~s · 1j J 

• • 
Memorandum from I I to I I 

..... I • .,; 

b6 
b7C 

Re: Liaison Contact - Central Intelligence Agency (CIA) bl Per CIA 
\S)~~ Per CIA 

DETAIIt§ (~~N 1 Tl : {S) b7c 

I lthen advised that in addition to I I 
visiting our LOs Angeles Office,l !would also be visiting 
our San Francisco Office during ene same week as the Los Angeles 
visit. I !advised that he was surprised by this 
information but, as this visit to San Francisco was to discuss a 

I II lwould attempt to arrange for 
I I to meet our San Francisco personnel. IS) 

Upon checking, I !determined thatl ldid not 
have a current, appropriate security clearance on file at~t~h~e~--~ 
FBI Securt~ty Off;'ce and. t:erefqre, l !recontacted I I 
to advise_ ~ jcould not enter FBI office space 
without ~roper c earancesel.ng on file at our Security Officebl Per ciA 

I -----u-Jwas advised to contact our Security Office to arrangeb3 Per CIA 
for passil1<:Ju()~ I muumuuuuuumuul clearance information to the FBI 0 b6 

-~~ b7C 
Later that afternoon,! lcalled the Security 

Office and was advised that the CI perly transmitted the 
appropriate security clearance for •···················· 1 

I li!lf~t:.:t'\lC::t~ci supervisor, Los Angeles, 
and Bill Cleveland, superviso:r~-usan Francisco, that t I was 
to visit with SA personnel from their offices on the week of 

telephoned! lfrom each their respective offices. 
and that no ~·nform~tion was to be exchanged until 

advised! _and Cleveland that he expected all 
personnel from the headquarters of other agencies, ifcludin~-~~= 
CIA, who visited an of our field offices to discuss_ ~ J 
matters to provide w' h advance notice and r~e-c-e-1.~v-e~ 
permission to visi • vised thatl !wanted to 
<iiscuss_this-upolicy-with prior to conducting business at 
Los Angeles and San Franc sco. Cleveland stated that he was 
unaware of any visit office by anyone from the CIA during 
the week of 9 12 88. and Cleveland advised that they would 
comply with nstructions. bl Per ciA 

b3 Per CIA 
b6 
b7C 
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7/29/88 

MEMORANDUM TO MESSRS: REVELL 

s~ 

clJ.'SS ___.~'::1' 
s'RC'D ~.......-:
SE'R 
FJ:.C 

RE: 

Enclosures 

txec AO A4111. _ 
txec AO lnv. _ 

txtc AOLU
AIIt.Oir.: 

A4111, $ern._ 
C:rilll.lnv._ 
!dent. __ _ 
lllsp. ___ _ 

lll!tll,_.. __ 

Lab.-----
Legal Coull, _ 
Off. C:o11g. 1o 

$>ubllc Ails • .__ 
l'lec. Mglll. . .....-.. 
Ttcll.$ervs._ 

~::~t~~~ 
1 - t-----,__---, 
1 -
1 -
1 - t------r---1 

TroiiiiiiQ __ ~ \ 
011. LloiiOII lo J I C 
lllt.Aifs.-~ 

Ttltphotlt 1'1111. _.,._ 

'Oirect~ I' -=-MA'f'3Rtrlorv,..,_!A"';: 

I 
OU HAOWAY 

I I 
BINNEY 

I I 
POMERANTZ 

\ 

(CONTINUED OVER) 

b6 
b7C 

bl Per CIA 
b3 

b6 
b7C 
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{S) 

• • 
Messrs. Memor·andum from I I dated 7/29/88 
Re: Relations with the ·central lnteH lgence Agency CCIA) 

I 
In ~he.event ·you expe~lence unnecessary delays, or If 

denials are Issued where It Is essential our field offices and 
.Legal Attaches be lnformed.of the Information from CIA, It Is 
.reQuested that you.contact SSAI ~Domestic Liaison 
:unit, Office of Liaison and International Affairs~ Ext.l I 
Room 7452_. 

It_ Is reQuested that a I I supervIsory personne I be 
advised ·of the above, .as ·.well as the lnformat lon In the attached 
CIA teletypes. 

- 2 -

bl Per CIA 
b3 Per CIA 
b6 
b7C 
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88·8740748' ,MCR . PAGE 001 

TOT:· 281505Z APR 88 CIA· 029993 

e 0 .Jf :p I f) E M T I ii t !10!"0Itl'f Mfmtet 
281505Z CIA 029993 
TO:· NPIC; DIRNSA, DEPT OF STATE, DIA, TREASURY DEPT, 
SECREr· SERVICE/ /ID, FEDERAL ·BUREAU OF INVESTIGATION, 
US CUSTOMS SERVICE W, DOEHQ//{)ASI AND.LLNL//, DEPT OF COMMERCE, USTR; 
ZEN/FRB, D.E.A, :IMMIGRATION AND NATURALJZ~1'ION SERVICE, 

·DEPT·OF J~STICE//JCC, FA~//ACS 400, WHITE HOUSE SITUATION ROOM, 
·ZEN/CIA OFFICE OF CURRENT ·oPERATIONS, USCINCEUR VAIHING~N GE/ /J~2,. 
CINCUSAREUR·HE-IDELBERG GE//AEAGB, ·nQ USAFE RAMSTEIN·AB GE//IN, 
CINCUSNAVE~R LQNDQN UK//N-2, COMS_tXTHFL'I', COMFAIRMED, .FOSIF.ROTA SP, 
USNMR. SHAi>E . BE/ /SQRVEY, USNA TO BRUSSELS, 'FlCEU:RLAtri', 
CDRFORSCOM fT MCPHERSON GA/ /FCJ2-IOO-CM/ I, USCINCCENT/ /J2,. 
COMIDtASTFoR, ·COMUSNAVCENT PEARL HARB9R HI, USC-INCPAC HONOLULU n:I, 

'.CDRWESTCOM'FT SHAFTER HI, COMIPAC.HONOLULU HI, _ 
c·INCPACFLT PEARL HARBOR· HI,. HQ · PACAF 'IDHS H-ICKAM AFB ·HI, 
COMSEVENTHI"LT, FOSIF/WESTPAC, USFJ//J-2, 13AF- CLARK AB P-11/DOI, 
COMUSKOREA · SEO{J:L_ ~OR/ /SA, c·INC UNC SEOUL KOR/ /S!>-, 
MAC_ INTEL 'CEN SCOTT AFB IL/ liN, CQMUSFORCABIB KEt 'WE, 
UsCINCLANT NORFQLI('VA, USC.INCSO ·QHTS PANAMA, 
USCINCSOC MACDILC AFB f'L/ /SOJ~-0, CDR• JSOC FT BRAGG NC, JTfME. 

;E~I~~=-L..I _______ ____J 

PASS:: ·N~A FOR ZKZK'OO DLS DE (FOR·t!SOC);· _ 
STATE FOR INR,. DS'(AD, SCT, .ACDA, US-IA,. A_ID, OI'R FOR.f'RB. 

------------------- -----=-- -=- --------------: 
CENTRAL INTELLIGENCE AGENCY 
----=--·--=------- ----------~-..;._----------.. -: 

WARNIN<h INFORMATION REPORT,. NOT -F'INALLY EVALUATED UitELLIGENCE. 

REPORT' CLASS CON? te!MTIAL=•'.fUHff6b UQr:GNl 

DIS!:· 28 APRfL 1988 · 

COUNTBY :· .WORLDWIDE 

SUBJ :· IL--=----::::-::-::-=-:::=::-==-=-""'::'=-:::-:-=-:-:=---:-=":=:-:-::--~..,.,.......-_J 
·2~ GUIDANCE FOR OBTAIN-ING APPROVAL TO ·USE 

DISSEMINAT_ION CONTROLLE-D INFORMATION 

DOI :- 28 APRIL '1988 

SOURCf::· OCIO 1/7 .. REQUIREKF,UT TO P.R01f.CT SOURCF.S 
OR M£THODS. 

bl Per CIA 
b3 

b6 
b7C ' 

bl Per CIA 
b3 
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. ·····"""'' 

•• I 
C 0 ~ F l D f M t [ A t 

HOURS WIUCH_ SHOULD Be FOLLOWED ONLY ON MATTERS REQUfRING IMMEDIATE 
ATTENTION AND WIHCH CANNOT WAIT UNtiL NORMAL DUTY HOURS FOR 
RESOLUTION. SINCE THIS NOtiCE CONTAINS THE LATEST GU-IDANCE 
AND PHONE NUMBERS, TO AVOID CONFUS-ION ALL PREVIOUS ' NOTICES SHOULD BE 
DESTROYED. ALSO NOTE GUIDANCE IN PARAGRAPH ELEVEN REQUESTING· tHAT 
REPORTS BE fDENTIFIED BY 'I'D OR CIA NUMBER RATHER TitAN DATE/TIME 

bl Per CIA 

r------~-~----~-----~---~----~-~--~-~-~---~-~-~--~-~-~--~-~-~-~--~-u-~--~~-~-~~~-~~-~~~----~b3 - - ·.-. ·-·--....:---------·----.. ------GROUPS. 



•• I bl Per CIA 
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(S) 

., 

• I 
l5l'!lf1'IAL 

-:-NOT RELEASABLE TO FOREIGN NATIONALS \N6Fe~l)..;. NEITHER tHE DO 
REPORT NOR INFORMATION EXTRACTED FROM TIIAT REPORT MAY BE RELEASED TO 
FOREIGN GOVERNMENTS, FOREIGN NATIONALS OR NON-U.S. CITIZENS WITHOUT 
tHE PERMISSION OF THE ORIGINATOR. 

10. THE CIA POINTS OF CONTACT FOR REQUESTING APPROVAL TO USE 
"'""''""" ON CONTROLS ARE:-

e 0 IJ f t [) e. 11 T t 1\ 1, 

bl Per CIA 
b3 

bl Per CIA 
b3 

bl Per CIA 
b3 



I -·. 
\. ·-•' 

e 0 ~ f I D E N 1 I A L 

{Sf 11. AS A MINIMUM, THE FOLLOWING INF'ORMATlON SHOULD D£ SUBMITTED 

(S) 

IN A REQUESt FOR CLEARANCE:-

--THE NAME'OF THE PUBLICATION W WHICH THE INFORMATION WILL S€ 
USED, OR 11IE IDENTIFICATION Of TilE ORGANIZATION to WHICH THE REPORT 
_ItS£LF IS TO BE SENT;-

---THE PLANNED DI:StRfBUTION OF THE PUBLI'CATION -IN WHICH THE 
INFORMAtiON WILL BE USED. TilE REQUESTER SHOULD BE IN A POSITION TO 
PROVI_DE EVlDENCE OF THE NEED-TO-KNOW OF 111£ INDIVlDUAL ORGANlZAtiONS 
ON THE 'INTENDED DISTRfBUTION;-

---TH£ CLASSIFICATION .AND CONTROLS WHI'CH THE PUBLICATION WlLL 
CARRY. 

13. IT IS RECOMMENDED THAT TH-I:S GUIDANCE ,BE RETAINED FOR READ'{ 
REFERENCE AND USE BY NEWLY ASSIGNED PERSONNEL. YOUR ASS'ISTANCE IN, 
IMPLEMENTING THESE DISSEMINATION CONTROL PROCEDU8ES IS OF VItAL 
IMPORTANCE AND GREAtLY AP-PRECIAtED. 

14~ (HEADQUARTERS CbHBf:Nt:- TH~r---------.)NUMBER 
ASSIGNED to THIS- MESSAGE IS FOR REFERENCE PURPOSES ONLY.) 

OISSEM:- FIELD: SEtn 10 CORFORSCOX, lJSCINCEUR, CINCUSAREUR, 
CINCUSNAVEUR, CINCUSAf£, COXSlXTHfLt, COMIDEAstfOR, .COXF'AUU·lED. 
CINCSJ\C, USW-m SHAP(;; (FOR SACSUR), US~JAiO BRUSSeLS, USCWCPAC. 
PACf'L1", WES1'COM, COMIPr~c, PACAF, COMSEVEN!Hft.T, FOSIF/WESTPAC. 
1-'0Slf /ROTA, USCINCSO, USCXUCLANT, USCINCSOC, CWCMAC, JSOC, 
USClNCCENT, COMUSFORCARIB, USFK, USfJ, COHUSNAVPIUL, ·13A~' DO I. 

€ 0 N f f 9 C N 1 I A L 

bl Per CIA 
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bl Per CIA 
b3 

bl Per CIA 
b3 
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-. 

~ S) 

~~!lfiB6UTIAL 
COMUSNAVCENT, JTfME, fiCEURiANT • 

. 

-· 
WARNING:- REPORT CLASS- COMfl6EtfflAL•--WARNING NOTICE-.. INTELLIGENCE 
SOURCES OR MEtHODS INVOLVED-•ll6'f ftELEA~ABLE "ffl P6ftEl6I~ l~ATf(mAts. 

oect:- OA6ft 6'1 RC€9RQSQ R.iPOilTHJG- OEElCER. ALL PORTIONS CARRX 
CI.ASSIFICAifO~N~~O CONTROLS Of OVERALL DOCUMENT._ L.l ----------J 

e- 0 II ._. ! D..£ N I ,, ~ 

---------"-- -"-------'--' --=---=-'---------=---""" 

.. 

bl Per CIA 
b3 
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88 8740719·· MSR 

~ lffifflR:!f WNifiTEb 
281502Z·CIA 029990 

PAGE 001 
TOT:· 2815-02Z APR 88, CIA 029990 

TO} NPIC, DIRNSA, DEPT OF STATE, DIA, TREASURY DEPt, 
SECRET s·ERV-ICE//ID, FEDERAL BUREAU OF INVESTIGATION, 
US CUSTOMS SERVICE 'W, ·ooEHQ/ /DAS_I AND LLNL/ I, DEPt OF COMMERC"E, USTR, 
ZEN/FRB, DEA,, I.MMIGRATION ·AND NATUBALI"ZATION SERV-ICE, 
DEPT OF J.usriCE//JCC, 'FAA//ACS 400, 'WHitE HOUSE,SI'rgATION ROOM, 
ZEN/CIA OFFICE OF CURRENT OPERATIONS, USCINCEU:R VAIHINGEN~GE//J-2, 
CINCUSAREUR HEIDELBERG G~//AEAGB, HQ·USAFE RAMSTEW AB GE//IN, 
c·INCUSNAVEUR LONDON UK//N-2, COM$1XTHFLT, .co~AIRMED, FOSIF ROTA SP, 
USNM~ SHAPE BEl/SURVEY, USNATO BRUSSELS, .FICEURLANT, 
CDRFQBSCOM FT MCPHERSON- GA/ /FCJ2_- 100-CM/ I, USCINCCENT/ I J2, 
COMI~EAStFO-R, COMUS~AVCENT PEARL HARBQR ·HI, · USCINC_PAC HONOLULU H-1, 
CDRWESTCOM F1' SHAtrER HI, COMI'PAC HONOLULU HI, 
CINCPACFLT PEARL HARBQR· HI, HQ PACAF IDHS H_ICKAM AFB ·HI, 
GOMSEVEN'fH.fL~, FOS-IF/WESTPAC, .USFJ/ /J-2, ·13AF C~ARI( AB PI/ /OOI, 
COMUSKOREA SEOUL KOR/ /SA, CINC UNC SEOUL . KOR/ /SA, 
MAC I,NtEL·Cr;N SCOtr AF'B :IL//IN, 'COMUSFORCARIB.'KEY WE, 
USCINCLANT NQIWOLI( VA, USCINCSO QHTSPANAHA, 
USC}NCSOC HACDILL .Af'B 'FL/ /SOJ-2-0, CDB J-SOC FT BRAGG NC, JrfHE. 

PASS: NSA' FOR1 ZKZK.OO DLS.'DE '(fOR .NSOC); 
STATE FOR ~NR, DS1'AD, SCT, 'ACDA, US-IA, -AID, O!R FQR FRB. 

---------------------------~----~-----=---=--
CENTRAL _INTELLIGENCE AGENCY 
------------------------------=---------=-

WARNING:- INFORMAT~ON REPORT, NOt FINALLY. .·EVAL~ATED INTELLIGENCE. 

REPOBT CLASS ~--VlniM1f!L_==N9J'9Ril 

DIST:· "28 APRIL 198-8 

, COUN'I'RY :- WORLDWIDE 

SUBJ:-

L...-----------------------------.::-~..=:-
THIS NOTICE IS' A REISSUE OF GUlDANCE ON THIS SUBJECT. IT IS BEING· 

ReiSSUeD 10 ENSURe :t:HAT . Nell PeRSONNeL ARe AWAR;;.s; - 1;/Ji 1' 

.. 

bl Per CIA 
b3 Per CIA 
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b3 



• • • 
• • ,,e II F I ll i II T I a I • 

ESl'ABLISHED POLICY OF THE DfRECTORATE OF OPERATIONS THAT UNDER NO 
CIRCUMSTANCES WILL "EXCLUSIVE FOR" DISSEMINAtiONS BE INCLUDED IN 
COtiPUTERJZED DATA BANKS NOR SHOULD TilEY BE SUBJECT TO ANY COMPUTER 
GENERATED DJSSEMI_NATION PROCESS. 

€ 0 N f I B S N T I A L 

bl Per CIA 
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.. 
' .... ~ .. ...... , .. 

DtSSEM: D:· SENT to CDRUSFORSCQM, USClNCEUR, CINCUSAREU:R, 
CINCUSNiWEUR,. ClNCUSAFE, COMSIXTHFLT, COMIDtASTFOR, CQMFAIRMED, 
CINCSAC, USNM~ SHAPE (FORSACEUR), USNATO BRUSsELS, USCINCPAC, 
PACFLT, 'lffisTCQM, COMIPAC, PACAF, 'COMSEJEN'I'HFLT, .FOS(F/WESTPAC,. 
FOSIF/ROTA, USC-INCSO, USCINCLANT, USCINCSOC, c·INCMAC, SSOC, 

. USCJNCCENT, COMp'SFORCA.~IB, USf'K, USFJ, CQMUSNAVPHIL, 13AF OOI, 
COMUSNAVCENT, JTF~~, FICEU:RLANT • 

. WArutiNG:- REPORT CLASS~-:-'WARNNG NOTICE---INTELLIGENCE 
SOURCES OR ·METHODS INV0LVED~-wr'TR£LEASitece IO FOF<tiGN' NATIOMAt~-

DECL:- OAD~ .f'-RV IMi J+•82:.BY_ RECORDED REPORTING- OFFICER ALL PO-RtiONS 
capoy cr assx£!cnT·rou AND CONTROLS OF OVERALL DOCUMENT. ORIG/REL:· .I ///1 NmmENDOF·MESSAGE - ~ 

I • f c 0 • , ~,. 

! lr • < 
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·~ The Director of Centrallntellizenee 
Wasllin,IOn, DC. 2050S 

• 
--NIC 03234/88 

National Intelligence Council 31 October 1988 

MEMORANDUM FOR: Director of Central Intelligence 

VIA: 

F"ROM: 

.. SUBJECT: 

Deputy Of rector of Centra 1 !nte 1 n gence 

Nafional Intelngence Offlcer for Warning 

Andre LeGallo 
National Intelligence Officer for Counterterrorism 

Terrorism War·ning and Forecast Meeting-- Octolier 

1. The Terrorism Warning and Forecast Meeting was held on 
21 October. The following key judgments were derfved from the discussion: 

-While its network was debilitated by arrests in 1986-87. 
upcoming events in 1989 point up the potentia 1 for renewed terror\ sm by 
Hizballah in Europe. 

-While a joint RAF-Red Brigades <BR) communique was released 
following the attempted assassination of Hans Tietmeyer. there is no 
evidence of European terrorist groups collaborating in joint operations. 

--The support provided by Algeria facilitates the operations of 

i 
,; 

international terrorist groups. ri 
·-The release of Mithileshawr Singh does not necessarily portenJ:.~h 

the early release of the remaining western hosta~ i':_.~)~n0 _ ~~/(} 
2. Hizballah in Eurooe. CIA believes the Hiz~la~~~e ~~trying 

to establish terrorist cells in Europe since at least 1984 ---possibly 
earlier. In 1984, the arrest of a Lebanese Shia. al-Atat. in Switzerland 
led to the arrest~ of the Ladispoli Seven in Italy; a group of Lebanese 
Shia suspected of planning to attack the US Embassy in Rome. Sporadic 
events occurred after these incidents. In 1985, the arrest of Sami Nasr, 
a Palestinian with links to Hizballah. led the Hizballah to seize twoe .. - ..... ;.;-.;::;;:a~ 
Cypriot students in Beirut. Later analysis of thi~ period shows that the 
Hizballah were developing local MusHm immigrants for subversive 12 NOV 18 1988 
activities in Ita 1 y, West Germany and France. 

L~ UAY 2 s 1969 
~ 

b6 
b7C 
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t .~ • 
SUBJECT: . ·rerrotism Warning and Forecast Meeting --October 

Three sets of arrests in 1987 unraveled information about an 
extensive Hizballah network in Europe with ties to Beirut through Imad 
Mughniyah and Abd al-Hadi Hammadi: The arrests of the Hammadi brothers 
in West Germany with explosives. the arrest in Italy of Bashir Khudr. a · 
Lebanese Shia. with C-4, and the French arrest of Fuad Salah (who led the 
Hizballah-backed group that carried out the Paris bombings in- 1986) with 

.. methyl nitrate and C-4. Information found on the persons of these 
individuals and explosives evidence showed links with all of these 
operatives back to Lebanon -- specifically to Mughniyah and the Hammadi 
family. 

The relative ·tranquility in Wester~n Europe ·at this time points to the 
.success of European counterterrorht efforts and Ir~an' s apparent interest 
in lowering Hs terrorist profile. A number of upcoming events next year 
-- the end of the Hammadi trial. the Iranian-imposed deadllne for the 
release of Anis Naccache, and the Salah group trial's -- all point to 
motivations for renewed terrorism in 1989. Hizballah could reorganize 
lts ce 11 s with s 1 eeper operatives ·and undiscovered caches. Si nee 
Mughniyah and Harnmadi are willing to conduct independent operations. even 
Iranian res sure mi ht not revent renewed activit . 

3. RAF-Red Brigades <BR>. A joint RAF-BR communique following the 
September 1988 attack on West German Finance Ministry State Secretary 
Hans Tietmeyer increased concerns about linkages and joint operations 
among the various West European terrorist groups. DIA believes the 
Tietmeyer attack was conducted solely by the RAF: it was not a joint 
operation. There is no evidence of BR involvement. There is evidence, 
however, that the RAF felt it had to strike ~n IMF-related target to 
retain credibility as the leading anti-imperial\st.force in West 
Germany. The communique, however, was almost certainly a joint effort. 

lSI :::a::::··:::{···::~ ·;::a·:::·:::l~~! 0~:~~ m~!i~!~;~;~ :i~~ii~ ~~: ~~:~:~e 
of expanding mutual cooperation. There are no indications, however, that 
this cooperation had expanded beyond philosophical discussions. 

The RAF is most likely instigafing closer cooperation between the two 
groups. RAF was the originator of the Western European Anti-I~mperia1ist 
Front. Due to other counterterrorist successes in Belgium anld F ance •. ~ the RAF lost the Combatant r;;/~st;~1)f-'t: ev~s-11 I? Action -. 

ENC~OSUR£ 
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0\recte CAD> as partners. Ethnic-~roupi sue~ a~ Basque fatherland and 
Liberty <ETA> and the Provisional frish RepubUcan Army <PIRA) are not 
necessartly interested in forming a front: and 17 November is sequestered 
and too insular. Therefore. it is logical for the RAf to press for 
closer ties with the BR, a group which might show more interest in 
forming a Front. 

'It is' also logical for BR to desire c·loser ties. The Union of 
Communist Combatants <UCC> has been dismantled by ponce successes and 
the Fighting Communist Party (PCC) had been taking hits from the 
authorities even prior to the recent arrests. Also. BR is no longer the 
potent force that it once was -in the seventies ~nd early eighties. 

OIA believes that, although the BRand RAF may have been moving 
towards increased cooperation, the arrest. since June, of 32 members of 
the PCC -- the only operational faction of the BR -~will likely inhibit 
any significant cooperation in the short term. OIA does not feel, 
however, that the BR have been dismantled to the point of inhibiting a 
limited relationship in the future. BRand RAF personnel have reportedly 
met frequently in the past and will likely continue to do so. However, 
the current emasculated condition of the BR suggests that its primary 
emphasis will be on rebuilding its infrastructure in Italy, rather than 
expanding cooperation with other groups. At the same time, some element 
associated with the BR might conduct a terrorist action to make it appear 
that the group is upholding its part of this "joint venture." 

ItaHan CT forces have had tremendous success in stopping, the 
ac-tivities of the BR-UCC and in apprehending BR-PCC members. 
Assasstnations, such as the April 1988 attack against Italian Senator 
Ruffilli, are likely to continue after the group rebounds from its recent 
arrestl and succes~fully rebuilds . 

.......__ __ _ 
--~More than likely, the RAF has been rebuilding. The Tietmeyer attack 
represents a return to action after a long period of dormancy. West 
German security forces have been unable to capture the few hard-core 
members still at large. The group eventually will be able to marshal its 
resources for another operation of this nature. SSnce no one was 
apprehended during the attack, there is obviously at least one RAF cell 
still at large capab)e of conducting assassinations. Based on the first 
joint communique, the attack may have been a kidnap attempt -- a more 
ambitious operation than the previous assassinations. This could 
indicate that the RAF is capable of launching larger-scale operations. 

Reports indicate that RAF elements are operating outside West 
Germany. fingerprints of RAF operative Andrea Klump were found at the 

I 
; 



• • 

.... 

• 
SUBJECT: ·rerrort sm Warning and forecast Meeting -- October. 

scene of an attempted moped bombing in Rota on 17 June. And reports 
indicate RAF support elements have been operating in Cuba and France. 
Hest German success in cracldng down on the RAF apparatus probably has 
forced some support elements to relocate outside the country. -The 
availability of an external safehaven may assist coordination of future 
RAF terrorist activity in Western Europe. 

A joint operation by the RAF-BR against US interests is unlikely. 
-The RAF will likely regroup after the unsuccessful assassination attempt 
on Tietmeyer and concentrate their .efforts on domestic German targets. 
He can. however. expect to see an attack in the future based on their 
stated intentions. publications and ideology. The SR are not likely to 
conduct any short-term operations against the us. especially since it 
appears that they currently do not have an effective infrastructure. 

4. Algeria. Algiers maintains r~lations with several radical groups 
largely because of its traditional leftist orientation and sympathy for 
national liberation movements. and also because such activity provides 
the regime some influence over these groups. Algiers argues that its 
links to Middle Eastern and other radfcals allow it tb serve as a 
diplomatic conduit, to moderate the radicals' behavior, and to steer the 
extremists away from radical Arab regimes. President Benjedid's 
government has publicly condemned terrorism and. -in some cases, has ended 
or scaled down support for liberation movements. 

While publicly condemning international t~rrorism, Algiers has acted 
as mediator in international terrorist incidents and provides safehaven 
for groups that employ terrorist tactics. Importantly, such support has 
apparerttly facilit~ted terrorift activities. particularly by the Abu 
Nidal OrganiZation <ANO). 

Because the Algedans regard the Palestinian cause as a legitimate 
political struggle, they offer military and other facilities to 
Palestinian factions for attacks against Israel. Like most Ar~b states, 
Algeria views attacks inside Israel or the Occupied Territories as 
legitimate acts of war. Algeria provides almost unrestricted safehaven 

' 
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to a: number· of:Palestinian groups, ·-almOst certainly 'including ·the 
Pal_estinian F'ront fo_r the Liberatio-ns of' Palestine - Special Command 
<PFL_P-SC>. 'the_ Pales tine U berat_ion Front <PL_f>. Fatah' s For~·e· ·17. 

Algeria maintains contact:s· with Hizba1lah and such non-Middle taster·n 
groups: as Basque Fathed_and. and Ubery (ETA>. _Most recently. Alge_r\a has: 
1\mi teq its· support ·to ·ETA to the provision .oL.safehaven.. Other 
fragmentary evidence indicates Algiefs: has provided safeha:ve_n to other 
terror\ s t ·g_roups: as: .well. 

CIA be 1 \eves Algerian-A NO· relations: expanded -in ·the pe_riod ~ead\ng ·.up 
to ·the Aprll 1987 Palestine_ National Councll <PNC> m:eetlng held \n 
Algie_rs:. ·They bel\eve that the Algerians were_ seeking ·to -facJl\tate 
ANO's entry into the_ mainstream Palestinian mQvement.-

Oes·pi te ANO' s limited ·presence <esthnates· range~rorn five to 400). 
recent developments· sugge_st that the Algiers:-based. contingent \s deeply 
involved \n operationaf activities worldwide. Suth-activfty probably · 
violates the_ understanding by. which Algie_rs permitted the group to 
·e_stablish a ·pr·ese:nce: ·there. There_ ·are: ind\c_ations that ANQ operatives 
worldwide rely on· the group's Algerian inf'rastruc_ture for _support. 

Because_ Algeria v·a lues_ i t_s role as· mediator. particularly between the 
West and the Mfddle East. and retains· a sympathy for· national 1 iberat_ion 
·movem·ents. H_ is likely to ·maintain contads with :and sup-port_--: at least. 
pass'ively ---:radic-al "groups. .In t_he case of ANO, CIA bel \eves that 
Algie_r:s· per·mitted the ·group to establ\sh ·a: prese:nce there in orde_r ·to 
pr·ove t_hei r ability to moderate ·the beha:vio_r of radical terror\ s ts·. as· 
well as to foste_r Palestin\an unity. In the wake of renewed. terrorist 
-activity'by Abu_ Nidal and internat\onal publicity about the group's use 
of Algeria to facil \tate: itJ operations. ,Algie·rs· m·ay reduce ·fts: support 
for the group. · · 

~--------------------------------------------------------------J~~~ Per CIA 

.5. tmol \cations of: the Singh Release·. Mi tM leshwar Singh and the 
other three_ Be_irut Un\vers_Uy College professo·rs <Turner-. Stee_n and· 
'PolMll> wer'e se\ted by friends_ of Hizballo.h's Be\rut ·security c_ti1ef Abd 
a 1-Hadi Ha:mmadi ·for- the same reasons as the ·two Ger'man hostages. Schmidt 
and Cordes. Abd al-Hadi's goal was to·use_ these hostages· t:o block 
extradition and prosecution of his brother Muhamm-ad Ha:mmaM. curre_ntly on 
trial in Germany ·for his: part in the TWA :847 h\jackin9. 

-·· 
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- Cordes, the 'last German hostage. was freed September 12 after ·lengthy 
negotiations between Bonn and Tehran. We have no evidence that Bonn made 
any specific commitments about Muhammad's sentencing, but Abd al-Hadi 
apparently believed he was assured of a "fair trial" .and humanitar\an 
considerations. However. we assume that Abd al-Hadi 's concerns about his 
brother were reasonably satisfied and that he no longer had a personal 
agenda regarding the BUC4. 

Given Iran's recent attempts at rapprochement with the West. State 
thought that ,H Iran were to move on the hostages, they would move first 
on the BUC4 which were most accessible to them, i.e .• they were 
unencumbered by extraneous concerns by the kidnappers. .Three days after 
Cordes' release. we saw a communique by Islamic Jihad for the Liberation 
of Palestine. the nr_st one in over six months. 

. ~ 
According to State, the new communique was radicall_y different from 

the earlier ones. The content was less Islamic and more Palestinian. 
The demands were more modest and the tone was almost one of pleading for 
the US to provide a pretext for them to release the hostages and so end 
the problem which they saw as having gone on for too long. Although the 
demands and tone in subsequent communiques stiffened, State believes 
Singh was released as a goodwill gesture about a week after the first of 
the new IJLP communiques. 

The speed and ease of his release was so surprising and so different 
from previous IJLP actions that St~te thought it might have been written 
by a different group. State's chief Shi a consultant thought the hostages 
might actually have been handed over to a Palestinian group. This seemed 
to be confirmed by remarks made by Singh immediately after hts release. 
A careful perusal of Singh's debriefing soon disabused us of this 
notion. The captors were most likely Palestinian members of Hizballah. 
This would in part explain the Palestinian trappings displayed by the 
IJLP from the beginning. CIA does not believe the IJLP is a "real" 
organiz-ation, but a name used to shield the actual captors and possibly 
one pulled together to carry out this specific oper~tion. Reliable 
reporting indicates Hizballah members who were fri·e.nds of the Hammadi 's 
were for the abduction and detention of the German hostages as well. 

This still leaves open the question of why Singh was released. The 
traditional approach of trying to determine who benefited from the 
re-lease didn't seem to work. No Palestinian element gained any political 
capital from the release and neither Hizballah nor Iran won any kudos for 
the release. CIA believes Sin9h was released because he is not an 
American citizen, and that the release was probably encouraged by Iran. 
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A glimpse-.into what may have happened surfaced in the press, which 
noted that before the release. the Iranians warned Genscher who.told 
Shultz. We have no corraborating evidence. but we assume ·that .the 
message passed along by Iran contained more than the name and date of the 
hostage ·to be released. Th\s could have been o.n opening gambit by Iran. 
It was a relatively cheap one for them; they gain some credit but don't 
have to waste ·an American hostage doing so. 

From the tone and speed of Singh's release. State expected other IJLP 
communiques to pour forth. They have not. This would confirm our 

.·supposition that the ·flurry of IJLP activity prior to the release was 
merely a smoke screen providing continuing deniabiHty <both internally 
and externally> for Iran whtle its real agenda was conducted through 
Genscher. · 

~ 
Whatever the nature of the Iranian Gambit, H seems to have stalled. 

It is unlikely·that we will see further activity before the Amer\can 
elettions or before Tehran gets it~ own political house in order. This 
delay could work against the remaining BUC4 because Muhai'Mlad Hammadi's 
trial is going badly. 

Abd al-Hadi may have believed that his brother Muhammad would be 
treated as a juvenile by the German court, get a 15-year sentence and be 
freed after serving, at most. 10 years. It is not c 1 ear why 
Abd al-Hadi might believe that his brother would be treated as a 
juvenile. In terman law, this is not a mere question of chronology to be 
determined by his birth date. If Cas seems likely> the court decides 
Muhammad acted as an adult, he would be sentenced as an adult and could 
receive much more than ten years. CIA anticipates renewed risks to 
German interests. if Abd al-Hadi is not satisf\ed with Muhammad's 
treatment. Moreover, Justice Department seems intent on once again 
approaching the Germans regarding extradition before the end of the 
trial. In short. setbacks in Muhammad's trial could cause his brother to 
dig in his heels on the BUC4 and make them less access-ible to Iran for 
future overtures to the West. 

~_r--~#o- Q- .v /~LeGao ' 
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• Exte(nal ·oist_ribut\on: 
l :-· Charl \e Sparks, Stat_e/OS/POL/TAO, R_m. 2435, Oept. ~f State 
l =-- Getalo Sutton. srate/INR/TNA, Rri'i. 6510. Oept. of State 
.r :-: Un:nea P. Raine·. OOE. ·Rm. GA25-t, Forr·esfal Bldg. _ 
1 :-· HAJ Rose_tta McK\nney. Ar·my/AIAIT-KT, Vault 620: Bldg. 213, 

Washington·Navy Yard · 
1 :-'LTC_ John V. Lewin, ·Army/OAM!-CIC. Rm. 2_0481, Pentagon 
1 :-: Jack Hanrahan. NSA, G:-1, Rm. NR-2, rt. Meade: 
·r--toR ·steve_n Sisa. NIS. Naval Sec·. Com .• 4600-Silver.Hill Rd.,Wash, D.C. 
1 -- R\char·d. MaYquise. FBI. Rm. ·4266 
l -- 'Judith.t. .• tlelsh, usss=. •Intel.- ·oiv., .Rm. -825 
1 • Dougras P. Eve·rett. DEA. R·m. ·to37 
1 :-.Robert r. Oorr. OIA/OIO/GA. ·Rm. 1'0860, Pe_ntagon 

·1 --- Thoro·as J. Rowa·n. USAF/AFOSI/IVOA. Rm. ll, 'Bldg. P-3. Bolling Af& 
1 - Comnander, JSOC/rt. S:ragg, SSQ/J-2. P.O. Box 70239 
1 ._. 1st L.t. Roy Logan, USMC, Code: INTC, Rm. ·3t36. Navy Anne_x 
1 - Capt. Thomas· J. McCarthy, us= Coast Guard HQS, Com. (G--OIS>, Rm. 3208. 
1 ·--·Lawrence_ Lippe, DoJ. 6th floor 
1' ~ Mor·gan langston, Custqms. ·Rm. ·s212 
l - John Oavids.on, Nuclear Regulatory Ag·e_ncy 
1_ - Jack Gregqry, FAA/ACS-41Q . . 
1 :- Peter Probst. 000/0SO/ISA/SP. 2E26l ·Pe_ntagon 
l :- Sy Frenkel, OIA, Rm. B6964, OIAC Bldg. 
l ~Barry Kelly, NSt, Rjm: 302, OEbB 
1 --- Ambassador L. Paul Br·e:mer, State, ·Rm. 2236 
1 - Oltvef Revell. FBI. Rm. ·tn6· 
1 ·- BG: Henry H. Shelton, J-33. Jcs·. Rm. 20921. P·entagon 
1 -- Ooug Menarchi k, Qff\ ce. of VP. Rm. 294. OEOB 
1 ·- LTC Jame_s McCool. De.fense_ Intell ige·nce_ College/OIC-.2A, OIA 
1 ·- Charles l .. Allen, us· Army Inte.l & s·ec: •• &-l, IAOPS--IS, Arl. Hall Sta. 
1 -- R. Rand Beefs. NSC, Rm. 302, OE.QB 
l :-: 'led McNa:m·ara. National s·ec·urHy Counc\1. Rm. 3Q2. OEOB 
1 -...._Richard Armitage. 000/ASD/lSA. Rm. 4€'808, Pentagon 
1 - USCINCSOC (Attn: SOJ2 --= Col. Pheneger). Mac01 11 AF'B, FLA 
l --Larry Ropka, 000/ISA, Rm. 4£'813:. Pentagon 
1 :- Mi chae 1 Rom·ey, Dept. of ·Treasury •. Rm. _2049 
1 ·-· wnnam Braun, OOJ/Cr.im\nal 0\vis\on, Rm. 6.300, 1400 New York Ave. 
1 --=Jeffrey Shuo:laker, USCG--ICC. Rm. 31l9, 2.100 _2nd_ St. 
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Membrandum 

To 

Su~: 

t-1r. J. H. Geer~ 
L.....--------,..IJ) 
LIAISON CONTACT _<;?ENTRAL 
'I-N'i'ELL_IGENCE- ~GENCY (CIA) 

Date 
l/30/89 b6 

b7C 

b6 
_ b7C 

E .. c AO AI,...- -., 
r-.-cAOiflv,_ 
r .. ~.t.ous~ ... ~ 
Asst. Oit.o • 

AIM. S.rvs• -
Cf'IM. """·:_____.-

u.~··--.... -.. __ _ ........ __ 
L•~--
l•toiC-
Off. e-.& 
Pv~flc_Affs. _ 

R•c.Mt"'·
T •ch. S•rva.-___. 

--TreiAiftt _ 
-r.t.p~~e<M R .... _ 

Olr•c•er'• S.c'y-

'I'his communication, is classified~ _ia its 
entirety. 

{S) 
bl Per CIA 
b3 

.To report contact :~~~L--------~~ CI!\. Headq\rarters (C!!\.). 

BE.CQMMEHQAI'IOU: 

That coordination with the_ ·ct~ continue reg-arding CHI:. 

~ 
I 

l' --~ l --
2 :-
~-------~ 

Gfc:ddf~~r) 

,U 

(CO~T'INOED -- OVER) 
~ GZit'»l>lhr a•rtr II 

liD MAR 1 1989 
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Memorandum ·from I ~to Mr. J. H. Geer 
Re: Liaison Contact - Centra _ 

Intell_igEmce ~gency (CIA) 

IS) 

I 
on 1/12/89 I .Supervisory Special 

lmet witlf I CIAHQ, regarding I 
'Agent (SSA} 

I 
I 

.. . Based ·upon the concurrence from San Francisco, the 
of origin in this matter, and a "no fore o c· 

"F-=--~" obtained by ~s'~'*-___ .IIIIUII:~~.&&...~~;a..&,-----........----

. . . 
• 

~ 
-- 2 --
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· Me~l"andum 4lt 

To 

From 

Mr. J. H. Gee2J!lt( 
~....----Vf 
FOREIGN COUNTERINTELLIGENCE (FCI) 
CRITERIA FOR NEW AGENT SELECTION 

D~te 12/19/88 

txec AO ACIM.
becAOlnv._ 
txec AO Lt$ -- ' 
AssC.Otr.: 

A<lm.s.rva._ 
Ollll.lnv._ klent. __ _ 
lnop. __ 

lnleii.---
L•J>.-
Leg1l Cou1t.
Oft. Coftg •• 

~ubllc Afls. _ 
Jllec. Mg111. _ 

Tecii.S.rva._ 
Tr1lt'llng _ 

Oft. LIIISOII I 
lnC._Atra. ........_, 

telepllolle Jllnt. _ 

Olrectot'• s.c·,-

This col'\'Ul\unication is classi_f_ied ~ 1A 1ts eatiiE'ety. 

To advise of initial discussion with the Central 
Intelligence Agency (CIA) regarding their hiring criteria. 

RECOMMENDAtiON: 

None. For information. 

tv/" 

§XNOPSIS: 

Enclosure 

(CONTINUED 

6 6 JUL 4 t989 -tr US G.P.O.: 1gaa ·202·042/HSOS 



'Memor~andum from I l·to Mr. J_. H. Geer 
·Re:- .Foreign counterintelligence (FCI) 

Criter_ia. for New• Agent_ Selection 

:_ .• 
b6 
b7C 

{S) bl Per CIA 

b3 

Discussions ···:re ~A····,· ... p· at CIAHQ withl 
~~~~----=-----------~--~bnd others regarding ~ne·c1A•s n1r1ng 

criteria. They ·centere around case officers_ bound for Directorate 
of Oper·ations, most closely analogous to Special Agents ( SAs ).. Only 
one to ·two percent of the· cas_e off_icers wo:t".kin .count·erintell_igence 
'(CI) ~t the new ex: .center 
Peopl~ going there are su~e~c~~-~o~c~o~s~e~s~e~c~u~r~~y~s~c~r~u~~~~~----~· .. 

·matu:t".ity and Agency experience are valued. There was little 
discussion with the CIA about what makes a good CI officer as· one to 
two percent i$ not worth much_ discussion. Also, as with.us, there· 
tends ·to be_ .·a feeling that a good officer is ·a good offi.ce:t". bl Per CIA 

reg·ardless of his_ SI?ecialty- as we tend to s-ay ·about SAs·. b 3 

( CON'I'I~UED -. OVE~) · 
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Memorandum froml Ito Mr. J. H. Geer 
Re: Foreign counterintelligence (FCI) 

Criteria for New Agent Selection 

• 
b6 
b7C 

12J;~I~ILS: (continued) 

bl Per CIA 
b3 Per CIA 

mentioned that a good test for analytica_ ~s 
exists w·tT~c~~-=~~ would furnish and ·recommended that SAL____j 

I land s~ talk to some CIA ·recruiters which we 
,intended to do. suggested that achieving an FCI hiring 
criteria may be best done by getting-some FCI experts into a room and 
hammering out a consensus ·on criteria arid going with th~t, and then 
measuring people hired under the new criteria against an existing 
group of good agents. b6 

To date, the C!A•s hiring criteria does not seem applicable ' 
-to us .from these points of view: the high cost of hiring and 
intensive scrutiny of each person, the amount of psychology and 
psychological testing involved, the lack of FCI cr_iteria themselves 
and the fact that to date ·it appears that they are looking ·for people 
similar to ours in the modi_fied program. 

It i_s interesting to note that the CIA does not consider a 
person fully hired until he/she has been there for three years ·and 
has passed his/her second polygraph. 

- 3 --
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.~ WORK• ORIENTATION • 
., . . ~ 

1. Lsadershte: ability to motivate another 
person or gr·oup of persons ·toward tho 
acco~r~pltshment of a specHic goal. 

2. Team Player: abtlfty to work on an equal 
bests with other persons In order to 

-- acco~r~pllsh a mutual goal. 

3. Task CoiM'Ii tment: abt I I ty to persever·e 
and overcome obs~a~les In ord~r t~ 
accomp J tsh a goa I. 

4, work ~t-andar"ds: abllity to judge one's 
work agatnst lnter·nal standar·ds, ,.dth _a 
minimal n"'ed for rec·ognf t ton and r·eward 

5. Achilo!vement Mot fvat ion: destr··e to 
toward new levels of success and 
new cha I I en9es. 

strive j 

to "eet I 

1. Social Acuity: effectively Interacts 
with other persons in a variety of 
social situations. 

2. Social Persuasion: c·an influence the 
attitudes and behavior of other persons 
without coer·clon. 

3. Corrvt~unfc·atlon Skflls: atJIIity t·o convey • 
lntormat ion to other p~rsons tn a cogent- 1 

manner. 

£.:. SelF ORIENTATION 

1. Se I f•Conf fdence: ma lnt·a inlng a bel tef In 
one's abilities. judgments. and value_s 
despite criticisms frotn other persons. 

2. Personal tntegrfty: possessing an ethical 
code of conduct whtch guides one's decf
stons and behavior. 

3. Emotional Staoiltty: ability to re_spond 
effectively and real tstic:ally in stres·s
ful situations. . 

4, Personal Maturity: ability to control 
Impulses. delay gr·atfffcatfon, and take 
re_SIJOnsfbiltty for one's actions. 

Q..:. COGNfTIVE ORIENTATION 

I. Problem-Solvinq Abflity: abflfty to 
formulate an effective plan of action 

~ ~()~7$().- ~~:-a~:s::::~ ::, :~ t a~b~:~~~:Y s::u:::::· 
;.....-:;i l'rto e concepts and tasks wit11 a minimal 

. ~m t of effort and repetition. 

f"!''~i\ "~ 
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._,-..;tJ·7t842Z JAN <38 . . 

ff'l CIA/NC 

TO RUEAliA/CIA WASH DC/ /DD 0/SE/RR/HILL 

RUEAIIA/CIA WASH DC//DDA/SD/OL/BURTO~J CIA WASH 
i 

. DC//Dbl/CRES/IRC/S~G/JAR~AN 

. . RUE KJCS/J IA/ /D AN-2C/ J APPiNEi•J 

RUEKJCS/DIAIIDT-3B/LAM3 

RUEKJCS/DIA//DB-48/M IKLI~H 

RUE:OAYB/FSTC ' INTEL OPS//AIAST-FMl/JOt~ES 

RUE OAWAIHQ AFSC/ I I [~J/ SA :·IDERS 

RUCIAEAIFTD WPAFB OH//XOM/KING 

RUEAHQAIHQS USAF//lNY/FOLEY 

RUEKJCS/D.IA lJJASH DC/ IDM'li~ ISH/KLOSTER 

RUEORDF/DIRAFMIC FT DETRICK 

RUEHSE/USSS//J CARLON 

RUEBBPAIDOEHQ/ /DP431 /E:·1EL 

RUET lAAID IRNSA/ /T5 15 1 /~J07 

RUEOEHA/CG MCDEC QUANTICO VA//0021 

~htBJUL24DII' ! 

~ · 

Exec~dm._ 
ExacAOinv._ 
E:~~ecAOLES~ 
Asst. Dll.: 
A<lm. S3rvs._ 
Crlm. rnv . 
. rc:sm . 

lnip. $!: 
~~:l·i_ -~ 

. LogaJ C~un . = 
Off Cong. a 

Pu!:lic i~IZa. = 
Roc rr.::rit. ~---
Toch Servs. =-~ 
Trcinmo .,_ 

Off Li::i3on ta 

' rnt All:l . · · 
j Te:epho:t3Rm.~-

~ Director's s~·!f ~ 
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RUCDGDAIDIR MSIC REDSTONE ARS AL//AIAMS-YF/STREET 

'RUKLDAR /CDRAM.C/ /ALEX VA/ I AMCMI- FR /NI GHOLSON 

RUEHDC/DEPT OF CQMf•1ERCE/ /EA/OFA/5212/KRUSE 

~.· 
CITE. CIA/NC 83855.1 

FROM: CIA WASH DC//DDO NC OPS STA.FF//FORMAT 

3J9JECT: . Ji\NUAR't 88 JOINT FOREI.GN ~ATERIEL PANEL <JFMP> MEETING 

DATE: WEDNESDAY, 13 JANUARY 1988 

R..ACE: DIAC- BOLLING ·AIR FORCE BASE. 

· ROOM 82-130 

TH1E: . l(lJ30 HOURS 

Oi~LY ADDRESSEES vJILL 3E PER11ITTED TO ATTEND. OTHER INTERESTED 

f£RSOt~i~EL SHOULD CONTACT DiA/DT-3C QR NC/FORMAT AT THE BELOW 

NJMBERS FOR CLEARANCS: • . IF f10RE INFORMATION IS REQUIRED, 

CONTACT fHKE LM1B OR TOM BENJAMINSON AT AV2432918 OR SUSAN AT 

35 1-2569. 
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f ' M~morandum 
~ ,., 

To Date 12/29/88 

From 

The Director 

~M. Ahlerich rA~ L-- ~-/r 
~~ _ i Subject : 

cLA:ss_""Jfo"J"" 

BRIEFINGS FOR SENATE AND HOUSE 
ON CRASH OF PAN AM FLIGHT 103 

SRC' n.....,.rr--~.....,. ........ ,.. 
sER E: To request authority to brief Members of captioned 
REC onnnittees on the Bureau's inquiry into the crash of Pan Am 

,.....,.-==="'~' t 103 • 

DETAIIS: Professional Staff of both the House and Senate 
Intelligence Committees have requested Bureau briefings regarding 
the investigation into the crash of Pan Am Flight 103. The House 
Intelligence Committee briefing is scheduled for Tuesday, 
January 3, at 11:00 a.m. and the Senate Intelligence committee 
briefing is now scheduled for 2: oo on the same date. The 
briefings are primarily for Members of the two committees but 
some staff will also attend. · 

·--· · -- --··· · ····· · -· -- -.. ......... . . 

············· TOM LATIMER, S:ta,f~_ Direct-or of the House Intelligence 
connnittee, advised thaC-c: - - 3 of the CIA • s counterterrorism 

. Center will participate 1n~ House Intellig~ce briefing, as 
will a representative from the State Department. He also 
indicated that it would pe appropriate for a representativ~ from 
the FBI Laboratory to attend · and explain the various physical 
characteristics of the suspected explosive. 

The congressional Affairs Office (CAO) was contacted by 
a representative of the Office of Legislative Affairs, DOJ, on 
December 291 ·1988, who advised that JOE WHITELY, of the Associate 
Attorney General's Office, wanted a meeting with the FBI and 
Ambassador BREMER, of the State Department prior to the briefings 
of the Intelligence Committees to discuss details. The CAO will 
follow this and advise appropriate FBI personnel. 

1 - Mr. Revell 
1 -1 I 
l - Mr. Ahlerich 
1 -
1 -
1 
1 -
3 - '-n:::::---..:"lr=-::::"'f""::e::":'r~ 

i :1 I 
LER:glh (13) 

Ml 

•I!~"'( ~~ 

JJ--
SSA LARR~"% RISSLER 
ROOM 72"'-TL-245 

Jxec AD Adm.
ExecADiftw. __ 
Exec AD L£S _ 
AaaL Dlr.: . 

Adm. Sectt'":_ 
c~in. lnw. _ . _. 

'•ldenfi __ _ 

=LWJ¥-Lab. 
Legal Coun. 
OH. eong.a . 

Public Alta. _ 
Rec. llgnL _ 
Tech.Sens.
TralnlnG --

OH.Ua._6 
lnL Alta.-r....- Rm. _ 

D._'aSec'J-

bl Per CIA 
b3 

-tr u.s .G.P.o.: -1988-202-042/15505 



··. -~ .... --... ... ~-... 

• . . .• · : . ; · . 

,:-: ·--· . .... 
_..~ . 

··., 

Memorandum to . The ·Director .·from Milt .. Ahle~ich' : . .. , 
RE: BRIEFINGS FOR SENATE · AND HOUSE INTELLIGENCE COMMITTEES ON 

CRASH OF PAN AM FLIGHT 103 . 

. -
2. That a represeritative ,of the. LabOratory 

Division participate in captioned br;· · ff: 
. APPROVED: . Adm. Se . Oft. of Cong. . ~ 

· ~- . . . . ·"h _ Crlm. lnv. & ~ubl. ic. Affs. 'KS Idem. Ofr of ua. 
DireCtor · · lnspe2:on . & Inti 1\ffs. --....... 

· . . exec. AD-A ntsil. . · ~ Aac M~mt. __ _ 
· · Exec. AD-In t>oratory ~ rs~h. Servs. ____,_..__ 

Exec. AQ.LES ·. Legal CoWl. ·. · Training ~---

. 3 • That c:Ao coordinate captioned b:riefing • 

. / 

·. - 2 - . 
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·Director· Sessions: ' . . 

-J.0/20/88 0 . ' 
C£/t 

NAT_IONA4 INTELLIGENCE 
MEDALS bt ACHIEVEt-iEN't 

""' _ on. Novembet': 4. at 3: oo p.m .. a~ CIA Headq\larters ... 
b6 
b7C 

Auditorium, Judge: Webster· is· scheduled to _present .National. 
·I-ntelligence. 1-i~dals. of Achievement to SSA.I I who i.s 
curr·ently ·an Assistant. Legal Att·ache. i_rt 1-iexico City-,_. formet'· s·s~. 

I I who.was from the Intelligenc~,Division and is 
now r·etlred,. and to formet' ssAI I who is retired 
from the. FBI ."Boston Division and is currently back. with. the. E'BI. 
on. a spec1al. I?urchase order: project. 

Judge. Webstet'· will. also ,present, at_ the: same ·awards 
ceremon:",-a National Intelligence_Certificate_ of Distinction to 
SSAJ . _ ~- _who is det·ai.led. to the Intelligence 
Communi y_ Staff from ·tfie .Intelligence Divi.sion. 

. :rn. br~ef" :summary, the. awards. ar·e fot'· the. _following. 
accomplishments:. 

t-: 

L...---...,..,..,........,,....,...1 w·as· :a key playet'· in . efforts to improv·e. 
interagency coordination of extremely complex techn_ical issues. 
In. this capacity, he. made. majot' contributions_ to ou·t' fi'ation.• s ... 
ability to ·countet' the most advanced fot'niS. of hostile· technical 
I>enetration. . • .._ "'- Ofr.otecna.·......._ 

b6 
b7C 

b6 
b7C 

APPROVED: ~'WilL ~ ... .,. ......... _ .... 

ervn. lnv . & r-"'""~-- ~ 
ldent. ort.ofUa.~._K 

Oireetor InspectiOn & tnti.#Jfs. _._--. ... 

,, 

Exec. Af>.-,.,~---,rl. :1._ Rec. Mgmt. 
I. ~ Exec. AtH .. boratOf)' . 'Tech. SeM. _ pv Exce. AD-LES _~.egat COun. Training -~~ - • . 

~-~'"" ~,&c? ' 'jO 76tJ-4ftt%{ -- """'"" ) ·~~ 
i. :-· 
1 :-:L,..,.............,..,...........--.....L....---,_ 

b7C 
i . .0: r=..:......L-rr-_ _J 
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Note_ to Director f'rom o. B._ Reve11_ dated f0/20/88 
·Re: . National Intelligence 

ijedals of Achievement 

L.....--------~~= 
_ The award is for: outstanding ·contx::ibution to the 

-Intelligence_ Community as a staff officer· in_ the. Nationa_l 
lntelligenc~ Office fox:: Foreign Denial and lntelligence 
Activities and fox::· fostering a bettex::· under:standing and ·wox::king· 
relati9nship between CIA_ and· FBI.. ' · -

L...-~--------Jl: 
_ _ _ I I supervised and participated directly· in _ 

handling the_ FBI's. responsibilitie~ in a complex, ·difficult and' 
sensitive. counter_intelligence case_ directed· against_ .a hostile · 
intelli:gence .service•s.efforts to acq\lire. ~ensi~ive, embargoed' 
high! technology from the United States._ 

L.....-______ __.1:. 

t t certificate_ is fox::· his support and' 
participa Ion .In a s udy resulting· in a National Intelligence 
Estimate of majox:: importance to the Qnite~ States~ -

Copies o( the recommendations for the award~ with more 
complete details are_ attached._ Also, ·a copy of guideline~ for· 
award recommendations is attached ·for :our information. our FBI: 
I _ I has .coordinated _ 
det-ails of the_ awards. If you ·should eslre_ to attend the_ award 
ceremony, SSA_I I will make the necessary arrang:ements ._ 

o. B ~ Revell_ 

~-
-- 2 .--
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r . ·. ·························... RECOMMENDATION FOR INTELLIGENCE COMMUNITY AWARD I 
(Svbmit JO co~$ with: d,scription ol p~rlouno~~ 01 s~rvi<~ warranting oword; bio prolil~; one vnclossili~d citation) . 

1. NAME Of f>fR$0H'R.ECOMMENOEO (lost/fht/~) 2. SOCIAl SECURITY NO. 3. CRAOE/RANI( 

I I I GS-14 
.C. YO$ 5. PARENT ORGANIZATION 6. TITl£/f'lACE Of ASSIGNMENT DURING AWARD rERIOO 

·Federaf~reau of ~TSCN Program Manager, Techni,cal Services Division I I ~Investigation · 'FBI .Engineering & Research Facility, Lorton. VA 
·-

7. RECOMMENOEO AWARD · 8. INClUSIVE OATES fOR WHICH RECOMMENOEO 

National _Intelligence M¢a1 of 
- - .Achievement · ·ts February 81 ,. 1 December 87 

9.1f REfiRING, OATE Of RETIREMENT 0. HOME ADORE$$ 11. fElEPHONE 
I Legal Attach~ 09~i~ OFFKEo 905·511-0377 

~/A - . • - I P,~~~·as.y.r:-}~c:. ~~o:1.1·x 3087 HOMEo 
12. HA$ NOMINEE RECEIVED OR eEEN RECOMMENOEO fOR ANOTHtR..A WARO fOR THI$ SERVICE OR ACT? 

Yes: 0 If so. indicote oword 
No rn 

1 YtTI £ '"'" C:,tJ. Yttl>£ "£ 

·······I 
14.0ATE 

bl Per CIA 

6(z.7)~8'b3 , U)UlH .. e _ tres Jf- .l:l:ee~ 
Technical Surveillance Countermeasures Comnittee. IG/CM(T) 

~-5. TITlE AND SIGNATURE OF HEAO Of INTElliGENCE ORGANIZATION MAKING RECOMMENDATION 16.0ATE 

R. M. HUffstutler 
Deputy Director FOr Administration 
Cent-ral 'Intelligence Al encv 

( fiTlE AND SIGNAtURE Of HEAD Of NO r 1ti.O-'.TE 

I I 
ASslstant sectlOn Olie ' ,tl_Q nee _ln~ ~ecl:lOn . 
Technical Services Division. Federal Bureau of Investigation 

19, REPORT Of INTElliGENCE COMMUNITY AWARD$ REVIEW PANH 

The lnteHi9ence Commvnity Awords',Re~iew Pond, having considered the fote90ing recOtM'Iel'ldotion on I 

0 recommends opprovol 
. 

0 does not recommend approval 

0 recommends oword of 

Choitmon,ICARP 
lO. REPORT Of NATIONAl fOREIGN INTElliGENCE &OARO 

The Nationol Foteign Intelligence Boord. hoving considered the fotegoing recommendation on I 

0 recOITIITiends opprovol of . 

0 does not recommend approval 

Exe«~five Secretary, NFIS 

THE RECOMMENDATION IN SECTION 20 IS APPROVED: ' 

' 

., 

OlltECTOR Of CENTRAl INTElliGENCE OAT( 

l. ~ 
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Narrative Justification 
For The -Award Of The 

Nationa1 Intelligence ~ledal of Achieveroent 
b6 
b7C 

(U) I !supervisory Special Agent, Federal Bureau 
of Jnvestigation, distinguished himself by exceptional meritorious 
service during the period 15 February 1981 through 1 .December 1987 
whlle serving as the ·Program Manager, Jnteragency Teleph6ne 
Laboratory, and as the Chair~an and member of several Intelligence 
Community (IC) coordi na ting/work_ing groups. 

(U) As Pro&ra~ Manager of the Interagency Telephone Laborato~y 
(ITL), he directed a major IC technic urv · ace countermeasures 
(1SCM) program d~ring a peri~· of dyriamic change and increastng 
complexity. ITL .was established as the technical support activity 
of the .Telephone Security Group (TSG-), . Coun terEGeasures Subcommittee., 
Technical Surveillance Countermeasures Committee, Interagency 
GrouJJ/Countermeasut·es (Technical) '. 1TL's mission is to provide 
technical support to the IC on all matters pertaining to TSCM for 
·telephone& and telephone systems • 

. f.U•·.· '························ .)6:i ITL was created in response to a recognized need to develop 
1 1 effective countermeasures against the-audio surveillance threat 

posed by telephones. The importance of ITL lies in the fact that, 
historically, telephones have been considered the ~ost significant 
audio surveillance vulnerability _posed to our classified 
conversation areas. Accordingly, ITL was tasked to develop pollcies 
and procedures for properly selecting and .installing tele
communicat~ons equipn,ent . . Additionally, ITL actively pursued· the 
development of· new countermeasures techniques and equipment used by 
·the TSCh commucity to examine telephone systems in the field. 

WJ ·····················~ 1 n the 'last sev'eral· ·years, the telecommunica t:ion~s indus try has 
~~ergone ·major .technological advances uhich threatened to 
.drastically increase .the technical surveillance vulnerabilities of 
tel~phone systems. As the government's conventional telephones and 
key · systems . ~ere ·replaced with new electronic, computer controlled 
·equipment, traditional methods ·for protecting these systems were 
' inadequa~e. TSC~ technicians could no longer test and evaluate 
teleyhohes wi'th ex·istil,g equi~ment and tecJ,niques. Past telephone 
security ·protective measures and inspections were simply no longer 
'Valid ,• 

{UJ mmmmmm u~ . in .the wake of .this telecorumunlcations revolution' I 
took the :tead in · · · · efforts to expand and improv~e~~l--!L~'~s-.--~ 
m1ss1on of t~chnica1 investigative upport to lC TSC~ activities 
world\lide ~ Under h·i s direction, the 'labot·a tory flourished. Today, 

e 0 ~ f I ~ f N T I A L 
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i't has .a staff. of ·£ i ve engineers/technicians (an increase of three) 
and· a ruodern test and evaluation facility to handle a ·steadily 
increasing workload. A major iQprovement and expansion of llL's 
physical' ·plant was accompli shed with the ·ins tall at ion of a 
state-of-the-art shielded enclosure -test facl.lity. The capabilities 
of the ITL in evaluating suspected technic~! penetrations of 
telephone instruments and associated equipment were significantly 
ex,hanced due to I I efforts to obtain the necessary 
resources to purchase new generations of analytical/test equipment. 

~I .. . lbegan several programs designed to improve the IC 
countermeasures assessment of the vulnerabilities associated with 
the various teJephone systems, domestic and foreign, used by U.S. 
Government organizations throughout the world. ·fie fostered .a 

~1alogue ~itfi tfie tel~~ions industry to insure that the 
Intelligence Communi·ty' s views .and concerns regarding "on-hook" 
audio telephone security were recognized and addressed. He 
coordinated and managed efforts by .ITL to develop a national 
standard for the design and manufacture of high•security 
computerized telephone instruments. Telephones designed under this 
standard could be installed in sensitive discussion areas without 
adding costly protective devices or applying expensive construction 
techniq~es to ,phys~c~llf or;tect t:c eytire telephc~e sy~te~. This 
accompl1shment typ1f1es_ _ _ _approach of 1dent~fy1ng cost 
ef!ective solutions to comp ex tee nical security problems; a 
·philosophy which has resulted in huge monetary savings to the US 
Goverm:tent. .Additionally, I I under took the complete 
revision of the standards governing the installation of telephone 
systems used in sensitive compartmented· information facilities. 
This was a major undertaking requiring both expert technical 
knowled~e and keen interpersonal skills. As a national program 
manager~ he proved ~xtremely successful at coordinating unified 
national strategies on issues affecting agencies with many diverse 
departmental views. 

-~I I in 'his capacity as Chairaan, Telephone Security 
6roup (T&G), Countermeasures Subcommittee, under the lG/CM(T), 
played a significant role in coordinating the development of an 
acceptable "on-hook" audio security standard for ·the governments nel-: 
STU-Ill Secure Voice System; a ·multi-billion dollar program of the 
utmost 1mportance to our national security. The groundwork 
perfo:med.byl lin develop~ng the necessary lnteragenc~ 
co<,?.rdlnatlQ.IlJU..!;,h the Nanonal Secur1ty Agency, the STU-III 
proponent, made possible tne tirr.ely identification o{ potential 
exploitable weaknesses with the STU-Ill and for the TSCM communi~y 
to rapidly deve~op countermeasures. 

e e N f I B L N 1 1 A L 
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'M As the first Chalrruan of the Capitol Hill Advisory Group 
{~AG): Couutermeasures Subcom~i·ttee, under the IG/CM(T), 
I _ I estab1ished CHAG as an effective mechanism for 
provid1ng physical and technical security support ·to Congress. He 
personally provided the necessary research, engineering and 
contracting ~upport for the insta1lation of an advanced Jn-place 
monitoring systera (IP)~S) which .is designed to remotely sense and· 
locate clandestine radio frequency transMitters targeted against 
sensitive Congressional facl1ities. I lplayed a continual 
role in efforts by the lC to establish a· pro£ess1onal and highly 
effective, state-of-the-a~t TSCN capability ~ithin the U.S. Capitol 
Police (USCP) •. These ·efforts included~ coordinating TSCN.basic and 
advance training at nationa1 level training centex·s for ·pol ice 
members assigned to TSCM duties~ working closely ~ith USCP to build 
an inventory of advance technology TSCH equipment;· and assisting in 
developing technical ·threat and vulnerabilfty data. I I 
extensive history of dedicated support to Capitol Hill was 
recognized throughout the IC as well as Congress which _frequently 
praised his outstanding efforts on their behalf. In fact, upon 
learning ofl !eminent reassignment, various 
Congressional .activities voiced their hopes thatl I would 
receive some national recognition for the outstanding support he 
providea Capitol Hill. 

b6 

~ As· ·the senior ·FBI representative en the Countermeasures b7c 
~~ommittee, Technical Surveillance Countermeasures Committee, 
IG/Cl-.i(1) (former1y the Technical Surveillance Countermeasures 
Subcommittee, s~cm,~), I I was one .of 1 ts cost active 
members. He continually worked to foster and promote common 
approaches and po~itions regarding the formation of effective 
national TSCl-A policy and procedures for counter-ing ho-stile technical 
surveillance. He participated on numerous working groups formed to 
tackle very complex technical securi"ty ·issues such as drafting ·new 
standards for the physical and acoustic protection of the nations 
most sensitive discussion areas. His personal interest in reducing 
government expenditures on high dollar TSCM equipment lead to the 
discovery of significant cost differences between what individual 
agencies paid for the same item. he became a strong advocate for 
fostering equip~eut commonality and helped devise uniform equipment 
specifications/capabilities. he actively pursued. joint, interagency 
pt&rchases of TSCl-: equipment, \.lhich eventually .resui-ted in 
significant savings to the federal government. As a member of the 
FlH , he of terl served as .focal point on threat and vulnerab i 1 i ty 
qt&erics concerning foreign government technical surveillance 
offensive and d~fensive capabilities ~ithin the United Stktes. llii 

I 
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assistance in this regard materially added to numerous National 
{U) Foreign -Intelligence Board threat est-Imates. 

~ .In summary,~ I 'Was a dr1 vlng .force Lehind efforts to 
provide the 1nte l1gence Community with the countermeasures tools 
and techniques necessary to keep pace with a rapidly changing and 
increasingly complex hostile technical surveillance thre~t. His 
distiu,uished record of support to the TSCt.: community is second to 
none. _ !unselfish dedication and exemplary ser~ice 
reflects great credit upo1~ the Feoeral Bureau of Investigation·and 
the entire 1nte1ligence Communi t_y. 

.c 0 U f 1 t> h N 'f I A L 
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BIO PROFILE 

OF 

. I J was born onl I jn 
1alornas, F1ex1co, a· small ·town bor ering the .state of l-.ew ~lexico. 
Although he resided in Hexico until the age of 14, he attended 
schools ln the United, States. he was a graduate o£ Hatch'Valley 
·High School, Hat~h.Val1ey, ·New Hexico. His childhood experiences 
.centered arouhd an ~ctive outdoor 'life typical of those who live on 
the Southwest ·ranges. 

U!Jor, gradua t.ing from high school, };r. I I served in the 
·u.·s. ·coast Guard from January 1964 to January ·1968;· receiving an 
·honorable discharge. in janu~ary 1968 he entered New ~:exico State 
~University where he received a Bachelor of Science Degree in 
Electl!ical .Engineering ln January 1973. After corr.pleting college, 
he ·~orked two y~ars as a ;government employee with the Army Missile 
Command, .l~h~te Sands,. New :f.iexico. 

'In 1975, 'he jo1ned' 'the Federal Bureau of "Investigation. For 'the 
first three years,. }.ir.l 1 worked criminal .investigations at 
the Houston field Office, Houston, Texas. In October 1977, he was 
trained as a technical surveillance countermeasures (TSCh) 
'technician. .From 1978 ·to 1980, 'he was assigned to the Chicago Field 
Office, Chicago, Illinois. During this period he-was involved .in 
criminal investigations, counterterrorist operations, and technical 
investigative s~pport/services. 

·I 

ln 1980, Mr. I I assumed the position of Supervisory Special 
Agent, Technical Secur.ity Division which is currently located at 
the F£1 Engineering Facility, Lorton, Virginia. In this capacity, 

.he held the ~osition of .Program Manager, Interagency Telephone 
·Laboratory (ITL), ~hich .is responsible for providing technical 
support on issues relating to technical surveillance countermeasures 
for telephone systems used in sensitive discussion areas. ITL 
provides direct technical support to the Telephone Security Group 
(TSG), Countermeasures Subcom~ittee, Technical Surveillance 
Coun termfasures Committee,_ IG/C~1(T). During this ,period, Hr. I _served on several important national TSCM policy and 
coordinating groups to include~ Chairman, Telephone Security Group~ 
Member, Audio Countermeasures Working Group, SECC~~ Member, Survey 
fanel ;- Hember,, Interagency 1'rai ning Center (ITC) ;· ~fember, 
Countermeasures Subcommittee. 

In November .1987, ~ir.l I received an important career 
advancement when he was reassigned to the US. ·Embassy in Nexico ·~ity 
as the Assistant Legal Attache. 

b6 
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b6 
b7C 

b6 
b7C 

b6 
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INVEST-IGATION, IS ·HBR~BY. Al1ARDhD ThB NATIONAL I NtEtLIGENCE HI:DAL .oF. 

ACHII:VU,E~T rOR hXCI:PTIONALLY ~ihkiTORICUS .SERVIGE l'llilLE SERV.ING AS· 

TliE ·PROGJW.i ~~NAGER,,. 'I~TBRAGENCY TELEPHONE LABORATORY .AND AS 

ChAIF<J!AN Of ~I:VlRAL ~'NATIONAL 'TECHNICAL SURVEILLANCE CCut\TER~iEASURES 

COORDlNATING GROUPS DUJ..ING· Thh ·.PEI\ICD 15 FEBRUARY .1981 1HR0 .1 J... - - - -

DlCh.t.~BhR 1987. AS A l-E.Y PLAYI:R iN EFFORTS 'TC UiPROVE INTE~AGENCY 

COORDINAli'<>N ON EXtRE~ii:LY CO~iPLEX ·.TECHNICAL ISSUES·, HE ~;ADI; -~iAJOR 

COt\Ttl BU1'IOKS TC ,OUR NATIOl\S· ABILITY -TO COUNT-ER' THE .~iCST .ADVANCED 
~- - - . - - - ... 

1-oru.:s ·oF hCSTI_LE TlC,HNI.CAL :PENETRATION. I !·uNSELFISH 

:D~DICAJ:.IQN AND ,'f;).U~LAf,Y SEI\.VlCE REfLECTS GtEAT CREDI1 UPON HUiSELf, 
I i I I 

TH!: \FEDERAL ;BUREAU.·OF 1~VI;ST-IGATION AND ThE INtELLIGI:.N'Cl COlvJ..iUN~TY. .. ~ ~ . - - ~, - - . -

~'- j J 
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RECOMMENDATION FOR INTEWGENCE COMMUNITY AWARD · 

1. NAME OF PERSON RECOMMENDED (loot/fht/ ~) 2. SOOAl SECURITY NO. 

4. Y08 6. nnE/tt.Aa Of ASSIGNMENT DURING AWARD PUIOO 

b6 
b7C 

3. GltADE/ItANIC 

S. PARENT ORGANIZATION 

Federal Bureau of Staf_f Officer, National .Intelligence · Officer/Foreign 
·a d · · · -· 

482-0169 

l.C.OATE 
' 

16.0ATE 
5. TinE AND SIGNA~RE Om OF.}'I-II~~~~~;~~~~:;::.::;:=~MAICING RECOMMfNOATION 

H.F. Hutchinson, ft., , National 
Intelli ence Council 

9.REPORT OF INTElliGENCE COMMUNITY AWARDS RE EW PANEl 

The lnteligence Co.-n.~ty A words Review Ponef, having considered the foregoing recommendotion on---=-----------

0 recommends approval 

• 0 does not recommend opprovol 
Orec~s~dof ________________________________ _ 

.REPORT Of NATIONAL FOREIGN INTElliGENCE 80ARO 

The Notional Foreign lnteDigonce Boord, having considered the foregoing recommendation on ____________ _ 

0 recommends approval of. ______ ......;. _________ _ 

0 does not recommend approval 

THE RECOMMENDATION IN SECTION 20 IS APPROVED: 

~~4239 

._--_-c:·_-_-_ -_--= cc _:___ __ .;..__ ____________________ _ 



·' 

\. ri 
~.Jt 

RB:OMMENDATION FOR 1HE 
NATIONAL INTELLIGENCE CERTIFICATE OF DISfiNCTION 

1. It Is recommended that be awarded the National 
Intell igence.Certificate of Distinction in recognition of his outstanding 
contribution to the Intelligence Co~nity as Staff Officer in the-National 
Intelligence'Office for Foreign Denial and Intelligence Activities, 
National .Intelligence COtmci 1, during the period JO October 1985 to 1 April 
1988. . 

b6 
b7C 

z. One of Mr.l lmost i~portant contributions to the b6 
Intelligence Community has·been his fostering of a better understanding and b7c 
working relationship between the CIA and his parent organization, the 
Federal Bureau of Investigation. During his 29-month tour in the National 
.Intelligence Council, he acted as an interutediary between the agencies, 
sharing insights on the capabilities and vulnerabilities of the Soviet and 
East European threat to US interests in the continental United States. ·Mr. 
I !performed indepth analyses of the loss of classified material in 
several espionage·cases. His years of experience as an FBI investigator 
paid dividends .in his accurate portrayal of intelligence loss in these 
instances. The working relationships Mr.l I established will 
continue to profit the Intelligence Community long after his retirement. 

. , . bl per CIA 
3. Respondtng to a Defe~ber -1985 request froro the Interagency b3 per CIA 

Group/Counterintelligence,_ !devised-a new .intelligence bG 
,publication, a type-script memorandum Which sharply focused on the specificb7c 
.SOvi~t intelligence threat to US presence 'in foreign couiltrie:>. ·· Despite 
the ~ress of normal NIO/FDIA activities and ~$;'~~i~~~~1-~.~....-~·u.a..a.IOi.L-'~~====1 

These memoranda required in-depth research and analysis, on-site 
tnvestigation and coordination and'precise judgments defining the scope, 
complexity, capability and vulnerability of the Soviet threat in each of 
these various locations. These memoranda were very·well ·received by 
embassies, consulates, and US bases. 

4'. Mr. I h>layed an invaluable role in ·the numerous National b6 
·Intelligence Officer7Foreign Denial and Intelligence Activities (NIO/FDIA) b7c 
hosted conferences. Many of these conferences were initiated·hy hi~ to 
.share counterintelligence information among agencies with operating 
responsibilities in a particular region. Such conferences were held in San 
Diego to cover the US Southwest, in Colorado, Texas, Florida, and in the 
Washington area. These conferences have played an invaluable role in 
sharing .foreign counterintelligence information and encouraging cooperation 
among agencies, ones that historically have worked independently. 
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.5: Throughout his ·assignment·, Mr.l ldemonstratP-d an .. exceptional' b6 
ability to identify the key issues of co~plex problems and to formtilate b7c 
effective measures ·to-achieve results. His organizational ability, ·his 
'leadership and his willingness to undertake the ~st difficult ·tasks have 
produced an tmhroken string ·of successful actions --- briefings, conferences 
and reports that .have sustained a high "level. of productivity ·in ·the office 
of the NIO/FDIA. 

6. Mr.J lrichly·deserves the special recognition afforded by 
awarding hiua the National 'Intelligence Certificate of Distinction. H~ ·is 
not being recommended( for any other Intelligence Coawtmi ty -or CIA award for 
this performance. 

- 2 -
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RECOMMENOA TION FOR INTELLIGENCE COMMUNITY AWARD 

(SvbniitJ_O <o;Hes with; dts<ription ol p~rformon<t 01 strvi<t w01ronling oword; bio ptofiJtJ ond vnclossilitd <ifotiofl) 

b6 
b7C 

I. NAME Of PERSON RECOMMENt>[O_~lo•t/firU/Middk) 2. SOCIAl SECURITY NO. 3. GRADE/RANK 

I I I I GS "14 
-- --

.C YOB 5. PARENT ORGANIZATION - 6. TITLE/PlACE Of A$$1GNM[Nt OVRING A WARO P( RIOt> 

I I Federal .Bureau of 
Invest~gation _ --- Su:Rervisory Special Agent/BOston. t-1assachusetts 

7. RECOMMENDEOAWARO ()/ic 8.1NC_lVSIVE OATES FOR WHICH RECOMMENDED 

National ·Intelligence bQr;fr'ieette ~r Bis~iiR~thm l April .1988 
. 

~lay .198,3 • 
-- " - --

9.1F RET~ING, OAT£ OF RETIREMENT 0. HOME ADORES$ Jl\ TElEPHONE 

.1 April 1988 
'-, __________ __ I~FfiCE. I I . HOME, - - ~- --- --

12. HAS NOMINEE RECEIVED OR BEEN RECOMMENOE_Q FOR ANOTH!R AWARD FOR THIS SERVICE OR ACT? bl per CIA 
Ye$: 0 If $0, indicate aword - b3 
No ~ 

-

------- --------., ___ 
.C. OAT£ 

22 JUN 1988! 

I"·"'" ANo ~~·:;; ~""" o•oANJZATOON MA~NG "COMM<NOATION 
16. 0ATE 

2J J~N 1S~S 
,R\_chard F. Stolz, ~Evt't. Director for Q£erations CIA 

~· "lt ANO~.'J/: ~O,GANoZA<iON('"""'"'""'K~) 18.0AT£ 

. 
James H . . Geer, Assistant Director Intellis.!ence Division FBI 

il9, REPORT OF JNTElUGENCE COMMUNITY AWARD$ REVIEW PANEl .. 
"The Intelligence Commvnity Award$ Review P~l, having cOMidered the foreg<)ing recommendation on I 

» 

0 recommend$ approval 
. 

0 doe$ not recommend approval 

0 recommends oward of 

Chairman, ICARP 
:ZO. REPORT Of NATIONAl fOREIGN INTElUG£NCE 60ARD 

The Notional f«eign lntellig~nce Soard, having con$idered the foregoing recommendation on : 

0 recommends approval of 

0 dOe$ not recommend approval 
- - --

Executive Secretory, NFIB 

THE RECOMMENDATION IN SECTION 20 IS APPROVED: ' 

' 

-
OIRfCTOR Of CENTRAliNTElliG£NCE OATf 

\ ~ 

~- -- - - - - -- - - -- - -- -- -

' 
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A. Descr-iption of Performance:-

A. Supervisory Specia1 Agent L~---------:---.....1 
cooperation and-active involvement in joint ClA/FBI 
counterintelligence operations spans over twenty ·five years 
of service with the Bureau. He is a Bureau agent who 
exemplifies 1n the finest sense the meaning of •dedicated, 
tire1ess, hardworking, and professional•. His incisive 
operational mentality and the talented management of his 
subordinate special agents earned him the highest 

Q on of Agency officers who worked with him. Mr. 
never forgot the principles and problems of 

a e o-face agent handling and often taught his 
subordinates by example through direct participation in 
cases. 

b6 
b7C 

bl per CIA 
b3 
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D. SSAl !direction, cooperation, and skill 
provided the critical Bureau contribution required to make 
these cases outstanding examples of the significant 
achievements that can be obtained through joint FBI/CIA 
counterinte1ligence operations. 

bl per CIA 

b3 

b6 
b7C 



( 

-· ,. ,, ' 

.. 

3. Biographic 'Profile~ 
b6 

~. Mr. I !received BA at George .washington. b7c 
University (1958-1962) with a degree in ~overnment and 
International Affairs. 

~~B_. ___ M_r_J ___________ I-fa_m~·-i1_y __ i_s __ c_o_m_p_r_i_s_e_d __ o_f __ w_i_f_e_l ______ ~~ 
c. Work Hi's tory:-

-Entered on Duty for New Agents Training:- ·10 September 
1-96'2 to 14 .December :1962. 

' 
First Office Charlott~, N.t. Ja~uary ~963 then 
reassigned to Fayetteville 'Resident Agency. on 21 March 
-1963. 

·-Tr·ans,ferred to New Orleans, La. on 20 August 1964. 

Monterey, California for Russian .Language School on. 24 
June 1965. 

Transferred to New York City, NY on 28 April 1966. 

New 'York to Washington Field Office·on 21 June 1972. 

Washington Field Officer to FBI Headquarters on 28 
April 197.5. 

FBI Headquarters to Boston Fie1d Office on 28 November 
1978. 

:Retired in Boston l Apr i1 1988. 
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' .. RECOMMENDATION FOR INTELLIGENCE COMMUNITY AWARD 

I ·c (Submif 10 copi.s with. d.scriptioll ol p.rlourtOtt<fl Ot HtvKfl worrontillg owordJ bio prolile;ond fltt<lowlied citotioll) 

1. NAME OF PERSON ltECOMMENt>EO (tost/fint/ NJ,dd,e) 2. SOCIAl SECURITY NO. 3. GAAOE/UNIC 

I I I I Gi-15 
- -

.C. YOI ' 5. tARft-ll ORGANIZATION 6. TITLE/P1.ACE OF ASStGNMfNT DURING A WARD PUIOO b6 

I I FBI FBI Unit Olief, Soviet Analytic U~it b7C 
Tnt.e11i9'ence Division FBI Has 

7. RECOMMENDED AWARD 8.1HClU$1VE OATES FOR WHICH RECOMMENDED 

National Intelligence Certificate 
Sumner 1985 - Stmmcr 1987 nf: ·ni c:f";nrt-ion 

9.1F RETIRING, DATE Of RETIREMENT ~1 ....... l 
' 11. TEtEPHO ~~ 

OffiCE, 

J HOM£, 
12, HAS NOM!NfE RECEIVED OR IEEN RECOMMENDED fOR ANOTHER AWARD fOR THIS SERVJCE OR ACT? 

Yes: 0 If so, indicate oword 
·No 8 
~nnEANI>~NA1UREOf~~~~ 1,4-0A.TE 

3D~ gg NIO/FDIA-~ 
·-~nE~fJ~OON~I~NOAOON 16.0ATE 

g'fUw~ 
C/NI - .Fr· z . w~ ·Ermarth 

7. TIHEANI>~REOf~PAR<NTO<GA,.lAt""'(¥..,_....,.-..,.l 18.0A.Tf 
' 

~//~J' ~ -~-.~~LZ U 
.( ........ f' 

irectox; .Intel Div, FBI - James H. Geer . . 
~9. REPORT OF INTEUtGENCE COMMUNITY AWARDS REVIEW tANH 

2 6 ~UG 1988 The lnteligence Community A word$ Review Panel; hoving considered the foregoing recommendation on 

·~ecommends approval ·~ -· 
0 does not recommend approval 

0 recommends oword o( ~1-J~~ •. 
~p . 

. 120· REPORT Of NA TIONAt FOREIGN INTEtltGENCE IOA.RD 
12 September 1988 The Notionol Foreign lnteligence Boord, having comidered the foregoing recommendation on : 

. Q recommendsopprovolof national Intelligence Certificate of Distinction • J 
0 does not recommend approval 

. fxecutcve Secretory, NFIB . . ' -

THE RECOMMENDATION IN SECTION 20 IS APPROVED: . 

~ 
' 

Q...._ . 

~~~ . ! 0 SEP 1988 
Ro Gatet' · DOCI, for 

OIRECTO~ OF CEN'I'R:: t INTElliGENCE ' OATt 
I 

. -

( ... "':'~39 .. 

J 

. 

I 

' 
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Bio-SKE'ICH 

NAME:. 
•1 L...----------:--1 

' OOB:- L...,-1 __ ___.I 

§SN:- ...__ ___ __,I, 
EOD fi;;I :- .3~:-Augu.st ~~64. 

I 

E.Doc~r:ioo: ·as .1961' S9q1al Sci~h~s, st. Johns UniVetsi~y,, NY. 
;~w degz.:ee #;rem :St •.• Johns .1-964. · 
rAdmittea·to practioe.law.NY, 7 April :1972. 

- - - - ~ - - .J 

;PAsr OORK ·ASSlGNMmi'S :-
. · · - Mobile, 'Al,?~;)·Selrna Resident 'Agency 

• ~i~_go, ~-~, ·Po~~l~d, FBI Hqs. 
Att~nde9 'Atff!Y ~~ar <;ollege, carlisle, ·Pa, July :si ~ June 82. 

ASSIGN1'1ENTS ·tN FBI Ill:LUD_ED:-- Domestic security work, terrorism, 
investigatiQJ1S,. and,at FBI Hqs supervisor, unit chief and ·inspector aide. 

PRESE.t.'n' ASSIGNI1Et'ri':- ·Detailed to. Intelligence Comronity Staff a.c .Deputy 
Di_rector, COM'ntmity coun~eri11telligebce and· Security Countet:r"leasures 
Office (CCI;s::MQ). 

(At time of ~project .for .which award is ·-being .r·ecorrrnended:- FBI Unit 
·Chi~f, soviet Analytic-Unit, Intelligence Division,. FBI· HQS) 

•GP.ADE:- GH-1_5 

HOME I 
·WD~S~~----------------~ 
HM P".d:-

-OF PH:-

Ff ... waLY:- ~~------------' 

b6 
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b6 
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CITATION 

L...--------___.1 of the Federal Bureau of Investigation is hereby . 

awarded the National _Intelligence Certificate of Distinction jn 

recognition of his sustained superior performance during the period 

1985-1987 in support of a National Intelligence Estimate of major 

"importance 'to the United States. Displaying continued diligence ana 
unflagging dedication, he represented the FBI with 9reat effectiveness 

over an extended period of time 1n matters .involving many diverse ana 
cor.plex issues. 'Ihe consistent balance and good judgnent he brought to 

this task contributed significantly to the production of the Fsti~te, 

and' reflected great credit on him, the Federal Bureau of :Investigation, 

and the lntelligence Conm.mity. 

b6 
b7C 
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GUIDELINES FOR PREPARATION OF INTEI.LIGENCE CO.MMUNITI'·AWARD RECOMMJ.<:NDATIONS 

' ' 

AWARD 

, N~tionallntclligence Distinguished 
Service Medal (NIDSM) 

·National Intelligence Medal of 
Achievement lNIMOA) 

·---

National Intelligence Certificate of 
Distinction (NICD> · 

National Intelligence Meritorious 
Unit Citation(NIMUC) 

. 

IN RECOGNITION OF: 

Distinguisht.'tl. rn<'ritorious service or 
achievement · in a duty of' great 
responsibility within the Intelligence 
Community whicla distinctly benefits 
the interests of the United States and 
constitutes a m~jor . contribution · to 
the foreign inte!Iigence mission o{ the 
·Intelligence Community. 

EspeciaiJ)· meritorious conduct in the 
performance of outstanding service 

, by .a member of· the Intelligence 
' ' Commu'nity. ,. Recognizing ·perfor· 

·mance of an especially difficult duty 
in a clearly exceptional manner, the 

. service must relate directly to the In· 
telligence Community's ·mission ·to 
provide the intelligence required for 
'national security policy .determina· 
tions. 

·Sustained superior :performance of . · 
duty of high value by a member of 
the Intelligence Community or for ~ · ' 

' ·.significant single act of special merit. 

: Collective . performance of a unit pr 
group that has :resulted in · ac-. ' 
complisbments ·of a dearly ·..superior 
·nature and of sigriificant lbeoeHt . to 
the Intelligence Comm~nity, . 

' • 
i · l 

' 
' 

--=--=---- - ---=-=--- -_-_ _ . --_ _ ._--

~ 

CRITERIA 

The stil>ubtiota·· duty o{ great re:spon· 
sibility•· normally will limit this 
.award to very senior person$. It is in· 
·tended to recognize sust~ined 
superior ·service or achievements 
r~ther than one-time contributions. 
'Performance within or on· beJ~f£ o{ 
an individual component • w,ill be 
more ·appropriately recognized by 
award o( the Distinguished· SerVice 
'Medal . of the · military services. the 
CIA Distinguished Intelligence .. 
Medal, or · other comparable civilian 
awards. However, there may be in· 
stances where the accomplishments 
contribute to·the effective function· , 
ing of the Intelligence Community as 

·a whole. 

;This award is to recognize 
achievements which do not warrant 
the · NIDSM. Involvement in ·the 

•senior level of the Community is nor
mally a.prerequisite, but there may 
be exceptions. Service within and on 
behalf of an individual organization 
will be more appropriately recogniz· 
ed by .the ·Del>artment of Defense 
LCgion of Merit, the CIA Intelligence 
Medal of ~ferlt\ or other comparable 

·civilian awards.· However, there may 
be instances where the .ac· 
complisl1ments ·benefit the . Com· 
munity as a whole. 

This a~ard is to· recognize 
achievements on . behalf · of'! the In· 
telligence Community which do •lOt 
warrant' the NIDSM or NIMO,\ .. It 
inay ·be , awar4oo regardless . o! . tlae 

: , rank <?r gra'de of the nominee. 
l - . - .. -

This a~ard -rew&riizes ._achieveil~entS' 
, : l>y a ·unit wl;ose coilective perf or· 
, mance · deserve$ si>eeial ·recognitiou. 
· Normally, individilal • awards . to 

mcmi)CrS of tlac unit wili not. be war·· 
· r~nted, • but ·suda di.tabccognition of 
individual performance is not totally 
precluded. 

' 

b6 
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RECOMMENDATION FOR INTELLIGENCE COMMUNITY AWARD 
I 

(Submit JO copi.s with: a~ scription ol p~rlormollc_• or s~rYic• WOifOIIIillg aword; biO prolii•J ond IJfiCios_sili•d cilotion) . 
I .. -.1 . . . 

1.NAME Of ~ERSON REC9MMENDED (t~t/fint/~) 
I 

2. SOOAt SE~RITY NO. : 3. GRADE/RANI< 

r I 
' 

A. YO& 5. PARENT ORGANlZA TION 6. TITLE/PlACE <?f ASS~NM£NT DURING A WARD P!RIOD - . . -
I 

" ' 
I 

. 
- - .. -~ -- . . -

7. RECOMMENDED AWARD J e. INClUSIVE DATES FOR WHIOi RECOMMENDED 
' 

, -. 
. - - . . 

-9.1F RETIRING, DATE Of RETIREMENT 0. HOME ADDRE~S n. TElEPHONE 
OFFICE, 

·. I 

HOME• 
12. HAS NOMINEE RECEIVED OR &fEN RE,COMM£NOED fOR ANOTHER AWARD fOR THIS SERVICE OR ACJ? 1 . -

Yes: 0 If so, indicate oword 
No 0 

~3. TITlE AND SIGNATURE OF INOMOUAl MAKING RECOMMENDATION 14.DATE -

. .... . . . . . 

5, TITlE AND SIGNA TURf OF HEAD OF INTElliGENCE ORGANIZATION MAKING RECOMMENDATION 16.0ATE ~. - ... - -

- . 
: 

I 

7. TITlE AND S!GNA TURf Of HEAD Of NOMINEE'S PARENT ORGANIZA T'ON (if other tt.on rec~) 18.DAT:: 

' 
. . ..... . 

,...: ... -r 
9. REPORT Of INTElliGENCE COMMUNITY AWARDS REVlEW PANEl 

The lnteligence Community A words Review Ponel, having considered the foregoing recorntnendotion on . 0 recorntnends opprovol .. \ 

0 does not recommend opprovol 

0 recommends oword of . 
' ' . 

Choirmon,ICARP · 
120- REPORT OF NATIONAl FOREIGN INTElLIGENCE &OARO . .... 

The Notionol foreign lntelrigence Boord, having considered the for~ re_corntnendotion on ' 

0 recOI'I"'tnends opprovol of 

0 does not rec~ opprovol 

. Executive Secretory, NFIB 

THE RECOMMENDATION IN SECTION 201S·APPRQVEO: 

f0RM4239 
94~ ... 

·r.• 

DIRECTOR OF CENTRAl INTElliGENCE OAT£ 

~ 
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~ SVC Hl\1 ZZK ADDRESSEES CORRE-CTED 

RR RUEAtiA RUEKJCS RUEAD11D RUSOAYB Rl-!DJAAA RUCIAEA RUEAHQA 

RUEHPB RUETI'AA RULSHCA- P.UKLDAR RUDHtiiC RUEHDC 

DE- RUEAllA. #3052 2.992011 1 
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R ~51935Z OCT 88 ZFG 

FH C:IAINC 

TO RUEAI:t"AICIAIIllASHINGTON DCIDDOISEIRRIHILL 

RUEAIIAICIAIIWASHINGTO~ DCI/DDO/EAIRRISTENT 

RUEAIIAICtAIIWASH1NGTON DCIDDA/SDIOLIQURTO~ 

I l 
I 

I 
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' I 
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auF.At-IAictAI nrAsHt.NGroN nciDDrlcaEsltacls~_GIE}ANs(: .. ; . "... #'~O--~' L I)} ~lr'_ . ··-·
r.u&KJcstont /DMf-2C/DT-F!l0/LAUB 6 J .... ,?) ,) ~ s o;Q~J) 
RUEKJCSIOIAIIDB-4BIMIKLICH • 

RUEADWDIHQ OAIIOAHf-lSHIKLOStERIDAMI-FIT-EAIRENSHAU/1 

lWEOA 'in I FSTC INTEL OPS II Al_FtH I A I.FIMA-PRUGlr/ I 

RUDHNSCINAV TECUINTCEN/INFHPIDANIELS 

RHDJAAAIHQ. AFSCI/UlJ'/OPENSHM1 

RUCIAEAIFTD UPAFB OHIIXOCFIKtNG 

RDEAHQAIHQS USAFIIlNXH/FOLEY 

RUEHFP.IFBI/ILABA ~I 

53 AUG 0 1989 

_ _..,. 
i :.. - ... 
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RUEORDF{diRAFMIC FT DETRICK 

MD//AFMlC-CR/TORtAN//USSS//J CARLON/ 

RU&~fAA/DlRNJA//~515l/WQ1 

RULSHCA/C~ MCCDC//IN//QUANtiCO VA//J ALVAR~Z// 

RUCQGDA/DtR HSlC REDSTONE ARS AL 

ARSENAL/AlAMS-0/STREET 

RUKLDAR/CDR AHC//ALEX VA//AMCKI•FR/NICHOLSON 

RUDHNIC/COMNAVINtCOK//~lC-03/tRUNBULL 

PAGE 2. RUE'AllA_ 3052 ~ 
I 

RU&HDC/DEPT OF COMMERCE/ /E'A/O'rA/5212/.KRUSE 

BT 

'~ 

CITE, CIA/NC 32,108"5' 

FROH: ClA \lASH DC//DDO NC OPS STAFF-//FORMAT 

SUBJECT.: NOVEl·1BER 8.8 JOINT. FOREIGU MATERIAL PANEL (JFHP.)_ 

MEEtiNG 

1 DATE: WEDNESDAY, i NOVEMBER 1988 

PLACE: DfAC BUILDING, BOLLING AFB, VASHINGTON DC 

ROOM. B6-15Q 

TIME: [030 HOURS 

. ., ,. 



-~. 

ONLY ADDRESSEES UlLL BE PERMI~TED TO ATtEND. OTHER lNTERESTEb 

PERSOUNE"L SHOlJLD CONTACT .DIA/.nfO OR NC/FORUAT AT l'JtE BELOW 

NUMBERS FOR CLEARANCE. lF MORE lNFORMATION IS 'EQUlRED, 

CONTACT MIKE LAUB OR -TOM 'BENJAMINSON AT AV24:3-2918 OR NICK 

KNISKA AT _351-2 569., 

BT 

#3052 

N1WN 

fiLE: Jl'MP .MEETING. l't:et eABR BRV USU 4 82. 

- -·--- - --



I 

I 

I 
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Pl' RUEHFB 

DE RVEA-IIA 11.9070 

'ZN'i SSSSS 

P R 262258Z JUL 88 

FN ClA/NC 

TO RVDHAAT/CDR USAlSA WASHDC//no-oS 

l~FO BUDHAAA/CDR INSCOM AHS VA//lAOPS-H-~CO 
. 

RUBKJCS/OIA//WASHINGTON DC//DAM-1 

RUEHFB/ FB 1 HASHDC/ AL-_ __.1/ 
_BT 

~ 
CITE ClA/NC 175260 

~ !19Ff>IHl R99€A li.NINl'EL 

EJ:ce AD A.."':':''.
Exee A'J lr.v.
Excet..OLES 
Al:t 
J.C,t,, 
C:'!:':l r..l'oo.-u-.,Mil''..t...l<' 

~~,. ----~-"---~ 
r~:e:~ ___ .. , 
l.t:). ___ _ 

.Le::,JC:.t.-;'1 -
-c:1 c~.:.-.~ 6 

P~.:~!;~ t.~!~ __.._ 
n.ce l.!z~t!. -
'l'~X\'1 ·~c;"V~ -
rr::.:tlin;) ea ;~•~..,..,...., 

fi':l Atf.s !N.~::.. 
T¢!¢?l'l0m R:":l -
::~:or·s S~c·y-
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--.- ....... _ .. ___________________ ... .._, __________ ........ __ ........ ________ ...__.. _________ .,.. _____ ... , _________ _ 

WARNING: CONTAINS GRANTOR SHADOW (O) AND RODCA MATERIAL. 

LIMI~ ACCESS TO THOS~ 1N01VlDDALS WITH VERlflED ACCESS 70 BOTH 

CAV.EATS. USA I SA FOR COL LACKEY; lNSCOH 1AOPS -U-PC 0 FOR MAJ 

S'ftWAR'r; FJH 'FOR SSA ~....1 ____ ___.1; DlA DM1 lB FOR NR. RAE. 

--~.._ .............. K ... --..-• ..- ... -:----•- -:Jooll- ........ ~ .. .., ---------------- -·-·-~ ...... -- ..,_ -- ... - -~ .. ------- !llllf -·---- _,..-

FROU: ~lA WASH DC// ODO NC OSEL . ,.,-
SUBJECT: CONTROLLED CONTAC1 COORDINATION REQUEST 

, 

5 3 AUG .0 8 '1989 
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'9070~ ~·· ' ' 

REF: .tDRUSA1SA WASUDC/ /DO-OS-SLB/ /.HSG DTG ·p_09200.5,Z JUN 88 

ftr) 1. x/1tP7 TH l S -AGENCY COO.RD I NA"rk:S REQUEST .FROM ARUY lSA 

FOR CONtACT Wl!H SUBJBCT OF REf'EReNCE TO ASS£SS HIS SUlTAB'ILITY 

AS,A POTBNTIAL ACCESS AGENT TO.PERSONS RESIDING lN 'IRAN. 

SUBJECT HAY BE CONTACT8D DIRECTLY WITHOUT NC PARTltiPATION, 

'HOWEVER A COUR!'ES Y CALL 1'0 NC I NEt-/ YORK WOUl.D 1:\E A PPR.EClATED. 

2. '91Hii'b GAJ:rQ BRV IH:Ht 4 82. 
' 

:ST. 

-#9070 

bl per CIA 
b3 
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... 1)6 
A.IENT OF JUSTICE _.--UNITED STATES 

·, Memora·ndum U 01'' INVESTIGATION ' II .r .. l 
~· Acting 

TO :1 D.irector,-FBI 

FROM ~ILWAUKEE 
·I 

(66-2177) 

DATE: 7/27/87 

ATT.: Correspondenc_eAJCR Section 
Records Monogernent Division 

, RECOMMENDATION FOR LETTER FROM DIRECTOR -

b6 
b7C 

SU~BE ! CORRESPONDENCE MATTERS 

S~: · · ~. - Th~s cornmunica,t;ion is cla~sifi.ed ·~ .. in it~ eftesi!'e~y 
CLASS - · Tbts·form may be uhhzed where apphcable Jn conJunction wat~ Bureau letter 
SRC'D ' :to Alb~ny d all offices dated 1_1-7-73·captioned "'Correspondence Matters." 

SER Ra.nk (if applicable) 

REQ 

IS) 

Name otllead of Agency 

CY W.H. WEBSTER 
Address of AgerJ.cy (in~lude Zip Code) 

DIRECTOR, CENTRAL lNTEtLIGENCE AGENCY, WASHINGTON, D.C. 20535 

BASIS F,OR RECOMMENDATION: <An~pluy \Index- "Re~Urks.•> 

.CJ Promotion <Indicate from-· _..._ __ __. _______ to --------..J 
0 Serious illness (Indicate where confined; if hospital, how long confinement·will be.) 

CJ.Death (Indicate next of kin, widow, .if any, and childten, if any.) 

C) Death in family <Indicate relationship.) 

0 Editorial or feature article <Indicate whether complirnentary.or dexogatory; also 
indicate editor, or newspaperman, to be written to, 
with address and Zip Code.) 

0 -:';)':,:.:~:for assistanceinJ!ureau~ase.ldentitycase by caption under 

:;:~~J:.t forth below a cleru, conc>se, )us!U>Cabon for recom::ahon. Be 

b6 
b7C 

bl per CIA 
b3 

bl per CIA 
b3 

.. 
>li 

,-~~-

,..81/00J 



-- -
80¥1 

CLAS9 -

\ ' 

August 13, 

PERSOUAL 
BY LIAISOU 

\' 

• 

bl per CIA 

b3 

APPROVEO: Mm. ~1'\o'$. C!f. ~. . 
Crim :M. . & Plb!ie ~~· ~ l~¢"lt .... ---- 0~1 et Lil. (/() , 

o:rtetor • ':l.t;V,,.';,I*' ' c & t:otl Af:-3. '~ 
Exee. AD-Ad~.~- ·~~c:. :f'~ r-4'·:. fl;,.g~.----

' 

Ex~. AO·Im. __ ~ot.C<:rOl!- ·Ttc."' ~--n. ~ John E. Otto 
Exec. AO-LES _ Lese.~ C' :'1. ·rraln:ng ----

. ·Acting .Director -l , , ~ __ :B" 
1 ·- Hono able \Ulliar.t ·n. \lebster ~~ .,JY760 ~~ 

Dire tori< Central Intell-igence ~ 
Centr~l I elligence ·Agency \ SEi> 10 ·\SS7 b6 

-1 - Uilwal\ke ·(66-217-7) ,\1 b7c 
'ReurPI1.- 8 dated 7-27-87 and Bucal frorol ~ ~---...... 

~·•c AI> AI"'·-
(xec AI>IAv,_ 

' lxec AI> LES -
Aut,l>lr.l 

SA 8-12-8 7. xc;:::a== 
' A4M. S.rve. --.. 

Crlm.I""·
I~Af. __ 

.a.. ••• _ _.__ 
..... u. ----
L·~·----Leeotcou ... _ 

1 -·nr. 

Off. c ... o. & 1'1 -
P.,Wie Affo. - VI--"' • 

'R•c.Mtftf•-

_ter recor.u:tended by SAC, Uilwaukee, and Bufiles 
ing to preclude • 

' 
,.... ' ! \ \ ·' 

' -... 

T ect.. Servo. _ ~2 &fAY 
3 T••IA!Ao- :--.: , f 1989 

T•lept..,..R.,. -- " . ............ ~p-

,; 
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• 

~ ·. ' / ( 6l· 
~Meihoran( Jlm . . 

To D~te 1/11/88 

~~ '\.. From : ~L..........--------1 
CLASS~ , 
SRC' I> «t : FBI DETAILEE 
~~C ; COUNTERTERRORISM CENTER 
~""' '-. CENTRAL INTELLIGENCE AGENCY 

\ 

(CIA) 

PUBPQSE: To recommend an assignment of a GM-15 Supervisory 
Special Agent (SSA) to the counterterrorism cente~ (CTC), CIA fo~ 
an initial one-yea~ period • 

. RECOMMENDATIONS: 

1) That the detailing of an FBI SSA_ to the CTC, CIA, 
be api)roved. 

APPROVED: V,1 Adm. S*rvs. Off. of Cong. 
// '. yer1m. rnv. &PublieAtfs._ 
'"'C..J !Oent. Off of Lta. 

Director -~~. l:t.;.p¢etion & Inti At1$. ---
Exec AD-Adm. n• • . Rec. Mgrr.t. __ _ 
Exoe. A[).fnv Laboratory Tech. Servs. __ 
Exec. _ LesaJ Coun. Tratnizlg __ _ 

1 -
1 -
1 -
1 -
1 -
1_-

L...---------1 

, .. ,.u, __ 
L.~--
LegoiC_._ 
Off, C-.& 
p.,~ic AHa,

Rec.Mt"'·-
Tech, Servo,-b6 

_ T••"'"'9-b7C 
·r.tep~~ .... R ... _ 

Olrect«'• S.c'y _ 

,., 

b6 

b7C 
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Memorandum from I I to Mr. Revell 
.Re: FBI_ Detaile~e:---------

TRAC, 

counterterrorism center 
central Intelligence Agency (CIA) 

. 2) That the assignment of CIA Researc~Analyst to the 
TS, CID, be approved. · 

APPROVW. ~ Adm. Se~Off. of Cong. 
.J_ Cc'im.llW & Public AHt.-

J/ ~ . Oft otua. 
Oirecto~/'.'. c,, & lntf A!fs. __ _ 
Exee. AO-Adtn. . •n• . . Ree Mgmt. __ _ 
exec AO-Inv La!)Oratory feeh SeM. --
Exec. _ Ltgll Coun. Training ---

3) That the SSA. s~d be a Gll-15. 
APPROVED: -e_.J ft.G!.'T1. Servs. Off. of Cong. 

V"' Crltl'l. Jnv . & Public A!fs. 
. ') ldent. · ON ofUa. - -~ 

O:rcctor r~ ,, & fntl . A.'fs AM.'( 
Exec. A~Adm. tell · R . Mg. • --- I,,. 
Exec AO-Inv. Labofatory , T~h Se~. · 
Exec. A -Legal CoUn. Tr&:nfn9 ---

4) That initially, the assigmnent·s. mentioned above be 
on a trial basis for a one-year period. 

APPRO,~: Uj Adm. Sem~ Off. of Cong. '-"(_r-! J Crim.r:w. & Pub!lcAHs._ 
~:./' !dent. _ ON ot ua. 

Director ~~ · & Inti. Mfs. 
_Exee AO-Adm. . er Ree. Mgrr.: •. __ _ 
Exec AO-!nv. ~~tory Tech. SetVS. __ 
Exee. AO-LES - ~ Coun. Trt:r.!l'l9 ---

5) That the detailee be authorized to use his FBI 
credentials while conducting any overt business on behalf of the 
CIA. t/ ~-

APPRO~Jf Adrn. Gem. Off. of Co."1Q. 

ldent. o~ of Ua. tr rJ Critn..lnv &P~!iCA.tts.-

0~ . Inspection & ltd Ms.---

\ ~ Exco MJ.~.. ! Ree Mgmt 
\A.. ::Xoc AO-Inv •. lal:loratory --·· Tee., ~tV$. --
~ Exec. A -Legal Coun. Tr:lo"'lr.g ----

GM-15. 
6) That th~ TSL, TS, CID, be increased by one SSA, 

- 2 --

--- --------
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:Memorandum trom....,l.....--____ ..... 1 t~ ·:Mr. Revell_ 
Re :_ FBI. Detail~e 

Counterterrorism.· center· 
.. , Central: .·Intell ig:ence, Agency (CIA) 

. ~/ Mrn SeN 01f. ct eong • 

7) If recommendation five_ is ai?proved,- ·that the 
·nomestic.-Terrorism Target: Staffing· level_ ·l.n_ the. San_ Francisco 

: Divisio~be. reducedt by on*. · 

. A?Pt\0\'EO: ? J . Critn·. lnv • & PI:~ ';c. AH$. - - ,. - ..fr""" 
~ ~ ~ ·~,t~--- ~'('~A-u O:.:cetOf R.."'¢ U,9fnt.---

Ext-e AD-Adtn Teel'1 ~ -·-

{S) ·········· ·· - ~YJ ~~: ~~ ~ Train!tlg . . 

· ~' ) \.J '''' 

SXNOPSISf·--·During x-~cent discussions between Criminal_ . . 
~Investigative · ~ivision (CID)r~errort~:=:= ~:~-::i:n ~TS) ·chief _ 
Steven 'L.: Pomerantz and · Deputy Chief____ ___._.., :___ pf the_.erc, ·CIA,-
a_ need_ to . strengthen_ both_ organiz·ati I . I?erational ties 
between_ the two agencies wa$ identified. To fl.ll tha~ continuing. 
need· and to insure the . future success of this critical interface 
between_ the two .acjencies,- it was agreed that the. FBI. would 
considet: detailing an_ SSA,- GM:-15 to · the ere;- .CIA, fot:· .an. initial. 
one-yeat: period;' concomitantly·, the: CIA_ would: detail. an. 
experienced Res~arch ·Analyst: to th~Terroris~Research and_ 
Analytical center (TRAC), TS, CID, fot:· a one-yeat: period. The 
SSA_ assigned ·to the CTC· would .ret·ain_ ·and_ use _FBI_.credentials in. 
the conduct_ of any· overt: duties undertaken in_ ·connection with his 
assignment~ Thi~ SSA would also be ·directly assigned t~ the ere, 
CIA, .but would remain undet: ;the ·administrative_ control. of the ,TS,
·CID._ It this ·detailee _is t~ remain under the ccmtrol of_ the_ TS, 
.CID, the target staf_fing .level. (TSL) ·fot: the_ TS would_. have to be_ 
increased by one_ SSA~ -

~!~~ ~~~.r~~rt=~~.,~~~~~~b;;~~fg( ;;;~~~~Je~ety 
Pomerantz,- a. need fot: .close and· continuing cooperation between 
-the_. ·FBI and.' the ere, :ci~, was· clearly indicated _in cases_ of:
international: terrorism .wherein_ there is a co:mmorial_ity·· ot 
interest. To insure the. success of the_ critical_ 'interface, it. 
was_ agreed that the: FBI would_ consider detailing a SSA, GM-15, to 
the_ ere, CIA, for· -an_ initial_ one-yeat: period~ .concomitantly the 
CIA_ would detail an. experienced EesearchAnalyst. to ·the TRAC,- TS, 
CID I for same one-year period. on a: .trial basis •. .The. FBI. SSA 
assigned to the CTC would provide a: .direct_ and continuing liaison_ 
link_ w'ith the_ FBI ·and,- in_ particular,. the TS of_ the CID, which_ 
has -overall ·program· management· responsibilities. The CIA analyst; 
assigned to_ the FBI .would . provid~ the same · direc~ an~ continuing 
.liaison link: with_ the. CIA. and,- in_ !?articular, the ere.: 

- - 3_ - -
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Memorandum from~~ ~----_.1 to Mr. Revell 
Re: FBI Detailee 

counterterrorism· center 
Cel)tral ·Intelligence ·Agency · (CI~) 

• • 

This SSA would have continuing access to information in 
the CTC- that impacts upon FBI -responsibilities; moreover, the S~A 
coul~ facilitate the FBI gaining ·access to ·information· which the · 
CIA would not recognize as impartant to or .impacting on the FBI •. 
Finally, .the SSA could foster and. facilitate more joint 

{S} . operations .between the FBI and the CIA where indicated. 
···· ············· -·-

··········· -. The:, : r part, is in complete concu:rrence With 
this concept. [ == =advised that the SSA. assigned to the CTC· 
at the CIA wou 11a a ess to ·all incoming information as well 
as being fully· integrated into the CTC operations. In return, 
the FBI.Agent could help the CIA to -better Understand ·the Bureau 
and its role as a law enforcement agency within the .. Federal 
system, as well as the Attorney General Guidelines that govern 
both domestic ·and international terrorism. inv~stigations. 

With regard to the ·assignment of an experienced CIA 
Analyst to TRAC, TS, CID, fol:' a one-year period, the TS bel.ieves 
that approval is warranted because, of potential benefits to the 
FBI. This CIA Analyst could ' certainly assist the FBI in refil)ing 
its analytical approach. Moreover, the sharing of analytical · 
techniques and methodologies in -addition .to information as well 
as the establishment .of .a direct liaison link between· the 
analytical components -of both agencies can only foster closer 
cooperation • 

.. Because the CTC· is · not familiar with ~-FBI .operating 
procedures in terrorism investigations, there has been some 
initial. confusion as to the .role of .the FBI. The FBI Agent 
detailed to the CTC must hav~ considerable experience in 
terrorism investigations .as .well as ·detailed knowledge of the 
Foreign counterintelligence Guidelines issued by the Department 
of Justice. It is anticipated that this detailee -will contribute 
critical input into the future success of any FBI/CIA. joint 
operations inasmuch as ~at ·Agent will. be directll. responsible 
for the intet:"face between the .two. Therefore, th s Agent should 
have a ·thorough .understal)ding of both the riature .and· importance 
of this continuing liaison relationship with the CTC of the CI~. 

Inasmuch as senior analytical personnel .assigned to the 
CTC· ·are at· grade level GS-14, it is preferable ·that, if .app;-oved, 
this SSA be a GM-15 iMsmuJ as he will interface · with and report 
directly to! / /. /:__ the Deputy Chief . of_ the CTC. 

ts'.r···················· .. -· ·············· 

- 4 -
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Memorandum from -1"'"" ____ __.1 to Mr. Revell 
·Re: ·FBI .Detailee 

CoUnterterrorism Center 
-central -Intelligence .-~gency :(CIA) 

FUrther, this detailee will_ effectively function ·as the _law 
enforcement liaison with the CTC as well as participating in a 
coordination role in any ·ci~ad hoc working · groups . forme~ to 
coordinate u.s. Government activity in_ international terrorist 
crisis situations. 

If approved, the TS will continue to be .responsible for 
the detailee•s performance appraisal; therefore, the detailee 
should remain a GM rather than reverting to a GS rating. 

The TS also recommends that the Agent selected be a 
GM-15 inasmuch as :he .will be interfacing directly with and 
advising .. decision makers within the ·CIA. FUrther, analysts who 
will ·pr9vide support are. GS-~4- and below:- This detail~e will be 
a .. decis1.on maker and ass1.st 1.0 the decis1.on making process of the_ 
CIA in regard to 'those areas of particUla~ concet'n to the FBI. 

The_ TS also recommends that initially the assignment.' be 
on a trial basis for a one-year period. This would allow.fo~ 
reevaluation of-the assignment to determin~ if it -is productive 
and effective for both -the FBI and ·the CIA. -

The TS also recommends that the detailee be authorized 
.to use his .. FBI -credentials while conducting any overt business on 
behalf of the CTC, CIA. Although the· detailee will be assigned 
to the CIA, the ·use ·of_ FBI credentlals by this Agent .will 
.obviously open many doo~s for him in the law-enforcement 
community and .other ·Federal, state an~ local agencies. The 
individual assigned will have ·to .insure that it is ·made clear to 
any contacts that although he is a_ FBI_ Agent, .he is detailed to 
the CIA. or in cases where that is not appropriate for secUrity 
reasons to whatever a~propriate governmental_ agency is being used 
as a cover. 

The TS has previously coordinated with the -Legal 
.CoUnsel Division regarding the .use of FBI credentials -by the 
detailee. Legal Counsel Division has advised that there Js no 
legal reason that would preclude the use of .FBI credentials by 
the detailee. 

By previous arrangement with the Administrative 
.Services Division in the assignment ·of SSA~ Ito ~he 
Department of Energy as a · GM-15, this deta Iee to th~ ciA woula 
also be assigned from the Terrorism section; therefore, the TSL 
of the TS will have to 'be increased 'by one SSA, · G~-~5. 

~ 
- 5 -
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Memorandum from .!-::1 :------__.~o Mr. Revell 
Re: FBI Detailee 

Counterterrorism Center 
Central Intelligence Agency (CIA) 

Present program commitments of the TS simply will not allow 
detailing of a SSA, GM-15 from within existing complement. 
Further, as the TS, CID, wil_l maintain administrative control 
over the Agent assigned, the TSL of the TS must be adjusted 
accordingly. 

If the detailing of this Agent is approved, the 
Terrorism Section has identified the San Francisco Division as 
the field office from which this position will come. This 
decision was based on current and projected domestic terrorism 
workload in the San .Francisco Division for Fiscal Yea:r 1988, .TSL. 
The following figures were util_ized as the basis for the 
aforementioned decision: 

TARGET STAFFING tEVEL 

San Francisco 13 

Burn Rate as of July 4, 1987 8.29 
Burn Rate as of September 30, 1987 8.56 

It is therefore requested that the Domestic Terrorism 
TSL for Fiscal Year 1988 for the San Francisco Division be set at 
12 in order to staff the position of FBI Detailee to the CTC, 
CIA. 

- 6 -
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MEMORANDUM TO MESSRS: REVELL 

I I 
GEER 
I I u 
POMERANT-Z 

D .,1) 
RE~CIA COUNTERINTELLIGENCE 

~ELA tlQN:s:-YU.TH-C.!A.-

' ; 

5/27/88 

CENTER (CIC) -
This conmunlcatlon· Is classified·~ In Its~ 

~~~ t ll"e,y. 

The new~A.Counterlntel I lgence Center, combining 
components from the Deputy Directorate for Operations (DOO), the 
Deputy Dl rectorate for Intelligence (DOl)., and CIA Off Ice of 
Security Is now operational. The CIC wl I I provide better 
Internal coordination and capabll lty In CIA's counter Intel I lgence 
areas of focus. 

An organizational chart and a copy of a breakdown of 
principal CIC components and their responslbl I I ties Is attached 
for your Information. 

Effective lnvnedlately, alI' Double Agent travel 
concurrence reQuests to the CIC are to be directed as follows: 

-.. 

b6 
b7C 

\5) 
D _______ • ___ recto __ r:_ ---····o···-~---·······c······e·····"·-···t·····r·····a·····-'------····'----"--mtu:_'mlmi~=1ce Attn: 
Assoclaleeputy Director for Operations 

for Counterlntel I lgence (ADDO/CI) 

bl per CIA 
b3 

f Room 7E17 ~ 

CIA Headquarters Building 6:?-(~J!IJ/ 6~~1 Exec AOACIM. 
Exec AD lnv.::.=:E n c I 0 s u r e s 
Exec AI) Lt:S-
Aast. Olt~ 

Aelm,S.rva • .........,. 
Crlm, lnv. ____;. 
14eftl. - -
lftop, __ _ 

!men._...._...,. 
lei),........_.....__ 

~~:~A:= _1 -1 I 
ltec. Mgllt ---.. 1 - . . 
rec11. '-"'~· - 1 - L.c=-=-1 A-=---=R-e~-l-a-:t-:l~o....lns 
Trolnlflg - • 

Oft, LIIISOII fiir l"("'C'"i){.i • 
!ftC. Atfs. ' '"--'1.,.. 

Telephone ltm.- JMW: Ice ( 17) t~ 
OlreciOt''o S.c"y - MAl\. ltOOM 0 ~ 

(CONTINUED OVER) 
b6 
b7C 
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Messrs. Memorandum froml !dated 5/27/88 
Re: CIA Counterintelligence Center (CIC) 

ReluatJons ·wIth CIA 

b6 
b7C 

bl per CIA 
L------------------------------------------------------------------------b3 

(Note: AI I other travel concurrences which must be 
approved by CIA In Counterterrorism and other FCI-related agent 
travel will continue to be directed as follows:· 

Director of Central Intel 1 lgence 

CIA HeadQUarters sa1 Iaing 
bl per CIA 

b3 

re 1 a ted !;:~~luu~~n~~!~=n~~=?~r I zed to approve a I I nondoub 1 e agent 

Normal correspondence with CIC which Is not for travel 
concurrence wl I I be directed as follows: 

Director of Central Intel I lgence 
Attn: Hu h E. Prlc 

Other executIves of c 1 c who w I 1 I have per 1 od 1 c contactbl per CIA 

with the FBI In their new capacities are: b3 

!"'\ 

A 
- 2 -
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Messr.s ·: _Memorandum from I I dated 5/27/88 
~e~. CIA Counterintelligence Cente~ (CIC) 

Relations with CIA 

Te I ephone numbers for: a 1 1 of the groups .and branches of 
the CIC· are- set f·orth In the attached·' breakdown ,of .CIC groups. 
area~ of· JurI sd I ct I on. · · 

"Please route this Information to·~H pertinent 
per.sonne I to assure fam I I I ar I ty by ·FBI HQ personne 1 ·.w 1-th .~he' new 
CIA CIC operations~ Any other \Questlons,re~ardlng the·CIA CIC 
may be f I rected to -FB 1· I I SSA I I I Ex tens I on 4643,- Room. 7452. · 

·~ 
-- 3 -

I I 
ln~pector-ln-Charg~ 
Off Ice of _Liaison and· 
.International ·Affairs 

L____:__ __ _:______.:_ _ ___ _ ___ __:_ __ _c:_ __ ___:_:...::.___:.:___--=:.:..c: __ _.::_ _ _____ _ .... ·--

b6 
b7C 
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~OBJeCT~ CIA's Counte~intel~igence Center 

•• 

bl per CIA 
b3 hief Counterintelli ence Center,l I 

esponsible for the detense of CIA s £ore1.gn operatLons, tne 
ecur ity o£ ·all. C!A cornponeJ•ts ·against penetration by foreign 
ecur it.}' and "inta.l . .ligence ser-vices I ana developing CIA pol icy 

L----~-S-). -----l_wi'th respect to counter intelligence issues. 

{S) 

ll uc s 1 -comm1.ss1.ons, ana co or 1.nat.es researcn 1n CI/1. to 
.further ~he understanding o~ the counterintelligence tnreat 
against the United States , provides collection requirements 
and maintains countecinte~ligence data bases, and produces CI 

ro uces s u 1.es or tne po 1.cy maker, -analyst, and field 
operdtions officer on the ;.nte1U.gence and secur-ity services 
and tne counterintelligence threac fr~m all countries of the 
'Wor .td except the Sov-iet Uni.on. 

bl per CIA 
b3 

bl per CIA 
b3 

Ma1nta1.ns ana augments counterintelligence data banks, oeve1ops 
new methodology :in addressiny counter.intellligence issues, and 
provides analy~io support to counterintelligenc~ operation$, 
investigations, and field suiveys • 

. t\UA~ f, 

I ~~~/L-----------------------------------------------------------------------------------------~ 
6~-- g~'lfrJ /'lb ?Jrf 

IS) 
~ 

!ill CLO~~.RE) 
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Counterintelligence ·Center 

ADDO/Cl 
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C/CI Center 
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January 19, 1988 

RE: ~IA APPOINTMENT OF 

Director Sessions: 

INSPECI'OR GENERAL WILLIAM F. .DONNELLY 
EFFECTIVE JANUARY 18, 1988 

' .. 

.------LFo~r~~:........<~uo~u~r~.....,information, I I ourl I 
I I has been adv1sed that effective January 18, 

1988, WILLrAM F. DONNELLY, formerly Deputy Director of 
Administration at CIA, has been appointed as Inspector General of 
CIA. You ·met BILL DONNELLY at the lunch where you were provided 
general briefings on CIA. 

In an internal administrative announcement, Judge 
WEBSTER has announced ·to the CIA General Staff that he is 
strengthening the role of the office of Inspector General. The 
Inspector General will:now report directly to Judge WEBSTER and 
holds the rank of Deputy Director, subordinate only to the 
Director of Central Intelligence (DCI) and to the Deputy Director 
of Central Intelligence (DDCI). 

Additionally, Jud~e WEBSTER has announced that the 
Inspector General's staff w1ll be enlarged and CIA's most 
talented, highly-rated GS-15s through SIS-03s from·across the 
agency will serve at least one-year terms in the Office of 
Inspector General. successful completion of that assignment is 
viewed internally in the CIA as a key.assignment leading to more 
senior positions in the agency. 

Additionally, Judge WEBSTER has informed his staff 
internally that he views the Inspector General's charter as 
broader than it had been, heretofore. In addition to·normal 
inspection, investigation, and audit activities, their·role will 
be, in a constructive sense, directly involved in improving 
overall agency management, insuri~ accountability and 
discipline, and encouraging the ra1sing of standards and'quality 
of performance, as well as playing a significant role in the 
development of top managers and leaders of the future • . 

-~--- -- --~---

b6 
b7C 

b6 
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-·From: 

subject: 

:Aiillil~ . ..... 
·February 19, ~988 

:Mr •. :Lee- s •. Strickland 

:BY :LIAISON 

.P"\yief, -Info~m~tion Services Division 
~_ntr~l· Intel1 igence Agency· , 

-1107· Ames Bui:lding . 
. washington, b.c. 

Gary L. Stoops 
·security Programs Manager 

A + .1 

'REQUES~ CONSIDERATION FOR ottLASSiFICA~ION 
'OF DOCUMEN-T . 

This document ·is classified· "Confiaeat;_ia]"; -seueve:r,. js 
"t1UC1ass 1 f"ied" .when sepatated :£ron& cltissi £iea efteleSY:tes • 

b6 
b7C 

bl Per CIA ,. 

b3 

1 Request ·is·.made 'for declas~i-fication consf~era,tion· of 
'Centr-al 'I'nte1ligence 'Agency ~(CIA)· ~ocument SW-·85-10065, dated'• 
August '1985, ent'itJed ".Free Wor-ld '(Non-US) .Ground· Weapon~ 
·Fire-Control' .computers .... 

A. represen~ative of our Technical Services Division .. has, 
-~dvised •he believes that information in :the docu~ent-has been. 
;public knowied_ge :~or ;three 'to. ,five ~years, .and··the ·interest of ·the· 
:Government ·and the...public .would .best be· served':by. 
dec1assificatfon. ·Tb-~s study 'is currently. tprotected by ·warning· 
Notice Intelligence Soux-ces .or·Methods Involved (WNIN'I'EL). 
Justification for ·this request, :is as.·follows:. 

,. 

. ~ , ' 

·~~~ ~ MATERIAL ENCLOSED/?. lj .<:7/.rll?t. . ' 
1 - -~. ~\~::~~{\\~}; O!L~_~f;t.!At-m ··fi?()'·---:() {).j(J ·U--~ 
1 --"Mr. ·McCreight OA'tl~~~~~t... .• , 
l - Mr. Stoops ~...--'"'-------. 

• . . - Mr • 
.... c ADA : 

2 - Mr •. D (At~n: ·Mr. I ~ Mr.l I 
Exec AD'""'"__....;..,. ~ C.~ l'liiiSI ,..,. 

Eaec AD US -MOM: ~~W 1• ~) 
A.•:~ ... ~:::v._~\\k tAM 

Crhn,. lftv. ~ '\).1 -

- 14.•··~--
...... -i-' ---~-

······L~L•~·---.;.. 
. Legol c-._.;;,. 
Off.c ... i.& 
f',M~ Affu-.-;. 

_•·~· Mo"'~ ----. 
·y •c~, s.,., •• --
·f••~~t~t-

r ... ~ .... -
: Dlr•c•.,.'• S.c'y-

11 MAR 16 ., t$SS 

CO!lFIBB!l~IAb. 

b6 t 

b7C 
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CO liP I {);Sij'i' I At •• 

Mr. Lee s. Strickland 

The study SW85-1~~85 came about as a result of the 
DCI's exceptional analyst award gr~nted in 1983. The aim of the 
progr~m was to produce an Unclassified reference handbook for 
military attaches, data exchange agreement personnel within 
various u. s. Government agencies and, to a limited extent, 
covert collection entities for the purpose of identification of 
Free World (non-u. S.) computer i ze<:1 .fire control systems for a 
variety of field army, tube artillery weapon systems. A need for 
such a study was recognized after sever-al years of analytical 
work about the subject (fire control computers) because numerous 
overt and covert collection systems had considerable difficulties 
understanding collection requirements concerning performance, 
par~metric data, and identification and use of various fire 
control computers. Because of the anticipated and sought-after 
wide distribution of the study, all information gathered from 
international firms and used for the study w·as deliber-ately .kept 
Unclassified to avoid possible compromise of classified 
information. However, an exception w~s made in the case of Table bl per erA 
3 where some parametric data was derived from company proprietaryb3 
sources i o d · · 

1s program or ur1ng e wr1 1ng o 
covert or sensitive intelligence sources or methods employed in 
obtaining such information. Consequently, our representative 
believes the "WNlNTEL" (inside cover) caveat was inappropriately 
applied to the study. 

The study SW85-1~~85 at the time of its publication 
contained company proprietary information which has become public 
knowledge since 1985, as a result of its disclosure in numerous 
armament magazines (e.g., International Defense Review, Mil 
Technology, etc.) and in product information brochures issued by 
the company of the proprietary information. The particular 
classified information, now public 1knowledge, is contained on 
Table 3, page 19, and is marked. Appended (enclosures 2-5) are 
company data from t_heir unclassified sales brochure. 

The "Co~ntial" classification of the study was 
applied by the CIA during the review and editing process. Since 
the cited company proprietary information is now public knowledge 
and the fact ·that all other data on Table 3 has appeared in 
numerous defense-oriented magazines for at least five years, it 
is requested that Table 3 be declassified to "Unclassified" and 
the entire study be unclassified as w~ll. 

- 2 -
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•• CU~t:;~Y !AL • 
Mr. te~ S. St~ickland 

You·r e_xpedi t_ious handl_ing of our request_ in th_is m·atter 
wil:l be great_ly appreciated. -

Any questions: you may have with regard to these matters 
m·at be_ directed to Uni_t Chie_f I I F-TS I _ I 

Return_ docum~nts to Section Ch_ie_t Gar·y t. Stoops, 
Security -Prog·r·ams M-anager·, Room ·4246, F-eder-al Bureau ot 
Inve_st_ig-at_iori, Washington, ·o.c._ 205-35. 

Enclosures_ (5) ' ,, 

-- _3' ---

cetlFtS:SNTil[, 

b6 
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Memorandum 

from 

Su\)j«t : 

Mr. Bayse ~ 
E. W. Ludemann_,V 

COVERT COMMUN-ICATIONS MEETI~G 
CENTRAL INTE-LLIGENCE AGENCY (CIA) I I . 

• 
3/25/88 

Date 

This document is classified ~ i.n it:s entitety, 

fxecADA4m,_ 
fxecADI•v·
fxecADLfS
At at. Otr.t 

A4m, Servo, _bG 
Cf'fftlli~ lftv • ....., 

ldeftt,_b7C ·····--•• ,.u. __ 
Le~---
LegoiC_-._ 
Off. C_orot. & 
,..,~lie Affa._ 

Rec.Mt"'·
T •eh. Serv1 .-_ 
Trel•iftt-

Telept....• Rm, _ 
Dilecter'o S.c'y-

unless otherwise noted. ( U) bl per erA 
. {U} b3 

PUR!>OSE: To report 'the rresults-df a Covert Communicatio~s 
~oordination Meeti~g held on jjl)88 ~t the t±A ~n Rosslyn, ----

Vir 

1 -

1•..;. 

1 -
1 -
1 -
2 -

Mr. Geer 
(Attn:- Mr. I 
M r • I I .....__ _ ____, 
(Attn:- Mr. 
Mr. Bayse 

Mr ·1 
Mr. ~..... -~-----~ 
Mr. Nay~~---~ 

a APR 15 l988 
b6 
b7C 

1 -
1 -

-:1 -

(Attn: 
MrL...r-___ ...., 
Mr. 
M r • t------r 

II 

"rJ ~ I' I I 

I b6 . ' ,<:,· b7C 

( ll) (Continued over) ~~· 
... ~, 

~ ..... 
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Memorandum .from I Ito Mr. Bayse 
Re: COVERT Cet1MUNICATIONS ·MEETING 

CEHTRAI, .INTEI.LIGENCE AGENCY 
I uuuuuuuul 

• 
b6 
b7C 

bl per CIA 
b3 

REC~~NDATIOl!: That close coordination continue between the CIA 
and the FBI on the covert communications 

requirements and technical developments. 

·-2-

b6 
b7C 

bl per CIA 
b3 

(Continued over)' 
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Memorandum from to Mr. B~yse bl per CJb6 

Re: COVERT COMMUNICATIONS MEETING b3 b7C 

-3- (Continued over) 
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Memorandum from to Mr. Bayse bl per Cilb6 

Re: COVERT COMMUNICATIONS MEETING b3 b7C 

CENTRAL .INTELLIGENCE ·AGENCY ., 
'' 
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;Memorandum fromJ JtoiMr. Bayse 
:Re: -COVERT COMON~CATIONS MEE ING 
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MemOrandum \ 

: Mr·. J. H.: 'Geer· · ~.H'l- Date_ 2/16/88 

,1 kr~-f/4 
SS£ ·~ 

.r orass~··-...
s~tc • p,~,;.;.p-

-ttAISbtr CONTA.Ct 42?;ENTM'L_ JNTEI:t:IGENCt AGENCY' (CtA) 

sa· 
·REc 

PURPOSE:: 

None, 
0/f// 

~ 
' 

.E.oc AI) A4"'•'-: 
-~·•c AI) IAv,·-: 
E•icAI)t.:u_ 

· AutA-Oir.t bG 
A4a. s.,., •• L_ 
~~~~~~ l~v.,_b7C 
l~ut,·--

IA•p~----
IAteiL-..__ 

L•~·--
Legol c·-.·~= 

·Of I. c"ont. & 
p.,~IC Aff•.··-: 

R.c-. Mtftf.-._...., 
-T.ct.._s.,.,.-.~..-. 

-Tr•IAif>t-
.Tel.~ Rt~~;·-: 
·ri&rect.,'a S•c•y -: ... 

bl per CIA 

b3 

bl per CIA 

b3 
b6 
b7C 

b6 

-,..81(00_.1 



~J ~ . 

~-r: 
SDS 

\S) 

' ' l"EDERAL GOVERN.MEN:Jl 
' 

'.1, 

February 12, '1988 

BY LIAISON 

Analysis. 11 I .. · /1 professional knowledge 
and teaching·skills were of.the h,i.ghest caliber and reflected 
very favorably on themselvef;and.the Central Intelligence Agency. 
The course.was·both .intellectually stimulating and practically 
useful and was w~llreceived by all those in attendance. 

Again, I am most,appreciative of the 'fine effort 
Q.isplayed by· these individuals •. They should be recognized' for a 
job well done. 

Sincerely, 

.. -:~ 
;~ 

b6 
b7C 

bl per CIA 
b3 

: 

Jam~sH. ~:~qrtOQ~~~ 
Ass1stant D1rector 1n Charge ·r~ 

1 

1 -1----------\ 
E•oc AD A4"'• --1 -

I E••c AD l~tv·-1 -
E••c AD LES -1 -
Aut, D1t.1 , 

J4ut, _.....__ 

"'"'·--'"'•"·--
Lo~·--
Legel(ov.,,-

Off. c.,...& 
p.,~IC Affo, .,.._ 

Rec.MoM ........... 
T•c:h. Serv1,. .....-. 
Tr•~<~lltt~ 

·Tole,.._R ... -
Dirocter'• S.c'y-

Intelligence Division 17 MAR :lG 
1988 

. 

~~:i:~:;xrp '- = - o:::mil~~c · 

SEE NOTE PAGE TWO 



;" 

,;. ~ rJ ' .. • 
Mr. Stanley M. Moskowitz 

NOTE:_ Conveys appreciation to CIA for its assistance_ in 
providing instructors for "Seminar on Intelligence Analysis," 
held_ January 12-22, 1988, in San Francisco, California. 

- 2 -
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Memorandum 
'h 
\ 

~rom : 

• 
Date 

b6 
b7C 

10/20/88 

'rhis communication is classified ~ ~ its 
·~·~ 

Virginia. To report contact Wit~~... ___ ____.l CIA!IQ, Lan91ey, 

~RECOMMENDATION: 

~ne, ~for inforlliational purposes only. 

2 NOV 7 1988 

.I 
E .. cAOA4"'·-

V 
E .. ~c AO IA¥o -{\ 
E••~c AO LU -J;.. 
Auf.Oir.t 

A.#M. S•rvs.
CrJm • .._v .. --
14eAfo--...... __ _ 
..... u. __ 
Le~---
LegoiC_._ 
Off. c ••••. & 

P'v~lic ~ Affs. -
Rec.MtA•··
~Teet.. Servo.'-
T•elelftt-
Tele~RM._ 

OW•c•.,•• S•_c•y-

bl per CIA 

b3 

·-;'1 

Ei~... ______ ____. (CONTINuED OVER) 
b6 
b7C 

;lc:mlh (S) 

/ 

P'SI/OOJ 

6 6 J'~~l 0 3 1989 
~----------------~~--~~= 
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(S) 

• 
~emorandum froml Ito Mr. J. H. Geer 
Re: L.iaison Contact -· Central Intelligence Agency (CIA) 

on ~~(18/88, Supervisory Special Agentl I 
met wit~ I CIA~concerning FBI asset repo~t~ng of 
interest to the CIA. ······················was advised that an ·FBI as'set recently 
returned from the Peop e•s ~epubl.ic· of China (P~C) and stated 
that the economy in China is in a "crisis state" and that Party 

1 
;t 

' ' 'h 

b6 
b7C 

Secretary ZHAO Ziyang is t·aking th~nt of the criticism for 
failing economic· reform policies. L::jwas further advised that ~~ per erA 
more "r.ight-wing" fact:j.ons of the Chinese Communist Party are 
steadily g·aj.ning influence because of the slower pace of economic 
refo~m. 

Discussion continued, centering around the possible 
fall from authority of ZHAO as a scapegoat due to the economic· 
problems in. the :()RC. 

.l 



... 
' • ' .. 

~-

i : L-1 ~-~-=---_...J 
1 - Liaison Unit 

April 8, 1988 

BY LIAISON 

b6 
b7C ' 

~r. Gardner R~athaway, Chief 
Counterintell.igence Staff 

O 'cent(al Intell.igence Agency 
washington,~~c-.----------

Dear Gus: .. · 
/IS) 

bl per CIA 
b3 

As you probably know,! l<>>f~~ur staff 
recently gave a presentation at a counterln elligence 

{S} cont"~x;ence at our ·academy in Quantico, Virginia. In attendanc 
·were personnel from ·various ~d divisions who are involv 
~n ~!legals ~nvestigations. presentation -was highly 

IS') informative, interesting and was we received by the 
participants. Please pass on tof Jour appreciation .for 'his 
contribution to our conference. 

r- "'. . 41C' 

.tt APR 21 \~ "', 

·r •• c AD A4 .... ~·m.fks) 
faec AD"""'' \ 
faec AD LfS 
Aut.Dir,l 

A4M. $erv•~ .-

C.I"''"'"·
u.~'·--"'···---IA!ell, . ~~,~ ~~~ 

~=~• e-. -(\l\\K~ (\~\~ ft ~ ~ \~f6~ 
:.:~~~~ \\ ~~,~~ \: 
Tech. Serv~~\~ \7 

·Tr•'*"'' 
T•le,.._R,..- ~ 

·~ 

James.H. Geer ~~-~===== 
Assistant .Di_rector ~narge -
Jntel:l_igence ·Division 

Direct.,' a S.c'y- · MAIL ROOM 0 ~ 

-~----...:.._-~---=------.:.....:....--:..::..........:....____---=.::.....=:....:::--=. . _ _ L.:__ -
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•• 
\S) June 22, 1988· 

BY LIAISON 

• 
b6 
b7C 

~~=""'""''I""T~I I central Intelligence Agency 
bl per CIA 
b3 

Washington, D. c. 

~~rEJ 
Thank you very much.for addressing our recent seminar 

for ·undercover Agents. I was.told that the presentation was very 
well .received, and that the attendees learned·a great deal about 
.your Agency •. 

I thought you would like to hear what the attendees 
thought of your presentation, so I have selected a .few comments 
from the class critiques: 

• very informative and interesting - good part of the 
class - an interesting hour; 

• very well prepared and provided information that was 
very enlightening; • 

• provided a very good perspective for the class; 

• fascinating talk- worked very hard to.make the 
presentation relevant to undercover work; 

In conclusion, the class obviously enjoyed your 
presentation and learned a great deal about how your Agency 
approaches undercover work. I hope that we will continue to 
share information and that·perhaps we ma~ call upon you to ~ 
~ddress future seminars. (j 5(/.,- 1 .. 1J j) ~ 
· Thank you again for your time. /. ') ~ () l .:, _ -· ·,..._ i~U 

ExocAOAiro,_ 
fxoc AO lftv._ 
fxocAoU:s_ 
Auf,Oit,o 

Alro. $oru~- J 

Crlro.lftv.r~ Uou, __ _ !ft.,. __ _ 
IMoll. ~ 
L.~. 1 - Mr. (9rpson 
Lo901c-._ 
Off. Cont. & 

!:~~~~4~ 

0~ '"~--·-· ...... __ _ 
< ./f - ... 

Sincerely, 
'UUL 15 1988 

John J. covert 
Section·Chief 
Investigative.Support Section 

~' OuA b6 
b7C 

P'81/DOJ 
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Date: 

To: 

'Proc: 

Subject: 

BY LIAISON 
it'OERAL GOVERNMENt 

November· 21, 1988 

Director:, Central Intelllsene9 -f~-gency 
Attention: I _ 
Deputy Direc~t~o-r~r~o-r-~=L-e-s~1-a~la-t~1~o~n 
Office or Congressional Affairs 

Y1ll1am s. Sessions, 'Director 0c.1 'i' 
INTELLIGENCE COHHUNITY LEGISLATIVE PROGRAU FOR 
lOlST COtiORESS, 1ST SESSION 

bl per CIA 
b3 

THE 

_ Attached are revised versions or the PBI's lcgt•l~tlie 
proponals for the Intelligence Co~~·u:~:: -~;g::latiye rrogra~. 
Please have your starr .contact S$A_ ~--- __ __ . b6 
Congressional Afta!r.s Office at 32 - _ - ere are any b?c , 
questions regarding these revisions. 

Enclosure 

·1 -Mr. Revell - ~nclosure 
:1 - Ur. --Oeor - 'Enclosure 
l - Hr. Ahlertch - Enclosure 
.1 - - :Enclosure 
l - - Inclosure 
1 Enclo&ure 
1 - Enclosure 
1 - - Enclosure 
1 - Rnclosuro 
l - Enclosure 
1 ~ Enclosure 
1.- - Fnclosure -.--.~- b6 

t:OTE: The attached revisions or proposed acendMcnts to the Fa.1r 
· cr~d1t Reporting, Act and the Social Security Act are sub~1ttcd to 
ensure the requested authority is nandatory and to restore a 
deletion. These changes were r.lade by CAO and have been rev.1ewed 

· :;z:d a .proved by INTO .Special Staff. , -~-· · 
'txec AD A<lm /<(D. ' 
:::~~~~ _ -~r.laJh .,(114) I '?-frDiJ"'()·-@\0'-
..... '" Olr.: 1 (I? ~ 

A.4m. $ervs.. ............. • j ' , l 

Crlm.lnv._ r,-;:;<, rl"}1,t\t APPROVED:.~ SA'\ z.:m- som. -- ~~ ?;..~ "~ 
~:~:~~, ....... {.'\'',-I_, '-·~l~\J,~/11 I ,, v>Y~i.2~t~~~: ifiiJJ~f'l,:f]i .S.=-><?f l n;..oect,or •lr..-;.-n¥ .. n- ··~ t·~· ~·· f't t~!,~:t . I ... • r-t~C ;4·~~ • ..-.. __ _ 

bgol Couft, _ ~ ,;XOC· AO•f',,,;:tl. .. Li.,.'-i; ·'·'"') 'l'~ f"-:"'YJ •. 
on.eoag. •· t:xee. AO..Im. ·, ·,c.··::--~~ t····:ng ---
~=z=::~:-: ~pt <-~ .Exec.AD-LES L~ J ..... -~" ........ -

2 
JAN _

5 39 ~- ~ ~··~ I 

~~-· ~0 In""··- -·Tel• • m. 
,Dirt or MAlt. ROOM 
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TITLE VI 
FBI ENHANCED COUNTERINTELLIGENCE AUTHORITIES 

.Access to Consumer'Reports 

SEC. 601 The ·Consumer Credit Protecti·on Act is ·amended 
by inserting "(1·)" before ·the existing paragraph of Section 608 
(!5 u.s. c. 1681£.! ); -' and adding the follow.ing new ·paragraphs: 

"(2) Notwi_thstanding the ·provisions of 
Section .1681b. or this :title, a consumer 
reporting-agency ·shall ~rurnish a consumer 
report to the Federal· Bureau or ·.Investigation 
when.presentea·with a request for a consumer 
report made ;pursuant to this subsection by 
·the Federal Bureau of Investigation providing 
that :the .Director of the Federal Bureau of 
Investigation, or his designee, certifies ~n 
writing to the consumer reporting agency that 
such records are sought for foreign counter
intelligence -purposes ·and ·that there are 
specific and articulable facts giving reason 
to believe ·the person to .whom ·the requested 
consumer report relates is an agent or a 
foreign power as defined 'in Section '101 of 
the Foreign .Intelligence Surveillance Act of 
1978 (56 u.s.c. 1801). 

"(3) 'Notwithstanding the provision of 
Section 168lb. or this title,. a consumer 
reporting agency shall furnish identifying 
information respecting any consumer, -limited' 
·to name, address, .former address, place or 
employment, or ro~er p~ace of employment, 
to a representative or the Federal Bureau o~ 
lnvestigation when_presented with -a wrltten 
·request signed. by the Director of the Federal 
Bureau of lnvestigation, or the Director's 
designee, stating 'that the information is 
sought in connection with an authorized 
.foreign counter.intelligence investigation. 

"(4) No consumer reporting agency, or officer, 
employee, or agent of such ~institution, shall 
disclose to any person that the Federal Bureau 
or Investigation·has sought or obtained·a 
consumer report or identifying information. 
respecting any consumy .·~~~his section." 

~ ;. ... yo 7s'tl- ~~5~ 
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.Access to Social Security ~nformation 

SEC. 602 The Social Security Act is amended by 
adding at the.end of Section 1106 (42 u.s.c. 1306) a new 
subsection· (f) : 

"(f) FBI REQUESTS .FOR ;FOREIGN COUNTERINTELL-IGENCE 
PURPOSES. 

"Notwithstanding Section 1306 (a), the Secretary of 
Health and· Human Services, or the Secretary of Labor,. as the case 

·may be, shall disclose information .in the Secretary's ·possession 
·relat'ing to the address, ·.former address, place of. ·employment, and 
former Place of employment ·Of a named person, when-presented with 
a cer.tif,ication signed by the Director of the Federal Bureau of 
Investigation, or the Director's designee, stating that: 

"(1) The information .is sought in connection 
with ·an authorized .foreign counterintelligence 
investigation; and~ 

"(2) There are specific -and articulable facts 
:giving reason to be~ieve the person·~s •an .agent 
of ·a •foreign. power as defined in Section. 101 of 
tbe ~oreign Intelligence Surveillance Act of 
'1978 (50 u.s.c. 1801)." 

' I 
1, 
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lxec AO A<lm. _ 
lxecAOinv._ 
lxec AO US . ...:...... 
Asot.Oir.: 

A<lm,$erva._ 
(;rlm.1nv._ J<lent. __ _ 

~n'op. ---lnten. __ _ 

til).,_.-
Legal Coun. _ 
Off. (;ong. & 

hl>llcAnt._ 
~.c. Mgnt. _.._ 

· Tecll. Sarvo. _...... 

Tralnift9 --
Off. Liaison & 

tft\.'A!Yo •. _ 

I Telephone ~"'· -
Oireclot'o SaC'1-

I I 

April--8, 1988 

.BY LIAI_SON 

~ s) 
J 

Special·ASsistant to the Director 
of. Central :Intel_ligEmce 

Central Inte_lligence Ag·ency 
Washington, D. c. 

J)~~x.-JL.------....1 
During recent conversations .you_indicated that Judge 

Webster wa~ to be interviewed, pa~t of which_ woul9 touch· on 
two meetings he had as Director of the FBI. ~he meetings 
.wer·e on November 19, 1986, ·and November 24, 1986, and were 
with representatives of a· ·foreign government. You inqtiired 
whether the 'FBI h_ad any objection to· disclosure. of the 
specific ·identities of the foreign representatives dur1ng 
the interview. · · 

In that regard,. this letter ~confirms what you :were 
previously advised, i.e., ·the FBI has no objection to 
-disclosure of the identiti~s of the :representatives of the ' 
foreign government. 

SEE NOTE.PAGE TWO 
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HQI~ :- The above-noted representatives are as follows: 
. 

November 19, 1986 Meeting 

Novemb~r 24, 1986 Me~ting 

The above was discussed with I ~ Office 
of Liaison and International Affa~I .... r,...s=--,--..a-=n'""'d.....-... E~~ecutive 
Assist-ant Director Revell. 

2 
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'Washington. 0 ~ 20SOS 
3 MAY .1988 

MEMORANDUM FOR: Director , ~;-. -
:Federal Bureau of Investigati"on.D ,.,.- _: ,, .. 
Intelligence Division · ATTENT-ION: 

SUBJECT: 

lSI ~~~i!!~~fcr~~ta:~i~i1~, 
1 

_________________________________________ • ' - bl per CIA 

1 
1\n n!'O"* nMn'' n··ee ~CIA/ P-.oAi -~O' St;x~n.~[ I b

3 
:.}./_ I 

L...----,....-....,..........,.--,......----!J -has prov1aea the inforoat1on noted' in . 1.(..1\_~g 
paragraphs 2 through 4 below. She is avaflable· ,£or discussion- _,s...f u\q 
of the matter described. ' , p. 

2. ·Mrs. 0' Steen's 9-year old daughter is .a fourth grade' 
student at the Louise Archer School .in Vienna, Virginia. In'· 
February .1988 a "Russian professor" .appeared at the school to 
talk about Russia. In the course of his visit ·he asked· the' 
children in the ·fourth grade ·for ·the nanes and· addresses of 
those who ·wished ·to correspond with ·Russian ·pen pals. All the 

.: @ 

~!d #11 tVI; 
3. ·on 24 'March 1988 ·Mrs. ·o•steen's daughter ·received a P-ftf.~~ 

letter, ostensibly frol!'l a ·fourth graaer =in the Soviet Unj.sul.. '7f • · 
:In this- -br,ief 1etter the wr.iter, Signe (last name -notlg1_v~n)';', ~ · r::~) 
provided some ba·sic (uninteresting) biographic data ~~detf\-~fi 

1 

~ 
her :fani ly and asked' ~irs. 0' Steen's daughter to enter intg'~ o 

students ·in the class ·reportedly signed· up. 

correspondence wi'th her. .Mrs. 0' Steen subsequently esta .1shed ~~if$· l_ 
that her daughter \~as one of at 1east four .Louise :Archer :fourth I ( ~PJ. 
graders who had .received ;letters ·f~~ the USSR, all on 24 -~farch ~-: _J-( . 

.1988. ~~(o~-Oc()'1~CJ(a~~kY ~.s-... ~- ~---
. 4. Mrs. O'Steen was -told )?y the princip~f of the ·Louise ~#, 

Archer Sc ool, 'M~. _Judy 'RAMIG, that the "Russian profe$.$or" 'Was ~(tl _..._aJ_-t· 
one I or I PANAS whose visit ·to the school :had been arrall&.~d ;fo.v-'!1. · 
through t e ,parents o nother Louse Archer Schoo1 .four~thUUf ,::> .1_·~"~•- • d , 
grader, Rob - an<L,J, · Cormi_c .. , residing 428 Kno11 Street ·v · '>). 
N1i 1 v~~ va. TIPANAS .reporte ly sta·yecnrrtlith~'t:ks~ -:t:2 '_ fj 
-Wiil~ .1~1 t e D c.~"" area. tfd~~OA~ . 

'·4c,itf1 ~ ~ ~v--r" pt~2 
WARNING NOTICE 
INTELLIGENCE SOURCES 
OR ·HETHODS 'INVOLVED ~'"'/. 

~() ,It:'~~'""~~ ~Cf 1//~H(j 
&Jf .z:~J. 

' 

b7C /i~~ ·"'· 
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5. IgQljs TlPANAS .is alcost certainly identical with~ 
_01' Gwlfslv-idiMI PANs. DPOB 2 ·February 1953 ,-Riga, ..1atvia., US"Slr.. 
iFtPX -was one of ·19 Soviets who was .invited to the u.s. in 

, December 1987 by the "Center for Soviet-American Initfatives" 
(believed ident-ical with the "Center for US - USSR 
Initiatives'', described as a peace seeking organization based 
in San Francisco). TIPANS was listed as an engineer/physicist 
in :his u.s. visa request. Our only other possible trace on 
TIPANS is to a FNU TIPANS, mentioned in a Department of the 
-Arny FSTC (Foreign Science and Technology Center) nessage of 
3 April 1987. The FSTC, a u.s. Army research facility in 
Charlottesville, Va • .indicated ·no interest in this FNU TIPANS. 

6. TIPANAS' attempts to encourage the establi~hment of 
pen pal relationships between u.s. and Soviet children may be 
no more than the .part of a nornal Soviet propaganda ploy. Jt 
is noted, however, that TIPANAS' efforts in the Vienna, Va. 
area may be reflective of Soviet attempts to engage these 
children in longterm relationships. It is perhaps noteworthy 
that many u.s. Government eaployees, particularly those working 
.for CIA and other sensitive government agencies, as well as 
'businessmen doing business with the u.s. Government, and 
foreign diplooats reside .in the Vienna area. The building of 
bonds of friendship with the USSR as well as the collection of 
biographic data on children of such people, would certainly be 
.in the Soviets' 'interest. 

1: 7. Please address all correspondence concerning this 
matter to the CI Staff, Attention~ Counterespionage Branch, 
referencing the CIOL number given below. 

8. All portions of ·this document are classified ~· 

FOR THE DEPUTY DIRECTOR· 'FOR OPERATIONS:-

CIOL-0365-88 

bl per CIA 
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Aost. Olr,l 

' t 

• 
. 

Honorable !jUll~s.ter_ 
Director ot_ce~tral Intelligence 
,central-rrltelll.gence_Agency 
washl:ngtorr;~o-:·c. --

Dear Judge Webster: 

-· 

It is a distinct.honor for me to invite you to attend a 
portrait dedication ceremony to. be held ·in your honor on July 20 
·at 2 p.m. in the east wing of the J. Edgar Hoover F.B.I. 
Building. 

Your many friends, former FBI colleagues, associates in 
Washington and representatives of the Bar Association in 
st. Louis wish to express, yet again, their deepest appreciation 
for your leadership as FBI'Director. 

To place on permanent display the life-size portrait of 
the FBI's third Director is a small tribute to show our esteem· 
and gratitude for the contributions you have made to our·country. 

Moreover, I personally look forward to this occasion as 
one of·the very special moments in my first year as Director of 
the FBI. 

1 - St. Louis 
1 -Mr. ·Otto 

~ rr. R~ll 
1 - ·Mr. Ahlerich • 1 - ~~-r--------'1....--, 
1 
1 -
1 - '-=~===--"""==' 

Sincerely yours, 

~ William s. Sessions 
William s. sessions 

Director 

A~ro. Servo, _.,=-:=-:--:---:-::-"::T"--....1 

''"'f 

. ·---·- - - --
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'Memorandum 

To Date 8/24/88 

1 • This communication is classified '~'il·1t i'ts 
efttl:ret'y • 

.-------'lRjference is made to memorandum from I I 
L.l ,.,.,...,,.,..,..., ____ _....._to Mr. JAMES H. GEER, dated 5/13/88, capti~med as 
above. 

PURPOSE :m ___ To-_notifym-Intelligenc~ J>.iYi.f;~On of the ~rogress made on 
implementing a systematic approach for th~----m ____ m_ elease and 
dissemination of CIA IIRs. · 

RECOMMENDATION: That CI-3 Section, B Unit (CI-3B), coordinate 
with CI-2 ·Section to obtai~ //!release and dissemination 
authority of CIA I_IRs. 

f,S) 

b6 
b7C 

Ex~c J.l) J.4"!• -
Exec AI) IAv, _ 

Exec AD LES
Aut, Olr~.-J,...:: .. 

AIM.ferva,_ 
(rlm.lt.v._ 
14eftt, __ 
~A.,. __ _ 
IMeli.-

L•~· --
LeooiC_-·
Off. C_eA9· & 
,..,.He J.lfs. -bG 

Rec,. Mtftf~
Tett., Servs, _b7C 
Tr•lftiftg_ 

r ••• p~...,. R,.. _ 
D lrectOI''• Se_c'y ....._ 

bl per CIA 
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1- Mr. J. H. Geer 
1 -i : 1;::::1 ========;-' 

~uc~)~ 
~ ~L..~-------n-o_r= ..... ~~- ~~c 
(CON'I'INUED - OVER) 

P'SI/OOJ 
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