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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

August 1, 2018

MR. JOHN GREENEWALD, JR.
I
|

FOIPA Request No.: 1343174-000
Subject: 62-HQ-80750

Dear Mr. Greenewald:

You were previously advised we were consulting with another agency concerning information
located as a result of your Freedom of Information/Privacy Acts (FOIPA) request.

This consultation is complete and the enclosed material is being released to you with the
appropriate exemption noted next to the redacted information pursuant to Title 5, United States Code,
Section(s) 552/552a as noted below. Below you will find checked boxes under statute headings indicating
the appropriate exemptions asserted to protect information which is exempt from disclosure. The checked
exemption boxes used to withhold the information are further explained in the enclosed Explanation of
Exemptions.

Section 552 Section 552a
v (b)(1) (GG L (@A)
() [ (O)@)(®B) O
v (b)(3) ¥ (b)(7)(C) (R[]
CIA Act of 1949 v (b)(7)(D) (N[
National Security Act of 1947 v (0)(7)(E) B(NE)
50 U.S.C. Section§ 3024 (i)(1) L (b)(™)(F) ()
L (b)4) - (b)®) [ ()
(b)) G)C) L (K(6)
v (b)(6) ()

158 pages were reviewed and 149 pages are being released.

The appropriate redactions were made by Central Intelligence Agency

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the Freedom of Information Act (FOIA). See 5 U.S. C. 8 552(c)
(2006 & Supp. IV (2010). This response is limited to those records subject to the requirements of the FOIA.
This is a standard notification that is given to all our requesters and should not be taken as an indication that
excluded records do, or do not, exist.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in
all correspondence concerning your request.


http://www.fbi.gov/foia

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP's FOIA online portal by creating an account on the following web
site: https://foiaonline.requlations.gov/foia/action/public/home. Your appeal must be postmarked or
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely.
If you submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of
Information Act Appeal.” Please cite the FOIPA Request Number assigned to your request so it may be
easily identified.

You may seek dispute resolution services by contacting the Office of Government Information
Services (OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI’s
FOIA Public Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute resolution
correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so it may be easily identified.

[

See additional information which follows.

Sincerely,

Dl

David M. Hardy

Section Chief,
Record/Information
Dissemination Section
Information Management Division

Enclosures

The enclosed documents represent the final release of information responsive to your Freedom of
Information/Privacy Acts (FOIPA) request. This material is being provided to you at no charge.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding
or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records
or information ( A') could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a
fair trial or an impartial adjudication, ( C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D)
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service
the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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SAC, Philadelphia (67-367)

Director, .FBI

ReurFD-468 5-11-88.

Enclosed is a letter for presentation to

at his retirement function on 6-10-88.
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Washinglon 0.C 20505

18 0CT 1988

MEMORANDUM FOR: Assistant Secretary of State for

Intelligence and Research

Assistant Secretary of State for
European and Canadian Affairs

Director, Defense Intelligence Agency

Director, National Security Agency

/ﬁssistant Director, Intelligence Division,

Federal Bureau of Investigation

SUBJECT : The Political Role of the Securitate in the é

Romanian Government . bl Per CIA
b3

2. Unlike his predecessor, Miniisgi.o(f Iné%r/'r\ué!gf ’@L@//\Z

Postelnicu continues to exert direct control over the State Security
Department [Securitate], which makes him the most powerful
individual in the Romanian security apparatus. Postelnicu is ngt 2; Pexr CER

s S ;
) 1+ NOV 4 1988
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pOpular‘Within the security apparatus. In addition, his position
places him in charge of monztorzng the activities of the leadership
of state and party organizations, thus aggravating.the. fear .others
have of him. Postelnicu owes his position and influence to the
support ‘of Elena Ceausescu and her son Nicu; he is their principal
confidant for security matters. In the last year, Nicolae Ceausescu
has tried to decrease Postelnicu's influence, possibly even
considering naming him as a judet first secretary. However, so far
he remains in his position. Elena Ceausescu once :proposed that
Postelnicu replace Ion Coman as the Party Secretary responsible for
military and security affairs. This has not yet -happened because
Nicolae Ceausescu supports Coman; and the military, with Ilie
Ceausescu, ‘a Deputy Minister of the Mlnxstry of National Defense and
Ceausescu's brother in the forefront, is opposed to Postelnicu
assunming this position. In an effort to penetrate the military,
Postelnicu has proposed to Nicolae Ceausescu that the Intelligence
Directorate (DI) of the General Staff of the Romanian Ministry of
National Defense be merged with the Securitate and put under
Securitate control. .

3. On the other hand, Chief of State Security Iulian Vlad has
considerable prestige within the security apparatus. -Securitate.
officials describe him as intelligent, cunning, skilled,
‘knowledgeable of his trade, calm :in manner, and as having .an open
nind. In his position he must support Postelnicu, 'yet Vliad is wary
of him. 'Postelnicu has constant direct access to Nicolae and Elena
Ceausescu while Vlad does not see them as often.

4. Because it is used to maintain the -Ceausescu. regime and is
given free reign to do so, the security apparatus exercises great
influence on the state and party leadersth. Even though the
fiction is maintained that the Securitate is under the control of
the party, in reality the party is under the control of the
Securitate. No important position is filled without the
Securitate's approval, the leadership is monitored constantly by the
Securitate, and the Securitate compiles dossiers on officials in
positions of responsibility at all levels. In recent years the
penetration of all segments of Romanian society, ‘including
government, military, party apparatus at the judet level, trade
enterprises and academia, has been a principal objective of the
security apparatus. The Securitate believes it has succeeded 'in
this objective and very few sectors of activity are not under its
control. The control extends from the physical protection of
‘Nicolae Ceausescu to the local level where, as an example cited,

2
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unrest such as that which occurred in Brasov' in November 1987, can
be snuffed quickly.

5. In recent years the-primary-goal-of-the—Securitate-has been
to maintain the power of the Ceausescu clan. As one senior
Securitate official noted, it was not the security of the state that
concerned the Securitate but the security of Nicolae, Elena, and the '
whole family. The Securitate must therefore spend an inordinate |
amount of time and energy controlling anti-regime activities
1nternally and popularizing the Ceausescus abroad. Because of their
activities in recent years, the Securitate has become extremely
unpopular within the country. This situation has resulted in an
apparent deterioration of morale within the ranks of the Securitate;
dissatisfaction with the regime is expressed openly with officials
speaklng against Nicolae and especially against Elena. Upon
occasion, Securitate officials have :not moved ‘against the populace
particularly when the people were protesting against food shortages,.
even if derogatory statements were made about the Ceausescus by
protesters. There have been cases where’ Securitate officials have
not executed some of their responsibilities in reporting on .the
attitudes and statements of other Romanian officials. Corruption
within the Securitatg is widespread. . F

6. Noththstand1ng possible morale: problems within the security
apparatus, it remains ‘the ‘-best pa1d sector 'in Romania and its
officials and their families enjoy many perks in ‘the system. As a
result, the Securitate continues to be docile and there is little.
likelihood it will move ‘against Nicolae Ceausescu. However, if
Ceausescu dies or is removed from power it 'is almost certain the
Securitate will abandon the rest offthelfamily.

7. This report is being shared with the U.S. Ambassador and DCM
in Bucharest.
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Memorandum from to | » zgc
Re: Liaison contact - Central Intelligence Agency (CIA)
AT . bl Per CIA
DETAILS: 5] b3 Per cIa
on 9/8/88, SA| | Federal Bureau of e iﬁc
Investigation (FBI), Los Angeles Office _adsu.se.d_
{8} ssa[ _]that on 9/12/88,
| - ] would be visiting the Los Angeles Office of
to dlscusd 1] |advised that
L T— had not been so gdy;sgq ,,,,, by and that| "

‘funtil

had discussed thlS nattexr with SSA

Supervisor. iS) z; i:i gii

on 9/9/88, | |contacted plained thatbé
it had been [understanding thatnd b7C

would jointly visit the Los Angeles FBI Office after 10/1/88.

[ Jagreed that his u anding, based ybon prior telephone
conversations with had been that -and |
would jointly visit Office after the peginming- of the new

""""""" g

18— —Q4n 9/9/88,[::::::::]contacted e

""""""" | and advised that he was unaware of any Erlp by 18]

to Los Angeles for the purpose of meeting with FBI ‘bl Per CIA

1 on 9/12/88. [:::::::fadvised that although b3 Per CIA
previously had stated that he would have liked to have b6

{3} - our Los. Angeles Office during his trip in September to the b7C
western United" States, ; that this was not
{8l possible. [ |stated that iff [wanted to meet with
FBI SA pe X n Los Angeles, that |wbu1d be able to
acconpany —_lafter the new Fiscal year began in October,
1988. |advised that it was| |understanding that
,,,,, _——|was willing to postpone his Los Angeles visit with the
iS:fF T until after 10/1/88. (8)

"""""""""""" stated that ad_advised him that

| had agreed' to an earlier visit by to the

Los Angeles Office, and| advised that this was not the
case. Additionally, | | stated that he preferred that all

contact between headquarters] her agencies and
our fie 1? offices concernin be conducted with
being present or, if That was no possible, with bl Per CIA

prior consent. | b3 Per CIA
18 b6
b7c

:EEEREE: (CONTINUED-OVER):
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b6
b7C

Memorandum from | ,
Re: Liaison Contact - Central Intelligence Agency (CIA)

bl Per CIA
émb3 Per CIA
[1Yip6

s wmuwgglezgngGONlI): ‘‘‘‘‘ ‘@) ~ b7C

l ~]then advised that in addition to
| visiting our Los Angeles Office, | would also be visiting
our San Francisco Office during € week as the Los Angeles
visit. | advised that he was surprised by this
information but, as this visit to San Francisco was to discuss a
—_— | s ] would attempt to arrange for
{8 | | to meet our San Francisco personnel. 18]

| Upon checking,| |determined that did not /,iS)
| have a current, appropriate security clearance on file at the J
‘ {8} FBI.. SeguI&&!.Qﬁfiﬂﬁ.ﬁnd;.thexeﬁgre,%::::::::]recontacted
| to advise could not enter FBI office space
| i roper clearances being on file at our Security Officebl Per CIA
4G} . Jwas advised to contact our Security Office to arrangeb3 Per CIA
for passing of[ ] clearance information to the FBI. 23
,,,,,,,,,,,, c
Later that afternoon,[::::::::]called the Security
Office and was advised that the CIA had properly transmitted the
e appropriate security clearance for

"""" was
to visit with SA personnel from their offices on the week of

- and that no i tion was to be exchanged until
L - |telephoned from each their respective offices.
advised and Cleveland that he expected all

personnel from the headquarters of other agencies, including the

CIA, who visited any of our field offices to discuss| [ - (5)
matters to provide , |wifh advance notice and receive

permission to visi advised that wanted to
T — discuss this policy with| .- prior to conducting business at
Los Angeles and San Francisco. Cleveland stated that he was
unaware of any visit tg_hiﬁ office by anyone from the CIA during
the week of 9/12/88. and Cleveland advised that they would
comply with | | tnstructions. bl Per CIA

b3 Per CIA
b6
b7C

L1 R [ |instructed| | supervisor, Los Angeles,
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bl Per CIA
b3 Per CIA
b6
. b7C
Messrs. Memorandum from| dated 7/29/88
‘Re: _Relatlons with the Central Intelllgence Agency (CIlA)

In the event 'you experlence unnecessary delays, or 1€
denlals are lssued where it Is essentlal our fleld offlces and
Legal Attaches be Informed .of the Informatlon from ClA, 1t is

requested that you contact SSA | Domestic Llalson
‘Unlt, Offlce of Lialson and Internatlional Aftairs, Ext.
Room 7452.

It Is requested that all supervisory personnel be

advised of the above,.as:welf as the Information In the attached
ClA teletypes.
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88-87HOTH8" MCR PAGE 001
T0T: 2815052 APR 88

€O N F DB T L ROPORRNINTED

281505Z CIA 029993

T0: NPIC, DIRNSA, DEPT OF STATE, DIA, TREASURY DEPT,

SECRET SERVICE//!D FEDERAL - BUREAU OF INVESTIGATION,

US CUSTOMS SERVICE W, DOEHQ//DASI AND LLNL//, DEPT OF COMMERCE, USTR,
ZEN/FRB, DEA,, IMMIGRATXON AND NATURALIZATION SERVICE,

‘DEPT OF JUSTICE//JCC FAA//ACS 400, WHITE HOUSE SITUATION ROOY,
‘ZEN/CIA OFFICE OF CURRENT OPERATIONS USCINCEUR VAIHINGEN GE//J-2
CINCUSAREUR HEIDELBERG GE//AEAGB, HQ USAFE RAMSTEIN.AB GE//IN,
'CINCUSNAVEUR LONDON UK//N-2, COMSIXTHFLT, COMFAXRMED, FOSIF. ROTA SP,
USNMR  SHAPE 'BE//SURVEY, USNATO BRUSSELS, 'FICEURLANT,

CDRFORSCOM FT HCPHERSON GA//FCJ2-100-CM//, USCINCCENT//J2,.
COMIDEASTFOR, .COMUSNAVCENT PEARL HARBOR HI, USCINCPAC HONOLULU HI,
\CDRWESTCOM FT SHAFTER HI, COMIPAC HONOLULU HI

CINCPACFLT PEARL HARBOR' HI HQ' PACAF 'IDHS HICKAM AFB HI,
COMSEVENTHFLT, FOSIF/WESTPAC USFJ//J-2, 13AF CLARK AB P1//DOI,
COMUSKOREA - SEOUL. KOR//SA, CINC UNC SEOUL KOR//SA,

MAC INTEL CEN SCOTT AFB IL//IN COMUSFORCARIB KEY WE,

USCINCLANT NORFOLK VA, USCINCSO 'QHTS PANAMA,

USCINCSOC MACDILL AFB FL//SOJZ—O CDR:JSOC FT BRAGG NC, JTFME.

¢

A5 bl Per CIA
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, b3
SERIAL: -
b PASS: :NSA FOR ZKZK'0O DLS DE (FOR NSOC);
STATE FOR 'INR,. DSTAD SCT, ACDA USIA AID, OIR FOR.FRB.
CENTRAL INTELLIGENCE AGENCY
WARNING: INFORMATION REPORT NOT FINALLY EVALUATED “INTELLIGENCE.
REPORT ' CLASS CONFYDENTHAL==HNFEL—NOEORN-
Alb BRI IHFORMATICH CONTAINED
. - ‘ HEREIY 15 UMCLASS 0 TR
DIST: 28 APRIL 1988 DATE Dz-28-zois B[ | b6
g COUNTRY: ‘WORLDWIDE p7e
SUBJ = . bl Per CIA
2. GUIDANCE FOR OBTAINING APPROVAL TO USE b3
DISSEMINATION CONTROLLED INFORMATION
DOI = 28 APRIL '1988
SOURGE: DCID 1/7 - REQUIREMENT TO PROTECT SOURCES

OR METHQDS.

M 8 e, S 0 W S W A o W o i 0w, A T W A Sk v W R B R R R R Tk e R A S Y T A WS s T o

f THIS hOfICE ISA REISSUF OF bUIDANCE ON ZHIS SUBJECT. PLEASS ENSURE
THAT ALL NEW PERSONNEL READ IT. YOUR ATTENTION IS AGAIN CALLED TO

THE GUIDANCE GIVEN IN. PARAGRAPH TEN ‘222 %id:?%m{ﬂ%%‘l?
-
iCi0SIRE

PLE
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HOURS WHICH SHOULD BE FOLLOWED ONLY ON MATTERS REQUIRING IMMEDIATE
ATTENTION AND WHICH CANNOT WAIT UNTIL NORMAL DUTY HOURS FOR
RESOLUTION. SINCE THIS NOTICE CONTAINS THE LATEST GUIDANCE

AND PHONE NUMBERS, TO AVOID CONFUSION ALL PREVIQUS'NOTICES SHOULD BE
DESTROYED. ALSO NOTE GUIDANCE IN PARAGRAPH ELEVEN REQUESTING THAT

REPORTS BE IDENTIFIED BY TD OR CIA NUMBER RATHER THAN DATE/TIME
GROUPS.

[

.
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bl Per CIA
b3
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--NOT RELEASABLE TO FOREIGN NATIONALS (NOFORM): NEITHER THE DO
REPORT NOR INFORMATION EXTRACTED FROM THAT REPORT MAY BE RELEASED TO
{81 FOREIGN GOVERNMENTS, FOREIGN NATIONALS OR NON-U.S. CITIZENS WITHOUT

_THE PERMISSION OF THE ORIGINATOR.

10. THE CIA POINTS OF CONTACT FOR REQUESTING APPROVAL TO USE
_ INFORMATION BEARING DISSEMINATION CONTROLS ARE:

bl Per CIA
b3

bl Per CIA
b3

bl Per CIA
b3

ottt I §
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CONT I DENTIAL

.~ 11. AS A MINIMUM, THE FOLLOWING INFORMATION SHOULD BE SUBMITTED

bl Per CIA
b3
--THE NAME OF THE PUBLICATION IN WHICH THE INFORMATION WILL BE
USED, OR THE IDENTIFICATION OF THE ORGANIZATION TO WHICH THE REPORT
ITSELF IS TO BE SENT;
~-THE PLANNED DISTRIBUTION OF THE PUBLICATION .IN WHICH THE
INFORMATION WILL BE USED. THE REQUESTER SHOULD BE IN A POSITION TO
PROVIDE EVIDENCE OF THE NEED-TO-KNOW OF THE INDIVIDUAL ORGANIZATIONS
ON THE 'INTENDED DISTRIBUTIONj}
~=THE CLASSIFICATION AND CONTROLS WHICH THE PUBLICATION WILL ¥ i; Per CIA
CARRY.. ‘

[

13. IT IS RECOMMENDED THAT THIS GUIDANCE.BE RETAINED FOR READY
REFERENCE AND USE BY NEWLY ASSIGNED PERSONNEL. YOUR ASSISTANCE IN:
IMPLEMENTING THESE DISSEMINATION CONTROL PROCEDURES IS OF VITAL
IMPORTANCE AND GREATLY APPRECIATED.

bl Per CIA
b3

14. (HEADQUARTERS COMMENT: THY prouses
ASSIGNED TO THIS MESSAGE IS FOR REFERENCE PURPOSES ONLY.)

DISSEM: FIELD: SENT TO CDRFORSCOM, USCINCEUR, CINCUSAREUR,
CINCUSNAVEUR, CINCUSAFE, COMSIXTHFLT, COMIDEASTFOR, COMFAIRMED,
CINCSAC, USHMR SHAPE (FOR SACEUR), USNATO BRUSSELS, USCINCPAC,
PACFLT, WESTCOM, COMIPAC, PACAF, COMSEVENTHFLT, FOSIF/WESTPAC,
FOSIF/ROTA, USCINCSO, USCINCLANT, USCINCSOC, CINCMAC, JSCC,
USCINCCENT, COMUSFORCARIB, USFK, USFJ, COMUSNAVPHIL, 13AF DOI.

0 N+—1—bENTFT+H+




COMUSNAVCENT, JTFME, FICEURLANT.

L

WARNING: REPORT CLASS ONPBENTHt=-WARNING NOTICE--INTELLIGENCE
SOURCES OR METHODS INVOLVED-= .

DECET . OFFICER. ALL PORTIQONS CARRY bl Per CIA

CLASSIFICATION AND CONTROLS OF OVERALL DOCUMENT. Iig b3
| NNNN

EoNEITDENT L AL
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88 8740719-. MSR PAGE 001
TOT: 281502Z APR 88 CIA 029990

e o v o " " 0 .t " g " e, " " i s "

S R T T-NOFORN-WNINTEL

281502Z CIA 029990

TO: NPIC, DIRNSA, DEPT OF STATE, DIA, TREASURY DEPT,

SECRET SERVICE//ID FEDERAL BUREAU OF INVESTIGATION,

US CUSTOMS SERVICE W, DOEHQ//DASI AND LLNL//, DEPT OF COMMERCE, USTR,
ZEN/FRB, DEA,. IMHIGRATION AND NATURALIZATION SERVICE,

DEPT OF JUSTICE//JCC 'FAA//ACS 400, WHITE HOUSE.SITUATION ROOM,
ZEN/CIA OFFICE OF CURRENT OPERATIONS USCINCEUR VAXHINGEN. GE//J 2,
CINCUSAREUR HEIDELBERG GE//AEAGB, HQ USAFE RAMSTEIN AB GE//IN,
CINCUSNAVEUR LONDON UK//N-2, COMSIXTHFLT COMFAIRMED, . FOSIF ROTA sSe,
USNMR SHAPE BE//SURVEY, USNATO BRUSSELS, FICEURLANT,

CDRFORSCOM FT MCPHERSON GA//FCJ2- IOO-CM// USCINCCENT//J2,
COMIDEASTFOR, COMUSNAVCENT PEARL HARBOR- HI USCINCPAC HONOLULUY HI,
CDRWESTCOM FT SHAFTER HI, COMIPAC HONOLULU HI,

CINCPACFLT PEARL HARBOR HI HQ PACAF IDHS HICKAM AFB-HI,

COMSEVENTHFLT, FOSIF/WESTPAC USFJ//J-2, "13AF CLARK AB P!//DOI bl Ber CIR
COMUSKOREA SEOUL ‘KOR//SA, CINC UNC SEOUL . KOR//SA, b3 Ber QIR
MAC INTEL CEN SCOTT AFB IL//IN "‘COMUSFORCARIB ‘KEY WE, bE
USCINCLANT NORFOLK VA, uscxucso QHTS PANAMA, b7a

HM%WUSCINCSOC MACDILL AFB FL//S0J2-0, CDR JSOC FT BRAGG NC, JTFME.

PASS: NSA' FOR:ZKZK.00 DLS-DE (FOR.NSOC);
'STATE FOR 1INR, DSTAD SCT, ACDA, USIA AID, OIR FOR FRB.

e e e e o . o o

WARNING: INFORMATION asponr, NOT FINALLX EVALUATED INTELLIGENCE.
REPORT CLASS SESRET-=WNINTEL==NOFORN-
DIST: ‘28 APRIL 1988

7

.COUNTRY: WORLDWIDE

bl Per CIA
SUBJ» b3

- -

THIS NOTICE IS A REISSUE OF GUIDANCE ON THIS SUBJECT. IT IS BEING
REISSUED TO ENSURE THAT NEW PERSONNEL ARE AWARE OF THE 75

750~ (4
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ESTABLISHED POLICY OF THE DIRECTORATE OF OPERATIONS THAT UNDER NO
CIRCUMSTANCES WILL "EXCLUSIVE FOR" DISSEMINATIONS BE INCLUDED IN L1 per cIn
COMPUTERIZED DATA BANKS NOR SHOULD THEY BE SUBJECT TO ANY COMPUTER e
18] GENERATED DXSSEMINATION PROCESS.
§
=
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bl Per CIA

DISSEM: FIELD: SENT TO CDRUSFORSCOM, USCINCEUR, CINCUSAREUR,
CINCUSNAVEUR,. CINCUSAFE, COMSIXTHFLT, COMIDEASTFOR COMFAIRMED
CINCSAC, USNMR SHAPE (FOR SACEUR), USNATO BRUSSELS, USCINCPAC,
PACFLT, WESTCOM, COMIPAC, PACAF, 'COMSEVENTHFLT, FOS!F/WESTPAC
FOSIF/ROTA, USCINCSO USCINCLANT, USCINCSOC, CINCMAC Jsoc,

'USCINCCENT, COHUSFORCARIB USFK, USFJ, COMUSNAVPHIL

COMUSNAVCENT, JTFME

WARNING: REPORT CLASS S E-6~
SOURCES OR -METHODS INVOLVED-=

DECLT ORDR-DRY—HiAM4=82 BY RECORDED REPORTING OFFICER ALL PORTIONS

CARDY L ASCYDYSATINN

FICEURLANT.

AND CONTROLS OF OVERALL DOCUMENT.
NNNNEND OF ‘MESSAGE

134F DOI,

~=~WARNNG NOTICE--INTELLIGENCE

ORIG/REL:

bl Per CIA ¢
b3 3




The Director of Central Intelligence ™
Washington, D C, 20505

o .

~NIC 03234/88
31 October 1988

* -

National Intelligence Council

Y

MEMORANDUM FOR: Director of Central Intelligence
Deputy Director of Central Intelligence

VIA: ' National Intelligence Officer for Warning

FROM: Andre LeGallo
National Intelligence Officer for Counterterrorism

.SUBJECT: Terrorism Warning and Forecast Meeting -~ October

1. The Terrorism Warning and Forecast Meeting was held on
21 October. The following key judgments were derived from the discussion:

- While its network was debilitated by arrests in 1986-87,
upcoming events in 1989 point up the potential for renewed terrorism by
Hizballah in Europe.

e 7“"€$
) EHCLsD

- While a joint RAF-Red Brigades (BR) communique was released
following the attempted assassination of Hans Tietmeyer, there is no
evidence of European terrorist groups collaborating in joint operations.

- The support provided by Algeria facilitates the operations of
international terrorist groups.

= The release of Mithileshawr Singh does not necessarily porten '<:>
the early release of the remaining western hostaizf in 2?23§7n' ‘:7 4

2. Hizballah in Europe. CIA believes the Hizballal have g%;;vtrying
to establish terrorist cells in Europe since at least 1984 —- possibly
earlfer. 1In 1984, the arrest of a Lebanese Shia, al-Atat, in Switzerland
led to the arrests of the Ladispoli Seven in Italy, a group of Lebanese
Shia suspected of planning to attack the US Embassy in Rome. Sporadic
events occurred after these incidents. In 1985, the arrest of Sami Nasr,
a Palestinian with links to Hizballah, led the Hizballah to seize twommmm wrom o=y
Cypriot students in Beirut. Later analysis of this period shows that the

Hizballah were developing local Muslim immigrants for subversive 12 NOV 18 1988
activities in Italy, West Germany and france.
atsaess et

bé
b7C

all Fel INFOBMATICN CCHTR BEL
HEREIN 15 Bl lass1s TR
DETE O2-22-2018 By

@ HAY 2 51989

#

I of gl oY = ADM




e,

¥ 3 SE ORN
® &
SUBJECT: Terrotism Warning and Forecast Meeting -- October

Three sets of arrests in 1987 unraveled information about an
extensive Hizballah network in Europe with ties to Beirut through Imad
Mughniyah and Abd al-Hadi Hammadi: The arrests of the Hammadi brothers
in West Germany with explosives, the arrest in Italy of Bashir Khudr, a
Lebanese Shia, with C-4, and the french arrest of Fuad Salah (who led the
Hizballah-backed group that carried out the Paris bombings in. 1986) with

~-methyl nitrate and C-4. Information found on the persons of -these
individuals and explosives evidence showed links with all of these
operatives back to Lebanon —- specifically to Mughniyah and the Hammadi
family.

The relative ‘tranquility in Western Europe at this time points to ‘the
success of European counterterrorist efforts and Iran's apparent interest
in lowering its terrorist profile. A number of upcoming events next year
-- the end of the Hammadi trial, the Iranian-imposed deadline for the
release of Anis Naccache, and the Salah group trials -- all point to
motivations for renewed terrorism in 1989. Hizballah could reorganize
its cells with sleeper operatives and undiscovered caches. Since

~ Mughniyah and Hammadi are willing to conduct independent operations, even

bl Per CIA
b3

“““Iranianmgre5§yfg might not prevent renewed activity.

3. RAF-Red Brigades (BR). A joint RAF-BR communique following the
September 1988 attack on West German Finance Ministry State Secretary
Hans Tietmeyer increased concerns about 1inkages and joint operations
among the various West European terrorist groups. DIA believes the
Tietmeyer attack was conducted solely by the RAF; it was not a joint
operation. There is no evidence of BR involvement. There is evidence,
however, that the RAF felt it had to strike an IMF-related target to
retain credibility as the leading anti-imperialist force in West
Germany. The communique, however, was almost certainly a joint effort.
Iha lanmirsnn wae alemnctd Sdandirs to that contained in BR-RAF documents

""""" prior to the Tietmeyer attack. MWe have

evidence that the BR and RAF engaged in a dialogue in 1987-88, in hopes
of expanding mutual cooperation. There are no indications, however, that
this cooperation had expanded beyond philosophical discussions,

The RAF s most 1ikely instigating closer cooperation between the two
groups. RAF was the originator of the Western European Anti- Imper1a1ist
Front. Due to other counterterrorist successes in Belgium ang France,
‘the RAF 1ost the Combatant Communist Cells (CCC) and eventuall Action

2 - W10
7 s~
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SUBJECT: Terrorism Warning and Forecast Meeting -- October

F

Directe (AD) as partners. Ethnic groups such as Basque Fatherland and
Liberty (ETA) and the Provisional Irish Republican Army (PIRA) are not
necessarily interested in forming a Front; and 17 November is sequestered
and too insular. Therefore, it is logical for the RAF to press for
closer ties with the BR, a group which might show more interest in
forming a Front.

¥

1t s also logical for BR to desire closer ties. The Union of
Communist Combatants (UCC) has been dismantled by police successes and
the Fighting Communist Party (PCC) had been taking hits from the
authorities even prior to the recent arrests. Also, BR is no longer the
potent force that it once was in the seventies and early eighties.

DIA believes that, although the BR and RAF may have been moving
towards increased cooperation, the arrest, since June, of 32 members of
the PCC -- the only operational faction of the BR -r will 1ikely inhibit
any significant cooperation in the short term. DIA does not feel,
however, that the BR have been dismantled to the point of inhibiting a
limited relationship in the future. BR and RAF personnel have reportedly
met frequently in the past and will likely continue to do so. However,
the current emasculated condition of the BR suggests that its primary
emphasis will be on rebuilding its infrastructure in Italy, rather than
expanding cooperation with other groups. At the same time, some element
associated with the BR might conduct a terrorist action to make it appear
that the group is upholding its part of this "joint venture.”

Italian CT forces have had tremendous success in stopping the
activities of the BR-UCC and in apprehending BR-PCC members.
Assassinations, such as the April 1988 attack against Italian Senator
RufFilN4§, are likely to continue after the group rebounds from its recent
arrests and successfully rebuilids.

———r——==-ore than 1ikely, the RAF has been rebuilding. The Tietmeyer attack
represents a return to action after a long period of dormancy. Hest
German security forces have been unable to capture the few hard-core
members still at large. The group eventually will be able to marshal fits
resources for another operation of this nature. Since no one was
apprehended during the attack, there §s obviously at least one RAF cell
still at large capable of conducting assassinations. Based on the first
joint communique, the attack may have been a kidnap attempt -- 3 more
ambitious operation than the previous assassinations. This could
indicate that the RAF is capable of launching larger-scale operations.

Reports indicate that RAF elements are operating outside West
Germany. Fingerprints of RAF operative Andrea Klump were found at the

SECRE RN




o mmam @ .

SUBJECT: Terrorism Warning and Forecast Meeting -- October

E

scene of an attempted moped bombing in Rota on 17 June. And reports
indicate RAF support elements have been operating in Cuba and france.
West German success in cracking down on the RAF apparatus probably has
forced some support elements to relocate outside the country. The
availability of an external safehaven may assist coordination of future
RAF terrorist activity in Western Europe.

A joint operation by the RAF-BR against US interests fis unlikely.

‘The RAF will likely regroup after the unsuccessful assassination attempt

on Tietmeyer and concentrate their efforts on domestic German targets.
We can, however, expect to see an attack in the future based on their
stated intentions, publications and ideology. The BR are not likely to b1 Per CIA
conduct any short-term operations against the US, especially since it oy

_3ppears that they currently do not have an effective infrastructure.

4. Algeria. Algiers maintains relations with several radical groups
largely because of its traditional leftist orientation and sympathy for
national liberation movements, and also because such activity provides
the regime some influence over these groups. Algiers argues that its
links to Middle Eastern and other radicals allow it to serve as a
diplomatic conduit, to moderate the radicals' behavior, and to steer the
extremists away from radical Arab regimes. President Benjedid's
government has publicly condemned terrorism and, in some cases, has ended
or scaled down support for liberation movements.

While publicly condemning international terrorism, Algiers has acted
as mediator in international terrorist incidents and provides safehaven
for groups that employ terrorist tactics. Importantly, such support has
apparently facilitated terrorist activities, particularly by the Abu
Nidal Organization (ANO).

Because the Algerians regard the Palestinian cause as a legitimate
political struggie, they offer military and other facilities to
Palestinian factions for attacks against Israel. Like most Arab states,
Algeria views attacks inside Israel or the Occupied Territories as

legitimate acts of war. Algeria provides almost unrestricted safehaven
) : 4
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-~ October

to‘é number of ‘Palestinian grbups.ﬂalmbsﬁ'éertainly@includiﬂg‘the

palestinian front for the Liberations. of Palestin
(PFLP-SC), "the Palestine Liberation Front (PLE),

Algeria maintains contacts with Hizballah and
groups as Basque Fatherland.and Libery (ETA).
1imited its support ‘to ETA to the provision.of. sa
fragmentary evidence indicates Algiers has provid
terrorist groups as well.

CIA believes Algerian-ANO relations expanded .

e = Special Command
Fatah's Forte 17.

such non-Middle Eastern

Most recently, Algeria has

fehaven.. Other
ed safehaven to other

in -the period leading-.up

to the April 1987 Palestine National Council (PNC) meeting held in

Algiers. ~They believe that the Algerians were se

eking ‘to facilitate

ANO's entry into the mainstream Palestinian movement.

Despite ANO's 1imited presence (estimates ran
recent developments suggest that the Algiers-base
fnvolved in operational activities worldwide. Su
violates the understanding by which Algiers permi
‘establish a presence ‘there.

ge~from five to 400),
d contingent §s deeply
ch.activity probabiy
tted the group to

There are indications that ANO operatives

worldwide rely on the group's Algerian infrastructure for support.

Because Algeria values its role as mediator,
West and the Middle East, and retains a sympathy
movements, it is likely to maintain contacts with
passively == radical groups. In the case of ANO,
Algiers permitted the group to establish a presen
prove their ability to moderate -the behavior of r
well as to foster Palestinian unity. In the wake

particularly between the
for national liberation
and support -- at least
CIA believes that

ce there in order to
adical tervorists, as

of renewed. terrorist

activity by Abu Nidal and international publicity about the group's use

of Algeria to facilitate .its operations,
for the group. '

.Algiers may reduce its support

5. Implications of the Singh Release. Mithi
other three Beirut University College professors
Polhill) were seized by friends of Hizballah's Be
al-Hadi Hammadi for the same reasons as the two
and Cordes. Abd al-Hadi's goal was to-use these
extradition and prosecution of his

leshwar Singh and the
(Turner, Steen and’
irut -security chief Abd

German hostages, Schmidt

hostages to block

brother Muhammad Hammadi, currently on

trial in Germany for his part in the TRA ‘847 hijacking.
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™ Cordes, the last German hostage, was freed September 12 after lengthy
negotiations between Bonn and Tehran. MWe have no evidence that Bonn made
any specific commitments about Muhammad's sentencing, but Abd al-Hadi
apparently believed he was assured of a "fair trial" and humanitarian
considerations. However, we assume that Abd al-Hadi's concerns about his
brother were reasonably satisfied and that he no longer had a personal
agenda regarding the BUCA4.

Given Iran's recent attempts at rapprochement with the West, State
thought that if Iran were to move on the hostages, they would move first
on the BUC4 which were most accessible to them, i.e., they were
unencumbered by extraneous concerns by the kidnappers. .Three days after
Cordes' release, we saw a communique by Islamic Jihad for the Liberation

of Palestine, the first one in over six months.

. N

According to State, the new communique was radically different from
the earlier ones. The content was less Islamic and more Palestinian,
The demands were more modest and the tone was almost one of pleading for
the US to provide a pretext for them to release the hostages and so end
the problem which they saw as having gone on for too long. Although the
demands and tone in subsequent communiques stiffened, State believes
Singh was released as a goodwill gesture about a week after the first of
the new IJLP communiques.

The speed and ease of his release was so surprising and so different
from previous IJLP actions that State thought it might have been written
by a different group. State's chief Shia consultant thought the hostages
might actually have been handed over to a Palestinian group. This seemed
to be confirmed by remarks made by Singh immediately after his release.

A careful perusal of Singh's debriefing soon disabused us of this
notion, The captors were most likely Palestinian members of Hizballah.
This would in part explain the Palestinian trappings displayed by the
IJLP from the beginning. CIA does not believe the IJLP is a "real"
organization, but a name used to shield the actual captors and possibly
one pulled together to carry out this specific operation. Reliable
reporting indicates Hizballah members who were friends of the Hammadi's
were for the abduction and detention of the German hostages as well.

This still leaves open the question of why Singh was released. The
traditional approach of trying to determine who benefited from the
release didn't seem to work. No Palestinian element gained any political
capital from the release and neither Hizballah nor Iran won any kudos for
the release. CIA believes Singh was released because he is not an
American citizen, and that the release was probably encouraged by Iran.

SECRF RN
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A glimpse-into what may have happened surfaced in the press, which
noted that before the release, the Iranians warned Genscher who told
Shultz. We have no corraborating evidence, but we assume ‘that the
message passed along by Iran contained more than the name and date of the
hostage to be released. This could have been an opening gambit by Iran.
It was a relatively cheap one for them; they gain some credit but don't
have to waste ‘an American hostage doing so.

from the tone and speed of Singh's release, State expected other IJLP
communiques to pour forth. They have not. This would confirm our

" supposition that the flurry of IJLP activity prior to the release was

merely a smoke screen providing continuing deniabitity (both internally
and externally) for Iran while its real agenda was conducted through
Genscher. '

Whatever the nature of the Iranian Gambit, it seems to have stalled.
It is unlikely that we will see further activity before the American
elections or before Tehran gets its own political house in order. This
delay could work against the remaining BUC4 because Muhammad Hammadi's
trial is going badly.

Abd al-Hadi may have believed that his brother Muhammad would be
treated as a juvenile by the German court, get a 15-year sentence and be
freed after serving, at most, 10 years. It is not clear why
Abd al-Hadi might believe that his brother would be treated as a
juvenile. In German law, this is not a mere gquestion of chronology to be
determined by his birth date. If (as seems likely) the court decides
Muhammad acted as an adult, he would be sentenced as an adult and could
receive much more than ten years. CIA anticipates renewed risks to
German interests, if Abd al-Hadi is not satisfied with Muhammad's
treatment. Moreover, Justice Department seems intent on once again
approaching the Germans regarding extradition before the end of the
trial. In short, setbacks in Muhammad's trial could cause his brother to
dig in his heels on the BUC4 and make them less accessible to Iran for
future overtures to the Hest.

bl Per CIA
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“External Distribution:

- Charlie Sparks, State/DS/POL/TAD, Rm. 2435, Dept. of State

- Gerald Sutton, State/INR/TNA, Rm. 6510, Dept. of State

- Linnea P. Raine, DOE, ‘Rm. GA257, Forrestal Bldg.

MAJ Rosetta McKinney. Army/AIAIT-KT Vault 620, Bidg. 213,
Washington.Navy Yard

LTC John V. Lewin, Army/DAMI-CIC, Rm. 20481 Pentagon

Jack Hanrahan, NSA, G-1, Rm. NR-2, Ft. Meade'

CDR Steven Sisa, NIS Naval Sec. Com., 4600 Siiver Hill Rd., Wash, D.C.

Richard Margquise, FBI, Rm, 4266

Judith, E..Neltsh, USSS, \Intel ‘Div., .Rm. 825 .

Douglas P. Everett, DEA, Rm. 1037 '
Robert F. Dorr, DIA/DIO/GA, ‘Rm. 10860, Pentagon

Thomas J. Rowan, USAF/AFOSI/IVOA, Rm. 11, 'Bldg. P-3, Bolling AFB

Commander, JSOC/Ft. Bragg, $S0/3-2. P. 0 "Box 70239

Ist Lt. Roy Logan, USMC, Code INTC, Rm. 3136, Navy Annex

Capt. Thomas J. McCarthy, US Coast Guard HQS, Com. (G-01S), Rm. 3208,
‘Lawrence Lippe, Dod, 6th Floor

Morgan Langston, Customs, Rm, 5212

John Davidson, Nuciear Regulatory Agency

Jack Gregory, FAA/ACS-410

Peter Probst, DOD/OSD/ISA/SP, 2E261 Pentagon

Sy Frenkel, DIA Rm. B6964, DIAC Bldg.

Barry Ke1ly. NSC, Rjm. 302, OEO8B

Ambassador L. Paul Bremer, State, Rm. 2236

Oliver Revell, FBI, Rm. 7116 ]

8G Henry H. Shelton J-33, JCS., Rm. 2D921, Pentagon

Doug Menarchik, Office of VP, Rm. 294, 0E0B

LTC Jdames McCool, Defense Intelligence College/DIC-2A, DIA
Charles L. Allen, US Army Intel & Sec., B-1, IAOPS-IS, Arl. Hall Sta.
R. Rand Beers, NSC, Rm. 302, OtOB ‘ ’

Ted McNamara, National Security Council, Rm. 302, OEOB

Richard Armitage, DOD/ASD/ISA, Rm. 4E808, Pentagon

USCINCSOC (Attn: S0J2 = Col. Pheneger), MacDuII AFB, FLA

Larry Ropka, DOD/ISA, Rm. 4£813, Pentagon

Michael Romey, Dept. of Treasury, Rm. 2049

William Braun, DOJ/Criminal Division, Rm. 6300, 1400 New York Ave.
Jeffrey Shumaker, USCG-ICC, Rm. 3119, 2100 2nd St.
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‘Memorandum from | [to Mrx. J. H. Geer
‘Re: Foreign Counterintelligence (FCI)

Criteria. for New Agent Selection
{8)

bé
b7cC

. bl Per CIA

Disencsians wora hald at CIAHQ with

“~jnd others regarding the S hiring

criteria. They centered -around case officers bound for Directorate
of Operations, most closely analogous to Special Agents (SAs). Only
one to ‘two percent of the case officers working .counterintelligence

(CI) at the new CI .center

People going there are su%jecf to clIose security scrutiny, and

regardless of his specialty as we tend to say about Sas. b3

{5
maturity and Agency experience are valued. There was little
discussion with the CIA about what makes a good CX officer as one to
two percent is not worth much discussion. Also, as with us, there:
tends 'to be a feeling that a good officer is a good officer bl Per CIA

(CONTINUED - OVER)
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Memorandum from| | to Mr. 3. H. Geer b6
Re: Foreign Counterintelligence (FCI) b7C
Criteria for New Agent Selection

bl Per CIA
b3 Per CIA

DETAILS: (continued)

~Imentioned that a good test for analytical skills

exists which h@_ggiﬂ_hg_ﬂ%ﬁld furnish and recommended that SA
and SA talk to some CIA recruiters which we

Antended to do.f o |suggested that achieving an FCI hiring

criteria may be best done by getting some FCI experts into a room and

hammering out a consensus on criteria and going with that, and then

measuring people hired under the new criteria against an existing

group of good agents. b6

b7C
To date, the CIA's hiring criteria does not seem applicable '

to us from these points of view: the high cost of hiring and

intensive scrutiny of each person, the amount of psychology and

psychological testing involved, the lack of FCI criteria themselves

and the fact that to date it appears that they are looking ‘for people

similar to ours in the modified program.

It is interesting to note that the CIA does not consider a
person fully hired until he/she has been there for three years and
has passed his/her second polygraph.
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. A. WORK ORIENTATION . .

—
o o °

1. Leadership: ability to motivate another ' .
person or group of persons ‘toward the R
: accomplishment of a specific goal,

17

: 2. Yeam Player: ability to work on an equal
Dasis with other pecrsons in ocrder to
accomplish a mutual goal.

’ 3. Yask Commitment: ability to persevere =
and overcome obstacles {n order to
accomplish a goal.

4, Worx Standards: ability to Judge one’s
work against internal stancards, uﬁth a
minimal need for recoygnition and reward

S. Achievement Motivation: desire to strive |
towarg new levels of success and to meet ,
new challenyges.

8. INTERPERSONAL ORIENTAYION

1. Social Aculty: effectively interacts
with other persons §in a varfety of
socfal situations,

2. Social Persuasion: can influence the
attitudes and behavior of other persons
without coercion.

3. Comnunication Skills: anility to convey i
fnformation to other persons In a cogent
manner. l

i

C. SELF ORIENTAYION

1. Self-Confidence: maintaining a belief In
one’s abilities, Judgments, and values
despite criticisms from other persons.

2. Personal Inteqgrity: possessing an ethical
coce of concduct which gufides one’s deci-
sions anc behavior.

3. Emotional Stability: ability to respond
effectively and realistically in stress-
ful situations.

4, Personal Maturity: abllity to control
impulses. delay gratificatfon, ang take
responsibility for one*s actions.

0. COGNITIVE ORIENTATION

1. Problem=Solving Abflity: ability to
tormulate an effective plan of action
§in response to an ambiguous situation.

1 ability to learn
concepts ang tasks with 2 minimal
t of effort and repetition,
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“ldent:
Insp.
intell.
Lab.
L,,..Q.T.‘%
. &
To : The Director Date  12/29/88 unte ats. Y
sl il
— Training
From : M. Ahlerich f 0B, Kiskson &
W ‘ C? < 4/ Tm Rm. ___
) k . Director's Sec'y
P  Subject : BRIEFINGS FOR SENATE AND HOUSE INTELLIGENCE COMMITTEES
WL o ON CRASH OF PAN AM FLIGHT 103
CLASS
SRC'D ;
SER SE: To request authority to brief Members of captioned
REC ommittees on the Bureau's inquiry into the crash of Pan Am
’ tght 103.
DETAIIS: Professional Staff of both the House and Senate
Intelligence Committees have requested Bureau briefings regarding
the investigatlon into the crash of Pan Am Flight 103. The House
Intelligence Committee briefing is scheduled for Tuesday,
January 3, at 11:00 a.m. and the Senate Intelligence Committee
briefing is now scheduled for 2:00 on the same date. The
j briefings are primarily for Members of the two committees but
(8} . some staff will also attend.
. or of the House Intelligence
- |of the CIA's Counterterrorism bl Bex CIR
. Center will participate in the House Intelligence briefing, as b3

will a representative from the State Department. He also
indicated that it would be appropriate for a representative from
the FBI Laboratory to attend and explain the various physical
characteristics of the suspected explosive.

The Congressional Affairs Office (CAO) was contacted by
a representative of the Office of legislative Affairs, DOJ, on
December 29, 1988, who advised that JOE WHITELY, of the Associate
Attorney General's Office, wanted a meeting with the FBI and
Ambassador BREMER, of the State Department prior to the briefings
of the Intelligence Committees to discuss details. The CAO will
follow this and advise appropriate FBI personnel.
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Division partic:.pate in captioned briefings. @
G APPROVED -Adm. Sen%mf of Cong. -

-Memorandum to The Director’ from Milt Ahlerich

]

. '\f\ . 'A :,

RE: '~ BRIEFINGS FOR SENATE AND HOUSE INTELLIGENCE COM&I‘ITEES ON |
CRASH OF PAN AM FLIGHT 103 '

ggcommnmﬂxon- 1. That a representative of the’ Criminal
Investigative Division be designated to conduct briéfings, within
the lim ts of what may be discussed regarding a. pending case,

before the House a%Pthe Int }l:égn’ence Committees on January 3
19 9-&‘ : ‘&&‘ Q{ﬁéﬁm; v __ - &PubhcAﬂs_‘ﬂ{a #&
, < L.o"t e 1 of Lia. :

e B SO Afs

Director in ,
Exec. AD-Adie s JJa I fsc. Mgmt
- Exec. AD --aemm,h Servs, .
‘k e | . -Exec. AD-LES - - Legal Ceun.” 27~ Training T ‘

2. That a representative of the Laboratory

. Exec. AD-In boratory cch. Servs.
< Exec AD~LES Legal Coun.- ,

Crim. Inv & Public Affs.
A 5 A oMdent. ¥ Ofiotlia. . ..
| /VM/ Dlreétor _._._>f Inspection &Y Affs.
' ’ Exec. AD-A meu > Rse: Mgmt.

Training

3. That CAO coordinate captioned briefing.

APPROVED: m. Sérvs. Oft. of Cong. {,@/ M{
* Crim Inv. - & Public Affs
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C . Ofi of Lia. .

irector Inspecti on : &inll Affs. ____

v  Exec. AD Intell. Rac. Mgmt.________
e  Exec. ADA -orm —
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Exec. AD- ? Legal Coun. _ . Training >
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\10/ 20/88
EEY, ‘Director Sessions: (i? :ZC:/é;Z/

crass_J [ _ S

SRG'D RE: NATIONAL INTELLIGENCE

SER _]’ MEDALS OF ACHIEVEMENT

REC b6

On. November: 4 at 3:00 p.m. at CIA Headquarters. b7C

Auditorium, Judge Webster is: scheduled to present National
Intelligence Medals of Achievement to SSA| |who is

currently an Assistant Legal Attache in Mexico City, former SSA
[ | who was from the Intelligence .Division and is
now retired, and to former SSAl | who is retired
from the FBY Boston Division and is currently back with the FBI
‘on a special purchase order project.

Judge Webster will also present, at the same awards b6
ceremony, .a National Intelligence Certificate of Distinction to b7c
ssa| | who is detailed to the Intelligence
community Staff from the Intelligence Division.

In brief summary, the awards are for the following

accomplishments:
I F b6

| | was ‘@ key player in efforts to improve pre
interagency coordination of extremely complek technical issues.
In this capacity, he made major contributions to our Nation's
ability to counter the most advanced forms of hostile technical
penetration. APPROVED: ‘Adm. Sefvs. .on, dm\,_
A ) Crin, Inv. & Public Afts.
Enclosures (5) ident, ____.._—Oﬂ of Lia.
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Note to Director from O. B. Revell dated 10/20/88

‘Re: National Intelligence

Medals of Achievement

bé

b7C
The award is for outstanding contribution to the

Intelligence Community as a staff officer in the National

Intelligence Office for Foreign Denial and Intelligence

Activities and for fostering a better understanding and ‘working’

relationship between CIA and FBI..

] I:A

L | supervised and participated directly in
handling the FBI's responsibilities in a complex, ‘difficult and’

. sensitive counterintelligence case directed against.a hostile

intelligence service's .efforts to acquire sensitive, embargoed’
high: technology from the United States.

|’ * b6

certificate is for his support and’ bie
participation In & study resulting in a National Intelligence
Estimate of major importance to the United States.

Copies of the recommendations for the awards with more
complete details are attached. Also, a copy of guidelines for
award recommendations is attached for your information. Our FBI.

has .coordinated

detalls of the awards. If you should desire to attend the award
ceremony, SSA[:::::]will make the necessary arrangements.

0. B. Revell
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r RECOMMENDATION FOR INTELLIGENCE COMMUNITY AWARD
(Submit 10 copies with: description of pecformance or setvice warranting aword; bio profile; ond unclossified citation)  *
1. NAME OF msdm\gcommozoaosf/reso/madu) 2. SOQIAL SECURITY NO. 3. GRADE/RANK
o B 7 7 6S-14
4.Y08% 5. PARENT ORGANIZATION S, TITLE/PLACE OF ASSIGNMENT DURING AWARD PERIOD
I:l 'Federal Bureau of TSM Program Manager, Technical Services Division
aInvestlgatxon« 'FBI .Engineering § Research Facility, Lorton, VA
7. RECOMMENOEO AWARD 8. INCLUSIVE DATES FOR WHICH RECOMMENDED
National Intel 11gen<:e Medal of
. Achievement ) ‘1S _February 81 = 1 December 87
9. If RETIRING, DATE OF RETIREMENT £ ho. HOME ADDRESS !l. JELEPHONE
| Legal Attachg §f1§g 3087 officer 905-511-0377
N/A - Ear 0, Texas 78044 HOME
77.FAS NOMINEE RECEIVED OR SEEN RECOMMENDED FOR ANGTHER AWARD FOR THIS SERVICE OR ACT?
Yes: (] Hf so, indicate aword
No X . 5 .
(A TOIE AND SIGNATIIRE e sz (g T — 14.DATE
bl Per CIA
b3
T XL, COWITEINMEaSUres subconpaiee é / 7 / ?g ‘
Technical Surveillance Countermeasures Committee, IG/CM(T)
15, TITLE AND SIGNATURE OF HEAD OF INTELUGENCE ORGANIZATION MAKING RECOMMENDATION 16.DATE
R. M. Huffstutler
Deputy Director For Admmxstranon
Central ‘Intelligence Agency
TITLE AND SIGNATURE OF HEAD OF NO ) 18, DATE b6
I b7C

Assistant Section Chie
- Technical Services Division, Federal Bureau of Invest1gat1on

> ENgINceTing section

[[J recommends opproval
[0 does not recommend opproval

D recommends award of

19, REPORY OF INTELLUGENCE COMMUNITY AWARDS REVIEW PANEL
The Intelligence Community Awords ReView Ponel, having considered the foregoing recommendation on

.

Chairmon, [CARP

[ recommends opprovol of_.
(7] does not recommend opprovel

20. REPORT OF NATIONAL FOREIGN INTELUGENCE 8OARD
The Nationol Foreign Intelligence Board, having considered the foregoing recommendation on

Executive Secretary, NFIB

THE RECOMMENDATION IN SECTION 20 IS APPROVED: :

OIRECTOR OF CENTRAL INTELUGENCE

OATE

9844239
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Narrative Justification
For The -Award 0Of The
National Intelligence Medal of Achieverent
b6
b7C

(v | | Supervisory Special Agent, Federal Eureau
of Investigation, distinguished himself by exceptional meritorious
service during the period 15 February 1981 through 1 December 1987
while serving as the Program Manager, Interagency Telephone
Laboratcry, and as the Chairman and member of several Intelligence
Community (IC) coordinating/working groups.

e

mnc—

(U) As Program Manager of the Interagency Telephone Latoratory
(ITL), he directed a major IC technig urveillance countermeasures
(TSCM) program during a period of dynamic change and increasing
complexity. ITL was established as the technical support activity
of the Telephone Security Group (TSG), Countermeasures Subcommittee,
Technical Surveillance Countermeasures Commxttee, Interagency
Group/Countermeasures (Technical). ITL's mission is to provide
technical support to the IC on all matters pertaining to TSCM for
telephones and telephone systenms.

«;}%3 ITL was created in response to a recognized need to develop

effective countermeasures against the .audio surveillance threat
posed by telephones. The importance of ITL lies in the fact that,
historically, telephones have been considered the most significant
audio surveillance vulnerability posed to our classified
conversation areas. Accordingly, ITL was tasked to develop policies
and procedures for properly selecting and installing tele-
communications equiprent. Additionally, ITL actively pursued the
developrnent of new countermeasures techniques and equipment used by
‘the TSCM community to examine telephone systems in the field.

':?ég In the last severalvyears, the telecommunications industry has
u

ndergone ‘major .technological advances which threatened to
.drastically increase .the technical surveillance vulnerabilities of
telephone systems. As the government's conventional telephones and
Key systems..were replaced with new electronic, computer controlled
‘equipnent, traditional methods for protecting these systems were
‘inadequate. TSCM technicians could no longer test and evaluate
telcphones with existiug equipment and techniques. Fast telephone

security protective measures and inspections were simply no longer
;Valld ‘

b7cC

'}Ki In the waLe of thzs telecommunications revolutxon,|
took the lead in i efforts to expand and improve IIL'S .
mission of technical investigative 3upport to IC TSCM activities

worldwide. Undér his direction, the laboratory flourished. Today,

i
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it has .a staff of five engineers/technicians (an increase of three)
and' a modern test and evaluation facility to handle a steadily
increasing workload. A major improvement and expansion of ITL's
physical plaut was accomplished with the -installation of a
state-of~-the-art shielded enclosure test facility. The capabilities
of the ITL in evaluating suspected technical penetrations of
telephone instruments and associated equipment were significantly
erhanced due to] |efforts to obtain the necessary
resources to purchase new generations of analytical/test equipment.

12SE| |began several programs designed to improve the IC
countermeasures assessment of the vulnerabilities associated with
the various telephone systems, domestic and foreign, used by U.S.
Government organizations throughout the world. ‘'lie fostere

~dialogue with thé télecommunications industry to insure that the
Intelligence Community's views .and concerns regarding "on-hook" b6
audio telephone security were recognized and addressed. He bC

coordinated and managed efforts by ITL to develop a national
standard for the design and manufacture of high'security
conputerized telephone instruments. Telephones designed under this
standard could be installed in sensitive discussion areas without
adding costly protective devices or applyxng expensive construction
techniques to physically tire telephcne system. This
accomplishment typifies approach of identifying cost
effective solutions to complex technical security problems; a
philosophy which has resulted in huge monetary savings to the US
Gevernrent. Additionally, | unéertook the complete
revision of the standards governing the installation of telephone
systems used in sensitive compartmented information facilities.
This was a major undertaking requiring both expert technical
knowledge and keen interpersonal skills. As a national program
manager, he proved extremely successful at cooroznatxng unified
natiomnal strategxes on issues affecting agencies with many diverse

departmental views. bé
b7C

| in his capacity as Chairman, Telephone Security
Group (TSG), Countermeasures Subcommittee, under the 1G/CM(T),
played a significant role in coordinating the development of an
acceptable '"on-hook" audio security standard for the governments new
STU-111 Secure Voice System; a multi-billion dollar program of the
utnost importance to our national security. The groundwork

performed by in developing the necessary interagency
coordination With the National Security Agency, the STU-1I1I

proponent, nade possible the tirely iIdéentification of potential
exploitable weaknesses with the STU-XI1 and for the TSCM community
to rapidly deve}op countermeasures.
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{Uﬁ““)XQ As the first Chairman of the Capitol Hill Advisory Group
(CRAG), Courtermeasures Subcommittee, under the IG/CM(T),
[ | established CHAG as an effective mechanism for
providing physical and technical security support to Congress. He
personally provided the necessary research, engineering and
contracting support for the installation of an advanced in-place
monitoring system (IPMS) which .is designed to remotely sense and
locate clandestine radio frequency transmitters targeted against
sensitive Congressional facilities. | |[played a continual
role in efforts by the IC to establish a professional and highly
effective, state-of-the-art TSCM capability within the U.S. Capitol
Police (USCP). These efforts included: coordinating TSCM basic and
advance training at national level training centers for police
nembers assigned to TSCM duties; working closely with USCP to build
an .inventory of advance technology TSCM equipment; and assisting in
developing technical ‘threat and vulmnerability data.
extensive history of dedicated support to Capitol Hill was
recognized throughout the IC as well as Congress which frequently
praised his outstanding efforts on their Lehalf. In fact, upon
learning of| | eminent reassignment, various
Congressional .activities voiced their hopes that| | would
receive some national recognition for the outstanding support he
-provided Capitol Hill.

b6

( T As.the senior FBI representative on the Countermeasures P7C
ubtommittee, Technical Surveillance Countermeasures Committee,
IG/CM(1) (formerly the Technical Surveillance Countermeasures
Subconmittee, SECOM), | was one .of .its most active
nembers. He continually worked to foster and promote cormon
approaches and positions regarding the formation of effective
national TSCM policy and procedures for countering hostile technical
surveillance. He participated on numerous working groups formed to
tackle very complex technical security issues such as drafting new
standards for the physical and acoustic protection of the nations
nost sensitive discussion areas. His personal interest in reducing
governument expenditures on high dollar TSCM equipment lead to the
discovery of significant cost differences between what individual
agencies paid for the same item. he became a strong advocate for
fostering equipmeut commonality and helped devise uniform equipment

specifications/capabilities. he actively pursued. joint, interagency
. purchases of TSCM equipment, which eventually resulted in
significant savings to the federal government. As a member of the
FBl, he often served as focal point on threat and vulmerability
queries concerning foreign government technical surveillance .
offensive and defensive capabilities within the United States. His
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assistance in this regard materially added to numerous National
Foreign Intelligence Board threat estimates.

29 1n summary, | was a driving force Lehind efforts to

provide the Intelligence Community with the countermeasures tools
and techniques necessary to keep pace with a rapidly changing and
increasingly complex hostile technical surveillance threat. kis
distinguished record of support to the TSCM community is second to
none. lunselfish dedication and exemplary service
reflects great credit upon the Federal Bureau of Investigation :and
the entire lntelligence Community.




BIO PROFILE
OF

b7C

was born on in
Talomas, Mexico, a small town bordering the state of hew Mexico.
Although he resided in Mexico until the age of 14, he attended
schools in the United States. ke was a graduate of Katch 'Valley
‘high School, Hatch Valley, New Mexico. His childhood experiences
.centered around an active outdoor life typical of those who live on
' the Southwest ranges.

Upon graduating from high school, Nr. [:::::::]served in the igc
'U.S. 'Coast Guard from January 1964 to January 1968; receiving an
‘horiorable discharge. In January 1968 he entered New Mexico State
‘University where he received a Bachelor of Science Degree in
Electrical Engineering in January 1973. After completing college,

he .vorked two years as a;government employee with the Army Missile
Command, White Sands, New Mexico.

In 1975, 'he joined 'the Federal Bureau of Investigation. For the
first three years,. Mr. worked criminal investigations at
the Houston Field Office, Houston, Texas. In October 1977, he was
trained as a technical surveillance countermeasures (TSCM)
‘technician. .From 1978 ‘to 1986, he was assigned to the Chicago Field
Office, Chicago, 1llinois. During this pericd he was involved in
criminal -investigations, counterterrorist operations, and technical
investigative support/services. B
4

In 168¢C, Mr.[:::::::]assumed the position of Supervisory Special
Agent, Technical Security Division which is currently located at
the FEI Engineering Facility, Lorton, Virgimia. In this capacity,
he held the position of Program Manager, Interagency Telephone
‘Latoratory (ITL), which .is responsible for providing technical
support on issues relating to technical surveillance countermeasures
for telephone systems used in sensitive discussion areas. ITL
provides direct technical support to the Telephone Security Group
(TSG), Countermeasures Subcommittee, Technical Surveillance
Efffififfjasures Committee, I6/CM(T). During this period, Mr.

served on several important mnational TSCM policy and
coordinating groups to include: Chairman, Telephone Security Group;
Member, Audio Countermeasures Working Group, SECCM; Member, Survey
Panel; Member, Interagency Iraining Center (ITC); Member,
Countermeasures Subcommittee.

In November 1987, Mr.[____ |received an important career b6
advancement when he was reassigned to the US. Embassy in Mexico 'City P7¢
as the Assistant Legal Attache. '
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. SUPERVISORY SPECIAL '‘AGENT, FEDERAL BUREAU 'CF

INVESTIGATION, 1S HEREBY AWARDED ThE NATICNAL INTELLIGENCE MEDAL OF
ACHIEVEMENT FOR LXCEPTICNALLY MEKITORICUS SERVICE WHILE SERVING AS
THE "PROGRAM MANAGER,. INTERAGENCY TELEPHONE LABORATORY' AND ‘AS

ChAXRMAN OF SEVERAL 'NATICNAL TECHNICAL SURVEILLANCE CCUNTERMEASURES

COORDINATING GROUPS DURING ThE PEKIGD 1S FEBRUARY 1981 THRU 1

DECEMBER 1987. AS A REY PLAYER IN EFFORTS TC IMPRCVE INTERAGENCY
COORDINATION ON EXTREMELY COMPLEX TECHNICAL ISSUES, HE MADE MAJOR
CONTR1BUTIONS TC:CUR NATIONS ARILITY .TO COUNTER“THE.MPST,ADVANCED

FORMS ‘OF HCSTILE TECHNICAL PENETRATION. | | UNSELFISH

TDLDICATICN AND LXELPLARY SERVICE REFLECTS GREAT CREDI1 UPCN HIMSELE,

j 1

| THE‘FEDERAL,BUREAU OF INVESTIGATION AND ThE INTELLIGENCE COMMUNITY.
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‘ ( RECOMMENDATION FOR INTELLIGENCE COMMUNITY AWARD
' (Svbmit 10 copies with: description of performonce ot service worronting award; bio profile; ond unclassified citation)

[ 7-NAME OF PERSON RECOMMENDED (Lort/ Fest/Middie) 2.SOCIAL SECURITYNO, 3. GRADE/RANK
| | ; I | GS-15
4.Y08 3. PARENT ORGANIZATION 6. TITLE/PLACE OF ASSIGNMENT DURING AWARD PERIOD

Federal Bureau of Staff Officer, National Intelligence Officer/Foreign
Investigation ; Denial and Intelligence Activities
- 17, RECOMMENDED AWARD 8. INCLUSIVE DATES FOR WHICH RECOMMENDED

( Intelligence Council

National Intelligence Certificate of Distinction! 30 Oct 83 - 1 April 88

] 9. 1F RETIRING, DATE OF RETIREMENT 10. HOME ADDRESS 11, TELEPHONE

. | orrce{703) 482-0169
1 April 1988 HOME] |

12. HAS NOMINEE RECEIVED OR BEEN RECOMMENDED FOR ANOTHER AWARD FOR THIS SERVICE OR ACT?
Yes: [ If so, indicote aword

I No ' :
f13. TITLE AND SlQ TURE OF WA! t MMENDATION 14 DATE
: Ak

Murat \Iatu*ooif National/Jhtelligence Officer/ , i /n&ﬂé 8 3

Foreign Denial and InteXligonce Activities

[15- TITLE AND SIGNATURE OF HEAD OF | ORGANIZA RON MAKING RECOMMENDATION 1W

H.F. Hutchinson, , National

g « TITLE AND SIGNATURE OF HEAD OF NOMINEE'S PARENI ORG) EZAT’O#\ e 4 W ; 18. DATE
’ @Mww ' 3/? 0/65
! /,

J19. REPORT OF INTELUGENCE COMMUNITY AWARDS REVIEW PANEL
The Intefigence Community Awards Review Panel, having considered the foregoing recommendation on y

[ recommends opproval
[ does not recommend opproval I
D recommends award of

0. REPORT OF NATIONAL FOREIG& INTELLUIGENCE BOARD
The Notional Foreign Intelligence Board, having considered the foregoing recommendation on I

] recommends opproval of
] does not recommend opproval

THE RECOMMENDATION IN SECTION 20 1S APPROVED:

ﬁ%%@o ot A c Ao 9

! o@ecxoxos ct LINTELUG ﬁé’ v

(

oe: 4239
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RECOMMENDATION FOR THE
. NATIONAL INTELLIGENCE CERTIFICATE OF DISTINCTION

| | b6
b7C

1. It is recommended that| be awarded the National
Intelligence.Certificate of Distinction in recognition of his outstanding
contribution to the Intelligence Community as Staff Officer in the National
Intelligence Office for Foreign Denial and Intelligence Activities,
National .Intelligence Council, during the period 30 October 1985 to 1 April
1988. '

2. One of Mr.[::::::::::]most important contributions to the b6
Intelligence Community has been his fostering of a better understanding and b7C
working relationship between the CIA and his parent organization, the
Federal Bureau of Investigation. During his 29-month tour in the National
Intelligence Council, he acted as an intermediary between the agencies,
sharing insights on the capabilities and vulnerabilities of the Soviet and
East European threat to US interests in the continental United States. Mr.

performed indepth analyses of the loss of classified material in
Several espionage cases. His years of experience as an FBI iinvestigator
paid dividends .in his accurate portrayal of ‘intelligence loss in these
instances. The working relationships Mr.| established will
continue to profit the Intelligence Cowmunity long after his retirement.

. p 3 bl CcIa
3. 'Responding to a December 1985 request from the Interagency b3 i:i -

Group/Counterintelligence,| |devised a new intelligence e
_publication, a type-script memorandum which sharply focused on the specificyqc
Soviet intelligence threat to US presence in foreign couatries.” Despite

"""""""" thé”pfesswofwnormaleIO/FDIAWacpiviLies and establishino_interaocency

These memoranda required in-depth research and analysis, on-site
investigation and coordination and precise judgments defining the scope,
complexity, capability and vulnerability of the Soviet threat in each of
these various locations. These memoranda were very-well teceived by
embassies, consulates, and US bases.

4. Mr.[::;;:::];ﬂayed an invaluable role in the nuwerous National bé
Intelligence Officer/Foreign Denial and Intelligence Activities (NIO/FDIA)  b7C
hosted conferences. Many of these conferences were initiated by him to

share counterintelligence information among agencies with operating
responsibilities in a particular region. Such conferences were held in San
Diego to cover the US Southwest, in Colorado, Texas, Florida, and in the
Washington area. These conferences have played an invaluable role in

sharing foreign counterintelligence information and encouraging cooperation
among agencies, ones that historically have worked independently.




a

S: Throughout his assignwent, Mr.[::::::::]demonstrated an-exceptional’ bé
ability to identify the key issues of complex problems and to formulate b7C
effective measures ‘to .achieve results. His organizational ability, his

‘leadership and his willingness to undertake the most difficult ‘tasks have

produced an unbroken string of successful actions -- briefings, conferences
and reports that.have sustained a high level of productivity 'in.the office
of the NIO/FDIA.

6. Mr.| |richly deserves the special recognition afforded by

awarding him the National ‘Intelligence Certificate of Distinction. Hé ‘is

not being recommended: for any other Intelligence Commmity or CIA award for
this performance.
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‘ RECOMMENDATION FOR INTELLIGENCE COMMUNITY AWARD
[ (Sub&itjo copies with: description of performonce or service worronting aword; bio profile; ond vnclassified citotion)
1. NAME OF PERSON RECOMMENDED (Lost/ First/ Middle) 2, SOCIAL SECURITY NO, 3. GRADE/RANK
1 | | GS 14
47 YOR S. PARENT GRGANlZATION é. !ITlE/PlACtrtr)f ASSIGNMENT DURING AWARD PERIOD -
|:| Federal Bureau of -
: Investxgatlon Supervxsory Spec1al Agent/Boston, Massachusetts

7. RECOMMENDED AWARD 8. INCLUSIVE DATES FOR WHICH RECOMMENDED

Maﬁ S L ‘ '
National : Intelb.gence Geasa—f—a:ea-tc—e{—h-mm May 198,3 - 1 April 1988
9. IF RETIRING, DATE OF RETIREMENT ‘ ~ ho.HOME Abékts\s 111, TetepHONE
1 April 1988 | |:;‘:§

12, HAS NOMINEE RGCGVEO OR BEEN RE&OMMSNDEO FOR ANOTHER AWARD FOR THIS SiRVlCG OR AC'I? bl per CIA
Yes: (7] If so, indicate award ; - - . b3

No (XX

[ 4. DATE

122 JuN 1988

2. 1T ARD JG ELUGENCE ORGANIZATION MAKING RECOMMENDATION 16. DATE

Richard FNStolz] begty Directoxr for Operations CIA

i LE AND SIGNATURE OF HEAD OF NOMINEE'S PARENT ORGANIZATION (if ather than recommender) 18, DATE

’

A ¥

James H. Geer, Assistant Director Intelligence Division FBI

19, REPORT OF INTEWLIGENCE COMMUNITY AWARDS REVIEW PANEL “
"The Intelligence Community Awards Review Ponel, having considered the foregoing recommendation on

[0 recommends opproval
[0] does not recommend opprovel

D recommends aword of

Choirmon, ICARP

20, REPORT OF NATIONAL FOREIGN INTELUIGENCE BOARD
The Nationol Foreign Intelligence Board, having considered the foregoing recommendation on

(0] recommends opproval of

D does not recommend opproval

Executive $ecrc§a\;y. NFIB

T(;iE RECOMMENDATION IN SECT(ON 20 1S APPROVED: 7 : '

DIRECTOR OF CENTRAL INTEWUIGENCE - ' DATE

\ '

19514239




_SEGRET

A. Description of Performance:

A. Supervisory Special Agent ESC
cooperation and active involvement in joint CIA/FBI
counterintelligence operations spans over twenty ‘five years
of service with the Bureau. He is a Bureau agent who
exemplifies in the finest sense the meaning of "dedicated,
tireless, hardworking, and professional®™. His incisive
operational mentality and the talented management of his
suborxdinate special agents earned him the highest
ifffffffon of Agency officers who worked with him. Mr.

[never forgot the principles and problems of
ace-to-face agent handling and often taught his bl per CIA
Subordinates by example through direct participation in B
cases.
2




bl per CIA

b3

[

D. Ssa| |direction, cooperation, and skill
provided the critical Bureau contribution required to make
these cases outstanding examples of the significant
achievements that can be obtained through joint FBI/CIA
counterintelligence operations.

bé
b7C
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<

Biographic '‘Profile:

,A-

University (1958-1962) with a degree in Government and
International Affairs.

BI

b6
Mr. |received BA at George .Washington. b7C

Mr | | family is comprised of wife] |

c.

‘Entered on Duty for New Agents Training: 10 September
1962 to 14 December 1962.

First Office Chariotts, N.C. Jahuary'l9é3 then
reassigned to Fayetteville Resident Agency on 21 Maxch
1963.

‘Transferred to New Orleans, La. on 20 August 1964.

Monterey, California for Russian .Language School on. 24
June 1965.

Transferred to New York City, NY on 28 April 1966.
New York to Washington Field Office on 21 June 1972.

Washington Field Officer to FBI Headquarters on 28
April 1975.

FBI Headquarters to Boston Field Office on 28 November
1978. ’

Retired in Boston 1 April 1988.

Work Historys:
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., - % RECOMMENDATION FOR INTELLIGENCE COMMUNITY AWARD
‘ c (Submit 10 copies with: description of pecformance or service warranting aword; bio profile; ond unclossified citation)
1. NAME OF PERSON RECOMMENDED (ot / st/ Middie) 2. SOCIAL SECURITY NO. 3. GRADE/RANK
' - M-15
4.Y08 5. PARENT ORGANIZATION 5. TILE/PUACE OF ASSIGNMENT OURING AWARD PERIOD Py
FBI FBI Unit Chief, Soviet Analytic Unit b7C
« Intelligence Division, FBI Hgs
7. RECOMMENDED AWARD 8. INCLUSIVE DATES FOR WHCH RECOMMENDED
‘National Intelligence Certificate )
of D3 qtimioﬁ Summer ‘1985 - Summer 1987
9. If RETIRING, DATE OF RETIREMENT 0. HOEM "L TeLepHo
: | OFFICE
HOME, ]

12. HAS NOMINEE RECEIVED OR BEEN RECOMMENDED FOR ANOTHER AWARD FOR THIS SERVICE OR ACT?
Yes: [T] Hf so, indicote award
No

3. TITLE AND SIGNATURE OF lNO(V!OUAl MAKING RECOMMENDAY N 14.0ATE
/
Ounne 85
'NIO/FDIA - ,ﬁ Nati a@- Z ‘ ‘z 7? 37

5. TITLE AND SIG RE OF HEADOF INTE ENCE ORGANIZATION MAKING RECOMMENDATION -~ 16.DATE
| z : ‘ Z%&«( £&

l\7. TITLE AND SIGNATWRE OF HEAD OF NOMINEE'S PARENT ORGANIZATION (f other than recommender) 18 DATE

C

- Fri€z W. Ermarth
/ 5%”

»

£ Director Intel Div, FBI - James H. Geer

19, REPORT OF INTELLIGENCE COMMUNITY AWARDS REVIEW PANEL

The Intelligence Community Awards Review Ponel, having considered the foregoing recommendation on 26 AUG ‘9?8 :
* [B{ocommends approval A ‘ “ -

[ does not recommend approval

D recommends award of y g !1 8
Choirmon, ICARP )

. REPORT OF NATIONAL FOREIGN INTELLIGENCE BOARD .
The National Foreign Intelligence Board, having considered the foregoing recommendation on 12 September 1988

KR recommends opproval of_Hational Intelligence Certificate of Distinction. /
[ does not recommend oppraval

) B . ' Executive Secretary, NFIB

THE RECOMMENDATION IN SECTION 20 IS APPROVED:

‘ 74”::[ ' . 2 1988
Robext M. .Gateg) .DDCI, for , . | 2 0 SEP

OIRECTOR OF CENTRAL INTELUGENCE ' OATE

b6

1b7C

(o 4239




BIO-SKETCH
NAME:. | b6 |
h g , B ) b7C
) DOB=
s | |

H

EOD FBI: 31.Bugust 1964,

' Eﬁtﬁ:A’IﬁfON: 'BS 1961 Social Sc:.ences, St. Johns University, NY.
Law degree ‘from:St..Johns 1964.
Admi:ted to practice law.NY, 7 April 1972.

sPASI' WORK ASSIGNM.ENTS
Mobile, ~A1abama,? Selma Resident ‘Agency
‘Chicago, ‘NY, Portland, FBI Hgs. )
Attended ‘Army War College, Carlisle, Pa, July:81 = June 82.

-ASSIGNMENTS IN FBI INCLUDED: Domestic security work, terrorism,
investigations,. and-at FBY Hgs supervisor, unit chief and inspector aide.

PRESENT ASSIGIMENT: Detailed to.Intelligence Community Staff as Deputy
Director, Cormunity Counterintelligence and Security Counterreasures
Office (CCIsSCMO).

(At time of ‘project for which award is:being .recommended: FBI Unit
Chief, Soviet Analytic.Unit, Intelligence Division, FBI HQS)

‘GRADE:  GM-15

HOME b6
'ADDRESS kg -
GRS T —

R —

FAMILY: ‘
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CITATION '
of the Federal Bureau of Investigation is hereby . zgc

awarded the National Intelligence Certificate of Distinction .in
recognition of his sustained superior performance during the period
1985-1987 in support of a National Intelligence Estimate of major
‘importance ‘'to the United States. Displaying continued diligence and
unflagging dedication, he represented the FBI with great effectiveness
over an extended period of time in matters involving many diverse and
complex issues. The consistent balance and good judgrent he brought to
this task contributed significantly to the production of the Estimate,

and reflected great credit on him, the Federal Bureau of Investigation,

and the Intelligence Comvunity.




GUIDELINES FOR PREPARATION OF INTELLICENCE COMMUNITY-AWARD RECOMMENDATIONS

~ il

AWARD

IN RECOGNITION OF:

CRITERIA

. National Intelligence Distinguished
Service Medal (NIDSM)

Distinguished . meritorious service or
. achievement’ in 2 duty of great
responsibility within the Intelligence
. Community which distinctly benefits

the interests of the United States and

constitutes a major. contribution - to
~ the foreign intelligence mission of the
‘Intelligence Community,

. CIA Distinguished

. contribute to-the effective function-

The stipulation “duty of great respon-
sibility”™ normally will limit this
.award to very senior persons. It is in<
‘tended to recognize sustained
superior ‘service or achievements
rather than one-time contributions,
‘Performance within or on' behalf of
an individual component: will be
more - appropriately recognized by
award of the Distinguished’ Service
‘Medal. of the ‘military services, the

Medal, or other comparable civilian
awards. However, there may be in-
stances where the accomplishments

. ing of the Intelligence Community as
*-a whole.

Intelligence.

-National Intelligence Medal of
Achievement (NIMOA)

um—

Especially meritorious conduct in the
performance of outstanding service
by .2 member_ of the Intelligence
" Community. /Recognizing -perfore
‘mance of an especially difficult duty

in a clearly exceptional manner, the -
‘| service must relate directly to the In.
telligence Community's ‘mission ‘to -
‘| provide the intelligence required for

‘national security policy .determina-
tions.

This award is to recognize

" achievements which do not warrant

the ‘NIDSM. Involvement in -the

" «senior level of the Community is nor-
~ mally a.prerequisite, but there may

be exceptions. Service within and on
behalf of an individual organization
will be more appropriately recogniz-

; ed by the ‘Department of Defense

Legion of Merit, the CIA Intelligence
Medal of Merit, or other comparable
-civilian awards,' However, there may
be instances where the .ac-
complishments -benefit the .Com-
munity as a whole.

" National Intelligence Certificate of

" Distinction (NICD)

—

“Sustained - superior ;performance of. ‘|
duty of high value by 2 member of |
the Intelligence Community or for 2:
- |' *significant single act of special merit.

k

This award is to' recognize
achievements on.behalf- of 'the In-

telligence Community which do not |

warrant the NIDSM or NIMOQA. .It
may be.awarded regardless.of .the
.rank or grade o{ the nominee.

- National Intelligence Meritorious
Unit Citation (NIMUC)

\ Collective performance of a unit or
in ‘ac.

group that 'has :resulted
complishments of a clearly:superior
‘nature and of significantibeoefit. to
the lntellngence Communily.

Tlus award | reoogmzes achxevements'

‘by a unit whose collective perfors

mance- deserves special ‘recognition,

Normally, individual  awards. to

| members of the unit will not be war<

‘ranted,' but such dual! recognition of
individual performance is not totally
precludcd
|
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RECOMMENDATION FOR INTELLIGENCE COMMUNITY AWARD
: ;
(Submit 10 copies with: description of petformonce or service worranting aword; bio profile; ond unclossified citation)  * '
Y ¥ I 2 - « .
1. NAME OF PERSON RECOMMENDED (Lost/ First/Middle) y 2. SOCIAL SECURITY NO. : 3. GRADE/RANK
1 ' 1.
"FAYOB ., |5 PARENT ORGANIZATION 8. TITLE/PLACE OF ASSIGNMENT DURING AWARD PERIOD = g
w " ) y
! ’ ¢
7. RECOMMENDED AWARD g 8. INQUSNE DATES FOR VVHICH RECOMMENDED
v . - = . - - - m—— = e ——— - ‘
- 9. 1F RETIRING, DATE OF RETIREMENT ' RO. HOME ADDRESS : - 11 TELEPHONE d
' OFFICE:
N T ' ' HOME,
12.HAS NOMINEE RECEIVED OR BEEN RECOMMENDED FOR ANOTHER AWARD FOR THIS SERVICE OR ACT? 1 c ’
Yes: [ If so, indicate aword
No O
13. TITLE AND SIGNATURE OF INDIVIDUAL MAKING RECOMMENDA’HON ) ’ 14.DATE ~ °
D5, TITLE AND SIGNATURE OF HEAD OF INTELUIGENCE ORGANIZATION MAKING RECOMMENDATION 16. DATE o - -
‘ . ¥ e
' 117, TITLE AND SIGNATURE OF HEAD OF NOMINEE'S PARENT ORGANIZAT'ON (i other thon reccmmender) 18.DATE
)
L . *
afes
19, REPORT OF INTELLIGENCE COMMUNITY AWARDS REVIEW PANEL
The Intelligence Community Awards Review Panel, having considered the foregoing recommendation on :
[[] recommends opproval e ’ )
: [C] does not recommend approvol
[ recommends aword of ; : .
' Choirmon, ICARP-
20. REPORI’ OF NATIONAL FOREIGN iNTElllGENCi 8OARD s . i '
The Naotional Foreign Inteligence Boord, having considered the foregoing recommendation on ' 2
[ recommends opproval of
33 does not recommend cpproval
‘- ,
: s . Executive Secretory, NFIB
- THE RECOMMENDATION IN SECTION 20 I1S'APPROVED: ‘
o DIRECTOR OF CENTRAUINTEULIGENCE OATE
;3*,“ 4239 ‘
I". ooy e -
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DE RUEAYIA #3052 2992011
ZNY $85SS 22K

R 2519352 OCT 88 ZFG

FM CIA/NC

TO RUCAITA/CIA//VASHINGTON DC/DDO/SE/RR/HILL
RUEAIIA/CIA//WASHINGTON”DC//DDO/EA/RR/STENI

RUEAYIA/CIA//VASHINGTON DC/DDA/SD/OL/BURTON

RUEAILIA/CIA//VASHINGTON DC/DDI/CRES/IRC/SEG/EVANSs:s C:)
. RUEKJCS/DIA//DAM=2C/DT-FMO/LAMEB @?Z )/5 %

RUEKJCS/DIA//DBE=-4B/MIKLICH

RUEADWD/HQ DA//DAMI=ISH/RLOSTER/DAMI=FIT~EA/RENSHAW//
RUEOAYB/FSTC INTEL OPS//ALFIM/AIFIMA-PRUGH// .
RUDMNSC/NAV TECHINTCEN//NFMP/DANIELS =
RHDJAAA/HQ AFSC//INJ/OPENSHAW

RUCIAEA/FTD WPAFB OH//XOCF/KINC
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i RUEORDF/DIRAFMIC FT DETRICK
MD//AFMIC-CR/TORYAN//USSS//J CARLON/

* RUETTAA/DIRNSA//TS5151/W07

RULSMCA/CG MCCDC//IN//QUANTICO VA//J ALVAREZ//
RUCDGDA/DLR MSIC REDSTONE ARS AL
ARSENAL/ALAMS=D/STREET

RUKLDA&/CDR AMC//ALEX.VA//AMCMI-FR/NICHOLSON

RUDMNIC/COMNAVINTCOM//NIC~-03/TRUNBULL

4

| PAGE 2 RUEALIA 3052 § ECRET

' RUEHDC/DEPT OF COMMERCE//EA/OFA/S5212/XRUSE .

CITE CIA/NC 321085

FROM: CLA WASH DC//DDO NC OPS STAFF//FORMAT

SUBJECT: NOVEMBER 88 JOINT FOREIGN MATERIAL PANEL (JFMP)
' MEETING *

ﬁATE: WEDNESDAY, 9 NOVEMBER 1988

PLACE: DYAC BUILDING, BOLLING AFB, WASHINGTON DC

ROOM. B6=1350

TIME: 1030 HOURS




. @ ®
v ,

ONLY ADDRESSEES WILL BE PERMITTED TO ATTEND. OTHER INTERESTED
PERSONNEL SHOULD CONTACT DIA/FMO OR NC/FORMAT AT THE BELOW

NUMBERS FOR CLEARANCE. IF MORE .INFORMATION IS REQUIRED,

CONTACT MIKE LAMB OR TOM BENJAMINSON AT AV243-2918 QR NICK
KNISKA AT 351=2569.:

BT
#3052 ‘
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WARNING: CONTAINS GRANTOR SHADOW (U) AND RODCA MATERIAL.
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PAGE 2 RUEATIA 9070

:E:§:§>%:§:§::

REF: CDRUSAISA WASUDC//DO~0S~SLB//MSG DTG P092005Z JUN 88

T Lo OQ/WFY THIS AGENCY COORDINATES REQUEST FROM ARMY ISA

FOR CONTACT WITH SUBJECT dF REFERENCE TO ASSESS HIS SUITABILITY
AS. A POTENTIAL ACCESS AGENT TO. PERSONS RESIDING IN IRAN,
SUBJECT MAY BE CONTACTED DIRECTLY WITHOUT NC PARTICIPATION,

HOWEVER A COURTESY CALL TO NC/NEW YORK WOULD BE APPRECIATED.

| 1E]

2. BEG%—G*ER—?%¥—Hﬁﬁ—£~G%T-
BT
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UNITED STATES GOVERN

~ Memorandum

Acting
TO , +/ Director, FBI
FROM AC, MILWAUKEE (66-2177)

SEGRET .

UNITE

TES DEPAWAENT OF JUSTICE
AL BUREAU OF INVESTIGATION

DATE:  7/27/87

ATT.: Correspondence JCR Section
Records Management Division

Al 2Rl INWFCHIGATIOH CLNTATNELD

HERETW 12 IHHULLSSTE TR

Jy

DAETE Be-28-2018 Exkfl |

i
2
k

o
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SUBJECF? CORRESPONDENCE MATTERS
‘ RBCOMMENDATION FOR LETTER FROM DIRECTOR
SSE ; This communication is classified M ITmits—entivoty—

CLASS ‘ This-form may be utilized where applicable in conjunction with Bureau letter
SRC! D“""‘""" ’to Albany d all offices dated 11-7-73 captxoned “Correspondence Matters.” B c1a
SER — Name \ 72 I Rank f applicable) b3 pes
REC
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 4
QS'? """""""""""""""" |Name of Head of Agency FRd el
- &/ CENIRAL_INTELLICENCE AGENCY [W.H. WEBSTER g2t

Address of Agency (include Zip Code)

DIRECTOR, CENTRAL INTELLIGENCE AGENCY, WASHINGTON, D.C. 20535

BASIS FOR RECOMMENDATION: (Amplify under “Remarks.”)

to

{2 Promotion (Indicate from
[ Serious jllness (Indicate whexe confined; if hospxtal how long confinement will be.)
) Death (Indicate next of kin, widow, if any, and children, if any.)

) Death in family (Indicate relationship.)

) Editorial or feature article (Indicate whether complimentary or derogatory; also
indicate editor, or newspaperman, to be written to,

£

oy

s B with address and Zip Code.)
C:] Appfééiatlon for-assistance. in Bureau case Identxfy case by caption under 1];; per CIA
“Remwarks.” e
K4 Other d
REMARKS:~(Set Torth below a clear, concise, justilication for recommendation. Be
£ Y liti It licable include B ) hae /O
8-
ol
: SN
.4. c E. 3:’?.
3 S £ l— A e T
S : % 2. W,}.warlg; 1989 b7¢C ' ,L‘?'
Sa m F81/00J

cwWs/1b (3)
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REC _ i PERSONAIL
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AFPAOVED:  Adm. Senvs. C, of Corg. , SIncerely yours,
° Ol 0% e & PUDYEC ALt
R . O‘: ?! k:;l } k
Director . umeston 2 & Lati AN i i
Exec, ADAGT. o 50!, SUSEPRE— Res Mom S0
Ex2C. ADUNY. comm s & WTAY TECH SCIVE s John E. Otto

Traning .

EX¢C. ADAES e Legts O, ‘Acting Director

o O
1 - Honopable William H. Webster S 0@7@@;;&%9

Director of Central Intelligence

Central Iptelligence Agency \ 10 1887 bs
tecronim 1 - unwa;}ke (66-217T) 41 SEP b7C
 Exec AD lavs o ‘ReurF 8 dated 7-27-87 and Bucal fron| Ltos ==
Froe 2O LES o SA | | 8~12-87. "

Aden Sorve e 1 - Mr. szr = Enclosure

Crim, 0V, e ¢

::::'._..f__ NOTE: Lgbtter recommended by SAC, Milwaukee, and Bufiles

P — show notiing to preclude.
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ALL BRI INFUBMAT IO CONTATNED
HEREIH 15 UHMCIABSTE IR

Exec AD Adm. .ﬁ_
7 2 Exoc ADNSY _\/
By} e AD LEYTT
) Asst. Dira
Adem, Servs.
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—t N

L&TE Di-28-:2018 Bi

T e11. pse  1/11/88 Ay m—
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'SS?‘ S From : 1 ( _; I ::::‘.:;rvl-_—-b7c
= Telophone RMu e
ggg?g )J‘ o / f 05«:0:-:50‘ *Y s
SER et FBI DETAILEE )
G \ COUNTERTERRORISM CENTER ]
RE CENTRAL INTELLIGENCE AGENCY (CIA)
PURPOSE: To recommend an assignment of a GM-15 Supervisory

Special Agent (SSA) to the Counterterrorism C
an initial one-year pericd.

'RECOMMENDATIONS :
1)

o

be approved.
Off. of Cong.
& Public Atts.

APPROVED: 3/ Adm. Servs.
%3 /Cr!m Inv.
Director 'chon Off of Lia,

e & 108 AffS,

Excc AD-Adm. e
Exce. AD-nv, Leboratory ______
Exec. e Lega) Coun.

That the detailing of an FBI SSA to the CIC, Cia,

| LT T S S——
[ L0 ] P——

enter (CTIC), CIA for

,,u,ma
97/»‘9/1?5’ m4//
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Menorandum from to Mr.
Re: FBI Detailee
Counterterrorism Center

Central Intelligence Agency (CIA)

2) That the assignment of CIA Research Analyst to the
TRAC, TS, CID, be approved.

Adm. Se Off. of Cong.
/ tdont. Ot of Lia.
Di'm' - i —— & (nﬂ M‘-
' gv Exec. AD-AdM. .7 e - R Mt
AD-Iny. mm ec.o Sens. e
@’d\\ Eree. ——— Lagal Coun. Training

b, 55
=

on a trial basis for a

3) That the SSA sel
APP 2
'ROVED ”/

Director

Exec. ADAG, tell, R
o —— " Rec Mgnt.
Exec Z\WWam —— Tech Sens’ ‘

— Legal Coun.

3 Adm, Servs. Off. ot Con
= "ﬁ{é e —
/ Ident, ok Oft of Lia,

cted be a GM-15.

&intl, AYs.

4) That initially, the ass:.gnments mentioned above be

one-year period.

APPROVzD: )'/ Adm. Servs. 0. of Cong.
Q- .?/ Crim, lav. & Public Affs.
‘ 6\/ S O —. Oft of Lia,
\ Director 9 & Intl, Affs.
\'ﬁ( Exec AD-Adm. e ROC, Mg,
Exec AD-nv, Laborato:y Tech, Servs.
Ex2c. ADLES — . Logal Coun. Treining

5) That the detailee be authorized to use his FBI
credentials while conductlng any overt business on behalf of the
CIA'

G/—'
o, S 57

APPROV% J’J cm Inv

;xx [ 2] PSS S B
Exec. A P— Legal Coun.

OH. of Cong.

& Public AXS. e
O ofLia.
& Ind Affs.
Ree MaMmb e
Tech Sarvs.
Training

e

6) That the TSL, TS, CID, be increased by one SSA,

GM-ls °
APPROVED: ‘V Of. of Cong.
l G/__ 4-13:} m lnv g qu:;f Afis. o
pSS—— N [ Af’.as /1 'K"/

We

P

Diractor

Exee AD-W

s.rcc ADny aboratory -
Exec. AD- — Lega 0‘23’,,.
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Memorandum from ~ |to Mr. Revell
Re: FBI Detailes
Counterterrorism.Centex

~Central Intelligence.Agency (CIA)

, 7) If recommendation five is approved, that the
Domestic-Terrorism Target Staffing level ‘in the San Francisco

‘Division be reduced’'by one.
. Off. ct Corg.
APPROVED: 3/ Adm. Do P Y —
/) e 3 vdent, - Off ot Li%.
y 0/\ . . ins 4 &1ﬂn N.S.___—-—-—- X
Ou«mi — - Ra¢ wgmt_._,—-
Eﬁﬁ ADHav, L2DOTEIOTY cmmmemm ¥§:m et
& Exec. A ——: Legal Coun. —— TI&N9

SYNOPSIS: -During recent discussions between Criminal )
‘Investigative: Division (CID),- Terrorjism i (TS) Chief ,
‘Steven L. Pomerantz and Deputy Chief] e of the .CTC, CIA,
operational ties

a need to strengthen both organizati

between the two agencies was identified. To'fgll that continuing.

need: and to insure the. future success of this critical interface
between the two agencies, it was agreed that the FBI would _
consider detailing an SSA, GM-15 to.the CIC, CIA, for an initial
one-year period; concomitantly, the:CIA would'detail an
experienced Research Analyst to the Terrorist Research and
Analytical Center (TRAC), TS, CID, for a one-year period. The
SSA assigned to the CIC would retain and Use FBI credentials in
the conduct of any overt duties undertaken in ‘connection with his
assignment. This SSA would also be directly assigned to the CTC,
CIA, but would remain under ‘the administrative control of the:' TS,
'CID. If this detailee is to remain under the control of the TS,
.CID, the target staffing level (TSL) for the TS would have to be
increased by one SSA.

DETAILS: During recent discussions between| = | Deputy
Chief of the CTC, CIA, and Terrorism Sectioll THIEE Steven L.
Pomerantz, a need for close and continuing cooperation between
the FBI and the CTC, 'CIA, was clearly indicated in cases of
international terrorism wherein there is a commonality of
interest. To insure the success of the critical interface, it
was agreed that the FBI would consider detailing a SSA, GM-15, to
the CTC, CIA, for.an initial one-year period; concomitantly the
CIA would detail an experienced Research Analyst to the TRAC, TS,
CiID, for same one~-year period on a:.trial basis. The FBI SSA
assigned to the CTC would provide a .direct and continuing liaison
link with the FBI and, in particular, the TS of the CID, which
has -overall progran’ management responsibilities. The CIA analyst
assigned to the FBI would provide the same-direct and continuing
liaison link with the CIA ahd, in particular, the CTC.

b6
b7C
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Memorandum from | |to Mr. Revell
Re: FBI Detailee
Counterterrorism  Center

Central ‘Intelligence -Agency -(CIA)

This SSA would have continuing access to information in
the CTC that impacts upon FBI responsibilities; moreover, the SSA
could facilitate the FBI gaining access to information which the:
CIA would not recognize as important to or impacting on the FBI.
Finally, the SSA could foster and facilitate more joint

] operations between the FBI and the CIA where indicated.

The .
this concept.
at the CIA wo ess to all incoming information as well
as being fully integrated into the CTC operations. 1In return,
the FBI Agent could help the CIA to -better understand:the Bureau
and its role as a law enforcement agency within the.Federal
system, as well as the Attorney General Guidelines that govern
both domestic-and international terrorism investigations.

s part, is in complete concurrence with

) With regard to the assignment of an experienced CIA
Analyst to TRAC, TS, CID, for a one-year period, the TS believes
that approval is warranted because. of potential benefits to the
FBI. This CIA Analyst could certainly assist the FBI in refining
its analytical approach. Moreover, the sharing of analytical
techniques and methodologies in-addition to information as well
as the establishment of a direct liaison link between the
analytical components of both agencies can only foster closer
cooperation.

.Because the CTC is not familiar with.FBI .operating

‘Erocedures‘in terrorism investigations, there has been some

nitial confusion as to the role of the FBI. The FBI Agent
detailed to the CTC must have considerable experience in
terrorisn investigations as well as detailed knowledge of the
Foreign Counterintelligence Guidelines issued by the Department
of Justice. It is anticipated that this detailee will contribute
critical input into the future success of any FBI/CIA. joint
operations inasmuch as that Agent will be directly responsible
for the interface between the two. Therefore, this Agent should
have a thorough understanding of both the nature and - importance
of this continuing liaison relationship with the CTC of the CIA.

Inasmuch as senior analytical personnel assigned to the
CTC are at grade level GS-14, it is preferable that, if approved,
this SSA be_a GM~15 inasmuch as he will interface'with and report
directly to .| the Deputy Chief .of the CTC.

-
[
—

~ladvised that the SSA assigned to the CTC

b6
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'Re: FBI Detailee
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Memorandum from- to Mr. Revell

Counterterrorism Center ,
- “Central Intelligence-Agency -(CIA)

Further, this detailee will effectively function'as the law
enforcement liaison with the CTC as well as participating in a
coordination role in any ‘CIA ad hoc working: groups. formed to
coordinate U.S. Govermment activity in international terrorist
crisis situations.

If approved, the TS will continue to be responsible for

the detailee's performance appraisal; therefore, the detailee
should remain a GM rather than reverting to a GS rating.'

‘ The TS also recommends that the Agent selected be a
GM-15 inasmuch as he .will be interfacing directly with and
advising.decision makers within the -CIA. Further, analysts who
will provide support are GS-14 and below. This detailee will be

a.decision maker and assist in the decision making process of the

CIA in regard to 'those areas of particular concern to the FBI.

The TS also recommends that initially the assignment be
on a trial basis for a one-year period. This would allow .for
reevaluation of the assignment to determine if it is productive
and effective for both the FBI and the CIA. )

The TS also recommends that the detailee be authorized
to use his.FBI credentials while conducting any overt business on
behalf of the CTC, CIA. Although the detailee will be assigned
to the CIA, the use of FBI credentials by this Agent will

.obviously open many doors for him in the law enforcement
. community and. other Federal, state and local agencies. The

individual assigned will have ‘to insure that it is made clear to
any contacts that although he is a FBI Agent, he is detailed to
the CIA or in cases where that is not appropriate for security
reasons to whatever appropriate governmental agency is being used
as a cover.

The TS has previously coordinated with the Legal

.Counsel Division regarding the use of FBI credentials by the

detailee. Legal Counsel Division has advised that there is no
legal reason that would preclude the use of FBI credentials by
the detailee.

By previous arrangement with the Administrative

Services Division in the assignment of SSA to the

Department of Energy as a.GM-15, this detallée To the would
also be assigned from the Terrorisn Section; therefore, the TSL
of the TS will have to'be increased by one SSA, GM-15.

b6
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Menorandun from AJto Mr. Revell

Re: FBI Detailee
Counterterrorism Center _
Central Intelligence Agency (CIA)

Present program commitments of the TS simply will not allow
detailing of a SSA, GM-15 from within existing complement.
Further, as the TS, CID, will maintain administrative control

over the Agent assigned, the TSL of the TS must be adjusted
accordingly.

If the detailing of this Agent is approved, the
Terrorism Section has identified the San Francisco Division as
the field office from which this position will come. This
decision was based on current and projected domestic terrorism
workload in the San Francisco Division for Fiscal Year 1988, TSL.
The following figures were utilized as the basis for the
aforementioned decision:

TARGET STAFFING LEVEL

EY88

San Francisco 13

Burn Rate as of July 4, 1987 8.29
Burn Rate as of September 30, 1987 8.56

_ It is therefore requested that the Domestic Terrorisn
TSL for Fiscal Year 1988 for the San Francisco Division be set at
12 in order to staff the position of FBI Detailee to the CTC,
CIA.
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MEMORANDUM TO MESSRS: REVELL
GEER
DUHADWAY
! ALL FEI INFURMATION [UHTAINED
" HERE N 15 JHELASSTE THD
POMERANTZ

DuTE B2-28-2018 EJKT' |

REif‘blA COUNTERINTELL IGENCE CENTER (CIC)
"‘RELAT STWITH-Cl A e

This communicatlion Is classlfied "S t" Hrtsy

Erttrety.

components from the Deputy Dlrectorate for Operations (DDO),
Deputy Directorate for
Security
Internal coordlination and capablllity

The new_élA_CounterlntelIlgence Center, comblning

the
Intelligence (DDI1),
Is now operational. The CIC wlll

and CIA Offlce of
provide better
In ClIA’s counterintellligence

areas of focus.

principal
for your

An organizational chart and a copy of a breakdown of
CIC components and thelr responsiblilitles Is attached
Information.

Effective Immedlately, all Double Agent travel

concurrence requests to the CIC are to be directed as follows:

Exoc AD Adm,
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Spenst

Messrs. Memorandum from|
Re: CIA Counterintellligence Center (CIC)

|dated 5/27/88

bé
b7C

bl per CIA

"""""""""""""""""""" RelatlonS‘w[;pmng
b3
(Note: All other travel concurrences which must be
approved by CIA In Counterterrorlism and other FCl=related agent
travel wlill continue to be directed as follows:

Director of Central

Intelligence

bl per CIA

L e I,
~CTA Heagquarters gurrarng
"""""""""""""""""""""""""" —-|1s authorlzed to approve all
related travel concurrences.)
Normal correspondence wlth CIC which

concurrence wlll be dlrected as follows:

Director of Central
Attn: Hugh E. Price

b3

nondouble agent

(3

is not for travel

Intelligence

ClA Headquarters Bulliding

Other executlves of CIC who will
wlith the FBI In thelr new capacitlies are:

have perlodic contactbl per CIA
b3




RS |
4

Messrs. Memorandum from| | dated 5/27/88

Re:. CIlA Counterintellligence Center (CIC)
Relations with CIA

Telephone numbers for all of the groups .and branches of
the CIC are set forth In the attached' breakdown .of .CIC groups,

‘areas of Jurlsdiction.

‘Please route this Information to-all pertlnent
personnel to assure famillarity by FBIHQ personnel .with the: new
ClA CIC operations. Any other .questlions ‘regarding- the ClA CiIC

SSA

m dlrected to FBI'|
| Extenslion 4643, Room.7452.

Inspector-Iin-Charge
Offlce of Llalson and’
.International Affalrs

bé
b7C
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AR ETTIran

5 May 1983

SUBJECT: CIA's Counterintelligence Center

\\Responsible for the detense of CIXA
security of all CIlA components agalinst penetration by foreign
security and ‘intalligence serxrvices, ana developing CIA policy

Chief, Counterintelligence Center,

§ foreign operations, thne

Special Assistant to C/CIC,

with respect to counterintelligence issues.

dandles particularly sensithve COSTS oMU aSSISTS w7 exC in
dealinyg with other US agencies and foreiyn intelligence anda
security services.

4

~ CoOngucts, COmmMiISSions,

ana coordinates researcn in CIA to
further the understanding of the counterintelligence tnreat
against the United States , provides collection requirements
and maintains counterintelligence data bases, and produces C
studies,

o 18)

e

’l

5

8]

bl per CIA
b3

{8

bl per CIA
b3

I

Froduces studres Lor tne policy maker, analyst, and field
operations officer on the infelligence and security services

and the counterintelligence threat from aill countries of the

Wortd except the Soviet Unijion.

A
Yot A
1)
3
« |-
{8)
¥
S

bl per CIA
b3

flaintains and augments counterintelligence data banks, wvevelops
new methodology in addressing counterintellligence issues, and

grovidgs analytic support to counterintelligence operations,
investigations, and field surveys.
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January 19, 1988

@

RE: ~CIA APPOINTMENT OF ] )
INSPECTOR GENERAL WILLIAM F. DONNELLY
EFFECTIVE JANUARY 18, 1988

Director Sessions:

For vour information, | our
[ | has been advised that effective January 18,
1988, WILLIAM F. DONNELLY, formerly Deputy Director of
Administration at CIA, has been appointed as Inspector General of
CIA. Youmet BILL DONNELLY at the lunch where you were provided
general briefings on CIA.

In an internal administrative announcement, Judge
WEBSTER has announced to the CIA General Staff that he is
strengthening the role of the office of Inspector General. The
Inspector General will now report directl¥ to Judge WEBSTER and
holds the rank of Deputy Director, subordinate only to the
Director of Central Intelligence (DCI) and to the Deputy Director
of Central Intelligence (DDCI).

Additionally, Judge WEBSTER has announced that the
Inspector General's staff will be enlarged and CIA's most
talented, highly-rated GS-15s through SIS-03s from across the
agency will serve at least one-year terms in the Office of
Inspector General. Successful completion of that assignment is
viewed internally in the CIA as a key assignment leading to more
senior positions in the agency.

Additionally, Judge WEBSTER has informed his staff
internally that he views the Inspector General's charter as
broader than it had been, heretofore. In addition to normal
inspection, investigation, and audit activities, their role will
be, in a constructive sense, directly involved in improving
overall agency management, insuring accountability and
discipline, and encouraging the raising of standards and quality
of performance, as well as playing a significant role in the
development of top managers and leaders of the future.

The Domestic Liaison Unit, CIA liaison representative
will maintain close contact with Inspector General DONNELLY to
assure that matters of mutual concern to the FBI and CIA are

€x0¢ AD AdN, (e : A -
:,,E o effectively addressed. é’ . f@ 7;0 . Lé Bﬁo
1 By

Asst Dir; /'_1 Epi o0

M O. B. Revell Cn vy =7
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.BY :LIAISON
‘February 19, 1988

‘Mr..:Lee- S, .Strickland
ief, Information Services Division
ég;gntral Intelligence Agency
1107 Ames Building.

Washington, D.C. ALL FBI INFCRMATION CONTAINED
v HEREINW I8 TMCILAES1FIED
‘From: Gary L. Stoops DRTE Ba-U1-2008 BY b6
‘Security Programs Manager b7cC
Subject: 'REQUEST CONSIDERATION FOR DECLASSIFICATION.
'OF DOCUMENT
This document is classified.
L Refexence 'is ma -onversation: on
February 8, 1988, betwéen| -|Classification bl Per CIA

‘Manager of your - offzce, a ] Pocument - b3

Classification Specialist of ny office.

Request is - made for declassification consideration of
Central ‘Intelligence Agency (CIA). document SW.-85- 10065, dated'
August 1985, entitled "Free World ‘(Non-US) .Ground Weapons
Fire-Control .Computers."™

A. representative of our Technzcal Sexrvices Division.has.
-advised ‘he believes that information in ‘the document -has been.
:publi¢ knowledge for ‘three ‘to. five ‘years, .and the -interest of ‘the:
‘Government and'Ehe\pub11c would best be: served' by
declassification. 'This study ‘is currently .protected by Warning |
Notice Intelligence Sources.ox -Methods Involved (WNINTEL) . T
Justification for ‘this request, ‘is as. follows:.

1 - Mr. Bayse 0\‘[“‘ ) Mlﬂﬂ
1 = ‘Mr. McCreight wua
1l - Mr. Stoops:
2 - Mr.. (Attn: Mx.[ ] Mr. |
Exe¢ AD u\/é. - M. ’
Exoc AD tavy e R > s o e §
Exec ;o Ltes MDM: k w,,vr(,g) ‘ e
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xé"‘:. t:v::w% 11 aiAR 16 . "888
g ity A , lm e

B 117 | PI——
2 S
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Public Affs: mun
Rocu MY
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Telephone Ry e

uzzgﬁgﬁ:p“if¢g;; ];ﬁngfagnfiii MATERIAL ENCLOSEI o
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Mr. Lee S. Strickland

The study SW85-10#85 came about as a result of the
DCI's exceptional analyst award granted in 1983. The aim of the
program was to produce an Unclassified reference handbook for
military attaches, data exchange agreement personnel within
various U. S. Government agencies and, to a limited extent,
covert collection entities for the purpose of identification of
Free World (non-U. S.) computerized fire control systems for a
variety of field army, tube artillery weapon systems. A need for
such a study was recognized after several years of analytical
work about the subject (fire control computers) because numerous
overt and covert collection systems had considerable difficulties
understanding collection requirements concerning performance,’
parametric data, and identification and use of various fire
control computers. Because of the anticipated and sought-after
wide distribution of the study, all information gathered from
international firms and used for the study was deliberately kept
Unclassified to avoid possible compromise of classified
information. However, an exception was made in the case of Table bl per CIA
3 where some parametric data was derived from company proprietary b3
sources in ordex to give it meaning and comvleteness:

~during this program or during the writing of the study were
covert or sensitive intelligence sources or methods employed in
obtaining such information. Consequently, our representative
believes the "WNINTEL" (inside cover) caveat was inappropriately
applied to the study.

The study SW85-10085 at the time of its publication
contained company proprietary information which has become public
knowledge since 1985, as a result of its disclosure in numerous
armament magazines (e.g., International Defense Review, Mil
Technology, etc.) and in product information brochures issued by
the company of the proprietary information. The particular
classified .information, now public ‘knowledge, is contained on
Table 3, page 19, and is marked. Appended (enclosures 2-5) are
company data from their unclassified sales brochure.

The "CoBEfééntial" classification of the study was
applied by the CIA during the review and editing process. Since
the cited company proprietary information is now public knowledge
and the fact .that all other data on Table 3 has appeared in
numerous defense-oriented magazines for at least five years, it
is requested that Table 3 be declassified to "Unclassified" and
the entire study be unclassified as well.




Enclosures (5) L

O o

Lee S. Strickland

"‘5.\%
Mr.

Your expeditious handling of our request in this matter
will be greatly appreciated.

Any questions you may have with regard t
may be directed to Unit Chief

these matters
FTS

bé
b7C

Return documents to Section Chief Gary L. Stoops,
Security Programs Manager, Room:4246, Federal Bureau of
Investigation, Washington, D.C. 2@535,
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Off. Cong. &
E. W. Ludemanngkﬂ/n Poblic Affse e
. Rec. MOAL:
From Toch. $0rVe i moum
- . Troining
COVERT COMMUNICATIONS MEETING ] Tolophons Ror.
Subject : CENTRAL INTELLIGENCE AGENCY*(CIA) Clrscrar's Selyomre
[T
This document is classified ™SECRET" 4m—its—entirety;
unless otherwise noted. (U) bl per CIA
A b3
”“PURPOSE. To report ‘the iresults .of a Covert Communications
.Coordination Meeting held on 3/1/88 at the CIA in Rosslyn,
Vzrqznza. )
{8}

4
T L™ D5 o 1§ ZA%4d go/

(= -
- Mr. Geer

. (attn: Mr.| ' s APR 15 1988 be_
(Attn: Mr.| | e o

- Mr. Bayse

- Mr. db

Mrx. : o R
- Mr. Naylor
(Attn:

—MrLE:] T
-Mr-
- Mr. . b6
f’b7c
(Continued Over)

[S S ™
| .

oCs:tlw (11)




¢ 1 \ . ‘»
; o
) @
¢ n }E&REf

Memorandum from | |to Mr. Bayse b6
{8} Re: COVERT COMMUNICATIONS MEETING bic
R N CE AGENCY

bl per CIA ‘
b3

RECOMMENDATION: That close coordination continue between the CIA
and the FBI on the covert comnmunications
requirements and technical developments.

Cit of Cong. bé
Ortm. S2% & Prdic AflS. s b7C
et (v N JN -3

tnspaclion & T8 AR s,
ﬁvec AoRam. ek mwn_,zﬁfb
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bl per CIA
b3

DETAILS: On 3/1/88, FBI representatives Messrs. |
met with CIA

who is the Contracting Officer's

..
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Memorandum from | |to Mr. Bayse bl per Clbé
18] Re: COVERT COMMUNICATIONS MEETING b3 b7C
Ty CENTRAL INTELLIGENCE AGENCY ;
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FEDERAYL GOVERNMENT,

sLL PRI IHECHAATION (COHTE I NED
Hinb Il 15 WL Lass1s TR

g -—r A DATE 03-01-2018 Bx[ | b6
P ’ b7C
bDS February 12, 1988 '
BY LIAISON
Mr. Stanley M. Moskowitz
Director, Office of Training and Education
CCentral Intelligence Agency
Washington, D.C.
Dear Mr. Moskowitz:
On behalf of the Intelligence Division of the Federal
18} Bureau of Investigation, I would like to express gratitude for
=1 -the cooperation of your office in providing two instructors who
conducted a training course at our San Francisco Field Office
from January 12-22, 1988. x
Specificallv. T would like to personallv fhank b pex CI&
I I b3
Branch for their presentation of the "Seminar on Intelligence
Analysis." | __Iprofessional knowledge
and teaching ‘skills were of the highest caliber and reflected
very favorably on themselves and .the Central Intelligence Agency.
The course .was -both intellectually stimulating and practically
useful and was well received by all those in attendance.
Agam, I am most appreciative of the ‘fine effort
displayed by these individuals. They should be recognized for a
| " job well done.
| j Sincerely,
| LO 9\ . 5 2 1 ]
: ' 0 A0S D—~e8 3¢ %
James H. Geer D O
| ‘ Assistant Director in Charg 3
Intelligence Division 17 MAR 16 1988
- . (JERED BYLAJSON Ab6 |
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Mr. Stanley M. Moskowitz

'NOTE; Conveys appreciation to CIA for its assistance in
providing instructors for "Seminar on Intelligence Analysis,"
held January 12-22, 1988, in San Francisco, California.
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LIAISON CONTACT - CENTRAL INTELLIGENCE AGENCY !CIA)‘

%

This communication is classified SEGRET in _its

irety.
BURPOSE:
7o report contact wit]  |ciamo, Langley,  p1 per com
Virginia. b3
ECOMMEKX o

iNone, for informational purposes only.
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Memorandum from | lto Mr. J. H. Geer _
Re: Liaison Contact - Central Intelligence Agency (CIA)

~~~~~~~~ On 10/18/88, Supervisory Special Agent| |
met wit CIAHQ, concerning FBI asset reporting of
,,,,,,,,,,, ~Jwas advised that an FBI asset recently

“returned from the People S Republic of China (PRC) and stated

that the economy in China is in a "crisis state" and that Party
Secretary ZHAO Ziyang is taking th ant of the criticism for
failing economic reform policies. . -lwas further advised that
more "right-wing" factions of the Chinese Communist Party are
stgadily gaining-influence because of the slower pace of economi
reform.

Discussion continued, centering around the possible
fall from authority of ZHAO as a scapegoat due to the economic

problems in. the PRC.

o
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FEDERAL GOVERNMENT,

Mr. Gardner R/\Hathaway, Chief
00unterintelligence Staff

Dear Gus:

-

BlLL FRI THFOBMATION COMNTATNED
HEREIN 15 UHMCLASSIFIED
DATE D2-01-2018 BY

1 -
1_—
1l - Liaison Unit

April 8, 1988
BY LIAISON

~13)

As you probably know,

‘Of your staff

recently gave a presentation at a counterintelligence
—...conference at our ‘academy in Quantico, virginia.

‘were personnel -from:various FB;“field divisions who are involved

In attendanc

presentation .was highly

participants.
contnibution to our conference.

§5¥wﬁinformgtive, interesting and was well

received by the
our appreciation for 'his

|and

| _,bf your staff were ¢

conterence.

CScentral Intelligence Agency
wWashington, D, —C
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b APR 21 1«89 y
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(5) June 22, 1988
BY LIAISON

2 7
&/ﬁ bl per CIA
b3

Central Intelligence Agency
18] Washington, D. C.

Thank you very much for addressing our recent seminar
for undercover Agents. I was told that the presentation was very
well received, and that the attendees learned ‘a great deal about
your Agency..

I thought you would like to hear what the attendees

thought of your presentation, so I have selected a few comments
from the class critiques:

e very informative and interesting - good part of the
class - an interesting hour;

® very well prepared and provided information that was
very enlightening; .

e provided a very good perspective for the class;

e fascinating talk - worked very hard to make the
presentation relevant to undercover work;

|

i In conclusion, the class obviously enjoyed your
presentation and learned a great deal about how your Agency
approaches undercover work. I hope that we will continue to
share information and that perhaps we may call upon you to

address future seminars. A (RS
Thank in £ ti é /g 5d’(é 2
ank you again for your time. &;? o 0y
’xhlw

k7 e

p Sincerely,
‘ Exee AD Adm s
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o - FEDERAL GOVERNMENI
Date: November 21, 1988
I bl per CIA
To: Director, Central Intelligence &gency b3 o,
- Attention: i

Deputy Director for Legislation

0ffice of Congressional Affairs
Prom: ¥illianm 8. Sessions, Director tzl[q~ ’ .

Subject: INTELLICGENCE COMMUMNITY LEGISLATIVE PROGRAH FOR THE
101ST CONQRESS, 18T SESSION

Attached are rev:sed versions of the FRI's lcgislatlve L

prorosals for the Intelligence Conn rogran. k
. Please have your staff .contact SSA b6
Congressional Affairs Office at 320=% “there are any B7C ,

questions regarding these revisions.
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KOTE: The attached revisions of proposed arendments to the Fair '
Credit Reporting, Act and the Social Security Act are subnmitted to

ensure the requested authority 1is nandatory and to restore a _
 deletion. These changes were made by CAO0 and have been reviewed A

nd a prcved by INTD Special Staff.
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TITLE VI
FBI ENHANCED COUNTERINTELLIGENCE AUTHORITIES

Access to Consumer Reports

SEC. 601 The Consumer Credit Protection Act is amended
by inserting "(1)" before ‘the existing paragraph of Section 608
(I5 U.S.C. 1681£.): . and adding the following new paragraphs:

"(2) Notwithstanding the :provisions of
Section 1681b. of this title, a consumer
reporting -agency shall :furnish a consumer
report to the Federal Bureau of Investigation
when .presented with a request for a consumer
report made pursuant to this subsection by
‘the Federal Bureau of Investigation providing
that :the Director of the Federal Bureau of
Investigation, or his designee, certifies :in
writing to the consumer reporting agency that
such records are sought for foreign counter-
intelligence -purposes -and ‘that there are
specific and articulable facts giving reason
to believe the person to whom the requested
consumer report relates 1s an agent of a
foreign power as defined 'in Section 101 of
the Foreisn Intelligence Surveillance Act of
1978 (50 U.S.C. 1801).

"(3) '‘Notwithstanding the provision of
Section 1681b. of this title, a consumer
reporting agency shall furnish 1dent1fy1ng
information respecting any consumer, limited
‘to name, address, former address, place of
enploynent, or former place of employment,
to a representative of the Federal Bureau of
. Investigation when presented with a written |
request signed by the Director of the Federal
Bureau of Investigation, or the Director's
designee, stating that the information 1s
sought in connection with an authorized ‘
foreign counterintelligence investigation.

"(4) No consumer reporting agency, or officer,
employee, or agent of such institution, shall
disclose to any person that the Federal Bureau
of Investigation has sought or obtained a
consumer report or identifying information

respecting any consuji: .gf his section."”
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Access to Social Security Information

SEC. 602 The Social Security Act is amended by
adding at the .end of Section 1106 (42 U.S.C. 1306) a new
subsection (f):

n(f) FBI REQUESTS FOR ‘FOREIGN COUNTERINTELLIGENCE
PURPOSES.

"Notwithstanding Section 1306 (a), the Secretary of
Health and Human Services, or the Secretary of Labor, as the case

‘may be, shall disclose information in the Secretary's possession
relating to the address, former address, place of employment, and

former place of employment of a named person, when .presented with
a certification signed by the Director of the Federal Bureau of
Investigation, or the Director's designee, stating that:

"(1) The information is sought in connection
with ‘an authorized foreign counterintelligence
investigation; and,

"(2) There are specific .and articulable facts
‘giving reason to believe the person:is:an agent
of 'a foreign power as defined in Section 101 of
the ‘Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801)."
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‘Central Intelligence Agency
‘Washington, D. C.

were on November 19, 1986, and November 24,

Gl

Special ‘Assistant to the Director
of Central Intelligence

O
T H

During recent conversations .you indicated that Judge
Webster was to be interviewed, part of which would touch on
two meetings he had as Director of the FBI. The meetings
1986, and were
with representatives of a foreign government You inquired
whether the FBI had any objection to: disclosure of the
specific identities of the foreign representatives during
the interview.

In that regard, this letter :confirms what you :were
previously advised, i. e., the FBI has no objection to

-disclosure of the identities of the representatives of the

foreign government.
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NOTE: The above-noted representatives are as follows:
November 19, 1986 Meeting
b6
b7C
November 24, 1986 Meeting
) The above was discussed with , Office
- of Liaison and International Affairs, and Executive

Assistant Director Revell.
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ATTENTION: Intelligence Division o /‘ .
SUBJECT: ~%§ vie enpts..to Establish ~
] Ben_Pal Relationships 218”7 q ‘
L HQ ,
R v : - bl per CIA
b oane + omalavee O CIA/ Dora ‘2$O'Steen_, e .

L g ]

¥71:

paragraphs 2 through 4 below. She is available' for discussion
of the matter described. '

student at the Louise Archer School in Vienna, Virginia. In

b3 .
‘has provided the information noted'in} kéﬁvjﬁﬁg .

2. ‘Mrs. 0'Steen's 9-year old daughter is a fourth grade' ' <::>

i
H

February 1988 a "Russian professor" appeared at the school to

talk about Russia. In the course of his visit he asked' the' , é&?ﬁa
children in the fourth grade for the names and addresses of A;ﬁag )
those who wished to correspond with Russian pen pals. All the W égkg '
students 'in the class reportedly signed up. & y

3. ©On 24 March 1988 ‘Mrs. 0'Steen's daughter received a
letter, ostensibly from a fourth grader :in the Soviet Union.
In this brief letter the writer, Signe (last name‘notfgiéznftx

rovided some basic (uninteresting) biographic data gyd 31581
er fanily and asked Mrs. 0'Steen's daughter to ente%\iﬁb
correspondence with her. Mrs. 0'Steen subsequently esta
that her daughter was one of at least four Louise :Archer :fourth

graders who had received JetterS‘fﬁéf the USSR, all on 24 -March ’4ﬂ«w”

D-S01A0 Y s

4. Mrs. 0'Steen was told by the principal of the 'Louise A

1988. P

Archer Sghool, Ms. Judy RAMIG, that the "Russian professor" ‘was C(/
one IgorsNITIPANAS whose visit to the school had been arra?ﬁfd
through t e parents nother Louse Archer School fourghOUl & i

) Y
grader, Rob angng§§ZMgCormic§, residing 428 Knoll Street
NW, Vienna, Val. TIPANAS reportedly stayed with theé McCCOYmicks« ..
WhiTe 'in, the DLC., area.
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5. IgqQys TIPANAS .is almost certainly identical withdé%%g_
3%;§§§£2E££ﬁﬁxlzﬁnﬁ‘ DPOB 2 February 1953, Riga, lLatvia, :
‘was one of 19 Soviets who was invited to the_U.S. in

- December 1987 by the "Center for Soviet-American Initiatives"
(believed identical with the "Center for US - USSR
Initiatives", described as a peace seeking organization based
in San Francisco). TIPANS was listed as an engineer/physicist
in his U.S. visa request. Our only other possible trace on
TIPANS is to a FNU TIPANS, mentioned in a Department of the
Arnmy FSTC (Foreign Science and Technology Center) message of
3 April 1987. The FSTC, a U.S. Arnmy research facility in
Charlottesville, Va. indicated no interest in this FNU TIPANS.

6. TIPANAS' attenpts to encourage the establishment of
pen pal relationships between U.S. and Soviet children may be
no nore than the part of a normal Soviet propaganda ploy. It
is noted, however, that TIPANAS' efforts in the Vienna, Va.
area may be reflective of Soviet attempts to engage these
children in longterm relationships. It is perhaps noteworthy
that nmany U.S. Government employees, particularly those working
for CIA and other sensitive government agencies, as well as
‘businessmen doing business with the U.S. Government, and
foreign diplomats reside .in the Vienna area. The building of
bonds of friendship with the USSR as well as the collection of
biographic data on children of such people, would certainly be
in the Soviets' 'interest.

7. Please address all correspondence concerning this
natter to the CI Staff, Attention: Counterespionage Branch,
referencing the CIOL number given below.

8. All portions of this document are classified §§§{§E._

FOR THE DEPUTY DIRECTOR FOR OPERATIONS:

/

CIOL-0365-88

bl per CIA
b3




2 g 1-:\‘&

@
@

FXDIHAL GOVERKWERMY ALL FET TIFCRMATION CONTATNED
HEREIN IS UNCLASSIFIED

DATE Ds-01-2018 8 ] b6

Honorable williamjk)%bster__
f Director of Central Entelligence
’ h/ .Central~Inte tellxgence Agency

Washington, D.C. %
Dear Judge Webster: gy

It is a distinct honor for me to invite you to attend a
portrait dedication ceremony to. be held 'in your honor on July 20

-at 2 p.nm. in the east wing of the J. Edgar Hoover F.B.I.
Building.

Your many friends, former FBI colleagues, assoc:.ates in
Washington and representatives of the Bar Association in
St. Louis wish to express, yet again, their deepest appreciation
for your leadership as FBI 'Director.

'To place on permanent display the life-size portrait of
the FBI's third Director is a small tribute to show our esteem
and gratitude for the contributions you have made to our country.

Moreover, I personally look forward to this occasion as
one of the very special moments in my first year as Director of

the FBI.
Sincerely yours, '
_—" William S, Sessions
william S. Sessions
Director ¥
1 - St. Louis @/
1 - Mr. Revell ‘ .
l - » Ot of Cong
1 - APPROVED: /5‘ é‘;{:,s:i,m &PubﬁcNW b7C .
- - Oirector lﬁmm P—. g ntl. A et p————
q - Exoc. ADAGM. Ints? iy e
] - R — Wmfy e "’.' mn S —
1 -¥Es] | i e -
l - DA&’B 7
| {5} 1l - , #
8l -1 - Telephone Room pE-, 20 & ?0 7%/ o (Qé{? ]
Exec AD Admy - e

Exec AD tav. ._...NOTE° _Letter coordinated with the. Director s secreta f] b,,c

::::;‘; :“-—-— and' Judge’ Webste .s %ecretary, [ 42 Jun & ,1988
Adm, Servs, = - bl per CIA

Crim, 10V, s’ 4 :dpm‘ (15) b3 DITTUIINE et camedddST)

Hent e,
|11 By

32| P——

Lo e ‘ o
Legol cm.\)_zf ,j,\P | ek
Off. Cong. & e )X “P“ﬁ,lyg(a
Public Affs) e ‘ \3
ey <F >

Rets Mgnte e
Toch, Sorvs . mumme
“Trelaing
Telophone RMu s

Director’s $0¢°Y mume  MAIL ROOM (T) ; : FB81/00J
kV’ A gy s - = -— b i T . ... R SW e T NS .—— — e -—- = —_ T L T — -

b7C




:.l, n Exso AD Adm, o
EXCAD VY,
; u Exee ADLE
Lo 235t Cir.s "
. ‘ £ Army S \
i Leo by
i BlL FEI IHsUBMEATIUH UHNTRAIHED g Iy
HEREIN IS mipEciiiEn -4 ' :
INBOX.30 (#7770) DATE D3-nil-2nis B 5 v 1;_610 .
J ,Ls?c‘JC_Trﬁ‘._____ H
TEXT: ‘ : ClCedy & '
: Pubic A28, e ;
Mo :
VZCZCSFOO13 gﬁié&ﬁf::::
Trerng
R 1 ¥ H O:l Uﬂm&
.d@g ? , It Alfs.
£4PE SF #0013 2540104 ‘ o |Telehoro R e,
k“.p : Crectors S2CY

ZNY S§S58S8§S

R 090030z stp 88

FM FB1 SAN FRANCISCO ( D(PY(SQ 11) ijEﬁ

TO DIRECTGUR FBI/ROUTINE/ N E

BT '

CITE: //3790// )

PASS: INTD, CI-2H. h |
bl per CIA :
b3

1,833
. 4,
12¢0,
—€—6~3 D O0%xDR
BT -
#0013 .,
|

NNNN
163AY 1 81580




R
g ) 2 TR LN P k
A ‘l.‘ TR TR ) "' é)é;] £
¥ s - = i Y . g g~ N
; f ’y IRy IR A LSS A f
ey, oy : |
e Cma ,]I s .a~ & P - . » = - . - - i 3,
l\'i » l‘a,w,ti(‘éli»; ! Lyt i o
| 9/35/88. | SECRETJUNINTEL ROUTINE !
' !
aLL ¥RI THFORMATION COHTATHNED ’
} HERFEIN 15 VMCLBESIF BT i
| DATE 03-pDi-zois BE[T ] j b6
| 3' ! b7C
‘ , #1L.EM.DIRECTOR..FBI ’
‘ >4Z{ 'wL.TO Yb/DIRECTOR CENTRAL INTELLIGENCE AGENCY C
A ATTN: DDO/EA/TP I
bl per. CIA
11.BT b3 |
s EL |
|

’ /2571;23222?%:1-°TC’°z§,‘3’ a/19/88 | updoss user \E; C?P
w -y

G5 0750 - 6

Clm.;’ e s ‘,‘_‘gy.q

1 -]

I sce NOTE PG 3

a8 00T 8 188

3 - CIA COORDINATION FOLDER

16MAY 1 /4080

e SRR T L

s I 1 LR
'hN

;19 UC.

bé
b7C




~1

Yoy

0-59A  17-19 77
\

18]

pece@ I

®

DIPARTMINT OF JUSTICE
FZLIRAL IUTZAU CF INVESTIGATION
COMMUNCATICN MISSLCI FCIM

... CONTINUATION SHEET

.

-

bl per C

b3

‘ e e i
1:‘|BT |
] i
[ .
L !
i ;
ki I '
‘ :
i
‘ v
]
oy
i
;‘— 1
"
-
; \
| ?
i
3
) '
! |
} " ‘
.
: !

IA
5




\ i ‘ ‘ \
| - ' ’ bl per CIA
- | ‘ | ' b3

| q/]‘qlaa ““““““““““““““““ |




RN
Memorandum (i

ALL FBI THFCRMATION CONTAINED
HEREINW 15 UHLIASSTE [FIT

}
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e

“SESRET .

To . Mr. 3. H GeeW Date 8/24/88
From
4 PROPOSED SYSTEM %ox( " |RELEASE— 4
Subject : AND DISSEMINATION OF CENTRAL INTELLIGENCE '
AGENCY{(CIA) INTELLIGENCE INFORMATION REPORTS (XIRs)
. This communication is classified "Sseret"-fm—its
-entiretys
| Reference is made to memorandum from| |
| to Mr. JAMES H. GEER, dated 5/13/88, captioned as
above.
[
2@_&5_}3: To'. notify- Intelligenc,e D;,V,lsz.on of the progress made on

~hrelease and

W- That CI-?. Section, B Unit (CI-3B), coordinate
with CI-2.Section to obta _ release and dissemination
authority of CIA IIRs. -
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