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1
Current vl
Former

¢ Introduction
o Voluntary
O You are a WItness : ;
o We are seeklng to better understand the timeline and process bv whlch DoS requested
that former Secretary Clinton, et al, produce relevant emails and records from her
" tenure at DoSIlepecif‘cally named in CMs Congresslonal testlmony, regarding this. =~ : b6
matter. - - ' o ) - ; p7C
" 'e . Can you provide a brlef overview of how you'came to be involved in this: process and.what your
E slpecnf‘c role was? ' s
. When.did DOS f‘ rst request HC's email records? (!ote summer 2014 teﬂs CM that DOS is turnmg
clwer some of HC’s emails to Benghazi Committee, tipping them off for poten trof medro inquiries)
o Formal/lnformal? C
¢. .- Who were you in contact with regardmg the process? CM?
: o Who asked you to contact HC, et al? . :
Who else at DoS was mvolved in coordmatmg th|s collectlon effort?
; .Dld you meet with CM? If so, where? ;
Who. else participated in the conversanon?
3 What was the purpose of the conversation? What was; dlscussed'-‘ o
Did you or anv DOS employee make a formal’ request regardlng HC's emails at thls tlme? _
Did you or anyone else discuss DOS's. HC emiail reoord keepmg? ) "y
" o Did CM-or anvone else agree to provnde any of HC's emails to DOS? '
e After your |n|t|al conversation with CM, did you evertalk wuth her agam regardlng HC's emalls?
' o) What was the purpose of these. foilow-ups? ‘ '
o How. many were there? ' : ,
1 o ‘Who else mvolved in these dlscusslons -/ what were thelr titles /. posltlons'-‘
* o Was anybody from Do$ involved in assisting HC with the review?
e  When did'DoS determine thelr,_emlall records for HC_werel msuff”cu_e‘nt?
‘ o Howdid they determi'né' this? {seeking records for Benghazi Committee)
o- When dld you first communlcate this to HC, et al? '
o Did you or anyone at DOS seek specific mformatlon from HCetal regardlng the missing
- emails {i.e., emails accounts used, where emalls reslded e)ustence of private server)?
' . What did you ask? '
= What mformatlon d|d HC, et aI provide to. DOS? How did- they prowde their
. response? . . :
_ = . Did they ever mentlon any concerns the information may be classifi ed?.
T3 What ca used this req uest tc be made? (Benghazr Committee; DOS determined records -
' '_ 'msufﬁcrent) .

b6
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o To whom specrf‘ calh,rr dld you. make the request? :
.0 How was this: request communlcated to HC? What was commumcated as. the reason for
" the request? ' : . :
. o To your knowledge, were there any other prior requests to HC for similar records?
o Didyou prowde spemf‘ ¢ guidance on how. the search should be conducted?
= How was this communlcated -i.e. verbally, emall memo, etc?
. govs only? - . , ;
o . Did-you request the records Wlthll'l a certain time perlod/b\,rr 3 certam date?
o Did you provrde any guudance as to how the emall records were to be provlded to DOS
(paper digital, etc)? ; s
o Did you communlcate with anybody else from HC‘s team at any tlme regarding this
request? “ . ' W e
*  Who / what was their role in this process? ) o

: When ‘was the request formally made to HC? SWs (October 2014 letter to previous . Sec States?)
; Pld you ever provide- foIIow up or clarifi cation regardrng the request? (DOS may. have told CM

Jtht:lft doing .gov emarfs woufd be insuffi crent! __
When did HC, turn over her email records? ;
© Howwere the responsuve records prowded to DoS? Format (paper/electromc/etc)
o Who turned over/recewed the records? : :
. © -DidHC ever produce any emails before they prowded the full. F nal set of records?
Who else at DoS was involved in the effort seeklng HC’s email records?

o Global Infgrmal n Services (A/GIS) ' _ _ Py
' . D‘lg %é%aret Grafeld -—'-erﬂ' o ;
s oy famibare o b6

o ' Was anybody.from DoS OGC/legaI mvolved m thls process? bRk

was also named by CM. What was her role in this process?

Who. else at DoS was dlrectly involved,.or.is knowledgeable, about this process?
Are you aware of any concern regardlng classlf ed from elther DoS or H’s team (CM HS etc).
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bé
b7C

Otfic
Cell

bé
b7C

Intro ~ Voluntary
DOB / identifiers

Overview of roles at DoS during Secretary's tenure

o Who succeeded you in this role?
Relationship to Bryan Pagliano

o What was his official role at State

o What was his role for the Secretary
Knowledge of email?

Knowledge of server?
When did you first learn of it?
Who else knew?
o What discussions were had with U/S Kennedy regarding the server set up?
How did this align with applicable policies at the time?
Did you or the department have concerns about safety / security of it?
o Recall any specific discussion on this topic?
o Steps to safeguard?
Understanding of how it was set up and maintained?
Support provided to it?
IRM / DS memo on comms equipment in Secretary's residence (Judicial Watch deposition of CM).
SMART

o Why did the Office of the Secretary chose not to use SMART?

o The 0IG report states that the Office of the Secretary chose not to use SMART due to
concerns that the system would allow broad access to sensitive materials, which left print
and file as the only approved method by which record emails could be -preserve

o  Where they given the aption of having it?
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lwF) (FBI) B7C

From: | |

Sent: Tuesday, June 28,2016 3.18 PM

To: [ (WF) (FBI)

Subject: : ote

Attachments: Note JPG: June 28 Letter tD‘df

' : b7C
As discussed, attached you will find the note from |notebook that we discussed this
afternoon.

Warmly,

HRC-2223
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D6
b7cC
Special Agent
FBI, Washington Field Office
@ic.fbi.gov
Dear Special Agen b6
: p7C
As discussed, below you will find the note we discussed ear_li‘er today. Please do not
hesitate to contact me with any questions.
Sincerely,
/s/
D6
b7cC
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Questions

Questions foll |

Purpose of call: Bas ivity observed on the Bryan Pagliano server, we seek to learn
whether a login for was

authentic or whether her credentials were compromised and used for unauthorized access to the
mailbox.

1. Do you know what TOR is and what it is used for?
2. Have you used TOR in the past, either for personal use or while traveling overseas?

3. Did you ever use TOR to access your presidentclinton.com email account?
- Were you on travel on or about Sunday, 5 January 20137

4. What type of operating system {(Windows OS, Apple 0S) did you usually use to log in to your
presidentclinton.com account ?

5. What browser did you typically use to remotely log in to your mailbox?

User Agent string used during the session: Firefox 10, Windows 7 machine

Mozilla/5.0+(Windows+NT+6.1;4rv:10.0)+Gecko /20100101 +Firefox/10.0

- ﬂ“‘f) concerns of sugoicion actiaty w\——& Ta 20137
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luestions

Questions fior

Purpose of call: Ba on lo ivity observed on the Bryan Pagliano server, we seek to learn
whether a login fo was ) .

authentic or whether her credentials were compromised and used for unauthorized access to the
mailbox.

1. Do vou k;now what TOR is and what it is used for?
2. Have yod used TOR in the past, either for personal use or while traveling overseas?
3. Did you éver use TOR to access your presidentclinten.com email account?

- Were you on travel on or about Sunday, 5 January 2013?K

4. What type of operating system (Windows OS, Apple 0S5) did you usually use to log in to your
presidentcllinton.com account ?

5. What browser did you typically use to remotely log in to your mailbox?

User Agentéstring used during the session: Firefox 10, Windows 7 machine

Mozilla/S.d+(Windows+NT+6. 1;4rv:10.0)+Gecko /20100 101+Firefok/10.0
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Fage 18 ~ Duplicate;
Fage 19 ~ Duplicate;
Page 20 ~ Referral/Consult;
Page 21 ~ Referral/Consult;
Fage 27 ~ Referral/Consult;
Fage 28 ~ Referral/Consult;
Page 29 ~ Referral/Consult;
Page 30 ~ Referral/Consult;
Page 34 ~ Duplicate;
Fage 36 ~ Referral/Consult;
Fage 37 ~ Referral/Consult;
Page 42 ~ Duplicate;
Page 43 ~ Duplicate;
Fage 44 ~ Duplicate;
Fage 45 ~ Duplicate;
Page 46 ~ Duplicate;
Page 47 ~ Duplicate;
Page 48 ~ Referral/Consult;
Fage 4% ~ Referral/Consult;
Fage 50 ~ Referral/Consult;
Page L1 ~ Referral/Consult;
Page L2 ~ Referral/Consult;
Fage 53 ~ Referral/Consult;
Fage 54 ~ Referral/Consult;
Fage 55 ~ Referral/Consult;
Page L6 ~ Referral/Consult;
Page 62 ~ Duplicate;
Fage 63 ~ Duplicate;
Fage 64 ~ Duplicate;
Page 65 ~ Duplicate;
Page 70 ~ Duplicate;
Fage 71 ~ Duplicate;



Page
Page
Page
Page
Page
FPage
Page
Page
Fage
Fage
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page

72
73
74
75
76
77
78
79
g0
g1
86
87
89
G0
91
97
98

Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
b7E;

b7E;

Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;

99 ~ Duplicate;
100 ~ Duplicate;

101
102
108
109
110
111
112
113

Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
Duplicate;
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; FRI IHZC.
CLASSITIELC BY: MSICG JT74J18TS80

REASCH. 1 4 (<)
CECLASSIZY CGM: 12-31-2040

(_\ . EP(;TET 12-02-2016
G

FD-340 (Rev.4-11-03)
b3
File Number b7E
Field Office Acquiring Evidence H Q @"f
Serial # of Originating Document
Date Received B/Zﬂ/z(’ s
4
From l Q 55
Tl {Name of Contributor/Interviewee)
150 H $r. v
{Address}
Waminmpn I, 20123
X (City and State}
b6
) By b7C
ToBeReturned [ Yes (# No
Receipt Given [1 Yes ¥ No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules of Criminal Procedure
O Yes & No
Federal Taxpayer Information (FTI)
O Yes 4 No
Title: . bl
i8] b3
' b7E

Reterence: EC M f' /.5/ 1734

{Communication Enclosing Material)

Description: IE( Original notes re interview of
~ mufy nevs

j b6

> Buseass W FV . b7C

HRC-2384



ALL FRI INTORMATICH CCHMTATIHED
HEREINW I3 UNOLASSITIED
CATE 12-0Z-2016 BY J79J18TED NSICEC

Deg - /.)A/_r - ‘_(Ssjs'

HRC-2385



ALL ¥BI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 12-02-2016 BY 376318T80 HSICC

~peeds L.

5a Doy — DHs H@

—> ‘)‘U‘(— JO'-JA Usgs

950 H Su, NW
Suite 7200

Washington, DC 20223

beé
b7C
US. Department of Homeland Security
United States Secret Service
5 be —
Inspecior b7C

.

HRC-2386



m CLASSIFIED BY: MSICG J76J18T80
{c

BRERSCRT:

DECLASSITY OM: 12-31-2040

DATE. 12-02-2018
O 7
' ‘ALL INZORMATICH COWTAIWED
HEREIM IS UMCLASSIFIED EXCEPT
l ch WHERE SHOWY OTHERWISE
FD-340 (Rev. 4-11-03) b3
b7E
File Number
Field Office Acquiring Evidence HQ
Serial # of Originating Document
Date Received g‘/ 12 [ Q"O\S
b6
From b7C
TIVATTE OT COTTIDUIOTIME rviewee )
?\ CC&& Q'-vc.r ‘\\\t‘\'worh{n
{Address)
{City and Staie)
) b6
By SSK b7C
ToBeReturned [ Yes @ No
Receipt Given M Yes O No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Criminal Procedure
[0 Yes dNo
Federal Taxpayer Information (FTT)
O Yes =
Title: bl
i8) b3
= b7E
B3
bT7E
Reference:

{Communication Enclosing Material)

Description: {1 Original notes re interview of

QV\C;(Q (D-a\“’““k - %L” Co«\savk—-—*ﬁ Stw—al-\ E@ o 'Lv()

O"’CL\ i ‘\"'“‘J“- F9 - 547 - R@cﬂ—)p}“ Lo r T’Capw&y

Oune (1) £D - 192 Bvidera LordSng Yor

Qe (L\ O . (oot - e e‘? {_{,53‘.‘)}%\

et \,quju_"‘ e u’a)\tﬂ--u_ \aw* r}{
Que (1) Sendnd | 151:5\»77'“&5 o‘i!“‘

TEERET

HRC-2391



TR —

]
E5490158 | REASON: 1.4 {C}
o J DECLASSIFY CN: 12-%1-2040
Gase: | ttem: 183 DATE: 12-02-201% b3
b7E

Descriptlon:  (U) Dell Poweredge 2900, Gray Color, S/N GB42PC1 {(Only Paperwork

Submitted)
ALL IMFORMATION CCRITAINED

HEFEIN IS8 UNCLASSITIED EXCEPT

Collected ©n:  08/12/2015 04:
/12/2015 04:10 PM EST WHERE SHOWHN OTHERWISE

Recelptitem#: MNone Speclal Handling: None
CATS ID#¥ None Hazardous Materfals: None
FBI Sefzure #: None
CATS Abandonment #: jNone Abandenment #: None

Digital Information
Type: Computer
Sertal Number: G842PC1
Batteries Charged: Hgo
Number Coflected: 1
Collected by CART: No

Discovery Location

Area: NA
Selzing IMMGWI:LN | Collected By{ b6
Specific: WA Others: None Others Agency: b7¢C
None
Anticipated Disposition
None on None
Storage Information
Holding Office: WASHINGTON FIELD
Finalized Byi Last Inventary: None BS
b7C
Locatlon: E1167159 - ECR1, MAIN EVIDENCE CONTRCL CENTER {Bll2) WFO-HQ
Barcode #: 5490158
#7in of Cosindy
Shipging / Transfer Leg
My
Arguristion Event Betnl
Acquisition Event >< =
i 4 N
8] b3
b7E

Callected From: (U} Platte River Networks/Equinex
800 Secaucus R4
Secaucus, New Jersey, 07094

Recelpt Given:  No

Holdlng Office:  WASHINGTON FIELD

Evidence Log: I I b3
Serial 23 bB7E

HRC-2392

lofl M 8/12/2015 4:52 PM



: CLASSIFIED BY: MSICC J76318T80
REASOM: 1.4 (T

CECLASSIZY QM: 12-31-z2040
CATE: 12-0Z2-201%

FD-192 FEDERAL BUREAU OF INVESTIGATION ~ ALL TNFCRATION CGHTTATNED
Revised HEREIN IS UMCLASSIFIED EXCEPRT
01/09/2009 EVIDENCE DATA‘LOADING FORM WHERE S3RM OTHAERWISE
=
Separate forms are mandatory for evidence seized on different dates, at different locations, by different individuals, for different
types of evidence.
Type of Evidence being submitted: Warning - special handling
[ General Evidence [ Firearms [ Bedy Fluids {J other
[J Valuable Evidence O Weapons [ Whole Blood
{0 Evidence Purchase Money [0 Other O HAZMAT
[ Drug Evidence {J Fas (] Refrigeration [ Eaviro.
CART
Case ID: Title and Character of Case:
i3 bl
b3
Person Acquiring Evidence: Date Acquired: Time Acquired: b6
: - p e b7C
SMI__—‘ 8 fajf?“’ ‘3 4 1o s

Source from which evidence acquired:
[Person’s name/job title/company/address]

Pedrie. Rovee NETrolis ) Bbumix
4

oo SsBhAue s j2h | Séchless wF 079y

Anticipated Disposition: Forfeitu

(s

re Potential: Federal Taxpayer Information:

D No D Yes D No

Sezled By: [printed name]

Witnessed By: [printed name]

Estimated Dollar Value:

Total Drug Package Weight:

Complete Description of Evidence: (Please Print)

Dece  fowecesss 290 , Gow

(.“u&-oﬂ-j Shr G842 PC -

This form Ts {o be uséd as a data-loading form only. ECT Is fo discard 1his form when the Information contained herein has been

entered into Evidence Data Base.

- HRC-2393

BESRET



ALL IMEQRIMATION COHTATIED
JEREZIN I3 UDHCLASSITIED

OATE 12-02-2016 BY 376318780 NSICS 1 1
FD-597 (Rev. 4-13-2015) Page of

UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

Receipt for Property

b3
CaseID: __| g b7E
On {date) 08/12/2015 item (s) listed below were;
Collected/Seized
Received From
Returned To
i | Released To
(Name) Platte River Networks
(Street Address) Equinix: 800 Secaucus Road
(Cityy Secaucus, NJ 07094
[®,
Description of Item (s): D&“ ’P QW"—"“-’J\%?;- &q GO Scr\lef". 9 & ™~ 6 8‘12.\ é‘l_
\ / | s
' biC
Received By: \ Received From:(
(Signature) — -

Printed Name/Title: pecial Agent Printed Name/Title:

HRC-2395



FD-1004 I
Rev. 4-7-2013

ELL IMFORMATION CONTATHEDR
BEREIM IS5 UNCLASSIFIEL
CATE 12-02-2018 BY J7&518T80 NSICG

FEDERAL BUREAU OF INVESTIGATION
EVIDENCE CHAIN OF CUSTODY

Evidence Type: | _| General T Drugs [] Fircarms/Weapon ]
Digital [ valuables [ Firearms/Other
L]
Special Handling Instructions Enitial Receipt Date and
e | Time
[ HAZMAT [ tatents 0 v Signature of Seizing Individf™ \_ ¢
» §l
El Req. Charging [ brecze D Refrigerate Irinted Name/Agency / f_?é; 130 A
{1 Biohazard Reason: Initial Collection J
1 Other . ) Collected By| |
! Agency: p[3'!
Relinquished Custody Date and | Accepted Custody Date 2nd
Time ' e Time
Signatur; ¢ | Signature;
: 8)"') = i X}‘lo I;'g
Printed Name/Agency ,%’/ S’ {MW' Printed €
¥ — 2
Reason: 7 Basfor 707D Reason: '\ cos F,,_\f\f; 21D 8504,
Relinquished Custody Date and | Accepted Custody ’ Date nud
~ Time R Time
Signatur . ,& Signatufes
! W zv/’ £
Printed Nm el 8 , ’ Printed Name/Agen W S
Reston, T epmebur T 0B hr Shorane | 1 104 Rewon OO SToemoe i
Relinquished Custody - Date and | Accepted Custody Date and
: Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and
Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and
Time Time
Signature: o Signature:
Printed Name/Agency: Printed Mame/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and
Time Time
Signature: Signature:
Printed Name/Agency: . Printed Name/Agency:
Reason: . Reason:
Firearm Certification by (PKI/SWA'T) / Explosive Material Certification by (SABT): A¥ ‘trace Form Completed: (]
Printed Name: NCIC: D
Nignature.
Date: I
{ase 110 I8 J G’J Barcode: E S¢ ﬂOl-? ¥

1A-Section 1-pg. 38

HRC-2398

b6
b7C

b6
b7C

bt
b7C

b3
b7E



M CLASSITIEC BY: MSICC J76J18Tel
REASCOM: 1.4 (C)

CECLASSIEY Of: 12-31-2040
CATE: 12-02-201%&

" /

\ ALL IMFORMATION COMTAINEL
HEREIN IS UNCLASSITIED EXCEFRT

'R_OI WAERE SHCWI OTHERWISE
b3

File Number __| b7E

Field Office Acquiring Evidence _ /L/L & ( LA"l)

Serial # of Originating Decument -(c’

f
Date Received 1T/

FD-340 {Rev. 4-11-03)

be
From _| b7¢C
: (Name ol Contnbutor/Interviewee)
{Address)
Ci d 5
{City and State) b6
b7C
By |
ToBeReturned [J Yes ?
Receipt Given [ 1 Yes No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 ()
Fedetal Rules of Criminal Procedure
3 Yes ENo
Federal Taxpayer Information (FTT) _
O Yes E/NO
. bl
Title: . b3
il b7E

Reference: }% R 2

(Communication Enclosing Material)

Description: O Original notes re interview of
b 1] far Sowerl [Bribuin Fen Jiang B
LT

HRC-2399



W -v_,“"r
.ﬁz }N -
e

Rev. 4-7-2015

all INFORMAETICH COMTAIMED
HEFEIN IS5 UNCLASSIFIED
OATE 12-02-201%5 BY STSJLET20 HSICC

FEDERAL BUREAU OF INVESTIGATION
EVIDENCE CHAIN OF CUSTODY

Evidence Type: }_j General 3 Drugs [ Firearms/Weapon
Digital [ valuables 3 Firearms/Other
Special Handling Inséructions Initial Receipt Date and
Time

1 HAZMAT 3 Latens 2 rar Signature of Seizing Individul

E Req. Charging m Freeze m Refrigerate Printed Name/Agency: SO L(: Ig?n

7] Biohazard Reason: Initial Collection E? /1 2 / (T

L3 oOther Cellected By: 55

Agency: R

Relinquished Custody — Date and | Accepted Cq"% Date and
Time Time

Signature: Signature: N .

Printed Nex s el 8;30? Printed Namex_£ncy: ,‘ﬁl"‘ A fap

Reason: T pourdhedn bo CORY Fortwse Eroming ghajts Reason:  CRT Dawas . g fi !dff

Relinguished Custody Date and | Aecepted Custody Date and
Time Time

Signature: Signature:

Printed Name/Agency: Printed Name/Agency:

Reason: Reason:

Relinguished Custody Date and | Accepted Custody Date and
Time Time

Signature: Signature:

Printed Name/Agency: Printed Name/Agency:

Reason: Reason:

Relinquished Custedy Date and | Accepted Custody Bate and
TFime Time

Signature: Signature:

Printed Name/Agency: Printed Name/Agency:

Reason: Reason:

Relinquished Custody Dste and | Accepted Custody Date and
Time Time

Signature: Signature:

Printed Name/Agency: Printed Name/Agency:

Reason: Reason:

Relinquished Custody Date and | Accepted Custody Date and
Time Time

Signature: Signature:

Printed Name/Agency: Printed Name/Agency:

Reasom: Reason;

Firearm Certification by (PFI/SWAT}) / Explosive Material Certification by (SABT):

Printed Name:

Signature:

Date:

ATEF Trace Form Campleted: [_]

Neic: [

Case 1D:

1B;

Barcode:

HRC-2400

b6
b7C

b6
b7c



|0

FD-340 (Rev. 4-11.03}

CLASSIFIED BY: MSICG J74018T20
REASCH: 1.4 (Cj
DECLASSIFY ON: 1Z-31-2040

OATE :

12-02-201%
F

ALL INTCRMATION CONTAIMED
HEREIN IZ UHCLASSIFIED EXCEPRT
WHERE SHORM OTHERWISE

b3
File Number _| b7
Field Office Acquiring Evidence /‘A’R
Serial # of Originating Document
Date Received 2"'//(
bé
From §A b7cC
(Name ol Contribulor/lnterviewee)
{Address}
{City and State)
bb
By g‘& b7c
ToBe Returned [J Yes 3 No
Receipt Given [ Yes E/No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 ()
Federal Rules of Criminal Procedure '
O Yes ﬁ
Federal Taxpayer Information (FTI) Pl
L] Yes Dﬁ
Title: bl
) b3
EB7E

Reference: /// P = o

{Communication Enclosing Matenal)

Description: [ Original notes re interview of

plltbiA. LA L7}

HRC-2401



BEERET

> | A -

CLASSISFIEC BY: MSICS GS74518T20
RE&SOM 1.4 (CT)

CECLASSITY OMf: 12-31-2040

CATE: 12-02-2015

ALL INTORAATION CONTALIWED
HEREINM IS UMCLASSIZIED EXCEPT
WHERE SHOWM OTHZEWISE

FD-340 {Rev. 4-11-03)

b3
File Number Bk
Field Office Acquiring Evidence \_\&
Serial # of Originating Decument i) £
Date Received %/1“/ ?\Q\S
b7E
From _
I_(Ciyanasate)
bé
By S\P\ b7¢C
ToBeReturned [ Yes ‘ é{(ﬂo
Receipt Given [ Yes No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Criminal Procedure
3 Yes & No
Federal Taxpayer Information (FTT) [j/
O Yes No
Title bl
18 b3
o b7E
Reference:
{Communication Enclosing Materzal)
intion: g ; ;
Description: [ Original notes reinterviewnf i

- Qﬁ"\g\ ‘ﬁ\\\ g LN t‘k %ﬁ

= q]{?:]‘i!m.'i Em&k %YWA_ S

: )
i (A\’\m* \’{‘1’ QS{I‘J{\

HRC-2417



ALL IMTORMATION CONTAIMNED
HEREIN I5 UNCLASSIFIZC
CATE 12-02-2016 BY S7&J18T80 MSILS

CD) (FBI) —
From: I _ ]
Sent: Monday, August 24, 2015 1:36 PM
To: | {CD} (FBI)
Subject: |
Attachments: tice - Addressing of Legal Demands .pdf
Hel[ol |- FBI, Washington DC,

send in a new request limiting the number of identifiers, please fax it to Once submitted
reconsider your legal process.

[ Tcannot preserve the data sought in your legal process because the request is too voluminous. If you wish to
I ,| Pvi]l

Thank you,

HRC-2418

bé
b7C

bé
b7C
b7E

bé
b7C
b7E

b7E



ALL IMFORMATICH CCHTATINED
HEFEIN I35 UMCLASSIIZIED
CATE 12-0Z-2014 BY S7&318T&0 HSICS

b7E
All lega! demands must be addressed to the proper corporate entity to be facially valid. For allZl b7E
services, for exampld llegal demands must be
addressed to th | In the future if your legal demand is not properly addressed it
may not be fulfilled.

HRC-2419



ALL INZORMATION COMTAIIZD
HEFEIN IS5 UMNCLASSIFIED
DATE 12-0Z-201% BY ST8JLET20 HWSICC

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

IXUNCLASSIFIED [JCONFIDENTIAL [JSECRET [JTOP SECRET

- b7
To: Recipient Fax Number:
ATTN: Custodian of Records Recipient Telephone #:;
From: Special Agent] | Sender Telephone #] [ 1];_?
Sender Fax #| | b7g

Number of Pages Including Coversheet:5

[Jurcent [X]rorREVIEW [ |PLEASE COMMENT || PLEASE REPLY |_] PLEASE RECYCLE

NOTES/COMMENTS:

Preservation request

HRC-2420



FokscioRsomiiorcioikiok —COMM. JOURNAL - # soik DATE AUG-28-2815 wickiok TIME 18116 sominkioiork

MOBE = MEMORY TRANSMISSION START=AUG-20 1@:i5 END=ALIG-2P 18:16
FILE NO.=474 ALL IMICRIMATION CONTAIWNED
HEREIIM IS5 UNCLASSITIED
STN NO.  COMM.  ABER NO. STATION NAME/TEL ND.  PAGES DURATION CATE 12-02-2015 BY J78J18T20 WSICG
@a1 oK = ] 885/605 0p:83:51 b7E

—-NSD NS-4 FRONT OFFICE ==

----------------------- Kook = - Xdciokk — :*xm**w b7E

FEDERAL BUREAU OF INVESTIGATION

[AUNCLASSIFIED [JCONFIDENTIAL [JSECRET [JTOP SECRET

To:[ I ' Racipient Fax Number:: b78

ATTN: Custodian of Records Recipient Telephone #:
R ————— T
From: Special Agen{ | Sender Telephone #1 [ b6
Sander Fax #1 , b7C
Number of Pages Including Coversheet:5 b7E
e —

Curcent $drorreview [ rueask coument [Jprease reeny [ ] pruase recveln

Presarvation request

HRC-2425



m CLASSITIED BY: NSICS J78J18Ts0

REASON: 1.4 (L3
DECLASSIZY QW: 12-%1-2040
DATE: 12-02-I014&

[
m ) 4_ i —g AbLL INTORMATION CONTAIMED
' HEREIN IS UMCLASSITIED EXCEPRT
. WHERE SHOWY CTHERWISE

FD-340 (Rev. 4-11-03)
File Number :33
Field Office Acquiring Evidence Hm
Serial # of Originating Document & %
Date Received i[ Q\M ,.LD_\S e
b7E

From

1 Iy anu sy

By _ﬁ z'?c

ToBeReturned [J Yes @/ (v
Receipt Given [ Yes No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Criminal Procedure
O Yes o
Federal Taxpayer Information (FTT) ‘
O Yes No
Title: ‘
bl
S b3
b7E
Reference:

{Communication Enclusing Material}

= m'\\l\\'\l\\ YfESETVk\ WA \i’;l()‘e,t‘
Y
_ Cmf‘mtfmw nj( ‘?\m\g?(

Description: [ Originr.a.lm.:ﬂmewiew of |
/5 2“’\" b7E

-: HRC-2426



ALL IMFORXATION JOITAINED
HERETIM IS UMCLASSIETELC
CATE 12-0Z-201% BY J78318TS80 WSICS

bé
(CD) (FBIl} b7cC
From: b6
Sent: ursday, August 20, 23 AM b7C
To: {CD) (FBI) b7E
Subject: : Re |FBI Preservation Letter
This is an automated response. Thank you for contacting | b7=
The |address is exclusively for submission of criminal law
enforcement requests trom an agency in the U.S. If you are not pursuing a criminal case on
behalf of a law enforcement agency in the U.S., please refer to
|regarding how to serve[:::::::Pith legal
process and disregard the remainder if this communication.
receives a government request for information about| | it is b7E
policy to notify the user before information is disclosed, unless such notice is
prohibited by law. Prior to notifying the user, we will take steps to preserve the
information you requested and are entitled to in accordance with the type of legal process
submitted.
h |b7E
| Alternatively,
we will accept legal process served via email to |
Please do not send duplicate copies, as this may increase the time to process your request.
If you have not sent your request from an official government-issued email address or if you
are not a law enforcement agent submitting a request pursuant to a criminal investigation,
you may not receive a reply.
Sincerely,
b7E

HRC-2427



ALL INFORMATTON COMTAIMED
HEFEIN IS TMICLASSIFIED
DATE 12-02-2018 BY 5T7a518T80 MNSICC

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

—_—

XIUNCLASSIFIED [ JCONFIDENTIAL [ |SECRET [ |JTOP SECRET

. b7E

To: Recipient Fax Number:

ATTN: Custodian of Records - Recipient Telephone #:| |

From: Special Agent] [ Sender Telephone #: | :gc
Sender Fax #: L7E

Number of Pages Including Coversheet: 13

[(Jurcent X ForREVIEW [ I PLEASE COMMENT { ] PLEASE REPLY [ ] PLEASE RECYCLE

NOTES/COMMENTS:

Preservation request

HRC-2428



M CLASSITIELC BY: MSICC 376318780

REASCHM: 1 4 (C:
CECLASSITY OM: 12-31-2040
CATE: 12-02- 2015

(\.‘ (’ 5
v i l ALL IMFORMATION COHTAINEC
,r-vﬁr HEREIN IS UHCLASSITIED EXCEDT
WHERE SHCGWIN OTHERWISE

FD-340 {Rev. 4-11-03}

b3
File Number __ | b7
Field Office Acquiring Evidence H \\l
Serial # of Originating Document @ﬁ(’
Date Received [6/ g\B lb \S
b7E
From
T Interviewee)
1 ITRYT 1e .
; be
By S \P\ b7cC
ToBe Returned [ Yes %ﬁm
Receipt Given [ Yes No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules of Criminal Procedure /
OO Yes No
Federal Taxpayer Information (FTT) E{
] Yes No
Title:
bl
\5) b3
b7E
Reference:

{Communication Enclosing Materiat)

Description: [  Original notes re interview of

- Dl fosobin Mo 3 gl i
Qﬁﬁ ix“‘i\ n{ wa{})\

HRC-2441



ALL IMFCRMATION COMTATMED
dEREIN IS TTHCLASSIFIED
DATE 12-02-201% BY C£75318T80 NSICGC

] |(CD) {FBI}

From: |

Sent: ’lDJ.LLS.d.aLAuQ.HSI]ZO. 2015 10.34 AM
To: {CD) (FBI}
Subject: Automated Receipt

Attachments: [ lpat

Please DO NOT REPLY to this message. This e-mail is an automated reply to the submission of
lJQuLLemsLa_n_d_thu_emn_a_d_d{ess is unable to receive replies.
is in receiot of vour fax_l request/order for I

land has assigned it]

| pertaining to your reference/docket # (none provided by your agency)

+

gur hours of operation are Monday through Friday from 8:3¢ am to 5:88 pm Eastern time,
excluding holidays.: » Subpoenas and other requests for |
should be faxed td and are processed in the order received atter consideration

of the due date. Questions should be directed to

All correspondence should be addressed tof |

HRC-2442

be
b7C
bé

b7C
b7E

b7E

b7E

b7E



8/24/2015 10:56 AM FROM: Federal Bureau of Investigation '1‘0: PRGE: 001 OF 002

ALL IMTORMATION CONTAIWED
HEREINM IS UNCLASSITIZC

FACSIMILE TRANSMITTAL SHEET

L

] |

COMPANY:
Federal Bureau of Investigation

DATE:
8/24/2015 10:56:21 AM

FAX NUMBER:

TOTAL NO. OF PAGES INCLUDING COVER:
2

PHONE NUMBER:

SMEREN CE NUMBER:

FE: .
Preservation

YOUR REFERENCE NUMBER:

Durcent & rorreviEw  [JPLEASE COMMENT [JPLEASEREPLY  [JPLEASE RECYCLE

NOTES COMMENTS

Attached you will ﬁnci:r onse to the above referenoed [ [f you have any
E |

questions regarding this matter, please contac

i B

R "o R

Sincerély, = : Tres, 26

CATE 12-02-2015 3Y J7£318T80 MNSICGC

HRC-2443

b7E

'b7E

b6
b7C
b7E

b7E

b7

b7E



8/24/2015 10:56 AM FROM: Federal Bureau of Iavestigation TO:: PAGE: 002 OF 002

ALL IMFORMATION COMNTATINED
HEREIN I3 UMCLASSIIZIZEC

 COSFIBENTIAL

VIA FACSIMILE

S
Federal Bureau of Investigation

Dear SAI:'

The Preservation received on 8/20/2013 with respect 1o the above-referenced matter has

CATE 12-02-2014 BY S74218T80 NSICS

[fel
Fax

August 24, 2015

Re: Preservation
ile #:l

been forwarded tq

for a reply. The Preservation requestsl to

producq

Jpertainung to the following email addresses:

Based on the infermation provided pursuant to the Preservation, we are unable to find

any information responsive to the request.

If you have any questions regarding this matter, please feel free to caq:l

. Very Truly Yours,

HRC-2444

b7E
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b7E
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b7E



ALl INFORMATICHM JCHTAINED
HERETH IS UNCZLASSTI:TEC
CATE 12-02-201s BY 278J18T20 NWSICE

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

XIUNCLASSIFIED [ JCONFIDENTIAL [JSECRET [ JTOP SECRET

b7E
To: Recipient Fax Number:
ATTN: Custodian of Records Recipient Telephone #:
From: Special Agen{ | Sender Telephone #{ | b6
Sender Fax #1 [ E;g

Number of Pages Including Coversheet: 4

D HRGENT FOR REVIEW D PLEASE COMMENT D PLEASE REPLY D PLEASE RECYCLE

NOTES/COMMENTS:

Preservation request

HRC-2447



sorrkkiok DATE AUG-20-2815 ok TIFE 11313 sxickorak

soroksokkooksiseonioior. —COMIMT. JOURNAL - sesoksoror

MODE = MEMORY TRANSMISSION STRRT=AUG-28 11-11 END=AUG-29 11:13

FILE MO.=478 ALL INFORMATION CONTAINED

STN NO.  COMM.  ABBR NO. STATION NAME/TEL ND.  PRGES  DURATION HEREIN IS UNCLASSIZIEC
CATE 12-02-201& BY J7&6218T80 WSICC

o wox [ e

-NSD NS—4 FRONT OFFICE -

K*Eﬂ*:k******ﬂt*****ﬂmm****m#**m* - — WAEHAOK — :#mx*ﬂ(ﬁ(*** b7E

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

———— e
o,

BQUNCLASSIFIED [JCONFIDENTIAL [JSECRET [JTOP SECRET

To: Reciplent Fax Number::] i

ATTN: Custodian of Records Recipient Telephone #:

———

bé

From; Special Agentl | Sender Telephone #/{ |
Sender Fax #‘ l :‘;g

[ Jureant [Krorreview  [Jriease commenr [Jrimasereery [ prrast reCyCLr

nNumber of Pages Including Coversheet: 4

NOTES/COMMENTS:

Preservation request

HRC-2451



[(CD) (FBI)

ALl INFORMATICH JCHTAINED
HERETH IS UNCZLASSI:TEC
CATE 12-02-201s BY 278318T80 NSICE:

From: |

Sent: I_Mmm.&gus.LZF, 2015 10.58 AM
To: (CD) (FB)

Subject: Automated Receipt

has completed vour request under docket (none

] by your agency), /
to the attention of
If you do not receive the fa

this email or emailing us at
B88:30am-05:00pm EST Monday t

| and faxed the results to[::::]
|

perations team by replying to
Qur hours of operations are

Nrougn Friday.

HRC-2452

bé
b7C

bé
b7C
b7E

be
b7C
b7E

b7E

b7E



8 [ATS™

FD-340 (Rev. 4-11-03)

CLASSIZIED BY: NSIZE  3276218T80
ZEASQN: 1.4 O

DECLASSIFY CM: 12-31-2040

DATE. 12-04-Z018

ALL INFORMATICH COMTAINELD
HEREIN IS5 UNCLASSIFIED EHCEPT
WHESE SHCOWM OTHERWISE

[ Original notes re interview of
- Origm) ‘i\rcswna.SX'ssv\ \elker  emi

b3
File Nuomber __| b7E
Field Office Acquiring Evidence HQ
Serial # of Originating Document é’ 3
Date Receivped %/2“/ 7\0\3
h7E
From |
| beo
By _5&_ b7¢
ToBeRetumed [ Yes %o
ReceiptGiven [ Yes No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules of Criminal Procedure lE}/
J Yes No
Federal Taxpayer Information (FTT) '
O] Yes o
- Title: bl
50 b3
o b7E
Reference:
- {Communication Enclosing Material}
Description:

;ﬁ b\ 3{/%/1&\8

_ CQ\\@‘;\"N\&){‘\%\ ﬂ{ ¢ (.f\\if\ W’m‘i\

HRC-2453



CALL INFORATICH CCRITAIMEL
HEFEIN IS UNCLASSIFIED
DATE 12-04-201§ BY 3T76JL2T20 HMSICC b6

(CD) (FBI) b7e
From: I _be
Sent: 20, 2075 .24 PM b7C
To: (CD} (FBI) b7E
Subject: e: reservation Letter
Got it, Thank you!l
Fromi tco) (FBIYY I b6
To?n b7C
Sent: Thursday, August 20, 2075 T0:04 AM b7E
Subject: RE: FBI Preservation Letter
Hello,
Please confirm you received the Microsoft word attachment.
sAl b6
—] b7C
Fromi KCD) (FB) b6
Se| : b7cC
:To b7E
_Subject: RE! FBI Preservation Cetter .
Hernsin e e . "
] b7E
Per our conversation, please see attached.
sal b6
J b7C
From| |imailtd bé
Sent: st 20, 2015 10:59 AM ' b7C
To CD) {FB!) b7E
Subject: Re: reservation Letter
Good Morning SA be
b7C
- When we receive legal process inquiring aboutl lit is our policy to requesta  P7E
soft copy of the attachment containing ko be produced so that we may ensure
accuracy. Please reply with a copy of the attachment in word or excel format. Feel free to call me with
any questions you may have.
Thank vou very much
b6
b7C
b7E

HRC-2454



Direct

Fromi kco (FBIY

To{

Sent: Thursday, August 20, 2015 717 AM
Subject: FBI Preservation Letter

Good Morning,

Please see the attached Preservation Letter. Please contact me if you need further information.

l.EA |

HRC-2455

be
b7C
b7E

bé
b7C
b7E

bé
b7C



SEERET_ SOABGHEEED B ROUEE SRIINVED

REASCH :

1.4 {C}

DECLASSITY O 12-31-2040

DATE-

M

FD-340 {Rev. 4-11-03*

12-04-201¢

ALL INFORGEATICN CCHMTAINEL
HEREIN IS UNZLASSIFIEC ENCEPT
WHEZE SHOWI OTHERWISE

b3
File Number _| b7E
Field Office Acguiring Evidence }_Q
Serial # of Originating Document (Oé’
Date Received %110 } 9\0\5
b7E
From
Vinterviewee)
T Ty Ao State)
b6
By S{\ b7¢C
To Be Returned ] Yes I:g/ o
Receipt Given [ Yes No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules of Criminal Procedure D/
[ Yes N
Federal Taxpayer Information {FTT})
O Yes No
Title: bl
13 b2
h7E
Reference:

{Communication Enclosing Material)

Description:

“DM\Y\S L \:mgergw:g it '\5

C%\\{\fmg\\%\,\ %li e Quoji QA‘WL\\

HRC-2462



ALL INFORMATICH COMTATIMED
HEFEIN IS UNCLASSIFIED
DATE 12-04-201% BY S78°515T80 MSICC

[cD) (FBI)
From:
Sent: : :
To: (CD) (FBI)
Subject: reservation Letter

Confirmed. Thank you.

On Thu, Aug 20, 2015 at 2:07 PM, ([CD) (FBI) wrqte:

Again, here is the preservation letter and a Microsoft Word document with the listed accounts. Please confirm
receipt. ' :

Thanks,

SA

From{ [CD) (FBI)

Sent: T 2015 10:18 AM
Tos

Subject: FBI Preservation Letter

Per our conversation please se¢ attached Preservation Letter.

SA

HRC-2463

b6
b7c

bb
b7C
bB7E

be
b7C

be
b7C
b7E

bb
b7C

b6
b7c
bL7E

bb
b7C
bB7E

be
b7C



HRC-2464
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ALL IMFORMATION CONTAIMED
HEREINM IS5 UNCLASSIFIELC
CATE 12-04-2016 BY S74318TS0 MNSICS

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

XIUNCLASSIFIED [JCONFIDENTIAL [ISECRET [(JTOP SECRET

To: Recipient Fax Number: FAR
ATTN: Custcdian of Records Recipient Telephone #
From: Special Agent Sender Telephone # | be
- B7C
Sender Fax #| | s

Number of Pages Including Coversheet:7

[ Jurcent [XFORREVIEW [ |PLEASE COMMENT [ ] PLEASEREPLY | | PLEASE RECYCLE

NOTES/COMMENTS:

.Preservation request

HRC-2465



sokonpiioksopiciciolk. —COMM.: JOURNAL— ok *% DATE AUG-28-2015 sokiokk TIME 18: 21 sooomksick

MODE = MEMORY TRANSMISSION START=ALG-28 18:28 END=RUG-20 18:21

FILE MD.=475 I ALL IMFORMATION COMTAINED
' HEREIM IS TUNCLASSIFIED

STN ND.  COMM.  ABER. NO. STATION NAME/TEL ND.  PAGES DURATION [ATE 12-04-2016 BY J76J18T80 WSICG

eo1 K & 007/087 02:60:52 D1k

-NSD N5-4 FRONT OFFICE =

sestololoRoR ARk - — sokickR — : sololiolorgolok b7E

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

XUNCLASSIFIED [JCONFIDENTIAL [JSECRET [JTOP SECRET

To:l | Recipient Fax Number; I___l b7E
ATTN: Custodian of Records ; Recipient Telephone #I |

From: Special Age nl:I I Sender Telephone # b6
Sender Fax # b7C
Number of Pages Including Caversheat:7 : _
e e

b7E

e —

[ ureent FORREVIEW | ] PLEASE COMMENT | PLEASEREPLY [_] PLEASE RECYCLU

NOTES/COMMENTS:

Preservation request

HRC-2466
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BESRET

CLASSIFIED 2V
REASCOH
DECLASSIFY CIT:

MaIcs  276J18T20

1.4 &0
12-31-2040

DATE. 12-04-2014

® (AV7 0

ALL IWEFCRMATION COMTAINED
HEREIN IS MTCLASSIFIED EXCERT

WHERE SHCOWH OTHERWISE

b3
FD-340 (Rev. 4-11-03) bTE
File Number
Field Office Acquiring Evidence \—\ \&
Serial # of Originating Document é@
Date Received %1 Ll 9\“ \ S b7E
From
v {Name of Contributor/Interviewee)
' bTE
— S\{Address) —
be
: — ) b7C
By __Of\ |
ToBeReturned [ Yes %/No
5 2
ReceiptGiven [ Yes o
Grand Jury Material - Disseminate Only Pursuany/to Rule 6 (e}
Federal Rules of Criminal Procedure
0 Yes No
Federal Taxpayer Information (FTT) : Eg/
O Yes No bl
s b3
Title: 151 b7E
Reference:
{Communication Enclosing Material)
Description:  [J  Original notr:»“znxiew of 2
B\’M\Q Y
i ‘ﬂ\'\ X W0 v\\ WO ka m\nl\
HRC-2473

"BESRET



ok DATE AUG-20-2015 soockk TIME 11:17 seiciokickk

sokioookiiolokoior. —COMM.  JOURMAL— sololok

START=AUG-2@ 11: 15 END=AUG-28 11:17
2Ll THFORMATION COWTAINER

FILE NO.=473 HEREIN IS UNCLASSIFIED
CATE 12-04-2016 BY 376318780 N5I1CC

MODE = MEMORY TRANSMISSION

STM ND.  COMm.  ABER NO. STATION NAME/TEL NO. PAGES DURATION

N e R

-NSD NS-4 FRONT OFFICE -

IR— i PR I b BT

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

BJUNCLASSIFIED [JCONFIDENTIAL [JSECRET [TOP SECRET

b7E

To;r | Recipient Fax Nurnber;l:::l

ATTN: Custodian of Records Recipient Telephone #:
1 bé

From: Special Agelﬂ | Sender Telephone
Sender Fax # o
b7E

Number of Pages Including Coversheet: 4
- . T

S

[Jureent PJronzeview [ ]pieastcomment [)eLassREry [ ] PLEASE RREVCLE

NOTES/COMMENTS:

Preservation request

HRC-2477



ALL IMFORMATION CONTATINED
HEREIN I3 UMCLASSIIZIELC

{CD) {FBh
From:
Sent: riday, August 21, :
To: {CD} (FBY)
. Subject: o] Feceipt con irmation: Case Number]
Dear Special Agent[:::::::],
confirms receipt of your Preservation legal request {re Case No.| | on
8/28/2015. -

Available data will be preserved for 9@ days. If you require additional time to obtain legal
process, you will need to send a letter requesting a 98 day extension prior to the end of the

original 9@ day period. Please email the preservation extension request to

All future inguiries related to this request should be directed to[ ]and
reference ID[f::::::::]in the subject line.

Sincerely,

This transmission may contain confidential information intended only for the person(s) named
above. Any other distribution, re-transmission, copying or disclosure is strictly
prohibited. If you have received this transmission in error; please notify

immediately and delete this file/message from your system.

-

HRC-2478

CATE 12-04-301&6 2% S74318Ts80 MNSILZC

bé
b7C

bs
b7C
b7E

bé
b7C

b7E

b7E

b7E

b7E

b7E



ALL INTCEFMATION CONTAIWED
JEREIN 15 UNCLASSIFIED
DATE 1:2-04-201¢ BY JT7&318T20 WNSICS

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

XIUNCLASSIFIED [JCONFIDENTIAL [ JSECRET [ JTOP SECRET

To: Recipient Fax Number: BIE

ATTN: Custodian of Records Recipient Telephone #:

From: Special Agent [ Sender Telephone #] | _ b6
Sender Fax #| | g:’;;

Number of Pages Including Coversheet: 4

[Jurcent [X|rorRREVIEW []PLEASE COMMENT |_]PLEASE REPLY | | PLEASE RECYCLE

NOTES/COMMENTS:

Preservation request

HRC-2479



_SESRET_

® LA S

FD-340 {Rev. 4-11-03)

CLASSIFIED BY: WSICS Jd78J18T80
EEASON: 1.4 (C)
DECLASSIFY ON: 1:z-31-2040

12-D4-201%

ALL INTCRMATION COMNTAINED
HEREIN I UNCLASSIFIED EXCEPRT

.Y

WHERE SHOAM OTHERWISE

File Number _J b3
1 - b7E
Field Office Acquiring Evidence \-\&__
Serial # of Originating Document 6)?_
Date Received ﬂ 19! 10 \_fl
From ¢ bIE
. niributer/lnterviewee)
{Address
b7E
) State)
y b6

By S ( Y b7C
ToBe Returned [ Yes m/ﬁo
Receipt Given [ Yes Y No 2
Grand Jury Material - Disseminate Only Pursuant to Rule 6 ()
Federal Rules of Criminal Procedure )

O Yes , 134 ‘
Federal Taxpayer Information (FTT)

O Yes No
Title:

= bl
{8} b3
b7E

Reference:

{Communication Enclosing Materia!}

Description: [0  Original notes re interview of

~ Dtigy &)L ?_M Sm\ W %ﬁhl 2

- §ams Canbmalion ﬁiﬁ\w“?‘k

_SEeRET

—-  HRC-2480



ALL IMTORMATIOCNW CONTAIMELD
HEREIN I3 UMNCLASEIFIED
DATE 12-04-2016 BY 376J18TH80 MSICG

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

PJUNCLASSIFIED [JCONFIDENTIAL [JSECRET [JTOP SECRET

To: Recipient Fax Number: b7E

ATTN: Law Enforcement Liaison Recipient Telephone #:

From: Special Agen{ | Sender Telephone #| | bg
Sender Fax #{ | E_’g

Number of Pages Including Coversheet: 4

[Jurcent [X]ror REVIEW [ |PLEASE COMMENT [ ] PLEASE REPLY | | PLEASE RECYCLE

NOTES/COMMENTS:

Preservation request

HRC-2484



sooooriciokksooiok =COMM, JOURNAL= k&k3ckoksok *xkkk DATE ALG-28-2815 *oickik TIME B9:57 sokckaiook

MODE = MEMORY TRANSMISSION STRRT=AUG—28 85:56 END=AUG-28 B83:57
FILE ND.=471 ALL IMTORMATION CONTAINED
HEREIN IE UNCLRESIYIED
STN NO. COMM. ABBR NO. STATION NAME-TEL NO. PAGES DURATION DATE 12-D4-201& BY J76J18T80 HAICG
@81 oK & B04-PB4 93:66; 42 b7E

-MNSD NS-4 FRONT OFFICE e

b7E

i — HORHOIOK — FORAONCHAHOOK

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

DJUNCLASSIFIED [JCONFIDENTIAL [JSECRET [JTOP SECRET

To:l I Reciplent Fax Number: I:I b7E

ATTN: Law Enforcement Ligison Reciplent Telephona #;

From; Special Agen{ | Sender Telephone #| I b6
Sender Fax #l | p7C

Number of Pages Induding Coversheet; 4 b7E
Ty

[Jurcent X rorreview []rrmase comment []riuasererry [ rLease RecycLc

NOTES/COMMENTS:

Praservation request

HRC-2485



ALL INFORMATION COMTATMED
HEREIN IS THNCLASSITFIED

DATE 12-04-2015 BY 575515T80 NSICZGC

August 24, 2015

VIA EMAIL

Special Agen{ |
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001

Re: _Preservation Request:
Iiljssue Number:

Dear Special -Agenrl:l '

[ lhas received your preservation request dated August 20, 2015 and is in the process of

obtaining and preserving all available subscriber information for the accoun

| [The information will be retained for 90 days. Please re
I in your follow-up.order talj

Please contact me if you have any questions.

—Sinreraly

erence-

HRC-2486

b7E

b6
b7C

b6
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b7E

b6
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b7E

b6
b7C
b7E



CARLL INFORMATION COMTAINED
HEREIN IS DHCLASSIFIED
ODATZ 1Z-04-1016 BY O076J318TH0D NSICE

_lco) (FBY) _

From: |
Sent:

To:

Subject:
Attachments:

Greetings,

Attached isI:response to you preservation request dated August 20, 2015.

Thanks,

HRC-2487

b6

- b7C

bé
b7C
b7E

b7E

bé
b7C
b7E



O A

CLASSIFIED BY WNSICTG S76J18T80

SEASON:

1.4 (53

DECLASSIFY CN: 12-31-2040

DATE .

@

12-04-201%

ALL INTORMATION COWTAIWED
HEFEIN IS UNCLASSITIED EXCEPRT
WHERE SHOWM OTHERWISE

~ b XN‘

" FD-340 (Rev. 4-11-03) b3
b7E
File Number
Field Office Acquiring Evidence HQ\
Serial # of Originating Document '?CD
Date Received %/ A0 1 10§58 BTE
From
YOI U LU O 3}
(Address)
i be
. .P‘ picC
By RN
ToBe Retumed [J Yes ' lj/ o
Receipt Given O Yes ¥ No *
Grand Jury Material - Disseminate Only Pursuant tp Rule 6 {¢)
Federal Rules of Criminal Procedure m/l
[ ves o
Federal Taxpayer Information (FTT)
O Yes No
_ bl
Title: g b3
|‘ = i! b?E
Reference:
{Communication Enclosing Material}
DescriBtion: [ _Oreinal notes re interview of bTE

on §a/as

HRC-2488



ALL INZORMATION COMNTAINEL
HERETH I: THCLASSTIFIEDR
DATE 1zZ-04-201¢ BY JV&JLETE0 HIICC

FEDERAL BUREAU OF INVESTIGATION

) FACSIMILE TRANSMITTAL SHEET

XIUNCLASSIFIED [ JCONFIDENTIAL [JSECRET [JTOP SECRET

To: ' Recipient Fax Number:| | b7E

ATTN: Custodian of Records Recipient Telephone #:

From: Special Agen | Sender Telephone #{ be
Sender Fax # :;g

Number of Pages Including Coversheet: 4
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ALL INFORMATION COMTATINED
HERFEIN IS UNCLASSIFLED

U S Department of‘lustice DATE 1Z2-05-201% BY ST78515T80 NSICC

Federal Bureau of Investigation
Washington, D.C. 20535-0001

-JdJuly 27, 2015

b6
b7¢
b7E
Re:  Request for Preservation of Records
Dear RS
b7C
Pursuant to Title 18, United States Code Section 2703(f), this letter is a for st for
the preservation of all records and other evidence in your possession regarding the‘ i b7E
| |pending further legal process.
You are hereby requested 1o preserve the records described below currently in your
possession, inchuding records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request to the subscriber or any other person, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also
requested not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary termination of service
1o the accounts described below, or otherwise alert the subscriber or user of these accounts as
to your actions to preserve the referepced files and records, please contact Special Agent
as soon as possible and before taking any such actions. Egc

This preservation request applies to the following records and evidence:

A. . Allstored electronic communications and other files reﬂecﬁng communications 1o
or from the requested account. : '

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,

- without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of

HRC-2646
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services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electromc or other

form; and
C. All connection logs and records of user activity for 'Lhe requested account,
mcludmg

L. Connection date and time;

2. Disconnect date and time;

3, Method of connection (e.g., telnet, ﬁp, http);

4. . Data transfer volume;

5. User name associated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection;

5 Telephone caller identification records; and
7 Connection informatien for other computers to which the user of the

- above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect timie and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

D.  Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person ot entity about the above-referenced a¢count, the
content and connection logs associated with or relating to postings, -
communications and any other activities to or through the requested account,
whether such records or other evideénce are in electronic or other form,

If you have any questions regarding this requesg_pjgm‘ll inquiries to '
Special Agent| [who can be reached at | B
Sincerély,

Charles H. Kable IV |

Section Chief
Counterintelligence Division

HRC-2647
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jerviewet)
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Federal Rules of Criminal Procedure
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Title:
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ALL IMEORMATION COMTAIMNED
HEREIN IS UNCLASSITIECD

DATE 12-08-2016 BY J37£J13T80 HSICS

(CD) (FBI) - .

From: ' | |
Sent: _ I_I:_Li.Yilﬁ!L.-lI-l.l.V.Z?J..lQ15 8:21 AM
To: (CD) (FRL)

Subject: rvation Confirmation _
Attachments: if, Notice - Addressing of Lega s .pdf

Held |- FBI, Washington DC,

—lhas received your preservation request(s) on the account name(s) listed in the attach Pill
preserve the requested account data, if any account data exists, for a period of 90 days from 30 July 2015 annot advise

you whether any data exists for the accounts that are subject 1o your preservation request.

Your preservation record number is Be sure to refer to this record number when requesting the disclosure of
any preserved data.

18 U.S.C. 2703(f)(2) of the Electronic Communications Privacy Act permits a single 90 extension for each preservation request. If we
do not receive a preservation extension request within 90 days from the date of this preservation letter, the preserved data will be
destroyed. Also, please be aware that preservations are merely one time snapshots of the account on the date the information is
preserved. Preservations are not snapshots made each day during the 90 day preservation timeframe.

If you send an extension to your preservation request, please indicate that your request is an extension so we may quickly identify the
account that you preserved and ensure that the initial data preservation is maintained.

Finally, when you submit your legal request for us to di preserved data, please provide the preservation request number
along with the date of the original preservation so ay retrieve all relevant stored data.

Thank you,
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ALL IHFORMATICH OCHTAIVED
HEREIM IS5 UMCLASSITIEL

U.S. Departmi:nt of Justice curz 12-0s-z016 Bv s76018180 matce Y

Federal Bureau of Investigation
Washington, D.C. .10535-0001

July 27, 2015 e

b7C
b7E

Re:  Rst sest for Preservation of Records

' _ bé
Deaf |
Pursuant tc Title 18, United States Code Section 2703(f), this letter is a fo;@;my;st for

f 3 other evidence in your possession regarding th _ bé
nding further legal process. | ' b7

b7E

You are h2::by requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and record:: *hat may come into your possession from the date of acknowledgment of this
request unti] receij+ of a legal court order. You are also requested not to disclose the existence
of this request to iI:* subscriber or any other person, other than as necessary to comply with this
request, as the FEI :; investigation may be jeopardized by this type of disclosure. You are also
requested not to clize the account of the subscriber, unless requested to do so by the subscriber.
If compliance wil: ihis request may result in a permanent or temporary termination of service
to the accounts dz::ribed below, or otherwise alert the subscriber or user of these accounts as

- 31 ' ced files and records, please contact Special Agent
I L'zs soon as possible and before taking any such actions. b6

b7C

This preser »ation request applies to the follomng records and evidence:

A. Al :lored electronic comumcatxons and other ﬁ!es reflecting commmucatmns to -
or Evm the requested account.

B.  All -:cords and other evidence relating to the subscriber(s}, customer(s), account
hol¢ 1:1(8), or other entity(ies) associated with the requested account including,
witl ut limitation, subscriber names, user names, screen names or other identities,
mat ing addresses, residential addresses, business addresses, e-mail addresses and
othe: contact information, telephone numbers or other subscriber number or
ider:ity, billing records, information about the length of service and the types of

HRC-2660
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ser . jces the subscriber or customer vtilized, and any other identifying
inf srmation, whether such records or other evidence are in electronic or other

for-y; and
G, Al onnection logs and records of user acuwty for the requested account,
inz . ading:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, fip, htip);
4, Data transfer volume; :
5 User name associated with the connection and other connection

information, including the Internet Protocol address of the source of the
. connection;
Telephone caller identification records; and
Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination [P address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related 1o the
connection from ISP or its subsidiaries.

N

D. Ary other records and other evidence relating 1o the requested account. Such
rec¢ s and other evidence include, without limitation, correspondence and other
recc1uds of contact by any person or entity about the above-referenced account, the
corr «:3t and connection logs associated with or relating to postings,
corr nunications and any other activities to or through the requested account,
whe:-er such records or other evidence are in electronic or other form.

Hyom regarding this requ inquiries to b6
Special Agen ho can be reached a b7C

Sincerely,

Y 2

Charles H. Kable 1V
Section Chief
Counterinteiligence Division

HRC-2661
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From: | |
Sent: Tuesday, October U821 :
To: |
Subject: Follow up
Attachments: 2015.10.05, Letter RHJ to Datto Inc re Clinton Server Backups PDF
biC
Yesterday evening we received the attached letter from Chairman Johnson of the Homeland Security & Government
Affairs Committee. We are currently reviewing the letter and will formulate a response. Obviously, we need to
disclosure this non-confidential letter to both the Datto Board and the investor.
b7E
I will telephone you 1o follow up.
Regards,
| Attorney at Law | Attorney Big };jc

EY DAY PITNEY we

1100 New York Ave., NW Suite 300 | Washington DC 20005

i 11 || m| |

l www.daypitney.com

BOSTON | CONNECTICUT | NEW JERSEY | NEW YORK | WASHINGTON, DC @ y

This message contains PRIVILEGED AND CONFIDENTIAL INFORMATION intended solely for the use of the
addressee(s) named above. Any disclosure, distribution, copying or use of the information by others is strictly prohibited. |
you have received this message in error, please notify the sender by immediate reply and delete the original message.
Thank you.
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KELLY AYOTTE. NEW HAMPSHIRE  CORY A BOOKFR. NEW JERSEY mm mm @w@m
JONI EANST, 10WA GaRY C PETERS, LUCHIGAN

BEN SASSE, NEBRASKA

COMMITTEE ON
AR T N TR HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS
WASHINGTON, DC 20510-6250

Qctober 5, 2015

Mr. Austin McChord
Chief Executive Officer
Datto, Inc.

101 Merritt 7, 7th Floor
Norwalk, CT 06851

Dear Mr. McChord:

The Committee on Homeland Security and Governmental Affairs is examining former
Secretary of State Hillary Clinton’s use of a private email account and server during her time at
the State Department. The Committee has learned that a product offered by Datto, Inc —the
Datto SIRIS S2000' —was purchased in 2013 for Secretary Clmv:m to provide on-site, immediate
recovery of backup data in the event that the primary server failed.> The Committee is interested
in the security and preservation of Secretary Clinton’s official records, including whether this
backup device was used to back up, recover, or store those records in any manner. 1 request your
assistance with this important inquiry.

Datto, Inc. is “an innovative provider of comprehensive backup, recovery and business
continuity solutions used by thousands of managed service providers worldwide,” offering cloud,
hardware, and software devices.” A Datto SIRIS device, like the one acquired for Secretary
Clinton, “takes data directly from the server and converts it into virtual machines that can be
booted instantly from a remote web interface.™ Essentially, if the pnmary server fails, the Datto
device acts as a virtual server to allow continued workflow while the primary server is fixed.’
When acquiring a Datto SIRIS device, Datto offers its clients two options for storing the
virtualized backups. The first option is to store the backups on-site on the Datto SIRIS $2000
product ltself creating a private cloud for the data that keeps the data within the customer’s
control only.® The second option is the data can be stored “remotely in Datto’s secure cloud.”

! According to Datto'’s website, its SIRIS product supports “business continuity” with server backups, virtualization,
and cloud-based accessibitity. See Datto Siris 2, found at http://www.datto,com/siris.

? Plate River Networks Invoice #7942 (May 31, 2013) {on file with the Committee on Homeland Security and
Governmental Affairs).

? Darto, Inc., About Datto, http://www.datto.com/about.

* Datto SIRIS Brochure found at

hitp://www.abletek.com/productcatalog/datio/siris/pdf/DattoSIRIS ProductBrochure_r2.pdf.

* Instant Virtualization, Datto (Jast accessed on Sept. 23, 2015) http://www.datto.com/technologies/instant-
virtualization.

1d

"1d,
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According to information received by the Committee, Platte River Networks (PRN)®
bitled the Clinton Executive Service Corp. (CESC) on May 31, 2013, to acquire a Datto SIRIS
82000 device. CESC appears to be a Clinton family company. According to documents
received by the Committee, CESC oversaw contractmg for the hardware and soﬁ:ware required
for Secretary Clinton’s private server and email.?

When Secretary Clinton’s private server was moved from her private residence to the
New Jersey-based data center, PRN set up the Datto SIRIS device at this new location.'® When
acquiring the Datto SIRIS product, it appears that CESC representatives worked with PRN
employees to determine how the Datto device would back up data on Secretary Clinton’s private
server,'! According to documents received by the Committee, CESC chose to only store the
backup data on-site on the Datto SIRIS device, thus creating a private cloud managed by PRN. i
CESC specifically requested that no data be stored on Datto’s off-site cloud at any time. N

Although Secretary Clinton apparently wanted “Datto options without offsite backup,”
there was confusion among PRN employees when they noticed that data from Secretary
Clinton’s private server was potentially being sent to Datto's off-site backup location.'* In

¥ Platte River Networks was hired by Secretary Clinton in 2013 to maintain the data stored on her private server.

* Email from Infograte to Platte River Networks (Apr. 17, 2013) (on file with the Committe¢ on Homeland Security
and Governmental Affairs). ;

1% platte River Networks Invoice #33427 (June 15, 2013) (on file with the Committee on Homeland Security and
Governmental Affairs).

' See Email from Platte River Networks to Datto, Inc. (June 6, 2013) (on fite with the Committee on Homeland
Security and Governmental Affairs); Email from Platte River Networks to Platte River Networks (Jan. 26, 2015);
Email from Platte River Networks to Platte River Networks (Jan. 26, 2015).

"2 Email from Platte River Networks to Datto, Inc. (June 6, 2013) (on file with the Committee on Homeland Security
and Governmental Affairs). PRN billed for work installing the device in June 2013. For use of the private cleud
capability, Datto charges a monthly fee. Each month beginning in July 2013, PRN bitled CESC for “Datto Month of
Private Cloud Service.” This monthly service fee apparently allowed Secretary Clinton to continually have a backup
on a private, virtual cloud on the SIRIS S2000 device. See Platte River Networks Invoice #33427 (June 15, 2013);
Platte River Networks Invoice #33488 (June 17, 2013); Platte River Networks Invoice #18.1307006 (July 1, 2013);
Piatte River Networks Invoice #1B.1308057 (Aug. 5, 2013); Platte River Networks Invoice #1B.1309050 (Sept. 4,
2013); Platte River Networks Invoice #1B.1310031 (Oct. 3, 2013); Platte River Networks Invoice #1B.1311027
(Naov. 5, 2013); Platte River Networks Invoice #1B.1312009 (Dec. 4, 2013); Platte River Networks Invoice
#1B.1401012 (Jan. 6, 2014); Platte River Networks Invoice #1B.1402022 (Feb. 3, 2014); Platte River Networks
invoice #1B.1403010 (Mar, 3, 2014); Platte River Networks Invoice #1B.14040t 1 (Apr. 1, 2014); Platte River
Networks Invoice #1B.140501 1 (May 1, 2014); Platte River Networks lnvoice #1B. 1406011 (June 1, 2014); Platte
River Networks Invoice #1B.1407012 (July 1, 2014); Platte River Networks Invoice #1B.1408012 (Aug. 4, 2014);
Platte River Networks Invoice #1B.1409013 (Sept. 3, 2014); Platte River Networks Invoice #1B.14100135 (Oct. 1,
2014); Platte River Networks Invoice #IB.1411016 (Nov. 3, 2014); Platte River Networks Invoice #1B.1412015
(Dec. 2, 2013); Platte River Networks Invoice #iB. 1501015 (Jan. 6, 201 5); Platte River Networks Invoice

#IB, 1502014 (Feb. 2, 2015); Platte River Networks Invoice #1B.1503016 (Mar. 3, 2015); Platte River Networks
Invoice #1B.150404 {Apr. 1, 2015); Platie River Networks Invoice #B. 1505016 (May 1, 2015); Platte River
Networks Invoice #1B.1506014 (June 1, 2015); Platte River Networks [nvoice #iB.1507017 (July I, 2015); Ptatte
River Networks Invoice #1B.1508019 (Aug. [, 2015) (all invoices mentioned on file with the Committee on
Homeland Security and Governmental Affairs).

" Emaii from Platte River Networks to Datto, Inc. (June 6, 2013) (on file with the Committee on Homeland Security
and Governmental Affairs).

" Email from Platte River Networks to Platte River Networks (Aug. 1, 2013) (on file with the Committee on
Homeland Security and Governmental Affairs).
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August 2015, employees at PRN discovered that Secnetary Clinton’s private server was syncing
with “an offsite sync server . . . belonging to Datto.”"’

PRN employees reached out to Datto to determine if the server was actually sending data
from the private server to Datto’s off-site cloud for backup. One PRN employee wrote to Datto -
and stated, “{w}hen we made the purchase {of the SIRIS S2000], it was under the understanding
~ that we didn’t want to backup to Datto’s {off-site] datacenter. *1% When a Datto employee
determined that “for some reason this device [the SIRIS S2000] does appear to be syncing with
the Datto Cloud,”"” another PRN employee bluntly replied, “[t]his is a problem. This data
should not be stored in the Datto Cloud . . . .”'* Whereas CESC specifically requested that no
data from Secretary Clinton’s private server be backed up off-site, according to this mformatlon,
it appears that Datto was providing backups for the server “from the begirmin g” of the contract.'
Thus, as of August 2015, Datto apparently possessed a backup of the server’s contents since June
2013.

In response to this finding, PRN employees directed Datto to not delete the saved data
and worked with Datto to find a way to move the saved information on Datto’s servers back to
Secretary Clinton’s private server.’ According to documents received by the Committee, it
appears that Datto and PRN employees discussed an option to save the data on a USB drive, send
the USB drive to PRN, and “then wipe {the data)] from the [Datto] cloud.”' Despite these
communications, it is unclear whether or not this course of action was followed. Additionally,
questions still remain as to whether Datto actually transferred the data from its off-site datacenter
to the on-site server, what data was backed up, and whether Datto wiped the data after it was
transferred.

It aiso appears that PRN employees were directed by CESC to reduce how much data
would be stored in each backup. In August 2015, a PRN employee raised the prospect that the
length of the backups was reduced at some point during PRN’s time managing the server. Inan
email to a colleague with the subject line “CESC Datto,” the PRN employee asked if it is
possible to use Mimecast,”? PRN’s email archiving system, to find an old email from CESC
directing PRN to reduce the length of Datto’s backups. He wrote:

' Email from Platte River Networks to Platte River Networks (Aug. 6, 2015) (on file with the Committee on
Homeland Security and Governmental A ffairs).

'® Emait from Platte River Networks to Datto, Inc. (Aug. 6, 2015) (on file with the Committee on Homeland
Security and Governmental Affairs).

" 1d.

8 74

'* Email from Platte River Networks to Platte River Networks (Aug. 7, 2015) (or file with the Committee on
Homeland Security and Governmental Affairs).

* Email from Platte River Networks to Datto, Inc. (Aug. 6, 2015) (on file with the Committee on Homeland
Security and Governmental Affairs).

' Email from Platte River Networks to Platte River Networks (Aug. 7, 2015) (on file with the Committec on
Homeland Security and Governmental Affairs).

2 PRN used a Mimecast product that ailowed PRN to archive employee emails in a cloud-based server and search
that archive as needed. See Mimecast, Atchiving, Risk & Compliance (last accessed on Sept. 23, 2015)
https.//www.mimecast.com/solutions/email-archiving-compliance/.
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Any chance you found an old email with their directive to cut the backup back in
Oct-Feb. I know they had you cut it once in Oct-Nov, then again to 30days [sic]
in Feb-ish. If we had that email, we are golden. Would Mimecast have archived
it by chance? Wondering how we can sneak an email in now after the fact asking
them when they told us to cut the backups and have them confirm it for our
records. Starting to think this whole thing really is covering up some shaddy
shit.... [just think if we have it in writing that they told us to cut the backups, and
that we can go public with our statement saying we have had backups since day
one, then we were told to trim to 30days [sic], it would make us look a WHOLE
LOT better.”*

The State Department formally requested all of Secretary Clinton’s records related to her
time as Secretary of State on October 28, 2014.** It is unclear why Secretary Clinton’s
representatives apparently directed PRN to reduce the backup time period of her emails around
the same time period or in the months following the State Department’s request.

In order to better understand Datto’s role relating to Secretary Clinton’s private server,
the backup and security capabilities of the private server, and any directives provided to Datto
relating to the server, I ask that you please provide the following information and materials:

1.

Please produce all documents and communications between or among employees or
contractors of Datto and employees of Platte River Networks, Clinton Executive
Services Corp. (CESC), or any other party referring or relating to Secretary Clinton’s
private server or any backup device.

Please produce all contracts between Datto and Platte River Networks, CESC, or any
other party referring or relating to Secretary Clinton’s private server or any backup
device, ' '

Please produce all invoices, bills, and receipts prepared by Datto or its representatives

or agents regarding Secretary Clinton’s private server or any backup device.

Please produce all helpdesk, service, or support tickets received by Datto from Piatte
River Networks, CESC, or any other party related to the Datto device used to backup
Secretary Clinton’s private server.

Is Datto authorized to store classified information? Were any Datto employees
authorized to view classified information? Please explain. Did Datto’s contract

¥ Email from Platte River Networks to Platte River Networks (Aug. 19, 2013) (emphasis added) (on file with the
Committee on Homeland Security and Governmental AfTairs); see a/so Email from Platte River Netwotks to Platte
River Networks {Aug. 18, 2015) (PRN employee believes CESC direction to reduce the length of time backups were
kept “was all phone comm[unication]s™) (on file with the Committee on Homeland Security and Governmental

AfTairs).

* Letter from Patrick F. Kennedy, Under Secretary, U.S. Department of State, to Cheryl Mills (stamped Nov. 2,
2014} http://www archives, gov/press/press-releases/20 1 5/pdffattachment4-clinton-letter. pdf.
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regarding Secretary Clinton’s private server include provisions related to the storing
of classified information?

6. Has Datto been contacted by the Federal Bureau of Investigation (FBI) or any other
law-enforcement entity regard Secretary Clinton’s private server? Has Datto turned
over any information, materials, or equipment to the FBI or any other law
enforcement entity? Please explain.

7. Information obtainéd by the Committee suggests that PRN ordered a new Datto
device in 2015 “to turn encryption on for the backups and then to power down the old
device.”?® Please explain the measures taken to ensure the security of data stored on
the SIRIS 82000 device, the private cloud, and the Datto Cloud.

a. Was the backup data stored on the private cloud encrypted when the device
was first instafled in 20137
b. Was the backup data stored on the Datto Cloud encrypted?

8. Please explain the process for storing data in the Datto Cloud,

How long is data retained in the cloud?

What happens to the data once the required retention period is reached?

[s the data deleted automatically?

As mentioned above, CESC requested that the retention period for backups be
reduced to 30 days. What information would be lost by reducing the backup
retention period to 30 days? Please explain.

e g R

9. According to documents received by the Committee, Datto was providing off-site,
cloud-based, back-up services for data contained on Secretary Clinton’s private
server. 2

a. How much data was stored on Datto’s cloud? Please explain.

b. Was this data eventually moved elsewhere? If so, where and how was this
data moved? If the data was moved from Datto’s servers, did Datto retain a
copy of that data? If Datto retained a copy, please provide this material to the
Committee.

c. Please explain what security measures are in place to protect the data stored
on Datto’s cloud?

d. During the time in which Secretary Clinton’s private server was backed up on
Datta’s cloud, did Datto’s cloud come under cyberattack? If so, please
provide documentation that includes information about the time and date each
attack occurred and whether any data was compromised.

¢. According to documents received by the Committee, Datto was not supposed
to be storing data from Secretary Clinton’s private server as part of the
contract.”” Please explain how and why data was stored on Datto’s cloud.

3 Email from Platte River Networks to Platte River Networks {Aug, [8,2015) (on file with the Committee on
Homeland Security and Governmental Affairs).

% Email from Channel Sales Executive, Datto, Inc., to Platte River Networks {Aug. 6, 2013) (on file with the
Committee on Homeland Security and Governmental Affairs).
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f. As mentioned above, Datto employees reviewed why backups to the Datto
cloud were occurring.”® Please provide any documentation or correspondence
related to what these employees found.

Please provide this information and material as soon as possible, but no later than 5:00pm
on October 19,2015, Additionally, I ask that you please provide the Committee with a staff-
level briefing to discuss Datto’s role in backing up the server.

The Committee on Homeland Security and Governmental Affairs is authorized by Rule
XXV of the Standing Rules of the Senate to investigate “the efficiency, economy, and
effectiveness of all agencies and departments of Government.”” Additionally, S. Res. 73 (114th
Congress) authorizes the Committee to examine “the efficiency and economy of operations of all
branches and functions of the Government with particular reference to (i) the effectiveness of
present national security methods, staffing and processes....”*° For purposes of this request,
please refer to the definitions and instructions in the enclosure. To the maximum extent possible,
please provide unclassified responses to my questions; should a complete response to any
question require that you send me classified information, you may send me that information
under separate cover, via the Office of Senate Security.

If you have any questions about this request, or concerns about the instructions or
requirements in the enclosure, please contact Scott Wittmann or Mike Lueptow of the Committee
staff at (202) 224-4751. Thank you for your prompt attention to this matter.

Sincerely,

cc:  The Honorable Thomas R. Carper
Ranking Member

Enclosure

*7 Email from Channel Sales Executive, Datto, Inc., to Platte River Networks (Aug. 6, 2015) (on file with the
gommittee on Hemeland Security and Governmental Affairs).
1d.
2 S. Rule XXV(K); see also S. Res. 445, 108™ Cong, (2004).
'S, Res. 73 § 12, 114th Cong. (2015).
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Ingtructions for Responding to a Committec Request
Committee on Homeland Security and Governmental Affairs
United States Senate
114th Congress

A. Responding to a Request for Documents

1. In complying with the Committee’s request, produce all responsive documents that are in
your possession, custody, or control, whether held by you or your past or present agents,
employees, and representatives acting on your behalf. You should also produce
documents that you have a legal right to obtain, that you have a right to copy or to which
you have access, as well as documents that you have placed in the temporary possession,
custody, or control of any third party. Requested records, documents, data, or
information should not be destroyed, modified, removed, transferred, or otherwise made
inaccessible to the Committee.

2. In the event that any entity, organization, or person denoted in the request has been or is
also known by any other name or alias than herein denoted, the request should be read
also to include the alternative identification.

3. The Committee’s preference is to receive documents in electronic form (i.e. CD, memory
stick, or thumb drive) in lieu of paper productions.

4. Documents produced in electronic form should also be organized, identified, and indexed
electronically.

5. Electronic document productions should be prepared according to the following
standards:

a. The production should consist of single page Tagged Image Files (“.tif”), files
accompanied by a Concordance-format load file, an Opticon reference file, and a
file defining the fields and character lengths of the load file. .

b. Document numbers in the load file should match document Bates numbers and .tif
file names.

¢. Ifthe production is completed through a series of multiple partial productions,
field names and file order in all load files should match.

d. All electronic documents produced should include the following fields of
metadata specific to each document:

BEGDOC, ENDDOC, TEXT, BEGATTACH, ENDATTACH, PAGECOUNT,
CUSTODIAN, RECORDTYPE, DATE, TIME, SENTDATE, SENTTIME,
BEGINDATE, BEGINTIME, ENDDATE, ENDTIME, AUTHOR, FROM, CC,
TO, BCC, SUBJECT, TiTLE, FILENAME, FILEEXT, FILESIZE,
DATECREATED, TIMECREATED, DATELASTMOD, TIMELASTMOD,
INTMSGID, INTMSGHEADER, NATIVELINK, INTFILPATH, EXCEPTION,
BEGATTACH.
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Instructions for Responding to a Committee Reguest

10.

11,

12.

I3

e. Alternatively, if the production cannot be made in .tif format, all documents
derived from word processing programs, email applications, instant message logs,
spreadsheets, and wherever else practicable should be produced in text searchable
Portable Document Format (“.pdf”) format. Spreadsheets should also be provided
in their native form. Audio and video files should be produced in their native
format, although picture files associated with email or word processing programs
should be produced in .pdf format along with the document it is contained in or to
which it is attached.

f. If any of the requested information is only reasonably available in machine-
readable form (such as on a computer server, hard drive, or computer backup
tape), consult with the Committee staff to determine the appropriate format in
which to produce the information.

Documents produced to the Committee should include an index describing the contents
of the production. To the extent more than one CD, hard drive, memory stick, thumb
drive, box or folder is produced, each CD, hard drive, memory stick, thumb drive, box or
folder should contain an index describing its contents.

Documents produced in response to the request should be produced together with copies
of file labels, dividers or identifying markers with which they were associated when the
request was served. '

When producing documents, identify the paragraph in the Committee’s schedule to which
the documents respond.

Do not refuse to produce documents on the basis that any other person or entity also
possesses non-identical or identical copies of the same documents.

This request is continuing in nature and applies to any newly discovered information.
Any record, document, compilation of data or information not produced because it has
not been located or discovered by the return date, should be produced immediately upon
subsequent location or discovery.

All documents should be Bates-stamped sequentially and produced sequentially. Each
page should bear a unique Bates number.

Two sets of documents should be delivered, one set to the Majority Staff and one set to
the Minority Staff. When documents are produced to the Committee, production sets
should be delivered to the Majority Staff in Room 340 of the Dirksen Senate Office
Building and the Minority Staff in Room 346 of the Dirksen Senate Office Building,

If compliance with the request cannot be made in full by the date specified in the request,
compliance should be made to the extent possible by that date. Notify Committee staff as
soon as possible if full compliance cannot be made by the date specified in the request,
and provide an explanation for why full compliance is not possible by that date.

2
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Instructions for Responding to a Committee Request

14. In the event that a document is withheld on the basis of privilege, provide a privilege log
containing the following information concerning any such document: (a) the privilege
asserted; (b) the type of document; (¢) the general subject matter; (d) the date, author and
addressee; and (e) the relationship of the author and addressee to each other.

15. If any document responsive to this request was, but no longer is, in your possession,
custody, or control, identify the document (stating its date, author, subject and recipients)
and explain the circumstances under which the document ceased to be in your possession,
custody, or control, '

16. If a date or other descriptive detail set forth in this request referring to a document is
inaccurate, but the actual date or other descriptive detail is known to you or is otherwise
apparent from the context of the request, produce all documents which would be
responsive as if the date or other descriptive detail were correct.

17. In the event a complete response requires the production of classified information,
provide as much information in unclassified form as possible in your response and send
all classified information under separate cover via the Office of Senate Security.

18. Unless otherwise specified, the period covered by this request is from January 1, 2009 to
the present.

19. Upon completion of the document production, you should submit a written certification,
signed by you or your counsel, stating that: (1) a diligent search has been completed of
all documents in your possession, custody, or control which reasonably could contain
responsive documents; and (2) all documents located during the search that are
responsive have been produced to the Committee.

B. Responding to Interrogatories or a Request for Information

1. In complying with the Committee’s request, answer truthfully and completely. Persons
that knowingly provide false testimony could be subject to criminal prosecution for
perjury (when under oath) or for making false statements. Persons that knowingly
withhold subpoenaed information could be subject to proceedings for contempt of
Congress. If you are unable to answer an interrogatory or information request fully,
provide as much information as possible and explain why your answer is incomplete.

2. In the event that any entity, organization, or person denoted in the request has been or is
also known by any other name or alias than herein denoted, the request should be read
also to include the alternative identification.

3. Your response to the Committee’s interrogatories or information requests should be made
in writing and should be signed by you, your counsel, or a duly authorized designee.
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10,

11.

12.

13.

When responding to interrogatories or information requests, respond to each paragraph in
the Committee’s schedule separately. Clearly identify the paragraph in the Committee’s
schedule to which the information responds.

Where knowledge, information, or facts are requested, the request encompasses
knowledge, information or facts in your possession, custody, or control, or in the
possession, custody, or control of your staff, agents, employees, representatives, and any
other person who has possession, custody, or control of your proprietary knowledge,
information, or facts.

Do not refuse to provide knowledge, information, or facts on the basis that any other
person or entity also possesses the same knowledge, information, or facts.

The request is continuing in nature and applies to any newly discovered knowledge,
information, or facts. Any knowledge, information, or facts not provided because it was
not known by the return date, should be provided immediately upon subsequent
discovery.

Two sets of responses should be delivered, one set to the Majority Staff and one set to the
Minority Staff. When responses are provided to the Committee, copies should be
delivered to the Majority Staff in Room 340 of the Dirksen Senate Office Building and
the Minority Staff in Room 346 of the Dirksen Senate Office Building.

If compliance with the request cannot be made in full by the date specified in the request,
compliance should be made to the extent possible by that date. Notify Committee staff as
soon as possible if full compliance cannot be made by the date specified in the request,
and provide an explanation for why full compliance is not possible by that date.

In the event that knowledge, information, or facts are withheld on the basis of privilege,
provide a privilege log containing the following information: (a) the privilege asserted;
(b) the general subject matter of the knowledge, information, or facts withheld; (c) the
source of the knowledge, information, or facts withheld; (d) the paragraph in the
Committee’s request to which the knowledge, information, or facts are responsive; and
(e) each individual to whom the knowledge, information, or facts have been disclosed.

If a date or other descriptive detail set forth in this request is inaccurate, but the actual
date or other descriptive detail is known to you or is otherwise apparent from the context
of the request, provide the information that would be responsive as if the date or other
descriptive detail was correct.

In the event a complete response requires the transmission of classified information,
provide as much information in unclassified form as possible in your response and send

all classified information under separate cover via the Office of Senate Security.

Unless otherwise specified, the period covered by this request is from January 1, 2009 to
the present.
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C. Definitions

1. The term “document” in the request or the instructions means any written, recorded, or
graphic matter of any nature whatsoever, regardless of how recorded, and whether
original or copy, including, but not limited to, the following: memoranda, reports,
expense reports, books, manuals, instructions, financial reports, working papers, records,
notes, letters, notices, confirmations, telegrams, receipts, appraisals, pamphlets,
magazines, newspapers, prospectuses, inter-office and intra- office communications,
electronic mail {e-mail), contracts, cables, notations of any type of conversation,
telephone call, meeting or other communication, bulletins, printed matter, computer
printouts, teletypes, invoices, transcripts, diaries, analyses, returns, summaries, minutes,
bills, accounts, estimates, projections, comparisons, messages, correspondence, press
releases, circulars, financial statements, reviews, opinions, offers, studies and
investigations, questionnaires and surveys, and work sheets (and all drafts, preliminary
versions, alterations, modifications, revisions, changes, and amendments of any of the
foregoing, as well as any attachments or appendices thereto), and graphic or oral records
or representations of any kind (including without limitation, photographs, charts, graphs,
microfiche, microfilm, videotape, recordings and motion pictures), and electronic,
mechanical, and electric records or representations of any kind (including, without
limitation, tapes, cassettes, disks, and recordings) and other written, printed, typed, or
other graphic or recorded matter of any kind or nature, however produced or reproduced,
and whether preserved in writing, film, tape, disk, videotape or otherwise. A document
bearing any notation not a part of the original text is to be considered a separate
document. A draft or non-identical copy is a separate document within the meaning of
this term.

2. The term “communication” in the request or the instructions means each manner or
means of disclosure or exchange of information, regardless of means utilized, whether
oral, electronic, by document or otherwise, and whether face to face, in meetings, by
telephone, mail, telex, facsimile, email (desktop or mobile device), computer, text
message, instant message, MMS or SMS message, regular mail, telexes, discussions,
releases, delivery, or otherwise.

3. The terms “and” and “or” in the request or the instructions should be construed broadly
and either conjunctively or disjunctively to bring within the scope of this subpoena any
information which might otherwise be construed to be outside its scope. The singular
includes plural number, and vice versa. The masculine includes the feminine and neuter
genders,

4. The terms “person” or “persons” in the request or the instructions mean natural persons,
firms, partnerships, associations, corporations, subsidiaries, divisions, departments, joint
ventures, proprietorships, syndicates, or other legal, businesses or govermment entities,
and all subsidiaries, affiliates, divisions, departments, branches, or other units thereof.

5. The term “identify” in the request or the instructions, when used in a question about
individuals, means to provide the following information: (a) the individual’s complete
name and title; and (b) the individual’s business address and phone number.

5
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Instructions for Responding to a Committee Request

6. The terms “referring” or “relating” in the request or the instructions, when used
separately or collectively, with respect to any given subject, mean anything that
constitutes, contains, embodies, reflects, identifies, states, refers to, deals with or is
pertinent to that subject in any manner whatsoever.

7. The term “employee” in the request or the instructions means agent, borrowed employee,
casual employee, consultant, contractor, de fact employee, independent contractor, joint.
adventurer, loaned employee, part-time employee, permanent employee, provisional
employee or subcontractor.

8. The terms “you” and “your” in the request or the instructions refer to yourself; your firm,
corporation, partnership, association, department, or other legal or government entity,
including all subsidiaries, divisions, branches, or other units thereof; and all members,
officers, employees, agents, contractors, and all other individuals acting or purporting to
act on your behalf, including all present and former members, officers, employees,
agents, contractors, and all other individuals exercising or purporting to exercise
discretion, make policy, and/or decisions.

# # #
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Date Received 7//7//6
!
From /%
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ALL TBI INFTORMATION CONTAIWED

HERETIM IS5 THCLESSIFIED
UNCLASS“:IED/‘I Eue DATE 1:2-0&-2016 BY J76J18TE0 HIICTC

Huma Abedin Clinton E-mail (huma@clintonemail.com) Analysis

Key Findings
&  Analysis of two datasets in the FBI's possession revealed approximately 1,539 unique work-related e-mails” involving only two
parties: hdr22@clintonemail.com and huma@clintonemail.com {hereafter, referred to as “CA party e-mails”). Hillary Clinton’s
legal teamn only turned over 32 CA party emails to the State Department in December 2014.

*  When conducting their review of the ~60,000 emails, Hillary Clinton’s legal team possibly failed to assess the entirety of
huma@clintenemail.com {hereafter, “Huma CE”) e-mail correspondence with Clinton determine which were work-related. All
Huma CE e-mails in the 30,524 e-mail dataset’ contained another search term used in the legal team review process {e.g.,
names and emails of key individuals, “Libya,” “Benghazi”), indicating Huma CE and Abedin’s name were possibly not used as
their own search terms to identify those emails for production.

Breakdown of all -huma@clintonemail.com E-mails in Original Dataset Provided to the FBi

Mote: For taxonomy, emails were counted as individual emails and not by distinct chains

Methodology used by Clinten’s legal team to identify 30,524 work-related e-malls from the total ~-63,000 emails™:
1. All emails containing a “.gov” email address {gccounted for over 27,500 of the emails deemed work-refated)
2. First and last names of over 100 State Department and US government officials, including close aides and staff
3. Sort by sender/recipient to identify non-obvious or non-recognizable email addresses, misspellings or other idiosyncrasies
4. Key terms, including “Benghazi” and “Libya”

The FBI assesses the 2,598 Huma CE emails in the orlginal dataset were potentially determined to be work-related by Clinton’s
legal team as follows:

30,524 total emails provided to 2,338 Huma CE emalls hit on a 260 Huma CE emalls hit on
the FBI; 2,598 hit oh Huma CE ".gov” email address search terms other than “.gov”
g

/ Rest of o o
i original ’r_,_.f:';%&

{
y  A0.060 TR, emails, | " gov" hit, Other search

Mon- Huma Abedin "Libya", 29
s a
dataset, . 2,588 key names and -.. ’
| 5y ok S 2,338 tarm hit, 260 e-mails’, 228 "Benghazi", 2
\\ \ "Tripoli", 1
RN

\

Breakdown of huma@clintonemail.com E-mails in Additional Datasets Acguired by FBI

- B Orfeel Qormprnive
Original ~30,000 Datto Backups® Cooper BlackBerry Backups®
& .
Total hdr22 :Iint_onemall com DoS 30,524 16,276 10,613
. tenure e-mails in dataset
Unique work-related CA party e-mails’ 32 1,085 454

! The FBI assessed e-mails to be work-related if they were related to Clinton’s officiat capacity at DeS (e.g., scheduling, travel, call sheets, personnel appointments).
¢ According to Clinton’s campaign website, 30,490 potentially work-related e-mails were provided to DoS on December 5, 2014. On August 6, 2015, Williams &
Connclly provided the FB| a .PST file containing 30,524 e-mail messages, which they indicated was a copy of the emails provided to DoS.

2 According to information available on Clinton’s campaign website.

‘E-mails included in the "Ngn- Huma Abedin key names and e-mails” group includes the following individuals: Cheryl Mills, Jake SuIiivaanonica
Hanley, Sidney Blumenthal the originai e-mail in the chain did not include Abedin but
was included in original 30,524 e-mail dataset).

®This dataset constitutes two backups made by the Datto device on 6/24/13 and 6/29/13 of the Pagliano Exchange Server.

€T his dataset constitutes two separate backups Justin Cooper made of Clinton’s BlackBerries on 4/13/09 and 11/26/11.

1"’Unique" indicates the FBI reviewed all e-mails in this category to ensure they did not contain duplicates within and across the datasets {i.e., if the same email
appeared twice in the Datto Backups and once in the Cooper BlackBerry backups, it was oniy counted once instead of three times).
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. . B H7E

DZCLASSIFIEDR BY: MNIICC J37785T34

Filing and Security CH 06-18~-2017

8 HNOFORN
assify On: 2047%r
Primary Case| [CART Case Title: (SpAAf*) MIDYEAR EXAM; b3
i[J) MISHANDLING OF CLASSIFIED; b7E
’ UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE
MATTER (SIM)
Serial Number: 1
Seralized: 10/15/72015
Caso Information
Subfile: CART
Type: Investigative - Status: Pending
Predication Source: Reguired !
Cwming Squad: D5-CD4
Case Managers: | | . b6

IONATHAN ¢ MOFFL ! biC
Case Participants: KABLE CHARLES H IV

JONATHAN C. MOFFA

Robert Allan Jones

COLEMAN BRANDALL C

DS-CD4 (SC)

D5-CD4 (QST)

STRZQK PETER P IT

Caseaccasslful Prohibited to everyone except Case Participants.

Ve

I

Case Summary: A¥F) FBIHG, Counterespionage Section, is opening a full
investigation based on specific articulated facts provided by an E11
referral from the Inspector General of the Intelligence Community,
dated July 6, 2015 regarding the potential comnpromise of classified
information.

Details
Document Title: (U) Subfile Opening Document

HRC-2980
1of2 ' 11/2/2015 9:52 AM



' Seatinel¥¥orking Copy

b7E
(U/iEeBe) Opening of CART Subfile

Synopsis:

Detalls:  {U/ /Ee06)

To Qpen a CART Subfile.

Indexing
i - . | Pl B ; T 7 A — R
Display Name | Entarprisa Role | Entity Role I Entity Type { US Parson
No Entities to display
ey :
L I 4 Pags L_J af 1 » 4] = ‘ No c!ata_ln fii:f.pléy r
Routing
! From: WASHINGTON FIELDI:| BIE
Drafted by: 'B b6
biC
Approved by: |Ei

2of2
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HEIREIN I3 UNCLRSSITIED
OATE 01-038-3017 BY J3T7&318TEOQ NSICC

. ALL INFORMATION CONTAINED
FD-302a (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _18/15/2015

On October 15, 2015, SA received a compact disk (CD) from FBI OTD i
containing photographs from a 10/3/2015 search at an Equinix facility in Secaucus, NJ. The CD is
enclosed in an attached 1A.

Investigation on ___10/03/2015 at Secaucus. NJ b3
File # | ART = L Date dictated N/A : B7E
b6
B
7 B7C

This document contains neither recommendations nor conclusions of the FBE. It is the property of the FBI and is loaned to your agency; it
and its contents are not o be distributed outside your agency. -
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Mm DECLESSITIED RY: NSICS  S57355T94

o 08-le-2017

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2015

To: INVESTIGATIVE ANALYSIS UNIT Attn: SSA b6
OPERATIONAL TECHNOLOGY DIVISION btk

To: CART FORENSIC ANALYSIS UNIT Attn: SITS/FE
CPERATICNAL TECHNOLOGY DIVISION

From:rHASHINGIQN_EIEID . L
WF CART - b7C

NVRAJ |
Contact:
Approved By: SSA b
p7C
Drafted By: WFO CART
-3 b3
Ui Case ID #: (3{/F) | CART  (Pending) b7E
Title:| (37/8F) MID-YEAR EXAM;
MISHANDLING COF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
11§ Synopsis: (&/A¥P) To reguest the assistance of the FBI Operational
Technology Division (OTD} Investigative Analysis Unit (IAU) in
support of the case b3
- b7E
d 20130301
€classify On: 20401231
Administrative: (U/ /Fe88) DO NOT UPLOAD. ENSURE IT IS DISSEMINATED
ONLY WITH A NEED TO KNOW AND IS APPROPRIATELY STORED.
Details:
. (%//¥F) The captioned investigation is highly sensitive and
Ul considered a prohibited investigation. Additicnally, the
investigation is designated a SIM and has an exemption for uploading
approved by AD Randall Coleman Serial 1). 23
E
iR bﬁ?ﬁﬁf) The writer requests the assistance of the FBI Operational
Te ]

Technology Division {OTD) Investigative Analysis Unit (IAU) to

_SResHT/ /NOFORN

HRC-2985




’lﬁﬁtﬁiijfﬂe?ORN
conduct intrusion analysis and malware/virus analysgis on the
following digital evidence in support of case |
¢ 1B51: Dell PowerEdge R620 server, Service Tag: GXIWFX1

including device itself and virtual machine files (with memory)
located on device

e 1Ba6j bTE

I b3
b7E

¢ 1B46:

e 1BR49: |

e 1B# TBD by WFO ECC: Logs and events from CloudJacket IDS device

e 1B52: BlackBerry cell phone

¢ 1B53: BlackBerry cell phone

e 1B54: iPad Model A1396

¢ 1B45: Dell PowerEdge 1950 server (Blackberry Enterprlse
Server), Service Tag: 5Y5XWB1

¢ 1B3: Dell PowerEdge 2900, S/N: G842PC1

e 1B2: Lenovo ThinkPad T420 PB-Y(C912

e 1Bl: Lexar micron 16 GB thumb drive, 1 Lexar Micron 8 GB thumb
drive, 1 Kingston 8 GB DT SE9 thumb drive:

o Request for Malware Analysis on these devices

e 1B48: Datto Server B82 barcode C8470FC11M70024 used for system
backups (cloud storage device)

e 1B44: Supermicro server, S/N: 002590AFDEBE used for system
backups (local storage device)

(U/ /2098) Forensic images and/or copies of the above media will
be provided by the Computer Analysis Response Team (CART)
Headquarters (HQ) Forensic aAnalysis Unit (FAU) in Quantico,
Virginia. '

(u/ /Feue)| bR

(u/AFe86) Contacts for this lead:
e Case agents: gsal SA RE

biC
M/ /NOFORN

HRC-2986
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® _SBesiT/ /NoFoRN ¢

‘e _WFO CART: TT Snecialist/Forensic Examiner (ITS/FE)

o _(CAPRT HO Frr

is Unit: Supervisory ITS/FE

LEAD(s) :
Set Lead 1: {Action)

QTD DP-IAU

AT QCPERATIONAL TECHNOLOGY DIVISION, iNVESTIGATIVE
ANATLYSIS UNIT

(U/+FSH83 Attention: SSA
Information provided for action deemed appropriate.

Set Lead 2: {(Action)

OTD DP-FAU
AT CPERATIONAL TECHNQOLOGY DIVISION, FORENSIC ANALYSIS
UNIT
lon: Supervisory IT Specialist/Forensic
Examiner Information provided for action deemed
appropriate.
L X

HRC-2987
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CATE D1-D2-2017 BY I7&518T80 WSICG

FD-302a (Rev. 10-6-95)
2=

FEDERAL BUREAU OF INVESTIGATION

Date of ranscription __11/06/2015

On October 3, 2015, the following individuals from the Federal Bureau of Investigation (FBI)
participated in the execution of an on-site search via consent at Equinix, Incorporated data center
“Equinix NY2” at 275 Hartz Way, Secaucus, NJ 07094: e S
| Supervisory Special Agent (SSA), FBI Washington Field Office (WFOQ)
J Special Agent (SA), FBI WFO
Attorney, FBI Office of General Counsel

nformation Technology Specialist (ITS)/Forensic Examiner (FE) and
Technical Program Manager, FBI Operational Technology Division (OTD)
| Computer Scientist (CS), FBI OTD
. ITS/FE, FBI WFO Computer Analysis Response Team (CART)

* @ & @

The following individuals were also present:

o | |Vestigant LLC

e Katherine M. Turner, Esquire, Williams & Connolly LLP

s Project Manager, Platte River Networks (PRN)
Summary:

The assistance of OTD and CART personnel was requested to support the search and seizure of
digital evidence during the execution of a Consent to Search at the location referenced above on October
o D2 AEE

Case reference: Case File Number
CART Submission ID: 164461
CART Service Request ID: 75561

Specimens:

The following computer-related equipment related to the PRN client “CESC” was located in the
Equinix data center “Equinix NY2” within cage number 00260, cabinet number 203, heredfter referred to
as the “CESC cabinet: ”

Investigation on __ 10/03/2015 at Secaucus, NJ

File # | IQART. 5 Date dictated _ N/A
By ITS;‘FEI l;sma :Q [sAl

This document contaiis neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-2991
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FD-302a (Rev, 10-6-95)

Continuation of FD-302 of On-site search at 275 Hartz Way, Secaucus, NJ — October 3, 2015, On 11/06/2015, Page 2

[a—y

PRN Server: A Dell PowerEdge R620 server, Service Tag: GXJWFX1, powered on.

2. BlackBerry Enterprise Server: A Dell PowerEdge 1950 server, Service Tag: SYSXWBI,
Express Service Code 12988372429, powered off. _

3. Seagate Desktop USB external drive: A Seagate Desktop 1.0 TB Universal Serial Bus (USB)
external drive, Serial Number (S/N): 2GHJ026M, plugged in to the PRN Server.

4. Cisco NAS: A Cisco 324 Smart Storage Network Attached Storage (NAS) Device, S/N:
QNP14150082, plugged into Switch 1 and Switch 2.

5. Datto Server: A Supermicro 2U (2 rack unit) server, Model: S2000 S/N: 002590AFDEBE,
Invoice: 482547, used for Datto backups, powered on.

6. CloudJacket Intrusion Detection System (IDS): Cloud Jacket intrusion detection system,

powered on.

Firewall 1: Fortinet Fortigate 80C Security Appllance firewall, located on top, powered on.

Firewall 2: Fortinet Fortigate 80C Security Appliance firewall, located on bottom, powered on.

Switch 1: PowerConnect 2824 network switch, located on top, powered on.

0 Switch 2: PowerConnect 2824 network switch, located on bottom, powered on.

5 W

Details:

At 8:12 AM, the individuals above entered the building at 275 Hartz Way, Secaucus, NJ
07094. Individuals received visitor badges at the front office and entered the lobbv area of the Fouinix
NY2 data center at approximately 8:22 AM. At approximately 8:24 AM
escorted the individuals above to cage number 00260 and entered his credentials (biometric and pincode
authentication) to open the cage and cabinet number 205 located within the cage where the computer
equipment was stored. At 8:29 AM, the individuals above exited cabinet number 00260 to return to the
lobby area of the building and begin the collection of data.

At annroximatelv 8-45 AMJ Ilnoﬂed into the PRN Servei

using the username “prnadmin” and the password

1 All work nerformed related to the ¢collection and canture of data from the

PRN Server was done from

|started a new Microsoft Word document entitled “On-site Visit” on his laptop and
captured screen shotq linformation and datastores. This document was continually
updated throughout the collection process to save information on settings, passwords, and configuration

HRC-2992
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FD-302a (Rev. 10-6-95)

Continuation of FD-302 of On-site search at 275 Hartz Way, Secaucus, NJ — October 3. 20135, On _11/06/2015 , Page 3

data for the network and storage environment. At the end of the collection process, the document was
saved

At approximately 8:55 AM, FBI OTD and CART personnel re-entered the “CESC cabinet” and

[were saved 1o an Adobe Portable Document Format {PDF) document

| the Backup Retention policy was set to 2 months and the

Backup Schedule was set to every hour. While on site, after consultation with the investigative team. the

search team was advised to assist PRN |

| Working under the direction of

The BlackBerry Enterprise Server, Seagate Desktop USB external drive, and the Datto Server
were removed from the PRN cage and cabinet and brought to the Equinix NY2 lobby area for seizure.

HRC-2993
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FD-302a (Rev. 10-6-95)

Continuation of FD-302 of On-site search at 275 Hartz Way, Secaucus, NJ — October 3, 2015, On _11/06/2015 , Page 4

At 7:10 PM, the search team exited the Equinix NY2 data center.

Disposition of Evidence:

At 7:03 PM, the following specimens were provided to the seizing agent, S,ﬁ:lfor storage };f;c
and subsequent transport to the FBI WFQ Evidence Control Center:
L b7E
2. Dell PowerEdge 1950 (BlackBerry Enterprise Server)
3. Seagate Desktop USB external drive
4, Supermicro SIRIS S2000 Server (Datto Server)
Derivative Evidence:
b7E

1.

HRC-2994
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' DATE 01-D3-2017 BY J76J18T80 NSICG

FD-302a (Rev. 10-6-95)
e

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _11/06/2015

On October 8, 2015, the following individuals from the Federal Bureau of Investigation (FBI)
participated in the execution of an on-site search via consent at Equinix, Incorporated data center
“Equinix NY2” at 275 Hartz Way, Secaucus, NJ 07094

. Special Agent (SA), FBI Washington Field Office (WFO) zg e
® ISA, FBI WFO
. Computer Scientist (CS), FBI OTD
e ITS/FE, FBI WFO Computer Analysis Response Team (CART)
The following individuals were also present:
Vestigant LLC };3 "
Katherine M. Turner, Esquire, Williams & Connolly LLP
Project Manager, Platte River Networks (PRN)
Summary:
The assistance of OTD and CART personnel was requested to support the search and seizure of
digital evidence during the execution of a Consent to Search at the location referenced above on October
~8,2015.
Case reference: Case File Number| _ b3
CART Submission ID: 164462 | p7E
CART Service Request ID: 75562
Specimens:
The following computer-related equipment related to the PRN client “CESC” was located in the
Equinix data center “Equinix N'Y2” within cage number 00260, cabinet number 205, hereafter referred to
as the “CESC cabinet: '
1. PRN Server: A Dell PowerEdge R620 server, Service Tag: GXJWFX1, powered on. The server
was running the following Virtual Machines (VM) in the powered-on state:
Investigation on __ 10/08/2015 at Secaucus, NJ
File# | lcART- ¥ Datc dictated ___N/A | ;ZE:E
—
b6
By ITS/FH L _ . g

This decument contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-2996
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FD-302a (Rev. 10-6-95) ‘

Continuation of FD-302 of On-site search at 275 Hartz Way. Secaucus, NJ ~ October 8, 2015, On 11/06/2015 , Page 2

a. CESC-PRN: ESXi Host server for the “CESC” network. Microsoft Windows Server 2008
CESC-DCO0t1: Domain Controller for the “CESC” network.

CESC-EXCHO1: Exchange server for the “CESC” network. Microsoft Exchange 2010.
CLNTINETBB: BlackBerry Enterprise Server (BES) for the “CESC” network.
vCenter: Centralized management for virtual machines and the virtual server environment.

L= RO - 4

2. Cisco NAS: A Cisco 324 Smart Storage Network Attached Storage (NAS) Device, S/N:
QNP14150082.

3. CloudJacket Intrusion Detection System (IDS): Cloud Jacket intrusion detection system,

powered on, :

Firewall 1: Fortinet Fortigate 80C Security Appliance firewall, located on top, powered on.

Firewall 2: Fortinet Fortigate 80C Security Appliance firewall, located on bottom, powered on.

Switch 1: PowerConnect 2824 network switch, located on top, powered on.

Switch 2: PowerConnect 2824 network switch, located on bottom, powered on.

A

Details:

At 10:20 AM, the individuals above, except Mrs. Turner, entered the building at 275 Hartz Way,
Secaucus, NJ 07094. Individuals received visitor badges at the front office and entered the lobby area of
the Equinix NY2 data center at approximately 10:22 AM to wait for further instruction from the
investigative team and Mrs. Turner. At approximately 12:20 PM, the individuals exited the data center.

At approximately 2:51 PM] kscorted the individuals to the lobby] e

pC
b7E
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Continuation of FD-302 of On-site search at 275 Hartz Way, Secaucus, NJ— QOctober 8. 2015, On 11/06/2015 , Page. 3

At approximately 6:36 PM] |shut down the Cisco NAS. At approximately 6:48 PM,

shut down the physical PRN Server and unplugged it from the network. The PRN Server

and Cisco NAS were removed from the CESC cabinet and cage and brought to the Equinix NY2 lobby
area for seizure. '

At 9:00 PM, the search team exited the Equinix NY2 data center.
Disposition of Evidence:

At approximately 6:50 PM, the following specimens were provided to the seizing agent, SA
for storage and subsequent transport to the FBI WFO Evidence Control Center:

1

2. Cisco NAS
2. PRN Server

Derivative Evidence:

1.
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ALL INFORMATION CONTAINELD
. HERETN IS5 DWCLASSIFIED
LATZ O0l-02-Z017 BY JTEJLETED NEILC

FD-302a (Rev. 10-6-95)
e

FEDERAL BUREAU OF INVESTIGATION
Date of transcription _1/5/2016

I_l.n_a.n_g;ma.i] dated January 4, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE)
pf the Federa) Bureau of Investigation (FBI) Washington Field Office (WFO) Computer Analysi bé

Response Team (CART) provided the following documents to Supervisory Special Agents (SSA BAC
an fthe FBI Cyber Division| |Cyber Threat Analyst, National Cyber

Investigative Joint Task Force (NCIJTF) Office of Analytical Assessments (OAA), andl |
Information Technology Specialist, Investigative Analysis Unit, Operational Technology Division:

1) b7E

2) For further analysis b7E

by the Cyber Division.

The attachments were burned to a CD and are included in a 1A envelope along with a copy of the email
dated January 4, 2016.

Investigation on ___1/4/2016 _ at Washington, DC
. b3
File # | JCART= & Date dictated _ N/A vl
: b6
By ITS/TH b7C

This document ¢ontains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL INFORMATICH CONTAIMEDR
HEREIN IZ2 MICLASZIFIED
CATE 01-0%-2017 BY 376J158T80 NWEICC

FD-302a (Rev, 10-6-95)
s

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _1/13/2016

In an email dated January 12, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE) b3
| pf the Federal Bureau of Investigation (FBI) Washington Field Office (WFQ) Computer Apa P
Response Team (CA provided the following docun:u.u.o_ﬁj.mudsaijy Special Agents (SSA —
of the FBI Cyber Division, 8 f the FBI Chicago Field Office, and bTE
hreat Analyst, National Cyber Investigative Joint Task Force (NCIJTF) in reference
1o Serial CART):
b7E
The file was burned to a CD and is included in a 1A envelope.
Reference Pocument: Serial §| lCART) 2?&
Investigation on __ 1/12/2016 al Washington, DC
File# | lcART =R Date dictated _ n/A §3E
By ITS/FH ' ::C

This document contains neither recommendations nor conctusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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M CLASSITIED BY: MSICC J76318TH0
. FERSOM: 1.4 (C)

DECLASSITY ON: 13-31-2041
DATE: 01-12-2017
FD-302a (Rev. 10-6-95)

1 ALL INFORMATION CONTAIWED
- BEREIN 15 UNCLASSIFIED EXCEPT

FEDERAL BUREAU OF INVESTIGATION 'MERE SHOWH CTHERWISE

Date of transcription _2/8/2016

On February 4, 2016, Information Technology Specialist/Forensic Examiner ([TS!FEi fof

the Federal Bureau of Investigation (FBI) Washington Field Office (WFO) Compute se Team
(CART) provided a DVD containing the following documents to Special Agent (SA f the FBI

Chicago Field Office for additional analysis:
)
2)

3)
4)

5) e

6)

The documents above, identified by review case name, containl J

e DVD containing the files above is enclosed ina 1A

envelope for inclusion in the case file.

Investigation on __ 2/4/2016  at Washingten, DC
File # ] ICART =P Date dictated _ N/A
By ITS/FE]

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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AL L INTORMATION CONTAIMED
. HEREIW 15 UNHCLRSSITIED
DATE 01-05-2017 BY 37&£318TR0 NIICE

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _2/24/2016

On February 24, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE pf b6
the Federal Burean of Investigation (FBI) Washington Field Office (WFO) Computer Analysis Response Team b7C
(CART) provided a DVD containing the following document to Special Agent (SA of the FBI

“Chicago Field Office for additional analysis:
k3
! bé
: b7C

Th men bL7E

contain IThe DVD

containing the file above is enclosed in a 1A envelope for inclusion in the case file.

Investigation on __ 2/24/2016 at Washington, DC
b3
File# | lCART- [{ Date dictated __ N/A b7E
By ITS/FH b6
p7C

This document centains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL FRI INTORMATICH CONTATHEDR
. HEREIM IS NCLASSIFIECD
' CATE D1-03-2017 BY 376318T80 NWEICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 3/4/2016

On February 29, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE] bf b6
the Federal Bureau of Investigation (FBI) Washington Field Office (WFO) Computer Analysis Response Team Big
(CART) provided the following document to Special Agent (SA)| bf the FBI Chicago Field Office
for additional analysis: '

b3
* b7E
The document above containgd J
and
reterenced mn evidence 1tem [B67.
: . i 2 6
On March 4, 2016, ITS/FH provided the following document to SA‘ |for additional analysis: z":'c
; b3
|
: b7E
The document above containd
| iwhlch was provided 1o the FBI on March 2, 2016.
Two (2) DVDs containing the files above are enclosed in a 1A envelope for inclusion in the case file.
Sevial % 7
Investigation on __3/4/2016 at Washington, DC
: b3
File # _| CART-T= Datc dictated N/A E b7E
be
By ITS/FI b7C

This document centains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency:; it
and its contents ar¢ not to be distributed outside your agency.
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ALL INFORMATION COWNTAINED
. BERETM I5 UNCLASSIFIED
CATE 01l-02-2017 BY J7&6J18T80 WEILC

FD-302a (Rev. 10-6-95)
s

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _2/24/2016

of b6

On March 28, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE) e

the Federal Bureau of Investigation (FBI) Washington Field Office (WFO) ComputelLAua.Iujs_&ng_nse Team
(CART) provided a DVD containing the following documents to Special Agent (SA of the FBI

Chicago Field Office for additional analysis:

b6

1 b7C

2) b7E

3)

The documents above containl | from b6
evidence item 1B42, which is documented in Serial number 102 in the case file. The DVD containing the files b7C
above is enclosed in a 1A envelope for inclusion in the case file. bIE
Investigation on __ 3/28/2016 at Washington, DC
File # | EART - Date dictared A | b3

b7E
By ITS/FE]| | b6
B7C

This document contains neither recommendations nor conclusions of the FBL. Tt is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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HZREIW IS5 UNCLRSSITIED
DATE N1-05%-2017 BY J37&3183TE0 NEICE

. ALL INTORMATION CONTAINED

FD-302a (Rev. 10-6-95)
o

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _4/19/2016

On April 4, 2016, Information Technology Specialist/Forensic Examiner (ITS!FEj ':thhe b6
Federal Bureau of Investigation (FBI) Washington Field Office (WFO) Computer A Team b7C
(CART) provided a DVD containing the following documents to Special Agent (SA)Mmmmlof the FBI
Chicago Field Office for additional analysis:

b7E

1.

3.
4.
5
6.
i b, ITS/F BI:lprovided a DVD containing the following documents to Intelligence b6
Analyst or additional analysis: : b7C
' b7E
1.
Investigation on __ 4/19/2016 at Washington, DC
File# | lCART 15 Date dictated ___ N/A b3
i b7E
b6
By ITS/FH _ p7C

This document contains neither recommendaticns nor conclusiens of the FBI. It is the property of the FBI and is loaned 1o your agency; it
and its contents arc not to be distributed outside your agency.
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FD-302a (Rev. 10-6-95}

o b7E
Continuation of FD-302 of __| , On 04/19/2016 , Page 2
b7E
2.
3.
I.Qn.A.n.uJJ_‘)_ZDJ. ITS/FH rovided a DVD containing the following documents to Intelligence -
Analys or additional analysis: BIG
b7E
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Continuation of FD-302 of

On _04/19/2016 , Page

2

Three (3) DVDs containing the files above are enclosed in a 1 A envelope for inclusion in the case file.
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. ALL INZOBRMATION CONTAINELD

HEREIN IS

OGAETE D1l-03-Z017 BY JTEJLETE0D HIICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

I

DHNCLESSIYIED

Date of transcription __05/09/2016

On May 9, 2016, Information Technology Specialist/Forensic Examiner (ITS/F E] bf the

Federal Bureau of Investigation (FBI) Washington Field Office (WFO) Computer An;

cam
or

(CART) provided a DVD containing the following documents to Intelligence Analyst

additional analysis:

1.

A DVD containing the files referenced above is enclosed in a 1A envelope for inclusion in the case file.

Investigation on __ 05/09/2016 at Washington, DC
File# | lcART~ b Date dictated ___ /A
By ITS/FE

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.
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. ALL THFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED

OATE D1-0%-2017 BY 376318780 HSICC

FD-302a (Rev. 10-6-95)

On May 13, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE)
Federal Bureau of Investigation (FBI) Washington Field Office (WFQ) Computer

T
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 05/13/2016

of the

(CART provided a DY containing the following documents to Intelligence Analystl h

Agent

of the FB1 Chicago Field Office for additional analysis:

Analysis Response Team

nd Special

Two (2) DVDs containing the files referenced above are enclosed in a 1A envelope for inclusion in the case

file.

Investigation on

05/13/2016 at Washington, DC

File# _|

IgART ~[7 Date dictated N/A

By ITS/FE

This document contains neither recommendations nor conclusions of the FBI. It is the praperty of the FB1 and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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b
From ' __L‘.HD ng p7C
(Nan TTOTTOTIITICTYTCTCT T
(Address)
(City and State)
b6
Y —" -
By LTS JFe b7C
ToBeReturned [ Yes D/N’q
Receipt Given [J Yes ‘fNo
Grand Jury Matedal - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules of Criminal Procedure -
I Yes [j/No
Federal Taxpayer Information (FTT) D/
O ves No
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CECLASSIFIED BY:
g 01-08-2017

T

&31BTED

WF) (FBI)
From: | I(WF} (FBI)
Sent: Jlmday_ﬂatahﬂLZD_ZDlE.%:SO PM
To: OTD) (FBI)
Cc: lwr (Fai wees ]
. IOTD}(FBI) WF) (FBI
Subject: EC requesting assistance from IAU-— SEm!l --- THNSFERMN
SentinelCaseld: TRANSITORY RECORD

Classification: M/?WU‘F@RN_

Classifl
Derived Fr
DeClassify On: 20401231

TRANSITORY RECORD

Per our discussion, please find the attachment detailing the lead to |1AU.

Here is the contact infarmation for the filter team:
. 54 |
o |

A lead has been set for CART FAU as well for the copies of the media per the attachment,

Please let me know if you have any questions.

(R

ey

IAU_EC Oct20_20
15.docx
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LL THFORMATION CONTATHED
[EREIN I8 UWCLASSIZIEC

ATE G5-18-2017 2V J37386T754 NEICG

L X5

FD-340 (Rev. 4-11-03)

b3
File Number L CAET b7E
Field Office Acquiring Evidence Uxo
Scrial # of Originating Document (0
Date Reccived 'D/S/&D/-‘; i
From _,LT\7E€ wie
L |
{Nanteorcommomermeryewee
{Address)
(City and State)
b6
By .I'IS }FC b7C
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File Number F (AR b7E
Tield Office Acquiring Evidence WY o
Serial # of Originating Document (ﬁ
Date Recceived oIS ze s
- g b&
From Y ¢ iFe b7C
(Narie o oM T TR T
{Address)
(City and State}
e - b6
By L5 !FL Pt
To Be Retuned [ Yes O Ne
Receipt Given  [J Yes 2 No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules of Cnminal Procedure
0O Yes O ~o
Federal Taxpayer [nformation (FTI)
3 Yes J nNe
Title: b":m)‘."m Ao,
MISHALD L oF (s I Fren,
ULER oW 3 ABTECT O& CoulMiRY,
SEesTTIVE TRVE TIeATIVE MATIER (5TM)
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(Commumication Enclasing Material)
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File Number =L AR -l
Ficld Officc Acquilring Evidence W FD
Secrial # of Originating Document %
Date Received l{41i290 b
b&
From TTSIFE 5
T (nNal
{Address)
{City and State)
: i b6
By TUS | C b7C
To Be Returned [ Yes B/No
Receipt Given [0 Yes D/No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Crinunal Procedure i
1 Yes 71 No
Federal Taxpayer Information (FTT) y
O Yes No
SHEFfTD TER Ex AN,
/TS HAND L TR 08 CLASSTIFIED,
UNKVowWN SUBJIECT pe coulTRY:
SACTTIVE TJVESTIGCATIVE MATTER (ST
Reference:
{Communication Enclosing Matenial)
Description: B/Ongmalmw;-re-mtewwo:l b8
BiC
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DECLASSITY OW: 12-531-2041 bé
DATE: 01-12-2017 b7C
WF) (FBI) ALL INFORMATION CONTAIMNED
HERETH I8 UNCLASSIFIEL EMCEPT
Eioii: | YWF) (FBI) WHERE SHOWN OTHERWISE
Sent: 016 3:31 PM
To: cyD) (FBI | (cYD) (FBI)
J(CON) [OTD)CON})
Cc: [WF) (FBI) [cD) (FBI)
{(VWEy (FBD
Subject: Jfor analysis - 1/4/16 --- SECRET/#NOFORN --- b7E
SentinelCaseld: NON-RECORD
Classification: SRERET//NOBORI
Classif® F41MESKB3
Derived From: ated 20130301
Ify On: 20411231
| b6
Per our discussion last week, attached are the following documents: ke
1) | b7E

[Please note the 4- to 5-digit number (-—- xxxxx) above each entry.
This number corresponds to the item number in the CART review system and will help us track the item back to
|if needed.

bl
b3
bé
b7C
b7E

As always, please let me know if you have any questions.

Thanks,
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FD-1057 (Rev. 5-8-10)
EhtﬂEEZ/NeEORR-

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U} Grand Jury Subfile Opening Document , Date: 08/27/2015

From: LOS ANGELES
LA-CI-7 (SSA| | ) b6
Contact: | ' biC

Approved By: SSA| |

Drafted By:
L
case ID #: leo~| (s»AF) MIDYEAR ExAM; 4B
MISHANDLING OF CLASSIFIED; RiE
UNKNOWN SUBJECT QR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Synopsis: {(U) To copen a GJ subfile to serve as a repository for Grand
Jury related material.
Rea
Derived ltiple
Sources
De sgsify On: 204
Details:
This document shall serve as opening communication for:
LG b3
b7E

e

W/m
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ALL FRT TWEORMATION CONTATNEDR
. BEREIN IS UNCLASSIFIEC
DATE 12-22-2016 BY J76J18T80 NSICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/27/2015

On August 27, 2015, Special Agent kelephonically contacted Assistant United
States Attorney lof the Eastern District of Virginia, who provided that he
physically served a subpoena to

accepted by
telephone number bn behalt of]

Investigation on __ 08/27/2015 at Washington, DC

File# _| ey - 2 Datc dictated ___ N/A

By 4 ;
This decument conlams neither recommendations nor conclusions of the FBI. 1t is the pmpcny of thc FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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(WF) (FBH)

CALL ¥EI INFORMAETION CONTAIHED
HEREIN 15 UNCLASSIFIED
OATE 12-22-2016 BY 376J18T80 HNSICC

From:

Sent:

To:

Cc:

Subject:
Attachments:

Hello,

_ELiday..Aug.uste._mJ.ﬁB:wF’MJ
(WF) (FBI)

[USAVAE)

_RE]

Responsive Information to Your Legal Process

Please find the attached response to your legal request. If you have any questions regarding this production,
please reply to this email and include the Internal Reference Number provided in the attached letter.

We ask that you submit all future legal process through

[Altematively, we will accept

legal process served via email tc|

Regards,

c Ly

HRC-3065
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HERETN IS5 THCLESSIFTIED

. ALL FBI INFCRMATION LOMNTAINELD
DATE 12-22-2016 BY JTEILETED HNIITC

b3
bé
_ _ b7C
From: I [RO) (FBI) b78
Sent: .
To: | cwr) (FaIy | |owr) (Faly;
[WEY(FE _

Subject: Fwi [Responsive Information to Your Legal Process
Attachments: |
From| |(USAVAE) [mailto b3
Sent: Monday, August 31, 2015 10:05 AM bs
To:l (RO) (FBI) p7C
Subject: FW| | Responsive Information to Your Legal Process b7E

From :| |(USAVAE) &4
SeTILMnnﬂaLAuguﬂjfl, 2015 9:32 AM iy
To (USAVAE) ' b6

Subject: FW| |Responsive Information to Your Legal Process B7E

FYI

From b3
Sept: T5 B:16 PM b6
To (WF) (FBI) ' b7cC
cq (GAVAE) b7E
Subject: RE| Responsive Information to Your Legal Process

Hello,

Please find the attached response to your legal request. If you have any questions regarding this production,
please reply to this email and include the Internal Reference Number provided in the attached letter.

We ask that vou submit all future legal process througl| | b3
| [Alternatively, we will accept bk
legal process served via email tg
ards,
—Reg -
b7E

HRC-3066



CECLABSEIFIELC BY: WSICC J37J2DTH4
oM 056-18-2017

FD-1087 (Rev. 5-8-10}

__BEexd]/7NOTORN—
FEDERAL BUREAU OF INVESTIGATION

Colleoted Htem Log

il
Event Title: P&] Mid Year Exam ’ Date: 09/08/2015
Approved By:l | b6
; p7C
Drafted By: | | .
I
Case ID #:| |»GJ"{{S ) MIDYEAR EXAM; b3
ISHANDLING OF CLASSIFIED; ' b7E
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER {(SIM)
assify On: 204
] 1
'.U,f Collected From: % Subpecena Return
Receipt Given?: No
Holding Office: WASHINGTON FIELD
Details: No Details Provided
Item Type Tgf:ription
1B General U b3
b7E
Collected On: 09/08/2015 .
Seizing Indivigual: | | b6
Collected By: | : b7cC

Locaticon Area: HNA
Specific Location: NA

L 4 4

_BEERET/7NOFORM

This document contains neither recommendations nor conclusions of the FBI. I is the property of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency

HRC-3067
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UNCLASSIFIED/ FRSUG

FD-302a (Rev. 10-6-93)
-1-

2LL INFORMATION CONTAINED
HERETM I5 UNCLASSITIED

CATE 12-2Z-Z014 BY J7&J18T80 NEICG

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _(9/02/201 5

(U/ /rotHe) issued in the United States District

Court for the Eastern District of Virginia onl

| was

served O by email at

|Immediate1y following the email described above, the

writer received an automated response from
contact. At 4:09 PM on August 31, 2015

acknowledging the
requested a soft copy

of the legal process. The writer responded on September 01, 2015 with

a .txt file containing onlyj

from the

preservation letter.

(U//Fo8er A copy of

and emalils described above

are attached to this communication in an FD-3240.

Investigation on __ 08/31/2013 at Washington, DC

File# | loy -5 Date dictated 09/02/2015

by K CH) %B/zwb’

This document contains neither recommendations nor conclusions of the FBIL. 1t is the property of the FBI and is loaned to your agency; it

and its contenis are not to be distributed outside your agency.

UNCLASSIFIED/ /Eote-
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ALL FEI INFCRMATION CONTAINED
. HEREIM IS UWCLASSIFTED

UNCLASSIFIED/ /FoUcr

FD-302a (Rev. 10-6-95)
A

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/03/2015

(U//FS88) At 4:43 PM on September 01, 2015, the United States

Attorney’'s Cffice in the Eastern District of ulrgln;a_notiiied]the FBI
subpoenas were served t A copy
of the notification and the subpoenas are attached to this
communication in an FD-340.

Investigation on ___09/01/2015 at Washingion, DC

File# | la) -k Date dictated 09/03/2015
09/20}5‘

by SAl 9'7/ /

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

UNCLASSIFIED/ /Fede
HRC-3071

DATE 12-22-2016 BY J78J18T780 H3IT

(e
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2LL FBI INFDRMATICH COMTAIHED
. HERETN 15 UNCLASSIFTIED

UNCII.ASSIFIED//FGBQ CATE 12-22-~Z01& BY STEILETE0 WSILC
FD-302a (Rev. 10-6-95)
-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/08/2015

{(U//PeBS8> At 2:35 PM on Septeﬁber 08, 2015, the United States
Attorney’s Office in the Eastern District of Virginia netified the FBI

siihnoenas were gserved rnl 3 b3
| A copy of the notification and the BIE
subpoenas are attached to this communication in an FD-340.
Investigation on . 09/08/2015 at Washington, DC
File# _| 61~ Date dictated 09/08/2015 b3
b7E
i pr—
by____ SA Q{Q/ZUIS b6
2 p7C

This document contains neither recommendations nor cenclusions of the FBL 1t is the property of the FB1 and is loaned to your agency; it
and its contents are not to be distributed outside your agency,
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ALL FRI INTCRMETION COMTATHER
. HEREIN I35 UNCLRESITIED

UNCLASSIFIED//‘F@-G@ DATE 1:-22-301¢ BY JT7&313TE0 WEICG

FD-302a (Rev. 10-6-95) _
1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _$9/08/2015

(U//Fe8e) On September 4, 2015, SA received ‘;2
an email from the United States Attorney’'s Office for the Eastern W
District of Virginia containing a subpoena response from b7E
The response is attached to this communication
in an FD-340.
Investigation on __ (9/04/2015 at Washington, DC
File # G)_— £ Date dictated 09/08/2015 =
b7E
0‘?/0 /20!5" . b6
by SAl ? 70

This document centains neither recommendations nor conclusions of the FI3I. 1t is the property of the FB1 and is Ioancd to your agency; it
and its contents are not te be distributed outside your agency.
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UNCLASSIFIED/,LEG-H@' CATE 12-2Z-Z01& BY J76J18T80 WEILG

FD-302a (Rev. 10-6-95)
1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/09/2015

(U/ /Fouc) 2015, SA received B3
, . ] b6
an email from SA containing a subpoena response to b7C
D7E
| The response 1s attached to
this communication in an FD-340.
Investigation on __09/04/2015 at Washington, DC
File # | g1 -4 Date dictated 09/09/2015 b3
b7E
ors
by sd 0’7/0‘]/2 b6
b7C

This document contains neither recommendations nor conclusions of the FBIL. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL IWNFORMETION CONTATHED
HEREIM 135 UNCLASSITIED

UNCL.ASSIFIED//FOW CATE 12-23-2016 BY IT7€J5158TH0 NSILC

FD-302a (Rev. 10-6-95)
s

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/08/2015

(U//FOB6) On September 9, 2015, Sa| |received

a Federal Express package, tracking number| |
The package contained |

in response to subpoena
was placed into evidence.

is attached to this communication in an FD-340. .

Investigation on ___09/08/2015 at Washingion, DC
File # | G] ~— 10 Date dictated 09/08/2015
by SA 091/09{20{6/

7

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your agency; it
and its contents arc not to be distributed ocutside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/08/2015

(U//FEE€) On September 4, 2015, SAI lreceived
an email from the United States Attorney’s Office for the Eastern
District of Virginia containing a subpoena response from ]

| The response is attached to this

communication in an FD-340.

Investigation on __ $9/04/2015 at Washington, DC

File# | lar =1 Date dictated 09/08/2015

by__ﬁl QI’Q‘/ 2015

This document contains neither recommendations nor conclusions of the FBI. Tt is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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UNCLASSIFIED/ Ae80

-1-

aLL INFOBRMATICH CCHTAINEL
HERETW I5 UMCLASSITIED
CATE 12-2Z-201& BY J76J18T80 WSICG

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/10/2013

On September 9. 2015, sal

received

an email from

I The email and

attached files contained a supplemental response to subpoena

| The email and files are attached in this

communication in an FD-340.

Investigation on _09/09/2015

Washington, DC

File # |

g1 ~1d

Date dictated 09/10/2015

by S

WﬁoﬁﬁXS’

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it -
and its contents are not to be distributed outside your agency.
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UNCLASSIFIED/ LFEEE CATE 12-23-32016 BY 374518750 NEILC

FD-302a (Rev. 10-6-95)
.

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/25/2015

(U//BeB6) On September 24, 2015, SA| received 22
an email from| kcontaining a subpoena response to B7C
. ‘ ‘ : : b7E
| The response is attached to this communication in an
FD-340.
Investigation on __09/24/2015 at Washington, DC
File # | g1 ~ 13 Datc dictated 09/25/2015 b3
_ _ b7E
’ -
by SA %/25’/20!5 BE
| i b7C

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is.loancd to your agency; it
and its contents are not to be distributed outside your agency.

UNCLASSIFIED/ fEEHO
HRC-3085



Caé

f o1

b7C

HRC-3086



I¥IEC

ALL FBI INTORMATICH COMTAIMED
. HEREIN IS DHCLASS

CATE 12-Z2-2016 BY JT76J1l8TeD NEICG

FD-302a (Rev. 10-6-95)
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FEDERAL BUREAU OF INVESTIGATION

Date of transeription

09/29/2015

(U/FEFE) On September 28, 2015, SAl received a letter from

[The letter contained a response to sut

the request. A Grand Jury Subpoena Duces Tecum Report was returned via email t

:Jpoenal |

[indicated they were unable to find any information responsive to

of the

U.S. Attorney’s Office, Eastern District of Virginia, on 9/29/2015. The reference

letter 1s

attached to this communication ina 1 A.

Investigation on __ 09/28/2015 at Washington, DC

File# | Gl -~ \Lf Date dictated N/A

s |- 2ia0s

This document contains neither recommendations nor conclusions of the FB1. It is the property of the FBI and is loan:
and its contents are not to be disiributed outside your agency.

ed to your agency; it
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(U/FSHE) On September 29, 2015, S

ALL FBI INFURMATION CONTAINELD
HERETN IS5 DWCLASSIFIED
LATZ 12-22-Z01& BY JT&JLEBTE0 WIICC
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/29/2015

received a letter and Subnoena

response from

The letter

sed to SA |and contained a response to
A Grand Jury Subpoena Duces Tecum Report was returned

via email t

referenced

of the U.S. Attorney’s Office, Eastern District of Virginia, on 9/29/2015. The
return is attached to this communication in a 1A.

Investigation on ___ 09/28/2015 at Washington, DC
Filc# | Gl ~ 15 Date dictated N/A
By SA| a2-a4-1s

This document contains neither recommendations nor cenclusions of the FBL 1t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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WF) (FBI)

ALl INFORZTION {OWTAINED
HEREIN IS5 UNCLASSIEIED
CATE 12-22-2016 BY JT4I18TEO NSILCC

From: ] haiE) (ERI

Sent:

To: _ [RC) (FRA

bwey cerpl |owF) (FBI)

Subject: Fwd:

SA
FRIYWFQ

(desk)
{mobile)

Fro
Dat |

To: KWF) (FBI)

Subject: Re

Dear Special Agent]

Therefore, we are not

able to locate any responsive information fog

Regards,

TR e-st ke A S0 ik i e e e e Aot ke i s il e et e st e i e ke e e e e e e e

This transmission may contain confidential information intended only for the person(s) named above. Any
other distribution, re-transmission, copying or disclosure is strictly prohibited. If you haveé received this

transmission in error, please notify

immediately and delete this file/message from your

system.

-Gl -6
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Erami |) (FBI)"
ﬁ I
Date
To: b

Cc '(WFT(FB17"|

To Whom It May Cancern,

In the response below, information for the subpoena regardiné is
provided. While the email cites the legal request for information for e
have received no correspondence with regard to that request. Please confirm that
information is forthcoming.

Sincerely,

s4 I

Federal Bureau of Investigation

_Washineton Field Office

From{
Se I
To: [ (WF) (FBI) -

Subject]

Via Email Delivery

Special Agen
United States Attorney’s Office
Eastern District of Virginia
Alexandria Division
Alexandria, Virginia

Dear Special Agent

0 L'eceived a legal request for information relating toj

information was found fof

This information was prepared byI fin the ordinary course of
business and was obtained during a reasonable search of our records based on the
information provided to us for identification.

Regards,
HRC-3092
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This transmission may contain confidential information intended only for the
person(s) named above. Any other distribution, re-transmission, copying or
disclosure is strictly prohibited. If vou have received this transmission in error,

please notifyf

from your system.

immediately and delete this file/message
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F

FEDERAL BUREAU OF INVESTIGATION

Date of transcription __10/5/2015

(U//FOT0) On October 5, 2015, SA received a letter and Subpoena response :2

from| [The response was in i

regards to subpoen | A Grand Jury Subpoena Duces Tecum Report was bTE

returned via email t bf the U.S. Attorney’s Office, Eastern District of Virginia, on

10/5//2015. The referenced is attached to this communication in a2 1A.

Investigation on ___10/5/2015 Iat Washington, DC

File# | lai — 74 Date dictated __N/A b3
b7E

Bys{ | -G b6
b7C

This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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. HERFTIWM IS5 THCLESSTFIEDR
LATE 1l2-22-201¢6 BY JT7&JLETED HM3IICC

FD-302a (Rev. 10-6-95)
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription __10/06/2015

(U/FOHE) On October 2, 2015, SA| feceived an email fron] | b3
| ubsequently forwarded said email and :6
attachments to SA [The email from Eontained a letter response to subpoenalzl b:g
|_u_ |A Grand Jury Subpoena Duces Tecum Report was
returned via email td pf the U.S. Attorney’s Office, Eastern District of Virginia, on
10/06/2015. The referenceq I:mail, letter, and attachments, are maintained ina 1 A.

Investigation on ___10/02/2015 at Washington, DC

File # ) — (B Date dictated ___ N/A b3
: s b7E

By 43 : b6

: p7C
This document contains neither recommendations nor conclusions of the FBL [t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL FBI INECRMETION CCHMTATINED
. HEREIN 15 UBCLRSSIYIED
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FD-302a (Rev. 10-6-95)
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FEDERAL BUREAU OF INVESTIGATION

(U/FOUQ) On October 8, 2015, SA keceived

Date of transcription _10/8/2015 :

a letter from|
SAQ/EDVA) and subsequently

| The ich was faxed to thel (U
forwarded via email to S contained a response to subpoena

(A

Grand Jury Subpoena Duces Tecum Report was returned via email to

lof the U.S. Attotney’s

Office, Eastern District of Virginia, on October 8, 2015. The referenced

is attached to this

communication ina 1 A.

Investigation on __ 10/8/2015 at Washington, DC

File# | Gl — 19 Date dictated __ N/A

By Sgl

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be disteibuted outside your agency, -
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BEREIM IS5 WNCLASESIFIZC

. ALL FRT INEQORMATION CONTAINEDR
CATE 12-22-2014 BY ST76J18TS0 NBICC

FD-302a (Rev. [0-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/14/2015

(UAFEHQ) On Octoher 14 2015 SAl eceived a FedEx package from[ | P2
subsequently forwarded said package :3 o
to SA | The package from [contained a letter response to subpoen b7E
| [The letter indicated does not have any responsive
documentation to the request,l |
I A Grand Jury Subpoena Duces Tecum Report was returned via email t of

the U.S. Attommey’s Office, Eastern District of Vlrgmla on-10/14/2015. The referenced
letter is maintained in a 1 A.

Investigation on ___10/14/2015 at Washington, DC
File# | ol ~ 2o Date dictated ___N/A b3
b7E
By 84 b6
N b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency, it
and its contents are not to be distributed outside your agency.
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HERZIN 15 UHCLRSSIFIED

. ALL FRT INECEMETION CCOMTATNED
DATE 1Z2-22-2016 BY J7&31BTEO NEICE

FD-302a (Rev. 10-6-95)
1-

' FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/15/2015
(U/FQU) On October 15, 2015, SAl received a FedEx package from[ | B3
kubsequently forwarded said package to SA il
. IThe nackace frond I_lcontained a letter and| in response to b7E
subpoenal The letter indicated |
[representing response to the aforementioned subpoena, A
Grand Jury Subpoena Duces Tecum Report was returned via email t of the U.S. Attorney’s
Office, Eastern District of Virginia, on 10/15/2015. The referenced letter and e maintained in a 1A.
Investigation on __ 10/15/2015 at Washington, DC
File# _ o -2 Date dictated ___N/A b3
b7E
By AIS b6
b7C
This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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HEREINM 135 UMCLASSITIED

. ALL FBI INFORMATION CONTAINED
CATE 1Z2-22-2014 BY S7€J18T80 ARG

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 13/19/2015

. B3
b6
p7C

subsequently forwarded said package to SA [The package from| | b7E
contained a letter and |in response to subpoenal [The
letter indicated |On 10/19/2015, SA]| Fontacted| [who
provided| |A Grand Jury Subpoena Duces Tecum Report was
returned via email iq pf the U.S. Attorney’s Office, Eastern District of Virginia, on

10/19/2015. The referenced letter and| __pre maintained in a 1A.

Investigation on __ 10/16/2015 at Washington, DC

File# ] las ~13 Date dictated __ N/A b3
' b7E

. p7C
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency, it :
and its contents are not to be distributed outside your agency.
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. aLL FBI IWNFORMATION CONTAINED
HEREIN IS UNCLARSITIED
CATE 1Z-Z2-2016 BY JT&J1l8TR0D NEICC

FD-302a (Rev. 10-6-95)
1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/19/2015

(U/AOTN On October 19, 2015, SA Ireceived a UPS package fro o
subsequently forwarded said package to SA | The package from zg e
| ontained a letter in response to subpoenal The letter b7E
indicated was unable to locatg requested with the information provided.
A Grand Jury Subpoena Duces Tecum Report was returned via email to of the U.S.
Attorney’s Office, Eastern District of Virginia, on 10/19/2015. The referenced letter is maintained in a
1A.
Investigation on __ 10/19/2015 at Washington, DC
File# _ o i Date dictated ___ N/A 5
b7E

By 54 b6
b7C

This document contains neither recommendations not conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its conlents are not to be distributed outside your agency.
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ALL FRT INFORMATICN COMTATHED
. HEREIN I3 UNMLLASSITIED
CATE 12-22-201¢ BY 374515780 NEILG

FD-302a (Rev. 10-6-95)
o

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 10/19/20i5

(U#FSHL) On October 19, 2015, SA keceived a FedEx package fron'Izl b3
|subsequently forwarded said package to SA | The package from };3 &
ontained a response to subpoenal |A Grand Jury Subpoena Duces bIE

Tecum Report was returned via email th |0f the U.S. Attorney’s Office, Eastern District of
Virginia, on 10/19/2015. The referenced subpoena retumn is maintained in a 1A,

Investigation on __ 10/19/20§5 at Washinglon, DC

File# | s =25 Date dictated ___N/A b3
b7E

By 54 13
b7C

_This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed ouiside your agency.

HRC-3109
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. ALL FRI INEQRMATICN COMTATHEDR
: HEREII} IS5 UMCLASEITIED
CATE 1:2-32-201& BY 3T6J18T80 NBICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/22/2015

(U/ESY6) On October 22, 2015, SAI Ireceived a FedEx package from };2
|subsequently .
forwarded said package to SA [The package fron] fcontained a response to b7E
subpoenq_ [A Grand Jury Subpoena Duces Tecum Report was returned
via email to of the U.S. Attorney’s Office, Lastern District of Virginia, on 10/19/2015. The
referenced subpoena return is maintained in a 1A,
Investigation on ___ 10/22/2015 at Wash i.ngton, DC
File# | ol = e ' Date dictated ___N/A K3
- b7E
By SA b6
b7C

This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is 1oaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL FRI INFCRMRETION COMTATHED
HEREZIN 15 UHCLRESSITIED
DATE 15-22-201¢ BY 3T7&£3183TE0 NIICE

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription __10/23/2015

_ (1IHRFEHO) On Octoher 23 2015 SA keceived a letter and Subn response b3
b6
from The .
response, which was addressed to SA was in regards to subpoend bIE
| | A Grand Jury Subpoena Duces Tecum Report was returned via email t bf the
U.S. Attorney’s Office, Eastern District of Virginia, on 10/23//2015. The referenced is

attached to this communication ina 1 A.

Investigation on ___10/23/2015 at Washington, DC
File# _| g1 ~1 Date dictated ___ N/A - b3
© bTE
By 84 b6
b7C

This document contains neither recommendations nor conclusions of the FBL. [t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed ouiside your agency.
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HEREIN IS UNCLASSIFIELD

. ALL ¥BI INFCRATION COMTRINED
OATE 12-22-Z016¢ BY 376J318T80 HSICC

FD-302a (Rev. 10-6-95)
1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/26/2015

(U/FEHE) On October 23, 2015, SAl received a letter and Subpoena response,
in the form of

The response was provided by
| [The response, was in regards to subpoenal
A Grand Jury Subpoena Duces Tecum Report was returned via

cmal € U.5. Anorney’s Office, Eastern District of Virginia, on 10/26//2015. The
referenced| is attached to this communication in a 1A.

Investigation on __ 10/23/2015 at Washington, DC

File # | 61 —21% Date dictaied ___N/A

By S£|

This document contains neither recommendations nor conclusions of the FBI. [t is the property of the FB1 and is loaned to your agency; it
and its contents are not te be distributed outside your agency.
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_ ALL TBI INFORMATION COMTAINED
. HEREIN IS5 UMCLASSITIEC
CATE 12-22-3016 EY J76J18T80 NSICEO

FD-302a (Rev. 10-6-95)
Ha

FEDERAL BUREAU OF INVESTIGATION

Date of transcriplion _ 11/9/2015

(UAFOH6) On November 9. 2015, SA eceived a Certified Mail nackage 22
froml Bubsequently forwarded said package to SA B7C
The package fron Fontained a letter and lin response to subpoena b7E
| The letter indicateq |
would be provided in a later package. On 11/12/2015, SA| kecerved information mdicating
| A Grand Jury Subpoena Duces Tecum
Report was returned via email tcl bf the U.S. Attorney’s Office, Eastern District of Virginia.
The referenced letter and pre maintained 1n a 1A.
Investigation on ___11/9/2015 at Washington, DC
File# | a1 =27 Date dictated ___N/A b3
b7E
By A b6
b7C

This document contains neither recommendations nor conclusions of the FBI It is the property of the FB[ and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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HERETIN IS5 THCLESSIFIED

. ALL TBI INFCRXMATION COMTAINED
DATE 12-22-2016 BY JTEILETE0 HIICTC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _11/12/2015

(U/AHE) On November 12, 2015, SA| received a FedEx package from 22
. subsequently forwarded said w7
package to 54 | The package fromn] ontained a letter and | bTE
| [in response to subpoena | The letter
indicate [in response to the subpoena. A Grand
Jurv Subpoena Duces Tecum Report and| Jwas returned via email to
Iilof the U.S. Attorney’s Office, Eastern District of Virginia. The referenced letter and |are
maintained in a 1A.
Investigation on ___11/12/2015 at Washington, DC
File# | s ~30 Date dictated ___N/A b3
b7E
By 84 b6
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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aLL FEI IHFORMATICH COWTAINEDR
. HERETW I5 UMCLASSITIED
CATE 12-2Z-201& BY J76JL18T80 WEILG

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Dhate of transcription _ 11/17/2015

{1 I!f?ﬁl—!-@_o_ul November 17, 2015, SA| |received a FedEx package from, 22
SA bpened the package which contained a letter an B7C
lin resnonse to snbnoena i he letter b7E
indicated in response to the subpoena. A Grand
Jury Subpoena Duces Tecum Report was returned via email tq bof the U.S. Attorney’s Office,
Eastern District of Virginia. The referenced letter andl_lire maintained in a 1A,
Investigation on ___ 11/17/2015 at Washington, DC
File# | o — 31 Date dictated __ N/A b3
. b7E
By 54 b6
b7C

This document contains neither recommendations nor conclusions of the FB1. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL IWECEMETION COWNTAINED
. HERPINW IS UHMCLASSTFIEDR
D&TE 12-22-201¢6 BY JV&JLETED HNIICC

FD-302a (Rev. 10-6-95)
2

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _11/23/2015

(U/AeH6) On November 23, 2015, Fo A metl |
|at his place of employment located a |
Iprovided FoA | constituting a supplemental response to subpoena #

: pre mamntamed mn a [A,

Investigation on __ 11/23/2015 at Bethesda, MD

File# | oy 32 Date dictated ____N/A

By FOAI !

This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned to your agency; it
and its contents arc not to be distributed outside your agency.
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ALL TBI INEFORMATION CCHTAINELD
. HERETIN IS5 UDHRCLASSIFIED
) OARTE 12-22-I016 BY JT7&JILETED HIICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription __12/1/2015

(U/EOH6) On November 25, 2015, SA lreceivedanemailfrom[ | 22
[ | which he subsequently forwarded to SA The email B7e
fron| [contained an attachment/letter response to subpoena| | The b7E
referenced email and letter are maintained ina 1A. A Grand Jury Subpoena Duces Tecum Report was
also returned via email tg pf the 11.S. Attorney’s Office, Eastern District of Virginia.
Investigation on __ 11/25/2015 at Washington, DC
File# _| 5 - 33 Date dictated ___ N/A };?zE
By ﬁIS ‘ b6
b7C

This document contains neither recommendations nor conclusions of the FBI. [t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency. .
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ALL FRI INFORMATICN CONTATHEDR
. BEREIM IZ2 WMNCLASESIFIZC
CATE 12-322-20146 BY 5T76J18TS0 NEICC

FD-302a (Rev. 10-6-95) .
1=

FEDERAL BUREAU dF INVESTIGATION

Date of transcription _12/11/2015

(UAEH0) On December 8. 2015, Fo received a Federal Express package sent to };2
SAl lfrom b7C
| T'he package ironj b7E
[efcaiad [nravided was I resporse (o
The response frorrl:las well as a copy of the original subpoena and the associated Grand b3
Jury Subpoena Duces Tecum Report — returned via email on December 9 to of the U.S. :sc
Attorney’s Office, Eastern District of Virginia — are maintained in a 1A. W7
Investigation on __12/8/2015 at Washington, DC
9 A b3
File # _I IIZSJ -3 Date dictated N/A b7E
By FoA B Be
' , : p7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-3127



b6
p7C

HRC-3128




HEREIM IS5 UNCLASSIFIED

. ALL FTBI INEFURMATION CONTRINEL
DATE 12-22-201¢f BY J76218TS0 WSILC

FD-302a (Rev. 10-6-95)
-1 %

1.
FEDERAL BUREAU OEINVESTIGATION

Date of transcription _12/15/2015

. b3
(U/AFOE67 On December 15, 2015, S/ received a UPS letter from P
[The letter, which was addressed to SA |c0ntamcd a p7C
response to subpoend in which indicated they were unable to b7E
find any information responsive to the request. A Grand, Jury Subpoena Duces Tecum Report was
returned via email ta of Attorney’s Office, Eastern District of Virginia, on
December 15, 2015. The referenced letter is attached to this communication ina 1A.
Investigation on __ 1271572015 at Washington, DC
File# | iG] ~ 35 Date dictated - __N/A b3
R b7E
By SA ) b6
vt b7C

This document contains neither recommendations nor conclusions of the FBI [t is the property of the FBI and is leaned to your agency; it
and its contents arc not to be distributed outside your agency.
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ALL TRT INFORMATION CONTAINED
. HEREIN 1S UNCLASSIFIED
CATE 12-22-2014 EY J76J18T80 NSICG

FD-3024 {Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _12/21/2013

b3
(U/FOEO) On December 21,2015, SA eceived a letter and] | o
| The letter an ich were mailed to SA b7C
and subsequently forwarded via email to S contained a response to b7E
subpoen A Grand Jury Subpoena Duces Tecum Report was returned via
email to fthe U.S. Attorney’s Office, Eastern District of Virginia, on December 21, 2015.
The reference letter is attached to this communication ina 1A.
b3
b7E
Investigation on __ 12/21/2015 at Washington, DC
, - , b3
File # | .8)) }(ﬁ Date dictated N/A B57E
b6
By 5—‘{:__ B7C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.
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BLL FRI INFCRMATION COMTAINELD
. HERTIN IS UNCLASSITIED
DATE 12-22-2016 BY J76318T80 WSICG

FD-302a (Rev. 10-6-95)
g

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _12/22/2015

(U/FOHOY On December 22, 2015, SA| received a UPS letter fronl | B3

. b6
The letter, which was addressed to SA | e
contained a response to subpoen responded to the b7E

request for information pertaining [buf indicated in a phone
conversation with Forensic Account [that they were unable to Tocate| |

| [A Grand Jury Subpoena Duces Tecum Report was returned via
email t¢ Jof the U.S. Attorney’s Office, Eastern District of Virginia, on December 22, 2015.
The referenceq letter is attached to this communication in a 1A.

Investigation on ___12/21/2015 at Washington, DC
File # G] —™ 37 Date dictated N/A b3
v b7E
By SA b6
b7C

This decument contains neither recommendations nor conclusions of the FBE. 1t is the property of the FBI and is loaned 1o your agency; it
and its contents are not to be distributed outside your agency.
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ALL FBRI IMFORMATIOM COMTAEINED
. HEREIM IS UNCLASSITIED
DATE 12-22-2016 BY J76J18T80 HSICS

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transeription __12/22/2015

(UKFOHO) On December 21, 2015, SA Freceiyed an email froml 0o
e email. which was addressed ta S Containeda . ¢
— X b7C
response to subpoena indicated they did B7E

not have informatio 1 the request. A Grand Jury Subpoena Duces Tecum Report was -
returned via email t%f the U.S. Attorney’s Office, Eastern District of Virginia, on

December 22, 2015. The referenced email and attachment are attached to this communication in a 1A.

Investigation on __ 12/21/2015 at Washington, DC

File# | ls ~ 3% Date dictated __ N/A B3
: b7E

b7C
This document contains neither recaommendations nar conclusions of the FBI. [t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed owtside your agency.
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aLL FBI INTOBRMATION CONTAINED
HEREIN IS UMCLASSITIED
CATE 12-Z2-2016 2V JT€J1l8T80Q WEICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _12/23/2015

(U/ABSHE0) On December 23, 2015, SA received a UPS package containing a 22
letter and | 57¢
L IThe letter, which was addressed to SAl |cn.u.taj.u.nd.a.mmumm.submnua.ﬂ_| B7E
A Grand Jury Subpoena Duces Tecum Report was returned via email td [of the U.S.
Attormey’s Office, Eastern District of Virgimia, on December 23, 2015. The referenced etter and
are attached to this communication in a 1A.
Investipation on __ 12/23/2015 at Washington, DC
File # | c - 3 Date dictated __ N/A___ §3E
By 34 b6
b7cC

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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HERFTIW IS UHNCLASSIFIEDR

. HLL TYRI INFOR:AETION COWNTAINELD
DATE 12-22-201¢ BY JV&JLETED HNIICC

FD-302a (Rev. 10-6-95)
i
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _1/12/2016

JFEHEY On January 12. 2016, SAl received an email (forwarded by SA
l 0 The email contained| |
in response to subpoena A Grand Jury Subpoena Duces .
Tecum Report was retumed via email t [of the U.S. Attorney’s Office, Eastern District of
Virginia, on January 12, 2016. The referenced email |are included in a 1A.

Investigation on ___1/12/2016 at Washingtan, DC

File # | ko = Ho Date dictated ___ N/A

By $4

This document contains neither recommendations nor conclusions of the FBL. 1t is the property of the FBI and is loaned to your agency: it
and its contents are not to be distributed outside yvour agency.
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ALL FRTI IWFOREMATICN CONTATHED
HEFEIN 15 UMNCLASSITIEC
. GATE 12-22-201s BY JTF£S18TE0 NEICS
o
FD-302a (Rev. 10-6-95)
<P

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _1/19/2106

HI_MWWLLLQI 6, SA received a letter and Subpoena response 22
fro The response was forwarded to SPI by SA| | o7c

| B7E
. b3
(U/FOH0 also provided | e
; ad | ®3
(U/A6Y6) A Grand Jury Subpoena Duces Tecum Report was returned via email t 56
of the U.S. Attorney’s Office, Eastern District of Virginia, on 1/19/2015. The referenced b7C
and is attached to this communication in a 1A. b7E
b3
b7E
Investigation on __ 1/19/2016 at Washington, DC
b3
File # | Gy~ Ml Date dictated  N/A g
By S b6
= b7C

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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. ELL FBI IWNFCRMETIONW CCHMTAINELD
. HERETNM I5 THCLLSSTFIED
OATE 12-22-2016 BY JV&JILETED HIICC
FD-302a (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription __1/19/2106

b3
(U/AE6) On January 19, 2016, SAJ l‘f‘r‘f‘ivf‘d a letter a_n_d_Su_bnnlena response b6
from| The response 7€

was forwarded to SA] |by SAI | D7E

(U/FEBO) A Grand Jury Subpoena Duces Tecum Report was returned via email tol | };2
of the U.S. Attorney’s Office, Eastern District of Virginia, on 1/19/2015. The referenced

b7C
| Jand is attached to this communication in a 1A. bTE

B3
b7E

Investigation on ___1/19/2016 at Washington, DC

sz b3
File # | G] >~ Date dictated N/A b7E

By SA _ f o1
b7C

This document contains neither recommendations nor conclusions of the FBL. [t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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HEREINR 15 UMCLASSITIED
CATE 12-22-201¢ BY IT7€J18T80 NEICC

. ALL TWFORMATICH CONTATHED

FD-302a (Rev. 10-6-95)
1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 1/28/2018

i - b3
(U/AeHe) On December 23 2015 SAl besstoan sriper: ackage containing a b6
letter and The packace b7¢
contained nse to subpoena A previous response from b7E
(letter an were submitted fo the file in serial 39 of captioned investigation/subfile. The referenced
are attached to this communication in a 1A.
Investigation on ___12/23/2015 at Washington, DC
b3
File# | G -3 Date dictated ___N/A b7
b6
By 34 B7C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned ta your agency; it
and its contents are not to be distributed cutside your agency.
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ALL FBI INFORMATION CONTAINED
‘ HEREIH IS UNCLASSITIEC
CATE 17-32-201% BY JT€J18TH0 NSICC
FD-3024 (Rev. 10-6-95}

s
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 2/4/2016

(U/FEHE) On February 3. 2016. SA Ve ancamat

response from|
| | The response was in regards to

(U//FOHE) On February 3, 2016, SA Wik reedived amenisil i
| The response was forwarded to
SA [y 4

U/FOB6O) A Grand Jury Subpoena Duces Tecum Report for both returns were sent via email to

oft ’s Office, Eastern District of Virginia, on 2/4/2016. The referenced
d are attached to this communication in 2 separate 1As.

Investipation on __ 2/3/2016_ at Washington, DC
File # | lor ~ Y4 Date dictated ___ N/A
By SA

This document contains neither recommendations nor conclusions of the FBI, [t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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HERETN IS5 DWCLASSIFIED

. ALL BRI INFURMATION CONTAINELD
OATE 12-22-Z01& BY JTEJLETED NEICC

FD-302a {Rev. 10-6-95)
i

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _2/10/2016

. b3
(U/FEHO) On February 5, 2016, SAl lreceived letter and Subpoena b6
response from 70
b7E
(UAFBBEF A Grand Jury Subpoena Duces Tecum Report was returned via email td
of the U.S, Attorney’s Office, Eastern District of Virginia, on 2/10/2016. The referenced
and 1s attached to this communication ina 1A.
Investigation on ___2/10/2016 at Washington, DC
: b3
File # 61 —'8 Date dictated ___ N/A b7E
- b6
By SA ZJ“’/&D‘L@ ' b7C

This document contains neither recommendations nor conclusions of the FBL. 1t is the property of the FBI and is loaned to your agency; it
and its contents arg not to be distributed outside your agency.
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HEEEIN 15 UNCLAZSIYIED

. ALL FRI INFORMATICH COWTAINED
CATE 12-23-201¢ BY 374518780 HEILC

FD-302a (Rev. 10-6-95)
-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _2/11/2016

(U/FEYE) On February 10, 2016, SA leceived an email from 02
| | The email, which was originally sent to SA] d subsequently B7C
forwarded to SA| ontained a response to subpoena | A Grand b7E
Jury Subpoena Duces Tecum Report was returned via email t of the U.S. Attorney’s Office,
Eastern District of Virginia, on February 11, 2016. The reference cmail and response are
attached to this communication in a 1A.
Investigation on __2/11/2016 at Washingten, DC
File # a ~ ¢ Date dictated __ N/A b3
b7E
ByS b6
Y _4 b7¢

This decument contains neither recommendations nor cenclusions of the FBL. it is the preperty of the FBI and is loaned to your agency; it
and its contents are not to be distributed cutside your agency.
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{Rev. 05-01-2008)

i

CECLASEITIED BY: WEILG
M/fnefem D 05-18-2017

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/17/2016
To: Washingten Field
From: Washington Field

CI-13
Contact: FoA

Approved By:

Drafted By:
Case ID #: D&//w®)| lGT =47

Title: (S/4B&) ;; MIDYEAR EXAM;
""" MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6

J3TJBETO4

f ol
b7C

b3
b7E

(E)

Do not disseminate except as authorized by federal rule of criminal

procedure 6(e).

B3
b7E

: U Summarizes an analysis of

B3
b7E

dated 20130301

ify On: 20411231

Enclesure{s):

I, (U/ /[Fe9e+ Referenced)
Details:
(U} Background 5

b3
D7E

(U/ /F656) In July 2015, the FBI initiated the capticned investigation

based on an 811 referral from the Inspector General for the

Intelligence Community (ICIG) regarding the possible compromise of

classified national security information.

(U/ fFe88) The potential compromise was identified when, as part of
a Freedom of Information Act (FOIA) request, the U.S. Department of

“SBeniy pevons

HRC-3153



(Rev. 05-01-2008) .
)zsaﬁ/ JROTORN

FEDERAL BUREAU OF INVESTIGATION

State {DoS) Office of Inspector General and the ICIG were reviewing
electronic mail communications from a private server previously used
by a State Department cfficial during their tenure at DoS. An initial
review of this material identified several emails containing
classified national security information some of which was Top

Secret.
(U//F@H@ﬂ was identified as being invelved with the b3
operation of this server and associated hardware {“the server”). b7E
(U) Scope
(u//roue)| |
b3
bé
p7C
b7E
(U) Overview .

T/ /[ NOFORN-
HRC-3154
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ALl FRI INFORMATION CCMTAIWED

HEREIN I3 UNCLRSSITIED
DATE 12-22-201¢ BY J7&318730 MBICG

FD-302a (Rev. 16-6-95)
=)=

FEDERAL BUREAU OF INVESTIGATION

/
Date of transcription _ 2/24/2016

. b3
(U/AFOR61 On February 23, 2016, SA fom | =
[which was ori [The email contained b7C
|in response subpoena A Grand Jury Subpoena Duces b7E
Tecum Report was returned via email tdg fof the U.S. Attorney’s Office, Eastern District of
Virginia, on February 24, 2016. The re erenced f:rnail andre attached to this
communication in a 1A.
Investigation on _ 2/23/2016 at Washington, DC
File# _| g1 -4 Date dictated ___ N/A b3
_ B7E
B b6
y S4 b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency..
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2LL TRI INTORMAETIOCN CONTAINELD
. BERETN I5 UNCLASSIFIED
’ CATE 12-2Z-201& BY J767L18T80 WESILGC

FD-302a (Rev. 10-6-95)
-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _03/01/2016

(U/QH0) On February 12, 2016, SA received a series of em ailf ﬁff :2
The i i subpoeny b7C
tating no records b7E
could be located. A Grand fury Subpoena Duces Tecum Report was returned via email td of
the U.S. Attorney’s Office, Eastern District of Virginia, on December 22, 2015 by SAI
were enclosed ina 1A.
Investigation on __ 2/12/2016 at Washington, DC
' b3
File# | Gy -4 Date dictated ___ N/A i
- 3hleote | he

This document cenlains neither recommendations nor conclusions of the FBI, 1t is the property of the FBI and fs loaned to your agency; it
and its contents are not to be distributed outside your ageney.
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_SReET/ forconsrorome i,

FfDERAL BUREAU OF INVESTIGATION

Electronic Communication

Precedence: RQOUTINE Date: 03/01/2016

To: Washington Fiel

From: Washington Fi
' Squad CI-1
Contact:

d

eld
3
SA

Approved By: SSA

Drafted By:

aldzoib

T case 1D #: DE/AE)

—GJ-5C%Pending)

Title: (SA4R

MIDYEAR EXAM;

MISHANDLING OF CLASSIFIED;

UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

Synopsis: (U) To submit a DVD containing subpoena email to the file.

T (A clas

Derived Fr

(U) Full Investigat

Ui Racaile: el lagry
' SA

subpcenas and subpoe

om NSISCG 20090615
On:

ion Initiated: 07/10/2015

On Februarv 16 . 2016 in consultation with S8sA
burned emails containing
ITE"TEEPONSES FC a DVD. This action was taken

due to the fact that SA unclassified account reached the
maximum size limit and could no longer send email. The

aforementioned DVD i

e

§ attached to this communication as a 1A.

HRC-3166

QECL}XSSIFIEE BY: NSICG 3370355734
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ALL TBI IHFORMATICH COMTAINMED

HEREIN 13 UNMCLASSITIED
CATE 12-2Z-201¢ BY I7€518T80 MNSILC

FD-302a (Rev. 10-6-95) -
s

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 3/2/2016

(U/AFSEE3 On February 24, 2016, SA |received a FedEx package from 22
The package wa ' lon March 2, 2016, and contained .
|A Grand Jury Subpoena Duces Tecum b7E
Report was returned via emall tq pbf the U.S. Attorney’s Office, Eastern District of Virginia,
on March 2, 2016. The referenced are attached to this communication in a 1A.
Investigation on ___2/24/2016 at Washington, DC
b3
File # | LG) ~ 5 Date dictated __N/A b7E

b6
ByS

y_f’l : b7C
This decument contuins neither recommendations nor conclusions of the FBL. 1t is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.
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ALL TBI INYORMATION COMTAINED

HEFEIN I3 UNCIASSIVIED

CATE 12-232~-3016 BY JT7&518T20 NSILG
FD-302u4 (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _3/4/2016

(U/EEH6) On March 3. 2016 SAl lreceived - package from D3

: b6
contained a response 10 subpoena ;¢

| A Grand Jury Subpoena Duces Tecum Report was returned via email to b7E

fof the U.S. Attorney’s Office, Eastern Djstrict of Virginia, on March 4, 2016. The

referenced] are attached to this communication in a [A.
b3
b7E
Investigation on __3/3/2016_ at Washington, DC
b3
File # | oy -~ 5% Date dictated ___ N/A bTE
By SA b6
b7C

This docurnent contains neither recommendations nor conclusions of the FBI. It is the property of Ihe FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL TBI IHN¥ORMATICH CONTAINED
HEFEIN I3 UNCLAZSIYIED
CATE 12-23-201¢ 2% IT74518T80 NEILGC

FD-302a (Rev. 10-6-95)
-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription __3/09/2016

(U/FOE0) On March 8, 2016, SAI |rcccived and emailed subpoena return from

which was originally received by SAl

The email contained

in response subpoeng

|A Grand Jury Subpoena Duces

~Tecum Reporl was returned via emaim lof the U.

S. Attorney’s Office, Eastern District of

Virginia, on March 9, 2016.

and is attached to this

communication in a 1A.

Investigation on __3/08/201& at Washington, DC
File# | by -53 Date dictated ___N/A
By 84

This document contains neither recommendations nor conclusiens of the FBI. It is the property of the FBI and is loaned to your agency; 1t

and its confents are not to be distributed outside your agency.
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ALL ¥EI INFCRZATION COMNTAINED
HEREIN IS UNCLASSIFIED
OATE 1Z-22-2016 BY J376318T80 HSICC

FD-302a (Rev. 10-6-95)
He

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _3/11/2016

(U//F6Y6) On March 7, 2016, S |received and email subpoena return from 22
which was originally received by SA The email contained a response to Bb7C
subpoen A Grand Jury Subpoena Duces Tecum Report was returned via »7g
email tq pt the U.S. Afforney’s Office, Eastern District of Virginia, on March 11, 2016. The
information received from Iand 1s attached to this communication in a 1A.
[nvestigation on __ 3/07/2016 at Washington, DC
File # | 1G] — 5"{ Date dictated N/A ziE
b6
By SAI b7C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loancd to your agency; it
and its contents are not to be distributed outside your agency.
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ALL F21 INFORMATION COWTAIMELD
. - BERETN I UNCLASSIFIED
CATE 12-23-201& BY J76JL18T80 NWEILGC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _3/18/2016

received and email subpoena return 22
frOlﬂ SA| | The email contained a resnonse ~ »7¢
to su he response Irom b7E

A Grand
~Jury Subpoena Duces Iecum Report was returned via email tq pf the U.S, Attornev’s Office,
Eastern District of Virginia, on March 18, 2016. The information received from and
is attached to this communication in a 1A., '
U/A-8H6) On March 11, 2016, Sp!ﬂ lreceived and email subpoena return from 22
| hich was originally received by 8 | The email contained a resnanse to g
subpoenal b7E
|'| |A Grand Jury Subpoena Duces Tecum Report was returned via email td
pithe U.5. Attorney’s Office, Eastern District of Virginia, on March 18, 2016. The information
received from and is aftached to this communication in a 1A.
Investigation on __ 3/18/2016 at _____ Washington, DC
b3
File # | Gl ~ 5% Date dictated ___ N/A TR

' b6
B S&I '
Y b7C
This document contains neither recommendations nor conclusions of the FBL. Itis the property of the FBI and is loaned to your agency; it
and its contents arc not to be distributed outside your agency.
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FD-302a (Rev. 10-6-95)

(U/Aer

567) On April 6, 2016, SA|

' FEDERAL BUREAU OF INVESTIGATION

Fol INTORMATICH COMTATHED
HEREIM I5 UNCLASEZIFIED
12-22-20146 BY FT6318T80 WRICC

Date of transcription _ 4/6/2016

Ireceived a UPS letter fron'l

subpoena

information responsive to
Subpoena Duces Tecum Report was returned via email t
Eastern District of Virginia, on April 6, 2016. The refer

The letter. which was q_d,d_LT

ssed to SA |contained a response to

able to find any

lindicated they were un

A Grand Jury

communication ina 1 A.

f the U.S. Attorney’s Office,
efter is attached to this

L —

Investigation on

4/6/2016 at Washineton, DC

File# |

ko) ~ 5

Byg

This document contains neither recommendations not conclusions of the FB1. 1t i the praperty of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency,

HRC-317/8

b3
b6
b7C
D7E

B3
b7E

b6
b7C
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ALL TBI INFOERHATION COMTAINEE

. HERETN IS THCLAESSIFTED

OATE 12-22-2016 BY JTEJLETED HIICTC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _4/8/2016

(U/FOHE) On April 8, 2016, SA kreceived an email frorrFlMl
m SA| The email contained a response to subpoen

A Grand Jury Subpoena Duces Tecum Report was returned via ematl t

f the

U.S. Attorney’s Office, Eastern District of Virginia, on April 8, 2016. The referenceq

response

is attached to this communication in a 1A.

Investigation on __ 4/8/2016 at Washington, DC

Fite# | lar ~ 57 Date dictated ___ N/A

By 54

This docurnent contains neither recommendations nor conciusions of the FBIL. It is the propetty of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.
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BLL TRI IMFORMATION CONTZINEC
. HEREIN IS UNCLASSIFIED
DATE 12-22-2016 BY J75ILET8Q NSICG

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _4/15/2016

(Ur’fF@‘b‘@) On Aprills, 2016, S received an email fro he email :2
sent to S and contained a response to subpoenal b7C
in whch jindicated thev were unable to find any information responsive to the request  p7E
because the records no longer exist| ther stated the records extend bey Iperiod of
retention. A Grand Jury Subpoena Duces Tecum Report was retuned via email t of the
U.S. Attorney’s Office, Eastern District of Virginia, on Apnl 15, 2016. The reference |resp0nse
is attached to this communication in a 1A.
Investigation on __ 4/15/2016 at Washington, DC
File# | s - 5% Date dictated ___N/A B3
b7E

By 34 b6
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.
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" BLL FEI THIORMATICN CONTAINED
HERETW 15 UNCLASSITIED
CATE 12-22-2014 BY J7&J18TE0 NEICG

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 4/28/2016

(U//FOEER On April 13, 2016, SA eceived and email subpoena return from i
i N . . : b6
which was originally received by SA The email contained -
a response to subpoena| |A Grand Jury Subpoena Duces Tecum Report bTE
was returned via email t fof the U.S. Attomeyv’s Office, Eastern District of Virginia, on April
28, 2016. The information received from and is attached to this communication in a
1A.
Investigation on __ 4/13/2016 at Washington, DC
File# | oy ~ Sq Date dictated ___ N/A b3
b7E
By SA b6
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are act to be distributed outside your agency.
' HRC-3184
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FD-302a (Rev. 10-6-95)

ALL INFORMETICH CCHTRAIMEDR
HEREIN IS UMCLASSIFIED
CATE 12-22-2D01& BY ST6318T80 NWBICC

-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _5/16/2016

(IJAFSHE) On Mav 13, 2016, SA l'eceived an email subpoena retwn from

The email contaimned a Tetter from

In response to subpoenal

‘The letter did not contain responsive

information, but did statel blanned to respond no later than July 11, 2016. The email and letter was
printed and is attached to this communication in a 1A.

investigation on __5/13/2016 at Washington, DC
File # | ki~ Lo Date dictated ___ N/A
By SA

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loancd to your agency; it
and its contents are not to be distributed outside your agency, .
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AHLL JHECORMATICON COWTAIWNELD
HERETM IS URCLASSTIFIED
DATE 1e=-22-2016 BY JA7T&JLIETED MNISICC
FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _5/23/2016

¢ : b3
(LI//FOHE) On May 19, 2016, SA received an email subpoena return from W
The email contained information responsive to subpoen: |The B7C
email and letter was printed and is attached to this communication in a 1A. b7E
Investigation on ___ 5/19/2016 at Washington, DC
File # _| Gl - Date dictated ___ N/A B3
b7E
b6
By 8§
‘AI b7C

This decument cantains neither recommendations nor conclusions of the FBL. [t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-3188



HRC-3189




ALL TEI INECRMATION CCHTAIWEL
. HEREIN IS UNCLASSIFIED
DATT 12-22-2016 BY J7&6J18TE0 HSICC

FD-302a (Rev. 10-6-95)
J=

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _5/26/2016

(U//FSHO) On May 26, 2016, SA cived a F : b
@d by 14 | The package o contained e

is maintained in a 1A. A receipt and invoice was also provided by email tq jof the b7E
U.S. Attorney’s Office, Eastern District of Virginia.

Investigation on __ 5/26/2016 at Washington, DC
File # | lo ~L Date dictated ___N/A b
b7E
b6
By SA
¥ S b7C

This document contains neither recommendations nor cenclusions of the FBI. [t is the property of the FBI and is loaned to your agency; it
and i1s contents are not to be distributed outside your agency. '
HRC-3190
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ALL JTHUFORMATION COWTAINEL
. HERZTM I35 IRICLASETEIED
D&aTE 12-22-2016 BEY JIVE&ILETE0 MBICC
FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 6/9/2016

(U/A986) On November 16, 2015, SAl keceived an email containing a
Subpoena response from | The response was
forwarded to SA by SA Khe referenced return way

d 1s attached to this communication in a 1A.

Investigation on ___11/16/2015 at Washington, DC
File# | G} b-? Date dictated __ N/A_
By 84

This decument contains neither recommendations nor ¢onclusions of the FBL. 1t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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HERETH IS UHMCLASSTEFIEDR

. ALL JWEORMATION COMNTAIWED
DaTE 12-22-2016 BY J7&JLETE0 MNIICC

" FD-302a (Rev. 10-6-95)
-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 6/30/2016

(UAFSUHO) Onlune 2. 2016 1A lreceived via email the recults ofl
elated to

(U/EQHE) On June 3, 2016, IA |received, via email, the resulis of| |
related tg

) On June 4, 2016_ 14 kreceived, via email, the results of
related to —l
: UAESHE) On June 30, 2016, 1A |pr0vided Sal bwith { tioned
nformation. SAI:ISubsequently copied e

maintainedina 1 A.

Investigation on __ 6/2//2016 at Washington, DC
File # | g —leY Date dictated ___N/A
By 54

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your agency; it
and its conlents are not to be distributed outside your agency.
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FD-302a (Rev. 10-6-95)

. AHLL INZORZEATION COMTAIMEL
HEREIN IS DBCLESSIFIED
OATE 12-22-Z016 BY JTEILEBTED M3IICC

-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _7/1/2016

_ (L/AeHe) On September 30, 2015 sal |received a Subpoena response related
1o The response was forwarded to S
by SA
(U/ ponse indicated they were not able to locate information responsive to the

request. The referenced

return was printed and is attached to this communication in a 1A.

Investigation on __7/1/2016 at Washington, DC
File# _| o1~ &S Date dictated ___ N/A
By SA

This decument contains neither recommendations nor conclusions of the FBI. [t is the property of the FB1 and is loaned to your agency; it
and its contents are not to be distributed outside your agency,
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ALL IMFORMATION CONTATWED

HEREIN

I8 UWCLASSITIEC

CATE 05-18-Z017 2V J37586T324 MNSICG

xA

a’( TR
141
FD-340 {Rev. 4-11-03)
N g b3
File Number -G _ bTE
Field Office Acquiring Evidence H®
Serial # of Originating Document & Tt ’2‘
TS ) =
Date Received 3.) = 2-‘%’} )5-5
From \
{Name of Contribulor/Inlerviewee)}
{Address)
{City and State)
bé
By b7C
ToBeReturned ] Yes M No
Receipt Given L[] Yes @ No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e}
Federal Rules of Criminal Procedure -
H Yes L] wo
Federal Taxpayer Information (FTT)
O Ves M No
Title: :
M s aE. RN
Reference:
{Communication Enclosing Material}
Description: [C] - Original notes re interview of
b3
—Q‘Q%—i@ | S IR =G b7E

24 I
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ALL TMNTORMATION CCHTATNED

HEREIM IS UWCLASSITIZEC

DATE 05-18-3017 2V J37086T%4 NSIOG

&’i;

LN

FD-340 (Rev. 4-11-03)

i — b3
File Number Q:‘-j Sere
Field Office Acquiring Evidence WF
Serial # of Originating Document o
Date Recgived 8/ 3 /!T

: b3
From G - b7E
{Name of Conlnibutor/interviewce)
{Address})
(City and Staie)
be
By b7C
ToBe Returned [J Yes }EL No
Receipt Given [ Yes Ba/ No ‘
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Criminal Procedure : 4
: Yes ] No
Federal Taxpayer Information (FTI) y
L1 Yes ,ﬁ No
Title: _ .
MOISYEAE. &AM |
: {
Reference:
{Communication Enclesing Materizl}
Description: [ Original notes re interview of
~Gri2AaD = S rrve~tA ( C‘g‘a‘;_; el
TEESA fRewt

142
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ALL IMNFORMATION CONTATNED
HEREIM IS UNCLASSITIEC
CATE 05-18-Z017 2V S37J86T34 NSICS

O s ©

» D340 (Rev. 4-1 1

; File Number - (11 }}ng__

}

Field Office Acquiring Evidence W F

%Serial # of Originating Document ___ 5 _
g .
Date Received _'ZOIS'

{Name of Contnibutor/Interviewee)

(Address)

» {City and State} )
I- be
By SA' b7C
‘_.To BeReturned [J Yes ?ﬁ
N

 Receipt Given L] Yes ]
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (€)
_Federai' Rules of Criminal Procedure E/‘.

No

O Yes

Federal Taxpayer Information (FTI) B/
] L1 Yes No

T MIPYEAR EXAM;
SENSTTEVE ;puarremrw MATTER.

& Reference:
: {Communication Enclosing Material}

b7E

E“M. l D Original notes re interview of
: LIRS 0,8

‘ ﬁ(g HRC-3221



ALL IWFORMATION COMTAIMECD
HERETN IS UNCLASSIFIED
DATE 12-23-201% BY CGT78JLETE20 WSICC

WF) (FBI)
—
From: [(WF) (FBI)
Sent: ; '
To: :
Subject: Preservation Letter and
Attachments: image.pdf

Good Afternoon,

Please see the attached Preservation Letter andl

Sincerely,

SA|

Federal Bureau of Investigation

Washinfton Field Office

{desk)

HRC-3222
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ALL INFORMATION COMNTATINED
HEFEIN IS UNCLASSIFIED
DATE 1Z2-23-201% BY ST78515T80 NSICC

b3
[WF) (FBI) b6

b7c

From: p‘A b7E

Sent: 15 3114

To: I WF) (FBI)

Subject: e Preservation Letter and

This i hank you for contacting b7&

The address is exclusively tor submission of criminal law

entorcement requests from an agency in the U.S. If you are not pursuing a ¢riminal case on

behalf of a law enforcement agency in the U.S., please refer to

lregarding how to serve with legal
process and disregard the remainder if this communication.
When receives a government request for information about it is Bk
poiicy to notify the user before information is discleosed, unless such notice is

prohibited by law. Prior to notifying the user, we will take steps to preserve the

information you requested and are entitled to in accordance with the type of legal process

submitted.

nrefer to receive lesal nrocess fhrnuphl ; bR
[_HP [Alternatively,

we will accept legal process served via email tol

Please do not send duplicate copies, as this may increase the time to process your request.

If you have not sent your regquest from an official government-issued email address or if you

are not a law enforcement agent submitting a request pursuant to a criminal investigation,

you may not receive a reply.

Sincerely
b7E

HRC-3237



ALL INZORRATION CONTAINED

HEREIM IS UMZLASSIFIELC

CATE 12-23-201&6 BY Z74£J18TEQ WEICO

(WF) (FBI)

From: I

Sent:
To:

KWF) (FBI)
48 AM

Subject: REI

Attachm.ents: [

IJACT]ON EQUIRED in Relation fo Your Legal Process

Good Morning,

Attached is a copy of

contained in the preservation letter.

Thanks,

From'
Sent: Monday, August 31,

To{ hwe (Fat )

Subject: RE;

Hello,

Fmailto

F\CT[ON REQUIRED in Relation to Your Legal Process

We have received your attached Preservation dated August, 18, 2015. In order for us to expeditiously process
your request and to reduce the chance of error, we ask that you send a soft copy of the legal process in either

Word, Excel or .txt format.

You may attach the document to this email thread. We appreciate your cooperation in this regard.

_Regards,

HRC-3238
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ALL INFORMATION CONTATWED
HEFEINM IS UWNCLASSITIEC
CATE 05-18-3017 2% S37586TH34 NSICC

IAY
FD-340 {Rev. 4-11 b3
File Number 'GS b7E

Field Office Acquiring Evidence

Serial # of Originating Document (/)

Date Recei\;ed ﬁ! 3 ul s-

Frhm
{Name of Contributer/Interviewee}
{Address}
{City and State}
bé

By 9&' b7C
ToBeReturned [ Yes m—-No
Receipt Given L] Yes [2’1\30

Grand Jury Material - Disseminate Only Pursuant to Rule 6 {¢)

Federal Rules of Crimipd] Procedure
Federal Taxpayer Information {FTI)
i O Yes ‘ﬁo
Title: WDV a*z m
MTSHANDLIAIG CLASSEFZED

Reference:

{Communication Enclosing Materal}

Description: [0 Original notes re intervig b3

OCMEY s b7E

Al

- HRC-3246



ALL ¥BI IMFORMATICH CCHTAIHEL
HEREIN IS UNCLASSIXIED

DATE 12-23-201% BY 575°518T80 NSICC

[WF) (FBI) b3
be
From: | (RC) (FBI) " bC
Sent: ; 02 2015 §:05 AM b7E
To: (WF) (Fai)| [(WF) (FBI)

Subject: poena requests
Attachments: GJ Subpoena - GJ Subpoenad
GJ Subpoena rder and GJ Subpoenar

For tracking and submission to file.

From: (USAVAE) [mailtg _
Sent: [uesday, September 01, 2015 4: bé
T (RO) (FBI) (USAVAE) : hic
Cc (NSD) (IMD) [NSD) (GMD)

Subject: RE: Subpoena requests

Here are the subpoenas for your records. All have been served.

Thank you,
b6
b7¢C

Paralegal Specialist

United States Attorney’s Office

Eastern District of Virginia

Alexandria Division

From| |(RO) (FBI) [mailtd b6

Sent: Monday, Auqust 31, 2015 5:28 PM big

To (USAVAE) (USAVAE)

Cc; [NSD) (JMD) (NSD} (IMD)

Subject: Subpoena requests

Below is the statement of relevance for additional subpoenas that we would like to request.
b3
bs
bé
b7C
b7E
b3
b7E
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ALL IMNFORMATION CONTATIWED
HEREIM IS5 UNCLASSITIEC
CATE 05-13-2017 3Y S37386T5%4 NSICO

m .mm%‘

FD-340 (Rev. 4-11:03)

' b3
File Numben 63’

| -— b7E
Field Office Acquiring Evidence —
Serial # of Originating Document -t
-
Date Received Q il OﬂLzé\'? —
From
(Name of Contributor/interviewee) o
{Address)
(City and State)
B \ ' b6

By s b7C
ToBe Returned [1 Yes mo
Receipt Given [ Yes . &No
Grand Jury Material - Disseminate Only Pursnant to Rule 6 {e)
Federal Rules of Criminal Procedure

& Yes ] No
Federal Taxpayer Information (FTT)

O Yes W
Title:

MTDYEAR- ExAM
Reterence: '
{(Communication Enclosing Material}
. " 1 =y 1 £
b3
b7E

slopreme 5
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ALL FBEI INFCRIATION LOMTAIWELD
JEREIN 15 UNCLASSIFIED
DATE 1:-253-201¢& BY ST7&318T80 WSICS

WF) (FBI bé
L L(FB) b7C
From: | (RO) (FBY)
Sent: I_'Luesda\uienlem. , 2015 3:28 PM
To: {WF} (FBI) [(WF) (FBI)

Subject: : e for GJ subpoen; b3
Attachments: , GJ Subpoena.pd . J Subpoena. pdf; b7E
. J Subpecena.pd J Subpoena.pdf

From:[ fuSAVAE) [maito
Sent: Tuesday, September 08, 2015 2:35 PM bé
To{ RO) (FBI)] [USAVAE) B7C
Subject: RE: [anguage for GJ subpeena
bé
b7C
Subpoenas are attached for your records. All have been served.
Thanks
- .
p7C
Paralegal Specialist
United States Attorney’s Office
Eastern District of Virginia
Alexandria Division
From [RO) (FBI) [mailto Efj
Sent: Tuesday, September 08, 2015 11:54 =
To USAVAE)
Cc: VAE)
Subject: RE: language for GJ subpoena
As we discussed, we would also like to subpoen b3
b5
b7E
Thanks,
b6
b7C

HRC-3271
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From:| KUSAVAE) [mail% : ey
Ber 08, 2015 11:07 Am |

Se v
To; RO) (FEI)
Cec USAVAE)

Subject: language for G] subpoena
Importance: High

b3
b5
bt
b7C
b7E

| | b6

Assistant United States Attorney b7cC
Ph

HRC-3272
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File Numben r 61 b7E

Field Office Acquiring Evidence

Serial # of Originating Document %
-

Date Receive m‘ b

From

{Name of Contributorfinterviewee)

{Address)

{City and Siate}
b6
By Sh b7c
ToBe Retumned [J Yes hge !
D' No

Receipt Given [ Yes
Grard Jury Material - Dissemirate Only Pursuant to Rule 6 (g)
Federal Rules of Criminal Procedure

Mcs 0 No

Federal Taxpayer Information {(FTI)
' O Yes Eﬁ

" MIDYEAL- TXAM;
MATSHANDLEAIS- OF CLASSIFIED

Reference:

(Communication Enclosing Material}

Description:  []  Original notes re interview of

b3
b6
b7c
L7E

|A4C
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ALL FBIL IHFCREXATION COHTAINELD
HJEEEIN IS TMHMCLASSITIED
DATE 1Z2-IZ3-201% BY J7$218T80 MSICT

]

M
TWF) (FBI) |(WF) (FBhH
Responsive TRformaton 10 Your Legal Process

{(WF) (FBI)
From: |iro) (FBY)
Sent: rnday, September 04, 2015 11:08
To:
Subject: FW]
Attachments:
From (USAVAE) [mailto

Sent: Friday, September 04, 2015 8:20 AM
To {RO}Y {FBI)
Subject: FW{

1 received this email response from

case. Thanks!

Paralegal Specialist

United States Attorney’s Office
Eastern District of Virginia
Alexandria Division

]Responsive Information to Your Legal Process

was not on the email like the last time. So 1 am forwarding just in

From: maittcs
Sent: [hursday, September 03, 2015 1:59 PM
To KUSAVAE)

Subject: RE:|

Hello,

|Responsive Information to Your Legal Process

Please find the attached response to your legal request. If you have any questions regarding this production,
please reply to this email and include the Internal Reference Number provided in the attached letter.

Regards,

HRC-3264
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CATE 05-12-2017 BY J37586T94 NSICGC
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Fite Number "G;Y

Field Office Acquiring Evidence

Serial # of OriginatiniDocument le

Date Received q'h' w

From

(Name of Contributor/Interviewee)

(Adgress)

(City and Siate)

BYiﬁ'_

ToBe Returned [] Yes [ No

Receipt Given [ Yes Mo
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Criminal Procedure

=Yes O No
Federal Taxpayer Information (FTI)
O Yes <o

Title: r\nWEﬁF- IE&M,. "
MESHANDLIN 6 o € ULASSEFZED

Reference:

(Communication Enclosing Material)

Description: [ Original notes re interview of

| A
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AUG-25-2015 16:09 NSD NS-4 FRONT OFFICE P.81 PTE

2LL INFORMATION CONTAINED
BEREIN IS UNCLASSITIELC
CATE 12-323~2016 3Y ST76J18T80 WNEILG

'FEDERAL BUREAU OF INVESTIGATION

- R

FACBIMILE TRANSMITTAL SHEET

L —_—_ i - o

To3 Reciplent Fax Number: 22
ATTN; Reciplent Telephone #1 [ 212
From: Special Ageni Sender Talephone #{ |

Sender Fax #1 |
Numbaer of Pages Indudiﬂ Coversheet:?

BQurcent [Jronneview [ ]rrBase comment [ JpreasgmepLy [ ] PrRAse RRCYCLE

NOTES/COMMENTS:
Subpoona Request
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ALL INFORMATION CONTAINED

HERETIN IS UNCLASSITIEL
CATE 12-23-2016 BY JT&JL8T80 NSICC

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET

KUNCLASSIFIED [JCONFIDENTIAL [JSECRET [JTOP SECRET

' b3
To: Redplent Fax Number: bé
ATTN Reciplent Telephone #| [ };;g

“From: Spedial Agent] Sender Telep!
: Sender Fax #

Number of Pages Including Coversheet:7

e T e e S
Burcenr [Jrorneview [Jrisasecomment [Jrisaseserry [ PLEASE RECYCLE

Subpoena Roguest

HRC-3342



ALL TIHFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 12-23-2016 BY 376J318T80 HNSICC

[wF) (FBI) 5
From: [ {CD) (FBl) . _
Sent: i r04, 2015 9; ;
To: | |(RO) (FBI) lowrF) (FBI) (WF)
- FBI

Subject: Fwd: poena Response] | b3

Attachments: | |executed certification.pdf, Subpgena Responsd response.pdf; b7E
Subpoena t df, Subpoena tq pdf

------- - Original message ---=----

From E:

Date: 09/04/2015 5:10 PM (GMT-05:00) Lrc

To b7E

Subject: Subpoena Response

SA ' b6
b7cC

In re to the Subpoena issued tol . E?}E
Iﬂl by the United States District Court, Eastern District of Virginia on| enclosed
_please find copies of Ijgg_ggisﬂhin the possession and control of| [This production will satisfy the

Subpoena you sent to These records are being produced in lieu of an appearance by a representative
from] to provide testimony. .

If you have any questions regarding this matter, please feel free to contact me at 22
b7C
b7E

Please confirm receipt of this message.

Sincerely,
b3
bé
b7C
b7E

HRC-3356
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Serial # of Originating Document LO
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From

{Name of Contributor/Interviewee)

{Address)

(s aumd Siotad

b6
b7C
By é&
To Be Returned [] Yes gNo
Receipt Given WYes O No

Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules of Criminal Procedure

3 Yes ﬁ,No

Federal Taxpayer Information (FTI)
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Title:

Reference:
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Description: 0 Original notes re interview of
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File Number il @E »7E

Field Office Acquiring Evidence

Serial # of Originating Docyment [ (

2308

- Date Received

From

{Name of Contributor/intervicwee)

{Address)

{City and Staic})

f ol

By S B7e

To Be Returned [ Yes (<15

Receipt Given L[] Yes = No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Criminal Procedure

F s O No

Federal Taxpayer Information (FTI)
[3 Yes 2%
BxAr;

ATSHAMBLIAIG- pF CLa58LeRED

el

Reference:

(Communication Enclosing Materizl}

intion. [ Oyriginal notes re interview of

B3
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ALL FBI IMNFORMARTIOCN COMNTAINEL
HERFEINM I5 UHCLBESSTFIEDR
LATE 1lz2-23-201¢& BY JV&JLETED NSIC;G

lowr) (FBI) ke
From: (USAVAE) |
Sent: Friday, September 04, 2015 141-00 AM
To: __kRO) (FBI) kWF) (FBI)
Cc: USAVAE)
Subject: |subpoena response b3
Attachments: . Pubpoena Response -|:| b7E
Received this via fax.
Thanks,
b6
b7cC

Paralegal Specialist
United States Attorney’s Office
Eastern District of Virginia

_Alexandria Division
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Subject: RH Responsive Information’to Your Legal Process

Hello,

Please find the attached response to your legal request. If you have any questions regarding this production,
please reply to this email and include the Internal Reference Number provided in the attached letter.

b3
L7E

Beoards

b3
b7E
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