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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

January 5, 2018
MR. JOHN GREENEWALD JR.
SUITE 1203
27305 WEST LIVE OAK ROAD
CASTAIC, CA 91384

FOIPA Request No.: 1392528-000
Subject: Sullivan & Cromwell
Dear Mr. Greenewald:

Records responsive to your request were previously processed under the provisions of the
Freedom of Information Act. Enclosed is one CD containing 117 pages of previously processed documents
and a copy of the Explanation of Exemptions. This release is being provided to you at no charge.

Please be advised that additional records potentially responsive to your subject may exist. If this
release of previously processed material does not satisfy your information needs for this request, you may
request an additional search for records. Submit your request by mail or fax to — Work Process Unit, 170
Marcel Drive, Winchester, VA 22602, fax number (540) 868-4997. Please cite the FOIPA Request Number
in your correspondence.

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the Freedom of Information Act (FOIA). See 5 U.S. C. § 552(c)
(2006 & Supp. IV (2010). This response is limited to those records subject to the requirements of the FOIA.
This is a standard notification that is given to all our requesters and should not be taken as an indication that
excluded records do, or do not, exist.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP's FOlAonline portal by creating an account on the following web
site: https://foiaonline.requlations.gov/foia/action/public/home. Your appeal must be postmarked or
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely.
If you submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of
Information Act Appeal.” Please cite the FOIPA Request Number assigned to your request so it may be
easily identified.

You may seek dispute resolution services by contacting the Office of Government Information
Services (OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI's
FOIA Public Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute resolution
correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so it may be easily identified.

Sincerely,

Dbl

David M. Hardy
Section Chief,
Record/Information
Dissemination Section
Records Management Division
Enclosure(s)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding
or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records
or information ( A') could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a
fair trial or an impartial adjudication, ( C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D)
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service
he release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/15/2008
To: New York
Cyber Attn: SSA b6
CIU-T b7cC

From: New York
Squad C37 y
Contact: SSA |

Approved By: | W

Drafted By: | |:apb

)

Case ID #: 288A-NY-NEW (Pendi

Title: UNSUB(s)
Sullivan & Crom 1 LLP;
Wachtell, Lipten, Rosen & Katz;
Greenberg Tr#urig, LLC - Victims
CIpP
0O0:NY

Synopsis: To open case in captioned matter and to advise Cyber
of a new 288A investigation.

Details: On 8/14/2008, writer received information from the
Southern District of New York (SDNY) that the website for a major
New York City lawfirm, Sullivan & Cromwell, LLP, was spoofed in a
suspected E-Mail phish. The spoofed website was registered and
hosted at GoDaddy.com. The Sullivan & Cromwell (S&C) Wikipedia
page was altered so the link to the legitimate S&C website
redirected to the spoofed address. Two other major New York City
lawfirms, Wachtell, Lipton, Rosen & Katz and Greenberg Traurig,
LLC, have also been victims. All three lawfirms have major
mergers and acquisitions practices involving deals worth large
sums of money. S&C believes that someone was trying to intercept
the misdirected E-Mails, about the mergers and acquisitions, in
an attempt to get insider information on Wall Street activity.
The activity occurred in late July, 2008 and the spoofed sites
were removed, by GoDaddy.com, around 08/08/2008.

New York will open case in captioned matter and assign

to SA| | b6
b7C
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To: New York From: New York
Re: 288A-NY-NEW, 08/15/2008

LEAD (s) :
Set Lead 1: (Info)
CYBER

AT WASHINGTON, D.C.
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STATE OF FLORIDA
Department of Highway Safety & Motor Vehicles

Driver And Vehicle Information Database (DAVID)

DIGITAL IMAGES ARE RESTRICTED TO LAWENFORCEMENT USE PURSUANT TO

S. 322.142(4), FLORIDA STATUTES - IMAGES INCLUDE PHOTOGRAPHS AND SIGNATURES

00 OO L S S Co
Individual Summary Page
Emergency Contact lri%d}r;matipn 4 I.DLﬂmmmﬁ Class Status
— e A E : VALID
All-Addresses On File”
Date of Birth S Height :
Iﬁ N;’x 5'?[1(% Country Of Birth
Restrictions Endorsements
Issue Date  Duplicate Expiration Date
06-02-05  Date 08-05-11
SSN Form Number
1 X060506024833
Conditional Messages:
SAFE DRIVER
Vehicle Information
Record VIN ) " Type Color Body Make Acquired Date Reg B
, View JH4CL96918C003125 AUTO | BLACK | 4DOOR | ACURA 09-15-07 |
- View 5N1AR18U56C664093 AUTO | WHITE | UTILITY | NISSAN 05-24-06 | |
Driver License Transactions
Record |[ DL/ID Number | Transaction Date || Issue Date Update Time Lic Type]|  Issue Type | Change Type FL Disp
 View |l [ 08-12-08 | 08-12-08 || 08-14-0810:53:32| ID || Original/CIPS
i View [ 06-02-05 || 06-02-05 || 06-07-0516:56:36 | DL | Renewal/CIPS
“View: | osar.o1 | 043099 0517-0115:31:3¢ | 1D Duplicate None
‘Vlew r 05-17-01 04-30-99 || 05-17-01 15:31:01 DL Replacement None Surrendered
view [ r 04-30-99 || 04-30-99 | 04-30-99 08:22:52| ID Original None
 View | 04-30-99 | 04-30-99 || 04-30-99 08:20:52 | DL Original None
""" Historical Driver License' Activity -~ |
. Vehicle Insurance * © | . Previous Vehicles -~ °|

PhotoAtiay | Signature Array |
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STATE OF FLORIDA “
Department of Highway Safety & Motor Vehicles

Driver And Vehicle Information Database (DAVID)

DIGITAL IMAGES ARE RESTRICTED TO LAW ENFORCEMENT USE PURSUANT TO

8, 322.142{4), FLORIDA STATUTES - IMAGES INCLUDE PHOTOGRAPHS AND SIGNATURES

Driver License Transaction Page

b6
b7C
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DL/ID Number Class
I | E
of Birth Sex Height
M 5'10
lliestrlctlons Endorsements
b6
b7C
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02-01-08 16:58:26
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Date Received e “4 L’&OO‘& i ‘
" From ~ { " “
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A'Date: Last Morntrﬁ

Date: Three Weeks Ago

"

FEODELEDECE
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1
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CLECL4 D4 CEDE B LD LD CLLG DECEHDER LD E

Subject

 Greenberg&SC

RE:
RE:
RE:
RE:
RE:
RE:

SullCromLaw.com
Re: wirklaw.com
RE: wirklaw.com

wirklaw.com

RE: wirklaw.com

RE: wirklaw.com

RE: wirklaw.com

Re: UPDATE: Advisory
Re: UPDATE: Advisory
FW: UPDATE: Advisory
FW: UPDATE: Advisory
UPDATE: Advisory

.RE: wirklaw.com *

Re: wirklaw.com
RE: wirklaw.comn
Re: wirklaw.com
RE: wirklaw.com
RE: wirklaw.com
RE: wirklaw.com
RE: wirklaw.com
RE: wirklaw.com
RE: wirklaw.com
RE: wirklaw.com
Advisory

Re: wirklaw.com
RE: wirklaw.com
RE: wirklaw.com
RE:

RE:

RE:

Re:

RE:

Re:

RE:

Here is one of the e-mails from the "Criminal" usin...

RE: WLRKLAW.COM
RE: WLRKLAW.COM

(Ablrjsé of Google'Enterbrise Apbs
RE: [#309280483] eps10502

Received v

 Mon 8/18/2008 3:45 PM

Thu 8/7/2008 1:11 PM
Thu 8/7/2008 1:11 PM
Thu 8/7/2008 1:05 PM
Thu 8/7/2008 1:04 PM
Thu 8/7/2008 1:03 PM
Thu 8/7/2008 1:02 PM
Thu 8/7/2008 12:58 PM
Wed 8/6/2008 3:49 PM
Wed 8/6/2008 1:54 PM
Wed 8/6/2008 1:07 PM

. W 86/2008 1201 PN

" Mon 7/21/2008 12:03 PM
Mon 7/21/2008 11:56 AM

Mon 7/21/2008 9:22 AM
Mon 7/21/2008 9:07 AM
Mon 7/21/2008 8:53 AM
Sat 7/19/2008 10:29 AM
Sat 7/19/2008 9:57 AM
Fri 7/18/2008 10:22 PM
Fri 7/18/2008 6:08 PM
Fri 7/18/2008 6:04 PM
Fri 7/18/2008 5:13 PM
Fri 7/18/2008 5:05 PM
Fri*7/18/20084:59 PM
Fri 7/18/2008 4:48 PM
Fri 7/18/2008 4:42 PM
Fri 7/18/2008 4:26 PM
Fri 7/18/2008 4:02 PM
Fri 7/18/2008 3:46 PM
Fri 7/18/2008 3:41 PM
Fri 7/18/2008 3:40 PM
Fri 7/18/2008 3:23 PM
Fri 7/18/2008 2:48 PM
Fri 7/18/2008 2:31 PM
Fri 7/18/2008 2:26 PM
Fri 7/18/2008 2:15 PM
Fri 7/18/2008 1:46 PM
Fri 7/18/2008 1:46 PM
Fri 7/18/2008 1:43 PM
Fri 7/18/2008 1:20 PM
Fri 7/18/2008 1:07 PM
Fri 7/18/2008 1:03 PM
Fri 7/18/2008 12:56 PM
Fri 7/18/2008 12:50 PM
Fri 7/18/2008 12:29 PM
Fri 7/18/2008 12:11 PM
Fri 7/18/2008 12:08 PM

105KB _

3k

Size C..%.

37K8B

36 KB

36 KB

35KB

35KB

34 KB

3KB .
4MB ¢
5kB
5KB

34 KB
3KB
88 kB
88 KB
87 KB
7 KB
7 KB
11 KB
6 KB
6 KB
86 KB
85 KB
87 KB
86 KB
86 kB
10KB
11 KB
10KB
10KB
9 KB
9KB
3 KB
7 KB
8 KB
7KB
7 KB
6 KB
6 KB
6 KB
6 KB
4 KB
4 KB
11KB
9KB
114 KB
113 KB

H

9/9/2008 9:17 AM
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t7% [ 0 From Subject Received ¥ Size C..%
L;;. RE: WLRKLAW.COM Fri 7/18/2008 12:03 PM 109 KB '
L d Fri 7/18/2008 11:01 AM 32KB
b 9 RE: WLRKLAW.COM Fri 7/18/2008 10:50 AM 119 KB
L;} Re: WLRKLAW.COM Thu 7/17/2008 8:31 PM 6 KB

! y_:é RE: WLRKLAW.COM Thu 7/17/2008 7:57 PM 6 KB
=l FW: WLRKLAW.COM Thu 7/17/2008 4:14 PM 5KB
o | FW: WLRKLAW.COM Thu 7/17/2008 4:03 PM 5KB

! Ll FW: WLRK.law.com Thu 7/17/2008 3:04 PM 4 KB
b RE: Update [Incident ID: 4259931] - Looking to pu... Wed 7/9/2008 5:27 PM 7 KB
b FW: Update [Incident ID: 4259931] - Looking to pu... Wed 7/9/2008 2:27 PM 7 KB
L{a Update [Incident ID: 4259931] - Looking to purcha... Wed 7/9/2008 2:26 PM 7 KB
rd Looking to purchase WLRKLAW.COM domain Wed 7/9/2008 10:04 AM 4 KB
ked RE: WLRKLAW.COM 7.08.08 Tue 7/8/2008 5:17 PM 9KB
td Y RE: WLRKLAW.COM 7.08.08 Tue 7/8/2008 4:00 PM 5MB
W RE: WLRKLAW.COM 7.08.08 Tue 7/8/2008 3:56 PM 8KB
Ld FW: WLRKLAW.COM 7.08.08 Tue 7/8/2008 2:58 PM 7 KB

H 1t 9 RE: WLRKLAW.COM 7.7.08 Tue 7/8/2008 12:33 PM 5MB
bd Re: [IncidentID:271704] WLRKLAW.COM re:Invali... Mon 7/7/2008 6:45 PM 2KB
;v:¢. RE:[IncidentID:271704] WLRKLAW.COM re:Invali... Mon 7/7/2008 6:33 PM 3 KB

H 1 Change of email address for WLRKLAW.COM Mon 7/7/2008 4:38 PM 5KB

! 23 g RE: WLRKLAW.COM re:Invalid Whois #271704 Mon 7/7/2008 12:06 PM 4 MB
i WLRKLAW.COM re:Invalid Whois #271704 Fri 7/4/2008 9:45 AM 2KB
L Re: Positions Thu7/3/2008 10:32PM  5KB
Ld 9 RE: Positions Thu7/3/2008 10:22PM  11KB
b4 Re: Positions Thu 7/3/2008 10:12 PM 3 KB
ida Fw: Positions Thu 7/3/2008 9:24 PM 3KB
e Fw: Positions Thu 7/3/2008 9:23 PM 3KB
r_4. RE:[IncidentID:271645] Invalid Whols Information Thu 7/3/2008 6:04 PM 3KB
el RE: FW: Follow-up contact information WLRK Thu 7/3/2008 4:50 PM 10 KB
b4 3 FW: Follow-up contact information WLRK Thu 7/3/2008 4:48 PM 22 KB

! 13 Wachtell Lipton Rosen & Katz new domains Thu 7/3/2008 3:41 PM 693 KB
i Re: wirklaw.com Thu 7/3/2008 3:36 PM 4KB

! L - Wachtell Lipton Rosen & Katz new domains Thu 7/3/2008 3:26 PM 693 KB
d wirklaw.com Thu 7/3/2008 3:14 PM 4 KB
Lad FW: Copyright Claim Thu 7/3/2008 2:58 PM SKB
3,'5 | FW: Follow-up contact information WLRK Thu 7/3/2008 2:58 PM 17 KB
wd Thu 7/3/2008 2:55 PM 5KB
1od RE: www.wirklaw.com Tue 7/1/2008 3:32 PM 2KB
L RE: www.wirklaw.com Tue 7/1/2008 3:23 PM 2KB
1 RE: www.wirklaw.com Tue 7/1/2008 3:20 PM 3KB
b RE: www.wirklaw.com Tue 7/1/2008 2:56 PM 5KB
e g RE: www.wirklaw.com Tue 7/1/2008 2:43 PM 509 KB
bod RE: www.wirklaw.com Tue 7/1/2008 2:37 PM 5KB
ted 9 RE: www.wirklaw.com Tue 7/1/2008 1:41 PM 842 KB
bod RE: www.wirklaw.com Tue 7/1/2008 12:32 PM 5KB
Ll RE: www.wirklaw.com Tue 7/1/2008 12:27 PM 4 KB
£ 9| RE: www.wirklaw.com Tue7/1/2008 11:39AM 2 MB
eda RE: www.wirklaw.com Tue7/1/2008 11:37 AM 4 KB
ko FW: JotForm Abuse Tue7/1/2008 11:11AM  5KB
had www.wirklaw.com Tue 7/1/2008 10:56 AM 3 KB
1 RE: other 2f vendor Tue 7/1/2008 10:19 AM 8 KB

l | 2 9/9/2008 9:17 AM b6

b7C
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7% [ 8 From

SE DL

Subject

RE: other 2f vendor

RE: other 2f vendor

RE: Michael from HostLyon.com (718) 591-2859 - c...
domain name telephone call - please call me X1551
Fw: Michael from HostLyon.com (718) 591-2859 - ...

Received <

Tue 7/1/2008 10:16 AM
Tue 7/1/2008 10:06 AM
Mon 6/30/2008 5:33 PM
Mon 6/30/2008 5:16 PM
Mon 6/30/2008 5:08 PM

Size C..."E’_

8 KB
5KB
4KB
4 KB
3KB

b6
b7C

9/9/2008 9:17 AM b6
b7C
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From: [ |

Sent: Monday, June 30, 2008 5:08 PM
To:

Subject: Fw: from HostLyon.com

you may want to look into the details..

Thanks

From| |

To:] |

Cc) |
Sent: Mon Jun 30 17:01:54 2008

Subject] from HostLyon.com|

trying to register the domain name WLRKLAW.COM
IP address is from Florida, -

this is the information that they provided to set it up on his web posting

Name:

Contact inforation: |

234
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From: | |

Sent: Monday, June 30, 2008 5:16 PM

To: | |

Subject: omain name telephone call - please call me X1551

FW:|:|from HostLyon.conﬂ

This person called because he has a web-posting advertisement .

trying to register the domain name WLRKLAW.COM
IP address is from Florida -

this is the information that they provided to set it up on his web posting

Name:

Contact Information :|

233
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Page 1 of 1

b6
b7C
From: interlogysupport@gmail.com on behalf of Interlogy Support [support@interlogy.com]
Sent: Tuesday, July 01, 2008 11:07 AM
To: | |
Subject: Re: JotForm Abuse
Thanks for letting us know. Account has been terminated.
On Tue, Jul 1, 2008 at 10:56 AM, 4 b wrote: b6
Good Morning Mr | | represent Wachtell, Lipton, Rosen & Katz, a law firm based in NYC. One of your b7cC

customers is using your jotform service to phish information from another fraudulent site (www.wlirklaw.com).
We are working with that ISP to shutdown the site, but | ask that you please disable the following form
immediately.

hitp://iwww.jotform.com/form/81805522147

Thank you for your assistance. Please contact me once this has been completed.

Sincerely,

[ 1
I

WACHTELL, LiIPTON, ROSEN & KATZ
51 West 52nd Street @ New York, NY 10019

VFBortone@WLRK.com ® www.wirk.com e vCard

b% please consider the environment before printing this email

9/9/2008




£7 Recruiting - Apply For Attorney Position - Windows Internet Explorer

@\C/ v £ http:ffwww.wirklaw.com/PagefThread/Recruit/SubThread /Apply % 20For %20Attomey % 20Position ,Vi “7‘ X ’

i Fle Edit View Favorites Tools Help
i Google [Gl+1 iv}% Goo D B ~ 99 Bookmarksy P Check v .
iUnks g2, Customizelinks @m DFM %3 Dsview | EVDA iy IBMBladeCenter {2, KVS Enterprise Vault - Advanced Search 2, KVS Vaul

T¢ o IEE,’Iv «4» Parascale Cloud Storage Pl... | & Corporate Emergency Acce... | 48 Recruiting - Apply For ... 3¢ } } e~ &

WaCHTELL, LiPTON, ROosSeEN & KATZ

THE FIRM ¢ PRACTICE o ATTORNEYS ¢ RECRUITING « ABOUY THIS SiT

INTRODUCTION

Error 2\

This Form Has Been Disabled.

ASSOCIATES

COMPENSGATION

SUMMER
PROGRAM

APPLY FOR
ATTORNEY )

POSITION

From:

Sent: Ay, July UT, 2008 11:37 AM
To:
Cc:
Subject: RE: www.wirklaw.com

Onit---
222
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From:
Sent: Tuesday, July 01, 2008 1:41 PM
To:

Cc:
Subject: RE: www.wirklaw.com

Update:

We've stopped their web site search page. Vin has added some software logic to our external
home page which checks to see if you are being referred to our site from some second party. If
so we will produce the following screen below & not perform the search.

,ﬁ Error Page - Windows Internet Explorer

o —_ —
@“C_) v l@_‘ http: }fwweswlrk.comfErrorwi htm L’V}l 5‘3: ?ff lee Szarch tf:ﬁ:
I;ir:ks ? S snaglt ' j?‘
o e y [4
T3 o ’@Evror Page l ’ iy~ = v b Page v 15k Tools v,

::‘;.‘.i

. . 5

You have received this message because you we're :
referred to our site from www.wirklaw.com. This
site is not affiliated with Wachtell, Lipton, Rosen & g
Katz. Please go to www.wlrk.com to browse our ;
web site. &
fj’:

S

%

" M‘j.»'!f"z,!' .,.f-\\.@-w‘. Mﬁ# M«n.e\.a,-v'\«'._“ o ,A\A,,f"“"ﬂ.' e f.w"-\/" T"‘L,\ \“A:/""’"v-m‘x\-.wf\\/:w&-r”"a\cﬁ\ - rNW-ﬁl“-\j

At this point we've stopped the phishing and referring, but what I cant stop is anyone sending
to the following address's listed below.

Questions regarding non-legal personnel can be directed to: hr@wlrklaw.com.
Questions regarding legal recruiting can be directed to: recruiting@wlrklaw.com.

To report technical problems or errors on our website, please contact techsupp@wlrklaw.com.

b6

For press and other information inquiries, please send an email to| o
c

215
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From:

Sent: Tuesdav, Julv 01, 2008 2:43 PM
To:

Cc:

Subject: T, VYUYV, WWITRIGVV. COTTT

No. We are specifically looking for wirklaw. All other links should continue to work. I will fry &
track down that blog you mentioned below to validate.

ey

<cfif FindNoCase("wlrklaw"”, CGI.HTTP_REFERER, 1} NEQ 0>
<CFLOCATION url="ErrorWL.htn">
<CFABORT>

</efif>

<cfset variables.root = "/" & ListFirst{CGI.PATH INFO, "/") & "/">

<cfset variables,fileRoot = Left{CGI.CF _TEMPLATE_PATH, FindNoCase(Replace{root,”/”, "3, "ALL"), CGI.

<cfset yariables, Drlvewetter = Lefn.{CGI CF_ ’I'EHPLATE PATH, 1)
e N ‘V"\

tny e Y VN fom,
“aaae? Reanans” '\"‘\ \\Aam\‘_‘ :‘} n g - -/-W \-,N'-" ~ "'\-v,.}:. I ) .,v"‘ \'”"v 1

b6
b7C

From: 1 |

Sent: -

To: | |

Cc:

Subject: RE: www.wirklaw.com

Thanks. Do you mean literally that any reference (link) to our site from another part of the

web will send this message? That seems too much, as many such links will be legit. (E.g. to one

of our bios -- Vin, reminder -- from a blog where we've posted or an article that's been posted

somewhere, etc.)

From: l ] b6

Sent: Tuesday, July 01, 2008 1:41 PM b7C

To:

Cc:

Subject: RE: www.wirklaw.com

Update:

210
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From: | |

Sent: Tuesday, July 01, 2008 3:08 PM

To: '‘GoDaddy.com Copyright Claims Dept.'

Subject: Copvright Claim

Attachments: | |%mbHMMmmMHXMW-BmM%stdmmS@mwmpm

Thank you for your quick response. As requested, I am enumerating the 6 items required by
your policy.

1. I am| | for Wachtell, Lipton, Rosen, & Katz,
and am an authorized to act on behalf of Wachtell, Lipton, Rosen & Katz (hereinafter
"Wachtell"”). I am attaching an electronic signature to this e-mail.

2. The copyrighted work of www.wlrk.com and all subsidiary WebPages thereto is being
infringed.

3. All of the material at www.wlrklaw.com is being infringed and includes all subsidiary
WebPages thereto with the exception of the internal e-mail addresses of wlrklaw.com. In that
instance, there is a substantial likelihood of confusion as to the ultimate recipient of such
e-mails.

4, My contact information is: | | Wachtell, Lipton,
Rosen & Katz, 51 West 52nd Street, New York, NY 10019. My direct dial number is ‘
I | My e-mail address is| |

5. Wachtell believes in good faith based on review of the www.wlrklaw.com that the material
is not authorized by us, and is being used without permission.

6. The information contained herein is accurate, and under penalty of perjury, I am
authorized to act on behalf of Wachtell and its website, www.wlrk.com.

Thank you for your prompt attention to this matter,

----- Original Message-----

From: GoDaddy.com Copyright Claims Dept. [mailto:CopyrightClaims@GoDaddy.com]
Sent: Tuesday, July @1, 2008 1:55 PM

To: | }

Subject: RE: Copyright Claim

Dear| |

Thank you for contacting GoDaddy.com. It is our policy to actively assist with decreasing
intellectual property infringement on the Internet. We work regularly with both the courts
and law enforcement to ensure that this abuse is curtailed. Unfortunately, your submitted
complaint has been deemed incomplete.

In compliance with the DMCA (Digital Millennium Copyright Act), we have created a Copyright
and Trademark dispute policy to help get this matter resolved. You can review Go Daddy's
Trademark and Copyright Policy found at the following URL:

bé
b7C

b7C

bé
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" N
http://www.godaddy.com/gdshop/legal_agreements/show_doc.asp?se=%2B&pageid=TRADMARK%5FCOPY

We can not compile a complete notification (as defined by Section B, Items i-vi) through a
series of emails. Please include all six required items in a single email. Once you submit a
complete notification to this department, we will take the necessary action as outlined in
both our stated policy and the DMCA.

If you have any further questions, please contact us at this email address.
Regards,
Copyright Department

GoDaddy . com
CopyrightClaims@GoDaddy.com

v

———————— Original Message --------
Subject: Copyright Claim

From: <EPStein@wlrk.com>

Date: Tue, July 01, 2008 9:26 am
To: <copyrightclaims@godaddy.com>

Please be advised that:

I am the Chief Information Officer for Wachtell, Lipton, Rosen & Katz,
a

law firm based in New York City, NY. Wachtell, Lipton, Rosen & Katz

(hereinafter, "Wachtell") has as its domain, wlrk.com.

In the last several days, a new domain registered by an unknown party

with your company, wlrklaw.com became active and has copied the
entirety

of the wlrk.com website with a couple of changes. The changes
redirect

e-mail addresses and contact information to the unknown registrant.

Wachtell has not given permission or otherwise permitted any other
person to utilize the content of our website, and that such use by

wlrklaw.com is unauthorized.

VVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVVVYVVYV
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o<

You may compare our website www.wlrk.com with the infringing website

www . Wlrklaw.com.

This information is accurate as of the writing of this e-mail, and
under

penalty of perjury, I represent Wachtell, and that we have the
exclusive

rights to the material being copied.

I am requesting that you immediately shut down the infringing website,

and that you contact me so we can coordinate further steps.

I await your response,

|

51 West 52nd Street

New York, NY 10019

VVVVVVVVVVVVVVVVVVVVVVYVVVVVVVVVVVVVVVVVVYVVVVYVYVVVVVVYV,

> sk sk ok ok ok ok ok ok 3k ok sk o ok ok ok o ok o vk ok ok ok ok sk ok ke ok ok sk sk ok 3k ok 3k sk sk sk sk ok sk ok sk ok ok sk ok sk sk sk ok sk ok ok sk ok ok ok ok ok ok ok ok sk ok sk ok ok sk okok
> Any tax advice contained in this communication is not intended or

> written to be used, and cannot be used, for the purpose of avoiding

> tax penalties and is not intended to be used or referred to in

> promoting, marketing or recommending a partnership or other entity,

3
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w

* ilvestment plan or arrangement.

**********************************************************************

Please be advised that this transmittal may be a confidential
attorney-client communication or may otherwise be privileged or
confidential. If you are not the intended recipient, please do not
read, copy or re-transmit this communication. If you have received
this communication in error, please notify us by e-mail
(helpdesk@wlrk.com) or by telephone (call us collect at
212-403-4357) and delete this message and any attachments. Thank you

in advance for your cooperation and assistance. www.wlrk.com
ok ok ok sk ok ok sk ok ok ok sk ok sk ok sk sk ok ok ok sk ok sk ok ok ok sk sk sk sk sk sk ok e e sk sk sk sk sk 3k Sk sk ok sk sk sk sk sk ok sk sk sk sk sk ok ok ok sk o sk sk ske sk sk sk ok ok sk ok




= b7C
From: l l
Sent: Thursday, July 03, 2008 8:05 PI\I/I
To: |
Subject: Re: Positions

http://www.wirklaw.net/ErrorWL htm

Cute. To bad it doesn't work!

p.s. Thave disclosed a complaint to the NAF and the DCMA department at Network Solutions in regards to
your domain (wltk.com)! Apparently you stole all wirklaw.com's site's content?

Oh, and I have your IP address, so don't try anything smart, pal.

Your a fag:

http://www.lawcrossing.com/images/articleimages/eugenestein large.jpg

b6
b7C

Wachtell, Lipton, Rosen & Katz

51 West 52nd Street

New York, New York 10019

Any tax advice contained in this communication is not intended or written to be used, and cannot be used, for
the purpose of avoiding tax penalties and is not intended to be used or referred to in promoting, marketing or
recommending a partnership or other entity, investment plan or arrangement.

Please be advised that this transmittal may be a confidential attorney-client communication or may otherwise be
privileged or confidential. If you are not the intended recipient, please do not read, copy or re-transmit this
communication. If you have received this communication in error, please notify us by e-mail

(helpdesk @wlrklaw.com) and delete this message and any attachments. Thank you in advance for your
cooperation and assistance.
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From: l ]

Sent: Thursday, July 03, 2008 2:37 PM

To: ‘dmca@networksolutions.com'

Subject: Follow-up contact information WLRK

Attachments: [ | Business Card with Signature.pdf

Thank you again for contacting us.

| am thel_ |at Wachtell, Lipton, Rosen & Katz (hereinafter "Wachtell"). Our domain, www.wirk.com b6
is our official and sole presence. Our administrator is | am authorized to act on behalf of and for Wachtell. b7C

| am attaching a pdf of my business card and signature.

We have become aware that on June 27, 2008, an unknown individual had registered www.wlirklaw.com. That individual
copied our entire website and purported to represent Wachiell through the "fake" or "spoofed” site. That individual has
also created e-mail accounts that mimic all of the individuals at Wachtell, but with the domain wirklaw.com. These are all
fake.

Anyone purporting to represent Wachtell with a contact location of wirklaw.com is not authorized and is engaged in a
fraud.

Please feel free to contact me further at my contact information below.

Thank you.

| b6
WACHTELL, LIPTON, RosSeEN & KATZ b7cC
S| WesT S2ND STREET

New York, NEw YORK {0019-6150
DirecT Diar]




| | b6

= b7C
From: jotformsupport@gmail.com on behalf of JotForm Support [jotform@jotform.com]
Sent: Thursday, July 03, 2008 4:44 AM
To: [ |
Subject: Re: JotForm
Hi Vincent,
The account is deleted now.
Thank you for reporting.
11

bé
Sn Tue, Jul 1, 2008 at 5:08 PM, wrote: b7C
> ##HEE A
> # Name: b6
> # Email b7C
> #H#HdEHEE AR
>

\Y

One of your customers is using your service to frauduantly phish information. He or she
is using http://www.jotform.com/form/81805522147 at http://www.wlrklaw.com. Please
disable this form while we work with the ISP to disable the www.wlrklaw.com website.
Please contact me at 1-212-403-1896 or at vfbortone@wlrk.com when this has been completed.
>

>

> Sincerely,

VvV VVvVYy




| | ' bé

b7C
From: disputes_email@tdnam.com
Sent: Wednesday, July 09, 2008 2:26 PM
Tor L
Subject: Update [Incident ID: 4259931] - Looking to purchase WLRKLAW.COM domain
¥ " : f
Information Regarding Your Support Request
Discussion Notes
[Support Staff Response
. Dear Sir/Madam,
Thank you for contacting TDNAM support.
Thank you for your interest in WLRKT.AW.COM. This name is currently on
hold awaiting resolution with a previous registrant. The name may be
available, depending on the outcome, approximately 180 days from the
original dispute date of 7/8/2008 - which would be January 4, 2009. Please
contact support@tdnam.com on this date if you still have interest in this name
at that time.
Please let us know if we can assist you in any other way.
Sincerely,
b6
b7C
TDNAM.COM / GODADDY.COM
fCustomer Inquiry ) l
I'd like to inquire about purchasing the WLRKLAW.COM domain for my
company. Can someone please contact me.

122
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| b6
e — . . b7C
From: | |
Sent:  Thursday, July 17, 2008 9:15 PM ’
To: [ | (Sullivan & Cromwell LLP).

Subject: Client Referral

[ 1

I have a corporate client that came to me seeking help with a merger, unfortunately our firm cannot take
any more merger clients as our teams are too busy. I thought you would be the right person to refer him
to.

Please contact me for more details at your earliest convenience,

— vs

b7C

Wachtell, Lipton, Rosen & Katz

51 West 52nd Street

New York, New York 10019

Sk sk 3k sie ok s 3k sk o o sk¢ ok she ok sk o sk ok sk e ske s sk sfe sk e ofe sfe ke sfe e sl ke s sk ke sk sk skl sk sk sk sk ke sk

Any tax advice contained in this communication is not intended or written to be used, and cannot be
used, for the purpose of avoiding tax penalties and is not intended to be used or referred to in promoting,
marketing or recommending a partnership or other entity, investment plan or arrangement.

s 3k ok sk ok sk sk sk sk ok sk o sk ok sk ok vk ok sk ke sk ok s sl sk ok o sk s sl sk sk sl sk sk s sk sie sk sk sk sk sk ok sk

Please be advised that this transmittal may be a confidential attorney-client communication or may
otherwise be privileged or confidential. If you are not the intended recipient, please do not read, copy or
re-transmit this communication. If you have received this communication in error, please notify us by e-
mail (helpdesk@wlrklaw.com) and delete this message and any attachments. Thank you in advance for
your cooperation and assistance.

9/9/2008
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14 |

From: | |

Sent: IIhJJ.ﬁ.d&LMM.LZQOEA.JA_EN
To: '

Subject: FW: WLRKLAW.COM

Follow Up'Flag: Follow up

Flag Status: Flagged

Categories: Red Category

I didn't think we'd be seeing this guy again, I'm not sure what our next step should be.

From:| |
Sent: Thursday, July 17, 2008 2:16 PM

To: All ISS Programming

Subject: Fwd: WLRKLAW.COM

This is not my problem, this is GoDaddy's problem. Contact them before threatening legal action.

Begin forwarded message:

From:| |
Date: July 17, 2008 10:29:31 AM P

To
Subject: WLRKLAW.COM

I would like to know why our firm's website (wlrklaw.com) is being redirected to your website
(rightsidecreative.net). This error has been going on for the past week and our IT Department has been waiting
for it to be fixed, to no avail.

Failure to reply to this message and fix this error will result in legal action. A twenty-day summons will be
processed at:

United States

Thank you for your prompt response.

po—

Wachtell, Lipton, Rosen & Katz
51 West 52nd Street
New York, New York 10019

skook s sk sk sk skoteok ok sk sk kot skoskosk sk sk skttt stokokokok kool skokolor sk sk

b6
b7C

b6
b7C

bé
b7C

bé
b7C




."Any tax advice contained in this communication is not intended or written to be used, and cannot be used, for
the purpose of avoiding tax penalties and is not intended to be used or referred to in promoting, marketing or
recommending a partnership or other entity, investment plan or arrangement.
stk ok ko skokokskok skokok sk okoekoskokok skokokok ook kol kokoskokokokoskok skekokosk skokokosksk ok
Please be advised that this transmittal may be a confidential attorney-client communication or may otherwise be
privileged or confidential. If you are not the intended recipient, please do not read, copy or re-transmit this
communication. If you have received this communication in error, please notify us by e-mail
(belpdesk @wlrklaw.com) and delete this message and any attachments. Thank you in advance for your
cooperation and assistance.
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Message
b6
b7C
From: [ |(Sullivan & Cromwell LLP)
Sent: Friday, July 18, 2008 10:15 AM
To: I
Subject: the e-mail | received

Attachments: Client Referral

you might want to have your IT people take a look at this

1

This e-mail is sent by a law firm and contains information that may be privileged and confidential. If
you are not the intended recipient, please delete the e-mail and notify us immediately.

9/9/2008




From: [ |

Sefit: IEu'ggumlu&_zloos 12:05 PM
To: -

Subjtet: RE: Spoof'd WLRK e-mails

By the way...the emails are being hosted by the hosting provider for the web site. If we were able to take the web page
offline, we should be able to deactivate the email accounts also.

mail.wirklaw.com resolves to 64.202.165.92, and is a redirect to pop.where.secureserver.net at the same IP.

> mail.wirklaw.com
Server: brddcon2.wirk.com
Address: 192.7.2.168

Non-authoritative answer:

Name: pop.where.secureserver.net

Address: 64.202.165.92

Aliases: mail.wirklaw.com, pop.secureserver.net

Likewise, smip.wirklaw.com resolves to smtp.secureserver.net...

So his email is not going to a gmail or similar account unless he has a rule in his account at pop.secureserver.net
redirecting emails elsewhere.

1

From:| |

Sent: Friday, July 18, 2008 11:59 AM

To:| |
ce——1

Subject: RE: Spoof'd WLRK e-mails

Yes, | am waiting on them now from:l I will send my separately.

From:| |

Sent: Friday, July 18, 2008 11:59 AM

To: |
Cc: |

Subject: RE: Spoof'd WLRK e-mails

Can you please send the original emails as attachments?

Thank you.

L]

From:| |
Sent: Friday, July 18, 2008 11:57 AM
To:| |

[ 1]

bé
b7C

bé
b7C

bé
b7C

bé
b7C




A

Subject: Spoof'd WLRK e-mails
Importance: High

We may have a bigger problem with this guy. | am getting the original e-mails sent out.

As soon as | have it, we need to get hoping.

]

From:| ]

To]

Sent: Fri Jul 18 11:38:19 2008
Subject: Re: the e-mail I received

Someone has been screwing with us this way. We will be right on it.

From{ |

To]

Sent: Fri Jul 18 10:24:02 2008

Subject: FW: the e-mail I received

See attached. This was received by at least 2 partners at S&C. We need to have someone
look into it as soon as possible.

[ 1

From: |
Sent: Friday, July 18, 2008 10:15 AM

To

Subject: the e-mail I received

you might want to have your IT people take a look at this

[ ]

This e-mail is sent by a law firm and contains information that may be privileged and confidential. If you are
not the intended recipient, please delete the e-mail and notify us immediately.

bé
b7C

bé
b7C

bé
b7C




| | bé
b7C

From:

Sent: | Fridav. July 18, 2008 4:02 PM |
To: .

Subject: RE: wirklaw.com

Follow Up Flag: Follow up

Flag Status: Flagged

Categories: Red Category

I:l | think we're onto something with that IP address (24.106.137.147).
Edits from that IP also made changes to Greenburg Traurig's Wikipedia entry.

Also, the Wikipedia user Lawinformationhelper made some unfavorable edits to the content. | have added myself to the
watchlist for the Wikipedia page. We'll see if he slips again.

From:| | b6
Sent: Friday, July 18, 2008 3:41 PM bic
To:|

Subject: RE: wirklaw.com

Awesome,lZl

From[ ] b6
Sent: Friday, July 18, 2008 3:40 PM b7cC
To|

Subject: RE: wirklaw.com
Importance: High

Good news. I've been on the phone for the past hr with a manager @ Godaddy. I've convinced
them to remove the gmail MX records for the wirklaw.com domain until their investigation is
completed.

They would not give me control but they agreed to forward all inbound communications to their
Abuse Dept.

The records have already been removed on their end.

From:| | b6
Sent: Friday, July 18, 2008 2:31 PM b7C
To:| |

Subject: Re: wirklaw.com




‘;«

Lo

k4

Ok, we need to do the same process with google.

When did he set it up?

From:| | b6
To:| | b7C
Sent: FriJul 18 14:26:16 2008

Subject: RE: wirklaw.com
One question. Has the name| lpopped in in anyone else's radar? Apparently this guy (if its his real
name of course) setup a Google Apps account with our name, see the following:

https://www.google.com/a/wirklaw.com/DomainContact?service=ig

From:| | b6
Sent: Friday, July 18, 2008 2:15 PM b7C
To

Subject: RE: wirklaw.com

Excellent... lets keep trying --

And if we have to, show postini the fake e-mail | forwarded around before.

From[ 1] b6
Sent: Friday, July 18, 2008 2:12 PM | b7¢C
To:

Subject: RE: wirklaw.com

We have blocked wirklaw.com from Postini; so no messages from that domain can be sent to
internal users. [___]and T are working to see if we can get Postini to help us in any way since
they own Postini.

From:| | b6
Sent: Friday, July 18, 2008 1:55 PM b7¢C
To:| |

Subject: wirklaw.com

I have a 2:30 till about 4:30is appointment. Given where we are on this at the moment is point for the
police); are point for Google; and is point for GoDaddy, we are 1n a bit of a holding
pattern. I do not know if the bb will work in the building I am going to, so I will try to check in from time to
time.

Thanks

—




d

From: | |
Sent: Monday, July 21, 2008 11:56 AM
To: ‘The Gooale Team'
Cc:
Subject: RE: [#309280483] eps10502
bé
Thank you for your reply. e

We would just like to clarify that in this case, the abuse is occurring from one of your
Google Apps customers who is registered under the domain wlrklaw.com. This person is using
your Gmail services to impersonate members of our firm and send fraudulent messages. We ask
that you suspend this account while you conduct your investigation. If you need addition
information concerning this case, please don't hesitate to contact me at | Jor at
1 | If there is a direct phone line or email address that I can use to
conduct further communications with you, please let me know. Thank you for your assistance
with this matter.

Sincerely,

Wachtell, Lipton, Rosen & Katz

----- Original Message-----

From: The Google Team [mailto:mail-support@google.com]
Sent: Monday, July 21, 2008 1:01 AM

To: | |

Subject: Re: [#309280483] eps1e502

Hello,

Thank you for your report.

We apologize for any inconvenience this may have caused.

When we are notified of such issues, we investigate and take appropriate action if we find

that the Gmail Terms of Use have been violated. To read the Gmail Terms of Use, please visit:
http://mail.google.com/gmail/help/terms of use.html.

We appreciate your concern, and thank you for taking the time to send us your comments.

Sincerely,

The Google Team




I

From: The Google Team [mail-support@google.com]
Sent: Monday, July 21, 2008 1:01 AM

To: l |

Subject: Re: [#309280483] eps10502

Hello,

Thank you for your report.

We apologize for any inconvenience this may have caused.

When we are notified of such issues, we investigate and take appropriate action if we find
that the Gmail Terms of Use have been violated. To read the Gmail Terxrms of Use, please
visit: http://mail.google.com/gmail/help/terms_of use.html.

We appreciate your concern, and thank you for taking the time to send us your comments.

Sincerely,

The Google Team

b6
b7C
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Wachtell, Lipton, Rosen & Katz

From Wikipedia, the free encyclopedia
(Difference between revisions)
Revision as of 14:07, 28 June 2008 (edit)
66.229.106.181 (Talk)
(link)
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Current revision as of 09:13, 4 September 2008
(edit) (undo)
98.206.148.133 (Talk)

(9 intermediate revisions not shown.)

Line 4:
headquarters = [[Image:Flag of the United
States.svg[20px]] [[New York City]] |
foundation = [[1965]] |

------------------------------------------------------------------------------

900000 TP 0000er000IrE0e00000000 a0reses0IEcsIniI0EIe0000E000EsiNetsnttsecessosss
------------------------------------------------------------------------------

practice_areas = General practice |

revenue = $474 million |

date_founded = [[1965]] ([[New York City]]) |
company_type = [[general partnership]] |

Ihomepage=[ http// ....... e T e
- www.wirklaw.com]

-----------------------------------------------------------------------------

"Wachtell, Lipton, Rosen & Katz" is a prominent [[law
firm]] located in [[New York City]]. [[Herbert
Wachtell]], [[Martin Lipton]], Leonard Rosen, and
George Katz founded the firm in {[1965]].<ref>
[http://www1.excite.com/home/careers/company_profile
/0,15 623', 1173,00.htm] The Scoop: Wachtell, Lipton,
Rosen & Katz]</ref> It has for some time been the most
profitable large law firm in the world on a per-partner
basis according to the "[[American Lawyer]['s" annual
[[AmLaw 100 Survey]]. The firm also ranks at the top
of other various surveys, including the [[Vault.com
Associates Survey]] and was ranked as the #1 Most
Prestigious Law Firm to Work For by the
AveryIndex <ref>
[http://www.averyindex.com/2007_best_work_prestigio
us.php 2007 Law Firm Rankings]</ref> Wachtell is
generally considered one of the most difficult law firms
at which to be hired: summer classes at Wachtell
number in the low dozens and are composed of the
strongest applicants from top [[law school]]s. Its
associates are generally paid substantially more than
associates at any other firm in the country. The firm is
smaller, and has a lower associate-to-partner ratio, than
its peer firms, such as [[Cravath, Swaine & Moore]].
Line 21:
*[[Bernard Nussbaum]], partner — Former Counsel to
the President of the United States under the Clinton
Administration

http://en.wikipedia.org/w/index.php?title=Wachtell, Lipton, Rosen %26 Katz&diff=2362...

E homepage = [http://www.wirk.com www.wlrk.com]

Line 4:
headquarters = [[Image:Flag of the United
States.svg|20px]] [[New York City]] |
foundation = [[1965]] |

practice_areas = General practice |

revenue = $474 million |

date_founded = [[1965]] ([[New York Cityl]) |
company_type = [[general partnership]] |

1}

""Wachtell, Lipton, Rosen & Katz" is a prominent [[law
firm]] located in [[New York City]]. [[Herbert
Wachtell]], [[Martin Lipton]], Leonard Rosen, and
George Katz founded the firm in [[1965]].<ref>
[http://www]1.excite.com/home/careers/company_profile
/0,15623,1173,00.html The Scoop: Wachtell, Lipton,
Rosen & Katz]</ref> It has for some time been the most
profitable large law firm in the world on a per-partner
basis according to the "[[American Lawyer]]'s" annual
[[AmLaw 100 Survey]]. The firm also ranks at the top
of other various surveys, including the [[Vault.com
Associates Survey]] and was ranked as the #1 Most
Prestigious Law Firm to Work For by the
AveryIndex.<ref>
[http://www.averyindex.com/2007_best_work_prestigio
us.php 2007 Law Firm Rankings]</ref> Wachtell is
generally considered one of the most difficult law firms
at which to be hired: summer classes at Wachtell
number in the low dozens and are composed of the
strongest applicants from top [[law school]]s. Its
associates are generally paid substantially more than
associates at any other firm in the country. The firm is
smaller, and has a lower associate-to-partner ratio, than
its peer firms, such as [[Cravath, Swaine & Moore]].

Line 21:

*[[Bernard Nussbaum]], partner — Former Counsel to
the President of the United States under the Clinton
Administration

9/9/2008
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*[[Chaim Fortgang]], partner & former Head of the *[[Chaim Fortgang]], partner & former Head of the
bankruptey department - "involved in almost every bankruptcy department - "involved in almost every
headline bankruptcy of the [1990's] and beyond<ref> headline bankruptcy of the [1990's] and beyond<ref>
{{cite web | title=The Sunbeam Boys: In Big {{cite web | title=The Sunbeam Boys: In Big
Bankruptcy Battle It's Chaim Fortgang Vs. Harvey Bankruptcy Battle It's Chaim Fortgang Vs. Harvey
Millers| url=hitp://www.observer.com/node/44042 Millers| url=http://www.observer.com/node/44042
i accessmonthday=April 17 | accessyear=2008 }} : | accessmonthday=April 17 | accessyear=2008 } }
</ref>,<ref>{{cite web | titlte=Wharton’s Inaugural : [Sfref><ref>{{cite web | title=Wharton’s Inaugural
_iRestructuring Conference | : +IRestructuring Conference |
furl=http://clubs.wharton.upenn.edu/wrc/conference/200 ¢ * furl=http://clubs.wharton.upenn.edu/wrc/conference/200
{S/WRCC_attendee_guide.pdf [publisher=Wharton’s { |S/WRCC_attendee_guide.pdf |publisher=Wharton’s
gyl Restuciudng Contrence IPBRSEd v sescomveant  1Ln2UEUTEL Resfmgiuring Conference fpagerd
| accessmonthday=April 17 | accessyear=2008 } }</ref> | accessmonthday=April 17 | accessyear=2008 } }</ref>
*[[Elizabeth Holtzman]], associate — former U.S. *[[Elizabeth Holtzman]], associate — former U.S.
Representative and Brooklyn District Attorney Representative and Brooklyn District Attorney

Current revision as of 09:13, 4 September 2008

Wachtell, Lipton, Rosen & Katz is a prominent
law firm located in New York City. Herbert
Wachtell, Martin Lipton, Leonard Rosen, and
George Katz founded the firm in 1965.[11 It has
for some time been the most profitable large law
firm in the world on a per-partner basis according
to the American Lawyer's annual AmLaw 100
Survey. The firm also ranks at the top of other
various surveys, including the Vault.com
Associates Survey and was ranked as the #1 Most
Prestigious Law Firm to Work For by the Date Founded 1965 (New York _CitY)
AveryIndex.[2! Wachtell is generally considered Company Type general partnership
one of the most difficult law firms at which to be Website www.wlrk.com

hired: summer classes at Wachtell number in the

low dozens and are composed of the strongest applicants from top law schools. Its associates are
generally paid substantially more than associates at any other firm in the country. The firm is smaller,
and has a lower associate-to-partner ratio, than its peer firms, such as Cravath, Swaine & Moore.

Wachtell, Lipton, Rosen & Katz
WacHTELL, LipTON, RoseN & KaTtz

Headquarters ™= New York City
No. of Offices 1
No. of Attorneys 217
Major Practice Areas General practice
Revenue $474 million

The firm is known for its skill in mergers and acquisitions. One of the founding partners, Martin
("Marty") Lipton invented the so-called "poison pill defense" during the 1980s to foil hostile takeovers.
Working both sides of the mergers and acquisitions game, Wachtell Lipton has represented blue-chip
clients like AT&T, Kraft, and JP Morgan Chase.

The firm is also known for its skill in business litigation. It has handled many of the precedent-setting
Delaware corporate governance cases. One of their most recent clients was Larry Silverstein, owner of
the two 110-story towers of the World Trade Center. Videos of another one of the founding partners,
Herb Wachtell, arguing cases in the courtroom are shown in law school classes as examples of effective
trial advocacy.

Contents
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n 1 Famous alumni
» 2 See also

= 3 References

= 4 External links

Famous alumni

» Bernard Nussbaum, partner — Former Counsel to the President of the United States under the
Clinton Administration

» Chaim Fortgang, partner & former Head of the bankruptcy department - "involved in almost every

headline bankruptcy ofthe.[1990'sf] and beyond®1H4] , o

Elizabeth Holtzman, associate — former U.S. Representative and Brooklyn District Attormey

John Coates, partner — Harvard Law Professor

Jed Rubenfeld, associate — Yale Law Professor

Peter Shuck — Yale Law Professor

Janet Langford Kelly — General Counsel, ConocoPhillips

George Postolos, associate — former President and CEO of Houston Rockets

David Lat, associate — Blogger, Underneath Their Robes and Above the Law

See also

= White shoe firms
» The Magic Circle
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External links

» Official website

LawPeriscope Profile

US Top 50/New York: What Marty says...

WLRK Named Top Law Firm for Prestige, Says New Top 100 Vault Guide; Firm Takes Top
Ranking in BestSelling Vault Guide for Fourth Straight Year

Profile: Wachtell Lipton Rosen & Katz
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(cur) (last) O
(undo)

(cur) (last) O
(cur) (last) O
(cur) (last) O
(cur) (last) O
alumni) (undo)
(cur) (last) O
(cur) (last) O

category) (undo)

(cur) (last) O
alumni) (undo)
(cur) (last) O
(cur) (last) O

Page 2 of 3

03:58, 6 April 2008 Lamro (Talk | contribs) (3,972 bytes) (link) (undo)

14:06, 27 March 2008 Lamro (Talk | contribs) (3,968 bytes) (see also) (undo)
19:08, 24 March 2008 68.174.130.10 (Talk) (3,889 bytes) (undo)

21:31, 23 March 2008 ZephyrAnycon (Talk | contribs) (3,816 bytes) (—Famous

14:16, 13 March 2008 38.117.232.33 (Talk) (3,783 bytes) (undo)

03:16, 1 March 2008 Lamro (Talk | contribs) (3,887 bytes) (link) (undo)
15:41, 25 February 2008 Lamro (Talk | contribs) (3,873 bytes) (ref) (undo)
15:41, 25 February 2008 Lamro (Talk | contribs) (3,865 bytes) (reflist is

12:33, 25 February 2008 129.174.226.5 (Talk) (3,685 bytes) (—Famous

11:07, 17 February 2008 Lamro (Talk | contribs) (3,605 bytes) (.) (undo)
11:07, 17 February 2008 Lamro (Talk | contribs) (3,607 bytes) (Famous alumni)

11:04, 17 February 2008 Lamro (Talk | contribs) (3,626 bytes) (link) (undo)
11:03, 17 February 2008 Lamro (Talk | contribs) (3,622 bytes) (.) (undo)

11:02, 17 February 2008 Lamro (Talk | contribs) (3,592 bytes) (flag) (undo)
14:18, 11 February 2008 JSouthern27 (Talk | contribs) (3,516 bytes) (—Famous

02:05, 6 February 2008 Eastlaw (Talk | contribs) (3,398 bytes) (+cat) (undo)
16:09, 25 January 2008 128.135.151.119 (Talk) (3,355 bytes) (alumni,

16:08, 25 January 2008 128.135.151.119 (Talk) (3,311 bytes) (—Famous

14:59, 19 January 2008 207.237.207.148 (Talk) (3,304 bytes) (undo)
23:43, 16 January 2008 Vegaswikian (Talk | contribs) m (3,272 bytes) (Drop

included cat.) (undo)

(cur) (last) O
(undo)

(cur) (last) O
(cur) (last) O

23:03, 15 January 2008 DMCer (Talk | contribs) (3,319 bytes) (grammar)

22:48, 15 January 2008 DMCer (Talk | contribs) m (3,319 bytes) (undo)
01:55, 13 January 2008 209.253.119.2 (Talk) (3,346 bytes) (Undid revision

174742824 by 75.220.72.17 (talk)) (undo)

(cur) (last) O
(cur) (last) O
(cur) (last) O
(cur) (last) O
(undo)

(cur) (last) O
(cur) (last) O
(cur) (last) O
(undo)

(cur) (last) O
(cur) (last) O

21:23, 29 November 2007 75.220.72.17 (Talk) (2,995 bytes) (undo)
21:19, 29 November 2007 75.220.72.17 (Talk) (3,349 bytes) (undo)
21:19, 29 November 2007 75.220.72.17 (Talk) (3,351 bytes) (undo)
10:53, 23 November 2007 ButtonwoodTree (Talk | contribs) (3,364 bytes)

02:07, 16 November 2007 75.220.214.209 (Talk) (3,318 bytes) (undo)
02:35, 15 November 2007 75.195.21.26 (Talk) (3,415 bytes) (undo)
17:27, 10 November 2007 76.188.145.43 (Talk) (3,434 bytes) (—Rankings)

20:12, 31 October 2007 171.66.61.86 (Talk) (4,342 bytes) (—Rankings) (undo)
20:11, 31 October 2007 171.66.61.86 (Talk) (4,353 bytes) (undo)

___Compare selected versions |
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Wachtell, Lipton, Rosen & Katz

From Wikipedia, the free encyclopedia
(Difference between revisions)
Revision as of 14:07, 28 June 2008 (edit)
66.229.106.181 (Talk)
(link)

«— Previous edit

Current revision as of 09:13, 4 September 2008
(edit) (undo)
98.206.148.133 (Talk)

(9 intermediate revisions not shown.)

Line 4:
headquarters = [[Image:Flag of the United
States.svg[20px]] [[New York City]] |
foundation = [[1965]] |

Line 4:

headquarters = [[Image:Flag of the United
States.svg|20px]] [[New York City]] |
foundation = [[1965]] |

----------------------------------------------------------------------

+foum_attorneys = 217 | |

P T e T e e T P P T Y RN Y

practice_areas = General practice |

revenue = $474 million |

date_founded = [[1965]] ({[New York City]]) |
company_type = [[general partnership]] |

------------------------------------------------------------------------------

thomepage = [http://www.wlrklaw.com
“iwww.wirklaw.com]

------------------------------

""Wachtell, Lipton, Rosen & Katz" is a prominent [[law
firm]] located in [[New York City]]. [[Herbert
Wachtell]], [[Martin Lipton]], Leonard Rosen, and
George Katz founded the firm in [[1965]].<ref>
[http://www] excite.com/home/careers/company_profile
/0,15623,1173,00.html The Scoop: Wachtell, Lipton,
Rosen & Katz]</ref> It has for some time been the most
profitable large law firm in the world on a per-partner
basis according to the "[[American Lawyer]]'s" annual
[[AmLaw 100 Survey]]. The firm also ranks at the top
of other various surveys, including the [[Vault.com
Associates Survey]] and was ranked as the #1 Most
Prestigious Law Firm to Work For by the

AveryIndex .<ref>
[bttp://www.averyindex.com/2007_best_work_prestigio
us.php 2007 Law Firm Rankings]</ref> Wachtell is
generally considered one of the most difficult law firms
at which to be hired: summer classes at Wachtell
number in the low dozens and are composed of the
strongest applicants from top [[law school]]s. Its
associates are generally paid substantially more than
associates at any other firm in the country. The firm is
smaller, and has a lower associate-to-partner ratio, than
its peer firms, such as [[Cravath, Swaine & Moore]].

Line 21:

*[[Bernard Nussbaum]], partner — Former Counsel to
the President of the United States under the Clinton
Administration

http://en.wikipedia.org/w/index.php?title=Wachtell

,_Lipton, Rosen_ %26 Katz&diff=2362...

practice_areas = General practice |

revenue = $474 million |

date_founded = [[1965]] ([[New York City]]) |
company_type = [[general partnership]] |

homepage = [http://www.wirk.com www.wirk.com]

3}

"Wachtell, Lipton, Rosen & Katz™ is a prominent [[law
firm]] located in [[New York City]]. [[Herbert
Wachtell]], [[Martin Lipton]], Leonard Rosen, and
George Katz founded the firm in [[1965]].<ref>
[http://wwwl .excite.com/home/careers/company_profile
/0,15623,1173,00.html The Scoop: Wachtell, Lipton,
Rosen & Katz]</ref> It has for some time been the most
profitable large law firm in the world on a per-partner
basis according to the "[[American Lawyer]]'s" annual
[[AmLaw 100 Survey]]. The firm also ranks at the top
of other various surveys, including the [[Vault.com
Associates Survey]] and was ranked as the #1 Most
Prestigious Law Firm to Work For by the
AveryIndex.<ref>
[http://www.averyindex.com/2007_best_work_prestigio
us.php 2007 Law Firm Rankings]</ref> Wachtell is
generally considered one of the most difficult law firms
at which to be hired: summer classes at Wachtell
number in the low dozens and are composed of the
strongest applicants from top [[law school]]s. Its
associates are generally paid substantially more than
associates at any other firm in the country. The firm is
smaller, and has a lower associate-to-partner ratio, than
its peer firms, such as [[Cravath, Swaine & Moore]].

Line 21:

*[[Bernard Nussbaum]], bartner — Former Counsel to
the President of the United States under the Clinton
Administration

9/9/2008
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*[[Chaim Fortgang]], partner & former Head of the
bankruptcy department - "involved in almost every
headline bankruptcy of the [1990's] and beyond<ref>
{{cite web | title=The Sunbeam Boys: In Big
Bankruptcy Battle It's Chaim Fortgang Vs. Harvey
Millers| url=http://www.observer.com/node/44042

------------------------------------------------------------------------------

i accessmonthday=April 17 | accessyear=2008 }}
</ref>,<ref>{{cite web | title=Wharton’s Inaugural
‘Restructuring Conference | :
" turl=http://clubs.wharton.upenn.edu/wrc/conference/200 }
iS/WRCC_attendee_guide.pdf [publisher=Wharton’s

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

| accessmonthday=April 17 | accessyear=2008 } }</ref>

*[[Elizabeth Holtzman]], associate — former U.S.
Representative and Brooklyn District Attorney

*[[Chaim Fortgang]], partner & former Head of the
bankruptcy department - "involved in almost every
headline bankruptcy of the [1990's] and beyond<ref>
{{cite web | title=The Sunbeam Boys: In Big
Bankruptcy Battle It's Chaim Fortgang Vs. Harvey
Millers| url=http://www.observer.com/node/44042

Page 2 of 4

| accessmonthday=April 17 | accessyear=2008 }}
/ref><ref>{{cite web | title=Wharton’s Inaugural
estructuring Conference |
1=http://clubs.wharton.upenn.edu/wrc/conference/200
/WRCC_attendee_guide.pdf [publisher=Wharton’s

augural Restructuring Conference |page=4

| accessmonthday=April 17 | accessyear=2008 } }</ref>
*[[Elizabeth Holtzman}], associate — former U.S.
Representative and Brooklyn District Attorney

Current revision as of 09:13, 4 September 2008

Wachtell, Lipton, Rosen & Katz is a prominent
law firm located in New York City. Herbert
Wachtell, Martin Lipton, Leonard Rosen, and
George Katz founded the firm in 1965.111 1t has
for some time been the most profitable large law
firm in the world on a per-partner basis according
to the American Lawyer's annual AmLaw 100
Survey. The firm also ranks at the top of other
various surveys, including the Vault.com
Associates Survey and was ranked as the #1 Most
Prestigious Law Firm to Work For by the
Averylndex.[?] Wachtell is generally considered
one of the most difficult law firms at which to be
hired: summer classes at Wachtell number in the

Wachtell, Lipton, Rosen & Katz
WacHTELL, LiPpTON, ROoseEN & KAtz

Headquarters ™= New York City
No. of Offices 1
No. of Attorneys 217
Major Practice Areas General practice

Revenue $474 million

Date Founded 1965 (New York City)

Company Type general partnership

Website www.wlrk.com

low dozens and are composed of the strongest applicants from top law schools. Its associates are
generally paid substantially more than associates at any other firm in the country. The firm is smaller,
and has a lower associate-to-partner ratio, than its peer firms, such as Cravath, Swaine & Moore.

The firm is known for its skill in mergers and acquisitions. One of the founding partners, Martin

("Marty") Lipton invented the so-called "poison pill defense" during the 1980s to foil hostile takeovers.

Working both sides of the mergers and acquisitions game, Wachtell Lipton has represented blue-chip

clients like AT&T, Kraft, and JP Morgan Chase.

The firm is also known for its skill in business litigation. It has handled many of the precedent-setting
Delaware corporate governance cases. One of their most recent clients was Larry Silverstein, owner of
the two 110-story towers of the World Trade Center. Videos of another one of the founding partners,

Herb Wachtell, arguing cases in the courtroom are shown in law school classes as examples of effective

trial advocacy.

Contents
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= 1 Famous alumni
n 2 See also

» 3 References

= 4 External links

Famous alumni

= Bernard Nussbaum, partner — Former Counsel to the President of the United States under the
Clinton Administration
= Chaim Fortgang, partner & former Head of the bankruptcy department - "involved in almost every

headline bankruptcy of the [1990's] and beyond!*I*] ) o
Elizabeth Holtzman, associate — former U.S. Representative and Brooklyn District Attorney

n

» John Coates, partner — Harvard Law Professor

» Jed Rubenfeld, associate — Yale Law Professor

= Peter Shuck — Yale Law Professor

= Janet Langford Kelly — General Counsel, ConocoPhillips

n George Postolos, associate — former President and CEO of Houston Rockets

» David Lat, associate — Blogger, Underneath Their Robes and Above the Law
See also

= White shoe firms
= The Magic Circle
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External links

= Official website

» LawPeriscope Profile

US Top 50/New York: What Marty says...

= WLRK Named Top Law Firm for Prestige, Says New Top 100 Vault Guide; Firm Takes Top
Ranking in BestSelling Vault Guide for Fourth Straight Year

= Profile: Wachtell Lipton Rosen & Katz
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Created on: 27-Jun-08

Expires on: 27-Jun-15
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} set_type=ANY,
sullcromlaw, com

Server- brddcon2. wirk. com

Address: 192.7.2.168

Non-authoritative answer:
sullcromlaw, com internet address = 72.167.131.75
sullcromlaw. com nameserver = ns09.domaincontrol.com
sullcromlaw. com nameserver = nsl10.domaincontrol. com
sullcromlaw,. com
primary name server = ns09.domaincontrol. com
responsible mail addr = dns.jomax.net

serial = 2008071700
refresh = 28800 (8 hours)
retry = 7200 (2 hours)
éxpire = 604800 (7 days)

default TTL = 86400 (1 day)
sullcromlaw. com MX preference
sullcromlaw. com MX preference
sullcromlaw. com MX preference
sullcromlaw. com MX preference
sullcromlaw. com MX preference

aspmx. 1.google. com
altl. aspmx. 1. google. com
alt2.aspmx. 1.google. com
aspmx2.googlemail. com
aspmx3.googlemail.com

mail exchanger
20, mail exchanger
30, mail exchanger
40, mail exchanger
50, mail exchanger

Hunun II
I T T

ns09. domaincontrol. com internet address
nsl0.domaincontrol. com internet address
aspmx. 1. google. com internet address
aspmx.1.google. com internet address
altl.aspmx. I.google, com internet address
altl.aspmx. 1.google. com internet address
alt2, aspmx. 1.google. com internet address
aspmx2.googlemail.com internet address
aspmx3.googlemail.com internet address
>Jgreenbergtraurigraw, com |

Servers " brddcon2 wikTcom

Address: 192.7.2.1 -

64.202.165.114
208.109. 255.5 (
66.249. §3.114
66.249. 83.27
64.233.183.114
64.233.183.27
72.14.253,27
209.85.135.27
64.233.167.27

LI T (T 1 [

Non-authoritative answer:
greenbergtrauriglaw. com internet address = 68.178.232.100
greenbergtrauriglaw. com nameserver = ns51.domaincontrol. com
greenbergtrauriglaw. com nameserver = ns52.domaincontrol. com
greenbergtrauriglaw. com
primary hame server = ns51. domaJncontrol con
responsible mail addr = dns.jomax.net
serial = 2008062100

refresh = 28800 (8 hours)
retry = 7200 (2 hours)
expire = 604800 (7 days)

default TTL = 86400 (1 day)
greenbergtrauriglaw. com MX preference
greenbergtrauriglaw. com MX preference
greenbergtraurigliaw. com MX preference
greenbergtrauriglaw, com MX preference
greenbergtraurigliaw. com MX preference

aspmx. 1.google. com
altl. aspmix. 1. google. com
alt2. aspmx. 1, google. com
aspmx2.googlemnail.com
aspmx3.googlemail.com

10, mail exchanger
20, mail exchanger
30, mail exchanger
40, mail exchanger
50, mail exchanger

208.109.14.47
208.109. 255. 26(—--—ﬁ —
209.85.135,27 ‘
64.233.167.27

W nnu
e nun

ns51.domaincontrol.com internet address
ns52.domaincontrol. com internet address
aspmx2.googlemail.com internet address
aspmx3.googlemail. com  internet address
»wirkliaw. comt
Server: brddcon2.wirk. com
Address: 192.7.2.168

© 1w

Non-authoritative answer:
wirkTlaw. com nameserver = nsl.suspended-for.spam-and-abuse. com
wirklaw. com nameserver = ns2.suspended-For. spam-and-abuse. com

nsl. suspended-for. spam-and-abuse. com internet address = 64.202.167.73 ‘4|E—f~”_
ns2. suspended-for. spam-and-abuse. com internet address = 64.202.167.74
=

Carlo Mauro e chief Technologist

WACHTELL, LIPTON, ROSEN & KATZ

51 West 52nd Street @ New York, NY 10019

(212) 403-1540 (Direct Phone) e (212) 403-4540 (Direct Fax)
cmauro@WLRK.com e www.wirk.com e vCard




T g T3 T P RO T TR0, W S0 AP o 13 RTINS o N AN AL PRSP WIS P I AT b AT P SN, o

1o
It

ED-340(Rev. 4-11-03}

M 2oosto —/#e

File Number

Field Office Acquiring Evidence ﬁNw/ "ieﬂk ,

Sérial # of Originating 'Documrnt-

Date Received ... QQ“G ZOQ{

From ] e e s
¢ uvamoorcontributor/Interviewee):

(Addréés)i
(City and State)
By’ g“'
P v
ToBe Returned [J Yes &1 No
Receipt Given  [J Yes No ;

Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Criminal Procedure

[ Yes No
Federal Taxpayer Information (FTT)
O Yes No
UNSUB(s)

Title: Sullivan & Cromwell LLP;
Wachtell, Lipton, Rosen &Katz;
Greenberg Traurig, LLC - Victims
CIp
OO:NY

Reference: %%‘@_/

(Communication Enclosing Material)

Description: ™JZ]  Original notes re interview of

< |ntriod of

ot Qladlesta

-

: ) ;

b7C

b7C




ot e
. ™
— Grenbory Trowig, LP j0s0m

/
13D Wysone Boullitnd, 5 TE 126D
Me ban, VA 2102 )

- @‘7/{ - ZC. P\pl& M«e ‘G’Q,/v\ igc
- He pac. ol Qoun dloreloldoy ,
- B Cortroked by bowle c(,L:w amal) | o ondd |

{

Aldy puthosin, oz . ca/,&é’cl
. dﬂ(zﬂ«ﬁmmﬂp L oty Alewet 4 [ ] cotled
-~ s wA 0061,(),
Jelled o, LOVL“‘(;\\!(?N’/A “l/lmwo\/\ Gom U hert
18 awflopyes . ( , g
’ = gpé,A %w»’lb MQ[ hece b7C
L w/ kf’ﬁ%m o A wep dbat

Emel| acconts (T — @ ren Novrnq los .coun_
soid Lo wts & Supanar clevk Lt GT and
ek T v Ghing g e b pogit cued
noeded ﬁ el s b e
~ alked Goacle fowamme Occonn Presacebigps
Wm’ Em*ja?@a/ S L
L ofsdnt % Hhf
,M%W@l om D A [ow#») Cloce
' %)Qv‘af@ﬁ U»& @"HW@W\- v chons of W(,Lsf/(;
e NOf @/LMH\“‘ij;ZM (M?@ WJ |
—Lor sone \wuns, Jir W(;i{% wne CL%gcc/v/”D
b btse @ greenlosigtramgl - o
; e ook o 1
O sont pawtd - Nok yll chgulnelducs , bt mads wp
‘)Ow[ le @—é VIS%' ,,J/W( :gc
Mgee (88 hod o dake omail
- hes wo \hstey Undser at- G
~L_ Hhwd o boren disussion bourd oith 2 pumisg
ALOVnL WM—W\J up (,\QJ.Q"&K -Qvow\- LMo TG, )
- p’l" \M/\(){{* pg.\n"’ M ?ﬁwngﬁ éw»cl 1T

, Dot Yavplned.
L - o cood Pl Yoo Lo gl Loy e
- didnd cee Oy diond dehe WMMD%B, VLOCQW/

&am?now\f&j) ble. B Copamed US[ um‘ﬁ’é‘? HHe

s |



- olid

= Did & pde of
romosell ze
. @m Irc Ml/c?w‘/ @

(22, sued pperont o begghe—6-
O coparsghnt Sheth, St v St AW.M .

) GQDWLM,‘M WVOL\ @-P @mméprﬁ_/ﬁ,wg‘ﬂ _a;'slcj

- ,Wu&( ﬂlbyl/\ CL\JC&@O ; d@éé (Aﬂ/lo /?/(0&/(4
Lorunsic “\’QP‘C ol b — Gof Wm ?M(,/bl‘/fd

M\m\ﬂ]m% liwotour norde L2

T-g)\/‘(/‘/] | (O CLWl?ﬁ,//v‘(‘\f\nq W&,‘ Yt o b7C
Yo

y oll Mo

.QMWJ}(%/ S0
—L >3

W oo 0vr{/

S
Tone U gvobui) st Shect doun.
we d o agglenp disunssi on p,vﬁhvj

Brown am, momua@pneil -com . dells e ot My

QO@U\L QG‘VV‘H"V@ drzx/\» b JDMI/\

N @W% Wbl&w LOUA
~ Lo [0s$4, dzc&/d— %MP&C;/ M (/[W«B /J'%J'/' Lina

1.




YIRS

‘ 'i=1)-340 (Rev 4-11-03) ‘ ‘ 5

Came

Field Office Acquiring Evidence

Serial # offOrigi’na.ﬁhg Document ___ - /( , ok
Date Received __.. .. A4S \% 709% I e

From s : b7C
————————(INaTC OT COUNTITOmOT I terViewee ) T T

.

(AddreSS-)
- (City and State)
By ' Sgb( .
To Be Returned [] Yes B4 No
Receipt Given [ Yes B N§
Grand Jury Material + Disseminate Only Pursuant to Rule 6 (&)
Federal Rules of Criminal Procedure
Il ~Yes [~ No
Federal Taxpayer Information (FTT)
- [ Yes fA No
UNSUB(s)

Title:  Sullivan & Cromwell LLP;
Wachtell, Lipton, Rosen &Katz;
Greenberg Traurig, LLC - Victims
CIP
OO:NY

Reference: N ~Z2oar

(Comrnunication Enclosing Material)

Description: 4 Original notes re interview of

TMMQW\;? 4> pode ot S DU “
Tl be ww«A ’G(- ' b7C




¢
, ——_—
00600

deoebocosncece

\&(x%{og JozoAM

Rvi@};@iﬁé@zﬁ ES

bé

o puwthend Pose Bow Town (gt Wodk o

U(Z(D:s & S 457

_pustloend 1 ity o

LA Do(f«? Ces d e

4@_‘@,(&5“‘” 5 é;_,b'7c

S ’ e -
1927 Vodume 6 H— cdad —_ e
= Lax J_u&v_é,j“ DMLAA\L - e
i =l (0% 132 dml4sT. Lo T acZJéL -
S T Sadidy TN e

o T
_ _EIs o




R

PXrd fwth 20
T ol PR, e B ax&MMM&ﬂWWWwWVWWWWWWWWMWM‘ w ‘?"“WW

FD-340{Rev. 4411-03),

File Number a%%/ﬂ( N Y—- ?005”7@(‘/ o
) “(\’\\ O\m‘
Serial # of Origimating: Documenf. it ':, i

Date Received o3 I o5 \(QOO@(

'Fi'el‘ci‘office‘Acquirngvidence p

| b6
From _ ) b7C
FaN? L0 cnsataianll g

rviewee)

(Address)
) " F\ or \. d cl
- (City and State)
By A
ToBeReturned [ Yes X No -
| Receipt Given [ Yes % No
\ Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules of Criminal Procedure
[d Yes X No
Federal Taxpayer Information (FTI)
0 Yes ﬁ No
Title:
\
|
!
Reference: _ _
(Commyumiation Enclosing Material)
‘\’ Descrintion: X Original nates ve interyiew of

, h7C




oz ¢

/D ?(Otl’.’flvr ciad c}1°r;('m°;/\ ]

b6
b7C

& Vyews  Adeon, /

Aol engnser_ Blec ens. by Arde

a3

|

4
/
—

o

S u,,'(@lc-v_ @ h,cme-—' Maem  wo S oasecer —

I/’,‘

‘\J\'&\ )€CU(ZJ(‘ @)\ % e A reker cpaAd

fha b ey vnsecirz

L frhlect oy, N Phene, Pt

Oreblopms wiH Cq \T

hey Ceacvr s oq _LIE

L o oo g lewsd . Wite hef

bfou"\ \\Ajvf>/= “\\f}/ﬁu - (e L—l‘iﬂgmf{rc“

JINg v \C(:’c,\dt/ Men— TN ~ i Eue ot

Z;/A\ Neme (- |«plhy

|3 \qwhp = Sy \alps

Seea [zl asy

- & P(fCSOhhu

1 OQJ"( )"Lﬁ ‘l/\ ‘,\,'_[ o/lL‘)L{ZC :‘S@(/\ Q/ h“'{"‘cWh

—~ W M ofc_gq \4\‘

’-’SC(\ doc/ }\Cmu,f//)< = Rfﬁc/\"& MCQ\,‘/@/

L S 01{7""4’ o {lee, (2 s de )

L W e ne L) exfoloxce

S




,\NQ MW,:/ P@:oqs( ng\ ?CCV-’\*"—$,

- Used \viXtiPedie @ pen¥nS  aye o ew

Wi ubed v,

= [\LS) f\‘-/—. ) \‘@‘ b\f—g\ e ("‘-‘\/)\ e~ ‘ﬁ'l"J

L?"CVJ\ )‘69‘

T V\.{‘/ e ”\ TN G \;Z«./’_' gz ,7J \./" 6.g. D.—g) N ed— h‘nw

= Hetve C’Ltc\’zc«/(_ emeai \ Leoq G—Mgg ).
N

L&

b6
b7C

JEm——

‘-Sf"'ot\(~ Wever Ny bcz\ cn Sl L

A

e Cagrep

W—/a/’f

= Sommary dewn > FTaee €\
e

B




v!*\kjo NS N NQV( /A-\\-qn&‘f QG%JC‘A

R4 !

“'LE)"H") AU cn hy \erg# foet)@ﬁcq.

= Vo Cetalr WMok Ne ey CA A

achie.

(¥

;)C/-\ C‘CC}(\)‘ q,a o/w')_ We \l/ S)L"»?-/ ‘\4%—

e G deen s heve fofats sver

b6
b7C

@Ar\ohce@:? scheels " L in ety crdf

(\7/\(_,4 e -

)I' yd

T Son ke Yo el Lihe W~ of}ecww’l“r_.

LU Amible o AN Al e qus

S new geb BB [ haen\ due opdta
wroyy

CC/(\/./J’Z/ Q"_‘ W\T o UJ‘/Q , \ '\/ (g | . l"{“\d "--—

(05? t\’\, l

e ene hw "’S)(’{ g

- (/(4\.}&:[’( {CZJI\ \((W h‘?’ /IV)‘ l““SJC/( I WI"LL\

wurh  mpeker,

= WG 07,,\\'\['0/; 7 L 5//\ ~\\(g_\)4""

T Cah oF Areiis, Wer 7 ,r;Au C,Q//( : O[oc(_(" {2~

X-I nar \ ¢ bo,,\ \/(:

1%




LMo i) gl Soihe s G Jen Wil

¢ e

| Ghene— Q/ \”AU \f}\O\c A\LT

_7’1

wike ey (Cheaqe G e N

= ne cell 0)’Ia‘r<c e+ ol

\...< Sene DrRes s oA +l\c_ ’/)—)?o/nci o Lme_ higns

A~ )me \’2,‘0)

- S@m Fncws  he & OPC/c[/IS

(\aF Cer 3I-—”u N &(C;(_L\7 ("\W\ \}‘(/V@ P<€L( L;/"l Yohne

,.g!é (A ex

hen = i o @ Raes

T U/e‘ﬂj,‘ "Q—

LM Posns! She. Hu e, S

—'SJJ“C‘/\* sgh ¢ iy webn' Fe,

b

ﬁ!\c\\—{_c,_ \C((}‘vf ez \(’{()j- e O(H,V(c/an{

@\hﬁﬂ\)

’-‘\('._,\,;( A-\\'[Q_S ‘QM-X? (4,.,['[\ )’\1(/")

S,

[l dreel o @Amy chreog.

V-/ ‘[Q_ Ack V‘\vek */I C(-f e « ~ h dﬁf)/fl/.

X @l cge he L credis Pt Pk ciged =
1’\/6{

- N crelit~ C‘VV(Q ] L‘? “YCo F e

w Gely G 3‘LL@[«/( . g.mu\ ‘jr(ﬁk C%/"’(

& 3 9 ad o y@‘/‘ S e foli, Sen Prilue

—

onne  Meao ek Crfve . oA

—

A«j/k o€ -\\foz/.cl@/( L,Z,p( il @v,{ﬁgu ﬁc/[’! M[“C;/ém\?




UPLOADED
WITHTEXT

WITHOUT TAKT
BY,

A L@g\o@

2¥03-Cocgle vpd

7eh - X{-300 530 ~

SEARCHED__%
SERIALIZED_ \"JLeD.

D_T)—,

77/% 19 2008

EW YOR

aw.;

bé
b7C




U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to 26 Federal Plaza
File No. New York, NY 10278

August 19, 2008

Google

] . b6
| b7C
1600 Amphitheatre Parkway, Building #47

Mountain View, CA 94043

via facsimile:l

RE: sullcrom@gmail.com

Dearl L

Pursuant to Title 18, United States Code, Section
2703 (f), you are directed to preserve all records and information
in Google's possession including, but not limited to, accounts,
logs, files, communications, email messages, programs, client
account records and any other documents pertaining to the email
address: sullcrom@gmail.com.

This request is made in anticipation of an appropriate
judicial order requiring the production of all information
(including content) pursuant to the Electronic Communication
Transactional Records Act, 18 U.S.C 8§ 2701, et. seqg. Pursuant
to Section 2703 (f), you are required to preserve these items for
a period of ninety days. This period is subject to renewal.

Please be advised that your failure to comply with this
request may subject you to criminal penalties. As this request
is made pursuant to an ongoing criminal investigation, you are
requested not to disclose this request to anyone. If you have
any questions or need additional information, please contact
Special Agent | | b6
b7cC

Sincerely,

David A. Cardona
Special Agent In Charge

Supervisory Special Agent
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to 26 Federal Plaza
File No. New York, NY 10278

August 19, 2008
Yahoo! Inc.

701 First Ave, Bldg. D
Sunnyvale, CA 94089

via facsimile: b6
b7C

RE: sullcrom@yahoo.com

Pursuant to Title 18, United States Code, Section
2703 (f), you are directed to preserve all records and information
in Google's possession including, but not limited to, accounts,
logs, files, communications, email messages, programs, client
account records and any other documents pertaining to the email
address: sullcrom@yahoo.com.

This request is made in anticipation of an appropriate
judicial order requiring the production of all information
(including content) pursuant to the Electronic Communication
Transactional Records Act, 18 U.S.C §§8 2701, et. seq. Pursuant
to Section 2703 (f), you are required to preserve these items for
a period of ninety days. This period is subject to renewal.

Please be advised that your failure to comply with this
request may subject you to criminal penalties. As this request
is made pursuant to an ongoing criminal investigation, you are
requested not to disclose this request to anyone. If you have
any questions or need additional information, please contact
Special Agent |

Sincerely,

David A. Cardona
Special Agent In Charge

b6
b7C

Supervisory Special Agent
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FD-542 (Rev. 04-29-2008) . .

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/20/2008
To: New York Attn: (C-37
From: New York

Squad C-37/Cybher Criminal
" Contact: SAl bé

b7C
Approved By: | 1%@0// '

Drafted By: | lpb@@

Case ID #: 288A-NY-300570 (Pending)

Title: UNSUB(s)
Sullivan & Cromwell LLP;
Wachtell, Lipton, Rosen & Katz;
Greenberg Traurig, LLC - Victims
CIp
00 :NY

Synopsis: Claim Statistical Accomplishment

Details: On August 20, 2008, SAl| lsent out a b6
2703 (f) letter to Google, 1600 Amphitheater Parkway, Mountain e
View, CA, 94043, and to Yahoo!, Inc., 701 First Avenue #D,

Sunnyvale, CA, 94089.




To:
Re:

New York From: New York
288A-NY-300570, 08/20/2008

Accomplishment Information:

Numbexr: 2

Type:
ITU:

CIP 2703 (f) ORDER SERVED

CIP

Claimed By:

SSN:

Name:

Squad:

c37

bé
b7C
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To: New York From: New York
Re: 288A-NY-300570, 08/20/2008

LEAD (&) :
Set Lead 1: (Info)
NEW YORK

AT NEW YORK, NEW YORK

Read and clear.

*
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FD-919 (Rev. 06-05-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 9/08/2008
To: New York
From: New York

C-3

Contact: | : bé

b7C
Approved By: | |PfZ////
Drafted By: | | |
Case ID #: 288A-NY-300570 (Pending)
188B-NY-294567-C  (Pending) — | Z(,

Title: VICTIM NOTIFICATION FORM

Synopsis:
Reference:
Details:

VnsCase$:

Computer Intrusion

288A-NY-300570 Serial 1

288A-NY-300570

CAgtName: |

PContact:
BusName

|
Business
Sullivan & Cromwell LLP

BusEIN
BusAcct
VicFirN
VicMidN
VicLastN:
SSAN
VicDate
VicDOD
VicMinor:
DOB
Race
Sex
Addr
Addr2
City
State
Country
Zip
Email
HPhone
Fax




To:
Re:

VWrkAddr:
VWrkadd?2 :
VWrkCity:

VWrkStc

VWrkCtry:

VWrkZzip
WEmail
WPhone
WFax

VicPager:

NOKFirN
NOKMidN

NOKLastN:

NOKRel
NOKAddr

NOKAddr2 :

NOKCity

NOKState:

NOKCtry
NOKZip

NOKHPho
NOKWPho
NOKHFax
NOKWFax

GrdFirN
GrdMidN

GrdRel
GrdAddr

GrdCity

GrdCtry
Grdzip

GrdHPho
GrdWPho
GrdHFax
GrdWFax

PropRet
TotLoss
Lang.

Disable

New York From:
288A-NY-300570,

NOKHEmal :
NOKWEmal :
NOKPager:
GrdLastN:

GrdAddr? :

GrdState:

GrdHEmal:
GrdWEmal :

GrdPager:

New York
9/08/2008

125 Broad Street

New York
NY

Us
10004-2498

2125584000

N
000000000




To: New York From: New York
Re: 288A-NY-300570, 9/08/2008

*
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FD-302 (Rev. 10-6-95)

1 =

FEDERAL BUREAU OF INVESTIGATION
e

.

o

s

Date of transcription

08/25/2008

bé
b7C

5

CROMWELL, LLP law firm,
10004 - 2498

| of SULLIVAN AND

ez " et e

125 Bfoad Street, New York, New York,
business teleph@ﬁe number and| |
‘Partner at. SULLIVAN AND CROMWELL, LLP (S&C),. business
hone number were interviewed at the AsSsistant
United States Attorney'éfoffice in the Southern District of New
York, 1 Saint Andrew's Plaza, New York, New York, 10007. Also
present was [:::::::::;jf

bei ' i

Computer Scientist with the FBI. After
and

ng advised of the Fdentity of the interviewing Agents,
EE::::::]provide97the following information:
g che &

on July 17, 2008, an E-Mail was sent to [ |

a partner at S&C, from a partner at WACHTELL,
LIPTON, ROSEN, AND KATZ (WLRK) law firm. | | forwarded the E-
Mail to ] and explained that he found the E-Mail suspicious
because the return E-Mail address had a domain name of '
"wlrklaw.com." The correct domain name for WLRK is "wlrk.com."
subsequently did a search of the S&C computer gateways and
found that three S&C partners, |

received the same or a similar E-Mail from the same

-

bé
b7C

source.

bé
b7C

On July 24, 2008, an E-Mail was sent to|
an Account Executive at HUBBARD ONE, a firm that assists S&C with
maintaining its website, asking for all the existing files for the
www.sullcrom.com website in a compressed folder (.zip format). The
E-Mail was signed 1 | Sullivan & Cromwell." The writer
of the E-Mail stated that he was the new IT Department Team Leader
and that S&C was thinking about moving to a new website.

[ 1 firs

2008, when

|

b6
b7C

t came to know about the computer intrusion on

of

August 6,

WLRK,

called him and advised that the S&C entry on

www.wikipedia.com (WIKI) had been changed on July 26,
reflect incorrect information about the firm.

2008,

Specifically,

to
the

link to the S&C website found at the end of the WIKI entry was

changed from www.sullcrom.com to www.sullcromlaw.com.

clicked the www.sullcromlaw.com link found in the WIKI entry,

When

the

web page www.sullcromlaw.com opened and resembled the legitimate

S&C website. However,

lawyers had been changed. Between July 26,

the contact E-Mail addresses for some 700
2008 and August 14,

8/19/2008

Investigation on

New York, New York

at

File # 288A-NY-300570 Date dictated

SA
SA

i

by

This document contains neither recommendations nor conclusions of the FBI.
it and its contents are not to be distributed outside your agency.

It is the property of the FBI and is loaned to your agency;




RV |
FD'302a (Rev. 10-6-95)

288A-NY-300570

Continuation of FD-302 of | | ,On 8 / 19 / 2008 , Page
2008, had to change the link in WIKI multiple tﬁmgﬁ_bﬁcause
someone kept changing it back to www.sullcromlaw.com.

informed [ ]that the WIKI entries were changed for WKLR, S&C,
the law firm GREENBERG TRAURIG (GT), and that the changes were made
by a user with the same IP address.

discovered that www.sullcromlaw.com was being
hosted through www.godaddy.com (GODADDY). On August 8, 2008, S&C
sent GODADDY a copyright infringement claim in order to shut down
www.sullcromlaw.com. GODADDY subsequently removed the
www.sullcromlaw.com website from its servers. Additionally,
attempted to have sullcrom@google.com removed by contacting GOOGLE.

On August 13, 2008, | | notifiea [ |
that although www.sullcromlaw.com was registered with GODADDY,

GOOGLE APS was used for E-Mail.

[:::::]advised that the 8&C, WLRK, and GT law firms all
handle large corporate mergers and acquisitions. Sometimes large
companies communicate with S&C personnel via E-Mail to discuss
future merger and acquisition plans. thinks that someone
may be trying to phish the legitimate S&C website, intercept E-Mail
messages, and possibly obtain insider information. [::;;:]stated
that no blackmailing attempts or personal threats have been
directed towards any S&C personnel.

When asked if [ ]is aware of any disgruntled current
or former employees, or any employees who have been recently
terminated, he stated that he did not. | | stated that [ 1

b6
b7C

bé
b7C

b6
b7C

b6

b7C

b6
b7C

e
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FD-302 (Rev. 10-6-95)

-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 09/17/2008

257
I |
| | LXR Luxury Resopte and Hotels, 475 Seagate
Drive, Naples, Florida, 34103-2413, /k jone numberx
cellular telephone numbe was interviewed__

Telephonically.  After being ad¥ised of the identity of the
interviewing Agent, [::::;;]wﬁ}ov1ded the following information:

Internet Protocol (IP) addresses 65. 2@@ﬂf46 210 and
65.244.146.212 are assigned to The.N@pleg_grand Beach Resort,
Naples, Florida. 65.244.146.210 is a privaté IP address used as an
internal gateway to the internet. 65.244%146.212 is a public
address that was assigned to a particul@r user at a particular
time. When resort guests wish to connect to the internet from
their personal computers, they log on to the resort's internet
access page, f£ill out an online form with information such as their
name and room number, select a billing method, and pay for internet
access. Internet access for a 24 hour period can be purchased for
$10.95. Guests may choose to purchase internet access for a longer
time period and are subsequently billed accordingly. [ |has
access to logs that record the IP and internet traffic within the
Naples Grand Beach Resort computer system and can see what resort
guests utilized those IP addresses.

stated that at approximately 3:36 P.M. on August
9, 2008, a resort guest utilizing IP address 65.244.146.210 paid
$10.95 for 24 hour internet access. On the online form, the guest
used the name | | and room number 1205.

[ lstated that at approximately 3:52 P.M. on August

9, 2008, a resort guest utilizing IP address 65.244.146.212 paid

- $10.95 for 24 hour internet access. On the online form, the guest
used the name | | and room number 1205.

[1] added that according to the 1oge, it appeared
that on both occasions, [ | billed the $10.95 to room number

1205.
Investigaton on ~~ 09/15/2008 at New York, New York (telephonically)
File # 288A-NY-300570 Date dictated
by SA | |
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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288A-NY-300570
PB:pb

=

On September 17, 2008, Federal Bureau of Investigation
Special Agent| |requested a Florida Department of
Motor Vehicles driver's license photo for | |
Florida driver's license number [ _ b |
provided a copy of the photo via E-Mail.

<13
b7C
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288A-NY-300570
PB:pb

[

On September 22, 2008, Federal Bureau of Investigation
Special Agent | | requested a Florida Department of
Motor Vehicles driver's license photo for
Florida driver's license number

provided a copy of the photo via E-Mail.

[}
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Automated Serial Permanent Charge-QOut

FD-5a (1-5-94)
Date: 09/29/08 Time: 08:12

Case ID: 288A-NY-300570 Serial: 11
Description of Document:

Type : FD302
Date : 09/24/08

To : NEW YORK
From : | ] ‘ b6
Topic: INTERVIWE OF | b7C

Reason for Permanent Charge-0Qut:

Case Agent is going to revise document

Employee:l |
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FD-302 (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION -

Date of Mnscﬁpﬁon 09/24/2008

_ _| GREENBERG
TRAURIG, LLP (GT 1750 Tysons Boulexard, Sujte 00 MclLe

Lrginia 02. busipess telephong pumber cellular
elephone pumber 1 | /was interviewed at the New York

field office of the FBI, 26 Feddral Plaza Drive. New York. Ney ’&\
with

York, 10278. Also present wae
the FBI. After being advised of the identity of the interviewing
Agents, [__ ] provided the following information:

On June 25, 2008, E::::] learned that | | a
shareholder of GT, received a phone call from a representative of
Google concerning the purchasing of a premium support service in

the amount of $25,000. ted Google representative
phone number who_informed him that a

person by the name of contacted| | to set/ up about 40

E-Mail addresses with fiame of GREENBERGTRAURIGLAW.COM.

explained to[___] that he was a summer clerk:
that GT was setting up new web pages and needed new
accounts. Additionally,[:::::farequested Google ve the accot
to premium support for the amount of $25,000. provided |
with a credit card number for the purchase. The credit card
payment did not go through. At that time, Google contacted[::::]

[__Jthen found the website WWW, GREENBERGTRAURIGLAW.COM,
and noticed that it was almost identical to GT's legitimate
website, GTLAW.COM. When[__ Jutilized the search function of
GREENBERGTRAURIGLAW.COM to locate GT lawyers, he saw that their
contact E-Mail addresses had changed to the GREENBERGTRAURIGLAW.COM
domain.

[[] advised that GT never had a summer intern or

employee named | || |[did a Google sear ated
a posting on a Korean discussion board from user name
requesting help with setting up websites. On June 27, 2008,

located a Google Apps discussion posting from MORGERAQGGMAIL.COM.
The poster stated that his/her domain's account

(GREENBERGTRAURIGLAW.COM) was disabled, and that he/she was the
administrator.

Investigation on 09/24 /210 08 at New York, New York

File # 288A-NY-300570 Date dictated
BA
by SA
This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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288A-NY-300570

. b6
Continuation of FD-302 of |:| ,On 09 / 24 / 2008 , Page 2

b7C

On or about June 27, 2008, | | a GT shareholder
from Chicago who does computer forensic work for GT, had the
GREENBERGTRAURIGLAW.COM shut down.
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Date: 11/13/08 Time: 15:29
Case ID: 288A-NY-300570 Serial: 13

Description of Document:

Type : FD302
Date : 10/06/08

To : NEW YORK
From : | l bé
TOpiC: WWW . DOMAINTOOLS.COM UTILIZED TO PERFORM DNS LOOKUP b7cC

Reason for Permanent Charge-Out:

Inadvertently serialized into document

Employee: | |
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FEDERAL BUREAU ‘OF INVESTIGATION

Date of transcription 09/22/2008

, I | WACHTELL,
LIPTON, ROSEN & KATZ ("WLRK") law firm, 51 West 52nd Street, New

York, New York, 10019-6150, telephone number | | was
interviewed at his place of employment. Also present from WLRK
were | |
[
]
|
I Also present
trom the Federal Bureau of Investigation was | } Computer
Scientist After being advised of the identity of the interviewing
Agents, and the other WLRK employees provided the following
information: '

On or about June 28, 2008, an anonymous user made changes
to the WIKIPEDIA.COM entry for WLRK. The same user IP address also
made changes to the WIKIPEDIA.COM entries for SULLIVAN AND
CROMWELL, LLP ("S&C"), and GREENBERG TRAURIG, LLP. The most
notable changes were the changing of the hyperlinks to the law
firms' websites. The links were changed to reflect incorrect
domains.

E::::]stated that on June 30, 2008,[:::::] last name
ﬁuﬂﬁnﬂﬂlh41_:ﬂnIﬁﬁﬁnLaiixﬁ_QI_HQSILXQN*CQM*]contacted| |
at WLRK, to pay for the
registration of the WLRKLAW.COM domain. | | passed the
information on to[____] who found this strange because WLRK hosts
their domain internally. WLRK's domain is WLRK.COM and not
WLRKLAW.COM. According to| L the person who tried to register
WLRKLAW.COM had a Florida IP address, and gave the E-Mail address

| | with telephone number | |as contact
information.

On July 01, 2008,[::::] contacted WLRK management and
made them aware that someone phished the WLRK website. [____ ]also
discovered that GODADDY.COM was hosting WLRKLAW.COM. The
WLRKLAW.COM website was identical to the legitimate WLRK website.
However, the WLRKLAW.COM website's "lawyer search" function didn't
work correctly. It was discovered that a JOTFORM.COM form was used
as the code for the WLRKLAW.COM search function.

Investigation on 09/09/2008 at New York, New York

File # 288A-NY-300570 Date dictated
SA
by SA
This document contains neither recommendations nor conclusions of the FBIL. 1t is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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Continuation of FD-302 of | | ,0n09/09/2008

, Page

WLRK next programmed code into their website that popped
up an error message when users were linked to WLRK.COM from
WLRKLAW.COM. The purpose of the error message was to inform users
that they were directed to WLRK.COM from WLRKLAW.COM, and that
WLRKLAW.COM was in no way affiliated with WLRK.

filed a copyright claim with GODADDY.COM alleging
that the WLRKLAW.COM copied the WLRK.COM website. GODADDY.COM
responded by suspending the WLRKLAW.COM domain until the copyright
claim had been settled.

On July 02, 2008,[:::::]entered the E-Mail address
MORGERAE@GMAIL.COM into a GOOGLE.COM search bar. | | located two
postings on Internet newsgroups from the | |coM E-Mail
address. ‘The postings were seeking assistance in settin% ug

enterprise E-Mail systems. One posting listed the name
[::::fi]as the contact person.

On July 03, 2008, NETWORK SOLUTIONS notified [___]that
someone had filed a copyright claim against WLRK alleging that the
WLRK.COM website had copied the WLRKLAW.COM website.

[::::] received an E-Mail to his personal E-Mail address
from someone purporting to be | B
| | from E-Mail address ARWOLF@WLRKLAW.COM. The E-Mail
acknowledged the error message WLRK coded into the WLRK.COM
website. Additionally, the E-Mail stated that the person filed a
copyright complaint with NETWORK SOLUTIONS, alleging that WLRK
copied the WLRKLAW.COM website. The E-Mail also advised | | that

the person kneW'E::::::] IP address, and referred to | |as a
n fag" .

[ purchased about 150 variations of the WLRK domain
from NETWORK SOLUTIONS, which cost WLRK about $18,000. On July 09,
2008, [_] attempted to purchase WLRKLAW.COM from GODADDY.COM, but
GODADDY.COM would not release the WLRKLAW.COM domain because the
domain was still under investigation. The "whois" information for
WLRKLAW.COM on GODADDY.COM listed WLRK as the owner of the
WLRKLAW.COM domain. Because WLRK was not affiliated with
WLRKLAW.COM, | wanted GODADDY.COM to remove WLRK's name and
contact information from the "whois"™. GODADDY.COM wanted many
forms of proof that[____ |was acting on WLRK's behalf before
changing the "whois" information. GODADDY.COM finally suspended
the "whois" information on July 18, 2008. .
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Continuation of FD-302 of | | ,0n 09 / 09 / 2008

, Page
On July 18, 2008, | ] WLRK Partner, received an
E-Mail from| | Partner at S&C. The E-Mail was in
response to an E-Mail that | | received from someone
purporting to be | became suspicious and forwarded
[ | E-Mail, ultimately reachingﬂ%:::]enui[::::] At this

point, | |realized that although the WLRKLAW.COM domain had been
suspended, there was still a problem with GOOGLE APS and the E-Mail
handling.

On_ August 6, 2008,[::::]contacted|
[ | at S&C, and notified him That S&C WMight be a
victim of the same attacks that WLRK was a victim of.

WLRK does not know who might be behind the attacks or
what might be a possible motive.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 11/13/2008

[ | FIDELITY b6
NATIONAL INFORMATION SERVICES, 1601 Sawgrass Corporate Parkway, biC
Suite 130, Sunrise, Florida, phone number | | was

interviewed telephonically. After being advised of the identity of
the interviewing Agent and the purpose of the interview,[::::::j
provided the following information:

Card Number 4793 4702 2372 2602 is a prepaid gift card
("GC") that was purchased from the Town Center At Boca Raton mall,
Boca Raton, Florida, on June 3, 2008, at 15:18 P.M. Eastern
Standard Time ("EST"). The GC had an original value of $100.00.
thﬁ_GQ_waf purchased with a VISA-logo debit card, number

issuing bank Sun Trust Bank. On June 21, 2008, at 1:30
P.M. EST, the GC was used to make a GoDaddy.com purchase. On June

27, 2008, the GC was used to make another GoDaddy.com purchase in
the amount of $29.00.

Investigation on 11/13/2008 at New York, New York

File # 288A-NY-300570 Date dictated
! b6
ST by SA
A I J - b7¢C
This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

(Rev. (1-31-2003)

Precedence: ROUTINE Date: 12/17/2008
To: Miami Attn: SSA| ]
Squad C-5, | |
From: New York
Cc-37
Contact: |
Approved By: | | FW,
Drafted By: :p%j?-
Case ID #: 288A-NY-300570 (Pending)

Title: TUNSUB(S);
SULLIVAN & CROMWELL, LLP;
WACHTELL, LIPTON, ROSEN, & KATZ;
GREENBERG TRAURIG, LLC - VICTIMS
COMPUTER INTRUSION
‘00:NY

Synopsis: To request Miami conduct an interview of
who are believed to reside at
Florida, 33067-3925.

Enclosure(s): Enclosed for Miami is: One (1) Analyst's Notebook
link chart depicting in graphical form results of investigation,
one (1) Q%hte of Florida DMV photo of | and one
(1) state of Florida DMV photo of |

Details: Sullivan & Cromwell LLP ("S&C"), Wachtell, Lipton,
Rosen, & Katz ("WLRK"), Greenberg Traurig, LLC ("GT"), and
Cravath, Swaine, & Moore LLP ("CSM"), are major law firms in New

York City. The law firms specialize in Corporate Mergers and
Acquisitions and are ranked the four most prestigious law firms
in the United States, according to WWW.VAULT.COM. From June 2008
through July 2008, the four law firms' hyperlink addresses in
their respective WWW.WIKIPEDIA.ORG ("WIKI") pages were altered.
WIKI is a free, online encyclopedia, whose content can be edited
by anyone accessing the WIKI website. The law firms all have
WIKI entries. The entries contain various information about the
law firms, including a hyperlink which directs the user to the
law firm's website. When clicked, the hyperlinks are supposed to
redirect the user to the law firms' legitimate websites. The
altered links were disguised to resemble the legitimate law
firms' websites, but redirected the user to a spoofed version of
the law firms' websites.

.
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To: Miami From: New York
Re: 288A-NY-300570, 12/17/2008

The legitimate websites for S&C, WLRK, GT, and CSM are
WWW.SULLCROM.COM, WWW.WLRK.COM, WWW.GTLAW.COM, and
WWW.CRAVATH.COM, respectively. The spoofed websites had domain
names of WWW.SULLCROMLAW.COM, WWW.WLRKLAW.COM,

WWW .GREENBERGTRAURIGLAW.COM, and WWW.CRAVATHLAW.COM.

New York's investigation has revealed that the
person(s) responsible for making the WIKI page changes did so
from IP addresses owned by Comcast Communications. The spoofed
websites were registered with WWW.GODADDY.COM from IP addresses
also owned by Comcast. Records obtained through subpoenas

indicate the IP addresses were assigned to | bé
6890 NW_75th Court, Parkland, Florida, 33067-3925, telephone b7C
number |

The spoofed websites were hosted by WWW.GODADDY.COM and
were purchased with prepaid gift cards that were obtained from
the Boca Raton Town Center Mall in Boca Raton, Florida. The
contact E-Mail address provided to WWW.GODADDY.COM for the
WWW.SULLCROMLAW.COM domain was SULLCROM@GMAIIL.COM, for the
WWW.WLRKLAW.COM domain, WLRKLAW@GMAIL.COM, for the
WWW.CRAVATHLAW.COM domain, CRAVATHLAW@GMAIL.COM, and for the
WWW . GREENBERGTRAURIGLAW.COM domain, TPOSETPOSE@YAHOO.COM.
SULLCROM@GMAIL.COM and CRAVATHLAW@GMAIL.COM were both registered
from IP addresses that are owned by Comcast and assigned to
| | SULLCROM@GMAIL.COM was also accessed from an bé
IP address owned by Florida Atlantic University and assigned to b7C

On June 25, 2008, GT received a "follow-up" phone call
from a representative of WWW.GOOGLE.COM ("GOOGLE") concerning the
purchase of a premium support service in the amount of $25,000.
The GOOGLE representative informed GT that a person by the name
of |contacted GOOGLE to set up about 40 E-Mail b6
addresses with a domain name of WWW.GREENBERGTRAURIGLAW.COM. b7cC
explained to the GOOGLE representative that he was a
summer clerk with GT, and that GT was setting up new web pages
and needed new E-Mail accounts. The GOOGLE representative's
reason for the "follow-up" call to GT was because there was some
problem with the credit card information that | |
provided to GOOGLE to pay for the premium support service. GT
advised writer that GT has never had a summer intern or employee
named | I

GT conducted a GOOGLE search and located a posting on a
Korean discussion board from user name | | requesting help b6
with setting up websites. GT also located a GOOGLE Apps b7cC
discussion posting from a user with E-Mail address




a v L

From: New York

288A-NY-300570, 12/17/2008

| The poster stated that his/her domain's

account, WWW.GREENBERGTRAURIGILAW.COM, was disabled, and that
he/she was the administrator. The poster was complaining to
GOOGLE Apps about the account interruption. Records obtained

through subpoenas indicate that | ]is registered
] Comcast Communications account. bé
b7cC
Florida Atlantic University ("FAU"), 777 Glades Road,
Boca Raton, Florida, 33431, telephone number (561) 297-1054,
advised that | b6
b7cC

| his research

interests 1nclude IP-QoS Network Architectures, Wireless
Networks,

and Information Theory and Coding.

Public records searches as recent as 12/2008 yielded

the following biographical information for | | b6

b7C

Name :
Sex:
DOB:
SSN:
Address:
b6

Height: BTIO" b7c

Public records searches yielded the following

biographical information for| k

Name :
Sex:
DOB:
SSN:
Address:

Height: 510"

New York requests Miami conduct interviews of [::::::::]

| and conduct logical

investigatlon to determine the individual responsible for
captioned acts.




To: Miami From: New York
Re: 288A-NY-300570, 12/17/2008

LEAD(s) :
Set Lead 1l: (Action)
MIAMI

AT MIAMI, FLORIDA

New York reguests Miami conduct interviews of | | b6

| and conduct logical b7cC

investigation to de;gLmigg_Lhg_;nQ;zldgal_rgangnslble_fgr_____1
captioned acts. The

I I ANy riiact-isna can be

directed to SA|
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/05/2009

white male ofl | b6

] e-mail address

| Florida, date o

| was interviewed at the Law Offices of Leifert ﬁgf//
and Leifert, 00 South Pine Island Road, Suite 220, Plantation, 2
Florida (FLY. Also present at the interview was | |
attorney, | | After
being advised of the identit the interviewing Agents and the
nature of the interview,[:::f:fﬁ provided the following
information:
E::%;;:]has been at FAU for | land mostly b6
erforms admindstrative duties. | [1lives with his wife, b7C
| date of ?irth | | cellular telephone number -
|_date of birth ’
1 [ '
[ Boca Raton, FL.
| stated that | |does net go out and does not have friends
over ~ | |mentioned | |

l | stated that no one in his family
has been involved in any ci¥il matters in the past year.

[ Juses a laptop provided to him by FAU for work and bé
sometimes uses it for personal use. has a desktop in his B
office but rarely uses it. At home has a desktop computer
and both his wife and[::::]have their own personal laptops.
home is equipped with wireless internet and he believes
the wireless router has encryption setup on it but is not sure.

[ | acknowledged that his Internet Service Provider (ISP) is
COMCAST. | | stated his technical expertise when it comes to
computers and the internet is minimal. [ ] stated his
knowledge is more in "theory" than it is "hands on". FAU also
provides [ lwith an APPLE IPHONE 3G, cellular phone, which
uses for both work and personal business. His wife also owns an
APPLE IPHONE. occasionally uses the internet feature on
his IPHONE. stated that does not have a cellular
phone.

bé

S | ©75 0 Fooa. 207 ol

Investigation on 03/05/2009 a Plantation, Florida

File # 288A-NY-300570 Date dictated 03/05/2009
SA ;
by SA

This -document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to_your agency; @

it and its contents are not to be distributed outside your agency. N y 3 O.b Sr) 6 \ (7
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Continuation of FD-302 of | | ,on 03/05/2009  ,Page _2

has a personal website that was created for him
by FAU and is hosted by FAU. [____ ] stated he does not have any
other websites or does he have the knowledge to create a website.
Writer asked| ] about personal e-mail accounts but
advised | | not to answer any questions about personal e-mail
accounts.

e r__[::%:::]1lses an application on his laptop that allows him
to see computer screen and monitor the websites | | visits.
| stated | !is aware of the monitoring software.
explained that uses the internet mostly for homework and
sometimes to purchase clothing. | would be present when
was shopping online. | | indicated that [ ]receives an
allowance of a minimal amount and occasionally receives a gift card
for the mall. | |estimated that [__] receives approximately
three (3) gai cards of twenty-five dollars a vear. | |
mentioned does not have a credit card. | | banks at BANK
OF AMERICA and has a business credit card from FAU. | | did
not recall what bank FAU uses.

!has not traveled for work much in the past couple
of years due to budget issues at FAU. | l occasionally travels
to ORLANDO and the BAHAMAS with his family. | | last visit

to the BAHAMAS was in June of 2008. | | admitted he did travel

L to Naples, Florida in August of 2008. Despite this being a work
trip, ] took his fmaily with him. | advisedT:::::::]
not to answer any other questions regarding the Naples trip.

[ lnas used WIKIPEDIA, a free online encyclopedia
that users can freely edit, on occasion. [______ ]has never visited
or heard of SULLCROM.COM, WRLK.COM, GREENBERGTRAURIG.COM or
CRAVATH.COM. [ | stated he has never checked the email
SULLCROME@GMATL .COM.

SA| |for consent to search his laptop.
advised | Inot to give the FBI consent to search the

laptop. SA| | reminded that his laptop was owned by
FAU and that the FBI might ask FAU for consent to search the
laptop. SA| |not to alter or destroy the

contents of the laptop.

Writer stated to[ | that the FBI is interested in
interviewing [ | stated that he would like to speak with
before the FBI interviewed him. [____ ] indicated he would
contact writer about a possible interview with

1]
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3 (Rev. 05-01-2008)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/10/2009

To: New York Attn: Squad C-37
SA | | b6
b7C

From: Miami
C-5
Contact: SA | |

Approved By: | |®I\

Drafted By: | lj@%y

Case ID #: 288A-NY-300570 (Pendingr’/ég

Title: TUNSUB(s);
SULLIVAN & CROMWELL, LLP;
WACHTELL, LIPTON, ROSEN, & KATZ;
GREENBERG TAURIG, LLC - VICTIMS
COMPUTER INTRUSIONS
O0:NY

Synopsis: To forward results of investigation pertaining to
captioned matter and to cover lead.

Reference: 288A-NY-300570 Serial 16
Enclosure(s): For New York are the following:

1. Interview with | ] (FD-302). b6
2. 1A envelope containing written notes of the [::::::]interview. b7C

Details: On 03/02/2009, Special Agent (SA) | | was
telephonically contacted by | | Writer scheduled
an interview with] | for 03/05/2009. On 03/03/2009, writer
was contacted by |attorney, who stated he
would like the FBTI to speak with] J[at his office. On
03/05/2009, SA | ] and SA | met with

[ | and his attorney

As requested in the referenced lead, | | bé -
was questioned about his involvement in the spoofing of the b7cC
websites WWW.SULLCROM.COM, WWW.WLRK.COM, WWW.GTLAW.COM and
WWW.CRAVATH.COM. Detaills are included in the enclosed FD-302.

Morgera was notified that the FBI was interested in interviewing

UNCLASSIFIED
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UNCLASSIFIED .

To: New York From: Miami
Re: 288A-NY-300570, 03/10/2009

his son, | ] explained that he had not
interviewed | | and would like to do so before the FBI

nterviewed him. | ] stated he would contact writer about a
possible meeting with | | on 03/10/2009, | |
contacted writer via e-mail and stated | |was not in

the position to give an interview.

Based on the above, Miami considers this lead covered.
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To: New York From: Miami
Re: 288A-NY-300570, 03/10/2009

UNCLASSIFIED

ox

LEAD(s):
Set Lead 1: (Info)
NEW YORK

AT NEW YORK, NEW YORK

Read and clear.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/10/2009

To: New York

From: New York
Squad CY-3
Contact: | | 212-384-3614

Approved By: rﬁ |5

Drafted By: | b @

Case ID #: 196E-NY-296425 (Pending)
288A-NY-300570 (Pending)
288A-NY-300870 (Pending)

Title: TRANSFER CASES

Synopsis: To request the transfer of above cases.

Details: Due to the transfer of the writer to Squad CY-3 it is

requested the above captioned cases be transferred to squad CY-3.

*
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 05-01-2008)

Precedence: ROUTINE Date: 09/28/2009
To: New York Attn: SST CY-2
88T CY-3

From: New York
Squad CY-3
Contact: SA |

Approved By: | | ks p
Drafted By: | kpb(h
Case ID #: 288A-NY-300570 (Pending)

Title: UNSUB(s)
SULLIVAN & CROMWELL LLP;
WACHTELL, LIPTON, ROSEN & KATZ;
GREENBERG TRAURIG, LLC - VICTIMS
CIP;
O0O:NY

Synopsis: Request that case file be transferred from Squad CY-2
to Squad CY-3.

Details: The purpose of this EC is to request the captioned case
file be administratively transferred from Squad CY-2 to Squad CY-
3. There has been a realignment of the New York Division Cyber
Crime Program and the creation of new squads. SA[_____ ]is the
case agent of the captioned case and has been designated to squad
CY-3. Therefore, it is requested that this case be transferred to
CY-3 in order for it to be successfully completed.

CC: 1 - 288A-NY-300570

L 4 4
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/23/2010
To: New York
From: New York

Squad CY-3
Contact: SA |

Approved By: | |

Drafted By: | kpb

Case ID #: 288A-NY¥-300570 (Pending) 2_7;..

Title: UNSUB(s)

SULLIVAN & CROMWELL LLP;
WACHTELL, LIPTON, ROSEN & KATZ;
GREENBERG TRAURIG, LLC - VICTIMS
CIPp;

00:NY

Synopsis: Close case administratively.

Details: Writer recommends case is closed administratively due
to the lack of venue and prosecutorial merit.

*
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