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U.S. Department of Justice

Executive Office for United States Attorneys
Freedom of Information Act & Privacy Act Staff

Bicentennial Building (202) 252-6020
600 E Street, NW, Suite 7300 (202) 252-6047 Fax
Washington, DC 20530

May 12, 2017

John Greenewald, Jr.
The Black Vault

john@greenwald.com

Re: Request Number: EOUSA-2017-001076
Date of Receipt: April 5, 2017
Subject of Request: Petraeus Investigation — Records Pertaining to Civil Action No. 16-cv-00514

Dear John Greenewald, Jr.,

Your Freedom of Information Act/Privacy Act request for records released in the above-
referenced action has been processed. This letter constitutes a reply from the Executive Office
for United States Attorneys, the official record-keeper for all records located in this office and
the various United States Attorneys’ Office.

To provide you with the greatest degree of access authorized by the Freedom of
Information Act and the Privacy Act, we have considered your request in light of the provisions
of both statutes.

The records you seek are located in a Privacy Act system of records that, in accordance
with regulations promulgated by the Attorney General, is exempt from the access provisions of
the Privacy Act. 28 CFR 8 16.81. We are making available to you documents that have been
released in a previous FOIA request.

The exemption(s) cited for withholding records or portions of records are marked
below. An enclosure to this letter explains the exemptions in more detail.

List of Exemptions:
b5

b6
b7C

For your convenience, we are also providing you with a direct link to the location of the
recently unsealed search warrants located on the U.S. Attorney for the Western District of North



Carolina’s website. The link to the website is: http://www.ncwd.uscourts.qgov/news/documents-
released-general-petraeus.

This is the final action on this above-numbered request. If you are not satisfied with my
response to this request, you may administratively appeal by writing to the Director, Office of
Information Policy (OIP), United States Department of Justice, Suite 11050, 1425 New York
Avenue, NW, Washington, DC 20530-0001, or you may submit an appeal through OIP's
FOIlAonline portal by creating an account on the following website:
https://foiaonline.requlations.gov/foia/action/public/home. Your appeal must be postmarked or
electronically transmitted within ninety (90) days of the date of my response to your request. If
you submit your appeal by mail, both the letter and the envelope should be clearly marked
“Freedom of Information Act Appeal.”

You may contact our FOIA Public Liaison at the telephone number listed above for any
further assistance and to discuss any aspect of your request. Additionally, you may contact the
Office of Government Information Services (OGIS) at the National Archives and Records
Administration to inquire about the FOIA mediation services they offer. The contact information
for OGIS is as follows: Office of Government Information Services, National Archives and
Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001; e-mail
at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at
202-741-57609.

Enclosure(s)

Sincerely,
Py

Kevin Krebs
Assistant Director
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UNITED STATES DISTRICT COURT FOR THE CHARLOTTE, NC :{
WESTERN DISTRICT OF NORTH CAROLINA DEC 20 7016 '
CHARLOTTE DIVISION R |
UNITED STATES OF AMERICA ) DOCKET NO.: 3:13-mj-10%92251'%';5:‘25:’"“' c
| )
v, )  MOTION TO UNSEAL THE
) SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF ) AND APPLICATION
CONTENT OF EMAIL ACCOUNT AS )
DESCRIBED IN AFFIDAVIT AND )
ATTACHMENTS, INCORPORATED )
HEREIN. )

NOW COMES the United States of America, by and through Jill Westmoreland Rose,
United States Attorney for the Western District of North Carolina, who respectfully shows unto

the Court that on April 4, 2013, the court issued a search warrani in the above-captioned case and

placed under seal the warrant, the application for the warrant and the affidavit in support of the -
application for the warrant; after reviewing the materials in connection with pending Freedom of
Information Act litigation in the United States District Court for the District of Columbia, the
United States now seeks to unseal said ciocuments, subject to redactions of personal ideﬁtifying
information, pursuant to Local Criminal Rule 49(B) of this Court (the search warrant materials,
as redacted by the government, are attached hereto).

THEREFORE, the United States respectfully moves the Court for the éearch warrant, the
application for the watrant, and the affidavit in support of the application for the warrant listed
above be unsealed.

Respectfully submitted, on this day of December 19, 2016.

JILL WESTMORELAND ROSE
UNITED STATES ATTORNEY

/1s//JILL WESTMORELAND ROSE
ASSISTANT UNITED STATES ATTORNEY -
NC Bar Number # 17656
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Attorney for USA
Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
Phone: 704-344-6222
Fax: 704-344-6629

Email: jill.rose{@usdoj.gov
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UNITED STATES DISTRICT COURT FOR THE

WESTERN DISTRICT OF NORTH CAROLINA

- CHARLOTTE DIVISION
UNITED STATES OF AMERICA _ ) DOCKET NO.: 3:13-mj-100
) |
V. ORDER TO UNSEAL THE
' - SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

DESCRIBED IN AFFIDAVIT AND
ATTACHMENTS, INCORPORATED

)
)
)
CONTENT OF EMAIL ACCOUNT, AS ;
)
HEREIN. )

UPON MOTION of the United States of America, by and through Jill Westxﬁoreland
Rose, Um'ted States Attorney for the Western District of North Carolina, it appearing that on
April 4, 2013, the Court issued a search warrant in the above-captioned case and placed under
seal the warrant, the application for the warrant, and the affidavit in support of the application for
the warrant; it further appearing that the government, after reviewing the materials in connection

_ with pending Freedom of Information Act litigation in the United States Court for the District of
Columbia, now seeks to unseal said documents, subject to redactions of personal identifying
| information, pursuant to Local Criminal Rule 49(B) of this Court (ihe search warrant materials,

as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, application for search warrant, and affidavit in
support of the appliéation for the search warrant, as redacted by the government, are hereby
UNSEALED.

The Clerk is directed to certify copies of this Order to the United States Atiorney's
Office.

* This the ﬂday of December, 2016.

Al

UNITED STATES MAGISTRAT
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—  AG93 {Rev-12/09) Searchand-Seizure Warrant.

UNITED STATES DISTRICT COURT

for the

Western District of North Carolina Cortiied to kg 5 1
3 88 i e

omeet cony of Fig v

8. Diatrin

In the Matter of the Search of

(Briefly describe the property to be searched .
or identify the person by neme and address) Case No. ‘3 . | 3 M, jo 0
Content of email account, as described in Affidavit and
Attachments, incorporated herein.

SEARCH AND SEIZURE WARRANT
To: Any authorized law enforcement officer

‘ An application by & federal law enforcement officer or an attorney.for the government requests the search
of the following person or property located in the Western District of North Carolina

(identify the person or describe the property to be searched and give its location).
See Attachment A, which is incorporated fully herein.

The person or property to be searched, described above, is believed to conceal (identify the person or describe the

properly lo be seized). ]
See Attachment B, which is incorporated fully herein.

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or

property.
YOU ARE COMMANDED to execute this warrant on or before April 17,2013
: {not to exceed 14 days)
(J in the daytime 6:00 a.m. to 10 p.m. o at any time in the day or night as I find reasonable cause has been

established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and invéntory to United States Magistrate Judge
Robert J. Conrad, Jr.

(name)

O Ifind that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box} (3 for days (not to exceed 30).

O until, the facts justifying, the later specific date of

Date and timne issued: "{ 3 KN 5'"30 D. W,
_ 7 \

Judge's signature /
City and state:  Charlotte, North Carolina B Robert J. Conrad, U.S. District Court Judge .

Printed name and title
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AC-93{Rev—1 2709 Searcirand Szizare Warrant (Page 2

Return

Case No.: Date and time warrant executed:

3 Bm; 100

Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

Ideclare under penalty of perjury that this inventory is correct and was returned along with the original

warrant to the designaied judge.

Date:

Executing afficer 's signature

Printed name and title
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AO 106 (Rev. 04/10) Application for a Search Warrant

—

UNITED_ STATES DISTRICT COURT

‘ for the
Western District of North Carolina CHA F' LED
RLOTTE, NC
In the Matter of the Search of ) APR 4
B di be th to b hed
e e s S o8 (3] 100 a3
Content of email account, as described in Affidavit and ) uUs DlStl'lct c
, ; ourt
Attachments, mcprporated herein. g Western Distri ct of NC

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attoméy for the government, request a search warrant and state under
pcnalty of petjury that I have reason to believe that on the following person or property (identify the person or describe the

rRper searc el an e JIS, location
P men #ch is mcorpo)rated fully heretn,

located in the Western District of North Carolina , there is now concealed (identify the
person or describe the property to be seized).
See Attachment B, which is incorporated fully herein. Cemned 0 ba & e and
: | | . eam "6Ct copy of e cigingd,
The basis for the search under Fed. R. Crim. P. 41(¢) is (check one or more); ‘ 18, D'étf‘k;l Court
o evidence of a crime; ' ‘;;"k G Johns, Ciark
I!rcontraba.nd, fruits of crime, or other items illegally possessed; : tem Dlatr;m Of 5\" G
(J property designed for use, intended for use, or used in committing a crime; a} T
O a person to be arrested or a person who is unlawfully restrained, Dete L{ / q //3
The search is related to a violation of: |
Code Section Offense Description '
18 USC 1924; 18 USC 793(e); Unauthorized removal and retention of classified documents or material;
18 USC 371 Unauthorized possession, communication, and willful retention of national defense

information; Conspiracy

The application is based on these facts:

Qf Continued on the attached sheet,

O Delayed notice of days (give exact ending date if more than 30 days: - )is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet.

//,// Ags t

4 ~Applichnt's dignature

Gerd J. Ballner, Special Agent, FBI

Printed name and litle

Sworn to before me and signed in my presence.

Date: 04/03/2013 | W } Wi

Judge's s:gnamre

City and state: Charlotie, North Carolina

Robert J. Conrad, Jr., United States Dlstrlct Court Judge
: Printed name and title
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Gerd J. Ballner, Jr., being first duly swom, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

I make this affidavit in support of an application for a search warrant for information
associated with a certain account stored at premises owned, rﬂaintaincd, cbntrolled, or
operated by Yahoo! Inc., an email provider headquartered at 701 First Avenue,
Sunnyvalé, California 94089. The information to be searched is described in the
following paragraphs and in Attachment A, all incorporated fully by reference herein.

. I'am a Special Agent with the Federal Bureau of Investigation (FBI) and have been
employed as such for approximately thirteen years. I have investigated matters involving
National Security to include Counterintelligence and Espionage. I am currently assigncd
to the Charlotte, North Carolina FBI office. Through investigations, experience, and
training, I have become familiar with methods and operations employed by hostile
foreign intelligence services and their recruited human sources to illeéally ol;tain, througim
clandestine action, classified and proprietary information, which if compromised poses
risk to the natiénal security of the United States. I have also received specialized training
inythe proper collection, retention, and disse'min;:tion of classified information.

. The facts in this affidavit come from my personal observations, my training and
experience, evidentiary review, and information obtained from other Agents, government
officials, and witnesses. This affidavit is intended to show merely that there is sufﬁcient'
probable cause for the requested warrant and does not set forth all of my knowledge

about this matter.

1
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STATUTORY AUTHORITY

4. The FBI has been conducting an investigation of — for possible

violations of: (a) unauthorized removal and retention of classiﬁed documents and
material, in violation of Title 18, United States Code, Section 1924; (b) unauthorized
possession and, inter alia, attempted communication and willful communication of
national defense information to someone not entitled to teccive it, as well as the willful
| retention of national defense information, in violation of Title 18, United States Code,

Section 793(e); and (c) conspiracy tb commit the aforementioned crimes, in violation of
Title 18, United States Code, Section 371. |

5. For the reasons set forth below, there is probable cause to believe that the email account

_\ (described in detail in Attachment A) contains evidence,

fruits, and/or instrumentalities of violations of federal law, including, inter alia, the

impréper communication and/or retention of classified information.
6. Title 18, United States Code, Section 1924(a) states: |

Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an unauthorized
location shall be fined under this title or imprisoned for not more than one year, or
both.

18 U.S.C. § 1924(a).
7. Title 18, United States Code, Section 793(e) states:
Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which:

information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,

2
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10.

delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both. - -

18 U.S.C. § 793(e).
Title 18, United States Code, Section 371, makes punishable, by up to five years in

prison, a conspiracy among two or more persons to commit any offense against the

United States.

Classified information is defined by Executive Order 13526 (EO 13526) and relevant
preceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the control 6f the United States governient; (2) falls vnthm one or
more of the categories set forth in the E.O. 13526; and (3) is classified by an original
classiﬁcation authority who determines that its unauthorized disclosure reasonably could
be expected to result in damage to the national sccm‘ity. Where such unauthorized
disclosure reasonably could be expected to cause “damage” to the national security, the
information is classified as “Conﬁdential.” Where such unauthorized disclosure
reasonably could be expected to cause “serious damage” to the natibnal securify, the
information is classified as “Secret.” Where such unauthorized disclosure reasonably
could be expected to cause “exceptionaﬂy grave damage” to the national security, the
information is classified as “Top Secret.”

Pursuant to E.O. 13526', a person may only gain access to classified informatioﬁ ifa
favorable determination of eligibility for access has been made by an agency head or an
agency head’s designee, the person has signed an approved nondisclosure agreement, and

the person has a need-to-know the information.

Case 3:13-mj-00100-DSC *SEALED* Document 6-1 Filed 12/20/16 Page 4 of 24




PROBABLE CAUSE

11. David Petraeus is a retired United States Army General. From on or about October 31, |
2008 to June 30, 2016, PETRAEUS served as Commander éf the United States Central
Command. From on or about July 4, 2010 to July 18, 2011, Petraeus served as
Commander of the International Security Assistance Force. Frorﬁ on or about September
6, 2011 to November 9, 2012, Petracus served as Director of the Central In;elligence
Agency (CIA). At all times relevant to this affidavit, Petracus held a United States

- government security clearance allowing him access to classiﬁed United States

government information. Accofding toa Depzirtment of Defense (DOD) official, to
obtain that clearance, Petraeus was required to aﬁd would have agreed to properly protect
_ claséiﬁcd information by not disclosing such information to persons not entitled to
receive it, by not unlawfully removing classified information from authorized storage
facilities, and by not storing classified information in unauthorized ldcations.

12._is a researcher and éuthor of a biography of Petraeus, published in
'Ja.nua.ry 2012. From on or about July 18, 2003 until on or about November 14, 2012,
I 1c1d 2 United States government security clearance allowing her access
to ciassiﬁed United States government information. According to a DOD official, to
obtain that clearance, _ was required to and would have agreed to properly
protect classified information by not disclosing such information to persons not entitled
to receive it, by not unlawfully removing classified information from apthorized storage
facilitiés, and bjr not staring classified information in unauthorized locations.

13. In June 2012, the FBI's Tampa Division (FBI Tainpa) opened a computer intrusion

investigation related to alleged cyber stalking acﬁvity. This investigation was predicated

4
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on a complaint received from Witness 1, which alleged the receipt of threatening and

harassing emails from the email addresses NN 21 d

— Witness 1 claimed fnendshlps with several high-ranking

public and military officials.

14. Evidence gathered during the FBI Tampa investigation indicated that someone had access

to the personal schedule of David Petraeus, who was then the Director of the CIA. This

access indicated a potential breach of security. On or about June 22, 2012, FBI

Headquarters (FBIHQ) notified Petraeus’s security detail of the ongoing computer

intrusion investigation and the potential security issue. On July 19, 2012, FBI Tampa

was notified by Witness 1 that he/she no longer wished to press charges against the cyber

stalker, On August 10, 2012, Witness 1 informed FBI Tampa that Petracus personally

requested that Witness 1 withdraw his/her complaint and “call off the G-men.” On

August 13, 20 12,'Witness 1 advised FBI Ta:ﬁpa that Petraeus believed the alleged cyber

stalker possessed information which could “embarrass” Petraeus and other public

officials.

'15. Investigation conducted by FBI Tampa identified _ as the person

suspected of using the email accounts _ and
B 1nvcstication also determined | uses the email

account NN On Scptember 24, 2012, FBI Tampa interviewed

_. at her residence. During this interview_ admitted sending

the emails to Witness 1, as well as other emails regarding Witness 1 to senior United

States military officers as well as a foreign diplomat. _ also stated that she

Case 3:13-mj-00100-DSC *SEALED*
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engaged in an extraniarifal affair with Petracus. |G provided consent to
search two of her laptop computers and two éxtemal hard drives.

16. On September 25, 2012, FBI Tampa returned I NENEEEE _lz;ptop computers and
conducted a follow-up interview. During this follow-up inierview, _ :
admitted she told Petraeus that he should get Witness 1 to “drop the charges.”

—advised she does not know if Petraeus made the reciuest of Witness 1.
During the course of this interview, _provided interviewing agents consent

to search her Apple iPhone, which she had in her possession. FBI Charlotte Computer
Analysis Response Team (CART) Forensic Examiners copied the contents of her Apple
iPhbne at the interview location, and the iPhone was returned to _at the
conclusion of the interview. A review of I IIEEEEEEE 12ptops and external hard
drives located ov.er 100 items which were identified by Charlotte CART Forensic
Examiners as containing potentially classified information, including information up to
the Secret level.

" 17. On October 26, 2012, Petracus was interviewed at CIA Headquarters. Petraeus stated |
that he had had an extramarital affair with [ || BB He denied providing any
classified documents to_, or having any arrangement to provide her with
classified information. Petraeus stated that_ ﬁay have obtained
documents in the course of conducting research for a book she was writing. He explained
that reporters in theater (Afghanistan), such as [N . werc sometimes granted

“off-the-record” access to classified presentations, such as the COMISAF’s (Commander,

International Security Assistance Force) daily briefings.
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18.

19.

On November 2, 2012, FBI Tampa interviewed ||| ] B in Charlotte, North
Ca:oli;1a regafding the potentially classified documents found on her computers. She |
claimed she came into possessipn of several of the documents when she was in
Afghanistan researching her book about Petraeus; however, she was unable to provide
specifics as to how she obtained them. _ stated that dqring her time in
Afghanistan she was giveﬁ access to several briefings, including at least one briefing at
the Secret levei. _ advised that reporters were often given such access in
ordér to provide them with situational awareness of the war. In order to receive the
briefings, I signed an “off-the-record” agreement, which meant she could
not write about classified information she observed.. She stated she would sometimes
obtain a paper coi)y of the briefings to preserve the information as research for her book.
] adviséd that she never received classified information from Petraeus.
During interviews conducted of ||l and Petracus under the aforementioned
FBI Tampa investigation, each advised they used covert methods to communicate with
one another. These methods included the use of pre-paid cellular telephones and email |
accounts using non-attributable names. Several of these covert email accoﬁnts were
identified during the FBI Tampa invcstigatiog; however, it is not known if all the
accounts were identified because both _and Petraeus stated they could not

recall all the account names which they created and used to communicate. During

' _ September 25, 2012 interview, she advised that she and Petraeus would

Case

sometimes share the same account, and would save messages 1o the draft folder instead of

sending them via email.
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A. —Consensual Search, November 12, 2012
20. As aresult of finding potentially classified information on the laptops provided by
I 15! Tampa and FBI Charlotte conducted a consensual search of
_: Charlotte residence on November 12, 20.12 to recover ény evidence
related to cyber stalking, in violation of 18 U.S.C. § 2261A, and the unauthorized
removal and retention of classified documents or material, in violation of 18 U.S.C.
§ 1924. On this same date, a consensual search was also conducted at the residence of
D - dministrative assistant, ||| ||| [ . i~ Concord, North
Carolina. _voluntarily provided the FBI with various items she maintained in
h::i'llo.me in relation to her émployment with [ During the searches,
additional paper docurnents were found, some of which, upon belief and information of
your affiant, are classified. Asa fesult of the two searches, the following digital media
wer.e éeized: : ‘eilght coﬁputers, twelve external hard drivés, two printers/scanners, two
cellular telephones, two Apple iPods, seven thumbdrives/memory cards, and
. approximately fifty floppy discs, CDs, and optical discs.

21. Based on a preliminary review of [N digita] media, it is believed she came
into possession of potentially classified information both before and during the writing of
her book, “All In: The Education of General David Petraeus.” Of the potentially
classified documents reviewed to date, the majority relate to U.S. military operations
condﬁcted in Afghanistan. Given her extensive use of digital media, your affiant believes

I rcccived/exchanged classified information via email and/or made contact

with individuals via email and/or telephone to schedule in-person meetings for the

purpose of recording and collecting classified information, as detailed below.

8
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_ is also believed to have digitally stored numerous documents,
photographs, and audio interviews which contain classified information.

B. Releifant Communications Regarding the Potential Mishandling of Classified
Information ‘

22. On May 12, 201 1,_., using email account _
sent an email to Petracus at gmail accouni_ The

subject line of the email read: “what part of 4...” and the body of the email read: “is
secret? The stuff in parenthesis, or tile second sentence?”’ Based on my training,
experience, and iﬁfonnation reviewed to date in this investigation, the email related to a
document or series of documents provided by Petraeus fo _ which
contained classified information."

23, Betweén July 13, 2011 and Jul& 15,201 1,_ and a U.S. Army Lieutenant

| Colonel .exchanged numerous emails. _,, using email account
_emailed the Lieutenant Colonel at his military email

account, scéking information about military opere_ttions conducfed by the Lieutenant
Colonel’s unit. In requesting this information, NN roted that in the past both
storyboards and troop nanatives had been useful in conveying such facts. In an email

from the Lieutenant Colonel to I o July 15, 2011, he advised he was

' On June 27, 2012, FBI Tampa served a grand jury subpoena on Yahoo! for the
I - count. On June 29, 2012, FBI Tampa executed a search warrant
orn the account, On September 7, 2012, FBI Tampa obtained an additional search warrant on the
account. Search warrant results received on October 16, 2012 included emails between the dates

. of July 1, 2012 and September 7, 2012. Because it is relevant to the current investigation what
actions, if any, _took regarding the emails in the NG
account since the execution of the email search warrants by FBI Tampa, this affidavit seeks a
search warrant requiring Yahoo! to disclose the entire contents of the account and not just the
email content from September 7, 2012 to the present.

9
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working on the storyboards and asked her for “a good SIPR number.” Later on July 15,
2011, _ replied to the Lieutenant Colonei’s email and carbon copied (cc’d)
Petraeus at email account||| EGTGTGEG . I
response included the following: “[I}f .you have classified material, GEN Petraeus has
been gracious enoﬁgh to allow me to have you send the storyboards and material to his
SIPR account; I’ll pick them up as soon as you seﬁd the word! I’ve copied him on this
email. Ifit’s unclass, you can use my AKO or this account,” This email correspondence
between | 224 tbe Lieutenant Colonel reflects some agreement By Petraeus

to provide || access to classified information.

24, From June 12, 2011 through June 15, 2011, _, using email address

—, and Petraeus, using email address
T , discussed several topics, to include files

maintained by Petracus. In the email string, which contained the subject line “Chapter |
2. I r2ised issues which Petracus addressed by typing in all capital letters
within the body of _ original emails. In the email string, while
discussing Petraeus’s ﬁles,_wrote, “[TThe Gal;rin letters are naturally very
heipful in this regard (I want more of them!!! I know you’re holding back...y” In
respéhse to this point in ||| exzil, Petracus wrote: “THEY’RE IN BOXES
ANDI'LL GET THEM OUT WHEN WE UNPACK AT THE HOUSE IN LATE

JULY/AUG.”

*SIPR is an acronym for Secure Internet Protocol Router network; a U.S. government
communications system allowing the processing, storage, and communication of classified
infommnation up to the SECRET level.

10

Case 3:13-mj-00100-DSC *SEALED* Document 6-1 Filed 12/20/16 Page 11 of 24




25. BB r<sponded: “Thanks for your willingness to get out the boxes! [N

I ¢hc librarian at NDU, has the full collection as well, if it’s easier to just gain
access to them there.” In response Petracus wrote: “SHE DOESN'T HAVE THE .FILES
I'VE GOT AT HOME; NEVER GAVE THEM TO HER.” |

26. In an email string initiated on or about June 19, 2011, Petraeus, using email address

_ and || vsivg email address
_ exchanged over ten emails. In the first email, with the

subject liné “Found the”, Petraeus discussed locating his “Galvin files” as well as other
files and expressed his willingness to share them with _ Petraeus wrote:
“[Gliven various reassurances from a certain researcher, I will not triage them!” Yoﬁr |
Affiant beliéves the term “triage” refers to the classified contents of thé documents.
B - prcssed her excitement about Petraeus’s willingness to share the files .
writing: “{I]’1l protect them. And I’ll protect you.” Petraeus later responded to
_, writing, “[M]y files at home only. go up to about when I took cmd of the
101%, though there may be some MNSTC-I and other ones. Somewhere in 2003, I
stopped niée filing and just started chunking stuff in boxeé that gradually have gone, or
will go, to NDU. Can search them at some point if fhey’re'upstairs, but théy’re not
organized enough at this point... " Petracus continued, writix;lg, “[A]nd T think MNSTC-I

files went to NDU, though I’'m not sure. The key to find there would be the weekly

*NDU is an acronym for National Defense University. NDU is an institution of higher education
funded by the United States Department of Defense, intended to facilitate high-level training,
education, and the development of national security strategy. It is located on the grounds of Fort
Lesley McNair in Washington, D.C.

*MNSTC-I is an acronym for Multi-National Security Transition Command-Iraq. MNSTC-1
was a branch of the Multi-National Force-Iraq (MNF-I). Petracus was the former commander of
MNF-1. :
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rej:orts that the CIG did with me. Not sure if i kept copies. Class’d, but I guess I
might share!” (emphasis added).

27, Yoe: affiant believes that Petracus’s reference to “Class’d” means the docuinents he is
discussing --- and which he indicates he is willing to provide to _ --- are
classified. |
C. Continuing Communications Between _and Petraens

28. _a.nd Petraeus are believed to have had multiple telephonic contacts after
each was made aware of FBI Tampa’s computer intrusion investigation. Your afﬁaht |
asserts:

a. Petraeus’s CIA secu;ity detail was notified of the FBI investigation on June 22, |
2012. In an inferview with FBI Tampa on October 26, 2012, Petracus
acknowledged tﬁat: (1) he was briefed by the security detail concerning the FBI
investigation, and (2) he called - on June 23, 2012 regarding the
emails received by Witness 1. | ' : : ‘
b. Over the weekend of August 11, 2012 and ;August 12, 2012, Petraeus spoke to |
Witness 1. In evidence reviewed by FBI Charlotte, a telephone number attributed
to _ called a telephone number attributed to Petraeus on August 11,
2012. ‘
c. _ was interviewed by FBI Tampa on September 24, 25, and 26,
2012. A telephone number attributed to —:alled a telephone
number attributed to Petraeus on three occasions on September 25, 2012.
d. - was in contact with FBI Tampa on October I and 2, 2012. These

contacts ultimately resulted in a telephone interview conducted on QOctober 3,
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2012. In evidence reviewed b_y FBI Charlotte, on October 2, 2012, there were six
calls between telephone numbers attributed to _ and Petracus. One
of these calls connected, resulting in an approximately fifteen-minute-long.
conversation. |
. During the October 26, 2012 interview of Petraeus by FBI Tampa, he stated that,
while coming back from a trip to the Far East earlier in tﬁe month, he called
—., who told him about her interview with the FBI. Evidence
indicated that a telephone number attributed to Petraeus called a telephone
number attributed to || || | | I on October 16, 201é.

Following FBI Tampa’s inteﬁiew of Petraeus on October 26, 2012, a telephone
number attributed to _ called a telephone number attributed to
Petracus on four occasions bn October 27, 2012, on three occasions on October
28, 2012, and on two occasions on October 29, 2012.
g. OnNovember 2, 2012, — was again interviewed by FBI Tampa.

| _ stated that she and Petraeus had talked cahdidly since each of
their interviews with the FBI. |
. On November 9, 2012, | contacted FBI Tampa telephonicaﬂy from
telephone number _ She advised she received a telephone call
from Petracus earlier that day advising her of bis resignation. In evidence
reviewed by FBI Charlotte, telephone number _ called a telephope

number attributed to Petracus on November 9, 2012.

" 29. The foregoing telephone communications identified in this affidavit only include calls

made or received from one government phone attributed to Petraeus. As detailed above,
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30.

31.

Petracus and _ have previously been in regular contact through email, and
communicated about the provision of classified information to_

Moreover, _ and Petraeus have admitted that they established covert

' communications systems using pre-paid cellular telephones and non-attributable email

accounts. - To date, the pre-paid telephone numbers used by Petraeus and _
have not been identified.
Theseltelephonic contacts and attempted telephonic contacts between telephone numbers
attributed to _ and Petraeus indicate _ relationship with
Petraeus continued after their interviews with FBI Tampa in September and October
2012. Based on these facts, and given _ history of email communication
with Petracus, there is probable cause to believe that I Y 2hoo! account
contains substantive communications regarding the content of _ and
Petraeus’s FBI interviews, including additional infotmation regarding I
access to and retention of classified information.

BACKGROUND CONCERNING EMAIL
In my training and experience, I have learned that Yahoo! provides a variety of online
services, including electronic mail (“email™) access, to the general public. Subscribers
obtain an account by registering with Yahoo!. During the registration process, Yahoo!
requests subscribers to provide basic personal information. Therefore, the computers of
Yahoc;! are likely to qontain stored electronic communications (including retrieved and.
unretrieved cniail for Yahoo! subscribers) and information concerning subscribers and
their use of Yahoo! services, such as account access iriformation, email transaction

informatien, and account application information. Such information can include the
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- subscriber’s full name, physical address, telephone numbers and other identifiers,

. alternative email addresses, and, for paying subscribers, means and source of payment |
(including any credit or bank account number). In my training and ;xpericnce, such 1
information may constituté evidence of the crimes under investigation because the |
information can be used to identify the account’s USEr OT USeTs. _ | ‘

32. In general, an email that is sent to a Yahoo! subscriber is stored in the subscriber’s “mail
box™ on Yahoo! servers until the subscriber deletes the email. If the subscriber does not
delete the message, the message can remain on Yahoo! servers indeﬁnitely;

33. When the subscriber sends an eméil, it is initiated at the user’s computer, transferred via
the Internet to Yahoo!’s servers, and then transmitted to its end destination. Yahoo! often
saves a copy of the email sent. Unless the sender of the email specifically deletes the
emnail from the Yahoo! server, the email can remain on the slystem indeﬁnitély.

34. A Yahoo! subscriber can also store files, including emails and other files, on servers
maiqtained and/or owned by Yahoo!.

35. Subscribers to Yahoo! might not store on their home computers copies of the emails

stored in their Yahoo! account. This is particularly true when they access their Yahoo!
account through the web, or if they do not wish to maintain particular emails or ﬁl;es in
their residence.

36. In my training and experience, email prov.iders typically retain certain transactional
information about the creation and use of each account on their systems. This
information can include the date on which the account was created, the rlength of service,
records of log-in (i.¢., session) times and durations, the types of service utilized, the

status of the account (including whether the account is inactive or closed), the methods
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used to connect to the account (such as logging into the account via the provider's
Website), and other log files that reflect usage of the account. In additibn, email providers
often have records of the Internet Protocol address (“IP add:ess”j used to register the
account and the IP addresses associated with particular login;s to the account. Because
every device that connects to the Internet must use an IP address, IP address information
can help to identify which computers or other &evices were used to access the email
accoi:nt.

37. In my training and experience, in some cases, email account users will communicate
directly with an email service provider about issues relating to the account, such as
technical problems, billing inquiries, or complaints from other users. Email providci's
typically retain recordg .about such communications, inglp_ding records of contacts
between the user and the provider’s support services, as well records of any actions taken
by the provider or user as a result of the communications. In my training and experience, -
such information may constitute evidence of the crimes under investigation beéa_use the
information can be used to identify the account’s user or users.

LOCATION TO BE SEARCHED .

38.1 anticipate executing this warrant under the Electronic Communicatibns Privacy Act, in
particular 18 U.S.C. §§ 2703(a), 2703(b)(1)(A), and 2703(c)(1)(A), by using the warrant
to require Yahoo! to disclose to the government copies of the records and other
information (including the content of communications) particularly described in
Attachment A. Upon receipt of the informatiop described in Attachment A, the

information described in Attachment B will be subject to seizure by law enforcement.
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39. Based upon the foregoing, your affiant submits that probable cause exists for the issuance
of a search warrant for information associated with a certain account, as more fully
described in Attachment A to this affidavit, stored at premises owned, maintained,
controlled, or operated by Yahoo! Inc., an email provider headquaﬂered at 701 First
Avenue, Sunnyvale, California 94089, to search for evidence of: (a) unauthorized
removal and retention of classiﬁed documents and material, in violation of 18 U.S.C.

§ 1924; (b) unauthorized possession and, inter alia, attempted communication and willful
communicatioxv'l of national defcnse information to someone not entitled to receive it, as
well as tﬁe willfui retention of national defense information, in violation of 18 U.S.C.

§ 793(e); and (c) conspiracy to commit the aforementioned cﬁmes, in violation of 18‘

US.C. §371.

CONCLUSION
40. Based on my training and experience, and the facts as set forth in this affidavit, your

affiant asserts there is probable cause to believe that stored in the Yahoo! email account,

_ there exists evidence of a crime relating to; (a)

unauthorized removal and retention of classified documents and material, in violation of

18 U.S.C. § 1924; (b) unauthorized possession and, inter alia, attempted communication
and willful communication of national defehse information to someone not entitled tﬁ
receive it, as well as the willfui retention of national defense information, in violation of
18 U.S.C. § 793(e); and (c) conspiracy to commit the aforementioned crimes, in violation
of 18 US.C. § 371,

_41. Based on the foregoing, I request that the Court issue the proposed search warrant.

Because the warrant will be served on Yahoo!, who will then compile the requested
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records at a time convenient to it, therc exists reasonable cause to permit the execution of
the requested warrant ﬁt any time in the day or night.

42. This Court has jurisdiction to issue the requested warrant because it is “a court of
competent jurisdiction” as defined by Title 18, United States Code, Section ZTi 1; and
Title 18, United States Code, Sections 2703(a), (b)(1)(A), anci (c)(l)(A). Specifically, the
Court is “a district court of the United States that has jurisd-ict.ion over the offenses being
investigated,” Title 18, United States Code, Sections 1924, 793(e), and 371. Pursuant to

- Title 18, United States Code, Section 2703(g), the prcsencé of alaw eﬁforcement officer

is not required for the service or execution of this warrant,

18
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REQUEST FOR SEALING

43, Since this investigation is continuing, disclosure of the search warrant, this afﬁdav-it,
and/or this application and the attachments thereto will jeopardize the progress of the
investigation. Acpordingly, it is respectfully requested that the Court issue a.n order that
the search warrant, this affidavit in support of the application for search warrant, the

- application for search warrant, and all attachments thereto be ﬁléd under seal until further
order of this Coﬁrt.

Respcctfully submitted,

AAA .7 M/

Gerd 7. Ballnet, Ir.
Special Agent
Federal Bureau of Investlgatlon

Sworn to and subscribed béfore me

on this, the > day of April, 2013.

glaXx ) Qo D]

ROBERT J. cor@gb Id]’)
UNITED STATESDISTRICT COURT JUDGE
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ATTACHMENT A

Particular Account To Be Searched

This warrant applies to records and other information (including the contents of

communications) for the account associated with the email address —

that is stored at premises controlled by Yahoo!, a company that accepts service of legal process

at 701 First Avenue, Sunnyvale, California 94089.
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ATTACHMENT B

Particular Things To Be Seized
L Informaﬁon To Be Disclosed by Yahoo! (“the Provider™)

To the extent ﬁat the information described in Attachment A is within the
possession, custody, or control of the Provider, including any emails, records, files, logs, or
information that has been deleteci but is still available to the Provider, or has been prcser;led
pursuant to a request made under 18 U.S.C. § 2703(f) on Novemberr 16,2012 and February 14,
2013, the Provider is required to disclose the following information to the government for the
account listed in Attachment A:

a. The contents of all emails associated with the account, including stored or
preserved copies of emails sent to and from the account, draft emails, the source and destination
addresses associated with each email, the date and time at which each email was sent, and the
size and length of each email; |

b. All records or other information regarding the identification of the account, to
include full name, physical address, telephone numbers and other identifiers, records of session
times and durations, the datc on which the account was created, the length of service, the [P
address used to register thq account,llog-in IP addresses associated with session times and dates,
account status, alternative email addresses provided during registration, methods of connecting,
log files, and means and source of payment (including any credit or bank account number);

c. The types of service utilized;

d. All records or other information stored at any time by an individual using the

account, including address books, contact and buddy lists, calendar data, pictures, and files; and
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e. All records pertaining to communications between the Provider and any person
regarding the account, including contacts with support services and records of actions taken.
IL Information To Be Seized by the Governmeﬁt

1. All records or information described above in Section I that constitute fruits,

evidence, and instrumentalities of violations of the statutes listed on the warrant,

including, for the account identified on Attachment A:

a. All records or inforration related to-any communications between

T

b. All records or informatien related to any communications, from December
2008 to the present, between _ and any éther person or entity
concerning classified and/or national defense information; |

c. All records or information, from December 2008 to the present, related to any
classiﬁed and/or national defense information;

d. All records or information, from December 2008 to the present, related to the
source(s) or potential source(s) of any classified .andlor nﬁtional defense
informatioﬁ provided to _;

“e. All records or informﬁﬁon, from December 200.8. ‘to the present, related to the
state of mind of any individuals concerning the communication, disclosure,
receipt, or retention of classified and/or pational defense information;

f. All records or information felating to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unauthorized disclosure or retention of

classified and/or national defense information;
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g All records or information related to any communications from June 2012 to
the present bétween_ and any other person concerning ongoing
law enforcement investigations; |

h. All records or information concerning any email accounts, telephone numbers, -
or other methods of communication used by _ or Petraeus;

i. Any information recording _ or Petraeus’.s schedule or travel
from December 2008 to the present;

] | Evidence of user attribution showing who used or owned the Device at the
time the items described in this warrant were created, edited, or deleted, such
as logs, phonebooks, address books, contact lists, saved usernames and
passwords, documerits, and browsing history; and

k. Records eyidencing the use of the Internet, including recordé of Internet
Protocol addresses used;

2. Information relating to who created, used, or communicated with the account,
including records about their identities and whereabouts.

3. As used above, the terms ;‘records” and “information” include all of the foregoing
items of evidence in whatever form and by whatever means they may have been
created or stored, including any form of computer or electronic storage (such as flash 7‘

memory or other media that can store data) and any photographic form.
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Fa N |
UNITED STATES DISTRICT COURT FOR THE CHARLOTTE, NC ,

'WESTERN DISTRICT OF NORTH CAROLINA DEC 2 0 2015
CHARLOTTE DIVISION

US District Court

UNITED STATES OF AMERICA DOCKET NO.: 3:13-mj-100estern District of NC

v, MOTION TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

FORENSIC IMAGES OF IPHONE, 2
LAPTOPS, AND 2 EXTERNAL HARD
DRIVES AS DESCRIBED IN AFFIDAVIT
AND ATTACHMENT, INCORPORATED

)
)
)
)
)
CONTENT OF EMAIL ACCOUNTS; ;
)
)
)
HEREIN, : )

NOW COMES the United States of America, by and through Jill Westmoreland Rose,
United States Attorney for the Western District of North Carolina, who respectfully shows unto
the Court that on April 4, 2013, the court issued a search warrant in the above-captioned case and
placed under seal the warrant, the application for the warrant and the affidavit in support of the
application for the warrant; after reviewing the materials in connection with pending Freedom of
Information Act litigation in the United States District Court for the District of Columbia, the
United States now seeks to unseal said documents, subject to redactions of personal identifyiné
information, pursuant to Local Criminal Rule 49(B) of this Court (the search warrant materials,
as redacted by the government, are attached hereto).

THEREFORE, the United States respectfully moves the Court for the search warrant, the
application for the warrant, and the affidavit in support of the application for the warrant listed
above be unsealed.

Respectfully submitted, on this day of December 19, 2016.

JILL WESTMORELAND ROSE
UNITED STATES ATTORNEY

Hs//JILL WESTMORELAND ROSE
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ASSISTANT UNITED STATES ATTORNEY
NC Bar Number # 17656
Attorney for USA
Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
" Phone: 704-344-6222
Fax: 704-344-6629
Email: jill.rose@usdoj.gov
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UNITED STATES DISTRICT COURT FOR THE

WESTERN DISTRICT OF NORTH CAROLINA
CHARLOTTE DIVISION

UNITED STATES OF AMERICA DOCKET NO.: 3:13-mj-101

V. ORDER TQ UNSEAL THE
: SEARCIH WARRANT. AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

FORENSIC IMAGES OF IPHONE, 2
LAPTOPS, AND 2 EXTERNAL HARD
DRIVES AS DESCRIBED IN AFFIDAVIT
AND ATTACHMENT, INCORPORATED

)
)
)
)
)
CONTENT OF EMAIL ACCOUNTS; ;
)
)
)
HEREIN. )

UPON MOTION of the United States of America, by and through Jill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
'April 4,2013, the Court issued a search warrant in the above-captioned case and placed unde_r
seal the warrant, the application for the warrant, and the affidavit in support of the application for
the warrant; it further appearing that the government, after reviewing the materials in connection
with pending Freedom of Information Act litigation in thé United States Court for the District of
Columbia, now secks to unseal said documents, subject to redactions of personal identifying
information, pursuant to Local Criminal Rule 49(B) of this Court (the search warrant materials,
as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, application for search warrant, and affidavit in
support of the application for the search warrant, as redacted by the government, are hereby
UNSEALED.

The Clerk is directed to‘cerﬁfy copies of this Order to the United States Attorney's
Qfﬁce.

This the 62 pday of December, 2016.
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AUY3 (Rev. T2/09) Search and Seizare Warant

UNITED STATES DISTRICT COURT

for the
Western District of North Carolina

In the Matter of the Search 'of

{Briefly describe the property to be searched
or identffy the person by nome and oddress)

Certified 10 tar 8 oy 50
. . coract copy of the i
C No. vt LY
ase No. 4 : f3#\{ Jol US: Céatries Giwi', :
: - Fresk G, Johns, Gicrt
stem Diatrict of .G

Content of email accounts; forensic images of iPhone, 2
laptops, and 2 external hard drives, as described in
Affidavit and Attachment, incorporated herein.

SEARCH AND SEIZURE WARRANT

L NI S S

Gy

D Gk
To: Any authorized law enforcement officer Erke '"/' (/f (K
-

An application by a federal law enforcement officer or an attorney for the government requests the search
. of the following person or property located in the Western District of : North Carolina

(identify the person or describe the property to be searched and give its location).
See Attachment A, which is incorporated fully herein. :

The person or property to be searched, described above, is believed to conceal (idemtify the person or describe the

property 1o be seized). . . .
See Attachment B, which is incorporated fully herein.

[ find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to exccute this warrant on or before ‘ April 17,2013
‘ {not to exceed 14 days)
[T in the daytime 6:00 a.m. to 10 p.m. o at any time in the day or night as I find reasonable cause has been
: ' established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken. : '

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
Robert J. Conrad, Jr.

(name)

O I find that immediate notification may have an adverse result listed in 18 U.S.C, § 2705 (except for delay _
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box; [ for days (not to exceed 30).

 until, the facts justifying, the later specific date of o~

Date and time issued: "'( . 2. 15 5.’ 35 P! He &

Ciw and state:  Charlotte, North Carolina

udge s signature

Robert J. Conrad, U.S. District Court Judge
Printed name and title
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A0 73 (Rev. I27037] Search and Selzure Warrani {Page 2}

I_Ietum

Case No..

3'.131“'\.('“"

Date and time warrant executed:

Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penaity of perjury that this inveniory is correct and was returned along with the original
warrant to the designated judge.

Date:

Executing officer s signature

Printed name and title
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AQ 106 (Rev 04/10) Application for a Search Warrant

UNITED STATES DISTRICT COURT FILED
CHARLOTTE, NC
for the
Western District of North Carolina - APR 4 2013
In the Matter of the Search of US District Court
ey dscrie b propery o el Western District of NC

CaseNo. 1) f%m, fo
Content of email accounts; forensic Images of iPhone, 2 ‘
laptops, and 2 external hard drives, as described in
Affidavit and Attachments, incorporated herein.

APPLICATION FOR A SEARCH WARRANT

S N S Nl N N

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the

’N?ac men ‘Lﬁf i’éslﬁégtrlsg)rated fully herein,

located in the " Western District of North Carolina , there i§ now concealed fidentify the
person or describe the property to be seized): .
See Attachment B, which is incorporated fully herein. uerhﬁed obeg a trus ang!
U S gg of the Cq’iy;ngl
ct Cossp
The basis for the search under Fed. R. Crim. P. 41(c) is (check one or mare). ‘ .;.L-;k el J‘Ohns, (.{;
o evidence of a crime; _ Viaste om District o E\‘-“'é

& contraband, fruits of crime, or other items illegally possessed; .Jj]k
7 property designed for use, intended for use, or used in committing a crime; Deputy
O a person to be arrested or a person who is unlawfully restrained. Dete 19/ :

. The search is related to a violation of:

Cade Section Offense Description
18 USC 1924; 18 USC 793(e); Unauthorized removal and retention of classified documents or material;
18 USC 371 Unauthorized possession, communication, and willful retention of national defense

information; Conspiracy

The application is based on these facts:

I!f Continued on the attached sheet.

O Delayed notice of days (give exact ending date if more than 30 days: }is requested
under 18 US.C. § 31034, the basis of which is set forth on the attached sheet.

4440wl ]

Apphcant 's s:gnalure

Gerd J. Ballner, Special Agent, FBI

Printed name and title

Swom to before me and signed in my presence,

Date: 04/03/2013 M = W /

7 Judge's signature
City and state: Charlotte, North Carolina Robert J. Conrad \yr., United States District Cgurt Judge
Printed name and title 4
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Gerd J. Ballner, Jr., being first duly sworn, hereby depose and state as follows:
INTRODUCTION AND AGENT BACKGROUND |
1. ' I make this affidavit in support of an application for a search warrant fo; information

associated with email accounts NN TN
_ and _ as well as forensic images of an
Apple iPhone (serial number C28J60GKDTDD), two laptop computers (Apple MacBook
Air, serial number CO2ZHF37GDJWYV, and IBM/Lenova, serial number L3-AY867), and
two external hard drives (Toshiba 500GB, serial number 523GFNJASNG69, and LaCie, no
visible serial number), which were previously searched and seized pursuant to sea.rch
warrants or byr consent during a computer intrusion investigation conducted by Federal
Bureau of Investigatién (FBI) Tampa Division.' All items are currently stored at the FBI
‘Chaflottc Field Office at 7915 Microsoft Way, Charlotte, North Carolina 28273. The

| items identified above are stored in a GSA-approved safe in a Sensitive Compartmented
Information Facility, which is accessible oply by FBI Charlotte Acting ASAC Scott

Cheney, who is the designated filter agent on this investigation.” The specifics of the

! The following items were obtained by FBI Tampa by way of séarch warrants: email accounts
ey and
I  The 1ou0wing items were obtained by FBI Tampa by way of consent:
forensic images of an Apple iPhone (serial number C28J60GKDTDD), two laptop computers
(Apple MacBook Air, serial number CO2HF37GDJWYV, and IBM/Lenova, serial number L3-
AY867), and two external hard drives (Toshiba 500GB, serial number 523GFNJASNG9, and
LaCie, no visible serial number).

? The items which this affidavit séeks authority to search were ori iginally seized, both pursuant to
warrants and by way of consent, in a computer intrusion investigation by FBI Tampa. Those
warrants did not permit the FBI to search for or seize items relating to the unlawful removal,
communication, or storage of classified information, and the consent to search the laptop

1
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information to be searched and items to be seized are more fully described in
Attachments A and B, which are incorporated fully by reference herein.

. 1 am a Special Agent with the FBI and have been employed as such for approximately
thirteen years. I have investigated matters involving National Security to include
Counterintelligence and Espionage. I am currently assigned to the Charlotte, North
Carolina FBI office. Through investigations, experience, and training, I have become
familiar with methods and operations employed by hostile foreign intelligence services
and their recruited human sources to illegally obtain, through clandestine action,
_classiﬁed and proprietary information, which if compromised poses grave danger to the |
national security of the United States. have also received specialized training in the
proper c;,ollection, retention, and dissemination of classified information.

. The facts in this affidavit come from my personal observations, my training and
experience, evidentiary review, and information obtained from other Agents, government
officials, and witnesses. This affidavit is intended to show merely that there is sufficient
probable cause for the requested warrant and does not set forth all of my knowledge

about this matter.

STATUTORY AUTHORITY

. The FBI is conducting .an‘investigation of _ for possible violations

of: (2) unauthorized removal and retention of classified documents and material, in

violation of -T‘it_le 18, United States Code, Section 1924; (b) unauthorized possession and,

computers, external hard drives, and iPhone was obtained during the course of a voluntary
interview focused on cyber stalking activities. The items have been stored by FBI Charlotte in
the care of a filter agent. This filter agent has retained sole custody of the items to ensure no
access to the information has been provided to agents investigating the matter under the statutes
set forth in this affidavit.

2
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inter alia, attempted communication and willful communication of national defense

information to someone not entitled to receive it, as well as the willful retention of
national defense information, in violation of Title 18, United States Code, Section 793(e);
{c) conspiracy to commit thé aforementioned crimes, in violation of Title 18, United
‘States Code, Section 371.

5. For the reasons set forth below, there is probable cause to believe that the email accounts
IR E— R -
I s vcll as forensic images of an Apple iPhone (serial number

C28J60GKDTDD), two laptop computers (Apple MacBook Air, ;erial number
COZHF37GDJWYV, and IBM/L;nova, serial number Ll3 -AY867), and two external hard
drives (Toshiba SOOGB, serial number 523GFNJASNG9, and LaCie, no visible serial
number) contain evidence, fruits, and/or instrumentalities of violations of federal law,
including, inter alia, the unlawful communication and/or retention of classified
information. The items to be searched described in this paragraph consist entirely of
items previously seized by the FBI pursvant to court authorized search warrants aﬁd by
consent. All of the items remain in the FBI’s possession, The prior searqh warrants
‘allowed the FBI to search the items and seize materials relating to what was at the time
an investigation into a potential cyber stalking matter, as moré fully explainﬁd below.
The instant request for a search warrant of those items is made to pernit the FBI to
search those items whiéh are in the FBI’s possession and seize materials. relating to the
violations set forth in paragraph 4 above. With regard to the email accounts identified
above, the materials in the FBI’s possession consist of data provided by internet service

providers pursuant to service of the prior search warrants in the cyber stalking

3
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- investigation. The instant request is made to allow the FBI to search that data and seize

those materials relating to violations set forth in paragraph 4 above.
6. Title 18, United States Code, Section 1924(a) states:

Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority ' i
and with the intent to retain such documents or materials at an unauthorized ’
location shall be fined under this title or imprisoned for not more than one year, or

both: ‘

18 US.C. § 1924(a).
7. Title 18, United States Code, Section 793(e) states:

Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which
information the possessor has reason to believe could be used to the injury of the |
United States or to the advantage of any foreign nation, willfully communicates,
delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both. :

18 US.C. § 793(e).

8. Title 18, United States Code, Section 371, makes punishable, by up to five years in
prison, a conspiracy among two or more persons to commit any offense against the
Unitcd States. |

9. Classified information is defined by Exccutive Order 13526 (E.O. 13526) and relevant
prcceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the control of the United States government; (2) falls within one or

more of the categories set forth in the E.O. 13526; and (3) is classified by an original

4
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classification authority who determines that its unauthorized disclosure reasonably could
be expected to result in damage to the -natidnal security. Where such unéuthorized
disclosure reasonably could be expected to cause “da.magé” to the national security, the
information is classified as “Confidential.” Where such unauthor'ized disclosure
reasonably could be expected fo cause “serious damage” to the national security, the
information is classified as “Secret.” Where such unauthorized disclosure reasonably
could be expected to cause “exceptionally grave damage” to the national security, the’
information is classified as “ToP Secret.”

Pursuanlt to E.O. 13526, a person may only gain access to classiied information ifa
favorable determination of eligibility for access has been made by an agency head or an
agency head’s designee, the person has signed an approved nondisclosure agchmént, and
the person has a need-to-know the information.

PROBABLE CAUSE

David Petraeus is a retired United States Army General. From on or about October 31,
2008 to June 30, 2010, Petracus served as Cbrnmande_r of the United States Central
Command. From on or aboﬁt July 4, 2010 to July 18, 2011, Petraeus served as
Commander of the International Security Assista.ncé Force. From on or about September
6,2011 to November 9, 2012, Petracus served as Director of the Central Intelligence
Agency (CIA). Atall times relevant to this affidavit, Petracus held a United States
goverﬁment security cle.arance allowing him access to classified Uni;ccd States
government information. According to a Departmeﬁt of Defense (DOD) official, to
obtain that ¢learance, Petracus was required to and would have agreed to proﬁerly protect

classified information by not disclosing such information to persons not entitled to
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receive it, by not unlawfully removing classified information from authorized storage
facilities, and by not storing classified information in unauthorized locations.

12. _ is a researcher and author of a biography of Petraeus, published in
January 2012. From on or about July 18, 2003 until on or about November 14, 2012,

I i< 1d - United States government security clearance allowing her access to

classified United States government infoﬁ'nation. According to a DOD official, to obtain
that clearance,- was requ.ired to and would have agreed to prqperly protect
classified information by not disclosing such information to persons not entitled to
rcccivé'it, by not unlawfully removing classified information from authorized storﬁge
faciliﬁes, and By not storing classified information in unauthorized locations.

13. In June 2012, the FBI's Tampa Division (FBI Tampa) opened a computer intrusion
investigation related to alleged cyber stalking activity. This investigation was predicated

_on a complaint received from Witness 1, which alleged the receipt of threatening and

harassing emails from the email addresses ||| G 2d

_ Witness 1 claimed friendships with several high-ranking

public and military officials.

14. Evidence gathered during the FBI Tampa investigation indicated that someone had access
to the personal schedule of Petracus, who was then the Director of the CIA. This access
indicated a potential breach of security. On or about June 22, 2012, FBI Headquarters
(FBIHQ) notified Petraeus’s security ﬂetail of the bngoing corﬂputer intrusion
investigation and the potential securify issue. On July 19, 2012, FBI Tampa was notified
by Witness 1 that he/she no longer wished to press charges against the cyber stalker. On

August 10, 2012, Witness 1 informed FBI Tampa that Petraeus personally requested that
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Witness | withdraw his/her complaint and “call off the G-men.” On August 13, 2012,
Witness 1 advised FBI Tampa that Petraeus believed the alleged cyber stalker possessed
information which could “embarrass™ Petracus and other public officials.
15. Iﬁvestigation conducted by FBI Tampa identified _ as tﬁe person
" suspected of using the-t.email accounts _ and

_referred to above. Investigation also determined
R < the email account |G On scptember 24,

2012, FBI Tampa interviewed _at her residence. During this voluntary
interview,_ admitted sen_ding the emails to Witness 1, as well as other
emails regarding Witness 1 to s;enior United States military ofﬁcérs as well as a fo.réign
diplomat. _ also stated that she had engaged in an extramarital affair with
Petraeus. _provided consent to search two of her laptop computers and
two external hard drives. The computers were ifnaged by ¥B1 Computer Analysis
Response Team (CART) Forensic Examiners.

16. On September 25, 2012, FBI Tampa return&d-_ laptop computers and
conducted a follow-up interview. During this follow-up intervicw,_ |
admitteﬁ she told Petraeus that he should get Witness 1 to “drop the charges.”
_. advised agents that she did not know if Petraeus made the request of
Witness 1. During the course of this interview, | provided interviewing

agents consent to search her Apple iPhone, which she had in her possession. FBI CART

> On June 29, 2012, FBI Tampa executed a search warrant on the || R R R .'
account. On September 7, 2012, FBI Tampa obtained an additional search warrant on the

account, Search warrant results received on October 16, 2012 included emails between the dates
of July 1, 2012 and September 7, 2012. On June 29, 2012, FBI Tampa executed a'search warrant

on the || NG 2ccount. On July 20, 2012, FBI Tampa executed a search
warrant on the ||| NN 2ccount.

7
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Forensic Examiners ijnaged the contents of her Apple iPhone at the interview location,
and the iPhone was returned to _ at the conclusion of the interview. A later
review of [ INGTcNININ s laptops and external hard drives located over 100 items
which were identified by CART Forensic Examiners as containing potentially classified
information, including information classified up to the Secret level.* |

17. On October 26, 2012, Petraeus was intcrviewcd at CIA Headquaﬂers. Petracus stated |
that he had had an extramarital affair with [ I N ElIElIBl. He denied pfoviding any
classified documents to _ or having any arrangement to.providc hef with
classified information. Petraeus stated that _ may have obtained
documents in the course of conducting research for a book she was writing. He explained
that reporters in theater (Afghanistan), such as I, were sometimes granted
“off-the-record”™ access to classified preséntations, such as the COMISAF’s (Commander,
International Security Assistance F orce) dail& briefings.

18. On November 2, 2012, FBI Tampa interviewed | EBl. in Charlotte, North
Carolina regarding the potentially classified documents found on her computers. She
claimed she came into possession of several of the documents when she was in
Afghanistan researching her boék about Petraeus; however, she was unable to provide
specifics as to how she obtained them. _ stated that during her time in
Afghanistan she was given access to several briefings, including at least one briefing at
the Secret level. || 2dvised that reporters were often given such access in
order to provide them with situational awareness of the war. In order to receive the

briefings, _ signed an “off-the-record” agreement, which meant she could

* On September 26, 2012, FBI Tampa again met with ||| ] llll and retumed the two
external hard drives, which had also been imaged by CART Forensic Examiners,

8

Case 3:13-mj-00101-DSC *SEALED* Document 6-1 Filed 12/20/16 Page 9 of 23




not write about classified information she observed. She stated she would sometimes
obtain a paper copy of the briefings to preserve the information as research for her book.
_. advised that she never received classified information from Petraeus.

19. During interviews conducted of — and Petraeus under the aforementioned
FBI Tampa investigation, each advised they used covert methods to communicate with
one another. These methodé included the use of pre-paid ceilular telephones and email
accounts using non-attributable names. Several of these covert email accounts were
identified during the FBI Tampa investigation; however, it is not _known if all the |
accounté were identified because both _ and Petraeus stated they could not
recall all the account names which they created and used to communicate. During
_Séptember 25, 2012 interview, shg advised that she and Petraeus would
sometimes share the same account, and would save messages to the 'dfaft folder instead of
sending theﬁl via email.

A. —Consensual Search, November 12, 2012

- 20. As a result of finding ﬁotentially classified information on the laptops provided by
I . B! Tampz and FBI Charlotte conducted a consensﬁal search of
B Charlotte residence on Novcxlnber 12,2012 to recover any evidence
related to cyber stalking, in violation of 18 U.S.C. § 2261A, and the unauthorized
removal and retention of classified documents or material, in violation of 18 U.S8.C.
§ 1924. On this same date, a consensual search was also conducted at the residence of
_: administrative assistant,_, in Concord, North
Carolina. _ voluntarily prévided the‘FBI with various itéms she maintained in

her home in relation to her employment with B During the searches,
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additional paper documents were found, some of which, upon belief and information of
your affiant, are classified. As a result of the two searbhes, the following digital media
were seized: eight computers, twelve external hard drives, two printers/scanners, two
cellular telephones, Mo Apple iPods, seven thumbdrives/memory cards, and
approximately fifty floppy discs, CDs, and optical discs.?

21. Based on a preliminary review of _ digital media, it is believed she came
into possession of potentially classified information both before and during the writ'mg of
her book, “All In: The Education of General David Petracus.” Of the potentially
classified documents reviewed to date, the majority relate to U.S. military operations
conducted in‘Afghanistan. Given her extensive use of digital media, your affiant believés ,
_- received/exchanged cléssiﬁed information via email and/or made contact
with individuals via email and/or telephone to schedule in-person meetings for the

purpose of recording and collecting classified information, as detailed below.
_ is also known to have digitally stored numerous dqcuments, photographs,
and audio interviews which contain classified information.

B. Communications Regarding the Potential Mishandling of Classified
Informatien ,

22. 0n May 12, 201 L, [N, using cmsil accoun: [
sent an email to Petraeus at email account_ . The

subject line of the email read: “what part of 4...” and the body of the email read: “is
secret? The stuff in parentheses, or the second sentence?” Based on my training,

experience, and information reviewed to date in this investigation, the email related to a

* These items include the two laptops and two external hard drives previously provided by

. I to FBI on September 24, 2012.
10
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document or series of documents provided by Petraeus to | NN vhich
contained classified information.
23. Between July 13, 2011 and July 15, 201 1, BBl 2nd a U.S. Amy Lieutenant

Colonel exchanged numerous emails. . using email account

_ emailed the Lieutenant Colonel at his military email

accouat, seeking information about military operations conducted by the Lieutenant
Colonel’s unit. In requesting this information, I ;i thot in the past both
storyboards and trobp narratiﬁes had been useful in conveying sﬁch facts. In an email
from the Lieutenant Colonel to —an Juls( 15, 2011, he advised he was |
working on the storyboards and asked her for “a good SIPR number.”™® Later on July 15,
201 1,_ replied to the Lieutenant Colonel’s email and carbon copied (cc’d)
Petraeus at email account ||| GG . _
response included the ‘following: “[11f you have classified material, GEN Petracus has
been gracious enough to allow me to have yo.u send the storyboards and material to his
SIPR account; I’ll pick them up as soon as you send the word! 've cbpied him on this
email. Ifit’s unclass, you can use my AKO or this account.” This émail correspondence
‘between I :nd the Lieutenant Colonel reflects somefagrecme_nt by Petracus
to provide _ access to classified information. -

24, From June 12, 2011 through June 15, 2011, _,, using email address

_‘ and Petraeus, using email address
] : |, discussed several topics, to include files

® SIPR is an acronym for Secure Internet Protocol Router network, a U.S. government
communications system allowing the processing, storage, and communication of classified
information up to the SECRET level.
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maintained by Petraeu;. In the email string, which contained the subject line “Ché.pter
2,” I T:ised issues which Petraeus addressed by typing in all capital lettersr
within the body of [ ENGcNcNcTzNNE 6ﬂginal emails. In the email string, while
discussing Petraeus’s ﬁlcs,_ wrote, “{Tlhe Galvin letters are naturally very
helpful in this regard (I want more of them!!! I know yqu’rc holding back...)” In
response to this point in— eméil, Petracus wrote: “THEY’RE IN BOXES
AND LL GET THEM OUT WHEN WE UNPACK AT THE HOUSE IN LATE
JULY/AUG.” |

25._responded: “Thanks for your willingness to get out the boxes! | N

I !¢ librarian at NDU, has the full coilection as well, if it’s easier to just gain

accéss to them there.”’ In response Petraeus wrote: “SHE DOESN'T HAVE THE FILES
I’VE GOT AT HOME; NEVER GAVE THEM TO HER.”

26. In an email string initiated on or about June 19, 2011, Petraeus, using email address

I and [ vsing email address
I - changed over ten emails. In the first email, with the

subject line “Found the”, Petraeus discussed locating his “Gaivin files” as well as other
files and expressed his willingness to share them with [ - Petracus wrote:
“[Gliven van'-ous reassurances from a certain researcher, I will not triage them!” Your
affiant believes the term “triage” refers to the classified contents of the documents. |
_. expressed her excitement about Petraeus’s willingness to share the files

writing: “[1]’1l protect them. And I’ll protect you.”' Petraeus later responded to

"NDU is an acronym for National Defense University. NDU is an institution of higher education
funded by the United States Department of Defense, intended to facilitate high-level training,
education, and the development of national security strategy. It is located on the grounds of Fort
Lesley McNair in Washington, D.C.

12

Case 3:13-mj-00101-DSC *SEALED* Document 6-1 Filed 12/20/16 Page 13 of 23




| _, writing, “[M]y files at home only go up to about when I took cmd of the
101*, though there may be some MNSTC-I and other ones. Somewhere in 2003,
stopped nice filing and just started chunking stuff in boxes that gradually have gone, or
will go, to NDU. Can search them at sofne point if they’re upstairs, but they’re not
organized enough at this point. ...”8 Petraeus continued, writing, “[A]nd I think MNSTC-I
files went to NDU, though I’'m not sure. The key to find there would be the weekly
reports that the CIG did with me. Not sure if - kept copies. Class’d, butrl guess I
miéht share!” (emphasis added).

27. Your affiant believes that Petraeus’s reference to “Class’d” means the documents he is
discussing --- and which he indicates he is willing to provide to — - aré
classified.

C. Continuing Communications Betw"een— ami Petraeus

28. _ and Petraeus are believed to have had multiple telephonic contacts after
each was made aware of FBI Tampa’s computer intrusion investigation. Your affiant
asserts: |

a, Petraeus’s C1A secﬁﬁty detail was notified of the FBI investigation on June 22,
2012. In an interview with FBI Tampa on October 26, 2012, Petracus
acknowledged that: (1) he was briefed by the security detail concerning the FBI

_ investigation, and (2) he called ||| I o~ Juoe 23, 2012 regarding the

~ emails received by Witness 1.

* MNSTC-I is an acronym for Multi-National Security Transition Command-Irag. MNSTC-I
was a branch of the Multi-Nationa] Force-Iraq (MNF-I). Petracus was'the former commander of
MNF-L
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b. Over the weekend of August 11, 2012 and August 12, 2012, Petraeus spoke to
Witness 1. In evidence reviewed by FBI Charlotte, a telephone number attributed
to _ called a telephone number attributed to Petraeus on August 11,
2012. |
¢. | -=: interviewed by FBI Tampa on September 24, 25, and 26,
2”012. A telephone number attributed to_ éalled a telephone

number attributed to Petracus on three occasions on September 25, 2012.

- d _ was in contact with FBI Tampa on October 1 and 2, 2012. These |

contacts ultiﬁlately resulted in a telephone interview conducted on October 3,
2012. In evidence reviewed by FBI Charlotte, on October 2, 2012, there were six
calls between telephone numbers attributed to || || and Petraeﬁs. One
.of these. calls connected, resulting iﬁ an apﬁroximately fifteen-minute-long
" conversation.
e. During the October 26, 2012 interview of Petraeus by FBI Tampa, he stated that,
while coming back from a trip to the Far East earlier in the month, he called
—,, who told him about her interview with the FBI. Evidence
indicated that a telephone number attributed to Petracus called a teleéhone
number attributed to|J R or October 16, 2012.
f. Folloﬁng FBI Tampa’s interview of Petraeus on October 26, 2012, a telephone
number attributed to ||| called 2 telephone number attributed to
Petraeus on four occasions on October 27, 2012, on three occasions on October

28,2012, and on two occasions on October 29, 2012.
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g- On November 2, 2012, _ was again interviewed by FBI Tampa.
_ stated that she and Petraeus had talked candidly since each of
their interviews with the FBI. |
h. OnNovember 9, 2012,_c0ntacted FBI Tampa telephonically from
telephone number _ She advised she received a telephone call
from Petraeus earlier that day advising her of his resignation. In evidence
revit;,wcd by FBI Charlotte, telephone number T c:cd telephone
number attributed to Petraeus on November 9,2012. |
29. The foregoing telephone communications identified in this afﬁdav;n only include calls
made or received from one governmént phone attributed to Petraeus. As detailed above,
Petraeus and —J have previously been in fégular contact through email, and
communicated about the provision of classified information to |
Moreover, ]I 2nd Petracus have admitted that they established covert
communications systems using pre-paid cellular telephones and non-attributable email

accounts. One of the non-attributable email accounts used by - was

_ To date, the pre-paid telephone numbers used by Petraeus and
_have not been identified.

30. These telephonic contacts and attempted telephonic contacts between telephone numbers

attributed to _ and Petraeus indicate _ relationship with

Petraeus continued after their interviews with FBI Tampa in September and October

2012. Based on these facts, and given _: history of email communication
with Petraeus, there is probable cause to believe that the _

® On September 5, 2012, FBI Tampa executed a search warrant on the || @ l S @
account, .
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31.

32.

account as well as the —account contain substantive communications
regarding the content of N ond Petracus’s FBI interviews, including
additional information regarding _: access to and retention of classified
information. |

LOCATION TO BE SEARCHED

Based upon the foregoing, your affiant submits that probable cause exists for the issuance

of a search warrant to search the evidence previously seized by FBI Tampa, to include

" email accounts || .

D - s <!l as forensic images of an

‘iPhone (serial number C28J60GKDTDD), two laptop computers (Apple MacBook Air,

serial number CO2HF37GDJWYV, and IBM/Lenova, serial number L3-AY867), and twb

external hard drives (Toshiba 500GB, serial number 523GFNJASNG9, and LaCie, no

. visible serial number), all of which are stored at the FBI Charlotte Field Office ét 7915

Microsoft Way, Charlotte, North Carolina 28273,; The items are stored in a GSA-
approved safe in a Sensitive Compartmented Information Facility, which is accessible
only by Acting ASAC Scott Cheney, the designated filter agent in the investigation.

CONCLUSION

Based on my training and experience, and the facts as set forth in this affidavit, your
affiant asserts there is probable cause to believe that within the aforementioned items
there exists evidence of a crime relating to: () unauthorized removal and retention of - |
classified documents and material, iﬁ violation of 18 U.5.C. § 1924; (b) unauthorized

possession and, inter alia, attempted communication and willful communication of

national defense information to someone not entitled to.receive it, as well as the willful
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retention of national defense information, in viqlation of 18 U.S.C.l§ 793I(e); and (c)
conspiracy to commit the aforernentioned crimes, in violation of 18 U.8.C. § 371.

33. Based on the foregoing, I request that the Court issue ‘the proposed search warrant,
Because the warrant will be served on the Federal Bureau of Invcstigation, there exists
r.easonable cause to permit the execution of the requested warrant at any time in the day -

or night.
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REQUEST FOR SEALING

34. Since this investigation is continuing, disclosure of the search warrant, this affidavit,
and/or this application and the attachments. thereto will jeopardize the progress of the
investigation. Accordingly, it is respectfully requested that the Court issue an order that
the‘ search warrant, this affidavit in support of the application for search warrant, the
application for search warrant, and all attachments thereto be filed under seal until further

order of this Court.

Respectfully submitted,

A A4 /M//(

Gerd .f Bdllner, Jr.
Special Agent
Federal Bureau of Investigation

' Swom to and subscribed before me

onthis, the 3¢} day of April, 2013,

UNITED STA S DISTRICT COURTAUDGE
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ATTACHMENT A

Particular Items To Be Searched

This warrant applies to records and other information contained within evidence seized

by FBI Tampa pursuant to warrants or by consent in a computer intrusion investigation of

§ O

L,

Content of email account |GGG r<c:iv:d by ¥BI Tampa

pursuant to search warrants executed on June 29, 2012 and September 7, 2012;

Content of email account _reccived by FBI Tampa pursuant to

a search warrant executed September 5, 2012;

Content qf email éccount_ _ received by FBI Tampa pursuant
to a search warrant executed June 29, 2012; |
Content of email account_,receivcd by FBI Tampa pursuant
to a search warrant executed July 20, 2012; - |
Forensic image of an Apple iPhone, serial number C28) 60GKDTDD, obtained by
consent on September 25, 2012; |
.Forensic image of an Apple MacBook Air laptop computer, serial number
COZHF37GDIWV, obtaiﬁed by‘ consent on September 24, 2012;

Forensic imagé of an IBM/Lenova laptop computer, serial number L3-AY867,
obtained by consent on September 24, 2012;

Forensic image of a Toshiba 5S00GB external hard drive, serial number
523GFNJASNG69, obtained by consqnt on September 24, 2012; and

Forensic image of a LaCie external hard drive, no visible serial number, bbtained by

consent on September 24, 2012;
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all of which are stored in a GSA-approved safe in a Sensitive Compartmented Information
Facility located at the FBI Charlotte Field Office at 7915 Microsoft Way, Charlotte, North

.Carolina 28273.
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 ATTACHMENT B
Particular Things To Be Seized
L Information To Be Seizgd by the Government
1. All records or information that constitute fruits, evidence, and instrumentalities of

violations of the statutes listed on the warrant, including:

a. All records or information related to any communications between

I -1 Petracus;

b. All records or information related to any communications, from Decembér
2008 to the preéent, between —md any other person or entity
concerning classified and/or national defense information; l

c. All records or information, from December 2008 to the present, related to any
classified and/or national defense ‘infor.m_ation; '

d. All records or information, from December 2008 to the present, related to the
source(s) or potent'ial source(s) of any classified and/or national defense

.information provided to _ and any involvement of Petraeus in
such; o

e. All records or information, from December .2008 to the present, related to the
state of mind o.f any individuals concerning the communication, disclosure,
receipt, or retention of classified and/or national defense information;

f. All records or information relating to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unau_thorized disclosure or retention of

classified and/or national defense information;
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g. All records or information related to any communications from June 2012 to
the present between _ and any other person cox;icerning ongoing
law enforcement investigations;

.h' All records or information concerning any email accounts, telephone numbers,
or other methods of communication used by N o: reiracus;

i. Any information recprding J or Petracus’s schedule or travel
from December 2008 to the present; and

j. Records evidencing the use of the Internet, including records of Internet

Protocol addresses used;

2. Asused ablove, the terms “records” and “information” include all of the foregoing
~ items of evidence in whatever form and by whatever means they may have been
created or stored, including any form of computer or electronic storage (such as flash

memory or other media that can store data) and any photographic form.
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UNITED STATES DISTRICT COURT FOR THE

WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION
UNITED STATES OF AMERICA - ) DOCKET NO.: 3:13-mj-244
)
V. ORDER TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

EMAIL ACCOUNT AS DESCRIBED IN
AFFIDAVIT AND ATTACHMENT,

)‘ i
)
)
CONTENT AND FORENSIC IMAGES OF g
)
INCORPORATED HEREIN, )

UPON MOTION of the United States of America, by and through I ill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
August 8, 2013, the Court issued a search warrant in the abbve-captioned case and placed under
seal the warrant, the application for the warrant, and the affidavit in support of the application for
the warrant; it further appearing that the government, afier reviewing the materials in connection
with pending Freedom of Information Act litigation in the United States Court for the District of
Columbia, now seeks to unseal said documents, subject to redactions of personal identifying
information, pursuant to Local Criminal Rule 49(B) of this Court {(the search warrémt materials,
as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, application for search warrant, and affidavit in
support of the application for the search warrant, as redacted by the governmeﬁt, are hereby
UNSEALED.

The Clerk is directed to certify copies of this Order to the United Sfates Attorney's
Office.

- This the - day of December, 2016.

UNITED STATES MAGISTRATE JUDGE
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FILED.

CHARLOTTE, NC
UNITED STATES DISTRICT COURT FOR THE

WESTERN DISTRICT OF NORTH CAROLINA DEC 2 0 2016
CHARLOTTE DIVISION '
: US District Court
UNITED STATES OF AMERICA ) DOCKETNO.: 3:13-mj-24¥Vestern District of NG
v. ) MOTION TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF - AND APPLICATION

EMAIL ACCOUNT AS DESCRIBED IN
AFFIDAVIT AND ATTACHMENT,

)
)
‘ )
CONTENT AND FORENSIC IMAGES OF ;
)
INCORPORATED HEREIN )

NOW COMES the United States of America, by and through Jill Westmoreland Rose,

United States Attorney for the Western District of North Carolina, who respectfully shows unto

-the Court that on August 8, 2013, the court issued a scarch warrant in the abéve-captioned case -
‘and placed under seal the warrant, the application for the warrant and the affidavit in support of
the application for the warrant; after reviewing the materials in connection with pending
Freedom of Information Act litigation in the United States District Court for the District of
Columbia, the United States now seeks to unseal said documents, subject to redactions of
personal identifying information, pursuant to Local Criminal Rule 4%(B) of this Court (the search
warrant materials, as redacted by the government, are attached hereto).

THEREFORE, the United States respectfully moves the Court for the search wé,rrant, the
application for the warrant, and the affidavit in support of the application for the warrant listed
above be unsealed.

| Respectfully subrﬁitted, on this day of December 19, 2016.

HLL WESTMORELAND ROSE
UNITED STATES ATTORNEY

{/s//TJILL. WESTMORELAND ROSE

ASSISTANT UNITED STATES ATTORNEY
NC Bar Number # 17656
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Attorney for USA

Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
Phone: 704-344-6222

Fax: 704-344-6629

Email: jill.rose@usdoj.gov
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UNITED STATES DISTRICT COURT FOR THE

WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION
UNITED STATES OF AMERICA )y DOCKET NO.: 3:13-mj-244'
)
v. ORDER TO UNSEAL THE,
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

EMAIL ACCOUNT AS DESCRIBED IN
AFFIDAVIT AND ATTACHMENT,

).
)
)
CONTENT AND FORENSIC IMAGES OF %
)
INCORPORATED HEREIN. )

UPON MOTION of the United States of America, by and through J ill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
August 8, 2013, the Court issued a search warrant in the abéve~captioned case and placed under
seal the warrant, the application for the warrant, and the affidavit in support of the application for
the warrant; it further appearing that the government, after reviewing the materials in connection
with pending Freedom of Information Act litigation in the United States Court for the District of
Columbia, now seeks to unseai said documents, subject to redactions of personal identiﬁing
information, pursuant to Local Criminal Rule 49(B) of this Court (the search warrant materials,
as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, application for search warrant, and affidavit in
support of the application for thé search warrant, as redacted by the governmeﬁt, are hereby
UNSEALED.

The Clerk is directed to certify copies of this Order to the United States Attorney's
Office.

This the Q Dday of December, 2016.

7 dln,

UNITED STATES MAGISTRATE JUDGE
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<

< ,a:o 106 (Rev. 04/10) Application for a Search Warrant Fl LE D

eﬁﬁﬂfﬁi IE. NC

TRy TN
UNITED STATES DISTRICT COURT AUG - 8 2013
for the 7 ‘
Western District of North Carolina US District Court
Western District of NC
In the Matter of the Search of )
Briefly describe th to b hed
(bricfy deseive the roperty o e vl ) Gasee
Content and forensic images of email account as )
described in Affidavit and Attachment, incorporated : g
herein.

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that | have reason to believe that on the following person or property (identify the person or describe the
property to be searched and give its location).

See attachment A, which is incarporated fully herein.

located in the Western District of North Carolina , there is now concealed fidentify the
person or describe the property to be seized): -

See attachment B which is incorporated fully herein.

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more):
l!fevidence of a erime;
of coniraband, fruits of crime, or other items illegally possessed;
0 property designed for use, intended for use, or used in committing a crime;
[0 a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation oft

Code Section Offense Description
18 U.S.C. 1924 Unauthorized removal and retention of classified documents and materials.
18 U.5.C. 793(e) Unauthorized possession, communication and willful retention of national defense
information

The application is based on these facts:

of Continued on the attached sheet.

O Delayed notice of days (give exact ending date if more than 30 days: ) is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet.

| Wep & Blodin

Applicant's signature

Raju S. Bhatia Special Agent, FBI

Printed name and title

"Sworn to before me and signed in my presence.

pate: _ 6. %13 M\‘f Qamzx_—«zﬁ//

Q Judge s signature
City and state: Charlolte, North Carolina Robert J. Conrid, Jr., United States District Court Judge

Printed name and title
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Raju S. Bhatia, being first duly sworn, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

1. Imake this affidavit in support of an application for a search warrant for information
associated with a certain account stored at premises owned, maintained, controlled, or
operated by United States Central Command (US CENTCOM) headquartered at MacDill
Air Forf:e Base, Tampa, Florida. The information to be searched ié described in the
following p‘arégraphs and in Attachment A, all iﬁcorpbrated fully by reference herein.

2. Tama Spebial Agent with the Federal Bureau of Investigation (FBI) and have been
employed as such for over 14 years. I have investigated matters involving complex
financial fraud, public corruption, organized crime, counterterrorism, and
counterespionage. I'am currently assigned to the Charlotte, North Carolina FBI office.
Through inveétigations, experience, and training, I have become familiar with methods
and operations employed by individuals attempting to conceal their illegal behavior. I
have also received training in the proper collection, retention, and dissemination of
classified information.

3. The facts in this affidavit come from my personal observations, my training and
experience, evidentiarylreview, and infonnatiqn obtained from other Agents, government
officials, and witnesses. This affidavit is intended to show merely that there is sufficient
proBable cause for the requested warrant and does not set foﬁh all of my knowledge

about this matter,
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STATUTORY AUTHORITY

4. The FBI has been conducting an investigation of DAVID PETRAEUS and -
_for possible violations of: (a) unauthorized removal and retention of
classified documents and material, in violation of Title 18, United States Code, Section
1924; (b) unauthorized possession and, inter alia, attempted communication and willful
communication of national defense information to someone not entitled to receive it, as
well as the willful retention of national defense information, in violation of Title 18,
United States Code, Section 793(e); and (c) conspiracy to commit the aforementioned
crimes, in violation of Title 18, United States Code, Section 371.
5. For the reasons set forth below, there is probable cause to believe that the email account
_ ‘described in detail in Attachment A) contains
evidence, fruits, and/or instrumentalities of violations of federal law, including, inter alia,
the improper communication and/or retention of classified information.
6. Title 18, United States Code, Section 1924(a) states:
Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an unauthorized
location shall be fined under this title or imprisoned for not more than one year, or
both.
18 U.S.C. § 1924(a).
7. Title 18, United States Code, Section 793(e) states:
Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which

information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,
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delivers, transmits or causes to bé communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both.

18 U.S.C. § 793(e). .

8. Title 18, United States Code, Section 371, makes punishable, by up to five years in
prison, a conspiracy among two or more persons to commit any offense against the
United lStatcs.

9. Classified information is defined by Executive Order 13526 (E.O. 13526) and relevant
preceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the control of the United States government; (2) falls within one or
more of the categories set forth in the E.O. 13526; and (3) is classified by an original
classification authority who determines thaf its unauthorizedr disclosure reasonably could
Be expected to result in damage to the national security. ‘Where such unauthorized
disclosure reasonably could be expécted to cause “damage” to the national security, the
information is classified as “Confidential.” Where such unauthorized disclosure

| reasonably could be expected to.cause “serious damage” to the national security, the
information is classified as “Secret.” Where such unauthorized disclosure reasonably
could be expected to cause “exceptionéllly grave damage” to the nétional security, the
information is classified as ‘;Top Secret.”

10. Pursuant to E.O. 13526, a person may only gain access to classified information if a
favorable determination of eligibility for access has been made by an'agency head or an

agency head’s designee, the person has signed an approved nondisclosure agreement, and

the person has a need-to-know the information.
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PROBABLE CAUSE

11. PETRAEUS is a retired United States Army General. From on or about October 31, |
2008 to June 30, 2010, PETRAEUS served as Commander of the United States Central
Command. From on or about June 23, 2010 to July 18, 2011, PETRAEUS served as
Commander of the International Security Assistance Force. From on or about September
6,2011 to November 9, 2012, PETRAEUS served as Director of the Central Intelligence
Agency (CIA). At all times relevant to this afﬁdavit, PETRAEUS held a United States
government security clearance allowing him access to classified United States
government information. To obtain that clearance, PETRAEUS was required to and
would have agreed to properly protect classified informatibn by not disclosing such
information to persons not entitled to réceive it, by not unlawfully rem(;,-ving classified
information from authorized storage facilities, and by not stéring classified information in
unauthorized locations.

12. _ is a researcher and author of a biography of PETRAEUS, published in
January 2012. From on or about July 18, 2003 until on or about November 14, 2012,
I ::!d 2 United States government security clearance allowing her access

" to classified United States government information. ‘To obtain that clearance,
B s cquired to and would have agreed to properly protect classified
information by not disclosing such information to persons not entitled to recgive it, by not
unlﬁwfully ;emoving ciassiﬁed infonnat-ion from authorized storage facilities, and by not
storing classified infoﬁnation in upauthorized locations.

13. In Jﬁne 2012, the FBI's Tampa Division (FBI Tampa) opened a computer intrusion

investigation related to alleged cyber stalking activity, This investigation was predicated
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on a complaint received from Witness 1, which alleged the receipt of threatening and
harﬁssing emails. Witness 1 claimed friendships with several high-ranking public and
military officials.

14. Evidence gathered during the FBI Tampa ihvestigation indicated that someone had access
to the personal schedule of PETRAEUS, who was thén the Director of the CIA. This
access indicated a potential breach of security. On or about June 22, 2012, FBI
Headquarters (FBIHQ) notified PETRAEUS’s security detail of the ongoing computer
intrusion investigation and the potential security 1ssue. On July 19, 2012, FBI Tampa
was notified by Witness 1 that he/she no longer wished to press charges against the cyber
stalker. On August 10, 2012, Witness 1 informed FBI Tampa that PETRAEUS
personally requested that Witness 1 withdraw his/her complaint and “call off the G-men.”
On August 13, 2012, Witness 1 advised FBI Tampa that PETRAEUS believed the |
alleged cyber stalker possessed information which could “embarrass” PETRAEUS #nd
other public officials. Ultimately the FBI determined, based upon the investigation, that
_was the individual who had sent the emails to Witness 1.

15. On September 24, 2012 as part of the FBI'Tampa invcstigatioﬁ, ]
consented to a search of two laptops and two external hard drives belonging to her. A
review of the digital media contained on these dev.ices revealed over 100 items which
were identified by Charlotte Computer Analysis Response Team (CART) Forensic
Examiners as potentially containing classified information, up to the Secret level.

16. On October 26, 2012, PETRAEUS was interviewed at CIA Headquarters, PETRAEUS
stated that he had had an extramarital affair with _ He denied providing |

any classified documents to _ or having any arrangement to provide her
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with classified information. PETRAEUS stated that NIl 12y have obtained
documents in the course of conducting research for a book she was writing. He explained
that reﬁorters in theater (Afghanistan), such as _, were sometimes granted
“off-the-record” access to classified presentations, such as thelCOMISAF’s (Commander,
International Security Assistance Force) daily briefings.

17. On November 2, 2012, FBI Tampa interviewed [l iz Chartotte, Nortn
Carolina regarding tﬁe potentially classified documents found on her computers. She
claimed she came into possession of several of the documents when she was in
Afghanistan researching her book about PETRAEUS; however, she was unable to
provide specifics as to how she obtained them. — stated that during her
time in Afghanistan she was given access to several briefings, ihcluding ét least one
briefing at the Secret level. _ advised that reporters were often given such
access in order to provide them with situational awareness of the war. In order to receive
the briefings, _ signed an “off-the-record” agreement, which meant she
cc.)ulld not write about classified information she observed. She stated she would
sometimes obtain a paper copy of the briefings to preserve the information as research for
her book. _ advised that she never received classified information from
PETRAEUS.

18. During interviews conducted of _ anci PETRAEUS under the
aforementioned FBI Tampa investigation, each advised they used covert methods to |
communicate with each other. These Iﬁethods included the use of pre-paid cellular
telephones and email accounts using non-attributable names. Several of these covert

email accounts were identified during the FBI Tampa investigation; howeyver, it is not
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known if all the accounts were identified because both || |} } B and PETRAEUS
stated they could not recall all the account names which they created and used to
communicate. During _ September 25, 2012 interview, she advised that
she and PETRAEUS'would sometimes .share the same account, an.d would save messages
to the draft folder instead of sending them via email.

19. On November 12, 2012, Agents from the Charlotte and Tampa Divisions of the FBI
participated in a consensual search of _residence in I North
Carolina to recover any evidence related to cyber stalking, a violation of 18 U.S.C.

§ 2261 A, and the unauthorized removal and retention of classified documents, éviolation
of 18 U.S.C. § 1924, bming the search, numerous items wére seized to include digital
media as well as four boxes and one folder of documents. On this same date,
I - \inistrative assistant voluntarily provided the FBI with digital media
as well as one box of documents which she maintained in her home in relation to her
employment with . - cvicw of the seized materials has idéntiﬁed to date
hundreds of potentially classified documents, including more than 300 marked Secret, on
digital images maintained on various pieces of electronic media.

20. Of the potentiaHy classified documents reviewed to date, the majority relate to U.S,
military operations conducted in Afghanistan. ||| BBl traveled into and out of
Afghanistan several times between September 2010 and July 2011 to conduct research
for a biography on PETRAEUS. During this time, PETRAEUS was sefving as the
International Security Assistance Force (ISAF) Commander.

21. — paper documents, digital déta, and audio files indicate PETRAEUS

played an integral role in granting _ access to classified information for the
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purpose of writing his biography. For example, in an email dated January 16, .201 1,
which PETRAEUS marked ;IS CONFIDENTIAL and sent to multiple members of the
military, he instructed a member of his staff to “PLS PRINT FOR I, ON AN
OFF THE RECORD BASIS.” Travel documents show that I - in
Afghanistan at this time. |

" A. Communications Regarding Potential Mishandling of Classified
Information : '

22. On May 12,2011, _., using email account_

sent an email to PETRAEUS at email account .

_ . The subject line of the email read: “what part of
4...” and the body of the email read: “is secret? The stuff in pérenthesis or the second

. sentence?” Based on my training, experience, and information reviewed to date in this

| investigation, the email related to a document or series of documents provided by
PETRAEUS to | vhich contained classified information.

23. Between July 13, 2011 and July 15, 2011, _ and a U.S: Army Licutenant

Colonel exchanged numerous emails. _., using email account
S - :icd the Licutenant Colonel atlhis military email
account, seeking information about military operations conducted by the Liéutenant

Colone!’s unit. In requesting this information, |l noted that in the past both

storyboards and troop narratives had been useful in conveying such facts. In an email

from the Lieutenant Colonel to _ on July 15, 2011, he advised he was
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24,

working on the storyBoards and asked her for “a good SIPR number.”" Later on July 15,
2011, N <plicd to the Licutenant Colonel’s email and carbon copied (cc’d)
PETRAEUS at email account [ GTGTcNIENNE | _
response includedthe following: “[I]f you have classified material, GEN Petraeus has
been gracious enough to allow me to have you send the storyboards and material to his
SIPR account; I’ll pick them up as soon as you send the word! I’ve copied him on this
email. Ifit’s unclass, you can use my AKO or this account.” This email correspondence
between NN 2nd the Lieutenant Colonel reflects some agreement by
PETRAELUS to provide _ access to classified information.

From June 12, 2011 through June 15,2011, I . using email address

I - PETRAEUS, using email address

_ , discussed several topics, to include files

maintained by PETRAEUS. In the email string, which contained the subject line
“Chapter 2,” | r2iscd issues which PETRAEUS addressed by typing in all
capital letters within the body of _ori giﬁal emails. In the email string,
while discussing PETRAEUS’s files, — wrote, “[T]he Galvin letters are
naturally very helpful in this regard (I want more of them!!! I know you’re holding
back...)” Inresponse to this point in | 2i), PETRAEUS wrote:
“THEY’RE IN BOXES AND I’LL GET THEM OUT WHEN WE UNPACK AT THE

HOUSE IN LATE JULY/AUG.”

1SIPR is an acronym for Secure Internet Protocol Router network, a U.S. government
communications system allowing the processing, storage, and communication of classified
information up to the SECRET level.
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25. N :csponded: “Thanks for your willingness to get out the boxes! Susan
Lembke, the librarian at NDU, has the full collection as well, if it’s easier to just gain
access to them there.” In response, PETRAEUS wrote: “SHE DOESN’T HAVE THE
FILES I'VE GOT AT HOME; NEVER GAVE THEM TO HER.”

26. In an email string initiated on or about June 19, 2011, PETRAEUS, using email address

_ ,and NN . using email address
_ exchanged over ten emails. In the first email, with the

subject line “Found the”, PETRAEUS discussed locating his “Galvin files” as well as

. other files and expressed his willingneés to share them with | IENREMENENN .
PETRAEUS wrote: “[G]iven various reassurances from a certain researcher, I will not
triage them!” Your Affiant believes the term “triage” refers to the classified contents of
the documents. _ expreésed her excitement about PETRAEUS’S
willingness to share the files writing: “[I]’ll protect them. And I'll protect you.”
PETRAEUS later responded to || . vriting, <“[M]y files at home only go up
to about when I took cmd of the 101, though there may be some MNSTC-I and other
ones. Somewhere in 2003, | stopped nice filing and just started chunking stuff iﬁ boxes
that gradually have gone, or will go, to NDU. Can search them at some point if they’re
upstairs, but they’re not organized enough at this point. ..”* PETRAEUS continued,

writing, “[A]nd I think MNSTC-I files went to NDU, though I’m not sure. The key to.

*NDU is an acronym for National Defense University. NDU is an institution of higher education
funded by the United Stated Department of Defense, intended to facilitate high-level training,
education, and the development of national security strategy. It is located on the grounds of Fort
Lesley McNair in Washington, D.C.

TMNSTC-I is an acronym for Multi-National Security Transition Command-Irag. MNSTC-I
was a branch of the Multi-National Force-Iraq (MNF-I). Petracus was the former commander of
MNF-I.

10
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find there would be the weekly reports that the CIG did with me. Not sure if - kept
copies. Class’d, buf I guess I might share!” (Emphasis added). |

27. Your affiant believes that PETRAEUS’s reference to “Class’d” means the documents he
is discussing --- énd which he indicates he is willing to provide to ||| | | J J I — 2rc
classified.

28. Based on these facts, there is probable cause to believe that PETRAEU‘S’S email account,

_ ' -, contains substantive communications regarding

PETRAEUS’s sﬁaring of classified information as well as _ access to and
retention of classified information.

BACKGROUND CONCERNING EMAIL

29. In my training and experience, I have learned that US CENTCOM provides electronic
mail (“email™) access to uniformed and civilian employees. These users are provided an
email account for use in their official duties. Consequently, US CENTCOM computers
are likely to contain stored electronic communications (including retrieved and
unretrieved email for US CENTCOM users) and information concerning users and their
use of US CENTCOM services. This information would include details regarding users
of US CENTCOM service, such as the user’s full name, physical locations, telephone
numbers and other identifiers, account access information, email transaction information,
and alternative email addresses. In my training and experience, such information may
constitute evidence of the. crimes under investigation because the information can be used
to identify the account’s user or users.

30. In general, an email that is sent to a CENTCOM subscriber is stored in the subscriber’s

“mail box” on CENTCOM servers until the subscriber deletes the email. If the

11
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31

32,

33.

34

Case

subscriber does not delete the message, the message can reﬁlain on CENTCOM servers
indefinitely.

When the subscriber sends an email, it is initiated at the user’s computer, transferred via
the Internet to CENTCOM servers, and then transmitted to its end destination.
CENTCOM often saves a copy of the email sent. Unless the sender of the email
specifically deletes the email from the CENTCOM sefver, the email can remain on the
s'ystelﬁ indefinitely.

A CENTCOM subscriber can also store files, including emails, files and other data, on
servers maintained and/or owned by CENTCOM.

Subscribers to CENTCOM might not store, on their home computers, copies of the
emails stored in their CENTCOM account. This is particularly true when the subscriber
accesses their CENTCOM account through the web, or if they do not maintain particular
emails or files in their residence or on their home computer.

In my training and experience, email providers typically retain certain transactional
information about the creation and use of each account on their systeﬁs. This
information can includé the date on which the account was created, the length of service,
records of log-in (i.e., session) times and durations, the types of service utilized, the

status of the account (including whether the account is inactive or closed), the methods

used to connect to the account (such as logging into the account via the provider's

website), and other log files that reflect usage of the account. In addition, email providers
often have records of the Internet Protocol address (“IP address”) used to register the
account and the IP addresses associated with particular logins to the account. Because

every device that connects to the Internet must use an IP address, IP address information

12
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can help to identify which computers or other devices were used to access the email
account.

35. In my training and experience, in some cases email account users will communicate
directly with an email service provider about issues relating to the account, such as
technical problems, billing inquiries, or complaints from other users. Email providers
typically retain records ébout such communications, including records of contacts

" between the user and the provider’s support services, as well records of any actions taken
by the provider or user as a result of the communications. Such information may
constitute evidence of the crimes under investigation because the information can be used
to identify the account’s user or users.

LOCATION TO BE SEARCHED

36. I anticipate executing this warrant under the Electronic Communications Privacy Act, in
particular 18 U.S.C. §§ 27.03(a), 2703(b)(1)(A), and 2703(c)(1)(A), by using the
requested warrant to require US CENTCOM to disclose to the government coﬁies of the
records and other information (including the content of communications) particularly
described in Attachment A. Upon receipt of the information described in Attachment A,
the information described in Attachment B will be subject to seizure by law enforcement.

37. Based upon the foregoing, your affiant submits that probable cause exists for the issuance
of a search warrant for information associated with a certain account, as more fully
described in Attachment A to this affidavit, stored at premises owned, maintained,
controlled, or operated by US CENTCOM, headquartered at MacDill Air Force Base,
Tampa, F lorida; to search for evidence of: (a) unauthorized removal and retehtion of

classified documents and material, in violation of 18 U.S.C. § 1924; (b) unauthorized

13
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possession dnd, inter alia, attempted communication and willful communication of
national defense information to someone not entitled to receive it, as well as the willful
retention of national defense information, in violation of 18 U.8.C. § 793(e); and (c)

conspiracy to commit the aforementioned crimes, in violation of 18 U.S.C. § 371.

. CONCLUSION

38. Based on my training and experience, and the facts as set forth in this affidavit, your

affiant asserts there is probable cause to believe that stored in the email account,

I ~, there exists evidence of a crime relating.to: (@)
unauthorized removal aﬁd retention of classified documents zmd material, in violation of
18 U.S.C. § 1924; (b) unauthorized possession and, inter alia, attempted communjcation
and willful communication of national defense information to someone not entitled to
receive it, as well as the willful retention of national defense information, in violation of
18 US.C. § 793 (e); and (c) conspiracy to commit the aforementioned crimes, in violation
of 18 U.S.C. § 371.

39. Based on the foregoing, T request Fhat the Court issue the requested search warrant.
Because the warrant will be served on US CENTCOM, who will then compile the
requested records at a time convenient to it, there exists reasonable cause to pcrmﬁ the
execution of the requested warrant at any time in the day or night.

40. This Court has jurisdiction to issue the requested warrant because it is “a court of
competent jurisdiction” as defined by Title 18, United States Code, Section 2711; and
Title 18, United States Code, Sections 2703(a), (b)(1)(A), and (c)(1)(A). Specifically, the

Court is “a district court of the United States that has jurisdiction over the offenses being
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investigated,” Title 18, United States Code, Sections 1924, 793(e), and 371. Pursuant to
Title 18, United States Code, Section 2703(g), the presence of a law enforcement officer

is not required for the service or execution of this warrant.

REQUEST FOR SEALING

41. Since this investigation is continuing, disclosure of the search warrant, this affidavit,
and/or this application and the attachments thereto will jeopardize the progress of the
investigation, Accordingly, it is respectfully requested that the Court issue an order that
the search warrant, this affidavit in support of the application for search warrant, the
application for search warrant, and all attachments thereto be filed under seal until further
ordt;.r 6f this Court.

Respectfully submitted,

“Ra € R

Raju S. Bhatia
Special Agent
Federal Bureau of Investigation

Sworn to and subscribed before me
on this, the 3 i day of AL_lgust, 2013,

UNITED S'i"AT DISTRICT COURT JT/J GE
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ATTACHMENT A

Particular Account To Be Searched

This warrant applies to records and other information (including the contents of

communications) for the account associated with the email address

T | that is stored at premises controlled by US Central

Command, which accepts service of legal process at MacDill Air Force Base, Tampa, Florida.

16
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‘_.ATTACHMENT B
Particular Things To Be Seized
L Information To Be Disclosed by CENTCOM (“the Provider”)

To the extent that the information described in Attachment A is within the
possession, custody, or control of the Provider, including any emails, records, files, logs, or
information that has been deleted but is still available to the Provider, the Provider is required to
disclose tﬁe following information to the government for the account listed in Attachrﬁent A

a. The contents of all emails associated with the accounf, iﬁcluding stored or
preserved copies of emails sent to and from the account, draft emails, the source and destination
addresses associated with each email, the date and time at which each email was sent, and the
size and length of each email;

b. All records or other information regarding the identification of the account, to -
include full name, physical addrless, telephone numbers and other identiﬁeré, records of session
times and durations, the date on which the account was cfeated, the length of service, the [P
address used to register the account, log-in IP addresses associated with session times and dates,
account status, alternative email addresses provided during registration, methods of connecting,

and log files;

c. All records or other information stored at any time by an individual using the
account, including address books, contact and buddy lists, calendar data, pictures, and files; and

d. All records pertaining to communications between the Provider and any person

regarding the account, including contacts with support services and records of actions taken.

17
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IL Information To Be Scized by the Government

1. All records or information described above in Section I that constitute fruits,

evidence, and instrumentalities of violations of the statutes listed on the warrant,

including, for the account identified on Attachment A:

a.
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All records or information related to any communications between
PETRAEUS and INESENE;

All records or ihformation related to any communications, from December
2008 to the present, between PETRAEUS and any other person or entity
concerning classified and/or national defense information;

All recbrds or information, from December 2008 to the present, related to any

. classified and/or national defense information;

All records or information, from December 2008 to the present, related to the
source(s) or potential source(s) of any classified and/or national defense
information provided by PETRAEUS to R

All records or informatioh, from December 2008 to the present, related to the
state of miﬂd of any individuals concerning the communication, disclosufe, ‘
receipt, or retention of classified and/or national defense information;

All records or information relating to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unauthorized disclosure or retention of
classified and/or national defense information;

All records or information related to any communications from June 2012 to
the present between PETRAEUS and any other person concerning ongoihg

law enforcement investigations;

18




h. All records or information concerning any email accounts, telephone numbers,
or other methods of cqmmunication used by PETRAEUS or _,;
i. Any information recording PETRAEUS’s or — schedule or
travel from December .2008 to the present;
and
j. Records evidencing the use of the Internet, including records of Internet
Prdtocol addresses used;
2. Infonnatif;n relating to who created, used, or communicated with the account,
including records about their identities and whereabouts.
3. As used above, the terms “records” and “information” include all of the foregoing
items of evidence in whatever form and by whatever means they may have been
created or stored, inclﬁding any form of computer or electronic storage (such as flash

memory or other media that can store data) and any photographic form.

19

Case 3:13-mj-00244-RJC *SEALED* Document 4 Filed 12/20/16 Page 20 of 20




UNITED STATES DISTRICT COURT FOR THE

WESTERN DISTRICT OF NORTH CAROLINA. | H7% e i e

CHARLOTTE DIVISION
UNITED STATES OF AMERICA ) DOCKET NO.: 3:13-mj-246

' )

V. }  MOTION TO UNSEAL THE
) SEARCH WARRANT, AFFIDAVIT

IN THE MATTER OF THE SEARCH OF ) AND APPLICATION
CONTENT AND FORENSIC IMAGES OF )
EMAIL ACCOUNT AS DESCRIBED IN )
AFFIDAVIT AND ATTACHMENT, )
INCORPORATED HEREIN. )

NOW COMES the United States of America, by and through Jill Westmoreland Rose,
United States Attorney for the Western District of North Carolina, who respectfully shows unto
the Court that on August 8, 2013, the court issued a search Waﬁant in the aibove~captioned case
and placed under seal the warrant, the application for the warrant and the afﬁdavi;t in support of
the application for the warrant; after reviewing the materials in connection with pending
Freedoﬁ of Information Act litigation in the United States District Court for the District of
Coiurnbia, the United States now seeks to unseal said documents, subject to redactions of
personal identifying information, pursuant to Local Criminal Rule 49(B) of this Court (the search
warrant materials, as redacted by the government, are attached hereto).

THEREFORE,‘the United States respectfully moves the Court for the search warrant, the
application for the warrant, and the affidavit in support of the application for the warrant listed
above be unsealed. |

Respectfully submitted, on this day of December 19, 2016.

JILL WESTMORELAND ROSE
UNITED STATES ATTORNEY

Hs//JILL WESTMORELAND ROSE

ASSISTANT UNITED STATES ATTORNEY
NC Bar Number # 17656
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Attorney for USA
Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
Phone: 704-344-6222
Fax: 704-344-6629

Email: jill.rose(@usdoj.gov
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UNITED STATES DISTRICT COURT FOR THE L
—WRSTERN-DISTRICFOFNORFTH-CAROLIN |
CHARLOTTE DIVISION DEC 2 0 201

UNITED STATES OF AMERICA ) DOCKET NO.: 3:13-mj-246. w.if 7 i3
)
V. " ORDER TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

'EMAIL ACCOUNT AS DESCRIBED IN
'AFFIDAVIT AND ATTACHMENT,

)
)
)
CONTENT AND FORENSIC IMAGES OF g
)
INCORPORATED HEREIN. )

UPON MOTiON of the United States of America, by and through Jill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
August 8, 2013, the Court issued a search warrant in the above-captioned case and placed under
scal the warrant, the appliéation for the warrant, and the affidavit in support of the application for
the warrant; it further appearing that the government, after reviewing the materials in conmection
with pending Freedom of Information Act litigation in the United States Court for the Distri.ct of
Columbia, now seeks to unseal said documents, subject to redactions of personal identifying
information, pursuant to Local Criminal Rule 49(B) of this Court (the search warrant materials,
as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, application for search warrant, and affidavit in
support of the application for the search warrant, as redacted by the government, are hereby
UNSEALED.

| The Clerk is directed to certify copies of this Order to the United States Attorney's

Office.

This the C;Z 0 day of December, 2016.

@ _' *j é:ﬂ'@) -

UNITED STATES MAGISTRATE JUBGE
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.
AO 106 (Rev. 04/10) Application for a Search Warrant F
v A
. » NG

UNITED STATES DISTRICT COURT
for the AUG = 82013

Waestern District of Nerth Carolina us Distri
. Istrict Court -

estern Digtri
In the Matter of the Search of Dlstﬂct of NC

(Briefly describe the property fo be searched

or identify the person by name and address) Case No.

Content and férensic images of email account as
described in Affidavit and Attachment, incorporated
herein.

Mt et e e vt S

APPLICATION FOR A SEARCH WARRANT

[, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the
property to be searched and give its location):

See attachment A, which is incorporated fully herein.

located in the Western District of North Carolina , there is now concealed fidentify the
person or describe the property fo be seized).

See attachment B which is incorporated fully herein.

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or mare):
I!fevidence of a crime;
l!fcontraband, fruits of crime, or other items illegally possessed;
O property designed for use, intended for use, or used in committing a crime;
O a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of’

Code Section Offense Description
18 U.5.C. 1924 ‘Unauthorized removal and retention of classified documents and materials.
18 U.S5.C. 793(e) Unauthorized possession, communication and willful retention of national defense
information

The application is based on these facts:

I!f Continued on the attached sheet.

'O Delayed notice of days (give exact ending date if more than 30 days: ' ) is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet. ‘

72-1: ¢ B

Applicant's signature

Raju S. Bhatia Special Agent, FBI

Printed name and title

Sworn to before me and signed in my presence.

Date: 9 % g:;

City and state: Charlotte, North Carolina Robert J. Conr.

Judge's signature
, Jr., United States District Court Judge

v R .
Printed name and title
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Raju S Bhatia, being first duly sworn, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

1. 1 makc this affidavit in support of an application for a search warrant for information
associated with a certain email account stored at premises owned, maintained, controlled,
or operated by United States Central Command (US CENTCOM) headquartered at
MacDill Air Force Base, Tampa, Florida. The information to be searched is described in
the following paragraphs and in Attachment A, all incon;poral_ted fully by reference herein.

2, Tam a Special Agent with the Federal Bureau of Investigation (FBI) and have been
employed as such for over 14 years. | havc investigated matters involving complex
financial fraud, public corruption, organized crime, counterterrorism, and
counterespionage. I am currently assigned to the Charlotte, North Carolina FBI office.
Through investigations, experience, and training, I have become familiar with methods
and operations employed by individuals attempting to conceal their illegal behavior. 1
have also received 'train'mg in the proper collection, retention, and dissemination of
classified information. |

3. The facts in this affidavit come from my personal observations, my training and
experience, evidentiary review, and information obtained from other Agents, government
officials, and witnesses. This affidavit is intended to show merely that there is sufficient
probable cause for the requested warrant-and does not set forth‘ all of ﬁy knowledge

about this matter.

Case 3:13—mj—00246—RJC'*SEALED* Document 4-1 Filed 12/20/16 Page 1 of 19




STATUTORY AUTHORITY
4. The FBI has been conducting an investigation of DAVID PETRAEUS and [}
I o: possible violations of: (a) unauthorized removal and retention of

classified documents and material, in violation of Title 18, United States Code, Section

1924; (b) unauthorized possession and, inter alia, attemnpted communication and willful
communication of national defense information to someone not entitled to receive it, as
well as the willful retention of national defense information, in violation of Title 18,
United States Code, Section 793(e); and (c) conspiracy to commit the aforementioned
crimes, in violation of Title 18, United States Code, Section 371.
5. For the reasons set forth below, there is probable cause to believe that the email account
] (described in detail in Attachment A) contains evidence,
fruits, and/or instrumentalities of violations of federal law, including, inter alia, the
improper communication and/or retention of classified information,
6. Title 18, United States Code, Section 1924(a) states:
Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an unauthorized
location shall be fined under this title or imprisoned for not more than one year, or
both.
18 U.S.C. § 1924(a).
7. Title 18, United States Code, Section 793(e) states:
Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which

information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,
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10.

delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both.
18 US.C. § 793(e).
Title 18, United Stétes Code, Section 371, makes punishable, by up to five years in
prison, a conspiracy among two or more persons to commit any offense against the
United States.
Classified information is defined by Executive Order 13526 (E.O. 13526) and relevant
preceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the control of the United States government; (2) falls within one or
more of the categories set forth in the E.O. 13526; and (3) is classified by an original
classification authority who determines that its unauthorized disclosure reasonably could
be expected to result in damage to the national security. Where such unauthdrized
disclosure reasonably could be expected to cause “damage” to the national security, the
information is classified as “Confidential.” Where such unauthoriied disclosure
reasonably could be expected to cause “serious damage” to the national security, the
information is classified as “Secret.” Where such unauthorized disclosure reasonably
could be expectea to cause “exceptionally grave damﬁge” to the national security, the
information is classified as “Top Secret.”
Pursuant to E.O. 13526, a person may only gain access to classified information if a
favorable determination of eligibility for access has been made by an agency head or an

agency head’s designee, the person has signed an approved nondisclosure agreement, and

the person has a need-to-know the information.
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PROBABLE CAUSE

11. PETRAEUS is a retired United States Army General. From on or about October 31,
2008 to June 30, 2010, PETRAEUS served as Commander of the United States Central
Command. From on or about June 23, 2010 to July 18, 2011, PETRAEUS served as
Commander of the International Security Assistance Force. From on or about September
6, 2011 to November 9, 2012, PETRAEUS served as Director of the Central Intelligence
Agency (CIA). At all times relevant to this affidavit, PETRAEUS held a United States
government security clearance allowing him access to classified United States
government information. To obtain that clearance, PETRAEUS was required to and
would have agreed to properly protect classified information by not disclosing such
information to persons not entitled to recéive it, by not unlawfully removihg classified
information from authorized storage facilities, and by not storing classified information in
unauthorized locations.

12._ is a researcher and author of a biography of PETRAEUS, published in
January 2012. From on or about July 18, 2003 until on or about November 14, 2012,
_ held a United States government security clearance allowing her access
to classified United States government information. To oﬁtain that clearance,
_was required to and would have agreed to properly protect classified
information by-not disclosing such information to persons not entitled to receive it, by not
unlawfully removing classified information from authorized storage facilities, and by not
storing classified information in unauthorized locations.

13. In June 2012, the FBI’s Tampa Division (FBI Tampa) opened a éomputer intrusion

investigation related to alleged cyber stalking activity. This investigation was predicated
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14.

on a complaint received from Witness 1, which alleged the receipt of threatening and
harassing. Witness 1 claimed friendships with several high-ranking public and military
officials.

Evidence gathered during the FBI Tampa investigation indicated that someone had access
to the personal schedule of PETRAEUS, who was then the Director of the CIA. This
access indicated a potenfial breach of security. On or about June 22, 2012, FBI
Headquarters (FBIHQ) notified PETRAEUS’S security detail of the ongoing computer
intrusion investigation and the potential security issue. On July 19, 2012, FBI Tampa

was notified by Witness 1 that he/she no longer wished to press charges against the cyber

- stalker. On August 10, 2012, Witness 1 informed FBI Tampa that PETRAEUS

15.

16.

personally requested that Witness 1 withdraw his/her complaint and “call off the G-men.”
On August 13, 2012, Witness 1 advised FBI Tampa that PETRAEUS believed the
alleged cyber stalker possessed information which could “embarrass” PETRAEUS and
other public officials. Ultimately the FBI determined, based upon the inve'stigation, that
I Vs the individual who had sent the emails to Witness 1. |

On September 24, 2012 as part of the FBI Tampa investigation, ||| Gz
consentgd to a search of two laptops and two external hard drives belonging to her. A
review of the digital media contained on these devices revealed over 100-items which
‘were identified by Charlotte Computer Analysis Response Team (CART) Forensic
Examiners as potentially containing classified information, up to the Secret level.

On October 26, 2012, PETRAEUS was interviewed at CIA Headquarters. PETRAEUS
stated that he had had an extramarital affair with _ He denied providing

any classified documents to || NIl ot having any arrangement to provide her

Case 3:13-mj-00246-RJC *SEALED* Document 4-1 Filed 12/20/16 Page 5 of 19




17.

18.

with classified information. PEfRAEUS stated that _ may have obtained
documents in the course of conducting research for a book she was writing. He explained
that reporters in theater (Afghanistan), such as [ MMl , vcre sometimes granted
“off-the-record” access to classified presentations, such as the COMISAF’s (Commander,
International Security Assistance Force) daily briefings.

On November |2, 2012, FBI Tampa interviewed I Charlotfe, North
Carolina regarding the potentially classified documents found on her computers. She
claimed she came into possession of several of the documents when she was in
Afghanistan researching her book about PETRAEUS; however, she wés ‘unable to

provide specifics as to how she obtained them. | BB st=t<d that during her

“time in Afghanistan she was given access to several briefings, including at least one

briefing at the Secret level. | NI 2dviscd that reporters were often given such
access in order to prdvidc them with situational awareness of the war. In order to receive
the briefings, || ] N signed an “off-the-record” agreement, which meant she
could not write about classified information she observed. She stated she would
sometimes obtain a paper copy of the briefings to preserve the information as research for
her book. | 2dvised that she never received classified information from
PETRAEUS. |

During interviews conducted of ||| NI 20d PETRAEUS under the
aforementioned FBI Tampa investigation, each advised they used covert methods to
communicate with each other. These methods included the use of email accounts using
non-attributable names and pre-paid cellqlar telephones. Several of these covert email

accounts were identified during the FBI Tampa investigation; however, it is not known if .
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all the accounts were identified because both INNEMN 21d PETRAEUS statéd

~ they could not recall all the account names which théy created and used to
communicate. During _ September 25,2012 interview, she advised that
she and PETRAEUS would sometimes share the ééme account, and would save messages
to the draft folder instead of sending them via email.

19. On November 12, 2012, Agents from the Charlotte and Tampa Divisions of the FBI
participated in a coﬁscnsual search of [ r<sidence in Charlotte, North
Carolina to recover any evidence related to cyber stalking, a violation of 18 U.S.C;

§ 2261A, and the unauthorized removal and retention of classified documents, a violation
of 18 U.S.C. § 1924, During the search, numerous items were seized to include digital
media as well as four boxes and one folder of documents. On this éame date,
I administrative assistant voluntarily provided the FBI with digital media
as well as one box of documents which she maintained in her home in relation to her
employment with | . A review of the seized materials has identified to date
hundreds of potentially classified documents, including more than 300 marked Secret, on
digital images maintained on various pieces of electronic media.

20, Of the potentially classified documents reviewed to date, the majority relate to U.S,
military operations conducted in Afghanistan. [ ENEGEGEGNG traveicd into and out of
Afghanistan several times between Scpteml:;er 2010 and July 2011 to conduct research
for a biography on PETRAEUS. During this time, PETRAEUS was sgrving as the

International Security Assistance Force (ISAF) Commander.
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21. _ paper documents, digital data, and audio files indicate PETRAEUS
played an integral role in granting_. access to classified information for the

purpose of writing his biography.

A. Communications Re.garding Potential Mishandling of Classified
Information

| 22. On December 29, 2009, PETRAUES, using eﬁail account ||| NG ,
sent an emai! to (NN ot cmail account [N Du:ing a
series of emails with the subject line, “Lincoln’s T-Mails?” PETRAUES wrote fo

_, “You’re pretty accurate! Off in the morning to Iraq, Sinai, and possibly
the new focus of our attention...” Based on my training, experience, and information
reviewed to date in this investigation, PETRAUES routinely provided —
with his schedule and potentially classified operational plans. |

23. Oﬁ January 14, 2010, NN ., using cmail account [INEGEGNN
sent an email to PETRAEUS at email account I The subject
line of the email read: “Revolutions in Doctrine” and the body of the email read: “Thank
you for this rich feedback. Again, [ appreciate your candor! (Except when the off-the-
record stuff is so important but I can’t use it for PC reasons...damn®)”

24. On January 16, 2010, _, using email account _
sent an email to PETRAEUS at email account Jjj | NG The body of
the email read, “GEN Petraeus, The research hat is back on! These attached are some
good emails too. Mostly, all of these provide a wonderful timeline of key domestic and
Iraq events and your associated sentiment at the time. Thank goodness and lucky me!

Good see rapprochement between you and then candidate Obama. (I'm curious about
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25.

26.

27.

your promise to te]l- about the “one-on-one” discussion you had. Dare I ask?) -And
I know enough to keep your discussions about politicians with - OTR ...
PETRAEUS replied tol I <111 tell you my pull-aside with now POTUS
someday. ] owed it to him and was a bit astonished at the self-confidence of his reply-

but also quite reassured.”

On January 23, 2010, [N .. using email account [

- sent an email to PETRAEUS at email account || NG The body of

the email read, “GEN Petraeus, Please tell me about your conversation with PM TB! ©
Best -” Based on the investigation to date, “PM TB” is believed to be then-British
Prime Minister Tony Blair. PETRAEUS replied to | NI, <©" to which
I ot “pretty please? ©” PETRAEUS responded, “Add it to the ‘overa
beer’ list, pls. -..”

Based on my training, experience, and information reviewed to date in this investigation,
the emails referenced in paragraphs 23, 24, and 25 demonstrate PETRAEUS” willingness
to provide sensitive information to || on an “off the recm-'d” basis.

On Janilary 16, 2010, PETRAEUS, using email account—

forwarded an email to ||| ot email account [
The foerded email stated, “JJJij the exchanges you’ve had with [l reminded me of
the courage you showed in writing your ‘strategic Op-Ed’ piece in July 07...1 think you
need to do another one today... The situation in Iraq has turned very serious in the past
48-72 hours with the Accountability and Justice Commission (run by Faisal al-Lam.i, an
Iranian controlled individual, who’s being guided by Ahmed Chalabi) recommending

over 400 candidates for the Parliamentary Elections be disqualified...” PETRAEUS was
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28.

29.

30.

31.
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worried about the results of this process and its implications for Iraq. PETRAEUS
continued, writing, “We need to galvanize national/world attention/pre;sure” and ended
by saying “Pls protect your source as always. Best —Dave” In her response to
PETRAEUS’ forwarded email, _ wrote, “He is flying to Florida today with
his parents...I know I am nobody but let me know if I can help!”

PETRAETIS followed up shortly with an email from his —

email account to a British political advisor at another CENTCOM-based email account.
In the email to the British political advisor PETRAEUS wrote, “ok, please don’t betray
my hand (act surprised with INIEl), but think this is a way of getting attention to this
crisis. I shot up a big red star cluster on SIPR last night too. Got attention. Alerted WH
and SEN McCain, as well. Agailn, please don’t share with other than the big one (but tell
him). We need to save our beloved land of the two rivers...”

I 2 o copy of the email exchange referenced in paragraphs 27 and 28 in

her — email account. Based on information reviewed to date

in this investigation, it is believed that PETRAUES blind carbon copied (bcc)

—. on many of his email exchanges, and the email above appears to have
been found in_ Yahoo! Accqunt because she was bee’d by PETRAEUS.
Based on my training, experience, and information reviewed to date in this investigation,
the emails referenced in paragraphs 27 and 28 demonstrate PETRAEUS’ willingness to
share and provide access to sensitive and possibly classified material with -
I

Based on these facts, and given PETRAEUS’s history of erﬁail communication with

I . (hcrc is probably cause to believe that PETRAEUS’s email account,

10



I , contains substantive communications regarding

_ access to and retention of classified information.

BACKGROUND CONCERNING EMAIL

32. In my training and experience, 1 have learned that US CENTCOM provides electronic
mail (“email”) access to uniformed and civilian employees. These users are provided an
email éccount for use in their official duties. Consequently, US CENTCOM computers
are likely to contain stored electronic communications (including retrieved and
unretrieved email for US CENTCOM users) and information cohceming users and their
use _of USV CENTCOM services. This information would include details regarding users
of US CENTCOM service, such as the user’s full name, physical locations, telephone

- numbers ar;d other identifiers, account access information, email transaction information,
and alternative email addresses. In my training and experience, such information may
constitute evidence of the crimes under investigation because the information can be used
to idéntify the account’s user or users.

33. In general, an email that is sent to a CENTCOM subscriber is stored in the subscriber’s
“mail box” on CENTCOM servers until the subscriber deletes the email. Ifthe
subscriber does not delete the message, the message can remain on CENTCOM servers
indeﬁnitely.

34, When the subscriber sends an email, it is initiated at the user’s computer, transferred via
the Internet to CENTCOM servers, and then transmitited to its end destination.

CENTCOM often saves a copy of the email sent. Unless the sender of the email

11
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35.

36.

37.

38.
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specifically deletes the email from the. CENTCOM server, the email can remain on the
system indefinitely.

A CENTCOM subscriber can also store files, including emails, files and other data, on '
servers maintained and/or owned by CENTCOM.

Subscribers to CENTCOM might not store, on their home computers, copies of the
emails stored in their CENTCOM account. This is particularly true when the subscriber
accesses their CENTCOM account through the web, or if they do not maintain particular
emails or files in their residence or on their home computer.

In my training and experience, email providers typically retain certain transactional
information about the creation and use of each account on their system.s. This
information can include the date on which the account was created, the length of service,
records of log-in (i.e., session) times and durations, the types éf service utilized, the
status of the account (including whether the account is inactive or closed), the methods
used to connect to the account (such as logging into the account via the provider's
website), and other log files that reflect usage of the account. In addition, email providers

often have records of the Internet Protocol address (“IP address™) used to register the

account and the IP addresses associated with particular logins to the account. Because

every device that connects to the Internet must use an IP address, IP address infoﬁnation
can help to identify which computers or other devices were used to access the email
account. |

In my training and experience, in some cases email account users will. communicate
directly with an email service provider about issues relating to the account, such as

technical problems, billing inquiries, or complaints from other users. Email providers
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39.

40.

typically retaiﬁ records about such communications, including records of contacts
between the user and the provider’s support services, as well records of any actions taken
by the provider or user as a result of the communica_tions. Such information may
éonstitute evidence of the crimes under investigation because the information can be used
to identify the account’s user or users.

LOCATION TO BE SEARCHED
I anticipate executing this wanaﬁt under the Electronic Communications Privacy Act, in
particular 18 U.S.C. §§ 2703(a), 2703(b)(1)(A), and -2703(c)(1)(A),7by using the
requested warrant to require US CENTCOM to disclose to the government coiaies of the
records and other information (including the content of communications) particularly
described in Attachment A. Upon receipt of the information described in Attachment A,
the information described in Attachment B will be subject to seizure by law enforcement.
Based upon the foregoing, your affiant submits that probable cause exists for the issuance
of a search warrant for information associated with a certain account, as more fully
described in Attachlﬁent A to this affidavit, stored at premises owned, maintained,
controlled, or operated by US CENTCOM, headquartered at MacDill Air Force Base,‘
Tampa, Florida, to search for evidence of: (a) unauthorized removal and retention of
classified documents and material, in violation of 18 U.S.C. § 1924; (b) unauthorized

possession and, inter alia, attempted communication and willful communication of

national defense information to someone not entitled to receive it, as well as the willful
retention of national defense information, in violation of 18 U.S.C. § 793(e); and (c)

conspiracy to commit the aforementioned crimes, in violation of 18 U.S.C. § 371.

13
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CONCLUSION

41. Based on my training and experience, and the facts as set forth in this affidavit, your
affiant asserts there is probable cause to believe that sfored in the US CENTCOM email
account, || INGTGNGNGEEE , there exists evidence of a crime relating to: a)
unauthorized removal and retention of classified documents and material, in violation of
18 U.S.C. § 1924; (b) unauthorized possession and, inter alia, attempted communication
and willful communication of national defense information.to someone not entitled to
receive it, as well as the willful retention of national defense information, in violation of
18 U.S.C. § 793(e); and (c) conspiracy to commit the aforementioned crimes, in violation
of 18U.S.C. § 371. |

42. Based on the foregoing, I request that the Court issue the requested search warrant.
Because the warrant will be served on US CENTCOM, who will then compile the .

- requested records at a time convenient to it, there exists reasonable cause to permit the
execution of the requested warrant at any time in the day or night. |

43. This Court has jurisdiction to issue the requested warrant because it is “a court of
competent jurisdiction™ as defined by Title 18, United States Code, Section 2711; and
Title 18, United States Code, Sections 2703(a), (b)(1)(A), and (c)(1)(A). Specifically, the
Court is *“a district court of the United States that has jurisdiction over the offenses being
investigated,” Title 18, Uﬁited States Code, Sectidns 1924, 793(e), and 371. Pursuant to
Title 18, United States Code, Section 2703(g), the presence of a law enforcement officer

is not required for the service or execution of this warrant.

14
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REQUEST FOR SEALING

44, Since this investigation is continuing, disclosure of the search warrant, this affidavit,
and/or this application and the attachments thereto will jeopardize the progress of the
investigation. Accordingly, it is respectfully requesfed that the Court issue an order that
the search warrant, this affidavit in support of the application for search warrant, the
application for search warrant, and all attachments thereto be filed under seal until further
order of this Court.

Respectfully submitted,

/‘2»13 C ®lder
Raju S. Bhatia
Special Agent

Federal Bureau of Investlgatlon

Sworn to and subscribed before me
on this, the ‘3" day of August, 2013

AZJ\J L WV
ROBERT J. CONRAD, JR.
UNITED STATHS DISTRICT COURYJUDGE
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ATTACHMENT A

Particular Account To Be Searched

This warrant applies to records and other information (including the contents of
communications) for the account associated with the email address | NEEEGEG
that is stored at premises controlled by US Central Command, which accepts service of legal

process at MacDill Air Force Base, Tampa, Florida.
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ATTACHMENT B |
* Particular Things To Be Seized
L Information To Be Disclosed by CENTCOM (“the Provider™)
To the extent that the information described in Attachment A is within the
~ possession, custody, or control of the Provider, including any emails, records, files, logs, or
iliformation.that has been deleted but is still available to the Provider, the Provider is required to
disclose the following information to thé government for the account listed in Attachment A:

a. The contents of all emails associated with the account, including stored or
preserved copies of emails sent to and from the account, draft emails, the source and destination
addresses associated with each email, the date and time at which each email was sent, and the
size and length of each email;

b. All records or other information regarding the identification of the account, to
include full name, physical address, telephone numbers and other identifiers, records of session
times and durations, the date on which the account was created, the length of service, the IP
address used to register the account, log-in IP addresses associated with session times and dates,
account status, alternative email addresses provided during registration, methods of connecting,
log files, and means and source of payment (including any credit or bank account number);

c. The types of service utilized,

d. All records or other information stored at any time by an individual using the
account, including address books, contact and buddy lists, calendar data, pictures, and files; and

€. All records pertaining to communications between the Provider and any person

regarding the account, including contacts with support services and records of actions taken.
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IL Information To Be Seized by the Government

1. All records or information described above in Section I that constitute fruits,

evidence, and instrumentalities of violations of the statutes listed on the warrant,

including, for the account identified on Attachment A:

a.

Case 3:13-mj-00246-RJC *SEALED*

All records or information related to any communications between
PETRAEUS and _;

All records or information related to any communications, from December
2008 to the present, between PETRAEUS and any other person or entity
concerning classified and/or national defense information;

All records or ‘information, from December 2008 to the present, related to any
classified and/or national defense information;

All records or {nfonnation, from December 2008 to the present, related to the
source(s) or potential source(s) of any classiﬁeo and/or national defense
information provided by PETRAEUS to _;

All records or information, from December 2008 to the present, related to the
state of mind of any individuals concerning the communication, disclosure,
receipt, or retention of classified and/or national defense information;

All records or information relating to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unauthorized disclosure or retention of
elassif_'led and/or national defense information;

All fecords or information related to any communications from June 2012 to
the present between PETRAEUS and any other person concerning ongoing

law enforcement investigations;

18
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h. All records or information concerning any email accounts, telephone numbers,
or other methods of communication used by PETRAEUS or NG
i. Any information recording PETRAEUS’s or || N S schcdule or
travel from December 2008 to the present;
j. Evidence of user attribution showing who used or owned the Device at the
time the items described in this wan*ant were created, édited, or deleted, such .
as logs, phonebu.;)oks, address books, contact lists, saved usernames and
passwords, documents, and browsing history; and
k. Records evidencing the use of the Internet, including records of Internet
Protocol addresses used; |
2. Information relating to who created, used, or communicated with the account,
including records about their identities and whereabouts. |
3. As used above, the terms “records’ and “information” include all of the foregoing
items of evidence in whatever form and by whatever means they may have been -
created or stored, including any form of computer or electronic storage (such as flash

memory or other media that can store data) and any photographic form.
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UNITED STATES DISTRICT COURT FOR THE
WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION
UNITED STATES OF AMERICA ) DOCKET NO.: 3:13-mj-247
) ‘
v. ORDER TO UNSEAL THE
- SEARCH WARRANT. AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

EMAIL ACCOUNT AS DESCRIBED IN
AFFIDAVIT AND ATTACHMENT,

)

)

)

'CONTENT AND FORENSIC IMAGES OF ;
)

INCORPORATED HEREIN, )

UPON MOTION of the United States of America, by and through Jill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
August 8, 2013, the Court issued a search warrant in the above-captioned case and placed under
seal the warrant, the application for the warrant, and the affidavit in support of the application for
the warrant; it further appearing that the government, after reviewing the materials in connection
with pending Freedom of Information Act litigation in the United.States Court for the District of
Columbia, now seeks to unseal said documents; subject to redactions of personal identifying
information, pursuant to Local Criminal Rule 49(B) of this Court (the search warrant materials,

" as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, application for search warrant, and affidavit in
support of the application for the search Warra.mt, as redacted by the government, are hercby
UNSEALED.

- The Clerk is directed té certify copies of this Order to the United States Attorney's
Office.

This the day of December, 2016.
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UNITED STATES MAGISTRATE JUDGE
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FILED

UNITED STATES DISTRICT COURT FOR THE CHARLOTTE, NC |
WESTERN DISTRICT OF NORTH CAROLINA DEC 9
CHARLOTTE DIVISION ~ ~ 02016
UNITED STATES OF AMERICA ) DOCKETNO.: 3:13-mj-247,, US District Court
) estern District of NC
V. )  MOTION TO UNSEAL THE
| ) SEARCH WARRANT, AFFIDAVIT -

IN THE MATTER OF THE SEARCH OF ) AND APPLICATION &
CONTENT AND FORENSIC IMAGES OF )
EMAIL ACCOUNT AS DESCRIBED IN )
AFFIDAVIT AND ATTACHMENT, )
INCORPORATED HEREIN. )

NOW COMES the United States of America, by and through Jill Westmoreland Rose,
United States Attorney for the Western District of North Carolina, who respectfully shows unto

the Court that on August 8, 2013, the court issued a search warrant in the above-captioned case

and placed under seal the warrant, the application for the warrant and the affidavit in support of
the application for the warrant; after feview_ing .the materials in connection with pe'ndin-g
Freedom of Information Act litigation in the United States District Court for the District of
Columbia, the United States now seeks to unseal said documents, subject to redactions of
personal identifying information, pursuant to Local Criminal Rule 49(B) of this Court (the search
warrant materials, as redacted by ;[he government, are attached hereto).

| THEREFORE,‘ the United States respectfﬁlly moves the Court for the search warrant, the
application for the warrant, and the affidavit in support of the application for the warrant listed
above be unsealed.

Respectfully submitted, on this day of December 19, 2016.

JLL WESTMORELAND ROSE
UNITED STATES ATTORNEY

//s/{JILL. WESTMORELAND ROSE

ASSISTANT UNITED STATES ATTORNEY
NC Bar Number # 17656

Case 3:13-mj-00247-RJC *SEALED* Document 3 Filed 12/20/16 Page 1 of 2




Case 3:13-mj-00247-RJC *SEALED*

Attorney for USA

Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
Phone: 704-344-6222

Fax: 704-344-6629

Email: jill.rose@usdoj.gov
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UNITED STATES DISTRICT COURT FOR THE
WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION
_ UNITED STATES OF AMERICA } DOCKET NO.: 3:13-mj-247
)
V. )  ORDER TQ UNSEAL THE
) SEARCH WARRANT, AFFIDAVIT
'CONTENT AND FORENSIC IMAGES OF )
EMAIL ACCOUNT AS DESCRIBED IN )
AFFIDAVIT AND ATTACHMENT, )
INCORPORATED HEREIN. )

UPON MOTION of the United States of America, by and through Jill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
August 8, 2013, the Court issued a search warrant in the above-captioned case and placed under
seal the warrant, the application for the warrant, and the afﬁdavit in support of the application for
the warrant; it further appearing that the government, after reviewing the materials in connection
with pending Freedom of Information Act litigation in the United.States Court for the District of
Columbia, now seeks to unseal said documents; subject to redactions of personal identifying
information, pursuant to Local Criminal Rule 49(B) of this Court {the search warrant materials,

~ as redacted by the government are attached hereto), it is hereby

ORDERED fthat the search warrant, application for search warrant, and affidavit in
support of the application for the search Waﬁént, as redacted by the government, are hereby
UNSEALED.

The Clerk is directed t(;a certify copies of this Order to the United States Attorney's
Office.

This the Q_ Dday of December, 2016.

G Al
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UNITED STATES MAGISTRATE JUDGE
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Al

¥

A()*I 06 (Rev. 04/10) Application for a Search Warrant

FILED
UNITED STATES DISTRICT COURT  cuaRiLoTTE. NG
for the .
Western District of North Carolina AUG ~ § 2013
In the Matter of the Search of ) US District Court
(Briefly describe the property to be searched ) Western District of NC
ar identify the person by name and address} ) Case No.
Content and forensic images of email account as )
descnbed in Affidavit and Attachment, incorporated %
herein.

APPLICATION FOR A SEARCH WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the
property lo be searched and give its loeation):

See attachment A, which is incorporated fully herein.

located in the Western District of North Carolina , there is now concealed (identify the
person or describe the property to be seized).

See attachment B which is incorporated fuily hersin,

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or morej:
o evidence of a crime;
of contraband, fruits of crime, or other items illegally possessed;
O property designed for use, intended for use, or used in' committing a crime;
Oa person'to be arrested or a person who is unlawfully restrained.

The search is related to a violation of:

Code Section Offense Description
18U.8.C. 1924 Unauthorized removal and retention of classified documents and materials.
18 U.S.C. 793(e) Unauthorized possession, communication and willful retention of national defense
\ information

The application is based on these facts:

Ef Continued on the attached sheet.

O Delayed notice of days (give exact ending date if more than 30 days: ) is requested
under 18 U.S.C. § 3103a, the basis of which is set forth on the attached sheet.

[64\ ,_?*Hv S ?HL*--‘L"K

Applicant’s srgnalure

Raju S. Bhatia Speclal Agent, FBI

Printed name and titie

Sworn to before me and signed in my presence.

e . G 1 W/&WQ/

ﬂ Judge 's signature o
City and state: Charlotte, North Carolina ) . Robert J. Carirad, Jr., United States Dlstrlcl Court Judge

Printed name and title
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Raju S Bhatia, being first duly sworn, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

I make this affidavit in support of an application for a search warrant for information
associatéd-with a certain account stored at premises owned, mainfained, controlled, or
operated by United States Central Command (US CENTCOM) headquartered at MacDill
Air Force Base, Tampa, Florida. The information to be searched is described in the
following paragraphs and in Attachment A, all incorporated fully by reference herein.

. T'am a Special Agent with the Federal Bureau of Investigation (FBI) and have been
employed as such for over 14 years. I have investigated matters involving complex
financial fraud, public corruption, organized crime, counterterrorism, and
counterespionage. I am currently assigned to the Charlotte, North Carolina FBI office.
Through investigations, experience, and training, I have become familiar with methods
and operations employed by individuals attempting to conceal their illegal behavior. [
have also received training in the proper collection, retention, and disse_mination of
classified information.

. The facts in this affidavit come from my personal observations, my training and
experience, evidentiary review, and information obtained from other Agents, government
officials, and witnesses. This affidavit is in‘;ended to show merelly that there is sufficient
probable cause for the requested warrant and does not set forth all of my knowledge

about this matter.
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STATUTORY AUTHORITY

4. The FBI has been conducting an investigation of DAVID PETRAEUS and ||l
‘ _ for possible violations of: (a) unauthorized removal and retention of
classified documents and material, in violation of Title 18, United States Code, Section
1924; (b) unauthorized possession and, inter alia, attempted communication and willful
communication of national defense information to someone not entitled to receive it, as
well as the willful retention of national defense information, in violation of Title 18,
United States Code, Section 793(¢); and (c) conspiracy to commit the aforementioned
crimes, in violation of Title 18, United States Code, Section 371.
5. For the reasons set forth below, there is probable cause to believe that the email account
e (described in detail in Attachment A)
contains evidence, fruits, and/or instrumentalities of violations of federal law, including,
inter alia, the improper communication and/or retention of classified information.
6. Title 18, United States Code, Section 1924(a) states:
Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an unauthorized
location shall be fined under this title or imprisoned for not more than one year, or
both.
18 U.S.C. § 1924(a).
7. Title 18, United States Code, Section 793(c) states:
Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which

information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,

2
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10.

delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it. . . shall be fined under this title or imprisoned
not more than ten years or both. :

18 U.S.C. § 793(e).

Title 18, Unitéd States Code, Section 371, makes punishable, by up to five years.in
prison, a conspiracy among two or more persons to commit any offense against the
United States.

Classified information is defined by Executive Order 13526 (E.O. 13526) and relevant
preceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the contrql of the United States government; (2) falls within one or
more of the categories set forth in the E.O. 1‘3526; and (3) is classified by an original
classification authority who determines that its unautﬁorized disclosure reasonably could
be expected to result in damage to the national security. Where such unauthorized
disclosure reasonably could be expected to cause “damage” to the national security, the
information is classified as “Confidential.” Where éuch unauthorized disclosure
reasonably could be expected to cause “serious damage” to the national securit&, the
information is classified as “Secret.” Where such unauthorized disclosure reasonably
could be expected to cause “exceptionally grave damage” to the national security, the
information is classified as “Top Secret.” |

Pursuvant to E.O. 13526, a person may only gain access to classified information if a
favorable determination of eligibility for access has been made by an agency head or an
agency head’s designee, the person has signed an approved nondisclosure agreement, and

the person has a need-to-know the information,
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PROBABLE CAUSE

11. PETRAEUS is a retired United States Army General. From on or about Octébér 31,
2008 to June 30, 2010, PETRAEUS served as Commander of the United States Central
Command. From on or about June 23, 2010 to July 18, 2011, PETRAEUS served as
Commander of the International Security Assistance Force. From on or about September
6, 2011 to November 9, 2012, PETRAEUS served as Director of the Central Intelligence
Agency (CIA). At all times relevant to this affidavit, PETRAEUS held a United States
government security clearance allowing him access to classified United States
government information, To obtain that clearance, PETRAEUS was required to and
would have agreed torproperly prdtect classified information by not disclosing such
information to persons not entitled to receive it, by not unlawfully rcmmlring classified
information from authorized storage facilities, and by not storing classified information in
unauthorized locations.

12._ is a researcher and author of a biography of PETRAEUS, published in
January 2012. From on or about July 18, 2003 until on or about November 14, 2012,
_ held a United States government security clearance allowing her access
to classified United States government informati.on. To obtain that clearance,
_ was required to and would have agreed to properly protect.classiﬁed
information by not disclosing such information to persons not entitled to receive it, by not
uniawfully removing classified information from authorized storage facilities, and by not
storing classified information in unauthorized loéations.

13. In June 2012, the FBI’s Tampa Division (FBI Tampa) opened a computer intrusion |

investigation related to alleged cyber stalking activity. This investigation was predicated

4
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14.

15.

16.

on a complaint received from Witness 1, which alleged the receipt of threatening and
harassing emails. Witness 1 claimed friendships with several high-ranking public .and
mulitary officials.

Evidence gathered during the FBI Tampa investigation indicated that someone had access
to the personal schedule of PETRAEUS, who was then the Director of the CIA. This
access indicated a potential breach of security. On or about June 22, 2012, FBI
Headquarters (FBIHQ) notified PETRAEUS’s security detaii of the ongoing computer
intrusion investiga'tion and the potential security issue. On July 19, 2012, FBI Tampa
was notified by Witness 1 that he/she no longer wished to press charges against the cybér
stalker. On August 10, 2012, Witness 1 informed FBI Tampa that PETRAEUS
persdnally requested that Witness | withdraw his/her complaiﬁt and “call off the G-men.”
On August 13, 2012, Witness 1 advised FBI Tampa that PETRAEUS believed fhe
alleged cyber stalker possessed information which could “embarrass” PETRAEUS and
other public officials. Ultimately the FBI determined, based upon the investigation, that
_was the individual who had sent the emails to Witness 1.

On September 24, 2012 as part of the FBI Tampa investigation, ]
consented to a search of two laptops and two external hard drives belonging to her. A
review of the digital media contained on these devices revealed over 100 items which
were identified by Charlotte Computer Analysis Response Team (CART) Forensic
Examiners as potentially containing classified information, up to the Secret level.

On QOctober 26, 2012, PETRAEUS was interviewed at CIA Headquarters. PETRAEUS
stated that he had had an extramarita! affair with ||| | N EEE. He denied providing

any classified documents to _ or having any arrangement to provide her
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17.

18.

with classified information. PETRAEUS stated that || I may have obtained
documents in the course of conducting research for a book she was writing. He explained
that reporters in theater (Afghanistan), such as B . v sometimes granted
“off-the-record” access to classified presentations, Isuch as the COMISAF’s (Commander,
International Security Assistance Force) daily briefings. |

On November 2, 2012, FBI Tampa interviewed ||| | | | I in Charlotte, North
Carolina regarding the poteﬁtially classified documents found on her computers. She
claimed she came into possession of several of the documents when she was in
Afghanistan researching her book about PETRAEUS; however, she was unable to
provide specifics as to how she obtained thém. I st:ted that during her
time in Afghaﬁis’tan she was given access to several briefings, including at least one
briefing at the Secret level. _ advised that reporters were often given such
access in order to provide them with situational awareness of the war. In order to receive
the briefings, _ signed an “off-the-record” agreement, which meant she
could not write about classified information she observed. She stated she would
sometimcs obtain a paper copy 6f the briefings to preserve the information as research for
her book. _ advised that she never received classified information from
PETRAEUS. |

During interviews. conducted of _ and PETRAEUS under the
aforementioned FBI Tampa investigation, each advised they used covert methods to
communicate with each other. These methods included the use of pre-paid cellular
telephones and email accounts using non-attributable names. Several of these covert

email accounts were identified during the FBI Tampa investigation; however, it is not
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known if all the accounts were ideﬁtiﬁcd because both_ and PETRAEUS
stated they could not recall all the account names which they created and used to
commimicate. Dﬁring I September 25, 2012 interview, she advised that
she and-PETRAEUS would sometimes share the same account, and would save messages
to the draft folder instead of sending them via email.

19. On November 12, 2012, Agents from the Charlotte and Tampa Divisions of the FBI
participated in a consensual search of || N ] ] rcsidence in _ North
Carolina to recover any evidence related to cyber stalking, a violation of 18 U.S.C,

§ 2261A, and the unauthorized removal and retention of classified documents, a violation
of 18 U.S.C. § 1924, During the search, numerous items were seized to include digital
‘media. as well as four boxes and one folder of documents. On this same date,
I 2cministrative assistant voluntarily provided the FBI with digital media
as well as one box of documents which she maintained in her home in relation to her |
employment with _ A review of the seized materials has identified to date
hundreds of potentially classified documents, including more than 300 marked Secret, on
digital images maintained on various pieces of electronic media. |

20. Of the potentially classified documents reviewed to date, the majority relate to U.S.
military operations conducted in Afghanistan. [l t-aveled into and out of
Afghanistan several times between September 2(-)1‘0 and July 2011 to conduct research -
for a biography on PETRAEUS. During this time, PETRAEUS was serving as the
International Security Assistance Force (ISAF) Commander.

21. _ paper documents, digital data, and audio files indicate PETRAEUS

played an integral role in granting [Nl 2ccess to classified information for the
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purpose of writing his biography. For example, in an email dated January 16, 2011,
which PETRAEUS marked as CONFIDENTIAL and sent to multiple members of the
military, he instructed a member of his staff to “PLS PRINT FOR |, ON AN
OFF THE RECORD BASIS.” Travel document;s show that _ was in
Afghanistan at this time. |

A. Communications Regarding Potential Mishandling of Classified
Information

22. OnJuly 13, 2011, -and aU.S. Army Captain exchang:edr several emails.
B i oneil account I - ilcd the Captain at
his military email accoimt, éeeking information about military operations. In an email to

 the Captain, in which PETRAEUS was carbon copied {cc’d) at email account
I o _ wrote, “If it’s ok with you, may
[ trouble you to send the storyboards (via SIPR") directly to GEN Petraeus (copied here)
and he will print them out for me? (He is gracious and Willing to help out given my
compfesse,d timeline!)” PETRAEUS followed up to this email by writing to the Captain
and NN “Happy to help, Il if my SIPR account would be convenient. It’s
on the rﬁain address list. We decided - was serious and have sought to help...” The
Captain replied to PETRAEUS’s email, “Sir, I will be happy to send these on SIPR to
your accouﬁt for - ..” Based on my training, experience, and information reviewed
to date in this investigation, the email chain related to a document or series of documents

provided by PETRAEUS to _ which contained classified information. This

' SIPR is an acronym for Secure Internet Protocol Router network, a U.S. government
communications system allowing the processing, storage, and communication of classified
information up to the SECRET level.
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email correspondence between _ and the Captain reflects some agreement
by PETRAEUS to provide _ access to classified information.

23. Between July 13, 2011 and July 15, 2011, [ [} Bl 2nd 2 US. Army Lieutenant
Colonel exchanged numerous emails. I using email account

_, emailed the Lieutenant Colonel at his military email

account, seeking information about military operations conducted by the Lieutenant
Colonel’s unit. In requesting this information, _ noted that in the past both
storyboards and troop narratives had been useful in conveying such facts. In an email
from the Lieutenant Colonel to ||| - on July 15, 2011, he advised he was
working on the storyboards and asked her for “a good SIPR number.” Later on July 15,

201 1,_ replied to the Lieutenant Colonel’s email and carbon copied (cc’d)

PETRAEUS at email account | .

response included the following: “[IJf you have classified material, GEN Petracus has
been gracious enough to allow me to have you send the storyboards and material to his
SIPR account; I’l} pick them up as soon as you send the word! I’ve copied him on this
‘email. Ifit’s unclass, you can use my AKO or this account.” This email correspondence
befween I 2d the Lieutenant Colonel reflects some agreement by

'PETRAEUS to provide I -cc-ss to classified information.

24. Based on these facts, there is probable cause to believe that PETRAEUS’s email account,

— ‘ , contains substantive communications
regarding PETRAEUS’s sharing of classified information as well as _

access to and retention of classified information.

9
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BACKGROUND CONCERNING EMAIL

25. In my training and experience, I have learned that US CENTCOM provides electronic
mail (“email”) access to uniformed and civilian employees. These users are providgd an
email account for use in their ofﬁcial duties. Consequent]y, uUs CENTCOM computers
are likely to contain stored electronic communications (including retrieved and
unretrieved email for .US CENTCOM usérs) and information concerning users and their
use of US CENTCOM services. This information would include details regarding users
of US CENTCOM service, such as the user’s full name, physical locations, telephone
numbers and other identifiers, account access information, email transaction information,
and alternative email addresses. In my training and experience, such information may
constitute -evidence of the crimes under investigation because the information can be used
to identify the account’s user or users.

26. In general, an email that is sent to a CENTCOM subscriber is stored in the subscriber’s
“mail box” on CENTCOM servers until the subscriber deletes the email. 1f the
subscriber does not delete the message, the message can remain on CENTCOM servers
indefinitely.

27. Wilen the subscriber sends an email, it is initiated at the user’s computer, transferred via
the Internet to CENTCOM servers, and then transmitted to its end destination.
CENTCOM often saves a copy of the email sent. Unless the sender of the email
specifically deletes the email from the CENTCOM server, the email can remain on the
system indefinitely.

28. A CENTCOM subscriber can also store files, including emails, files and other data, on

servers maintained and/or owned by CENTCOM.

10
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29. Subscribers to CENTCOM might not store, on their home computers, copies of the

emails stored in their CENTCOM acéount. .This is particularly true when the subscriber
| accesses their CENTCOM account thmﬁgh the web, or if they do not maintain parﬁcular
emails or files in their residence or on their home computer.

30. In my training and expériencc, email providers typically retain certain transactional
information about the creation and use of each account on their systems. This
information can include the date on which the account was created, the length of service,
records of log-in (i.e., session) times and durations, the types of service utilized, the
status of the account (including whether the account is inactive or closed), the methods
used to connect to the account (such as logging into the account via the provider's
website), and other log files that réﬂect usage of the account. In addition, email pr.oviders
often have records of the Internet Protocol address (“IP address™) used to register the
account and the TP addresses associated with particular logins to the account. Because
every device that connects to the Internet must use an [P aadress, IP address information
can help to identify which computers or other devices were hsed 10 access the email
account.

31. In my training and experience, in some cases email acéount users will communicate
directly with an email service provider about issues relating to the account, such as -
technical problems, billing inquiries, or complaints from other users. Email providers
typically rétain records about such communications, including records of contacts
between the user and the provider’s support services, as well records of any actions taken

by the provider or user as a result of the communications. Such information may

11
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constitute evidence of the crimes under investigation because the information can be used
to identify the account’s user or users.

LOCATION TO BE SEARCHED

32. 1 anticipate executing this warrant under the Electronic Communications Privacy Act, in
particular 18 U.S.C. §§ 2703(a), 2703(b)(1)(A), and 2703(c)(1)(A), by us‘ihg the
requesfcd watrant to require US CENTCOM to disclose to the government copies of the
records and other information (including the content of communications) particularly
described in Attachment A. Upon receipt of the information described in Attachment A,
the information described in Attachment B will be subject to seizure by law enforcement.

33. Based upon the foregoing, your affiant submits that probable cause exists for the issuance
of a search warrant for information associated with a certain account, as more _fully
déscribea in Attachment A to this affidavit, stored at premises owned, maintained,
controlled, or operated by US CENTCOM, headquartered at MacDill Air Force Base,
Tampa, Florida, to search for evidence of: (a) unauthorized removal and retention of

- classified documents and material, in violation of 18 U.5.C. § 1924; (b) unauthorized

- possession and, inter alia, attempted communication and willful communication of

national defense infonnation to someone not entitled to receive it, as well as the willful
retention of national defense information, in violation of 18 U.S.C. § 793(e); and (c)

conspiracy to commit the aforementioned crimes, in violation of 18 U.S.C. § 371.

12
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CONCLUSION

34. Based on my training and experience, and the facts as set forth in this affidavit, your
affiant asserts there is probable cause to believe that stored in the email account,
_ , there exists evidence of a crime relating to:
(a) unauthorized removal and retention of classified documents and material, in violation
of 18 U.S.C. § 1924; (b) unauthorized possc_ssiox_l and, inter alia, attempted
communication and willful communication of national defense information to someone
not entitled to receive it, as Well as the willful retention of national defense information,
in violation of 18 U.S.C. § 793(e); and (c) conspiracy to commit the aforementioned
crimes, in violation of 18 U.S.C. § 371.
35. Based on the foregoing, I request that the Court issue the requested search warrant.
Because the warrant will be served on US CENTCOM, who will then compile the
requested records at a time convenient to it, there exists reasonable cause to permit the
execution of the requested warrant at any time in the day or night.
36. This Court has jurisdiction to issue the requested warrant because it is “a court of
competent jurisdiction” as defined by Title 18, United States Code, Section 2711; and
Title 18, United States Code, Sections 2703(a), (b)(1)(A), and (c)(1)(A). Specifically, the
Court is “a district court of the United States that has jurisdiction over the offenses being
investigated,” Title 18, United States Code, Sections 1924, 793(e), and 371. Pursuant to
Title 18, United States Code, Section 2703(g), the presence of a law enforcement officer

is not required for the service or execution of this warrant. -
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REQUEST FOR SEALING

37. Since this investigation is continuing, disclosure of the search warrant, this affidavit,
and/or this application and the attachments thereto will jeopardize the progress of the
invéstigation. Accordingly, it is respectfully requested that the Court issue an-order that
the search warrant, this afﬁdavit in support of the application for search warrant, the
application for search warrant, and all attachments thereto be filed under seal until further
order of this Court.

Respectfully submitted,

"o LR

Raju S Bhatia
Special Agent
Federal Bureau of Investigation

Sworn to and subscribed before me
on this, the %T>~  day of August, 2013.

Ry @JMQZ

ROBERT J./CONRAD, JR.
UNITED STATES DISTRICT cop T JUDGE
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ATTACHMENT A - 1_‘

Particular Account To Be Searched

This warrant applies to records and other information (including the contents of

communications) for the account associated with the email address

_ that is stored at premises controiled by US Central

Command, which accepts service of legal process at MacDill Air Force Base, Tampa, Florida.

15
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ATTACHMENT B

Particular Things To Be Seized
E Information To Be Disclosed by CEﬁTCOM (“the Provider”)

To the extent that the information described in Attachment A is within the possession,
custody, or control of the Provider, including any emails, records, files, logs, or ipformation that
has been deleted but is still availablé to the Provider, the Provider is required to disclose the
following information to the government for the account listed in Attachment A:

| a. The contents of all emails associated with the account, including stored or
preserved copies of emails sent to and from the account, draft emails, the source and destination
addresses associatéd with each email, the date and time at which each email was sent, and the
size' and length of each email; |

b. All records or other information regarding the identification of the account, to
include full name, phys;ical address, telephone numbers and other identifiers, records of session
times and durations, the date on which the account was created, the length of service, the IP
address used to register the account, log-in IP addresses associated with session tirﬁcs and dates,
account status, alternative email addresses provided during registration, methods of connecting,
and log files;

c. All records or other information stored at any time by an individual using the
accouﬁt, including address books, contact and buddy liéts, calendar data, pictures, and files; and

d. All records pertaining to communications between the Provider and any person

regarding the account, including contacts with support services and records of actions taken.

16
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II. Information To Be Seized by the Government

1. All records or information described above in Section I that constitute fruits,

evidence, and instrumentalities of violations of the statutes listed on the warrant,

including, for the account identified on Attachment A:

a.

All records or information related to any communications between
PETRAEUS and R

All records or information related to any conimun_ications, from December
2008 to the present, between PETRAEUS and any other person or entity
concerning classified and/or national defense information;

All records or infonn&tion, from December 2008 to the present, related to any
classified and/or national defense information;

All records or information, from December 2008 to the present, related to the
source(s) or potential source(s) of any classified and/or national defense
information provided by PETRAEUS to ||| | G

All records or information, from December 2008 to the present, related to the

state of mind of any individuals concerning the communication, disclosure,

receipt, or retention of classified and/or national defense information;

All records or information relating to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unauthorized .disclosure or retention of
classified and/or national defense information;

All records or information related to any communications from June 2012 to
the present between PETRAEUS and any other person concerning ongoing
law enforcement investigations;

17
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‘h. All records or information concerning any gmail accounts, telephone numbers,
or other methods of communication used by PETRAEUS or _,;
i. Any information recording PETRAEUS’s or_ schedule or
travel from December 2008 to the present; |
and
j. Records evidencing the use of the Internet, including records of Internet
Protocol addresses used;
2. Information relating to who created, used, or communicated with the account,
including records about their identities and whereabouts.
3. Asused above, the terms “records” and “information” include all of the foregoing
items of evidence in whatever form and by whatever means they may have been
created or stored, including any form of computer or electronic storage (such as flash

memory or other media that can store data) and any photographic form.

18

Case 3:13-mj-00247-RJC *SEALED* Document 4 Filed 12/20/16 Page 19 of 19



UNITED STATES DISTRICT COURT FOR TIE Uel 2 U Z0To
WESTERN DISTRICT OF NORTH CAROLINA '
CHARLOTTE DIVISION : US District Court
. Western District of NC
UNITED STATES OF AMERICA ) DOCKETNO.: 3:13-mj-277
)
v. ) MOTION TO UNSEAL THE
o ) SEARCH WARRANT, AFFIDAVIT

IN THE MATTER OF THE SEARCH OF ) AND APPLICATION
MYBOOK ESSENTIAL HARD DRIVE ) _
SERIAL: WCAV5L400801T, AND )
CONTENTS, AS DESCRIBED IN )
AFFIDAVIT AND ATTACHMENTS )
INCORPORATED HEREIN. )

NOW COMES the United States of America, by and through Jill Westmoreland Rose,
United States Attorney for the Western District of North Carolina, who respectfully shows unto
the Court that on Septelﬁber 23, 2013, the court issued a search warrant in the above-captioned
case and placed under seal the warrant, the application for the warrant and the affidavit in
support of the application for the warrant; after reviewing the matenals in connection with
pending Freedom of Information Act litigation in the United States District Court for the District
of Columbia, the United States now seeks to unseal said documents, subject to redactions of
petsonal identifying information, pursuant to Local Criminal Rule 49(B) of this Court (the search
warrant materials, as redacted by the government, are attached hereto).

THEREFORE, the United States respectfully moves the Court for the search warrant, the
applidation for the warrant, and the affidavit in support of the application for the warrant listed
above be unsealed. |

Respectfully submitted, on this day of December 19, 2016.

JILL WESTMORELAND ROSE
UNITED STATES ATTORNEY

{/s//JILL WESTMORELAND ROSE
ASSISTANT UNITED STATES ATTORNEY
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NC Bar Number # 17656
Attorney for USA

Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
Phone: 704-344-6222

Fax: 704-344-6629

Email: jill.rose@usdoj.gov
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UNITED STATES DISTRICT COURT FOR THE DEC 29 2016
WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION wf%ﬁ;g j! gy

UNITED STATES OF AMERICA ' ) DOCKET NO.: 3:13-mj-277

)

V. )  ORDER TO UNSEAL THE

) SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF ) AND APPLICATION
MYBOOK ESSENTIAL HARD DRIVE )
SERIAL: WCAVS5L400801T, AND )
CONTENTS, AS DESCRIBED IN )
AFFIDAVIT AND ATTACHMENTS )
INCORPORATED HEREIN. )

UPON MOTION of the United States of America, by and through Jill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
September 23, 2013, the Court issued a search warrant in the above-captioned case and placed
under seal the Warrant; the application for the warrant, and the affidavit in support of ﬂ'le
application for the warrant; it further api)earing that the government, after reviewing the
materials in connection with pending Freedom of Information Aét litigation in the United States
Court for the District of Columbia, now seeks to unseal said documents, sﬁbject to redactions of
personal identifying information, pursuant to Local Criminal Rule 49(B} of this Court (the search
warrant materials, as redacted by the government are attached hereto), it is hereby
ORDERED that the search warrant, application for search warrant, and affidavit in
. support of the application for the search warrant, as redacted by the government, are hereby
- UNSEALED.
The Clerk is directed to certify copies of this Order to the United States Attorney's
Office.

This the 2 Oday of December, 2016.
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AU 93 (Rev. 12709y Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Western District of North Carolina

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)

Case No. 3,",5 MJ J'_I_]

MyBook Essential hard drive serial: WCAV5L400801T,
and contents, as described in Affidavit and Attachments
incorporated herein.

SEARCH AND SEIZURE WARRANT

St Mgt et St Nt

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Western District of North Carolina

(identjfy the person or describe the properly to be searched and give its location).
See Attachment A which is incorporated fully herein

The person or property to be searched, described above, is believed to conceal (identify the person or deseribe the

property to be seized).
See Attachment B which is incorporated fully herein,

1find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before : October 4,2013
: . {not to exceed 14 days)
3 in the daytime 6:00 a.m. to 10 p.m. #f at any time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
Robert J. Conrad, Jr.

(name,)

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) O for days (mot to exceed 30).

{3 until, the facts justifying, the later specific date of

Date and time issued:

Judge's signature i

City and state:  Charlotte, North Carolina Robert J. Conrad, U.S. District Court Judge

Printed name and title
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AO 93 Rev. 12/0¢9) Searciramd Setzme Warrant Page 2

Return

Case No.: Date and time warrant executed. Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

Ideclare under penalty of perjury that this inventory is correct and was returned along with the original
warrant to the designated judge. , '

Date:

Executing officer's signature

Printed name and title
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AO 106 (Rev. 04/)0) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the
"Western District of North Carolina

In the Matter of the Search of
‘Briefly describe the property to be searched
(or mj'gltgy the persafr b)f) na?r):e and address)
MyBook Essential hard drive, serial WCAV5L400801T as
described in Affidavit and Attachments, incorporated fully
herein.

Case No. 3,]31'?) 9’77

e et S S N Naee”

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the
property to be searched and give its location):

See attachment A, which is incorporated fully herein.

located in the Western - District of North Carolina , there is now concealed (identify the
person or describe the property 1o be seized}:

See attachment B which is incorporated fully herein.

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more):
I!{cvidence of a crime;
I!(contra'band, fruits of crime, or other items illegally possessed,;
3 property designed for use, intended for use, or used in committing a crime;
3 a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of;

Code Section Offense Description
18 U.8.C. 1924 Unauthorized removal and retention of classified documents and materials.
18 U.S.C. 793(e) Unauthorized possession, communication and willful retention of national defense
information

" The application is based on these facts:

See altached Affidavit which is incorporated fully herein

Ef Continued on the attached sheet.

Dete

Cortifiad to b2 a notwe of days (give exact ending date if more than 30 days: ) is requested
cerrnt cogy of “5 g 1 UsC.§ 3103a, the basis of which is set forth on the attached sheet.
U.3. Uisiict Court } ﬂ% //{O /
£ G Johrs, s
A G 'Stinlns’ :.;ier‘k ‘ ppl%nYMalure
Diane Wehner, Special Agent, FBI
Cla T Printed name and title

‘TTIX rg faw signed in my presence.

Date: 08/20/2013 W

Q Judge s signature
City and state; Charlotte, North Carolina Robert J. CongAd, Jr., United States District Court Judge

Printed name and. title
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Diane M. Wehner, being first duly swom, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

1. I'make this affidavit in support of an application for a search warrant for electronic
information associated with certain hard drives supplied by the National Defense
University (NDU)'. The information to be searched is described in the following
paragraphs and in Attachment A, all incorporated fully by reference herein.

2. Tam a Special Agent with the Federal Bureau of Investigation (FBI) and have been
employed as such for over 7 years. I have investigated mgtters involving complex
financial fraud, public corruption and counterterrorism. [ am currently assigned to the
Charlotte, North Carolina FBI office. Through investigations, experience, and training, I
have become familiar with methods and operations employed by iﬁdividuals attempting
to conceal their illegal behavior. 1 ﬁave also received specialized training in the proper
collection, retention, and dissemination of classified information.

3. The facts in this affidavit come from my personal observations, my training and
experience, evidentiary review, and information obtained from other Agents, government
officials, and witnesses. This affidavit is intended to show merely that there is sufficient
probable cause for the requested warrant and does not set forth all of my knowledge

about this matter,

'NDU is an acronym for National Defense University. NDU is an institution of higher education
funded by the United Stated Department of Defense, intended to facilitate high-level training,
education, and the development of national security strategy. It is located on the grounds of Fort
Lesley McNair in Washington, D.C.
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STATUTORY AUTHORITY

4. The FBI has been conducting an investigation of DAVID PETRAEUS and [}

_. for possible violations of: (a) unauthorized removal and retention of

classified documents and material, in violation of Title 18, United States Code, Section

1924; (b) unauthorized possession and, inter alia, attemnpted communication and willful

communication of national defcnse. information to someone not entitled to receive it, as
well as the willful retention of national defense information, in violation of Title 18,
United States Code, Section 793(e); and (c) conspiracy to commit the aforementioned
crimes, in violation of Title 18, United States Code, Section 371.

5. For the reasons set forth below, there is probable cause to believc that the electronic
recqrds held on the following hard drives: a My Book Essential hard drive, serial:
"WCAVS51.252571IT, a My Book Essential hard drive, serial: WCAZAS5221633 and alMy
Book Essential hard drive, serial: WCAV51.400801T (all described in detail in
Attachment A) contain evidence, fruits, and/or instrumentalities of violations of federal
law, including, inter alia, the unlawful communication and/or retention of classified
information,

6. Title 18, United States Code, Section 1924(a) states:

Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such docwments or materials at an unauthorized

location shall be fined under this title or imprisoned for not more than one year, or
both. :

18 U.S.C. § 1924(a).
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7. Title 18, United States Code, Section 793(e) states:
Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrament, appliance, or note relating to the
national defense, or information relating to the national defense which ,
information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,
delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both.
18 U.S.C. § 793(e).
. Title 18, United States Code, Section 371, makes punishable, by up to five years in
prison, a conspiracy among two or more persons to commit any offense against the
United States.
" Classified information is defined by Executive Order 13526 (E.O. 13526) and relevant
preceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the control of the United States government; (2) falls within one or
more of the categories set forth in the E.O. 13526, and (3) is classified by an original
classification authority who determines that its unauthorized disclosure reasonably could
be expected to result in damage to the national security. Where such unauthorized
disclosure reasonably could be expected to cause “damage” to the national security, the
information is classified as “Confidential.” Where such unauthorized disclosure
reasonably could be expected to cause “serious damage” to the national security, the
information is classified as “Secret.” Where such unauthorized disclosure reasonably -

could be expected to cause “exceptionally grave damage” to the national security, the

information is classified as “Top Secret.”

3,
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10.

1.

Pursuant to E.O. 13526, a person may only gain access to classified information if a
favorable determination of eligibility for access has been made by an agency head or an
agency head’s designee, the person has signed an approved nondisclosure agreement, and
the person has a need-to-know the information.

PROBABLE CAUSE

PETRAEUS is a retired United States Army General. From on or about October 31,
2008 to June 30, 2010, PETRAEUS served as Commander of the United States Central
Command. From on or about July 4, 2010 to July 18, 201 1, PETRAEUS served as
Commander of the International Security Assistance Force. From on or about September
6, 2011 to November 9, 2012, PETRAEUS served as Director of the Central Intelligence

Agency (CIA). Atall times relevant to this affidavit, PETRAEUS held a United States

_government security clearance allowing him access to classified United States

government information. According to a Department of Defense (DOD) official, to
obtain that clearance, PETRAEUS was required to and would have agreed to properly

protect classified information by not disclosing such information to persons not entitled

© to receive it, by not unlawfully removing classified information from authorized storage

12

facilities, and by not storing classified information in unauthorized locations. .
_ is a researcher and author of a biography of PETRAEUS, published in
January 2012. From on or about July 18, 2003 until on or about November 14, 2012,
_ held a United States government security clearance allowing her access
to classified United States government information. According to a DOD official, to

obtain that clearance, —was required to and would have agreed to properly

protect classified information by not disclosing such information to persons not entitled
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to receive it, by not unlawfully removing classified information from authorized storage
facilities, and by not storing classified information in unauthorized locations.

13. In 2012, | + 2 the subject of an FBI Tampa Division (FBI Tampay),
computer intrusion investigation concerning alleged cyber stalking activity. This
investigation was predicated on a complaint received from Witness 1. This complaint
alleged the receipt of threatening and harassing emails from an unknown individual.
Witness 1 claimed to have friendships with several high-ranking public and military
officials. | |

14, Evidence gathered duting the FBI Tampa investigation indicated that someone had access
to the personal schedule of PETRAEUS, who was then the Director of the CIA. This
access indicated a potential breach of security. On or about June 22, éOl 2, FBI-
Headquarters (FBIHQ) notified PETRAEUS.’S security detail of the ongoing computer

- intrusion investigation and the potential security issue. On July 19, 2012, FBI Tampa
was notified by Witness 1 that he/she no lénger wished to press charges against the cyber

stalker. On August 10, 2012, Witness 1 informed FBI Tampa that PETRAEUS | |

personally requested that Witness 1 withdraw his/her complaint and “call off the G-men.”
On August 13, 2012, Witness 1 advised FBI Tampa that PETRAEUS believed the
- alleged cyber stalker possessed information which could “embarrass” PETRAEUS and
other public officials. Ultimately the FBI determined, based upon the investigation, that
_ was the individual who had sent the emails to Witness 1
15. On Septen{ber 24,2012 as part of the FBI Tampa investigation, | | | Gz
consented to a search of two laptops aﬁd two external hard drives belonging to her. A

review of the digital media contained on these devices revealed over 100 items which
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were identified by Charlotte Computer Analysis Response Team (CART) Forensic

Examiners as potentially containing classified information, up to the Secret level.

16. On October 26, 2012, PETRAEUS was interviewed at CIA Headquarters. PETRAEUS

17.

stated that he had had an extramarital affair with-. He denied providing
any classified documents to_- or having any arrangement to provide her

with classified information. PETRAEUS stated that | IENElll rzy have obtained

“documents in the course of conducting research for a book she was writing. He explained

that reporters in theater (Afghanistan), such as | . ere sometimes granted

“off-the-record” access to classified presentations, such as the COMISAF’s (Commander,
International Security Assistance Force) daily briefings. |

On November 2, 2012, FBI Tampa interviewed ||| | N i chartotte, North
Carolina regarding the potentially classified documents found on her computers. She
claimed she came into possession of several of the documents when she was in
Afghanistan researching her book about PETRAEUS; however, she was unable to
provide specifics as to how she obtained thern, I s::tcd that during her
time in Afghanistan she was given access to several briefings, including at least one
briefing at the Secret level. _ advised that reporters wére often given such
access in order to provide them Mth situational awareness of the war, In order to receive

the briefings, _si gned an “off-the-record” agreement, which meant she

. could not write about classified information she observed. She stated she would

sometimes obtain a paper copy of the briefings to preserve the information as research for
her book. || advised that she never received classified information from

PETRAEUS.
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18.

19.

20.

During interviews conducted of I .:d PETRAEUS ﬁndcr the
aforementioned FBI Tampa investi gation, each advised they used covert methods to
communicate with each other. These methods included the use of email accounts using
non-attributable names and pre-paid cellular telephones. Several of these c.overt email
accounts were identified during the FBI Tampa investigation; however, it is not known if
all the accounts were identified because both || . 2nd PETRAEUS state;d
they could not recall all the account names which they creatu;:d and used to

communicate. During_ September 25, 2012 interview, she advised that
she and PETRAEUS would sometimes sha:re the same account, and would save messages
to the draft folder instead of sending them via email.

On November 12, 2012, Agents from the Charlotte and Tampa Divisions of the FBI
participated in a consensual search of _ residence in - North
Carolina to recover any evidence related to cyber stalking, a violation of 18 U.S.C.

§ 2261 A, and the unauthorized removal and retention of classified documents, a violation
of 18 U.S.C. § 1924. During the séarch, numerous items were seized to include digital
media as well as four boxes and one folder of documents. On this same date,
_; administrative assistant Voluntarily provided the FBI with digital media
as well as one box of documents which she maintained in her home in relation to her
employment with_. A review of the seized materials has identified to date
hundreds of potentially classified documents, including more than 300 marked Secret, on
digital images maintained on various pieces of electronic media.

Of the potentially classified documents reviewed to date, the majority relate to US

military operations conducted in Afghanistan. _travelcd into and out of
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Afghanistan several times between September 2010 and July 2011 to conduct research
for a biography on PETRAEUS. During this time, PETRAEUS was serving as the
International Security Assistance Force (ISAF) Commander.

21. _paper documents, digital data, and aﬁdio files indicate PETRAEUS
played an integral role in granting [N acoess to classified information for the

purpose of writing his biography.

A. Communications Regarding Potential Mishandling of Classified
Information

22, On May 12, 2011, j-, using email account_

sent an email to PETRAEUS at email account .

I | The subject line of the email read: “what part of
4...” and the body of the email read: “is.secret'? The stuff in parenthesis, or the second
sentence?” Based on my training, experience, and information revieWed to date in this
investigation, your afﬁant believes the email related to a docﬁment or series of documents
provided by PETRAEUS to I which contained classified information.

23. Between July 13, 2011 and July 15, 2011, NIBMEBMBM :nd 2 U S. Army Lieutenant

Colonel exchanged numerous emails. | ., 1sing cmail account

_, emailed the Lieutenant Colonel at his military email

account, seeking information about military operations conducted by the Lieutenant
. Colonel’s unit. In requesting this information,— noted that in the past both
storyboards and troop narratives had been useful in conveying such facts. In an email

from the Lieutenant Colonel to _ on July 15, 2011, he advised he was

g
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!!2

working on the storyboards and asked her for “a good SIPR number.”” Later on July 15,

2011, _ replied to the Lieutenant Colonel’s email and carbon copied (cc’d)

PETRAEUS at email account _ _ ]

response included the following: “[I]f you have classified material, GEN Petraeus has

been gracious enough to allow me to have you send the storyboards and material to his
SIPR account; I'll pick them up as soon as you send the word! I've copied him on this
exﬁail. If it’s unclass, you can use my AKO or this account.” This email correspondence
between _, and the Lieutenant Colonel likely reflects some agreement by
PETRAEUS.to provide _ access to classified information.

24. From June 12, 2011 through June 15, 2011, [ . vsing email address

B - R AEUS, using email address
_ ' , discussed several topics, td include files

maintained by PETRAEUS. In the email string, which contained the subject line
“Chapter 2,”_raised issues which PETRAEUS addressed by typing in all
capital letters within the body of _: original emails. Inthe email string,
while discussing PETRAEUS s files, _wrotc, “[T]he Galvin letters are
naturally very helpful in this regard (I want more of them!!! I know you;ré holding
back...)” Inresponse to this point in I email, PETRAEUS wrote:
“THEY’RE IN BOXES AND I'LL GET THEM OUT WHEN WE UNPACK AT THE

HOUSE IN LATE JULY/AUG.”

*SIPR is an acronym for Secure Internet Protocol Router network, a U.S. government
communications system allowing the processing, storage, and communication of classified
information up to the SECRET level.
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25 N r-sponded: “Thanks for your willingness to get out the boxes! [ KGN
- the librarian at NDU, has the full collection as well, if it’s easier to just gain
access to them there.” In response PETRAEUS wrote: “SHE DOESN'T HAVE THE
FILES I’VE GOT AT HOME; NEVER GAVE THEM TO HER.”

26. In an email string initiated on or about June 19, 2011, PETRAEUS, using email address

I ,and ISR, using cmail address
_exchanged over ten emails. In the first email, with the

subject line “Found the”, PETRAEUS discussed locating his “Galvin files” as well as
other files and expressed his willingness to share them with NERG_—_G_—_—
PETRAEUS wrote: “[G]iven various reassurances from a certain researcher, I will not
triage them!” Your Affiant believes the term “triage” refers to the classified contents of
the documents. _:xpressed her exci'tement about PETRAEUS’s
willingness‘to share the ﬁles writing: “[T]’ll protect them. And I’ll prétect you,”
PETRAEUS later responded to | NG, v:iting, “IM]y files at home only go up
to about when I took cmd of the 101*, though there may be some MNSTC-I and other
ones. Somewhere in 2003, I stopped nice filing and just started chunking stuff in boxes
that grﬁdually haye gone, or will go, to NDU. Can search them at some point if they’re
 upstairs, but they’re not organized enough at this point...”> PETRAEUS continued,
writing, “{A]nd I think MNSTC-I files went to NDU, though I’'m not sure. The key to
find there would be the weekly reports that the CIG did with me. Not sure if [Jjjjjkert

copies. Class’d, but I guess I might share!” (emphasis added).

*MNSTC-I is an acronym for Multi-National Security Transition Command-Iraq. MNSTC-I
was a branch of the Multi-National Force-Iraq (MNF-I). Petraeus was the former commander of
MNF-1.

10
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27.

28.

29.

30.

31.

32,

Your affiant believes that PETRAEUS’s reference to “Class’d” means the documents he

is discussing --- and which he indicates he is willing to provide td_. --- are

classified.

Your afﬁan.t believes PETRAEUS and _ communicated about the sharing
of classified information via PETRAEUS’s NIPR* email accouﬁt. Additionally, based on
paragraph 23 above, your affiant believes PETRAEUS allowed classified dojcuments for

_to be sent to his SIPR email account.

BACKGROUND CONCERNING NDU COLLECTION

Through my training and experience, I have learned 1;hat in accordance with the
provisions of Title 44, United States Code, Section 3301, 1, PETRAEUS transferred and
delivered to NDU, for inclusion in the collections of NDU’s llibrary, a collection of
personai papers and other non-record personal property.

In general, the collection is made up of PETRAEUS’s personal files. The collection

includes both classified and unclassified documents. The classified collection contains ‘

items such as reports, briefings, background material and glossaries. ._The unclassified

collection includes items such as speeches, talking points to the press, newspaper articles
and photographs. |

PETRAEUS’s physical documents were provided to NDU in September 2011.
PETRAEUS's electronic documents were provided to NDU in May or June 2012 via
hard drives. |

PETRAEUS’s historian provided NDU with three hard drives related to PETRAEUS;

two classified and one unclassified. The historian provided two classified hard drives as

“NIPR is an acronym for Non-Classified Internet Protocol Router network, a U.S. government
communication system allowing for the exchange of sensitive but unclassified information.

11
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33.

34.

35.

36.

one hard drive contained NATO classified information and the other hard drive contained
United States classified iﬁformation. Later, PETRAEUS’s historian wanted to add
additional information to the single unclassified hard drive, therefore, PETRAEUS’s
historian asked NDU t6 return it. PETRAEUS’s historian then combined all the
unclassified information onto a single hard drive that was provided to NDU. Both the
unclassified hard drive and classified hard drives contain information related to
PETRAEUS’s career, including his time as Commander of the International Security
Assistance Force.

The unclassified hard drive contained photographs, speeches made by PETRAEUS,
newspaper articles, talking points to the press, administrative paperwork, including
tracking calendars and orders, as well as PETRAETS s NIPR email.

The classified hard drives primarily contain PETRAEUS’s SIPR email, as well as
briefings, classified talking points, reference material, background briefs, maps and daily
updates.

On or about August 6, 2013, NDU consented to a search of two hard drives from
PETRAEUS s collection. A My Book Essential hard drive, serial: WCAVSL252571T
and a My Book Essential hard drive, serial: WCAZA5221633 were transferred from a
NDU representative to FBI Agents from the Washington Field Office. The hard drives
were then shipped to FBI Charlotte and are currently in the possession of FBI Charlotte.
The hard drives are maintained by FBI e.mployees not assigned to the instant matter.

On or about August 22., 20113, NDU consented to a search of a My Book Essential hard
drive, serial: WCAVS L40080A1 T. This hard dri.ve had been inadveﬁently overlooked

when NDU provided consent on the other two hard drives on or about August 6, 2013.

12
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37. Because it is probable that these drives contain email corrﬁnunications through
Petraeus’s retirement from the military, there is probable cause to believe they contain
communications between Petraeus and [Jil]. including an email sent to Petraeus’s
SIPR account attaching a classified document intended for delivery to -

LOCATION TO BE SEARCHED

38. T anticipate executing this warrant under the Electronic Communications Privacy Act, in
particular 18 U.S.C. §§ 2703(a), 2703(b)(1)(A), and 2703(c)(1)(A), by using the
requested warrant to require FBI Charlotte to disclose to the government the contents of
the hard drives described herein (including the content of communications) particularly
described in Attachment A. Upon receipt of the information described in Attachment A,
the information described in Attachment B will be subject to seizure by law enforcement.

39. Based upon the foregoing, your affiant submits that probaBle cause exists for the issuance
of a search warrant for information found on certain hard drives, as more fully described
in Attachment A to this affidavit, stored at premises owned, maintained, controlled, or
operated by FBI Charlotte, to search for evidence ;:)f: (a) unauthorized removal and
retention of classified documents and material, in viclation of 18 U.S.C.. § 1924; (b)

unauthorized possession and, inter alia, attempted communication and willful

communication of national defense information to someone not entitled to receive it, as
well as the willful retention of national defense information, in violation of 18 U.S.C.
§ 793(e); and (¢) conspiracy to commit the aforementioned crimes, in violation of 18

U.S.C. § 371.

i3
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CONCLUSION

40. Based upon the foregoing, your affiant submits that there is sufficient probable cause to

41.

42.

believe that stored on the hard drives, there exists evidence of a crime relating to: a)
unauthorized removall and retention of classified documenté and material, in violation of
i8 U.S.C. § 1924; (b) unauthorized possession and, inter alia, attempted communication
and willful communication of natidnal defense information to someone not entitled to
receive it, as well as the willful retention of national defense information, in violation of
18 U.S.C. § 793(e); aﬁd (c) conspiracy to commit the aforementioned crimes, in violation
of 18 U.S.C. § 371. |

Bésed on the foregoing, I request that the Court issue the requested search warrant.
Because the warrant will be served on FBI Cha.rlotte',r who will then compile the
requested records at a time convenient to it, there exists reasonable cause to permit the

execution of the requested warrant at any time in the day or night.

REQUEST FOR SEALING

Since this investigation is continuing, disclosure of the search warrant, this affidavit,
and/or this application and the attachments thereto will jeopardize the progress of the
investigation. Accordingly, it is respectfully requested that the Court issue an order that
the search warrant, this affidavit in support of the application for search warrant, the
application for search warrant, and all attachments thereto be filed under seal until further

order of this Court.

14
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Respectfully submitted,

wl{BN0

. Wehnet
Specxal Agent
Federal Bureau of Investigation

Sworn to and subscribed before me -
on this, the A, 0™ day of September, 2013.

fAeA] Ope D]

ROBERT J. coﬁﬁo f
'UNITED STAT DISTRICT COURT(#UDGE

15
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ATTACHMENT A

Particular Account To Be Searched

This warrant appliés to records and othe; information (including the contents of
communications) contained on the My Book Essential ha:d drive, serial: WCAVSL25257IT, the
My Book Essential hard drive, serial: WCAZAS5221633 and the MyBook Essential hard drive,
serial WCAV5L400801T that are stored at premises controlled by the FBI, which accepts service

of legal process at FBI Charlotte, Charlotte, North Carolina.

16
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ATTACHMENT B

Particular Things To Be Seized

1. All records, information, documents and items on the hard drives that constitute
fruits, evidence, and instrumentalities of violations of the statutes listed on the
warrant:

a. All records or information related to any communications between
PETRAEUS and ﬁ_

b. All records or information related to any communications, from December
2008 1o the present, between PETRAEUS and any other person or entity
concerning classified and/or national defense information;

c. All recordsor i_nformation, from Decémber 2008 to the pr_eseﬁt, related to any
classified and/or national defense information; |

d. All records or information, from December 2008 to the present, related to the
source(s) or potential source(s) of any classified and/or national defense
information provided by PETRAEUS to _;

e. All records or infonﬁation, from December 2008 to the present, felated to the
state of mind of any individuals concerning the communication, disclosure,
receipt, or retention of classified and/or national defense information;

f. Ail records or information relatihg to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unauthorized disclosure or retention of

classified and/or national defense information;

17
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g. All records or information concerning ahy email accounts, telephone numbers,
or other methads of communication used by PETRAEUS;
h. Any information recording PETRAEUS’s schedulg or travel from December
2008 to the pfescnt; |
2. Asused above, the terms “records” and “information” include all of the foregoing
items of evidence in whatever form and by whateﬂrer means they may have been
created or stored, including any form of computer or electronic storage (such as flash

memory or other media that can store data) and any photographic form,
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FILED
CHARLOTTE, NC

| DEC 2.0 2016
UNITED STATES DISTRICT COURT FOR THE o _
WESTERN DISTRICT OF NORTH CAROLINA ,US D'Stf'Ct _C.'OUft
CHARLOTTE DIVISION Western District of NC
UNITED STATES OF AMERICA DOCKET NO.: 3:13-m;-278
V. MOTION TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT

IN THE MATTER OF THE SEARCH OF

)

)

)

)

) AND APPLICATION
MYBOOK ESSENTIAL HARD DRIVE g

)

)

)

SERIAL: WCAVS5L25257IT, AND
CONTENTS, AS DESCRIBED IN
AFFIDAVIT AND ATTACHMENTS
INCORPORATED HEREIN.

NOW COMES the United States of America, by and through Jill Westmoreland Rose,
United States Attorney for the Western District of North Carolina, who rgspectfully shows unto
the Court that on September 23, 2013, the court issued a search Warr.ant in the above-captioned
case and placed under seal the wﬁrrant, the application for the warrant and the affidavit in
support of the application for the warrant; after reviewing the materials in connection with
pending Freedom of Information Act litigation in the United States District Court for the District
of Columbia, the United States now seeks to unseal said documents, subjéct to redactions of -
personal identifying information, pursuaﬁt to Local Criminal Rule 49(13) of this Court (the search
warrant materials, as reda;:ted by the government, are attached hereto).

THEREFORE, thé United Stgtes respectfully moves the Court for the search warrant, the
application for the warrant, and the afﬁ&avit in support of the application for the warrant listed
above be unsealed.

Respectiully submitied, on this day of December 19, 2016.

JILL, WESTMORELAND ROSE
UNITED STATES ATTORNEY

/1s//JILL, WESTMORELAND ROSE
ASSISTANT UNITED STATES ATTORNEY
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~ NC Bar Number # 17656
Attorney for USA
Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
Phone: 704-344-6222
Fax: 704-344-6629
Email: jill.rose(@usdoj.gov
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UNITED STATES DISTRICT COURT FOR THE UEC ) 2015
" WESTERN DISTRICT OF NORTH CAROLINA b :

CHARLOTTE DIVISION WL

UNITED STATES OF AMERICA DOCKET NO.: 3:13-m;j-278

v, ORDER TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

SERIAL: WCAVSL252571T, AND
CONTENTS, AS DESCRIBED IN
AFFIDAVIT AND ATTACHMENTS

)
)
)
)
)
MYBOOK ESSENTIAL HARD DRIVE ;
)
)
INCORPORATED HEREIN. )

UPON MOTION of the United States of Americé, by and through Jill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
September 23, 2013, the Coﬁrt issued a search warrant in the abovc-captioned case and placed
under seal the warrant, the application for the warrant, and the lafﬁdavit in support of the
application for the warrant; 1t further appearing that the government, after‘reviewing‘ the
materials in connection with pEnding Freedom of Information Act litigation in the United States
Court for the District of Columbia, now seeks to unseal said documents, subject to redactions of
personal identifying information, pursﬁant to Local Criﬁinal Rule 49(B} of this Court (the search
warrant materials, as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, application for search warrant, and affidavit in
support of the application for the search warrant, as redactéd by the government, are hereby
UNSEALED. |

The Clerk is directed to certify copies of this Order to the United States Attorney's
Office.

This the & 0 day of December, 2016.
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AQ93 (Rev. 12!0_9) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Western District of North Carolina

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by nome and address)

cuero. 3:13m) 27€

MyBook Essential hard drive serial: WCAV5L252571T,
and contents, as described in Affidavil and Attachments
lncorporated herein,

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the " Western District of North Carolina

(identify the person or describe the property lo be searched and give its location):
See Attachment A which is incorporated fully herein

The person or property to be searched, described above, is believed to conceal (identify: the person or describe the

property to be seized).
See Attachment B which is incorporated fully herein.

I find that the afﬁdawt(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before October 4, 2013
(not to exceed 14 days)
O in the daytime 6:00 am. to 10 p.m. # at any time in the day or night as [ find reasonable cause has been
established. '

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an

inventory as required by law and promptly retum this warrant and inventory to United States Magistrate Judge
Rebert J. Conrad, Jr.

{name)

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) O for days (not to exceed 30).

O until, the facts justifying, the later specific date of

Date and time issued:

Judge s signature

City and sfatc: Charlotte, North Carolina Robert J. Conrad, U.S. District Court Judge

Printed name and title
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A0 93 (Rev ]2/09) Search and Seicure Warrant (Page 2)

Return

Case No.: Date and time warrant executed:

Copy of warrant and inventory lefi with:

Inventory made in the presence of ©

Inventory of the property taken and name of any person(s) seized.

Certification

warrant to the designated judge,

Date:

Ideclare under penalty of perfury that this inventory is correct and was returned along with the original

Executing officer s signature

Printed name and title
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AQ 106 (Rev. 04/10) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the
Western District of North Carolina

In the Matter of the Search of

Briefly describe th to be searched
(0: ‘:'321:‘{'5}3?}:; ;ers‘;grgﬁ zfgre and address)
MyBook Essential hard drive, serial WCAV5L252571T as
described in Affidavit and Attachments, incorporated fully
' herein.

Case No. 3:[3”‘\.\) ;l ‘78, |

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the
property to be searched and give its location):

See attachment A, which is Incorporated fully herein.

located in the Western District of - North Carolina , there is now concealed (identify the
person or describe the property to be seized).

See attachment B which is incorporated fully herein.

The basis for the search under Fed, R. Crim. P, 41(c¢) is (check one or more): .
[!( evidence of a crime; ]
of contraband, fruits of crime, or other items illegally possessed;
' (3 property designed for use, intended for use, or used in cdmmitting a crime;
O a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of;

Code Section Offense Description
18 U.S.C. 1924 Unauthorized removal and retention of classified documents and materials.
18 U.S.C. 793(e} Unauthorized possession, communication and wiliful retention of national defense
information ‘

The application is based on these facts:

See attached Affidavit which is incorpora'ted fully herein

I!f Continuéd on the attached sheet.

sartifiad torbeetrye dmptice of days (give exact ending date if more than 30 days: . )isrequested
Garrect gy ngQﬁvw.S.C. § 31034, the basis of which is set forth on the attached sheet.
; U8, Uiskict Court o -

ipplicalit 's “signafure

By - . ‘ Diane Wehner, Special Agent, FBI

iy, Clerk Printed name and title
Dexy ‘P&'\EE [0 < _
e and signed in my presence.
Date: 09/20/2013 W ,L &vm’p/

gj Judge 's signature /
City and state: Charlotte, North Carolina Roberl J. Conrady Jr., United States District Gourt Judge

Printed name and title
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Diane M. Wehner, being first duly swom, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGRQUND
1. Imake this affidavit in support of an application for a search warrant for electronic
information associated with certain hard drives supplied by the National Defense
University (NDU)'. The information to be searched is descfibcd in the following
paragraphs and in Attachment A, all incorporated fully by refereﬂce hereih.

2. 1 am a Spécial Agent with thé Federal Bﬁreau of Investigation (FBI)l and have been
employed as such for over 7 years. I have investigated matters involving complex
financial fraud, public corruption and counterterrorism. I am currently assigned to the
Charlotte, North Carolina FBI office. Through investigations, experience, and training, I
have become familiar with methods and operations employed by individuals attempting
to conceal their ille gal behavior. I have also received specialized training in the proper

. collection, retention, and dissemination of classified information.

3. The faéts in this affidavit come from my personal cbservations, my training and
experience, evidentiary review, and information obtained from other Agents, government
officials, and witnesses. This affidavit is intended to show merely that there is sufficient
probable cause for the :rcquested warrant and does not set forth all of my knowledge

about this matter.

*NDU is an acronym for National Defense University. NDU is an institution of higher education
funded by the United Stated Department of Defense, intended to facilitate high-level training,
education, and the development of national security strategy. It is located on the grounds of Fort
Lesley McNair in Washington, D.C.
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STATUTORY AUTHORITY

4. The FBI has been conducting an investigation of DAVID PETRAEUS and l- '
I o1 possible violations of: (a) unauthorized removal ;aﬁd retention of
classified documents and material, in violation of Title 18, United States Code, Section
1924; (b) unauthorized possession and, inter alia, atteinpted communication and willful
communication of nationall defense infon'nat-ion to someone not entitled to receive it, as
well as the willful retention of national défensc information, in violation of Title 18,
United States Code, Section 793(e); and (c) conspiracy to commit the aforementioned
crimes, in violation of Title 18, United States Code, Section 371.

5. For the reasons set fo;th below, ﬂme;é is probable cause to believe that the electronic

records ﬁeld on the folloxving hard drives; a My Book Essential hard drive, serial:
WCAV5L2.52S7IT, a My Book Essential hard drive, serial: WCAZA5221633 and a My
Book Essential hard drive, serial: WCAV5L400801T (all described in detail in
Atta.chment A) contain evidence, fruits, and/or instrumentalities of violations of federal

law, including, inter alia, the unlawful communication and/or retention of classified

information.
6. Title 18, United States Code, Section 1924(a) states:

Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an unauthorized
location shall be fined under this title or imprisoned for not more than one year, or
both.

18 U.S.C. § 1924(a).
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7. Title 18, United States Code, Section 793(e) states:

Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which
information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,
delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both.

18 U.S.C. § 793(e).

8. Title 18, United States Code, Section 371, makes punishable, by up to five years in
prison, a conspiracy among two OT more persons to commit any offense against the
United States.

9. Classified information is defined by Executive Order 13526 (E.O. 13526) and relevant
preceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the control of the United States government; (2) falls within one or .
more of the categories set forth in the E.O. 13526; and (3) is classified by an original
classification authority who determines that its unauthorized disclosure reasonably could
be expected to result in damage to the national security. Where such unauthorized
disclosure reasonably could be expected to cause “damage” to the national security, the
information is classified as “Confidential.” Where such unauthorized disclosure
reasonably could be expected to cause “serious damage” to the pational security, the
information is classified as “Secret.” Where such unauthorized disclosure reasonably

could be expected to cause “exceptionally grave damage” to the national security, the
P >

information is classified as “Top Secret.”

3
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10, Pursuant to E.O. 13526, a person may only gain access to classified information if a

11.

favorable determination of eligibility for access has been made by an agency head or an

- agency head’s designee, the person has signed an approved nondisclosure agreement, and

the person has a need-to-know the information.

PROBABLE CAUSE

PETRAEUS is a retired United States Army General. From on or about October 31,
2008 to June 30, 2010, PETRAEUS served as Commander of the United States Central
Command. From on or aboﬁt July 4, 20.10 to July 18, 2011, PETRAEUS served as
Commander of the International Security Assistance Fo.rce. From on or about September
6, 2011 to November 9, 2012, PETRAEUS served as Director of the Central Intelligence
Agency (CIA). At all times relevant to this affidavit, PETRAEUS held a United States
government security clearance allowing him access to classified United States
government information. According to a Department of Defense (DOD) official, to
obtain that clearance, PETRAEUS was required to and would have agreed to properly
protect classified information by not disclosing such information to persons not enﬂtled
to receive it, by not unlawfully removing classified information from authorized storage

facilities, and by not storing classified information in unauthorized locations.

12_ is a researcher and author of a biography of PETRAEUS, published in

January 2012. From on or about July 18, 2003 until on or about November 14, 2012,

B :d 2 United States government security clearance allowing her access

to classified United States government information. According to a DOD official, to

obtain that c]ea:ancel_ was required to and would have agreed to properly

protect classified information by not disclosing such information to persons not entitled
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to receive it, by not unlawfully removing classified information from authorized storage
facilities, and by not storing classified information in unauthorized locations.

13.In 2012, _was the subject of an FBI Tampa Division (FBI Tampa)
computer intrusion investigation concerning alleged cyber stalking activity. This
investigation was predicated on a complé.int received from Witness 1. This complaint

. alleged the receipt of threatening and harassing emails from an unknown individual.
Witness 1 claimed to have friendships with several high-ranking public and military
officials.

14. Evidence gathered during the FBI Tampa investigation indicated that someone had access
to the personal schedule of PETRAEUS, who was then the Dire?:tor of the CIA. This
access indicated a potential breach of security. On or about June 22, 2012, FBI
Headquarters (FBIHQ) notified PETRAEUS’s secunity detail of the ongoing computer
intrusion investigation and the potential security issue. On July 19, 2012, FBI Tampa
was notified by Witness 1 that he/she no longer wished to press charges against the cyber
stalker. On August 10, 2012, Witness 1 informed FBI Tampa that PETRAEUS
personally requested that Witness | withdraw his/her complaint and “call off the G—men.”
On August 13, 20 12, Witness 1 advised FBI Tampa that PETRAEUS believed the -
alleged dyber stalker possessed information which could “embarfass” PETRAEUS and
other public officials. Ultimately the FBI determined, based upon the investigation, that
_. was the individual who had sent the emails to Wimcss l.

- 15. On September 24, 2012 as part of the FBI Tampa investigation, _
consented to a search of two laptops and two external hard drives belonging to her. A

review of the digital media contained on these devices revealed over 100 items which

5
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16.

were identified by Charlotte Computer Analysis Response Team (CART) Forensic
Examiners as potentially containing classified information, up to the Secret level.
On October 26, 2012, PETRAEUS was interviewed at CIA Headquarters. PETRAEUS

stated that he had had an extramarital affair with - He denied providing

any classified documents to_, or having any arrangement to provide her

with classified information. PETRAEUS stated thai_, may have obtained

17.

documents in the course of conducting research for a book she was writing. He explained
that reporters in theater (Afghanis,tan), such as—‘, were sometimes g_ranted
“off-the-record” access to classified presentations, such as the COMISAF’s (Commander,
International Security Assistance Force) daily briefings.

On November 2, 2012, FBI Tampa interviéwed _'., in Charlotte, North
Carolina regarding the potentially classified documents found on her computers. She
claimed she came into possession of several of the documents when she was in
Afghanistan researching her book about PETRAEUS; however, she was unable to
provide specifics as to how she obtained them. — stated that during her
time in Afghanistan she was given access to several briefings, including at least one
briefing at the Secret level. _, advised that reporters were often given such
access in order to provide them with situational awareness of the war. In order to receive
the brieﬁngs,_, signed an “off-the-record” agreement, which meant she
could not write about classified information she observed. Shé stated she would
sometimes obtain a paper copy of the briefings to preserve the information as research for
her book. _ advised that she never received classified information from

PETRAEUS.
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18.

18.

20.

During interviews conducted of _ and PETRAEUS under the
aforementioned FBI Tampa investigation, each advised they used covert methods to
communicate with each other. These methods included the use of email accounts using
non-attributable names and pre-paid cellular telephones. Several of these covert email
accounts wére identified during the FBI Tampa investigation; however, it is not known if
all the accounts were identified because both ._; and PETRAEUS stated
they could not recall all the account names which they created and used to

communicate. During _s September 25, 2012 interview, she advised that

.'she and PETRAEUS would sometimes share the same accbunt, and would save messages

to the draft folder instead of sending them via email.

On November 12, 2012, Agents from the -and Tampa Divisions of the FBI
participated in a consensual search of _; tesidence in Charlotte, North
Carolina to recover any evidence related to cyber stalking, a violation of 18 U.S.C.

§ 2261A, and the unauthorized removal and retention of classified documents, a violation
of 18 U.S.C. § 1924. During the search, numerous items were seized to include digital
media as well as four boxes and one folder of documents. On this same date,
_’s administrative assistant voluntarily provided the FBI with digital media

as well as one box of documents which she maintained in her home in relation to her

employment with [}l A review of the seized materials has identified to date

hundreds of potentially classified documents, including more than 300 marked Seéret, on
digital images maintained on various pieces of electronic media.
Of the potentially classified documents reviewed to date, the majority relate to U.S.

military operations conducted in Afghanistan. | IIEEEBMMEN. t-2veled into and out of

7
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Afghanistan several times between September 2010 and July 2011 to conduct research
for a biography on PETRAEUS. During this time, PETRAEUS was serving as the
International Security Assistance Force (ISAF) Commander. | |
21._’3 paper documents, digital data, and audio files indicate PETRAEUS
played an integral rqle in gra.nting_ access to classified information for the

purpose of writing his biography.

A. Communications Regarding Potential Mishandling of Classified
Information

22. 0n May 12, 2011, || . vsine email accoun:

sent an email to PETRAEUS at email account
_ |. The subject line of the email read: “what part of
4...” and the body of the email read: “is secret? The stuff in parenthesis, or the second
sentence?” Based on my training, experience, and information reviewed to datg in this
investigation, your affiant believes the email related to a document or seriés of documents
provided by PETRAEUS to |l vhich contained classified information,

23; Between July 13, 2011 and July 15, 2011,_ and a U.S. Army Lieutenant
Colonel exchanged numerous emails. B i omail account

— emailed the Lieutenant Colonel at his military email

account, seeking information about military operations conducted by the Lieutenant
Colonel’s unit. In requesting this information, _ noted that in the past both
storyboards and troop narratives had been useful in conveying such facts. In an email

from the Lieutenant Colonel to || | . o Tuly 15, 2011, he advised he was -

8
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working on the storyboards and asked her for “a good SI'PR number.” Latér on July 15,
2011, G replied to the Lieutenant Colonel’s email and carbon copied (cé’d)
PETRAEUS at email account_ _
response included the following: “[I]f you have classified material, GEN Petran_eus has
been gracious enough to allow me to have you send the storyboards and material to hlS
SIPR account; I’ll pick them up as soon as you send the word! I’ve copied him on this
email. If it’s unclass, you can use my AKO or this account.” This email correspondence

between [N and the Licutenant Colonel likely reflects some agreement by

PETRAEUS to provide _ access to classified information.

24. From June 12, 2011 through June 15, 2011, | NGNGB .sing email address

I - d PETRAEUS, using email address
I discussed several topics, to include files

maintained by PETRAEUS. In the email string, which contained the subject line
“Chapter 2,”_ raised issues which PETRAEUS addressed by typing in all
capital letters within the body of _ original emails. In the email string,
while discﬁssing PETRAEUS’S ﬁles;_ wrote, “[TThe Galvin letters are
naturally very helpful in this regard (I want more of them!!! I know you’re holding
back...)” Inresponse to this point in _; email, PETRAEUS wrote:
“THEY’RE IN BOXES AND I'LL GET THEM OUT WHEN WE UNPACK AT THE

HOUSE IN LATE JULY/AUG.”

2SIPR is an acronym for Secure Internet Protocol Router network, a U.S. govenment
communications system allowing the processing, storage, and communication of classified
information up to the SECRET level.

9
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25. I responded: “Thanks for your willingness to get out the boxes! e i
-, the librarian at NDU, has the full collection as well, if it’s easier to just geﬁn
access to them there.” In response PETRAEUS wrote: “SHE DOESN’T HAVE THE
FILES I'VE GOT AT HOME; NEVER GAVE THEM TO HER.”
26. In an email stripg initiated on or about June 19, 2011, PETRAEUS, using email address

I and—., using email address

_exchanged over ten emails. In the first email, with the
subject line “Found the”, PETRAEUS discussed locating his V“Galvin files” as well as
other files and expressed his willingness to share them with_,.
PETRAEUS wrote: “[G]iven various reassurances from a certain researcher, [ will not
triage them!” Your Affiant believes the term “triage” refers to the classified contents of
the documents. _ expressed her excitement about PETRAEUS’s
willingness to share the files writing: “{I]’ll protect them. And I'll protect you.”
PETRAEUS later responded to -} writing, “[M]y files at home only go up
to about when I took cmd of the 101%, ihough there may be some MNSTC-I and other
ones. Somewhere in 2003, I stopped nice ﬂl'ing and just started chunking stuff in boxes
that gradually have gone, or will go, to NDU. Can search them at some point if they’re
upstairs, buf they’re not organized enough at this point...”> PETRAEUS continued,
writing, “[A]nd I think MNSTC-I files .went to NDU, though I'm not sure. The key to
find there would be the weekly reports that the CIG did ﬁm me. Not sure if I & cpt

copies. Class’d, but I guess I might share!” (emphasis added).

*MNSTC-I is an acronym for Multi-National Security Transition Command-Irag. MNSTC-1
was a branch of the Multi-National Force-Iraq (MNF-I). Petraeus was the former commander of
MNF-1.

10
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27. Your affiant believes that PETRAEUS’s reference to “Ciass’d” means the documents he

is discussing --- and which he indicates he is willing to provide to _ --- are

classified. ‘

28. Your affiant believes PETRAEUS and [ coromunicated about the sharing
of classified information via PETRAEUS’s NIPR* email account. Additionally, based on
paragraph 23 above, your affiant believes PETRAEUS allowed classified documents for

I (o b: sent to his SIPR email écc;ount.
BACKGROUND CONCERNING ND=U COLLECTION

29. Through my training and experience, I have learned that in accordance with the
provisions of Title 44, United States Code, Section 3301, 1, PETRAEUS transferred and
delivered to NDU, for inclusion in the collections of NDU’s library, a collection of
personal papers and other non-record personal property.

30. In general, the collection is r\nade up of PETRAEUS’s personal files. The collection
includes both classified and unclassified documents. The classified collection contains
iterns such as reports, briefings, background material and glossaries. The unclassified

- collection includes items such as speeches, talking points to the press, newspaper articles
and photographs.

31. PETRAEUS’s physical documents were provided to NDU in September 2011.
PETRAEUS’s electronic documcnts were provided to NDU in May or June 2012 via
hard drives.

32. PETRAEUS’s historian provided NDU with three hard drives related to PETRAEUS;

two classified and one unclassified. The historian provided two classified hard drives as

“NIPR is an acronym for Non-Classified Internet Protocol Router network, a U.S. government
communication system allowing for the exchange of sensitive but unclassified information.
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one hard drive contained NATO glassiﬁcd information and the other hard drive éontained
United States classified information.” Later, PETRAEUS’s historian warited to add
additional information to the single unclassified hard'drive, therefore, PETRAEUS’s
historian asked NDU to retum it. PETRAEUS’s historian then combined all the

unciassified information onto a single hard drive that was provided to NDU. Both the

unclassified hard drive and classified hard drives contain information related to

PETRAEUS’s career, including his time as Com_mﬁndcr of the International Security
Assistance Force. _ . |

33. The unclassified hard drive contained photographs, speeches made by PETRAEUS, |
newspaper articles, talking points to the press, administrative paperwork, including
tracking calendars and orders, as well as PETRAEUS’s NIPR email.

34. The classified hard drives primarily contain PETRAEUS’s SIPR email, as well as
briefings, classified talking points, reference ma;terial, background briefs, maps and daily
updates. |

35. On or about August 6, 2013, NDU consented to a search of two hard drives from

PETRAEUS’s collection. A My Book Essential hard drive, s_;erial: WCAVSL252571T
and a My Book Essential hard drive, serial: WCAZA5221633 were transferred ﬁom a
NDU representative to FBI Ag'ents from the Washington Field Office. The hard drives
were then shipped to FBI Charlotte and are currently in the possession of FBI Charlotte.
The hard drives are maintained by FBI employees not assigned to the instant matter,

36. On or about August 22, 2013, NDU consented to a search of a My Book Essential hard
drive, serial: WCAVS5L400801T. This hard drivé had been inadvertently overlooked

‘when NDU provided consent on the other two hard drives on or about August 6, 2013,

12
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37.

38.

39.

Because it is probable that these drives contain email communications through
Petraeus’s retirement from the military, there is probable cause to believe they contain
communications between Petraeﬁs and [l including an email sent to Petracus’s
SIPR account attaching a classified document intended for delivery tolj || N ]I

LOCATION TO BE SEARCHED

I anticipate executing this warrant under the Electronic Communications Privacy Act, in
particular 18 U.S.C. §§ 2703(a), 2703(b)(1)(A), and 2703(c)(1)(A), by using the

requested warrant to require FBI Charlotte to disclose to the government the contents of

‘the hard drives described herein (including the content of communications) particularly

déscribed in Attachment A. Upon receipt of the information described in Aftachment A,
the information described in Attachment B will be subject to seizure by law enforcement.
Based upon the foreg’oing; your affiant submits that probablle cause exists for the issuance
of a search warrant for information found on certain hard drives, as more fully described
in Attachment A to this affidavit, stored at premises owned, maintained, controlled, or
operated by FBI Charlotte, to search for evidence of: (a) unauthorized removal and
retention of classified documents and material, in violation of 18 U.S.C. § 1924; (b)

unauthorized possession and, inter alia, attempted communication and willful

communication of national defense information to someone not entitled to receive it, as
well as the willful retention of national defense information, in violation of 18 U.S.C.
§ 793(e); and (c) conspiracy to commit the aforementioned crimes, in violation of 18

U.S.C. § 371,
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CONCLUSION

40. Based upon the foregoing, your affiant submits that there is sufficient probable cause to

41.

42,

believe that stored on the hard drives, there exists evidence of a crime relating to: a)
unauthorized removal and retention of classified docurments and material, in Violatio;:l of
18 U.S.C. § 1924; (b) unauthorized possession and, inter alia, attempted communication
ahd willful communication of national defense information to someone not entitled to
receive it, as well as the willful retention of national defense information, in violation of
18 U.S.C. § 793(e); and (c) conspiracy to commit the aforementioned ctimes, in violation
of 18 U.S.C. §371.

Based on the foregoing, 1 request that the Court issue the requested search warrant,
Because the warrant will be served on FBI Charlotte, who will then compile the
requested records at a time convenient to it, there exists reasonable cause to permit the

execution of the requested warrant at any time in the day or night.

REQUEST FOR SEALING

Since this investigation is continuing,_ disclosure of the search warrant, this affidavit,
and/or this application and the attachments thereto will jeopardize the progress of the
investigation. *Accordingly, it is respectﬁilly requested that the Court issue an order that
the search warrant, this affidavit in suppoﬁ of the application for search warrant, the
application for search warrant, and all attachments thereto be filed under seal until further

order of this Court.

14
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Respectfully submitted,

\/W/M /LQo/éA/

e M Wehner
Special Agent
Federal Bureau of Investigation

Sworn to and subscribed before ﬂne
on this, the 20 e day of September, 2013.

Ghret 1 cM/

ROBERT J. coﬁ@
UNITED STAT STRICT COURT JUDGE
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ATTACHMENT A

Particular Account To Be Searched

Thus warrant applies to records and other information (including the contents of
communications) contained on the My Book Essential hard drive, serial: WCAV5L25257IT, the
My Book Essential hard. drive, serial: WCAZA5221633 and the MyB.ook Essential hard drive,
serial WCAV5L400801T that are stored at premises controlled by the FBI, which accepts service

of legal process at FBI Charlotte, Charlotte, North Carolina.

16
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ATTACHMENT B

Particular Things To Be Seized

l. ,Ali records, information, documents and items on the hard drives thét c'dnstifute
fruits, evidence, and instrumentalities of violations of the statutes listed on the
warrant:

a. All records or information related to any communications between
PETRAEUS and _

b. All recordé or information related to any communications, from December
2008 to the present, between PETRAEUS and any other person or entity
concerning classified and/or national defense information; ‘.

¢. All records or information, from December 2008 to the present, related to any |
classified and/(:;r national defense information;

d. All records or information, from December 2008 to the present, related to the
source(s) or potential source(s) of any classified and/or national defense
information provided by PETRAEUS to _

e. Allrecords or information,.ﬁ'om December 2008 to the present, related to the -
state of mind of any individuals concerning the communication, disclosure,
receipt, or refention of classified and/or national defense information;

. All records or information relating to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unauthorized disclosure or retention of

classified and/or nationa)l defense information;

17
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g. All records or information concerning any email accounts, telephone numbers,
or other methods of communication used by PETRAEUS;
h. Any information récording PETRAEUS’s schedule or travel from December
2008 to the present;
2. As used above, the tenms “records” and “information” include all of the foregoing
iterns of evidence in whatever form and by whatever means they may have been
created or stored, including any form of computer or electronic storage (such as flash

memory or other media that can store data) and any photographic form.

18
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UNITED STATES DISTRICT COURT FOR THE
WESTERN DISTRICT OF NORTH CAROLINA

US Distri
CHARLOTTE DIVISION 8 District Coyrt

estern District of NC

UNITED STATES OF AMERICA DOCKET NO.: 3:13-mj-279

V. MOTION TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

SERIAL: WCAZAS5221633, AND
CONTENTS, AS DESCRIBED IN
AFFIDAVIT AND ATTACHMENTS

)
)
)
)
)
MYBOOK ESSENTIAL HARD DRIVE ;
)
)
INCORPORATED HEREIN. )

NOW COMES the United States of America, by and through Jill Westmoreland Rose,
United States Attorney for the Western District of North Carolina, who respectfully shows unto

the Court that on September 23, 2013, the court issued a search warrant in the above-captioned

case and placed under seal the warrant, the application for the warrant and the affidavit in
support of the application for the warrant; after reviewing the materials in connection with
pending Freedom of Information Act litigation in the United States District Court for the District |
of Columbia, the United States now seeks to unseal said documents, subject to redactions of |
personal identifying information, pursuant to Local Criminal Rule 49(B) of this Court (the search
warrant materials, as redacted by the government, are attached hereto). |

THEREFORE, the United States respectfully moves tﬁe Court for the search warrant, the
applicatién for the warrant, aﬁd the affidavit in support of the application for the warrant listed
abové be unsealed.

Respectfully submitted, on this day of December 19, 2016.

JILL WESTMORELAND ROSE
UNITED STATES ATTORNEY

JisHTILL WESTMORELAND ROSE
ASSISTANT UNITED STATES ATTORNEY
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NC Bar Number # 17656
Attorney for USA
Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
Phone: 704-344-6222

Fax: 704-344-6629

Email: jill.rose@usdoj.gov
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UNITED STATES DISTRICT COURT FOR THE -
WESTERN DISTRICT OF NORTH CAROLINA T

CHARLOTTE DIVISION
UNITED STATES OF AMERICA : ) DOCKET NO.: 3:13-my-279
)
v. ORDER TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

SERIAL: WCAZAS5221633, AND
CONTENTS, AS DESCRIBED IN
AFFIDAVIT AND ATTACHMENTS

)
)
)
MYBOOK ESSENTIAL HARD DRIVE ;
)
)
INCORPORATED HEREIN. )

UPON MOTION of the United States of America, by and through Jill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing thaton
September 23, 2013, the Court issued a search warrant in the above-captioned case and placed
under seal the warrant, the application for the warrant, and the affidavit in support of the
application for the warrant; it further appearing that the government, after reviewing the
materials in connection with pending Freedom of Information Act litigation in the United States
Court for‘the District of Columbia, now seeks to unseal said documents, subject to redactions of
personal identifying information, pursuant. to Local Criminal Rule 49(B) of this Court (the search
warrant materials, as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, application for search warrant, and affidavit in
support of the application for the search warrant, as redacted by the government, are hereby
UNSEALED.

The Clerk is directed to certify copies of this Order to the United States Attorney's
Office.

This the 62 aday of December, 2016.
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AQ 93 (Rev. 12/09) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Western District of North Carolina

In the Matter of the Search of

{Briefly describe the property 1o be searched
or identify the person by name and address)

Case No. S, l Sn’\J ;:79

MyBook Essential hard drive serial: WCAZAS5221633,
and contents, as described in Affidavit and Attachments
incorporated herein.

SEARCH AND SEIZURE WARRANT

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Western District of North Carolina

{identify the person or describe the property to be searched and give iis location):
See Attachment A which is incorporated fully herein

The person or property to be searched, described above is believed to conceal (identify the person or describe the

property lo be seized).
See Attachment B which is incorporated fully herein.

I find that the affidavit(s), or any recorded testlmony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before October 4, 2013
(not to exceed 14 days)
O in the daytime 6:00 am. to 10 p.m. o at any time in the day or night as I find reasonable cavse has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an

“ inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge

Robert J. Conrad, Jr.

(name)

O Ifind that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay |
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) O for days frot 10 exceed 30).

O until, the facts justifying, the later specific date of

Date and time issued:

Judge s signature

City and state:  Charlotte, North Caroiina Robert J. Conrad, U.S. District Court Judge

Printed name and title
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—AG_Q_L- (Rew 12/09) Search and Sei-ure Warrant (Page 2)

Return

Case No.: Date and time warrant executed:

Copy of warrant and inventory left with;

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

warrant to the designated judge.

Date:

I declare under penally of perjury that this inventory is correct and was returned along with the original

Executing officer s signature

Printed name and title
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AQ 106 (Rev. 04/10) Application for 8 Search Wamant

UNITED STATES DISTRICT COURT

for the
Western District of North Carolina

In the Matter of the Search of

]
Briefly describe th to b hed oy H
(Briefy deserive the propery to be searches casero. 3137 J
MyBook Essential hard drive, serial WCAZAS221633 as
described in Affidavit and Attachments, incorporated fully

herein.

APPLICATION FOR A SEARCH WARRANT

L, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalfy of perjury that I have reason to believe that on the following person or property (identify the person or describe the
property to be searched and give its location):

See attachment A, which is incorporated fully herein.

located in the Weslern District of North Carolina , there is now concealed (identify the
person or describe the property to be seized). A

See attachment B which is incorporated fully herein.

The basis for the search under Fed. R. Cnm P. 41(c) is (check one or more):
[ﬁewdence of a crime;
I!fcontraband, fruits of erime, or other items illegally possessed.
O property designed for use, intended for use, or used in committing a crime;
O a person to be arrested or a person who is unlawfully restrained.

" The search is related to a violation of:

Code Section Offense Description
18 U.S.C. 1924, Unauthorized removal and retention of classified documents and materials.
18 U.S8.C. 793(e) : Unauthorized possession, communication and willful retention of national defense
information

The application is based on these facts:

See aftached Affidavit which is incorporated fully herein

&f Continued on the attached sheet.

{ . Delayed notice of days (give exact ending date if more than 30 days: ) is requested
Cariifizd to be aundsnkd U.S.C. § 3 103a, the basis of which is set forth on the attached sheet. .

coriet sany of 3 onginel

U3 st Caun - ?7 mn//l/u/\—

pphcan! by srgMure
Diane Wehner, Special Agent, FBI

2k S j ] Printed name and title
fleou A f‘ ;
S / h 8 ore me and igned in my presence.
Ce_ 9 [93 2 i&dt 2
Date: 09/20/2013
Judge's signature
City and state: Charlotte, North Carolina | Robert J. Conrad{ Jr., United States District Court Judge

Printed name and title
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Diane M. Wehner, being first duly sworn, hereby depose and state as follows:

| INTRODUCTION AND AGENT BACKGROUND

1. I méke this affidavit in support of an application for a search warrant for electronic
information associated with certain hard drives supplied by the National Defense
University (NDU)'. The information to be searched is described in the following
paragraphs and in Attachment A, all incorporated fully by reference herein.

2. Tam a Special Agent with the Federal Bureau of Investigation (FBI) and have been
employed as such for over 7 years. I have investigated matters involving complex
financial fraud, public corruption and counterterrorism. I am currently assigned to the
Charlotte, North Carolina FBI office. Thr.ough investigations, experience, and training, ]
have become familiar with methods and operations employed by individuals attempting
to éonceal their illegal behavior. I have also received specialized training in the proper
collection, retention, and dissemination of classified information.

3. The facts in this affidavit come from my personal observations, my training and
experience, evidentiary review, and information obtained from other Agents, government
officials, and witnesses. This affidavit is intended to show merely that there is sufficient -
probable cause for the requested warrant ana does not set forth all of my knowlcdge‘ :

about this matter.

'NDU is an acronym for National Defense University. NDU is an institution of higher education
funded by the United Stated Department of Defense, intended to facilitate high-level training,
education, and the development of national security strategy. It is located on the grounds of Fort
Lesley McNair in Washington, D.C.
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STATUTORY AUTHORITY

4. The FBI has been conducting an investigation of DAVI]j PETRAEUS and | HNEGEIN
_ for possible violations of: (&) unauthorized removal and retention of
classified documents and material, in violation of Title 18, United States Code, Section
1924; (b) unauthorized possession and, inter alia, aﬁempted communication and willful
communication of national defense information to someone not entitled to receive it, as
well as the willful retention of national defense information, in violation of Title 18,
' United States Code, Section 793(e); and (c) conspiracy to commit the aforementioned

crimes, in violation of Title 18, United States Code, Section 371.

5. For the reasons set forth below, there is probable cause to believe that the electronic
records held on the following hard drives: a My Book Essential hard drive, serial:
WCAVS5L25257IT, a My Book Essential hard drive, serial: WCAZAS5221633 and a My
Book Essential hard drive, serial: WCAV5L400801T (all described in detail in
Attachment A) contain evidence, fruits, and/or instrumentalities of violations of federal

law, including, inter alia, the unlawful communication and/or retention of classified

information.
6. Title 18, United States Code, Section 1924(a) states:

Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an unauthorized
location shall be fined under this title or imprisoned for not more than one year, or
both,

18 U.S.C. § 1924(a).
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7. Title 18, United States Code, Section 793(e) states:

Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which
information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,
delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both. '

18 U.S.C. § 793(e).

8. Title 18, United States Code, Section 371, makes punishable, by up to five years in
prison, a conspiracy .ﬁmohg two or more persons to commit any offense against the
United States.

9. Classified information is defined by Executive Order 13526 (E.O. 13526) and relevant
preceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the control of the United States government; (2) falls within one or
more of the categories set forth in the E.O. 13526; and (3) is classified by an original
classification authority who determines that its unauthorized disclosure reasonably could
be expected to result in damagc to the national sécurity. Where such unauthorized
disclosure reasonably could be expected to cause “damage” to the national security, the
information is classified as “Confidential.” Where such unauthorized disclosure
reasonably could be expected to cause “serious damage” to the national security, the
information is classified as *“Secret.” Where such unauthorized disclosure reasonably

could be expected to cause “exceptionally grave damage” to the national security, the

information is classified as “Top Secret.”

3
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- 10. Pursuant to E.O. 13526, a person may only gain access to classified information if a
favorable determination of eligibility for access has been made by an agency head or an
agency head’s designee, the person has signed an approved nondisclosure agreement, and
the person has a need-tp-know the information.

PROBABLE CAUSE -

11. PETRAEUS is a retired United States Army General. From on or about October 31,
2008 to June 30, 2010, PETRAEUS ;erved as Commander of the United States Central
Command. From on or about July 4, 2010 to July 18, 2011, PETRAEUS served as
Commander of the International Security Assistance Force. From on or about September
6, 2011 to November 9, 2012, PETRAEUS served as Director of the Central Intelligence
Agency (CIA). At all times relevant to this affidavit, PETRAEUS held a United States
govermnment security clearance allowing him access to classified United States
government information. According to a Department of ‘Defense (DOD) official, to
obtain that clearance, PETRAEUS was required to and would have agreed to properly
protect classified information by not disclosing such information to persons not entitled |
to receive it, by not unlawfully removing classified information ﬁo-m authorized storage
facilities, and by not stofing classified information in unauthorized locations.

.- 12._is a researcher and author of a biography of PETRAEUS, published in
January 2012. From on or about July 18, 2003 until on or about November 14, 2012,
_ held a United States government security clearance allowing her access

' to classified United States govefnment information. According to a DOD official, to
obtain that clearance, _ was required to and would have agreed to properly

protect classified information by not disclosing such information to persons not entitled
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-to receive it, by not unlawfully removing classified information from authorized storage

¥.

facilities, and by not storing classified information in unauthorized locations.

13.In 2012, _ was the subject of an FBI Tampa Division (FBI Tampa) |
coﬁputer intrusion investigation concerning alleged cyber stalking activity. This
investigation was predicatéd on a complaint received from Witness 1. This complaint
alleged the receipt of thrcatening and ha.réssing emails from an unknown individual.
Witness 1 claimed to have friendships with several high-ranking public and military
officials. |

14. Evidence gathered during the FBI T;ampa investigation indicated that someone had access
to the personal schedule of PETRAEUS, who was then the Director of the CIA. This
access indicated a potential breach of security. On or about June 22, 2012, FBI
Headquarters (F BIHQ) notified PETRAEUS’s security detail of the ongoing computer
in&usion investigation and the potential security issue. On July 19, 2012, FBI Tampa
was notified by Witness 1 that he/she no longer wished to p.ress charges against the cyber

_ stalkerT On Augulst 10, 2012, Witness 1 informed FBI Tampa that PETRAEUS

personally requested that Witness 1 withdraw his/her complaint and “call off the G-men.”
On August 13, 2012, Witness 1 advised FBI Tampa that PETRAEUS believed thé
alleged cyber stalker pos’séssed information which could “embarrass” PETRAEUS and
other public officials. Ultimately the FBI determined, based upon the investigation, that
_was the individual who hadr sent the emails to Witness 1.

15. On September 24, 2012 as part of the FBI Tampa investigation,_

consented to a search of two laptops and two external hard drives belonging to her. A

review of the digital media contained on these devices revealed over 100 items which
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16.

17,

were identified by Charlotte Computer Analysis Response Team (CART) Forensic

Examiners as potentially containing classified information, up to the Secret level.

On October 26, 2012, PETRAEUS was interviewed at CIA Headquarters. PETRAEUS
stated that he had had an extramarntal affair withl_. He denied pfovidiﬂg
any classified documenté to _ or having any arrangement to provide her
with classified information. PETRAEUS stated that _ may have obtained
documents in the course of conducting research for a book she was writing. He explained
that reporters in theater (Afgham'stan), such as_,, were sometimes granted
“off-the-record” access to classified prleslentations, such as the COMISAF’s (Commander,
International Security Assistance Force) daily briefings.

On November 2, 2012, FBI Tampa interviewed B o Charlotte, North
Carolina regarding the potentially classified documents found on her computers. She
claimed she came into possession of severa] of the documents when she was in

Afghmﬁsmn researching her book about PETRAEUS; however, she was unable to

provide specifics as to how she obtained them. |l statcd that during her

time in Afghanistan she was given access to several briefings, including at least one
briefing at the Secret level. _ advised that reporters were often given such
access in order to provide themn with situational awareness of the war. In order to receive
the briefings, _ signed an “off-the-record” agreement, which meant she
could not write about classified information she observed. She stated she would
sometimes obtain a paper copy of the briefings to preserve the information as research for
her book. [ 2dvised that she never received classified in.formation from

PETRAEUS.
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18.

19.

20.

Case

During interviews conducted of [ N NI and PETRAEUS under the
aforementioned FBI Tampa investigation, céch advised they used covert methods to
communicate with each other. These methods included the use of email accounts using
non-attributable names and pre-paid cgllular télephones. Several of these covert email
accounts were identified during the FBI Tampa investigation; however, it is not known if
all the accounts were identified because both NN =1.d PETRAEUS stated
they could not recall all the account names whichlthey created and used to |
communicate. During_ s September 25, 2012 interview, she advised that
she and PETRAEUS would sometimes share the same account, aﬁd would save mcssa;ges‘
to the draft folder instead of sending them via email.

On November 12, 2012, Agents from the Il aud Tampa Divisions of the FBI
participated in a consensual search of NN residence in Charlotte, North
Carolina to recover any evidence related to cyber stalking, a violation of 18 U.S.C.

§ 2261A, and the unauthorized removal and retention of classified documents, a violation
of 18 U.8.C. § 1924. During the search, numerous items were seized to include digital
media as well as foﬁr boxes and one folder of documents. On this same date,
I :iministrative assistant voluntarily provided the FBI with digital media
as well as one box of documents which she maintained in her home in relation to her
employment with |INNNNEBB. A review of the seized materials has identified to date
hundreds of potentially classified documents, including more than 300 marked Secret, on
digital images maintained on various pieces of electronic media. |

Of the potentially c]lassiﬁed documents reviev\-red to date, the majority relate to U.S.

military operations conducted in Afghanistan. I :::|cd into and out of
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Afghanistan several times between September 2010 and July 2011 to conduct research
for a biography on PETRAEUS. During this time, PETRAEUS was serving as the
International Security Assistance Force (ISAF) Commander.

21 paper documents, digital data, and audio files indicate PETRAEUS
played an integral role in granting | -cc<ss to classified information for the

purpose of writing his biography.

A. Communications Regarding Potential Mishandling of Classified
Information

22. On May 12, 2011, |, vsing email account G
sent an email to PETMUS at email account
— ' The subject line of the email read: “what part of
4...” and the body of the email read: “is secret? The stuff in parenthesis, or the second
sentence?” Based on my training, experience, and information réviewed to date in this
investigation, yoﬁr affiant believes the email related to a document or éeries of documents
provided by PETRAEUS to BB vhich contained classified information.
23. Between July 13, 2011 and July 15, 2011, B - o US. Army Licutenant

Colonel exchanged numerous emails. _, using email account

I - 2ilcd the Lieutenant Colonel at his military email

account, secking information about military operations conducted by the Lieutenant
Colonel’s unit. In requesting this infonnation,_, noted that in the past both
storyboards and troop narratives had been useful in conveying such facts. In an email

from the Lieutenant Colonel to _ on July 15, 2011, he advised he was
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working on the storyboards and asked her for “a good SIPR number.”” Later on July 15,

2011, _ replied to the Lieutenant Colonél’s email and carbon copied (ce’d)

PETRABUS at email accour NN

response included the following: “[I]f you have classified material, GEN Petraeus has

been gracious enough to allow me to have you send the storyboards and material to his
SIPR account; I'll pick them up as soon as you send the word! I’ve copied him on this
email. Ifit’s unclass, you can use my AKO or this account.” This email correspondence
between BB 1.4 the Lieutenant Colonel likely reflects some agreement by
PETRAEUS to provide | B 2ccess to classified information.

24. From June 12, 2011 through June 15, 201 1,_,, using email address

_and PETRAEUS, using email address

I discussed several topics, to include files

maintained by PETRAEUS. In the email string, which contained the subject line
“Chapter 2, | -2iscd issves which PETRAEUS addressed by typing in all
capital leﬁers within the body of— original emails. In the email string,
while discussihg PETRAEUS’s files, NI wrote, “[T]he Galvin letters are
naturally very helpful in this regard (1 want more of them!!! I know you’re holding
back...)” Inresponse to this point in _s email, PETRAEUS wrote:
“THEY’RE IN BOXES AND 'L, GET THEM OUT WHEN WE UNPACK AT THE

HOUSE IN LATE JULY/AUG.”

! SIPR is an acronym for Secure Internet Protocol Router network, a U.S. government
communications system allowing the processing, storage, and communication of classified
information up to the SECRET level.
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25. _ responded: “Thanks for your willingness to get out the boxes! -
- the librarian at NDU,' has the full collection as well, if it’s easier to just gain
access to them there.” In respox-lse PETRAEUS wrote: “SHE DOESN’T HAVE THE
FILES I’VE—GOT AT HOME; NEVER GAVE THEM TO HER.”

26. In an email string initiated on or about June 19, 2011, PETRAEUS, using email address

[ |, and [N, using cmail address
I exchanged over ten emails. In the first email, with the

subject line “Found the”, PETRAEUS discussed locating his “Galvin files” as well as
other files and éxpréssed his willingness to share them with _
PETRAEUS wrote: “[G]iven various reassﬁran’ces from a certain researcher, I will not
triage them!” Your Affiant believes the term “triage” refer_s to the classified contents of
the documents. _ expressed her excitement about PETRAEUS’s
willingness to share the files wﬁting:_ “tI]’ll protect them. And I'll protect you.”
PETRAEUS later responded to_,, writing, “[M]y files at home only go up
to about when I took cmd of the 101, though there may be some MNSTC-I and other
ones. Somewhere in 2003, I stopped nice filing and just started chunking stuff in boxes
that gradually have gone, or will go, to NDU. Can search them at some point if they’re
upstairs, but they’re not organized enough at this point_.' ..} PETRAEUS continued,
wﬁting, “[Alnd I'think MNSTC-] files went to NDU, though I’m not sure. The key to
find there would be the weekly reports that the CIG did with me. Not sure if [JJJjijkept

copies. Class’d, but I guess I might share!” (emphasis added).

*MNSTC-lis an acrdnym for Multi-National Security Transition Command-Iraq. MNSTC-I
- was a branch of the Multi-National Force-Iraq (MNF-1). Petracus was the former commander of
MNF-I. ' '

10
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27. Your affiant believes that PETRAEUS’s reference to “Class’d” means the documents he
is discussing --- and which he indicates he is willing to provide to -
classified. | |

28. Your affiant believes PETRAEUS and_. communicated about the sharing
of classified information via PETRAEUS's NIPR* email account. Additionally, based on
paragraph 23 above, your affiant believes PETRAEUS allowed classified documents for

B (o b sent to his SIPR email account.
BACKGROUND CONCERNING NDU COLLECTION

29. Through my tra.injng and experience, [ have learned that in accordance with the
provisions of Title 44, United States Code, Section 3301, 1, PETRAEUS transferred and -
delivered to NDU, for iﬁclusi’on in the collections of NDU’S library, a collection of
personal papers and other non-record personal property. |

30.In general, the collection is made up of PETRAEUS’s personal files. The collection
includes both classified and unclassified documents. The classified collection contains
itemns such as reports, briefings, background material and glossaries. The unclassified
collection Includes items such as speeches, talking points to the press, newspaper articles
and photographs. |

31. PETRAEUS’s physical documents were provided to NDU in September 2011.
PETRAEUS’s ‘electr‘onic documents were provided to NDU in May or June 2012 via
hard drives.

32. PETRAEUS’s historian provided NDU with three hard drives related to PETRAEUS;

two classified and one unclassified. The historian provided two classified hard drives as

“NIPR is an acronym for Non-Classified Internet Protocol Router network, a U.S. government
communication system allowing for the exchange of sensitive but unclassified information.

11
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one hard drive contained NATO classified information and the other hard drive contained -
United States classified information. Later, PETRAEUS’s historian wanted to add
additional information to the single unclassified hard drive, therefore, PETRAEUS’s
historian asked NDU to return it. PETRAEUS’s historian then combined all the
unclassified information onto a single hard drive that was provided to NDU. Both the
unclassified hard drive and classified hard drives contain information related to
PETRAEUS’s career, including his time as Commander of the International Security
Assistance Force.

33. The unclassiﬁed hard drive contained photographs, speeches made by PETRAEUS,
newspaper articles, talking points to the press, administrative paperwork, including
tracking calendars and orders, as well as PETRAEUS’s NIPR email.

34, The classified hard drives primarily contain PETRAEUS’s SIPR email, as well as
briefings, classified talking points, reference material, background briefs, maps and daily
updates.

35. On or about August 6, 2013, NDU consented to a search of two hard drives from
PETRAEUS’s collection. A My Book Essential hard drive, serial: WCAVS5L252571T
and a My Book Essential hard drive, serial: WCAZAS5221633 were transferred from a

| NDU representative to FBI Agents from the Washington Field Office. The hard drives
- were then shipped to FBI Cﬁarlottc and are currently in the posséssién of FBI Charlotte.
The hard drives are maiﬁtai’ned by FBI employees not assigned to the instant matter.

36. On or about August 22, 2013, NDU consented to a search of a My Book Essential hard

drive, serial: WCAV5L400801T. This hard drive had been inadvertently overlooked

when NDU provided consent on the other two hard drives on or about August 6, 2013.

12
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~37. Because it is probable that these drives contain email communications through

38.

Petracus’s retirement from the military, there is probgble cause to believe they contain
communications between Petraeus and - including an email sent to Petracus’s
SIPR account attaching a classified document intended for delivery to -

| LOCATION TO BE SEARCHED |
I anticipate executing this warrant under the Electronic Communications Privacy Act, in
paﬁicular 18 U.S_.C. §§ 2703(a), 2703(b)(1)(A), and 2703(c)(1)(A), by using thg
requested warrant to require FBI Charlotte to disclose to the government the contents of

the hérd drives described herein (including the content of communications) particularly

described in Attachment A. Upon receipt of the information described in Attachment A,
the information described in Attachment B will be subject to seizure by law enforcement.
39, Based ui:on the foregoing, your affiant submits that probable cause exists for the issuance
of a search warrant for information found on certain hard drives, as more fully described
in Attachment A to this affidavit, stored at premises owned, maintained, controlled, or
operated by FBI Charlotte, to search for evidence of: (a) unauthorized removal and

retention of classified documents and material, in violation of 18 U.S.C. § 1924; (b)

unauthorized possession and, inter alia, attempted communication and willful
communication of national defense information to someone not entitled to receive it, as
well as the willful retention of national defense information, in violation of 18 U.S.C.

§ 793(e); and (c) conspiracy to commit the aforementioned crimes, in violation of 18

US.C. §371.

13
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CONCLUSION

40. Based upon the foregoing, your affiant submits thé,t there is sufficient probable cause to
believe that stored on the hard drives, there exists evidence of a crime relating to; a)
unguthorized removal and retention of classified documents and material, in violation of
18 U.S.C. § 1924; (b) unauthorized bossession and, inter alia, attempted communicatiqn

- and willful communication of national defense information to someone not entitled to
receive it, as well as the willful retention of national defense information, in violation of
18 U.S.C. § 793(e); and (c) conspiracy to commit the aforementioned crimes, in violation
of 18 U.S.C. § 371.

41. Based on the foregoing, I request that the Court issue the requested search warrant.
Because the warrant will Be served ori FBI Charlotte, who will then compile the
requested records at a time convgm'ent to it, there exists reasonable cause to permit the -

execution of the requested warrant at any time in the day or night.

REQUEST FOR SEALING
42. Since this ihvestigation is continuing, aisclosme of the search warrant, this affidavit,
and/or this application and the attachments thereto will jeopardize the progress of the
investigation. Accordingly, it is respectfully requested that the Court issue an ordcr that
the search warrant, .this affidavit in suppbrt of the application for search warrant, the
application for search warrant, and all attachments thereto be filed under scal until further

order. of this Court.

14
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Respectfully submitted,

Special Agent
Federal Bureau of Investigation

Swomn to and subscribed before me
on this, the @& 0T“ day of September, 2013.

fotoe it L C o]

ROBERT J. CO 14
UNITED STAT DISTRICT COURT JUDGE

15
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ATTACHMENT A

Particular Account To Be Searched

This warrant applies to records and other information (including the contents of
communications) contained on the My Book Essential hard drive, serial: WCAVS5L25257IT, the
My Book Essential hard dﬁvc, serial: WCAZAS5221633 and the MyBook Essential hard drive,
serial WCAVS L400801T that are stofed at premises controlled by the FBI, which accciats service

of legal process at FBI Charlotte, Charlotte, North Carolina.

16
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ATTACHMENT B

Particular Things To Be Seized

1. All records, information, documents and items on the hlard drives that constitute
fruits, evidence, and instrumentalities of violations of the statutes listed on the
warrant:

a. | All records or information related to any communications between
PETRAEUS and | GGG

b. All records or information relatcd to any communjcations, from December
2008 to the present, between PETRAEUS and any othef person or entity
concerning classified and/or national defense information;

c. All records or information, from December 2008 to the present, related to any
classified and/or national defense information;

d. All records or information, from December 2008 to the present, related to the
source(s) or potential source(s) of any classified and/or nationai defense
information provided by PETRAEUS to ||| | | NG

e. All records or information, from December 2008 to the present, reIafed to the
state of mind of any individuals concerning the communication, disclosure,
receipt, or retention of classified and/or national defense infoﬁnation;

f.  All records or information relating to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unauthorized disclosure or retention of

classified and/or national defense information;
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g. All records or information conceming any email accounts, telephone numbers,
or other methods of communication used by PETRAEUS; |
h. Any information recording PETRAEUS’s scﬁedule or travel from December
2008 to the present;
2. Asused above, the terms “records” and “information” include all of the foregoing
items of evidence in whatever fonﬁ and by whatever means they may have been
created or stored, including any form of computer or electronic storage (such as flash

memory or other media that can store data) and any photographic form.

18
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FILED
CHARLOTTE, NC

DEC 20 2018
UNITED STATES DISTRICT COURT FOR THE .
WESTERN DISTRICT OF NORTH CAROLINA US Distriot Court

CHARLOTTE DIVISION Western Disirlet of NG

UNITED STATES OF AMERICA ) DOCKETNO.: 3:13-mj-99

| )
v. )  MOTION TO UNSEAL THE
) SEARCH WARRANT, AFFIDAVIT

IN THE MATTER OF THE SEARCH OF ) AND APPLICATION
- THE PREMISES LOCATED AT %
AS DESCRIBED IN AFFIDAVIT AND )
ATTACHMENT INCORPORATED )
HEEREIN. )

NOW COMES the United States of America, by and through Jill Westmoreland Rose,
United States Attdrney for the Western District of North Carolina, who respectfully shows unto
the Court that on April 4, 2013, the court issued a search warrant in th;: above-captioned case and
placed under seal the warrant, the application for the warrant and the affidavit in support of the
application for the warrant; after revievﬁng the materials in connection with pending Freedom of
Information Act litigation in thé United States District Court for the District of Columbia, the
United States now séeks to unseal said documents, subject to redactions of personal identifying
information, bmsuant to Local Criminal Rule 49(B) of this Court (the search warrant materialé,
as redacted by the governmeﬁt, are attached hereto).

THEREFORE, the United States respectfully moves the Court for the searchrwarrant, the
application for the Warraﬁt, and the affidavit in support of the application for the warrant listed
above be unsealed.

Respectfully submitted, on this day of December 19, 2016.

JILL WESTMORELAND ROSE
UNITED STATES ATTORNEY

//s//JILL. WESTMORELAND ROSE
ASSISTANT UNITED STATES ATTORNEY
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NC Bar Number # 17656
Attorney for USA
Carillon Bldg, Suite 1700
227 West Trade Street
Charlotte, NC 28202
Phone: 704-344-6222
Fax: 704-344-6629

Email: jill.rose@_usdoj L0V

Case 3:13-mj-00099-DSC *SEALED* Document5 Filed 12/20/16 Page 2 of 2




UNITED STATES DISTRICT COURT FOR THE
WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION
UNITED STATES OF AMERICA ) DOCKET NO.: 3:13-mj-99
v, ORDER TO UNSEAL THE
SEARCH WARRANT, AFFIDAVIT
IN THE MATTER OF THE SEARCH OF AND APPLICATION

AS DESCRIBED IN AFFIDAVIT AND
ATTACHMENT INCORPORATED
HEEREIN.

)
)
)
THE PREMISES LOCATED AT - ; ;
)
)
)

UPON MOTION of the United States of America, by and through Jill Westmoreland
Rose, United States Attorney for the Western District of North Carolina, it appearing that on
April 4, 2013, the Court issued a search warrant in the above-captioned case and placed under
seal the warrant, the application for the warrant, and the affidavit in support of the application for
the warrant; it further appearing that the government, after reviewing the materials in connection
with pending Ffeedom of Information Act litigation in the United States Court for the District of
Columbia, now seeks to unseal said documents, subject to redactions of personal identifying
‘information, pursuant to Local Criminal Rule 49(B) of this Court (the search warrant materials,
as redacted by the government are attached hereto), it is hereby

ORDERED that the search warrant, appliéation for search warrant, and affidavit in
support of the application for the search warrant, as redacted by the government, are hereby
UNSEALED.

The Clerk is directed to certify copies of this Order to the United States Attorney's
Office. ‘

This the Q’_Oday of December, 2016.

T 4l e

UNITED STATES MAGISTRATE’J@:DG—E/
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AQ 106 (Rev, D4/10) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the : FILED
Western District of North Carolina CH ARLOTTE, NC
In the Matter of the Search of ) APR 4 2013
B di ihe th b hed
(o: :%ﬁrggf f;;; ;eisiﬁrgi'p ZZ?)néaanfi?;drfe;‘) g Case No. rb | % m q .
The Premises Located at IENENNG_G_ g l W US District Court
N - ccscribed in Affidavit { estern District of NC

and Attachments, incorporated herein,
APPLICATION FOR A SEARCH WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of per_lury that I have reason to believe that on the following person or property (rdennfy the person or describe the

er. searched an e jis location
ee Afac men %Fc Wis mcorpo)rated fully herein.

located: in the Western District of "North Carolina , there is now concealed (identify the
person or describe the property to be seized): :
See Attachment B, which is incorporated fully herein, | Certified 1o be a true and
- corract copy of the original
The basis for the search under Fed. R. Crim. P. 41(¢) is (check one or more}: _ U.S. District Court
of evidence of a crime; , : Freak G. Johng, Clerk
of contraband, fruits of crime, or other items illegally possessed, : Westem Digtrict of . C

By ﬁ__

O property designed for use, intended for use, or used in committing a crime;
O a persen to be arrested or a person who is unlawfully restrained. :

The search is related toa v101at10n of:

Code Section Offense Description :
18 USC 1924; 18 USC 793(e); Unauthorized removal and retention of classified documenis or matr=r|ar

18 USC 371 ' " Unautherized possession, communication, and wiliful retention of natlonal defense
information; Conspiracy N

The application is based on these facts:

af Continued on the attached sheet.

O Delayed notice of days (give exact ending date if more than 30 days: ) is requested
under 18 U.8.C. § 3103a, the basis of which is set forth on the attached sheet.

4//// /Zd////

Applicant’ s srgnat ¢

Gerd J. Ballner, Special Agent, FBI

Printed narrie and title

Sworn to before me and signed in my presence, %
Date: 04/03/2013 W

Judge 's signature
City and state: Charlotte, North Carolina __Robert J. Conr Jr United States District rt Judge

Printed name and fitle /
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AFFIDAVIT IN SUPPORT OF AN |
APPLICATION FOR A SEARCH WARRANT -

I, Gerd J. Ballner, Jr., being first duly sworn, hereby depose and stat;e as follows:
INTRODUCTION AND AGENT BACKGROUNIi

1. Imake this afﬁciavit in support of an applicaﬁon for a warrant to sea:rch the residence of
I . :-sidi- -
I 1hc premises to be searched and items to be seized are more fully
described in Attachments A and B. |

2. Tam a Special Agent with the Federal Bureau of Investigation (FBI) and have been
employed as such for approximately thirteen years. I have investigaied matters involving
National Security to include Counterintelligence and Espionage. I am currently assigned
to the Charlotte, Nc’)rth Carolina FBI office. Through investi gations; experience, and
training, I have become familiar with methods and operations empldyed by hostile
foreign intelligence services and their recruited human sources to illégally obtain, through
éléndestinc actioh, classified and proprietary information, which if cjompromised poses
risk to the national security of the Unifed Statgs. I have also recech';:l specialized training
in the proper collection, retention, and dissemination of classified information.

3. The facts in this affidavit come from my personal observations, my f.raining and
experience, evidentiary review, and il‘lformation obtained from 0the£ Agents, government
ofﬁciais, and witnesses. This affidavit is intended to show merely tt;at there is sufficient
probable cause for the requested warrant and does not set forth all of my knowledge

-

about this matter.

1 3f -
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LOCATION TO BE SEARCHED

4. As set forth below, your affiant submits that probable cause exists fér the issuance of a
search warrant for _-residence, as more fully describied in Attachment A
to this affidavit, to search for cvidencé of: (a) unauthorized removal%and retention of
classified documents and material, in violation of 18 U.S.C. § 1924; (b) unauthorized
poésession and, inter alia, attempted communication and willful comMGaﬁon of
national defense information to someone not entitled to receive it, aé well as the willful
retention of national defense information, in violation of 18 U.S.C. § 793(e); and (c)
conspiracy to commit the aforementioned crimes, in violation of 18 USC § 371.

5. OnMarch 29, 2013, your affiant conducted a search of the CI;EAR :public source
database for [INJJ B 2nd determined that her current addresé of record is [
— According to 2011 tax records

filed in Mecklenbu:g County, North Carolina, this home is owned by B

I - i i frther described o « I
I 1 house number [IllMis visible as brass numerals on

the molding above the front entry door.

STATUTORY AUTHORITY

6. The FBI has been conducting an investigation of | NN fo: possible

violations of: (a) unauthorized removal and retention of classified documents and

material, in violation of Title 18, United States Code, Section 1924; (b) unauthorized

possession and, inter alia, attempted communication and willful conimum'cation of
national defense information to someone not entitled to receive it, as well as the willful

retention of national defense information, in violation of Title 18, United States Code,

2 :
Case 3:13-mj-00099-DSC *SEALED* Document 6-1 Filed 12/20/16 Page 3 of 29




Section 793(¢); and (c) conspiracy to commit the aforementioned crimes, in violation of
Title 18, United States Code, Section 371.
7. Title 18, United States Code, Section 1924(a) states:

Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an unauthorized
location shall be fined under this title or imprisoned for not more than one year, or
both.

18 US.C. § 1924(a).
8, Title 18, United States Code, Section 793(e) states:

- Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which
information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,
delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any petson not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both. '

18 U.S.C. § 793(e).

9. Title 18, United States Code, Section 371, makes punishable, by up CtO five years in
prison, a conspiracy among two or more persons to commit any offeznse against the
Unitcd States. :

10. Classified information is defined by Executive Order 13526 (E.O. 1é526) and relevant
preceding Executive Orders, as information in an}; form that: (1) is c;wned by, produced
by or for, or under the control of the United States government; (2) fj'al]s within one or

more of the categories set forth in the E.O. 13526; and (3) is classiﬁ:éd by an original

3 : .
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classification authority who determines that its unauthorized disclosﬁrc reasonably could

be expected to result in damage to the national security. Where sucl; unauthorized
disclosure reasonably could be expected to cause “damage™ to the nétional security, the
information is classified as “Confidential,” Where such unauthoﬁzéd disclosure
reasonably could be expected to cause “serious damage” to the natidnal security, the
information is classified as “Secret.” Where such unauthorized disciosure reasonably
could be expected to cause “exceptionally grave damage” to the natipnal security, the
information is classified as “Top Secret.” ‘ N

11. Pursuant to E.O. 13526, a person may only gain access to classified infonnation ifa
favorable determination of eligibility fér aécess has been made by an agency head or an
agency head’s designee, the person has signed an approved nondisc-li'osu:e agreement, and
the person has a need-to-know the information.

PROBABLE CAUSE

12. David Petraeus is a retired United States Army General. From on or about October 31,
2008 to June 30,727010, Petraeus served as Commander of the United States Central
Command. From on or abdut July 4,2010 to July 18, 2011, PCUacu;; served as
Commander of the Intemationél Security Assistance Force. From on or ﬁbout September
6,2011 to November 9, 2012, Petraeus served as Director of the Central Intelligence
Agency (CIA). At all times relevant to this affidavit, Petraeus held 4 United States
government security clearance allowing him access to classified Umted States
government information. According to a Department of Defense (DOD) official, to
obtain that clearance, Petraens was required to and would have agreéd to prdperly protect
classified informgxtion by not disclosing such informatioh to personsinot entitled to

| 4 |
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receive it, by not unlawfully removing classiﬁcd information from a.ﬁthorizcd storage
facilities, and by not storing classified information in unauthorized locations.

13. _ is a researcher and author of a biography of Pctraeué., published in
January 2012. From on or about July 18, 2003 until on or about Noyember 14, 2012,
_- held a United States government securify clearance iallowing her access
to classified Unitqd States government inforn_lation_. According to aiDOD official, lto
obtain that clearance,_was required to and would ha\ize agreed to properly
protect classiﬁgd information by not disclosing such information to bcrsons not entitled
to receive it, by not unlawfully removing classified information frox# authorized storage
facilities, and by not storing classified information in unauthorized lé)cations.

14. In June 2012, the FBI’s Tampa Division (FBI Tampa) opened a corriputcr intrusion
inlvestigation concerning alleged cyber stalking activity. This investi gation was

predicated on a complaint received from Witness 1, which alleged tlfie receipt of

threatening and harassing emails from the email addresses _ and
— Witness 1 claimed friendships with several high-ranking

public and military_ofﬁcia.ls.

15. Evidence gathered duﬁng the FBI Tampa investigation indicated thzit someone had access
to the personal schedule of Petracus, who was then the Director of tl'jxe CIA. This access
indicated a potential breach of security; On or about June 22, 2012, F BI Headquarters
(FBIHQ) notified Petraeus’s security detail of the ongoing computer-é’ intrusion

" investigation and the potential security issue. On July 19, 2012, FBI Tampa waé notified
by Witness 1 that he/she no longer “dshed to press charges against tile cyber stalker. On -
August 10, 2012, Witness llinformed FBI Tampa ﬂlat Petracus personally requested that

| 5
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Witness 1 withdraw his/her complaint and “call off the G-men.” On August 13, 2012,
Witness 1 advised FBI Tampa that Petraeus believed the alleged cyBer stalker possessed

information which could “embarrass” Petraeus and other public officials.

16. Investigation conducted by FBI Tampa identified — as the person

suspected of using the email accounts _ and:
_ Investigation also determmed _ uses the email

account _ On September 24,2012, FBI Tampa interviewed
— at her residence. During this interview _ admitted sending
the emails to Witness 1, as well as other emails regarding Witness l'to senior United
States military officers as well as a foreign diplomat. _ also stated that she
had engaged in an extramarital affair with Petracus. — provided consent to
search two of her laptop computers and two external hard drives.

17. On September 25, 2012, FBI Tampa returned — lapt;)p computers and
conducted a follow-up interview. During this follow-up intervievtr, _
admitted she told Petraeus that he should get Witness 1 to “drop the charges.”
] advised' she does not know if Petraeus made the request of Witness 1.
Dunng the course of this intervievtr, I rovided intervtewing agents consent
to search her Apple iPhone, which she had in her possession. FBI Ciharlotte Computer
Analysis Response Team (CART) Forensic Examiners copied the contents of her Apple
iPhone at the interview location, This iPhone, serial number C28J6OGKDTDD is

believed to be the same iPhone currently in — posses_smn. It was returned
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to [N 2t the conclusion of the interview.! A review of R

laptops and external hard drives located over 100 items which were idcntiﬁed by
" Charlotte CART Forensic Examiners as containing potentially classiﬁed information,
including information up to the Secret level. |

18. On October 26, 2012, Petracus was interviewed at CIA Headquarters. Petraeus stated
that he had had an extramarital affair with [ | ElEI. He dem’fed providing any
classified documents to _ or having any arrangernént ;co provide her with
classified information. Petraeus stated that ||| N may ha\}e obtained
documents in the course of conducting research for a book she was Writing. He explained
that reporters in theater (Afghanistan), such as || |  NGcNcNzNGG. weré sometimes granted
“off-the-record” acceéé to classified presentations, such as the COM:ISAF ’s (Commander,
Interriational Security Assistance Force) daily briefings,

19. On November 2, 2012, FBI Tampa interviewed I i éharlotte, North
Carolina regarding the potentially classified documents found on hc? computers. She
claimed she came into poéscssion of several of the documents when:shc was in
Afghanistan researching her book about Petraeus; howevef, she was;unable to frovide
specifics as to how she obtained them. _ stated that during her time in
Afghanistan she was given access to several briefings, including at f;east one briefing at
the Secret level, _ advilsed that reporters were often given such access in
order to provide them with situational awareness of the war.l In orde;r to receive the
briefings, _signed an “off-the-record” agreement, whioh meant she could

not write about classified information she observed. She stated she Would sometimes

* Because the consensual search of the iPhone was conducted as part of FBI- Tampa’s computer
intrusion investigation, FBI Charlotte has not reviewed the forensic images of the iPhone.

7 :
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obtain a paper copy of the briefings to preserve the information as research for her book.
I - viscd that she never received classified informatiém from Petraeus.

20. During interviews conducted of ||| N 2»d Petraeus ﬁnder the aforementionca
FBI Tampa investigation, each advised they used covert methods 1o communicate with
one another. These methods included the use of pre-paid cellular telephones and email
accounts using non-a__ttributablc'names. Several of these covert emaﬁil accounts were
identiﬁed during the FBI Tampa investigation; however, it is not known if all the
accounts were identified because both _and Petraeus stated they couid not
recall all the account names which they created and used to commuﬂicatc. During
— September 25, 2012 intérview, she advised that she and Petracus woﬂd
sometimes share _thc same account, and would save messages to the draft folder instead of
sending them via email,

A. IR Consensual Search, November 12, 2012

21. As a result of finding potentially classified information on the laptof)s- provided by
_,, FBI Tampa and FBI Charlotte conducted a consensual search of
_ Charlotte residence on November 12, 2012 to rccf:)vcr any evidence
related to cyber stalking, in violation of 18 U,S.C. § 2261A, and theéunauthorized
removal and retention of classified documents or material, in violatifon of 18 U.S.C.

§ 1924. On this same date, a consensual search was also conducted ;at the residence of
I - i ministrative assistant, ||| KGN 1n Concord, North
Carolina. ||l vo!untarily provided the FBI with various itéms she maintained in
~ her home in relation to her employment with ] Duririlg the searches,
additional paper documents were found, some of which, upon belief and information of
8 :
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your affiant, are éla.ssiﬁed. Asa rcsuit of the two searches, the follo‘;ving digital media
were seized: eight computers, twel{/e external hard drives, two prin‘;ers/scanners, two
cellular telephones, two Apple iPods, seven thumbdrives/memory ce;xrds, and
approximately fifty floppy discs, CDs, and optical discs, -

22. Based on a préliminary review of | NN digital media, it'is believed she came
into possession of potentially classified information both before and; during.the writing of
her book, “All In: The Education of General David Petraeus.” Of tﬁe potentially
classified documents rcviewéd to date, the majority relate to U.S. milita.ry roperations
conducted in Afghanistan. Given her extensive use of digital media;. your affiant believes -
I reccivéd/excha.nged classified information via email and/or made contact
with individuals via email and/or telephone to schedule iﬁ-person m;:ctings for the
purpose of recording and collecting classified information, as detailéd below.
I i; :)so belicved to have digitally stored numerous d{)cmncnts,
photographs, and audio interviews which contain classified information,

B. Additional Evidence of Potential Mishandling of Classified Iélformation

23. A review of ||| digital media has identified photogra];hs of at least two |
black books, which appear to be the daily event and calendar books %used. by Petraeus .
to memorialize signiﬁcant events during his military assignments.’ _Invéstigators have
reviewed the metadata from some of the digital media obtained coﬁs;ensually from
I - have determined that from on or about August 29,2011 to on or

about August 31, 2011 , there were approximately one hundred and fsevcnteen separate

*Based on a review of these photographs and their embedded metadata, your affiant believes that
all of the photographs referenced in paragraphs 23 through 28 of this affidavit were taken using

I i F'hone.
‘ | | 9 : o
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24,

photographs taken of the contents 6f the black books, These photog%raphs have been
reviewed by your affiant in close coordination with other governmeﬁt agencies
designated to assist with this investigation. Based updn a preliminai-y review by another
government agency designated to ass:i‘s't in this inQestigatio;n, your aﬁimt has reason to
believe that at least five of these photographs contain classified infoﬁnation, including
information up to the Top Secret level,

Additional review of embedded metadata, including date and time sfarnps, allowed

investigators to identify specific photographs from I ioita| media. On

- August 29, 2011, at 9:47 a.m., two photographs were taken of the front cover of a black

25,

book which had Petraeus’s personal business card taped to the front cover. The business
card identified Petracus as “General David H. Petraeus, Commander, Intemational
Security Assistance Force.”

Open source information includes a photograph depicting Petraeus \;Vith a black book.

See www.thedailybeast.com/newsweek/2011/07/17/ general-david-_pptraeus-on—leaving-
afghanistan-and-going-to-cia.html. Based on my review, I believe that the black book
depicted in the photographs described in parégraph 24 above is the s;amc black book
depicted in the photograph of Petraeus in the news article on the abofve-mentioned
website. The photograph shows Petraeus, while in Afghanistan, standing with then-
Secretary of Defensé Leon Panetta and General John Allen, This pﬁotograph, dated July
9, 2011, reportedly captured Petracus while he was ending his comriand in Aféhanistan.
On the table next to Petracus in the same photogl‘aph, is a similarly ;ized black book with
a business card taped to the front. The format of the business card, its position on the

book; the manner in which it is taped to the book, and its general characterisﬁcs are very

10
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similar to the photographs of the front cover of a black book located o_n_
digital media. | |

26. Photographs 6f what appear to be this éame black book were taken ciqn August 30, 2011 at
11:21am., 11:22 am., 11:28 am., 12:09 p.m., and on August 31, 2011 at 6:15 a.m.
Based upon a preliminary review by another government agency designated to assist with
this investigation, your affiant has reason to believe these photograpils depict pages from
the black books containing classified information, including classiﬂt:_ad information at up
to the Top Secret level. |

27. An 8.5 x 11 inch sized printed photograph was located during the c@nsensual search of
_ residence on November 12, 2012, This photograﬁh showed the content
of a black book, specifically a page containing a daily calendar fdr ]I_:)ecember 3,2010 on
the left side of the notebook and handwritten notes on the right side :of the notebook. The
written entry on the top line read, “Illll: C-N Community of intereét.” The calendar in
the photograph reflected a “Ci\i Briefing” between 1:45 p.m. and 230 p.m. on Dccemberl
3,2010. Your affiant opines that the writtcn"note for [ was aéded by Petraeus
so as to provide [N, context in reading that day’s calendar entry. An initial

" review of the calendar and notes on this specific image revealed a re_}ference to military

units and potential needs for these un-its. |

28. Additional review lof I cicito| media also revealed multiple photographs
taken between August 16, 2011 and August 17, 2011. On review of :the photographs and
the embedded metadata, investigators have determined the following;

a. On August 16,2011 at 11:04 p.m., a photograph was taken of at ‘least three

medium-sized cardboard boxes sitting on a bed. In the photograph, the boxes are -

11 : '
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open, and although the coﬁtents are unknown, there appear t%) be some file folders
visible inside the boxes. Sitting on the bed next to the boxes is a black laptop
computer which is open and powered on, though the screen image is difficult to
discern. |

b. On August 16,2011 at 11:04 p.m., a second photograph from a different angle
was taken of the same boxes referenced above. The boxes ﬁe open, and one box
has the letters “Petrae” written in black and clearly visible on the side. Your
affiant believes this writing spelled out “Petracus,” as the “‘u_‘s” in “Petracus” was
partially obscured. .

c. On August 17., 2011 at 9:2.3 a.m., || s observea in a photograph
which she took of rhersclf in a mirror. In the photégraph,_ is
posing next to the same bed mentioned in fJaragraphs 33a a.n:d 33b above.. In this
photograph, what appear to be two of the same Boxes are visible on the bed. The
boxes are open, though the contents of the boxes cannot be cicarly discerned.

C. Continuing Communications Between || NN~ 1 l;:qatraeus

29. _ and Petraeus are believed to have had multiple teleﬁhonic contacts after
each was made aware of FBI Tampa’s computer intrusion investigatii.on. Your affiant
asserts: |

a. Petraeus’s CIA security detail was notified of the FBI investigation on June 22,
2012. In an interview with FBI Tampa on October 26, 2012,3,j Petrécus
acknowledged that: (1) he was briefed by the security detail éonceming the FBI
investigation, and (2) he called | I o June 23, i012 regarding the

~ emails received by Witness 1.

12 ;
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b. Over the weekend of August 11, 2012 and August 12, 2012, ?ctraeus spoke to
| Witness 1. In evidence reviewed by FBI Charlotte, a tclcphohe number attributed
to | c-1)cd a telephone number attributed to Petracus on August 11,
20123 | |

c. I s interviewed by FBI Tampa on Septembf::r-24, 25, and 26,
2012. A telephone number attributed to I called a telephone
number attributed to Petraeus on three occasions on Septel.nbfer 2.5, 2012.

d. —IWas in contact with FBI Tampa on October 1 and 2, 2012, These
contacts ultimately resulted in a telephone interview conductjéd on October 3,
2012.. In evidence reviewed by FBI Charlotte, on October 2,52012, there were six
calls between telephone numbers attributed to_ and Petracus. One
of these calls connected, resulting in an approximately ﬂfteeﬁ-minutc-long
conversation. |

e. During the October 26, 2012 interview of Petraeus by FBI Télmpa, he stated that,
while coming back from a trip to the Far East earlier in the rrionth, he called
B .o to0ld him about her interview with the FBI. Evidence
indicated that a telephone number attributed to Petraeus calle?d a telephone
nﬁmber' attributed to | I on October 16, 2012. '

f. Following FBI Tampa’s interview of Petraeus on October 26; 2012, a telephone
number attributed to_ called a telephone number attributed to
Petraeus on four occasions on October 27, 2012, on three dcc;asions on October

28, 2012, and on two occasions on October 29, 2012,

* Unless otherwise noted. the “telephone number associated with ||| | IR’ i~ these
subparagraphs was _J, the mobile telephone number used on her current iPhone.

13 7
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g. On November 2, 2012, - was again intcrvieweid by FBI Tampa.
I -t that she and Petraeus had talked caﬁdidlﬁ! since each of
their interviews with the FBL | |

h. On November 9, 2012, | EJJEEE. contacted FBI Tamp%i telephonically from
telephone number _ She advised she rcceivcci a telcphone call
from Petraeus earlier that day advising her of his resigpation.:_: In evidence
reviewed by FBI Charlbtte, telephone number _called a telephone
number attributed to Petraeus on November 9, 2012. |

30. The foregoing telephone communications identified in this affidavit bnly include calls
made or received from one government phone attributed to Petraeusa; As detailed above,
Petracus and _ have previously been in regular contac%t through email, and
com@catcd about the provision of classified information to _ |
Moreover, _, and Petraeus have admitted that they csta;blished covert
communications systems using pre-paid cellular telephones and non%'attributablc email
accounts. To date, the pre-paid telephone numbers-used by Petraeﬁs% and _ '
have not been identified. |

31. These telephonic contacts and attempted telephonic contacts betwee;il telephone numbers
attributed to _and Petraeus indicatt;. _ relationship with
Petracus continued after their interviews with FBI Tampa in Septemi‘foer and October
2012, .

32, Considering these facts, and given [ NI history of cmaii and telephone

. communication with Petraeus, as well as the numerous photographs of what, based on a

preliminary review, appear to be classified materials, there is probable cause to believe

14 i
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33.

34.

35.

that— iPhone coﬁta.ins classified information as well as substantive
communications regarding the content of ||| EGNG 2 Petracus’s FBI
interviews, including additional information regarding _ access to and
retention of classified information. | |

During the‘consensual search of || NI Chaclotte residen:c:e on November 12,
2012, investigators recovéred a damaged Apple iPhone, serial numb__ér 61116264A48S.
Many of the photographs of the black books and cardboard boxes rgfercnced above were
locatcd on this damaged iPhone. A review of voicemail and call loés indicates that the
damaged iPhone was last used by || NG~ Ao 2012,

Based on your affiant’s experience, Apple iPhones allow for the traﬁsfer ofa uscf’s
contents from one telephone to another. It is plausible that _, when she
ceased using the damaged iPhone, would have transferred ‘data from} her damaged iPhone
to her current iPhone. Since the damaged iPhone contained photcgféphs of what, based
on a preliminary review, appear to be classified materials, and with fhe potential for
transfer of data to her current iPhone, there is probable cause to believe that these

photographs were transferred to the iPhone currently in _ possession,

TECHNICAL TERMS RELATED TO THE SEARCH

Baéed on my training and experience, I use the following technical terms to convey the
following nﬁea.nings:
a. Wircleés telephone: A wireless telephone (or mobile telephofnc, or cellular
telephone) is a handheld wireless device used for voice and data communication
through radio signals. These telephones send signals throug]; networks of

transmitter/receivers, enabling communication with other wireless telephones or

15 ? j .
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traditional “land line” telephones. A wireless telephone usuglly contains a “call
log,” which records the telephone number, date, and time of calls made to and
from the phone. In addition to enabling voice communjcatid_ns, wireless
telephones offer a broad range of capabilities. These capabil.:ities include: storing
names and phone numbers in electronic “address books;” seg‘_ding, recetving, and
storing text messages and e-mail; taking, sending, receiving, _Tand storing still
photographs ana moving video; storing and playing back auciio files; storing
dates, appointments, and other information on personal calen'darsi and aécessing
and downloading information from the Internet. Wireiess tei_ephones may also
include global positioning system (“GPS”) technology for deitennining the
location of the device. |

b. Digital camera: A digital camera is a camera that records piétures as digital
picture files, rather than by using photographic film. Digital _fca.meras use a
variety of fixed and removable storage media to store their récorded images.
Images can usually be retrieved by connecting the camera to ;a computer or by
connectir.lg‘thc removable storage medium to a separate reader. Removable
sto?age media include various types of flash memory cards of miniafure hard
drives. Most digital cameras also include a screen for vicwirig the stored images.
This storage media can contain any digital data, including data unrelated to
photographs or videos.

c. Portable media player: A portable media player (or “MP3 Pfﬁyer” oriPod}isa
handheld digital storage device designed primarily to store and play audio, video, .
or photographic files. However, a portable media player can also store other

16
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digital data. Some portable media players can use removablé storage media.
Removable storage media include various types of flash rnex;lory cards or
miniature hard drives. This removable storage media can aléo store any digital
data. Depending on the model, a portable media player may:havc the ability to
store very large amounts of electronic data and may offer additional features such
as a calendar, contact list, clock, or games. |

d. GPS: A GPS navigation device uses the Global Positioning iSystem to display its
current location. It often contains records of the locations where it has been.
Some GPS navigation devices can give a use; driving or walking directions to
another location. These devices can contain records of the a&dresses or locations
involved in such havi gation, The Global Positioning Systemj (generally
abbreviated “GPS”) consists of 24 NAVSTAR satellites orbfting the Earth. Each
satellite contains an extremely accurate clock. Each satéllitc'? repeatedly transmits
by radio a mathematical representation of the current time, c?pmbined witha
special sequence of numbers. These signals are sent by radi(;, using ‘speciﬁcations‘
that are publicly available. A GPS antenna on Earth can recéive those signals.
When a GPS antenna reccivqs signals from at least four sateliites, a coniputer
connected to that antenna can mathematically calculate the antenna’s latitude,
longitude, and sometimes altitude with a high level of precision.

e. PDA: A personal digital assistant, or PDA, is a handheld eléctronic device used
for storing data (such as names, addresses, appointrneﬁts, or ;mtes) and utilizing
computer programs. Some PDAs also function as wireless communication

devices and are used to access the Internet and send and recc:ivc email. PDAs
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usually include a memory card or other removable storage miedia for storing data
and a keyboard and/or touch screen for entering data. Removable storage media
include various types of flash rnerhory cards or mirﬁature hard drives. This
removable storage media can store any digital data. Most PDAs run computer
software, giving them many of the same capabilities as perso;nal computers. For
example, PDA users can work with word-processing documénts, spreadsheets,
and presentations. PDAs may also include GPS technology fér deterﬁining the |
location of the device. | |

f IP Address: An Internet Protocol address (or simply “IP add%ess”) isa unique
numeric add:éss used by computers on the Internet, AnIP address is a series of
four numbers, each in the range 0-255, separated by periods fe.g., 121.56.97.178).
Every computer attached to the Intemmet must be assigned an?IP address so that
Internet traffic sent from and directed to that computer may 5e directed properly
from its source fo its destination. Most Internet service providers control a range
of IP addresses. Some computers have static—that is, long-fgrrn—IP addresses,
while other computers have dynamic—that is, frequently cha;nged—IP addresses.

g. Internet: The Internet is a global network of computers and o?thér elech'oni.c

devices that communicate with each other. -Duc to the structﬁrc of the Internet,
connections between devices on the Internet often cross staté and international
bprders, even when the devices communicating with each otﬁer are in the same

state.
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ELECTRONIC STORAGE AND FORENSIC ANéI_A:_’SIS

36. As described above and in Attachment B, this application seeks pen;rlission to search for
records that might be found on the premises, in whatever form they are found. One form
in which the records might be found is data stored on an clccﬁonic cievice. In particular,
this application seeks permission to seize an Apple iPhone (hercinaf%ter “the Device™),
which coﬁld transmit and store such data. Thus, the warrant applied? for would authorize
the seiz;lre of the Apple iPhone under Rule 41(e)(2)(B). | |

37. Based on my knowledge, training, and experience, I know that elect}onic devices can
store information for long periods of time, including text messages. Texts messages sent
or received on a cellular phone can be stored on a cellular phone at liittlc or no cost. Even
when text messages have been deleted by the user of a cellular pht'm;:,-those text
messages, or remnants of those deleted text files, can be recovered nilonths after they have
-been deleted from a cellular phone. This is so because when a user of a cellular phone
“deletes” a text message, the data contained in that fnessage does no;c actually disappear;
rather, that data femains on the cellular ﬁhone until it is overwritten \mth new data.
Deleted text messages, or remnants of deleted text messages, may re:side on the cellular
phone for long periods of time before they are overwritten. Such daﬁa can sometimes be
recovered with forensic tools, '

38. Forensic evidence: As further described in Attachment B, this applifcation seeks
permission to locate not only electronically stored information that rhight serve as direct
evidence of the crimes described on the warrant, but also forensic ¢\fidence that

establishes how the Device was used, the purpose of its use, who used it, and when.
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There is probable cause to believe that this forensic electronic evidence might be on the
Device because: |

a. Data on the storage medium can provide evidence of a file tkiat was once on the
storage medium but has since been deleted or edited, or of a ;deleted portion of a
file (such as a paragraph that has been deleted from a word p‘irocessing file).
Virtual mcrﬁory paging systems can leave traces of informaﬁon on the storage
medium that show what tasks and processes were recently aq%tive. Web browsers,
email programs, and chat progfams store configuration information on the storage
medium tﬁat can reveal information such as online nicknames and passwords.
Operating systems can record additional information, such as the attachment of
peripherals, the attachment of USB flash storage devices or céther external storage
media, and the times the computer was in use. Computer ﬁlé systems can record
information about the dates files were created and the scqugfice in which tﬁey
were created. |

b. Forensic evidence on a device can alsd indicate who has usccf'l of controlled the
device. This “user attribution” evidence is analogous to the éearch for “indicia of
occupancy” while exécuting a search warrant at a residence,

c. A person with a.ppropriatc familiarity with how an electronic device works may,
after examining this forensic evidence in its proper context, l;c able to draw
conclusions about how electronic devices were used, the puri)ose of their use, who
used them, and whcﬁ. :

d. The process of identifying the exact electronically stored infqnnation on a storage

medium that is necessary to draw an accurate conclusion is a dynamic process.
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Electronic evidence is not always data that can be merely rev-icwed by areview
team and passed along to investi gators, Whether data stored fon a computer is
evidence may depend on other information stored on the comiputer and the
application of knowledge ﬁbout how a computer behaves. Therefore, contextual
information necessary to understand other evidence also falls‘i within the scope of
the warrant.

e. Further, in finding evidence of how a device was used, the pl;rposc of its use, who
ﬁsed it, and when, sometimes it is necessary to esfablish that :_a particular thing is
not present on a storage medium. |

f. Iknow that when an individual uses an electronic device to uhlawﬁllly
communicate and/or retain classiﬁe& information, the indiviciual’s electronic
device will generally serve both as an instrumentality for con?miﬂing the crime,
and also as a storage medium for evidence of the crime, The?clectronic device is
an instrumentality of the crime because it is used as a means ;of committing the
criminal offense. The electronic device is also likely to be a gtorage medium for
evidence of crime. From my training and experience, I beiieye that an electronic
device used to commit a crime of this type may contain; data?that is evidence of
how the electronic device was used; data that was sent or rcc?ived; notes as to
how the criminal conduct was achieved; records of Internet discussions about the
crime; and other records that indicaté the nature of the offensic.

39. Neccssity of seizing or copying entire computers or storage media: In most cases, a
thorough search of a premi;ses for information that might be stored o_ﬁ storage r-nedia often
requires the seizure of the physical storage media and later off-site réView consistent with
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the warrant. In lieu of removing storage media from the premises, 1t is sometimes
possible to make an image copy of storage media. Generally speaking, irﬁaging ié the
taking of a complete electronic picture of the computer’s data, inclu&ing all hidden
sectors and deleted files. Either seizure or imagiﬁg is often necessary to ensure the
accuracy and completeness of data recorded on the storage media, and to prevent the loss
of the data either from accidental or intentional destt_'uction. This is true because of the
following: |
a. The time required for an examination. As noted above, not all evidence takes the
form of documents and files that can be easily viewed on sité. Analyzing
evidence of how a computer has been used, what it has been ;,used for, and who
has used it requires considerable time, and taking that much ;ime on premises
could be unreasonable. As explained above, because th;: waxf'rant cglls for forensic
electronic eyidence, it is exceedingly like]y that it will be neéessary to thoroughly
examine storage media to obtain evidence. Storage media can store a large
volume of information. Reviewing that information for thinés described in the
warrant can take weeks or months, depending on the volume?of data stored, and
would be impractical and invasive to attempt on-site. |
b. Technical requirements. Computers can be configured in se\?eral different ways,
featuring a variety of different operating systems, applicatioxi software, and
configurations. Therefore, searching them sometimes requirés tools or knowledge
that might not be present on the search site, The vast array of computer hardware
and software available makes it difficult to know before a seérch what tools or
knowledge will be required to analyze the system and its data on the premises.
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However, taking the storage media off-site and reviewing it in a controlled
enviroﬁment will allow its examination with the proper tools? and knowledge.

c. Variety of forms of electronic media. Records sought under this warrant could be
stored ina va.riet)./ of storage media formats that may require;off-sitc reviewing

with specialized forensic tools.

40. Nature of examination: Based on the foregoing, and consistent with Rule 41(e)}(2)}B),
thé warrant I am applying for would permit the examination of the Dcvicc consistent with
the warrant. Searches and seizures of evidence from computers corrimonly requires
agents to download or copy infoi'mation from the computer and components, and to seize
the computer to be processed later by a qualified computer expert in’: a laboratory or other
controlled environment. Searching computer systems for evidence is an exacting
scientific j)rocedurc that is designed to protect the integrity of the cviidence and té recover
hidden, erased, deleted, comprésscd, password-protected, or encrypféd files. The
examination may require authorities to employ techniques, includiné but not limited to
computer-assisted scans of thélcntire medium, that might expose many parts of the
devices to human inspection in order to determine whether it is cvidéence described by the
warrant. |

41. Based on my training, experience, and research, I know that the Dev?ice has capabilities
that allow it to serve as a wireless telephone, digital camera, portable media player, GPS
navigation device, and PDA. In my training and experience, examir;ing data stored on
devices of this type can uncover, among other things, evidence that ;eveals or suggests
who possessed or used the device, emails, texts, email addresses use;d, [P address

information, and internet browsing history.
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CONCLUSION

42. Based upon the foregoing, your affiant submits that sufficient probafjale cause exists for
the issuance of a warrant to search—
_, as further described in Attachments A and B; and th;at the described
premises contains evidence of a crime relating to: (a) unauthorized removal and retention .
of classified documents and material, in violation of 18 U.S.C. § 19é4; {(b) unauthorized
possession and, inter alia, attempted communication and willful ciorﬁmﬁnic’ation of
national defense information to someone not entitled to receive it, as well as the Willﬁll
retention of national defense information, in violation of 18 U.S.C. § 793(e); and (c)

conspiracy to commit the aforementioned crimes, in violation of 18 U.S.C. § 371.
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REQUEST FOR SEALING

43, Since this investigation is continuing, disclosure of the search warraht, this affidavit,
and/or this application and the attachments thereto will jeopardize the progress of the
investigation. Accordingly, it is respectfully requested that the Couﬁ issue an order that
the search warrant, this affidavit in support of the application for search warrant, the
application for search warrant, and all attachments thereto be filed uﬁdcr seal until further

order of this Court.

Respectfully submitted,

Gerd J, er, Jr.
Special Agent | ‘
Federal Bureau of Investigatioln

Sworn to and subscribed before me

onthis,the 4 day of April, 2013.

UNITED SATA S DISTRICT COURT JUDGE
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ATTACHMENT A

Property To Be Searched

This warrant applies to a single family home and adjoining two-car gmage owned by

_— . tocated ot [N
B s property is further described s [EEEGG

_. The house number JIJlll is visible as brass numerals on the molding above

the front entry door. A photograph of the residence is provided below:
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ATTACHMENT B

Particular Thing To Be Seized
Apple iPhone, serial number C28J60GKDTDD, hereinafter “the Déﬁce.”
Information To Be Seized by the Government |
1. All records or information on the Device that constitute fjruits, evidence, and
instrﬁmeﬁtalities of violations of the statﬁtes listed on the warrant, including:
a. All records‘ or information related to any cornmunicationé between

I - Peiracus;

b. All records or information related to any communicationé, from December
2008 to the present, between | T 2d 2oy other person or entity
éonceming classified and/or national defense information;;

c. All records or information, from December 2008 to the p._rcsent, related to any
classified and/or national defense information; |

d. All records or information, from December 2008 to the p;esent, related to the
source(s) or potential source(s) of any classified and/or néltional defense
information provided to _;

e. All records or information, from December 2008 to the p}esent, related to the
state of mind of any individuals concerning the communi?:ation, disclosure,
receipt, or reténtion of classified and/or national defense information;

f. All records or information relating to knowledge of laws,l' rules, regulations,
and/or procedures prohibiting the unauthorized disclosuré or retention of

classified and/or national defense information;
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g. All records or information related to any communications from June 2012 to
the present between_ -and any other persm; concerning ongoing
law enforcement investigations; |

h. All records or information concerning any email accountjs, telephone numbers,
or other methods of communication used by _ or Petraeus;

i. Any information recording lor Petraeus's schedule or .travrel
from December 2008 to the present;

j. Evidence of user aftribution showing who used or owned; the Device at the
time the items described in this warrant were created, ediiited, or deleted, such
as logs, phonebooks, address books, contact lists, saved ﬁsernames and
passwords, documents, and browsing history; and

k. Records evidencing the use of the Internet, including rec(?ers.of Internet
Protocol addresses used; l

2. Asused above, the terms “records” and “information” include a]i of the foregoing
items of evidenccrin whatever form and by whatever means thcy;‘:may have been 7
created or stored, including any form of computer or electronic siorage (such as flash

memory or other media that can store data) and any photo graphié form.
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UNITED STATES DISTRICT COURT

for the
Western Disirict of North Carolina

In the Matter of the Search of ‘ CE;W b bg 4 frie ape
{Briefly describe the property to be searched . . . "CLQOP}: of tha G’Pjgr',?nf
or identify the person by name and address) Case No. ’5 . |'b n ' 9 "l . U.Q;. M ri th

The Premises Located at |

, as described in Affidavit
and Attachment, incorporated herein.

SEARCH AND SEIZURE WARRANT

T

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the govemfnent requests the search
. of the following person or property located in the Western District of _ North Carolina

(identify the person or describe the property to be searched and give its location):
See Attachment A, which is incorporated fully herein.

The person or property to be searched, described above, is believed to conceal (idsntify the person or describe the

property to be seized).
See Attachment B, which is incorporated fully herein.

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property. ' '

YOU ARE COMMANDED to execute this warrant on or before . © April 17, 2013

. (not to exceed !4 days)
& in the daytime 6:00a.m, to 10 p.m. (1 at any time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken fo the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
Rabert J. Conrad, Jr. ‘

(name}

(3 1 find that immediate notification rriay have an adverse result listed in 18 U.S.C. §.2705 (except for delay
of trial}, and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
scarched or seized (check the appropriate box) (O for days (not to exceed 30). '

O until, the facts justifying, the later Speciﬁc‘;date of

Date and time issued; | 'j 2. [’ 53'_-|P pA

City and state:  Charlotte, North Carolina Robert J. Conrad, U.S. District Court Judge
. Printed name and title

Judge s signature
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Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

D3mp Y

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penally of perjury that this inventory is correct and was returned hlong with the original
warrant to the designated judge.

Date:

Executing officer's signature

Printed name and title
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