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EXECUTIVE SUMMARY

This Executive Summary summarizes the results of a follow-up review
by the Department of Justice (Department) Office of the Inspector General
(OIG) on the Federal Bureau of Investigation’s (FBI) use of national security
letters (NSL).! This review was initiated to evaluate the FBI’s
implementation of recommendations the OIG made in three prior reviews
concerning the FBI’s use of national security letters: A Review of the
Federal Bureau of Investigation’s Use of National Security Letters, issued in
March 2007; A Review of the FBI’s Use of National Security Letters:
Assessment of Corrective Actions and Examination of NSL Usage in 2006,
Issued in March 2008, and A Review of the Federal Bureau of Investigation’s
Use of Exigent Letters and Other Informal Requests for Telephone Records,
issued in January 2010.

In these three earlier reviews, the OIG found repeated instances of the
FBI’s misuse of NSL authorities during 2003 through 2006. We also
discovered the FBI’s practice of issuing exigent letters and using other
informal methods to obtain telephone records, instead of using NSLs or

1 The public version of this report contains redactions of information that the FBI
determined is classified, law enforcement sensitive, or “for official use only.”

In addition, the public version of this report contains several redactions of
information that the FBI asserted is protected by the attorney-client privilege, attorney
work-product doctrine, or deliberative process privilege. The classified version of this report
provided to the Director of National Intelligence, the President’s Intelligence Oversight
Board, and Congress also contains redactions based on the FBI’s assertion of the attorney-
client privilege and attorney work-product doctrine. We disagree with those FBI assertions
of attorney-client privilege, attorney work-product doctrine, and deliberative process
privilege that have the effect of redacting types of information that were not redacted in the
public and Congressional versions of our previous reports, such as guidance from FBI
Headquarters to FBI field offices about whether certain information received by the FBI in
response to an NSL may be kept and used by the FBI or whether the information is
unauthorized and must be handled accordingly, and the reasons underlying the FBI’s
decision to not report certain matters to the Intelligence Oversight Board, a component of
the President’s Intelligence Advisory Board within the Executive Office of the President
(PIAB).

Finally, during the sensitivity review of this report, the FBI provided a draft of the
report to the PIAB, which asserted that certain information regarding guidance the
Intelligence Oversight Board provided to the FBI on reporting intelligence oversight matters
is “for official use only.” We disagree with these markings, which have the effect of
redacting information that we believe is important to the public’s understanding of the
FBI’s compliance with NSL requirements. These markings have the further effect of
redacting information in the public version of this report that is the same as or
substantially similar to information that was included in the public versions of our previous
reports.
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other legal process. To address the findings in these reports, the OIG
recommended that the FBI and the Department take specific corrective
measures focused on creating new internal controls, providing guidance and
training to FBI personnel, establishing new record-keeping practices, and
conducting periodic reviews of NSL use. In addition, we recommended
corrective measures to ensure that FBI personnel no longer use exigent
letters or other informal methods to request and obtain telephone records,
and to improve compliance with the statutes, guidelines, regulations, and
policies governing the FBI’s authority to request and obtain such records.

In this follow-up review, the OIG examined three topic areas. First, we
assessed the current status of the FBI’s and the Department’s
implementation of the recommendations made in our prior NSL reports,
which covered the FBI’s use of NSLs during calendar years 2003 through
2006. Second, we examined the FBI’s use of NSLs during calendar years
2007, 2008, and 2009. This examination included an assessment of
whether corrective measures taken by the FBI and the Department in
response to the findings and recommendations of our first and second NSL
reports resulted in improved compliance with NSL requirements. Third, we
examined the current status of the FBI’s and the Department’s efforts to
implement the recommendations made in our prior Exigent Letters Report.

To conduct the review, we examined over 15,000 documents,
including internal policies and procedures, training materials, and guidance
memoranda the FBI implemented after our earlier reports; memoranda from
the FBI and the Department describing the status of their implementation of
our recommendations; the Department’s semiannual classified reports to
Congress covering the FBI’s use of NSLs in 2007 through 2011; documents
reflecting potential NSL-related intelligence violations that FBI personnel
self-reported to the FBI’s Office of the General Counsel (FBI OGC) in 2008
and 2009 as well as the findings of numerous internal compliance reviews
that the FBI and the NSD conducted during the same time period; and case
files from two FBI field divisions. We also received a demonstration of the
FBI’s new NSL data system, known as the NSL subsystem to the Foreign
Intelligence Surveillance Act Management System (NSL subsystem). We
interviewed over 75 FBI and Department employees, including officials from
the FBI OGC, Counterterrorism Division (CTD), and Inspection Division;
personnel in 2 FBI field divisions; and officials from the Department’s
National Security Division (NSD).

I. Current Status of Implementation of Recommendations Made in
the OIG’s First and Second NSL Reports

We found that the FBI and the Department have devoted considerable
resources toward implementing the recommendations made in our past

viii



reports and taking additional measures to improve the FBI’s compliance
with NSL requirements. In sum, we determined that the FBI and the
Department have fully implemented 23 of 28 recommendations from our
first and second NSL reports by creating new internal controls, providing
guidance and training to FBI personnel, establishing new record-keeping
practices, and conducting periodic reviews of NSL use.

We found that five recommendations require additional effort and
attention from the FBI. For example, we found that the FBI’s corrective
measures have not completely eliminated potential intelligence violations
resulting from typographical errors in the identification of a telephone
number, e-mail address, or social security number in an NSL. These
typographical errors cause the FBI to request and, in some instances
receive, the information of someone other than the intended target of the
NSL. We recommended that the FBI further reduce the risk of these
violations by taking additional steps to improve the accuracy of information
entered into the FBI’s NSL subsystem.

We further found that additional effort from the FBI remains
necessary to implement three recommendations we made in our previous
reports to improve the FBI’s record-keeping practices. To complete the
implementation of two recommendations, the FBI should provide additional
information and documents establishing that the FBI has considered, and
will consider in the future, the feasibility of electronic tagging as it adopts
new systems that process NSL-derived information. To fulfill the third
recommendation, the FBI should provide additional guidance to the field to
ensure that squad supervisors and agents verify adherence to NSL record-
keeping requirements during quarterly case file reviews. We will consider
whether to close these recommendations after the FBI provides additional
information or takes the additional steps described in more detail in
Chapter Two.

II. FBI’s Use of National Security Letters during Calendar Years
2007, 2008, and 2009

As described in Chapter Three, our review found that during 2007
through 2009 the FBI issued significantly fewer NSL requests than during
2003 through 2006. The factors that may have contributed to the decrease
in the FBI’s NSL use during 2007 through 2009 are not self-evident from
the data we reviewed, though a few people we interviewed at the FBI told us
that because of increased scrutiny on NSL use, agents employed alternative
investigative tools when possible. However, the Department’s semiannual
classified reports to Congress covering 2010 and 2011 indicate that the
FBI’s use of NSLs returned to historically typical numbers after 2009.



We found that the vast majority of NSL requests issued during 2007
through 2009 sought telephone and electronic records under Section 2709
of the Electronic Communication Privacy Act (ECPA). We also found that the
FBI issued a majority of its NSL requests in furtherance of counterterrorism
investigations and a significant number in furtherance of
counterintelligence investigations. Well more than half of the FBI’s NSL
requests in 2007 through 2009 were generated from investigations of U.S.
persons, indicating that the shift reported in our second NSL review toward
more NSL requests generated from investigations of U.S. persons as
compared to non-U.S. persons continued during this period.

With respect to the effectiveness of NSLs, our interviews of FBI
Headquarters officials and field personnel, as well as our examination of
case files and the FBI’s data on NSL usage, showed that the NSL continued
to be an important tool in the FBI’s national security investigations
conducted in 2007 through 2009. However, FBI personnel reported that
beginning in 2009, certain Internet providers refused to provide electronic
communication transactional records in response to ECPA NSLs. They
reported that this refusal marked a change from past practice and has had
a significant impact on the use and effectiveness of ECPA NSLs requestin
such records. Consequentl

Our compliance review of NSLs issued in 2008 and 2009 revealed that
the corrective measures taken by the FBI and the Department in response
to the findings and recommendations made in the OIG’s first and second
NSL reports resulted in substantial improvement in the FBI’s compliance
with NSL requirements. We believe that the substantial improvement is
largely attributable to the FBI’s implementation of the NSL subsystem. As
described in Chapter Four, we found that the new NSL subsystem reduces
opportunities for human error by including drop-down menus, limited
choices, and self-populated fields. In addition, the subsystem’s
incorporation of ordered tasks and automated notifications helps to ensure
that each NSL receives the required legal and supervisory review and
approval. We also found that the FBI’s mandatory training on NSL
requirements and IOB reporting and new policies and procedures also
contributed significantly to the FBI’s improved compliance.

We identified ongoing compliance challenges in certain areas and
made seven new recommendations to address those challenges. These new
recommendations are intended to help improve: (1) case agents’ adherence
to the FBI’s record-keeping practices; (2) their documentation of the
relevance of each NSL request to the underlying investigation; (3) their
identification of information received in response to an NSL that is beyond
the scope of the NSL request; and (4) the FBI’s substantial delays in



adjudicating potential intelligence violations, including those that require
reporting to the President’s Intelligence Oversight Board. The new
recommendations also seek to address unauthorized collections, described

in Chapter Four, involving
ﬁ received in response to NSLs under the ECPA and personal

consumer information received in response to NSLs under the Fair Credit
Reporting Act (FCRA).

In our review, we encountered other noteworthy issues related to the
FBI’s use of NSLs, which we describe in Chapter Five. These issues include
the scope of the term “toll billing records” in Section 2709 of the ECPA. We
found that the FBI obtains many types of information in response to NSL
requests for toll billing records, and it is unclear whether all of them fall
within the scope of Section 2709. In particular, we concluded that the
ECPA NSL statute does not clearly establish whether

B obt=incd by the FBI’s Telephonic Communications
Analysis Unit (TCAU) —
— fall within the

scope of toll billing records. Similarly, we concluded that although
telephone carriers sometimes provided a social security number or date of
birth in response to an NSL request for toll billing records, this information
is not specifically enumerated in Section 2709 among the categories of
information that the FBI may request or receive using an NSL.

To address these issues, we recommended that the Department revive
its effort to bring about a legislative amendment to Section 2709 that more
precisely defines the phrase “toll billing records.” We believe the legislative
proposal should clearly specify the categories of telephone and electronic
records that the Department seeks to have Congress define as falling within
the scope of ECPA Section 2709, in order to ensure that the FBI does not
seek or obtain information to which it is not authorized. Because a
legislative change may take time, we recommended that the Department
should simultaneously seek a legal opinion from the Office of Legal Counsel
as to whether the information described in Chapter Five and in the FBI’s
template attachment to ECPA NSLs falls within the scope of Section 2709.

We also identified an issue concerning the FBI’s practice of requesting
and receiving records “associated with” the records targeted in NSL
requests. We believe that the plain language of the ECPA requires the FBI
to first determine whether the records of a family member, business partner,
or other individual associated with the account of the telephone number
identified in an NSL are in fact relevant to a national security investigation
before seeking such records directly through the NSL. We therefore
recommended that the FBI take steps to ensure that FBI personnel do not
request or obtain “associated” records without a separate determination and
certification of relevance to an authorized national security investigation.
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In addition, we identified an issue concerning the FBI’s receipt of
information in response to an NSL request after the authorizing
investigation had closed or after the authority for the investigation had
expired. We recommended that the FBI consider implementing a policy that
would require agents, in consultation with OGC attorneys, to carefully
balance the privacy interests of the individual against the potential for
future investigative value before permitting the uploading into FBI
databases of NSL return data received after a case has closed or after the
authority for the investigation has expired.

III. Current Status of Implementation of Recommendations Made in
the OIG’s Exigent Letters Report

Finally, as described in Chapter Six, we found that the FBI and the
Department have fully implemented 8 of 13 recommendations we made in
our Exigent Letters Report to address the FBI’s past use of exigent letters
and other informal practices related to ECPA-protected telephone records.
Five recommendations require additional effort and attention from the FBI
or the Department. As to three of those recommendations, we found that
the FBI should take additional steps to enhance its training and guidance
on certain aspects of the ECPA.

In addition, we determined that the FBI should take further steﬁs to

address our recommendation concerning — of

. In our Exigent Letters Report, we found that the FBI

conducted
. Because of the significant

First Amendment interests implicated by such , as well as
operational considerations such as obtaining cooperation from the media
when necessary in future exceptional circumstances, we recommended that
the Department re-evaluate the policies governing the conduct of || R
h and consider under what circumstances FBI
personnel may conduct , including whether

approval by senior FBI officials at the level of an Assistant Director or higher
should be required for the conduct of such

Since that time, on July 12, 2013, the Department issued a report,
Report on Review of News Media Policies, which made revisions to the
Department’s policies regarding investigations that involve members of the

news media. Although this report did not specifically address |||
d, we believe the FBI should consult with the
Department to determine whether the recent policy changes warrant any
revisions to the DIOG’s procedures for conducting h of

members of the news media, including the approval level required before
such [ may be conducted.
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The remaining recommendation in our Exigent Letters Report that is
resolved but not closed concerns the FBI’s

Government may acquire:

The FBI reads

NSL

statute, the

The OIG’s concern about this potential use was based on the fact that
—. Since the issuance of the Exigent
Letters Report, the OIG has requested information from the FBI and the

Department about the FBI’s use of the . In June
2013, the Department informally told the OIG that the FBI

. On October

7, 2013, the Deiartment stated in writini to the OIG that the FBI r

Meanwhile, the FBI has stated that its current policy in the DIOG is
that the FBI may acquire telephone subscriber and transactional records as
provided in Sections 2701-2712 of the ECPA, the provisions that require a
government entity to obtain such records from a provider through legal
process, or voluntarily if a provider in good faith believes that emergency
circumstances warrant the disclosure. The FBI told the OIG that this policy

and those associated with
. The FBI also stated that

. However, we believe that FBI
policy should more clearly state that FBI personnel should use Sections

2701-2712 of the ECPA to obtain teleihone billing records for |
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We will consider whether to close these recommendations after the
FBI provides additional information or takes the additional steps described
in more detail in Chapter Six.

IV. Conclusion

In sum, our review found that the FBI and the Department have
devoted considerable resources toward implementing the recommendations
made in our past reports and taking additional measures to improve the
FBI’s compliance with NSL requirements. We found that the FBI fully
implemented 31 of 41 recommendations from our first and second NSL
reports and our Exigent Letters Report. Our review demonstrated that these
efforts have resulted in substantial improvement in the FBI’s compliance
with NSL authorities. We found that 10 recommendations from our prior
reports require additional information or attention, and we identify steps the
FBI and the Department should take to address them. In addition, because
we identified compliance challenges in certain areas, we made 10 new
recommendations to the FBI and the Department to further improve the use
and oversight of NSLs.
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CHAPTER ONE
INTRODUCTION

This report is a follow-up to the first and second reports of the
Department of Justice (Department) Office of the Inspector General (OIG) on
the Federal Bureau of Investigation’s (FBI) use of national security letters
(NSL) after the enactment of the USA Patriot Act (Patriot Act) in 2001.2 The
first and second reports fulfilled a requirement in the USA Patriot Act
Improvement and Reauthorization Act of 2005 (Patriot Reauthorization Act)
that directed the OIG to conduct reviews of the FBI’s use of NSLs for two
separate time periods.3 The OIG issued its first report in March 2007
covering calendar years 2003 through 2005, A Review of the Federal Bureau
of Investigation’s Use of National Security Letters, and its second report in
March 2008 covering calendar year 2006, A Review of the FBI’s Use of
National Security Letters: Assessment of Corrective Actions and Examination
of NSL Usage in 2006. In these reviews, the OIG found repeated instances of
the FBI’s misuse of NSL authorities during 2003 through 2006. We also
discovered the FBI’s practice of issuing exigent letters and using other

2 The public version of this report contains redactions of information that the FBI
determined is classified, law enforcement sensitive, or “for official use only.”

In addition, the public version of this report contains several redactions of
information that the FBI asserted is protected by the attorney-client privilege, attorney
work-product doctrine, or deliberative process privilege. The classified version of this report
provided to the Director of National Intelligence, the President’s Intelligence Oversight
Board, and Congress also contains redactions based on the FBI’s assertion of the attorney-
client privilege and attorney work-product doctrine. We disagree with those FBI assertions
of attorney-client privilege, attorney work-product doctrine, and deliberative process
privilege that have the effect of redacting types of information that were not redacted in the
public and Congressional versions of our previous reports, such as guidance from FBI
Headquarters to FBI field offices about whether certain information received by the FBI in
response to an NSL may be kept and used by the FBI or whether the information is
unauthorized and must be handled accordingly, and the reasons underlying the FBI’s
decision to not report certain matters to the Intelligence Oversight Board, a component of
the President’s Intelligence Advisory Board within the Executive Office of the President
(PIAB).

Finally, during the sensitivity review of this report, the FBI provided a draft of the
report to the PIAB, which asserted that certain information regarding guidance the
Intelligence Oversight Board provided to the FBI on reporting intelligence oversight matters
is “for official use only.” We disagree with these markings, which have the effect of
redacting information that we believe is important to the public’s understanding of the
FBI's compliance with NSL requirements. These markings have the further effect of
redacting information in the public version of this report that is the same as or
substantially similar to information that was included in the public versions of our previous
reports.

3 USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-177,
§ 119(a), 120 Stat. 192 (2006).



informal methods to obtain telephone records, instead of using NSLs or
other legal process, and issued a separate report in January 2010, A Review
of the Federal Bureau of Investigation’s Use of Exigent Letters and Other
Informal Requests for Telephone Records.

To address the findings in these reports, the OIG recommended that
the FBI and the Department take specific corrective measures focused on
creating new internal controls, providing guidance and training to FBI
personnel, establishing new record-keeping practices, and conducting
periodic reviews of NSL usage. In addition, we recommended corrective
measures to ensure that FBI personnel no longer use exigent letters or other
informal methods to request and obtain telephone records, and to improve
compliance with the statutes, guidelines, regulations, and policies governing
the FBI’s authority to request and obtain such records.

In this review, the OIG evaluated the FBI’s and the Department’s
implementation of the recommendations made in our previous reports. We
also examined the FBI’s use of NSLs during calendar years 2007, 2008, and
2009. A primary focus of this examination was to assess the FBI’s
compliance with NSL requirements set forth in the NSL statutes, Attorney
General Guidelines, and the FBI’s internal policies following the corrective
measures taken to address our previous findings.

The FBI’s Authority to Issue National Security Letters

In our first NSL report, we described the background of national
security letters and the four statutes authorizing the FBI to issue these
letters to obtain non-content telephone and electronic communication
records, financial records, and consumer credit information.# We briefly
summarize those statutes and their requirements below.

National security letters are written directives to produce records that
the FBI issues to third parties such as telephone companies, Internet
service providers, financial institutions, and consumer credit reporting
agencies. The Electronic Communications Privacy Act (ECPA), which
principally affords federal privacy protections to telephone and other
electronic communications, provides for the use of NSLs to obtain
subscriber information and non-content transactional records relating to
such communications in furtherance of national security investigations. 18
U.S.C. § 2709. The Right to Financial Privacy Act (RFPA), which affords
federal privacy protections to consumer financial records, provides for the
use of NSLs to obtain access to financial records in furtherance of national

4 NSL I Report, 7-21.



security investigations. 12 U.S.C. § 3414. The Fair Credit Reporting Act
(FCRA), which affords federal privacy protections to consumer information
maintained by consumer credit reporting agencies, provides for the use of
NSLs to obtain records relating to: (1) the identity of financial institutions
with which a consumer maintains accounts and certain consumer-
identifying information in furtherance of international terrorism
investigations and clandestine intelligence activities (“FCRAU”), and (2) full
consumer credit reports in furtherance of international terrorism
investigations (“FCRAv”). 15 U.S.C. §§ 1681u and 1681v.5

Although the wording in the different NSL statutes varies, the central
requirements are the same. First, each statute requires that the NSL
contain a written certification. The ECPA, RFPA, and FCRAu NSL statutes
require a certification that the requested records are relevant to or are being
sought for an authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that such an
investigation of a U.S. person is not conducted solely on the basis of
activities protected by the First Amendment of the U.S. Constitution.6 The
FCRAv NSL statute requires a certification that the information is necessary
for the investigation of, or intelligence or counterintelligence activity or
analysis related to, international terrorism.”

Second, the ECPA, RFPA, and FCRAu NSL statutes require that the
certification be signed by the FBI Director, or his designee in a position not
lower than a Deputy Assistant Director at FBI Headquarters or a Special
Agent in Charge of an FBI field division.8 The FCRAv NSL statute requires
that the certification be signed by a supervisory official designated by the
FBI Director.?

Third, each NSL statute has special certification and notification
requirements when the FBI invokes the statute’s non-disclosure provisions.
Each NSL statute permits the FBI Director, or the appropriate designee, to
prohibit the recipient of an NSL from disclosing to any person that the FBI
sought or obtained access to information under the NSL statute.l9 In order

5 The National Security Act, which provides for the use of NSLs to obtain financial,
consumer, and travel records of Executive Branch employees in furtherance of
investigations involving suspected disclosure of classified information, is generally not used
by the FBI and is not part of this review. 50 U.S.C. § 436.

6 18 U.S.C. § 2709(b), 12 U.S.C. § 3414(a)(5), 15 U.S.C. §§ 1681u(a) and (b).
7 15 U.S.C. § 1681v(a).
8 18 U.S.C. § 2709(b), 12 U.S.C. § 3414(a)(5), 15 U.S.C. §§ 1681u(a) and (b).
9 15 U.S.C. § 1681v(b).

10 18 U.S.C. § 2709(c), 12 U.S.C. § 3414(a)(5)(D), 15 U.S.C §§ 1681u(d) and
1681v(c).



to do so, the FBI Director or designee must certify in writing that such
disclosure may result in a danger to the national security of the United
States, interference with a criminal, counterterrorism, or counterintelligence
investigation, interference with diplomatic relations, or danger to the life or
physical safety of any person. In addition, the FBI must notify the NSL
recipient of its non-disclosure obligations, including that: (1) the receipt of
the NSL must remain confidential and cannot be disclosed except as
required to comply with the NSL or obtain legal advice from an attorney; (2)
if the recipient discloses the existence of the request to anyone (either to
comply with the request or to obtain legal advice from an attorney), they
must inform those individuals of the non-disclosure and confidentiality
requirements; and (3) upon request of the FBI Director or his designees, the
recipients must reveal the identities of the individuals to whom they
disclosed the existence of the NSLs.11

Fourth, the NSL statutes require that the Department submit
semiannual classified reports to Congress concerning all requests for
information made under each of the NSL provisions.!12

Finally, in addition to these requirements, the FBI’s use of the NSL
authorities, including the non-disclosure provisions, is now subject to
several provisions in the Patriot Reauthorization Act relating to judicial
review of NSLs. 18 U.S.C. § 3511.

In later chapters, we describe the statutory requirements for NSLs in
more detail, as well as other relevant authorities set forth in Attorney

11 Congress added these certification and notification requirements when it passed
the Patriot Reauthorization Act. As originally drafted, the NSL statutes automatically
imposed non-disclosure obligations on all NSL recipients, in perpetuity, without a
mechanism for judicial review, and did not specifically allow recipients to disclose
information as necessary to comply with the NSL request or to obtain legal advice from an
attorney. Pub. L. No. 99-508 (1986), Pub. L. No. 95-630 (1978), Pub. L. No. 104-93 (1996).
The non-disclosure provisions of the NSL statutes — both as originally drafted and as
modified by the Patriot Reauthorization Act — have provoked significant public controversy
and have been the subject of multiple judicial challenges. See Doev. Ashcroft, 334 F. Supp.
2d 471 (S.D.N.Y. 2004) (Doe 1), vacated and remanded by Doe v. Gonzales, 449 F.3d 415 (2d
Cir. 2006} and Doe v. Gonzales, 386 F. Supp. 2d 669 (D. Conn. 2005) (Doe II), dismissed as
moot, Doe v. Gonzales, 449 F.3d 415 (2d Cir. 2006); see also Doe v. Gonzales, 500 F. Supp.
2d 379 (S.D.N.Y. 2007) (after remand), affirmed in part and reversed in part, Doe v.
Mukasey, 549 F.3d 861 (2d Cir. 2008). Most recently, the district court for the Northern
District of California held the non-disclosure provisions in the ECPA NSL statute
unconstitutional under the First Amendment. In re National Security Letter, 930 F.
Supp.2d 1064 (N.D. Cal. 2013). The Department’s appeal of this ruling is currently
pending before the Ninth Circuit.

12 18 U.S.C. § 2709(e), 12 U.S.C. § 3414(a)(5)(C), 15 U.S.C. § 1681u(h), and 15
U.S.C. § 1681v(f).



General Guidelines, guidance from the President’s Intelligence Oversight
Board, and the FBI’s internal policies.

IL. Methodology of the OIG Review

In this follow-up review, the OIG examined three topic areas. First, we
assessed the status of the FBI’s and the Department’s implementation of the
recommendations made in our previous NSL reports concerning the FBI’s
use of NSLs during calendar years 2003 through 2006. To conduct this
portion of the review, we evaluated memoranda from the FBI and the
Department describing the status of the corrective measures they instituted
to improve the FBI’s compliance with law and policy governing the use of
NSLs. We also reviewed internal policies and procedures, training
materials, and guidance memoranda the FBI issued after our first and
second NSL reports; and the written report and proposed procedures issued
by a working group, known as the NSL Working Group, convened by the
Department’s Office of the Chief Privacy and Civil Liberties Officer and the
Civil Liberties Protection Officer of the Office of the Director of National
Intelligence. We received a demonstration of the FBI’s new NSL data
system, known as the NSL subsystem to the Foreign Intelligence
Surveillance Act Management System (NSL subsystem), described in more
detail in the next chapter. In addition, we interviewed officials from FBI
Headquarters, including the FBI’s Office of the General Counsel (FBI OGC),
Counterterrorism Division (CTD), and Inspection Division; and personnel in
two FBI field divisions. We also interviewed officials from the Department’s
National Security Division (NSD).

Second, we examined the FBI’s use of NSLs during calendar years
2007, 2008, and 2009 and the FBI’s compliance with NSL requirements in
2008 and 2009 following the corrective measures taken to address our
previous findings and recommendations. To evaluate the FBI’s use of this
tool during our review period, the OIG analyzed data contained in the
Department’s semiannual classified reports to Congress covering the FBI’s
use of NSLs in 2007 through 2009, as well as additional data derived from
the FBI’s new NSL subsystem. We also interviewed the FBI officials
responsible for supervising and maintaining the NSL subsystem, and we
interviewed personnel in two field divisions regarding the usefulness of the
NSL as an investigative tool. To conduct the compliance portion of this OIG
review, we analyzed the potential intelligence violations arising from the
FBI’s use of national security letters that FBI personnel self-reported to the
FBI OGC in 2008 and 2009. We also examined the findings of numerous
internal compliance reviews that the FBI and the NSD conducted during the
same time period. As an additional measure of the FBI’s compliance, we
examined a judgmental sample of NSLs issued in 2008 and 2009 from two
FBI field divisions, Boston and San Francisco. We also reviewed documents



provided by the FBI and the Department and interviewed officials from the
FBI OGC, CTD, and Inspection Division, personnel in the two field divisions,
and officials from the NSD.

The compliance review we conducted in the Boston and San Francisco
Field Divisions included OIG investigators examining the records the FBI
received in response to the NSLs in the judgmental sample to determine
whether the FBI received information that was not requested or information
that the FBI was not authorized to receive under the applicable authority.
When OIG investigators from Washington, D.C., arrived at the FBI’s San
Francisco Field Division to begin reviewing investigative files, they were
informed that they would not be permitted to review 12 credit reports the
FBI received in a counterintelligence investigation in response to NSLs the
FBI issued pursuant to Section 1681u of the FCRA because the FBI
contended that Section 1681u(f) prevented the FBI from providing the OIG
with access to those records. We were informed that the field division took
this position based on guidance received from the FBI Office of General
Counsel. As a consequence, the OIG’s NSL team was initially prevented
from reviewing 12 NSL returns containing credit report information the FBI
obtained pursuant to Section 1681u and the integrity of the OIG’s
compliance review was put at risk. The OIG immediately notified the Office
of the Deputy Attorney General of its objection to the FBI’s position in light
of the access provision in the Inspector General Act, and asked the Deputy
Attorney General to direct the FBI to produce the credit report information
to the OIG. The OIG was granted access to the material on the final day of
its San Francisco site visit, but only after the Deputy Attorney General sent
a letter to the FBI General Counsel and then-Acting Inspector General
Cynthia Schnedar informing them that he had determined that disclosing
the reports to the OIG in connection with the NSL review would be permitted
pursuant to Section 1681u(f) because the Deputy Attorney General had
determined that disclosure “was necessary to [his] informed decision-
making regarding the approval and conduct of future foreign intelligence
investigations.”

The third topic area we examined was the FBI and the Department’s
efforts to implement the recommendations made in our Exigent Letters
Report. To conduct this portion of the review, we examined relevant
documents, including memoranda from the FBI and the Department
describing the status of the corrective actions; documents from the FBI’s
Office of Professional Responsibility (OPR); and internal policies and
procedures, training materials, and guidance memoranda the FBI issued
after the OIG learned during our first NSL review of the FBI’s practice of
using exigent letters and other informal methods to obtain telephone
records. We also interviewed FBI officials in the FBI OGC and Department
officials from the NSD.



In sum, our review included interviews of over 75 FBI and Department
employees and a review of over 15,000 documents.

III. Organization of this Report

This report is divided into seven chapters. Following this
introduction, Chapter Two provides an overview of our previous findings and
recommendations in our first and second NSL reports and assess the
current status of the FBI’s and the Department’s efforts to address them.

Chapter Three describes the FBI’s use of national security letters
during calendar years 2007, 2008, and 2009. We present the FBI’s data on
NSL use and discuss the trends in the data from 2007 through 2009 and
from 2003 through 2009. We also describe the usefulness of NSLs as an
investigative tool and discuss a recent change in NSL use concerning
electronic communication transactional records.

Chapter Four presents our findings regarding the FBI’s compliance
with NSL requirements set forth in the NSL statutes, Attorney General
Guidelines, and the FBI’s internal policies. We focused the compliance
portion of our review on NSLs issued between January 1, 2008, and
December 31, 2009, after the FBI’s implementation of the NSL subsystem,
described in Chapter Two, to generate and track NSL-related documents.

Chapter Five describes other noteworthy issues related to the FBI’s
use of national security letters that we encountered during our review.

Chapter Six provides an overview of our previous findings and
recommendations in our Exigent Letters Report and describes and analyzes
the FBI and the Department’s implementation of the recommendations we
made to address those findings.

Chapter Seven contains our conclusions and recommendations.
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CHAPTER TWO
STATUS OF THE FBI’'S AND THE DEPARTMENT’S
CORRECTIVE ACTIONS IN RESPONSE TO THE OIG’S FIRST
AND SECOND NSL REPORTS

In our first NSL review we found widespread instances of the FBI’s
misuse of national security letters during 2003 through 2005.13 We
concluded that the widespread misuse was not the product of deliberate or
intentional violations of law or policy but was instead due largely to
inadequate guidance, training, and oversight regarding the use of these
authorities. In addition, we discovered the FBI’s practice of issuing exigent
letters to obtain telephone records from three electronic communications
service providers instead of using NSLs or other legal process. We
concluded that this practice circumvented the requirements of the ECPA
and violated the Attorney General’s Guidelines and internal FBI policy. To
address our findings, we made 11 recommendations to the FBI. In a letter
to the Inspector General dated March 6, 2007, the Director of the FBI stated
that the FBI agreed with all of the recommendations and would implement,
and in some instances had already begun to implement, the recommended
reforms.

In our second NSL review, we concluded that the FBI and the
Department had made significant progress in implementing the
recommendations contained in our first NSL report and in adopting other
corrective measures to improve compliance.l4 We nevertheless found that
additional work was needed to adequately address the problems and issues
identified in our first and second reviews. Accordingly, we made 17 new
recommendations to the FBI and the Department. In a letter to the
Inspector General dated February 28, 2008, the Director of the FBI stated
that the FBI agreed with all of the recommendations and had begun
implementing them.

In this chapter, we describe the progress the FBI and the Department
have made in implementing our recommendations since our second NSL
report in March 2008. In Section I, we provide an overview of our previous
findings and the corrective measures taken by the FBI and the Department
in response to our prior reports. In Section II, we describe our specific
recommendations and assess the current status of the FBI’s and the

13 NSL I Report, 67-108, 125-127.
14 NSL II Report, 72-74, 160-64.



Department’s efforts to implement them. In Section III, we set forth our
conclusions and make further recommendations.

I. Overview of the OIG’s Previous Findings and the FBI’s and the
Department’s Corrective Measures

During our first NSL review, we found that the FBI’s use of NSLs had
grown dramatically following the enactment of the Patriot Act in October
2001.15 We found that despite the increased reliance upon this important
investigative tool, the FBI failed to provide clear guidance on the
requirements and procedures for issuing NSLs to FBI personnel who
conduct or provide operational support to national security investigations.
We identified instances of improper or illegal use of NSL authorities and
repeated failures to comply with internal FBI policies designed to ensure
appropriate supervisory review of NSL use.16

The instances we identified of improper or illegal use of NSL
authorities by field office personnel between 2003 through 2005 included:

¢ The issuance of NSL requests without proper authorization,
caused by the failure to obtain the necessary approval from the
Special Agent In Charge (SAC) or other authorized SES official
or the failure to obtain required approval to extend the
predicating investigation;

o The issuance of NSL requests seeking information outside the
permissible scope of the NSL statute, including NSLs issued
pursuant to the ECPA that sought prohibited content
information and NSLs issued pursuant to Section 1681v of the
FCRA that improperly sought full credit reports in
counterintelligence cases;17

15 NSL I Report, 121.
16 NSL I Report, 67-108, 121-25.

17 The original FCRA NSL statute, codified at 18 U.S.C. § 1681u, authorizes access
in counterterrorism and counterintelligence investigations to consumer credit information
limited to financial institution information and consumer identifying information. As part
of the Patriot Act legislation, Congress enacted a new NSL authority in Section 1681v of the
FCRA permitting the FBI to use national security letters to obtain full consumer credit
reports in international terrorism investigations. This authority is limited to cases with a
nexus to international terrorism. Section 1681v provides no authority to seek or obtain full
credit reports in counterintelligence cases that have no nexus to international terrorism.
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e The issuance of NSL requests relying upon the wrong statutory
authority or failing to include the certification required by the
applicable statute;18

e The issuance of NSL requests for the records of the wrong
person caused by a typographical error in name, telephone
number, account number, or other identifier in the NSL; and

e The receipt by the FBI of unauthorized information in response
to an NSL, caused by a third party provider’s error.19

In our first NSL review, we found one or more of these improper or illegal
uses of NSL authorities in 22 percent of the case files we examined during
our field visits. These matters should have been identified by the FBI and
reported to the Intelligence Oversight Board (IOB) as potential intelligence
violations but were not.20

In addition to these improper or illegal uses of NSL authority by field
personnel, we found improper use of NSL authorities by units within the
CTD at FBI Headquarters.2! We determined that the FBI circumvented the
requirements of the ECPA NSL statute by issuing so-called “exigent” letters
to obtain telephone toll billing records and subscriber information from
three telephone companies embedded within an operational support unit in
CTD. We also determined that on 2 occasions CTD issued over 300 NSLs
exclusively from so-called “control” files rather than investigative files in
violation of FBI policy. We found that the use of “control files” rather than
investigative files made it difficult or impossible to determine whether the

18 Each NSL statute requires a specific written certification by the FBI Director or
his designee. The certification, which is worded differently in each statute, confirms that
the requirements of the applicable NSL statute have been met. In our first and second NSL
reviews, we found instances where the FBI issued an NSL containing the wrong
certification, such as an NSL requesting financial records pursuant to the RFPA NSL
statute containing the certification required by the ECPA NSL statute.

19 This report uses the term “unauthorized information” to describe information the
FBI obtained from a third party provider that the provider was prohibited by statute to
disclose to the FBI. This report uses the term “overcollection” to describe information
obtained from a third party provider that is beyond the scope of an NSL request and the
term “unauthorized collection” to describe overcollections that contain unauthorized
information. Documents produced to the OIG in this review show that the FBI and the
Department have most often used the term “overproduction” to describe overcollections and
unauthorized collections. For consistency and clarity, in this report we use the terms
“overcollection” and “unauthorized collection” rather than “overproduction.”

20 NSL I Report, 79-85. We describe the requirements and process for reporting
possible intelligence violations to the IOB in Chapter Four.

21 NSL I Report, 87-104.
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NSL requests were tied to investigations that had the required evidentiary
predicate for issuing NSLs.22

In 60 percent of the case files we examined, we found one or more
failures to adhere to internal FBI policy regarding the documentation
necessary for approval of NSLs.23 These failures included:

e Electronic communications setting forth the basis and approval
for the NSL request (approval ECs) that were not reviewed and
initialed by one or more of the required field supervisors or
Chief Division Counsel (CDC);

e NSL approval ECs that did not contain all of the required
information; and

e NSLs that did not contain the certifications or other information
required by the authorizing statutes.

While they did not rise to the level of potential intelligence violations, these
compliance failures were violations of the FBI’s internal control policies
established to ensure the proper review, use, and tracking of NSLs.

Finally, we found that the electronic database used by the FBI OGC
(OGC database) to track the FBI’s use of NSLs and collect the NSL data
necessary for congressional reporting was inaccurate and did not include
information on all the NSL requests issued by the FBI.24

Accordingly, in our first NSL report, we made a total of 11
recommendations to the FBI to help improve its use and oversight of NSLs.25
These recommendations focused on creating new internal controls,
providing guidance and training to FBI personnel, establishing new record-
keeping practices, and conducting periodic reviews of NSL usage. In
response, the FBI and the Department took significant steps to address our
recommendations and implemented additional corrective measures to
improve NSL compliance and better track the FBI’s use of NSLs. Our
second NSL report described the actions taken by the FBI and the
Department, which most notably included:

e The FBI Inspection Division conducted a large internal review,
which included: (1) a random sample of 10 percent of the NSLs

22 A “control file” is a term used by the FBI to describe an administrative or non-
investigative file.

23 NSL I Report, 104-08.
24 NSL I Report, 31-36, 119-20.
25 NSLI Report, 111-12, 126-27.
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issued from the field during 2003 through 2006; (2) a random
sample of 10 percent of the NSLs issued from FBI Headquarters
during 2003 through 2006; and (3) a review of 100 percent of
NSLs issued in counterintelligence cases pursuant to the FCRA
during 2002 through 2006. The FBI’s review confirmed the
OIG’s findings of widespread misuse of national security
letters.26

The FBI OGC issued a policy in March 2007 mandating that
field offices conduct monthly counts of NSLs issued by their
offices in order to reconcile NSL data contained in the OGC
database. In April 2007, personnel in the FBI OGC instituted a
process for comparing these monthly NSL counts to data in the
OGC database to check for inaccuracies in the database.2?

Based on the OIG’s findings, the FBI OGC issued additional
guidance regarding the use of NSLs. Among other things, the
new guidance directed FBI case agents to review records
produced in response to NSLs prior to uploading the records
into FBI databases to ensure that they correspond to requests
in the NSLs and do not contain an overcollection. The guidance
also prohibited the use of exigent letters; reiterated the
distinctions between the NSL authorities in the FCRA; clarified
the role of CDCs in conducting independent reviews of NSLs;
and described procedures for redacting information received in
response to but beyond the scope of NSLs, in order to prevent
unauthorized dissemination. In June 2007, the FBI OGC
issued a comprehensive 24-page memorandum setting forth FBI
policy and guidance on the use of NSLs and NSL-derived
information (Comprehensive NSL Guidance EC).28

The FBI created a webpage on the FBI OGC’s National Security
Law Branch (NSLB) intranet site devoted to posting NSL-related
guidance and information, including model approval ECs and
NSLs.29

The FBI OGC developed a new training module on NSLs
incorporating the findings of the OIG’s first NSL review, and
conducted mandatory training in the field and at FBI

26

27

NSL II Report, 75-103.
NSL II Report, 20-21.

28 NSL II Report, 17.

29

NSL II Report, 38-39.
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Headquarters for the Counterterrorism, Counterintelligence,
and Cyber Divisions.30

The FBI developed a new NSL data system to facilitate the
issuance and tracking of NSLs. This new system, known as the
NSL subsystem to the Foreign Intelligence Surveillance Act
(FISA) Management System, is a web-based workflow that
automates the generation and approval process for NSLs, as
well as the collection of the data necessary for congressional
reporting.31

The FBI created a new Office of Integrity and Compliance (OIC)
that reports to the Deputy Director. The mission of the OIC is
to oversee a program that identifies compliance risks within FBI
operations, develops compliance standards and training
programs, and ensures that FBI activities are conducted in a
manner consistent with laws, regulations, and policies.32

The Department implemented national security reviews (NSR), a
new compliance program for national security investigations in
which teams of attorneys from the NSD and the NSLB review
FBI case files for compliance with the requirements for the
initiation, extension, and conversion of national security
investigations, the issuance of NSLs and the handling of return
data, and the reporting of violations to the IOB.

The Department’s Office of the Chief Privacy and Civil Liberties
Officer and the Civil Liberties Protection Officer of the Office of
the Director of National Intelligence (ODNI) convened a working
group, known as the NSL Working Group, to examine how NSL-
derived information is used and retained by the FBI.

In our second NSL report, we concluded that the FBI and the
Department had made significant progress in implementing the
recommendations in our first NSL report and in adopting other corrective
actions to address problems we and the FBI identified in the use of NSLs.33
We also found that the FBI had devoted significant energy, time, and

30 NSL II Report, 39-40.
31 NSL II Report, 21.

32 The OIC and the program it manages is described in more detail in the OIG’s
report, Federal Bureau of Investigation’s Integrity and Compliance Program (November
2011), available at http:/ /www.justice.gov/oig/reports/2011/e1201.pdf. In that report, we
concluded that the FBI's OIC program had begun to reduce the FBI’s risk of legal non-
compliance in certain areas and had the potential to further reduce compliance risk
through full implementation of its comprehensive mitigation plans.

33 NSL II Report, 72-73.
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resources toward ensuring that its field managers and agents understand
the seriousness of the FBI’s shortcomings in its use of NSLs and their
responsibility for correcting these deficiencies.

However, because only one year had passed since our first NSL report,
and some corrective measures had not been fully implemented, we stated in
our second report that it was too early to definitely state whether the new
systems and controls developed by the FBI and the Department had fully
eliminated the problems with the use of NSLs that we identified.34
Moreover, our second NSL report identified additional issues and made 17
new recommendations. These new recommendations were designed to focus
the FBI and the Department’s attention on ensuring the accuracy of
information entered into the NSL subsystem; reinforcing NSL training and
guidance, particularly with respect to FCRA NSLs; expanding periodic
reviews, inspections, and oversight of the FBI’s use of NSLs; and
reexamining the FBI’s policies on the retention and dissemination of NSL-
derived information.

In Section II below, we provide updated information on the status of
the FBI’s implementation of the recommendations in our first and second
NSL reports. Among the key measures taken by the FBI since the issuance
of our second NSL report, the FBI:

e completed an audit of the OGC database and, in April 2010,
submitted revised semiannual classified reports to Congress on
the FBI’s use of NSL authorities;

o fully implemented the NSL subsystem in all field divisions and
FBI Headquarters and retired the OGC database;

e completed mandatory training in 2008 on NSL requirements
and the NSL subsystem;

¢ issued the Domestic Investigations and Operations Guide
(DIOG) in December 2008 and a revised DIOG in October 2011,
which, among other things, incorporates and consolidates FBI
policy and guidance on the use of NSLs and NSL-derived

information,;

e updated its IOB policy, which is available on the NSLB’s
intranet site, and completed mandatory training in 2008 and
2009 on the identification and reporting of potential IOB
violations;

34 NSL II Report, 161-63.
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¢ conducted five internal compliance reviews of NSLs issued in
2008, 2009, 2010, 2011, and 2012; and

e conducted with NSD one or more NSRs of each FBI field
division.

We concluded that these corrective measures, as well as other
measures described below, demonstrate that the FBI and the Department
have devoted considerable resources toward implementing the
recommendations made in our first and second NSL reports. In sum, we
determined in this review that the FBI and the Department have fully
implemented 23 of the 28 recommendations, collectively, by creating new
internal controls, providing guidance and training to FBI personnel,
establishing new record-keeping practices, and conducting periodic reviews
of NSL usage. We believe that the implementation of these
recommendations has contributed to the substantial improvement in NSL
compliance that we describe in Chapter Four, and we consider these
recommendations closed.

With respect to the remaining five recommendations, we concluded
that the actions taken in response to the recommendations address but do
not fully implement them, and thus that the recommendations are resolved
but not closed. Once the FBI takes additional action or provides additional
information, we will consider whether to close these recommendations.

II. Status of the FBI’s and the Department’s Implementation of the
OIG’s Recommendations

In this section, we organize our past recommendations into four broad
categories: (1) internal controls, (2) guidance and training, (3) record-
keeping, and (4) oversight. Within each category, we summarize each OIG
recommendation and the corresponding response, and then provide the
OIG’s analysis. Where the FBI or Department has taken specific action on a
recommendation that fully addresses the issue(s) the OIG identified, we
consider the recommendation “closed.” Where the FBI or the Department
has taken specific action on a recommendation but we request additional
action or information to address the issue(s) the OIG identified, we consider
the recommendation “resolved” but not yet closed. Upon completion of the
requested action or receipt of the requested information, we will consider
whether to close the recommendation.

A. Internal Controls

Four recommendations in the OIG’s first and second NSL reports were
intended to improve the internal controls governing the creation and
issuance of NSL requests to ensure that the requests meet NSL
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requirements. As we discuss in detail below, we concluded that the FBI has
fully implemented three of these recommendations, which we consider
closed. One recommendation is resolved but remains open so that the FBI
may consider an upgrade to the NSL subsystem to further address the
recommendation.

Recommendation 8 (NSL I)
Status: Closed

OIG Recommendation: Given the widespread misuse of NSL
authorities found during our first NSL review, we recommended that the FBI
take steps to ensure that the FBI makes requests for information in
accordance with the requirements of national security letter authorities.

Because some corrective measures taken by the FBI in response to
the OIG’s findings had not been fully implemented when we issued our
second NSL report, this recommendation remained open after the OIG’s
second NSL report to give the FBI and the Department additional time to
correct the problems we identified.

FBI Response: As described in Section I above, the FBI has taken
several steps to improve the FBI’s compliance with NSL authorities. Most
importantly, the FBI: (1) developed and consolidated NSL policy and
guidance in the Comprehensive NSL Guidance EC and the DIOG; (2)
provided mandatory training to NSL users and approvers that explains and
emphasizes this policy and guidance; (3) developed and implemented the
NSL subsystem; and (4) conducted periodic inspections of NSL use through
the FBI Inspection Division’s NSL reviews and participated in the NSRs
conducted jointly by the FBI and the NSD.

The NSL subsystem, in particular, significantly changed the FBI’s
work process for the creation and approval of NSLs. The NSL subsystem
became fully operational on January 1, 2008, and, with limited exceptions,
the FBI mandated that all Headquarters components and field offices use
the subsystem to generate NSL requests.35

35 The DIOG currently authorizes to the mandatory subsystem
requirement: (1

(Cont’d.)
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The NSL subsystem is a computer program developed by the FBI to
automate the creation and approval process for NSLs while simultaneously
collecting the NSL data necessary for congressional reporting. When an
authorized user, usually a case agent, initiates a new NSL request in the
subsystem, the system prompts the user to complete all tasks necessary for
the approval EC and the NSL. These tasks include specifying:

(3) ISR
(4) —
) —

(7) I

(9)

;36 and

36 Each NSL statute requires that NSLs issued pursuant to that statute contain a
written certification by the FBI Director or his designee that the requirements specified in
the statute for compelling disclosure have been met. Each NSL statute also authorizes the
FBI to impose non-disclosure obligations on the recipient of the NSL upon certification by
the FBI Director or his designee that a specified harm may arise in the underlying
investigation if disclosure of the NSL request occurs. When the FBI imposes non-disclosure
obligations, the letter must notify the recipient of his non-disclosure obligations and, as of
February 2009, his right to challenge the FBI’s imposition of the non-disclosure
requirement.
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(1) |

The subsystem does not permit the case agent to move on to the next
ordered task until the previous task has been completed.

Once the case agent completes all tasks, the subsystem prompts the
agent to certify that the information sought is relevant to an authorized
counterterrorism or counterintelligence investigation, that the authorization
dates of the preliminary or full investigation have been correctly entered in
the subsystem, and that the information in the NSL request is factually
accurate.

The next several ordered tasks involve the review and approval of the
NSL request by a Supervisory Special Agent (SSA) and an attorney (either
division counsel in the field division or an NSLB attorney at FBI
Headquarters), before final approval by an SAC or an Assistant Special
Agent in Charge (ASAC) with final approval authority. The subsystem
automates the approval process by sending an e-mail notification to the
user responsible for completing the next approval.

Once final approval is granted, the subsystem generates the NSL with
the information required by the relevant statute. The SAC or ASAC is
responsible for signing the letter and forwarding the signed letter to the case
agent who completes delivery of the NSL to the provider.

In addition to the features described above, the NSL subsystem is
programmed to control for certain potential mistakes in the NSL process.
For example, the subsystem is programmed to reject a control file number
as the investigation case file number, and it will not accept a preliminary
investigation with expired authorization dates. Moreover, many tasks in the
subsystem include self-populated fields or provide drop-down menus or
specific options for the case agent to choose from when completing a given
task. These features are designed to ensure that, among other things, the
FBI does not seek information not authorized by the statutory provision
relied upon in the NSL. For example, a request for a full credit report under
FRCAVv is not an available option in a counterintelligence investigation. The
subsystem is designed to recognize from the case file number entered into
the system whether the case is a counterterrorism, counterintelligence, or
cyber investigation and to filter the list of available NSL types to only those
types permitted for that kind of investigation.

Because the circumstances of each investigation are unique, the NSL
subsystem requires that the case agent describe the justifications for the
investigation and the NSL request in free-text form. Drop-down menus,
self-populated fields, and model language are not provided. Instead, the
DIOG provides guidance regarding the justifications required for the
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different types of NSLs. In addition, the NSL approvers review the stated
justification and certify whether it is proper.

With respect to the non-disclosure provisions, the subsystem will
prompt the case agent to choose whether to invoke the non-disclosure
provisions and, if invoked, to either choose from a list of justifications (the
same list of justifications explained in the DIOG) or to describe the
justification in free-text form. If the NSL includes the non-disclosure
provision, the letter will include a template paragraph describing the
company’s right to challenge the non-disclosure in district court. The FBI
added this paragraph to its NSLs in February 2009 in response to John Doe,
Inc. v. Mukasey, 549 F.3d 861 (2d Cir. 2008).37

Finally, the FBI recently updated its mandatory training courses on
NSL requirements and the NSL subsystem. The FBI has stated an intention
to require all NSL users to complete the updated training and thereafter
retake the training every two years.

OIG Analysis: The FBI has taken appropriate steps to improve
compliance with national security letter requirements. As we describe in
more detail in Chapter Four, the corrective measures taken by the FBI and
the Department in response to the findings in the OIG’s first and second
NSL reports have had a meaningful impact on the FBI’s use of NSL
authorities.

We found that the FBI’s implementation of the NSL subsystem
deserves much of the credit for the improvement demonstrated in 2008 and
2009. The NSL subsystem reduces opportunities for human error with
drop-down menus, limited choices, and self-populated fields, and ordered
tasks and automated notifications ensure that each NSL receives the
required legal and supervisory review and approval.

37 In Doe v. Mukasey, the plaintiffs challenged the constitutionality of the non-
disclosure provisions of the NSL statutes, including new provisions passed in 2006
pertaining to judicial review. The Second Circuit held, among other things, that the non-
disclosure provisions were unconstitutional to the extent they imposed a non-disclosure
requirement upon an NSL recipient without placing the burden of initiating judicial review
of the non-disclosure provisions upon the government. The court further held that in the
absence of new legislation placing this burden on the government, the government could
assume the burden on its own and adopt a “reciprocal notice procedure.” Under this
procedure, the government would be obligated to notify the NSL recipient of its opportunity
to contest the non-disclosure requirement in the NSL and of its obligation to provide the
government with prompt notice in the event it wishes to do so. Upon receiving notice of an
NSL recipient’s intent to contest the non-disclosure requirement, the government would
then initiate litigation to enforce the non-disclosure provisions in the letter. See 549 F.3d
at 883. As of this report, Congress has not enacted new legislation placing the burden of
initiating judicial review upon the government.
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At the same time, the NSL subsystem cannot eliminate FBI errors
completely as it relies upon the careful entry of information provided by case
agents and other FBI personnel with knowledge of the case file and NSL
requirements. For this reason, we believe the FBI’s mandatory training on
NSL requirements and IOB reporting and the policies and procedures in the
Comprehensive NSL Guidance EC and the DIOG, which have been
explained and emphasized in the FBI’s mandatory training, deserve
considerable credit for the FBI’s improved compliance described in Chapter
Four. Finally, periodic inspections of NSL use and refresher training should
help ensure that NSL users and approvers remain vigilant in their attention
to NSL authorities and procedures and help to identify new or recurring
compliance issues that can form the basis for additional guidance and
compliance measures.

We therefore consider this recommendation closed. Although we
identify later in this report certain issues that require additional information
or improvement, we address those issues in other recommendations below
and in new recommendations described in Chapters Four and Five.

Recommendation 3 (NSL II)
Status: Resolved

OIG Recommendation: In our first NSL review, we determined that
the majority of the NSL-related potential intelligence violations in 2003
through 2005 resulted from FBI errors.38 These errors included, among
other things, the FBI issuing NSL requests containing a typographical error
in the telephone number or e-mail address of the NSL target. The FBI
commonly refers to this type of error as a “substantive” typographical error
because the mistake in the telephone number, e-mail address, or other
identifying information in the NSL substantively changes the target of the
request from what was intended to an individual or account unrelated to the
investigation.

In our second NSL report, we summarized the findings of the FBI’s
2007 Field Review of NSLs and the findings of the first national security
reviews conducted by NSD and FBI personnel in 2007.39 We described how
the findings were generally consistent with those identified in our first NSL
report, including those regarding NSL requests containing substantive
typographical errors. We also stated our expectation that the FBI’s
corrective measures in response to the findings of our first NSL review,
namely the implementation of the NSL subsystem and the use of model NSL
approval ECs and letters, would help reduce typographical and other data

38 NSL I Report, 71-86.
3 NSL II Report, 61-62, 81-85.
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entry errors. However, we also noted that case agents and supervisors
should still verify that the information relied upon in approval ECs and
NSLs is accurately entered. Accordingly, we recommended in our second
NSL report that the FBI implement measures to ensure that case agents or
their supervisors verify that the identifying information contained in the NSL
matches the identifying information contained in the source document in
the case file.

FBI Response: The FBI responded that this recommendation has
been addressed through training and the NSL subsystem. According to the
FBI, it continues to train and advise its employees regarding their duty to
accurately prepare NSLs and to verify critical data against authoritative
documents to avoid clerical errors. A guidance document on the NSLB’s
intranet website entitled NSL Review Checklist reminds NSL drafters that
typographical errors in NSL documents can lead to the collection of
information not relevant to an investigation and further reminds them that
they should double-check the accuracy of the information requested in the

NSL.

With respect to the NSL subsystem, the FBI highlighted two features
of the subsystem that it believes address this recommendation. The first is
that the subsystem prompts the case agent generating the NSL to verify that
the information in the request is factually accurate before the NSL may be
approved. The second is that the NSL subsystem requires the case agent to
enter the target’s identifying information into the database only once, and
then the subsystem populates that information into the NSL and approval
EC from that same data entry point to ensure that the information is
consistent.

OIG Analysis: As we describe in more detail in Chapter Four, the
findings of our compliance review and the compliance reviews conducted by
the FBI’s Inspection Division and by the Department’s NSRs of NSLs issued
in 2008 and 2009 support the conclusion that the NSL subsystem has
reduced human error in the creation of NSL requests. At the same time, the
NSL subsystem cannot eliminate FBI errors completely and instead must
rely upon the careful entry of accurate information.

We found during our compliance review described in Chapter Four
that 21 of the 112 post-subsystem potential intelligence violations reported
to the FBI OGC in 2008 and 2009 involved a substantive typographical error
in an NSL caused by mistakes in the identification of a telephone number,
e-mail address, or social security number for the target of the NSL. Most of
these errors could have been prevented had the case agent generating the
NSL carefully verified the telephone number, e-mail address, or social
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security number using the relevant source documents in the case file.#0 To
encourage this practice, we believe the certification requirement in the NSL
subsystem should require the case agent to attest not only that the
information contained in the request is factually accurate, but also that the
information identifying the target (for example, telephone number, e-mail or
IP address, social security number, or bank account number) has been
verified with source documents in the case file.

In addition, although the entry of a target’s identifying information
into the NSL subsystem only once may help ensure consistency, it also
perpetuates any data entry errors. For example, when the user makes a
typographical error in the NSL target’s telephone number, e-mail address, or
social security number, the subsystem repeats that error as it populates the
NSL and the approval EC with the same information. While many of these
substantive typographical errors may be identified and corrected during the
review and approval process, the potential IOB violations described in
Chapter Four demonstrate that this is not always the case. Therefore, to
further reduce substantive typographical errors, we believe the FBI should
consider the efficacy of an upgrade that would require the user to enter the
target’s identifying information into the subsystem twice and not accept the
information when the entries do not match.

Accordingly, we consider this recommendation resolved but not yet
closed in order to give the FBI the opportunity to consider these upgrades or
modifications of the NSL subsystem.

Recommendation 7 (NSL I)
Status: Closed

OIG Recommendation: During our first NSL review, we discovered the
FBI’s practice of issuing exigent letters to obtain telephone records from
three electronic communications service providers instead of using NSLs or
other legal process as required by the ECPA.4! These exigent letters
requested telephone records based on alleged “exigent circumstances,”
which in many cases did not exist and inaccurately stated that grand jury
subpoenas or other legal process had already been sought for the records.

40 In a few instances, the substantive typographical error appeared in the relevant
source document that the case agent who initiated the NSL request relied upon.

41 NSL I Report, 87-98. In our Exigent Letters Report issued in January 2010, we
examined the use of exigent letters in depth. The report detailed how the FBI’s practice of
using exigent letters evolved, how widespread it became, and the management failures that
allowed it to occur. The report also identified other informal methods used by the FBI to
obtain telephone records without appropriate legal process and made additional
recommendations to address the findings. We describe and analyze the status of those
recommendations in Chapter Six of this report.
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In some instances, there was no pending national security investigation
associated with the requests at the time the exigent letters were issued. We
concluded that by issuing exigent letters rather than NSLs or other legal
process, the FBI circumvented the requirements of the ECPA and violated
the Attorney General’s Guidelines and internal FBI policy. Accordingly, we
recommended that the FBI take steps to ensure that it does not improperly
issue exigent letters.42

FBI Response: After our first NSL report, the FBI OGC sent several
communications to FBI personnel stating that exigent letters are prohibited,
and reiterated that instruction in mandatory NSL training. The FBI also
clarified in guidance memoranda, and later in the DIOG and in the
mandatory NSL training course in the FBI’s Virtual Academy, the method by
which FBI personnel may obtain certain non-content telephone and e-mail
transactional data in emergency circumstances in accordance with
authority in the ECPA at 18 U.S.C. § 2702(c)(4). The FBI has implemented
an electronic form on the NSLB’s intranet webpage to standardize the
process of making Section 2702(c)(4) requests.

OIG Analysis: The FBI’s prohibition of the use of exigent letters, along
with its guidance and training on the requirements for obtaining certain
non-content telephone and e-mail transactional data in emergency
circumstances, address our recommendation, which we consider closed.
The FBI must continue to emphasize in mandatory NSL training for all
personnel assigned to national security investigations and to programs
overseen by the National Security Branch that exigent letters and other
circumventions of the NSL statutes are prohibited.

Recommendation 10 (NSL I)
Status: Closed

OIG Recommendation: In our first NSL report, we recommended that
the FBI consider measures to ensure that CDCs and Assistant Division

42 We also noted that the FBI General Counsel told us that the better practice,
when exigent circumstances are present, is to provide the telephone companies letters
seeking voluntary production pursuant to the emergency voluntary disclosure provision of
18 U.S.C. § 2702(c)(4) and to follow up promptly with NSLs to document the basis for the
request and capture statistics for reporting purposes. Section 2702(c)(4) provides an
exception to the ECPA’s prohibition against the disclosure to a government entity of non-
content records pertaining to a subscriber or customer of a communications service
provider. The exception requires that the provider has a good faith belief that an
emergency involving danger of death or serious physical injury requires disclosure of the
requested information without delay.
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Counsel (ADC) in FBI field divisions provide close and independent review of
requests to issue national security letters.43

FBI Response: On March 15, 2007, the FBI General Counsel held a
conference call with all CDCs and on March 30, 2007, sent an e-mail to all
CDCs and ADCs reminding them of the need to provide independent legal
review of NSLs. In addition, the Comprehensive NSL Guidance EC
mandates that CDCs and ADCs provide independent legal review of NSLs
and provides the factors that they should consider before approving an NSL
as legally sufficient.

OIG Analysis: We believe the FBI’s actions emphasizing the
importance of independent legal review of NSLs by CDCs and ADCs address
this recommendation. During our field visits described in Chapter Four, we
observed that the SACs, ASACs, supervisors, and case agents in the Boston
and San Francisco Field Divisions relied upon their division counsel to
provide thorough and independent legal review.

B. Guidance and Training

Ten of the recommendations in the OIG’s first and second NSL reports
were intended to improve guidance and training for FBI personnel on NSL
requirements and the identification and reporting of potential intelligence
violations to the FBI OGC. Overall, the FBI has taken considerable steps to
address these recommendations and improve guidance and training on
these issues. For the reasons discussed below, we conclude that the FBI
has implemented all 10 of the recommendations, which we now consider
closed.

Recommendation 4 (NSL I)
Status: Closed

OIG Recommendation: In our first NSL review, we found that FBI
personnel responsible for issuing NSLs had significantly underreported
potential IOB violations to the FBI OGC in 2003 through 2005.44 We did
not find that the underreporting of potential IOB violations was deliberate or
intentional but instead concluded that a lack of guidance to assist FBI
personnel in properly identifying such violations contributed to the high rate
of underreported possible IOB violations we found. Accordingly, we
recommended that the FBI consider issuing additional guidance to field
divisions to assist them in identifying possible IOB violations arising from
the use of national security letter authorities, such as guidance:

43 NSL I Report, 126.
44 NSL I Report, 79-86.

25



(1) identifying measures to reduce or eliminate typographical and other
errors in NSLs so that the FBI does not collect unauthorized information;

(2) addressing best practices for identifying the receipt of unauthorized
information in responses to NSLs due to third party errors; (3) clarifying the
distinctions between the two NSL authorities in the Fair Credit Reporting Act
(15 U.S.C. 88 1681u and 1681v); and (4) reinforcing internal FBI policy
requiring that NSLs must be issued from investigative files, not from control
files.

FBI Response: After our first NSL report, the FBI issued the
Comprehensive NSL Guidance EC in June 2007 that, among other things,
stated that the misuse of NSL authorities or NSL-derived information
constitutes a potential IOB violation. The guidance identified four examples
of violations that arise in the NSL context: (1) receiving information beyond
the scope of an NSL request, regardless of whether FBI error or third party
error caused the overcollection; (2) serving an NSL containing a substantive
typographical error; (3) serving an NSL requesting information beyond the
scope permitted by statute, such as content information or a full credit
report in a counterintelligence investigation; and (4) failing to meet the
statutory requirements for the issuance of an NSL, such as issuing an NSL
in the absence of a preliminary or full national security investigation or
failing to demonstrate the relevance of the requested information to the
investigation.

In addition, the FBI implemented measures to reduce typographical
and other errors in NSLs and approval ECs. The Comprehensive NSL
Guidance EC mandated that FBI personnel use model NSLs and model
approval ECs posted on NSLB’s intranet webpage in the preparation of NSL
documents. In January 2008, the FBI mandated use of the NSL subsystem
to prepare NSL documents. As described under Recommendation 8 (NSL I)
above, the subsystem was designed to improve compliance and minimize
errors. To aid the preparation of NSLs that meet one of the narrow
exceptions to the mandatory subsystem requirement, the FBI continued to
maintain the model NSLs and approval ECs on NSLB’s webpage.

To improve the handling of overcollections, the Comprehensive NSL
Guidance EC mandated that case agents review NSL return data to ensure
that the information received falls within the scope of the NSL request and
did not include an overcollection. This guidance required that case agents
conduct this review immediately upon receipt and before the information is
uploaded into any database, and it provided instructions for the handling
and reporting of overcollections.

The FBI also took steps to clarify the distinction between 15 U.S.C. §
1681u and 15 U.S.C. § 1681v of the FCRA. As described above in footnote
17, the original FCRA NSL statute, codified at 18 U.S.C. § 1681u (FCRAu),
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authorizes access in counterterrorism and counterintelligence investigations
to consumer credit information limited to financial institution information or
consumer identifying information. As part of the Patriot Act legislation,
Congress enacted a new NSL authority in Section 1681v of the FCRA
(FCRAv) permitting the FBI to use national security letters to obtain full
consumer credit reports in international terrorism investigations. This
authority is limited to cases with a nexus to international terrorism. FCRAv
provides no authority to seek or obtain full credit reports in
counterintelligence cases that have no nexus to international terrorism.

In the OIG’s first NSL review, we found that field personnel sometimes
confused the two different authorities under the FCRA and requested or
obtained consumers’ full credit reports through NSLs issued pursuant to
the FCRAv NSL authority in counterintelligence investigations unrelated to
international terrorism. In response to this finding, the FBI issued a
memorandum dated March 5, 2007, to all field offices and the FBI'’s
Counterintelligence Division describing each of the FCRA NSL authorities
and mandating that the components conduct a review of NSLs issued under
the FCRA. The FBI repeated this guidance in the Comprehensive NSL
Guidance EC and on the NSLB’s intranet website. In addition, the FBI
configured the NSL subsystem to disallow a request for a full credit report in
a counterintelligence case.

To eliminate the issuance of NSLs from control files, the FBI issued a
memorandum dated February 23, 2007, requiring that NSLs be issued from
open investigative files and stating that the NSL approval EC must not refer
solely to a control file number. The Comprehensive Guidance EC also
prohibited the issuance of NSLs solely from a control file. In addition, the
FBI configured the NSL subsystem to disallow the issuance of an NSL from
a control file number.

In our second NSL report, we described the steps above and stated
our expectation that they would assist FBI personnel in preventing and
identifying potential IOB violations resulting from the use of NSL
authorities. However, because our findings in the second NSL report
identified certain problem areas that required greater emphasis and
attention, we made new recommendations (Recommendations 10, 14, 15,
and 16, discussed separately below) to help FBI personnel identify errors
that constitute potential IOB violations — particularly errors involving FCRA
NSLs — and improve the timeliness and consistency of field reports to the
FBI OGC regarding potential IOB violations.

Following our second NSL report, the FBI took additional steps to
implement Recommendation 4 in our first NSL report. The FBI provided
training in 2008 and 2009 to all division counsel focused specifically on
reducing, identifying, and reporting potential IOB violations. The training
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covered the applicable NSL authorities, identifying potential IOB violations,
the timing and content of reports notifying the FBI OGC of potential IOB
violations, the identification and handling of overcollections, and specific
factual examples of potential IOB violations that arise in the NSL context.
All agents and supervisors assigned to national security investigations
completed similar training. Further, for all current and new FBI employees,
contractors, joint task force members, and detailees assigned to national
security matters, the FBI required the completion of an on-line training
course through the FBI’s Virtual Academy on the identification and
reporting of potential IOB violations within three months of the national
security assignment.

In December 2008, the FBI issued the DIOG, which, among other
things, incorporated policy and guidance from the Comprehensive NSL
Guidance EC on the statutory requirements for NSLs (including the
distinction between FCRAu and FCRAv) and the identification and handling
of overcollections.

In April 2009, the FBI updated its IOB policy, Guidance on Intelligence
Oversight Board (IOB) Matters, Policy Implementation Guide. The updated
policy described the obligations and procedures for reporting potential IOB

violations to the FBI OGC and provided eight specific examples of common
NSL related violations. [N
B (< policy also modified the circumstances under which
FBI employees must report overcollections to the FBI OGC as potential IOB
matters. The revised DIOG issued by the FBI in October 2011 incorporated

the modifications set f