U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

November 15, 2017

FOIPA Request No.:
Subject: 080-HQ-805

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:
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510 pages were reviewed and 447 pages are being released.

v Document(s) were located which originated with, or contained information concerning, other
Government Agency (ies) [OGA].

™' This information has been referred to the OGA(s) for review and direct response to you.

W Wwe are consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is completed.

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the
existence of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is
limited to those records that are subject to the requirements of the FOIA. This is a standard natification that is
given to all our requesters and should not be taken as an indication that excluded records do, or do not, exist.
Enclosed for your information is a copy of the Explanation of Exemptions.



For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request. Your patience is appreciated.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you may
submit an appeal through OIP's FOIAonline portal by creating an account on the following
website: https://foiaonline.requlations.gov/foia/action/public/home. Your appeal must be postmarked or
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you
submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act
Appeal.” Please cite the FOIPA Request Number assigned to your request so that it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information Services
(OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI's FOIA Public
Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute resolution correspondence by email, the
subject heading should clearly state “Dispute Resolution Services.” Please also cite the FOIPA Request Number
assigned to your request so that it may be easily identified.

" The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown
when ident, references usually contain information similar to the information processed in the main
file(s). Because of our significant backlog, we have given priority to processing only the main
investigative file(s). If you want the references, you must submit a separate request for them in writing,
and they will be reviewed at a later date, as time and resources permit.

See additional information which follows.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

The enclosed documents represent the second interim release of information responsive to your Freedom of
Information/Privacy Acts (FOIPA) request.

Inquiries regarding your OGA referrals may be directed to the following agencies at:

Bruno C. Leuyer

Chief, US Army FOI/PA Office
Attn: AAHS-RDF

7701 Telegraph Road, Suite 150
Alexandria, VA 22315-39905

Aaron Graves

Department of Defense

Office of Freedom of Information

1155 Defense Pentagon (OSD Mailroom — Room 3C843)
Washington, D.C. 20301-1155


http://www.fbi.gov/foia
https://foiaonline.regulations.gov/foia/action/public/home
mailto:ogis@nara.gov
mailto:foipaquestions@ic.fbi.gov

Attn: Eric Stein

Office of Information Programs and Services
A-GIS-IPS-RL-RC

U.S. Department of State

SA2

Washington, DC 20522

Department of the Navy

CNO FOIA/PA Program Office & Service Center
Code: CNO DNS-36 - Ms. R. Patterson

1013 O Street SE

Bldg 166 Suite 311

Washington Navy Yard, D.C., 20374-5029
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld,;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information (A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who
furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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FOI/PA

DELETED PAGE INFORMATION SHEET
FOI/PA#

Total Deleted Page(s) = 41
Page 5 ~ Referral/Direct;
Page 8 ~ Referral/Direct;
Page 9 ~ Referral/Direct;
Page 10 ~ Referral/Direct;
Page 11 ~ Referral/Direct;
Page 13 ~ Referral/Direct;
Page 14 ~ Referral/Direct;
Page 17 ~ Referral/Direct;
Page 18 ~ Referral/Direct;
Page 25 ~ Referral/Direct;
Page 26 ~ Referral/Direct;
Page 35 ~ b7E;

Page 38 ~ Db7E;

Page 39 ~ Db7E;

Page 41 ~ Db7E;

Page 54 ~ Referral/Direct;
Page 55 ~ Referral/Direct;
Page 56 ~ Referral/Direct;
Page 60 ~ Referral/Direct;
Page 68 ~ Referral/Direct;
Page 69 ~ Referral/Direct;
Page 71 ~ Referral/Direct;
Page 73 ~ Referral/Direct;
Page 74 ~ Referral/Direct;
Page 79 ~ Referral/Consult;
Page 81 ~ Referral/Consult;
Page 84 ~ Referral/Consult;
Page 91 ~ Db7D;

Page 92 ~ b7D;

Page 123 ~ Referral/Consult;
Page 134 ~ Referral/Direct;
Page 135 ~ Referral/Direct;
Page 136 ~ Referral/Direct;
Page 137 ~ Referral/Direct;
Page 142 ~ b6; b7C;

Page 192 ~ Referral/Direct;
Page 193 ~ Referral/Direct;
Page 194 ~ Referral/Direct;
Page 195 ~ Referral/Direct;
Page 196 ~ Referral/Direct;
Page 197 ~ Referral/Direct;
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O]ﬁce Memomndum e UNITED STATES GOVERNMENT

TO Mr. Parsons% DATE: May 26, 1959
U Beloont 7
¢ FEOM . A. Millen g) ] a” Do ﬁi"i

\\\ . J UNE 24 ° - P:rso £ N
AS R — ‘Rosen ____

SURJECT: COUNTERMEASURES ;“gczf; -
T;l;. fgoo;zan_:

Material concerning this subject matter was formerly Holloman

Gandy

kept in the file on Ultrasonic Listening Devices. In the interest of ease ,
of locating and filing material, it is felt that a separate file should be opened 7}%"’
for Countermeasures. —
LT 2
Since the new file will contain Secret information, it should be
retained in its entirety in the Domestic Intelligence Mail Room.

ENDATION:

v
That a new file be opened entitled, Countermeasure Devices, aka,
Coux}termeasure Switches, Countermeasures, CM's:

e N e T L »;

mtr-g\ /\ {4 73‘5:/

vV o JUN 1 1959

q\ﬁ

55JUNS 1959
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STANDARD FORM NO. 64

Office Me i
TO : Mr. Parsons? JUNE DATE: May 14, 1959 /
sont

elmon

S :*dﬂm  UNITED STATES GOVERNMENT

FROM : . DeLoach_
R. L. Mille COUNTERMEASURE DERCES Mo —
ISRtk POISONS e,

SUBJECT ?:;:\

<_OUNTERMEASURE DEVICE BY DEV.ENCO, INC, /g/ 5'3‘*;;,,,”,,_

- - Tele. Room e
Holloman

On 5/12/59, Albert D. Stern, vice-president of Devenco, §
@

Inc., New York City, demonstrated to Laboratory engineers a new
telephone countermeasure device developed by his company.

This unit is an external attachment to the phone which has a
lever that extends under the handpiece. When the handpiece is at rest on the

cradle, the lever causes a threelcontact switch to "open' and disconnect the

instrument from the line. When the handpiece is lifted the lever is released
and in turn causes the switch to "make" and reconnect the instrument to the

line. Because the line’is actually broken when the instrument is not in use, 3 _

a separate ringer must be installed ahead of the countermeasure device to 31gna1

an incoming call. | / '
=1 " ly)

Stern developed the unit primarily for | | b7E

the State

Department and the White House Secret Service Branch. While intended
primarily for use dutside the United States, it will be marketed to Federal
agencies in this country if the demand arises. The unit is made of clear
lucite so that it can quickly be examined to determine if 1t has been tampered

with, e /V‘j

The Laboratory will follow the development of this unit ciﬁsely. ﬁ(w
e

{2

RECOMMENDATION: & -

. None. For information only. Q& P @
fm;w'::n ‘ /&"gﬂé" <«
4 ‘!Fé/ 1o MAY 291959
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STANDARD FORM NO. 64 . ‘ . -

0]_7'266 Memommlzmz e UNITED STATES GOVERNMENT

((g/mom

TO : Mr. Parsons % DATE: 6-12-59
, FEXH am, oty
R. L. Mﬂlenw ‘ 5 —
. Mohe
QOUNTE_RMEASURE S, aka, ‘COUNTERMEASURE ;’:;::;"s —
susjec: DEVICES, COUNTERMEASURE SWITCHES Tamn.
W.C. Sullivan .
In the interest of limiting the volume and subject matter el Boom —

of mail placed in the file, Ultrasonic Llstemng Devices (80-760), a new Gand

file has been opened, entitled Countermeasures (80-805). Previously, 5,2 %
correspondence concerning countermeasure devices was filed in 80-760.

It is now intended that there be placed in the 80-760 file only
that material concerning the application of radio or ultrasonic frequencies to
both microphone-telephone surveillances (RFMT) and straight technical
surveillances. The latter surveillances pick up only telephone conversation
while the RFMT also picks up room conversation when the phone is not in use.

To be filed in 80-805 from now on is that material relating to
devices designed to prevent the phone from picking up room conversation.
Several of these devices have been developed and are generally referred to
as "Countermeasures'" (CM's). The Bureau's CM is effective against not
only the RFMT, but also against other techniques of altering a telephone to
|~

pick up room conversatlon Therefore, there will be material in 80-805
concerning more than just the countermeasure against the RFMT. \%

RECOMMENDATION:

For information only.

7L -

s1-b052

REC- 44
ma JUN 17 1959

Ex.
80-805

80-760 (ULTRASONIC LISTENING DEVICES) ' B

KN
(ﬁ 4

1 - Mr. Litrento (Attention: Mrs. Blanche Anderson)
1 - Mr. McGuire

JMM: ctW
5 o~

URRECCRDED COPT Moy £
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'Oﬁice Memorandum + UNITED STATES GOVERNMENT

TO s Mr. Parsons 2“ DATE: June 12, 1959
Tolson e
. Belmont
g R. L. MiuerTW:/ JUNE NeGue ——
COLLNTER MEASUAFS ; };:::ons —_—

SUBJECT: NS Tomm
PATENT|MATTERS RSt

Tele. Room

On 6/10/59, while discussing new electronic security and gg}g;’“ -

investigative products with SA J. M. Matter, Albert D. Stern, Vice President
evenco, Inc., (a New York City research and development concern) revealed
o R S SRS ETITR, T . -

the TollGwing, " y

- Devenco has developed and is going to initfate patent application
in the near future on _a\{@phone countermeasure switci. This device is applied
externally to the instrument and breaks the two or more wires of the telephone
line when the hand piece is hung up on the phone c;:édle.

¥

You will recall that the Bureau has been installing telephone
countermeasure devices since 1950 and made application for a patent.on a
nTelephone Countermeasiire Device and Method" (Serial #335, 617) on 1/14/53
in the name of John M. Matter. This action was taken to protect the Government's
interest after it was learned that Kenneth H. Schmidt, Vice President of Mosler
Research Products, Inc., of Panbury, Connecticut, had made application on
'5/3/51 for a patent covering a "Telephone Protective Switch (Serial #224, 307).
Secrecy provisions. concerning the Bureau's patent application were invoked on
2/6/53. This was reportedly applied to Schmidt's application shortly thereafter

Stern also indicated that Devenco had very recently developed a%&»
highly successful "power-line microphone' which picks up room conversation |
clearly and utilizes a principle of "FM carrier. ' The company is looking into the
possibility of patent application on this device, For your information, the Bureau
made.application on 10/7/53 for a patent on a ‘‘microphone on 2 110-volt power
line under the name of "Communications System" (Serial #384, 800) in the name
of Ivan W. Conrad. The secrecy provision was invoked 10/30/53.

Fo~ v&e
Fo -~ 759

UNRECORDED COFY FILED IR

RECOI;I/I«I}EENDATION:

5 5 SEPZ 1959 You may wish to have these matters discussed with Mr. T. Hayward
Brown, Chief of the Justice Department Patent Section, to determine whether the
present Bureau patent applications are broad enough to protect the Govergnent's

A

interests. ] . —_ —
N z’d's fw"/j:& R ‘@) 52 FIS-
Rt Pl T
y nll (9@ j/ Y 1dees |
1 - 80-805 (Countermeasurés) oW V4 E%- 10 AUG 1% 105, A
1 - 80-780 (110-Volt AC Power Line Microphones w2 yd (/ .
1- 8060 (REMT) - —_— —_— ,
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STANDARD FORM NO, 84 ‘ ‘

j 4 Ofﬁcg Memorandume - uNiTED STATES GOVERNMENT
(

DATE: December 15, 1959

Tolson e e
Belmont .V __
DeLoach .
McGuire
Mohr

TO : Mr. Ta
C>

rroM : R, L. Millen

f Parsons e
sunjncr:/OCOUNTERMEASURES B SJ“
W.C. Sullivan
n il i ion's highly placed co act in Tele- Boom —
advised he had in his Gandy o

possession a countermeasure (CM) device | | fﬂ%s—é'

| | The device was removed from] [oy .
|dispatched to the office on a trouble call. =

‘The telephone instrument with attached CM was removed from the office
by the employee after he determined that the device was introducing
trouble on the telephone line.

>

Examination of this device disclosed that it was the%%ﬂ%tector for
Telephone_Surreptitious Listening Techniques' patented 2/24757, by —
arie D. Hightower for the AEC; Patent No. 2 875 285, with which the

Laboratory is familiar. The unit was well constructed but workmanship

in connecting it to the telephone instrument was so poor that short

circuits developed in the telephone instrument as a result of connectipfis
made. At time of removal, the countermeasure device was inoperati &’
due to a ""dead" battery and a defective transistor.

Contact advised that the | | b7D
|:| is making an official protest to[_____]Jconcerning use of this
countermeasure device on basis that (1) it is a foreign attachment making
unauthorized use. of telephone equipment, (2) it is a potential source of
trouble complaints to the telephone company, and (3) it is subject to
malfunctioning and thus creating a false sense of telephone security.

It is noted that Bureau CM techniques and equipment developed by
the Laboratory have not met with such objection by the telephone company,
and that since the inception of the Bureau's countermeasure program no
complaints of trouble have been made to the telephone company as a result
of Bureau CM operations.

ACTION: REC- 15 /d —/’fdf --"/

For information. , 10 DEC 21 1958 .
v v W o %@?ﬁ&ﬂ
80-805 - :
RAM:pcc g) ’ o
(4) 3@,(;’ —

%X DEC 23 1950 o ]
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OPIIRNAL fom%ib. o’
- ~

“ ;l';olson
UNITED STATES GOV@ENT sii“%
mont
Memorandum .~ » Cotin —
P ,F}‘} o’ A‘

Malone e
McGuire .
Rosen

DATE: 1/13/60 Tamm

Trotter
W.C. Sullivan oo

. g Z:::i.yRoom
FROM R. L. MillenZZ J f
, /A,{@ /

SUBJECT: 0

COUNTERMEASURE DEVICES FOR

"TELEPHONE INSTRUMENTS " ‘(J‘%}:ﬁ’é

‘Since 1950, as a result of presidential instructions to the Attorney
General, the Bureau has been charged with the responsibility of installing counter-
measure devices in telephone instruments at the White House and in the offices and
homes of cabinet members and other high governmental officials. These Bureau-
developed countermeasures prevent using the phone as a microphone to pick up room
conversation when the instrument is hung up. The.Laboratorv'sl £ #bTD

——

‘Thagprovided invaluable assistance o Electronics Section engineers which has enabled
them to discharge the Bureau’s responsibility in this field in a most efficient manner.
No other organization, private or governmental, has been permitted by him to modify
telephones for countermeasure purposes. He has not even permitted this on the part

of telephone company employees.

Recently, unknown tol Eub- 7D
mitted to the]| la request that all
instruments in the] Inow under construction be equipped with
countermeasures. | lsubmitted a wiring diagram of the new 500-type set

with a .special switch to provide countermeasure protection. Without clearing with.
|(whb also handles all security matters for the company), | |

| prepared and submitted to| la company drawing incorporating

a special countermeasure switch-and advising there would be an initial service charge
of $5.50 per instrument and a continuing 25-cent monthly charge. Four hund in-
struments are involved.

On 1/11/60,|:|advised that he has no intention of making the be
countermeasure-protected set a regular company service for any subscriber. He b7c
does not want the company to get started in the business of countermeasure installa-
tions. To that end, all of the countermeasure drawings in the telephone mpany have
been collected by |for destruction. He is going to ask] ito return the
company drawing submitted to them. However, because of
erroneous commitment, he feels that he is obligated to- permit| [to

5 gtij &hezir' own telephonesafter the company has installed them. There will be no extra

Bufile 80-%0339607“0” EX 10 gec-4 fo. J05—

v :er 10 JAN 20 1960 ‘I
55) B I g E g : . %‘“‘ﬂ




) ‘ ' '

Memo to Mr. Tamm 1/13/60
Re: Countermeasure Devices For Telephone Instruments

charge made of | | on the understanding that this technique is not zg
“divulged by| to anyone else. In the event su ivulgence is made, b7§
resulting in other embassy requests for service, has indicated to
Ijthat he will cause them to pay a $2200 service charge plus an

annual charge of $1200 for the 400 telephone sets. He feels that this will be
a deterrent against their divulgence of the fact that the telephone company
is permitting them to effect countermeasures on phones installed by the
company.

The Bureau will continue to be the sole agency that installs countermeasure
devices in telephones for high governmental officials.

ACTION:

Laboratory engineers will continue to install our countermeasure devices
.for high governmental officials when approved by the Bureau,




OPTIONAL fORM NO. 10 ‘ ;:Il’:m .
UNITED STATES GOVEWRMENT é‘,?gmons W,M‘ .
e elmont M
[ Callochan e
- Memorandum e f—
)0 To : Mr’ Trotter
, W.C. Sulltvan
FROM : R. L. Millen

Malone e
\ T:Jfaf i
Gandy o
&(’a‘ur/'fe/( yeans o e = % Qg“‘@:“éé;ﬂ

chuhe -
DATE: 2/ 1/60 Tarn
SURECT: _Y€OUNTERMEASURE DEVICES.FOR___
TELEPHONE ]NSTRUMENTS

In my memorandum to you, 1/13/60 i iect,
I reported that had ®7P
.inadvertently supplied] Wwith a drawing and a schedule of charges for

a countermeﬁyx,l‘é M smtch to be used in the 500-type telephones in the new
h completed The Laboratory's telephone contact,
adv1sed that he was going to recall all drawings and try to

limit the CM use to
:,,J a. EL‘};_L”

e " On 1/29/ 60 | |reported he had asked for the b7D
return of all drawings. In addition, he notifie as cancelling

poffer ‘of CM installation. He explained to them
that the company's policy prohibited supplying a special type instrument or

service to any one subscriber as compared to another.| |here are
reportmg the matter to their superiors.

o

N as indicated in my 1/13/ 60 memorandum, originally b7D
contemplated allowin to CM installations due to the
proposal made by However, he decided that

the pol1cy which could be most easily defended.and carried out was one of
"no exceptions. " does not want the company or any organization
other than the Bureau to become involved in CM installations.

REC-70 §0—FI5 — / é/

ACTION: Laboratory engineers.will continue to make > Bureau pgrovsd
CM installations.

zg FEB 3 1960

Bufile 80-805
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OPTIONAL fORM NO. 10 Tolson
UNITED STATES GOV ENT ’ ons
i lm ¢
Calla%?m
emoranaum : Frle
:ﬂ‘ m} McGuire
. Rosen
T0o : Mr, Ta mwi pate: March 7, 1960 Tanm
1110 —

=

—_ | rroneously issued to | |an offer to install

C W.C. Sullfvan w—
Tele. Room
It
o : . L. illen JOH CD G":;:::*___.___

sugjecT: _COUNTERMEASURE DEVICES
FOR TELEPHONES ——~aves ?‘ @«W#’W“

As you know, the Bureau developed the countermeasure (CM) device
in 1951 to prevent a telephone from being used to pick up room conversation
when the instrument is not in normal use. As a result of Presidential
instruction through the Attorney General, CM's have been installed since
then on a selective basis by Bureau engineers in instruments at the White
House and the offices and residences of cabinet members and other high N
Government officials. . faaae

t

Since 1958, | ave attempted to secure the use of CM's b7D
for telephones to be nstalled in now under construction
in Washington, D. C. Theéy first sought to obtain use of a CM in August,
1958, by having the State Department request its use for them from the
| | The Laboratory's

company contact. |
| refused to comply with the request. Later | |
contg.cted| |direct1y and were again refused.

Unknown to] lin March, 1959, |:r|approached the 7D

| the telephone company on the CM problem
without mentioning previous refusal by| | In July, 1959

an instrument with a special CM switch in | | for a service
charge of $3.50 and an annual charge of $2.08 for each instrument. This
would amount to approximately $2100 initially and $1248 annually for the
600 mstruments involved. Due to extended absence from Washington during
the latter part of 1959, this offer did not come to attention until
January, 1960, as reﬂected in my 1-13-60, memorandum o you. In my
subsequent 2—1 60, memorandum to you, I renorted had informe
he was mthdrawing the offer of
~He explained to| [that, as a public ulility, the company could not
extend to any one subscriber a special type of service:not afforded to any

other subscriber, and that the company was in the business of supplying

phone service ahd not security service.

80-805 /) | B --i31&_.. - 805~ 5 .
opgohiithoce G T & 1 MR 15 160 _ﬁuﬁ
S1 Mg 1360- — B




Memorandum to Mr. Tamm
RE: COUNTERMEASURE DEVICES FOR TELEPHONES
80-805

On 3-2-60,] hdvised he had received formal notice of

acceptance by | bf withdrawal of |
offer. At the same time they requested that only standard instruments be
installed in their| ktated that this left the CM

situation where he wanted it; namely, that the Bureau is the only agency
engaged in CM installations and that such installations shall be on a
restricted basis.

This is brought o your atten.f.i.o.n_to_jn.dil:fte that nas.
successfully resisted pressure by d officials of his own
company to initiate installation of a "secure" instrument. There is little
question that the use of such an instrument would spread in time, and

ultimately render technical penetration by the telephone-microphone
technique extremely difficult,

ACTION:

Laboratory engineers will continue to make Bureau approved CM

installations.
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SUBJE(“-OCOUNTERMEASURE DEVICES
FOR TELEPHONES

Albert D. Stern, Vice-President of Devenco, Incorporated (a New York
City research and development concern), supplied the following information to.
Electronics Section personnel on 3~16-60:

According to Robert I. Bouck, Special Agent in Charge, Protective
Research Section, Secret Service, the White House is planning to take a few
"secure" instruments of its own for use by the President during his forthcoming
trip to Russia. The instruments are to be equipped with a "line disconnect"
device made by Devenco. In my 5-14-59, memorandum to Mr. Parsons on
this subject, I reported that the Devenco unit is an external attachment to the
phone that mechanically disconnects the instrument ffom the telephone wires
serving it when the handpiece is hung up on the cradle. This.is designed to
prevent p1ckup of room conversation by the phone when it is not in use.

The contemplated use of "secure" instruments may be of interest to
the Special Agent handling White House liaison matters.

RECOMMENDATION:

For information.

1 - Mr. Belmont (Attention: Mr. Bartlett)
80-805

Pi:pce (G)QU)
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7;{ supject: COUNTERMEASURES,

It is noted that present technical deyelopments make it possible
for a telephone instrument to be used as.a microphone for picking up
conversations when the instrument is hung up. The Laboratory has
developed a countermeasure device which will prevent a telephone
instrument from being used in this fashion, This device consists of a -
modification of the switch inside the telephone instrument.

In connection with the use of countermeasure devices on telephone
instruments, it must be remembered that these devices afford protection
only against the use of a telephone instrument as a microphone for
clandestine listening to room conversations and that.they afford no
protection against tapping of telephone lines for the purpose of monitoring
telephone conversations. There is no known device which will protect a
telephone against such tapping, since tapping can be carried out at the
_calling end, at the receiving end, or at intermediate points, including at
" the telephone company premises., The possibility of such tapping can be
minimized by the selection of direct cables, which is done in the case
| of Bureau officials, but the possibility cannot be completely e11mmated

ACTION: (%7
For information. Q \/ 39 @
| 4o
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\.ashington, D. C. 1 - Millen
1 - Matter
Lear Eob:
. Ihelieve that yoa will find the attached suraraary of - w
Iformation oa telephone countermeasures of faterect to you. L
Thesgoamfc:mcwqggﬁ nave peen developed by the ™ i3 . E
FEI to protect telephones of the President, Cabinet members ~ v>
aad other wclect hizh Government officiais from bein s used o .
ag microphones to overhbear room conversations, You may L2 s
recall that duriny your service as Chief Couansel of the e :
senate welect Committee on Improper Activities in Labor
and Lianajewent Fields, the telephones in both your office o S
and your residence were so protected. =
P
Gincerely, .
g =
3 :2:
s =
/ T =

NOTE::NO CC designated for Deputy Attorney General White, since phones
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UNITED STATE EPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In Reply, Please Refer to WASHINGTON 25, D. C.

File No. ) January 17, 1961

TELEPHONE COUNTERMEASURES -

Introduction

The past two decades have seen the development of several techniques
by which a telephone instrument may be made to operate as a microphone for
clandestine listening to room conversations, Application of proper techniques
enables room conversations in the vicinity of a telephone instrument to be
overheard at a remote point from the instrument at times when the instrument
is not in normal use for telephonic communication. Countermeasure devices
have been developed by the Federal Bureau of Investigation to prevent utiliza-
tion of telephone instruments as microphones for clandestine listening.

Countermeasure Development

Earlier techniques utilized in converting a telephone instrument for use
as a microphone necessitated alteration of the telephone instrument and its
associated wiring. Electronic developments subsequently made possible more
sophisticated means of utilizing a telephone instrument as a microphone through
use of ultrasonic frequencies. The use of ulirasonic frequency equipment
eliminafes the need for access to an .instrument to make wiring alterations and
has therefore:increased substantially the threat to security of telephone instru-
ments.

To combat this security problem, the Bureau has developed counter-
measure devices designed to eliminate from telephone instruments the
possibility of their use as devices for eavesdropping.

Development of countermeasure devices is a continuing program
necessitated by continued development of new type telephone instruments for
which adequate countermeasure devices must be designed.

§0-30S — 1

ENCLOSURE
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Countermeasure Installation Program

Existence of the ultrasonic listening equipment and the development of
countermeasure devices for rendering it ineffective as an eavesdropping device
were brought to the attention of the Attorney General in .1950. The Attorney
General thereafter advised that the President and members of his Cabinet were
desirous of having their telephone mstruments protected by countermeasure
devices.

Since that time, telephone instruments in the White House and in the
offices and residences of Cabinet members and other select Government
officials in high, sensitive positions have been protected by countermeasure
devices installed by Laboratory Engmeers of the Federal Bureau of

_Investigation.

Countermeasure Policy

Use of countermeasure devices has been limited to highly placed
ofﬁcials occupying sensitive positions in the Government.

Widespread installation of countermeasure devices is not desired since
general knowledge of the use of these devices will result in the loss of their
effectiveness. Close supervision is afforded this program to insure that
there is no abuse in the use of these devmes

Nature of Countermeasure Devices

All devices are installed completely within a telephone instrument. They
are not conspicuous and their presence can be detected only by careful scrutiny
by trained technicians.
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Countermeasure devices eliminate only the use of the telephone
instrument as a microphone jfor clandestine listening to room conversations.
They do not render a telephone instrument or line secure from tapping
(unauthorized interception of telephone conversations).

Classification

By Presidential Directive, the ultrasonic frequency listening device
by which room conversation near a telephone instrument can be heard at a
remote point without alteration of the telephone instrument is classified

TP SECRET,

The countermeasure devices, in order to protect their usefulness,

are classified M




[DE L assT e ICATIUH AIVNHURITY NERIVED PRl

Bl s 1C DECLASSIFICATION GULTHE
LATE Oe-20-2017 By G 9F01IPRT ‘ e .
IR

The Attorney General February 1, 1061

)
ﬁ ﬁ Director, FBI
. o,

TELEPHONE COUNTERMEATCURES

s Under the date of January 17, 1:61, I sent you a summary of
: ‘_Q information regzardinz countermeasure devices which are desizned to
prevent a telephone from keing used to overhear room coaversation

% when the instrument is honz up and not being used. You understand,

i of course, that these counterrieasure devices do not prevent tapping
i a line to eavesdrop on conversation when the telephone is in normal

3 use. You will recall that in the past we have provided this service

i for the V/hite House, for cabinet members and other hizh officials.

If you desire, we can arrange throuzh our liaison with other
Government agencies to provide for the instailation of these counter-
measures where considered essential. Since alteration of the
teleghone instruments is involved, any such work will necessarily
be scheduled at times when no inconvenience will be caused to the
various officials.

-1 NOTE: See memo Millen to Conrad dated 1-31-61, re "TELEPHONE
! COUNTERMEASURES, " JMM:pcc. 2
i
NOTE: Classified SEGRET because CM's are so classified. ooz

1 - Mr. Belmont (Attention: Mr. L!Allier)
1 - Mr. Rosen (Attention: Mr. Evans)
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SUBJECT: ‘REMOVAL OF TELEPHONE_COUNTERMEASURES (CM' s)

FROM RESIDENCESAND ‘OFFICES’ OF“OUTGQ[NG

CABINET MEMBERS .

In my 1-4-61, memorandum to Mr. Tamm, subsequently approved
by the Director, recommendation was made for the removal of the CM's
from the residence and office telephones of outgoing cabinet members and
high Government officials.

Removals have been made at the locations indicated in the attached
list. The remaining removals will be made before the officials leave
Washington.

RECOMMENDATION:

For information.

o 5 ﬁ? i
Enclosure

1 - Mr. Belmont (Attention: Mr. L!Allier)

:pcc (7)@) | REC- 95 g@ XD g\ 2,/
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-{ .. JUNITED STATES GOVER&ENT '
Memorandum.
To  : Mr. Tamm(Q M DATE: January 4, 1961 %mz

totter
W.C. Sulllvan e

Z?%t, W o
. - A 2 Ingr
FROM : R. L. Mﬂlet}/ RS

- sugeer: REMOVAL-OF TELEPHONE - Twe % hd
Gl COUNTERMEASURES FROM == S
P RESIDENCES AND OFFICES o
5" OF OUTGOING CABINET MEMBERS o

Since 1950, as a result of Presidential instructions issued through
the Attorney General, the Bureau has had the responsibility of protecting the
telephone instruments in the White House and in the offices and residences of
cabinet members and other high government officials with QWMQM)
device. The purpose of the CM is to prevent the telephone from being used as' a
microphone to pick up room conversation when the instrument is hung up and not
in normal use. The CM is classified SECRET and its installation involves
alteration of the standard telephone circuit.

In order to prevent the Bureau's CM devices from becoming widely
known and getting into general use in the telephone system, every effort is made to
remove CM's and restore the telephones to normal when an official leaves the
government service. This was done January, 1953, when the change from the
Truman to the Eisenhower Administration occurred. Experience has shown that
removal of CM's from the offices may be delayed until after the Administration
change, if the Security Officeror other person continuing in employment at the
particular agency has good control over the removal of the telephone instruments.
No removal is necessary if: the telephones are not changed. In the past, since some
officials have left Washington, D. C., shortly after nauguration Day, CM removal
at the residences should be effected shortly before or after that day (1-20—61);\/J

or residence telephones CM's should be removed before the telephone company is

’ Attached is a list of officials, by Department, from whose office and/
‘ called upon to remove or change the instruments.

Enclosure ‘ ,9m —_ 2.
| & g0 -50S - 27
1 - Mr. Belmont (Attention: Mr. Day) JO) T e e,
‘ 18 FEB 2 1961

1 - Mr. O'Connor

D4, pomeers]

| 1- tt (Attention: Messrs. Emond Fﬂ:zgérald Weilué)‘
6 1 FEg;iSB%%?%(« tenti ’ s

%
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Memorandum to Mr. Tamm from R. L. Millen .

Re: REMOVAL OF TELEPHONE COUNTERMEASURES FROM
RESIDENCES AND OFFICES.OF OUTGOING CABINET MEMBERS

Bufile: 80-805

Telephones in the executive offices and livin:f.g,P quarters of the
White House will be handled as a separate matter after January 20, 1961,

RECOMMENDA TION:

That the Liaison Section make the proper arrangenents for
Laboratory Engineers to remove CM's from the office (where neéessary) and
. residence telephones of the listed officials shortly before or after 1-20-61.
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supjecT: REMOVAL OF TELEPHONE COUNTERMEASURES.(CM' s)

FROM RESIDENCES AND OFFICES OF OUTGOING
CABINET MEMBERS

B ) £14). W—
Mohr
Parsons
Be mont

allahan
Contad
DeLoach
Malone
McGuire '
Rosen
TOUNET e
Evans
W. C. Sullivan —,
Tele, Room
Ingram
Gandy

e

In my 1-4-61, memorandum to Mr. Tamm, subsequently appro.ved
by the Director, recommendation was made for the removal of the CM's
from the residence and office telephones of outgoing cabinet members and

high Government officials.

The attached list indicates the removals completed since my
1-23-61, memorandum to you.
and also at all offices where adequate control of the CM's could not be
maintained, It should be noted that CM's remain only in six sensitive
offices,at the Department of Defense and in the office of the Attorney

L General inr the Justice Building.

%

RECOMMENDATION:
1 - Mr. Belmont (Attention: Mr. L'Allier)
1 - Mr. Rosen (Attention: Mr. Evans)

T For information.

by

Enclosure

80-805

\ﬁ 1S FEB. 7 1961
.- 104 il

This completes removal’at all residences.
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Ux 9:34 AM February 13, 1961

MEMORANDUM FOR MR. TOLSON
MR, PARSONS
MR. CONEAD

_ Ireturned an earlier call of _ ___| p7E
and he stated he had been told that there was a phone attach~

ment which would prevent recording of the conversation on the other

end and if that {8 so, he would like to have it.

I stated this device, which we have installed on some of the
Cabinet officials’ phones, will prevent recording of conversations within
tis office, but will not prevent tapping of his phone. I stated I did know
that in the previous administration, almost all of the Cabinet officials
had this and we have put it on at least four or five already. |
[ Istated he would like to have this put on his phone, and Itold him
I would take care of it right away.

Mr, Parsons and Mr. Conrad have been instructed to take
care of this right away.

Very truly yours,
S5/ T EH

John Edgar Foover
Director

1 = Mr. Ingram REC- 58 - | 2 ?f
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SUBJECT: e Cou!x}{;:iﬁ MG S sy ~

>

S

The Attorney General was contacted this morning at his request. 3 .

He brought up the followmg matters: N
(1) THEFT OF J EWELRY FROM MRS. LAWFORD ¥ Qc
% Q
The Attorney General talked w1th his father on the telephone this 0 "
morning with regard to the theft of jewelry from Mrs, Lawford. Both the faa N
Attorney General and his father were concerned with the continuing newspaper W@{}
publicity concerning this case and the implications therein that the Kennedy ! &,
family failed to discharge its responsibilities as citizens in reporting this theft¥ Y r¢
to the police. The ‘Attorney General said that his sister had reported the NN

When Mrs. Lawford was in New York she was beseiged by the press and thus
stayed secluded. She is now in Switzerland. The Attorney General said,
however, that her husband could file any complaint that had to be f1léd

The Attorney General asked that we determine for him (a) exactly
not the police have actually recovered any of the stolen jewelry-as press
articles indicate. The Attorney General said that he didn't feel he could call

the New York police himself since this would just be leaked to the press and
they would build up his taking a personal interest in the matter but that he di

Action Being Taken

™

{ police sources the mformatmn requested by the Attorney General without
disclosing. his inquiry e
i}w SN, A Sl [ |
(2) TELEPHONE SEC -gr- ,!? f‘y
The Attorney General referred to a memorandum he Qé.d réceived

from the Director relative to‘Security of telephones utilized by the President
7 FEB 161

1 - Mr, o rad
,......___.... XEROX

\ q‘(@éEf 20‘9&&8 16 oy

matter to the hotel authorities and she believed this was all that was necessary.

what action the police desire the Kennedy family to take; and (b). whether or g
3

O
want to see to it that any action which should be taken by his fam11y was take%
Q-
N

The New York Office is being requested to determine.from established

%

/
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D
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Memorandum for Mr, Parsons

and Cabinet officers. He said that he would bring this up at the next Cabinet
meeting. In the meantime, however, the Attorney General desired that
immediate action be taken to secure the telephones utilized by the President.

In addition, the Attorney General asked that we also handle at once the necessary
checks with regard to his telephones at his home. The Attorney General
understood that the telephones in his office had already been checked.

. Action Being Taken

Arrangements will be made with Kenneth O'Donnell, Special
Assistant to the President, to have our Laboratory handle the necessary work

da/iWhite House and arrangements will'also be made to handle the necessary
k

t th
check at the Attor Genegral's residence.
;2’3‘.‘ LI f-\ -
(3)"sSP INQUIRIES ON PRESIDENTIAL APPOINTMENTS
The Attorney General mentioned that he understood the President
was not going to permit any appointees to be sworn into office until after FBI
investigations were completed and the report received at the White House.

We have previously pointed out to Presidential Assistants, Larry O'Brien
nd Kenneth O'Donnell, inherent danger in announcing appointments before the

’ investigation is requested. It would seem that the White House has compromised

ith this principle and is in some instances yi€lding to pressures in announcing
ppoint ts before investigation is completed.

\ TN

Action Being Take

We are already handling the special inquiry investigations on a
most short deadline basis and will continue to do so in order that there will be
no delay properly attributable to the Bureau in getting these cases completed.

(4) INVESTIGATIONS OF NOTORIOUS HOODLUMS AND RACKETEERS

The Attorney General mentioned that he had had a very fine discussion
with the Director with reference to Departmental action in the prosecution of
notorious hoodlums and racketeers. He stated that it was strong feeling of
cooperation and he wanted this to extend on down the line in the Department.

He asked that if there were any indications on thé part of any Departmental




Memorandum for Mr. Parsons

.personnel of a lack of cooperation or understanding, he, the Attorney General,
‘wanted to be immediately advised so that he could straighten the matter out.

Action is being taken as indicated above and developments in this
regard will be brought to your attention promptly.

2 I

Cop {o ¥+ with MT.TD‘.‘MA,
J 2= 7-Gl




ZB1 SUTRATIC DECLASSIFICATION GUILE

Tole De-20-2017 HY 3 19g1 050 ‘ Tolsron__,__—_.
UNITED STATES GOVERWRIENT ‘ Q?L&Z'

9)}9)

r&ﬂh@ﬁﬁl?lm’l’éim ANTHORTTY DERTVEL RO

Memorandum ==L g

, {3‘»} Mdlone
McGuire
o . M. Coan pate; January 31, 1961 oo g
totter
3

« C. Sullivan aee. |
Tele. ROOM eem
Ingram

FROM : R, L. Mﬂfenﬁ,@h@

7
susjecT#/TELEPHONE COUNTERMEASURES

By letter dated 1-17-61, the Director transmitted to Attorney General
Robert F. Kgnnedy, a brief on the development, nature and installation golicy
of telephone—Count asure devices. It is felt that the Attorney General may
wish to have these devices installed in the offices and residences of cabinet
members and other selected high Government officials.

RECOMMENDATION:

A letter is attached advising the Attorney General that the Bureau
can arrange for countermeasure installations at other Government agencies
through‘its Liaison Section.

Enclosure 2.« Z> 2 ~ I~ LA

1 - Mr. Belmont (Attention: Mr. L'Allier)
1 - Mr. Rosen (Attention: Mr. Evans)

80-805 ' K
mq?pcc (8) Q&) ‘ e

o

® 0~ §o5 g}fé

g

. y
& 12 FEB201981  of

B2FEB 231967, SECRET_




OPTIONAL fORM NO. 10

= V. @ ﬁ?ﬁ—;z
UNITED STATES GOVE NT - A, é drsons

Belmont
Call n
Memorandum e
. Malone
J TO : Mr. Conrad}g// pate: February 13, 1961 gz%nhe
t : vans.
3l( W § lC ;ullivan_
FrRoM : R, L, Mille SN N5 2 Fele- Roon
W gqndy
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susyscr; X TELEPHONE COUNTERMEASURES
Reference is made to the Director's 2-1-61, letter to the Z é;
Attorney General suggesting that telephone countermeasures (CM's)
could be installed for the White House and Cabinet members through
Bureau liaison efforts, if the Attorney General so desired,
On 2-11-61, through prior arrangements made by Mr. ‘Courtney
Evans, Mr. Evans and SA's C. K. Corbett, W. G. Stevens and J. M.
Matter of the Electronics Section installed tmgteen CM's at the
l White House in the offices of| _ . PTE
) [ and in the Cabinet Room and
‘(g the .Oval (conierence) Room.
3
\@ | |suggested to Mr. Evans that the office of
1y | in the West Wing and the Private. Sitting Room,
g Private Dining Room and the Lincoln Room in the living quarters also
¥ be protected at this time if the telephone work and redecorating work
%1\3 had progressed sufficiently. No installation was made in
N Office ‘because it is known through the Laboratory's telephone company
% ‘ contacts that his old 300-type sets are to be changed any day to the new )21tz
N 500 type sets. s
\\“ 228865 G
9 J "No instrument is yet installed in the Private Sitting Room, so W’*ﬂq
protection with a CM will have to done at a later date. Old style ,?MJ&—;“
instruments (scheduled for immediate replacement by the telephone MOZS
company with special ones requested by| were e%»’f“f”
in the Private Dining Room and the Lincoln Room. Tradesmen were (Aol
working in the latter two rooms in the presence of whom classified CM |
work could not be done. Chief Usher Carter was reluctant to pull the ey,
tradesmen .out of these two rooms because of the tight work schedule /\/')
being followed. Therefore, no 1nsta11at10n was made in the Prlvate Vi S
| Dining and Lincoln Rooms. ey 7%y
1- Mr. Courtn?;y Evans ;,«« REC- 44 o~ & 05{‘”2’7
80-805" | ' i ‘@T”ﬁ | S
- ad w3 FEB 24 1961
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Memorandum to Mr. Conrad
Re: TELEPHONE COUNTERMEASURES
80-805
| |was advised of the above conditions and agreed b7E
that protection should be deferred until telephone and redecoration
work has been completed:
ACTION:

Mr. Evans will continue close liaison with
determine when CM work can be completed at the

W

z ;%?

Jto } 5%
White House. Y2 //, /
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The Attorney General February 24, 1961

a

Director, FBI

cw_‘f’
TELEPHONE COUNTERIMEASURE DEVICES

T u«.:vx‘.__;::;:‘

As you have been previously informed by memorandum dated
February 1, 1261, this 3ureau has been conducting a program of installing
countermeasure devices on selected telephone instruments for the purpose
of thwarting their use as a microphone listening device.

For your information, the protection of your residence
telephone instruments with countermeasure devices was completed on
February 21, 1961, Since your office telephones were protected at an o
earlier date, this action completes the security work on the telephones
both at your office and at your residence,

E——

80-805 )/ '

NOTE: See cover memo dated 2/23/61, Conrad to Parsons captione
"TELEPHONE COUNTERMEASURES. " "
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OPTIONAL .£ORM NO. 10

UNITED STATES GOVEIQENT

Memorandum

Mr.. Pars

TO

DATE!

2/23/61

I W. Conr

FROM

JUNE

Tolson m
Mohz
Parsons e

Belmont
Callohan

Contad esd]
DeLoag
Malone,

McGuire

Rosen

T10UeT e

. ‘Evans

o L W. C. Sullivan
Tele. Room

Ingram ,

5 L4uGandy

- SUBJECT:

TELEPHONE COUNTERMEASURES (CM)

==L
3

Re memorandum from the Director to the Attorney General

dated 2/1/61; also Mr. Rosen
~{ forth arrangements for counte

rmeasure installations in|

's memorandum to you dated 2/9/61, setting

b7E

regidencé. Accordingl

7, his office phones w

_ protection shortly after

re provided with counfermeasure
ook off ice. His residence

phones (10 in all) were covered on the morni 2/21/61. This completes
' the CM work with regard to A proposed memorandum

is attached for the Director to |

advising him that the

completed,

countermeasure work with regard to his_office and residence has been-

8
L

¢~

RECOMMENDATION: That attached memorandum be approved for

transmittal to|

M o fadd -3
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OPTIONAL $ORM NO. 10 /

7 'Folson [OUN—
Parsons —® e
UNITED STATES GQEIQIENT e g Mohx

Belmont

Callgha
Memorandum
. Evans
TO : Mr. Belmo 2 pare: February 13, 1961 g%g’e
) 'P\ - Trotter
, %,Z g 7 W.C. Sulltvanr
H “ 3

Tele. Room

FROM : 0. L'Alliew N Q?M Ingram
&fouc{';fe&meqsqfé’f% ) @ ’Ec/d '
susecr:  TELUEPHONE COUNTERMEASURES : / %,/

In accordance with |wishes, b7E
Liaison Supervisor 0'Connor called on him Today and made alrange-
ments for the installation of telephone countermeasure devices in
his office at 9:30 a.m., Saturday, 2/18/61. This matter has been
coordinated with Section Chief Millen of the Laboratory,and 0'Connor
will accompany Laboratory representatives to |
office on the 18th.

|stated he would like to make arrangements
. for the installation of telephone countermeasure devices at his
residence at a later date.

ACTION:

¢

£y o

G Y

For information. Liaison will follow withl I

regarding the installation of telephone countermeasure

aevices at his residence.

WvC:mls £
l=Mr. Parsons
1-Mr. Mohr
1=Mr. Belmont
1-Mr. Evans

%—glr. '](\Zlorf{ad

- Iro i en ’ e

1-Mr. 0'Connor .‘ V
1-Mr. Gleveland

l1-Liaison
M Tnsdolotion Made 1 \ ;‘ :

3 %/ef/ron'e. Zﬁ?’/’ume;‘:)’}
In See ) e fflc <

, m"
a~15~61 by SHAHM AV _ ' ,
Matter, 0&4}9 m/ﬂam*?ﬁ/ @/ : dld ’J)ﬂf/&@
by 51°3.3.0 Gonnar. ; S
2-18=t 1 o 28 -
=
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OPTIONAL #ORM NO, 10

UNITED STATES GOVERQENT - w.

Memorandum Yobd

Malone

DATE: 2-27-61 Toved

Trotter

TO MR, A. H. BELMONT

W.C. Sullivan e
Tele. Room

FROM : R. 0. L'ALLIER %,)S:‘\ facch Gonty
¢ > . "/ >,
sunjEcT: “0RIEPHONE GOUNTERMEASURES = @Z&‘
28 V4 @W

ile di i r matters with __ |
on 2-24-61, the subject™of -
- “felephone security was raised and Liaison Agent 0'Connor

briéfly mentioned the existence of a telephone countermeasure
ldev1ce.| |1nd1cated he would appre01ate it very much

if this device could be installed in both his offlce and residence.

office

- Installation of this device 1nL
\ has been set up for 10:00 a.m., 3-3-61 (Friday).

s T This matter has been coordinated with the Electronics
;Sectlon of the Laboratory and Agent 0'Connor will accompany

Tolson 4
‘ *  Parsons
Mohz
~ Belmont
Callahan -

DTy

[

57

b7E

Laboratory representatives to

office on

3-3-61.

L’.-= =

2o In accordance with
[ ments will.be made at a later dafe ior in

device in his residence.
ACTION: .

For information. L

allation of this

aison will follow regarding ..

wishes, arrange-

installation of the dévice at

home.

1-Mr. Evans

1-Mr. Conrad
1-Mr. Belmont
1-Mr. Millen
1-Liaison Section

Aare/
1 Joc:sap (9)
| 1-Mr. Parsons
1-Mr. Mohr

&
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OPTIONAL FORM NO. 10

™ UNITED STATES GOVEIQENT

Memorandum

Ao : Mr. Conrad

rROM : R. L. Mi.}}le%
i N

‘ e O . v
susject: " TELEPHONE COUNTERMEASURESPROGRAM 2 sV
' RE SIDENCE.

-

Lole (o}

alone e

Ingram

»>
g
£.

On 3-6-61, WFO reported to the Laboratory that a telephone call
had been received from| | Personal Secretary to
| | fo the effect that there was some difficulty with -
the telephone service at| [residence and that she had been
.~ ~ . instructed to advise the FBI rather than the telephone company. It was
: ascertained through Secretary,
that the trouble was with the signal lights on the felephones and that
neither the lines themselves nor the Bureau-installed countermeasures
were involved. This information was discussed with Assistant
Director Evans-and.in accordance with his instructions,|
‘was. advised that] | should go ahead and call in the telephone
company to make the necessary repairs.

ACTION . AN

@

Th1s matter will be followed and after the telephone company has
completed the work, a resurvey will be made by the Laboratory to make
R sure that the securlty of the instruments has. not been impaired.

~
Wy, Tt 7

1 - Mr. Evans

¢ ‘ :C%&B:pcc (7) Q‘)

13 MAR 10 1961
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Mr, Conrad July 13, 1961

Ro La M:iuel’l (::; ‘:«) '2,, :.f;:éﬁp{?,‘ﬂ}’/&ﬁ/ﬁgj &.i’»&?'zgfwa

~a e

SECURITY OF TELEPHONE LINES

WL

As you know, in accordance with the request of the Attorney
General, we have been conducting security checks of the office and
residence telephone lines of various Cabinet officers.

We have now gomplgtgd a check of six office and one residence
telephone lines of Wo

evidence of tampering was found at any point where access could be
had to the lines.

We had installed countermeasure devices on
office telephones at an earlier date. He did not request any counter—
measures for his residence telephones.

No one has been adyised of the results of this check,
RECOMMENDATION: : .

A Jetter advising i3 attached.

Enclosure

2 - Mr. Sullivan (1 - Mr. L'Allier, 1 ~ Mr. O'Connor)

1)~ Bureau file 30-805
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Mr. Conrad July 3, 1961
R, L, Mllen

REQUEST FOR SECURITY CHECK OF

TELEPHONE LINES OF|
é - VETERANS ADMINIST TON (VA)

@gu /}]‘TC 7 AP Bt i ot e Oy Caiall
As you will recall,| equested that a security
check be made of his office telephone lines. . Parsons (former
Assistant to the Director) approved this check and instructed that it be
made at onvenience., Electronics Section personnel
were given access to| fice on July 3, 1961, and have
now completed the check, of two office telephone lines of

No evidence of tampering was found at any point where access
could be had to the lines,

No request was made for a residence telephone check, or ior
the instanation of telephone countermeasure devices.

No one has been advised of the results of this check,

RECOMMENDATION:
A letter advising |is attached.
Enclosure
2 - My, Sullivan (1 - Mr. L'Allier; 1 - Mr, O'Connor)
62-27308
14 80-805
WGS :3id (9) . EO _' .@’ —
No¥ ﬁEc@ﬁﬁ’Eﬁ

M14uL 130 1964
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Mr, Conrad June 30, 1961

gﬂ{’ R. L. Millen

SECURITY OF TELEPHONE LINES

Ogozli}f)eymed _ives
As you know, in accordance with a request of the Attorney
General, we have been making a security check of the office and
residence telephone lines of the various Cabinet officers.

We _have now completed a check of five office telephone

lines of

—access could be had to the lines.

At the request of | |counterméasures were
installed in his office telephone instruments.

No one has been advised of the results of this check.

RECOMMENDATION :

A letter advising
is attached.

Enclosure

-917308
2 80-805

2 - Mr. Sullivan (1 - Mr. L'Allier; 1 - Mr. Haynes)"
JMM:jja (9)

v

@}/ f 1L rge.
6.6 JUL 121961 - T
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No evidence of tampering was found at any point where
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Lir. Conrad June 22, 1861
H, Lo Zifllen 1- Mr, Millen

1~ Mr. Conrad
1 - Mr, Belmont

SECURITY OF TELEPHOOE LINGS

0@0 u Yl'/mf Wi‘r:%i5 1y
Reference i made to zay memorandum to you dated 4/27/61,
recomnmending (as a result of the Attorney General's request) that
Tiatson Sectlon personnel detormine whether indlvidual Cabinet officers
were desirous of having a seeurity check made of their office and/or
residence telephone lines and arrange a suitable time for the work,
‘The Birector approved.

Gn June 1, 12, 13, 14 and 83, 1061, as a result of Lialson
Section arrangements, Electronics Section persoanel made a security
checls of twomsidence telephone lines of fecretary of Commerce Luther
Hodges. At the request of Secretary Hodges, the residence telephone
line of hig personal sceretary, Ms. Liargaret L. Tyler, was also
checked sinee she handles mmany of his ealls after regular working hours.
o evidence of tampering wag found at any point whore access could ke
had to the Ynes, :

At the request of Secretary Hodges, no countermeasures were
installed in his or Lirs. Tyler's residence telephone Instrumonts,

Secretory Hodges® office telephone Yines are to be changed in the
very near fature, At tho request of Security Officer John Phillips, the
security cheelk of the office telephone lines is not being made until the
completion of the telephone work.

1Yo one hac.been advised of the results of this check,

RECOMIMENDATION:

A lotter advising Cecretary Hodges is attached,
2 - 3¢, Collivan (1 - 27r. L'Allier; 1~ . Haynes)

g Tiaikiid ) . WG ﬁ’_ﬁﬂﬁ:
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Mr. Conrad May 22, 1961

R. L. Millen

SECURITY OF TELEPHONE LINES

Reference is made to my memorandum to you dated 4~27-61,
recommending (as a result of the Attorney General's request) that the
Bureau's Liaison personnel determine whether individual Cabinet officers
desire a security check of their office and residence telephone lines and
that a suitable time be arranged for the work., The Director approved.

On 5-15-61, and 5-22-61, as a result of arrangements made by
the Liaison Section, Electronics Section personnel made a security check
of four office telephone lines of _|
No evidence of tampering was found at any point where access could be

had to the lines. ! |will advise the Bureau if he desires a
check of his residence telephone lines.

At the request of countermeasures were

i oifice telephone Instruments. His perm secrefary,
has been advised of the necessity of keeping the Bureau
informed as to any changes in these particular telephone instruments.

No one in loffice has been advised of the
results of the securily check. '
RECOMMENDATION:

Letter advising s attached. »

| TG - 505 —
WOT BT
TR
Endosure 15
1 - Mr. Belmont (Attention: Mr. L'Allier) - %?f:;/
(1- Bureau file 30-805 Y
Parsons ———02~97308 i
Mohr
Belmont vesemrmames
Salae —JMM:pec (8) A ¢ M. P
DeLoach sl 7‘;’; ’? 4 7 ( C'))’J
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Trotter

W,C. Sullivan
Tele. Room
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OPTIONAL fORM NO. 10 ? ‘ 9 Tolson e
. - Belmont
UNITED STATES GOVERNMENT Mobr

elloach

~» Evans
Malone
Rosen

A~ Memorandum ~

T ¢ MR. R. 0. L'ALLIGR § DATE:  December 7, 1961 Sl —— .

Trotter
> Tele. Room

0 ngram
FROM : R, E. WOTDKIZQ’;{, Cau,ﬂﬁLevﬁﬁ’)@CLS wyes Gandy

SUBJECT:

I
__ |
“INFORIATION CONCERNING D.C. ;mwﬁ%ﬁ%t—‘

| | Executive Asgistant tol
| | on 12/6/61 advised that[ Fas
experiencing difficulty in hearing on a private telephone line at
her residence and intended to request the telephone company to
change the faulty instrument.

Assistant Director Conrad was apprised.. of the
circumstances. At request, SA Matter took the
necessary steps to protect the previously installed counter-

measures at | residence.

ACTION:
For information.

, 20/0) - Mc&fk/
REW:sap (4) daL- ,f//f.ﬂ@ v oo

M
1-Mr. Matter A , CM of,

1-Liaison Section G
1-Mr. Wood

B e 3O .50 Smﬂﬁ
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| OFTIONAL FORM. NO. 10 Q '
UNITED STATES GOVER ENT

:
Memorandum
TO : Mr. C paTe: December 11, 1961 St
fotter
Tele. Room
$j; FroM : R. L. Mi Ie% LTE,J_{L@, g’:ﬁ:?
# . o VRS
supjecr: TELEPHONE COUNTERMEASURES, A

Mg %'2
You will recall that in February, this year, the Director suggested
to the Attorney General that the Bureau could install telephone counter-
measures for the White House and Cabinet members if the Attorney General
50 desired. Subsequently, several countermeasures were installed in the

’ office telephones 0f the President's office and several members of his

staff in the west wing of the White House through arrangements made with
Mr. O'Donnell of the White House staff. No countermeasures were installed
in the telephone instruments in the President's living quarters since the
living: quarters were under renovation and most of the telephones were going
to be replaced. Mr. O'Donnell stated that he would advise Assistant Director
Courtney’Evans when the time was appropriate for the installation.

Assistant Director Evans has repeatedly contacted Mr. O'Donnell
since then on this matter. No arrangements have been made by Mr. O'Donnell
to make the living quarters available for installation of countermeasures.
It is not believed that it is desirable to have further contacts with Mr. O'Donnell
on this matter inasmuch as he is aware of the fact that the countermeasures
have not been installed and that he has stated he will notify Assistant Director

Evar§ when he :.i%ures the ingtajlation to be made R0, (QJC L

"~ As a result of the &rector' 1%61, letter to the Attorney General,
requests for countermeasure installgtions in the offices. of the Secretary of
Commerce Hodges and Deputy Secretary of Defense Gilpatric were made.
Repeated contacts have been made by SA J. M. Matter with Mr. John Phillips,
Commerce Department Security Officer, and Mr. George Gould, Security
Officer of the Office of the Secretary of-Defense, as to these 1nsta11at10ns
To date no arrangements have been made which would permit the installations 4

Qompleted It is not believed that the Bureau should make add1t1ona.1

contacts inasmuch as Phillips and Gould are aware of the above facts.
A 9 - 1
N - g9 905 -37

1 - Mr. Belmont
1~ Mr, Sullivan (Attentlon Mr. Bartlett)

1 - Mr. Evans’
, _ 12 DEC 19 1951
80-805 <
| W — L —
JMM:pcc (8) Q\\

DEG 2000



Memorandum to Mr. Conrad JUNE
Re: TELEPHONE COUNTERMEASURES

80~-805

ACTION:

Unless advised to the contrary, no further contacts will be made
with Mr. O'Donnell, Mr. Phillips or Mr. Gould for the completion of the
countermeasure installations. Should they initiate a request for these
installations at a later date, the coyntermeasures will be installed.




P E

Mr. Conrad April 11, 1962

b7E

R. L. Millen

NATIONAL SECURITY COUNCIL .
SPECIAL COMMITTEE (SC) ON TECHNICAL
SURVEILLANCE’COUNTERMEASURES

Ten LSEEESTT R T

On 4/5/62 SAs R. W. Swartz and Ju M. Matter, in the ¢ .
- “Jae Technical Subcommittee (SC) and ;’j
Wm visfed the Naval Research Laboratory (NRL), Washington, D. C., ©
an d to M. d hir. concerning the progress being

made by NRL on the study of RF saturation of telephones. As a matter of fact,

NRL has not made too much progress within the last period since its report to

the 8C. They have run tests on four additional telephones but even these .
tests are not complete. They do not have working telephone lines in the working .
area for tais research so none of the tests have been conducted on a regular

working telephone line. They have been accumulating the necessary equipment and
devising the procedures required to make an over-all check of these instruments

s0 that one may be compared against the other and its off-line characteristics
compared to its on-line characteristics.

were most cordial and expressed the desire that
the members of the £C feel free to visit the Laboratory at any time and discuss
the subject of this research project with them.

RECOMMENDATION
For information. > Q:-g 05—
JMNLbwd o i
(8 e

1 - Mr, Belmont
Mr. Sullivan (Attention Mr, Fitzgerald)
Bufile 80-805

b3

6/ b7
%o 7w




® ¢
Wir, Conrad January 30, 1062

R. I, Millen

) b7E
NATIONAL SECURITY COUNCIL SPECIAL COMMITEEE (8C)
ON TECHNICAL SURVEILLANCE COUNTERMEASURES

Second (Phase 2) report of U. §. Naval Research Laboratory (NRL)
on security threat arising from radio-frequency (R¥) saturation of telephones
(transmitted with minutes of January 6, 1862, meeting of the SC) reviewed,
Off-line tests (set not connected to any line) of Western Eleetrie (WE) 500 C/D
(single line), 510 (2-line) 564H (6-button multi-line) indicats these sets are
least susceptible of any to RF saturation. Tests of 13 avatlable sets on an
1800-foot dry line (line not connected to any telephone system) in regular
telephone cable indicate only American Automatic Electric 80, Roumanian -
RS 7340 and English Standard P81418 sets could be made to act as a microphone
under most favorable Laboratory conditions, Off-line {ests on WE 510 set
indieate that use of coiled handset cord (instead of straight one) reduces
amount of RF saturation. Placement of station cord (connects sot to line)
and handset cord found to make results unpredictable when frequencies
above 10 megacycles were used.

ORIGINAL FILED IN

‘It is significant {0 note that when the telophones were put on an
1800-foot dry line, compromise due to RF saturation was eliminated for
all sets but three. None of NRL tests should be considered conclusive until
they are run with sets on live lines {lines acturily connected to a working

telephone system).
ACTION:

Will continue to follow NRL tests or RF saturation of telophones.
JMM:bwd (12)

| — Gy Gas. :

b7E
. 80-805 102 Fep ECORDsz

1 - Mr. Belmont \ ——
1~ Mz, Sullivan (Attention: Mr. Whitson)
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OPHONAL FORM NO. 10 ' Q Toison ‘.‘é
> mon!

UNITED STATES GOVERNMENT &( ) MZhrjg
. % Callgian
" d
Memorandum _ \,)W 3"’/;’; o

[ .‘) M _

% n

Malen

€
Se

vate; March 16, 1962 1, /i Z—
/ {I/SUBJECT: RICHARD “CBOND

. "T:;tet.e;?oom_ 7
2 s —
aumled ¢ 7 %
S. INFORMATION.AGENCY. (USIA) Y

v U, S. INEO] ’
S)I/,REQUEST FOR TECHNICAL CONFERENCES WITH FBI LABORATORY 7 »Zfiifron.

== Mz, Paul J. McNicholé'Director of Security, USIA, =

advised: Liaison on March 13, 1962, that he would like to arrange
fior Richard 'C, Bond of his office to confer with representatives

of the FBL Eaboratory regarding countermeasures in the field of
physical secirity. -
A jf According to McNichol, Mr. Bond has the responsibilify
for technical aspects of physical security for his agency. . -

McNichol- indicated that Bond is.very knowledgeable in this field

but he i concerned that there have been developments which'Bond
has not been able to keep in touch with because of the limited

| resources of USIA in the security field.

[
o
")
o)
N
on
'
N
,ly “
He suggested that it.would be most beneficial “for USIA =
to be up to date on the latest techniques so. that Mr, Bond could 8
o
&
£
9]
Q
W
(a)
[+
o
1]
@x
=
=2

TO : MR, SULLIVAN

rroM : D, J, BRENNAN
Y /

©

aﬁply them to the space occupied by that agency to guard against
the intrusion of listening devices, particularly in the most Cjﬁ

sensitive areas.
b

We have no derogatory information in our files concerning
In view of our. excellent>”

oY

‘Mr., Bond., He has ng Secret clearance,
relations with the USIA Security Office the FBI Laboratory may

wish to give some consideration to consulting with him along the -
linessuggested. : . e ¢7'
2 20-%92 — 31

L X ]

AGIION " REC-53 -
; _»" It is recommended that Liaison be authorized topmdvises?
McNichol that conferences will be set up for Bond in line with-

his reguest. ?;c?f;%grt_éggv 7

) RGE:bag%éékx’f | 0
1

(8) -

8 ' ‘ - . ) - .
e P o
- Mr. Sullivan'; -44q y st
1 - Mr, Conrad (]/} ' Pé). ,_Z%ieio‘r Sol R e eSS 2

C\/ lﬁ;f:%'%lr' Millen [ NOTE: On'the preliminary contact I'.aboi‘a'to‘ry suggests
N

4
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SUBJECT: RICHARD c.” BOND
S._INFORMA TION_AGENCY. (USIA)
r"/ mST FOR TECHNICAL CONFERENCES
WITH FBI LABORATORY

3
Y

$ i
Reference is made to Mr. Brennan's.3/16/62 memorandum to
Mr.. Sullivan in which it was recommended that Mr. Bond, a USIA security
officer, be @fforded an opportunity to. consult with the Laboratory on technical
security matters. Assistant Director Conrad recommended. that on the
preliminary‘contact discussion be confined to. commercially available equipment
and 'nonclassified techniques.. The Director approved. -

-3
N

Mr Bond was interviewed by SA'J. M. Matter, Electronics- Sectmn,
on April 3, 1962 He stated that he had very close liaison with Mr. Stanley Holden
of the: Ofﬁce “of Security, Department of State. Hetalso indicated: complete
familiarity with the matters handled by the Technical Subcommittee (TS) of the

~ National Security Council Special Committee (SC) on technical survelllance
countermeasuress: He was concerned about the adequacy of his eqmpment
(all commercially available) for security survey purposes and inquiredias to .
what the Bureau rélied on primarily in its surveys. He was told that the Bureau
feels that close phys1ca1 security of space and equipment is most important and
that the Bureau used its technical search equipment as:an important supplement
to0 a very pamstal«_:;ng and thorough phys1ca1 search,

RBED OPy FlLED N £ 2-99 3579 —

Evidently, as a result of his liaison with Mr, Holden, he was
thoroughly familiar with the techniques. involved in security surveys. It was not
necessary: to discuss with him anything other thanicommercial equipment and

- the standard techniques used by most agencies in making their 'surveys. He was
most appreciative of the time afforded him by the Buréau and expressed complete
agreement with the idea of tight physical security and:the use of a thorough
physical 'search on the surveys.
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Memorandum
’ Lo Rosen
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suejecr: NSECURITY OF THE WHITE HOUSE = o

- g// ",\
L D = Ry —
On 41:2/62] Laboratory's contact at:the W

| _ [|adv1sed .SA J. M. Ma er of %lf b7C

following concerning conversation he had had recently with Robert L/[Bouck % b7D
of the Secret Service Protective Research Section at the White Hpuse. &ﬂﬁ,{f—#ﬁr
T ——— < /a, .
Bouck lectured] ______ |that the telephone company had the Tesponsis B7p6 |
b111ty o'fwmfor‘mmg him of any knowledge the telephone company had of:telephoite b7C
}l in the White H'ouse being altered in any manner, |advised Bouck thd f b7D
could not accept such responsibility because he had no control over whom th

White Ho'flse perm1tted to work on its telephone instruments. He denied any
knowledge ¢ of hav;_ng permitted .any Government agency to alter any phones at the
‘White Hous’e’: He?,remmded Bouck that due to Bouck's position, it was the latter's
responS1b111t§?afor the security of the telephones and it was an administrative
)matter for Bouck to set up his own procedures to keep informed as to whom was
jworking on.the White House telephones.. Bouck was most unhappy and tried to
impress upon hat it was the duty of the telephone company to render

the White House maximum security in connection ‘with the telephone service.
advised that as far as the telephone service was concerned, he had
always tr1ed to furmsh maximum security at the White House.

hid -

b ‘. He has agreed to install cables that are under pressure so that if
the pressure is released indicating that someone may be tampering Wwith the
cable, an alarm will sound, Bouck is not satisfied with this and has ‘requested £ b6
that the telephone company install an alarm circuit that will have no current 95 bic
flow involyed whatsoever so that it cannot be detected by unauthdrized 1i?d1v1dua1s. b7D
Bouck has claimed that he has been advised by at least two outside agencies, that . -
such is possible and has requested |to cooperate with the outsiders-at no
cost to the White House.| has refused because company rules prevent this
and has asked Bouck to submit details of the prOposed circuit to the comgany for
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Memorandum R. L. Millen to Mr. Conrad
RE: SECURITY OF THE WHITE HOUSE

u [gmdL_Eouck has been unable to produce these circuits and has requested

to get the Bell Laboratories to work on this problem, has bé
refused this since, in related work for the Defense Department over the past E?}g

two years, he has found that in order to meet all of Bouck's objections, a
continuous path through the entire set for alarm purposes would create a
situation whereby the set could be compromised. Bouck has insisted that the
alarm circuit be complete through the mouthpiece microphone an

has told him that any such circuit opens the way for use of the telephone as a
| {|microphone when the instrument is hung up.

The information which has been furnished to the Laboratory by the
telephone company contact indicates that the proposed alarm system, which
Mr. Bouck is insisting upon, is not a feasible approach and in addition, it would
introduce certain factors which would tend to make the telephone instrument
susceptible to being compromised.

Laboratory personnel, at the request of Kenneth O'Donnell of the
White House staff early in 1961 protected certain designated telephone
instruments with countermeasure devices to prevent these instruments from
y1{ being used to overhear room conversation. . It is not known whether O'Donnell
made. this information available to Bouck. We have considered whether we-
should go back to O'Donnell; however, we feel this is undesirable since basically
it is a White House security problem and the information was given to us in
confidence by]| |1t is felt that any such contact with O'Donnell

‘ relalive to the countermeasures would have adverse repercussions against
| :
b7D
ACTION: PRI hﬂq
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A | Resen
& TO Mr. Conrad DATE: April 30, 1962 Tl
PN
FROM R. L. Millel’m‘/ T ’(‘ . Gandy -
, Pt RAM
of ‘ Wil
Sumiqn.7R$§LEPHONE COUNTERMEASURE (CM) SWITCH

i The above device was developed by the Laboratory in
November, 1950, to prevent a telephone being used as a microphone
to pick up room conversation. It is effective not only against the
ultrasonic listening device but also against other techniques of
( using the telephone as a microphone when it is not in normal |
use. To protect Government interests, a patent was applied
]for on.the switch and the patent was placed under the Invention
Secrecy Act. Mr. Parsons' July 2, 1953, memorandum to Mr. Harbo
on the ultrasonic listening device reflects that while the latter
was classified as “Tep—Seeret,” the CM switch is classified by

the Bureau as '"Stctres! because’ it does not disclose the ultrasonic
device. €

=

L]

After the passage of several years, the ultrasonic .: i
listening device, with Bureau concurrence, was recently reclassified
as "Seeret' by Presidential order so that greater use could be made
of the equipment. Sufficient time has elapsed to indicate that

the reclassification has not created any security problems as to
the ultrasonic device.

N,

N\
-
UNRECORDED COPY FILED N :0

The review of classified items is done on a regular
basis to deter

m%ne the need for continuing the classification on
each item,, Since the CM switch does not disclose the ultrasonic
device and isfaéftainly not as sensitive in nature, it appears
that the™~CM s&%ﬂch should no longer be classified the same as the
ultrasonic device, but should be reclassified to “Comfidenbial."
It should beinoted that State Department has now started using a
countefﬁéasu?? switch of its own in Western Electric telephones

being§$nsté§wéd in sensitive areas in the U. S. Embassy in Moscow,
Russia. THe classification of "Contrdential would appear to be
more in line with domestic and foreign use of the CM switch.
ACTION: '

O Ay eeqres mos § wres

\?k

/e Unless advised to the contrary, the Bureau will bring

to the’attention of the Commissioner of Patents, the reclassification

of the CM syitch from "Secréblito 'Genfidemtiel."
& :
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Evans

Memorandum | 355?%

"3 Malone
23 ———
to  :Mr. Cong pate: October 4, 1962 - °§&7";‘§_§
. -3 Tavel 3}

i% (. Tedter

¢ Tele. Room

FroM :R, L, Millen / ~ ul""'f') Coniy
mwwﬂ

‘ "’-‘u
SI%MI;Y OF THE WHITE HOUSE W&& WOk 3& =

Bn 10-4:62. | |
| [advised SA.J. M., Matter in
‘strict confidénceof the following interchange of information that has occurred
betw‘eenﬁm a:nd‘Robert 1. Bouck, Secret Service Protective Research Section
at thééWthe Heus e:

Bouck has for some time been afterlZland representatives of the
American. 'I('elephone and Telegraph Company (ATT) and Western Electric Bell
Laboratorles for special security work in connection with telephones at the White
House, Aiter suggesting special telephone instruments, the design and application
of which would have been most impractical, -he has now changed his request to a
special alarm system fo be mcorporated,m telephone instruments. He has gone
over! head to representativesof the ATT and| |s now in a
position where he must make some gesture of providing special equipment "~

although it may be impractical and actually not solve the security problem, f
: ely

Bouck wants an extra pair of wu'es extended from each of approxim
100 White House instruments to his office so that he may use this for alaim
purposes. :This pair of wires would extend from the handpiece down to the
mstrument and then into a special cable. The telephone instrument is to be
modified $6that any person removing the cap on the mouthpiece or earpiece.,
of the-handset, or removing the cover from the base of the instrument wo

Bouck first requested just a pair of wires with no control feature on the gfir T

balanced properly to give an indication of tampermg, there would be no @ .3,’

_control over the pair and the instrument could be compromised W1thout ~ P

causing an alarm, % cs
[57)

also pointed out that the introduction of this extra pair of wires
into the telephone instrument and the handpiece where the microphones are
located is poor secunty(practme, since max1mum security is obtained by the use

80-805 R 09
1 - Mr, Belmont > REC-g 76 Fos “”%5
?1! %var Sullivan (Attentlon. Mr, Bartlett) | Ea“:;;:; sy
MM:c (}0) fo 0071

%} J0CT 159859 5;/4 1 1862

.
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b7C
b7D

bé
b7C
b7D

b7C
b7D

automatically set off an alarm on the master control panel in Bouck!s ofﬁeE: 33:

b7D
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Memorandum to Mr. Conrad
Re: SECURITY OF THE WHITE HOUSE
80~-805

of a minimum number of Wires.|:|suggested that Bouck discuss

this with other Government agencies or a central security committee and
was informed by Bouck that he was doing this on his own and he did not

care what other agencies were doing. (Bouck has the privilege of discussing
telephone countermeasure problems with the National Security Special
Committ)ee on. Technical Surveillance Countermeasures, but has never

done so,

has done everything in the past for Bouck without charge
at considerable expense to the company. He is not only going to hayve the
required circuit developed by the telephone company and Bell Laboratory
engineers, but is also going to submit the costs to the Accounting Department
so that a monthly charge may be made against each instrument for this special
circuit,

Nowhere in the discussion did Bouck indicate tq:t_hhat the
telephone terminal appearances of the White House lines were to be protected
with an alarm system, nor is the area of the central confrol panel to be so
protected even though it will'not be occupied 24 hours a day. Failure to
protect these locations defedsthe entire purpose of the installation, Bouck
claims that such an installation is necessary because he is afraid that radio,
television and newspaper people may tamper with White House telephones in
the course of their visits, This is an admission that the activities of these

people cannot be controlled and that Bouck cannot provide adequate physical .

security over sensitive areas in the White House to guarantee that no one
could tamper with the telephone instruments unobserved,

as no indication that Bouck has the support of James Rowley,
Chief of U, S, Secret Service, or any other responsible official at the White
House in developing this special telephone instrument and alarm ¢ircuit,

ACTION:

None, For information. /\@f
-9 -
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7/ sugsor: 7(TELEPHONE ALARM SYSTEM ) [op
] TN
Meas Lnes

This memorandum contains technical information and is for record
purposes only. SN a

I bé
| | displayed to Laboratory personnel a breadboard model ®7¢
of the telephone alarm system being devised by at the request of Robert I. b7D
Bouck (SAC of Protective Research Section, Secret S rvice). as being

forced into designing and supplying this equipment by pressure from American
Telephone and Telegraph superiors.

- The alarm systeni is based on an extra pair of wires running from
the handset of each protected telephone to a central alarm station (Bouck's office).
There are 3 extra switches in series in each instrument, one each in the handset
mouthpiece, handset earpiece and instrument base. Any loosening of the caps
on the mouthpiece or earpiece or of the cover on the instrument will cause one
of the switches to open and cause an audible and visual alarm. Two relays,
located at the central station, are wired so that one is always normally operated
by the 6 mil current constantly flowing in the 48-volt circuit and the other will
operate by any surge of current caused by added voltage. Shorting or grounding of
the alarm pair also will cause one of tlie two relays to indicate an alarm. Only on
small current-limiting resistor has to be installed in the set in addition to the J
switches which occupy very little space.

| recognizes that the alarm system is only as good as the
} security afforded the alarm pair. He will supply a working unit to the Laboratory »7¢
(for whatever tests we wish to conduct). when production sets become available.

He still considers the addition of an extra pair of wires. right into the handset.as
Lbeing a departure from good security practice,

§7-104

ACTION:

None. Technical information for file only.
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TO : Mr. Conrad (& e " . .DATE:-May 8, 1963 . . .. °
Ly . e N SN o : - %, ° Sullivan
oL . . .o N . .t /OI S'Ttxvel z
- Lo R . Trotter

Tele. Room

FROM .: R. L. Millew P m T oo, R0 e
y . - : W GandY e
+ ‘ ’ -

sUBjECT}SECURITY OF_THE WHITE HOUSE " \Qg, ‘

TEREPHONE ALARM SYSTEM. = } %

_— }ﬂ.

The purpose of this memorandum is to keep you informed
relative to activities of Secret Service in attempting toprovide
an alarm system on White House telephones. B

My 4/12/62, memo to you concerning above subjectcindicated

that Robert I. Bouck, Special Agent in Charge, Secret SegVice .
Protective Research Section at the White House, was putti ressure Y7¢
on| to b7D
have a special alarm circuit installed on White House telephones.

had certain special security work done on the White House
phone system for Bouck but resisted pressure for a special alarm
circuit¥Since he felt it would make the telephone less secure because
it required running an extra pair of wires through the telephone
handset:. , Reference memo also pointed out that in early 1g§}, at the
request ‘of Kenneth O'Donnell of the White House staff, Bureau personnel
protected certain White House telephones with countermeasure devices
to prevent the telephones from being used to overhear room éonver-
sation. The Director noted, "Since Bouck seems to be the master- mind,

I thfﬁk ﬁghshould no longer have anything to do with the White House
phones infafy way." La)izﬁ:z:;%%gl
@3 . ; y
tely as a matter of courtesy and informal infarmation
only,| has let us know that Bouck went over head bé
to Amenlcamzh;lephone and Telegraph Company officials who oxdered ' b7C
q;:::;;:ho'ﬁyovide Bouck with a special alarm-type telephone: b7D
as s §¥p the first one to Electronics Section personnel before
deliverang it to Bouck for tests and approval. The telephone is :
standard except for the additiogiggxﬁﬁréeismall switches (one each in

the mouthpiece, the earpiece and®insidethe base) which are a part of
an electrical alarm network. If the mouthpiece or earpiece caps are

unscrewed or the cover is remoyedqfrom;the base, the switches cause an
alarm to sound at a remote a12rm~éon1torfﬁé“point. feels that
€s

the extra pair of wires introduced by the alarm me € telephone

more susceptible to compromise. No comment was madeé?y abcrhforﬁ},

ACTION: . ReC- 74 XZ) g 0 @u AY 16 1963
For your information. \V(;$€¥§& 5
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@ ) Gandy

supject: TELEPHONE COUNTERMEASURE DEVICES
BY CARLTON S, OREFIELD

Tolson
Balmont
Mohr
, Casper —
. Callohol e
Conrad

Information in this memo is of a technical nature

and is for record purposes only.
. ¢ .
Carlton §2{ﬁ:irefield, Scope Inc., Fairfax, Virginia,

furnished the following information:

Moorefield has applied for a patent on Etelepggne
countermeasure device and is seeking to raise $30,000 to do the
résearch and development necessary to produce a production
prototype. The device used a light-sensitive semiconductor
photoswitch in each side of the line on the instrument side of
the ringer and ringer condenser. The photoswitch has practically
no resistance when illuminated and.over 250,000 ohms resistance
when in the dark. Moorefield would also place across the line
a transistorized voltage switch incorporating a diode bridge so
as to be unaffected by line polarity changes. This switch would
light a neon bulb when the handset was lifted on the telephone,
thus illuminating the photoswitches and causing them to conduct.

Also incorporated in the unit would be a small
transistorized sawtooth noise generator designed to operate on
a minimum of DC or rectified RF current. Its purpose is to i
start up and put noise on the line by using the power that some-
one might, by some presently unknown means, succeed in getting
past the photoswitches to try to activate the handset microphones.

It is believed Moorefield may contact Fort Holabird of
the Army for the purpose of obtaining funds with which to conduct
the research necessary to proceed with the possible development
of this device. .

ACTION:

For information. 3
80~-805 Q&’ - 0 “
O-goy — b
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- Memorandum

TO DIRECTOR, FBI ' paTE: 8/19/63
| ATTENTION: LABORATORY, ELECTRONICS
| ‘ SECTION -
W, @ "M ¢ SAC, LOS ANGELES (66-275)
i
| SUBJECT: MICROPHONE DETECTOR
_CoguteymEeASIres _
[ [of "¥-Lab," Post Office Box 27, b6
Huntington Beach, California, demonstrated a device called - b7c
a "D-Bug" to | August 16, 1963.

The device is a broad band insensitive battery
operated radio receiver with a tunable range of approximately
28 to 100 me, It is designed to assist in detecting radio
transmitted "bug" information., The present model comes with
a loud speaker for listening to the audio hum signal which is
about a 1000 cycle tone. This tone signal is heard as the
transmitter is tuned in and it increases in intensity as you
come closer to the transmitter. He also has the device so
wired that it can be switched to get acoustic feed-back when
held very close to the transmitter. The device is housed in
a small box, 2" X 3 3/4". The price quoted is approximately
$200.00 each.

2% — /00 r;:ra range makes })—,8‘%0”;/ /e.// //m/'fé‘o[

’

rae,h‘a‘( l)uas .” /%Me,w 290 ,OM,{'&‘Q\ J,Z.M/é/wwnj %/f
ot P-Bug and) Mpwrr9heobos W" 2.
: j ) _ 2/ ?,2_,;—&} 2‘3"’757

Since  bolh lowerar /;(‘7/1@/ f/eﬁuenc:;s are vsed for

. 0 =Rox
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s [ofec Se e, NOT RECORDED
Bureau 3/)3/63 5125 12 AUG 22 ’!963 _

- Los Angeles VA
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; Memo grdna’um

2Z RECTOR, FBI : pate: August 29, 1963
"” ATTENTION: FBI LABORATORY
sroM :  SAC, CLEVELAND (66-9) //4A%g?%%2777}7n14
SUBJECT: JICAL EQUIPMENT ‘ ) | 7
SAFETY INTER-COM SYSTEM (i y, s b7E
MODEL 8-SC . ) Ge s F2py 1NCTEO E S

L I A W = ~

C Enclosed for the Bureau 1s a one-page-leaflet
entitled SAFETY INTER-COM SYSTEM, MODEL 8-SC.? o

% "Enclosed-for Washington Fiéld is one autostat .
(%} copy of this above-mentioned leaflet . N '

v, = s iw .

| | b7D

| |01eve1and, Ohlo (source - protect by réquesdt;

urnished reliable information in the past), ddvised that 4,
thls Inter-com et a communication system that the =~ 497
[ |invented for the United States \Air ~
out” four years ago. It has now beén decélassified.

' stted that this inter-com system weighs less than
20 pounds and can ‘be earried in dn ‘attaché case,’ “Which is’"
furnished with this System.” This inter-com system usés one”
wire which connéects all of “the individuals on this inter-com
system., This system of eight sets and attache case sells
for $800. .

The above 18 belng sent to the FBI Laboratory for
information purposes. .
, On August '20,-1963,[ ] advised that a firm" - b7D
d named Unl-Merc, Inc¢.;, 1007 ‘Wlsconsin Avenue, Washington, D. C.,
which the Washington, D. C., City Directorv ligts as a .
: brokerage firm, ordered this system. stated he” was
h. bringing this to the attention of the FBI as 1t séemed 0dd ~
66{9 5¢° £to him that a business firm would have use for such a system.

%vmﬁg . A ti'ﬂhe above is being sent to Washington field for
nformation. .
I OSURE,
- Bureau ( G e
ﬁfV('- Washington Field (Enc. 1) (INFO) i%CD goS
cv‘ 295 Cleveland 21 - ggll 9) ‘@b‘ 9 ﬁ ?@’re 6\
« p REC- & R
54SED 101663 $ o 2 e
. ; %1

MEM Jmo /Vé Qanswer /76&@53&@ —?—-3‘ 673 jw-;,, ﬂ&ﬁ
ﬁw’uw qmrc oﬂ:ISch/e’ an&fenae ls/eﬁz L
ALk 2l LV 4 TAA Cc/l/ /

N A J T3 65 Fhm




CV 66-9

Clewland indilices contain no information identifiable
with this firm.
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80-805
—

August 26, 1963‘

Special Agent in Charge, I.,03 Angeles (66~275)

M“ Re:
J/

|

Dear Sir:

The following concerns the technical equipment of your office:

TECHNICAL, MICROPHONE DETECTOR

Reurlet 8/19/63 concerning above unit called a "D-Bug, "

Your interest in bringing this to the attention of the Bureau
is appreciated. As you can recognize, the frequencies below 28 MC/s
and above 100 MC/s are not covered by the "D-Bug' although these
frequencies are known to be used for concealed radio transmitters.

If technical literaturé and a circuit are available on the
"D-Bug, " obtain such and forward to the FBI Laboratory, attention
Electronics Section. I no literature is available on this equipment,
the Electronics Section should be so advised,
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UNITED STATES GOMcRNMENT . é

Memorantum

T0 DIRECTOR, FBI (80-805) pate:  9/23/63

W}%&L: SAC, LOS ANGELES (66-275)

SUBJECT: TECHNICAL, MICROPHONE DETECTOR
Oéoo NTEE MEZASURET
Re Bureau letter dated 8/26/63.

There is enclosed one photograph of the "D-Bug"

and a copy of the preliminary data sheet on this Iinstrument.

This is the only data available at this time.
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. Memorandum .
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TO :  Mr, Conrad > W paTe: September 14 1964 31& __Z
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§ Tavel
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7 Candy

— Vil Nenttre
SUBJECT: CES IN ' Sy,
SIDENCE TELEPHONES OF FORMER . /

E

Since 1950, as a result of Presidential instepctions to the Attorney General,
the Bureau has ha.d the responsibility of installing Countermeas sure (CM) devices in
telephone instruments in the offices and homes of cabmet members and other high
Government officials. These devices prevent the telephones from being used as
microphones to pick up room conversation, and are classified “*CONFIDENTHAL"
by the Bureau and the National Security Council Special Committee on Technical
Surveillance Counter ures. By 2/1/61 memorandum, the Director suggested to
| that the latter might wish to have CM devices installed
in his telephones. . This was done by Laboratory personnel on 2/21/61 af |

residence at McLean, Virginia, where sixteen instruments are now protected with
. s SRR LRSI -
these devices.

————y

b7D

It is a strict policy of the not
to let anyone other than company employees work on telephone instruments. Due
v to the Bureau's excellent reputation for technical competence, the Laboratory?s
. company contact has permitted an exception to this rule to facilitate the Bureau's -
Q; carrying out its CM responsibilities for high Government officials. In order to
*. 13 protect himself from having to answer questions as to how off-standard sets are
getting m"Eo circulation, the contact has asked that the Bureau r restore CM-altered
sets to normal whenever a?“ﬁﬁ01wxes the Government or when the altered set
mightH¢ picked up.by & company repairman working on 4 normal order to disconnect,
exchange ox, cleartrouble on the telephone. Moreover, it would be to the Bureau's 0

advantage 1f knowledge of these Bureau-developed CM®s is restricted to as few
respons1b1e-1nd1v1duals as possible,

c:? o AL ‘

In the case of |the White House will call for
the disconnection and removal of the three White House instruments at] |
res1dence in the regular course of business,; These instruments will go Intoa :
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Memorandum to Mr, Conrad )
RE: COUNTERMEASURE DEVICES IN RESIDENCE TELEPHONES OF

b7E

80-805

local company supply (or back to Western Electric for refurbishing, if necessary).
It appears desirable to restore these altered sets to normal prior to their removal
by telephone company craftsmen who have no knowledge of the CM technique.,

However, in view of the recent allegations concerning the telephones of
thel _| it is not believed that any attempt should be made
to recover the CM devices from the telephones at the latter's residence at this
time.

ACTION:

Unless advised to the contrary, no attempt will be made to recover the
CM!s at| residence at this time. At such time as any of the
instruments are scheduled for removal we will attempt to make arrangements
through our telephone company contact to recover the CM devices if at all
possible before the instruments get back into circulation, '
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) ale,
Mr. Conrad%‘d% DATE: September 22, 1964 m@

Taye
Trotter

Tele. Room
FROM : R, L, Mille b Gandy -

SUBJECT; /|TELEPHONE COUNTERMEASURES i "

TION CONCERNING F vy

, The purpose of this memorandum is to record

additional, 1nf0rmaﬁnn_‘ﬁu.nnash.ed_to_m.e&tv:amgmm.[
FBI Laboratory,
| ) .

=

Previously when I reported to you by memorandum dated

April 12, 1962, that Robert I. Bouck, assigned to the White
House Secret Serv1ce Protective. Research Section, insisted
‘\upon using his own ideas of protecting telephones in the

ite House which ideas were completely unsound insofar as the
elephone Company was concerned, ‘the. Director noted, "Since
uck seems to be the master mind,.I think we should no: longerx
ave anything to do with the White House phones in anv wav.,"

=\

On May 8 1963, it was reported that Bouck had gone
fover|;M head directly to American Telephone and
Telegrap ompany forcing the local: company to install for
test purposes a special non-standard telephone in the White
House. This set requires extra wires (generally agreed to

lessen security) and it is designed so. that it will set off

dt;lf,an a;l.\axjm at a centra%lpomzﬁt. REC6 X 6 g 0 \S‘“ —-— «.§3

[ " As a further development, it is now reported by

that Bouck has ordered 50 more of these special

PHOTES along with the alarm panel .|?:|Wi‘11 keep_the .

Buneau adVised as to the receipt of this equipment and will
O adv1se us when the installation is complete. g OCT 1 49‘54

¢

ACTION: None. For 1nformat;|..on and recoxrd purposes. P
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) Felt
Gale
TO i Mr. ConW paTe:March 31, 1965 ;,/ B
u van
Tavel
Trc;t!et’
. . Tele. R
FROM : R, L. M111W . Holmes o
Gandy

SUBJECT: SECURITY OF TELEPHONE INSTRUMENTS, - W
W OFFICE Oy fo,measures . il b78
The Electronics Section's confidential telephone contact has @ ﬁ /t
advised| lis having the telephone system
in his suite of offices completely revamped, and work is being done on Q@A%

this now to finish at an early date. __gé_,.%“m.

As a result of this Section's close liaison with the telephone
company, it has been possible to obtain the telephone instruments as
they were removed from the offices of| |and regover - \-
the countermeasure devices installed by this Seciion at an earlier date. % E 4 ¢g )

As you know this device prevents the telephone from bein ed 7 % \
_as a microphone to pick up room conversation when the telephone ig not D g\&) ]
in normal use. X ay &) NS
Accordingly, this raises the question of installing countermeasun% , . |
‘ devices in the new telephone instruments now being installed in the -~ 73 g N
| | Office. ; — E w:
= = \
ACTION: _ B B
~ If fhe Director so desires, Office: will = -
be contacted and arrangements will be made for reinstallation of - e .
coun“termeasures on the new telephone instruments now being installed. ?;:
r - . ©
= 0 Vew \ / REG168 //‘*fﬂ\f{w 54 ¢
& Vi 2
5[5 . &
o AP ﬁ £
1 - Mr. Belmont f —
1 - Mr., Mohr: .. - R
1 - Mr.'Conrad
],,L-).;M;r. Millen %@ - 8%
1-=’Mt. Baker,, . -
1 - Mr. Matter
1 - Mr. Stevens .
5o AFR 1;}19 |
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SAC, Los Angeles ~ May 24, 1965
1 - Mr. Belmont
O Director, FBI (80-805) 1 - Mr. Conrad
Cooptermesserss i HI
SANTIBUG" MARK I, BY 1 - Mr. Swartz
DECTRON INDUSTRYIES, INC., 1 - Mr. Matter

SANTA MONICA, CALIFORNIA

3}’ The May 3, 1965, issue of "Electronics" carried an

article regarding the above unit. It is described by "Steven W.
Netolicky, President of Dectron,” as a 3 3/8" x 1 1/2" x 5/8,"
battery-operated transmitter designed 40 jam signals emanating

. from miniature eavesdropping radio transmitters. It reportedly
has a 200 Mc/s bandwidth and operates for 10 hours on a 4-volt
nickel-cadmium battery. The article states that Dectron originally
developed the "olive" transmitter. A Dectron employee recently
testified about the unit before a Senate investigating committee.

b7D
b7E

Without revealing the Bureau's interest, you are
requested to obtain the price and the technical operating details
of the "Antibug." Forward the information to the Electronics
Section of the FBY Laboratory within 30 days after receipt of
this letter. o ’

© $a-§00C &5
L

1 &
L I WK\’ g (&‘ﬁ’b 19 MAY 26 1865
b 2L ‘,'a: + K ., “; \ A”\

INOTE : qNg géfgéﬁ&ofbciqipggation in Bufiles concerning
cs %vgn;y. Netolicky Dectron Company.
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TO !  Director, FBI (80-805) «DATE: 6/21/65
ATTENTION: FBI LABORATORY_

ELECTRONICS SECTION
FR??QfZ;/EAC, Los Angeles (66-5108)(P) ]

SUBJECT: "ANTIBUG" MARK I, BY
DECTRON INDUSTRIES, INC.
SANTA MONICA, CALIFORNIA

Re Bureau letter dated 5/26/65.

Enclosed herew1th are three two-page specification
sheets for "Antibug" devices produced by Dectron Industries,
Inc., Santa Monlca, California. These specifications are

N4

oy

Ny concerned with the Antibug
% b7D
Santa
- Monica, California.
=
Y | | b7D
C the next 30 days. This information will be promptly
forwarded to the Electronics Section of the FBI Laboratory éé*
)
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v “UNITED STATES GOJSRNMENT e “
M emorandaum ;
TO : Director, FBI (80-805) DATE: 7/12/6
ATTENTION: FBI LABORATORY
w&* ELECTRONICS SECTION
(A RS ACG, Los Angeles,(66- 5108) (¢)

: )
TCOLLTERMEAS URE <
supjEct:.  (/"ANTIBUG")MARK I, BY
jﬁr’ DECTRON_ INDUSTRIES.,..INC.
9P SANTA MONICA, CALIFORNIA
P

Qf( . Re Los Angeles letter dated 6/21/65 concerning
captioned matter and enclosing specification sheets for IZ

Y the Mark I, Mark II, and Mark IIT.
| \
| [Santa Monica, California, arranged for
a demonstration of captioned devices for telephone compan !
personnel on 7/7/65.

.I‘

| |[Market Resea f b6
‘Dectron Industries, Inc., 726 Santa Monica Boulevard, b7C
Santa Monica, California, presented the Mark II and Mark III b7D
to personnel | Special :
Agents Staff. | |said that the Mark I is no longer
included in the line. said that the only devices
available‘at the time he left his plant were "laboratory
models” which were hand made and this was because no \
production models were available to him that day. He 9}
also determined at the time of the demonstration that .
the Mark III was “inoperative and, therefore, was only able

- téademonstrate the Mark II.

N re R
v 'f Several microphone transmitter and parasite type

teléphone Jine tap devices were tested by personnel of
‘ with the Mark IT in operation. b6
| b7cC
commented after the demonstration that the éﬂ/z;ﬂn
Mark%@I emits 1 omni-frequency energy between 30 and 90 mc.
and the device covers any transmit
operating in that frequency range.
that .the frequency coverage of the Mark II could be
upward or downward at the customer's request.
[ffffff;fdetermlned that the Mark IT emission completely
covered the transmissions from the devices he tested as
described above. Wwas successful in operatlng a

’ i * \ ,i ——
@)~ Bureau (REGISTERED) : tg%é ﬁ% 3 o 57

1 - Los Angeles \ B£0=3L m¢

F /s o $ 16 UL @1965
(3) & d\"@

70dUL29 —_ -

b7D
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LA 66-5108

2 watt 140 mc. walkie talkie within a few feet of the
Mark II. He also learned that severe interference is
experienced in the operation of any type radio or TV
receiver in the vicinity of the Mark II.

[::;;::::]commented further that he feels the
Mark II wou provide adequate security from transmitter
type microphones operating in a moderate sized conference

usiness office. He expressed surprise that
Efi?;ﬁf;jdid not display production models of the Mark II
an ark III and concluded that Dectron Industries is

probably a "shoestring operation’”. He said that omni-
frequency emissions of this type is not a new idea and

doubts that these devices can be operated without complaint
from the public in that it causes a great deal of interference

in the broadcast band.

. [ Thad ro opj itv to examine the
circuitry of the device and was unable to give
him detailed technical information.

b6
b7C
b7D

b6
b7C
b7D
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UNITED STATES GO.{NMENT .
Memorandum
¥ P DIRECTOREI ' ATTENTIg;fE: 7/9/iZORATORY
FROM @ SAC, 1 ’ ﬁ

SUBJE% E E GENERATOR -

ECTRONIC SECURITY DEVICES . .
ECHNICAL EQUIPME}!T

CC)UJ\T”I’W sy e 7S

? The C. H, Stoelting Company, 424 North Homan Avenue,
gﬂ/ Chicago, Illinois, has just recently completed a production run

of their Catalog Item Number 17438, "White Noise Generator".
This unit is described by the Stoeltlng Company as being "designed
for intelligence countermeasures." It is primarily to be used
in conjunction with an amplifier and loop antenna to encircle
and protect a room, The amplifier transmitter creates an
electro-magnetic field which will protect against electronic
listening devices and guard in the privacy of confidential.
conversations between individuals or larger groups. It is
a source of broad spectrum gaussian (random) noise which cannot
be filtered out of a signal., The electro-magnetic noise is
not audible yet it creates electronic audio interference as
a mask to the normal conversation within a room, As a counter-
measure it is purportedly such that it will "quietly provide
effective protection against electronic eavesdropping."

5 t
The specifications for the White Noise Generator note: W
encapsulation to protect the circuitry against humidity and shock y
Spectrum of random noise from 3 CPS to beyond 50 KC; battery
operation for over 100 hours per battery unit,and total d1mens1ons
of 2 5/16 inches by 3 3/4 inches by 7/8 inch. Cﬁ?éé }(‘ 3 e

The Stoelting Company has deﬁ%%%ped this random

noise generator which they have called e White Noise Generator

with the primary intention that it could be used on a telephone

line, the signal from the White Noise Géﬁfﬁ@?or being Ted into

the telephone line. The signal of random noise (10,000 ohms

maxrﬁhh“im@édance) fed into the telephone line creates a noise

on t e, 1 T gaklng the same entirely unusuable both for incoming

and ttgo ng messages, as well as being unavailable as a clear line
for useio§8it §§ron1c eavesdropping or llsteningidev1ces. The

Wi : ,, W o To= o
2 - Bkllteamtﬁ ’”""’gh . 3‘{ /;3" { UL 29 1665
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generator, of course,‘is under the control of the room occupant
and could be turned off for utilization of the telephone line,
Ringing woltage by the telephone company to ring the bell
obv1ou 1y would announce the incoming calls and then the
generator could be disconnected or turned off and the telephone
line be made serviceable,

As indicated earlier, the White Noise Generator
can be combined with an electro-magnetic amplifier transmitter,
adapted and balanced to a particular antenna field _ to protect
an arca with white noise (or electro-magnetic noisg signal.)
The antenna may be installed in a xug, the ceiling or a loop
around the room, thus flooding the conference area with an
electro-nagnetic signal which, in turn, creates random noise
on any type of electronic device, Experiments of Stoelting
Company have indicated that only noise is recorded on tape
and wire recorders within the area covered by the electro-
magnetic noise signal, It was said that even previously recorded
tapes being utilized by persons on the perimeter of the room
were not suitable for listening inasmuch as the electronic
gadget used for a playback was thoroughly " jammed" by the electro-
magnetic field created within the area,

In discussing the properties of this field of electro-
magnetic force, it was noted that the field was definitely limited
by the size of the wire used and by the output of the generator
amplifier transmitter used. The electro-magnetic amp11f1er is
merely amplifying the signal emitted by the Vhite Noise Gencrator
and causing the inaudible hash as a security measure against
electronic eavesdropping,

sa| | of the Chicago Office has seen
one of the small electro-magnetic amplifiers which would be
suitable for covering an area of approximately one cubic yard.
The Stoelting Company contemplates preparing for demonstration
purposes a chair with the electro-magnetic amplifier installed
below the seat area and fed white noise from the generator.
This will then flood the entire area of the chair and its occupant
so that this person could not do more than take notes or remember
a particular interview or conversation, Such would eliminate
the possibility of any individual seated in that special
chair utilizing a small pocket tape recorder oy any type
of electronic device to transmit a signal from the chair.

b6
b7C




The White Noise Generator has a current list price
of $51,00. It is to be noted this unit is strictly for the
generation of the random noise signal which can be used on the
telephone line as a protective device. The electro-magnetic
amplifier transmitter is not in production as yet but models
and prototypes are being prepared, Stoelting has no idea
what the cost of the electro-magnetic amplifier transmitter,will be.

UMeB, Fhe Chicago Office contemplates that it will purchase
for experlmentatlon and future research purposes one of the
White Noise Generators currently available at the C, H, Stoelting
Company. It is thought that this unit, even in its present
state of development, offers a great potential as a counter-
measure in protection of the security of special telephone
lines and installations wherein it would be impossible to conduct
immediate and extensive gurveys of equipment to obviate the
possibility of electronxc li tening devices being used.

Should the Laboratory desire one of these units for
testing purposes, please advise the Chicago Office and purchase
will be made and the equipment forwarded as soon as possible,

The Laboratory will be advised of further developments and/or :
production of units in the category of electro-magnetic amplifier
transmitter and data in regard to its handling and effectiveness.
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Memorandum

-

TO  : DIRECTOR, FBI (80-805)
FR ‘/\g}w, CHICAGO (66-699)

SUBJECT: WHITE NOISE GENERATOR

®

DATB: '9/29/65

ATT: FBI LABORATORY
ELECTRONICS SECTION

ELECTRONIC SECURITY DEVICE

TECHNICAL EQUIPMENT

”

Remylet 7/9/65 and Bulet 7/26/65.

Undexr separate cover’&registered mail) a
White Noise Generator purchased for experimentation and
future research is being forwarded to the FBI Laboratory.

o

il

@-— Bureau
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1 - Chicago \
P90 %ﬁBn

D PP gpeuiinee
\

get |1 3% biLER

BrLLint Y

4

T B3OCT15 I

fo-5057

4 0CT 1 1965,

-
. TR e =




SAC, Chicago July 26, 1965

e Tk -Mr. Newman (DIRECT)
Di.?ﬁc;ﬁg', E‘%I (80-805)-— )l - Mr, Millen
1-Mr. Baker

1-Mr. Matter
WHITE NOISE GENERATOR - 1-Mr Swartz
ELECTRONIC SECURITY DEVICES a1 piller
é\ TECHNICAL EQUIPMENT )

Reurlet 7/9/65 concerning above subject, You advise that unless
advised to the contrary Chicago will purchase for $51 one Stoelting Model 17438
White Noise Generator "for experimentation and future research" on the
protection and security of special telephone lines,

Bureau authorizes this purchase. Bureau desires that unit should

be sent to the Bureau (to the attention of the Electronics Section). The use

of reliable and effective noise generators of this and other types on telephone
lines to nullify any intelligence being gathered by transducers (either foreign

to or a part of telephone equipment) has been closely studied by the Bureau and
other Federal agencies for a number of years, Considerable money has been
expended for development and testing of similar units, To date none have been
found reliable to the extent that they do not malfunction and as a result (1) interfere
.with normal telephone use, or (2) fail completely or partially without any
indication of such and, thus, not only fail to protect the line but actually provide
a sense of false security in belief that the line is protected,

After test and evaluation, you will be advised of the results by the
Bureau, ~ |

NOTE ON ¥ELLOW:

Coordinated with Mr, Newman, No derogatory information in files regarding
Stoelting Co.
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M emorandaum ,,
- ]
TO : DIRECTOR, FBI - } . DATE: 11/16/65
FRO SAC, SAN FRANCISCO (66-3752) {

Ea

SUBJECT: // aber Laboratories, Inc.,
1150 Bryant Street,, f -
San Francisco, Callfornla. P
—  TINVESTIGATIVE AIDS - RESEARCH ]

ATT: FBI LABORATORY, ELECTRONICS SECTION R.L2

gy

On 6/23/65, captioned organization was incorporated
under the laws of the State of Callfornla, with an authorized
capital of $100,000.00, con31st1ng of 100,000 shares at $1.00
par common. therature distributed by the Sa Laboratories,
Inc., indicates that they are manufacturers ofQountermeasures
Equipment and consultants in Technical ‘Security Sﬁpport Systems.
Saber Laboratories, Inc., has developed an exten31ve system
for conductlng efféctive countermeasure operations 'in suspect
casesSOr as a precautionary measure., This system includes methods
for "sWeeplng" classified areas, both electronically and physically,
to deiermihe 1f they have been penetrated. The system's effective-
ness comes through the use of an electronic countermeasure kit, a
trainihg and operational manual, which are continually updated, /l\

keepifig current with the ex1st1ng state of the artt Seminars
on.the¢technlca1 and operational procedures of the Saber System
w1ll"be condiicted at frequent intervals. 62¢
!
= he Technlcal Director_ oﬁA;ﬁ&g _Organization is Major !

Sherman H¢ 1Mages UsSe 2 Armz “Retired. The e following is a
b:l.ographa.c 1 sketch of Major Delmage, as furnished by Saber‘ 57)

Laboratories, Inc.: \§£C.18 CjZ*’

"Major Delmage is reti from the” United
: States Army Intelllgenzgg .Security Branch.
///%9 Major Delmage, former Chié f the Technical
<§? Branch, United States Army Intelligence
r&\_) School, brings to Saber Laboratories twenty
years of experlence in technical and industrial
security operatlons. His vast experlence in
this area is now available to those in theé§§59---—___
security field -through his appointment as RECORDED
Technical Director for Saber Laboratories, 25
Inc—If this capacity he will be available NOV 19 1365
0 Saber System’users?for [gonsultations in =—e N Vlﬂ%
countermeasure operatzon@«relatlng to: 7
methods of entry, sound equlpment, photo-
graphy and 1ndustr1al secuprity management."

?@ a’“ﬁgﬁ“’ (Encl. 1)} %

o
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- SF 66-3752
/ A Dun & Bradstreet Report dated 10/18/65, sets
forth the following officers of Saber Laboratorles, Inc.. A
i : | FIs b6
I b7C
A/if }' f\k/x“' F‘?j“,ﬁj
e SE— rw«i.. o
A financial report furnished by Dun § Bradstreet ig‘q
stated that all financial comment was withheld, as well as Qﬁ 5

its organizational structure. However, according to the

| detailed informa-
tTion relative to this concern will be revealed to the public

by way of a press conference during the latter part of November

1965,

It is pointed out thatl | this bé
concern, is also Fargo Police b7¢C
Bqulpment Company, 1150 Bryant Street, San Francisco. -

For the.information of the Bureau, enclosed is a
brochure distributed to public agencies concerning the services
of Saber Laboratories, Inc.

The Bureau will be kept advised concernlng addltlonal
1nformatlon comlng to our~attentlon relative to Saber Laboratorles,A
Inc, X

®
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SABER LABORATORIES INC.

1150 bryant street, sen francisco, california

TECHNICAL SECURITY SUPPORT AND COUNTERMEASURE SYSTEMS

Clandestine eavesdropping — the heart of industrial espionage—is decreasing industrial
and governmental development LEAD TIME. The industrial spy and foreign agent are a greater
threat than ever before to both industrial and governmental operations.

Modern electronic technology has intensified this threat through the development of new
and clever fypes of secret listening devices. The eavesdropper has, at his disposal, many instru-
ments and methods to compromise the physical structure and personnel having the information
he seeks. A sound countermeasure p;ogram is a necessity.

No countermeasure program can be sound, if that program is not continually updated in
equipment. Also, your security personnel must be well informed, both on current techniques
in the use of covert listening devices, and how to most effectively use available countermeasure
equipment. ‘

©

-

SABER LABORATORIES, INC. are manufacturers of%:}OUNTERMEASURE EQUIPMENT, and
consultants in TECHNICAL SECURITY SUPPORT SYSTEMS. Saber Laboratories, Inc. has devel-
oped an extensive system for conducting effective countermeasure operations in suspect cases
or as a precautionary measure. This system includes methods for “sweeping” classified areas,
both electronically and physically, to determine if they have been penetrated. The system’s ef-
fectiveness comes through the use of an electronic countermeasure kit, a training and opera-
tional manual, which are continvally updated, keeping current with the existing state of the
art. Seminars on the technical and operational procedures of the Saber System will be ¢onducted

at frequent infervals. “ J— 5 9

"ENCLOSURE ’




SABER SYSTEMS are designed to provide confidential advisory assistance and support security
personnel in their efforts to

« PROTECT DEVELOPMENT LEAD TIME

* PREVENT LOSS OF PROPRIETARY INFORMATION

« PROTECT CLASSIFIED DEFENSE INFORMATION

* MAINTAIN SECRECY OF MANAGEMENT DISCUSSIONS

* TAKE DEFENSIVE ACTION

* MAINTAIN UP-TO-DATE EQUIPMENT

+ MAINTAIN UP-TO-DATE OPERATIONAL INFORMATION

« REMAIN AHEAD OF THE EVER CHANGING “STATE OF THE EAVESDROPPING ART”

TECHNICAL DIRECTOR: Major Sherman H. Delmage, AUS — Ret.

‘ | T |
Major Delmage is retired from the United States ) K . \
Army Intelligence and Security Branch. Major Del- { L) s
mage, former Chief of the Technical Branch, Unjted i‘ , iy f
States Army Intelligence School, brings to Saber K S i
Laboratories twenty years of experience in techni- \ e

cal and industrial security operations. His vast ex- . g
perience in this area is now available to those in
the security field through his appointment as Tech-

nical Director for Saber Laboratories, Inc. In this VA
capacity he will be available to Saber System users / ’ \ ~
for consultations in countermeasure operations re- g
lating to: methods of entry, sound equipment, /

photography and industrial security management. )

*

Major Delmage

o

SABER LABORATORIES, INC. reserves the right to screen all inquiries on a need-to-know basis.
. o -

FOR COMPLETE INFORMATION WRITE ON YOUR COMPANY LETTERHEAD TO: MARKETING
DIVISION, SABER LABORATORIES, INC. 1150 BRYANT STREET, SAN FRANCISCO, CALIFORNIA.

. f . ~JIL= 59
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;7= 1-Mr, Mohr -
1-Mr, Conrad
1-Mr. Baker
1-Mr. Swartz

SAC, New York 1-Mr, Allen July 5, 1966
1-Mr, Matter

Director, FBIX ATTN: SA Robert Solomon

QOUNTERHEASURE DEVICES

Reur R/S,6/27/66 with which you enclosed a clipping
from the New York/Sunday Times of 6/26/66. It contained an
advertisement byjZelex Marketing Coxporat 866 .United Nations
Marketing Plaza, 'New.York, New York, of z~{Zelek Wiretap Safeguard.'
For a rental of $17.50 per month, the device allegedly "guarantees
4( to-prevent yecording of a telephone conversation by any type of
a.recording device. “

i Without revealing the Bureau's interest, you are

U™ dinstructed to obtain more information concerning the %eilex x

device, particularly the details of how it prevents recording

of telephone conversations picked up by "line taps, voice or

line activated recorders, induction units or FM line transmitiers."

Also determine what the purchase price (if sold instead of rented)

would be. - .
Direct your reply to the attention of the Electronics ’

Section of the Bureau. /

NOTE:

| Due to Laboratory's continuing interest in countermeasure
and security devices, it is felt that more detailed information
concerning this device should be obtained to permitevaluation as
to whether one or more should be purchased, - -
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Routing y
FDz4 (Rms) ! Da}d{' ©r ., 66

% TO: ; - " ‘J\; ' Yo

1 {xd Director ) FILE
Att.: UOHN-MATTER—= FBI LABORATORY
3 SAC ‘ém "?/-v'\’ Title
[JASAC .
) Supv. : ‘/’/ A
1 Agent : .

Em 7

{Jcc
{1 Steno
{3 Clerk Re:
| ACTION DESIRED
3 Acknowledge {1 Open Case
{3 Assign Reassign (] Prepare lead cards
3 Bring file [J Prepare tickler
3 Call me « [} Recharge serials
3 Correct {7} Return assignment card
(3 Deadline {7 Return file I
3 Deadline passed . {7} Return serials B
{1 Delinquent Search and return
{1 Discontinue ) See me
(T Expedite o (] Send Serials ;
{7 File to %___
{_J For information ] Submit new charge 607 —
{3 Handle {7} Submit report by __.
3 Initial & return (] Type
(] Leads need attention
", ] Return with explanation or notation as to action taken. -~

. 7~
; Information only.

‘g ‘ 7/;/45

(™,

) sac  JOHN F,

: /25/%41M
- @ g;z{] BE'v/}fm [ &' M
% L0 M

New York

See reverse side Office

ENCLOSURE { (
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Safecruard Your

Busmess Interests
With the New

ZELEX vy roms

@' Vglrfetap dsmgmg -66
afeguar

“**Easily Remembered As Wiretap Trap”
No Need To Worry About Confidential Conversations

The first device on the market that guarantees to prevent the recording of

a telephone conversation by any type of recording
SED device, including line taps, voice or line activated

@ | recorders, induction units, or FM line transmitters,
regardless of frequency. Completely automatic and
foolproof. It works 24-hours a day to protect you.
Rent The Wiretap Safé ’ ‘
2 A [y 2T

For More Information Call (212) 421-1666 -

ZELEX MARKETING CORP. 866 United Nations Plaza, Hew Yorlk, N.Y..

o
Al

\ “For All Your Security Surveillance Equipment” *Plus small installation charge

repesgis SO

5o !,f
'FNCLOSUR /(/ e 4/ £ / /




ZELEX'S

Wiretap
Trap

*

Space-age electronics has enabled wiretappers to tap business and private telephone .conversa-
tions at will. Major publication articles have shown just how many'corporations have been at
the mercy of these wiretappers. Now, the surveillance industry has, in turn, developed an
effective method of combating wirétapping. x—’Ze’l/e;;( Marketing Corporation in cooperation with
a team of telephone engineers has developed an exclusive new product to safeguard your tele-

phone privacy.

*

With the new "Wiretap Trap" installed, monitoring a telephone conversation by wireless trans-
mitters or direct tape recorder connection is impossible. The monitoring receiver or recorder
will play back nothing but static. The conversation will, however remain completely normal

and undistorted to the people speaking on the phone.

BEFORE NOW PRODUCTS OF THIS TYPE WERE ONLY AVAILABLE TO THE GOVERNMENT.

NOW THIS PRODUCT IS AVAILABLE TO THE GENERAL PUBLIC.
v {

Call For Demonstration

Zelex Mafrketing Corporation
866 United Nations Plaza
New York, New York 10017

. (212) 421-1666 .
Distributed Exclusively by Zelex Marketing Corporation [0 0
/
a4 IAE - —
ENCIOSURE 7,y 405
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Cop p.
MS, President, Food Corporations, Ohio 121}0.

"The value of the peace of mind I obtain by using S of 2 o e
the Zelex 'Wiretap Trap' cannot -be measured. Ican, . Ory,, Doy, Vi
now speak over the phone without worry of proprie- - 2wy, U, P »

tary information leaking out." . Y 1.%& I;-Qp,

. ' of t\\\‘:’" .
s“.\ppw 16 DA gsuT e <~ WH, Lawyer, California
t‘%\\\‘ Wir® 4 ' . ' "We are very happy with 'Wiretép Trap' and feel as-

3 _— sured that any telephone communication with our
office is strictly confidential."

These are compilations of actual statements, therefore
the initials and industries cited have been changed
since our clients identities are confidential.

" BeWitog 4 wp

. . AYOLVYOgV-Tqy
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Memorandum | f

DIRECTOR, FBI pate:  T/14/66
(ATT: FBI LAB-ELECTRONICS SECTION)

FROM : &\& SAC, NEW YORK (66-2423)

' susjecT: UN’I'ERMEASURE DEVICES .

z Re Bulet 7/5/66.

- In accordance with Bureau instructions SA
}\?N'DERVEER and EMT[______ |called at the offices of JEW\ord, A~ b6
e

lex Marketipg Corporation, 866 United. . Nations. Plazaf and b7C
were afforded a look at the%;éiex Wiretap Trap. It is contained
in a metal box approximat I 47 x 07, probably made by

Budd. The box is physically sealed with a metal seal painted

red so that it cannot be readily opened or tampered with

without it being evident. The externals are a four prong

female plug mounted at the end of the box, an on-off switch,

fuse, indicator lamp. An AC power cord and a four pronged

make jack are led from the box on leads about 3 feet long.

In operation the AC plug is connected to a convenient outlet,

the male plug connected to the phone line and the subscribers

phone connected to the female connection provided on the

equipment.

The equipment can either be purchased or rented.
The rates are as follows $17.50 per month single line
4,00 per month 2nd line
3.00 per month 3rd line
2.00 per month 4th line
1.00 per month 5th line

Purchase price per single unit is $750.00.

With either rental or purchase service charge and
installation is handled by their technician. A charge of
$50.00 is made for this initial service.

:_@‘/‘ cC E//cc ‘5&6’ EX—ng X'O — ?@D

'3ZBureau

o {1-FBI, Lab-Electronics Section) - E !REC‘ZG /:f = |
1-New York - (66-2423) M s ?,((v ZJ __*Yd_( &[

RS T
MXDwfar‘”“‘“&“

3010~108




NY 66~2423

Ry interview the following information was obtained

from| The unit is claimed to provide complete b6
protection from recording equipment, including their own b7cC
tape recorder if the recording eguipment lis placed between

subscribers phone and central office. It offers no protection

on the other side of telephone company central office. An

extension phone or a linemans test set across the line will

be able to monitor the protected phone gbove the noise.

Tor this reason they recommend to their subscribers that

they use a special security bubton provided by the telephone

company to be insballed in their customers phone to be used

with this unit. They are also placing on the market a meter

to be placed across the customers line which will give &

visual indication &f an extension phone is picked up in the

course of a protected conversation. This meter will be

available in about a week. The customer, of course, by
" uging the ton-off! switch can either have the protection

offered by bthis device or dispense with it. He can leave

the unit on continuously or forget to turn it on.

From the conversation with| |1t is the b6
considered opinion of the interviewing personnel that this b7C
unit probably consists of a power supply and an electronic
signal generator which places a high level, low frequency
tone on their customer's line. The customer necessarily talks
above this signal level so that he could be heard on an
exbension phone or on a telephone test set. The silgnal
would probably be dissapated by the telephone company
repeater coils and lose ibts effectiveness on the other
side of the central office equipment. This low frequency
high level signal would probably effectively defeat a
recording device as it would drive the recording amplifier
into & saturated condition. So much of the signal as
passes the amplifier would probably drive the magnetic
record head beyond its operating B.H. hysteresis curve.

The company claims that this device defeats
wireless telephone taps. That it burns out the cheaper
transmitters and blocks the better ones. The high level
signal would possibly cause failure in cheap transmitting
equipment installed as a wireless tap by causing the
transistor to burn out at the base Junction.

-2 -

-
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NY 66-2423

The foregoing is necessarily conjecture as this
company is extremely circumspect with respect to divulging
detailed information sbout this equipment. They obviously
do not intend to permit detailed visual inspection or to
furnish any form of schematic diagram of this unit.

Additional information with respect to the

complete line of surveillance and security equipment is
to be found in the enclosed brochure.
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-Mr. Matter-Allen
LEGAT, Mexico City (66-415) March 30, 1967

A
mrecto%‘iﬁ’F‘EI (80-805). § .

EX 108
SECURITY SURVEY
LEGAL ATTACHE'S OFFICE
MEXICO, D. F., MEXICO

Reurlet 3/9/67 requesting noise generatofs for use in masking
sensitive conversation during conferences in your office with Agents and in
hotel rooms with informants.

_ One 50-cycle Norelco Model 350 cartridge player for use in the
office, one battery-operated Norelco Model 150 cartrid for use in hotel
rooms, and six cartridges (which will contain batkground masking noise) are

2‘ ?)being ordered and will be furnished your office on receipt. '

© MAILED 7
APR3 1967
|

1-Mr. Sullivan (Attn:
1-Mr. Callahan (Attni

1 - Foreign Liaison Unit:(Route through for review)
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;:*'Dlrector, FBI L L ':':_’5'DATE: 3/9/67 '
' ATTENTION’ FBI LABORATORY S A

t, Mex1co Clty (66 415)

CO, D Fw: MEXICO L @y@ ?éﬁihw"?g i.”i’ %Se’» ‘T”’TWJ-‘ L

. In order that every effort p0551b1e can be made to
-.safeguard this’ Bureau’s operations in Mexico, it is requested
- that two masking: noise. generators operating from a. magnetlc tape -
cartridge, be furnlshed ‘this offlce.' One masklng ‘noise generator .
“should be. power operated (50 - 60 cycle 110 vokts)- for within
the Mexico City Office ‘during conferences.- TME other masklng
noise generator should be battery operated for“use in suoh
' situatlons where 1nformants are, met in hotel rQQms.gg_ﬂ-‘

This *f‘f‘t’»mgum% gt o /00% .
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dé\ April 27, 1967
i

Dorne and Margolin, Inc.
29 New York Avenue

Westbury, New York 11590

J

@gf» ;uz/»«’{:zy Whe dEMPE S

Gentlemen:

The Federal Bureau of Investigation is interested
in obtaining avallable technical information and specifi-

cations pertaining to Model DM AR7-9 log periodic antennae
designed for the 1-12 GHz. region. We are interested in
units which are similar to Serial #3, above model number,

as produced by your company for another customer. Please
provide price for two units.

Since this material might have possible uses in
connection with official investigations, it would be ap-

preciated if you would afford confidential treatment to
this inquiry. Please direct your reply for the attention
of the Federal Bureau of Investigation Labora

: 35 ) «1 ‘ a4 4 APR 28197
B
\k b o o ‘ “ ar Hoover T
kY
_§ NOTE: Biifiles cantain no information which would prohibit
Y this inquiry. Address obtained from the current issue
V% of the "Electronic Engineers Master Catalog.'" The

customer mentioned above is the U,.S. Navy, Office of
Naval Intelligence.

O’{W MATEROGM teLeryee unir )

to Y . N
j/.’ = E'J:t'u L2 e
: . Very truly yours/ FRECORDF
Vil . s
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b7C
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- for our study, evaluation, and possible use.
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UNITED STAT -~ MENT

Memorandum

ITELL UNIT..... -
LABORATORY MATTER

LT T TIEITS

On June 19, 1967, Mr, Daniel J. Sullivan,
Advanced Research Projects Agency (ARPA), Department of
Defense, furnished the Liaison Agent a Tell Unit recently
manufactured for ARPA by Scope, Incorporated, Falls Church,
Virginia,
hidden microphones placed as '"bugs."

According to Sullivan, this unit was used
successfully in sweeping an office in Saigon, Vietnan,
Military authorities in Vietnam have ordered 25 additional
units.

Sullivan made this unit available to the Bureau

ACTION:

Refer to Radio Engineering Section of the
Laboratory. .

Enclosure

~

ke (8
gy

1-Mr. A, J, Baker
l-YLiaison
1-Mr. Haynes

53
g 10k

1 JUL 21 1867
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This is a small portable unit designed to detect

It is attached,
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o 1-Mr. Baker
1l-Mr. Matter

LEGAT, Mexico City (66-415) © July 26, 1967

Director, FBI (80-805)

! - 0 £9 AL
“f’/ SECURITY (\@u WY v hncatnv o é /,/;“” :
] LEGAL ATTACHE'S OFFICE TR =
MEXICO, D.F., MEXICO ¢
Reurlet 3/9/67 and Bulet 3/29/67 concerning background

noise generators for use by your office during conferences in
your office and in hotel rooms (with informants).

) One "Playback, Norelco Model 350, S50-cycle, tape
é( cartridge #27710, with extension speaker, and output adapter
5| cable,” and one '"Playback, Norelco Model 150, tape cartridge
#655313, with extension speaker, and AC-adapter,'" are being
Y shipped your office by CONFIDENTIAL-air pouch., Also contained
in the shipmerdt are six Phillips tape caxrtridges (cassettgs),///
all of which contain prerecorded background noise which-can
played for masking conv%rsation during conferences,

Report the playbacks on your inventory as indicated;~

1-Foreign Liaison Unit (Route through foﬂpreview)
1 - Mr. Mohr ‘ b6

1l - Mr. Sullivan . b7C
1 -«Mr. Callahan
(105##
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1 - Mr. Mohr '

5 1 - Mr. Conrad
ey - 1 r. Swartz
£ . 1 r. Miller
1 - Mr. Matter

SAC, Miami (68-1266) ' October 8, 1968

Director, ¥BI (80=769)
THECHNICAL EQUXPMENT

Reuriet 9/11/68.

Suggestion was made in referenced letter that
consideration be given to inevitable need for eguipment to
record numbers dialed from Touch-Tone telephone inctruments.
The FBI Laboratory has followed the development of the Touch-
Tone telephone instrument and related central office eguipment
for a number of years and bas equipment with which to translate
tones into numbers. Eguipment for use on Touch-Tone telephone
lines is being packaged in muitable form for field uae and the
field will be advised of its availability.

For several years the Bureau has been closely following

the commercial and govermmental development of radio receivers
and RF detectors which could be used to more rapidiy locate

X

wiretapping and microphone transmitters in certain instances. A
reliable usit has been developed as a result of interdepartmental
govermeental efforts and prototype units are presently under test.

When production unita become available in the future, one of them

will be furnished your office. Your present search equipment will
do an effective job in locating radio transmitter carriers in the
immediate vicinity when used in comsideration of posgible 1&0&%&0&5

for such transmitters.

NOTE:

Bureau presently has five porﬁable Mason A3 receivers
(developed as result of Countermeasure Committee efforts) on
order as part of a joint govermmental purchase. One of these
was earmarked for each of New York, Los Angeles and Miami.

fo ‘
{1,/ ~ 80-805 | .
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At

(
l - Mr. Miller
1l - Mr. Matter

November 6, 1968

Special Agent in Gharge-, San Antonio

Re: TECHNICAL EQUIPMENT

Dear Sir:
Reurlet 10/24/68, regarding seven items excess
to your needs. ‘ "

{7) Equipment listed below has been received. After repairs have been made it will be
returned to your office.

() Equipment listed below has been repaired and is being returned to your office.

{3 Equipment listed below is being shipped to your office for [} permanent [T} temporary
assignment. Appropriate inventory changes should be made.

&l .
Return items 2 and 5 to the Radio Engineexring

Section at the Bureau, "Attention SA J. M. Matter."
Dispose of locally, in a manner which cannot be traced
to the Bureau, items 1, 3, 4, and 6. Retain item 7 so
that you will have two lineman's test sets in your
office (two are needed for communication between two
points and were supplied your office by the Bureau for
security checks and authorized technical installations.)
In addition, retain all items, named in the last paragraph
of your letter, so that this eéduipment will be on hand
for authorized uses.

o

(6)
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Mohr
Bishop
Caspet
Collchon eweem——
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MAILED 10

NOV 7 - 1968

Very truly yours,

Gale
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. DIRECTOR, FBI el e 10/24/68

 fATTN" FBI LABORATORY | crﬂmﬁwm
 SAC, SAN ANTONIO (65-715) :

 TECHNICAL BQUIPMENT :
SAN ANTONIO DIVISION

Plount &L /’/52751(/6 g5

Ruscibubani S0
v THe San Antonlo D1v1szon has in its posse531on the
_v*lfollowlng technical equlpment whzch 13 con31dered excess to the
Av;‘needs of - thls Offlce"'i : :

‘ Bureau instructlons are ‘requested as to whether this "
wequxpment should be returned to the FBI. Laboratory for use
there or should be dlsposed of or destroyed 10ca11y- '

~‘ln/ 1. One volt ohm mllllammeter No. 754 -—12995@7‘434/%/
- . =wv 2, One line voltage regulator — Seref, Jo. ﬁ%
o »,Iﬂv‘B.ﬁ One isolation transformer —: ZPef/f°/
#I 4, One WE terminal box .— IP/S/M-«% ﬁ;‘ /N‘»/l/ P>
‘; ' - (/] A
Ralie sarel v:_,pam
-7« .One WE. lingmans test set L— A/ {ax&e ';3 ;;‘.??;" /tou/c/
cabt 4% ﬂM;nﬂ Cr 5'¢cw'/7 C‘ec/@:mdufhaf/z.em Tcﬂaﬁ?ﬁ
“{,,:: Q/- UV
5a .»gém Aﬁ%%hlo will. retain, pending Bureaq authorlty, '
1 : together with the two security klts,

’b‘ﬂsage transmitter, two Magnecord Binaural PT8
aﬂplﬁgierg%gnd tran8por's, Roberts recorder, and two
mmnaxponygg?recelvers. BT -

« S 500 "( iw"“ | ﬁ (9{
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Mr. Rose(Linison Se ction)
1ir. Conrad

Mr. Conrad ‘ Mr.Swartz 6/21/68
Mir. Matter ’

SECURITY SURVEY AND COUNTERMEASURE INSTALLATION -

[Qmamumomaﬂ—l | - b7E
| .

By letter he Dir rd d 9 ick H. Schmidt
(former SA), inauired
whetle r the Bureau w uld mak b7E

fand (2) install"ountermeasure devices (to prevent the mstruments Q

from being used as microphones to pick up room conversation). The countermeasure _

device was developed by the FBI and the installation of these countermeasuies on )
Cabinet Officer telephones has been a continuing integral part of a White House' §\
communications sea rity program in which the White House initially requested 18
the installation of these devices on Cabinet Officer phones. o
W
. .o )

<

X d

With the Director's approval, the Bureau has previously made both telephona A
security surveys and countermeasure installations for various Secretavies of the '
Department of Health, Education and Welfare, dating-back to the Eisenhower ’
Administration in 1953, Iir. Schmidt has been most cooperative with the Bureau as VY
its principal liaison contact for personnel information in his acencv. Liaison advisess
also it was through the personal intervention of the b7E

"IN law:ron

that the Bureau has been able to continue receiving Social Security - Z
information which has been denied other investigative agencies. &

Ag a byproduct of the countermeasure installations and related security checksd
by the FBI has contributed very substantially to the excellent relations enjoyed by the ™
¥BI with our high-level telephone company contact through whont the Bureau secures 3
the necessary cooperation from the telephone company in connection with the Bureaun'sd
investisative activities in the internal security area. , ‘

Accordingly, in view of the above circumstances, it io suggested fhe Bureau b'{E
may wish to comply with the current request. Estimated time: 2 men for 1 1/2 days.!

RECOMMENDATION: | , ' i
That Ir. Schmidt be advised that the FBI will perform the /!
requested countermeasures installation and related - I

security check. /27 -
) - - ﬂvﬂ% ey
42-97308 XC) 3 éLﬂ@'I_‘ RECORDER™
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0-4a (Rev. 1-19-67) ,% ww&
FEDERAL BUREAU OF INVESTI“IO‘N ~~~~~~~~~~ - '
WASHINGTON, D. C. 20535 i
DATE: Re:

1/28/67 TECHNICAL EQUIPMENT
TO:

LEGAT, MEXICO CITY

Invoice of Contents

ONE EACH NORELCO CARTRIDGE RECORDER MODEL # 150 S/N 275 (FACTORY SERIAL #655313
- ONE EACH NORELCO CARTRIDGE RECORDER MODEL 350 S/M 27710

- v

MAILED 4

JUL 31 1967
£ONMM.F8

Specml Instructions: FBI File No.

Mail Room: Show shipment date and registry number.

Shipping Room: Show shi Spment date; bill of lading number; 80-805
initial i invoice; retum to Section checked in block; after

initialing in block, invoice to be placed in administrative file.

REBULET 7/26/67

64 AUG 1 1987)}\ 2 BOXES




9-67)
BUREAU OF INVESTI(Q‘ION e

GTON, D. C. 20535

’ Re:
3-5-63 ®  JECHNICAL EQUIPMENT

O:
. SAC SAN FRANCISCO

FE935r606

Invoice of Contents

PLAYBACK, TRANSBORT MAGNECORD STEREO 4-SPEED SERIAL #§3X ©PT-78

PLAYBACK AMPLIFIER, ELECTRO-VOICE W/STEREO 8~OHM HEADPHONES SERIAL # BPA-T8

Special Instructions: FBI File No.

Mail Room: Show shipment date and registry number. 80-805
Shipping Room: Show shipment date; bill of lading number;

initial invoice; return to Section checked in block; after

initialin‘%i_n(%]._‘mkﬁ C ~p] »@ccd%gministrative file.
via gk éxikese) A T“31 }ga

] Crypt.-Trans.
T Document

o
io Engineering
LFPS




Re: tecunicaL EQUIFKENT

O:
SAC SAN FRANCISCO

Invoice of Contents

;/ﬁ |

Ma: Room: how shxpment date and registry number.
thppmg Room: Show shipment date; bill gf lading number,

initial invoice; return to Section check lock; after
initiali u}}q}))lock voice to bg\ 1} acedfn administrative file. 4
Wg‘ %) REURCALL 3-4%-69

\4‘ 19 e
VIA RAILWAY EXPRESS

(bz 31959 /

-805

) Crypt.-Trans.

| D%:ument
PLATYACK, TRANSPORT MAGNECORD STEREO 4-SPEED SERIAL #BPT-B7 c
PLAYBACK, AMPLIFIER, ELECTRO-VOICE W/STEREO 8-O44 HEADPHONES SERIAL JBPA-87 = L;‘:)‘g Engineering

b

Z
74 ;/7#‘
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ﬁ/f” 1 - Mr. Matter . b7C
Dp: Joseph K. Taussig, Jr. -
Ny ,»e,sfqént P
.Consultants Group, Inc. -

* 923 - 1625 Eye Street, Northwest
Washington, D. C. 20006

Dear Dr. Taussig:

o

!bureéggzé; of December 22, 1970, transmitting a

proposal for "A'Portable Transient Room De-Bugging Kit,"
has been recei . VWhile this Bureau has no immediate
application for the equipment you describe, we are
interested in following any new developments. Accordingly,
if you desire to show your equipment to our Laboratory

staf e an appointment directly with b6
of our Laboratory at a mutually b7C
convenient time. may be reached on 393-7100,

extension 461.

Sincerely yours,

P

. i o~ - ﬁ
. MAILED 4 @%@dg& Hoover
Parnoanyd John EdgiToHigover
Director
COMMEBI | 4

80-~805

NOTE: Bureau files contain no derogatory information :A”
identifiable with the above individual and organization.

Tolson
Sullivan s e
Mohr

BiShOD wmesmnennaemn .
Brennan

Oallahag

Felt
Galo
Rosen .
Tavel
Walters %
S0YALS commrmsomesomrnn i
‘Tele. Room

)‘\Q °
Holmes . \% .
cmﬁéﬁ%{ﬁj }dglagggl&g TELETYPE UNIT( ]




W g . : Mr. Tolson

. Hlivan
S ® W
p

N - Brenn nCDV

o : CONSULTANTS GROUP, INC. s W
< . 923 1625 EYE STREET. N. W My CoOsr ~F

| > . . . = ad ...

\‘, g -
WASHINGTON, D. C. 20006 7 1‘?’{: %e‘t—'”“.
V% Ir. Gale 's

202—628-9635 Mr. Rosen.—e—
Mr., Tavela———.

Mr. Walters—
December 22, 1970 Mr, Soyars.——
Tele. Room e
Miss Holmes—

< Mr. J. Edgar Hoover ?fiffff:::
. Federal Bureau of Investigation
} 9th and Pennsylvania Avenue - b6 -
washington, D, C. O [ Lb7c'
CoonTermesules
My._dear Mr. Hoover: oonterfn
D S A%
. ¢3 8 It is with great pleasure that I forward the enclosed N ~

}proposal to your Bureau for consideration. It was inspired by .,
analyses and discussions with intelligence personnel who percelved
themdes1rab111ty of a simple, straightforward, and inexpensive

portable system to attain greater security for conversations con-
ducted in transient rooms,

=
i)

As indicated in the proposal, we stand ready to demon-
strate a two-unit system to the Bureau at no cost or obligation

to the Bureau, and we can deliver a prototype working six unlt
model in less than thirty days.

Very truly yours,’

.—_—\

President = !

JKT/tcs
Enclosures

=

N
WGLO &
O T,

Imh iS4 1%/%/ %0




PROPOSAL TO PROVIDE. . . .

A PORTABLE TRANSIENT ROOM DE-BUGGING KIT

SUBMITTED BY':

Group Enterprises, Inc.
#922-923, 1625 Eye Street,N.W.
Washington, D. C. 20006

. BNCLOSURD 50— §05— L
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INTRODUCTION

1. state-of-the-art. This proposal utilizes

straight-forward, state of the art commercial components !
which are relatively unsophisticated, inexpensive, and require
minimal maintenance.

2. The Requirement. In many intelligence func-

tions, it is often necessary for the agents involved to hold
conferences in commercial or private rooms on a transient basis.
A need exists for a simple, portable method to "de-bug" these
rooms to insure against eavesdropping by counter-—agents who
might utilize through wall or exterior wall mounted devices

capable of picking up and amplifying the voices in the room.

The "System"

The system proposed herein utilizes a standard 120
volt electrical receptacle; a small cassette tape recorder (or
any other portable source of acoustical noise); an amplifier
capable of providing up to 150 watts; and six small "sound
capsules" manufactured by the Electrophonics Corporation .

The effectiveness of the system is basically related

to the capabilities of the sound capsule.

The "Sound Capsule'

The sound capsule is a relatively simple electronic/




P | e

-2 -

electro-mechanical device, which can be driven by electrical
powers ranging from 1% watts through 25 watts, and responds
to frequencies between 40 Hz. and 20,000 Hz.

The mechanical analog of this device is a piston
driven at varying frequencies against a solid surface. Thus,
when music is fed to the sound capsule, it reproduces the
varying frequencies of this music by itself vibrating, and,
in turn, imparting this vibratioh to a solid surface.

The efficiency of the device is extremely high. A
single device, weighing two and one half pounds, can cause
up to 2,000 square feet of wall surface to vibrate.

Tn commercial practice, this sound capsule is used
to replace conventional loud speakers. 1In so doing, it is
simply placed against the surface to be vibrated, and this

surface, in turn, becomes the sounding board. Thus, a sound

capsule placed inside a window will cause the window to vibrate,

and the music can be heard outside the building.

It is this capability which will defeat bugs that
have been placed in or against a wall, since the mechanical
force of the capsule directly against the wall is orders of
magnitude greater than the force imparted by a human voice
against the wall.

Thus, the vibrations of the human voice become lost

in the "noise" generated by the capsule, and only very sophis~-




e

e

ticated electronic systems can demodulate the major signal

and decode the voices which are far below the basic noise thre-
shhold.

In the basic assumption underlying tﬁis proposal,
it is assumed that the casual occupancy of the room will not

be of sufficient notice for the counter-agent to obtain and in-

stall this equipment.

Physically, the sound capsule is a small transducer,
4%" in diameter and 1%" in depth at the deepest point of its
oval cross section. It weighs 2% pounds. To debug a room six
of these transducers (for the four walls, the ceiling and floor).

The entire system can be packaged in an attache case.

PROPOSAL
Step 1. Group Enterprises, Inc. will at their own

expense, demonstrate a two-transducer system which is currently

available. The Bureau can choose the type of room they wish
the demonstration to be conducted in; and provide the listening
devices which they believe should be defeated.

The purpose of this demonstration is to establish
the overall feasibility of the entire scheme, and to ascertain
whether there are any special problems which should be con-

sidered in providing a prototype system.

Step 2. Group Enterprises, Inc. will then develop and




provide, to good commercial practices, a. six transducer de-

monstration kit, housed in a conventional attache case no more
than 13" x 18" x 4" for such field test purposes as the Bureau
desires.

This kit shall be delivered under the following
options:

A. If Group Enterprises retains its proprietary posi-
tion in the rights, data, and engineering, this kit will be de-
livered for the fixed sum of $1,500.00.

B. If Group Enterprises is to assign its proprietary
position, rights, and data to the Government, said delivery
shall include sketches and diagrams sufficient to allow competi-
tive procurements for the item, and such data package, plus the
necessary engineering back-up to develop it, will be delivered
for the fixed sum of $5,000.00.

Step 3. In the event Step 2A is followed, Group
Enterprises will then enter into negotiated procurements under
the contracting and accountability standards set forth in the
Federal Procurement Regulations, for such quantities and de-
liveries desired by the Government.

DELIVERY
Delivery of the first prototype model will be made

within thirty days of the issuance of the contract.




GROUP ENTERPRISES, INC.

Group Enterprises, Inc. is a Washington, D. C.
Corporation, affiliated with Consultants Group, Inc., another
Washington Corporation. Group Enterprises, Inc. generally
handles all of the franchise and licensing work for Consultants
Group, Inc. and as such, holds a general sales franchise for
the sound capsules discussed in this proposal.

Personnel of Consultants Group, Inc. are all inter-
changeable among the various affiliated companies (see attached
roster), and include no fewer than twelve graduate electrical
engineers, and a number of individuals with intelligence train-
ing and backgrounds.

The affiliated group, Taussig Associates, currently
holds a SECRET Clearance with the Department of Defense.

The Program Manager on this effort will be Joseph K.
Taussig, Jr., President of all three "involved" entities of
Consultants Group, Inc.

Engineering will be done by Joseph K. Taussig, Jr.
(BS-EE) and Aubrey D. Engle (BS-EE), backed by Philip Nesbitt,
the developer and designer of the sound capsule discussed
herein.

Tt is estimated that the initial design will entail
the expenditure of approximately $275.00 for hardware, and“ten

engineering man-days.
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{3 Albany
{1 Albuquerque

Alexandria
{3 Anchorage
3 Atlanta
{3 Baltimore
) Birmingham
{3 Boston
) Buffalo
{1 Butte
[ Charlotte
{1 Chicago
1 Cincinnati
) Cleveland
) Columbia
) Dallas

Denver
3 Detroit
3 El Paso
=) Honolulu

RE:

REMARKS:

(Copies to Offices Checked)

Director, Att.:

INFORMATION

An Agent observed a
Varian Associates,
California, which mi

*FBI Laboratory

{1 Houston

{_1 Indianapolis
Jackson

) Jacksonville

1 Kansas City

£ Knoxville

£ Las Vegas

£ Little Rock

) Los Angeles

) Louisville

) Memphis

) Miami
Milwaukee
Minneapolis,

) Mobile

) Newark

) New Haven
New Orleans
New York City

) Norfolk

12/15/70

) Oklahoma City

£ Omaha

{C) Philadelphia

1 Phoenix
Pittsburgh

) Portland

) Richmond
Sacramento

3 St. Louis

) Salt Lake City

) San Antonio

3 San Diego

£ San Francisco

{1 San Juan
Savannah

1 Seattle

(] Sprmgfxeld

] Tamp

(.} Washmgwn Field

Date

FEDERAL SCIENTIFIC AND TECHNICAL

ey

book in the library at
611 Hansen Way, Palo Alto,
ght be of interest to the

Bureau.
and table of contents wh
some idea of the subject

Laboratory

offé"

Enclosed are copies-of the cover page

Thought this might be of 1Qterest to the
e GEBHARDT

%D ,// ’O

ich would reflect
matter.

-/

SA FRANCISCO

FICE,

NO'r RECORDED |
6 DEC 221970
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PROCEEDINGS OF CARNAHAN CONFERENCE ON

ELECTRONIC CRIME COUNTERMEASURES HELD
AT GARNAHAN HOUSE, KENTUCKY UNIVERSITY,
LEXINGTON, APRIL 16-18, 1970 .

PB 190 589

Kentucky University
Lexington, Kentucky

April 1970
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FEDERAL BUREAU OF INVESTI ION
WASHINGTON D. C. 20535

DA’I‘E Re:

TO: 12/22/70 TECHNICAL EQUIPMENT

LEGAT MEXICO CITY

Invoice of Contents

|

(1) RECEIVER, REALISTIC, ASTRONAUT<D, 8<BAND AC/BATTERY FCRTABLE RADIO /E P&C
gh D

SUBMIT FD»222 FOR INVENTORY PURPOSES

Special Instructions: FBI File No.

Mail Room: Show shipment date and registry number.
thppmg Room: Show shi spment date; bill of lading number;
mxtxal»mvoxce, return to Section checked in block; after
xmtxalmg in block, invoice to be placed in administrative file.

V\ @mw% ;'ngmt t;oogtélﬂ(t.scm CLERK) TO BE

{3 Crypt.-Trans.
{7 Document

Radio Engineering
LFPS

80-30Y%




OPTIONAL FORM NO\ 16 ) 4

MAY 1632 EOITION
. GSATPMR (41 CFR) 1014118
Memorar@um | -

., UNITED STATES GOVERNMENY

to  :DIRECTOR, FBI DATE: 10/31/73 el
" .

Qif ] . o .

%ﬁ/‘f{ozu 4,840 10S ANGELES (157-9101) (RUC) oo

‘ ~ b7C
U T b7E

S | '
. S COLU:\/%‘C"(—[?’) eaSURES
Re Bureau airtel to Charlotte, ET AL, dated
8/29/73.

For information of the Bureau,los Angeles indices
contain the following information concerning Dectron Industries,
Inc., 13901 Saticoy Street, Van Nuys, California,'electronic
surveillance equipment, anti-bugging equipment'. Los Angeles
letter to the Bureau, Bufile 80-805, and Los Angeles file
66~5108, captioned, "ANTI- BUG MARK I, by Dectron Industries,
Santa Monica, Californja, dated 7/12/65, reflects that Dectron

Industries displayed wariouT bugeing and anti-buegine devices

on 7/7/65, to personnel of b7D
Special Agents Staff. The aforementioned letter was in
response to Bureau letter dated 5/26/65, in which Bureau
requested Los Angeles to determine operating feasibility of

certain Dectron equipment.

Los Angeles indices also reflects Washington Field

Office letter to Bureau, Bufilel dated 9/3/65,

captioned Washington Field",

and Los Angeles Letter Co the Buxeau captioned as above dated
| 10/29/65. These communications reflect through highly
| sensitive Washinoton Field squrces| | b6
| concerning an anti-bug device b7C
| which had been endorsed bv a letter qr literature from the: b7D

had agreed to send b7E

including pictures, price and the
letter of endorsement. Investiecation . LOS
Angeles revealed that was, in fact |
| -Los Angeles

[ _
LetTer dated 10779765, undex] [contains exXtensive background

and Dectron.

egarding . —
'@-Bureau '?O /2’709 -

- I8O-b’()b ) D : NOT RECORDED b3
@ 3 - Lus Alnszeles | ' 185NV 6 1973
1 - . .
@ ) Nové = }§6-5108) S NI
Uiy BOC/ biib™el AL, |
‘éfg (7 Buy U.S. Sawings Bonds Regularly enl the Payroll Savings Plan



LA 157-9101

Inasmuch as it appears that Dectron is a legitimate
industry and there is mno logical connection between captioned
individual and Dectron, no further investigation being conducted.

—~——
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b7D




, 7 Mr. Cournd January 28, 1871
’ | | ° C@J”lv TENeT s
FECURETY CURVEY AND CoUrrimMuicymriea thiR

RESXDENCE TELEPIONES OF

By lottor to the Director dated 1/25/71, Hathaniel B.
Tossack, Inspoctor Gonowral of the Dapardmont of Amelculture
(former Speeial Agent) advised that expects
o pove Ixom his prosent residesco in Sumnox, maryinud, to his
new vepidence in Henvond, Maryland, during the first week da
Fobruary. Hosoack otated that it would b helpful 12 Bureau
porsoungl counld (1) nmoko a security check of the tolephono
faciiitics at the mew rescidence and ales (2) install countor~
necssure dovices in tho telephones (to preveant their being used
28 microphonos to pick up yoom coaversation).

With the Diroctorts gpproval, in Fobruary 1069, we
previously node n rosidonce folephonc socurity survoy and
counternoasuro iastallation fox Eccretary Bavdin., Iaspector
General Hossack has beon most cooperative on investigative
matters with the Bureau.

ACTION:

if aspproved, FBI laboratory parsonncl will contact
the Xpopector Coneral®s office and mako the necossary
zanonts to do the tolophono security vork at
ﬂn@m residence.

1 - 62-07308
@~ 20-005

1 - ffir. Yohy
1 -~ e, Sullivan
g

run_mnmi_l 6
i - lr. Hattor z C*”) ;»(?2 i____ e

NOT RECORDEDR
{%:Mé 12 FEB & 1971

| geree?’ e

._--—,-om'-'?!-ﬁ" SSEES

b7C

b7cC
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Afsoc. Diry veana

Dep. AD Aden, . F\UG 121975

Dep. AD Inv, e

Asst, Diry

AdMin, s
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1l - Mr. Parsons

SAC, Rewark (66-~82) 8/12/75

EX-105 REC-36 ) b-g | ’) ; ,,

Director, FBI (80~805) /f

R. F. DETECTION EQUIPMENT

Reurlet dated 7/31/75 and Bulet dated 6/25/75,
concerning a pocket "Bug" detector to be examined by the
Laboratory for information and evaluation.

The detector has been examined and its characteristics
noted., While strong radio frequency signals will trigger the
alert light at close range, the device is relatively insensitive
at distances in excess of three feet from a low powered "Bug."
Measurements were made with the device in its most sensitive
position, Laboratory tests indicate the device is not reliable
for detecting low-powered transmitters.

The Laboratory appreciates your making this device
available for evaluation.

The "Bug" detector is being returned under separate
cover via registered mail.

MAILED ©

81

Comp. Syst. emmn

Ext, Affairs o, Qn)
Files & Com, o

Gen Inv, __....JBP : S

ldent,

Training

(4)

Jnspection oo ’

Intelhy mee

Laboratory e { )

Plen, & Eval. w. F -
¥

Legal Counv pannn

== seffragps of

Telephone Rm,

Director Sec’y . MAIL ROOM TELETYPE UNIT [ GPO 934545
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RECORDED
8/5/15 FEDERAL BUREAU OF INVESTIGATION
jfm UNITED STATES DEPARTMENT OF JUSTICE
Laboratory Work Sheet
To: SAC, Newark (66-82)
FBI FILE NO. 80-805— (9
o LAB. NO. E-3145 HY
Re: R, F, DETECTION EQUIPMENT YOUR NO.
Examination by: P ARSONS
Examination requested by: SAC s Newark
Reference: Letter dated 7/31/75

Examination requested:

Engineering

Specimens received: 8/1/75 /% j % > WM

Ql One Pocket "Bug' Detector

o
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L .
i\w—(-" .
OPTIONA_,z FORM NO. 10 . 2 o '
Supy 1473 rQiTION E :

€sa FPMR (41 CFR) 15T-11.6 _ 'Q""

Py T
UNITED STATES GOVERNMENT

Memorandum

™ DIRECTOR, FBI ‘56 303) DATE: 7/31/75
(ATTN: FBI LAB; RADIO ENGINEERING SECT.)

FROM : f/lvz//qx SAC, NEWARK (66-82)

<y

b7C

COUYTERMEASY RES, |
SUBJECT: %%E%TION EQUIPMENT , W oy

Re Newark letter to Bureau dated 6/25/75, and v
Bureau letter to Newark dated 7/17/75.

Being forwarded to the Radio Engineering Section
v attached hereto is referenced Pocket "Bug'" Detector for
examination -purposes,

Referenced detector was obtained bv| I b7D
|, »7E
| various
electronic equipment, generally of a broad band nature, Thf§
individual is known to the NYO and| . ,
I |the Organized Crime elements of the 7@-«
me tr it .
opolitan a?ea —
The Radio Engineering Section is requested, after
examination, to return or duplicate this detector for the
Newark Division,
\
D
b6
CC M\D 1 bIC
ec ;|

ureau (Enc, 1)
-Newark e
J MT/ meh

@B Rm 183 JBE“ \’QS\S?\ 2}""0 -50 f‘::_

,)/) 5 AUG 1 1975

5,0, Ino Y78 7 A

Pz S Bu.y U.s. Savings Bonds Regularly on the Payroll Savings Plan
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’ A
W Director, FBI  80-805

-~

7-66-(Rev, 3-9-78)
‘ - ’ ‘ 2 - Technical Services Div
: 1 - Invéry Rm 1835

1 - Eng Invtry Mgt Rm 1B016
2 - Laboratory Div

1 - Lab Inviry Mgt Rm 1B239

1 - Sect Inviry Rm 3456

1 -]
SAC, NMemphis (66-270) 5/5/80
Attention: SA .

TECHNICAL EQUIPMENT

O z ~
CourHefuicasures

Reurairtelt4/15/ﬂﬂ requesting two additional
=4 transmitters

vt

{7 Equipment listed below has been received. After repairs have been made it will be
returned to your office.

{T] Equipment listed below has been repaired and is being returned to your office.

] Equipment listed below is being shipped to your office for [} permanent
B temporary assignment. Appropriate inventory changes should be made.

(] Your request for equipment listed i)elow has been placed on record and
[J will be considered {TJ will be ordered when funds are available.

The item(s) [T} has (7] has not; have (] have not; been put on automated
inventory,

The item(s) {7} does (TJdoes not; {TJdo (] do not; have a label affixed.

(00
4 JEN » / p .
57( ) ~Y05 -
JDF :kgb* (g~ - -
Q(" (7) ﬁggéggpﬁn
. 16 WA % 1080
a—»"’;”&;j

FBI mv,.,l

MAILED 10
MAY 6 1980

I
— @ MAY

MAIL ROOM

b6
b7C

" I

oot
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O-4a (Rev. 8-13-79)

FEDERAL BUREAU OF INVESTIOgION
WASHINGTON, D. C, 20535

DATBE:

4-329-30 Re:  wRCH., EQUIP

TO: Q?}. 9 F‘SLBUQI’ERQUE

ATTH: | |

Invoice of Gontent‘s
1 Bn. SCANLOCK MK5 RECERVER S/ 78/182
vgﬁ,yagwan EXPRESS
INTH11

Shipping 78 749)/

Ay
Shippin M?u,/og!, Sy /29050

°

bé
b7C

AONYY T APE, &9 Ao e

SRVSLIVGAAL LI WG L LUN
oA cE 253
- TL

ALY X ed
T

"/
T

BI File #
Case #

[} Mail Room: 1B827, TL 152
(registered mail)

{Z7) PSM - Supply Unit, 1B353
(not registered)

i

FBl/D0J




0-4a (Rev. 8-13-79) |

FEDERAL BUREAU OF INVESTI ION
WASHINGTON, D. C. 20535

DATE: Re:
TO: 4-g-80 TECH. EQUIP.
SAC, INDIANAPOLIS
ATTN: SA b6
Invoice of Contents b7C
el xid ]
1 BA. COUNTERMEASHRES KIT INCLUDING e
SCANLOCK MK 5 S/N 78/126
175 MULTIMETER S/N 17215 ;
(T} Mail Room: 1B327, TL 152 ‘
(registered mail)
{1 PSM - Supply Unit, 1B353 |
(not registered)
FEDERAL EXPRESS
0
Shipping # q 3%8C73 E ‘-{/Z)J g
Shipping Method - — e ovoos




( 0-4a (Revs 8-13-79) ‘ N L‘H
FEDERAL BUREAU OF INVESTI‘ION ¢ 07
WASHINGTON, D. C. 20535
DATE: Re:

TO: 4~1-80 TECH. EQUIP
SAC, NEW YORK

ATTN: SA | b6
b7C
Invoice of Contents
/@em;ﬁmmﬁmxm SECTION
&2)
1 EA., NON-LINEAR JUNCTION DEYECTOR oom 132 TL
S/8% 0032 , FBI File # —85-865
Case #

{_) Mail Room: 1B327, TL 152
(registered mail)

VIA FEDERAL EXPRESS
) PSM - Supply Unit, 1B353

(not registered)

e g “
Sfuppmg Method ;;7 Q / \<B.,D°, ,




0-4a (Rev. 8-13-79) & Q
FEDERAL BUREAU OF INVESTI 'ION

WASHINGTON, D. C. 20535

DATE: _

Re:
T 3-7-80 Pt TECHNICAL EQUIPMENT
TO: sac omama

ATIEN. SAl |

Invoice of Contents

b7C

1 EA. TELEPHONE ANALYZER 1080D S/N 7

VIA FEDERAL EXPRESS [ Mail Room: 1B327, TL 152

{registered mail)

{1 PSM - Supply Ungt. 18353
(not registere 5 < ;
Loh,
i\::w" - j { g\
$%031 l J>s0 \
Shippihg # 43 3 WO

L~Shg)M£ethfl 21980 ﬁgg SR ' ’ FB1/D0J




FD-36 (Rev. 5-22-78) . ‘ ~.

- -
o

FBI E
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: |
{1 Teletype {3 Immediate J TOP SECRET E
(3 Facsimile (3 Priority J SECRET !
airted ] Rontine 3 CONFIDENTIAL :
{CJUNCLASEFTO :
3 UNCLAS !
M Date _2/15/80 |
TO: DIRECTOR, FBI
ATTN: TECHNICAL SERVICES SUPERVISOR | igc
FROM: SAC, MEMPHIS (66-270)

SUBJECT: TECHNICAL EQUIPMENT

OMEMPHIS DIVISION : x?)
a\ 22 Mg TN M s 4 ~

Re Memphls telcall to SA[::::::]4/15/80 b6

Tor the past 2 years, the Memphis Division has been |
running specials or undercover operations that necessitate the |
use of T-4 Transmitters. During part of that time equipment
has been on loan from other divisions but on several occasions
situations have occurred in either the Memphis or Nashville
areas where a T-4 could have aided an investigation but was
not immediately available.

The Technical Services Division is requested to
permanently assign two additional T-4's and accessories to
the Memphis Division. The transmitters should be on Memphis
Ch. 3 and Ch., 4. One transmitter would be permanently assigned
to the Nashville RA area which is approximately 200 miles from
Memphis and has 20 people assigned there,

(f)— Bureau

~ Memphis

LELB:cjs
(3)

b7C

Approved: \/\%/( Transmitted Per
_\\\\\\ A (Number) (Time) ///f
6 4: MA‘[ '380 £ U.S. GOVERNMENT PRINTING OFFICE: 1980-305-757




" " - - = |
evs 8-13-79) .

..AL BUREAU OF INVESTIGRWION 7 ’
_ «sHINGTON, D. C. 20535
DATE: Re: o2t
TO: 2~26-80
SAC,DALLAS
ATTN{ | / b6
_ - bp7C
. Invoice of Contents /L/ Z
1EA{ | , 0058332— TL — 253 —DbTE
ut FB .
0 I File #
7 Z{ﬂ Case # 25 80f805°

£0
—_—
AON
i~
N\

/ﬂ ‘j (") Mail Room: 1B327, TL 152

= = /l ( d )
ot — (registered mail
1 e E
= < REGISTERED MAIL. {) PSM - Supply Unit, 1B353
= g?, (not registered)
| X ;
TUTHS (
Shipping # il )b\ g
Shipping Method._

5 9 FEB -ud1981" \@”, ‘ FBI/DOJ




O-4a (Rev, 8-13-79)

FEDERAL BUREAU OF INVESTIGNSION
WASHINGTON, D. C. 20535

b7C

o«’”
DATE: Re:
TO: 1-28-80C TECHNICAL EQUIPMENT
' SAC, ALBUQUERQUE
ATTN:SA | |
Invoice of Contents /\/7» el
@’(\xm to
1EA:SCAULOCK MKSB,S#78/152. Room -
FBI File #

Case # 80"'80 5 ']

{TJ Mail Room: 1B327, TL 152
(registered ntail)

FEDERAL EXPRESS, [} PSM - Supply Unit, 1B353

(not.registered)

Y L Y52 _ //28/30

InmT o 1] "l Bl Y RS - ‘.—f‘ L.
Shlp.%ngﬁd%hg@ ! NI ‘JZH-V“( FBI/DOJ P

AN

| _




. 0=4¢a (Rev.’ 1-18-67) ‘
| R@%@W&%E fTION TRCANICAT EQUIPMENT

DATE: L&, RHOSHIN Re:
TO:
ATTN: Ba| b6
b7C
|
- ; 2 n@ige §Chntents
ool ] Crypt.-Trans.
{3 Document
CIP&C
- (')ﬁ (Z/Radio Engineering
HIORY 963y CILFPS

F/21/29
DO
S . 80505
Q .

Special Instructions: FBI File No.
Mail Room: Show shipment date and registry nimber.
thppmg Room: Show shipment date; bill of lading number;

initial invoice; retum to Section checked in block; after

1‘n“malmg wig vox%e‘ f%R%pé aced in administrative file.

" FBi/DOJ




¥ EER R as vl Y

B

- 0-4q (Rev. 1-19-67) . ‘/'FECHN’CAL SERVICES )
FEDERAL BUREAU OF INVES&ATION ENGHNEER!NG SI:'CT!ONDIWS'ON
WASHINGTON, D. C. 20535 | BM 18132 Jey Biog,

DATE: ©9+24~79 Re: TECIRIICAL RQUIPMDEDRT 515
51C, CHICNGO :
TO:
’ bé
RTTH: & | e
= = Invoice of Contents . . i
1 Bhs ECZVIGOR YK X OfF 787 163 ) {7 Crypt.-Trans.
. {3 Document
CP&C
=1 Radio Engineering
I LFPS

JO2NG S5 Y | s
/28] 78

Special Instructions: Wp FBI File No. 20-805
Mail Room: Show shipment date and registry number.

Shipping Room: Show sh ment date; bill of lading number;

initial invoice; return to ection checked in block; after

initialing in block, invoice to be placed i dministrative file. ’
! 65 S E B/ g}maﬂ@*‘é |




00 AB32.JEH BLRCE. ..

WASHINGTON, D. C. 20535

DATE: 8~14-72 Re: TECH EQUIPMENT

TO' sAC, CINCINNATE .

S —

1 Fa 6CANIOCK MKV  8N-78712]
1 EA AMPLIFIER AUDIO  NSN
1 EA TONE GENERATOR  NSN

Special Instructions:
Mail Room: -Show shipment date and registry number.

S xppxngRoom ent date; bill of lading number;
initial-inveice} tetumgtc}‘ Ei%xon cheéked in block; after

xmtxahnim block invoice to be xgﬁcid in administrative file.

VIA:s FEDERAL E

255

b6
b7C

3+ gHIOE2EY
771¥79
LIDO

FBI File No.BC-805

9 Crypt.-Trans.
{) Document

&C
Radio Engineering
{3 LFPS

S

FBI/DOJ




0-4 (Rev. 1-19-67) w _ ‘
REQNABES 2 sRiprDaTo
DATE: 7~17-72 'Re: TECH EQUIPMENT

i

T0:  $AC, DETROIT

bé

ATTN: SA| | - -
. b7C
Invoice of Contents
{3 Crypt.-Trans,
{7} Document
1 EA SCANLOCK MKV  SN-78/125 P &C
ﬁ Radio Engineering
3 LFPS

pUSo0 &
2/12(79

\\ i .

y (PV:9¢) .
Special Instructions: FBI File No. 80-805
Mail Room: Show shipment date and registry number.
Shipping Room: Show shimdate; bill of lading number;
initial invoice; return t¢ Oes hecked in block; after
initialing in block, invop€eS3 berigced in administrative file.

A (LSS :
FBl/DoJ




N

3000 18132.J5H. Mg,

WASHINGTON, D. C. 20535

PATE:  yuLy 8 5, 1979
TO:

SAC, ATLANTA

Re: TECHNICAL EQUIPMENT

ATTN: SA| | b6
b7C
Invoice of Contents .
£ Crypt.~Trans.
{3 Document
P&C
1 EACH SCAN LOCE K V S/N 78/113 Radio Engineoring
I LFPS
# §¥5S3 Yf3 e
2)5129 ﬁ{u/
'X‘X\ Do A -‘”""\\
rd .
S’pe_cial lnsirgcﬁons:’ ; . FBI File No. \ﬁ,
Y, er.-
%&m&#ﬁ@%ﬁmﬁﬁm ti‘l f ihg number; 86"80 / /
initial invoice; return to Section checked in block; after .
initialing in block, invoice to be placed in administrative file. . '\\/
FBI/DOJ

62 JUL 101979 A




ROGM.1B132 JEH Bﬂﬁq | ®
FEDERAL BUREAU OF INVESTIGATION’
WASHINGTON, D. C. 20535

DATE:

Re;
 » JULY 5, 1079 " TECHNICAL EQUIPMENT

SAC, KNOXVILLE

ATT: sA | | ﬂ b6
b7C

Invoice of Contents

{=J Crypt.-Trans.

, {1 Document
1 EACH SCANLOCK MK V S/N 78/103 ' &C
%E)gadio Engineering
#7453-3 52 {3 LFPS

>/5/7¢
wbo
FEDERAL EXPRESS PRIORITY ONE
HRm'gl'(kgig'{ﬁféﬁg\?;'ssl':xipment date and registry number. FBI File N°30“80 4

Shipping Room: Show shipment date; bill of lading number;
initial invoice; retumn to Section checked in block; after
ixfw‘iur‘a‘u:;gi 1}; bldfk(,) .?gfb'ég:o be placed in administrative file,

‘Q}“ ) FB1/DOJ
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0-3a {Rev. 1-19-67) " |
FEDERAL BUREAU OF INVE TION ‘
WASHINGTON, D. C. 20535

paT®/16/78 EEST IQUIPMENT
SAC,KNOXVILLE g
T0: ATEN: SA | b7C

Invoice of Contents

1 EACH TRIPLETT VO MEI’ER,MCDEL6OS »S/N322VITH LEATHER CASE () Ghypt-Trans,

ocument

- P&C

M AILEBT 54 - Ilj;(ll)xg Engineering
FBI .._\ )
LA . .
Special Instructioris: "~ FBI File N080 ~805
Mail Room: Show shipment date and registry number. I
thppmg Room: Show shi Spment date; bill of lading number; g
initial invoice; return to Section checked in block; after 7 [3 j
kﬁwwﬁi{:k mvoxce to be placed in administrative file. L
/ o’ FBI/D0J




SUBJECT:

TO:

(::)— Bureau (RM) gié-—

Q . UNITED STATES GOVERNMENT
10/6/77 mé%noromdum

AC, MIAMI (66-1544)
TECHNICAL EQUIPMENT

MIAMI DIVISION
DIRECTOR, FBI Count 5{9 NEASaRES

ATT: STSD, RADIO ENGINEERING SECTION,
SA| | b6
b7C

Re Bureau telephone call to Miami 10/5/77.

There is being forwarded to the Bureau by registered
mail one Model TT 300 "Tic Tracer" manufactured by .
TIF Instruments, Inc., 3661 Northwest 74th Street, Miami.

This instrument was purchased by the Miami Division with

funds from the Imprest Fund.

The Tic Tracer is an instrument designed primarily
for the @etection of AC voltage, continuity, and as a
capacitor checker. Included with the instrument in the box
is an instruction sheet for the use of the instrument.

For the information of the Bureau, TIF Instruments,
Inc., is an established, legitimate firm located in Miami.
They manufacture and sell various types of electrical
instruments, a good many of which are related to the air
conditioning industry.

The Tic Tracer was tested by the Miami Agents with a
Bureau T 2 transmitter, and it was observed that the
instrument would detect the radiation of the transmitter when
in very close proximity to the antenna or the transmitter.
TIF Instruments, Inc., manufactures other models of the
Tic Tracer, however, all models have the same sensitivity.
The retail price for the Tic Tracer, including sles tax, in
Miami is $26.99.

It is the opinion of the Miami Agents that there
are other firms located in Miami who have the g?pability and
c—
(1 - Package) (RM) {' AEE?RECORDED'
1l - Miami &
WFH:s1 XO’YO 11 oot 13 917 .z
(5) - ‘

ﬂﬂ"m

(}Lﬁ’ == b6

b7¢C

}// Buy U.S. Savings Bonds Regularly on the Payroll Savings M

OPTIONAL FORM NO. 10

QDD oV ‘8 1977‘ . gasivﬁgzg(uan)lot-n.s

5010-112




MM 66-1544

probably do make RF detection type instruments with audible
alerts that are more sensitive than the Tic Tracer, these
firms being those that have engaged in the past in the
manufature of clandestine type radio transmitters. In the
event the Radio Engineering Section does not have a need for
this instrument after the examination of same, it is requested
that it be returned to Miami for retention by the Miami
Division as technical equipment. .
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0=4a {Rev. 1=19-67) .

FEDERAL BUREAU OF INVESTYRTION
WASHINGTON, D. C. 20535

DATE: 8 /3 /76 Re: TECH EQUIP

"% sac, NEW YORK
ATTN, SA VIC HAGEN

Lt~ 259

Invoice of Contents

1 ea model UV-4 CORE DRILL , sn S 349 - 3 Crypt.~Trans.
- {7} Document
P&C
L .O.) q 99} q 37 Radio Engineering

LEFPS

s/3/7¢
DO

Special Instructions: FBI File No. 80-805
Mail Room: Show shipment date and registry number.
Shipping Room: Show shipment date; bill of lading number;
initial invoice; fefurn to Section checked in block; after
initialing in block, invoice fo be placed in administrative file.

5 é xﬂe(ﬁ)g\lﬁ'g?sTwUNTER EASTERN | | ?-
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7.66 (Rov. 5-19.72) ‘ ‘

SAC, Chicago Noveunber 25, 1975
(Attn: SA George Parfet)

. 6132 JEH
Director, FBI  (80-803) Mrs. Bear, Rm., 613

Miss Hudar, 3276 JEH
Mr. Scalamandre, 7107
Mr. Spellings

P
b

TEGHNICAL EQUIPMENT
SURVEILLANCE EQUIPMENT

@
60!{42‘/%’3‘ JheeShiel

{T) Equipment listed below has been received. After repairs have been made it will be
returned to your office.

{7} Equipment listed below has been repaired and is being returned to your office.
was
{TEquipment listed below tuteg3shipped to your office for {T] permanent {emporary
assignment. Appropriate inventory changes should be made.

I}

1 each model UVH-4 Drill Kit (core drill), Serial
Numbey 5349,

Equiprent to be returned to the Laboratory,

attention Radio Englneexring Section, upon completion of
authorized usa,

V- Fo5-
ol £

N
(7) NOT RECOROES

= . 6 4
VW NV 26 1975

NM #

JROSS.

P

MAILED 4

MOV 2 £ 1975

FBI

B OUEC 44

@

DOJ/FBI

MAIL ROOM TELETYPE UNIT (]




0-4a (Rev. 1-19-67)
FEDERAL BUREAU OF INVES ATION
WASHINGTON, D. C. 20535 -

ATE:
26/9/15
TO:

'SAC, CHICAGO

Invoice of Conients

“PECHNICAL BoULPHENT

1 EA. MODEL UVH~4 :mxu.(x?/ 8/o 8349

H 200956
07N | wWT &0F
10/9/ 75
A DO
Special Instructions:

Mail Room: Showgshipment date and registry number.
Shipping Room: ow shipment date; bill of lading number;
initial invoice; return to Section chegked in block; after

initialing in block, invoice to p)atgd in administrative file.
N

%“ E s m mﬁ ey

FBI File No.§{1wg05

] Crypt.-Trans.

. Document
P&C
& Radio Engineering
[ LFPS ‘

a3\



0-4a {Rav. 1-19-67) - = ‘
FEDERAL BUREAU OF INVESTICWTION
WASHINGTON, D. C. 20535
DATE: Re:
8/12/175 °
% SAC, NEWARK
(66-82)

R.F, DETECTION EQUIPMENT

Invoice of Contents

{3 Crypt.-Trans.

Document
1 EA. R.F. DETECTION DEVICE : . ;aiif Engineering
. LFPS.
) / D
5‘/ I . MAILED 22
71734 ;AUG l¢.1915
Special Instryctions: “1 ] Bl — . FBI File No. 80-805

Mail Room: Show shipment date and reg’isti-ir number:
Shipping Room: Show shi Spment date; bill of lading number;
initial, mvoxce, refurn to Section chec ed in block; after
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221 ST RTIC DECLASET IO ATION JUIIDE - “
178 - 1-2017 B a0 o - Mo
1, FD-30 (Key. 5-22-78) 0 | ) )
i ) FBI ;
5 TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: !
! {3 Teletype {3 Immediate | {3 TOP SECRET :
{3 Facsimile {3 Priority (] SECRET :
X3 —Airtel (3 Routine () CONFIDENTIAL !
(CJUNCLASEFTO !
(] UNCLAS l
Date 2711780 i

TO: DIRECTOR, FBI S ET
(ATTN: SECTION CHIEF, ENGINEERING .
SECTION, TSD) -

FROM&_®§0 ADLE, NEW YORK (CES-H)

SUBJECT: ALCHNICAL-SURV.ELLLANCE
7COUNTERMEASURES (TSCM) -
SWEEPS

This communication {s classified “Seecredt! in its
entirety and requires spectal handling and should be routed in

a sealed envelope. & «

The Technical Sect;gp of the New Yprk Office has been
performing a Timited number of*Countermeasurej sweeps and security
checks within this and other neaPby D{Vi%ions. It should be noted
that due to certain limitations, primarily the availability of
appropriate and necessary technical countermeasures equipment,
these sweeps and security checks have been conducted with a

minimum degree of reltability. ‘

At this time the Technical Section of the New York
Division has three Agents who have received formal and
specialized training at the Interagency Training Center (ITC)
at Silesia, Maryland. While they were fortunate to receive
this training, they have been unable to perform at the maximuzé%ﬁ/
level commensurate with their capabilities. ﬁ" {6 ¢ (&
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S E ET
NY CES-H
Among some of the 70-80 locations in this Division,
which wou a nrime taraet for a nenetration or com-
promise, | b3

I | In addition to our own office space, we b7E

frequently receive requests to perf
United States Aftornevs and athers

. We will continue to_perform this type of sweep
in as many areas as possible, | b7E

The other alternative would be to have Headquarters
personnel travel to New York and perform these sweeps with the
n technical equipment maintained in the Engineering Section at FBIHQ.
| This gork could probably be performed within a two or three week
period.

At present the New York Office has the following
countermeasures equipment on hand:

b7E

In addition to the above-listed equipment, the following
items shoyld be on hand in the NYO:

b7E




NY CES-H

While this equipment has been made available to the
NYO on two separate occasions in the last year, we have
recently been advised that it will be sometime before most of
it will again be made available.

The Bureau is requested to consider this request
for additional countermeasures equipment and by analyzing the
needs and availability of such equipment, advise the NYQ of
its determination concerning this matter.

Should additional equipment be made available, the
NYO would be most capable of performing countermeasures surveys
in other Divisions in the Northeast, such as Albany, Buffalo,
Boston, New Haven, etc.

For any information onr sti i is e
communication, please contact SA at the b7c

NYO.




DELIASSTRTCATION BUTHURITY DERTVEL FRI-
Ful

SUTCRIATIC DECLASSIFNILATION CUIDE

DATE 06-21-2017 BY. 319701057 K ROUZE 1IN ¥ vy Y

1 - Mr. Bayse

1 - Mr. Witzel
1
54
6 ADIC, New York (C March 31, 1980

Director, FBI

(TECHNICAL SURVEILLANCE, -
‘COUNTERMEASURES ISCM) SWEEPS () g

%wf A JMW*W Pééé‘wve&y

Reurairtel 2/11/80. (U) -

4
Your request for additional countermeasures equipment has been
evaluated by the Engineering Section, Technical Services Division with \
the following results: ‘

The countermeasures equipment currently assigned to the New York
Office is adequate to support countermeasures sweep activities when utilized
by your countermeasures trained personnel. (€] (1)

The requested
in reairtel, has heen repaired and will be returned to the New York Office
under separate cover. p}&{ i '

Your requests for other technlcal equipment were considered; however,
they are not being approved at this time. Specifically, personnel of the
New York Office have, on occasion, borrowed |
from ¥BIHC for countermeasures sweeps. Experience in this situation
indicates that New York personnel should be provided additional training

MAILED & .

relative to this equipment prior to permanent assignment of same to your
division. In this regard, New York should consider sending a teghn&l
qualified individual to FBIHG for at least one week training on th

| Upon successful completion of training consideration will
be given to the procurement of a Microtel unit for permanent assxgnment tc%
your office. (8 m

APR1 1980

=i EBI “7--n.;

[P

!

‘}\&Q‘ISC'OI s Sec” f MAI ROO\!

d
.

Exec AD Inv.

Exec AD Adm, __. | These units
ExcApLEs — although more sophisticated than equipment on hand in your office, do not

Asst. Dire

Adn. Servs. provxde increased capability sufficient to justify additional yrocurements 10
Crial.— at this time. ai}zfguj ot (ﬁ’ o &~

ldent,
Syl

Intell.

Laborotory wemem
Legal Coun, e
Plon. & lasp. e :me;la\
Rec. Mgat. eoes
Tech. Setvs,
Training wememeene
Public Atfs. Off.
Telephone Rea, o

84 MWV 29780

b7C
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Letter to ADIC, New York (CES-H)
RE: TECHNICAL SURVEILLANCE
COUNTERMEASURES (TSCM) SWEEPS (U)

For your information, there is available at FBIHG an[ | b7E

| which could be devloyed to your office as a replace-

ment for the currently assigned. The

|has Increased spectrum coverage (10MHz ~ 1000MHz) and

-provides a visual, spectral display. ¥€J (1)

Should the New York Office determine that the above training anﬁ/ or
exchange of technical equipment would be beneficial, advise ¥FBIHQ, atten-
tion Engineering Section so that appropriate arrangements can be made. (U)
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N DEKTOR\COUNTERMEASURES/TRAINING ANNOUNCEMENT .

. "‘; P‘" LR Y {)
Vd
Sdektor
NS b
COUNIERINIELLIQE!!CE AND SEPURlTY, INC. 515 Barqgigﬁtreet,.Savannah, Georgia 31401
B 912 238-0075 )
. 0 J 16
OUme
June 4, 1980 —

g,

Enclosed please find a copy of the program of instruction for our Defense
Against Sound Equipment (countermeasures) Course. '.The cost of the course is
$500.00 per student. This five-day course of instruction is being offered on
the following dates:
October 6 - 10, 1980 July 20 - 24, 1981
January 19 - 23, 1981 October 19 - 23, 1981

April 6 - 10, 1981

Upon completion of this course of instruction, the student will have a working

knowledge of various types of microphones and their utilization, various types

of transmitters, modulation techniques, telephones and telephone systems. The . -
student will be taught the capabilities, limitations and use of electronic

search equipment. He will receive in-depth instruction in audio counter-

measures survey procedures, as well as the philosophy and concept of audio

surveillance operations, and will be able to evaluate an area as to its §
security from a technical ;tandpoxnt. \%’ DE'B-&A/&“ ﬂ f_ f

If you desire to attend one of these courses, pleése complete the attached form
and return it with payment to Dektor Counterintelligence and Security, Inc., -~
515 Barnard Street, Savannah, Georgia 3140l1. Please enroll soon. These

courses are limited to 20 students and registration is on a first come first .. .o
serve basis.

JUN 1% 1980 .

Sincerely,

DEKTOR COUNTERINTELLIGENCE AND SECUR

RJI/pg

B

© Rosoarch & Dovelopment of Counterintolligence and Security Equipment W Dasign, Fabrication & Installation of Special Requiroment
Security and Alarm Equipment 9 Clandastine Listening Countermeasuras Surveys & EQuipment ¥ Consultants in Special Socurity Probloms A4 J




DEFENSE AGAINST SOUND EQUIPMENT
SCOPE OF INSTRUCTION

Introduction to DASE
Microphones and Adapters

A. Types and Characteristics
B. Recorders

C. Pre-amplifiers

D. Line drivers

E. Planting techniques
Practical Exercise

Introduction to RF

Modulation Techniques

A. AM/FM

B. Sub carrier
C. Pulse
Transﬁitters

A. Types

B. Sizes
Receivers

A. Types

B. Utilization

Introduction to the Spectrum Analyzer
Spectrum Analyzer Practical Exercise
RF Practical Exercises

Power Line Carrier Systems

A. Equipment/Techniques
B. Practical Exercise

Introduction to Radiographic Techniques

A. Introduction to X-ray
B. Utllization Techniqpes
C. Safety '

Yoy,

P CO AT

X-ray Pracpical Exercise

p—se5- "

ENCLOSLI
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- ]
DEFENSE AGAINST SOUND EQUIPMENT
Telephones and Telephone Equipment
DTA
Countermeasures Survey and Inspection
Procedures
Countermeasures Practical Exercise
Review
mmmmmemmn.-(Please detach & send to Dektor, alomg with your check for $500.00) ___________________
REGISTRATION FOR:
DEKTOR!'S Defense Against Sound Equipment Course
515 Barnard St., Savannah, Georgia 31401
Date Desired |
STUDENT'S NAME MOTEL RESERVATEON:
COMPANY ’ T ' {
ADDRESS , ‘ single ;
CITY STATE Double “
TELEPHONE o o

FOR PAYMENT DIRECT TO DEKTOR, please mail $500.00 tuition fee to hold

class reservation.
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dektor . 3

COUNTERINTELLIGENCE AND SECURITY, INC. 515 Barnard Street, Savannah, Georgia 31401
i 912 238-0075

May 27, 1980

Dear Dektor Customer:

On June 16, 1980 Dektor will move its offices to Savannah, Georgia. Our new
address and telephone number will be:

515 Barnard Street
Savannah, Georgia 31401
912-238-0075

During the week of June 16 - 20, our current telephone number of (703) 321-9333
will be in operation. Beginning June 23rd the number, (912) 238-0075 should be
used.

REPAIR OF EQUIPMENT

The following Dektor equipment will be serviced at the Dektor Repair Department
in Maryland:

The Dek Cassette Recorder
PSE-101

* The Cloak
Spectrum Monitor, SM-401

This equipment should be sent to:

Dektor Repair Department

c/o Sting Security Inc.

4518 Beech Road

Marlow Heights, Maryland 20031

Prior to sending equipment in for repair a return authorization number must be
obtained. This can be received by calling:

Robert J. Boltralik

(703) 759-4386 .
Delivery of packages without an authorization number cannot be accepted. All
other Dektor equipment will be serviced at our Savannah facility and that office
should be contacted prior to shipment. ‘

o ~§05— 1|
}:ixc\.osur{ﬁ r“

¥ Research & Development of Counterintelligence and Security Equipment ¥ Design, Fabrication & Instalistion ot Special Requirement
S Security and Alarm Equipment W Clandestine Listening Counrermeasures Surveys & Equipment ¥ Consultants in Special Security Problems & !
N DA ik LAY T ol e S R A
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TRAINING

Dektor PSE training will continue to be conducted by Michael P. Kradz, Director
of PSE Training for Dektor, but will be held at our new training facility in
Maryland. The new address is:

Dektor Training Facility

c/o Sting Security, Inc.

4518 Beech Road

Marlow Heights, Maryland 20031

Class enrollments will be made at our Savannah, Georgia offices; please contact
us at that location. All financial arrangements must be made through the
Savannah, Georgia offices.

Sincerely,

DEKTOR COUNTERINTELLIGENCE AND SECURITY, INC.

bé
b7C

EWK/bm




dektor

COUNTERINTELLIGENCE AND SECURITY, INC.
5508 Port Royal Rd., Springfield, Va. 22151

ADDRESS CORRECTION REQUESTED

DC 0177 00127
VOUCHER UNIT

DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
WASHINGTON, DC 20535

c* e




‘ ‘UNITED STATES GOVE‘;’R{;MEN'I—:
6/18/50 memoronaut

REPLY TO

LT, optlffs/Ac , DETROIT (66-401)

: gog
suBJECT: TECHNICAL MATTERS/ ‘ 8 e
L¥Yy o METAL DETECTOR L . /M/M
To: DIRECTOR, FBI

‘ (ATTN: TECHNICAL SERVICES DIVISION, / .

ENGINEERING SECTION .

Al AL e b6
D N2t 1@l 5 b7C
Re Detroit telephone call to Bureau, 6/13/80.

As explained in referenced call to Bureau, Detroit
is going to utilize a Special Agent in an undercover capacity
to cover an important meeting in a sensitive matter under
investigation within the Detroit Division.

So as to provide a maximum degree of security for
the Agent involved, Detroit requests that a hand-held metal
detector be furnished by the Bureau. Use of the unit will be
in an overt manner in that the Agent will check persons he meets
with for weapons as well as transmitting and recording devices.

Detroit anticipates utilizing the unit for approximately

two weeks. The unit should be sent to the attention of SA
RICHARD V. EGELSTON, Technical Coordinator.

I
é)— Bureau |“’%{uj&/ pﬁ@* /\\\'b 4

2 - Detroit
RVE/njw

4 7 - bo
) TS @

WX g5 Ta

[ S PTOI  SLA

B2 JUN 6 1380

25’
y il Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan .., naw rorm No. 10
f[%ﬂ S (REV. 7-76)

,?:"5&,. l‘_ JULl 8 '80 GSAFPMR (41 CFR) 101-11.6
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FEDERAL BUREAU OF INVESTIG®TION
WASHINGTON, D, C. 20535

DATE:

10, 6~27-80
SAC, DALLAS
ATTN: SA

TECH. BQUIP.

Invoice of Contents

1 ea. SCAN LOCK RECEIVER S/N 78/164

S
Sh!ppmg# ff/ HBA : E§§
Shipping Method mfw
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Room SEad < TL <7 v

FBI File # BE-~BES
Case #
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N 131
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. 4 FEDERAL BUREAU OF INVESTIGATIGH

P Hcccs COMMUNICATION MESSAGE FORM
N PAGE 1 of3 , v .
DAIE CLASSIFICATION A PRECEDENCE A __ {
JuLY 28, 1980 CONFIBENTTAL PRIORITY _ =

%o
/

| $F$ATRP. NYTDE. HA. .AL3L. $dATYCIP. 2822352 JUL.8BD o e ]

'y

P> rarthgo. \ -

N
LEM__DIRECTOR_FBI {&D-805%

TOL.TO FBI NEW YORK PRIORITY '

. N\_ ATTN: SA ' , ESC
l/. b7

: C 0O NET£NTIAL . ‘

g
L @?coyUNTERMEASUREs MATTERS {UZ =
A N m— > ‘ x
: - RETELCALS BETWEEN SA[___ | INEW. YORK} AND SA o
2 ")
M by y <{
% 10| {NEW) YORK} AND SA I:l{FBIHa}-. JULY 23. 1980. <U?F ;
A n ON AUGUST 1~ 1980 | | = b7E
.
Q
|: |m1|.|_ BE IN NEW YORK TO CONDUCT VERY SENSITIVE BRIEFINGS OF |2 .
O
LUS ATTORNEY- AND US DISTRICT JUDGE BRODERICK. e
6| THE FBI HAS BEEN REQUESTED BY THE DEPARTMENT OF JUSTICE.

-TO CONDUCT COUNTERMEASURES SWEEPS OF THE OFFICES WHERE BRIEFINGS
4LWILL BE HELD IN AN EFFORT TO PROVIDE MAXIMUM SECURITY. &Y
- PER RETELCALS. ‘NEW.YORK PERSONNEL WILL CONDUCT THE SWEEPS

N

FAND REPORT RESULTS TO FBIHR- ATTN: TECHNICAL® SERVICES I)IVISI()J ]

ENGINEERING SECTION.- {U} -
DO NOT TYPE MESSAGE BELOW THIS LINE

APPROVEY/BY, _./‘.) DRAFTED BY DATE ROOM TELE EXT.
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o
1 - MR. BAYSE MJ/ @/%f o
. 1 - MR- WITZEL ,
L | %?‘Q b6
0
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FEDERAL BUREAU OF INVESTIGATION
- COMMUNICATION MESSAGE FORM
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SPECIFIC INFORMATION REGARDING. THE - TIMES AND. PLACES 'OF THE

20

18

16

14

12
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N

| BRIEFINGS \ARE AS FOLLOUS:
i 1. OFFICE OF US ATTORNEYa DAVID JONES. 1. ST. ANDREUS

| PLAZA+ US COURTHOUSE ANNEXa. ROOM 547 SOUTHERN DISTRICT.OF

| NEW YORK. MEETING .SCHEDULED. FOR 3:00 P.M.» AUGUST L. 19803

| CONSEQUENTLY. SWEEP SHOULD! BE: COMPLETED PRIOR T0 2:30 P.M-

| bb2-1925. 3xE ()

2. OFFICE OF JUDGE. BRODERICKa. US COURTHOUSE> FOLEY SQUARE-

| POINT OF CONTACT IS. AUSA|

| _ROOM bSYH. SOUTHERN DISTRICT OF NEW YORK.. MEETING IS SCHEDULED
| FOR 4:30 P.M.a. AUGUST 1. 19805 THEREFORE.. SWEEP SHOULD. BE .COM-

| PLETED PRIOR TO THAT TIME. POINT OF CONTACT IS| |

.J I ?‘ilrﬂ? 52.. u%\ wj
= FOR.THE INFORMATION OF NEW YORK~ ADMIRAL INMAN AND OTHER

| PARTICIPANTS HAVE BEEN ADVISED THAT RF. MONITORING WILL BE DONE
_DURING THE BRIEFINGS AS AN ADbED PROTECTIVE MEASURE. THE AMOUNT
_OFVfIME ACTUALLY SPENT MONITORING DURING THE BRIEFINGS.IS LEFT
.TO THE DISCRETION OF NEW YORK .PERSONNEL. THE PURPOSE OF SUCH
-MONITORING IS TO INSURE'THATJNO RF DEVICES ARE ACTIVATED DURING

_THE BRIEFING. Iéiiwuy P
UPON COMPLETION OF THE® BRIEFINGS. NEW YORK SHOULD SUBMIT A
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DO NOT TYPE MESSAGE BELOW THIS LINE
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" FEDERAL BUREAU OF INVESTI ON

WASHINGTON, D. C. 20535
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s>~ Memorandum J@ g

Subject : Date

(j// July 30, 1980 b7E

FPEDTRAY. At
L &TLnagav vﬂRF

To

William A. Bayse, Assistant Director
Technical Services Division

Federal Bureau of Investigat?%s

QI VTEL () Eadufes

It is requested that the Federal Bureau of Investigation conduct a

micranhone and telephone securitv survevy of I b7E
Please contact| | b6
Staff, Justice Management Division for further "infoxmation on| ] p7C

20 AUG 4 1980

TR RETreeEs  Rsmsmm——"
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: ) “ Jll 1 - Mr. Baysé )
- h 1l - Mrf Wi fff".l »
1l -

8/12/80

|FEDERAL GOVERNMEN?

Department of Justice
William A, Bayse

Agsistant Director, FBI C,(’)u/ il /’..,ﬂ'/ C [j «.S ¢/ e{...ES

_Technical Services Division "

i
b6
b7C

Reference is made to -youx letter of July 30, 1980,
reguegsting a securityv survev of |

On August 7, 1980, personnel of the FBI's Technical
Services Division, conducted an electronic countermzasures
sweep of the space occupiedl |Physical and electronic
exanination of telephones within the area revealed no evidence
of tampering or the installation of clandestine listening
equipment., HMonitoring of the Radio Frequency (RF) spectrum
from 3 KHZ to 2 GHZ disclosed no evidence of clandestine
transmitters operating at the time of the survey.

o
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4 5 &
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NOTE = conducted by|
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A;se:cAD[;rAdn vwm& v57 DEB& /& i()k./
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DATE:

REPLY TO
ATTN OF:

TO:

“

ki ) j. (@reD STATES GOVERNMINT®

0570 memorondum .
<

SAC ANGELES (66-4447) o
S GHELES TELEPHONE SYSTEM >
@@wﬂ&‘xﬂ.gﬁsxmaé

IRECTOR, FBI
ATTN: TECHNTICAT, SERVICES DIVISION

SA

Enclosed herewith are ten 3 x 5 photographs of

the basement area per your request.

g
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OPTIONAL FORM NO. 10 \‘P ‘) -
MAY 1982 EDITION o s

GSA FPMR (41 CFR) 101-11, ;‘i\:\' .

UNITED STATES GOVERNMENT % ~ ’;"‘\a‘«‘:

Memorandum }
TO : DIRECTOR, FBI DATE: 8-27-80

ATTENTIOV TECHNICAL 'SERVICE DIVISION

FROM :%\GAT, MEXICO CITY (66-1)

. suBjecly NONEXPENDABLE PROPERTY
MEXICO CITY

TQount e mon ke
Re Mexico City letter dated -8-13-80

Under separate cover we are sending you one
hand set, which belongs with the Operators Kit in the

Py L
W?’«"x ¢
0>
'
&Oﬁgu D"b“‘“

B
——ORDED.
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SAC, NEW YORj 10/24/80

Attn: SA |

o4

Director, FBI  {80~805)

TECHNICAL EQUIPMENT
COUNTERMEASURES

{73 Equipment listed below has been received. After repairs have been made it will be
returned to your office.

(] Equipment listed below has been repaired and is being returned to your office.

ey

%) Equipment listed below is being shipped to your office for £ permanent_
: ("] temporary assignment. Appropriate inventory changes should be made.

{1 Your request for equipment listed below has been placed on ref:ord and
(3 will be considered (] will be ordered when funds are available.

The item(s) [} has () has not; [~ have (] have not; been put on automated
inventory. .

The item(s) (T} does (T3 does not; [“Jdo (] do not; have a label affixed.
(I :

Tektronix, model 491 Spectrum Analyzer, SK B283144,
o . --Property No. 00167907, plus accessories.
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‘ 10/16/80
L/UA}? Director, FBI ((80-805;:::

SAC, Indianapolis (66-223)
Attn: Technical Coordinator

TECHNICAL EQUIPMENT ¥ ‘L@;& IV €t LA

®

Re Indianapolis airtel to the Bureau, 9/29/80.

Your request for a Triplett digital meter with
built-in amplifier for countermeasures work has been received
at the Bureau. . .

' The Bureau is currently negotiating with commercial
vendors regarding this modification of the Triplett, model 3400
meter. When these modifications have been incorporated, and
the meters returned, your request will be considered.
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UNITED STATES GOVERNMENT UNITED STATES DEPARTMENT OF JUSTICE
M d FEDERAL BUREAU OF INVESTIGATION

T0 : DIRECTOR, FBI pATE: 10/9/80
ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION,
COUNTERMEASURES UNIT
SAC, MINNEAPOLIS (66-253)

3

TECHNICAL EQUIPMENT
TECHNICAL SURVEILLANCE

17/9
l/(/\7 (OUNTERMEASURES

Enclosed for the Bureau is a brochure from
Martin L, Kaiser, Inc.

The enclosure is submitted in the event that
Technical Services Division is not famil;ar with it.

Several items are iisted in the enclosed brochure
wvhich on the sarface appear to be valuable for use in the
field,

The Countermeasures Unit is requested to assess
the devices described in the enclosure, If they operate
to Bureau specifications and are or become available, it
is requested that the Minneapolis Division be furnished
with one each 2059H hand held detector and the appropriate

accessories.,

Please forward communications regarding this
matter to the attention of SA[ Technical
Coordinator,

Y-S0 -

—are e '
NO’)BES}RDED ‘
3 BEFTe930 ..

Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan
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MARTIN L. KAISER, INC.

P. 0.BOX 171
COCKEYSVILLE, MD. 21030

ELECTRONIC COUNTERMEASURE EQUIPMENT

TAPE RECORDER DETECTORS

2059H HAND HELD DETECTOR

Hand held unit detects many types of operating
tape recorders either worn or carried by an indi-
vidual. Gives both visual and aural warning.
Powered by two standard 9 volt batteries. With
probe installed, unit measures 1 x 3 x 11”. Probe
is detachable and extendable for concealed
operation. Complete with probe, extender cable,
detection unit and instructions.

2059D DESK MOUNTED DETECTOR

Detects many types of operating tape recorders
either worn or carried by an individual. This unit
is designed for permanent under desk mounting
and measures 1 x 5 x 8. Two detection loops
give optimum coverage. Has both visual and

| aural alarms. Supplied complete with loop

material, detector assembly, power supply
(specify 110 or 220 VAC) and instructions.
Installation requires moderate technical cap-
ability.

¢

OTHER ACCESSORIES FOR DETECTION TAPE RECORDER.
2045IP Induction Probe - Designed for use with 2045A amplifier. Detects recorders by

inductive feedback system.

1059IP Induction Probe - Designed for use with 1059 amplifier. Detects presence of tape
recorders by inductive pickup of record head and motor noise.

PROPRIETARY INFORMATION
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1059H
1089
1111
1121

1131
1141
1161
1171

1181F
1181R
2059D
2059H

EC25
EC50
PB10-1
PB1OGEN
RA10O

PL2
T2K
T2KT

NOTE 1:
NOTE 2:

PRICE SCHEDULE
SPECIAL DEVICES

(REGULARLY MANUFACTURED)

HEADSET FOR 1059
VOICE ACTUATOR
NEON LIGHT SET
LINEMAN'S HANDSET

LAB TEST METER

GENERAL PURPOSE TEST METER

LINE TRANSFORMER (HIGH IMPEDANCE)
LINE TRANSFORMER (LOW IMPEDANCE)

INDUCTION PROBE (FLAT)

INDUCTION PROBE (ROUND)

TAPE RECORDER DETECTOR, DESK MOUNTED
TAPE RECORDER DETECTOR, HAND HELD

'25' EXTENSION CABLE

50' EXTENSION CABLE

PIPE BANGER (PB10-1 or PB10-2)
PIPE BANGER GENERATOR
NON-RESONANT RINGER ASSEMBLY

WEARABLE TAILING TRANSMITTER
VEHICLE SURVEILLANCE SYSTEM
SPARE TRANSMITTER FOR T2K

SUPERSEDES ALL PREVIOUS LISTS

NOT AN OFFER TO SELL,

Ya
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(NOTE 1)
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$ 15.00
95.00
22.00

(NOTE 2)

90.00
70.00
35.00
35.00

3.00
7.50
600.00
250.00

25.00
28.00
48.00
48.00
47.18

195.00
1,335.00
195.00

DELIVERY IN NUMBER OF MONTHS AFTER RECEIPT OF  PURCHASE ORDER.
PRICE QUOTED ON REQUEST.

FEBRUARY 1977
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Date ___9/29/80 i
To Director, FBI
| L ff‘/? . Attention: Engineering Section,
Technical Services Division
; saA[ ]  be
Frgb I/ SA€, Indiapapolis (66-223) b7C
TECHNICAL EQUIPMENT E%,m%‘ééﬁﬂgﬁ&wy&ég |

Re Indianapolis telcal to Bureau, 9/29/80.

To enhance the Indianapolis Division's electronic
countermeasure sweep capability, it is requested the Bureau
provide Indianapolis with one Triplett Meter with built-in
amplifier.
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TO:

- 9/22-25/80
DIRECTOR, FBI ATTN: ASSISTANT DIRECTOR
TECHNICAL SERVICES DIVISION
b3
eafutes
é&i&zvfézggééas 1ns€{;uted administrative procedures by b7E
which FBIHQ will be advised when the telephones and office =

ki;:z Bureau
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OTTAWA, CANADA

space of Legat have been checked by 'State Department-personnel.
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(1 - Assistant Director, Intelligence Division (Liaison Unit)
(1 - Assistant Director, Planning and Inspection Division,
Office of Inspections)
1 - Ottawa
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%m %. SAC, DETROIT (66-401) w
nater, TECHNIC TTERS/ )
SCANLOCK SCQUNTERITEASURES, EQUIPMENT

TO: DIRECTOR, FBI
(ATTN: TECHNICAT, SERVICES DIVISION,

EP AL ] b6
b7C

Re Detroit letter to Bureau, 9/30/80,and Detroit
telephone call to Bureau, 11/24/80.

Enclosed under separate cover for the Bureau is
one (1) Scanlock bearing serial number 78/125, which has begun
to malfunction once again. The unit will not charge or
maintain a charge in thebatteries. Also, the unit will not
function on AC. ZEnclosed also is one battery pack which will
not accept a charge.

The Bureau is requested to make appropriate repairs
and return the unit to Detroit expeditiously. It should be
sent to the attention of SA | | Technical b6
Coordinator, Detroit Division. b7cC

- Bureau '
(1 - package copy)
2 - Detroit
RVE/njw
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SAC Minneapolis (66-253)

Pirector, FBI

Incorporated,
by the fact that many o

Kits.

field).

o®

(80~805)

L/ Mf TECHNICAL EQUIPMENT

TECHNICAL SURVEILLANCE

- Mr.:Witzel
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1
1

fé‘%UNTERMEASURES

s

PRt R R

REMPLET, October 9, 1980.

10/31/80

The brochure from Martin L, Kaigser, Incorporate
submitted the Bureau in RELET has been reviewed by personnel
of the Engineering Section, FBIHO.

The product line offered by Martin L. Kaiser,

is well known to the Bureau, as is indicated
ffices currently have Kaiser Security

Much of the Kaiser equipment no longer represents
the state-of-the-art in technology and is consequently
no longer as useful as it once was.

The model 2059H detector, referred to in RELET
is identical to the HLB Security Electronics Ltd, HLB-59H
"Hand Held Detector.”
a field strength meter, which has been modified for

naximum sensitivity at the lower frequencies (magnetic

The HLB~-59H is not much more than

Although the device will detect a magnetic field

generated by a tape recorder, they are not considered
_reliable.
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Your interest in keeping the Bureau advised
of new technological developments is appreciated.
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SAC, San Juan (66-20) 10~31~80

Director, FBI (80-805) .

Counter-measH "“3‘3

Ot o S ST g

Re San Juan letter to the Bureau, September 31,

. TECHNICAL EQUIPMENT

1980.
The Interad, model 7312 receiver submitted to the

Bureau by relet has been repaired and is being returned

+o San Juan separately.

Regarding your requests for an AC adapter and

" modification "C" to this equipment, the Bureau is currently

Assoc. Diry oo
Dep. AD Adm,
Dep. AD lnv, .

Asst, Dir,:

Adn. Servs. .
Cri: InVy e
[dent,
Iatell.
Loboratory
Legal Coun, o
Plan. & Insp. oo
Rec. Mgnt.
Tech Servsd 2

Telephone Rm e
Director’s Sec'y v

Training ._d..__‘ ‘ d
Public Affs, QLY 30

in contact with Interad representatives to determine
availability of these items and cost. You will be advised
regarding the availability of modification "C." Engineering
Section, Technical Services Division will procure the AC
adapter, if available, and forward same to San Juan.
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