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Special Warning 
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Additional Information and Copies 

The Office of the Deputy Inspector General for Intelligence of the Department of 
Defense prepared this -
Suggestions for Audits 

To suggest ideas for or to request future audits or evaluations of Defense 
Intelligence issues, contact the Office of the Deputy Inspector General for 
Intelligence at (703) 604-8800 (DSN 664-8800) or fax (703) 604-0045. Ideas and 
requests can also be mailed to: 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

400 ARMY NAVY DRIVE 
ARLINGTON, VIRGINIA 22202-4704 

September 2H, 2007 

MEMORANDUM FOR TilE ASSISTANT TO THE SECRETARY OF DEFENSE FOR 
INTELLIGENCE OVERSIGHT 

SUBJECT: Report on Review of Access to U.S. Persons Data by the Spare and Naval 
Warfare Systems Command (Report No. 07 ·INTEL-14) (t.J) 

(Ul We arc providing this report for infonnation and use. We perfonned the 
review in 'response loan Intelligence Community Whistleblower Pmtcction Act 
allegation. We considered management commetlls on a draft of this report in preparing 
the final report. The Acting Assistant to the Secretary of Defense for Intelligence 
Oversight comments conformed to the requirements of DoD Dirc<.:tivc 7650.3; therefore. 
additional comments arc not required. 

Shelton R. Young 
Deputy Inspector General 

for Intelligence 

Spechtl \\'arnin~ 

oDi>l('i'it )~ll'll!m!ll!llll (b)(~I) i" lll]jl!ll!m!lllll'lllllllllllllllllll 
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Department of Defense Office oflnspectm· General 

Report No. 07-INTEL-14 
(Project No. D2007-DINTEL-0106) 

Septembe1· 28, 2007 

Review of Access to U.S. Pel'sons Data by the Space and Naval 
Wal'fa1·e Systems Command (U) 

Executive Summa1·y (U) 

(U) Who Should Read This Report and Why? DoD personnel, the Intelligence 
Cornnmnity, and all personnel at research and development facilities perfonning work for 
DoD intelligence components should read this repol1. The report discusses the policy 
and procedures for accessing and handling infonnation about U.S. persons collected by 
research and development facilities. A "U.S. person" is a U.S. citizen; an alien known by 
the DoD intelligence component concemed to be a pennanent resident alien; an 
tmincmporated association substantially composed ofU.S. citizens or petmanent resident 
aliens; a cmporation inco1porated in the United States, except for a cotporation directed 
and controlled by a foreign govemment or govenm1ents. 

(~·Background. On December 
subuutted an Intelligence Community 
contained allegations about a lack of intelligence oversight procedures at research and 
development facilities perfonuing work for DoD intelligence components. The employee 
specifically raised concems about the perceived mishandling of U.S. infmmation 
by the and development 
facility The employee also raised 

JOUtSI\'e to his request to 
investigate with Space and Naval Warfare 
Systems Center San Diego and other DoD research and development facilities. The 
employee also alleged that he was reprised against for his actions. 

~.Ill) Results. We did not substantiate the allegations that the Space and Naval 
Warfa~~ Systems Center San Diego was mishandling intelligence and p~ 

· · U S us specifically through its use of-, . 
~·)(!) - systems. 

~·)We partially substantiated the allegation that 
not responsive to initiating action to investigate and co 
with the Space and Naval Warfare Systems Center San 
and development facilities. The conective actions taken 
-were couttm 
~an Diego 
Intelligence 

(b)(]) 

actions taken 
DoD research 
assess whether they will 

(U/;'FEJWEI) We did not substantiate that 
actions associated with the Space mid 

was 
OCI ted 

was reprised against for 
Center San Diego. 



Specific information regarding the actions are contained in a separate report issued by the 
DoD IG Director of Civilian Reprisals on September 26, 2007 (Appendix E.) 

(U) The DoD has not established procedures for control or oversight of U.S. persons 
information that may be obtained by DoD research and development facilities. The DoD 
Regulation 5240.1-R, "Procedures Governing the Activities of DoD Intelligence 
Components that Affect United States Persons," December 1982, (DoD 
Regulation 5240.1-R) does not include DoD research and development facilities. We 
recommended that the regulation be modified to require DoD research and development 
facilities to safeguard and report for intelligence oversight purposes if U.S. persons data 
is collected. 

(U//1'8U8) Management Comments and DoD IG Response. The Acting Assistant to 
the Secretary of Defense for Intelligence Oversight concurred with the recommendations; 
therefore, no further comments are required. See the Finding section of the report for a 
discussion of management comments and the Management Comments section of the 
report for the complete text of the comments. 
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Backgr·ound (U) 

On December 18, 2006, (b)(l) 

H ' sul)mitte•d an httelligence Cot tection 
~~~~::x:~;~~ that contained allegations about a lack of training and 

int·elligeJlce 6 procedmes at DoD research and development facilities 
· intelligence The emploree · raised 

of U.S. persons · the 

• Was photographing U.S. persons. 

The employee also indicated that the problems might not be confmed to SSC-SD 
and that similar deficiencies could be occml'ing at other DoD research and 
development facilities. 

(b)(l) (U/~) Fmther, the employee alleged 
responsive to initiating action to investigat 

was not 

associated with SSC-SD and other DoD research and development facilities. The 
e~:;!ock~~ca~:l~s~o:r;~ · · for repotting the need to conect 
these DoD IG Director of Civilian 
Reprisal review allegation. The repott of investigation is 
included as Appendix E. 

~.liD) SSC-SD. The SSC-SD is one of five field activities of Space and Naval 
WarfM~ SystelllS Colllllland (SPA WAR) that provides tactical and non-tactical 
infonnationmanagement technology required by the Navy to complete its 
operational missions. The SSC-SD provides inf01mation resources to supp011 the 
joint war-fighter in lllission execution and force protection. The SSC-SD designs, 

1(U) For a detailed discussion of the !C'WPA process, see Appendix B. 
2(U) A "U.S. person" is a U.S. citizen; an alien known by the DoD intelligence component concemed to be 

a penuanent resident alien; an uni.nc01porated association substantially composed ofU.S. citizens or 
pennanent resident aliens: a corporation incorporated in the United States, except for a COipomtion 
directed and controlled by a foreign govenunent or govenuuents. See DoD Regulation 5240.1-R 
Definitions. 

(b)(!) 



builds, tests, fields, and supports command, control, communications, computers, 
intelligence, surveillance, and reconnaissance systems. In addition to work 
performed for the Navy, SSC-SD conducts rPo.poro'h 

Defense Intelligence Components. During 
., 23 projects for the National Re,con1naissance 
proJects for the National Geospatial-Intelligence A<>enc'v 
SSC-SD is located on the Point Lorna peninsula in 

Objectives (U) 

(U//l<QTIQ~ The overall objective was to determine if U.S. persons information 
was controlled in accordance with applicable laws and regulations. Specifically, 
we reviewed if access to the U.S. persons inform.tion b the SSC-SD is required, 
controlled, and reported. We also determined if took appropriate actions 
once informed of the allegations of potential mis an mg of U.S. persons 
information. We were planning a separate review of the access to the U.S. 
persons information at other DoD research and development facilities. However, 
based on the results of our work performed on this review, we have determined 
that we can address the need for intelligence oversight programs at DoD research 
and development facilities in this report. 



Access to U.S. Persons Information at 
DoD Research and Development Facilities 
(U) 

l"i'S!!J) We did not subst~a.n~~t~~i:a~!t:e~n· ~.~':?.~:i~J~~ 
intefL'~ence and possibly 

•

. fi ally tluough its 
systelllS. We prut1iall 

action to ;.,.,.ao,;~ota 
SSC-SD rund ··poo•~l'l·h 

manner. The 
for SSC-SD to 
oversight 
identify and development 
facilities have not been completed and we could not assess whether they 
will be effective. DoD has not established sufficient procedures for 
control or oversight of U.S. persons infonnation that may be obtained by 
research and development facilities. As a result, U.S. persons data, if 
collected by a DoD research and development facility, may not be· 
safeguarded or repmted in accordance with DoD Regulation 5240.1-R. 

SSC-SD Access to U.S. Persons Information (U) 

We did not subst~ntiate allegations that the SSC-SD '':'as nli:;ha:ndling 
tlmme~h its 

-Access(U) 

obtained in 
persons, were targeted. 



- Collection (U) 

(b)(l) 

4 -~ (b) th)(l) 



Imaget·y (U) 

found no evidence that SSC-SD 
U.S. persons. We believe 

,searcb and deve!OJ)illent 

was made at 
request of the Navy and was made of the submarine, afteiitt been repaired for fn·e damage. The does not retain copies of 

the , files on the system. We reviewed data stored on the system at the time 
of our review and did not find any inappropriate images. 

~- Other Imaging. We did not substantiate that SSC-SD was collecting 
data ~.S. persons in Federal parks located at Point Lorna, Califomia without 
notice, wanant, or authority. We obse1ved that SSC-SD has a camera and 
ante1ma ulO\Uited to a tower at their headquruters facility. The SSC-SD uses the 
camera and anteillla for calibration pmposes by pointing them at several different 
govenm1ent radars. 



The camera can be rotated 360 degrees. The video feed ft·om the camera goes to a 
monitor in its laboratmy. The images are not recorded and are not used to 
inappropriately monitor U.S. persons. 

~· Satellite lmagE,IJ'. 
locations within the 
and in suppmi of 

no intelligence oversight repotiing or 
monitoring of the imagety aspects of these tests and exercises. 

Actions (U) 

~~-We pmiially substantiated the concem 
actio~'l"o investigate and conect the deJ]cien<:ies 

and development w~""''~'· 
not promptly assess the 

(h)(l) 

~·""' ... ron .... ~m..,., 
(b)( I) 

t 
were confined to validating the need for • 

· an intelligence oversight p~~~~~.~~~,~~ 
not actions r 

Coiii'ei:f'prob,len ·DoD research and 
actions will be effective. 

Actions Related to SSC-SD (U) 

' 
• (b)(!) 

(ll)(l) 

. I 



7 

are repo1table occunences assocmted with their projects. 

~~- Counterintelligence Scope Polygt·aphs. The SSC-SD initiated action 
to have all appropriate personnel consent to have counterintelligence scope 
polygraphs. The SSC -SD initiated action t~ve the counterintelligence scope 
polygraphs completed. As of August 2007, SSC~-D personnel successfully 
completed polygraph examinations. An ad 1 wnal SSC -SD persotmel signed 
consent to polygraph examination tonus but have no been examined. The 
SSC-SD was dependent on personnel from the Naval Criminal Investigative 
Setvice to perfonn the polygraphs. 

(b)( I) 



According to SSC-SD personnel, the Naval Criminal Investigative Service has 
significant backlogs due to increased workload connected with the Global War on 
Tenor. 

1 ~:~::~,e~~:i oversight 
personnel have training n on intelligence 

oversight · The SSC-SD is not required by DoD Directive 5240.1-R 
to have an intelligence oversight program; therefore, command persom1el do not 
have the authority to provide intelligence oversight training. 

DoD Wide Research and Development Facilities (U) 

taken some steps to identify and initiate controls over 

• Identify research and development facilities 
by Janumy 29, 2007; 

• Establish a process to do•cmne11t 
these research and development 

(b)(l) 



(b)( I) 

• Issue interim-- guidance to these research and 
development~ I, 2007; 

• Implement intelligence oversight training and an intelligence oversight 
plan for these research and development facilities by March 30, 2007; 
and 

(b )(I) • Issue standard project management guidance to 
contacts for these research and development fac 
2007. 

y • h I, 

Research and Development Facilities not Included in DoD 
Regulation 5240.1-R (U) 

(U) The DoD has not established procedures for control or oversight of U.S. 
persons infonnation that may be obtained by research and development facilities. 
The DoD Regulation 5240.1-R does not include research and development 
facilities. There are no requirements for U.S. persons data, if collected by a 
research and development facility, to be safeguarded or repotied for intelligence 
oversight purposes in accordance with DoD Regulation 5240.1-R. 9 

Contl'ol and Ove1·sight of United States Pe1·sons Infol'mation (U) 

~~·While the allegation of perceived mishandling of U.S. persons 
infonnation at SSC-SD was not substantiated, SSC-SD had only recently received 
training for its staff on intelligence oversight requirements, including the handling 

8 (U/Ifi8i!!!8) As of July 30, 2007, this action still has not occmTed. 
9 (U) For a detailed discussion of DoD Regulation 5240.1-R, see Appendix C. 



of U.S. persons infonnation. Intelligence officials at SSC-SD told us that they 
had no authority to require intelligence oversight training to their staff because 
SSC-SD was not a "DoD intelligence component" as defmed in DoD 
Regulation 5240.1-R. 

(U//Ff!f!<J8) Intelligence officials at SSC-SD also asked, "Ifthere were 
intelligence oversight violations, to which entity would we repm1 them?" The 
regulation does not specify how or to whom research and development facilities 
would repm1 intelligence oversight violations. In November 2003, the Assistant 
to the Secreta1y of Defense for Intelligence Oversight [ATSD (IO)] visited 
SSC-SD. According to an official at SSC-SD, the ATSD (10) stated that, because 
SSC-SD worked on the Intelligence 
Conmmnity and monies, SSC-SD 
was subject to not intelligence 
oversight reporting requirements. The stated, however, that any 
intelligence oversight concems could be · directly to the ATSD (10). 

~~Despite this oral guidance, other intelligence officials believe that 
researc and development facilities such as SSC -SD are not within the parameters 
of DoD Regulation5240.1-R. Officials from the NGA, and the Office of the 
Naval Inspector General, Intelligence/Special Access Program Oversight Division 
confmned that research and development facilities like SSC-SD are not within the 
scope of the regulation. For example, one official at the NGA told us that, with 
respect to do-·c · agery, intelligence oversight requirements are triggered 
only ifNGA assets are used. Moreover, officials fi"om the Office of the 
Naval Inspec or eneral, Intelligence/Special Access Program Oversight Division 
stated that they had no authority to conduct intelligence oversight inspections of 
research and development facilities such as SSC-SD. 

controlled in accordance with DoD Regulation 



Recommendations and Management Comments (U) 

(U//1?888? We recommend the Assistant to the Secretary of Defense for 
Intelligence Oversight: 

1. Amend DoD Regulation 5240.1-R, "Procedures Governing the 
Activities of DoD Intelligence Components that Affect United 
States Persons," December 1982, to include research and 
development facilities performing work for DoD intelligence 
components; and 

2. Issue interim guidance to include research and development 
facilities performing work for DoD intelligence components 
effective until the Regulation is amended. 

(U//1?888) Management Comments. The Acting Assistant to the Secretary of 
Defense for Intelligence Oversight concurred with the recommendations stating 
that DoD Regulation 5240.1-R will be amended and interim guidance will be 
issued. The definition of intelligence activities to intelligence and intelligence­
related activities will be changed. Research and development facilities 
performing work for DoD intelligence components will be included in the 
definition of intelligence and intelligence-related activities. 



Appendix A. Scope and Methodology (U) 

(U/~) We reviewed docmnentation dating Jiom April2004 through August 
2007 that included backgrotmd information, test plans, project snllllllaries, e-mail 
c~~J:~:f~~~~~::~~~i. intelligence oversight repmis, training and secmity records, and 
n We conducted interviews with officials at the ATSD (IO), 

NGA, and SSC-SD. We detennined that it was 
're11ie,,v multiple DoD and development facilities because 

sufficient infmmation was available NRO and NGA regarding the need 
for controls at these facilities. 

(U) We perfonned this review from Janua1y 2007 through August 2007 in 
accordance with n I I • • • I • • • 

(b)(l) - -- l --

lll 

(U) Use of Computer-Processed Data. We did not use computer-processed data 
to perfmm this review. 

(U) Govemment Accountability Office High-Risk Area. The Govemment 
Accountability Office has identified several high-risk areas in DoD. This repmi 
provides coverage of the Protecting the Federal Govenllllent's Infmmation 
Systems and the Nation's Critical Infi:astmctmes high-risk area. 

Prior Coverage (U) 

(b)(l) 



Appendix B. Intelligence Community 
Whistleblower Protection Act (U) 

(U//~) The Intelligence Community Whistleblower Protection Act 
(ICWPA), part of the Intelligence Authorization Act for Fiscal Year 1998, 
amended the Inspector General Act of 1978 to provide a means by which 
employees (civilian and military) of, cir employees of contractors to, the four DoD 
intelligence agencies (the Defense Intelligence Agency, NGA, NRO, and-) 
may report to the Congress classified information about alleged wrongdo~ 
"urgent concern." Agency or contractor employees, who intended to submit to 
Congress a complaint or information "with respect to an urgent concern," could 
contact the IG, DoD. Under the provisions of the Fiscal Year 1998 Intelligence 
Authorization Act, if the IG, DoD, determined that the complaint or information 
appeared credible, the IG, DoD, would transmit the complaint or information to 
the Secretary of Defense within 14 calendar days after receipt from the employee 
or contractor. The Secretary could add comments, but was required to forward 

. the transmittal to the Intelligence Committees of Congress within 7 calendar days 
after receipt from the IG, DoD. 

(U//1'6t;6) The Intelligence Authorization Act for Fiscal Year 2002, enacted on 
December 28,2001, amended the ICWPAprocess so that now, following the IG, 
DoD, determination regarding credibility, all complaints or information must be 
forwarded to the Secretary of Defense together with the determination. All other 
provisions ofthe ICWP A remain in effect. 

(U//~) The ICWPA requires that the IG, DoD inform the agency or 
contractor employee of each action taken during the notification process within 
three days of the action. The Act provides that the employee may contact the 
Intelligence Committees of Congress directly, if the IG, DoD, does not forward 
the complaint or information to the Secretary of Defense or the employee believes 
that the IG, DoD, did not do so accurately. Before doing so, however, the 
employee must obtain and follow direction from the Secretary of Defense, 
through the IG, DoD, on how to make such contacts in accordance with 
appropriate security practices. · 



Appendix C. DoD Regulation 5240.1-R, 
"Procedures Governing the 
Activities of DoD Intelligence 
.Components that Affect United 
States Persons," December 1982 (U) 

(U) DoD Regulation 5240.1-R governs the manner in which DoD intelligence 
components conduct intelligence activities, including research and development 
of electronic equipment, and oversight of intelligence activities. Procedure I, 
Applicability and Scope, states that the regulation applies only to "DoD 
intelligence components, as defined in the Definitions Section." The definition 
does not include research and development facilities. 10 Therefore, any research 
and development facilities that may be performing work for DoD intelligence 
components that may involve collection of U.S. persons information are not 
specifically subject to the collection, retention, dissemination, or oversight 
requirements of DoD Regulation 5240.1-R. 

(U) Each procedure contained in DoD Regulation 5240.1-R governs the manner 
in which DoD intelligence components conduct intelligence activities concerning 
U.S. persons. 

• Procedure 2, Collection oflnformation about U.S. persons; 
Procedure 3, Retention oflnformation about U.S. persons; and 
Procedure 4, Dissemination of Information about U.S. persons, 
provide the sole authority by which DoD Intelligence Components 
may collect, retain and disseminate information concerning U.S. 
persons. 

• Procedure 5, Electronic Surveillance; Procedure 6, Concealed 
Monitoring; Procedure 7, Physical Searches; Procedure 8, Searches 
and Examination of Mail; Procedure 9, Physical Surveillance; and 
Procedure I 0, Undisclosed Participation in Organizations, set forth 

10 (U) DoD intelligence components are defined as the following organizations: the National Security 
Agency/Central Security Service; the Defense Intelligence Agency; the offices within the Department of 
Defense for the collection of specialized national foreign intelligence through reconnaissance programs; 
the Assistant Chief of Staff for Intelligence, Army General Staff; the Office of Naval Intelligence; the . 
Assistant Chief of Staff, Intelligence, U. S. Air Force; the Army Intelligence and Security Command; the 
Naval Intelligence Command; the Naval Security Group Command; the Director oflntelligence, U.S. 
Marine Corps; the Air Force Intelligence Service; the Electronic Security Command, U.S. Air Force; the 
counterintelligence elements of the Naval Investigative Service; the counterintelligence elements of the Air 
Force Office of Special Investigations; the 650th Military Intelligence Group, SHAFE; other organizations, 
staffs, and offices, when used for foreign intelligence or counterintelligence activities to which part 2 of 
E.O. 12333, applies, provided that the heads of such organizations, staffs, and offices shall not be 
considered as heads ofDoD intelligence components for purposes of this regulation. 



guidelines regarding the use of certain collection techniques by DoD 
Intelligence Components to obtain information for foreign intelligence 
and counterintelligence purposes. 

• Procedure II, Contracting for Goods and Services; Procedure 12, 
Provision of Assistance to Law Enforcement Authorities; 
Procedure 13, Experimentation on Human Subjects for Intelligence 
Purposes, govern other aspects of DoD intelligence activities. 
Procedure 14, Employee Conduct and Procedure 15, IdentifYing, 
Investigating, and Reporting Questionable Activities, provide for 
oversight of DoD intelligence activities. 

15 
(b)(l) 



Appendix D. Report Distribution (U) 

(U)' 

Office of the Secretary of Defense 

Under Secretary of Defense for Acquisition, Technology, and Logistics 
Under Secretary of Defense for Intelligence 
Assistant to the Secretary of Defense for Intelligence Oversight 

Department of the Army 

Deputy Chief of Staff for Intelligence 
Inspector General 

Department of the Navy 

Director, Naval Intelligence 
Inspector General 
Director, Marine Corps Intelligence 

Department of the. Air Force 

Deputy Chief of Staff for Intelligence, Surveillance, and Reconnaissance 
Inspector General 

Other Defense Organizations 

Director, National Security Agency/Central Security Service 
Inspector General, National Security Agency 
Inspector General, Defense Intelligence Agency 
Inspector General, National Geospatial-Intelligence Agency 
Inspector General, National Reconnaissance Office 

Non-Defense Federal Organization 

Director of National Intelligence 
Inspector General, Office of the Director ofNational Intelligence 

• (b)( I) 



Congressional Committees and Subcommittees 

Senate Subcommittee on Defense, Committee on Appropriations 
Senate Committee on Armed Services 
Senate Committee on Homeland Security and Governmental Affairs 
Senate Select Committee on Intelligence 
House Subcommittee on Defense, Committee on Appropriations 
House Committee on Armed Services 
House Committee on Oversight and Government Reform 
House Permanent Select Committee on Intelligence 
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INSPECTOR GENERAl OF TilE DEPARTMENT OF DEFENSE 

-FINAl-
REPORT OF INVESTIGATION 

E E 

The Complainant alleges six (6) acts ofreprisal: 

• Forced resignation. 

The disclosures were made 
l11w occurred at the Space and 
California. Tile violations of law 

(b)(l) 

-and-

[!lllf!IJIIJI~oas,ono;b(~ belief that violations of 
(SPA WAR) San Dicgu, 

on, ore of a classilicd nature 



2 

and aro documented by the Deputy Inspector General for Intelligence under separate 
cover. 

hadl 'tanditngto lile a complaint with the Department' of Defense 
Hotline Inspector General Act of 1978 ("IG Act"), as amended. He requcsled 
tiling status under the Intelligence Community Whistlcblowcr Protection Act of 1998 
("ICWl'A"). The allegations were therefore i 

-

1 nnd the ICWPA. In nddillon, when 
reviou.dy requested oversight by the 

(b)(t) 0 I I 0 >I I H 0 

• •• "!:' • 

Inspector flcncml, we opened an oversight investigation under 10 Act. l.!oth statutes 
provide authority for this investigation.tml 

This Report of Investigation ("ROI") i.~· ba.<ocd · ·on of documents 
and testimony to dctcnninc if a nexus existed • rotcctcd 
disclosures and the alleged adverse actions by -

and this invc,;tigalion has 1::0lh.'t.:tcd, evidence proving that 
the and lime otr, denial of reassignment, denial of interim 

1 by management, lowered perfonnnnce appraisal, and forced 
resignation were adverse actions possibly coMected to one or more of his p. 
disclosures. Because a prima facie case was J)rcsenlc..'d, the burden shined to 
to demonstrate by clear and convincing evidence that the prohibited personnc act onli 
would have occurred nbsent the prolcct~'<l disclosurc{D4J. 

Aficr review of relevant testimony and documents, DoDJG finds that 1111 
otncials t!id not reprise agninstthe Complainant for his proccctcd disclosures. 

a disclosure-

' on July 25, 2005 , 
25, 2005 (disclosure 3). On , 
Community Whistlcblowcr Protection Acl (ICWPA) cotnpfiJii!Wifth 
Defense Deputy Inspector General for Intelligence. (MOBJ 

alleged adverse actions did not wa.mmt 
. not reprised against when he received a 

lowered r~1m1The lowered perfi.mnance appralu.l in 2003 
cannot be considered on adverse aclion resulting from o proh:ch:d disclosur~. bccnusc the 

Complain~~(! numcrou~ dinlo~utts ,Jipi Us cllain-of.command, 
and 1hc Department of Defense lnspc(lor Gcmnl durins lhls period. We do nol address the$e dlsclo~urcs 
Individually btc.11u.~ \'It llnd lhal addrcsslnillht ~;~~~$CioMn Ytould nol affect 1hc onKomc oflhe 
ca5e. Por simplicity p~ses distlosw-ct tnalk 1 d bis duln·of-«>mmand were (ounlt:d as one 
disclosure each. 

61121-1.:::.: !!tiiii!S::! t.J£0: .: 



alleged personnel action occurred approJtimately twp years prior to any protected 
disclosure. 

new i 
~0) former dmies and pose no threat to hls nuure prospects 
a. the transfer is not cons.ldcred no adverse actioR[DioJ, 

Tiierefore, for purposes of this invcsligation we are only considering disclosures 
two and three because lhcse two protected disclosures provide both ccnainty as co what 
was stated to whom, and fall within n time period 5ufficient to aid in the analysis of this 
investigation. 

The complainant aiiCgcs the following personnel practices were lakeo in reprisal: 

• Denial of promotion, awards, and time offj 
• Denial of reassignmenl; -
• Ucnlal of Interim evaluation; 

-and-

• Mistreatment by management (onicial counseling). 

We determined tha-fficials had uctual knowledge ofoR&UlJJJ.or more of 
the disclosures at the time they took tho advenc personnel actions as-was a 
source of on Inspector Generolspcciol siUdy and olso o vocal critic of the issues ol 
SPA WAR. We further find that the denial of promotion, awards, and time off, denial of 
rcassigilmenl, and denial of interim C\'llhlation occurred within a thirteen ( 13) months. 
period such that a rcami'e rrsontight conclude that the discloswe was a 
contributing foetor in ccision. IMOI2J 

Funher, it should~ noted that for the all~mlng denial of 
reassignment and denial of an interim ovnluation- failed to follow its own 
regulations. 

3 
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llllilllle·cci•"d numcrou.c; re-nt 

dctl.!rmlnc SPA WAR's issues nnd 
was disupproved due to non-availability of 

~!!::~:~~~~~::.'"'~·c~·;c~·;i,':·:·:·: r;cqucsts for nssistoncc frm'b-
c~ offlis TDY. Finally,Jor~J-

send a P4 (pc11ional for) 

i to 
SPA WAR in September 

Duriod'!!'"'f't! •isit to SPA WAR he' 
Memorandum of Agreement between SPA WAR 
which ore classilicdtMJ~>J, "''" (,,::,,.,;,;. 
worked to estublish o cnc•ou•ot~•·ing 
in final 

i 
uncovered. Because 

nan10gc"nco1 decided to select another 
Resources office and was infonncd 

180-day hold nnd that, nt most, his !!Upcrvisor could hold 



(l>)(l) 

him for 120 duys. Anything ubovc that hud lobe approved on u cas~ by cusc busis 
through the Oirtctor,lluman Resources. 

proco.d<d loSPAIVAR on 
trip report of 



email, 
to rescind tho email, which he-did the following day. 

On Aprill8, 
retaliation in '"""'""'" 
tlircctrd spcchd 

• for an "official" counscllng[M!OJ. 
overstepped his authority and to 

to convey the wrong IIICSS'.Igc and 
the couoscling.[lllll 

promoted because and his involvement, that he 
counscl.cd, tlmt a 180·dny hold had been plact:d on him in the full of2005 b"·ottiW liilS 
efforts were too impo~im to leave, ;md thaiDDIJitried to modi f)' documents 
that he had submitted--om. 

6 

reassignment to-­
. wasappro~ 

;;;•ru ''TW,.S'"P!t'rlrP£''' !f!TPt!l" 

(b)(l) 



(b)(l) 

succcsS{OHJ. During CRI's l···cw 
request to provide an interim 

7 

On December 18, .2006,11ltf"'ttPP'contacted the Depar1n1cnt of DefenSQ 
Inspector Oeoerol and filed a complaint under the Intelligence Community Whistleblower 
Protection Act (ICWPA). 

~>)(!) 

Ill. JiCQl'll 

We Interviewed fow whnesscs,lncluding 
classified and unclassified dotumenhUion provided 
related to the mailers under investigation. 

IV. FINDINGS AND ANALYSIS 

~ 

Tille 5, United Statts Code, Appx., §§ 7 (a) and (c), 

This section pcnnlts an employee to file a wbistlcblowcr complaint whh the 
DoDIO. 

Title 5, United Statts Code, Stdlon 2301 and 2J02, .. l'roblblttd Ptrsonntl 
Practices," (5 U.S.C. Sedloru 2301 ud 2302). 

These sections prohibit an agency from taking an adverse personnel action against 
a civilian employee hired under Title S (appropriated fund) for making a protected 
disclosure. "Protected disclosures" include infonnation that tho civilian employee 
reasonably believes evidence.'\, among other things, 11 violation of law, rule, or regulation; 
gross mismanagement; gross waste of funds; or an abuse of authority. 

Title 5, United Slates Codr, Stctloa 2302 (a)(l}(A)(I) through (11), 

'It'S' 9 U'S'FR'T?P ?EElS' I I ''$ ?'" '' 

27 
(b)(!) 



(h)(l) 

Tille 5, Section 2302 (aX2)(A)(i) through (xi) defines those personnel actio~ 
which, if taken, recommended, or approved, in reprisal for a protected disclosure, 
constihlle ••prohibited personnel practices." 

8 

These personnel actions include di~;ciplinary or correotivo actionj a detail, transfer 
or reassignment; a perfonnance evaluation; a decision concerning pay, ~n(tfits, or award; 
or any other significant change in duties, respon~lbltities, or working conditions, 

Title 5, Code or Federal Regulathms, Sedlon 1109.7, "Burden of Proof." 

A complainant asserting reprisal forwhlstleblowing activity must first establish 
by a preponderance of the evidence that: 1) he made a protected disclosure; and 2) that 
such disclosure was a contributing factor in an adverse personnel action that he 
challenges. A complainant successfully demoMtrates,primafacie, roprisal when be 
establishes, by a preponderance of the evidence, that he made a protected disclosure and 
such disclosure was a contributing factQr in an adverso personnel action. 

Thereafter, the burden of persuasion shifts to the agency to show by "clear and 
conVif!,cing" evidence that it would have taken tho personnel action in the absence of the 
protected disclosure. 

Title 5, Code ofFtderal Rtgulatlons, Sedfon U09.4, "DeOnitions." 

A "contributing factor .. means any disclosure that affects an agency's decisiOn to 
threaten, propose, take, or not take, a personnel action with respect to the individual 
making the disclosure. 

"Ch1ar and convincing evidence" is that measure or degree ofproofthat produces 
in the mind oflhe fact finder a finn belief as to the allegations sought to be established. 
It is a higher standard than "preponderance of the evidence." 

Exeoullve Order 12674 (Apr.ll, 1989) (as mod. by E.O.IZ7JI). 

Employees of the Department of Defense a..re required to report "waste, fraud, 
abuse and corruption." Thi~;~ Order is obligatory, not optional. Civilian Appropriat~· 
Fund Personnel may file a complaint of reprisal with the Defense Hotline under Section 7 
of the Inspector General Act of 1978. Appendix .3, T1tle S, United States Code. 

Tbe JnteiU&tnte Community Wbi$deblower Protection Ad of 1998, Pub. L. 
105·272, Title Vll,l12 Stat. 2413 (1998). 

Authorizes any employee or conlrnctor to an executive agency, or element or unit 
to have as its principal function the conduct of foreign intelligence or counterintelligence 
activities, who intends to report to Congress a complaint or information with respect to an 

Citc&S&hl&jjj Ott Gil W£12 ESE 61121 
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I 

urgent concern may report the complaint or infonnatioo to the appropriate Inspector 
Ocncrnl under this Act 

9 

ItO. 12333, United States lntrlllgence Acth'ltlea (Dec. 4,1981),1!1 amended. 

Activities conducted under E.O. 12333, provide the President and the National 
Security Council wllh the ncl-cssacy information on which to base decisions concerning 
the conduct and development of foreign, defense and economic policy, and the protection 
of United Stoles nallonalintcrcsts from foreign security threats. 

(b)(l) 

Interim Evaluations (to include summary information and numerical ratings) shall 
be completed to document performance during the cycle when the employee has been 
performing under a plan for at lcast90 days ond if the rater is rcassiyncd; an employ.:c is 
detailed or n:nssigncd; or there is signHicnnt change in the employee's dulies. 

(l1)( I) 

This policy reduces the 
~oldsover 
~pproval. 

Intelligence. 

The time interval 
net ion, specifically the denial 

(b){6)(b)C/){C) 

(b) 
5rsll disoli»Uir<>to his last alleged repri$01 

npproxinmtcly thirteen (I 3) 
monthS!D40J. A period of time lhis;bricfJ>crrnits 
disclosures may have been a contributing factor in 
such, this is an a.cccptablc Interval in determining if 
contributing factors in the adverse fiCtions. 

inference that the protected 
iTtl'iTi . I, 
'b)(6) (1)) (1110 

actions. As 

(b)(() Comploinanl madf numerous di"losuru roL urins thli period. We do 
nO\ addre'~ thrnl diKhnur" indi\'ldually b«AU~ v.e lind tl~-tlthe dil!n or I he indivldu-1 db,c:lonrm would 
not aff«l the: uutwmc oftbc cue:. 

I I!! Li 5C! JL BIL 65 C 1L JliZ st!IJJ 
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Discussion 

a. Denial of promotion, awards, and time 

pertaining to the dt:ninl 
further reprisal~ in his complaint to the 

Department of Defense I in December 2006. lie alleged thnt not only 

10 

was he denied promotion but also that he did not receive any financial or time oil' a"'ards. 

We reviewed the StandnniForm 50s 

that he recci.,·ed scvumltimc-offawurds. In -;:~:.:;~:~;~::~!:,~•r4 time-off award of24 hours; in June 2005, he received an indiii' vidual li 
hours; in October 2005 he once ugaln recui\·ed a woup time off award of 8 hours. So 
bctw~n August 2004 and October 2005, a 13-month period, he received 56 hours ortimc 
off as award for his perfunnance. 

(b)(!) II I I I I , I ' I I 

hi!l scrvicctiW..J. 

the agency actions for c\·ldcncc that 0b 1 would have not 
sped lie pcrfonnancc award absen1 hi$ disclosures, we were 

I 
(b)(!) 



p~rsuadcd by the granting of two tlmc-ofTawords ami an honorary award 
even after his disclosure. 

b. Denial of reassignment 

nnd infonncd her 
he wa.~ going to put a I80.day hold on hhrlt~SJ 1 in a 

II 

' · regard to n~roblcm that uncovered. llccousc 
fillec.amanagemcnt decided to select another 

''"'"'"''"his lfumon Resources office nnd wos infonned 
•u·<Jay now policy and that, at most. his supervisor could hold him for 

I ( . ' • " ' " I c upprovcd on a case by case basis through the 
(h)(l I 

-

for holds over IJOdays 
approval. 

When questioned i 
from Human Resources, he 

One could therefore 
reprisal were it not for the 
requirement 

.... ook steps to officially request the 180-day hold 
to not having done SO!OlC•l· 

would understand put a hold on him. He was sure something else 
would open up down th~ll appeared thut he even went liS f~gesting what 
the consequences were illlfltid not put a hold on him nnd tha1~would be forced 
to select another employee if there was a hold on hinlJIH'I· 

Evidence developed during the investigation accordingly proved to a clear and 
convincing st11ndard thutlhc personnel nction would haw bcentnkcn abs..:ntthc prOicctcd 
disclosure. 

T8PSE@MT 
(b)(l) 



TQP ~~€'PJ!Ff 
(b)(l) 

During our in~cw 
to provide an interim~U 

12 

I denied ha\·ing ever rccllived a request 

several different indM~rily 
· requc:rt for Interim--~ no 

I to rccullruty !:ipcdlk names since he 
and no longer had access to nny of his prior 

Evidence developed during the investigation proved ton clear and convincing 
standard that the personnel action would have been taken absent the protected disclosure. 

21 Ci!l!!l!iil !L£.!1 .: :as z e. :.L' 

(b)(l) 
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d. Mistrcalmcnt by management (official counseling 

and we concur with the finding 
by management (official counseling). 

V. CONCLUSIONS 

Vl. RECOMMENDATION 

TOP KMClUlT G,J(l) 

by the Deputy lnspeclor General for lntclllgcncc 
pertaining to SPAWAR•s violations of law will be 
Deputy Inspector General for Intelligence. 

33 
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(b)( I) 

Assistant to the Secretary of Defense for 
Intelligence Oversight Comments (U) 

INJtl..U!U!:Nr;:t 
cW.t".:l<iHT 

~Hf!tll!\88h IOOI/11811: 811111@1Ab ti8B 8!ib t' 
ASSISTANT TO THE SECRETARY OF PS:FENSE 

7200 DEFENSE PENTAGON 
WASHINGTON, DC 20301-7200 

September I 0, 2007 

MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF DEFENSE 

SUBJECT: Comments on Draft Report on Review of Access to U.S. Persons Data by the 
Space and Naval Warfare Systems Command (Project No. D2007-DINTEL· 
0106} (U} 

(U/~ Thank you for the opportunity to comment on the draft report, 
We have reviewed the subject draft as requested anil concur with the two 
recommendations regarding research and development facilities performing work for 
DoD intelligence components. 

(U/~) Specifically, upoo publication of the final report, we will 
amend DoD Regulation 5240.1-R, "Procedures Governing the Activities of DoD 
Intelligence Components that Affect United States Persons," December 1982, to include 
research and development facilities performing work for DoD intelligence components as 
recommended. We will also issue interim guidance on this maner to be effective until the 
regulation is amended. 

(U//Pel'!e) In the interim guidance and in the revision to DoD 5240.1-R, 
we intend to change the definition of "intelligence activities" to "inteiUgence and 
intelligence-related activities." Research and development facilities perfonning work for 
DoD intelligence components will be included in the definition of"lntelligence and 
intelligence-related activities." 

~J/~fJ ~ 
William Dugan ~ 
Acting 

tifl@ltlt!l!llllli!lltf/1181t 8PIII@IA'tl d!li!l8Ut:lt 
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(U) 

Team Members 
The Depmiment of Defense Office of the Deputy Inspector General for 
Intelligence prepared tllis repott. Personnel of the Depmtment of Defense Office 
of Inspector General who contributed to the repott are listed below. 

. . ~ . 
f1>) 16) (11) (7)(( J 

f1>H6J (b)(7J,( J 

g 
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