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Warlare Systems Command (Report No. 07-INTEL-14) (L}

(Uy We are providing this report for information and use, We performed the
review in'response (o an Intelligence Community Whistleblower Protection Act
allegation. We considered management comments on @ draft of this report in preparing
the final report. The Acting Assistant to the Secretary of Defense for intelligence
Oversight comments conformed 1o the requirements of DoD Directive 7650.3; therefore,
additional comments are not required.
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Department of Defense Office of Inspector General

Report No. 07-INTEL-14 September 28, 2007
(Project No, D2007-DINTEL-0106)

Review of Access to U.S. Persons Data by the Space and Naval
Warfare Systems Command (U)

Executive Summary (U)

(U) Who Should Read This Report and Why? DoD personnel, the Intelligence
Community, and all personnel at research and development facilities performing work for
DoD intelligence components should read this report. The report discusses the policy
and procedures for accessing and handling information about U.S. persons collected by
research and development facilities. A “U.S. person” is a U.S. citizen; an alien known by
the DoD> intelligence component concerned to be a permanent resident alien; an
unincorporated association substantially composed of U.S. citizens or permanent resident
aliens; a corporation incorporated in the United States, except for a corporation directed

and controlled by a foreign government or governments.

(-T-S Background. On December 18, 2006,m
submitted an Intelligence Community Whistleblower Protection Act complaint that
contained allegations about a lack of intelligence oversight procedures at research and
development facilities perfornmng work for DoD intelligence components. The employee
specifically raised concerns about the perceived mishandling of U.S. persons information
by the Space and Naval Warfare Systems Center San Diego. a research and development
The employee also raised
CcOLCEINS was not responsive to his request to
mvestigate and cosrect the deficiencies associated with the Space and Naval Warfare
Systems Center San Diego and other DoD research and development facilities. The
employee also alleged that he was reprised against for his actions.

€FS/pud) Results. We did not substantiate the allegations that the Space and Naval
Wartare Systems Center San Diego was mishandling intelligence and possibl

compromising U.S. persons information, specifically through its use of|
EFBm) We partially substantiated the allegation thatm was
not responsive to initiating action to investigate and correct the deiiciencies associated
with the Space and Naval Warfare Systems Center San Diego and other DoD research
and development facilities. The corrective actions taken bym
were confined to validating the need for the Space and Naval Warlare Systems
enter san Diego to and establishing an
Intelligence Oversi . However, the
actions taken by o 1dentily and correct problems at other

DoD research and development facilifies have not been completed and we could not
assess whether they will e effective.

(U/Fe%ey We did not substantiate thatm was reprised against for
actions associated with the Space and Naval Wartare Systems Center San Diego.




Specific information regarding the actions are contained in a separate report issued by the
DoD IG Director of Civilian Reprisals on September 26, 2007 (Appendix E.}

(U} The DoD has not established procedures for control or oversight of U.S. persons
information that may be obtained by DoD research and development facilities. The Do)
Regulation 5240.1-R, “Procedures Governing the Activities of DoD Intelligence
Components that Affect United States Persons,” December 1982, (Dol)

Regulation 5240.1-R) does not include DoD research and development facilities. We
recommended that the regulation be modified to require Dol research and development
facilities to safeguard and report for intelligence oversight purposes if U.S. persons data
is collected.

(U//"&¥63 Management Comments and DoD IG Response. The Acting Assistant to
the Secretary of Defense for Intelligence Oversight concurred with the recommendations;
therefore, no further comments are required. See the Finding section of the report for a
discussion of management comments and the Management Comments section of the
report for the complete text of the comments.
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Background (U)

Allegations. On December 18, 2006,
submitted an Intelligence Communi istleblower Protection

c complaint that contained allegations about a lack of training and
mtelligence oversight procedures at DoD research and development facilities
performing work for intelligence components. The employee specifically raised
concerns about the perceived mishandling of U.S. persons” information by the

- . ' . g0 1 . e -

arfare Svstems Cente _3 feseal
P (1) ( 1)

¢ Was photographing U.S. persons.

The employee also indicated that the problems might not be confined to SSC-SD
and that similar deficiencies conld be occutring at other DoD research and
development facilities.

(U//Fe8) Further, the employee allegedm was not
responsive to initiating action to investigate and coirect the deliciencies

associated with SSC-SD and other DoD research and development facilities. The

employee also alleged he was reprised against for reporting the need to correct
these deﬁcieuciesm. The DoD IG Director of Civilian
Reprisal review did nof substanfiate the allegation. The report of investigation is
included as Appendix E.

55/ pd) SSC-SD. The SSC-SD is one of five field activities of Space and Naval
Wartare Systems Command (SPAWAR) that provides tactical and non-tactical
information management technology required by the Navy to complete its
operational missions. The SSC-SD provides information resources to support the
joint war-fighter in mission execution and force protection. The SSC-SD designs,

'(U) For a detailed discussion of the ICWPA process, see Appendix B.

(U) A “U.S. person™ is a U.S. citizen; an alien known by the DoD intelligence component concerned to be
a permanent resident alien: an unincorporated association substantially composed of U.8, citizens or
permanent resident aliens: a corporation incorporated in the United States, except for a corporation
directed and controlled by a foreign government or governments, See DoD Regulation 5240.1-R,
Definitions.




builds, tests, fields, and supports command, control, communications, computers,
intelligence, surveillance, and reconnaissance systems. In addition to work

performed for the Navy, SSC-SD conducts research and development for the
Defense Intelligence Components. During 2007
-, 23 projects for the National Reconnaissance Office , and seven

projects for the National Geospatial-Intelligence Agency (NGA). Headquarters
SSC-SD3 is located on the Point Loma peninsula in San Diego, California.

Objectives (U)

(U//addica) The overall objective was to determine if U.S. persons information
was controlled in accordance with applicable laws and regulations. Specifically,
we reviewed if access to the U.S. persons information by the SSC-SD is required,
controlled, and reported. We also determined if w took appropriate actions

once informed of the allegations of potential mishandling of U.S. persons
information. We were planning a separate review of the access to the U.S,
persons information at other DoD research and development facilitics. However,
based on the results of our work performed on this review, we have determined
that we can address the need for intelligence oversight programs at DoD research
and development facilities in this report.




Access to U.S. Persons Information at
DoD Research and Development Facilities

U)

(‘H@) We did not substantiate allegations that SSC SD was mishandling
intelligence and possibly compromising 1LS_persons mfon

specifically through its use of Sa

m systems. We partially subsiantiatec
minate action to investigate and correct the deficiencies assoclatea with
SSC-SD and other DoD researgl

mamer, The ac
for SSC-SD to A2

and development facilities in a timely
vere confined to validating the need
establishing an intelligence
oversight program . The actions taken to
identify and correct problems at other Do) research and development
tacilities have not been completed and we could not assess whether they
will be effective. DoD has not established sufficient procedures for
control or oversight of U.S. persons information that may be obtained by
research and development facilities, As a result, U.S. persons data, if
collected by a DoD research and development facﬂlty, may not be
safeguarded or reported in accordance with DoD Regulation 5240.1-R.

SSC-SD Access to U.S. Persons Information (U)

We did not substantiate aliegahous that the SSC-SD was mishandling

sence and compromising U.S. persons inforina i hrough its
. T systeins,
i ey ' ' =510 and did not find
any instances i w . pelsons mfonnatlon was beino ‘opriatelv
handled. We fou vecific instances in which R

advance, and overnment facilities, not U.S. persons, were targeted,

Acces O




Collection (U)

i(1x

(LX)

-@B/tm We did not substantiate the alleg
ersons information

(L)1)
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Imagery (U)

s/ San Diego Harbor % e found no ev1dence ﬂmt SSC-SD
was eith _el or naking . _‘_. _

Naval litelligence (ON1). el

SPAWAR (b))

l(l_‘}‘](: 1)

ﬁ&’m The SSC-SD tests systems pum to deploymg “"‘” . The

(b)(1)

SPAWAR (b)(1) AW (1) .SD.

personiiel mdicated that S y The% was made at
the request of the Navy and was made of the USS Dolphin, a' Navy submarine,
after it had been repaired for fire damage. The SSC-SD does not retain copies of -
the files on the system. We reviewed data stored on the system at the time
of otir review and did not find any inappropriate images.

“F57 sl Other Imaging. We did not substantiate that SSC-SD was collecting
data on U.S. persons in Federal parks located at Pomt Loma, California without
notice, wartant, or authority. We observed that SSC-SD has a camera and
antenna mounted to a tower at their headquarters facility. The SSC-SD uses the
camera and antenna for calibration purposes by pointing them at several different
government radars.

wormrerr- A




The camera can be rotated 360 degrees. The video feed from the camera goes to a
monitor in its laboratory. The images are not recorded and are not used to
imappropriately monitor U.S. persons.

56/l Satellite Imagery. The SSC-SD properly obtained ‘Ef‘“ AR
locations within the U.S. The imagerv was needed in suppot 0f [t
and in support of exercise RINMEACLY The imager

ther RN Ihageny of the location Bal

(B 1)

'N( A D

Personnel a
or the exercises. However, there was no intelligence oversight reporting or
moniforing of the imagery aspects of these tests and exercises,

Actions (U)

8/l We partially substantiated the concen tha R
action o investigate and correct the deficiencies associateg
other DoD research and development facilities. (hichy

dld not mltmte
) and

has not completed actions recommende
problems at other DoD research and development
acilities. We could not assess whether actions will be effective.

Actions Related to SSC-SD (U)




&S/ Intelligence Oversight Reporting. S to initiate
an infelligence oversight program S
research and development facility. NeSg

(‘[‘S‘/m Counterintelligence Scope Polygraphs. The SSC-SD initiated action
to have all appropriate personnel consent to have counterintelligence scope
polygraphs. The SSC-SD initiated action to have the counterintelligence scope
polygraphs completed. As of August 2007, 84 SSC-SD personnel successfully
completed polygraph examinations. An additional g SSC-SD personnel signed
consent to polygraph examination forms but have not been examined, The

SSC-SD was dependent on personnel from the Naval Criminal Investigative
Service to perform the polygraphs.

1 (/08

s s




According to SSC-SD personnel, the Naval Criminal Investigative Service has
significant backlogs due to increased wmkload connected with the Global War on
Terror.

“FS/ll Intelligence Over snght Training Rl
provide intelligence oversight training S
SSC-SD personuel _As of A
Lad tr

d (LY 1)

caused delays 10 completing iraliig ror

ensure that SSC-SD personnel have backgronnd on intelligence oversight
requirements, all @l personnel have read training material on intelligence
oversight requirements. The SSC-SD is not required by DoD) Directive 5240.1-R
to have an intelligence oversight program; therefore, command personnel do not
have the authority to provide intelligence oversight training.

DoD Wide Research and Dévelopment Facilities (U)

by othe[ ealch and d
( b

ColTeciive measures relaied 10
was not roviding

completion dates;

o Identify research and development facilities

by January 29, 2007;
¢ Establish a process to documeutm
these research and development facilities by February 23, :




o Issue interimmguidance to these research and
development Tacilities by March 1, 2007, _

¢ Implement intelligence oversight traming and an intelligence oversight
plan for these research and development facilities by March 30, 2007,

and

¢ Issue standard project management guidance tom
contacts for these research and development faciliies by March 1,
2007.

Noue of these actions have been completed persoppel have
ly 1dent1ﬁed all the research and developmeu Acilitie D
o this action was tiansferred to REE

» nmmmézmjm!armmmnmaa 3
econnnended actions. Rtk

e actions witl not ensure that all work done by those
acilities for DoD mtelligence components will be controlled in accordance with
DoD Regulation 5240.1-R.

Research and Development Facilities not Included in DoD
Regulation 5240.1-R (U) g —

(U) The DoD has not established procedures for control or oversight of U S.
persons information that may be obtained by research and development facilities.
The DoD Regulation 5240.1-R does not include research and development
facilities. There are no requirements for U.S. persons data, if collected by a
research and development facility, to be safeguarded or 1ep011ed fo1 intelligence
oversight purposes in accordance with DoD Regulation 5240.1-R.”

Control and Oversight of United States Persons Information (U)

(‘PS/zm While the allegation of perceived wmishandling of U.S. persons .
information at SSC-SD was not substantiated, SSC-SD had ouly recently received
training for its staff on mtelligence oversight requirements, including the handling

§ (U/#@%@) As of July 30, 2007, this action still has not occurred.
¥ (U) For a detailed discussion of DoD Regulation 5240.1-R, see Appendix C,

-




of U.S. persons information. Intelligence officials at SSC-SD told us that they
had no authority to require intelligence oversight training to their staff because
SSC-SD was not a “DoD intelligence component” as defined in Do)
Regulation 5240.1-R.

(U//ia&=@) Intelligence officials at SSC-SD also asked, “If there were
intelligence oversight violations, to which entity would we report them?” The
regulation does not specify how or fo whom research and development facilities
would report intelligence oversight violations. In November 2003, the Assistant
to the Secretary of Defense for Intelligence Oversight [ATSD (IO)] visifed
SSC-SD. According to an official at SSC-SD, the ATSD (10} stated that, because

SSC-SD worked on projects for various co of the Intelligence
Community and accepted program monies, SSC-SD
was subject fo intelligence oversight tranung requirenients but not intelligence

oversight reporting requirements. The ATSD (IO) stated, however, that any
intelligence oversight concerns could be reported directly to the ATSD (10).

=5l Despite this oral guidance, other intelligence officials believe that
research and development facilities such as SSC-SD are not within the parameters
of DoD Regulation 5240.1-R. Officials from the NGA, and the Office of the
Naval Inspector General, Intelligence/Special Access Program Oversight Division
confinmed that researcl: and development facilities like SSC-SD are not within the
scope of the regulation. For exaimnple, one official at the NGA told us that, with
respect to do ic imagery, intelligence oversight requirements are triggered
only if NGAWssets are used. Moreover, officials from the Office of the
Naval Inspector General, Intelligence/Special Access Program Oversight Division
stated that they had no authouty to conduct intelligence oversight inspections of
research and development facilities such as SSC-SD, -

(‘FS/m The only means by which seniop, intellicence officials at SSC-SD can
require intelligence oversight training is Sy

18 an msuthicient method 10 ensure SSC-S1
18 adequately iramed i all aspects of intelligence oversight. Whi ing
(b)(1)
e actions will'not ensure that
all work done by those Iacihities Tor Dol inelligence components will be
controlled in accordance with DoD Regulation 5240.1-R.




Recommendations and Management Comments (U)

(U//P6) We recommend the Assistant to the Secretary of Defense for
Intelligence Oversight: ,

1. Amend DoD Regulation 5240.1-R, “Procedures Governing the
Activities of DoD Intelligence Components that Affect United
States Persons,” December 1982, to include research and
development facilities performing work for DoD intelligence
components; and

2. Issue interim guidance to include research and development
facilities performing work for DoD intelligence components
effective until the Regulation is amended.

(U/&%¥8) Management Comments. The Acting Assistant to the Secretary of
Defense for Intelligence Oversight concurred with the recommendations stating
that DoD Regulation 5240.1-R will be amended and interim guidance will be
issued. The definition of intelligence activities to intelligence and intelligence-
related activities will be changed. Research and development facilities
performing work for DoD intelligence components will be included in the
definition of intelligence and intelligence-related activities.




Appendix A. Scope and Methodology (U)

(U//P&%&) We reviewed documentation dating from April 2004 through August
2007 that included background information, test plans, project summaries, e-mail
correspondence, intelligence oversight repotts, training and security records, and
project sununaries. We conducted mterviews with officials at the ATSD (10),
Navy 1G, NRO, NGA, and SSC-SD. We determined that it was
unnecessary o review multiple DoD regearch and development facilities because
suffictent information was available at NRO and NGA regarding the need
for controls at these facilities.

(U) We performed this review from Jannary 2007 through August 2007 in

accmdance w:th ieﬁﬂaili acceited ii iiiimiiii ii ilimi iiiiiﬂ ﬁ I Ilii i)n

(U) Use of Computer-Processed Data. We did not use computer-processed data
to perform this review.

(U) Government Accountability Office High-Risk Area. The Government
Accountability Office has identified several high-risk areas in DoD. This report
provides coverage of the Protecting the Federal Government’s Information
Systems and the Nation’s Critical Infrastructures high-risk area.

Prior Coverage (U)

(1)




Appendix B. Intelligence Community
Whistleblower Protection Act (U)

(U//me88) The Intelligence Community Whistleblower Protection Act
(ICWPA), part of the Intelligence Authorization Act for Fiscal Year 1998,
amended the Inspector General Act of 1978 to provide a means by which
employees (civilian and military) of, or employees of contractors to, the four Do)
intelligence agencies (the Defense Intelligence Agency, NGA, NRO, and )
may report to the Congress classified information about alleged wrongdoing o
“urgent concern,” Agency or contractor employees, who intended to submit to
Congress a complaint or information “with respect to an urgent concern,” could
contact the IG, DoD. Under the provisions of the Fiscal Year 1998 Intelligence
Authorization Act, if the IG, DoD, determined that the complaint or information
appeared credible, the 1G, DoD, would transmit the complaint or information to
the Secretary of Defense within 14 calendar days after receipt from the employee -
or confractor. The Secretary could add comments, but was required to forward

.the transmittal to the Intelligence Committees of Congress within 7 calendar days
after receipt from the IG, DoD.

(U/Ae@) The Intelligence Authorization Act for Fiscal Year 2002, enacted on
December 28, 2001, amended the ICWPA process so that now, following the 1G,
DoD, determination regarding credibility, all complaints or information must be
forwarded to the Secretary of Defense together with the determination. All other
provisions of the ICWPA remain in effect.

(U// i) The ICWPA requires that the IG, DoD inform the agency or
contractor employee of each action taken during the notification process within
three days of the action. The Act provides that the employee may contact the
Intelligence Committees of Congress directly, if the IG, DoD, does not forward
the complaint or information to the Secretary of Defense or the employee believes
that the 1G, DoD, did not do so accurately, Before doing so, however, the
employee must obtain and follow direction from the Secretary of Defense,
through the IG, DoD, on how to make such contacts in accordance with
appropriate security practices. '




Appendix C. DoD Regulation 5240.1-R,
“Procedures Governing the
Activities of DoD Intelligence
Components that Affect United
States Persons,” December 1982 (U)

(U) DoD Regulation 5240.1-R governs the manner in which DoD intelligence
components conduct intelligence activities, including research and development
of electronic equipment, and oversight of intelligence activities, Procedure I,
Applicability and Scope, states that the regulation applies only to “DoD
intelligence components, as defined in the Definitions Section,” The definition
does not include research and development facilities.'® Therefore, any research
and development facilities that may be performing work for DoD intelligence
components that may involve collection of U.S. persons information are not
specifically subject to the collection, retention, dissemination, or oversight
requirements of DoD Regulation 5240.1-R.

(U) Each procedure contained in DoD Regulation 5240.1-R governs the manner
in which DoD intelligence components conduct intelligence activities concerning
U.S. persons.

s Procedure 2, Collection of Information about U.S. persons;
Procedure 3, Retention of Information about U.S. persons; and
Procedure 4, Dissemination of Information about U.S, persons,
provide the sole authority by which DoD Intelligence Components
may collect, retain and disseminate information concerning U.S.
persons.

* Procedure 5, Electronic Surveillance; Procedure 6, Concealed
Monitoring; Procedure 7, Physical Searches; Procedure 8, Searches
and Examination of Mail; Procedure 9, Physical Surveillance; and
Procedure 10, Undisclosed Participation in Organizations, set forth

1% (U) DoD intelligence components are defined as the following organizations: the National Security
Agency/Central Security Service; the Defense Intelligence Agency; the offices within the Department of
Defense for the collection of specialized national foreign intelligence through reconnaissance programs;
the Assistant Chief of Staff for Intelligence, Army General Staff; the Office of Naval Intelligence; the
Assistant Chief of Staff, Intelligence, U. 8. Air Force; the Army Intelligence and Security Command; the
Naval Intelligence Command; the Naval Security Group Command; the Director of Intelligence, U.S.
Marine Corps; the Air Force Intelligence Service; the Electronic Security Command, U.S. Air Force; the
counterintelligence elements of the Naval Investigative Service; the counterintelligence elements of the Air
Force Office of Special Investigations; the 650th Military Intelligence Group, SHAPE; other organizations
staffs, and offices, when used for foreign intelligence or counterintelligence activities to which part 2 of
E.O. 12333, applies, provided that the heads of such organizations, staffs, and offices shall not be
considered as heads of DoD intelligence components for purposes of this regulation,

E




guidelines regarding the use of certain collection techniques by DoD
Intelligence Components to obtain information for foreign intelligence
and counterintelligence purposes.

Procedure 11, Contracting for Goods and Services; Procedure 12,
Provision of Assistance to Law Enforcement Authorities;
Procedure 13, Experimentation on Human Subjects for Intelligence
Purposes, govern other aspects of DoD intelligence activities.
Procedure 14, Employee Conduct and Procedure 15, Identifying,
Investigating, and Reporting Questionable Activities, provide for
oversight of DoD intelligence activities.




Appendix D. Report Distribution (U)

Office of the Secretary of Defense
Under Secretary of Defense for Acquisition, Technology, and Logistics

Under Secretary of Defense for Intelligence
Assistant to the Secretary of Defense for Intelligence Oversight

Department of the Army

Deputy Chief of Staff for Intelligence
Inspector General

Department of the Navy
Director, Naval Intelligence

Inspector General
Director, Marine Corps Intelligence

Department of the Air Force

Deputy Chief of Staff for Intelligence, Surveillance, and Reconnaissance
Inspector General

Other Defense Organizations

Director, National Security Agency/Central Security Service
Inspector General, National Security Agency

Inspector General, Defense Intelligence Agency

Inspector General, National Geospatial-Intelligence Agency
Inspector General, National Reconnaissance Office

Non-Defense Federal Organization

Director of National Intelligence
Inspector General, Office of the Director of National Intelligence
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Congressional Committees and Subcommittees

Senate Subcommittee on Defense, Committee on Appropriations
Senate Committee on Armed Services

Senate Committee on Homeland Security and Governmental Affairs
Senate Select Committee on Intelligence

House Subcommittee on Defense, Committee on Appropriations
House Committee on Armed Services

House Committee on Oversight and Government Reform

House Permanent Select Committee on Intelligence
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(b)(1)

frot et

INSPECTOR GENERAL OF THIE DEPARTMENT OF DEFENSE

- FINAL -
REPORT OF INVESTIGATION

MOFE]CIALQ TOCK NO ADVERSE PERSONNEL ACTION AGAINST
s COMPLAINANT IN REPRISAL TOR FROTECTED DISCLOSURES.

I INTRODUCTION AND $4J Y

als0 KnOwR 03 Lhe
liled an Entelligence Commupity
i “WrA) complaint with the Deputy Inspectar General for
Intelligence (DoDIG) on December 18, 2006 (H1L.# 102317), The Deputy Inspector
General for Intelligence initiated an investigation and requested subject matter expertise
from the Disectorate, Civilian Reprisal Investigations ({CR1).

O e ged reprisal by

his tirst and second line supervisors He alleged deniat of
art of

ion and misireatment by managenient. ducted overs
Wmvesngﬂwn Afier the completion oneﬂigatmn, Wuled the
TCPWA complaint with Dol)G slieging not only denial of promotion and mistreatment
by management, but also denial of swards and time ofF, no interitn evaluation, and forced
resignation, Thercfore, CRI initiated tyeir ovwn investigalion to addgpss the remaining

allegations, As an act of oversipht, we reviewed the results of the avestigationgw),
coneur and incorporated esilts into this Repont of Investigation.

The Complainant aileges six (6) acts of reprisal:

s Denial of pramoation, awargds and Mb) (6). (1) (1)
o Denial of reassignment by (6, |h)(f)((;
e No interim evaluation by \§R

»  Mistreatment by monagenieam oy
¢ Lowered performance appraisal;

official counseling);

i
» Forced resignation,
The disclosures were made upon [(RCHECHEEreqsoneble beliefthat violations of

taw occurred at the Space and Naval C ms Command (SPAWAR) San Dicge,
California. The violattons of law that reporied on, are of'a classified nature

RO




®)D)

e o

and arc documented by the Depusy Iaspector General for Intelligence under separsie
cover,

) had standing 1o fite & complaint with the Department of Defense
Hotline under the Inspector General Act of 1978 ("1G Act™), as amended. He requested
filing stams under the Intelligence Community Wh!sllchlnwm Pmtcclmn AL[ of‘ 1998
{"ICWPA"). The allcgations were therefore inyestioaled purs
ct and the [CWPA. I nddilion, when S
Wmvmmly requested oversight by the DEpanmen ENse & LITICE OF I
Inspecior Gieneral, we opened an oversight investigation undf.r lf‘ Acl, Uoth statutes
provide authority for this investigation.jo)

ion of documents

This Report of Investigation (*ROI™) is based qn an
and testimoeny to determine ifa nexus existed be ol
disclosures and the alleged adverse actions by [ D)

(b) (6). (b} (7)

presented, and this investigation has collegted, evidence proving that
the denial of promotion awards and lime off, denial of reassignment, denial of interim
evaluation, mistreaunient by management, lowered performance appraisal, and forced
resignation were adverse actions possibly connected to one or more of his p

disclosures, Beenuse a prima facie case was presented, the burden shifted “W
to demonstrate by clear and convincing evidence that the prohibited personnel actlons
would have occurred absent the protecied disclosure[D4).

After review of relevant westimony and documents, DolHG finds that (LI}
officials ofied ot reprise against the Complainant for his protected disclosures,

25, 2005 (disclosure 3). Y2 On Deu:mcr 18,20 Al i1cd on Intefligence
Community Whisticblower Protection Act (ICWPA) complamt with the Department of
Defense Deputy Inspector General for [ntelligence.  (mos)

Specifically, we detenpi two alleged adverse actions did not warrant
further Investigation, Firsl, was not reprised agoinst when he received a

towered performance eppraisal in 2003. owThe fowered performance appraisal in 2003
cannnt be considered an adverse action resulting from o profected disclosure, because the

' Complainan made numerons disclosures (b)(1) $ chain-of-commany,
and the Depariment of Defense Inspector General during 1his period. We do nol adidress these disclosures

trabividually bccausc wt find that addressing the individual diseloswres would rol alfect she oucome of 1he
case. For simplicity purposes dise| mad.e HMmd his ¢hsin-of-comimand were tounted a3 one

disclosure cach.
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grese e o)

alleged personnel action occurred approximately two years prior (o any proieclccl

disclosure.
Second
an adverse action, because sion | [
instead he wansferred to another department § ) i ‘vesignation”

was, al best, an allegation of conslructive reassignmem As his new duties are withic
0) miles of his former duties and pose no threat to his future prospeets within
the transfer is not consldered an adverse action(pig,

Therefore, for pitrposes of this investigation we are only considering disclosures
two and three because these two protected disclosures provide both certainty as to what
wos stated 10 whom, and fall within o time period sufficient to ald in the analysis of this

investigation,

The complainant alleges the following personnel practices were taken in reprisak:

+  Denial of promotion, awards, and time off}
* Denial of reassignment;
+ Denidal of interim evaluation;

wemn-—

¢ Mistreatment by management (official counseling),

We determined lhumoﬂicials hod setus! knowledge of oWor more of

the disclosures at the time they took the adverse personnel actions as was o
source of an Juspector General speciol study and olso a voca! critic of the issues ot
SPAWAR. We furiher find that the denial of promation, awards, and tlime off, deaial of
renssighment, and denial of interim evaluation occurred within a thineen (13) nsontha
period such that a reasonable person might conclude that the disclosure was a
contributing faclor in“dccision. M2}

Fuﬁher, it should be noted that for the alicga ming deniol of
reassignment and denial of an inlerim evaluation faited to follow its own

regulations,

1. AC QUND
(LKD)




20 SORRIREIRI < ccived numerous re
|;(f.> [(OIG! .

spake o bis then-supervisor,
norary duly (TDY) to determine SPAWAR's issues and
DY initially was disapproved due o non-availability of
i continued 1o nreeive Tequesty for ussistance fror

In March/April
SPAWAR personnel. )
and sequested
requirements. il
funds. However, 9

p scnd a P4 (personal for)
requusting assistunce,
TDY was spproved and he proceeded 1o

SPAWAR in Seplember 2004,

During ISR isit to SPAWAR he id
Memorandum of Agreement between SPAWAR and as well as :
which arc classificdpust. For approximately ane year following the visit W
worked to estublish a MLmoWuwsly encountering ohstacies
in obtaining final nppmvui _ firs-line :.upcrw
encouraged him 10 contin AWAR's issues, in opposition te

supervisor, R was nol in fuvor of 1. According to lestmlWy

“did not fike to make waves” and told

fier a meeting wnhm

as tasked to assemble a team of inspectors, develop, 1, anit accomplish
ssessment of SPAWAR D19

immediate need fora

(v (6 ©17) TR (6) 8 N
of SPAWAR, On Seplember 12, 2005.W
and informed her that he '.-1'.','( T 1‘ s

he was going to put a 180-day hold un himpzy because B8 -~
i i oblem that he had uncovered. Because

ili nderlaking with regard 1o fi
ancancyw filled | management decided to select another
candidate. Later e contacted his Human Hesources office and was informed
that there was no provision for o 180-day hold and that, at smost, his supervisor could hold

BSSCSS|

was involved in

sonsscre: RN




(L)1)
el ief]

hien for 120 days. Anything above thut hud 10 be approved on  cise by case basis
theough the Director, Human Resources,

apprommalcly on September 28 2005022,

Attempting to determine the extent of the problem with other Rescarch and

q Laboratories, the Dcpmy Inspector General for lmclllgcnce Oversight,
tasked a specig wber 7. 2005 nd

Devel ratories’ [
asked \o pravide a writien unabridged historical account from the time
SPAWAR's issues first surfacedip:s).

On October 14, 2005,
gy and documentation on the $
wwho forwarded o
stated in the email tofg )
up and made more understandableqas).

After assembling a lea of inspec rt;, proceeded to SPAWAR on
Octoher 23-28, 2005, Upon el he wrote o Lrip report of
SPAWARs shortcomingies.

On November 1. 2005 SESEERE Deputy Inspector Gene igcnce
Oversight, contacted SURRI Rbout the status of the chronology.
responded that his Division had requested review of his response to her organization and
were still in the process of doing the review. However, he forwarded a copy of his
se dircetly to her in the interest of complys Uhher requesi. Meanwhile, m
forwarded the SPAWAR chronology Iorwaﬁhming him that the ]G was
cagerly nwaiting it but that she wanted his review ond approval betore submitting it Lo the
IG.W made some minor changes. '

the Labs and

wi) o
start contcmmung on his (40 spoke o




"3“-"7 - pboul lhcnccling, e cnl an email on February 23, 2006, 1o
several individuals to inform them that pec direction frnmmould
not be the focal point for outreach to lhe olher Research and Development ratorics;
that the entire decisio e 3 ment Laboratories was now
controlled b ®)1)

.00 4 3 0D
il becaie upsct dbou
email, because she felt that the email did not meet her guidance and ordered
to rescind the email, which he-did the following day. :

('h 61 (b7
On April 13, 2006 § H R - ccivea an email from .
about the visil request smlus fm an Individun! from SPAWAR, San Diggo. |

responded and declared that he would like to engage; however, according to
nanagement, until udy wa ed, no new inferaction with SPAWAR was
et ated. He also clajgy A inated their direction wi
\ » / 0

5y (6). IO

guiripo
(6) (b) {7KC}

DOTO T ALY
(b3(1)
(b)(1) sent an
sserting “‘" L Kknew of 1o legal or
1Sllinteraciion with

policy reasons
SPAWARmSL.

. fice for an “ofMfickal” counselingmo).
ghat he had overstepped his autherity and to
enied any inteol 1o convey the wiong mivssage and

) 16) (6)
suhsr:qucnlly THO)

&), (YN0
On April 18, 20ﬂ6cn1 anemail 1o the
retaliation in responsel ent witl the October 7, 2
directed special study, W‘Allcgcd that he was tok! that he was not going lo
promoted because of the SPAWAR issue and his involvement, that he was formally
counscled, that a 130-doy hold fiad been placed on hin in the ful! of 2005 because his

efforts were 100 impo, im to Jeave, and tha(fQBtied 1o modify documents
that he had submiitted D3], )
ved on Hay 15, 256.

aheg cd!y contacted h
oW supe

‘b}(h} By (7} s
reassignment to

hich was appro

ithout
2 Mtuawm«t R conduct an assersment of condinass it STAWAR. His
&d not inchude ofthe respocue 10 the conditians he teporred upon. iy fotlow
he exceeded his job tesponstilives sod evermgally became 2 vosrce {or buth
Mﬂw Impecter Qeneesd of the U5, Depariment of Erefense. For this reason, we Toumd Bis
COmNtRA Mo i RSt tequitcaenl thal they pol be b the romial courve of ane's dities
bbbk b bbb i

s
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bR

successpys). During CRi's irm he dented having ever receivid a

request to provide an interim

On December 18, 2006, FIIMIcortacted the Departiient of Defenso
Inspector General and filed & corploint under the Inteliigence Community Whistleblower
Protection Act (ICWPA).

(h)(1) sonducted an investigation, afler
coordination with the Deputy Inspector General for Intelligence and the Civjli
Investigations Directorate (CR1), Depariment of Defense, Oni May 3, 2
produced a report and submitied the repont to DoDIG, CRIL for oversight,
report substantisted no mWDIG. CRI conducted the oversight review
principally concurred wi findings pertaining 1o the denial of promat
mistrestiment by management {official counselingion)). However, because

alleged several additional int of December 2006
which had not been part o PoDIG, CRI
continued the investigation to address the remaining ollegations. 1he remaining

allegations consisted of denial of reassignment, denial of promotioninss), awards, and
time off, denial of interim evaluation, nnd forced resignation,

. SCOPE
We interviewed four witnesses, including the ¢ We alsg reviewed
classified and unclassified documentation provided b ndm

rolated to the matters under investigation.

v. S S§J¢
Landards
Title 5, United States Code, Appx., §§ 7 (n) and (c).

This section permits an employce to file a whistleblower complaint with the
DoDIG i

Title 5, United States Code, Seetion 2300 and 2302, “Probibited Personnel
Practices,” (5 U,8.C, Sections 2301 and 2302).

These seclions prohibit an agency from taking an adverse personnel action against
a civillan employee hired under Title 5 (appropriated fund) for making a protected
disclosure, “Protected disclosures” inctude information (hat the civilian employee
reasonably believes evidences, among other things, a violation of law, rule, or regulation;
gross mismanagement; gross waste of funds; or an sbuse of authority.

Title 5, United States Code, Section 2302 (a)(2)(A)l) through (xi),

27
(b)(1)
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Tille %, Section 2302 (a}(2}(A)(i) through (xi) defines those personnel actions
which, if taken, recommended, or approved, in reprisal for a protected disclosure,
constitute “prohibited personnel practices.”

These personnel actions include disciplinary or corrective action; a detail, transfer
or reassignment; a performance evaluation; a decision concemning pay, benefits, or award;
or any other significant change in duties, responsibilities, or working conditions,

Title 5, Code of Federal Regulations, Section 1209.7, “Burden of Proof.”

A complainant asserting reprisal for whisileblowing activity must first establish
by a preponderance of the evidence that: 1) he made a protected disclosure; and 2) that
such disclosure was a contributing faclor in an adverse personnel action that he
challenges. A complainant suecessfully demonstrates, prima facie, reprisal when he
establishes, by a preponderance of the evidence, that he made a protecled disclosure and
such disclosure was a confributing factor in an adverse personnel action.

Thereafter, the burden of persuasion shifts to the agency to show by “olear and
convincing” evidence that it would have taken the personnel action in the absence of the
protected disclosure,

Title 5, Code of Federal Regulations, Section 1269.4, “Definitions.”

A “contributing factor” means any disclosute that affects an agency’s decision to
threaten, propose, take, or not take, a personnel action with respect to the Individual
making the disclosure,

“Clear and convincing ¢vidence” is that measure or degree of proof that produces
in the mind of the fact finder a firm belief as to the allegations sought to bo established.
Tt is a higher standard than “preponderance of the evidence.”

Executive Order 12674 (Apr. 12, 1989) (as mod, by E.O. 12731}

Employees of the Department of Defense are required to report “waste, fraud,
abuse and corruption,” This Order is obligatory, not optional. Civilian Appropriated-
Fund Peryonnel may file a complaint of reprisal with the Defense Hotline under Section 7
of the Inspector General Act of 1978. Appendix 3, Title 5, United States Code,

The Inteltigence Commuonity Whistleblower Protecifon Act of 1998, Pub. L.
105-272, Title VI, 112 Siat, 2413 (1998), .

Authorizes any employee or contmctor to an ¢xecutive agency, or clement or unit
to have as its prircipal function the conduct of foreign intelligence or counterintelligence
activities, who intends to report to Congress a complaint or information with respect to an
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urgent concem may report the complalnt or information (o the approjriate knspector
General under this Act.

E.Q, 12333, United States Intelligence Activiiles (l)eé. 4, 1981}, ax amendes).

Activities conducted under E.O. 12333, provide the President and the National
Security Council with the necessary information on which 1o base decisions conceming
the conduct and development of foreign, defense and economic poliay, and the protection
of United States nattonal interests from foreign security threats.

Interiny Evaluations {to include summary information and numerica) ratings) shall
be completed to document performance during the eyete when the employce has been
performing under a plan for at least 90 days and if the rater is reassigned; an employes is
detailed or reassigned; or there is significant change in the employee's duties.
X1

This policy reduces the amy i s
Wolds over %0 days w:

pproval,

made three protected disclosures. The disclosures lmmmiﬂcd
able betief that wolnuons of low occun'cd ol the Space and Navat

P . sclosures he made wore to [

(disclosure 1); :2“"’ & 1y
on July 25, 2005( sciosure 23 {(IED] ) _
{disclosure 3)*pos). On December 18, 2006 JRAGEANIed an Inteiligence Commumty

Whistleblower Protection Act (ICWPA) comploint with the Deputy Inspector General for
Intelligence.

: The time interval between Wmss disclosurc 1o his last alleged reprisal
action, speeifically the denial of an interin as approximalely thirteen (13)
monthsinel. A period of time this bricf permits the inference that the protected
diselosures may have been a contributing factor in 1 srsonnel sctions, As
such, this is an acceptable Interval in determining ifIWdischsmcs were

contributing factors in the adverse aclions,

' Complainant mad¢ numerous disclosores m_un’ng this period. We do
not address these disclosures individually becanse we find that the dates of (he itdividual disclosuns would
nol affect the ouicome of the case.

o )

29
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fic i issues hc found at SPAWAR, San Dicgoini. I8

Discussion

. . . (b} (63, (b) (TXO)
4. Denial of promotion, awards, and time off b

Tl ')' R i i of the aflegations cavered
N ) ) iy We reviewed ) chd 1hat
SARSN 5 first and second-lin ispre winild have denied
promotion absent his disclnsurcs.Wm provided clear and convincing
evidence and we concyg wi ding of no reprisal pertaining to the dendal of

promolion. However, Ifeged further reprisals in his complaint 1o the
Depariment of Defense Inspector General in December 2006. He alleged thot not only
was he denied promotion bui slso that he did not receive any fnancial or time off awards.

. . (b} (63, (k) {F
We reviewed lhe Standand Form 505 that HaE ‘] Npsgedo us and found
1) (4. (YT

thut he received several time-offawards. In August 2004, 38 ecejved a group
time-oft award of 24 hours; in June 2005, he received an individual fime-off award of' 24
hours; in October 2005 he once ngain received a group Lime ofT award of 8 hours. So
between August 2004 and October 2005, a 13-month period, he received 56 hours of time
off as award for his performance,

then- supcrvisortcsliﬁe at he submitted Py
T name logether with two other employee numes to or & perfnrmnnce
award in carly 2006. Only one of those employees received a performance awatrd & that
time. Performance owards are diseretionory o the supervisor. Not every employee's
performance is recognized. Performance recognilign canranee from monetary award
ff awards, to honorary awards, 1t oppears, il minediale superviy

Ity (6}, (1) -0 pward when he submmtdw

oy 6y (T o5 nol the final delcm\inmg
authority. The award forWgy as denied together with another person’s award.
Manngement has provided evidence, to a clear and conwncmg Ieva.l that the personnel
action would have been taken abse od commuiicniiops. Thers is no
(byto). by £7) .

evidence of targeted denial against Addlllonﬂlly. i) eceived
severn| time-off awards the previous yesr, two after lhe initial disclosure.
Also. apprommately three or four months later a5 1 2. 1h
n which time he received
hich could be considered an honorary award for

(1) (63, ) {THC)

his serviceju.

Wwing the agency nctions for evidence that (b)(1) wauld have not
given,

te specific performance award absent his disclosures, we were

—




(B} (6) (I (Ty

persuaded by the granting of two time-off awords and an honerary sward to B

even afier his disclosure.
N

him thal he was poing L . i MR 1sod this
decision on the nngomgw D 5 by ¢6) h i
re. PAWAR. On Seplembcr 12, 2065, I8 0t an crail
to nnd informed her that he could not rclcasc NSl and that
he was poing to put a L§0-day hold on himybss bccauseme involved ina
ki ndertaking with regord to fixi roblen Ihot lye had uncovered. Becouse
W\fﬂcancy Fllcthanagemem decided to select another
enndidate. Lnieernmctcd Itis Human Resources office and was informed
that there was no 1 80-day hold poticy and that, at most, his supervisor could hold him for

We upproved on a case by case basis through the
November 2002 reduces the amount of tine thit an emplo
i for holds over 20 days with
approval.

When questioned |iuok steps to officially request the t80-day hold
from Buman Resources, he admitted to not having done sogoit).

. Denial of reassignment by

('h‘n (6: (70

One could therefore couc!ud
reprisal were it not for the [
requirement,  Addit

eninl of reassignment could be

based Wﬂ mission
i B tating thathe - -

would understand § Wamed to put a hold on him. He was sure something else
wonld epen up down th 1 appearcd thut he even went a8 farns suppesting what
the consequences were i id not put a hold on him and thal would be forced

to seleet another cmployee if there was a hold on himypay,

ngac!ions for the firn belief th [N wou b

reassignment absent his dise, int to the fact that i
o hio motive to reprise agalnst LREEIL () (1) 5
encournged o s0lve SPAWAR's issuts and the 4ecision ta retain j

had
wos bused solely on mission accomplishment. pse)

—

Evidence developed during the investigation accordingly proved to a clear and

convincing standard that the pcrsonncl action would have been 1aken absent the proteeted
disclosure.

sorsverr N
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) (&), ) (T

¢, No interim evaluation by

hich wus approved on May

d 10 ghlain o
& i () (6} (b3 (7)

that the filure 1o have an interim
2006 promotion cycle,

. , (0 (6). (L (T , . .
During our inwew thbhe denied having ever received a request

fiminished his chances of being selected for the

to provide an intetim

. (b3 (6). (1) {T)
1t cannol be detenmined why R® 1)

343 | M
r the evaluation. The possibility exi R, ]
and cuest because : i i
m was reassigned fron| bn Aupust 9, 2006. This was verificd through
s

persennel records,

ptacied several different indigi faarily
with his request for interim 5 no
tonger ol NEREE URAXASLIASELEINN v also unablc to recall any specilic nantes since he
had 1nken a different position as well ond no longer had access to any of his prior
electronic mail (email). jso)

) (63, W CINCY

(1) (6), (h) (7

{63 46D, (b} (70 7 ing the missing interim
Pepls tated that he did not

believe that 1L Giminished RS- ha oo romation for 2006, He
acknowledpgd that this parti J had six allecations lor promgton and
1h AL Many individuals hud the samcw:
o be promoted. He stated that simply not every one
a5 2 hard worker and e evalvated him based on his
[t that 8 missing interim ad no more and no less
promotion. [p3)

could gel proi
pcffonk;mnl::e {b) (6) (TR
effect cln (61 by TNy

Faijure to provid
we do not sce molive |
teprisal in response to

apdntidimaglustion violates kb glicyiosa; hawever,
lt‘ RURUBINRE ituro to providc an intesimialio as to constifute
() (63 (b) (THC) A

rotected disclosures,

Evidence developed during the investigation proved 1o a clear and convineing
standard that the personnel action would have been laken absent the protected disclosure,
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) (6 (b1 (7

d. Mistreatment by management {official counscling by ¥

(b () (0} (FH0) . . i i
allegation of mistzeatment hy management {official counscling) was

onc of the allegatiaps. caxered by IRY cport is classificd Sccret,
Wepns reviewed SUH and 1t demonstrated b

convincing evidence that I sor would have counscled

regardless of his disclosurcs. has established cléar and convincing
cevidence and we concur with the finding of no reprisal pertaining 1o alleged mistreatment
by management (official counscling).

V.  CONCLUSIONS

The eyj ided by management demonstrated by elear and convincing
evidenco thuinns not repriscd ageinst when he was denicd promotion,
ewards, and time ofT; denied reassignment; denied an interim cvelustion; and when he
was officially counscled by managementl. These actions would have eccurred absent his
disclosures,

Findings of the Investigation by the Deputy Inspecior General for Intelligence
pertaining !Mallegalion pertaining to SPAWAR’S violations of law will be

provided under separate cover by the Deputy Tnspector General for Entelligence,

V], RECOMMENDATION

We recommend that that the{LleH] eview {he administrative

‘ o ihic e the falure o fallow procedures outlined infTRER]
Reassignment Policy and the
pertaining to Interim Evaluations.

i)
failure to follow{EUEN
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Assistant to the Secretary of Defense for
Intelligence Oversight Comments (U)

ENCEASS IR PP OR-OF M C R I B E-ONY

ASSISTANT TO THE SECRETARY OF DEFENSE
T200 DEFENSE PENTAGON
WASHINGTON, DC 20301-7200

INTELLIGENCE
SVERNIGHT

September 10, 2007
MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF DEFENSE

SUBJECT: Comments on Draft Report on Review of Access to U.S. Persons Data by the
Space and Naval Warfare Systems Command (Project No, D2007-DINTEL.
0106} (L)

(U//Pew® Thank you for the opportunity to comment on the drafi rcport
We have reviewed the subject dmft as requested and concur with the two
recommendations regarding research and development facilities performing work for
DoD intelligence components,

(U//move®) Specifically, upon publication of the final repont, we will
amend DoD Regulation 5240, 1-R, "Procedures Governing the Activitics of DoD
Intelligence Compenenis that Affect United States Persons,” December 1982, to include
research and development facilities performing work for DoD intelligence components as
recommended. We will also issue interim guidance on this matier to be effective until the
regulation is amended,

(U//mee8) In the interim guidance and in the revision to DoD 5240.1-R,
we intend to change the definition of “intelligence activities" to "intelligence and
intelligence-related activities," Research and development facilities performing work for
DoD intelligence components will be included in the definition of "intelligence and
intelligence-related activities."

i A
William Dugan
Acting
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Team Members

The Department of Defense Office of the Deputy Inspector General for
Intelligence prepared this report. Personnel of the Department of Defense Office
of Inspector General who contributed to the report are listed below.
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