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UNITED STATES 
SECURITIES AND EXCHANGE COMMISSION 

STATION PLACE 
100 F STREET, NE 

WASHINGTON, DC  20549-2465 
 
Office of FOIA Services 

        
March 20, 2017 

 
 
Mr. John Greenewald  
The Black Vault  

 
 

 
Re:  Freedom of Information Act (FOIA), 5 U.S.C. § 552 

Request No. 17-00040-OIG 
 
Dear Mr. Greenewald: 
 
 This is the final response to your February 1, 2017 request 
for the Office of Inspector General (OIG) report, 15-ENF-0273-I. 
 

Access is granted in part to OIG report, 15-ENF-0273-I.  
Information within the report is being withheld under 5 U.S.C. § 
552(b)(5), (6) and (7)(C), 17 CFR § 200.80(b)(5), (6) and 
(7)(iii).   

  
Since information within this report forms an integral part 

of the pre-decisional process it is protected from release by 
the deliberative process privilege embodied in FOIA Exemption 5.  
Under Exemption 6 the release of the redacted information would 
constitute a clearly unwarranted invasion of personal privacy.  
Under Exemption 7(C) release of the information could reasonably 
be expected to constitute an unwarranted invasion of personal 
privacy.  Further, public identification of Commission staff 
could conceivably subject them to harassment and annoyance in 
the conduct of their official duties and in their private lives.  
 
     I am the deciding official with regard to this adverse 
determination.  You have the right to appeal my decision to the 
SEC’s General Counsel under 5 U.S.C. § 552(a)(6), 17 CFR § 
200.80(d)(5)(iv).  The appeal must be received within ninety (90) 
calendar days of the date of this adverse decision.  Your appeal 
must be in writing, clearly marked "Freedom of Information Act 
Appeal," and should identify the requested records.  The appeal 
may include facts and authorities you consider appropriate. 



 
 
 
Mr. John Greenewald        17-00040-OIG 
March 20, 2017 
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You may file your appeal by completing the online Appeal form 

located at https://www.sec.gov/forms/request_appeal, or mail your 
appeal to the Office of FOIA Services of the Securities and 
Exchange Commission located at Station Place, 100 F Street NE, 
Mail Stop 2465, Washington, D.C. 20549, or deliver it to Room 1120 
at that address.  Also, send a copy to the SEC Office of the 
General Counsel, Mail Stop 9612, or deliver it to Room 1120 at the 
Station Place address. 
 

You also have the right to seek assistance from an SEC FOIA 
Public Liaison, whose contact information can be located at 
https://www.sec.gov/oso/contact/foia-contact.html.  In addition, 
you may contact the Office of Government Information Services 
(OGIS) for dispute resolution services.  OGIS can be reached at 
1-877-684-6448 or https://ogis.archives.gov/?p=/ogis/index.html. 
 

If you have any questions, please contact me by email at 
sifordm@sec.gov or by telephone at (202) 551-7201.  If you 
cannot reach me please contact Mr. John J. Livornese, the SEC’s 
FOIA Officer, by calling (202) 551-7900 or by sending an e-mail 
to foiapa@sec.gov.   
 
 

Sincerely, 
 

 
  
Mark P. Siford 
Counsel to the Director/Chief FOIA Officer 
Office of Support Operations 
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U.S. Securities and Exchange Commission 
Office of Inspector General 

Report of Investigation 

Subject: 
Title: 
Level: 
Office: 
Region: 

- unsel 

Division o f Entorccmcnt 
Washington, DC 

Security C learance: Y D I N ~ 
Level N/A 

Investigation Initiated: March 18, 2015 

Investigation Completed: MAY Z 9 2015 

Summary and Conclusion 

Case#: 15-ENF-0273-1 

Origin: Office o f Inspector General 

On August 12,2014, the U.S. Securi · on (SEC), Office of 
Inspector General (OJG), discovered that nior Counsel, Division of 
Enforcement (ENF), may have transmi t nonp nn 1011 rom his work email to his 
personal .America Online (AOL) email account. Specifica ll y, durin~e of invcstigative 
acti vi ties related to OIG Case # 14-EN F-0726-1, the OIG found that- fOJwardcd an 
internal SEC email dated December 17, 2013, RE: Questioning concerning responding to a 
FOIA request when independent consultant's work is ongoing, concerning a FOIA request. It 
appears that - forwarded this email to his personal AOL address on January 9, 201 4. 
The content ~n the email included two case numbers from the Hub, with a brief 
synopsis of each case. As a result, on March 18, 2015, the OIG initiated a separate investigation 
conceming- mproper release of nonpublic SEC information. 

The invest igation detem1ined that the infomwtion- transmitted to his personal 
AOL email account on December 17, 20 13, R£: Questioning concerning responding to a F'OJA 
request when independent consultant 's work is ongoing, constituted nonpublic information. 
Furthc1more, on January 9, 2014- ldmitted that he sent the email, which contained 

ic information a Freedom o f Information Act OlA uest concerni 

nvcstigation, to his personal AOL email account 

This clorunwnt contains sensitive law enforcement rnntcrinl nncl is the property oft he 001cc of Inspector General. It rnny riCH be 
copied or r·cprotlrrcccl without priur permission from the Ol'licc of ln$1Jcctur Gcncrnl. l>lsdosurc of the document or Its content ~ to 
nnauthorl1.cd persons is strictly prohibited unci may subject tht• clisclosln~t pnrty to llubility. l'ubllc availability will he clctcrminccl 
rrnclcr S li.S.C. ~~ SS2. 552:1. 

Office of Inspector General - Investigations 
U.S. Sccuritit:S and Exchange Commission 
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should not have forwarded the email and confinned that he deleted it from his AOL email 
account. A cursory search by the OIG o~ersonal AOL email account yielded 
negative results for any SEC related emai~ 

Relevant Authorities 

• Office oflnfonnation Technology Rules of the Road Concerning Use of Email 

• SEC Administrative Regulations (SECR) 5-10, Electronic Mail 

Basis and Ssooe 

While cond~estigative activities related to OIG Case# 14-ENF-0726-1, the OIG 
detennined tha~t nonpublic infonnation from his official SEC work email to his 
personal AOL email account. (EXHIBIT 1) 

On August 12,2014, during the course o~ emails and telephone records for OIG 
Case# 14-ENF..0726-1, the OIG revealed tha- sent an email containing infonnation 
related to ENF from his official SEC email account to his personal AOL account 

include nonpublic infonnation. Specifically, on January 9, 

f'n ... ~llarwf....! to his personal email included an email he authored on December 17, 2013, 
of Chief Counsel, SEC, which states in part: 

In the email~ent on to provide background infonnation on both 
·~~~~~~.~u~.u no~nnation. In one instance when providing infonnation on 

"There have been a number ofTCRs COl11CCnll1ni! 
subl~umed under this matter!' (EXHIBITS 2 & 3) 

FOIA 

This doc.~ meal Natalns ••lldve law enl'ereemeat mmlerlalaad ltlbe property ortlle omtc orllllpettor Gtntral. ll may nol be 
upled or reprodu~ wltho•l pl'l•r permission from lbe om~ of lnspettor Gettel'lll. Dildoaure or the document or Ita ~nleGts la 
unauthortrH penom Is stl'lctly problblled a~d may aubjeetthe dltdostna party to liability. Pu bile a wllablllty wiU be determined 
under 5 U.S.C.If 552,5521. 

omc:e of InspectOr General - lnvestJaat!ons 
u.s. Securities lUid Exch:ul&e Commission 
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During the course of the investigation, OIG interviewed the following individuals: 

• 
• 
• 

ofChiefCounsel, ENF 

of the Associate General 
Counsel for Litigation and Administrative Practices, Office of General Counsel 

In addition, the SEC OIG reviewed documents relevant to the investigation, including: 

• SEC Employee Email and Telephone Records 

• AOL Email Account Records 

Investigative Activity 

In an interview with the OIG~as provided a copy o~email and upon 
initial review she stated that it would "probably' be treated as non~fonnation as part of 
the Deliberative Process Privilege which is protected under FOIA~as asked to examine 
the email and advise specifically what portion of the email would be considered nn.,tnni~H ... 
infonnation. After · · the document she advised 

In an interview with the OIG- stated that he did not know why he sent this 
infonnation to his personal email address but possibly due to connectivity issues 
he e"periences when he teleworlcs on he believed transmitting the 
infonnation was secure because he was sending secured SEC official email account. 
~as questioned regarding the number of times he used his personal email account to 
conduct official SEC business, and he responded, ••very, very rarely. Had you~t this to 
my attention I might have said I don't know if I ever do.,. The OIG informed~at his 
personal email is not secure. He advised he was familiar with and has reviewed the SEC's Rules 
of the Road. He also acknowledged the infonnation was nonpublic and apologized for this 

Tbls doe~ameat coataiDI~et~lltlve law eaforcemeat 11111teriGI and Is the propmy of tile Office of lmpcclor GeneraL It may aot lie 
copltd or rept"Gductd wltt&uut prlor penalssiea from tbe Ol!ke or Inspector GeneraL Dbdts~are of tbe documeat or Its coalcllls to 
uaoutborlz.ed penoDSis strledy prGIIJblted and ma)' s~abject tbe dlsdoda~ party 1o llalllllty. Palllk avaUalllllty wiD be determlarcl 
aader s u.s.C.§ISSl. 55211. 

0Mce OfiD$pec:tor General-lnvestiptlons 
U.S. Securities and Exchange Commission 
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incident~fonned the OIG that he deleted the email in question, ~ 
transmitted on January 9, 2014. Additionally, a cursory search by the 010 o,_AOL 
email account yielded negative results for any SEC related email messages. (EXHIBITS 5 & 6) 

Findings 

The investiption detennined that the infonnation- transmitted to his personal and 
non-secured AOL email account on December 17, 2013, RE: Questioning concerning 
responding to a FOIA request when independent consultant s work is ongoing, constituted 
nonpublic infonnation. Furthennore, on January 9, 2014~mitted that he sent the 

regarding a FOIA ._ ......... ~~Y~I'11~ntn· 
Investigation" and the 

inv1esti:gation. to personal AOL email accoul1lt. 
have forwarded the email and confinned that he his AOL email account. A 
cursory search by the 010 o~personal AOL email account yielded negative results 
for any SEC related email messages. 

On the basis of the findings of our investiption, it appears that the following pertinent 
authorities were violated or could be applied to the case: 

• Offic:e of Information Tec:hnology R11les of the Road Conc:erning Use of Eman 

All users of SEC computing and networkfocilities, including Federal employees and 
comractors, must follow the SEC Rules of the Road. issued March 1, 2004, and updated on 
June 23, 2010, when using any SEC information technology source, including email. See 
Rules of the Road, available at http://wapps.sec.gov/oilintranet/oit_learnlrules.html\. The 
SEC Rules of the Road require SEC users to protect SEC networks and automated system 
assets and prohibit them from processing nonpublic information on non-SEC workstations 
unless such workstations are equipped with SEC-approved protection software. 

Rule No. 3 of the Rules of the Road, "Use E-mail Responsibly and Sensibly, "specifically 
prohibits users from sending material that is sensitive or that contains personally identifiable 
information to their personal email accounts. /d. Similarly, Rule No. 7, "Don't Transmit 
Nonpub/ic or Sensitive Information over Nonasecure Systems "prohibits the transmission of 
nonpublic information or sensitive data through the Internet or via email, unless it is 
encrypted using the SEC's approved encryption software. 

This document contalu seosldw law enlorcemenlmterlnland Is the property or tile Office of luapeclor GeneraL It moy DOl be 
copied or reproduced wltheut prior pennlselon from the omce or hupector GeneraL Dltclosure or tbe document or Ill contents to 
unauthorized penaas Is strictly prohibited and moy 1ubject the dlsdosta, part)' to lbblllty. Publle 11\'0llablllty wiU be determined 
under$ U.S.C. H 552, 55111. 

Office oflnspector General - lnvestiptions 
U.S. Securities and ~hange Comtlli$sion 
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• SECR S-10, Electronic MaD 

SECR 5-10, Electronic Mail, provides the policies, standards, responsibilities, and 
procedures for 4ll personnel who utilize the SEC email system and directs, in relevant part, 
that users will ensure sensitive information is not entered, stored, or transmitted through 
Internet email .fUrther defining sensitive information as any information which could 
adversely ajfoct the privacy to which individuals are entitled under Title 5 United States 
Code 55la, Privacy Act. (Section A(3)(j)(l), Responsibilities, Electronic Mail Users) 

SECR 5-10 provides, in relevant part, that email users must exercise common sense, good 
judgment, and propriety in the use of email, and use Internet mail responsibly and in 
accordance with the guidelines in Section D of this regulation. (Section (A)(3)(j)(6), 
Responsibilities, Electronic Mail Users) 

SECR 5-10 also provides, in relevant part, that it is unacceptable to use Internet mail for the 
purpose of transmitting confidential, non-public, or sensitive information. (Section 
(D)(JJ)(b), Use of Internet Electronic Mail, Unacceptable uses) 

Distribution 

Mary Jo White, Chair 
Erica Williams, Deputy Chief of Staff, Office of the Chair 
Luis Aguilar, Commissioner 
Daniel Gallagher, Commissioner 
Michael Piwowar, Commissioner 
Kara Stein, Commissioner 
Anne K. Small, General Counsel 
Andrew Ceresney, Director, Division of Enforcement 
Jeffery Heslop, Chief Operating Officer 
Lacey Dingman, Chief Human Capital Officer 

This document contabls seasllive law enrorcemeat material ~and Is tbe prupeny ctrtlle Oftlce Gr laspeccctr Genet'OL It may aot be 
copied or reproduced wilbout priGr ptnNUkllt frum tbo omce ollnspocCGr General. Dlsdoaure Gf dte decumeat Gr Its contents to 
uaauthGrlzed penensls strictly problblted and aut)' subJect the dJttlGslna pony to lbblllty. Public avaU"blllty wiU be determined 
undet' 5 U.S.C. tt S5l. SSla. 

Office of Inspector General- Investigations 
U.S. Sccw:itics and Ex.changc Commission 
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Date 

rLqiA-
~ 

q~l'' 
Date 

'fhis llocumcut coutaius sensitive law cuforccmcnt material null is the 11 ropcrty of the Office or lnsrJcctor General. It may uot b~ 
copil·tl or r'cllrotluccll wllhout prior permission fro m I he Ofl1cl' of lnspcciiH' Gtucrnl. Oisl'losurc of the documcut ur its l'Outcnt s to 
uunuthoriLl'd pcrsous Is strictly prohibited aud mny subject the dlsclosin~t party to liniJIIlty. l'ublic nvnilability will be dctcrrnincd 
und(lr 5 tJ.S.C. §§ 552. 5S2n. 

Orficc of Inspector Gcneral -lnvestig~nons 
U.S. Scocuritic:. and Exchange Commission 
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Exhibits 

1. 010 Lead Initiation, dated March 18~ 2015. 

2. Memorandum of Activity, Review of Records o~dated August 12, 
2014. 

3. Memorandum of Activity, Review of Records 
2014. 

July 25, 

4. Memorandum of Activity, Interview o- ated August 13, 2014. 

5. Memorandum of Activity, Interview 

6. Memorandum of Activity, Review of Records 
2015. 

dated October 3 t, 2014. 

dated March l 0, 

This clocumeot conttlln sensldve law e•l'orcaaeot -terial ud Is tJie pnpert)' of the Ofnce of ln1pector GelleraL It may not be 
copied or reproduttd wltbtut prior permlulon from the OfRce Gf Inspector GeneraL Dtldtw~ or tht dtclllmettt or Its conleots IG 
u noutllorized penon• Is ttrlelly prohlblled and naay 1111bj«t tile dlsdosln& party to liability. Public awDabUity wUI be determined 
under 5 U.S.C. I§ 551. 55lo. 

Office of InspectOr General - Investigations 
U.S. Securities IC1d Exchange Commission 




