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OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

Washington, DC 20528 / www.oig.dhs.gov

September 6, 2017

John Greenewald, Jr.

Subject: OIG Freedom of Information Act Request No. 2017-IGFO-00120
Final Response

Dear Mr. Greenewald:

This responds to your Freedom of Information Act (FOIA) request to the
Department of Homeland Security (DHS) Office of Inspector General (OIG),
dated July 6, 2017, seeking the final report for DHS/OIG Investigation: 115-
FEMA-WFO-14136. DHS-OIG received your request on July 2, 2017.

We reviewed the responsive records under the FOIA to determine whether they
may be disclosed to you. Based on that review, this office is providing the
following:

S page(s) are released in full (RIF);
17 page(s) are released in part (RIP);
O page(s) are withheld in full (WIF).

Freedom of Information Act, 5 U.S.C. § 552 Privacy Act,
5 U.S.C. § 552a
[ ]552(b)(1) [ ] 552(b)(5) (<] 552(b)(7)(C) | L] 552a(j)(2)
[ 1552(b)(2) [X] 552(b)(6) [ 1552(b)(7)(D) |[]552a(k)(2)
[ ] 552(b)(3) [ 1 552(b)(7)(A) [1552(b)(7)(E) |[]552a(k)(5)
[ ]1552(b)(4) [ 1552(b)(7)(B) [ 1552(b)(7)(F) [ ] Other:

OIG redacted from the enclosed documents the names and identifying
information of third parties to protect the identities of these individuals.
Absent a Privacy Act waiver, the release of such information concerning the
third parties named in these records would result in an unwarranted invasion
of personal privacy in violation of the Privacy Act. Information is also protected
from disclosure pursuant to Exemption 6 of the FOIA further discussed below.


http://www.oig.dhs.gov/
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OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

Washington, DC 20528 / www.oig.dhs.gov

Exemption 6, 5 U.S.C. § 552(b)(6)

Exemption 6 allows withholding of “personnel and medical files and similar files
the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy.” 5 U.S.C. § 552(b)(6)(emphasis added). DHS-OIG is invoking
Exemption 6 to protect the names of third parties and any information that
could reasonably be expected to identify such individuals.

Exemption 7(C), 5 U.S.C. § 552(b)(7)(C)

Exemption 7(C) protects from public disclosure “records or information
compiled for law enforcement purposes . . . [if disclosure| could reasonably be
expected to cause an unwarranted invasion of personal privacy.” 5 U.S.C. §
552(b)(7)(C). DHS-OIG is invoking Exemption 7(C) to protect the identities of
third parties, and any information contained in these investigative records that
could reasonably be expected to identify those individuals.

Appeal

You have the right to appeal this response. Your appeal must be in writing and
received within 90 days after the date of this response. Please address any
appeal to:

FOIA/PA Appeals Unit
DHS-OIG Office of Counsel
Stop 0305

245 Murray Lane, SW
Washington, DC 20528-0305

Both the envelope and letter of appeal must be clearly marked “Freedom of
Information Act/Privacy Act Appeal.” Your appeal letter must also clearly
identify the DHS-OIG’s response. Additional information on submitting an
appeal is set forth in the DHS regulations at 6 C.F.R. § 5.8.

Assistance and Dispute Resolution Services

Should you need assistance with your request, you may contact DHS-OIG’s
FOIA Public Liaison. You may also seek dispute resolution services from our
FOIA Public Liaison. You may contact DHS-OIG’s FOIA Public Liaison in any
of the following ways:


http://www.oig.dhs.gov/
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OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

Washington, DC 20528 / www.oig.dhs.gov

FOIA Public Liaison
DHS-OIG Counsel

STOP 0305

245 Murray Lane, SW
Washington, DC 20528-0305
Phone: 202-254-4001

Fax: 202-254-4398

E-mail: foia.oigoig.dhs.gov

Additionally, the 2007 FOIA amendments created the Office of Government
Information Services (OGIS) to offer mediation services to resolve disputes
between FOIA requesters and federal agencies as a non-exclusive alternative to
litigation. If you are requesting access to your own records (which is
considered a Privacy Act request), you should know that OGIS does not have
the authority to handle requests made under the Privacy Act of 1974. Using
OGIS services does not affect your right to pursue litigation. You may contact
OGIS in any of the following ways:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road - OGIS

College Park, MD 20740-6001

E-mail: ogis@nara.gov

Web: https://ogis.archives.gov

Telephone: 202-741-5770

Fax: 202-741-5769

Toll-free: 1-877-684-6448

If you have any questions about this response, please contact us at 202-
254-4001.

Sincerely,

Glenn Lewis
FOIA/PA Disclosure Specialist

Enclosures: Twenty -two pages of responsive records.


http://www.oig.dhs.gov/
mailto:foia.oig@oig.dhs.gov
mailto:ogis@nara.gov
https://ogis.archives.gov/

Requester’s Name: John Greenewald, Jr.

FOIA/PA NO.: 2017-1GFO-00120

22 PAGES OF DOCUMENTS

5 PAGES are released in full (RIF);
17 PAGES are released in part (RIP);
PAGES are withheld in full (WIF);

EXEMPTIONS CITED

(0)(6). (b)(7)(C)



OFFICE OF INSPECTOR GENERAL

Department of Homeland Security

www.olg.dhs.gov

September 12, 2016

MEMORANDUM FOR: John Rooney
Director
Fraud and Internal Investigations Division
Office of the Chief Security Officer
Federal Emergency Management Agency

D
FROM: Mark Tasky é%’:ﬁ

Special Agent in Charge
Washington Field Office

(b)(6);(b)7)C)
SUBJECT:
b)(6):(b)7)C)
Disclosure Unit
Federal Emergency Management Agency
Washington, DC
CASE NUMBER: [15-FEMA-WFO-14136

Attached is our Report of Investigation (ROI) on the above subject.

The ROl is furnished for whatever action you consider appropriate and no reply
Is necessary. However, should you take any action in response to our ROI,
please inform this office so that we may update our records. Please destroy the
ROI upon disposition of this matter.

Should you or a member of your staff have any questions regarding the ROI,
please call me at (703)|Sb)(6);(b)(7)(0| or my fbX}6);(X7)C) ,

Lo

B)(6);(bX7)C) at (703 (P\)(G);(b)(?)(

Attachment

Page 10f 22



DEPARTMENT OF HOMELAND SECURITY
OFFICE OF INSPECTOR GENERAL

REPORT OF INVESTIGATION

I15-FEMA-WF0O-14136

IMPORTANT NOTICE
This report is intended ~oleTy fictal use of the Dep: ulmr_'nl of Humcl ind 93Lu1|ly ur any entily Teceiving vdirecty [rom the Office of Tnspector
General, and is disseminated only on a need to know Dasias T3 ice of [nspector C-encrdl and ne secondary distibution

may be nuade, in whole or in part, outside the D;p wtment of ]IL) ol . | guthorization h), the Ufhu of Ingpector General. Public
availability of the report will be determined by the nspector General under 5 US.CL 552, Unauthor[Zed = of this report may result in criminal,
civil, or administrative penaltics.
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(@‘ OFFICE OF INSPECTOR GENERAL

RS [3epartment of Homeland Sceurity

REPORT OF INVESTIGATION

Case Number: .|(E’ ;(%—)IzbE)I(VIA-\?\-’F()l- 14136 |
Case Title: (BATHC)
|(b)(6) BN 1 ,(b)(ﬁ);(b)(ﬂ(C)
* Disclosure Unit
: Federal Emergency Management Agency
Washington, DC
Report Status: | Final
Alleged Violation(s): | 5 U.S. Code § 552a(i)(1) - Disclosure of Individually Identifiable
Information

SYNOPSIS

The Department of Homeland Security, Office of Inspector General, initiated this investigation
on a complaint received from{(b)(8);(b)7) | who alleged he was sent the Personally Identifiable
Information (PI1) for dozens oT rodceral Emergency Management {(I'lMAY Agency employees
and applicants by the FEMA Freedom of Information Act (FOTA) Office pursuant to a FOIA
request he {iled.

During the investigation, it was determined thatP)6);(b}7)(C)
(b)6)(P)7|, Disclosure Unit, FEMA, Washington, DC, sen (P_}g?rl\(b two cmails on October 2, 2014
containing un-redacted PII within attachments. When interviewed, (0)6):(b) fook responsibility

: - . - - rAYS ek
for the improper release of PII, and said it was unintentional.

This case was presented for prosecution to the United States Attorney’s Office, District of
Columbia, and was declined due to lack of intent.

Reporting Agent BY8) (BT C) N - Distribution: ! _
Name{(b)(6);(b)}7)C) Signature ' Washington Field Office . Original |
Title: ‘specargemt Date: September 1, 2016 ;
: Headguarters e
Approving Official ﬁ

Name: Mark Tasky Slgnd%_\ Component(s) Ll oce

Title: Special Agent in Charge Date: September 2, 2016 : :
5 | Other €|

C IMPORIANENOIICE _ o

Iis repon soamtended solely or TRC T e “og he PR pariment of Homeland Secunn ar ans ennty pecesetr @ aeps dicet]y fiam the OTece of
Inspecton Cwnieral, atid i dissenanaled onh on g necd e e e ee—E s toporl essanThe properts of the Offics ot Inspector General. and e
secondary diswibutaen may be srade, i whele of i part outsides panment of Hemammd-Secunlyy thoul pooe suthienzano by the OfTve of
lnspeetor Gwneral  Publyy asalahidmy of therrfR T wall ke detomuncd by the O8I0 of Bimpecton Ceenerdi undar =542 382 | naathoeriacd
disclosure of s pepoetsras TR 0 riminal_civil oe sdmmismas e penalties

INYTFOR S
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REPORT OF INVESTIGATION

DETAILS

On July 27, 2015, the U.S Department of Homeland Sceurity {DHS), Oftice of Inspector General
(OIG) received a complaint from M formen(b)(6);(b)}7)C) DIS,
FEMA, New York, NY, alleging that in October of 2014 he was sent the PII of dozens of FEMA
Employees and Applicants by the FI:MA FOIA Office, Washington, DC, pursuant to a FOIA
request he {iled. (Exhibit 1)

Allegation 1: The FEMA FOIA office released the PII of dozens of FEMA employces and
applicants to (Ytizg);(b)(

DHS OIG interviewed|PX8){ who stated that he submitted a FOIA request in regards to two job

ETirAYT ol
announcements for which he applied, but was not sclected. In October of 2014, (Q@ r£ received
FOJA responses from [P)8):RN7IC) I'I:MA, Washington,
DC, via email |(b)(6);(b)(7)(0) |which conlained un-redacted PII for multiple

people. (Exhibit 2)

A review of documents provided by the FEMA FOIA oftice revealed that between April 7, 2014
and October 2, 2014, (b)(8);(b)provided b)(6) (b|lwith 235 emails containing responses to two FOIA
requests: 2014-F1FO-00353 and 2014-FLT

Detailed review of the documents revealed that on October 2, 2014,[2)6):(b) senfb)(6);bjwo
emails which contained un-redacted PII within attachments. The first email, entitled FEMA-
201 4-I'EFO-00333 and 2014-FEFO-00521 Final Response Part I (1-2), contained two
attachments. One attachment, entitled Final Response Partl pdf, was password protected and
contained un-redacted PII, to include social security numbers, dates of birth, home addresses,
phone numbers and cmail addresses for 51 individuals, identified as employees of 'EMA and

cmployment applicants to FEMA.

The second email, entitled FW: FEMA-2014-FEFO-00333 and 2014-FEFO-00321 Final
Response Part 2 {2-2), comtained one attachment entitled Final Response Part2a.pdf. The
attachment was password protected and contained un-redacted PII for 123 individuals, five of
which were individuals also included in Final Response Part! pdyf.

A total of 169 individuals’ inlormation was relcased within the two documents. (Exhibit 3)

IS OIG intcr\eicwc , who stated that at the timc of the release was under a lot of stress
and inadv ertcntb sent un- rcdactcd PIlt The information was clectronically marked for
redaction by bur the last step of app wng the redactions was not taken.[P)8):(P)kaid that
he was considered the “go-to” person in the FEMA FOIA Office and had promised his boss on
October 1, 2014 1o gct the response to[b)(B);(b)|FOIA request out afier he got home. Ina

revious response letter to [(PXB)( | he HEdSamaic would provide the final response on September
P P b)7)C P P P

; atains_sensitive law enforcement materlal and is the prupert‘ nf the OIG. It may not b ¢
reproduced without written permissio 3 1 () TATTSE ONLY, and lth disclosure '
to unauthorl?ed persons is strictly prohl ited ing party to liability. Public availability to be

RelElh)
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REPORT OF INVESTIGATION

30" or 31%, so g?;g?():;\(b said he was alrcady behind the date that he had provided to [(B)(6);(] When
he did send the email; he was rushed and made a mistake. b)(7)(C

b)(8);(b)(7)
C)

initially learned of the releasc when he cither received a call from one of the FEMA

alorTEys or his boss. [Agent Note: (}uld not recall who called him, but remembered
that he received a call from someone,_and that was the first time he learned he released the PIILL|
After he found out about the release, [B)6):®said that his office put a policy in place which
included team Icads reviewing the FOTA release before being sent out, to avoid making similar
mistakes in the {uture. During the interview, ook tull responsibility for improperly
releasing PII and apologized for inadvertently doing so. (Exhibit 4}

On September 1, 2016, DHS OIG presented the facts of this investigation for a prosceutorial
decision, which was subsequently declined by ()(8):(b)7)(C) |Misdemcanor

Unit, District of Columbia, citing the fact that the rclease of PII by _}QS?\);(M( was 4 mistake and
unintentional. (Exhibit 5)

LU SE ONL \- and its disclosure

reproduced wnhuut written permissiGn 17 ;
party to liability. Public availability to be -

" to unauthorued persons ls strictly prohibited-s
: : I §§ 552, 552a.

ay subjcctt & disclosi

Ferm (1408
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REPORT OF INVESTIGATION

EXHIBITS
[ NUMBER { DESCRIPTION |
. 1 Memorandum of Activity, Casc Initiation, dated July 27, 2013. ]
2 Memorandum of Activity, Telephone Interview: Interview of [P)X6):(b)7)(C) |
dated May 20, 2016.
3 : Memorandum of Activity, Records Review: FEMA FOIA Documents,
) | dated May 18, 2015. o _
4 Memorandum of Activity, Personal Contact, Interview offPH8)(EN7HC)
) . dated August 31, 2016. T |
5 Memorandum of Activity, Other Prosecution Declination, dated

September 1, 2016.

[This report is intended solely 10

IMPORTANT NOTICE

sial use of the L)epdrlmunt of Homeland Security, or any cntity recelving ac trectly from the Office of
Inspector Gengral, and will be disseminated only omars ¢ Know™ basis. This repont re € property of the Oftice of Inspector General,

pnd no secondary distribution may be made, m whole ot n part, o
Oflice of Inspector General.  Public avail

nauthorized disclos

port may result in criminal, eivil, or adminisirative penaltics.

ment of Homeland Sceurity, without prior authorization by T.hc i
¢ report will be determined by ce_of Inspeclor General under 5 U.S.C. 552,

[NV FORM-04
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=¢-  OFFICE OF INSPECTOR GENERAL

g Department of Homeland Security

Washingion. DC 20528 < www oig.dbhs gov

MEMORANDUM OF ACTIVITY

Type of Activity: Casc Initiation

[Case Number: 115-FEMA-WFO-14136  |Case Tifle:  FEMA FOIA Office H

On July 27, 20135, the U.S Department of Homeland Security (IDHS), Office of Inspector General
received information fromgP)8): (L) 7NC] IBYWBL-VTVC) — 1 DHS, Federal
Emergency Management Agency (FEMA), New York, NY that in October of 2014, he was sent the
Personal Identifying Information (P11} for of dozens of FEMA Employees and Applicants by the
FEMA Freedom ol Information Act (FOIA) Office.

(b)(6);(b)7)(C) (b)(6):(b)7)(C) -

2018

P ORTANT NOTICE
‘L hiy repott is intended sulely Ty . : of the Dt.partmem of Homtﬂand Security, of dny co
I]mpe;,wr General, and is disseminated only on a nu.d to

secondary distribution may be made, Inw
|ﬂprLl0f (Jcner ]

WIBE 2 copy directly trom the Offlee of
remains the property of the Office of Inspector General. and no
Uulbidc the DLpartmmT. of ! ZRUTIY. mthnul prior dutimri;atlun by th» Ui‘ﬁw, of

1Y FORM-55 Pd[:L 1 01 1 U ltem e |
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X% OFFICE OF INSPECTOR GENERAL
gy Depariment of Homeland Sccurity

MEMORANDUM OF ACTIVITY

Type of Activity: Telephone Interview: Interview of P)(E); (b)T)C)

| Case Number: 115 FEMA-WIO-14136

| Case Title: FEMA FOIA Office

On May 20, 2016[PXEE®NNC) Kpecial Agent, Department of Homeland Security (DHS),
Office of Inspecior General (OIG), Washington Field Office, telephonically imerviewcdm
former[PX8);(BX7)C) | DHS, Federal Emergency Management
Agency (FEMA), New York, NY, 908XR)6):(B)7) The interview was in regards to
complaint alleging he was sent the Personally Identifiable Information (PH) for dozens of FEMA
Employees and Applicants by the FEEMA Freedom of Information Act {(FOIA) Office.

(b)(6);(b)

b7iien|substantially provided the following information:

b)(8);(b)|resigned from FEMA in December of 2014 when he was placed on Administrative l.eave
after Ius security clearance was revokedl(b)(ﬁ);(b)(7)(0) j b)(8);(Hsaid he had recently been

through afP)®);(B)Y7)C) and as a result his clearance was taken away.
(B)@)(bjnow works for (PO ®ITIC)  iNew York, NY.
[iraTia

g%g)\ (bbriginally requested FOIA documents in regards to two job announcements for which he
apprred but was not selected. He was specifically looking for the email communication between
the deciding officials, but ultimately was not provided the information he requested. The
information he did receive was heavily redacted.

F-f)rg.?r)ﬂ_’\(bﬁled a lawsuit against FEMA for not providing information related to the FOIA requests
(b)£6)£ had submitted. [Agent Notc:has been contacted multiple times via email and

AW AW )

telephone, in an attempt to gain clarification regarding the date of his lawsuit. As of July 26,
201¢b)(6),(bfhad not responded.]

In October 2014,{PX6){( |received a respanse regarding his FOIA request from|®®):E)7)}C)

bl Y AV Y

_|(B)(B);(bXT)C) —| FEMA, Washington, DC, via ¢mail
Kb)(6);(B)(7)(C) [which contained un-redacted PII for multiple people, onc of which
was a co-worker of his, [(0)(6);(B)}7)C) — JFEMA, New York, NY. (b)(6);(b

went intoER)(G);(b)(T) bffice and told him that the FOIA requesif(b)(6),( Jhad received contained an
un-redacted copy o (_t?)(ﬁ);(b)(nq ) Form 214, Certificate of Reléase or Discharge from Active
fJHfY&b)QQ)?(maid f(_b)(_ﬁ);(b)( was furious because of the sensitive nature of the document, and later

called the FEMA FOIA office to discuss the release.

(b)B):(b)X7)(C)

Reviewing Official Name. Title Signature, and Dagel ‘\
- s e
\hrk'l;?ﬁ-“;(‘-_/’#;:’———k _
Spevial S genis rge July 15, 2016
IVPORT AE NOTICE
rimsl of oactaed Soowm e r g Jn i e T 0o disclth B the (Ohue of
: iz - the orape iy of phe EHTL of Tagpeonr Denera, and o

1

RIS meport s slonded b s or T
Anapent o btivtal 4t b dssemenated onds oe g
pewamdare diatributioe msy be made m wha'z o
fnspuotin vwarat Paba

sl e Thona
eyl ha

Tthe thparinwn b

. : Mt Aathaot pooe altioe zanon by the £ o
T nepur vl ne detemuned b e O 0 IRspraton vl

T A w2501 pauthansg

iy bt PO M Reault 0 clrminal ol - adnnmstza e pendlte . o o - _
(MY FORM-P Page 1 0f2 Ttem 72 4
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MEMORANDUM OF ACTIVITY

During the coursc of the FOIA lawsuit (b)6).(bwas told by the judge he must delete the Pll
information he received, but a copy of what was sent to{b)(6);( Jmust be maintained by FEMA.

(0)(6);( [agreed to provide a written sworn statement at a later date. [Agent Note: (0)8) [has been
contacted multiple times via ¢cmail and telephone, in an attempt to obtain his sworn statement.
As of July 26, 2014(b)6),( (had not responded, and no sworn statement was provided to DHS

(_H(jl [N TFAT

) IVIPORTANT NOTICE
Uhes mepait 1. miterided walgly o £ uss b che bhepart Trluntalard soounty ap den Jhbpd——irrite 4wy dive s e b 0 0k
lisapoctor Goneral s epont semeal's e property o ard ni <o ondars aesinpuine man B eade o moahols e o
part outsads the Depanment of Homeland Se ey o intoellor General . Tubdn ass bbb gt o
sl b holomured he the s T Lo benral under 2 1 3] 53T Poanthoriedd dischesnge OFF : WAL T Mgl e

Ll ey SR - .. oL s -

NV FORM-00 Page2ot2
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OFFICE OF INSPECTOR GENERAL

Department of Homeland Security

MEMORANDUM OF ACTIVITY

Type of Activity: Records Review: FI:MA FOIA Documents

| Case Number: 115-FEMA-WFO-14136 ! Case Title: 'EMA FOIA Office ]

Between May 18, 2015 and July 20, 2016 [(R)8):(b)}7)C) Agent, Department of
Homeland Sccurity, Office of Inspector General, Washington Fleld Oftice, rcvmv\ ed Freedom of
Information Act (FOIA) responses sent tofbye)-(by 7 %0 = '
ff:}(??}ﬁ DHS, Federal Emergency Management Agency (FEMA), New York, NY. The
documents were requested in relation to an investigation into the possible releasc of Personally

Identifiable [nformation (PII) by the FEMA FOIA office.

A review of the documents revealed that between April 7. 2014 and October 2, 2014,[R)(8);(bX
b)}B): (L) 7)C) Disclosure Unit, FEMA, Washington, DC,

(b)(6):(b}7HC) [ provided((b)(6);(]with responses to two FOLA requests, 2014-TEFO-
00353 and 2014-FEFO-00521 via email. A total of 25 emails showing correspondence between

b)®),(bjand[(P)6):Plwere provided and reviewed.

Relevant information is listed below:

Two emails sent to t\’}@ﬁ\n October 2. 2014 contained unredacted information within the
attachments.

On October 2, 2014[RXENB)] sent cmail entitled FEMA-2014-FEFO-00353 and 2014-
FEFO-00521 Final Response Part I (1-2) containing two atlachments. One attachment, ¢ntitled
Final Response Partl. pdf was password protected and contained unredacted PH and Sensitive
P1L, to include social security numbers, dates of birth, home addresscs, phone numbers and email
addresses [or 51 individuals.

On October 2, 2014,[P)6): ) sent [B)(B)] an email entitled +3: FEMA-2014-FEFO-00353 and
2004-FEFO-00321 Final Response Part 2 (2-2) containing one aulachment entitled Final
Response PariZa.pdf. The attachment was password protected and contained unredacted PII and
Sensitive PI for 123 individuals, five of which were individuals also included in Final

Response Part!. pdf

A total of 169 individuals™ information was relcased within the two documents.

b)(8);(b)7)(C)

r_\Tms'. Fitle, Seziy b)(e)’(b)(Y)(C) te:

E_b)(ﬁ);(b)(T)
n = R, 20D N September I, 206

fMPORT

This eport i jpgended solols Tor s 1us? of the Tlepantment vl emeland Seounily, of Ay ol e

Inspector vienetal wnd s disscnnnated onby on g need o Th te e TR i [ lpu‘r\. ot Thl. Ch3ee o inspector seoceal. ded (he .

sivatdars distrihotion mas he m ddL it whele of o pal -G TPE Department of | 1 cunis. witheut preer acthatizanon by the Office ot -

I:meur { mel Pubia g b L repoest \ull me determined oy e Oifice of pspetor CoRsE 3 L N EAY T thotacd :

O loste P I TER0T mat Tesuil i cnnnitgd cnal oF admmsarars e penalties |
TNV FORM-T9 Page 1 of 2 ftem #: 3
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OFFICE OF INSPECTOR GENERAL

Department of Homeland Sccurity

MEMORANDUM OF ACTIVITY

Type of Activity: Personal Contact: Interview of bB).(L)7HC)

| Case Number: 115-FEMA-WFO-14136 | Case Title: FEMA FOIA Office ]

On August 31, ZUIGJ(b)(G);(b)(T)(C) |and (E\)(G);(b)(?)( pccial Agents, the Department of
Homeland Sccurity {DHS), Office of Inspector General, Washington Field Oftice (WFO),

intervicwed [B)8);B)X7)HC) | Disclosure Unit, Federal
Emergency Management Agency (FEMA), Washington, DC at WFO. The interview was in
regards to a complaint filed by [R)B),B)7XC]|R)B):BYTHC) | DHS,

FEMA, New York, NY, alleging that he was sent Personally Identifiable Information (PII) for

dozens of FEMA Employees and Applicants by the FEMA Freedom of Information Act (FOIA)
Office.

(B)E):E)yas issucd an INV Form 27, Advice of Rights, Garrity 285 ON| oud and acknowledged

h1s undt,rstandmg before signing the document. (b)(6):(b) provided substantially the following
information:

(DYE)OX Ly orks as a[EHELENNIC) for FEMA and is responsible for
processing FOIA requests. As a FOTA request processor, he 1s responsible for redacting the
information before it is sent out to the requestor.

Al the limewas assigned the FOIA requests from(P)8)( 1. it was the end of the fiscal ycar.
and the office was very shori statfed; down to only two people. There was a big push to process
as many FOIA requests as possible by the end of the fiscal year. explained that he was
under a lot of stress, and inadvertently sent un-redacted information Lo The Information
was marked for redaction, but the last step of applying the redactions was not taken. aid
that he was the go-to person, and he had promised to get the response out. tHe was rushed and
made a mistake.

t\’}@\);(b)( learned of the release of P1I when he received a call from cither one of the FEMA
attorneys or his boss. [Agent’s Note: could not recall who contacted him, but he
remembered that the call was the first llm&, hc was advised that he had relcased PII Lo
Afterb)6); (b)(|10und out about the releasc, he said that his office put a policy in place w hcrem

team leads review information before it is sent out, in an cffort to avoid making the same
mistake.

b)(6);(b)7
(C)

took full responsibility for the mistake, and apologized.

SEHIT0 5)(B)BX7)C)

‘I\.u'.ne Title, Sigy] ! ate: ’
b)(ﬁ) (b)(7X i

LA

Augost 31, 2016 Seprembfr 1.2016
1MPORT

This report 15 N lyfaor the official use of the Department of [lomeland Sgeurity. oF any entity reerisi

Hnspculur Ceneral. and s dmcmmdled only a7 o basis. This repo: :

~econdary distribution may be mddc 1n whok ar in part. outs

Inspector (_rt.m.rai Public avail:

s TPy directhy from the Office of
€ property of the Office of Inspeclor General. and no
vland Securiy. mthum prior authorization by the Otfice of
Treport will be determined by the Otfice of Inspcam : der 3 1.5.C0. 352 Unauthorized

disclosur 5 T ay result in anma] civil, or admenistrative er‘dlum __—————_________x
—_— - - - . - o
INV FORM-E Page 1 of 2 liem #: 3
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OFFICE OF INSPECTOR GENERAL

NG Department of Homeland Securnty

FEDERAL EMPLOYEE WARNING FORM

You arc being asked o provide information as part of an investigation being conducted by the
Office of the Inspector General into alleged misconduct and/or improper performance of official
duties. This investigation is being conducted pursuant to the Inspector General Act of 1978, as
amended.

This 1s a voluntary interview. Accordingly, you do not have to answer questions. No disciplinary
action will be taken against vou solely for refusing to answer questions.

Any statement you furnish may be used as evidence in any future criminal proceeding or agency
disciplinary proceeding, or both.

ACKNOWLEDGMENT

I understand the warnings and assurances stated above and [ am willing to make a statement and
answer questions. No promises or threats have been made to me and no pressure or coercion of
any kind has been uscd against me.

; oI BB BITIC) '
i3/
(DateTime) TUCTTToTT
BY® B)7IC)
BICROIGLE

SOROIGIE BB BI7IC)

(Witness' Printed Namel _ B (B)(B);(b)(7)C)

by6):(b

NOROE) )

‘?} 3 ';j iV [0 00 rma Ll S R )

{Date/ Time) (Date lime)

Advice of Rights (Garrity)

INV FORM-27 (06/13)
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SWORN STATEMENT

Office of inspector General - Investigations
[.5. Department of Homekand Security

\g: Homeland
u Security

| Date/Time: 8-3V7 1 11°00am

State of

County of: ﬁr\‘lnq’l‘m'\
| d

L

(b)(6);(b)7)C)

hereby make the following sworn statement o

b)(8);(b)(7)C)

‘ with the U.S. Department of Homeland Sccurity, Office of Inspector (Gieneral. No promises or threats

¢ have been madce to me.

who has identified himself/hersclf to me as a Special Agent

[.ocation:

||

p—og;\\{,/\

NA

(b)(6);(b)7)C)

™% FORNM-ZE Suptemie: 2001

Page

L of?’_

Page 17 of 22
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SWORN STATEMENT

(b)(6);(b)7)C)

b)(8):(b)(7
Page “2 _ol'?’ Initials: | ©)

INA FURM-28 Septemier 201
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SWORN STATEMENT

b)(8);(b)7)C
STATEMENT OF: )

I have read this statement of 3 pages. It is true, accurate, and complete to the best of

my knowledge and belicf. I have been given an opportunity to make any corrections, additions, or
deletions. B)(B):(bX7)C)

Subscribed and sworn (or affirmed) to before me this 3 l day of

_ﬁugxg'%t_, 200 . oo _Wissiyn . A

lonth} {Ycar) {City} {Sla.u:)_

b)(6):(b)7)C)

SPECTET AT
U.S. Department of Homeland Security
Office of Inspector General
Office of Investigations

(b)(6),(b)7)(C)

bature) T

[N LFORML-28 Sepiemner 201 Page _3 01'_:§ _
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OFFICE OF INSPECTOR GENERAL

Deparniment of [lomeland Security

MEMORANDUM OF ACTIVITY

I'vpe of Activity: Other: Prosccutorial Declination
_Case Number: 115-FEMA-WFO0-14136 . Case Title: FEMA FOIA Office

(B)EXENTIC) Special Agent, Department of Homeland Security, Office
B)(6);(b)7)C)

On September 1, 2016,
of Inspector General (O1G). Washington Field Office, contacted
Misdemcanor Unit, United States Attorney’s Office for the District of Columbia, 10 present the

investigative findings, to date, regarding allegations that (b)X8);(B)7)(C)
b)(6);(b)(7) | F'ederal Emergency Management Agency (FEMA), Washington, DC, sent Personall
[dentifiable Information (PII) for dozens of FEMA cmployees and applicants to(b)}6);(b)(7)C
DHS, FEMA, New York, NY. [R)6):(0)7)stated that
nd unintentionally, he would not accept the case for

(b)(6);(b)7)(C)

ecausg(b)(6);(b)[scn

prosecution,

Attachment(s):
1. Declination l.ctter.

b)(6):(b)7)(C)

(b)(6);(b)7)C)

September 1, s |

Name, Fitle, Signs
(L)(B),()(7X
' Special Agent 1, 2{}1‘(1_
PORTA
felabuse ol the [)cpanmcn[ ul {Tomeland %ccurlt\ Or any enlity recciving a-sepy IRy from the Office ol
mains-tw property of the thcc of inspector eneral, and no

This rep
curily. mthuut prmr authnruduon by the Office of

This repont is intended solely &
S 8.0 532 Unauthorized

Enspector General. and 13 dibbLITlmﬁlL.d on]\ o 2 need 16
secondary distobution may bc madc in whole or i part—o
Public gva y

lr‘spu.mr Cieneral.
astme Gl This report may ru,ult in u1m1;1d1 L.ml ur administrative pi..l'ldhltb
Page 1 ol']

liem #: 6

INV FORM NS
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OFFICE OF INSPECTOR GENERAL

Department of Homeland Security

Washingzon. DO 20328/ www oig dhs.gon

b){®);(e)(7)C) September 2, 2016

United States Attorney
District of Columbia

555 4th Streel, NW
Washington, DC 20530
b)(6);(b)7)C)

Attention: Misdemcanor Unit

Subject: (B)(6);(B)T)C) Iederal Pmergency
Management Agency, Washington, DC

Dea @O BNTIC)

This letter is to confirm your Scptember 1, 2016 telephone conversation with Special
Agent [b)6);(b)7)C) pf my staff, wherein vou declined criminal prosecution UI
(b)(B);(b)7)(C) |Federal Emergency Management Agency
(FEMA). This olfice presented the mailer to your office for determination of possible
violations of United States law by the captioned subject.

On October 2, 2014, sent two password protected ematl attachments that
contained un-redacted Personally Identifiable Information {P1I) and Sensitive Pll, to
include social sccurity numbers, dates of birth, home addresses, telephone numbers and
email addresses for a total of 169 individuals. When intcr\-'icwcd,tated that he
marked the information for redaction, but failed to apply the redactions to the document
and the un-redacted information was sent out in error. [(b)(6);(bhceepted full responsibility
and apologized [or the error.

T'he violation considered was 5 USC §552(a), Records maintained on individuals. You
declined prosccution in this matter because(b)(6);(b)fent the information by mistake, and

thus the case would not rise to the level of prosecution.

If you have anv questions concerning this letter, please contact me at 703LX6):E)7X or
Special AgenfEXS/EINO)_Jat 703 [BXEHBITN

Sincerely,

Mark Tasky _

Special Agent in Charge
Washington Field Office
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