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OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

 
        Washington, DC 20528 / www.oig.dhs.gov 

 
September 6, 2017 

 

John Greenewald, Jr. 

 
 
Subject: OIG Freedom of Information Act Request No. 2017-IGFO-00120 
  Final Response 
 
Dear Mr. Greenewald: 
 
This responds to your Freedom of Information Act (FOIA) request to the 
Department of Homeland Security (DHS) Office of Inspector General (OIG), 
dated July 6, 2017, seeking the final report for DHS/OIG Investigation: I15-
FEMA-WFO-14136. DHS-OIG received your request on July 2, 2017. 
 
We reviewed the responsive records under the FOIA to determine whether they 
may be disclosed to you.  Based on that review, this office is providing the 
following: 
 
     5    page(s) are released in full (RIF); 
    17   page(s) are released in part (RIP); 
      0   page(s) are withheld in full (WIF).    
 
Freedom of Information Act, 5 U.S.C. § 552 Privacy Act, 

5 U.S.C. § 552a 
 552(b)(1)  552(b)(5)  552(b)(7)(C)  552a(j)(2) 
 552(b)(2)  552(b)(6)  552(b)(7)(D)  552a(k)(2) 
 552(b)(3)  552(b)(7)(A)  552(b)(7)(E)  552a(k)(5) 
 552(b)(4)  552(b)(7)(B) 552(b)(7)(F)  Other:   

 
OIG redacted from the enclosed documents the names and identifying 
information of third parties to protect the identities of these individuals.  
Absent a Privacy Act waiver, the release of such information concerning the 
third parties named in these records would result in an unwarranted invasion 
of personal privacy in violation of the Privacy Act.  Information is also protected 
from disclosure pursuant to Exemption 6 of the FOIA further discussed below. 
 
 
 
 

http://www.oig.dhs.gov/


 
OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

 
        Washington, DC 20528 / www.oig.dhs.gov 

 
Exemption 6, 5 U.S.C. § 552(b)(6) 

     
Exemption 6 allows withholding of “personnel and medical files and similar files 
the disclosure of which would constitute a clearly unwarranted invasion of 
personal privacy.”  5 U.S.C. § 552(b)(6)(emphasis added).  DHS-OIG is invoking 
Exemption 6 to protect the names of third parties and any information that 
could reasonably be expected to identify such individuals. 
 

Exemption 7(C), 5 U.S.C. § 552(b)(7)(C) 
 

Exemption 7(C) protects from public disclosure “records or information 
compiled for law enforcement purposes . . . [if disclosure] could reasonably be 
expected to cause an unwarranted invasion of personal privacy.”  5 U.S.C. § 
552(b)(7)(C).  DHS-OIG is invoking Exemption 7(C) to protect the identities of 
third parties, and any information contained in these investigative records that 
could reasonably be expected to identify those individuals. 
 
 

Appeal 
 

You have the right to appeal this response.  Your appeal must be in writing and 
received within 90 days after the date of this response.  Please address any 
appeal to:  
 

FOIA/PA Appeals Unit 
DHS-OIG Office of Counsel 
Stop 0305 
245 Murray Lane, SW 
Washington, DC  20528-0305 

 
Both the envelope and letter of appeal must be clearly marked “Freedom of 
Information Act/Privacy Act Appeal.”  Your appeal letter must also clearly 
identify the DHS-OIG’s response.  Additional information on submitting an 
appeal is set forth in the DHS regulations at 6 C.F.R. § 5.8.   
 

Assistance and Dispute Resolution Services 
 
Should you need assistance with your request, you may contact DHS-OIG’s 
FOIA Public Liaison.  You may also seek dispute resolution services from our 
FOIA Public Liaison.  You may contact DHS-OIG’s FOIA Public Liaison in any 
of the following ways: 
 

http://www.oig.dhs.gov/


 
OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

 
        Washington, DC 20528 / www.oig.dhs.gov 

 
FOIA Public Liaison 
DHS-OIG Counsel 
STOP 0305 
245 Murray Lane, SW 
Washington, DC  20528-0305 
Phone: 202-254-4001 
Fax: 202-254-4398 
E-mail: foia.oig@oig.dhs.gov 

  
Additionally, the 2007 FOIA amendments created the Office of Government 
Information Services (OGIS) to offer mediation services to resolve disputes 
between FOIA requesters and federal agencies as a non-exclusive alternative to 
litigation.  If you are requesting access to your own records (which is 
considered a Privacy Act request), you should know that OGIS does not have 
the authority to handle requests made under the Privacy Act of 1974.  Using 
OGIS services does not affect your right to pursue litigation.  You may contact 
OGIS in any of the following ways: 
 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Road - OGIS 
College Park, MD 20740-6001 
E-mail: ogis@nara.gov 
Web: https://ogis.archives.gov 
Telephone: 202-741-5770 
Fax: 202-741-5769 
Toll-free: 1-877-684-6448 

 
If you have any questions about this response, please contact us at 202- 
254-4001. 
 
      Sincerely, 
 
 
      Glenn Lewis 
      Glenn Lewis 
      FOIA/PA Disclosure Specialist 
 
 
Enclosures: Twenty -two pages of responsive records. 

http://www.oig.dhs.gov/
mailto:foia.oig@oig.dhs.gov
mailto:ogis@nara.gov
https://ogis.archives.gov/


Requester’s Name: John Greenewald, Jr. 
FOIA/PA NO.: 2017-IGFO-00120 
 
 
 
 
 
 
 
  
 
 
 
   22 PAGES OF DOCUMENTS 

 
    5        PAGES are released in full (RIF); 
      17    PAGES are released in part (RIP); 
              PAGES are withheld in full (WIF); 
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(b)(6), (b)(7)(C) 



MEMORANDUM FOR: 

FROM: 

SUBJECT: 

CASE NUMBER: 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

\\ W\'> .oig.Jh-,.guv 

September 12, 2016 

John Rooney 
Director 
Fraud and Internal Investigations Division 
Office of the Chief Security Officer 
Federal Emergency Management Agency 

Mark Tasky ~ 
Special Agent in Charge 
Washington Field Office 

r)(6):(b)(7)(C) 
1 

1b )(6):(b )(?)(C) 
Disclosure Unit 
Federal Emergency Management Agency 
Washington, DC 

115-FEMA-WF0-14136 

Attached is our Report of Investigation (ROI) on the above subject. 

The ROI is furnished for whatever action you consider appropriate and no reply 
is necessary. However, should you take any action in response to our ROI, 
please inform this office so that we may update our records. Please destroy the 
ROI upon disposition of this matter. 

Should you or a member of our staff have an uestions re 
please call me at (703)~b)(6):(b)(7)(C or my b)(6):(b)(7)(C) 

tb)(6):(b)(7)(C) 1 at (703) bj(6):(b)(7)( c_ __________ _j 

Attachment 
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DEPARTMENT OF HOMELAND SECURITY 
OFFICE OF INSPECTOR GENERAL 

REPORT OF INVESTIGATION 

115-FEMA-WF0-14136 

ll\tPORTANT J\"OTICE 
Th" reporl ;, inteml~J "' ~ ;· .-.I u'~ of the Departm~nl ofHmndaml Security. or an}' ~nlll}' rece1v , 1r~c!l}' fromlh~ Olf1ce olln'p~ctor 
G~ner:ll, and;, di"eminated only on:~ need to know ""1'- em:~in' the pro 1<:e of [n,pe<:!or General. ;md no 'econdary di,tribution 

may be mack in whok ot in pal!, out,;id,· the D.·panmcnt llflhl '· nmty, · mhorizatilm hy the Offic,· of Jn;p,·ctot Gcn,·ral. Public 
availahility of the r•'Plllt will be determined h 1 ' mpcctor General unJcr 5 U.S.C. 552. L:naU!hOrJZ•'l hi,; tcport may ,-,·,;ult in criminal. 

civil. or admini,;tratiw pcnalti,·,;. 
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OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

REPORT OF INVESTIGATION 

Case ;\'umber. 115-FEM/\-WF0-14136 
Case Tit/e.· ,Ji(,.;b );,(6C,);i:,(b,;;)(,C7),;,(C,:.) _...!_ ____ --, 

(b )(6);(b )(?)(C) 
(b )(6);(b )(?)(C) 

Disclosure Cnit 
Federal Emergency \!lanagement Agency 
Washington, DC 
Final 
5 C .S. Code § 552a(i)( 1) - Disclosure of Individually Identifiable 

InfOrmation 

SYNOPSIS 

The Department of llomcland Security, Office of Inspector GeneraL initiated this investigation 
on a complaint received from (b)(6);(b)(7)( who alleged he V·ias sent the Personally Identifiable 
Information (PI!) for dozens 0' ·c era ,mergency \ttanagement (J.'E\IlA) Agency employees 
and applicants by the fEMA Freedom of Infonnation Act (fOIA) Office pursuant to a FOIA 
request he filed. 

Durin r the investigation, it \Vas determined that b)(6);(b)(7)(C) 
(b )(6);(b )(7 , Disclosure Unit, FEMA, \\i ashington·l.~I~X~:;:. ~sc~n;f,~~~~7;~~li~7;1(il;-;t ,-c,;;:o-;c:;:m;;ca:,;i-;ols;-o;;:n;;rO'-c'>t;;ok:Ocr;-...,-1, 20 14 
containing un-rcdacted PII '"'iithin attachments. \,\lhcn intervievvcO, (b)(6);(b) oak rcsponsibilit\ 

/7\/r"'\ • 

for the improper release of PII, and said it was unintentional. 

This case was presented for prosecution to the Cnited States Attorne) 's Office, District of 
Columbia, and was declined due to lack of intent. 

Approving Oj]icial 
Name: Mark Tasky 

Title: Special Agent in Charge 

Date: 

Distribution: 
V../ashington Field Office 

,\emr;e;c,--,m,-----___J 

Headquarters 

Signature:~~ Component(s) 
Date: September 2, 2016 ,_ 

Other 

I I'~V~II:'I~IH~I~\~S~I~';'~''""'''--==---c::.==:---

Original I 

cc 

llhi' r;;pnn "1!T1md~d '<li~l) lt'r l1e, • · ·,; 1h1·IA:rMH11Cil\ 1'1 ~lt'HIC'i~11d <;,,.,,,..,,, '" ~n' ~nil! I _ ~ <'<T' dt<c"c'll\ i'h•lll !lie lllli,·c ,·.f 
lnlr<'Li<ll ( •1'11\.'ldi dll\1 h dl'l<'lloOII,IKd l'lll\ ,,n J n,•_-j It< t.1l!l\l' , -. ' c (\{ ' " • IC rh>rc''ll t•f lli<' ( IIJj;.; <'1 ln•rc.:Wr (tc'ri~IJl dnJ 'II' 
~Cd'IHI~n di,ui~ul'<'il \11~1 h~ ll!~d>' •ll v.h0k l'f Ill prlrt l'lll> Jn~:cnt 01 l!~,m~ l. \\lliW·.Il rrHll olu'!"'ll/d!t\ltl h\ lht' (ItT,,·,,-,; 

illl'P~~'"' loc•::ctdl ['uhll·. "'~tl~h•IIT\ n , ''""'II~><: .ktummcJ h! the· (II•'•~.- <•I ln•pc·ct.TI ,_.,.,,.,,l, nn .::r- ,,, ln~utl,,,rlf(J 

d"cl,,urc .. ru,~ tc· ,_<:_'" 1 111 ~rl<llltl.li ,,,11 "' ,,d"'""·,twu'~J'c''c"c'"~"'------

'~' """-'' 

P<tgc I of4 
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REPORT OF INVESTIGATION 

DETAILS 

On July 27, 2015, the C.S Department of 1\omeland Security (DIIS), Office of Inspector General 
(OIG) received a complaint from tbJ(6);(b)(7J0 fonme~(b)(6);(b)(7)(C) pus, 
FEMA, ~cw York, ~Y, alleging that in October of 2014 he was sent the Pll of dozens of FFMA 
Employees and Applicants by the FLMA FOIA Office, Washington, DC, pursuant to a FOIA 
request he iiled. (Exhibit I) 

Allegation 1: The FEMA FOIA office released the PII of dozens of FKMA employees and 
applicants to (b)(6);(b)( 

7)(C) 

i\ review of documents provided by the FEYIA fOIA oflice revealed that between April 7, 2014 
and October 2, 2014,l(b/(~!;(b)lpfl)\'idc1bPtf~with 25 emails containing responses to two FOIA 
requests; 2014-FITO 00353 and 201 - · · -110521. 

Detailed review of the documents revealed that on October 2, 2014,~~~~~)\;(b sen(?J~~},(bltwo 
emails which contained un-redacted PJI within attachments. The first email, entitled FEJ1A-
2014-FF.F0-00353 and 2014-FEF0-00521 Final Response Part 1 (1-2), contained tv .. ·o 
attachments. One attachment, entitled Final Response Partl.pdf was password protected and 
contained un-redaetcd PIT, to include social security numbers, dates of birth, home addresses, 
phone numbers and email addresses fOr 51 individuals, identified as employees ofl-"E\1A and 
employment applicants to FFMA. 

The second email, entitled FW: FE.UA-2014-FEF0-00353 and 2014-FEF0-00521 Final 
Response Part 2 (2-2), contained one attachment entitled Final Response _Part2a.pdf The 
attachment was pass\vord protected and contained un-redacted PII for 123 individuals, five of 
which \vere individuals also included in Final Response _Parll.pd.f. 

i\ total of 169 individuals' infOrmation was released within the two documents. (Exhibit 3) 

D!IS OIG intcrviewecf~~~~~;(b)l, \vho stated that at the time of the release V.'as under a lot of stress 
and inadvertently sent un-rcdacted PII t (b)(6);(b The information was electronically marked for 
redaction by b)(6);(b) but the last step of~PP)·~ng the redactions was not takcnJbJ(~!;(b)baid that 
he was consi'~~(;'' e ''go-to" person in the FEMA FOil\ Office and had promised his boss on 
October I, 2014 to get the res onse to b)(6);(b)( FOIA request out alter he got home. In a 
previous response letter to ~~?~~?2 he Ha\trs: c would provide the final response on September 

LS sensitive law enforcement material and i~ the property of the OIG. It rna or 
reproduced without written perm1s · IG. This re ort i SE 01\LY, and its disclosure 1 

to unauthori:~:ed persons is strictly prohi su JeC rtv to liability. Public a\"ailabilit~' to be 
determine 552, 552a. 

'""'""' 

l'agc2of4 
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REPORT OF INVESTIGATION 

301h or 31 q so (b)(6);(b said he was alrcadv behind the date that he had provided to (b)(6)"( When 
· ' )(7)(C) • ' 
he did send the cma1, c was rushed and made a mistake. b)(7)(C 

b)(6);(b)(7) 
C) initially learned of the release when he either received a call from one of the fi·:MA 

a or his boss. fAgent l'\otc: £b)(j;hfould not recall who called him, hut remembered 
that he received a call from someone an t at was the first time he learned he released the Pll.] 
After he fOund out about the release b)(6);(b said that his office put a policy in place which 

' /7\/r"'\ 

included team leads reviewing the fOIA re ease before being sent out, to avoid making similar 
mistakes in the future. During the intcrvievl, l(b)(6);(b)qook full responsibility for improperly 
releasing PII and apologized for inadvertently doing so. (Exhibit 4) 

On September 1, 2016, DIIS OIG presented the facl'> of this investigation for a prosccutorial 
decision, which was subsequently declined by b)(6);(b)(7)(C) Misdemeanor 
Cnit, District of Columbia, citing the fact that the release of PII b) b)(6);(b)( was a mistake and 
unintentional. (Exhibit 5) \tr-\ 

This repo · · · "tive law enforcement material and is the property of the OH;. It . 1e or 
I reproduced without written permissiOn ' This re o · · . , LSE 0:\LY, and its disclosure 

to unauthorized persons is strictlv · · ay subject t e 1~ · o liability. Public a~·ailability to be 
dete :· . :. §§ 552, 552a. 

''""-''""" 

l'agc 3 of4 
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REPORT OF INVESTIGATION 

EXHIBITS 

DESCRIPTION ___ NUMBER _=r~--c 
Memorandum of Activity, Case Initiation, dated July 27, 2015. 
Memorandum of Activity, Telephone Intervie~: lntervie~"o"-f;ii'b"J("'6J"';("'b")(77)"'(C"')CT! 
dated May 20,2016. _ __ _ ______j 
Memorandum of Activity, Records Review: FEMA FOIA Documents, 1 

dated May 18, 20 1-"5'--o. ~-

2 

3 

MemOrandum of Activity, Personal C:ont-~ct. lntcrYiew o1b)(6);(b)(7)(C) [ , 

· dated August 31, 2016. _____ =.J 
4 

___ September I, 2016. __ _ __ _ __ 
5 ~ernorandum ofActi\ity. Other ProsecutHm Declinatton, dated I 

--j 
·----·-- ' 

+==---- -1 

t--
I 

-----.MPORT.-\:'\ T :\OTICE ;1 
h1s report i> mt~nd~d solely o ···lu>C ofth~ Department ofl!omdand Security. or an} cntit) receivin ' • cc y from the Office of 

nspector General, and w!ll be disseminated on I} o o Kno\\ ., basis rhis re o · · e property of the Olllcc of Inspector General, , 
d no ;econdal) distributmn may be made, in whole or m part o men\ or Homeland Security, without pnor authori?ation by the 

O!licc of lnspe~tor GeneraL Public avai · c report will be determmed y · · of Inspector General under 5 l".S (" 552. 
t:~~thoriled d1sclos port may rc,;ult in cnmmal, ci~!l. or administrallve penalties. 

I~Vf'ORM"'" 

Pagc4of4 
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Exhibit 1 
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OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

Washington. DC :!0528: "1n1 oig.dh~.gov 

ME:\IORA!\DUM OF ACTIVITY 

Type of Activity: Case Initiation 

I Case Number: 115-FEMA-WF0-14136 I Case Title: FEMA FOlA Oflice 

On July 27,2015. the C.S De artment of Homeland Security (DHS), Office of Inspector General 
received information fro b)(6);(b)(7)(C kb)(6tfb)(7)(C) b DHS, Federal 
Emergency ~anagcment Agency (FEMA). ~cw York, t\"Y that in October of2014, he was sent the 
Personal Identifying Information (Pll) f()r of dozens of FEMA Employees and Applicants by the 
FEMA Freedom orinformation Act (FOIA) Office. 

(b )(6):(b )(?)(C) - (b)(6):(b)(7)(C) 

201~ 

ORI\'\T'\Of'ICF I 
:1 h1~ report I> mlended sukl} tor · · ut th~ Dcpanmenl uf llomdand Sc~urit~ <lr d v , ing a cop} dtrcctl} twm th~ Uffi~~ <JI ' 
nnspector G~neraL and IS dl%~mmatcd nnl) on a need to -" remain> the propcrt) of the Oflicc ,,f ln>p~:cior G~11craL ar1d 1w 
'~~ondill)' ~lstnhution may be made. m"" , outs1<lc the Department o.',:.. "· nt\ __ Y.llh,,ut pn,,r authl•:ll_atl~~ h;. th~ U!fi~c or 
lnopector Gcner· ~~~~,!IJty ol the report "''ll he dctermmcd b~ the Ot!ic~ or lnsp~dor (,em;ra " ( J)2 Lnauthoruc<l 
~rc of this re~rt m_a}_.~~~ult m mmmaL CIVIl. or ad!fiimstrati~t: penalt1~'s. 

Page l ol I lt~m !f: 1 
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OFFICE OF INSPECTOR GENERAL 
Department of !lome land Sccurit) 

MEMORANDUM OF ACTIVITY 

Type of Activit)·: Telephone Interview: Interview of b)(6);(b)(?)(C) 

[c_a_se Nll_m_b_er:_I15-F_E:_'v1Ac\\_'I·_0-_14 13-6-_ -_ Case T_itle_: _H_,M_A_FO_I_AO_-_ft~-_,c--e_-_-_- -=-------------'-
On May 20, 201 db)(6);(b)(?)(C) ~pecial Agent, Department of Homeland Security (DHS , 
Ofticc of Inspector General OlG Washin ton Field Office, telephonically interviewed (b)(6);( 
ICb)(6);( I former (b)(6);(b)(7)(C) DHS. Federal Emergency .\1ana cment 
Agency (FEMA), 1\ew York. "'Y, 908 ~)(6);(b)(7 The interview was in regards to ~b)(6);(b)( 
complaint alleging he was sent the Personally Identifiable Information (PH) for dozens offE\1A 
Employees and Applicants by the FE~A Freedom of Information Act (FOIA) Office. 

(b)(6);(b riginallv requested FOIA documents in regards to tv.io job announcements for which he 
(?)(C) but \Vas. not selected. He v.'as specifically looking for the email communication between 
the deciding officials, but ultimately was not provided the information he requested. The 
information he did receive was heavil)' redacted. 

~J~7M filed a lawsuit against FE~A for not providing information related to the FOJA requests 
_(~!£~H ~ad submitted. r Agent i\otc: ~~£~!~ ha<> been contacted multiple times via email and 
telephone, in an attempt to gain clarification regarding the date of his lawsuit. As of July 26, 
20lej'b)(6);(b/had not responded.] 

--j;i~~iii;,;;:::.:...::b""'""'t'::::ec:·e::i>~·c:d:::_;a response regarding his FOIA request from (b)(6);(b)(7)(C) 
lr1 FEMA, Washington, DC, via email 

~;;i;:i;;'i-i-'i-;=-'--------r"=-dH:h contained un-redacted PII for multiple people, one of which 
was a co-wor er o Is. (b)(6);(b)(7)(C) FE.\1A, New York, NY.I(b)(6);(bl 
went into b)(6);(b)(7) llice and told him that the fOIA rcques (b)(6);( had received contained an 
un-redactt?' copy o L~)(6);(b)(7) D Form 214, Certificate ofR'e'eG~~e or Discharge from Active 
/JutyJ(~)L~);(b)(~aid -~)L~);(b)( was furious because of the sensitive nature of the document, and later 
called the FEMA fOIA office to discuss the release. 

(b )(6);(b )(?)(C) 
Rcvu·wing Official ~an><. Ti!lr..7~ignatnre, and 12~1£; 
~. ~ - /~ -~= 

\1arkl~ 
Spe••ial !!~n1 · rge Jul) H, 20\b 

' l\II'IIRT \'1 '<nu.-
~~~I' ll1"'r: L• or,I,IL>.\J ,.,1,1, i"' I 1.' . ,,f •lu' l'll.(lJrtm~:;t ,•1 , 1,,," :Jn•l ~.;. u· 1'. •; 4"' ,, I·, , . • .l(l\ Ji!,ltl• t·;;[ll 111~ ( \1toc C L•l 

. n~po.:-1 ~ 1 ,.·n~t.tl ~··oJ t, ,h,,~--.-,-n.tl~J unl. '"' ~ ,.,,, ... .. lo1o •• ' ' !''·'P. r1' .,t,h.:f'lr"c •I \'l,r',!L-1 loc'll>C•L m·J "'' 
~~··•n<.lar• lh,tnbilltuo· '~MI n.: mJd~ ·~ wh,,·c '" ' ''·' t.\-pJPr•·•·nl " . ' lUC'!'- .,._,,.,,,,.!_ p<h•L J•.!h••1 /.\1•Pn ,,, th~ ( 11!"~'- ,, 

ijn,rhll•1 '••'";fa' f'11hn ,-
" •-r•·,. ·~ill ~ <.~,·:,'llllll~(} h'- Lh~ 1 )!li·.• "' ]li•p~.1or '·~'·'-· ' ' ' ; " . ' lld\Llh"11{•'(\ 

~T ., ''P''" 111-.ll n,·,uh il' c! "LIIll~l ,,,,, _.;- !!<.lr;, ,,, ,,,: .n , .. r•'Mh. ~ • 
_,,,_ 

1:...\ J-()R_\l-•)'1 Pag<: 1 ol 2 
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ME:WORANDUM OF ACTIVITY 

During the course of the FOIA Jawsuit£b)(6);(b'"'-as told by the judge he must delete the Pll 
inlimnation he received, but a copy of what was sent to/(b)(6);( /must be maintained by FE~A. 

fb)(6);U agreed to provide a \\ritten S\\-OTI1 statement at a later date. [Agent ~ote:)~~!~~H)has been 
contacted multiple times via email and telephone, in an attempt to obtain his S\\Om statement 
As of July 26.201 (b)(6);( had not responded, and no sworn statement \\a<; provided to DHS 
OIG.] hlnvr 

I\IPORT c\~ I '0Ttcr. 
-~ 

L h•' !\.U,IIl 1 l'li~!IO~d "ol,•i, .,, u,< ~>t ·h,· ll<.:pM"Tm.;rn d olun,dnr'd ·~.;llrot\ '' dl" '' · , , no 6 ~••r• ct,· .. d. ~~- ''" ,h.· ' >!> __ '' 

ht•r..d..r tj,;n~rlli I "hi' "'f-''n f<m~'''' JH. rr:•rc<fl\ :\ ' )n,- dl'J rl•' <.::.('n<hr- ol;.lflf'•.oil • .- m..l'• t-. n•),l, ,, "'b·l. " "' 
rd!:' o>OJ\,•oJ..' th~ IJ.i,:rM".m~nl ·•I !lr•m~·lofo._:. ~.·.We\\ ~ , ,r,or ~Jlt"1t,!lllh'H ' , •r.•p,·.t,or l,~ft'-1~1 .-,,tllr, "' 1 l,of.ol t• •I :., t.,•o t' 

..._d~ t.... ,}.t.:mJH'•'tl h~ th~ 1 ... po.,t.>< ''""~r~l un1kr ~ '· ) '· -~~ I .,,rntloo•r.lCJ ""~),•,•or; ,>1 • , ' •L' .; ,~ .~,mt .. ~l ,, •' "' 
~1111~~ 

Pa.g~2ol2 
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OFFICE OF INSPECTOR GENERAL 
Department of I lome land Sccuril;-

ME:\ lORA!\ IHJM OF ACTIVITY 

Type of Activity: Records Review: FEMA FOIA Documents 

---~~~~~ 

[ Cas_e __ Number_: I15-fL\1A-\Vf0-14136 r Case Title: J.'F\t1A H1IA-0rtice 

Ilet"een May 18, 2015 and July 20, 20 16J(b)(6);(b)(7)(C) !Special Agent, Department of 
llorncland Security, Office of Inspector General, \\'ashington Field OHicc, reviewed Freedom of 

Information Act ( FO IA) responses sent to~kb~\~16~\~;ljib )gi~7\~IC~\~:;:;:;:;;;::::::;:;:;;;:=;:;;;:::::::=:J 
~~;~~;~ DHS, Federal Emergency Management Agency (fPvlA), "lew York, NY. The 

ocuments were requested in relation to an investigation into the possible release of Personally 
Identifiable Information (PII) by the FE:VIA FOIA office. 

A revie\\ of the documents revealed that bet\\ een April 7. 2014 and October 2, 2014, ~~!~);(b)( 
fbl(6);(b)(7)(C) I Disclosure l!nit, FEMA, Washington, DC 
b)(6):(b)(7)(C) 1 provweo l(b)(6);( \Vith responses to two fOIA requests, 20 14-fEF0-
00353 and 2014 l- F:.F0-00521 via email. A total of 25 emails showing correspondence between 
KbJ(6);(bjandl(b)(6);(bfvere provided and reviewed. 

Relevant information is listed bclov\.-: 

On October 2, 2014 \~/\~,;(b) sent~ email entitled FDL1-201-I-ITF0-00353 and 201-1-
Fl:'F0-0052 1 Final Response Part 1 (f -2) containing tv.o attachments. One attachment, entitled 
Final Response Partl.pt.ffv-.:as passv\ord protected and contained unrcdacted PII and Sensitive 
Pll, to include social security numbers, dates of birth, home addresses, phone numbers and email 
addresses for 51 individuals. 

On October 2, 20 14,!b)(~);(bllsent KbJ(6J;I an email entitled FW; FEJIA-20 I -1-FH0-00353 and 
201.:/-FlcF0-00521 Final Response Part 2 (2-2j containing one attachment entitled Final 
Response _Parr2a.pdf The attachment was password protected and contained unredactcd Pll and 
Sensitive PI for 123 individuals, five ofvvhich v.ere individuals also included in Final 
Response Parll.pdf 

A total of 169 individuals- information v.as released within the tv. a documents. 

""mo·. I nit• . .,,~ b)(6);(b)(7)(C) 

1 K_bl(6J;(b J(7l 

'" 

b )(6);(b )(?)(C) 

k. !(lit> 

l\lrOHl \ 

te: 

Septemh~r I, WI6 

""'II:-; o~r••ll 0\ lll\1""d'd ,pl,·h 1">1 ·'' "'" ... ,, ,,j ti'.c lkp..mmc'll t'l ]i<'nd,Ul<l "'c"L'"ll-' Pi .!JI~ dll·'. ~· <. '·''P-' ;l,;c·~tl\ fhHOI lfl~ l"lf:il.: C>l 
ln•rCd<•T l.:~l;CI..J ;t:uJ L> dbo.CTil:I1U[c"..J <•ni) (\~ J f[,:>.:d lo• 1 ilH·. I· '·' [,.c· r:t•pc"'1\ c.[ Thl" ( l::'c·c· l'f :r"p~c:nr I :~m·oJJ. Jp~ l\1• 

~ •• n1:Cur' dhlflhuw•n llld.• ht• mddc 111 "hl'!t ••r "' · . , rr·e lep,:trlmt:m" ' ' .:l1ll~' '·' d<•UC pP<"' ,h.lil•'''"'"''ll b• Ill~ 0t:ic, \'-I ' 
lirbr~Lll•r l:~nn~l ['ubi:•: ' ' .. ,, l!:,· ro.·rv-1 '"II nc <Jc•tcmnn~d '"ill~ (111[(~ ''' ilhN",l\·f <:c~~r. -'I '>·. <'-' r ro.tul!ic'OI/.ll~ i 
di,.l•·" • · ·· rcr_•'Tl m,l\ ~~'11:1 <II ·'"""IJi ,111] •·I "dfTll"h~~an,· rc.~l"~' i 

Pa.gc 1 of 2 ltc:m#: 3 
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OFFICE OF INSPECTOR GENERAL 
Depanment of llomelrmd Security 

Type of ActiYity: Personal Contact: Interview o~b)(6);(b)(?)(C) 
-

L('ase Nu mher: IlS -FE'-' !A-\\T 0- 14~1 "-3 6'--;;::;:;;;.,,.,I~C~a~'cce'-'I:'-'i"tl=e: FE\ !A F 0 I A Offi cc 

On August 31, 20 16j(b)(6);(b)(7)(C) land bj(6);(b)(?)( pccial Agents, the Department of 

Homeland Sccuritv DHS , Office of Inspector General, Washington Field OfTicc (WFO), 
intcrvic\vcd b)(6);(b)(7)(C) Disclosure Lnit, Federal 
Emergency Management Agency (FEMA), Washin rton. DC at WFO. The interview was in 
regards to a complaint filed bykbl(6);(b)(7)(C I (b)(6);(b)(7)(C) IJHS, 
FE\1A, >Jew York, :-.JY, alleging that he was sent Personally Identifiable In10nnat!On II) for 
dozens of FfJ'vL\ Employees and Applicants by the FEYIA Freedom of Information Act (FOIA) 
Office. 

·as issued an TKV form 27, Advice of Rights, Garrity.~~!~);(b)( read and acknowledged 
tpf"'----,-'' 
~is undc~standing before signing the document. ~~K~);(b)(frovidcd substantially the following 
tnformat10n: 

~!~\);(b)( orks as a~(b:;i)'ii(6C>);:;;(b:;i):C(?CC)(ii'c'>) -------------, iOr FEMA and is responsible for 

processing FOIA requests . .r sa . request processor, e 1s responsible for redacting the 
information before it is sent out to the requestor. 

At the timel(b/(~!;(b)lwas assigned the FOL\ requests fro '-""7"'"' 
and the oftice was ver) short staffed; down to only tv-:o peop e. There \Vas a big push to process 
as many FOIA requests as possible by the end of the fiscal year. bJ(~!;(b explained that he was 
under a lot of stress, and inadvertently sent un-redacted infonnation to b)(6);( !'he information 
was marked for redaction, but the last step of applying the redactions was not taken. Kb)(6);(b)raid 
that he \Ya'> the go-to person, and he had promised to get the response out. I le was rushed and 
made a mistake. 

b)(6);(b)( learned of the release of Pll \vhen he received a call [rom either one of the l- EYIA 
'~U~meys or his boss. [Agent"s Note:Kb)(6);(b)(l could not recall who contacted him. bu&t h'!'eO=__, 
remembered that the call was the first time he was advised that he had released PII tof~!~~H,~ 
After[~K~);(b)(~Ound out about the release, he said that his office put a policy in place wherein 
team leads review information before it is sent out. in an effort to avoid making the same 
mistake. 

'"arne, TiLle, Sig 
b )(6);(b )(?)(C) b )(6);(b )(?)(C) 

b)(6);(b)(7)( 
' . pcna gcn ~ept•mb~r I. 2016 

!\!PORT 
I his report IS ml~!l< the official u,;~ of th~ D~pMtmcnt of llomdam! Sccuril]. nr anj ~ll[ll\ r · "' " 'y l lrccll) from the Ol"ficc of 
rn~p~dor Gcru;raL and is d~>semmated on } or ow bas!<; 1 h1s rc G c pmperty of the Office of lnspectur General. and no 
~ccondary distribution mac- be mmk_ m v.h,llc or in part -, , ep dand Sccum~- "ithout prior authoriLatwn h: the ODic~ ol-

I 

lnspectur G<.Tt~ral. l'uhhc ava!l· · repon v.1ll be ddcrmmed h: the Office of Jnspcc dcr 5 L.S C 552 llnauthonz~d I 
~~ may re:.ult m cmninaL uvil. m admLmstratlv~ pcnaltie, ~ 

!"'-' FOR_\1- ·c !'age l ot 2 ],em'!-. 5 
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OFFICE OF !!\SPECTOR GEI\ERAL 
Dcpartr~1cnt Jf llome::md Security 

FEDERAL E:Vli'LOYEE WAR:-;Jl\G FORM 

You arc being asked to provide information as part of an investigation being conducted by the 
Office of the Inspector General into alleged misconduct and/or improper performance of official 
duties. This investigation is being conducted pursuant to the Inspector General Act of 1978, as 
amended. 

This is a voluntary intcrvicvv. Accordingly, you do not have to answer questions. T\o disciplinary 
action v.il! be taken against you solely for refusing to answer questions. 

Any statement you furnish may be used as evidence in any future criminal proceeding or agency 
disciplinary proceeding, or both. 

ACK'IOWLEDG \IE:'\'T 

I understand the warnings and assurances stated above and I am willing to make a statement and 
answer questions. No promises or threats have been made to me and no pressure or coercion of 
any kind has been used against me. 

I 
~ .. '?I 
' ' 

-.: 1me 

rb )(6);(b )(?)(C) 

(LOCUCiOLij 

b )(6);(b )(?)(C) 

(b )(6);(b )(?)(C) 

tb)(6);(b)(7)(C) l ~b )(6),(b )(?)(C) 

~Witness' Printed \,a • 
b)(6);(b 

b)(6);(b)(7)(C) t7\tr-\ Lrb-)(-6)7~b-)(-7)-(C-)--~--~----~~ 
(Ddle l imc) (Date Tim.:) 

Advice of Rights (Garrit)) 

I"'V FORM-27 (06.'13) 
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SWORI'i STATE'\IENT 

-------

I Date/Time: 

I County of: 

~-2_1- I~// '00Pttv,_ 

Jtr1i~t_l . ·-

(b )(6);(b )(?)(C) 

Office of !mpector General~ !nvesligatwns 
r.S.Dcpartment of Homeland Security 

-- ------

I .ocation: 

State of: 

i 

,I.,;I;T..,;:-;h;7'ru;c,----------Lh::_:_ereby make the follo\\ling sworn statement to 1' 

b)(6);(b)(7)(C) I 
l,-----------~---- v.,-ho has identified himself/herself to me as a Special Agent I 

I with the lJ .S. Department of Homeland Security, Office of Inspector GeneraL 

I have been made to me. 

(b )(6);(b )(?)(C) 

' ' l of~ 
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]\:o promises or threats 

I 

I 

I 
.. I ~)(6);(b)(7)( 

mtm s:_fv) 



SWORN STATEME:\T 

(b )(6);(b )(?)(C) 

·--. 
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----..__ 

------------
b)(6);(b)(7 

Initials: (C) 



SWOR:'I' STATEMENT 

STATEME:\T OF: 

r
b)(6):(b)(7)(C) I 

'----------1 
I have read this statement of _,? __ pages. It is true, accurate, and complete to the best of 
my knowledge and belief. I have been given an opportunity to make any corrections, additions. or 
deletions. b)(6):(b)(7)(C) 

1---

Subscribed and sworn (or affirmed) to before me this j I da) of 

_t\u'l'.ts!-_, _:Z..._Oi_~p _. at _ ~·~tl 'I 1'\ 
~lonth) (Year) {Cit)) 

-""-It_ 
(State) 

r )(6):(b )(?)(C) 

spectai Agcm 
L' .S. Department of llomeland Security 

Office of Inspector General 
Office of Investigations 

(b )(6):(b )(?)(C) 

aturc:) 

Page-~ or---""S 
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OFFICE OF INSPECTOR GENERAL 
Depanmcnt of I Iomeland Securil) 

ME\10RANDt:W OF ACTIVITY 

'l'ype of Activity: Other: Prosccutorial Declination 

Case Numhe~:~I~I 5~-~Fl~:~M~A--~Vv~T0-1413-~6~-- Case Title: FLMA FOii.-coccf"'fi-cc--

0 S b ( - (b)(6);(b)(7)(C) . - I D !'H I d S . Ot'fi n eptem er 1. 2 l16, Spccta Agent, epartmcnt o orne an , ecunty, Jcc 
of Inspector General (OIG). Washington Field Office, contacte~b)(6);(b)(7)(C) 
\llisdcmcanor Cnit, United States Attorney's Office for the Distnct of Columbta. to present lhe 
investigative findings, to date, regarding allegations that ~b)(6);(b)(7)(C) 

Kb )(6);(b )(7)( I f edcral l~mcrgcncy )..1anagemcnt Agency (fE\;M-;cA~).";Vv,i,ica"-shi:-i-':n:::g;-;to:::n;-.'D'-C~: ,-:s;-;·c"'n't "P"er"s:;;o"n,"'a[T.) yc:--_j 

Identifiable Information (PII) [or dozens ofFEMA employees and applicants t( (b)(6);(b)(7)(C 
(b)(6);(b)(7)(C) DJIS, FEMA, :--lew York, NY. ,~56J;(b)(7) stated that 
ecaus (b)(6);(b) sen d unintentionally, he would not accept the case for 

prosecution. 

Attachment(s): 
I. Declination Letter. 

(b )(6);(b )(?)(C) 
b )(6);(b )(?)(C) 

l 

'\am<, Tide, Si~n 
f--~--

_b)(6);(b)(7)( 
Special Agent r I, 20[(, 

li'ORr-
S<p!cmber I, Wl6 

"l h•' rcpmt 1s intended >old~ Dr ~ ufth<: Dcpanmcnt of !lomdand Sccunr:,_ or an~ <:ntH; r~~~1v o · ~~~., li-om the Offic~ ul 
h;pectm G~neraL and ,, tli~>cminaJ:cd only on a n~et to fhis re propen~ ul' the Ortice of Inspector CienaaL anJ no 
~~eum!ar., dhtributwn ma;.- be made, in I> hole cJr tn · ~ epartment o ~ ;-,~cunt~ 1'.1\huut prior authorintiim b~ the Office ,,f 
:tn,pcctor General Pt;t;;;;. · . 11 the rcpl'rt I'. ill be dctcrmim:d by th~ 0\li~c or !nspectm ~J~n~r S.C 552 lJnauthurl/ed 

· o t ,, r<:port ma., result m cnminal, ct\JL ur admmi_;;trati>e pcnalttc>. 
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,,~, 

~~· OFFICE OF INSPECTOR GE:'o!ERAL 
~'<·.o ,,~, Department of Homeland Security 

b )(6);(b )(?)(C) 

tJmted States Attorney 
District of Columbia 
555 4th Street, 1\W 
Washington, DC 20530 

. KbJ(6);(b)(7)(C) 
Attentwn: l 

September 2, 20 16 

risdemcanor Unit 

Subject; f:!b:;;)(:;-6);;:;(--'b)T,(?c;)(;;:C,) ==---n;~ _______ _jlfederal J:mergeney 
Management Agency·, \Vashington, DC 

Dearl(b )(6);(b )(?)(C) 

This letter is to confirm your September I, 2016 telephone conversation with SRecial 
Agent b)(6);(b)(7)(C) }[my staff, \vhercin you declined criminal prosecution offb)(6);(bl 
b)(6);(b)(7)(C) Federal Emergency Ylanagement Agency 
(FEl'viA). This office presented the matter to your o1Tice for determination of possible 
violations of United States law by the captioned subject. 

On October 2, 2014, ?J~~},(b sent two pass\vord protected email attachments that 
contained un-rcdacte Personally Identifiable Information (PII) and Sensitive Pll, to 
include social security numbers, dates of birth, home addresses, telephone numbers and 
email addresses for a total of 169 individuals. \\'hen intervie·wed, b)(6);(b)( ·tated that he 
marked the information for redaction, but failed to apply the rcdact~~~s to the document 
and the un-redacted information was sent out in error. (b)(6);(b ccepted full responsibility 
and apologized fOr the error. 

I he violation considered v.-as 5 USC *552(a), Records maintained on individuals. You 
declined prosecution in this matter becausel(b)(6);(b)(~ent the information by mistake, and 
thus the case would not rise to the level of prosecutwn. 

If you have anv uestions concerning this letter, please contact me at 70 
Special Agcn b)(6);(b)(7)(C) at 703 b)(6);(b)(7)( '-"---_J 

Sincerely. 

~·?;;? 
;= 

- :vi ark Task y 
Special Agent in Charge 
\Vashington Field Office 

' 
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