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Case Number: 2014S10012731

(b) (7)(©) () (7)(C) ) (b) (7)(C) ®O(C

On June 18, 2014, HUD, OIG, SID (b) (7)(C) (b) (7)(©O)

(b) (MH(C) WIVOM HUD-OIG issued
equipment (i.e. badge, credentials, weapon, government owned vehicle (GOV), other government issued
equipment, etc.) pending a fitness for duty evaluation (Exhibit 1). According tia(WX@I(®] the fitness
for duty evaluation was due to comments made on May 27, 2014, (b) (MH(C) 7)(C)
ntinued that upon taking possession REENGYY (@M GOV on May 28, 2014,
discovered documents containing personally identifiable information (PII) left “unsecured and
in plain sight in the backseat and trunk™ of the vehicle.

POTENTIAL VIOLATIONS:

Potential Administrative violations - HUD Table of Offenses and Penalties 0752.02 REV-3 -
® Section 10 - Loss, misuse of or damage to Government property, records, or information
e Section 34 - Standards of conduct violations not listed elsewhere in the Table of Penalties

Office of Inspector General Manual (OIGM) 1752 —Disciplinary and Adverse Actions
° Failure to safeguard the security and confidentiality of records, including personally identifiable
information (Electronic or paper format)
e Failure or delay in carrying out any proper order, work assignment or instruction, including
failure to comply/follow OIG policy or procedure

RESULTS OF INVESTIGATION:

This investigation established that GOV contained PII and case related documentation
when it was confiscated by however, no information was discovered to
substantiate the allegation that the PII and case related documentation was unsecure while in

(OXE)(®M possession.

Moreover, this investigation determined that [ Y@ O IDEBIGLS) under the guidance of

(WIGIOM -t IOIQI@M GOV, and its contents in visible view of the GOV back seat,
unsecure on two separate occasions, after the vehicle was confiscated. On May 28, 2014, parked

WIVIOM GOV on a public street, outside (b) (MH(O) overnight leaving the PII and
case related documentation in an unsecure manner (in visible view of the rear seat of the vehicle) until
the morning of May 29, 2014. Further, on the morning of May 29, 2014, under the guidance of

WIROIOIOMBIG parked the GOV in the HUD Headquarters garage, leaving the

PII and case related documentation in an unsecure manner (in plain sight of the rear seat of the vehicle)
and location. Review of the documentation obtained during the course of this investigation determined
that despite being advised, by HUD-OIG Office of Legal Counsel, to remove and secure the PII and case

related documentation from [[NOYOI®OI GOV on May 30, 2014, EOIOO) WIV(®] and

AR failed to properly secure the PII and case related documentation until June 2, 2014

In addition, this investigation revealed that upon confiscation of (WIV(®MN sovernment equipment
(Duty weapon, badge, credentials, GOV, ballistic vest, computer, mobile telephone, etc.), OYDI®)
2
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Case Number: 2014S10012731

(b) (N(C) | (b) (D) | b) (7)) (®TNO

was not given a HUD-26 custody receipt acknowledging thatw returned any government property.

Finally, this investigation disclosed that allegedly commented that [Jl§hought about,
“killing myself”, HUD, OIG
R on May 27, 2014. Nevertheless, waited approximately eight (8) hours before notifying
(b) (7)(C) OIQON 21leged comments. It was further discovered that after (b) (7)(O)
learned of IYYG(O M allcged comments, waited until the next morning,
approximately 12 hours later, to notify mmcted OIW(®] to confiscate
(WIGOMUS Government issued equipment. The investigation identified that was
not contacted by anyone ® (b) (MH(C) until approximately 35 hours after

(MOIOON allegedly commented that &hought about, “killing myself”.

DETAILS OF INVESTIGATION:

On July 16, 2014, SID photographed and took custody of the documentation, seized by JDYGI®)
from the inside of [ TY@NOIP GOV (Exhibit 2). A subsequent review of these documents revealed
documentation containing PII, income tax related material and case related documentation. SID
confirmed that the income tax documents were not obtained through public records searches or provided
by witnesses versus Grand Jury subpoenas, Inspector General (IG) subpoenas or Ex Parte orders.

On September 5, 2014,
surrounding the confiscation of
within the GOV (Exhibit 3). In this memorandum,
OIVOM GOV and “other HUD issued items”, from OXU(®W residence, at 10:30 PM on
May 28, 2014 at the directionjis through EROIGION vith IOYG @G being “carbon
copied”. NUF@I(@)eported in an electronic mail (email) that the vehicle was “in an extremely
cluttered condition” and contained “HUD OIG case related documents ...that possibly contained PII”.
According to pfter leaving residence with the GOV at 10:45 PM,
“immediately” informed of the vehicle condition and presence of possible PII and case
related documentation. continued that due to “the time of night... HUD-OIG Region 3 had
no secure facility to park or maintain the vehicle.” WIV(®)reported that stored the GOV in
the “garage | and drove it to HUD headquarters (HUD-HQ) the
following morning on May 29, 2014, as directed [ ( (b) (7)(C) said that at the
direction of [DYEIN®) BYQIR) and removed the PII from the GOV on June 2, 2014.
(WIVI(®)indicated that he and retrieved several documents to include individual tax returns, a
Quality Assurance Division (QAD) file, Indemnification Agreement, and a copy of a check.

stated that [letrieved these documents from the rear seat and trunk of the GOV and secured them in
in Washington, DC.

On September 24, 2014, IIOYOION was interviewed by SID (Exhibit 4). advised that

on May 28, 2104 at approximately 10:30 PM, and m-
ook custody GOV and HUD-OIG issued
equipment. acknowledged that there were case files, that contained PII, stored in his

GOV, which was parked within [[f§ocked garage. IIDYGION stated that B 2s 2 smartphone
3
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DIV NOIGER O10©

arage door and its status of being open or closed, and an alarm

application (app) that monitors

system Lhouse. continued that Wook the case related documents from the HUD-
OIG on May 27, 2014 to prepare for telework on May 28, 2014. [IDYQI®ONsaid

that gareviewed the documents during the day in WCsidential home office on May 28, 2014 and
returned the documents vehicle at the end of the day. According to Y@@ N the documents

were obtained and not as a result of subpoenas
or Ex Parte orders.

OXQ(ON stated that when [RY@I®) took custody ) HUD-OIG equipment,
A EOIW(@)advised that it was due to comments [RE& WIV(ON made FOYQI®)bout
(OIQ(® Mo the previous day (May 27, 2014). WIV(GNsaid [RIC® believes [l omments

were taken out of context (RSN DICHROYGI®M never intended on hurting himself,

On September 25, 2014, was interviewed again by SID regarding the comments "nade
about hurting himself (Exhibit 5). provided further details comments involving
hurting himself. [OYQUO®N said that afte interview operation on May 27, 2014,

OXW(®W made an “off the cuff comment” about “doing damage to himself”.

(OX(ONsaid the comment was used in an attempt to explain the level of pain that ‘Nas feeling
during a previous hospital visit. According to DY@ B&id not intend on hurting himself or
conveying that IO TOIG NN intended & said that when

WIW®] confiscated overnment issued equipment, J)X@U®) cave mployee Assistance

Program (EAP) paperwork, but that there was never any conversation regarding the case files or PII in
the GOV.

On September 26, 2014, [QY@IQ) was interviewed by SID (Exhibit 6).
HUD, OIG, W and e were detailed to

assist on an interview operation. advised that after the agents entered
fhe front door locked and was unable to be opened from the inside, which caused concern to
the agents. recalled that approximately one half hour after the interview started,
arrived at the interview location injgliGOV and parked in front of

stated that after I(YN@I@Y arrived, BRROXBI® “banged on the residence (glass storm) door” and
motioned for [EXEQI(@Wto come to the front door. [BYBLES believed the door could be opened from
the outside by JI(YXEU®N According to (WXWI(®Ndid not initially respond and remained
in IS0V until after [QI@I@ banged on the door a second time. [OX@L®) said that WIVON cxited
ﬁ;V but remained outside until the interview was concluded.

QAR stated that after the interview concluded, all of the agents got in their GOVs and left the area in

order to discuss the interview. According to [DY@I®) when the agents arrived at a location away from
the above referenced b) (7)(C) approached I )X@@P and the two spoke
outside of their GOVs. [QI@® recalled overhearing [(QX@I(®)cxpress concern that was

late and did not assist other agents when requested. [QX&I® continued that
appear to cry and become emotional during their (YO (OXWI(®M discussion.
stated that ‘jid not hear the entire conversation because lvas injiall chicle and moved away to

afford privacy [JIOYO IO EOIGE)
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(b) (7)) (b) (7)(C) | (b) (7)(C)

stated that on May 28, 2014 at approximately 10:00 PM, [jfjpssisted [Y@I@®)in confiscating

GOV and other HUD-OIG issued equipment. According to [QJ@X® after (b) (MH(C)
and he confiscated equipment, W was instructed to drive IO YOO GOV
from residence and park the GOV at residence. [OIQ® explained that
parked the GOV “on the street” in front o uilding. stated that the contents of
the GOV were not inventoried or discussed on the night the GOV was confiscated. BI&® advised that
Wlinoved the GOV to HUD-HQ on the morning of May 29, 2014 and parked it in the HUD parking
garage.

QIR reported that the contents of the GOV were inventoried on June 2, 2014. stated that the
GOV contained a substantial amount of items including Y@@ personal items, HUD-OIG
issued tactical equipment (vest, cuffs, baton, etc.), and paperwork (maps, documents etc.).
continued that besides the personal items and government issued gear, there were HUD-OIG case files
containing PII in a box within the trunk. [QJ@IEadded that the vehicle was very cluttered and
disorganized.

On November 5, 2014, [BJQIQ) was re-interviewed by SID (Exhibit 7). QIGLS) was asked to clarify
some of the information provided during nitial interview with SID pertaining to [INOYO®)
detail to assist [l an operational interview. clarified that [ROYQUO N did exit K&
vehicle and approach the front door after two attempts by to gain [EYXE(G MM attention.
AR continued that as [Y@I@N approached, B exited the residence through a rear door
with (b) (7)(C) and met (SY@I@Win the front of the house. According to RIGL® when

' (DX (GB went back into the house (b) (7)(O) into the house and

(OIYQOY remained at the front of the house by OIN(ONE GOV.

On September 26, 2014, FE)J@I(®) was interviewed by SID (Exhibit 8). WIW®]) was asked a

series of questions surrounding the facts and circumstance surrounding the confiscation and storage of
GOV and the contents contained within the GOV. FDY@I®)stated that immediately
after onfiscated YYEQIOIN GOV on the night of May 28, 2014, (d) (7)(C) of
the contents (PII and case related documentation) of the GOV and advised [Q&& (b) (7)(O)
there was no “secure parking” According to SIS instructed Wo
park the GOV at for the evening “because it was late” and to bring the GOV to the
HUD-HQ parking garage the next day. JX@U®)advised that Wiid not confirm the security of
(WIGIOMN for the GOV and its contents. When asked by SID, [DYQI®) agreed that the case
files located in INGO)YOUOM GOV were “secure” in (WIWIO M sarage but not on the street in

On October 8, 2014, FEF@I(@) was re-interviewed by SID (Exhibit 9). provided a more

detailed timeline of the incidents involving J{OYQION IOYAI®) stated that interview

operation occurred on May 27, 2014 at approximately 10:00 AM or 11:00 AM. recalled that
5
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(b) (DH©) 1 B (D) | (b) (DO

on May 27, 2014 at approximately 6:30 PM or 7:00 PM to report
(WXW(®M to report the

alleged comments. [E3Y@I(@)reported that [ffcalled
incident the following morning on May 28, 2014.

(WIV(®] continued that IO Y@@ attempted to contact
to the Inspector General for Investigation
| on the morning of May 28, 2014 with no
success. According to FOYGD®) (b) (TH)(C) (b) (7)C) EuGl

WIV®N and followed-up BOIQ(®)stated that
WXV informed ' had several telephone
reported the incident. FHYE@I®)added
(b) (7)(C) (WIYI(®N on the morning of May 28, 2014

to follow-up on [EEYFEI@ I comments about killing himself and WXN(®Nattempted to
minimize and recant his (WEINSTEIN’s) comments. (WXQI(®]stated that he contacted Merriman to

assist in confiscating government issued equipment on May 28, 2014, but [DY@DI®)
| (OXOI(®)] continued that|ig
then called to assist with confiscating government issued equipment.

On October 8, 2014, [DIQIQ}vas interviewed by SID (Exhibit 10).
participate in the interview operation with

interview operation, (b) (7)(C) (b) (7)(O) , left
the interview location and parked down the street, (WIW(®W cxited their vehicles an

stated I am usually a Merry-Man. But the minute you put our lives into danger...” aid

tha ediately pulled QU aside and both (RIS KBY@I@)Y got back into their vehicles to

give privacy [ OYOIOROIOCOEE did not hear any more of the
conversation but observed J(YEI(@P become visually upset, use a lot of hand gestures and begin to

cry.

On October 8, 2014, pras interviewed by SID (Exhibit 11). (b) (7)(C) scheduled
an interview operation for May 27, 2014 and due to safety concerns IR X@Q O M requested assistance
from ) MOERRY  (b) (7)(C) f(b) (7)(C) LR (WXWI(®N was late for the pre-
operation briefing and Y@@ W instructed IOYDION via telephone, to head directly to the
interview site and remain [ GOV to provide “eyes on” the front of the interview location.
According I(VIQION ROXGD®Nshowed up 20 minutes later and parked in front of the residence.

(WIQ(®Ftated that at one point [QIQ attempted to get EOXQI(® R attention to assist [HYDIG)

in the residence in opening the front storm door, which was broken and would only open from the
outside. feported thatw did not see [{{HY@N®NW ook up at the house “at all” and that
remained [QI vehicle for the entire operation.

pdvised that after the agents left the interview location, they reconvened at a location away
stated that [ffexpressediill disappointment with
became emotional and cried. According WIOON said that k&
was in so much pain that itially\ek reported that
had not spoken to [YXE)I®W since this incident. pvas again asked by SID if nmad any
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(b) (7)(C) ) (7)) | (b) (7)(C)

further contact with after their argument after the interview operation on May 28, 2014,
pas informed that reported to SID that || took it upon fo

on May 28, 2014 in the morning to “follow-up” with comments

then recalled contacting on the following morning on

May 28, 2014 and said it was o own accord. hsked “if Rvas
“tried to downplay” [pomments

serious about YY) I(G WM and the
On October 8, 2014, SID conducted a review of emails between [JOID IO KR

contact

stated that Jf§eported this conversation to

WIGON (Exhibit 12). An IOIOI(CIN WIV(®)
May 28, 2014 and () (7)(C) OIG(OM 2nd [OYN®)] o piace WOYA(ON on

administrative leave pending a fitness for duty examination, confiscation of government issued
equipment, and potential disciplinary action.

On December 12, 2014, BROYOI@ M v as interviewed by SID (Exhibit 13). stated
that on May 28, 2014 between 5:00 PM and 7:00 PM [llvas contacted by and informed that
(WIV(®N had made suicidal comments on May 27, 2014. When asked about the

reason for the delay in reporting alleged comments [OIQIC I Y@ (@M stated tha
was not aware of any delays in reporting comments from NG TGO ENOYN®) or
from [DY@I®) to
(XW(®M continued that after several hours o ( .
() (NE) 1 ) (NEC) - (b) (7)(C) [FRABHEY () (7)(C) () (D(O)
instructed FOX@IO) to sccure [P THI@ MM 2overnment equipment. (WXO(GM related that &
(WIGQORN GOV was parked “on the street” or “in the driveway” contrary to all other
WIQOMN 2dvising that the GOV was secured in [N OYQI@ MM ocked garage.
WIG(ON stated that f‘assumed” INOYBIOI GOV would be “safeguarded” by ROYHIO)
OIV(®M advised that id not know the exact location of where or how the GOV would be

stored after the GOV was confiscated by YR IO RNICOIRE (WIW®M did not recall being
notified that there was unsecure PII in GOV on the night of the confiscation.

stated that contrary recollection, did not tell
where to store [{OYQDIUGIM GOV or to park it at sidence for the evening,

(OIQ(O stated that after the GOV was placed into the HUD garage, JI@I(®] did not remove

the PII for the GOV becausciii IfOYGIOY was treating the GOV as a “crime scene” and
( did not know whether SID K& ould be investigating the issue of the unsecure
PII. admitted that neither QIO FIWY@I®) contacted SID to seek guidance or to

clarify the proper course of action regarding the unsecure PII. When asked why there was a delay in
removing the PII from the GOV once it was parked in the HUD garage, even though FY@QU®] was
instructed to do so stated that Was not aware of any delay in removal of
the PII from the GOV that JJ§lid not believe that there was a breach of PII:
however, Wclated that [ielieved that HUD-OIG needs to provide more training to employees who
typically safeguard PII in a “sloppy” manner.
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© DO 1 OO O DO

PROSECUTORIAL COORDINATION:

(®) (1)(©) 1 () (7)(©)

®) (TX(©) ®) (MO | 1®) ®)
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