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NATIONAL SECURITY AGENCY 
FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 103843A 
2 January 2019 

JOHN GREENEWALD 
27305 W LIVE OAK ROAD 
SUITE #1203 
CASTAIC CA 91384 

Dear Mr. Greenewald: 

This responds to your Freedom of Information Act (FOIA) request of 
20 March 2018, for Intellipedia pages on "Anthrax." As stated in our initial 
response to you dated 11 April 2018, your request was assigned Case Number 
103843. For purposes of this request and based on the information you 
provided in your letter, you are considered an "all other" requester. As such, 
you are allowed 2 hours of search and the duplication of 100 pages at no cost. 
There are no assessable fees for this request. Your request has been processed 
under the provisions of the FOIA. 

For your information, NSA provides a service of common concern for the 
Intelligence Community (IC) by serving as the executive agent for Intelink. As 
such, NSA provides technical services that enable users to access and share 
information with peers and stakeholders across the IC and 000. Intellipedia 
pages are living documents that may be originated by any user organization, 
and any user organization may contribute to or edit pages after their 
origination. Intellipedia pages should not be considered the final, coordinated 
position of the IC on any particular subject. The views and opinions of authors 
do not necessarily state or reflect those of the U.S. Government. 

We conducted a search across all three levels of Intellipedia and located 
documents that are responsive to your request. One document is enclosed. 
Certain information, however, has been deleted from the document. 

This Agency is authorized by statute to protect certain information 
concerning its activities (in this case, internal URLs). Such information is 
exempt from disclosure pursuant to the third exemption of the FOIA, which 
provides for the withholding of information specifically protected from 
disclosure by statute. The specific statute applicable in this case is Section 6, 
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Public Law 86-36 (50 U.S. Code 3605). We have determined that such 
information exists in this record and we have excised it accordingly. 

In addition, personal information regarding individuals has been deleted 
from the enclosure in accordance with 5 U.S.C. 552 (b)(6). This exemption 
protects from disclosure information that would constitute a clearly 
unwarranted invasion of personal privacy. In balancing the public interest for 
the information you requested against the privacy interests involved, we have 
determined that the privacy interests sufficiently satisfy the requirements for 
the application of the (b)(6) exemption. 

Since these deletions may be construed as a partial denial of your 
request, you are hereby advised of this Agency's appeal procedures. If you 
decide to appeal, you should do so in the manner outlined below. 

• 	 The appeal must be in sent via U.S. postal mail, fax, or electronic 

delivery (e-mail) and addressed to: 


NSA FOIAjPA Appeal Authority (P132) 

National Security Agency 

9800 Savage Road STE 6932 

Fort George G. Meade, MD 20755-6932 


The facsimile number is (443)479-3612. 

The appropriate email address to submit an appeal is FOIARSC@nsa.gov. 


• 	 It must be postmarked or delivered electronically no later than 90 
calendar days from the date of this letter. Decisions appealed after 90 
days will not be addressed. 

• 	 Please include the case number provided above . 
• 	 Please describe with sufficient detail why you believe the denial was 

unwarranted. 
• 	 NSA will endeavor to respond within 20 working days of receiving your 

appeal, absent any unusual circumstances. 

For further assistance or to discuss any aspect of your request, you may 
contact our FOIA Public Liaison at foialo@nsa.gov. You may also contact the 
Office of Government Information Services (OGIS) at the National Archives and 
Records Administration to inquire about the FOIA mediation services they offer. 
OGIS contact information is Office of Information Services, National Archives 
and Records Administration, 8601 Adelphi Road-OGIS, College Park, MD 
20740-6001; e-mail: ogiS@nara.gov; main: 202-741-5770; toll free: 1-877-684
6448; or fax: 202-741-5769. 

Please be advised that records responsive to your request include 
material containing other government agencies' information. Because we are 

mailto:ogiS@nara.gov
mailto:foialo@nsa.gov
mailto:FOIARSC@nsa.gov
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unable to make determinations as to the releasability of the other agencies l 

information, the subject material has been referred to the appropriate agencies 
for review and direct response to you. 

Sincerely, 

fwJ7 1u 
~ 

JOHN R. CHAPMAN 

Chief, FOIAjPA Office 


NSA Initial Denial Authority 


End: 
ajs 
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llNCLASSIFIED 
From Intdlipcdia 

ArHhra:\ is a serious illness caused b) l3acillus anthracis. an cncapsulakd. sporc-forming. large. gram-positive. m:robic (gr()\\~ in the 
presence of air). nonmotiic (unable to movc independently). rod-shaped bacterium. II is primarily a disease of plalH-cating animals 
(herbivores): c·allie. sheep. goats. horses. and swine arc the usual hosts. The bacteria grow within thc host. and sporulation occurs 
when thc bacteria arc o;posed lei oxygen or adverse growing conditions. Virulent strains of B. anthracis producc a protective capsule. 
composed of poly-D glutamic acid. and two protein exotoxins (called the lethal and the edema toxins). 

B. anlhracis is found in soil (particularly dry soil) as a resistant spore that may persist for years under suitable environmental 
conditions. Spores vegetate in the soil when the I'll and temperature conditions arc favorable. The bacteria arc found most commonl) 
in areas with somewhat neutral soil (pH 6 to 8.5) and during periods of both drought and nooding. Flooding allows th~ bacteria to 
accumulate at the ground surface in low-lying areas. Subsequent drought affords conditions for e-'posure of the spores. The areas of 
the world where anthra\ is endemic (prevalent) in animals arc the i\·liddle Easl. Africa. and many paris of the Americas. including 
sections of the United States. The spores are vcry resistant to heal. disinfectants. sunlight. and other environmcntal factors. When the 
spores arc inhaled. they convcr! to the vegetative form. establish an infection. and. as they multiply in the hosl. produce highly lethal 
to\ins. The usual course oflhe disease in large ruminating herbivores (callie. buffalo. sheep. goats). is sudden death. \Vith se\erc 
bloating. In horses. the disease may present as sudden death or colic. In pigs and dogs. often the lymphoid tissues around the head 
s\\'ell. making it di tlicult for the pig to swallow. so they appear to be cilllking. 

There are three primary classifications of human infection by B. anthracis: cutaneous. gastrointestinal. inhalational. The incubation 
period of anthrax is I to 7 days. "ith most cascs occurring within 2 days of" e:-;posure. The infection usually lasts rrom ,) to :; da) s. 
Each form of infection is unique with its own characteristic symptoms. 
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History 

Quite possibly. anthra\ is the most widely feared of any biological weapon. The endospore forming ability of" this bacteriulll makes it 
e\trerncly resistant to unfavorable environmental conditions. and the spores constitute the dominant infective form. The spores can 
SlIrvivc in the soil for over lifty years and arc not e"en killed in boiling water. Inhal;lIion or ingestion orthe spores produces I;Halitics 
closc to one hundred percent of those infected. cven with aggressive tn:atment. Due to its high lethality when inhaled. an aerosol or 
this particular agent has been the foreillost focus of study by various military organiz..ations. These bacteria have been responsibk 
nUlllerous times throughout history for various plagues Hnd chieny manifest themselves 3mong infected indi\·iduals as the cutaneous 
disease. Rohert Koch first i,olated the bacteriulll responsible for anthrax in 1877. and Louis Pasteur used the anthra:\ disease to create 
t\1(; lirst live bacterial vaccine in 1881.2 The first documented case of infection by inhalation oCCUlTed in England in tile latter hal I' of 
till' 19th century. Industrial processing of sheep \\llol at this time gave rise to airborne pathogens and earned it the name. woolsorter'~ 
diseas(;.1 Since then. various nations have developed programs to take advantage or its lethality and resilience. The United States did 
e\tensivc testing on its usc as a biological wcapon during the 1950's ami 1960's. i'dost notably. an accident at a l11ilitary research 
facility in Sverdlovsk. Russia. in 1979. resulted in the largest antbra.\ epidemi( this century. Other countries have also pursued 
programs addressing the developmcnt orthese bacteria as a weapon. I\ppro:-;illlately I :"0.000 service mel11bcrs during tbe Persian 
Gulf War were inllllllnized "ith the anthrax vaccine in anticipation ora po~~iblc biological attac" by Saddam Hussein.) Although 
there arc n0 data indicating that anthrax was used during this conDie!. accurate detection is ditlicult and the usc ol'thesc agcnt~ 
remain, doubtful. 
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The vastmajorit) (95"0) oi'anthra.\ case~ arc cutaneous. whik cases involving inhalation and ingestion arc rar more rare. I About 
25% ofuntrc<lled cutaneous cases arc rat<lL most of which result wben the infection il1\'"de5 the bioodstrcaill. known as septicel11ia.~ 



tQllolVin'l inilial inoculalion , Ihe incubation pcriQd i~ aroulld I to 5 days . The firsl vesicle appearing eventually ruplure~ 10 leave a 
Doc IDilB..%7ib?"lack ulcer. The l'sc hnr i~ painless. bUI malaise, hcada~he. and fever usually accompan) Ihe disease . A fler ::!-.1weeks. Ihe 

eschar separales and Ir:avcs a sear.l Inhalalional 'lIl1hmx. on Ihe olhcr hand. is far l110re dendl). II begins aftcr an incubation period of 
"boul 110 (, days and is aCl"Ol11panied h~ Ihe same IHJnspecifi.: symploms as cUlalleous alllhrilx: malaise. faligue. and fClcr. 
:\ddilionall). Ihere I11n) be a non-produclive cough and mild l"hl:st disl'ol11 fo rI. These sYl11ptoms lasl aboUI 2 or.1 days and then there 
may even be a brief period o f improvement. after which the suddell onset of respiratory di stress occurs alollg wilh d~ spnea. slridN. 
c)anosis. illcreasing chesl pain. and diaphoresis':; Chesl X-rays cOl11l11only reveal a characleristic widening of the l11edi01stinulIl . O1nd 
pnelll110nia and meningili s also frequenlly accoll1p01n~ Ihe disc'ase . Shock and dealh 1011011 Ihe onsel (,t"rc'spiralol) di stress wilhin 2.J 
10 ~6 hours. I Gaslroinlcstinal anllll<lX has O1boutlhe same lime of incubalion. and begins II ilh nonspecific symploms of nallsea. 
vomiling. O1nd fever. fa llolled by severe abdominal pain . Pl'rsons infecled usually die soun after. as wilh inhalaliona l anlhra.\ . 

Diagnosis 

rhe del 'elopment of clitaneOIl, anthrax can be traced 10 ur linked 10 thl' appearanl'e of a painlt:ss prllrilic papule. I'esicle. or ulcer'often 
wilh surrollnding edema. th en develops inlo n black eschar. Inhalational nnlhrax remains I·ery difficult 10 identif) dlle to Ihe 
nonspeci lie symploms assoc ialed lIilh Ihe disease. Respi rator) di fficll It) in associalion II ith radiographic cvidence of a widened 
medias tinllm. the presen.:c of hemorrhagic pleural dTIIsion. or Ilclllorrhagic mcningilis sholiid suggest a diagnosis of alithrax.1 ,\gain. 
like inhalational anlhrax. gastrointcslinal anthrax is very dirliuililo diagnose becallse oflhe nonspecific 5) mptollls . ;"·lost reports \~f 
this type of anthrax an: diagnosed in accordance with a hislory of .:onlaminaled l11eal ingestion in a particular area.3 RClrospcclivel) . 
serology usually rel'cals antibody developmenl in respon se 10 Ihe disease. and gram staining will IlSlially delcclthe prescnce of the 
bact erin . I These obserl'alions. IInfortunalely. cannotllsually be made IInlil very laiC inlhe dewloplllcni oflhc di seasc . 

Treatment 

Almost all inhalalional anlhrax cases in \I·hich trealmem was begun afler palienls were significanlly symplomatic hal'c been falal. 
regardiess of trcallllcni. Pcnicillin has bt'en regarded as thc treatl11enl of choice. with 2111illion units given inlrOlvenolisly cvcry:2 
hOllrs. Tetracyeline:s and erythromycin have been recolllillended in penicillin allergic palients. Thc vast majorilY of nalural l), 
occurring emlhrax strains are sensilive in vilro 10 pcni.:illin. Ilowcver. penici llin-resistant sirains e,ist 113Iurall). ,md one has be.:n 
recOVl'red from a falal hum<ln case. i\·lorcover. il might nol be dillicull t()i" 0111 adversary 10 indul:e resis tancc 10 penicillin. 
tetral:yclines. erYlhromycin. and many olher antibiolics through laboralory manipulalion of organisl11S. /\llnalurally occurring slrains 
teSled to datc have heen $t'nsilive 10 erythroillycin. chioralliphenicoi. genlamicin. and cipronox;Jcin. In the absence or infornlO1lion 
concerning anlibiotic sensilivity. tn:atlllcnt should be insliluled at Ihe earliest signs of di scase wilh intravenous eiprollo:o.2cin (.JOO mg 
II 8-12 111"5) or intravenous doxycyclinc (200 I11g initially. followed by 100 mg 4 J::! hrs) . Supponi\'c thcrap~ for shoc h. Illiid volume: 
de lieil. and adequac'Y of airway llIay illl bc needed . .> 7 

Prophylaxis 

Trealllleni with <lnlibiotics no later Ihan olle dil) Ic) llowing Ihc initial inoculalion can IIsually pn:vcnl dealh . 1 Olherwise. th.:: hesl 
prntel"lion possible frolllihis disease is activc illllnllnizalionl"Ollibined wilh antibiolics. Thc :,.,'ichigan Deparllllclll of Public Health 
cUITl'nlly makes Ih.:: only licensed human \ ·,l.:cine against anthrax. which was "pprol'ed by lin: FDc\ in I97::!. V;Jcl"int' schedule is 0.2. 
(lnd.J weeks. with a booster al G. I:!. and 18 months .. 1 Yearly boostcrs are given following Ihis initial scric's . Up In 6°" oflhe vaccine 
recipienls will sholl' mild disc(llllli.\l"l allhc location oflhe inoculalion. l.ess than 1% \\'ill experience a lIIore severe local reaclion . 
Oc.:nsiol1illly, eipronoxacin is given for known or illllllinelll exposure . I 

Decontamination 

InSlrulllents or materi01l s lI sed during procedures or aUlopsies involving in\Ccled individu;lls should be thorough I) disinlccll"d wilh a 
sporicidal agelll su.:h as iodine or chlorinc. as normal disinfectanls will not deslroy Ihe spores.::! All olher excrel11ents or nuid s sholiid 
he halldled with C<ire alld Irealed appropriatel) . 
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