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Welcome to the i :
Law Enforcement Information Exchange

LInX - the Law Enforcement Information Exchange - is an advanced information
sharing system and analytical data warehouse containing information from participating
state and local law enforcement agencies located within the a regional LInX

system. LInX is a joint initiative sponsored by the Naval Criminal Investigative Service
(NCIS) of the U.S. Department of the Navy and various regional and local law
enforcement agencies located throughout the nation.

RESTRICTIONS ON THE USE OF LINX DATA

The data from the LInX system is not considered and should not
be used for original documentation for probable cause from any
participating agency. Use of the data is controlled by the LInX
Rules of Operation for each regional LInX system. Contact you
system administrator for a copy.

Logging into LInX

When a user initially attempts to log into LInX, the LInX Rules of Use Agreement is
presented.

JTESTER @ LInX Rules Of Use Agreement

Logaout | )

Al information contained within LinX that was submitted by law enforcement to be shared only by other law enforcement agencies, which
agencies are both permitted and restricted by law to handle Criminal Histary information and Juvenile information and other confidential
information within the context of state and federal law, is to be considered "sensitive law enforcement” information, In order to maintain
the integrity of this sensitive infermation (as defined above] it will be accorded proper management and security, and will enly be handled
by personnel who have been back grounded for law enforcement work and who have been trained in the appropriate handling of such
sensitive information as requined by state and federal law. Activity associated with any aspect of the LInX information sharing system is
subject to detailed monitaring and audits of all activity to protect against improper or unauthorized use, sccess or dizsemination of
“sensitive information”. Unauthorized use, which includes requests, dissemination, shaning, copying or receipt of LInX information, could
result in civil proceadings against the offending agency and/or criminal proceedings against any user or ather person inveolved. Violations
or misuse may also subject the user and the user’s agency to administrative sanctions and possible disciplinary action by their agency,
subject to due process, against its employes(s) and could result in LInX access termination or termination of the LInX agreement with the
offending agency invalved, Accessing the LInX system by any individual or agency constitutes their consent to the monitering of sl LInX
related activities and consent to the suspension or termination of their access privileges during or following any audit.
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Selecting the | Do Not Agree button immediately returns the user to the login
screen.

Selecting the | Agree button allows the user to continue to the next LInX screen.

The LInX Rules of Use Agreement will periodically be reintroduced to the user after

initial acceptance as a means of reacquainting the user with the rules and requiring the
user to continue agreement.

Challenge Questions

The next screen the user will encounter is the Challenge Questions screen. Users

will be required to select challenge questions and provide answers to them upon
initial login to the system, or after a password reset.

B)(7)(E)

The following image shows the Change Challenge Questions screen with an
example of the 10 questions available for selection.



LInX Overview

Challenge Questions @

Challenge Question 1:

Select 3 challenge questions and provide answers, answers are not caze-zensitive, and then click the Save button.

Answer:

Challenge Question 2:

|Se|e|:t a challenge guestion.

Challenge Question 3:

BNE

3 Cancel

NORTHROP GRUMMAN

After all 3 Challenge Questions have been answered, click the Save button to

save the responses.

(B)(7)(E)

Additional help with Challenge Questions can be found within the Challenge

Questions functionality by clicking on the Online Help button @] located in the
upper right-hand corner of the Challenge Questions screen under My LInX.

LInX Home Page

INFO CENTER

The Info Center screen contains links to a number of sub-screens that provide a way for
users to find out the latest information regarding the LInX system. The main screen is
also the default LInX Home page. The Info Center screen can be accessed by clicking
either the Info Center or Back to Home links located in the navigation menu bar along

the left side of the screen.

Mobile Version:
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Once a user is logged in to LInX, a link to the Mobile Version of the application is
provided at the top left of the screen (under the Userid). The user can toggle
between the mobile version and the desktop version of the application using this link
and the Desktop Version link found on the Mobile Search screen.

ITESTER Welcome Back!

Logout | ) Mobife Version

System Status
= Back to Home s "

sSystem s fully operational

AN

* My LInX
 Guery Toolks *Hew®™ - 4.2 testing is underway.
» Feedback
11“-;*““\-% P ’-\.h-'l_ _ﬁ.!-\. Al e e ety =i L J.‘! B

The Mobile Version link offers a more streamlined query/result capability for use
with mobile terminals, and is available from all screens, except Link Analysis,
Feedback, System/Security Administrator screens, or when a user is viewing the
application in Night Mode.

LInX Integration

|' Search I | Load Query 1' Clear I

Neighborhood:

OB
/ ! [-- select Sites -- =]
Age: | -
DL #: | ST: | Available Sites:
*Tag #: ST

W LINX IWV3 SYSTEM

[ LINX DATA REVIEW 1
CSZ: |

*Misc ID: | r LINX DATA REVIEW 2
Purpose: [TEST

* Enter value in at least one of these fields. @

System Status:

The System Status section contains information about the system, such as when
the system will be down for maintenance and/or upgrades. Selecting the Back to
Home menu option from the navigation menu will return the user to the main Info
Center screen.

New In LInX:

The New in LInX section contains information about the system and/or Governance
Board to inform users and administrators. Selecting the Back to Home menu option
from the navigation menu will return the user to the main Info Center screen.

The New in LInX section also contains a link to a PDF of Success Stories that have
been posted, as well as the LInX New Features PDF.
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Agency Information:

The Agency Information section includes a number of links that provide specific
information about the agencies associated with the user’'s Regional LInX system.
Selecting the Back to Home menu option from the navigation menu will return the
user to the main Info Center screen from any of these sub-screens.

= Agency Statistics

The Agency Statistics screen shows the user which agencies have data

in the system and when the data was last updated. (b(7)E)

(b)(7)(E)

= Agency Contacts

The Agency Contacts screen displays agency address, agency head,
agency records division, and agency LInX Point of Contact (POC)
information. Each agency's Systems Administrator is responsible for
keeping this information up-to-date.

= LInX User Directory

The LInX User Directory screen allows users to query LInX to find user
contact information for an individual, an agency, or the entire LInX
regional system. This area is built as a convenience to encourage
collaboration and de-confliction amongst users in the LInX regional
community.

Training:

The Training section contains a number of links that provide additional resources for
the user, including LInX User Guides and videos. Selecting the Back to Home
menu option from the navigation menu will return the user to the main Info Center
screen from any of these sub-screens.

Training

*Tools

sllzer Guide

«CJuick Tips

+n-line Refresher Training
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=  Tools

The Tools section contains links to download Adobe Reader and Adobe
SVG 3.x, which is required in order to use the SVG version of Link
Analysis.

= User Guide

Clicking the User Guide link opens a PDF of the current LInX User
Operations Guide in a separate browser window, which can be printed
or saved by the user. The User Guide is a single location containing all
the individual LInX Help topics that are available via the Help icon [

)

The PDF window may be left open, minimized, or closed separately
from the LInX application window.

= Quick Tips

Clicking the Quick Tips link will open a PDF of the General Tips for
Searching LInX document in a separate browser window, which can be
printed or saved by the user. This document provides general tips to
assist the user in conducting various searches in LInX.

The PDF window may be left open, minimized, or closed separately
from the LInX application window.

= On-line Refresher Training

The Online Refresher Training area of the Info Center screen contains
online resources, such as PDFs and videos, to provide the user with
information about LInX background, LInX functionality, and suggestions
on how to conduct the most efficient searches.

MENU OPTIONS

Availability of menu or button selections is based on user privileges. For example, if a
user only has Tactical or Analytical search authority, the user will not see any of the
Administration menu options (System Administration, Security Administration, Data
Administration).



LInX Overview

SELF-SERVICE PASSWORD RESET

This functionality allows a LInX user who has forgotten their password to initiate a self-
service password reset without assistance from the System Administrator. This feature
is only available to users who have previously saved the answers to their security
guestions AND the e-mail address associated with their LInX user account is valid.

After typing in an incorrect password, the login screen will be re-displayed with a "Forgot
my password” link. Clicking the link will redirect the user to the Self-Service Password
Reset screen.

, ,J_H:h

ko) L]l X

q

\..__:u-u‘-

V&v3
LAW ENFORCEMENT INFORMATION EXCHANGE

: Ty =3
A&l information contained within LInX that was F e

submitted by law enforcamant to be shared only by
- othar law enforceamant agencies, which agencies are
bath parmitted and restricted by law to handie
‘ Criminal History information and Juvenile
information and other confidential information
| within the context of state and federal law, is to b-l
‘considered “sensitive law enforcament” i
In order bo maintain the integrity of thiz sensitive
information (a5 definad abova) it will ba accordaed
proper management and security, and will only be
handled by personnal whe have bean back
 grounded for law snforcament work and who have
 baen trained in the appropriste handling of such
‘sansitiva information as required by state and
Federal law. Activity associated with any aspect of
tha LInX infermation sharing systam is subject to
 datailed monitaring and audits of all activity bo
protect against impropar or unauthorized use.

sccass or disgamination of “sensitive information”.
Nimmibhacisad vina whick frshidas ramoante

After entering a valid LInX User ID and correctly answering the security questions, a
new temporary password will be e-mailed to the e-mail address associated with the
User ID. The temporary password is only valid for 24 hours. If the temporary
password has not been used within the 24 hour period, the user must repeat the
password reset process.
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Self Service Password Reset

Enter your LInX user name to begin the Self Service Paszword Reset.

My LInX user name is:

Mi#l | Cancel

=]
(=]
o

Proparty of the U.5. Government {v4.0.0.5)

NORTHROP GRUMMAN

If the user account has been locked out by too many incorrect login attempts, or by
answering any of the security questions incorrectly, the user must contact their System
Administrator to reset their password.

If, for any reason, Self-Service Password Reset cannot be used, the user will receive a
message to contact their System Administrator for a reset.

Windows Internet Explorer il yi x|

' E Self Service Password Reset cannok be used For your account, Please contact wour syskemn administrator ko reset your password,
L]

The user will be required to change their password upon logging into the LInX system
with the temporary password.

PASSWORD EXPIRATION NOTICE

LInX user passwords are set to expire every 60 days. When there are 14 days left until
the password is due to expire, a Password Expiration notice will appear on the screen
during the login process. The user can continue the login process by selecting to skip
the Change Password Now option. The password expiration message will be repeated
at each subsequent login until the 14th day, when the user will be forced to change their
password. If the option to change the password is chosen, the user will be taken
directly to the Change Password screen.

If the user continues to use the system without changing the password, an alert

message will appear on the LInX startup screen indicating how many days are left to
make the change.

Welcome Back!

* Remindsr: Your password will expire in 8 daps.
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INACTIVITY

The system will automatically log off a user after a period of inactivity on the system as
determined by the security accreditation rules. Prior to being logged out, a Session
Timeout alert message will appear, advising the user that the session will time-out in
about 2 minutes, and asking the user if they would like to extend their session. If
Extend Session is selected, the user will remain logged in for an additional 14 minute
period.

will imeout in about 2 minute{s).

to extend your session?

If Logout is selected, or no selection is made within 2 minutes, the user will be logged
out of the system and retuned to the Login screen. The user will be required to repeat
the login process if this happens.

LOGGING OUT

The user can log out from any of the LInX menu or functional screens by selecting the
Logout option located in the upper left-hand corner of the Navigation menu. After
logging out, the user will automatically be taken back to the Login screen.

Exiting the system by closing the browser window instead of logging out will result in an
automatic logout. The user will have to go through the login process to regain access to
the system.

SCREEN SELECTION

Each screen in LInX provides a way to navigate to other screens within the system. A
menu bar (sometimes called a navigation tool bar) along the left side of the screens
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allows the user to select the specific LInX functions to be performed. The user's ID is
displayed at the top of the menu.

LINXUSER

Note: Slight variations in Logout | Maobile Version
screen options may occur
between different LInX
regional systems. # Back to Home
Functions that are
available only in specific

regions will be identified + Query History
in this document.

¢ My LInX

+ Query Tools

+ Feedback

+ Info Center

Some menu items will have sub-menus, allowing the user to select specific screens
within the general function area. After a selection has been made, the functional area in
which the user is operating will be highlighted and the screen that is in use will appear in
bold:

WATCHUSER2

Logout | Mobile Version

= Back to Home

v Query History
My LInX

= Query Tools

- Tratfic Stop Search
- Express Search
- All Baarch

= Pavn Search

v Feedback

+ Info Center

DAY NIGHT MODE

10
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This capability allows the user to toggle between Day Mode and Night Mode using the
Sun/Moon icon located under the user name. A screen in Night Mode will have a darker
background, and colored text and input fields so it does not impair a user’s vision in a
car at night. The following screen shows the main screen in Night Mode. Note that any
screens that are only available in Day Mode will not be visible when the display is set to
Night Mode. For example, Link Analysis, Mobile Version, Help screens, System
Administration, Security Administration, Feedback, and View Reports are only available
in Day Mode, and therefore, not visible in Night Mode, as shown in the screen below.

vavs
LAW ENFORCEMENT INFORMATION EXCHANGE

ERROR MESSAGES

Error messages will appear in pop-up windows when an error is made or a process has
not been completed properly. By clicking the "OK” button, the message will be cleared
from the screen so that the screen activity can continue.

! E Usat Alraady Logged In
QK

NAVIGATION/PROCESS SELECTION BUTTONS
Navigation buttons on each page start the process selected and take the user to the

next process page. The buttons are clearly labeled to indicate which process is being
selected.

11
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SAME PAGE NAVIGATION

Same-page navigation tools are used to move around and to select specific actions on
a single screen. These tools are described below:

Moving Between Fields:

The user can "mouse” from field to field or use the Tab key to move between
fields. Either technique can be used to enter data in a field or to move between
fields.

Last Name: First Name:

Scroll Bars:

Scroll bars are provided when the information shown on the screen cannot be seen
all at once. The horizontal scroll bar enables the user to view items that are not
visible to the right or left of the window. The vertical scroll bar enables the user to
view items that are not visible on the top or bottom of the window. If there is hidden
text, a slider bar will be visible. The hidden text can be viewed by selecting the
slider and moving the cursor in the direction of the hidden text, or by selecting the
up or down arrows on the slider bar.

This information should be reviewed carefully a
for completeness and accuracy. Contact the
agency office for any updates. Permission to

use the information must be obtained before it

is disseminated in any form or used in any ;I

12

Tabs:

The Link Analysis screens have folder tabs along the top of the screens that allow
the user to move from one tab to another by using the mouse to click on the desired
tab.
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@ Query Tools - Link Analysis 12 Searching IVV3-DR1/2

Query |! Chart ” Table |
Justification: | required e
People Characteristics () ExactSearch () Thesaurus Search () Assisted Search
® Last Mame: First Name: Middle Nane:
o - ... .
| | [
o N A lia DoB: {HEDDI‘H’T\' ar YYYY) ﬂl‘_l] 1D Search: (FBI, SID, SSN, DL)
= = +-
Current Age: (yrs) Age at Time of Event: (yrs) Decupation: contains
to| to| |
_ﬂ-nt_l-r[ 1 Race: Eye Color:
W W | b
Height: Waight: (Ibs) Hair Color:
[(Tee] o [ 8] |= to ¥
Scar, Mark, or Tattoo Text: contains SMT Type: SMT Body Part:
| v v
SEN: (123-45-6789) Driver's License No.: starts with Driver's Licanse 5T:
b

Standard Data Entry Fields:

Data can be entered directly in the field text boxes provided on the screens. Where
specific formatting is required, the format will be shown next to the field (for
example, date must be entered as "MM/DD/YYYY?”).

DOB: (MM, DD/ TYYY)

0 1. 14O

Drop-Down Lists:

Some fields provide a list of options that may be selected for data entry. To select
an option, place the cursor over the arrow and press the mouse button. With the list
displayed, select an item from the list by clicking the mouse button with the cursor
held over that item; or type the first letter of the item in the field to bring up the
item(s) beginning with that letter for selection. Selecting the desired option will
close the list and display the selected item in the field. Longer lists include a
vertical scroll bar that can be moved to display more options.

13
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Hair Color:

Bald
Black

Elue
Brown

Green
Multicolored
COrange

Pink

Purple

Red / Auburn
Sandy
White

Blond / Strawberry

Gray / Partially Gray

Check Boxes:

Check boxes are used when several options can be selected at one time. Check
boxes operate as a toggle (on/off). To select an option, place the cursor over the
check box for the desired option and click the mouse button. To deselect the
option, the action can be repeated and the box will clear.

uUser Privileges
W Analytical Search

[T Tactical Search

[T Account Disabled

Selection Buttons:

Remote LInX Admin Privileges C System -or - & agency

DATASHARE
LINXIVV1
LINXIVV2

[ User Administration ™ Data Administration

[T Manage Accounts [T Export Data
[~ Reset Passwords ™ Remove Record
[T Grant/Revoke Frivileges [T Report Admin

[T Security Administration

Selection or "radio” buttons allow the user to choose a particular action by clicking
on the button to indicate that action has been selected. To select an option, place
the cursor over the radio button for the desired option and click the mouse button.

o User

Search Criteria Type :

C Event

C Usar & Event

If the button is filled in, the action selected will be performed. By clicking on another
button, the first selection will be cleared and the new selection will be selected.

Arrows:

14
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Arrows allow the user to navigate up and down through Structured, Pawn, and Free
Text, as well as Event Reports. If the first record or report is selected, only the
down arrow will be available. If the last record or report is selected, only the up
arrow will be available.

E‘:,I Report Wiew @

Ewvent Report ? I
Florida Highway Patrol (FHP) Incident: ORCC11CADLI26583
Reported: 11/28/2011 Date: 11/28/2011 16:14
MO: Type: CAD

Location: E BUENA VISTA DR / WORLD DR NB ENT BAY LAKE FL 32830
Summary: CAD SYSTEM TEST ENTRY

Warrant People Yehicles Phenas Narrative Agency Contact
.

Online Help Navigation and Printing

Online Help for the LInX application can be accessed from any LInX screen simply by

clicking on the Help button [ | located in the upper right-hand corner of the LInX
screen.

The Online Help screen opens in a separate window, and the help topic initially
displayed in the viewer will be specific to the screen that launched the request. The
user may scroll through the help file for information about the specific topic.

The Online Help window also contains a navigation menu to the left of the help topic,
with links to other LInX help topics. Using the Help navigation menu, the user may
select and display other Help topics without first navigating to the specific application
screen associated with the selected topic.

Note that the link to the topic currently displayed is highlighted in the navigation menu.

Clicking on a topic name will highlight the topic in the navigation menu and bring up the
applicable topic in the viewer.

The navigation section may be closed by clicking on the "X" in the upper right-hand
corner of the navigation menu. This will enable the viewer to make use of the full Online
Help window.

15
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[ oo

[Seon- () [(e=wspmerrp

12] Link Analysss Resut Table
[P ik Aralysis 12 Chan
[ Neighborhiood Selection
Fasdhack
‘View Fepaorts
Info Certer

Home > LinX > Q

Welcome to the Th ey £y
Law Enforcement Information Exchange

Toals = x nress Search

Express Search

The capability of the Express Search is to allow Tactical or Analytical LinX users to
perform an express structured search that contains only the mast commonly used fields.
The results of a search will be presented in the same manner as other LInX structured

search results.

Navigating to the Express Search page

Tactical and Analytical LinX users can access Express Search either from the Query
Tools title page, or from the menu bar located along the left side of the screen, The

Express Search page allows users to enter search criteria that can be used 1o generate
search results. This page also provides the capability to Save and Load search queries.

LIMXKEEMAN

Logout | J

o ats

SEARCHING ONLINE HELP FILES

The Search bar located directly above the navigation menu and viewer provides a
number of ways for a user to search through the Online Help files.

= Contents

The Contents selection displays the Online Help Table of Contents (TOC) of
available help topics. A user may access any topic in the TOC by clicking on

the topic name.

= |ndex

The Index selection displays an alphabetical list of keywords, phrases, or
headings found in the various help files. The user may click directly on an
entry in the list. If the entry is only used in one topic, that topic will be

displayed in the viewer.

16
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If the entry is used in multiple topics, when the user clicks on the entry, a
pop-up list of all topics containing the entry will be displayed. The user may
select the specific topic, which will then be displayed in the viewer.

=  Search

The Search selection provides a text box in which a user may enter one or
more terms to search for. There is also a check-box option to highlight the
search results, which is the default setting.

All topics that contain the search criteria will be returned. The user may click
on one of the returned topics, which will display the topic in the viewer. If the

"Highlight search results" box was checked, all matches to the search criteria
within the topic will be highlighted.

Note: Commonly used words, such as "a", "the", "with", etc. are
ignored in all searches.

Alternatively, a user may conduct a search from the search bar located

above the viewer window, by entering a search term and clicking the GO
button. A list of topics containing the search criteria will be displayed.

PRINTING ONLINE HELP FILES

An Online Help file may be printed by right-clicking anywhere within the help file, and
selecting Print from the pop-up menu.

Note: Selecting Print from the browser's File menu will only print the first page of
the help file.

17
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The My LInX screen provides the user with access to various LInX user configuration
options, including changing their LInX Password; updating Challenge Question
answers, managing saved LInX search queries; setting and saving User Preferences;
viewing LInX User Agreements; and viewing the status of, and setting up LInX
Neighborhoods.

The My LInX screen can be accessed from the menu bar located along the left side of
the screen. This menu option is available to all LInX users.

Navigating to the My LInX Screen

Tactical and Analytical LInX users can access My LInX from the menu bar located along
the left side of the screen. The user will automatically be taken to the My LInX

screen. The options available from the My LInX screen will be dependent on the user’s
privileges. The options include:

Change Password
Challenge Questions
Manage Watch List
Set Preferences
Neighborhoods

User Agreements

YV VYV VY VYV

19
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JTESTER

Logout | Mobile Version

= Back to Home

= My LInX

- Change Passwerd

@

Change Password
This function allows individuals to change their passwords.

- Challenge Questions
Manage Watch List
This function allows authorized individuals to delete or load

©

- Manage Watch List

- Set Preferences their cokrda:
= Heighborhoods
- User Agreements
Neighborhoods
» Query Tools This function allows individuals to view the statuses of

LInX and partner systems.
» Feedback

» Info Center

20

Challenge Questions
This function allows individuals to setup or change their
chalienge guestions and answers.

Set Preferences
This function allows individuals to manage their
preferences.

User Agreements
This functicn allows individuals to accept or reject the User
Agreements.



Change Password Screen and Password

Requirements

The Change Password option is available to all users, and allows the user to select a
new password for access to the LInX system:

)

Logout |

Entér your currént password in Currént Password, In the second field, enter the new password in New Password and Confirm New
= Back to Home Password, and then click the Change button. Otherwise click on the Cancel button.

* My LInX
Currant Password:

- Manage Saved Queries
g Q New Password:
- Sat Praferances

= LInX and Partner Systems
Confirm New Password:
= Uder Agreements [

» Query Tools

 Feedback _Concel |
» Info Canter

Proparty of the U.5. Governmant W3.4.0.2) mrﬂﬂﬂﬂ GITLIAMAMAN

The password must be a minimum of (&)

B)(7)(E)

In addition, the system will prevent the reuse of the previous®®®

To change a password, the new password should be entered into the New Password
field and reentered into the Confirm New Password field. To implement the new
password, the Change button should be selected.

If the new password does not meet the password contents requirements, or if the
password was not typed correctly in the Confirm Password field, an error message will
result prompting correction of the error. When the password has been successfully
changed, the user will be taken to the Info Center screen.

Note: LInX user passwords expire every 60 days.

21
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Challenge Questions

When the user initially logs into LInX, the first screen that is presented is
Challenge Questions. Users will be required to select challenge questions and
provide answers to them upon initial login to the system, or after a password reset.
This functionality provides the basis for additional capabilities, such as two-factor
authentication at login or self-service resetting of forgotten passwords.

Three sets of 10 Challenge questions are presented, from which the user must
select 3 questions to answer. The following conditions apply:

B)(7)(E)

The following image shows the Change Challenge Questions screen with an
example of the 10 questions available for selection.

23
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@ Challenge Questions @

Select 3 challenge questicns and provide answers, answers are not case-sensitive, and then click the Save button.

Challenge Question 1: Answaer:
Select a challenge question. v [

Challenge Question 2: Answer:

 Select a challenge question. |

Challenge Question 3: Answer:

Select a challenge question. bl

BB ol s babeanaaation ]
B)(7)(E) Cancel I

NORTHROP GRUMMAN
e e e

After all 3 Challenge Questions have been answered, click the Save button to
save the responses.

A user has the option to update answers to Challenge Questions by selecting
Change Challenge Questions from My LInX. All the same rules for initially
answering the Challenge Questions apply to updating the Challenge Questions.

User Challenge

B)(")(E)

Security Question Authentication

Please answer the following challenge question to complete the authentication process.

Challenge Question : Answer:
B)(7)(E) ]-
Property of the U.5. Government v4,.2.0.1) MNORTHROP GRUMMAN

User Lockout

The user will hav Dttempts to answer the Challenge Question correctly before being
locked out of the system. If the user is locked out, the user’s Security Administrator will
need to unlock the user’s account.

24
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Manage Watch List

The Manage Watch List option under My LInX is only available to users with the
Analytical and/or Tactical Search privilege, and whose accounts have not been
disabled.

This capability allows users to view a list of their saved queries, watch selected saved
gueries, see queries that have been shared with them, get notifications when new
information is available, and view the new information.

Saved Queries
Queries may be saved directly from any of the following LInX screens:

b)(7)(E)

27



Pages 38 through 43 redacted for the following reasons:

(b)(7)(E), Pages (38) - (43)
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Shared Watches

Regional Administrators have the capability to assign watches they have created to
other users from the local system so that those users may receive e-mail
notifications when any new records matching the watch criteria are ingested into
LInX.

Note: Saved queries that are not being watched can also be shared, but will
not cause an e-mail notification to be generated.

= Share a Watched Query

To share a watched query from Manage Watch List, select the radio button
next to the query name, and then click the Share button. A Share Query
dialog screen is opened in a separate window.

Note: There may be a delay in the presentation of the separate Share
Query window, depending on how many users are contained in the user
list for the specific system/agency.

When the Share Query screen is first opened, the System and Agency fields
are pre-populated with the user's own System/Agency, and a list of active
users for the System/Agency are presented in the scroll box below.

Select the appropriate System/Agency for the user(s) with whom the query will
be shared, and then click the check-box in front of each user. Clicking the
Apply button will add the selected users to the Shared With Users field.

Tip: the Find field and Next link can be used to find the desired user in
the user list without using the scroll bar.

If users from multiple systems/agencies are to be included in the distribution,
click the Apply button before switching to the next system/agency; otherwise,
the first selections will not take effect.

After all user names with whom the watched query is to be shared have been
added to the Shared With Users field, click the Save button. A pop-up
message states that the "Query has been saved". Click OK to close the pop-
up message.

The Manage Watch List is re-displayed, and the shared watch now has a
green check mark under the Share column.

Clicking Cancel instead of Save will close the Share Query window and return
the user to the Manage Watch List, with no change to the query, and the radio
button still selected.



Manage Saved Queries

Share Query <QUERY NAME> @

AGYADMINL, SYSADMINL
Shared With

Users:

2

System: |Hamptnn Roads Area

Agency: INA‘UI’AL CRIMINAL INVESTIGATIVE SERVICE

Find: | Mext

T 3.0.0.10, TEST (3.0.0.10TEST)

T ACCESS, TEST (NDEXACCL)

T ACCESS2, TEST (NDEXACC2)

T ACCOUNT, TEST (3.2TESTUSER)

¥ ADMIN, AGENCY (AGYADMIN1)

T ADMINISTRATOR, AGENCY (AGENCYADMIN1)

W ADMINISTRATOR, SYSTEM (SYSADMIN1)
[ (b)(6), (B)(7)(C)

1.1 71 7 ™7

.ﬁﬂpf‘i’l 'Cie:_arl Res_ef.l

Save |

H
|
=]
=
Cancel |

Users will be able to see who shared a query with them by hovering the mouse over
the green check mark in the Share column. Users may run the shared query;
however, they cannot delete, configure, or re-share queries that have been shared
with them.

Name

C

¥ SHARE - ADDRESS ™
T SHARE - PHONE
' DELL COMPUTER

| Last Save Date|QueryType |Watch |Share

09/24/2013  Structured »" "
09/16/2013  Structured "
05/23/2012 Pawn

DB 012

Last Run Date _JE!pir&llan Date |=
09/26/2013 12/22/2013

09/24/2013 12/15/2013
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= Cancel a Shared Watch

The owner of a shared watch may cancel sharing by selecting the radio button
next to the query name, and then clicking the Share button. A Share Query
dialog screen is opened in a separate window.

Click the Clear button in the Share Query window to remove all user names in
the Shared With Users field.

Note: If the Clear button has been selected in error, the Reset button
may be used to restore the selected users from the last time the shared
query was saved.

Click the Save button. A pop-up message states that the "Query has been
saved". Click OK to close the pop-up message.

The Manage Watch List is re-displayed, and the query no longer has a green
check mark in the Share column; however, it may still be saved/watched.

Clicking Cancel instead of Save will close the Share Query window and return
the user to the Manage Watch List, with the query still being shared and the
radio button selected.

Watch Notifications

Users are notified when new information is received into LInX for any query that is
being watched; including shared watches.

= E-mail Notification

When new information is received into LInX for any query that is being
watched, the user receives an e-mail from LInX Watch List Notification
stating "One or more of your watched queries have new results available.”

NOTE: A user must have a valid e-mail address in LInX (System

Administrators can check user profiles in Find/Edit User under the
System Administration menu) in order to receive Watch Notifications.
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Manage Saved Queries

H? vaews s

From: LInX Wateh List [pwresetElinxpop. com] Sent: Satd4/7/201212:25 AM
To: Tester, Jos

o

Subject: LinX Watch List Notification

I

One or more of your watched queries have new results available.

=  Login Notification

When new information is available for one or more queries in the watch list, a
notification message stating "New Information is available on one or more
gueries in you watch list.” is displayed under the Home page banner when the
user logs in.

WATCHUSER2 Welcome Back! @

Logout | ) Maobile Varsion Mew Information is avallable for one or more gueries in your watch list.

= Back to Home

System Status MNew in LInX
AR sSystem is fully operational To see a summary of Release 5.0 enhancements, please click
+ Query Tools on the "mare...” link below. For a more detailed discussion of
“New™ - 5.0 testing is underway. 5.0 enhancements in PDF format, please dick on "New
» Feedback

Features” link below.
+ Info Center

more...

sSuccess Stories (last updated: 05/03/2013)

more... sNew Features (last updated: 09/26/2013)
Agency Information Training

225 Agencies have users. =Tools

455 Agencies contribute data. =User Guide

203 Agencies have scheduled updates =Quick Tips

o sOn-line Refresher Training
=Agency Statistics

=Agency Contacts
aLInX User Directory

Property of the U.5. Govemment V5.0.0.5)

The words "your watch list” at the end of the notification message are linked,
and when clicked on, will take the user directly to the Manage Watch List
screen.

= New Results Indicator

A red asterisk (*) indicator on the Manage Watch List screen is displayed next
to each watched/shared query that has new information available.
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WATCHUSER2 @ Manage Watch List @

Logout | Mobile Version

(Name ]Lasl Save Date| QueryType |Watch ]Sharz | Last Run Date | Expiration Date =
#Back to Home Y EXPRESS SEARCH - ADDR = 09/27/2013  Structured 09/28/2013  12/26/2013  \
m C PAWN SEARCH - GLOCK ™ 09/27/2013  Pawn v 09/28/2013  12/26/2013

'i“:“' °"‘:‘“‘°'““ N TRAFFIC STOP - VIN * 09/27/2013  Structured 09/28/2013  12/26/2013 /
:mm o Wakeh List € ALL SEARCH - NAME/DOB 09/27/2013 Structured

- Set Preferences ¢ ALL SEARCH - PHONE 09/27/2013 Structured

- Neighborhoods C PAWN - ADDR 09/16/2013 Pawn

wHaaroasmanks € PAWN - NAME/DOB 09/16/2013  Pawn

+ Query Tools € PAWN - WINCHESTER SN 09/16/2013  Pawn

+ Feedback © PAWN PROPERTY 1 09/16/2013 Pawn

» Info Center C VIN WATCH 03/19/2012  Structured

* New results are available

Clicking the link of the query name that has new information available
automatically runs the query. When the user returns to Manage Watch List,
the new information indicator (*) has been reset, and is no longer displayed for
the query that was just run. The query continues to be watched until expired,
or canceled by the user/owner.



Set Preferences

The Set Preferences options allow a user to customize the following settings:

= Startup Menu

When a user saves their startup screen option, the system will redirect to that
screen after the user's login. The Welcome page is the default startup

page. Other options available as a startup page are Traffic Stop Search,
Express Search, and All Search.

The System Going Down and Password Expiring messages that are
available on the Welcome page will appear in the startup screen, if
applicable.

= Search Results Increment

A user can set their search result increment for any structured

searches. After a user has chosen and saved their option, the system will
display any structured search results up to the preferred search result limit,
and any subsequent search result sets.

= Default Tactical Display Mode

LInX users can set their Display Mode to either a Day or Night option. When
a user saves their display mode option, the system will display any Tactical
search-related page in that mode. The Day mode is the default display
mode.

= Session Time-out Behavior

A user can activate the audible time-out alert by selecting the Audible Alert
check-box. Note that a speaker is required, and the volume should not be
muted.

By selecting the Take Focus check-box, the Session Time-out pop-up alert
message will take the focus on the user's screen.

= Default Link Analysis Tool

The user has the option of setting either Link Analysis 12 or SVG as their
default Link Analysis tool. When the user selects the Link Analysis button
to move structured (Traffic, Express, All Search) or Free Text search results
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to Link Analysis, the selected results will be displayed in the default Link
Analysis tool.

Note: This option is not available for Tactical-only users.

= Search Results per Page

The user may set the number of search results to be displayed on a single
page before moving to the next page. Options are 15, 50, or 100 results per

page.

= Area of Responsibility

b)(7)(E)

= Search Results Columns

The user may customize the columns that are displayed when structured
results are returned by selecting each of the field headings to be shown in
the results list.

Default Search Options

The user has the ability to select and set default search options for Name format
and Name search type, as well as Address and Free-Text Search types. The
settings selected will be the default options when the user accesses any of the
guery pages, with the exception of Traffic Stop Search, which always conducts a
Full Name/Alias - Exact search.

Note: The selected settings will apply to all analytical structured
or free-text search queries, as applicable; however, the Name
search format and the Search Types may be interactively changed
on the individual search screens, as desired.

= Name Search Fields

The user can set the default Name Search format for Analytical structured
gueries (e.g., Express Search, All Search, Link Analysis) by selecting either
the Last/First/Middle name format or the Full Name/Alias format.

= Name Search Type

The user can set the default Name Search Type for Analytical structured
gueries (e.g., Express Search, All Search, Link Analysis) by selecting Exact,
Assisted, or Thesaurus.
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The Exact search will limit the search results to those records that exactly
match the name entered in the search field (including aliases).

The Assisted search expands the search results to include not only
structured records that exactly match the name entered, but also those that
contain similar matching names to the search criteria. Results will be
returned for exact spelling and similar spelling matches.

The Thesaurus search expands the search results to include records
containing names that are variations of, or commonly associated with one or
more of the names specified in the search criteria. For example, when the
Exact Name search format is used, additional records may be returned that
contain the first name of 'Will', 'Willie', 'Bill', or 'Billy’ when the first name
search of William is entered. If the Alias/Full Name format is used, the
previous examples can be found in any of the name fields (Last, First,
Middle, or Alias).

Address Search Type

The user can set the default Address Search Type for Analytical structured
gueries (e.g., Express Search, All Search, Link Analysis) by selecting Exact
or Thesaurus.

Free Text Search Type

The user can set the default Free Text Search Type for Analytical structured
queries (e.g., Express Search, All Search, Link Analysis) by selecting Exact
or Thesaurus.

Note: This option is not available for Tactical-only users.

Link Analysis Incident Type

The default Incident Type for Link Analysis provides a LInX user with the
ability to set up a filter and have it apply to all Link Analysis queries without
having to re-specify the incident type criteria every time. The user can set
the default Link Analysis Incident Type(s) by selecting one, multiple, or all
Incident types to search.

The filter only affects initial queries, and subsequent walks of the results may
bring back information from any incident type.

Note: This option is not available for Tactical-only users.

Search Free-Text Automatically

41



LInXUserManual

By selecting this feature, a Free-Text Search is automatically run in the
background of any All Search query, based on the structured search criteria.

Note: This option is not available for Tactical-only users.

The following provides a sample screen for Set Preferences options.

LINXUSER

Logout | Mobile Version

= Back to Home

- Change Password

- Challenge Questions
- Manass Wateh Ligk
Gt reterencs)
= User Agreemaents
» System Administration
+ Security Administration
+ Site Configuration
+ Data Administration
» Query Tools
» Feedback
+ View Reports
+ Info Center
» N-DEx Portal

Set Preferences

Startup Menu ¢
Welcome i

Search Results Incramant =
C 100
C 200
@ s00
1000

Default Tactical Display Mode @
= pay
T night

Seasion Timeout Behavior
M Audible Alert
¥ Take Focus

Default Link Analysis Tool :

& 2

T svg

Search Options

Search Results per Page :

@ s
C 50
€ 100

Area of Responsibility :

SOUTHSIDE VA

Search Results Columns :

0 e e e e e < <+ B+ B+ B B |

Last

First

Middie

Dos

Site

Agency

Date
Incident
Invalvement
Gendar

Race
Ethnicity
Height
Waeight
Incident Type

Incident Summary

Hame Search Fields :
& Last/First/Middle

T Full name/Alias

IAddress Search Type 1
& Exact
(o Thesaurus

Name Search Type :
F Exact

T Assisted

© Thesaurus

Free Text Search Type :
€ exact

' Thesaurus

=

Search Free Text Automatically

Property of the U.5. Govemmant

En = =

MNORTHROP GRUMMAN

After making the desired changes, click the Save button to set the new default options.
The Reset button will reset all preferences to the system defaults. Clicking the Cancel
button will return the user to the My LInX menu page without saving any changes.
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Neighborhoods

The Neighborhoods screen allows a user to view the system(s) to which they have
access for data searches. Systems available for access by the user are dependent
upon the following conditions:

e Whether or not the user has accepted the Remote Access Agreement.

« If the Agency to which the user belongs has been denied availability to a
particular system by the System Administrator.

Navigating to Neighborhoods

Tactical and Analytical LInX users can access Neighborhoods either from the My LInX
title page, or from the menu bar located along the left side of the screen.

The user may review the list of systems to which they have access by selecting
Neighborhoods under My LInX.

The following image is a sample of the Neighborhoods screen.

ITESTER ®) Neighborhoods ©)
Logout [l\!:::‘q'e Version

fsunu of LInX and Partner Systems !
= Back to Home Structured Text Maobile KML Event Report Mug Shots 12
m | ASREERE S} Tet TYPE | camrch Search | Access Export | Printing Printing Printing
|® LINXNCR LINX
- Change Pasiward | = DDEX LT
-Challengs Questians
e Q |® LINXHR LINX
= Manage Walkch List
2 |- LINXGC LINX
= 3et 2rences
- Neighborhoods |- LINNSE LINX
- User Agresments @ LINXNC LINX
[
» Query Tools | LINXNW LINX
| ® LINXNM LINX
» Feedback
| = LINXCA LINX
» Info Center |
| & LINXHI LINX
| @ LINXNE LINX
| & ICEPIC PARTHNER
| AZEAST PARTNER
| Neighborhood s currently set to LINXNCR
Chiek far "My Neighbarhoads™
| ¥ou have ACCEPTED the Remote Access Agreement .

Cance i.

If the user has not accepted the Remote Access Agreement, only the user's "Home"
system will be listed under Status of LInX and Partner Systems as being available for
data access. Only the agencies within that system will be available for data searches
by the user.

In addition, the statement at the bottom of the screen will read "You have REJECTED
the Remote Access Agreement". Clicking on the Remote Access Agreement link will

43



LInXUserManual

open the contents of the agreement in a separate window, and provide the user with the
choice to accept (I Agree) or reject (I Do Not Agree) the agreement. Once a selection is
made, the Remote Access Agreement window will close automatically.

If the Remote Access Agreement had been previously rejected, accepting the
agreement will cause the Status of LInX and Partner Systems listing to update to
include other systems available to the user in addition to their "Home" system.

Accessing My Neighborhoods

The Click for "My Neighborhoods" link opens the Neighborhood Selection menu in a
separate window where the user has the ability to create, select, view, edit, and delete
neighborhood contents, as well as set a default neighborhood against which all
subsequent searches will be run, until a different neighborhood selection is made. Only
the systems listed in the Status of LInX and Partner Systems pane will be displayed in
the Neighborhood Selection menu.

Additional help for Neighborhood Selection can be found within the Neighborhood

Selection functionality by clicking on the Online Help button ] located in the upper
right-hand corner of the Neighborhood Selection screen.

Map Selection

An alternative to selecting agencies using the Neighborhood Selector is to use the Map
Selection feature. Access to Map Selection can be accessed from any search page
except Traffic Stop Search, by clicking on the Change Map Region link. Further
discussion of this feature is covered under the Query Tools Neighborhood Selection
topic.
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User Agreements

A number of Access/Usage Agreements have been incorporated into the LInX system
for LInX usage, as well as for accessing specific data and/or LInX functionality.

Navigating to User Agreements

Tactical and Analytical LInX users can access User Agreements either from the My
LInX title page, or from the menu bar located along the left side of the screen.

ITESTER @ User Agreements @
Logout | Mabile Versian
_.fu_;l_r_e_e!lenl :Staia ;t:lalc
= Back to Home LinX Rules of Use ACCEPTED 12/04/2012 15:15:38
m Remote Access ACCEPTED 12/12/2012 18:45:33
12 Usage ACCEPTED 09/10/2013 16:52:51
~ Change Password 2 i
KML Export REVIEW 08/26/2010 14:46:21
« Challenge Questions 5
Printing from LinX REJECTED 03/18/2013 15:29:06
- -'-'ﬂ"-ﬂ;ﬂ Watch List
- Sgt Prafarances =

¢+ System Administration
+ Security Administration
» Data Administration

» Query Tools

» Feedback

» View Reports

» Info Center

» N-DEx Portal

The date and time a user accepts or rejects any of the LInX User Agreements is logged
and saved in LInX. The user may review any of the requisite user agreements by
selecting User Agreements under My LInX. The User Agreements screen displays a list
of individual agreements that require the user’s acceptance in order to utilize that
segment of the LInX application. The screen also shows the state of each agreement
(i.e., Accepted, requiring Review, or Rejected), and the date and time the specific
agreement was accepted or rejected.

By clicking on the name of a specific User Agreement, the contents of that agreement is

presented in a separate window, where the user may review the contents of the User
Agreement, as well as update their status by accepting or declining the agreement.
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By selecting the Close button [X] in the upper right-hand corner of the pop-up window,
the window is closed without any changes being made to the user’s status for that User
Agreement, and the user is returned to the User Agreements status screen.

The following is a list of the User Agreements and an explanation of their purpose:

= LInX Rules of Use - terms of use regarding access to and usage of data
stored in LInX

= Remote Access - terms of use regarding access to data on remote LInX
and Partner systems

= |2 Usage - terms of use regarding the export of 12 Chart data transfer
outside of LInX

=  KML Export - terms of use regarding the export of KML data transfer
outside of LInX

= Printing from LInX - terms of use regarding the saving and printing of mug
shots and Event Reports from LInX
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Info Center

The Info Center screens provide a way for users to find out the latest information
regarding the LInX system. This screen is also the default LInX Home Page. The Info
Center screens can be accessed by clicking on the navigation menu option along the

left side of the screen.

ITESTER Info Center

Logout | . Mobile Version

System Status
=Systemn 15 fully operational

= Back to Home
+ Query History

+ My LInX “Hew® - 4.2 testing is underway.

+ Query Tools

+ Feedback i
more...

= Systam Status
= New in LInX

- Agancy Statistics Agency Information
- Tosls 59 Agencies have users.
= Training 160 Agencies contribute data.

< Aganty Corntads 45 Agencies have scheduled updates

- LInX User Directory sAgency Statistics
sAgency Contacts
=LinX Usar Directery

Property of the U.5. Covernment

Y]

New in LInX

Te see Release 4.2 enhancemants, please chick on the
“more...” link below. For a POF version, pleasa click on “New
Features” link below.

mare...

New Featuras

Training

*Tools

sliser Guide

“Quick Tigs

*On-fine Refresher Training
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System Status

The System Status area contains information about the system, such as when the
system will be down for maintenance and/or upgrades.

System Status

System is fully operational

Summary

IVV3 LInX is now available on the Internet!

Details
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New In LInX

The New in LInX area contains information about the system and/or Governance Board
issues.

The New in LInX section on the Info Center screen contains a summary statement of
what is new, as well as links to access additional information.

Clicking on either the New In LInX heading or the more . . . link within the New in LInX
section will take the user to a text page, divided into Summary and Details. The
Summary contains the same information that is displayed in the New in LInX section of
the Info Center screen. Details contains expanded information regarding the summary
statement.

MNew In Linx
Summary

LIn¥ upgraded to v3.0.1
(For detailed description, please click on "mare" below.)

Details

Property of the LS, Government (va1.003) MNORTHROP GRIMMAN

Clicking the Back to Home link on the Navigation Menu along the left side of the screen
returns the user to the Info Center home page.

In addition to the detailed text discussion found within New in LInX, there is also a link to
New Features, which opens a PDF in a separate window. This PDF contains further
information on the new features and enhancements contained in the most recent LInX
application release.
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LINX USAGE

= LINK ANALYSIS 12 TIMELINE MODE

This capabibry allaves the user 1o displiy 3 Link Anabyiis 12 char ona time hne. A separate
timeline is displayed for each person node. Node positions will be maintained when 3 user
navigates between Timelng and Associathon views, a3 well a5 when the chart is sived. The
Timaeding view can be enabled/disabled per LinX site.

= DREACLE TEXT THESAURLS

Thruunﬂ.ﬁgﬂnnm:. indicés have been oreated for Person Full Narme, Full Street Address, and
Navrative Free Text searches (including Link Anabrsis Text Phrase searches). Initially, these will
e static thesaurus entried, Updates will be provided in future releases,

< Examples of Thesaurus entries using the Person Full Name index inchude:
Williarn = Will, Willse, Bill, Billy
Steven = Stephen, Steve, Steph
Eenneth = Ken, Kenny

To conduct Thessurus Hame searches in AN Search or Link Analysis, sebect the Thesowrus Search
radio button located on the People Characteristics section heading.

=) {puery Tools - Al Search

sl mhenen eagard

Peopile Charsctarisics F Esact Search | F Thesawrys Search] ¢ Assnied Ssach
R . T T P RN W T T e s SRR o P &

The New Features PDF can be printed or saved by the user.
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Agency Statistics

The Agency Statistics page shows the user which agencies have data in the system
and when the data was last updated. Most agencies send updates every night.

Welcome to the TFESF 3 j
Law Enforcement Information Exchange

LINXKEENAN Info Center
e
= Back ta Home LEPXEYY 2
Date of Last

\ My LInX System __Au:m:v _U:im_ Data | Tncident
» System Administration NEW MEXICO LEAP Albuquearque Police Departmant X X

NEW MEXICO LEAP Aztec Police Departmant x
ESecucity Adminkstration | wew MEXICO' LEAP Barnalillo County 50 ®
+ Remote Systems NEW MEXICO LEAP Bernalillo Police Departmant
s Data Administration NEW MEXICO LEAP Bloomfield Police Department X

Tk o NEW MEXICO LEAP El Pasp-TX Police Department
L] -
Sy osts { NEW MEXICO LEAP £l Paso-TX Sheriffs Office
+ Feedback NEW MEXICO LEAP Farmington Police Department X
+ View Reporis NEW MEXICO LEAP San Juan County Sherrff Office x
Prince George's County Law Enforcement Berwyn Heights Police Departmant
: Prince George's County Law Enforcemant Capitol Heights Police Department

= Systam Status Prince George's County Law Enforcemant Cheverly Police Department
= New: 1n LInX Prince George's County Law Enforcemant Colmar Manor Police Departmant
Prince George's County Law Enforcement Cottage City Police Department

~EFhins Prince George's County Law Enforcement  District Heights Police Department

Prince George's County Law Enforcement Edmoston Police Department

Prince George's County Law Enforcement Fairmont Heights Police Department
Prince George's County Law Enforcement Forest Heights Polce Department
Prince George's County Law Enforcement Glen Arden Police Department
Prince George's County Law Enforcement Landover Hills Police Department
Prince George's County Law Enforcement Mormingside Police Department
Prince George's County Law Enforcement Mew Carrollton Polbice Department

Prinre Genrne's Cnoanty Prlice

- Agency Cantacts

= LIndX User Directory
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Agency Contacts

The Agency Contacts area displays agency address, agency head, agency records
division, and agency LInX contact information. Each agency systems administrator
is responsible for updating this information.

Note: The Agency to which the user belongs will automatically be highlighted
in the Agency listing when Agency Contacts is selected.

JTESTER
Logout

CE)lufu Center - Agency Contacts

Nawval Criminal Investigative Service (NCIS)

Field Office:
Agency Address:

Hampton Roads Area LINXIVV3 £

= Back to Home

» My LInX 101 NCIS WAY, NAVY YARD, DC, 22222

Phone: 111-111-1111
+ Query Tools e

+ Feedback

» Systam Status

Contact Instructions:

Agency Head:
Phone: 222-222-2222

Website URL:

HEAD, AGENCY
Email: TESTISTEST.TEST

Fax: 333-333-3333

= hbaw i LIRS
i TR Records Division: DIVISIGN, RECORDS
ety S Phone: $44-384-4844 Email: TEST2@TEST.TEST Fax: 555-555-5555
- Teals
T LInX Paint Of Contact: POC, LINX

- LInX User Directory

Phone: £66-566-5666 Email: TESTISTEST.TEST Fax: 777-7T70-7077

Comments: 3.3 TEST - ADD AGENCY CONTACT 3.3 TEST - EDIT AGENCY CONTACT 4.3 TEST - EDIT AGENCY u
CONTACT x
Site: System: Find:
[unxives =] [Hampton Roads Area =]
SDFUSION |
COPLINKDEV | |Agency 14 [System Name |Site 1d |
t: :ig*: ; 10WSO Hampton Roads Area LINXIVW3 S
ty Pohce Department JCCPD Hampton Roads Area LINXTVV3
nwestigative Service Hampton Roads Area LINXIVV3

plice Department NNPD Hampton Roads Area LINXIVV3
pnal Airport PD NIAPD Hampton Roads Area LINXIVV3
Norfolk Police Department NPD Hampton Roads Area LINXIVV3
Norfolk State University PD NSUPD Hampton Roads Area LINXTVW3
MNorthampton County SO NCSO Hampton Roads Area LINXTVV3
Old Dominion University PD QDUPD Hampton Roads Area LINXIVV3 -

Poquosgg Police Department PQPD Hampton Roads Area LINXIVV3
M utl PD Hampton Roads Ar i

A user may look up agency contacts for Sites other than their own by clicking on the
drop-down arrow of the Site field, found between the Information and Selection
windows, and then clicking on the desired Site.

A user may look up agency contacts for Systems other than their own by clicking on the
drop-down arrow of the System field, found between the Information and Selection
windows, and then clicking on the desired System.

A user may use the Find text box to search for an Agency Name in the selected

Site/System. In the Find text box, start typing the name of the agency. As letters are
entered in the text box, all Agency Names that contain the sequence of letters entered
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are highlighted in the Selection window; however, the Agency Contact Information
window will not update. If the desired name is shown, clicking on it will select it and load
the contact information in the Information window. If the <Enter> key is pressed, the
Selection window will highlight the first agency name that contains the entered criteria,
and the Information window will re-display with the information for that agency.
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LInX User Directory

The LInX User Directory allows users to query LInX and find user contact information for
an individual, an agency, all agencies within a System, or the entire LInX regional
system. This area is built as a convenience to encourage collaboration and
deconfliction amongst users in the LInX regional community.

Any of the following fields can be used to search for a LInX user in the system:

User Agency [via the (Change Selection ...) link]
First Name

Middle Name

Last Name

E-mail Address

User ID

Phone Number

Show Admin Only (check box)

VV VY VY VYV VY

LINXUSER @ Info Center - LInX User Directory
Logaut

| Search All Agencies.,
[Change Selection...}

= Back to Home

* Query History First Name: Hiddie Namae: : Lupt Nerean

» My LInX

» System Administration Ermail Addrass:

# Security Administration User (01
» Site Configuration |
Phone Number 387-654-32100:
» Data Administration I :
* Query Tools [ show Admin Gnly

» Feedback

+ View Reports 1Ed Vet

* Hystam Status

@i (A LIAX
« Agency Statiakecs
*Tools
= Trmining

- Agancy Contacty

The default is to search all systems/agencies. By selecting the (Change Selection ...)
link, an Agency Selection menu is presented where the user can select the desired
System(s) and/or Agency(ies) to be searched. To leave the Agency Selection menu
without making any changes, select Close or Cancel. To save the selected
System(s)/Agency(ies), select OK.
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A check-box is available to only return those users identified as a LInX Administrator in
their account.

To see all users in all systems/agencies, select Find User without entering any
additional search criteria. If attempting to find a specific user, only one field is required
to initiate a search.

Find User

A list of users that match the search criteria is displayed in a new screen, and includes
the following information for each user listed:

» UserlID

»  Name (Last, First, Middle)
»  System

» Agency

»  E-mail Address

»  Phone Number

« Back to Home Records 1 - 15 of 32 Matching Records

= Agency Statstics
- Teals

- Training

= Agency Contacks
- LInX User Directory

;I Previous mﬂ

Property of the U.5. Governmant

=R Userid [Last Name | First Name | Middle Name |System |Agency [Email _____ |Phone Number |
TESTUSER USER TEST HAMPTON NCIS  TESTUSER@NAVY.MIL 804-123-4567
+ My LInX 3.5TESTUSER 35 TEST USER HAMPTON CNUPD TEST@TEST.TEST  555-555-5555
+ System Administration NDEXACC1 ACCESS TEST NDEX HAMPTON NCIS  TEST@TEST.TEST  555-555-5555
e ARt aiea) NDEXACCE ACCESS2 TEST NDEX HAMPTON NCIS  TEST@TEST.TEST  555-555-5555
HOKETEST HOKE TEST USER MCLINX ~ HOKESO TEST@TEST.TEST  555-555-5555
CEEHED T R IOWSOTEST2! IOWSQ  TEST USER2 HAMPTON IOWSO TEST@TEST.TEST  555-555-5555
+ Data Administration MANAGEACCOUNTS MANAGE TEST-AGENCY ACCOUNTS HAMPTON NCIS  TEST@TEST.TEST  555-555-5555
oG Tools MANAGEACCOUNTS1 MANMAGE TEST-SYSTEM ACCOUNTS HAMPTON NCIS  TEST@TEST.TEST  555-555-5555
RESETPWD1 RESET TEST PASSWORD HAMPTON NCIS  TEST@TEST.TEST  555-555-5555
pEeedbnck TACTICAL1 TACTICAL TEST USER HAMPTON NCIS  TEST@TEST.TEST  555-555-5555
» View Reports TESTTESTTEST TEST TEST TEST HAMPTON NCIS  TEST@TEST.TEST  555-555-5555
QUESTEST TEST TEST TEST HAMPTON ACSO TEST@TEST.TEST 555-555-5555
QUESTEST1 TEST TEST TEST HAMPTON ACSO TEST@TEST.TEST  555-555-5555
et s TESTUSERS1 TEST TEST TEST HAMPTON NCIS  TEST@TEST.TEST 555-555-5555
Ml LI ACSOTRAINER TRAINER  TEST ACSO HAMPTON ACSO TEST@TEST.TEST  555-555-5555

MORTHROP GRUMMAN
.ﬂ_ﬂ_—_'i

If the list of users is longer than one page, a user may move through the pages by
selecting the First, Previous, Next, or Last buttons at the bottom of the result list.

The New Query button returns the user to a blank query screen with the default
System/Agencies selected to be searched.
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Tools

The Tools menu option includes a link to the Adobe SVG 3.x download that is required
in order to use the Link Analysis SVG functions. Users can also download the Adobe
Reader from the Tools screen.

Tools

Install Adobe SVG Viewer version 3.X
Download Adobe Reader
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The Online Refresher Training area of the Info Center screen contains online resources,
such as PDFs and videos, to provide the user with information about LInX background,
LInX functionality, and suggestions on how to conduct the most efficient searches.
These topics may be presented in audio/video or PDF format.

Clicking on the Online Refresher Training link within the Training section takes the user
to a list of available online training resources that can be viewed or downloaded.
Training materials may include PDF documents and videos.

On-line Refresher Training (2

Please click on a training material link to open or save it.

Download
Download
Download
Download
Download
Download
Download
Download
Download
Download
Download
Download

View
View
View
View
View
View
View
View
View
View
View
View

LInX Overview (88 MB)
Navigating LInX (54 MB)
People Searches (63 MB)
. Vehicle, Free Text, and Address Searches (60 MB)
Other Searches (52 MB)
History of NCR-LInX July 2010 (200 MB)
LInX Administration (82 MB)
LInX Reports (50 MB)

A System Administration Help (2 MB)
A Query Tools Help (2 MB)

A Pawn Search Help (< 1 MB)

A Free Text/Link Analysis Help (2 MB)

V4.0 MNORTHROP GRUMMAN

Videos:

Either clicking directly on the title link of the video, or clicking View will
launch the video in a separate video viewing application window (e.g.,
Windows Media Player), and it will start playing once it has buffered.

Clicking Download will open a pop-up window asking the user if the file
is to be opened or saved. Selecting Open will download the video to a
temporary folder (which may take a short time, depending on the size
of the video), then launch the video in a separate video viewing
application window (e.g., Windows Media Player). Selecting Save will
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open a pop-up window asking the user for the location of where the
video is to be saved. Clicking Cancel will terminate the download
process and close the pop-up window.

Documents:

Either clicking directly on the title link of the document, or clicking View
will open the PDF document in a separate browser window, which can
be printed or saved by the user.

Clicking Download will open a pop-up window asking the user if the file
is to be opened or saved.

Selecting Open will download the document to a temporary folder, then
open the PDF document in a separate browser window, which can be
printed or saved by the user. Selecting Save will open a pop-up
window asking the user for the location of where the document is to be
saved. Clicking Cancel will terminate the download process and close
the pop-up window.

These topics may be presented as audio/video or PDF. Once downloaded, the
audio/video file is opened in a separate Windows Media Player window.

62



Welcome tothe

* o

Iaw 3 nfarcemél Infﬂrma tmn Exchange

Query Tools Screen

To have access to LInX query screens, the user must have been assigned an Analytical
role, Tactical role, or both Analytical and Tactical roles in LInX.

RESTRICTIONS ON THE USE OF LINX DATA

The data from the LInX system is not considered and
should not be used for original documentation for
probable cause from any participating agency. Use of the
datais controlled by the LInX Rules of Operation for each
regional LInX system. Contact you system administrator
for a copy.

PERSON-CENTRIC

When the data from the various agencies has been "pushed” to the LInX data
warehouse, it becomes available for searching purposes. LInX is person-centric,
which means that search results will return information on the individual associated with
the search criteria. For example, a search on a vehicle will return a list of persons that
may be associated with an incident involving that vehicle. Search rules have been built
into the system to provide likely matches for the user to review.

SEARCH PROCESS

The search process is designed to produce these results:

» A search on Persons, Vehicles, Addresses, Property, Incidents
and/or Phone numbers will bring back a list of matches.

»  The default source for the results is all local agencies, meaning that
the search includes all data in the data warehouse from all local
system sources.

» By selecting one or more source agencies for the search process
rather than all agencies, the results will be filtered to reflect only the
data from the selected sources.
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»  Some person hames may appear more than once in the search
results. This occurs because each incident/event in which a person
has been involved will appear in the result list. In some instances,
the person may be listed more than once even in a single event if
that person was listed as having more than one role in the single
event.

Navigation to the search functions of LInX can be done by clicking Query Tools on the
menu bar located on the left side of any system processing screen. This will bring up
the main Query Tools screen:

Logout | Mobile Version

= Back to Home ®Ttaﬂic Stop Search @ Express Search
This function allows tactical users to perform Traffic Stop This function allows tactical and analytical users to
* Query History searches on structured incident data provided by the perform Express searches on structured incident data
+ My LInX participating agencies, provided by the participating agencies,
+ System Administration
S = = All Search Pawn Search
+ Security Administration This function allows tactical and analytical users to This function allows tactical and analytical users to
\ Site Confi % perform advanced searches on structured incident data perform advanced searches on structured incident data
o previded by the participating agencies. provided by the participating agencies.
+ Data Administration
~Query Tools = X
Raety. @ Free Text Search @ I'I:I:Il‘skfunn“c:rovr‘s‘asl'laws analytical users to search for people
This function allows analytical users to perform Oracle ;. ¥t i

- Traffic Stop Search addresses and phrases found in both incident data and
narrative documents. The results of the search can be

depicted as a link diagram.

free-text searches against narratives attached to incident
- Exprazs Search data

- &l Search

- Pawn Saarch @
TErSa T et Sanih Link Analysis 12
- Link Anslysis This function allows analytical usars to search for people, ADR Regort

< This function allows users to search for criminal activit
addresses and phrases found in both incident data and ik i g s

- Link Analysis 12 ’
narrative documents. The results of the search can be

arcund a selected US military base duning a specifisd time
interval.

TR RRNE depicted as a link diagram.
+ Feedback
» View Reports
+ Info Center
+ N-DEx Portal
Proparty of the U.S. Government VS.0.0.1) NORTHAOP GRUMMAN
p—

Only authorized users will be allowed to access the query screens. All other users will
receive an error message if access is attempted. Access is provided as follows:
e Tactical : Traffic Stop Search, Express Search, All Search, Pawn Search

e Analytical : Express Search, All Search, Pawn Search, Free Text Search, Link
Analysis

o Tactical and Analytical : Traffic Stop Search, Express Search, All Search, Pawn
Search, Free Text Search, Link Analysis.
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The type of analysis to be performed can be selected by choosing the following icons
from the Query Tools menu:

Traffic Stop Search of records - search screen contains only those fields that are
essential in a Traffic Stop situation.

© Traffic Stop Search

Express Search of records - search screen contains only the most commonly
used search fields.

@ Express Search

All Search of records - search screen contains a wide variety of fields, allowing the
user to refine and filter search criteria.

@ &ll Search

Pawn Search of records (available as a separate User's Guide ) - search screen
contains the fields necessary to search the pawned property database.

@ Pawvn Search

Free Text Search of records (available as a separate User's Guide) - search
screen contains the fields necessary to search documents and narratives contained
in LInX.

@ Free Text Search

Link Analysis search of records (available as a separate User's Guide) -
allows user to view and manipulate search results in a graphical representation
using either Adobe SVG or Adobe 12 iXv.

@ Link Analysis
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(b)(7)(E)

@ ADR Report

The Query History function enables a user to keep track of, and recall previous queries
made during the current session.

The Query History list, available in the Navigation menu located along the left side of
the screen, can be toggled on and off by clicking on the Query History link. There must
have been at least one query run during the current login session in order for Query
History to produce a list.

Query History can be accessed from any page in LInX. By clicking on Query History, a
drop-down list of the last 10 queries made during the current session is displayed in the
Navigation menu, in descending order, beginning with the most recent search. The list
also includes the type of query made (e.g., Express Search, Link Analysis, Possible
Associates, Identity Search, etc.), and the time each query was made.

JTESTER & Query Tools - Traffic Stop Search  Searching DR1-DR2-IVV3-NDEX @
Logout | Maobile Version

= Back to Home / ] k ! 5

R i Justification: required

- &l Search 18:41:2¢ | | License Plate: contains License Plate State:

- &ll Search 16141100 | j

= Pawn Search 16:40:38 |

- Traffic Baarch  16:35:25 | | Fyll Name / Alias: Driver's License No.: starts with

- Associates Search 16:39:14
- ldentity Search 16:39:04 | ||
= Traffic Search 16138136

- Link Analysis 2 16:37:57 DOB: (MMIDDIWYY or YWV)
- Express Search 16137113 /| /’|

- Identity Search  18:37:08 | |!

- View &ll (14)

+Additional Search Fields (F8)

r My LInX

+ System Administration

e | Search | Neighborhood | clear

+ Data Administration

=Query Tools

- Traffic Stop Search

- Exprass Search
- All Search

Some of the features of Query History include:
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= Can be accessed from any page in LInX

= There must have been at least one query run during the current login
session in order to produce a list

= The list of the last 10 queries executed can be expanded or collapsed by
clicking on the Query History link in the Navigation menu

= Holding the cursor over a query entry in the list will display a pop-up box
containing the query search criteria, including the neighborhood that was
searched

= Clicking on a query entry from the list automatically reruns the query and
takes the user to the results of that query

= |If more than 10 queries have been run during the current session, the total
number of queries is shown in parentheses next to the View All link at the
bottom of the Query History list

= Clicking on View All opens a new window with a detailed listing, including
a result count, of all queries run during the current session

= Queries can be saved and configured to be watched from the View Query
History screen

= The contents of Query History will only be preserved for the current login
session, and will be cleared when the user logs out of LInX.

B
®

Logout |
Query Time | Query Type | Description . |# of Hits | =]
= Back to Home Neighborhood:DR1-DR2-1VW3, Last Name:WALLACE, First
T 14:40: ]
- Query Histary 14:40:34 Associates Search 14
- Assoclates Search 14:40:34 Neighborhood:DR1-DR2-1WW3, Last Name:WALLACE, First
- Identity Search  14:40:26 | O 14:40:26 Identity Search bprmes ' - - - 25
- Pawn Search 14:39:59
=TealficBessh t43924 | Gigogg.ey Pawn Search Neighborhood:DR1-DR2-1VV3, Serial No.:BL%US 14
= Associates Search 14:35:02
- Identity Search  14:38:54 | ¢~ 14.39:24 Traffic Search Neighborhood:LINXIVV3 - NDEX, License Plate No.:629, License 4
- Exprass Search  14:38/41 Plate State: -
- Fres Text Search 14:38:27 Neighborhood:DR1-DR2-IVW3, Last Name:SULLIVAN, First

= Link Analysis [2 1413757
- Associntes Search 14:37.23
- Vigw All {15 efp—

€ 14:39:02 Associates Search . i

Neighborhood:DR1-DR2-1VW3, Last Name:SULLIVAN, First

» My LInX - "

 14:38:54 Identity Search 6
+ System Administration 2 »
+ Security Administration I ) Y :

€ 14:38:41 Express Saarch NeLghI_:mrhood.DRl DR2-1VV3, Last Name:SULLIVAN, First 596
+ Site Configuration MName:

i hi E = - L

» Data Administration C 14:38:27 Free Text Search g:g‘;g&“d LRIEDR.22 DS Croe d2at- MOSSBERS, ZDUA 123
+ Query Tools
+ Feedback m el

The Query History function is only preserved for the current session, and will be cleared
after the user has logged out of LInX.
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Analytical and Tactical LInX users have the ability to save queries, watch saved queries
for new information, and load saved queries.

Saved Queries

b)(7)(E)

(b)(6), (b)(7)(C)
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Pages 79 through 80 redacted for the following reasons:

(b)(7)(E), Pages (79) - (80)



Neighborhood Selection

This capability allows users to create areas of interest (Neighborhoods) against which to
search, that can be comprised of a set of local and/or remote agencies.

There are two types of neighborhoods: System Defined and User Defined. System
Defined Neighborhoods are those neighborhoods created by a Regional Administrator
and designated for access by all users of that LInX system. Only a Regional
Administrator can edit or delete a System Neighborhood.

A User Defined neighborhood can be a new neighborhood created by a LInX user, or an
existing neighborhood that has been customized and saved either under the same or a
different name by a LInX user. A User Defined neighborhood is only available to the
user that created it.

The search results from query screens will be filtered to reflect only the data from the
selected source(s) when the user limits the search to one or more source agencies,
rather than all agencies. When conducting analytical searches, the default setting is to
search all agencies in the local system.

All Neighborhood windows are designed as MODAL windows; meaning that as
each successive new Neighborhood window is opened, the new window
retains the focus on the screen until it is closed; at which time, the user is
returned to the previous window. No action can be taken in any other LInX
application window until all Neighborhood windows have been closed.

The Neighborhood Selection window can be accessed from Neighborhoods under My
LInX, as well as from any search page (Traffic Stop, Express Search, All Search, Pawn
Search, Free-Text Search, or Link Analysis).

To access the Neighborhood Selection menu from any search screen, click the (Change
Neighborhood...) link or the Neighborhood button on the applicable query page.

Note: Traffic Stop Search only provides a Neighborhood button to access the
Neighborhood Selection window.

To access the Neighborhood Selection menu from My LInX, select My
LInX/Neighborhoods from the main menu located along the left side of the screen, then
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click on the Click for "My Neighborhoods” link located below the system availability
listing.

In all cases, the Neighborhood Selection menu is presented in a separate window.

Neighborhood Selection @

System Defined

" ALL LINX AND PARTNER SYSTEMS =
AL LI ONLY

 ALL LINX/NDEX

" BALTIMORE URBAN AREA
T poex

' Linxca

 LinxGe

T Ll
P e TP i

User Defined

ALl LInx

" gaLTcorD

" gaLTCYPD

" BRISTOL_BRUNSWICK
" carcoso

C MmuCPERG

' smcoso

” TOWSON URIVERSITY PD

5r_-:-_-cr| View & Edit INE\VI Sel Default J Gancall

If no neighborhoods are listed, or no neighborhood has been identified as (Default
Neighborhood), the local agencies of the current LInX system, plus whichever remote
system(s) that may be included as default systems by the Regional Administrator, will
be the default agency source criteria for all searches.

Select a Neighborhood

To select an existing neighborhood against which to search, click the radio button next
to the desired neighborhood name, then click the Select button at the bottom of the
Neighborhood Selection window. This will cause the Neighborhood Selection window to
close, and return the user to the window from which Neighborhood Selection was
called.

The most recent agency selection criteria will persist for subsequent LInX searches that
support neighborhood selection within the current login session.
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Searching I-95
[Change Neighborhood...)

View and Edit a Neighborhood

A LInX user has the capability to view the systems/agencies that comprise a particular
neighborhood. A LInX user has the capability to edit the systems/agencies that
comprise their own user-defined neighborhoods.

View a Neighborhood

To view a neighborhood, select the desired neighborhood by clicking the radio
button next to the neighborhood name, then click the View & Edit button at the
bottom of the Neighborhood Selection window.

View & Edit

A separate View & Edit window is open for the selected neighborhood.
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"SPECIFIC AGENCIES" - View & Edit

LInX Agencies Select All | Deselect Al [ha]
¢/ ¥ LINX IVW3 SYSTEM =

[T LINX DATA REVIEW 2
M Alexandria Fire Marshal
" Anaheim Police Department
W Arington County Police Department
W Baltimore City Police Department
" Battle Ground Police Department
I Bellingham Police Department
I™ Blacksburg Police Department
I" Blaine Police Department o |

Partners Select All | Deselect Al =
" DHS/LEISS
I" Florida Law Enforcement eXchange
W NDEX
™ San Diego Fusion System

EE'nl'ﬂl Save As.. I Usew/fo Saving | Dalaiu] Canc:ell

The View & Edit window contains the list of LInX agencies and Partner systems
that currently comprise the selected neighborhood.

Note: System names that contain some, but not all of the agencies in the
specified neighborhood are initially expanded when the View & Edit window
is opened. A minus sign next to the system name denotes that the system
has been expanded to show the list of agencies it contains. In the above
example, LINX DATA REVIEW 2 has been expanded to show that one or
more agencies from that system are included in the selected neighborhood
(denoted by a check-mark next to each applicable agency name). Scrolling
through the list is necessary to see all selected agencies in the system.

All agencies contained in LINX IVV3 and LINX DATA REVIEW 1 are
included in the selected neighborhood, as denoted by the check mark next
to each system name. Each system can be expanded by clicking on the
plus sign next to the system name to show the list of agencies contained
within the respective system.




Neighborhood Selection

Edit a Neighborhood

A LInX user has the capability to customize their own existing neighborhood(s) by
adding or removing available agencies and/or Partner systems, then saving the
edited neighborhood under the same or a different name.

To edit a neighborhood, click the radio button next to the desired neighborhood
name, then click the View & Edit button at the bottom of the Neighborhood
Selection window. A separate View & Edit window opens for the selected
neighborhood.

The LInX Agencies pane, located at the top of the window, contains a list of all
LInX systems/agencies available to the user. The Partners pane, located at the
bottom of the window, contains a list of all Partner systems available to the user.

The user’'s "Home” system can be found at the top of the agency selection list of
LInX Agencies, followed by all additional LInX systems, listed alphabetically.

To view the agencies already included in the neighborhood, expand each of the
LInX systems. The agencies that have a check mark next to their name are
already included in the neighborhood.

Add/Exclude an Agency

To select a LInX agency or Partner to be added to the neighborhood,
check the option box next to the agency name in the LInX Agencies section
or the Partner name in the Partners pane.

¥ Chesterfield County Paolice Department {CCPD)

- ¥ N-DEx Law Enforcement National Data Exchange
W Department of Justice
W N-DEx State and Local Agencies

Note: The systems listed under Partners can be added or removed
separately from the agencies listed under LInX Agencies.

To exclude an agency or Partner system from the selected neighborhood,
deselect the option box next to the agency name in the LInX Agencies pane
or the Partner name in the Partners pane.

" Chesterfield County Police Department {CCPD)
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- I N-DEx Law Enforcement National Data Exchange
" Department of Justice
" N-DEx State and Local Agencies

=  Add/Exclude and Entire Site

Toinclude all agencies within a LInX site, check the option box next to
the site name in the LInX Agencies pane.

M LINX IV 3

To exclude all agencies within a LInX site from the selected
neighborhood, deselect the option box next to the site name in the LInX
Agencies pane.

= Select/Deselect All

When the New Neighborhood View & Edit window is initially displayed, all
available agencies and Partners are deselected. To easily select all the
agencies and/or Partners, click the Select All link located next to the LInX
Agencies and/or Partners headings. To deselect all the agencies and/or
Partners, click the Deselect All link located next to the LInX Agencies and/or
Partners headings.

LInX Agencies select all | Deselect All =

|| Partners sslect All | Deselect All =

= Finding an Agency

To locate an agency in Neighborhood Selection when the user is unsure of
the system to which the agency belongs, click the envelope to the right of
the LInX Agencies or Partners headings to display a Find: text box. Enter
some or all of the agency name, then click Next. The system containing the
first occurrence of the name will be expanded and the agency highlighted. If
the highlighted agency is not the agency being sought, continue to click the
Next link until the correct agency is found.
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New Neighborhood - View & Edit
LInX Agencies Select All | Deselect All =
Find: [Victonia [Rexd |
T TERJS A 5 TS P T

™ Texas A&M - Kingsville PD
" Texas Department Of Public Safety
[F' Victoria (TX) Police Deparl:menti
I” Victoria County (TX) 50
+ [T LINX HAWAII

[T LINX NORTH CAROLINA

[T LINX NORTHEAST

™ LINX NORTHWEST

™ LINX RIO GRANDE TI
Partners select All | Deselect all |
™ ICE

™ N-DEx Law Enforcement National Data Exchange

H save I Save As.. | Usze Without Saving

Cancel !

Save a Neighborhood

Once editing of the neighborhood is complete, the user may save the
neighborhood using the existing neighborhood name by clicking the Save button
located at the bottom of the View & Edit window, which will close the View & Edit
window and return the user to the Neighborhood Selection window.

Alternatively, the user may save the edited neighborhood with a new name, thus
keeping both versions of the neighborhood, by clicking the Save As button located
at the bottom of the View & Edit window, which will launch the Save As dialog
window. Enter the name under which the neighborhood is to be saved in the New
Name text box, and click the Save button. Clicking the Cancel button will return
the user to the View & Edit window without saving any changes.
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IF System default
Mew Name : [MY NEIGHGEORHOOD

Existing Neighhborhoods:

CUSTOM

DR1 ONLY

DR2 ONLY

DR2Z-FTRFD
HCPD-NNPD-VEPD
HPD-JCCPD-RPD-VEPD
HFD-JCCFD-VBFD
LINE COLORS

NEW KENT CTY S0
RPD=-FTRFD

SPECIFIC AGENCIES
VIRGIMIA BEACH PD - VEFD

Save I Cancel I

If the neighborhood has been saved with a new name (and not designated as
System Defined), the selection will automatically be created and added to the

User Defined section of the Neighborhood Selection window.

The user may also choose to replace an existing neighborhood with the newly
edited neighborhood by selecting a neighborhood name from the Existing
Neighborhoods box within the Save As dialog window. When an existing
neighborhood name is selected, the name is populated in the New Name text box.
By clicking the Save button, a confirmation box is presented. Click OK to
continue to save the neighborhood with the selected name, or click Cancel, which
will return the user to the Save As window without saving any changes.

Windows Internet Explorer i x|
\:!.) Overwrite existing TEST 1 neighborhood 7

] _ens |

Note: If the user is a Regional Administrator, the neighborhood can be saved as a
System Defined neighborhood by selecting the Available to all LInX users check-
box. The neighborhood can also be set as the system default neighborhood by
selecting the System default check-box. Only Regional Administrators are
authorized to create or modify System Defined neighborhoods; therefore, the
Available to all LInX users check-box is not available in the Save As window if the
user is not a Regional Administrator.




Neighborhood Selection

Use Without Saving

The LInX user has the capability to edit a neighborhood and execute a search
using the edited version of the neighborhood without actually saving the
neighborhood.

After all changes have been made to the selected neighborhood, click the Use
Without Saving button located at the bottom of the View & Edit window. A
Custom (Temporary Neighborhood) selection will automatically be created and
added to the User Defined section of the Neighborhood Selection window.

User Defined

) cusToOM 15|

% custom (Temporary Neighborhood)

' vvz cePD

' 1vwz HCPD

' vvz 1cceD

' 1vwz nnPD

' 1vvz vEPD

0 rywz-1vw2 (Default Neighborhood)

o DO L L L

Select | View&Edit | New| SeiDeui | Close |

Click the radio button next to Custom (Temporary Neighborhood), then click the
Select button at the bottom of the Neighborhood Selection window. This will
cause the Neighborhood Selection window to close, and return the user to the
window from which Neighborhood Selection was called. The Searching Status
on any query screen will reflect that the Custom neighborhood will be searched.

Searching Custom
[Change Neighborhood...)

The Custom (Temporary Neighborhood) will persist for subsequent analytical LInX
searches that support neighborhood selection within the current login session.

Create a New Neighborhood

To create a new neighborhood, click the New button at the bottom of the
Neighborhood Selection window. The New Neighborhood View & Edit window is
presented in a separate window. The New Neighborhood View & Edit window
contains a list of all Sites, Agencies, and Partner systems available to the user
with which to create a neighborhood.
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The user’'s "Home” system can be found at the top of the LInX Agencies list,
followed by all additional LInX systems, listed alphabetically. Each system is
collapsed, but can be expanded to see what agencies are contained within each
system (see note under View a Neighborhood for additional information).

Note: By default, all agencies and Partner systems in the LInX Agencies
and Partners panes are unchecked. The methods used for
selecting/deselecting Agencies, Sites, and/or Partner systems is identical to
those used to edit a neighborhood (see above for descriptions).

At least one agency must be selected before attempting to save or use a
neighborhood. If an agency is not selected, the following error message will be
displayed:

Windows Internet Explorer E|

L] E Mo agencies were selected!
L

Once all agencies to be included in the new neighborhood have been selected,
click the Save As button, which will launch the Save As dialog window. Enter the
name under which the neighborhood is to be saved in the New Name text box,
and click the Save button. Clicking the Cancel button will return the user to the
View & Edit window without saving any changes.

Note: If the new neighborhood is to be a System Defined neighborhood,
then the Regional Administrator should also check the Available to all LInX
users box before clicking the Save button. Only a Regional Administrator
can create a System Defined Neighborhood.

After the new neighborhood has been saved, the selection will automatically be
created and added to the User Defined or System Defined section of the
Neighborhood Selection window, as applicable.

Delete a Neighborhood

This capability allows a LInX user to delete any of their own user-defined
neighborhoods. To delete a neighborhood, click the radio button for the desired
neighborhood, then click the View & Edit button at the bottom of the
Neighborhood Selection window. The View & Edit window for the selected
neighborhood is opened in a separate window. When the Delete button at the
bottom of the View & Edit window is selected, a pop-up confirmation window is
presented. Clicking the Cancel button will close the confirmation window without
deleting the neighborhood. Clicking the OK button will delete the selected
neighborhood and return the user to the Neighborhood Selection window.




Neighborhood Selection

Note: Only a Regional Administrator can delete a System Defined
neighborhood.

Set Default Neighborhood

The default neighborhood for all queries is all local agencies of the current LInX
system, plus whichever remote system(s) that may be included as default systems
by the Regional Administrator .
The LInX user has the capability to set any System Defined or User Defined
neighborhood as their default neighborhood by selecting the radio button for that
neighborhood, then clicking the Set Default button. The designated neighborhood
will remain set as the default neighborhood for all subsequent searches for the
current and future sessions, until the user selects another neighborhood to search
or sets another neighborh_a_)od as the default.
 Set Default

Note: Setting a default neighborhood is not the same as selecting
a neighborhood to be searched. Any available neighborhood can
be searched, even if it is not the default neighborhood.

Map Selection

An alternative to selecting agencies using the Neighborhood Selector is to use the Map
Selection feature, which provides an interactive map to specify a geographic area to
search. Map Selection can be accessed from any search page except Traffic Stop
Search, by clicking on the Change Map Region link. In all cases, the interactive map is
opened in a separate window.

Searching 2 map-regions.

(Change Map Region...) “_

Searching IWV3-DR1/2 - 5Y5 DEF
(Change Neighborhood...)

Select a Map Region
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Clicking on the Change Map Region link launches the Map Selection window. Two
modes are available to help select the granularity of a map area: "Select Mode” and
"Drill-down Mode”.

= Select Mode

The Map Selection window opens in Select Mode, and allows a user to select
LInX regions and Federal systems by clicking the applicable "bulls-eye” icons on
the map or by selecting the check-boxes below the map that are associated with
those regions.

When "bulls-eyes” are highlighted, a check-mark is also placed in the
corresponding region’s check-box, and cleared when the "bulls-eye” is deselected.

Note: Available Federal systems can only be selected by using the
applicable check-boxes.

The most recent agency selection criteria will persist for subsequent analytical

LInX searches that support neighborhood selection within the current login
session.
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= Drill-down Mode

Drill-down Mode allows zooming in on a map region. To access Drill-down Mode,

first select the Drill-down Mode check-box in the upper right corner of the map,

and then select a LInX region by clicking on the corresponding "bulls-eye” on the

map. A zoomed-in version of the map will display geographic groups of counties.

Selections can be made by either clicking the color-coded areas on the map, or
by selecting the check-boxes associated with those areas below the map. When

color-coded areas are selected, a check-mark is also placed in the corresponding
area’s check-box, and cleared when the "bulls-eye” is deselected.

Clicking the Back to parent Map link at the top left of the map will return the user

to the Select Mode.
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Save a Map Selection

After selecting all regions and/or areas to search, click the Save Map Selection
button in the bottom right corner of the screen. This will close the Map Selection
window and return the user to the query screen.

When a map selection is saved, the agencies comprised in that selection are
included in a temporary CUSTOM neighborhood. The CUSTOM neighborhood
can be accessed, edited, and saved from the Neighborhood Selector on any of the
guery screens, as well as from My LinX/Neighborhoods.

The status of the neighborhood to be searched will be updated on the query
screen to show how many map regions will be searched.



Neighborhood Selection

Print Region Selection Maps

Region Maps can be printed from either the Select Mode or Drill-down Mode by
clicking on the Print Map button at the bottom of the Map Selection window.
Clicking the link will open a separate PDF window containing the map in the
selected mode.

The title of the map is displayed at the top of the page. The bottom of each page
displays the following information:

= LInX version number

= Page number and total number of pages

= Date and Time the selected map was requested to be printed/saved.

To print the map, click on the printer icon [ = ] at the top of the PDF window to
open a Print window, and click OK to print the map. The PDF window can be
closed after the map has been printed.

To save the map, click on the disk icon [Elj ] at the top of the PDF window to
open a Save a Copy window, enter a file name, and click Save to save the map.
The PDF window can be closed after the file has been saved.
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Traffic Stop Search

The capability of the Traffic Stop Search is to allow Tactical LInX users to perform a
records search containing only fields that are essential in a traffic stop situation. The
results of a search will be presented in the same manner as other LInX structured
search results.

Navigating to Traffic Stop Search

Tactical and Analytical LInX users can access Traffic Stop Search either from the Query
Tools title page, or from the menu bar located along the left side of the screen.

S

Logout | Mcmle Varsion

= Back to Home @ Traffic Stop Search / @ Express Search

This function allows tactical users ba parform Traffic Stop Thag function allows tactical and analytical ussrs to
r My LInX searches on structured incident data provided by the perform Express searches on structured incident data
participating agencies. provided by the participating agences.

@ All Search @ Pawn Search
“ Express Search

This function allows tactical and analytical users to Thas function allows tactical and analytical vsers to
- Al Semrch perform advanced searches on structured incident data perform advanced searches an structured incident data
- Pawn Search provided by the parbopating agencies. provided by the particpating agencies.

- Frae Text Sesrch @
= Link Analysis T,
Link Analysis
- Link Analysis [2 @ Free Text Search This function allows analytical users to search for paople,

n » P

- ADR Report This function gliows: Snalytical users to perform Orscle addreszes and phrazes faund in bath ncident dats and
free-text searches against narratives attached to incident

data narrative decuments. The results of the search can be

+ Feedback depicted as a link diagram.

Info Center @
N-DEx Portal Link Analysis 12
I = This function allows analytical users to search for people, AOR Report

This function allows users to search for ciminal activity
e wd ph foun: both L A < «
Atidrecoss and. phraces foUiv I IS g argund 2 selected US military base during a specified time

interval.

narrative documents. The results of the search can be
depicted as a link diagram.

Proparty of the U.5. Governmant VE.0.0.5]) NORTHROP GRUMMAN
The default Traffic Stop Search page contains the basic search fields. The Traffic Stop

Search page allows users to enter search criteria that can be used to generate search
results.

TRAFFIC STOP SEARCH FIELDS -- BASIC

The following fields are used as the search criteria for the basic Traffic Stop Search:

»  Justification (highlighted in yellow if required)
»  License Plate
»  License Plate State
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>  Full Name or Alias
»>  Driver’'s License No:
> DOB or Year of Birth

LINXTESTER

Logout | Maobile Version

Duerv Tools - Traffic Stop Search Searching IVV3 ONLY

= Back to Home
Justification: | required
* Query History
* My LInX License Plate: contains License Plate State:
» System Administration 3
» Security Administration | FUll Name/Alias: Driver's License No.: starts with
+ Site Configuration
+ Data Administration DOB: (MM/DD/YYYY or YYYY)
e/ /
e e +Additional Search Fields (F8)
= &l Saarch
- Pawn Search
- Frae Taxt Search .
Search Neighborhood Clear
= Link Analysis 12

= AOR Report

+ Feedback

» View Reports
» Info Center
* N-DEx Fartal

rching Neighborhood
3 DNLY
NXIVVE

The user also has the option to expand the search criteria and include additional fields
for submitting a more targeted search by clicking on the +Additional Search Fields link
or by pressing the F8 button on the keyboard. The additional search fields include the
following:

TRAFFIC STOP SEARCH FIELDS -- EXPANDED

Y

Make

Model

Model Year

Color

VIN

SSN

ID Search

GENDER [drop-down list]
RACE [drop-down list]
Current Age or Current Age Range
Street Address

YVV VY VY VY VYYVYY

88



Traffic Stop Search

City

State [drop-down list]
Zip

Phone Number

YV V V VY

@Qutrv Tools - Traffic Stop Search Searching IVV3 ONLY

Justification: | required
License Plate: contains Il.icense Plate State: _]
Full Name / Alias: Driver's License No.: starts with

| |

DOB: (MM/DD/YYYY or YYYY)

L L s

-Additional Search Fields (F8)

Make: contains Model: contains

| |

Model Year: exact Color:

............... I :'

VIN: contains

|

SSN: (123-45-6789) ID Search: (FBI, SID, SSN, DL)

GENDER: RACE:

| 2 |
Current ’&ge: (yrs)

|t
Street Address: contains City: starts with

State: Zip: (12345-6789)
Phone Number: (123)1234567 x123456

(DI x|

Froperty of the U.5. Gavemmant (v8.0.0.3) NORTHAOP GRUMMAN
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The Clear button, located at the bottom of the search screen, will clear all the fields in
the query screen, with the exception of the Justification field, without having to leave the
query screen.

Neighborhood Selection

The default Traffic Stop Search setting is to search all local contributing agencies;
meaning that the search includes all data in the data warehouse from all local sources.
The Neighborhood button allows a user to access the Neighborhood Selection window
and select one or more agencies, sites, and/or Partner systems against which to conduct
a search. The results will be filtered to reflect only the data from the selected source(s)
when the user limits the search to one or more source agencies, rather than all agencies.

Nelghborhood

Selecting a Neighborhood:

When the Neighborhood button is selected, the Neighborhood Selection screen
will open in a separate window. Additional help for Neighborhood Selection can be
found within the Neighborhood Selection functionality by clicking on the Online Help

button @] located in the upper right-hand corner of the Neighborhood Selection
screen.
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Neighborhood Selection @

System Defined
& 1vv3 onLY

User Defined

C cusToM

' twwz cro

' vz HePD

1wz Jcceo

O rvwz wnep

' twz verD

C twwz-Ivw3 (Default Neighberhood)
 RPD-BTRPD

Select |[ View&Edit_| New| SetDefault | Close |

Selection Status:

The text appearing on the Query Tools - Traffic Stop Search banner provides the user
with the selection status. If there are no neighborhoods listed, or no neighborhood
has been identified as the "default” neighborhood, the local agencies of the current
LInX system, plus whichever remote system(s) that may be included as a default by
the Regional Administrator, will be the default agency source criteria for all searches.

When a different neighborhood selection is made, the selection status changes to
reflect the name of the newly-selected neighborhood.

Justification

This function allows Tactical and Analytical LInX users the ability to enter the reason a
search is being conducted, and also provides the information to comply with Criminal
Offender Record Information (CORI) for auditing purposes. This field is located at the
top of each query screen. The field is automatically highlighted in yellow, and is
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required if one or more agencies in the selected neighborhood require a justification in
order to search their data.

If the field is not highlighted in yellow, use of the field is optional.

Justification: required

Justification will remain persistent throughout the current session, for any LInX search,
unless changed during the session.

TRAFFIC STOP SEARCH TIPS

Tip: Less is better! Starting with just Last Name and First Name is usually
the best approach, as it will result in the largest results set.

To refine the search, adding the DOB is often the best choice to add to the
search criteria. However, matches will only improve if the additional
identifiers match the contents of the original records in the database.

In the event a person's name is composed of four or more names, inserting the
wildcard (%) after and/or before the Last Name may result in more pertinent
records.

Tip: Consider reversing the names in a search. Some cultures actually use the
Last Name as a First Name.

Tip: Use the Name/Alias search field when only one portion of a name is known
or when searching for a "street name" or a single name alias (e.qg., "Killer",
"Peanut”, "Catfish", etc.). This will search the Last, First, Middle, and Alias name
fields.

Tip: Searches by Social Security Number may assist with the identification of
persons who have changed their name (legally or otherwise).

Note: The ID field is not be considered when searching for NCIS data.

When the information to be used in the query has been entered, clicking on the Search
button will begin the search process.
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The capability of the Express Search is to allow Tactical and Analytical LInX users to
perform an express structured search that contains only the most commonly used fields.

The results of a search will be presented in the same manner as other LInX structured
search results.

Tactical and Analytical LInX users can access Express Search either from the Query
Tools title page, or from the menu bar located along the left side of the screen.

ITESTER

Query Tools @
Logout | Mabile Varsan

= Back to Home ® Traffic Stop Search @ Express Search /

Thas function allows tactical users to perform Traffic Stop This function allows tactical and analytical users to
¢ Query History searches on structured incident data provided by the perform Express searches on structured incident data
+ My LInX participating agencies. provided by the participating agencies.

All Search
- Traffis Stan Sanrch

Thas functicn allows tactical and analytical users to
perform advanced searches on structured incident data
provided by tha participating agencies,

Pawn Search

This function allows tactical and snalytical users to
perform advanced searches on structured incident data
providad by tha participating agencies.

« all Zzare

- Pawn Search

= Fr Taxt Search

S @ Frea Te Searcn @ #L?:f::l::lufhuws analytical users to search for people,
Rt T T allen et Goss i et i EnBei addresses and phrases found in hc:h ncident da-tapans :
frae-taxt ssarches against narratives attachad to incidant 2 : B0

dokn. narrative documents. The resufts of the search can be
R Haport ’ depictad as & link disgram,

» Feedback @
+ Infa Center Link Analysis 12
This functicn aliows analytical users to search for peogple, AOR Report

- This function allows users to search fer criminal activity

» H=DEx Portal addressas and phrasss found in both incident data and sround & selected US military base during 3 spacified time
narrative documents. The results of the search can be intervel
depicted as a link diagram. »

= Link Analysis §2

roperty of the U.5. Government

The Express Search page allows users to enter search criteria that can be used to

generate search results. This page also provides the capability to Save and Load
search queries.
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JTESTER

Logout | Mobile Version

@Quer\r Tools - Express Search Searching DR1-DR2-IVV3-NDEX

- Teaff o Search
- all Search

- Pawn Search

- Frae Taxt Saarch

- Link Analysis

- Link Analysia 12

= ADR Report
+ Feedback
+ Info Centar

+ N-DEx Portal

earching Neighborhood
R1-DR2-TVV3-NDEX
NXDR1

NXDR2

NXIVWV3

DEX

Justification: | required
= Back to Home
Last Nama: First Narmae: Middla Nama:
* My LInX i+ |- - |
~Query Tools Full Name / Aliss:

&
DI_JE_L: [ h!_fp:_il!fvlvvv aF YYYY)

Gender:
-

Licanse Plate No.: containg

Strect Address: contains

to

¥ Use Name Thesaurus

SSN: (123-43-6780)

City: starts with

Phone Humber: 123-456-78610 x 1224586

Race: 1D Search: (FBI, 51D, 55M, DL}
| -
Licensa Plate State: WVEN: contains
| z |
F  use address Thesaurus
State: Zip: (12343-6789)
= |

Incident Date Range:(MM/DD/YYYY) Last 2 years

| To |

Searching 4 map-regions.
(Change Map Region...)
Searching DR1-DR2-IVV3I-NDEX
{Change Meighborhood...)

[Search J Saveswatch [ Losd [ neighborhood [ Cear |

The most common search criteria related to people, vehicles, addresses, incident
characteristics, and/or phone numbers can be entered into the appropriate fields shown
on the Express Search screen. When the Express Search screen is used to
perform a query, the search process will look for names associated with incidents
that meet ALL of the criteria entered in the various search characteristics
categories.

Note: The Express Search screen contains the same search fields for both
Tactical and Analytical searches. The only significant difference is the result set;
specifically, the ability of Analytical users to view the contents of the Narrative tab
for the results of the search. The Narrative tab is not available for Tactical-only

users.

EXPRESS SEARCH TIPS
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Tip: Less is better! Starting with just Last Name and
First Name is usually the best approach, as it will
result in the largest results set.

To refine the search, adding the DOB is often the best
choice to add to the search criteria. However, matches
will only improve if the additional identifiers match
the contents of the original records in the database.

Tip: Use wildcards (%) for name queries where the
person may have more than three names. The
wildcard can be placed before, and/or after the Last
Name. It may be valuable to conduct separate searches
of both the Middle and Last Name fields.

Tip: Consider reversing the names in a search. Some cultures actually use the Last
Name as a First Name.

Tip: Use the Full Name/Alias search field when only one portion of a name is known or
when searching for a "street name" or a single name alias (e.g., "Killer", "Peanut",
"Catfish”, etc.). This will search the Last, First, Middle, and Alias name fields.

Tip: Because of various spellings of names, a wildcard (%) can be used if the correct
spelling of a person's name is unknown (e.g., Gonzale% to retrieve Gonzales and
Gonzalez).

Tip: When a query requires a "wide-open" data search (e.g., White, Female, DOB), such
as in a Cold Case investigation:

1. Set the Search Results Increment under My LInX/Set Preferences to 1000 to bring
back the maximum result set

2. If running the query from All Search, ensure Also Search Free Text is disabled
3. Issue the search with just one attribute (e.g., DOB).

The return on both the initial results and subsequent "Get More" results will be faster.

When all available results have been retrieved/merged (Get More/Merge Results), filter
on any additional attributes to narrow the results further, as needed (e.g., White,
Female).

Tip: Searches by Social Security Number may assist with the identification of persons
who have changed their name (legally or otherwise).
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EXPRESS SEARCH FIELDS

The following fields are used as the search criteria for Express Search:

Justification (highlighted in yellow if required)
Last Name

First Name

Middle Name

Full Name/Alias

Name Thesaurus [check-box]

DOB or Year of Birth

Current Age or Current Age Range

SSN

Gender [drop-down list]

Race [drop-down list]

ID Search (FBI, SID, SSN, DL)

License Plate No.

License Plate State: [drop-down list]

VIN

Street Address [Person or Event]

Address Thesaurus [check-box]

City

State [drop-down list]

Zip

Phone Number

Incident Start Date (mm/dd/yyyy)

Incident End Date (mm/dd/yyyy)

Map Selection [(Change Map Region...) link]
Neighborhood Selection [(Change Neighborhood...) link]

VVVYVYVVVVVYVYVYVYVVVVYVYVYVYVVYVYYVYY

Note: The ID field is not to be considered when searching for NCIS data.

EXACT AND THESAURUS SEARCH OPTIONS

There are two different levels of complexity available for users to conduct searches,
depending on the field(s) being searched. The options available are:

Exact Search: limits the search results to those records that are an exact match
to the search criteria. Results will only be returned if they meet all the criteria
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entered in the various search characteristics categories. Results will be
returned for exact spelling or numerical matches.

Exact Searches may be conducted for Name and/or Address queries.

An Exact Search will be conducted for Name and/or Address queries unless the
respective Thesaurus check-boxes are checked.

Thesaurus Search: uses a static LInX thesaurus index to expand the search
results to include structured records that contain terms that are grouped
together according to similarity of meaning to the search term(s), in addition
to those records that contain exact matching terms to the search criteria. Results
will be returned for exact spelling or numerical matches, and related terms.

Thesaurus Searches may be conducted for Name and/or Address queries.

Examples of Thesaurus entries using the Person Full Name index include:

William - Will, Willie, Bill, Billy
Steven - Stephen, Steve, Steph
Kenneth - Ken, Kenny

Examples of Thesaurus entries using the Full Street Address index include:

Street - St, Str, Strt
Road - Rd

Avenue - Av, Ave
1st - First

To conduct thesaurus Name searches, click the Use Name Thesaurus check-box
to the right of the Full Name/Alias field to select the option.

Full Name / Alias:
& | M use Name Thesaurus

To conduct thesaurus Address searches, click the Use Address Thesaurus check-
box to the right of the Street Address field to select the option.

Street Address: contains

M  use Address Thesaurus

The Use Name Thesaurus and Use Address Thesaurus options may be selected
within the Express Search, All Search, Pawn, and Link Analysis query screens.
The desired default search types can also be set by the user on the Set
Preferences screen, under My LInX.
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The following chart compares Exact Search and Thesaurus Search.

Full Name/Alias
Field

First Name, Middle
Name, Last Name
Fields

Full Name/Alias
Field Combined
with Other Fields

First Name, Middle
Name, Last Name
Fields Combined
with Other Fields

USE OF WILDCARDS
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Exact Search can also be used with wildcards to expand or speed up the search while
still limiting it to the search criteria entered by the user:

Exact Search

LInX will identify
structured records
containing a full
name/alias that exactly
matches the user-
entered search
term(s).

Thesaurus Search

LInX will identify
structured records
containing a full
name/alias that match
exactly the user-entered
search term(s) or match
entries found in a static
LInX thesaurus index.

LInX will identify
structured records
containing first name,
middle name, last
name fields that
exactly match the
user-entered search
term(s).

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly match
the user-entered search
term(s) or match entries
found in a static LInX
thesaurus index.

LInX will identify
structured records
containing a full
name/alias that exactly
match the user-
entered search term(s)
and that also contain
an exact match for the
user-entered search
term(s) in the other
field(s).

LInX will identify
structured records
containing a full
name/alias that exactly
match the user-entered
search term(s) or match
entries found in a static
LInX thesaurus index,
and that also contain an
exact match for the user-
entered search term(s) in
the other field(s).

LInX will identify
structured records
containing first name,
middle name, last
name fields that
exactly match the
user-entered search
term(s) and that also
contain an exact
match for the user-
entered search term(s)
in the other field(s).

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly match
the user-entered search
term(s) or match entries
found in a static LInX
thesaurus index and that
also contain an exact
match for the user-
entered search term(s) in
the other field(s).
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» Awildcard (%) can be used in an exact search to bring up additional records
that reflect the criteria including the wildcard, such as "Doe, J%” for all individuals
with the last name of "Doe" and a first name beginning with the letter "J".

» If the search involves alphanumerical values, such as a partial license plate,
the location of the wildcard within the number sequence will determine the results
that are returned (see following table).

»  Wildcards can be used to speed up a search by inserting a wildcard after the
search criteria, which has the effect of limiting the search results that begin with
the criteria instead of containing the criteria anywhere within the record. Using the
wildcard in this way may speed up the search if time is a concern and the possible
number of candidate returns is large, such as Street or City names.

»  Wildcards can also be used in Driver’'s License Numbers, Street Names, City
Names, Street Numbers, and Social Security Numbers.

Tip: Because of various spellings of names, a wildcard (%) can be used if
the correct spelling of a person's name is unknown (e.g., Gonzale% to
retrieve Gonzales and Gonzalez).

Tip: Use wildcards (%) for name queries where the person may have more
than three names. The wildcard can be placed before, and/or after the Last
Name. It may be valuable to conduct separate searches of both the Middle
and Last Name fields.

The following chart provides examples of the results returned when using wildcards in
Exact Search queries:

Exact Search
Wildcard Placement Results

Examples

Names (People, Places)

J% Doe All individuals with first names starting with "J”
and last name of "Doe” (and any aliases on
records as the letter "J").

Cent% Street Street Names starting with "Cent”, such as
Central, Center, or Centre.

Oak% Street (wildcard used Street Names of "Oak”, limiting the search to
to speed results) Street Names of Oak, or starting with the word
Oak, such as Oakdale.
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Numbers and Alphanumeric Sequences

%123 Sequences ending in 123" and sequences with
"123" in the middle, or results of "123", if that is
the entire record (such as "123 Main Street”).

123% Sequences starting with "123".
%12%3% Sequences with known characters in this order.
123 (no wildcards) Returns results of "123” alone or "123"

anywhere in the sequence, in any field that is
noted with the word "contains”.

SEARCHING PHONE NUMBERS

Query on a phone number by entering search criteria in the phone number fields and then
selecting the Search button:

»  Main Phone Number (Area Code, Prefix/Suffix)
»  Phone Extension

There are two fields that are associated with the phone number field (as shown below).

Phone Number: 123-456-7890 x 123456

| x|

The single field for the main phone number allows for cut/paste operations from another
document into LInX. Note that extensions are rarely captured in an RMS.

Phone Numbers may be entered in a variety of formats, and the number will be parsed
into component fields automatically. The following formats are supported:

(123)123-1234
123-123-1234
123.123.1234
1231231234

ENTRY RULES & ERROR MESSAGES
There are several rules associated with the entry of phone number search criteria:

7 Digits Required When:

If a prefix/suffix is entered without using a wildcard (%), as shown in the following
example, then the complete 7 digit phone number MUST be provided.
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Phone Number: 122-456-7890 x 123456
[12345 x|

The following message will appear if you do not meet entry criteria.

Windows Internet Explorer _)_:ll

!'\_\ Plaase use this Format 123-456-7590, or use the wildcard (%) For missing digis.

R

Wildcards Allowed:

LInX DOES allow the use of the wildcard (%) character, which is one of the most
effective approaches for querying phone numbers. The wildcard (%) may be
prepended, appended, or placed on both sides of a partial number, as shown in the
example below.

Phone Number: 122-456-7890 x 123456
|%45-67% x|

Note that when one or more wildcards are used, dashes are automatically inserted
to parse the Phone Number into component fields.

Tip: To get the maximum results for partial phone numbers, use the wildcard (%) on
the left, right, or both sides of the partial number.

Tip: The area code is often omitted from RMS data. It is not required for a phone
number search -- leave it out in order to get maximum results on a search for partial
phone numbers.

SEARCH ONLY LAST 2 YEARS OF DATA

An initial query may be limited to search data for the most recent 2 years, by clicking on
the Last 2 years hyperlink next to the Incident Date Range on the Query screen.
Selecting this option will automatically pre-populate the Date Range fields, extending
back 2 years from the current system date.

When the Date Range fields are pre-populated to search the last 2 years of data, clicking
on the Clear hyperlink will remove the limitation, and allow searching of older data.
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incdest Date Hanpe:{NM/DO/TTTY) Lust 3 yasrs Incident Date Range:(MM/DD/YYYY) Clear
\ L 12/1a/2009  _ 7o [12/14/2011

Note: if the Date Range is manually entered, the Last 2 years link will remain
and the Clear link will not be displayed.

Neighborhood Selection

The default Express Search setting is to search all local contributing agencies; meaning
that the search includes all data in the data warehouse from all local sources. The
(Change Neighborhood...) link allows a user to access the Neighborhood Selection
window and select one or more agencies, sites, and/or Partner systems against which to
conduct a search. The results will be filtered to reflect only the data from the selected
source(s) when the user limits the search to one or more source agencies, rather than all
agencies.

There is also a Neighborhood button located at the bottom of the query screen, which
will open the Neighborhood Selection window without having to click the (Change
Neighborhood) link. Either of these methods can be used to access the Neighborhood
Selection screen.

Searching I-95
[Change Neighborhood...)

y Neghbrtond

Selecting a Neighborhood:

When the (Change Neighborhood...) link or Neighborhood button is selected, the
Neighborhood Selection screen will open in a separate window. Additional help for
Neighborhood Selection can be found within the Nei%hborhood Selection

functionality by clicking on the Online Help button
hand corner of the Neighborhood Selection screen.

| located in the upper right-
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Neighborhood Selection @

System Defined
& 1vv3 onLY

User Defined

' cusTom

' twwz cro

' vz HePD

1wz Jcceo

O rvwz wnep

' twz verD

C pewz-tvws {Default Neighboerhood)
0 rpo-PTRPD

Select |[ View& Edit | New| SetDefautt | Close |

Selection Status:

The text appearing above the (Change Neighborhood...) link on the query screen
provides the user with the selection status. If there are no neighborhoods listed, or no
neighborhood has been identified as the "default” neighborhood, the local agencies of
the current LInX system, plus whichever remote system(s) that may be included as a
default by the Regional Administrator, will be the default agency source criteria for all
searches.

Searching Default
(Change Neighborhood... )

When a different neighborhood selection is made, the selection status changes to
reflect the name of the newly-selected neighborhood:

Searching IVV2-IVV3
[Change Neighborhood...)
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Map Selection

The Map Selection functionality provides the user with the ability to search a specified
geographic area. When the (Change Map Region ...) link is selected, the Map Selection
screen opens in a separate window.

Selection Status:

The text appearing above the (Change Map Region ...) link on the query screen
provides the user with the selection status, which corresponds to what is selected in
the Neighborhood Selection. If no neighborhood is selected under the Neighborhood
Selection menu, then the system default will be used, and no map regions will be
specified.

Select Map Region
(Change Map Region...)

Searching IWVI-DR1/2
{Change Heighborhood...)

When a Map Region is selected, the Neighborhood selection status will change to
CUSTOM. The neighborhood will automatically be modified to include the selected
regions/agencies. The neighborhood can then be modified further through the
Neighborhood Selection screen.

Mousing over the Change Map Region link will display a pop-up message containing
the name(s) of the map region(s) selected.

Searching 3 map-regions.
(Change Map Region...)

Searching DR1-DR2-IVV3
[Change Meighborhood...)

Additional help for Map Selection can be found within the Neighborhood Selection

functionality by clicking on the Online Help button @] located in the upper right-
hand corner of the Neighborhood Selection screen.

Justification

This function allows Tactical and Analytical LInX users the ability to enter the reason a
search is being conducted, and also provides the information to comply with Criminal
Offender Record Information (CORI) for auditing purposes. This field is located at the
top of each query screen. The field is automatically highlighted in yellow, and is
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required if one or more agencies in the selected neighborhood require a justification in
order to search their data.

If the field is not highlighted in yellow, use of the field is optional.

|| Justification: required

Justification will remain persistent throughout the current session, for any LInX search,
unless changed during the session.

b)(7)(E)
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When all the information to be used in the query has been entered, and the source of
information selected, clicking on the Search button will begin the search process.

The Clear button, located at the bottom of the search screen, will clear all the fields in
the query screen, with the exception of the Justification field, without having to leave the
query screen.

Load Saved Queries

b)(7)(E)
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The capability of All Search is to allow Tactical or Analytical LInX users to perform
complex structured data queries of People, Vehicles, Addresses, Incidents, and Phone
Numbers, using a wide variety of search criteria with which to refine and filter searches.
The results of a search will be presented in the same manner as other LInX structured

search results.

Tactical and Analytical LInX users can access All Search either from the Query Tools
title page, or from the menu bar located along the left side of the screen.

Query Tools @

ITESTER

Logout | Mobila Version

= Back to Home ® Traffic Stop Search
This funchion allows tactical users bo perform Traffic Stop
searches on structured incident data provided by the
participating agancies.

@ recss”

This function allows tactical and analytical users to
perform advanced searches on structured incident data
provided by the participating agencies.,

» Query History

+ Hy LInX

= Query Tools

= Traffiz Stop Sanrch

- Expi Search

- Pavn Saarch

= Frad Taxt Search

@ Free Text Search
This function allows analytical users to perform Cracle

frae-taxt searches against narratives attachad to incident
dats,

= Link Analysis §2
- AQR Report

» Feedback

+ Info Center @ Link Analysis 12
This function allows analytical users to search for people,
addresses and phrases found in both inadent data and
narratree decuments. The results of the search can be
depicted as a nk disgram.

+ H-DEx Portal

cparty of the U.5. Governmant

@ Express Search
This function allows tactical and analytical users to

perform Express searches on structured incident data
provided by the participating agencies.

@ Pawn Search
This function allows tachcal and snalytical users to

perform advanced searches on structured incident data
provided by the participating agencies.

@ Link Analysis
This function allows analytical users to search for pecple,

addresses and phrases found in both inodent data and
narrative documents. The results of the search can ba
depicted as a link diagram.

This function allows users to search for criminal activity

sround a selected US military base during a specified time
mterval,

The All Search page allows users to enter search criteria that can be used to generate
search results. This page also provides the capability to Save and Load search queries.
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LINXUSER

Logout | Mobile Version

Quo.:rv Tools - All Search

Searching DR1-DR2-IVV3

= Back to Home

Justification: required

™ Also Search Fras Text

I O e e

» My LInX

People Characteristics

T Exact Search

& Thesaurus Search

" Assisted Search

+ System Administration
» Security Administration
+ Data Administration

* Query Tools

= Traffic Stop Search
- Exprags Search

- Pavn Search

- Free Text Search
= Link Analysis

= Link Analysis 12
- A0R Report

+ Feedback

Last Name:

=

¢~ Full Hame/Alias:

Corrant Age: fyre)
[ to
Gender:

=

Height:

| ft

[ i

Scar, Mark, or Tattoo Text: contains

S5M: (123-45-6780)

Phone Number/Email Address

First Nama:
DOB: (MM/DD/YYYY or YYYY)
| +f-
Age at Time of Event: (yrs)

o]

Race:

Middle Name:

{yrs) 10 Search: (FBI, 51D, 55N, DL}

Oocepation: contyles

Weight: (Ibs)
to|
SMT Type:
-
Driver's Licansa No.: starts with

Eye Color: -

Hair Color:

SMT Body Part:

Driver's Licensa 5T:

» View Reports
s Info Center

» N-DEx Portal

Phone Number: 123-436-7800 x 123436

Email Addrass: starts with

Vehicle Characteristics

x|

Searching Neighborhood
DR1-DR2-IVV3

License Plate No.: contains

Make: contains

LINXDR1
LINXDRZ
LINXIVVE

| VIN: contains

| Address Characteristics

License Plate State:

=

Model: contains

C Exact Search *

Hedel Year: (YYYY)
Te
Color:

=

Thesaurus Search

Street Address: containg

City: starts with

| Incident Characteristics
[

State:

=

o

Mamae: starts with

Incident Number: starts with

Incidant Cate Range:(MM/DO/YYYY) Last 2 yaars

To
Offense Description: contains _ Incident Type: Hasrchuig 3 rikgrrvglons.
E [(Changs Map Region...)
Pk Enactaboy Crims Type: Searching DR1-DR2-IVV3
|1 (Changa Neighborhood...)
Property Characteristics
| Property Type: contains Make: contains Model: contains
Description: contains
Serial Number: contains Primary /Secondary Color:

=

Property of the U.5. Govarnmant

[Sescn Jsovervics [ iond J eirberrocd e

NORTHROFP GRUMMAN

Search criteria related to people, vehicles, addresses, incident characteristics, phone
numbers, and/or e-mail addresses can be entered into the appropriate fields shown on
the All Search screen. When the All Search screen is used to perform a query, the
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search process will look for names associated with incidents that meet ALL of the
criteria entered in the various search characteristics categories.

Note: The All Search screen contains the same search fields for both Tactical
and Analytical searches. The only significant difference is the result set;
specifically, the ability of Analytical users to view the contents of the Narrative tab
for the results of the search. The Narrative tab is not available for Tactical-only
users.

ALL SEARCH TIPS

Tip: Less is better! Starting with just Last Name and First Name is usually the best
approach, as it will result in the largest results set.

To refine the search, adding the DOB is often the best choice to add to the search
criteria. However, matches will only improve if the additional identifiers match the
contents of the original records in the database.

Tip: Use wildcards (%) for name queries where the person may have more than three
names. The wildcard can be placed before, and/or after the Last Name. It may be
valuable to conduct separate searches of both the Middle and Last Name fields.

Tip: Consider reversing the names in a search. Some cultures actually use the Last
Name as a First Name.

Tip: Use the Full Name/Alias search field when only one portion of a name is known or
when searching for a "street name" or a single name alias (e.g., "Killer", "Peanut",
"Catfish”, etc.). This will search the Last, First, Middle, and Alias name fields.

Tip: Because of various spellings of names, a wildcard (%) can be used if the correct
spelling of a person's name is unknown (e.g., Gonzale% to retrieve Gonzales and
Gonzalez).
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Tip: When a query requires a "wide-open" data search (e.g., White, Female, DOB), such
as in a Cold Case investigation:

1. Set the Search Results Increment under My LInX/Set Preferences to 1000 to bring
back the maximum result set

2. If running the query from All Search, ensure Also Search Free Text is disabled
3. Issue the search with just one attribute (e.g., DOB)

The return on both the initial results and subsequent "Get More" results will be faster.

When all available results have been retrieved/merged (Get More/Merge Results), filter
on any additional attributes to narrow the results further, as needed (e.g., White,
Female).

Tip: Searches by Social Security Number may assist with the identification of persons
who have changed their name (legally or otherwise).

Note: The ID field is not to be considered when searching for NCIS data.

The search criteria related to a person can be entered into the text fields shown under
People Characteristics. The People Characteristics fields are:

» Justification (highlighted in yellow if required)
»  Name Search Type
[Exact/Thesaurus/Assisted]

Last Name

First Name

Middle Name

Full Name/Alias

DOB/Year of Birth or DOB/Year of Birth Range
ID Search (FBI, SID, SSN, DL)

Current Age or Current Age Range

Age at Time of Event or Age Range at Time of Event
Occupation

Gender [drop down list]

Race [drop down list]

Eye Color [drop down list]

YVVVYVYVVVVYVYYVYYYVYYVY
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Height or Height Range

Weight or Weight Range

Hair Color [drop down list]

Scar, Mark, Tattoo (SMT) Description
SMT Type [drop down list]

SMT Body Part [drop down list]
Social Security Number

Driver’s License Number

Driver’s License State [drop down list]

VYV Y VYV VVYVYYVY

Note: The Occupation field is configurable (on/off) by LInX site. The default
setting for this field is 'ON’; i.e., the field is available for searching on the All
Search People Characteristics query page, and for display in both the Person
Characteristics tab of the search results and the Event Report view.

EXACT, ASSISTED, AND THESAURUS SEARCH OPTIONS

There are two or three different levels of complexity available for users to conduct
searches, depending on the field(s) being searched. The options available are:

Exact Search: limits the search results to those records that are an exact match
to the search criteria. Results will only be returned if they meet all the criteria
entered in the various search characteristics categories. Results will be
returned for exact spelling or numerical matches.

Exact Searches may be conducted for Name and/or Address queries.

To conduct exact Name searches, select the Exact Search radio button located on
the People Characteristics section heading.

®) Query Tools - All Search  Searching DR1-DR2-IVV3 @

Justification: required
| ™ Alsa Search Free Taxt

People Characteristics | @ ExactSearch | © Thessurus Search ™ Assisted Search

Assisted Search: uses soundex and metaphone phonetic algorithms to expand
the search results to include structured records that contain similar matching
terms to the search criteria, in addition to those records that contain exact
matching terms to the search criteria. Results will be returned for exact
spelling and similar spelling matches, or names that sound similar to the
search criteria.

Note: This option is only available for Name Searches, using the following
People Characteristics fields:
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114

Last Name (legal name or alias)
First Name

Middle Name

Full Name / Alias

YV V VYV VY

To conduct assisted searches, select the Assisted Search radio button located on
the People Characteristics section heading.

@) Query Tools - All Search  Searching DR1-DR2-IVV3

|.'Iu:tific.ll‘.ilunr required s e m Neighborhoad:

People Characteristics  Exact Search  ( Thesaurus Search I ¥ mssisted Search I

Thesaurus Search: uses a static LInX thesaurus index to expand the search
results to include structured records that contain terms that are grouped
together according to similarity of meaning to the search term(s), in addition
to those records that contain exact matching terms to the search criteria. Results
will be returned for exact spelling or numerical matches, and related terms.

Thesaurus Searches may be conducted for Name, Address, or Text queries.

Examples of Thesaurus entries using the Person Full Name index include:

William - Will, Willie, Bill, Billy
Steven - Stephen, Steve, Steph
Kenneth - Ken, Kenny

Examples of Thesaurus entries using the Full Street Address index include:
Street - St, Str, Strt
Road - Rd
Avenue - Av, Ave
1st - First

Thesaurus Searches may be conducted for Name and/or Address queries.

To conduct thesaurus searches, select the Thesaurus Search radio button located
on the People Characteristics section heading.
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®) Query Tools - All Search  Searching DR1-DR2-IVV3 ©)

Justification: required

7 Also Search Free Text

jsaih | sicenwaih JLoat Fueiibsind JEica |

People Characteristics © Exact Search I = Thmumsnr:hl ' aAssisted Search

The Use Name Thesaurus and Use Address Thesaurus options may be selected

within the Express Search, All Search, Pawn, and Link Analysis query screens.
The desired default search types can also be set by the user on the Set

Preferences screen, under My LInX.

The following chart compares Exact Search, Assisted Search, and Thesaurus Search.

Full Name/Alias
Field

First Name,
Middle Name,
Last Name
Fields

Full Name/Alias
Field Combined
with Other
Fields

First Name,
Middle Name,
Last Name
Fields
Combined with
Other Fields

Exact Search

LInX will identify
structured records
containing a full
name/alias that
exactly matches the
user-entered search
term(s).

Assisted Search

LInX will identify
structured records
containing a full
name/alias that exactly
match or similarly
match the user-entered
search term(s).

Thesaurus Search

LInX will identify
structured records
containing a full
name/alias that match
exactly the user-entered
search term(s) or match
entries found in a static
LInX thesaurus index.

LInX will identify
structured records
containing first name,
middle name, last
name fields that
exactly match the
user-entered search
term(s).

LInX will identify
structured records
containing component
name fields that exactly
match or similarly
match the user-entered
search term(s).

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly match
the user-entered search
term(s) or match entries
found in a static LInX
thesaurus index.

LInX will identify
structured records
containing a full
name/alias that
exactly match the
user-entered search
term(s) and that also
contain an exact
match for the user-
entered search
term(s) in the other
field(s).

LInX will identify
structured records
containing a full
name/alias that exactly
match or similarly
match the user-entered
search term(s) and that
also contains an exact
match for the user-
entered search term(s)
in the other field(s).

LInX will identify
structured records
containing a full
name/alias that exactly
match the user-entered
search term(s) or match
entries found in a static
LInX thesaurus index,
and that also contain an
exact match for the
user-entered search
term(s) in the other
field(s).

LInX will identify
structured records
containing first name,
middle name, last
name fields that
exactly match the
user-entered search
term(s) and that also

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly
match or similarly
match the user-entered
search term(s) and that

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly match
the user-entered search
term(s) or match entries
found in a static LInX
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contain an exact also contain an exact thesaurus index and

match for the user- match for the user- that also contain an

entered search entered search term(s) exact match for the

term(s) in the other in the other field(s). user-entered search

field(s). term(s) in the other
field(s).

USE OF WILDCARDS

Exact Search can also be used with wildcards to expand or speed up the search while
still limiting it to the search criteria entered by the user:

» Awildcard (%) can be used in an exact search to bring up additional records
that reflect the criteria including the wildcard, such as "Doe, J%” for all individuals
with the last name of "Doe" and a first name beginning with the letter "J".

» If the search involves alphanumerical values, such as a partial license plate,
the location of the wildcard within the number sequence will determine the results
that are returned (see following table).

»  Wildcards can be used to speed up a search by inserting a wildcard after the
search criteria, which has the effect of limiting the search results that begin with
the criteria instead of containing the criteria anywhere within the record. Using the
wildcard in this way may speed up the search if time is a concern and the possible
number of candidate returns is large, such as Street or City names.

»  Wildcards can also be used in Driver’'s License Numbers, Street Names, City
Names, Street Numbers, and Social Security Numbers.

Tip: Because of various spellings of names, a wildcard (%) can be used if
the correct spelling of a person's name is unknown (e.g., Gonzale% to
retrieve Gonzales and Gonzalez).

Tip: Use wildcards (%) for name queries where the person may have more
than three names. The wildcard can be placed before, and/or after the Last
Name. It may be valuable to conduct separate searches of both the Middle
and Last Name fields.

The following chart provides examples of the results returned when using wildcards in
Exact Search queries:

Exact Search
Wildcard Placement Results

Examples
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J% Doe

All individuals with first names starting with "J”
and last name of "Doe” (and any aliases on
records as the letter "J").

Cent% Street

Street Names starting with "Cent”, such as
Central, Center, or Centre.

Oak% Street (wildcard used
to speed results)

Street Names of "Oak”, limiting the search to
Street Names of Oak, or starting with the word
Oak, such as Oakdale.

Numbers and Alphanumeric Sequences

%123 Sequences ending in "123” and sequences with
"123" in the middle, or results of "123", if that is
the entire record (such as "123 Main Street”).

123% Sequences starting with "123".

%12%3% Sequences with known characters in this order.

123 (no wildcards)

Returns results of 123" alone or "123"
anywhere in the sequence, in any field that is
noted with the word "contains”.

Query on a phone number by entering search criteria in the phone number fields and
then selecting the Search button:

»  Main Phone Number (Area Code, Prefix/Suffix)
»  Phone Extension

There are two fields that are associated with the phone number field (as shown below).

Phone Number: 122-456-7890 x 123456

x|

The single field for the main phone number allows for cut/paste operations from another
document into LInX. Note that extensions are rarely captured in an RMS.

Phone Numbers may be entered in a variety of formats, and the number will be parsed
into component fields automatically. The following formats are supported:

(123)123-1234
123-123-1234
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123.123.1234
1231231234

ENTRY RULES & ERROR MESSAGES

There are several rules associated with the entry of phone number search criteria:

7 Digits Required When:

If a prefix/suffix is entered without using a wildcard (%), as shown in the following
example, then the complete 7 digit phone number MUST be provided.

Phone Number: 1232-456-7890 x 123456
[12345 x|

The following message will appear if you do not meet entry criteria.

Windows Internet Explorer i _)_:l

!'\_\ Plaase use this format 123-956-7890, or use the wildcard (%) For missing digks.

e

Wildcards Allowed:

LInX DOES allow the use of the wildcard (%) character, which_is one of the most
effective approaches for querying phone numbers. The wildcard (%) may be
prepended, appended, or placed on both sides of a partial number, as shown in the
example below.

Phone Number: 123-456-7890 x 123456
|%45-67% x |

Note that when one or more wildcards are used, dashes are automatically inserted
to parse the Phone Number into component fields.

Tip: To get the maximum results for partial phone numbers, use the wildcard (%) on
the left, right, or both sides of the partial number.

Tip: The area code is often omitted from RMS data. It is not required for a phone
number search -- leave it out in order to get maximum results on a search for partial
phone numbers.
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Queries for a person can be performed using a known e-mail address [to include personal e-

mail, Facebook and/or Twitter accounts, etc.], if available.

SS5HE (1232-45-tr7b4 OrviatsLicenze Wor stareiith Lrrears ticense 51;
| | =l
Phone Number/Email Address "\\
Phone Number: 123-456-7890 x 122456 \ Email Addrass: starts with
| x| |
Vehicle Characteristics

—
License Plate Mo.: contains License Plate State: Madel Year: (YYYY)

The following information applies to e-mail searches:

»  Wild-cards (%) can be used in the e-mail search field to search for all
or part of an e-mail address. The wildcard may be prepended,
appended, or placed on both sides of an e-mail address

» If afree-text search is run in the back-ground, the e-mail address will
also be included in the free-text query

»  E-mail addresses include personal e-mail accounts, Facebook,
Twitter, etc. The e-mail type can be seen in the Email Addresses
section of the Person Summary.

Note: E-mail addresses have not been populated for agencies with
data already in LInX/D-DEXx. As new agencies join LInX/D-DEX, or
existing agencies are reworked (e.g., RMS upgrade or change), person
e-mail addresses will be ingested into the new structured fields if they
are available in the source data.

The search criteria related to a vehicle can be entered into the text fields shown under
Vehicle Characteristics. A query can be executed using one field; adding addition
criteria will narrow the search results.

Queries can be performed on the license plate number or other vehicle characteristics:

»  License Plate Number
»  License Plate State [drop-down list]
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Model Year (of vehicle) or Model Year Range (YYYY)
Make (of vehicle)

Model (of vehicle)

Color (of vehicle) [drop down list]

» VIN

If the full license plate is not known, a search on a partial plate can be performed
under Vehicle Characteristics by using a wildcard (%). This will return results with
similar sequences depending where the wildcard is placed. A search can also be done on
vehicle descriptions without plate information. While it is worth trying, data fields are
frequently not fully populated in the participating agencies’ records.

YV V VYV VY

Tips: For maximum results, use License Plate number only, without any other
search criteria. If there are too many results, add another search criterion, if possible.

When searching vehicle make and/or model, only use the first 2-3 letters in the car
Make or Model field(s), plus a wildcard, to maximize results, since the number of data
fields populated differs significantly from agency to agency (e.g., enter TO% for Toyota).
Model and Color of vehicle are often not fully populated by an agency.

Note: Vehicles contained in LInX are not DMV records. Rather, they are
vehicles associated with events such as Accidents, Incidents, Citations, etc.

Address Characteristics Search Fields

The search criteria related to an address can be entered into the text fields shown under
Address Characteristics. A query can be executed using one field; adding addition
criteria will narrow the search results. The address search will return results for
matches to both Person Addresses and Event Addresses.

The address characteristics fields are:

»  Address Search Type [Exact Search or Thesaurus]

»  Street Address (to include Street Number, Pre-Direction, Street Name, Street
Type, Post-Direction, Building/Apartment)

> Common Name (alternative name used locally to identify a street, business,
school or government building, or building name)

»  City
»  State [drop down list]
»  Zip Code
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Exact Address Search

The Exact Address Search works in the same manner as described above for Exact
Name Search.

To conduct exact Address searches, select the Exact Search radio button located on
the Address Characteristics section heading.

Thesaurus Address Search

The Thesaurus Address Search works in the same manner as described above for
Thesaurus Name Search.

To conduct thesaurus Address searches, select the Thesaurus Search radio button
located on the Address Characteristics section heading.

Tip: The entry of address data varies greatly from event type to event type. To
maximize the number of search results that are potential matches, enter as few fields
as possible to initiate a search; such as the Street Number and Street Name.

Tip: Use only Street Number and Street Name for the most complete result set -
without the City or State. Street Type, City, and State are not well populated in many
agency records management systems.

Tip: For numbered streets, try both the number and the number spelled out to obtain
all potential matches (e.g., "11" and "eleven").

Queries on Incident characteristics can be performed by entering search criteria in any
of the following fields and then selecting the Search button:

>
>
>
>
>
>
>
>

Incident Number

Incident Start Date

Incident End Date

Offense Description

Incident Type [pop-up list]

Map Selection [(Change Map Region...) link]
Neighborhood Selection [(Change Neighborhood...) link]

MO (modus operandi); search by MO is not an effective search as this
field is generally not populated
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»  Crime Type (e.g., Homicide, Robbery) [pop-up list] - this field is not
available at all LInX sites.

LINX EVENT TYPES:

»  Arrest

»  Booking

» CAD

»  Citation (refers to both traffic and criminal citations in some Records

Management Systems)

Field Interview

Incident

Pawn

Registry (Sexual Offender; Criminal Registries)

Traffic (primarily refers to accidents but in some Records Management
Systems it includes traffic citations)

»  Warrant

YV V VYV VYV V

Multiple Incident Types can be selected by clicking the down-arrow at the end of
the Incident Type field to open the pop-up menu. After checking all desired
Incident Types to search, click OK to save the selections and close the pop-up
menu. Clicking Clear in the pop-up menu will deselect any previous selections.
When the pop-up menu closes, the Incident Type field will be populated with a list
of selected Incident Types to be searched.

The default setting for this field is All Incident Types. Therefore, if no Incident
Types are selected, all Incident Types will be searched.

Tip: Find similar incidents reported during a specific time frame by entering an
Offense Description and completing the Incident Start and End Date fields. However,
terms for similar offenses may differ by agency. Try searching by various offense
descriptions to obtain a more complete results set.

Tip: If the 200 results returned are insufficient for the search, do another query and
use an Incident Start Date from the date of the last incident in the results list. This will
expand the search past the original 200 results for up to an additional 200 results.
Alternatively, increase the search result increment using My LInX/Set Preferences
and re-execute the search.

SEARCH ONLY LAST 2 YEARS OF DATA
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An initial query may be limited to search data for the most recent 2 years, by clicking on
the Last 2 years hyperlink next to the Incident Date Range on the Query screen.
Selecting this option will automatically pre-populate the Date Range fields, extending
back 2 years from the current system date.

When the Date Range fields are pre-populated to search the last 2 years of data, clicking
on the Clear hyperlink will remove the limitation, and allow searching of older data.

Incident Date Range:[MM/DD/YYYY) Last 2 years Incident Date Range:(MM/DD/YYYY) Clear
=5 [12/14/2009 To [12/14/2011

Note: if the Date Range is manually entered, the Last 2 years link will remain
and the Clear link will not be displayed.

The default All Search setting is to search all local contributing agencies; meaning that
the search includes all data in the data warehouse from all local sources. The (Change
Neighborhood...) link allows a user to access the Neighborhood Selection window and
select one or more agencies, sites, and/or Partner systems against which to conduct a
search. The results will be filtered to reflect only the data from the selected source(s)
when the user limits the search to one or more source agencies, rather than all
agencies.

There is also a Neighborhood button located at the top and bottom of the query
screen, which will open the Neighborhood Selection window without having to click the
(Change Neighborhood) link. Either of these methods can be used to access the
Neighborhood Selection screen.

Searching I-95
[Change Neighborhood...)

’ Nelghborhood

Selecting a Neighborhood:

When the (Change Neighborhood...) link is selected, the Neighborhood Selection
screen will open in a separate window. Additional help for Neighborhood Selection
can be found within the Neighborhood Selection functionality by clicking on the Online

Help button @] located in the upper right-hand corner of the Neighborhood
Selection screen.
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Neighborhood Selection @

System Defined
& 1vv3 onLY

User Defined

' cusTom

' twwz cro

' vz HePD

1wz Jcceo

O rvwz wnep

' twz verD

C pewz-tvws {Default Neighboerhood)
0 rpo-PTRPD

Select |[ View& Edit | New| SetDefautt | Close |

Selection Status:

The text appearing above the (Change Neighborhood...) link on the query screen
provides the user with the selection status. If there are no neighborhoods listed, or no
neighborhood has been identified as the "default” neighborhood, the local agencies of
the current LInX system, plus whichever remote system(s) that may be included as a
default by the Regional Administrator, will be the default agency source criteria for all

searches.

Searching Default
(Change Neighborhood... )

When a different neighborhood selection is made, the selection status changes to
reflect the name of the newly-selected neighborhood:

Searching IVVZ-IWVZ
[Change Neighborhood...)
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Map Selection

The Map Selection functionality provides the user with the ability to search a specified
geographic area. When the (Change Map Region ...) link is selected, the Map
Selection screen opens in a separate window.

Selection Status:

The text appearing above the (Change Map Region ...) link on the query screen
provides the user with the selection status, which corresponds to what is selected in
Neighborhood Selection. If no neighborhood is selected under the Neighborhood
Selection menu, then the system default will be used, and no map regions will be
specified.

Select Map Region
(Change Map Region...)

Searching IVV3-DR1/2
[{Change Neighborhood...)

When a Map Region is selected, the Neighborhood selection status will change to
CUSTOM. The neighborhood will automatically be modified to include the selected
regions/agencies. The neighborhood can then be modified further through the
Neighborhood Selection screen.

Mousing over the Change Map Region link will display a pop-up message containing
the name(s) of the map region(s) selected.

Searching 2 map-regions.
{Change Map Region...}
Searching CUSTOM
{Change Neighborhood...)

Additional help for Map Selection can be found within the Neighborhood Selection

functionality by clicking on the Online Help button [@] located in the upper right-hand
corner of the Neighborhood Selection screen.

Queries on Property characteristics can be performed by entering search criteria in any
of the following fields and then selecting the Search button:
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Property Type

Make

Model

Description (free-text field)

Serial Number

Primary/Secondary Color [drop-down menu]

YVV YV VY VYV

=
| Property Characteristics

Property Type: conkains Make: containg Model: contains

Description: contains

Serial Number: contains Primary/Secondary Color:

| | =]

Any field can be used to initiate a search. For example, entering descriptive words or
terms into the Description field will bring back records containing the same words or
terms, such as, "camera” or "Rolex.”

Users may also select the option to search free text in the background for the following
property values: Property Type, Make, Model, and Serial Number.

Justification

This function allows Tactical and Analytical LInX users the ability to enter the reason a
search is being conducted, and also provides the information to comply with Criminal
Offender Record Information (CORI) for auditing purposes. This field is located at the
top of each query screen. The field is automatically highlighted in yellow, and is
required if one or more agencies in the selected neighborhood require a justification in
order to search their data.

If the field is not highlighted in yellow, use of the field is optional.

i| Justification: required

Justification will remain persistent throughout the current session, for any LInX search,
unless changed during the session.

Simultaneous Free Text Search
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Users can automatically generate a Fee Text search in the background, based on the
structured search criteria entered on the All Search query screen. The Free Text search
runs in parallel with the structured search.

@Quer\r Tools - All Search  Searching DR1-DR2-IVV3 @
Pustiication: roquiced CE s sone Fros Yot D [Seve/iiatcn J o | Neihborhood ] Cieer

People Characteristics  ExactSearch [ Thesaurus Search [ Assisted Search

When the automatic Free Text Search is selected, the system runs a free text query
from the following fields on the All Search query screen:

Y

Last Name

First Name

Middle Name

Full Name/Alias

ID Search (FBI, SID, SSN, DL)
Scar, Mark, or Tattoo Description
SSN

Driver's License Number

Phone Number

E-mail Address

License Plate Number

License Plate State: [drop-down list]
VIN

Street Address [Person or Event]
City

Offense Description

Incident Start Date (mm/dd/yyyy)
Incident End Date (mm/dd/yyyy)
Property Type

Make

Model

Serial Number

VVVYVYVVVVVYVYVYVYVVVYVYVYYVYYYVYYVY

Y

Links on the results screens allow the user to navigate between structured and free text
search results.

There will not be a View Free Text Results link displayed on the structured search results
screen if the structured search criteria do not produce associated free text results.

If an All Search query produces free text results, but no structured search results, a dialog
box will be displayed asking if the user would like to view the free text results.
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To return to the structured search results, click on the Return to Structured Results link
located below the Free Text Search query screen. This link will not be available if the
original search did not produce any structured results.

The user can set a default to automatically run Free Text Searches in the background by
checking the Search Free Text Automatically check-box in My LInX/Set Preferences, and
saving the selection. This default can be overridden at any time by deselecting the Also
Search Free Text check-box on the All Search query screen.

Save and Watch Selected Queries

Analytical and Tactical LInX users have the ability to save queries, watch saved queries
for new information, and load saved queries.

(b)(7)(E)
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(b)(7)(E), Pages (139) - (141)






When the query results from a structured search (Traffic Stop, Express Search, All
Search) are returned, the People tab will be displayed and populated with the available
Person Characteristics from the first record in the result list.

SEARCH ASSISTANT

When an Express Search or All Search is run that returns few or no results, the
Search Assistant suggests query revisions that may bring back more results.

When the results from an Express Search or All Search query are returned, the
Search Assistant will briefly be highlighted in yellow. Click on the [Expand Search]
link to open the list of suggestions. The system uses a pre-defined list of rules to
help the user expand a query. When the user accepts a Search Assistant
suggestion by clicking on the desired suggestion link, the expanded query is
automatically executed.

The number of suggestions made is based on the number of search criteria
entered that have an associated Search Assistant rule. The screen below shows
suggestions for all the fields where Search Assistant rules apply.
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Query Tools - All Search
Search Assistant: Too few matches? [Expand Search]

Searching IVV3 ONLY

,/hf;?c:m: raquired

Click on one of the suggestions below to modify your
guery and re-execute it automatically.

Try searching without date range.
Try searching all LInX systems.

& Full Name / Alias:

Current Age: (yrs)
to
Gender:
Male =

Height:

[4 7 [08in to [6]

Scar, Mark, or Tattoo T

People Characteristicd Try searching all LInX systems and partners.
Try earmaviug Malr caton Bakd
& Try ramoving hair r
& E:l:: mes Try removing driver's license state Virginia

Try using thesaurus for name search.

Try using full name/alias.

Try remaoving SMT type Tattoo.

Try removing SMT body part Abdoman.
Try removing state Virginia.

Try remaoving city FAIRFAX.

Try removing zip code 22304,

Try removing weight range 120 to 200
Try reamoving height range 4' 08" to 6° 03"
Try ramoving race American Indian / Alaska Native
Try removing gender Male

T e e el

jisted Search

Middle Name:

[

1D Search: (FBI, SID, SSN, DL)

[
Occupation: contains

[

Eye Color:
Blue "'|

[scar

Try searching Free Text Hair Color:
Bald s
(close) | —J
SMT Body Part:
Tattoo b Abdomen -vI

Drriver's License Mo.: starts with

Diriver's License ST:

WVIN: contains

Address Characteristics

" Exact Search

| | virginia =]
Phone Number/Email Address
Phone Number: 123-456-7890 x 123456 Email Address: starts with
| x|
Vehicle Characteristics
License Plate Mo.: contains License Plate State: Model Year: (YYYY)
[ :I To
Make: contains Model: contains Color:

| =

& Thesaurus Search

Street Address: contains

Common Name: starts with

[MAIN STREET |
City: starts with State: Zip: (12345-6789)
[FAIRFAX [virginia =] [22304
Incident Characteristics
Incident Numbaer: starts with Incident Date Range:(MM/DD/YYYY) Clear

to/i1/zo011 . v [o/11/2013

Searching 1 map-region.
{Change Map Region...)

Dffense Description: contains

lﬂddlntgg:

MO: contains r"“""_"r_ﬂ_:" E
Property Characteristics
Property Type: contains

Searching [VV3 ONLY
{Changa Neighborhood...)

Make: contains Maodel: contains

| I

Description: contains

Serial Number: contains

Primary/Secondary Color:
-

[Searen ] Severivicn [ cond Jesavons J cear

Proparty of the LS. Gevarnment V5.0.6.7) NORTHROP GRUMMAN
D GRLPEAN
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When the user clicks on a suggestion link, thereby accepting the suggestion, the
expanded query is automatically executed, and a new result list is returned.

Note: The Search Assistant is only available for All Search and Express
Search queries.

RESULT LIST

The result list is displayed at the bottom half of the screen, below the record detail
tabs (People, Vehicle, Address, Incident, Narrative, Photo, Warrant, and Phone),
and represents the first 200 records that meet the search criteria. (If the user has

set the default search increment to 100, 500, or 1000, the result list will contain up
to that number of records).

Default Order

The result list appears in descending chronological order, with the most
recent Incident Date at the top of the list. Indicators for aliases and photo
availability will also appear to the left of any applicable records, if this
information is available in the database.

In front of each record there is also a Report View icon [ ' ] which can be
used to open the associated Event Report for the selected record.

Resorting the Result List

The user can rearrange the order of the result list by clicking on any of the
column headings (e.g., Last Name, First Name, DOB, etc.). Clicking on a
heading once will rearrange the result list in descending order, by the

heading selected. Clicking on the heading again will reorder the result list in
ascending order.

Warrant Records

All outstanding/active warrant records within the record search increment
(i.e., 100, 200, etc.), will appear at the top of the result list, above any other
records with a more recent Incident Date, and will be highlighted in red.

Warning: No action should be taken on a warrant without first

confirming with the originating agency that the warrant is outstanding
and still active.
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Tip: If the 200 results returned are insufficient for the search, do another
guery and use an incident start date from the date of the last incident in the

list. This will expand the search past the original 200 results for up to an
additional 200 results.

Alternatively, increase the search result increment using My LInX/Set
Preferences and re-execute the query.

Results Management Status Description

A Results Management Status is displayed beneath the menu bar on the left side of the
screen. The Status contains the name of the neighborhood that was searched, the
name of each system and/or Partner contained in the neighborhood, and the number of
matching records retrieved from each (up to the specified search increment) within the
designated time threshold - which begins when the first results are returned.

Custom
Search Results
Y ICERIC s |

& ONEDOJ]
$ LINXIVV3

T LIMNKIVWZ 74 f?4:|

Y Total 75

Search results from one or more remote systems or Partners will automatically be
merged and displayed in the LInX search result set, if they are available within the
results management time threshold.

If the search of a system has not been completed within the time threshold, a visual

indicator will denote the status of that search. The visual indicator status legend is as
follows:

»  Black - The search of the system was successfully completed within
the time threshold, and all results have been returned.

» Red - An error occurred while attempting to search the system
(search timed out).
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»  Green - The search of the system was completed after the time
threshold was exceeded. Results from the search are now available
and ready to be merged into the current result list.

»  Multi-colored "beach ball" - Waiting for results, as the search of the
system is still in progress.

Hovering the cursor over each visual indicator will display a pop-up containing the
status description.

Merge Results

When there are results available to be merged, denoted by a green indicator next
to the system name, the additional records can be manually merged into the
current results set by clicking on the Merge Results button, which is highlighted to
show it is available.

IV¥2-1v¥3 Records 1 - 15of 200 Matching Records
Search Results from 09/25/2008 ta 07,/02 /2007

® LINXIVW3 200 [Last |First |Middle 'poB
b)6). (B)(7)(©)

Results before Merge

The visual indicator next to the system name will turn from green to black. The
number of records and the date range for the records in the result set summary
will update accordingly, to account for the inclusion of the additional records. The
Merge Results button will no longer be highlighted.

Vv 2-Ivv3 Records 1 - 15 of 300 Matching Records

Search Results from 11/13/2009 to 07 /02,2007

® LINAIVVE 200 |Last |First |Middle |DoB
b)(6), (b)(7)(C)

® Total F00

@@F

e
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Merged Results

Note: Unless the Merge button is used, all results
will not be transferred/moved to the results list.

Get Count

If the number of records retrieved is greater than the search results increment
selected under Set Preferences (e.g., 100, 200, 500, or 1000), the number of
records shown equals the increment number. If there are additional records
beyond the results increment, the Get Count button will become available. When
the Get Count button is selected, the visual indicator for each system will change
to the multi-colored "beach ball” while the counts are being calculated. Once the
total record count is returned, the visual indicator will return to its previous state
(black or green), and the total number of records from each system that match the
search criteria will be displayed in parentheses.

Note: The user selects the size of the batch in Set Preferences under the
"My LInX” menu option located along the left side of the screen.

IVY2-I¥V3

Search Results

& LINMIWYE 200 (3835]
& LINXIWYZ 100 (24361
® Total 200 (6271]

tenge Results I

Get Count I

|

Get More

When the results from a LInX system are returned, and there are still additional
matching records available (as defined by the search result increment selected in
Set Preferences), the Get More button can be used to obtain the next increment
of records that match the search results (e.g., 200), from each system.

When the Get More button is selected, the visual indicator for each system having
additional matching results will change to the multi-colored "beach ball” while the
additional records are being retrieved. Once the additional records are available,
the visual indicator will change to green, indicating the records are ready to be
merged. Each request for more records retrieves an additional set of records (up
to the set maximum number) from where the user left off, based on date.

Click on the Merge Results button to include the additional records into the
current results list. The Summary above the results list will update to indicate the
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total number of matching records now in the list, as well as the expanded Incident
Date range.

Note: If there are agencies feeding more than one LInX Region (e.g.,
VASP, VAABC), the data from the local system will be used when these
agencies are selected, preventing duplication of data.

Remove Date Range

If the search was limited to the last 2 years (by clicking on the Last 2 years link on
the Query screen), the date range limit can be removed, and the query
automatically rerun, by clicking on the Remove date range <mm/dd/yyyy> to
<mm/dd/yyyy> link, where mm/dd/yyyy represents the month/day/year of the Start
Date and the End Date of the Date Range.

Result List Description

In the center of the screen, just above the result list, is a summary of the records that
have been retrieved. This summary includes the number of matching records (up to the
specified search increment), which records of the total matching records are currently
being displayed, and the Incident Date range of the total matching records.

Records 1 - 15 of 200 Matching Records
from 0827 /2009 to 12/08/1987

|Last First | Middle |poB Site |
ARMSTRONG ROBERT LINXIVV2

ARMSTRONG ROBERT ?:MPSEY 04/10/1964 LINXIVV2 |

As the user moves through the pages of the result list (using the First, Previous, Next,
and Last buttons), the summary will update which records of the total result list are
currently being displayed.

First | Previous I xt | Last

Viewing Records in the Result List

The default columns in the result list includes the following data, if it is available in
the database:

> Last Name
»  First Name
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Middle Name

DOB (Date of Birth)

Site Name

Agency Abbreviation

Incident Date

Incident ID Number

Involvement (i.e., what role the person has in the incident)

YVV VY YV VY VYV

Result records containing an alias will be marked with an alias icon [ = 1.

If a photo is available, a photo icon [ﬂ] will appear at the beginning of the result
row.

To view the full agency name for the listed abbreviation, the user may hover the
cursor over the abbreviation for a moment. The LInX system will retrieve the full
agency name associated with the abbreviation and display the name to the user in a
mouse-over box. For example, the agency abbreviation HCSO stands for Hanover
County Sheriff's Office.

LIMHEWA H%ﬁl Qa/23/2008 200800009423 CALLER

LIMAIVY  MMHanover County Sheriffs Office iS4 GTHER

There are several features that enable the user to filter the structured search results.

Customize View

The Customize View button provides a pick list that allows a user to select which
columns to display on Traffic Stop, Express, and All Search result screens. In
addition to the currently displayed fields (Last/First/Middle Names, DOB, Site,
Agency, Date, Incident Number, Involvement), the user can select the following
fields to display from the pick list: Gender, Race, Ethnicity, Height, Weight, Incident
Type, and Incident Summary. All columns can be sorted in ascending or
descending order.
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The user can specify and save a default Search Results Columns selection under
My LInX/Set Preferences. This default can be overridden at any time by using the
Customize View button on the search results page.

Records 1 - 500 of S00 Matching Record - -7 _..
Imﬂ;n:.fzwununuunngm s Save to KML usmEa e
| : 1 | Select columns to display:
I Select Alll  Last First |Hiddle mﬁ| Site  |Agency Date nt
o RECORD FIELD INTERVIEW LINXIVVE HCPD 04/11/20009 ([REEEES
¥ First
3 RECORD CAD LINXIVV3 HCPD 02/01/2009 & middia
[T RECORD CAD LINXIVV3 HCPD  02/01/2009 ¥ pos
¥ Site
I3 RECORD CAD LINXIVVE HCPD  02/01/2009 £ Aot
[T RECORD CAD LINXIVV3 HCPD  02/01/2009 ¥ Date
- ¥ Incident
RECORD CAD LINXIVV3 HCPD 02/01/2009 B iriitarnant
3 RECORD CAD LINXIVVE HCPD 02/01/2009 ™ Gender
[T Race
B RECORD CAD LINXIVV3 HCPD  02/01/2009 [ bty
r RECORD CAD LINXIVV3 HCPD  02/01/2009 ™ Height
- ™ weight
RECORD CAD LINXIVV3 HCPD  02/01/2009 P et i
r RECORD CAD LINXIVV3 HCPD  02/01/2009 ™ incident Summary
= RECORD CAD LINXIVV3 HCPD  02/01/2009 Ruset [Cancel
r RECORD CAD LINXIVV3 HCPD  02/01/2009
= RECORD CAD LINXIVW3 HCPD  02/01/2000 M-20090201-7941 CALLER
r RECORD CAD LINXIVV3 HCPD  02/01/2000 M-20090201-7940 CALLER
r RECORD CAD LINXIVA/3 HCPD  02/01/2000 M-20090201-7930 CALLER
LN ——— = -
L JFR S0, PN AR | aiggRen s gy
L1

Button Selection

= Apply - after checking the box next to a column heading to display a
column, or un-checking a box next to a column heading to remove a
column from the display, click the Apply button to re-display the result
list with only the applicable columns.

= Set Default - makes the latest column selections the user's default
result list display. In addition, the settings in My LInX/Set Preferences
will be updated to reflect the new default settings.

= Reset - returns the result list column settings to the system default. In
addition, the settings in My LInX/Set Preferences will be updated to
reflect the system default settings.

= Cancel - closes the pick list without making any changes to the
displayed columns.
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Filter Results

The Filter Results feature allows the user to filter the result list based on categories
of Gender, Race, Ethnicity, Current Age Range, Height Range, Weight Range,
Criminal Involvement, whether there are mug shots, and whether there are aliases.
The Filter Results selection window is displayed on the structured search results
screen, below the LInX Navigation menu.

Gender
T Male (71)
T Female (1)

[T Unspecified (7]
Race

T Black (5)

T white (43)

T asian

T Native American
[T unspecified (31)
[Ethnicity

™ Hispanic (31)

T Mon-Hispanic (4)
[T Unspecfied (44)
Current Age Range

[T 46to63 (11)

T 20to42 (59)

I unspecified (3)
Height Range

[T 510" to 6" 2 (34)
[ 53 to5 9" (23)
[T unspecified (22)
Waight Range

[T 210 to 230 (26)

[T 125to 160 (27)

" uUnspecified (25)
Criminal Involrameant
[T Criminal (38)
[T Other (43)

Mug shot

T ves (30)

T No(49)

Has an Alias

T ves(5)

C nNo(74)

By checking the desired filtering criteria, and clicking the Apply button, the original
result list will be re-displayed to only show those records that meet the selected
criteria.
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Clicking the Clear button will remove any filtering, and re-display the original result
list.

Group by Identity

The Group by Identity feature allows the user to group results by person. When
selected, LInX will apply a person resolution algorithm to identify people who are
reasonably likely to be the same person and collapse those people's records into a
single row. The user will be able to expand and collapse grouped rows. The
grouping algorithm is based on First Name + Middle Name + Last Name + DOB.

IVV2 ONLY
Hearch Results Records 1 - 13 of 13 Matehing Records
= i . .
® LINKIV2 13 (13) from 10/23,/2010 to 00/ 27/ 1994 Save to KML
I select
All | Last | First Middle | DoB Site
_(b)(e>, ®)7)(C)
B Group by Identity L. LINXIVV2
Filter Results r =i LINXIVV2
[ LIMXIVY2
I male
™ rFemals o LINXIVV2
[ Unspecified (13) =i LINXIVW2

Race
IF Black [ LINXIVY2
= white -

I© Asian CINSENE
T Mative American r = LIMNXIVW2
IT Unspesified (13)

Ethnicity [ LINXTWVW 2
r Hispar:ir_‘ . s LINKIVV2
r HDI'I-HISFI'GH'II:

T unspecified [13) [ LINXTWWY 2

Current Age Range
I~ asq) 'I Preéviou 1 .r:--w-'.l .:.:]

T 21to 28 (11)

Un-grouped Results

The user can expand and collapse grouped rows by clicking on the [+] or [-] symbol
at the front of the each applicable row.

Note: A group may consist of one record (if there are no other records that
reasonably match that person), or more than one record (denoted by [+] or [-]
symbols in front of the person's name).

When results are grouped, the count of returned records from each system listed

under Search Results will remain the same. However, the notation above the result
list will change from a summary of the number of individual records that have been
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retrieved to the number of groups, and the Incident Date range of the total matching
groups.

Tip: Mousing over the check-box associated with a group will
show the number of records in the group.

IVVZ ONLY =
gearch Hesules dantity C 1-50f 5 Matching €
en roups 1- 5o atching Groups e -
o LIONZ 53 113) rom 10/25/2010 to 09/ 27,1994 Save to KML.
I Select All | Last | First | Middle | DOB | Site ‘
). BN sz
FAE—— I NXIWV2
o Group by Identity
I E INXIVV 2
Filter Results
e Sl T+ NXTVV2
W NXIVW2
[ NXIVW2

Grouped Results

Tip: If any records within a group have an alias or image, the
alias or image icon, as applicable, will display with a [+] on the
top record of the group.

The details of a record are presented in a series of tabs running across the top of the
Query Tools results screen:

» People

Vehicle

Address

Incident/Pawn

Narrative (only available to Analytical users)
Photo

YV V YV V V
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>  Warrant
> Phone

Note: When the event type of a selected event type is Pawn, the Incident tab
label will automatically change from Incident to Pawn.

When a tab is selected, that tab is highlighted and the associated data for the selected
record are displayed in the tab's fields. In addition to the tabs, the Report View icon

[ Repart View... 1 414 Jink are available for viewing the Event Report for the selected

record (see below for description).

The Up and Down navigation arrows [] can be used to move from one record to
another without scrolling through the search results. The arrows only apply to the
current page of results (based on the Results per page selection).

“People | Vehide || Address || incdent || Warrstive || Phota || warrart || hene || Promery | & AIE)

Person Characteristics

The result list at the bottom of the screen does not change as a user moves across the
tabs at the top of the screen, unless a new query is performed.

When the results of the query are initially presented, the Person Characteristics fields
on the People tab will be populated with information for the record in the first row of the
result list. The data displayed in the fields will reflect only that data contained in the
data warehouse. If there is no relevant information in the warehouse, the field(s) will be
blank.

To obtain detailed information on any other record in the result list, place the cursor on
the desired row and click on it so that it is highlighted. The information in the Person
Characteristics fields will be updated with the information for the new record selected.

Tip: Too Many Results? If the search brings back too many results

to review, try adding criteria to refine the result list, such as limiting the
search date.

People Tab
The following Person Characteristics fields appear on the People tab:

> Last Name
>  First Name
> Middle Name
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VVVYVYVVVVYVYVYVYVYVYVVYVYVYYVYYYVYYVY

Occupation

Age

Gender

Height

Weight

Build

DOB (Date of Birth)

Race

Ethnicity

Skin Tone

Eye Color

Hair Color

Hair Length

SSN (Social Security Number)

Driver’s License Number

Driver’s License State

State 1D

FBI Number

Alias (multiple aliases will appear in a drop-down list, and are also labeled with an
'Aicon [ ® ] next to the applicable name in the result list. If the alias record
contains DOB and SSN, they will be displayed with the alias in the drop-down list).

Address [Home] (multiple addresses will appear in a drop-down list). Also
contains a Search for [selected] address link. (see below for
discussion).

Phone Number (multiple numbers will appear in a drop-down list). AlSO
contains a Search for [selected] phone number link (see below for
discussion).

Email Address (multiple addresses will appear in a drop-down list). Also
contains a Search for [selected] email address link (see below for
discussion].

Scars, Marks, Tattoos [multiple SMTs will appear in a drop-down list]

Photo, if available, with a photo icon [ﬁ] next to the applicable
name in the result list.

Tip: Check the Alias field or drop-down menu of the People tab to
find additional names associated with the record. Rows containing

an alias will also be marked with an ' .

Quick search for [selected] address
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The Search for address capability enables a LInX user to run a query for a
selected address directly from the search results screen without having to
return to the query screen.

A Search for address link is dynamically created next to the Address label
above the Address field on the People tab, if the Address field is populated.
There will be no search link if the Address field is not populated. If there are
multiple addresses available for the selected person, the link will display as
Search for selected address, and the drop-down list can be used to access
other addresses to search.

Clicking the Search for [selected] address link will display a new result list of
records that contain the address that was searched. While the search is being
performed, a notation of "Searching Address" may be seen above the Address
field, highlighted in yellow.

Rules for searching an address:
. For the Local site, the Street Name is required to perform the
search

. For a Remote site, the following information is required:
Street Address OR Street Name, and either a City and State, OR a
Zip.

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the People tab.

Tip: Use Query History as a reminder of the address(es)

that were searched if multiple Address Searches were
made.

Quick search for [selected] phone number

The Search for phone number capability enables a LInX user to run a query
for a selected phone number directly from the search results screen without
having to return to the query screen.

A Search for phone number link is dynamically created next to the Phone
Number label above the Phone Number field on the People tab, if the Phone
Number field is populated. There will be no search link if the Phone Number
field is not populated. If there are multiple phone numbers available for the
selected person, the link will display as Search for selected phone number,
and the drop-down list can be used to access other phone numbers to search.

Clicking the Search for [selected] phone number link will display a new result
list of records that contain the phone number that was searched. While the
search is being performed, a notation of "Searching Phone" may be seen
above the Phone Number field, highlighted in yellow.

Rules for searching a phone number:
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. For the Local site, the prefix and suffix are both required
. For a Remote site, area code, prefix, and suffix are all
required

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the People tab.

Tip: Use Query History as a reminder of the phone number(s)
that were searched if multiple Phone Searches were made.

Quick search for [selected] email address

The Search for email address capability enables a LInX user to run a query for
a selected email address directly from the search results screen without
having to return to the query screen.

A Search for email address link is dynamically created next to the Email
Address label above the Email Address field on the People tab, if the Email
Address field is populated. There will be no search link if the Email Address
field is not populated. If there are multiple email addresses available for the
selected person, the link will display as Search for selected email address,
and the drop-down list can be used to access other email addresses to
search.

Clicking the Search for [selected] email address link will display a new result
list of records that contain the email address that was searched. While the
search is being performed, a notation of "Searching Email Address" may be
seen above the Email Address field, highlighted in yellow.

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the People tab.

Note: E-mail addresses have not been populated for agencies
with data already in LINX/D-DEx. As new agencies join LInX/D-
DEX, or existing agencies are reworked (e.g., RMS upgrade or

change), person e-mail addresses will be ingested into the new
structured fields if they are available in the source data.

Tip: Use Query History as a reminder of the emall

address(es) that were searched if multiple Email Searches
were made.

Person Identity Search

The Person Identity capability enables a LInX user to run a query for a
selected person directly from the search results screen without having to
return to the query screen.
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Clicking the Identity Search button will display a new result list of people with
the same name and DOB as the selected person. While the search is being
performed, a notation of "Searching Identity", highlighted in yellow, may be
displayed.

The identity search algorithm is based on the following criteria:

= First Name + Last Name + DOB (using Thesaurus) OR
= 1st Character of First Name + 1st 3 Characters of Last Name +

DOB + Sex OR
= Race OR
= SSNOR

=  FBI Number.

If there is not enough information for the selected person to be uniquely
identified, a pop-up window will be displayed stating, "Insufficient data
available!”.

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the People tab.

Tip: Use Query History as a reminder of the name(s)

that were searched if multiple Identity Searches were
made.

Possible Associates

The Possible Associates capability allows a user to search for and view all
persons associated with the selected person in a search result list. The user
may recursively select possible associates of possible associates.

Clicking the Possible Associates button will display a new result list of all
people who were involved in any incident involving a person with the same
name and identifiers as the selected person.

While the search is being performed, a notation of "Searching Possible
Associates", highlighted in yellow, may be displayed.

If there is either not enough information for the selected person to identify
incidents involving the selected person, or there are no other records that
involve the selected person, a pop-up window will be displayed stating "No
possible associates found!”.

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the People tab.

Tip: Use Query History as a reminder of the name(s) that

were searched if multiple Possible Associates searches were
made.
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Vehicle Tab

Because LInX is person-centric, when a Vehicle search is conducted, the search
results are returned as a list of names of individuals involved in events rather than
an actual list of vehicles. This tab represents any/all vehicles involved with the
event to which the selected person is associated.

The following Vehicle Characteristics fields appear on the Vehicle tab:

»  License Plate Number
License State

Year (Manufacture year of vehicle)
Vehicle Make

Vehicle Model

Color of Vehicle

VIN

YV VYV V VYV

I People 1' Vehicle ] Address [l Incident || Narrative ] Photo ” Warrant I Phone ] Property ] {: a

| Vehicle Characteristics |

License Plate License State Year  Vehicle Make Vehicle Model Color VIN
ZCZC123 SC 2008 FORD F150 BLK IFTGH91Z7 22264331
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Quick search for vehicle

The Search for vehicle capability enables a LInX user to run a query for a
selected License Plate or VIN directly from the search results screen without
having to return to the query screen.

A dynamic link is created for any License Plate and/or VIN, if this data is
available. If there are vehicle characteristics that do not include License Plate
and/or VIN (e.g, License Year, Make, Model, etc.), no dynamic links will be
created for the vehicle in the Vehicle tab.

Clicking a License Plate or VIN link will display a new result list of records that
contain the License Plate and/or VIN that was searched. If a vehicle record
contains both a License Plate and a VIN, the search will look for records that
contain both License Plate and VIN, not just the value that was selected.

While all License Plates and VINs will be hyperlinked, values such as NONE,
UNKNOWN, UNK, NO TAG, N/A, etc. will produce a pop-up window stating,
"Insufficient data available!” when selected.

To return to the original search results, click on the Return to Original Search
Results link located at the bottom of any tab.
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Tip: Use Query History as a reminder of the vehicles that
were searched if multiple Vehicle Searches were made.

Address Tab

Because LInX is person-centric, when an Address search is conducted, the search
results are returned as a list of names of individuals involved in events rather than
an actual list of locations. This tab represents all addresses (Incident and Person)
associated with the event.

The following Location Characteristics fields appear on the Address tab:

»  Street Address (to include Street Number, Pre-Direction, Street Name, Street
Type, Post-Direction, Building/Apartment, City, State, Zip)

»  Description (Location of Incident, and/or Name and Address Type for Person
addresses)

[ people ]|

Vehide || Address || ncident || Naatve || photo || warrant ][ phene || Frevery | &5 )

e

Location Characteristics

i Address

Description

(b)(6), (b)(7)(C)

Izb)(fi), (b)(7)(C) |RE5}

When available, the Incident address will be listed first, followed by any/all Person
addresses. The Person addresses will display the name of the person associated
with the address, and the address type (e.g., RES, WORK, etc.) under the
Description heading.

Quick search for address

The Search for address capability enables a LInX user to run a query for a
selected address directly from the search results screen without having to
return to the query screen.

A dynamic link is created for any available Address. Clicking an Address link
will display a new result list of records that contain the selected address. The
selected address may either be an Event address or Person address.

While the search is being performed, a notation of "Searching Address" may
be seen above the Address heading, highlighted in yellow.

Applicable rules for searching an address:

. For the Local site, the Street Name is required to perform the
search

. For a Remote site, the following information is required:
Street Address OR Street Name, and either a City and State, OR a
Zip.
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While all Addresses will be hyperlinked, values that do not meet the minimum
search criteria identified above will produce a pop-up window stating,
"Insufficient data available!" when selected.

To return to the original search results, click on the Return to Original Search
Results link located at the bottom of any tab.

When an address search is conducted, the result list consists of names of all
persons found in the LInX data warehouse and specific incident numbers that are
associated with the address search criteria. For each Incident Number, this
means that either the event occurred at this address or at least one of the
persons involved in the incident is associated with this address.

Incident/Pawn Tab

Because LInX is person-centric, when an Incident Number search is conducted, the
search results are returned as a list of names of individuals involved in events rather
than an actual list of Incidents.

The label for this tab will dynamically change from Incident to Pawn, if the selected
record is a Pawn event. The label will return to Incident for all other event types.

The following Incident Characteristics fields appear on the Incident tab:
»  Agency

Incident Number

Incident Type

Date Reported

Incident Date

Incident Time

Incident Location (to include Street Number, Pre-Direction, Street Name,
Street Type, Post-Direction, Building/Apartment, City, State, Zip)

Location Latitude

Location Longitude

MO (rarely populated)

Summary (to include Offense Descriptions, if available)

YV VY V VYV

YV V VYV VY

The following Pawn Ticket Characteristics fields appear on the Pawn tab:
»  Agency

Pawn Ticket Number

Incident Type

Date Reported

Pawn Date

Pawn Time

YV V V VYV V
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»  Pawn Shop
»  Pawn Shop Address

Narrative Tab

The Narrative tab appears along with the other tabs when the search results have
been returned. The Narrative tab is unique to Analytical user searches, and is not
available in the search results for Tactical-only users. Selecting this tab provides the
narrative portion of the Incident Report, including Supplements, if available in the
database. A scroll bar is provided so the entire report can be viewed.

People I Vehicle I| Address l| Incident ] Narrative [ Fhoto || Warrant l| Phane ] Property I_.J:_',j_

| Narrative

Narrative:

On 8:7-04 at approx 0340 hrs ***** PO adwised of attempted vehicle theft just occurred at the XYZ business |ocated at Universal Hwy
and First 3¢ Thecaller, Victim John J. Do said that a male attempted to take his car but when he {ichn J. Doe] confronted himthe
suspect drove away In a pray colored passenger car, WA ABC123

| »

| met with John J. Doe whotold methe following Johin J. Doe's vehiclehad been parked (n front of the XY2 business, unlocked. He
loaked out of the business” window and noticed a male, later identified a5 Jack A Smith looking into his vehicle and opening up the
passenger side door. By the time John J. Doe got outside, Jack A Smith had opened up the driver's side door and was getting ready to
getinsidewdth a keyin his hand as if hewas going to startit John ). Doeyelled at Jack A Smith asking what he was doing Jack A
Smith backed up saying that he thought the vehicle

Photo Tab

The Photo tab appears when the results list is returned. The Photo tab only
displays photos from a single agency associated with the selected record, not
photos from all agencies that may have records for the same person. Some
agencies have all of their photos linked to a Master Name Index; thus all photos
from that agency will be displayed. In other cases, the photos from each agency
may be linked to a single incident; thus the photos for an individual may vary for
each Incident in which the person is associated.

Records that include associated photos will have a photo icon [ﬂ] displayed next
to the applicable name in the result list.

If no photo is associated with a record, the Photo tab will display the following
message for that record:

| Photos

| No photos currently exist for this parson,

Printing Photos
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Photos can be printed in LInX from the Photo tab if the Site to which the record
belongs allows printing. To print photos, highlight the desired record in the result list,

click the Photo tab at the top of the search results page, and click the Print button in
the lower right-hand corner. If the Site does not allow printing, the Print button will
not be displayed.

If the Printing from LInX user agreement has not been accepted, the user
agreement will be presented to the user. If the user selects | Do Not Agree, a pop-
up window is displayed stating "You need to accept the Printing From LInX
agreement.” Click OK to close the window.

Once the Printing from LInX user agreement has been accepted, a separate PDF
window opens, containing all the photos (one photo per page) associated with the
event. The banner at the top of each page displays the following information:

= Name of the LInX user requesting the printout

= The LInX User ID of the user requesting the printout

= The Site, System, and Agency to which the user belongs

= The date and time the printed/saved photos are to be destroyed

= A statement that the printout is for temporary use only

The bottom of each page displays the following information:
= Disclaimer describing the Rules of Use for saving and/or printing photos from
LInX
= LInX version number
= Page number and total number of pages
= Date and Time the photos were requested to be printed/saved

To print the photos, click on the printer icon [ = ] at the top of the PDF window to
open a Print window, and click OK to print the photos. The PDF window can be
closed after all photos have been printed.

To save the photos, click on the disk icon [ H ] at the top of the PDF window to
open a Save a Copy window, enter a file name, and click Save to save the photos.
The PDF window can be closed after the file has been saved.

Printed or saved output is for temporary
use only; it must be destroyed within 72
hours of being obtained.

Warrant Tab
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The Warrant tab appears when the results list is returned. Both active and inactive
warrants will be displayed. Outstanding warrant information will be highlighted in
red and will always appear at the top of the result list.

Warning: No action should be taken on a warrant without first confirming
with the originating agency that the warrant is still active and outstanding.

The following Warrant Characteristics fields appear on the Warrant tab:

»  Issuing Agency

Warrant Number

Issue Date

Type

Case Number

Served Date

Charge Description (text box)

YVV YV VY VYV

People ” Vehicle ]: Address il Incident Il Narrative ]| Photo Warrant I| Phone ]l Property ] E

Warrant Characteristics

Issuing Agancy: Warrant Numbar: Issue Date:

Type: Case Number: Served Date:

Charge Description:

Phone Tab

Because LInX is person-centric, when a Phone search is conducted, the search
results are returned as a list of names of individuals involved in events rather than
an actual list of phone numbers. At least one of the persons involved in each
separate Incident had a phone number associated with the search criteria.

The display of returned results will be positioned on the Phone tab and will display
all phone numbers associated with the incident. If a phone number was entered as
part of the search criteria, at least one of the phone numbers listed will match the
requested phone number.

The following Phone Number fields appear on the Phone tab:
»  Phone Number
Extension

Phone Type (Residence/Home/Business/Work)
Person

Y V V
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: I-:‘Ev.‘.ﬂle ]_ 'n%é?‘ll‘!lt ]1 Addrass : Ii ]l"-l'll:ﬂtl‘ll _I_! r‘iﬂrfa:'l.l'\.'e Jl_ Photo -1_. -'I.".'&rfdl"'-".. j] E‘hﬂﬁﬂ Il Proparty : l _l: mm
| Phone Number
Phone Number Extension Phone Type Person

203-555-4001 Othrer (b)(6), (b)(7)(C)

203-555-8765 WORE

203-555-5479 Other

203-555- 3244 Mobde

203-555-BM5 Other

Quick search for phone number

The Search for phone number capability enables a LInX user to run a query
for a selected phone number directly from the search results screen without
having to return to the query screen.

A dynamic link is created for any available Phone Number. Clicking a Phone
Number link will display a new result list of records that contain the selected
phone number. The selected phone number may be a home, work, mobile,
fax, or pager number. While the search is being performed, a notation of
"Searching Phone Number" may be seen above the Phone Number heading,
highlighted in yellow.

Rules for searching a phone number:

. For the Local site, the prefix and suffix are both required
. For a Remote site, area code, prefix, and suffix are all
required

While all Phone Numbers will be hyperlinked, values that do not meet the
minimum search criteria identified above will produce a pop-up window
stating, "Insufficient data available!" when selected.

To return to the original search results, click on the Return to Original Search
Results link located at the bottom of any tab.

If there are no Phone Numbers associated with the selected event, the following
message will appear:

|”F'en::nle J| Vehicle l'_ Address li Incident Il Narrative l' Photo I Warrant ij Phone l Property I =

B

Phone Number

.

Phone Number Extension Phone Type Person
MNo phones exist for this incident.
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Property Tab

Because LInX is person-centric, when a Property search is conducted, the search
results are returned as a list of names of individuals involved in events that had
associated property that matched the search criteria, rather than an actual list of
property.
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The display of returned results will be positioned on the Property tab and will display
all property associated with the incident.

The following Property fields appear on the Property tab:
»  Property Type

Make

Model

Serial No.

Color

Property Description

®) Query Tools - All Search ©)

Search Assistant: Too few matches? [Expand Search]

Feople ]l Vehicle ][ Address I| Pawn “ Narrative ]l Fhato ” Warrant I F‘hune(” Froperty S @
Property Characteristics

YV V VYV VYV V

' Property Typa Make Model Sarial No. Color Dascription
PUMP SHOTGUNS MOSSBERG 5004 SN: 50000111
YSHOTGU MOSSBERG S00A 50000111 12 GAUGE SHOTGUN IN CAMO SOFTCASE |

View Free Text Results

If the Also Search Free Text check-box was selected when an All Search query was
run, a free text query based on the structured search criteria will also be run in the
background (see the All Search help topic for additional information). A visual
indicator and status message is displayed in the middle of the structured search
results screen, between the result tabs and the result list of records, denoting the
status of the background Free Text Search:

»  Multi-colored "beach ball" - Searching Free Text: waiting for results, as
the background Free Text Search is still in progress.

»  Green - View Free Text Results (#) link: The results of the background
Free Text Search are available for viewing. The number in parentheses
indicates how many Free Text Search results were found.

| Id.nl‘i‘hr Sgarch for JOSERPH MURRAY Possible Associates of JOSEPH MURRAY

Records 1 - 15 of 38 Matching Records e TR
Frem 01,/04/2011 to UNKNOWN Save to KML Link Analysis

Clicking the View Free Text Results link will take the user to the Free Text Search
screen to view the corresponding free text results. The Text Search Phrase field
contains the search criteria from the structured search that was used to generate
the free text results.
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Note: The View Free Text Results link can be accessed from any of the
structured search result tabs.

All functionality of the Free Text Search capability is available with the results from
the structured search, including modifying the search criteria and resubmitting the
Free Text Search query.

If View Free Text Results has been selected from the results of an All Search
structured query, the Free Text Search screen will include a Return to Structured
Results link, located in the middle of the screen, below the Query section, to return
the user to the original structured search results.

If there are no structured results found, but free text results are available, a pop-up
dialog will be displayed to the user from the search screen, providing the option to
view the free text results.

Windows Internet Explorer il

9P ) Structured Search: Mo records Found!
. Free Texk Search: 3 recaords Found!

Wiew Free bext resulks?

Zancel |

Clicking the OK button will take the user to the Free Text Search results screen;
while clicking the Cancel button will close the pop-up dialog box and return the user
to the All Search query screen to modify the search criteria.

If there were no structured search results returned as part of the original search, the
link from the Free Text Search screen will say, Revise Structured Query. Clicking
on this link will return the user to the All Search query screen.

Report View

After a record is selected, the user may generate an Event Report by clicking the Report

View link to the right of the tabs; or by clicking the Report View icon [ ' ] found in front
of each row of the result list.

|-.S' Report Wiew, .,
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The Event Report contains the following data, if available in LInX, displayed in a report
format.

»  Event (Incident) characteristics

»  Warrant characteristics, if applicable

»  Person characteristics for each person associated with the Event,
including any images, if available (additional images may be viewed

by selecting the More images link)

»  Characteristics for each Vehicle associated with the event

»  Telephone number characteristics for each telephone number
associated with the event

»  Property Characteristics for each item piece of property associated
with the selected event (any event type)

»  Associated Narrative description(s) of the event (only available to
Analytical users)

»  Agency Contact Information

An example of an Event Report:
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Btk b Tes

Links are provided beneath the Event characteristics section of the report which allows
the user to navigate easily to the following report sections:

> Warrant

»  People

»  Vehicles

»  Phones

»  Property (from any event type)
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»  Narrative
»  Agency Contact

Ewvent Report EI |4"|

Virginia Beach Police Department (VEPD) Pawn Ticket Number: 10074
Reported: 02/12/2011 Pawn Date: 02/12/2011 00:00
Type: Favn

Pawn Shop: 115

Pawn Shop Address:

I Warrant People Vehicles Phones Froparty Marrative Agency Contact I

Each section of the Event Report contains a Back to Top link in the lower right-hand
corner. Selecting this link will navigate the user back to the top of the report.

To return to the search result list, select the Close button located at the bottom of the
Event Report dialog box.

Printing the Event Report

To print an Event Report from LInX, highlight the desired record in the result list,
click the Report View... link at the top of the structured search results page or the
Report View icon at the front of the selected record, and click the Print button in the
lower right-hand corner of the Event Report window. If the Printing from LInX user
agreement has not been accepted, the user agreement will be presented to the
user. If the user selects | Do Not Agree, a pop-up window is displayed stating "You
need to accept the Printing From LInX agreement.” Click OK to close the window.

Note: The Print button is not available on Event Reports from a Site that does
not have printing enabled.

Once the Printing from LInX user agreement has been accepted, a separate PDF
window opens, containing the selected Event Report. The banner at the top of each
page displays the following information:

= Name of the LInX user requesting the printout

= The LInX User ID of the user requesting the printout

= The Site, System, and Agency to which the user belongs

= The date and time the printed/saved report is to be destroyed

= A statement that the printout is for temporary use only

The bottom of each page displays the following information:

= Disclaimer describing the Rules of Use for saving and/or printing the
Event Report from LInX

= LInX version number
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= Page number and total number of pages
= Date and Time the Event Report was requested to be printed/saved

To print the Event Report, click on the printer icon [ ﬁ ] at the top of the PDF
window to open a Print window, and click OK to print the report. The PDF window
can be closed after the report has been printed.

To save the Event Report, click on the disk icon [Elj ] at the top of the PDF window
to open a Save a Copy window, enter a file name, and click Save to save the
report. The PDF window can be closed after the file has been saved.

Printed or saved output is for temporary use only; it
must be destroyed within 72 hours of being obtained.

At the bottom of each page of result records, there are several buttons which allow the
user to navigate the current result list of records returned, as well as getting the next (or
previous) result set, as depicted below.

In addition, there is a Results per page drop-down box, that allows the user to select
how many results should be shown on a page before having to move to the next page.
One of the options is to show all returned results on one page. If All is selected, the
First, Previous, Next, and Last navigation buttons will be gray-out and not available.

r |£§* Results per page:l 15 'I

Property of the U.5. Government

Fi:'stl Previous

The user can specify and save a default Results per Page selection of 15, 50, or 100;
(All'is not available as a default), under My LInX/Set Preferences. This default can be
overridden at any time by using the drop-down box shown on a query result page.

Map View and KML Features
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Map View

A Mapping capability is provided, which uses geo-coding on the addresses in the
database to allow mapping of event and person addresses. Mappable results are
available from Traffic, Express, and All Search queries. To view the mapped data,
perform a query then select the "Map View” button at the top of the Results List.

Note: The Map View capability is not available on all LInX systems.

The screen is re-displayed with an interactive map positioned over the geographic area
covered by the local system. The map may be zoomed in or out, or moved in any
direction. Across the top of the map are 3 tabs and a summary of how many addresses
are shown on the map.

|I Map ” Mappable List ]| Non-mappable List ]
Showing 3 of 50 addresses.

The Map tab displays the mapped results. It may be necessary to zoom in to see the
data points. Clicking on a data point presents a pop-up with the information about the
location.

| Map || Mappable List || Mon-mappable List I
Shewing 1 of | addresses.

#] Zoomin =L ZoomOut ) Full Extert [y idertily

I l - e [ e B
e 5 * 11
2 | — 11
2 | l Ex EELL
* F e haatatt
- o e —t
5 | ; '_:L,_—,l_-_'_lr._ﬁ_if_ 158
: LA P A
s ——L - Miamis
S | \ HE it
: o 1 T 0 R ] He
‘\i':‘_.—al —

i

: | . Y CAD FHP LWRCO6CAD106162
| [= _41 07 /092006

Baport View | Hide|
| SUE—

! |} 4 Crime Type:
| Bt~ JE e e — = Descriptionn NO ACTION REQUIRED
| | | Location: SR-B21 KB/ MM18.0

"i::!.:-':l Ii - -_'_E. _i_ i _/L—"l# 1 -

Note that each incident type has a unique color/shape icon associated with it, which are
identified in the legend below the map.
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Legend show: P Incident [ Person addresses
Warrant | Traffic | Dispatch/CAD ' Registry Pavenn | Field Interview ' Booking Incident  Citation Arrest
Incident | @ * o ® o e | @ ] = 5]
Person L L & @ [ ] @ I o [ | B ]

DISCLAIMER: Mapping of addresses may not be complate or acourate.

The Mappable List tab contains a list of the currently mapped addresses and indicates
whether the address is an incident (INC) or person (HOME) address. The default list is
displayed with all mappable addresses marked to be shown on the map, denoted by a
check mark in the Show column. Addresses may be hidden (not displayed on the map)
by deselecting (un-checking) the box next to the addresses.

| Map I Mappable List Il Hon-mappable List |

Thare ara I mappable sddrarses
Select: All None

“Show | Type | Addrese I 'site | mgency |=Date | Incident | Crime Type | Involvement
[ [ HOME (b)(6), (b)(7)(C) LIN¥HR RPD 07/18/2005 50872 SERVED
B B N | LINXHR  RPD 07/18/2008 59872 SERVED

The Non-mappable List tab contains a list of the addresses from the result list that could
not be mapped. (In general, an address cannot be mapped if it cannot be assigned a
unique set of geographical coordinates, e.g., "500 Block of East HWY” or "I95 NB Exit
ramp”).

|_Map l Mappable List Il Hon-mappable List I

There are T non-mappable addresses,
- v

[ Type | Address [ site | Agency  |-Date | Incident | Crime Type | Involvement
) res (b)), (0)(7)(C) LINXHR HNRYCOSO 50871 SERVED
= res | LINXHE HNRYCOSO 90871 COMPLAINANT
& res LINXHR  HNRYCOSO 90879 SERVED
= res LINXHE. HNRYCOSO 90869 SERVED
i res LIMXHE HNRYCOSO 50869 COMPLAIMANT
= ResS LINXHR HNRYCOSO 0873 SERVED
i) res LIMXHE HNRYCOSO 50873 COMPLAINANT

| Revise query J New Query |

Part of the Mapping capability is the Crime Type select list, only available on the All
Search query screen. This filters the search criteria, allowing only the selected Crime
Type(s) to be mapped. For instance, all Sexual Assaults in a jurisdiction within a
specific time period can be mapped.
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To select all categories, click on "All” in the Crime Type list. To select one Crime Type,
click on the desired category. If two or more categories are to be mapped at the same
time, hold down the <Ctrl> key and select each Crime Type desired.

Crime Type:

&l L
Homicide =
Sexual Assault
Aggravated Assault
Robbery =]

KML (Keyhole Markup Language)

The Save to KML (Keyhole Markup Language) feature is available to Analytical users
only, and is subject to configurable site policies. The KML Export Agreement must be
accepted by the user in order to access this feature.

One or more results may be selected from any structured search (Traffic Stop, Express,
All Search) query, and exported to KML. The "Save to KML" button located in the
middle of the screen, above the results list, allows a user to export information, including
address data, associated with the current search results.

The addresses are exported as a compressed KML file. The KML file contains incident
and person information associated with each address, as appropriate. A user can
choose to save the file or open it in any earth-viewer application that supports the KML
format (e.g., Google Earth). By using a KML-compatible application, the LInX-generated
KML file can be opened and the mappable LInX results can be viewed.

Note: LInX does not provide any third-party earth viewing applications; only the
ability to export the data to such applications.

Warning: KML data derived from LInX shall only be utilized for official law
enforcement agency purposes. Any pertinent information obtained from
this file must be verified with the contributing agency. Itis possible that the
contents of this file have been changed since its generation.

Access to the KML feature is only available on LInX systems that receive
authorization from the applicable Regional Board of Governance; therefore,

this feature may not be available at all LInX sites.
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Analytical LInX users may select one or more results from any structured search (Traffic
Stop, Express, All Search), or Free Text Search, and view the selected results in the
user’s default Link Analysis tool (12 or SVG - selected in My LInX/Set Preferences).

Link Analysis 12 is the system default if no user preference has been chosen.

Note: This feature is not available for Tactical-only users.

@Qucw Tools - Free Text Search  Searching LINXIVV3

Logeut |

= Back to Home

Justification: ITEST required

Text Search Phrase
|[REMINGTON RIFLE

r Query History

* My LInX
[T Thesaurus Search Submit Thesaurus Fesdback  Thesaurus Lookup
+» System Administration .
s [-] LInX Advanced Options: [-] Search Tips:
» Security Administration - Use 'OR', "AND'. and 'AND NMOT' to search for multiple terms. "AND"
Searching LINXIVVE s impliad by default. E.g.. & search for 'murder gun’ i3 the same as

» Remote Systems search far "murder and gun',
- Use double-guotes [ ™" ) to search for phrases like “black mask”.
* Data Administration - The Thesaurus Search cption expands query berms ba include

Incident Date Range: :I j synonyms, such as ‘murder’ foe "homicide'.
Y Erom:| Tos - Use Within X words to find terms that are close to aach other in a

decumant. E.g., "Rad Van® within 3 words only matchas documants

{Change Neighborhood...}

- Traffic Shop Sanrch Within [Z | worda whare Red and Van are within 5 words of each other. Nobe: this

- Exprais Search g option is not compatible with Thesaurus Search

- Al Saurch -

« Pann Search Seacch | Hsigkborhood J Ciear |

- Free Text Search

- Link Analysis

= Link Anslyiid 12

Results 1 - 15 of about 150 found. ||" Selact Al Ll cort By: [Incident Date =

» Feedback

+ View s F L__‘ Sites Marrative Date: View Document ()(6),
Agencyt o seningt S
+ Info Center i
[ Site: Marrative Date: 2 View Documaen(
Agencyr 7 i jon b fl (b)(7)(c)
] J-___'.'S“.Il Marrative Date: View Docume b)(G)’
® LHOONR 150.(150) I~ | Steee Marrative Date: View Documant|
Agency: S Remington e (B)(7)(C)
: [ st Narrative Date: view Documant{(D)(6),
Floa rching Neighborhood Agency: P P AFSE 0
‘-':EW_I“___'““_ b T s T P ST SR S U STTL LT S s ", g

The following information applies to data moved to Link Analysis:

= The original search criteria are copied to the Link Analysis Query tab

= ALL results from the structured or Free-Text search results are moved to
Link Analysis; however, only the selected records will be displayed in the
Link Analysis chart

= All results can be seen in the Link Analysis Table tab. Only the items that
were specifically selected will have a check mark in the Show column

= Additional nodes from the total results moved to Link Analysis can be
hidden and/or shown on the chart using the Show column under the Table
tab

= Any results moved to Link Analysis can be walked or otherwise
manipulated, revised and re-queried in Link Analysis
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Save and Watch Selected Queries |

Analytical and Tactical LInX users have the ability to save queries, watch saved queries
for new information, and load saved queries.

Saved Queries

(b)(7)(E)
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highlighted, the 'Use selected result(s)' option is deactivated
(grayed out)

. Each entity listed in the consolidated Person Summary can
be clicked to display the Report View for the incident from which the
information was derived

NOTE: If there is not enough information available to generate a Person
Summary for the selected person, the Person Summary button will not be
available (grayed out).

To return to the original search results, click on the Return to Results button on
the Person Summary banner.

Initiatin a New Query |

A new query can be initiated by selecting either the Revise Query button or New Query
button at the bottom of the result list, or by selecting a Query Tools sub-menu item from
the menu bar located along the left side of the screen.

By selecting the Revise Query button, the user is returned to the query screen still
populated with the search criteria used in the last search. This enables the user to add,
modify, or delete criteria, and initiate a new search.

The New Query button returns the user to a blank query screen with the default
neighborhood to be searched.

Selecting a Query Tools sub-menu item presents a blank query screen with the default
neighborhood to be searched for the applicable selection (All Search, Express, Pawn,
etc.).
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To have access to the Free Text Search screen, the user must have been assigned an
Analytical role in LInX.

RESTRICTIONS ON THE USE OF LINX DATA

The data from the LInX system is not considered and should
not be used for original documentation for probable cause
from any participating agency. Use of the data is controlled
by the LInX Rules of Operation for each regional LInX
system. Contact you system administrator for a copy.

SEARCH PROCESS

The search process is designed to produce these results:

» A search of text terms will bring back a list of matches from
narratives in the warehouse.

»  The default source for the results is all agencies, meaning that the
search includes all data in the data warehouse from all sources.

» By selecting one or more source agencies (using Neighborhood
Selection) for the search process rather than all agencies, the results
will be filtered to reflect only the data from the selected sources.

Analytical LInX users can access the Free Text Search screen either from the Query
Tools title page, or from the menu bar located along the left side of the screen. The
Free Text Search screen allows the Analytical user to search investigative record
documents that have been placed in the LInX data warehouse as whole

documents. Sometimes called unstructured documents because they are incorporated
whole into the data warehouse, these documents can be text files, word processing
documents, or PDF files; but they cannot be scanned documents.
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ITESTER

Logout | Mebils Version

= Back to Home ® Tralfic Stop Search
This function allows tactical users to perform Traffic Stop
searches on structured incident data provided by the
participating agancias.

i
This functien allows tactical and analytical users to

perform advanced searches on structured incident data
provided by the participating agencies.

» Query History

+ My LinX

= Traffic Stop Search
- Express Search

= all Search

Query Tools @

@ Express Search
This function allows tactical and analytical users to

perform Express searches on structured incident data
provided by the participating agencies.

@ Pawn Search
This function allows tactical and analytical users to

perform advanced searches on structured incident data
provided by the participating agencies,

- Pawy

@ Free Text Senn:h‘/

This function allows analytical users to perform Oracle
frae-taxt searches against narratives attachad o incident
dats,

@ Link Analysis
This function allows analytical users to search for people,

addresses and phrases found in beth inadent data and
narrative documents. The results of the search can be
depicted &= & link disgram,

= Link Analysis
= Link Analysis §2

- ACQR Repar

» Feedback

+ Info Center @ Link Analysis 12
This function allows analyiical users to search for peogple,

addresses and phrasss found in both incident data and
narratrve decuments. The results of the search can be
depicted as a lmk diagram.

This function allows users to search for criminal activity

asround & salected US military base during a spacified time
interval,

» H=-DEx Portal

operty of the U.5. Government

The Free Text Search page allows users to enter search criteria that can be used to
generate search results. This page also provides the capability to Save and Load
search queries.

The criteria to be used for a Free Text Search should be entered into the text field on
the screen. Clicking on the Search button will initiate the query.

The search can be further refined by providing a date range and/or specifying within
how many words of each other the words of a phrase should appear in a document in
order to meet the search criteria.

The following fields are used as the search criteria for Free Text Search:

» Justification (highlighted in yellow if required)

Text Search Phrase

Thesaurus Search [check-box]

Map Selection

Neighborhood Selection

Incident Date Range From: (mm/dd/yyyy)

Incident Date Range To: (mm/dd/yyyy)

Within "#" words (proximity of words in search phrase to each other)

YV Y VYV VYV

Examples of information that can be entered into the Text Search Phrase field and
searched include:
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» Names
»  Addresses (placing the Boolean operator "AND" between the
number and street name will improve the results)

» Weapons

»  Phone Numbers

»  Organizations

»  Phrases (such as "bomb threat”)
@Quew Tools - Free Text Search  Searching DR1-DR2-TVV3 @
Justification: | raquired
Text Search Phrase

[ whesaurus Search
[-] LInX Advanced Options:

Select Map Region
(Change Map Ragion,..}

Searching DR1-DR2-IVV3
{Change Neighborhood...)

Incident Date Range:(MM/DD/YYYY) Last 2 years

FJ.‘QIIl:I! Ta: |

Within | words

Thesaurus Lockup

[-]1 Search Tips:

= Us& "OR", '"AND". and "AND NOT' to search for multiple termae. "TAND'
is implied by default. E.g., a search for 'murder gun' is the same as
saarch for ‘'murder and gun’.

= Uz double-quotes [ """ ) to search for phrases ke "black mask".

- Tha Thesaurus Search ocption expands quary terms to include
synonyms, such as ‘'murder’ far "hamicide’,

- Use Within X words to find tarms that are close to esach ctherin a
docurmnant. E.g.. "Raed Van" within 3 words only matches documents
whare Red and Van are within 5 words of each ather. Note: this
option is not compatible with Thesaurus Search

Submit Feedback

Searching Neighborhood DR1-DR2-IVV3
LINXDR1

LINXDR2

LIMNXIW3

EXACT AND THESAURUS SEARCH OPTIONS

There are two different levels of complexity available for users to conduct free-text
searches. The options available are:

Exact Search: limits the search results to those records that are an exact match
to the search criteria. Results will only be returned if they meet all the criteria
entered in the various search characteristics categories. Results will be
returned for exact spelling or numerical matches.

Exact Searches may be conducted for Name, Address, or Text queries.

An Exact Search will be conducted unless the Thesaurus Search check-box is

checked.

Thesaurus Search: uses a static LInX thesaurus index to expand the search
results to include structured records that contain terms that are grouped
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together according to similarity of meaning to the search term(s), in addition
to those records that contain exact matching terms to the search criteria. Results
will be returned for exact spelling or numerical matches, and related terms.

Thesaurus Searches may be conducted for Name, Address, or Text queries.

Examples of Thesaurus entries using the Person Full Name index include:
William - Will, Willie, Bill, Billy
Steven - Stephen, Steve, Steph

Kenneth - Ken, Kenny

Examples of Thesaurus entries using the Full Street Address index include:
Street - St, Str, Strt
Road - Rd
Avenue - Av, Ave
1st - First

Examples of Thesaurus entries using the Narrative index include:
Murder - Homicide, Manslaughter
Cocaine - candycaine, coke

Thesaurus Lookup

The Thesaurus Lookup feature enables a user to enter a term, and find associated
synonyms for that term in the LInX thesaurus.
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ll]ur:rylI Tools - Free Text Search Searching DR1-DR2-IVV3

| Justifica Liqml required

i Text Search Phrase -

| ./

| ] Thesaurus Search

&

| . T
| [] LInX Advanced Options: T -1m
I [ ] v IASSEALLT $Z2@09090909092
| b search for multiple tarms. "AND"
| Selact Map Raegion Synonyms: h for ‘murder gun’ is the same a8
BATTERY
| (Changs Hag Raglonii:) BATT b foe g Nice “Black mask”
| JESLT 1; =4 II": s : lt\l ":Ii
I ry tr i
| Searching DR1-DRZ-TVV3 g{:g‘-: ng];'-"' s el i it
L ?
| [Ehnngs Malghita od.) that are close to esch ctherin a
| P vords only matthes decumants
| Tncident Date Range:(MH/DO/YYYY) Last 2 years m *:z:u:';::h““"- hake: this
| Froms To: |
i Wiithin words
Searching Neighborhood DR1-DR2-1VV3 | Search | E
LINXDRL
LINXDR2
LINXTVI

To use the Thesaurus Lookup, click on the Thesaurus Lookup link. This opens a
lookup window. Enter the term in the text box, and click on the Look Up button. If
there are synonyms for the term entered, they will be displayed in the scroll box
beneath the text box. Click the Close button to close the lookup window.

If no synonyms are found for the term entered, or there are additional synonyms
for the term that are not included in the Lookup table, clicking on the Submit
Feedback link will take the user to the Thesaurus Feedback screen, where
suggestions for new terms and/or synonyms for existing terms in the LInX
Thesaurus can be submitted for consideration.

To conduct thesaurus searches, click the Thesaurus Search check-box below the
Text Search Phrase field to select the option.

Text Search Phrase

[MURDER

I Thesaurus Search | Thesaurus Lookup Submit Feedback

Note: The word proximity range (Within "#" words) is not available (grayed
out) when the Thesaurus Search option is being used.

The Exact and Thesaurus search options may be selected within the Free-Text
Search query screen. The desired default search type can also be set by the user
on the Set Preferences screen, under My LInX.

USING BOOLEAN OPERATORS

177



LInXUserManual

The order in which search criteria are entered does not affect the search
results. However, criteria can be refined by using the logical search operators of
"AND,” "OR,” and "AND NOT"” as well as parentheses (Boolean search):

Operator

AND Results containing both search terms will be
returned. The AND operator is automatically
implied if multiple words are entered without other

Boolean ‘ Result

operators.

OR Results containing either of the search terms will be
returned.

AND NOT Eliminates results containing the term after "NOT"
(such as "cat AND NOT dog").

() Allows search of terms nesting in parentheses, such

as "cat AND (dog OR bird)". Will return results that
contain dog and/or bird, as long as the document
contains cat as well.

FREE TEXT SEARCH TIPS

» Tip: Terms can be grouped by using parenthesis for more control.
For example, to search narratives that contain either MURDER AND
GUN or MURDER AND KNIFE, enter: MURDER AND (GUN OR
KNIFE).

» Tip: Many words will automatically match plural and other forms of
words: e.g., SCHOOLED will match SCHOOL, SCHOOLS, and
SCHOOLED.

» Tip: When certain search terms are entered, a concept match is
done automatically. e.g., MURDER will match MURDER,
HOMICIDE, and KILL.

» Tip: The wild card " %" can be used to match zero or more
characters and the wildcard " _" can be used to match exactly one
character; e.g., GU% will match GUN, GUM, GUS, GUSTERSON
etc., while GU_ will only match GUN, GUM, GUS, etc.

» Tip: Note that commonly used words such as "AN", "A", "THE" are
ignored in all searches.

» Tip: For agency selection, click "(Change Neighborhood...)” or the
Neighborhood button to select the agencies/sites/Partner system(s)
to be searched. All, some, or any one agency’s data can be
searched. Only agencies that provide narrative data will be in the
pick list (see Neighborhood Selection section, below).
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» Tip: A range of dates can be entered to limit the search. The date
format must be in MM/DD/YYYY format. The calendar control may
also be used to enter dates.

SEARCH ONLY LAST 2 YEARS OF DATA

An initial query may be limited to search data for the most recent 2 years, by clicking on
the Last 2 years hyperlink next to the Incident Date Range on the Query screen.
Selecting this option will automatically pre-populate the Date Range fields, extending
back 2 years from the current system date.

When the Date Range fields are pre-populated to search the last 2 years of data, clicking
on the Clear hyperlink will remove the limitation, and allow searching of older data.

Incident Date Range:[MM/DD/YYYY) Last 2 years Incident Date Range:(MM/DD/YYYY) Clear
| To e [12/14/2009 1 10 [12/14/2011

Note: if the Date Range is manually entered, the Last 2 years link will remain
and the Clear link will not be displayed.

The default Free Text Search setting is to search all local contributing agencies; meaning
that the search includes all data in the data warehouse from all local sources. The
(Change Neighborhood...) link, located below the [ - ] LInX Advanced Options: heading
in the Free Text Search query screen, allows a user to access the Neighborhood
Selection window and select one or more agencies, sites, and/or Partner systems against
which to conduct a search. The results will be filtered to reflect only the data from the
selected source(s) when the user limits the search to one or more source agencies, rather
than all agencies.

There is also a Neighborhood button located at the bottom of the query screen, which
will open the Neighborhood Selection window without having to click the (Change
Neighborhood) link. Either of these methods can be used to access the Neighborhood
Selection screen.

T Searching I-95
’ Nﬁlgh Md . [{Change Neighborhood...)

Selecting a Neighborhood:
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When the (Change Neighborhood...) link is selected, the Neighborhood Selection
screen will open in a separate window. Additional help for Neighborhood Selection
can be found within the Neighborhood Selection functionality by clicking on the

Online Help button @] located in the upper right-hand corner of the Neighborhood
Selection screen.

Neighborhood Selection @

System Defined

& rvwva oHLy

User Defined

C cusToM

' vz crD

C vz Heep

O vz Jocrp

O rvwz unpo

C vz verD

C pwwz-Ivvz (Default Neighborhood)
 RpD-BTRED

Select |[ View8 Edit_| New| SetDefault | Close |

Selection Status:

The text appearing above the (Change Neighborhood...) link provides the user with
the selection status. If there are no neighborhoods listed, or no neighborhood has
been identified as the "default” neighborhood, the local agencies of the current LInX
system, plus whichever remote system(s) that may be included as a default by the
Regional Administrator, will be the default agency source criteria for all searches.

Searching Default
(Change Neighborhood... )

When a different neighborhood selection is made, the selection status changes to
reflect the name of the newly-selected neighborhood:

Searching IVVZ-IWVZ
[Change Neighborhood...)
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Map Selection

The Map Selection functionality provides the user with the ability to search a specified
geographic area. When the (Change Map Region ...) link is selected, the Map Selection
screen opens in a separate window.

Selection Status:

The text appearing above the (Change Map Region ...) link on the query screen
provides the user with the selection status, which corresponds to what is selected in
the Neighborhood Selection. If no neighborhood is selected under the Neighborhood
Selection menu, then the system default will be used, and no map regions will be
specified.

Select Map Region
(Change Map Region...)

Searching IWVI-DR1/2
{Change Heighborhood...)

When a Map Region is selected, the Neighborhood selection status will change to
CUSTOM. The neighborhood will automatically be modified to include the selected
regions/agencies. The neighborhood can then be modified further through the
Neighborhood Selection screen.

Mousing over the Change Map Region link will display a pop-up message containing
the name(s) of the map region(s) selected.

Searching 3 map-regions.
(Change Map Region...)

Searching DR1-DRZ-IVV3
[Change Neighborbood...)

Additional help for Map Selection can be found within the Neighborhood Selection

functionality by clicking on the Online Help button @] located in the upper right-
hand corner of the Neighborhood Selection screen.

Justification
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This function allows Tactical and Analytical LInX users the ability to enter the reason a
search is being conducted, and also provides the information to comply with Criminal
Offender Record Information (CORI) for auditing purposes. This field is located at the
top of each query screen. The field is automatically highlighted in yellow, and is
required if one or more agencies in the selected neighborhood require a justification in
order to search their data.

If the field is not highlighted in yellow, use of the field is optional.

Justification: required

Justification will remain persistent throughout the current session, for any LInX search,
unless changed during the session.

Executing the Search

When all the information to be used in the query has been entered, and the source of
information selected, clicking on the Search button will begin the search process.

The Clear button, located at the bottom of the search screen, will clear all the fields in
the query screen, with the exception of the Justification field, without having to leave the
query screen.

Results Management Status Description

A Results Management Status is displayed beneath the menu bar on the left side of the
screen. The Status contains the name of the neighborhood that was searched, the
name of each system and/or Partner contained in the neighborhood, the number of
matching records retrieved from each (up to the specified search increment) within the
designated time threshold - which begins when the first results are returned - and the
total number of records containing the search criteria, in parentheses.
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Custom
Search Results
& ONEDO3]

o LINKIVVE 400 (39913)
w# LINXIVWZ 500 (23972)

e Total 600 (1232885)

——
Get Mare

Search results from one or more remote systems or Partners will automatically be
merged and displayed in the LInX search result set, if they are available within the
results management time threshold.

If the search of a system has not been completed within the time threshold, a visual
indicator will denote the status of that search. The visual indicator status legend is as
follows:

»  Black - The search of the system was successfully completed within
the time threshold, and all results have been returned.

» Red - An error occurred while attempting to search the system
(search timed out).

»  Green - The search of the system was completed after the time
threshold was exceeded. Results from the search are now available
and ready to be merged into the current result list.

»  Multi-colored "beach ball" - Waiting for results, as the search of the
system is still in progress.

Hovering the cursor over each visual indicator will display a pop-up containing the
status description.

Merge Results

When there are results available to be merged, denoted by a green indicator next
to the system name, the additional records can be manually merged into the
current results set by clicking on the Merge Results button, which is highlighted to
show it is available.
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- Pawn Saearch
Results 1 - 10 of about 200 faund. |
- Frae Text Search -
= Link Analysis E Site: Incident Dates
= Link Analysis 12 Agency:
F Site: Incident Date
+ Feedback e k £
Agency:
¢ View Reports : 1
e | il &
+ Info Center [ Site: Incident Date:
Agency:
. E Site: Incident Date:
Custom Agency:
Search Results o
& OHEDO) ) Site: Incidant Date:
A il
e LINXIVVE gpp (98913) " PNy
It LINKIVVZ 300 (23972) S Site: Incident Date:
& Total 400 (99513) . Agency!
L) Sitw: Incident Date:
Agency:
[ site: Incident Date:

Results before Merge

The visual indicator next to the system name will turn from green to black, and the
number of records in the result set summary will update accordingly, to account for
the inclusion of the additional records. The Merge Results button will no longer be
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highlighted.

Merged Results

Note: Unless the Merge button is used, all results
will not be transferred/moved to the results list.

- Pawn S o
) o Results 1 - 10 of about 400 found. |
- Free Text Search -
- Link Analysis ) Sive: L] Incident Date:
- Link Analysis 12 Agency:
) sitar L Incident Date:
+ Feedback | =5 -~ -
Agency:
+ View Reports
+ Info Center ) Site: Incidant Date:
Agancy:
D Sita: L1 Incident Date:
Custom Agency’
Search Results
& ONEDOJ ) Site: Incident Date:
& LINXIVVE 200 (92913) Agency:
]: LINKIVVE 200 1239,231 | Site: Incident Date:
e Tewal  4ng (99913) . R
Lo Ploast s I ) Site: L1 Incident Date:
s
. ' [ Site: Incident Data:
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Get More

When the results from a LInX system are returned, and there are still additional
matching records available (as defined by the search result increment selected in
Set Preferences), the Get More button can be used to obtain the next increment of
records that match the search results (e.g., 200) from each system.

When the Get More button is selected, the visual indicator for each system having
additional matching results will change to the multi-colored "beach ball” while the
additional records are being retrieved. Once the additional records are available,
the visual indicator will change to green, indicating the records are ready to be
merged. Each request for more records retrieves an additional set of records (up to
the set maximum number) from where the user left off, based on date.

Click on the Merge Results button to include the additional records into the current
results list. The Summary above the results list will update to indicate the total
number of matching records now in the list.

Note: If there are agencies feeding more than one LInX Region (e.g., VSP,
VAABC, etc.), the local data will be used when these agencies are selected,
preventing duplication of data.

At the bottom of each page of result records, there are several buttons which allow the
user to navigate the current result list of records returned, as well as getting the next (or
previous) result set, as depicted below.

In addition, there is a Results per page drop-down box, that allows the user to select
how many results should be shown on a page before having to move to the next page.
One of the options is to show all returned results on one page. If All is selected, the
navigation buttons will be gray-out and not available.

First I Previous

Property of the U.5. Government
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The use may also set a default results per page by selecting and saving the desired
option under My LInX/Set Preferences. This default can be overridden at any time by
using the drop-down box shown above.

When the query has been executed, the Free Text Search query screen will reappear
with a list of documents that meet the search criteria. The result list will identify the Site
Name, Incident Date, Document Number, Agency ID, and a short snippet of the
document containing the search criteria.

JTESTER

Logout | Mubilc Version

= Back to Home

© Query Tools - Free Text Search Searching IVV3 ONLY

| Justification: |‘I'EST required

Text Search Phrase

» Query History o= s
[REMINGTON RIFLE

* My LInX
T Thessurus Search Thesaurus Lookup  Submit Feedback

+ System Administration
[-] LInX Advanced Options: [-]1 Search Tips:

» Security Administration - Use "OR’, "AND’", and 'AND NOT to search for multiple terms. 'AND®
Searching 1 map-region. is implied by default. E.g.. a search for ‘'murder gun’ is the same as

» Data Administration Chiamion Wi Haemsh search for ‘murder and gun'.

» Query Tools - Use double-quotes (™" ) to search for phrases like “black mask”.
Searching IVV2 ONLY = The Thesaurus Search option expands query terms to indude
(Change Neighborhood...)

- Traffic Stop Search synonyms, such as ‘murder’ for "homicide'.

- Use Within X words to find terms that are close to each cther in a
decumaent. E.5., "Red Van" within 3 werds only matches decumaents

- Express Search

“Alaeh iackient Diste Rangai(MM/ 00/ VIYV) Clisr serinlrsnborrit et s
From:[10/04/2011 1 vo:[10/04/2013 1

Ry, - ‘Within |2 words

- Link Analysia 12 Searching Neighbarhood IVV3 ONLY

- AOR Report LINXIVW3

» Feedback

.__J ._'_._J m m Results/page: m

Results 1 - 15 of about 150 found.

+ Info Center IT Select an Map View Sart By: | Incident Date >
» N-DEx Portal

+ Wiew Reporls

im) [ Site: Narrative Date: View Document:
Agency:
- 5 siter Narrative Date: 201 View Documanti
IVV3 ONLY = ) ) ) _ ) )
Search Results Agency: : E o ! RIFLE M EMINGTON
@ LINKIVVE 350 (150) v
I ) site: Narrative Date: 05 02 200 View Document:
Agency: -

Free Text Document Selection Result Screen

The full document can be viewed by clicking on the Document Number link in the result
list.
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View Document: 040213184

An example of a Free Text document is shown below:

- The Th.uurul Search cplion axpindiHus
synonyms, such as ‘murder’ for 'homicide’.
= Use Within X words to find terms that are close to each other in a
decumant. E.g.. "Red Van" within 5 werds enly matches decumants
5 whare Red and Van are within 5 words of sach other. Note: this
- All 5 h Incident Date Ra MM /DD /YYYY) Clea

= =g L nge:{ £| / ! = j option is not compatible with Thesaurus Search

- Pawn Saarch From: |1D_|"04..l'2011 To: [ 10/04/2013

- Free Text Search

¥ Teliis to indud@

| Searching IVV3 ONLY
{Change Neighborhood...}

- Traffic Stop Search

= Exprass Ssarch

- Linde Anahats Within |2 words

- Link Analysis 12 searching Neighborhood IVV3 ONLY [Search [Neighborhosd |
= ADR Raport LINXIVW3
» Feedback =
Reburn to Results IS Report View
» View Reports
Site: LINXIVV3 Agency: . Dabe: 02/25/2012 Incident Number:
+ Info Center
* N-DEx Portal ON 2-25-2012 AT 4:14PM | RESPONDED TO & U0 ML W FOR A PAST B&E AND LARCENY. WHEN I ARRIVED, I MET &

WITH MR, Bosess i & e THE HOME OWNER. HE STATED THAT AT 2:45PM HE LEFT HIS RESIDENCE AND WENT TO
W-\'-\.LMQRT. NO OME ELSE WAS AT THE RESIDENCE WHEN HE LEFT. HE RECEIVED A CELL PHONE CALL FROM S/isussin

S W SAYING HER CAR WAS BROKEN DOWN AND SHE WANTED TO KNOW WHERE W ' Wi WAS LOCATED. HE TOLD
HER THAT HE WAS NOT AT HOME, SOON AFTER, HE RECEIVED A CELL PHONE CALL FROM W0 T WHO LIVES NEXT
DIOCR AT ik S5 ntnaing Selanl, S5, GRS LA e RS WY HAD JUST ENTERED HIS

RESIDENCE, CAME OUT THE SIDE DOOR CARR'I’ING SGMETHING SHE GOT BACK IN HER CAR »\\ND LEFT. % i WENT BACK
HOME AND DISCOVERED THAT TWO RIFLES AND A HANDGUN WERE MISSING FROM HIS BEDROOM. THE TWO RIFLES WERE

IM A GUN CASE AND THE HANDGUN WAS IN & DRESSER DRAWER. ONE OF THE RIFLES WAS A REMINGTON 3006 SEMI-AUTO
WITH A 3X9 SCOPE. THE STOCK WAS ENGRAVED WITH THE PICTURE OF A BEAR AND DEER. THE OTHER RIFLE IS A MARLIN

3030 MODEL 336 LE\I'ER ACTICIN W]'I'H A SCOPE AND BLUE FINISH. ™ wes SAID THAT THE MARLIN WAS PURCHASED FROM A
MAN NAMED "sesdisser % o . THE HANDGURN [S & SMITH AND \'JESSON .38 CALIBER BLUE STEEL SNUB NOSE. THE £
HANDGUN WAS IN A NYLON BLACK HOLSTER THE REMINGTON RIFLE WAS PURCHASED AT WOODBROOK SPORTS. THE
HANDGUN AND ONE RIFLE WERE LOADED WITH AMMUNITION WHEN STOLEN. I‘dG SEF‘..IAL MNUMBERS ARE AVAILABLE AT THIS
TIME. i i STATEDMT T e [S A FRIEND OF THE FAMIL'I' B CALLED & sl NUMEROUS

Exact matches appear in blue text. Like terms appear in red type.

The Up and Down navigation arrows | =l] can be used to move from one
document view to another without returning to the search results. Selecting the Return
to Results link returns the user to the original results list.

To begin a new Free Text Search at any time, the search criteria can be entered into
the text field at the top of the screen and the Search button selected to initiate another
search process.

If the user is reading the document for a specified time (set by the System
Administrator), the system will assume that there is no system activity and the user will
automatically be logged off.

Return to Structured Results:

If View Free Text Results has been selected from the results of an All Search
structured query (see the All Search help topic for additional details), the Free Text
Search screen will include a Return to Structured Results link, located in the middle
of the screen, below the query section, to return the user to the original structured
search results.
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Searching Neighborhood IVV3 ONLY Return to Structured Results

LINXIVVE

Note: The search criteria that was used in the original All Search structured
query is also displayed in the Text Search Phrase field of the Free Text
Search query screen.

Viewing the Event Report

The user may also generate an Event Report for any document returned by clicking the

Report View icon [ “~ ] found in front of each row of the result list; or from the same
icon found next to the Incident Number after the Incident Number link on the result list
has been selected.

The Event Report is displayed in a separate window, and contains Incident, Warrant,
Person, Vehicle, Phone, and Narrative information, as applicable, associated with the
selected event. The Narrative section, located at the bottom of the Event Report,
contains the contents of the document.

In all cases, exact matches will appear in blue text. Like terms (e.g., "kill" for search on
"murder”), will appear in red type if the Thesaurus Search option was used.

Printing the Event Report

To print an Event Report from LInX, open the desired report, and click the Print
button in the lower right-hand corner of the Event Report window. If the Printing
from LInX user agreement has not been accepted, the user agreement will be
presented to the user. If the user selects | Do Not Agree, a pop-up window is
displayed stating "You need to accept the Printing From LInX agreement.” Click OK
to close the window.

Once the Printing from LInX user agreement has been accepted, a separate PDF
window opens, containing the selected Event Report. The banner at the top of each
page displays the following information:

= Name of the LInX user requesting the printout

= The LInX User ID of the user requesting the printout

= The Site, System, and Agency to which the user belongs

= The date and time the printed/saved report is to be destroyed

= A statement that the printout is for temporary use only.

The bottom of each page displays the following information:

= Disclaimer describing the Rules of Use for saving and/or printing the
Event Report from LInX
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= LInX version number
= Page number and total number of pages
= Date and Time the Event Report was requested to be printed/saved.

To print the Event Report, click on the printer icon [ = ] at the top of the PDF
window to open a Print window, and click OK to print the report. The PDF window
can be closed after the report has been printed.

To save the Event Report, click on the disk icon [ H ] at the top of the PDF window
to open a Save a Copy window, enter a file name, and click Save to save the report.
The PDF window can be closed after the file has been saved.

Printed or saved output is for temporary
use only; it must be destroyed within 72
hours of being obtained.

Printing Photos

The photos included with an Event Report can be printed in LInX. If there is only
one photo associated with a person, it can only be printed when the Event Report is
printed. If there are additional photos associated with a person, click on the More
Images link under the image. This will open the photos in a separate window.

To print photos, click the Print button in the lower right-hand corner. If the Printing
from LInX user agreement has not been accepted, the user agreement will be
presented to the user. If the user selects | Do Not Agree, a pop-up window is
displayed stating "You need to accept the Printing From LInX agreement.” Click OK
to close the window.

Once the Printing from LInX user agreement has been accepted, a separate PDF
window opens, containing all the photos (one photo per page) associated with the
event. The banner at the top of each page displays the following information:

= Name of the LInX user requesting the printout

= The LInX User ID of the user requesting the printout

= The Site, System, and Agency to which the user belongs

= The date and time the printed/saved photos are to be destroyed

= A statement that the printout is for temporary use only

The bottom of each page displays the following information:
= Disclaimer describing the Rules of Use for saving and/or printing
photos from LInX

= LInX version number
= Page number and total number of pages
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= Date and Time the photos were requested to be printed/saved.

To print the photos, click on the printer icon [ ﬁ ] at the top of the PDF window to
open a Print window, and click OK to print the photos. The PDF window can be
closed after all photos have been printed.

To save the photos, click on the disk icon [ H ] at the top of the PDF window to
open a Save a Copy window, enter a file name, and click Save to save the photos.
The PDF window can be closed after the file has been saved.

Printed or saved output is for temporary
use only; it must be destroyed within 72
hours of being obtained.

Save to KML

The Save to KML (Keyhole Markup Language) feature is available to Analytical users
only, and is subject to configurable site policies. The KML Export Agreement must be
accepted by the user in order to access this feature.

One or more results may be selected from a Free Text Search query, and exported to
KML. The "Save to KML" button located in the middle of the screen, above the results
list, allows a user to export information, including address data, associated with the
current search results.
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r@l(llluerv Tools - Free Text Search Searching IVV3 ONLY

Justification: [TEST E required

Text Search Phrase

[REMINGTON RIFLE

I- Thesaurus Search Thessurus Lookup Submit Feedback
[-]1 LInX Advanced Options: [-]1 Search Tips:

- Use "OR", 'AND". and "AND NOT' to search for multiple terms. "AND"
Searching 1 map-region. is implied by default. E.g.. 2 search for 'murder gun' is the same as

search for 'murder and gun'.
- Use double-quotes ( "" ) to search for phrases like "black mask”.

= The Thesaurus Search option expands guery terms to include
synonyms, such as 'murder’ far "hemicide’.

(Change Map Region...}

Searching TVV3 DNLY

(Change Neighborhood...) - Use Within X words to find terms that sre close to each other in a
document. E.g., "Red Van” within 5 words only matches documents
Incident Date Range:(MM/DD/YYYY) Last 2 years where Red and Van are within 5 words of each other. Note: this

option is not compatible with Thesaurus Search

an:l Ta: i
Within |.2_- words

iSearching Neighborhood TVV3 ONLY m
LINXIVW3
ous | [ R mesutts/page: [15 =]

Results 1 - 15 of about 200 found.

| Map view [l Save to KML Sort By: | Incident Date =]

[ & Site: Narrative Date: 3 L View Document:
A!I‘ﬂwl figly &8 & o & Rifle, Reminglton shotou { 8 Remington Rifle
L f  Shbes LINXIWE Narrative Date: 8201 View Document:
Agency: RIFLE ICH HESAID WAS A .22 CALIBER L RIFLE MADE BY REMINGTON MC
: | f Site: Narrative Date: : 1 View Document:
MAgency: MUS B RIFLE 1/19/2013. THE RIFLE WAS A REMINGTON M
AC . Site: L1000 Narrative Date: © 25 00015 View Document: -
Agency: BACK DOOR. A SMITH AND WESSON 38 RE Ef, REMINGTON 22 RIFLE, £
{r = ! Sibe: LIN Narrative Date: 0 : View Document:

The addresses are exported as a compressed KML file. The KML file contains incident
and person information associated with each address, as appropriate. A user can
choose to save the file or open it in any earth-viewer application that supports the KML
format (e.g., Google Earth). By using a KML-compatible application, the LInX-generated
KML file can be opened and the mappable LInX results can be viewed.

Note: LInX does not provide any third-party earth viewing applications; only the
ability to export the data to such applications.

Warning: KML data derived from LInX shall only be utilized for official law
enforcement agency purposes. Any pertinent information obtained from
this file must be verified with the contributing agency. Itis possible that the
contents of this file have been changed since its generation.

191



LInXUserManual

Access to the KML feature is only available on LInX systems that receive
authorization from the applicable Regional Board of Governance; therefore,
this feature may not be available at all LInX sites.

Move to Link Analysis

Analytical LInX users may select one or more results from any structured search (Traffic
Stop, Express, All Search), or Free Text Search, and view the selected results in the
user’s default Link Analysis tool (12 or SVG - selected in My LInX/Set Preferences).

Link Analysis 12 is the system default if no user preference has been chosen.

Tactical-only user do not have access to this feature.
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r@Quew Tools - Free Text Search Searching IVV3 ONLY

Justification: TEST i required

Text Search Phrase

[REMINGTON RIFLE
I" Thesaurus Search
[-1 LinX Advanced Options:

Searching 1 map-region.
{Change Map Region...)

Searching IVV3 ONLY
(Change Neighborhood...)

Incident Date Range:(MM/DD/YYYY) Last 2 yaars
From: | To: |

Within |2 words

Thesaurus Lookup

[-] Search Tips:

- Use '"OR", "AND", and "AND NOT to search for multiple terms. "AND"
is implied by default. E.g., @ search for 'murder gun' is the same as
search for ‘'murder and gun'.

- Use double-quotes ( " ) to search for phrases like "black mask”.

= The Thesaurus Search option expands gquery terms to include
synonymas, such as ‘'murder’ far "homicide’,

= Use Within X words to find terms that are close to each otharin a
document. E.g., "Red Van" within 5 wards only matches documents

Submit Feedback

where Red and Van are within 5 werds of aach other. Note: this
optien is not compatible with Thesaurus Search

Searching Neighborhood IVV3 ONLY

e el

ILINXIWVW 3
- | Y I resutts/page: [15 =]
Results 1 - 15 of about 200 found.
T Salect all m Save to KML Link Analysis [ESNEE W |In~:ident Date ¥]
- = Site: Narrative Date: - View Document:
Agency: 2ifi qgtod I n Rif
r Sita: Narrative Date: ©° View Documaent:
Agency: I : 3 MIN
|- — Site: Marrative Date: View Document:
Agency:
i Site: MNarrative Date: 0~ °° View Document
Agency: © © BACK DOCR, & SMITH AND WESSON 38 REVOLVER, REMIP CTON B
| sites Narrative Date: 05 25 200 View Document:

The original search criteria are copied to the Link Analysis Query tab, and the Person
and Incident results are then displayed in the Link Analysis Chart and node Table tabs.

Any results moved to Link Analysis can be walked or otherwise manipulated, revised
and re-queried in Link Analysis.

Export Free Text Search Results

Analytical LInX users may select one or more Free Text Search results and export
those results to a flat file (e.g., Notepad), or to an ATAC (Anti-Terrorism Advisory
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Council) database (Microsoft Access®) file. Tactical-only users do not have access to
this feature.

After selecting the desired records from the results list to export, click on the Save As
button located in the middle of the screen, above the results list. A pop-up selection box
is displayed containing the format types to which the selected results can be exported.

©) Query Tools - Free Text Search Searching DR1-DR2-IVV3

Justification: TEST required I

Text Search Phrase
["MOSSBERG 5004 SHOTGUN"

T Thasaurus Search Thesaurus Lookup Submit Feedback
[-] LInX Advanced Options: [-]1 Search Tips:

- Use 'OR', "AND', and "AND NOT" to search for multiple terms. "AND"
Searching 3 map-regions. is implied by default. E.g.. @ search for 'murder gun’ is the sama as

search for 'murder and gun'.
= Use double-quotes { " ) to search for phrases like “black mask".
- Tha Thesaurus Search option expands query terms to include
Searching DR1-DRZ-IVV3 gynonymse, such 81 ‘murder for 'homicide’.
(Change Neighborhoad...) - Usa Within X words to find terms that are close to each othar in a
documant. E.g., "Red Van" within 5 words only matches documents

i whare Red and Van are within 5 wards of each other. Note: this
Incidest Date Rasge:(WM/DD/YYVY]). Last 2 yaars j option is not compatible with Thesaurus Search
To

{Change Map Region...)

From:

Within [ | words

Searching Neighborhood DR1-DR2-IVV3
LINXDR1
LINXDR2
LINXIVW3

-'-:r::l ’-='2x-.:.|;l .'.'n_“.-‘.l _m'.r[ \
Results 1 - 14 of about 14 found.

P Select all  Mop View | AR sort By: [Incident Date =]

— Select format to export:
W ) Site: L1n Narrative Date: - :
Ly ¥ ATAC - Access File
Apancys " Flat File
- | site: Lo Narrative Date: = = 1 -
= =1
Agency: L4211 WE RN FIE H JH 5= DT 50428
-F D Sike: L1000 : Narrative Date: 23 iew Documents
Agency: 1421 WESTERN FIE = MOSSBERG S00A SHOT
¥ E‘ Sibas LINXDR: Narrative Date: 2011 View Document: -
Agency: A afi

t} Sita: || \ Narrative Data:

Click the radio button next to the desired export format, then click the Export Results
button.

ATAC - Access file

Selecting ATAC - Access File will open a File Download dialog box with the option
to Open, Save, or Cancel the action. Clicking the Open button will briefly display
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another dialog box showing the data being transferred to the database. Once
loaded, the dialog box will close, and an Access® database screen will be
displayed with the tables that contain the data that was exported.

Selecting the Save button from the dialog box will open a Save As window. Enter
the name under which the file is to be saved in the File Name text box, select the
location where the file will be stored, and click the Save button. The file will be
saved as a Microsoft Office Access Database file. Clicking the Cancel button will
return the user to the Free Text Search results screen without saving any results.

Flat File

Selecting Flat File will open a File Download dialog box with the option to Open,
Save, or Cancel the action. Clicking the Open button opens a Notepad window
containing the data that was exported. The first line of the flat file contains the
column headings for a pre-determined, limited set of fields that have been
exported.

Selecting the Save button from the dialog box will open a Save As window. Enter
the name under which the file is to be saved in the File Name text box, select the
location where the file will be stored, and click the Save button. The file will be
saved as a Text Document. Clicking the Cancel button will return the user to the
Free Text Search results screen without saving any results.

Clicking the Cancel button from any of the pop-up dialog boxes will return the user to
the Free Text Search results screen window without exporting any data.
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Searches can be performed on pawn information submitted to the LInX data
warehouse. This functionality is available to both Tactical and Analytical users, based
on their user rights.

The search results will only display pawn data that has been submitted to LInX by
participating law enforcement agencies.

Navigating to the Pawn Search Page

Tactical and Analytical LInX users can access Pawn Search either from the Query Tools
title page, or from the menu bar located along the left side of the screen. The Pawn
Search page allows users to enter search criteria that can be used to generate search
results. This page also provides the capability to Save and Load search queries.

ITESTER Query Tools @

Logout | Mobila Version

= Back to Home ® Traffic Stop Search @ Express Search

Thas function allows tactical users to perform Traffic Stop This function allows tactical and analytical users to
» Query History searches on structured incident data provided by the perform Express searches on structured incident data
+ My LInX paricipating agencies. provided by the participating agencies.

= Query Tools
ECTT () e B s

= Tewffic Stap Sesrch This function allows tactical and analytical users to This function allows tachical and analytical users to
perform advanced searches on structured incident data perform advanced searches on structured incident data
provided by the participating agencies., provided by the participating agencies.

Link Analysis
@ Frea Text Search @ This function allows analytical users ko search for people,

This function allows analytical users to perform Cracle
4 Vi . e addresses and phrases found in both incdent data and

* Express Search

= Link Analysis 2 gr;;—tem searches against narratives attached to incident et do At Tha ¢ saulis oF the seaich an ba
- ACR Repart . depicted as a link diagram.
» Feedback
+ Info Center I{:nk!ﬂnnhr!.is_ll | i i @ AOR Report
o i G’: bt :I'U:;s '“rw‘ad _us:‘r:mtu se:'c!.da; psuile, This function allows users to search for criminal activity
+ N-DEx Porta ERGTTERnS I prrnsa o h MCHAE D A around a selected US military base during a specified time
narratree decuments. The results of the search can be interval
depicted as a ink diagram. ' ’
Property of the U.5. Gavernmant VE0GE MNORTHROP GRUMMAN

The Pawn Search page allows users to enter search criteria that can be used to
generate search results. This page also provides the capability to Save and Load
search queries.
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JTESTER

Lageut | Mabila Versian

= Back to Home
+ Query History

* My LinX

= Query Tools

- Traffic Stop Search
- Expraid Saarh

- &ll Saarch

- Pawn Search

- Frea Text Search

- Link Analysis

= Link Anslysis 12
+ Feedback

¢ Info Center

Searching Neighborhood
IVV3-DR2

LINXDRZ

LINXIVWE

Searching IVV3-DR2

@ Query Tools - Pawn Search

| :Iult.lﬂ-:luanll required

Property Characteristics

Pavn Tyiga: containg Maks: contuin Modal contaian
| !
Description: contains
Serial Number: contains Primary [ Secondary Color
| [ H
Person Characteristics
Last Mama! First Nama! Middle Nanme:

Fuall K/ Allas:

DOB (MM/DOD/YYYY or YYYY) or Age: (yrs) 55N [12‘3-!!-5'.!?0)
. il b e
I To

Address Characteristics

| [ use Name Thesaurus

DOriver's License Mo.: starks with

Straet Address: containg

City: starts with Shake:

=

Pawn Characteristics

I use Address Thesaurus

Zip: (12343-6789)

Pavwn Shop: contains. Pawn Ticket Namber: containg

Date Pawned (MM /DD/YYYY) Last 2 years

Select Map Region
(Changs Map Region...)
Searching I¥V3-DRZ

Te | (Changs Neighbarhsod...)
 Load Jneighborhood | Clear
the U.S. Gavermmant V4.2.0.3%

A search can be performed by entering search criteria in any of the Property, Person,
Address, or Pawn Characteristics fields; only one field is required to begin a search.

>

YVVVYVYVVVVYVYVYYYVYYVYVY
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Justification (highlighted in yellow if required)
Property Type

Make

Model

Description (free text field)

Serial Number

Primary/Secondary Color [drop-down menul]

Last Name (of person who pawned the property)

First Name

Middle Name

Full Name/Alias

Name Thesaurus [check-box]
DOB or Year of Birth

Current Age or Current Age Range



VYV VY VVYVYVYVYYVYYYVYYVY

Pawn Search

SSN

Driver's License Number

Street Address [Pawn Shop or Pawner]
Address Thesaurus [check-box]

City

State [drop-down list]

Zip

Pawn Shop

Pawn Ticket Number

Date Pawned or Date Pawned Range

Map Selection [(Change Map Region...) link]
Neighborhood Selection [(Change Neighborhood...) link]

Any field can be used to initiate a search. For example, entering descriptive words or
terms into the Description field will bring back records containing the same words or
terms, such as "camera” or "Rolex.”

PAWN SEARCH TIPS

>

>

Tip: Search for "New in Box” or "NIB” in the Description field to
identify unused products that have been pawned and the identities of
the person(s) pawning those items.

Tip: Itis not recommended that the Pawn Type field be utilized to
conduct searches for pawned items, as that field may be populated
with a code number for the Pawn type rather than an actual pawn
type. Use the Description field to enter the description of the
pawned property being queried upon.

Tip: Searching on a person will bring up all the pawn records
related to that name, and can help identify individuals who pawn
goods frequently. Then conduct a structured person search (All
Search, Express Search) to see any past history of other activity.

Tip: Compare the addresses of individuals pawning goods with the
area of the pawn activity. Items stolen are frequently pawned in a
neighboring jurisdiction to the pawner's address.

EXACT AND THESAURUS SEARCH OPTIONS
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There are two different levels of complexity available for users to conduct searches,
depending on the field(s) being searched. The options available are:

Exact Search: limits the search results to those records that are an exact match
to the search criteria. Results will only be returned if they meet all the criteria
entered in the various search characteristics categories. Results will be
returned for exact spelling or numerical matches.

Exact Searches may be conducted for Name and/or Address queries.

An Exact Search will be conducted for Name and/or Address queries unless the
respective Thesaurus check-boxes are checked.

Thesaurus Search: uses a static LInX thesaurus index to expand the search
results to include structured records that contain terms that are grouped
together according to similarity of meaning to the search term(s), in addition
to those records that contain exact matching terms to the search criteria. Results
will be returned for exact spelling or numerical matches, and related terms.

Thesaurus Searches may be conducted for Name and/or Address queries.

Examples of Thesaurus entries using the Person Full Name index include:
William - Will, Willie, Bill, Billy
Steven - Stephen, Steve, Steph
Kenneth - Ken, Kenny

Examples of Thesaurus entries using the Full Street Address index include:

Street - St, Str, Strt
Road - Rd

Avenue - Av, Ave
1st - First

To conduct thesaurus Name searches, click the Use Name Thesaurus check-box
to the right of the Full Name/Alias field to select the option.

Full Name [ Aliazs:
C | F  use Hame Thesaurus

To conduct thesaurus Address searches, click the Use Address Thesaurus check-
box to the right of the Street Address field to select the option.

Street Address: contains

M  use Address Thesaurus
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The Use Name Thesaurus and Use Address Thesaurus options may be selected
within the Express Search, All Search, Pawn, and Link Analysis query screens.
The desired default search types can also be set by the user on the Set
Preferences screen, under My LInX.

The following chart compares Exact Search and Thesaurus Search.

SV RNEINEAES
Field

First Name,
Middle Name,
Last Name
Fields

Full Name/Alias
Field Combined
with Other Fields

First Name,
Middle Name,
Last Name
Fields Combined
with Other Fields

Exact Search

LInX will identify
structured records
containing a full
name/alias that
exactly matches the
user-entered search
term(s).

Thesaurus Search

LInX will identify
structured records
containing a full
name/alias that match
exactly the user-entered
search term(s) or match
entries found in a static
LInX thesaurus index.

LInX will identify
structured records
containing first name,
middle name, last
name fields that
exactly match the
user-entered search
term(s).

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly match
the user-entered search
term(s) or match entries
found in a static LInX
thesaurus index.

LInX will identify
structured records
containing a full
name/alias that
exactly match the
user-entered search
term(s) and that also
contain an exact
match for the user-
entered search
term(s) in the other
field(s).

LInX will identify
structured records
containing a full
name/alias that exactly
match the user-entered
search term(s) or match
entries found in a static
LInX thesaurus index,
and that also contain an
exact match for the
user-entered search
term(s) in the other
field(s).

LInX will identify
structured records
containing first name,
middle name, last
name fields that
exactly match the
user-entered search
term(s) and that also
contain an exact
match for the user-
entered search
term(s) in the other
field(s).

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly match
the user-entered search
term(s) or match entries
found in a static LInX
thesaurus index and that
also contain an exact
match for the user-
entered search term(s)
in the other field(s).
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USE OF WILDCARDS

Exact Search can also be used with wildcards to expand or speed up the search while
still limiting it to the search criteria entered by the user:

» Awildcard (%) can be used in an exact search to bring up additional records
that reflect the criteria including the wildcard, such as "Doe, J%” for all individuals
with the last name of "Doe" and a first name beginning with the letter "J".

»  If the search involves alphanumerical values, such as a partial license plate,
the location of the wildcard within the number sequence will determine the results
that are returned (see following table).

»  Wildcards can be used to speed up a search by inserting a wildcard after the
search criteria, which has the effect of limiting the search results that begin with
the criteria instead of containing the criteria anywhere within the record. Using the
wildcard in this way may speed up the search if time is a concern and the possible
number of candidate returns is large, such as Street or City names.

»  Wildcards can also be used in Driver’s License Numbers, Street Names, City
Names, Street Numbers, and Social Security Numbers.

Tip: Because of various spellings of names, a wildcard (%) can be used if
the correct spelling of a person's name is unknown (e.g., Gonzale% to
retrieve Gonzales and Gonzalez).

Tip: Use wildcards (%) for name queries where the person may have more
than three names. The wildcard can be placed before, and/or after the Last
Name. It may be valuable to conduct separate searches of both the Middle
and Last Name fields.

The following chart provides examples of the results returned when using wildcards in
Exact Search queries:

Exact Search
Wildcard Placement

Examples

Names (People, Places)
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J% Doe All individuals with first names starting with "J”
and last name of "Doe” (and any aliases on
records as the letter "J").

Cent% Street Street Names starting with "Cent”, such as
Central, Center, or Centre.

Oak% Street (wildcard used Street Names of "Oak”, limiting the search to
to speed results) Street Names of Oak, or starting with the word
Oak, such as Oakdale.

Numbers and Alphanumeric Sequences

%123 Sequences ending in "123” and sequences
with "123" in the middle, or results of "123”, if
that is the entire record (such as "123 Main

Street”).

123% Sequences starting with "123".
%12%3% Sequences with known characters in this
order.

123 (no wildcards) Returns results of "123” alone or "123"

anywhere in the sequence, in any field that is
noted with the word "contains”.

SEARCH ONLY LAST 2 YEARS OF DATA

An initial query may be limited to search data for the most recent 2 years, by clicking on
the Last 2 years hyperlink next to the Incident Date Range on the Query screen.
Selecting this option will automatically pre-populate the Date Range fields, extending
back 2 years from the current system date.

When the Date Range fields are pre-populated to search the last 2 years of data, clicking
on the Clear hyperlink will remove the limitation, and allow searching of older data.

Incident Date R_anqe:[l‘l!'l,.f_l:_}l:_if‘r‘f:\f‘_f_] Last 2 years Incident Date Range:(MM/DD/YYYY) Clear
To [12/14/2000 1 7o [12/14/2011

Note: if the Date Range is manually entered, the Last 2 years link will remain
and the Clear link will not be displayed.
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Neighborhood Selection

The default Pawn Search setting is to search all local contributing agencies; meaning that
the search includes all data in the data warehouse from all local sources. The (Change
Neighborhood...) link allows a user to access the Neighborhood Selection window and
select one or more agencies, sites, and/or Partner systems against which to conduct a
search. The results will be filtered to reflect only the data from the selected source(s)
when the user limits the search to one or more source agencies, rather than all agencies.

There is also a Neighborhood button located at the bottom of the query screen, which
will open the Neighborhood Selection window without having to click the (Change
Neighborhood) link. Either of these methods can be used to access the Neighborhood
Selection screen.

Searching I-95
[Change Neighborhood...)

|t _

Selecting a Neighborhood:

When the (Change Neighborhood...) link is selected, the Neighborhood Selection
screen will open in a separate window. Additional help for Neighborhood Selection
can be found within the Neighborhood Selection functionality by clicking on the

Online Help button @] located in the upper right-hand corner of the Neighborhood
Selection screen.
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Neighborhood Selection @

System Defined
& 1vv3 onLY

User Defined

' cusTom

' twwz cro

' vz HePD

1wz Jcceo

O rvwz wnep

' twz verD

C pewz-tvws {Default Neighboerhood)
0 rpo-PTRPD

Select |[ View& Edit | New| SetDefautt | Close |

Selection Status:

The text appearing above the (Change Neighborhood...) link on the query screen
provides the user with the selection status. If there are no neighborhoods listed, or no
neighborhood has been identified as the "default” neighborhood, the local agencies of
the current LInX system, plus whichever remote system(s) that may be included as a
default by the Regional Administrator, will be the default agency source criteria for all
searches.

Searching Default
(Change Neighborhood... )

When a different neighborhood selection is made, the selection status changes to
reflect the name of the newly-selected neighborhood:

Searching IVVZ-IWVZ
[Change Neighborhood...)

205



LInXUserManual

Map Selection

The Map Selection functionality provides the user with the ability to search a specified
geographic area. When the (Change Map Region ...) link is selected, the Map Selection
screen opens in a separate window.

Selection Status:

The text appearing above the (Change Map Region ...) link on the query screen
provides the user with the selection status, which corresponds to what is selected in
the Neighborhood Selection. If no neighborhood is selected under the Neighborhood
Selection menu, then the system default will be used, and no map regions will be
specified.

Select Map Region
(Change Map Region...)

Searching IWVI-DR1/2
{Change Heighborhood...)

When a Map Region is selected, the Neighborhood selection status will change to
CUSTOM. The neighborhood will automatically be modified to include the selected
regions/agencies. The neighborhood can then be modified further through the
Neighborhood Selection screen.

Mousing over the Change Map Region link will display a pop-up message containing
the name(s) of the map region(s) selected.

Searching 3 map-regions.
(Change Map Region...)

Searching DR1-DR2-IVV3
[Change Meighborhood...)

Additional help for Map Selection can be found within the Neighborhood Selection

functionality by clicking on the Online Help button @] located in the upper right-hand
corner of the Neighborhood Selection screen.

Justification

This function allows Tactical and Analytical LInX users the ability to enter the reason a
search is being conducted, and also provides the information to comply with Criminal
Offender Record Information (CORI) for auditing purposes. This field is located at the
top of each query screen. The field is automatically highlighted in yellow, and is
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required if one or more agencies in the selected neighborhood require a justification in
order to search their data.

If the field is not highlighted in yellow, use of the field is optional.

I| Justification: required

Justification will remain persistent throughout the current session, for any LInX search,
unless changed during the session.

Save and Watch Selected Queries

Analytical and Tactical LInX users have the ability to save queries, watch saved queries
for new information, and load saved queries.

b)(7)(E)
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b)(7)(E)

Executing the Search

When all the information to be used in the query has been entered, and the source of
information selected, clicking on the Search button will begin the search process.
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The Clear button, located at the bottom of the search screen, will clear all the fields in
the query screen, with the exception of the Justification field, without having to leave the
query screen.

Load Saved Queries

Users may load any of their saved queries directly from the Query screen by
clicking the Load button, which will open a Query Selection menu in a separate
window.

b)(7)(E)

To load a query, ensure that the radio button for the desired query is selected, and
then click the Load button. A pop-up message stating "Requested query loaded”
is displayed. Click the OK button to close the pop-up message.

The query screen is re-displayed and populated with the search criteria from the
selected saved query. Click the Search button to run the query.

Clicking the Cancel button from the Query Selection window will close the window
and return the user to the Query screen without loading any data.

A Results Management Status is displayed beneath the menu bar on the left side of the
screen. The Status contains the name of the neighborhood that was searched, the
name of each system and/or Partner contained in the neighborhood, and the number of
matching records retrieved from each (up to the specified search increment) within the
designated time threshold - which begins when the first results are returned.
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Custom
Search Results
& ICEPIC i I:l:l

@& OMNEDOJ
$ LINXIVV3

@ LINXIVVZ 2.4 (74)

& Total 75

Search results from one or more remote systems or Partners will automatically be
merged and displayed in the LInX search result set, if they are available within the
results management time threshold.

If the search of a system has not been completed within the time threshold, a visual
indicator will denote the status of that search. The visual indicator status legend is as
follows:

»  Black - The search of the system was successfully completed within
the time threshold, and all results have been returned.

»  Red - An error occurred while attempting to search the system
(search timed out).

»  Green - The search of the system was completed after the time
threshold was exceeded. Results from the search are now available
and ready to be merged into the current result list.

»  Multi-colored "beach ball" - Waiting for results, as the search of the
system is still in progress.

Hovering the cursor over each visual indicator will display a pop-up containing the
status description.

Merge Results

When there are results available to be merged, denoted by a green indicator next
to the system name, the additional records can be manually merged into the
current results set by clicking on the Merge Results button, which is highlighted to
show it is available.
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IVV2-TVV3 Records 1 - 7 of 7 Matching Records

Search Results from 11/04/ 2010 to 0427/ 2009

& LINXIVVE 33, (32;}'

e LNXIWZ 7 (7) Type Make| Model | Description

E DESKTOP COMPUTER

| Tees aeh COMPUTER HP W/MONITOR/KEYBOARD,/MOUSE /TOWER
COMPUTER HP 21" MONITOR
COMPUTER HP DESKTOP COMPUTER W/MONITOR
COMPUTER HP P51l DESKTOP W/TOWER/MONITOR/KYBRD
COMPUTER HP FLAT PAMEL MONITOR
COMPUTER HP  W2207 H WIDESCREEN MONITOR
COMPUTER HP 19" FLAT PANEL MOMNITOR

—

Results before Merge

The visual indicator next to the system name will turn from green to black. The
number of records and the date range for the records in the result set summary will
update accordingly, to account for the inclusion of the additional records. The
Merge Results button will no longer be highlighted.

IVW2-TVV3 Records 1 - 15 of 328 Matching Records
Search Results from 11/04/2010 te 00/04/1909
I.- LINXIVWS 334 rsn]l
s LINXIWZ 7 (7} Type HMake|Model Description |

DESKTOP COMPUTER

» Total 328 COMPUTER HP

W/MONITOR/KEYBOARD/MOUSE / TOWER

COMPUTER HP 21" MONITOR
COMPUTER HP DESKTOP COMPUTER W/MONITOR
COMPUTER HP PE11 DESKTOP W/TOWER/MONITOR/KYBRD
COMPUTER HP FLAT PANEL MONITOR
COMPUTER HP w2207 H WIDESCREEN MONITOR
COMPUTER HP 19" FLAT PANEL MOMITOR
|DCRT HP W19 GRY MOMITOR W/ACCES
HP GX615AA HP COMPUTER W/MONITOR,
HP PAVILION A1210M DESKETOP, MOUSE, MONITOR, DISCS, KYBRD
DCRT HP wiso7 COMPUTER MONITOR
|DCRT HP wiso? COMPUTER MONITOR
DCRT HP PE1245 LCD MONITOR
HP  HSTND2151A637RE6H2 COMPUTER MONITOR
MONITOR ELECTROMNICS HP PE1230,
i =CNB445006D
Results par paga: i 15 "I

Merged Results
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Note: Unless the Merge button is used, all results
will not be transferred/moved to the results list.

Get Count

If the number of records retrieved is greater than the search results increment
selected under Set Preferences (e.g., 100, 200, 500, or 1000), the number of
records shown equals the increment number. If there are additional records
beyond the results increment, the Get Count button will become available. When
the Get Count button is selected, the visual indicator for each system will change
to the multi-colored "beach ball” while the counts are being calculated. Once the
total record count is returned, the visual indicator will return to its previous state
(black or green), and the total number of records from each system that match the
search criteria will be displayed in parentheses.

Note: The user selects the size of the batch in Set Preferences under the
"My LInX” menu option located along the left side of the screen.

IVV2-IVVv3

Search Results

& LINKIWVYS 200 [3835)
& LINEIWYZ 100 [2436)
& Total 300 (6271)

Merge Results I

et Count I

= GaMoe |

Get More

When the results from a LInX system are returned, and there are still additional
matching records available (as defined by the search result increment selected in
Set Preferences), the Get More button can be used to obtain the next increment
of records that match the search results (e.g., 200), from each system.

When the Get More button is selected, the visual indicator for each system having
additional matching results will change to the multi-colored "beach ball” while the
additional records are being retrieved. Once the additional records are available,
the visual indicator will change to green, indicating the records are ready to be
merged. Each request for more records retrieves an additional set of records (up
to the set maximum number) from where the user left off, based on date.

Click on the Merge Results button to include the additional records into the
current results list. The Summary above the results list will update to indicate the
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total number of matching records now in the list, as well as the expanded Incident
Date range.

Note: If there are agencies feeding more than one LInX Region (e.g., VSP,
VAABC), the data from the local system will be used when these agencies
are selected, preventing duplication of data.

Remove Date Range

If the search was limited to the last 2 years (by clicking on the Last 2 years link on
the Query screen), the date range limit can be removed, and the query
automatically rerun, by clicking on the Remove date range <mm/dd/yyyy> to
<mm/dd/yyyy> link, where mm/dd/yyyy represents the month/day/year of the Start
Date and the End Date of the Date Range.

Reading the Search Results

Pawn data contained in the data warehouse that meets the search criteria will be
returned as a result list. The result list is displayed at the bottom half of the screen,
below the Pawn Characteristics tab, and represents the first 200 records that meet the
search criteria. (If the user has set the default search increment to 100, 500, or 1000,
the result list will contain that number of records).

Information related to the first row of the result list is automatically displayed in the
Pawn Characteristics fields at the top of the screen. Unlike other result lists that are
person-centric, this list is based on the pawned property items.

= Default Order

The result list appears in descending chronological order, with the most
recent Incident Date at the top of the list.

= Resorting the Result List

The user can rearrange the order of the result list by clicking on any of the
column headings (e.g., Type, Make, Model, etc.).

Hovering the mouse over the Agency ID in the result list will display a pop-up
containing the full agency name.
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Query Tools - Original Search
Logout | S
| Fawn l
« Back to Home | Pawn Characteristics
* Query History | Property Type: Make: Hodel:
» My LInX | L — ' !
e ai
+» System Administration RINGS 14K 20WT, _;l
+ Security Administration ;J
+ Site Configuration Sarial Number: _ Primary/SecondaryColors Date Pawnad:
|05/01/2009
» Data Administration | — Pawn Ticket Numbers g
st o
- Trattic Stop Senrch Pawn Shop Addrass:
- Em Sasrch
L Lll‘:‘:::‘ch“ ‘ | Last Narme: First Nama: Middle Namae:
N | MORRIS | SAMANTHA |
- P
r ":m" | Dateofsith .. Debver'sllownpe o
e it Saadch [0a/o1/1561 [ [mMz91z121
= Link Analysie
- Link Analysis 12 | Pawner's Address: Search for address
[401 WEST KENT ST BALTIMORE MD 22011
tFeailick | Phane Number: Search fnrpﬁu_m number
+ View Reports [301-402-2345
+ Info Center | Identity Search for SAMANTHA MORRIS Possible Associates of SAHANTHA MORRIS
IWE-DRI..F! = 5Y5 DEF Records 1 - 15 of 04 Matching Records
Search Results from 12/06/2011 te 06/01 /2004
- LINXIWG 5 (%)
| ]
@ LIGORZ 5 1g) Type| Make | Model !Dﬂcﬂﬂim Site | Agency | Date ;;:J’EI
® LINXDRL g (e0) : -
i Totel T 6 RINGS 10K 3.25DWT, LINXDRL s
Vi P e EARRINGS WOMENS 10K 0.8BDWT, LINXDR1 * .
» el e # - ‘h- LIgDRY * - r‘-—-\
- e e f = ’ -

By clicking on other rows in the result list, the information displayed in the Pawn
Characteristics fields at the top of the screen will be replaced with information related to
the new record selected.

Quick search for [selected] address

The Search for address capability enables a LInX user to run a query for a
selected pawner's address directly from the search results screen without
having to return to the query screen. Pawn Shop addresses will not be
searched.

A Search for address link is dynamically created next to the Pawner's Address
label above the Address field on the Pawn tab, if the Pawner's Address field is
populated. There will be no search link if the Pawner's Address field is not
populated. If there are multiple addresses available for the selected pawner,
the link will display as Search for selected address, and the drop-down list can
be used to access other addresses to search.

Clicking the Search for [selected] address link will display a new result list of
records that contain the address that was searched. While the search is being

215



LInXUserManual
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performed, a notation of "Searching Address" may be seen above the
Pawner's Address field, highlighted in yellow.

Rules for searching an address:

. For the Local site, the Street Name is required to perform the
search

. For a Remote site, the following information is required:
Street Address OR Street Name, and either a City and State, OR a
Zip.

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the Pawn tab.

Tip: Use Query History as a reminder of the address(es)

that were searched if multiple Address Searches were
made.

Quick search for [selected] phone number

The Search for phone number capability enables a LInX user to run a query
for a selected phone number directly from the search results screen without
having to return to the query screen.

A Search for phone number link is dynamically created next to the Phone
Number label above the Phone Number field on the Pawn tab, if the Phone
Number field is populated. There will be no search link if the Phone Number
field is not populated. If there are multiple phone numbers available for the
selected person, the link will display as Search for selected phone number,
and the drop-down list can be used to access other phone numbers to search.

Clicking the Search for [selected] phone number link will display a new result
list of records that contain the phone number that was searched. While the
search is being performed, a notation of "Searching Phone Number" may be
seen above the Phone Number field, highlighted in yellow.

Rules for searching a phone number:

. For the Local site, the prefix and suffix are both required
. For a Remote site, area code, prefix, and suffix are all
required

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the People tab.
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Tip: Use Query History as a reminder of the phone

number(s) that were searched if multiple Phone Searches
were made.

Person ldentity Search

The Person Identity capability enables a LInX user to run a query for a
selected person directly from the search results screen without having to
return to the query screen.

An Identity Search link containing the person’s name is dynamically created at
the bottom of the Pawn tab of the selected pawner. Clicking the link will
display a new result list of people with the same name and DOB as the
selected pawner. While the search is being performed, a notation of
"Searching ldentity" may be seen at the bottom of the Pawn tab, highlighted in
yellow.

The identity search algorithm is based on the following criteria:

= First Name + Last Name + DOB (using Thesaurus) OR
= 1st Character of First Name + 1st 3 Characters of Last Name +

DOB + Sex OR
= SSNOR
=  FBI Number.

If there is not enough information for the selected person to be uniquely
identified, a pop-up window will be displayed stating, "Insufficient data
available!”.

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the Pawn tab.

Tip: Use Query History as a reminder of the name(s)

that were searched if multiple Identity Searches were
made.

Possible Associates

The Possible Associates capability allows a user to search for and view all
persons associated with the selected person in a search result list. The user
may recursively select possible associates of possible associates.
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A Possible Associates link containing the person’s name is dynamically
created at the bottom of the Pawn tab of the selected pawner. Clicking the
link will display a new result list of all people who were involved in any incident
involving a person with the same name and identifiers as the selected person.

While the search is being performed, a notation of "Searching Possible
Associates" may be seen at the bottom of the Pawn tab, highlighted in yellow.

If there is either not enough information for the selected person to identify
incidents involving the selected person, or there are no other records that
involve the selected person, a pop-up window will be displayed stating "No
possible associates found!”.

To return to the original search results, click on the Return to Original Search
Results link at the bottom of the People tab.

Tip: Use Query History as a reminder of the name(s) that
were searched if multiple Possible Associates searches were

At the bottom of each page of result records, there are several buttons which allow the
user to navigate the current result list of records returned, as well as getting the next (or
previous) result set, as depicted below:

In addition, there is a Results per page drop-down box, that allows the user to select
how many results should be shown on a page before having to move to the next page.
One of the options is to show all returned results on one page. If All is selected, the
navigation buttons will be gray-out and not available.

First | Previous E;é Eg ﬁ?’fﬂﬁ Results per pEIgE:I 15 ‘i

Proparty of the U.S5. Government

The use may also set a default results per page by selecting and saving the desired
option under My LInX/Set Preferences. This default can be overridden at any time by
using the drop-down box shown above.
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SAVE/WATCH A QUERY

b)(7)(E)

INITIATING A NEW QUERY

A new query can be initiated by selecting the New Query button at the bottom of the
result list, which will present a blank Pawn Search screen. If the Revise Query button
is selected, the Pawn Search screen will reappear with the search criteria that was used
for the last search, which can then be modified to create a new search.
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To have access to Link Analysis analytical screens, the user must have been assigned
an Analytical role in LInX.

RESTRICTIONS ON THE USE OF LINX DATA

for a copy.

The data from the LInX system is not considered and
should not be used for original documentation for
probable cause from any participating agency. Use of the
data is controlled by the LInX Rules of Operation for each
regional LInX system. Contact you system administrator

PERSON-CENTRIC

When the data from the various agencies has been "pushed” to the LInX data
warehouse, it becomes available for searching purposes. LInX is person-centric,
which means that search results will return information on the individual associated with
the search criteria. For example, a search on a vehicle will return a list of persons that
may be associated with an incident involving that vehicle. Search rules have been built
into the system to provide likely matches for the user to review.

SEARCH PROCESS

The search process is designed to produce these results:

>

>

A search on Persons, Vehicles, Addresses, Incidents and/or Phone
numbers will bring back a list of matches.

The default source for the results is all agencies in the current
system, unless a specific neighborhood is selected (see
Neighborhood Selection section below) ; meaning that the search
includes all data in the data warehouse from all sources.

By selecting one or more source agencies for the search process
rather than all agencies, the results will be filtered to reflect only the
data from the selected sources.

Some person names may appear more than once in the search
results. This occurs because each event in which a person has been
involved will appear in the result list. In some instances, the person
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may be listed more than once, even in a single event, if that person
was listed as having more than one role in the single event.

Analytical LInX users can access Link Analysis (SVG or 12) either from the Query Tools
title page, or from the menu located along the left side of the screen. Link Analysis
opens with the Query tab view, which is used to enter the criteria to begin the analysis.

ITESTER

= Back to Home
» Query History

+ Hy LInX

« BExpress Seanch
= &ll Search
- Pavn Search

= Frad Taxt Search

Logout | Mobila Version

= Query Tools

= Traffiz Stop Sanrch

= Link Analysis §2

- AOR Repart
» Feedback
+ Info Center

+ H-DEx Portal

® Traffic Stop Search
This function allows tactical users to perform Traffic Stop

searches on structured incident data provided by the
participating agancies.

s
This function allows tactical and analytical users to

perform advanced searches on structured incident data
provided by the participating agencies.,

@ Free Text Search
This functicn allows analytical users to perform Oracle

frae-taxt searches against narratives attachad to incident
dats,

@ Link Analysis 12 /

This function allows analytical users to search for people,
addresses and phrases found in both inadent data and
narratree decuments. The results of the search can be
depicted as a nk disgram.

cparty of the U.5. Governmant

Query Tools @I

@ Express Search
This function allows tactical and analytical users to

perform Express searches on structured incident data
provided by the participating agencies.

@ Pawn Search
This function allows tachcal and snalytical users to

perform advanced searches on structured incident data
provided by the participating agencies.

@ Link Analysis
This function allows analytical users to ssarch for paople,

addresses and phrases found in both inodent data and
narrative documents. The results of the search can ba
depicted as a link diagram.

This function allows users to search for criminal activity

sround a selected US military base during a specified time
mterval,

The Link Analysis query screen allows users to search both structured and free-text
data in the LInX database for people, addresses, incidents and phrases. Phrase-based
gueries will search the LInX document warehouse. This page also provides the
capability to Save and Load search queries.
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Note: The same Query screen is used for both the SVG and 12
versions of Link Analysis, with the only difference being the title of
the middle tab (Graph = SVG; Chart = 12).
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=
iz ® Query Tools - Link Analysis 12 Searching DR1-DR2-IVV3
Ll Qery IL Chest Il Tatle | _
i | sustiication: rees

+ System Administration | People Characteristics ( exact Ssarch @ Thessurus Sesrch Assisted Saarch

» Security Administration Last Name: First Namie: Middle Name:

R — e
+ Data Administration ' I
Eull Name/ Alias: DOB: (MM/DD/YYYY ar YYYY)  (yrs)

o

10 Search: (FBI1, SID, SSN, DL}

- Tratfic Stop Search Current Age: (yrs) at Time of Events (yrs) Decupation: contains
- Express Saarch o to

= All Search Geander: Race: Eye Color:

- Pawn Search = I ;] I ;!

- Frae Text Search Height: Waight: (Ibs) MHair Color:

- Link Analysis [ note [ w[ in [ to| I =]
- Link Analysis 12 Scar, Mark, or Tattoo Text: contains SMT Type: SMT Body Part:

- ROR Raport | | =] [
55N: (123-45-6789) Driver's License No.: starts with Drivar's License ST;
|

» Feedback

¢ View Reports Phone Number/Email Address

» Info Center

Phane Number: 123-456-7800 x 123456 Email Address: starts with

* N-DEx Portal x|
Vehicle Characteristics

License Plate No.t contains Licensa Plate State:

Searching Neighborhood

Madel Year: (YYYY)
g i I

| o Ta |
|DR1-DR2-TVV3 2 N

Make: contains Hodel: contains Color:
LINXDRL - L] -
LINXDRZ ! |
V3 VIN: contains

| Address Characteristics

C Exact Search

* Thesaurus Search

Straet Address: contains

Common Namu: starts with

Zip: (12345-6789)

Incident Date Range:(MM/DD/YYYY) Last 2 years
To |

Incident Type:
EArrest,!nciden‘t IE

City: starts with State:
I 0]

Incident Characteristics

Incident Number: starts with

Offense Description: contains Searching 3 map-ragions.

(Change Map Region...)

MO contains Searching DR1-DR2-IVV3

{Change Neighbarhood...)

Search By Phrase " Exact Search & Thesaurus Search

Enbar e Bhaman:

[Scsron J sovervisicn J oo Jresnborhoos J cier|

NORTHROFP GRUMMAN

Property of the U.S. Government (v5.0.0.7)

The Link Analysis process begins with a query to search for data that will be included in
the analysis. People, Vehicle, Address, Incident, and Phone search criteria can be
entered into the fields shown on the screen, as well as phrases.

After entering the criteria to be used in the analysis, the agency database to be used in
the search can be specified using the (Change Neighborhood...) link. The
Neighborhood Selection menu is set to default to all available agencies.
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Note: See Neighborhood Selection below.

LINK ANALYSIS SEARCH TIPS

Tip: Less is better! Starting with just Last Name and First Name is usually the
best approach, as it will result in the largest results set.

To refine the search, adding the DOB is often the best choice to add to the search
criteria. However, matches will only improve if the additional identifiers match
the contents of the original records in the database.

Tip: Use wildcards (%) for name queries where the person may have more than
three names. The wildcard can be placed before, and/or after the Last Name. It may
be valuable to conduct separate searches of both the Middle and Last Name fields.

Tip: Consider reversing the names in a search. Some cultures actually use the Last
Name as a First Name.

Tip: Use the Name/Alias search field when only one portion of a name is known or
when searching for a "street name" or a single name alias (e.g., "Killer", "Peanut",
"Catfish", etc.). This will search the Last, First, Middle, and Alias name fields.

Tip: Because of various spellings of names, a wildcard (%) can be used if the
correct spelling of a person's name is unknown (e.g., Gonzale% to retrieve Gonzales
and Gonzalez).

Tip: Searches by Social Security Number may assist with the identification of
persons who have changed their name (legally or otherwise).

The search criteria related to a person can be entered into the text fields shown under
People Characteristics. The People Characteristics fields are:
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Note: The ID field is not to be considered when searching for NCIS data.

»  Justification (highlighted in yellow if required)
Name Search Type [Exact/Thesaurus/Assisted]
Name Type [Last/First/Middle or Full Name/Alias]
DOB/Year of Birth or DOB/Year of Birth Range
ID Search (FBI, SID, SSN, DL)

Y V VYV V
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Current Age or Current Age Range
Age at Time of Event or Age Range at Time of Event
Occupation

Gender [drop down list]

Race [drop down list]

Eye Color [drop down list]

Height or Height Range

Weight or Weight Range

Hair Color [drop down list]

Scar, Mark, Tattoo (SMT) Description
SMT Type [drop down list]

SMT Body Part [drop down list]
Social Security Number

Driver’s License Number

Driver’s License State [drop down list]

VVVYVVVVYVYVYYVYYVYYVY

Note: The Occupation field is configurable (on/off) by LInX site. The default
setting for this field is 'ON'; i.e., the field is available for searching on the Link
Analysis People Characteristics query page, and for display in the Event
Report view of the search results.

EXACT, ASSISTED, AND THESAURUS SEARCH OPTIONS

There are two or three different levels of complexity available for users to conduct Name
searches, depending on the field(s) being searched. The options available are:

Exact Search: limits the search results to those records that are an exact match
to the search criteria. Results will only be returned if they meet all the criteria
entered in the various search characteristics categories. Results will be
returned for exact spelling or numerical matches.

Exact Searches may be conducted for Name, Address, or Text queries.

To conduct exact Name searches, select the Exact Search radio button located on
the People Characteristics section heading.

@ Query Tools - Link Analysis Searching DR1-DR2-IVV3

Query || Gragh ||
Justification: | reqisired

People Characteristics I % EwactSearch|  Thasaurus Search " Assisted Search
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Assisted Search: uses soundex and metaphone phonetic algorithms to expand
the search results to include structured records that contain similar matching
terms to the search criteria, in addition to those records that contain exact
matching terms to the search criteria. Results will be returned for exact
spelling and similar spelling matches, or names that sound similar to the
search criteria.

Note: This option is only available for Name Searches, using the following
People Characteristics fields:

Last Name (legal name or alias)
First Name

Middle Name

Full Name / Alias

Y V VYV V

To conduct assisted searches, select the Assisted Search radio button located on
the People Characteristics section heading.

@Querv Tools - Link Analysis Searching DR1-DR2-IVV3

Justification: required

Query I! Graph !l Table I

People Characteristics ( ExactSearch { Thessurus Search | Assisted Search

226

Thesaurus Search: uses a static LInX thesaurus index to expand the search
results to include structured records that contain terms that are grouped
together according to similarity of meaning to the search term(s), in addition
to those records that contain exact matching terms to the search criteria. Results
will be returned for exact spelling or numerical matches, and related terms.

Thesaurus Searches may be conducted for Name, Address, or Text queries.

Examples of Thesaurus entries using the Person Full Name index include:

William - Will, Willie, Bill, Billy
Steven - Stephen, Steve, Steph
Kenneth - Ken, Kenny

Examples of Thesaurus entries using the Full Street Address index include:
Street - St, Str, Strt
Road - Rd
Avenue - Av, Ave
1st - First
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Examples of Thesaurus entries using the Narrative index include:

Murder - Homicide, Manslaughter
Cocaine - candycaine, coke

To conduct thesaurus searches, select the Thesaurus Search radio button located
on the People Characteristics section heading.

@ Query Tools - Link Analysis

Searching DR1-DR2-IVV3

Query II Graph !l

Justification: |

People Characteristics © Exact Search | Thessurus Search | ™ Assisted Senrch

The Exact, Assisted, and Thesaurus search options may be selected within the
Express Search, All Search, and Link Analysis query screens. The desired default
search types can also be set by the user on the Set Preferences screen, under My

LInX.

The following chart compares Exact Search, Assisted Search, and Thesaurus Search.

Full Name/Alias
Field

First Name,
Middle Name,
Last Name
Fields

SV RNEINEAES
Field Combined
with Other
Fields

Exact Search

LInX will identify
structured records
containing a full
name/alias that
exactly matches the
user-entered search
term(s).

Assisted Search

LInX will identify
structured records
containing a full
name/alias that exactly
match or similarly
match the user-entered
search term(s).

Thesaurus Search

LInX will identify
structured records
containing a full
name/alias that match
exactly the user-entered
search term(s) or match
entries found in a static
LInX thesaurus index.

LInX will identify
structured records
containing first name,
middle name, last
name fields that
exactly match the
user-entered search
term(s).

LInX will identify
structured records
containing component
name fields that exactly
match or similarly
match the user-entered
search term(s).

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly match
the user-entered search
term(s) or match entries
found in a static LInX
thesaurus index.

LInX will identify
structured records
containing a full
name/alias that
exactly match the
user-entered search
term(s) and that also
contain an exact
match for the user-
entered search
term(s) in the other
field(s).

LInX will identify
structured records
containing a full
name/alias that exactly
match or similarly
match the user-entered
search term(s) and that
also contains an exact
match for the user-
entered search term(s)
in the other field(s).

LInX will identify
structured records
containing a full
name/alias that exactly
match the user-entered
search term(s) or match
entries found in a static
LInX thesaurus index,
and that also contain an
exact match for the
user-entered search
term(s) in the other
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First Name,
Middle Name,
Last Name
Fields
Combined with
Other Fields

field(s).

[ LinX will identify

structured records
containing first name,
middle name, last
name fields that
exactly match the
user-entered search
term(s) and that also
contain an exact
match for the user-
entered search
term(s) in the other
field(s).

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly
match or similarly
match the user-entered
search term(s) and that
also contain an exact
match for the user-
entered search term(s)
in the other field(s).

LInX will identify
structured records
containing first name,
middle name, last name
fields that exactly match
the user-entered search
term(s) or match entries
found in a static LInX
thesaurus index and
that also contain an
exact match for the
user-entered search
term(s) in the other
field(s).

USE OF WILDCARDS

Exact Search can also be used with wildcards to expand or speed up the search while

still limiting it to the search criteria entered by the user:
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» Awildcard (%) can be used in an exact search to bring up additional records
that reflect the criteria including the wildcard, such as "Doe, J%” for all individuals
with the last name of "Doe" and a first name beginning with the letter "J".

» If the search involves alphanumerical values, such as a partial license plate,
the location of the wildcard within the number sequence will determine the results
that are returned (see following table).

»  Wildcards can be used to speed up a search by inserting a wildcard after the
search criteria, which has the effect of limiting the search results that begin with
the criteria instead of containing the criteria anywhere within the record. Using the
wildcard in this way may speed up the search if time is a concern and the possible
number of candidate returns is large, such as Street or City names.

»  Wildcards can also be used in Driver’'s License Numbers, Street Names, City
Names, Street Numbers, and Social Security Numbers.

Tip: Because of various spellings of names, a wildcard (%) can be used if the
correct spelling of a person's name is unknown (e.g., Gonzale% to retrieve
Gonzales and Gonzalez).

Tip: Use wildcards (%) for name queries where the person may have more than
three names. The wildcard can be placed before, and/or after the Last Name. It
may be valuable to conduct separate searches of both the Middle and Last
Name fields.
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The following chart provides examples of the results returned when using wildcards in
Exact Search queries:

Exact Search
Wildcard Placement Results

Examples

Names (People, Places)

J% Doe All individuals with first names starting with "J”
and last name of "Doe” (and any aliases on
records as the letter "J").

Cent% Street Street Names starting with "Cent”, such as
Central, Center, or Centre.

Oak% Street (wildcard used Street Names of "Oak”, limiting the search to

to speed results) Street Names of Oak, or starting with the word

Oak, such as Oakdale.

Numbers and Alphanumeric Sequences

%123 Sequences ending in "123” and sequences
with "123” in the middle, or results of "123”, if
that is the entire record (such as "123 Main

Street”).
123% Sequences starting with "123".
%12%3% Sequences with known characters in this
order.
123 (no wildcards) Returns results of "123” alone or "123"

anywhere in the sequence, in any field that is
noted with the word "contains”.

Query on a phone number by entering search criteria in the phone number fields and
then selecting the Search button:

»  Main Phone Number (Area Code, Prefix/Suffix)
»  Phone Extension

There are two fields that are associated with the phone number field (as shown below).

Phone Number: 122-456-7890 x 123456

| x|

The single field for the main phone number allows for cut/paste operations from another
document into LInX. Note that extensions are rarely captured in an RMS.
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Phone Numbers may be entered in a variety of formats, and the number will be parsed
into component fields automatically. The following formats are supported:

(123)123-1234
123-123-1234
123.123.1234
1231231234

ENTRY RULES & ERROR MESSAGES
There are several rules associated with the entry of phone number search criteria:

7 Digits Required When:

If a prefix/suffix is entered without using a wildcard (%), as shown in the following
example, then the complete 7 digit phone number MUST be provided.

Phone Number: 1232-456-7890 x 123456
[12345 x|

The following message will appear if you do not meet entry criteria.

Windows Internet Explorer i _)_:l

!'\_\ Plaase use this format 123-956-7890, or use the wildcard (%) For missing digks.

s,

!

Wildcards Allowed:

LInX DOES allow the use of the wildcard (%) character, which_is one of the most
effective approaches for querying phone numbers. The wildcard (%) may be
prepended, appended, or placed on both sides of a partial number, as shown in the
example below.

Phone Number: 122-456-7890 x 123456
|%45-67% x|

Note that when one or more wildcards are used, dashes are automatically inserted
to parse the Phone Number into component fields.
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Tip: To get the maximum results for partial phone numbers, use the wildcard (%) on
the left, right, or both sides of the partial number.

Tip: The area code is often omitted from RMS data. It is not required for a phone
number search -- leave it out in order to get maximum results on a search for partial
phone numbers.

Queries for a person can be performed using a known e-mail address [to include personal e-

mail, Facebook and/or Twitter accounts, etc.], if available.

SSHE (123-45~brb orietsLicense W stareiith rvargicense ST;
| | 3|
Phone Number/Email Address “‘-\
Phone Number: 123-456-7890 x 123456 ‘\" Email Address: starts with
| x| |
Vehicle Characteristics

License Plate Mo.: contains License Plate State: Model Year: [YYYY)

The following information applies to e-mail searches:

»  Wild-cards (%) can be used in the e-mail search field to search for all
or part of an e-mail address. The wildcard may be prepended,
appended, or placed on both sides of an e-mail address

»  If afree-text search is run in the back-ground, the e-mail address will
also be included in the free-text query

»  E-mail addresses include personal e-mail accounts, Facebook,
Twitter, etc. The e-mail type can be seen in the Email Addresses
section of the Person Summary.

Note: E-mail addresses have not been populated for agencies with
data already in LInX/D-DEx. As new agencies join LInX/D-DEXx, or
existing agencies are reworked (e.g., RMS upgrade or change), person
e-mail addresses will be ingested into the new structured fields if they
are available in the source data.
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The search criteria related to a vehicle can be entered into the text fields shown under
Vehicle Characteristics. A query can be executed using one field; adding addition
criteria will narrow the search results.

Queries on vehicles can be performed by entering search criteria in one or more of the
following fields and then selecting the Search button:

License Plate Number

License Plate State

Year (of vehicle), in format xxxx (such as 2004)

Make (of vehicle)

Model (of vehicle)

Color (of vehicle) [drop down list]

VIN

YV VY VYV VY

If the full license plate is not known, a search on a partial plate can be performed
under Vehicle Characteristics by using a wildcard (%). This will return results with
similar sequences depending where the wildcard is placed. A search can also be done
on vehicle descriptions without plate information. While it is worth trying, data fields are
frequently not fully populated in the participating agencies’ records.

Tips: For maximum results, use License Plate number only, without any other
search criteria. If there are too many results, add another search criterion, if possible.

When searching vehicle make and/or model, only use the first 2-3 letters in the car
Make or Model field(s), plus a wildcard, to maximize results, since the number of
data fields populated differs significantly from agency to agency (e.g., enter TO% for
Toyota). Model and Color of vehicle are often not fully populated by an agency.

Note: Vehicles contained in LInX are not DMV records. Rather, they are
vehicles associated with events such as Accidents, Incidents, Citations, etc.

The search criteria related to an address can be entered into the text fields shown under
Address Characteristics. A query can be executed using one field; adding addition criteria
will narrow the search results. The address search will return results for matches to both
Person Addresses and Event Addresses.
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The address characteristics fields are:

>
>

>

>
>
>

Address Search Type [Exact Search or Thesaurus]

Street Address (to include Street Number, Pre-Direction, Street Name, Street
Type, Post-Direction, Building/Apartment)

Common Name (alternative name used locally to identify a street, business,
school or government building, or building name)

City
State [drop down list]
Zip Code

Exact Address Search
The Exact Address Search works in the same manner as described above for Exact

Name Search.

To conduct exact Address searches, select the Exact Search radio button located on
the Address Characteristics section heading.

Thesaurus Address Search
The Thesaurus Address Search works in the same manner as described above for

Thesaurus Name Search.

To conduct thesaurus Address searches, select the Thesaurus Search radio button
located on the Address Characteristics section heading.

Tip: The entry of address data varies greatly from event to event. To maximize
the number of search results that are potential matches, enter as few fields as
possible to initiate a search; such as the Street Number and Street Name.

Tip: Use only Street Number and Street Name for the most complete result set -
without the City or State. Street Type, City, and State are not well populated in
many agency records management systems.

Tip: For numbered streets, try both the number and the number spelled out to
obtain all potential matches (e.g., "11" and "eleven").

Queries on incidents can be performed by entering search criteria in one or more of the
following fields and then selecting the Search button:
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Incident Number

Incident Start Date

Incident End Date

Offense Description

Incident Type [pop-up selection menu]

Map Selection [(Change Map Region...) link]
Neighborhood Selection [(Change Neighborhood...) link]

YVV VY Y VYV VY

field is generally not populated

LINX EVENT TYPES:

Y

Arrest
Booking
CAD

Citation (refers to both traffic and criminal citations in some Records
Management Systems)

Field Interview

Incident

Pawn

Registry (Sexual Offender; Criminal Registries)

Y V V

YV V VYV VYV V

Systems it includes traffic citations)
»  Warrant

Multiple Incident Types can be selected by clicking the down-arrow at the end of
the Incident Type field to open the pop-up menu. After checking all desired
Incident Types to search, click OK to save the selections and close the pop-up
menu. Clicking Clear in the pop-up menu will deselect any previous selections.
When the pop-up menu closes, the Incident Type field will be populated with a list
of selected Incident Types to be searched.

The default setting for this field is set in My LInX/Set Preferences (see the Default
Incident Type Selection section below). If no default Incident Type selection has
been made, then all Incident Types will be searched.

Tip: Find similar incidents reported during a specific time frame by entering an
Offense Description and completing the Incident Start and End Date fields.
However, terms for similar offenses may differ by agency. Try searching by various
offense descriptions to obtain a more complete results set.

SEARCH ONLY LAST 2 YEARS OF DATA
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MO (modus operandi); search by MO is not an effective search as this

Traffic (primarily refers to accidents but in some Records Management
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An initial query may be limited to search data for the most recent 2 years, by clicking on
the Last 2 years hyperlink next to the Incident Date Range on the Query screen.
Selecting this option will automatically pre-populate the Date Range fields, extending
back 2 years from the current system date.

When the Date Range fields are pre-populated to search the last 2 years of data, clicking
on the Clear hyperlink will remove the limitation, and allow searching of older data.

Incident Date R_ang::l[l'l!'l,.f_[_ﬂ:_if‘r‘f:\""_l‘_] Last 2 years Incident Date Range:(MM/DD/YYYY) Clear
To [12/14/2000  _J 7o [12/14/2011

Note: if the Date Range is manually entered, the Last 2 years link will remain
and the Clear link will not be displayed.

Search By Phrase

If phrases are used as search criteria, this information should be entered into the Enter
Text Phrase field near the bottom of the screen. Boolean search operators (such as
AND, OR, NOT) can be used in the phrase field. A search on phrases brings back
results from unstructured data contained in documents.

Exact Text Search
The Exact Text Search works in the same manner as described above for Exact Name
Search.

To conduct exact Text searches, select the Exact Search radio button located on the
Search By Phrase section heading.

Thesaurus Address Search
The Thesaurus Text Search works in the same manner as described above for
Thesaurus Name Search.

To conduct thesaurus Text searches, select the Thesaurus Search radio button located
on the Search By Phrase section heading.

USING BOOLEAN OPERATORS
The order in which search criteria are entered does not affect the search

results. However, criteria can be refined by using the logical search operators of
"AND”, "OR”, and "AND NOT” as well as parentheses (Boolean search):
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Boolean Result
Operator

AND Results containing both search terms will be
returned. The AND operator is automatically
implied if multiple words are entered without other
operators.

OR Results containing either of the search terms will be
returned.

AND NOT Eliminates results containing the term after "NOT"
(such as "cat AND NOT dog").

() Allows search of terms nesting in parentheses, such
as "cat AND (dog OR bird)". Will return results that
contain dog and/or bird, as log as the document
contains cat as well.

FREE TEXT SEARCH TIPS
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Tip: Terms can be grouped using parentheses for more control. For
example, to search for narratives that contain either MURDER AND
GUN or MURDER AND KNIFE use: MURDER AND (GUN OR
KNIFE).

Tip: Many words will automatically match plural and other forms of
words; e.g., SCHOOLED will match SCHOOL, SCHOOLS, and
SCHOOLED.

Tip: When certain search terms are entered, a concept match is
done automatically; e.g., MURDER will match MURDER,
HOMICIDE, and KILL.

Tip: The wild card " %" can be used to match zero or more
characters and the wildcard " _" can be used to match exactly one
character; e.g., GU% will match GUN, GUM, GUS, GUSTERSON,
etc., while GU_ will only match GUN, GUM, GUS, etc.

Tip: Note that commonly used words such as "AN", "A", "THE" are
ignored in all searches.

Tip: For agency selection, click "(Change Neighborhood...)” to
select the agencies/sites/Partner system(s) to be searched. All,
some, or any one agency’s data can be searched. Only agencies
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that provide narrative data will be available for selection (see
Neighborhood Selection section, below).

The default Link Analysis Search setting is to search all local contributing agencies;
meaning that the search includes all data in the data warehouse from all local sources.
The (Change Neighborhood...) link allows a user to access the Neighborhood Selection
window and select one or more agencies, sites, and/or Partner systems against which to
conduct a search. The results will be filtered to reflect only the data from the selected
source(s) when the user limits the search to one or more source agencies, rather than all
agencies.

There is also a Neighborhood button located at the top and bottom of the query
screen, which will open the Neighborhood Selection window without having to click the
(Change Neighborhood) link. Either of these methods can be used to access the
Neighborhood Selection screen.

Searching I-95
[Change Neighborhood...)

|ttt _

Selecting a Neighborhood:

When the (Change Neighborhood...) link is selected, the Neighborhood Selection
screen will open in a separate window. Additional help for Neighborhood Selection
can be found within the Neighborhood Selection functionality by clicking on the

Online Help button @] located in the upper right-hand corner of the Neighborhood
Selection screen.
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Neighborhood Selection @

System Defined
& 1vv3 onLY

User Defined

' cusTom

' twwz cro

' vz HePD

1wz Jcceo

O rvwz wnep

' twz verD

C pewz-tvws {Default Neighboerhood)
0 rpo-PTRPD

Select |[ View& Edit | New| SetDefautt | Close |

Selection Status:

The text appearing above the (Change Neighborhood...) link on the query screen
provides the user with the selection status. If there are no neighborhoods listed, or no
neighborhood has been identified as the "default” neighborhood, the local agencies of
the current LInX system, plus whichever remote system(s) that may be included as a
default by the Regional Administrator, will be the default agency source criteria for all

searches.

Searching Default
(Change Neighborhood... )

When a different neighborhood selection is made, the selection status changes to
reflect the name of the newly-selected neighborhood:

Searching IVVZ-IWVZ
[Change Neighborhood...)
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Map Selection

The Map Selection functionality provides the user with the ability to search a specified
geographic area. When the (Change Map Region ...) link is selected, the Map Selection
screen opens in a separate window.

Selection Status:

The text appearing above the (Change Map Region ...) link on the query screen
provides the user with the selection status, which corresponds to what is selected in
the Neighborhood Selection. If no neighborhood is selected under the Neighborhood
Selection menu, then the system default will be used, and no map regions will be
specified.

Select Map Region
(Change Map Region...)

Searching IWVI-DR1/2
{Change Heighborhood...)

When a Map Region is selected, the Neighborhood selection status will change to
CUSTOM. The neighborhood will automatically be modified to include the selected
regions/agencies. The neighborhood can then be modified further through the
Neighborhood Selection screen.

Mousing over the Change Map Region link will display a pop-up message containing
the name(s) of the map region(s) selected.

Searching 3 map-regions.
(Change Map Region...)

Searching DR1-DR2-IVV3
[Change Meighborhood...)

Additional help for Map Selection can be found within the Neighborhood Selection

functionality by clicking on the Online Help button @] located in the upper right-
hand corner of the Neighborhood Selection screen.

The default Incident Type selection(s) for Link Analysis searches provides a LInX user
with the ability to set up a filter and have it apply to all initial Link Analysis queries
without having to re-specify the incident type criteria each time. The user can specify
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and save a default Incident Type selection of one, multiple, or all Incident Types to
search in Link Analysis under My LInX/Set Preferences.

The following information applies to the Link Analysis default Incident Type selection:

= The user can set the default by selecting one, multiple, or all Incident
types to search, and save the filter as a preference under My LInX/Set
Preferences

= The process for selecting Incident Types is the same as the Incident Type
Multi-select feature

= If no default is selected, and no incident types have been specified, all
incident types will be searched

= The default filter is used when initiating a Link Analysis search. Any
subsequent walks of the results may bring back information from any
Incident Type

= The default Incident Type selection can be modified and overridden in the
Query tab for any Link Analysis search

= Saved queries will retain the incident type filter with which they were
saved

=  The Query screen Clear button will reset the Incident Type selection to the
default setting.

Note: This option is not available for Tactical-only users.

Free-Text Document Selection Result Screen

A document can be retrieved from the returned results by right clicking on the folder
icon and selecting View Report to bring up a separate Event Report window, which
contains the document under the Narrative section at the bottom of the Event Report.
The search terms will appear in blue type.

To begin a new phrase search at any time, the search criteria can be entered into the
text field on the Link Analysis Query screen and the Search button selected to initiate
another search process.

If the user is reading the document for a specified time (set by the System
Administrator), the system will assume there is no system activity and the user will
automatically be logged off.

Justification
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This function allows Tactical and Analytical LInX users the ability to enter the reason a
search is being conducted, and also provides the information to comply with Criminal
Offender Record Information (CORI) for auditing purposes. This field is located at the
top of each query screen. The field is automatically highlighted in yellow, and is
required if one or more agencies in the selected neighborhood require a justification in
order to search their data.

If the field is not highlighted in yellow, use of the field is optional.

I| Justification: required

Justification will remain persistent throughout the current session, for any LInX search,
unless changed during the session.

Link Analysis LInX users have the ability to save queries, watch saved queries for new
information, and load saved queries.

b)(7)(E)




Page 252 redacted for the following reason:
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Link Analysis Query

(b)(7)(E)

When all the information to be used in the query has been entered, and the source of
information selected, clicking on the Search button will begin the search process.
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The Clear button, located at the top and bottom of the search screen, will clear all the
fields in the query screen, with the exception of the Justification field, without having to
leave the query screen. In addition, the Incident Type selection(s) will be reset to the
default settings, if they have been modified.

Load Saved Queries

Users may load any of their saved queries directly from the Query screen by
clicking the Load button, which will open a Query Selection menu in a separate
window.

b)(7)(E)

To load a query, ensure that the radio button for the desired query is selected, and
then click the Load button. A pop-up message stating "Requested query loaded”
is displayed. Click the OK button to close the pop-up message.

The query screen is re-displayed and populated with the search criteria from the
selected saved query. Click the Search button to run the query.

Clicking the Cancel button from the Query Selection window will close the window
and return the user to the Query screen without loading any data.
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Understanding the Link Analysis 12 Chart

When a search has been initiated or a saved case requested, the screen will refresh
and display the Chart tab containing a graphical display of the analysis results. The
search criteria will appear along with any linked data found in the database.

The analysis brings back structured data from agency records management systems,
as well as unstructured data or documents that contain the analysis criteria.

The following applies to the Link Analysis i2 Chart when one or more Remote Systems
are selected:

1. After performing a Link Analysis search, all results (local and remote)
returned within the designated threshold - which begins when the first
results are returned - will be available to the user. When any additional
results that were not available within the designated time threshold become
available, the Merge Results button will be activated, and the status
indicator will tun green (see Results Management Status Description
section below).

2. When the agency type is not known to LInX, line color for the remote
system results will default to black.

An example of a Link Analysis 12 Chart with structured data is shown below:
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LINXUSER
Logout

@ Query Tools - Link Analysis 12 Searching IVV3-DR1/2 - 5YS DEF

= Back to Home

+ Query History

P Wlo QIS 8A s DI[-—4 o

+ System Administration
+ Security Administration
+ Site Configuration

+ Data Administration

- Traffic Stop Search

f—= -—
- Exprass Search
- All Sasrch HPD BB38T Arest WPD 575 Bocking

BB 0348 00 10/10/197T 000100 BALTCOPD D462004 Citation

02151087 12,1500

* Pawn Search

- Fraw Taxt Saarch ARRESTED HEE’KH!

- Link Analysis * .
= CIMED
Link Analysis 12 ROBERT PAUL ARMSTRONG

1171171855
+ Feedback

+ View Reports ‘

ARRESTED

+ Info Center R“EH:*?;?:TH 0N
OTHER ’ CITED

IVV3-DR1/2 - SYS DEF . .

search Results e e PATCORD Ot chrn
& Limawa g 121688 12:15:00

@ LIXDRZ ¢
@ LIWORT ¢
@ Total g2

Merge Rasids

=
LAl [¥[)

Chart Size: Restore | Maximize

The results from the analysis appear on the chart as icons representing:
» B3 incident reports

f people
“ vehicles
rweapons

. addresses

* ﬁ telephones

If a mug shot is available for an individual, the mug shot will appear in place of the
people icon.

LA A A
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A Results Management Status is displayed beneath the menu bar on the left side of the
screen. The Status contains the name of the neighborhood that was searched, the

name of each system and/or Partner contained in the neighborhood, and the number of
matching nodes retrieved from each system within the designated time threshold, which

begins when the first results are returned.
ALL

Search Results

¢ ICEPIC

& ONEDO]

& LINXIVWE gp5
;] LINKIWVWZ2

& Total 285

N e e e T
Werge nesults

Search results from one or more remote systems or Partners will automatically be
merged and displayed in the LInX search result set, if they are available within the
results management time threshold.
If the search of a system has not been completed within the time threshold, a visual
indicator will denote the status of that search. The visual indicator status legend is as
follows:

»  Black - The search of the system was successfully completed within

the time threshold, and all results have been returned.

»  Red - An error occurred while attempting to search the system (e.g.,
search timed out).

»  Green - The search of the system was completed after the time
threshold was exceeded. Results from the search are now available
and ready to be merged into the current result list.

»  Multi-colored "beach ball" - Waiting for results, as the search of the
system is still in progress.

Hovering the cursor over each visual indicator will display a pop-up containing the
status description.

Note: When data is "walked" or "unwalked", the Results Management Status will
update automatically to account for the addition or deletion of nodes on the chart.

Merge Results
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When there are results available to be merged, denoted by a green indicator next
to the system name, the additional records can be manually merged into the

current results set by clicking on the Merge Results button, which is highlighted to
show it is available.

IVW2-Tvv3
Search Results
& LINXIVVE 592

& LINXIVVZ 5an

& Total 614

After the Merge Results button has been selected, the visual indicator next to the
system name will turn from green to black, and the number of nodes in the result
set will update accordingly, to account for the inclusion of the additional records.
The Merge Results button will no longer be highlighted.

IWW2-IVVv3
Search Results
» LIMNXIWWG IFD

@ LINXIVW2 545

& Total 514

Note: Unless the Merge button is used, all results
will not be transferred/moved to the results list.

Using the Cursor to Show Icon Summary

Information

Each icon is identified by a label containing a name and description or number identifier.
By placing the cursor over the icon, additional information will appear.
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=
BPD 072340497 Incident
O&S2252007

i ; b)(6),
Incidert : EPD b)(7)(C)

IncidertDate | oorzzrzoo:
Site : LINXDEY

System : NMLEAP

Agency . BPD
AgencyMame . Bernalillo PO

cident

The lines connecting icons show additional information on the nature of the
connection. For example, the line between a person icon and an incident report shows
the role of the person in the report:

AC5(0)(6), ratfic b)(6), (b)(7)(C)

Documents (unstructured data) will
appear separately as event folders on
the chart. Link Analysis searches through the documents and brings back any
document containing the search criteria, which may or may not be related to the
structured or incident report information. To access the document, right-click on the
folder icon, then select View Report from the pop-up menu.

—

nois zooroazonverel WMEIK Data
PinfUnpin Node
PinfUnpin Subnodes
Cluster Nodes
Hide Incident
View Report

An Event Report opens in a separate window. The unstructured data can be viewed in
the Narrative section of the Event Report by scrolling down to the bottom of the Event
Report window.

Chart Function Buttons and Right-Click

Menus

RIGHT CLICK MENUS

Some functions can be accessed by right-clicking icons and selecting a function from
the shortcut menu, which will display the functions that are appropriate for the particular
icon:
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F‘uﬁu‘alk Data

HESOEE pinlUnpin Node
PinfUnpin Subnodes
Cluster Nodes

Hide Incident

View Eeport

Tip: Chart functions can be performed by selecting function "buttons" or by
right-clicking on an entity on the chart to activate shortcut menus.
Right-clicking on the white space of the chart will also bring up a shortcut menu
reflecting general graph functions, such as zooming options.

CHART FUNCTION BUTTONS

The appearance of the chart can be changed and the analysis can be expanded by
using the chart function buttons located along the top of the chart:

chart: +8 B8 O E kRS M EEE XL

(1o RIES @4 s 0I[-——1

Right-clicking on the white space of the chart will also bring up a shortcut menu
reflecting general chart functions, such as zoom in or out:
Center Canvas
Zoorm In
Zoom Out
Reset Zoom
Undo Walk Data
Redo\Walk Data

POSITIONING THE CHART AND ENTITIES

There are a number of ways to position either the entire chart, or specific entities on the
chart. By selecting the appropriate chart function button, the chart’s position and/or
appearance can be changed to alter the size of the chart, center results, and move
entities around the screen.
« If the initial display of the query results are stacked in the upper left-hand corner
of the chart, the Reorganize Chart button [#] can be used to redistribute the
entities on the chart into an optimum viewing layout.
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« One or more entities can be selected and moved around the chart without
selecting the entire chart. Select an entity and hold the left mouse button down
to move the entity to another location on the chart.

« To move two or more entities at the same time, select one entity, then while
holding down either the <Ctrl> button or <Shift> button on the keyboard, select
additional entities. Each additional selected entity will be highlighted while the
<Ctrl> button or <Shift> button is depressed. All selected entities can then be
simultaneously moved to another location on the chart. Alternately, multiple
entities can be selected by holding down the left mouse button and drawing a
box around the desired entities. When the mouse button is released, the entities
will be highlighted, and can then be simultaneously moved to another location on
the chart.

e The Panning Tool | i | can be used to move the entire chart. This is a toggle
button; i.e., selecting the button to highlight it will activate the tool. Selecting the
button again will un-highlight and deactivate it.

e The Select All button [5-----’] has the same effect as the Panning Tool, but is not a
toggle. Click the Select All button to highlight all entities on the chart; then click
on any highlighted entity and move it, causing all entities on the chart to move at
once.

e Double-clicking anywhere in the chart will center the chart to the point that was
clicked.

]

e The Fit to Window button [] can be used to zoom the entire chart to fit the
iXv Viewer window. The degree to which the chart is zoomed (in or out) and
centered, is dependent upon the number of entities that must be made visible in
the Viewer window; i.e., the more entities that must be made visible in the chart,
the farther out the chart will be zoomed.

e The Fit Selection to Window button [' | can be used to zoom just the selected

item(s) to the iXv Viewer window. The degree to which the chart is zoomed (in or
out) and centered, is dependent upon the position of all the entities that must be
made visible in the Viewer window; i.e., the closer the selected entities are
located to each other, the farther in the chart will be zoomed.

ZOOMING FEATURES

There are a number of ways the search results on the chart can be zoomed in and
out or reset.

- The Zoom Slider [I - —* + ‘] can be used to either increase or
decrease the size of the entities on the chart. When the chart is first loaded,
it is displayed at 90%.

- The chart can also be zoomed in or out by right-clicking in any white space
on the chart and selecting Zoom In or Zoom Out from the shortcut menu.
The chart will be zoomed in or out in increments of 50%. Select Reset
Zoom to return to the default of 90%.
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Center Canvas
Zoorm In

Zoarn Qut
Rezet Zoom
UndoWalk Data
RedoWalk Data

- The Reset Chart button [] can be used to return the chart to its original
size when it was first loaded. Note: this button only affects the magnification
of the objects on the chart. Any entities that have been manually rearranged
on the chart will not be returned to their original location.

- The Zoom to Area button | “-’Q] can be used to select a specific area of the
chart to be zoomed. This is done by clicking on the Zoom to Area button to
activate it; then using the mouse cursor, which is now in the shape of a
cross, to trace out an area on the chart to be zoomed. The selected area
will be zoomed and centered in the iXv Viewer window. The process must
be repeated each time an area is to be zoomed.

KEY ENTITY EMPHASIS

Key entities and their labels and images can be emphasized and remain
distinguished, even when a chart is zoomed out considerably, by selecting the

-

Key Entity Emphasis button [“__]]. By default, the key entities emphasized are
those connected to many other entities. A maximum of ten key entities are
emphasized when the Key Entity Emphasis button is selected. This function
works best if the chart is zoomed to less than 100%. The key entities will not be
emphasized if the chart is zoomed to more than 100%.

TIMELINE BAR

The Time Bar button [J] provides the user with the capability to order and display
the search results chronologically based on dates and times of the events, from
left to right across the chart.

Each Person entity is displayed on a separate timeline. Non-timed entities (e.qg.,
Address, Vehicle, etc.), are faded in the background, so the user can focus on the
Events. A time bar containing dates and times will appear across the top of the

7

chart. The Panning Tool |
along the time line.
The following function buttons are disabled in Timeline Mode, and are not
displayed on the Timeline toolbar:

e Walk/Undo/Redo Data

e Reorganize Chart/Select

e Hide/Show Node(s)

e Pin/Unpin Node/Subnodes

] can be used to move the chart back and forth
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e  Group/Ungroup Nodes
e Clear Chart
e Reset Chart

The chart can be returned to the associated chart mode by deselecting (un-
highlighting) the Time Bar button.

Below is an example of query results in Timeline Mode:
Query Tools - Link Analysis 12

Queny | Chart ]LE Table ]
Chart | 1H BE B E] |
d
Y RIEE & [ ——+ ot
| 1987 | 1958 | 1908 | 2000 | 20m
i ot e S e R (Lo o Gy s e ol el Ry e e I o

F—
UHKHR

oFFENDER HEP %‘m HEPD Bason  HCPD DDOZ0ACRD badert
ot g ] D108 334000 012000 5500
+ cr ErED

il E R.E'IJE'FIHI.]IN
b)(6), (b)(7)(C)
': b)(6), ﬂ
o MME;;;;%ZG) LXD(C) I

12026/15698 F13500

b)(6), (b)(7)(C)

-
=i | o[

Chart Size- Reatore | VMavmios

FIND CAPABILITY

The Find button [A%] allows the user to find items of interest by searching for text
that is visible on the chart, (i.e., labels). The chart is zoomed in to the largest
percentage that will display all instances of the requested text, to a maximum

percentage of 300%; and the label(s) containing the desired text is centered on
the chart.
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Pinning Chart Results

One or more entities (nodes) can be "pinned” in place on the chart so they do not move,
even if other entities on the chart are moved. This allows the user to hold some data in
place while other data is moved around it. Two "pinning” functions are provided in Link
Analysis 12:

Pin/Unpin Nodes

Any entity can be pinned in place so that it does not move, even if other entities on
the chart are moved. To pin an individual entity, first select (highlight) the entity to

be pinned, then click on the Pin/Unpin Node button [@]. A pin will be placed in
the center of the selected entity.

% SUSPECT E

TRACZEY WM&RIE BAKER ACZS0 2002128100 Traffic
1173071965 0572042002

Alternatively, an entity can be pinned by right-clicking on the entity and selecting
Pin/Unpin Node from the shortcut menu.

To unpin a node, select the pinned icon, then click the Pin/Unpin Node button
again to remove the pin.

Alternatively, an icon can be unpinned by right-clicking on the icon and selecting
Pin/Unpin Node from the shortcut menu.

Pin/Unpin Sub-nodes

This function allows the user to simultaneously pin an Event entity (folder icon)
and any sub-nodes to which it is directly linked. To do this, first select (highlight)

the Event entity to be pinned, then click the Pin/Unpin Sub-nodes button []. A
pin will be placed in the center of the selected Event entity, as well as all other
entities directly linked to that Event.

b)(6), (b)(7)(C)

Alternatively, sub-nodes can be pinned
ﬂ—mm—% '& by right-clicking on the folder icon and
EEHE(0)(6), Tratic S TSWETETSN selecting Pin/Unpin Sub-Nodes from
the shortcut menu.

With the pinned folder icon selected (highlighted), clicking on the Pin/Unpin Sub-
nodes button again will remove the pins from the Event entity as well as all
entities linked to that Event. This function can also be accessed by right-clicking
on the pinned folder icon and selecting Pin/Unpin Sub-nodes from the shortcut
menu.

An individual sub-node can be unpinned while leaving the remaining sub-nodes
pinned by following the Pin/Unpin Node directions above.

Note: Nodes pinned in Association Mode will not be pinned in Timeline Mode.
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Walking Chart Results

Event entities (folder icons) can be "walked”, or expanded to display additional entity
types associated with the Event, such as People, Vehicles, Weapons, Addresses, and
Phones.

Any entity can be walked, although all nodes do not have additional associations. To
walk a node, select (highlight) the node to be walked, then click on the Walk Data

button [=] on the tool bar. This function can also be accessed by right-clicking on the
node to be walked, and selecting Walk Data from the shortcut menu. The additional
associated nodes will be displayed on the chart, if available, and added to the node
Table. Any number of nodes can be walked.

To undo the most recent walk operation, either select the Undo Walk Data button []
on the tool bar, or right-click in any white space on the chart, and select Undo Walk
Data from the shortcut menu. The most recent nodes displayed as a result of a Walk
Data operation will be removed from the chart and the node Table.

This option is only effective when there is at least one set of walked data present.
Multiple walked data operations can be undone, in reverse sequence, starting with the
most recent data walked and moving as far back as the first Walk Data operation of the
current result chart.

To redo the most recent Walk Data operation, either select the Redo Walk Data button

[] on the tool bar, or right-click in any white space on the chart, and select Redo Walk
Data from the shortcut menu. The most recent nodes removed from the chart as a
result of an Undo Walk Data operation will be re-displayed on the chart and in the node
Table.

This option is only effective when there has been at least one Undo Walk Data
operation performed. Multiple walked data operations can be re-walked, progressing
forward from the last Undo Walk Data operation performed through each successive
Undo Walk Data of the current result chart.

Group/Unaroup Nodes

Two or more identical node types/entities (people, phones, vehicles, addresses,
weapons), can be grouped together as one node on the i2 iXv chart.

To group 2 or more nodes together, select (highlight) the first node to be grouped, then
while holding down either the <Ctrl> button or <Shift> button on the keyboard, select
additional like entities. Each additional selected entity will be highlighted while the
<Ctrl> button or <Shift> button is depressed.
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When all desired nodes have been selected, either select the Group Nodes button [E]]
on the i2 tool bar, or right-click on any of the highlighted nodes to be grouped, and
select Group Nodes from the shortcut menu.

Query Tools - Link Analysis 12  Searching CUSTOM

Query | chart I — == i
chart:[ I8 B8 O mﬁm @aE |
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REPORTING
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Rules for grouping/ungrouping nodes in 12:
» Incident/event (folder) nodes cannot be grouped together

»  Grouped nodes must be of the same type (e.g., a person node may not be
grouped with a vehicle node)

»  The last node selected to be grouped will be the node stacked "on top”

» A grouped node will display a red star to the top left of the node to indicate
that nodes have been grouped

»  Nodes that the system has grouped based on identification may not be
ungrouped by a user
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To ungroup nodes that have been manually grouped using the Group Nodes function,
highlight a node that has been grouped, then either select the Ungroup Nodes button

[] on the i2 tool bar, or right-click on a grouped node and select Ungroup Nodes from
the shortcut menu.

Printing Chart Results

The following i2 enhancements are available for printing an i2 chart, if the configuration
option has been turned on:

Page Setup

Clicking the Page Setup button | J ] located on the i2 Tool Bar displays a dialog
window that allows the user to select the printer, as well as set the page size,
source, orientation, and margins.

Note: the selected settings are only applicable to the current chart. Once
the user leaves the Chart tab, the settings are returned to their default
values.

Print Chart on a Single Page

=
Clicking on the Print on Single Page button [.=2]] located on the i2 Tool Bar will display
a Print dialog window. When the user chooses to print, the current chart will be scaled
to fit on a single printed page.

Print Chart at 100% Scale

E)
Clicking on the Print at 100% Scale button ["'—‘J] located on the i2 Tool Bar will display

a Print dialog window. When the user chooses to print, a calculation will be made to
determine how many pages are needed to print the current chart at 100% scale.

Hiding Chart Results

Any entity can be hidden from view on the chart by first selecting (highlighting) the entity

to be hidden, then clicking the Hide Node(s) button [Izl] on the tool bar.
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This function can also be accessed either by right-clicking the node to be hidden, and
selecting Hide from the shortcut menu, or deselecting the Show box for the specific
node from the Node Table, then returning to the Chart tab.

Any hidden node can be re-displayed on the chart by using the Show Node(s) button

[El] on the tool bar, or by re-selecting the Show box for the specific node from the
Node Table, then returning to the Chart tab.

Viewing the Event Report

The Event Report for an event can be viewed by selecting the View Event Report

button ] on the tool bar.

The Event Report is displayed in a separate window, and contains Incident, Warrant,
Person, Vehicle, Phone, and Narrative information, as applicable, associated with the
selected event.

This function can also be accessed by right-clicking an Event node (folder icon) and
selecting View Report from the shortcut menu.

Printing the Event Report

To print an Event Report from LInX, open the desired report, and click the Print
button in the lower right-hand corner of the Event Report window. If the Printing
from LInX user agreement has not been accepted, the user agreement will be
presented to the user. If the user selects | Do Not Agree, a pop-up window is
displayed stating "You need to accept the Printing From LInX agreement.” Click OK
to close the window.

If the Printing from LInX user agreement has been accepted, a separate PDF
window opens, containing the selected Event Report. The banner at the top of each
page displays the following information:

= Name of the LInX user requesting the printout

= The LInX User ID of the user requesting the printout

= The Site, System, and Agency to which the user belongs

= The date and time the printed/saved report is to be destroyed
= A statement that the printout is for temporary use only

The bottom of each page displays the following information:
= Disclaimer describing the Rules of Use for saving and/or printing the
Event Report from LInX

= LInX version number
= Page number and total number of pages
= Date and Time the Event Report was requested to be printed/saved
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To print the Event Report, click on the printer icon [ = ] at the top of the PDF
window to open a Print window, and click OK to print the report. The PDF window
can be closed after the report has been printed.

To save the Event Report, click on the disk icon [Elj ] at the top of the PDF window
to open a Save a Copy window, enter a file name, and click Save to save the report.
The PDF window can be closed after the file has been saved.

Printing Photos

The photos included with an Event Report can be printed in LInX. If there is only
one photo associated with a person, it can only be printed when the Event Report is
printed. If there are additional photos associated with a person, click on the More
Images link under the image. This will open the photos in a separate window.

To print photos, click the Print button in the lower right-hand corner. If the Printing
from LInX user agreement has not been accepted, the user agreement will be
presented to the user. If the user selects | Do Not Agree, a pop-up window is
displayed stating "You need to accept the Printing From LInX agreement.” Click OK
to close the window.

If the Printing from LInX user agreement has been accepted, a separate PDF
window opens, containing all the photos (one photo per page) associated with the
event. The banner at the top of each page displays the following information:

= Name of the LInX user requesting the printout

= The LInX User ID of the user requesting the printout

= The Site, System, and Agency to which the user belongs

= The date and time the printed/saved photos are to be destroyed
= A statement that the printout is for temporary use only

The bottom of each page displays the following information:
= Disclaimer describing the Rules of Use for saving and/or printing
photos from LInX

= LInX version number
= Page number and total number of pages
= Date and Time the photos were requested to be printed/saved

To print the photos, click on the printer icon [ = ] at the top of the PDF window to
open a Print window, and click OK to print the photos. The PDF window can be
closed after all photos have been printed.
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To save the photos, click on the disk icon [E\j ] at the top of the PDF window to
open a Save a Copy window, enter a file name, and click Save to save the photos.
The PDF window can be closed after the file has been saved.

Saving Chart Results

Current chart results can be saved for future access. A chart saved in Link Analysis 12
can be reloaded in either Link Analysis 12 Association Mode or Timeline Mode, or Link
Analysis SVG.

To save the current chart results, select the Save Current Chart button ] from the
tool bar.

Note: Scripted windows must be enabled for the pop-up window to display.
At the User Prompt, enter the name under which the chart will be saved, the select OK.

Explorer User Prompkt i il
Script Prompt;

Fleaze enter case name
Cancel

|h-'|_l,l Mew Chart

To access a previously saved chart, select the desired chart from the Chart: pull-down,
then click on the Load a Saved Chart button on the tool bar.

| Chast | ~

A message window stating that the selected chart has been loaded will appear. Press
the OK button to close the message window.

Windows Internet Ex -- orer x|

) E LA TEST has been loaded.,
L

The currently saved chart can also be deleted by selecting the Delete Current Saved

Chart button [] from the tool bar.

A message window will appear asking the user if the named chart is to be deleted.
Selecting Cancel will generate another message window stating that the named chart
is not deleted. Press OK to close the message window.
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E/ Delete LA TEST 7
Zancel |

Selecting OK will generate another message window stating that the named chart has
been deleted. Press OK to close the message window. The chart screen will refresh

with a blank screen.

Note: LInX does not provide any third-party chart
reader applications; only the ability to export the data to

such applications.
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When a search has been initiated or a saved case requested, the screen will refresh
and display the Graph tab containing a graphical display of the analysis results. The
search criteria will appear along with any linked data found in the database.

The analysis brings back structured data from agency records management systems,
as well as unstructured data or documents that contain the analysis criteria.

The following applies to the Link Analysis SVG Graph when one or more Remote
Systems are selected:

1. After performing a Link Analysis search, all results (local and remote) returned
within the designated threshold - which begins when the first results are returned -
will be available to the user. When any additional results that were not available
within the designated time threshold become available, the Merge Results button
will be activated, and the status indicator will tun green (see Results Management
Status Description section below).

2. When the agency type is not known to LInX, line color for the remote system
results will default to black.

An example of a Link Analysis SVG Graph with structured data is shown below:
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@ Query Tools - Link Analysis @
l Query ” Graph ” Tahle I

{Graph Menu |

BERHE BEEE B (a]

#e89(b)(6), (b)(7)(C)

It m@

Status: Ready © |

Graph Size: Eestore | Masimize

Property of the U.5, Governrment [v3.0.0,2] MNORTHROP GRUMPMAN

The results from the analysis appear on the graph as icons representing:

>  BJ incident repomrs
¥ f people

» < vehicles

b rweapons

=2

3

. addresses
E telephones
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If a mug shot is available for an individual, the mug shot will appear in place of the
people icon.

A Results Management Status is displayed beneath the menu bar on the left side of the
screen. The Status contains the name of the neighborhood that was searched, the

name of each system and/or Partner contained in the neighborhood, and the number of
matching nodes retrieved from each system within the designated time threshold, which

begins when the first results are returned.

ALL
Search Results
& ICEPIC

& ONEDO]

& LINXIVVG opg
;] LINXIWVWZ

& Total 285

Wen:

il

N e e A
2 MESUILS

Search results from one or more remote systems or Partners will automatically be

merged and displayed in the LInX search result set, if they are available within the
results management time threshold.

If the search of a system has not been completed within the time threshold, a visual

indicator will denote the status of that search. The visual indicator status legend is as
follows:

Black - The search of the system was successfully completed within
the time threshold, and all results have been returned.

»  Red - An error occurred while attempting to search the system (e.g.,
search timed out).

»  Green - The search of the system was completed after the time
threshold was exceeded. Results from the search are now available
and ready to be merged into the current result list.
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»  Multi-colored "beach ball" - Waiting for results, as the search of the
system is still in progress.

Hovering the mouse over each visual indicator will display a pop-up containing the
status description.

Note: When data is "walked" or "unwalked", the Results Management Status will
update automatically to account for the addition or deletion of nodes on the chart.

Merge Results

When there are results available to be merged, denoted by a green indicator next
to the system name, the additional records can be manually merged into the
current results set by clicking on the Merge Results button, which is highlighted to
show it is available.

IVW2-TvwvW3
Search Results
& LIMNXIVWVE 372

@ LINXIVVE 545

& Total 514

After the Merge Results button has been selected, the visual indicator next to the
system name will turn from green to black, and the number of nodes in the result
set will update accordingly, to account for the inclusion of the additional records.
The Merge Results button will no longer be highlighted.

IWW2-Ivv3
Search Results
& LINXIVVI o7

@ LINXIVVZ o4

& Total 6514

Note: Unless the Merge button is used, all results
will not be transferred/moved to the results list.
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Using the Cursor to Show Icon Summary

Information

Each icon is identified by a label containing a name and description or number identifier.
By placing the cursor over the icon, additional information will appear:

=

HCED 200500021435 Citation 10312005 15:4500

EE&T TYPE: NEN-HOUIEIG VIOLATION - EXPIRED STATE

RATION [31/2008 15:45:00
Ts?fé: b)(), (b)(7)(C) |Citation 1053172005

ounty Sheriffs Office

Placing the cursor over the lines connecting the icons will show additional information
on the nature of the connection. For example, the line between a person icon and an
event report will show the role the person plays in the report:

REPD 3 080 KITTE0 K400

A o

JOHN JACH DOE

=

FITSEED MIMDM EITSED BR00E

Documents (unstructured data) will appear separately as event folders on the

graph. Link Analysis searches through the documents and brings back any document
containing the search criteria, which may or may not be related to the structured or
event report information. To access the document, right-click on the folder icon, then
select View Report from the pop-up menu.

—

nois zooroazonverel WMEIK Data
PinfUnpin Node
PinfUnpin Subnodes
Cluster Nodes
Hide Incident
. View Report

An Event Report opens in a separate window. The unstructured data can be viewed in
the Narrative section of the Event Report by scrolling down to the bottom of the Event
Report window.
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Graph Function Buttons and Right Click

Menus

RIGHT CLICK MENUS

Some functions can be accessed by right-clicking on the icons and selecting a function
from the shortcut menu, which will display the functions that are appropriate for the
particular icon:

FN‘l.""u‘alis; Daia

ACSOEE  Pin/Unpin Node
PinfUnpin Subnodes
Cluster Nodes

Hide Incident

View Report

Tip: Graph functions can be performed by selecting function "buttons" or by right-
clicking on an entity on the graph to activate shortcut menus.

Right-clicking on the white space of the graph will also bring up a shortcut menu
reflecting general graph functions, such as zooming options.

GRAPH FUNCTION BUTTONS

The appearance of the graph can be changed and the analysis can be expanded by
using the graph function buttons located at the top left part of the graph:

CUEIRY @] 84

With the exception of the "zoom” buttons, when buttons are in use, they will be shaded
to indicate the function is still active. Clicking the button again will release the function.



Link Analysis Graph

Right-clicking on the white space of the graph will also bring up a shortcut menu
reflecting general graph functions, such as zoom in or out:

Center Canvas
Zoorm In

Zoorn out
Reset Zoom
Lndo Yalk Data
RedoWalk Data

By selecting the appropriate graph function button, the graph’s appearance can be
changed by altering the size of the graph, centering results, and moving icons around
the screen.

Changing Overall Chart Size:

Selecting the Zoom In button will increase the size of the graph on the screen.

Selecting the Zoom Out will cause the graph to decrease in size.

Return Graph Size:

The Zoom Reset button can be selected to return the graph to the original
appearance after changing the size or after centering icons. It will not return the
original graph if icons have been "dragged” and moved.

Centering the Icons:

The Center at Point button will bring graph results to the center of the graph. The
button should be selected and the cursor placed on the key icon to be centered; all
linked icons will be moved as well. Clicking on the button again will de-activate

E]it.
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Moving Icons:

To move icons, the "Drag” button should be selected and the cursor placed over an
icon to move it to another location on the graph. This button will automatically be
turned on when the graph first appears. Clicking on the button again will de-activate
it.

Pinning Graph Results

One or more nodes can be "pinned” in place on the graph so they do not move, even if
other nodes on the graph are moved. This allows the user to hold some data in place
while other data is moved around it. Two "pinning” functions are provided in Link
Analysis SVG:

Pin/Unpin Nodes

Any node can be pinned in place so that it does not move, even if other nodes on
the graph are moved. To pin an individual node, first click on the Pin/Unpin to

Location button [@] to activate it, then click the node to be pinned. A pin will be
placed in the center above the selected node.

i =

JANE DOE BLVPD 2004-0

Clicking on the node again will remove the pin. This function can also be accessed
by right-clicking the node and selecting Pin/Unpin Node from the shortcut menu.

To unpin a node, with the Pin/Unpin to Location button highlighted, left-click on
the pinned node again to remove the pin.

Alternatively, an icon can be unpinned by right-clicking on the icon and selecting
Pin/Unpin Node from the shortcut menu.

The Pin/Unpin to Location button must be un-highlighted to deactivate the

function.

Pin/Unpin Sub-nodes
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This function allows the user to simultaneously pin an Event node (folder icon) and
any sub-nodes to which it is directly linked. To do this, first click on the Pin/Unpin

All to Location button [] to activate it, then click the Event node to be pinned. A
pin will be placed in the center above the selected Event node, as well as all other
nodes directly linked to that Event.

B2 STOWMELL HONOLULL HI

¥
=R { ]

ARUMRAT ATED 2002128400 Trafc 05202002 TRACEY MARIE BAKER 11301965

Clicking on the Event node again will remove the pins from the primary node and all
sub-nodes. This function can also be accessed by right-clicking the Event node and
selecting Pin/Unpin Sub-nodes from the shortcut menu.

To unpin the Event node and all sub-nodes, with the Pin/Unpin All to Location
button highlighted, left-click on the pinned event node again to remove the pins.

Alternatively, a pinned event node and connected sub-nodes can be unpinned by
right-clicking on the icon and selecting Pin/Unpin Sub-Nodes from the shortcut
menu.

The Pin/Unpin All to Location button must be un-highlighted to deactivate the
function.

An individual sub-node can be unpinned while leaving the remaining sub-nodes
pinned by following the Pin/Unpin Node directions above.

Walking Chart Results

Event nodes (folder icons) can be "walked”, or expanded to display additional node
types associated with the Event, such as People, Vehicles, Weapons, Addresses, and
Phones.

Any node can be walked, although all nodes do not have additional associations. To
walk a node, select (highlight) the node to be walked, then click on the Walk Data

button [

——] on the tool bar. This function can also be accessed by right-clicking on the
node to be walked, and selecting Walk Data from the shortcut menu. The additional
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associated nodes will be displayed on the graph, if available, and added to the node
Table. Any number of nodes can be walked.

To undo the most recent walk operation, either select the Undo Walk Data button [@]
on the tool bar, or right-click in any white space on the graph, and select Undo Walk
Data from the shortcut menu. The most recent nodes displayed as a result of a Walk
Data operation will be removed from the graph and in the node Table.

This option is only effective when there is at least one set of walked data present.
Multiple walked data can be undone, in reverse sequence, starting with the most recent
data walked and moving as far back as the first Walk Data operation of the current
result graph.

To redo the most recent Walk Data operation, either select the Redo Walk Data button

[] on the tool bar, or right-click in any white space on the graph, and select Redo
Walk Data from the shortcut menu. The most recent nodes removed from the graph as
a result of an Undo Walk Data operation will be re-displayed on the graph and in the
node Table.

This option is only effective when there has been at least one Undo Walk Data
operation performed. Multiple walked data can be re-walked, progressing forward from
the last Undo Walk Data operation performed through each successive Undo Walk Data
of the current result graph.

Hiding Chart Results

Any node can be hidden from view on the graph either by right-clicking the node to be
hidden, and selecting Hide <node type> from the shortcut menu (where <node type> is
the type of the node to be hidden); or deselecting the Show box for the specific node
from the node Table, then returning to the Graph tab.

Any hidden node can be re-displayed on the chart by re-selecting the Show box for the
specific node from the node Table, then returning to the Graph tab.

The Event Report for an event can be viewed by selecting the View Report button ]
on the tool bar.
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The Event Report is displayed in a separate window, and contains Incident, Warrant,
Person, Vehicle, Phone, and Narrative information, as applicable, associated with the
selected event.

This function can also be accessed by right-clicking an Event node (folder icon) and
selecting View Report from the shortcut menu.

Printing the Event Report

To print an Event Report from LInX, open the desired report, and click the Print
button in the lower right-hand corner of the Event Report window. If the Printing
from LInX user agreement has not been accepted, the user agreement will be
presented to the user. If the user selects | Do Not Agree, a pop-up window is
displayed stating "You need to accept the Printing From LInX agreement.” Click OK
to close the window.

Once the Printing from LInX user agreement has been accepted, a separate PDF
window opens, containing the selected Event Report. The banner at the top of each
page displays the following information:

= Name of the LInX user requesting the printout

= The LInX User ID of the user requesting the printout

= The Site, System, and Agency to which the user belongs

= The date and time the printed/saved report is to be destroyed
= A statement that the printout is for temporary use only

The bottom of each page displays the following information:

= Disclaimer describing the Rules of Use for saving and/or printing the
Event Report from LInX

= LInX version number
= Page number and total number of pages
= Date and Time the Event Report was requested to be printed/saved

To print the Event Report, click on the printer icon [ = ] at the top of the PDF
window to open a Print window, and click OK to print the report. The PDF window
can be closed after the report has been printed.

To save the Event Report, click on the disk icon [ H ] at the top of the PDF window
to open a Save a Copy window, enter a file name, and click Save to save the report.
The PDF window can be closed after the file has been saved.
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Printed or saved output is for
temporary use only; it must be
destroyed within 72 hours of being
obtained.

Printing Photos

The photos included with an Event Report can be printed in LInX. If there is only
one photo associated with a person, it can only be printed when the Event Report is
printed. If there are additional photos associated with a person, click on the More
Images link under the image. This will open the photos in a separate window.

To print photos, click the Print button in the lower right-hand corner. If the Printing
from LInX user agreement has not been accepted, the user agreement will be
presented to the user. If the user selects | Do Not Agree, a pop-up window is
displayed stating "You need to accept the Printing From LInX agreement.” Click OK
to close the window.

If the Printing from LInX user agreement has been accepted, a separate PDF
window opens, containing all the photos (one photo per page) associated with the
event. The banner at the top of each page displays the following information:

= Name of the LInX user requesting the printout

= The LInX User ID of the user requesting the printout

= The Site, System, and Agency to which the user belongs

= The date and time the printed/saved photos are to be destroyed
= A statement that the printout is for temporary use only

The bottom of each page displays the following information:

= Disclaimer describing the Rules of Use for saving and/or printing
photos from LInX

= LInX version number
= Page number and total number of pages
= Date and Time the photos were requested to be printed/saved

To print the photos, click on the printer icon [ = ] at the top of the PDF window to
open a Print window, and click OK to print the photos. The PDF window can be
closed after all photos have been printed.

To save the photos, click on the disk icon [Ej ] at the top of the PDF window to
open a Save a Copy window, enter a file name, and click Save to save the photos.
The PDF window can be closed after the file has been saved.
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Printed or saved output is for
temporary use only; it must be
destroyed within 72 hours of being
obtained.

Saving Chart Results

Current graph results can be saved for future access. A graph saved in Link Analysis
SVG can be reused in either Link Analysis SVG or Link Analysis 12.

To save the current graph results, select Save from the Graph Menu, located below the
Query tab label.

Query
| Graph Menu |
Save ' |
Load .. >
Delete Current Query
ClearAll

In the Enter Case Name text box, enter the name under which the graph will be saved,
then select OK.

“rEnter Case Name h
[Mon Jan 18 17:34:14 EST 2010 |
[ Cancel ]
E S

Note: The default name, consisting of the date and time, may be used, or a more
descriptive name may be entered.

To access a previously saved graph, select Load from the Graph Menu, located below
the Query tab label, and highlight the desired graph from the list.
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Query || Graph
[ Graph Menu |
Save
Load... k| MARMSTRONG - WALK
Delete Current Query
Clear All

The window will be re-displayed with the results of selected graph.

The currently saved graph can also be deleted by selecting Delete Current Query from
the Graph Menu, located below the Query tab label.

A message window will appear asking the user if the named chart is to be deleted.

Selecting Cancel will generate another message window stating that the named chart
is not deleted. Press OK to close the message window.

Windows Internek E :1 x|

\Ej Delete Lo TEST 7
Zancel |

Selecting OK will generate another message window stating that the named chart has
been deleted. Press OK to close the message window. The chart screen will refresh
with a blank screen.
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To have access to Link Analysis analytical screens, the user must have been assigned
an analytical role in LInX.

The results shown on the graph/chart are also listed in the node Table tab with
additional identifying information:

®) Query Tools - Link Analysis ©)

Query || Graph H Table I
WShng?pe JiSite ‘ﬁgency ]iinl:ldent Description
~ INCIDENT  LINXDEY ACSO [®)6), ®C)|  speepinG
2 PERSON LINXDEV ACSO (b)), B)NC)

Note: The same node table is used for both the SVG and |12 versions of Link
Analysis.

The results can be re-sorted by clicking on any column heading. For example, sorting
on the Description column will group similar cases together so they can be viewed
easily.

The results list and its associated graph/chart can be refined to include only the
information considered relevant for the analysis. From the Table tab, results can be
"de-selected” from the graph/chart by clicking on the option box under the "Show”
column. The box will change in appearance to indicate that the item will no longer be
shown:

Shouw

K EEOERE
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By clicking on the Graph/Chart tab, the graphical display will appear without the item(s)
that have been deselected. The "deselected” results can be added back into the
graphical display by going back to the Table tab and clicking the box(es) again.

This same function can be performed by right-clicking the icon to be hidden and
selecting the Hide or Hide <node> option on the shortcut menu, as applicable (where
<node> represents the node type).

Getting Assistance

Analytical users should contact their System Administrator or Agency Administrator
when they are having problems accessing or using LInX. Only System Administrators
are authorized to contact the LInX Help Desk.
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Area of Responsibility (AOR) Report

b)(7)(E)

The AOR Report functionality is configurable by site, and may not be available on all
LInX sites.

Navigating to AOR Report

(b)(7)(E)

b)(7)(E)

The following search criteria can be used to generate an AOR Report:
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Pages 290 through 292 redacted for the following reasons:

(b)(7)(E), Pages (290) - (292)



AOR Report

b)(7)(E)

Getting Assistance

Tactical and Analytical users should contact their System Administrator or Agency
Administrator when they are having problems accessing or using LInX. Only System
Administrators are authorized to contact the LInX Help Desk.
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Give Feedback

The Give Us Feedback screens provide a way for users to report problems, make
suggestions, and report success stories about their use of LInX.

Navigating to the Feedback Screens

LInX users can access the Feedback screens by selecting Feedback from the menu bar
located along the left side of the screen, where the following options are available:

»  Report a Problem

»  Make a Suggestion

»  Tell a Success Story

» Thesaurus Feedback

In addition, there are five report options that are available to System Administrators:

»  Review Problems

»  Review Suggestions

»  Review Success Stories
» Review Thesaurus Input
»  View Submission Report
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JTESTER

Logout

« Back to Home

» My LInX

+ System Administration
* Security Administration
* Data Administration

» Query Tools

- Report & Problam

- Maka a Suggastion

- Tall 8 Succass Story

* Thesaurus Feedback

= Raview Problems

= Review Suggestions

- Review Success Storias
= Revigw Thesaurus Input

= Vidw SUbmissien Repsrt
* View Reports

+ Info Center
+ N-DEx Portal

| —
Al Report a Problem
?® This page allows you to report any problems you find in

using the LInX system. This feedback is important to
maintaining a top of the line system.

ml Tell a Success Story
This page allows you to tell your success stories using the
LInX system. It is important ta us to hear how this system
helps you.

Review Problems
This page allows you to query reported problems in your
agency based on the Problem Type and date.

) Review Success Stories
This page allows you to query success stories in your
agency based on the Crime Type and date.

—

View Submission Report
et This page sllows you to generste 3 submission report for

your agency.

Property of the U.5, Gevarnmant

—
lm! Make a Suggestion
= This page allows you to make any suggestions you may

have. You can suggest improvements and alternatives to
the currant LInX system or new features you would ke to
see,

—

tm' Thesaurus Feedback

%® Thic page allows you to nominate thesaurus entries for
inclusion in the system thesaurus.

@ Review Suggestions
This page allows you to query suggestions made in your

agency based on the Suggestion Type and date.

@ Review Thesaurus Input
This page allows you to query thesaurus nominations for

your agency.

All options are described in detail in the applicable sections.
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Report a Problem

The Report a Problem screen allows users to report problems on-line while using the
LInX system:

ITESTER (& Feedback - Report a Problem ©)]
Legout

= Back to Home From: TESTER, J0E The problem is | Too Much Information x| in|Data Administration x|
I Infe Center

Query Tools Manage Comments

= Feedback g:hlj'nx

= Peckia Query Tools
Remaote Systems

- Make a Suggestion Security Administration

- Tell & Success Story S:.'s'r.em Administration

- Theaaurus Feadback View Reports

+ Info Center

+ N-DEx Portal ,_i

™ Contact me when this problem i= addressed.
Progerty of the L.5. Government v3.0.0.5 NORTHROP GRUMMAN

The user’'s name will automatically appear on the "From” line. To submit the problem,
the user should:

» Enter the topic of the problem in the "Subject” field

» Use the drop-down menu to categorize the nature of the problem

» Use the drop-down menu to identify the LInX area affected by the problem

» Enter a description of the problem in the text box

» Check the "Contact" box below the text box to be contacted when the problem is
addressed

» Click the "Send” button to submit the problem report to the System Administrator.
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Make a Suggestion

The Make a Suggestion screen allows the user to make suggestions on-line while using
the LInX system:

Logout

= Back to Home Fram: TESTER, JOE My Suggestion is about |8 New Feature 7| in|Data Administration =]
+ My LInX Subject: | - T = N Data Admanistration

» Query Tools

- Make a Suggestion

Security Administration
= Tall & Sutcess Story System Administration
= Thesaurus Feedback View Reports

+ Info Center

» N-DEx PFortal

The user’'s name will automatically appear on the "From” line. To submit the
suggestion, the user should:
» Enter the topic of the suggestion into the "Subject” field
» Use the drop-down menu to categorize the nature of the suggestion
» Use the drop-down menu to identify the LInX area affected by the suggestion
» Enter the suggestion in the text box

» Check the "Contact" box below the text box to be contacted when the suggestion is
addressed

» Click the "Send” button to submit the suggestion to the System Administrator.
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Tell a Success Story

The Tell a Success Story screen can be used to provide information on successful
investigations in which LInX has been used as part of the investigative effort:

JTESTER @- Feedback - Tell a Success Story @
Logout
« Back to Home Fromi: TESTER, JOE
s All b

+ My LInX Crima Type :

Felated to Case or Incident Number |
+ Query Tools

Subject: (summary of what happened, for example, "identified a homicide suspect”)

= Report & Prablem

+ Info Center

+ N-DEx Portal

[0 contact me when this success stary has been read,

The user’s name will automatically appear on the "From" line. To submit the success
story, the user should:

» Enter the topic of the story into the "Subject” field

» Use the drop-down menu to categorize the Crime Type, if applicable

» Enter the related Case or Incident Number

» Enter the story description in the text box

» Check the "Contact" box below the text box to be contacted when the story has been
read

» Click the "Send” button to submit the suggestion to the System Administrator.

Here is an example of a Success Story entry ready for submission:
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Feedback - Tell a Success Story @

From: TESTER, JOE

Crime Type: | Homicide =l

Related to Case or Incident Number |99—099

Subject: [summary of what happened, for example, "identified a homicide suspect”)
|cafe Racer Murders

On Wednesday, May 30, 2012, a mentally unstable man, later identified as Ivan Stavros, entered the Café Racer in ﬂ
Seattle, then shot and killed four people. He fled the area and about 15 minutes later shot and killed a fifth person as he
carjacked her SUV. The suspect’s first name, "Ivan”, and description were obtained from witnesses at Café Racer. Seattle
Detectivq:used LIn¥ (Law Enforcement Information Exchange) to identify the suspect by searching his first name

and description in the system. Once identified, addresses associated with the suspect were checked. During a check of an
address in West Seattle, a detective located Stavros, and as the detective approached, Stavros shot and killed himself.
Seattle P.D. quickly identifying and locating the suspect may have prevented others from being injured or killed.

=

[¥ contact me when this success story has been read.
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The Thesaurus Feedback screen enables users to suggest updates to the thesaurus
while using the LInX system. Updates can include new terms or modifications to
existing terms in the thesaurus. The Thesaurus Feedback screen can be accessed
from either the Feedback menu or from Free-Text Search.

ITESTER @ Thesaurus Feedback )

Logout

From: TESTER, JOE
Tarm: Synonyms list: (use pipe symbals (|) to separate terms)
L. L O P L

J = Back to Home
]- r Query History
| My LInX

J » Query Tools

= Feedback

| - Raport a Broblam Comments:

-| - Make a Suggestion

| - Tell &8 Sutcass Stary

l + Info Center

[] contact ma whan this has bean read.

The user’s name will automatically appear on the "From” line. To submit the
suggestion, the user should:
» Enter the applicable term in the Term field

» Enter any relevant synonyms, each separated by the pipe symbol (|), for the
referenced term in the Synonyms List field

» Enter any comments related to the referenced term in the Comments text box

> Check the "Contact" box below the text box to be contacted when the thesaurus
feedback is addressed

» Click the "Send” button to submit the thesaurus feedback to the System
Administrator.

Note: Suggestions are not added to the thesaurus automatically. All

thesaurus suggestions will be reviewed, and only approved terms will be
added to the thesaurus.
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Review Problems

The capability of Review Problems is to allow the LInX user who has the appropriate
privilege to view LInX problems submitted by his/her agency. The results are similar to
those available to the LInX Administrator, except the LInX user will not be allowed to
mark any of the problems as processed.

Clicking on Review Problems in the Navigation menu along the left side of the screen
will automatically bring up a Review Problems screen for the Site, System, and Agency
of the user requesting the information.

The Review Problems results can be filtered and regenerated using the following fields
(some fields require appropriate privileges):

» Site [drop-down list] - defaulted to user's home site

» System [drop-down list] - defaulted to user’'s home system

» Agency [drop-down list] - defaulted to user’'s home agency

» Sort by Date or Agency [drop-down list]

» Problem Type [drop-down list]

» Date Range [drop-down list]
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LINXADMIN

Legout

= Btk to Mome

* Quéry History

* My LInX

» System Administration
» Security Administration
# Site Canfiguration

* Data Administration

* Query Tools

« Feadback

= Rapor & Broblarm

* Maka & Juggeiton
* Tall & Suscess Story
= Thatswui Fesdback

- Baviaw Suggastisng

- Ravies Suctens Stanas
* Ravidw Thessurus Input
= Winw Submizsion Repont
+ Collect Feadbad

» Wiew Reports

» Info Center

+ N-DEx Portal

@i eedback - Review Problems

Sitwr | LINEIVVE &
System: | HIMpLon Rosds Ared W
Agency: | Naval Cnmimal Investigatve Service -

Date All -

Too Much Infarmation

_hl‘lrl.lngﬂ

=] Too i informakon

: =—— a Feature is Dafficult to Use
1294 it Takas Too Long

Agency: LINXIVV3/NavalData is Incomrect a
a Feature is Difficult to Usy is Broken

12f37/2011

1249
Agency: LINXIVV/Naval Criminal Investigative Service 03/03/2011
it Takes Too Long in My LInX: 1T TAKES TOO LONG IN MY LINX

1245
Agency: LINXIVV/Naval Criminal Investigative Service 01,/12/2011
Too Much Information in Data Administrabion: BUG 1825 TEST

1242
Agency: LINXIVYI/Naval Criminal Investigative Service 10/14/2010
Too Much Information i Data Administration:  TEST

1239
Agency: LINXIVVE/ Naval Criminal Investigative Service 09/17/2010
Too Much Information in Feedback: 3.4 REGRESSION TEST

1236
Agency: LINXIVV/Naval Criminal Investigative Service
Something is Broken in My LinX: 3.3 REGRESSION TEST

1235
Agency: LINXIVYENaval Criminal Investigative Service
Too Much Information in Data Administration: TEST

05/17/3010

03/19/3010

1232
Agency: LINXIVV3/Naval Criminal Investigative Service
Too Much Information wn Data Administration: TEST

03/18/3010

1227
agency: LINXIVV3/Naval Criminal Investigative Service
Something is Broken in View Reports: 3.2.0.14 TEST

02/25/3010

1221
agency: LINXIVYI/Naval Criminal Investigative Service
Too Moch Informabion in Cata Administration: TEST

1201
Agency: LINXIVVI/Naval Criminal Investigative Service 01/16/2009
Too Much Information in Data Administrabion:  TESTING AGAIN

1200
aAgency: LINXIVVI/Naval Criminal Investigative Service 01/16/2009
Too Much Information in Data Administration: TESTING

03/12/2009

1187
Agency: LINXIVV3/Naval Criminal Investigative Service 10/31,/2008
a Feature is Difficult to Use in Query Tools: TEST TEST TEST TEST

1184
Agency: LINXIVVZ/Naval Criminal Investigative Service 10/08/2008
Other m View Reports: 3.0.0.11 TEST

1181
Agency: LINXIVVZ/Naval Criminal Investigative Service 10/08/2008
Too Much Information in Data Administration: 3.0.0.11 TEST

Reported By:TEST, ANALYTICAL TACTICAL (please contact)
Reported By sssamsad sssmes  (please contact)
Reported By: s st «oumme coumsme  (please contact)
Reported By: o e
Reported By:USER, RELEASED.4 DEMO  (please contact)
Reported By: el hsss  (please contact)
Reported Sy mmmma Sy

Reported By bemess, S

Reported By esmamsn.s smossaws  (please contadt)
Reported By:iumes,

Reported By: e o s -
Reported By: wemsmas saene weis  (plaase contact)
Reported By et

e e

Reported By:USER, TACTICAL TEST

Reported By:USER, TACTICAL TEST ([please contact)

Proparty &f the WS, Government Wi LELL)

Once generated, the results can then be displayed/saved as a PDF or comma
separated file (i.e. CSV).
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The capability of Review Suggestions is to allow the LInX user who has the appropriate
privilege to view LInX suggestions submitted by his/her agency. The results are similar
to those available to the LInX Administrator, except the LInX user will not be allowed to
mark any of the suggestions as processed.

Clicking on Review Suggestions in the Navigation menu along the left side of the screen
will automatically bring up a Review Suggestions screen for the Site, System, and
Agency of the user requesting the information.

The Review Suggestions results can be filtered and regenerated using the following
fields (some fields require appropriate privileges):

» Site [drop-down list] - defaulted to user's home site

» System [drop-down list] - defaulted to user’'s home system

» Agency [drop-down list] - defaulted to user’'s home agency

» Sort by Date or Agency [drop-down list]

» Suggestion Type [drop-down list]

» Date Range [drop-down list]

297



LInXUserManual

LINXADMIN

Lagout

= Back to Home

» Quary Histary

» My LInX

» System Administration
» Security Administration
+ Site Configuration

» Data Administration

+ Query Tools

» Feadback

* Rapost @ Srohlem

+ Make # Sugguatisn

* Tall & Succass Story

* Tharsurus Feedback

= Bavige Frokly
 emr—
- Raview Suctess Stonas
+ Rarviaw Thassurua [nput
* Wi Bubmissios Rapon
« Collect Feadback

* Wiew Reports
+ Infe Center
» N-DEx Portal

@f eedback - Review Suggestions

Siter | LINXIVVI
System: | Hampton Roads Area s

Agency:  Naval Cmminal Investigative Service bt

Sort By ’:;‘l‘"m‘ﬂ"'

Duate Range
Date = | A

 Export to CSV Hia |
1385
Agency: LINXIVV3/Naval Criminal Investigative Service 12/27/2011 Reported By:TEST, ANALYTICAL TACTICAL
an Improvement n Manage Comments: 4.1 TEST

1250
Agency: LINXIVVI/Naval Criminal Investigative Service 03/03/2011 Reported By oo
an Improvement n My LInX: AN IMPROVEMENT IN MY LINX

s ——

1243
Agency: LINXIVVE/Naval Criminal Investigative Service 10/14/2010 Reported By:
a New Feature in Data Admenistratien: TEST

B — e

1241

Agency: LINXIVV3 Naval Criminal Investigative Service 09/17/2010 Reported By:USER, RELEASEL4 DEMO  (please contact)
Too Litthe Information in Info Center: 3.4 REGRESSION TEST

1238
Agency: LINXIVVE /Naval Criminal Investigative Service 0571772010 Reported By: o |
T Litthe Information mm Remote Systems: 3.3 REGRESSION TEST - SUGGESTION

N e

{please contact)

1233
Agency: LINXIVV3 Naval Criminal Investigative Service 03/18/2010 Reported By:oo o
a New Feature in Data Admenistration: TEST

1226
Agency: LINXIVV3/Naval Criminal Investigative Service 02/05/2010
an Improvement n Query Tools: NEIGHEORHOOD SEARCHING

Reported By:se. o

(please contact)

1225
Agency: LINXIVV3 /Naval Criminal Investigative Service 02/02/2010
an Improvement n Query Tools: TRAFFIC STOP SEARCH IMPROVEMENT

e

Reported By S

1224
Agency: LINXIVV3 /Naval Criminal Investigative Service 02/02/2010
an Improvement n View Reports: FREE TEXT SEARCH [MPROVEMENT

Reported By:

— e —

{please contact)

1223
Agency: LINXIVV3/Naval Criminal Investigative Service 02/02/2010
an Improvamant = Quary Tools: CHANGE SELECTION

1222
Agency: LINXIVV3 Maval Criminal Investigative Service 02/02/2010
a Naw Feature in Data Administration: TRAFFIC STOP SELECTION

Reported By: sesie et

Reported By: s

1191
Agency: LINXIVV3 [Naval Criminal Investigative Service 01/12/3009
Other in Other: TEST ON 1/12/09 OTHER/OTHER

Reportad By: semaiss o

{please contact)

1190
Agency: LINXIVV3 /Naval Criminal [nvestigative Service 12/09/2008
GOther in Other: TESTING GOLD DISK SECURITY CHANGES.

Reported By

1188
Agency: LINXIVV3 /Naval Criminal Investigative Service 10/31/2008
an Improvement in Manage Comments: TEST TEST TEST TEST

Reported By:desssssss sssaiiis  [please contact)

1165

Agency: LINXIVV3 /Naval Criminal Investigative Service 10/08/2008 Reported By:USER, TACTICAL TEST

Too Litthe Information i Query Tools: 1.0.0.11 TEST
Peoparty of the U.5, Governmant [vi2.0.1

—

Once generated, the results can then be displayed/saved as a PDF or comma
separated file (i.e. CSV).
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The capability of Review Success Stories is to allow the LInX user who has the
appropriate privilege to view LInX success stories submitted by his/her agency, and to
identify with which Crime Type the successes stories are associated. This will provide
other users with more information to help them understand the type of case/crime to
which the success story relates.

Clicking on Review Success Stories in the Navigation menu along the left side of the
screen will automatically bring up a Review Success Stories screen for the Site,
System, and Agency of the user requesting the information.

The Review Success Stories results can be filtered and regenerated using the following
fields (some fields require appropriate privileges):

» Site [drop-down list] - defaulted to user's home site

» System [drop-down list] - defaulted to user’'s home system

» Agency [drop-down list] - defaulted to user’'s home agency

» Sort by Date or Agency [drop-down list]

» Crime Type [drop-down list]

» Date Range [drop-down list]

299



LInXUserManual

LINXADHIN
Logout

i ecdback - Review Success Stones

LINAIWVVE &
System:  Hamplton Roads Area .,
Agency: | Maval Ciminal Investigative Service »

Sort By Criome Types
Date + All N

= Back to Mome Siten
* Query History

+ Hy LInX

+ System Adminisiration

» Securily Administration

Date Range:
Al ~

* Site Conliguration

e o covie

1396
Agency: LINXIVVE,Naval Criminal Investigative Service
4.1 TEST SUCCESS STORY

» Data Administration
+ Query Tools

* Rapon & Sroblam

1251
Agency: LINXIVVI/Naval Criminal Investigative Service
« Mgln 8 Juggestian ALUTO THEFT 1234567890

= Tall & Sucennd Story

1244
Agency: LINXIVVINaval Criminal Investigative Service
TEST

* Thesaunus Feedback
- Ravidm Problems
- Raw == oo
1240
Agency: LINXIVV3/Naval Criminal Investigative Service
3.4 REGRESSION TEST

¢ Ravidw Thessurul [agut
= Wigw Submussion Baport

+ Collest Feediad 1237

% PR Agency: LINXIVV3/Naval Criminal Investigative Service
3.3 REGRESSION TEST - SUCCESS STORY
» Infa Cenler
1234

Agency: LINXIVV3/Naval Criminal Investigative Service

TEST

» N-DEx Portal

1230
Agency: LINKIVVE, Naval Criminal Investigative Service
3.2.0.14 TEST

1228
Agency: LINXIVWI/Naval Criminal Investigative Service
3.2.0.14 SULCESS STORIES REPORT

1203
Agency: LINXIVYINaval Criminal Investigative Service
TEST - AUTO THEFT CRIME TYPE

1202
Agency: LINXIVV/Naval Criminal Investigative Service
TEST

1199
Agency: LINXIVYI/Naval Criminal Investigative Service
TEST 2

1198
Agency: LINXIVV3/Naval Criminal Investigative Service
TEST TEST TEST TEST

1189
Agency: LINXIVV/Naval Criminal Investigative Service
TEST TEST TEST TEST

1186
Agency: LINXIVVI/Naval Criminal Investigative Service
3.0.0.11 TEST

1183
Agency: LINXIVVI/Naval Criminal Investigative Service
3.0.0.11 TEST

12/27/2011

03/03/2011

10/14/2010

09/17/3010

05/17/2010

03/18/3010

02/25/2010

02/25/2010

01/26/2009

01/26/3009

01/14/2009

01/14/3009

10/31/2008

10,08/ 2008

10/08/2008

Reported By:TEST, ANALYTICAL TACTICAL (please contact)

Reported By: —sesemtum i b S

(please contact)

Reported By: o - e

o

Reported By:USER, RELEASEZ.4 DEMO (please contact)

REQOMtEd By: o i d—

Reported By benees, Som

Reported By —sessmss i S mm—

(please contact)

Reparted By:

e

Reported By:Sesssssia iy asisss (please contact)

Reported By:im o LawiEan i e, i

e e E—

Raported By

Reported By: (please contact)

Reported By:

e—

Reparted By:USER, TACTICAL TEST

Reported By:USER, TACTICAL TEST (please contact)

v of the U5

Once generated, the results can then be displayed/saved as a PDF or comma

separated file (i.e. CSV).
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The capability of Review Thesaurus Input is to allow the LInX user who has the
appropriate privilege to view feedback regarding the LInX thesaurus submitted by
his/her agency. The results are similar to those available to the LInX Administrator,
except the LInX user will not be allowed to mark any of the feedback as processed.

Clicking on Review Thesaurus Input in the Navigation menu along the left side of the
screen will automatically bring up a Review Thesaurus Input screen for the Site,
System, and Agency of the user requesting the report.

The Review Thesaurus Input results can be filtered and regenerated using the following
fields (some fields require appropriate privileges):

» Site [drop-down list] - defaulted to user's home site

» System [drop-down list] - defaulted to user’'s home system

» Agency [drop-down list] - defaulted to user’'s home agency

» Sort by Date or Agency [drop-down list]

» Date Range [drop-down list]

LIMXADMIN @ Feedback - Review Thesaurus Input
Logout
« Back to Home siner | LINXIVVE =
+ Query History System: | Hampton Roads Area -
+ My LInX Agencyn | Naval Cnminal Investigative Service b
Sort Byi Date Range:
» System Administration Date - all G

» Security Administration

* Site Configuration m m‘_m“-
» Data Administration 1402

Agency: LINXIVV3/Naval Criminal Investigative Service 12/29/2011 Reported By: fss s (please contact)
* Query Tools Suggest Thesaurus : WINE = (VINO|VIN)

[ crecabac NN

- Bepodt a Broblem Agency: LINXIVV3/MHaval Criminal Investigative Service 12/27/2011 Reported By:TEST, ANALYTICAL TACTICAL
- Maka & Suggestion Suggest Thesaurus : ARSON = [FIRE|FLAME|BURN)
*Tall & Succwss Story 1279

ETCRERY T Agency: LINXIVV3/Naval Criminal Investigative Service 05/05/2011 Reported By:TEST, ANALYTICAL TACTICAL (please contact)
. Suggest Thesawrus ;| DOG = (PUPPY|CANINE]

1278

Agency: LINXIVV3/Naval Criminal Investigative Service 05/04/2011 Reported By:TEST, ANALYTICAL TACTICAL (please contact)
Suggest Thesawrus @ CAT = (KITTY|LION)

1277
Agency: LINXIVV3/Naval Criminal Investigative Service 05/04/2011 Reported By:b (please contact)

+ View Raports

Suggest Thesaurus : 156 = (IVY STREET GANG|IVY STREET GANGSTERS|IVY 5T
+ Info Center
1276
Agency: LINXIVV3/Naval Criminal Investigative Service 05/02/2011 Reported By:TEST, ANALYTICAL TACTICAL (please contact)
Suggest Thesaurus :  DOG = (CANINE|PUPPY)

+ N-DEx Portal

MNORTHACP, GRUMMAN

Once generated, the results can then be displayed/saved as a PDF or comma
separated file (i.e. CSV).
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The functionality of the View Submission Report is to provide the LInX user who has the
appropriate administrator privilege the option to view the Feedback Submission Report
for his/her agency. The system will provide the user with information about the type and
number how many feedback submissions have been submitted by his/her agency in a
specified period.

The View Submission Report query allows an agency to generate a summary report of
the type and number of feedback submissions by his/her agency in a specified period.

Authorized users can access the View Submission Report screen either from the
Feedback title page, or from the menu bar located along the left side of the screen.

When View Submission Report is selected, the following screen appears:

ITESTER Feedback - View Submission Report @
Logout
= Back to Home Sive: | LINXIVVE =
» My LInX system: [Hamoton Roads Area 7]
» System Administration Agency: INA\ML CRIMIMAL INVESTIGATIVE SERVICE 3
» Security Administration Start Date: End Date:
Shown By: Month: Year: Manth: Year:
+ Data Administration [Month =] [lanuvary = lm,
» Query Tools 3
IS [Privt [ &-port o C5v i ST

= Report & Problem

« Make & Suggestion
= Tell a Succass Story
- Thesaurus Feedback

- Raviaw Problams

Success ries
- Ravige Th Lrput
- View Submission Report

» View Reports

+ Info Center

» N-DEx Portal

Property of tha U.5. Government ¥5.0.0.5) mrwm&

ENTERING A VIEW SUBMISSION REPORT QUERY

The View Submission Report query allows an agency to generate a summary report of
the type and number of feedback submissions by his/her agency in a specified period.

The View Submission Report results can be filtered using the following fields (some
fields require appropriate privileges):

» Site [drop-down list] - defaulted to user's home site

» System [drop-down list] - defaulted to user’'s home system

» Agency [drop-down list] - defaulted to user’'s home agency

» Duration [drop-down list] - (Month, Quarter, Year)
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» Start Date (Month/Year, Quarter/Year, Year/Year)
» End Date (Month/Year, Quarter/Year, Year/Year)

The report can be grouped by calendar month, quarter or year. The maximum columns
in the report will be limited to 12 columns to cover the number of calendar months in a
year. The months can spread over 2 years with 12 month in between. The quarters
can be 12 quarters spread over 4 years. The years can be spread over 12 years. The
defaulted date range is the last twelve months from the current month.

The query page allows the user to generate this report for one/more Agencies and
Systems on a monthly, quarterly, or yearly basis as depicted below.

The report will have the following data associated with all Systems and all Agencies:

e Number of Problems submitted

o Number of Suggestions submitted

o Number of Success Stories submitted

e Number of Thesaurus Feedback suggestions submitted

e Agency total, by duration increment and overall total.
Note that when there is only one agency, there is no system total. When there is only
one system, there is no systems total. If there is more than one agency, the agency

names will be displayed in the system total. When there is more than one system, the
system names will be displayed in the systems total.
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= 8 Mo e & eofiw:-| L | I -

Feedback Submission Report

hcomo st ik
For:| Jui2 | Aug2 | sep2 | oct'12 | Mov42 | Dectz | Jan't3 | Feb43 | Mar13 | apr'13 | may13 | Jun3

[__Tow |
Problems [ 1 [ 0 [ 0 0 0 [ 1 0 1 3
Supgestion [ 1 [ [ [ 0 [ [ [ 0 [ [ 1
e 0 1 0 [ 0 0 0 0 0 0 0 0 1
Horaoking 1 1 0 0 o 0 o 0 o 0 0 0 2
[Paectiack
fency 1 4 0 0 ] 0 ] 0 ] 1 0 1 7

Property of the U5, Govemment V4.4.1.5-Page 1of 1 1004/2013 Feedback Submission Report  WORTHRAOFP GRUMMAN

Once generated, this report can then be displayed/saved as a PDF or comma
separated file (i.e. CSV).
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Welcome tothe

| fbrma tion Exchange

The System Administration screens allow for the management of user and administrator
accounts and can only be accessed by designated administrative users. By using
these screens, administrators can find an existing user, add new users, edit user
information, establish or change user privileges and disable a user account. System
Administrators can also manage user administration, security administration and data
administration accounts, but only for administrators at the same administrative level or
below.

Navigating to the System Administration

Screen

Authorized Administrators can access the System Administration screens by selecting
System Administration from the menu bar located along the left side of the screen. The
administrator will be taken to the System Administration menu screen where the
following options are available:

Create User

Find/Edit User

System Admin Audit Report
Edit Agency Contacts

User Training Audit Report

>
>
>
>
>
»  Record User Training
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SYSADMIN
Logout

= Back to Home
+ My LInX

- System Administration

= Create User

- Fing/Edit Usar

- System Admin Audit Report
- Edit Agency Contacts

- User Training Audit Report

= Record User Training

+ Security Administration
» Data Administration

+ Query Tools

+ Feedback

+ View Reports

+ Info Center

+ N-DEx Portal

@ System Administration

@ Create User
This function allows a Systam Administrator to create a

new LInX user.

@ Edit Agency Contacts
This function allows a System Administrator te find and

edit information about existing agency contacts.

. User Training Audit Report
This function allows a System Administrator to generate

user training audit reports of LInX user accounts for a
specific agency.

Annual Security Audit

This function allows a System Administrator te complete
the Annual Security Audit

Property of the U.5. Govarnmeant

@

Find/Edit User
This function allows a System Administrator to find and
edit information about existing LInX users.

System Admin Audit Report
This function allows a System Administrator to generate
audit reports of LIn¥ user accounts for a specific agency.

Record User Training
This function allows a System Administrator to record LInX
user training information

(¥5.0.0.5} NORTHRAOP GRUMMAN
T0P GRUMMAN

All options are described in detail in the applicable sections.
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CREATE A SYSTEM USER OR ADMINISTRATOR ACCOUNT

The Create User screen contains the fields necessary to add a new user or
administrator account to the system:

>

Y

YVVYVYYVYYVVVYVYYVYVYYVYY

User System drop down list [drop down list will appear only if the
administrator has authority over more than one system]

User Agency drop down list [drop down list will appear only if the
administrator has authority over more than one agency]

First Name

Middle Name

Last Name

E-mail Address

Set User ID (required field)

Default Password (required field)

Confirm Password (required field)

Phone Number (of user) (required field)

Share Contact Info [check to include in LInX User Directory]
LInX Trainer [check if new user is a LInX Trainer]
Trainer Certification Date [MM/DD/YYYY]

309



LInXUserManual

SYSADMIN @ System Administration @)
Logaut
s Create User
+ My LInX System: |Hampton Roads Area ]
i AT Agency: |NAVAL CRIMINAL INVESTIGATIVE SERVICE |
— First Nama: Middle Name: Last Name:

Email Addrassr
- System Admin Audit Report

- Edit Agancy Contacts Set User 10: Default Password: Confirm Password:
= Uzer Training Audit Report |

- Record User Training Phone Number{387-654-32100:

+ Security Administration

¥ sh ‘ r Tead Trainer Certification Date: (MM/DD/YYYY)
nX Tr r

+ Data Administration Share Contact Info LInX Traine: D 7 D 7

+Query Tools

» Feedback User Privileges Admin Privileges © System-or- & agency

Anal | h
» View Reports ¥ Aralytieal Saand I User Administration I” Data Administration
W Tactical Search

+ Info Center [T Adiaiced Ay I~ Manage Accounts ™ Export Data

+ M-DEx Portal W Access N-DEx I Reset Passwords I” Remove Record
I” Grant/Revoke Privileges I Report Admin

[ Security Administration

[T Account Disabled

I User Clear
Property of the U.5. Governmaent V5.0.0.5)

i NORTHROP GRUMMAN

User IDs must be unique for the LInX system and cannot be duplicated or reused. Itis
recommended to use aB)"(E) characters for
the User ID.

A default password must be established for the new user. The password must conform
to the standard password requirements, with a minimum of(®"®)
consisting of at least(®"E) |of the following:
(B)7T)(E)

Note: Upon creation of a user account, LInX provides an option for the user's contact
information to be shown in the LInX User Directory which is available to all LInX
users. The LInX User Directory will list the user’s userid, name and agency, as well as

the user’s contact information including the user’s telephone number and email
address.

This option defaults to sharing of the user’s contact information in the directory.
[¥] share Contact Info

If the contact information is NOT to be shared, un-check the option box.
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[T Share Contact Info

LInX Trainer

A check-box is available to identify a user as a LInX Trainer. Checking this box will
cause the Trainer Certification Date field to become available for data entry (otherwise,
the field is grayed out). The date of the user’s last certification should be entered in this
field.

Deselecting the LInX Trainer check-box will gray out the Trainer Certification Date field,
making it unavailable for data entry.

User Privileges

Under User Privileges, check-boxes are available to grant user authority for either or
both Analytical and Tactical search capabilities, as well as access to N-DEx data. For
Analytical searches, in addition to the data listed below, any narrative related to an
incident is also provided. The primary difference between these options involves the
results returned. Under the Tactical search, data is available for:

Person attributes
Vehicle information
Incident information
Photos

Warrant information
Phones

Property Information

YV VY YV VY VYV

Note: The Account Disabled box is not actually a user privilege, but is used to
disable or enable the account. See Disabling an Account, below.

Admin Privileges
Options under Admin Privileges are:

»  User Administration (comprising a sub-group of privileges including
Manage Accounts, Reset Passwords, and Grant/Revoke Privileges)

»  Security Administration

»  Data Administration (comprising a sub-group of privileges including
Export Data, Remove Record, and Report Admin).
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Under Admin Privileges, radio buttons are available to grant administrative authority at
the System or Agency level. LInX will default this selection to the permissions
equivalent to the current login account (user creating the account).

Note: Typically, this will be defaulted to Agency.

Under the administration groupings (User, Security and Data), check-boxes are
available to provide the user with the authority to add, modify,enable/disable or delete
LInX user accounts; reset user account passwords; grant or revoke user account
privileges; export data; and remove records.

312

User Administration

Provides user with the authority to assign user administration privileges, subject to
agency-level and system-level restrictions. The three privileges grouped under the
User Administration privileges are:

§ Manage Accounts

Provides the user with the authority to create and maintain user accounts
(add, modify, enable, disable, delete accounts).

§ Reset Passwords

Provides the user with the authority to reset LInX user account passwords
(e.g., following an account lock-out).

8 Grant/Revoke Privileges

Provides the user with the authority to grant or revoke privileges to LInX user
accounts.

Security Administration

Provides the user with the authority to review system audit logs and access logs.
The Security Administration privilege is subject to agency-level and system-level
restrictions.

Data Administration

A grouping of LInX account privileges that provide the user with the authority to
export LInX data to remote third-party systems, remove and unblock records, and
generate Agency Reports. The Data Administration privilege is subject to agency-
level and system-level restrictions. If a LInX user account is granted all three data
administration privileges, the user is referred to as a System Data Administrator or



Create User

an Agency Data Administrator. The three privileges grouped under the Data
Administration Privilege are:

§ Export Data

Provides the user with the authority to configure and manage remote, third-
party system data feeds.

8§ Remove Record

Provides the user with the authority to remove an event record from the LInX
data warehouse, and preventing it from being re-ingested into the LInX data
warehouse; and to unblock a removed event record, allowing it to be re-
ingested into the LInX data warehouse.

§ Report Admin

Provides the user with the authority to view reports detailing the data that has
been contributed by a given agency. The report details number of incidents
and narratives submitted by a given agency, types of incident information
provided, and dates of latest incident report, last contribution and the defined
contribution schedule.

When the required new user information fields have been completed, the Add User
button should be selected.

If the information requirements have not been met, if the User ID has already been
assigned, or if the default password is already in use and unchanged, an error message
will appear on the screen.

Disabling an Account

An account can be temporarily disabled as part of the Add User process. Checking the
Account Disabled check-box will prevent access by the user or administrator until
further action is taken by the System Administrator to change the status of the account.

If the new account is to be disabled upon creation, select the Account Disabled check-
box before clicking the Add User button.

¥ Account Disabled
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The account can be re-enabled at any time by deselecting the Account Disabled box
and updating the account.

[T account Disabled
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Find/Edit User

The Find/Edit User screen can be used to find an existing user in LInX so that their
account can be viewed, updated, or disabled. Information on the user should be
entered into the appropriate fields and the Find User button selected to perform the
search.

Any of the following fields can be used to search for a LInX user in the system:

User Agency [via the (Change Selection ...) link]
First Name

Middle Name

Last Name

E-mail Address

LInX Trainer

User ID

Phone Number

System Administration

EE,’Fdit User

YVV VY Y VYV VY

= Back to Home
Search All Agencies.
+ Query History (Change Selection...)

* My LInX - Middle Hame: _ Last Hame:

= System Administration I
Email Address:

= Craaty Lsar

[T LinX Trainer

AL
- System Admin Audit Report

= Bdit Agency Contacts Phone Humber{357-554-3210):

- Edit Agency Configuration

» Security Administration -I

+ Remote Systems

+» Data Administration
+ Query Tools

+ Feedback

+ View Reports

» Info Center

R0 NORTHAOP GRUMMAN

The default is to search all systems/agencies. By selecting the (Change Selection ...)
link, an Agency Selection menu is presented where the user can select the desired
System(s) and/or Agency(ies) to be searched. To leave the Agency Selection menu
without making any changes, select Close or Cancel. To save the selected
System(s)/Agency(ies), select OK.
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A check-box is available to identify a user as a LInX Trainer. Checking this box will only
return those users identified as a LInX Trainer in their account.

To see all users in all systems/agencies, select Find User without entering any
additional search criteria. If attempting to find a specific user, only one field is required
to initiate a search.

The search results will appear as a new screen view with a results list at the bottom of
the screen. Selecting a row from the results list by placing the cursor on the row and
clicking it will cause the fields at the top of the screen to be populated with the
information related to the selected user:

System [drop down list, if appropriate]
Agency [drop down list]

First, Middle, and Last Name
E-mail Address

User ID

Default Password [blank]
Confirm Password [blank]
Phone Number

Created Date (of account)
Last Login Date

Last Updated Date

Share Contact Info status
LInX Trainer status

Trainer Certification Date

YVVYVYVVYVYVVVYVYYVYYVYYVY

Note: When editing user account information, LInX provides an option for the
user's contact information to be shown in the LInX User Directory which is
available to all LInX users. The LInX User Directory will list the user’'s name
and agency, as well as the user’s contact information, including the user’s
telephone number and email address. The Share Contact Info option controls
the sharing of the user’s contact information in the directory.

Selecting the check-box option will share contact information in the LInX User Directory
listing.

Share Contact Info
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If the contact information is NOT to be shared, un-check the option box.

[T Share Contact Info

LInX Trainer

A check-box is available to identify a user as a LInX Trainer. Checking this box will
cause the Trainer Certification Date field to become available for data entry (otherwise,
the field is grayed out). The date of the user’s last certification should be entered in this
field.

Update or Delete A System User or Administrator

A user account can be updated or deleted after performing a search on existing users
and selecting the desired record. The updated information should be entered in the
appropriate fields and the Update User button selected.

Update User

A message window will appear indicating that the user account has been updated.
Click the OK button to close the window.

& User successfuly updated.
e

To delete a user, the record should be selected from the results list and the user
information verified to make sure it is the correct user. After the Delete User button has
been selected to cancel the account, a message window will appear indicating that the
user has been deleted.

Delete User

When an account has been deleted it is not actually eliminated from the system but the
user privileges and passwords are deleted to prevent user access. The User name and
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ID are maintained for audit purposes. When an account has been deleted, it cannot be
recreated without going through LInX Project Management.

Pressing the Reset button will cancel any changes that have been entered and the
screen will reappear with the original search result user information.

Reset ;

Disabling an Account

An account can be temporarily disabled as part of the Update User process following a
search on user records and the selection of the user account to be disabled. Checking
the Account Disabled check-box will prevent access by the user or administrator until

further action is taken by the System Administrator to change the status of the account.

Select the Account Disabled check-box and click the Update User button. A message

window will appear indicating that the user account has been successfully updated.
Click the OK button to close the window.

¥ Account Disabled

The account can be re-enabled at any time by deselecting the Account Disabled box
and updating the account.

[T account Disabled

An account can be disabled for various reasons, such as setting up a new account prior
to actual use by an employee, or disabling an account for an employee who will be
absent for an extended period of time.

The Account Disabled check-box will automatically be checked if the system has
disabled the account after six unsuccessful attempts to login. After determining that the
user should be granted access, the System Administrator can use the Find/Edit User
screen to search for the desired user account, and deselect the Account Disabled
check-box.
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Edit Agency Contacts

To facilitate communication between participating LInX agencies, a listing of agency
contacts is available for viewing by all LInX users. The capability to edit agency
contacts is limited to agency-level and system-level restrictions and agency
administrators are responsible for maintaining the information regarding agency
contacts. To facilitate the maintenance of this information, a user with Manage
Accounts privilege may enter or update an agency’s contact information. In addition to
the address and main telephone number for the Agency, information fields including the
name, desk telephone, fax, and e-mail attributes are available for the following points of
contact:

»  Agency Head
»  Agency Records Division
»  Agency LInX Point of Contact

There is also a free-text Comments field for additional Agency information.

The following provides a sample screen populated with representative information for
each agency contact.
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LINXADHIN @ System Administration - Edit Agency Contacts
Logaut
TRed o s System: |Hampton Roads Area =]
Agency: |MNaval Criminal Investigative Service  »|
= ‘ Field Office: |
Address: |H:I1 NCIS WAY

+ Creaate User
* Find/Ed#t User I
- Sysiam ddmin i d# Report City: [navy varD State: |OC zIP: Izm
SRR Ay CONTeS Phane: [anam Website URL: |
* Security Administration Contact Instructions | B B _:J

{300 characters)
+ Site Configuration

+ Data Administration

» Query Tools
» Feedback Agency Head Eirst Namae: |RGENCY Last Name: ]HEJ\D
' View Reports Phone: |2222222222 Fax: 1333-333--3333
» Info Center Email: |TESTI@TEST.TEST
+ N-DEx Partal
Records Division g .o names: |RECORD5 Last Hame: 1DI\I"£SDON
Phone: | ITTEEETIn) Fax: |555-555-5555
Email: |TEST2@TEST TEST
LInX Point of First Name: Juingx Last Name: [PoC
Contact
Phone: [ese-656-6686 Fax: [
Email: [TEST3@TEST TEST
Comments 3.3 TEST - ADD AGENCY CONTACT | B
(300 characters) 3.3 TEST - EDIT AGENCY CONTACT]
4.3 TEST - EDIT AGENCY CONTACT
i
Save | Cancal

To locate the contacts list for a specific agency, use the pull-down menus to select both
a System and Agency. A contacts listing exists for each agency on the site. After
selecting the desired agency, the information for each point of contact should be
entered in the appropriate fields. In addition there is a Comments field that is subject to
a 300 character limit. This field may be used to communicate the operating hours of
agency offices, alternate points of contact, and special instructions for contacting the
agency.

After entering the desired information in the appropriate fields, use the Save button to
update the contact information.

Save |

A message window will appear indicating that the Agency Contact account has been
updated.

Windows Internet Explorer E




Edit Agency Contact

Pressing the Cancel button will cancel the changes that have been entered and the
screen will reappear with the original agency contact information.

Cancel
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A LInX System Administrator has the capability to generate audit reports of LInX user
accounts for a specific agency.

When the System Administration Audit Report is initially selected, the report displayed
will be for the agency to which the user belongs. However, a simple query interface
allows the user to specify a System, Agency, a combination of different account
statuses, and/or User Roles to include in a subsequent report result.

This report can be generated based on the following search criteria:

»  User System (if allowed by user rights)
»  User Agency

»  User Account types to include/exclude in the report (Enabled,
Disabled, Deleted)

» User Roles to include/exclude in the report (All, Trainers, System
Administrators, Security Administrators)

Each of these fields can be used by itself or in any combination to make queries. After
any modifications to the search criteria are made, click on the Search button to
regenerate the results.

The report shows the following attributes for each user's account:

»  User ID (hyper-linked to the Find/Edit User screen)

»  User Name (Last, First)

»  User E-mail Address (hyper-linked to Administrator's default e-mail
application)

User Agency

Last Login

Account Status [Date Created, Date Disabled, Date Deleted, as
applicable]

Privileges [System, Security, Data, Password, Report, N-DEX]
Trainer Certification Status and Certification Date (if applicable)
Rules of Use Agreement Status and Date

Remote Access Agreement Status and Date

I2 Usage Agreement Status and Date

KML Export Agreement Status and Date

Printing From LInX Agreement Status and Date

Saving Data Agreement Status and Date (Advanced Analytics users
only)

YV V V

V VYV Y VYV VY
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The results can be re-sorted by clicking on any column heading. For example, sorting
on the Remote Access Status column will reorder the report by grouping all users with
the same Remote Access Status together.

The following provides a sample result screen of a System Administration Audit Report.

(@ System Administration Audit Report

NORTHAOS CRLAN

Navigate Directly to Find/Edit User Screen

Each User ID is hyperlinked to allow an Administrator to navigate directly to the
Find/Edit User screen to review/edit information for the selected user. When all actions
have been completed (and saved, if required), the Administrator may return to the
System Admin Audit Report by clicking on the Return to Admin Audit Report link at the
bottom of the Find/Edit User screen.

Printing and Saving a Report
The report results can be printed or saved as either a PDF or CSV file.

By selecting the Print button above the results table, a PDF of the report is generated
and opened in a separate window. From the PDF, the report can be printed and/or
saved.

The user also has the option of opening or saving the report in an Excel spreadsheet
format. When the Export to CSV file button located above the results table is selected,
a pop-up window is presented, asking if the user wants to open or save the file.

If the Open button is selected, the report is opened as an Excel spreadsheet. From
here, the report can be printed and/or saved.

If the Save button is selected, the standard Save As pop-up window will open, asking

for a File Name for the report and a save location.

Generating E-mails to Users

Each user's E-mail Address is hyperlinked in the System Admin Audit Report results
screen and the PDF, allowing System Administrators the ability to click on the user’s e-
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mail address and invoke the client e-mail application to compose individual e-mails to
users.

If the System Administrator exports the System Admin Audit Report to a CSV file, all the
e-mail addresses may be copied as a group and pasted into a single e-mail message.
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User Training Audit Report

The User Training Audit Report provides System and Security Administrators, as well as
LInX Trainers, with the ability to audit the training activities of LInX users. The User
Training Audit Report will display the number of times and last date each user in the
specified agency attended training or accessed an online training module. The
administrator will be able to choose a date range for the training, a last login date to
filter users who are not actively using LInX, and a list of training modules to include in
the report. Privileged administrators will have the ability to select alternate agencies to
audit.

When the User Training Audit Report is initially selected, the report displayed will be for
the agency to which the user belongs, and the date range is pre-populated, extending
back one year from the current system date. However, the report results can be
modified by specifying a System and/or Agency (depending on the user’s privileges),
changing the Training Date Range, and entering a Last Login Date.

The following notes apply to the User Training Audit Report:

1. All active users for the system/agency will be displayed unless
filtered by entering a Last Login Date or checking the Users Without
Training Only checkbox.

2. The Training Date Range only applies to the counts and training
date for each course taken.

3. A maximum of 10 courses can be displayed in the report results.

To change the courses displayed in the report, click on the Customize
button, use the checkboxes to select/deselect the courses to be
included/excluded, and then click the Apply button.

4. The Users Without Training Only checkbox only applies to the
selected courses shown in the report results (selected by using the
Customize option).

User training is recorded in 2 ways:

1. Each time a user views or downloads an online training module
from the LInX web site, the system will record the date and user who
accessed the training module.

2. Additional training is submitted through the use of the Record User
Training module.

The training report will summarize the number of times a user has accessed a training
module, and the last time a training module was accessed.
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The following provides a sample result screen of the User Training Audit Report.

LINXADHIN @ System Administration - User Training Audit Report

« Back to Home.

dhi Agency: Naval Cnminal Investigative Service ¥
«System Administration
Training Date Range:

Last Login Date:

From: Tor
osizzjzo1z . O fosjzzizons.

System Hampton Roads Area 2
] users without Training Only

[Prot [ Export to CSV fin  Scarch [ Costornze.

User 1D Last Hame First Name Email Address Last Login ners | Trainer Wecert | Administration
» Security Administration
Cou Count  Date | Count
ESm cosmera s BUG20STEST 205 TEST TESTOTEST.COM 08/16/2012 ) 0 0 0 0
+ Data Administration 3.0.0.10TEST 3.0.0.10 TEST TesTeTEST.COM 10/07/2008 o 0 0 [ 0 0
s o INDEXACC1 ACCESS TEST TESTTEST.TEST 07/29/2012 0 0 0 0 0 04/02/20131
e INDEXACCZ ACCESS2 TEST TESTOTEST.TEST 0 0 o o o 04/02/20131
3.2TESTUSER ACCOUNT TEST TESTOTEST.COM 11/29/2011 ° ] [ 0 0 0
 View Reports AGYADMINI ADMIN AGENCY AGYADMING AOL.COM 01/19/2010 ] o o 0 0 0
iacepter g |SJFNCGOMPaaa | JPRSTSITORACENCY, b, TR et gl I OB(NT | i Qpmin g, PO L SOV RS, FURP— Y

The report shows the following attributes for each user's training:

Y

System (if allowed by user rights)

Agency

Training Date Range

Last Login Date (if specified)

If the results are only for users without training
User ID

Last Name

First Name

EMail Address

Last Login Date

The latest Date and Number of Times a user has accessed each
Course Name in the specified training date range.

YVVVYVYYVYVVYVYVYYVYY

The results can be re-sorted by clicking on any column heading. For example, sorting
on the Last Name column will reorder the report by grouping all users with the same last
name together.

Printing and Saving a Report
The report results can be printed or saved as either a PDF or CSV file.

By selecting the Print button above the results table, a PDF of the report is generated
and opened in a separate window. From the PDF, the report can be printed and/or
saved.

The user also has the option of opening or saving the report in an Excel spreadsheet
format. When the Export to CSV file button located above the results table is selected,
a pop-up window is presented, asking if the user wants to open or save the file.

If the Open button is selected, the report is opened as an Excel spreadsheet. From
here, the report can be printed and/or saved.
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If the Save button is selected, the standard Save As pop-up window will open, asking
for a File Name for the report and a save location.

Generating E-mails to Users

Each user's E-mail Address is hyperlinked in the User Training Audit Report results
screen and the PDF, allowing the ability to click on the user’s e-mail address and invoke
the client e-mail application to compose individual e-mails to users.

If the User Training Audit Report is exported to a CSV file, all the e-mail addresses may
be copied as a group and pasted into a single e-mail message.
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Record User Training

The Record User Training functionality provides System and Security Administrators, as
well as LInX Trainers, with the ability to record training for LInX users who have
attended training classes. The recorded training is used to create the User Training
Audit Report.

The system will keep track of what online training modules a user has viewed or
downloaded. Each time a user views or downloads an online training module from the
LInX web site, the system will record the date and user who accessed the training
module. This information is also used to create the User Training Audit Report.

| S : e

LINXADMIN @ System Administration - Record User Training

Legout

« Back to Home Course Namae: End User w
% v
| » My LInX Usar Systenm: || isar Refresher
= User Agency: Advanced Training jve Service v

- System Administration New Trainers
| Er Trainer Recertification =
| TR L Administration  Search |

| = Find/Edit User
| = System Admin Audit Report
| - Ediv Agency Contacts

| - Usar Training Audit Repert
-_ - Record User Training

» Security Administration

|
|* Site Configuration

! » Data Administration
1' » Query Tools

|
|
|

+ Feedback

v View Reports

j- Info Center

!bN.-DEx Portal

A listing of users is generated by selecting the Course Name, User System, and User
Agency. A result list will be returned with all eligible users in the specified system and
agency.

Note: Only privileged users will be able to select system and agency; agency-level
administrators and trainers will be able to record training only for their own users.

To update records, verify the Course Name, enter the Course Date and Trainer name
(selectable from the Select Trainer link), and check the applicable boxes for the users

who took the training. After all information has been entered, click the Record button to
submit the information and update the records.

The following provides a sample result screen for recording user training.
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332

@Svstem Administration - Record User Traming

w: |

Trainer: RESET USERL  [Select Trainer)

seco| I

Last Name First Name Email Address
USER1 RESET TEST@TEST.COM
USERS2 RESET TEST@TEST.COM

USER4-LOCKED RESET TESTQTEST.COM
USERS RESET TEST@TEST.TEST
USER1 RESET TEST@TEST.COM
USER4-LOCKED RESET TEST@TEST.TEST
USERS RESEST TEST@TEST.TEST
3.0.0.10 TEST TESTOTEST.COM
USER 3.0.1.1 TEST@TEST.COM
USER 3.0.1.2 TEST@TEST.TEST
ACCOUNT TEST TEST@TEST.COM
USER RELEASEZ.4 TEST@TEST.TEST
USER2 RELEASE3.4 TESTOTEST.TEST
USER1 RESET TESTQTEST.COM
USER2 RESET TEST@TEST.COM

USER4-LOCKED RESET

LINXADHMIN
Legout
« Back to Home Course Name: ET‘JQ User
+ My LInX User System: ;HBITIDNIH Roads Area
R ——— User Agency: '__Naval Criminal Investigative Service V
- Create User Course Date:[05/23/2013 |
« Find/Edit User -
~Systam Admin Audit Report H_E;i::m ng User ID
- Edit Agency Contacts ik o
- User Training Audit Report [ 05/19/2013 1RESET1
- Record User Training B 1RESET2
+Security Administration | | 1RESET4
r Site Configuration a RESETE
» Data Administration L SISl
a 2ZRESET4
+ Query Tools
| 2RESETS
+ Feedback
O 3.0.0.10TEST
Liiew Regorty O 3.0.1.1.TEST
» Info Center O 3.0.1.2.TEST
+ N-DEx Portal O 3.2TESTUSER
O 3.4DEMO
O 3.4DEMOZ
O IRESET1
0 3RESET2
O IRESET4

o -Wwwv’ﬁ\a_ﬁ%-mmnﬂg

TEST@®TEST.TEST

am, ppnmnng T IEW*W*——M"‘"‘"\_H_‘“!
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This functionality is intended for administrators who have the authority to review agency
and user activity in the LInX system. The determination of which users will have access
to security administration functions is controlled by each individual agency.

Access to the security administration logs is determined as part of the establishment of
user privileges. The type of access is also confined to the System or Agency levels,
depending on the type of system-wide privileges granted to an administrator.

Security Administration Logs

Two specific types of transaction logs are provided for Security Administration
purposes:

»  Security Audit Logs
»  Security Access Logs

Audit logs allow security managers to monitor use of the system and to investigate any
activity to determine if it is in compliance with legal and administrative requirements
governing LInX. Audit logs will describe what type of action has occurred within the
system, which user and user system or agency was involved, and the date and time of
the action. The logs identify the kind of action that was taken, including the specific
search criteria, but does not store the results of the action. The types of actions that
generate audit records include failed login, successful login, logout, added user,
updated user, deleted user, and any level of system query or analysis.

Access logs allow an agency to see which users have looked at the agency’s records in
the LInX data warehouse. The access time, the record accessed, and the level of
access are also included in the access log.

Security Administration Reports
Four specific types of reports are provided for Security Administration purposes:

» LInX Usage Report
»  User Usage Report
» Agency Usage Report
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»  Deconfliction Report

These reports can be used to identify aggregate query activity on a per agency basis.

Navigating to the Security Administration

Screen

Authorized Administrators can access the Security Administration screens by selecting
Security Administration from the menu bar located along the left side of the screen. The
administrator will be taken to the Security Administration menu screen where the

following options are available:

»  Security Audit Log

»  Security Access Log
»  LInX Usage Report

» User Usage Report

» Agency Usage Report
»  Deconfliction Report

Securnty Administration

Lagaut

= Back to Home —
¢+ Query History Security Audit Log
¢ My LInX

» System Administration

- Security Administration

- Seeurity Audit Log

LInX Usage Report

This page allows you to query the LInX Usage Log.

- Seeurity Access Log User Usage Report

* LInX Usage Report

. ;g'l'\E'F USIQG R&:D"‘

- User Usage Report

- Daconfliction Rapert

+ Remote Systems

+ Data Administration
» Query Tools

» Feedback

» View Reports

¢ Info Center

This page allows you to query the Security Audit Log.

This page allows you to query the User Usage Report,

Security Access Log
This page allows you to query the Security Access Log.

Agency Usage Report

This page allows you to query the Agency Usage Report.

Deconfliction Report
This page allows you to discover whether ather users are
searching similar cases.

All options are described in detail in the applicable sections.
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Security Audit Log Screen

This functionality is intended for administrators who have the authority to review agency
and user activity in the LInX system. The determination of which users will have access
to security administration functions is controlled by each individual agency.

Authorized users can access the Security Audit Log either from the Security
Administration title page, or from the menu bar located along the left side of the screen.

When Security Audit Log is selected, the following screen appears:

LINXADMIN Security Administration 0]
Logout
= Back to Home ;‘F.‘I_:l.lﬂtylﬁl.lﬂlt Log
Search All Agencies and First Mame: Last Name:
» My LInX No Remote Systems.
(Change Selaction...)
+ System Administration User 1D: Start Date: End Date:
= Security Administration :I :I
Justification:
- Eecurity Access Log
- LInX Usage Report m Cancel
- User Usage Report
» Remote Systems
» Data Administration
+ Query Tools
+ Feedback
» View Reports
¢+ Info Center

ENTERING A SECURITY AUDIT LOG QUERY

A query of the audit log can be based on the following search criteria:

User System/Agency (from Agency Selection Menu)
User First Name

User Last Name

User ID (if the Audit Log is to be filtered for a single user)
Start Date (start date for the selected log entries)

End Date (end date for the selected log entries)
Justification (if used)

VV VY Y VY

A Start Date and End Date are required to generate any Security Audit Log report. By
entering the search criteria in the fields on the screen, reports can be obtained by
System, Agency, or User for the specified time frame.
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When the search criteria have been entered, the Search button should be selected to

When a search is performed using the Justification field, what is
entered in the Justification field is the justification being searched
for, not the justification for conducting the search no justification
is required to query the Access Log).

For example, the justification can be a Case Number, and all
records accessed regarding that Case Number (if used as the
justification) will be returned.

begin the query.

SECURITY AUDIT LOG RESULTS

The Security Audit Log query results will appear when the screen refreshes, and each
logged transaction will be listed in chronological order. Query results can be sorted by

clicking on any field heading in the results list.

Y

Site ID

System

Agency

User ID

First Name

Last Name

IP Address (User’s IP Address)
Audit Code (type of activity, such as "Change Password”)
Justification Code (if applicable)
Description of the activity
Transaction Date/Time

VVY Y YVYVVYVYVYY

An example of Security Audit Log results is shown below:
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Query Security Audit Log

Security Administration

Query Security Audit Log (4 results)

1 | o
Site 1D |5\fﬂem ;ngcﬂwguur D |§2’:’L i |1"Mrusl‘:':df": é‘fd‘;""’“““ Description L‘;ﬂﬁﬁ‘;ﬂ
LINXIVV3 HAMPTONNCIS JTESTERJOE  TESTER o010 | ogoff ID={ITESTER) 08/31/2010
4.37.18 15:42
agency={MNCISORI),
oty incidentEndDate={0

155.10 ” 8/31/2010),incident 08/31/2010
LINXIVV3 HAMPTON NCIS  JTESTER JOE TESTER 43718 Admin StartDate=(08/3 15:42

Quary 1/2010), userName=
(YTESTER)
Cancel
LINXIVV3 HAMPTON NCIS JTESTERIOE  TeSTER 22  challenge 08/31/2010
4.37.18 15:37
Questions
155.10 08/31/2010
LINXIVYV3 HAMPTON NCIS JTESTER 10E TESTER 4.37.18 Logon 15:37
Property of the U5, Sovernment W3.4.0.3) NORTHACPEP GRLUMMAN
_,_o—'—'_'_'—

The Print button creates a PDF view of the Security Audit Log results in a separate
window.

The PDF view contains the same columns of information as the original view.

The PDF can be saved as a file and/or printed in accordance with agency policies and
the LInX Rules of Operations.

The PDF window can be closed after viewing, saving, and/or printing.

To perform a new Security Audit Log query, the New Query button at the bottom of the
Audit Log results screen can be selected to return the user to the Security Audit Log
screen.

Mew Query
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Security Access Log Screen

This functionality is intended for administrators who have the authority to review agency
and user activity in the LInX system. The determination of which users will have access
to security administration functions is controlled by each individual agency.

Authorized users can access the Security Access Log either from the Security
Administration title page, or from the menu bar located along the left side of the screen.

When Security Access Log is selected, the following screen appears:

JTESTER Security Administration - Security Access Log
Logout

[
| Search Criteria Type :

= Back to Home

My LInX | * Usar T Event " User & Event

* System Administration fangaincn

Agency: Eh.‘ava[ Criminal Investigative Service _:J
User TD:

- Security Audit Log

- LInX Usage Report |

= Agency Usage Report | Ewvent Criteria

= Usar Usage Report
Synbient i pton Roads Area d
- Deconfliction Report

Agancy: l aval Cnminal Investigative Service ;l

Event ID:

» Data Administration

» Query Tools

+ Feedback Start Dates T

* View Reports [ps/zazmaa O [osjzsizez I
Justification:

sInfoCenter | [

» N-DEx Portal

ENTERING A SECURITY ACCESS LOG QUERY

The Security Access Log query allows an Agency's LInX Security Administrator to see

which users have been accessing the agency's data and/or what data in the LInX

warehouse has been accessed. The search can be filtered by User criteria, Event

criteria, or a combination of User and Event criteria. A date range is required for all

searches. A query of the access log can be based on the following search criteria:
»  Search Criteria Type (User, Event, or User & Event)

User System

User Agency

User ID (if the Access Log is to be filtered for a single user)

Event System

Event Agency

YV V V VYV V
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Event ID (if the Access Log is to filtered for a single event)
Start Date (start date for the selected log entries)

End Date (end date for the selected log entries)
Justification (if used)

YV V VYV VY

Note: The contents available to the user in the System/Agency fields are based on
the user's privileges.

The fields available to search are based on the Search Criteria Type selected. If the
User & Event option is selected, all search fields are available.

A Start Date and End Date are required to generate any Security Access Log report.
The Start Date and End Date are pre-populated with the current system date, but can
be changed to accommodate any date range.

When a search is performed using the Justification field, what is
entered in the Justification field is the justification being searched
for, not the justification for conducting the search no justification
is required to query the Access Log).

For example, the justification can be a Case Number, and all
records accessed regarding that Case Number (if used as the
justification) will be returned.

User ID Search

To search the Security Access Log for a specific User ID, select the User radio
button under Search Criteria Type, select the System and Agency to which the
user belongs, and enter the User ID of the user being search for under the User
Criteria section.
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@ Security Administration @

Security Access Log
Search Criteria Type 2

* User C Event " User & Event

User Criteria

System: |Hampton Roads Area ~]

Agency: |Naval Criminal Investigative Service =]
Usar ID:
ITESTER

Event Criteria

System: I!‘":!I"'-"IDKC-.": Roads Area ;!

Agency: |Naval Criminal Investigative Service  |E]

Event ID:

|

!':’I‘.Irt D‘l_lI_: End Date:

ooj16/2010 1 [og/16/2000

Justification:

Search Cancel

Property of the U.5. Government V3.4.0.7)

NORTHROP GRLUMMAN
ey e

e To search the Security Access Log for all users from a specific
System/Agency, leave the User ID field blank.

Note: The Event Criteria fields will be grayed out (not accessible) if only a
User Search is being performed.

Event ID Search

To search the Security Access Log for a specific Event ID, select the Event radio
button under Search Criteria Type, select the System and Agency to which the
event belongs, and enter the Event ID under the Event Criteria section.
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Security Administration @)

Security Access Log
Search Criteria Type :

" User & Event ' User & Event

User Criteria

System: |Hampton Roads Area =l

Agency! ['-‘-‘.1'1| Criminal Invastigative Service ;]
Usar 1D:

Event Criteria

system: |Hampton Roads Area =]

Agency: [‘u"irginla Beach Police Department ﬂ
EvantdD:
11776002
et Dbl End Date:
losjos;2010 1 [os/esjzore
Justification:
—

Property of the U.5. Government V3.4.0.7) NORTHAROP GRUMPMAN

e To search the Security Access Log for all accessed events from a specific
System/Agency, leave the Event ID field blank.

Note: The User Criteria fields will be grayed out (not accessible) if only an
Event Search is being performed.

User ID and Event ID Search

To search the Security Access Log for both a specific User ID and a specific Event
ID, select the User & Event radio button under Search Criteria Type, select the
User's System and Agency, and enter the User ID of the user being searched for
under the User Criteria section. Also, select the Event's System and Agency,
and enter the Event ID under the Event Criteria section.

e To search the Security Access Log for all users from a specific System/Agency
who accessed a particular event, leave the User ID field blank, and complete all
other fields.

e To search the Security Access Log for all events accessed by an individual user
from a specific System/Agency, leave the Event ID field blank, and complete all
other fields.
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e To search the Security Access Log for all users from a specific System/Agency
who accessed any events from a specific System/Agency, leave the User ID and
Event ID fields blank, and complete all other fields.

SECURITY ACCESS LOG RESULTS

The Security Access Log query results will appear when the screen refreshes. The top
half of the window contains the User, Event, and Access details associated with the
selected entry in the result list (bottom half of the window). The results screen
appearance is the same regardless of the Search Criteria Type selected. The Details
section includes the following information:

User Site

User System

User Agency

User ID

Event Site

Event System

Event Agency

Event ID

Event Type

Access Date/Time

Access Type (Full/Partial)

IP Address

Justification Code, if applicable

Y

YVVY VYV VYVYVYYVYYYYVY

Security Administration - Query Security Access Log

s er:

Site: LINXTVW S

System: HAMFTON

Agency: NCIS

ID: JTESTER
Ewvent:

Site: LINXTWW3

System: HAMPTON

Agency: VBPD

ID: 148595929 Type: INCIDENT
IACCEss:

Date/ Time: 05/05/2010 15:33 Type: FULL IP Address: 157.127.155.214
Dustification Code: TEST
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The result list of entries that match the search criteria are displayed in the lower half of
the screen. Each logged transaction is listed in chronological order. Query results can
be sorted by clicking on any of the following Field Headings in the results list.
»  User Site
» User Agency
» UserlID
» Event Site
» Event Agency
» EventID
» Access Date/Time

If the User ID is difficult to identify (e.g., it may represent a user from a linked system
rather than a LInX agency), the System Administrator should contact the regional NCIS
representative or LInX Project Management.

An example of Security Access Log results is shown below:

Query Security Access Log (11 results)

User Site |user Agency  |UserID  |Event Site  |Event Agency | Event ID Access Date/Time
LINXIVV3 NCIS JITESTER LINXIVV3 1489929 05/05/2010 15:33
LINXIVV3 NCIS JTESTER LINXIVV3 VBPD 1663720 05/05/2010 15:33
LINXIVV3 NCIS JTESTER LINXIVV3 VBPD 1776002 05/05/2010 15:33
LINXIVV3 NCIS JTESTER LINXIVV2 ANARNPD 030325465 05/05/2010 15:32
LINXIVV3 NCIS JTESTER LINXIVWV2 MONTCOS0 38959 05/05/2010 15:32
LINXIVV3I NCIS JTESTER LINXIVV3 NPD 050502167501 05/05/2010 15:32
LINXIVV3 NCIS JTESTER LINXIVWV3 NPD 040701039001 05/05/2010 15:32
LINXIVV3 NCIS JTESTER LINXIVV3 VEPD 1983428 05/05/2010 15:32
LINXIVV3 NCIS JTESTER LINXTVWV3 VBPD 1776002 05/05/2010 15:32
LINXIVV3 NCIS JTESTER LINXIVV3 VBPD 1663720 05/05/2010 15:32
LINXIVV3 NCIS JTESTER LINXIVWV3 VEPD 1489929 05/05/2010 15:32

Proparty of the U.5, Governmant v3.3.0.2} MNORTHRAOP GRUMMAN

The Print button creates a PDF view of the Security Access Log results in a separate
window.

The PDF view contains additional columns of information:

» User System
» IP Address
» Event System
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» Access Type
» Justification Code

The PDF can be saved as a file and/or printed in accordance with agency policies and
the LInX Rules of Operations.

The PDF window can be closed after viewing, saving, and/or printing.

By selecting the Revise Query button at the bottom of the Security Access Log results
screen, the user is returned to the query screen still populated with the search criteria
used in the previous search. This enables the user to add, modify, or delete criteria,
and initiate a new search.

To perform a new Security Access Log query, the New Query button at the bottom of
the Access Log results screen can be selected to return the user to the Security Access
Log screen.

ACCESS LOG SEARCH TIPS

While the appearance of the results screen is the same regardless of the Search
Criteria Type selected, what records are displayed in the results list can vary,
especially if the search involves records from remote systems.

» Tip: User searches: Can only conduct searches for local system users.
However, all events [both local and remote] accessed by the local
user(s) will be displayed.

» Tip: Event record searches: Can only conduct searches for local system
event records. However, all users [both local and remote] that
accessed the local event record(s) will be displayed.

Examples of a Security Access Log search and PDF results using the
Justification field are as follows:
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Securnty Administration

Query Security Access Log

Search Criteria Type 1
& Uger " gvant " Usar & Event
User Criteria I
System: |Hampton Roads Area =]
Agency: |Naval Criminal Investigative Service x|
User [D:
[MESTER
Event Criteria I
system: |Hampton Roads Area ¥]
Agency: |-"|'a\:.!.l:_'r|"n-r;:|l Investigative Service ;l
Event 1D:
Start Date: End Date: j
o |
Proparty of tha U.S5, Gavemmant W3,3.0.2) NORTHROP GRRLIMMAN
i L

Security Access Log

Ik’ Law Enforcement Information Exchange

Uszer Site  |User User User ID IP Address IEvenI Site JEvent Event Event ID Access Justification JAccess

System | Agency Syetem | Agency Type de Date/Time
LINXIVV3 I':IMMPTD NCIS JTESTER I1STT.225.1IJ?IIJI\D¢]M MNCR EFXDOP 2007075220 |FULL ABC246 ?%.rgllnmm

LINXIVVE I':IW.IIPTO NCIS JTESTER 115?7.2’25.10?|LIHW3 :AHPTO VEPD  |2007075220 |PARTIAL |ABC246 ?II?AIIJJZND

LINXI3 IﬁLﬂMF‘TD NCI3 JTESTER 116??.225.1D?ILINX1\N3 LMMPTD VBPD  |2007075220 |PARTIAL |ABC246 05/1072010

LINXIVWV3 I':IIAMPTO NCIS JTESTER .1157?'225'10? ILIHWWS HHWTU VBPD  |2007075220 |FULL ABC246 %}:ﬂm!ﬂ
LINXIVV3 LMMPTO NCIS JTESTER _115?1.225.10?' IIJNKIW'Z NCR HOOCIF' 0901009 FULL ABC246 ?%{égmm
LINXIVV3 RMPTO NCIS JTESTER .'IiGTT_ZES_“]? Ium MNCR ECK‘D‘P 090015829 |PARTIAL |ABC246 %u;';uﬂﬂ]!l}
LINXIVYI HA,MF'TD NCIS JTESTER _1157?.225.10'." ILINJ(W NCR HOODF' 090015829 |PARTIAL |ABC246 ?g.:réuwzom
LINXIVVI HAMPTO NCIS JTESTER .116?.7.225.10? IIJHXW\B EICHNK)N RPD 174111 PARTIAL |ABC246 ?g{%uumm
LINXIVV3 I':ll.ﬁ.MPTO NCIS JTESTER _116;.225 107 ILINKW EICHWN RPD 98528 PARTIAL |ABC246 ﬁ{ggrzom
LINXIVV3 I':II.PAMPTO NCIS JTESTER .'Iiﬁr'f_225_1l]? IIJHK!M EICHmN RPD 172536 PARTIAL |ABC246 ﬁ;ﬂﬂm‘lﬂ
LINXIVVI I':‘MMPTO NCIS JTESTER _115??'.225.10‘." ILINJ(W\G EHCHMDN RPD 48016 PARTIAL |ABC46 ?g.:régmw
LINXIVV3 IﬁlﬁMPTO NCIS JTESTER ‘I.IIGTT.HE.W‘.’ IIJI'DGV\."& EICHMDN RPD 96322 PARTIAL |ABC246 ﬁ%umaan
Property of the U.S. Government  ¥3.3.0.2 - Page 1 of 2 Security Access Log NORTHAOP GRUMMAN
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Note that the event records associated with Justification ABC246 are from both
LINXIVV3 (local) and LINXIVVZ2 (remote) systems.
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This functionality is intended for administrators who have the authority to review agency
and user activity in the LInX system. The determination of which users will have access
to security administration functions is controlled by each individual agency.

This report provides LInX administrators with important data to help the Security
Administrator better understand how the system is being used.

Authorized users can access the LInX Usage Report either from the Security
Administration title page, or from the menu bar located along the left side of the screen.

When LInX Usage Report is selected, the following screen appears:

:JWDHIN Security Administration - LInX Usage Report
ogout

= Back to Home Start Date:

5 Shown By: Month: Yoar:
» My LInX Search All Agencies. i
(Change Selection...) [Month =] [tanuary =]

» System Administration

= Security Administration

-~ Security Audit Log

- Security Accass Log

= LInX Usage Report

- User Usage Report
» Remote Systems

+ Data Administration
» Query Tools

» Faedback

» View Reports

» Info Center

ENTERING A LINX USAGE REPORT QUERY

The LInX Usage Report query allows an administrator to see which users have been
accessing that agency’s data in the LInX warehouse.

This report can be generated based on the following search criteria:
»  User Agency
»  Duration (Month, Quarter, Year)
»  Start Date (Month/Year, Quarter/Year, Year/Year)
»  End Date (Month/Year, Quarter/Year, Year/Year)

The query page allows the user to generate this report for one/more Agencies and
Systems on a monthly, quarterly, or yearly basis as depicted below.

The report can be grouped by calendar month, quarter or year. The maximum columns
in the report will be limited to 12 columns to cover the number of calendar months in a
year. The months can spread over 2 years with 12 months in between. The quarters
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can be 12 quarters spread over 4 years. The years can be spread over 12 years. The
defaulted date range is the last twelve months from the current month.

The report w

ill have the following data associated with all Systems and all Agencies:

Number of active users

Percentage of the active users compared to the users in the system
Number of log-ins

Number of queries broken down by the most frequently used query tools

Number of queries broken down by the most frequently used search
fields

Totals for query tool and search field usage

T4 hithpss /140,168,186, 16,/ Lins, nateway7ACTION =ACTION_AGENCY_USAGE_REPORT_PDF&.agency =fremoteSystems - Microsolt Internet Bplorerp SEEE =10f =

=

Tis oo - of @ Fr

LinX Usage Report

Law Enforcement Information Exchange IV<5)

MARCH 2008 . FEBRUARY 2009 Agency: ALL

S N Technical Support Lycer ol Bnbled Josr oy o
For:| Mar 08 | Apr ‘08 | May '08 | Jun'0s | Jul'08 | Aug'08 | Sep'0s | oct'0s | Mov'0s | Dec '8 | Jan'0s | Feb'0s | Average |
Active
Uoors 5 [ 4 5 ] 1 23 12 7 [ 13 7 8
Percent
|Active 8 10 7 8 14 19 39 20 12 10 22 12 15
t';"l'“ e21 556 450 389 207 761 845 758 429 353 896 47 587
For:] Mar'08 | Apr'0E | May 08 | Jun'0f | Jul'0E | Aug'0E | Sep'08 | Oct'08 | Mov'0B | Dec 08 | Jan 'S | Feb'0s Total
All Search| 315 257 &4 211 429 1083 | 1138 442 48 ) 593 &7 4870
Traffic 0 0 0 0 0 [] 0 0 0 0 0 0 0
Stop
Express 0 0 o [ 0 ] ] ] [ ] 0 ] 0
Pawn [ [] 0 0 0 [ [] 0 0 0 0 0 0
Free Text 0 0 0 0 0 0 0 0 o 0 0 ] 0
Link 148 1517 246 144 326 770 a 1256 57 (1] 09 0 5134

Analysis

For:] Mar'08 | Apr'02 | May 08 | Jun'08 | Jul'08 | Aug'08 | Sep'0d | Oct'08 | Nov 08 | Dec 08 | Jan'09 | Feb'0d Total
'ﬁ“‘ 0 0 0 0 0 0 0 0 0 21 532 24 577
ame

Property of the U.S. Government  V3.1.0.5- Page 10l 5 02032009 LInX Usage Repont.  NORTHAOCS GRUMMAN

SR Wl Bl i 3 e o

The top rows (Active Users, Percent Active, and User Logins), are created dynamically,

so historical

data will appear in the report. Historical data will not appear in the report

for the Query Tool Usage and Search Field Usage sections of the report.

350




Agency Usage Report

This functionality is intended for administrators who have the authority to review agency
and user activity in the LInX system. The determination of which users will have access
to security administration functions is controlled by each individual agency.

The Agency Usage Report allows the Security Administrator to generate a usage report
showing the count of queries per hour/day for one or more agencies. The report will
show user usage information at the agency level for each specified agency.

Authorized users can access the Agency Usage Report either from the Security
Administration title page, or from the menu bar located along the left side of the screen.

When Agency Usage Report is selected, the following screen appears:

LINXADMIN @ Security Administration - Agency Usage Report
Logout
= Back to Home Start Date: End Date:
Shown By: Honthi Years Month: Yaarn
+ Query History Saarch All Agencies. o L B
SR, (Changs Selection...] [Menth =] [january =] [anuary =
+ My LInX
r System Administration

- Seturity Audik Log
 Security Azcess Log

< LInX Usage Report

- Agancy Usage Report
= s Usage Ragsn

- Daconfliction Report

¢ Site Configuration
¢ Data Administration
s Query Tools

+ Feedback

» View Reports

+ Info Center

+ N-DEx Portal

the U.S. Governmaent vl 2.0.3 mnﬂnﬁfwﬂ

ENTERING A USER USAGE REPORT QUERY

The Agency Usage Report provides the LInX Administrator with the usage report for a
selected agency. The report will display detailed usage information regarding the
number of queries made based on hour of day, day of week, and calendar month(s) for
each user in the agency.

A user with appropriate privilege on the regular site (i.e., not Admin site) can also

generate this report only for his/her own agency. Note also that the Super User Admin
can view remote users in the summary report, if that information is available.
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This report can be generated based on the following search criteria:

»  User System/Agency (from Agency Selection Menu)
»  Duration (Month, Quarter, Year)

»  Start Date (Month/Year, Quarter/Year, Year/Year)

»  End Date (Month/Year, Quarter/Year, Year/Year)

Each of these fields can be used by itself or in any combination to make queries. By
entering the search criteria in the fields on the screen, reports can be obtained by
System, Agency.

The report can be grouped by calendar month, quarter or year. The maximum columns
in the report will be limited to 12 columns to cover the number of calendar months in a
year. The months can spread over 2 years with 12 months in between. The quarters
can be 12 quarters spread over 4 years. The years can be spread over 12 years. The
defaulted date range is the last twelve months from the current month.

The report will have the following data associated with the selected System and
Agency:

e System

o Agency

e Hours of the day

e Days of the Week

« Number of queries made, broken down by the total number of increment
columns (Month/Quarter/Year)

e Average number of queries (total queries divided by total number of
increment columns (Month/Quarter/Year)

e Totals for each time increment column

o Total Average (increment totals divided by total number of increment
columns (Month/Quarter/Year)

The query page allows the user to generate this report by agency and system on a
monthly, quarterly, or yearly basis as depicted below.

The following sample report is generated for a specific agency of the Hampton system
for First Quarter 2009 to First Quarter 2010.
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[InX

Law Enforcement Information Exchange
FIRST QUARTER 2009 - FIRST QUARTER 2010 Agency: NCIS

Agency Usage Report

System : HAMPTON Agency : Naval Criminal Investigative Service

ihlumbel of Queries
For: Q1 2009 Q2 2009 Q3 2009 Q4 2009 Q12010 Average

2
100.01 ] 1 ] 1 3 1
01.02 [ [l 0 o 0 [
02.03 ] [l 0 o 0 [
0304 ] [ 0 0 0 [
04.05 [ [ ] 0 0 [}
|05.06 1 [l 0 0 0 0
06-07 44 3 8 3 19 15
07.08 72 13 27 5 64 35
08-09 78 66 3 61 144 70
09-10 219 135 43 284 920 320
10.11 668 316 39 396 1000 483
11.12 552 17 3 341 515 321
12.13 520 123 21 270 302 247
13.14 813 157 53 357 623 360
1415 566 190 130 522 427 388
15.18 453 120 96 393 474 307
16.17 539 252 58 318 342 301
1718 752 126 4 198 433 302
1819 138 24 8 58 121 23

Property of the U.S. Government V4.0.0.6 - Page 1of 2 05032011 Agency Usage Report

MNORTHROP GRUMMAN
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For: Q1 2009 Q2 2009 Q3 2009 Q4 2009 Q1 2010 Average
19-20 55 0 i 11 39 33
20.21 3 [ 2 0 14 4
21.22 9 [ 3 1 49 14
22.23 20 T 1 1 B4 18
23.24 5 0 0 6 49 12

For: Q1 2009 Q2 2009 Q3 2009 Q4 2009 Q1 2010 Average
Mon 1390 284 184 689 1009 711
Tue F49 286 73 44 928 596
Wed 1068 457 198 T30 937 679
Thu 993 505 54 534 T84 574
Fri 1004 124 82 374 1861 689
Sat 7 F i 0 152 38
Sun 24 L] il 46 61 26
Total 5363 1658 591 3226 5732 3314
Property of the U.S. Government V4.0.06 - Page 20f 2 06/03/2011 Agency Usage Report mﬂfHﬂ_‘GP_g‘!iﬂﬁ!!d{!

354




User Usage Report

This functionality is intended for administrators who have the authority to review agency
and user activity in the LInX system. The determination of which users will have access
to security administration functions is controlled by each individual agency.

The User Usage Report allows the Security Administrator to generate a report showing
the count of queries per hour/day for one or all users in a single agency. The report will
show user usage information at the user level for each matching user with a roll-up at
the end. The Security Administrator can filter the report to include/exclude information
for Enabled, Disabled, and/or Deleted user accounts.

Authorized users can access the User Usage Report either from the Security
Administration title page, or from the menu bar located along the left side of the screen.

When User Usage Report is selected, the following screen appears:

LINXADMIN @ Security Administration - User Usage Report
Logout

System: Hampton Roads Area s

« Back to Home

» Query History
» My LInX

» System Administration

» Security Administration

- Security Audit Leg
- Security Accass Lag
= LInX Usage Report

- Agency Usage Report

" User Usage Repart

Agency: Naval Criminal Investigative Service %

First Name: Middle Name:

Uszer ID:

[
Accounts to include: [¥] Enabled [¥] Disabled [¥] Deleted
Start Data: End Data:
Shown Byt Manth: Year: Month: Year:
Month v January v January b

Last Name:

- Deconfliction Report

Frint [l Export to C5V file [

» Site Configuration

» Data Administration
» Query Tools

+ Feedback

¢ View Reports

¢ Info Center

ENTERING A USER USAGE REPORT QUERY

The User Usage Report provides the LInX Administrator with the usage report by user

for a selected agency. The report will display detailed usage information regarding the
number of queries made based on hour of day, day of week, and calendar month(s) for
a specific user or all users in the agency.

This report can be generated based on the following search criteria:

»  User System (if allowed by user rights)
»  User Agency
»  User's First Name (if the report is to be filtered for a single user)
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» User's Middle Name (if the report is to be filtered for a single user)

» User's Last Name (if the report is to be filtered for a single user)

» User ID (if the access log is to be filtered for a single user)

»  User Account types to include/exclude in the report (Enabled,
Disabled, Deleted)

»  Start Date (Month/Year, Quarter/Year, Year/Year)

» End Date (Month/Year, Quarter/Year, Year/Year)

If no user is selected, all users in the selected agency are included.

Each of these fields can be used by itself or in any combination to make queries. By
entering the search criteria in the fields on the screen, reports can be obtained by
System, Agency, and User.

The report can be grouped by calendar month, quarter or year. The maximum columns
in the report will be limited to 12 columns to cover the number of calendar months in a
year. The months can spread over 2 years with 12s month in between. The quarters
can be 12 quarters spread over 4 years. The years can be spread over 12 years. The
defaulted date range is the last twelve months from the current month.

The report will have the following data associated with the selected System and

Agency:

356

User ID

First Name
Middle Name
Last Name
System

Agency

Last Login (date)
Last IP Address
Average Session Duration
Account Status
Hours of the day
Days of the Week

Number of queries made, broken down by the total number of increment
columns (Month/Quarter/Year)

Average number of queries (total queries divided by total number of
increment columns (Month/Quarter/Year)

Totals for each time increment column

Total Average (increment totals divided by total number of increment
columns (Month/Quarter/Year).



User Usage Report

The query page allows the user to generate this report by agency and system on a
monthly, quarterly, or yearly basis as depicted below.

The following sample report is generated for a specific user in the NCIS agency of the
Hampton system for First Quarter 2009 to First Quarter 2010.

User Usage Report

\LIka¢. - Law Enforcement Information Exchange
FIRST QUARTER 2009 - FIRST QUARTER 2010 Ageny: NCIS

User Id First Name Middile Name Last Name System Agency Last Login  |Last IP Address .ﬁmar?qe Account Status
ANTACTEST1 ANALYTICAL TACTICAL TEST HAMPTON NCIS 07112012 -l 200 33 Enabled
MNumber of Queries |
For: Q1 2008 Q2 2009 Q3 2009 Q4 2009 1 2010 Average

00-01 0 0 0 0 0 0

01.02 0 0 [1] 1} 0 0

02-03 L] 0 1] 0 0 0

03.04 0 0 [} 0 0 0

04.05 1] 0 0 0 0 0

05-06 0 0 0 0 0 0

06.07 0 0 0 0 0 0

07-08 0 0 ] 0 8 1

08.00 0 0 0 2 21 4

09.10 L] 0 0 42 86 25

10-11 0 2 0 (] 112 §

11-12 0 0 0 55 53 21

12.13 0 0 0 11 53 12

13.14 0 0 0 43 71 22

14.15 0 0 0 132 78 42

15.16 0 0 0 42 104 2_3

16.17 o ] a el 48 Fid

Property of the U.S. Govenment V4.2.0.2 - Page 10f2 08/03/2012 User Usage Repot ANORTHROP GRUMMAN
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For: Q12009 Q22009 Q3 2009 04 2009 a12010 Average
17-18 0 0 0 70 80 30
18.19 ] 0 0 9 22 [
19-20 0 0 0 3 11 3
2021 0 0 0 0 0 [
21.22 0 D 0 0 0 []
2223 0 0 0 0 0 []
2324 3 0 0 0 0 [
For: Q1 2009 Q2 2009 Q3 2009 04 2009 Q12010 Average
Mon ] 2 0 13 132 29
Tue 0 0 0 203 111 62
Wed [ 0 0 197 105 60
Thu 0 0 0 116 3 )
Fri 0 0 0 43 209 50
sat 0 0 0 0 147 2
Sun 0 0 0 0 12 2
Total a 2 0 572 747 264

Property of the U.S. Govemment

V4.20.2-Page2of2 08/03/2012 User Usage Report

MORTHROP GRUMMAN
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Deconfliction Report

Upon request by a user, a Security Administrator will be able to run queries to
determine whether users from other agencies are researching similar cases.

Authorized users can access the Deconfliction Report either from the Security
Administration title page, or from the menu bar located along the left side of the screen.

When Deconfliction Report is selected, the following screen appears:

The Search Date Range is defaulted to the last 3 months from the current date,
however, the date range can be modified.

Security Administrators will be provided with LInX Agency contact information for
agencies who have users that have searched on similar criteria (Security Administrators
are not able to see user information from other agencies, just the LInX agency contact
information). For example, the Security Administrator could query for all users that have
searched for "John Smith” between 09/01/2010 and 09/10/2010. This feature can be
used to enhance collaboration across agencies.
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The Data Administration menu provides the authorized user with a grouping of LInX
options for managing data feeds to remote third-party systems, exporting LInX data to
remote third-party systems, removing and unblocking removed event records, and
generating various export reports.

The three privileges grouped under the Data Administration Privilege section of a user's
account are: Export Data, Remove Record, and Report Admin. The Data Administration
privilege is subject to agency-level and system-level restrictions.

LINXADMIN
Logout

= Back to Home
+ Query History

r My LInX

@ Configure Feeds
This functicn allows you to view and edit feeds that

have already been creatad as well as add new feeds,

@ Export Data

Thas function allows you to suspend or resume your
v Site Configuration axports or perfiorm a re-load to a remote system.
®

» System Administration

+ Security Administration

Remove Event Record
This function allows you to remaove an event from the
LinX Systerm,

- Configure Feeds

- Export Data

= Exgort Summary Repadt

= Export Detail Regort
>R el it unblock Event Record

This functicn allaws you to unblack a previously

removed svent from tha LInX Systam,

- Remave Eveant Record
- Unbleck Event Resord
+ Query Tools
» Feedback
+ View Reporis
+ Info Center
» N=-DEx Fortal

y of the U5, Government

CONFIGURE FEEDS

Data Administration G}

@ Export Summary Report
This function allows you to view the export summary

repart, log view, and roll-up reports.

Export Detail Report

This function allows you to view the detail of each
export per agency.

@ Reconcile Exports
This function allows you ta view a listing of records that

should be in & remote system and to reconcile any
discrepancies.
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THIS SECTION IS INTENTIONALLY LEFT BLANK AND INTENDED TO SERVE AS
A PLACEHOLDER FOR A FUTURE RELEASE. DATA ADMINISTRATION
FUNCTIONALITY WILL BE IMPLEMENTED WHEN THE APPROPRIATE
MEMORANDA OF UNDERSTANDING HAVE BEEN SIGNED WITH
ORGANIZATIONAL ENTITIES EXTERNAL TO THE LINX SYSTEM THAT WISH TO
PARTICIPATE IN THE SHARING OF LAW ENFORCEMENT INFORMATION.

EXPORT DATA

THIS SECTION IS INTENTIONALLY LEFT BLANK AND INTENDED TO SERVE AS
A PLACEHOLDER FOR A FUTURE RELEASE. DATA ADMINISTRATION
FUNCTIONALITY WILL BE IMPLEMENTED WHEN THE APPROPRIATE
MEMORANDA OF UNDERSTANDING HAVE BEEN SIGNED WITH
ORGANIZATIONAL ENTITIES EXTERNAL TO THE LINX SYSTEM THAT WISH TO
PARTICIPATE IN THE SHARING OF LAW ENFORCEMENT INFORMATION.

REMOVE AN EVENT RECORD

LInX is designed to "mirror” data that resides in an Agency’s Records Management
System (RMS). Due to the timing of data feed updates from individual agencies, there
may be times when it is necessary to immediately remove a record from the LInX data
warehouse until the periodic data upload is completed and synchronizes LInX with the
Agency RMS.

To facilitate the process of expunging records from the LInX data warehouse, the

system allows an agency-level user with the Remove Record privilege to remove an
event record from the LInX data warehouse. When an event record is removed, the
system will block the subsequent re-ingestion of the removed event into the LInX data
warehouse.
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Removing an Event Record

To remove an event record, the user must provide the System and Agency
(selected from the pull-down menus), as well as the Incident Number and the
specific Event Type (selected from the pull-down menu).
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LINXADMIN Remove Event Record
Logout

I

= Back o Home

System: |Hampton Roads Area =]
+ Query History

» My LInX
+ System Administration LSarE N il Evant Type: I #I

+ Security Administration

Agency: |Naval Cnminal Invesbgative Service ;i

Justification: |
+ Site Configuration

= Data Administration

- Configurs Faads

- Export Data

= Export Summary Repont
= Export Detail Regort

= Reconcile Exports

- Remove Event Record

= Unblock Event Recond
+ Query Tools

+ Feedback

+ View Reports

+ Info Center

+ N-DEx Portal

Property of the U.5. Government (v4.2.0:3)

NORTHROP GRUMMAN
b T

After entering the desired information in the appropriate fields, use the Search
button to locate the event record specified.

As shown below, the LInX system will provide a listing of the event(s) meeting the

search criteria and will display the Agency, Incident Number, Event Type, and the
Event Date.

363



LInXUserManual

LINXADMIN Remove Event Record @
Logout

= Back to Hi
o System: |Hampton Roads Area =]
+ Query History
Agency: |Virginia Beach Police Department =
+ My LInX
Incident Number:  |300043 Event Type: IAITE'St 'I

+ System Administration

+ Security Administration S "“l

+ Site Configuration

Search I

w Agency | incidents | EventType |  EventDate
17111978 -

- Configure Feads @ virginis Basch Polics Dapartmant (VEPD) bt Aot

= Export Data
* Export. Summary Report
- Ewport Datail Repart

- Recongils Exoo

= Unblock Event Record

+ Query Tools
+ Feedback

+ View Reports
+ Info Center

+ N-DEx Portal

Delate New Cuery

Proparty of the U.5. Government

The Incident Number is hyperlinked. Clicking on the Incident Number |
an Event Report for the selected record in a separate window.

203 NORTHACE GRUMMAN

ink will open

After confirming that this information identifies the record to be removed, by
verifying each field, use the Delete button to mark the record for deletion or the
New Query button to clear the query values and submit new query criteria.

[Datete] [ MNew Query J

If the Delete button is selected, a pop-up Remove Event Confirmation

dialog

window will be displayed, asking for confirmation of the deletion, as shown below.

Remove Event Confirmation

Performing Delete will parmanently rémowe the selacted record
from LinX

Okl to delate?

) [
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Selecting No or Close will cancel the removal of the event record. Selecting Yes
will remove the event record from LInX and effectively "block” the event from being
re-ingested into the data warehouse until the event record is unblocked. A pop-up
message will be received confirming that the event record has been successfully
removed.

L E Evient record successfully removed.

UNBLOCK AN EVENT RECORD

The system allows an agency-level user to unblock an event record and allow the re-
ingestion of the previously blocked record into the LInX data warehouse. When an
event record has been previously removed, the system will block the re-ingestion into
the LInX data warehouse until the event record is explicitly unblocked.

To unblock an event record, the user must provide the System and Agency (selected

from the pull-down menus), as well as the Incident Number and the specific Event Type
(selected from the pull-down menu).
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LINXADMIN Unblock Event Record
Logout
= Back to Home
System: |Hampton Roads Area |
+ Query History i
Agency: |Maval Cnminal Investigative Service x|
* Hy LInX
» System Administration | [PEdent Humber: Event Type: =]
+ Security Administration SustiRatont
+ Site Configuration

= Data Administration

- Configure Feeds

- Export Data

= Export Summary Report
= Export Detail Regort

- Reconcile Exports

- Remave Evant Record
+ Query Tools

» Feedback

+ View Reports

+ Info Center

* N-DEx Portal

After entering the desired information in the appropriate fields, use the Search button to
locate the event record specified.

As shown in the sample screen below, the LInX system will provide a listing of the
event(s) meeting the search criteria and will display the Agency, Incident Number, Event
Type, and the Event Date.
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Unblock Event Record

i on Dats Warehouse % geRcy: | Virgmia Bea
Syst { Hampton Data Wareh b A i Mirg Beach P »
Incident Number §433H2 ; Event Typer | Arrest v
Agency Incident & Event Type Event Date
() Virginia Baach B0 (VEDD) 433442 Arcast DLfO7/ 201

[ Unblock 1| [ Mew Query:]

The Incident Number is hyperlinked. Clicking on the Incident Number link will open an
Event Report in a separate window for the selected record.

After confirming that this information identifies the record to be unblocked, by verifying
each field, use the Unblock button to mark the record to be added to the LInX data
warehouse or the New Query button to clear the query values and submit new query
criteria.

[Unblock] [ Mew Query ]

If the Unblock button is selected, a pop-up message will be received requesting
confirmation that the event record is to be unblocked.

tinbdock Fyvent Confirmation

Parforming Unblosk will allow this recard to ba re-sdded ta the LinX
Data Warshause through the Frant Parch process.

Ok b wmblock?
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Selecting No or Close will cancel the unblocking of the event record. Selecting Yes will
unblock the event record from LInX and allow the event record from the Agency RMS to
be re-ingested into the data warehouse during the next periodic data upload, and
synchronizes LInX with the Agency RMS.

After selecting Yes, a pop-up message will be received confirming that the event record
has been successfully unblocked.

i :1' Event record successfifly inblocked.

Lo ]

EXPORT SUMMARY REPORT

THIS SECTION IS INTENTIONALLY LEFT BLANK AND INTENDED TO SERVE AS
A PLACEHOLDER FOR A FUTURE RELEASE. DATA ADMINISTRATION
FUNCTIONALITY WILL BE IMPLEMENTED WHEN THE APPROPRIATE
MEMORANDA OF UNDERSTANDING HAVE BEEN SIGNED WITH
ORGANIZATIONAL ENTITIES EXTERNAL TO THE LINX SYSTEM THAT WISH TO
PARTICIPATE IN THE SHARING OF LAW ENFORCEMENT INFORMATION.

EXPORT DETAIL REPORT
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THIS SECTION IS INTENTIONALLY LEFT BLANK AND INTENDED TO SERVE AS
A PLACEHOLDER FOR A FUTURE RELEASE. DATA ADMINISTRATION
FUNCTIONALITY WILL BE IMPLEMENTED WHEN THE APPROPRIATE
MEMORANDA OF UNDERSTANDING HAVE BEEN SIGNED WITH
ORGANIZATIONAL ENTITIES EXTERNAL TO THE LINX SYSTEM THAT WISH TO
PARTICIPATE IN THE SHARING OF LAW ENFORCEMENT INFORMATION.

RECONCILE EXPORTS

THIS SECTION IS INTENTIONALLY LEFT BLANK AND INTENDED TO SERVE AS
A PLACEHOLDER FOR A FUTURE RELEASE. DATA ADMINISTRATION
FUNCTIONALITY WILL BE IMPLEMENTED WHEN THE APPROPRIATE
MEMORANDA OF UNDERSTANDING HAVE BEEN SIGNED WITH
ORGANIZATIONAL ENTITIES EXTERNAL TO THE LINX SYSTEM THAT WISH TO
PARTICIPATE IN THE SHARING OF LAW ENFORCEMENT INFORMATION.

Getting Assistance

Tactical and Analytical users should contact their System Administrator or Agency
Administrator when they are having problems accessing or using LInX. Only System
Administrators are authorized to contact the LInX Help Desk.
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