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NATIONAL RECONNAISSANCE OFFICE 
14675 Lee Road 

Mr. John Greenewald, Jr. 
 

  

REF: FOIA Cases F-2017-00040 

Dear Mr. Greenewald: 

Chantilly, VA 20151-1715 

23 May 2017 

This is in response to your request dated 2 January 2017 and received 
by the National Reconnaissance Office (NRO) on 3 January 2017. Pursuant to 
the Freedom of Information Act (FOIA) , you are requesting "a copy of the 
Audit of the National Reconnaissance Office Fiscal Year 2015 Financial 
Statements closed 11 / 13 / 15." 

Your request has been processed in accordance with the FOIA, 5 U.S.C. 
§ 552, as amended. A thorough search of our files and databases located 
three documents responsive to your request. One document totaling three 
pages is being released to you in full. Two documents totaling fifteen pages 
are being released to you in part. 

Material withheld from release is denied pursuant to FOIA exemptions 
(b) (1) as properly classified information under Executive Order 13526, 
Sections 1.4(c) and 1 . 4(g); and (b) (3), which is the basis for withholding 
information exempt from disclosure by statute. The relevant withholding 
statute is 10 U.S.C. § 424, which provides (except as required by the 
President or for information provided to Congress), that no provision of law 
shall be construed to require the disclosure of the organization or any 
function of the NRO; the number of persons employed by or assigned or 
detailed to the NRO; or the name or official title, occupational series, 
grade, or salary of any such person. 

You have the right to appeal this determination to the NRO Appellate 
Authority, 14675 Lee Road, Chantilly, VA 20151-1715, within 90 days of the 
above date. You may also submit an appeal electronically by completing the 
form available on the NRO's public web site at 
http://www.nro.gov/foia/Appealinput.aspx . Please include an explanation of 
the reason(s) for your appeal as part of your submission. The FOIA also 
provides that you may seek dispute resolution for any adverse determination 
through the NRO FOIA Public Liaison and/or through the Office of Government 
Information Services (OGIS) . Please refer to the OGIS public web page at 
https://ogis.archive.gov/ for additional information. 



If you have any questions, please call the Requester Service Center at 
(703) 227-9326 and reference case number F-2017-00040. 

Enclosure: 

Patricia B. Cameresi 
FOIA Public Liaison 

1. Independent Auditor's Report (RIF, 3 pgs.) 
2. Report on Internal Controls Over Financial Reporting (RIP, 12 pgs.) 
3. Report on Laws and Regulations Contract & Grant Agreement (RIP, 3 pgs.) 
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(U) INDEPENDENT AUDITOR'S REPORT 

(U) To the Director of the National Reconnaissance Office and 
the Inspector General of the National Reconnaissance Office: 

(U) Report on the Financial Statements 

(U) We have audited the accompanying financial statements of the National Reconnaissance 
Office (NRO), which comprise the balance sheet as of September 30, 2015, the related statement 
of net cost and changes in net position, and the combined statement of budgetary resources 
(hereinafter referred to as the "fmancial statements") for the year then ended, as well as the 
related notes to the fmancial statements. 

(U) Management's Responsibility for the Financial Statements 

(U) Management is responsible for the preparation and fair presentation of the fmancial 
statements in accordance with accounting principles generally accepted in the United States of 
America; this includes the design, implementation, and maintenance of internal control relevant 
to the preparation and fair presentation of financial statements that are free from material 
misstatement, whether due to fraud or error. 

(U) Auditor's Responsibility 

(U) Our responsibility is to express an opinion on the financial statements based on our audit. 
We conducted our audit in accordance with auditing standards generally accepted in the United 
States of America; the standards applicable to fmancial audits contained in Government Auditing 
Standards, issued by the Comptroller General of the United States; and Office of Management 
and Budget (OMB) Bulletin No. 15-02, Audit Requirements for Federal Financial Statements. 
Those standards require that we plan and perform the audit to obtain reasonable assurance about 
whether the financial statements are free from material misstatement. 

(U) An audit involves performing procedures to obtain audit evidence about the amounts and 
disclosures in the financial statements. The procedures selected depend on the auditor' s 
judgment, including the assessment of the risks of material misstatement of the financial 
statements, whether due to fraud or error. In making those risk assessments, the auditor 
considers internal control relevant to the entity's preparation and fair presentation of the financial 
statements in order to design audit procedures that are appropriate in the circumstances, but not 
for the purpose of expressing an opinion on the effectiveness of the entity's internal control. 
Accordingly, we express no such opinion. An audit also includes evaluating the appropriateness 
of accounting policies used and the reasonableness of significant accounting estimates made by 
management, as well as evaluating the overall presentation of the financial statements. 
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(U) We believe that the audit evidence we have obtained is sufficient and appropriate to provide 
a basis for our audit opinion. 

(U) Opinion 

(U) In our opinion, the financial statements referred to above present fairly, in all material 
respects, the financial position ofthe NRO as of September 30, 2015 and its net cost of 
operations, changes in net position, and budgetary resources for the year then ended in 
accordance with accounting principles generally accepted in the United States of America. 

(U) Other Matters 

(U) Fiscal Year 2014 Financial Statements Audited by a Predecessor Auditor 

(U) The NRO 's financial statements for fiscal year (FY) 2014 as of and for the year ended 
September 30, 2014 were audited by a predecessor auditor whose report, dated November 14, 
2014, expressed an unmodified opinion on those fmancial statements. We were not engaged to 
audit, review, or apply any procedures on the FY 2014 financial statements. Accordingly, we do 
not express an opinion or any other form of assurance on the FY 2014 financial statements as a 
whole. 

(U) Required Supplementary Information 

(U) Accounting principles generally accepted in the United States of America require that the 
Management's Discussion and Analysis, Required Supplementary Information, and Required 
Supplementary Stewardship Information (hereinafter referred to as the "required supplementary 
information") be presented to supplement the fmancial statements. Such information, although 
not a part of the financial statements, is required by OMB and the Federal Accounting Standards 
Advisory Board (F ASAB ), who consider it to be an essential part of financial reporting for 
placing the fmancial statements in an appropriate operational, economic, or historical context. 
We have applied certain limited procedures to the required supplementary information in 
accordance with auditing standards generally accepted in the United States of America, which 
consisted of inquiries of management about the methods of preparing the information and 
comparing it for consistency with management's responses to our inquiries, the financial 
statements, and other knowledge we obtained during our audits of the fmancial statements. We 
do not express an opinion or provide any assurance on the information because the limited 
procedures do not provide us with sufficient evidence to express an opinion or provide any 
assurance. 

(U) Other Information 

(U) Our audit was conducted for the purpose of forming an opinion on the fmancial statements 
taken as a whole. Other information is presented for purposes of additional analysis and is not a 
required part of the financial statements. Such information has not been subjected to the auditing 
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procedures applied in the audits of the financial statements; accordingly, we do not express an 
opinion or provide any assurance on it. 

(U) Reports on Internal Control, Compliance, and Other Matters 

(U) In accordance with Government Auditing Standards and OMB Bulletin No. 15-02, we have 
also issued reports, dated November 13, 2015, on our consideration of the NRO's internal 
control over financial reporting and on our tests of the NRO' s compliance with provisions of 
applicable laws, regulations, contracts, and grant agreements, as well as other matters for the 
year ended September 30, 2015. The purpose of those reports is to describe the scope of our 
testing of internal control over financial reporting and compliance and the results of that testing, 
and not to provide an opinion on internal control over financial reporting or on compliance and 
other matters. Those reports are an integral part of an audit performed in accordance with 
Government Auditing Standards and OMB Bulletin No. 15-02 and should be considered in 
assessing the results of our audits. 

Alexandria, Virginia 
November 13, 2015 
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(U) INDEPENDENT AUDITOR'S REPORT ON INTERNAL CONTROL OVER 
FINANCIAL REPORTING 

(U) To the Director of the National Reconnaissance Office and 
the Inspector General of the National Reconnaissance Office: 

(U) We have audited the financial statements of the National Reconnaissance Office (NRO) as of 
and for the year ended September 30,2015, and we have issued our report thereon dated 
November 13, 2015. We conducted our audit in accordance with auditing standards generally 
accepted in the United States of America; the standards applicable to financial audits contained 
in Government Auditing Standards, issued by the Comptroller General of the United States; and 
Office of Management and Budget (OMB) Bulletin No. 15-02, Audit Requirements for Federal 
Financial Statements. 

(U) Internal Control over Financial Reporting 

(U) In planning and performing our audit of the financial statements, we considered the NRO' s 
internal control over financial reporting (internal control) to determine the audit procedures that 
are appropriate in the circumstances for the purpose of expressing our opinion on the financial 
statements, but not for the purpose of expressing an opinion on the effectiveness of the NRO's 
internal control. Accordingly, we do not express an opinion on the effectiveness of the NRO's 
internal control. We limited our internal control testing to those controls necessary to achieve 
the objectives described in OMB Bulletin No. 15-02. We did not test all internal controls 
relevant to operating objectives as broadly defmed by the Federal Managers' Financial Integrity 
Act of 1982 (FMFIA), such as those controls relevant to ensuring efficient operations. 

(U) A deficiency in internal control exists when the design or operation of a control does not 
allow management or employees, in the normal course of performing their assigned functions, to 
prevent or detect and correct misstatements on a timely basis. A material weakness is a 
deficiency, or combination of deficiencies, in internal control, such that there is a reasonable 
possibility that a material misstatement of the entity's fmancial statements will not be prevented 
or detected and corrected on a timely basis. A significant deficiency is a deficiency, or 
combination of deficiencies, in internal control that is less severe than a material weakness yet 
important enough to merit attention by those charged with governance. 

(U) Our consideration of internal control was for the limited purpose described in the preceding 
paragraphs and was not designed to identify all deficiencies in internal control that might be 
material weaknesses or significant deficiencies. Given these limitations, during our audit, we did 
not identify any deficiencies in internal control that we consider to be material weaknesses. 
However, material weaknesses may exist that have not been identified. We identified certain 
deficiencies in internal control, described in the accompanying Schedule of Findings, that we 
consider to be significant deficiencies. 
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(U) We noted certain additional matters involving internal control over financial reporting that 
we will report to NRO management in a separate letter. 

(U) The NRO's Response to Findings 

(U) The NRO's response to the fmdings identified in our audit is described in a separate 
memorandum attached to this report. The NRO's response was not subjected to the auditing 
procedures applied in our audit of the financial statements; accordingly, we do not express an 
opinion on it. 

(U) Purpose of this Report 

(U) The purpose of this report is solely to describe the scope of our testing of internal control and 
the results of that testing, and not to provide an opinion on the effectiveness of the NRO's 
internal control. This report is an integral part of an audit performed in accordance with 
Government Auditing Standards and OMB Bulletin No. 15-02 in considering the entity's internal 
control. Accordingly, this communication is not suitable for any other purpose. 

k~~~a 
Alexandria, Virginia 
November 13, 2015 
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(U) Schedule of Findings 

(U) Significant Deficiencies 

I. (U) Significant Deficiency #1 - Cost Classification (Repeat Condition) 

(U) The National Reconnaissance Office's (NRO) Cost Accumulation Policy (CAP) implements 
guidance to ensure that costs are committed, obligated, incurred, and accumulated in accordance 
with federal regulations and accounting standards. To ensure compliance with the CAP, the 
NRO implemented a multi-year, agency-wide initiative to strengthen the overall control 
environment surrounding cost accumulation and the appropriate accounting classification of 
transactions associated with Property, Plant, and Equipment (PP&E). 

(U) Business Plans and Operations Finance (BPO/FIN) has a variety of maturing controls in 
place to ensure compliance with the CAP. For example, key controls, which have been in place 
for several years and continue to be refmed and improved, include the Definitized Contract Line 
Item Number (CLIN) Activity Report (DCAR) and the Contract Modification Activity Report 
(CMAR). The DCAR and the CMAR controls are designed to assess a Program Office's 
selection of expenditure types (ET) and General Ledger Account Codes (GLAC) for each CLIN 
or subCLIN. While the DCAR centers on the initial assessment to align CLINs to an ET/GLAC, 
the CMAR focuses on whether the initial CLIN to ET/GLAC alignment remains appropriate 
based on work activity changes executed through a modification to the contract. 

(U) Recently, the NRO established the CAP Compliance Officer (CAPCO) role to strengthen its 
control environment around cost classification. The CAPCO is responsible for promoting 
adherence to the NRO's CAP within Directorates and Offices (Ds and Os). The intended design 
of the CAPCO adds a preventive internal control to the beginning of the NRO's acquisition 
lifecycle to facilitate the accurate future classification of the NRO's expenditures. While the 
CAPCO role became effective in fiscal year (FY) 2013, implementation has been ongoing over 
multiple years and into the fourth quarter ofFY 2015. 

(U) Kearney & Company, P.C. (Kearney) assessed the NRO's classification of costs as either 
period expenses, which are reported as part of Gross Costs, or as capitalized expenditures, which 
are reported as part ofPP&E. While the NRO has made significant progress in its remediation 
efforts for accurate cost classification, during our testwork, we found the following conditions 
regarding the accuracy of cost classification and effectiveness of the overall internal control 
environment: 

- "(57/HL+-The NRO did not properly classify rework costs incurred as part o~ 

/ Once we identified the incorrect 
L---------------------------~3--~ 
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capitalization of costs, the NRO requested early submission of detailed cost information 
from its contractor, in advance of the November contractual due date, to perform an 
analysis of costs and determine the amount that should be removed fromL 

I f ~--~ 

- · (U) In executing substantive testing procedures over the NRO's classification of costs, 
Kearney reviewed the Active Contract List (ACL), which is the repository of all 
ET/GLAC assessments. We considered the adequacy of the NRO's assessment 
decisions, as documented in the ACL, in regard to providing adequate support to draw a 
conclusion on the ET/GLAC assessment determination. While it is apparent that the 
DCAR internal control has matured, evidenced by the thoroughness of recent ET/GLAC 
assessments documented in the ACL when compared to ET/GLAC assessments 
documented in previous years, Kearney noted several instances in our testwork where the 
assessments documented in the ACL did not contain sufficient detail to allow external 
parties to readily determine the basis on which the assessments were made. 

- (U) In addition to our tests over expenditures, Kearney reviewed controls in place around 
the NRO's monitorin and review of satellite ac uisitions. S ecificall we evaluated the 

'-----,--...,-,----,---,,.---'any a ~ustments rna e. unng our reVIew o e '----1====~--.' 
completed for the first three quarters of FY 2015, Kearney noted that thre 
contained a total of four variances between the files and the corresponding:--;q:;::u;;;;a=er""y;-;---.....l 
general ledger account balances. These variances went uncorrected by both the preparer 
and the reviewer. 

As a result, if the improper classification of rework cost had not 
L.....,.,=~=;:r;:t:un::=;n;:;g~t;c::,:e-::a:::u:idi:;"t,-;th~e-se costs would have been improperly classified on the financial 

(U) Though the NRO implemented additional accounting policies and internal controls to 
improve cost classification, the corrective actions were in process during FY 2015. Specifically, 
the NRO CAPCO implementation was ongoing, along with continued refinement of acquisition 
documentation to comply with the CAP. These ongoing initiatives directly impacted the overall 
effectiveness of the cost accumulation internal control environment and the adequacy of 
documentation included in the ACL during the year, but there still remains a risk of misstatement 
for the accuracy of cost classification for NRO expenditures related to assessments made in prior 
years. 
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(U) Recommendations: 

(U) Kearney recommends that the NRO continue to make the CAPCO process fully operational, 
to include ongoing training efforts to help CAPCOs distinguish between capital expenditures and 
expense costs. Management should monitor corrective action initiatives based on the results of 
testwork completed through the annual Office of Management and Budget (OMB) Circular A-
123, Management's Responsibility for Internal Control, assessment process. The CAPCO 
submission and quality metrics should continue to be part of the monthly Senior Assessment 
Team meetings to keep cost accumulation compliance on the forefront of all of the Program 
Offices' control environments. 

(U) Kearney recommends the following additional corrective actions to improve the overall 
control environment for cost classification: 

1. (U) As the NRO continues its refinement of the ACL ET/GLAC assessment 
documentation, a sustained focus should be placed on the level of detail included in the 
ACL to allow external parties to readily determine the basis on which assessments were 
made. The CAPCO validation forms will be helpful in this regard; however, if the 
CAPCO forms lack sufficient detail, the ACL should serve as the document of record and 
be capable of justifying the ET/GLAC assessment conclusions without additional 
support. 

2. (U) The NRO should work to improve communication between BPO/FIN and Program 
Offices to promote additional transparency of program Qperations potentially affecting 
the accuracy of the NRO's financial reporting. BPO/FIN and Program Offices should be 
more proactive in discussing current program operations and future changes that may 
require a reassessment of any currently reviewed work activities by the responsible 
CAPCO and BPO/FIN staff. 

3. (U) BPO/FIN and Program Offices should discuss whether the Contract Data 
Requirements List (CDRL) pertaining to the submission of detailed cost data from 
acquisition contractors is appropriately aligned with the timing for the NRO's financial 
reporting requirements. For example, detailed cost data, which may be formally required 
from contractors in November, does not give the NRO the ability to make detailed 
assessments of costs, should the need arise through the compilation process to prepare the 
financial statements as of September 30. 

4. U The NRO should enforce the execution of established internal controls over the 
ties as currently designed. The! ~le preparers should be more 

L.....,-,l'T"Ot~g-en-:t~t__jn preparing the documentation, as well as tracing and agJ:eeing the satellite 
acquisition costs to the general ledger accounts. Additionally, th~ lme reviewer 
should be more thorough in assessing each file rior to signing off on the 
review. Variances noted in the preparation ofth des should be researched 
and resolved prior to the fmalization of the files eac 
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II. (U) Significant Deficiency #2 - Deficiencies in System Access and Monitoring 
Controls (Repeat Condition) 

(U/ ~The purpose of access control is to limit access to computer resources (e.g., data, 
equipment, and facilities) and restrict unauthorized individuals from access to information 
systems and supporting hardware to prevent intentional and unintentional loss of resources. For 
access controls to be effective, they should be properly implemented and maintained. Inadequate 
access controls diminish the reliability of data and increase the risk of destruction or 
inappropriate disclosure of data. 

(U/'7r6uQ) Access controls can consist of many areas, such as authorization of access and 
physical security. Authorization of access is used to allow or revent actions b a s ecific 
individual based on predefmed rules. 

(U/~Physical security controls restrict physical access to sensitive fmancial system 
resources and protect them from intentional or unintentional loss or impairment. Access to 
financial systems should be limited to personnel having a legitimate need for access to perform 
their duties and should be regularly monitored by management. I I 

Security personnel require access to the data center for security and life safety concerns (e.g., 
fire, medical, security equipment malfunction/failure, water damage, electrical hazard, network 
analysis, etc.). 
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(U) Recommendations: 

(U) Kearney recommends that COM~ersonnel should: 

1. (U//~ Evaluate, strengthen, and enforcd 

2. (U//F~valuate strengthen. and enforce I 

3. (U//FOt::IQ) Contmue to coordinate wtth ~ 

4. (U/IF6YQ) Continue to evaluate! 
I 

I 

I 
I 

I 

(U/~Additionall?'-yL_, C=-o=MMJ=-=t.. _ _J:b=nd.::.....:::.C..:::.O=M=M:.:=._.c_per= so=nn=e=l-=-m=an=a=g=in=gL __ ~ould evaluate, 
strengthen, and enforc~ Jm accordance 
with NRO policies 
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III. (U) Significant Deficiency #3 - Deficiencies in the Establishment of Separation of 
Duties (Repeat Condition) 

(U) A fundamental element of internal control is the segregation of certain key duties. The basic 
principle underlying segregation of duties is that no one individual should control all key aspects 
of a transaction or event. Inadequate segregation of duties contributes to an overall weakening of 
the internal control environment and increases the risk that errors and irregularities can occur and 
remain undetected. When separation of duties cannot be achieved due to organizational 
constraints (e.g., inadequate number of staff), compensating controls, such as logging and 
monitoring, should be implemented to detect any potential malicious activity within the system. 

(U/~We identified deficiencies in I 
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(U) Recommendations: 

(U) Kearney recommends that COMe] should: 

:: I ::::~::::::: 
I 

3. (U//EQB81For instances where valid business needsJ 

(U) Additionally, COMM personnel managing L_l ---'~hould: 

l 

1. (U/OOB6) Formally documen I ~ ~------------------~ 

2. (U/tEOBe? Periodically review , ~~- ____ -~ ____ ~ ______ __j 

I I 
3. (U/~For instances where valid business needs! I 

* • * • • 
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(U) INDEPENDENT AUDITOR'S REPORT ON COMPLIANCE WITH LAWS, 
REGULATIONS, CONTRACTS, AND GRANT AGREEMENTS 

(U) To the Director of the National Reconnaissance Office and 
the Inspector General of the National Reconnaissance Office: 

(U) We have audited the financial statements of the National Reconnaissance Office (NRO) as of 
and for the year ended September 30, 2015, and we have issued our report thereon dated 
November 13, 2015. We conducted our audit in accordance with auditing standards generally 
accepted in the United States of America; the standards applicable to financial audits contained 
in Government Auditing Standards, issued by the Comptroller General of the United States; and 
Office of Management and Budget (OMB) Bulletin No. 15-02, Audit Requirements for Federal 
Financial Statements. 

(U) Compliance and Other Matters 

(U) As part of obtaining reasonable assurance about whether the NRO's financial statements are 
free from material misstatement, we performed tests of its compliance with provisions of 
applicable laws, regulations, contracts, and grant agreements, noncompliance with which could 
have a direct and material effect on the determination of financial statement amounts, as well as 
provisions referred to in Section 803(a) of the Federal Financial Management Improvement Act 
of 1996 (FFMIA). We limited our tests of compliance to these provisions and did not test 
compliance with all laws, regulations, contracts, and grant agreements applicable to the NRO. 
Providing an opinion on compliance with those provisions was not an objective of our audit; 
accordingly, we do not express such an opinion. The results of our tests, exclusive of those 
related to FFMIA, disclosed no instances of noncompliance or other matters that are required to 
be reported under Government Auditing Standards. 

(U) The results of our tests of compliance with FFMIA disclosed that the NRO's fmancial 
management systems did not comply substantially with the federal financial management 
system's requirements described in the accompanying Schedule of Findings. 

(U) The NRO's Response to Findings 

(U) The NRO's response to the findings identified in our audit is described in a separate 
memorandum attached to this report. The NRO's response was not subjected to the auditing 
procedures applied in our audit of the financial statements; accordingly, we do not express an 
opinion on it. 
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(U) The purpose of this report is solely to describe the scope of our testing of compliance and the 
results of that testing, and not to provide an opinion on the effectiveness of the entity's 
compliance. This report is an integral part of an audit performed in accordance with Government 
Auditing Standards and OMB Bulletin No. 15-02 in considering the entity's compliance. 
Accordingly, this communication is not suitable for any other purpose. 

«a.-a¥&,.() 
Alexandria, Virginia 
November 13,2015 
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(U) Schedule of Findings 

(U/~0) Noncompliance and Otber Matters 

I. (U/~ FFMIA Noncompliance (Repeat Condition) 

(U/~) Under the Federal Financial Management Improvement Act of 1996 (FFMIA), we 
are r~~~ to report whether the National Reconnaissance Office's (NRO) financial 
management systems substantially comply with federal fmancial management system 
requirements, applicable federal accounting standards, and the United States Standard General 
Ledger at the transaction level. The results of our tests of compliance with FFMIA noted certain 
instances, as described below, in which the NRO financial management systems and related 
controls did not substantially comply with certain federal fmancial management system 
requirements. 

(U) Federal Financial Management System Requirements 

(U//~'1 The NRO has not implemented and enforced systematic financial management 
con~;.;t~ure substantial compliance with FFMIA. The NRO's ability to meet federal 
fmancial management system security requirements to minimize risk was hindered by the 
following limitations in systems and processes: 

LM::-::-o--:;d-em--;-iz_a_,ti,.---o-n-,A,-c_t_o-;;;:f-=2=07"14~.___} 

1 which is required by the Federal Information Security 

1 (U) National Reconnaissance Office Fiscal Year 2015 Federal Information Security Modern ization Act (Project 
Number 2015-006 A, 22 September 2015). 
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