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Mr. John Greenwald 
 

 

Dear Mr. Greenwald: 

Serial: MDR-85685 
24 May 2018 

This responds to your request of 11 October 2016 to have one document, "Doing 
Business Smarter: A Proposal for Consolidating NSA's Analysis and Reporting of 
Foreign Spacebome Reconnaissance Dated 1994," reviewed for declassification. The 
material has been reviewed under the Mandatory Declassification Review (MDR) 
requirements of Executive Order (E.O.) 13526 and is enclosed. We have determined that 
some of the information in the material requires protection. 

Some portions deleted from the document were found to be currently and properly 
classified in accordance with E.O. 13526. The information denied meets the criteria for 
classification as set forth in Section 1.4 subparagraphs (b) and (c) and remains classified 
TOP SECRET and SECRET as provided in Section 1.2 ofE.O. 13526. In addition, 
Section 3.5 (c) ofE.O. 13526, allows for the protection afforded to information under the 
provisions of law. Therefore, the names ofNSA/CSS employees and information that 
would reveal NSA/CSS functions and activities have been protected in accordance with 
Section 6, Public Law 86-36 (50 U.S. Code 3605, formerly 50 U.S. Code 402 note). 

Since your request for declassification has been denied you are hereby advised of 
this Agency' s appeal procedures. Any person denied access to information may file an 
appeal to the NSA/CSS MDR Appeal Authority. The appeal must be postmarked no later 
than 60 calendar days after the date of the denial letter. The appeal shall be in writing 
addressed to the NSA/CSS MDR Appeal Authority (P133), National Security Agency, 
9800 Savage Road, STE 6881 , Fort George G. Meade, MD 20755-6881. The appeal 
shall reference the initial denial of access and shall contain, in sufficient detail and 
particularity, the grounds upon which the requester believes the release of information is 
required. The NSA/CSS MDR Appeal Authority will endeavor to respond to the appeal 
within 60 working days after receipt of the appeal. 
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Chief 

Declassification Services 
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Doing Business Smarter: 
A Proposal for Con olidadng NSA's Analy i and 
Reporting of Foreign 8p ceborne Reconnaissance 

I PL 86-36/50 usc 3605 1--------------- -~.I _______ ....... 

{U) A clfG¥', coltulw d1/Jnillon of ~rinliUepnct (Cl) luH prt>Hn elu•ice for tlte 

U niud St:tJt~t goHrn.nwn.t. Ot~>f'tlt Y . .Te/.fn, dir«:tcr of Optroti.oM Sfturity4lll NBA. «rlu.t• 
tAU con.{utloiuum.lorg«l;y from contptliltf "'"'"in whi£1& 1M Nrmcounterintelligenee i 
tafd, ln. ctM ••n.te. counwint~Uipnc:e " re•t:rickd to •. . . tho e o.clivit~~ aimed ot 
id.nt,jfyUtg ond Muirtdi.2in.t ... "' tl&e inttUigfnet coll«tion f/(ortt of 4ll o4Nr11.1f7. On tit 
othlr la4nd, o. broad.tr ""'' of tounterintellipnce includ.t ". . . the full l'all,ft of tdt 
tntUo&IOI"$ CJ.i,qd ot counter~ tM tff~ of on adwr•417'• in.t~Uifellft e{fDrtl. "l J•lert al•o 
d.•cribt.a how tl&e intcU:ifenet collt.nlumty, iA on effMt It> 61'~ iA. PPI Ntwetll thuc 
compding viewpoint•, deue!loptd tilt id.o of muiUdiaeiplinary counterintelliaenee: 

•• . Uw IIUt&lltinatiott <lt t1w Colp&bilitiu of all hoRile i.Dtellipnat coJJeat.ion •7•t.em~~ iu an 

lttt.pa..S, mu.tti- Ul(ll fQh.i.ol\ '-0 l'Wt C: Wid• latldl KOI't of til• holdl• illt.ll 

lhna~ to th• Unitlrd Stato and it.t MtiA:~A~JJ ill~ It alto iru:J'*- til• ~nt of tht 
vuln.tnbilit)' or apl!<dic: tarpt.li to tbM t.hru.t..' 

TIIU broadf!r •enu of COWlleriratelligencet encompo. .. in.g tlt.e full range of de(en•lue 

tlli.Uif~rt.ee disciplintt 01 w.llot Uurlr ir&UI'Gt'lion. and a.pplicoti.ou, (orMJ tM ba.si1 for tl&e 
pre••nt propotUJl. 

tszeeaJ Variou.J off~• ~red tltrougb.ora NSA'• Oprrotiona DiN!l:toroh (DDO) 
~rform o toUAlsrin.Wli~n« (Unction:, moat lttJit:Jbly in Oprro.lions Gl"f)Bp.J A. B. P. W, orad 
Z. Addili.onaU,, AI•M.1 dententl outlitk DDO, 1uch cu O~ro.lioM Groups M a.nd X, 
con.tribut• to IAe A,ency't ot~erall oountttrlntcfUlgcMI effort. By accattcl"tng NBA ·, 
tounteriltuUifenet rolet lltrougl.out diwrae organ.LlaUou, tht A1erw:y hot irnpo~ed upotl 
i.taelfo. bankn wl&icla IMnthra tlmelyo.ndcompnltensiwClonalysu an.d l"eportin.g. 

18 818' CollatJli®litm ()( tlu Agency's acaUuecl counr.I'Welligt~Ue t/forlt would 
allow (or intprf>w.mn.U in. tltt wo,y NSA ·, Cl catonur.r' in.(ornt41ion «nd oMbtil nuch are 
met. Nol only would couolida.tion imprO« dae timeli~ .. and compnlattuiotMII of 
aMI:r•U. ond nporting, but a&o o tingle Agtney CI foetzl poillt would be CO.PfJbl• of 
preuntilt6 lfiOI'cf in-deplh and iltfitht(ul anol:r•e•. A ,_.,1!,. li.IKknlsndl"f t~f tlt.e tlt.nat, iii 
turn, allow: for ~td prot«tWn. from holt&U (ortign CKUuitin and improuu tlrt. ow rail 
•tcuri.ty po•tun of P"f!•tnl «lid future m:tivititt• aero .. tA.e t!nlire spetfrum of U .S . 
pwrnment irtUrat.. Sun Tz,u, writlftl!l a.bou.t416 B.C., puinUd our 1M impo,.taMt of bot.h 
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ta: sawu •M•n , 

intellS,.~ and toun#r·ahleUiirnee, tt:pr~•ud 01 em a.wotwAU• of wlt.al GA en.~ migAt 
wJr to •noat: 

tn am abtft ••••ll• tbe • M~Tact \10111 wh.U. attbtatM Utnt I <OftiCUI ·MJ own W. f 

-eo .,... ud Jut ~ 41 ll!l. And if I ta whi1e he am.des. t llllll ~~~e nv Bctint 

JtfttJidt toattacl.• fndillnotlliL ... '111. •NtllJ mlllt not k.,... wta.r.llmetlrd '&0 p bW • 

Forithe ... Nilkotw~rel ' &Mclta( .'t41..W.Mm'*' n ta.p&\ntaft:Jp.. Ani 

w'iMIA hi Jll part~~ 4ft a ...-t. IUQJ pluu, U.O.ItlaYe CO filht. i_. any OM .,-. will bt ln .. .. 

IOJet..rmiu tbe eaemJ•• ,.._ aHJOV wiD Jmow wtW:Ii .an.., wiD ~ alll:ftMtul aDd wbkh 

will not.. 

EO 1. 4 . (c) 

PL 86 -3 6/50 USC 3605 

TM uJU&Nac. ia dhpoller Clftit ti'OCISit a. ~ .,._ thlll!lllt 

Ptnlt1.RCinc-'"QhUIO!t.JM'7innor•nct.wile1UplaMqain:styoo.:. 

'TSCJ Viewed in tlir 6road conlnt of rn.tl.llic:lUclpUtt~~ry ~rinl«lif.etlCI. SIGlNr : 
contributioM from NSA. i~tclu.u, o~JU>n§ otlifrl, tit~ ~.1ploitotio1t of iU-.gol 4gent : 
£9MnUUUcaliofu. I I 
I frau •ffortt 
~m6iM to prftfftl4 ,.,.,..._,. pi.c.tW'C of wlaat rml or poUntialcncmin of 1M UI'Uktl SIGUt 
mig#tt •eell to JrnoMJ. Aa SUA Tau pointed ovt, fo,..Juwwle~e of tJw «Mm,y'r effort. iocrmua 
one'• 01r.1n a.billty lO tullicipote tucnb crttd prottd oeUuitNt. One of NBA ·, SJGINr 

cou.llkrirtk'lUgencc cfforu, tM aploltotioll of t(gMlt ~~oc~ wit/a fordgn. IJ*'Chonu 
ret'OILtl4iU4ft.Ce t~~:tiuit)'. prouidQ ualu.oblc lllpUt to our under•ta.nding of tiN •tnJ.Ugk 
inulligtnu JOUgh.t by (onign pow~n and it of" OWtrl* d. Thl.l pa.ptr wUl f«u..a on duu 
effort. lD illu..trote and propo.ae a mmn.t 6.)' ltJcll iNt A.tJ-ttc;y m~IU htt~r ,.,.,. bolA 
int.trMl cuad ut.tma.l cUlOJMrt illlert<•ud in. lAY <Upett of foreilll in.Ull" tn« coll«Uon. 

(U) With the collapse of the Soviet. U dion. the United State! finds ittelf in the midat of 
a crisis. H vine spent almost GAy year watdtin. and preparing to fJght the only other 
oJ~istmatuperpo•er. America must 110w k to undentand a WOJ"kl full o.t n.w. pravioutly 
overlooked threats. The Soviet collapse thif\ed international afl'f,ir5 att.ntion ff m the 
relative :safet.y and comfort of a well·und tltood bipolar world. In d of the antidpated 
unipolar PtU Americana. ths Urut.ed States findt itself chal enaed on numerous fronta by 
problem previously ignored or under tood only in t.h laca•r bipolar context. The 
intelligence community, like Ute rest of Amerkan government and socieLy, must re· 
examine the nature of the evolving international tya&.em in order to ce ch an 

" 
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r ~ I 

............... 
accom""'<Oation with events. ForepinJ •uth an aeeommodatiorl condenmt the United 
State\~ to a ~eemingly endJea routbut of lurching from C'tia;te to crisis . 

...,. Alona witb the need to come to an unders\a:ndina on the cbanaiq international 
system, the ln&.Jllgence community must alto leatb to anticipate and pt t.o a mo.-. 
dynamic: intemational environment. As the nawre ot nlations between statet cbanses, 
lliO tDo will the threa\5 faced by the United Statu. To deal with theee ever-c:lumsins 
threats to national security aod nation.al i.nterests, the intelligence community hal been 
ealled. on t.o mo1re foJ~Cefully toward better ant-icipatory analyst.. National Soeul"ity 
Directive b SD) 47, acned by President Oeor e Bush on S Octobet t 990, putt the onus of 
adaptation squarely on the intelligence c:ommunity's aboulder&: 

By dw •nd of\htl990t, .... will ~·ty ............. , . Mil' duM& ftVlrGllllliflU. n.-

4)>Nmic ~~~ rt~~W.. tboqhtlw liNi ..,_.lllliltit Cl and SCM rs.wtc,y ~t41rmMtuml 

plumiq, R!IIINI'te Q!laUait&Mot,. •ad i•,m.u" · im.p&em.t~t.Jtioa. W• tu\lllt «Dirlu!QIIt'W' •WUt, 

I I 
to anudpa-. tM IICOp!l ancl pace oi cMAII.ftt _..lJlp"'" U~r•et .... t(l t Hpood wt\h t~ill 

PL 86 - 36 / 50 USC 3605 . opentioaaUa · uva6 

(I ·~88) For NSA to fully perticil)et.e in and contribute to this effort, the Hparati.on 
and div~n ol effort. within the Aaency must be rett.xamined and. where imikated. 
cijusted to .better meet the deman impo d by a dynam1c th t environment, a ne• 

internat.ioUt .order. and increasins: budptary and resource constrainta. Jn ~hort, the 
Agency must itrive to produce inteUigence in the m t elncient. and etred.lve m&nAet 
possible. I I writ.ina in Cryptoloeic Qtu~rterl,, arpe• th.e Agency will of 
~U~Ce~Uit;y undergo a paradigm mif\: an almoat tonrplete rethinking and adjustment or 
perspective to better cope with external ~lee while continuing to "rve the political 
and military needs of tlut Agency's c:uswmer base. NSA will be required to shift. it4'1 
•mphois to.ard new t.arg u while maintaining coaUnuity with tlJe old. • 

f8 1l1l9l 'l'l> meet the competina requirem.enta poted by world events and domes,tie 
considerations. NSA will Jlnd itaeJt s.triving to antidpate pollcy-maken· i.nfotmatlon 
needs and world events more than ever before. Even it' the international syatem did not 
produce a JD.yri..t ot new cballences, budptary ao.d. l'&&ource ~ty, along with &he 
pr08peel or budget. and ruource reduct.ions cont..lnuing, will forte NSA t.o become beUer at 
predicti.na the fuwre .i£ it il to maintain present levels or quality intelligence production. . 
S~sstul anticipation rat$ 01\ lln undetttandlng of the number, direction, and naLut6 of 
thrubl which may at aome point; face the United States. Knowina what informatiol'l 
exisnng or potential enenaiet are coUeetina qai.nst the U.S. if, one key indicator of the 
possible ditet&ion, timing. and scope of 'tb:te t.l. Suece~lful alltici petion, in turn. allow• for 
more eOlclent reeouru aUoc:at.ion. better prot.edion of American aetivities and interests, 
and a. chance t.o significantly reduce or eliminate lhe auae.,.ibillty to clal'l'lagin.as.urpritMI. 

t8 &II) :&.lploitation of foreign apacebotne reconnaiuance i$ one vi&al piece in the 
pua.le fa.eing American planner , allowina analyat.l and dedaion-makera a cloar 
un<letstanding oC &he strategic interesC.• of otb r t.at.es. NighU)t neW$ broadcuta durina 
th Penian GuJf War hiahJi1bted t.he value of overhead. reconnaissance both ror planning 
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and aunlti\ent purpoSH. Trenslatlng tbia activity from airborne eoUec:tioa a&Mts to · 
spaceborne ts does. no diminish its importanee; rather, it tUrther terva to \lftderROH . 
our vulmn·abllity to overhead r~wru:e. Tbete fetiOM. auuredly • .,...,.. u.ot lost on. : 
count.ri11a around the world &Midng new. more eff'acient meant of eollec:t.ina atrate1ic : 
inteUigenee in areal denied to more ter tr• 1 collection re~CNrces. 

~--~other oountrlet are att.i\'1 ly punuin(f. a atl&inina. that c:apabUity. Recent 
international events should demonstrate t.be d:ynatnit and tom tim volatile natute ot 
inte-rnational friendships, atrongly su lfltlng America cannot wi ly count on the 
guaranteed perpetual friendship or neutrality of other states which may deYelop a 
spaceborne reconnai.sA:rtce eapabi.lity in the future. 

fOUlGNsPA.CBBORN UCOM AlSS#.NC& 

(U) S~borne rftOnnai hnee. otbtn ..-:r.rt.d to at nation t t.echnieal means of 
intemseN!e coUection. tente~ a number oi funetions. The most f.tequenUr DOted f'wu:Uo.n 
iJ the monitoring of straterfe w apons syttcms u part of the arms tl' aty v rification 
process. The United States. t.he Soviet Union, and now Ruuia. have depended on 
s~borne a.-eta to tnaintain cogni~ of weapons or ma · d struct.~n and of the me ns 
\o d li er lh.oae weapon~. Such reconnai e.nee hQ formed the ba.ckbone of verifying 
treaty CO~nl)li&Da! Iince the rtnt Strateaic Arm Limitation A~ement betwnn. the u.s. 
and USSR. Without. thia eapebiUty. SALT land •ubsequent t ti 1 would have collapsed 
as meanitl,fl • u.n.£'mon:eable aareement.t.. Tbe veriflcation aspect of t.h ae ties, 
provided by the national technical· moM ol the U.S. and USSR. is arauaJ>ly the in&le 
element fi.W'anleeing the suecessful negotiation ol each subtequent tre ty. Th · ia no 
reason to ~uc:pect che i ·· pol'tance of national t.edtnieal mana of armt control complluce 
vedftcation will dimini h in the future, perticuJa.dy given the unctr · intiy raised by the 
division of the former Soviet aronal betnen Kuala. Kaukhltan, and Ukrain . lndted., 
with the breakup of the monolithic Soviet arsenal and the apparent difficuU.ie• 
encountered in multilateral eft'orts to dismantle former Soviet delivery 1YJt,em outside 
Ru5ala, both Ru.sia and the United Stat may flnd it in their int.eresta to inere 
o-ver he d arm• eont.rol monl&ori~ 

.._Beyond arm control monit.orins, apaee-borne r«<nnaauance assets provi.d a 
window th:rot.J.Jh which strategic plalulen can watch for indication& of boatilt military 
activity. The warnin1 role aft'Of'ded by theae te l• eritic l for dvaneed preparetion and 
sw:m ful· counter-me suro . Whil more conventional means of miUtaey moniw!na, aw:h 
u human intellipnee and communlc8tJons intent nee, can be largely d fated by earetul 
operational nd oommunicationtl security ct.ivit.ies, a~bo~ rtconn.aiasanee a ta are 
lou U\:ely to miu key threat i:ndkatots. The degru of lpactborn wa.ming t.teCtM wlll. 
however, depend on the techn.ica.l capahil itiea and extent ot t.hA! deployed system. 

mm• 
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~ Monitpring military and eeonomie targets, as well as moro g neral 
environment.al t.afje au~h 11 natural clitatlen~ is posaible using tever .l dist.in~t. 
spaceborne ptatConits. The most com.mon system is t.he photoneonnaiJIWltlce or imagery 
sysu,m. The Unitecl·.StatesJ .,perat.e syetems at various 
del'f'ees of technical and o_peratlori'al &d1'&1'1CtUnent. Fully operational, or nearly 
operational,lm~ttretrf'isie~• operattd by foreign states include 

.. .. .. ... .. .. ' 

near reat·time 'lmaa\na Sat.eUita (IMSATs), diffe~nt versions of' which oont.ain 
encrypted and ··.unencrypted telemetry p .ckaget; Seeond Generation High 

PL 86-36/50 USC 3605 Resolution Photpreconnait anc Satellite (HJR.ES-2); Medium Resolution 
----------~-. -. f~t.orecoa.naitU.nce Satellites (MEDRESl~ 

• ; a probitii;.:~w:,-~-dt~i\tm~~tut.Mn pho~reconn .l ance aatelUte,_l I ·- ·- ·, I ____ ...... 
• an opera:ti<~nal co~n\e~-i:magery utelUt~-ij:t\cnn.J;POT. as weU u a miUta.r, 

I I I - · --_ -I Uta- ---. ____ _ 
• a probably .. low-to.medium retoluU.oi-t· pltotoreconnaiasance salellit~: l 

und(traoing initial deploy men land ~sting b)r::J ....._ _ _. 

QIS'S) &dar ie also U1M!!d in spacoborne recoim iuance effor • Tbe USSR, and in turn 
Rus la_ have o~rat.ed a synthetic aperture ·red r satellite called J 
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r---------------------;.:-~-...... \ I I The'.'~yatems eould become 
particular& worrisome to tho United States in & future. larpf1;beaute of' the radar'• 
ability to penetrate doudl and darkness. .· ; . . 
~ A third avenue in which at least one forei 1W.te hfS ~n active in spaeebome 

reconna.i.uance has been the !U:tt an.~na. The Soriet Union~ and Ru8aia, ha\*6 0J111R11ted 
and eon&inue to opera't~ v raJ spacebome BUNT syttema, ~~~ pr' rlly ap.itl.$t. the 
United State.. Western Europe. Japan. and China. 1 

~~~---~-_.1 Oth.r RUNT systemsl..,._.: ":"':"'"~=-~---=----=----:----~ 
include an BUNT Ocean Roeonnai~S~lnte Satellite,l:JMd initially for over·th~oria:on naval 
weapons tarptina, and a Radar <lee n Reeonnaiuluu:eS.ttlilite. . . 

' O. fiUIITI&fliiW: 162 
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I lu. European Space Apncy I 
operates an earth resources satellite, the synthetic-aperture·:r dar 

· Remote Sensing Satellite (ERs..U, in orbit aine~ 1991. -_-;;.;:;..:;..;:;;;:;;;::;:;...;:~..::.~:.:;.;:...:=.;::....:.~:=;;...., 

F'Sl A primary concern forth United Stat.u, however, liea not in earth resouree 
nsinc e«ortt. but in the lo,teal expamlon of drorts into the military and economic 

arenaa. Closely tied to tht. concern is t.he willinpes of foreian •t.ew to II apaeebom 
imapry to cUBtomerl who do no\ have United Statn interests in mind. While earth 
resource Hntinc generally provides spe.Ualpound resolutions in the ten~ or m· ters, that 
imqery 11\Q well be adequate for planning ho$tile actions aa•in•t Ameriean per1110nnel or 
installations generelly &hitw.d from airborne reconnaiuance. ~ot only could unsit.i'le 
U.S. ,overnment aetivitin be compromised by even poor resolution ima1ery, but 
competitors ln t.he lnternat.lo.nal arena might gain an. advantage in t.he mark · t.place 
through analysis of American agricultural or inclust.rial potential. 1 

tl'iQ} Given the potential for fMeign spaabo.rne ima&*ty falling inlO the hand• of 
ttata or orpni~a.t.ioq hottile to the United States tbrouah uncontfolied 1 le of ima(l;ery, 
it behooves the int.-llipnc:e community t.o maintain a current awareneu not only of 
at.t.emptJ to complete i aery aalu but also of \he cv.rrent imqery operation& of foreign 

tellite eyatems. To lenore the pouibility as to shut t.he door on an excellent. indicator of 
fo.reip intelligence interest. A simple awa.ren of Am riean faeilitles or territory 
imaged by operating sytt ms s1anUieantly inere 1 the ability to detect undesired 
intelUpnce intere t, of' breechea in our own security, at. an early ttap. 
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1M 999) 'l"he need Cor vi&flance apinat Cor ian mtellipnc-e tlue ta as noted in NSO. 
47 is clear. The empbasia placed on eounterlntelligenee attivitiee reiterates tbe : 
impoTtan~ d.otiaion·maken attach \o protecting Am titan national and urity intt.t!fiKts 

from ho:tUJe hU.elUpnce npto:ltaUoo. National teduucaJ means of inteJilpnee collection. · 
including $paceh4.rn.e imagery, rad.ar, and EUN'f, become, in tum. an ar which should . 
rec:l!ivc con icterablc attention.. I 
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(8 &e8J Otut·.previoua proposal tb ereete an Apnq counterintelUpnce center wu 
~reared to boost in~llipnee production e:ffortt while torgital a clONr worldq ,..l&tkmthip 
with olher interes~ pvernment aaenc:ie . This effort failed. probably beeau.we of 

' opposition ftom B Gtpup. 25 Similar efforts to ere te an Agency c:ounterinteUJae.nee center 
may su:m t th same 'fate. regardlen oC natiomd rcquirtmonu. Rath r than 8itabU.Ih a 
new, laraer orpniaai\on likely to be ta · ted in bur ucreUc wranalinc. the Apnc:y 
mi&ht best meet the Cl'.chaUen e ahead by ettablilh&nr a Clstaft' with reapona'bili.ties to 
co.)tdina le wi.chtiJX' ild A,.ncy ei1'ort.s. 

nee • rily func:tlon with r.proMntatlon ftom Optratio Directorate ele nts pr ntly 
involYed in some aapect of ~e tarpt.. Re1ardlese of the atalra 1peeific internal 
organization. rep · n.tativ f..Om Group~ A. B. and W re critical for the staffs tucc:ess. 
FaHure to efteet.ively combine ~ tell nu and ptnpeelivu represented by A, B. and W 
would prlflvent the 8tdf' from 'ehievina the fuaion of per.apectives needed to fully 
understclfid the ehaftlln · Ct \h. at·~nvitonmenl Input. eit.hv in the form oC integreea or 
through clote daily workina telalionahips. from other DDO and non-DOO ehtmentt ia 
equally ntial to m t t.he dive~ interests and requests from customers throughout 
th. gover:nm -ot. If the countetinteHia nee ft'ort rep nted by th staff' is to truly 
demonstrate an Apnc,J eommitment te analyei& of the Coreip apaceborne reconnaissance 
threat. in its bro d tt eonwxt. adiv iWyolnm nt ia nece ry from uyptanalytie, policy 
and plau. security. and opetationa &ecU'r~t,y el men a. throulhout the Aceney. 
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• . 
~ 

. 
I At the same time. inct.aion ot data 

processing violat6s the princlplt of simplicity implicit in lM conceptual ~ truct. To 
m.int.ain a more efficient eft"ort to serv th broader n of the Apncy CJtslom.ett, whil 
preventing tM- creation or replacement of } .. t another iarp orpni&ation; a 5t.aff with the 
responsibility for anatytic: nd reporting fution it indicated. · 

12 cam By establithin& a single element capable of combining 'Dalyt.ie tl.IIIUl'l'ltmta 

and perspectives throughout ~SA. the ~ney glvn l&Mif the oppoitunity to beUer m t 

the widely ..,aried ntltciJ of both intemaJ and exUil'bal customers . . 

•I 
•I 
•I 
•I 
•I 
•I . ' . ' . ' . ' . ~ . ~ . ~ 

• I• 
• I• 
• I• 
• I• 

I• 
• I• 

I• 
I• 
I• 
I• 
I• 
I• ... 
I• 

:'nut oppott;unity. ill turn, ~: 
~~ ....... ~-n~"!""" ...... """:'--'T'""'I""--:----r-~--------~ ... 1p.ueatiP BTM to w c e:x.terna c:uttomers percei.ve NSA re.pondin& to their .. · ... 

particdlar needs. ot only could the A ency enhance cust41mu pen:eptioa:r. aDo\lt. A&ency ::: 
re-tponai venea. but al.o repot'tln,g enhancement.~ t.hroua~ ·, ter Um.eUneu would. result :: : ... 
in greater servke to national inlelUienc::e require-m n~.~ .. · .-----------------------------------;.: : 

.. . . . . . 
I Eft'eetive exploitation r ts on a bedrock of' data ace.ts ancl : : L----------' . . . 

proces ing. yet the initial ef'fort tD C:Ollf'd and understand satellite tisnalt remains :: 
r~souroe int.ensive.18

··· A st)9rdlnatiAg N ff p£9yidct r ttna'le point lor. attack on new or :: 
newly w:quked sipal,s, l _ while maintaining tb per tive : : 
needed t.o effed!vely manaae th · br d, anlicipetory ell'ort required of a Cl minion. . . . . . . 

'WJIJ Beyond incr ased cu1tomer uu.fution and improved resource aUoc:at.ion. a : : 
coordinating statT would .allow the Agency the lUJlW')' of bringins numerou anal)'ti.c : : 
assetaoth.erwis. unavaUable to bear on the targeL Customer utbU&~tlon. as one exam le : : 
would be further nhrane~ by a reportina effod cap ble of 

missJon profit 
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(8 018) Bureaucratic difficulties ca:n b-e expected. Viftually any time an 
organization aa larp and tomple:~r as NSA eek-. to udefina it. U' or its eo.mponen\ 
minions, it must fl·rlt overcome bureaucratic iMrLia. By lreat.in t ditrcultJes as 
ehaUeqes to be met, rather th.an. aa baniera to P"'I , the Apncy tan proceed with ita 
stated drive to i.ncro&M efficienc)' and pr<Jdueuvity despi&e 1rowing bud U.ry and 
retoutc:e constraints. Beyond anticipated diftkulti m deciding t.h location. aut.botit.y, 
reaponsibilitin, and subordination of a n w .t.atf, the Agency can expect a number of other 
1t.tues to ruotve. Foremost among tb may be the vatiou J vel or ccurit.y and 
comp.rtme.ntin1 pre nt in related elements of A. 8, and W Group . ncy-approved 
clearance and compartment levels ahould pate little additional problem,.bu.t the contl'Ola 
exen:iM<l by outside Agendes ara.nlinl uce must be utkipa.ted a.nd r aolved early. A 

J Since outside ag ru:ie1 eont.rol som ec:et. u, n goliaUona for 
....__-:--~~-=-~ 

granting additional clearanca Bhould be undertaken early . 

(8 tUI8l A.utomatk data proc:essina (ADP) and computer support pose additional 
challenaes requiring re:solution tor the cr atlon of a tmoothlJ funetioning t taff. 
OperaUona Groups A. B. and W presently operate a wid variety or compuLer s,-.tems, 

· some or which have to be i.ntOrporat. d for 1t by the t ta.ff. The statr• charter of 
responsibUitie., however, wiU pide th teleclion and aUoeauon or pprqpriat.e <:amputer 
and ADP systems and equipment. 

Only 'Y 
L...r_ec:_o-.&ft- ... ls ... tn-1-. • -,...aece-.--p~t..-ull""'""':· -r--""'n""'. -T:to:"""""a""'n~tiJ""'ci~pa""'. ~te~li::-::u~t;u""':::re~~th~·rea~~~ti:-::to:':"7tbL~U~n:":':ited:-::;: .. -:;S:-:t.ates~ • a.loq 

with a determination to meet: those throat. early. ettn the Agent<y m ke the moat efru:ient 
and effective u.e o! limited. rftOun:es. 

fWCt 'l'ec::hni.eal cballanp1t to the effective creation and implementation ot a st.a« 
seem. initially, somewhat dauntiniJ. The hurilles repre nt.ed. however. can be overcome 
liven •mn1 A1eru:y commitment to the work and goals of the s1aff. I 
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15 COOl The future ability of the Nat.ionaJ Security A, ncy to intere pt, analyse. and 
exploit. aigna.l1 aaociat.ed with foreip spaceborne n:co:nnaiaaance re~ts aolely on the level 
of 4esire and eommitm nr. of effort afforded that taak. Other United States government 
apnei • hav traditionally placed a close hold on U.S. spa.c,ebome reconnaissance, hinting 
at the importance attached to this type of strawaic intellipnce. Presa reporb indic:ate the 
Ceftt.ral lntellite'MO Age~y only recently withdrew its long"'ltanding objection to the 
tel•se of U.S. spaceborne i.map.ry with a spatial ground resolution gr ater than thirty­
three !Mt.. Bowing to pttilure (rom aerospace and electronica rmna se inc to compete 
apin~tforeian aovernment:e alrnd,r providina &uch data. the CIA waa forced to accept the 
eonc.luaion that the data it ught t.o wit.hhold oul ot 11 r that U.S. urU.y interests ould 
be compromised w. re alre dy a~ailable ... 

fl 118\ Further .\gel'lc:y ettoru to •~ptoit data will be determined by the 

I 
I 
I 
I , , , , , , .. .. .. .. .. .. . 

.. 

.. 
Apney'a c:ommitment. to the goalt outlined in SD-47 and related direc:tiv a. A strong :: 
de:tire to fully under•t.and potential ho8tilt in Uip.nce coUecUon threat.. by whatever : : .. 
means, •urvetta we need to riously con icier eonsolidatlrJI NSA't widely scattered · · 
countedntellipnce efforts. I 

Now 
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