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Some portions deleted from the document were found to be currently and properly 
classified in accordance with E.O. 13526. The information denied meets the criteria for 
classification as set forth in Section 1.4 subparagraphs (c) and (d) and remains classified 
TOP SECRET, SECRET and CONFIDENTIAL as provided in Section 1.2 of E.O. 
13526. The withheld information is exempt from automatic declassification in 
accordance with Section 3.3(h) (2) of the Executive Order. 

Section 3.5 (c) ofE.O. 13526, allows for the protection afforded to information 
under the provisions of law. Therefore, the names ofNSA/CSS employees and 
information that would reveal NSA/CSS functions and activities have been protected in 
accordance with Section 6, Public Law 86-36 (50 U.S. Code 3605, formerly 50 U.S. 
Code 402 note). 

Since your request for declassification has been partially denied, you are hereby 
advised of this Agency' s appeal procedures. Any person denied access to information 
may file an appeal to the NSA/CSS MDR Appeal Authority. The appeal must be 
postmarked no later than 60 calendar days after the date of the denial letter. The appeal 
shall be in writing addressed to the NSA/CSS MDR Appeal Authority (P133), National 
Security Agency, 9800 Savage Road, STE 6881 , Fort George G. Meade, MD 20755-
6881. The appeal shall reference the initial denial of access and shall contain, in 
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Beyond BOURBON- 1948: 

The Fourth Year of Allied Collaborative CO MINT 

Effort against the Soviet Union"'-i Q88)• 

'MICHAEL L. PE'rERSON 

PL 86-36 /50 USC 3605 

• • Author's note: This is the fi:fth and final in a aeries of CrypfA)IDgic Q~~Drierly artielee on the AJlied 

; ····.-:eyptologic effort against the Soviet Union early in the Cold War. The eeries began in the 

' Fllluwinter 93 laaue and has run in col\lle~:outi..,e iaeu.. A companion artic\e t.o t.bia seriea, 

I ; · .' IRemoved front NOftnal SICINT Proceduret waa publiahed in the Winter 

1 -~· 
. 

~NTRODUCTION '("';J) 
. 

W 808) BOURBON wtt;s the formally assigned covername for what was initially ~jGint 
:American-British project to. tat:get communications of the Soviet Union after World War 
;u. b . I BOURBON was essentially a 
• com:tmented project m 1945, and the c:overname was uSed extensively throughout 1946 
: before being replaced ~Y the descriptive "RuS&ian proble~" in late 1947. Therefore, 1948-I I \but the year that still represents the 

continuity of the effort begun in 1945- went beyond BOURBON. 

America and the World - 1948 (U) 

(U) Overall, prices and inflation in America r~se at record rates in 1948; by July a 
buck was worth 45¢ in[prewar dollars. Employment, production, and corporate profits also 
cUmbed to record levels. Wages rose 39 percent. But by December, employment was down 
again, and retail store~ reported lagging sales. The year 1948 ended with most businesses 
in decline and with :the economy as a whole being characterized with words like 
"unstable" and .. unee.rtain." 

(U) In other words, 1948 had its ups and downs, much like the prince in Shakespeare's 
play Hamut, the mov~e of which won the Oscar for Best Picture of 1948. Other endings 
included India's Mahatma Gandhi, who was assassinated, and Babe Ruth, who died of 
cancer. 

1 mp SE'Rn I,, 'AI , 
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(U) An ominous nonevent ended the year- the N ohel Committee decided to award no 
peace prize for 1948, which perhaps explains why quotation marks fell off the Cold War 
idiom. The two sides of that conflict which had vaguely formed in 1947 became more 
clearly drawn in 1948: East versus West; communism versus capitalism; totalitarianism 
versus democracy; Russia versus .the United States. 

(U} Specifically, the Soviets began to turn that part of Germany they controlled into a 
separate nation. First, they decreed a new economic administration for their German 
zone, then declared a separate currency. Finally, the Soviets blockaded Berlin, which the 
United States and Britain countered with an airlift of food, fuel, and other supplies. 
Meanwhile, Czechoslovakia fell to the communists, but Tito's Yugoslavia escaped Soviet 
control. 

(U) The Marshall Plan was working in Western Europe, but in Asia, luge losses were 
being taken. North Korean communists deereed a "People's Republic," and Mao Tse­
tung's communist army swept through Manchuria, taking control of the northern half of 
China. 

(U) Harry S. Truman asked Congress to reinstate the military draft in case it was 
needed to meet "Soviet threats," asserting that world peace depended solely on Russia. 
Truman also won reelection to the presidency. 

(U) Finally, Soviet spies see111ed to be coming out of the woodwork in 1948. Elizabeth 
Bentley, Vassar graduate and long-time leader of a Soviet espionage ring, blew the whistle 
on twelve top "U.S. Reds," including Whittaker Chambers, who in turn, named Alger Hiss 
and eight other spies. Their m~ssion, largely successful, included stealing America's 
atomic secrets. 

Direct CIA AcclW to "Raw Tra;wation8' ~ 
I 
I 

(2 9 Sit The protection of A~riea's atomic secrets was a counterintelligence concern, 
mostly for the Federal Bureau Of Investigation (FBI). In contrast, uncovering Soviet 

I 

atomic secrets should have been the main concern of most of America's intelligence 
I 

community. The United States €ommunieation Intelligence Board (USCIB), the COMINT 
member of that community, hoWever, seem~ more occupied working community-wide 
COltUNT policy and organizational issues. This effort included fiddling with the COMINT 

processing business. In April, for example, USCIB gave the Central Intelligence Agency 
(CIA) (and other consumers) gr~ater access to COMINT activities, authorizing them to 
receive raw translations and oth~r unfinished products considered by them "necessary for 
the fulfillment of their mission oflproducing finished intelligence. "1 Furthermore, COMINT 
consumer organizations were also alJowed to place indoctrinated representatives within 
CO MINT producing sections. z 

:(li OOIJ R.H. Hillenkoetter, Rear Admin~.l, U.S. Navy, and Director of Central 
Intelligence (DCI), approached the Army Security Agency (ASA) early in 1948 requesting 

I 

additional COMINT, particularly raw translations" I I 

TIP lllllliT YMirt t 2 EO 3 . 3 (h) ( 2 ) 
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Unrestricted access to the C01tflNT "activities," i.e., agencies, was required, according to 
Hillenko~t~r. because it was of "fundamental importance" for CIA to "not only have 
working a~cess both to the material and activities to determine the existence of positiue 
intelligence, b~t also that [ClA] be aware of gaps in COMINT coverage to shift greater 
emphasis to'other sources when required."3 

o I . 

Mi 0 88). Hil~nkoetter had worked out acceptable arrangements With both ASA and 
the Communication Support Annex, Washington (CSAW), where the U.S. Navy's 
cryptologic: orgeruzation was located, but the Army wanted USCIB to "take official notice 
of the solution.~. Con~uently, the issue was on the agenda for a USCIB meeting held in 
April. A discuss~on of te~inology started off the issue, with U.S. Army colonel Harold G. 
Hayes, chief, ASA, prefe.t:ring the term "raw translations" over CIA's choice: c=J 

'I I • I According to the 
mmutes of the m~r.:ting, Lievtenant General S.J . Chamberlin, Director of Intelligence, 
General Staff, U.S. 'Army, sup;<>rted the position of Colonel Harold G. Hayes: 

I I 

The term l ~eana' '\0 Colonel Hayes a large volume of material muclt of wbieh ia 

ultima~ly acreened out and benc'e,never reaches the stage ofheing translated and written up 1111 

COMINT information. He outlined
1
il1Witrative steps in the proceaaing at ASA 8od commented 

that he bad been infonned that somoetimee 88 little 88 20 percent of the original volume of 

in~rcep~d ma~rial is finally procea~; He said he would have no objec:tiona to supplying the CIA 

with any specific melllllgea in 'raw' form; for \Jie in verifying particular tranalationa, but that ihe 

wholesale delivery of a great mass of e~e CO MINT material to tbe CIA by ABA would be 

mutually inefficient and merely a dieorgani~ approach to a problem that could be handled much 

more aatiaf'actorily by tha Army's furnishing tianalations to the CIA. He said he believe& the CIA 

really wan~d 'raw Janalationa' and that J lwaa a mi81lomer.4 

(!I 86tiij Although all USCIB members agreed with the change of terminology, it was 
clear from the minutes that Chamberlin was still not happy with CIA's increased access to 
ASA's material .· He launched into a detailed lecture on the importance of protecting the 
security of COMINT, expressing his concern that "too many people are receiving such 
information." Hillenk6etter replied that he agreed, but that .. a companion problem dealt 
with the imperative necessary for the CIA to get all available intelligence from all sources, 
in order to discharge itslstatutory responsibilities." Chamberlin said he would "personally 
assume the responsibility to insure that CIA received from the ID [Intelligence Division] 
all products of the Ar,my CI [communications intelligence] system which would be 
valuable to the CIA in Performance of its mission." Hillenkoetter continued the sparring 

. by observing "that no one could ask for a firmer guarantee than the one given by General 
I 

Chamberlin." At this point Thomas B. Inglis, Rear Admiral, U.S. Navy and commander, 
Office of Naval Intelligence (OND, took up the cudgel, commenting that "even so, the 
existence of such a guarantee would not in practice act to protect the person guaranteed, 
because such a guarantee would not. be accepted by superiors as a valid excuse for failure _ 
to discharge one's re~nsibilities. '" At this point, the State Department representative, 
Mr. Park Armstrong, said he assumed that these procedures applied as well to State. All 
. . I . . . . 

3 TOP SSS?Iil "F lilt% 
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members agreed.& While this policy applied to all COMJNT, it was clearly directed at, and 
had its largest impact on, Soviet COMINT. 

&rly u.s. Centralization B.ffora (UJ 

(B 9118) Surprisingly, Soviet cryptographic practices played a role in influencing the 
U.S. government's early efforts to centralize the processing of CO MINT. In October 1948, a 
new Service Cryptologic Agency (SCA- later Service Crypt.ologic Element, SCE) , t_he 
United States Air Force Security Service (USAFSS), was established, joining the e:risting · 
"dynamic duo,. of ASA and CSAW. From a Department of Defense perspective, a new 
agency meant not only three SCAs to deal with, but added costs. Perhaps it would be less 
expensive, the thinking went, to create a unified or joint agency. Some U.S. policymakers 
theorized that a centralized cryptanalytic attack on centrally controlled Soviet 
cryptosystems might make more sense than the existing and expensive "coordinated but 
separate" attacks being mounted ~t the time by the Army and Navy, with the Air Foree in 
the eryptologic wings. 8 

... This kind of thinking w~ behind the establishment of the so-called Stone Board 
(named after Admiral Earl E. Stone, its chairman), which met as directed by the secretary 
of defense, James V. Forrestal, initially on _25 August 1948, publishing its report in 
December 1948. This led ultimately to the creation in 1949 of the Armed Forces Security 
Agency (AFSA), the immediate predecessor to the National Security Agency.7 

(8 911) USCIB continued iri 1948 to oversee the day-to-day operations of the SCAs 
through the mechanism of the Coordinator of Joint Operations (CJO), the closest U.S. 
position to a director, NSA, that existed before 1952. The chiefs of ASA and CSA W took 
turns each year wearing the second hat as CJO, attempting with limited success to 
coordinate the separate COMINT oJ)erations of eaeh SCA. 

SlCINT Bnvil'onment (U) 

(2 099) As in the three pr~vious years, Soviet· communications of cryptanalytic 
interest in 1948 were primarily th~se found on telegraph lines~ lmd HF 
radios (3-30 MHz). But change !was in the airwaves. Target comm11nication modes 
remained mostly manual Morse a~d radioprinter. Some radiotelephone t~affic was found, 
primarily in the HF range, but V~F (30-300 MHz) communications were ~lao intercepted. 

(0 0'111) A significantly more important exception to the general.Pidure was the ever­
increasing volume of "commercial" unenciphered or "plain lan-guage" 'telegrams 

' . .. . 
. ! • ~-------------------, 1 ,. 

! EO 3 . 3 (h ) ( 2 ) 
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ex.changed by Soviet industrial ministries, research and development (R&D) centers and 
institutes, and plants and factories. Finally, electronic intelligence <EIJNTJ, mostly radars, 
continued to be dealt with apart from COMINT by the military services. The USAF's ferret 
program of aerial reconnaissance, which focused heavily on ELINT, began, however, to 

-----------show an ever-increasing degree of collaboration with the SCAs' fixed station COMINT 
EO 3 . 3(h ) (2 ) 

PL 86 - 36/50 USC 3605 
operations. 

k . 

·.~R._~NHighJights of JIHS (UJ . ""'".. .. .. . . ,. "' .. 

·.. ·~: lltipl) tiighli(ht.s in Allied collaboration included a joint technical conference held 
il\ LOrrclo& in,July 1948;largely to endorse an enhanced Anglo-American effort against 
sOviet.i)Jain- language traffic:· There was also continued BOURBON collaboration with 

. . . . . . ' 

18 CCOJ '1:iurnari T,esourees continued to be added in abupdanee to the Soviet problem 
in 1~. no m&l;t&r; how ,one cXtUE).ted. The number of Americans and British subjects 
dedi~ted to BO\ffi.B()N rose 6' pereen\ in a year's time. Moreover, in the United States, one 
third ·4f all SIGINTer~ ~Qrked th.e Soviet:pr;oblem (leaving 67 percent working on the rest of 
the world), with the 'perb«:ntage '«rowing bec{luse BOURBON got two thirds of all new hires 
in 1948. . •• .. '. ''' 

\ ~ .. ' ... 

(li SIIJII The two-Uurd~ '(raetion' aJU~Iied al~ to, the ratio of available u.s. intercept 
position~ tasked against th, SOviet U niori; positions that were growing in number in field 
stations ehat were increasbig. bo.t'b.in number. and geogr~}ih~c coverage. As a result, U.S. 
c:ollection'ofSoviet targets ro~ duripg 1948 fr~ roughlyl lnessages per month to -
about I for course, the gr~tisn, ,with their m~ch larger, more widespread collection 
capability, still copied most of the ~viet.traffic . 

._ Mr. Herbe~t Conley, who i;~d ~~on the staff Gf the Senior U.S. Liaison Officer 
(SUSLO), London, in 1947, and was b'y late \948 an ASA supervisor involved in analysis 
and reporting of Soviet targets, assess~, in ~ember the sti-i~es made in collection and 
forwarding. First, h~ reported on recent mtercept.improvements: ·, 

) . . ' . 

Continued attempts to build up intercept stc~llgth~ ltad made it pois;,ble by the summer 

oll948 to begin interceptofRWIIIianoperationat't~ low-level Military and MilitB!l Air circuits in 

tbia area. The iAtercept and analyai.a of sw:h linlt:s h)tr been increa.aed dwing the paSt few months, 

with emphasis ~ing accelerated as tha Russians ha~•. reduced transmission~~ ~-~-~-=-­
Operational air linka employing radio·telephone tra~missiona bave not been intercepted 

regularly, but co~er of Morse links is e:r.tensive.1 
'• 

(I lililliiJ Then, Conley pointed out how forwarding. to ASA of selected intercept had 
been made more timely by year's end: ' 

At. the present date, Army Security Agency, Washington, ill reeeiving daily by tele\ypt all air 

defenae and oper~tiollal air traffic intercepted at U.S. lltationel ~ad at Britiah atationa 

5 MDUS?iZ''fliMt 
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. ~ 

in the U.K. Information on tlightaofRWIIIian planes in EI.U'ope ia available in Wuhlngton wit!)~ a 
, I; : 

few hours afttr the flight hu been scheduled. 9 
, • ',! l , I,.- : 

L-___ .. J Speculation about the reasons ranged fro~ normal, ,(Jev~~pment 1;n SOviet 
cryptographic security (the early thinking) to later leanings stro•\ly to'w.ilrd espionage. 

~ ' ~ . ' 

•I ,' . ... 
Conley, in his December 1948 ASA-based assessment, piqked outl: 

' ., 
'I 

. . . . . . . . . . . . . '1 
'! 

't 
'$ •• 

. 
I : . 

"s-" ' .# :' 

'S , ' ,' ,' •'---"""'!'~ .. 
~ .. • ·JB~w~ 

only backlogs to clean up, U.S. cryptanalytic rf(sources drwped 5 percent by ~e end of the 
Year · ,,'s , , , •: . 

o It t I I f 

l.t ~ t I I f 

_, Traffic analysis of Sovia"t co~.lii~nications ,i~acp~d maturity. A¢~in,· Conley, 
speaking only for ASA, said it well: ./ : : : 

't t I t ... ... .. ' ... .. . ... ... ... ... ... ... ... ... ... 
'",I 

. . .. . . 

- Traffic analy~ against the Soviet' ta,;get was so well develop~cl that when a 
,:/ : ' j 

(i CQil) ~Viet plain-language processing in 1948 rose like a phoenix hut of the ashes 
··' I The m"N~r 1947 problem of a shortfall in ~ussian linguists 

was on the'r08.d to being rectified in'1948. The Russian language work:ferce in ASA and 
., ·I . . • 

CSAW.Jncreased 131 percent, overtaking the number oftraffic analysts,"and falling only 
I .' ~ople s~ort of the ~t·~tanalytic work force . Two[--::1plain-language 

tnes.1ages were reviewed during. the year, and ASA atone publish~ports (more than 
I ~very working day) baf\ed on plain-language material. Limit~d statistics were 

available for CSA W, but its linguists in March 1948 scanned overl flain-language 
m~~sages and translatedr::Jfthem.14 

. 
I 

I 
i8F !Uftlfl!fUIU 

.. 
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(8 118) GCHQ also quickly recognized the potential significance of Soviet plain 
language material, pointing out in its April proposal for an expanded BRUSA (British~ 
U.S.A.) exchange that the British \ f 

(0 888). Allied·cryptologists published thousands of COMINT reports in·I948. These 
: reports mix.ed technical items such as lists I ]with 
· intelligence information bulletins in the .same ·serialization systems, making fittle 
: distinction between them exoept for"Ii~iting some technical reports to producer agencies, 
: presullVlbly on tfi.e b~~i~ of customer interest. The consumer agency seemed to be able to 

,...---------....;·get. ~Ii the technical details it wanted. More important contemporary distinctions were 
EO 3 · 3 ( h l ( 2 l made between the processing sources, i.e ..• cryptanalysis, traffic analysis, or plain 
PL 86 - 36/50 USC 3605 l L----------.....,. anguage. 

~ .............. "' 

··:. -:C9pley:,.t~ his December memorandum, also addressed how timely ASA 
rel)erting on s0vi6tr a~~al'E lhovem.eol!s. was becoming: · 

--·,"' "'~ .:- ... .. ...... .: 
', ·~aterial from I · · · . . ~laln tert.Q~e_aaages is integrated both at 

·~s": Europe and at ASA Wuhington 80 that compoaj~ information) lim 

•~ttilA\lle to intelligence coi18Wnei'a within a minimum ofti~e." ASA ~urope ill presently iasuinc to 

UsArE,• ~rough SSO channela, current information on I . I 
I · I 

DEVELOPMENTS IN ALLIED COLLABORATION (U) 
. •• I 

' I 

U.S.- Britilh LlfiUon (U) 
'·I .. 

II @08) SUSLO;,London, had long wrestled with the problem of sl:lipping copies of 
British-intercepted Soviet traffic back to Washington, having had to depend for the mos~ 
part on British transporta,tion assets since BOURBON was implemented.18 Therefore, it was 
with great pride, d~lared'a mejor USCIB accomplishment, when in January 1948, there 
was finally establis}:led a u:f?.-controlled air courier service for the transportation of raw 
traffic from London to Washirlgton. On 20 January 1948, the first batch of raw traffic was 
delivered at the A~rican em~assy, London, by SUSLO for shipment to the United 

States. l7 I \ . . 
(f 208) There "!9'88 no doubt thf\t cryptologic liaison between America and the British 

in 1948 wasrequire4. U.S. Navy captain Joseph N. Wenger, chief of the Navy's cryptologic 
organization, weari~g his CJO hat, eopfirmed in february in a statement of collection 
requirements that t~e collaboration wiUl.GCHQ remained highly desirable. He then cited 
as justification for · the continued colla~oration the fact that the British and their 

(f Oil~ Liaisob chBnnels were used, for example, for t.he expression of American· 
concerns over BritJh intercept tasking. In May 1948, GCHQ was informed through 

7 liP IIIAif .F:IIR:: 
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(Q 8fiJ9) The centerpiece for American and British eryptologic liaison in 19js was the 
second BRUSA Technical Conference, held from 15 to 26 July. The first co~re.ocie had 
been ' convened in the spring of 1946, shortly at\er the BRUSA Agreemen(\vas signed. 

· GCHQ called Cor the second conference tO review and make changes to ~he appepdiees 
produced during the i1.rst conference. ASA was eager for a eonferepoe to plft,n for 
"emergency relocation of its stations in Europe." CSAW, on the other .ttand, "jielded 
reluctantly to the urgings of the CJO,n Colonel Hayes, who had replaced Captain Wenger 
as CJO in April1948. 20 The conference agenda was to be restrieted to fxve general :topics: 
security and processing; intercept; communications; trafl'ic analysis; a~~tandardi$tion. · 

4& 818) One topic, however, got very speeitlc as applied to the ~tfet problemi Plain 
language loomed large for cryptologic managers responsible for;.• the Soviet :target. 
Consequently, Appendix B of the BRUSA Agreement was revised 6o that the secu~ty and 
dissemination regulations now also applied to Soviet radiotelwltbne, I I 
intelligence, and· the grading of plaintext messages. Furtnermo.te~ new Appendix K was 
formulated to embody ·the results of a complete survey of the Soviet plain text and radio­
telephone targets.'1 There was considerable correspondence ~tW~en GCHQ and America 
concerning the exchange of Russian plain language traffic' m:'1948 (about which more 
Jater). During preparations Cor the London Conference, U.s: APiny lieutenant Fred Bright 
emphasized to Washington that he as a liaison officer ne~e4::to understand clearly what 
was happening in the field of Russian plain-language processing. 22 

. . .. 
(Iii fiJ88) Although American cryptanalyst& had' werked together with British 

cryptanalyst& in GCHQ spaces since 1945, in Decem~t 1~8 the first formally integrated 
"working party,. was formed at GCHQ, when three ..lmet1cans arrived in London to join 
the Meteorological Party. It integrated U.S. and GCHQ'experta in cryptanalysis, traffic 
a11alysis and reporting as an element in one of GtH'i.S departments, controlled by the 
director, GCHQ. The MET PartyJ as it was callea, rrtJnimized duplication of effort, and 
increased the identification of1 · .. l"the understanding of 
what they were transmitting, and'l 1 Combined pa~ties 
dealing with traffic analysis, cryptomacnmes, and tl}telllgence followed. 23 

YIP IIIRIJ 111Miftllt 8 
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. 

0 I 

--. . . -
I • 

(I II it ' ·Jn early 1948, British intelligence authorities proposed collaboration with 
the United States in electronic intelligence <EUNT>, or ·as it was then called, electronic 
reconnaissance.'-In the U.K., ELlNT was "supervised" by the COMINT Board of the LSIB. In 

o I 

Ameri~. however, the military services controlled ELINT, with USCIB playing no part. 
Neverth~less, Capt&fn Wenger, in his last month as the USCIB's CJO, was the recipient of 
the British request for collaboration in ELINT. Wenger called a meeting of all service 
representatives to address the issue. Ultimately, the director of Intelligence, USAF, . . 
proposed•that the commanding general, USAF Europe, and the U.S. commander in chief, 
Mediterr~nean Fleet, be ~!lowed a "limited a~d controlled exchange of raw information 
(not analysis) with the British . . .. " Also recommended was that the overall joint 
supervisiOn of the e.xchange :'be vested in the Joint Chiefs of Staff. "28 Presumably, these 
recommen~ations were agreed. to, and for the time being, USCIB evidently played no 
furtherpa~tin U.S. ELINT. • . ' . 

(0 O&iil The good news for futUr-e writers and readers of cryptologic history was found 
in a JLG announcement of 15 Oc~qer that the secret title London Signal Intelligence 
Centre (LSIC) would be abolished on !'November 1948, with instructions that only GCHQ 
should be u~ for all purposes thereatt;.;r, a . 
Continuatictn of u.s.-t._ _________ __. 

(6 IIi) I 

(i oootl 
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ainiater reflediona, they could not fail to observe that the partnership r .. embl~e~lityofthe 
• SL .( , , # •, I 

bee£-ancl-rebbite"*-oneateert.oonerabbll ,;.J. , •• :• , 
,;,/, ; #I ~ f I 

· fi 01!18'1 USCIB was also concerned with the increasechiS'ks t.pCOMll'lt'II'seetirity that 
,-,, ' ' 

went along with widening the knowledge base about co~t aetiriues generally, ~nd "was 
disturbed by implications of the I . ; ; : · , ' · ,"lhat tht'{re was a 
weakness somewhere in the existing chain o~ CO MINT se.eUrity, "'32 No ·agreement was 
reached but negotiations would continue; .~eiHfalletter,-tietwe.enl · · lnd Washington 
were exchanged throughout the fall llnitMnter of 19,4~, slowly narrqwlng the differences 
between the two parties. , . • , . . . , ' : .' : 

#' , , , , ' , 

~· 008) Meanwhile, woriuz;g ievelliaisot)'COntinued. By 1948, USN lieutentnt Max 
I I f I 

Gunn of CSA W wa s a s cial e' resentative to coor;tli~te technical ~atters 
between Washrpn anl the rtaining.'to the establishment and 
construction I){ adio mtercept stat1ons. · ' . . 

T sr·o) USCIB kept GCHQ informed a~ \o the natur~· o(materials bel-i_n~.;......;, 
~~-..1- For example, USCIB provided GC«Q with a list o( m&.terials sent n • 

28 January which included, among other tliings, 

(I 99'10 The U.Ut.ed State~ Com~unicatio~ Intelligence Coordinating Committee 
(USCICC), composed of senior cl-yptologic officfals and subordinate to USCIB,· had been · 
disinclined to satisfy the British request w'ithout further exDlanation eoncetninsr. 

(£ SOUl But Washington eventually acceded to London's wishes, permitting 

whenever Britain considered such materia necessary L-------------------

TiP EEiAiif WUIR:P: 10 
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BEYOND BOURBON 

(8 0011) As it would not be too much of an exaggeration to state metaphorically that 
in 1947 Americans were thrown at the Soviet problem, thus it is fair to add figuratively . 
that in 1948 AmericanS were poured into the Soviet problem. ASA cryptologic processing 
manpower (i.e., not counting collection personnel) dedicated to the Soviet target grew by 
48 percent in 1948. COunterpart Navy personnel increased a whopping 78 percent,for an 
overall American rise 1of 59 percent in 1948. This rate of increase was double the 1947 
rate. I 

j 
~ 9011) Available statistics for the total oi ASA and. CSAW personnel (i.e ., including 

personnel working no
1
n-Soviet targets) show that personnel dedicated to the Soviet 
I 

problem accounted for 27 percent in 1947, and 34 percent in 1948, orthe total population at 
the two Washington COMiNT centers. As the following chart shows, too, two thirds of all 
the new hires in 1948 Jere apparently assigned to the Soviet problem: 

I 
I 

Deeember 1947 

Deeember 1948 

: ASA Soviet CSA W Soviet Total Soviet Total ASA/CSA W Population 

434 

6 

241 

429 
675 

1,073 

2,1)31 

3,124~ 

(2 999) A careful review of the statistics will show that, while there were 1,073 
Americans assigned to.the Soviet problem in December 1948, only 657 were cryptanalyst&, 

11 'IF IIIRIT liiiSIIIlft 
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traffic analysts or language analysts. It turns out that the other 428 people were in 
support functions such aS administration, traffic preprocessing, maintenance, and clerical. 
Another 171 (or 40 percent) were in the training pipeline, a tail that did not appear 
identiitable in the monthly statistics until February 1948.64 

· 

fji Ofl~ The British, with still fewer people to throw at (or pour into) the Soviet 
problem than the Americans, nonetheless increased their ante, too. The substantial 
growth rate of 59 percent in American cryptologic processing personnel was combined with 
a more impressive Der~~nt rise in British cryptologists dedicated to processing the 
Soviet target. This gave an Angl~Amed!=~n annual increase of 62 percent, doubling the 

· previous year's rate and continuing the amazing growth_{!fl the face of general reduetion of 
defense forces of both countries), as the following chart shows:· · · · .. . . . . . .. 

EO 3 . 3 (h) ( 2 ) 
U.S. U.K. Total PL 86 -3 6/50 USC 3605 

December 1947 675 I I· ........... · · .. :.:-:;• 
December 1948 . 1,073 • • . ..... •· •• •• : 

MJIJ A breakdown of these statistics mto the number of cryptan~:·~raffi~ a~tists, 
and linguists will be presented 'rhen the contributions \lY :~se. indivicj.u~l s~flls::Sre 
addressed. · · · • ' · ·· 

COLLECTION (U) 

.. .,., : .... 
.. : .... . . .. . 

(6 QQiij By ~P.ril ~~~;the ; United States had thir~y--six Army and Navy r~Id 
sts.tions, located 'bc!th 'stateside '-nd overseas. Brita~n ~ operatedl land ~~e 

I .. · · ~ss than a year later, in January 1.949, because of various closin~ 
ope~nga 11! stations, the number of British opera~ sites had dropped by one to~ 
.,, The U.S. number was thirty-five- incluqmg one USAF site (USA-45) for "ferre('' 
"'fliihts. Concerning ferret flights in 1948, a "!ftripped down" USAF B-29 ferret reportedly 
overflew Soviet "Siberia" on an ~lmost t-.yenty-hour-long reconnaissance mission from 
Alaska to Japan on 5 August; on j 8 Au,Ust, the same aircraft reversed the flight path; 
returning to Alaska. These two mi~i9fls were repeated on 1 and 6 September."' : 

I ·· 
-r· 

TtUidng 6nd Collection Rm:,ei~ ((]) 

(I 9901 A glimpse of-U.S. in¥rcept tasking for 1-15 October 1948 shows that of 824 : 
documented U.S. collec:~ion positio~s, 548 (or 67 percent) were tasked against Soviet Morse · 
and radioprinter t&fliets. The sa~e picture revealed that eight of 
intercept positio?s' were so tasked, with 
I I levied on remaining positions . .w 

(IJ 989) To show once again how statistics can be misleading, however, apparently 
not all of those tasked positions w~re manned. More elaborate statistics for January 1949 

12 
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indicated that of874 U.S. inten:ept terminals installed, only 372 were manned. Accepting 
the manned figure as a more accurate reflection of reality, extrapolation would suggest 
that of the 648 terminals 14sked against the Soviet Uruon, only about 233 were 111411Md. $0 

This number (233) compares favorably with the 196 manned terminals tasked against the 
Soviet Union in 1947.51 As in 1947, probably about one third of the more widespread 
British intercept terminals, which numberedOin 1947, were tasked against Soviet 
targets in 1948.52 

• • • 

fM tl8) Soviet. collection statistics vary widely 1n 1948, depending on the source. 
Rowlett reported an average of almostl I messages 'Per month being intercepted by 
U.S. stations during 1947.55 Another study repo_rted an OC~ber 1949 total ofl I 
Soviet messages .~ Therefore, by extrapolating' thQse 1941·,nd 1949 figures, U :~. 
collection apparently averaged betweenl IP.essagtt~ a month, includin~ 
plaintext traffic in 1948. This range of numbers appeus, c6ft$iSteQt with the given· 

statistics for the number of 'lain-language messages sca~~edw. ~~-~.~h in 1948 of \ 
betweenl _see WrNGUAGSPROCESSINC..section). _ ...... ·: • 

EO 3 . 3 ( h} ( 2} 

Intrcept T ermined Gnd Field Station &lppor"t Dicry (U) PL 86 - 36/50 

. . .. , 
a' Cil) In February 1948, Captain Wenger, in his last month as cioJorwarded to 

USCIB a statement of intercept terminal requirements which pres~ed';~n excellent 
picture of the state of development of collection, including agajnst t.h~' Sovtei target. For 
example, it had been determined that an average of six persdns wss ~eqwre(Cto staff each 
terminal, including intercept, maintenance, and comtmi~icatjov.f suppq~t: Additional 
radioprinter intercept terminals were deemed "ess.eritial." ~o.reover, all' ~.M-se intercept 
terminals needed to be retrofitted with frequenct sh.ift COJ}Ter.!ers to allow f)>~ radioprinter 
collection as well as Morse intercept. The.sta'tement ~tla~cl'that, curre,ntl~~ 

.._-~-~~~~~~_, wer~. required to ptov_ide adequate cdve~age, assuming 
continued. British con:abor~tion; the req~J:il'ed . .number was Qi~bout British 
assistance. 56 : , • ' • • • • : • , . 

(idt98) Washingtb~ informed Londoo.in March that a newly opened! intercept station 
on Okinawa wou,ld-inctude Soviet militl1~y eoohmunications in its tasking.~ One of ASA's 
analytic brai)dies urged~ its superior~ in ~pril to downgrade the classifie4Ltion of Soviet 

from Top Secret 
Codewt>rd to Secret Codeword, 11rguing that "it is essential that the 

· c::::Jbe available to the jntercept: ·station, in order that accurate 
identification can be made by the ,t.S.tion. "51 ...,. _____ _, 

-
(9 ttl) The U.S,·ll~d deP,e~ded primarily on·the British ior intercep~ cover of' Soviet 

targets inf J In fact, the new CJO, Colonel Hayes, estima~d in 1948 that 
6~ 70 percent of all SOviet.taw traffic still came from British sources. 58 By July, however, 
ASA was acquiring its oWn collection capabilities, withl I I All sites wL.e_r_e_u_n_,d ... e-rm_a_n-ne-d ... ,"'b_u.,.t_o_pe""r_a.,.t-ors ........ 

13 182 I ill IT UlliU . 
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.......... ::: ::·_.·_::·::·;;-;-_,:--.,:-;:? :. . 
were being trai~~~ !1!.1 rapidly ag possibi~ . .- i'~e I· · · · . 

1 
; :~~;; ~uthori.~ a total of 

c::::)ositioris but had onlyQnstalled an~ onlyppera.tors trained.-· 'SS)viet ~orse 
and printer links were prominent among the tasked targets.59 By Septeinbe'r, one ()fthe 
ASA stations was concentrating on in~ereept" ~~ .. Soviet low-level activ~. ·~ · · ', 

._ Sovietl . IMorse signals were intet;eptea by the Brltish 
emanating from the Black Sea in July. GCHQ believed the sigr,.als were part of a Soviet 
naval exercise involving five major mobile surface units, a gro}lp of up tb nine submari~es, 
and five air units; under the direction of Black Sea Fleet Njtval Air ~adquarters and the 
commander in chief, Black Sea Fleet.' 1 

Monitoring Soviet Submarina (UJ . . . . 
•) In March 1948, Captain Wenger, cl}ief, Op-20-2 afCSA W, submitted to Rear. 

. Admiral Earl E. Stone, who was the chief, ~20, the Office of Naval Communications, for'. 
his signature a memorandum for the "Chief of Naval Intelligence." Wenger reported that'· 
a survey had been made and the following information WIJ~ developed: 

. 
M Apparently folJowing Up in August, trying' to acquire tnore coverage on Soviet 

' 
' . 

I 
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I 
I· 
I 
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I 
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I 
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I 
I 
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I 
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I 
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I 
I 
I 
I 
I 
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I 
I 
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I 
I 
I 
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I 
I 
I 
I 
I 
I 
I 

~--------------------~------------------------------------------~; I 
I 

~~~M , ~ 
.. 

I. r--------t·f.· (el!Jt In October 1948, CSAW reported that a I . 

expended in attempting to identify the purpose of those emissions." The transmission was • 
described as I 
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CRYPTANALYSIS (V) 

Overview (U) 

€Iii iii) For;ihe fust time since the start of the BOURBON pcoject, the number of people 
· in a partieula:.C:areer field fell, albeit by only 4.8 percent. Nevertheless, the decrease in 

the number ¢American cryptanalyst& working the Soviet target from 269 in December 
1947 to 25~ by Decem~er 1948 is significant and symbolic, particularly in light or the 59 
percent il}.trease in people working the Soviet target generally. This down tum, of course, 
was a ~sequence of tilel I 

(8 ttl8) This srruill drop in America~ .re9()urces was swept away by a 40 percent 
increase in British ~j;anal,sts.dedicated to the Soviet problem, giving an overall Allied 
growth in cryptanalysiS of7 percent as shown in the following chart: 

, ...... . 
,.-----------~ • " U,S. U.K. Total 

EO 3 • 3 (h ) ( 2 ) •• •• • , • • • - • ~::-embe!D~r~-11~9;~7 •• - • _226569_ • ·I PL 86 - 36/50 USC 3605 ~ - · .._ ___ .... 
1~ 183 SfiRiliiUIIIFU't 
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COLBRIDGB Replaced by ~~BAT ROSS, llut Not fer Lonfl (U) 

1 
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· So-LonQ, Lost LONGFELLOW (U) •. 
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Bri.., Life of the Commerciol Scrambler I 

Other Soviet AflUtary Systems (UJ 
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IBM & RAM Application.t (UJ 
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Kapionage or Normal Cryptographic Dsvelopm .. ta7 (U) 
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~~~~-~--~---11 Although the possibilities of espionage· wete acknowledged, 
CSA W in an internal memorandum C()ncluded that the most pr~bable cause was "normal 
development of Soviet security program, requiring no specific idtowtedg&ofU.S. or British 
CO MINT successes for its basic motivation. but quite probably h~tened bY, deductions based 
on external evidence which is necessarily susceptible to their obeervatioq.s. "1e 

U18f The issue surfaced at a USCIB meeting in No-Vember, witere its members 
discu~sed the possible reasons the Soviets I . ; I First, the 
Board reviewed a letter on the subject received from LSIB. It offered foilr possibilities: (1) 
preparation for war; (2) meth~dical drive to improve communication security; (3) 
temporary pulling off' the air to improve defects; and ( 4) reaction to a l~ak. London ruled 
out the first possibility but could not confirm or deny the last three. 148 

; 

(9 OOQJ Next, the chiefs of the .. technical agencies" (i.e., ASA al)d CSA W), Colonel 
Hayes and CaPtain Wenger, were asked their views. Interestingly, they disagreed as to 
the causes. Colonel Hayes was "strongly inclined toward the bel~f that leakage of 
information had been the primary cause." Captain Wenger beli~ved that "further 
development in the Soviet security program was ... the most probabJe motivating factor 
although none [of the other possibilities] could be dermitely ruled out."' USCIB decided to 

refer the problem to its committee on security for study and to make recommendations for 
action.1

"
7 . 

'8 ?Cat The issue was rtrst addressed at a meeting of USCIB's ~urity Committee on 
I . ' I 

21 December 1948. The participants agreed to proceed on the a$sumption of Soviet 
penetration of Allied CO~IINT successes and draft a report accordingly .4.

41 
I . . . ' . 

41il Utl9l At the second meeting on 4 January 1949, the fttst :draf\ was discussed. 
Recommendations were to compartment the 1..._ _______________ __. 

l8F IIIIII!T t:IMI,_ 24 
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I~.'-· ...,.; __ ._. ______ _..Lxcept plain language. There was ~uch disagreement about 

.'what ac:tion5 to take. The committee did agree, however, that "since the Russian problem 

. 

I .: . . . I 
.__ -::t-~-=----""'1'!!----------------.a\ A decision was made to 
re&aft the report. 1•6! , . . 

: ~ ?18J'On 11 Ja~\lary 1949 the Security Committee submitted to USCIB its report 
ci~ng the following facts b&':ring on the problem: 

During 1948 the Russians a\Wpt.ed various succetJBive communication security meaeurea the 

l'NION for which canDO' 1w poaitJ.valy de&ermined but which could have reelllted from leakages of 

information o4 I 

:ail Iii) Accordingly, the committee submitted a draft USCIB Directive No. 4 
(approved on 14 January L949), which assumed a leak and took measures to reduce the 
dlJmage of future betrayals. It reafllrmed the "need-to-know" principle for the processing 
agencies, directing that producers of each COMJNT field and task "shall be sequestered and 
oompartmented. from other operations to the greatest extent practicable without undue . 
detriment to the operational efficiency and effectiveness," and "reports of progress in each 
~neral field of COMINT effort shall be separate from similar reports covering other 
flelds . . . . " Secondly, it directed, !or producers and consumers alike, that a COMINT 

clearance arid indoctrination did not entitle one to receive "COMINT from all fields and 
tasks, or even all COliUNT from any one field or task, unless he [or she] specifically requires 
it." Moreover, a COMIN'l' clearance "shall not be regarded as entitling [one] to receive 
detailed information on the specific technical successes and processes which have led to its 
production~ "151 

(sf SCOt GCHQ came aboard in April 1949, when the Allies agreed that added 
iecurity would be obtained by the "complete separation of work on non-Russian from that 
~n Russian," excluding the early stages of intercept, intercept control, and traffic 
~andling, but incorporating "all phases of traffic analysis, cryptanalysis, translation, 
;publication, evaluation, distribution, dissemination, intelligence appreciation within both 
;the processing and consumer agencies, and exchange of information between the technical 
:agencies." USCIB rejected the recommendation to use a "subsidiary" codeword to 
:distinguish the Russian material from other COMINT. 152 

' . I 

(8 811) The wisdom of the operating assumption (a leak) and these actions was 
; confirmed a few years later. At least two Soviet spies were subsequently determined to 
; have known that the Allies were achieving some success in reading Soviet cryptosystems. 
; One was Kim Phil by, who worked for Britain's MIS and was a CO MINT customer of at least 
; GCHQ's product reports.158 The other was William Weisband, who worked for ASA as a 
; Russian linguist during the mid- to late 19408 and though not convicted of spying per se, 
• was strongly suspected of being a Soviet agent. 134 Either or both could have and babl 

I 
did blow the whistle on.the Allied successes. 
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. . . 
TRAFFIC ANALYSIS (U) 

(8 881) By the end of 19~8; tlie Allied traffic analysis work fotce dedicated to the · 
Soviet target remair_1ed eoiisiderably smaller than the correspondi,tig cryptanalytic work · 
force I P,ut was growing faster (by about 47 percent ,per year as opposed to 7 
percent). The number of American traffic analysts on the SOviet problem actually 
increased 50 percent in 1948, with the growth in British traff"~· analysts greater than 43 · 
percent, as the following chart shows: 

December 1947 

December 1948 

Onward and Upward (U) 

U.S, U.K. Approximate Total 

104. 

156 

•Nwnbe~ in March 1948. 

"'81 liS) While undoubtedly all the analytic career f~elds played their part in the roore . 
sophisticated COMINT analysis of SoYiet military organizational developments and • 
capabilities, it was the traffic analysis reports that often reflected such strides. 
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~ Meantime, GCHQ traffic analysts discoveredl ~hat som~ ' 
Soviet Air Defense nets were subordinate to other nets; previously, they had been assumed, 
to be on equal levels organizati~nally. 160 1 

~ An example of the natural tension, healthy if held Within reason, between traffic ' 
analysis and cryptanalysis surfaced in April at ASA. It ;eems that one of the traffic 
analysis teams 1 

J and reported that fact . 
.._Sc:::'-.oo:-"'p~ed~b .. u':"t -un~da_u_n"":t~e-;d-, t':':h~e~t~r~affi~lC-a .. n-a"'~'Jy-S"'Il-S"!'te-a-m-C.,...hlle.,~f"',PU-l....,.blit,.Splhled a memorandum for the 

record "to reafllnn the validity of Traffic Analysis te(hniques based on traffic flow and 
volumes (as opposed to the Traffic Analysis techniques already completely confirmed), and 
to place in [the Traffic Analysis section's) internaL' records an interesting item not 
published formally.'.'182 • 

(Q CCQ~ Traffic analysts a~ GCHQ also comP.iained in April about insufficient 
collection of certain targets: 

In abnost all casea ... it will be seen that eaeb system ia p.\rtly or completely appreciated but the full 

details can not be produeed becauae of lack of interc:ept.eci data. Tbia lack i.a due both to incomplete . 
cover and to low aet.ivity on part of the links. Altho~ Research is mainly saUsfi&d in exposing a 

lylltem it neverthele88, apprecWte8 that &ufficient data Jnuat eJ:iat to make the &RIIWI!r operationally 

uaefu1.1a 
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M GCHQ made m~re headway into the existingl lin May. 
Concerning the Sovfet military in general, GCHQ cited "two important discoveries which 

. · t I 

will prclduce operational Intelligence as data accumulates." The first was the 
understanding of th~ wai the Soviets were 1 \and the 
second was the use of 
Soviet air target; 

_.. Traffic analysts 'were routinely following the training activities of Soviet forces 

by July. For example, GC~Q watched thef I 
·-'-----------------------------------
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._. ASA traffic analysts detected in. August probably the rU"st of many occurrences 
o"er the years of 
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LANGUAGE PROCESSING (U) 

From Cryptolingui3tic3 to Plain Language (U) 

. 
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II 818) In 1945, the Russian linguist work force in America was the smallest of the · 
three primary career fields (the other two being cryptanalysis and traffic analysis) 

I ' . 
invol\'edin processing Sovietcol,Iection. By 1948, it was in sec~nd place and climbing fast. 
The number of ASA and CSAW language analysts grew b~ 131 percent during 1948, 
overtaking the traffic analysis work force and closing in on.'the cryptanalytic personnel 
strength devoted to the Soviet target, falling only twenty-one people short.181 Limited 
statistics available for GCHQ n 
Decetnber 1947, dropping to two by December. 1948.1

" Consequently, Allied language 
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resotirc~·adedi~t.ed to tbe Soviet target grew by 76 percent in 1948, as the following chart 
sho~s: '' ', . · .. . . .. . . 

DeC,mber 1947 

Decamb~r 19411 

', U.S. • ·V .• K • Approltimate Tgtal 

!:! ''' ... 1....;. _____ _ 

: ~ GOut-The Soviet plain-language effort began as an adjunct to cryptanalysis. Often 
plain language 

~~~--~~-~;....~--~-~~~~~_.occasionally directly containing 
~telligence infonnation. Eventually, Allied collection "tapped" into a wealth of plain-
,1anguage telegrams not d,irectly of a military nature, but of great value for economic and 
:military-related informatwn if processed adequately.J I 
• I plam-la.~guage exploitation took on enormously enhanced 
attractiveness.188 

• 

. 
ASA's Plain .f..anguoge Effor.t ((]) . . 

f! llip Excellent : statistic~ are available for ASA's plain language effort during 
1948. Actually beginning in Deeember 1947 with sixteen Russian linguists dedicated to 
the plain language effor~, ASA acquired, trained and assigned on average eight additional 
Russian linguists per month throug~out 1948, ending the year with 111 (see Appendix). 188 

ASA took steps in September to exceed even this number, in part by starting an intensive 
six-month Russian langUage training ~urse in September, with thirty--one student.s.190 
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(8 8:18) CSA W had thirty-one Russian lingblsts in December' 1947 and eighty-one 
doing language work by December 194-S,,an ~ual growth rate,nf 26fpeieent.1H While 
CSA W likely allocated a substan~l- humber of Russian lin~ists to pl~intext work, it 

apparently did not (as ASA di9) publish during 1948 what p6rtion of its growing linguist 
population wasl land how many were'workil).k th~· plain language 
target. 1811 (In 1949, CSA W had sixty-seven Russian lin(fUists doilig platn language work, 
but this time its total Russian language force was not ~ven.)188 • • 

· M That CSAW linguists were working the'plaintext p~obteai there is no doubt, 
because the number of messages scanned and .tianslated there was impressive, as the 
following statistics show: . ' . 

Manth/Year 

M•Y 1946 

J}e£ember 1946 

May 1947 

March1948 

Scanned Transla~· 
. • 

The British Effort and the London Technicai Conference (U) 
' . 

:(i 688t GCHQ's Ryder Street plain laniuage group was still active in February 
1948. Lieutenant Colonel Wiliiam G. Bartlett (downgradei:i in rank from colonel like 
many ot}ler officers after World War II), .SUSLO, LOndon, informed Washington in 
February that Mr. Arthur W. B6nsall, who as Sir Arthur wo'uld serve as director of GCHQ 
from 1973 to 1978, I ; ~nd would be relieved in 
April by John Beaumont. GCHQ was considering sending Bonsall to the States after his 
relief to discuss the "Russian eiv

1
il plain language proble~:"198 

(I 898) In March, about r6urteen months after th~ first American visit (U.S. Navy 
commander Grant Manson; the 

1
first SUSLO London, v,lsited the Ryder Street facility on 

31 December 1946), a First Li~utenant Frederic J. Bright, U.S. Army, a new SUSLO 

London staff.o.ffieer, paid a vis'it to GCHQ's Soret jlairlanguage operation on Ryder 
Stnet, London (GCHQ organizational designator 

89 88ilc A few weeks lat~r. Lieutenant Bright alerted Washington to GCHQ's 
proposal {or a conference. He e~plained that GCHQ's director, Sir. Edward W. Travis, had 
(trSt planned to send a party. to Washington to discuss the plain language issue but 

changed }lis mind. Now, he was going to send Washington a "complete report on both the 
intercept and the processing of the· traffic" then call for a conference to be held in London 
"this summer to discuss the problem . '~00 

(I OQQ) The very next day,' 2 April, Travis, writing for the chairman of LSIB, sent a 
formal memorandum to the chaiMnan, USCIB (Rear Admiral Thomas B. Inglis U.S. Navy, 
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. ' ' .. 
director, 1"fava1·!ntelligence), on the subject of "our lim,ited effort on Russian Plain Text 
traffic ( wHJchJ haS. produced moat important information." The memorandum expressed 
concern ovitr British' lqss of information resulting from lack of manpower and limitations 

' . . 
on collection:, Tnt. vis alao,mentioned that a report of a survey GCHQ made on the problem 
was enclosed':; .He lhereupOrtfonnally proposed a joint British-U.S. effort, with details to be 
discussed at a ~ci~l oonfere~ce to be held in London. :IOl 

'' .. .. .. 
. £8 888) Thill calffpr Soviet plajntext collaboration included an increase in the scope 

of Allied collabot,ation a.S s lied out 'tn the BRUSA A eement of 1946. The a ment 

unwante materia . • g is wrOte L IB on 3 June 1948 that the British plan was 
acceptable to USCIB. it. ~ould be apProved at the London Conference. 202 

(1188) The GCHQ.~\avey forw~rded to Washington by Travis in April came in two · 
parts, beginning with En~iosure A, a gerteral description of the target: 

.. ' ' . . . . . . . . . . . . . . . . . . . . . . . . . 
' . 

fl 066) Enclosure B of GCHQ:s survey provided a detailed history of British efforts . . 
against Soviet plain text, includirlg \he following suggestion of the original size of the 
Ryder Street operation: "Britishl exploittion of Russian plain-text as an entity began in 
September, 1946, in a section of • rsons . . . n suggesting the original size of the 
Ryder Streetoperation.2

0t Lastly, this enclosure contained GCHQ's proposal for expanded 
exchange: · 

(8 090) Later in April 1948, Colonel Hayes, once again the CJO, informed USCIB 
that ASA and CSA W had agreed on a plan to coordinate their exploitation of ftRussian 
Pl~&in Language Processing" which would maximize production and minimize duplication 

~·~ . 
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W ?Oi9"In May, GCHQ forwarded to Washington another st¢y whiCh, among other . 
things, assessed their plain-lal).guage effort: ' 

(li 991t In June, Frank Rowlett, who was still chi.;f, ASA's Operations Division, sent 
a package of write-ups on the Allied plain lartgW\ge program to Lieutenant Bright in 
London. One was the "write-up on the ASA Russian Plain Text Unit previously promised 
you. It was delayed longer than I had anticipatetl." Another in the package was a copy of 
the British proposals. 208 ' 

' 

(8 881) Preparations for the Londo~ 'Conference continued. Speaking for SUSLO 

, 
~ .. .. , . .. .. .. .. .. .. .. .. .. .. . ... ... ... ... ... ... ... .. . ... ... ... ... .. . ... ... .. . .. . ... .. . 

London~ and perhaps also (or GCHQ, Lieutenant Bright informed Rowlett and Colo~el :; : 
Hayes in July that he considered the,i\SA write~up "comprehensive," covering the field 
"very well." He also reported :thaOthe Ryder Street office, "was very pleased with the ;; ; 
formal USCJB proposals, so that the work of that conference committee should be greatly . . , 
simplified."20e · 

Uil SOU) The London Conference produced one revised appendix p1us a new one on the 
Soviet plain-language effort. Appendix B was revised so that the security and :; ; 
dissemination regulations applied to Soviet radiotelephone, ' ' 
and the grading or plaintext D:lessages. A new Appendix K was formulated 

Plain T~ Tle-ba to Radio(i'elephone Activity (U) 

I ' 

.W SiP It) Lieutenant Fred;Bright, the SUSLO London staff officer, also discovered that • 
GCHQ had included a 

JJD 018Y GCHQ demonst~ated an early capability to produce I { 
f Within a few days of acquiring plam-

~------------------------~ 
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July that revealed the existence 

(B 8S8) In 1948 COt.IINT reporting, or as it was more commonly called then, 
"dissem~tion,,. was the responsibi1ity at ASA of the Information and Documents Branch 
(CsOAS-95).' At CSA W, it was the Information Division (Nl). Each unit received finished 
CO MINT from the cryptanalytic and traffic analysis sections and passed it on to authorized 
consumers.'· Published translations (bulletins), prepared in a format standardized by the 
CJO'iJ subotpmate Joint Processing Allocation Group (JPAG), was the principal means of 

repo;ting Cd.MINT. All Soviet COMJNT was published in a special series. All bulletins were 
exch$nged With OCHQ, who in turn forwarded copies of all its bulletins to ASA and 
CSAW.21' ' 

JJa Oil) ¥oat significantly, COMlNT consumers in 1948 acquired the right of access to 

virtu~lly raw t,ailic: 

: lu addit.ioq tel receiving publi.ahed bwletius, the consumer ageneiee were allowed to obtain 

• and other unfinished CO MINT proclucta ueeeuary for the .._ __ .,. 
and to pla~e indoctriuated representatives within COMINT producing sections. These 

arrangftne~ were aanct.loned by USCIB on 27 April1948, iD connection with a request by the CIA 

for fuller aoc;u to CO MINT activities, and were made applicable to all USCIB membere. The euct 

categoriee of',COMINT products and information to be made available could not be laid dowu in 

adTancl, but had to be left to the judgment oCt.he individual eonaumera. 11' 

t" 811t:; This'·USCIB sanction was probably unsettling to COMINT producers, but its 
ramificationi, if a~y, did not appear in the cryptologic archival record for 1948. Perhaps 
there was no probl\lm at the time; the COMINT agencies were reporting all the technical 
details anyway. 

Technical It~ (UJ 

. 
(0 iii) The distinction between what are today called technical reporting and 

product reporting waS. in 1948 still not clearly defined. As in the three previous years, 
1948 reporU intended fo~ the COMINT customers still contained much technical 
information, including 

~~~--~--~~-~----.~ names. The customer knew, for example, which reports came rom 

(I UUO) That said, th~ Allied cryptolo~e agencies produced a great volume o£ 
technical reports on ~e Soviet target in 1948. On the American sid~. under the banner of 
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the JPAG, severalseries ofessentially technical reports were published. one ofih~e was, 
of course, the U.S. Monthly Status Report, Wlder the CJO's signature, whlch swm~arized 
virtually everything the U.S. processed during the month. Ea~h mont~ly :~as an · 
enormous document, always we 11 over 100 legal-size pages, contaihing the ;nmnl')ers of . . 
each agency's persOnnel (by career field), processing and mac)1ine applicatioos, and 
highlights, plans, a cryptographic summary, a traffic analysis- summary. then ~etailed 
information of every specific foreign cryptographic system unde; study. The $oviee J>9rtion 
itself averaged twenty-five to thirty pages every month. ' : : . . 

it il@ll) In addition, JPAG published '1nterim Repor.~s" evef.ysear, ' 
approximately copies to a distribution of a( least eiX: and • 
sometimes as many as fourteen internal and external elements. Most of the~e were ; 
teehnical reports for the CO MINT community, 

(fil 81iJ8) ASA and CSAW produced Soviet-related Interim Reports, not only 

. . 
(I 868) Exceptions to these purely technical reports included the sanitized ~ECRET 

noncodeword weekly CSAW-produced "OP-20-NT-1 ·Russian.' Traffic Info<mation 
Summary, period 2 through 8 February 1948m which read, not suxl>risingly, like a weekly 
intelligence ~ummary of Soviet naval and naval air activity, and i~cluded the commanders 
in chief, Pacific and Atlantic Fleets, on the distribution page; ASA's specia! report 
.. Abnormal Water Levels of the Danube River System, ..us included the Special ~search 
Branch of MID on distribution. Clearly, these were in effect product reports lutnped in· 
what was generally a teehnical reporting series. ' 

U.S • .Proctlct Reporting, Generally (U) 
. I 

AS ii8Y As in 1946 and i947, ASAand CSAW continue1 to publish~~-.-.-"!""-"!"'-~ 
based product reports in the RU Series 5 x 8 inch cards, an,d traffic analytically derived 
COMINT in the V-TAF Series reports."' What was new in l.J.S. product reporting in 1948 
was the plain-language reporting (see following page). 

(1118) As had been dorie since 1945, U.S. cryptologii agencies continued to include 
technical details such as the in 
all reports creating a securitY; hazard that was not addressed until1949 when the creation 
of the Consolidated Information Dissemination Office, or CONSIDO, was proposed and not 
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not solved until. later. CONSIDO.designed to satisfy the recognized need to centralize the 
evaluation and f~llow-on dissemination on COMINT, was never established.130 

(9 089) In Jan~ry 1948, USCJB established a RU-PLAI reporting series, for "Russian 
Plain-Language Analysis Items," which would be made up of . 

individual. identifica~ons or organizations involved in eeonomk activities, their titles, locatione, 

subordination, person.liliea, and activities, derived from the analysis of plain tnt messages 

intercepted on various eommercial radio circuits of the USSR. The date pVI!n at the right is the Iut 

appearance of the iden~cation ·in messages. These items will sene to provide add.itional 

information on a eurrent',ballis to aupplement studies of the more important miniatriea and 

directorates of the USSR.131, 

~ Apparently, ASA prOduced these plain-language reports in a joint effort with the 
U.S. Army's Military lntellige~ee Division (MID) as each report was annotated: .. Prep by 
ASA, ID." The first substantive 'report, produced on 5 x 8 inch cards, looked like this:232 . 

39 ••• &titREl ur •••, 



EO 3 . 3(h) (2) 
PL 86- 36/50 USC 3605 · 

Tlr 111ft .. ••aru?t CRYPTOLOGIC QUARTERLY 

~ Between 9 January 1948 and the end of the year, ASA published 
Despite the fact that activities in Soviet atomic energy were 

What the RUPLAI reports did, however, was bring home to the 
intelligence community the enormous scope and breadth of centralization of the Soviet 
planned economy. I 

Customer U• of Sovtet COMINT(U) 

I . 
~ 61~ Customers of course combined CO'MINT with other intelligence sourees and 

produced daily and weekly re:ports. The Department of State published a daily 
"D' lomatie Summary," · 

~~~-~-~"'!'!"!"------~~-------- The Army published 
"Military Dige~t," likely containing much Soviet CO MINT, and the Navy published a report 
strictly addressing the Soviet target called the "Soviet Intelligence Summary," which was 
probably based on Op-20-NT's ~eekly summaries. Of course, all agencies published 
special reports as well. 
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CONCLUSION (U) 

. 
'• 
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QF? Of181t lf Al1ied collaboration had bee'n a game of golf, it was pador the course in 
1948; I · rn other 
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; : (lli,il American and British' tr-f.Ptologists certai~ly·coul~ !lot.eoinplai.'f\ ~1ut lat 
o~huinan tesource support in 1948. 'l'he ~et problem received mot& n{IW P&Ople 
,1,48 ~n ·~here were working the target in J&q~ary 1946 {approximateiy r:J Across 
;Ute A~lantio, GCHQ's human resources dedicated to S;oviet cryptologic processing rose a 
;whopp,ing n . percent in 1948. In other words, Allied" crzytologists processing Soviet 
; ~mm~nicatio~s targets increased almost fourfold, froml ~n three years. . 

' (io:OSet All these analysts needed traffic to work on, and Allied collectors responded. 
• ~meri~ colle~.tion capabilities improved as the numbers of installed intereept positions 
' jncre~d and cQUection reeeipts skyrocketed, perhaps as much as threefold, I 

. 
(i S.l) Foreshadowing future real-time support, the forwarding of intercept of 

; selected Soviet milita'ry aircraft scheduling information was reduced in 1948 to "within a 
: fewhours." '·.' 

I 

(ri Oi81) Traffic analysis reached a stage of maturity I 

ti fUll) The Allies recoiJlized the potential intelligence contribution to be derived 
from Sovie~ plain-lan~age exploitation, revised the BRUSA Agr&ement to incorporate 
necessary <$anges in the partnership and exchange, and the U.S. in particular increased 
the langua~ work force 131 pe~ent in one year's time. . 

(j SS9.,COMINT rei>orting ori,the Soviet problem continued at a great rate in 1948, not 
surprising ~ven the large number. of analysts employed. Still important was the source of 
the COMJNT with little concern shown for 
restricting ltle customer's access to all the COMINT technical production details like case 
notations, frequencies, etc. 

~so., 1 
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il oo-. While it may have seemed premature in 1945, the apparently unchallenged 
decision by Allied cryptologic officials to make the Soviet U"ion the number one target 
clearly had to be seen as a sound selection by the end of 194&'. Nowhere in the historical 
record could be found someone in authority writing: ''We are going to target the Soviet 
Union because .... " Rather, the fact of targeting the USSR 8eemed a foregone conclusion. 
All available historical correspondence, and there is muc~ of it, both U.S. internal and 
exchanges between Great Britain and America, addressed'in enorroous detail not whether · 
but essentially how best to exploit the communications of.'the Soviet Union. At least from 
hindsight, the decision. seems prescient. Although know\~geable officials understood that : 
in World War II the partnership with the Soviet Union ,\vas limited to an "anti-Hitlerian" • 

alliance, lacking the political, social and cultural bindings that tied together Great Britain · 
and the United St.tes, it seems uncanny that by 1948,•Stalinist Russia had emerged as the ; 

arch Cold War enemy. I ; I 
I ; . 

(2 SCot he 
~~~~----~~~--~~~~-P--~~~~--~~ maturation o So"Vtet t tc ana. ysts, e su stantla y en arge ussian mgUlst work 

force, the expanded collection an~ processing capabilities all put Allied cryptologists on a 
sound footing for the future. And a bit more scary the future was. The first Soviet atomic 
bomb was ex.plocitd in 1949. M~reover, in 1949 the capitalized expression "Cold War" 
became for the first year in hls~iy an entry in the Facts on File index, and the term 
"Soviet bloc" became common. In partial response to the emergence of the SOviet bloc, the 
Western Allies formed the North Atlantic Treaty Organization (NATO). Also in 1949, 
eleven American Communist leaders were convicted on conspiracy charges . 

..W SCOla And, of course, as all Agency personnel know who have been around for 
twenty to thirty years, the Soviet target carne to dominate, until the 1990s, the Agency's 
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budget in terms of personnel, collection systems (driving requirements for all o.verhead 
assets), processing, and reporting systems. Although the establishment of the National 
StGINT Operations Center (NSOC) was given final impetus by the North Korean shootdown 
ofthe U.S. Navy EC-121 in 1969, Group A was always the major player in t"eal-t.ime SIGINT 

support, at least until the fall of the Berlin Wall. The closing of many Service Crypto1ogic 
Element field stations occurred only after the collapse of the Soviet Union. 

(8 Ill) A reader might ask it, in fact, the BOURBON project had been such a success, 
what was wrong with having two or even three American COMINT ageneies "coordinating" 
their separate and independent processing tasks? Thomas Burns's OrigiM of the National · 
Security Agency, 1940-1952 answers that question in detail. In brief, the separate COMINT 

operations were often fractionated, leaving out some targets and unnecessarily 
duplicating others; that is, they were being inefficient and uneconomical. From a Soviet 
target perspective, however, Project BOURBON was successful in spite of the ASA-CSAW, 
and later USAFSS, arrangement, not because o(it. It was successful despite interagency 
bickering, and probably the high cost of doing SIGINT business; there was really little 
choice for U.S. intelligence but to depend from 1945 to 1948 on the service SIGINT 

organizations and to work with them as best they could until something better could be 
·arranged. 

(i 118) As early as 1948, as the Stone Board report shows, U.S. intelligence officials 
knew the existing arrangement was not working well. The battle was, again, mostly over 
how to improve it, hbw to centralize processing, not whether it should be done. The 
creation of the Armed Forces Security Agency (AFSA) in 1949 was merely the first 
attempt. Continued SIGINT processing problems surfaced by, among other things, the 
Korean War, brought about the establishment of the National Security Agency in 1952. 

(I 188) But whether there was one agency or three working the problem, the Soviet 
target dominated the SIGINT business in America like no other for over forty years. Project 
BOURBON got us off to a good beginning, and until the demise ofthe Soviet. Union made for 
an even better ending, Allied cryptologists kept all ears tuned to the activities of the 
Soviet leadership, ita miiitary forces and economic system. Year after year, if not always 
able to discern Soviet intentions, Allied SIGlNTers kept tab on Soviet capabilities and 
activities, ready and able. to sound the alarm. 

IIIII) Just as the successful efforts of World War ll cryptologists against Germany 
and Japan left a legacy :of professionalism for Cold War analysts, let us hope that the 
enonnous inheritance of Cold War cryptologic skills, innovative collection and processing 
techniques, tradition, and dedication will be handed down in good shape to the SJGINTers of 
the future. 
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227.- JPAG Interim Re~ri. #3420, Section RU #1106, Subject: OP-20-NT-1 Russian Traffic: Information 

Summary, period 2 t.brouch & F~~ruery 19484it, NSAJCSS Archives; Accession No. 46470, location H07 -0109-7. 

228. 8JPAG Interim Report.#33,71, Section RU #1090, Sub~ct: Abnormal Water Levels of the Danube River 

System, 23 Mareh 1948 ~); ~SAJCSS Archives; Acce68ion No. 46470,1oc:ation H07 -0109-7.-

229. Petel!IOn, ~oki BOURBON ....!,194'1,," 39-41. 

230.HoweJOPstudy, 170-171. ', . 
231 .- RU·PLAI #1, RtW~ian P~in L~nguage Analyei• Items, 9 January 1948 ~ NSA/CSS Archives; 

AcceSBion No. 9268, location Gl6-02l·~·4. • . 

232 .• RU-PLAI #2,1 , 113 January 1948 ~; NSAICSS Archives; 

Accession No. 9268, location G16-0211~1.. Presumably CSA W could and did publish RU-PLAI reports, but none 

, could be found in available records. 

: 233. (U) RUPLAI #616,1Lo ---------....1~41, 22 November 1948 (TSC); NSAICSS Archives; . 

• Ac:c:eaaion No. 9268, location G16-0211-4. 

• 234. Petereon, •otd BOURBON :..1947," 39~ 

• 235.1bid. 

' 236. LSIC<:CHQ Monthly StatU. Reporta,Januery-December 1948. 

' 237. Ibid. 
i 

238.- Sl ARU/C600, title: tJviet] Telecommunications as of ~ay 1948, 26 July 1948 ~ CCH General 
I 

• Collection. 1 

: 239. Howe JOP study 141-1~. - Howe added: •By September 1949, the effort on Russian 

240.Ibid,l.U. 

241.lbid.,l40. 

242.1bid., 14.2-143. 

243. GCHQ Monthly Status RePC)rt, October 1948. 
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244._MRUPLAI #1M, Ministry of the Aviation Indu.uy, USSR 114. Title: Flight Unit (LE~AYa CnAST'); 
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1948 ~ NSAICSS Archives; Acceuion No. 9268, location Gl&-0211·4. 

--- -:·: . ·.-- -· ·-. tl 888) Mr. Peterson iw' currently a 
· · · ·: · ' historian at the Center ~~~ Cryptologic 

· History (E324). He began !ps career as an 
· · ·· · · · ,. ·· · . ; intercept processing specJalist in the U.S. 

.·· .. · , .. 

. . . .. : ~ .. ! 

Air Force (1959-63). Af'~'r hi8 discharge, 
he transferred to NSA, ,first working as 
an intelligence analyst.in A32 (1983-88) 
and later as section chief in A74 (1966- · 
71). Subsequently, Mtr'. Peterson served 
as A Group product control officer, 
NSOC (1972-73); cryptologic staff officer 
in A8· and V5 ~1973-?4>; eryptologic staff 
officer at! _ ~1974-78); 
branch c iehn A23 (1976-83); deputy 
chief, Current Watch Operations, All 
(1983); chief~ rtans and Programs, Oil the 
A Group Programs· and Budget Staff, 
A043 (1983-85); deputy chief, A44 (1986-
88); and chief, A85 (198S-92). In1912 Mr. 

Peterson was awarded a B.A. in Soviet area studies from the University of 
Maryland. His article "The Church Cryptogram: Birth of Our Nation's 
Cryptology .. appeared in the Summer 1987 issue of Cryptologic Quarterly; a 
second article, .. Maybe You Had to Be There: The SIGINT on Thirteen Soviet 
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