
The Black Vault
The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world.  The research efforts here are
responsible for the declassification of hundreds of thousands of pages

released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com

This document is made available through the declassification efforts 
and research of John Greenewald, Jr., creator of: 

http://www.theblackvault.com


1111111111111111111111111111111111 
RequestiD: 0000926329 

TO 

UNCLASSIFIED 

TRANSMITTAL OF MATERIAL 

FROM (RETURN ADDR ESS) 

1111111111111111111111 
Type: OMAL 

1111111111111111111111 
Submitted· 20180815 

MR. JOHN GREENEWALD, JR. DEPARTMENT OF DEFENSE This transmittal may NOT be downgraded upon removal of the 
27305 W LIVE OAK RD NATIONAL SECURITY AGENCY enclosure(s). 
SUITE #1203 9800 SAVAGE ROAD This transmittal may be declassified upon removal of the 
CASTAIC, CA 91384 FORT MEADE MARYLAND 20755-6000 enclosurels). 
PHN#: NOT PROVIDED ATTN: CERNE,PHYLLIS LOUISE WRAPPED COMSEC SUBMITTED 

SUITE : 6881 

~u Ds Do D YES ~NO 20180815 

SHIPPING MODE PACKAGE CT 

USPS - First Class 1 of 1 

LN# UNCLASSIFIED TITLE/DESCRIPTION OF ITEM QTY TOT COST MFG SERIAL# BARCODE CLASS. OF ITEM 

1 NSA LETTER: MDR-103540, 9 AUG 18, 1995 1 0 UNCLASSIFIED 
CRYPTOLOG "GLOBAL NETWORK ... " 

DESIG ACCT TYPE PAS STATEMENT APPROVAL 

CPODIR NO NA Not Applicable 

SPECIAL HANDLING INSTRUCTIONS (UNCLASSI FIED) 
POC: MR. JOHN GREEN EWALD, JR. , NO PHONE NUMBER. 

~ 

REQUESTED BY 

Slf/l/t/~ 
ORG PHONE 

CERNE,PHYLLIS LOUISE (PLCERNE) P133 (301 )688-7554 

UNCLASSIFIED 

DO NOT STAMP RECEIPT PORTION WITH CLASSIFICATION 
---------- -- -------- ---------- - -- ------

1111111111111111111111111111111111 RECEIPT 1111111111111111111111 
Reauest 10: 0000926329 

(Please sign and return immediately. Avoid tracer action) 
Tvoe: OMAL 

RETURN TO FROM Receipt is hereby acknowledged for the material or documents listed under 
DEPARTMENT OF DEFENSE MR. JOHN GREEN EWALD, JR . this Request ID 
NATIONAL SECURITY AGENCY 27305 W LIVE OAK RD 
9800 SAVAGE ROAD SUITE #1203 SID (Typed or Printed) DATE RECEIVED 
FORT MEADE MARYLAND 20755-6000 CASTAIC, CA 91384 
ATTN : CERNE,PHYLLIS LOUISE PHN#: NOT PROVIDED 
SUITE : 6881 NAME (Typed or Printed) 

SIGNATURES 



Mr. John Greenewald, Jr. 
27305 W. Live Oak Rd. 
Suite #1203 
Castaic, CA 91384 

Dear Mr. Greenewald: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

Serial: MDR-103540 
9 August 2018 

This responds to your request of8 February 2018 to have the 1995 NSA Cryptolog 
article entitled "Global Network Intelligence and Information Warfare: SIGINT and 
lNFOSEC in Cyberspace" reviewed for declassification. We have processed the 
document as a Mandatory Declassification Review (MDR) under Executive Order 13526. 
We have determined that some of the information in the article, which is enclosed, 
requires protection. 

The information redacted from the document was found to be currently and 
properly classified in accordance with E.O. 13526 as it meets the criteria for 
classification as set forth in Section 1.4 subparagraphs (b) and (c) and remains classified 
TOP SECRET and SECRET per Section 1.2 ofE.O. 13526. In addition, Section 3.5 (c) 
of E.O. 13526 allows for the protection of information under the provisions of law. 
Therefore, the names ofNSA/CSS employees and information that would reveal 
NSA/CSS functions and activities have been protected in accordance with Section 6, 
Public Law 86-36 (50 U.S. Code 3605, formerly 50 U.S. Code 402 note). 

Since your request for declassification has been denied you are hereby advised of 
NSA' s appeal procedures. Any person denied access to information may file an appeal to 
the NSA/CSS MDR Appeal Authority. The appeal must be postmarked no later than 60 
calendar days after the date of the denial letter. The appeal shall be in writing addressed 
to the NSA/CSS MDR Appeal Authority (P133), National Security Agency, 9800 Savage 
Road, STE 6881, Fort George G. Meade, MD 20755-6881. The appeal shall reference 
the initial denial of access and shall contain, in sufficient detail and particularity, the 
grounds upon which the requester believes the release of information is required. The 
NSA/CSS MDR Appeal Authority will endeavor to respond to the appeal within 60 
working days after receipt of the appeal. 



.... ' . , 

Encl: 
a/s 

If you have questions regarding this action, please contact me at (30 1) 688-7785. 

Sincerely, 

JOSEPH DEMATTEI 
Chief 

Declassification Services 



----------··----·-- ------ ·-

L£1 86-36/50 usc 3605 WP \'lic1GIUiT 

0 

CRYPTOLOG 
Issue 1 1995 

Globaf:Network Intelligence and Information Warfare: 

SIGI~ and INFOSEC in Cyberspace 

(IJ GOO) GNI (Global Network Intelligence) and 
IW (Information Warfare) are two acronyms that have 
become part of NSA's language over the past couple of 
years. Both convey new and comprehensive activities 
that are critical to NSA's future and both dramatically 
affect the Agency's offensive (SIGINT) and defensive 
(INFOSEC) missions. The purpose of this article is to 
provide a general overview of the background and 
ongoing activities in each area, to explain their interrela
tionships, and to discuss a few relevant challenges that 
are of general interest to the NSA workforce. 

@"Iii 081) GNI and IW are responses to the dra
mati.c changes in global telecommunications that began 
with the transition from analog to digital communica
tions in the 1980s. The rapid evolution of digital com
munications and concurrent advances in transmission 
media~pecially fiber optics-and networking tech
nologies have radically altered the complexion of the 
global telecommunications infrastructure. GNI and IW 
address these changes, but from different perspectives. 
GNI is focused on access to information whUe IW 
encompasses the concepts of denying potential 
adversaries access to their information and simulta
neously protecting U.S. communications from adver
sary attacks. Both concepts have origins in NSA and 
DoD activities begun in the mid-1980s; the new names 

reflect the expansion of these activities that has occurred 
during the past several years. 

(8 999) GNJ is the sum total of the Agency 's 
efforts to retain access to target communications in 
response to the global telecommunications revolution. 
Dramatic and rapid changes in telecommunicalions 
technology-including the transition from analog lo 
digital, the proliferation of fiber-optic cable, and the 
expansion of networking-are affecting virtually all of 
NSA's SIGINT targets. Many of the techniques that 
worked so well in the past to collect signals from mili
tary, commercial, and diplomatic targets cannot be used 
against telecommunications systems being deployed in 
the 1990s. New techniques must be developed to ensure 
NSA continues to produce SIGINT that counts for an 
expanding and diverse set of customers. By the same 
token, new techniques and capabilities must be devel
oped for INFOSEC to ensure NSA and other U.S. Gov
ernment agencies and departments can take advantage 
of current and emerging telecommunications technolo
gies without jeopardizing security. While the SlGit-.'T 
crowd worries about fiber optics and network access, 
network security is the primary headache-inducer for 
the INFOSEC organization. 

~W is a concept that grew out of Pentagon dis
cussions about the impact of the telecommunications 
revolution on warfare. These discussions focused on the 
same technologies that are key to GNI, but considered 
them from the perspective of the warfighter. The basic 
question from an offensive perspective was how U.S. 
military forces could achieve a military advantage by 
disabling all or part of a potential adversary's telecom
munications and information infrastructure, thus effec
tively denying the adversary the ability to command, 
control, and communicate with his deployed forces. 
From the defensive point of view, the issue was how to 
protect the communications of U.S. forces to ensure no 
adversary could deny U.S. command, control, and com
munications. While Information Warfare includes other 
components (e.g. Operations Security, Psychological 
Warfare), telecommunications is the area of most direct 
interest to NSA and the area in which NSA is most 
involved. 

~C GGQ) GNI and IW have several things in 
common. First, they are both "culture-modifying" in 
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the sense that they challenge the traditional ways NSA 
has done business. GNl is causing us to rethink the 
SlGINT target. IW is bringing new focus on NSA rela
tions with the services. Both have a major impact on 
INFOSEC. Second, each places new demands on NSA 
as a corporation and on the workforce in general. Both 
topics are thus the subject of Agency-wide strategic 
planning; the GNI and IW strategic plans are reviewed 
by the BoD annually and updated as necessary. In addi
tion, Agency Steering Groups have been established for 
both subjects to provide routine guidance and to report 
to the BoD as appropriate. Training has been an impor
tant part of this activity, particularly for GNI. A GNI 
familiarization seminar was taught for all NSA employ
ees in grades GG- l3 and above; a Learning Center 
course is offered for junior employees. Military person
nel assigned to NSA were included in all this training. 
Third, both call for extensive teaming among NSA orga
nizations and between NSA and, where appropriate, 
external organizations. Attempts to address all the chal
lenges posed by GNI or IW by a single organization or 
within the boundaries of a single project are doomed to 
failure . The technologies, activities, operational 
aspects, program and budget dimensions, and many 
other facets of GNI and IW are too complex for "stove-

pipe," single-point solutions. Fourth, both GNI and IW 
have compartmented aspects. IW is generally more 
compartmented, and this compartmentation is derived 
largely from military service Special Access Programs. 
GNI activities also have compartmented aspects, most 
of which protect new and evolving access techniques. 
Finally, many of the same people are involved in GNI as 
well as IW, and both activities are the subjects of con
tinuing interest in the Intelligence Community, the 
Department of Defense, and the Congress. 

Global Network Intelligence 

W 229) Global Network Intelligence describes 
NSA's overall efforts against modem telecommunica
tions. It includes the things we're now doing-in many 
cases very successfully-as well as the things we need 
to do in the future to produce SIGINT that is valuable 
and relevant to policymakers. As the telecommunica
tions revolution continues to connect local and regional 
networks into the long-haul communications networks 
linking countries and continents, SIGINT targets of 
interest will increasingly be available through access to 
the global network. In this context the singular use of 
the word "network" is misleading. The global network 

is not a single entity, but rather a conglomer
ation of many different networks covering 
geographical areas of many sizes, from 
countries to continents, from metropolitan 
areas to hemispheres. The component net
works comprise sateOite communications, 
fiber optics networks, cellular, microwave, 
and wireless radio-frequency (RF) networks 
as well as local and regional telephone sys
tems. Any communications system or net
work can be part of the global network as 
long as it is connected to the other networks 
that provide global connectivity. More 
generally stated, then, GNl is the "network 
problem" for SIGINT. 

( ....... ) For INFOSEC, global net
works present a different set of challenges. 
As U.S. government and industry users tran
sition their communications systems over to 
networks or take advantage of the exploding 
array of networked services being offered 
commercially, they need certain assur
ances. They need to be sure that th.e data 
they receive is authentic, that it has been 
originated and received by valid parties, and 
that it is protected from unauthorized users. 
Another aspect of the INFOSEC problem is 
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the need to provide multi-level security so that users can 
send information at various levels of classification over 
common networks. And, with continuing budget 
declines, it is important to migrate data-assurance tech
niques to the commercial market so that U.S. Govern
ment and industrial users can take advantage of lower 
prices introduced through economies of scale. Ensuring 
data integrity, authenticity, availability, and privacy of 
information are difficult challenges in ·any communica
tions scenario; they are especially daunting in a world 
increasingly characterized by networks.l 

(521 'C) Some examples may help to clarify the 
notion of a "global network" in terms of the telecommu
nications media involved and functions performed. 
When Mrs. Jones in Kansas City calls her sister in 
Tours, France, her telephone call is carried tlrrough the 
local and regional telephone network near her home, 
over the U.S. domestic fiber-optic network, through the 
undersea fiber-optic network between North America 
and Europe, then through the regional fiber-optic net
work in the U.K. and France, and finally into the local 
Tours telephone system. In another example, a cellular 
call from a Japanese businessman from his car in Tokyo 
to a branch office of his company in Los Angeles will 
traverse the Tokyo metropolitan cellular, microwave, 
and fiber-optic system, be routed through either · the 
Pacific fiber-optic network or over a commercial satel
lite link to the U.S., then pass through the regional, met
ropolitan, and local fiber-optic network to the Los 
Angeles office. At the same time, the signalling infor
mation for this call-4he 1 's and O's that provide key 
information to route the call and provide billing infor
mation for the telephone companies involved-may 
travel over a completely different path. The global net
work has the capacity and flexibility to provide many 
different pathways for connecting one user to another. 
As the network expands through connections of still 
more local, regional, and national networks, users will 
be able to contact other users anywhere on the globe 
without ever knowing exactly how their calls were com
pleted. The same is true for data communications. This 
connectivity is already available for personal computer 
users through the Internet and for an increasing number 
of telephone and data services users. As technology 
improves, global connectivity will be faster, more diver
sified in terms of actual call routing, and encompass a 
wider variety of advanced services. 

1. INFOSEC information in this and later paragraphs was 
derived primarily from the NSA/DI booklet, "Security 
Solutions for Today and Tomorrow," published in February 
1994. 

EO 1. 4 . ( c ) 
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(li OliO) These: dramatic changes in the world 's 
telecommunications ctre having a dir~ct impact on the 
ways NSA thinks abo\Jt its SlGINT and INFOSEC mis
sions. To facilitate G~l activities, a dNI Strategic Plan 
developed in 1993 defines approximately 25 objectives 
with responsibilities assigned to many organizations 
throughout NSA. The: purpose of thi~ plan is to stimu
late consciousness-raiSing in the Agency's workforce 
regarding new trends in target telecommunications and 
to describe the types o£ end-to-end processes needed to 
ensure corporate success. The GNI plan takes account 
of the many activities underway to gain/retain access to 
global telecommunications critical :to SIGINT, and 
underscores the need for teaming a~ong Agency key 
components to ensure success. In January 1994, a Tran
sition Management Team comprisin$ 15 SlGINT and 
INFOSEC professionals :Crom the DO, DT, Dl, and DS 
organizations was establiihed in G Gr~up to monitor the 
actions spelled out in ttie GNI Strategic Plan and to 
facilitate their implementation. Th~ effort has been 
very effective in getting: people together to work on 
common problems, to leocn (or "rel~arn") the SIGINT 
business from a more coq)orate persP,ective, and to pro
vide a cadre of people (the:TMT) that:will return to their 
respective organizations ~ith a so~d foundation for 
future activities. In additi~n. K06, DT's focal point for 
GNI, is conducting a comP,rehensive ~nalysis of techni
cal SlGINT activities in the DT to' identify potential 
gaps where additional : technoldgy development 
is needed. ' ' 

(0 880) In fact, m~ch exc~tional work has 
already been done to ensur~ NSA refains access to key 
target communications as t~ey mov~ from traditional, 
point-to-point circuits to th~ global :network or as the 
technology is upgraded in the existln2 components of 
the network. I 

changes in collection require commensurate changes in 
SIGJNT communications and processing architectures, 
and many upgrades and new technologies are being 
introduced in these areas, too. New analytic tools are in 
development to help filter out communications with lit
tle or no intelligence potential and to select those com
munications that do have potential to meet reporting 
thresholds. In addition, new techniques are being devel
oped that take advantage of the technical features of net-
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worked communications building on the capabilities 

._ _____ _,I Future SIGINT targets will become 
increasingly more complex. We need continuing inge- , 
nuity and creativity to ensure we can collect and process: 
data, relate the various communications media, anr;f 
reconstruct communications transactions to present to 
analysts in usable and meaningful form. This is nat a 
trivial set of tasks. We also need an overall SIG(NT 
architecture that addresses these needs iti a 
comprehensive way. ' 

(C GGO) '\nalysis of networked communications 
is critical to our ability to continue to exploit global 
communications. The Signals Research and Target 
Development (SRTD) effort has had a t~emendous 
impact in clarifying how new telecommuni,e'ations tech
nologies are being introduced into current;and potential 
target countries. SRTD activities are on,going in virtu
ally every office in the DO, and a senio\--level Steering 
Group provides overall guidance to SRTD activities and 
addresses common concerns in training, policy, and 
other areas. At the working level, ·im SRID working 
group meets regularly to facilitate t~ exchange of infor
mation among analysts. Two conferences have been 

held-Qne in 1992[: :; ttnd one in 
1993 r ,'to foster interaction 
between SRTD activities at NSA HQ and field elements. 
In addition, many ctd-hoc actiVities are underway, such 

I I 
exchange of tntormahon ~mong analysts at NSA and 
elsewhere. Finally, imalys,ts in several organizations and 
the SRTD Steering Group,' and Working Group are work
ing on a variety of:tool~ to automate many aspects of 
network analysis.2 : 

EO 1.4 . (b ) 
EO 1. 4 .(c) 

. ' 
2. Information in this paragraph was derived from a draft 
paper wrillen by I I 
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(£ SCm NSA's activities to enhance collection of 
networked communications has stimulated im:rtant 
thinking abot what else needs to be done. I I 
I anager of Special Programs and ~n~ of 

' · · b ut the future has desmbcd NSA s l~admg thmkers a o , . 
(FO' T) In the area of I~FOSEC, the Dl is pui"su- NSA's S\GINT mission in terms of "information space" 

ing the Multilevel lnformati~n Systems Security lnilia- instead of, "signals space." In this paradigm, trad~tion~J 
tive (MISSI). By in~rporating user-provided thinking !IJ>out signals, modulation, RF, crypt4>logJc 
requirements to continually; upgrade its capabilitiO:>, monopolies,is replaced with notions of various in~orrna-
MISSI holds great promise ~r providing cost-effectiv.e tion domains associated with SIGINT targets that are 
and operationally efficient st;curity solutions. This wif~ much more dynamic. Some of these domains will:occur 
have a major, positive impaq on the ability of U.S. gov~. in communications networks, while others will be.found 
emmental users and other eustomers to communicate· in organizationa,l and home environments. The 1ob of 
with confidence in the inte$nty, authenticity, and pri- ·•• accessing target eommunications will thus have a neces
vacy of their data when tt;ansmitted over the public : sary first step of··~etermining which of these d~mains 
switched network. A key feature of MISSI is its built-in ', has the highest pot~ntial of producing intelligence:
flexibility to tailor specific P.roducts to the needs of dif- • __ ,!~~~r~------------1 
ferent customers. Integral t~ MISSI is the capability to ·,. ~~ ~~~ 
evolve along with new tec~nology to respond rapidly 
and effectively to user requirements. 
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Information Warfare 

(liS' $~ Information Warfare addresses the global 
network from a different perspective than GNI. IW rec
ognizes that the rapid advances in telecommunications 
will directly affect the U.S. ability to wage war for U.S./ 
Allied forces as well as for potential adversaries. Future 
wars may well be fought and decided on the "informa
tion battlefield" without a shot being fired. The sophisti
cated telecommunications and data networks now being 
deployed worldwide make it possible to deny and 
degrade a potential adversary's command and control 
communications and sensitive commercial and diplo
matic communications from great distances with little or 
no risk to life and limb. Conversely, the same network 
technologies make it possible for a potential adversary 
to damage or cause confusion in communications and 
information systems supporting U.S. military forces or 
the U.S. at large. 

(i 'i'i'i) Because of our focus on telecommunica
tions and networks, it is clear that NSA has key roles to 
play in Information Warfare. First, as a combat support 
agency, NSA bas responsibilities to provide intelligence 
support to the services who in tum are responsible for 

PL 86-36/50 USC 3605 

developing information warfare capabilities. NSA's 
long-standing partnerships with the services are thus 
being strengthened and redefined to encompass this new 
mission. Second, because of its expertise in SIGJNT 
and information systems, NSA is being asked to support 
military service R&D efforts in developing techniques 
that would be useful in information ~arfare. Third, the 
Dl organization is working with other defense and gov
ernment agencies and with the services to enhance the 
information security of U.S. military communications as 
well as "unclassified but sensitive" data crucial to the 
nation's infrastructure. 

0£ GOO) Like GNI, a strategic plan has been 
developed for information warfare. This plan has four 
key elements: the refinement of national, DoD, and 
NSA policy to specify objectives and define roles; 
enhancement of existing technical capabilities; redefini
tion of relationships with the services and other govern
mental and Defense agencies; and the need to adapt 
NSA to the IW mission in terms of organizational cul
ture, budget and program, and other dimensions. Imple
mentation of this plan will require close coordination 
across and among key components and with the GNI 
and other Agency strategic plans. 

(liS' 'C) One of the most important areas of NSA 
IW activity is in the engineering of multilevel security 
solutions to ensure the security, integrity, and reliability 
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of U.S. government and defense information systems. 
Several well-publicized intrusions into the Internet have 
occurred, heightening awareness of Defense policymak
ers to the need to provide enhanced security solutions to 
U.S. communications. NSA's Information Systems 
Security Organization and the Defense Information Sys
tems Agency (DISA) are working together on the Multi
level Information Systems Security Initiative (MISSI)
mentioned above-that will provide such security for 
networked information systems. MISSI will ensure that 
users can only access the information to which they are 
authorized, that information is protected from unautho
rized modification, and that users are identified and , 
authenticated. As a first increment of MISSI, the Assis- ; 
tant Secretary of Defense for Command, Control, Com-; 
munications, and Intelligence recently directed that all' 
workstations and personal computers acquired by DoD 
in the future be equipped with two PCMCIA slots lo 
accommodate NSA-developed FORTEZZA car.ds. 
These cards will provide encryption/decryption capabil
ities for e-mail and computer-generated faxes, and.'wil! 
implement the digital signature standard for authentica
tion. Ultimately, NSA and DISA hope to provide' com
prehensive security solutions for U.S. communj~ations 
on the Defense Information Infrastructure (Dll)' as well 
as the evolving National Information Infr~tructure 

(NlJ). 

Challenges and Opportuni.ties 

~liJ iili) GNI and IW present many formidable 
technical and organizational challenges to' NSA. Many 
of the technical challenges have been di~ussed above. 
To summarize, the major technical iSSIJ~S fall into the 
following categories: 

0 ~ Gaining access to networked commu
nications, whether for purP<>ses of producing 
SIGINT or conducting sOme of the more 
soohisticated IW techniQues is not trivial. 

0 Processing and Communications: Once access 
to a network has been attained, problems of data 
filtering and selection come into play as do con
cerns about forwarding the data back to a 
processing and analysis center at NSA or else
where. Emerging requirements for increased 

.. '· .. 
I' . . . . 
• 

:' tecbpical data to support:lw ..:.m also pose prJ-
; ces~i.ng and reporting challenges. : . ,. ' .. . . 

,0 Searctz: How do we e~~ure we 'are accessing 
the •rittht networks I 

, IMuch wo~ will remain for SIG....__!!!!"""_.:.,..._. 
INT searc~,h organization:;, too. 

0 Product Development:; I 

L---------_.IFor INFOSEC, the 
challenge of producing network security prod
ucts is especially critical. 

W?' !?) Despite the many technical problems, in 
my judgment the more difficult challenges of the tele
communications revolution are in the organizational/ 
cultural area. NSA has historically risen to technical 
challenges of SIGINT and INI:OSEC by relying on the 
extraordinary talent and resourcefulness of the NSA 
workforce. Complex and creative solutions that would 
be considered science fiction by the general population 
are routine tools in NSA's approach to signals collec
tion, processing, and forwarding, and information secu
rity. One should not take for granted that NSA 
professionals will be able to meet any and all future 
technology challenges, but we certainly have a good 
track record. 

(SQI '?) More worrisome than the technology 
issues are the challenges posed to NSA as an institution, 
by which I mean the organizational culture and tradi
tional ways of doing business. The Agency 's organiza
tional culture bas changed dramatically over the past 
several years because of continuing budget reductions 
and the detailed examination of national priorities that 
has taken place since the demise of the Soviet Union. 
But as an institution we still tend to function too much 
as a collection of "stovepipes" in the development of 
new capabilities. Let me then conclude this essay with a 
brief description of the organizational/cultural 
challenges posed by GNI and IW. 
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Teaming 

(0 BOO) The teaming of NSA organizations and 
people is the single most important key to success in 
GNI and Information Warfare. As target technologies 
become more sophisticated and more complex, it will no 
longer be possible for individual organizations to work 
solely on "their target" or "their technology" and be suc
cessful. Dynamic, task-oriented teaming of collection, 
processing, and communications professionals will be 
essential for the successful development and deploy
ment of collection systems and technologies. Teaming 
of analysts of various types will also become more 
important; linguists will need insights into cryptography 
and signals analysts will have to become more familiar 
with computer systems. This is not easy. Creating hori
zontal teams poses a cultural challenge to an organiza
tion like NSA, which historically has been structured 
along vertical lines of authority. Teaming is already 
occurring today in many parts of the Agency, and with 
great positive impact. (For example, the Cryptologic 
Mathematics Program depends on teaming between the 
Dl and DO organizations, and DI-DO-DT teaming is 
growing in the area of networks generally.) Such team
ing tends to happen more readily when NSA has to 
respond to a crisis, when all the bureaucratic walls col
lapse and people from many organizations work 
together as one. The key to the future will be to institu
tionalize the concept of teaming for the routine as well 
as the crisis situations. 

Cross-organizational 
Communications 

(Pill !Q) Communications among and between 
NSA organizations is critical. To really achieve team
work at NSA, individual developers, analysts, mathema
ticians, and other specialists have to maintain an 
awareness of what others are doing, and, conversely, 
must share knowledge of their work with others. This 
will allow greater cross-organizational communications 
about various aspects of a large problem and lead to 
faster, more complete solutions. We need to do a better 
job of communicating what is going on across the 
Agency so that those charged with developing new GNI 
or IW capabilities can keep abreast of all relevant activi
ties. Communications with external partners is another 
essential ingredient for future success. Such communi
cations are vastly improved now compared to the past, 
but GNI and IW impose new and slightly different 
demands. 

EO 1 . 4 . (c) 
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(9 SSG) GNI requires extensive interaction with 
external part~ers and customers. DoD, the Congres
sional intelligence committees, the Service Cryptologic 
Elements SCEs , Second and Third Parties, and the 

can be considered "partners" in 
~~..,..~r-""'l"'~ , while t e mtlitary services, Commerce, State, and 
other U.S. governmental organizations can be consid
ered "customers." Comprehensive and ongoing dia
logue with partners is necessary for GNI to ensure NSA 
gains and retains the ability to access the global net
work. New and creative solutions to the access problem 
must be found (and are being found); many of these 
techniques cost more money than NSA has programmed 
in its budget. Or the funds have been programmed for 
another purpose and Congress must approve a different 
use. While Congress is a key source of authorizations 
and resources, other partners are critical to GNI because 
they provide information that leads to the access 
we need. 

"'"'£ QGQ) Information Warfare also brings new 
demands for external communications. The military 
services all have IW programs that extend in scope well 
beyond the technologies of SIGINT and INFO SEC. For 
the past two years, NSA has been working together with 
the SCEs to foster communications with the SCEs' par
ent services who manage the respective service IW pro
grams. In addition, non-intelligence agencies and 
departments of the U.S. Government are involved with 
the broader policy aspects of IW and must also 
be consulted. 

(PHUH, There is an expanded need for cross-orga
nizational communications internal to NSA, too. While 
there is some overlap between organizations working on 
GNI with those working on lW, this overlap is not total. 
There is a continuing need for managers and technical 
leaders to ensure they maintain awareness of what oth
ers are doing and communicate to other organizations 
the projects and activities underway in their own organi
zation. This way, cross-fertilization of ideas can take 
place that will help both the GNI and lW efforts. 

Compartmentation 

(9 SSG) While the mutually beneficial needs for 
greater teaming and better communications are clear, it 
is also true that much of the detailed work being done in 
GNI and IW is and will remain compartmented. Some 
NSA professionals complain about this and use it as an 
excuse; others may deny the need for compartmentation 
at all. Like many other facts of life, however, the need 
for compartmentation of GNI access methods and IW 
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techniques must be accepted. Many of these methods 
and techniques are among the most fragile activities in 
the U.S. Government and must be protected. This need 
for compartmentation is unlikely to change. 

perc fifO) However, much can still be done to 
improve NSA's overall capabilities despite necessary 
compartmentation. For example, software and engi
neering specialists working on a technology for GNI 
SIGINT collection purposes may discover a technique 
that could be used to disable a target communications 
system and, therefore, be a useful tool for Information 
Warfare. Similarly, analysts may identify a potential 
weakness in a U.S. communications system; this knowl
edge may then be used by the Dl to develop additional 
security measures. In the past, managers may have dis
couraged any further pursuit of the non-SIGINT or 
INFOSEC aspects of their employees' activities. Now, 
though, these managers have a responsibility to find out 
(by contacting the NSA Information Warfare policy 
staff in DP or the Information Warfare Center in G 
Group or the DI Information Warfare Special Program 
Office in V) whether the techniques identified by their 
workforce is of potential value to NSA's IW effort. In 
this way, work that begins as non-compartmented, or 
compartmented for a different reason, can be applied to 
more than one set of activities. It is this "dual-use" 

approach that defines the essence of NSA's Information 
Warfare effort. 

(0 OI!UI) NSA's future is heavily dependent on: 
how we as an Agency respond to the challenges of GNI: 
and IW. So far, our efforts have been productive and on : 
track. More work needs to be done, however, especially : 
in the cross-over areas of technology development that: 
will serve both GNI and IW, in SIGINT as well as in : 
INFOSEC. Teaming and communications are the criti- : 
cal success factors. The high caliber of NSA's technical : 
workforce will allow the Agency to meet these chal- : 
lenges. But it will take all our technical creativity and ' 
perseverance as well as unprecedented collaboration to • 
ensure NSA performs with the same credibility and lev- : 
els of excellence in these new areas as we have in 
the past. 

(U) This article has benefitted from comments by • 

I J Re.pons,bUity ]w J;, opmwn' I 
and judgments expressed, however, rests with the author, 
based on his experience as Chairman of the NSA GNI 
Executive Steering Committee and as Executive Secre
tary of the NSA information Warfare Steering Group. 
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