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compliance measures being taken with regard to the bulk PR/TT program, _

Response at 6-7, which Judge Walton adopted as requirements in his order authorizing continued
bulk PR/TT surveillance o . sce Docket No. PR/TT -Primary Order issued
_ at 13-14. Finally, the government’s response noted the commencement by NSA
of a “complete ongoing end-to-end system engineering and process review (technical and
operational) of NSA’s handling of PR/TT metadata to ensure that the material is handled in strict

compliance with the terms of the PR/TT Orders and the NSA’s descriptions to the Court.” -

- Alexander Decl. at 16.1

17(.

..continued
Report file at 8 (Exhibit B to Application), and the Court ordered h

government not to resume it without prior Court approval. See Docket No. PR/TT

Primary Order issued at 10.

'* On _the government provided written notice of a separate form of
unauthorized access relating to the use by NSA technical personnel of bulk PR/TT metadata to
identi

ich they then employed for “metadata reduction and management activities” in
other data repositories. See Docket No. PR/TT-Preliminary Notice of Compliance
Incident filed on_ at 2-3. The government assessed this practj i istent
with restrictions on accessing and using bulk PR/TT metadata. Id. at 3. OM Judge
Walton issued a supplemental order which, inter alia, directed the government to discontinue
such use or show cause why continued use was necessary and appropriate. See Docket No.
PR/TT [ Supplemental Order issued onﬂ(_);der”), at4. In
response, the government described the deleterious effects that would likely result from
discontinuing the use of derived from the bulk PR/TT metadata. See
Docket No. PR/TT NSA, filed on t1-3,6
Judge Walton approved the continuation of
Docket No. PR/TT Supplemental Order issued on
at 2-3. In addition, with regard to a then-recent misstatement by the govw

concerning when NSA had terminated automatic querying of the bulk PR/TT metadata, se
(continued...)

Declaration o
Decl.””). On

NSA’s use of

FOP-SECRETHCOMINTHORCONNOEQRN -

16



2. Disclosure of Query Results and Information Derived Therefrom

Also in the _Order, the Court noted recent disclosure of the extent to which
NSA analysts who were not authorized to access the PR/TT metadata directly nonetheless
received unminimized query results. _ Order at 2. The Court permitted the
continuance of this practice for a 20-day period, but provided that such sharing shall not continue
thereafter “unless the government has satisfied the Court, by written submission, that [it] is
necessary and appropriate.” Id. at 4. In response, the government stated that “NSA’s collective
expertise in [the targeted] Foreign Powers resides in more than one thousand intelligence
analysts,” less than ten percent of whom were authorized to query the PR/TT metadata. -

>

_Declaration at 7-8. Therefore, the government posited that sharing “unminimized

query results with non-PR/TT-cleared analysts is critical to the success of NSA’s
counterterrorism mission.” Id. at 8. Judge Walton authorized the continued sharing of such

information within NSA, subject to the training requirement discussed at pages 18-19, infra.

See Docket Nos. PR/TT |- BR 09-06, Order issucd on [ | h SRR

Order”), at 7.

O_ the government submitted a notice of non-compliance regarding
dissemination of information outside of NSA that resulted from NSA’s placing of query results

into a database accessible by other agencies’ personnel without the determination, required for

'¥(...continued)
Order at 2, the Court ordered NSA not to “resume automated querying of the PR/TT

metadata without the prior approval of the Court.” 1d. at 3.
—FOP- SECRETHCOMINTHORCON;NOFORN—
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any U.S. person information, that it related to counterterrorism information and was necessary to

understand the counterterrorism information or assess its importance. See Docket No. PR/TT
-Preliminary Notice of Compliance Incident filed on _ Between-

[ Bl _ approximately 47 analysts from the FBI, the Central Intelligence Agency

(CIA), and the National Counterterrorism Center (NCTC) queried this database in the course of
their responsibilities and accessed unminimized U.S. person information. See Docket No.
PR/TT -Report of the United States filed on _eport”),
Exhibit A, Declaration of Lt. Gen. Keith B. Alexander, Director, NSA, at 11-13. NSA
terminated access to this database for other agencies’ personnel b‘ at 12.
Based on its end-to-end review, NSA concluded that NSA personnel “failed to make the
connection between continued use of the database and the new dissemination procedures
required by the Court’s Orders.” Id. at 15.

The government further disclosed that, apart from this shared database, NSA analysts
made it a general practice to disseminate to other agencies NSA intelligence reports containing
U.S. person information extracted from the PR/TT metadata without obtaining the required

determination. See Docket No. PR/TT - Government’s Response to the Court’s

Supplemental Order Entered on - filed on_ at 2. The large majority

of disseminated reports had been written by analysts cleared to directly query the PR/TT

metadata. See Docket No. PR/TT-Declaration of _NSA, filed on-

- at 2. Inresponse to these disclosures, Judge Walton ordered that, prior to receiving query

—FOPSECRETHCOMINTHORECON;NOFORN—
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results, any NSA analyst must first have received “appropriate and adequate training and
guidance regarding all rules and restrictions governing the use, storage, and dissemination of
such information.” -rder at 7. He also required the government to submit weekly
reports on dissemination, including a certification that the required determination had been made
for any dissemination of U.S. person information, and to include “in its submissions regarding
the results of the end-to-end review[] a full explanation” of why this dissemination rule had been
disregarded. Id. at 7-8.

Subsequently, in response to thé latter requirement, the government merely stated:
“Although NSA now understands the fact that only a limited set of individuals were authorized
to approve these releases under the Court’s authorization, it seemed appropriate at the time” to
delegate approval authority to others. -eport, Exhibit A, at 17. The government’s
explanation speaks only to the identity of the approving official, but a substantive determination
regarding the counterterrorism nature of the information and the necessity of including U.S.
person information was also required under the Court’s orders. See page 3, supra. It appears
that, for the period preceding the adoption of the weekly reporting requirement, there is no record
of the required determination being made by any NSA official for any dissemination. As far as
can be ascertained, the requirement was simply ignored. _S__e_g_leport, Exhibit A, at

18-19.

NSA completed its “end-to-end review” of the PR/TT metadata program on-

-. S_%__Report, Exhibit B. O_ Judge Walton granted an

—FOPSECRETHECOMINTHORECONNOFORN-
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application for continued bulk PR/TT authorization. In that application, the government
represented that “all the technologies used by NSA to implement the authorizations granted
by docket number PR/TT -and previous docket numbers only collect, or collected,
authorized metadata.” Docket No. PR/TT -Application filed on —
-Application”), at 11 n.6 (emphasis in original).

3. Overcollection

Notwithstanding this and many similar prior representations, there in fact had been

systemic overcollection since - On _ the government provided written

notice of yet another form of substantial non-compliance discovered by NSA OGC on_

-’9 this time involving the acquisition of information beyond the-authorized categories.

See Docket No. PIUTT.reliminary Notice of Compliance Incident filed on—

at2. This overcollection, which had occurred continuously since the initial authorization in-

government reported that NSA had ceased querying PR/TT metadata and suspended receipt of

Id. The government later advised that this continuous overcollection acquired

¥ Since NSA OGC had been obligated to conduct periodic checks of the
metadata obtained at to ensure that _were functioning in an

authorized manner. See page 13, supra.
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many other types of data® and that “[v]irtually every PR/TT record” generated by this program
included some data that had not been authorized for collection. -pplication,
Exhibit D, NSA Response to FISA Court Questions dated_(‘_
Response™), at 18.

The government has provided no comprehensive explanation of how so substantial an

overcollection occurred, only the conclusion that,_
technical requirements”_‘into accurate and precise technical

descriptions for the Court.” _1eport, Exhibit A, at 31. The government has said

nothing about how the systemic overcollection was permitted to continue, _

On the record before the Court, the most charitable

interpretation possible is that the same factors identified by the governrnen-

remained unabated and in full effect:

non-communication with the technical personnel directly responsible_

-resulting from poor management. However, given the duration of this problem, the

oversight measures ostensibly taken since-to detect overcollection, and the extraordinary
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fact that NSA’s end-to-end review overlooked unauthorized acquisitions that were documented
in virtually every record of what was acquired, it must be added that those responsible for
conducting oversight at NSA failed to do so effectively. The government has expressed a belief
that “the stand-up of NSA’s Office of the Director of Compliance in July 2009” will help avoid
similar failures in the future, both with respect to explaining to the FISC what NSA actually
intends to do and in conforming NSA’s actions to the terms of FISC authorizations. Id. at 31-32.

E. Expiration of Bulk PR/TT Authorities

The PR/TT authorization granted in Docket No. PR/TT -Was set to expire on
_ On_ the government submitted a proposed renewal

may not have been contemplated under prior orders. See Docket No. PR/TT -

Supplemental Order issued or|i NN Orer”), =t 2. The proposed

application sought approval_ subject to the

restrictions that NSA analysts would not query the PR/TT metadata previously received by

NSA?! and that information prospectively obtained_would be stored

-o access or use. Id. at 2. After Judge Walton expressed concern about the merits of the

*! The government requested in its proposed application that, if “immediate access to the
metadata repository is necessary in order to protect against an imminent threat to human life,” the
government would “first notify the Court.” i Order at 3. Instead, Judge Walton
permitted access to protect against an imminent threat as long as the government provided a
report.

—FORSECREH/COMINTHORCON.NOEQRN
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proposed application,” the government elected not to submit a final application. Id. at3. Asa
result, the authorization for bulk PR/TT surveillance expired on—udge
Walton directed that the government “shall not access the information [previously] obtained e
for any analytic or investigative purpose” and shall not “transfer to any other NSA facility
information . . . currently stored_I_d_.
at 4-5. He also provided that, “[i]n the extraordinary event that the government determines
immediate access to the [PR/TT metadata] is necessary in order to protect against an imminent
threat to human life, the government may access the information,” and shall thereafter “provide a
written report to the Court describing the circumstances and results of the access.” Id. at 5.2

F. The Current Application

O_ the government submitted another proposed application, which

in most substantive respects is very similar to the final application now before the Court.

Thereafter, on |+ :ndcrsigned judge met with

representatives of the executive branch to explore a number of factual and legal questions

presented. The government responded to the Court’s questions in three written submissions,

2

> The iroFosed application did not purport to specify the types of data acquired-

or, importantly, to provide a legal justification for such acquisition under a
PR/TT order.

% In compliance with this requirement, the government has reported that, under this
emergency exception, NSA has run queries of the bulk metadata in response to threats stemming
from (i

yee, e.g., Docket No. PR/TT Reports filed on




YD) B AN ThRAT AXD

fited on [ - :overnment then submitted its

revised, final application or-.., with those prior written responses attached as Exhibit

D.

To enter the PR/TT order requested in the current application, or a modified PR/TT order,
the Court must find that the application meets all of the requirements of Section 1842. See 50
U.S.C. § 1842(d)(1). Some of these requirements are plainly met: the government has submitted
to a judge of the FISC a written application that has been approved by the Attorney General (who
is also the applicant). See ||| rpication at 1, 20; 50 US.C. § 1842a)(1), ®)(1), (c).
The application identifies the Federal officer seeking to use the PR/TT devices covered by it as
General Keith B. Alexander, the Director of NSA, who has also verified the application pursuant
to 28 U.S.C. § 1746 in lieu of an oath or affirmation. See ||| lbrtication at s, 18; 50
U.S.C. § 1842(b), (c)(1).

In other respects, however, the Court’s review of this application is not nearly so
straightforward. As a crucial threshold matter, there are substantial questions about whether
some aspects of the proposed collection are properly regarded as involving the use of PR/TT
devices. There are also noteworthy issues regarding the certification of relevance pursuant to
Section 1842(c)(2) and the specifications that the order must include under Section
1842(d)(2)(A), as well as post-acquisition concerns regarding the procedures for handling the

metadata. The Court’s resolution of these issues is set out below.
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In the remainder of this Opinion, the Court will first consider whether the proposed
collection involves the use of a PR/TT device within the meaning of the applicable statutory
definitions, and whether the data that the government seeks to collect consists of information that
may properly be acquired by such a device. Next, the Court will consider whether the
application satisfies the statutory relevance standard and contains all the necessary elements. The
Court will then address the procedures and restrictions proposed by the government for the
retention, use, and dissemination of the information that is collected. Finally, the Court will
consider the government’s request for permission to use all previously-collected data, including
information falling outside the scope of the Court’s prior authorizations.

1I. The Proposed Collection, as Modified Herein. Involves the Installation and Use of PR/TT
Devices

A. The Applicable Statutory Definitions

For purposes of 50 U.S.C. §§ 1841-1846, FISA adopts the definitions of “pen register”
and “trap and trace device” set out in 18 U.S.C. § 3127. See 50 U.S.C. § 1841(2). Section 3127

provides the following definitions:

(3) the term “pen register” means a device or process which records or decodes
dialing, routing, addressing, or signaling information transmitted by an instrument
or facility from which a wire or electronic communication is transmitted,
provided, however, that such information shall not include the contents of any
communication . . . ;[**]

?* The definition excludes any device or process used by communications providers or
customers for certain billing-related purposes or “for cost accounting or other like purposes in the
ordinary course of business.” § 3127(3). These exclusions are not pertinent to this case.
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(4) the term “trap and trace device” means a device or process which captures the
incoming electronic or other impulses which identify the originating number or
other dialing, routing, addressing, and signaling information reasonably likely to
identify the source of a wire or electronic communication, provided, however, that
such information shall not include the contents of any communication.

These definitions employ three other terms — “electronic communication,” “wire
communication,” and “contents” — that are themselves governed by statutory definitions “set
forth for such terms in section 2510 of title 18. 18 U.S.C. § 3127(1). Section 2510 defines
these terms as follows:

(1) “Electronic communication” is defined as:

any transfer of signs, signals, writing, images, sounds, data, or intelligence of any

nature transmitted in whole or in part by a wire, radio, electromagnetic,

photoelectronic or photooptical system that affects interstate or foreign commerce
but does not include — (A) any wire or oral communication.[**]

2

18 U.S.C. § 2510(12).
(2) “Wire communication” is defined as:

any aural transfer made in whole or in part through the use of facilities for the
transmission of communications by the aid of wire, cable, or other like connection
between the point of origin and the point of reception . . . furnished or operated by
any person engaged in providing or operating such facilities for the transmission
of interstate or foreign communications or communications affecting interstate or
foreign commerce.

18 U.S.C. § 2510(1).

% The other exclusions to this definition at Section 2510(12)(B)~(D) are not relevant to
this case.

—TFOP-SECREF/ECOMINTHORCONNOEFORN——
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(3) “Contents” is defined to “include[] any information concerning the substance, purport,
or meaning” of a “wire, oral, or electronic communication.” 18 U.S.C. § 2510(8).%
Together, these definitions set bounds on the Court’s authority to issue the requested

order because the devices or processes to be employed must meet the definition of “pen register”

or “trap and trace device.”

As explained by the government, the proposed collection_

_ Declaration of Gen. Keith B. Alexander,
Director of NSA, at 23-24 (attached as Exhibit A to -pplication) (_

Alexander Decl.”).

26 Different definitions of “wire communication” and “contents” are set forth at 50
U.S.C. § 1801(1) & (n). The definitions in Section 1801, however, apply to terms “[a]s used in
this subchapter” — i.e., in 50 U.S.C. §§ 1801-1812 (FISA subchapter on electronic surveillance) —
and thus are not applicable to the terms “wire communication” and “contents” as used in the

definition of “pen register” and “trap and trace device” applicable to Sections 1841-1846 (FISA
subchapter on pen registers and trap and trace devices).




See id., Tab 2, at 1-2 n.2.7

Subject to the following discussion of what types of information may properly be
regarded as non-content addressing, routing or signaling information, the Court concludes that
this _is consistent with the statutory definitions of “pen register” and, insofar
as information about the source of a communication is obtained, “trap and trace device.” Each

communication subject to collection is either a wire communication or an electronic
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communication under the definitions set forth above.”® The end-result of the collection process®

is that only metadata authorized by the Court for collection is forwarded to NSA for retention and

use. _

Finally, and again subject to the
discussion below regarding what types of information may properly be acquired, the Court

concludes that the automated processes resulting in the transmission to NSA of information

8 Many of the communications for which information will be acquired will fall within
the broad definition of “electronic communication” at 18 U.S.C. § 2510(12). If, however, a
covered communication consists of an “aural transfer,” i.e., “a transfer containing the human
voice at any point between and including the point of origin and the point of reception,” id. §
2510(18), then it could constitute a “wire communication” under the meaning of Section
2510(1). In either case, the communications subject to collection are “wire or electronic
communication[s],” as required in Sections 3127(3) & (4).

» The term “process,” as used in the definitions of “pen register” and “trap and trace
device”, has its “generally understood” meaning of “a series of actions or operations conducing
to an end” and “covers software and hardware operations used to collect information.” In re
Application of the United States for an Order Authorizing the Installation and Use of a PR/TT
Device on E-Mail Account, 416 F. Supp.2d 13, 16 n.5 (D.D.C. 2006) (Hogan, District Judge)
(internal quotations and citations omitted).

30 Accord_Opinion at 12-13; In re Application of the United States for an
Order Authorizing the Use of Two PR/TT Devices, 2008 WL 5082506 at *1 (E.D.N.Y. Nov. 26,
2008) (Garaufis, District Judge) (recording and transmitting contents permissible under PR/TT
order where government computers were configured to immediately delete all contents). But see
In re Application of the United States for an Order Authorizing the Use of a PR/TT Device On
Wireless Telephone, 2008 WL 5255815 at *3 (E.D.N.Y. Dec. 16, 2008) (Orenstein, Magistrate
Judge) (any recording of contents impermissible under PR/TT order, even if deleted before
information is provided to investigators).

—FOPRSECRETHEOMINTHORECON,NOFORN—

29



resulting from-about communications is a form of “record[ing]” or “decod[ing]”

permissible under the definition of “pen register.”

C. The Requested Information

The application seeks to expand considerably the types of information authorized for
acquisition. Although the government provides new descriptions for the categories of
information sought, see -lexander Decl., Tab 2, they encompass all the types of
information that were actually collected (to include unauthorized collection) under color of the
prior orders. Memorandum of Law and Fact in Support of Application for Pen Registers and
Trap and Trace Devices for Foreign Intelligence Purposes (“Memorandum of Law”) at 3,

submitted as Exhibit B to the _Application.

1. The Proper Understanding of DRAS Information and Contents

The government contends that all of the data requested in this application may properly
be collected by a PR/TT device because all of it is dialing, routing, addressing or signaling
(“DRAS”) information, and none constitutes contents. Id. at 22. In support of that contention,
the government advances several propositions concerning the meaning of “dialing, routing,
addressing, or signaling information” and “contents,” as those terms are used in the definitions of
“pen register” and “trap and trace device.” While it is not necessary to address all of the
government’s assertions, a brief discussion of the government’s proposed statutory construction
will be useful in explaining the Court’s decision to approve most, but not all, of the proposed

collection.
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The government argues that DRAS information and contents are “mutually exclusive
categories,” and that Congress intended for DRAS information “to be synonymous with ‘non-
content.”” Id. at 23, 51. The Court is not persuaded that the government’s proposed construction
can be squared with the statutory text. The definition of pen register covers “a device or process
which records or decodes dialing, routing, addressing, or signaling information transmitted by an
instrument or facility . . ., provided, however, that such information shall not include the contents
of any communication.” § 3127(3). The structure of the sentence — an affirmative description of
the information to be recorded or decoded, followed by a proviso that “such information shall not
include the contents of any communication” — does not suggest an intention by Congress to
create two mutually exclusive categories of information. Instead, the sentence is more naturally
read as conveying two independent requirements — the information to be recorded or decoded
must be DRAS information and, whether or not it is DRAS, it must not be contents. The same
observations apply to the similarly-structured definition of “trap and trace device.” See 18
U.S.C. § 3127(4) (“a device or process which captures the incoming electronic or other impulses
which identify the originating number or other dialing, routing, addressing, and signaling
information reasonably li.kely to identify the source of a wire or electronic communication,
provided, however, that such information shall not include the contents of any communication”).

The breadth of the terms used by Congress to identify the categories of information
subject to collection and to define “contents” reinforces the conclusion that DRAS and contents

are not mutually exclusive categories. As the government observes, see Memorandum of Law at

—FOP-SECRET/COMINTAORECONNOFORN—
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37, the ordinary meanings of the terms “dialing,” “routing,” addressing,” and “signaling” — which
are not defined by the statute — are relatively broad. Moreover, as noted above, the term
“contents” is broadly defined to include “any information concerning the substance, purport, or
meaning of [an electronic] communication.” 18 U.S.C. § 2510(8) (emphasis added). And
“electronic communication,” too, is defined broadly to mean “any transfer of signs, signals,
writing, images, sounds, data or intelligence of any nature transmitted in whole or in part by a
wire, radio, electromagnetic, photoelectronic, or photooptical system . ...” 18 U.S.C. §
2510(12) (emphasis added).

Given the breadth of the terms used in the statute, it is not surprising that courts have
identified forms of information that constitute both DRAS and contents. In the context of
Internet communications, a Uniform Resource Locator (URL) — “an address that can lead you to

a file on any computer connected to the Internet™' —

constitutes a form of “addressing
information” under the ordinary meaning of that term. Yet, in some circumstances a URL can
also include “contents” as defined in Section 2510(8). In particular, if a user runs a search using
an Internet search engine, the “search phrase would appear in the URL after the first forward
slash” as part of the addressing information, but would also reveal contents, i.e., the “‘éubstance’
and ‘meaning’ of the communication . . . that the user is conducting a search for information on a
particular topic.” In re Application of the United States for an Order Authorizing the Use of a

Pen Register and Trap, 396 F. Supp.2d 45, 49 (D. Mass. 2005) (Collins, Magistrate Judge); see

*! See Newton’s Telecom Dictionary 971 (24" ed. 2008).

—TOP-SECRETHEOMINT/ORCONNOFORN—
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also In re Pharmatrak, Inc., 329 F.3d 9, 16, 18 (1st Cir. 2003) (URLs including search terms are
“contents” under Section 2510(8)).** In the context of telephone communications, the term
“dialing information” can naturally be understood to encompass all digits dialed by a caller.
However, some digits dialed after a call has been connected, or “cut through,” can constitute
“contents” — for example, if the caller is inputting digits in response to prompts from an
automated prescription refill system, the digits may convey substantive instructions such as the
prescription number and desired pickup time for a refill. Courts accordingly have described post-
cut-through digits as dialing information, some of which also constitutes contents. See In re

Application of the United States for an Order (1) Authorizing the Installation and Use of a PR/TT

Device and (2) Authorizing Release of Subscriber and Other Information, 622 F. Supp.2d 411,

412 n.1, 413 (S.D. Tex. 2007) (Rosenthal, District Judge); In re Application, 396 F. Supp.2d at

48.
In light of the foregoing, the Court rejects the government’s contention that DRAS
information and contents are mutually exclusive categories. Instead, the Court will, in

accordance with the language and structure of Section 3127(3) and (4), apply a two-part test to

32 But see H.R. Rep. No. 107-236(1), at 53 (2001) (stating that the portion of a URL
“specifying Web search terms or the name of a requested file or article” is not DRAS information
and therefore could not be collected by a PR/TT device).

—TOP-SECREH/COMINT/ORCON NOFORN
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the information that the government seeks to acquire and use in this case: (1) is the information
DRAS information?; and (2) is it contents?>

In determining whether or not the types of information sought by the government
constitute DRAS information, the Court is guided by the ordinary meanings of the terms

9% &€,

“addressing,” “routing,” and “signaling,” and by the context in which the terms are used.** As
the government asserts, “addressing information” may generally be understood to be
“information that identifies recipients of communications or participants in a communication”
and “may refer to people [or] devices.” Memorandum of Law at 37.** The Court also agrees
with the government that “routing information” can generally be understood to include
information regarding “the path or means by which information travels.” Memorandum of Law
at 37. As will be explained more fully in the discussion of “communications actions” below, the

Court adopts a somewhat narrower definition of “signaling information” than the government. In

summary, the Court concludes that signaling information includes information that is utilized in

» To decide the issues presented by the application, the Court need not reach the
government’s contention that Congress intended DRAS information to include all information
that is not contents, or its alternative argument that, if there is a third category consisting of non-
DRAS, non-content information, a PR/TT device may properly collect such information. See
Memorandum of Law at 49-51.

** The government does not contend that any of the information sought constitutes only

“dialing information,” which it asserts “presumptively relates to telephones.” Memorandum of
Law at 37 n.19.

% See Newton’s Telecom Dictionary at 89 (“An address comprises the characters
identifying the recipient or originator of transmitted data.”).

—FORSECRETHCOMINT/ORCONNOFORN——
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or pertains to (1) logging into or out of an account or (2) processing or transmitting an e-mail or
IM communication. See pages 50-56, infra.*

With regard to “contents,” the Court is, of course, bound by the definition set forth in
Section 2510(8), which, as noted, covers “any information concerning the substance, purport, or
meaning” of the wire or electronic communication to which the information relates. When the
communication at issue is between or among end users, application of the definition of
“contents” can be relatively straightforward. For an e-mail communication, for example, the
contents would most obviously include the text of the message, the attachments, and the subject-
line information. In the context of person-to-computer communications like the interactions
between a user and a web-mail service provider, however, determining what constitutes contents
can become “hazy.” See 2 LaFave, et al. Criminal Procedure § 4.6(b) at 476 (“[ W]hen a person
sends a message to a machine, the meaning of ‘contents’ is unclear.”). Particularly in the user-
to-provider context, the broad statutory definition of contents includes some information beyond
what might, in ordinary parlance, be considered the contents of a communication.

2. The Categories of Metadata Sought for Acquisition

The government requests authority to _ategories of

% For purposes of this Opinion, the term “‘e-mail communications” refers to e-mail
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