
http://www.blackvault.com/


T FO'R PUBLIC DISS'E,M,INATION 

Nuclear Weapons Surety 


Annual Report to the President I 

1987 

CLASSIFIED BY: CG-W-5, Jan 84 

SECRET 

If 
)K..! , 

.- - :" , , 

This documem consists of ~pages 
No ~of --'lQ..Copies, Series ~ 

/ :-­

~---

Joint Report by the U.S. Department of Defense 
and the U.S. Department of Energy 

, ." ,1 

I 



--~----------~ --~ ~- ----. 

'ECREt 

M~OR.ANDUM FOR TIlE PRESIDENT 


SUBJECT: Joint DoD/DOE Annual Nuclear Weapons Surety Repor~ 


Attached is the joint Department of Defense/Department of 


Energy Annual Report to the President on Nuclear Weapons Surety 


for 1987. It summarizes progress made durins 1987 and reports 
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JOINT DEPARTMENT OF DEFENSE/DEPARThfENT OF ENERGY 
ANNUAL REPORT TO THE PRESIDEN.T ON NUCLEAR l'IEAPONS SURETY) 1987 

EXECUT I VE SUMMARY 

ttlfSI) At the 
Defense {DoD) 
on the status 

(U) The Nuclear Weapons Council (NWC) is now a key player 
in nuclear \leapon surety. The NWC gives consideration to safety 
rules ·for nuclear weapon system operations prior to Secretary of 
Defense approval. The NWC Stockpile Improvement Program Review 
examines those nuclear ~eapons planned for retention by the 
Department of Defense. They review all deployed weapons. their 
operating· environment, present stockpile improvement efforts, and 
Service retirement plans/replacement programs and then make 
recommendations to the Secretaries of the ~wo Departments as 
appropriate. 

(U) Both DoD and DOE have programs to enhance the safety, 
security, and positive control of nuclear weapons and special
nuclear materialS. These include: (1) continued upgrade of 
security equipment and facilitiesj (2) installation of electronic 
intrusion detection systems; (3) commitment to new weapon and 
weapon modification programs having nuclear weapon safety and use 
control improvements; (4) enhanced security personnel ~raining 
programsj (5) a well exercised accident response capability; and 
(6) continued involvement with our Allies to proceed with 
modernization of theater nuclear systems. 

(U) Significant 1987 efforts include: 
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(U) Du iri ng 1987, the NWC e,ndot'sed the initiation of 
eng i neering deve l opment for warheads for SRAM II and Small 
ICBM, both to inc l ude a full complement of design features 
for nuc l ear explosive s a fety, radioactive material dispersa l 
safe ,t y. and warhead use control, The NWC will continue t o 
review and ensure that the SRAM II warhead will maintain 
compatibility withSRAM A as a backfit contingency. 

.. .. 
~ ProgresS" has been' ac.hicved on each of the continuing 

~ 

issues r ~~~~~~~~~~~~_~~~~~~~~~~~~~~~--~~~~ 

copter 
ave been fielded for the M4S4/W48 (1~5mm) 


ar t i l l ery projectile. An air shipment container for 

M7S3/l'I'79 (8 11 ) and XM785/W82 (1 5511l1ll) projectiles is under 

development and will be fielded in FY8B. A delineation of 

joint noD/DOE T'esponsibilities for nuclear weapon system 

safety. security and use control is being developed by the 

National Security Council staff to reaffirm and conSOlidate 

prior national policy and joint Department agreements, 


imp~ovements a~e continuing 
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(U) CODtinuiDI lODI-ter. issues that were addressed in 19.7. 
include the follovinl: " 

The funding available to improve physical 
program is decreasing. As a result. some program 

on dates are slipping. 

~ The DoD and DOE rec.ogn i ze that the ex 1 s tence of 
"nuclear weapon systems is necessary for national security and 
that extraordinary measures for the protection of the public 
health -and-safety:are requit:ed . There ,a-r:.e no signific,ant: rssues 
of disagre.e'rn<mt between the Do,I)i and "DOE C;Q,nc_e-it"Ding- d,yal-agency 
judgments-and respo -

believe 
risk. to 

e iast year and oth Depa~tments 
security posture is satisfactory and the 

is acceptable. 
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1. (U) Introduction. At the request of the President, the 

Departments of Defense and Energy report annually the sta tU:s of 

safety and security of nuclear ~eapon systems. Tbe first joint 


rov d ed u da
report covered cat~~~~,~~~~~~~~~,~~~~~an~~~~~~~~~s .. 
~ ua l o r t ~~~ 61 

poE 

A. (U) Nuclear Weapons Securi tv: The prev,ention of 
unauthoriz:ed actions~ vandalism, sabotage, ~alevolent damage, and 
unauthorized access to nuclear weapons; and the prevention of theft, 
or diversion of a nuclear weapon, or a nuclear component. 

B. (U). Nuclea.r Weapons Safety: The protection against 
accidental or unauthorized actions invo l ving nuclear explosives 
which ~ay result in detonation (high explosive or nuclear). This 
includes minimizing the possibility of dispersal, or release of 
hazardous radioactive materials 10 preclude endangering public 
heaHh. 

1. ·(U) Nuclear Detonation Safety~ The protective 
measures taken against accidental. oy unauthorized act i ons involving 
nUiclear syst·erns which M,ay result in a nuclear detonation. 

2. (U) Rad i oactive Material Dispersal Safety! The 
protect i ve measures taken to minimize the possibility of endangering 
the pub l ic health by the accidental dispe~~al, or release of 
hazardous radioactive materials in nuclear weapons. 

C. (U) Nuclear Wesoons Use Control/Use Denial: The system 
design features and devices incorporated 'into nuclear ~arheads and 
their supporting delivery systems that ensure authorized use of 
nuclear weapons while inhibiting unauthorized nuclear detonations 
and preventing unauthorized use of Duclear warheads. 

D. (U) Personnel Reliability Program: The program that 
ensures the suitability and reliability of individuals who perform 
nuclear weapon duties. 

E. (U) Emergency Response: The capability to respond to 
accidents·or incidents involving nuclear explosives, including 
improvised nuclear devices, and to neutralize, or minimize the 
adverse consequences. 

F. (U) Inspection/Evaluation Programs: The programs that 
ensure compliance with Department and Service nuclear surety 
regulations. 

(U) Nuclear safetYt security, and control is a DoD and 
DOE shared responsibility. The views of the Department of Defense 
are primarily contained in Section II and those of the Department 
of Energy are in Section III. Joint emergency response activities 
are prOVided in Section IV. 
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II. (U) Department of Defense P~ograms 

A. (U) Securi ty 

T ese weapons are deployed in support of both 
non-strategic plans and in support of deterrence 

objectives·of both the United States and its Allies. These 
deployments are not, however, risk free. Because these nuclear 
weapons must be readily available to the combat commander, and 
because the deterrent value of nuclear weapons requires that a 
significant portion of them will survive attack, we cannot hide 
them away in a few indestructible, impenetrable £or~resses. 
-other, we must balance the day-to-day risk of terrorist attack 

_Post operational requirements .. We believe the standards and 
~I-iteria established for the storage and transport of nuclear 
weapons provide that balance. However, we are mindful of the 
fact that the capabilities of individual or state-sponsored 
terrorist groups and adversarial sovereign nations are constantly 
increasing. We are also mindful of the fact that FY89 and beyond 
resources a~e falling. Therefore, we are constantly striving to 
enhance our security posture ~hile reducing operating costs and 
manpower requirements. 

2.(U) Programs 

a. (U) Europe 

, 
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(4) O(§FkS}m The Army program 
access delay systems to enhance protection for 
particularly artillery pro·e t · e 
eM illJ..l~'--"H~"","'!..~k DJ.': Q S 

"'SEeR!T -­

~~~.•____~~~~~~~~~~~~~~~ I n 1987, resear ch,
eve1 0pment an operatlonal t e s ts an d evaluation efforts were 

completed. Contract awards are expected in June 1988. To speed 
execution of this pr,ogram the Air Force requested funds in FY 88 
to pre£inance installation. Congress approved £~nding in the 
FY 1988 Authorization and Appropriation- Sills but inC l uded 
legislation that prohibits the Air Force from installing the 
system in Europe until the Secretary of Defense certifies to the 
Congress that the system is eligib l e for NATO common infra­
structure funding, and that al l steps are being taken to speed 
the NATO funding process. Because the INF agreement signed in 
December 1987, will place greater reliance on NATO's dual-capable 
aircraft, this program has be~n singled out by SACEUR, the NATO 
Military Committee, and NATO Ministers as a program tAat should 
have the highest priority. NAT'O has responded to this Congres­
sional pressure by speeding the approval process. However, the 
NATO funding process is extremely complex an~ time consuming. 

(3) ~ Although progress is slower than we 
would like, NATO continues to make progress toward completing the 

to install 
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(5) (U) To complement advances in facility and 
sensor upgrades. NATO security directives have been revised. The 
new Allied Command Europe (ACE) directive published in November 
1987 requires security forces to conduct more realistic training 
(including periodic force-on-force exercises), calls for the 
development of equipment and procedures to defeat the vertical 
threat and requires installation of systems to screen storage 
structures from stand-off threats. 

(6) (U) On'individual initiative and without 
program funding, many U.S. and NATO security units have made 
noteworthy improvements. They have modified terrain features and 
constructed vehicle barriers t anti-personnel obstacles. earthen 
berms to protect storage bunkers, anti-helicopter obstaCles. and 
above- and below-ground deployment routes for security forces. 
We are seeing more and more, of thes,e low-cost, high-~~::.:.:......:.;...:.;::.;;..._~ 

(7) ~~ The Army is continuing efforts to 
develop a Survivability Overpack Container (SOC) for artillery­
fired projectiles. The container will be hardened against small 
arms fire and fragmentation, and will be compatible with a wide 
variety of U.S. and NATO vehicles. The SOC container, which is 
being designed to provide increased survivability on the 
battlefield. will also provide enhanced security and safety for 
weapons in storage and transport in peacetime. Initial adversary 
tests and a European demonstration were conducted from April to 
August 1987 with successful results. The SOC production program 
is currently unfunded. If funds can be identified. £i~lding of 
sacs could be schedUled for FY92. 

SECRET 
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been provided to each of the allied nations responsible for 
security of U.S. nuclear weapons. 

(9) CU) The civil works and sensor upgrade 
programs currently being carried out in Europe were conceived in 
the late 1970s and based on a 1970's ter~orist threat estimate. 
During 1987, the NATO Senior Level Weapons Protection -Group 
(SLWPG) began an assessment of the current terrorist threat to 
determine if significant VUlnerabilities still remain, and if so, 
to develop recommendations for ~ATO Ministers. Currently, the 
SLWPG plans to forward its report to Ministers in the fall of 
1988. 

b. CU) Pacific 

in Europe, 

c. Continental United States 

S!e"ET 
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projects is included in the FY 1989 President 1 s budget: three 
alert taxiway barriers. one alert-aircraft screening project, and 
two fligntline-fencing projects. 

~ISJ) Although this activity seems 

ambitious, the program has been impacted by budget cuts. Five 


-projects were cancelled in FY 1987, and only one was 
reprogrammed. Three additional projects have been cut from the 
FY 1989 budget, and recent budget cuts resulted in three more 
projects being cut from the_FY 1990-1994 PO~1. As a result, SAC 
has been forced to stretch out the program well into the next 
century. 

d. (U) Weapons Afloa t 
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Reduction$ in FY 19B9 progra. budget of $11.777l eliminated 
planned procure_ent, for that fiscal year and will require 
reprogra•• ing for procurement of the re.ainina ll~ required 
co.~unications units in later years. 

e. (U) .ongoing Resea reh. In support of the 
Service securi~y programst the_Defense Nu~leaT Agency (DNA) 
~onducts ~esearcN, through expJo~atory de~eloprnent and/or proof 

_ of -co-ncept, to develop technologies -and te'chniques'to iIII,prove 
the security of nuclear weapons. During FY 1987, DNA con tinued 
ork on oin and in ti 

____~--____~~~--~~~~~--~~~~~~ Each of these areas 
although funding roay not 

New initiatives such as the unfunded Army SOC 
conducted by 'DNA have 

securit 

< 55C~KT == 
 , ­
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'. B. (U) Nuclear Safety 

1. 

Deployment of t e Groun 

ated i n 1988 by th'e INF agreement) I TOMAHAWK Sea- Launched Cruise 

Missi l e, Air-Launched Cruise Missi l e, Trident I, and Peacekeeper 
systems continued. All new nuclear warheads in deve lopment have 
mod,ern nuclear detonation safety. They will provid1e safer, more 
predictab l e responses in accident environments. Unti l such time 
as the whole stockpile is modernized, striving to use only modern 
weapons for t hose peacetime operations ~it b higher accident 
potential or terror i st vul nerabi l ity wi ll continue. For example, 
the intent is to use t he mos t modern weapons fOF alert aircraft, 
allowing the less modern weapons to be kept in more secure 
storage environments. 

b. ~ The operational need and nuclear safety of 
the B28FI bomb, a second alert airc~a£t that does not meet 
modern nucl e~~.~~~t~_~~~~~ ~~-I~~~~.AA~~~~~KM~U-~J.~~~~~~ 
Aj?,ril 1988 ) . 

2. (U) Radioactive Material Dispersal Safety 

a. (~PRD) Nuclear warheads contain radio­
active material in combination with high explosives. An accident 
or terrorist attack causing detonation of the high explosives i n 
these weapons ~ould result in radioactive contamination of the 

SE8RliT 
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surrounding area. TI)e traditional approach to this potential 
problem has been to prevent accidents by careful control of all 
nuclear weapon operations, and to provide a secure environment 
that precludes successful attacks·by adversaries. No radioactive 
material dispersal incidents have occurred since 1968. Conven­
~ional high explosive nuclear weapons that are either on aircraft Ialert or are helicopter transported present the greate~t risk to 
material dispersal. I 

I 
·1 

I 

c. (U) The joint Technical Assesswent and 
Operational Impact Groups (TAG and DIG), previously associated 
WIth the ~jilitary Liaison Com(Uittee's DoD/DOE Plutoniulil Dispersal 
Steering Group, continue to function and advise the NWC. During 
1987, the TAG and OIG reeval~ated plutonium storage limits of 
three current NATO storage sites and one new CONUS storage site. 
TIle ~roups also rciviewed the transportation protection equipment 
(ARC I HARC, and SOC) re pOI ted elsewhere in thi s repor t.. 

:5. (U) Helicopter Safety. The vUlnerabili ty of 
rotary wing aircraft transporting nuclear weapons to collisions 
with aircraft flying at low altitudes was highlighted in the 1986 
Nuclear Weapons Surety Report. In a continuing effort to ensure 
the risk of plutonium CPU) dispersal incident~ is minimized, the 
Army began use of the Helicopter Accident Resistant Container 
(HARe) overseas for the M4S4/W48 artillery projectile. From the 
Viewpoint of Pu scatter, use of the HARe has made movement of 
this system considerablY safer. This is not without cost. The 
use of HARCs is time-consuming and manpower intensive. An 
Interim Transportation O'verpack Conta:iner (ITOC) will be intro­
duced in Europe in FY88 to provide similar transportation 
protection for the M753/W79 and XM7lS/W82 projectiles. 
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6. (U) Nyclear Safety Studie_s -and Operational Safety 
Reviews. During 1987, 16 nuclear weapon system safety studies 
(3 Army. 7 Navy. and 6 Air Force) and 7 operational safety 
reviews (2 Army, 3 Navy, and Z Air Force) were conducted. 
Recommendations ~o impr~ve safety were provided to the Service 
Headquarters. All the-Services are using a reporting process
that periodically provides the status of study and review 
findings and recommendations to appropriate a~eniies within bo~h 
Departments. 

7. (U) Nuclear Weapon System Safety Rules. 

a. (U) Nucl ear weapon system safety rules govern
all operations with nuclear weapons . Their consideration is one 
of th-e responsibilities of the NWC. They prolv.itde the procedural 
safeguards necessary to ensure that t he we2pon systems meet DoD 
nucl~ar weapon system safety standards. Safety rules are 
developed during formal safety studies and safety reviews 
conducted by safety study groups made up of specialists from- the 
military department fielding the weapon- system, the DOE, and the 
Defense Nuclear Agency (DNA). These rules are 'Coordinated by the 
cognizant military departments, DNA, DOE, the Joint Chiefs of 
Staff (JCS), a1nd the Assistant to the Secretary ,of Defense 
(Atomic Energy). befo~e they are approved by the Secretary of 
Defense. A revision to the nuclear weapon system safety 
directive DoDD 315U.2 is. being staffed to delineat.e NWC surety
responsibi l ities. 

b. (U) During 1987, the Secretary of Defense 
approved safety rules for one new system (Tomahawk Vertical 
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Launchin~ System), and revisions to 

systems la-inch M753/W79, LANCE/W70 


.­

8. ~CFRfi" Appraisa~. Significant progress was made in 
nuclear safety during 1987. Development and deployment of 
systems with modern nuclear safety features continues. Trans­
portation and storage safety improvements have been made in 1987. 
Initiation of engineering development of W89/SRk~ II to 

SECRET 
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replace the W69/SRAM A is a majo'r step forward. Increased 
attention is beini given to replacing the ~eapon systems having 
older nuclear warheads that do not meet modern nuclear design
criteria. 

c. (U) Use Co,htrol 

1. (U) Progress 

b. (U,) During 1987. unauthori zed launch analyse 's 
were completed as described in the Safety Section. 

engineeri ng-=~~~ 

d. (U) The SR~I Il/W'S9. 
eering development (Phase 1 ) , 

which .;.i;.;s~:';;';';;';'-'="~~t~ 

e. \'tI-ftDb J.fuch work has been do,ne to develop a 
comprehensive DoD use control policy. A new directive is being 
written to provide a comprehensive policy statement for implemen­
tation of use control and will provide a means for continuing 
assessment of use control applications. 

£. (U) The joint DoD/DOE Use Control Project 
Officers Group (POG) provides a forum to review and make 
recommendations for the application of use control measures that 
best integrate policy, technology. procedures, and requirements. 
The POG members come from the Army. Navy, Air Force, Unified and 
Specified 'Co[Qmands that are allocated nuclear weapons. the Joint 
Staff, DOE. and Los Alamos, Lawrence Livermore. and Sandia 
National Laboratories. 

2. (U) Appraisal. Implementation of improved use 
control measures continued in 1987. The use control community 
has become more cohesive. and comprehensive policy. procedures
and personnel requirements are being codified. 
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D. (U) 1:e_rs,onnel! Reliability Program 

1. (U) Progress. Every individual assigned to a 
nutlear duty position mu~t be formally certified in accordance 
~ith the standards of the Personnel Reliability Pro~ram. This 
Gertification is given only after a review of personnel! records, 
a favorable medical evaluation, an interview by the certifying 
official. and com~letion of a required security investigation. 
Strict adherence to this policy continued and reSUlted in the DoD 
havi,ng a total of 94,321 certified personnel in the pr,ogram in 
1987. A significant strength of the program is that the 
certification process is continuous. Continuing observation and 
eva1.uat io,n of each indi vidual in the program: is required and this· 
reSUlted in 2,524 personnel (2.68 percen~) being permanently 
decertified in 1987. The decertification rate steadily declined 
from 4.95 percent in 1982 to 2.59 percent in 1986. With the 

.percentage holding at about the same level for 1987, we may have 
reached a stable decertification rate of between 2.5 and 3 
percent. Continuation of a 2.5 to 3 percent rate will bear aut 
our earlier conclusion that drug testing policy and quality of 
our· armed forces have had much to do with the overall decline in 
decertifications. 

2. (U) Aporaisal. In 1987, OSD initiated an 
independent review of the PRP by a civilian contractor. The 
review will take a year.to accomplish and will investigate the 
decline in the percentage of people permanently decertified, the 
relevancy of the goals of the program and effectiveness in 
achieving them, and new personnel evaluation methods which are 
cost-effective and may warrant inClusion in the program. 
Meanwhile, review of the effectiveness of the Personnel 
Reliability Program through technical inspection programs and 
oversight visits continues to assure that the program is meeting­
required standards. 

E. (U) DoD Nuclear Weal)ons Technical Inspection (NWTI) 
Program 

1. eu) Progress 

a. (U) The DoD Nuclear Weapons Technical 
Inspection (NWTI) system requires Service or Defense Nuclear 
Agency (DNA) inspections of nuclear-capable units. These 
inspections assure compliance with pertinent DoD, joint and 
Service publications. Inspections include, as a minimum, the 
examination of: management and administration; technical 
operations; tools, test, tie-down and handling equipment; storage
and maintenance facilities; condiLion of stockpile; security;
safety; supply support; Personnel Reliability Program; logistic 
movement; and speCial interest items as tasked by the Office of' 
the Secretary of Defense and the Joint Chiefs of Staff. 

SECRET 7""" 
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b. (U) In addition to traditional inspection 
methods~ the Joint Nuclear Surety Inspection (JNSr) concept was 
introduced in 1987 to provide a better assessment of selected 
Army/NATO nucleaT-capable units. During the JNSI, DNA inspects
the u.s. Forces and the Serv i ce team inspects the NATO host 
nation forces. This concept is currently employed only with 
selected Army/NATO custodial units. 

c. ( ItLJ ) The Ai r Fot"ce and Navy have continued the i "f 
respective Minimum-Notice N'~TI :progralils. The Army has continued 
to cond~ct Minimum-Notice Phy~ical Security Inspections of their 
sites. 

d. (U) Memo'['anda of Agreement (MOAs) be tween the 
DNA and the Departments of the Army and Air Force we'['e revised in 
1987. These revisions consolidated previous agreements, 
introduced JNSIs, and updated terminology. 

e. (U) The JCS reevaluated the need for periodic 
reporting of Inspection di t a by DNA and eliminated this 
reqUirement. However, an annual report is still submitted by 
Field CBmmand , DNA, to DNA. 

f. OJ) At the request of the Office of the Under 
Secretary of Defense fo ( Policy, the following speCial interest 
items were eval uated during Defense Nuclear Surety Inspections: 

comprehensive evaluation. Consequently, these special interest 

(1) (U) Impact of waivers, exceptions, 
variances, and compensatory measures on overa~l security. 

systems testing. 
(2) (U) Adequacy of intrusion detection sensor 

submitted, a 
(U) Although an interim response 

relatively small sample size precluded a 
has been 

items will contin~e to be evaluated during 1988. 

correctIon 0 note eficiencies and, in 
cases , r einspection by the Service involved, no unit rated 
UNSATISFACTORY was decertified from performing its wa'['time 
mission. 

-SECRET 
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III. (U) DeDartment of Energy Programs 

A. (U) DOE Responsibilities for Nuclear Surety 

(U) Department of Energy Role. DOE has the primary
responsibility for identification, design, development, and 
incorporation of the nuclear weapon hardware features that 
provide assured nuclear safety and use control. It has an Bcti ve 
program for developing technology to enhance physical secuTity 
and for implementing improved physical security at DOE 
facilities. This technology is shared, where appropriate, with 
the DoD for use at its facilities. High-level oversight .of 
nuclear surety issues is provided by the DOE Safety, Security,
and Control (S2C) Committee. On a continuing basis. DOE provides 
members to two joint DoD/DOE safety groups, the Services! Nuclear 
Weapon System Safety Groups (NWSSGs), the joint DoD/DOE Plutonium 
Dispersal Technical Assessment and Operational Impact . Groups, and 
~eapo~-specific Project Office Groups. 

(U) In monitoring the Services' nuclear weapon safety 
programs, as part of its dual-agency responsibility, the DOE 
concludes ~hat progress has been made in responding to 
recommendations generated by the NWSSGs per DoD Directive 3150.2. 
DOE weapon safety personnel will continue their monitoring role 
to ensure appropriate implementing actions by the SerVices. 

B. (U) Physical Security for Nuclear Facilities 

1. lU) Goals/Requirements. The continuing goal of the 
Department's safeguards and security program is to provide
balanced, cost-effective protection for nuclear weapons under the 
control of the DOE. Last year it was reported that while the 
generiC threat policy statement would continue to serve as a 
major element in our program, the Department was conSidering an 
assessment of risk and consequences through Master Safeguards and 
Security Agreements (MSSAs). The MSSAs strike a balance between 
inherent risk and incremental costs associated with additional 
protection measures for DOE's major facilities. During 1987, 
high level emphasis was placed on the MSSA program resulting in 
the development of an MSSA order and guide, the -completion of 
several MSSAs, and the planning and development of an additional 
25. Continued emphasis will be placed on the MSSA program during 
the next year, and the generiC threat guidance will undergo a 
review and update, as necessary. 

2. ~ Improvements/Upgrades. During 1987, the 
Department continued to make progress toward improving the 
protection posture of its facilities and operations involved with 
assembled nuclear weapons and nuclear test devices. This 
inCluded protection enhancements provided by short and ongoing 
long - term cons truet i on upgrades a t the Pan tex Plant in Ar.lari 11 0, 

. -­
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Texas; the Nevada Test Site CNTS) in Mercury, Nevada; and, the 
nation-wide nuclear weapons transport operation administered by 
the Albuquerque Operation Office's Transportation Safeguards 
Division (TSD). Also, some 25 safeguards and security orders 
were updated. This assures a continued sound policy basis upon
which the safeguards and security plogram for Pantex, NTS, and 
TSD must be founded. Not~ithstanding the plogress that has been 
made in the last year, several ongoing major construction 
upgrades will not be completed until the mid-1990 timeframe. The 
Department continues to be conceTned about the potential thTeats 
posed by insideTs. As such, in 1987 emphasis was placed on the 
development of programs for deterring insi~er actions, reducing 
the probability of an insider threat, detecting such a threat. 
and mitigating the consequences of such an act shOUld one be 
attempted. Due to the uniqueness of Pantex, NTS, and TSD, a 
site-specific application of several additional measures will be 
used; such as human reliability, physical security and material 
control and accountability emphasis, compa~tmentalization of 
operations, and procedural enhancements. 

n:P~ Even 'tIi th the above enhancements. the 
Department will continue to investigate areas to further improve 
its facilities and operations critical to national security at 
Pantex, NTS, gnd TSD. DOE remains fully committed to assuring 
effective protection systems are in place to prevent acts of 
theft or sabotage that could disrupt or endanger the nation's 
nuclear ",·eapons stockpile or threaten p_ublic health and safety. 
A more detailed ,eview of these facilities and operations is 
contained in the DOE Annual Report to the President on _Domestic 
Safeguards and SecuTity. 

3. (U) TechnOlogy Research and Development (R&D). The 
basic mission of the Depar~ment's safeguards and security 
technOlogy development program is to support field managers in 
cost-effective application of state-of-the-art technologies for 
protection of DOE facilities, property, Classified matter, and 
special nuclear materials. The strategy is directed towatd 
reducing safeguards and security risks and operational costs, 
including manpower requirements and capital costs. This program 
anticipates future Department multi-facility needs. supports new 
concepts and systems for meeting these needs, and develops 
innovative methods to prevent obsolescence of existing plants and 
operations. The present thrust is to addre~s the insider threat. 
reduce operational impact and costs, and provide relief from 
manpower-intensive measures. An integral part of the 
Department's technology development activity is the dissemination 
of developed technology, not only throughout the DOE but also to 
other Government agencies. Interagency contacts are maintained 
to take advantage of related research and development and to 
prevent unnecessary duplication of effort. Funding for the 
Department's 1987 program was $23.5M, excluding international 
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safeguards which receive separate funding from the Department of 
State. Highlights of significant tasks for 1987 are as follows: 

a. (U) Field testing of a mass spectrometry 
explosive detector prototype unit was successfully completed at 
Oak Ridge, Tennessee. Continued e~phasis will be placed on the 
development of state-of-the-art explosive detection units which 
can be used at the Depart~ent's critical facilities. 

b. (U) Technical options were evaluated for the 
protection of classified information. These included techniques 
for preventing unauthorized re~oval of documents and a prototype 
of a paperless classified information system. 

c. (U) In the nuclear materials control and 
accountability area, significant achievements ·were made to 
include the construction of an automated titration prototype 
system for high precision assay. Measurement-related safeguard 
activities at several key DOE facilities wer~ evaluated and 
conceptual requirements were developed for an integrated 
safeguards and security system for the planned Special Isotope 
Separation Production Plant. The above activities are examples 
of the extensive range and scope of work that was supported in 
19B7 by the Department's safeguards and security R&D program. 

C. (U) Weapon Safety and Use Control 

1. ~~ Goals !Reguirelllents. A nuclear weapon can 
exist in various configurations from the time it i~ produced 
until it is retired; e.g., as a bare warhead or bomb being 
delivered to the DoD. or as a warhead or bomb mated with the 
delivery system and standing alert. For each configuration, 
nuclear weapon system safety studies and reviews are periodically 
required; a safety study which results in developm~nt and 
approval of safety rules is always required before a proposed 
operation on, or involving. a nuclear weapon may.be taken. 

8. (U) Weapon Safety. The DoD and DOE have 
separate, but similar, sets of safety standards which· prescribe 
positive measures to be taken to attain maximum safety (and 
security). The DoD standards defined in DoD DirectiVe 3150.2 
apply to the whoie ~eapon system, of which the DOE ~aThead is a 
part. The combination of ~eapon system design safety features. 
operational procedures, and special safety rules ensure strict 
adherence to these standards. In addition to meeting the minimum 
requirements as stated in. the standards, the .goal of the nuclear 
weapon system safety process. as stated in the above directive. 
is to provide maximum safety consistent with operational 
requirements throughout the stockpile-to-target sequence (STS). 

seCRET 
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improvements are sign i fic an t , 
fully m'eet t lle abo,ye m'odern 

-----~-----'-------- -­

b. ~ Use Control. The goal of use control is 
to provide high assurance that riuclear weapon systems can be 
detonated only if authorized by the National Command Authorities. 
As part of" this goal, mechanical combi nation locks and permissive 
action links 
since the early 1960's. 

(PALs) have been 
Cat e

i nco r porated 
gory A through 

i n 
F 

selected weapons 
PALs are code-

control le c:Le -

2. CU) Weapon Systems Review 

_ a. (U) - Stoc~pi1e (Post-Prod u ction) ConcernsLStatus 

(I) ~t'ockpile ImpFovement Program (SIP) 
Weapons. The Stockpile Improv~men t Program ac t ivities to address 
safety and use control concerns continued i n 1987 for t he 
following stockpile weapons: 

the retrof i tte 
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(f) '{CPI&~ W50. A joint Army/DOE study 
determined that it is technically- and economically £eas_ihle to 
modify existing W8S warheads for use on Pershing la missiles. 
However, since - the JNF agreement will eliminate this system this 
activity has been terminated. 
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to finish dev~lopment and testing. In addition, execution- of 
this option will require a joint DoD/DOE integration program. 

(m) 

The FY87 Appropriations Act -prohibited the stu 
of a nuclear warhead for the Army Tactical M'issile System 
(ATACMS), one of the missile candidates. The FY aa DoD 
Authoriza tion Act di d allow the study of ATACMS .itn a nuclear 
role. The study for FOTt will begin in 1988. 

Efforts are unde rway to incorpor ate fire-resistant protect ion i n 
the Ar~yls as yet unfunded Survivability Overpack Container (SOC) 
for transportation and storage. 
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When Pershing lIs are withdrawn, the INF agreement will allow was 
assets, ~hicb have the most modern safety and control features. 
to be used "for other weapon systems . . 

b. Production 

Low 
repl acement of BS7s and 
inventory. 

r a te production of 
B61-2s and -Ss in the 

, ( '5) (U) 
Peacekeeper intercontinental 
s tock l I e in 1986. 

c. (U) Development 

orts are un erway t o Improve 
uring l ogistical shipments. The development and 

fieldint of t he Army ' s Survivabi l ity Overpac k Container (SoCl,
which is currently not f unded, has b~en re quested to be fielded 
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I t lonal 
technical details of the safety issessment ~ill be evaluated in 
)988 by the DoD Design Review and Acceptance Group (DRAAG) and 
the Nuclear Weapon System Safety Group ( NWSSG). 

,------~----------------------~~ 
~--~----_·( 2:~._D~~~~. 

(3) (U) W87- 1 Small Intercontinenta l Ballis~i c 
Mi ss ile (S I CBM). The DOE accepted the DoD reques t £or fUII- stale 
engineer i ng deve lopment in November 1987 and activities have 
begun. The warhead has been designated the W87-1 because of 
design sim i larity to the W87/Peacekee per. As wi th the f i elded 
W87-0 in t he ~eace kee per aRpl i ca t ion, 

(4) eU) Short Range Attilck Missile II (SRAM
Ill. Phase 2A for a nuclear warhead for the air-to-ground SRAM 
II, to be carried by strategic aircraft, was completed in 1987, 
and the start of full-s cale 
anticipated in 1988 

engineeri n de ve l o ment is 

L-_-....;______-.;..---'~_...;......_ __=~:....w (Se e t he }II 6 9 5 ec t :i!. on f ,o,r SR AM A 
compatibi li ty dis cussions.) 
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d. (U) Weapon System Related Activities 

(1) (U) DCU-2S4. Production of this new AMAC 
contTolleT fOT the F-lllE aircraft is nearing comple t ion , and 
aircraft modification has begun. Th "s Dr ~ a~ e~c~"~~~~~~~~~ 
aircraft with a capability to unlock~~~__~~~~~~~~~~~ 
and to generate the int~nt unique pr earming signa l d irec t ly from 
the cockpi t which will imp Tove overall weapon sys t em safety. 
After completion of this pr ogram and a similar one on the 5-52 
aircraft . al l Air Force nuclear-capable aircraft excep t the 
F-l11A, F-II I D, and F-4 series wi l l have the cockpit USG 
capabili t y. 

e:sEGRiT_ 
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development of a PAL code/key 
~flJ.f I I c he r tex t r ecode c a 

b3 
t)O£ 

3. - (U) Technology R&D. 

concept is 
!Luclear wea 

~n omly applie pu l ses. as 1n a I 1g t nlng strl e . 
_70bability of f ulfilling the requirements. Unauthorized use of 
the weapon would be significantly delayed. if the specified eELS 
time code were protected. This concept i s being considered in 
new phase land 2 proposals. 

4. (U) Safety Group Activities 

a. (U) Nuclear Weapon System Safety Groups 
(NWSSGs). During 1987, DOE participated in 42 nuclear weapon 
syste~ safety studies, and operational safety reviews conducted 
by Service NWSSGs. Additionally, DOE p'articipated in 19 special 
safety meetings wi th DoD' and coor d inated two field trips to DOE 
faci l ities for Service NWSSGs. Results of these activities are 
reported throughout this report. 

lb. (u) Nuclear Explos i ve Safety Study Group. The 
internal DOE Nuclear Explosive Safety Program has been very 
active during 1987. Fifty-five nuclear explosive safety 
studies/surveys were completed during this ~ime frame. The 
studies included master studies for certain aspects of 
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operations, s~cYrity, transportation and testers at the Pantex 
Plant and the Nevada Test Site. The IO-year reevaluation of 
weapon programs at the Pantex Plant is current for all Lawrence 
Livermore National Laboratory pro~rams and is cont'inuing Bn 
sthedule Eor the Los Alamos National Laboratory programs. 

c. (U) Safety, Security and Control (S2C) 
Committee .. The SlC Committee, composed of senior DOE and design 
laboratory offiCials, was convened four times during 1987. The 
purpose of this committee is to rev i ew the broad Defense Programs 
responsibilities for nuclear weapon safety and security, and the 
dual-judgment and check-and-bala~ce roles for nuclear weapons and 
nUclear weapon sY's,tems in the ,custody 0'£ the DoD. An upda Ie of 
the 1977 stockpile modernization study is currently under way to 
prioritize needed safety, security and control improvements 
through replacement or Stockpile Improvement Program . (SI~) 
actions. 

D. eu) Personnel Assurance Program (PAP)/Human Reliability 
Program (HRP). 

1. (U) Personnel Assurance Program (PAP). The DOE PAP 
continues to provide a high level of confidence tha~ individuals 
perfor~ing nuclear explosive operations are reliable. 
Evaluations of the program during 1987 for all participating 
organizations -- production facilities, laboratories and DOE 
confirmed that all programs are being .~ell-managed and ~ere 
complying ~ith DOE orders. All personnel .he could have access 
to nuclear explosives at the Pantex Plant, including individualS 
who have contingency requireme~ts, are now in the DOE PAP. There 
are now about 1600 people in this program at the Pantex Plant and 
near 2UOO in the program as a "hole. . 

2. (0) Human Reliability Program (HRP). The HRP is a 
security-oriented effort to assist in dealing with what is 
referred to as the "Insider Threat-" It is a position specific 
program that requires a special security clearance. Each 
individual in the program will be required to undergo annual 
clearance, medical and supervisory reviews. The DOE Order for 
this program is in the final stages of approval. 

E. (U) Inspection and Evaluation 

1. (U) Description. 

a. (U) The Office of Security Evaluations (OSE) 
conducts a management-level, performance-oriented inspection and 
evaluation (I&E) program which includes inspections of DOE -field 
operations offices and the protection systems under their 
administration and reviews of S9 key DOE facilities as directed 
b.y the Secretary of Energy. Reporting directly to the Assistant 

..". ~ 

- . .. 



29 

· . 

-SECRET rrfb 

Secreta r y fo r Defense Programs. OSE has the safegua r ds and 
security oveTs i ght mi ssion for t he DOE. The objective of the OSE 
Inspection program is to provide i ndepende n t assess~ent s of the 
effectiveness of safeguards an d security policy and protection 
programs. The OSE inspection program focuses on DOE operations 
through slte-by-site reviews of facilities, programs, and work 
adm i nistered by the operations offices. 

b. (U) During 1987, eight si t es/activ i t i es under 
t hree operations offices were inspec t ed and/or eva l uated wi t h 
emphasis O~ ope r a t ions office management of these facilities. 
Pre-inspection pl ann i ng visits were made ts each operat i ons 
off i ce and faci l ity for the purpose of requesting documentation, 
inter9iewing key personnel, and co ll ecting information in orde r 
to prepa Fe an inspection gu i de for each protect i on program area 
selec t ed fOT i nspection. Planning fO T an inspection included' 
reviews and analyses of previous inspecti ~n results, specific 
vulnerability ana l yses and studies, operations office security 
surveys, DOE site specif i c plann i ng palicr and guidance. and 
other documentation re l evant to each site. 

2. ( U ) Results. 

a. ( U) Overall, the protective program ope r ations, 
informa t ion security procedures, the control and accountab i lity 
of classif i ed mate ri al, and personnel and physical secur i ty 
systems enplayed at DOE locations generally met the iden tif ied 
pTot ection ne eds. Al though some deficiencies existed, they were 
not found to be serious. ,On ba l anc'e, the protective forces 
possess a sound foundation of skills and knowledge which provided 
adequate assurance that they c ould provide the required level of . 
protection of DOE interests. 

o. (U) . The e l ements of the physical security 

systems combined tQ effec t i.ely protect critical faC i lities, 

i nformation, and mate ~ ia l s from sabotage, deliberate destru c tion 

and unauthorized remova l or co~promise. Al t hough administrative 

discrepancies weTe n oted thr oughout inspected f acilities, the 

cognizant operations office took app r opriate act i ons to cariect 

the vulnerabilities. 
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IV. eU) Joint Emergency Preparedness and Response 

A. eU) Preparedness for Weapons Accidents 

1. ( U) General Assessment 

a. (U) In the event tha taU.S. nuclear weapon is 
involved in an acc i dent, DoD or DOE (depending on custody at the 
ti~e) wil l lead a jo i nt response tea~.· In the event that a U.S. 
nuclear weapon is l ost or stolen, or that a credible improvised 
nuclear device (IND) or a radioactive material di spersion threat 
reqt.l'ires action, DOE· s Nuclear Emergency Sear,ch Team (NBST), ",i th 
all associated assets and other federal agency support will 
respond. 

b. (U) In accordance ",ith the provisions of the 
Fe deral Radiological Emergency Response Plan, DOE is also 
responsible for direct i ng the activities of the Federal Radiolog­
ica l Monitoring and Assessment Center, which coordinates the 
monitoring and assessment of actual or potential radioactive 
contamination in the i mmediate area and downwind of the accident 
s i te and fur n ishes this information and guidance to state and 
local agencies. The f ederal Emergency Management Agency (FBofA) 
is respons i ble for ,oordinating federal support to the state and 
l ocal agencies. Significant progress in improving a coordinated 
federal response to nuclear weapon accidents was made in 19B7 
through exercises and formal training. 

c. (U) Exercises concerning nuclear weapon 
accident, theft , and loss, as well as IND threats are conducted 
to improve coordination bet"'een all participating federal 
agenCies. These exerc i ses provide the means to develop 
procedures fo r the interaction between those agencies and state 
and local government organizations. In 19B7, exercises ~ere 
co nducted to test: no,t i fication procedllres; the ability .of a 
mUltiagency command and control structure to function 
effectivelYi and, the capability of new technical procedures to 
locate and prevent detonation of lost or stolen nuclear ~eapons 
and INDs. In addition, exercises were conducted addressing the 
consequences of a nuclear event, i.e., post-detonation. or the 
release of radioactive material from a nuclear po~er plant or 
nuc l ear fuel facility. 

2. eu) EXercises 

a. (U) JOINTEr I. This was a regional ield 
tra i ning eXercise by FEMA Region IX in May 87. The ex rcise was 
conducted in the State of California, and the particip nts 
inCluded DoD, DOE, DNA, State of California, Sacramento County 
and Beale and Mather Air Force Bases. The first in the series of 
regional exercises pointed ou~·the definite need for bbtter 
communications between all response forces prior to an accident 
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and demonstrated the need for improved exercise planning and 
development. 

b. (U) BUSY FORCE. This exercise was the Annu~l 
Air Force Service Response Force Exercise and was conducted at 
Smokey Hill ANG Range in Salina, Kansas, in August 1987. 
Participants included DoD. DOE. DNA, SAC, Mc.Connell AFB, FEMIA 
Region VII. and the Slate of Kansas. This field eXercise 
pr6vided an opportunity for the Joint DoD/DOE ~risis ~anagement 
technical!. organization to interact with the local, state andl 
regiona l civilian organi1ations in accordance with the Nuclear 
We~pons Accident Response Manual arid the Federal Radiological 
Emergency Response Plan. 

3. ~ Training. The capabi Ii ties of DoD and DOE 
for responding to a nuclear weapon or component accident are 
maintained thrQugh effective training programs conducted 
primarily at the Interservice Nuclear Weapons School. Theater­
specific training courses have been developed for EUCOM and 
PAcmL D·oD) DOE., DNA and DoS con tinued a progralQ to provide 
information and guidance for embassies worldwide on their 
contingency plans regarding response to an accident involving 
nuclear weapons. 

4. (U) Response Capabilities 

a. (U) Accident Response Group (ARG). The ARG 

consists of a group of DOE nuclear ~eapon specialists who 
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maintain a positive, continuing capability to provide immediate 
response to peacetime accidents and significant incidents 
involving nuclear weapons. The ARG program has successfully 
incorporated nation-~ide DOE emergency preparedness and response 
resources into plans and operations. 

b. ~ Atmospheric Release Advisory Capability 
(ARAC). AAAC is ,a DOE and DaD - supported [' eal-time computer-based 
emergency response calcu l at i onal system designed to es t imate t he 
e n 't'i ronmental 

mater ' a to he a II! shere. 
and public hea l th consequ,ences of an accidental 

~elease of radioactive 

c. (U) Nuclear Emergency Search Team 

bl 

bo(;. 

s. (U) Significant Initiatives \ii i~h All ies 
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E. (U) Response. 

(U) Accidents and Significant Events. There were no 
nuclear ~eapon accidents or significant events in 1987. However,' 
the 1968 accident at Thule. Greenland, has .been a subject of both 
the international and national press. Allegations are that all 
the'radioactive materials were, in fact, not removed and that a 
significant number of Danes who worked in the cleanup effort are 
experiencing illness directly attributable to the radiation 
encountered as a result of the accident. The DoD, DOE and DoS 
are assisting the Danish Government by providing necessary 
information and technical assistance. 

C. (U) Threats. 

(U) The Lawrence Livermore National Laboratory (LLNL) 
is program manager for the Credibility Threat Assessment program. 
This program, conceived shortly after NEST was established, was 
developed to preclude costly, time-consuming, and unnecessary 
deployments of assets and manpower. When a nuclear threat is 
received, it is assessed for credibility and quickly, but ~ompre­
hensively, analyzed by the weapons design laboratories and 
psychologic/psycholinguistics experts. The LLNL Threat 
Assessment Center averages about 40 inquiries per year of various 
types, ranging from database searches to credibility assessmen~s 
of nuclear threats and "black market" nuclear materials sales 
a.ttempts. The only significant incident in 1987 was an eight-man 
DOE party deployed to Indianapolis. Indiana, to search the 
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