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Abs*ract

The purpose Of this research was to determine what
problems existed for reporting Dull Swcrds on the F-16 and
what improvements could be made to the cumbersome
investigation and repocting process. The complexlity of the
F-16's multiplexed arming, monitoring and control system
(MUX AMAC) was determined to he the major problem source.
Personnel involved in the reporting process were uncertain
of what failures to report as Dull Swords, because mcst of
the MUX AMAC cir-cuitry and components were used tc deliver
conventional weapons (i.e. missiles and bombs) and nuclear
weapons. Safety personne] interviewed desired more detailed
reporting guidanc2 on this dilemma.

MUX AMAC experts were interviewed to determine what
types of failures needed to be reported and what type cof
information is reeded in the reports. This information was
used to develop bette:r reporting gquidance for units to
follow.

The guidance developed wcs thsn used in conjunction
with two computer products: a maintenance history report on
each of the major MUX AMAC components obtained from tie
Central Data System (CDS) ard a Dul) Sword summary report
obtained from the Directorate of Nuclear Sure‘y's AID Data.

File to decermine whether units had been roporting a

repr -sentative number of NDull Swords. The analysis found
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that over 5@ percent of the Nucjear itemote Inrerface lUnita
fai'urco were not reported, asa weli as several Mill Swords
on other components. The author suggested that many other
Dull Swords may have occurred, but thic zould not br
confirmed due to superficial information being entered into
the CDS.

The author analyzed the porsibility of using the CDS or
similar systems Lo replace or improve the curcent erorting
system. The research found that the invest) ation/reportinag
process act units could ke streamiined if mcre cduvtailed
information was eutered into the sysiems. Several

recommendations fov 1mpLOvement were given.

viii
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REPCRTIN  HUCLEAR SAFETY DEFICLENCIES
(DULL SWORDS) ON THE F-16 AIRCRAFT

1. Introduction

The Alr Force Nuclear Surety l'regram

The Air Fnrce Nuclear Weapons Surety Frogram was
develcped to ensurc that ail reguirements cof the Department
of Defense (DOD) Nuclear wezpon System Safety Standards are
met (11:2). Thece COD standards provide guidelines to
design, maintain, transport, store and use nuclear weapons
and/<z nuclear weapon systems to guarantee their safety and

security (18:2). ‘The DOD standards state:

a. There shall be positive measures to prevent
nuclear weapons involved in accidents, or jettisoned
weapons, from producing a nuclear yield.

b. There snall be positive measures to prevent
DELIBERATE prearming, arming, launching, firing, or
releasing of nuclear weapons, excx¥pt upon execution of
emergency war orders or when <irected by competent
azthority.

c. There shall be positive m<asures to Dprevent
INADVERTENT prearming, arming, launchking, firing, or
releasing o9f nuclear weapons in all normal and credible
abnorma! environments.

d. There shall be positive measures to ensure
adequate security of nuclear weapons, pursuant to DOl
Oirective 521¢.41 (19:2).

Meeting the ifour DOD standards was not a simple task
and required t:e United States Air Force (USAF) to provide

guidance * all f jts echalons. To help understand thiy



http:oIt:e.po

guidance and other aspects of thic thesis, key terms are
defined in the appendix. Air Force Regulation 122-1, toe
Alr Force Nuclear Weapons Surety Program, gives the basic
guidance for complying with the estandards and assiqgned
responsibilities to Alr Force cosmande, agencies, and units.
To implement the program, numerous regulations and
sub-programs ware instituted. For example, the USAF Two-Man
Concept (AFR 122-4) was instituted to help ensure thac lone
individuals do not have access to areas that contain nuclear
weapons Or nuclszar weapon systema. Thias concept elimirated
thae posaibility of a person tampering with the weapoa or
weapon system without the knowledge of another person, since
persons allowed in these &reas known as "No lLcne Zcocnes”™ must
ha neired into teams of at least two people. The USAF
Personnel Reliability Program (AFR 35-99) waa instituted to
ensure that only the most reliable persor ars given access
to nuclear weapons Or nuclear weapon systems. Under this
program, personnel are tncroughly screaned prior to being
given duties involving nuclear weapons and continuously
monitored thereafter. When a problem arose that may have
affectsd an individual's reliability, the person s commander
determined whether or not that person could continue with
his/har ssejgned duties. The USAF Nucleazr Weapons Security
Program (AFR 287-1¢) waa instituted tc ensure that nuciear
weapons and nuclesc w2npon Ryntema were continuously guarded

frem hostile forces. The proyram requires compiex security

N TR | T TR B AR I “FTE, A S0 T T RS R R A TR SR T T TR s,
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systema around theae vital resources backed by aufficient

military forces at all time= (12:2).

Reporting Requirements. The Investigating and
Reporting USAF Mlshaps 2Pequlation (AFR 127-4) also contains
information related tc the AF Nuclear Surety Program. The
Guidance provided in Chapter 10 was a direct result of the
AF Nuclear Weapons Surety Program. It provides the
procedures for the investigating and reporting of AF Nuclear
Accidents, Incidents and Deficiencies (AID). Nuclear AID
reports are required for those mishaps, events or conditions
which degrade or could degrade nuclear or radiological
safety” (192:88). The reports are transmittec ro all lev: ls
of command and to other un. . with similar weapons systems
to provide valuable information so thar preventive action-
could be taken to prevent similar miehaps or to evaluate
and/or ccrrect safety deficiencies.

Nuclear AID rsports are broken down into four distinct
categories: Nucflash, Broken Arrcw, Sent Spear and Dull
Swords, with Dull Swords being ths least significant and
moet common (1PA:B88~81). The firet three categoriee are
often referred to as the "accident and significant incident”
portion of AID reportirng. Dull Swords are cften referred to
as the "less significant incident and deficiency”™ porticn of

AID reporting. This resear :th focuses on the Dull Sword

reporting process.




General Iasue

The proper investlgation and reporting of Dull Swords
has often resulted in better designed equipment or systems
and improved technical data an directives. However, as
weapon systems and equipment became more complex, the
investigation and reporting of Dull Swords became more
difficult (23; 25; 26; 31; 33). Older weapon systems such
as the B-52, F-4 and F-11] aircraft were designed so that
their Aircraft Monitoring and Control (AMAC) systems for
nuclear weapons were electronically isolated from their
conventional/non-nuclear systems. This was eccomplished by
using separate electr cal hardwired circuits and components
for each system. This made it relatively simple to

........
Lull Sword existec since the circuits did not overlap. With
the advent of mul%iplexed electronic circuitry in newer
computer-driven weapons systems such as the F-16, the
determination of whether a Dull Sword existed Pecame
increasingly difficult (5; 23; 25; Z6; 31; 33; 34). The
electrical circuits for the conventional and nuclear Jeapons
release syctems were no loncGer totally separate systems.
Now the same circu’ts and components or portions of them
were used Lo monitor and release both conventional and
nucl:ar weapons. The determination process is fucther
complicited by the use of computer hardwaire and softwvare in

the F-16’s "multiplexed AMAC" (MUX AMAC) (33).

SO .. ; (RE—m—— . | SRR

- T

| P - N


http:comp!.ic

For example, a 1 ores management cystem (SMS) compomnent
of a F-16 used to release a conventional bomb or to fire an
alr-to-air missile and may also be needed to release a
rnuclear weapon. Herein lies the reporting dilemma. If the
ccmponent failed during an air-to-air training mission,
should a Dull Sword ke reported on that component even
though a nuclear mission was not beinag aimulated? This
question cannct always be easily answered since the
particular malfuncticn or circuit within the component that
failed, may or may not have affected a nuclear mission (3:
5; 23; 2S; 26; 29; 30: 33). Depending on the complexity of
the failvre, an intricate Knowledge of the SMS and its
circuitiy plus the numercus cci. g uter hardware/software

-
-

izrs =2y ba resded tn determine if a Dull Sword

0
SI
t

!O
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occurred (33). In practice, it is sometimes difficult to
get SMS systems enginee.'s to agree on what constitut .s a
Dull Sword (5; 23; 6; 29; 38: 313).

The ccmplexities inveolving the reperting of Dull Swords
on multinr)exed weapon systems exemplified the management
questions which forms the basis of this thesis, "What can bhe

done t¢ improve investigating and reporting of Dull Swords

on F-16a8?"

Specific Problems

Air Force Regulation 127-4 reguizes that Dull Swcrds be

reported on “"damaged, malfunctior or fail :re cf nuc eer

capable combat delivery vehicles, suspension, rele se,
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launch, separation, arming, moaltoring and control system3)”
(12:81). This hroad definition was easily applied to older
AMAC systems; but there has been considerable controversy
surrourding how to interpret the definition when applying it
tc the F-16's MUX AMAC. The following section prcvides
examples of the reporting dilemma.

Personnel a:. some F-16 units may interpret the
definition to mean tha*t Dull Swords should be re orted at
the Line Replacement Unit (LRU) level every time an LRU of
the SMS failed, excluding the Nuclear Remote Interface Unit
(NRIU) (21. 24, 2%, 28, 33). BHowever, this interpretation
would lead to Dull Swords being submitted on situations
where the particular LRU failure may not have affacted the
liuclear Mode. Following this interpretation could also
cause the Dull Sword System to beccme overburdened with
unnecessary reports. This could result in over a thousand
repcrts (4; 21; 22; 26; 28; 33). Additionally, with
approximately 58 Dull Swords being reported each year on the
F-17 C/D this would increase the current workloaé by over
twenty times. Personnel at cther units may interpret tne
definition to limit repcrting of Dull Swords on the F-16 MUX
AMAC to deficiencies or failures that occurred wnen the
nuclear mode was tested or when 1t was used during a
training mission (4; 6; 18; 21: 22; 28; 33). This
definition would reduce the number of Null Swourds re: srted
on LRUs; however, deficiencies that could affect the nuclear

mode would not be reported when they occurzad d ring other
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modes, which could also defeat the purpose of reporting Dull
Swords (4; 6; 21; 23; 28; 33). Finally, personnel may
interpret the regulation and report Dull Swordc on any
deficien~ies that could affect the nuclear mcde. Using this
interpretation would require every MUX AMAC fallure to be
analyzed to determine if the nuclear mode could have been
affected (23; 25; 29; 30; 33). This would seem to be the
most logical and beneficial interpretation; Lowever, it
highlights a previously noted problem--that it is difficult
to assess whether a specific failure would affect the
nuclear mode (23; 25; 29; 33).

The particular interpretaticn cof what to repcrt as a
Dull Sword may va:y among F-16 units. The interpretation
followed is i1nfluenced mostliy bv the level of
experience/expertise of the unit's nuclear surety personnel
£4; 6; 21; 22; 28). Nuclear Surety Officers {NSO) lack
specific guidancz on Dull Sword reporting and as a result
must base reporting decisjicns on the level of underetanding
of the F-16 SMS. Some NSOs' understanding is iimited to
those situations where the decision to report a Dull Sword
is obvicus, such as a MNuclear Remote Interface Unit (NRIU)

failure or the failure of an alert aircraft (4, 6. 21, 22

28).
An additional problem faced at F-16 units is that KSC
.B not directly involved in maintenance actions and must

rely on maintenance persorrel %o notify him/her on possible

Dull Swords. NSOs must therefore be knowledgeahble enough on




F-16 Dull Sword reporting to be able to convey reporting
requir2ments with a high deqgree of _redibility (4; 6; 21;
22; 24; 28). At the same time, mairtenance personnel may
not knocw what situations call for a NDuil Sword report and
will not report the situationa to the NSO, which results in

no report being submitted and valuable information beirg

lost to the Dull Sword action agencies.

o e A b, o, it b, e s T, sl il iy, Y s,

The controversy of how to interpret the regulaticn has
not been resolved. When interpretation is used, it is [
subject to the beliefs and discretior of these makiag che
decision, thus a standardized Dull Sword reporting system
for the F-16 may not exist. This dilemma raised the first |
specific research problem for this thesis... to cdevelop more
z sorzing Del) Swords op rhe F=16,
Urce a more specific definition or better gquidance i
concetrning what constitutes a Dull Sword on the F-16 .s
developed and imp emented, it would be safe tO assume that
the number cf reports may increase (4; 6; 21; 22; 23; 24;
25; 26; 28; 33). Thie increase could increase the workload
for all ~erions/agencies involved in Cull Swords reporting
since more reports would be investigated, reported and
analyzed. The increased worklcocad could undermire the intent
of the reporting system, especially if units repe-ted only
as many repcrts as they could efficiently manage (4; &; 21;

22; 24; 25; 28). Thus, due to the cumbersome reporting

systam, many occurrences may not be reported, and saluable
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irformatlon may not be submitted to the appropriate action
ageﬁcieu for evaluation.

Mditionally, even if a more speciric definition or
better guldance is developed, there is no way of making sure
that the NSC and action agencies are notified of all
situations rejuiring Dull Sword rerorts. Currently, NSOs
must totally rely on maintenance personnel to be npotified of
potential Dull Swords (4; €; 21:; 22; 25). For example, if
not notified of an NRIU failure, the NSO will not submit a
Dull Sword report to the action agencies.

This situaticn raises a second research problem for
this thesis... to determine if there {s an additional scurce
of Dull Sword irnformation which could replace the current

MLl Sword renorting Or auument it

Research Objectives

1. Develop a more specific definition of Dull Swords
for the F-16 and/or provide better reporting guidance.

2. Given the 1evised reporting requirements found in
obje. :ive one, cdetermine if a representative number of Dull
Swords are being rerorted by F-16 units.

3. Determine thether there is a better method of
reporting Dull Swords or a method available to improve the

current reporting svstem.

Scope and Limitations

This research effort addresses only the F-15, /D MUX

IMAC .nd reporting Dull Sworde on its componeat failurea.




Descriptions of component functions are limited to a non-
*echnical nature so that a technical knowledge of
electrcnics is not neeued to understand the research. The
research dces not refer to any specific F-16 units so that

sensitive information on mission taskings is not revealed.

Potential Ceontributicons

It is hoped that this research will contribute to the
improvement of the Cull Sword investigation and reporting
system. The following are possible contributions:

1) The devalopment of better reporting guidance that
can be easily understcod.

2) The identification and explanation of problems
with investigating and reporting F=16 C/D Dull Swords.

3) The (development of suyyested lmprovemenis . the

Dull Sword investigation and reporting system.




I1. ILiterature Review

Egneral
This chapter conuiate of three sactions: F-16 system
description and operation, Cull Swcrd reporting procedures,

and computer productas. Etach section explains a specific

arez2 needed to understand this researxch.

F-16 System Description and Operation

Backgrnun . The F-16 is one of the most advanced

fichter aircraft in the 'JSAF inventory. "It is a compact,

multirole plane designed for air-to-air and air-to-surface
attack. It can engage the enemy in aerial combat and then

begin air-to-surface attacks using a variety of muniticns”

(7:1).

Aavancea :echroiogies inccrporated intc the F-1£ mzke
it cne of the most maneuverzble fighters ever built.
The advances include: decreased structural weight
through the use 2f composites; decreased drag resulting
in reduced static stability margin: fly-by-wire
control; and a high gravitational force tolerance /hign
visibility cockpit with a 38 degree reclined seat ard a
single-piece bubble canopy. The F-16 is powered by a
gingle afterburning turbofan engine. All digital
avionics are integrated through a digital multiplex
system, to reduce permanent wiring as well as to take
advantage of the versatility of mcdern high-speed
computers (35:149).

There are currently four versions of the F-16 which are
identified as "A", "B", "C", or "D" models. This thesis
concentrates on only the F-16C/D models. The F-15C is a

single seat model and the F-1€/D is a two-seat wmcdel. The

tandem cockpits in the F-16/D are about the same as the one

in the F-16C. The front cockpit can be used by a student
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pilot with an lnstructor pilot in the rear cockpit. In
additicon to being used as a trainer, it can be used for
miesions requiring two aircrew members (35:158).

The F~16 has nine external stations/pylons from which a
wide vari.ty of items can be attached. It can carry a
payload of approximately 15,$08 pounds consisting . of: fuel;
conventional bombs and mi3siles; laser and TV-guided
munitiors; electronic countermeasure pods: nuclear weapons:
and numerous other items. Figure 1 shows these statione and
indicates which items can be carried on each. One should
recognize that there is aimcst an infinite number of
combinations of items that could be used. For example, an
F-16 could be loaded with the following items: AIM--9
air-to-air missiles on stations one, two, eight, and nirne;
B-6. nuclear weapons on stations three and seven:; fua:l tanks
cn stations four and six; and an ECM pod on station five
(9:3-138). The F-16 is also armed with an internal 28mm
canron.

Modern technology has made the F-16 easier to maintain

than earlier aircrafe.

It has hinged or remcvable panels for easy access to
all components. It has built-in .ests and fault and
condition indicatore. A maintenance fault tab e stores
data to be used to locate problem areas. Wwhen .- faulty
unit is replaced, an automatic self-test shows whether
the system is operatina. Th-se features reduce the
time required to find =svstem failures and replace
units. They also reduce the number cf flight line
maintenance personnel and skili levels required (7:2).

Avionics '.ystem Design. The aviconics system provides

the backbone for the F-16's air-to-air and air-to-—-¢ cund
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Fxplaining the function of each of the fire contro!l

elements is beyond the scope of this thesis, however three
of them will be discussed in detail since they are the key
compcnents of the F-16's multiplexed arming, m::itofinq, and
control system (MUX AMAC) for nuclear weapons. These
elements include: the MFDS, the EFCC, and the SMS. Since
the F-16 was designed to be capable of delivering nuclear !
;eapona, its MUX AMAC was designed to meet all nuclear

safety design criteria specified in AFR 122-12 (33).
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The SMS consists of several line replacement unite

(LRUs) and numerous switches and subcompcnents that are

nee 22 feor the F-16's multircle missions. Only the Key

ccmpenents of the SMS that are essential for its nuclear

rcle will be discussed in this thesis. The key LRUs are the

ACIU, the jettison/release remcte interface unit (J/R RIU),

and the ruclear remote interface unit (NRIU). The primary

subcompcnents are: the nuclear consent switch, the master

arm and release matrix assembly, and the matrix assemblies

for stations three through seven (8:2-1 throuch 2-18;

18:3~ 3 through 3-16: 23:; 29; 3@; 33).
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Dull Sword Reporting Procedures

The main goal of Dull Sword reporting is to bring
problems to the attention of agencies that can evaluate and
correct them if necessary (1G:80). The current method of
reporting Dull Swords requires cperational units to initiate
the reporting process when they discover a potential nuclear
safety deficiency. Figure 3 exemplifies the unit's portion
0f the reporting process.

First, a deficiency is discovered »r a failure occurs
that may afiect nuzlear safety. An example of this would oe

an F-1% failing to drop a BDU--38 (Bomb Dummy Unit used to

gimulate a nuclear weapon). The wing operaticns center
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FAILURE F;EEPORTED
l

SAFETY !T\IOTIFIED
y

DEFICIENCY INVESTIGATED
f"? .
REPORT PREPARED/COORDINATED
|
| %
| REPORT TRANSMITTED

l . Figure 3. Dull Sword Reporting Process
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(command post) or maintenance job control would notify the
wing nuclear surety officer (NSN) of the oczurrence. The
NSO would then investigate the problem by contacting the
personnel involved in its discovery and those needed for
troubleshooting the failure. Depending cn the
circumstances, such personnel could include the following:
the pilot, pllots of other aircrzft that witnessed the
event, flightline mainte~ance personnel involved in
troubleshooting the aircraft (weapons loading technicians),
non~flightline maintenance personnel involved in
trcubleshooting aircraft subcompcnents (armament shop
technicians and avionics intermediate shcp {AIS)
technicianse), contractor technical representatives, and
other personnel when deemed necessary. The NSO would
cencentrate his/her efforts to ma..e sure all necessary
information is compiled/reported f.r the Dull Sword action
agencies to evaluate the problem. A typical investigaticn,
such as the one for the given example can take several days
to complete.

As the NSO accomplishes the investigation he/she must
write the report that is t ansmitted in message form to the
addressees indicated in AFR 127-4, table 18-2. The nunmber
of addresses varies dej ending cn the specific item that
failed and seriousness of the deficienrcy. The typical
report for F-16 ceficiencies (i.e. a defective NRIU) has 13

addressees plus additional ones reguired by major command

supplements to AFR 127-4 (10:8E) and prescribes the format
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and the contents of the Dull Sword report (10:85-86). The
report must contain the following information:

L. Date, time and location of the AID.

2. Quantity and type of weapons involved if any.

: /8 Quantity and type of aircraft involvad.

4. Organization, base, and command of the unit
reporting the occurrence.

5. Type of operation being performed at the time of
discovery or occurrence.

6. Detajled narrative description of all available
facts and clrcumstances pertaining to the Dull

Sword .
T Probable cause of the Dull Sword.
8. Action taken o remedy the malfunction, damage, or

error; to provide safety and security; and to
prevent recurrence, including repair or
replacement actions. Recommended corrective
actions, if appropriate.

9. Other reports. If the AID involved another type
of report under AFR 127-4, T.C. 22-35D-54, and so
forth.

10. Damage or injuries invelved, if any. Inciude
status of weapon ii volved.

11. Explosives ordirance disposal (EOC), medical, or

security assistance needed, if any.

wWhather Or NAT a nNews reiease was made., 1L &0,

submit a2 copy of the news releuse and state to

whom it was released.

13. Name, grade, title and phone number of the person
submitting this report (19:85-86).

-
| B

To avoid multiple reports, [all Swords involving only
material deficiencies may be combined with material
Deficiency Reports (MDRs) in acccrdance with T.0. 88-35D-54
(16:83; 15:2-2). The majority of the Dull Swords to be
analyzed in this thesis involve materia) deficiencies and
should be repcrted in combined reports. Maintenance
personnel become more directly involved in the investigation

and reporting this type of Dull Swcrds, since they are

tacked to prepare MDR reports (15:2-1}). The kecy maintenance




personnel involved are known as the "originating point" and
=he “"screening point®™ (15:2-1, 2-2).

The NSO will work closely with these personnel when
investigating and reporting combined MDR/Dull Swo ds. The
combined reports differ in format, but contain the informa-
tion required by AFR 127-4 and other information required by
T.0. #8-35D-54 (18:85-86; 15:2-15 through Z~25). Additional
addrensees are required by the combined reports (18:83).

AFR 1Z7-4 requires these reports to ke transmitted
within five duty days of the cccurrence, unless the report
is combined with an MDR or when the report involves a
nuciear weapon (.9:99). In the latter two situations, the
repcrting suspenses are shorter, 72 hours for a combined
feport and thrae Jduty days for 2 report involving 2 muclear
weapon (18:9d; 15:2-1). If the NSO cannot complete the
investigation and transmit the report bty the required
suspense he/she must submit a preliminary i1eport and
subt equent follow-up reports (12:83, 90). When preparing
reportes to meet these suspenses the NS0 must consider the
time it will take to complete the following: his/her
porticn of the investigation; the “originating pecint's" and
the "screening point's”™ portions of the investigation and
report; maintenance personnel’s troubleshooting cof the
aircraft and its subcomponents; preparaticn of the written
report {(including typing and proofreading): coordination of
the report with local cofficials; and completion of reguested

~hanges.

26
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Many operational units require NDull Sword reports to he
coordinated by the senior officials ond their staffs prior
to transmittal (4; 21; 24; 25). This coordination process
can take up to three days to complete due to the
availability of the officials needing to coordinate and the
method used to distribute the coordination copy of the
report (4; 21). Once the report has been coordinated and
reques :ed changen are made the message is finally
transmitted to required addressees.

The NSO's job is not over with the transmittal of the
report. He/srhe must monitor the status of the deficiency
unti]l the report is closed by the appropriate actiorn agency-
Fcr combined reports, the NSO must continue to work closely
with the maintenan.e "screcning peint™ to ensure Thar rhey
both have the correct status of each report (15:2-34). When
necessary, follow-up reports and information must be
provided to the action agency (10:85-86: 15:2-34). It is
not uncommon for an NSO to have several reports opan at the
same time.

When the action agency/action point (normally the Air
Logistics Center responsible for the system or component
designated in T.0. ¥@8-25-115) receives the report, they must
thoroughly analyz=2 it to ensure that the unit identified the
cause of the deficiency and ensure the unit's corrective
action was appropriate. They then look at the problem in a

broader perspective to see if the problem could recur at the

reporting unit or at other similar units. When necessary,

=7
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guidance will be provided to prevent similar occurrences or
the system will be modified.

Figure 4 shows how a combined MDR/Dull Sword 1ls
processed through the action point at an Alr logistice
Center (ALC). First, the "contact point” will receive the
repert and assign a Material Improvement Project (MIP)
number, if applicablec. The contact point will then forward
the report to the action point, who will then furnish
disposition instructions to the contact point on the
deficient 1tem. In turn, the contact point will forward the
dispoaition instructions to the screening point and/or the

NSO at the unit that submitted the report. 1In the meantime,

the action point will begin to investigate the deficiency.
7o s T owows

- et ben o rim A e ek dl bhe owkhima
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ot £ ig recaivaed from the
submitting unit. If necessary, the action point will
request additional help in conducting the investigation from
a "warranty manager" or a "support point". Upon completion
cf the analysis, closing action is forwarded to the contact
point who then provides the final respcnse/closing action to
the screening peoint (15:2~34, 3-1 through 3-4).

The time it takes to inveatigate a Dull Sword and/or
conduct a MIP at the action point varies. Some cail be
accomplished in a matter of days while others may take years
to complete (23; 25; 26; 23; 29; 30; 33). An example of the

latter case involves the Nuclear Remote Interface Unit

(NRIU). System engineers have known for several years that

the cause of most KRIY failures has been its expusure to
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inflight vibrations (23; 25; 26; 28; 29; 30: 33). The NRIU
was noriginally designed to be in use approximately f{ive
percent of an aircraft's totai flight hours with it being
renoved from the aircraft whon it was not Lein: used (27:
30; 33). However, F-16 units have been leaving them
installed on the aircraft for almost all flights citing that
it is impractical and time consuming to remove it when it s
not being used (23; 26; 27:; 38). Thus, the NRIYUs are being
exposed to 2 significantly higher amou..t of inflight
vibrations than originally conzeived, even though they are
not heing electronically used for their intended purpoee.
Soiving the vibration problem haa not been easy ard is still
bsing worked by systeme encineers. It is complicated by the
facy thai ithe vibiation envi e MRIT saew
endure is nighly dependent on what is loadea on the .'-16 ana
at what altitudes it is flown (32). As the F-16 program hasz
matured, aumerous types of munitiorns, fue'! tanks, and pods
have been added to the iist of items that an F-16 can carry.
Each i1tem or combination of items creates different
vibration environments that must be considered when
deeigning 2 more r2liable replacement NRIU. A "more

rugged) ze-A” NRIU hae been desiyned, but it is still being
testcd and mocified {(23; 24; 25; 26; 29; 36; 33). Even once
the new NRIU is fully develrped it will ecill take time to
be produced and distributed to F-16 units. This eyample

ehews that » Dull Sword/MI?P investigation can take up to

several yecars to ¢omplete.
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Dull Sword Controversies. There are scveral

misconcepticns that can adversely affect the intent of Dull
Sword reporting that need to be considered. This section
addressee some of the managerial implications that may be
barriers to the Dull Sword reporting system.

One belief is that units avold reporting Dull Swords
because they are basicaliy “bad news"™. Reporting a Dull
Sword 1s perceived as airing dirtv laundry (4; 6; 2i; 22;
24). 1As stated earlier, Dull Swords are reported tc tring
problems to the immediate attention of agencies which can
evaluate them and correct them if necessary (18:5€). Dull
Swerds sre also repcrted to like units so that they can
evaluate the possibility of a similar occurrence at their
vnit. nuclear marety deficiency may Le
able to develop corrective acticns locally or may be able to
get ty without reporting a Dull Sword, however doing so
would circumvent the intent of the Air Force Muclear Surety
Prc ram (19:82). The action agencies would rot be made
aware of the prcblem and could construe "nc news »s being
good news" (23; 25; 26; 28; 33). Similar units would no* he
looking for the same deficiency toc occur and may not be
taking proper preventative acticns (4; 6; 21; 22; 24; 2¢:
32; 34). Probably the moet serious coasequence of failing
tn revort a d2ficiency would be a nuclear accicdent or a
significant nuclear lncident. The unit that d.id not report

the Dull Sword way not have feit that the deficiencv was

seriovs, bu! given the circumstance :3 that wmay 2 may nct he
g Y 3

il




posainble at their unit, that defi-iency could cause a
serious problem somewhere.

Units should realize that Dull Swords are not "bad
news" nor should ccmmand reporting channels trezt them as
such. In fact, reporting Dull Swords is vival to the
Nuclear Surety Program. Dull Swords are "limited use
repcrts” shich have special disposition instructions to
ensure that they can not be used adveisely against the
reporting unit (12:85; 27). It is the limited use
requirement that prevents the author from identifying the
units submitting Dull Swords cited in this thesie.

Another miaconception is that once a deficiency has
been repcrted several tim=8 iz is not necessary to report
euhaeguent like failures (4: f: 21: 24: 26: 3€: 33). It is
believed that some units may not be reporting KRiU Dull
Swords for this reason. Units may feel that is is a waste
of time and effort to continue reperting such failures,
There are two main reasons why thls philosophy shculd not be
followed.

The first deals with the sheer number of deficiencies
reported. For the action point to place the right cmount of
emphasis on a deficiency thev must know the extent to which
it is cccurring. This is accomplished primarily through
%rend analysis (23; 25: 26; 27; 28; 33). For example, if a
deficiency has been r1epeatedly occurring at units, but only
a few Dull)l Swords being reported, the action point will not

kno~ the "true picture” which may warrant the expens: - cf a
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Material Improvem~nt Project. Iike all Air Forc. agerncies,
the action points are limited by manning and budget
constraints and must be able to justify their efforts.

Trend analysis also comes into play when the action points
muast justify the high costs of fleetwide system
modifications (23; 28; 34; 33). For example, for the action
point to justify the high cost of developing and procuring a
new NRIU, they had to demonstrate to higher headquarters the
extent to wh ch the NRIU was affectina the F-16 fleet. If
cnly a few Dull Swords had been reported it could have been
difficult to warrant the project's high costs.

The second reason why this philoscphy should not ba
followed involves the complexity of modern weapon syatems.
In csmputer-ictensive ajrcyaft auch 25 the M-16, programming
errors in the software can cause hardware such as the NRIU
tc fail (23; 26; 30: 33). The hardware failure may have the
same SRU or subcomponent go bad wherever software errors
occur, however it may be a diiferent scftware error that
caused the failure each time. Systems engineers need to
know where and when the failures occurred so that they can
correct the software. It is almost impossible for the
engineers to plan all of the scenarioe that can go on inside
and outside of the aircraft which may lead to programming
2rrors or procedures being left out cf the program. "One
should aleo realize that a computer prugram partially
consists of combinations of "1" and "G@" and all it takes i3

crie of them to be in the wrong place or one of them to be

33




left out to cauee a failure"” (33). However. it may take a
certain scenario to occur fcr that error to cauvse a hardware
failure. Such errors are still being found in the F-16 A/B
aircraft, which have been in the active inventory since the
late 1979's (23). Therefore, it is important for units to

continue to report Dull Swords on these components.

Computer Products

Computer products were obtained from two sources: the
F-16 Central Data Syster (CDS), also referred to as TICARRS
(ractical Interim CAMS and REMUS Reporting System), and the
Directorate of Nuclear Surety's (DNS) AID data file. This
section explains these sources. and th¢ i«ports retrieved
from them.

™ e Foirs . i
w3t Larr2 s I8 Eh dwvas

collection system developed for use with the F=-lt weapon
system, which includes engineering, configuraticn, and
logistics data. It provides up-to-d: te and acnurate F-lu
related data to personnel who rejuire it to sumpcrt the
weapon system ar i to provide a central scurce where data
from operational hases ie consclidated and made available to
Alr Force 1nits and agencies. Its main objective is to
provide information to the System Program Cffice and AFLC to
help manage the F-16 aircraft, Avionics Intermecdiute Shops
(R1S) test sets, and selected support equipment. Additioral
objectives are to reduce or simplify the padervork for

maintenance gpersonnel 2t all leveils and to increase

34
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troubleshooting/maintenance action efficiency by readily
providing related maintenance historical daté (1; 17:2-1,
2-2: 246).

Data ars collected primarily by the use of on-line
terminals located at maintenance activities, which replacz
the majority of the manually completed paper forms anéd the
subsequent keypunching of the data on those forme. Printers
provide hard-copy outputs of arny requested data or
information. UData are enterec intc che system by
"cailing=-up"” a screen and Keying in the required
information. When the user ccmpletes the screen, all
informaticn is validated by the computer to prevent obvious
errors. Wwhen errors are found, an error messaye is
displaved on the screen so that the use:r vain inake
corrections (17:2-1, 2-2).

At the operating bases, terminals are installed in the
pilot debrief and aircraft maintenance support areas within
the aircraft maintenance units (AMU). As flights depart,
the debriefer enters the basic flight profile into the
gystem. When the pilot returns from the missicn, the flight
profile is recalled from the system and debriefing
information is entered into the profile. Such debriefing
information would@ include circrafr problems/discrepancies
that occurved during the mission- For each discrepancy
reported on the profile, a facsimile AFTO form 349
(mainterance work order) is printed to dispatch maintenance

personnel, This use of automation is intended vo simplify

e e
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the workload of the debriefer so that hz/she has time to
enter more accurate descriptions of discrepancies into the
system., Upcn completion of the maintenance actions,
maintenance personnel call-up the partially completed AFTO
349 by job control number and ente: the corrective actions
in the appropriate blocks on the screen. After all
corrective actions for the specified job contrcl number have
been completed and entered into the system, the AFTO 349 is
considered complete pending supervisory approval. AMU
superviscrs can query/review the status of each AFTO 349 at
any time during a shift and may add information to them, if
necepsary. The status of each ASTO 349 can also be
monitored by perscnnel in the maintznance control] center via
2 termd

rmina2l and printer tnat are instailed there (i; 17:2-1

through 2-3; 29).

The CDS alsc collects all information on maintenance

performed at the AIS test stations in a2 slightly different

manner.

Each maintenance action is recorded by calling-up the
appropriate conversation and entering the data. Some
conversations are uesed te log maintenance agai: st the
alrcraft line replacemenrt units (LRU) by serial number,
part number, or work unit code, other conversations are
used to log maintenance againat the test station LRUs
also by seria: number, part numt er, or work unit cnde.
The recorxding of maintenance act ons in these
conversztions requires techniciana to enter al?
required data on the appropriate s.reen. The uata 1=

considered cumplete pending supervisory approval
(17:2-3).

A major itrength of CDS is that it tracks each ajrcratt

discrepancy from the time it is entered into the system by
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the debriefer tc the time the faulty LRU js repaired by the
AIS. For example, if an NRIU failed in flight, the pilot
would describe what occurred and the debriefer would enter
the discrepancy into the system. Next, armament sperialists
would be disp:i cched to troubleshoot the aircraft via the
computer printed AFTO 349. The specialists would diagnose
the problem using the alrcraft's built-in-tests. Normally,
2 maintenance fault listing (MFL) indicating that the NRIU
was at fault would appear on the aircraft's multifunction
display. They would then enter a description of their
findings and the MFL that occurred into CDS and wouid also
indicate the work unit code, the serial number of the
suspect NRIU, and he aircraft from which tne NR1 was
rencved. Nexbl, the RRIU 3 the Armament RNOP
to be tested on the Dash 56@ armama2nt %test sct. The
findings of the test, whother the NRIU passed or failed,
would then be entered into CDS. Next the NRIU would be sent
to the AIS for more indepth testing. After testing the
unit, the AIS technicians would enter the test results into
CDS indicazing the tes' that was made, the step of the test
that the NRIU ‘ajled, and t .o nun2arical display values of
the fault indicated by the test set. The AIS would also
entar a Jdescripti n of the repairs made, and when possible,
would enter the wo '~ unit cocde of any subcomponents or
service replacement units (SRUs) that were replaced. As

tr >ubleshooting is a~complished, each technician/shop has

access to all nf the | 'evious troubleshooting inrformation on
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the failure via CDS. This cxpedites the flow and increases
the accuracy of necessary informaticn throughout the
maintenance process, which allows for more efficient use of
regources (1; 29; 25; 26).

CDS can output data in several formats. It can give
data on simulated Air Force forms such as the AFTO 349. It
gives detailed dat2 listings from the central computer files
that help support ongoing maintenance and supply management
activities. These formats irnclude failure history reports
in chronological order for specific job rontrol numbers
aircraft, or work unit codes. CDS can also give data
outputs in tabular or graphic forms. Additioral output
capabilities are made available to units enrolled in the CDS
tizmg-shar cgram, whare unite can demiagn and program their
own output reports. To obtain a CDS output, the user simply
specifies tﬁe subject of interest, a time span, and any
other relevant conditicns (i.e. work unit codes or part
nunpers) into a specified computer program (1; 17:2-4; 2¢).
Units can also access historical information (oncerning all
units by querying the CDS central data file.

CDS does have some drawbacks. The major complaint, as
with all autumated systems, is that the system will only
output information that is as accurate as the informaticn
that is put into the system {1l; 2: 20; 23; 2%; 31). For
example, if the debriefer enters a shallow desbription of
L. 2 problen into the system, the armament t2chnicians may

i.ave to contact the pilot tc ser what went wrong in flight

ag
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or accomplish extra tests to try to find the fault. If
subsequent information that ia entered intc CDS during
troukleshooting is also shallow, the whole maintenance
process can be hindered by the lack of accurate infcrmation
being given to technicians. Additionaily, when personncl at
the systems program office or the air logistic centers
review CDS outputs to determine whether or not prcblems are
occurring at operational units, they will have little
information to base decisions upon. For example, if the
description of the fault simply states the NRIU failed
inflight, the systems engineers would need additional
information to base decisions. What was the pilot doing at

the time of the failure? Did any other failures occur at

.8 e m— - — ) o
v Lne afmdament salp S

the same timey Pid the NRIU pass
test set? What were the specific test results at AI5? What
repairs were made (l; 23; 26; 27; 29: 3@; 33)? As one can
see, the system is capable of storing this important
information, but it must be entered by the operatiorai
units.

A second drawback of using CDS is that it is gradually
being phased out of use and being replaced by CAMS (Ccre
Automated Maintenance System) and REMUS (Reliability and
Maintainability Information System) (1; 19; 20). CAMS is
instituted at units in the same manner as CDS, but it is
considered to be ‘:asier to operate. The input/output
process is the same as in CDS, however the formars differ.

A limitation of CAMS is that historical infcrmation is only
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avajilable for the unit requesting information because CAMS
will not be tied into 3 centrail data base such as the CDS
until REMUS is instituted in the early 19988 (1; i9; 2u').
DNS AID Da'a File. The AID data file is maintained in
2 mainframe computer a. uONG3. Historical information is
stored on all AID rep )rts dating back over the past 20
years. The file tracks the curren status of each report
from the time a deficiency is reported to the time the final
closing actions are made. The system has over 49 screens of
information available and@ is capable ¢ f sortinag reports by
numerous nethods such as: by urnit; by control number; by
type of deficiency; by time of year: by work unit code; and
by xey information or words thaz may appear in narratives.
The mRvaetem is also capable of handling classified
information. OGutputs of the system are available to any &ir
Force units or agencies that have a valid need for the
information, k . the protective provisions of "limited use
infermation” in accordance with AFR 127-4 must always be

adhered to (27).
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III. Methodology

Cverview

This chapter describes the methodology used tc answer
the research otjectives stated in Chapter 1. The
methodology lists the research instruments used, the manner
in which these instruments were used, along with a
justification for applying theae instruments in this study.

Due to the nature of the subject and the limited
scurces of information available, this study did rnot lend
itseif to statistical analysis. As a result, interviews,
literature reviewa, and available computer products were

used to develop and support its findings.

Research Instruments

The primary research instruments used to gather
analysis information consisted of: (1) interviews of
experts involved in each aspect of Dull Sword reporting; (2)
a literature review of applicable regulationg, ranuals, and
technical orders; end (3) a review of computer reports from
the F-16 Central Data System (CDS) and tne Directorate of
Nuclear Surety's (DNS) Nuclear Accident/Incident/Deficiency
(AID) Data File-

Interviews. Unstructured personal and telephone
interviews were used to vather information. Experts in each

area of the Dull Swcrd reporting system, the F-16 Aircraft,

and/or available computer products were interviewed. The
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persons contacted included the following: personne!l
involved in investigating, reperting, and/or analyzing Dull
Swords at the Directorete of Nuclear Surety (DNS), HQ USAFEZ,
HQ TACZ, HQ PACAF, HQ AFL", ard HQ ASD; F-16 systems
engineers at DNS, ASD, and Ceperal Dynamics: and computer
analysts at DNS and ASD.

The use of unst-uctured interviews presented scme
advantages which were beneficial ¢o this study. The main
strength was that “They can Le used to explore areas where
questions are difficult to construct and to probe thcse
interviewed using funneling techniques” (32:289, 290). Borg
and Gall stated that one of the main advantages cf personnel
interviews, in lieu of questionraires, 1s that interviews
vsually permit much greater depth than other methods of !

coilecting research data since the interviewer can alter the .

questioring during the interview according to the respcnses :
given by a subject. They also believe that respondents are

more likely to divulge more infeormation during an interview

rather than on a gquestionnaire (2:211-212).

In Walizer's book, Research Methods and Analysis, Emory
stated that three broad cconditions must be met to have a
successful personal interview: "Tney are: (1) availability
of the nceded information from the respondent; (2) an
understanding by the respondent of his/ner rcle; and (1)
adequate mrotivation by the respondent to cooperate”

(32:161). Emory addad that developing a good rappert witn
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the respondent, before the interview, woula aseist in
eptablishing these conditions (32:162).

Failure to maintain Fmorv's three conditions presents
soms disadvantages to personal interviews. PEorg and Gall
believed that the inter :rsonal situation may lead to
subjectivity and bias (2:213). BEmory stated:

"That there are many unknown reasons for bias durluy
intevviews that are subject to 3 Jaire number of
studiee. Howevcr, many of the findinas of thecc
studies are at odds with exact dimension= of blas and
the ccnditions under which it occurs. I light of this
confusion, the safest course for researchers is to
recognlze that there is a constant potential for
response error (32:167).

Literature Review. A thorough literature review was

accomplished on nuclear surety program requirements, Dull
Sweord Repcrting, and mtintenance data collection.
Applicable USAF technicai ordesrs and res:
reviewed to gain a working kpowledge of the subject and
associated problems. Contractor manuals for the F-16
Avicnics System whizh includes the MUX AMAC, and on the F-16
Central Data System (CDS) were also reviewed. Due to the
nature of this subject and the lack of previous fesearch on
it, no applicable information was fcund through the Defense
Technical Information Center (DTIC) and DIALOG literature

searches.

Comp i1ter Products. Three computer reports were

compared and analyzed. These reports werc: The “Mainten-
ance History Repert"” from the F-16 CNS and the "Oneliner”

and "Dackground" reports from the DNS ATD data file.




Ragseaarch Metlhiodology

This sec ion provides the methodclogy used “c analyze

the three research objectives posed in Chapt-r Ore.

Objective One. "Develop a more specific definition of

Duil Swords for the F-~16 and/or provide better reporting

guidance.” To research this objective, failure data were

odbtained using personal interviesws and computer products on

the major F-16 C/D MUX AMAC components.

included the following:

These componen®s

) B BAdvanced Central Interface Unit (ACIU)

2, Enhanced Fire Control Computer (EFCC

3. Nuclear Remote Interface Unit (NRIU)

4. Srttison/Release Remote Interface Uait (J/R
RIU)

G Mulrtifuncticn Display Se:t (MFDs)

6. Progran Display Gencrato. (PDG)

75 Nuclear Consent Switch (Pan:l)

8. ¥aster Arm anc Release Relay Matrix Assemcly

9. Matrix Avs- = .y fcr
1g. datrix Assembly for
) Matrix Assembly for
12. Matrix Assembly for
12. Matrix Assembly for
Tre pnum: 8 wiring harnesades that

ware not cenaidered in this study.
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As a ininimum, the SMS ¢xperis were 2sked the fellowing
questicns about each component .0 help determine when Dull
Swords should be repo.te¢d on fallures:

(1) Would th-~ failure of this component affect nuclear

safety

(2) In what situaticns would its failure affect
nuciear gurety?

{a) Would failures affect nuclear safety only
‘Jhen the nuclear mcde is being used or
tested?

() Would fzilures occurring during other modes
(i.e., air-to-air) affect nuclear salfety?

(3) What symptoms would indicate that this component
failed (i.e.. would a maintenance fault listing
(MFL) occur)?

(4) Are there subcomponents ¢r Shop Repiacement Lnits
(SRU) that are unique to the nuclear moder 1if{ so,
can these components be identified by work unit
codes (WUC)?

The opinione of each expert were then compiled to
establish when Dull Swords should be repcrted on each
componenz. The op_.nions were ther verified with “he nuclear
weapor.s eystens analysis engireer at DMNS. In the event of
conflicting expert opiniois, the DNS encineer'e opinions
were used because of his expartise in both the MUX AMAC
system ond USAF Nuclezr Surety policy. Wnere possible.

actual Dull Sword rep rts provided by DNS were used Lo
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validate these opinions. 'This information waa then used to
de-ive better guidance on reporting Dull Swords.

Objective Two. "Determine if a representative lumber

of Dull) Swords are being reported by F-16 units." To
accomplish this portion of the study, the guidance/revised
definition developed in objective one was used in
conjunction with computer products. The actual Dull Sword
repcrts for ‘he period of 1 January 1988 to 30 June 1988
were compared to the CDS maintenance history reports con each

component for the same period. This method was used to
determine whether more failures were occurring at units than

were being reported.

Obijective Three. “Determine whether there is a be ter

method of reporting Dull Swords or a method available to
improve the current reporting system."™ Accomplishing thisl
portion ¢f the research involved usling interviews and then
analyzing the CDS computer products. SMS englineers were
guestioned on what types of information were needed Lo
analyze a component's failure. Numerousa CDS products were
then analyzed to consider if this iaformation was already

availabie and to see what changes might be necessary to

include the needed information.



http:epo["t.ed

IV. Findings and Discussion

General
This chapter consists of three sections.:. Each section

discusses the findings corresponding to each of the three

research objectives.

Research Objective One

The first ohjective of this research was tc "develop a
more specific definition of Dull Swords and/cr provide
better reporting guidance”. Ideally, most Nuclear Surety
Officers (NSOs) would prefer to have an all-inclusive iist
of items/ situations that require Dull Sword reporting and
eliminate the subjectivity of their determinations (4; 6;
21; 22; 23; 24; 25; 2¢; 28; 3@; 33; 34). However, this
remsearch ms0on found that creating such a specific
all-iiclusive list for F-1€ Dull Sword reporting w~s not
possible. This was because Of the virtually endless
hardware/software combinations and use cf integrated
circuitry in the F-16's multiplex a! ‘craft monitoring and
control system (MUX AMAC) (3; 5; 23; 25; 26: 29; 39; 33).
Therefore, thie research focused on developing better
guidance that could be used in making Duil Sword reporting
decisions.

The remaining portion of this section addresses the
proccess used in developing reporting quidance. First,

gen=ral qguidance is addressed and then i .re specific

guidance on the 7~16's MUX AMAC compcnerts is addressed.
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General Guidance. ‘The mos:t logical approach was to

determine under what conditions a Dull Sword should alwaye
be reported. This rescarch firat looked at reporting MUX
AMAC failures at the systems level and then at the line
replacement urit (LRU) and shop replacement unit (SRU)
levels.

At the system level, most experts agreed that Dull
Swords shculd always be reported whenever the MUX AMAC or
its subcomponents fail while the aircraft is in the nuclear
mode (3; S; 23; 26; 29; 38; 33). While there were some
exceptions, which will be discussed later, the current
policy is that Dull Swords must be reported on certain
situations until further guidance is given by the
a2te ©f Nuclsar Surety ¢ uN) (33; Ze). Such
situations include the following: failures occurring while
the nuclear system is being tested by maintenance personnel;
failures occurring while the aircraft is being used for
nuclear training missions; and failures occurri.ag on
aircraft loaded with nuclear weapons.

While the limited testing and operation of nuclear
capable components makeo deficiency reporting doubly
important, several experts expresased concern that failures
the . could not be duplicated (CNLC) may not be getting
reported. These failures are just as important as those
that can be jisclated by F-16 units and must therefore be

reported (3; 23; 26; 29; 39; 33).

48



it is estimated that the Air Force average for flyirg
F~1€6 in the nuclear mode is only five percent of the fleet-
wide flying hours (23; 27; 38; 23). Since the nuclear
system is getting such limited use, it is important to
repoct all failures that occur during this mode. In these
situations the system engineers can be certain that the
F-16's hardware and softwure are being used in the nuclear
mode. To accomplish their investigations, engineers must
know what the hardware and software were doling at the time
of the failure, since software problems can cause hardware
failures. In many cases the software that caused hardware
failures would not have been used in the nuclear mode.
Thus, nuclear sarfety would not have been affected had there

been a nuclear weapon on the zircrafe (22: 26; 29: 39 3

tat

).
As mentioned previously, it is difficult to assess
failures occurring during ncn-nuclear modes as being Dull
Swords. Failures that cccur during other modes that cculd
affect nuclear eafety should be reported, but they reguire
expertise and judgement at F-16 units (33). If units were
to report all MUX AMAC failures as Dull Swords, the
reporting system would become ouverburdened with
investigations and reports that do not affect nuclear safety
(4; 21: 22; 23; 24; 25; 26; 27; 28:; 29; 30; 33). Tne CDS
analysis, which will be discussed later, identified 13S6 MUX

FMAC compoanent failuree that occurred during the first uix

months of 198R.
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At the LPLU ieve!, finilar reporting logic is used.
Dull 3worsu must be reported ~uv component failures whenever
the ajlerast {o :n the nuclear mode (33). The decision
prcceses cal be simpl:fi2d slightly since two of the MUX AMAC
LRUs are unigue to the nuclear mcde. Eoth the NRIU and the
rnucleayr ccrsent panel/switch are dedicated to performing

nuclear mirzions, thercrfore Dull Swords must be reported

esch time these items fail (33).

AZ the SRU leveli, it was hoped that there were certain
LRU subcomgcnents that were dedicated or vital to the
nuclear mode. This would simplify the decision process by
identifvina these SRUs so that Dull Sworda could be
reported. Ffcr cxample, if a certain circuit card of an LRU

is decivated fur u3se 1 Lhe nucleéeair moae, which w33 the zz2z2-

with a circuit card in the F-16 A/B central interface urit,
a Dull Swcrd would be .eported each time that circuit card
failed. Unfortunately, no sucn SRU was found to exist in

the r=-16 C/D.

MUX AMAC Components. This sertion analyzes each of the

MUX AMAC compcnents icdentified in chaptar one to determine
better guidance on when to reporst Dull Swords on failures.
Advanced central inverface unit (ACIU) experts agreed
that Cull Swords should always he reported when the unit
fails in the nuclear mode and that it was difficult t.
sstablish a blanket pclicy epecifying when to .repcrr. Dull
Swecrda on fallures t¢lFat cccur in other modes (29; 22; 33).

The experts did agree on two situationa that a Dulj Sweord

50
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should be reported. The first situation would occur wher
the ACIU generates random fire commands, because such a

fai re could cause an armed weapon tu be released

inadverteatly. The second sitvation would occur if the ACIU

failad totally. Such a failurz would normally indicate 2

-

hardware prcoblem with the ACIU that was not caused by
noftware.

The enhanced fire control computer (EFCC) was a source
of controversy amcong the experta. Two experts felt that
EFCC fajlures should not te reported during any mcdc because
there are so many checks and cross-checks built into the
software that it would be impcssible . r ar EFCC failure tc
affect nuclear safety (23: 29).
ieved That since thne EF s rule
begins s0 late in a nuclear mission, safety is no longer a
factor. This is becauss the EFCC calculates the weapon
trajectory fer a given delivery profile (i.e. pop-up or dive
tess). In the automztic release mode the pilot concentrates
his efforts on flying the aircrioft according to the delivery
solution given to him by the EFCC. Wwhen the aircraft
reache : the optimum point of the solution, the EFCC gives
the release signzl and the weapon is released automatically.
In the marual releuse mode the EFCC has rthe same function
except that the pilot gives the release aignal when the EFCC
tells him via the multifunction and/o:r heads-up display *hat

rthe airc:raft has reached the optimum release point (139).

hi
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The recommended policy for reporting Null Swords on the
Et C as directed by the Cirectorate of Nuclear Surety (DNS)
is to report all failures that occur during the nuclear mode
and any other situations where the experts at F-16 units

beliesve that nuclear safety is affected. The rationale for

this is that "no matter how infallible a computer program is
believed to ke, programming errcrs can stilil be made" (33).

The nuclear remote interface unit (NRIU) was also a
source of controversy. All experts agreed that XNRIU
failures meet the requirements fcr Dull Sword reporting (23;
26; 29; 3@:; 33). Hov ver, 21l but cne of them rfelt that
there was nc tenefit possible from reguiring unita to

continue to report NRIU failures (Z3; 26; 29; 3€). This was

failures that they are fully aware of the causes of the
failures and alreadv have a new NRIU under development.
Nonetheless, DNS's pclicy on reporting NRIU Duli Swords is
that all failures must continue to be reported since the
NRIU performs a “"critical®” nuclear safety function.
Therefore, no chance can be taken in poesibly missing a type
of failure that has not been reported previously (33).

Tha jettison/release interface unit (J/R RIU) was not a
source of coatroversy. Experts agreed that all failures
occurring ir the nuclear mode should be reported as Dull
S exds (22; 22: 30; 33). However, tne dete:minatioh for
pon~nuclear mode failures requires a iudgement to be made at

the F=16 unit disc:cvering a fzilure. Units mrust examine the
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problem in light of the following: 1if there had peen a
nuclear weapon on the aircraft when the failure occurred
could something baé happen tO the weapon? If the answer is
ves, report a Dull Sword. An example of such a failure
would be the discovery of etray vcltage in the J/R RIU (23:
33).

The program dispiay generator (PDG) and the
multifunction displays (MFDs) were also the source of some
controversy. Two experts believed that Dull Swords should
not be reported on any failures of the PDG or MFDs for threce
reasons. First, there are so many checks and cross-checks
in the computer software that it was highly imprcbable they
would degrade nuclear safety. Second, since the MFDs are
tedundant, as icog as cnc Sf thom iz functioning the mission
is not affected. Third, the compcnent's functicn is to
display information to the pilot. Since the pilot can
easily tell when erroneocus information is displayed, the
worst that cculd hzppen is the pilot would not know what is
loaded on the aircraft (29; 32). The DNS's policy on
reporting Dul] Swords on these components is to report all
failures that occur during the nuclear mode and in any
situations where the discovering unit determines that
nuclear safety is affected. The reasoring for this is
similar to that used for the EFCC, that computers are nct

infallivle (33).

All experts agreed that Dull Swcrds must be reported on

failurea of the nuclear consent panel/switch. 7t i3
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dedicated for the nuclear mode and It performes & “"critical"
nuclear safety function (23; 29; 30; 33).

The experts also agreed that Dull Swords should be
reported on matrix assembly failures that occur during the
nuclear mode (3; 23; 29; 39; 33). However, it is very
difficult tc determine if failure in other modes would
affect nuclear safaty. These situations must be
investigated by the F-16 units who must decide on a
case-by-case basis which failures to report based on their

expertise and tte facts surrounding the failure.

Research Objective Two

The second objective of this thesis was to "determine
if a rupresentative number >f Dull Swords are beilng reported
by F-16 units.” This portion of the study was accompiished
by comparing two computer prodit "ts: a central cata system
(CCS) maintenance nistory report on each of the MUX AMAC's
LEUs mentioned previously and z summary of each Dull Sword
submitted on F-16 C/D aircraft provided by the DNS AID data
file. The periods of both cormputer products was from )
January 1988 to 3¢ June 1986. Data for F-16 C/D w chat
do rot use the CDS syetem were «limipated from both computer
products. These units were the 29¢h Tactical Group, the
58Lh Tactical Fighter Wing and tne 432nd Tactical Fighter
Wing.

The TDS Maint<nance flistory Report (Table 1) provided

maintenance troubleshnoting informetion 01 ezch of the LRUs.
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u 1 S/N FAILED/  SERIAL NC

W A
k-U-C  DISCREPANCY U H-n T CCRRECTIVE ACTIOH P ACFT € JOR-I8R DAY S/N REMOLEY  INSTALLED BASE [D
250FG F 296 ? REMOVE NRIU. MEW RRIU TC BE 1 [A9999-C 0842771 068 8175501775 RAS-16
URDERED
75DFD  FAILS =7 LONG TEST F 290 C REPLACED RELA¥ K16, B/L/S., 0 IAT999-( (482771 L8 BiTe5(1233 RANS-1R
TRUBLLSH0OT PYLOW
(AIST:UNIT FAILING TEST
NUMEER & AT STEP 190150,
T5DF0  NICLEAR PULSE LOAD DUE QI I (/W 1 BA1244-( 0497210 089 Sak-16
o TSIFQ FAILS ELFC O O F 799 6 €/C-P.A.T. C-N-0 8/C/S 1 2A9999-C Q717755 07¢ 81755C0455 SHAW-2R
16UT5700-883 TESTER
150FD  REMOVE NRIU FROM PYLON FOR F 29C P (/W 1 1A9999-0 0723000 072 B1785013C8 Ats-la
€S UFDATE
ey F 290 C RAN ON TEST STATION, FAILS O [A9999-C 0703000 083 41735C13CS RAVS-IR
TESTS 4,9, 10. ORDERSD A
TRANSCEIVER  CCA,
1SL4T F 255 | UNIT FAILS DIAGROSTIC 1 IA%999-C 0723000 131 8175501305 RA¥S-IR

TESTING. REPLACED ALL SRI'S
NO HELP, PROBABLE (HASIS
SHORT. NRTS-1.

Table 1. Sample CDS Maintenance History Report




Column one indicates the work unit code (WUC) of the item
that was worked on, which normally consista of five
characters. Column two describes the discrepancy that
occurred or the work being done to repair the unit. Column
six gives a description of what was accomplished during
troubleshooting. Column eight identlifies the aircraft
tailnumber. Column tén lists the job control number of the
maintenance action. Column eleven gives the date that the
maintenance action was completed. Columns twelve and
thirteen provide the serial numbers of the components that
were removed or installed. Column fourt=ecn gives the base
at which the maintenznce was accomnplishe2 and column fifteen
indicates which maintenance shop accomplished the action.
Columns threz, four, five, seven and nine provide additional
information that is not applicable to this research.

The history report gives a chronclogical history of the
discrepancy from the time the discrepancy was first reported
to the time it ie corrected. For example, in Tabls ] the
majrtenance history is given for WUC 75DFO, the code for a
RRIU. The first entry indicates that the NRIU failed when
armament shop téchniciana functionally checked the
ajrcraft's nuclezr mode (this is assumed since “he armament
personnel are responsible for accomplishing the W=7 Long
Check). The avionics intermediate shop (AlIS) ‘echnicians
(indicated by an "R"™ i: column Eifteen) tested “he NRIU and
could not duplicate the malfunction yindicated be “TND"

appeariny in column wix).

,‘G
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The DNS AID data file report consiated of two parts.
The first part was a “Oneliner” report, which gave a
chronclogical listing of the Dul) Swords that were reported
by F-16 units. It indicated which hase submitted the Dull
Sword, the WUC of the defective LRU, and a one line

description of the failure. The second part gave an indepth

description of each ¢f the Dull Swords appearing on part

cne -

The first step of the comparison was to analyze rhe CDS
maintenance history report on each LRU to cdetermine which
failures cr suspected failures met the guidelines
established in section cne. This was accomplished by
reviewing the maintenance technician's descrzipticn of the
discr pancy and description of the corrective action to try
to determine whether the failure occurred while the

aircraft's nuclear mode was being used. Several key entries

in these columns helped this process. Firet, the research

discovered that several stores management set (SMS)

maintenance fault listings (MFLs) could only occur when the

nuclear mecde was in use. These MFLs were SMS MFLs 119

throuch 128 which incdicate a failure of the NRIU and SMS MFL
873 which ii:dicates that a faulty release signal is cre-ent

in the system (26; 30). Second, key words and phrases were

locked for which would also indicate that the nuclear mode

was used. For example, one entry indicated that the
aircraft failel to drop a BDU-38 and ancther entry indicated

twat the aircraft failed tc drop a MK-106. Since both items




are bomb dnmmy unite that are only used tco simulate nuclear
weapons on training mictsions it was concluded that the
nuclear mode was in use. Third, failures of the NRIU and
nuclear consent switch were 2asily analyzed since these
items zre unique to the nuclear mode.

As the analysis was zccomplished several weaknesses
were fourd in the CCS history report. First, it was evident
that mezny entries lacked sufficiernt detail :o determine
whether or not the nuclear mode was in use. While scme
bases gave indepth detail of the discrepancies and
corrective actiona, others gave little or ro detail. Thais
cornfitm::d a problem common to all automated tystems: that
the CDS syw ™m c'n ¢n’)y be as accurate as the informatioun
that is entered py the unite. <Second, several units did not
properly us= work unit codes. For example, one un.t
identified the AZIU work unit code 75DJO, as being the cause
of almost every SMS fault. They ghouid have ured a
three-character WUC, 75D, that would indicate the failure
occurred somewhere in the SMS. The WJC “or .he ACIU should
only be used when tha ACIU is suspect for che actual fai.ure

(1; 28). As a result, .ne ACIU was improoerly 1dentified in

CDS &8s the cause of ozhar SM3 fai ures. Third, several
units used non-stancard abbrevia ions in their descciptions.
This made it difficult to cdetermine what actions were

actuelly accomplished at these urit..

The second step w2s to {dentify whethe: the Dull Sword

reportablz pituations discovered ir the firs step were

58




reported. This was accomplished bty comparing the two
computer products by £-16 unit, type of failed combonent,
time of occurrenca. Whenev:: possible, this was
z~complished by vomoonent serial number.

Findings. This secticn discusses the findings ol the
analysis. The fiudings concerning each of the MUX AMAC
components are addressed separately.

Five Dul] Swords were reported on the ACIU by units
that currently use CDS, with an acdditional one being
reported by the 39th Tactical Croup. A tctal of 821 ACIU
maintenance acticns were reported in CDS cf which 531
irvolved troubleshocting/repair of ACIUs. The remaining
actions included: the removal and replacement of ACIUs for
unepecified reasons: the removal of ACIUs for other
maintenance actions; the removal for updating the software
program; and acticus erronecusly attributed to the ATIU. of
the 531 failures, only three could be confirme 2s Dull
Swords. In each of taese cases, MFL 070 appeared in the
description of the discrepancy and the corrective acti~an
required the repair or replacement of the AC(U. None of
these failures were among the five Dull Swords reported.
The remaining CDS entries lacked sufficient detail to
determine whether the nuclear mode had been vsed. If five
percent (which is the ertimated portion cf F-16 flights in
the nuclear mode givan previously) cf the 531 had occurred
in tht nuclear mode, 27 Dull Swords should have been

re;orted by the units in this study. Since only five Dull
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Swords were reported with turee confirmed Dull Swords nct
being reportecd, the¢ evidence indicates that a representative
number of Du.:!l Swords on the ACIU may not have been reported
by F-16 units.

Se2ven Null Swords were reported on the EFCC by units
vsing CDS with an additional one repurted by the 39th
Tacti:al! Croup. A total of 917 maintenance actions were
reported in CDS of which 454 involved suspected or actual
EFCC failure. Many of these faiiures conld not bSe
duplicazed. The remairing CDS entries involved the removal
ani installation of EFCCs for unspecified reasons or the
removal for other maintenance. Of the 454 entries, two
contained sufficient information to determine that Dull
Swcrds occurred. In beth cases there were multiple failures
of the EMS which resulted in the EFCCs and the NRIUs being
replaced. Since NRIUs were involved, it could be safely
atsumed that the aircraft were in the nucl :ar mode when the
failures occurred. Neither of theee incidents were reported
as Dull Swords. Further, if five percent of the 454 EFCC

failures occurred in the nuclear mcde approx.mately 22 Dull
Swords should have been submitted. Since only seven Dull
Swords were submitted on EFCCs and twec acditional confirmed
Duli Swords were riot submitted, it is possible that units
are not reporting a representative nurher of Dul! Swords on
the EFCC.

Sixteen Dull Swords were submitted on NRIU failures,

with an additional re ort submitted by the J9th Tactical

14




Group. & total of 177 maintenance actions w:re reported in
CDS on the NRIU. Thirty-four of the entries met the
raquirements of a Dull S$word in chat either *“he NRIUs failed
or the NPIU fa.lures could not be cduplicated. This led to
the —onaclus-on that cver 5@ percent of the Dull Sworde
involving NRIUs were not re orted by F-16 unita. Therefore,
a representative numbe~- of Dull Swords cn the NRIU were not
reportec.

No Du'l Swords were reported by F-16 units on the J/R
RIU. Sixily maintenance actions were reported in Cl 5 with 2°
of them being failure related. The e was insufficient
evicence to determine whethar any of the failures occurred
in the nuclear mode or that any of them affected nuclear
safety. If five percent of the failures occurred in the
nuclear mode, one Dull Sword should have been reported.
Ther=fore, there was little evidence indicating that units
wire NCt reporting a representative number of Dull Swords on
the J/R RIU.

Nc Dull Swords were reported on Lhe M'De. 2ne hundred
thirty-one waintenance actions were reported in CDS vith 125
of them involving failurea. None of the failure
descr .ptions contained evidence that the failure occurred in
the nuclear mode and orly seven of them involved dual MFD
failurce. If five percent of the failures occurred in the
nuclear mode, approximately six LCull Swords should have been

reported. ‘Therefore, there was scme evidence that units may

- a8 _h.-‘.-—.—
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not bem reporting a representative number of Dull Swords on
the MFDs.

Mo Dul. Swords were reported by "-16 units on the PDG.
Three hundred rinety-four maintenance actions were recorded
in CDS with 174 of them involving failures. Additionally,
51 of the fajilures resulted in the loss of both MFDa. Thece
wad no evidence that any of the failures occurred in the
nuclear mode. 1f five percent of the fai ures happencd in
the nuclear mede, nine Cull Swords should have been
submitted. Therefore, it is possible that units are not
repcrting a representztive number of Dull Swords on the PDG.

No Dull Swords were repocrted on the nuclear consent
panel/switch and no maintenance actions were reported ip
CDS. Conseguently, there was no evidence whether units were
reporting a representative number of Dull Swords on tras
compcnent.

No Dull Swords were reported oOn thne matrix assemblies.
Thirteen maintenance actions were reported i: CDS with all

of them being failure related. One of the failures could be

confirmed as occurring in the nuclear mode since both the
ataticn 3 matrix assembly and an MRIU were troubleshot for
causing the failure. In this case the failure was caused by
a defective inc trix assembly arnd a2 Dmll Sword ehould have
teen reported. 1In conclurion, there was rome evidence of a
prcblem in reporting o representative number of Yull Swor:ls

cn matrix assemblies.
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Table 2 gives a summary of the findings of thie
section. Column one identifies the MUX AMAC component.
Column two lists the number of component “failures" that
occurred according to the CDS maintenance history report.
This number does not include other maintenance actions on
the compcnents. Column three gives an estimated number of
Duil Swords that should have been reported if five percent
of the failures cccurred in the nuclear mode. Column four
indicates the number of Dull Swords that could be ccnfirmed
using the CDS report. Column five list2 the number the'Dull
Swerds that were icentified by €CDS (column fcur) that were
actually reported as Dull Swords. Column six gives the
number of Dull Swords -~eported. Column seven identifiee the
number Of actual Dull 3words that shculld heave bean raeported,
it should be noted that if the five percent assumption
proved to be invalid, the analysis weculé still show that 47
percaent (24 out of 22) cf the as*ual Inul]l Swords were not

reported.

Research Objective Three

The third objective of this thesis was to "determine
whether there is a better method of repuiting Dull Swords or
a method available to improve the current reporting system".
It had been guggested that reporting of Dull Swords cnuld be
improved by uvsing an existing maintenance data collectior
system such as CDS to sutomatically identify those

sitvations which meet tne requirements of 2 dull Sword and
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Pe—
. Reporting System Effectiveness
Comrpl Tota! Fallurvs Estimated Conllrmed cba b8 Total DB A "ual
Rpta \n CDS8 De DS In CDSB Heported Resported DS8s
1 2 3 4 (.3 ;] 7
r——-—.——-————_--—— —_———————— e e e - ——
| ACIU 631 27 3 o L 8
EFCC 4L 4 23 2 0 7 ]
NRIU 34 34 34 18 18 34
J/R Rl wie 1 0 0 o 0
MFD 1286 0 0 (9] Q0 4]
|
i PDA 174 ) c o o 0
i
i Mug Con (9] i} o (4] c 0
| 2wiich
i Meirlx 13 ) 1 o 0 1
i
v Totg!t 1368 101 40 16 28 82

Table 2. Reporting System Effectiveness
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then automatically mubmit a Dull Sword report. An autcmated
aystem would eliminate the sometimes ~urbe.some process : {
invest gating and repcrting Dull Swords. This research scon

concluded that such an ‘deal system waes infeas:ble 2% this

.. R

-
)
.=

<ime. Thiu conclusion was based on two facts. First, the
decvision %o reparr a Dull Sword is not always simple and
ofte. regulres human judgement and expertise that cannot
easily be vrogrammed into a computer. Second, automated
systems are cniy as accurate as the informatic: entered into
them. In tha case of CDS, numercus errcrs and superficial
repcres were entered that would not provicde the necessary

information for off-site experts to investigate the
failurea.

After elizinat 1, ThiR research
then focwsed on looking for a method that could augme=nt or
improve the current ‘-eporting system. It waes found that an
autcmated maintenance data collection like CDS could help
simplify the investigative process if mainte jance personnel
enter 2ll necessary informztion in the descr.ptions of the
discreps icies and corrective actions (3; 23; 26; 29; 30).

Tf everyone involved in the troubleshcoting process eatered
more detailed descriptions of what they did, it would make
1. easier and less cumbersome for the NSO and screening
point to assemble a Dull Swcrd report. More accurate data
would reduce the tlme and uffort needed to conte 't the
peritunel for information, since their actions would already

be documanted 1n the sy stem.




V. <Conclusions and Recommendati.»na

Tnis chapter includes a short summary of this research
project, a listing of conclusions based on the find.ays
presented in the previous chapter, and recommendations for

improvement of the mll Sword reporting process.

Project Summary

The purpose of this thesis was to determine what
problems existed for reporting Dull Swords on the F-1€ and
what could ke done to imprive the sometimes cumbersome
reporting process. The major scurce of controversy has been
that Nuclear Surety O°ficers and others stationed at F-16
unite desired more guidance on reporting Duil Swords, like
the guidance which has been available for older weapon
systems. Ti2 cdilemma of what to report has also been
complicated by the F~16's multiplexed circuitry and computer
hardware/software combinations.

Experts on the F-16's multipiezed erming monitoring anﬁ
control system (MUX AMAC) were interviewed to determine when
Dull Sword reporting was beneficial and when Dull Swords
should .ot be reported. This information was gathered to
develop better reporuing quidance that could be provided to
F-16 units. Th: exjert reporting guidance gererated in the
first phase of this researc'. was then used in conjunction
with two computer preoducts to determine whether nnits were
reporting a representative number of Dull Swords. ~Finally,

a maintenance data coliection system ccmp' ter product was

-
ub
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evaluated to determine whether it or similar systems could
be unaed to replace cr augmert the existing Dull Sword

investigation and reporting system.

Conclusions

Conclusions are presented for each research objective.

Ya Develop a mcre specific definitlon of Dull Swords

for the P-16 and/or provide better reporting
guidance.

2s indicated in chapter four, the expert opinions

differed on several situations, however the guidance of the

engineers at the Directcrate of Nuclear Surety (DNS) was
used as the final reporting policy.- The reporting guidance
issuved by DNS requires Lull Swords to be reported on the MUX
AMAC components listed in previous chapters each time they
fail when the F-16 is operating in the nuclear mode.
Additionally, Dull Swords must De reported on these
components when they fail in other modes, if pased upon

their expertise and judgement, the discovering unit decides

that nuclear safety was z2ffected. Some examples of these

situations were provided along with the decisicn rationale.
Although not all-inclusive, this information provided more
definitive Dull Sword reporting guidance for units;
therefore, it is concluced that objective one of this thesis

was met.

2, Determine if a representative number of Dull
Swords are being repcrted by F~!6 units.

Analysis of the Central Data System (CD5S) Maiutenance

History Report and the DNS AID data fil~ report compariscns
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found that given the new guidance, there did not appear to
be a revreasntative number of Dull Sworde being reported by
units for all MUX AMAC components. The anzlysis of NRIU
failures provided the best eviden.o of th.s since over 50
percent of the failures were not reported as Dull Swords.
The evidence waa not as concrete for other component
failures, because it was not possible to determine in which
mode failures occurred. In additicn, superficial
descriptions of discrepancies and corrective actions were
discovared in the CDS data. While only eight Dull Swords on
these co pcnents cculd be confirmed, none of them had been
reported. Thi. indicated that there was a reporting problem
at F-16 units, but the extent of the proklem is unknowa due
to weaknesses in the CDS data. If five percent of these
failures did occur in the nuclear mode or did affect nuclear
safety, (t could be concluded that a significant prublem
existed, but there was no proof to substantiate the five

percent assumption.

2. Cetermine whether there is a better methed of

reporting Dull Swords or a method to improve the
current reporting system.
lnitially, it was believed that CDS products could be
used in lieu of Dull Sword reports. However, the weaknesses
of the CDS system provided evidence that the current
automated majiatenance data collection systems cannot replace
the Dull Sword reporting system. While CDS could te used to

identity failure trends and augment Null Jword repcrting,

this research fcund that mest entries lacked sufficient

€8




detail to determine whether a Dull Swo d ocurred and lacked
the irformation neceesary for engineers to invedtigate a
problem. It was also found that the human expertise and
<udgement that was necessary to make the wore cifficult Dull
iword decisions could not be easily programmed into a
computer. The research 1id conclude that the automated
systems could be used to augment/streamline Dull Sword
investigation and reportiny at units, provided more accurate

and descriptive informatior is entered into the system.

Recommendations

General arcas ©r concern were identified as a result of

thies research, resulting in the following recommenda:iione.

Recommend that the reporting guidance asseinbled in

-l o A o o | - -——— .
this thesis bte reviewed &

e

~= 12 ¢hen be disrrinutea O
the major ccnmand safety and maintenance perscnnel for
dissemination tc subordinate units. Table 3 briefl,
summarizes the current ! NS reporting guidance and also
includes the recommendations of other experts and this
research. Column one lists the MUX AMAC componert. Columns

two, three and four identify the current DNS reporting

Folicy for each component. Column five gives the opinions

of other experts of what they telieve shouléd be reported.

Column six states the reporting recommendaticon of this

research.

s Recommend that maintenance personnel enter more

specific infourmation into the maintena.ce data collection

€9
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Guidance and Recommendations

Ccmp Repotting polloy Expeort
All HNuc Mode Upit Judgmont Opinion

Research
Recommeandation

ACIU b ¢ X Use Current Use Curren!
folioy Polley |
|
EFCC X X Report None Use Current :
Policy |
NRWY X Report None Review
Bolley
J/R RIU X X Use Current Use Current
Polloy Pollcy .'
MFD A X Repori None Usea Currant
Pollicy
PDQ X X Report None Use Current
Polley
Nue Con b ¢ tJae Currani Use current
3wlilch Pollcy Pollcy i
]
|
Matrix X X Uese Current I!ss Current :

rolicy

Policy

Table 3. Guidance and Recommendations
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systems used at their unit, whether CDS or tke Ccre
Automated Data System (CAMS). Such information should
anlude; the mode that was being used or tested at the time
of failure; the specifies discrepancy (i.e. 5MS 270 occurred
thirty minutes into flight when the pilot was doing...): the
~orrect work unit codes of items suspected of failure:;
specific ipformation or tests done at the armament shop or
at the avionics intermediate shops; and specific infcrmaticn
on corrective act:ions taken. This information could then be
provided to the screening point and the Nuclear Scurety

Of ficer {(NSO) when they prepare a Dull Sword report and
elim'nate much of the leg worx that they must do. It would
also help prepare reports on those items that slipped
through the reporting system. For examnlie. 1f a NSO
discovered that a Dull Sword was not reported on a NRTU that
failed weeks earlier, the informaticn necessary to submit 2
late Dull Sword report could be retrieved from CDS. If vLhe
required information was not in.CDS he/she wculd have to
submit a report that simply stated that a NKIU failed for an
unknown reason with unknowr. corrective acticns being taken,
or not recport the failure at all and hope that the error was
rot discovered by a nuclear surety inspection team.

3. Recommend that the NSO and maintenance personnel
work as a team in reporting Dull Swords. They shculd use
th. automated maintenauce data collection system at their
wing in 3 simiiar marne- as used in this thesis. They

shouid continue tc use combined material deficicney/Puli

7]
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Sword reporting whenever possible and chare the
responsibility and workload for investigating and reporting
deficiencies. This wculd ensure that n»o [ull Swords go
urreported by the system and that valuable time of both
safety and maintenance personnel is no’ lost. If possible,
units should establish % itten guidelines in  he form of a
base regulation or maintenance operating instructior tc
ensure personnel understand their responsibilities.

4. Recommend that units streamlire the report
coordinztion proces: to accommodate the increased number of
Dull Sword reports cthat could result from implemei.ting the
reparting guidance recommended by chis thesis or from
increased MUX AMAC use, due to mission changes,

3. Recomme.d that tie N30 and other Key perscanel
at.tend the Weapons System Maintenance Technician AGS'F-16
c,D -8~ (J4AMF/ASF/AST4€2¥0-152) taught 2t urits by the

‘uing Command's Figld Trairing Detachments (31).
td help personnel understand <w the MUX AMAC %o:1ka3,
~hu. . _.ng the investigating anc¢ reporting process.

P Recomnend that N3SOs be given additional training
.y operations personne! ao that they understand the critical
seguence of events that must occur in the cockpit during
nuclear weapons delivery. This informaticn would help the

NSO make Dull Sword determinations
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Appendic: Defirition cf Terms

Abncrmal Environment. Those eavironmente in which the
weapcn or combat delivery vehicle is not expected to
retain full operational! reliability (12:28).

Lction Point. The office within the action polnt activity

that iR responsible for the resolution of a deficiency
(15:1-2).

Advanced Central Iaterface Unit (ACIU). The ACIU provides
contro! of the stores managerent system (SMS) of F-16

C/D by processing and interferina with SMS and systei
elements (18:3-14).

Air Force RAction Point Activity. The activity responsible
fcr resolution of a deficiency. The action peirnt
acrtivity will typically be the maintenance engineering
managenent ALC designated in TO ©9-25-115. (15:1-2).

Mrc-aft Monitoring and Coutrol System (AMAC). That
eguipment installed in aircraft to permit monitoring
and coatrol of safing, arming, ard fuzing funciions of
nuclezr weapons or nuclear weapon systems (14:2).

Armed. The corfiguration of a nuclear weapon in wnich a

eingle siynal wili initiate the action required for

cbtaining a nuclear detonation {.2:28).

Bent Speair. A significant incident or unexpected event
invslving nuclear weapons, warheads, Or nucleary
components which does not fall in the BRCKEN ARRKOW
category but:

(1} Damages a nuclear we:pon 9r nuclear component to
the extenrt that major rework, complete
replacement, or examinaticn or recertification by
the design agency is required.

(2) Reguires immediate action in the interest of
safety or nuclear wezpon security (e.g.,
rernder-safe procedures), or which may result ..
adverse national or international public reaction
or premature release of information (e.g., 2
bonafide attempted theft or seizure of a nuclear
weapon) .

(3) Has such otentlal coneequence as to warrant the
interenat or action of cfficials or agencies
outside tke ARir Force (1%:80, 81).
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Bomb Lummy Unit (BDU). Unit released frow an aircraft that
has similar flight characteristics cf a nuclear weapon.

It 1+ used for training pilots. The most common BDU's
are .he BDU-38 and MK~166 practice bombs.

Froken Arrow. An accident or unexpected event, except as
modified by AFR 127-4, paragraph 18-3b, invclving
nuclear weapons, warheads, or nuclear components
1esulting in any of the foilowing:

(1) Muclear detonation of a wezpon.

(2) Nonnuclear detonation or burning of a weapon.

(3) Radicactive contamination.

(4) Losse, theft, seizure, or dJdestruction >f a nuclear
weapon, warhead, or nuclear component. Loss
includes, but is rot limited to, intention

iettiloning using approved Air Force proced::res or
nadvertent release of nuclear weapons or nuclear
components.

(5) Public hazard; actual or implied (13:80).

Cantral Cata System (CDS). System designed for the r-16 to
provide data information relative to measuring aircrafc
and test station reliability, aircraft and test station

maintainability and aircraft operational performance
(17:1).

Co=tas “‘11"’-’3:‘}' Vahisla unn!.nr-rnpnhln vehicie \uucn aoD

an aircraft or missile}! witl its installed eguipment,
vhich is used for the combat delivery of nuclear
weapone. (Installed equipment inclucdes command =nd
control elsmentg and launch egquipment ne:-essary to
launch ground launched missiles.) A combat delivery
vehicle is operated under aporoved nuclear wesnon
system safety rules accord.ng to APR 122-2 (12:28).

Computer Program. A series of instructions in a form
acceptable to digitally programmable equiprent or a
svstem Cesigned to cause the execution of a mequence of

compt-*ational (arithmetic or logic) or control
operacions (15:1-2).

Crntact Point. The office within the action point activity
which receivee, time stamps, controls (assigns Material
Improvemeut Prciects (MIPe) Aif applicable) and
performs vouting of deficiency report: to the
appropriate action point (15:1~2)

Conv ntional Weapon. A device which jete its explosive
power from a nonnuclear reaction.
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Credlirle Accident. A reasonable sequence cf environments to

which a weapon or weapon syatem may be exposed that
would degrade operatioral reliability or nuclear safety
or both 12:28).

Critical. The use of this term describes functions,

circuits, activities, and "‘ardware and software
components which control, -everse, or apply directly to
the authorization, pr~arm, arm, release, launch, or

targeting functions of & ruclear weapon system.
(12:23).

Design Deficiency. Any condition that limits or prevents

Pull

the use of materiel for the pucpose intended or
required where the materiel meets all other
specifications or contractual requirements. These
deficiencies cannot be corrected except through a
dermign change (15:1=2).

Sword. A nuclear safety deficiency; i.e., a situation,

event, cr condition not reportable as BROXEN ARROW or

EENT SPEAR which cculd or does degrade nuclear safety.

Report Dull Sword for the fcllowing:

(1) Damage, malfunction, or failure of a war reserve
(WR) nuclear weapon or warhead. Excluded are:

(a) Conditions due to wear thet are repairable by
authorized painting or hardwars or geai
replacement.

{b) Minor nuclear weapon ce“jciencies where
acceptance criteria are provided in technical
orders.

{c) Non-safety related quality deficiencies noted
during receipt or reinstallation inspection of
parachute assemblies.

(2) Exposure of weapon or warhead to urusual or severe
enviromments (flood, earthquake, lightning, and so
forth).

(3) Unplanned, unexpected, or inadvertent release,
launch, cr lose of any nuclear training device, or
nonnuciear store on any nuclear capable station of
a rnuclear capable combat delivery vehicle.

14) Actual or suspected loss or compromise of codes,
code materials, software, or equipment designated
as critical components according to AFR 12-4.

(5) Damage, malfunction, or failure ¢f nuclear capablc
combat delivery vehicles suspension, relsase.
launch, separation, arming, monitering ana control
Bystem.

(6) Nuclear certified ground support equipment
including common commerclal vehicles and munitione
handling equipment (18:81).
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Fnbanced Fire Ccntrol Comput:r (EFCC). The EFCC works with
the ACIU to act as central computers, ccordilrates
senaors, displays and modee and provicdes system level
processes such as air-to-grournd bombing solutiois that
require inputs from several sources (18:3-2).

Exhibit. The failed/deficient or rnonconforming item
(15:1-2).

Pajil~5afe. A design feature of a nuclear weapon system or
component which insures that a critical function or
personnel injury will not cccur because of a failure in
the system or comconent (12:29).

Pirmware. Software that resides in a nonvolatile medium
which is reacd-only in nature. Firmware is completely

write-protected when functicning in its operational
mode (12:29).

Hardwire. A dedicated discrete electrical circuit (12:29).

Jettison/Release Remote Interface Unit (J/R RIU). Portion
of SMS that generates signals for the jettison cf
air-to-ground weapons.

Line Replaceable Units {LRU). Those components that can be
removed and replaced at thie unil level of msiztenznce.
For example, LRUs such as the NRI!" car be removed and
replaced by munitions loaders whiie wo king on an

zircraft on the flightline.

Maintenance Fault Listing (MFL). A listing of system faults
that were discovered by tests built into the aircraft's
avionics system, either inflight or on the ground
(18:18-] through 18-5).

Materiel Deficiency Report (MDR). A report of a product
deficiency (15:1-3).

Materiel Improvement Project (MIP). A MIP is a planned
effort to investigate and resolve deficiencies or to
evaluate proposed enhancements. A MIP is es<ablished
whenever a deficlency or enhancement is determined to
warrant further investigation or cunsideration and is

used to monitor and control all actions related to it
(15:1-3).

Multliplexed System. A signal transmission system in which

two or more sigrals share one transmisesion path or busa
(12:29).
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Normal Environment. The expected logistical and operaticnal
environments which the weapon or combat delivery
vehicle is required tc survive without degradatien in
operational reliability (12:29).

Nuclear Consent Function. A function implemernted by a
deliberate act that provides two-person control over

the release system unlock and nuclear weapon prearm
fun-tions (12:29).

Nuclear Mede. Situation or event occurring when the
aircraft is configured to release or simulate the
release of nuclear weapons (23).

Nuclear Safety Criteria. Design and evaiuation criteria set
28 guides for ensuring that nuclear safety is 2 basic
system cngineering and prccedural requirement in
nuclear weapon and logistic systems (12:30).

nuclear Surety. A term used to encompass all activitiee
that ensure Air Force compliance with the four DOD
Nuclear Weapon System Safety Standards. To comply with
these standards, Air Force nuclear weapon systems must
be designed, maintained, transported, stored, and
employed to incorporate maximum safety consistent with
operational reguirements (14:1-2).

tuclear Surety Officer {NSC}. Normaily a full-tim.

individual wheo manages a base, wing or egu:valent
nuclear surety program.

Nuclear Remote Interface Unit (NRIU). EMS cemponent that
conditiors and relezses nuclear weapons (18:3-15).

Nuclear Weapon. A device in which the explosion results

from the energy released by reactions involving atomic
nuclear fission or fusicn or both {14:2).

Ruclear Weapon System. A ccmbat delivery vehicle 'ith its
nuclear weapon or weapons and associated suppourt

equipment, noncombat delivery vehicles, facilities, and
services (14:3).

Nuclear Weapon System safety Rulea. Secretary of
Defense-apprcved procedurzl sefeguards goverring all
operations with nuclear weapons or nuvclear weaj.on
systemas. The safety ruler establish procedures to
er.sure compliance with the four Nucle r Weupon System
fafety Standards in DOD Directive (3.:50.2) (14:3). The
Nuclear Weapon System Safety Rules for the F-16 are
contained in AFR 122-26 (13:1).
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Nuclflash. «h at~idervanl, unsatla, izeds, or any .er
unexg ! .ine inci‘lant which .nvolwes lasoncoine, Jiring,
or usde by 4u.S. fercets or U.d.-suvposted 21liiie ferces,

1

create :ua riak of outbrue¥ cf war, inc.uding:

(1) Derciaticn of & nuclear weapon.

(2) Launch of a nutleer-irmed or auvcl=ar-czpabi-
nisalile.

(3) Unauthorized Zligut or urauthosized deviation from
on apoproved £lighi plar. DV A nuclear-2ivied or
nuclear-capable ircra€t with th= capability O
per.etrate the airspace of the USSR or other Warsaw
Puct countries.

Originating Point. A=tivity within a component (Army, Navy,
Marines, Air Force, Coast Guard, DLA cr G3A) which

discovers a produact deficicncy 2nd reports it
(15:1-3).

Prearmed. The state of a weapon system in whizh launch >r
release of the weapor will start “he seqguernce
necessary tc procduce a nuclezr devcnation (12:3¢).

Screening Point. An office within the originating activity
which reviews reporte to assure they are vaiid,
com- plete, accurate, and properly addressed;

23cigns roport contrel numhers (RCNa): enanres
proper marking and handling of exhibita; transmite
repcrts to the contact point activity; monitors
outstanding reports; and acts as the focal peint
for communications with the contact/ action poirnt

(as appli- cable) (15:1-3 through 1l=-«).

Sortware. A series of instructions or statements .ncluding
firmware) designed to cause an electranic computer
(automation) to execute an operation (12:38).

Stray Voltage. An unintended voltage existing in any part.
of a weapon system (12:31).

Support Point. The activity that aesists the action point
(us reguested) in processing, investiosting, ard
resolving a deficiency. Examples are: Contract
Administration Office, engineering support
offices, other ALCs, etc. This activity may cr

may not be colocated within the action poirt
activity {(aS5:1-4).

Service Peplacerent Unit (SRU). Subcomponents of LRUs that
car be repaired at an intermediate level
maintenance shop. For example, circuit cards in
an NRIU can be removed/repaired at an Avionics
Intermediate Shop.
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Warranty Manager. The individual, normally within AFLC or

AFSC, respcnsibl-» for warranty administration
(15:1-4).

Work Unit Code. An alpha-numeric code ccnsisting of five
characters. It identifies the system, the

subsystem, and the component that was worked on
(16:11-001).
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The purpose of this research was to determines what
problems existed for reporting Dull Swords on the F-JG6 and
what improvements cculd be made to the cumbersome
investigation and reporting process. The complexity of the
F-16's multiplexed arming, monitoring and control system
{MUX AMAC) was determined to be the major prob!em source.
feroonnel involved in the reporting procesg were uncertain
of what failures to report as Dull Swordsy because most of
the MUX AMAC circuitry and components were used to deliver

weapons. Safety personnel interviewed desired more detailed
repcrting guidance.pn this dilemma.

“HUX AMAT éxperts were interviewed to determine what
tyoes of failures needed to be reported and what type of
information is needed in the reports. This information was

used to develop better reporting quidance for units to
follow. ' -, v beurgs

The guidance developed ‘was then used in conjunction " ﬁ!;
with two computer products: a maintenance history report on ° =i
each of the major MUX AMAC components obtained from the e

Ceritral Data System (CDS); and a Dull Sword sumiary report
obtained from the Directorate of MNuclear Surety's AID,Pata.
-> file to determine whethier units had bean Ieperting a

representative number of Dull Swords{— ¥ analysisafound
that over SU?Derceut of the Nuclear Remote Interface .Mnits
fajilures were not reported, as well a3 several Dull Swords
on other components. The author suggested that many other
Dull Swords may have occurred, but this could not be |
confirmed due to superficial information being entered into
the CDS.

1he author aralyrzed the possibility of using the CDS or
similar eystems to replace or improve the current reporting
system. The research fcund that the investigation/renorting
process at units could be streamlined if more detailed
information wzs entered into the systems. Several
recommendations for improvzment were aiven.

END
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