UNITED STATES SPECIAL OPERATIONS COMMAND
7701 TAMPA POINT BOULEVARD
MACDILL AIR FORCE BASE, FLORIDA 33621-5323

JUL 12 o

Directorate of Command Support

Mr. John Greenewald, Jr.
]
]
Dear Mr. Greenewald:

This responds to your Freedom of Information Act (FOIA) request for a copy of the
Psychological Operations Planning and Analysis System (POPAS), Accession Number:
ADB347240, dated 24 February 2009, (USSOCOM FOIA control number 2009-101).

Enclosed is the document responsive to your request. Segments of the information
contained within are withheld, as information pertaining to internal practices of an agency,
which if released would allow circumvention of an agency rule, policy, or statute.

The release of the redacted information is denied under the provision of Title 5, United
States Code, Section 552 (b)(2) high.

If you are not satisfied with this action, you may appeal to the appellate authority, the
Director of Administration and Management, Office of the Secretary of Defense. To submit
your appeal, you should write directly to the Defense Freedom of Information Policy Office,
Attn: Mr. James Hogan, 1155 Defense Pentagon, Washington, D.C. 20301-1155. Your
appeal should be postmarked within 60 calendar days of the date of this letter, should cite
case number 2009-101, and should be clearly marked "Freedom of Information Act
Appeal.”

There is no charge for processing this request.

Sincerely,

“Aaxd. G

Richard H. Converse
Colonel, U.S. Air Force
Deputy Chief of Staff

Enclosure









SECTION 1

GENERAL INSTRUCTION

1. Purpose. To provide instzuctions and guidance on the classification of infc—ation invoived
in the Psychological Operations Planning and Analysis System (POPAS).

2. Authority. This guide is zpproved by the Original Classification Authority (OCA) and issved
by the United States Special Operations Command (USSOCOM) under the authority of
Department of Defense Directive (DoDD) 5200.1R, Information Security Program Regulation,
January 1997; USSOCOM Manual 380-1, Information Security Program Marual, 3uly 2002;

and Executive Order (E.O.) 12958, dated 25 March 2003. Changes in classification guidance
contained herein are effective upon receipt.

3. Office of Prmary Resporpsibility (OPR). Within USSOCOM, the OPR for this Securiry
Classification Guide (SCG) is the USSOCOM Special Operations Acquisitior: and Logistics

- Center (SDAL). All inquiries concemning its content and ipterpretation shall be sent to the
following address:

United States Special Operations Command

Special Operations Acquisition and Logistics Center
Program Manager for Psychological Operations
7701 Tampa Point Blvd.

MacDill AFB, FL 33621-5323

4. Classification Recommendations. If the security classifications contained in this guide are
impractical or if current conditions indicate a need for a change(s), then document and justify
your recommendation(s) through appropriate channels to the OPR. Unuiil & fina) decision is
rendered regarding your suggested change(s), handle and protect the item(s) involved at the
higher of the two classification levels (i.e., the level issued by this SCG or your suggested
change). All users of this guide are encouraged 10 improve and maintain its currency and
adequacy. Any over classification or incorrect classification shall be brought to the attention of
the OPR.

5. For Official Use Only (FOL:Q) Caveat.

a. FOUO is not & security classification. Information that has not been given a security
classification pursuant to the criteria in this guide—but which may be withheld from the public
for one or more of the reasons cited in DoDD 5400.7-R, DoD Freedom of Information Act
(FOIA) Program, September 1998, Chapter 3, Exemptions—shall be designated FOUQ.
Information so designated in this guide that warrants FOLUO markings shall be handled and
protected in accordance with DoDD 5400.7-R. Docurnents that are produced which contain
POPAS information that is designated FOUO shall be marked “FOR OFFICIAL USE ONLY” in
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letters larger than the rest of the text, where practical, at the twop and the bottom of the front
cover, the title page, all pages within the document, and the outside of the back cover. The
following statement shall also appear on the front cover or the title page of the document with
the appropriate exemption(s) :dentified:

“This documnent contains i-formation EXEMPT FROM MANDATORY DISCLOSURE
under the FOIA. Exemption(s) 2 end 4 apply.

b. FOIA Exemptions applicable to POPAS information:

(1) FOIA Exemption Number 2. This exemption applies solely to the internal personnel
rules and practices of the DoD or any of its Components. Exemption high () (2) includes
records containing or constituting statutes, rules, regulations, orders, manuals, directives,
instructions, and security classification guides, if released would allow circumvention of the
records thereby substantially hindering the effective performance of the DoD or its apancies.
This includes computer software, the release of which would allow circumvention of a statute or
DoD rules, regolations, orders, manusls, directives, or instructions.

(2) FOIA Exemption Number 4. This exemption pertains 1o trade secrets, or commereial
or financial information, that ¢ DoD Component receives from a person or ¢rganizaticn outside
the government. The release of this inforrmation to the general public would likely cause
substantial harn to the compeitive position of the source, impair the government's ability to
obtain necessary inforrnation in the future, or impair some other legitimate governent intercst,
Some examples are: commercial or financial information received in confidence in connection
with bids, contracts, or proposals; statistical dats and coramercial or financial information
conceming contract performance, income, ete.; personal statements given in the course of
inspections, investigations, or audits; financial data provided in confidence by private emplovers
in connection with locality wage surveys; scientific and manufacturing processes or
developments conceming program or scientific data, or other information submitted with an
application for a grant or with a report while research is in progress; technical or sciertific data
developed by 2 contractor or subcontractor exclusively at private expense; technical or sciertific
data developed in part with federal funds and in part at private expense; computer software
which is copyrighted; or proprietary information subsmitted strictly on a voluntary basis.

6. Reproduction, Extraction, and Dissemination. Authority is granted to POPAS acquirers,
operators, maintainers, logisticians, and contracters to make reproductions or extrazt selected
portions of this guide for their use in working with this system.

7. Public Release. Any public release of information regarding the POPAS requires p=ior
written approval from the SOAL Program Mensger (PM) or Assistant Progr=— Manager (APM).
The SOAL PM or APM is responsible for ensuring that approvals are in accordance with DoDD
5400.7, DoD Freedom of Information Act Program, 2 January 2008 and DoDD 5230.25,
Withholding of Unclassified Technical Data from Public Disclosure, 6 November 1982
{Incorporating Change 1, 18 August 1995). Prior unofficial publication of infc~=ation does not
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constitute authority for official relzase. Requests for public release shall be submitted in the
form of one paper copy and one electronic copy 10 the Psychological Operations Program
Manager forty-five working days prios to the requested release date.

8. Classification Currency. Corrected pages shall be distributed when majs~ revisions to this
classification guide occur. The superseded pages shall be destroyed. Minor changes shal! be
made by letter; a copy of this [etter shall be filed in the front of this guide.

9. Foreign Dhsclosure. The term “foreign disclosure” describes the act of disclosing United
States (U.S.) Classified Military Information (CMI) to a representative of a foreign government
or of an international organizztion in accordance with the provisions of the Natiorail Disciosure
Policy-1 (NDP-1), 1 October 1998. The term “foreign disclosure” does not apply when the
information is unclassified. However, during the life cycle of the POPAS, it may become
necessary to provide Controlled Unclassified Information (CUT) or proprietary information to 2
representative of a foreipn government or of an intemational organization, or to facilitate an
export t0 2 representative of a foreign, non-government organization {e.g., a foreign
corporation.). Therefore, those actions involving CUI which go beyond the narrow definiticn of
a foreign disclosure, but which are closely related, will also be addressed in the following

paragraphs.

2. Foreign Disclosure of CONFIDENTIAL, SECRET, or TOP SECRET CMI. Any U.S.
Govemnment representative disclosing POPAS CMI (oral, visual, or documentary) or transferring
classified POPAS materia! to 2 representative of a foreign government or of an international
organizarion must comply with the following requirements:

(1} Contact a SOAL Foreign Disclosure Officer (FDO) to obtain pricr written approval to
disclose or transfer the specific POPAS CML

(2) Ensure that the representative of the foreign government or of the iaternational
organization is authorized by his or her government or intemnational organization o receive
POPAS CMI. Consult with 2 SOAL FDO if assistance is needed t0 verify the authority of the
recipient.

(3) Consult with 8 SOAL FDO to ensure adherence to NDP-1,

(4) Report oral or visuat disclosures to the FDO, Center for Special Operations
International Program Office (SCSO-J33-1P). For documentary or material disclcsures, obtain a
hand receipt—such as an AF 310, a NAVPERS 5000/64, a DA 3964, a IS14, or equivalent
documentation—and provide it to the SCSQ-J33-IP FDO. The SCSO-J33-1P FDO shall be
responsible for entering a record of the disclosure into the DoD Foreign Disclosure database.

For the SCSO-J33-IP FDO tc make a valid entry in this database, the following information must
be included on the hand receipt:

e Name of the person transferring the document or material
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Name and nationality of the person receiving the document or materia!

Name of the document or material

Classification level of the document or material

Classification block as it appears oa the docurnent or material (i.e., the information
contained in the “Derived from” line and the *Declassify on” line)

Date of the transfer

Reason for the transfer (e.g., an exercise or in accordance with a Memorandum of
Understanding)

b. Disclosure of CUL. CU1 is defined as unclassified information or material to which
access or distribution limitations have been applied according to U.S, national laws, policies, and
regulations. Because the provisions of NDP-1 govem only CM], the release of CUT1o a
representative of a foreign government or of an international organization is not considered a
foreign disclosure matter. However, any U.S. Governrnent representative releasing PCPAS CU|
must first obtain permission from the SOAL PM or APM and adhere to the provisions of DoDD
5230.25, Withholding of Unciassified Technical Data from Public Disclosure, 6 November 1984.
The SOAL PM or APM will maintain a record of all released CUL

c. Disclosure of Proprietary Information. Any U.S. Govemment representative providing
POPAS proprietary mformation or material (classified or unclassified) to a representative of a
foreign govemment or of an international orgauization must first obtain written permission from
the owner of the information or material and the approval of the SOAL PM or APM.

d. Export. The disclosure of CMI or CUI, or the transfer of material to an individua!
representing a foreign, pon-government organization, is considered ap export. An export is
govemned by the provisions of the DoDD 5220.22-M, National Industrial Security Program
Operating Manual, 28 February 2006; International Traffic in Arms Regulaticn [Title 22,
Revised as of | April 1992]; or Export Administration Regulation {Last updated: 29 April 2008].
Should the requirement for an export arise, consult a SOAL FDO for the best strategy to
facilitate it.

10. Distribution Staternents.

a. DoDD §230.24, Distribution Statements on Technical Documents, 18 March 1987,
requires that distribution statemnents be applied t6 both classified and unclassified technical
documents. Technical documents contain information (experimental, developmental, or
techmica] works) that can be used to define an engineering or manufacturing process or to design,
procure, produce, support, maintain, operate, repair, or overhaul materiel. The information may
be in text, graphic, or pictorial form. All POPAS technical documents sha'l have the following
distribution statement on the front caver, if possible, or on the first page.

“DISTRIBUTION D: Distribution authorized to the Department of Defense (DoD) and United
States (U.S.) DoD contractors for administrative, developmental, or operational use of POPAS,
24 February 2009. Other requests for this document shall be referred to the Headquarters,
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United States Special Operaticns Command, Special Operations Acquisition and Logistics
Center, Program Manager for Psychological Operatians, 7701 Tampa Point Bivd,, MecDill AFB,
FL 33621.5323>

b. When possible, the section(s) of the docurment that contain(s) infcrmation that creates the
requirement for the distribution statement, or other waming notice, shall be precared as an
appendix 10 permit broader distribution of the basic document.

11. Classification Statement.

a E.O. 12958, Classified National Security Information, 17 April 1995 [2s amended by
E.O. 13292, 28 March 2003] Section 2.1 requires that classification statements be applied 10 all
classified documents. The charts in Section 4 through Section 12 of this guide provide the
original classification decisions for topics assaciated with the POPAS. Trerefore, all documents
which contain these topics shall be classified as derivative documents. The foilowing derivative
classification statement shall be applied to the bottom of the front cover, if possible, or the title

page:

DERIVED FROM: Psychological Operations Planming and Analysis System Secunity
Classification Guide, 24 February 2009,

DECLASSIFY ON: (See paragraph i1.b. in this document for an explanation of how 1o
determine the correct date 10 insert here.)

b. To determnine the “DECLASSIFY ON date, which is to be inserted into the parag-aph
above, refer to the charts in Section 4 through Section 12 of this guide and take the following
actions: :

(1} Consider all the classified topics from the charts in Section 4 through Section 12
that are contained in the derivative document, and then narraw the focus to those topics having
the highest classification levels. Use the information in the “Remarks/Reason” column as an sid.
Reasons for classification are listed and explained in E.O. 12958, as amended, Section 1.4.a.
through Section 1.4.h. The reasons from this source that are applicable to the POPAS are as
follows:

« 1.4.a Military plans, weapons systems, ot operations

e l.4.c. Intelligence activities (including special activities), intetligence sources or methods,
or cryptology

s 1.4.e Scientific, techrological, or economic matters relating to the national secunty,
which includes defense agains! transnational terrorism

o 1.4.g Vulnerabilities cr capabilities of systems, installations, infrastructures, prajects,
plans, or protection services relating to the national security. which includes defense
against transnational terrorism
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(2) From the topics with the highest classification levels, find the most restrictive
declassification instruction—~that is, the one that will retain the classification for the lorngest
petiod of time. Add that period of time to the date of the derivative documnent (do not use the
date of this guide) to arrive at the date to insert into the derivation classification statement.

12, Compilation of Informaticn. Caution must be exercised when compiling unclassified
information in a single document. A compilation of seemingly unrelated, unciassified topics
may reveal enough information to warrant classification (2., a systern vulnerability). When
developing and reviewing der: vative documents, all POPAS persoonel must consider what
information is revealed through compilation and whether or not it is classified.
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SECTION3
ACRONYMS
ACTD Advanced Concept Technology Demonstration
ADP Automatic Data Processing
APM Assistant Program Manager
BIT Built In Test
C CONFIDENTIAL
CDD Capasbility Development Document
CMI Classified Military Information
COMSEC Communications Security
CONOPS Concept of Operations
COTS Commercial-Off-The-Shelf
CP1 Critical Program Information
CUl Controlled Unclassified Informatson
DECLASS Declassified
DoD Department of Defease
DODD Department of Defense Directive
DODI Department of Defense Instroction
DTIC Defense Technica! Information Center
ECM Electronic Counter Mezsures
E.O. Executive Order
*DO Foreign Disclosure Officer
FOIA Freedom of Information Act
FOUO For Officia’ Use Only
GCC Ground Cornbatant Cormmander
GOTS Government-Off-The-Shelf
1AW In Accordance With
Inspector General
Intelligence and Information Systems
Information Operations
oot ]
Key Performance Parameters
Mission Needs Staternent
Measures of Effectiveness
Military Operations Other Than War
Mission Performance Plan
Major Theeter of War
Non-Deveiopmental Irem

National Disclosure Policy-1

Non-Classified Internet Protocol Router Network
National Security Agency

Onginal Classification Authority
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OPR

ORD

PEO

PGR

PM

PMC3

PO

POM
POPAS
POR
PowerTool
PPP
PSYOP

s

SAVANT
SCG

SC30
SIPRNet
SMU
SCAL

SOF

™

TS

TIP’s

U or UNCLASS
USASOC
UsC
USCENTCOM
USEUCOM
USPACOM
USSOCOM
USSOUTHCOM

Office of P-imary Responsibility
Operationa’ Requirernents Document
Program Executive Officer

Psychological Operations Global Reach
Program Manager

Program Manager for C3 Systems

PSYOP Objective

Program Objective Memorandum

PSYOP Pleaning and Analysis System
Program of Record

PSYOP Worksheet Enhancement and Refinement Tool
Program Protection Plan

Psychological Operations

SECRET

Susceptibikity and Vulnerability Analysis Tool
Security Classification Guide

USSOCOM Center for Special Operations
Secret Internet Protocol Router Network
Special Missions Unit

Special Operations Acquisition Logistics
Special Operations Forces

Technical Manager

TOP SECRET

Tactics, Techniques & Procedursas
Unclassified

United States Army Special Operations Comrnand
United States Code

United States Central Command

United States European Command

United States Pacific Command

United States Special Operations Command
United States Southern Command











































SECTION 13

DECLASSIFICATION INSTRUCYIONS

Declassification of any document or material that was originally classified using the gui
conteined in this classification guide requires written authority and instructions fromn the OCA.
The “DECLASSIFY ON™ date in the classification instruction on the derivative document does
not provide the authority to automatically declassify documents or materials. If the OCA has not
provided written guidance about whether to declassify a docurnent or material item, ot to retsin or
change the dassification level by the “DECLASSIFY ON™ date, contact the POPAS OPR (See
Section 1, paragraph 3, of this document for the address of the OPR). The OPR shall
guidance from the OCA and provide a response.

1. Once declassification anthority and instructions have been issued by the OCA, all deri
docurnents shall be updated accordingly.

2. Questions concerning the aforementioned declassification instructions shall be directed to
USSOCOM, Program Executive Officer, Intelligence and Information Systems, Program
Manager, Psychological Operztions.
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