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Chapter 1
Strategic Assessment

Country Reports on Terrorism
OFFICE OF THE COORDINATOR FOR COUNTERTERRORISM

April 30, 2009
This chapter highlights terrorism trends and ongoing issues in 2008 to provide a framework for
detailed discussion in later chapters.

TRENDS IN 2008

AL-QA’IDA AND ASSOCIATED TRENDS: Al-Qa’ida (AQ) and associated networks
continued to lose ground, both structurally and in the court of world public opinion, but remained
the greatest terrorist threat to the United States and its partners in 2008. AQ has reconstituted
some of its pre-9/11 operational capabilities through the exploitation of Pakistan’s Federally
Administered Tribal Areas (FATA), the replacement of captured or killed operational
lieutenants, and the restoration of some central control by its top leadership, in particular Ayman
al-Zawahiri. Worldwide efforts to counter terrorist financing have resulted in AQ appealing for
money in its last few messages.

In the years since 9/11, AQ and its extremist allies have moved across the border to the remote
areas of the Pakistani frontier, where they have used this terrain as a safe haven to hide, train
terrorists, communicate with followers, plot attacks, and send fighters to support the insurgency
in Afghanistan. Therefore, Pakistan’s Federally Administered Tribal Areas (FATA) provided AQ
many of the benefits it once derived from its base across the border in Afghanistan.

The threat from al-Qa’ida in Iraq (AQI) continued to diminish. While still dangerous, AQI
experienced significant defections, lost key mobilization areas, suffered disruption of support
infrastructure and funding, and was forced to change targeting priorities. Indeed, the pace of
suicide bombings countrywide, a key indicator of AQI's operational capability, fell significantly
during 2008. Initiatives to cooperate with tribal and local leaders in Irag continued to encourage
Sunni tribes and local citizens to reject AQI and its extremist ideology. The sustained growth and
improved capabilities of the Iraqgi forces increased their effectiveness in rooting out terrorist
cells. In Baghdad, Anbar, Diyala Provinces, and elsewhere, local populations turned against AQI
and cooperated with the Government of Irag and Coalition Forces to defeat it.

The late 2006 Ethiopian incursion into Somalia forced AQ on the run in East Africa, but also
served as a rallying point for anti-Ethiopian/anti-Government militia and al-Shabaab. After
Ethiopian forces drove the Islamic Courts Council (ICC) out of power, al-Shabaab, the militant
wing of the former ICC, and disparate clan militias launched a violent insurgency targeting the
Ethiopian presence in Somalia, the Transitional Federal Government of Somalia (TFG), and the
African Union Mission in Somalia peacekeepers.
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Attacks against the Ethiopian and TFG forces continued in 2008, following the early 2007 call to
action by AQ’s Ayman al-Zawahiri, who urged all mujahedin to extend support to Somali
Muslims in a holy war against Ethiopian forces. The subsequent security vacuum in parts of
central and southern Somalia has led divergent factions to oppose al-Shabaab and its extremist
ideology. However, hardcore al-Shabaab fighters, foreign fighters, and allied militias continued
to conduct brazen attacks in Mogadishu and outlying environs, primarily in South/Central
Somalia. AQ elements continued to benefit from safe haven in the regions of southern Somalia
under al-Shabaab influence. After al-Shabaab’s leaders publicly ordered their fighters to attack
AU peace-keeping troops based in Mogadishu, a suicide vehicle bomber detonated near an AU
base in the capital on January 24, 2008, killing an estimated 13 people.

Al-Qa’ida in Yemen (AQY) carried out several attacks against tourism and U.S and Yemeni
government targets. The most notable was the September 17 attack against the U.S. Embassy in
Sanaa that killed 18 people. A half a dozen other attacks occurred in Yemen in 2008 including a
January attack that killed two Belgian tourists and two Yemeni drivers in the southern
governorate of Hadramaut. Despite an August raid on an AQY cell that resulted in the death of
its leader, the Government of Yemen has been unable to disrupt other AQY cells. Yemen
continued to increase its maritime security capabilities, but land border security along the
extensive frontier with Saudi Arabia remained a problem, despite increased Yemeni-Saudi
cooperation on bilateral security issues.

Al-Qa'ida in the Islamic Maghreb (AQIM) maintained training camps and support networks in
the isolated and remote areas of Algeria and the Sahel. AQIM continued to primarily target the
Algerian government, but also made threats against what it termed "crusading™ Westerners,
particularly American and French citizens, although Russians, Danes, Austrians, Swiss, British,
German, and Canadian citizens have been targeted as well, particularly in kidnappings for
ransom. AQIM support cells have been discovered and/or dismantled in Spain, Italy, Morocco,
Mauritania, Algeria, Tunisia, and Mali. In Algeria, there was a dramatic rise in terrorist attacks
claimed by AQIM during the month of August, with at least 79 people killed in various incidents
across the northeastern part of the country, many of them in suicide bombings.

AQ continued its propaganda efforts seeking to inspire support in Muslim populations,
undermine Western confidence, and enhance the perception of a powerful worldwide movement.
Terrorists consider information operations a principal part of their effort. Their use of the
Internet for propaganda, recruiting, fundraising and, increasingly, training, has made the Internet
a “virtual safe haven.” That said, bin Laden and Zawahiri appeared to be in the position of
responding to events rather than driving them, particularly in the latter half of 2008.

Besides seeking to take advantage of international interventions in Irag and Afghanistan as tools
for radicalization and fundraising, AQ also sought to use the Israeli/Palestinian conflict, but
lacked credibility in this regard. The international community has yet to muster a coordinated
and effectively resourced program to counter extremist propaganda.

TALIBAN and other insurgent groups and criminal gangs: The Taliban and other insurgent

groups and criminal gangs, some of whom were linked to AQ and terrorist sponsors outside the
country, control parts of Afghanistan and Pakistan and threaten the stability of the region.
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Attacks against our troops, NATO allies, and the Afghan government have risen steadily.
Taliban insurgents murdered local leaders and attacked Pakistani government outposts in the
FATA of Pakistan. Ideological allies of the Taliban conducted frequent attacks in Pakistan’s
Northwest Frontier Province (NWFP), particularly in the Swat Valley, and have extended
operations in to the Punjab and the capital city of Islamabad. Suicide bombers are increasingly
used to target Pakistanis, in addition to conducting cross-border raids on ISAF forces.

The Government of Afghanistan continued to strengthen its national institutions, and some polls
indicated the majority of Afghans believed they were better off than they were under the Taliban.
The terror-drug nexus and funding from the Gulf have increased the Taliban’s ability to fight,
and the Taliban’s efforts to convince Afghanis that ISAF forces and corruption in the
Afghanistan government are the source of Afghani pain has fueled the insurgency and curtailed
legitimate efforts to influence Afghanis to reject violent extremism. The international
community’s assistance to the Afghan government to build counterinsurgency capabilities,
ensure legitimate and effective governance, and counter the surge in narcotics cultivation is
essential to the effort to defeat the Taliban and other insurgent groups and criminal gangs.

STATE SPONSORS OF TERRORISM: State sponsorship of terrorism continued to
undermine efforts to reduce terrorism. Iran remained the most significant state sponsor of
terrorism. Iran has long employed terrorism to advance its key national security and foreign
policy interests, which include regime survival, regional dominance, opposition to Arab-Israeli
peace, and countering western influence, particularly in the Middle East. Iran continues to rely
primarily on its Islamic Revolutionary Guard Corps-Qods Force to clandestinely cultivate and
support terrorist and Islamic militant groups abroad, including: Lebanese Hizballah, Palestinian
terrorist groups such as HAMAS and Palestinian Islamic Jihad, certain Iragi Shia militant
groups, and Islamic militants in Afghanistan, the Balkans, and elsewhere. Throughout 2008, the
Qods force continued to provide weapons, training, and funding to Lebanese Hizballah to
advance its anti-Israeli campaign and undermine the elected Government of Lebanon. Despite a
dramatic decrease in attacks in Iraq since August 2008, security remains fragile, in part because
the Qods Force continued to provide lethal support to select Iraqi militant groups that target U.S.,
Iragi and Coalition forces. Iranian weapons transfers to select Taliban members in Afghanistan in
2008 continued to threaten Afghan and NATO troops operating under UN mandate and
undermine stabilization efforts in that country. The Government of Iran also continued to pursue
an expansion of its military ties during this period into the Western Hemisphere and parts of
Africa, including through its IRGC-Qods Force.

DEFEATING AN AGILE TERRORIST ENEMY

The terrorist groups of greatest concern — because of their global reach — share many of the
characteristics of a global insurgency: propaganda campaigns, grass roots support, transnational
ideology, and political and territorial ambitions. Responding requires a comprehensive response
that focuses on recruiters and their networks, potential recruits, the local population, and the
ideology. An holistic approach incorporates efforts aimed at protecting and securing the
population; politically and physically marginalizing insurgents; winning the support and
cooperation of at-risk populations by targeted political and development measures; and
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conducting precise intelligence-led special operations to eliminate critical enemy elements with
minimal risk to innocent civilians.

Significant achievements in this area were made this year against terrorist leadership targets,
notably the capturing or killing of key terrorist leaders in Pakistan, Irag, and Colombia. These
efforts buy us time to carry out the non-lethal and longer term elements of a comprehensive
counterterrorist strategy: disrupting terrorist operations, communications, propaganda,
subversion efforts, planning and fundraising, and preventing radicalization before it takes root by
addressing the grievances that terrorists exploit and discrediting the ideology that provides their
legitimacy. Actions that advance these strategic objectives include building and strengthening
networks among governments, multilateral cooperation, business organizations, and working
within civil society. It is crucial to empower credible voices and provide alternatives to joining
extremist organizations.

Working with allies and partners across the world, we have created a less permissive operating
environment for terrorists, keeping terrorist leaders on the move or in hiding, and degrading their
ability to plan and mount attacks. Canada, Australia, the United Kingdom, Germany, Spain,
Jordan, the Philippines, Pakistan, Afghanistan, Iraq, and many other partners played major roles
in this success. Dozens of countries have continued to pass counterterrorism legislation or
strengthen pre-existing laws that provide their law enforcement and judicial authorities with new
tools to bring terrorists to justice. The United States has expanded the number of foreign partners
with which it shares terrorist screening information. This information serves as an important tool
for disrupting and tracking travel of known and suspected terrorists. Saudi Arabia has
implemented one of the first rehabilitation programs for returning extremists to turn them against
violent extremism and to reintegrate them as peaceful citizens.

Through the Regional Strategic Initiative, the State Department and other United States agencies
are working with U.S. ambassadors overseas in key terrorist theaters of operation to assess
threats and devise collaborative strategies, action plans, and policy recommendations. We have
made progress in organizing regional responses to terrorists who operate in ungoverned spaces or
across national borders. This initiative has produced better intra-governmental coordination
among United States government agencies, greater cooperation with and between regional
partners, and improved strategic planning and prioritization, allowing us to use all tools of
statecraft to establish long-term measures to marginalize terrorists. (See Chapter 5, Terrorist Safe
Havens (7120 Report) for further information on the Regional Strategic Initiative and on the
tools we are using to address the conditions that terrorists exploit.) 2008 witnessed improvement
in capacity and cooperation on such key issues as de-radicalization, border controls, document
security, interdiction of cash couriers, and biometrics and other travel data sharing. (See Chapter
2, Country Reports, for further details on counterterrorism efforts taken by individual countries).

Radicalization continued in immigrant populations, youth and alienated minorities in Europe, the
Middle East, and Africa. A special focus on new approaches in Europe has been productive and
has informed the way we understand government’s role in combating radicalization It is
increasingly clear that radicalization does not occur by accident, or because such populations are
innately prone to extremism. Rather, we saw increasing evidence of terrorists and extremists
manipulating the grievances of alienated youth or immigrant populations, and then cynically
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exploiting those grievances to subvert legitimate authority and create unrest. We also note a
“self-radicalization” process, through which youths reach out to extremists in order to become
involved in the broader AQ fight.

Efforts to manipulate grievances represent a “conveyor belt” through which terrorists seek to
convert alienated or aggrieved populations, by stages, to increasingly radicalized and extremist
viewpoints, turning them into sympathizers, supporters, and ultimately, in some cases, members
of terrorist networks. In some regions, this includes efforts by AQ and other terrorists to exploit
insurgency and communal conflict as radicalization and recruitment tools, using the Internet to
convey their message.

Counter-radicalization is a priority for the United States, particularly in Europe, given the
potential for Europe-based violent extremism to threaten the United States and its key interests
directly. The leaders of AQ and its affiliates are interested in recruiting terrorists from and
deploying terrorists to Europe. They are especially interested in people familiar with Western
cultures who can travel freely in the region and to the United States. However, countering such
efforts requires that we treat immigrant and youth populations not as a threat to be defended
against, but as a target of enemy subversion to be protected and supported. It requires that
community leaders take responsibility for the actions of members within their communities and
act to counteract extremist propaganda and subversion. It also requires governments to serve as
facilitators, conveners, and intellectual partners to credible organizations/people who can do
what governments cannot. Finally, bilateral, regional, and multilateral cooperation is essential.

We are also exploring how to harness the enormous potential of the private sector in the United
States with its economic might and fast and flexible responses to market and security conditions.
We need to find better ways to deploy this strength against terrorists. For its part, the private
sector has a vested interest in partnering against violent extremists to secure its existing and
future investments/economic opportunities. In addition, grassroots groups can play an important
role in supporting immigrant and youth populations, strengthening their resistance to extremist
approaches. Citizen diplomacy, cultural activity, person-to-person contact, economic cooperation
and development, and the application of media and academic resources are major components of
our response to the threat of violent extremism.

The commitment by governments to work with each other, the international community, private
sector organizations, and their citizens and immigrant populations remains a key factor in
coordinated efforts to confront violent extremism. Local communities and religious leaders are
also a vital part of countering radicalization strategies.

This chapter sets the scene for the detailed analysis that follows. Significant achievements in
border security, information sharing, transportation security, financial controls, and the killing or
capture of numerous terrorist leaders have reduced the threat. But the threat remains, and state
sponsorship, improved terrorist propaganda capabilities, the pursuit of weapons of mass
destruction by some terrorist groups and state sponsors of terrorism, and terrorist exploitation of
grievances represent ongoing challenges.
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Chapter 2
Country Reports

Africa Overview

The threat of terrorism - the senseless destruction of innocent lives and property, often times
including oneself, beats every imagination. The world must unite to fight this scourge. No nation
or person is protected against it. Those who feel so angry to carry out these dastardly acts defeat
their own purposes because they end up killing those who may be ready to let the world hear
their cases. They actually end up losing everything.”

--Ellen Johnson Sirleaf, President of the Republic of Liberia
Statement to the 63" Session of the UN General Assembly
September 23, 2008, New York City

A limited number of al-Qa’ida (AQ) operatives in East Africa and more numerous al-Shabaab
militants in Somalia continued to pose the most serious threat to American and allied interests in
the region. Somalia remained a permissive operating environment and emerged as a safe haven
for both Somali and foreign terrorists. Its unsecured borders and continued political instability
provided opportunities for terrorist transit and/or organization. Al-Shabaab and Islamic
extremists in Somalia continue to disrupt peacemaking efforts, and desire to establish a harsh,
abusive rule of law. A limited number of East Africa al-Qa’ida operatives in Somalia will
continue to represent a long term threat to the international community. This threat has
demonstrably increased; on October 29™, terrorists carried out five near-simultaneous suicide car
bomb attacks against the United Nations Development Program and local government buildings
across Puntland and Somaliland, killing at least 21. Al-Shabaab, which the United States
designated as a terrorist group on March 19, 2008, has seized control of key parts of South and
Central Somalia, including the port city of Kismayo and its environs.

In the North and West of the Continent, al-Qa’ida in the Islamic Maghreb (AQIM) expanded the
scope of its terrorist operations in the Sahel, conducting terrorist operations in Mauritania and
Mali. On February 1, the Israeli Embassy in Nouackchott, Mauritania and a nearby nightclub
were attacked, which resulted in the wounding of one French civilian. In February, AQIM took
two Austrian civilians hostage and released them eight months later after a ransom was paid. In
September, AQIM murdered and beheaded eleven Mauritanian soldiers. According to Associated
Press reports, AQIM kidnapped two Canadian UN diplomats on December 14, 2008 in Niger and
held them hostage in Mali.

Many African governments improved their cooperation and strengthened their counterterrorism
efforts. Both the African Union (AU) and African regional organizations continued initiatives to
improve counterterrorism cooperation and information sharing. The Southern Africa
Development Community (SADC) has publicly condemned all forms of terrorist activities and
has expressed its readiness to work with the international community in the fight against
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terrorism. Despite its intentions, however, SADC’s current capabilities and its efforts to date in
fighting terrorism are limited.

The Financial Action Task Force (FATF), as the international standard-setting body to address
threats of money laundering, terrorist financing and other related crimes, established a network
by which countries around the world can be included. These FATF-Style Regional Bodies
(FSRBs) have the potential to serve both as a disciplinarian and as a resource. In sub-Saharan
Africa, there are two such bodies recognized by the FATF: the Eastern and Southern Africa Anti-
Money Laundering Group (ESAAMLG) and the Intergovernmental Action Group against Money
Laundering and the Financing of Terrorist (GIABA). Like FATF and the other FSRBs, they
conduct mutual evaluations, conduct typologies exercises, work on various issues with
framework and implementation, and provide training for their members. Despite the existence
and activities of these groups, Africa remains the single region in the world without FSRB
coverage over wide swaths of its countries.

The Trans-Sahara Counterterrorism Partnership (TSCTP)

The Trans-Sahara Counterterrorism Partnership (TSCTP) is a multi-faceted, multi-year strategy
to combat violent extremism and defeat terrorist organizations by strengthening individual
country and regional counterterrorism capabilities, enhancing and institutionalizing cooperation
among the region’s security and intelligence organizations, promoting democratic governance,
and discrediting terrorist ideology. The overall goals are to enhance the indigenous capacities of
governments in the pan-Sahel (Burkina Faso, Mauritania, Mali, Chad, and Niger, as well as
Nigeria, and Senegal) to confront the challenge posed by terrorist organizations in the trans-
Sahara, and to facilitate cooperation between those countries and U.S. Maghreb partners
(Morocco, Algeria, and Tunisia).

TSCTP was developed as a follow-on to the Pan-Sahel Initiative, which focused solely on the
Sahel. Ongoing concern that extremists continued to seek to create safe havens and support
networks in the Maghreb and Sahel, as well as recognition that AQ and others were seeking to
impose radical ideologies on traditionally moderate Muslim populations in the region,
highlighted the urgency of creating an integrated approach to addressing current threats and
preventing conditions that could foster persistent threats in the future.

TSCTP’s main elements include:

e Continued specialized Antiterrorism Assistance Training (ATA), Terrorist Interdiction
Program (TIP), and Counterterrorist Finance (CTF) activities in the trans-Sahara region
and possible regional expansion of those programs;

e Public diplomacy/countering violent extremism programs that expand outreach efforts in
the trans-Sahara region and seek to develop regional programming embracing the vast
and diverse region. Emphasis is on preserving the traditional tolerance and moderation
displayed in most African Muslim communities and countering the development of
extremism, particularly in youth and rural populations;
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e Democratic governance programs that strive, in particular, to provide adequate levels of
USG support to build democratic institutions and address economic and social factors
contributing to radicalism in the Maghreb and the Sahel, strengthening those states to
withstand internal threats; and,

e Military programs intended to expand military-to-military cooperation, ensure adequate
resources are available to train, advise, and assist regional forces, and establish
institutions promoting better regional cooperation, communication, and intelligence
sharing.

The African Union

The African Union (AU) has several counterterrorism legal instruments including a Convention
on the Prevention and Combating of Terrorism (1999), a 2002 Protocol to the Convention, and a
2004 Plan of Action. The Addis Ababa-based AU Commission provided guidance to its 53-
member states and coordinated limited technical assistance to cover member states'
counterterrorism capability gaps.

The AU worked with member states to eliminate redundancies between the Algiers-based
African Center for Study and Research in Terrorism (ACSRT)* and the Committee on
Intelligence and Security Services in Africa (CISSA), which was first established at the AU
Summit in Abuja, Nigeria, in January 2005.

The Department of State and the Department of Defense's Africa Center for Strategic Studies
(ACSS) have collaborated with the AU to run counterterrorism workshops. In December,
ACSRT and ACSS jointly hosted an African Capacity Building Counterterrorism Workshop that
focused on combating terrorist financing in North and West Africa. The workshop brought
together approximately 50 African civilian and military officials from North and West African
countries that are engaged in the Trans-Sahara Counterterrorism Partnership. ACSRT also held
sub-regional counterterrorism seminars in Algeria in April, and in Congo in May, that examined
the nature of terrorism threats in those regions, the capacity of countries in those regions to
counter terrorism, and their needs for technical assistance to strengthen that capacity.

In 2005, with Danish funding, the AU hired a consultant to draft a counterterrorism Model Law
to serve as a template to assist member states in drafting language to implement counterterrorism
commitments. In December 2006, an AU-sponsored group of experts drafted counterterrorism
language, which was in the process of being legislated. The group of experts decided to retain
options for both broad and specific laws and determined that new legislation was needed to
combat money laundering and other financial crimes. In August 2008, the AU Peace and
Security Council requested that the AU Commission expedite the development of the African
Counterterrorism Law.

Some AU member states maintained that Africa’s colonial legacy made it difficult to accept a
definition of terrorism that excluded an exception for "freedom fighters.” Nonetheless, the AU is

! The Algiers-based African Center for Study and Research in Terrorism (ACSRT) was approved and inaugurated in
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on record strongly condemning acts of terrorism. In August, the Peace and Security Council
issued a statement condemning "unreservedly acts of terrorism, wherever they occur.”

Although the AU Commission had the strong political will to act as an effective counterterrorism
partner, AU staffing remained below requisite levels; consequently, capacity remained relatively
weak. The AU created a counterterrorism unit at its Addis Ababa headquarters to coordinate and
promote member state counterterrorism efforts more effectively. The AU welcomed technical
and financial assistance from international partners and donors to bolster both AU headquarters
and ACSRT activities approved by member states.

Angola

Angola's borders remained porous and vulnerable to movements of small arms, diamonds, and
other possible sources of terrorist financing. Angola’s high rate of dollar cash flow made its
financial system an attractive site for money laundering, and the government’s capacity to detect
financial crimes remained limited. The government's limited law enforcement resources were
directed towards border control and stemming the flow of illegal immigrants into the country,
which increased exponentially since the 2002 peace treaty ending Angola's protracted civil war.
Corruption, lack of infrastructure, and insufficient capacity continued to hinder Angola's border
control and law enforcement capabilities. Angola recently reached out to engage the USG to
support improving its maritime and airspace security.

Botswana

Terrorists could use Botswana as a transit point due to its porous borders, as evidenced by a 2006
report of organized smuggling of immigrants from Bangladesh and Pakistan, the large number of
illegal Zimbabwean immigrants living in Botswana, and a 2007 report that suspected Islamic
militant Haroon Rashid Aswad resided in Botswana in 2005 prior to his arrest in Zambia.

Botswana is a member of the Southern Africa Development Community (SADC), whose Organ
on Politics, Defense, and Security is responsible for its counterterrorism efforts. The Government
of Botswana established a National Counterterrorism Committee to address issues pertaining to
terrorism and weapons of mass destruction. In April, newly-inaugurated President lan Khama
established Botswana's first intelligence agency, which is responsible for both domestic and
foreign intelligence gathering. The Botswana Defense Force designated a squadron as its
counterterrorist unit and sent several officers to IMET-sponsored counterterrorism training.

Terrorist financing is not criminalized as a specific offense in Botswana. However, acts of
terrorism and related offenses, such as aiding and abetting, can be prosecuted under the Penal
Code and under the Arms and Ammunitions Act. The Bank of Botswana circulates to financial
institutions the names of suspected terrorists and terrorist organizations listed on the UN 1267
Sanctions Committee’s consolidated list, the list of Specially Designated Global Terrorists
designated by the United States pursuant to E.O. 13224, and the EU list. This circulation,
however, is done on more of a voluntary, informational basis than a legal one because, as a
World Bank assessment of the Botswana government’s anti-money laundering and countering
terrorism financing legislation noted, Botswana does not have a legal framework to implement
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UNSCR 1267 and 1373. There is no legal basis to freeze assets based on UNSCR 1267 lists.
There is neither a legal framework to freeze assets based on a domestic or foreign designation of
terrorists or terrorist organizations in the framework of UNSCR 1373. Although there is no
Financial Intelligence Unit (FIU), the Directorate on Corruption and Economic Crimes has a
dedicated unit investing suspicious transactions.

Burkina Faso

Burkina Faso continued to lack the resources necessary to protect its borders adequately and to
monitor the movement of potential terrorists. There was no formal method for tracking the
movement into and out of the country at border checkpoints, or at either of the country's two
commercial airports. Burkina Faso has the potential of becoming a terrorist safe haven because
of its close proximity to several countries in which terrorist groups currently operate and because
its borders are porous, especially in the sparsely populated north.

Despite its lack of resources, Burkina Faso cooperated with the United States in its efforts to
combat terrorism, where possible, and participated in training, seminars, and exercises, such as
the regional Flintlock exercise held in Spain and Mali, and familiarization events offered by U.S.
Africa Command (AFRICOM) and Special Operations Command Europe (SOCEUR). In
September, SOCEUR initiated three projects in Burkina Faso to increase mutual understanding,
improve tolerance, and combat extremist ideology by supporting non-violent conflict resolution
and shared values.

The Government of Burkina Faso participated in regional efforts at combating terrorism with the
Economic Community of West African States (ECOWAS), the African Union, and other
international organizations.

Burundi

Burundi’s counterterrorism efforts were hindered by domestic ethnic tension, the unsteadiness of
a transitional period after more than a decade of civil war, a lack of mature governmental
institutions, considerable corruption, and porous borders that enabled various rebel groups in
Tanzania and Eastern Congo to freely enter Burundi. The government of Burundi has supplied
troops to AU operations in Somalia; these deployed Burundian troops faced continued attack
from al-Shabaab. Burundi's lack of capacity to regulate its financial system and investigate
financial crime made it a likely location for money laundering or other terrorist financing.
Burundian officials are nonetheless responsive to all offers of aid, assistance, and training.

Comoros

International terrorism concerns in Comoros focused on Comorian national Fazul Abdullah
Mohammed (a.k.a. Harun Fazul), who is suspected of involvement in the 1998 bombings of the
U.S. Embassies in Nairobi and Dar es Salaam. He was believed to have maintained contacts in
the Comoros. The Comorian government's security forces had limited resources and training in
counterterrorism and maritime security, so the country remained vulnerable to terrorist transit.
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Comorian police and security forces participated in U.S. antiterrorism assistance programs and
cooperated with the Rewards for Justice Program.

Prior to 2008, the attempted secession of the island of Anjouan, and the establishment of
hundreds of shell banks there, presented serious money laundering/terrorist financing
vulnerabilities in that country. In 2008, Comoros made strides toward building an anti-money
laundering/counterterrorist finance (AML/CFT) regime. With assistance, the Union Government
brought Anjouan back fully into the Union of the Comoros, and although lacking an AML/CFT
law, made use of the tools it does have and began closing down the shell banks. Comoros also
reached out internationally for legal and law enforcement assistance to build an effective
AML/CFT regime and also to find and capture those responsible for the shell banks that were
traced to Europe. Comoros applied for membership and was accepted as an observer to the
Eastern and Southern Africa Anti-Money Laundering Group. At year’s end, a draft AML law
was in the Parliament.

President Sambi, democratically elected in May 2006, reconfirmed Comoros' rejection of
terrorism, and with Comoros' religious leaders, publicly rejected religious extremism. President
Sambi has sought close partnership with the United States to develop Comoros economically and
to create opportunities for the country's youth. He visited Washington in July, and met with the
Secretary of State. In September, Foreign Minister Jaffar led a Comoran delegation to the State
Department for the second meeting of a “joint committee” to improve bilateral relations, which
included counterterrorism cooperation.

Democratic Republic of Congo

The Democratic Republic of Congo’s capacity to monitor and disrupt terrorist threats was
extremely limited due to lack of resources and training, lack of governance, and unfamiliarity
with the issue. The two principal foreign armed groups operating in the DRC and posing a threat
to security and stability were the rebel group Democratic Forces for the Liberation of Rwanda
(known by its French acronym FDLR) and the Lord's Resistance Army (LRA). The FDLR,
which includes former soldiers and supporters of the regime that orchestrated the 1994 Rwanda
genocide, continued to operate with relative impunity in parts of North and South Kivu
provinces. The LRA, operating principally in northeastern Orientale province, arrived in the
DRC in 2006 after a 20-year war against the government of Uganda.

Cote D’Ivoire

Cote d’Ivoire is recovering from a political-military crisis that essentially divided the country’s
territory in half. Instability and insecurity associated with the country’s crisis has not been
associated with any international terrorist organizations, and there was little evidence to indicate
the existence of a terrorist threat. In an effort to improve border security, the Government of Cote
d’Ivoire, in cooperation with the United States, implemented the Personal Identification Secure
Comparison and Evaluation System, (PISCES), at its major airport and seaport. Cote d’Ivoire’s
Financial Intelligence Unit (FIU) became operational in 2008, allowing authorities to begin
enforcing its reporting regime and enhance and target investigations. Members of the FIU, as
well as Central Bank of West African States (BCEAO) examiners charged with anti-money
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laundering/counterterrorist finance bank inspections, took part in financial regulatory training
given by the United States in Washington, DC.

Djibouti

Djibouti hosted the only military base in Sub-Saharan Africa for the United States and Coalition
Forces and was one of the most forward-leaning Arab League members supporting ongoing
efforts against terrorism. President Ismail Omar Guelleh and many top leaders in Djibouti
repeatedly expressed their country's full and unqualified support for the global campaign against
terrorism. Although the government's capabilities were limited, Djiboutian counterparts were
very proactive, and were highly receptive and responsive to United States requests for
cooperation. The Djiboutian National Security Services and law enforcement agencies took
extraordinary measures with their limited resources to ensure the safety and security of American
citizens, the U.S. Embassy, and the U.S. military base at Camp Lemonier.

Eritrea

On May 14, the U.S. Department of State certified Eritrea "as a country that is not fully
cooperating with U.S. antiterrorism efforts."? The lack of Eritrean cooperation has constrained
the United States’ ability to pursue terrorist suspects in East Africa, including al-Shabaab leaders
linked to al-Qa’ida (AQ). In addition, the Government of Eritrea provided safe haven to Hassan
Hahir Aweys, a Specially Designated Global Terrorist under U.S. Executive Order 13224 and
UNSCR 1267 for his links to AQ.

The Eritrean government has linked broader cooperation on counterterrorism programs to the
unresolved border dispute with Ethiopia and to a resolution of the ongoing conflict in Somalia.

Ethiopia

The Government of Ethiopia, facing a deteriorating security environment in Somalia that
resulted in increased threats to its own security, and in support of the internationally recognized
Transitional Federal Government of Somalia, battled insurgents and extremists that were
formerly affiliated with the Council of Islamic Courts, including the al Qa’ida (AQ)-affiliated al-
Shabaab factions. Until they announced their military withdrawal from Somalia in late 2008,
Ethiopian forces provided critical support to the African Union Mission in Somalia (AMISOM)
peacekeeping force, which was also targeted by extremist elements. In addition, Ethiopian forces
countered individuals affiliated with organizations that attempted to conduct attacks inside
Ethiopia.

Ethiopia’s location within the Horn of Africa made it vulnerable to money laundering activities
perpetrated by transnational criminal organizations, terrorists, and narcotics traffickers.
However, the government has yet to establish an anti-money laundering/combating the financing
of terrorism (AML/CFT) regime. Although passage of the AML/CFT regime stalled in 2007, the
government pressed forward to pass an existing draft, and requested the participation of USG

2 As a result of this determination, Section 40A of the Arms Export Control Act, as amended (22 U.S.C. 2781),
prohibits the sale or licensing for export of defense articles and defense services to Eritrea.
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officials involved in prior technical assistance programs to work with Ethiopian central bank
officials and local technical consultants in order to finalize the AML/CFT law before submission
to parliament. In addition, the government requested that USG officials help draft AML/CFT
training manuals for the Ethiopian banking sector. The manuals will be part of the establishment
of a Financial Intelligence Unit at the National Bank of Ethiopia.

Ethiopia's National Intelligence and Security Service (NISS), with broad authority for
intelligence, border security, and criminal investigation, was responsible for overall
counterterrorism management. Federal and local police counterterrorism capabilities were
primarily focused on responding to terrorist incidents. In November, the Ethiopian government’s
House of People's Representatives ratified the Protocol to the Organization of African Union
(OAU) Convention on the Prevention and Combating of Terrorism. Ethiopia was an active
participant in African Union (AU) counterterrorism efforts, served as a focal point for the AU's
Center for Study and Research on Terrorism, and participated in meetings of the Committee of
Intelligence and Security Services of Africa (CISSA).

Ghana

Ghana's parliament passed, and President Kufuor signed, a Counterterrorism Act that made it an
offense to commit or to provide financial or material assistance to a person or group which
commits an act of terrorism. The Act also allows, with a court order, police to intercept
communications, for the Director of Immigration to order the removal on non-citizens believed
to be involved in the commission of a terrorist act, and for a national identification card program
to be implemented. The cards will contain bio-metric data such as fingerprints and photos.
AFRICOM provided the Ghanaian Navy with four 27-foot patrol boats to improve maritime
interdiction capacity to help address Ghana’s limited capacity to patrol its porous borders,
including its maritime border. Ghana also passed an anti-money laundering law that provides for
the establishment of a Financial Intelligence Unit (FIU); at year’s end, the FIU had not yet been
established.

Kenya

The escalating conflict in Somalia provided a permissive environment for terrorist groups such
as al-Qa’ida (AQ) operatives and al-Shabaab. The most serious threat to Kenya came from AQ
operatives such as Fazul Abdullah Mohammed (aka Harun Fazul), and Saleh Ali Saleh Nabhan,
who were responsible for the 1998 U.S. embassy bombings. AQ also had a support network in
the coastal region and in parts of Nairobi, such as the Eastleigh District. While the border with
Somalia officially remained closed, some Kenyan officials characterized the closure as irrelevant
given the ease of crossing in both directions.

Kenya lacked the counterterrorism legislation necessary to comply with the UN conventions it
has signed. In addition, it remained difficult to detain terrorist suspects and prosecute them
effectively under existing laws. For example, in September, an appeals court ordered Omar Said
Omar, linked to the 2002 Kikambala Paradise Hotel bombing, released from custody due to a
lack of useable evidence and improper police procedures. The issue of counterterrorism
legislation remained highly controversial in Kenya with elements of the press, the human rights
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community, and Muslim leadership criticizing proposed legislation as anti-Muslim and as giving
the government excessive power that could potentially be used to abuse human rights. In 2006,
the Kenyan government submitted to Parliament a revised draft of the defeated 2003
"Suppression of Terrorism Bill," but critics sharply criticized the bill and it did not pass. The law
was not reintroduced in the 2008 legislative session. Passage of legislation for combating money
laundering and terrorist financing progressed slowly. The “Proceeds of Crime and Money
Laundering Bill” went through two readings but did not pass before the end of the year’s
legislative session. Kenya is one of two countries in the Eastern and Southern Africa Anti-
Money Laundering Group without an anti-money laundering law; in August Kenya assumed its
presidency for a one-year term.

Supporters of AQ and other extremist groups were active in the East Africa region. As a result of
the continuing conflict in Somalia, many members of these organizations have sought to relocate
elsewhere in the region and some were believed to have traveled to Kenya. In August, police
raided a house in the coastal town of Malindi searching for Harun Fazul, suspected of leading the
plot to bomb the Embassy in 1998. Fazul escaped, but police said they seized two of his
passports.

Kenyan security officials worked with the United States and other allies to seek to prevent
terrorist infiltration into the country and apprehend suspected terrorists. The Kenyan Army
worked to develop a Ranger Strike Force with assistance from the United States. The mandate
for this unit includes operations against infiltrators and armed groups, including terrorists. The
Kenyan Air Force procured additional F-5 fighter aircraft as being necessary to conduct maritime
and counterterrorism surveillance and strike operations. The Kenyan Navy received training and
equipment from the United States for maritime interdiction operations in territorial waters. The
Maritime Police Unit and other agencies received equipment and training for coastal security
from the State Department’s Antiterrorism Assistance program (ATA). The U.S. military's
Combined Joint Task Force-Horn of Africa (CJTF-HOA) collaborated with ATA on maritime
operations training, and was in the formative stages of creating a Regional Maritime Center of
Excellence designed to deal with terrorism and other maritime security issues. At year’s end,
CJTF-HOA was in the process of installing a Maritime Security and Safety Information System
(MSSIS) in key positions along the coast.

Liberia

Despite limited resources, inadequately trained personnel, and a weak judicial system, products
of 14 years of civil war, the Government of Liberia demonstrated a willingness to cooperate with
the United States and the international community to combat terrorism. Through rule of law and
security sector reform assistance programs, the United States supported a number of initiatives
that addressed Liberia's vulnerabilities, which included porous borders, rampant identification
document fraud, lax immigration controls, wide-scale corruption, and underpaid law
enforcement, security, and customs personnel.

There have never been any acts of transnational terrorism in Liberia. Of concern, however, were

reports that during the Charles Taylor-era, hundreds of Middle Eastern businessmen purchased
legitimately issued but fraudulently obtained Liberian diplomatic passports from Ministry of
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Foreign Affairs (MFA) officials. These documents would permit free movement between the
Middle East and West Africa. The government took steps to stop this practice by requiring that
diplomatic passports be issued only by the Ministry of Foreign Affairs in Monrovia. New
restrictions on who qualifies for Liberian diplomatic or official passports were implemented by
the Foreign Ministry's passport office.

Liberia's indigenous, war-weary, and predominantly Sunni Muslim community, which represents
between 15-20 percent of the country's population, has demonstrated no interest in religious
extremism to date. That said, outstanding land disputes negatively affecting large numbers of
Muslim land owners in Nimba and other counties could fan ethnic and religious tensions with the
predominantly Christian central government.

Madagascar

International terrorism was a concern in Madagascar because of the island nation's inadequately
monitored 3,000 mile coastline. Malagasy police, military, intelligence, and security forces have
not had much training in counterterrorism and maritime surveillance. Despite these limitations,
there was little evidence to indicate any terrorist threat.

Despite limited resources, government officials were willing to cooperate with the United States
and the international community. Madagascar volunteered to be chosen by the UN as a pilot
country for counterterrorism efforts, and received a UN evaluation mission in October. The UN
team will draft a report of recommendations for the Government of Madagascar on how to better
implement UN Resolution 1373, likely focusing on improved coordination between the
intelligence services, police, and the gendarmerie.

To combat terrorist threats, the government has created the Central Counterterrorism Service
within the Ministry of Interior to work with INTERPOL and to provide information within the
framework of regional and international cooperation. It also created a special counterterrorism
branch within the Central Intelligence Service. In June, the Financial Intelligence Unit
(SAMIFIN) was officially launched, and was charged with combating money laundering,
including terrorist finance.

The Malagasy government took steps to create a coast guard to improve maritime security and
border control. The government improved customs methods and equipment and adopted a
biometric passport. It installed an information system to track arrivals and departures, x-ray
machines, UV lamps, and magnetometers at the international airports. Judges, prosecutors, and
judicial police were trained on international counterterrorism cooperation in January and
parliament drafted a bill encompassing the universal counterterrorism instruments, including the
requirements of UN Security Council Resolution 1373.

Despite this progress, political unrest and limited resources constrained Madagascar's ability to
confront a potential terrorist threat. The Malagasy authorities still lacked the capacity to
effectively monitor suspect organizations, control suspicious financial transactions, identify
terrorist suspects, and control the movement of people and goods across its borders.
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Mali

Disparate Tuareg rebel groups in northern Mali attacked Malian military forces on several
occasions, but none of these incidents were related to terrorist activities. Al-Qa'ida in the Islamic
Maghreb (AQIM) used isolated and remote areas of northern Mali as a safe haven and held two
Canadian UN officials, but did not focus attacks within Mali. Mali's extremely long and porous
northern border, together with severe resource constraints stemming from Mali's status as one of
the poorest countries in the world, hampered the Malian government's ability to prevent AQIM
from seeking refuge within northern Mali. An active and engaged member of the Trans-Sahara
Counterterrorism Partnership (TSCTP), Mali worked with the United States and other regional
partners to address the threat posed by AQIM. Mali was also an active participant in U.S.
programs including bilateral and regional military training and the Antiterrorism Assistance
program. On October 31, AQIM released two Austrian tourists who were kidnapped in February
in southern Tunisia to government authorities in northern Mali after a ransom was paid.

Mali worked to combat terrorism and responded on terrorist financing issues. In May, Mali's
National Section for the Processing of Financial Information (CENTIF) began operations. The
CENTIF, which reports to the Ministry of Finance, is responsible for processing information on
money laundering and terrorist financing. In July, the Malian National Assembly ratified a new
counterterrorism law that classified terrorist financing as an act of terrorism. Mali also created an
inter-agency counterterrorism commission composed of senior level officials from the Ministries
of Foreign Affairs, Finance, Interior Security, Defense, Territorial Administration, and Justice. A
member of the Intergovernmental Anti-Money Laundering Group in Africa, Mali’s mutual
evaluation report was discussed and adopted by the plenary body in November 2008.

Mauritania

Al-Qa'ida in the Islamic Maghreb (AQIM) represented the primary terrorist threat to Mauritania.
After two fatal attacks in late December 2007, AQIM significantly increased its level of activity
and severity of attacks. In 2008:

e On February 1, six gunmen attacked the Israeli embassy and an adjacent nightclub in
Nouakchott. No one was killed, but three foreigners were injured. AQIM claimed
responsibility for the attack, and all of the perpetrators were later arrested by Mauritanian
security forces.

¢ In April, one of the suspects in an attack on French tourists in December 2007 escaped
from the main Nouakchott courthouse. This led to an intensive manhunt that culminated
in a pitched gun battle between Mauritanian security forces and several suspected
terrorists holed up in a house. A police inspector and two suspects were killed in the
shootout, and several were wounded. The remaining suspects managed to escape, though
several were later arrested, including the suspect who had escaped from the courthouse.
Based on these arrests and other ongoing investigations, Mauritanian security forces
discovered a villa in Nouakchott stocked with weapons and explosives.
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e On September 15, an ambush on a military convoy near the remote northern village of
Tourine resulted in the deaths of 11 soldiers and a civilian guide. The attack was
particularly gruesome, with the attackers decapitating the soldiers and mining their bodies
with explosives. AQIM claimed responsibility for the attack.

On August 6, General Mohamed Ould Abdel Aziz’s bloodless coup against democratically-
elected President Sidi Mohamed Ould Cheikh Abdallahi resulted in U.S. government suspension
of all non-humanitarian assistance, including most military cooperation and counterterrorism
training to the junta-led Mauritanian government.

The lawless eastern and northern regions of Mauritania were a haven for smugglers and
terrorists. The porous borders with Algeria, Mali, and Western Sahara posed ongoing challenges
for the ill-equipped and poorly funded Mauritanian security services. A new counterterrorism
force that received U.S. government training and assistance before the coup was rushed into
deployment in October, in an attempt to bolster Mauritania's northern defenses in the wake of the
Tourine attack. This new counterterrorism force was untested in combat at year’s end.

The Mauritanian government arrested approximately 90 terrorist suspects during 2007 and 2008
combined. Approximately 60 of these suspects were arrested in April 2008 during the massive
manhunt for the escaped suspect in the attack on French tourists. All suspects from that attack
were arrested or rearrested, and remained in custody at year’s end.

Mauritius

In November, Mauritian Prime Minister Rangoulam announced before Parliament a series of
planned security upgrades to ports and airports in an unprecedented push to prevent terrorism in
Mauritius. The airport measures will include upgrades of the existing x-ray machines and the
installation of two new units, a 100 percent screening of hold baggage at the airport, the
installation of an Advanced Passenger Information (API) system, and the linking of Customs,
Passport, and Immigration Services databases. Mauritius is also developing an Alert Color Code
System in accordance with international practices.

As a result of limited available resources to cover its shores and waterways, Mauritius has
traditionally had problems controlling land access, especially by small boats. To address this
challenge, Mauritius has fortified its port security measures by strengthening access controls
through an enhanced identification system, updated Closed Circuit Television Systems, and an
increased number of police and customs officers.

Mauritius' Customs Mutual Assistance Agreement with the United States coupled with its goal of
being a port where 100 percent of entering cargo is scanned have prompted progress on the
Mauritian Cargo Community System (CCS) project. The CCS project aims to collect, organize,
and provide advance electronic information on cargo and container shipments to ensure adequate
risk assessment. Progress on this project has led to a continuous increase in the percentage of
containers scanned.
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Mauritius has a comprehensive and growing antiterrorism legislative framework based on "The
Prevention of Terrorism Act of 2002," which criminalized terrorist financing and gave the
government the power to track and investigate terrorist-related assets. The Government of
Mauritius is well aware that organizations that accept charity funds could be susceptible to
terrorist financing, and monitors these types of activities accordingly.

In November, Mauritius established a counterterrorism unit that includes the Commissioner of
Police, the Commander of the National Guard, and the Head of the Interior Affairs Ministry.

In December, Mauritius implemented a new Border Control System that enables more effective
controls over travel documents. Before the implementation of the new system, Mauritian
Customs officials had caught 20 travelers using false passports. While most of these individuals
were released in November, customs officials caught six Iragis on their way to Australia using
false Danish passports. The Iraqis were being held at year’s end until the Mauritian authorities
could verify their identities.

Mauritius is one of three countries in sub-Saharan Africa whose Financial Intelligence Unit is an
Egmont Group® member. In 2008, Mauritius underwent a discussion of its mutual evaluation by
the Eastern and Southern Africa Anti-Money Laundering Group plenary, and the report of the
evaluation was adopted by the plenary body.

Namibia

In 2008, the Government of Namibia enacted the 2007 Financial Intelligence Act, which serves
as the cornerstone of Namibia's anti-money laundering and counterterrorist financing efforts in
concert with the Prevention of Organized Crime Act (2004), the Anti-Corruption Act (2003), the
Drug Control Bill, and the Antiterrorism Bill (the latter two were not yet enacted at year’s end).
This legislative package calls for reporting of the following acts: suspicious transactions, large
cash transactions, electronic funds transfers, and cross-border conveyances of currency. It also
strengthened the government’s ability to investigate and prosecute money-laundering crimes.
With the support of the United States, Namibia’s Financial Intelligence Unit has been established
and is operational.

Nigeria

The Government of Nigeria took steps regarding counterterrorism legislation. The National
Focal Point on Terrorism, an interagency task force formed in February 2007, composed of the
State Security Service (SSS), the Nigerian Customs Service, the Ministry of Foreign Affairs,
Immigration, and other relevant authorities, met periodically throughout the year. In October, in
an effort to improve coordination and communication between the legislative and executive
branches, the UN Office on Drugs and Crime sponsored a workshop on counterterrorism
legislation for Focal Point participants and members of relevant committees in the National
Assembly.

® The Egmont Group consists of 108 financial intelligence units (FIUs) from across the world. FIUs are an essential
component of the international fight against money laundering, the financing of terrorism, and related crime. Their
ability to transform data into financial intelligence is a key element in the fight against money laundering and the
financing of terrorism.
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A Senate bill based on the Commonwealth Secretariat’s Model Legislative Provisions on
Measures to Combat Terrorism passed its second reading on September 17, and was referred to
the Senate Committees on National Security and Intelligence and the Judiciary for further
review.

The Nigerian government approved the installation of U.S.-funded body scanners in all four
international airports to detect explosives and drugs on passengers. The scanners were installed
in March, May, and June. The Nigerian and U.S. governments also cosponsored a conference on
aviation security in Abuja from November 17-18. Despite repeated requests from the U.S.
government, however, the Nigerian government has not yet approved the use of U.S. Federal Air
Marshals on direct flights between Nigeria and the United States.

On May 5 in Abuja, President Yar’Adua, in a message delivered by Vice President Goodluck
Jonathan to open a conference of the Committee of Intelligence and Security Services in Africa
(CISSA), charged the assembled heads of intelligence and security services with developing
strategies to check the spread of extremist ideologies in West Africa by external elements, and
called for increased regional and global networking to meet the threat. Ambassador Emmanuel
Imohe, Director General of Nigeria’s National Intelligence Agency (NIA), also took a leadership
role at the meeting, calling for greater cooperation and intelligence sharing, particularly given the
region’s porous borders.

On May 14, the Nigeria Police Force announced the deployment of units from its newly created
Antiterrorism Squad (ATS) to Lagos, Abuja, Port Harcourt, and Kano, reportedly as a result of
an alleged terrorist threat.

On May 27, Malam Kasimu Umar, leader of an extremist Shia group in Sokoto, and 112
members of his sect, were sentenced by the Sokoto Upper Sharia Court to eight years
imprisonment on weapons charges, resisting arrest, public incitement, and “inciting contempt of
religious creed,” in connection with violence in the aftermath of the July 2007 assassination of a
renowned Islamic preacher Malam Umaru Dan Maishiyya, a crime whose motive has never been
determined.

From September 8-12, members of the Nigerian Armed Forces, as well as authorities from
customs and immigration and other relevant civilian agencies, participated in a USG security
seminar on protecting the maritime domain. During the September 17-22 visit of the USS Elrod,
under the auspices of the Africa Partnership Station, a joint exercise was successfully conducted
with the newly operational Regional Maritime Awareness Capability (RMAC) system in Lagos.
Progress continued on the establishment of an additional RMAC station in the east. Nigerian
military personnel attended operational and strategic counterterrorism training in the United
States and Germany under the auspices of the Trans-Sahara Counterterrorism Partnership.
Twelve Nigerians attended a U.S.-sponsored Post-Blast Investigation Training course in August,
while 20 participated in a Maritime Port and Harbor Security Management course in September.

On November 2, the Nigerian Police Force announced the deployment of ATS units to strategic
locations in the Federal Capital Territory, as well as Rivers, Lagos, and Kano States. On
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November 7, the Nigerian Federal Government elevated its threat level over potential sabotage
of national infrastructure in a confidential memo that was subsequently leaked to the Nigerian
Tribune newspaper.

A member of the Intergovernmental Anti-Money Laundering Group in Africa, Nigeria’s mutual
evaluation report was discussed and adopted by the plenary body in May 2008. Nigeria’s
Financial Intelligence Unit (FIU) is the only Egmont member in the sub-region, and has
volunteered to sponsor four additional FIUs in the sub-region for membership. Actions taken by
the Nigerian authorities in 2008 regarding the Economic and Financial Crimes Commission have
led to concerns about the effectiveness of this institution and its continued sustainability.

Rwanda

The Government of Rwanda reinforced border control measures to identify potential terrorists
and to prevent the entry into Rwanda of armed groups operating in the Democratic Republic of
the Congo. Rwanda's intergovernmental counterterrorism committee and a counterterrorism
reaction team in the police intelligence service were operational. In June, a U.S. Coast Guard
team trained Rwanda Defense Force marines on border control operations on Lake Kivu
(bordering the Congo), including harbor security, interdiction of illegal traffic in goods and
persons, the law of naval warfare, anti-narcotrafficking, and counterterrorism drills and
procedures.

Rwandan officials (particularly in the Central Bank and Ministry of Finance) cooperated on
terrorist financing issues. Parliament approved new comprehensive legislation supporting the
prevention and suppression of money laundering and financing of terrorism. The legislation,
awaiting signature by the president, included provisions to enhance the transparency of financial
transactions, establish a Financial Investigations Unit (FIU), and authorize the freezing of assets
of individuals and organizations involved in illicit or terrorism-related activities. Rwanda
officially committed itself to locating and freezing terrorist assets identified by the international
community.

Rwanda participated in regional initiatives on international counterterrorism cooperation,
including the East Africa Standby Brigade. In October, Rwanda hosted a meeting of African
Union Attorney Generals and Ministers of Justice, which considered a broad range of law
enforcement issues, including counterterrorism cooperation and legislation. Rwanda also hosted
several extensive training courses for senior police commanders on counterterrorism and other
issues in cooperation with the United Kingdom.

Besides reinforcing border security and refining counterterrorism legislation and intelligence
sharing, the Government of Rwanda developed counterterrorism response strategies. The
Rwandan national tourist office continued its development of a communications network to alert
embassies should their citizens be harmed in Rwanda'’s national parks. Work continued as well
on increased disaster preparedness. The national Civil Aviation Authority, working in
conjunction with the U.S. Federal Aviation Administration and the Department of
Transportation, reviewed East African Community security measures for airports and airlines in
Rwanda, focusing in particular on security and disaster response at Kigali International Airport.
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This year was the first that Rwanda sent National Police officers to the International Law
Enforcement Academy for a range of criminal investigation courses with counterterrorism
applications.

Senegal

The Government of Senegal cooperated with the United States to identify terrorist groups
operating in Senegalese territory. More work remained to be done, however, to develop first
responder services, to facilitate the quick sharing of information between agencies, and to control
porous borders where police and security services were undermanned and ill-equipped to prevent
illicit cross-border trafficking. Although al-Qa’ida in the Islamic Maghreb did not launch attacks
or secure safe haven in Senegal, it attempted to set up transit points and facilitation networks in
the country. The Government of Senegal affirmed its commitment to USG-assisted efforts to
augment its border security. Senegal recognized that some groups of concern have attempted to
engage in fundraising and propaganda activities and participated in regional efforts to combat
terrorist finance. Senegal lacked specific counterterrorism legislation and current laws made it
difficult to prosecute terrorist suspects. Senegalese government officials participated in
Antiterrorism Assistance programs. One of the first Financial Intelligence Units (FIUs) in the
sub-region, Senegal’s FIU, known as CENTIF, has been active in sponsoring and holding
implementation, consciousness-raising and awareness workshops on anti-money
laundering/terrorist finance issues for its own stakeholders as well as for counterparts from
around the sub-region. A member of the Intergovernmental Anti-Money Laundering Group in
Africa, Senegal’s mutual evaluation report was discussed and adopted by the plenary body in
May 2008.

Somalia

Somalia's fragile transitional federal government, protracted state of violent instability, its long,
unguarded coastline, porous borders, and proximity to the Arabian Peninsula, made the country
an attractive location for international terrorists seeking a transit or launching point for
operations in Somalia or elsewhere. On October 29, awareness of the technology, methodology,
and magnitude of the Somali terrorism threat increased dramatically when unknown suicide
terrorists detonated five near-simultaneous vehicle bombs against UN, Ethiopian diplomatic, and
government offices in Bossaso and Hargeisa. Authorities suspected southern Somali extremists
with ties to al Qa’ida (AQ) were responsible. There were other high profile terrorist attacks:

e OnJanuary 18, three international aid workers were killed by a roadside bomb in
Kismayo.

e In February, two bombs killed 20 and injured over 100 in Bossaso.

e On March 10, a moderate Somali cleric and peace activist was murdered as he left a
Mogadishu mosque.

e On March 12, a police chief was kidnapped and beheaded.
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e OnJune 1, President Abdullahi Yusuf's convoy was ambushed by gunmen.

e OnJuly 6, an assassin killed the Director of the United Nation Development Program in
Mogadishu.

e On August 3, a roadside bomb killed 20 female street sweepers in Mogadishu.
e On November 9, Somali militants crossed the Kenyan border to kidnap two Italian nuns.

Despite on-going peace negotiations between the Transitional Federal Government (TFG) and
moderate opposition, the Alliance for the Re-Liberation of Somalia, the terrorist group al-
Shabaab (The Youth) militarily captured much of southern Somalia in the second half of the
year. By year's end, the TFG was confined to parts of Mogadishu. Al-Shabaab, whose leaders are
affiliated with AQ, consists of a disparate grouping of armed extremist militia, many of whom do
not adhere to the jihadist ideology that is shared among the leaders of the group. Several senior
leaders are believed to have trained and fought with AQ in Afghanistan. Al-Shabaab and other
extremists also conducted remote-controlled roadside bombings, kidnappings, and assassinations
of government officials, journalists, humanitarian workers, and civil society leaders. Al-Shabaab
threatened agencies and their staff and expelled U.S. humanitarian aid agency CARE from
southern Somalia. The African Union Mission in Somalia (AMISOM), securing the air and sea
ports and presidential compound, lost three soldiers to extremist attacks during the year. Among
the foreign AQ operatives al-Shabaab is sheltering are individuals wanted for the 1998 embassy
bombings in Kenya and Tanzania and a 2002 hotel bombing in Kenya, including Fazul Abdullah
Mohammed (aka Harun Fazul), and Saleh Ali Saleh Nabhan. The capability of the TFG and
other Somali local and regional authorities to carry out counterterrorism activities was extremely
limited.

Somalia-based piracy remains a significant threat in the Gulf of Aden and the Somali basin. The
international community is responding with naval assets but the nature of the threat and the
vastness of the area make stopping piracy nearly impossible without a shore-based strategy to
address piracy. While there is no clear nexus with terrorism, such a link remains possible.

South Africa

South Africa supported efforts to counter international terrorism and shared financial, law
enforcement, and limited intelligence information with the United States. Some analysts believe
that elements and support systems for al-Qa’ida (AQ) and/or other extremist groups have a
presence within South Africa’s generally moderate Muslim community, but it was unclear to
what extent foreign terrorist groups have a presence in South Africa. In 2007, the Department of
the Treasury designated South African nationals Farhad and Junaid Dockrat as AQ financiers
and facilitators, subjecting them to U.S. sanctions.

Border security challenges, socio-cultural attitudes, and document fraud negatively affected the
government’s ability and efforts to pursue and intervene in counterterrorism initiatives. South
African identity and travel documents generally included good security measures, but because of
poor administration, lack of institutional capacity, and corruption within the Department of
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Home Affairs, which is responsible for immigration services, thousands of bona fide South
African identity cards, passports, and work/residence permits were fraudulently issued.

South Africa is the only Financial Action Task Force member in Africa and has one of the three
Egmont-member Financial Intelligence Units in the region. It is also a member of Eastern and
Southern Africa Anti-Money Laundering Group (ESAAMLG) and as such, has served as a
resource for other ESAAMLG members.

Tanzania

Tanzania remained vulnerable to international terrorism, as the terrorist network responsible for
the 1998 U.S. Embassy bombing remained active in the region. Tanzania established a National
Counterterrorism Center in late 2007 and continued its participation in several multi-year
programs to strengthen its law enforcement and military capacity, improve aviation and border
security, and combat money laundering and terrorist financing. Tanzania's Anti-Money
Laundering Act, which created a Financial Intelligence Unit as an extra-ministerial department
of the Ministry of Finance, was signed into law in July 2007, with implementing regulations
published in September 2007.

Uganda

Uganda, situated in a region rife with insecurity, was working to find a permanent solution to
two domestic insurgencies while also addressing a regional terrorist threat from al Qa’ida (AQ)
and al-Shabaab in neighboring countries. Extremists moving between the Horn of Africa and
North Africa and Europe used Uganda as a transit point. While in transit, their members were
believed to have illegally purchased government documents and engaged in recruitment
activities. In response, the Government of Uganda continued efforts to track, capture, and hold
individuals with suspected links to terrorist organizations. In October, the government put
Kampala on high alert and increased security at government installations, popular shopping
centers, and other soft targets. Somalia-based al-Shabaab has never conducted an attack in
Uganda, but identified Uganda as a potential target as retribution for its participation in the AU-
led peacekeeping mission in Somalia. While the Ugandan government was a strong advocate for
cross-border solutions to persistent problems in the Great Lakes Region, resource limitations and
corruption hampered more effective counterterrorism measures. Uganda is one of two members
of Eastern and Southern Africa Anti-Money Laundering Group with no anti-money
laundering/terrorism finance legislation. On December 14, 2008, Uganda commenced a joint
operation with the Democratic Republic of the Congo (DROC) against the Ugandan terrorist
group Lord’s Resistance Army resident in DROC.

Zambia

In 2007, the Zambian Government passed an antiterrorism bill, which criminalized acts of
terrorism, including terrorist training and incitement, and granted the government significant
authority to investigate, prevent, and prosecute acts of terrorism. However, inadequate resources
and training impeded Zambia’s law enforcement agencies’ counterterrorism capabilities.
Zambia’s borders are long and porous, often cutting across ethno-linguistic lines, and were not
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effectively monitored or controlled. Its points of entry are vulnerable to human trafficking and
international crime. Instability in Zimbabwe resulted in an increase in migrants during 2008.
Despite assistance from the United States Treasury, the Zambian government does not have an
internationally-compliant anti-money laundering or counterterrorist financing regime.

Zimbabwe

Zimbabwean government agencies routinely provided assistance by conducting investigative
inquiries, traces, and border checks of individuals thought to be threats to U.S. government
facilities or personnel. Zimbabwe's continued economic decline, however, has had a detrimental
impact on local law enforcement and national security elements responsible for implementing
and coordinating counterterrorism efforts. The Suppression of Foreign and International
Terrorism Bill, enacted in August 2007 to combat terrorism and mercenary activities in
Zimbabwe, has been redirected to suppress the political opposition.

East Asia and Pacific Overview

“Extremist terrorism must not be allowed to undermine our racial and religious harmony.
Singaporeans understand that terrorism is a threat to all of us.”

-- Lee Hsien Loong, Prime Minister of Singapore

New Year Day’s Message
December 31, 2008

Since 2001, the sustained commitment to counter terrorism by the governments in Southeast
Asia and their citizens has significantly weakened Jemaah Islamiya (JI) and other regional
terrorist groups. The efforts of law enforcement, intelligence, and prosecutors have been
bolstered by increased regional security cooperation and committed support from the United
States and other international partners. The interdiction of a small, semi-autonomous terrorist cell
in Palembang, South Sumatra by Indonesian security forces in July, however, demonstrated the
possible reemergence of groups that espouse violent extremist ideologies. Six years after the
2002 Bali attacks, which killed over 200 people, elements of a seriously fractured JI and their
adherents retained the intent to destabilize regional security and attack Western and U.S.
interests in Southeast Asia. Additionally, the unresolved conflict in the Southern Philippines
between the Government of the Philippines and the Moro Islamic Liberation Front (MILF)
boiled over late in the year when a carefully-negotiated peace accord failed to win approval from
the Philippine Supreme Court. This led to a renewal of violence in Mindanao as MILF insurgents
perpetrated bombings, assassinations, and kidnappings aimed at government forces and in some
cases the general civilian population.

In November, the Government of Indonesia executed three of the 2002 Bali bombers: Amrozi
bin Nurhasym, Imam Samudra, and Ali Gufron (aka Mukhlas). The executions provoked no
serious security incidents despite calls by JI co-founder Abu Bakar Ba’asyir for retaliatory
attacks. Additionally, in January, the Government of Indonesia formally charged the ten
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suspected members of the Palembang Cell, who were arrested in July. Such trials of suspected
violators of terrorism laws in Indonesia have demonstrated Indonesia’s commitment to due
process in all stages of the criminal justice process and have increased the credibility of
Indonesia’s counterterrorism policies.

The U.S. dual strategy of politically supporting the peace process between the Government of the
Philippines and the MILF while providing developmental assistance in areas at risk for terrorist
recruitment continued to marginalize the few remaining ASG and JI terrorists in the southern
Philippines. Philippine military and law enforcement agencies conducted intensive civil-military
and internal security operations to eliminate terrorist safe havens in the Sulu Archipelago and
central Mindanao. JI bomber Umar Patek and several ASG operatives remained on the run,
probably on Jolo Island.

In February, Mas Selemat Kastari, the former leader of a JI cell in Singapore, escaped from
Singaporean detention. Despite a massive manhunt, Singaporean authorities failed to locate and
re-capture Kastari. Other prominent terrorists, such as key JI operatives Noordin Mohammad
Top, Dulmatin, and Umar Patek, also remained at large in the region.

Malaysia continued to use the Internal Security Act (ISA) to detain terrorist suspects without
bringing them to trial. At year’s end, Malaysian authorities held 16 terrorist suspects linked to JI
and 13 linked to Darul Islam — some of whom were undergoing a program of rehabilitation —
under ISA detention. On average, the Malaysian government has held suspected terrorists and
suspected terrorist supporters in ISA detention for two to six years. Over the past year, the
government released 32 detainees, including 13 terrorist suspects linked to JI and six linked to
Darul Islam.

Thai and USG officials have long expressed concern that transnational terrorist groups could
establish links with southern Thailand-based separatist groups®. However, there were no
indications that transnational terrorist groups were directly involved in the violence in the south,
and there was no evidence of direct operational links between southern Thai separatist groups
and regional terrorist networks.

Despite a series of violent incidents — none of which have been tied to terrorists — and threats
leading up to the Beijing Olympics, the Games were held successfully without episodes of
terrorism. Starting in June, representatives of a group calling itself the Turkistan Islamic Party
(TIP) posted videos on the Internet taking credit for violent incidents in China and threatening to
strike the Olympic Games. TIP is believed to be another name for the Eastern Turkistan Islamic
Movement (ETIM), a UN-listed terrorist organization.

* The ethno-nationalist separatist insurgency in Thailand’s extreme southern provinces of Songkhla, Pattani,
Narathiwat, and Yala continued through 2008. Some 3400 people have been killed in the conflict since the violence
escalated in 2004 in assassinations, beheadings, and coordinated bombings using improvised explosive devices. This
region has experienced episodic, separatist-related violence for decades between the predominantly ethnic Malay-
Muslim population and the Thai government. Thai press reports and security forces attributed nearly all the attacks
in the South to militant separatists; it is unclear, however, how much of the violence was also attributable to crime
and political disputes.
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On October 11, the United States rescinded the designation of the Democratic People's Republic
of Korea (DPRK) as a state sponsor of terrorism in accordance with criteria set forth in U.S.
law, including a certification that the Government of North Korea had not provided any support
for international terrorism during the preceding six-month period and the provision by the
government of assurances that it will not support acts of international terrorism in the future.

As in 2007, institutes like the United States-Thailand International Law Enforcement Academy
(ILEA) in Bangkok, the Australian-Indonesian Jakarta Center for Law Enforcement Cooperation
(JCLEC), and the Southeast Asia Regional Center for Counterterrorism (SEARCCT) in Malaysia
sought to expand their efforts to provide effective counterterrorism training to law enforcement
officers throughout the region. Multilateral fora, including the UN Security Council's
Counterterrorism Committee (UNCTC), the G8's Roma-Lyon Group and Counterterrorism
Action Group (CTAG), the Asia-Pacific Economic Cooperation (APEC) forum, the Association
of Southeast Asian Nations (ASEAN), and the ASEAN Regional Forum (ARF), also promoted
regional counterterrorism cooperation.

Australia maintained its position as a regional leader in the fight against terrorism and worked to
strengthen the Asia-Pacific region's counterterrorism capacity through a range of bilateral and
regional initiatives in fora such as APEC, ASEAN ARF, and the Pacific Island Forum. Japan
also continued to assist counterterrorism capacity building in developing countries through
seminars, workshops, and training. In October, the United States, Japan, and Australia convened
for the fourth annual session of the Trilateral Strategic Dialogue Counterterrorism Consultations
in Washington.

Australia

Australia maintained a leading position in regional counterterrorism efforts. Along with Japan
and the U.S., Australia worked to strengthen regional cooperation on border, transport, and
maritime security. In April and May, Australia conducted trilateral regional workshops to
identify and disrupt terrorist cash courier operations and to respond to bioterrorism. These events
were capped by the annual U.S.-Australia-Japan Trilateral Counterterrorism Strategic Dialogue
in October. In September, the Government of Australia announced the appointment of William
(Bill) Paterson as the country's new Ambassador for Counterterrorism.

In 2008, the Australian government appointed a National Security Adviser (NSA) to help the
Prime Minister on a range of policy matters, including countering terrorism and overseeing the
implementation of national security policy arrangements. The National Intelligence Coordination
Committee (NICC) chaired by the NSA will ensure that national intelligence efforts are fully and
effectively integrated across governmental agencies.

In February, the Lombok Treaty between Australia and Indonesia came into full force, providing
a framework for bilateral law enforcement cooperation, particularly against human trafficking,
trade in illicit drugs, and terrorism. The treaty marked a continuation of Australian efforts to
build Indonesian police capacity, such as the Jakarta Centre for Law Enforcement Cooperation
(JCLEC), which plays an important role in fostering cooperation among Southeast Asian
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agencies involved in counterterrorism, the commencement of joint legal training programs in
July, the renewal of the counterterrorism Memorandum of Understanding (MOU), and inaugural
counterterrorism consultations that were held in May 2008. The treaty marked increased bilateral
cooperation in law enforcement, border control, maritime and transport security, legal assistance,
financial monitoring, defense, and management of chemical, biological, radiological, and nuclear
terrorist threats.

In May, Australia and the Philippines held high-level counterterrorism consultations, which
reviewed capacity building and operational collaboration, and agreed on broad priorities and
directions for future cooperation. In June, Australia extended for a further six months the
assignment of an Australian official to Cambodia to assist the Cambodian Government on
counterterrorism capabilities. Also in June, Australia expanded its bilateral counterterrorism talks
to include first round talks with Russia. In December, Australia signed a counterterrorism MOU
with Bangladesh, the 14th such bilateral agreement concluded by Australia.

Following the September bombing of the Marriott Hotel in Islamabad, Australia announced
plans to expand its counterterrorism efforts with Pakistan, including possible provision of law
enforcement assistance, counter-insurgency training, and technical assistance.

Australian multilateral engagement continued in forums such as the United Nations, the
Association of Southeast Asian Nations (ASEAN), the ASEAN Regional Forum, Asia Pacific
Economic Cooperation, the Pacific Island Forum and the G8 Counterterrorism Action Group.

The Australian Federal Police (AFP) received further funding to expand its investigative and
specialist training, currently delivered to regional law enforcement partners through facilities like
JCLEC. Funding was targeted toward:

e conducting offshore exercises and training with regional partners,

e increasing the number of counterterrorism advisers working in AFP's international liaison
officer network,

e introducing to high priority locations a custom-built Case Management and Information
System developed for use in overseas jurisdictions, and

e enhancing specialist forensic and technical training for law enforcement agencies in the
region and in theaters of war, such as Iraq and Afghanistan.

The AFP's International Deployment Group deploys numerous officers overseas in
counterterrorism technical assistance and operational/liaison roles. The AFP Operational
Response Group was designed to respond on short notice to emerging law and order issues and
to conduct stabilization operations to head off lawless situations that terrorists could exploit.
Australia continued to provide legal drafting assistance to regional states seeking to adopt
international conventions and protocols against terrorism.
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The Australian Security Intelligence Organization (ASIO) reported that, within Australia, a small
but significant minority of the Islamic community holds or has held extremist views. An even
smaller minority was prepared to act in support of them, including by advocating violence,
providing logistic or propaganda support to extremists, or traveling abroad to train with terrorist
groups or participate in violent activities. Under Australia's Criminal Code, 18 groups are on the
Listing of Terrorist Organizations. The Attorney General reaffirmed three in November: the Abu
Sayyaf Group (ASG), Jamiat ul-Ansar (JuA), and al-Qa'ida in Iraq (AQI).

During 2007-08, legal proceedings commenced against a number of individuals charged with
terrorism offences, and in one trial, convictions were handed down by a jury in Melbourne. Yet,
the nation has also required that the government review its 2005 terrorist legislation in 2010 in
light of a need for protection of guaranteed rights. Because of the deportation of an innocent
relative of a terrorist, there was felt a need to insure that the unwarranted deportation of the
innocent would not occur again.

The Australian Transaction Reports Analysis Centre (AUSTRAC), which monitored financial
transactions, served as the national Anti-Money Laundering and Combating Terrorist Financing
(AML/CTF) regulator, with supervisory, monitoring, and enforcement functions over a diverse
range of industry sectors. A new set of regulatory reforms, introduced in draft legislation made
public in August 2007, was heading for legislative enactment. These included new regulations
regarding real estate, precious gems and stones, and specified legal accounting and trust services.
AUSTRAC continued to seek and fund additional staff and technical capabilities, and establish
identity security strike teams to investigate and prosecute people and syndicates involved in
manufacturing false identities.

Australia supported a range of activities promoting tolerance and mutual understanding, and
countering extremist ideology and propaganda, among communities in the region. In June, the
New South Wales (NSW) Department of Corrective Services provided targeted training in
Australia for a range of senior Indonesian corrections officials. Australia also conducted research
in Indonesia on Indonesian popular attitudes toward democracy, politically motivated violence,
extremist ideology, and pluralism. Australian authorities also facilitated meetings with Southeast
Asian academics, journalists, and community leaders to discuss these issues.

Australia exchanged information with the United States on terrorists using the Terrorist
Screening Centre as the operational hub for encounter management, as well as in APEC's
Regional Movement Alert System. Both programs enhanced our joint ability to disrupt travel by
known and suspected terrorists.

The Australian Defense Force has deployed 1,090 personnel to Afghanistan and 120 troops to
Iraq.

Burma
Bilateral relations between Burma and the United States remained strained. The government

defined almost all anti-regime activities as "acts of terrorism,"” making little distinction between
peaceful political dissent and violent attacks by insurgents or criminals. The Burmese
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government was quick to link dissident groups with terrorist organizations to justify scrutiny and
disruption of their activities.

The Burmese government characterized a series of bomb blasts in Rangoon and other parts of
Burma as subversive acts, "committed by a group of insurgent destructive elements who wanted
to disturb and destroy stability of the state.” However, authorities have not presented credible
evidence to support these accusations. Requests by the U.S. Embassy to view either the scenes
of the blasts or fragments of the explosive devices were consistently denied. There is no evidence
of any terrorist groups targeting American interests in the country.

Cambodia

Cambodia’s political leadership demonstrated a strong commitment to aggressive legal action
against terrorists and to increase its counterterrorism investigative capability, but its ability to
investigate potential terrorist activities was limited by a lack of training and resources. Despite
this shortfall, the Royal Government of Cambodia to date has fully cooperated with U.S.
counterterrorism efforts.

Conditions in Cambodia — such as porous borders, endemic corruption, massive poverty, high
unemployment, a poor education system, and disaffected elements within the Cham Muslim
population, which makes up approximately five percent of the population — are conditions that
terrorists could exploit. Although the Cham were not generally politically active, the Cambodian
government was aware of the possibility that foreign terrorists might use Cham areas as safe
havens. For example, Hambali, a senior Jemaah Islamiya and al-Qa’ida operative accused of
involvement in the 2002 Bali nightclub bombings, took refuge in a Muslim school in Cambodia
in 2002-2003.

Despite these challenges, Cambodia remained committed to strengthening its counterterrorism
capability. Cambodia's National Counterterrorism Center, a policy-level decision making body
established in 2005 and chaired by the prime minister, continued to improve cooperation and
information sharing among Cambodia’s security agencies. In January, the Cambodian
Government established five departments under the secretariat of its proposed National
Counterterrorism Committee (NCTC) to coordinate counterterrorism efforts. The Ministry of the
Interior imposed strict controls on the use of weapons, explosive devices, chemical substances,
and radioactive materials in Cambodia.

The Cambodian government made notable progress in strengthening its counterterrorist finance
regime. In May, the Governor of the National Bank of Cambodia (NBC) signed an
announcement of a Prakas” of the Law on Anti Money-Laundering and Combating the Financing
of Terrorism (AML/CFT), promulgated in June 2007. The AML/CFT legal regime included the
January 29 establishment of a Financial Intelligence Unit (FIU), which operated within the
framework of the National Bank of Cambodia (NBC). The FIU monitors suspicious transactions
and interfaces with the Ministry of Interior’s Financial Crimes Investigation Unit. Initial efforts
to develop the AML/CFT regime focused on the banking sector, and the NBC issued Circulars

® The Prakas is a key implementing regulation of the law.
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and Prakas to regulate the financial sector. The 2007 Law on Counterterrorism and the
AML/CFT Law introduced a comprehensive asset-freezing system. Implementation began in
2008.

With U.S. assistance, Cambodian authorities monitored computerized border control systems at
Phnom Penh and Siem Reap airports, and at the land border crossing of Poipet and Koh Kong.
U.S. officials also provided training to Cambodian authorities on crime scene investigation and
methods for countering money laundering.

The Cambodian Government also cooperated with other regional governments on
counterterrorism issues. Australia conducted a one-week work workshop on dissemination and
implementation of counterterrorism law, as well as a workshop on implementing money
laundering law. Officials from the Cambodian government attended workshops in China, India,
Malaysia, and Singapore dealing with cross-border crimes and terrorism.

In May, the UN Counterterrorism Committee’s Executive Directorate (CTED) conducted an on-
site visit to Cambodia to monitor Cambodia’s implementation of Security Council Resolution
1373. The committee’s comprehensive final report included recommendations for improvements,
and outlined Cambodia’s technical assistance requirements to meet or exceed its
counterterrorism commitments and goals.

China

China increased counterterrorism cooperation with the United States and other nations both
leading up to and following the August Olympic Games in Beijing. In March, China hosted the
U.S.-China Counterterrorism Dialogue aimed at increasing cooperation on counterterrorism.
China also held counterterrorism exercises with neighboring countries, including Thailand and
India. As a founding member of the Shanghai Cooperation Organization (SCO), China has made
counterterrorism one of the SCO’s main objectives. China continued to participate in the
Container Security Initiative (CSI) with U.S. Customs and Border Protection inspectors stationed
at the ports of Shanghai and Shenzhen.

In October, the U.S. and China marked the ten year anniversary of the Joint Liaison Group (JLG)
on Law Enforcement Cooperation with a plenary meeting in Washington, DC. The seven
working groups of the JLG are aimed at increasing policy dialogue and improving cooperation
writ large between U.S. and Chinese law enforcement agencies.

Although implementation of the Yangshan Deep Water Megaports project was underway by the
U.S. Department of Energy (DOE), the General Administration of China Customs (GACC) told
DOE that it would increase the number of scanners used in the project. In October, GACC told
DOE that contacts on Megaports would be suspended until further notice due to unrelated issues.
The status of implementation of the Yangshan Megaports project was unknown at year’s end.

China's cash-based economy and robust cross-border trade contributed to a high volume of

difficult-to-track cash transactions. Though mechanisms were in place for tracking financial
transactions in the formal banking sector, the large size of the informal economy, prevalence of
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counterfeit identity documents, and large numbers of underground banks presented major
obstacles to law enforcement authorities. According to International Monetary Fund statistics,
money laundering in China may account for as much as $24 billion per year.

Terrorist financing is a criminal offense in China, and the government has the authority to
identify, freeze, and seize terrorist financial assets, but laws defining terrorist financing were not
yet consistent with international standards, according to reporting by the Financial Action Task
Force. China's Financial Intelligence Unit (FIU), housed within the People’s Bank of China
(PBOC), worked closely with the Financial Crimes Enforcement Network (FINCEN) in the
United States to develop its capabilities. In addition to its domestic collection and analysis
activities, the FIU exchanged information with foreign FIUs on a case-by-case basis.
Coordination in this area could be further enhanced through China’s membership in the Egmont
Group, an umbrella body that coordinates the activities of over 100 FIUs worldwide. Though
China has applied for membership in the Egmont Group, domestic political concerns about
Taiwan's participation in the organization have reportedly hampered membership discussions.

China expanded its role in international efforts to combat terrorist finance and money laundering
by becoming a full member of the Financial Action Task Force (FATF) in June 2007. Since
2004, China has also been a member of the Eurasian Group (EAG), a FATF-style regional
grouping that includes China, Russia, and several Central Asian countries.

Despite a series of violent incidents and threats leading up to the Beijing Olympics, the Games
were held successfully without terrorist incidents. Starting in June, representatives of a group
calling itself the Turkistan Islamic Party (TIP) posted videos on the Internet taking credit for
violent incidents in China and threatening to strike the Olympic Games. TIP is believed to be an
another name for the Eastern Turkistan Islamic Party (ETIP), also known as the Eastern
Turkistan Islamic Movement (ETIM), which was added by UN 1267 Committee to its
Consolidated List of individuals/entities associated with Usama bin Laden, al-Qa’ida, or the
Taliban on September 11, 2002. Among the incidents TIP took credit for was a series of bus
bombings in Kunming, Yunnan Province that killed two people in July. In March, the Chinese
government claimed that flight attendants foiled a plot to detonate a homemade explosive on a
flight from Urumagqi, Xinjiang to Beijing by subduing a female passenger.

Human rights organizations have accused China of using counterterrorism as a pretext to
suppress Uighurs, a predominantly Muslim ethnic group which makes up the majority of the
population within the Xinjiang Uighur Autonomous Region (XUAR) of western China. In the
lead up to the Olympics, China tightened security in Xinjiang, instituting road checkpoints and
arresting people it suspected of being linked to terrorism. In July, the Urumqi, XUAR Public
Security Bureau in Urumgqi declared that it detained 82 terrorists during the first six months of
the year while police in Kashgar claimed to have rounded up 12 terrorist groups.

Security forces maintained a high-level of vigilance both in Xinjiang and throughout the country
during the Olympics. In spite of this, a series of violent incidents did occur in Xinjiang during
the Olympics which the Chinese government has blamed on terrorist organizations. In the most
violent reported incident, 17 People's Armed Police Border Guards were killed on August 4
when assailants attacked them with a vehicle, homemade bombs, and knives. Formally
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established in 2002, the FBI Legal Attaché Office in Beijing bolstered U.S.-China cooperation
on counterterrorism investigations. China provided substantive intelligence in some cases, but
more work remained to be done in terms of the depth and overall responsiveness to U.S.
requests. Another incident in Xinjiang seven days later resulted in two deaths when a series of
homemade bombs were detonated in the remote Xinjiang town of Kuga.

Hong Kong

Hong Kong's position as a major transit point for cargo, finances, and people and its open trade
and financial regime made it a potential site for money laundering and terrorist financing
activities. The high level of cooperation and the successful implementation of the Container
Security Initiative (CSI) by Hong Kong Customs officials received continued praise from
visiting USG delegations, which described it as a model for CSI implementation. The Hong
Kong government extended the Strategic Freight Initiative (SFI) pilot project, originally
scheduled to run through April 2008 for an additional year.

Hong Kong law enforcement agencies provided full support and cooperation to their overseas
counterparts in tracing financial transactions suspected of being linked to terrorist activities.

Hong Kong actively participated in various anti-money laundering and counterterrorist financing
initiatives, including the Financial Action Task Force (FATF) and the Asia/Pacific Group (APG)
on Money Laundering. Hong Kong is a member of the Egmont Group, reporting through its Joint
Financial Intelligence Unit (JFIU), operated by Hong Kong Police and the Customs and Excise
Department. The results of Hong Kong's 2007 FATF and APG mutual evaluation were
announced in June 2008. In response to recommendations in the report, Hong Kong authorities
are expected to propose legislation to increase supervision of money changers and remittance
agents, but have made no plans to establish reporting requirements for cross-border currency
movements.

Macau

The Macau Special Administrative Region is a member of the Asia Pacific Group (APG) and
completed a mutual evaluation of its Anti-Money Laundering Regime in 2007. In response to
recommendations contained in the report, Macau authorities have taken steps to improve
compliance with suspicious transactions reporting requirements in banks and casinos, but the
threshold reporting limits remain well above international norms. Macau's Financial Intelligence
Office (FIO) remained a temporary body, although its staffing continued to increase. Macau has
not proposed establishing reporting requirements for cross-border currency movements.

The Government of Macau continued to exchange information with the Hong Kong Special
Administrative Region and counterparts in mainland China. Additionally, Macau cooperated
internationally in counterterrorism efforts, through INTERPOL and other security-focused
organizations within the Asia Pacific Region, and considered information sharing mechanisms
that would enable it to join the Egmont Group.

Indonesia
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Indonesia experienced its third consecutive year without a major terrorist attack while the
Government of Indonesia continued to build a legal and law enforcement environment conducive
to fighting terrorism within its borders. The Indonesian government's counterterrorism efforts
across law enforcement and judicial sectors drastically reduced the ability of terrorist groups,
such as Jemaah Islamiya (J1), to plan and carry out attacks. Arrests in South Sumatra and Jakarta
demonstrated that JI-affiliated individuals and groups, as well as other radical institutions, such
as the Komite Aksi Penanggulangan Akibat Krisis (the Crisis Management Committee
(KOMPAK)), remained a security threat, but with reduced ability to carry out attacks.

The Indonesian National Police (INP) used information gained from suspects arrested last year to
maintain tight surveillance over suspected militant strongholds. In July, the INP raided a home in
Palembang, South Sumatra, capturing ten suspected terrorists and a small cache of explosives. At
the time of the arrests, the men were allegedly plotting an attack on a cafe frequented by non-
Muslims in a resort town in Sumatra. Members of the group have also been accused of killing an
Indonesian teacher in 2007 and of attempting to kill a Catholic priest in 2005.

In October, a raid on a house in Kelapa Gading, North Jakarta, led to the capture of five suspects
and another small cache of explosives. The Jakarta suspects were connected to KOMPAK, which
in the past had provoked militancy in Poso, Sulawesi, and to Darul Islam, a long-standing
extremist Islamic group with some militant strains. Both raids demonstrated INP successes in
interdicting terrorist operations. The United States worked to build the investigative support for
and forensic capabilities of the INP through numerous developmental programs.

The Antiterrorism Assistance Program (ATA) continued to provide tactical and investigative
training, equipment and technical assistance to the INP’s elite counterterrorism units,
Detachment 88. Regional Detachment 88s, working with other specialized factions of the INP,
have participated in operations that lead to the arrest and successful prosecution of terrorist
suspects in the past few years. As a result of ATA’s train-the-trainer initiative, INP instructors
now have the instructional skill sets necessary to conduct all Detachment 88 tactical training.

The Attorney General's Task Force on Terrorism and Transnational Crime successfully
prosecuted terrorists, and the U.S. Department of Justice worked with Indonesian prosecutors to
enhance the prosecutorial capacity of the task force. In April, acting JI Emir Ustad Syahroni (aka
Zarkasih) and senior JI operative Abu Dujana (aka Ainul Bahri), were sentenced to 15 years in
prison each for violating the 2003 counterterrorism law. Zarkasih, as acting JI Emir, was one of
the most senior JI leaders ever arrested. Dujana, also an Afghanistan-veteran and JI military
leader, had been involved in several JI attacks. In addition to handing down the sentences, the
judges said JI was a terrorist organization, laying the legal basis for the Indonesian government
to ban JI in the future. In November, Abu Dujana testified on behalf of the prosecution in the
terrorist trials of Dr. Argus Purwantoro and Abu Husna. Additionally, the Task Force
successfully prosecuted 12 other JI members. The court sentenced five JI members for aiding
and abetting Abu Dujana and Zarkasih to between seven and eight years of prison each. The
court sentenced six other members of JI’s military wing to eight to ten years each in prison. The
Government of Indonesia formally charged the ten suspected terrorists who were arrested in July.
The Attorney General’s Terrorism and Transnational Crime Task Force led the prosecutions in

Page | 40



the trials, which were being held in the Central Jakarta District Court. The AGO Task Force on
Terrorism and Transnational Crime has successfully prosecuted 43 terrorists, including 26 JI
members, since September 2006.

Other Indonesian legal institutions took a hard line against terrorists. In October, the
Constitutional Court rejected a last-ditch appeal by the Bali bombers of their death sentences and
upheld that death by firing squad was constitutional. Also in October, the Ministry of Law and
Human Rights did not include sentence remissions for convicted terrorists in its annual Eid
holiday remissions list.

In November, the Government of Indonesia executed three of the 2002 Bali bombers, Amrozi
bin Nurhasym, Imam Samudra, and Ali Gufron (aka Mukhlas). The three had been convicted for
planning and carrying out the October 2002 bombings in Bali, which killed over 200 people.
There were no serious incidents following the executions, and the public reaction was calm,
despite public calls by JI co-founder Abu Bakar Ba’asyir for retaliatory attacks.

The Indonesian government made genuine efforts to develop an effective anti-money laundering
system for investigations and prosecutions in compliance with certain provisions in UNSCR
1267 and 1373. Indonesian police froze terrorists’ financial assets uncovered during
investigations. However, the Government of Indonesia had yet to demonstrate the political will
to implement all requirements under UNSCR 1267. The Financial Action Task Force (FATF)
Mutual Evaluation Report released in July noted that although Indonesia made significant
progress in recent years with its implementation of anti-money laundering measures, relatively
little implementation of countering terrorist finance measures has occurred.

USAID promoted capacity-building to the Financial Crimes Transaction and Analysis Center
(PPATK) and related governmental agencies through its Financial Crimes Prevention Project
(FCPP), a multi-year program, now concluded, which provided technical advisors and policy
support to develop an effective and credible anti-money laundering and terrorist finance regime.
FCPP assistance included the drafting of a National Anti-Money Laundering Strategy adopted by
the President in 2007, to develop a comprehensive asset forfeiture law (that remained in
progress), and certification of Indonesian government officials as anti-money-laundering
specialists and fraud examiners. The number of Suspicious Transaction Reports received
increased from 10 per month in 2002 to over 811 per month in 2008 (through October); these
reports led to 19 prosecutions during the period. One had a terrorist component, and the
strengthened financial oversight improved the tracking of potential terrorist financial
transactions.

The INP continued its program to de-radicalize convicted terrorists. The program identified
individuals who might be open to more moderate teachings and focused on providing spiritual
support to the men and on providing modest financial support to their families. The program
aimed to reduce terrorist recruitment inside prisons. Based on the success of the INP de-
radicalization program, the Indonesian Department of Corrections also decided to undertake a
prisoner de-radicalization program. The Directorate General for prisons proposed that the
creation of a set of guidelines for the handling of terrorist prisoners would improve security and
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surveillance of the prisoners and encourage prisoners to not resort to violence to carry out their
religious beliefs.

Though Indonesia’s counterterrorism efforts have been impressive and its capacity to fight
terrorism within its borders has improved steadily, continued vigilance is needed. The arrests in
Palembang and North Jakarta demonstrated that militant networks remained partially intact and
that groups continued to stockpile explosives for potential operations. Malaysian JI operative and
recruiter Noordin Mohammed Top, who is suspected of involvement in every anti-Western
terrorist attack in Indonesia since 2002, remained at large.

Japan

Japan bolstered its border security and enhanced national counterterrorism measures in
coordination with the United States. Japanese immigration officials strengthened their capability
to identify suspicious travelers upon entry into Narita International Airport through
fingerprinting and facial recognition technology. Using the Biometric Immigration Control
System, officials denied entry to roughly 860 travelers during the year for offenses such as prior
deportation and fake passports. In July, the Japanese Foreign Ministry’s International
Counterterrorism Cooperation Division extended the pilot Immigration Advisory Program with
the U.S. Department of Homeland Security (DHS) for one additional year. The program, which
embeds DHS officers at Narita, was viewed by the Japanese government as an effective way to
prevent improperly documented air passengers from boarding U.S.-bound flights. Tokyo also
worked to ensure the integrity of Japanese travel documents to reduce the risk of travelers using
fake passports under the expanded VISA Waiver Program.

Japanese authorities collaborated with U.S. officials to increase U.S. access to database records
and fingerprints of known or suspected terrorists. As a VISA Waiver Program country, Japan
held discussions with U.S. counterparts to widen database and biometric record exchanges on
known and suspected terrorists under Homeland Security Presidential Directive (HSPD)-6. The
Japanese Government also educated travelers on the Electronic System for Travel Authorization
through media spots and briefings to major domestic travel agencies.

Japan likewise took steps to strengthen port and shipping security. Under the Container Security
Initiative, Japanese authorities worked with U.S. officials embedded at Japanese ports to review
ship manifests and to screen suspicious containers. Japan and the United States agreed in July to
launch a pilot project under the Megaports Initiative Program, which provides for scanning of
containers to detect radiological material. Japan was in the process of procuring necessary
equipment, such as radiation portal monitors. Japan also continued collaboration with the U.S. on
science and technology for homeland security through the U.S.-Japan Framework Initiative for a
Safe and Secure Society.

Inside Japan, the NPA and the Public Security Intelligence Agency (PSIA) continued to monitor
the activities of Aum Shinrikyo, renamed Aleph, and its splinter group, Hikari no Wa. In
December, PSIA filed a request with the Public Security Examination Commission, a Justice
Ministry-affiliated decision-making board, to maintain surveillance of Aleph and Hikari no Wa
for an additional three years. PSIA has monitored Aum since 2000 under the Organization
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Control Law, a measure that allows the Agency to conduct on-site facility inspections and to
obtain quarterly operational reports from the group. Both groups continued to perpetuate the
ideology of Aum founder and sarin gas attack planner Chizuo Matsumoto, aka Shoko Asahara.
PSIA inspections revealed that many original Aum members continued to hold leadership
positions in the groups, and that Aum facilities maintained portrait photos and video teachings of
Asahara.

Japan also reached beyond its borders to fight terrorism. Japan is the second largest contributor
to Iraq reconstruction, with $1.5 billion in grants, $3.5 billion in concessionary loans, and $6.9
billion in debt relief. Japanese Air Self Defense Force transport aircraft operated out of Kuwait in
support of Operation Iraqi Freedom but ended its mission in December. Japan remained an active
partner in Operation Enduring Freedom (OEF) and a key international contributor to Afghan
stabilization and reconstruction. Japan has pledged more than $2 billion in reconstruction aid
since 2002 and continued construction on the 114 kilometer stretch of the southern ring road
between Kandahar and Herat. The Maritime Self Defense Force continued to conduct refueling
operations in support of OEF in the Indian Ocean and has provided more than $150 million of
fuel to U.S. and coalition vessels since 2003.

In October, Japan participated in the fourth annual U.S.-Japan-Australia trilateral strategic
dialogue on counterterrorism, as part of the Trilateral Strategic Dialogue, which aimed to
coordinate regional activities. Japanese officials chaired a specialist working group on border
security and took part in discussions on Chemical, Biological, Radiological, and Nuclear
weapons (CBRN), law enforcement capacity building, and counter-radicalization.

Japan assisted counterterrorism capacity building in developing countries through seminars,
workshops, and training. In January, Japan hosted the Seminar on Promotion of Accession to
International Counterterrorism Conventions and Protocols for the fifth consecutive year. Tokyo
promoted information sharing and provided implementation guidance to participants including
Fiji, Papua New Guinea, and several members of the Association of Southeast Asian Nations
(ASEAN). In May, Japan joined the United States, Australia, and the Southeast Asia Regional
Centre for Counterterrorism at the Southeast Asian Bioterrorism Workshop in Kuala Lumpur to
augment the crisis management and counter-CBRN capabilities of several ASEAN participants.
Japan also assisted third country law enforcement personnel by dispatching experts and
accepting trainees. The Japanese Coast Guard (JCG), for example, provided capacity building
services and training seminars to authorities from states that border the Strait of Malacca. Since
2002, Japan has offered technical assistance to support local police in Indonesia and has
provided training to coast guard counterparts from the Philippines. Beyond Southeast Asia, Japan
dispatched three JCG members to Oman and Yemen in December to assist local officials in
addressing piracy concerns in waters off the Horn of Africa.

Japan contributed to counterterrorism capacity building through membership in multilateral fora.
In April, Japan participated in the Sixth Asia-Europe Meeting (ASEM) Counterterrorism
Conference, where members shared threat assessments and discussed ways to increase
counterterrorism capacity-building. During the ASEM Summit in October, Japan joined other
members in condemning terrorism and reaffirming commitment to the UN Global
Counterterrorism Strategy. Under Japan’s G8 presidency, Japan issued calls to improve
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information sharing, strengthen the security of land, sea, and air transportation and maintain
momentum on the G8 Counterterrorism Action Group. Also under Japan’s stewardship,
participants held the G8 Bioterrorism Experts Group workshop in the United States (May) and in
Germany (June).

Japan undertook measures to combat terrorist financing. Under the Law for Prevention of
Transfer of Criminal Proceeds, Japan expanded the scope of businesses and professions under
the previous law’s jurisdiction. Under the Foreign Exchange and Foreign Trade Law, Japanese
financial institutions must confirm the identity of customers sending 100,000 yen or more
overseas. For domestic remittances, financial institutions must identify the originators of wire
transfers over 100,000 yen. To help stem the flow of terrorist financing to al-Qa’ida and the
Taliban, Japan also took steps to freeze assets of individuals and entities listed under UN
Security Council Resolution 1267.

Japan became the 22nd country to undergo a comprehensive Financial Action Task Force
(FATF) Mutual Evaluation; it had difficulty meeting FATF recommendations specific to
financial institutions. FATF made a number of findings regarding Japan’s illicit finance
practices, including the low number of money laundering prosecutions (225 in 2006). It noted
that Japan’s established mechanism for freezing terrorist assets did not cover the potential use of
domestic funds or other means of support for listed terrorist entities and did not allow Japan to
freeze terrorist funds expeditiously. FATF also found that Japanese law had no requirements for
financial institutions to establish and maintain procedures, policies, and internal controls to
prevent illicit finance.

Republic of Korea

The Republic of Korea (South Korea) demonstrated excellent law enforcement and intelligence
capabilities to combat terrorism. South Korean immigration and law enforcement agencies had
an excellent record of tracking suspicious individuals entering their territory and reacting quickly
to thwart potential terrorist acts. In August, the South Korean Government started issuing e-
passports to ordinary citizens to further protect the identities of lawful travelers and to help
prevent terrorists from using counterfeit passports. South Korea agreed on a mechanism to
exchange terrorist screening information with the United States as part of Seoul’s successful
effort to join the Visa Waiver Program. Seoul reviewed and strengthened its emergency response
plan and also further tightened its legislative framework and administrative procedures to combat
terrorist financing.

South Korea supported U.S. counterterrorism goals in Afghanistan, maintained a military
contingent in Iraq through December, and led a Coalition Provincial Reconstruction Team in
Irbil Province. In October, South Korea’s Ambassador for Counterterrorism visited Washington
to meet with U.S. counterterrorism officials to discuss means of further strengthening bilateral
cooperation. In addition, South Korea worked closely with other foreign partners and played a
constructive role in improving regional counterterrorism capabilities. Seoul continued to
participate in the counterterrorism activities of the Asia-Pacific Economic Cooperation forum,
the ASEAN Regional Forum, and the Asia-Europe Meeting. The Korea Overseas International
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Cooperation Agency hosted counterterrorism training and capacity-building programs for
regional partners in forensic science, prevention of money laundering, and cyber security.

North Korea (DPRK)

The Democratic People's Republic of Korea (DPRK) was not known to have sponsored any
terrorist acts since the bombing of a Korean Airlines flight in 1987. On October 11, the United
States rescinded the designation of the DPRK as a state sponsor of terrorism in accordance with
criteria set forth in U.S. law, including a certification that the government of North Korea had
not provided any support for international terrorism during the preceding six-month period and
the provision by the government of assurances that it will not support acts of international
terrorism in the future.

Four Japanese Red Army (JRA) members who participated in a jet hijacking in 1970 continued
to live in the DPRK. On June 13, the Government of Japan announced that the DPRK had agreed
to cooperate in handing over the remaining members of the JRA involved in the hijacking.

The Japanese government continued to seek a full accounting of the fate of 12 Japanese nationals
believed to have been abducted by DPRK state entities. The DPRK admitted to abducting eight
of these individuals but claimed they have since died; the DPRK denied having abducted the
other four individuals. On August 12, Japan and the DPRK agreed on steps towards the eventual
resolution to this issue. The DPRK has not yet implemented its commitment to reopen its
investigations into the abductions, however. Since 2002, five other abductees have been
repatriated to Japan.

Laos

Since 2002, the Government of Laos has consistently denounced international terrorism and
expressed a willingness to cooperate with the international community on counterterrorism.
While domestic opposition elements have in the past employed terrorist tactics, such as
ambushing civilian buses as recently as 2003 and bombing civilian targets as recently as 2004,
Lao officials at many levels saw international terrorism as an issue of only marginal relevance to
Laos. They believed that Laos, as a small and neutral country, would not be targeted or exploited
by international terrorists.

Laos does not have a separate counterterrorism law, but the Lao judicial system was equipped to
prosecute acts of terrorism as crimes under the Lao criminal code, and Laotian officials have
amended the criminal code to strengthen counterterrorism sanctions. Still, a 2006 UN-sponsored
counterterrorism workshop illustrated shortcomings and vagaries in the theoretical application of
the Lao criminal code to deal with terrorism-related crimes, so successful prosecution under
these laws is not assured. These shortcomings remained unresolved.

Laos' border security was weak; border officials could not effectively control access to the
country at any of the country’s border checkpoints. Border crossing along the Mekong River into
Burma, Thailand, and Cambodia could be accomplished easily and without detection. Border
delineation remained poor in more remote sections of the country, especially along its land
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borders with Vietnam and China; it was likely that unmonitored border crossings by locals
occurred on a daily basis. Since September 11, 2001, Lao authorities have strengthened airport
security, and airport security forces have participated in U.S.-supported security seminars to raise
their standards, but security procedures at land immigration points remained lax compared with
those of most other countries in the region. In addition, official Lao identity documents,
including passports and ID cards, were easy to obtain.

In accordance with its obligations under UNSCR 1373, the Bank of Laos vetted government and
commercial bank holdings for possible terrorist assets, as identified by U.S.-provided lists of
terrorist organizations and individuals, and issued freeze orders for assets of organizations and
individuals named on these lists. However, the Bank has yet to require the freezing of assets of
individuals and entities included on the UN 1267 Sanctions Committee consolidated list.

Lao authorities issued orders limiting the amount of cash that could be withdrawn from local
banks or carried into or out of the country and strengthened reporting requirements of state and
privately owned commercial banks. Banking regulation remained extremely weak, however, and
the banking system was vulnerable to money laundering and other illegal transactions.

Malaysia

The police forces in Malaysia, who fall under the authority of the Malaysian Home Ministry,
conducted all of the country’s counterterrorist investigations and operations. Amendments to five
different pieces of legislation — the Anti-Money Laundering Act, the Penal Code, the
Subordinate Courts Act, the Courts of Judicature Act, and the Criminal Procedure Code —
enabled Malaysia to accede to the UN International Convention for the Suppression of the
Financing of Terrorism in 2007. To date, however, Malaysia has not initiated prosecution of any
terrorist suspects using these amended laws, instead relying on its Internal Security Act (ISA) to
detain terrorist suspects without bringing them to trial.

As of December 2008, Malaysian authorities held 16 terrorist suspects linked to Jemaah Islamiya
(J1) and 13 linked to Darul Islam (DI), some of whom were undergoing a program of
rehabilitation, in ISA detention. On average, the Malaysian government has held suspected
terrorists and suspected terrorist supporters in ISA detention for two to six years. However,
allegations that the Malaysian government has used the ISA to detain some persons for political
reasons, rather than security concerns, placed pressure on Kuala Lumpur to amend or abolish the
ISA. In 2008 the Malaysian government released 32 ISA detainees, including 13 terrorist
suspects linked to JI and six linked to DI. Home Minister Syed Hamid Albar, in confirming the
most recent release of the detainees, was quoted in the press as stating that they were no "longer
a threat.”

The Malaysian Government engaged with its neighbors on issues related to counterterrorism and
transnational crime, and continued to operate the Southeast Asian Regional Center for
Counterterrorism (SEARCCT). The Center has facilitated the training of Malaysian security
officials, but has done less to identify forward-looking or regional counterterrorism priorities.
SEARCCT is seeking to expand its mission portfolio to include youth outreach and prison
rehabilitation.
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Malaysian mediators continued to work in the southern Philippines to help end the conflict
between the Philippine government and the separatist Moro Islamic Liberation Front (MILF),
although on November 30, Malaysia withdrew its remaining participants from the International
Monitoring Team (IMT) that monitors the ceasefire between the government and the MILF.
Malaysia, along with Singapore and Indonesia, invited Thailand to join the "Eyes in the Sky"
program designed to provide enhanced security to the Strait of Malacca, the world's busiest
shipping lane. Malaysia has actively contributed to counter-piracy efforts off the coast of
Somalia and sent several naval vessels to the Gulf of Aden following the pirating of two
Malaysian commercial vessels there. Malaysia’s naval vessels will remain off the coast of
Somalia until February 2009. The pirated ships were released upon the payment of significant
ransom fees to the pirates.

Malaysia’s central bank signed memoranda of understanding on the sharing of financial
intelligence with the FIUs of seventeen nations, including the United States. Malaysia is an
active member of the Asia/Pacific Group Donor & Provider Group for Technical Assistance and
has worked with the World Bank, International Monetary Fund, Asian Development Bank,
United Nation Counterterrorism Committee Executive Directorate, United Nations Office on
Drugs and Crime, and the Australian FIU (AUSTRAC) to provide technical assistance in various
ASEAN member countries.

Micronesia, Federated States of

Law enforcement efforts against terrorism, limited as they are given the region's lack of capacity,
fall within the purview of the Transnational Crime Unit (TCU). Reliant on American funding
and Australian supervision since its opening in April, the TCU brought officers from other
Pacific island nations to Palikir, the Micronesian capital, to share information on such issues as
narcotics, human trafficking, and terrorism. The TCU also exchanged information with the FBI
and the Australian Federal Police, making it the recipient of any terrorist-related intelligence.

Mongolia

Although there were no known terrorist groups operating in Mongolia and no known bases of
support, Mongolian government officials cited more than 6,000 kilometers of porous borders,
easy entry for foreign travelers, and poverty as conditions that terrorists could exploit, and
moved to increase awareness of terrorism and to consider new laws. In November, Mongolia’s
State Specialized Inspection Agency, Border Protection Agency, and Customs Authority; in
partnership with the Second Line of Defense program of the U.S. Department of Energy’s
National Nuclear Security Administration, installed and began using portals to detect the
movement of nuclear and radiological devices and materials at the northern and southern rail
border crossings, and at Chinggis Khaan International Airport in Ulaanbaatar. The Mongolian
police, the Ministry of Justice, and the General Intelligence Agency’s counterterrorism branch
cooperated with their U.S. counterparts on counterterrorism issues. As a result of resource and
technical limitations, however, Mongolian counterterrorism law enforcement capacities remained
modest.
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Internationally, Mongolia deployed a total of ten rotations of 100 Mongolian soldiers to Iraq in
support of Operation Iraqi Freedom. These rotations ended in September, with the downsizing of
the Multi-National Forces Irag contingent strength. Mongolia also supported Operation Enduring
Freedom through the provision of teams of Mongolian soldiers to Afghanistan to train the
Afghan National Army.

New Zealand

The New Zealand government continued to assist Pacific Island Countries' (PICs) compliance
with international counterterrorism efforts and focused on legislative and operational capacity-
building projects in the region through its Pacific Security Fund. New Zealand convened and
chaired the annual Pacific Islands Forum Working Group on Counterterrorism (WGCT), which
provided an opportunity for PICs to receive up-to-date information and to coordinate technical
assistance projects to assist their compliance with UN Security Council reporting obligations. At
the June 2 meeting of the WGCT, New Zealand offered assistance with UN reporting. Similarly,
New Zealand used its Asia Security Fund to promote counterterrorism capacity building and a
range of partnered regional security initiatives. To address radicalization and terrorist recruitment
in the Asia-Pacific region, New Zealand continued to participate in interfaith and inter-cultural
initiatives such as the Asia-Pacific Regional Interfaith Dialogue and the UN-led Alliance of
Civilizations initiative.

A member of the Proliferation Security Initiative’s (PSI) Operational Experts Group since 2004,
New Zealand attended and presented at PSI meetings throughout the year. In June, New Zealand
provided a PSI presentation to the Pacific Islands Forum Working Group on Counterterrorism
and raised PSI at the Pacific Islands Forum Regional Security Meeting in Suva. New Zealand's
bilateral PSI outreach included Indonesia, Laos, Chile, Brazil, Thailand, Cambodia, Egypt,
Republic of Korea, and Pacific Island countries.

In October 2007, New Zealand police arrested and detained 17 people and seized a sizable
weapons cache, including semi-automatic weapons and petrol bombs. Amid evidence that some
detainees were possibly involved in the planning of terrorist acts against the state, 12 of the 17
were later referred for possible prosecution under the Terrorism Suppression Act (TSA), the first
time the Act was invoked since it became law in 2002. New Zealand's Solicitor-General,
however, declined TSA prosecution but nonetheless prosecuted the 17 arrested under the
Firearms Act. In October 2008, the courts acquitted one of the 17 initially arrested in the 2007
raids because of insufficient evidence. The 16 remaining arrestees were on bail pending a future
court date. In a related event, the Solicitor-General filed contempt of court proceedings against
Fairfax Media and the editor of the Dominion Post newspaper for publishing 13 extracts in
November 2007 from conversations recorded during police surveillance of those 17 people
detained under possible terrorism charges. The matter remained before the courts at year’s end.

In December, the New Zealand Police requested U.S. funding to enable officers of the elite
Special Tactics Group (STG) to provide covert in-flight security on 2.5 percent of all flights to or
over the United States. New Zealand law already allows armed police on flights to meet
international aviation security standards, though the government said none had yet been
deployed.
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New Zealand remained active in Operation Enduring Freedom in Afghanistan and worked with
coalition partners in undertaking maritime security operations in the Persian Gulf. New Zealand
commanded the Provincial Reconstruction Team (PRT) in Afghanistan’s Bamyan Province, with
up to 140 PRT personnel. Three New Zealand Police were based in Bamyan working with the
European Police Mission in Afghanistan.

Papua New Guinea, Solomon Islands, or Vanuatu

Pacific Island nations, in general, are at a crossroads in development which has left a large,
younger generation with fewer options for education and employment than is required for
healthy growth. Without sustained social and economic development the growing youth
population could be more vulnerable to extremist influences. None of these countries’
governments maintained strong counterterrorism or intelligence gathering programs and
therefore might be unable to detect highly organized and trained terrorists in their territories, nor
have they taken any type of specific, proactive action to detect, disrupt, or deter terrorist activity.

Philippines

As in recent years, terrorist groups active in the Philippines included the Abu Sayyaf Group
(ASG), Jemaah Islamiya (JI), the New People's Army (NPA), and the Rajah Solaiman
Movement (RSM). U.S. intelligence, reconnaissance, and surveillance supported Armed Forces
of the Philippines' operations against terrorist elements in the southern Philippines, while U.S.
Department of Justice criminal-investigation and antiterrorism programs trained approximately
5,000 police and other security personnel. Implementation of the Coastwatch South program
continued to move forward; its radar stations and sea-surface and aerial assets will dramatically
improve the government's oversight of the "Terrorist Transit Triangle™ region bordered by the
Philippines, Malaysia, and Indonesia. The Department of Homeland Security Immigration and
Customs Enforcement's newly-developed Philippine Biometric Initiative has provided Philippine
National Police with fingerprints, photographs, and other information on 130 suspected terrorists.
Philippine security forces continued to make progress against terrorist groups, killing 35
terrorists and capturing another 16 during the first half of the year. Those apprehended included
an RSM cofounder and two bomb makers in Mindanao.

The U.S. counterterrorism strategy of offering development opportunities in areas at risk for
terrorist recruitment continued to marginalize the small remaining numbers of ASG and JI
terrorists from Muslim insurgents in the southern Philippines. While the 5,000-strong NPA
continued to disrupt public security and business operations with intermittent attacks on
communication and transportation infrastructure throughout the Philippines, it continued to
decline in personnel and effectiveness. However, the NPA remained steadfast in its refusal to
accept President Arroyo's broad amnesty overtures, turning down offers to negotiate unless its
U.S. and international designations as a terrorist organization were rescinded. RSM maintained
close links to ASG and JI, and was alleged to have been responsible for multiple attacks in the
Philippines. In early 2008, RSM was included on the UN 1267 Committee sanctions list. This led
to the freezing of RSM bank accounts and real estate.
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Philippine military and law enforcement agencies conducted intensive civil-military and internal
security operations to eliminate terrorist safe havens in the Sulu Archipelago and central
Mindanao. In July, Ruben Pestano Lavilla, Jr., a leader and founding member of the RSM, was
arrested in Bahrain and deported to the Philippines. In December, the Court of Appeals ordered
the trial of RSM founder Hiliarion "Ahmad" Santos and other suspected RSM members for their
alleged involvement in multiple bombings and kidnappings in the Philippines during 2005 and
2006.

The 2007 passage of the Human Security Act (HSA) was an important step in the modernization
of tools available to Philippine law enforcement for use against terrorists. The Act permits
wiretapping of members of judicially-designated terrorist organizations, and financial
investigations of individuals connected to terrorist organizations. However, the law's tight
restrictions have limited its actual application. The key difficulty in implementing the law is that
stiff fines will be imposed on the law enforcement agency for violating a suspect's rights if the
accused is later acquitted or the case is dismissed (fines are approximately USD 10,000 per day
for the entire period of detention). The Act did, however, provide for the establishment of an
Antiterrorism Council to effectively implement counterterrorism efforts in the country and
ensure interagency cooperation. The Council focused its first year's efforts in building the
organizational and administrative infrastructure necessary to facilitate closer cooperation
between Council members and supporting agencies.

The United States had excellent cooperation from Philippine law enforcement officials in
obtaining access to terrorist detainees and witnesses for FBI interviews, and access to criminal,
immigration, financial, and biographic records via the mechanisms established in the U.S. -
Philippine Mutual Legal Assistance Treaty (MLAT). The Philippine Security Engagement Board
was the primary mechanism for the planning and coordination of nontraditional security issues,
including counterterrorism and maritime security. Throughout the year, the Embassy continued
to achieve significant progress in supporting the counterterrorism efforts of the Philippine
government, including well-coordinated Embassy programs aimed at strengthening security
forces and promoting peace and development in Mindanao. This pro-active partnership with the
Philippine government has yielded solid results in combating terrorist elements, including ASG,
JI, and the NPA.

The Antiterrorism Assistance (ATA) Program continued to increase the capabilities of Philippine
law enforcement agencies to detect, deter, counter, and investigate terrorist activities in the
Philippines through carefully-targeted and sequenced delivery of training courses and equipment
grants. During 2008, ATA increased its focus on Mindanao by providing valuable training in a
wide range of areas including Interdicting Terrorist Activity, Explosive Incident
Countermeasures, Post-Blast Investigation, Advanced Computer Forensics, and Cellphone
Forensics. ATA instituted a K-9 program of bomb-detection dogs with the Philippine National
Police (PNP) by funding U.S.-trained dogs, their handlers, veterinarians, and kennel facilities.
ATA assistance has also focused on training in response mechanisms to chemical, biological,
radiological and nuclear (CBRN) terrorism. On the prevention end of the spectrum, U.S.
assistance under the Biosecurity Engagement Program (BEP) has received strong cooperation
from the GRP in securing laboratory infrastructure, dangerous pathogen collections, and raising
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awareness on biological threats in order to prevent bioterrorism in the Philippines, a place where
burgeoning biotechnology, infectious diseases, and transnational terrorist threats coexist.

The U.S. Department of Justice/International Criminal Investigative Training Assistance
Program (DOJ/ICITAP) trained 4,197 police personnel and pursued police development
primarily through the Model Police Station Program, which trained PNP personnel at 10 stations
in 15 critical subjects; the Maritime Police Project, which when completed will equip maritime
police in Palawan Province with special patrol boats to monitor the western Sulu Sea bordering
Malaysia; and the Southern Philippines Law Enforcement Development Project, which entailed
training PNP personnel in basic police operations and investigation techniques in Sulu Province.

Other programs have included the DHS Immigration and Customs Enforcement (DHS/ICE)
development of the Philippine Biometrics Initiative, whereby fingerprints, photographs, and
other information on suspected terrorists were collected and provided to the appropriate
Philippine authorities. The Coastwatch South program will dramatically improve oversight of the
tri-border "Terrorist Transit Triangle" with the use of 12-17 coastal radar sites connected by a
string of air, ocean, and ground surveillance and interdiction assets, including Forward-Looking
Infrared Radar (FLIR) pods for Philippine Navy aircraft and 10 rigid-hull inflatable boats
(RHIBS).

The Philippine Department of Foreign Affairs (DFA) issued digitized, machine-readable
passports at all its locations.

Singapore

Singaporean officials took strong measures to enhance maritime security in nearby waters,
especially the Strait of Malacca, including countering terrorist threats, piracy, and other criminal
attacks. The three littoral states — Indonesia, Malaysia, and Singapore — continued their surface,
naval, and air patrols in and over the Strait of Malacca. The Republic of Singapore Navy (RSN)
continued construction of the Changi C2 Centre, which will house a multi-agency Port
Operations and Control Centre, a Multinational Operations and Exercises Centre, and an
Information Fusion Centre, the latter to be staffed with International Liaison Officers. The
Regional Cooperation Agreement on Combating Piracy and Armed Robbery against Ships in
Asia (ReCAAP) Information Sharing Centre (ISC) continued its operations, connecting 14
governments in Asia to enhance piracy-related information sharing.

The RSN participated in the annual bilateral exercise "Cooperation Afloat Readiness and
Training" with the U.S. Navy and U.S. Coast Guard, and the multilateral "South East Asia
Cooperation Against Terrorism” (SEACAT) exercise. Singapore conducted its own internal,
annual exercise, APEX, which tested the government’s interagency response to a maritime
terrorism incident.

As of December, Singapore-held detainees included members of JI who in 2001 and 2002 had
plotted to carry out attacks in Singapore, and members of the Moro Islamic Liberation Front
(MILF). Under detention orders, the detainees were required to undergo a program of religious
counseling with a group of volunteer religious counselors. Singapore enlisted the support of
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religious teachers and scholars to study JI's ideology, develop teachings to counter the group's
spread within Singapore's Muslim community, and provide counseling to detainees. One JI
detainee was released on a Restriction Order (RO) in February; and five JI members were
released on ROs in September. Singapore authorities determined that the released detainees had
cooperated in Singaporean security investigations and responded positively to rehabilitation,
including religious counseling. One person with links to terrorist groups was newly detained in
2008. The recidivism rates among detainees released in Singapore is unknown.

In February, Mas Selemat Kastari, the Singapore leader of JI, escaped from detention. Despite a
massive manhunt, the Singapore authorities failed to locate and re-capture Kastari, who had
reportedly escaped by climbing out of a restroom window located in a meeting area of the
detention center.

In February, the Financial Action Task Force (FATF) published the results of its review of
Singapore's anti-money laundering and counterterrorism financing regime, finding it compliant
or largely compliant with most of the FATF's recommendations. The evaluation noted that
Singapore had improved feedback to financial institutions, enhanced supervisory oversight and
stepped up training. However, concerns remained over the effectiveness of Singapore's money
laundering regulations and new system for declaring cross-border transactions. In December, the
government amended the Terrorism (Suppression of Financing) Act to allow the government to
respond to requests for extradition from Parties to the International Convention for the
Suppression of the Financing of Terrorism, even in the absence of an extradition treaty, for all
terrorism financing offenses.

In September, Singapore cooperated with U.S. authorities to investigate and subsequently
apprehend a Singapore suspect who had allegedly sent terrorist threats by e-mail to several
airlines and embassies around the world.

In June, the United States and Singapore signed a Memorandum of Cooperation to strengthen
ongoing collaboration on aviation security. In August, the United States and Singapore signed a
host country Memorandum of Understanding concerning challenge inspections under the
Chemical Weapons Convention (CWC). Singapore has been a signatory to the CWC since 1997.

Taiwan

Taiwan is not a member of the United Nations and, therefore, is not subject to UNSC
Resolutions and cannot join UN conventions and protocols related to terrorist financing.
Nonetheless, Taiwan sought to implement, to the maximum extent possible, all UN resolutions
related to combating terrorism and terrorist finance issues. Taiwan continued to provide rapid
and thorough responses on terrorism financing issues to the American Institute in Taiwan (AIT).
In 2006, Taiwan's Executive Yuan submitted an "Antiterrorist Action Law" to the Legislative
Yuan. This bill was still awaiting action by the legislature. If passed, it will empower the
Financial Supervisory Commission to seize assets of entities involved in terrorist activities, and
employ a package of trade, travel, and financial sanctions against North Korea in response to
UNSCR 1718.
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The cabinet-level Counterterrorism Office (CTO) conducted several large-scale training
exercises. In January, Taiwan law enforcement participated in an AIT sponsored Digital Video
Conference with security organizers from the Salt Lake Olympics Games. In November, the
CTO conducted an inter-ministerial exercise that covered natural disaster and counterterrorist
responses. Taiwan engaged in seeking ways to harden and protect its critical infrastructure, in
order to maintain continuity of operations and government in the event of an attack or a disaster.

Thailand

Counterterrorism cooperation with the Government of Thailand remained strong despite
considerable internal political turmoil and the Thai government’s concern with domestic political
issues. Thai and USG officials have long expressed concern that transnational terrorist groups
could establish links with southern Thailand-based separatist groups. However, there were no
indications that transnational terrorist groups were directly involved in the violence in the south,
and there was no evidence of direct operational links between southern Thai separatist groups
and regional terroristnetworks.

The ethno-nationalist separatist insurgency in Thailand’s extreme southern provinces of
Songkhla, Pattani, Narathiwat, and Yala continued through 2008. Some 3400 people have been
killed in the conflict since the violence escalated in 2004 in assassinations, beheadings, and
coordinated bombings using improvised explosive devices. This region has experienced episodic,
separatist-related violence for decades between the predominantly ethnic Malay-Muslim
population and the Thai government. Thai press reports and security forces attributed nearly all
the attacks in the South to militant separatists; it is unclear, however, how much of the violence
was also attributable to crime and political disputes.

The porous nature of Thailand's southern border with Malaysia remained an issue of concern
because of the difficulty both Thailand and Malaysia have in controlling it. In a March meeting
with Malaysian Prime Minister Abdullah Badawi, then Thai Prime Minister Samak Sundaravej
agreed to continue cooperation on measures to improve security in the border area through
discussions on issues of dual nationality, sharing information, and joint patrols by Thai and
Malaysian security forces. In September, Thailand agreed to conduct joint sea and air patrols of
the Malacca Strait with Indonesia, Malaysia, and Singapore. Thailand joined the Malacca Strait
Patrols agreement which includes Eyes in the Sky and intelligence exchange programs.

Legal mechanisms to counter the Southern Thai insurgency lagged behind security efforts.
Government prosecutors struggled to develop cases that could stand up in court and relied
chiefly on confessions to bring prosecutions. Police forensics and ballistics work often failed to
produce evidence that led to arrests following separatist attacks. Because of the difficulties in
bringing cases to court, security forces engaging in operations to arrest militants relied instead on
their powers under martial law and the 2005 Emergency Decree to detain suspects, who can be
held for 37 days without being charged with a crime.

Thai security forces cooperated with the United States and with other countries to deny safe

haven to terrorists within their borders. In the past, Thailand has served as a transit point for
regional terrorists, as evidenced by the 2003 capture in central Thailand of Nurjaman Riduan bin
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Isomuddin (a.k.a. Hambali), JI's operations chief and the architect behind the 2002 Bali
bombings.

Thai police and security officials participated in a series of U.S. training programs sponsored
through the Antiterrorism Assistance (ATA) program, the Force Protection Detachment (FPD),
and the International Law Enforcement Academy (ILEA) in Bangkok. Training modules
included post-blast and crime scene investigation courses, and the Antiterrorism Executive
Forum. U.S. and Thai militaries cooperated in a series of training events designed to build
counterterrorism capacity to respond to terrorist acts. These events culminated around the Cobra
Gold 2008 Joint-Combined Military Training Exercises, in which peacekeeping, humanitarian
assistance, and disaster relief were for the first time combined to respond to the changing nature
of the security environment in Southeast Asia.

Thailand has been an active and cooperative partner in combating WMD terrorism, and is a
participant in the Container Security Initiative (CSI) and the Megaports Initiative. Working
through the Embassy’s Export Control and Border Security (EXBS) program, Thailand
participated in port and border security programs, and programs to strengthen Thailand’s
controls on the export of munitions, dual use goods, and related technologies. The Thai
government participated in EXBS assistance assessments at the ports of Laem Chabang,
Bangkok, and Chiang Saen; a border crossing assessment at Mae Sai; and a Seaport Interdiction
Training at Laem Chabang. Thai officials participated in workshops on Strategic Trade Controls
and attended a conference on international transshipment issues held in Tangier, Morocco. he
Thai government, led by the Ministry of Commerce, stood up an Export Control Working Group
in March and began examining better ways to automate its strategic trade licensing system.

The Thai Anti-Money Laundering Office (AMLO) was the center for interdicting terrorist
finance, and is Thailand's official Financial Intelligence Unit. Thailand has been a member of the
Financial Action Task Force’s Egmont Group since June 2001. AMLO, the Bank of Thailand
(the central bank), and the Securities and Exchange Commission, are empowered to supervise
and examine financial institutions for compliance with anti-money laundering/counterterrorist
financial laws and regulations.

In October 2007, the Ministry of Finance issued new regulations governing cross border cash
carrying, bringing Thailand into line with the Financial Action Task Force Special
Recommendation on Terrorist Financing. In January 2008, it issued a regulation stipulating that
persons traveling in and out of the country carrying more than USD 20,000 must declare the
amount to Thai customs. In August, the Bank of Thailand reissued instructions to financial
institutions (Thai and foreign commercial banks, finance companies, and asset management
companies) to adopt “know your customer and customer due diligence” procedures in order to
comply with FATF recommendations on Anti-Money Laundering and Combating the Financing
of Terrorism.

The Thai government cooperated on the extradition of international arms dealer Victor Bout,

who is under federal indictment in New York for conspiring to sell millions of dollars worth of
weapons to the Revolutionary Armed Forces of Colombia (FARC). Bout was arrested in
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Bangkok in March, and his extradition proceedings remained ongoing. U.S. and Thai authorities
have cooperated extensively throughout the investigation and extradition proceedings.

Thailand participated actively in international counterterrorism efforts through the Asia Pacific
Economic Cooperation (APEC), the Association of Southeast Asian Nations (ASEAN), the
ASEAN Regional Forum (ARF), and other fora. In January 2007, Thailand became a signatory
to the ASEAN Convention on Counterterrorism; the Thai Cabinet approved the convention’s
ratification, and it was ratified by the Foreign Minister in February 2008.

Europe and Eurasia Overview

“So, the question is how - at one and the same time - we can ensure we give no quarter to
terrorism and organized crime, while still advancing the liberties our society is founded upon...
The British way cannot be a head-in-the-sand approach that ignores the fact that the world has
changed with the advent of terrorism, which aims for civilian casualties on a massive scale and
which respects not only no law, but also no recognizable moral framework. Instead, it must be an
approach that is prepared to make the difficult decisions to protect our security — not by ignoring
the demands of liberty but always at the same time doing everything we can to protect the
individual from unfair or arbitrary treatment.”

--Gordon Brown, Prime Minister of the United Kingdom
Speech on Security and Liberty
June 17, 2008

European countries improved their capabilities to counter the terrorist threat, foiled several
significant terrorist plots, and prosecuted and jailed terrorist suspects. European governments
were increasingly concerned and sought greater understanding of the process of "radicalization”
and how to prevent it. Toward that end, European governments continued their efforts at
outreach to domestic Muslim communities and made attempts to gain support from those
communities to counter the appeal of violent extremist ideology.

European nations continued to work in close partnership with the United States against a terrorist
threat characterized by both external and, increasingly, internal components. The contributions of
European countries in sharing intelligence, arresting members of terrorist cells, interdicting
terrorist financing, and logistics were vital elements in the global effort to combat terrorism and
violent extremism.

The United States and European Union continued to cooperate closely to counter terrorism. At
the June 2004 U.S.-EU Summit, the sides agreed on a Declaration on Combating Terrorism that
renewed the transatlantic commitment to develop measures to maximize capacities to detect,
investigate, and prosecute terrorists; prevent terrorist attacks; prevent access by terrorists to
financial and other economic resources; enhance information sharing and cooperation among law
enforcement agencies; and improve the effectiveness of border information systems. These
commitments were reaffirmed at the 2008 Summit, and work continued on the implementation,
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and, in particular, the ratification of mutual legal assistance treaties intended to advance
transatlantic cooperation.

European nations were active participants in a variety of multilateral organizations that
contribute to counterterrorist efforts, including the G8, NATO, the Financial Action Task Force,
the Global Initiative to Combat Nuclear Terrorism, the Organization for Security and
Cooperation in Europe (OSCE), the International Maritime Organization, and the International
Civil Aviation Organization. The United States worked with its international partners through
multilateral organizations to establish and implement best practices, build the counterterrorism
capabilities of "weak but willing" states, and help counter terrorism globally. OSCE members
committed themselves to becoming parties to the 13 international terrorism conventions and
protocols, to work together to modernize travel documents and shipping container security, to
prevent and suppress the financing of terrorist organizations, and to implement UNSC
Resolution 1540 to counter WMD (related materials and the means of delivery) proliferation.

Terrorist activity and the presence of terrorist support networks in Europe remained a source of
serious concern. Efforts to combat the threat in Europe were sometimes slowed by legal
protections that made it difficult to take firm judicial action against suspected terrorists, the
absence of adequate legislation, or standards of evidence that limited the use of classified
information in holding terrorist suspects. Terrorists also sought to take advantage of the ease of
travel among Schengen countries. At times, some European states have not been able to
prosecute successfully or hold some of the suspected terrorists brought before their courts — a
product, in part, of insufficient measures to use intelligence information in judicial proceedings.
The EU as a whole remained reluctant to take steps to block the assets of charities associated
with HAMAS and Hizballah.

No major terrorist attacks took place in Europe in 2008, but arrests in Italy, Spain, France,
Belgium, the UK, Turkey and other countries brought home the scope of the challenge facing
European governments and security forces. The level of threat in Western Europe remained high,
particularly in the Netherlands, Denmark, Germany, France, and Belgium. The deaths of
Swedish extremists in Somalia and Irag and the first-ever German-born suicide bomber in
Afghanistan highlighted the global nature of the threat and the ease with which extremists can
travel to conflict areas.

Cooperation with and among European law enforcement agencies remained vital for
counterterrorism successes, and judicial proceedings in countries across Europe resulted in the
successful convictions of several terrorist suspects. France and Spain continued to cooperate
effectively against Basque Fatherland and Liberty (ETA), scoring major successes including the
arrests of ETA alleged political and military chiefs. Germany and other European countries
continued to maintain pressure on the militant Kurdish nationalist group Kurdistan Workers’
Party (PKK), which raised funds, often through illicit activity, to support violence in Turkey.
Cooperation between France and Belgium led in December to the arrests to 23 persons allegedly
connected to al-Qa’ida (AQ). German courts also convicted suspects for activities connected to
organizations ranging from AQ and the Islamic Jihad Union, to the PKK. A Danish court
convicted Hammad Khurshid, a Pakistani-born Danish citizen, and an accomplice for conspiring
to commit terrorism. Italian authorities addressed similarly broad challenges, arresting, charging,
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and convicting suspects linked to Islamic extremism, the Tamil Tigers, and violent left and right-
wing fringe groups. Recent court decisions have called into question the European Council’s
regulations for implementing asset freezes against terrorists and supporters of terrorism,
including those who have been designated by the UN. Trials in Belgium in the case of Bilal
Soughir and five other men suspected of having recruited and trained terrorists for suicide attacks
in Iraq resulted in convictions with sentences between ten and two years; all of the sentences
were later reduced on appeal. There were also other appeals - an appeals court in The
Netherlands acquitted the seven members of the Hofstad terrorist group of participating in a
criminal and terrorist organization, though the convictions of three terrorists were upheld, and
the prosecution appealed the acquittals to the Supreme Court. In Spain, the Supreme Court
acquitted on appeal four of the 21 convicted defendants in the Madrid train bombings trial who
had been sentenced in October 2007.

Albania

Albania pledged to increase its contribution of troops to Afghanistan, froze bank accounts related
to money laundering and terrorist financing, and aggressively worked with the United States and
other countries to combat terrorism. Albania made progress in identifying vulnerabilities at land
and sea borders, but the government and police forces continued to face challenges to enforce
border security fully and combat organized crime and corruption.

On January 14, the criminal trial began against Hamzeh Abu Rayyan, the suspected
administrator for UNSCR 1267 Committee-designated terrorist financier Yassin Al-Kadi, who is
charged with hiding funds used to finance terrorism. This marked the first ever criminal terrorist
finance-related trial in Albania; the trial was ongoing at year’s end. A civil suit filed by al-Kadi
to release his assets from seizure was dismissed, was then refiled in July, and again was
dismissed by the court in September. Al-Kadi's company, Loxhall, also filed a lawsuit in April,
aimed at annulling the Council of Ministers' decision as well as the two orders of the Ministry of
Finance related to the administration of seized terrorism assets.

Although no new groups' assets were frozen this year under Albania's Terrorism Financing
Freeze law, as of October, the Ministry of Finance claimed that it maintained asset freezes
against six individuals and 14 foundations and companies on the UNSCR 1267 list. Despite this
progress, the effectiveness of the government's counterterrorist financing effort was undermined
by a lack of data-processing infrastructure and an inadequate capability to track and manage
cases properly.

Armenia

Armenia’s counterterrorism partnership with the United States included granting blanket over-
flight clearance and ad hoc landing rights to U.S. military aircraft, deployment of a peacekeeping
contingent to Iraq in support of Operation Iraqi Freedom (OIF), and participation in bilateral
assistance programs that strengthened the government’s capacity to monitor illicit financial flows
and confront trafficking in hazardous substances. Widespread corruption, however, continued to
hamper full implementation and enforcement of laws that would improve Armenia’s
counterterrorism posture and response capability.
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In response to a Government of Iraq notice that it would not require the same level of
international security assistance in 2009, the Armenian 46-man peacekeeping contingent re-
deployed in October after successfully completing its assigned missions. Since then, the
Armenian Ministry of Defense has expressed active interest in sending a peacekeeping
contingent to Afghanistan in support of the International Security Assistance Force.

Armenia was an active participant in several bilateral and multilateral assistance, security, and
training initiatives targeted at strengthening its ability to combat terrorist financing and the
smuggling of illicit and hazardous materials. These initiatives included: the Global Initiative to
Combat Nuclear Terrorism, the Nuclear Smuggling Outreach Initiative, the Biological Threat
Reduction Program, and related training programs sponsored by the resident offices of Export
Control and Border Security and the Organization for Security and Cooperation in Europe
(OSCE).

By December, Armenia had achieved measured progress in implementing border security and
anti-trafficking measures. These measures included: the installation of Radiation Portal Alarms
at all land ports of entry and at its main airport; the installation of sensors for and increased
monitoring of Armenia's green border with Georgia; and the Armenian Border Guard Service
expected to have full connectivity of its automated Border Management Information System
(BMIS) with all points of entry, which would reduce the possibility of passport and visa fraud.
(Note: The BMIS contains criminal and terrorist watchlists as updated by the Republic of
Armenia's Police and National Security Service.)

In May, Armenia revised its law on Combating Money Laundering and Terrorism Financing.
This revision significantly expanded the range of reporting entities required to report suspicious
transactions to the Financial Monitoring Center (FMC), a specialized intelligence unit within the
Central Bank that is responsible for combating money laundering and terrorism financing. The
FMC continued to share information internationally with other FI1Us through its membership in
the Egmont Group. To date, no transactions involving watchlist designees or other suspected
terrorist financing cases have been uncovered.

Armenia continued to demonstrate interest in strengthening its ties with Iran. In May, Armenia
declared support for expanding joint projects in the energy and transportation sectors. This was
followed by the visits of at least two cabinet-level officials to Tehran in the fall to discuss
cooperation in security, political, economic, and cultural spheres. In a reciprocal visit, Armenia
hosted the Deputy Secretary of Iran's Security Council in December to discuss bilateral
cooperation further. As a result of the increased diplomatic activity, Armenia continued to be
reluctant to participate in international efforts that criticized or placed pressure on Iran for its
non-compliance on issues related to nuclear proliferation and terrorist financing.

Austria
Sympathizers of jailed Kurdistan Workers’ Party (PKK) leader Abdullah Ocalan were believed

to have been behind the October arson attacks against the Turkish consulate in Salzburg and
Turkish associations in Vienna and Graz. In a separate incident, also in October, Kurdish
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demonstrators unsuccessfully tried to force their way onto the UN premises in Vienna. In
March, a wanted PKK activist and Ocalan confidante, Ayfer Kaya, transited Austria and was
subsequently arrested in Bavaria.

Austria fulfilled its obligations to freeze assets, pursuant to UN Security Council sanctions and
EU Clearinghouse designations, but did not initiate any freezing actions independently. At the
end of 2007, in order to implement the EU's Third Money Laundering Directive, the Austrian
Parliament approved amendments to the Stock Exchange Act, the Securities Supervision Act, the
Insurance Act, the Business Code, and Austrian laws governing lawyers and notaries. In the first
half of 2008, it made amendments to the Gambling Act and the law governing accounting
professionals. These introduced stricter regulations regarding customer identification procedures,
including requiring customer identification for all transactions of more than USD 21,400 for
customers without a permanent business relationship, as well as examining businesses suspected
of money laundering, terrorist financing, and non-face-to-face transactions.

On August 28, Austria’s Supreme Court ordered the case of Muhammad Shawqj, to be re-tried
because the prosecutor did not present arguments to the jury in as clear a language as required by
law. On March 13, a Vienna court had sentenced Shawgi and his wife to prison for belonging to
a terrorist organization with links to al-Qa'ida and of trying to blackmail the Austrian
government. Shawqi allegedly sent email threats to the Austrian and German Governments
demanding they withdraw their forces from Afghanistan or face unspecified terrorist attacks.

In November, the Vienna public prosecutor suspended criminal investigations against
representatives of the Palestinian Association in Austria, an organization on the U.S. Treasury
Department’s Office of Foreign Assets Control’s Specially Designated Nationals list. The
prosecutor stated that he was unable to establish proof of terrorist financing or membership in a
terrorist organization. In August, a Vienna court ruled that the government should unfreeze about
USD eight million from a bank account belonging to the Abu Nidal terrorist group. The court
determined there was insufficient evidence that the money was connected to terrorism or would
be used to support terrorism. The ruling was under appeal at year’s end.

Austria's Bureau for the Protection of the Constitution and Counterterrorism expressed concern
about radicalization and singled out a handful of suspected extremist mosques in Vienna for
monitoring. The Bureau also continued to monitor the Egyptian Islamic Jihad movement, certain
radicalized converts to Islam, and suspected Afghan extremists entering Austria as asylum
seekers. Media sites monitored by the BVT include the Global Islamic Media Front and the as-
Sahab Foundation for Islamic Media Publications.

The Austrian government worked to implement the Pruem Treaty, which involves the exchange
of DNA, fingerprint, and vehicle data between government agencies, and was designed, in part,
to identify terrorism suspects.

The Government of Austria convened a number of international conferences under its Dialogue

Between Cultures and Religions program, which were attended by government and religious
leaders from around the world. In December, an international group of women activists founded
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Sisters Against Violent Extremism (SAVE), an antiterrorism organization headquartered in
Vienna that seeks to develop a network of women who have been victims of terrorism.

As a country participating in the Visa Waiver Program (VWP), Austria continued to comply with
requirements in the VWP law related to information sharing and other law enforcement and
counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

Azerbaijan

Azerbaijan and the United States have a strong record of cooperation on counterterrorism issues
that predates the September 11, 2001 attacks. Azerbaijan, located on the crucial air route to
Afghanistan, has granted blanket overflight clearance, engaged in information sharing and law-
enforcement cooperation, and approved numerous landings and refueling operations at Baku's
civilian airport in support of U.S. and Coalition military operations. Azerbaijan supported
peacekeeping operations in Irag from August 2003 to November 2008 with an infantry company
of approximately 150 soldiers stationed at the Haditha dam. A platoon of Azerbaijani soldiers
has served in Afghanistan since November 2002 and Azerbaijan is preparing to increase its
contingent to 90 personnel, including medical and civil affairs specialists. Through tailored
Export Control and Related Border Security and Cooperative Threat Reduction programs,
Azerbaijan cooperates with the United States to strengthen its capacity to secure its land and
maritime frontiers against terrorist exploitation for the movement of people and materiel.

Azerbaijan is a logical route for extremists with ties to terrorist organizations, including several
organizations which have been “inspired” or directed by Iran. These groups have sought to move
people, money, and materiel through the Caucasus, but the government has actively opposed
them and has had some success in reducing their presence and hampering their activities.
Azerbaijan has taken steps to combat terrorist financing and identify possible terrorist-related
funding by distributing lists of suspected terrorist groups and individuals to local banks. The
Council of Europe, however, has issued a negative assessment of Azerbaijan’s anti-money
laundering reform effort thus far through its Committee of Experts on the Evaluation of Anti-
Money Laundering Measures and the Financing of Terrorism mechanism. The government's
draft law on money laundering, with the objective of creating an anti-money laundering and
counterterrorist finance regime, including reporting requirements, a Financial Intelligence Unit,
and other components as defined by international standards, was in an advanced stage of the
legislative process at year’s end. In anticipation of future adoption of this law, the USG has
trained prosecutors, investigators, and judges on implementing anti-money laundering and
counterterrorism financing law enforcement techniques.

On August 17, an unknown assailant or assailants attacked Baku's main Sunni mosque with
grenades, killing three and wounding eight. The government closed the mosque after the attack.
In late October, a Baku court ordered the mosque reopened, but soon reversed itself. The
government detained thirteen suspects in late August and early September in connection with the
attack. In its September 2 public statement on the attack, the Ministry of National Security
alleged that Ilgar Mollachiyev, an Azerbaijani citizen associated with extremist activities in
Russian region of Dagestan, and his brother-in-law Samir Mehtiyev had masterminded the
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attack. Mollachiyev was killed by Russian security forces in Dagestan in September. The
mosque remained closed and the investigation into the attack is ongoing.

Belgium

Belgium continued to strengthen its capacity to respond to the threat of terrorism, developing
new institutions over the past several years to coordinate the Belgian government's effort to use
and share information to combat terrorism, maintain vigilance of persons and groups of concern,
and actively work to prevent terrorist financing. In December, a major operation leading to the
arrest of 15 suspected terrorists demonstrated the Belgian government’s will and capacity to take
effective action.

In October 2007, hearings began in the case of Bilal Soughir and five other men suspected of
recruiting and training terrorists for suicide attacks in Iraq, including Muriel Degaugue, a
Belgian national who, in 2005, blew herself up in a failed bomb attack in Iraq. Federal
authorities planned ongoing reviews of court rulings to gauge what acts and groups could be
prosecuted successfully under the 2003 legislation and what types of sentences could be
imposed. On January 10, 2008, the verdicts ranged between 10 years for the leader, Bilal
Soughir, five years for three of his accomplices, and lesser sentences for two others. All of the
verdicts were later reduced on appeal to roughly half of the original sentences.

Belgian police and security agencies have used legislation enacted in recent years to improve
information collection on alleged extremists and suspected terrorists. Belgium's Coordinating
Body for Threat Analysis (OCAM/OCAD) was on its way to becoming fully operational. OCAM
operates under the joint authority of the Justice and Interior Ministers and includes
representatives from the external and internal services, the Federal Police, Customs, and the
Ministries of Transport, Finance, and Foreign Affairs. It facilitates the exchange of information
among all governmental counterterrorism bodies and develops common threat analyses on the
basis of such information exchanges.

Belgian authorities have the ability to create a national list of terrorist entities, separate from UN
and EU lists, coordinated by OCAM, including financiers and suspected financiers of terrorism.
This information allowed Belgian authorities to develop and apply a national capacity to freeze
assets, in addition to UN- and EU-mandated asset freezes that Belgium already implements.
Belgian cooperation on security programs such as the Container Security Initiative, Megaports,
and export controls was excellent.

Belgian authorities reviewed and updated emergency action plans to prepare for and respond to
potential attacks, including bioterrorism. On a local level, authorities instituted drills of rapid
alert systems and reviewed critical infrastructure support, civil protection, and medical assistance
procedures. Federal and local authorities participated in a U.S. European Command (EUCOM)
Weapons of Mass Destruction Consequence Management exercise, furthering U.S.-Belgian
cooperation in this area. Police and private sector working groups targeted terrorists, the
financing of terrorism, and terrorist use of the Internet.
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Belgium increased its significant military contribution to the International Security Assistance
Force in Afghanistan, where it deployed a force of about 400 troops. The main force protected
Kabul airport and some personnel were deployed at the German-led Provisional Reconstruction
Team in Kunduz. Belgium contributed approximately USD 47 million toward Afghan
reconstruction and promised to boost its support for reconstruction and development, totaling
approximately USD 65 million to be disbursed over the next four years. Assistance to Iraq
included expanded participation in the Jordan International Police Training Center in Amman
(which subsequently closed in September), training for Iragi diplomats and magistrates in
Belgium, and training for Iragi servicemen in Abu Dhabi, in cooperation with Germany.

Belgian authorities remained concerned about potential terrorist activities involving groups from
Algeria and North Africa and have investigated groups such as the Moroccan Islamic Combatant
Group; the People’s Revolutionary Liberation Party Front (DHKP/C), a far right group with links
to neo-Nazi groups; and a cell suspected of training members for attacks in Irag. The PKK is a
known presence with television production studios in Denderleeuw, Belgium. Belgium fined the
studios, made several arrests, and effectively shut them down.

Belgium continued to take action in response to EU and UN Security Council actions to freeze
suspected terrorist assets and examined steps to improve its ability to combat and control terrorist
financing.

In December 2007, Belgian officials arrested and quickly released 15 persons who had
reportedly threatened to attack unspecified Belgian targets, which led to an increased level of
alert and the closing of trash cans at major tourist locations. While Belgian media and public
opinion were quite critical of the perceived over-reaction, the subsequent year-long investigation
led to the December 2008 arrest of 15 suspected terrorists.

As a country participating in the Visa Waiver Program (VWP), Belgium continued to comply
with requirements in the VWP law related to information sharing and other law enforcement and
counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

Bosnia and Herzegovina

Despite ethnic polarization and disputes among Bosnian political leaders that hindered the
functioning of state government, Bosnia and Herzegovina's law enforcement organizations
cooperated with the United States on international counterterrorism issues. Bosnia remained a
weak, decentralized state with poor interagency communication and competing security
structures. Efforts by Republika Srpska officials to undermine state-level institutions slowed
efforts to improve operational capabilities to combat terrorism and terrorist financing. These
factors, combined with political interference in law enforcement, resulted in Bosnia being
vulnerable to exploitation as a potential staging ground for terrorist operations in Europe.

The State Investigation and Protection Agency (SIPA) is the state-level Bosnian law enforcement
agency with primary responsibility for counterterrorism operations, but SIPA's capacity was
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limited. The government filled the position of SIPA Director in December 2007 after a vacancy
that lasted almost a year.

The issue of terrorism in Bosnia, including terrorism threat analysis and counterterrorism
operations, continued to be politicized. Consequently, Bosnian capabilities and potential for
independent action at the state level did not improve as much as hoped. However, the state-level
intelligence service provided excellent cooperation and Bosnian authorities were generally
responsive to U.S. counterterrorism cooperation requests.

Some former members of the mujahedin brigade®, whose citizenship was revoked by the
Citizenship Review Commission, have pursued appeals of these decisions that remained
unresolved. In the case of Abu Hamza al-Suri (Imad al-Husayn), the Bosnian Constitutional
Court issued a ruling that upheld lower court decisions stripping him of his Bosnian citizenship.
The Constitutional Court did, however, return one portion of Hamza's appeal to the State Court
to consider whether deportation and possible resulting family separation would violate his human
rights. The court had not adjudicated this case as of December 2008.

In March, a group of five individuals with alleged ties to extremists, led by Rijad Rustempasic,
was arrested for possession of arms and explosives. For reasons that remain unknown, charges
against the defendants were dropped in May and the defendants were released from custody.
Investigation of this case continues.

The Bosnian organization Aktivna Islamska Omladina (Active Islamic Youth, or AlO)
experienced fractures among its leaders and is no longer an officially registered organization in
Bosnia. However some former members continued to spread extremist doctrine. These former
members maintained links with extremists in Western Europe and the United States.

In December, Bosnia successfully concluded its mission in Iraq with the redeployment to Bosnia
of its Emergency Ordnance Disposal (EOD) team and infantry platoon for fixed site security.
Through eight rotations to Irag, the EOD team reduced the threat of unexploded ordnance and
excess ammunition.

Bulgaria

In November, the Bulgarian Council of Ministers approved a National Action Plan against
terrorism to prevent terrorist acts within Bulgaria and against Bulgarian citizens, against
installations and contingents abroad, and to counter possible terrorist activities among the
Bulgarian population. The new Counterterrorism Coordination Centre at the State Agency for
National Security (DANS) will be the national hub for the suppression of international terrorism
and coordinates interaction among Bulgarian ministries and with relevant counterterrorism
structures of the EU and NATO.

Bulgaria’s religious leaders, including the leaders of the nation’s Muslim community, spoke out
strongly against extremism and terrorism.

® Bosnian mujahedin brigade were foreign Muslim volunteers who fought on the Bosnian government side during
the 1992-1995 Bosnian war.
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During the year, a total of 20 Bulgarian officials attended Department of Defense
counterterrorism training in the United States or in Bulgaria’s neighboring countries through the
Embassy’s Office of Defense Cooperation under the Counterterrorism Fellowship Program
(CTFP). CTFP training focuses on counterterrorism issues taught in residential courses in the
United States or through Mobile Training Teams in Europe. The officials included military
officers and civilians from the Ministry of Defense, the Ministry of the Interior, and DANS. The
CTFP program total for FY 2008, including both direct allocation and EUCOM discretionary
funding, amounted to $252,417.

At the request of the Government of Irag, Bulgaria concluded its participation in Operation Iraqi
Freedom (OIF) on December 17. Its 2008 OIF contribution consisted of a 153-soldier
contingent, initially at Camp Ashraf but transferred to Camp Cropper in April. Bulgaria also
contributed two officers to the NATO Training Mission in Irag. In Afghanistan, Bulgaria
continued to increase participation in the International Security Assistance Force, where it
deployed an additional 50 soldiers to take responsibility for one of the Entry Control Points to
Kandahar Airfield, bringing its total, in country, to 470 with the bulk in Regional Command—
South. Bulgaria had an infantry company and an infantry platoon in Kabul, an infantry company
at Kandahar Airfield, one medical team in Kabul and two in Herat, and two officers serving with
the Hungarian Provincial Reconstruction Team in Pol-e Khomri.

In 2008, Bulgaria signed and ratified the counter-WMD Agreement to permit the U.S. Defense
Threat Reduction Agency to provide training and equipment for law enforcement entities to
enhance customs and border guards’ ability to detect, interdict, identify, investigate, and respond
to the illicit trafficking of WMD and related materials. The Government of Bulgaria also signed
and ratified the “Second Line of Defense” Agreement to permit the U.S. Department of Energy
to install radioactivity detectors at Bulgarian seaports, airports, and border crossings.

DANS came into force on January 1, 2008 and combined the National Security Service, the State
Agency for Protection of Classified Information, the Military Counterintelligence organization,
and the Financial Intelligence Agency (now the Financial Intelligence Directorate). In addition to
its primary mandate of counterterrorism and counterintelligence, DANS is also charged with
fighting organized crime, money laundering, and high-level corruption. After a promising start at
the beginning of 2008, DANS’s reputation rapidly declined and hit a low in September and
October following a series of scandals and the apparent politicization of high-profile disputes
that led to the dismissal and resignation of several senior intelligence professionals.

The DANS law limited the Financial Intelligence Directorate’s (FID) effectiveness and
autonomy of FID by changing its status from an independent agency within the Ministry of
Finance to a directorate within the DANS. Some of the FID’s previous authorities were removed
from the law and included only in regulations, further diminishing the FID’s status; other
authority was assigned to the Director of DANS, but not expressly to the FID, thereby de facto
limiting its ability to compel de jure compliance by banks. In addition, discrepancies between the
Law on Measures against Money Laundering (LMML) and the law creating DANS created
uncertainty regarding the FID’s inspections and sanctioning authorities, including its ability to
perform anti-money laundering on-site inspections. The anti-money laundering and anti-terrorist
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financing activities of FID-DANS were suspended from January 1 to May 1 because of
legislative changes in the national legal framework.

Internal reorganizations notwithstanding, FID remained vigilant against terrorist financing and
continued to cooperate with the USG on identifying and investigating terrorist assets. The FID
reliably distributed lists of individuals and organization linked to terrorism to all of the banks in
Bulgaria, the Ministry of Interior, Customs, and the Border Police. The FID has been responsive
to all mandated UNSCR-designated terrorist organizations, and has also been very supportive
and cooperative on USG designated individuals and organizations. The FID has advised the
banking sector to use the Department of Treasury Office of Foreign Assets Control (OFAC)
website as a reliable information resource for individuals and organizations associated with
terrorism. FID also continued to provide feedback, including information on the response level
of Bulgaria’s banks, to the U. S. Treasury Department’s Financial Crimes Enforcement Network.

Croatia

In December, Croatia passed a new national strategy for the prevention of terrorism which will
enhance Croatia's ability to cooperate in international counterterrorism efforts. Also in
December, Croatia, in its Presidency of the UN Security Council, chaired an open debate on
"Threats to International Peace and Security Caused by Terrorism," which resulted in a UN
Presidency Statement condemning terrorist acts and advocating the advancement of international
efforts to combat terrorism.

Croatia was in the initial phases of introducing biometric passports, but border security remained
a challenge. Border patrol forces were limited by a lack of personnel and training to cover a 750
mile border with Serbia, Montenegro, and Bosnia. Monitoring the country's 6,000 miles of
coastline posed similar problems. As Croatia prepared to join the European Union it was
engaged in ongoing reforms of its judiciary to enhance the government's ability to arrest and
prosecute criminals of all varieties, including terrorists.

Croatian law-enforcement institutions cooperated well with U.S. counterterrorism initiatives and
participated in training from the International Law Enforcement Academy in Budapest, Hungary;
the Antiterrorism Assistance program; and U.S. Marshals. The Croatian government has
increased its contribution to the International Security Assistance Force in Afghanistan from 200
to 300 soldiers. These troops serve as military police, medical support, force security, and in
liaison and training roles.

Cyprus

Cyprus took a clear stand against international terrorism and generally supported U.S.
counterterrorism efforts. The government continued to allow blanket overflight and landing
rights to U.S. military aircraft supporting operations in Iraq and Afghanistan. Cyprus was
responsive to efforts to block and freeze terrorist assets, implemented Financial Action Task
Force (FATF) recommendations, and conformed to European Union counterterrorism directives.
On August 9, Cypriot authorities arrested Aslan Tayfun Ozkok, a wanted People’s Revolutionary
Liberation Party Front (DHKP-C, formerly Dev-Sol) member, who was transiting Cyprus from
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Syria. Ozkok, whom Turkey had placed on red Interpol notice for high crimes committed on
behalf of DHKP-C, was subsequently sentenced to eight months in prison in Cyprus for traveling
on false documentation.

Cyprus's legal framework for investigating and prosecuting terrorist-related activity remained
relatively weak. The United States and Cyprus cooperated closely on terrorist financing and
money laundering issues. The Cypriot Anti-Money Laundering Authority (MOKAS)
implemented new UNSCR 1267 and 1373 Committee decisions immediately and informally
tracked suspect names listed under U.S. executive orders.

While Cypriot agencies responsible for nonproliferation assess only a small risk of illicit
materials moving through transit cargo, the United States continued to push for increased
maritime cooperation. The Embassy organized and executed training programs to assist Cyprus
to create a stronger export control regime and to pursue more proactive nonproliferation
enforcement.

The de facto division of Cyprus since 1974 into Greek Cypriot- and Turkish Cypriot-dominated
sectors has precluded counterterrorism cooperation between law enforcement authorities in both
communities, and between Cyprus and Turkey. The largely porous, lightly-patrolled “green line”
separating the two sides is routinely exploited for trafficking people, narcotics, and other illicit
goods, and is vulnerable to penetration by terrorist groups. Regular ferry service that began in
October 2007 between Latakia, Syria, and Famagusta, in the area administered by Turkish
Cypriots, continued to facilitate increased illegal migration into Cyprus and the wider EU.

In the Turkish Cypriot-administered area, issues of status and recognition inevitably restricted
the ability of authorities to cooperate on counterterrorism. Turkish Cypriots cannot sign treaties,
UN conventions, or other international agreements, and lack the legal and institutional
framework necessary to combat money-laundering and terrorist financing effectively. Within
these limitations, Turkish Cypriots cooperated in pursuing specific counterterrorism objectives.
They regularly alerted the USG to apparent money-laundering efforts through Turkish Cypriot
banks by US citizens and in June froze a wire transfer and opened an investigation into the
suspect transaction.

In February, pressure from the international community culminated in the Turkish Cypriot-
administered area being included as a jurisdiction susceptible to money-laundering by FATF, the
global anti-money laundering (AML) body. This designation galvanized Turkish Cypriot
“authorities” and bankers, who quickly passed updated AML “laws” bringing offshore banks
under the authority of the “Central Bank.” A financial investigation unit-equivalent was created
and began operations, and a new “law” that would better regulate casinos was pending at year’s
end. Commercial bankers upgraded their systems for identifying and reporting suspicious
transactions and held seminars for other industries on methods to identify possible money-
laundering activities. In October, FATF welcomed “‘significant progress made in the northern
part of Cyprus in substantially addressing identified AML deficiencies.”

Ethnic Kurdish communities exist on both sides of the island. The Kurdistan Workers’ Party has
a presence in Cyprus. Its activities generally were fundraising and transit en route to third
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countries. Authorities on both sides believed there was little risk the group would conduct
operations on the island.

Czech Republic

Czech authorities continued to cooperate with the United States across a wide spectrum of
security, law enforcement, and military matters as part of its counterterrorism efforts. Whether
protecting the Prague headquarters of Radio Free Europe/Radio Liberty and other U.S. facilities,
providing critical military assistance in Iraq and Afghanistan, or cooperating in criminal
investigations, the Czech Republic remained a steadfast U.S. ally. While intelligence services
continued to do their job well, an ongoing manpower shortage in the police force raised some
concern about the government's ability to effectively respond to a terrorist incident.

The Czech Republic made significant contributions in support of coalition efforts in Afghanistan:
the Czechs deployed a new Provincial Reconstruction Team to Logar and a new Special
Operations task force in support of Operation Enduring Freedom (OEF). They also provided
security to the Dutch PRT in Uruzgan, deployed an Operational Mentoring and Liaison Team to
work alongside the Afghanistan National Air Corps, and continued the deployment of a 100-
person military field hospital based at the Kabul International Airport. The Czechs also took part
in the U.S. efforts to equip the Afghanistan National Air Corps by donating 12 newly
reconditioned Mi-family helicopters. The Czechs deployed over 500 soldiers to Afghanistan in
support of OEF and International Security Assistance Force, which represented a 100 percent
increase from 2007. In Iraq, Czech forces successfully transitioned from providing security in
Basra to helping train the Iraqi Armored Corps in Tadji. In Iraqg, the Czech forces completed their
mission at year’s end, leaving only a small presence at the NATO Training Mission.

On the information sharing front, the Czech Interior Ministry signed a cooperative treaty with the
United States on October 15, establishing the National Contact Point for Terrorism (NCPT) in
Prague. The NCPT is intended as a specialized and centralized analytical and information
gathering unit of the Czech police for combating terrorism. The NCPT will monitor and evaluate
terrorist threats and will cooperate with other law enforcement agencies to detect and prevent
terrorist acts. Within the next three years, the Police Presidium plans to establish a Passenger
Information Unit within NCPT and a National Criminal Bureau that would be partner with
NCPT, with a long term goal of bringing other emergency, law enforcement, and intelligence
agencies under the NCPT umbrella.

A continued shortage of manpower in the police force raised some concern about the
government's ability to effectively respond in the event of a terrorist incident. Since the end of
2007, the police Combating Terrorism and Organized Crime Unit has recruited 40 top level
professionals and provided training, including language training for the new officers. Eighty
more officers are still needed, however.

As a country participating in the Visa Waiver Program (VWP), the Czech Republic continued to
comply with requirements in the VWP law related to information sharing and other law
enforcement and counterterrorism cooperation. This cooperation was further enhanced by the
Implementing Recommendations of the 9/11 Commission Act of 2007.
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Denmark

The Center for Terror Analysis of the Danish Security and Intelligence Service (PET) assessed
that there is a general terrorist threat against Denmark, both from groups and individuals in
Denmark as well as a threat against Danes and Danish interests abroad. The threat comes
primarily from networks, groups, and individuals who adhere to various forms of militant
Islamic ideology, including al-Qa’ida (AQ)-related groups and networks. The February
reprinting of controversial cartoons of the Prophet Mohammed led to increased threats.

While there were no terrorist attacks in Denmark in 2008, a plot to assassinate a leading
journalist was disrupted and several judicial proceedings resulted in convictions of terrorist
suspects. Denmark continued to strengthen its response to the threat of terrorism, fashioning new
institutions in its security services and ministries, improving internal coordination among
antiterrorism offices and promulgating new regulations to deal with terrorism more aggressively.

In 2008, Denmark passed a regulation restricting the sale of hydrogen peroxide. In April, the
Ministry of Refugee, Immigration and Integration Affairs created an office to address the
prevention of extremism. The Cohesion and Prevention of Radicalization Office coordinated
with other ministries.

Denmark worked closely with the United States on UN and other multilateral counterterrorism
efforts, including the Financial Action Task Force, and in international nonproliferation groups,
such as the Proliferation Security Initiative (PSI) and the Global Initiative to Combat Nuclear
Terrorism. Denmark cooperated closely with EU partners and institutions within the field of
counter-radicalization. We note however, that Roj-TV, a Kurdistan Workers’ Party (PKK)-
affiliated media outlet, continued to operate in Denmark.

On February 12, the Danish police arrested two Tunisian nationals on charges of allegedly
plotting to assassinate Mohammed cartoonist Kurt Westergaard. One suspect remained in
custody until August 21, when he voluntarily left the country after PET recommended his
deportation. The second suspect was detained until October 20, when the Supreme Court decided
that there was insufficient evidence to uphold his detainment. The Refugee Appeals Board
blocked his deportation on grounds of possible prosecution in his home country. Danish security
services continued to monitor his whereabouts. In April, the Refugee Board ruled that Denmark
could not deport Muhammad Ezzedine Hamid and Amer lhsan Namik Saeed, two Iragis
suspected of facilitating foreign fighters into Irag, because the Iragi government could not
guarantee their safety if repatriated.

Multiple individuals were prosecuted under terrorist legislation on charges of incitement to
terrorism:

e On October 21, a Danish court sentenced Hammad Khurshid, a Pakistani-born Danish
citizen, to 12 years for conspiring to commit terrorism; and his accomplice, Abdoulghani
Tokhi, an Afghani citizen living in Denmark, to seven years followed by deportation.
Khiirshid was found guilty of bringing bomb manuals to Denmark from an AQ training
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camp in Pakistan. Together with Abdoulghani Tokhi, he was filmed manufacturing a
triacetone triperoxide bomb in 2007.

e On November 18, the Glostrup District Court found a third suspect in the so-called
“Glasvej” case not guilty of allegedly inciting Muslims abroad to kidnap Danish soldiers
and nationals in order to pressure Danish authorities to release Khurshid and Tokhi.

e On September 18, the Danish High Court convicted six individuals of supporting
terrorism by transferring a portion of the proceeds of the sale of T-shirts to the Popular
Front for the Liberation of Palestine and the Revolutionary Armed Forces of Colombia.

In 2007, a Danish court acquitted the suspects in the group but the acquittal was
overturned in 2008. Two suspects received six-month sentences, two received four-month
suspended sentences and two received 60-day suspended sentences.

The Danish government increased its troop deployment to Afghanistan, raising its forces to more
than 700 as part of the International Security Assistance Force. Most of these are engaged in
NATO’s Helmand Province in southern Afghanistan.

As a country participating in the Visa Waiver Program (VWP), Denmark continued to comply
with requirements in the VWP law related to information sharing and other law enforcement and
counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

Estonia

As a member of the International Security Assistance Force in Afghanistan, Estonia contributed
one motorized infantry company plus staff officers (140 soldiers) to the U.K.-led provincial
reconstruction team in the Helmand Province. Estonia has maintained a constant presence in lraq
since 2003, to include one infantry platoon consisting of 35 soldiers to participate in combat
operations in Irag in 2008. In addition, three staff officers served in the NATO-led training
mission in Irag.

Estonia actively enforced all EU laws regarding counterterrorism and cooperated fully with the
United States in law enforcement matters.

The Government of Estonia installed radiation monitors at Narva, on its eastern border with
Russia. New Estonian passports issued since May 2007 (including “alien” passports issued to
stateless residents of Estonia) have the latest in biometric security features, including an
embedded computer chip containing biometric information.

The Government of Estonia’s antiterrorism council is responsible for its counterterrorism
policy’s basic principles and action plan. The council consists of representatives from the
Ministries of Defense, Justice, Foreign Affairs, Economic Affairs and Communication, Internal
Affairs (which include Security Police and Central Criminal Police) and the State Chancery's
National Security Coordination Office. The Ministry of Internal Affairs heads the council. On
January 28, the new Money Laundering and Terrorism Financing Prevention Act (MLTFPA)
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came into force. The new legislation maintains the principles of the money laundering and
terrorist financing regime provided for by the 1999 Money Laundering Prevention Act (MLPA),
and the amendments made to it from 2000 to 2007. The new legislation also harmonizes
Estonian law with EU standards and brought Estonia’s money laundering regime into total
compliance with the Financial Action Task Force recommendations.

As a country participating in the Visa Waiver Program (VWP), Estonia continued to comply
with requirements in the VWP law related to information sharing and other law enforcement and
counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

Finland

The Government of Finland focused on economic, social, and development aid projects aimed at
addressing the conditions that terrorists exploit. Finland maintained its annual contribution of
approximately $15 million in development assistance to Afghanistan, synchronizing
reconstruction support in Afghanistan with other donors and announcing new Rule of Law
(particularly police), governance, humanitarian, and counternarcotics assistance initiatives.

Finnish and American officials shared counterterrorism information effectively, including a wide
range of information on threat assessments, terrorist networks, and government responses to
both. The Finnish government continued to participate actively in ongoing EU efforts to remove
institutional barriers to counterterrorism cooperation.

During Finland's 2008 OSCE Chairmanship, it supported UN activities and sought ways to
intensify international co-operation in combating terrorism within the OSCE. It used legislative
and regulatory mechanisms to keep a close watch over potential terrorist cells or financial
support operations and to interdict their activities within the country. In May, Finland tightened
its terrorism prevention law, criminalizing planning and support for terrorism. Finland upgraded
port and border security to monitor more traffic. In cases when another government presented a
legal request for action or when an individual or organization was suspected of having
committed an offense within Finland's borders, Finland had available regulations that allowed it
to freeze assets without prior UN or EU action.

Finland engaged in significant efforts to mitigate the social and economic factors that might lead
members of the country's small (less than 2 percent) population of foreign-born residents to
adopt extremist ideologies. It carried out programs to help immigrants find jobs and integrate
into Finnish society, and it encouraged religious and ethnic tolerance through a variety of
legislation, government-funded social programs, and ombudsmen's offices.

Finland provided approximately 100 troops in Afghanistan in support of ongoing
NATO/International Security Assistance Force operations.

As a country participating in the Visa Waiver Program (VWP), Finland continued to comply
with requirements in the VWP law related to information sharing and other law enforcement and
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counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

France

France was one of a number of major European countries combating terrorism at home and
abroad, although it has not suffered a significant terrorist incident in recent years. Local Corsican
separatists, Basque Fatherland and Liberty (ETA) members, and ultra-left anarchist factions have
been responsible for the majority of recent incidents French authorities have classified as
terrorism. The number and violence of ETA and Corsican attacks in France have continued their
downward trend, but France remained a target for al-Qa’ida in the Islamic Maghreb (AQIM),
which posed a considerable threat to French interests, underscored in statements made by al-
Qa’ida (AQ) senior leadership or AQIM itself, and Kurdistan Workers’ party (PKK) affiliates.
France remained on high alert and recognized its continuing status as a target of AQIM and of
other extremist groups in France and abroad.

French casualties from terrorism included one citizen killed June 8 in an attack in Algeria and
two French citizens killed November 26 in the Mumbai attacks. On December 16, French police
recovered fives sticks of dynamite, placed without fuses, in a major department store located in
central Paris. A previously unknown group, the Afghan Revolutionary Front, claimed
responsibility, but French authorities have since raised doubts about the group’s authenticity and
motives. Cohesion within the French counterterrorism agencies and rapid reaction to
contingencies is a key strength of French counterterrorism and was a hallmark of the French
approach in 2008.

On December 11, one day before the European summit in Brussels, a joint Belgian and French
counterterrorism operation arrested 17 Islamic extremists with alleged ties to AQ. Fourteen
suspects were arrested in Belgium and nine were arrested and held in France. French authorities
arrested and extradited to Switzerland three Iranian members of the criminal extremist group
Mujahedin-e-Khalqg on charges of involvement in terrorist finance. In December, the French
government passed legislation that allowed the Ministry of Interior to freeze terrorist assets for
six-month periods that may be successively renewed in consultation with the Ministry of Justice.

French authorities detained and prosecuted a number of other people with ties to various terrorist
organizations, including Corsican separatists (46 convictions), ETA members (24 convictions),
Islamic terrorists (19 convictions), ultra-left anarchist factions (17 convictions), the Liberation
Tigers of Tamil Ealam (two convictions), and Kurds with links to the PKK (14 convictions).

The French government undertook several counterterrorism operations with other countries
including the UK, Belgium, Germany, Italy, Spain, and Portugal. Two prominent examples were
the May and November capture, respectively, of ETA’s senior commander, Javier Lopez Pena,
and ETA’s military head, Mikel Garikoitz Aspiazu Rubian, alias “Txeroki.” In addition to
undertaking operations to arrest and prosecute terrorists, France continued programs to address
radicalization and extremism through the use of social and economic incentives to reduce the
susceptibility of at-risk populations. To further combat radicalization, France took judicial and
administrative action against people who incited violence or hatred. French law allows for the
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expulsion from French territory of non-citizens who incite hatred or violence. The French
government is very concerned about Islamic radicalization in the French prison system and has
commissioned a study to identify key indicators of radicalization and to generate proposals on its
prevention and suppression.

France’s most recent CT legislation was adopted in 2006. Three articles in that legislation,
preemptive identification checks on cross-border trains, access to phone and internet connection
data, and access to certain administrative records, were adopted as provisional measures and
extended by the National Assembly on November 20 through 2012. Preliminary detention for
terrorists in France is limited to six days, although the French state may thereafter place suspects
under pre-trial detention for up to four years in view of compelling evidence or when the suspect
is considered to present an imminent threat. In conjunction with local government, the national
government has continued to increase video surveillance in major cities. French law also allows
for asset seizure, video and telephone surveillance, monitoring of public transport records, and
provides other broad powers for official access to connection data held by internet cafes and to
various personal data. The sentence for a convicted terrorist can be up to 30 years for leading or
organizing an attack and from 10 to 20 years for assisting a terrorist organization or operation.
Notably, French nationality may be revoked, leading to expulsion from French territory, if the
person in question was naturalized in the preceding 15 years.

On the military front, France had over 3,000 troops actively participating in operations in
Afghanistan and Operation Enduring Freedom. The French commitment included ground troops
and air assets. On August 18, 10 French soldiers were killed in an ambush in the Uzbin valley.
Subsequently, the prime minister announced on September 22 that France would increase its
military commitments in Afghanistan, to include air mobility assets, intelligence officers, support
personnel, helicopters, drones, and additional ground troops.

As a country participating in the Visa Waiver Program (VWP), France continued to comply with
requirements in the VWP law related to information sharing and other law enforcement and
counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

Georgia

Georgia has granted blanket overflight clearance to all U.S. military aircraft engaged in
operations in Afghanistan and Iraq. Georgia contributed over 2,000 troops to counterterrorism
efforts in Irag and became a contributing nation to the International Security Assistance Force in
Afghanistan. Georgia withdrew its troops from Iraq during the August war with Russia to
provide for homeland defense.

The Georgian government continued to improve border security operations and worked to
eliminate corruption at border checkpoints, focusing its efforts on stopping the smuggling of
contraband, including money, illegal drugs, and weapons (chemical, nuclear, and biological) that
could support terrorism. Through a combination of the Department of Energy’s Second Line of
Defense Program, the Department of Homeland Security’s Georgia Border Security and Law
Enforcement program, and the State Department’s Export Control and Related Border Security
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program, there was a significant improvement in infrastructure, equipment, and enforcement
training at most major border crossing checkpoints, including rail and seaport ports of entry. All
three programs trained individuals in the Georgian Border Police, Georgian Coast Guard,
Customs, Revenue Service, the Nuclear Radiation Safety Service, Patrol Police, and the Institute
of Physics, thus enhancing the Government of Georgia’s radioactive material detection
capabilities. The Department of Justice conducted a bulk cash smuggling seminar with the Office
of Prosecutor General, Border Police, Ministry of Interior, and Customs.

Border crossings into Russia from the separatist regions of Abkhazia and South Ossetia
continued, but were not under the control of the Government of Georgia. This situation allowed
for the unrestricted and unidentified flow of people, goods, and other items from Russia into
these regions. Since the Russian invasion in August, the Administrative Boundary Lines between
Georgia and the conflict regions have been heavily militarized and movements across the
boundary were controlled, although no formal customs checks or procedures existed.

Germany

Germany investigated, arrested, and prosecuted numerous terrorism suspects and disrupted
terrorist-related groups within its borders with connections to international Islamist, Kurdish
nationalist, and Marxist-Leninist terrorist organizations. Germany provided leadership in the
areas of border and transportation security, countering terrorist financing, and international
efforts in Afghanistan. Germany also strengthened programs to promote integration of the
country’s Muslim communities and to counter violent extremism.

Although there were no terrorist attacks in Germany, on March 3, Clneyt Ciftci, a German
resident with Turkish citizenship, carried out a suicide bombing in Khost, Afghanistan that
resulted in the deaths of two U.S. soldiers. Ciftci was associated with the Islamic Jihad Union
(1JU), formerly known as the Islamic Jihad Group, which is a Specially Designated Global
Terrorist pursuant to E.O. 13224,

During the year, German law enforcement authorities arrested a number of individuals suspected
of involvement in terrorism. Prominent new actions and arrests included:

e On February 14, Germany’s Federal Prosecutor charged German citizen Aleem Nasir
with six counts of supporting al-Qa’ida (AQ). He was accused of financially supporting
AQ, assisting recruiting efforts, and procuring military-relevant equipment.

e OnJune 19, Germany banned the Kurdistan Workers’ Party (PKK)-affiliated Roj TV, a
Denmark-based television station with offices in Germany.

e In September, Germany banned a Kurdish youth website on grounds that it distributed
PKK propaganda.

e Inaseries of arrests in July and August, German authorities arrested a number of Turkish

citizens with Kurdish ethnicity on suspicion of holding leadership roles within the PKK
in Germany.
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On September 12, authorities arrested Omer Ozdemir, a Turkish national, on suspicion of
recruiting fighters, and procuring donations and equipment for AQ.

On September 18, authorities arrested Omid Shirkhani, a German citizen of Afghan
descent; and Huseyin Ozgun, a Turkish citizen; on suspicion of supporting the 1JU.

On November 6, three Turkish nationals were arrested on suspicion of membership in the
banned Revolutionary People's Liberation Party-Front (DHKP-C), a Marxist-Leninist
terrorist group that seeks to topple the Turkish government.

German courts also began trials or reached verdicts in some notable counterterrorism cases:

The Schleswig-Holstein Higher Regional Court found three individuals guilty of
founding a terrorist organization (in Sudan) and assisting terrorist organization al-Qa’ida
in Irag (AQI). On January 24, German-Moroccan national Redouane El-Habhab received
a five year and nine month prison term; on February 21, Jordanian Thaer Alhalah was
sentenced to two years in jail; and on September 24, Moroccan national Abdelali Miftah
was sentenced to four years in jail.

On June 19, the Celle Higher Regional Court found Iraqi national Ibrahim Rashid guilty
of promoting membership in, and support of, AQ and AQI. He was sentenced to three
years imprisonment.

On July 15, the Stuttgart Higher Regional Court found three Iragi nationals guilty of
belonging to the Ansar al-Islam terrorist organization and attempting to assassinate
former Iragi Prime Minister Allawi during his 2004 visit to Berlin. The three received
prison sentences between seven and ten years.

On November 5, Dusseldorf's Higher Regional Court imposed a two-year suspended
sentence for membership in the PKK terrorist organization on Ahmet A., a Turkish
citizen of Kurdish origin.

On December 9, the Dusseldorf Higher Regional Court sentenced Lebanese national
Youssef Mohammad EI-Hajdib to life imprisonment for attempted murder in connection
with the failed terrorist bombing of two commuter trains in July 2006.

On December 19, convicted Red Army Faction terrorist Christian Klar was released after
serving 26 years in prison. Klar was convicted of involvement in a number of high-
profile RAF assassinations and attacks in the late 1970s, including the failed
assassination of U.S. four-star General Frederick Kroesen, who commanded the Seventh
Army in Heidelberg at the time.

On October 22, authorities arrested Turkish citizen Burhan Yilmaz, who is the brother of
one of the three 1JU suspects arrested in September 2007 for allegedly plotting terrorist
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attacks directed at U.S. interests. Yilmaz is suspected of supporting the 1JU with money
and equipment transfers.

¢ In November, Turkey extradited German citizen Attila Selek who stands accused of
being an associate of the three IJU suspects and having assisted in procuring detonators
for them.

Germany remained a strong advocate of the UNSCR 1267 sanctions regime.

Germany was the third largest troop contributor to the International Security Assistance Force
(ISAF) in Afghanistan, with nearly 3,500 troops deployed. Germany led the ISAF Provincial
Reconstruction Teams (PRT) in Kunduz and Feyzabad, provided a forward support base in
Mazar-e-Sharif, and commanded ISAF's northern region, which encompassed nine provinces and
five PRTs. Germany is a major contributor to civilian police training efforts in Afghanistan and
supported the creation of a police training academy in Mazar-e-Sharif, pledged $50 million in
project funding, and agreed to participate in the U.S.-led Focused District Development police
training program. Germany is the top European contributor to the EU police training mission in
Afghanistan, EUPOL.

On December 19, the Bundesrat (upper parliamentary chamber) approved new legislation that
broadened the powers of the Federal Office of Criminal Investigation (BKA) in counterterrorism
investigations. The law provided the BKA with preventative investigatory powers and gave the
BKA lead responsibility in terrorism investigations where the threat extends across multiple
federal states, where state-level competence is unclear, or where state officials request federal
assistance.

The German government strengthened its outreach and engagement with Muslim communities to
promote integration and tolerance. The Ministry of Interior continued the German Islam
Conference initiative that it began in 2006. The conference is made up of several working groups
that meet on a regular basis to discuss issues relevant to Muslims living in Germany such as
education, religious instruction, separation of church and state, mosque construction, and
strengthening relations between Muslim communities and the media and business sectors. One
forum within the Conference focuses on improving cooperation between security authorities and
the Muslim community in order to address radicalization and extremism.

In October, a landmark bilateral agreement was signed to enhance fingerprint and DNA
information sharing to combat terrorism and serious crime. The U.S. Embassy’s Law
Enforcement Working Group continued its ongoing engagement of state-level law enforcement
contacts by organizing four security conferences throughout Germany in which the topic of
Islamic terrorism featured prominently. Germany participated in the Department of Homeland
Security (DHS) Customs and Border Protection's Container Security Initiative in the ports of
Hamburg and Bremerhaven. The DHS Transportation Security Administration's presence in
Frankfurt, together with U.S. and German air marshals, formed key parts of bilateral efforts to
provide air transport security for the seven German airports with flights to the United States.
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As a country participating in the Visa Waiver Program (VWP), Germany continued to comply
with requirements in the VWP law related to information sharing and other law enforcement and
counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

Greece

Greece and the United States have a strong record of counterterrorism cooperation. Greece is
increasingly an EU entry point for illegal immigrants coming from the Middle East and South
Asia, and there was concern that it could be used as a transit route for terrorists traveling to
Europe and the United States. The number of illegal immigrants entering Greece through the
Aegean Sea increased dramatically in 2008 and about 100,000 illegal immigrants were arrested.

Greek authorities participated in the Container Security Initiative and cooperated with U.S.
officials on information sharing, as well as the training of Greek security and customs officials,
and judicial personnel. Greece sustained its participation in the International Security Assistance
Force in Afghanistan by providing engineers and other support officers. Greek forces operated in
the Kabul region.

Convicted November 17 (N17) members have continued to make extremist public statements
from prison, for example, Dimitrios Koufodinas released a statement in a Greek newspaper in
November extolling "direct action™ that would "strike blows to the capitalist system."
Revolutionary Struggle (RS), a radical leftist group aligned with the ideology of N17, claimed
responsibility for the December 23 shooting of a bus carrying riot police in the Athens district of
Goudi and for placing a bomb, subsequently detonated by police on October 24, outside the
Athens headquarters of the oil company Shell. For further information on N17, see Chapter 6,
Terrorist Organizations.)

Throughout the year, self-styled "anarchists" attacked banks, police stations, and other
"imperialist-capitalist targets" with tools such as firebombs and Molotov cocktails. Since these
attacks usually occurred at night, few persons were seriously injured and there were no deaths.
Several U.S. businesses were targeted. Police officials pursued a more proactive approach to
deterring these attacks and arrested perpetrators. In December, rioting broke out following the
death of a young student at the hands of the police. In the ensuing days, anarchists and students
attacked and destroyed police stations and businesses. No damage to the Embassy or injuries to
personnel was noted.

Hungary

Hungary remained a consistent and reliable counterterrorism partner militarily, economically,
and politically. The Hungarian military continued its leadership of a Provincial Reconstruction
Team in Afghanistan. The Hungarian government fully implemented legislation supporting both
USG and EU efforts to counter terrorist organizations, including terrorist financing and money
laundering activities.

The Hungarian government closely monitored potential extremists, including Hungarian
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nationals. While there were no known terrorist groups openly operating in Hungary, Hungarian
officials have expressed concern regarding a recent increase in the frequency and the
sophistication of violence targeting domestic political figures and minority communities.

Hungary worked to manage its role as the eastern-most border in the Schengen zone, including
the increased entry of foreigners seeking asylum. The Hungarian government shifted security
forces to the east to improve its ability to apprehend individuals attempting illegal entry, and
intensified use of stationary nuclear material detection systems and mobile units to enhance
identification and control of dangerous materials. Additionally, Hungary signed a bilateral,
criminal data-sharing agreement and HSPD-6 with the U.S. in 2008. While the agreement allows
Hungarian citizens the right to travel to the U.S. under the Visa Waiver Program as of November
17, it will provide the USG additional information, when needed, on individuals requesting
entrance into the United States. As a country participating in the Visa Waiver Program (VWP),
Hungary continued to comply with requirements in the VWP law related to information sharing
and other law enforcement and counterterrorism cooperation. This cooperation was further
enhanced by the Implementing Recommendations of the 9/11 Commission Act of 2007.

Iceland

The Government of Iceland worked to strengthen domestic border security and counterterrorism
capabilities. The Icelandic Coast Guard (ICG) strengthened ties with neighboring states and took
over as Chair of the North Atlantic Coast Guard Forum in October. In June, the government
established the Icelandic Defense Agency under the Ministry of Foreign Affairs. The IDA has
responsibility for operational ties with NATO and other allied states, including intelligence
exchanges.

In July, the Minister of Justice presented a threat assessment prepared by the National Police
Commissioner to the government. The assessment focused on the threat to Iceland from domestic
and international terrorism and organized crime, and it was the first to be ever prepared in
Iceland. It concluded that, although the likelihood of terrorist incidents in Iceland is low, the
potential consequences are severe enough to merit a high level of vigilance.

In October, the ICG hosted NORTHERN CHALLENGE 2008, a NATO-supported exercise
focusing on Explosive Ordnance Disposal and counterterrorism scenarios.

Also in October, the ICG and the U.S. Coast Guard signed a cooperative agreement based on the
bilateral Joint Understanding from October 2006 and its provisions on increasing bilateral
security cooperation between civil institutions. In May, the United States and Iceland held the
second annual round of high level security dialogue talks as specified in the Joint Understanding.

The Icelandic government supported multilateral counterterrorism efforts. Iceland continued its
deployment of personnel at Kabul International Airport and International Security Assistance
Force (ISAF) Headquarters in Afghanistan in support of NATO operations there, and made
funding contributions to several key NATO/ISAF trust funds.
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As a country participating in the Visa Waiver Program (VWP), Iceland continued to comply with
requirements in the VWP law related to information sharing and other law enforcement and
counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

Ireland

Counterterrorism measures implemented in previous years were sustained and relations between
USG and Irish law enforcement officials were positive. The Irish government permitted the
transit of U.S. military personnel and material though Irish airspace and airports for deployment
to theaters in Iraq and elsewhere. Ireland continued a modest troop commitment to the
International Security Assistance Force in Afghanistan.

As a country participating in the Visa Waiver Program (VWP), Ireland continued to comply with
requirements in the VWP law related to information sharing and other law enforcement and
counterterrorism cooperation. This cooperation was further enhanced by the Implementing
Recommendations of the 9/11 Commission Act of 2007.

Italy

Italy aggressively investigated and prosecuted terrorism suspects, dismantled terrorist-related
cells within its borders, and maintained high-level professional cooperation with its international
partners. Italy's law enforcement and judicial authorities had several noteworthy cases in 2008.

In May, authorities arrested 19 foreigners (mostly Tunisians) in Milan and Pisa and filed new
charges against four others already in jail for alleged drug trafficking and terrorism offenses.
Prosecutors believe that the suspects may have used the proceeds from drug sales to support
terrorist activity abroad and terrorist recruitment in Italy. One of the suspects is Maher Bouyahia,
who was sentenced to six years imprisonment in 2007 for recruiting extremists.

In June and July, authorities arrested around three dozen suspected Tamil Tiger members (all of

Sri Lankan origin), including 28 in Naples, in operations to dismantle groups allegedly dedicated
to financing the Sri Lankan terrorist group. Related arrests were also made in Palermo, Bologna,
Genoa, Rome, and other cities.

In August, authorities arrested five alleged Islamic fundamentalists in and near Bologna who
were accused of raising funds and preparing to send individuals to fight in Iraq and Afghanistan,
according to reports. The five North Africans, four Tunisians, and one Moroccan, were under
investigation for three years. They have been accused of international terrorism but have not yet
been formally charged. Officials alleged the cell sent tens of thousands of dollars to Bosnian
groups linked to terrorist organizations in Iraq and Afghanistan.

Also in August, police again arrested Abdelmajid Zergout, a Moroccan imam in the northern city
of Varese, in response to a provisional arrest warrant from Morocco for his extradition. Zergout
had already been arrested in 2005 and was tried for having raised funds and recruited for the
Moroccan Islamic Combatant Group, but he was acquitted by a Milan court in 2007.
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In November, police searched the homes and cultural meeting places of members and
sympathizers of Morocco's banned Islamist group al Adl Wal Ihassan (Justice and Charity) in
several regions of northern Italy and Tuscany, which resulted in eleven persons formally under
investigation on terrorism and international terrorism charges.

Also in November, the Milan court of appeals confirmed the prison term of three years and eight
months for Abu Imad, Egyptian Imam of a mosque in Milan, on charges of organizing and
funding terrorism attacks in Afghanistan and Irag. For the other ten defendants in the same trial,
from Egypt, Morocco, and Algeria, the court confirmed six sentences and reduced four.

In December, Italian authorities arrested two Moroccan nationals outside Milan on terrorism
charges for their plans to attack targets in and around Milan. According to press reports, the
alleged terrorists were planning attacks against the main cathedral in Milan, a Carabinieri station,
an immigration office, and Standa department stores. The reports also indicated that they were
AQ sympathizers angry about Italy's role in Afghanistan.

Domestic anarchist-inspired and extreme-left terrorist groups presented a continued (albeit small-
scale) threat despite Italian authorities' continued efforts to dismantle their organizations. In
April, Italian police caught domestic terrorist Roberto Sandalo attempting to set fire to a mosque
near Milan. Sandalo is thought to be the leader of the Christian Combatant Front, which was
linked to two 2007 attacks in February and April against Muslim institutions. In November,
Sandalo was sentenced to a prison term of nine years and nine months. During the 1970s,
Sandalo was the leader of the Front Line, a small anti-western, leftist terrorist group similar in
ideology and tactics to the Red Brigades. It was known for robbing banks to finance terrorist
attacks. It is unclear how large the Christian Combatant Front is and how many of the ten attacks
on Muslim institutions in the past year were their responsibility.

The Italian government continued to make use of reinforced c