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CHAPTER 1
STRATEGIC ASSESSMENT

The death of Usama bin Ladin, al-Qa’ida’s founder and sole leader for the past 22 years,
highlighted a landmark year in the global effort to counter terrorism. In addition to being an
iconic leader whose personal story had a profound attraction for violent extremists, bin Ladin
was also a prime advocate of the group’s focus on the United States as a terrorist target. Even in
the years when he had to limit and manage his contacts with the rest of the organization, it was
clear from the trove of information collected from the compound in Abbotabad, Pakistan, that he
remained deeply involved in directing its operations and setting its strategy.

Bin Ladin was not the only top al-Qa’ida leader who was removed from the battlefield in 2011.
In June, Ilyas Kashmiri, one of the most capable terrorist operatives in South Asia, was killed in
Pakistan. Also in June, Harun Fazul, an architect of the 1998 U.S. Embassy bombings in Kenya
and Tanzania, and the foremost member of al-Qa’ida in East Africa, was killed in Somalia by the
Transitional Federal Government. In August, Atiya Abdul Rahman, al-Qa’ida’s second-in-
command after bin Ladin’s death and a senior operational commander, was killed in Pakistan. In
September, Anwar al-Aulaqi, al-Qa’ida in the Arabian Peninsula’s chief of external operations,
was killed in Yemen.

The loss of bin Ladin and these other key operatives puts the network on a path of decline that
will be difficult to reverse. These successes are attributable, in large part, to global
counterterrorism cooperation, which has put considerable pressure on the al-Qa’ida core
leadership in Pakistan. But despite blows in western Pakistan, al-Qa’ida, its affiliates, and its
adherents remain adaptable. They have shown resilience; retain the capability to conduct
regional and transnational attacks; and, thus, constitute an enduring and serious threat to our
national security.

As al-Qa’ida’s core has gotten weaker, we have seen the rise of affiliated groups around the
world. Among these al-Qa’ida affiliates, al-Qa’ida in the Arabian Peninsula (AQAP) represents
a particularly serious threat. At year’s end, AQAP had taken control of territory in southern
Yemen and was exploiting unrest in that country to advance plots against regional and Western
interests.

In the Sahel, al-Qa’ida in the Islamic Maghreb (AQIM), historically the weakest of the al-Qa’ida
affiliates, saw its coffers filled in 2011 with kidnapping ransoms — a practice that other terrorist
groups are also using to considerable advantage. These resources, together with AQIM’s efforts
to take advantage of the instability in Libya and Mali, have raised concern about this group’s
trajectory.

In the Horn of Africa, al-Shabaab pursued a diverse set of targets, demonstrating that it had both
the willingness and ability to conduct attacks outside of Somalia. In all, al-Shabaab’s 2011
attacks resulted in the deaths of more than 1,000 people. Among its most deadly attacks were a
string of armed assaults in May that killed over 120 people, a June attack on African Union
Mission in Somalia peacekeepers that killed 13, and an October vehicle-borne improvised
explosive device attack on a government compound in Mogadishu that killed about 70. In
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Somalia, however, al-Shabaab has been weakened over the past year as a result of the African
Union Mission in Somalia, and Kenyan and Ethiopian military offensives that forced the group’s
retreat from key locations including Mogadishu.

In other areas that have been critically important theaters over the last decade, we recognize a
persistent threat. With the United States withdrawal of its final forces from Iraq, Iraqi Security
Forces have continued to confront the al-Qa’ida affiliate there, showing substantial capability
against the group. Al-Qa’ida in Iraq (AQI) suffered leadership losses and continued to fail to
mobilize a Sunni community that turned decisively against it after the carnage in the previous
decade. However, AQI is resilient, as noted by its intermittent high-profile attacks in country,
and likely to carry out additional attacks into the foreseeable future. In fact, towards the end of
2011, AQI was believed to be extending its reach into Syria and seeking to exploit the popular
uprising against the dictatorship of Bashar al-Asad.

Despite the counterterrorism successes in disrupting and degrading the capabilities of al-Qa’ida
and its affiliates, al-Qa’ida and violent extremist ideology and rhetoric continued to spread in
some parts of the word. For example, while not a formal al-Qa’ida affiliate, elements of the
group known as Boko Haram launched widespread attacks across Nigeria, including one in
August against the United Nations headquarters in Abuja, which signaled their ambition and
capability to attack non-Nigerian targets. The Sinai Peninsula is another area of concern. A
number of loosely knit militant groups have formed in the Sinai, with some claiming ties and
allegiance to al-Qa’ida — though no formal links have been discovered. Also in August, a group
of heavily armed militants who entered southern Israel through the Sinai conducted a series of
coordinated attacks against Israeli civilian and military targets near Eilat, killing eight.

Although there were no terrorist attacks in the United States in 2011, we remain concerned about
threats to the homeland. In the last several years, individuals who appear to have been trained by
al-Qa’ida and its affiliates have operated within U.S. borders. Najibullah Zazi, a U.S. lawful
permanent resident, obtained training in Pakistan and, in 2010, pled guilty to charges that he was
planning to set off several bombs in the United States. And on October 14, 2011, Nigerian
national Umar Abdulmutallab pled guilty to all charges against him in U.S. federal court in
Michigan regarding his unsuccessful attempt on December 25, 2009, to detonate an explosive
aboard a flight bound for Detroit, Michigan at the behest of AQAP. While these individuals had
direct ties to international terrorist groups, separate incidents involving so-called “lone wolf”
terrorists also pose a threat to the U.S. homeland — one that can be difficult to detect in advance.

Al-Qa’ida and its affiliates and adherents are far from the only terrorist threat the United States
faces. Iran, the world’s leading state sponsor of terrorism, continues to undermine international
efforts to promote peace and democracy and threatens stability, especially in the Middle East and
South Asia. Its use of terrorism as an instrument of policy was exemplified by the involvement
of elements of the Iranian regime in the plot to assassinate the Saudi Ambassador in Washington,
a conspiracy that the international community strongly condemned through a UN General
Assembly resolution in November.

Despite its pledge to support the stabilization of Iraq, in 2011 Iran continued to provide lethal
support — including weapons, training, funding, and guidance — to Iraqi Shia militant groups that



targeted U.S. and Iraqi forces. Iran also continued to provide weapons, training, and funding to
Hamas and other Palestinian terrorist groups, including Palestine Islamic Jihad and the Popular
Front for the Liberation of Palestine-General Command. Since the end of the 2006 Israeli-
Hizballah conflict, Iran has provided significant quantities of weaponry and funding to
Hizballah, in direct violation of United Nations Security Council Resolution 1701.

Both Hamas and Hizballah continued to play destabilizing roles in the Middle East. As a well-
armed terrorist group in Lebanon, Hizballah persisted in using force and threats to intimidate the
Lebanese people. The group’s robust relationships with the regimes in Iran and Syria,
involvement in illicit financial activity, continued engagement in international attack planning,
and acquisition of increasingly sophisticated missiles and rockets continued to threaten U.S.
interests in the region. Meanwhile, Hamas retained its grip on Gaza, where it continued to
stockpile weapons that pose a serious threat to regional stability. Moreover, Hamas and other
Gaza-based groups continue to smuggle weapons, materiel, and people through the Sinai, taking
advantage of the vast and largely ungoverned territory.

In South Asia, groups such as Lashkar-e-Tayyiba (LeT), Tehrik-e Taliban Pakistan, and the
Hagqgani Network continued to cite U.S. interests as legitimate targets for attacks. In 2011, LeT
was responsible for multiple attacks. Most of the attacks occurred in Jammu and Kashmir, with
the deadliest being a May 27 attack on a private residence in the city of Kupwara that killed two
civilians. The Indian Mujahideen, which shares the LeT’s ideology, committed multiple deadly
attacks in crowded areas of Mumbai and against the High Court in New Delhi.

While terrorism from non-state actors related to al-Qa’ida, as well as state-sponsored terrorism
originating in Iran, remained the predominant concern of the United States, a wide range of other
forms of violent extremism undermined peace and security around the world in 2011. The
Kurdistan Workers’ Party (PKK) was active in 2011, with approximately 61 credited attacks that
killed at least 88 people and wounded over 200. Anarchists in Greece and Italy continued to
launch attacks, sometimes infiltrating otherwise peaceful anti-austerity protests, to target
government offices, foreign missions, and symbols of the state — albeit at a lower level than in
previous years. In Northern Ireland, dissident Republican groups continued their campaigns of
violence. The inability of any country to escape from terrorism was underscored in July in
Norway, a country that has rarely been targeted in the past, when a lone right-wing extremist
espousing a radical xenophobia carried out an attack that left more than 70 people dead and
dozens more injured.



CHAPTER 2
COUNTRY REPORTS ON TERRORISM

AFRICA

OVERVIEW

Foreign fighters, a small number of al-Qa’ida operatives, and other indigenous violent extremists
continued to pose a threat to regional security throughout East Africa. Al-Shabaab continued to
conduct frequent attacks on government, military, and civilian targets inside Somalia while the
group’s leadership remained actively interested in attacking U.S. and Western interests in the
region. In the Trans-Sahara region, al-Qa’ida in the Islamic Maghreb (AQIM) continued kidnap
for ransom operations against Western Europeans and Africans. AQIM conducted small-scale
ambushes and attacks on security forces in Algeria, Mali, Mauritania, and Niger. Regional
efforts to contain and marginalize AQIM continued, as did capacity building efforts of military
and law enforcement personnel. Conflict in Nigeria continued throughout the northern part of
the country with hundreds of casualties as indigenous terrorist attacks increased. The Nigerian
extremist group, Boko Haram, claimed responsibility for some of these attacks.

TRANS-SAHARA COUNTERTERRORISM PARTNERSHIP (TSCTP)

Established in 2005, the Trans-Sahara Counterterrorism Partnership (TSCTP) is a U.S.-funded
and implemented multi-faceted, multi-year effort designed to counter violent extremism and
contain and marginalize terrorist organizations by strengthening individual country and regional
counterterrorism capabilities, enhancing and institutionalizing cooperation among the region’s
security and intelligence organizations, promoting democratic governance, and discrediting
terrorist ideology. The core goals are to enhance the indigenous capacities of governments in the
pan-Sahel (Mauritania, Mali, Chad, Niger, Nigeria, Senegal, and Burkina Faso) to confront the
challenge posed by terrorist organizations in the trans-Sahara; and to facilitate cooperation
between those countries and U.S. partners in the Maghreb (Morocco, Algeria, and Tunisia).
TSCTP has been successful in slowly building capacity and cooperation despite political
setbacks over the years caused by coups d’etats, ethnic rebellions, and extra-constitutional
actions that have interrupted work and progress with select countries of the partnership. In 2011,
some partner nations succeeded in disrupting the movement and operations of al-Qa’ida in the
Islamic Maghreb (AQIM) in the trans-Sahara. For example, Mauritania and Mali defeated
AQIM twice at Ouagadou Forest and Mauritania defeated AQIM at Bessiknou.

THE PARTNERSHIP FOR REGIONAL EAST AFRICAN COUNTERTERRORISM
(PREACT)

PREACT, formerly known as the East Africa Regional Strategic Initiative (EARSI), is the East
Africa counterpart to the Trans-Sahara Counterterrorism Partnership (TSCTP). First established
in 2009, PREACT is a U.S.-funded and implemented multi-year, multi-faceted program designed
to build the counterterrorism capacity and capability of member countries to thwart short-term
terrorist threats and address longer-term vulnerabilities. It uses law enforcement, military, and



development resources to achieve its strategic objectives, including reducing the operational
capacity of terrorist networks, expanding border security, enhancing and institutionalizing
cooperation among the region’s security organizations, improving democratic governance, and
discrediting terrorist ideology. PREACT member countries include Burundi, Comoros, Djibouti,
Ethiopia, Kenya, Rwanda, Seychelles, Somalia, South Sudan, Sudan, Tanzania, and Uganda.

BURKINA FASO

Overview: The Government of Burkina Faso remained vigilant and responsive to the threats
and dangers posed by terrorist organizations, specifically, al-Qa’ida in the Islamic Maghreb
(AQIM), despite instability resulting from political unrest and violence in neighboring Cote
d'Ivoire, the spring Burkinabe military mutinies, and student demonstrations. The Government
of Burkina Faso proactively issued several notices to the diplomatic and international community
regarding the threat posed by AQIM and was responsive to U.S. government requests for
military and security assistance.

Burkina Faso actively participated in the Trans-Sahara Counterterrorism Partnership (TSCTP).
In response to President Compaore's requests for counterterrorism, intelligence, and border
security assistance, the first series of Antiterrorism Assistance (ATA) program courses were held
with the primary beneficiaries being the National Police and National Gendarmerie. Although
Burkinabe government's counterterrorism capabilities remained limited, the initiation and
delivery of U.S. government training and equipment and its continued participation in regional
counterterrorism conferences and training opportunities were important benchmarks for 2011.

Legislation and Law Enforcement: Despite continued financial constraints, the Burkinabe
government increased armed patrols in the capital and along the border in response to the
January and November AQIM kidnapping operations in neighboring Niger and Mali. The
Burkinabe government developed response plans should a kidnapping for ransom operation be
attempted in Burkina Faso.

Countering Terrorist Finance: Burkina Faso is a member of the Inter-Governmental Action
Group Against Money Laundering in West Africa (GIABA), a Financial Action Task Force-style
regional body. According to Burkina Faso’s most recent GIABA Action Plan, the Ministry of
Finance’s newly created Financial Intelligence Unit, known as the Cellule Nationale de
Traitement des Informations Financiéres (CENTIF) will likely require additional personnel,
additional training, and better funding in order to be able to carry out its mission. CENTIF
collects and processes financial information on money laundering and terrorist financing. In
October, CENTIF organized a workshop for the financial sector on money laundering and
terrorist financing with the United Nations Office of Drugs and Crime. There were no known
terrorist financing prosecutions in 2011. For further information on money laundering and
financial crimes, we refer you to the 2011 International Narcotics Control Strategy Report
(INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Burkina Faso participated in regional and
international counterterrorism conferences and training exercises. The Burkinabe military



continued its participation in AFRICOM's annual regional counterterrorism FLINTLOCK
exercise. The Burkinabe government signed an agreement with France in 2011 to improve and
construct border security checkpoints in the tri-border area with Mali and Niger, and to install
systems designed to track movement into and out of the country at border posts. Burkina Faso
participated in the Global Counterterrorism Forum’s Sahel Working Group.

Countering Radicalization and Violent Extremism: The Burkinabe government encourages
regular and ongoing interfaith dialogues as a way to mitigate violent extremism. Muslim
religious leaders regularly denounced violence and called for peaceful coexistence of all
religions.

BURUNDI

Overview: Although Burundi's continued participation in the African Union Mission in Somalia
has made it a target of al-Shabaab, international terrorism has not yet struck Burundi. While
Burundi lacked a sophisticated capacity to foil potential attacks, it has shown an interest in
addressing international terrorism. A counterterrorism cell was formed in 2010 and consists of
elements of the police, military, and the National Intelligence Service. The cell's physical
security recommendations have been put into operation but the cell has not yet implemented a
comprehensive plan to counter terrorism.

Legislation and Law Enforcement: Burundi has provisions in its penal code defining all forms
of terrorism. Sentences for acts of terrorism range from 10 to 20 years or life imprisonment if
the act results in the death of a person. The law was applied in court for the first time in
December when a group was arrested for plotting domestic terrorist activities. Burundi also
continued its participation in the Department of State’s Antiterrorism Assistance program.

Countering Terrorist Financing: Burundi was not considered a significant center for terrorist
financing. The Government of Burundi has created counterterrorist financing laws but has yet to
commit funding, provide training, or implement policies. For further information on money
laundering and financial crimes, we refer you to the 2011 International Narcotics Control
Strategy Report (INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Burundi cooperated with neighboring countries to
exchange information on suspected terrorists but did not participate in any formal regional or
international counterterrorism working groups. Occasionally, Burundi mounted counterterrorism
operations in conjunction with neighboring countries. An example of this was an operation
conducted in conjunction with Tanzania to infiltrate and arrest armed groups labeled by
Burundian authorities as domestic terrorists.

Countering Radicalization and Violent Extremism: Several international organizations
funded vocational training and economic development programs designed for vulnerable
populations.

CHAD
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Overview: The Government of Chad was a strong counterterrorism partner in 2011. Countering
international terrorism and extremist threats in Chad were priorities at the highest levels of
Chad’s government, with a particular focus on countering potential terrorist threats from across
the Sahel region. Special Operations Command Africa, through the Joint Special Operations
Task Force-Trans Sahara, maintained a Special Operations Forces Liaison Element in Chad to
support Chadian counterterrorism forces with training and logistical support. This element
works primarily with the Chadian Special Anti-Terrorism Group (SATG), who has the mandate
to conduct nation-wide security and counterterrorism operations with a specific focus on border
security and interdiction of those trafficking in illicit goods.

Legislation and Law Enforcement: Chadian criminal law does not explicitly criminalize
terrorism. However, certain general provisions of the Penal Code (1967) have been used to
prosecute acts of terrorism. Chad continued its participation in the Department of State’s
Antiterrorism Assistance program.

Countering Terrorist Finance: Chad is a member of the Groupe d’Action Contre le
Blanchiment d’ Argent en Afrique Centrale (GABAC), an observer to the Financial Action Task
Force (FATF) with the same mandate and status as a FATF-style regional body. GABAC works
directly with Chad’s Financial Intelligence Unit, the National Financial Investigative Agency
(ANIF). ANIF is hindered by serious resource constraints, and law enforcement and customs
officials need training in financial crimes enforcement. For further information on money
laundering and financial crimes, we refer you to the 2011 International Narcotics Control
Strategy Report (INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Chad’s counterterrorism coordination was largely
on a bilateral basis, although Chad is a member state and participates in security-related
mechanisms of the Economic Community of Central African States. Chad held bilateral
counterterrorism discussions at the head-of-state level with Cameroon, Sudan, and Nigeria.
Chad co-sponsored the November UN General Assembly Resolution condemning the Iranian
plot against the Saudi Ambassador to the United States.

Countering Radicalization and Violent Extremism: As a participant in the Trans-Sahara
Counterterrorism Partnership (TSCTP), Chad participated in targeted projects to counter violent
extremism. Specific activities have included building the capacity of national civil society
organizations, engagement of community and youth empowerment, promoting interfaith
dialogue and religious tolerance, and media and outreach work.

DEMOCRATIC REPUBLIC OF THE CONGO

Overview: There was no credible evidence to indicate a significant presence of al-Qa’ida (AQ)-
related groups in the Democratic Republic of the Congo (DRC). The DRC is a vast country
bordered by nine neighbors. The Government of the DRC lacked complete control over some
areas of its territory, especially in the East where various armed groups operate, and had very
limited capacity to monitor and disrupt potential terrorist threats. Furthermore, counterterrorism
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was not a priority issue for the government. The DRC's inability to control its porous borders
and its lack of authority over remote areas provided opportunities for terrorist organizations
seeking safe havens.

The three principal foreign armed groups that operated in the DRC and posed a threat to security
and stability were the Democratic Forces for the Liberation of Rwanda (known by its French
acronym as FDLR) and two Ugandan armed groups, the Lord's Resistance Army (LRA) and
Allied Democratic Forces/National Army for the Liberation of Uganda (ADF/NALU). The
FDLR, which includes former soldiers and supporters of the regime that orchestrated the 1994
Rwanda genocide, continued to operate with relative impunity in parts of the North and South
Kivu Provinces. While no longer the military threat to the current Rwandan government it once
was, the FDLR contributed to the destabilization of the area through its continued promulgation
of anti-Tutsi propaganda and through its cruel treatment of the local civilian population.

As a result of continued military pressure from both the UN Organization Stabilization Mission
in the Congo (MONUSCO) and the Congolese Armed Forces (FARDC), the FDLR has been
reduced to approximately half of its original strength in the provinces of North and South Kivu.
Additionally, the arrest of key leaders and numerous FDLR defections, including some by high-
ranking leadership such as the strategy and plans chief;, also contributed to low morale amongst
the rank and file.

The ADF/NALU is made up of Ugandan opposition forces, particularly in North Kivu province.
ADF/NALU has been described by the Government of Uganda as an Islamic extremist group. In
early 2011, ADF/NALU increased its activities and became a security threat to the population of
North Kivu.

2011 Terrorist Incidents: The year witnessed numerous attacks by the LRA, FDLR, and ADF.
The ADF remained active but has suffered setbacks due to a number of FARDC offensives.
MONUSCO attributed 32 attacks to the LRA in the month of June, making it the most active
month, while September was the least active with only five registered attacks.

Legislation and Law Enforcement: The DRC has no comprehensive counterterrorism
legislation, but a 2001 presidential decree established a National Committee for the Coordination
of Anti-International Terrorism within a counterterrorism office in its Ministry of Interior. The
DRC government made some progress on its border security management program. In
collaboration with the Organization for International Migration (IOM), the Government of the
DRC established national and provincial oversight committees to further develop the program’s
implementation. The Congolese National Police was equipped with biometrics, and the Director
General of Migration established a personal identification and recognition system, developed by
IOM, that was used at eight strategic border posts.

Countering Terrorist Finance: The DRC has Anti-Money Laundering/Counterterrorist
Financing legislation and a Financial Intelligence Unit (CENAREF). Many banks installed new
computerized communications and accounting networks, making it easier to trace formal
financial transactions. The DRC is not a member of any Financial Action Task Force (FATF)-
style regional body. There were no legal restrictions in the DRC prohibiting the sharing of
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financial account information with foreign entities. In 2011, the DRC signed a mutual assistance
agreement with Belgium's Financial Intelligence Unit, the Cellule des Traitements des
Informations Financieres.

The DRC is home to a Lebanese expatriate community that numbers several thousand, some of
whom ran businesses that were owned or controlled by Hizballah supporters, including
Executive Order 13224 designees and brothers, Kassim Tajideen, Ali Tajideen, and Husayn
Tajideen. CENAREEF received 170 suspicious transaction reports in 2011. Several DRC
government agencies, including the courts and the National Intelligence Agency (ANR), sent 15
cases involving suspicious financial transactions to CENAREF for further investigation.
CENAREEF also received 52 cases from anonymous sources or public information and another
103 that required analysis.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: The FDLR and LRA threats have a regional impact
on security. Affected countries have cooperated in the past to counter the threat and ensure
regional stability. The Government of the DRC met several times in February, June, and July
with the Government of Uganda to discuss countering LRA and ADF threats. In April, the
Government of the DRC also participated in an AU-led regional assessment on counter-LRA
issues. In September, for the first time, the Government of the DRC hosted Uganda, South
Sudan, and the Central African Republic delegations in Kinshasa to formulate a common
strategic plan on the eradication of the LRA.

The Government of the DRC is a member of numerous regional organizations and has diverse
cooperation agreements — with the South African Development Community, the Economic
Community of the Great Lakes Countries, and the Economic Community of Central Africa — to
exchange information and enhance border security. The DRC is a member of the International
Conference of the Great Lakes Region and will head this organization for the next five years.

DJIBOUTI

Overview: Djibouti remained an active counterterrorism partner. Its 2011 counterterrorism
efforts focused on increased training for police and military members.

Legislation and Law Enforcement: Due to its geographic location and porous borders,
counterterrorism remained a high priority for all Djiboutian law enforcement entities. The most
visible of these efforts were ad hoc checkpoints within the capital city and an increased emphasis
at border control points to screen for potential security threats. Djibouti continued to process
travelers on entry and departure at its international airport and seaport with the Personal
Identification Secure Comparison Evaluation System (PISCES) and added fingerprinting
capability this year. Djibouti continued its participation in the Department of State’s
Antiterrorism Assistance program.
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Countering Terrorist Finance: Djibouti is not a member of any Financial Action Task Force-
style regional body. In May, its anti-money laundering legislation was amended to include the
criminalization of terrorist financing. The Central Bank of Djibouti has a Financial Intelligence
Unit, the Fraud Investigation Unit (FIU). Charged with investigating money laundering and
terrorist finance-related issues, the FIU received notifications for approximately 10 suspicious
transactions in 2011. Djibouti has been the focal point for discussions on money laundering and
trafficking in the region. For further information on money laundering and financial crimes, we
refer you to the 2011 International Narcotics Control Strategy Report (INCSR), Volume 2,
Money Laundering and Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Djibouti hosts Camp Lemonnier, the only U.S.
military site in Africa, which served as headquarters to close to 4,000 U.S. troops, including
those serving with the U.S. Africa Command’s Combined Joint Task Force-Horn of Africa. In
2011, the Government of Djibouti deployed the advance party for a battalion of troops from the
Djiboutian Armed Forces to join the African Union Mission in Somalia.

ERITREA

Overview: There was no dialogue between the Eritrea and the United States regarding
terrorism. In May 2011, for the fourth consecutive year, the U.S. Department of State
determined, pursuant to section 40A of the Arms Export Control Act, that Eritrea was not
cooperating fully with U.S. antiterrorism efforts.

The Government of Eritrea has been under United Nations Security Council (UNSC) sanctions
since December 2009. United Nations Security Council Resolution (UNSCR) 1907 demanded
that Eritrea “cease arming, training, and equipping armed groups and their members, including
al-Shabaab, that aim to destabilize the region.” In December, UNSCR 2023 was adopted, which
condemned the Eritrean government’s violations of UNSCRs and prohibits Eritrea from using
the “Diaspora Tax” to destabilize the Horn of Africa region and to violate the sanctions regime.
(See http://www.un.org/News/Press/docs/2011/sc10471.doc.htm for further information on
UNSCR 2023.)

The Government of Eritrea has cooperated in providing over-flight clearance to U.S. military
aircraft engaged in regional security missions. However, it has linked broader cooperation to the
unresolved border dispute with Ethiopia.

Legislation and Law Enforcement: Security was strengthened on the Eritrean/Ethiopian
border, but it appeared this was only to deter citizens from fleeing Eritrea. The Government of
Eritrea has a shoot-to-kill order for Eritreans trying to flee their country by crossing the border
with Ethiopia. Eritrean troops regularly chased escapees into Sudan to try to capture them and
bring them back to Eritrea.

Countering Terrorist Finance: There was very little transparency and disclosure by the

banking and financial sector in Eritrea. For further information on money laundering and
financial crimes, we refer you to the 2011 International Narcotics Control Strategy Report
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(INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/}/inl/rls/nrerpt/index.htm.

ETHIOPIA

Overview: The Government of Ethiopia viewed instability in Somalia as a critical national
security threat and maintained a defensive military presence along the Somali border to stem
potential infiltration of extremists into Ethiopia. It also remained concerned about domestic
groups such as the Ogaden National Liberation Front (ONLF) and the Oromo Liberation Front
(OLF). Despite the Ethiopian government’s peace agreement with the United Western Somali
Liberation Front (UWSLF) and a faction of the ONLF in 2010, elements from both groups, as
well as the OLF, continued their attempts to target Ethiopian government officials and
infrastructure. This included a foiled attempt by OLF elements to attack Addis Ababa during the
African Union (AU) Summit in January 2011. The Ethiopian government cooperated with the
U.S. government on military, intelligence, and security issues.

Legislation and Law Enforcement: Ethiopia's National Intelligence and Security Service
(NISS), with broad authority for intelligence, border security, and criminal investigation, is
responsible for overall counterterrorism management. The Ethiopian Federal Police (EFP)
worked in conjunction with NISS on counterterrorism.

The Ethiopian government used its sweeping antiterrorism legislation to arrest dozens of people,
many of them journalists and opposition figures charged under provisions of the 2009 Anti-
Terrorism Proclamation (ATP). The Ethiopian government charged those arrested with either
material or “moral” support for terrorist activity, or both. On December 21 the Federal High
Court found two Swedish journalists guilty of “rendering support” to the ONLF, and handed
down sentences to each of 11 years in prison.

The Ethiopian Parliament issued a proclamation in May that declared five groups to be outlawed
terrorist organizations. The groups include OLF and ONLF, violent domestic ethnic-based
groups; Ginbot 7, a diaspora-based group that has called for the violent overthrow of the ruling
party of Ethiopia; the Ethiopian People’s Revolutionary Democratic Front; al-Qa’ida; and al-
Shabaab.

The Ethiopian government introduced the Personal Identification Secure Comparison and
Evaluation System (PISCES) biometric security measures at immigration enforcement stations at
Bole and Dire Dawa International Airports, as well as other points of entry throughout the
country. Ethiopia continued its participation in the Department of State’s Antiterrorism
Assistance program.

Countering Terrorist Finance: Ethiopia is not a member of a Financial Action Task Force
(FATF)-style regional body, but has obtained observer status in the Eastern and Southern Africa
Anti-Money Laundering Group in preparation for membership. Ethiopia was publicly identified
as being under review by the FATF International Cooperation Review Group in February 2010.
In June 2011, Ethiopia was downgraded to the FATF Public Statement for its failure to make
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sufficient progress on its Action Plan. However, in 2011 Ethiopia made progress in developing
its Financial Intelligence Unit (FIU), but it was not operational at the end of the year.

In Ethiopia, terrorist financing is criminalized, but prosecutions are rare. Although the Ethiopian
government froze and confiscated assets, delays sometimes existed because of technical issues,
chiefly the lack of an operational FIU, meaning that the confiscation has to be done by the
National Bank of Ethiopia. The Government of Ethiopia’s Charities and Societies Agency had
general responsibility for monitoring NGOs, but had no real expertise in the area of terrorist
financing.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Ethiopia is a member state of the Inter-
Governmental Authority on Development (IGAD) and participated actively in its Capacity
Building Program Against Terrorism, which aims to bolster the capacity of IGAD member states
to mitigate, detect, and deter advances by terrorists. Ethiopia was an active participant in the
AU’s counterterrorism efforts and participated in its Center for Study and Research on Terrorism
and in meetings of the Committee of Intelligence and Security Services of Africa.

Countering Radicalization and Violent Extremism: Largely in response to attacks by
fundamentalist Muslims on Protestant churches near the city of Jimma in March, as well as a
sense that fundamentalist sentiment was growing among some parts of the Muslim population, in
July the Ministry of Federal Affairs began a controversial nationwide training program for
religious leaders to counter violent extremism. To encourage tolerance, the Ethiopian
government additionally hung posters near the site of the March attacks showing an embrace
between a Muslim, an Orthodox Christian, and an Evangelical Protestant.

KENYA

Overview: The Kenyan government demonstrated increased political will to secure its borders,
apprehend suspected terrorists, and cooperate with regional allies and the international
community to counter terrorism. On October 16, in response to a series of kidnappings of
Westerners, Kenya initiated military action in Somalia against al-Shabaab militants. Al-Shabaab
responded to the Kenyan incursion into Somalia by threatening retaliation against civilian targets
in Kenya. Arms smuggling, reports of extremist recruiting within refugee camps and Kenyan
cities, and increased allegations of terrorist plotting enhanced recognition among government
officials and civil society that Kenya remained vulnerable to terrorist attack. The government
increased security along the Kenya/Somalia border in an effort to stem the flow of armed
militants crossing into Kenya; however, al-Shabaab’s continued dominance of most of southern
Somalia provided a permissive environment for a small number of al-Qa’ida operatives to
conduct training and terrorist planning with other violent extremists.

2011 Terrorist Incidents: No terrorist group claimed responsibility for the following attacks:
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e On October 14, two Spanish nationals working for a non-governmental organization were
kidnapped in Dadaab refugee camp, in northeastern Kenya, where they remained in
captivity at year’s end.

e In the early morning of October 24, a hand grenade was tossed into a night club in
downtown Nairobi, injuring 14 Kenyan patrons. Later that day, another grenade
exploded at a crowded bus stop, killing one and injuring 16 others.

e On October 27, in the northeast, a vehicle carrying officials from the Ministry of
Education was attacked, leaving four dead.

e On October 28, a police vehicle was heavily damaged after driving over an explosive
device.

e On November 5, suspected al-Shabaab militants hurled grenades into a Pentecostal
church in Garissa town, killing two people and seriously injuring five others. The same
day, a police vehicle escorting a UN convoy to the Dadaab refugee camp sustained
minimal damage when it hit an improvised explosive device.

e On November 22, two police officers were injured when their vehicle was ambushed by
suspected al-Shabaab militants near Liboi (near the Somali border).

e On November 24, a military truck patrolling on the outskirts of Mandera struck a land
mine, killing one soldier and seriously wounded five others. Later on the same day, a
hotel and a shopping center in the northern town of Garissa were attacked with hand
grenades, killing five and injuring several others.

e On November 26, suspected al-Shabaab fighters raided a police post near Mandera
seizing weapons and burning a mobile phone transmission mast. There were no injuries
or deaths reported in the attack.

Legislation and Law Enforcement: Kenya’s lack of counterterrorism legislation hindered its
ability to detain terrorist suspects and prosecute them effectively, and because there was no
counterterrorism legislation, terrorist suspects were often prosecuted under other offenses, such
as murder and weapons possession. With assistance from the United States, Kenya agreed to
expand its Personal Identification Secure Comparison and Evaluation System (PISCES) border
control system to additional ports of entry and upgrade it to capture biometric information.

Kenya remained a critical partner for the Department of State’s Antiterrorism Assistance (ATA)
program; the Kenya program was of a relatively large size and scope. It focused on
strengthening border security, enhancing investigative capacity, and building critical incident
response capacity through training, mentoring, advising, and equipping Kenyan counterterrorism
focused law-enforcement agencies.

Countering Terrorist Finance: Kenya is a member of the Eastern and Southern Anti-Money
Laundering Group, a Financial Action Task Force (FATF)-style regional body. Kenya was
publicly identified by the FATF in February 2010 for strategic anti-money laundering/
counterterrorist finance deficiencies. Kenya developed an action plan with the FATF to address
these deficiencies, but in June 2011 was identified in the FATF Public Statement for its failure to
make sufficient progress on this action plan.

Kenya has not passed or enacted any law criminalizing terrorist financing. Kenya does not have
in place sufficient laws, regulatory structures, or the institutional capacity to track, seize, and
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confiscate the assets of al-Shabaab and other terrorist groups. The Proceeds of Crime and Anti-
Money Laundering Act (POCAMLA) came into operation in 2010, yet key policies and
structures have not been implemented, and Kenya’s Financial Intelligence Unit (FIU) had not
been established eighteen months after the POCAMLA was promulgated. Kenya made some
progress, however, with the August 26 appointment of the Anti-Money Laundering Advisory
Board, the oversight body that will guide the creation of the Financial Reporting Center (Kenya’s
FIU). While government representatives touted this action as a significant achievement and a
demonstration of Kenya’s commitment to combating financial crimes, they acknowledged the
slow pace of implementation.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Kenya is a member of the African Union, the Inter-
Governmental Authority on Development, the Community of Eastern and Southern Africa, and
the East African Community, and coordinated with these groups significantly during its military
and diplomatic campaign against al-Shabaab militants in Somalia. Kenyan law enforcement
agencies worked closely with the international community to increase their counterterrorism
abilities, secure porous land borders, and improve maritime security. The ATA program also
provided support for Kenya’s regional antiterrorism training center, encouraging both East and
West African nations to increase their cooperation on regional counterterrorism initiatives.

Kenya and the United States signed a memorandum of intent with the objectives of consolidating
and securing especially dangerous pathogens and enhancing the Kenyan government’s capability
to prevent the sale, theft, diversion, or accidental release of biological weapons-related materials,
technology, and expertise.

MALI

Overview: Al-Qa’ida in the Islamic Maghreb (AQIM) maintained encampments in remote parts
of northern Mali during 2011, principally as rear bases for its activities in neighboring countries.
Mali reaffirmed its support for activities countering AQIM and has been an advocate for
enhanced regional cooperation. Mali-U.S. counterterrorism cooperation was strong in 2011.
U.S.-led Joint Combined Exercises and Trainings have built the capacity of Malian mobile units
called Echelons Tactiques Inter-armes, and the 33rd Paratrooper Regiment to conduct effective
patrols and interrupt the activities of AQIM. Mali has participated in the multinational military
exercise, FLINTLOCK, since its inception. Malian National Police, Gendarmerie, and National
Guard have benefitted from Anti-Terrorism Assistance programs.

2011 Terrorist Incidents: Mali experienced a significant uptick in terrorist activity during
2011, including kidnappings and hostages held on Malian soil. In the past year, AQIM has
expanded its area of operation to southern Mali, particularly along Mali's northern border with
Mauritania.
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e On January 5, Bechir Sinoun, a Tunisian national who had received training in AQIM
camps in the north of Mali, repeatedly fired a handgun and attempted to detonate an
improvised explosive device in front of the main gate of the French Embassy in Bamako.
He was eventually overcome by a Malian pedestrian and was subsequently arrested.

e On October 23, an AQIM-affiliated group kidnapped three aid workers — two Spanish
and one Italian — from a Polisario-run refugee camp near Tindouf. AQIM are suspected
of holding the hostages on Malian soil.

e On the night of November 23-24, armed individuals possibly affiliated with AQIM
kidnapped two French nationals in Hombori, Mopti Region, and reportedly delivered
them to AQIM, which is believed to be holding them on Malian soil. Malian security
forces arrested two suspects involved in the kidnapping; investigations continued at
year’s end.

e On November 25, armed assailants possibly affiliated with AQIM kidnapped three
European tourists and killed a fourth in Timbuktu city, Timbuktu Region. The hostages —
Dutch, Swedish, and South African/British nationals — were reportedly being held on
Malian soil; the individual who was killed, a German national, died while resisting the
kidnapping attempt. Malian security forces reportedly arrested two of the assailants. The
investigation continued at year’s end.

Legislation and Law Enforcement: Mali’s law enforcement efforts have increased over the
past year, including the arrest of Bechir Sinoun for the attempted bombing of the French
Embassy in Bamako, the detention of two individuals affiliated with AQIM in Bamako, and the
arrest of two individuals implicated in the Hombori kidnapping. The Malian judiciary tried and
convicted Bechir Sinoun, sentencing him to death on November 29; however, the Malian
government subsequently repatriated Sinoun to Tunisia at the request of the Tunisian
government so he could be tried there. Mali continued to participate in the Department of State’s
Antiterrorism Assistance program.

Countering Terrorist Finance: Mali is a member of the Inter-Governmental Action Group
against Money Laundering in West Africa, or GIABA, a Financial Action Task Force (FATF)-
style regional body. Mali's Financial Intelligence Unit, the Cellule Nationale de Traitement des
Informations Financicres (CENTIF), organized training in November for bank employees, key
civil servants, and judicial officials in Kayes Region, which received one of the highest volumes
of remittances in Mali. Following Mali's accession to the Egmont Group in July, CENTIF
personnel attended an Egmont-sponsored Counterterrorist Finance seminar in Bamako on August
16-19. CENTIF also participated in a workshop sponsored by the United Nations Office of
Drugs and Crime in Dakar, Senegal on March 9-11 related to freezing assets belonging to
individuals suspected of money laundering or terrorist finance. The main impediments to
improving law enforcement response to terrorist finance were a lack of coordination between
CENTIF and the law enforcement community as well as insufficient judicial capacity to
transform CENTIF investigations into effective prosecutions.

Mali lacked the capacity to trace informal networks and money/value transfer systems including
hawala. Like most West African countries, Mali relies on cash for virtually all daily
transactions. While businesses were technically required to report cash transactions over
approximately U.S. $10,000, most do not.
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For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Mali has significantly increased its cooperation with
regional partners both politically and operationally. Mali has been a member of the Combined
Operational General Staff Committee (CEMOC), based in Tamanrasset, Algeria, since its
creation in 2010. It chaired the CEMOC for the year ending November 21, at which time the
chairmanship passed to Mauritania. Mali has hosted ministerial level conferences including a
summit of foreign ministers as well as periodic meetings of the armed forces chiefs of staff of the
CEMOC partner countries. Mali also participated in joint operations with Mauritania, driving
AQIM elements out of the Ouagadou Forest region for a period of time. Malian military
elements were reported to be training with Algerian military counterparts in Kidal Region in
December.

In addition to the United States, Mali continued to work closely with other international partners
including Canada, France, the European Union, and United Nations (UN) Agencies. Mali’s
security forces have benefitted from French counterterrorism and UN Office on Drugs and Crime
training.

Countering Radicalization and Violent Extremism: Malian officials and prominent religious
leaders routinely condemned violent extremist ideology and terrorist acts. In general, violent
extremist ideologies have not found a receptive audience among Malians. In September, the
Malian government secured funding and began work on the Special Program for Peace, Security
and Development in the North. The program’s overarching goal is to reestablish state authority
in northern Mali, but it also provides development assistance and a communications program that
may have a countering violent extremism component.

MAURITANIA

Overview: The Government of Mauritania continued to address terrorism threats proactively.
Al-Qa’ida in the Islamic Maghreb (AQIM) remained a threat, which was most visibly
demonstrated by the group's attempt to mount a coordinated attack in the capital in February.
Mauritania applied effective measures to counter terrorist activity and enhanced initiatives
launched in 2010. The government continued to prosecute terrorists, supported efforts to
reinforce regional cooperation, allocated additional resources to the national de-radicalization
program, and continued training with its partners to enhance border security and law
enforcement capacity. Significantly, improved coordination between Mauritania and Mali led to
successful joint operations in areas close to the shared border and increased the ability of both
countries to counter the transnational threat posed by AQIM.

Under the framework of the Trans-Sahara Counterterrorism Partnership, U.S. training of small

infantry and support units continued in 2011. Mauritania also participated in the Department of
State’s Antiterrorism Assistance program.
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2011 Terrorist Incidents: On December 20, AQIM abducted a gendarme from his post in Adel
Bagrou, approximately 1,700 kilometers east of Nouakchott near the border with Mali. The
abduction followed a series of successful Mauritanian military operations against AQIM.

On July 5, the Mauritanian military successfully repelled an AQIM attack led by a 17-vehicle
convoy against a garrison in Bassiknou, near the southeastern border with Mali, and killed six
terrorists. AQIM stated the strike on the outpost was planned as retaliation for a joint
Mauritanian-Malian raid on June 26 in Mali, known as Operation Benkan, which killed 15
AQIM members and left two Mauritanian soldiers dead.

While these events occurred in the border zone with Mali, Nouakchott was the target of a foiled
truck-bombing plot on February 1-2. The Mauritanian military successfully interdicted three
vehicles attempting to attack the French Embassy and assassinate President Aziz. Mauritanian
forces captured one vehicle containing 1.2 tons of explosives, munitions, and logistics equipment
roughly 200 kilometers south of Nouakchott, along with two of the three individuals involved.
The Mauritanian military then neutralized a vehicle-borne improvised explosive device (VBIED)
12 kilometers southeast of Nouakchott, killing both terrorists involved. This was the third
attempted suicide attack in Mauritania after AQIM attacked the military barracks in Nema by
VBIED in August 2010, and a lone suicide bomber targeted the French Embassy in Nouakchott
in August 2009.

Legislation and Law Enforcement: After passing a new counterterrorism law in July 2010,
Mauritania continued to revise legislation, vigorously prosecute individuals suspected of
terrorism, and train security forces and judicial officials. On May 5, Mauritania launched an
initiative to modernize identity documents and enroll Mauritanian citizens and foreign residents
in a national electronic database. The impetus for the development of secure identity documents
stemmed from a desire to replace the current, non-machine readable, handwritten passports with
state of the art biometric technology and accurately identify individuals at ports of entry. The
new government agency charged with executing this project, the National Agency of the
Population Register and Secure Documents, under the Ministry of Interior, has verified the
identity of 100,000 individuals since it was established.

The EU signaled the priority it accords to assisting Mauritanian border security with a ceremony
held on September 18, along with the Spanish Civil Guard, to mark the U.S. $2.6 million
investment in Project Western Sahel, which will introduce new technology for border screening
and training programs for border control personnel.

Mauritania continued its efforts to convict major terrorist suspects in judicial proceedings. The
significant terrorism trials of May 2010 were followed by several high-profile trials and
convictions in 2011. On March 20, four individuals were sentenced to death and one individual
to two years in prison and a U.S. §1,700 fine for their role in the September 2008 attack against
Mauritanian soldiers in Tourine. On March 21, one Mauritanian and two Malian citizens
received prison terms ranging from two to five years for the December 2009 kidnapping of an
Italian couple near the Malian border. The Mauritanian judiciary convicted 33 terrorists in 2011,
bringing the number of convictions to a total of 140 since 2009.
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On October 17, the Ministry of Justice and the United Nations Office on Drugs and Crime
launched a four-day training seminar with 20 local magistrates to discuss the judicial framework
for fighting terrorism and organized crime. In early October, Mauritanian security service
personnel participated in the Trans-Sahara Security Symposium sponsored by the U.S. Embassy
in Nouakchott.

Mauritania cooperated closely with the United States to resolve the case of an American citizen
killed in June 2009 by AQIM in Nouakchott. On March 15, three terrorists were convicted for
the murder. Mohamed Abdallahi Ould Mohamed Salem Ould H'Mednah (Abou Anas), Sidi
Mohamed Ould Bezeid (Abou Qotada), and Mohamed Mahmoud Ould Ahmed Salem were
charged with pre-meditated murder and unlawful membership in an illegal organization.
H'Mednah, who was accused as the shooter in the death of the American citizen, received the
death penalty and was fined US $19,000; Bezeid was sentenced to 12 years in prison, and Salem
received a three-year prison term. The public prosecutors lodged an appeal after the trial seeking
harsher sentences; the appeal was pending at year’s end.

Countering Terrorist Finance: Mauritania is a member of the Middle East and North Africa
Financial Action Task Force (MENAFATTF), a Financial Action Task Force-style regional body.
Mauritania’s Financial Intelligence Unit, the Financial Information Analysis Commission,
includes representatives of the Mauritanian Ministries of Finance and Justice, as well as the
customs authority, national police, and Gendarmerie working together to identify, investigate,
prevent, and prosecute financial crimes linked to narcotics and terrorist finance networks.
Although there is legislation regulating money or value transfer systems, Mauritania did not have
the resources to monitor the sizable flow of funds through hawala or other money/value transfer
systems.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Mauritania was committed to enhancing regional
cooperation across the Sahel. A founding member of the Global Counterterrorism Forum and
Combined Operational General Staff Committee (CEMOC), Mauritania assumed CEMOC’s
rotating chairmanship on November 21 from Mali. Nouakchott hosted a summit for chiefs of
defense on November 15 and for defense ministers on December 11 under the framework of the
5+5 Defense Initiative drawing together Mauritania, Algeria, Morocco, Tunisia, Libya, France,
Spain, Italy, Portugal, and Malta. At the December 11 5+5 meeting, Mauritanian Defense
Minister Radhi led the call for an end to the practice of paying ransoms to hostage-takers.

On December 1, Mauritania signed a cooperation agreement with Saudi Arabia to strengthen
cooperation in the fight against terrorism, crime, and drug trafficking. A high-level Mauritanian
delegation attended the 10th Mauritanian-Algerian Monitoring Committee on November 15 in
Algiers. Mauritania’s Foreign Minister Hamadi hosted bilateral talks with his Malian
counterpart in Nouakchott July 28-29 following the regional meeting to reinforce regional
cooperation held in Bamako on May 20 between Mauritania, Mali, Algeria, and Niger.
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An important example of improved regional cooperation, particularly between Mauritania and
Mali, was demonstrated in the aftermath of the failed February 1-2 truck-bomb plot when the
Malian authorities identified the leader of the attack in their territory and extradited him and
others to Mauritania. In addition to the joint Operation Benkan mentioned above, Mauritania
carried out air strikes against AQIM elements in the Ouagadou forest area in Mali in October.

Mauritania co-sponsored the UNGA Resolution passed in November condemning the Iranian
plot against the Saudi ambassador to the United States.

Countering Radicalization and Violent Extremism: Mauritania continued its rehabilitation
program for repentant extremists. It provided 35 former prisoners with U.S. $7,000 each as seed
capital for revenue-generating enterprises to encourage their reintegration. Mauritanian
authorities confirmed that among the original 52 extremists granted amnesty last year, one was
involved in the February 1-2 truck-bomb attack and was killed during the counterterrorist
operation. While two others have returned to terrorist training camps and four others are
missing, these recidivist rates compare favorably with other programs.

NIGER

Overview: Al-Qa’ida in the Islamic Maghreb (AQIM) continued to exploit undergoverned
space in Nigerien territory and conducted kidnap for ransom operations there. Porous borders
and the huge expanse of Niger not under full government control provided opportunities for
terrorists to move about the area. Niger worked with other regional partners and organizations to
support its counterterrorism efforts, including the Algerian-led General Staff Joint Operations
Committee (CEMOC) that also included Mali and Mauritania.

The presence of Boko Haram (BH) in northern Nigeria also posed a threat. Niger was
committed to fighting AQIM and BH, but without external support and greater regional
cooperation, Niger will likely remain vulnerable to terrorist activity.

2011 Terrorist Incidents: Niger was a victim of AQIM attacks, kidnappings, and anti-
government operations. On January 7, two French citizens were kidnapped from a restaurant in
Niamey. The two hostages died during an immediate rescue attempt by French and Nigerien
forces near the Malian border. On February 24, AQIM released two Africans and a female
French national who had been kidnapped in Arlit in September 2010. Four male French
nationals taken in the same incident remained in AQIM captivity at year’s end.

Legislation and Law Enforcement: On January 27, the government adopted Law 2011-11,
amending the law organizing and defining the competence of jurisdictions in Niger to include a
special chamber within the Court of Appeals charged with investigating, prosecuting, and
punishing all acts of terrorism. In December, the Minister of Defense announced that new
counterterrorism and rapid-response units had been positioned along borders with Mali, Algeria,
and Libya, and that military patrols along the Libyan border had seized weapons, explosives,
ammunition, communications equipment, money, and drugs. Niger established a
Counterterrorism Unit and a Counterterrorism Fusion Center to merge the intelligence and
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operations of its disparate law-enforcement agencies. Niger also continued to participate in the
Department of State’s Antiterrorism Assistance program.

On several occasions from June through November, Nigerien security forces clashed with armed
men who possibly were affiliated with AQIM, crossing through the northern region of the
country. On June 12, they arrested one trafficker and recovered explosives, detonators, arms,
military uniforms, and cash. On December 7, four alleged members of BH were arrested in
Maine-Soroa and transferred to Kollo Prison near Niamey.

Countering Terrorist Finance: Niger is a member of the Inter-Governmental Action Group
against Money Laundering in West Africa, or GIABA, a Financial Action Task Force-style
regional body. Niger’s means to fight money laundering and terrorist financing was limited and
no new anti-money laundering legislation was passed in 2011. However, Niger’s Financial
Intelligence Unit, the National Center for the Treatment of Financial Information, came under
new leadership in October. For further information on money laundering and financial crimes,
we refer you to the 2011 International Narcotics Control Strategy Report (INCSR), Volume 2,
Money Laundering and Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Niger continued to work with Mali, Algeria, and
Mauritania through the CEMOC center in Tamanrasset, Algeria. In May, the four governments
met in Bamako to discuss regional security and agreed to train up to 75,000 troops within the
next 18 months to counter AQIM and other militants.

NIGERIA

Overview: Nigeria experienced a steady increase in terrorist attacks in 2011, particularly in the
northern states of Borno, Yobe, Bauchi, Gombe, Plateau, and Kaduna as well as in the Federal
Capital Territory (FCT). Nigeria-based extremists, collectively known as Boko Haram (BH),
participated in many of these attacks. BH suspects killed Nigerian government and security
officials, Muslim and Christian clerics, a journalist, and numerous civilians.

The Nigerian government worked to improve coordination, communication, and cooperation
domestically and internationally on counterterrorism matters. Authorities intensified military
operations — often heavy-handed — in northeast Nigeria to counter the BH-led terrorist activities.
Nigerian efforts to address northern grievances, a key catalyst of the violence, have lagged
behind the military campaign against BH. The United States called on the Government of
Nigeria to accelerate implementation of its plan to address these issues.

No terrorist attacks occurred in the southern states of Nigeria. Nigerian-U.S. counterterrorism
cooperation continued in 2011, particularly following the June attack on the Abuja headquarters
of the Nigerian police force.

President Goodluck Jonathan created the position of counterterrorism coordinator and in
September replaced its first coordinator, a former ambassador, with a well-respected army
general. In practice, the National Security Advisor (NSA) retained the lead as coordinator of the
Nigerian government strategy to counter terrorism. The National Focal Point on terrorism — an
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interagency task force formed in 2007 that includes the State Security Service (SSS), Nigerian
Customs Service, the Ministry of Foreign Affairs (MFA) and Immigration — did not actively
operate in 2011.

2011 Terrorist Incidents: Elements of BH increased the number and sophistication of attacks
in six northern states and the FCT, including two vehicle-borne improvised explosive device
(VBIED) suicide bombings in Abuja. In the latter half of the year, the lethality, capability, and
coordination of suspected BH attacks rose steadily. Incidents included:

e On January 28, five suspected BH gunmen killed the Borno State All Nigerian People's
Party (ANPP) gubernatorial candidate and six others, including two plain clothes
policemen and the younger brother of the incumbent governor of Borno state.

e On May 12, unidentified gunmen kidnapped two engineers (British and Italian nationals)
from their residence in the city of Birnin Kebbi (Kebbi state), about 30 miles from the
international border with Niger. A German employee of an Italian construction company
managed to escape the same attack. BH had not released these hostages at year’s end.

e On May 31, three suspected BH gunmen killed the younger brother of the Shehu of
Borno at his residence in Maiduguri. (The Shehu of Borno serves as the second-ranking
traditional ruler in Nigeria after the Sultan of Sokoto.) The armed men attacked from a
motorcycle with automatic rifles.

e On June 16, a terrorist detonated VBIED in the parking lot of the Nigeria Police Force
(NPF) headquarters in Abuja, killing a police officer, the driver of the car that exploded,
and at least two others. The blast damaged at least 50 vehicles and shattered windows on
the south side of the NPF headquarters building.

e On August 26, a terrorist rammed two exit gates of the United Nations (UN) headquarters
compound in Abuja and crashed into the lobby of the building before detonating his
VBIED, killing 24 persons and injuring over 120 persons. BH claimed responsibility via
BBC-Hausa radio.

e On October 16, suspected BH members killed one policeman during a pre-dawn bomb
attack on the 34th mobile police force base in Gombe state. Assailants burned 15
vehicles, destroyed a building, and looted an armory that police had recently re-stocked
with weapons and ammunition.

e On October 24, assailants with assault rifles and sophisticated explosives launched a
coordinated attack that destroyed a police station and a bank in Saminaka, Kaduna state,
killing a policeman and a security guard. The assailants stole assault rifles and a reported
U.S. §106,000.

e On November 4, multiple VBIED and improvised explosive device (IED) attacks in
Yobe and Borno states targeted security force offices, including the NPF, SSS, and the
Military's Joint Task Force (JTF) offices, as well as several markets and 11 churches. At
least six attacks occurred in Yobe and four in Borno, including a failed VBIED attempt at
the JTF headquarters in Maiduguri. Terrorists killed over 100 people, including nearly
70 bystanders at a major traffic circle in the center of Damaturu, Yobe state.

Legislation and Law Enforcement: The following developments occurred in the legislative
and law enforcement areas:
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e In May, the Nigerian National Assembly passed the Terrorism Prevention Act of 2011.
On June 3, President Goodluck Jonathan signed the bill into law. The act was modeled
on international standards, including UN guidelines. The law, however, did not clearly
delineate which police or security agency serves as the lead agency to investigate
suspected terrorist crimes.

e The Nigerian government arrested, tried, and sentenced Ali Sanso Konduga (also known
as Usman al-Zawahiri), an ex-spokesperson of BH, to three years in prison after he pled
guilty November 22 to charges of sending threatening text messages to government
officials. On October 14, authorities arrested Senator Ali Mohammed Ndume (Borno
state; ruling People’s Democratic Party) and subsequently charged him with four counts
under Nigeria’s Terrorism Prevention Act of 2011 for collaborating with Konduga. At
years' end, Senator Ndume had posted bond and was awaiting trial.

e In the wake of the unsuccessful attempt by Nigerian national Umar Abdulmutallab to
detonate an explosive aboard a flight bound for Detroit, Michigan, on December 25,
2009, Nigeria cooperated closely with the U.S. Department of Homeland Security, the
U.S. Federal Aviation Administration, and the International Civil Aviation Organization.
On October 14, 2011, the Nigerian suspect pled guilty to all charges against him in U.S.
federal court in Michigan.

The Department of State’s Antiterrorism Assistance program and Federal Bureau of
Investigation (FBI) programs provided training to bolster the capacity of Nigeria's law
enforcement agencies to address terrorist incidents.

Countering Terrorist Financing: Nigeria is a member of the Inter-Governmental Action
Group against Money Laundering in West Africa, or GIABA, a Financial Action Task Force
(FATF)-style regional body. Nigeria was publicly identified by the FATF in February 2010 for
strategic anti-money laundering/combating terrorist financing (AML/CTF) deficiencies. Nigeria
committed to an action plan with the FATF to address these weaknesses, but in October 2011
was identified in the FATF public statement for its failure to make sufficient progress on this
action plan. Nigeria enacted into law the Terrorism Prevention Act of 2011, which included
provisions prohibiting terrorist financing and providing for the seizure of funds and property held
by individual terrorists or terrorist organizations. The act covers the provision or collection of
funds used to carry out terrorist acts, including property and funds used by individuals or terrorist
organizations. In addition, the Economic and Financial Crimes Commission Act includes money
laundering and terrorist financing provisions. However, it should be noted that there are some
outstanding concerns that the criminalization of terrorist financing may not be fully in line with
international standards. The Nigerian government did not prosecute terrorist financing crimes
under either of these laws in 2011.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: The Nigerian government was a founding member
of the Global Counterterrorism Forum (GCTF); Nigeria’s Foreign Minister Olugbenga Ashiru

26



attended Secretary Clinton’s launch of the GCTF in New York in September and the working
group on Justice and Rule of Law in November in Washington.

The Nigerian government hosted and fully participated in the development of Economic
Community of West African states’ (ECOWAS) “counterterrorism strategy and implementation
plan.” Nigeria also helped to develop the ECOWAS “political declaration against terrorism.”
The May counterterrorism strategy planning and review meeting occurred at the ECOWAS
headquarters in Abuja. Nigeria sent representatives to the November 2011 “Global Initiative to
Combat Nuclear Terrorism” meeting in Morocco.

Countering Radicalization and Violent Extremism: The MFA, through its Institute for Peace
and Conflict Resolution, had ongoing initiatives to address radicalization and counter violent
extremism. The Institute’s programs included early warning detection for secular or religious
violence, teaching tolerance of other religious viewpoints, and deploying mediators to conflict-
prone areas to resolve inter-religious disagreements.

RWANDA

Overview: In 2011, a series of grenade attacks targeted Rwandans in public areas. The
Government of Rwanda continued security cooperation and information sharing with the
Government of the Democratic Republic of the Congo (DRC) to combat ongoing mutual threats.
Counterterrorism training for border control officials, police, military, and security forces
remained a priority.

2011 Terrorist Incidents: There were at least six reports of grenade explosions or attacks in
Kigali or along Rwanda’s border with the DRC in January, March, and July. The grenade
attacks typically targeted areas where Rwandans congregated, such as transportation hubs and
markets, resulting in up to 61 people injured and two killed.

e January 28-29: Two separate explosions occurred in Kigali. The first grenade attack
injured 26, eight critically, and killed two others. The Rwanda National Police (RNP)
took four suspects into custody at the scene. The second explosion occurred in a heavily
populated residential area; no injuries or casualties were reported.

e March 1: An unknown assailant threw a grenade at a passenger minibus on a crowded
road in Kigali in the early evening hours. Ten people sustained injuries, two critical;
however, there were no deaths reported. The RNP arrested three suspects.

e July 10-12: Three attacks struck Rwanda’s western border with the DRC. The first
reported grenade explosion occurred close to the border with Bukavu, DRC, at the south
end of Lake Kivu. Two separate attacks occurred in Gisenyi/Rubavu near the DRC
border with Goma at the north end of Lake Kivu, and targeted the homes of local leaders
using gunfire and grenades. There were no reports of injuries or casualties.

Legislation and Law Enforcement: There was no new legislation related to terrorism passed in
2011. The security situation in the eastern DRC put pressure on Rwanda’s western border area,
and the Government of Rwanda continued to work to improve border control measures. The
Rwandan Defense Forces, the National Intelligence and Security Services, and the RNP received
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training from the U.S. government to counter terrorism and violent extremism. The Government
of Rwanda began prosecuting more than 100 people detained on suspicions of terrorism and
accused of being involved in previous grenade attacks. The prosecution tried suspects in three
separate tranches; all three trials were ongoing at year’s end.

Countering Terrorist Finance: Rwanda does not belong to a Financial Action Task Force-
style regional body. It continued its efforts to implement the 2009 law on the “Prevention and
Suppression of Money Laundering and Financing of Terrorism.” For further information on
money laundering and financial crimes, we refer you to the 2011 International Narcotics Control
Strategy Report (INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: The Government of Rwanda sought to strengthen
regional cooperation and counter cross-border threats through increased information sharing with
the DRC. It also worked to increase border cooperation and security with its neighbors in the
East African community. The Government of Rwanda hosted security and terrorism-focused
conferences held under the auspices of regional organizations like the International Conference
on the Great Lakes Region and the Economic Community of the Great Lakes Countries.

SOMALIA

Overview: In 2011, with the assistance of the African Union Mission in Somalia (AMISOM)
and Somalia’s neighbors, the Transitional Federal Government (TFG) made significant gains in
degrading al-Shabaab capability and liberating areas from al-Shabaab administration. However,
foreign fighters and al-Shabaab members remained in many parts of south and central Somalia
and continued to mount operations within Somalia and against neighboring countries.

A multi-front offensive commencing in February by the TFG, AMISOM, and TFG-allied forces
against al-Shabaab resulted in significant territorial gains in the capital city of Mogadishu and
key cities of southern and central Somalia. Ethiopia, Kenya, and associated Somali forces
liberated areas from al-Shabaab control in the Gedo, Lower Juba, and Hiraan regions of
Somalia. In August, al-Shabaab withdrew from many Mogadishu districts, leaving the TFG and
AMISOM in control of the majority of districts in Somalia’s capital for the first time since the
Ethiopians left in 2009. By the end of 2011, the TFG and its allies were poised to make further
territorial advances against al-Shabaab in southern and central Somalia.

Al-Shabaab remained in control of much of southern and central Somalia, however, providing a
permissive environment for al-Qa’ida operatives to conduct training and terrorist planning with
other sympathetic violent extremists, including foreign fighters. The capability of the TFG and
other Somali local and regional authorities to prevent and preempt al-Shabaab terrorist attacks
remained limited.

Al-Shabaab’s withdrawal from conventional fighting in and near Mogadishu resulted in a change

of al-Shabaab tactics to asymmetrical attacks against AMISOM and the TFG. These attacks
resulted in the increased use of Improvised Explosive Devices (IEDs) that became more
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advanced. In late 2011, al-Shabaab with increasing frequency employed IEDs against Kenyan
and anti-al-Shabaab Somali forces in South/Central Somalia.

A severe drought across the Horn of Africa led to a July UN famine declaration for six regions in
southern and central Somalia, affecting four million Somalis out of the estimated population of
seven million. The Office for the Coordination of Humanitarian Affairs subsequently declared
that 750,000 people were at immediate risk of starvation because, in part, al-Shabaab had
prohibited the delivery of assistance. A significant number of Internally Displaced Persons
(IDPs) sought assistance in Mogadishu. Other IDPs found themselves unable to access their
homes in al-Shabaab controlled areas of southern and central Somalia although numerous others
sought refuge in neighboring Kenya and Ethiopia.

2011 Terrorist Incidents: Al-Shabaab leaders maintained a number of training camps in
southern Somalia for young national and international al-Shabaab recruits. In these camps, AQ-
affiliated foreign fighters often lead the training and indoctrination of the recruits. For further
information on al-Shabaab, please see Chapter 6, Foreign Terrorist Organizations.

In 2011, al-Shabaab and other violent extremists conducted suicide attacks, remote-controlled
roadside bombings, kidnappings, and assassinations of government officials, journalists,
humanitarian workers, and civil society leaders throughout Somalia. Al-Shabaab also threatened
UN and other foreign aid agencies and their staff. Two examples of high-profile al-Shabaab
terrorist attacks included a truck bomb that detonated in Mogadishu on October 4, killing over
seventy, including many students waiting outside the Ministry of Education, and the December 5
assassination of a prominent Islamist scholar, Ahmed Hadji Abdirahman, in Bossaso, Puntland.

In addition to high-profile attacks, al-Shabaab routinely terrorized local populations into
compliance with al-Shabaab edicts. There were frequent reports of al-Shabaab carrying out
amputation of limbs for minor thievery offenses, stoning for suspected adultery, and forced
conscription of child soldiers. Al-Shabaab leaders frequently ordered beheaded corpses to be left
in streets as an object lesson to local communities. Al-Shabaab bombings targeted secondary
schools admitting female students. Al-Shabaab forces also engaged in widespread rape and
violence against women.

In Mogadishu before August 6, al-Shabaab conducted almost daily attacks against the TFG and
AMISOM. On June 10, the TFG Minister of Interior was killed at his residence when an al-
Shabaab-affiliated family member detonated a suicide vest. After withdrawing from Mogadishu
on August 6, al-Shabaab increased the use of asymmetric attacks in Mogadishu. In the last week
of August, Shabaab beheaded 12 youths suspected of being spies in the Huriwaa and Dayniile
districts of Mogadishu. Near-daily IEDs, grenade attacks, and assassinations targeting TFG
security forces and AMISOM also led to the deaths of hundreds of civilians.

On August 4, Somali TFG President Sheikh Sharif declared in a letter to the UN, “The main
cause of the famine has been al-Shabaab, who has denied the Somali people the stability
necessary to be self-sufficient in terms of food security.” TFG leaders noted that they were
compiling evidence of crimes against humanity by al-Shabaab leaders, including denial of
passage for humanitarian assistance to starving populations. NGOs and media reported that al-
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Shabaab had engaged in forced re-settlement of IDPs, sometimes for the purpose of cultivating
cash crops that could be used to buy weapons. On November 28, al-Shabaab imposed an
indefinite ban on 16 humanitarian organizations working in al-Shabaab controlled territory,
reducing access to humanitarian relief for communities in those areas.

Legalization and Law Enforcement: The TFG and regional administrations continued to
pursue al-Shabaab suspects throughout the year. On June 10 in Mogadishu, TFG personnel
killed AQ senior leader and al-Shabaab trainer Fazul Abdullah Mohammed, aka Harun Fazul,
when he attempted to breach a checkpoint. Harun Fazul was one of several AQ leaders federally
indicted for carrying out the 1998 bombings of the U.S. embassies in Kenya and Tanzania.

The TFG also requested governments to assist in the enforcement of a long-standing national ban
on charcoal exports which are used to finance al-Shabaab activities. On May 3, the TFG passed
an anti-terrorism law, and in July, Puntland followed with similar legislation establishing special
courts to try terrorism suspects. Somaliland has not passed any such laws.

Somalia received leadership and management training for senior law enforcement officials from
Somalia’s Transitional Federal Government (TFG), as well as from Somaliland and Puntland,
through the Department of State’s Antiterrorism Assistance program.

Countering Terrorist Finance: Terrorist financing in Somalia is directly related to the terrorist
organization al-Shabaab. Existing laws in Somalia — anti-money laundering (AML) and
counterterrorism finance (CTF) — were unenforceable, given the limited area of control of the
government and its lack of capacity. Somaliland authorities cited the main obstacle to fighting
terrorism, including terrorist financing, as a lack of legal framework. Somalia does not have a
formal banking sector and although there are a couple entities that provide financial banking
services throughout Somalia, they operate in an unregulated environment. Hawala (money
transmittal firms) that transfer funds into Somalia from abroad must comply with regulations in
the foreign countries from which the transfers originate and therefore do have a degree of
transparency and oversight.

Al-Shabaab derived its funding in part through taxation of businesses and private citizens,
customs and other revenue from Kismayo port, and financial donations from Somali and non-
Somali sympathizers both inside Somalia and abroad. Somalia has one of the longest land
borders as well as the longest coastline in Africa. The TFG, and the regional Puntland and
Somaliland administrations, have limited control over their borders and many goods flow into
and out of Somalia with no government knowledge. In areas controlled by al-Shabaab, the
terrorist group may “tax” goods’ movements, including some humanitarian shipments. The TFG
has called on regional governments to help stem the flow of terrorist financing, requesting local
governments trace, freeze, and seize al-Shabaab financing.

The TFG did not have an independent system or mechanism for freezing terrorist assets. The
government lacked capacity and no government entities were charged with or capable of
tracking, seizing, or freezing illegal assets. There was no mechanism for distributing information
from the government to financial institutions (principally hawala), and the central government
enforced no suspicious transaction or large currency transaction reporting requirements on banks
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or other financial institutions. However, many institutions operating in Somalia had international
offices, and therefore adhered to minimum international standards, including freezes on terrorist
entities’ finances. Money remittance companies, for example, almost all use electronic anti-
money laundering systems which flagged names listed on the UN 1267 Sanctions Committee’s
consolidated list. Somalia is a signatory to the 2001 UN International Convention for the
Suppression of the Financing of Terrorism. Somalia is not a member of any Financial Action
Task Force-style regional bodies and does not have any mechanisms in place under which to
share information related to terrorist financing with the United States or with other developed
countries.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: The TFG’s efforts have focused on trying to build
and maintain support within Somalia rather than bolstering external cooperation. However, the
TFG is a member of the African Union, Intergovernmental Authority on Development, the
League of Arab States, and the Organization of Islamic Cooperation. The TFG also works
closely with AMISOM. The TFG worked with international and regional partners, including
Kenya and Ethiopia, to degrade and eliminate al-Shabaab. The TFG and regional governments
cooperated fully with U.S. law enforcement on numerous occasions.

Countering Radicalization and Violent Extremism: The TFG has become more adept at
proactively countering al-Shabaab’s violent extremist messaging. This was demonstrated
through programs on Radio Mogadishu and the state-owned television station, as well as through
press releases. For example, within hours of the October 4 bombing of government buildings
that killed over 70 people, the TFG released a press statement condemning the attack. The
TFG’s Ministry of Information continued the Islamic Lecture Series, a one-hour call-in radio
program begun in 2010, designed to undercut al-Shabaab’s efforts to acquire religious legitimacy
for its violent extremist ideology. Respected clerics and sheikhs from Mogadishu presented
original lectures on a particular subject — for example, suicide bombing — and discussed how the
issue is viewed within Islam. The scripts were read out live on Sundays and rebroadcast on
Tuesdays and Thursdays. Following each broadcast, listeners called in and debated the topic
with the presenting cleric or sheikh. Members of al-Shabaab have responded to the messages
from the show and have attempted to debate them. The messaging is overwhelmingly critical of
al-Shabaab, and there was an emerging narrative that al-Shabaab was neither authentically
Islamic nor Somali in its actions and objectives.

SOUTH AFRICA

Overview: Continuing its efforts to counter international terrorism in 2011, South Africa

took measures to address border security vulnerability and document fraud which, in the past,
hindered the government's ability to pursue counterterrorism initiatives. With an ongoing
attempt to centralize all intelligence and security activities under the umbrella of the South
African State Security Agency (SSA, formed in 2009), new protocol procedures were placed on
counterterrorism coordination and information exchanges. Although the South African Police
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Service-Crime Intelligence (SAPS-CI) unit has traditionally been the most responsive on
counterterrorism matters, the SSA stipulated that any counterterrorism-related coordination
should occur directly through the SSA/foreign branch (SSA/FB) and it will determine which
other entities within SSA will be involved. As a result, coordination on counterterrorism-related
issues suffered from a lack of communication and coordination between SSA/FB and SAPS-CI,
which directly affected responsiveness to U.S. requests for information. Also, the SSA has noted
up front that it will not provide any information related to South African entities to the United
States, even if it relates to counterterrorism matters.

2011 Terrorist Incidents: Beginning in July 2010, Brian Patrick Roach, a 63 year old South
African citizen, attempted to extort the British government by threatening to release hoof and
mouth disease among the livestock in the United Kingdom. He further threatened that if his
demands were not met by the British, he would infect livestock in the United States with the
same disease. Roach conducted all of this activity from within South Africa and was considered
a terrorist by the South African government. This matter was investigated jointly by the South
African national prosecuting authority, the South African Police service, New Scotland Yard,
and the FBI. On February 12, 2011, the subject was arrested and in June he pled guilty to
terrorism charges.

Legislation and Law Enforcement: The South African Revenue Service (SARS) has a
Customs and Border Protection (CBP) Container Security Initiative team in Durban that works
with SARS to screen containers entering and leaving the port for contraband, currency, nuclear
materials, and other WMD. SARS is a member of the World Customs Organization and worked
closely with the Department of Homeland Security CBP to develop the SARS’ Customs Border
Control Unit, which is modeled after the CBP’s antiterrorism contraband enforcement team.
South Africa continued to participate in the Department of State’s Antiterrorism Assistance
program.

Countering Terrorist Finance: South Africa did not share information related to terrorist
financing with the United States. As a member of the Financial Action Task Force (FATF) and
the Eastern and Southern Africa Anti-Money Laundering Group, a FATF-style regional body,
South Africa largely complied with FATF standards for anti-money laundering and
counterterrorist finance, and had a functioning Financial Intelligence Unit, the Financial
Intelligence Centre (FIC). Those required to report to the FIC included banks, financial
institutions, car dealers, attorneys, gold dealers, gambling establishments, real estate agents,
foreign exchange dealers, securities traders, money lenders (including those who lend against
shares, e.g., brokers), entities selling travelers checks, and Johannesburg stock exchange-
registered people and companies. South Africa's FIC is a member of the Egmont group.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: South Africa is a founding member of the Global
Counterterrorism Forum. South Africa was elected to its second two-year term as a non-
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permanent member of the United Nations Security Council (2011-2013) and played a leading
role in the African Union Peace and Security Council.

SOUTH SUDAN

Overview: South Sudan attained independence on July 9, 2011, becoming the world’s newest
country. Counterterrorism efforts and counterterrorist finance legislation remained a work in
progress. The Lord’s Resistance Army (LRA) represented the main terrorist threat to South
Sudan.

2011 Terrorist Incidents: The LRA was responsible for about twenty-five incidents in South
Sudan in 2011, chiefly in Western Equatoria and Western Bahr El Ghaza.

Legislation and Law Enforcement: A brand new country, the Government of South Sudan has
not yet passed counterterrorism legislation, and it suffers from multiple institutional weaknesses
that included insufficient policing and intelligence gathering, inadequate border controls, and

deficient aviation security and screening at the country’s two international airports in Juba and
Malakal.

Countering Terrorist Finance: South Sudan is not a member of any Financial Action Task
Force-style regional body. The Government of South Sudan has not passed anti-money
laundering/counterterrorism financing (AML/CTF) legislation, although a draft AML/CTF bill
was under review by the Ministry of Justice. A draft Banking and Foreign Exchange Business
Act was also pending approval at year’s end. For further information on money laundering and
financial crimes, we refer you to the 2011 International Narcotics Control Strategy Report
(INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/j/inl/rls/nrerpt/index.htm.

TANZANIA

Overview: Since the bombing of the U.S. Embassy in July 1998, Tanzania has not experienced
any major terrorist attacks. In November, Minister Shamsa Vuai Nahodha of the Ministry of
Home Affairs announced that police took custody of 10 young Tanzanians believed to have
connections with al-Shabaab, who were arrested by Kenyan immigration authorities along
Kenya's northern border with Somalia. Inter-agency representatives of Tanzania's National
Counterterrorism Center (NCTC), operated by the Tanzanian Police Force with inter-agency
representation from the military, prisons, and the Tanzania Intelligence Service, still consider
diplomatic missions, foreign investment projects, and tourist areas targets for terrorist attacks.

In October, Tanzania formalized the regulations for its Prevention of Terrorism Act passed in
2002. Progress on the regulations had previously stalled for years as a result of a change in
administration and disagreements over the responsibilities assigned in the Act. Now that the law
and associated regulations are in place, Tanzania worked to enact a national terrorism strategy to
address areas that require improvement.
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The most significant example of Tanzania-U.S. counterterrorism cooperation was the case
against the perpetrators of the 1998 U.S. Embassy bombing. In U.S. federal court in New York
in January 2011, Ahmed Ghailani was sentenced to life in prison for his involvement in the
attack. The Government of Tanzania was instrumental in assisting with the investigation and
providing the testimony that brought Ghailani to justice. The director of Tanzania’s NCTC
provided key testimony during the Ghailani trial.

The Tanzania Police Force (TPF) has been very receptive to State Department Antiterrorism
Assistance training and over 250 officers were trained in dozens of courses in 2011. The TPF
has adopted many of the U.S. guidelines, best practices, and has incorporated U.S. training into
its curricula.

Legislation and Law Enforcement: The November issuance of implementing regulations for
the 2002 Prevention of Terrorism Act represented the key development in counterterrorism
legislation this year. The NCTC reported that the United Kingdom played a central role in
assisting Tanzania with its draft regulations. Neither the NCTC nor the Financial Intelligence
Unit (FIU) reported any enforcement actions for the year, but both organizations maintained
working relationships with Tanzanian Customs and Border Security (CBS). As the NCTC was
composed of a number of inter-agency officials, the organization has access to Customs and
Border Security through its Immigration representative. The FIU was regularly in contact with
the Tanzanian Revenue Authority, which, in turn, liaised with CBS. Tanzanian Border Security
officials continued to use the Personal Identification Secure Comparison and Evaluation System
(PISCES) system, with biometric upgrades, at eight ports of entry. Tanzania also continued to
participate in the Department of State’s Antiterrorism Assistance program.

Countering Terrorist Finance: Tanzania is a member of the Eastern and Southern Africa Anti-
Money Laundering Group, a Financial Action Task Force (FATF)-style regional body. Tanzania
was publicly identified by the FATF in October 2010 for strategic anti-money laundering/
counterterrorist finance (AML/CTF) deficiencies, and committed to an action plan with the
FATF to address these deficiencies. In October 2011, the FATF determined that Tanzania’s
progress in implementing this action plan had been insufficient and that it needed to take
adequate action to address its main deficiencies. The FIU is the Tanzanian government office
most closely linked with AML/CTF efforts and it did not have the ability to conduct proactive
targeting. Since its establishment in 2007, the FIU has received a total of 40 referrals; only one
concerned terrorist finance. The staff of the FIU grew from five to 16 in 2011, as it filled out the
staffing requirements set forth by law. The FIU was also working to join the Egmont Group; it
was previously unable to apply for membership because it was not a national body; Zanzibar had
its own unit. This issue has since been resolved, and the FIU now covers Zanzibar as well.

Tanzania is largely compliant with international standards for the criminalization of terrorist
financing. Tanzania monitored formal remittance services, but the FIU said it had no means of
identifying or tracking money/value transfer services such as hawala. Non-profit organizations
must declare their assets when initially registering with the government, but their assets were not
subsequently reviewed on a regular basis. Tanzanian law does not contain a threshold transaction
amount that triggers an automatic review. FIU representatives stated that they were working to
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resolve this. Banks could receive a transfer of any amount without raising any alarm. Travelers
coming into the country may enter unimpeded with any amount of hard currency.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Tanzania is a member of the South African
Development Community and the East African Community, both of which have regular working
groups that address counterterrorism. On a regional level, the NCTC has coordinated with
Nairobi's Antiterrorism Center, and successfully extradited suspects of the 2010 Uganda
bombings to Uganda for trial.

UGANDA

Overview: The Ugandan government demonstrated increased political will to secure its borders,
apprehend suspected terrorists, and coordinate with regional allies and the United States to
counter terrorism. There were no reported terrorist attacks in Uganda in 2011, but Uganda
remained vulnerable to attacks by the Somali terrorist group al-Shabaab, which killed 76 people
including one American, in its July 2010 Kampala bombings. In addition to taking tangible steps
to track, capture, and prosecute individuals with suspected links to terrorist organizations,
Uganda began prosecuting several individuals arrested for orchestrating the July 2010 bombings.
Uganda also increased its troop contributions to the African Union Mission in Somalia
(AMISOM) and continued to pursue the Lord's Resistance Army (LRA) in coordination with the
Democratic Republic of Congo (DRC), South Sudan, and the Central African Republic (CAR).

Legislation and Law Enforcement: Uganda’s Joint Anti-Terrorism Taskforce, which is
composed of military, police, and intelligence entities and reports to the chieftaincy of military
intelligence led Uganda’s counterterrorism response, but was hampered by allegations of human
rights abuses. The Police’s Rapid Response Unit also conducted terrorist investigations, but was
disbanded in December 2011 due to allegations of human rights violations.

During the year, Uganda continued to build its counterterrorism capacity. With U.S. assistance,
Uganda continued to expand its Personal Identification Secure Comparison and Evaluation
System (PISCES) border control system to additional points of entry and upgraded this system to
capture biometric information. Uganda also continued to participate in the Department of State’s
Antiterrorism Assistance program.

In September, the Uganda High Court handed down sentences of five years and 25 years
imprisonment to two of the 2010 Kampala bombing suspects for terrorism and conspiracy to
commit terrorism. In November, Uganda also commenced prosecution of 12 other suspects
accused of orchestrating the July 2010 bombings, but the trial was placed on hold shortly
thereafter due to a legal challenge filed with the Constitutional Court. Although Uganda
significantly improved its ability to investigate terrorist acts, additional training and resources are
needed. Ugandan police, for example, replaced the outdated system of fingerprint cards with a
modern criminal records management system to identify criminal and terrorist suspects.
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Countering Terrorist Finance: Uganda is a member of the Eastern and Southern Anti-Money
Laundering Group, a Financial Action Task Force-style regional body. Uganda’s financial sector
remained vulnerable to money laundering, terrorist financing, and other illicit financial
transactions. Legal and law enforcement measures to counter terrorist financing, based on the
Anti-Terrorist Act of 2002 and the Financial Institutions Act of 2004, were inadequate and did
not meet international standards.

The Anti-Terrorist Act made terrorist financing illegal, but Ugandan authorities have not used
this law to investigate any money laundering or terrorist financing cases. Uganda also lacked the
capacity needed to effectively monitor and regulate money/value transfer services and wire
transfer data. The Bank of Uganda asked local banks to report “suspicious” transactions, but
there was no clear implementation mechanism for enforcing this or investigating potentially
suspicious activity. The Criminal Investigations Department (CID) of the Ugandan Police Force
was responsible for investigating financial crimes. However, until Parliament approves anti-
money laundering legislation, the understaffed and poorly-trained CID maintained only limited
authority to investigate and prosecute money laundering violations.

The Inspector General of Government has not investigated money laundering or terrorist
financing cases and Uganda did not prosecute any terrorist financing cases in 2011. The
Ministry of Foreign Affairs and Ministry of Finance distributed UN lists of designated terrorists
or terrorist entities to relevant Ugandan financial institutions.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Uganda is an active member of the African Union,
the Inter-Governmental Authority on Development, the Community of Eastern and Southern
Africa, the East African Community, and the International Conference on the Great Lakes
Region. During the year, Uganda worked closely with regional and international law
enforcement agencies to respond to terrorist threats. Uganda was the largest troop-contributing
nation to AMISOM. Uganda also coordinated with the DRC, CAR, and South Sudan to pursue
the LRA.

Countering Radicalization and Violent Extremism: After the July 2010 terrorist attacks,
Ugandan police increased outreach to local Muslim youth considered at-risk of recruitment by
violent extremist groups.

EAST ASIA AND PACIFIC

OVERVIEW

Terrorist incidents in East Asia and the Pacific in 2011 shifted from large-scale attacks such as
the 2009 Jakarta hotel bombings to attacks on domestic targets and crimes of opportunity such as
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kidnapping for ransom. Suicide bombers in Indonesia targeted a police mosque and a church,
injuring 50 people in two incidents. In each attack, the only fatalities were the terrorists, whom
the police believe were affiliated in a loose-knit network. A series of book bombs in March
unsuccessfully targeted prominent individuals and a senior police official in Indonesia. In the
southern Philippines on July 25, two U.S. citizens were kidnapped and subsequently held for
ransom by the Abu Sayyaf Group; one U.S. citizen was released on October 3 and the other
escaped on December 10.

A suspected perpetrator of the 2002 Bali bombings, Jemaah Islamiya (JI) member Umar Patek,
was captured in Pakistan and returned to Indonesia to stand trial on terrorism-related charges.
An appellate court upheld the conviction on terrorism-related charges of JI co-founder Abu
Bakar Ba’asyir. Indonesia also continued its close multilateral cooperation in Southeast Asia,
most notably through the Global Counterterrorism Forum (GCTF) and the Association of
Southeast Asian Nations (ASEAN) Defense Ministers Meeting Experts Working Group on
Counterterrorism.

Australia maintained its position as a regional leader in the fight against terrorism and worked to
strengthen the Asia-Pacific region’s counterterrorism capacity through a range of bilateral and
regional initiatives in fora such as the Asia-Pacific Economic Cooperation organization,
ASEAN, the ASEAN Regional Forum, and the Pacific Island Forum (PIF). In May, New
Zealand hosted a regional counterterrorism table-top exercise concomitant with the PIF’s annual
meeting, which was attended by the head of the United Nations Counter Terrorism Executive
Directorate, 14 member countries, and several observers, including the United States. This was
the first such exercise since 1995. The Japanese government continued to participate in
international counterterrorism efforts at multilateral, regional, and bilateral levels through the
Japan-ASEAN Integration Fund, the Sixth ASEAN-Japan Counterterrorism meeting, and the
First Japan-China Counterterrorism Consultations. Australia, Indonesia, Japan, China, and New
Zealand are also founding members of the GCTF; Indonesia and Australia volunteered to co-
chair the Forum’s Southeast Asia Working Group.

CHINA

Overview: China’s cooperation with the United States on counterterrorism issues was marginal
with little reciprocity in information exchanges. China conducted joint counterterrorism training
exercises with Pakistan, Belarus, Kyrgyzstan, Tajikistan, and Indonesia. China’s domestic
counterterrorism efforts remained primarily focused against the East Turkestan Islamic
Movement (ETIM) in the Xinjiang Uighur Autonomous Region (XUAR) of northwest China.
Domestic counterterrorism exercises were also held in southwest China. China does not always
distinguish between legitimate political dissent and the advocacy of violence to overthrow the
government, and it has used counterterrorism as a pretext to suppress Uighurs, the predominantly
Muslim ethnic group that makes up a large percentage of the population within the XUAR.
China’s government characterized Uighur discontent, peaceful political activism, and some
forms of religious observance as terrorist activity.

2011 Terrorist Incidents: In 2011 ETIM claimed responsibility for two violent acts primarily
targeting government officials. On July 18, an attack on a police station in Hotan, Xinjiang
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claimed the lives of four and left four others injured. On July 30 and 31, a series of bomb and
knife attacks in Kashgar left at least 12 dead and over 40 injured.

Legislation and Law Enforcement: The Chinese government adopted legislation to address
counterterrorism issues. On October 29, the Standing Committee of the National People's
Congress (NPC) passed the Decision on Issues Related to Strengthening Anti-Terrorism Work,
which clarified the definitions of terrorist activities, terrorist organizations, and terrorists. Vice
Minister of Public Security Yang Huanning stated in his report to the legislature on the decision
that there was previously no clear and precise definition of these terms provided in domestic law,
and the lack of clear definitions had “adversely affected the control over terrorist assets and
international cooperation in antiterrorism efforts, and the decision has been designed to fill this

2

gap.

The Chinese government typically did not provide public information on law enforcement
actions in response to terrorist attacks. One exception was the publication of trial results for
those accused of participating in terrorist attacks. Four death sentences and two 19-year jail
terms were issued to individuals found complicit in the Kashgar and Hotan attacks.

U.S. law enforcement agencies sought assistance from Chinese counterparts on several cases
affecting U.S. citizens, but the Chinese government generally did not respond to these requests.
For example, in several instances China was asked to conduct joint investigations with U.S. law
enforcement and provide assistance to disrupt suspect activities and then prosecute the relevant
individuals either in the United States or China. In response, Chinese authorities took no action
beyond simply confirming information they had previously provided. No additional action was
taken to proactively assist U.S. law enforcement.

Countering Terrorist Finance: China is a member of the Financial Action Task Force (FATF)
and the Asia/Pacific Group on Money Laundering, a FATF-style regional body. The Decision
on Issues Related to Strengthening Anti-Terrorism Work, passed in October, defined the legal
scope of “terrorist activities” and “terrorist organizations” related to, among other crimes,
terrorist financing. The decision provided the legal basis for the establishment of a national
interagency terrorist asset freezing body. Regarding the monitoring of non-profit organizations,
China has a deep and far-reaching system of overall oversight; however, there were still no
identifiable measures or requirements for preventing terrorist finance abuses in this sector.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: China is a founding member of the Global
Counterterrorism Forum. China provided support for three United Nations Security Council
committees (the 1267 committee, the Counterterrorism Committee (CTC), and the 1540
committee). In May, Shanghai Cooperation Organization (SCO) members China, Kyrgyzstan,
and Tajikistan staged counterterrorism exercises in Xinjiang (Tianshan-II); China and Indonesia
held their first counterterrorism exercises in June (Sharp Knife 2011); counterterrorism exercises
were held with Belarus in July; and China and Pakistan held their fourth joint counterterrorism
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military exercise in Pakistan in November. In late 2011, the Chinese government ratified the
China-Russia Cooperation Agreement on Combating Terrorism, Separatism, and Extremism,
which called for Moscow and Beijing to coordinate more closely through the G20 and the SCO.

Hong Kong

Provisions of Hong Kong's UN Anti-Terrorism Measures Ordinance (UNATMO) for the
freezing, forfeiture, seizure, or detention of terrorist assets and property came into effect in
January and further strengthened legal statutes to combat terrorist financing and acts of terrorism.
The Hong Kong Police Counterterrorism Readiness Unit provided a strong deterrent presence,
assisted police districts with counterterrorist strategy implementation, and complemented — with
tactical and professional support — the Hong Kong Police's existing specialist units, such as the
Special Duties Unit and its VIP Protection Unit.

Hong Kong is a member of the Asia/Pacific Group on Money Laundering, a Financial Action
Task Force-style regional body. In July, Hong Kong passed legislation to counter money
laundering and terrorist financing. The legislation imposed statutory supervision requirements
for money changers and remittance agents as well as legal requirements for customer due
diligence and record-keeping in the banking, securities, and insurance sectors. Terrorist
financing is a criminal offense in Hong Kong, and banks and other financial institutions are
obliged to continuously search for terrorist financing networks and screen accounts using U.S.
designations lists, as well as the UN 1267/1989 and 1988 Sanctions Committees’ consolidated
lists. Filing suspicious transactions reports irrespective of transaction amounts is obligatory, but
Hong Kong lacked mandatory reporting requirements for cross-border currency movements.

Hong Kong cooperated in counterterrorism efforts through Asia-Pacific Economic Cooperation,
INTERPOL, and other security-focused organizations, and incorporated recommendations into
its security strategy. In April, the Hong Kong Police and the Australian Federal Police signed a
memorandum of understanding to jointly address transnational challenges and to bolster capacity
building, an effort that led to an inaugural International Counterterrorism Investigators
Workshop in November. Hong Kong authorities continued their effective security and law
enforcement partnership with the United States through the Hong Kong Customs and Excise
Department’s effective joint operation of the Container Security Initiative and by participating in
U.S.-sponsored training.

Macau

Macau is a member of the Asia-Pacific Group on Money Laundering, a Financial Action Task
Force (FATF)-style regional body. Terrorist financing is a criminal offense in Macau, and banks
and other financial institutions are obliged to continuously search for terrorist financing networks
and screen accounts using U.S. designation lists, as well as the UN 1267/1989 and 1988
Sanctions Committees’ consolidated lists. Filing suspicious transaction reports irrespective of
transaction amounts was obligatory, but Macau lacks mandatory reporting requirements for
cross-border currency movements or large currency transactions. Macau is a member of the
Egmont Group of Financial Intelligence Units. In May, Macau hosted the Asia Pacific Regional
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Review Group meeting under the FATF’s International Cooperation Review Group. The U.S.
Financial Crimes Enforcement Network attended this meeting.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

INDONESIA

Overview: The Indonesian government continued to strengthen and build its capacity to counter
terrorism. Complementing strong domestic efforts, Indonesia cooperated and coordinated where
appropriate with other countries, including the United States. Indonesian counterterrorism
operations continued to disrupt efforts by terrorist organizations to use the country as a safe
haven for training and conducting attacks. Border security remained a challenge, given that
Indonesia is composed of more than 17,000 islands and has numerous points of entry by land,
sea, and air.

Terrorists in Indonesia appeared to have changed tactics in recent years from large-scale
bombings of high-profile targets to smaller, more diffuse attacks generally directed at domestic
institutions, especially those representing the central government. For the most part, explosives
used in a string of suicide bombings during the year were of poor quality and most of these
bombs were relatively small and unsophisticated. This trend likely reflects the Indonesian
government’s success in capturing or killing experienced leaders and bomb-makers since 2009.

Despite the government’s efforts to block violent extremist websites, the internet increasingly
provided a source of “inspiration” for terrorists, some of whom became radicalized after viewing
extremist websites, or banded together through participation in violent extremist social
networking websites. DVDs, distributed through terrorist networks, were also a major source of
radical information. Authorities have noted increased attempts by radical extremists to spread
their messages at public universities and secondary schools. There were also ongoing concerns
about incarcerated terrorists who spread extremist messages to other prisoners.

U.S. and Western-affiliated interests remained potential targets for terrorists, although their focus
was increasingly on attacks against local government and law enforcement entities, especially
the police.

2011 Terrorist Incidents:

e In March, a series of four “book bombs” were mailed in Jakarta to a senior police officer
and prominent civilians. There were no fatalities, although one book bomb exploded
while police attempted to dismantle it, injuring four people.

e On the night of April 20-21, law enforcement officials discovered and defused a series of
bombs planted in close proximity to a gas pipeline near a church on the outskirts of
Jakarta.

¢ On May 25, Jemaah Anshorut Tauhid (JAT) members associated with arrested JAT
military leader Abu Tholut attacked a police post in Palu, Sulawesi. The terrorists killed
two police officers, wounded a third, and stole their weapons.
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e OnJuly 11, an explosion took place at the Umar bin Khattab Islamic Boarding School on
the island of Sumbawa, killing the treasurer of the school whom police suspected was
teaching bomb-making skills to students. After gaining entry, the police discovered
bomb-making ingredients and materials, explosive devices, and extremist literature.

e Two suicide bombings, both on the island of Java, claimed the lives of both bombers.
Each attack caused injuries but no other fatalities. On April 15, the bomber detonated
explosives in the Cirebon police mosque in West Java during midday prayers, injuring
nearly 30 people. On September 25, a suicide bomber in Suryakarta (also known as
Solo), Central Java, struck at a Protestant church at the end of the morning service,
injuring approximately 20. According to the Indonesian National Police (INP), both
suicide bombers were affiliated with a loose-knit terrorist network with connections to
JAT.

Legislation and Law Enforcement: The Intelligence Bill, passed on October 11 but not
implemented by year’s end, would allow the State Intelligence Agency (BIN) to intercept all
forms of communication, including electronic, after first obtaining a warrant. The Attorney
General’s Office and the INP could then introduce these intercepts into court as evidence. The
new law would also allow BIN to obtain financial records and to question individuals without
detaining or arresting them in order to prevent terrorist and other acts deemed threatening to
national security. Some sectors of civil society and civil rights groups have expressed concern
about the scope and reach of the law.

In 2011, there were 93 people arrested on terrorism charges, 121 prosecutions, and seven
pending cases involving 33 defendants. In June, radical cleric Abu Bakar Ba’asyir was
sentenced to 15 years imprisonment based upon his support for a paramilitary terrorist training
camp in Aceh that was discovered and disbanded by Indonesian National Police in 2010.

In July and August, the Medan High Court sentenced terrorists involved in a 2010 bank robbery,
conducted to finance terrorism, to sentences ranging from five to 12 years. In October, Abu
Tholut, implicated in the Aceh terrorist training camp case for training and providing weapons to
terrorists, was sentenced to an eight-year prison term. Umar Patek, a suspected explosives-
maker for the bombs used in the 2002 terrorist bombings in Bali, was arrested in Pakistan in
January and transferred to Indonesia in August.

Indonesia remained a critical partner nation in the Department of State’s Antiterrorism
Assistance program, which provided enhanced training in investigative skills for Detachment 88,
a premier Indonesian antiterrorism unit that regularly conducted major operations against
terrorists in the region.

Countering Terrorist Finance: Indonesia is a member of the Asia-Pacific Group on Money
Laundering, a Financial Action Task Force (FATF)-style regional body. Indonesia criminalizes
terrorist financing in several paragraphs of its 2003 terrorism legislation but the legislation has
been criticized as ineffective and inadequate. The Indonesian Financial Intelligence Unit,
PPATK, worked with the Ministry of Law and Human Rights to rewrite Indonesia’s terrorist
financing law to make it compliant with standards of the FATF and best global practices.

41



At its October plenary, the FATF decided that Indonesia had not yet made sufficient progress on
its action plan to enact terrorist finance legislation and to develop regulations and the other legal
instruments necessary to freeze terrorist assets in accordance with the relevant United Nations
Security Council Resolutions.

The provisions under Indonesian law to seize and freeze assets were not clearly drafted and
required a criminal conviction before the seizure of assets. There was no comprehensive terrorist
financing legislation that criminalized terrorist financing in accordance with FATF and
international standards. Additionally, the mechanisms in place under Indonesian law were
difficult to implement effectively. Capacity issues and inadequate legislation hampered
Indonesia’s efforts to monitor non-profit organizations. In particular, charitable and religious
institutions remained largely unregulated, although the Indonesian government was looking at
creating an administrative process to monitor non-profit organizations.

On October 14, the National Coordination Committee adopted the National Strategy on the
Prevention and Eradication of Criminal Act of Money Laundering and Terrorist Financing for
years 2012-2016. The 12 focus areas of the National Strategy ranged from a better use of
technology to drafting new laws and implementing regulations to improve execution of current
laws and regulations. The National Strategy also included a call to enact an asset forfeiture law
and a terrorist financing law.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Indonesia is a founding member of the Global
Counterterrorism Forum (GCTF) and co-chairs the Forum’s Southeast Asia Capacity Building
Working Group with Australia. Indonesian officials participated in the GCTF’s other working
groups as well. Indonesia supported the Global Counterterrorism Strategy of the UN. With the
United States, Indonesia co-chaired the counterterrorism expert working group in the Association
of Southeast Nations Defense Ministers Meeting Plus mechanism.

Countering Radicalization and Violent Extremism: Non-governmental organizations (NGOs)
continued to play a leading role in countering violent extremism, complementing nascent efforts
by Indonesia’s year-old National Counterterrorism Agency, the organization charged with
implementing the government’s counter radicalization and disengagement programs. Civil
society and government organizations focused on both educational institutions and prisons.
Several NGOs worked on university campuses to spread messages of tolerance and respect to
dissuade young people from radicalizing. Indonesian authorities continued to express concern
about recidivism, underscoring the need to implement effective disengagement programs in
prisons. Programs in prisons aimed to disengage convicted terrorists from violent behavior,
helping to redirect them to more positive choices after release. Increasingly, efforts were made
to include the families and communities of terrorists, recognizing the important role that they
play in post-release terrorist rehabilitation.

KOREA, DEMOCRATIC PEOPLE’S REPUBLIC OF (NORTH KOREA)
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Overview: The Democratic People’s Republic of Korea (DPRK) is not known to have
sponsored any terrorist acts since the bombing of a Korean Airlines flight in 1987. On October
11, 2008, the United States rescinded the designation of the DPRK as a state sponsor of terrorism
in accordance with criteria set forth in U.S. law, including a certification that the government of
the DPRK had not provided any support for international terrorism during the preceding six-
month period and the provision by the DPRK of assurances that it will not support acts of
international terrorism in the future.

Four Japanese Red Army members who participated in a jet hijacking in 1970 continued to live
in the DPRK. The Japanese government continued to seek a full accounting of the fate of 12
Japanese nationals believed to have been abducted by DPRK state entities in the 1970s and
1980s. The DPRK has not yet fulfilled its commitment to reopen its investigation into the
abductions.

Legislation and Law Enforcement: The United States re-certified North Korea as “not
cooperating fully” with U.S. counterterrorism efforts under Section 40A of the Arms Export and
Control Act, as amended. In making the annual determination designating the DPRK as “not
cooperating fully,” the Department of State reviewed the country’s overall level of cooperation
in our efforts to fight terrorism, taking into account U.S. counterterrorism objectives with the
DPRK and a realistic assessment of its capabilities.

Countering Terrorist Finance: The Financial Action Task Force (FATF) remained concerned
about the DPRK’s failure to address the significant deficiencies in its regulatory regimes. In
January, the DPRK engaged the FATF to discuss its anti-money laundering and counterterrorist
financing regulatory regimes. While the FATF welcomed this initial engagement and said it
remained open to further engagement, there were no further contacts. In its public statement in
February, the FATF publicly urged the DPRK to immediately and meaningfully address these
deficiencies.

The DPRK’s financial system was opaque and compliance with international standards was
difficult to gauge. For further information on money laundering and financial crimes, we refer
you to the 2011 International Narcotics Control Strategy Report (INCSR), Volume 2, Money
Laundering and Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: In June, the UN Counter-Terrorism Committee
Executive Directorate (CTED) held consultations with the DPRK on strengthening its
implementation of United Nations Security Council Resolutions 1267/1989, 1988, and 1373.
CTED plans to continue to engage the DPRK to assist in its implementation of those resolutions.

REPUBLIC OF KOREA (SOUTH KOREA)

Overview: The Republic of Korea strengthened its counterterrorism efforts in 2011. The
Republic of Korea’s National Intelligence Service (NIS), the Korean National Police Agency
(KNP), and various intelligence entities worked in close coordination with U.S. and international
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counterparts to access and contribute to multiple counterterrorism databases. The Government
of the Republic of Korea reviewed and strengthened its emergency response plan.

In September 2011, the FBI Legal Attaché Office in Seoul worked jointly with the NIS and KNP
to investigate an international terrorism subject who had relocated to the Republic of Korea.
Subsequently, NIS and KNP provided information and monitored the subject until he departed
the country.

Legislation and Law Enforcement: In September 2005, the Republic of Korea signed the
International Convention for the Suppression of Acts of Nuclear Terrorism (ICSANT) and the
National Assembly ratified it in December 2011.

Countering Terrorist Finance: The Republic of Korea is a member of the Financial Action
Task Force (FATF) and the Asia/Pacific Group on Money Laundering (APG), a FATF-style
regional body. The National Assembly passed the “Prohibition of Financing for Offenses of
Public Intimidation Act” in September, which the Financial Intelligence Unit (FIU) had
submitted in October 2010. Prior to passing the Act, the National Assembly made important
changes to the law. In addition to criminalizing the provision, collection, and delivering of funds
and assets to terrorists and terrorist organizations, the revised act established a freezing regime
that controls the disposition and transfer of movable and immovable assets, bonds, and other
property or property rights.

In December 2010, the FIU submitted a separate bill amending the Financial Transaction Reports
Act to impose stricter penalties on financial institutions that violate reporting requirements. The
bill was pending in the National Assembly at year’s end.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: South Korea is a member of the United Nations,
Asia-Pacific Economic Cooperation (APEC), the Association of Southeast Asian Nations’
(ASEAN) Regional Forum, ASEAN+3, East Asia Summit, the Asia-Europe Meeting (an
interregional forum consisting of the EC, 27 EU members and 13 members of the ASEAN Plus),
Asia Cooperation Dialogue, Forum for East Asia-Latin America Cooperation, the Organization
for Economic Cooperation and Development, the G20, and the Conference on Interaction and
Confidence-Building Measures in Asia. It is also a partner country of the Organization for
Security and Cooperation in Europe and the North Atlantic Treaty Organization.

In 2011, the South Korean government organized numerous international conferences to share
information and best practices. It hosted the Seventh Plenary Meeting of the Global Initiative to
Combat Nuclear Terrorism in June, and the Third APEC Seminar on the Protection of
Cyberspace in September. South Korea also hosted the FATF/APG workshop on Money
Laundering Typologies in December.
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The South Korean government held bilateral consultations on counterterrorism with the United
Kingdom, Japan, China, Russia, Algeria, Uzbekistan, and Israel.

MALAYSIA

Overview: Malaysia's counterterrorism cooperation with the United States has improved in
recent years and it was an important counterterrorism partner in 2011. Malaysia has not suffered
a serious incident of terrorism for several years, but was vulnerable to terrorist activity and
continued to be used as a transit and planning site for terrorists. In spite of new measures to
improve border security, weak border controls persisted in the area contiguous with Thailand in
northern Malaysia, and there were gaps in maritime security in the tri-border area of the southern
Philippines, Indonesia, and the Malaysian state of Sabah. Royal Malaysian Police (RMP)
cooperated closely with the international community on counterterrorism efforts, and RMP and
other law enforcement officers participated in capacity building training programs.

Legislation and Law Enforcement: On September 15, Malaysia’s Prime Minister Najib
announced that his government would seek the repeal of the Internal Security Act (ISA) and
Emergency Ordinances under which Malaysia has routinely detained suspected terrorists and
others without formal judicial proceedings for renewable two-year terms. By year’s end, the
Emergency Ordinances had been revoked. The ISA was still used, but new legislation to replace
it was being drafted.

To address concerns surrounding insufficient visa and immigration controls, Malaysia began
implementing a biometrics system in June that records the fingerprints of the right and left hand
index fingers at all ports of entry. The National Foreigners Enforcement and Registration
System were linked to the police's existing Biometric Fingerprint Identification System. There
were occasional glitches, but according to police, the new biometric system was successful
overall and was instrumental in the detention of an Indonesian Jemaah Islamiya (JI) operative
just days after the system was introduced. The country also began a massive effort to register
foreign workers, many of whom were undocumented. This involved the biometric registration of
more than 2.3 million foreign workers and undocumented immigrants in an overall effort to gain
better understanding and management of the country's foreign residents.

Arrests: The following arrests under the ISA took place:

e On January 4, police arrested and detained Mohamad Radzali Kassan, a Malaysian, for
being an alleged JI operative.

e On June 6, police arrested Agus Salim, an Indonesian, for being an operative of JI. Agus
had been arrested and deported to Indonesia in 2009, but re-entered Malaysia in 2010
under a false name. He was detected through the new biometric National Foreigners
Enforcement and Registration System.

e On June 8, police arrested and detained Abdul Haris bin Syuhadi, an Indonesian, for
recruiting for JI.

e In an operation conducted from November 14 to 16, police arrested and detained 13
people — seven Malaysians, five Indonesians, and one Filipino — in eastern Sabah. The 13
were allegedly involved in the smuggling of weapons between the Philippines, Malaysia,
and Indonesia to support terrorist activities.
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Malaysia continued to participate in the Department of State’s Antiterrorism Assistance program.

Countering Terrorist Financing: Malaysia is a member of the Asia/Pacific Group on Money
Laundering, a Financial Action Task Force-style regional body. Malaysia improved the
legislative framework to criminalize terrorist financing by passing the Money Service Business
Act of 2011 (MSBA), which replaced three older pieces of legislation. On December 1, the
MSBA was implemented to regulate licensed moneychangers, non-bank remittance service
providers, and the wholesale currency business under Malaysia’s Central Bank, and to increase
monitoring and control of the cross-border flow of illegal funds. In 2011, Malaysia initiated
eight new terrorist finance investigations. For further information on money laundering and
financial crimes, we refer you to the 2011 International Narcotics Control Strategy Report
(INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Malaysia actively participated in the Association of
Southeast Asian Nations (ASEAN) and the Asia Pacific Economic Cooperation forum.
Malaysian law enforcement officials routinely met with regional counterparts to discuss
counterterrorism issues at meetings such as the Heads of Asian Coast Guards meeting in Hanoi
in October. In May, Malaysia's Police Chief Inspector General traveled to Jakarta to discuss
coordinating counterterrorism efforts with the Indonesian National Police. Malaysia’s Assistant
Commissioner of the RMP also served as head of the ASEAN Chiefs of National Police, which
agreed in June to cooperate with the United Nations Counter-Terrorism Committee Executive
Directorate to assist ASEAN member states in their implementation of United Nations Security
Council Resolutions 1624/1989, 1988, and 1373.

In May, Malaysia's Southeast Asia Regional Center for Counterterrorism, under the Ministry of
Foreign Affairs, organized with the Japan-ASEAN Integration Fund and the ASEAN Secretariat,
a seminar on the Dynamics of Youth and Terrorism that included numerous ASEAN
participants. In October, Malaysia collaborated with the Government of France to organize and
host a three-day seminar on money laundering and terrorist finance attended by participants from
Brunei, Cambodia, Philippines, Singapore, Thailand, and East Timor.

Countering Radicalization and Violent Extremism: The RMP and the Department of Islamic
Development operated a disengagement program for terrorist suspects in Malaysia’s Kamunting
Prison. The program involved religious and social counseling and vocational training. It
employed psychologists as well as religious scholars, police officers, and family members. A
committee evaluated detainees' progress toward eligibility for release from prison. The
committee’s reports were reviewed by a panel from the detention center and also by the Home
Ministry. Upon release, former inmates were visited by parole officers and continued to face
restrictions on their activities, including curfews and limits on their travel and contacts. While
the government portrayed the disengagement program as highly successful, it lacked
demonstrable metrics for its effectiveness.

PHILIPPINES
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Overview: The Philippines maintained its strong counterterrorism cooperation with the United
States. The ability of terrorist groups, including the Abu Sayyaf Group (ASG), Jemaah Islamiya
(JI), and the Communist People’s Party/New People’s Army (CPP/NPA), to conduct terrorist
activities inside the Philippines remained constrained. Terrorist groups’ acts were generally
limited to criminal activities designed to generate revenue for self-sustainment, such as
kidnapping or extortion. Nonetheless, members of these groups were suspected to have carried
out bombings against government, public, and private facilities, primarily in the central and
western areas of Mindanao; others were linked to extortion operations in other parts of the
country.

In January, the Aquino administration began implementation of its 2011-2016 Internal Peace
and Security Plan (IPSP). The IPSP recognizes that achieving lasting peace, security, and
economic development requires a “whole of nation" approach, including increasingly
transferring internal security functions from the Armed Forces of the Philippines (AFP) to the
Philippine National Police (PNP). Joint military/police task forces and interagency operations
cells were created in the southern Philippines in Zamboanga, Sulu, and Basilan, and an anti-
kidnapping-for-ransom group was created in Marawi with military and police participation. The
PNP also established a national Crisis Action Force that combined ground, air, and marine units
into a unified terrorist/crisis first response unit. The increasing role of the police in maintaining
internal security in conflict-affected areas will permit the AFP to shift its focus to enhancing the
country's maritime security and territorial defense capabilities.

2011 Terrorist Incidents: High profile terrorist incidents included:

e On January 25, five passengers were killed and a dozen injured when a bomb detonated
inside a commuter bus on a major highway in Makati, the business center of Manila. No
group claimed responsibility and no suspects were arrested although President Aquino
announced a reward of one million Philippine pesos (approximately U.S. $23,500).

e OnJuly 12, U.S. citizen Gerfa Yeatts Lunsmann, her U.S. citizen son, and Filipino
nephew were abducted by more than a dozen armed men who raided Tigtabon Island,
Zamboanga City. According to media reports, involvement by the ASG was suspected.
Mrs. Yeatts Lunsmann was freed on October 3, and both her nephew (around November
13) and son (December 10) escaped.

e On October 3, 200 members of the CPP/NPA attacked three mines in Surigao del Norte,
Mindanao, and destroyed trucks, heavy equipment, barges, and offices. The CPP/NPA’s
political arm, the National Democratic Front (NDF), asserted that the attacks were aimed
at mining companies that did not adequately protect the environment and workers. The
Chamber of Mines of the Philippines accused the NDF of using environmental concern as
an excuse to extort money from large-scale mining operations in the country.

Legislation and Law Enforcement: In August, Filipino witnesses traveled to the United States
to provide testimony in support of U.S. charges related to the 2009 ASG-supported bombing at
Kagay, Jolo, which resulted in the death of two U.S. servicemen and one Filipino Marine.

On September 11, President Aquino signed an executive order creating the Coast Watch System

to coordinate maritime security operations and help the country protect its maritime boundary
against transit by violent extremists.
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On November 29, the PNP’s Special Action Force group arrested Hussein Ahaddin, a suspect in
the bombing three days earlier of a hotel in Zamboanga City that killed three people and injured
27. In 2009, Ahaddin had been arrested for his alleged involvement in a 2002 bombing that
killed a U.S. Special Forces counterterrorism advisor and two Filipino civilians, but he was later
released. Ahaddin was implicated by the government as being a member of the ASG.

The extradition case continued against Abdul Baser Latip, an ASG leader wanted in the United
States to stand trial on criminal hostage-taking charges in the 1993 kidnapping of U.S. national
Charles Walton. At year’s end, the parties were awaiting a decision by the Regional Trial Court
in Manila.

The petition filed in 2010 by the Philippine Department of Justice with the Regional Trial Court
in Basilan for the proscription of the ASG as a terrorist group and 202 identified associates as
terrorists was pending action at year’s end.

The Philippines remained a critical partner nation in the Department of State’s Antiterrorism
Assistance program, which provided tactical and investigative training to support the transition
in the southern Philippines from military to civilian counterterrorism authority in Mindanao.

Countering Terrorist Finance: The Philippines is a member of the Asia/Pacific Group on
Money Laundering (APG), a Financial Action Task Force-style regional body. Legislation to
criminalize terrorist finance as a stand-alone offense was pending in the Philippines Congress at
year’s end. President Aquino formally declared the counterterrorist finance legislation “urgent”
under the Philippine Constitution to expedite the legislative process. The Philippines Financial
Intelligence Unit must obtain a court order to freeze assets, including those of terrorists and
terrorist organizations placed on the United Nations Security Council 1267/1989 and 1988
Sanctions Committee’s consolidated lists. The APG noted this requirement is inconsistent with
international standards, which call for the preventive freezing of terrorist assets “without delay”
from the time of designation. Legislation to address this issue was pending in the Philippine
Congress. For further information on money laundering and financial crimes, we refer you to the
2011 International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering
and Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: The Philippines participated in the Association of
Southeast Asian Nations Defense Ministers” Meeting Plus and supported the establishment of an
Experts” Working Group to facilitate counterterrorism cooperation. Through U.S.-sponsored
antiterrorism training, the PNP developed contacts with law enforcement agencies in Indonesia
and Malaysia.

Countering Radicalization and Violent Extremism: The Philippine government continued its
counter-radicalization program: Payapa at Masaganang Pamayanan or PAMANA (Resilient
Communities in Conflict Affected Communities). This program, spearheaded by the Office of
the Presidential Advisor on the Peace Process, was formally launched in Mindanao during the
summer to bring peace and development to conflict-affected areas. Additionally, the Philippine
government implemented the Bayanihan Leaders Program. This program uses the Philippines’
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Internal Peace and Security Plan model to identify key stakeholders from the community
(including members of the AFP, PNP, Department of Education, Department of Social Welfare
and Development, local government, religious community, and youth) as speakers and mentors
for Filipino youth. The Bayanihan Leaders Program seeks to educate audiences about the
dangers of recruitment into extremist organizations, create interfaith dialogue, and form lasting
mentor relationships with successful individuals in communities.

SINGAPORE

Overview: Singapore continued its strong bilateral and multilateral counterterrorism
intelligence and law enforcement cooperation. As of December, Singapore held in detention 14
persons for links to terrorist groups. Detainees included 12 people with links to Jemaah Islamiya
(JT) who had plotted to carry out attacks in Singapore in the past. An additional three persons
with links to terrorist groups were newly detained in 2011. Singapore released 47 persons on
restriction orders and one on suspension direction, all of whom were monitored by the Singapore
authorities and required to report to authorities on a regular basis.

Legislation and Law Enforcement: Singapore used its Internal Security Act (ISA) to arrest
and detain suspected terrorists without trial. The ISA authorizes the minister for home affairs
(MHA), with the consent of the president, to order detention without filing charges if it is
determined that a person poses a threat to national security. The initial detention may be for up
to two years, and the MHA may renew the detention for an unlimited number of additional
periods of up to two years at a time with the president’s consent.

Law enforcement actions included:

e InJanuary, Singapore detained JI member Jumari Kamdi. Kamdi was apprehended in
Malaysia in 2010 and deported to Singapore in January 2011.

e In June, Singapore took JI member Samad Subari into custody. Subari was one of the
pioneering members of the Singapore JI network, according to the MHA. He had also
undergone terrorist training in Afghanistan with al-Qa’ida in 2001. He was arrested in
Indonesia in June of 2009, jailed for immigration offenses, and deported to Singapore
upon completion of his prison sentence in June.

¢ In September, Singapore released a member of JI, Mohamed Khalim Jaffar, on a
suspension direction. Jaffar was detained under the ISA in January 2002.

Countering Terrorist Finance: Singapore is a member of the Financial Action Task Force
(FATF) and the Asia/Pacific Group on Money Laundering, a FATF-style regional body. There
were no assets frozen or confiscated for counterterrorist finance related crimes. For further
information on money laundering and financial crimes, we refer you to the 2011 International
Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and Financial
Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: In June, the Singapore Navy participated in the
annual Southeast Asia Cooperation Against Terrorism exercise, together with the U.S. Navy and
the navies of Brunei, Indonesia, Malaysia, the Philippines, and Thailand. In November, the
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Singapore Armed Forces conducted Exercise Northstar, a 16-day counterterrorism training
exercise with more than 700 personnel from the army, police, and the Singapore Civil Defense
Force.

Countering Radicalization and Extremism: Singapore maintained a disengagement program
that focused on countering extremist ideology. Detainees were required to undergo a program of
religious counseling with a group of volunteer religious counselors. Singapore enlisted the
support of religious teachers and scholars to study JI’s ideology, develop teachings to counter the
group’s spread within Singapore’s Muslim community, and provide counseling to detainees.
Religious counseling for detainees continued after release from detention. There were no
reported cases of recidivism among the individuals released from detention.

THAILAND

Overview: Counterterrorism cooperation with Thailand remained strong before and after the
July 3 national elections, which resulted in a change in government. Thai security forces
increased cooperation with the United States and with other countries to deny safe haven to
terrorists. Thailand remained a transit hub for international terrorists and facilitators. With
support from the United States, Thailand continued to use the Personal Identification Secure
Comparison and Evaluation System (PISCES) border security system at five airports and four
land border stations.

There was no direct evidence that international terrorist groups were directly involved in attacks
within Thailand, nor was there any evidence of operational linkages between the southern Thai
insurgent groups and international terrorist networks.

Political conflict from 2010, which produced violence resulting in 92 deaths, did not resurface in
2011 despite a significant shift in political power. Some alleged violent actors from this period
were accused of terrorism and then charged under the terrorist-based provisions of the criminal
code. A respected member of Thailand’s Truth for Reconciliation Commission termed the
accusations inflated, and discussion continued whether the charges were politically motivated or
based on substantive violent acts. Nonetheless one low-ranking former police officer was
sentenced to 38 years imprisonment on domestic terrorism and related charges in December.

Legislation and Law Enforcement: The porous nature of Thailand’s southern border with
Malaysia remained an issue of concern. At the same time, cross-border law enforcement
cooperation, based on long association between Thai and Malaysian police officers, remained
strong. With support from the United States, Thailand continued to use the Personal
Identification Secure Comparison and Evaluation System (PISCES) border security system at
five airports and four land border stations. Thailand continued to participate in the Department
of State’s Antiterrorism Assistance program.

Countering Terrorism Finance: Thailand is a member of the Asia/Pacific Group on Money
Laundering, a Financial Action Task Force (FATF)-style regional body. In 2010, the Thai
government expressed high-level political commitment to addressing deficiencies that the FATF
identified in Thailand’s Anti-Money Laundering/Counterterrorist Finance (AML/CTF) regime,
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and reported taking multiple steps to address FATF recommendations. This commitment
appeared firm throughout 2011, despite the change in political leadership. Nonetheless, an
attempt to introduce a revision of the Financing of Terrorism Act remained stalled in the
legislature at year’s end. Thailand’s new government adopted the 2010-2015 National Strategy
for Combating Money Laundering and the Financing of Terrorism originally developed by the
Anti-Money Laundering Office (AMLO), Thailand’s official Financial Intelligence Unit. The
2010-2015 National Strategy called for the legislative enactment of key CTF measures by
October 31, but this was delayed as a result of widespread flooding and political transitions.

Thailand lacked a comprehensive legal framework for monitoring and supervising non-profit
organizations. The AMLO’s 2010-2015 National Strategy for Combating Money Laundering
and the Financing of Terrorism specifically calls for enhanced measures to provide for greater
transparency and oversight of non-profit organizations by December 2014. More specifically,
the 2010-2015 National Strategy calls for implementation of appropriate licensing procedures,
supervision, monitoring, and oversight in line with international standards. This includes
ensuring that information on the operations of each non-profit organization is publicly available.
The Bank of Thailand does not have regulations that give it explicit authorization to control
charitable donations; however, the Financial Institutions Business Act and the Electronic
Payment Services Business Decree require all financial institutions and non-bank service
providers to adopt both know-your-customer rules and customer due diligence procedures for all
clients, and must meet the Anti-Money Laundering Act’s reporting requirements, which would
include transactions deriving from charitable donations.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Thailand participated in international
counterterrorism efforts through the Asia-Pacific Economic Cooperation, the Association of
Southeast Asian Nations (ASEAN), the ASEAN Regional Forum, the Asia-Europe Meeting, the
Bay of Bengal Initiative for Multi-Sectoral, Technical, and Economic Cooperation, and other
multilateral fora. Thailand, along with the U.S. Pacific Command, co-hosted 11 countries for the
annual Pacific Area Security Sector Working Group.

Countering Radicalization and Violent Extremism: A range of Thai government agencies,
including the Ministries of Interior and of Social Development and Human Security, and the
Thai military and police academies continued to organize outreach programs to ethnic Malay-
Muslims to counter radicalization and violent extremism. A small group of international non-
governmental organizations also reached out to communities in the southern provinces to provide
services and to identify the underlying causes of the area’s violence.

EUROPE

OVERVIEW
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Although terrorist groups continued to plot attacks against European targets and interests, 2011
was marked by a smaller number of attacks than the previous year due in part to the efforts of
European security services, close cooperation among European countries, and the sheer technical
capabilities available to most partner countries. Nonetheless, the January 24 Domodedovo
airport suicide bombing in Moscow that killed more than three dozen people, as well as the July
22 attacks in which Anders Behring Breivik, a Norwegian citizen, bombed government buildings
in Oslo, killing eight, and then shot dead 69 people at a Labor Party youth camp on the island of
Utoya, highlighted the continuing serious threat from terrorists.

A wide range of violent extremist ideologies remained a threat. During otherwise peaceful anti-
austerity protests, anarchists in Greece continued to launch attacks against government offices,
foreign missions, and symbols of the state, although the overall level of violence was at a lower
level than in previous years. Long-active radical ethno-nationalist groups like the Kurdistan
Workers Party (known as the PKK) in Turkey and dissident Republican groups in Northern
Ireland continued their campaigns of violence.

Transatlantic cooperation on terrorism involving the sharing of intelligence and judicial
information, capacity building in non-European countries, extradition of suspects, and efforts to
counter violent extremism remained generally very good, although differing perspectives on
issues like data privacy and long-term detention sometimes complicated these efforts. A number
of European countries signed or ratified agreements with the United States on preventing and
combating serious crime, and in December the European Union’s (EU) Council of Ministers
voted to approve a U.S.-EU Agreement on the exchange of passenger name records in the field
of commercial aviation. The EU and a number of European countries served as founding
members and played leading roles in the new Global Counterterrorism Forum.

Prosecutions of suspected terrorists continued apace, with significant trials and/or convictions of
suspects taking place in Bosnia and Herzegovina, France, Germany, and Greece, among other
countries. Both the Netherlands and the UK released new and comprehensive national strategies
laying out strategic frameworks for counterterrorism, and European countries ranging from
Belgium to Italy continued to implement programs designed to counter violent extremism.

ARMENIA

Overview: Armenia made progress in improving border security. The Armenian government
worked closely with the North Atlantic Treaty Organization (NATO) and other partners to
establish and outline responsibilities for a 24-hour Situation Center within the Armenian
Ministry of Emergency Situations. The Situation Center is intended to assure effective
interagency coordination in crisis management, including in response to terrorist attacks

Legislation and Law Enforcement: In the area of border security, progress included the
addition of sensors designed to detect the movement of people and vehicles on the Georgian
border. Armenia continued to improve its export control laws and procedures, as well as its
maintenance of recently installed radiation portal alarms at all ports of entry, including the main
airport. Furthermore, the Defense Threat Reduction Agency reached an agreement to provide
support in the form of equipment and infrastructure upgrades along the Georgian border,
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including border post towers and relay stations, to improve Armenia Border Guard Service
communications. The Border Guard Service continued to optimize its use of the automated
Border Management Information System (BMIS) at all points of entry, to include a BMIS
criminal and terrorist watch list updated by the Armenian National Security Service. The
Armenian government planned to update the BMIS and bring all border crossing checkpoints
with Georgia up to European Union (EU) standards. The Armenian government began to
implement a National Integrated Border Management Strategy, to include a complete re-building
of northern points of entry over the next two to three years.

Countering Terrorist Finance: Armenia is a member of the Committee of Experts on the
Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism, a Financial
Action Task Force-style regional body. Armenia is also a member of the Egmont Group of
Financial Intelligence Units. Armenia is not a regional financial center, and no cases of terrorist
financing have been discovered. Within the Armenian Central Bank, a Financial Monitoring
Center analyzed suspicious financial transactions to detect evidence of money laundering and
other financial crimes. For further information on money laundering and financial crimes, we
refer you to the 2011 International Narcotics Control Strategy Report (INCSR), Volume 2,
Money Laundering and Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Armenia participated in several bilateral and
multilateral assistance, security, and training organizations and initiatives targeted at
strengthening its ability to counter terrorist financing and the smuggling of illicit and hazardous
materials. These included: the Global Initiative to Combat Nuclear Terrorism, the Nuclear
Smuggling Outreach Initiative, the Biological Threat Reduction Program, and related training
programs sponsored by the Organization for Security and Cooperation in Europe and the EU
Advisory Group.

AUSTRIA

Overview: Austria continued its efforts to strengthen its counterterrorism measures, and to
provide its law enforcement and intelligence agencies with better tools to counter terrorism.
According to Austria’s Agency for State Protection and Counterterrorism (BVT), the key
counterterrorism agency within the Ministry of the Interior, terrorism did not pose a serious or
imminent threat to Austria in 2011. Cooperation between U.S. and Austrian law enforcement
agencies was generally strong.

The pace of approving and implementing counterterrorism legislation was often slowed by
concerns over data privacy protections. Counterterrorism efforts were further complicated by a
general public perception that Austria is safe from terrorism. Nevertheless, the BVT said the
threat from violent transnational Sunni extremism remained a concern. The BVT estimated the
number of radicalized individuals among second- and third-generation Muslim immigrants and
among converts to Islam in the country has risen to approximately 500.

On January 24, two Austrian citizens were killed in a suicide attack in Russia at Moscow’s
Domodedovo airport. The Caucasus Emirate’s leader, Doku Umarov, claimed responsibility.
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Legislation and Law Enforcement: The Ministry of the Interior reintroduced to Parliament
draft legislation originally proposed in 2010 to enhance the ability of law enforcement agencies
to conduct counterterrorism investigations. In October, legislation was approved that lowered
the threshold for prosecution for the criminal act of expressing public support for terrorist acts or
activities. In November, following concerns expressed by opposition parties, the Interior
Minister temporarily withdrew from parliamentary consideration the bilateral U.S.-Austrian
Preventing and Combating Serious Crime agreement for renewed review by Austria’s Data
Privacy Council. In December, Austria abstained in the European Union (EU) Council of
Ministers’ vote that approved the U.S.-EU Agreement on Passenger Name Records.

In April, Austria passed data retention legislation in accordance with a 2006 EU counterterrorism
directive. Austria is in compliance with an EU directive (in force since May) requiring a
uniform biometric format for residence permits for non-EU nationals.

Law enforcement actions:

e In February, Austria extradited to Belgium a Chechen resident of Austria suspected of
complicity with a terrorist network that was planning attacks on North Atlantic Treaty
Organization facilities in Belgium.

e InJune, a Vienna jury convicted three persons accused of involvement in the killing of
Chechen exile Umar Israilov in Vienna in January 2009. Sentences handed down
included life imprisonment for the principal suspect and terms of 19 and 16 years for the
other suspects. The convictions were under appeal at year’s end.

e In September, the BVT disclosed arrests of a number of suspected AQ sympathizers from
Austria and Germany who had been sent for training to the Afghanistan-Pakistan border
and then ordered back to their home countries to recruit further sympathizers. These
were the first such arrests using legislation passed in 2010 and implemented in 2011.
One suspect, an Austrian citizen, was arrested in Germany in May, and a suspected
recruiter was arrested in Austria and extradited to Germany.

Countering Terrorist Finance: Austria is an active member of the Financial Action Task Force
(FATF). In reaction to an October FATF statement on jurisdictions with anti-money-
laundering/counterterrorism financing deficiencies, the Austrian Financial Market Authority
issued a regulation mandating additional special due diligence by financial institutions doing
business with FATF-designated countries. For further information on money laundering and
financial crimes, we refer you to the 2011 International Narcotics Control Strategy Report
(INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Austria has security partnerships in place with
several countries in the region and the Ministry of the Interior has dispatched counterterrorism
liaison officers to a number of Austria’s embassies in southeastern Europe. Austria participates
in various regional security platforms, including the Organization for Security and Cooperation
in Europe (OSCE), the Central European Initiative, and the Salzburg Forum. Austria provides
customs administration training to Afghan customs officials under the auspices of the OSCE.

54



Countering Radicalization and Violent Extremism: Austria continued its efforts to better
integrate immigrants, particularly second- and third generation Muslim immigrant youth.
Government measures included the creation of a state secretary for integration serving within the
Ministry of Interior, the drafting of a national inter-ministerial integration strategy, and initiatives
in educational institutions and at the community level. Beyond broad integration strategies,
however, there were few specific government-sponsored efforts to counter violent extremism.

AZERBAIJAN

Overview: Azerbaijan actively opposed terrorist organizations seeking to move people, money,
and material through the Caucasus. The government has had some success in reducing the
presence of terrorist facilitators and hampering their activities.

Legislation and Law Enforcement: Government law enforcement bodies pursued suspected
terrorist groups and facilitators operating in Azerbaijan and implemented measures to strengthen
border security and maritime domain awareness. The Government of Azerbaijan completed the
modernization of its Central Reference Laboratory, a state-of-the-art biosafety facility that will
make joint research on potential bioterrorism threats possible. Through the Weapons of Mass
Destruction Proliferation Prevention Program, the Azerbaijan government assumed
responsibility for the sustainment of seven radar stations along the Caspian coast used by the
Navy, Coast Guard, and State Border Service to conduct maritime surveillance and detect
smuggling threats. On border security, the State Border Service installed new portal monitors
during its upgrade at the Ganja international airport, a project assisted by the Department of
Energy's Second Line of Defense Program (SLD). Azerbaijan also launched the National
Communication System pilot project, a new SLD initiative to centralize information received
from portal monitors at various border crossings.

Countering Terrorist Finance: Azerbaijan is a member of the Committee of Experts on the
Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism
(MONEYVAL), a Financial Action Task Force-style regional body. The Government of
Azerbaijan has demonstrated an increasing level of professionalism in anti-money laundering
and counterterrorist financing (AML/CTF) since 2009, when it adopted AML/CTF legislation.
Azerbaijan continued to work with MONEY VAL to address the full range of AML/CTF issues
identified in its Mutual Evaluation Report. For further information on money laundering and
financial crimes, we refer you to the 2011 International Narcotics Control Strategy Report
(INCSR), Volume 2, Money Laundering and Financial Crimes:
http://www.state.gov/j/inl/rls/nrerpt/index.htm.

Regional and International Cooperation: Throughout 2011, working groups composed of
representatives of Azerbaijan and the other four Caspian Sea littoral states met to coordinate law
enforcement efforts aimed at countering terrorism as well as smuggling, narcotics trafficking,
and organized crime on the Caspian. This work followed up on a November 2010 security
cooperation agreement among the Caspian Sea littoral states.

BELGIUM
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Overview: Belgian authorities maintained a well-coordinated and effective counterterrorism
apparatus overseen by the Ministries of Interior and Justice. The primary actors in this apparatus
were the Belgian Federal Police, State Security Service, Office of the Federal Prosecutor, and the
inter-ministerial Coordination Unit for Threat Analysis. Belgium continued to investigate, arrest,
and prosecute terrorism suspects and worked closely with U.S. authorities on counterterrorism
matters.

Legislation and Law Enforcement: On October 28, Belgian police arrested Ventura Tome
Queiruga, a suspected member of Basque Fatherland and Liberty, who was wanted under a
European arrest warrant submitted by Spain for terrorist attacks committed in the 1980s. The
warrant was based on a 2000 Spanish judgment sentencing him to a 17-year prison sentence for
attempted murder. Queiruga was handed over to Spanish police on December 13.

On September 20, Belgium and the United States signed a Preventing and Combating Serious
Crime agreement, which was undergoing parliamentary ratification procedures at year’s end. In
late November, Minister of Justice Stefaan De Clerck signed an order to extradite convicted
terrorist Nizar Trabelsi to the United States. Trabelsi, a Tunisian national, is serving a 10-year
sentence in Belgian prison. He was arrested in Belgium in 2001 and later was convicted for
plotting an attack on the Belgian Air Force base at Kleine Brogel, where U.S. military personnel
are stationed. His lawyers filed an appeal against the extradition order with the European Court
of Human Rights.

Countering Terrorist Finance: Belgium is a member of the Financial Action Task Force. The
Belgian Financial Intelligence Unit, CTIF, directed an efficient and comprehensive interagency
effort to prevent terrorist financing. According to the CTIF, most of the criminal proceeds
laundered in Belgium are derived from foreign criminal activity. In 2011, Belgian authorities
responded to changes in money laundering patterns by accelerating the process of freezing
suspicious transactions through more efficient cooperation between different levels of the law
enforcement authorities. For further information on money laundering and financial crimes, we
refer you to the 2011 International Narcotics Control Strategy Report (INCSR), Volume 2,
Money Laundering and Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Belgium participated in European Union (EU),
United Nations, and Organization for Security and Cooperation in Europe counterterrorism
efforts. As an EU member state, Belgium supported EU aid to Sahel countries for
counterterrorism capacity building.

Countering Radicalization and Violent Extremism: In 2011, the Coordination Unit for Threat
Analysis undertook further steps on the Action Plan on Radicalism. The goal of the action plan
was to develop measures to limit the impact of extremist messaging. In addition, the Ministry of
Interior continued to coordinate Belgium's effort to develop a government-wide strategy to
counter radicalization and violent extremism. In October, Belgian officials working on this
strategy visited the United States to exchange views and learn about U.S. efforts in this area.

BOSNIA AND HERZEGOVINA
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Overview: Bosnia and Herzegovina increased its counterterrorism capacity in 2011 and was a
cooperative counterterrorism partner with the United States. Bosnian law enforcement agencies
regularly interact with their U.S. and European counterparts on counterterrorism investigations.
Bosnian law enforcement and security bodies conducted searches and interrogations against
suspected terrorist actors and supporters in the aftermath of a car bombing in April and the
shooting attack against the U.S. embassy in October. The Joint Terrorism Task Force worked
towards improving coordination between the country’s many security and police agencies to
better counter potential terrorist threats and acts of terrorism, and Bosnia and Herzegovina
continued to participate in the Department of State’s Antiterrorism Assistance program. The
efforts have had mixed results due to the fragmented nature of Bosnia and Herzegovina’s
security and police sectors. Potential threats of violent extremism included religious extremist
ideological influences from Europe and the Middle East, and regional nationalist extremist
groups found in the former Yugoslavia.

2011 Terrorist Incidents: There were two incidents of note:

e On April 11, a bomb was detonated under the parked car of political representatives of
the Croatian Democratic Union of Bosnia and Herzegovina party in Zenica in the parking
lot of the Zenica-Doboj Cantonal government building. No one was injured. The car
was damaged and the explosion was treated by investigators as a politically-motivated
terrorist attack. One individual was charged with financing the attack and two others
were charged with carrying out the bombing. Their trial began on September 29.

e On October 28, Mevlid Jasarevic, a Serbian citizen, opened fire on the U.S. Embassy in
Sarajevo, wounding one local police officer. Local police returned fire, wounding
Jasarevic, and ending the stand-off in front of the embassy compound. Jasarevic was
arrested, as were three other individuals who were being investigated for providing
support. The investigations continued, and at year’s end, indictments had not been filed
against Jasarevic or possible accomplices. Jasarevic remained in custody.

Legislation and Law Enforcement: Following the October 28 attack at the embassy, the
Bosnian Ministry of Security established a working group to evaluate methods to improve the
coordination of police and security agencies charged with responding to terrorist incidents. The
challenge of coordination stemmed primarily from overlapping jurisdictions, particularly in
Sarajevo, where at least three distinct police forces have a role in responding to terrorist
incidents: the State Investigative and Protective Agency (SIPA), the national-level police
authority; Sarajevo cantonal police; and Federation entity police. State-level laws give SIPA a
lead role in responding to attacks and the Bosnian Prosecutor's Office the lead in investigating
and prosecuting acts of terrorism. The Ministry of Security consulted with relevant police and
security agencies to determine whether a revised legal framework could be created to facilitate
better coordination in countering terrorist threats and responding to attacks. The Joint Terrorism
Task Force, led by Bosnia's Chief Prosecutor, began operations in April and included members
of Bosnia and Herzegovina’s state and entity law enforcement agencies and the Brcko District
Police.

The Ministry of Security worked toward implementing its 2010-2013 strategy on preventing and
combating terrorism, which was adopted in 2010.
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To help improve the tracking of people entering Bosnia and Herzegovina, the Bosnian Border
Police (BP) worked to install a new computerized database and software system to support
immigration and passenger information collection. The new system will link all 50 border
crossings and all four airports (Sarajevo, Tuzla, Mostar, and Banja Luka) via the State Police
Information Network, a network developed and donated by the U.S. Department of Justice's
International Criminal Investigative Training Assistance Program (ICITAP). The new system
will provide the BP with immediate access to other supporting databases, such as the Bosnian
Ministry of Security, Bosnian Foreigner Affairs Service, and INTERPOL, to run appropriate
checks.

The Bosnian Foreigner Affairs Service (FAS) continued to build upon its capacity to maintain
long-term custody in the Immigration Center in Sarajevo of aliens who raise terrorism concerns
and have been deemed a threat to Bosnian national security. With support from ICITAP, FAS
has also been successful in conducting in-depth interviews of aliens in the custody of the
Immigration Center, and developing intelligence with this information that is made available to
other state law enforcement agencies, including the Border Police, Bosnian Ministry of Security,
and SIPA. This has strengthened the capabilities of Bosnian agencies with direct immigration
and border management enforcement responsibilities.

Bosnia and Herzegovina saw its first major conviction in a case related to terrorist planning on
November 11, when the Court of Bosnia and Herzegovina found Rijad Rustempasic and two
other defendants guilty on charges of planning a terrorist act. The indictment alleged that the
suspects were violent extremists who obtained weapons and military equipment with the intent
of carrying out a terrorist attack in the country. The conviction was being appealed at year’s end.

On March 22, the trial began of Haris Causevic and five other persons accused of carrying out
the June 27, 2010 bombing of the Bugojno police station, which killed one police officer and
injured six others.

Countering Terrorist Finance: Bosnia and Herzegovina is a member of the Committee of
Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism,
a Financial Action Task Force-style regional body. The Bosnian Parliament passed no new
counterterrorist finance laws in 2011. However, on November 9, the Bosnian Council of
Ministers passed a decision authorizing the freezing of economic resources and funds of
individuals and entities listed under relevant United Nations Security Council Resolutions. This
decision authorizes the freezing of economic resources and funds, publishing a web-based list of
those identified as falling under the resolution, restrictions against those known to associate with
persons and entities under sanction, and exchanging information with INTERPOL.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Regional cooperation with Croatia and Serbia
improved. In international organizations, Bosnia and Herzegovina supported several United
Nations General Assembly resolutions related to terrorism.
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Countering Radicalization and Violent Extremism: The main religious communities in
Bosnia and Herzegovina (Islamic, Orthodox, Catholic, and Jewish) worked together through the
Inter-Religious Council to promote tolerance and confront extremism. As part of their efforts,
they are conducting exchange programs of young theologians from three major theological
educational institutions (Catholic, Islamic, and Orthodox) and offering workshops for high
school students to promote inter-religious dialogue and tolerance. Additionally, in the wake of
the October 28 embassy attack, the head of the Islamic Community, Reis-ul-ulema Mustafa
Ceric, openly and strongly criticized extremist thought in his public sermons.

DENMARK

Overview: The Kingdom of Denmark (Denmark, Greenland, and the Faroe Islands) dedicated
resources from several government agencies to prevent and counter terrorism and violent
extremism, both domestically and abroad. Denmark is a strong and dynamic security partner that
cooperated closely with the United States and other countries on potential terrorist threats.
Denmark remained a target of terrorist groups, including al-Qa’ida (AQ), largely as a result of
cartoons depicting the prophet Mohammed that were published in a major Danish newspaper in
2006 and reprinted in 2008.

Legislation and Law Enforcement: There was no legislation exclusively pertaining to
terrorism passed in 2011, nor were there significant changes in border security. On January 21,
the Danish Prosecution Service brought charges in two cases regarding financial support to the
Revolutionary Armed Forces of Colombia and the Popular Front for the Liberation of Palestine.
On August 15, the trial against Roj-TV and its parent company, Mesopotamia Broadcast, began.
The Danish Ministry of Justice had charged the companies with promoting the activities of the
Kurdish Workers’ Party in August 2010.

Updates on prosecutions of terrorist suspects arrested in 2010:

e Attack on cartoonist Kurt Westergaard’s home in January 2010: On February 4,
Mohamed Geele was sentenced to nine years' imprisonment following his conviction for
attempted commission of an act of terrorism, attempted murder, and aggravated assault of
a police officer.

e Bomb at Hotel Joergensen in September 2010: On May 31, Lors Doukaev was sentenced
to 12 years’ imprisonment following his conviction for attempted commission of an act
of terrorism and possession of a pistol.

e On December 29, 2010, five individuals were arrested (four in Denmark and one in
Sweden) for conspiracy to commit terrorist crimes when planning to attack the newspaper
Jyllands-Posten in Denmark. Four of the five individuals were Swedish citizens or
residents. The man who was arrested in Sweden was eventually extradited to Denmark in
April, and the Swedish authorities have closed the case. However, Danish authorities are
scheduled to try the case in 2012.

Countering Terrorist Finance: Denmark is a member of the Financial Action Task Force. For
further information on money laundering and financial crimes, we refer you to the 2011
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International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Denmark is a founding member of the Global
Counterterrorism Forum and actively participates in the Organization for Security and
Cooperation in Europe, the Middle Europe Conference, the Bern Club, the EU Counterterrorism
Group, and Europol (the European Police Office).

Countering Radicalization and Violent Extremism: New initiatives that address
radicalization and violent extremism included nationwide cooperation among schools, social
services, and police to identify, prevent, and counter radicalization and violent extremism; a
Freedom Fund to contribute to democratic development in North Africa and the Middle East; and
“Stop Hate Crimes,” a program and conference by the Copenhagen Police, City of Copenhagen,
Frederiksberg Municipality and the Danish Institute for Human Rights.

The Ministry of Refugee, Immigration, and Integration Affairs, in close collaboration with the
Danish Prison and Probation Service, launched the project “Deradicalization — Back on track.”
Sponsored by the EU, this multi-year project aims to develop tools to persuade convicted
terrorists and other extremists to distance themselves from extremist circles while reintegrating
back into society after serving a prison sentence. The project will focus particularly on
mentoring programs, training mentors, and involving families and networks in the reintegration
phase. After the October 3 change of government, the Ministry of Refugee, Immigration, and
Integration Affairs was abolished and the integration function was merged with the Ministry of
Social Affairs and Integration.

FRANCE

Overview: The United States and France maintained strong counterterrorism cooperation and
were partners in fostering closer regional and international cooperation. U.S. government
agencies worked closely with their French counterparts on the exchange and evaluation of
terrorist-related information. France’s security apparatus and legislation affords broad powers to
security services for the prevention of terrorist attacks, which helps mitigate the risk of home-
grown terrorist plots from developing and advancing. In 2011, two major trends tied to potential
terrorist activities heightened concerns for security officials. First, government attention to the
problem of individual radicalization through internet sites has led to increased surveillance of
extremist websites. Second, the government is concerned about the use of pre-paid credit cards
that are transferred across borders by criminal and terrorist organizations and not declared on
customs forms.

Instability resulting from the Arab Spring heightened concerns in France about the ability of
terrorists to operate and recruit in North Africa and the Middle East. Nevertheless, France was
encouraged by a more open dialogue with the governments in North Africa about al-Qa’ida (AQ)
and terrorism.

Legislation and Law Enforcement: No new legislation pertaining to terrorism was passed in
2011. However, on June 1, France implemented new police custody regulations that allow the
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presence of a lawyer during the interrogation of a suspect. This reform resulted from rulings by
the European Court of Human Rights and the French Supreme Court, which called the presence
of a lawyer at such a time an “imperative necessity.” This regulation applies with retroactive
effect, although the time period for challenging the validity of a custodial statement on these
grounds is limited. In December, a court struck down the custodial statement of a terrorism
defendant that was challenged on the basis of the new regulation. Because the judicial
investigation was largely derived from the tainted statements, the future of the prosecution was at
risk at year’s end.

France worked diligently to maintain strong border security, and implemented national and
European Union (EU) border security legislation. On November 15, the European Parliament
implemented a new law that stipulates member states are not required to use body scanners at
airports, but if they do, the scanners must comply with EU standards. For example, security
scanners cannot store, copy, print, or retrieve images, and any unauthorized access and use of the
image is prohibited. Also, for privacy reasons, the person monitoring the scanner’s image should
be in a separate location to prevent any link between the person being scanned and the image.
France began testing body scanners in two of its airports in 2010, but had not implemented their
use across the country by the end of 2011.

Several major internal threats prompted France to increase its security threat level to red (the
highest) in 2011. In January, the Ministry of the Interior declared that “French interests were
targeted by Islamic radicals.” Several threats were made against the Eiffel Tower, including a
phone threat on March 23 that reportedly resulted in the evacuation of 2,000 to 3,000 people.

According to French media and government sources, 40 people were arrested for having active
links to Islamist terrorists in the first nine months of 2011. Fifteen of the 40 were specifically
arrested for collecting funds for terrorist organizations, and for suspicious travel to and from
Afghanistan and Pakistan. The remaining 25, including seven arrested in a May sweep, were
suspected of receiving logistical support, materials, clothes, sophisticated equipment, and fake
papers from terrorist networks. Also in 2011, 32 alleged members of the Kurdish Workers Party
(PKK) were arrested in France. Among these were three “major leaders of the PKK in France”
who were arrested on June 4 and held on suspicion of extortion to fund terrorist activity. In the
first 10 months of 2011, 15 suspected members of Basque Fatherland and Liberty (ETA) were
also arrested. As of October, 144 ETA members were in prison, of which 75 were awaiting trial
at year’s end.

High profile prosecutions included:

e On April 5, Pedro Esquisabel Urtuzaga, the former head of the military arm of ETA, was
sentenced to 17 years in prison by a jury in Paris. It was also ruled that he must remain
on French territory for the remainder of his life.

e On December 5, Paris’ Special Court sentenced Venezuelan terrorist Ilich Ramirez
Sanchez (Carlos the Jackal) to life in prison, with a minimum of 18 years before parole
eligibility, for his involvement in four lethal bombings in Paris in 1982 and 1983.

Countering Terrorist Finance: In addition to being a member of the Financial Action Task
Force (FATF), France assumed one of two rotating memberships on the Committee of Experts
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on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism, a FATF-
Style Regional Body. However, following the mutual evaluation of France by the FATF in
February, the French government dramatically expanded its counterterrorist finance (CTF)
efforts within the Ministry of Finance (MOF). The staff of the MOF’s autonomous Financial
Intelligence Unit, TracFin, was expanded from 16 to 100 people, and a newly created
counterterrorism team will serve as the focal point for all CTF bodies within the government.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http:/www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: France is a founding member of the Global
Counterterrorism Forum. France actively engaged with the United Nations’ (UN)
Counterterrorism Committee (CTC). In April, the Council of Europe hosted the UN CTC’s
Special Meeting with International, Regional, and Sub-regional Organizations on the Prevention
of Terrorism in Strasbourg, France. France also played a strong role on the UN Security Council
Resolution 1267/1989 Sanctions Committee. France participated in the drafting of the European
Council’s Counterterrorism Strategy action plan. The French government undertook joint
counterterrorism operations with other countries including the UK, Belgium, Germany, Italy, and
Spain. France also played an active role in efforts to support counterterrorism capacity building
in other countries both bilaterally and within the EU. On October 6, France and Turkey signed a
bilateral security accord that will permit the two countries to coordinate their efforts and
reinforce their counterterrorism cooperation.

Countering Radicalization and Violent Extremism: The French government does not have
any programs in place that specifically counter violent extremism, however, it considers its
integration programs for all French citizens and residents a major tool in countering
radicalization and extremism. Many of these integration programs target disenfranchised
communities and new immigrants. For example, the Ministry of Education works to instill
“universal values” in all French pupils, regardless of ethnic origin or country of birth. Ministry
regulations mandate that all French public schools teach civic education, and that all students
attend school until age 16. The government also offered adult vocational training for older
immigrants and minorities that never matriculated in the French school system.

GEORGIA

Overview: In 2011, the Georgian government supported global counterterrorism efforts through
a comprehensive strategy aimed at disrupting both internal and external terrorism threats. Over
the course of the year, the Georgian government prevented several terrorist-related bomb plots,
which appeared to originate in the break-away regions of Abkhazia and South Ossetia. The
Georgian government alleged Russian ties to the bombings. The Georgian government’s lack of
control of Abkhazia and South Ossetia limited its ability to counter terrorism in these regions and
secure its border with Russia.

The Georgian government continued to work closely and coordinate its counterterrorism
activities with a variety of U.S. agencies on both the tactical and strategic level. The U.S. and
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Georgian governments continued to work together to improve border security. The U.S.
government funded programs that focused on identification, investigation, and detention of
criminals at the Georgian border; the detection of nuclear or radioactive materials; the targeting
and inspection of high-risk conveyances, cargo, and travelers; detecting contraband; and
surveillance techniques. In addition, the U.S. Coast Guard provided training to Georgian
officials in maritime law enforcement and the use of the Incident Command System.

2011 Terrorist Incidents: A series of bomb plots were discovered and ultimately foiled by the
Georgian Ministry of Internal Affairs (MOIA). The attempted bombings occurred over a four-
month period from March to June. No injuries were reported and several arrests were made in
connection with these incidents. In February, two individuals were arrested for attempting to
smuggle Iridium-192, a radioactive material, through Georgia with the intent of selling it in a
third country.

Legislation and Law Enforcement: The Georgian government passed several amendments
aimed at strengthening its counterterrorism legislation and fulfilling its obligations under
relevant United Nations Security Council Resolutions (UNSCRs). In October, the Georgian
Parliament amended the Criminal Code, expanding the definition of who can perpetrate a
terrorist act to include both international organizations and foreign authorities. The amendment
went into force in November. The Georgian government also expanded the scope of what is
considered a terrorist attack to include attacks against a person or institution under international
protection.

The Georgian government continued to take steps to create a Permanent National Interagency
Antiterrorist Commission (PNIAC) through the introduction of legislation establishing the
PNIAC. Under the legislation, the minister of justice chairs the commission with the National
Security Council as the deputy chair. The Commission will be responsible for enforcing
UNSCRs and coordinating all counterterrorism activity in Georgia.

Countering Terrorist Finance: Georgia is a member of the Committee of Experts on the
Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism, a Financial
Action Task Force style-regional body. In July, the Georgian Parliament amended the Criminal
Code, expanding the scope of what was considered terrorist financing to the civil aviation field
and hostage taking.

Georgia has designated an Anti-Money Laundering Counterterrorist Financing (AML/CTF) unit
within the Ministry of Justice, which works directly with the MOIA to investigate and prosecute
AML/CTF. Georgia has limited and unevenly applied oversight to nongovernmental
organizations. Additionally, the licensing requirement for money and value transfer systems was
eliminated in 2006.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.
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Regional and International Cooperation: Georgia is a party to the Council of Europe
Convention on the Suppression of Terrorism. At the regional level, Georgia actively participated
in counterterrorism activities as a member of the Organization of Black Sea Economic
Cooperation and the GUAM (Georgia, Ukraine, Azerbaijan, Moldova) Organization for
Democracy and Economic Development. At the bilateral level, Georgia has signed agreements
that includ counterterrorism cooperation with 20 countries.

GERMANY

Overview: The threat from violent extremism remained elevated and terrorist groups continued
to target Germany in 2011. Authorities estimated that roughly 250 individuals, both German
nationals and permanent residents, underwent paramilitary training since the early 1990s at
terrorist training camps primarily located in the border regions of Afghanistan and Pakistan.
Approximately 135 of these individuals have returned to Germany; 10 were in custody at year’s
end. Germany investigated, arrested, and prosecuted numerous terrorist suspects and disrupted
terrorist-related groups within its borders with connections to al-Qa’ida (AQ), other radical
Islamist, Kurdish nationalist, and Nazi terrorist organizations. Authorities conducted
approximately 380 active investigations against 410 terrorists. Of these investigations, 95 were
South Central Asia-related. Throughout the year, a number of German terrorist suspects released
propaganda videos.

2011 Terrorist Incidents: On March 2, Arid Uka opened fire on U.S. airmen at Frankfurt
Airport, killing two and wounding two others. On August 31, Uka’s trial began in Germany. (In
June, U.S. prosecutors of the Southern District of New York filed a complaint against Uka.)

Legislation and Law Enforcement: In December, Parliament approved legislation to establish
a Visa Warning Database (VWD). The legislation allows the Federal Administrative Office to
cross-check the VWD with the Anti-Terror Database. On June 29, Germany renewed its
expiring post-9/11 counterterrorism laws for four more years. Federal intelligence agencies
increased access to suspects’ data in return for expanded parliamentary monitoring.

Arrests and prosecutions:

¢ In the months of April and December, German police arrested a total of five alleged AQ
members and confiscated bomb-making materials.

e On May 9, courts found German citizen Rami Makanesi guilty of membership in AQ and
sentenced him to four years and nine months’ imprisonment. Makanesi had made a full
confession.

e On June 10, authorities granted parole to Red Army Faction member Birgit Hogefeld.
German courts convicted Hogefeld in 1996 for the murder of a U.S. soldier and her role
in the following bomb attack on the Rhein-Main U.S. air base in 1985. She served 15
years of her life sentence.

e On June 27, the Federal Administrative Court granted the International Humanitarian
Relief Organization a temporary injunction that enabled it to continue operations until the
issuance of a final verdict on its July 2010 ban. The organization was banned for
funneling money to Hamas.
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e On November 2, prosecutors indicted German-Afghan citizen Ahmad Wali Sidiqi, who is
suspected of being a member of the Islamic Movement of Uzbekistan, of training and
participating in combat in the Afghanistan/Pakistan border region.

e In November and December, police arrested five persons on charges related to the
terrorist organization National Socialist Underground, which is considered responsible
for ten murders from 2000 to 2007.

e Also in November and December, German courts sentenced eight members of the Global
Islamic Media Front for spreading propaganda for AQ, al-Qa’ida in Iraq, and Ansar al
Islam.

Countering Terrorist Finance: Germany is a member of the Financial Action Task Force and
its Financial Intelligence Unit is a member of the Egmont Group. German agencies filed 11,042
suspicious transaction reports in 2010 (2011 figures were not available), designating 124 for
suspected terrorist financing. Germany remained a strong advocate of the United Nations
Security Council Resolutions’ 1267/1989 and 1988 Taliban and AQ sanctions regimes.

On April 6, courts sentenced German citizen Fatih K. to 22 months imprisonment for supporting
the German Taliban Mujahedin with money transfers. Fatih’s confession and disassociation
from extremist ideas mitigated the sentence. On March 9, courts sentenced Filiz Gelowicz, the
wife of Sauerland Group terrorist Fritz Gelowicz, to two and a half years in prison for producing
internet propaganda for the German Taliban Mujahedin and the Islamic Jihad Union and
transferring the equivalent of U.S. $4,300 to terrorist contacts in Turkey.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Germany is a founding member of the Global
Counterterrorism Forum and continued to participate in multilateral counterterrorism initiatives.

Countering Radicalization and Violent Extremism: Germany has numerous programs to
counter violent extremism (CVE), mainly at the state level. In North-Rhine Westphalia alone,
there is the “Ibrahim Meets Abraham” community relations initiative; the Information and
Education Center against Right-Wing Extremism; the former National-Socialistic Center
Vogelsang, which is now used for cultural and civic education; the “No Racism in Schools” and
“Prevention of Extremism in Sports” efforts; as well as city programs. Dortmund has a
“Prevention of Extremism in the City of Dortmund” program. The German Soccer Federation
awards a prize to organizations and persons who use their positions to work for freedom,
tolerance, and humanity and against intolerance, racism, and hatred. Other cities, such as
Cologne, host street soccer tournaments to bring together non-governmental organizations and
at-risk youth.

The Ministry of Interior launched a security partnership between Muslims in Germany and
security authorities to increase awareness of radicalization of young people. In January, the state
of Berlin issued a pamphlet countering extremist interpretations of Islam and democracy, with
text in German, Turkish, and Arabic.
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Despite a reported lack of participants, Germany extended its HATIF (the Arab term for
telephone) program to assist Muslim violent extremists in reintegrating. The Interior Ministry
also continued a project first launched in 2001 to stop radicalization among young right-wing
offenders. The Ministry expanded the program in 2007 to function in eight states. In 2011, the
Interior Ministry also continued a project in three states to counter radicalization of young
delinquents influenced by violent extremist ideology.

GREECE

Overview: Following a series of attacks in late 2010, Greece experienced a notable drop in the
number of domestic terrorist incidents during 2011. The Greek police made major arrests of two
of the most active domestic terrorist groups, Revolutionary Struggle and Conspiracy of Fire
Nuclei. The other most active terrorist group, Sect of Revolutionaries, whose members are still
at large, did not take responsibility for any attacks in 2011.

Overall, Greek counterterrorism cooperation with U.S. law enforcement was very good, and in
regard to protection of American interests in Greece was excellent. Greek authorities worked
closely with the Embassy to help safeguard the security of American citizens and American
commercial interests in Greece.

2011 Terrorist Incidents: Large cities, especially Athens and Thessaloniki, continued to
experience regular, generally small-scale anarchist attacks, utilizing mostly unsophisticated
incendiary devices against political figures and party offices, businesses, municipal and police
buildings, and random vehicles. There was just one reported attack against Greek interests
within the country (see below) and none against Greek interests abroad by international/foreign
violent extremist groups. The more significant attempted attacks included:

e On February 2, the group Illegal Sector Informal Anarchist Federation/Conspiracy of Fire
Nuclei claimed responsibility for an improvised explosive device (IED) sent via envelope
and addressed to the minister of justice. Ministry personnel detected the suspicious
device and police defused it.

e On March 23, an unidentified male called a local media outlet and said a bomb would go
off in 25 minutes at a specific Greek tax authority office in Athens. Police found an IED
in a bathroom of the building. The device had partially ignited but poor assembly
prevented it from fully exploding. The group December 6 later claimed responsibility.

e On March 31, Italian terrorist group Informal Anarchist Federation claimed responsibility
for an IED that was detected during an x-ray scan at the Korydallos Prison in suburban
Athens. The package was addressed to the warden. The device was defused.

Legislation and Law Enforcement: The following arrests/court actions occurred in 2011:
e Thirteen suspected members of Conspiracy of Fire Nuclei were arrested.
¢ One suspected member of Revolutionary Struggle surrendered to authorities and was
being held pending trial.
e In December, the trial of four suspected members of Conspiracy of Fire Nuclei began.
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e Also in December, the trial of eight suspected members of Revolutionary Struggle
started.

Greek authorities worked closely with U.S. officials on the investigation of the 2007 attack at the
U.S. Embassy in Athens (Chancery), and in 2010, made a number of arrests of suspected
members of Revolutionary Struggle, the group that claimed responsibility. The trial of those
arrested in 2010 began in December 2011.

The Greek Parliament passed legislation necessary to implement European Union (EU) Data
Retention Directive 2006/24. The Directive requires EU member states’ telecoms and internet
service provider firms to retain customer records for 12 months. Such information can be
valuable to law enforcement in terrorism and other criminal investigations.

Countering Terrorist Finance: Greece is a member of the Financial Action Task Force
(FATF). Greece passed a new law in 2011 to expand and strengthen the capabilities of its
Financial Intelligence Unit, the National Authority for Anti-Money Laundering, Counterterrorist
Financing and Source of Funds Investigation. The latest FATF report, issued in October, was
largely positive and indicated that Greece made significant progress on issues identified in its
2007 report. An important improvement mentioned in the 2011 report was the legal change
enacted in 2011 to make the procedure for freezing internationally designated terrorist assets
more expedient. In November, the Foreign Ministry established a new Sanctions Monitoring
Unit tasked with ensuring that Greece is meeting its commitments to enforce international
sanctions, including terrorism-related sanctions, in coordination with other responsible
ministries.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Greece participated in regional information
exchange and seminars through such bodies as the EU, the Organization for Security and Co-
operation in Europe, the Southeast European Law Enforcement Center for Combating Trans-
Border Crime, and the Organization of Black Sea Economic Cooperation.

Given the tremendous problem of illegal migration to and through Greece in recent years,
primarily via the Greece-Turkey border, the country has placed ever greater emphasis on
improving border security. One of the cornerstones of this effort was the increasingly close and
beneficial cooperation between Greece and EU border security agency Frontex.

Countering Radicalization and Violent Extremism: The Greek government has initiated a
number of programs to promote integration, reduce intolerance, and prevent racist attitudes in
society. Such efforts do not yet include programs to actively counter terrorist propaganda.
General prison rehabilitation programs exist, but inmates serving sentences for terrorism-related
offences have generally refused to participate.

IRELAND

67



Overview: The United States and Ireland collaborated closely in all aspects of bilateral and
regional counterterrorism, law enforcement, and information-sharing relationships. An Garda
Siochana (Irish Police at both the national and local level) has comprehensive law enforcement,
immigration, investigative, and counterterrorism responsibilities, and continued to work closely
with American counterparts. In 2011, as in 2010, violent actions committed in neighboring
Northern Ireland by members of dissident groups were traced back to support provided by
persons living in Ireland. There have been some incidents by dissident Republican groups in
Ireland, generally targeting competing Republican factions and often involving other criminal
activity. While Ireland handled these legacy issues stemming from “The Troubles,” authorities
were actively involved in dealing with transnational terrorism issues.

Legislation and Law Enforcement: The Smithwick Tribunal, begun in 2006, continued
reviewing the events surrounding the murders of Chief Superintendent Harry Breen and
Superintendent Robert Buchanan of the Royal Ulster Constabulary (RUC). The men were killed
in a Provisional IRA (PIRA) ambush near the Northern Ireland/Ireland border in March 1989 as
they returned from a cross-border security conference with senior Irish Garda officers in
Dundalk. The tribunal has focused on whether or not the PIRA received information from a
member of the Garda on the officers’ planned route. Public hearings for the tribunal began in
July and continued through the end of the year.

Countering Terrorist Finance: Ireland is a member of the Financial Action Task Force
(FATF). The Criminal Justice (Money Laundering and Terrorist Financing) Bill of 2010 enacted
the European Union’s (EU) third money-laundering directive into Irish law, giving effect to
several FATF recommendations. Ireland implemented all EU Council Regulations on financial
sanctions against listed terrorists and related directives. During 2011, a number of EU Council
Regulations on financial sanctions against listed terrorists were transposed into Irish law.

Law enforcement authorities monitored non-profits for breaches of criminal law, but Ireland has
not fully implemented the Charities Act, which addresses the misuse of funding in non-profit
organizations. Ireland is on the regular follow-up FATF list and was not yet eligible to be placed
on the biennial review list.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Ireland is a member of the Council of Europe, the
Organization for Economic Cooperation and Development, the Organization for Security and
Cooperation in Europe, and NATQO’s Partnership for Peace. Ireland co-sponsored the United
Nations General Assembly Resolution passed in November condemning the Iranian plot against
the Saudi Ambassador to the United States. U.S. officials continued to work with host
government and neighboring governments on preparations for security efforts for the 2012
Olympics in London.

ITALY
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Overview: Italy aggressively investigated and prosecuted terrorism suspects, dismantled
terrorist-related cells within its borders, and maintained high-level professional cooperation with
international partners in all areas. Terrorist activity by domestic anarchists and other violent
extremists remained a threat.

2011 Terrorist Incidents: On March 31, a letter bomb sent to a barracks in Livorno seriously
wounded an army officer. On December 9, a letter bomb exploded at a Rome office of the
national tax agency, injuring its director; on December 14, a second letter bomb was intercepted
by the security office. A group called the Informal Anarchist Federation (IAF) claimed
responsibility for these incidents. The IAF also claimed responsibility for a December 7 letter
bomb delivered to the Deutsche Bank in Frankfurt that was intercepted by bank security.

Legislation and Law Enforcement: The Italian government continued to make use of
reinforced counterterrorism legislation enacted in 2005 that facilitates detention of suspects,
mandates arrest for crimes involving terrorism, and expedites procedures for expelling persons
suspected of terrorist activities.

The Italian Civil Aviation Authority (ENAC) conducted a pilot program testing the use of
Advanced Image Technology (AIT, otherwise known as body scanners) at two airports. ENAC
collaborated with the U.S. Transportation Security Administration to identify software to address
concerns about privacy and to improve operational protocols.

Law enforcement actions included:

e On January 19, Italy deported Mohamed Larbi, an Algerian man convicted in 2008 of
providing false identity documents to the Algerian Salafist Group for Preaching and
Combat, now known as al-Qa’ida in the Islamic Maghreb (AQIM).

e On April 21, the Ministry of Interior deported Tunisian Guantanamo detainee Adel Ben
Mabrouk to Tunisia. On February 7, a Milan judge had given him a suspended sentence of
two years for international terrorism partly on the ground that Ben Mabrouk had already
been incarcerated at Guantanamo for seven and a half years and in Italy for one year and
nine months.

e On May 17, Allam Baghdad, who had come ashore to the island of Lampedusa, was
expelled to Algeria because he was considered a security risk. Baghdad is an alleged
member of AQIM and had already been expelled from Italy in 2008.

e On July 4, an Algerian national, Yamine Bouhrama, was expelled by the Ministry of Interior
after serving a six-year sentence for establishing a terrorist cell in Naples with alleged links
to al-Qa’ida.

e On October 10, police arrested Rinat Ibraev, a French-based Chechen with alleged terrorist
links, wanted by police in Russia for the murder of a police officer there.

e On November 15, a Milan appeals court confirmed the sentence of Mohammed Game to 14
years in prison. Game had attempted a 2009 suicide attack against an Italian army barracks
in Milan. His accomplice, Mahmoud Abdelaziz Kol, received a four-year sentence; another
accomplice, Mohamed Imbaeya Israfel, received a sentence of three years imprisonment.
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e On November 21, a Rome court sentenced three members of a Red Brigade cell indicted for
a failed 2007 terrorist attack in Livorno to prison terms between four and a half and eight
and a half years.

Countering Terrorist Finance: Italy worked closely with the United States on anti-money
laundering and information sharing, and cooperated with other foreign governments as an active
member of the Financial Action Task Force and the Egmont Group. Italy also participated in the
United Nations Security Council Resolution 1267/1989 and 1988 designation process both as a
sponsoring and co-sponsoring nation. In June 2011, Italian Customs and Guardia di Finanza
cooperated with U.S. Immigration and Customs Enforcement in a Bulk Cash Smuggling
Initiative (Operation Terzo Volo) to interdict international bulk cash smuggling and money
laundering for purposes of organized crime and/or terrorism. In the six-day operation targeting
flights between Italy and the United States, Italian customs officers made three seizures totaling
$62,826.00 and inspected 815 passengers.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Italy is a founding member of the Global
Counterterrorism Forum and participated in all stages of its planning. Italy also supported
counterterrorism efforts through the G-8 Roma-Lyon Group (including capacity building through
the Counterterrorism Action Group), the Organization for Security and Cooperation in Europe,
the North Atlantic Treaty Organization, the United Nations, and the European Union. Italy
contributed personnel to various regional training centers, such as the South East Asia Regional
Centre on Counterterrorism in Malaysia, the Joint Centre on Law Enforcement Cooperation in
Indonesia, and the African Union's Anti-Terrorism Centre in Algeria.

Countering Radicalization and Violent Extremism: The Ministry of Justice Penitentiary
Police financed a non-governmental organization-administered counter-radicalization program
placing moderate imams in the three prisons where Muslims convicted of terrorism were
incarcerated. Local governments in Milan and Turin expanded efforts to improve relationships
with immigrant communities potentially at risk of radicalization.

KOSOVO

Overview: The Government of Kosovo cooperated with the United States on terrorism-related
issues and made progress in advancing counterterrorism legislation, including the new Criminal
Code and another package of laws that were in the Assembly at year’s end. This legislation
should enhance cooperation among Kosovo’s departments to better control its borders and
individuals entering the country as part of an integrated border management (IBM) plan. The
Kosovo Police (KP) acquired biometric information capture equipment, which will contribute to
the ability of authorities to process cross-border traffic and identify and locate individuals of
interest in Kosovo. The KP Counterterrorism Unit (CTU) shed some of its personnel and
responsibilities and was renamed the Department of Counterterrorism (DCT). The DCT was
operational on an intelligence-gathering level, but needs to develop a cooperative relationship
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with relevant government agencies and the religious communities. The security and political
situation in northern Kosovo limited the government’s ability to exercise its authority in that
area, where the NATO-led international security presence known as Kosovo Force (KFOR) and
the European Union Rule of Law Mission (EULEX) bear responsibilities for contributing to a
safe and secure environment and strengthening rule of law, including at the borders, respectively.
Kosovo and neighboring Serbia had no direct cooperation on counterterrorism issues, as Serbia
does not recognize Kosovo as an independent, sovereign country, although EULEX played an
intermediary role on some law enforcement cooperation matters.

Legislation and Law Enforcement: Kosovo made progress in advancing legislation to counter
terrorism. The Ministry of Justice, in cooperation with U.S. Department of Justice resident legal
advisors, drafted and submitted to the Kosovo Assembly a new Kosovo Criminal Code that has
several articles to address terrorist acts, terrorist financing, and support for terrorism. The new
articles substantially increase the penalties for terrorism offenses. The Kosovo Assembly also
moved forward on three laws that together will enable Kosovo authorities to better control the
country’s borders and deal with aliens who raise terrorist concerns. When passed and
implemented, the Law on Border Control will establish an IBM center to strengthen cooperation
among government departments and require advance traveler data from airlines operating in
Kosovo. The law will also promote cooperation with Kosovo’s regional partners and strengthen
the ability of the government to enforce existing laws by allowing for punitive measures against
individuals who violate Kosovo's borders. The Law on Foreigners and the Law on Asylum will
streamline the process for individuals seeking asylum or foreign resident status in Kosovo,
making it easier for the KP to establish the identity of aliens who raise terrorist concerns; these
laws will also make the system more resistant to abuse by individuals who try to enter Kosovo
illegally and then transit to a third country.

In addition, government authorities worked closely with U.S. European Command officials who
donated a number of mobile biometric information capture devices to the KP as part of an
initiative to identify known or suspected terrorists, individuals who facilitate terrorist activity,
and aliens who raise terrorist concerns. Using the devices, the Kosovo Border Policy (KBP) is
now able to capture fingerprints, iris, and facial images of individuals who are refused admission
at the Pristina airport or at a Kosovo Border Crossing Point; arrested for attempting to illegally
enter or exit Kosovo; violate customs procedures; or apply for asylum or immigration benefits.

U.S. training programs, supplemented by donations of equipment through the office of Export
and Border Related Security, improved the ability of Kosovo Customs and the KBP to control
Kosovo's borders and detect and interdict weapons and other contraband at border crossing
points.

The DCT is operational but continued to develop its capacity to fully perform functions outlined
in its mandate. In 2011, the DCT focused on intelligence gathering operations and had a good
working and information sharing relationship with regional partners and the U.S. government.
There was good coordination between the DCT and other departments within the KP, including
the KBP, and other government agencies such as Kosovo Customs and the Kosovo Intelligence
Agency. There were 20 officers assigned to the DCT in 2011. Members of the department took
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part in a number of trainings in conjunction with U.S. funded programs, the Organization for
Security and Cooperation in Europe, and European partners.

The Kosovo Assembly established the Agency for Data Protection in early 2011 and initial steps
were taken to establish the Agency during the course of the year.

Countering Terrorist Finance: The Law on the Prevention of Money Laundering and Terrorist
Financing (LPMLTF) was adopted in 2010 and implemented in 2011. The Financial Intelligence
Centre (FIC) that had operated under UNMIK auspices was recast as the Financial Intelligence
Unit (FIU), and the government made progress in transferring competencies to the new agency.
Reporting requirements on transactions above 10,000 Euros (U.S. $12,400), suspicious
transactions, structured transactions (repeated transactions below the threshold for reporting in an
effort to avoid the reporting requirements), and most of the Financial Action Task Force (FATF)
requirements were implemented. Kosovo is still working to fully implement FATF
requirements.

The U.S. Department of Treasury’s Office of Technical Assistance Economic Crimes Team
placed an advisor in Pristina in April 2010. That advisor has worked with various counterparts
to: improve the capacity of the FIU to gather financial intelligence and identify and analyze
suspected money laundering and terrorist financing; improve the capacity of the Kosovo Police
Economic Crimes and Corruption Directorate to investigate and prosecute money laundering and
other economic crimes; enhance the Gaming Department’s ability to monitor and deter potential
money laundering through casinos and other gambling houses; improve the ability of the Tax
Administration of Kosovo to promote voluntary compliance with tax law by increasing its
capacity to identify and prosecute criminal tax violations; and increase the capacity of Kosovo
Customs to identify and interdict bulk cash smuggling.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: The Government of Kosovo developed a number of
initiatives to increase its cooperation within the region, most notably in connection with its
immediate neighbors on the issue of border control. The KBP actively cooperated with Albania,
Macedonia, and Montenegro to establish joint information centers and develop operational
cooperation through joint patrols of the land borders between the countries. Over the summer,
Albania and Kosovo operated a joint border crossing point at Vermica and the two governments
now have plans to operate all mutual border crossings on a joint basis. The Government of
Kosovo has also entered into discussions with the Government of Montenegro to operate a joint
border crossing. The KP also supported regional law enforcement relationships and worked with
the governments of Bulgaria and Turkey on border-related issues.

THE NETHERLANDS

Overview: The Netherlands continued to respond effectively to the global terrorist threat in the
areas of border and transportation security, terrorist financing, and bilateral counterterrorism
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cooperation. In its December quarterly terrorism threat analysis, the Dutch National Coordinator
for Counterterrorism and Security (NCTV) maintained the national threat level at “limited,”
meaning chances of an attack in the Netherlands or against Dutch interests were relatively small
but could not be ruled out entirely. According to the report, the threat of violent extremist
networks in the Netherlands remained small, and resistance to terrorism by the Dutch population
continued to be high.

In April, the government presented its National Counterterrorism Strategy 2011-2015, outlining
its four key strategic choices over the next four years: continued sharp focus on international
Islamist terrorism as the main terrorist threat for the Netherlands; measures to limit the risks
associated with immigration and prevent violent extremists from traveling to terrorist training
camps and conflict areas; priority attention to the changes and threats of technological
innovation; and further development of the system for protecting politicians, diplomats, and the
royal family.

In February, the Ministry of Security and Justice published the National Cyber Security Strategy,
under which the government and business communities will intensify cooperation to fight cyber
criminals and terrorists. As part of this strategy, the Cyber Security Council was set up in June
to advise the government and private parties about relevant developments in the field of digital
security.

Legislation and Law Enforcement: In January, the government published the first assessment
of Dutch counterterrorist measures over the past decade. The study, by the Nijmegen Radboud
University, concluded that Dutch counterterrorism policy was solid and reliable and the
measures taken were not contrary to the European Convention on Human Rights. Nevertheless,
the government decided to withdraw its previously deferred Bill on Administrative National
Security Measures, which, controversially, would have allowed the Security and Justice Ministry
to issue restraining orders prohibiting a terrorism suspect’s physical proximity to specific
locations or persons.

The Netherlands remained strongly committed to effective cooperation with the United States on
border security issues.

Law enforcement actions included:

e In February, three Moroccan-Dutch nationals arrested in Amsterdam in November 2010
at the request of Belgian justice authorities on suspicion of engaging in international
terrorism were extradited to Belgium.

e Also in February, the public prosecutor's office dismissed the case against the last three
Somali terrorist suspects who had been arrested in Rotterdam in December 2010 on
suspicion of being involved in terrorist activities. At year’s end, none of the 12 Somalis
originally arrested had pending legal cases.

e In April, at the request of U.S. authorities, the Dutch police arrested Dutch terrorist
suspect Sabir Ali Khan at Schiphol airport. Khan was suspected of fighting against
International Security Assistance Force troops in Afghanistan. In October, the district
court of Rotterdam declared Khan's extradition to the United States admissible, but
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Khan’s attorney filed an appeal with the Supreme Court, where a verdict was pending at
year’s end.

e In August, the Rotterdam district court released, without charge, an Iraqi national who
was suspected by the General Intelligence Service of planning to join al-Qa'ida.
However, the man remained a suspect, and the investigation was pending at year's end.

e Also in August, the Netherlands extradited Somali citizen Mohamud Omar to the United
States on terrorism charges.

e In October, the District Court of The Hague imposed prison sentences of up to six years
on five Liberation Tigers of Tamil Eelam supporters involved in raising funds for the
group. The court found the five guilty of participating in a criminal and banned
organization, but acquitted the five on charges of participating in an organization that
intends to commit terrorist crimes.

Countering Terrorist Finance: The Netherlands is a member of the Financial Action Task
Force. Dutch officials cooperated with the United States in designating terrorist organizations
and interdicting and freezing their assets. In July, the Amsterdam district court annulled the
foreign minister’s decision to freeze the assets of the Netherlands International Humanitarian
Relief Organization because it did not find any evidence that the group provided financial
support to Hamas.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: The Netherlands is a founding member of the
Global Counterterrorism Forum and pledged to contribute to the creation of the Forum’s Center
of Excellence for Countering Violent Extremism in the United Arab Emirates with expertise
from Dutch scholars and institutes. The Netherlands also contributed to the counterterrorism
work of the United Nations (UN) Office on Drugs and Crime.

The Netherlands continued to chair the Global Initiative to Combat Nuclear Terrorism's Nuclear
Detection Working Group. In November, the NCTV, the UN Interregional Crime and Justice
Research Institute (UNICRI), the Organization for the Prohibition of Chemical Weapons,
INTERPOL, and the Netherlands Forensic Institute organized a global exercise aimed at the
prevention of chemical terrorism (CHEMSHIELD 2011), in which more than 120 representatives
from 35 countries (including the United States) and international organizations participated. In
December, the International Center for Counterterrorism — established in The Hague in May
2010 — and UNICRI organized an international conference on prison radicalization,
rehabilitation, and reintegration of violent extremist offenders. In October, the Netherlands
hosted the civil aviation security conference AVSEC 2011 organized by the International Air
Transport Association.

In 2011, the Netherlands had counterterrorism capacity building projects in Pakistan, Yemen,
Morocco, and Algeria.
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Countering Radicalization and Violent Extremism: The Netherlands has been a leader in
countering violent extremism (CVE) thought and practice, and hosted a number of events that
helped shape international thinking on CVE, including a multilateral symposium on good
practices in the disengagement of incarcerated violent extremists and an ongoing international
dialogue on the creation of a CVE repository. According to the NCTV report, the threat of
violent extremist networks in the Netherlands remained small, and resilience by the Dutch
population to radicalization and violent extremism remained high because of special campaigns
aimed at prevention of radicalization and polarization. An evaluation of the Justice Ministry's
three-year “Netherlands against Terrorism” campaign, which ended in 2010, concluded that
confidence in the government's approach to terrorism increased strongly over the period. The
campaign intentionally did not emphasize the threat but, rather, the 200,000 professionals doing
their best to stay on top of the threat.

The Netherlands has a leading role in efforts to counter terrorist use of the internet, especially
with respect to self-regulation. The Notice-and-Take-Down code of conduct, drawn up in 2008,
is internationally recognized as a best practice in the field of self-regulation in the approach to
illegal content on the internet. The code of conduct provides companies with clarity as to
whether and how they should act against perceived illegal content hosted by them.

NORWAY

Overview: The Norwegian government continued to build its counterterrorism capacity in a
year that witnessed the worst acts of violence on Norwegian soil since World War II.

Authorities focused on new terrorism prosecutions, expanded efforts to counter violent
extremism, strengthened cyber security measures, and initiated a comment period on proposed
legislative changes to penalize individual terrorists (those not affiliated with groups) and increase
surveillance tools for the Police Security Service. The Norwegian government has created an
independent commission to carry out a broad evaluation of the response to the July 22 attacks in
Oslo and Utoya in order to identify lessons learned. In the wake of these attacks, the government
has also re-examined security measures at government buildings and increased security for
government officials.

2011 Terrorist Incidents: On July 22, Norwegian citizen Anders Behring Breivik detonated a
large bomb next to government buildings housing ministries and the prime minister's office,
killing eight persons and injuring scores. After detonating the bomb, Breivik drove to a Labor
Party youth camp on the island of Utoya outside of Oslo and shot dead 69 persons (mostly
youth), injuring many others. Shortly before the attack, Breivik posted a manifesto on the
internet in which, among other things, he accused the Labor Party of treason for encouraging
multiculturalism, feminism, and Muslim immigration.

Legislation and Law Enforcement: While the mandate of the independent July 22 commission
does not include drafting new legislation, its objective is to ensure that Norwegian society is
prepared to prevent and respond to future attacks. The commission is expected to deliver a
report to the government in August 2012.
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Norway is a part of European Union (EU) border control data sharing arrangements. Norwegian
immigration authorities also obtained biometric equipment for the fingerprinting of arrivals from
outside the Schengen area, though they have not yet implemented this program.

On November 15, prosecution commenced against three persons with Norwegian citizenship or
residency on charges of conspiracy to commit terrorist acts and acquire explosive materials.
According to open source reports, the three were born outside of Norway and are alleged to have
had al-Qa’ida connections. Two of the men, Mikael Davud and Shawan Bujak, were in custody
since their arrest in July 2010. The third man, David Jakobsen, was released from pre-trial
detention in September 2010.

On December 6, the Norwegian Court of Appeal upheld a lower court’s acquittal of Norwegian
citizen Abdirahman Abdi Osman on charges of knowingly collecting approximately U.S.
$34,000 for a terrorist organization and knowingly contributing funds to a terrorist organization.
After a nine-week proceeding in the appellate court, the jury agreed with the lower court that the
money Osman admitted transferring was not earmarked for terrorist purposes. Osman’s
conviction on the separate charge of “violating the United Nation's (UN) weapons embargo to
Somalia by transferring money to an armed group” remained under appeal at year’s end.

On July 22, police arrested Anders Behring Breivik for terrorist attacks in Oslo and on the island
of Utoya. Breivik remained in custody at year’s end as pre-trial investigations continued.

Mullah Krekar (aka Najmuddin Faraj Ahmad), the founder of Ansar al-Islam, continued to reside
in Norway. He has been arrested on several occasions in previous years by Norwegian law
enforcement. On July 11, he was indicted on violations of terrorism laws, including threatening
private individuals and a public official. If convicted, Krekar could serve up to 15 years in
prison.

Countering Terrorist Finance: Norway is a member of the Financial Action Task Force
(FATF). The Government of Norway adopted and incorporated the FATF standards and
recommendations, including the special recommendations on terrorist financing, into Norwegian
law. For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Norway continued its support for the UN
Counterterrorism Implementation Task Force (CTITF), contributing approximately U.S.
$486,000 to a project to implement and disseminate information about a counterterrorism
strategy in Central Asia. In September, Norway joined the EU’s Radicalization Awareness
Network, an umbrella network of practitioners and local actors involved in countering violent
extremism that is designed to enable the members to share and discuss best practices in spotting
and addressing radicalization and recruitment leading to acts of terrorism.

Countering Radicalization and Violent Extremism: On December 6, the Norwegian

government launched a website designed to encourage the public to help identify and report
signs of potential radicalization at an early stage. The website was one of 30 measures the
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government committed to undertake in its December 2010 action plan to counter extremist
ideology. The plan covers 2010 to 2013 and focuses on four priority areas: 1) increased
knowledge and information; 2) strengthened government cooperation; 3) strengthened dialogue
and involvement; and 4) support for vulnerable and disadvantaged people. On December 5, the
government held a conference to examine progress on implementing the action plan, and
published a report indicating the current status of each of the plan’s 30 measures. The
government considers that it has fully implemented eight of the measures and partially
implemented another six.

RUSSIA

Overview: Terrorist attacks stemming from instability in the North Caucasus continued to be
committed in Russia. Separatism, inter-ethnic rivalry, revenge, banditry, and/or extremist
ideology were the primary motivating factors for terrorism-related violence. Violence
originating in the North Caucasus occasionally spilled into other areas of Russia, as seen most
notably in 2011 with the bombing at Moscow’s Domodedovo airport in January, for which the
Caucasus Emirate’s leader, Doku Umarov, claimed responsibility.

Within the framework of the U.S.-Russia Bilateral Presidential Commission (BPC), the
Counterterrorism Working Group advanced bilateral cooperation on current terrorist threats;
transportation security issues, including aviation security; countering violent extremism;
information sharing; and coordination on non-proliferation of weapons of mass destruction. In
September, Foreign Minister Sergey Lavrov participated in the launch of the Global
Counterterrorism Forum (GCTF), co-chaired by the United States and Turkey. The BPC
Military Cooperation Working Group co-chairs met in Saint Petersburg, Russia in May, where
they signed a new memorandum of understanding on counterterrorism cooperation between the
U.S. Department of Defense and Russian Ministry of Defense. Several of this working group’s
military exercises also reflected a focus on counterterrorism cooperation.

Russia continued to participate in the Four-Party Counterterrorism Working Group (Federal
Security Service, the Foreign Intelligence Service, the Federal Bureau of Investigation (FBI), and
the Central Intelligence Agency). Additionally, limited operational and intelligence information
on terrorism-related threats was shared among these four agencies during the year. In
November, the director of the U.S. Terrorist Screening Center visited Moscow. Investigative
cooperation between Russia’s Federal Security Service and the FBI improved moderately over
the past year.

2011 Terrorist Incidents: The most significant attack occurred on January 24, when a suicide
bomber detonated a device inside the international arrivals area of Moscow’s Domodedovo
airport, killing 37 civilians and wounding 148 others. Also notable were the February attacks on
a ski resort near Mt. Elbrus in Khabardino-Balkaria where, over the course of several days,
terrorists assaulted a tour bus, bombed a gondola, and assassinated a town official, killing five
civilians and injuring eight. Other terrorist attacks occurred in the North Caucasus Federal
District, primarily in the republics of Dagestan, Ingushetia, North Ossetia, and Chechnya.
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On June 18, General Aleksandr Bortnikov, Director of the Federal Security Service, reported to
the president that his service had averted a “major terror act” in the Moscow region in the
preceding days. In a highly-publicized meeting with the Kremlin leader, Bortnikov said the
suspects had planned to target “crowded facilities and transport infrastructure” and that security
officers had confiscated homemade bombs, other weapons, and a map with an attack plan. The
Russian government did not provide any additional information about these planned attacks.

With the exception of the Domodedovo airport attack, most terrorist incidents occurred in the
Caucasus region and specifically targeted security services personnel.

Legislation and Law Enforcement: The National Antiterrorism Coordinating Committee,
organized in 2006, is the main government body coordinating the Russian government’s
response to the terrorist threat. Terrorism-related legislation introduced in 2011 includes:

e May 3, Establishment of Terrorist Threat Levels (Federal Law 96-FZ): This law directs
ministries to share a common terrorist threat-level system.

e June 30, Federal Law on Amendments to Articles 73 and 81 of the Criminal Executive
Code of the Russian Federation (Federal Law 159-FZ): This adds the following to the
list of terrorist crimes specified in the federal codex: participation in armed formations
previously not envisaged by federal law, the organization of extremist community, and
organization of extremist activities.

In 2010 the Russian Federation introduced biometric passports with strong security features. The
latest version of the Russian passport is valid for ten years. Since most newly issued Russian
passports, including official and diplomatic passports, are biometric, this more secure document
is carried by an increasing proportion of Russian travelers, although many people still choose the
less expensive, less secure document. Among Russian applicants for American visas in 2011,
the majority used the new biometric passport.

Russia began implementing a major program to introduce paperless entrance and clearance
systems for cargo. This system, currently operational in one port of entry (Kashirsky),
implements automated risk management and cargo selectivity procedures. The Russian
Federation is expanding this system nationally.

Countering Terrorist Finance: Russia is a member of the Financial Action Task Force
(FATF). It is also a member of the Council of Europe Committee of Experts on the Evaluation
of Anti-Money Laundering Measures and the Financing of Terrorism and a leading member,
chair, and primary funding source of the Eurasian Group on combating money laundering and
financing of terrorism (EAG), both FATF-style regional bodies. Through the EAG, Russia
provides technical assistance and funding to improve legislative and regulatory frameworks and
operational capabilities.

Russian banks must report suspicious transactions to the Financial Monitoring Service

(Rosfinmonitoring), a Financial Intelligence Unit (FIU) whose head reports directly to the Prime
Minister. The Central Bank and the markets regulator (the Financial Markets Federal Service)
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can access these transaction reports after requesting them from Rosfinmonitoring, which is a
member of the Egmont Group of FIUs.

On November 10, President Medvedev signed into law a federal bill, “On changes to the Federal
Law, ‘On countering the legalization (laundering) of proceeds obtained illegally, and terrorism
financing,” and the Russian Federation Code of Administrative Offenses.” The new rules and
requirements aim to enable authorized bodies, law enforcement, and intelligence agencies to
work more efficiently in countering corruption and terrorism financing. The law specifies
internal audit procedures for organizations performing monetary transactions and enumerates
their responsibilities to provide information to responsible government agencies.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http:/www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Russia is a founding member of the Global
Counterterrorism Forum and is an active member of the North Atlantic Treaty Organization
(NATO)-Russia Council Counterterrorism Working Group. Together with NATO allies
Norway, Turkey, and Poland, Russia participates in the NATO-Russia Council Cooperative
Airspace Initiative (CAI), sharing airplane track data regarding civilian aircraft of concern (e.g.,
hijacked or otherwise suspicious aircraft) transiting sensitive border airspace. CAI provides a
framework for coordinating cross-border military responses to identified potential threats, and
for conducting exercises to test response coordination. In June, Poland, Turkey, and Russia
participated in CAI Vigilant Skies exercises, the first time that Russian jets have participated
with NATO counterparts in a live exercise.

Russia worked with other regional and multilateral groups to address terrorism, including the
European Union, the Cooperation Council for Arab States of the Gulf, the Shanghai Cooperation
Organization, and the Organization for Security and Cooperation in Europe.

Russia continued its cooperation with the United States as Co-Chair of the Global Initiative to
Combat Nuclear Terrorism (GICNT). Working closely with the United States and the GICNT’s
Spanish Implementation and Assessment Group Coordinator, Russia continues to help lead the
82-nation partnership in conducting multilateral activities and developing best practices in
nuclear detection, nuclear forensics, and other areas to prevent, detect, and respond to nuclear
terrorism.

Countering Radicalization and Violent Extremism: The Russian government continued to
develop constructive relations with established moderate Islamic organizations. Starting in
November 2011, as part of the latest Four-Party Counterterrorism Working Group, Russia’s
Federal Security Service and the FBI began the first of ongoing dialogues to discuss and
exchange best practices for countering domestic radicalization and violent extremism;
particularly as those issues pertain to ultra-nationalists and white supremacist movements such as
the Skinheads and Neo-Nazis.

SERBIA
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Overview: The Government of Serbia sustained its efforts to counter international terrorism.
Serbia’s law enforcement and security agencies, particularly the Ministry of Finance’s Customs
Administration, the Ministry of Interior’s Directorate of Police, and the Security Information
Agency, continued close counterterrorism cooperation with the United States. Intra-
governmental cooperation between these and other agencies also improved. Serbia has two main
police organizations that operate as counterterrorism tactical response units, the Special Anti-
Terrorist Unit and the Counterterrorist Unit. Serbian and U.S. law enforcement and intelligence
agencies also had close counterterrorism collaboration. Serbia participated in U.S. government-
funded counterterrorism training. Harmonization of law enforcement protocols with European
Union (EU) standards was a priority for the Serbian government. Serbia does not recognize
Kosovo as an independent, sovereign country, and therefore had no direct cooperation with
Kosovo on counterterrorism, but the European Union Rule of Law Mission in Kosovo (EULEX)
played an intermediary role on some law enforcement cooperation matters.

2011 Terrorist Attacks: No terrorist attacks occurred in Serbia during 2011. In October,
however, Serbian national Mevlid Jasarevic opened fire on the U.S. Embassy in Sarajevo and
wounded a police officer guarding the Embassy. Bosnia and Herzegovina authorities
immediately arrested Jasarevic. The next day, Serbian police took into custody 17 people with
suspected ties to Jasarevic in Sandzak, a Bosniak-majority region in southwest Serbia.

Legislation and Law Enforcement: The National Assembly did not amend the Law on Travel
Documents, thus non-biometric passports will not be valid past December 31, 2011. These
passports have not been valid for visa-free travel to EU countries since 2009. Serbia continued
to participate actively in the United Nations Office on Drugs and Crime (UNODC) Regional
Program to promote the rule of law and human security in South East Europe, which primarily
focused on increasing member states' counterterrorism capacities. Serbia established a working
group in charge of drafting a law on counterterrorism that would provide a legal basis for the
subsequent adoption of a counterterrorism strategy and specific action plans for relevant
ministries and agencies.

In November, U.S. Federal Bureau of Investigation agents traveled to Serbia and met with
Serbian law enforcement counterparts in conjunction with an investigation into the October
attack on the U.S. Embassy in Sarajevo.

The Export Control and Related Border Security (EXBS) Program, in coordination with other
U.S. government agencies including Customs and Border Protection, Immigration and Customs
Enforcement, the U.S. Coast Guard, and the Department of Energy, conducted nineteen border
security exercises with Serbian government agencies. These exercises focused on controlling the
movement of suspected terrorists, risk analysis, and the control of terrorism-related goods and
materials. EXBS provided training and material assistance to Serbian Customs, Border Police,
and other agencies with oversight on the manufacture and movement of strategically sensitive
commodities. Many of the activities were conducted regionally with the participation of Serbia's
neighbors.
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Countering Terrorist Finance: Serbia is a member of the Council of Europe Committee of
Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism.
Although the National Assembly did not adopt any new terrorism related legislation, Serbia’s
Administration for the Prevention of Money Laundering developed a draft law on restrictions on
property disposal with the goal of preventing terrorist financing. The Government of Serbia
asked foreign experts, including the U.S. Treasury Department, to provide comments on the draft
law. According to the Prosecutor's Office for Organized Crime, Serbian police did not arrest
anyone involved in terrorist finance activities, nor were any cases related to terrorism financing
prosecuted in 2011.

In June, the Council of Europe and the EU held a high-level conference on the Prevention of
Money-Laundering and Terrorist Financing in Serbia, as part of Serbia's efforts to meet EU
standards and advance its EU membership application. This conference initiated the Project
against Money Laundering and Terrorist Financing in Serbia (MOLI-Serbia Project), which
principally benefits the Administration for the Prevention of Money Laundering.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: In July, more than 80 counterterrorism specialists
met in Belgrade for a two-day workshop organized by the UN Counter-Terrorism Executive
Directorate, the Southeast European Law Enforcement Center (formerly SECI Center), the
Regional Cooperation Council, and the UNODC. The discussion focused on terrorist financing
in southeastern Europe and the link between terrorist financing and organized crime.

SPAIN

Overview: Spain continued to confront the threat posed by the domestic terrorist group Basque
Fatherland and Liberty (ETA), as well as the transnational threat from al-Qa’ida (AQ) and its
affiliates. With sustained focused international cooperation, in particular with France, Spain
enjoyed such success in battling ETA that the weakened terrorist group announced a “definitive
cessation of armed activity.” Spain's attention also focused on the continued kidnapping threat
presented by al-Qa'ida in the Islamic Maghreb (AQIM), by increasing its cooperation with
Algeria, Mali, and Mauritania. Spain cooperated closely with the United States to counter
terrorism and was a cooperative partner in joint investigations and information sharing.

2011 Terrorist Incidents: While no terrorist attacks occurred in Spain in 2011, four Spanish
hostages were kidnapped. On October 22, two Spaniards and an Italian were taken out of the
Rabuni Sahrawi refugee camp in Tindouf, Algeria. Public reporting described the group
claiming responsibility, Jamat Tawhid Wal Jihad fi Garbi Afriqqiya, as a breakaway faction of
AQIM interested in kidnapping for ransom. On October 13, two Spaniards working with
Doctors Without Borders were kidnapped allegedly by al-Shabaab from the Dadaab refugee
camp in Kenya. The Spanish government was working on both cases with local authorities to
find their citizens at year’s end.
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Legislation and Law Enforcement: Spain continued to focus on improved security and the
detection of false documents at its borders in 2011. Spain participated in the U.S. Immigration
Advisory Program, which maintained staff at Madrid-Barajas International Airport. The
program allowed coordination between Customs and Border Protection officers, airline security
personnel, and police regarding high risk passengers traveling to the United States. Spain
continued to roll out an automated system to read European Union (EU) passports with biometric
data. Explosive trace detection equipment was also deployed at Spain’s five largest airports at
passenger checkpoints. Spain installed a network of radar stations, known as the Integrated
External Surveillance System, along its maritime borders. Spain continued its participation in
the Megaports and Container Security Initiatives.

On September 27, Spanish security forces arrested five Algerians suspected of giving logistical
and financial support to AQIM. Though released from custody by the Spanish courts for lack of
evidence, Spanish police and judicial authorities cooperated with other countries (including Italy,
France, and Switzerland) and maintained an active investigation to gather evidence in the case.
In June, Spanish security forces also arrested a Moroccan national in the Canary Islands for
terrorist recruiting activities and links to terrorists currently serving sentences in Morocco. The
Civil Guard arrested a Moroccan national, previously expelled from Jordan, for running a violent
extremist web forum and having alleged ties to AQIM members.

In cooperation with international partners, security services also arrested 52 alleged ETA
members or associates, including 29 in France and three in other countries. Key raids included:

e On January 17, Spanish National Police and the Civil Guard arrested 11 people linked to
ETA that allegedly had received orders to rebuild a hard-line faction within the
organization.

e On March 11, a French police raid captured ETA leader Alejandro Zobaran Arriola and
three other suspects in a remote village near the Belgian border.

e On April 12, Spanish police seized 850 kilograms of bomb-making material from an
ETA hideout and arrested two people. On April 14, a third arrest was made and an
additional 750 kilograms of bomb-making material was seized. The combined total of
1,600 kilograms was the largest ever seizure from ETA in Spain.

e On July 7, one of Spain’s most wanted ETA terrorists, Eneko Gogeaskoetxea, was
arrested in Cambridge, UK, following a 14-year manhunt following his attempt to
assassinate King Juan Carlos I at a 1997 event in Bilbao.

Spanish security forces and Spain’s judicial system continued investigations into allegations of
ETA training camps in Venezuela. In January, in a joint operation with French police, the Civil
Guard arrested an ETA information technology specialist who had previously traveled to
Venezuela to train ETA and Colombian Revolutionary Armed Forces (FARC) members. On
June 17, Inaki Dominguez Atxalandabaso was arrested in France, under a National Court arrest
warrant for allegedly training FARC members in Venezuela.

Countering Terrorist Finance: A longtime member of the Financial Action Task Force, Spain

continued to demonstrate leadership in the area of anti-money laundering and counterterrorist
finance. Spain enacted its current law on Preventing Money Laundering and the Financing of
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Terrorism in 2010; the law entered into force immediately. However, implementation of
regulations will not be approved until 2012. The regulations will greatly enhance authorities’
capacity to counter terrorist financing by placing greater requirements, with stiffer penalties for
non-compliance, on financial institutions and other businesses, and by strengthening monitoring
and oversight. The government diligently implemented relevant United Nations Security
Council Resolutions and had the legal authority to impose autonomous designations.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http:/www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Spain is a founding member of the Global
Counterterrorism Forum and worked to advance a number of counterterrorism initiatives through
the EU, including work with the G-6 and the United States on cyber-crime. Spain continued its
leadership role in the Global Initiative to Combat Nuclear Terrorism and served as Coordinator
of its Implementation and Assessment Group, a working group of technical experts.

Spain has signed numerous bilateral agreements on police and security force cooperation,
including on January 31 with Serbia, February 18 with Morocco and Jordan, March 3 with
Bosnia and Herzegovina, October 21 with Mexico, and October 24 with Croatia. The Spanish
Ministry of Interior organized the “International Seminar on the Fight against Terrorism and
Organized Crime” on May 9-12 in the Sahel, with the participation of Spain, France, Algeria,
Mali, Mauritania, Niger, and Senegal.

Countering Radicalization and Violent Extremism: Spain participated in several international
meetings focused on countering violent extremism (CVE). Spain's inter-ministerial CVE
working group emphasized the prevention of radicalization and sought to counter radical
propaganda both online and in other arenas. In addition to promoting international cooperation
on these issues, Spanish efforts to counter radicalization were tied closely to the fight against
illegal immigration and the integration of existing immigrant communities. This strategy sought
the support of civil society and the general public in rejecting violence. In fulfillment of
applicable laws, Spanish prisons employed CVE rehabilitation programs designed to achieve the
reintegration of inmates into society.

SWEDEN

Overview: During the past few years, terrorism networks have showed an increased interest in
carrying out attacks in Sweden. According to violent extremist groups, Sweden’s military
presence in Afghanistan and Swedish artist Lars Vilks’ cartoons of the Prophet Mohammed
continued to make Sweden a potential target. Authorities estimated that there were about 20
individuals from Sweden in terrorism training camps or fighting abroad, most commonly in
Somalia but also in Pakistan. Conflict zones around the world remained one of the main sources
of inspiration for violent extremist groups in Sweden. The National Threat Advisory level in
Sweden remained “elevated” and has stayed at that level since it was first raised in October
2010.
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On November 25, a Swedish citizen visiting Mali was kidnapped together with two other
Westerners. Al-Qa’ida in the Islamic Maghreb claimed responsibility for the act in a
communiqué, and the man remained their captive at year’s end.

Legislation and Law Enforcement: In December, most Swedish political parties agreed on a
formula for legislation to allow the Swedish Security Service (SAPO) renewed access to
intelligence from the Swedish National Defense Radio Agency for the first time since 2009.

Arrests:

e On April 27, Swedish citizen Paul Mardirossian was arrested in Panama City for
allegedly having agreed to provide military-grade weapons to Revolutionary Armed
Forces of Colombia members in exchange for cocaine. Mardirossian was surrendered to
the United States on May 6, and was facing charges for conspiracy to engage in narco-
terrorism, conspiracy to provide material support to a foreign terrorist organization,
attempting to provide material support to a foreign terrorist organization, and money
laundering.

e On September 10, four men were arrested for preparation to commit an act of terrorism in
Goteborg, Sweden’s second largest city. However, soon after the arrests, one of the men
was released and the charges against the remaining three were revised to “preparation for
murder.” The chargers were revised because the plot was aimed at one person and not
against a population or part of a population, as required by Swedish terrorism legislation.
The trial against the men began on December 20.

e On December 29, 2010, five individuals were arrested (four in Denmark and one in
Sweden) for conspiracy to commit terrorist crimes when planning to attack the newspaper
Jyllands-Posten in Denmark. Four of the five individuals were Swedish citizens or
residents. The man who was arrested in Sweden was eventually extradited to Denmark in
April, and the Swedish authorities have closed the domestic case. Danish authorities are
scheduled to try the case in 2012.

Resolution and continuation of cases from 2010:

e On December 8, 2010, Goteborg District Court convicted two Swedish citizens of
conspiracy to commit terrorist crimes and sentenced both men to four years
imprisonment. The defendants appealed their sentences and were later released and their
convictions were overturned by the Swedish Court of Appeal on March 2.

e The prosecutor for national security cases continued conducting a pre-investigation
related to the December 11, 2010 suicide bombing carried out by Taimour Abdulwahab
in Stockholm. Though the perpetrator died, the authorities were still investigating some
of the circumstances to try to determine whether the perpetrator acted alone. Among
other leads, the prosecutor was looking into the trips the suicide bomber undertook to
Syria and Iraq. There was also an ongoing investigation connected to this case in
Glasgow, Scotland, where a man was being tried for terrorist financing in connection
with money wired to Abdulwahab.

Countering Terrorist Finance: Sweden is a member of the Financial Action Task Force
(FATF), and in its 2010 Mutual Evaluation Report, FATF recognized that Sweden had made
significant progress. For further information on money laundering and financial crimes, we refer
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you to the 2011 International Narcotics Control Strategy Report (INCSR), Volume 2, Money
Laundering and Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Sweden continued to contribute to counterterrorism
capacity building projects through its development aid work carried out by the Swedish
International Development Agency as well as via funding to the United Nations Office of Drugs
and Crime-Terrorism Prevention Branch and the Office of Security and Cooperation in Europe.
Sweden also supported the European Union's (EU) work with capacity building projects in
prioritized countries and regions such as Afghanistan/Pakistan, Yemen, the Horn of Africa, the
Maghreb, and the Sahel. Sweden provided trainers to the EU Training Mission to assist with the
training of Somalia's Transitional Federal Government security forces. Sweden gave direct
funds to the UN's Counterterrorism International Task Force (CTITF), with most Swedish funds
going to the CTITF workgroup that focuses on strengthening human rights.

Countering Radicalization and Violent Extremism: In March, the Swedish government
hosted a conference on “National Action Plans against Political and Religious Extremism and
Preventive Work at the Local Level.” On December 9, the Government released its first ever
Preventing Violent Extremism plan, the “Action Plan to Safeguard Democracy against Violent
Extremism.” The plan was based on government-commissioned studies on extremism in
Sweden from the past three years and put equal focus on left wing, right wing, and Muslim
extremists. The Swedish government has allocated U.S. $9 million for the plan’s
implementation through 2014.

The action plan has six overarching aims, to:
1) strengthen awareness of democratic values;
2) increase knowledge about violent extremism,;
3) strengthen the structures for cooperation;
4) prevent individuals from joining violent extremist groups and supporting exit strategies;
5) counter the breeding grounds for ideologically motivated violence; and
6) deepen international cooperation.

The Swedish National Police initiated a project to increase knowledge about and enhance work
methods to detect radicalization. The project is partially connected to and financed by the EU's
Community Policing, Preventing Radicalization, and Terrorism group, which has created an
education package on radicalization for police officers. The education material has been
translated into Swedish and training sessions to educate police officers will be carried out
throughout Sweden.

TURKEY

Overview: Domestic and transnational terrorist groups have targeted Turkish nationals and
foreigners in Turkey, including, on occasion, U.S. government personnel, for over 40 years.
Most prominent among terrorist groups in Turkey is the Kurdistan Workers’ Party (PKK).
Composed primarily of ethnic Kurds with a nationalist agenda, the PKK operates from areas in
southeastern Turkey and northern Iraq and targets mainly Turkish security forces. Other
prominent terrorist groups in Turkey include the Revolutionary People’s Liberation Party/Front
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(DHKP-C), a militant Marxist-Leninist group with anti-U.S. and anti-NATO views that seeks the
violent overthrow of the Turkish state, and Turkish Hizballah (unrelated to the group similarly-
named Hizballah operating in Lebanon). Public sources also highlight detentions of Islamic
Jihad Union (IJU) members as well as supporters for al-Qa’ida (AQ) and other groups. The
Turkish Workers’ and Peasants’ Liberation Army, though largely inactive, was still considered a
potential threat by the Turkish government.

2011 Terrorist Incidents: The PKK continued to demonstrate its nation-wide reach. Typical
tactics, techniques, and procedures included ambushes on military patrols in the countryside,
improvised explosive devices (IEDs) along known military or police routes, and bombings of
both security and civilian targets in urban areas. Six attacks garnered particular attention and
condemnation:

e A May attack on the prime minister’s convoy in Kastamonu, near the Black Sea, using
small arms and a roadside IED (the prime minister was not in the convoy at the time; one
police officer was killed).

e A July attack on Gendarmerie Personnel in Silvan using small arms and grenades that
killed 13 Turkish security forces.

e An August attack in Hakkari province’s Cukurca district left at least nine Turkish
security personnel dead.

e A September attack on a crowded Ankara street using a small vehicle-based IED killed
three civilians and wounded 34. The PKK denied playing a role in the attack, though
responsibility for the bombing was claimed by the Kurdistan Freedom Falcons (TAK), an
organization suspected of having links to the PKK.

e A September attack in Batman killed a woman and her four-year old daughter when PKK
attackers opened fire from a vehicle.

e In an October attack, the deadliest since 1993, the PKK killed 26 security forces in
Hakkari province.

In July, Turkish national police arrested 15 alleged members of a Turkey-based, AQ-inspired
terrorist cell. The group was reportedly preparing a large vehicle-borne IED-type attack against
one of a small group of targets that included the U.S. embassy. Weapons, plans, photos of
possible targets, and over 600 kilograms of explosives were seized during the arrests. As of
December, one person had been released and 14 held for trial.

Turkey continued to participate in the Department of State’s Antiterrorism Assistance program.

Legislation and Law Enforcement: Counterterrorism law enforcement efforts in Turkey
remained focused on the domestic threat posed by several terrorist groups, including the PKK.
Turkey’s methodology and legislation are geared towards confronting this internal threat.
Efforts to combat international terrorism are hampered by legislation that defines terrorism
narrowly as a crime targeting the Turkish state or Turkish citizens. This definition of terrorism
posed concerns for operational and legal cooperation. A draft law before Parliament on the
Prevention of Terrorist Financing was initially intended to address the definitional issue;
however, according to the Financial Action Task Force (FATF), the current draft is insufficient
to bring this and other areas of terrorist finance legislation up to international standards.
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Separately, critics charged that Turkish authorities applied its counterterrorism laws overly
broadly to stifle political discourse, arresting hundreds of political activists, journalists, military
officials, and others over the year for crimes under Turkey’s terrorism laws. Current regulations
governing pre-trial detentions allow terrorism and other suspects to be held for up to five years
while awaiting trial. Political leaders had begun speaking openly of reforming the current
counterterrorism law, but no specific legislation had been drafted by the end of 2011.

Countering Terrorist Finance: Turkey is a member of the FATF, and in 2007, the FATF
identified Turkey as a jurisdiction with significant anti-money laundering and counterterrorist
financing (AML/CTF) vulnerabilities, chief among them Turkey’s incomplete criminalization of
terrorist financing and weak national asset-freezing mechanisms. In response, in 2010 Turkey
drafted but ultimately did not pass a law on the “Prevention of Terrorist Financing,” intended to
address all CTF deficiencies identified by the FATF. In its October 2011 review of Turkey's
status, FATF found no improvement, reiterated its concerns that Turkey still has significant
AML/CTF vulnerabilities, and included Turkey in its Public Statement. The same draft CTF law
was resubmitted to parliament in October. The draft bill moved to the International Affairs
Committee and two other parliamentary committees in November, where opposition parties have
raised privacy and other legal concerns. The bill was under review in parliamentary committees
at year’s end.

The regulation of banks is carried out by the Banking Regulatory and Supervision Agency and
regulation of financial exchange houses, insurance companies, and jewelers is carried out by the
Under Secretariat of Treasury. Stock exchanges are regulated by the Capital Markets Board.
There is little coordination or sharing of best practices among the agencies with specific regard
to AML/CTF competencies. Money/value transfer systems are illegal and as such there is no
regulatory agency that covers this area.

The nonprofit sector is not audited on a regular basis for counterterrorist finance vulnerabilities
and does not receive adequate AML/CTF outreach or guidance from the Turkish government.
The General Director of Foundations issues licenses for charitable foundations and oversees
them, but there are a limited number of auditors to cover the more than 70,000 institutions.

Turkish officials circulated U.S.-designated names to the security services for their awareness,
though only UN-listed names were subject to asset-freezes.

For further information on money laundering and financial crimes, we refer you to the 2011
International Narcotics Control Strategy Report (INCSR), Volume 2, Money Laundering and
Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: Turkey is a founding member of the Global
Counterterrorism Forum (GCTF) and together with the United States, co-chaired the Forum's
inaugural session in September 2011 and worked assiduously to build international support for
it. As co-chair, Turkey provided extensive secretariat support, including hosting a pre-GCTF
launch conference in Istanbul in April.
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Countering Radicalization and Violent Extremism: The Government of Turkey has two
significant programs in place to counter radicalization and violent extremism. The first,
administered by the national police, is a broad-based outreach program to affected communities,
similar to anti-gang activities in the United States. Police worked to reach vulnerable
populations before terrorists did, to alter the prevailing group dynamics, and prevent recruitment.
Police utilized social science research to undertake social projects, activities with parents and in-
service training for officers and teachers. Programs prepared trainers, psychologists, coaches,
and religious leaders to intervene to undermine radical messages and prevent recruitment.

The second program, administered by the Religious Affairs Office (Diyanet) of the Government
of Turkey, promoted a mainstream interpretation of Islam and worked to undercut the message
of violent religious extremists. In Turkey, all Sunni imams are employees of the Diyanet. In
support of its message of traditional religious values, more than 66,000 Diyanet imams
throughout Turkey conducted individualized outreach to their congregations. Diyanet similarly
worked with religious associations among the Turkish diaspora, assisting them to establish
umbrella organizations and providing them access to mainstream Hanafi instruction. Diyanet
supported in-service training for religious leaders and lay-workers through a network of 19
centers throughout Turkey.

In 2011, the Government of Turkey reiterated its intent to follow up on its 2009 “democratic
initiative” (also known as the “national unity project” or the “Kurdish opening”). The initiative
was designed to address the social and economic inequalities in Turkish society that fuel Kurdish
dissent. Concrete steps within the scope of the initiative were clearly devised to reduce the
PKK’s support, by, for example, liberalizing laws governing the use of the Kurdish language in
broadcasting, education, and state buildings; reducing the number of instances where
counterterrorism laws are applied to non-violent crimes; and providing legal incentives to bring
members of the PKK who have not engaged in violence back into civil society. To further these
objectives, Turkish officials have announced plans to shift primary responsibility for
counterterrorism efforts from the Turkish military to civilian security forces (National Police and
Jandarma).

UNITED KINGDOM

Overview: The United Kingdom (UK) continued to play a leading role in countering global
terrorism. The UK government released its updated counterterrorism strategy, CONTEST, on
July 12. This update, the first under the coalition government, set out the UK’s strategic
framework for countering the terrorist threat at home and abroad for 2011-2015. CONTEST’s
alignment with the U.S. National Strategy for Counterterrorism will help facilitate continued
close counterterrorism cooperation between the United States and the UK.

In 2011, there were no terrorist incidents in England, Scotland, or Wales. At the end of 2011,
however, the UK rated the threat level to the UK from international terrorism as “substantial”,

indicating a strong possibility of a terrorist attack.

At the close of 2011, the UK rated the threat level for Northern Ireland-related terrorism within
Northern Ireland as “severe,” meaning an attack is highly likely.
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2011 Terrorist Incidents: A number of terrorist incidents occurred in Northern Ireland.
Dissident republican groups the Real IRA (RIRA), Continuity IRA (CIRA), and Oglaigh na
hEireann (ONH) remained actively opposed to the peace settlement in Northern Ireland. In June,
the Police Service Northern Ireland (PSNI) estimated approximately 650 active members of
dissident republican groups remained at large.

Through October 31, PSNI reported one fatality in Northern Ireland due to security related
violence. On April 2, an undercar bomb exploded, killing a police constable outside of his home
near Omagh, Co Tyrone, in Northern Ireland. A dissident Republican group claiming ties to the
RIRA claimed responsibility for the attack. In July, police arrested five men in connection with
the killing as part of a raid that spanned three counties and involved over 200 officers. All five
men were subsequently released.

Legislation and Law Enforcement: The UK Terrorism Prevention and Investigation Measures
(TPims) Bill 2010-2011 became law in December. The provisions of this bill are the result of
the coalition government’s January 2011 report “Review of Counterterrorism and Security
Powers." The TPims replace the UK’s widely debated control orders, set out in the Prevention
of Terrorism Act 2005, which restricted movement and access to the internet by terrorism
suspects. According to the UK Home Office, TPims are meant to be a “less intrusive system of
terrorism prevention” that will “rebalance intrusive security powers and increase safeguards for
civil liberties.” Key changes under TPims are that they can only be enforced for a maximum of
two years, and additional measures can only be imposed if the person has reengaged in terrorism.
Judicial oversight of the system will broaden, with the high court having to grant permission to
impose the measure. In November, the bill was amended to extend the transitional period from
28 to 42 days to give law enforcement more time to prepare to transition to TPims, as TPims will
require additional human and technical surveillance measures.

As part of the UK’s “Review of Counterterrorism and Security Powers,” provided to the UK
Parliament in January, the police will no longer be able to hold terrorism suspects for up to 28
days without charge; they will now be limited to 14 days.

On November 9, UK Home Secretary Theresa May proscribed Muslims Against Crusades
(MAC), making membership in or support of the organization a criminal offence under the
Terrorism Act 2000. May said that MAC is another name for organizations already proscribed:
Al Ghurabaa, The Saved Sect, Al Muhajiroun, and Islam4UK.

The UK made several advances in border security. The UK implemented passenger biographic
data collection for all modes of travel, to include rail and vessel. The UK is also collaborating on
an intra-European Union (EU) Passenger Name Record (PNR) agreement that will allow
collection of PNR data for intra-EU flights. The UK collects limited PNR data on non-EU
arrivals. The UK also implemented biometric fingerprint collection for visa issuance at the
majority of its foreign posts. The UK continued to check biometrics at its 31 major ports of
entry.
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In response to the November 2010 cargo bomb plot that originated in Yemen, the UK
government suspended the transport of unaccompanied air freight from Yemen and Somalia.
The government also worked with the aviation industry and with the European Commission to
devise a security screening regime for cargo to better mitigate threats. Specifically, the UK
Department for Transport (DfT) designed and continued to refine a risk-based approach that
applies more robust checks for cargo from designated high-risk departure or transit points.

Arrests: The UK arrested and charged a number of individuals with a variety of terrorism
offences, ranging from facilitation and fundraising to attack planning in new and pending cases.
These included:

e In March, Ezedden Khalid Ahmed Al Khaledi appeared in Glasgow Sheriff Court to face
three charges under the Terrorism Act and five others under immigration laws and
banking regulations, in relation to a failed suicide attack in Stockholm, Sweden, in 2010.
(The Stockholm bomber, Iraqi-born Taimour Abdulwahab had been living with his wife
and children in the London suburb of Luton.) Al Khaledi is alleged to have funded al-
Abdaly, who died in the bombing attempt and injured two other people.

e Also in March, a UK court sentenced a former British Airways software engineer to 30
years for plotting to blow up a plane.

e In August, police charged a Manchester area couple, Mohammed Sajid Khan and Shasta
Khan, under the Terrorism Act. The two were accused of researching improvised
explosive devices on the internet and buying household items that could be used to make
them between 2010 and 2011. At the end of 2011 they both remained in custody pending
trial.

e In September, the West Midlands Police arrested seven men from Birmingham on
terrorism charges. Police charged four of the men with preparing for an act of terrorism
in the UK, two with failing to disclose information, and one with entering into a funding
arrangement for the purpose of terrorism. In a related arrest in November, UK authorities
charged four additional men from Birmingham with engaging in preparation of terrorist
acts, contrary to the Terrorism Act 2006.

e In Northern Ireland, PSNI reported 136 persons arrested and 30 persons charged between
January 1 and October 31.

The trial of two men, Colin Duffy and Brian Shivers, accused of killing two soldiers and injuring
four others at the Massereene Army barracks in 2009, began in November. The attacks, for
which the RIRA claimed responsibility, marked the first British military fatalities in Northern
Ireland since 1997.

In September, the Court of Appeal upheld the convictions of Paul McCaugherty and Dermot
Declan Gregory for their parts in a dissident republican gun-smuggling plot. The pair was
originally convicted in October 2010 following an MIS sting operation. McCaugherty and
Gregory were given 20 and four year sentences, respectively.

Cooperation between the United States and the UK on counterterrorism remained robust.

Evidence provided by the United States was critical in securing the convictions in several of the
cases described above. U.S. investigators similarly relied on cooperation from UK authorities in
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obtaining evidence relating to numerous counterterrorism investigations, including the
investigation of Umar Farouk Abdulmutallab, who pled guilty in October, to the attempted
Christmas Day (2009) bombing of a flight bound for Detroit.

At the end of 2011, six U.S. terrorism prosecutions were on hold, pending decisions by the
European Court of Human Rights (ECHR), which has stayed the extradition from the UK of six
terrorism suspects wanted for trial in the United States: Abu Hamza, Babar Ahmad, Talha
Ahsan, Haroon Aswat, Adel Abdul Bary, and Khaled al-Fawwaz. UK courts have approved the
extradition requests for all six suspects. The cases of Aswat, Ahmad, and Ahsad were filed with
the ECHR in 2007; Hamza in 2008; and Bary and al-Fawwaz in 2009. The issues on appeal
include whether the potential sentence of life imprisonment without parole and U.S. prison
conditions would violate the European Convention on Human Rights.

Countering Terrorist Finance: The UK is a member of the Financial Action Task Force
(FATF) and an active participant in FATF-style regional bodies working to meet evolving
money laundering and terrorism financing threats. The UK engages in efforts to freeze the assets
of persons who commit terrorist acts, as required by the relevant United Nations Security
Council Resolutions (UNSCR). In early 2011, the UK replaced temporary asset-freezing
regulations implementing UNSCR 1373 with new legislation containing a higher standard of
proof for freezing assets. For further information on money laundering and financial crimes, we
refer you to the 2011 International Narcotics Control Strategy Report (INCSR), Volume 2,
Money Laundering and Financial Crimes: http://www.state.gov/j/inl/rls/nrcrpt/index.htm.

Regional and International Cooperation: The UK is a founding member of the Global
Counterterrorism Forum and co-chairs its Countering Violent Extremism working group. It
cooperated with other nations and international organizations to counter terrorism, including the
United Nations, EU, North Atlantic Treaty Organization, Council of Europe, G-8, International
Atomic Energy Agency, International Monetary Fund, World Bank, Global Initiative to Combat
Nuclear Terrorism, and INTERPOL.

Countering Radicalization and Violent Extremism: The UK launched its “Prevent” strategy
in 2007 to counter radicalization. Prevent is part of the government's overall CONTEST
counterterrorism strategy. In 2011, Prevent was revised to correct several perceived problems.
There had been complaints from members of Muslim organizations that all UK government
interaction with their communities was focused on security concerns. As a result, the UK
divided the responsibilities for various strands of Prevent among different government
organizations. The Department of Communities and Local Government took over responsibility
for integration work, designed to ensure that Muslim communities were receiving all the
government services to which they were entitled and that immigrants were given assistance to
integrate into British society. The Home Office will now focus on countering the ideology of
violent extremism, including the identification of at-risk-youth and their placement in de-
radicalization pre-programs. The revised strategy called for a much more focused effort to target
those most at risk of radicalization. Finally, the government has decided that organizations that
hold extremist views, even those that are non-violent, will not be eligible to receive government
funding or participate in Prevent programs.
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In February, Westminster and the Northern Ireland Executive collectively awarded the PSNI an
additional U.S. $385 million over a four year period to combat dissident republican terrorism.
The PSNI Chief Constable said the funds will be spent on “investigation, on more detectives, on
more equipment, transport, air support, in sustaining our street presence in neighborhoods.”

MIDDLE EAST AND NORTH AFRICA

OVERVIEW

The Near East region remained one of the most active in terms of terrorist activity in 2011.
Many countries across the region experienced increased instability as a result of the events of the
Arab Awakening, and some terrorists attempted to exploit this situation. This was of particular
concern as it related to loose munitions from Libyan stocks and the threat of terrorists obtaining
Man-Portable Air Defense Systems (MANPADS), which could pose significant risks to regional
security and civil aviation.

Multiple terrorist organizations displayed the capability and intent to strike at targets across the
region and to garner influence in states undergoing political transitions. Al-Qa’ida in the
Arabian Peninsula gained more physical territory in Yemen as the result of the political turmoil.
Al-Qa’ida in Iraq — even with diminished leadership and capabilities — continued to conduct
attacks across Iraq, while Shia militants largely ceased attacks but continued to threaten U.S.
targets in Iraq. Al-Qa’ida in the Islamic Maghreb (AQIM) conducted attacks against Algerian
government targets and undertook kidnappings elsewhere to extort ransoms. Hizballah in
Lebanon remained a significant threat to the stability of Lebanon and the broader region. In
Israel and the Palestinian territories, several groups maintained the capability to launch attacks
and acquired sophisticated weaponry from outside the country.

Iran (see Chapter 3, State Sponsors of Terrorism), continued to be the world’s leading sponsor of
terrorist activity. In addition to engaging in its own terrorist plotting, the Iranian government
continued to provide financial, material, and logistical support for terrorist and militant groups
throughout the Middle East. Despite its pledge to support the stabilization of Iraq, Iran
continued to provide lethal support, including weapons, training, funding, and guidance, to Iraqi
Shia militant groups targeting U.S. and Iraqi forces.

Governments across the region improved their own counterterrorism capabilities despite these
persistent threats, effectively disrupting the activities of a number of terrorists. The Iraqi
government displayed increased capability and efficacy in pursuing multiple Sunni extremist
groups. Though AQIM’s presence and activity in the Sahel remains worrisome, the group’s
isolation in Algeria grew as Algeria increased its already substantial efforts to target the group.
While Saudi Arabia remained vulnerable because of the increased instability in Yemen, its
efforts to put an end to domestic terrorist activity remained resolute; the Saudi government
displayed professionalism in tactical counterterrorism operations and counterterrorist finance.
Israel and the Palestinian Authority also worked to diminish the threat posed by various
Palestinian terrorist gr