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8-Oct-03 NSA-FBI-CIA conference at NSA to discuss PSP operations and customer
needs

15-Oct-03  20th Presidential Authorization signed i
1-Dec-03 NSA IG announces a review of NSA PSP operations

8-Dec-03 NSA |G asks VP Counsel for access to PSP legal opinions and is told that
a request should come from General Hayden

9-Dec-03 21st Presidential Authorization signed

9-Dec-03 IG memo asks General Hayden to ask VP Counsel's permission for NSA
IG and GC to obtain copies of, or view, PSP legal ’Iustiﬁcation
2004

6-Jan-04 NSA briefing to DoJ Mr. Philbin, Mr. Goldsmith for Mr. Goldsmith’s
orientation to the PSP and other NSA Signals Intelligence efforts against
terrorism -

8-Jan-04  NsAand Fo/ R <! (o discuss the PSP
and recent changes at NSA

14-Jan-04 22nd Presidential Authorization siined

9-Mar-04 General Hayden briefs Director of Central Intelligence (DCI) on value of
the PSP

10-Mar-04  General Hayden briefs White House Counsel and Chief of Staff, Deputy
DCI, Deputy AG, and FBI Director on value of the PSP

10-Mar-04  General Hayden briefs Speaker of the House, Senate Majority and
Minority leaders, House Minority Leader, Chairman and Ranking Member,
HPSCI, and Chair and Vice Chair, SSCI

10-Mar-04  General Hayden briefs Secretary of Defense, DoD Principal Deputy GC
11-Mar-04  23rd Presidential Authorization signed

11-Mar-04  NSA IG and Acting GC discuss new Authorization signed by President's
Counsel rather than the AG

11-Mar-04  NSA briefs House Majority Leader
12-Mar-04  General Hayden briefs House Majority Leader
19-Mar-04  Revision to 23rd Presidential Authorization signed

General Hayd
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2-Apr-04 2nd Revision to 23rd Presidential Authorization signed
4-Apr-04 General Hayden briefs DoD Principal Deputy GC

5-Mai-04 24th Presidential Authorization signed

20-May-04  NSA briefs the Minarity Leader of the Senate

23-Jun-04  25th Presidential Authorization signed

14-Juk04  Initial PRATT Order approved by FISC
9-Aug-04 26th Presidential Authorization signed

23-Aug-04  General Hayden briefs National Security Advisor and Homeland Security
Advisor

17-Sei-04 27th Presidential Authorization signed

23-Sep-04  Presidential “further direction” of 9 August 2004 expires
23-Sep-04  NSA briefs Chair, HPSCI

17-Nov-04  28th Presidential Authorization signed

2005
5-Jan-05 NSA briefs National Security Advisor and White House Counsel

11-Jan05  29th Presidential Authorization signed

—FOP-SECRETHSTEW/COMINT/ORCONNOFORN-
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3-Feb-05  NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair,
SSCI

25-Feb-05  General Hayden briefs White House Counsel and Counsel to Deputy AG
1-Mar-05 30th Presidential Authorization signed
2-Mar-05 j inori

19-Apr-05 31st Presidential Authaorization signed

22-Apr-05 General I:Iayrdér'l'br'iefsr Dlrector of National Intelligence (DNI)
23-May-05  Two-level PSP clearance structure discontinued

1-Jun-05 Discussions to seek FISC orders to autharize content collection begin with
DoJ OLC

14-Jun-05 32nd Presidential Authorization siined

26-Jul-05 33rd Presidential Authorization signed

3-Aug-05 Principal Deputy DNI Hayden briefs new NSA/CSS Director General
Alexander on the PSP

10-Sep-05  34th Presidential Authorization signed
14-Sep-05 NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair,

SSCI

26-0ct-05 35th Presidential Authorization signed
13-Dec-05 36th Presidential Authorization signed
16-Dec-05 New York Times says that President secretly authorized NSA

- eavesdropping on Americans

20-Dec-05 DaD IG receives letter, signed by 39 Congressmen, requesting a review of
the PSP. DoD IG faxes the letter to the NSA IG on 10 Jan 06

21-Dec-05 NSA briefs DNI

FOPRSECREL/SHW//COMINT/ORCONANOFORN-
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2006

3-Jan-06 NSA IG and DoD IG discuss letter from 39 Congressmen requesting
DoD IG review of the PSP

9-Jan-06 NSA briefs nine FISC judges and three FISC legal advisors

11-Jan-06  NSA briefs Speaker of the House, Senate Majority Leader, Chair of
HPSCI, Chair and Vice Chair, SSCI

20-Jan-06  NSA briefs Senate Minority Leader, House Minority Leader, Chair SSCI,
and Ranking Member HPSCI

27-Jan-06  37th Presidential Authorization signed
31-Jan-06 _NSA briefs FISC Judge Scullin
11-Feb-08  NSA briefs Chair SSCI
16-Feb-06 NSA briefs Speaker of the House and Chair, HPSCI
28-Feb-068  NSA briefs Chair and Ranking Member, House Appropriations

3-Mar-06 NSA briefs Vice Chair, SSCI

9-Mar-06 NSA briefs Chair and Vice Chair, SSC!, and Members of SSCI Terrorist
Surveillance Program (TSP) Subcommittee (Roberts, Rockefeller, Hatch,
DeWine, Feinstein, Levin, Bond) with SSCI Minority and Majority Staff
Directors, Senior Director for Legislative Affairs, National Security
Counsel, VP, AG, White House Counsel, and VP Chief of Staff

10-Mar-06 NSA briefs Mr. Bond, Member, SSCI TSP Subcommittee

13-Mar-06 ~ NSA briefs Chair, SSCI TSP Subcommittee, Members SSCI TSP
Subcommittee (Roberts, Feinstein, and Hatch), SSCI Majority and Minority
Staff Directors, and SSCI Counsel at NSA

14-Mar-06  NSA briefs Mr. DeWine, Member, SSCI TSP Subcommittee at NSA
21-Mar-06  38th Presidential Authorization signed
21-Mar-06  NSA briefs FISC Judge Bates

27-Mar-06 NSA briefs Mr. Levin, Member, SSCI TSP Subcommittee and Minority
Staff Director at NSA

29-Mar-06 NSA briefs Chairman and Ranking Member HPSCI| TSP Subcommittee,
TSP Subcommittee Members (Hoekstra, Harman, McHugh, Rogers,
Thomberry, Wilson, Davis, Holt, Cramer, Eshoo, and Boswell), Majority
General Counsel, Staff Member, and Minority General Counsel
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7-Apr-06 NSA briefs Chairman of the HPSCI TSP Subcommittee, HPSCI TSP
Subcommittee Members (Hoekstra, McHugh, Rogers, Thornberry, Wilson,

and Holt), Majority General Counsel, Staff Member, and Minority General
Counsel at NSA

28-Apr-06 NSA briefs Ranking Member, HPSCI TSP Subcommittee, Members of
HPSCI TSP Subcommittee (Harman, Wilson, and Eshoo), Majority

General Counsel| Staff Member| and Minorii General Counsel at NSA

11-May-06  NSA briefs Chair and Ranking Member House Appropriations Committee
Defense Subcommittee

16-May-06  39th Presidential Authorization signed

17-May-06  Chair SSCI, Members, SSCI {Roberts, Hagel, Mikulski, Snowe, DeWine,
Bayh, Chambliss, Lott, Bond, Levin, Feingold, Feinstein, Wyden, Warner),
SSCI Staff Member, SSCI Majority Staff Director, and SSCI Counsel

17-May-06 HPSCI Chair, HPSCI Members (Hoekstra, Harman, Wilson, Eshoo,
Rogers, Thornberry, Holt, Boswell, Cramer, LaHood, Everett, Gallegly,
Davis, Tiahrt, Reyes, Ruppersberger, and Tierney), Majority General

- Counsell Staff Dlrectorl and Minorii General Counsel

24-May-06  First Business Records Order appraved by the FISC
5-Jun-06 NSA briefs Ms. Feingold, SSCI Member at NSA

7-Jun-06 NSA briefs Ranking Member, Senate Defense Appropriations
Subcommittee, and SSCI Staff Director

7-Jun-08 NSA briefs President's Privacy and Civil Liberties Oversight Board

9-Jun-06 NSA briefs Chair, SSCI, SSCI Members (Mikulski, Wyden, and Hagel),
SSCI Minority Staff Director, SSCI Counsel, and SSCI Staff Director

15-Jun-06 NSA briefs Chair, SSCI and SSCI Members (Roberts, Mikulski, Feingold,
Bayh, Snowe, Hatch, Lott, and Bond), and Minority Staff Director

26-Jun-06 NSA briefs Chalr, Senate Defense Appropriations Subcommittee, and
House Minority Leader

30-Jun-06  NSA briefs Mr. Bayh, SSCI Member at NSA

6-Jul-06 40th Presidential Authorization signed

10-Jul-06 NSA briefs Ms. Snowe, SSCI Member and SSCI Counsel at NSA
18-Jul-06 NSA briefs Mr. Chambliss, SSCI Member at NSA

6-Sep-06 41st Presidential Authorization signed




24-0ct-06  42nd Presidential Authorization signed

20-Nov-068  NSA briefs President's Privacy and Civil Liberties Oversight Board
8-Dec-06 43rd and final Presidential Authorization signed

2007
10-Jan-07  Content orders approved by the FISC
17-Jan-07  AG letter to Congress: Presidential program brought under the FISC
1-Feb-07 NSA briefs President’s Privacy and Civil Liberties Oversight Board
1-Feb-07 Presidential Authorization expires

{TS{/STLY L/ SH FOC/NE)}—
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APPENDIX D

(U) Cumulative Number of Clearances for the
President’s Surveillance Program
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(U) Cumulative Number of Clearances for the
President’s Surveillance Program*
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APPENDIX E

(U) NSA Office of the Inspector General Reports on the
President’s Surveillance Program and Related Activities
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(U) NSA Office of the Inspector General Reports on the
President’s Surveillance Program and Related Activities

—{FS}S5H-NF)-This appendix lists and describes OIG investigation and review
reports of activity conducted under the PSP, also referred to as the STELLARWIND
Program, and related activities such as the Pen Register Trap and Trace (PR/TT)
Order and the Business Records Order. These reports are limited to activity
conducted between 4 October 2001 and 17 January 2007.

(V) OIG Investigations

- (U) Report of Investigation of Two Violations

O— the OIG issued a report on
what it believed to be the first two violations of Authorization,
both of which were unintentional.

The first incident occurred on
A

NSA analyst misguidedly
communications between

These

communications were foreign within the meaning
uthorization, but they were not terrorist related.

WThe second incident occurred on
when NSA inappropriately performed

This query was requested by an
FBI official during the investigation oﬁ

—{S//NE) NSA OIG found that in neither incident had NSA
personnel acted with intent to disregard their authority.
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Both incidents occurred, at least in part, because early in the
Program the terms of the Authorization were so closely held
that few, if any, operational personnel working under the
Authority were permitted to see the Authorization or its
operative provisions. It was unreasonable to hold persons
accountable for violating an order that they had not seen,
when the order was too complex to be easily committed to
memory. Accordingly, the OIG did not recommend
disciplinary action, but did recommend that the NSA Director
issue formal written delegations of authority to the Signals
Intelligence Director and specified subordinates so that
personnel working the Program would know the precise
terms of the Authorization. Management concurred with the
recommendations and made appropriate notifications.

(U/ /FOUO) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008.

Foreign intelifgence Surveillance Gourt

coiect internet metadata under the pen register/trap-and-
trace provisions of the FISA (§§ 1841-1846). The authority to
collect Internet metadata u

Material acquired under the Order
continued to be protected in PSP channels.

—FS LW B OCHNF On NSA OIG

issued a report on an investigation of a management

breakdown that had resulted in unintentional filtering
violations of the FISC Order. The Order permitted NSA to
collect Internet metadata from communications involving

However, no
violations resulted from the collection of domestic
communications. An NSA collection manager discovered the
violations on . The following day, the
questionable collection was stopped and reported to the OIG
and the OGC. With the exception o the OIG
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found no reason to believe that any violations resulted in the
collection of information. The OIG reserved
judgment on

ll The OIG evaluation of responsibility for the incident
led directly to the replacement of the Program Manager and
to changes in Program management, leadership, and chain of
command.

(U/ /FEOH6} This report was sent to SSCI on 31 May 2006

and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

Supplemental Report on Violations of Court

Orders in

A follow-up investigation of the
questionable revealed no additional
violations. On if iiﬁ OIG issued a

iling its examination o
that the OIG suspected
isinated or terminated outside the United

I None of th messages had been intentionally
collected, none had been analyzed, and none had been
reported outside NSA.

(U/ /FOYO] This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008.

(U) OIG Reviews

14 May 2004  -(U) Need for Documentation and Development of Key
Processes (ST-04-0024)

—{FS/St/NF)-This OIG report concluded that a continuing
deficiency in clear, written procedures governing the
collection, processing, and dissemination of PSP material
created undue risk of unintentional violations of the
Authorization. The report noted that Program officials had
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13 Sep 2004
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made progress in addressing some of these deficiencies, but
found that processes had not been fully documented in the
form of management directives, administrative policies, or
operating manuals. The NSA OIG recommended that
Program officials formally adopt rigorous, written operating
procedures for the following key processes:

o Approvals for content collection by the appropriate
named officials

o Reporting of violations of the Authority, similar to
procedures for documenting violations of Legal
Compliance and Minimization Procedures®

e Evaluation of dual FISA and PSP content collection

o Systematic identification and evaluation of telephone
numbers and Internet identifiers for detasking.®

(U/ AFEY0O) Corrective action was taken in response to the
four recommendations.

(U/ A26Y0) This report was sent to SSCI on 31 May 06 and
HPSCI on 2 January 2008.

—(5/NF} Need for Increased Attention to Security-Related

Aspects of the STELLARWIND Program (ST-04-0025)

(U/ /FOUQ) This OIG report disclosed weaknesses in Program
security. The Program was particularly vulnerable to
exposure because it involved numerous organizations inside
and outside NSA.

(U//FOY6) While the Program Manager placed a strong
emphasis on personnel security, he did not take a proactive
and strategic approach to physical and operational security.
In particular, better use of the Program Security Officer
would have helped to improve special security practices for
handling Program material and strengthen operations
security (OPSEC).

(U/ /FeH0) The Program Manager and the Associate Director
for Security and Counterintelligence concurred with the
findings and implemented corrective measures. In particular,

Uy USs. Si ellisence Directi “ »
SEsHsHANE)
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21 Nov 2005

the Staff Security Officer was freed from other responsibilities
and took a more active and effective role in Program security.
Management did not conduct a formal OPSEC survey as
recommended; however, steps taken by management to
implement OPSEC practices met the intent of the original
recommendation.

(U/ /FOY0O) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008.

eview of the Tasking Process for
STELLARWIND U.S. Content Collection (ST-04-0026)

is report identified material
weaknesses in the tasking and detasking process under the
PSP. The process to task and detask telephone numbers for
content collection under the Program was inherently fragile
because it was based on e-mail exchanges and was not
automated or monitored.

The OIG examined-telephone
numbers and Internet identifiers approved for content
collection on the date in November 2004 when the audit
began and identified the following types of errors:

s - involved under-collection; identifiers were
not put on collection quickly enough or were not put
on collection until the OIG discovered the errors.

. ! involved unauthorized collection caused by a
typographical error.

. - involved over-collection; they were not
removed from collection quickly enough.

o - record-keeping errors in the Program’s tracking
database

o e >
unauthorized collection caused by a typographical error, NSA
personnel did not review the collected information before
destroying it, nor did NSA issue any report based on, or
Wseminate, any information from the

of untimely detasking. However, without a
robust and reliable collection and tracking process, NSA

increased its risk of unintentionally viclating the
Authorization. NSA also increased the risk of missing

17:
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valuable foreign intelligence by failing to task telephone
numbers and Internet identifiers in a timely manner.

(U/ /FOE6) NSA OIG recommended that all errors be swiftly
resolved, that specific procedures be adopted to prevent
recurrences, and that identifiers tasked for collection be
promptly reconciled with identifiers approved for tasking, and
repeated every 90 days. Management implemented the
recommendations.

(U/ A*eYQ) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

31 May 2006 —(TS//SH/NF} Review of Compliance with Authorization

Requirements for STELLARWIND U.,S. Content Collection
(ST-04-0027)

FSHSTEW/HSHOE€/NFThis report determined that, based

on a statistical sample, Program officials were adhering to the
terms of the Authorization and the Director’s delegation
thereunder; that tasking was appropriately approved and
duly recorded under the Authorization; and that tasking was
justified as linked to al-Qa'ida or affiliates of al-Qa’ida. The
report recommended improvements in record-keeping
practices.

—{S/NF}-Due to a lack of sufficient and reliable data, the NSA
OIG could not reach a conclusion on the tasking approval
process for two PSP-related collection programs. The OIG
recommended that management responsible for the affected
programs, design and implement a tasking and tracking
process to allow managers to audit, assess timeliness, and
validate the sequencing of tasking activities. Management
agreed to install automated tracking of tasking and
detasking.

—TSHSHNF- Although the collection architecture was
designed to produce one-end-foreign communications,
inadvertent collection of domestic communications occurred
and was addressed. The OIG recommended changes in
management reporting to improve the tracking and resolution
of inadvertent collection issues.

(U/ /E0Y6) Corrective action has been completed for one of
the two recommendations.
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(U/ /ROYO) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

11 Jul 2006 —{FS#St#NF)-Supplemental Report to Review of Compliance
with Authorization Requirements for STELLARWIND U.S.

Content Collection (ST-04-0027.01)

After issuing the original report,
the NSA OIG conducted further research to determine
whether Program officials were approving content tasking
requests based solely on metadata analysis. Using the
statistical sample in the original audit, the OIG found no
instances of metadata analysis as the sole justification for
content tasking. In all cases tested, there was corroborating
evidence to support the tasking decision.

(U/ /FOHO)-This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008.

5 Sep 2006 —{FS//SH/NF)-Report on the Assessment of Management
Controls for Implementing the Foreign Intelligence
Surveillance Court Order: Telephony Business Records
(ST-06-0018)

On 24 May 2006, the telephony
metadata portion of the PSP was transferred to FISC Order
BR-06-05, In re Application of the Federal Bureau of
Investigation for an Order Requiring the Production of Ta
L icati iders] Relating to

The Order authorized NSA to collect and
retain telephony metadata to protect against international

ﬁii ii i iiocess and disseminate this data reiardjng

On 10 July 2006, in a memorandum with the
subject FISA Court Order: Telephony Business Records (ST-06-
0018}, the NSA OIG issued “a report to the Director of NSA
45 days after the initiation of the activity [permitted by the
Order] assessing the adequacy of the management controls
for the processing and dissemination of U.S. person
information.” This report was issued with the Office of the
General Counsel’s concurrence as mandated by the Order.

The “Report on the Assessment of Management
Controls for Implementing the Foreign Intelligence Surveillance

17¢



Court Order: Telephony Business Records (ST-06-0018),”

5 September 2006, provided the details of the findings of the
10 July memorandum and made formal recommendations to
management.

«{TS77/ST//NFf Management controls governing the
processing, dissemination, data security, and oversight of

telephony metadata and U.S. person information obtained
under the Order were adequate and in several aspects
exceeded the terms of the Order, However, due to the risk
associated with the collection and processing of telephony
metadata involving U.S. person information, the NSA OIG
recommended three additional controls regarding collection
procedures, reconciliation of audit logs, and segregation of
duties.

—{FSHSHINF)-Collection Procedures

-(:PS#SH-/-PH?-)—Dunng an OIG review of collection procedu
Program management discovered that NSA was obtaining
data that might not have been in keeping with the

OGC advised
data should have been suppressed from
the incoming data flow. [mmediately, management blocked
the data from analysts’ view. Further, working with the
providers, Program management completed suppression of
the suspect data on 11 October 2006 and agreed to
implement additional procedures to prevent the collection of
unauthorized data.

—{(F5#SHNFrReconciliation of Audit Logs

—FS//SH/NE)} Management controls were not in place to
verify that telephone numbers approved for querying were the
only numbers queried. Although audit logs documented the
queries of the archived metadata, the logs were not in a
usable format, and Program management did not routinely
use them to audit telephone numbers queried. Management
concurred with the recommendation to conduct periodic
reconciliations; however, action was contingent on the
approval of a Program management request for two additional
computer Programmers.

FAY I Waialal s el Wil umii7 i/ ala N i i Ve U //aY iV alay N i AT alaavs k.
w w B LY - w iR TR AW CFINTY

176



WRELEASE

ST-09-0002

—{C/NE)-Lack of Segregation of Duties

~€/#NF} The seven individuals with the authority to approve
queries also had the ability to conduct queries under the
Order. Standard internal control practices require that key
duties and responsibilities be divided among different people
to reduce the risk of error and fraud. Although Program
management concurred with the finding, it could not
implement the recommendation due to staffing and
operational needs. As an alternative, Program management
agreed to develop a process to monitor independently the
queries of the seven individuals. This action plan was
contingent on the development of usable audit logs
recommended above.

(U/ HFeH0) Corrective action has been completed for one of
the three recommendations.

(U/ /FOY0O) This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008.

20 Dec 2006  {S/#NF)-Summary of OIG Oversight 2001-2006
STELLARWIND Program Activities (ST-07-0011)

—{5/4NF) On 20 December 2006, the OIG issued a report
summarizing OIG’s oversight of the STELLARWIND Program
after five years of implementation,

(U/ /FOY0O) This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

- —(F5//SH/NF) Assessment of Management Controls to

Implement the FISC Order Authorizing NSA to Collect
Information Using Pen Register and Trap and Trace
Devices (ST-06-0020)

—ES/-SH-NE) On-'le OIG reported that the

management controls governing the collection,
dissemination, and data security of electronic
communications metadata and U.S. person information
obtained under the FISC Order authorizing NSA to collect
Internet metadata using PR/TT devices were adequate and in
several aspects exceeded the terms of the Order. Due to the
risk associated with the processing of electronic
communications metadata involving U.S. person information,
additional controls were needed for processing and
monitoring queries made against PR/TT data, documenting
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oversight activities, and providing annual refresher training
on the terms of the Order.

(U/ /FEHY0) Corrective action has been completed for two of
the six recommendations.

(U//Feug) W forSSCl 0-

and HPSCI o

§ Jul 2007 -(FS5/SHNFf Domestic Selector Tasking Justification Review
(ST-07-0017)

(U//FEGYO) The OIG conducted this review to determine
whether tasking justification statements were supported with
intelligence information consistent with sources cited in the
Jjustifications. The OIG identified some justifications
containing errors, but there was no pattern of errors or
exaggeration of facts or intentional misstatements.

(U/ /#OY6) This report was sent to SSCI on 28 January 2008
and HPSCI on 28 January 2008.

30 June 2008 -(TS/SI#NE)}-Advisory Report on the Adequacy of
STELLARWIND Decompartmentation Plans (ST-08-0018)

~FS//SHHNF) At the request of the SID Program Manager for
CT Special Projects, the OIG assessed the adequacy of NSA’s
plans to remove data from the STELLARWIND compartment,
as authorized by the Director of National Intelligence. On

30 June 2008, the OIG reported that NSA management had a
solid foundation of planning for decompartmentation. In
particular, the content, communication, and assignment of
supporting plans were adequate to provide reasonable
assurance of successfully removing data from the
STELLARWIND compartment, while complying with laws and
authorities. Management was also diligent in assessing the
scope and complexity of this undertaking. Although the OIG
made no formal recommendations, it suggested
improvements to develop more detailed plans, set firm
milestones, and establish a feedback system to ensure that
plans were successfully implemented.

(U/ /FOH}-This report was not sent to SSCI or HPSCI.
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(U) Presidential Notifications

Executive Orders 12333 and 12863 require intelligence
agencies to report to the President, through the President’s Intelligence Oversight
Board, activities they have reason to believe may be unlawful or contrary to
executive order or presidential directive. Knowing that Board members were not
cleared, however, the NSA Director or Deputy Director reported the following
violations of the Presidential Authorization and related authorities to the President
through his Counsel, rather than through the Board. Each notification was
approved if not actually drafted by OIG. Some of the notifications were not the
subject of the OIG reviews or investigations discussed in Appendix E.

(U) Date (U) Summary of Notification

: e ing (1) the
and (2

{FSHSTLW/STOC/NE) Describes a delay of about 90 days
in detaskin

+ES/+SH/NF) Describes the investigation mentioned above
regarding metadata collection violations that occurred under

FISA Court
he complete OIG report was issued

“{ES/SHNFH Describes-ins

analysts mistakenly accessed data

instance, a report based on such data went out, but it was not
cancelled because the same information was available
e othe instances, no reports were issued.
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(U) Date (U) Summary of Notification

- (FSAHSTEW/SHHOCNE) Describes one instance of
inadvertent collection of a call with both ends in the U.S. - a
fact that co ve been known until it was listened to

—LS/SEHNF) Describes three incidents: The first involved a
one-digit typo resulting in one incorrectly tasked number. The
e second involved a number improperly tasked for metadata
analysis. The operator discovered it almost immediateli and

promptly removed it from tasking. The third involve
numbers that were not detasked in a timely fashion.

{FS#+5H-/NE Describes the evolving

a practlce that may have resulted in over-

collection. T efers to NSA’s work in developing
more rigorous

2 Aug 2005

The error was not discovered

for 18 months,
IS STEWLSH/OGHNE Although most of thm
improperly collected was also properly acquire
&pursuant to statute, the dataflow was
terminated immediately upon discovery. Also, because the
improperly collected metadata had been forwarded to non-
STELLARWIND databases, the Agency removed non-compliant

metadata from all affected databases, including those in which
STELLARWIND data is normally stored.
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(U} Date

(U) Summary of Notification

{ESHSTEWLSH/OG/NE Describe instances in which
authorized targeting of properly taske
telephone numbers resulted in inadvertent collection of U.S.-to-

No reporting was generated, and

collection was deleted.

Describes an incident in which an

. Lhe error was
discovered within hours, when personnel responsible for
ronitoring S ™ - -
was corrected, and all inadvertently collected records were

deleted.

(ES/EEEWHH-EHOE/NF) Describe i in which
authorized targeting of properly tasked

telephone numbers res t collection of U.S.-to-

No reporting was generate

collection was deleted.

+F5/5TEWHSH-OE/NF Describe i in which
authorized targeting of properly tasked

telephone numbers res nt collection of U.S.-to-
each case

No reporting was generated, and

collection was deleted.

Describes an instance where a

Although no reports were generated,
and there was no evidence that U.S.-to-U.S. communications
were collected, we could not certify that the files were all one-
end foreign without reviewing
files were deleted, and procedures used

were being reviewed.
(TS/LSTLW//SL/ /QC/NE) A second incident was reported in
which a typographical error res ntact chaining on a

U.S. telephone number with no iliation. The
telephone number was rechecked, and the error was corrected.

ST-09-0002
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APPENDIX G

(U) United States Signals Intelligence Directive
SP0018, Legal Compliance and Minimization
Procedures
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NATIONAL SECURITY AGENCY
CENTRAL SEGURITY SERVICE

Fort George G. Meade, Maryland

27 July 1993

UNITED STATES SIGNALS INTELLIGENCE DIRECTIVE
(USSID)
18

LEGAL COMPLIANCE AND MINIMIZATION
PROCEDURES {(FOU6}

LETTER OF PROMULGATION

(U} This USSID prescribes palicies and praceduras and assigns responsibllilies (o ensure that the
missiang and [unctions of the Uaited Statas SIGINT Systzm (USSS) are conducted in a2 mancar that
safaguards the constitutional rights ol U.S. persans.

{U) This USSID has te=n complataly rawritten to make it shorter and =asier to undarstand, It
canstiutas a summary of tha laws and reguiations directly alfecting USSS operations, All USSS nassannal
wha cclizgl, process, retain, or dissaminate infarmatiion to, from, or about U.S. persons ar passons in the
United States mus! be familiar «with its contents.

{FeHeTr This USSID supersades USSID 18, and USSID 18, Annax A (dIstributed separataly to
salacted recipients), both of which are dated 20 Qctober 1980, and must now be destroyed. Notify
DIRNSA/CHCSS (USSID Manager} if this edition of USSID 18 is desiroyed bscause of an eémsargancy action;
otherwise, raquest approval lram DIRNSA/CHGSS bafore destroying ihis USSID,

“FEU9} Beleasa or axpasurs of this docurmant 1o centractors and ¢onguitants withgul spproval from
the USSID Managsr is prohibited, Instruchions apphicabls to ralease or expasure of USSID to comtractors and
consultants may be found in USSID 19,

—+=QU0}- Questions and commsnts coneemning (his USSID shou'd ba addrassed o the Cilics of tha
Geangral Caunsel, NSAICSS, NSTS 953-3521 0

JM McCOMNMELL
Vice Admiral, U.S. Navy
Director




intentionally left blank,

This pge

190



USSID 18

27 July 1593
CHANGE REGISTER
CHANGE ENTERED
MNa Date Authority (Msq CRe/DTG, Hard Copy (HC)) Date By
: 280CTo7 HARDCOPY GHANGE 290CT87 | RS
110ec88| PD211-0307-98, 111800Z Dec 98_ 11Dec8 | WF
110298 | PO211-0309-98, 1118402 Dec 98 (correcticn to gova) 11Deco8 | WF




This page intentionally left blank.

&N
a
=



SECRET — ssID 13
27 July 1993

TABLE OF CONTENTS
SECTION 1 ~PREFAGE .........0vnnnnn e s2s £ge b THns ¢ e TR g S
SECTION 2~ REFEABENCES . ..ovvvvevvrinnnns St e . iITe o il o IT e waee i S =
SECTION 3~ POUCY ..... P s b I e T A e Ees i 1. AT TS SO ;
SECTION 4—COLLECTION ... iiverniaeraiienititititiianieriaesscenaricatinssnnans
a. Foraign Intefligence Survelllance Court Approval ... veivvienannn P, 50
b, Attorney General Approval ........ e tinaE o i R T T
C. DIRNSAICHCSS ADPIOVAl 1\ uicvurrinrantoccasrneerairannsracareranes
d. Emargency Situations ...o.veeean., o TET, TR AT 5 R Sz, um o Sl oo ot s
e. Annual Raports ..... oSy e B, R N S P A RO
| DR
4.3. Incidenial Acquisition of U.S. Parscn Information .......... o oo THE T oo N
4.4, Nonresident Alian Targets Entering the United Stales ... veiiiiii e
4.5. U.S, Person Targels Entering the United States ......... oy T e oA
4.6, Bequeststo Targst U.S. Persons . c.vveeveeianinvneavions oye ogs opoze B oxe Sy
4.7, Dirgcllon Finding o vveeeeveiiuaans S R Y PO S SR,
4.8. Distress Signals ......... B T R Tk Tk o VRPN RPN SUN R §-

4.5. COMSEG Monitoring and Sacurity Testing of Automatad Information Systams ..

SECTIONS5—-PROCESSING .......vv .0 Ted et A e e s T AT SR
5.1. Use of Selection Terms During Processing - .....vvuunn. Langenes S + AT
5.2, Annual Baview by DDO .o it i e ettt e e e e N
53. Forwarding of Intercepted Matarial .., .. T S ..ot s G Sy
5.4. Nonfargign Communications .. ......... T O U [T Tk ST < ESE T T

a, Communications between Persens in the United Stales -........ % o X B
b, Communications between U.S. Parsons ........ovviies ePe M T g
¢. Communisations Involving an Ofticer or Employes
of tha U.S. Governmant ., ........ L AC PRl P Y s A L
. Exgeplions oo T abe ol o oot B 1A AR
r -

[in]

LS S

(4]

oy

o G

v/}

0

N s

~J

19

4
L]



194

Ll gy >3

5.5, Radio Communications with a Terminal in the United States .................. 7
SECTIONG=RETEMNTION ..o oo ieiieninenens IR, R . T N, T 8
8.1. Retenlion of Cammunications to, from, or About U.S. Persons ...... A it ) 5 B

a. Unenciphared Communications; and Communications Necessary
to Maintain Technical Data Bases far Cryptanalytic or

Tralfic Analylic PLUIPOSES .vvvievereenrenn. 16 5% 44« tee Sy oNET Te o ik wier 8

b. Communications Which Could be Disseminated Under Section 7 ........... 8

B2 ACCEES .. i il fu it rdviasreineniniasonsnences oo s exalis ORT D, SV X . 8

SECTION 7 - DISSEMINATION . ..... P Te E s = o = s ol s e oTod Bha ufe ST o 3 D202E, 2 J S 8

¥.1. Focus of SIGINT Reparts ................. TP S~ IO S SR 8

7.2. Dissemination of U.8, Persan ldentities .......... 3e 3% Sormmmedstain Lt 9

T O 3 | 9

b. Fublicly Avallatie Infarmation «.oov s it 9

¢. Information Necessary to Undarstand or ACCESS .. .vuvrvveernivnennnenn. 9

7.3. Approval Authoritizs .......... T VT T L. A e 10

4. DIRNSACHCSS ... .. B e A T I T T e - 10

O, FigidUnits . ... apscers = o ofuieze ile o6 BeiTen o n Mo oery 10

¢. DDO and Designzes ...oo.vve.. .. T T R R 0

7.4. Pridleged Communications and Criminal Activity ....... O N RS P 10

7.5. Impraper Digsemingtion ........ocov...., 2 aae ¢ S PR TR ] 10

SECTION 5 ~ RESPONSISILITIES ..o oeeeeeaao.. oo B doaste 5o ¢ » PIololeTits T « SToeNELd L . e - - . H

8.1. Inspzctor General ............ T Serle e atr v mah 11

.2, General Counsal oovven e .. SO DTt X Bt R SO S )

8.3. Daputy Director for Operations . .....vuun o iie et el i2

B4, AllElemanta oftha USSS .. .. 12

SECTION 9 —DEFINITIONS .. ovevvviiie e, vy oo, B Y s Y 12

AMMNEX 4 - PROCEDURES IMPLEMENTING THE FOREIGN INTELLIGENCE

SURVEILLANCE ACT (U) ..... I B N o O R A RS T LI ¥ A
APPENDIX 1 — STAMDARIZED MINIMIZATION PROCEDURES FOR

NSA ELECTROMIC SURYEILLANGES .,........ ceeeitens Sl A . AN




FAn USSID 18
27 July 1993

ANNEX 8 — OPERATIONAL ASSISTANCE TO THE FEDERAL BUREAU
QFINVESTIGATION (U] & ol it s e eds e siam s s vvneimsTonntansene

ANNEX G - SIGNALS INTELLIGENGE SUPPORT TO U.S. AND ALLIED MILITARY
EXERCISE COMMAND AUTHORITIES U] . .ocivririiiciieie i cvierieeeass

AMNEX D — TESTING OF ELECTRONMIC EQUIPMENT (U) ot cieieeiiiiciicrie e eeenns
ANMEX E — SEARCH AND DEVELOPMENT OPERATIONS (U) vvvvvrereeirrnnvnnnn. =N
ANNEX F — ILLICIT COMMUNICATIONSH6Y o.ooocvivniieiiiiinieaiaieannn bR T T

ANNEX G = TRAIMING OF PERSONNEL M THE OFERATION AND USE OF SIGINT
COLLECTION AND OTHER SURVEILLANGE EQUIPMEMT () +vvvviiiionrnnnaes

ANNEX H = CONSENT FORMS {U) <.\ vvnnrennnns
ANNEX | ~ FORM FOR CERTIFICATION OF OPENLY-ACKNOWLEDGED ENTITIES t2=CE0
ANNEX J - PRGGEDURES FOR MONITORING RADIO COMMUNICATICGNS OF

SUSPECTED INTERNATIONAL NARCOTICS TRAFFICKEAS5-EESY
(Issuad separately to seiected racipiants) ..ouoivi i i e e aees

- TR

Pe

......................................

G/
HA
I

Jn




TV

ol SO A L) 3 V4
SLRDATRIA R b2 ¥in;

LIt /e 4 sajar

L AN
SLIIVITIN E ¢

LIt rirya g
LY

- VI

ne -

Ffo k2
ey

NPT

1 hlank.

vialiy le

{ent:

¢in

Er(
o

[his pa

PAN ST IV

SYEESTEN Y

N T wl

e

OVHNTC

YEYCONHN

YNITLE

bl I s
IR

196



27 July 1993

UsSsID 18

LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (U)

SECTION 1 ~-PREFACE

1.1. (U) The Fourth Amendment to the Unitad States Canstitution protecis all U.S. persons anyw hara
in the world and all persons within the United States from unreasonable ssarches and seizures by any pa:son
or agency acting on behalf of the U.S, Government. The Suprama Court has ruled that the intercegiion of
slactronic communications is a ssarch and seizure within tha meaning of the Fourlh Amendment, Jt is
therelora mandatory thas signals inteligance (SIGINT) operations be condusied pursuant to prececures
which meat tha reasonablensss requiraments of the Fourh Amendment.

1.2. (U} In datermining whether United States SIGINT System (USSS) operations e “reasonzbte,”
it s necessary to balancs the U.S. Government's need for loraign intelligence information and the privacy
interests af persons protected by the Fourth Amendment. Striking that balanca has consumed much tima
and efiort by all branches of tha United States Governmant. The results of (hat effort ara reflecied in tha
raterencas listad jn Section 2 below. Togethar, thase raferences requira the minimization of U.S. parsan
Infarmatian collecied, processed, refained or dissaminated by the USSS. The purposa of this documant is
to implement these minimizalion requirements.

1.3. (U) Savacal themes run throughout this USSID. The most important is that intelligence operztions
and the protaction of constitutional rights are not incompatibte. I1is not necessary to dany legitimate lozeiagn
irtalligence coliection or suppress legitimate foreign intelligence information to protect tha Feunh Amencment
rights of U.S, parsons.

.4, () Finally, thase minimization procedures implament the constitutionz] principla of
“reasonablenass” by aiving diterant categorles of individuals and entities different levels of protection, Thasa
levels range from the stringznt protection accordad U.S. citfzans and permanent resident aliens in the United
States to provisions relaling to forzign diplomats in the U.S. Thesé differencas refiect yel another main theme
of thess procedurss, that is, that the focus of all foreinn inteligence operations is on forgign snities znd
parsons,

SECTION 2 — REFERENCES

21. (U} Rsferences

a. 50 U.S.C. 1801, &t seq.. Faraign Intelligence Surveillanca Act (FISA) of 1978, Public Law
Ng. 95-511,

b. Exesutive Order 12333, "United States Intelligence Activitles," cated 4 Dscember 1931.
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¢. DoD Directive 5240.1, “Activities of DoD Intalligence Components that Aifect U.S. Parsons,”
dated 23 April 1938,

d. NSA/CSS Dicsctiva Mo. 10-30, "Praceduras Governing Activities of NSA/CSS that Affect
U.S. Parsons,” dated 20 Szptember 1990,

SECTION 3 - POLICY

3.1, {U) The policy of the USSS is to TARGET or COLLECT anly FOREIGN COMMUNICATIONS.®
The USSS will not intentionally COLLECT communications lo, from or about U.S. PERSONS ot parsens ar
erfities in the U.S. excapt as set forth in this USSIO. If the USSS Inadvertanlly COLLECTS such
communigations, it will process, retain and disseminate them anly in accordance with this USSID.

SECTION 4 - COLLECTION

eh are known (o be to, from or about a U.S. F'EF!SOT\.
will not te Intentionally intercepted, or selected through tha use

01a SELEGTIOMN TERM, excapt in tha lollowing Instances:

a. \With the approval of the United States Foreign Intelligence Survaliiance Caurt under the
conditrens aullined in Ancex A of this USSID.

b. With the approval of tha Attorney Ganaral of the United Statas, if;
(1) Tne COLLECTION s directed against tha following:

(a) Commuricztions ta or from U.S, PERSONS oulsica ths UNITED STATES, ar

b _International comrunications lo, from,_
ﬂ. or

(¢} Communications which are not to or from but merely about U.S. PERSONS
(whzraver located).

(2) Thapersonis an AGEMNT OF A FOREIGH POWER, and

(3) The purpose of tha COLLECTICM is lo acquira significant FOREIGN INTELLIGENCE
informigtian,

€. With ihe approval of the Director, Matianal Securily AgercyiChisf, Central Securily Sersco
{DIRNSA/CHCSS), 59 long as the COLLECTION need not be appraved Dy the Foreign Intelligence
Surveil'ance Court or the Attorney General, and

(1) Tha persen has CONSENTED to the COLLECTION by exacuting onz of tha
COMNSENT forms cantainad in Annsx H. or
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* Capifalized words In Sections 3 through 9 are dafined tarms in Szction 9.

(2) Tha parsen is reasonably befiaved to ba held captiva by a FOREIGN POWER cr group
engaged in INTERNATIONAL TERRORISM, or

and the DIRNSA/GHGCSS has approved the COLLECTION in accordance with Annax
l,or

(4) The COLLECTION s direcled against between a .8,
PERSON in tha UNITED STATES and a foreign entity outside the UNITED STATES, the TARGET ig tha
foreign entity, and the DIRNSA/CHCSS has approved the COLLECTION In accordance with Annax X, ar

(5) Technical devices (2.9. are employed o
timiy acquisiion by the USSS to communications to or from the TARGET or lo specific {orms of
communications ysed by tha TARGET (2.9., ) and
the COLLECTION is dirscted against volce and facsimile
comniunications with ona COMMUNIGANT in the UNITED STATES, and the TARGET of the COLLECTION

I B

(a) A non-U.S. PERSON located outsida the UNITED STATEE.

) T O R | o 0 e e s 0 |

{6) Copies of approvals granted by the DIRNSA/CHCSS undar thase provisions will ba
reta ned in tha Oflfica of Genzral Caunsal far raview by the Attornay General,

d. Emargency Situations.

{1} In emergency situaticns, DIRNSA/CHCSS may authorize the COLLECTIOM of
information to, from, or about & U.S. FERSON wha is outside tha UMITED STATES whan s2curing the prior
approval of the Alicrey General is not practical because:

(a) Tha time required to oblain such approval would result in the loss of significant
FOREIGN INTELLIGENCE and would cause substantial harm {o the nalional securiiy.

{(b) A person's life or physical safety Is reasonably befieved io be in immadizie
danger.

{c} Tha physical securily of a defense installation or government proparty Is
reasonably befievad to ba in immediatz daager.

{2) In \hese cases whera the DIANSA/CHCSS authorizes emargency COLLECTION,
except for actions lakan under paragraph d.{1)(b) above. IRNSA/CHCSS shall find that there is probable
cause lhat the TARGET meets one of the follewing critaria:

(3) A parson who, for cr on behall of a FOREIGN POWER, is erigagad in clandastine
inteligense activities (Including covert agtivities Intenced to affect the poliitical or governmental process),

19
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saboiage, or INTERNATIONAL TERRORIST aclivities, or activiiias in preparatian for INTEANATIONAL
TERRORIST activities; or who canspires with, or knowingly aids and abets a person engaging ir. such

activities.
(b} A person who Is an officer or employee of a FOREIGN POWER,

{c) A person unlawfully acting for, or pursuant to the directlon of, a FOREIGN
POWER. The mare fact that a person’s activities may benefit or further the aims of a FOREIGN POWER s
riot enough to bring that person under this subsection, absent evidence that the person is taking direction
from, cr acting in knowing concar with, the FOREIGN POWER.

{d) A CORPORATION or other entity thal is owned o controlled directly or indirecily
by a FOREIGN POWER,

(e} A personin contact with, or acting In collaboration with, an inteliigenca or security
sarvice of & loraign paveer for the purpose of provlding access to information ar material classiticd b ¥ the
United Slates to which such gersen has access.

{3) In all cases where amargancy collzction is autharized, the foliowing steps shail ke
laksy;

(2} The Genarzl Counsel will be notllied immedialely that tha COLLECTIQN. has
started.

{(b) The Genaral Counsel will initiale Immediate eforts 1o oblain Attornsy General
approval to continte Ihe collection if Altornay Genaral dpproval Is not obtained within savenly bvo nours, tna
COLLECTIONM will b2 terminated. i tha Altorney General agproves lha COLLECTION, it fmay contin a for
Ihe peiicd spacified In tha agpraval,

e. Annual reporis o the Altorney Genaral are required for COLLECTION conductad under
paragraphs 4.1.c.(3) and (4). Rasponsibla analytic ofices wil provide such reports through the Deputy
Diraczor for Qp2tations (0DQ) and the General Counse! 1o fhe: DIRNSA/CHCSS for transmittal ta the Atte wey
General by 31 January of each year.

(B8 T

432,

4.3. (U} Incidental Acquisition of (.3, PERSON Information. Information to, fram er about u.s.
PERSONS acquired Incidentally as a result of COLLECTION directed against agpropriate FOREIGN
IMTELLIGENCE TARGETS may be ratained and pracessad in accordanca with Section 5 and Saction 3 of
ihis USSID.
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44. —5-56Q) Nonresident Alien TARGETS Entering the UNITED STATES.

a. |f the communications of a nonresident afien located abroad are being TARGETED and tie
USSS learns that the individual has entered the UNITED STATES, GOLLECTION may tontinue for a period
of 72 hours provided that the DIANSA/CHCSS Is advised immedialely and:

(1) Immediate efferts ara Initiated to obtain Attorrey General appraval, of

@) A determination is made within the 72 hour peried that th_

b. If Attorney General approval is obtained, the COLLECTION may continue for the fength af
time specified in the approval.

o, taiacetermine v N <o.5CTIoN nay conirce

al the disgretion of tha np-eratioglal alement.

o ! or if Attorney General approval Is not ebtainad within 72
hours, GOLLEGTION must ba terminated Attorney Ganeral appraval is

cbtained, or tha Individual lzaves the UNITED STATES,
4.5, 46-666) U.S, PERSON TARGETS Entering the UNITED STATES.

a. |l communications 1o, from or about a U.S. PERSON located outside the UNITED STATES
ara being COLLECTED under Attorney Gensral approval descrived in Section 4.1.h. abava, tha
COLLECTIOM must stop when the USSS learns that the individual has entered the UNITED STATES.

bh. Whire the individual is in ih:3 UNITED STATES, COLLECTION may be resumad oniy vata the
approval of the United States Forefgn Intelligence Survailanca Court as descrived In Annex A,

4.6. ts fo TAAGET U.S. PERSONS. All proposals for COLLECTION against U.S.
PERSONS, , must be submitiad throush

the DOO and tha General Counsel to tne DIRNSA/UHLSS 107 faview.

4.7, <E-€E60r Direction Finding., Use of direction finding solely to detarmine the location of a
transmitter losated cutside of the UNITED STATES dges nat constituta ELECTROMIC SURVEILLANGE ar
COLLECTION svan il diraclad at transmitters baligvéd to be ussd by U.S. PEASONS. Unlass COLLECTION
of the communications is othenwise autherized undar thase procedures, the cantents of communications o
which a U.S. PERSON is a parly menitored in the coursz of diraction linding may only ba used to idemify the
Iransmitter. ;

48, (U) Distress Signals. Distress signals may bs intentionally collected, protessed. retained, snd
dissominated without ragaed ta tha restrictions confalnad in ks USSID.

4.2, (U) COMSEC Monitoring and Security Testing of Automated Information Systems. Monitoring
for communications securily purposes must be conducted with the consent of the persen being monitored
and in accordance with the pracadures established in National Telacammunications and Infarmaticn Systems
Security Dirsciive 600, Commurications Sacurily (COMSEG) Manitoring, dated 10 April 1930, Monitosing ar
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communications security. purposes is not governed by this USSID. Intrusive security tesling 1o assess
security vulnerabifitias in automated information systems likewise is not gaverned by this USSID,

SECTION 5 - PROCESSING

5.1. +8-€CGF Use ol Seleciian Terms During Procassing.
When a SELECTION TERM is Intended ta INTERCEPT a communication on the basis of the contant of the
communication, of because a communication is enciphered, rather than on the basis of the Identity of the
COMMUNICANT or the fact thai the communication mentions a particular individual, the following rules apply:

a. No SELECTICN TERM that is reasonably likely to result in the INJTERC

ZRASON (wherever located)

may ke used upless thera is reason to believe that FOREIGN
INTELLIGEMGE will he obtalned by usa of such SELECTICN TERH.

b. Mo SELECTION TEAM that has resultad in the INTERCEPTION of a signitican! number of
comraunications (0 & (rom such persons or entitiss may ba used unless there is raason to baljisve: that
FOREIGN INTELLIGENCE will ba abtainad.

c. SELECTION TERMS tha! have resulted or are reascnably likely to resull ir the
INTERGEPTION of communicatiens ta or Irom such persons or entities shall be designed to defeas, t2 the
graatest extent practicable under 1hs circumstances, the INTERCEPTION of those cemmunications which
do not cantaln FOREIGN IMTELUGENCE.

5.2. {8668} Annual Revigw by DDO.

2. All SELECTION TERAMS that are rsasonably likely {o rasull In the INTERCEPTICM of
cemmuniations fo or frem 3 1.8, PERSON or terms that hava resulted in the INTERCEPTION of 3 significant
number of such communications shall be reviawed arnually by the DDO or a designes.

. Tha purpase of the review shall bs ta determina wheather there is reason to belisve thai
FOREIGN INTELLIGENCE will ba cbtainad, or wili continus to b3 abtained, by the use of thase SELECTION
TEAMS.

c. Acopy of the results of tha reviaw will ba providad to the Inspector General and the Genaral
Counsal.

3.3. {G-E€8) Farwarding of Intarcepied Material. FOREIGN COMMUNICATIONS collecled by the
LJSSS may be lorwarderf as intarcepled to MSA, intzrmediate processing facilities, znd collaberaling centers,

5.4. 560} Monfarzign Communications.

a. Communications between parsons In the UNITED STATES. Privats radic communical ons
solely vetween persons in tha UNITED STATES inadveriently intarcapted during the COLLECTIOI ot
FOREIGN COMMUNICATIONS will be promplly destroyed unless the Aftornsy General determines that the
centenis indicate a threat ol death or sarious bodiy harm 1o any person.
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b. Communications between U.8. PERSONS. Commupications solely batween U.S,
PERSONS wlll be treated as follows:

(1) Communications solety betwesn U.S, PERSONS inadvertently intercepted during the
COLLEGCTION of FOREIGN COMMUNICATIONS will be destroyed upon recognition, if techaitally possible,
excapt gs provided In paragraph 5.4.d. balov.

{2) Notwithstanding the preceding provisian, cryptolegic data (e.g., signal and
ensipherment information) and technical communications data (e.g., circuit usage) may be extracted and
retained from thosa communicalions if nacessary lo:

(a) Establish or mainlain intarcept, or
{0y Minimiza unwanted intercept, or
(¢) Support cryptoiogic aperations refated o FOREIGN COMMUNICATIONS.

c. Communications Invslving an Qificer or Emgployes of the U.S. Governmend.
Communications to or [rom any ofiicer ar employee of the U.S. Govarnment, or any state or kecal govarnment,
will not be Tnientionally inlercapted. Inadvertent INTERCEPTIONS of such communications (including thasa
betwaen lareign TARGETS and U.S. officials) will ba treated as Indicated in paragraphs 5.4.2. and b,, abava.

d. Exceplions: Nolwithstanding lhe provisions of paragraphs 54b. and c., tha
DIRNSA/CHCSS may waive 1he dastruction requirement for intamational communications containing, Inter
alia, tha {oilowing tyges of inlermalion:

(1) Significant FOREIGN INTELUGENCE, or
(@) Evidence of a crima or Ihreat of death or serious bodily harm o any persen, or

(3) Anomalias that reveal a patential vulnorability to U.S. communications sacurily.
Communications for which tha Attorney Ganeral or DIRNSA/CHCSS's walbver is sought sheuld ba forwardad

o NSA/CSS, Atin: PO2.
5, -&-5CQY Radio Communications with 2 Termina! in iha UMITED STATES.

(1}

a. Al radio communicalions that pass over channals with a terminal in thg GNITED STATES
must ba procassed shiaugh & camputer scan dictionary or simitar devica ualgss those communicatians occur
over channels usad exclusively by a FOREIGN POWER.

b. Intermnal = S radi {cati t pass over channals with a tarminal
in the UNITED STATES communications, may ke processed
without the use of a computer scan dictionary or similar device i necessary to determine whether g channel
contains communicalicns of FOREIGN INTELLIGEMCE interest which NSA may wish ta collect. Such
processing may nat exceed two heurs 'withcut the speciic prior written appraval of tha DDO and, in any evant.
shall be limited to the minlmum amouat of timg necessary to datermiine the nature of communications on tha
chanreal and the amount of such commupizations that include FOREIGN INTELLIGEMCE. Onca i is
delermingd that the channel contains sufficient communications of FOREIGN INTELLIGENCE interest to
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warrant COLLECTION and exploitation to produce FOREIGN INTELLIGENCE, a computer scan dicticnary
or similar device must be usad for additional processing.

¢. Copies of all DDO written approvals made pursuant to 5.5.b. must be pravided ta the General
Caounsel and the Inspector General,

SECTION 6 -~ RETENTION

6.1. +5-666) Retantion of Communicallons to, from or About U.S. PERSONS.

2. Except as othenvisa provided in Annax A, Appendix 1, Section 4, communications ta, from
or about U.3. PERSONS that ar= interceptad by the USSS may ke retained in their orlginal or transcribed
form only as (ollows:

(1} Unenciphered communications nof thought to contaln secral meaning may ba reta’ned
for live years urless the DDO determinas in writing that retenticn for a longar period Is required to respond
¢ authorzed FOREIGN INTELLIGENCE requirzments.

(2) Communicatians nacessary to maintain tachnical dala bases for eryptanalytic or traffic
analytie purposes may be relalned for a perlod suficiant to atlow a tharough exploilatiors and to permit access
to data tna1 ars, or are raasonably balisved hkaly to beceme, relavant to a current or future FOREIGN
INTELLIGENCE requirement. Sufficient duration may vary with the nalure of the exploitaticn and may consist
of any parind of time during which tha technical dala base is subject to, or of usg in, cryptanatysis. If a U.S.
PEASON'S idaniity Is not necessary to mamiaining tecinical data basas, it should be deleted or replaced by
a ganaric lerm when practicable.

b. Communications which could bs disseminated under Section 7, balow (i.e., withoul
gliminalion of refzrencas lo U.S. PERSONS) may ba r=tained In their originat or transcribed form,

B.2. XS-CCOF Access. Access to raw lralfic storage systems which cantzin Identities af U.S.
PERSONS must be limited to SIGINT production persannal,

SECTION 7 -~ DISSEMINATION

7.1. <E-EESF Focus of SIGIMT Reporis. All SIGINT regorts will be written so as to focus solely on
tha actwidies of fereign eniitles and parsons and their agants. Excent as proviced In Section 7.2.. FOREIGN
INTELLIGENCE irdormation cancerning U.S. PEASONS must be disseminated in & manner which dces not
identily tha U.S. PERSON. Gensric or general lerms of phrases must be substituted for the identity (a.g.,
“U.S. firen” far the specific nama of a U.S. COAPORATION or “U.S. PERSON" lor the specific name of a U.S,
PERSOM), Files confaining the identities of U.S. parsons dafatad from SIGINT reparts will b2 maintained for
a maximum period of one yaar and any requasts frem SIGINT customars fer such identities should bs referred
to P02,

7.2. {6660 Dissaminatn of LS. PERSON [denfitizs. SIGINT reports may include the
idaatification of 2 U.S. PERSON only if one of the following conditions s met and a datarmination s mace
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by the appropriate approval autharity that {ha racipient has a nead lor the identity for the perarmance af his
official duties:

a. The U,5. PERSON has CONSENTED ta the disseminalion of communications of, or abaut,
him or her and has executed the CONSENT form found in Annex H of this USSID, or

b, The information is PUBLICLY AVAILABLE {i.e., the informatlon is derlved from unclassified
information availabia to the general public}, or

¢, Tha ldentity af tha U.S, PERSON is necessary 1o undersiand tha FOREIGN INTELLIGENCE
Information or assess its imporlance. The following nonexclusiva list contains examples ¢f the ype of
information that meet this standard:

(1) FOREIGN POWER or AGENT OF A FCREIGN POWER. Tha informaslon Indicaies
that the U,S. PERSON is a FOREIGM POWER or an AGENT OF A FOREIGM POWER.

(2) Unauthorized Disc'osure of Classified Infarmation. THa Information indlcates thal ihe
U.S. PERSON may bs engagead in tha unauthorized disclosure of classified information.

{3) Intemational Narcotics Aclivity. The Information Indicates that the Individual may ba
engagad in international narcotics lrafficking activities. (Sea Annex J of this USSID for furthsr [nforma‘ion
cancerning individuals involved in Intermational narcotics teafiicking).

(4) Criminat Activity. The information is evidenca that the individual may be invalvad 'n a
crime that has been, is being, or i5 about to be committed, provided that the dissemination is ior faw
eniorcement purposes.

{5} Inteligenca TARGET. The Intosmation indicates that tha U.S. PERSQM may te tha
TARGET of hostile inteiliganca aclivities of a FOREIGN POWER.

(68) Threat to Safely. The information indicatas that tha idanlity of tha U.S. PERSON is
padinent 1o a possibla threal to tha safely of any parson or organizalion, including those who ara TARGETS,
viclirns er hostages of INTERMATIONAL TERAORIST organizalions. Reporting units shall identily to P02
any report containing tha identity of a U.S, PERSOM rapgorted urder this subseciion (8). Fleld reporting to
P0OZ should be in the fafm of a CRITICOMM message (DD! XAO) and includs th2 report date-time-group
{DTG), praduct serial number and tha reason for irclusion of the U.S. PERSON'S idantity.

{7y Senigr Exacutiva Brarch Oificials. Tha idantity is that of a senior ofiicial of the Exacutive
Branch of tha U.S. Gavarnment, n this caze only the gfficial’s title will ba disseminated. Domestic polit'ca:
or persenal information on such ndividuals will ba neither disseminated ngr rétained.

7.3. —{&~886} Approval Authorities. Approvaf autherities for the releass of idenlilies of U.S. persons
under Section 7 are as follows:

a. DIBNSA/CHCSS. DIRNS&CHCSS must approve dissemination of;

(1) The idenlities of any senator, congrasaman, ofiicar, or employ=2a of the Lagislative
Branch of the U.S. Governmant.
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(2) Theidentity of any person for law enforcement purposes.

b. Field Units and NSA Headquarters Elemenis. All SIGINT production organizations are
authorized lo disseminate tha identilies of U.S. PERSONS whan:

(1} The identity is pertinent to the salely of any person or organization.

{2) The Identity is that of a senlor official of the Executive Branch.

(3) TheU.S.PERSON has CONSENTED under paragraph 7.2.a. abova,

¢. DDO and Designees.

(1) In ait other cases, U.S. PERSON identities may ba released oniy with the prior appraval
of the Deputy Director for Operations, the Assistant Deputy Director far Oparatiosss, the Chief, P02, the
Deputy Chief, P02, or, In their absence, the Senior Operations Qiticer of the National SIGINT Qparations
Cantar. The DLO or ADDO shall ravigw all U.S. ‘dentities raleasad by these designecs as soon as praciicable

alter the release is made.

(1) For law enforcemeant purposas invalving narcatics related information, DIRNSA has
grartad W the DDA authorily (o disseminate U.8. identities. This autharity may not be furthar delegated.

74 (U) Privileged Corrmunications and Criminal Activity.  All proposad disseminations of
infarmatian conslituting U.S. PERSON privilegad communications (e.9., aitorneyicllent, doctor/patient) and
ail infarmation concarning criminal activities or criminal ar judicial proceedings in tha UNITED STATES must
ba raviewed by the Office of Genacal Counsel prior to dissemination,

7.5, U} Improper Disserninaiion. If tha name of a 1J.S. PERSOM is Imgroparly dissaminaled, the
fncident shiould ba raported to PO2 within 24 hours of discovery of the error.
SECTION 8 - RESPONSIBILITIES
81, U} Inspecior Genaral,
Tha Inspacior Geagral shall:

a. Condugt regular inspections and parform general ovarsight of MSA/CSS aclivities to ensura
comaliancs vath this USSID.

b. Eslablizh praceduras for reporilng by Key Compenent and Fiald Chiefs of their aclivities and
practiczs {or oversight purpases,

c. Raportta the DIRNSA/CHCSS, annually by 31 Oclaber, concerning NSA/CSS comgiiarce
with this USSID.

2. Report guariarly with the DIRNSACHCSS and Genzral Counzel to the Presidant's
Intelliganca Oversight Board througn the Assistant 1o tha Secretary of Delense (Intelligance Ovarsight).

0 il \ s wl
- Ty X L) B S i
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8.2. (U) General Gounsel, The General Ceunsef shall:
a. Provida legal advica and assistance to all elements of tha USSS regarding SIGINT actividles.
Requests for legal advice on any aspect of th res should Ee sent by GRITICOMM ta DDI XDI, or
by NSA/CSS secura lelephone 963-3121, or|

b. Prepare and process all applications for Foreign Intelligence Surveiltance Court grders and
requests for Akarney General approvals requirad by these procadures.

c. Advise the Inspector General in inspections and oversight of USSS activities.

d. Review and assess for legal implications as raquested by the DIRNSA/CHCSS, Depuly
Director, Inspector Ganaral ar Kay Components Chizf, all new major requirements and internally ganeratad

LISSS activities.

e. Advisa USSS personnel of new legislation and case law that may alfect USSS missions,
furctions, operations, aclivitizg, ar practices.

f. Report as requirad to the Attorney General and the Prasident's Intelligence Cversight Board
and provide copies of such reports to the DIRMSA/CHCSS and afiecled agency alaments.

g, Pracess requasis from any DaD Intelligencs componant for authority o use signals as
described in Procedura 3, Part 5, of DoD 5240.1-8, for periods [n excess of 90 days in the devalopment. tasi,
or czlibration o ELECTROMIC SURVEILLANCE squipment and other equigmant that can intarcapt

communications.

8.3. (U} Deputy Directer for Operalions (DDO).
The DDQ shall:

'3

a. Ensure that alf SIGINT preduction parsonnel undsrstand and maintaln a figh dagras of
awareness and sensitivity to tha raquiraments of this USSID.,

b. Apply the provisions of this USSID 1o alf SIGINT greduction activities. The DDO staif focat
pain; for USSID 18 mattera Is PE2 (use CRITICOMM DRI XAQ).

c. Conduct nacessary reviews of SIGINT production activities and gractices 10 ensura
consistancy with this USSID.

¢, Ensure that all rew maicr requiramrents fevied on the USSS or int2rnaliy genseatad activiies
are considasad for raview by the Genraral Counsal All activitles that raise quasticns of faw or the proper
interpretaiion of this USSID must be reviawad by the Ganeral Caunsel prior to accaptance or axecution.
84. (U) AlElemanis of the USSS. Al elamants of the USSS shall:
a. lmplement this diraclivg upon raceipl.

b. Prepare new procedures ar amend or supplement existing procedures as raguired ta ansurg
adheranse to this USSID. A copy of such Erocedures shall bs forwarded to NSAJ/CSS, Atin: FO2.

an'
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c. Immediately Inform the DBO of any tasking or insteuglicns that appear to require acticns at
varianca with {his USSID,

d. Promptly report to the MNSA Inspector General and consult with the NSA Gereral Counsel
on all activities that may raise a question of compliance with this USSID.

SECTION 9 — DEFINITIONS

9.1. «6-668) AGENT OF A FOREIGN POWER means:
a. Any person, other than a U.S. PEASON, who:

(1} Actsin the UMITED STATES as an afilcer or employee of a FOREIGN POWER, or a5
amam3er of & group angaged in INTERMATIOMAL TERAORISM or activities in preparation therefor; or

(2)  Acts for, or on behalf of, a FOREIGN POWER that engages In clandestina Intallig 2nce
activities in thg UNITED STATES contrary 1o the intarasls of tha UNITED STATES, when the circumsiaicas
of such parson's presence in the UNITED STATES indicate that such parsorn may engage in such 2ctivities
in the UNITED STATES, or when such persen knowingly aids or abets any person in tha conduct of such
aclivitia or knowingly consgires with any person to engage in such activities; or

b. Any person, including a U.S. PERSQON, who:

(1] Knawingly 2ngages in clandsstine intelligance gatharing activities for, or on behaif of,
a FOREIGN POWER, which activities invoive, or may Involva, a violatlon of the criminal stalutes o- the
UNITED STATES:; or

(2) Pursuantto the diraction of an intalligence service or network of a FOSEIGMN POWER,
knowingly engages in any other clandesline irteligence activities for, or on kEehalf oi, such FORE!GM
POWER, which actvilies involve or ara atout to Invelve, a vialation of the criminal statutes of the UNITED
STATES; or

(3) Knowingly engages in sabotage or INTERNATIONAL TERRORISM, or aglivities that
ara in preparation therefor, for or on behall of a FOREIGN POWER: or

, (4)  Knowingly aids or zbats any person in fhie condust of aclivitlss describad in paragraghs
8.1.6.{i) through (3) or knowingly conspires with any person to engage in thosa activilias.,

c. Foralt purposes other than thy conduct of ELEGTRONIC SURVEILLANCE as defined by
Iha Foreign Inteligence Surveiliance Act (see Annex A}, the phrasa "AGENT OF A FOREIGN POWER" afso
maans any geeson, Including U.S. PERSONMS ocutsice the UNITED STATES, who are oificers or employ sas
of a FOREIGN POWER, ar who act unfawiully for or pursuant to tha diraction of a FOREIGN POWEFR, or
wha are in contact with cr zcting in coilaboration with an intelligence or security servica of a FORE GN
POWER for the purpose of providing access to information or materal classilied by the UNITED STATES
Gevernment and to which tha persen has or has had access. The mere (zct that a parsen's activitles may
Banefit or furthar ihe alms of a FOREIGN POWER is not encugh to bring that parson under this pravisen,
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absent avidence that the person is taking direction from or acting in knawing concart with a FOREIGN
POWER.

9.2, <6y COLLECTION means Intentional tasking or SELECTION of identified nanpublic
cortmunicalions for subsequent processing aimed at reporting or ratention as 3 file record,

93, (U) COMMUNICANT means a sender or intended reciplent of a communication.

9.4, (U) COMMUNICATIONS ABOUT A U.S. PERSON ara those in which the LS. PERSCN is
identified in the communication. A U.S. PERSON is identifted when the pérsen's name, unique titfe, address,
or other persanal Identifiar Is revealed in tha communication in tha context of activitles conducled by that
person or activities conducted by others and related ta that parson. A mera referenca to a product by trand
nams or manufaclurer's nama, e.g.. "Boeing 707" is not an identificatian of a U.S, parson.

9.5. (U) CONSENT, for SIGINT purposes, m2ans an agreement by a parson or erganization 1o p2rmit
the USSS to fake partlcutar actions that alfect tha parson or crganization. An agreament by an organization
with the Naticnal Security Agancy to permit COLLECTIOM of information shall be daemed valid CONSEMT
if given on behall of such erganizatian by an official or governing bedy determined by the General Counsal,
National Security Agancy, to have actual or apparemt authority to make such an agreemenit,

9.6. (U) CORPORATIONS, for purposes af this USSID, are entitles legally recognized as separats
from tha persons whe lormed, cwn, or run them. CORPORATIONS have the natlonality of the nation state
under whos# laws thay were formed. Thus, CORPORATIONS incoporated under UNITED STATES federal
or state law are U.S, PERSONS.

8.7. (U) ELECTRONIC SURVEILLANGCE rnaans:

a I the case of an electronic commurication, tha acquisition of a nangublic communication
ay afectrenic means without tha CONSENT of a parsen wha s a party to the communication,

b, Intha case of 2 rénelectranic communication, the acquisiticn of a nenpublic communicalicn
by electronic means without tha CONSENT of a persan who is visibly present at the place of commumnication.

¢. Tneterm ELECTRONIC SURVEILLAMCE does rot inglude tha use of radia dirgction finding
gquigment selely to detarming the location of a transmittar.

9.8. (6} FOREIGN COMMUNMICATION means a communication that has at least ene
COMMUMNICANT oulside of the UMITED STATES, ar thal is enlirely among FOREIGM POWERS or bebween
a FOREIGN POWER and cfiicials of a FOREIGH POWER, bul deas not include cemimunications intstgepted
by ELECTRQONIC SURVEILLANCE directed at prentisas in thz UNITED STATES used predominantfy for
residential purposes.

9.9. (U) FORZIGN INTELLIGENCE maans information relating to the capabilitiss, Intzntlens, anit
activities of FOREIGN POWERS, organizations, or persons, and for purpeses of this USSID inciudas soth
positive FOREIGN INTELLIGENCE and counterintelligence.

9.10. (U) FOREIGN POWER means:
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a. A foreign govemment or any companent thareal, whether cr not recognized by the UNITED
STATES,

b. A taction of a feraign naticn or nations, not substantially composad of UNITED STATES
PERSONS,

G. An enlity that is apenly acknowledged by a foreign gavernment or governmants 13 ba
cirected and conlrolled by such loreign government or gavernments,

d. A group engagad in INTERNATIONAL TERRORISM or activities in preparation therel or,

e. A foreign-based political organization, not substantially composed of UNITED STATES
PERSONS, or

i, Aneanlily that is directad and controiled by a foreign government or governmends.

9.11.  {U) INTERCEPTION means the acquisition by ihe USSS through electronic means af a
nonpubic cocmmunication te which it is not an Intended pacty, and the pracessing of ke contents of that
communicaticn into an intelligitle form, but doss not includs the display of signals on visual cisplay deyices
Intznded to permit the examination of the technical characteristics of the signals without rataranca tc tha
informaton conient carried by the signal.

9,12, (U) INTERNATICNAL TERRORISM means activities that:
a. Involva violent acts or acts dangerous to human lifs that ars a violation of the criminal laws
i the UNITED STATES ar of any State, or that wou'd be a ériminal wiolziion if cammittad withia th& jurisdicticn
¢i the UNITED STATES or any Stata, and
b, Appear to oe intended:
(1) toimimidate or coercs a civillan population,
() toinfuence the policy of a govarment by intimidaton or coercion, or
{3) o affzel the cenduct of a gavarament by assassination or Kidnapping, and
¢, Ceeur totally outsida the UNITED STATES, or transcend naticnal boundarias in terms of tha
maans Dy which they are accomglished, the parsons they appear intended {o coarce or intimédate, or the
Iccaie in which their perpetrators cperate or seak asylum,
9.13.  (U) PUBLICLY AVAILABLE INFORMATION means information that has besn publishec or
broadgast lor ganeral public corsumption, Is avaijable oa request to a mamber of the general public, kas b 2en

szen or heard by a casual observer, or is made 2vailable st a meeticg open o lha general public,

clivitias, means the
telzphene number,
E———— 710 2 compuier 3can dickonary ar manual scan guide for the purpose of ‘denlify ing
messages of inrerest and isofating them for further processing.

G.14. <€ SELECTIOPN, as
intantional insadicn of
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9.15, {C} SELECTION TERM means the composite of individual terms used to effect or defeat
SELECTION of particutar communications for the purpese of INTERCEPTION. It comprises tha antirg term
or series of lerms so used, but not any segregabla term contained therein. i applies (o tath electronic and

manual pracessing.
8.16. (U) TARGET, OR TARGETING: See COLLECTION.

9.17. (U) UNITED STATES, when used geodraphically, includes the 50 statas and tha District of
Columbia, Puerto Rice, Geam, American Samoa, the U.S. Virgin Isfands, the Nerihern Mariana {stands, 2nd
any other tarritory er passession over which the UNITED STATES exercisas sovereignty.

9.18. ~{S}-UMNITED STATES PERSON:
a. Acitizen of the UMITED STATES,
b. An atien fawdully admittad for parmanent residence in the UNITED STATES,

c. Unincorporatad groups and asscciations a substaniial number of the members of which
constitute a. or 0. abava, ar

d. CORPOAATIONS imcorporated Jn the UNITED STATES, including U.S. ilag
nongovarnmantal aircralt ar vessels, bul not incliding these entities which ara openly acknowledged by a
foreign governmeant or goveraments ta be direcled and controlled by them.

8. The following guidafines apply In detarmining whether a parson is a U.S. PERSON:

(1) Apersen known io be currently in ihe Uritad Statas will be treatad as a U.S. PERSON
unlass that person is regsonaoly Ideniifted as an alien who has nat been admiliad for parmanent residence
or if ina nature of the person's commurications or other Indicia in the contenls or circumstancas of such
comsnunications give riss ta a reasonable batel that such person is not al).S. PERSON.

{2} A person known to be cureantly cutside the UMITED STATES, cr whose [ecation is not
knoven, wilt not ba breated s a U.S. PERSOM unless such parson Ig reasonably identified as such or the
raiure of the parson’s communications or ather indicia in ihe conterts or circumstances of such
compiunications give rise to 2 reasonabls beliel that such parsen Is a U.S. PERSON,

(3) A rcerson known lo be an atlen admitted for permanent tasidence may b2 agsunved to
have lost stalug as 2 U.S. PERSCN il the parson leavas the UNITED STATES and it is known thal tha parsen
i3 not in compliance wilh the administrative lermalitiss provided by law (8 U.S.C. Section 1208} that enabilz
such persons fo reentar the UNITED STATES without regard to the provisions of law ihat would otnareiss
rastrict an alien's entey indo the UNITED STATES. Tha faituea {o follow tha stalutory preceduras pravides a
raasanable basis 1o conciude that such alen has abandoned any intention of maintaining stalus as a
permansnt ragidant alien,

{4 An unincorperalad association whosa headquarters are located outside the UNITED
STATES may be presumed ngt to b2 a3 U,5, PERSON unless the USSS has information indicating that a
substantial number of members are citizens of the UMITED STATES ¢r aliens lawdully admilted {or parmanznt

tasidecca,
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(5) CORPORATIONS have ihe nationaiity of the nation-state in which lhey are
Incarperated, CORPORATIONS formed under U.S. fedaral or state law are thus U.S. persons, aven if the
corporate stock is forsign-awned. The only exceplicn set forth above is CORPORATIONS which are opanly
acknowledged to be directed ard contralled by forelgn govarnments. Conversely, CORPORATIONS
incorparatad In forgign countries ara not U.S. PERSONS even if that CORPORATION s a subsidiary of a
LS. CORPORATION.

{8} Nongovarnfmental ships znd aircrait are fegal enlitigs and hava the nationallly of the
country In which they are registerad. Ships ard aircratt fly tha flag and are subject to tha law of their claca
of regisiration.
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~S/A). REVIEW OF THE PARTICIPATION OF THE
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
IN THE PRESIDENT’S SURVEILLANCE PROGRAM

L (U) EXECUTIVE SUMMARY

The Office of Inspector General (OIG), Office of the
Director of National Intelligence (ODNI), was one of five Intelligence Community
Inspectors General that conducted a review of their agency’s participation in the
President’s Surveillance Program (hereafter “the Program”), a top secret National
Security Agency (NSA) electronic surveillance activity undertaken at the direction of the
President. The Program became operational on October 4, 2001, three weeks after the
deadly terrorist attacks of September 11, 2001. The review examined the ODNI’s
involvement in the Program from the period beginning with the stand-up of the ODNI in
April 2005 through the termination of the Program in January 2007.

—(FSHSTEWHSHOEANTF)- The ODNI’s primary role in the Program was the

preparation of the threat assessments that summarized the al Qaeda terrorist threat to the
United States and were used to support the periodic reauthorization of the Program. That
role began in April 2005, shortly after the ODNI stand-up and contemporaneous with the
arrival of General Michael Hayden as the first Principal Deputy Director of National
Intelligence (PDDNI). Prior to his ODNI appointment, Hayden was Director of NSA.

In April 2005, ODNI personnel in the National Counterterrorism Center (NCTC) began
to prepare the first of 12 Program threat assessments. In coordination with the
Department of Justice (DOJ), then Director of National Intelligence (DNI) John
Negroponte or PDDNI Hayden approved 12 ODNI-prepared threat assessments over an
18-month period. Once approved by the DNI or PDDNI, the Program threat assessments
were reviewed and approved by the Secretary of Defense, and were subsequently used by
DOJ, NSA, and White House personnel in support of the Program reauthorization. In
addition to the preparation of the threat assessments, we found that NCTC used Program
information in producing analytical products that were distributed to senior IC

During the review, we made several related findings
and observations. We learned that the ODNI usage of Program-derived information in
ODNI intelligence products was consistent with the standard rules and procedures for
handling NSA intelligence. We learned that ODNI personnel were not involved in
nominating specific targets for ¢ j t ooram. While ODNI personnel
were identified as having contacWrcgarding the
Program, we found that those communications were limited in frequency and scope. We
also found that the ODNI intelligence oversight components - the Civil Liberties
Protection Officer (CLPO), Office of General Counsel (OGC), and the OIG -- had little
involvement in oversight of the Program and had limited opportunity to participate in
Program oversight due to delays in ODNI oversight personnel being granted access to the




APPROVED FOR PUBLIC RELEASE
S AN INANE AN

Program and temporary resource limitations attendant to the stand-up of the ODNI.
Finally, we found that the 2008 amendments to Executive Order 12333 and the current
ODNI staffing levels provide the ODNI oversight components with sufficient resources
and authority to fulfill their current oversight responsibilities, assuming timely
notification.

I. (U) INTRODUCTION

The Foreign Intelligence Surveillance Act Amendments
Act of 2008, Pub L. No. 110-261, 122 Stat. 2438 (hereafter “FISA Amendments Act”)
required the [Gs of the DOJ, ODNI, NSA, Department of Defenses (DOD), and any other
element of the intelligence community that participated in the President’s Surveillance
Program to conduct a comprehensive review of the Program.! The FISA Amendments
Act defined the “President’s Surveillance Program” as the “intelligence activity involving
communications authorized by the President during the period beginning on September
11,2001, and ending on January 17, 2007, including the program referred to by the
President in a radio address on December 17, 2005.” In response to this tasking, the [Gs
of the following five agencies were identified as having a role in Program review: DOJ,
ODNI, NSA, DOD, and the Central Intelligence Agency (CIA).

—(S/ANE)- The participating IGs organized the review in a manner where each OIG
conducted a review of its own agency’s involvement in the Program. CIA IG John
Helgerson was initially designated by the IGs to coordinate the review and oversee the
preparation of an interim report due within 60 days after the enactment of the Act, and a
later final report due not later than 1 year after the enactment of the Act.> Because of [G
Helgerson’s recent retirement, DOJ [G Glenn Fine was selected to coordinate the
preparation of the final report. This report contains the results of the ODNI OIG review.

IIL. (U) SCOPE AND METHODOLOGY

—TSHSTEWHSTHOCAIE)- We sought to identify the role of the ODNI in

implementing the Program beginning with the stand-up of the ODNI in April 2005
through the Program’s termination in January 2007. This review examined the:

A. Role of the ODNI and its component the National Counterterrorism Center
(NCTC) in drafting and coordinating the threat assessments that supported the
periodic reauthorization of the Program;

l—(—SﬁNﬁ"l‘he Program is also known within the Intelligence Community by the cover term STELLARWIND.
The Program is a Top Secret/Sensitive Compartmented Information (SCI) program.

= (U) The participating [Gs submitted an interim report, dated September 10, 2008, to the Chairman and Ranking
member of the Senate Select Committee on Intelligence (SSCI) and a revised interim report, dated November 24, 2008,
to the Chairman and Ranking member of the House of Representatives Permanent Select Committee on Intelligence
(HPSCI).
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B. NCTC’s use of Program information to support counterterrorism analysis;

C. NCTC’s role in identifying Program targets and tasking Program collection;

- R 0T

E. Role of the ODNI in providing compliance oversight of the Program.

During the review, we interviewed 23 current or
former ODNI officials and employees involved in the Program. The ODNI personnel we
interviewed were cooperative and helpful. Our interviews included the following ODNI
senior officials:

John Negroponte, former Director of National Intelligence
Michael McConnell, former Director of National Intelligence
Michael V. Hayden, former Principal Deputy Director of National Intelligence
Ronald Burgess, former Acting Principal Deputy Director of National Intelligence
David R. Shedd, Deputy Director of National Intelligence for
Policy, Plans, and Requirements
Alexander W. Joel, Civil Liberties Protection Officer
Edward Maguire, former Inspector General
Benjamin Powell, former General Counsel
Corin Stone, Deputy General Counsel and Acting General Counsel
Joel Brenner, former National Counterintelligence Executive’
John Scott Redd, former NCTC Director
Michael Leiter, NCTC Director

—~(S/AFY In addition to the interviews noted above, we reviewed Program-related
documents made available by the NSA OIG, the DOJ OIG, and the ODNI OGC.

IV. (U) DISCUSSION OF FINDINGS

The following discussion contains our findings
regarding the topics identified above. First, we briefly describe the terrorist attacks of
September 11, 2001, and the initial government response to the attacks, including the
authorization of the President’s Surveillance Program. Next, we discuss the ODNI and
NCTC role in implementing the Program. Finally, we set forth our conclusions and
observations.

A. (U) Initial Response by the President and Congress
to the Terrorist Attacks of September 11, 2001

(U) The devastating al Qaeda terrorist attacks against the United States quickly
triggered an unprecedented military and intelligence community response to protect the

3 (U) Brenner was the NSA Inspector General beforc joining the ODNI,
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country from additional attacks. The following quote describes the initial terrorist attacks
and the intended al Qaeda goal to deliver a decapitating strike against our political
institutions.

(U) On September 11, 2001, the al Qaeda terrorist network launched a set of
coordinated attacks along the East Coast of the United States. Four commercial
airliners, each carefully selected to be fully loaded with jet fuel for a
transcontinental flight, were hijacked by al Qaeda operatives. Two of the jetliners
were targeted at the Nation’s financial center in New York and were deliberately
flown into the Twin Towers of the World Trade Center. The third was targeted at
the headquarters of the Nation’s Armed Forces, the Pentagon. The fourth was
apparently headed toward Washington, D.C., when passengers struggled with the
hijackers and the plane crashed in Shanksville, Pennsylvania. The intended target
of this fourth jetliner was evidently the White House or the Capitol, strongly
suggesting that its intended mission was to strike a decapitation blow on the
Government of the United States ~ to kill the President, the Vice President, or
Members of Congress. The attacks of September 11" resulted in approximately
3,000 deaths — the highest single-day death toll from hostile foreign attacks in the
Nation’s history.*

(U) On September 14, 2001, in response to the attacks, the President issued a
Declaration of National Emergency by Reason of Certain Terrorist Attacks stati ng that
“(a) national emergency exists by reason of the terrorist attacks at the World Trade
Center, New York, New York, and the Pentagon, and continuing immediate threat of
further attacks on the United States.™

(U) On September 18, 2001, by an overwhelming majority in both the Senate
and House of Representatives, a joint resolution was passed that authorized the use of
United States military force against those responsible for the terrorist attacks launched
against the United States. The joint resolution, also known as the Authorization for Use
of Military Force (AUMF), is often cited by White House and DOJ officials as one of the
principal legal authorities upon which the Program is based. In relevant part, the AUMF
provides:®

(a) IN GENERAL - That the President is authorized to use all
necessary and appropriate force against those nations,
organizations, or persons he determines planned, authorized,
committed or aided the terrorist attacks that occurred on September
11,2001, or harbored such organization or persons, in order to

3 (U) This summary of the events of September 1 |, 2001, was prepared by DOJ personnel and is set forth in the
unclassified DOJ “Whitc Paper” entitled Legal Authorities Supporting the Activitizs of the National Security dgency
Described by the President, dated January 19, 2006.

*(U) Proclamation 7463, 66 Fed. Reg. No. 181, September L4, 2001.

) (U) Authorization for Use of Military Force, Section 2(a), Pub, L. No. 17040, 115 Stat. 224, September 18, 2001.
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prevent any future acts of international terrorism against the United
States by such nations, organizations or persons.

On October 4, 2001, three days before the start of overt
military action against the al Qaeda and Taliban terrorist camps, the President authorized
the Secretary of Defense to implement the President’s Surveillance Program.7 The
Program, a closely held top-secret NSA electronic surveillance project, authorized the
Secretary of Defense to employ within the United States the capabilities of the DOD,
including but not limited to the signals intelligence capabilities of the NSA, to collect
international terrorism-related foreign intelligence information under certain specified
circumstances. Each Program reauthorization was supported by a written threat
assessment, approved by a senior Intelligence Community official, that described the
threat of a terrorist attack against the United States.

(U) On October 7, 2001, in a national television broadcast, the President
announced the start of military operations against al Qaeda and Taliban terrorist camps in

Afghanistan.?

On April 22, 2005, the ODNI began operations as the
newest member of the Intelligence Community. The ODNI was created, in part, in
response to the findings of the Independent National Commission on Terrorist Attacks
Upon the United States (hereafter 9/11 Commission) that recommended the creation of a
national “Director of National Intelligence” to oversee and coordinate the planning,
policy, and budgets of the Intelligence Commurity.” In late April 2005, ODNI personnel
began to prepare the threat assessments used in the periodic reauthorization of the
Program. In June 2005, ODNI officials began to approve the threat assessments.

B. (ESHSTEWHSHHOEMTE) ODNI Role in Preparing Threat Assessments

in Support of the Program Reauthorizations

Prior to the ODNT’s involvement in the Program, the
Program was periodically reauthorized approximately every 30 to 45 days pursuant to a
reauthorization process overseen by DOJ, NSA, and White House personnel. Each
reauthorization relied, in part, on a written threat assessment approved by a senior
Intelligence Community official that described the current threat of a terrorist attack
against the United States and contained the approving official’s recommendation
regarding the need to reauthorize the Program. Before the ODNI’s involvement in the

LISHSTLWHSHOCAIE) The NSA materials we reviewed identified Octaber 4, 2001, as the date of the first Program
authorization.

¥ (U) The CNN.com webpage atticle entitled President announces opening of attack, dated, October 7, 2001, provides
a summary of the President’s announcement and describes the national television broadcast.

% (U) While the lntelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) that created the ODNIL was
signed by the President on December 17, 2004, the actual ODNI stand-up occurred months later. The official ODNI
history, A Brief History of the ODNI s Founding, sets April 22, 2005, as the dzte when the ODNI commenced
operations.
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Program, every threat assessment prepared by the Intelligence Community in support of
the Program reauthorization identified the threat of a terrorist attack against the United
States and recommended that the Program be reauthorized. Accordingly, the Program
was regularly reauthorized during the approximately 3-year period prior to the
involvement of the ODNI. During that period, the Director of Central Intelligence or his
designee approved 31 threat assessments in support of the reauthorization of the Program.

—{TSHSTEW/SIHOEANE)- In reviewing the circumstances that led to the decision

to transfer responsibility for preparing the Program threat assessments to the ODNI, we
found that the ODNI does not have identifiable records regarding that decision. Senior
ODNI officials involved with the Program told us that after the merger of the Terrorist
Threat Integration Center (TTIC) into the NCTC, and the later incorporation of NCTC
into the ODNI, it made sense for the ODNI to take responsibility for preparing the
Program threat assessmeats as both TTIC and NCTC previously handled that task.
Former PDDNI Hayden told us that the primary reason that the ODNI become involved
in the Program was the statutory creation of the new DNI position as the senior
Intelligence Community advisor to the President. When Ambassador Negroponte was
confirmed as the first DNI, Hayden and other senior intelligence officials believed that
DNI Negroponte, as the President’s new senior intelligence advisor, should make the
Intelligence Community’s recommendation to the President regarding the need to renew
the Program. Hayden commented that the new DNT’s involvement in this important
intelligence program enhanced the DNI’s role as the leader of the Intelligence
Community and gave immediate credibility to the ODNI as a new intelligence agency.

—(FSHSTEWHSHOEANT)— Once the ODNI became involved in the Program, the

preparation and approval of the threat assessments became the ODNI’s primary Program
role.”” Beginning in April 2005, and continuing at about 30 to 45 day intervals until the
Program’s termination in January 2007, ODNI personnel prepared and approved 12
written threat assessments in support of the periodic reauthorization of the Program. We
found that the ODNI threat assessments were drafted by experienced NCTC personnel
who prepared the documents following an established DOJ format used in earlier
Program reauthorizations. NCTC analysts prepared the threat assessments in a
memorandum format, usually 12 to 14 pages in length. Senior ODNI and NCTC officials
told us that each threat assessment was intended to set forth the ODNI’s view regarding
the current threat of an al Qaeda attack against the United States and to provide the DNI’s
recommendation whether to continue the Program. NCTC personnel involved in
preparing the threat assessments told us that the danger of a terrorist attack described in
the threat assessments was sobering and “scary,” resulting in the threat assessments
becoming known by ODNI and Intelligence Community personnel involved in the
Program as the “scary memos.”

m‘ﬁﬂﬁﬂ?ﬁ’v‘/ﬁ%&‘}&’)— The joint interim report prepared by the participating IGs notified congressional
oversight committees that the review would examine the ODNI's involvement in preparing “threat assessments and
legal certifications”™ submitted in support of the Program. Because we did not identify any ODNI officials executing a
legal certification, we treated our review of the legal certifications to be the same as the review of the threat
assessments. The Attommey General made legal certifications in support of the Program that are addressed in the DOJ

OlG report.
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During interviews, ODNI personnel said they were
aware that the threat assessments were relied upon by DOJ and the White House as the
basis for continuing the Program and further understood that if a threat assessment
identified a threat against the United States, the Program was likely to be reauthorized.
NCTC analysts also said that on a less frequent basis they prepared a related document
that set forth a list of al Qaeda-affiliated groups that they understood were targets of the
Program. Both the threat assessments and the less frequent list of al Qaeda-affiliated
groups underwent the same ODNI approval process.

—(FSHSTLW/SI/OC/NE). We examined the ODNI process for preparing the

Program documents, particularly the threat assessments, and found that the documents
were drafted by experienced NCTC analysts under the supervision of the NCTC Director
and his management staff, who were ultimately responsible for the accuracy of the
information in the documents. We determined that the ODNI threat assessments were
prepared using evaluated intelligence information chosen from a wide-variety of
Intelligence Community sources. ODNI personnel told us that during the period when
the ODNI prepared the threat assessments, the Intelligence Community had access to
fully evaluated intelligence that readily supported the ODNI assessments that al Qaeda
terrorists remained a significant threat to the United States.

Once the ODNI threat assessments were approved
within NCTC and by the NCTC Director, the documents were forwarded through an
established approval chain to senior ODNI personnel who independently satisfied
themselves that the documents were accurate, properly prepared, and in the appropriate
format. Throughout the ODNI preparation and approval process, the threat assessments
were also subject to varying degrees of review and comment by DOT and OGC attorneys,
including then General Counsel Benjamin Powell and Deputy General Counsel Corin
Stone. Powell said his review of the threat assessments was not a legal review, but was
focused on spotting issues that might merit further review or analysis. Powell said he
relied on DOJ to conduct the legal review. Once the draft threat assessments were
subjected to this systematic and multi-layered management and legal review, the
documents were provided to the DNI or PDDNI for consideration and, if appropriate,
approval. Overall, we found the process used by the ODNI to prepare and obtain
approval of the threat assessments was straightforward, reasonable, and consistent with
the preparation of other documents requiring DNT or PDDNI approval.

Negroponte told us that because of time-sensitive
issues present in 2005 relating to the ongoing ODNI start-up as a new agency and other
Intelligence Community matters requiring his attention, he tasked his deputy, then
PDDNI Hayden, to oversee the ODNI approval of the threat assessments and related
documents. Negroponte told us that when making this decision, he was aware of
Hayden’s prior experience with the Program during Hayden’s earlier assignment as
Director of NSA. In June 2005, shortly after his arrival at ODNI, Hayden received and
approved the first ODNI threat assessment. Hayden later approved the next six ODNI
threat assessments. After Hayden left the ODNI in May 2006 to become Director of
CIA, Negroponte approved the next five ODNI threat assessments, including a December

“FOP—SEEREBT/STEW ST/ /OREOHN/NOFORN- 8

— e e e W emcn PR DEDE 8 O S ARG N T o Sk o DL CLD D LR B S A DB B - R D Lo L R



224

2006 threat assessment used in the final reauthorization of the Program. In total,
Negroponte and Hayden aPproved 12 ODNI threat assessments prepared in support of the
Program reauthorizations. '

—TSHSTEW/SIHOCINEY In discussing the ODNI process used to prepare and

approve the threat assessments, Negroponte told us he was “extremely satisfied” with the
quality and content of the threat assessments provided for his approval. He did not recall
any inaccuracies or problems relating to preparation of the ODNI threat assessments.
Negroponte said the al Qaeda threat information described in the Program threat
assessments was consistent with the terrorism threat information found in The President’s
Daily Briefing and other senior-level Intelligence Community products he had read.
Hayden had a similar view. Negroponte and Hayden separately told us that when they
approved the threat assessments, credible intelligence was readily available to the
Intelligence Community that demonstrated the ongoing and dangerous al Qaeda terrorist
threat to the United States. Similarly, Negroponte and Hayden each told us that the
nature and scope of the al Qaeda terrorist threat to the United States was well
documented and easily supported the ODNI threat assessments used in the Program
reauthorizations.

—(TSHSTEWASIHOGANE)- Because of questions raised in the media about the

legal basis for the Program, we asked the ODNI personnel involved in the preparation or
approval of the threat assessments about their concerns, if any, regarding the legal basis
for the Program. We found that ODNI personnel involved in the Program generally
understood that the Program had been in operation for several years and was approved by
senior Intelligence Community and DOJ officials. During our interviews, ODNI officials
told us they were satisfied with the legal basis for the Program, primarily because of their
knowledge that the Attorney General and senior DOJ attorneys had personally approved
the Program and remained directly involved in the Program reauthorization process. We
did not identify any ODNI personnel who believed that the program was unlawful.

Former ODNI General Counsel Powell told us that after
his Program briefings in early 2006, he had questions regarding the DOJ description of
the legal authority for the Program but lacked the time to conduct his own legal review of
the issue given the many time-sensitive ODNI legal issues that required his attention.
Powell said he understood the rationale of DOJ’s legal opinion that the Program was
lawful and described the DOJ opinion as a “deeply complex issue” with “legal
scholarship on both sides.” Powell said he recognized that he was a latecomer to a
complex legal issue that was previously and continuously approved by DOJ, personally
supported by the Attorney General, and was being transitioned to judicial oversight —an
idea he strongly supported. Powell said he relied on the DOJ legal opinion regarding the
Program and directed his efforts to supporting the Program’s transition to judicial
oversight under traditional FISA, the 2007 Protect America Act, and the subsequent FISA
Amendments Act of 2008.

' CESHSTEWHSIHOGANE) The DNIand PDDNI together approved 12 of the 43 threat assessments used in suppott
of the Program reauthorizations. CIA officials approved the other 31 threat assessments,
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—~FSHSTIMASTHOCANE) Negroponte recalled having regular contact with senior

NSA and DOJ officials who raised no legal concerns to him about the Program. He said
he remembered attending a Program-related meeting that included members of the FISA
Court who did not raise any legal concems to him about the authority for the Program
and seemed generally supportive of the Program. Negroponte also recalled attending
meetings in which the Program was briefed to congressional leadership who not did raise
legal concerns to him. Overall, the direct involvement of DOJ and other senior
Intelligence Community officials in the Program resulted in Negroponte and other ODNI
personnel having few, if any, concemns about the legal basis for the Program.

C. (TSHSTEWHSHHEEATF)-NCTC Use of Program Information to Support

Counterterrorism Analysis

—(ESHSTEWAHSTHOEANT)~ The Program information was closely held within the

ODNI and was made available to no more than 15 NCTC analysts for review and, if

appropriate, use in preparmg NCTC analytlcal products.'? Generally, the NCTC analysts
formation in the form of finished NSA

‘The NC1C analysts said the

The NCTC analysts told us they received training regarding proper
handling of NSA intelligence. They said they handled the NSA intelligence, including
Program information, consistent with the standard rules and procedures for handling NSA
intelligence information, including the minimization of U.S. person identities.

ESHSTLWHSTHOCANE)- Hayden told us that during his tenure as Director of

NSA, he sought to dlsscmmate as much ProEam information as iossﬂ)le to the

—FSHSTEWHSHHOEANT) During our review, NCTC analysts told us they often

did not know if the NSA intellizence available to them was derived from the Program.

A TSHSTEWHSHOEANTY The number of NCTC analysts read into the Program ranged from 5 to 15 analysts.
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- On those occasions when the NCTC analysts

knew that a particular NSA intelligence product was derived from the Program, the
analysts said they reviewed the Program information in the same manner as other NSA
intelligence products and, if appropriate, incorporated the Program information into
analytical products being prepared for the DNI and other senior intelligence officials.
They identified the President’s Terrorism Threat Report and the Senior Executive
Terrorism Report as examples of the types of finished intelligence products that would, at
times, contain Program information.

—FSHSTEWASHOEANT) NCTC analysts with Program access said they had

broad access to a wide variety of high quality and fully evaluated terrorism related
intelligence. In particular, NCTC analysts told us that by virtue of their NCTC
assignments, they had access to some of the most sensitive and valuable terrorism
intelligence available to the Intelligence Community. NCTC analysts characterized the
Program information as being a useful tool, but also noted that the Program information
was only one of several valuable sources of information available to them from numerous
collection sources and methods. During interviews, NCTC analysts and other ODNI
personnel described the Program information as “one tool in the tool box,” “one arrow in
the quiver,” or in other similar phrases to connote that the Program information was not
of greater value than other sources of intelligence. The NCTC analysts we interviewed
said they could not identify specific examples where the Program information provided
what they considered time-sensitive or actionable intelligence, but they 11y recalled
attending meetines { i i

The NCTC analysts uniformly told us that during
the period when NCTC prepared the threat assessment memoranda, the intelligence
demonstrating the al Qaeda threat to the United States was overwhelming and readily
available to the Intelligence Community.

~ESSTLWASTHOC/NE)Y. When asked about the value of the Program, Hayden

said “without the Program as a skirmish line you wouldn’t know what you don’t know.”
He explained that by using the Program to look at a “quadrant of communications” the
Intelligence Community was able to assess the threat arising from those communications,
which allowed Intelligence Community leaders to make valuable judgments regarding the
allocation of national security resources. He said looking at the terrorist threat in this
manner was similar to soldiers on a combat patrol who look in all directions for the threat
and assign resources based on what they learn. Hayden said that NSA General Counsel
Vito Potenza often described the Program as an “early waming system” for terrorist
threats, which Hayden thought was an accurate description of the Program. Hayden told

us the Program was extremel da
terrorist attack. Hayden cite
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as examqles where
the Program information was effectively used to disrupt al Qaeda operatives. 1
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E.FSHSTEW/HSHOEATE) No NCTC Role in [dentifying Program Targets

and Tasking Collection

We did not identify any information that indicated that
ODNI or NCTC personnel were involved in identifying or nominating targets for
collection within the Program. ODNI personnel told us that ODNI and NCTC are non-
operational elements of the Intelligence Community and were not involved in nominating
targets for Program collection.

F.~&AF)- ODNI Oversight of the Program

We examined the role of the ODNI oversight
components -- CLPO, OIG, and OGC -- in providing compliance oversight for the
Program. We found that while the Program was subject to oversight by the NSA OIG,
the ODNI oversight components had a limited role in providing oversight for the
Program. During the review, we learned that within the first year of the Program, then
NSA Director Hayden obtained White House approval allowing the NSA [G and
designated NSA OIG officials to be read into the Program to provide compliance
oversight for the Program. In furtherance of the NSA oversight program, the NSA [G
provided compliance reports and briefings to the NSA Director, NSA General Counsel,
and cleared White House personnel, including the Counsel to the President.'®

In reviewing the ODNI oversight role regarding the
Program, we found that the ODNI oversight components had limited involvement in
oversight of the Program. We found that the opportunity for the ODNI to participate in
Program oversight was limited by the fact that ODNT oversight personnel were not

l§-(-SﬁN-F-)— According to the General Counsel to the President's Intelligence Oversight Board (IOB), the IOB members
and staff were not read into the Program and did not receive compliance reports from the NSA [G.
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granted timely access to the Program by the White House personnel responsible for
approving access. In addition, we found that the newly formed ODNI oversight offices
were in varying stages of agency stand-up and lacked the necessary experienced staff and
resources to effectively participate in oversight of the Program.

—ESHSTEWHSHHOEANF) For example, General Counsel Powell received

Program access after his arrival in January 2006, but his predecessor, then Acting
General Counsel Corin Stone, was not read into the Program until a few days before
Powell in January 2006, several months after the Program became operational within
ODNI and only after she had read about the Program in a December 2005 newspaper
article.'” Similarly, CLPO Alexander Joel, who is responsible for reviewing the privacy
and civil liberties implications of intelligence activities, requested but did not receive
Program access until October 2006, shortly before the Program terminated.'® Joel told us
that Negroponte and Hayden supported his request for Program access, but White House
staff delayed approval for several months. Joel said that while waiting for approval of his
Program access, Hayden gave him some insight about the Program that did not require
the disclosure of compartmented information. Joel found this information helpful in
planning his later review. Finally, then ODNI Inspector General Edward Maguire and
his 0versnght staff did not obtain Program access until 2008, long after the Program had
terminated.'’

Once read into the Program, Powell and Joel were
provided with reasonable access to NSA compliance reports and briefings relating to the
NSA OIG oversight program. Powell told us that he was satisfied that the NSA IG
provided a reasonable degree of Program oversight. Similarly, Joel said he believed that
he had received full disclosure regarding the NSA oversight program and found the NSA
oversight effort to be reasonable.

We also learned that the members of the President’s
Privacy and Civil Liberties Oversight Board (PCLOB) reviewed the Program, in part in
association with Joel?® The PCLOB review was contemporaneous with Joel’s review

7 (U//FOHO) Powell was appointed General Counsel in January 2006 and served in that position as a recess
appointment until his Senate confirmation in April 2006. Prior to his appointment, Powell was an Associate Counsel to
the President and Special Assistant to the President where he worked on initiatives related to the Intelligence
Comununity. However, Powell was not read into the Program while serving at the White House.

"8 (U/FFEHO) Joel is the Civil Liberties Protection Officer (CLPO) with the responsibility for ensuring that the
protection of privacy and civil liberties is incorporated in the policies and procedures of the Intelligence Community.
The CLPO responsibilities are set forth in the Section 103d of /ntelligence Reform and Terrorism Prevention Act of
2004.

12 (S/AEYWhile OIG personnel were not read into the Program until 2008, OIG officials were alerted to the existence
of the NSA collection program through a December 2005 newspaper report. Shortly after that report, the NSA IG told
ODNI OIG officials that the NSA OIG was conducting oversight of that NSA program. PDDNI Hayden also told IG
Maguire that the NSA program was subject to NSA OIG oversight.

10 (U) The PCLOB was created by the /ntelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), which
requires the Board to “ensure that concerns with respect to privacy and civil liberties are appropriately considered in the
unplementanon of laws, regulations, and execulive branch policies related to efforts to protect the Nation against
terrorism (P.L. 108-458, 2004).
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and resulted in an independent and generally favorable finding regarding the NSA
implementation of the Program. After the PCLOB review, a PCLOB board member
published an editorial article, in part, quoted below, that summarized his observations
regarding the NSA effort in implementing the Program.

There were times, including when the Board was “read into” and given
complete access to the operation of the Terrorist Surveillance Program that
I wondered whether the individuals doing this difficult job on behalf of all
of us were not being too careful, too concemed, about going over the
privacy and liberties lines — so concerned, with so many internal checks
and balances, that they could miss catching or preventing the bad guys
from another attack. And I remember walking out of these briefing
sessions in some dark and super-secret agency with the thought: [ wish the
Ameriglan people could meet these people and observe what they are
doing.

—{S#NF) In sum, the ODNI oversight components had limited and belated
involvement in the oversight of the Program. However, once read into the Program,
Powell and Joel determined that the Program was subject to reasonable oversight by the
NSA OIG. Moreover, the initial White House delay in granting ODNI oversight
personnel access to the Program occurred prior to the 2008 revision to Executive Order
(EO) 12333, which expressly grants ODNI oversight components broad access to any
information necessary to performing their oversight duties. In particular, EO 12333
provides in relevant part that:

Section 1.6 Heads of Elements of the Intelligence Community. The heads
of elements of the Intelligence Community shall:

(h) Ensure that the inspectors general, general counsels, and agency
officials responsible for privacy and civil liberties protection for their
respective organizations have access to any information or intelligence
necessary to perform their duties.

—TSHSTEWAHSHOCANF) EO 12333, as amended, clarifies and strengthens the

ODNTI’s ability to provide compliance oversight. In light of the recent change to EO
12333, and with current staffing, we believe that ODNI’s oversight components have
sufficient resources and authority to perform their responsibilities to conduct oversight of
closely held intelligence activities, assuming timely notification.

3 (U) The quole is taken from a May 3, 2007, article by former PCLOB member Lanny Davis, entitled, “I¥ay [
Resigned From The President’s Privacy and Civil Liberties Oversight Board ~ And Where We Go From Here.” The
article was published on webpage of The Huffington Post, www.huffingtonpost.com,
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V. (U) CONCLUSION

We found that the ODNI’s primary role in the Program
was the preparation of 12 ODNI threat assessments approved by the DNT or PDDNI for
use in the Program reauthorizations. The ODNI-prepared threat assessments set forth the
ODNTI’s view regarding the existing threat of an al Qaeda terrorist attack against the
United States and provided the DNI’s recommendation regarding the need to reauthorize
the Program. We found that the ODNI threat assessments were drafted by experienced
NCTC personnel under the supervision of knowledgeable NCTC supervisors. We noted
that the threat assessments were subject to review by OGC and DOJ attorneys before
approval. Additionally, we found that the process used by the ODNI to prepare and
obtain approval of the threat assessments was straightforward, reasonable, and consistent
with the preparation of other documents requiring DNI approval. Overall, we found the
ODNI process for the preparation and approval of the threat assessments was responsible

and effective.

We also found that the ODNI oversight components
played a limited role in oversight of the Program. The limited ODNI oversight role was
due to delays in obtaining Program access for ODNI oversight personnel and to
temporary resource limitations related to the stand-up of the agency. However, we
believe that the 2008 amendments to EO 12333 and improved staffing levels provide the
ODNI oversight components with sufficient resources and authority to fulfill their current
oversight responsibilities, assuming timely notification.
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