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2001 the NSA began providing the FBI tippers derived from the NSA’s e-mail
meta data analysis (e-mail tippers). These e-mail tippers initially were
routed to the same two analysts who were managing the telephone tippers.
The analysts told us that the e-mail tippers were processed and
disseminated in the same manner as the telephone tippers. Content
tippers, which according to the analysts were received very infrequently -
during this early period, generally were also disseminated by EC to the
appropriate field offices, but little if any research regarding the information
was conducted. The analysts said they considered the content tippers
particularly time-sensitive and for that reason occasionally transmitted the
ECs directly to the appropriate field offices or called the offices to advise that
the information was being loaded into the FBI’s Automated Case
Management System. In 2002, responsibility for e-mail tippers was
reassigned to the Electronic Communications Analysis Unit.

TS/ STWHBH1OCRF)
-n February 2002, one of the two FBI analysts left the_
a

fter being selected for a management position in a different
analytical section within the FBI's Counterterrorism Division. The
remaining analyst became solely responsible for managing the Stellar Wind
tippers under theﬂa situation that continued for
approximately the next 12 months. The analyst told us that while her work

hours during this period were “ridiculous,” she did not feel there was any
pressure to add analysts to the project because “the process was working

well. " ~FS 1/ SL-ANE)

In early 2002, FBI management instructed the lone

analyst to conduct some of her work while physically located in the
NSA Headquarters at Fort Meade, Maryland. This created an unusual
arrangement for the analyst. The analyst continued to receive the NSA’s
daily Stellar Wind reports at FBI Headquarters, and she would then drive to
the NSA with the reports to draft the ECs (the analyst had remote access to
FBI databases from an NSA workstation). The analyst told us that
interaction with NSA counterparts during these daily visits was minimal.
After the ECs were drafted, the analyst returned to FBI Headquarters to
obtain approval to disseminate the communications to the FBI’s field offices.
The analyst’s impression was that FBI management created this unusual
arrangement “for show” and that its purpose was to establish an FBI
“presence” at the NSA in connection with Stellar Wind.

— TS ST/ SH-OC/NE}-

The analyst continued working on Stellar Wind matters until
approximately February 2003, when a small team of FBI personnel were




APPROVED FOR PUBLIC RELEASE

-TOP-SECRET//STLW/-HES/SH/ORCON/NOFORN—

assigned permanently to the NSA to manage the FBI's participation in the
Stellar Wind program.74 {S/-/NiE)}—

2. FBI Field Offices’ Response t_

Leads (S//NE)}

According to the two FBI analysts responsible for managing Stellar
Wind information under the from approximately
October 2001 to February 2003, some agents in FBI field offices grew
frustrated with the information they were receiving under the program.
Because the ECs that disseminated the tippers to the

field offices assigned most of them as Action leads, this required that the
leads be covered expeditiously. {S//NF}

Under ordinary operating procedures, investigative leads for
international terrorism matters are set by FBI Headquarters’ International
Terrorism Operations Section. In addition, the ECs assigning international
terrorism leads typically identified a Supervisory Special Agent within ITOS
as the point-of-contact for any questions field offices might have. Because
the Stellar Wind program was so tightly compartmented, the leads sent
during this early period by the“ were not coordinated
with ITOS, and the FBI Headquarters point-of-contact identified in the ECs
for any questions generally was one of the two_ analysts.

S NF—

According to one of the analysts, agents
responsible for covering the Action leads complained that the lack of
background information provided in the ECs about the tippers made it
difficult to determine what investigative steps could or should be taken.

5 Consequently, the analyst

74 This co-location of FBI personnel at the NSA is discussed below. +{5//NE—

75 To open a full investigation, the FBI was required to_

A preliminary inquiry require
only a showing of See Attorney General

The FBI’s practice of issuing national security letters based on Stellar Wind-derived
information is discussed in Chapter Six of this report. <{S//NF—
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received calls from agents requesting additional information about the
source of the intelligence provided in the ECs to help the agents decide
whether there was sufficient predication to open an investigation on the
telephone number or to issue a national security letter for subscriber

information. {FS/A/SHL/ANE)

The analyst stated that in response to these calls he could only
reiterate to the agents that the information was provided by a reliable,
sensitive source. The analyst said this situation produced a “dichotomy”
with the tippers. On the one hand, there was a demand in the International
Terrorism Operations Section and field offices for the telephone numbers
because of their priority, status and the prevailing concern
that there would be a second terrorist attack; on the other hand, the limited
and vague information contained in the ECs caused
some confusion and frustration among agents investigating the lead.

(SN

Agents also complained that many tippers were already known to the
FBI from past or pending investigations and that the
ECs were providing “circular reporting.”7’6 However, according to one

analyst, this generally did not occur. The analyst explained
that an agent in the field assigned to cover a lead on a telephone number
did not know the NSA was the source of the intelligence. Consequently,
when the agent discovered that the number was identical to a number the
agent was already investigating or was aware of, it appeared to the agent
that th“ simply had identified a previously known
number, conducted some additional research that the field office likely had
already done, and disseminated the information back to the field as new
reporting. Because the analysts could not fully explain the source of the
intelligence, the agent did not realize the h reporting in
fact reflected a new foreign connection to the telephone number.

TS HSTW//SH/OC/NE)

Another frustration voiced by agents to th_

analysts was that leads disseminated under the project that were
designated “Action leads” frequently did not yield significant investigative
results, such as identifving new persons of int ibuti

active investigation.

76 For example, circular reporting might have occurred when the FBI passed a
Stellar Wind-derived telephone number or e-mail address to another agency within the U.S.
Intelligence Community, that agency in turn requested the NSA to analyze the information,
and the NSA subsequently disseminated the results back to the FBI in a Stellar Wind
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~FSSTEW//SHOS/NF-

iii}ie NSA responded to this frustration by implementing the-

rankings described earlier to provide the agents some
guidance on prioritizing the tippers. In addition, the FBI analysts told us
that they became more adept at telep sis and “got better at their
game” by eliminating low value tipper from being
disseminated to field offices. According to FBI documents, the F
sought additional information from the NSA about tippers rankegﬁ
before the FBI disseminated these tippers to the field for investigation.

—TS/HSTLWHHSH-OENFY
3. FBI’s Efforts to Track Stellar Wind

Tippers and Update
Executive Management on Status of H

Leads {S//NF)-

Typically, FBI ECs originate from a specific investigative or
administrative case file number. A file number is also required for an EC to
be loaded into the FBI's Automated Case Management System and to enable
the sending office to assign a lead to the receiving office. How%
Headquarters did not initially open an investigative file for the
ECs that disseminated Stellar Wind tippers to field offices. One of
the original analysts assigned to the project told the OIG that he was
familiar with a telephone analysis project in the FBI’s drug program and
that as a result he decided to issue the first Stellar Wind-related EC from
that drug investigative file. This confused some field offices receiving the
earliest ECs because counterterrorism leads were being disseminated under

a drug investigation file number. {FSHSTEW//SHAOC/NE)—

In mid-October 2001, the FBI created a subfile under the FBI’s
investigation of the September 11 terrorist attacks to disseminate Stellar
MOrmation. The FBI used this subfile, referred to as the

until September 2002, when a more f rogram for
disseminating Stellar Wind information, called was created.??
IS STLWHSHHOCNF—

The _analysts also told us that they created a
database to attempt to track the status of leads disseminated to the field
offices. The database identified each tipper by field office and the status of
the lead that was assigned. One analyst stated that the response rate from

77 We describe this more formal program in Chapter Six of this report. (U)
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field offices was uneven during these early months, and their supervisors

instructed the analysts at one point to contact the head of each field office
to determine the status of the_ leads for which each office was

responsible. {S/HNF}

Th_ analysts used the database they created to
produce status reports for senior FBI officials who were read into the Stellar
Wind program. These reports provided statistics regarding the quantity and
ranki i inated tippers, as well as brief synopses of the status of
the Wleads. The Stellar Wind program was viewed as an
emergency response to the September 11 attacks and these status reports

were intended to provide FBI executives information about how the program
was contributing to the FBI’s counterterrorism efforts. {FS//SH/NFY

IV. Justice Department Office of Intelligence Policy and Review’s
(OIPR) and FISA Court’s Early Role in Stellar Wind

~ATEASTLIL SO i)

When the President signed the first Authorization for the program on
October 4, 2001, only two Department officials outside the FBI were read
into the Stellar Wind program: Attorney General John Ashcroft, who
certified the Authorization as to form and legality; and John Yoo, the Deputy
Assistant Attorney General in the Office of Legal Counsel responsible for
advising the Attorney General on the matter and for drafting the
Department’s first memorandum on the legality of the program.’® The
Department’s Office of Intelligence Policy and Review (OIPR), despite its
expertise in FISA matters, was not asked to consider how FISA might affect
the program’s legality or implementation, nor was OIPR asked to consider
how the program might affect the Department’s FISA operations.

In this section, we provide an overview of OIPR, how James Baker, the
head of OIPR, inadvertently came to learn about Stellar Wind soon after it
was initiated, and the subsequent role that OIPR played in the program’s
operation. We also describe the circumstances surrounding the decision to
have the FISA Court Presiding Judge and his successor read into the Stellar
Wind program, and the Court’s response to the program.

TS //STLVW//SHHOCHNF)-

78 Levin told us that he did not believe Yoo was read into Stellar Wind before the
October 4, 2001, Presidential Authorization was signed, and we were not able to determine
precisely when Yoo’s read-in occurred. However, Yoo’s November 2, 2001, memorandum
analyzes the legality of the October 4, 2001, Authorization and the draft of the November 2,
2001, Autherization. Thus, it appears that Yoo was read into the program not later than

November 2, 2001, {FS/ASTEW/HSLHOENF-
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A. Overview of OIPR (U)

At the time of the implementation of the Stellar Wind program, OIPR
was responsible for advising the Attorney General on matters relating to the
national security activities of the United States.?’® Created shortly after
enactment of the Foreign Intelligence Surveillance Act of 1978, OIPR
reviewed executive orders, directives, and procedures relating to the
intelligence community, and approved certain intelligence-gathering
activities. OIPR also provided formal and informal legal advice to the
Attorney General and U.S. intelligence agencies regarding questions of law
and procedure relating to U.S. intelligence activities. In addition, OIPR
advised the Attorney General and agencies such as the CIA, FBI, and
Defense and State Departments concerning questions of law relating to U.S.
national security activities and the legality of domestic and overseas

intelligence operations. (U//FOYo)

OIPR also represented the United States before the FISA Court. OIPR
was respomnsible for preparing and presenting applications to the FISA Court
for orders authorizing electronic surveillance and physical searches by U.S.
intelligence agencies for foreign intelligence purposes in investigations
involving espionage and international terrorism. When evidence obtained
under FISA was proposed to be used in criminal proceedings, OIPR sought
the necessary authorization from the Attorney General, and in coordination
with the Criminal Division and U.S. Attorney’s Office prepared the motions
and briefs required by the federal court whenever surveillance under FISA

was challenged. (U) :

The head of OIPR was referred to as the Counsel for Intelligence Policy
and was supported by two Deputy Counsel and a staff of attorneys,
paralegals, and administrative professionals. James Baker served as the
Counsel for OIPR from May 2001 to January 2007.8¢ (U)

B. OIPR Counsel Learns of Stellar Wind Program (U//FOY06)

Baker told us that while standing outside the Department one evening
several weeks after the September 11 attacks, he was approached by an FBI
colleague who said, “There is something spooky going on,” that it appeared

79 In September 2006, the Justice Department moved OIPR into the newly created
National Security Division (NSD). In April 2008, NSD modified OIPR’s structure and name.
The new organization is called the Office of Intelligence and includes operations, oversight,
and litigation sections. For purposes of this report we use the term OIPR to reflect the time
period our review encompasses. (U)

80 Baker served as Acting Counsel for OIPR from May 2001 to January 2002, and

as Counsel from February 2002 until January 2007. Baker officially resigned from the
Justice Department in October 2007. (U)
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foreign-to-domestic collection was being conducted without a FISA order,
and that some FBI personnel “were getting nervous.” The FBI colleague
asked Baker whether he knew anything about the activity, and Baker

responded that he did not. {FS+-STEW/SHAOE/NF)-

Baker said that while reviewing a FISA application several weeks after
this conversation, a particular passage regarding international
communications “leapt out at” him. According to Baker, the passage
contained “strange, unattributed language” and information that was “not
attributed in the usual way.” Baker told the OIG that the information
concerned connections between telephone numbers, but he could not recall
if the information simply identified a link between individuals or also
included the content of communications. {FS/AASH/NE- -

Baker asked the OIPR attorney responsible for the application about
the information in the passage, and the attorney responded that nobedy at
the FBI would disclose where the information had come from, only that it
was part of a “special collection.” Baker therefore contacted the FBI about
the application. Unable to obtain any answers to his questions, Baker
informed the FBI that he would not allow the application to be filed with the
FISA Court. Baker said that, to the best of his recollection, he did not
believe the application was filed with the Court. FS/+SH/NF—

Soon thereafter, Baker spoke with Daniel Levin, who at that time was
serving as both Counselor to the Attorney General and Chief of Staff to the
FBI Director. Levin told Baker that approval from the White House was
needed before he could tell Baker about the special collection. Levin told us
that he successfully pressed the White House for Baker to be read into
Stellar Wind. Baker stated that David Addington, counselor to Vice
President Cheney, was the individual who approved his clearance into the

program. {FS/HSTEW//St//OC/NF—

According to NSA records, Baker was read into Stellar Wind in
January 2002.8! He said his read in essentially consisted of Levin providing
him a short briefing and a copy of Yoo’s November 2, 2001, memorandum
regarding the legality of the program. Baker told us that his initial reaction
was that the program, and Yoo’s memorandum, were flawed legally. Baker
said he did not consider himself a constitutional law scholar, but was

8! Baker told us that he initially was read into the program in December 2001 by
Levin. Baker said he later received a more formal briefing on the program at the NSA,
where he was allowed to read the Presidential Authorizations and discuss the program with
NSA attorneys. This formal briefing appears to be the event that the NSA considers Baker’s
official read-in, which according to NSA records occurred on January 11, 2002. We used
this date for purposes of calculating the number of Justice Department employees read into
the program. (U//F&H506)
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nevertheless surprised that while Stellar Wind was in his view “overriding a
criminal statute” on the basis of the President’s power as Commander in
Chief, Yoo’s memorandum did not even cite an important U.S. Supreme
Court opinion on presidential authority during wartime, Youngstown Sheet
& Tube Co. Baker said he believed that it is important to exercise some
“humility” when dealing with national security matters because of the
complexity and importance of the issues, and he therefore reserved final
judgment on the memorandum until he researched the legal issues further.
Yet, Baker said his initial opinion that the memorandum was flawed legally

did not change over time.

We asked Baker whether at the time he thought the collection
authorized under Stellar Wind could have been accomplished under FISA.
Baker said that his thinking on this issue has evolved over time, but that he
staunchly believed that “FISA works in wartime.” He stated that although it
is difficult to do, FISA can be made to work under the circumstances that
existed following the September 11 attacks, but that it also was easy to
“make FISA not work” under these circumstances.

{ESHSTEW /181106

Baker cited a lack of resources as the primary impediment to using
the FISA process, rather than Stellar Wind, to collect foreign intelligence
following the September 11 attacks. Baker said that he did not believe
OIPR, as staffed in October 2001, had sufficient resources to process the
volume of telephone numbers the NSA was tasking for content collection
under Stellar Wind at that time. However, Baker explained that in his view
FISA is “scalable” and that to some degree the statute’s utility is limited by

the resources allocated to OIPR.82 {FS/HSTEW/H-SHAOE/NF}-

Baker also observed that to bring Stellar Wind’s content and meta
data collections fully under FISA authority would have required a different
approach to the statute. Baker said that developing such an approach
would have been possible only by convening a working group to examine
constitutional and practical issues. Baker, one of only three people in the
Justice Department read into Stellar Wind as of January 2002, said he did
not have the ability or the authority to do this himself.83 Baker stated that
his belief in this approach was informed by his own experience with and
participation in a small, informal group composed of U.S. Intelligence
Community officials that had worked periodically since shortly before the

82 Baker also observed that OIPR could have been staffed with detailees from the
Department of Defense and other components within the Justice Department. (U)

83 Baker also said that he did not have the legal resources within OIPR to
“challenge” Yoo’s November 2, 2001, legal analysis of the Stellar Wind program, although
he believed it was flawed.
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September 11 terrorist attacks to develop solutions to various foreign
intelligence collection issues.8*

C. FISA Court is Informed of Stellar Wind {ES/SH-HF}-

_ Baker told the OIG that sometime in the December 2001 to January

2002 time period he concluded, based on his awareness that information
derived from Stellar Wind had been used to support at least one request for
a FISA application, that the FISA Court also needed to be made aware of the
Stellar Wind program. Baker said that the Department’s counterterrorisim
efforts rely on good relations with the FISA Court and that candor and
transparency are critical components of that relationship. According to
Baker, OIPR had a policy of full disclosure with the Court that he said
served the Department well when problematic issues arose. Baker also
attributed the Department’s record of success with FISA applications and
the improved coordination between intelligence agents and prosecutors to
the strong relationship that the Department had built with the Court.
Baker believed it would be detrimental to this relationship if the Court
learned later that information from Stellar Wind was included in FISA
applications without notice to the Court.

Baker said he raised the issue of the FISA Court not being informed
about Stellar Wind with Levin, who first responded by suggesting that the
Attorney General order Baker not to disclose the program to the Court while
the issue was being considered. Baker initially agreed to this approach and
drafted a memorandum from Ashcroft to Baker to this effect. He said that
Levin edited the document and presented it to Ashcroft, who signed it. The
memorandum, dated January 17, 2002, stated that Ashcroft understood
FISA Court applications would include information obtained or derived from
Stellar Wind, and that these applications would seek authorizations to
conduct surveillance of targets already subject to surveillance under Stellar
Wind. Ashcroft’s memorandum also stated that he was considering Baker’s
recommendation that the Department brief the FISA Court on the progra.

The memorandum stated further:

In the interim, I am directing you to file applications with the
Foreign Intelligence Surveillance Court without informing the
court of the existence of the Stellar Wind program or any aspect
thereof. I am also directing you not to brief any other

3+ This type of collaborative effort ultimately developed the legal theories used to
transition Stellar Wind’s collection activities to FISA authority. However, as we discuss in
Chapter Five, while the transition was successful with respect to bulk meta data collection,
the legal theory to transition Stellar Wind's content collection, while initially approved by
one FISA Court judge, subsequently was rejected by a second judge.
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individuals in the Department of Justice, including the FBI,
regarding Stellar Wind without my prior authorization.

Levin told us that he, as well as Ashcroft, soon came to agree with '
Baker that the FISA Court should be made aware of the program. Levin
said he told Ashcroft during this time that Baker had done a “remarkable
job” building a relationship with the FISA Court that greatly benefited the
Department’s counterintelligence and counterterrorism efforts. Levin said
he advised Ashcroft, “We should do what Baker thinks is right.” According

to Levin, Ashcroft agreed. {FS//STEWH-SHAEE/NF}-

Levin said that he informed Gonzales and Addington at some point of
Baker’s position that the FISA Court should be made aware of Stellar Wind,
but said they initially rejected the idea of reading any judges into the
program. Levin stated that he continued to press the issue without success.

—(FSH ST/ ST/ O NE)——

However, the issue came to a head on a weekend in January 2002
when Baker reviewed a second FISA application that contained the “strange,
unattributed language” Baker understood to indicate that the information
referenced was obtained from the Stellar Wind program. This second FISA
application sought emergency approval from the FISA Court to conduct
electronic surveillance o

Because this woul
be the first application seeking FISA authority to monitor this particular
subject’s telephone communications, Baker recognized that the NSA had
already engaged in some level of electronic surveillance in the United States
of a domestic telephone number without a FISA order.

~FSHSTLWHSHHOC/NE-

Although Baker viewed the memorandum from Ashcroft directing him
not to inform the FISA Court about Stellar Wind as “cover” for him not to
inform the FISA Court about Stellar Wind, he remained uncomfortable
about filing an application that contained Stellar Wind information without
informing the FISA Court. Baker therefore approached the Chief of the
Justice Department’s Professional Responsibility Advisory Office (PRAO] to
discuss his ethical responsibilities to the FISA Court under circumstances
where a FISA application contains certain information that is material to the
Court’s decision, but Baker was not authqrized to disclose the source of the
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information.85 Baker stated that the PRAO Chief told him that he had an
affirmative duty of candor to the Court, and that this duty of candor was
heightened due to the ex parte nature of the FISA proceedings.86 Baker
concurred with this guidance, which Baker felt also was compelled by his
position as a federal officer and officer of the Court. Baker said he therefore
concluded, and informed Levin, that he would not sign the pending
application or present to it to the FISA Court, nor would he allow any OIPR
attorney do so. According to Baker, Levin spoke to David Addington about
the situation, but Addington nevertheless declared that the Court would not

be read into the program.

According to Baker, the White House, the Attorney General, and Levin
then decided that Levin, rather than Baker, would sign the FISA application
and present it to Judge Claude M. Hilton, the FISA Court judge responsible
for hearing FISA matters that weekend.87 Baker told us that he notified
Judge Hilton in advance that the application was being handled in this
manner. Levin said he brought the application to Judge Hilton’s residence
and explained that he, instead of the OIPR Counsel, was presenting the case
because it involved a “special classified program.” Levin told us that Judge
Hilton approved the application without asking any questions. According to
Levin, when he later told Addington how the matter was resolved, and that
he agreed with Baker’s position that the Court should be briefed into the
program, Addington responded that Baker should be fired for
insubordination for not signing the application. ‘

According to Baker, a consensus formed after this episode among the
Attorney General, the FBI, and the White House that future FISA matters
could not be handled in the same fashion, particularly in view of the
anticipated increase in FISA applications resulting from the intelligence
collected and disseminated under Stellar Wind.88 Baker said that the

85 The Professional Responsibility Advisory Office provides advice to Department
attorneys with respect to professional responsibility issues. (U)

86 Baker cited Rule 3.3 of the American Bar Association’s Model Rules of
Professional Conduct as the specific rule implicated by the situation. That rule provides, in
relevant part, that “in an ex parte proceeding, a lawyer shall inform the tribunal of all
material facts known to the lawyer which will enable the tribunal to make an informed
decision, whether or not the facts are adverse.” Baker stated that he also consulted with
two officials from the Office of the Deputy Attorney General on the matter and that they
provided the same advice as PRAO. (U)

87 Director Mueller and Attorney General Ashcroft already had signed the
application. (U)

88 We asked Baker whether he thought the FBI’s restrictions on the use of Stellar
Wind-derived leads disseminated to field offices, as described above, were sufficient to

guard against including Stellar Wind information in FISA applications. Baker stated that

his experience with FBI record-keeping practices did not give him a high degree of
(Cont'd.)
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decision was therefore made to brief the FISA Court’s Presiding Judge,

Royce Lamberth.89 {FS//STLW//SH/OC/NE) -

Judge Lamberth was read into Stellar Wind on January 31, 2002,
The briefing was conducted in the Attorney General’s office at the
Department, and was attended by Ashcroft, Hayden, Mueller, Levin, Yoo,
and Baker. According to a memorandum of talking points prepared for the
briefing, Ashcroft provided Judge Lamberth a brief summary of the
program’s creation, explaining that the President had authorized a sensitive
collection technique in response to the September 11 attacks in order to
obtain foreign intelligence information necessary to protect the United
States from future attacks and acts of international terrorism. Ashcroft said
the NSA, at the instruction of the Secretary of Defense, implemented the

collection, which was code named Stellar Wind. AFS/HSTEWHSHAOC/NFY

According to the talking points, Ashcroft also discussed the factors
the President considered in determining that an “extraordinary emergency
exists” to support electronic surveillance without a warrant. The factors
cited to Judge Lamberth paralleled those contained in the Presidential
Authorizations, including “the magnitude and probability of death from
terrorist attacks, the need to detect and prevent such attacks with secrecy,
the possible intrusion into the privacy of American citizens, the absence of a
more narrowly-tailored means to obtain the information, and the
reasonableness of such intrusion in light of the magnitude of the potential
threat of such terrorist acts and the probability of their occurrence.”

TS STLW//SH/OE/NF)

According to the talking points, Ashcroft stated that he determined,
based upon the advice of the Office of Legal Counsel, that the President’s
actions were lawful under the Constitution. Levin told us that Ashcroft
emphasized to Judge Lamberth that the FISA Court was not being asked to

approve the program. (FS/STEW/SHAOE/NF——

Following Ashcroft’s summary, the briefing continued in three parts.
First, Hayden described how the program worked operationally. Second,
Yoo discussed legal aspects of the program. Third, Baker discussed a

confidence that such separation could be consistently maintained. In addition, Baker
believed that the nature of FBI international terrorism investigations would make it difficult
to track Stellar Wind-derived information. According the FBI OGC, Baker did not share
with the FBI his concerns about whether its record-keeping practices would keep Stellar

Wind information from being used in FISA applications. S STEWHSHAOC/NE

89 The Presiding Judge for the FISA Court is appointed to a 7-year term by the Chief
Justice of the Supreme Court of the United States. Judge Lamberth was appointed as
Presiding Judge in 1995. (U)




APPROVED FOR PUBLIC RELEASE

proposal for handling FISA applications that contained program-derived
information.

Levin told us that when the briefing concluded, Lamberth
acknowledged he was not being asked to approve the program and
expressed his appreciation for being read in. According to Baker, Lamberth
also remarked, “Well, it all depends on whether you can get five votes on the
Supreme Court, but I'm comfortable with it.” For the next 4 months, until
the end of his term in May 2002, Judge Lamberth was the only FISA Court

judge read into Stellar Wind. {FS/-STEW/SHAOCNE)-

D. OIPR Implements “Scrubbing” Procedures for Stellar Wind
Information in International Terrorism FISA Applications

—¥S//STEW//81/1OC/NFY)

Following Judge Lamberth’s read-in to the Stellar Wind program,
Baker implemented procedures in OIPR to address two scenarios in which
Stellar Wind could affect international terrorism FISA applications.% First,
information obtained or derived from Stellar Wind might be included in a
FISA application to establish probable cause that the target of the
application is a foreign power or an agent of a foreign power and that the
target is using or is about to use a particular “facility” (a term used in FISA
generally to refer to a specific telephone number or e-mail address) at which
the electronic surveillance is directed. Second, a FISA application might
target facilities that were also targeted by Stellar Wind, a situation referred
to as “dual coverage” because the targeted communications were collected
under two separate authorities. Baker’s procedures, referred to as
“scrubbing” procedures, applied to initial FISA applications as well as to
renewal applications seeking to continue existing coverage of targets
(electronic surveillance under FISA generally is authorized for 90-day

periods). (FS//STEW//SHAOCNF}-

Judge Lamberth required that all applications that contained NSA
information derived from Stellar Wind or that would produce dual coverage
of a facility be filed with him only. Baker told the OIG that the scrubbing
process was his idea, with Judge Lamberth’s full concurrence, and that it
had as its core principle OIPR’s obligation to inform the Court of all material
facts contained in a FISA application. According to Baker, the scrubbing

9% The procedures implemented by Baker only applied to international terrorism
FISA applications, not to counterintelligence FISA applications. As Baker later explained in
a letter to Judge Lamberth's successor as FISA Presiding Judge, this limitation was based
on the understanding that the Stellar Wind program targeted only certain international
terrorist communications “and there is no reason to believe that the fruits of Stellar Wind
collection would appear in a counterintelligence FISA application.”
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procedures were a means of implementing his ethical duty of candor to the
Court without disclosing the existence of the Stellar Wind program to
uncleared attorneys and judges. Baker also said that Judge Lamberth
wanted to be informed of applications that contained Stellar Wind
information and of dual coverage situations, and that Judge Lamberth
believed that the procedures devised by Baker were an appropriate and
acceptable means of accomplishing this. According to Baker, the scrubbing
process made him and Judge Lamberth “comfortable the Court was being

told what it needed to be told.”9! {FSA+STLWH-SHAOE/NF)

We describe below the initial two scrubbing procedures implemented
by Baker as well as the difficulties they created for the FISA application

process. {FSHSTEWHSHHOG/NE}-
1. Initial Scrubbing Procedures {TS//SH-/NF)—

Each international terrorism FISA application was “scrubbed” for
Stellar Wind information and dual coverage before it was filed. However,
Baker, as the only person in OIPR read into Stellar Wind, was unable to
explain to his staff why the scrubbing was being conducted. With the NSA’s
cooperation, Baker initially scrubbed the applications without any
assistance from OIPR staff, Baker said the time and effort he expended on
this practice was not sustainable, and within weeks of beginning the
scrubbing procedures Baker enlisted the assistance of OIPR’s Acting Deputy
Counsel for Intelligence Operations, Peggy Skelly-Nolen. Skelly-Nolen stated
to the OIG that Baker told her at that time that he “needed to tell me
something that he couldn’t tell me,” but was able to convey that he needed
her and the office’s assistance to process international terrorism FISA
applications because the supporting declarations contained information that

required special handling. {FS/A/ASTLW//SI//OC/NE)}

The scrubbing process, or “the program check” as it came to be
known within OIPR, had two purposes. The first purpose was to identify
draft applications that contained Stellar Wind-derived information in
support of probable cause to believe that the target of the application was a
foreign power or an agent of a foreign power and was using or was about to
use a particular facility. The second purpose was to identify applications
that targeted facilities that were already actively targeted under the Stellar

Wind program. {ES/-STLW/--SEOC/NF-

91 The FBI OGC told us that Baker never disclosed to it that the FISA Court was
concerned about risks presented by the inclusion of Stellar Wind information in FISA
applications, nor did Baker inform the FBI that OIPR implemented procedures to address

these concerns. {TS//3TEW//SH/EENF
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—~TOP-SECRET/HSTLW//HES/SH/fORCON/NOFORN

To accomplish the first purpose, OIPR attorneys were required to
identify any information in applications attributed to the NSA, even if there
was no suggestion the information was derived from a special program. The
OIPR attorneys provided by e-mail the relevant excerpts from the
applications to a designated OIPR legal assistant, who in turn compiled the
information and transmitted it to the NSA by secure e-mail or facsimile.
Upon receipt, the NSA conducted a check of the identified information
against the Stellar Wind reports database, among others, to determine
whether the information was derived or obtained from the program (as
distinguished from being obtained by some other NSA signals collection
activity). The NSA provided OIPR the results of its search by return e-mail
or facsimile, writing next to each excerpt either “yes” or “no” to indicate
whether the information was Stellar Wind-derived. Judge Lamberth did not
require that Stellar Wind-derived information be removed from FISA
applications, only that any such applications be filed with him exclusively
and the Stellar Wind information identified to him orally.92

AFSHSTEW/SHAOC/ N

The second purpose of the scrub - to identify dual collection
applications - followed similar steps. On approximately a weekly basis, an
OIPR legal assistant requested that OIPR attorneys transmit to him all
facilities targeted for electronic surveillance in applications scheduled to be
filed with the FISA Court that week. The legal assistant created a single list
of all targeted telephone numbers and e-mail accounts and e-mailed or
faxed the information to the NSA. The NSA in turn checked the Stellar Wind
database to determine whether any of the listed facilities were tasked for
content collection under the program. The NSA provided OIPR the results of
this check by return e-mail or facsimile, writing next to each facility either
“yes” or “no” to indicate whether the facility was tasked under Stellar Wind.

{FS/STEW/SHFOE/NF}

Baker proposed to Judge Lamberth that OIPR notify hi

92 Baker said that onl international terrorism FISA applications
presented to Judge Lamberth included Stellar Wind information to support the application.

—TS/STEWHSHAOEANE-

(Cont’d.)
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Baker proposed to include this descriptive phrase
in applications that, if approved, would result in dual coverage.

lications that included the

descriptive phrase
resented to Judge Lamberth,

also would inform Judge Lamberth directly that it was a
“Lamberth only” case to indicate it was connected to Stellar Wind.

TS/ /STLW//SLH/OC/NE)

2. Complications with Scrubbing Procedures

{TSH-SH-/NE)-

Skelly-Nolen told us that no one in OIPR, including her at that time,
was aware that the checks Baker was requiring the office to make concerned
a specific compartmented program. However, the scrubbing procedures
generated questions from OIPR attorneys and FBI agents, particularly when
Skelly-Nolen instructed an OIPR attorney to add to an application the
descriptive phrase
Skelly-Nolen told us that she was not able to provide a satisfactory response
to the questions because she did not have the answers. {F&//SH/NE)

Skelly-Nolen also stated that it was stressful to comply with the
procedures, due in large part to the fact that the attorneys and agents
responsible for the contents of the international terrorism applications were
asked to follow certain procedures for filings but were not being provided an
explanation for these measures. She said this stress was compounded by
the concurrent anthrax scare and the prevailing belief that there would be
another terrorist attack. Skelly-Nolen stated that OIPR staff was acting
based on Baker’s representations alone, and while Baker sought to assuage
any concerns the OIPR attorneys had over these new procedures by
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expla

FISA Court on the issue, some OIPR attorneys simply were not comfortable
under these circumstances and Skelly-Nolen had to reassign the
international terrorism cases these attorneys were handling. Baker stated
that he regularly told attorneys that they did not have to sign applications
that they were not comfortable with,

The process for filing international terrorism FISA applications was
further complicated by the fact that of the two Justice Department officials
authorized to approve such applications ~ the Attorney General and the
Deputy Attorney General — only Attorney General Ashcroft was read into

that Kris was aware of the existence of g “highly classified
information-collection program that has the unclassified code name ‘Stellar
Wind’,” but that he was “wholly unaware of the nature and scope of the

9% Each FISA application must be approved by the Attorney General, defined under
§ 1801(g) to include the Deputy Attorney General or Acting Attorney General, based on the
Attorney General’s {inding that the application “satisfies the criteria and requirements of
such application as set forth in [subchapter I concerning electronic surveillance].” 50
U.S.C. § 1804(a). (U)

95 As noted above, Gonzales also told the OIG that he never got the sense from
Ashcroft that the situation affected the quality of the legal advice the Department pravided
to the White House, However, ag described in Chapter Four, others had a decidedly
different impression of Ashcroft’s opinion of the legal advice he received on Stellar Wind
during this period, We were unable to interview Ashcroft about this issue. <87/ St NF-

% Baker told the OIG that he had informed Kris about the existence of a classified
program that he could not discuss further, and that it impacted FiSA applications. Baker
said he and Kris agreed that, under the ¢j cumstances, it was not appropriate for
Thompson to sign applications if he was not fully informed about all of the material facts
related to them.
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—POP SECRETHSTLW/HCS/SH-/ORCON/NOFORN —

program.” Kris also stated in the memorandum that his request for a
briefing on the program had been denied and that he was aware Deputy
Attorney General Thompson also had not been briefed on the program.®?

S ST SH OCNF—

E. Judge Kollar-Kotelly Succeeds Judge Lamberth as FISA
Court Presiding Judge (U)

Judge Lamberth’s 7-year term on the FISA Court ended in May 2002.
On May 19, 2002, Judge Colleen Kollar-Kotelly was appointed to the Court
to replace Lamberth as the Presiding Judge. In connection with this
appointment, Judge Kollar-Kotelly was read into the Stellar Wind program
and provided an opportunity to examine the Department’s analysis of the
program’s legality. Judge Kollar-Kotelly also spoke with Baker on numerous
occasions about the scrubbing procedures he implemented to account for
Stellar Wind information in international terrorism FISA applications and to
identify applications that would result in dual coverage.

1. Judge Kollar-Kotelly Modifies OIPR Scrubbing
Procedures {FS//SH-{NF}—

Judge Kollar-Kotelly received her first briefing on the Stellar Wind
program in the Attorney General’s office on May 17, 2002, 2 days prior to
being formally appointed Presiding Judge for the FISA Court. Baker, who
attended the briefing, told us that the presentation was similar to the
briefing initially provided to Judge Lamberth. Judge Kollar-Kotelly had
several questions concerning the scope of the President’s authority to
conduct warrantless surveillance, and the Department responded that same
day with a letter signed by OLC Deputy Assistant Attorney General Yoo that
outlined the legal basis for the activity. The letter essentially replicated
Yoo’s November 2, 2001, memorandum regarding the legality of Stellar

Wind. {ES/STLW/SHAOENF—

According to Baker, Judge Kollar-Kotelly met at the White House with
Addington, Gonzales, and Yoo to read Yoo’s letter, but she was not
permitted to retain a copy or take any notes. Judge Kollar-Kotelly later
wrote in a letter to Baker that Yoo’s letter “set out a broad overview of the
legal authority for conducting [Stellar Wind], but did not analyze the

specifics of the [Stellar Wind] program.” {F8//SH-/NF—
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Judge Kollar-Kotelly also requested an opportunity to review the
Presidential Authorization initiating Stellar Wind. On August 12, 2002, she

reviewed the October 4, 2001, Authorization. (FS/A/SL/NE)

Baker said that he met with Judge Kollar-Kotelly on several occasions
after her initial Stellar Wind briefing to discuss how OIPR had been
handling Stellar Wind’s impact on FISA applications. Baker described for
her the existing procedures to account for NSA information contained in
FISA applications derived from Stellar Wind, and to identify applications
that, if approved, would produce dual coverage of a facility.

Judge Kollar-Kotelly also was interested in identifying whether a
facility targeted in a FISA application had been tipped to the FBI as
Stellar-Wind derived information. Baker told the OIG that at this time he
did not believe the FBI and NSA had the ability to track Stellar Wind tips on
a timely basis. Baker said he mistakenly believed that as tips passed from
the NSA to FBI Headquarters, and from there to FBI field offices for
investigation, it would be exceedingly difficult to trace the specific source of

- the information in a sufficiently timely manner for inclusion in a FISA
application. Baker provided his understanding to Judge Kollar-Kotelly,
likening the Stellar Wind information in tips to the FBI as “salt in soup” that
is impossible to extract once added. Based on Baker’s representations,
Judge Kollar-Kotelly did not require the Department to identify whether a
facility targeted in a FISA application was ever provided to the FBI under
Stellar Wind.98

Judge Kollar-Kotelly decided that the scrubbing procedures
implemented under Judge Lamberth should continue, but she directed
OIPR to di i i ino i icoti iptive phrase
as a means of
noulying ner that tacilities targeted by the applications were also targeted
under Stellar Wind. Baker said that while Judge Kollar-Kotelly understood
that instances of dual coverage would occur, she did not want to appear to
judicially sanction Stellar Wind coverage. Baker told us his impression was
that Judge Kollar-Kotelly “did not want to rule on the legality of the
program” by appearing to “authorize” the NSA’s technique for collecting the
same information the government was seeking to collect under FISA .99

9% Baker eventually learned that the FBI and the NSA in fact did have some ability
to track Stellar Wind information. As discussed in Chapter Six, in March 2004 Judge
Kollar-Kotelly added to the scrubbing process a check performed by the FBI to determine
whether any telephone numbers or e-mail addresses contained in a FISA application had

ever been provided to the FBI in a Stellar Wind report. {87/ STEW/SH o6/}

99 Judge Kollar-Kotelly later wrote about the dual coverage issue, in a January 12,
2005, letter to Baker that discussed the “Stellar Wind Program and Practice Before the
(Cont’d.)
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Baker said he believes Judge Kollar-Kotelly was trying to protect the FISA
Court and did not want the legality of the Court’s orders called into

question. ~FS/STEWHSHHAOC/NE)—

Judge Kollar-Kotelly also directed OIPR to excise from FISA
applications any information obtained or derived from Stellar Wind. Baker
told Judge Kollar-Kotelly that OIPR could implement this requirement using
the scrubbing procedures already in place, and that where the FBI included
NSA information in an application determined to be Stellar Wind-derived,

OIPR would excise it. {TSA ST LSOOG/ NE—

Judge Kollar-Kotelly also instructed Baker to alert her of any
instances where an application’s basis for the requisite probable cause
showing under FISA was weakened by excising the Stellar Wind
information. In such cases, Judge Kollar-Kotelly would then decide whether
to approve the application with the knowledge that additional relevant

information had been excised. (TS STEW/SHAOE/NF—

Even though Judge Kollar-Kotelly’s scrubbing process was intended to
eliminate all Stellar Wind information from international terrorism FISA
applications, she still required that scrubbed applications be filed with her
only. In time, Judge Kollar-Kotelly relaxed this requirement and permitted
other judges on the Court to handle these applications, although only after

first being filed with her.l00—~FS/+STEW//SHAOC/NE)

2. OIPR implements Judge Kollar-Kotelly’s Scrubbing
Procedure (TS//SH/NF—

According to Baker and Skelly-Nolen, the mechanics within OIPR for
determining whether an application contained Stellar Wind information or
targeted a facility also targeted under Stellar Wind remained essentially
unchanged after the transition from Judge Lamberth to Judge
Kollar-Kotelly. However, the scrubbing process became more complex. For

FISC.” The letter memorialized the information Judge Kollar-Kotelly received from the
government about the program and how she requested the government to proceed in
preparing and presenting applications. On the subject of dual coverage, Judge
Kollar-Kotelly wrote, “Without opining on [Stellar Wind]-related legal issues, I have sought
to protect the proper functioning of the FISA process, under which separate court
authorities are granted to conduct foreign intelligence collection against a set of targets that
overlaps the set of [Stellar Wind] targets.” We discuss this letter in Chapter Four of this

report.
100
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example, because only the Attorney General could sign the applications and
Judge Kollar-Kotelly required that only she receive the applications (even
after being scrubbed), Skelly-Nolen had to regularly visit the Attorney
General’s and Presiding Judge’s residences with stacks of what Skelly-Nolen
came to refer to as “AG-KK only” FISA applications.

{ESHSTEW/SHAOC/NE),—

The situation was further complicated when Ashcroft was on overseas
travel and his signature was needed for a scrubbed application ready to be
filed. When this occurred, the classification of the application’s signature
page was “downgraded” and then sent to Ashcroft by secure fax. The actual
application was not faxed; instead, Skelly-Nolen typically included a
statement from her or Baker with the signature page indicating that the
application was proper and complied with the requirements of the FISA
statute. Skelly-Nolen observed that in these cases Ashcroft essentially
relied on her and Baker’s assessments of the applications — even though
Skelly-Nolen was not read into Stellar Wind at this time. Scrubbed
applications were handled similarly when Ashcroft was traveling
domestically, although in those instances the applications could be provided

along with the signature page if requested.10! {FS/+STEW/H/STHOC/NE)

Judge Kollar-Kotelly also required that hearings for the “AG-KK only”
FISA applications and renewals be scheduled for late in the day or on the
weekend, either in her courtroom chambers at the District Court for the
District of Columbia or at her residence. According to Skelly-Nolen, Judge
Kollar-Kotelly insisted on this practice so that the “AG-KK only” docket did
not interfere with her regular court docket. From Skelly-Nolen'’s perspective,
this practice proved to be an “enormous burden,” particularly in cases
involving applications to continue FISA coverage on targets of emergency
authorizations.102 Skelly-Nolen explained that these authorizations were,
for “no good operations reason” that she was aware of, routinely approved
by the Attorney General on Fridays, meaning that a FISA application had to
be filed with the Court within 72 hours — by Monday - to continue the
emergency surveillance coverage. However, because Judge Kollar-Kotelly
had a regular court docket on Mondays, she required that any scrubbed
FISA application seeking authority to continue surveillance initiated under

101 Baker and Skelly-Nolen told the OIG that in their experience it was not unusual
for an Attorney General or Deputy Attorney General to rely on OIPR’s representations that
the FISA applications presented for signature satisfied the statute’s requirements, instead
of reviewing the full contents of each application. (U//FEH0OF

102 As previously described, under FISA during this time period, when the Attorney
General reasonably determines that an emergency situation exists prior to obtaining a FISA
order, the Attorney General may approve the use of electronic surveillance for a period of
up to 72 hours without an order. (U]
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emergency authorization be scheduled with her for Sunday. Skelly-Nolen
stated that these cases would be in addition to the renewal applications that
also had to be heard on Sundays so the authority for the surveillance in
those cases did not expire and the coverage lapse.

—FS/HSTEW/SHOE/NF|—

Baker identified another issue that stemmed from Judge
Kollar-Kotelly’s requirement that only she receive dual coverage
applications. The problem arose when Judge Kollar-Kotelly was out of town
and unavailable to hear a dual coverage application. Baker’s solution was
either to fly the application to the place Judge Kollar-Kotelly was located, or
to contact the NSA and request that it “de-task” the facilities that the FISA
application was targeting. In this way, the application could be presented to
an alternative FISA Court judge because it no longer targeted facilities that

were also targeted under Stellar Wind. {TS//STEW/SHH/OGNF—

For example, Baker described a situation where the FBI was urgently
interested in a particular individual whose telephone was currently tasked
by the NSA under Stellar Wind. In this case, Baker instructed the NSA to
de-task the telephone number so the FBI’s FISA application could be
presented to a judge other than Judge Kollar-Kotelly. To prevent any gap in
coverage between the time the NSA detasked the telephone number and the
Court approved the FBI’s application, surveillance was initiated under
FISA’s emergency authorization provision and then presented to a FISA
Court judge within the requisite 72 hours. According to Baker, proceeding
in this fashion “made everyone comfortable,” including the NSA. Baker told
us that this situation occurred a couple of times each year.

TS /STEW /SO NE)

According to Baker and Skelly-Nolen, these examples illustrate how
having only the Attorney General and a single judge on the FISA Court read
into Stellar Wind complicated the FISA process. Baker said that “fairly early
on” after being read into the program, Judge Kollar-Kotelly made several
requests for other FISA Court judges to be read into the program. Baker
told the OIG that these requests were generally made through him, orally
and in writing, but was aware that on at least one occasion Judge
Kollar-Kotelly made the request directly to Attorney General Ashcroft.
Baker said that sometime prior to March 2004 he personally advised
Ashcroft of Judge Kollar-Kotelly’s concerns, and that Ashcroft responded
with words to the effect that the White House would not allow more judges

to be read into Stellar Wind. {FS5/+STEW//SHOE/NF—

In a January 12, 2005, letter to Baker, Judge Kollar-Kotelly
summarized the situation, stating, “I have repeatedly asked that the other
members of the FISC be given access to the same information that I have
received regarding the [Stellar Wind] program. To date, the executive
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branch has declined to do so, citing a need to maintain the strictest secrecy

regarding [Stellar Wind).” {FS/-SFEWSHAOC/NE

As a consequence of only Judge Kollar-Kotelly being read into Stellar
Wind and her insistence that she alone handle applications scrubbed of
Stellar Wind information or that involved tasking telephone numbers or
e-mail addresses already tasked under Stellar Wind (dual coverage), by
November 2004 she was handling approximatel)-percent of all FISA
applications. Judge Kollar-Kotelly also tended to hear successive
applications regarding the same targeted facilities. She discontinued this
practice in November 2004 and permitted other judges to hear scrubbed
applications. Judge Kollar-Kotelly later wrote that her decision was “based
on the operational systems” OIPR had in place to scrub applications and
that she assured her colleagues “that they could properly decide [the cases]
based on the information in each application, without the additional
information on which I have been briefed, but which, to date, the other

judges have not received.” ATS/STEW//SHFOE/NF}

V. FBI Initiates Measures to Improve the Management of Stellar
Wind Information {S//NF})-

Following the terrorist attacks of September 11, the FBI had
reallocated personnel and resources to counterterrorism operations, and
established the Telephone Analysis Unit (TAU) to exploit telephone

communications data. We described above how a small team of agents and
analysts from this unit was reassigned to thi#lwhich
was responsible for handling the Stellar Wind reports provided by the NSA.

In approximately May 2002, the TAU was renamed the
Communications Analysis Unit (CAU) and became one of the units within
the newly created Communications Exploitation Section (CXS). According to
the first Acting CAU Unit Chief, the FBI’s vision for the unit was that it

would support FBI j i igations by_
The Stellar Wind
program was one source for obtaining this SHNF}

In this section, we describe changes the FBI implemented in late 2002
and early 2003 to manage the intelligence it received under Stellar Wind.
These changes included attempts to improve coordination with the NSA,
implement a more formal program to receive intelligence from the NSA and
disseminate it to FBI field offices, educate the FBI field offices about the
value of the intelligence and FBI Headquarters’ expectations concerning its
use, and assign a small team of FBI personnel to work full-time at the NSA

on Stellar Wind. 4S/-NF)—
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TOP-SECRET//STLW//HES/SI//ORCON/NOFORN—

A. CAU Acting Unit Chief Evaluates FBI Response to Stellar
Wind (S//NF—

When the first CAU Unit Chief arrived at FBI Headquarters in
September 2002, CXS was newly established and most of the Section’s
15-20 staff was there on temporary duty assignments. The CAU was staffed
similarly at this time, but also contained some professional support
employees from other divisions at FBI Headquarters. {S//NF})-

The CAU Unit Chief said that the CAU’s mission was to support FBI
international terrorism investigations — al Qaeda investigations in particular
— by analyzing telephone calling activity and e-mail communications. He
explained that prior to September 11, 2001, the FBI analyzed telephone
numbers received by field offices or other sources by querying the numbers
against the FBI’s _database, the FBI’s central
repository for telephone subscriber data. However, he said the FBI’s
database at that time was relatively small and had limited analytical
capability. In the wake of the September 11 attacks, the FBI gained access

to additional tools and began to utilize more sophisticated analytical
techniques. Stellar Wind was one of those new tools.

TS/ STEW//SHOE/NF}-

The CAU Unit Chief said that after he was read into Stellar Wind in
late September 2002, it was clear to him based on conversations with the
CXS Acting Section Chief that the FBI wanted to increase its participation in
the Stellar Wind program. As a counterterrorism agent in the FBI’s Chicago
field office, the Unit Chief had some exposure to Stellar Wind in the form of
leads. He told us that he had recalled thinking the
leads were “stupid” and “not sensible.” He also said that he had been
critical of the leads because they did not provide any context to the
information, such as i i tated that the leads did not
adequately explain the| rankings associated with the
telephone numbers, and the leads were not sufficiently specific as to what
action the field office was expected to take. In his view, the intelligence
disseminated by the ECs was not “actionable.” The Unit
Chief told us that he could not figure out why FBI Headquarters was
“pushing this stuff out” after September 11, and that other agents in the

field shared his views.103 {TS//STLW-L/SH/OC/NF}

103 As previously described, former NSA Director Hayden told us that immediatel
following the September 11 terrorist attacks the NSA modified the agency’s collection

and that this resulted in a flood of telephone numbers to the FBI. Thus, it is possible that
{Cont’d.)
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After becoming the acting Unit Chief for the CAU and reviewing how
the FBI was handling the Stellar Wipnd j ign, he learned that there
was no unit that oversaw theMmf-1 and no guidance for how
the NSA information should be processed by FBI analysts. He also said that
the process in place — essentially re-typing into ECs the tearline information
contained in Stellar Wind reports — merely “regurgitated” information that,
by itself, was not actionable. He was not critical of the FBI analysts
responsible for drafting the ECs, who simply performed this task as
directed. Rather, he believed the process suffered from a lack of leadership.
He described the FBI’s involvement in Stellar Wind up to this point as
“happenstance” and said the FBI did not have “a real good handle on it.” He
said that the deficiencies he identified were attributable in part to the
significant resource challenges the FBI encountered after September 11, but
he nevertheless considered the FBI’s effort to respond to the Stellar Wind
information as “half-baked.” He said he therefore set about implementing
changes within the CAU to better organize this effort, which he believed
would improve the quality of the intelligence disseminated to FBI field
offices.

B. _FBIIncreases Cooperation with NSA and Initiates_
Project to Manage Stellar Wind Information

The CAU Unit Chief said that the first step he took to improve the
FBI’s involvement in Stellar Wind was to detail to the NSA one of CAU’s
temporary duty special agents. He instructed the agent to form a working
group at the NSA to identify any problems and evaluate the quality of the
information provided in the NSA’s Stellar Wind reports, as well as the
information that the FBI reported back to the NSA about tips.10¢ The CAU
Unit Chief said he took this step so that the NSA gained a “case agent’s
perspective” on the type of information useful to FBI field offices, and also to
explain to the NSA that the information that could be disseminated about
the tippers should include “context” and “clarity” sufficient to justify the FBI
conducting an inquiry under the FBI’s investigative guidelines.!05 He said
he did not believe that the NSA’s interest in obscuring the “sources and
methods” associated with the information had to compromise the quality of
the information provided to the FBI. He also said that the NSA needed to

FBI agents’ early frustration with leads that provided telephone numbers was attributable
in part to the leads generated under this NSA collection activity. —FSAH-STEW/SH/OENF—

104 The CAU Unit Chief recalled that the NSA had expressed frustration that the FBI
never provided the NSA any responses to the tipped information. 5/ H—

‘05 FBI international terrorism investigations at this time were governed by the
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations. (U)
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understand how the FBI investigated intelligence that it received, and that
FBI agents did not have to know the specific sources and methods used to
acquire information in order to effectively investigate the information.

(SHNFY

The CAU Unit Chief said that this liaison effort occurred over a couple
of weeks, with the temporary duty agent driving to the NSA daily. According
to the Unit Chief, the agent explained to NSA personnel what the FBI was
permitted to do with certain types of information and that the NSA would
receive more feedback from the FBI if the quality of the disseminable
information about the tippers improved. The Unit Chief told us that
following this exchange the NSA improved the Stellar Wind reports by
providing better information in both the compartmented and tearline

portions of the reports. {S//NF

In addition, the CAU Unit Chief told us that he took steps to increase
cooperation within the FBI between CAU, which was part of an analytical
section that supported counterterrorism investigations, and FBI
Headquarters’ International Terrorism Operations Section, which was
responsible for overseeing FBI counterterrorism investigations. The Unit
Chief said that based on his experience in the field working
counterterrorism cases, he believed it was important that the CAU analysts
consult with agents in the operational section about leads the CAU
proposed to set in the ECs. While he was confident the CAU analysts could
identify logical investigative steps, he thought they should nevertheless
coordinate with the operational personnel to see if there was agreement and
to determine whether a lead potentially could affect any ongoing operations
that the CAU was not aware of. He also noted that his CAU Unit Chief
successors discontinued this practice, a decision he disagreed with and
complained about to the Section Chief for CXS because he believed the
program risked losing a measure of effectiveness and efficiency as a

consequence. {(SAHNF—

Another step the CAU Unit Chief took relating to the FBI’s
management of Stellar Wind information was to open an administrative file,
or “control file,” to serve as the repository for all communications that the
CAU sent to the field offices containing Stellar Wind information, as well as
all communications the CAU received from field offices reporting the results

of the investigative activity taken in response to assigned leads.106 As
explained previously, the communications had been
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disseminated from a subfile associated with the FBI’s international
terrorism investigation of the September 11 attacks. In the EC requesting
that a control file be opened for Stellar Wind information, the CAU Unit
Chief wrote that “a dedicated control file for this project will better serve the
specific needs of the special project and will add an additional layer of

security for the source.” {FS/HSTLWHSHFOEC/NF—

A control file for Stellar Wind information was opened on
September 30, 2002, and given the designation From that

point forward, all ECs that disseminated Stellar Wind tips were sent in
connection with the ﬂontrol file.107 _The ECs were classified at

the Secret level and, similar to the ECs, included a
vague explanation about the source of the information and a caveat

concerning its use.108 {F87/STEW//SH1OC/NF-

107 The Unit Chief told us that Director Mueller held a telephone conference call in
October 2002 with the heads of all FBI field offices and advised the
Headquarters was working to improve the process for disseminatinm
information to the field offices by adding both context and clarity to the communications.
Director Mueller expressed his expectation that the offices would act on the information.
According to the Unit Chief, Director Mueller essentially was trying to sell the program and
ensure the “tool” was being used. Director Mueller told the OIG that he did not recall
having specific discussions with the heads of FBI field offices about Stellar Wind

information. {FS78FEWSH1OEINFF
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Several months later, in January 2003, the CAU Unit Chief sent an
EC to all FBI field offices seeking “to clarify the mission of [CAU] . . . as well
as to describe this unit’s distinct role in the FBI’s participation in the global
war on terror.” The EC emphasized CAU’s capabilities in examining
telephone calling activity and its liaison function with members of the U.S.
Intelligence Community that are “in a unique position to provide potentially
actionable intelligence to the FBL.” lained that many of the leads
from the CAU were sent under the file. On the subject of
investigative responses to leads, the EC stated:

C. FBI Assigns CAU Personnel to NSA on Full-Time Basis
{SHNF)—

The CAU Unit Chief also assigned a team of FBI personnel to the NSA
on a full-time basis to manage Stellar Wind information. The Unit Chief told
us that shortly before his temporary duty assignment to FBI Headquarters
was set to expire, he and the CXS Acting Section Chief briefed Director
Mueller’s assistant — and later Director Mueller — about the role they
recommended that the FBI take in the Stellar Wind program. The CAU Unit
Chief recommended co-locating at the NSA approximately four FBI agents
and analysts with remote access to FBI information systems. He likened the
suggestion to a “task force environment” that would introduce the FBI’s
investigative skills at the beginning of the NSA’s analysis of Stellar Wind
information. Director Mueller approved the recommendation and told the
CAU Unit Chief to implement it. {S//NE)}-

For the
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The Memorandum of Understanding
between the FBI an e NSA to facilitate the co-location was finalized in
December 2002, and in February 2003 a CAU team began its co-location at
the NSA to manage the FBI’s involvement in Stellar Wind. This co-location

continues today. {FS7//STEW//SH/7FOC/NF)™

VI. OIG Analysis (U)

In analyzing the Department’s and the FBI’s involvement in the NSA’s
expanded signals intelligence collection activity after the September 11
attacks, it is important to recognize the exceptional circumstances that
existed at the time. Many Department and FBI officials emphasized to us
the sense of crisis and alarm during this period, and noted the widely
shared concern within the Intelligence Community that a second wave of
attacks was imminent. The Stellar Wind program was conceived and
implemented amid these challenging circumstances. {8/ NP

This chapter described the role of Justice Department and FBI
officials in the inception and early implementation of the Stellar Wind
program, including the Department’s initial reviews of the legality of the

program. {FS/AHSHNEF-

We believe that a significant problem during this early phase of the
Stellar Wind program was the lack of a sufficient number of Justice
Department attorneys read into the program to conduct an analysis of the
program’s legality. The White House — and according to Gonzales, the
President — determined who within the Department was permitted access to
the program. We believe that Attorney General Ashcroft, who met frequently
with the President on national security matters, was in a position to
personally advocate for the read-in of an adequate number of attorneys
necessary for the Department to perform a thorough and factually accurate
legal analysis of the program. We know that Ashcroft’s request that his
chief of staff David Ayres and Deputy Attorney General Larry Thompson be
read into the program was not granted. But because Ashcroft did not agree
to be interviewed, we were unable to determine from him whether he sought
additional Department read-ins to assist in the legal analysis of the
program, how hard he may have pressed for these additional resources, or
whether he believed he was receiving adequate legal advice about the

program from Yoo alone. {FS/ASH-NF—

As described in this chapter, John Yoo was the only Department
attorney read in to work on the legal analysis supporting the program from
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September 2001 through May 2003.109 As described in Chapter Four,
Department officials who succeeded Yoo concluded that the analysis Yoo
produced was significantly flawed and found the legal basis for aspects of
the program to be lacking. We believe that reading in only one Department
attorney to analyze the legality of the program impeded the Department’s
ability to conduct a thorough and factually accurate legal analysis, and
undermined the Department’s early role in the program. In Chapter Four
we discuss the harm that resulted in late 2003 and early 2004 from the
Department’s highly restricted access to the program. FS//5H/NF)

We also described in this chapter how the harm attributable to the
Justice Department’s insufficient early involvement in the program extended
beyond conducting an analysis of the program’s legality. The Justice
Department’s relationship with the FISA Court was put at risk by not having
officials from OIPR and members of the FISA Court read into Stellar Wind
when program-derived information started being disseminated as
investigative leads to FBI field offices. In our view, it was foreseeable that
Stellar Wind-derived information would be included in FISA applications.!10
OIPR Counsel Baker told us that the Department’s counterterrorism and
counterintelligence efforts rely on good relations with the FISA Court and
that candor and transparency are critical components of the relationship.
Baker attributed the Department’s record. of success with FISA applications
and the improved coordination between intelligence agents and prosecutors
to the strong relationship that the Department built with the Court. Baker
believed, and we agree, that it would have been detrimental to the
relationship if the Court learned that information from Stellar Wind was

109 As was the case with Ashcroft, because Yoo did not agree to be interviewed we
were unable to learn from him what if any efforts he made either within the Department or
at the White House to advocate for additional attorneys — including his supervisor in OLC -
to be read into the program to assist in his legal analysis. However, in his book *War by
Other Means,” Yoo wrote of his experience working on the Stellar Wind program:

While meeting with Ashcroft alone reflected the importance of the issues, it
also placed me in a difficult position. I could not discuss certain matters
with my DOJ superiors, or rely on the collective resources of OLC, which
usually assigried several attorneys to work on an opinion. Operational
security demanded by the war on terrorism changed some of OLC’s standard

operating procedures.

War by Other Means at 101. {S&//NF-

110 The restrictions the FBI imposed on the use of program-derived information -
that it could be used for “lead purposes” only and not for “legal or judicial purposes” (such
as affidavits) — reflected a good faith and reasonable effort. However, such restrictions
could not ensure that program-derived information would not appear in FISA applications.
Indeed, this eventuality led to Baker’s discovery of the program.
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included in FISA applications without the Court being told so in advance.

ATSHSTNHSHOS/NFY

Yet we are not aware of any effort or consideration on the part of
Attorney General Ashcroft or officials at the White House to account for
Stellar Wind’s impact on Justice Department FISA operations by reading in
any OIPR officials or members of the FISA Court. In fact, as we described in
this chapter, Baker was read into Stellar Wind only after hearing from an
FBI colleague that “there is something spooky going on” with the collection
of foreign-to-U.S. communications and subsequently reviewing a FISA
application that contained “strange, unattributed” language that the FBI
would not explain to him. Baker was read in when Daniel Levin, then
Counselor to Ashcroft and Chief of Staff to Mueller, pressed White House

officials for the clearance. {(FS7//STEW/SHFOE/ N

Moreover, White House officials initially rejected the idea of reading in
members of the FISA Court, and then took no action even as Levin, who
together with Ashcroft agreed with Baker that the Court needed to be
informed about the program, continued to press the issue. It was not until
Levin was required to sign and file a FISA application that Baker refused to
handle because it contained Stellar Wind-derived information that the
decision was made to read in a single judge (Presiding Judge Lamberth,

followed by Presiding Judge Kollar-Kotelly). 4FS/ASTLW-H-SHHGENF

The decisions to read in Baker and a member of the FISA Court,
which in our view were unnecessarily delayed, were important steps in
preserving the relationship the Justice Department had built with the
Court. However, we believe that once Stellar Wind'’s impact on the Justice
Department’s FISA operations became evident, limiting read-ins to a single
OIPR official and a single FISA Court judge was unduly restrictive and
short-sighted. This chapter described how the scrubbing procedures
imposed by the FISA Court and implemented by OIPR to account for Stellar
Wind-derived information created concerns among some OIPR attorneys
about the unexplained changes being made to their FISA applications. The
scrubbing procedures also substantially distorted the assignment of cases
to FISA Court judges and by Novemb 04 resulted in Judge
Kollar-Kotelly handling approximatel percent of all FISA applications.
In our view, once Stellar Wind began to affect the functioning of the FISA
process, OIPR and the FISA Court effectively became part of the program’s
operations and the number of OIPR staff and FISA Court judges read into
Stellar Wind to manage the impact should have increased.

B STLWHSHAFOCHN R —

This chapter also described the FBI's handling of Stellar Wind-derived
information in the initial weeks and months of the program. The FBI’s chief
objective during this period was to expeditiously disseminate
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program-derived information to FBI field offices for investigation while
protecting the source of the information and the method by which it was
obtained. We concluded that the FBI’s procedures to meet thj 1
nerally were reasonable. The FBI personnel assigned to th
hdeveloped a straightforward process for receiving Stellar Wind
reports, reproducing the information in a non-compartmented, Secret-level
format, and disseminating the information in Electronic Communications
or ECs, to the appropriate field offices for investigation. The_
ECs disseminated to FBI field offices also placed appropriate
restrictions on how the information could be used, instructing field offices
that the information was “for lead purposes only” and could not be used for
any legal or judicial purpose. FBI personnel at the field offices we visited as
part of our review generally were familiar with the restrictions. {S//Nf)—

However, we found that the exceptionally compartmented nature of
Stellar Wind created deficiencies in the FBI’s initial process for handling

program-derived information and understandably frustrated agents
assigned to handle leads. The limited resources

allocated to th hampered the analysts’ ability to
enhance Stellar Wind information with relevant FBI or public source
information before disseminating leads to field offices for investigation.
More significantly, thehwas prohibited from disclosing
information that agents traditionally were accustomed to receiving with
leads that required investigation. The ECs
consequently suffered from vagueness about the source of the information
being provided and lacked factual details about the individuals allegedly
involved with international terrorism and with whom the domestic numbers

being disseminated possibly were in contact. {S//NF}

We found that the FBI sought over time to address these deficiencies
and improve the effectiveness of its participation in the Stellar Wind
program. In April 2002, transmitting Stellar Wind-derived leads to FBI field
offices became a priority of the Communications Exploitation Section, and
within it, the Communications Analysis Unit (CAU). The first chief of the
CAU assigned a team of FBI personnel to work full-time at the NSA on
Stellar Wind and to initiate the roject to manage the FBI'’s
participation in Stellar Wind. As we discuss in this chapter and in Chapter
Six, these measures enhanced the FBI’s knowledge about Stellar Wind
operations and gave the NSA better insight about how FBI field offices
investigated Stellar Wind information, which improved Stellar Wind reports
and the leads that were disseminated to FBI field offices.

—(FSHSTEWHSHAOE/NF—
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CHAPTER FOUR
LEGAL REASSESSMENT OF STELLAR WIND

(MAY 2003 THROUGH MAY 2004) {TS//SH-/NF}

By early 2003, while the operation of the Stellar Wind program had
evolved, particularly with respect to the means by which intelligence from
the program was provided to the FBI, the program still remained legally
premised on John Yoo’s November 2001 and October 2002 Office of Legal

Counsel memoranda. {FSAHSH/NE—

This chapter describes the pivotal period between May 2003 and May
2004 during which Yoo’s departure from the Office of Legal Counsel and the
arrival of new officials at the Justice Department resulted in a
comprehensive reassessment of the Stellar Wind program’s legal basis. This
legal reassessment led to a contentious dispute between the Justice
Department and the White House on the legality of important aspects of the
program. This dispute eventually resulted in modifications to the operation
of the program, and also contributed to the decision to place at least one

aspect of the program under FISA authority. {FS/+STEWAASHALOCHNE-

Section I of this chapter discusses how personnel changes within the
Office of Legal Counsel led to a re-examination of Yoo’s legal analysis,
culminating in a Justice Department legal position against continuing to
certify the program and the resulting dispute with the White House. Section
II describes how, faced with the prospect that the Attorney General, Deputy
Attorney General, FBI Director, and other senior Department officials would
resign in March 2004 if the program continued unchanged, the White House
agreed to modify the program to conform it to the Department’s revised legal

analysis. {FSAH-SH-NE-

I Justice Department Reassesses Legality of Stellar Wind Program
~TS/HSH-NF})-

A. Overview of Office of Legal Counsel (U)

One of the responsibilities of the Assistant Attorney General for the
Office of Legal Counsel (OLC) is to assist the Attorney General in his
function as legal advisor to the President and all Executive Branch agencies.
OLC drafts legal opinions for the Attorney General and also provides its own
opinions in response to requests from the Counsel to the President, various
agencies of the Executive Branch, and offices within the Department of
Justice. OLC often deals with complex legal issues on which two or more
agencies are in disagreement, and provides legal advice to the Executive
Branch on constitutional questions, including the review of pending
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legislation for constitutionality. Executive Orders proposed to be issued by
the President are reviewed by OLC as to form and legality, as are other
matters that require the President’s formal approval. OLC also reviews
proposed orders by the Attorney General and all regulations requiring the
Attorney General’s approval. (U)

B. Personnel Changes within Office of Legal Counsel (U)

John Yoo advised Attorney General Ashcroft and White House officials
on the Stellar Wind program from the program’s inception in October 2001
through Yoo’s resignation from the Department in May 2003. Upon Yoo’s
departure, Patrick Philbin told the OIG that he was selected by the White
House to assume Yoo’s role as advisor to the Attorney General concerning
the program.i1l With this personnel change came a fresh review of the legal
underpinnings of the Stellar Wind program. We describe in the following
sections the circumstances leading to what one official described as “the

great rethink” of the program. {TS//SL//NE}

1. Yoo’s Role in the Program
(October 2001 through May 2003) (U)

On September 11, 2001, and through November 2001, Daniel Koffsky
was the Acting Assistant Attorney General for OLC. Koffsky was not read
into the Stellar Wind program. Jay Bybee served as Assistant Attorney
General for OLC from November 2001 until March 2003, when he became a
judge on the U.S. Court of Appeals for the Ninth Circuit.}!2 Bybee also was
never read into the Stellar Wind program. As discussed in Chapter Three,
John Yoo, a Deputy Assistant Attorney General in OLC, had sole
responsibility within that office and within the Department of Justice for
developing the legal analysis relating to the Stellar Wind program until May
2003.113 Bybee told us he was not aware at the time that Yoo was drafting
legal opinions in connection with a compartmented program. {FS/SH-/NF—

Bybee told us that the OLC normally adheres to a tradition called the
“two Deputy rule,” so that OLC opinions are reviewed by two OLC Deputy
Assistant Attorneys General before going to the OLC Assistant Attorney
General for approval. Bybee said that the purpose of this rule is to ensure

111 On June 1, 2003, Philbin became an Associate Deputy Attorney General.
However, he told us that he still technically remained a Deputy Assistant Attorney General
in OLC and was thus “dual-hatted.” (U)

112 Bybee was nominated by President Bush to serve on the Ninth Circuit in May
2002 but was not confirmed by the Senate until March 2003. (U)

113 Yoo's major opinions about electronic surveillance and Stellar Wind are

summarized in Chapter Three. {F5//8H7NF—
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the quality of the legal research and soundness of the legal analysis. In
addition, Bybee stressed that the Assistant Attorney General must be aware
of all opinions that issue from the OLC. Bybee said that the OLC Assistant
Attorney General has an obligation to “see the whole picture” and is the only
person in the office who knows the full range of issues that are being
addressed by the OLC. Bybee also said the Assistant Attorney General is
the only official in that office who can assure that OLC opinions remain
consistent. Bybee stated that the Assistant Attorney General, as a
Senate-confirmed official, has ultimate accountability for the work of the
office. Bybee noted that, by contrast, the Deputy Assistant Attorney

General position, though political, does not require Senate confirmation. (U)

Bybee told the OIG that it would not be unusual for a Deputy
Assistant Attorney General such as Yoo to have direct contact with the
White House for the purpose of rendering legal advice. Bybee stated that it
is “not clear” whether or to what extent the Attorney General needs to be
kept informed of such contacts. However, Bybee said that the Attorney
General may appropriately decide to ask a single OLC attorney to work on a
particular project, but that it is “not the White House's call” to make such
assignments because the White House may not be aware of what advice the
OLC is providing to other Executive Branch agencies. Bybee told us that
during his tenure as Assistant Attorney General he did not know that Yoo
was working alone on a sensitive compartmented program, and he had no
knowledge of how Yoo came to be selected for this responsibility. (U)

Philbin said he believed that White House Counsel Gonzales and Vice
President Cheney’s Counsel David Addington had selected Yoo to draft the
OLC'’s opinions on Stellar Wind and other national security programs, and
that Yoo was the “obvious choice” to assume this role because of his
expertise in war powers issues and the authority of the

Commander-in-Chief.1 14 {S/+NF-

Gonzales told the OIG he understood that Yoo had asked others
within OLC to help out with specific legal issues during this period without
telling them what they were being asked to assist with, and Yoo then
aggregated that work into his memoranda concerning electronic surveillance
and the Stellar Wind program. Gonzales also stated that Yoo did not
consult with any experts outside the Department in drafting his

memoranda.llS {FSHASHANF—

114 As discussed in Chapter Three, Yoo had been given responsibility for working on
national security issues prior to the inception of the Stellar Wind program. (U)

115 When Gonzales testified before the Senate Judiciary Committee on February 6,
2006, he stated that although he was not at the Department when the program

commenced, “I suspect — in fact I'm fairly sure — that there were not discussions with
{Cont'd.)
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As noted above, neither Yoo nor Ashcroft agreed to be interviewed for
the OIG’s investigation. Other witnesses gave the OIG various accounts of
Yoo’s interactions with Attorney General Ashcroft and with the White House
concerning the program. Gonzales told us that Yoo regularly advised
Ashcroft on the legal aspects of the program so that Ashcroft could continue
to certify it as to form and legality. Gonzales also said that it was
incumbent on Ashcroft as Attorney General to satisfy the Department’s legal
obligations regarding the program. Gonzales told us he thus understood
Yoo’s opinions as representing the opinions of the Department. However,
Gonzales acknowledged that White House officials consulted with Yoo and
sought his advice without going through the Attorney General or Bybee -
Yoo’s supervisor — although Gonzales also said they did not seek
Department approval from Yoo concerning the Stellar Wind program.

Other witnesses described their concerns regarding Yoo’s direct
contacts with the White House, and with Addington and Gonzales in
particular. Philbin said he told Addington that Yoo’s direct access to
Addington on legal matters was “not a good way to run things,” referring to
the lack of oversight of an OLC Deputy Assistant Attorney General by a
supervisor. Philbin stated that there was nothing wrong with assigning a
project to a subordinate, but not without the head of the office knowing
what the subordinate was doing. (U)

Jack Goldsmith told us that when he became the Assistant Attorney
General for the Office of Legal Counsel in October 2003, he learned that
Yoo’s contacts with the White House had had the effect of cutting the
Attorney General “out of the loop,” a practice Goldsmith said he resolved not
to continue with any OLC attorney. (U)

Goldsmith also told us the White House had wanted Yoo to replace
Bybee as the Assistant Attorney General for the Office of Legal Counsel
following Bybee’s confirmation as a judge on the Ninth Circuit, but that
Ashcroft blocked the move. Yoo resigned from the Department in May
2003.116 (U)

outside expertise at the Department, although [ don’t know for sure.” An NSA Associate
General Counsel for Operations told the OIG that Yoo visited the NSA for a briefing about
the program at some point after he had drafted his November 2, 2001, legal memorandum.

116 In addition to working on the legal analysis for the Stellar Wind program while
at the Justice Department, Yoo also worked on at least one other project involving a Top
Secret compartmented detainee interrogation program. In contrast to the Stellar Wind
program, the OIG determined that at least three OLC attorneys, including Bybee and
Philbin, worked on the program’s legal analysis with Yoo or participated by supervising his
work. In addition, attorneys from the Department’s Criminal Division and from other

(Cont'd.)
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2. Philbin Replaces Yoo (U)

Patrick Philbin joined the Department as a Deputy Assistant Attorney
General in the Office of Legal Counsel on September 4, 2001.117 He was
read into the Stellar Wind program in late May 2003, just before Yoo left the
Department. Philbin said that he, accompanied by Yoo, was read into the
program by Addington in Addington’s office in the Old Executive Office
Building. Philbin told us that Addington provided an overview of the
program, describing the two basic categories of collection as “content” and
“meta data.” Philbin said that later, based on his legal analysis of the
Stellar Wind program, he developed the “three baskets” terminology to
describe more specifically the three types of collections.

ESH/STEW/HSHAOG/ N

Philbin said he was told by Addington he was being read into the
program because Yoo was leaving the Department and another attorney was
needed to review the threat assessments that supported the Presidential
Authorizations and to then advise the Attorney General on recertifying the
program as to form and legality.1!8 Philbin said he also was told that he and
the Attorney General were the only Justice Department officials who were
supposed to be involved in this “review and recertification” process. Philbin
told us he was aware that OIPR Counsel James Baker had also been read
into the program; however, Philbin stated that Addington told him he should
not discuss the program with Baker and should only advise the Attorney
General on the program. Philbin said he believed Addington did not want
Philbin speaking with Baker about the program because Addington had
always taken the position that the program should be kept as

compartmented as possible. 119 {FS//SH-/NE)}—

agencies were regularly consulted by Yoo in his drafting of the legal memoranda on the
legality of this program. Yoo told the Department’s Office of Professional Responsibility that
Attorney General Ashcroft determined who was allowed to work on the memoranda for the
detainee interrogation program. Transcript of Interview of John Yoo by Office of

Professional Responsibility, June 7, 2005, at 12. {F3//STEW//SHFOC/NH

117 Prior to joining the Department Philbin had been at a private law firm and had
specialized in telecommunications law. (U)

118 When asked whether he had any knowledge of the program prior to being read
in, Philbin said he did not, but he recalled that in the fall of 2001 he had a discussion with
Yoo about some general electronic surveillance issues. Yoo told Philbin that Yoo was told to
work alone on this particular matter. Yoo did not state who had given him this instruction.

—{FS7 S 7N FT

119 Baker told us he was not similarly advised to avoid discussions with Philbin
about the program, nor was he aware that Addington had instructed Philbin not to discuss
the program with him. In fact, according to Baker, Philbin initiated several conversations
with Baker about the operational details of the program as Baker understood them at the

time. (U)
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The day after being read into the program, Philbin moved from the
Office of Legal Counsel to the Office of the Deputy Attorney General to
become an Associate Deputy Attorney General, although technically he still
retained his OLC Deputy Assistant Attorney General position and was thus
“dual-hatted.” Philbin took over the “national security portfolio” from David
Kris, who had recently left the Department. Philbin stated he was
“somewhat concerned” that he would be advising the Attorney General on
the Stellar Wind program even though Deputy Attorney General Larry
Thompson, Philbin’s supervisor, was not read into the program. However,
Philbin said he anticipated at the outset that his work on the program
would not require a lot of his time. {S//NF}—

3. Initial Concerns with Yoo’s Analysis (U)

Philbin said that after he was read into the Stellar Wind program he
believed he needed to do “due diligence” to learn about the program. He
said he reviewed Yoo’s legal opinions about the program and realized that
Yoo had omitted from his analysis any reference to the FISA provision
allowing the interception of electronic communications without a warrant
for a period of 15 days following a congressional declaration of war. See S0
U.S.C. § 1811. Philbin also stated that Yoo’s OLC opinions were premised
on the assumption that FISA did not expressly apply to wartime operations,
an assumption that from Philbin’s perspective rendered the opinions
“problematic.” Philbin said that this gap in Yoo’s analysis was his first
indication that the legal reasoning underpinning the Presidential

Authorizations would have to be revisited. (FS//STEHW//SH/OC/NE)

Philbin said the second indication of problems with Yoo’s analysis
came when he read a summ document Yoo had prepared concerning the
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120 See Presidential Authorization of April 22, 2003 at para. 4(b)(i) & (ii). The
April 22, 2003, Authorization was the only Authorization personally approved as to form
and 1ega11ty b} Yoo He approved the Authorization on April 18, 2003, five days before the

LAY 7L g -m--_‘u--.'_Lvm
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Philbin said the errors in the Yoo’s talking points document
represented “a significant step toward the realization that the whole legal

analysis was screwed up.” Philbin told us he felt he could not rely on the
existing analysis and that he needed to “build from the ground up.”

A

4. Problems with DRGSR e Y]

{TS//STLW//SL//OC/NF}

In addition to the flaws Philbin identified in Yoo’s legal analysis
Philbin told us he grew increasingly concerned tha

122 Philbin told us he visited the NSA three times during the summer of 2003 in an
effort to learn how the program operated. Several officials we interviewed told us that
Philbin understood the program well, in part due to his background in telecommunications

law. (U//FobYo}
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Philbin said that he and later Goldsmith recognized that the existence
of the Stellar Wind program would be disclosed at some point in the future.
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123 (DS L/ SPLWISTL/OCINR-

5. Other Collection Concerns {S//NF}

Philbin told us that during the summer of 2003 he identified other
concerns about the Stellar Wind program. First, Philbin said he began to
believe that the existing OLC memoranda failed to describe the

Philbin said he also had concerns over

(FSHSTEW//SHOCS/NF)

6. Decision to Draft New OLC Memorandum (U)

In August 2003, Philbin brought his concerns about the OLC legal
opinions to Attorney General Ashcroft. Philbin told Ashcroft that there were
problems with the legal analysis supporting the program but probably not
with the conclusions reached. Philbin told us that he believed that since
the conclusions would not change there would be no need to “pull the plug”
on the analytically problematic aspects of the program. Philbin said he

123
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therefore advised that Ashcroft could continue to certify the program “as to

form and legality.” {FS//SH/NF}

However, Philbin also recommended that a new OLC memorandum be
drafted. According to Philbin, Ashcroft concurred, told him to continue
working on his analysis, and asked to be kept updated on Philbin’s
progress. After meeting with Ashcroft to discuss the issue, Philbin said he
began to write a new memorandum on the legality of the entire Stellar Wind

program. ' {TS//8H/NF)

C. Reassessment of Legal Rationale for the Program

AFS/HSH/NE)—

1. Goldsmith Becomes OLC Assistant Attorney
General (U)

Jack Goldsmith told the OIG that he was recommended for the
Assistant Attorney General position by Yoo after Yoo was not selected for the
position. Goldsmith stated that during his interview for the position,
Attorney General Ashcroft and Ashcroft’s Chief of Staff David Ayres
emphasized that the OLC Assistant Attorney General must keep the
Attorney General informed of matters the Office of Legal Counsel was
working on and stressed the importance of keeping the Attorney General “in
the loop.” Goldsmith told the OIG that he believed Ashcroft and Ayres
raised these issues as a result of their experience with Yoo. (U)

Goldsmith was selected for the position, confirmed by the Senate, and
on October 6, 2003, was sworn in as the OLC Assistant Attorney General.

)

According to Goldsmith, he was told by Department colleagues that
the procedures OLC historically followed in drafting its opinions were
changing and that the Attorney General was being circumvented in the new

125 Phjlbi i he was not certain at the time that Ashcroft fully understood
the because the subject matter was “difficult.” Philbin also stated
that for “client management” purposes, he needed to first make sure that he too fully
understood the issues before raising his concerns to others. He said he did not just want
to be “a naysayer” identifying problems, but also wanted to propose solutions. He said that
the program would be examined by Congress one day and that the legal analysis had to be
“carefully done to protect the President.” Philbin said he therefore believed that the OLC
legal memoranda had to be rewritten to achieve that objective. Philbin told us he also was
concerned that the program not appear like a “rogue operation,” but rather as a responsible
approach to collecting intelligence with adequate controls and oversight. In this regard,
Philbin emphasized that it would be important to demonstrate that the program had
appropriate restrictions based on the law, and that the restrictions guarded against abuses.
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process. Goldsmith said that OLC Principal Deputy Assistant Attorney
General Ed Whelan also told him that OLC’s procedures, built on custom
and practice but still “hugely important,” had “broken down” prior to
Goldsmith’s arrival as the Assistant Attorney General. (U)

Goldsmith told us that he also became aware that Ashcroft sensed-
there was a White House-Office of Legal Counsel relationship over which
Ashcroft did not have full control. Goldsmith said that when he became the
OLC Assistant Attorney General he immediately moved to “bring things back
to normalcy” by, for example, making sure all OLC memoranda were
provided to client agencies for review and input and that all memoranda
were reviewed by two OLC deputies, as was the traditional OLC practice.126

(U)

With regard to the Stellar Wind program, Philbin told us he had
always intended to request that Goldsmith be read into the program after
Goldsmith was confirmed by the Senate. Philbin said that he went to the
White House and asked Addington (and possibly Gonzales) to have
Goldsmith read into the program. Philbin stated that Addington told him
that he would have been “fine” with not allowing Goldsmith to be read in,
and that Philbin would have to justify the request before Addington would
convey the request to the President. Philbin told us he explained to
Addington that he would need to have the head of OLC sign off on the new
memorandum he was writing or the memorandum would lack credibility.

(U/ [Fever

On November 17, 2003, Goldsmith was read into the Stellar Wind
program by Addington in Addington’s office.127 Philbin was also present.
On the way to the read-in, Philbin told Goldsmith to “prepare for your mind
to be blown.” Goldsmith told us that the read-in took approximately 5
minutes, and when it was over he remarked to Philbin, “That doesn’t seem

126 Goldsmith's view of how the OLC should operate was later echoed by a
subsequent head of the office, Steven Bradbury. In a May 16, 2005, internal OLC guidance
memorandum entitled “Best Practices for OLC Opinions,” Bradbury emphasized that OLC
legal memoranda should reflect the positions and expertise of interested agencies, and he
also stressed the importance of a rigorous peer review process within the office before
finalizing OLC memoranda. (U)

127 After Ashcroft, Yoo, Baker, and Philbin, Goldsmith was only the fifth non-FBI
Justice Department official to be read into the Stellar Wind program since the program’s
inception over 2 years earlier. Philbin stated that prior to Goldsmith’s arrival at the
Department and subsequent read-in to the program, he had no one to help him draft a new
legal memorandum and no one other than Ashcroft with whom to discuss the legal issues.
He told the OIG that it was extremely beneficial to have another attorney working with him
on the project. Philbin also told us he did not press the White House to read in additionzal
attorneys during the summer 2003 period before Goldsmith arrived at the Department.
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so bad.” Goldsmith said that 3 weeks later, after studying the matter, he
would come to a “different conclusion.” (U/FOB6Yf

2. NSA Denied Access to OLC Memoranda (U//FOQUOG)

One of the first Stellar Wind meetings Goldsmith and Philbin attended
after Goldsmith’s read-in was held in the DOJ Command Center with
Addington, NSA Deputy General Counsel Vito Potenza, and NSA Inspector
General Joel Brenner. Goldsmith stated that the NSA Inspector General
requested a copy of the OLC legal memoranda regarding the program as
part of an audit the NSA Office of the Inspector General wanted to conduct
of the program. According to Goldsmith, Addington “bit [the Inspector
General’s] head off,” and made it clear that the memoranda would not be

provided to the NSA OIG. {FS/H/SH/NF-

Goldsmith said he learned either at that meeting or shortly thereafter
that NSA’s Office of General Counsel also had been denied access to the
OLC memoranda. Bob Deitz, the NSA General Counsel during this period,
told the NSA OIG that he was never permitted to see Yoo’s legal memoranda.
Dietz stated that he called Addington several weeks after the first
Presidential Authorization was signed and asked if he could see a copy of
Yoo’s memorandum (likely the November 2, 2001, memorandum), and that
Addington responded “no.” Dietz said that Addington would only read “a
paragraph or two” from the memorandum to him over a classified telephone
line. Deitz stated that he never advised Yoo on his legal analysis, although
he did advise NSA Director Hayden that he thought the program was legal

and within the President’s authority. {FS//SH/NF}

The OIG also interviewed— the NSA’s Associate General
Counsel for Operations during Yoo’s and Goldsmith’s tenure in OLC.
told us that he was not troubled by the fact that other senior NSA
officials had been denied access to Yoo’s legal memoranda, and that he felt
no need to review them. stated that his primary concern with
respect to the legality of the program was whether “Justice was comfortable
with it.” also stated that he assumed that the Justice Department
would find the program legal by resolving the tension between FISA and the
President’s inherent Commander-in-Chief authority based upon the doctrine

of constitutional avoidance. (FS/STEW//SHAOG/NE)

Goldsmith told us he found it “shocking” that the NSA was not
provided access to Yoo’s legal memoranda. He stated that the decision to
withhold the memoranda was one of the “most astonishing things” he
learned about how the program was handled, and that he could not “draw a
good inference” from that fact. Goldsmith emphasized that under the
Stellar Wind program the NSA had been asked to do something contrary to
its ordinary practices, and yet was not allowed to review the legal




APPROVED FOR PUBLIC RELEASE

justifications for being permitted to do it. Goldsmith told us he believed
that the NSA might have identified problems or mistakes in Yoo’s analysis
early in the program had it been given access to his memoranda.

Goldsmith told us that upon becoming the Assistant Attorney General
he intended to reverse the practice of keeping OLC memoranda closely held,
and that he also decided he would seek client agency expertise in drafting
these documents. (U)

3. Goldsmith Joins Effort to Reassess Legal Basis for the
Program ({FS//SH/NF)

In the two or three weeks following his read-in to the Stellar Wind
program, Goldsmith reviewed several documents to educate himself about
the program. These included the memorandum that Philbin had already
begun to draft (which included a description of how the program worked
operationally), Yoo’s memoranda, and older OLC memoranda concerning
surveillance activities. After Goldsmith familiarized himself with the
program, Goldsmith provided Philbin with additional research and helped

supplement Philbin’s draft memorandum. {FSAHSTEW/HSHAOC/NF)

Goldsmith stated that Philbin had done an “amazingly heroic job” in
reviewing the program. Goldsmith believed “ninety-nine out of a hundred”
attorneys in Philbin’s position, having been asked simply to opine as to form
and legality, would have just relied on the previous Office of Legal Counsel
memoranda. Goldsmith said that Philbin, however, was not convinced by
those memoranda and therefore did not rely on them. In addition,
Goldsmith noted that Philbin sought to understand the program as it was
actually implemented at the NSA before advising the Attorney General on its

legality. {FS/7SH/NE-

(Cont’d.)
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4, AUMEF Bec i Legal Rationale
Supportin of the Stellar Wind

Goldsmith concluded the NSA’s interception o
did not comply with FISA’s
requirement to obtain judicial authorization, and did not fall within any of
the exceptions to this requirement. Goldsmith later wrote in his legal
memorandum reassessing the legality of the program that a proper analysis

130 See Goldsmith’s May 6, 2004, memorandum entitied "Keview ol the Legality oI
the Stellar Wind Program” (Goldsmith Memorandum, May 6, 2004). This memorandum is

discussed in Section II C below, {F8//8TEW/SH-oS/ N -
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of Stellar Wind “must not consider FISA in isolation” but rather must
consider whether Congress, by authorizing the use of military force against
al Qaeda, also “effectively exempts” such surveillance from FISA. Goldsmith
concluded that this reading of the AUMF was correct because the AUMF
authorized the President to use “all necessary and appropriate force” against
the enemy that attacked the United States on September 11, 2001, and to
“prevent any future acts of international terrorism against the United
States” by such enemy — authority that has long been recognized to include

the use of signals intelligence as a military tool. {FS//STEW-SHOE/NF)

Alternatively, Goldsmith reasoned that even if the AUMF did not
exempt surveillance under the program from the restrictions imposed by
FISA, the question was sufficiently ambiguous to warrant the application of
the doctrine of constitutional avoidance, and therefore should be construed

not to prohibit the activity.!3! (TS/LLSTLW/ /S OC/NF)

I(CPSHS‘PLW#SW@%NF')

131 In his May 6, 2004, memorandum, Goldsmith concluded that if the-
arguments under the AUMF did not create

 sufficient ambiguity as to trigger the doctrine of constitutional avoidance, FISA as applied
would represent an unconstitutional infringement on the President’s exclusive authority as
Commander-in-Chief in wartime to protect the nation from attack.
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5. Office of Legal Counsel Raises its Reassessment of the
Stellar Wind Program (December 2003 through

January 2004)133 {FS//SH//NF)

During late 2003, Goldsmith and Philbin continued their analysis of
the legal bases for the Stellar Wind program. During this time Philbin and
Goldsmith were the only two Department officials in a position to brief the
Attorney General and White House officials on the status of their legal
reassessment and its potential ramifications for the operation of the

program.13¢ {FS/SH-ANE-

With the existing Presidential Authorization set to expire on
December 11, 2003, Goldsmith and Philbin met with Ashcroft on
December 8, 2003, to advise him on recertifying the program as to form and
legality. Goldsmith wrote in notes that he maintained during this time
period that at the meeting he and Philbin “note[d] problems gently” to
Ashcroft. Goldsmith told us Ashcroft was “extraordinarily supportive” of his
and Philbin’s efforts to reassess the legality of the program and made clear
his view that the program had to be on solid legal footing.

{FSHSFEWHSHHOC/ N}

Goldsmith advised Ashcroft that, despite concerns about the program,
Ashcroft should certify the December 9, 2003, Authorization. Goldsmith

133 The narrative in this and the following sections is based on our interviews o
Philbin, Goldsmith, Comey, Mueller, Gonzales, and others. We also relied on Philbin’s and
Goldsmith’s contemporaneous notes, Goldsmith’s chronology of events that he wrote during
this period, Mueller’s Program Log documenting events in March 2004, and Attorney
General Ashcroft’s FBI security detail log of events that occurred while Ashcroft was
hospitalized from March 4 through March 14, 2004, among other documents. (U)

134+ James Comey became the Deputy Attorney General on December 9, 2003, but
was not read into the program until over 2 months later. (U)
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later advised Ashcroft to certify the January 14, 2004, Authorization as well.
Goldsmith told us he made these recommendations to Ashcroft with the
caveat that although he believed Yoo’s memoranda to be flawed, Goldsmith

had not yet concluded that the program itself was illegal. {FS/-SH-NE—

Based on Goldsmith’s advice, Ashcroft certified the December 9, 2003,
and January 14, 2004, Authorizations. {FS//SH/NE)

In December 2003 Philbin and Goldsmith informed Ashcroft that they
believed Comey, who was sworn in as the new Deputy Attorney General in
December 2003, also needed to be read into the program. Philbin said he
justified this request by noting that he would be traveling abroad for 2
weeks later that month on an unrelated Justice Department matter.35 (U)

In December 2003, Goldsmith and Philbin met with Addington and
Gonzales at the White House to express their growing concerns about the
legal underpinnings for programm. Goldsmith said he told them that OLC
was not sure the program could survive in its current form. According to
Goldsmith’s notes, these discussions did not contemplate an interruption of
the program, although the White House represented that it would “agree to
pull the plug” if the problems with the program were found to be sufficiently
serious. Goldsmith told us that the White House - typically through
Addington - told him “several times” that it would halt the program if the
Department found that it could not be legally supported. {TS//SH-NE)

Philbin told us he recalled that Addi

Goldsmith to continue analyzing the program and that if serious problems

were found, the program would be shut down. {FS/A/STEW/HSLLIOC/NE)

On December 18, 2003, while Philbin was abroad, Goldsmith met
again with Addington and Gonzales. Goldsmith wrote in his chronology that
this time he conveyed with “more force” his “serious doubts and the need to
get more help to resolve the issue [as soon as possible].” Goldsmith also
told Addington and Gonzales that he needed more resources to continue
examining the legality of the program. They responded to this request by
telling Goldsmith that Philbin should devote all of his time to the project.

135 As discussed in Chapter Three, Comey’s predecessor as Deputy Attorney
General, Larry Thompson, was never read into the Stellar Wind program despite Ashcroft’s
request to the White House on behalf of both Thompson and Ashcroft’s chief of staff.

(U/ [FeEe}







