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The application proposed allowing 10 NSA analysts access to the
database.238 The NSA analysts were to be briefed by the NSA Office of
General Counsel concerning the circumstances under which the database
could be queried, and all queries would have to be approved by one of seven

senior NSA officials.239 {FS//SH-NF—

The application explained that the bulk collection woul i
with particular e-mail addresses in order to conduct chainin
The application

proposed that queries of the e-mail meta data archive would be performed
when the e-mail address met the following standard:

based on the factual and practical considerations of everyday
life on which reasonable and prudent persons act, there are
facts giving rise to a reasonable articulable suspicion that a

ﬁarticular known e-mail address is associated wi

Under the PR/TT application, the

iovernment iroposed that it be authorized under FISA_

to use the reasonable articulable s
the database with specific addressing informatio

In addition, the NSA proposed applying the minimization procedures
in the United States Signals Intelligence Directive 18 (USSID 18) to minimize
the information reported concerning U.S. persons. According to the
application, compliance with these minimization procedures would be

238 At the government’ ber of NSA analysts was increased to 15
when the Order was renewed ES1-SHNF

239 When it granted the government'’s application, the FISA Court noted that in
conventional pen register and trap and trace surveillances a court first reviews the
application before a particular e-mail account can be targeted. The FISA Court stressed the
importance of the NSA Office of General Counsel’s obligation to ensure that the legal

adequacy for such queries was met. ={F3/#SH/NF—
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monitored by the NSA’s Inspector General and General Counsel. The
government also proposed that in each renewal application the NSA would
report to the FISA Court on queries that were made during the prior period
and the application of the reasonable articulable suspicion standard for
determining that queried addresses were terrorist-related. {LS/A/SHANE}

The application and supporting documents explained how the NSA
intended to use the collected meta data. The NSA sought to use the meta
dat to apply sophisticated
algorithms to develop contact chaining 1240 In the
application, the NSA estimated that through external intelligence gathering
and internal analysis it would meet the proposed querying standard on
average less than once a day. The NSA further estimated that these queries
would generate approximately 400 tips to the FBI and CIA per year.241 Of
these tips to the FBI and CIA, the NSA projected that 25 percent would
include U.S. person information, amounting to leads including information
on about “four to five U.S. persons each month.” {FSAHSH/NF-

4, Judge Kollar-Kotelly Raises Questions about PR/TT
Application {TS//SIL//NE)}

On_ Judge Kollar-Kotelly wrote Baker to inform him

that she was considering the application and was in the process of
preparing an opinion and order in response to it. She wrote that before the
opinion and Order could be completed, however, she required written
responses to two questions:

(1) Apart from the First Amendment proviso in the statute (50
U.S.C. § 1842(a)(1), (c)(2)), what are the general First
Amendment implications of collecting and retaining this
large volume of information that is derived, in part, from the
communications of U.S. persons?

(2) For how long would the information collected under this
authority continue to be of operational value to the
counter-terrorism investigation(s) for which it would be

collected? {FS/ASLL/INE)

Baker responded in a letter to the FISA Court on_
Concerning the first question, Baker’s letter asserted that the proposed

240 These analytic tools are discussed in Chapter Three. (U)

24l The NSA arrjyed at this estimate based on the assu jop that each query could
be expected to generatciiilile-mail addresses “one level out,” an addresses “two levels
out.” The overall number of direct and indirect contacts with the initial seed address would
be significantly reduced using “analytical tradecraft.” {FS//SLL/NE}
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collection activity was consistent with the First Amendment and that he

could find no reported decisions holding that the use of pen register and
trap and trace devices violated the First Amendment. {FSAASH/NE)

In his letter, Baker argued that although the meta data collection
would include entirely innocent communications, a good-faith investigation
does not violate the First Amendment simply because it is “broald] in
scope”™ (quoting Laird v. Tatum, 408 U.S. 1, 10 (1972)). He also wrote that
the use of the collected meta data would be “narrowly constrained” because
the querying standard for the meta data would be subject to a “reasonable

articulable suspicion” of a nexus to FSHSHAE-

Regarding Judge Kollar-Kotelly’s second question concerning how
long the collected meta data would continue to be of operational value,
Baker wrote that, based on the analytic jud
information would continue to be relevant to for at
least 18 months. Baker also advised that the NSA believed the e-mail meta
data would continue to retain operational value beyond 18 months, but that
it should be stored “off-line” and be accessible to queries only by a
specially-cleared administrator. Baker proposed that 3 years after the
18-month timeframe, or 4% years after it is first collected, the meta data

could be destroyed.242 (FSAHSH/NE)

5. FISA Court Order (U)

In response to the application and follow-up questions, on July 14,
2004, Judge Kollar-Kotelly signed a Pen Register and Trap and Trace
Opinion and Order based on her findings that the proposed collection of
e-mail meta data and the government’s proposed controls over and
dissemination of this information satisfied the requirements of FISA.

{T8/HES//SL/NE)-

The Order granted the government’s application in all key respects. It
approved for a period of 90 days the collection within the United States of
e-mail meta data The Order
also required the government to comply with certain additional restrictions
and procedures either adapted from or not originally proposed in the

application. {FSAAHCS//SLL/NE)

In the Order, the Court found that the information to be collected was
“dialing, routing, addressing, or signaling information” that did not include

242 O_ the FISA Court issued an order authorizing the NSA to

maintain bulk meta data on-line for 4% years after which time it must be destroyed.
According to the NSA Office of General Counsel, the NSA still follows this retention

procedure, {FS/AHGCS/ASH/NEL
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the contents of any comm ion. The Court stressed that it was only

authorizing collection of th categories of information delineated in the
application, but acknowledged that additional information “could be
gleaned” from that meta data
B Thc Court found that the means by which the categories
of meta data were to be collected met the FISA definition of a “pen register,”
and that the means for collecting th. category of meta data satisfied the
FISA definition of a “trap and trace device.” See 18 U.S.C. § 3127(3) & (4),

as incorporated in FISA at 50 U.S.C. § 1841(2). 1FS//HESHSH/NF

The Court further found that the government satisfied FISA’s
requirement that the application certify that the information likely to be
obtained is relevant to an ongoing investigation to protect against
international terrorism. The Court concluded that, “under the
circumstances of this case, the applicable relevance standard does not
require a statistical ‘tight fit’ between the volume of proposed collection and

proportion of information that will be directly relevant to
FBI investigations.”243 {F8/4HES//SH/NE-

The Court also agreed with the government’s position that the privacy
interest at stake in the collection of e-mail meta data did not rise to the
“stature protected by the Fourth Amendment,” and that the nature of the
intrusion was mitigated by the restrictions on accessing and disseminating
the information, only a small percentage of which would be seen by any

person. {FS/HHESHSHANF-

In sum, the Court concluded that the use of pen register and trap and
trace devices to collect e-mail meta data would not violate the First
Amendment, stating that

the bulk collection proposed in this case is analogous to
suspicionless searches or seizures that have been upheld under
the Fourth Amendment in that the Government’s need is
compelling and immediate, the intrusion on individual privacy
interests is limited, and bulk collection appears to be a
reasonably effective means of detecting and monitoring

243 The Court cautioned that its ruling with regard to the breadth of the meta data
collection should not be construed as precedent for similar collections of the full content of
communications under the electronic surveillance provisions of FISA. The Court noted
important differences in the two types of collection, including the fact that overbroad
electronic surveillance requires a showing of probable cause to believe the target is an agent
of a foreign power, while the bulk meta data collection under FISA’s pen register and trap
and trace device provisions merely require e overbroad collection is
justified as necessary to discover unknowrMersons The Court also
contrasted the high privacy interests at stake with respect to content communications with
the absence of a privacy interest in meta data. {FS/+SH/NF—
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related operatives and thereby obtaining information
likely to beﬂto ongoing FBI investigations.

—TS/HHCS/ /ST /NE]

However, the Court also was concerned that “the extremely broad
nature of this collection carries with it a heightened risk that collected
information could be subject to various forms of misuse, potentially
involving abridgement of First Amendment rights of innocent persons.” The
Court noted that under 50 U.S.C. § 1842(c)(2), pen register and trap and
trace information about the communications of a U.S. person cannot be
targeted for collection unless it is relevant to an investigation that is not
solely based upon the First Amendment. Therefore, the Court ordered that
the NSA modify its criterion for querying the archived data by inserting the
following underlined language, as shown below:

I i - - <o [
only if NSA concludes, based on the factual and practical
considerations of everyday life on which reasonable and
prudent persons act, there are facts giving rise to a reasonable
articulable suspicion that a particular known e-mail address is
associated with

rovided, however, that an believed to be

used by a U.S. person shall not be regarded as associated with

basis of activities that are protected by the First Amendment to

the Constitution. {FS/AHESH/SH/NF}-

Regarding the storage, accessing, and disseminating of the e-mail
meta data obtained by the NSA, the Court ordered that the NSA must store
the information in a manner that ensures it is not commingled with other
data, and must “generate a log of auditing information for each occasion

when the information is accessed, to include the . . . retrieval request.” The
Court further ordered that the e-mail meta data shall be accessed only
through queries using the contact chaining ' as

described by the NSA in the government’s application. -(41'-‘S7‘+I-I-GS7’7‘S'I7‘7“NF)

The Court noted the “distinctive legal considerations” involved in
implementing the authority the Court was vesting in the NSA. Specifically,
the Court observed that conventional pen register and trap and trace
surveillance required judicial review before any particular e-mail account
could be targeted. However, by granting the government’s application, the
Court noted that the cision to target an e-mail address (sometimes
referred to as a “see ) would be made without judicial review.
Therefore, the Court ordered that the NSA’s Office of General Counsel would
be responsible for training analysts to comply with querying standards and
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other procedures and “to review the legal adequacy for the basis of such

queries, including the First Amendment proviso . . . .” {FS/AHESHSH-ANF—

As suggested by Baker in his#response to Judge
Kollar-Kotelly’s inquiry regarding the useful life of the collected data, the
Court ordered that the e-mail meta data shall be available for 18 months. for
querying. The Court further ordered that after the 18-month period, the
data must be transferred to an “off-line” tape system from which it could

still be accessed for querying upon approval of the NSA officials authorized
to approve queries, and that such meta data must be destroyed 4% years

after initially collected. {FSAAHES/SH-/NF)-

The Court’s Order was set to expire after 90 days. The Court required
that any application to renew or reinstate the authority granted in the Order
must include: a report discussing queries made since the prior application
and the NSA’s application of the requisite legal standard to those queries;
detailed information rcgarding“proposed to be added to the
authority granted under the Order; any changes to the description of the
described in the Order or the nature of the communications

means of collection,
of the pen register and

including to the
trap and trace devices

{FS/AHESH/SHHNE)-

Finally, the Court issued separate orders to
assist the NSA with the installation and use of the pen register and trap and
trace devices and to maintain the secrecy of the NSA’s activiti
orders called “secondary orders,”m

B The NSA was directed to compensate the carriers for all
assistance provided in connection with the PR/TT Order.

{FS//HES//SI//NF)

Baker and other witnesses told us that obtaining the Order was seen
by the Department as a great success, and that there was general
agreement that the government had secured all the authority it sought to
conduct the bulk e-mail meta data collecti

Comey told us that
obtaining the Order from the FISA Court also provided an “air of legitimacy”

to the program.24 {FS/4+STEW//SHCCINF—

244 Comey and others informally referred to the PR/TT Order as “the mother of all

pen registers.” {TS/-/SH/NF—
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President Orders Limited Use_

(TSHSTLW//SH//OC/{NF}

E-mail meta data collection under FISA pen register authority began

when the PR/TT Order took effect on July 14, 2004. As required by the
Order, the data was placed in its own database or “realm.”

tES//STEW/ /81 OS/NF}

We discuss below the President’s directive and the OLC memorandum

that was drafted to analyze its legality. (FS/AASTLWL/SL//OC/NE}

The President’s August 9, 2004, Memorandum to the

1‘
Secretary of Defense {ES5//5H-/NF)-

On August 9, 2004, the same day a routine Presidential Authorization
was issued to continue Stellar Wind, the President sent a separate

memorandum to f the e-mail

meta data collecte The
memorandum directed the Secretary of Defense that, consistent with the

August 9, 2004, Presidential Authorization (and any successor Presidential
Authorizations), the NSA was authorized to

e-mail meta data

when there was a reasonable articulable suspicion that (1) a
and

intelligence information

party to the communication belonged to
(2) the purpose of the search was to

245 The President’s Memorandum provided that the authority to conduct such
searches was to terminate on September 23, 2004, In the September 17, 2004, Presidential

Authorization, this authority was extended until November 18, 2004,
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2. Office of Leial Counsel Determine

(FS/STEW// ST/ OC/NF)-

Jack Goldsmith resigned as Assistant Attorney General for the Office
of Legal Counsel on July 30, 2004. Goldsmith was replaced by Daniel
Levin, who served as the Acting Assistant Attorney General for OLC until
February 2005. (U)

During late 2004, at the request of Comey and Ashcroft, Levin began
work on an OLC memorandum addressing whether it would be lawful for
the NSA to analyze the ¢-mail meta data ;

A A YA A A A A Y VA T

=-mail meta data has since been placed on tape and is being held
by the NSA Office of General Counsel pursuant to a preservation order.

P57 5TEW /51 OE/NF)

247 The final version of the OLC memorandum was signed by Levin on February 4,
2005. Levin told the OIG that a “policy decision” was made to limit ication of the
memorandum to the specific purpose
However, Levin stated that, based on his analysis of the issue, he believed that

(Cont'd.)
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Thus, the President asserted extrajudicial authority to order the
further use of e-mail meta data collected under Stellar Wind for the limited
purpose described in his August 9 memorandum. The FISA Court was
notified of this action, although the government did not seek its permission.

FSHSTEWSHHOENTF)
C. Non-Compliance with PR/TT Order {TS//SH/NF}

As with other orders issued under FISA, the PR/TT Order was
renewed every 90 days. During the early renewals, two major instances of
non-compliance were brought to the FISA Court’s attention. As described
below, these violations of the Order resulted primarily from the NSA senior
officials’ failure to adequately communicate the technical requirements of
the Order to the NSA operators tasked with implementing them, and from
miscommunications among the FISA Court, the Justice Department, and

the NSA concerning certain legal issues. {TS7/St//NF)

1. Filtering Violations (¥S//SH/NF)

On_OIPR filed a Notice of Compliance Incidents with
the FISA Court. In the Notice, Baker stated that the compliance incidents
cited in the Notice “raise compliance issues with about _of the
collection authorized by the Court.”248 The Notice included as an
attachment a letter from NSA General Counsel Robert Deitz to Baker

describing incidents that led to “ orized collection.” Deitz learned of
these incidents o 299 (TS//SHHNFY

N . i be queried for any purpose. Levin told

us that, other than Addington, no one else was pushing to broaden the memorandum'’s
application. {TS//STLW//SI/OCINE-

248 Subsequent filings indicate that_of overall collections under the Order
were affected by the violations. {F5//5H-/ -

249 One tipper that was based on this unauthorized collection was disseminated as
a lead to the FBI but was subsequently retracted. {FS/7SH/NF

(Cont’d.)
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Baker told us that Judge Kollar-Kotelly was “not happy” about the
violation. O the FI i an Order Regarding

(Compliance Order).
The Court wrote that the “NSA violated its own proposed limitations, which

were attested to by its Director and, at the government’s invitation, adopted
as provisions of the orders of this Court.” The Court found that the
violations “resulted from deliberate actions by NSA personnel,” as
distinguished from technical failures. The Court stated it was also troubled
i violations, which extended from July 14 through

and that the Court was reluctant to issue a renewal of

the PR/T1 Urder as to {TS//SH-NF}

t same day, the Court issued an Order to address-
Order R ) i tion for Authorities Involving
, requiring that any application

for renewal or rej rities &
be accompanied by

a sworn declaration by the Secretary of Defense attesting to the state of
compliance with the PR/TT Order and a description of the procedures that
would be used to ensure compliance. {FS/-SHNF)-

On the government moved for an extension of time
(until within which to provide the Secretary of Defense’s

declaration. The motion, which the Court granted, assured the Court that
surveillance had been terminated on

_separate database all meta data obtained through
_ The NSA also represented that it reconstructed its

contact chaining database using only properly obtained meta data and
purged the unauthorized meta data from the system. {FS//SL//NF)

A declaration by NSA Director [Hiden accompanying the

government’s motion stated a total o e-mail addresses were tipped as
leads to the FBI and CIA during the violation period and maiof these

leads may have come from the unauthorized collection. Hayden wrote that







