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10 July 2009

(U) Preface

() Title III of the Foreign Intelligence Surveillance
Act Amendments Act of 2008 required the Inspectors General
(IGs) of the elements of the Intelligence Community that
participated in the President’s Surveillance Program (PSP) to
conduct a comprehensive review of the Program. The IGs of
the Department of Justice (Dod), the Department of Defense
(DoD), the Central Intelligence Agency (CIA), the National
Security Agency (NSA), and the 0Office of the Director of
National Intelligence (ODNI) participated in the review
required under the Act. The Act required the IGs to submit a
comprehensive report on the review to the Senate Select
Committee on Intelligence, the Senate Committee on the
Judiciary, the House Permanent Select Committee on
Intelligence, and the House Committee on the Judiciary.

(U) Because many aspects of the PSP remain classified,
and in order to provide the Congressional committees the
complete results of our review, we have prepared this
clasgified report on the PSP. The report is in three
volumes:

& Volume I summarizes the collective results of the

IGs' review.

© Volume II contains the individual reports prepared

and issued by the DoD, CIA, NSA, and ODNI IGs.

© Volume III contains the report prepared and issued

by the DoJ IG.

(U} The unclassified report on the PSP required by
Title III has been provided to the Congressional committees
in a separately bound volume.

Unclassified When Separated
From Attachment
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(U) The President's Surveillance Prograrin

(U) INTRODUCTION

SHHOCINEY. Inlcsponse to the terrorist attacks of 11 September 2001, on

4 Octobel 2001 Pwmdent George W. Bush issued a Top Secret authotization to the
Secretary of Defense directing that the signals.intelligenice (SIGINT) capabilities of the
National Secuuty Agency (NSA) be used to detect-and preverit further attacks in the
United States, The PrcSIdentLal Authorization stated that an extraordinary emergency
existed perniitting the use of electronic surveillance within the.United States for
countérterrorism purposes, withotita court otder, under certain circumstances, For more
than five years, the Presidential Authorization was renewed at 30- to 60-day intervals to
authorize the highly classified NSA surveillance program, which is referred to throughout
this report as the President's Surveillance Program (PSP),!

~(FSHSHOEATEY Under the Presidential Authorizations, the NSA- intercepted the
conterit of international felephons and hiternet communications-of botli U.S, and non-U.S.
persons, Inaddition, the NSA collécted telephone and Internet metadata—
commumcatwus s1gna1mg 111fm'mat10n showing contacts between and among ‘Lelephone

witlt other members of the Intellig ,nce Cormnumty (IC), to
crenerate mtelhgence Leports Thesc reports were sent to the Federal Bureau of
Investigation (FBI), the Central Intelligence Agency (CIA) and other intelligénce
organizations.

(U) The scope of collection permitted under the Presideritial Authorizations varied
over time, In stages between July 2004 and January. 2007, NSA ceased PSP collection
activities under Presidential authorization and resurmed them wnder four separate couit
orders issued in accordance with the Foreign Intelligence Surveillance Act of 1978 as

amended (FISA).2

(U) Scope of the Review

(U) Title ITI of the Foreign Intelligence Surveillance Act Amendments Act of 2008
(FISA Amendments Act)—signed into law on 10 July 2008—vequired the inspectors

1{5{A¥- The cover term NSA uses to protectthe President's Surveillance Program is STELLARWIND.
2{U). Unless otherwise indicated, reférences to FISA in this report are ta the statute as it existed prior to being
amended in 2008,




general of the elements of the IC that participated in the PSP to conduct a comprehensive
review of the program.3 The Act required that the review examine:

(A) all of the facts necessary to-deseribe the establishment,
implementation, product,.and use of the product of the Program;

(B) :access to. legal reviews of the Program and access to information
-abotit the Program; \

(C) communications with, and participation of, individuals and entities
in the private sector related to the Program; i

D) inte1'action with the Foreign Intelligence Sufvei]lanceCourt and
transition to court orders related to the Program; and

(E) any other matters identified by any such Inspector General that
would enable that Inspector General to complete a review of the
Program, with respect to such Department or element..

(U) The Inspectors General (IGs) of the Department of Defense (DoD), the Department
of Justice (DoY), the CIA, the NSA, and the Office of the Director of National Infelligerice
(ODNI) conducted the review required under the Act. This repott surhmarizes the collective
results of the IGs' review. Conclusions and recommendations in this repott that are attributed
to-aparticular IG should be understood to represent that IG's opinion. Individual reports
detail the results of each IG's review and are annexes to this report. All of the reports have
been classified in accordance with the program's classification guide, which was revised
during our review and re-issued on 21 January 2009, '

(U) Title I of the FISA Amendments Act also required that the report of any
investigation of matters relating to the PSP conducted by the DoJ, Office of Professional
Responsibility (OPR) be provided to the DoJ IG, and that the findings and conelusions-of

such. investigation be included in the DoJ I1G's-review. OPR intends to review whetherany

standards of professional condnet were violated in the preparation of the first series of legal
memorandums suppotting the PSP. OPR has not yet completed its review or provided its
findings and conclusions to the Dol IG.

(U) Methodology

(U) During the course of this review, the participating IGs conducted approximately
200 interviews. Among the individuals we interviewed were: former White Hounse Counsel
and Attorney General Alberto R. Gonzales; former Deputy Attorney General
James B. Comey; FBI Director Robert S. Mueller, III; former Secretary of Defense

3 (Uy The President’s Surveillance Program is defined in the Act as the intelligence activily involving
communications that was authorized by the President during the period beginning on 11 September 2001 and
ending-on 17 January 2007, including the program referred to by the President in a radio address on

17 December 2005 (commonly known as the Terrorist Surveillance Program).




Donald H, Rurhsfeld; formet NSA Director, Principal Deputy Director of National
Intelligence, and CIA Director Michael V. Hayden; former Director of Central Intelligencs
(DCI) and CIA Director Porter J, Goss; NSA Director Lieutenant General

Keith B. Alexander; former Directors ot National Intelligence J ohn D./Negropente and

J. M. McConnell . and former National Counterterrorism Center (NCTC) Director

Johi1 O, Brennan. Certain other persons who had significant inyolvenient in the PSP either
declitied or did not respond to our requests for an interview, including former Deputy
Secretary of Defense Paul D. Wolfowitz; former Chief of Staffto President Bush

Andrew H. Card; David S. Addington, former Counsel to Vice President Richard B. Cheney;
former Attorney General John D. Asheroft; former Deputy Assistarit Attorney General

John Yoo; and former DCI George J. Tenet,

NEY- We interviewed former NSA; ‘ Well as leadersmp L

seriior FBI Counterterrorism Division officials; FB.
and intelligence analysts; setiior officials from DoJ's Criminal and National Security
Divisions; and current and former senior NCTC officials. We also interviewed DoJ officials
and office of general counsel officials from the participating organizations who were
involved in legal reviews of the PSP and/or had access to the memorandums supporting the

legahty of the PSP.

~(S/A¥)- We examined thousands of electronic and hardcopy documents, including the
Presidential Authorizations, terrorist threat assessments, legal memorandiims, applicable
regulations and policies, briefings, reports, correspondence, and notes. We obtained access
to-an FBI database of PSP-derived leads that had been disseminated to FBI field offices.
We used the database to confirm information obtained through interviews and to assist in our
analysis of FBI investigations that utilized PSP information, We evaluated the justifications
included in the requests for information (RFIs) submitted by the CIA to the NSA to
determine whether they were in accordauce with program guidelines. Reports of prior
reviews. and investigations of the PSP conducted by the NSA IG were also utilized in our

bl,
b3,
b7E




(U) INCEPTION OF THE PRESIDENT'S
‘SURVENLANGE PROGRAN

(U} Mational Security Agency Counterterrorism
Effarts Prior to 11 Sepiember 2001

For more than a decade before the terrorist attacks of 11 September 2001,
NSA was ﬂpplymg its SIGINT capabilities against terrorist targets inresponse to IC
requigements! The NSA, SID, Counterterrorism: (CT) Product Line led these efforts. NSA
was auihorized by Executive Order (B.0.) 12333, United States Intelligence Activities,
4 December 1981, as amended, to collect, process, and disseminate SIGINT iriformation
for foreign mte]hgence and counterintelligence purposes in aceordance with DCI guidance
and to support the conduct ol mililary operations under the guidance of the Secretary of
Defense. Itis the policy of U.S. Government entities that conduct SIGINT activities that
they will collect, vetain, and disseminate only foreign communications. In September
2001, NSA’s compliance procedures defined foreign communications-as communications
havmg af least one communicant-outside the United States, communications entirely
among foreign powers, or communications between a foreign power and officers or
employees.of a foreign power. All other communications were considered domestic
-communications. NSA was not authorized under E.O. 12333 to collect communications
from a wite in the United Stafes without a court order unless the communications
originated and terminated outside the United States or met applicable exceptions to the
requiremert of a court order under FISA.

(U) FISA, S0U.S:C. § 1801, et seq,, was enacted in 1978 o "provide legislative
authorization and regufation for all electronic surveillance conducted within the United
States for foreign intelligence purposes.” FISA authorizes the Federal Government to
engage in electronic surveillance and physical searchés; to use pen register and trap and
trace devices, and to obtain business records to acquire foreign intelligence information by
targeting foreign powers and agents of foreign powers inside the United States.* Asa
general rule; the FISC must ﬁrst approve an application for a warrant before the
government may initiate elecironic surveillance.

~(SHSHAMY Prior to the PSP, NSA authority to intercept foreign communicafions:
included the Director, NSA’s authority to approve the targeting of communications with
one communicant within the United States if technical devices could be employed to limit
collection to
United State

4 (U) Theterm "pen register” is defined in 18 U.S.C. § 3127 as a device or process which records or decodes
dialing, routing, addrassing, or signaling information transmitted by ap instrument or facility from which a wire or
electronic c:ommumcatmn is transmitted, provided, however, that such information shall not include the contents
of any rommunication. The term "trap and trace device” is defined in 18 U.S.C. § 3127 as a devics or process
which captures the incoming electronic or other impulses which identify- the-originating number or other dialing,
routing, addressing, and signaling information reasonably likely to identify the source of 2 wire or electronic
communication, provided, however that such information shall not inchide the contents of any communication.




; . . . Tftechnical devices could not be used to Limit
collectlon the collecuon 1equned approval by the Attomey General. The Director, NSA

could exercise. this. authority, except when the colléction was otlierwise regulated, for
cxample, under FISA for commumcatlons collected from a wire in the United States.

(U) NSA Initially Used Existing Authorities to
Enhance Signals Intelligence (SIGINT) Collection
After the September 2001 Terrorist Attacks ;

- ThlS Was an aggxesswe use of authonty ccause 0

September 2001 appro morandum stated that te purpose OLthe e
tarvetmg was to facilitate “dialing analysis/contact chaining,”s NSA Office of General
Counsel (OGC) personnel concurred with the proposed activity, but provided a
handwuritten note to Hayden stating that chaining was permitted only on foreign numbers
and no U.S. number could be chained without a court order Collecuon of the content

curmnentation indicates that NSA OGC and SID personncl unde1stood that I—Iayden also
lnd approved content collection and analysis, NSA OGC personnel told us that Hayden’s.
action was a lawful exercise of his authority under B.O. 12333. In addition, according to
NSA’s Deputy General Counsel, Hayden had decided b 26 Se“tember 2001 thatffHy

_ , would be presumed to be of fore gn nﬁelhcenae value and could be provided
'to the FBL. Hayden told us that his actions were a tactmal decision” and that he was
operating in a unique environment because it was widely believed that mere terrorist
attacks on U,S. soil were imminent.

€SAEY In late September, Hayden informed Tenet that he had expanded SIGINT
operations under E.O. 12333 authority. According to Hayden, Tenet later said that he had
explained the NSA's expanded SIGINT operations to Vice President Cheney during a
meeting at the White House. On 2 October 2001, Hayden briefed the House Permanent
Select Committee on Intelligence on his decision to expand operations under E.O. 12333
and informed members of the Senate Select Cominittee on Intelligence by telephone.

£



{U). NSA Explored Options to Improve
SIGINT Collection and Address
Intelligence Gaps on Terrorist Targets

~{8/A4) Hayden did not attend the meeting at the White House at which Tenet.

explained the NSA's expanded SIGINT operations to the Vice President. According to

Hayden, Tenet told him that during the meeting the Vice President asked if the IC was:
doing everything possible to prevent another attack. The Vice President specifically asked
Tenet if NSA could do more. Tenet then discussed the matter with Hayden Hayden told
Tenetthat nothing more could be done within existing authorities. Ina follow-up-
telephone conversation, Tenet asked Hayden what the NSA could do if it was provided
additional authorities. ‘To formulate a response, Hayden met with NSA personnel, who
wete already working to fill intelligence gaps, to identily additional authorities to support
SIGINT colléction activities that would be operationally useful and technically fcasﬂale, In
pafuculeu diseussioris focused on how NSA might bridge the “international gap,” i.e.,
collection of international communications in which one comniunicant was within the

United States.

(U) Inthe days immediately after 11 September 2001, the House Permanent Select
Committee on Intelligence asked NSA for technical assistance in drafting a proposal to
amend FISA to give the President anthority to conduct electronic surveillance without.a
court order to obtain foreign intelligence information. On 20:September2001, the NSA
General Counsel wrote to White House Counsel Gonzales asking if the proposed
amendment to FISA had merit. We found no record of a response to the NSA General
Counsel's writing and cotrld not detérmine why the proposal to amend FISA was not
pursued at that time.

(U) Hayden said that, in his professional judgment, NSA could not address the
1ntelhgencc gap using FISA. The process for obtaining FISC orders was slow; it involved
extensive coordination and separate legal and pohcy reviews by several agencies,
Although FISA's emergenocy authorization provision permitted 72 hours of surveillance
before obtaining a court order, it did not allow the government to underfake surveillance
immediately, Rather, the Attomev General had to ensure that eme ency surveillance




(U) Impediments to SIGINT Collection
‘Against Terrorist Targets Were Discussad
‘With the Whnte House

—S/ANE)Hayden recalled that, after consultmt7 with NSA. personnel, he-discussed with
the White House how FISA constrained NSA: collection of communications carried on a
wire in the United States. Hayden explained that NSA cguld not collect from a wire in the
United States, without a court order, content or metadata from communications that
originated and/or terminated in the United States. Hayden also said that communications
nietadata do not have the same level of constitutional protection as the content of
commications and that accéss to metadata concerning commumications lmvmg one end
in the United States would significanily enhance NSA’s analytic capabﬂltles Uayden
suggested that the ablhty to collect communications that originated or terminated in the
United States without a court order would increase NSA’s speed and agility. Aftertwo
additional meetings with Vice President Cheney to discuss further how NSA collection
capabilitics could be expanded along the lines described at the White House meeting, the
Vice President told Hayden to work out a solution with Counsel to the Vice President
David Addington.

(U) Authorization of the
President's Surveillance Program

According to Hayden, Addington drafted the first Presidential
Authoruallon of the PSP. Hayden characterized himself as the “subject matter expert,’
and he said that no other NSA personnel, including the General Counsel, participated in
dmftmg the authorization. Hayden also said that DoJ personnel had not been involved in
his diseussions with Addington concering Presidential authorization ofthe PSP. The PSP
camie into existence on 4 October 2001, when President Bush signed the Presidential
Authorization drafied by Addington. The authorization was entitled: Presidential
Authorization for Specified Electronic Surveillance Activities during a Limited Period to
Detectand Prevent Acts of Terrorism within the United States. Between 4 October 2001
and § December 2006, President Bush signed 43 authorizations, exclusive of modifications
and other program-related memoranda to the Secretary of Defense.

(U) SIGINT Activities Authorized Under the Program

—CESHSTEW/STHOEAN) The 4 October 2001 Presidential Authorization directed the

Secretary of Defense to "use the capabilities of the Department of Defense, including but
not ljmited to the signals intelligence capabilities of the National Security Agency, to
collect foreign intelligence by electronic surveillance," provided the surveillance was

intended to;




rcommmumtmn can 1ed mto or out of the Umted n cab e}
g - b)(ﬂ (b)(3)

“COMMUNICALIoN 1S & g up engaged inmternational terrorism, or:
activities in preparation therefor, oran agent of such a group; or

(b) acquire, with respect to a communication, header/router/addressing-
{type information, including telecommunications dialing-type data, but
not the contents of the communication, when (i) at least one party to
sucli communication is outside the United States or (ii) no party to such
commutication is known to bé a citizen of the United States,

any commumcatmn mciudmur 1hose to, irom,or exchmve y within the:United States,
wherg probable cause eXlSted to believe one of the communicants was engaged in
international terrorism, The authorization also allowed the NSA to acquire felephony and
Internet metadata where one end of the communication was outside the United States-or
neither communicant was known to be-a U.S. citizen. For telephone calls, metadata

generally referred to ““dialing-type information” (the originating and terminating telephone

twimbers, and the date, tine, and duration of the call), but not the content of the call. For

—QS#SM%@WQ% The Secretmy of Defense duected NSA in Wntlng, on

lorization to conduct specified electronic surveillance on
& |international terrorism.¢ Because the surveillance was
conducted in the Umted States included EIGIREIENE 1 .y munications into or out of the
United States, and a subset of these communications was to or from persons in the United
States, the surveillance otherwise would have required a FISC order. NSA was also
allowed to retain, process, analyze, and disseminate intelligence ffom comnimnications
acquired under the Presidential Authorization.

~FSHSTEWHSIHOCANE) In addition to allowing the interception of the content of

communications into or out of the United States, paragraph (a)(ii) of the first Presidential
Authorization allowed NSA to intercept the content of purely domestic communications.

Flayden told us he did not realize this until Addington specifically raised the subject during

5’(57‘7’2‘5‘) Althoucrh the authorization “was not limited to the signals intelligence capabilities of the National
Security Agency;” DoD's operational involvement in the PSP was limited to activities undertaken by} NSA.




ameeling to discuss renewing the authorization. According to II'tyden, he told Addington
that NSA would not collect domestic communieations because NSA is.a foreign
intelligenice agency, its infrastructure did not support domesuc collection, and he would
require such-a high evidentiary standard to justify mterceptmg purely domestic
communication that such cases miglit just as well go to-the FISC.

(U) Content of thé Presidential Authorizations
and Department-of Jusiice Ceriification
as to-Form and Legahty

~(S/NIF) Each of the Presidential Authomzatlous included a finding to the effect that
terrorist groups of global reach possessed the intent and capability to attack the United
States, that an exiv 1ord1mry emergency continued to cxist, and that these circumstances
constifuted an urgent and compelling governmental interest permitting electronic
surveillance within the United States for counterterrorism purposes, without judicial
wartants. or court orders, The primary authiorities eited for the legality of the electronic
surveillance and related activities were Article II of the Constitution and the
18 September 2001 Authorization for Use of Military Force Joint Resolution (AUMEF).
The authorizations fiuther provided that any limitation in B.O. 12333 or any other
Presidential divective inconsistent with the Presidential Authorizations shall not apply, to
the extent of the inconsistency, to the electronic surveillance authorized under the PSP,
Each authorization also included the President's determination that, ta assist in preservmg
the secrecy necessary to "detect and prevent acts of teirorism against the United States,"
the Secretary of Defense was to defer notification of the authorizations and the activities
carried out pursuant to them fo persons outside the Executive Branch. The President also
noted his intention to inform appropriate members of the Senate and the House of
Representatives of the program "as soon as I judge that it can be done consistently with

natioial defense needs.”

(54 Ashcroft certified the first Presidential Autherization as to "form and
legality" on 4 October 2001. According to NSA records, this was the same day that
Asheroft was read into the PSP. There was no legal requirement that the Presidential
Authorizations of the PSP be certified by the Attorney General or other DoJ officials,
Former senior DoJ official Patrick F. Philbin told us he thought one purpose of the

the DoJ certifications served as official confirmation that DoJ had determined that the
activities carried out under the program were lawful,

€5#Fy Gonzales told us that approval of the program as to form and legality was not
required ag a matter of law, but he believed that it "added value" to the Presidential
Anthorization for three reasons. First, NSA was being asked to do something it had not
done before, and it was important to assure the NSA that the Attorney General had

B/ I G L T ) g 3 =S/
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o i Thxrd;,fot "purcly politic: conmdmatlons "the At”comey General's appmval of
thc pr oglam woulld have value "prospectively” in the event of Congressional or inspector
general reviews of the prograri.

(U) The Presidential Authorizations were issued at intervals of approximately 30'to
60 days. Bradbmy said that the main reason for periodically reauthorizing the program.
was to ensuue that the Presidential Authorizations were reviewsd ﬁequently to assess the
program's value and effectiveness. As the period for each Presidential Authorization diew
to a close, the DCI prepared a threat assessment memorariduri for the Président describing
the current state of potential terrorist threats to the United States.

(U) The Threat Assessment Memorandums
Supporting Presidential Authorization of the Program

{S#?&FE} From October 2001 to May 2003, the CIA prepared the threat assessment
nietnoranduitis that supported Presidential authorization and petiodic reauthorization of fhe
PSP. The memorandums documented the cuvrent threat to the U.S. homeland and to U.S.
interests abroad fiom al-Qa’ida and affiliated terrorist organizations, The first threat
assessment memorandum—The Continuing Near-Tevm Threat from. Usaina Bin Ladin-
was SIgned by the DCT on 4 October 2001.7 Subsequent threat assessment memomndurnq
were prepared every 30 to 60 days. to correspond with the President's reauthorizations.

{S#.NF} The DCI Chief of Staff John H. Moseman, was the CIA focal point for
According to Moseman, he directed the

to prepare objective appraisals of the

edts to the homeland, and to document
those app1alsals ina mcmorandum analysts drew upon all sources of intelligence in
preparing their threat assessments. Each of the memorandums focused primarily on the
current threat situation and did not-routinely provide information concerning previously
reported threats or an assessment of the PSP's utility in addressing previously reported
threats,

~SHNEY After - completed its portion of the memorandums, Moseman added a
paragraph at the end of the memorandums stating that the individuals and organizations
involved in global terrorism (and discussed in the memorandums) possessed the capability
and intention to undertake further terrorist attacks within the United States. Moseman
recalled that the paragraph was provided to him initially by either Gonzales or Addington.
The paragraph recommended that the President authorize the Secretary of Defense to
employ within the United States the capabilities of DoD, including but not limited to
NSA’s SIGINT capabilities, to collect foreign intelligence by electtonic surveillance. The
paragraph described the types of commiunication and data that would be collected and the

7' (U) Thetitle of the threat assessment memorandums was changed to. The Global War Against Terrorism in
June 2002.




circumstances under which they could be collected. The drafi threat assessment

randums were reviewed by CIA Office of General Counsel attorrieys assigned to

and CIA Acting General Counsel (Principal Deputy General Counsel); John A. Rizzo.
Rizzo told us that the draft memorandums. were gencrally sufficient, but there were
occasions when, based-on his-experience with previous memorandums; lie thought that
d1aPc memmandmns contained insufficient threat information or did not present a

- COX g case for reaunthorization of the PSP. In such instances, Rizzo would request
that provide additional available threat information or make revisions to the draft
memorandums.

~{(S4NE) The threat assessment memorandunis weie then signed by the DCI and
forwarded to the Secretary of Defense to be co-signed. Tenet signed most of the threat
memorandums prepared during his tenure as DCI. There were no occasions when the DCI
or.Acting DCIL withiheld their signature from the threat assessment memorandums, The
threat assessnient memorandums were reviewed by Dol's OLC to assess whether there was
"a sufficient factual basis demonstrating a threat of terrorist attacks in the United States for
it ta continue to be reasonable under the standards. of the Fourth Amendment for the
President {o [contimie] to-authorize the warraritless searches involved” in the program.
OLC then advised the Attorney General whether the constitutional standard of
reasonableness had been met and whether the Presidential Authorization could be certified
as-to form and-legality. After review and approval as to form and legality by the Attorney
General, the threat assessment. memorandums were deliversd to the White House to be
attached to thie PSP reauthorization memorandums signed by the President.

—{5/A1 Responsibility for drafting the threat assessment memorandums was
transferred from to the newly-establislied Terrorist Threal Integration Center in May
2003, This responsibility was retained by TTIC's successor organization, NCTC. The
DCI continued to sign the threat assessment memorandums through 15 April 2005,
Subsequent memorandums were signed by the Director of National Intelligence or his
designee.

{U) Early Revisions to the Presidential Authorizations

' On 2 November 2001, with the first authorization set to
expire, President Bush signed a second Presidential Authorization of the PSP, The second
authorization cited the same authorities in support of the President's actions, principally the
Article II Commander-in-Chief powers and the AUMF. The second authorization also
cited the same findings of a threat assessment concerning the magnitude of potential
terrorist threats and the likelihood of their occurrence in the future. However, the scope of
authorized content collection and metadata acquisition was redefined in the second
Presidential Authorization.

—(TSH/STEW/SH/OCANE) The language of the second Presidential Authorization
changed in three respects the scope of collection and acquisition authorized under the PSP,
First, the "probable cause to believe” standard for the collection of Internet
communications and telephone content was replaced with "based on the factual and




pfao_tical considerations of everyday life on which reasonable and prudent persons act,
there are reasonable grounds to believe . . .." Dol, Counsel for Intelligence Policy;,
James A. Baker told us this change was made by Addi'ngton because he believed the terms

"probable cause” were "too ﬁelcrhted" with usage in judicial opinions, Bakeralso saidhe
believed the change to more colloquial language was made because the standard was to be

applied by non-lawyers at the NSA. Secend, the newly defined standard was to be applied
to fhie belief that the communication "originated or terminated outside fhe United

States . . ! The new langnage therefore eliminated the authority that existed in the first
authouzatton to intercept the content of purely domestic communications.

: ) The third change in the:scope of PSP collection and
acquluon contained in the second Presidential Authotization was the inchision.of an
additional (third) category of Internet and telephony metadata that could be acquired:

(ii1) based on the factual and practical considerations of everyday life on
which reasonable and prudent persons act, there are specific and
articiilable facts giving reason to believe that such communication velates
to International terrorism, or activifies in preparation therefor.

This language represented an expansion of collection authority to include metadata
pertaining to certain communications even yhen both parties were U.8. persons, as long as
there were facts giving reason to believe that the communication was related to
international terforism.

%) On 30 November 2001, the President signed a third

9 January 2002 concerning scope of authorized collection and acquisition became tlie
2, - | i 5 P :i & ] R b i ) ] . &

(U) DoJ Office of Legzl Counsel Memorandums
Supporting Legality of the Program

—(SHA) OLC Deputy Assistant Attorney General John Yoo was responsible for
drafting the first series of legal memorandums supporting the PSP. Yoo was the only OLC
official yead into the PSP from the program's inception until he left DoJ in May 2003,




Duri’ng Yoo’s tenure at DoJ, he-was one of only three Dol officials read into the PSP. The
othet two were Ashcroft and Baker, OLC Assistant Attorney General Jay S. Bybee, Yoo’s.
direct supervisor, was never read into the program.

{(SEEY Before the President authorized the PSP on 4 October 2001, Yoo had
prepared a memorandum evaluating the legality of a hypothetical electronic surveillance
program within the United States to monitor commutiications of potential terrorists. His
meriorandum, dated 17 September 2001, was addressed fo:fDepu‘ty'Wﬁte Houst Couusel
Tima anioan and was entifled Constitutional Standards on Random Electronic !




'fS#NF-)- The first OLC memo ndum explicitly addressing the legality of PSP was
not drafted until after the program had been formally authorized by the Presiderit and after
Asheroft had certified the program as to form and legality. The first OLC opinion directly
supportmg the legality of the PSP was dated 2 November 2001, and was drafted by Yoo.
Yoo acknowledged at the outset of his 2 November memorandum that "[blecause of the
hwhly sensitive nature of this subject and the time pressures involved, this memorandiim
has no undergone the usual editing and review process for opinions that issue from our

~5#A¥E) Yoo-acknowledged in his 2 Noverber 2001 meinor andum that the first
Presidential Authorization was "in tension with FISA." Yoo stated that FISA "purports to
be the exclusive statutory means for conducting electronic surveillance for foreign
intelligence.” But Yoo then opined that "[sJuch a reading of FISA would be an
uticonstitutional infiingement on the President's Article II authorities.” Citing advice of
OLC and Dol's position as presented to Congress during passage of the USA PATRIOT
Act several weeks earlier, Yoo characterized FISA as merely providing a "safe harbor for
electronic surveillance," adding that it "cannot restrict the President's ability to engage in
warrantless searches that protect the national security.”

~£5A/NEY- Regarding whether the activities conducted under the PSP could be
conducted under FISA, Yoo described the same potential impediments that he had cited in
his 4 Qctober memorandum. Noting that the Presidential Authorization could be viewed as
a violation of FISA's civil and criminal sanctions in 50 U.S.C. §§ 1809-10, Yoo opined that
in this regard FISA represented an unconstitutional infringement on the President's
Article Il powers. According to Yoo, the ultimate test of whether the government may
engage in warrantless electronic surveillance activities is whether such conduct is

‘consistent with the Fourth Amendment, not whether it meets the standards of FISA.
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,under the doctrine of constitutional avmanc would feqitire res lvmg theissueina

“thot it sought :
national security: area—which it Tas not—-—then the statute must be constrized to avoid such

—fS#i‘Q'P} Yoo wrote that reading FISA to restrict the President’s inherent anthori ity to
conduct foreign. intelligence surveillanice would raise grave constitutional questlons which,

that reserves the Presldeut’ (b) () ] e
'  “[Ulnless Congress made a clear statement n

fity to conduct warrantless searches in the

areading.” ‘
{ESHSUNEY Yao's 2 November 2001 mémorandum dismissed Fourth Amendment
coricetns to the extent that the authorized collection invelved non-U.S. persons outside the
United States. Regarding those aspects of the program that involved interception of the
mtematlonal communications of U.S. persors within the United States, Yoo asscried that
Fourth. Amendment jurisprudence allowed for sear ches of persons crossing U.S.
iriternational borders and that mterceptmns of ¢ornmunications itito or out of the United
States fell within the "border crossing exception,” Yoo further opined that electronic
surveillance in "diect support of nnhtary operatmns’ ' did not trigger constitutional
protection against illegal searches and seizures, in part because the.Fourth Amendment is
primarily aimed at curbing law enforcement abuses. Fmally, Yoo wrote that the electronic
surveﬂlance descubed in the Premdentml Authouzattons was 1easonable" under the




~In'October 2002, at Ashcroft’s 1equest Yoo d1aftcd auother Opnuon
), The memo du 1, ; the same basic

(U) IMPLEMENTATION OF THE
PRESIDENT’'S SURVEILLANCE PROGRAW

(U) NSA lmplementation




b7D,
b7E
b1,
b3,
b7E
T

-
o o




b1, b3,
b7E

LFSHSHINE)-Telephone and Internet

Communications Content Collection and Analysis

- {F5/SHA¥) Content collection and analysis under the PSP was conducted in the
same manner as collection and analysis condusted previously by the NSA under
]3 0. 12333 authonty NSA management applied standard minimization and specially
designed procedures to.task domestic selectors such as telephone numbers and e-mail
addresses. Selectors had to meet two criteria before being tasked under the PSP: the
purpose of the collection had to be to prevent and detect terrorist attacks in the United

~(FSHSHAEE-NSA collection managers were responsible for ensuring that telephony
and Internet communications selectors were appropriately added or removed from
collection. Content collection for domestic selectors was sometimes approved for specific




tiﬁlé periods.. Data collected under the PSP were stored in compartmented NSA databases,
ani aceess to the databases was strictly controlled.

—(‘TS#S-ES‘GGQ&“‘} The majority of targets for content collection under the PSP were
foreign telephone numbers and Internet communicationg addresses, 1 2008, NSA reported
that foreign telephone nitmbers-and in excess o foreign Intemet
communications addresses had been targeted from October. 2001 through December 2006.
NSA reported in 2008 tha domestic telephone munmibeérs andf ] domestic Internet
cotmmunications addresses were targeted for PSP content colléction from October 2001 to
January'2007. Although targeted domestic telephone numbers and Intemet
communications addresses were located in the United States, they were not necessarily
used by U.S. citizens. '

~(S/E). PSP program officials told us thatthe NSA: did not seek to collect domestic
communications under the PSP. However, NSA managers sa1d that there are no.readily
available technical means withinthef 8 | to guaraiitee that no
domestic calls will be collected. Issues of this kmd mevxlably arise from time to time in
other SIGINT operations, and are not tnique to the PSP. Over the life of the program, the
NSA reportedf Hincidents of unintentional collection of domestic communications or
non-targeted communications. In such cases, the NSA IG determined that personnel
followed established procedures in reporting the incidents, adjusting collection, and
purging unauthorized collection records from NSA databases.

~CESHSUMEY. NSA analysis of content collected under the PSP involved the same
practices and techniques used in analyzing information from other SIGINT operations.
Telephone content was made available to NSA analysts through a voice processing system;
Internet communications content was available from the database in ‘which it was stored.
Analysis involved more than listening fo, or reading the content of, a communication and
transcribing and disseminating a transcript. Analysis also involved coordinating and
collaborating with other IC analysts, applying previous knowledge of the target, and
integrating other relevant intelligence,
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