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—{SiiNF) Several Factors Hindered CIA
Utilization of the President’s Surveillance Program

+S/HNE) Several factors hindered the CIA in making full use of the capabilities of
the PSP. Maity CIA officials told us that too few CIA personnel at the working level
were read into the PSP, At the program's inception, a disproportionate number of the

32



officers who were read into the PSP had too many competing:
other information:sources and analytic tools available to the:

[officials:also told us that much of the PSP reporting was vague or
withont context, which led.analysts and targeting officers to rely more heavily on other
information sources and analytic tools, which were more easily aceessed and timely
than the PSP.

{SUNEY CIA officers also told us that the PSP would have been more fully
utilized if analysts and targeting officers had obtained a better understanding of the
program's capabilities. There wasno formal training on the use of the PSP beyond the
initial read in to'the program. Many CIA officers we interviewed said that the
riction trovided in the read-in briefing was.not sufficient and that they were

-

~S#A¥E). The factors that hindered the CIA in making full use of the PSP might
have been mitigated if the CIA had designated an individual at an appropriate level of
managerial authority, who possessed knowledge of both the PSP and CIA
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(U) ‘CIA Had Limited Accsss.
to Legal Reviews of the
President's Surveillance Program

/ NFY There is no indication that persorinel from the CIA
C)fﬁce of General Counsel or other CTA components were involved in preparing the
legal memorandums supporting the PSP that were produced by the Department of
Tistice, Office of Legal Counsel (OLC). At the time of the: initial authorization of the
PSP (4 Octaber 2001), Robert M. McNamara, Jr. was: the CIA General Counsel. There:
is 1io record that McNamara was ever readinto PSP, and he retired from the CIA oni

15 November 2001. Acting General Counsel John Rizzo was read into the program on
21 December 2001, but, at that time, he was not provided access to the OLC legal
opinions: Rizzo told us that by workmg through Addmgton, with whom Rizzo was.
acquainted, he eventually was allowed to read the OLC legal memorandums at
Addington's-office in July 2004,

Scott W. Muiller becaime the CIA General Counsel on

24 October 2002 Although NSA records do not indicate that Muller was read into
PSP, during our interview with Muiller, he acknowledged having been read into the
program and having read the OLC legal memorandums.supporting the prograny. After
Jack L. Goldsmith became the Assistant Attorney General for the Office 6f Legal
Couinsel in October 2003, the OLC undertook a reassessment of the legal rationale for
the PSP Mullel recounted dlscussmns with Deputy Attomey General James B Corey

managers we ‘interviewed said that although theywere conemed that the PSP ope1 ate
within legal authorities, they belieyed that it was important to continue CIA




: p,art;ic_j:ipation‘]i‘n the program because CIA analysts and targeters had told them that the.
program was a useful counterterrorism tool.

-{SHNF) CIA Officials Sought to
Delay Exposure of the President's
Surveillance Program by the New York Times

~(S/NE) In October 2004, James Risen, a reporter for The New York Times,
contacted the CIA Office of Public Affairs seeking an interview with DCI Goss
conéeming an article the newspaper was planning on the PSP, Senior officials from
the CIA, NSA, Office of the Vice President, and the Office of the Secretary of Defense
et to- discuiss a response. On 20 October 2004, DDCI McLaughlin-and DCI Chief of
Staff Moseman met with the Washington, DC editor. of The New York Times, Philip
Teubman, and Risen. According to a memorandum for the record prepared by
Moseman, McLaughlin did not provide any details regarding the PSP or comment on.
the legal basis for the prograin, but he stressed that publication of the article would
ex;poSe’, and po ntially compromise, effective ‘»counterterrorism tools.

Risen agreed to hold the article and publish it only when it became apparent that other
news organizations were preparing their own stories on the PSP. On 16 December
2005, The New York Times published its first article on the PSP: "Bush Lets U.S. Spy
ori Callers Without Courts.” On 17 December 2005, President Bush publicly
confirmed in a radio address the existence of the disclosed portion of the PSP.
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Exhibit A

(U) Wethodology

 (U/FEBO) During our review, we conducted 50 interviews of current and former
CTA personnel who had been involved with the President’s Surveillance Program
(PSP). Among the senior CIA officials we interviewed were former Director of the
National Security Agency (NSA) and former Director of the CIA (DCIA)
Michael V. Hayden, former Director of Central Intelligence (DCI) and former DCIA
Porter J. Goss, and former Acting DCI John E. MeLaughlin. We contacted former DCI
George . Tenet for an 'interv,iew; Tenet suggested that we first }inte_ryiew his former
Chief of Staff, Tohn H. Mosetman, and then contact him if we still had a need to
interview himn. Following:our interview with Moseman, we contacted Tenet’s office
several times to request an interview, but he did not return our telephone calls.

37



from Michas]

g
3
:
=8
w L
=N

n preparation of the final report.

Their comments were considered

6o
=



Exhibit B

(8) Threat Assessment Memorandum Concluding Paragraph

[Excerpt from the Global War Against Terrovism memorandum dated 10 January 2005.]

TSHSTEWSHOCANE) Based on the information available to me from allsources,
ineluding the information in this document, it is my estimate that those involved in global
terrorism possess both the capability and the intention to-undertake Further tervorists.attacks.
‘within the. United States, that; if not detected and prevented, will cause mass: deaths, mass
injuries, and massive destruction of property, and may place at risk the continuity of the United
States. Government, Accordingly, I recommend that, in-accordance. with the Constitution, you
authorize the Secretary of Defense, for the purpose of detection and prevention of terrorist acts
within the United States, to employ within the United States the capabilities of the Départment of
Defense, includidg but niot limited to the signals inteligence capabilities of the National Security
Agency, to collect foreign intelligence by electronic surveillance, if such electronic surveillance
1s iritended to:

(a) acquire-a communication (including but not limited to a wire communication
carried into or out of the United States by cable) for which, based on the factual and
practical considerations of everyday life on which reasonable and prudent persons act,
thiere-are reasonable grourids to beligve such communication originated or terminated
outside the United States and a parly to such communication is 2 group engaged in
international terrorism, or activities in preparation therefor, or any agent of such a group,
provided that such group is-dl Qa'ida, is a group affiliated with al Q2'ida, or is another
group that you determine for this purpose is in armed conilict with the United States and
poses & threat of hostile action within the United States;

(b) acquire; with respect to a telephony communication, telecommunications dialing-
type data, but not the contenits of the commiunication, when (i) at least one party to such
communication is outside the United States, (ii) no party to such communication is known to
be a citizen of the United States, or (iii) based on the factual and practical considerations of
everyday life on which reasonable and prudent persons act, there are specific and articulable
facts giving reason to believe that such communication relates to international tefrorism, or
activities in preparation therefor; or

(c) collect, with respect to a non-telephony communication, header/ router/ addressing-
type information, but not the contents of the communication, when, based on the factual and
practical considerations of everyday life on which reasonable and prudent persons act, there
are specific and articulable facts giving reason to believe that a party to such communication is
a group engaged in international terrorism, or activities in preparation therefor, or any agent of
such a group, provided that such group is al Qa'ida, is a group affiliated with al Qa'ida, or is
another group that you determine for this purpose is in armed conflict with the United States
and poses a threat of hostile action within the United States.
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Exhibit D

(U) Review Team

(UIFOTO This report was prepared by the Operations Division, Audit Staff,

Officé-of Inspector General.
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(U) OFFICE OF THE INSPECTOR GENERAL
(U) Chartered by the Director, NSA/Chief,'CSS, the Office of the Inspector General (OIG)

conducts inspections, audits, and investigations. Its mission is to ensure the integrity, efficiency,

and effectiveness of NSA/CSS operatlons to provide intelligence oversight; to protect against
fraud, waste, and mismanagement of resources; and to ensure that NS A/CSS activities are
conducted in compliance with the Constitution, laws, executive orders, tegulations, and

directives. The OIG also serves as ombudsman, assisting all NSA/CSS employees and affiliates,

civilian and military.

(U) INSPECTIONS
(U) The inspection function conducts management and program evaluations in the form of
organizational and functional reviews; undertaken either.as part of the OIG’s annual plan or by
management request. The inspection team’s findings are designed to yield accurate and up-to-

date information on the effectiveness and efficiency of entities-and programs, along with an
 assessment of compliance with laws and regulations; the recommendations for corrections or

improvements are subject to followup. The inspection office also partners with the Inspectors
General of the Service Cryptologic Elements to conduct joint inspections of the consolidated

cryptologic facilities.

(U) AUDITS

(U) The internal audit function is designed to provide an independent assessment of programs
and organizations. Performance audits evaluate the economy and efficiency of an entity or
program, as well as whether program objectives are being met and operations are in compliance
with regulations, Financial audits determine the accuracy of an entity’s financial statements. All

gudits are conducted in accordance with standards established by the Compiroller General of the

United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) THE OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste and mismanagement. Investigations
and Special Inquiries may be undertaken as a result or irregularities that surface during an
inspection or audit; or at the initiative of the Inspector General.




F i B TR AT X e Waets s W Fiard S TR W

FOP- SR REFS FEWHCEITINTHORCUININUTURN ST-09-0002

OFTICE OF THE TNSPECTOR GENERAL
NATIONAL SECURETY AGENCY
CENTRALSECURITY SERVICE

24 June 2009
[G-1 105109

TO: DISTRIBUTION

SUE‘UECT: {U} Review of President's Surveillance Program (ST-00-0002) —
INFORMATION MEMORANDUINM

1. [t/ AFEHET This report summarizes our review of the Presidend’s
Surveiltance Program, as mandated by the Forefgn niteltigence Surveillanice
Act Amernadiitents Act ol 2008,

2. (U ARSHE) For additional information, please cantact my ollice on
3(r1-688-6666. \We appreclale the cowlesy snd cooperalion extended to our
stalt throughout the review.
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ES/SH 7 FiFor over a decade before the terrorist attacks
on 11 September 2001, NSA tised its SIGINT authorities to
provide information in response to Intelligence Community
reqiiirements on terrorism targets. In late September 2001,
when the Vice President asked the Director:of Central
Intelligence what more NSA could do with additional
authority, NSA’s Director identified impediments to

enhancing SIGINT collection under existing authorities. He
said that in most instances NSA could not collect
commurnications on a wire in the United States without a
court order. Asaresult, NSA’s ability to quickly collect and
report on a large volume of communications from foreign
countries to the United States was impeded by the time-
consuming court order approval process. Attempting to
obtain court orders for foreign telephone
numbérs and Internet addresses was impractical for
collecting terrorist communications with speed and agility.

HSTE : NF) Counsel to the Vice President
drafted the 4 October 9001 Authorization that established
the President’s Surveillance Program (PSP), under which NSA
could routinely collect on a wire, for counterterrorism
purposes, foreign communications originating or terminating
in the United States. Under the PSP, NSA did not target
commurnications with both ends in the United States,.
although somié of these communications were incidentally
collected.

{TSHSTLW//SHHOE{NF) The PSP gave NSA a capability to

was. that this SIGINT coverage provided confidence that
someone was looking at the seam between foreign and
dorhestic intelligence domains to detect and prevent attacks
i the United States.
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(T877STEW77SI/ /OC/NF) Knowledge of the Program was:
strictly limited at the express dirgction of the White House,
and NSA’s Director needed Whitée House approval to inform
members of Congress about Program. activity. Between

25 October 2001 and 17 January 2007, General Michael V.
Hayden angd Lietitenant General Keith B. Alexander
coﬁducteclijﬂ)SP briefings for members of Congress and
staff,

/ ‘ NSA activity conducted under the
PSP Was authonzed by Foreign Intelligence Surveillance
Court. (FISC) orders by 17 J ariuary 2007, when NSA stopped
operating under PSP authority. The NSA, Office of the.
Inspector General (O1G) detected no intentional misuse of
Propram authonty

(U) HIGHLIGHTS

() PSP establishment, implementation, and product

: ; ' > /NE) NSA began PSP operations ofl
6 October 2001 Although the Director of NSA was
“comfortable” exercising the new authority and believed that

it -was lawful, he realized that itCWbe contreversial.

Under the PSP, NSA issued over reports. This included
reports based on collected metadata, which was
efined in the Authorization as “header/router/addressing-
type information including telecommunications dialing-type
data, but not the contents of the communication.” It also
Jncludedmeports based on domestic content collection,
which includes words spoken ina telephone conversatzon or
sent in an e-mail{{9JE ’ :

ST NF) NSA's PSP products, all of which.
were sent to CIA and FBI, were intended for intelligence
purposes to develop investigative. Ieads and were not to be
useéd for judicial purposes. L




and NSAhad no
e effectiveness of PSP

(U} Access to legal reviews and program information

{E/4/20)-NSA's General Cournisel and Inspector General were
not permitted to read the 2001 DoJ, Office of Legal Counsel
opiriion on the PSP, but they were given access to draft 2004
Office of Legal Counsel opinions. Knowledge of the PSP was
strietly controlled by the White House. Between 4 October
2001 and 17 January 2007, people were cleared for
decess to PSP information.

o (U) NSA-FISC interaction and transition to court orders

SHFSTEW &/NE-NSA’s PSP-related interaction with
the FISC was primarily briefings to presiding judges,
beginning in January 2002, Interaction increased when NSA
and the DoJ began to transition PSP activities to FISC orders.
After parts of the program had been publicly revealed in
December 2005, all members of the FISC were briefed. NSA’s
PSP authorized collection of bulk Internet metadata,
telephony business records, and the content of
corimunications transitioned to FISC orders on 14 July
5004, 24 May 2006, and 10 January 2007, respectively.

(U) Program oversight at NSA

G/} NSA’s Office of General Counsel and Signals
Intelligence Directorate provided oversight of NSA PSP
activities from October 2001 to January 2007. NSA OIG
oversight began after the IG was cleared for PSP information
in August 2002.
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(SHMNE) For years before the 11 September 2001 terrorist aftacks in the
United States, NSA had been using its authorities to focusthe United
States Signals Intelligence (SIGINT)-System on foreign intelligence
targets, including terrorism, in response to Intelligence Community
requiroments. After the attacks, NSA adjusted SIGINT collection, in
accordance with its authorities, to counter the terrorist threat within the
United States. In late September, the Vice President.asked the Director of
Central Intelligence (DCI) if NSA could do more to prevent another attack.
NSA's Director responded by describing impediments to SIGINT collection
of ferrorist-related communications to the Vice President. Counsel to the-
Vice President used the information about impediments to draft the
Presidential Authorization that established the PSP.

(U) SIGINT Efforts against Terrorists before 11 September 2001

te//2F)-For over a decade before terrorists attacked the
United Statesiin September 2001, NSA was ‘applying SIGINT
assets against terrorist targets in response to Intelligerice
Comimunity requiremerits. The Signals Intelligenice
Directorate (SID) Counterterroxisin {CT) Product Line led
these efforts in accordance with SIGINT authorities, which
defined what NSA could and could not do against SIGINT
targets.

(U) Authorized SIGINT activity in September 2001

(U) NSA was authorized by Executive Order (E.O.) 12333,
United States Intelligence Activities, 4 December 1981, as
amended, to collect, process, and disseminate SIGINT
information for foreign intelligence and counterintelligence
purposes in accordance with DCI guidance and to support
the conduct of military operations under the guidance of the
Secretary of Defense. NSA and other Intelligence Community
agencies were required by E.O, 12333 to conduct intelligence
activities in accordance with U.S, law and other E.O. 12333
provisions.

(U) Both DoD regulation and NSA/Central Security Service
(CSS) policy implemented NSA’s authorities under E.O.
12333 and specified procedures governing activities that
affect U. S. persons (DoD Regulation 5240.1-R, Decenmber
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1982, Frocediires Governing the Activities of DoD) Intelligence
Components that Affect United States Persons and NSA/CSS
Policy 1-23, 11 March 2004, Procedures Governing NSA/CGSS
Activiies that Affect U. S. Persons).

~ASHSH-HH The policy of the U.S. SIGINT System is to
collect, retain, and disseminate only forelgn communications,
which, in September 2001, were defined in NSA’s legal
compliance procedures (described below) as' communications:
having at least one communicant outside the United States
or entu'ely among foreign powers or between a. foreign power
and officers or employees of a foreign power. All other
communications were considered domestic.communications.
NSA cotild not collect cornmunications from a wire in the
United States without a court order unless they-originated
and terminated outside the United States.

—HS/SLAANEL N 2001, NSA’s authority to collect foreign
communications included the Director of NSA's: authonty to

approve targeting communications with one comm
the United States. if technical devices (such asfl
| could be-employed to limit-acq
communications to those in which the. ta:get is-a non—U S..
person located outsmle the: Umted States =

-—fs—/-fS{“HNF}-NSA’s Director coulcl exercise . this. authouty,
except when the collection was otherwise regulated, for
example undér FISA for commuinications collécted from a
wire in the United: States.

(U) NSA safeguards to protect U.S. persons’ Constitutional
rights ’

(U) The Fourth Amendment to the U.S. Constitution protects
all U.S. persons anywhere in the world and all persons within
the United States from unreasonable searches and seizures
by any person or agency acting on behalf of the U.S.
Government.! United States Signals Intelligence Directive
(USSID) SP0018, Legal Compliance and Minimization

-éG#-}FP) USSID SP001S defines a 1).S. person as a citizen of the United States, an alien lavifully- admitted for
penmaneit residence in the ‘United States, unincorporated groups or associations a substantial number of the
members of whith constitute cittier offhe first two groups, or corporations incorporated in the United States,
ingluding U.S. flag non-governmental aireraft or-vessels, but not including those entities opeuly acknowledged
by a foreign government to be directed and controiled by them.




Procedures, 27-July 1993, prescribes policies and
minimization procedures and assigns responsibilities to
ensure that United States SIGINT Systemn missions arid
activities are condtuicted in a manner that safeguards U.S.
persons’ Constitutional rights. (See Appendix G.)

-{S77ST/RF-During the course of normial operations, NSA
personnel sometimes inadvertently encounter information to,
fromm, or abot U.S. persons. When that happens, they must
apply standard minimization procedures approved by the
Attorney General in accordance with E.O. 12333 and defined
in USSID SP0018. These procedures implement the
constitutional principle of reasonableness by giving different
categories of individuals and entities different levels of
protection. They ensure that U.S. person information is
minimized during collection, processing, dissemination, and
retention:of SIGINT by, for example, strictly controlling
collection with a high risk of encountering U.S. persen
jtiformation and focusing all reporting solely on the activities
of foreign entities and persons and their agents.

(U) NSA Director Used Existing Authorities to Enhance SIGINT
Collection after Terrorist Attacks

TOP SECRET//STLW, COMINT/ORCONMNOEGRN
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—(SHAE)-In Oval Difice Meeting, BCl Explained NSA Director’s

Decision to Expand Operations under Existing SIGINT Authorities

(U/ AFe86) General Hayden recalled that in late September
2001, he told Mr. Tenet about NSA actions under E.O. 12333
to counter the terrorist threat. Mr. Tenet shared that
information with the White House in an Oval Office meeting.

(U/:/FOUS} We did not interview Mr. Tenet or White House

s

personnel during this review. We asked the White House to
provide documentation of meetings at which General Hayden
or NSA employees discussed the PSP or the Terrorist
Surveillance Program with the President, Vice President, or
White House personnel, but we did not receive a response
before this report was published. Therefore, information
about the sequence of events leading up to the establishment
of the PSP comes from interviews of NSA personnel.

(U) Vice President Asked What Other Authorities NSA Needed
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~{SH#NF-NSA Options to Impiove SIGINT Collection Could Not Fill
Intelligence Gaps on Terrorist Targets

~{S/4{NE}General Hayden said that, in his professional
judgment, NSA could not get the needed collection using the
FISA. The process for obtaining court orders was slow, and it
involved extensive coordination and separate legal and policy
reviews by several agencies. Although an emergency
authorization provision permitted 72 hours of surveillance
without a court order, it did not allow the government to
undertake surveillance immediately. Rather, the Attormey
General had to ensure that emergency surveillance would




satisfy the standards articulated in the FISA and be

. ) Under its authorlues NSA had no other options
for the tlmely collection of communications of suspected
terrorists when one end of those communications was in the
United States and the communications could only be
collected from a wire or cable in the United States.

(U/FeU6) NSA Director Described to the Vice President the Impediments
to Improved SIGIN: T Collection against Terrorist Targets

HESHIHANFY According to NSA OGC, Dol.has since agreed with NSA that simply processing
comnilinications metadata‘in this manner does not constitute electronic surveillance under the FISA.
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(U/ /FoHQ) After two additional meetings, the Vice President
asked General Hayden to work with his Counsel, David
Addington. Because early discussions: about expanding NSA
authority were not documented, we do not have records of
attendees or: spec1ﬁc topics discussed at General Hayden’s
meetings with White House represernitatives.




. (V) THE PRESIDENTIAL AUTHORIZATIONS

{F - } Between 4 October 2001 and

8 December 2006 President George W. Bush signed

43 Authp.r;z_atlons_ two modifications, and one document
described as The authorizations were
based on the President’s determination that after the
11:September 2001 terrorist attacks in the United States, an
extraordinary emergency existed for national defense
purposes. The Authorization documents contained the terms
under which NSA executed special Presidential authority and
were titled Presidential Authorization for Specified Electronic
Survelllance Activities during a Limited Period to Detect and
Prevent Acts of Terrorism withir the United States. They were
addressed to the Secretary of Defense.
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{5 W iF) The authoerizations changed over
hme ﬁrqt elumnatmg the possibility that the Authority could
be interpreted to permit collection of communications with
both ends in the United States and addifig an additional
‘giralifi cauon that metadata could be collected for

N ) Starting in March 2004, the

g! ent several adJustments related to._

anderstoo a_nd melemented by NSA and that they applied
t past and futu.re actlvltles Al—Qa ida (also spelledaléat;)-

£ : b3
g

(TS//STLW /ST /OGN The definition of “terrorist groups”
W1th1n the authontles ‘was also refiried, and, for a limited

SrSHSUMEY Moladala, as defined by the Authorization, is “header/router/addressing-type information,
mcludmg telecommunioatins.dialingslype data, butnot the contents of the communication.”
’(U) See Appendix’'B forinformation abaul the types of collection permitted.




