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ffSI/SI/}NF) On 12 Match, the President directed DoJ to 
continue working on the legal issues, and on 15 March OLC 
issued a three page memorandum to the Deputy Attorney 
General that, while it had only begun to analyze the 

to issue a fmal opinion; it 
of collection authorized 

'~~'f:/EMRT .. u1"" .M.!isi.~,.t<~H! Attorney General for OLC issued a memorandum on 6 May 2004 concluding that 
6May 



TOP SECRET#STLWWCOl'vfiNT#ORCONfNOFORl'IT 
70 



TOP SECRE'Ii¥STL"W#C0NlThl1i$"0.RCON/l\lOFORN 

:fOP 8ECREWSTLVJ#COi\m\!T#ORCONll\TOFOR.1\I 
71 

ST-09-0002 



ST~Q9•0002 TOP·SBCRE1/$1STLTlv]fCOMlNiil'OR.CON/N"DFORN 

TOP 8ECRET#STU\WCOMIN1i%JRCOIV/NOFORN 
72 



TOP SECRET#S'RV\lh'COMIN'l)YORCONJNOFORJ<t ST-09-0002 

TOP SECRE1Y/STLMln'COMlNT;l'ORCON;'NOFORN 
73 



TOP 8£CRETWS1LVv'#COt$ThlT#OKCOiv;tv"V.F01tN 

This page intentionally left blank. 

TOP SEClZE'l/7'STLVviYCOMINiil'ORCONJ'NOFORN 
74 



TOP SECR13TJJ$TLW,fc;Ol\4INT#ORCON/NOFORJ\J 

75 



TOP SECRE'lO'STL~V;7'CCHvf.llv'T;7'DRCONlr~;'OFORN 

(U / /FOUO) The OIG issued a report for each of the 
13 investigations and reviews described above. Ten 
reports on PSP activity resulted in 11 recommendations to 
management; 10 have been closed, and one remains open. 
Three reports on FISC-approved activity previously 
authorized by the PSP contained nine recommendations to 
management; three have been closed and six remain open. 

(TS//STLW//81(/0G/PIF) Beginning in January 2007, 
violations that had occurred under the Authorization and 
violations related to PSP activity transitioned to court orders 
were reported quarterly to the President's Intelligence 
Oversight Board (through the Assistant to the Secretary of 
Defense for Intelligence Oversight). 
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(U) Recently Reported Incidents 

;.therefore, itwas 
not · .. to determine the exac.t nature and extent of that 
collection. The NSA. Ol G will c16se aut this .indden t in an 
upcoming report to the President's Intelligence Oversight 
Board. 

(TS//SI//P.H!i') Ort 15 Jani.tai:y 2009, the Department of 
Sustice reported to the :FISCthat NSA had been using an 
''alert. list'' to compare ihcomliig business records FISA 
!Ueta,ciata against telephone nurr1bers associa,t¢d with 
ccninte!terrorism targets tasked by NSA for SIGINT collection. 
NSA had reported to the Court that tlJ.e. alert list consisted of 
numbers for which NSA had deterrriined that a reasonable 
artic11laple suspicion existed that 

~""""'"'",.., th~ . . · .of selectors on 
subjected to a reasonable articuhtble 

stispidon detertilination .. The ]'i[SA OIG has reported this 
incident to the President's Intelligence Oversight Board and 
has filed updates as required. The alert list and a, detailed 
NSA 60~da.y review of processes related to the Business 
Records FISC order were the subject of several recent 
subthiss1o:iis to the FISC and of NSA briefings to 
Congressional oversight committees. 
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(U / f.F'e'tl'e) Other IG Program concerns were documented in 
the 2003..;2008 reports. Presidential Notifications are listed 
and described in Appendix F. The 2008 report described the 
adequacy of Program decompartmentation plans.· 
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{TS//SI//NF) 
Bps Bits.per Second 

BR Busmess Records. 

CPR CallPetail Rec:ords. 

CIA 

CO MINT 

CT 

DCI 

DNI 

DoD 

DqJ 

EO 

FAA 
FBI 

FISA 

FISC 

GC 

Gbps 

Hl?SCI 

IG 

LAN 

NSA 

NSA/CSS 

O&C 

ODNI 

OGC 

OIG 

OIPR 

OLC 

Central intelligence Agency 

Communications Intelligence 

Counterterrorism 

Director of Central Intelligence 

Director of National Intelligence 

Department of Defense 

Department of Justice 

Executive Order 

FISA Amendments Act 

Federal Bureau ofTnvestigation 

Foreign Inteiligence Surveillance Act 

Foreign Intelligence Surveiilance Court 

General Counsel 

Gigabits per Second 

House Permanent Select Committee cin Intelligence 

Inspector General 
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National Security Agency 

National Security Agency/Central Security Service 

Oversight and Compliance 

Office of the Director of National Intelligence 

Office of the General Counsel 

Office of the Inspector General 

Office of Intelligence Policy and Review (now the Office of 
Intelligence, National Security DiVision) 

Office of Legal Counsel 
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PM Prog(am Manager 

PR/'IT Pen Register/Trap & Trace 

PSP President's Surveillance Program 

RFI Request for Information 

SID Signals!ntelligence Dir('!ctorate 

SICHNT Signals Intelligence . 

(TS' 'SI' 1NF) (( [/ 
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(tJJ corvnNT 

(U) E. b. 12333 

(U) FISA 

(TS//SI/JNF) METADATA 

(U) SANITIZATION 

(U) Communications Intelligence -technical 
and intelligence information derived from 
foreign corri.rtmnications by someone other 
'than the intended recipients 

(U) Executive Order 12333- United States 
Intelligence Activities- provides goals, duties, 
and responsibilities with respect to the 
national intelligence effort. It mandates that 
certain activities of U.S. intelligence 
compo11ents are to be governed by 
procedures issued by agency heads and 
approved by the Attorney General. 

{U) The Foreign Intelligence Surveillance Act 
of 1978, as amended, governs the conduct of 
certain electronic surveillance activities 
within the United States to collect foreign 
intelligence information. 

{S/ jStf/NF) Analytic tool for contact 
chaining used by a_nalysts to do target 
discovery by quickly and easily naVigating 
global communications metadata 

lTS//SI//NF) Header, router, and 
addressing+ type information, including 
telecommunications dialing-type data, but 
r1ot t}}e contents of the communication 

(S//NF) NSA's primary storage, search, and 
retrieval mechanism for SIGINT text 

[U) The process of disguising CO MINT to 
protect sensitive intelligence sources, 
methods, capabilities, and analytical 
procedures in order to disseminate the 
information outside COMINT channels. 
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(U) SIGNALS INi'E:LLlGENCE 

(U) TEAR LINE REPORTS 

(U) TELEPHONY 

(U) TIPPERS 

(U) A category of intelligence comprising 
fudividually or in combination all 
carriiT1upicatioris intellige11c;e (COMINT), 
electro'rilc intelligence (ELINT) and foreign 
ihstnti:nentation intelligence (FISINT), 
however transmitted. 

(U:) Reports used to disseminate SIGINT:.. 
derived information and sanitized 
information in the same record. The 
sanitized tear line conveys the same facts as 
the COMINT-coritrolled information, while 
hiding CO MINT as the source. 

(U) The technology assoCiated with the 
electronic transmission of voice, fax, and 
other information between parties using 
systems historically associated with the 
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