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made progress in addressing sorn~,; ofthese deficiencies, but 
fol.l11d that processes had not been fully documented in the 
form of management ciirectives, ~dmiriistrati:ve policies, or 
operating IDlilluais. The NSA OlG recommended that 
Program officials formally adopt rigorous, written operating 
procedures for the.following key processes: · 

o Approvals for content collection by the appropriate 
named. officials 

o Reporting of violations of the Authority, similar to 
procedures for documenting violations of .Legal 
Compliance and Minimization Procedi.:tres5 

o Evaluation of dual FISA and PSP content collection 

o Systematic identification gnd evaluation of telephone 
nl:lmbers and Internet identifiers for detasking.6 

(UflFOUO) Corrective action was taken in response to the 
four recommendations. 

(U //-F@YQ) This report was sent to SSCI on 31 May 06 and 
1-Ii?SCI on 2 Jahuary 2008. 

(Sf!fJr) Need for Increased Attention to Security~Related 
Aspects ofthe STELLARWIND Program (Sr-04-0025) 

(U//FQtJU) This OIG report disclosed weaknesses in Program 
security, The Program was particularly nllnerable to 
exposure becauseit involved numerous organizations inside 
and outside NSA. 

(U //FOUO) While the Program Manager placed a strong 
emphasis on personnel security, he did not take a proactive 
and strategic approach to physical and operational security. 
In particular, better use of the Program Security Officer 
would have helped to improve special security practices for 
handling Program material and strengthen operations 
security (OPSEC). 

(U f/-FeY-0) The Program Manager and the Associate Director 
for Security and Counterintelligence concurred with the 
ftndings and implemented corrective measures. In particular, 
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the Strut Security Offic~rwas freed from bther responsibilities 
and took a more active and effective role in . .Program security. 
ManaMnwntdid not conduct a for:rna1·0PSEC survey EJ.S 
recommended; however, steps taken by martagemen:tto 
implement OPSEC practiCes met the intent of the original 
recommendation. 

(U //FOUf)) This repprt was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008. 

(TSI/Sllf.NF) Review of the Tasking Process for 
STELLARWIND U.S. Content Collection (ST.:04w0026) 

(CS//STIW//SI//OG/NF) This report identified material 
weaknesses in the tasking and detaskfug process under the 
PSP .. The process to task and detasktelephone numbers for 
content collection under the Program was ii1herently fragile 
because it was based on e-mail exchanges and was not 
automated or monitored. 

r·rs i 'STLiir ttcrr' " 0 G INE). Th. · e OIG. · exrunirted1 \rfl 'TT:li'lf(.:!lt:J(t:l 1~:>- . 

numpers and Internet identifiers approved 
collection on the date ih. November 2004 when the audit 
began an.d identified th<:: following types of errors: 

" involved under.:.collection; identifiers were 
collection quickly enough or were not put 

on collection until the OIG discovered the errors. 

o involved over-collection; they were not 
collection quickly enough. 

o • record-keeping errors in. the Program's tracking 
database 

('l'S' '8'fL"'TT' 'SI 1 'OG 1NF) In II vvJJ I r 1 
unauthorized collection caused by a at error, NSA 
personnel did not review the collected information before 
destroying it, nor did NSA issue any report based on, or 

eminate, any information from the 
of untimely detasking. However, without a 

robust and reliable collection and tracking process, NSA 
increased its risk of unintentionally violating the 
Authorization. NSA also increased the risk of missing 
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valuable foreign intelligence by failing to task telephone 
numbers and In.ternetidentifiers in a timely manner. 

(U//FOUO) NSA OIQ recommended that all errors be swiftly 
resolved:, that spec;ific; procedures be adopted to prevent 
recurrences, arid that identifiers tasked for collection be 
promptLy reconciled with identifiers approved for tasldng, and 
repeated every 90 days. Management implemented the 
recommendations. 

(U f fFOUO) This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 

(TSI'ISIHNF) Review of Compliance with Authorization 
Requirements for STELLARWIND U.S. Content Collection 
(ST-,04-0021) 

(TS//STVNf!SI/./08/NF) This report determined that, based 
on a statistical sample, Program officials were adhering to the 
terfus ofthe Authorization and the Director's delegation 
thereunder; that tasking was appropriately approved and 
duly recorded under the Authorization; and that tasking VIas 
justified as linked to al-Qa'ida or affiliates of al-Qa'ida. The 
report recomniended improvements .in record-keeping 
practices. 

(S/INF) Due to a lack of sufficient and reliable data, the NSA 
OIG could not reach a conclusion on the tasking approval 
process for two PSP-related collection programs, The OIG 
recommended that management responsible for the affected 
programs, design and implement a tasking and tracking 
process to allow managers to audit, assess timeliness, and 
validate the sequencing of tasking activities. Management 
agreed to install automated tracking of tasking and 
de tasking. 

(Ta//Sil/Nfi')- Although the collection architecture was 
designed to produce one-end-foreign communications, 
inadvertent collection of domestic communications occurred 
and was addressed. The OIG recommended changes in 
management reporting to improve the tracking and resolution 
of inadvertent collection issues. 

(U / /~ Corrective action has been completed for one of 
the two recommendations. 
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{U/ /FOUe) This report was sent to SSCI on 31 May 2006 
and BPSCI on 2 January 2008 and was redacted at the 
request ofthe White HoU.se. 

{TS/151/INF) Supplemental Report to Review ofCompliance 
with Authorization. Requirements forSTELLARWIND U.S. 
Content Collection (St-04-0027.01) 

fFS' 'S~±P" iS±' 'ee 'NFt Aft · · · th · · · al. ·· t ~ (I ~~ vVf If/ 1 · er lssumg . e ongm repor ; 
the NSA OIG conducted further research to cl.et{!r:mlne 
whether Program. officials were approving contenttasking 
requests based solely on metadata analysis. Using the 
si:::1,tistical sample in the original audit, the OIG found no 
instances of metadata analysis as the .sole justification for 
content tasking. In all cases tested, there was corroboratirig 
evidence to support the tasking decision. 

(U/ jll'OUO)-This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008. 

(TSIISIIINF) Report on· the Assessment of Management 
Cohtrolsfor lmplemen~ing the Foreign Intelligence 
Surve]llance Court Order: Telephony Business· Records 
(ST•06-0018) 

(T!S//STVvV//81//0C/NF) On 24 May 2006, the telephony 
metfl..data portion of th,e PSP was transferred to FISC Order 
BR"Q6,-0S1 In reApplication oftheFederalBureau of 
Investigationfor an Order Requiring the Production of 

(TS//SII/NF) On 10 July 2006, in a memorandum with the 
subject FISA Court 01:der: Telephony Business Records (ST-06-
00 18), the NSA OIG issued "a report to the Director of NSA 
45 days after the initiation of the activity [permitted by the 
Order] assessing the adequacy of the management controls 
for the processing and dissemination of U.S. person 
information." This report was issued with the Office of the 
General Counsel's concurrence as mandated by the Order. 

ff£f/'i3I//DIE) The "Report on the Assessment ofManagement 
Controls for Implementing the Foreign Intelligence Surveillance 
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CoUrt qrder: Telephony Business Records {ST-06-00 lB}," 
5 September 2006, provided the details of the findings .ofthe 
10 . .Jti1Y memorandum and made format recom:rp,endations to 
management. 

('f8/ /81/ /NF) Management conh:ols. governing the 
proq:ssing1 dissemination, cl,ata security, a.nd oversight of 
telephony inetadata and u~s. person information obtained 
un:der the Order were adequate and in severeJ aspects 
exceeded the terms of the Order; However, due to ·fue risk 
asso.ciated with the col~ection and processing of telephony 
metadatalnvolving U.S. person information, the NSA QJG 
recommended tll.ree additional controls regarding collection 
procedures, reconciliation of audit logs, and segregation of 
duties. 

(+SUSIRNF) Collection Procedures 

an OIG review of collection ;-..,..,,,..,,,.;, 
luculc:Ll:>Glu.~:;uL.discovered that NSA was 

should have been suppressed'fr:orn . 
the . . . . flow. Immediately, management blocked, 
the data from analysts' view. FurtP.er, working with the 
providers, Program mar:tagement cornpleteci. suppression .of 
the.suspect dataon 11 October 2006 and agreed to 
implement additional procedures to prevent the collection of 
unauthonzed data.. 

(TSi:SIHNF) Reconciliation of Audit Logs 

(TS/JSI//NF) Management controls were not in place to 
verify that telephone numbers approved for querying were the 
onlynumbers queried. Although audit logs docti:i:minted the 
queries .of'the archived metadata, the logs were not in a 
usable format, and Program management did not routinely 
use them to audit telephone numbers queried. Management 
concurred with the recommendation to conduct periodic 
reconciliations; however, action was contingent on the 
approval of a Program management request for two additional 
computer Programmers. 

~----=-~~-- ~-~---~ -~-.--::...__~~ ---=---~=--=_;==--=-----==-----=~-==--=::::_=--=--~--::=- --=-==---=-==----~ ----=------==-=--:::==_:_=-----=-==---=--- -_---== 
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(CIJNF) lack ofSegregatlon ofDuties 

(Cf/NF1 The seven individuals with the authority to approve 
queries also had the al:)ility to conduGt queries under the 
Order. Standard internal controlpractices reqtiire that key 
duties and responsibilities be divided among different people 
to reduce the ris~ of error and fraud. Although Program 
management c:ortctirtecl. with the fmding, it could not 
imp:tement the recommendation due to staffihg and 
operational needs. As a:n alternative, Program management 
agreed to develop a process to monitor independently the 
queries of the seven individuals. This action plan was 
contingent on the development ofusable audit logs 
recommended above. 

(TJ/ /FOUO) Corrective action has been completed for one of 
the· three recommendations. 

(U/fFOUeJThis report was sent to SSCI on 13 February 
2007 and HPSCI on 2 Jahuary' 2008. 

(SIIlVFJ Sf]mmary of OIG oversight 2001·2006 
STELl.ARWIND Program Activities {ST;.Q7.;.0011) 

(S//NF1 On 20 December 2006, the OIG issued a report 
sUill!nar.izingOIG's oversight of the STELLARWIND Program 
after ftve years of implementation. 

(U //FeUb) This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 

(TSI/8/f/NF} Assessment of Management Controls to 
Implement the FISC Order AUthorizing NSA to Collect 
Information Using Pen Register and Trap and Trace 
Devices (ST-06-0020) 

(TS//SI//N¥) OIG reported that the 
management collection, 
dissemination, and data security of electronic 
communications metadata and U.S. person information 
obtained under the FISC Order authorizing NSA to collect 
Internet metadata using PR/TT devices were adequate and in 
several aspects exceeded the terrns of the Order. Due to the 
risk associated with the processing of electronic · 
communications metadata involving U.S. person infoiniation, 
additional controls were needed for processing and 
monitoring queries made against PR/TT data, documenting 
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oversight activities, and providing annual refresher trairiing 
on the teni1s ofthe Order. 

(U/ /wtfG) Corrective action has been completed for two of 
the six.recommeridatiohs. 

(U/ /FBYG) ·,,: 
and HPSCI ::· 

, to SSCio 
=-~-~-=--------=-~---==--==---=--==: - -- - -- --- - - - - ~-

- - ~ -
~ -===--- ----=--=----=-- ~ -= 

(TSHSfflfv'F) Domestic Selector Tasking Justificat,on Review 
(ST..;07~0017) 

(U/ /"FeOOJ The OIG conducted this review to detemiine 
wl:tether taskingjustification statemer1ts were supported with 
intelligence information consistent with sources cited in the 
justifications. The OIG identified some justifications 
coribiiriing errors, but there was rio. pattern of errors o'r 
exaggeration of facts or intentional misstatements. 

(U//~) This report was sent to SSCI on 28 January 2008 
and HPSCI on 28 January 2008. 

30 June 2008 (TSIISIIINF) Advisory Report on the Adequacy of 
STELLARWIND Decompartmentation Plans (ST-08w0018) 

(TS/ /SI/ /NF) At the request of the SIP Program Manager for 
CT Special Projects, the OIG assessed the adequacy ofNSA's 
plans to. remove data from the STELLAR WINO compartment, 
as authorized by the Director of National Int~;lligence; On 
30June2008, the OIG reportedthatNSAmanagement had a 
solldfolindation ofplanning f6piecompartmentation. In 
particular, the content, communication, and assignment of 
supporting plans were adequate to provide reasonable 
assurance of successfully removing data from the 
STELLARWIND compartment, while complying with laws and 
authorities. Management was also diligent in assessing the 
scope and complexity of this undertaking. Although the OIG 
made no formal recommendations, it suggested 
improvements to develop more detailed plans, set firm 
milestones, and establish a feedback system to ensure that 
plans were successfully implemented. 

(U //FOUO) This report was not sent to SSCI or HPSCI. 
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(TS//STL\V//SI//00/NF)Executive Orders 12333 anc112863. require intelligence 
agerid.es to report to the. Presideht;. through the President's Intelligence Oversight 
Board, activities they have reason to believe may be :unlawful or contrary to 
executive order oi presidential directive. Knowing that Board members were not 
cleared, however, the NSA Director or Deputy Director reported the following 
violations. of the Presidential Authorization and related authorities to the President 
through his Counsel, rather than through the Board. Each notification wa,s 
approved if not actually drafted by OIG. Some of the notifications .;,vere not the 
subject of the OlG reviews or irive::;tigatimis discussed in Appendix E. 

(U) Date (U) S1,1mmary of Notification 

TOP SECRET/ISTLVI/fCOMINT/IORCON/fv'OFORl,r 



(U) Date 

TOP SECRET#S'f'LlAT#COMlNWORCON/PvrOFORI\r 

1-t-l:~.,c..ei:l'rf-tffi"'l Describes three incidents: The first involved a 
one~digit typo resulting in one incorrectly tasked number. The 
second involved a number improperly tasked for metadata 
analysis. The operator discovered it almost 
promptly rem.oved it from tasking .. The third invo 
numbers that were not detasked in a timely fashion. 
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(U) Date (U) Summary of Notification 

.{T$/fSWNl/SlfJOC{MF) 
authorized targeting of,.....,..,,.,,.,...,, 
telephone numbers 
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LEGAL COMPLIANCE AND 
MINIMIZATION PROCBDUBES {U) 

SECTION i -PREFACE 

27 July 1.993 

1.1. (U) T11e Fourth Amendment to the Unitl!ld States CcnstitutioJ1 protec~s <'dl U.S. pefsons any~,~; here 
in the. •.vorld a.nd aH persons within the United Steites (!om unreasonable searches ond sei-zurBs by any petson 
or agency actf'ng on behalf oi \he U.S, Govetnm€lni, The Supr,srneGourt has ruiGd tha\ tha interceplion oi 
electronic communications 1s a search and seizura wltntn tba rne<ming of the fourth Arne.ndmeni, It Is 
then3!or,~ ll\~~ndatory that signals lniel11gence (SIGINT) oparallons be condu~~ed pursuant t•) procec!ures 
wt1k:h mee.t th':';J r;;<tson<ib~eiiess requifr3mt~nls of the p,:;.urih Amendment. 

12. (U} ln del!;!(l"l1itiitig whEJther United SI21tes SIGINT System (USSS) operaliO!)S. GJ.re "reasone;b1e," 
it is necessaty to b~liiflCTJ !he U.s. Government's need for rowign lntelligence information and the privacy 
in!(3rests:of persons prot~ct;:Id by tne Fourth Amendment, Striking that balance has consumed much: tims 
aod effort by all branches of tll.:J United s:ates Governmwnt. The (esutts of \hat elfor1 ;);rt:J reflec:ed irllhe 
rele:re,nr;:es li~tao in Section 2 below. Together. these 1eference.s require tile minimization or U.S. person 
lnfotmatfo.n collec!t;d, processed, retained or disseminated by the USSs. The ptlrpose or I his document is 
to imp!emenl1hes~ mi.nim1zatian requirements. 

1.3. (U) Sevetar.thernes ~uri lhroughout lhts USSID. Tht;J most frnportant Is that intell~gence or;.er&iioos 
and the prate cHon of constit.uli·on<.~.l rights are not lncompalible, Ills not necessar1 to dany le•;;JllirnC1te fom~gfl! 
inlel!igence collection or suppre~islr:<gltlmate foreign intelligence !nlcm'nation to pr.o~ect the. Fc·Urth AtliC:nthl8nt 
d·~hls of IJ.$, persons. 

!.4, (U) finally, thesa m!nimizt.~Oon procedures implem?!ll . tlo>Ol constitutional prrnci,t:lz of 
''reasonableness" by gl·ving dif~t=;r(flil. categories oi Individuals and entities different levels of protf;lction, These 
levels range from the stringent prot.:;ction accorded U.s. citiz.~ns and permanent resident aliens in the United 
States to pr.ovislons re1<3llng to forell:)n diplomats in the U.S. These difierences reJisct yet 2lnother main them~;J 
of these prncedures, that is, lhat the focus or all forei~n inteli1gence operations is on ioreinn er,:ities 2nd 
per.$ons, 

Nl). 95·511'. 

SECTION 2- REFERENCES 

a. 50 U.S,C. 1 BO 1. et St;q .. For~.ign lntelligen·:::e Surveillance f\ct (FISA) of 1978, Public Law 

b. E:<ecueivc:. Order 12333, ·'Uni.ted State;; lnteUigence ACtivities." dated 4 O;iccrnber 1931. 
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c. OaODin:<etil.•e 5i.:40. l, u/l.ctiviti~s ol OoD it'ttt!U!g~ni;;e Components tllal Allee! UcS, Persons,'1 

dated 25 Aprii1S38. 

d. NSNCS.S Directive No. 10-30, "Ptocedures Governing AcHvl!les of NSNCSS ihat Affect 
u,s. Parsons;'' 6ated .20 S·~pfember 1990. 

SECTION 3 -POLICY 

3.t (U) Tile poHoy of thr; USSSi$ to TP..R:GET or COLI.ECT only FOREIGN COMMUNICATION;>,' 
The USSS wilt not intentionally COLLECT conmnmica!ions to, from or about U.S. PERSONS or person$ or 
~ntitfes in the u.s, exc;;?p\ as set iorth in tlits USSID. If the Usss inadvertently COLLECTS such 
comrminicaiions, It will process. retain and disseminate them only ln accordance With this USSID. 

~ECTION 4- COLLECTION 

are known lo be ta. tram or allout a u.s. PEF!St). 
not i:':·e tntentiooafly intercepted, or ;;etect~d through the use 

,...,.,,,...,,,.., instar.ces: 

a. \·Vith ths approval oi the Unih:!.rj. Stales Forsign ln:ielligence Survalllance Court under tha 
corn::llti¢·ns outlined in 11noe:.: :A. oJ ihls USSID. 

b. With the ar::provaJ of the Attorney G-aneral ol !he United States, if: 

{1} Tl'i~ COLLECt"! ON is di~eded against the following; 

.(s) Commurdcatior.s to cr from. U.S, PERSONS outside th~ UNITED ST,Il.TES, ar 

communications to, 

(c) Communica,t!ons 'NI~rch .3n: r-ot to or frorn but rnerety about U.s. PERSONS 
(wh~:r'.N8r located). 

(2) lh·B person rs an AGE:NI OF A FOR SIGN POWER, and 

(J) Til~ purpo::B of <he COLLECTION is to acqui-re signifkan\ FOREIGN INTELUGEt· lCE 

c. Witl1 Hlc approval c.1f ~11e Director, Nationi'il Security .1\gency/Chief, Cenl{C11 Security Ser ;;r,:8 
(Oim<JS.!IJ'CHCSS}, flO long as lhe COLI.EC'l"ION net~d nm be apjjroved by the fGreign lnta!llgen~,J 
S·JrveiFance Cot.Jrt rx the fl.ttomey General. ar.d 

(1) Tf1c:r p17rson ha5 CONSE~ffED lo 1t1e COLLECTION by exeel;tin·g one of tlw 
COt,JSENT lom;~l conta.ifl•::J,d in .~nnex H. or 
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• Capilali:;:l;ld word~ in SQ.cttons !3 through 9 am de!ine\J \BI'ms in S·:;cti·on 9. 

(2;) The person is reasonably be~ie;ted to be held captive by a FOF\EIGN POWER. or gmup 
engas;~ed In INTERNATIONAL TERRORISM, or 

1,01' 

(4) The COl-LEGTlON Is dir0cted against between a 0 . .8. 
PERSON in th~ UNITED STATES and a fon~ign entity outsic/0 STATES, {he TARGET is· tiva 
foreign entity, and the DIRNSAiCH css has approved tha COLLECT[ON 1n accordance wiih P..nna>: K. or 

(5) lechnical devices 
!irnh <~cquh;l11on bi' the USS$ to 
communic<~tions LJsed bV tn'2. T~\RG8 
th\3 COLLECTION is directed ag<li 
communfc:ailons. with {Jn\1 COMM 
Is .. :· . 

(a) A non-U.S. PERS()N £oCBied outside the UNI'fED STATE 

(b) 

(u) Copies of approv?ls grant~d by :he DIRNSNQHCSS undar \hese· provts:Ons wll! bf.l 
ret:t.:ne,j in tl1e Office of Genere;l Caunsal for rt;lvi~w by \he Attorn~y Gener.al. 

cl. Emergency Situe.tir:ma. 

(1) In emsrgency situations, DIRNSA/Cr!GSS may authoriz~ t11e COLLECTi(JN ol 
ln(Cirmation to, icom, c1r about a U.S, PERSON who i$ orJ(slde the UNITE;O STATES when s;::curing the priDr 
approval oi th~ Allcrney Generalls not practiC<31 because: 

(a) Trie Ume requirt:d kl obtain such approval would reswlllt\ tho loss or s!gr.ificant 
FOREIGN INTELLIGE'NGr:: an.:! ,,.,•auld cau$e $Ubstaniialharm trJ the:. national securii)1• 

(b.) A pers.:lrfs !if~ dr physical safety 15 r;::asonably befiev,;~q :o be in irmn~di~k: 
danger. 

(c} Th.a physical s~curity ol a defe.nse installation or tJOverr:m::~nt pmperly ls 
reasonably belh::vsd to be in immediJte danger. 

(2) In those cases wilera the Dl?cNSNCHCSS <~uthodzes err.ergency COLLEC'flON, 
GXcept ror ac!ions take.n under pa(agraph d.{1 )(o) ~have. DlRNSNCHCSS shall find that th-ere Is probable 
cause that the TARGH rnvets ooe of the followi11g crlterla: 

(<!} A p.ersO·I1 whC', for dr on behalf nf a FOAElGN :?OVJER, is Clrigaged in de:r.do;stinu 
[r;l,el\igt?.-fl:Ce rlctivilies (lncludir.'lfll CO'II;rt ac~ivities intenr;Jed to atfEJCt (he politlcal Ot governmental pmces;;), 

HANOLE VIA. COMINT CHANNELS O?~·Ly 

SECRET 
J 



ussm rs 
1,1 July 199:1 

sabolaga, c.r INTERNATJDNAL TERRORIST activities, or activ1\ies in preparation for INI~RNATIONAL 
TERRORIST aclfvlUB:s; ar who conspires with, or knowingly aids and abets a persoit engaging it. such 
acliviti~s; 

(b) A person who is B;n officer or emr.:>loyea of a FORt:fGN POiNER,. 

(c) A person. unlawfully actirtg for, or pursuant to the ditectlan at, a FOR E:IGt~! 
POWER. The mer a f~ct that a pen.-;on~s activities may benefit o~ furli\~r the aims of a FOREim~ PmVER is 
riCH enough to bring that person lmder tills subsection. a.bsent evkiE>.nde that the person 1s takii1g dir,~ction 
from, oractlngfn ~oowing c:orrcert with. the FOREiGN POWER. 

tdl /J, OORPORATlON O(other entity thatis owned l'ir controlled d1r·~ctly or indirectly 
b~' <1 FOREIGN POWER. 

(e) ~~person in con: act •,•.riih 1 or actlng In tQIIaboratfon •.•lith, a,n intBIHfl~llC<$ vr security 
ter.vk;e or a loreign power f.or lh~ purpose of providing a.cc.;;ss !o inlorrnat1on or materia.! crassifi;;J·l1 t y the 
Unit-ed Sta:~s w which such persc·ri has access. 

(J) in 81lL~as9s l'ihere .smergency collectian Is authorized, the loHowing steps s:~1ail i:J•) 

~;tarted; 
(a) The Gen.~ral Coun$el will be notified fmmedi<Ue~y !hat the COLLE;CTlQ/'o; has 

(b) The General Counsel will Initiate Immediate -eHorts lo ootafn i'l.itorn<J}' G~neral 
<ipprov.:lllo cDn~inue n;e cotlcction. 1( Attorn~y G.:;n.:;r.:ll approval Is net obtaine:d ','.'rtllin seventy two r.our~:. the 
GOLLE:C'fiON will be terrnlriated, If rtJe i\trorney General appro,ies tne COLLECTION, it i'r1<~i~ contim:e for 
lha p~tic-d speciri9d In !he. approval. 

e. MntJal n:Jports to tl!e ~.tK,rnG.y Ger.aral are rc~quimd for COLLECTION conducte-d ur1der 
pamgrapr1s 4. Lc.(3) and (4). R:::sponsible analy1:c oflicas .wilt provide such tiJlports through the Dcp!Jty 
Direcwr ror Opet;.glons (000) and tile Ge:t1~ral Counsel to the:;: DIRNSAiCHcss for lransmitl<:il to- the .fo.ttcrl\ey 
General by 31 January of each ~·~ar. 

4.3. {U) lnctdemal f\\::..lui:;illan of U.S_ PERSON Information. lr.iormaUon to, lrom or about U.S. 
PERSONS acquired lncident.;J!ly as a res•.Jl~ of COLLEGTIOi·J directed against appropriate FORE!Gt-1 
INTELUGSNGE r,"\RGE;TS may be retaine-d and processed in accordance wilh Sectron 5 and Section -3 or 
iltl~ USSID. 

,, 
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4.4. {S GGO) Nonresld•::~nt Aliarl tARGETS Entering tl1e UNITED S'T'ATES. 

a. It th.e communications of an on resident atien located abroad are befng TARGE:l'ED a rid the 
USSS learns that the: indlVid1Jal Ms entered IJ1e UNITED STATES, COLLECTtON may continue for a period 
ot 72 hours provided that the DIRNSNCHtiSS is advised immediately aric.l: 

(t) lmmedi<~~!e- efforts aw fnltfatsdto obtain Atiorr1ey Generiil approval, or 

(2} A oeterminaHon ls made with1n the- 72 hour period that th 

b. lf Attorney General approVal is obtained, the COLLEC'rtml may continue f.orthe fengtn o.J 
timespecifiiDd fn the approval. 

c. If it is determiMcl GOLLECTtOI'J may conllnue 
allh~ di,~cretion or the opera.t:onal er<mi!mt. 

rJ.. I · 
hovrs, COLLECTION must 

is t1ot ob!ained Wilhil'l 72 
Atlorney Gillit1lral apprav~! i;; 

ob!ained; or thP.. ln~ivldualleaves \he 

1.!-.,.~ .. (C.·GCOJ U.S. PERSON TARG.i:::TS Entering th~;t UNITED STATES. 

a. U commun1m~iions lO, from or a.IJout a U;R PERSON toea ted ou,:side \he UN I 'fED ST,J\TE::;. 
1'\te being COtLECIED under Attorney General approval desc;ibed. ln S,;;;ctlofl 4. Lb. abovs, lhe 
COLLECTION must stop •.vhen thB USSS learns \hat lhe /r,dlvidtJCll has entered U1e UNIT EO STATES. 

\J. While I he individual is in the .Ut''.IITED SiAIES, COLLECTION may b~ 1<:sumed ont:1 w1t!~ the 
approval of 111~ United: St<Hes Foreign lril8Hig~nce Survfliflance Court as described in Annex A. 

4.6. 
PER~ml 
theDOO 

Pf0f.JO€;ars far COLLECTION agaiost U.S. 
must ba submited! lhrous;i• 

4.7. (C-CGO} Direi:!ion Findrr~g. Use ol direction lir\ding solely to deterrn~ne the. lcc~tiM of a 
transmitter located c.ulside 01 the UNlTEO STAJES does not {lc:mslitute El~GTRO~J(C SURVEILLANCE; or 
COLLECTION -.::ven if directed at tr.;~n;;mitt;;:·s b0!ie•ted to be ust;d by tJ . .S. P~RSOt·lS. Unrt:::ss COLlECTION 
of t~1·:: cotrmllinications is olherwi~e authorized under th?se procedures, the cont~nts of communir.:atk;~q.s w 
which a LJ.S. PER.SmJ ts a party rnonltored in the course of dite-:;tion finding may or1ly be- use.d to tdemifY the 
lt~r)SI':litlf.'r. 

4..!3. {U) D(slress: Signals. Distress signals may oe in\,~ntionally collected, pre-cessed, rata:inr:ld, :?.r.d 
diss0minat0d wi!hout regatd to t)i.;:, restrictions con!ainf,ld ir1 t;'1iS USSfD. 

A.9. (U) COMSEC M'onitorir.g arid Seculity T!;lsting of Automated Information Systems. Monitorin£1 
(or communlcations security purposes fll!lSt be conducted with the consent ot the person belng monitored 
and it1 accordance w•ith lht:J pr.:Joec!ures establishe·o in National Telecornrnuf!rcatioris and lnlormatlon System:> 
Securit~i Direct(•<e 600, Gommunicatrons Secufily (COMSE.C) Monrtcdng, dated 10 P..pril 19510. Mof\ito~ing k1r 
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communicaHons security. purposes fS not governed by this USSID. [n!rusive security testing lo ;i;>s•3ss 
sec\trity vulrvm~bill!ies in automated information syst~ms likewise is not governed by this us sm. 

SECTION 5- PROCESSING 

5 • .1. . (8 COO) . Use of Selec!ian Terms During Processing. 
When aSELEGTfON TER;~Mslflte.ndedto INTERCE:PTacommunic;atlon on the basis of !he conie411 ai the 
co~1mui1ication, or b~;cause: a communication Is enciphered, rat!I\'Jr than on the basis of the ldsn!lty of U1e 
COMMUNICANT orthe fattlhat \he communication mentions a particular individual, the following rules apply: 

a. No SELECTION TEFIM that Is raasot'tably 
(wherever 

may be: used unless th~;;t;;; s reason to 
bt! obtained by use oi such SELECTION TEHM. 

b .. No SELECTION TEP.M :hat has resulted in tflt~ I~JTE~lCEPTION nt a si·;Jniticant number ol 
cohlmUniGatior,s to or from such persons or ent;t!es m<~y be used unless there is reason to belie•J,;, that 
FOHEim~ INTELliGENCE will be obtained. 

c. SELE:CTION TERMS lhal have resulted or ar~ rea$onabty likely .~o n:::sllh lp the 
INTERCEPTIONof communications to or lrorr\ such persons or enti!ies sh<tH te~ designed to defeat, t J the 
gres:est i!/XIt~nt praciicable under !he cfrcur11<';tan<::es, the !NTERCEPTlO~J of those communications '.•lllich 
drJ nCJl c;;jnt<11n f()R:E~GN ~NtJ:LUC:iENGE_ 

5.2. (g GGG~ Annual Review by DDO. 

3 .. -\ll SELECTION l"EAMS that are- reasOI'Iably likely lo resua in th.& INTERCEPTiON of 
ccrnmunlcatior.s to or from$.. U.S, Pl:RSON or terrns tt~at h1Wo resultsd in tile INTERCEPTION or a signifi:::ant 
number of suer~ commtln:C;aU!,JHS sha!l be revie\•ied.annually by thi!: DOO or a desigMe. 

b. Tne putpo$c of the re.view shall be tel determine whathflr til ere is reason to b.elisve ll"iai. 
FOF~elGN INTELLIGENCE wfll bl3 obtaine·d, or Will comit~ue. to be obtained, by !he use of lh.:.s·a SELECTION 
TER~vlS. 

c, A CQpy of the res'Jits or the revi..=!•.v will b~ provided to lhe 1!1spectot Gem1ra! and !he Genaral 
CounsaL 

5.·3_ {0-E:;CO) FIJPNarding ot lntercep:ed Material. FOREIGN COM:· .. lUN'IGATIOf'JS ccllo.?Cied by the 
USSS may· t•e ronvMr.ierl as Intercepted toNS.~. lnt•umeo·lale proces:srng facililies, an,j CQIIabcralin9 c9n~ers. 

5.4. {:>GOO) Ncnfarelgn Communications. 

a, Comrnunica!ions between parsons In lhe UNITED STATES. P·riv<Jte radio cummunic<JI ons 
soh:;ly between persons in th8 UNIIED ST/\TES Inadvertently imarcepted during tt1e COLL~CTIOI~ ol 
fOREIGN COMMUNICATIONS will be promplly destroyed unless lh$ Attorney Genersl determines ihat the 
contenls ~nd1tare a threat of death or seriaus oodliy harm lo <my person. 

H..\:NDLE '/IA COMENT CHA!'ifNELS ONl}£ 
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b. cammunJca.tions between U.S.. PERSONS. Comrnr.mic:ations sotety between u.s. 
PERSONS. will be. treated as fotrows: 

(1) Communications sorely bi.:)P.Veen U.S. PERSONSinadveitently intero~pred during the 
COLLECTION of FOREIGN COM.MUNlCATIONSWlll be.destro:Nlc!Uponrecogntuon, ift~chni'cally possH;olr;.~ 
except as provided ·In pt;W.J;graph 5,4.d; below. 

. (2} Notwithstanding the pFtlefldiog pco•~sion, CfiJptolcgic data (e.g., signaf· and 
endPhermeot informatiorl) and technical communications data (e.g., ci~cuH usage) ma'l ba exlracted and 
retained from those commllnicalions if necessart to: 

(a) Esrablis;h Of maintain lntercept, or 

(b) Minimlz..:?: unW<l.nted fntt!rcept, ot 

(c} Support c;IJ•p.tiJiQ•:JTc; operations rt;;latect lo 1-DRE!GN COMMUNIC • .;TioNs. 

c. Communications lnvoi'Jir;g an . Officer or Employes . of .the U.S. Govemment. 
Cornmunica!io.ns. to or rrom any oiiTcer or employee of the. u.s. (3overnment, or' any state or local go•t•::?;fnment, 
wni no.tbe rntenliona!ty ihterceptE)cL lnaow~r~t:mt INTERCEPTtONS or SIJch communicalfons (indudln~l ~hqs.e. 
between lor~ign TA!iGETS and U;S. officials) wfU be treated as. Indicated in paragraphs 5A,a. and b., abov;;. 

d. Exceplfons! NolwiGhstana·lng t11e pro,ifsTor,s of paragraphs :SA;b. and c., tb,:J 
DIHNSAlGHCS$ may waive the destruction reql.!iremEml for iritemaiionaj commwnicaiio·ns containfng. lnter 
alla, lha fal!o,;,(ng typesolliiformation: 

{1) SlgnificantFOFlEIGN INTELLIGENCE, or 

(2) E.vldencB of ;:1 ctirn~ c-r 111te.;ll of deatl1 or serious bodii)tllarm !o any p~rson., cr 

(3) Anomalies th<!lt reveal a potemia1 VtJ1nerabi1ily to U,S. COiflinunica!ions S<'lCU'ril~/o 
Gonlrt'ILirliCf;ltions for which ihe Attorney General or OIRNSNOHCSS's watver is sought snculd be for.varded 
to NS.l'dCSS, AM: Po2·. 

5.$. ~S CCO) fl(l.(!ro Carnmuni·:attons wlih a Termlflalln !he Uf·liTED STAJES. 

a. P.."l ranier commL;Pic«tlons ~hat pass ov-er chann.efs wltll a ~erminaf in .the UNITED STATES 
rnt)st be proces;;ed ~hrough: a computer stan drct:onarf or similar devlc-9 untess those c.ommunicaliorrs occur 
aver {;han nels used a:<(:lusi'lefy by a FOREIGN POWER. 

b. pass over channers Wilh a terminal 
in the UNITED communications, may be proc~ssed 
without the use oi a computer scan ary or necessary to determ~ne whether a channel 
contains con11r,unlctJtiMs ol FOREIGN rNlELLIGENCE interest v.•h1ch NSA may wish tQ. coli eeL Such 
processing may Ml e1;cea.d two hours without t11e s~t:cl~ic p:iar written approval of !he 000 anct, lri uny event 
shall be limited to the minimum arriouol of iim~ necessary to determine 1M nature or i'::ornrnunlc<ilions on tivt! 
charln•;l! <md Ln•l} amount of such cammunk:;alions· that inr.;:lu.de FORE1!3N INTELUGI;;NCE. Onc9 ii i~> 
dt:l~e-rminad that the channel contains sulficient communi·t::alions o! FORElGN INTELLIGENCE interest to 

HAr•{Df ... E VIA: COiVllNT CUArNI\'ELS ONLY 
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warr.ant COLlECTION and l3xploitatiort to produce FOREIGN IN1~LLIGENCE, a computer scan dictionary 
or s'irnilar dt':!~~ce miJ:5! be used for additional pr.ocessing. 

c. Copies of aJIODO written approvals rnade pur~uant to S.S.b. must be provided to the General 
Couns~l and the Inspector General. 

SECT!Oi\1 6 =RETENTION 

6.1. (G GOO) Retention of CommtJnfc<~.Hons to, from or About U.S. PERSONS. 

a:. E:<cept as ot11erwrsq pmvfd7.ld hi Annex A, Appandix 1, Section 4, communications to, !rom 
cr aboulV,S, Pf::RSONS Hl<.it are intercepted by lhe. USSS may be retained rn their original or !ranscr;beo 
loml onl~· as fallows: 

( 1} Uncnciphered commur,ication$ noll hough! to contain secret meaning may bt"J reta::n eu 
for rive years unlt;;$S lh~ ODO determine$ in 'Nrilir.t~ tn<~>t rctenlion fer a ionger petidd ts t~quin!ld to respond 
~o authorized FOREIGN IN"J'ELLIGENGE;. rc;.quit<:Jmenls. 

(2) Commr.micatior1s f'IB·~essary to malnialn technical rfala bases fo~ Cf';ptanafytlq or traffic 
analytic purp0$(?S m<Jy be retained foi •~ period suHlcient to allow a ihotottgh ~xploita~ioh and to permit gcctlss 
ki da:a tnz1 are, or are reasonably b"'.lli•::;ved likely to beccrne, ieliivtlnt to a current or fuiure FOREiGN 
INTELLIGENCE requirement. Sufiiclenl durallon ma~ "Brf •.vith the nature Cif the: exploitatlcn and may consHi\ 
of a,r~y p•3'riod rJf trme dwlng which the technic411 datn bas8 is subject to, or of use in. cryptanalysis, If a U.S. 
P8P.SOl'l'S ida.r\tityls not necessary co m~i.r.lC3in;ng tecnnicsl d;:J:ta bases, it should be deleted or repla·::ed by 
a genark: tecrni whBn practic:~ble·. 

b. Communications whlcl1 could be dissemlna,ted undsr Section 7, be:oo.v (i.e., withoul 
8iimination af n~(;,;renc.:~s to U.S. PERSONS} may be retaine(J In their origlna~ or transcribed forrr~. 

13.2. (8·0007 . .;ccesfl. Access to raw !ramo storage systems •o~~hrct1 contain Identities of U.S. 
PERSONS must be limited to SIGINI pmo'uctr.on personnel. 

SECTION '1 ~DISSEMINATION 

7.1. {G-GCO) fr.rCI.Is of SIG!t•IT Rt;parts. All SlGINT reports will be written so as !J:;J focus solely on 
tllt:l acOvrUes. of foreign enii1ias and persons ~lr.d tr,.:-ir ag,snts. Excepl as provided in Section 7.2 .• FOREfGN 
tr•HELUC.1ENCE ir,Jorma\ion cancarninq U.S.. PERSONS must be dlsseminaled in a manner whictl cloe-~> not 
iden!ify tilt;( U.S. PERSON. Generic or-generalJerms 01 phrases must be substilut<od for !he identity (•:;J.g., 
•·u.s. lirrn'' for !lw specific name of a U.S. CORPORATION or ··u.s, PERSON" lor the specific name of a U,S. 
PERSON). Files conlair',ing !he identities of U.S. p,~r:sons dt>leted from SIGINT reports will be rnaintaine.d fm 
a m:Jiximum p~riod of one. year and any requ,;;sl~ from SIGINT cus&or.ners for such identilies should be mferred 
to P02. 

7.2. (G GOO~ Dissemination of U.S. PERSON Identities. SIGINT reports ma)' fndlld•?- the 
identific;ati~1n of a U.S. PERSON only if one or th,.= k1llowing conliltlon~ rs riiel and a d·~term1na:ion ~s mad~ 
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by the- a.ppropria!e approval authoti\y mat llie.mciprenl has a rr~ed fot tne identity for the p~rformance. of his 
official du!ies: 

s.. Tile lJ.S. PERSON has CONSENTED !o !he dissemina!ion of cpmrnunications of, or about, 
hlm or her and h<!s exBcllted the CONSENT fiWn found In Annex H of this USSID, or 

' 

b. The information rs PUBUCLYAifAILABt.E {i.e., the lnformati.an is derived. from uncras.sified 
in1o1mat!on avairabfe.to the general pubtich or 

c. Tnf! Identity althe U.S. PERSON Is necessary to. LH1d~rs!and the FOR~lG~1 !NJELUGENCE 
infotmatidn or assess its fmport;'!nCf9;. The following. none:x.c1uslva llst contains examples or tlte type o! 
lnformati~m thatmeet thls s!andqrd: 

{1) FOREIGN POWER or AGENT OF A FOREIGN POWER. Tiia inlorma!lon indicates 
that the U;S. PERSON Is a FOHEtGN PO\VER or an AGENT OF A FOREIGN PQ\oVER. 

(2J Unaulllariz.EJd Dlsc!osure of C!a:sslfi.,::d Jnforrn~1lon. Tna lnformatron indicates that il1e 
U.S. PERSON may be engagBd in the. unauthorized disclosure of classirled inforri'\atiort 

(3) fntamational Na.rcotic~ A·:::tivity; Th~ lnformallon ln.;,lic~tes that the individual mat be 
eng.;;gec:lln intema\ional nat·cotfcs lralficking at:!lvitfes. tSee Annex J of tt1is USSID for iurther lntorma~io~1 
c\Jncerning Individuals invotved in ln!ernational nt~rcolics trafficking). 

(4J Crimina! Activity. The lr\formation Js evidence that the rndividual may be involved rna 
crime 1h<:~t has been, fs being. or Is ;about to be commilted, provid~d th:at tile dissemination Is for raw 
eniarc:er:nr:wt purposes. 

(c•) tntel11gence T.o\RGET. TM Information in,jicates that ~ha U.S. PERSON fl\<W be- the 
TAR.GET elf hostll8' in!elliganc-= activities of aFORE ION POVVER. 

{6) Threat to Safely. The !nformatfon indicates th.:J.t tne identity of thti U.S. PERSON 1<1 
pel'lin~nt to <t, possibl0 (hreat to ll1e safely of an~' p;;rson or organlzalion, including ~hose who nre TARr3ETS. 
victims or hostag-s~ of INTERNATIONA.l TERAORfST organiz.atfons. Reporting unit~ shall idnritiiy to PD2 
an·t r~port containing the icientit)' ·!lf a U;S, PERSON ceportt;i) ur.d~r this subsec!lon (t3J. Field reporifllQ to 
P0.2 should be in the totm of a CRil'fCOMM messa·~e {OOt X,ll,O) and inc.tud~ ih·3 report da!:e-~mt'l·{]roup 
{DTG), product ser'ial11umber <:~nd: the reason lor lr.clusiQn of tile U.S. PERSON'S identity. 

{7} Senior Executiva Branch Ol~1cials. Th~ idan:ity is. that of a senior offit;ial of the !;;xecutive 
13ranch ot tile u.s. Government. In this case only lilt~ otficial's ti:le will b.;;l diss·:::minateci. D·omestk~ polrt:cai 
or personal information on su(;h fndivlduals 'Nil I b·~ nelthE!r dlssemin~te.d Mr re~ained. 

7.3. (C.CCO) Approval Authorities. i\pprova18Ulllorities for ttle release of identities ol U.S, persc:ns 
under Sect1on 7 a.m as follows·.: 

<1. DIRNSP./CHCSS. DIRNSNCHCSS must approve dlsseminalion of: 

{1) The identities o: any S(mator, cor'igressman, ofllcm. or srnploy~0 of tha Le~:j~islative 
Brandl or !t1e U.S. Governmenl. 

Ht\:NDLE VIA COMlNT CHANNELS ONLY 
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b. Frard Units <:Jnd NErA Headquarters Elements. ~'ill SIGlNT production organizations are 
autnorlzed !o dlssemi:~qte the iderHi!ies of U.S. PERSONS when: 

(1) The Identity is pBrtiMnt to !he safely of any person ororganizatlon. 

(2) The Identity lEi :hat of a seniorofflclal of the Execu!.lve Branqh •. 

(t3) The U.S. PERSON l1as COt·JSENTED umler paragraph 7.2.a, above. 

c. ODD and Designees. 

( 1) In aU o!her cqses,. U.S. PERSON identities may be rele(;l..setJ c:miy• wit11lhe pdor appraval 
of lhe DeptJly Director tor Operations, the ~~~:sisiant Deput~' Director for Operations, the Ci"ifef, P02, the 
D~puiy Chief, P02. or, ln their absence, th~ SeniorOperaUon.s Oificer· or ll:ia Nalionar S1Gf~rr Operat:ons. 
cenlc.~r. The 01)0 or AD:DO shall revle:•.vali U.S. !d'emiti•3.He:leased by thesfj d~signecs as soon as pract;cabfe 
.';l~t;;;r th!Jl F::h~ase is made. 

(1) For l.sw enfon:;errwnt purposes ir,vnlving narcotics refate.d in!ormation, DIRNSA has 
grant::::d to th~ DOO aulhority 10 dissemi11aie u.s. ldentilies. This t'IUthorily may nnt be furth~r cielegated. 

7.4. (1...1) Privileged Communications and Criminal f\G:ivity. All pmposed di$seminations of 
info>rml!ii)n constHutinQ U.S. PERSON privile~;ed communication!; (5-.g., attorney/ellen!, doctor/patient) and 
all infotrrH1tion concern1r.g criminal cJ.ctivities or criminal ofi~rdicial proceedings in the UNITED STATES must 
be rsvie.wed br tile Ofiice oi Gene( :Of Cotmselprior to dis$emination. 

?.5. {U) Improper Oi:;$emi11<J.lion. lf the namt'; of a U.S. PERSON iS fmproperfy disseminated, the 
incident stwtJid tl~;J reported ~o P02 within :~4 lK1urs. of dl$·:::ov{(:!ry olthe Brror. 

SE:CTfON 8 ~RESPONSIBILITIES 

8.1. {U) lnspeclor Gen.eral. 
Thu fnspm::tor Getier<:tl sh3.li: 

:e.. Conduct regular inspections and pefforrn 9•::"neral oversighi of NSNCSS activities to ens•ure 
<::JJmplianca. with tl~is \JSSfD, 

b. E slablis:'l pmcr~rJ'.;r~s for reponillg b'/ Ke1 Component and Field Chiefs of their ac:lfvitlcs and 
practi·c=·.s tor O'.Jer:;o.igl!\ puq).;J~es. 

c. Repnrt to lilt! DIRNS.;VCHCSS, annual!~,; by 31 Oc:t•Jb8t, concvrning NSA/CSS compli;m~e 
·,•,•i!h :his. l)SSID. 

tJ. Rt~port quarierly with the DlRNSf.JCHCSS i;JI1d General Coun:>ef to tl1a Presid..:ml's 
lnt.:=:llig-ance Oo,•c7:•sight Soard througn the As.sisr~nt to the Secr~lary of Oefe11se (1iltefligence Oversigllt). 
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