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made progress in addressing some of these deficiencies, but
found that processes had not been fully documented in the
“form of management directives, administrative policies; or
‘operating manuals. The NSA OIG recommended that
Program officials formally adopt rigorous, written operating
procedures for the following key processes:

o Approvals for content collection by the appropriate
named officials

o Reporting of viclations of the Authority, similar to
procedures:for documenting violations of Legal
Compliance and Minimization Procedures®

o Tvaluation of dual FISA and PSP content collection.

@ Systematic identification and evaluation of telephone
numbers and Internet identifiers for detasking.”

(U/ #FEY0) Corrective action was taken in response to the
four récommendations.

(U/ A20Y0) This report was sent to SSCI on 31 May 06 and
HPSCI on 2 January 2008,

13 Sep 2004  ~{S#MF)> Need for Increased Attention to Security-Related
Aspects of the STELLARWIND Program (ST-04-0025)

(U/ /FUUO) This OIG report disclosed weaknesses in Program
secunty The Program was particularly vulnerable to
exposure because it involved numerous organizations-inside
and outside NSA.

(U/ /FOYE) While the Program Manager placed a strong
emphasis on personneél security, he did not take a proactive
and strategic approach to physical and operational security.
In particular, better use of the Program Security Officer
would have helped to improve special security practices for
handling Program material and strengthen operations
security (OPSEC),

(U/ /¥6E6) The Program Manager and the Associate Director
for Security and Counterintelligence concurred with the
findings and implemented corrective measures. In particular,
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‘the Staff Security Officer'was freed from other respons1b111t1es
and took a more active and effectlve role in Program security,
Management did not conduct a formal OPSEC survey as
recommended;- hOWeVer, steps taken by mariagemerit to
‘implement OPSEC practices met the intent of the original
recommendation.

(U//‘FBH@) This report was sent to SSCI on 31 May 2006
:and HPSCI on 2 January 2008.

21 Nov 2005  {(FSHSHNE) Review of the Tasking Process for
STELLARWIND U.S. Content Collection (ST-04-0026)

This report identified material
wealcnesses in- the tasking and detasking process under the
PSP.. The process to task and detask telephone numbers for
content collection under the Program was iitheréntly fragile
because it was based on e-mail exchanges and was not
automated .or monitored.

' The OIG exa.tmned-telephone
numbers and Internet identifiers approved for content
collection on the date in November 2004 when the audit
began and identified the following types of errors:

involved under-collection; identiﬁers' were
riot put on collection quickly enough of were not put
on-collection until the OIG discovered the errors.

involved unauthorized collection caused by a
typographical error.

involved over-collection; they were not
removed from collection quickly enough.

"{7 record-keeping errors in, the Program’s tracking
database

unauthorized collection caused by a typographlcal error, NSA

personnel did not review the collected information before

destroymg it, nor did NSA issue any report based on, or
disseminate, any information from the

. of untimely detasking. However, without a

robust and reliable coilection and tracking process, NSA
increased its risk of unintentionally violating the
Authorization. NSA also increased the risk of missing
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valuable foreign intelligence by failing to task telephone
numbers and Internetidentifiers in a tirnely manner,

(U/ /FOYO) NSA OIG recommerided that all errors be swiftly
resolved, that specific procedures be-adopted to prevent
recurrences, and that identifiers tasked for collection be
promptly reconciled with identifiers approved for tasking, and
repeated every 90 days. Management 1mp1ementcc1 the
recommendations.

(U/ AREH0) This report was sent to SSCLon 31 May 2006
and HPSCI on 2 January 2008 and was redacted at the
request of the White House,

31 May 2006 —(TFSHSHMNF} Review of Compliance with Authorization
Requirements for STELLARWIND U.,S. Confent Collection
(ST-04-0027)

This repoit determinéd that, based
ona sta’ustlcal sample, Program officials were adhering to the
teriis of the Authorization and the Director’s delegation
thereunder; that tasking was appropriately approved and
duly recorded under the Authorization; and that tasking was
justified as linked to al-Qa’ida or affiliates of al-Qa’ida. The
report récomrmerided improvements ia record-keeping
practices.

~SHNF-Due to a lack of sufficient and reliable data, the NSA
OlG could not reach a conclusion on the tasking approval
process for two PSP-related collection programs, The OIG
recommended that management responsible for the affected
programs, design and implement a tasking and tracking
proceéss to allow managers to.audit, assess timeliness, and
validate the sequencing of tasking activities. Management
agreed to install automated tracking of tasking and
detasking,

Although the collection architecture was
designed to produce one-end-foreign communications,
inadvertent collection of domestic communications occurred
and was addressed. The OIG recommended changes in
management reporting to improve the tracking and resolution
of inadvertent collection issues.

(U/ /320Y6) Corrective action has been completed for one of
the two recommendations.
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(U/ fFOBO) This report was sent to SSCI on 31 May 2006.
and HPSCI on 2 January 2008 and was redacted at the
tequest of the White House.

11 Jul 2006 1‘7-‘579‘SI;6WF}-Supplemental Report to Rewew of Compliance
with Authorization Requirements for STELLARWIND U.S.
Content Collection (ST-04-0027.01)

B} After issuing the original report,
the NSA OIG conducted further research to determine
whether Program officials were approving content tasking
requests based solely on metaddta analysis. Using the
statistical sample in the original audit, the. OIG found no
instances of metadata analysis as the sole justification for
content tasking. In all cases tested, there was corroborating
evidence to support the tasking dECLSIOIl

(U//FOUO)-This report was sent to SSCI on 13 February
’3007 and HPSCI on 2 January 2008.

5Sep 2006  —(TSHSHHMNF}-Report on the Assessment of Management
Controls for Implementing the Foreign Intelligence
Surveillance Court Order: Telephony Business Records
(5T-06-0018)

} On 24 May 2006; the telephony
metadata portion of the PSP was transferred o FISC-Otrder
BR:06-05; In re Application of the Federal Bureau of

Investzgatwn for an Order Requmng the Productzon of Tapgible

On 10 July 2006, in a memorandum with the
sub_]ect FISA Court Order: Telephony Business Records (ST-06-
0018), the NSA OIG issued “a report to the Director of NSA
45 days after the initiation of the activity [permitted by the
Order] assessing the adequacy of the management controls
for the processing and dissemination of U.S. person
information.” This report was issued with the Office of the
General Counsel’s concurrence as mandated by the Order.

—{FSLLSLL/NE) The “Report on the Assessment of Management
Controls for Inplementing the Foreign Intelligence Survelllance
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Coiirt Order; Telephony Businiess Records (ST-06-0018),”

5 Septemnber 2006, provided the detdils of the findings of the
10.July rnemorandum and made formal réecommendations. to
management

- * Management controls. governing the
processmg, dissemination, data security, and oversight of
telephony metadata and U.S. person information obtained
under the Order were adequate and in several aspects
exceeded the terms of the Order. However, due to ‘the risk
‘associated with the collection and processing of telephony
metadatainvolving U.S. person information, the NSA OIG
recommended three additional controls regarding collection
procedures, reconciliation of audit logs, and segregation of
dufties.

—(FSHSUNF)-Collection Procedures:

. ' » ] OGO admsed.ﬂ

| data shoiild have beex S ppressed from
the incomirng data flow.. Immediately, management blocked
the data from analysts’ view. Further, working with the
providers, Program management completed suppression of-
the suspéct data on 11 October 2006 and agreed to
implement additional procedures to prevent the collection. of
unauthoerized data.

(FSHSHHNFY Reconciliation of Audit Logs

—ESHASHNE): Management controls were not in place to
verify that telephone numbers approved for querying were the

only numbers queried. Although audit logs dociimented the
queries of the archived metadata, the logs were not in a
usable format, and Program management did not routinely
use them to audit telephone numbers queried. Management
concurred with the recommendation to conduct periodic
reconciliations; however, action was contingent on the
approval of a Program management request for two additional
computer Programmers.




20 Dec 2006

~f€7‘7LNF) The severn individuals with the authonty to @pprove
queties also had. the ability to conduct queries under the
Ordér. Standard internal control practices require that key
duties and responsibilities be divided among different people
to reduce the risk of error.and fraud. Although Program
management coneurred with the finding, it could not
implernent the recommendation due to staffing and
operational rieeds. As an alternative, Program management
agree'd to-develop a process. to monitor mdependéntly the
queries of the seven individuals. This action plan was
contingent on the developmerit of usable audit logs
recommended above.,

(U/ AFOH0) Corrective action has been completed for one of
the three recommendations,

(uy /FGH@) This report was. sent.to SSCI on 13 February
2007 and HPSCI on 2 January 2008.

: ummary of OIG Oversight 2001-2006
STELLARWIND Program Activities (ST-07-0011)

—~{5/NF) On 20 December 2006, the OIG issued a report

summarizing OIG’s-oversight of the STELLARWIND Program
after five years of implementation.

(U/ /FPOY6) This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

Stf -Assessment of Wlanagement Conlrols to
Implement the FISC Order Airthorizing NSA to Collect
Information Using Pen Register and Trap and Trace
Devices (ST-06-0020)

he OIG reported that the
management cont “the collection,
dissemination, and data security of electronic
communications metadata and U.S. person information
obtained under the FISC Order authorizing NSA to collect
Internet metadata using PR/TT devices were adequate and in
several aspects exceeded the terms of the Order. Due to the _
risk associated with the processing of electronic

communications metadata involving U.S. person information,

additional controls were needed for processing and
monitoring queries made agairist PR/TT data, documenting
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5 Jul 2007

30.Jurie 2008

overmght activities, and providing atinual refresher training
on the terms of the Order.

U/ /F@H@) Corrective action has been completed for two of
the six, ‘recommernidations,

to SSCI.

(U7 /FOUO}T
and HPSCIL &

~(FS#SH/MFrDomestic Selector Tasking Justification Review
(ST-07-0017)

(U7 /FEYO) The OIG conducted this réview to determine
whether tasking justification statements were supported with.
intélligence information consistent with sources cited in the
justifications. The OIG.identified some justifications
cotitaining errors, but there was no pattern of errors or
exaggeration of facts or intentional misstatements.

(U/ /FOYO) This report was sent to SSCI on 28 January 2008
and HPSCI on 28 January 2008.

Advisory Report on the Adequacy-of
STELLARWIND Decompartmentation Plans (ST-08-0018)

At the request of the SID Program Manager for
CT Spemal Projects, the OIG assessed tlie adequacy of NSA’s
plans to remove data from the STELLARWIND comipartment,
as duthorized by the Director of National Intelligence. On
30 June 2008, the OIG reported that NSA management had a
solid fouindation of plannmg for decompartmentation. In
particuilar, the content, “communication, - and assignment of
supporting plans were adequate to provide reasonable
assurance of successfully removing data from the
STELLARWIND compartmerit, while complying with laws and
authorities. Management was also diligent in assessing the
scope and complexity of this undertaking. Although the OIG
made no formal recommendations, it suggested
improvements to develop more detailed plans, set firm
milestones, and establish a feedback system to ensure that
plans were successfully implemented.

(U/ FoH6}-This report was not sent to SSCI or HPSCL
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(U) Presidential Notifications

%ﬁS%W%SHfGGfNF}Executwe Orders 12333 and 12863 require intelligence

agencies to report to the President;. through the President’s Intelligence Oversight
Board, activities they have reason to believe may be unlawful or contrary to
executive order or presidential directive. Knowing that Board terbers were not
cleared, however, the NSA Director or Deputy Director reported the following
violations. of the Presidential Authorization and related authorities to the President
through his Courisel, rather than through the Board. Each riotification was
approved if not actually drafted by OIG. Some of the notifications were not the
subject of the OIG reviews or investigations discussed in Appendix E.

(U) Date (U) Sumrmary of Notification

Describes a delay of about 90 da: 5

ATS/HSHHAF) Describes the mvcstlgatmn mentmned above
regardmg metadata collectmnvmlatmns that occurred ‘under

instande, & report based on such datd went out, but it was not
cancelled because the same mformaticm was avajlable
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©

2

(U) Date

(U) Summaiy of Notification

: /M) Describes one instance of
madvertent collectlon of a call with both ends in the U.S. — a
; 1y known until it was listened to
howed the call as having a fore

-(ZIJS/—,LSI-;L;‘-N-F) Describes three incidents: The first involved a
one-digit typo resulting in one incoerrectly tasked number. The
second’ involved a number improperly tasked for metadata
analysis. The operator discovered it almost immediately and
promptly removed it from tasking, The third mvolvedh

numbers that were not detasked in a timely fashion,

2 Aug 2005

. ) Describes the evolving .

. Wefers to NSA work in developing

¥ Descnbes an mc1dent ’

for L months,

improperly collected was also properly acquiredi
*pursuant to statute, the dataflow was
terminated immediately upon discovery. Also, because the
improperly collected metadata had been forwarded to norn-
STELLARWIND databases, the Agency removed non-compliant
metadata from all affected databases, including those in which
STELLARWIND data is normally stored.




) bate

tnonitorin, .
was corrected and all madvertenﬂy collectea recmd 3 were
déleted.

‘ -authonzed targetmg of properly tasked :
e

telephone numbers resulted

No reporting was generated,

collection'was ‘deleted.

Describes an instancé where a

and there was no ev1dence that U.S.-to-U.S. communicatioris
were collected, we could not certify. that the ﬁles were all one-
end foreign without reviewingf, ' . .

| files were deleted, and procedures used b

| were being reviewed.

} A second incident was reported in
which a typographical error res ntact chaining on a

ESLLSTLMLLST LOCINE
U.5. telephorne number with nowafﬁliaﬁon. The

telephone number was rechecked, and the error was corrected.
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NATIONAL SEGURITY AGENCY
GENTRAL SEGURITY SERVICE
Fort George G. Meade, i\ﬂaryﬂamd

27 July 1393
UNITED STATES SIGMALS INTELLIGENCE DIRECTIVE
(USSID)
18

AL COMPLIANGCE AMND l‘*j IMINTZATEON
PF&B SERURES '

LETTER OF PROMULGATION

(Uy This USSID prescribes palicies and pradedinas and asagns responsibliiies (o ensure that the
migsions and flunctions of the Unit ed States SIGINT System (USS3) are conducted v a mansac that
safsguardsthe-censiitulinna) rights o U.8. persans,

LEG

(LY This USSID has aead campletaly rewrittan to maka it shorter and easier Lo understand, It

r‘ans‘uiut a stmmary of tha laws and réguiations diveatly affecting USSS operations. AllUSSS wsrsonnel

who geligst, ptocess, retain, of dissaminale Intarmatiion to, 1rom orabout U.S. gerstns or parsona in'tha
Un.zed Statey.must be familiar with tsconfants.

HFEUer This USSID supersades USSID. 18, and USSID 18, Annex A (distibuted separatsly to
selected reciplents), bothv of which are dated 20 Qotober 1980, anct must now be dgslroyad. lery
DIRNSAZCHESS (USSID Mariager} if ihis edilion of USSION 18§ dealro,n—ci hecauze of an gmigrgancy action;
otheryise, request appraval learm DIRN ACHUSS befara destroying this LUSSID,

~REHoE Aelease or sdposure of this dosumsnt lo centractors and gonguliants withoul approval frem
tha USSID Mnagee s prohibited, Instructicns applicabisto nelease orexposure of USSID to canlractors and
songuitants midy be found in USSID 19,

—~EoUon. Questions and commsnt

3 rce:in; ihiz LSS should be addressed to the Cilics of the
Ganzral Caunsel, NSA/CSS, NSTS 953-3 -

S MeCONMELL
Viee Admiral, U.S. Nawy
Dlractor
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s UssID 18

LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (U)

SECTION 1 ~PREFACE

1.1, {U) The Fourth Amendinant to the United Stales Censtitution protecis aii-U.S. persons anywhere
in the world-and ail persons within the United States from unreasonable sedrches and selzures by any parson
or agercy goling on behall of the U.S, Govarnment, The Supreme Court has wled that tha interczpiion of
glactronic communications s a ssarch and seizure within tha maaning of the Foutlh Amendmend, ltis
tharaior mandatary thal signzls intaligance (SlGlNT) operations be condusted pursuant to procadures
which meat tha reasonableness raquiraments of the Fourh Amendmant,

1.2, (U} In datermining whether United States SIGINT System. (USSS) operalions are “rezsonstie,”
il s necassary to batancs the U8, Government's nesd for torsign intelligange information and the privacy
imerests of parsons protected by the Fourth Amendment, Siriking that balancs has consumad much tima
and sifoct by all branghes of tha Umted States Governmant. The results of that éffort ars reflecied in tha
rafarences listad in Szction 2 belaw, Togetaar, thass references. raquira the minimization of U.S, parsan
Infaematian collssted, processed, rafained or dlssaminated by the USSS. Tha purposa of this document is
to implament thesa minimizalion requiremants.

1.3, () Saveral themas muri throughout this USSID. The most irepartant iz ihat intelligence oparaiions
and'the protaction of constitutional tights are not lacompalitita, 117s not necessary to deny legitimate foreign
irteliicznce colfection or supprags leghimate forelan inteliigence information to protact tha Foudh Amendinent
rights of 3., parsons.

V4, () Finally, thase minimization pmcL.dures implameant the constitutionzl pringigls of
rzasonablenass” i by oiving diftersnt categories of individuals and antities different |avals of prata tan, Thase
levula range fram the shringant protection accordad U.S. citizans and permarant residant afiens in the United
Siates to provislons rﬁlaling to forsign diplomats In the U.S, Thesé diffsrsntes reflzctyet ancther main theme
of thesa proceduras, thalis, that the focuc* al all foreiyn inteligence oparations is r.m foraign sniities and
Darsons,

SECTION 2 — REFERENCES

21, (Uy Raferences

a1, st seq., Forsign Intelligence Surveillanca Act (FISAY of 1978, Pulilic Law

w
(€33
5
=
‘(n .
¥
@©

N, 98-511.

b, Exegoutive Ordar 12333, “United Statas Intalligencs Adtivities," datad 4 Dacembser 1931.
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o Dal Directive 5240,1, “Activities of Dol intelligencs bompanmm that Affect U8, Paraons;!
dated 25 April 1938.

 d. NSA/CSS Dirsclive Mo. 10-30, "Pradedures Governing Aclivities. of NGA/CSS that Atfest
U8, Persons, dated 20 Septamber 1990,

SECTION 3 - POLICY

3.1, {U)yThe poligy of the USSS is to TARGET or COLL ECT only FOREIGN COMMUNICATIONS.”
The USSS wilt not miem.ona)l;.' COLLECT cammunications to, from of about U.8. PERSONS or p2rscns or
entities in the U.S, excagt as sel forth in tHls USSID. If tha USSS inadvertently COLLECTS such
communications, it will process, retdin and dissaminata tham anly in accardancs with this USSIO,

SECTION 4 - COLLECTION

i are known o be-ta, from or about a PE’>SO"

. - . . ilinotbe intentionally intafeeptad, or SclEChdmeUjb tha use
1A SELEl oM. TEHM E"(u-'pl L. t‘m tolioving instances:

& With the approval of the United States Foreign Infelfigance Survellance Court under tha
gongltiens oullingd in Xneex & of jiis USSID,

b. With the.approval of the Atierngy Ganaral of the Unlled Statas, if:
{1} Thz COLLECTIOMs directad against tha follawing:

{3) Commuricatlions ta or from LS, PERSONS ouigida the UNITED STATES, ar

(M __International cemmunications to, from,

oo

€ Communications which arz not to or Irerm but mefely about U.S. PERSONS

(whergvar looatedy.

{2}  Thapersonls an AGENT OF A FOREIGH POWER, and

(3} The purpose of the COLLECTICN is to acquite signilisant FOREIGN INTELLIGE IGE
whormigiian,

c. With tha approval of the Directar, Naticnal Securily Agercy/Chisf, Canleal Security Sarice
{DIANSA/CHISS), 50 long as the COLLECTION nesd not be apgraved by the Forsign Intetligance
Burveifanes Court or the Attamey Ganeral, and

(1) The person nas COMNSEMTED lo the COLLECTIOMN by exsculing onz of the
GOMNSEMT torms containad inAnnsg H, or
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* Capitalized wards o Sections 3 through @ ara defined tarms in Saclion 9,

(@) Tha parson is reasonably believed to ba held captive by a FOREIGN POWER or group
gngaded in INTERNATIONAL TERRORISM, or

oK

| (4) The COLLEGTION Is directed agsiosti il D batween a U5,
PERSON in the UNITED STATES and a foreign entity outside the U llED aTATES. the TARGET is tha
foreign entity, and the DIRNSAICHCSS has approved the COLLECTION in accardance with Annex X, ar

A {5) Technicaldevices (g B ) are emrloyexz o
timif acqguisiion by lhe USSS to commumu lons to or fm‘m the 'TARGET Qr z
sommunications used by the TARGET (s f = & e
thé COLLECTION s diracted sgaist] | , -
communicatans with-ans GOMIAUNICANT Tn- 1H—UMTED STATES and the TARGET of the GOLLPCTJOP\

18

(@) Anon-U.S. PERSON located oulsida the UNITED STATESE

{6) Coples of approvals grantad by the DIRNSA/GHESS ander hase provistons will ba
rétainedin tha Offica of Genzral Counsal tar ravizw by the Attornay General,

d. Emargency Siualions,

(1) In emargency situstions, DIRNSA/CHCSS may authorize the COLLECTHIM of
information to, fcom, ar aboul 2 U.S, PERSON wha is gulsida the UNITED STATES when s2curing the priar

-approval of the Alierney General Is not practicst besawss:

() Tha time rel,‘uimd to obtain such approval would result In tha lass of significant
FOREIGN INTELLIGENGE and would éause sutstaniial hiarm tn the national sesuriiy

() A persan's lile or physical safety Is reasonably bafievad o ba in immadiale
danger.

(Y Thz physical security of a defense installation or govelnmant groperly is
reazonably belipvad o be in immediate daagar.,

{2} In lhose cases whare (Ne DIANSA/CHCSS autharizes emargancy COLLECTION,
excépt for actions lakan under paragraph d.{1}{b) above, DIRMNSA/CHCSS shall find that thera is prababls
caise that the TARGET meats one of the following criteda:

{ay A person who, for cr on behall of 3 FOAEIGN POWER, is engaged in clandgsting
irtaligenss activilizs (Including covert agiivities intended t affoct the political or governmental prcass),

L 2nd the DIRNSA/GHCSS has appraved the COLLECTION I accordance with Annex
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sabotags; or INTERNATIONAL TERRORIST activitles, or aclivilies in greparation for INTERNATIONAL
TERAQRIST aclivities; er who.canspires wiih, or knowirigly aids spd abets a parsod engading . sueh
activities.

(b) A person who is-2n officer or emplayse of a FOREIGN POWER,

{o) A parson unlawlully acting for, or gursuant to the dirsction of, a' FOREIGH

POWER, The mera fact that @ person's activities. may henefit or furliter the aims of 2 FOREIGN POWER is

riot endugh ta bring that person Under this subaaction, abaent evidende that the person is taking direction
trom, ar acting in knowing concar swiih, the FOREIGN POWER.

~{d) A CORPORATIOM or other entity that iz owned o sonfrolled dirzcily or indiractly
by & FOREIGN POWER.

{e) A psrson in contact with, or azting Ir collaberation with, an intaliiganes or security
gardce ul a jorgign pawer for tha purpose of prO"iqu access fo information ar matarial ciassified by the
United States to which such pargen has access.

(3} In alf casas where emergency collsetion le authorizad, the following sleps shail i
laks

(& The Gzaacal Counsel wiil Se notiied Immadiately that the COLLEGTION has
started.

{b) The Ganaral Counsel will {nitiate Immeadiate efons io obtain Attorngy General
approval tocomtinte Ike eollection. If Aliorney Genaral approval [s not obtained within saventy bwo tours, the
LGLLCuTID:J will b terminated, If the Attarngy General agproviss the COLLECTION, # WAy continu & tar
live peiicd spacified In the ggoroval.

. Anmyal rapors (o the Atomey Gensfal are required for COLLECTION conductad under
parznraph‘* 4.0.6.(3) and (4. Responsible anabytic oificas will provide such regorts throlgh the Deputy
Wiracior for Operations (0OD) and the General Counse! 16 the DIRNSA/CHCSS far transmitial ta the Atte itey
General by 31 Jarwary of each year,

4.3. (U} Incidental Acguisilion of L.8. PERSON Information. Iniarmation fa, from or about U.S.
PERSONS acquired Incidentaly as a resull of COLLECTION directed against appropna( FOREIGHM
IMTELLIGENCE TARGETS may be ratained and pracessed i accordance wilh Saction 4 and Sactiun 3 of

s USSID.
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44, 55603 Nunresident Afen TARGETS Enlering the UNITED STATES.
1 the cammunizations of a norrgsident afien locatad abroad ade being TARGETED and the
Usss !nams that the individual has entered the UNITED STATES, COLLEGTION may continue far a periad
ot 72 hours provided that the DIBNSACHCSS 1s adiised immediately and:
() Immediate effcrls are initfated to obtain Attorney Genaral aparoval, or

&) Adetermination is made wilhin the 72 hour period {nat the

b. If Attorney General apnroval is gbtained, the COLLECTION may contingz for the fength of
time specifipd Inthe approval,

o, itis detarmingd thal fGOLL&’iCTéOI\lmay sontinue

at the diggration o the- UpEI’dt iorial =rrm:=nt

, - : “ral approval is ool obtained within 72
houes, GCJLLECTION must be terrr"mnted . . Atorney Ganeral approval is

obtained, or the Individual lzévas the UNITED' STATES
4.5, 45858 U5, PERSON TARGETS Entering the UNITED-STATES.
_ M communicatians 10, from or about 2 U5, PERSON focatetioutslde the UMITED STATES
are baing G@LLﬁm‘ED under Allomey General approval desceried in- Sectlon 4.1.b. above, the
COLLECTION must stop when tha-WSSS fearns that fhe individual has entgred the UNITED STATES.

b, While'the individual is in tha UNITED STATES, COLLECTION may be cesumad oniy vata the
approva of the United Sttes Forefon Intéligence Survaiflance Court .as descrived in Annex A,

(g 15 AHGET U 5 PEP&ON All m‘cgsals for COLLECTION against L).S.
- ' ' - " . | must be submitied theoush
the DOO and thg General Gnumel to tn--' DlRNbNLHLmb 10 [2VIBW. ]

47, G856 Direclion Finding, Use of direstion finding solely to determing the locativn gf a
transmiiter losated cuiside-of the UMITED STATES does not gonstitute ELECTRONIC SURMEILLANGCE ar
COLLECTION sven il dlrzclad at ransmittars belizvéd 10 be ussd by LS, PERSOMS, Unlzss COLLECTION
afithe cormunications is otharwvise awthorzed undar these groceduras, the canténts of commenizations o
which a U.S. PERSOM {5 a parly munitored in tha course af dirastion finding may only ba used to ldeaidly the
lrangRitier,

4.8 {U) Disiress Signals. Distress signals may be intentionally collected, processed, retained, wnd
dissaminated without ragaed ta tha restrictions containad in tnis USSID.

4,8, (U) COMSEC tMonitoring and Security Tasting of Automatad Information Systeiss. Monitoring
far communicalions =‘ecurity purposes must ba conducted with the consent of {2 person b=ing monitared
and in accordance with the procadures establishe:d in National Telecammunications and Informaticn Systems
Security Directive 500, Commurications Secusly (COMSEG) Monftoring, dated 10 April 1980, Monitoring far
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communications secumy purposes s not goversed by this USSID, Infrushva secumy testing fo ass
seerity vulnerabiftia s in automaied information systems fikawise is not governed by this USSID,

SECTION 5 - PROCESSING

.3, —8-Ge0r Ustol Selection Terms During Processing,
YWhen a SELEGTION TERM s Intanded to INTEACEPT a ¢ommunication on:the-basisof the sortaiit of the:
communication, ar because a communication ls erciphered, rather than on the basis of the ldantity of the
CORMUNICANT -orthe factihat the communication mentions a particular individual, the following rules apply:

INTELLIGENGE will i obzainm‘i by use of su-h SELECTION TEnm

b. No SELECTIOM TERM that has resuttad in the INTERGEPTION of a signitican! numbiar of
T comraunications 1o o frors such parsons or entities may ba used unlesy there is raascn o balisve tha
FOREIGN INTELLIGENCE will ba obtained,

SELECTION TERMS Ihat hgve resolted or are reascnably: lkely to result in the
lN‘ERuFPTlQN of communications ta or from sush persons ar entities shafl be designed to defeat, 12 the
graatest extent practicable-under 1hs aircumstances, the INTERCEPTION of those x:c:mmunicauons wihich
o nat cantain FOREIEN INTELLIGENCE.

1]

2, 48-568Y Annual Revigw by DEO.

a. Al SELECTION TER! WS that ard reasonably likely (o rasull in the INTERCEPTICH of
communications o or frem & LS FERSON or lerms that hava resulted in tha INTERCEPTION of a sigaificant
number of sich cammunicalf&ns shall be reviewed.annually by the DDO or a designas.

b. Tha purpose of the review shall bs ta determine whathar there is reason to belisve . hal
FORBIGN INTELLIGENGE vill ba nbtainad, of will contirue to b abtainad, by the uss of thass SELECTION
TERKS.

¢, Acopy of the results of the raviaw will ba providad to the Inspectar General and the Ganaral
Counsel.

5.3. —E-EE8) Farwarding of Intercepiad Material, FOREIGN COMMUNICATIONS callecied by the
1S5S may be lovwarderd as intercepted to MSA, intarmeniate procassing facilities, smd collaberating centers,

8.4, -GSy Monfargfgn Communications

a2, Communications behween parsons I the UMITED STATES. Privala radic commusical ons
solEly batwean persans in the UNITED STATES inadverienlly intarcepted during the COLLECTION of
FOREIGN COMMUNICATIONS wiil be prompl[,‘ deslroyed unless thg Atiornay Genarsl determninas thal the
contents indidate a threat of death ar serigus badiy harm io any person.
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b. Cammunications. bétwaen U.%. PERSONS. Communications: solaly bﬂtween s,

PERSONS will be treated as follews:

(1) Communications solely betyeen U.8, PERSONS inadvertently infercepted during the
COLLECTION of FGREIGN COMMUNICATIONS will be.destroyed upon recognition, i tschnizally possible,

erogpt asprovided In paragraph 5.4.4; balow.

) Not\uxrhstandmg the preceding provision, cmyptolegic data (e.g., gignal and
entipherment information) and techinical communications data (e.a., circuit usage) may ba extracted and
retained from thoss communicalions if nagassary to:

(a) Establish or priaintain istarcept, or
oy ®linimize unwanted mtercept, or
{ey Support cryptologic operations related 1o FOREIGM COMMUNICATIONS.

. Communications Involing an Officer or Employes of the .S Govermment.
Communications io-or from any oliicer o employee of He'U.S. Govarmment, oF any state.or kool government,
will igt.he Imentmna!ty intercepted. Inadverent INTERCEPTIONS of such.communicatiens (including those
betwaen loreign TARGETS and U.S. officialsy wll be ireated as Indicated innparagraphs §.4.4. and b, abeva.

d. Exceplions: Nobwthstanding he provisions of paragraphs S4b. and c, tha
DIRNSAICHGSS may walve (he dastruction requirement for international communications containing, inter
affa; tha-doitoving types of- Infermation:

(1) Significant FOREIGN INTELLIGENCE, or

(& Evidance gf a orime or threal of daath or serious bodily harm 1o any oarson, o

(31 Anomalizs that reveal a potential vuinarabifity 1o .8, communications samucdby
Comeunications forwhich the Atterneéy Ganeral or DIRNSA/CHCOSES wabsar is sought should ba | forwardad
to NEBACSS, Alrit PO,

5.5, -850 Aadio Communisations with 2 Termina? in the UHITED STATES,

a Al radio communicglions that pass aver channels with a terminat in ths UNITED STATES
rmust ba procassad thraugh & computer stan dictionary or simitar devics Unlass those communications oocur
pver channels ussd exclusively by & FOREIGN POWER.

oAl eomEng ions that pass over channels with a terntinal
in the UNITED STATESE = ‘ . comiunications, may be processed
without the use of & rompu!er scan dl'*tzona:y or sitailar device it nacessary to determine whether a channel
containg communicalions of FOREIGN MTELLIGENCE intarast wiich NSA may wish tg collect, Such
pracessing nay nat sxceed two hours without the speciic prinr written. approval of iha DDO and, in any avent,

b, Intarmat

shall be limited to the minlmum amount of tima necessary to datermine the nature of cemmunicalions on thi

ghannal gnd na @mount-of such communizations that ingluds FOREIGN- INTELLIGENMGE. Oncs & is
datermingd that tie channe! contains sulficient communications of FOREIGN INTELLIGENCE inlefest o
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warrant COLEECTION and exploitation to produce FOREIGN INTELLIGENCE, a gomputer scan diclionary
or simifar devica must be used for additional processing.

¢ Copies of 4l DCO wiitten approvals made purguant 1o 5.5.0. must be provided to the General
Counszl and the Inspector General,

SECTION 6 ~RETENTION

6.1. —5-8661 Retantion of Communicatlons to, from or Aboutt, 8. PEASONS.

a. Exceptas atharviss providad in Annex &, Appendix 1, Seclion 4, communications tg, fram
ar-about 4,5, PERSONS that arz interceptad by tha USSS may be retained tn their ariginal or transcribed
farm-only as (allows:

{1} Unenciphered communications not Naughs to contaln saciat meaning may be retaned
iarfive years unigss the DDO determinas in writing What reterdion for a fongee period 1$ requinad to cespond
to authorized FOREIGH INTELLIGEMGE requiramaris.

(2) Communications necessary to mainialn tachnical data'beses for eryptanalytic or traffic
analytic purposes may be retained for a perlod sufticiant to aflow. a thorough exploitations ang fo permil access
t daid tnal acs,. or are reasonably bslizved hksly to became, relavant to a current or fuiute FOREIGHN
INTELLIGENCE fequirement. Sufficien! duration may vary with the nature ¢f the exploitaticn and may consis:
of any perind nf time dusirg which the teehinizal dala basa is subject to, orof Use in, cryptanalysis. [Fau.s.
PEASONS idanmity Is not nagéssary. (o maintaimng technicdl daa bases, it should be delated or refased by
a gananis lermt when practicable.

b. Communications which: could be disszminated undsr Ssction 7, balow (&, withoul
giimination of rafarencas to W.S. PERSOMNS) may be estained In their originat or transcribad form,

B2, (8CCOr Access. Access la raw lrallic storage sysiems which cantain ldentitfes of LS.
PERSOMS must ba limitad to SIGINT groduction persannsl,

SECTION 7 - DISSEMINATION

7.1, E=8€6r Focus of SIGINT Reparis. All SIGINT reports will be written so 23 o focus salaly on
thi activities of fareigo entities and parsonsg and thelr agants. Except as provided In Section 7.2., FOREIGH
INT ELLESENCE irdarmajion congarning U.S. PERSONS must be disseminzied in a manner which dees not
idantily the ULS. PERSON, Generic or ganeral 12rms of phirases must be substituted for the identity (2.q.,
"5, fie” for the specific namg of a U.S. CORPORATION or -U.S, PERSON" lor the specific nama of a U, S,
PERSOM), Filas conlaiiing the idenlities of U.S8. parsons dalated from SIGINT reports will bz maintained far
a maximum perind of one yaar and any requasls from SIGINT customers for such identities should be referred
o PO2.

7.2, —5-660r Disseminatinn of L).S, PERSON Identties. BIGINT reports may include the
ideatification of a U8, PERSOM only-il one of the fallowing candlions s mat and a datarmination is made
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by the appropriate approval authadiy that tha recipient has a raad for the identity for the pedarmance of his
official dutias:

g. Thel.5, PERSON has CONSENTED o lha dissemination af communizations of, ar.abaut,

hirm or har andhas executed the CONSENT form found I Annisx H of this USSID, or

The information fs PUBLIGLY AVAILABLE (i.0., the informalian is derlved from unclassifiad
informaticn a»aﬂ fatle to he genarat public), o7

¢ Thaldentity of the U.S, PERSON Is-necessary 1o understand the FOREIGN INTELLIGENCE
information or assess its importance. The folloving nonekelusive list contains examples of the typa cf
information that meet this standasd:

(1] FOREIGN POWER or AGENT OF A FOREIGN POWER. Tha information indis2tes
that the U:S. PERSON ls 2 FOREIGH POWER or an AGENT OF A FOREIGN POWER,

. (25 Unawhorized Disclosurg of Classified Infanmation. Tha Information indlcates that e
U.8; PERSON may be-engaged in tha unauthcrized disclosure of ¢lassified informalion,

{3) Inlemational Narcotics Activity. The Information Indicates that the individual may ba
engagedin international narcotics lrafficking agtivitles, (Sea Annex J of this USSID for furlhar !nforma iod
congeining individuals invaived in intarnatiorial narettics lafficking).

_ {4} Criminal Activity. The information is evidenca that the individual may be involved in a
erime thal has been, ie being, or ls about to be commiited, provided that the dissemination is for Taw
anfarcernant purposas.

‘ (& Intelhgence TARGET. The information indicates that tha U.8. PERSONM may te ths
TASGET of hostile in.vll.g&n 3 uhwb of a FOREIGN POWER,

{8) Threat ta Safaly, The information indicatss:thay tha idantity of the U.&. PERRQIM is
padtinent to & possible thesat to thia safaly of any passon or organization, incluting those who are TARGETS.
victirng of hostages of INTERMATICNAL TERRORIST orgarizationg. Reporing units shall identiy to F02
any réport containing tha identity of a US, PERSON rapurtad undar this subsection (8). Flald reparding o
P0Z should be'in the form of & C‘RHFCOMh message (DD XAO) and includs tha repon dats-time-group
(DT @), piaduct sarial numbier and tha réason for inclusion of the U.S. PERSON'S idantity,

{7} Senigr Executivd Brarch Oificials. Tha idantity fo thal of a senior ofiicial of te Exacutive
Branch of tha U.5. Government, In this case only the oifictal's title will b2 dissaminaied. Domestis pofitcal
or persanal Informatian on such indidduals will ba nelther disseminated nor retainad.

7.3. —{8-8867 Approval Authorities. Approval authorities for the releass of identifies of U.S, parscn
under Section 7 are as follows;

g, DIRMSACHCSS. DIRMSACHESS must agprove dissemination of:

{1) The identities of any senator, congrassman, oficar, or smploy2a of the Legislative
Brangh of thg LL.3. Governmenl.
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(2). Theidentty of any person for law enforcement purposes.

' b. Frald Units and NSA Headquarters Elemanis. All SIGINT produstion arganizations are
allhodzed o dissamingte the idsntities of U.S, PEASONS when:

{1} The ldeniity is pertinent to the salely.of dny pérsen or-erganization.

(2) The identity is that of a sanior-officlal of the Execttive Brangh..

(3} TheU.S. PERSOM has CONSENTED under paragraph 7.2.&. sbava.

¢. DDCand Designass.

{1} In alt other cases, U.S. FERSON identiies may ba releaset anly with the prior appraval

of the Deputy Director for Opetations, the Assistant Dﬂpuw Dxrecmr far Operations, the Criel, P2, tha
Dapuly Chlel, P02, or, I their zbsencs, the Saror Operatiaﬂa Qificer of tha National SIGINT Qgarations

Camer. The DO oraDRO shall review all U8, Ientides. released by these designees as soon as practioable

altss tha release iz mada,

(1} For law enforcemant purposas invelving narcatics relatad informatian, DIRNSA has
graried tathe DO authodty to disseminale U.S,identitizs.. This authority may not be furthar delegated.

TA. Ly Pevileged Communiggtions dnd Crminal Agtivity, Al propesed  disseminations of

infarrpatian wn"tnutmg U.S. PERSON privilegad communications (6.9., a’tomeyfcilnnt ductor/patiant) and

ait infarmazion concerning criminal activities or criminal or judicial procesdings in the UNITED STATES mus!
e revidwed by the Office of Genaral Gounse! prior to dissemination.

7.8, My Impreper Digserninadlon, i tha-nams of a:b).S. PERSON is Imgroperly disseminated, the
incidem showd e reported to PO2 within 24 hourz of discovery of the arror,
SEGTION 8 - RESPONSIBILITIES
71, W) Inspecior Ganaral,
Tha Inspector Genzral shall

2, Gondust reguler inspections and paiform gensral gvarsioht of NSAGCSS aclivities to ensure
cnmapliancs vath this USSID.

b. Es‘. hii

izh nwd uras for reparting by Key Compenent and Fizld Chiefs of their activities and
practicss for eversight pur

o, Reporlta the DIRNSACHCSES, annually by 31 Oclabar, concerning NSAGSS compliarce
with this USSID.

B, Repod guarierly with the DIRNSA/CHCSS and Genszral Counsel lo he Presidanl's
nizlligance Oversight Board through the Assistant 1o the Secrstary of Defanse (intalligance Qvarsight).
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