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USSID 18
17 July 1993

B82. (U) Generat Gounsel, The Gereral Ceunsefshall:

a. Provide légal advics and assistance ta all elements of thes USSS regarcing SIGINT activides
Fnaquests for legal advice on any aspect of thsa ocedurgs shou dibe sent by CRITICOMM ta DDLXDI, or
by NSA/CSS sacure telephone 863-3121,0ff 0 .

b, Prepareand process:ali agplications for. Foreign Intelligence Surseiltance Court ordars and
requésts for Atorney General approvals ratuired by thesa procatlures.

@. Advisa the thspector Generalin inspections and gversight of USSS aativities.

d. Review and assess for legal impliealions as rnquestpd by the DIRNSA/CHCSS, Depuly
D\rentor, Inspector Genaral ar Kay Components Chist, all naw major requirements andinternally generalad
U8SS activities.

. Advisa USSS personngl of new leglslation ard case faw that may alizct USSS missions,
functions, opaeations, activitizg, or practices.

b Aeport as raquiradto fhe Altorney Generai and the President’s intelligence Quersight Board
and provide copies ¢f such rapors fo iHe DIRNSAYCHCSS and affested agency afaments.

g. Process requasis from any Da® intefligence componant for 3uthsnty W usa. signals as
dascsibed In Progedura 3, Part 5, of DoD 5240.1: 7, for penods In excass of 90 days in the devalopmerit, test,
or calibration ol ELECTROMIC SUHVE!LLANCE aquipmant and other equlpmant that ean Intarcent
¢armmunications.

33, (1) Deputy Director for Cparalions (DDO).
The DDO shiy:

a, Ensure that alb SIGINT preduction parscrrel understand and maintain a Wgh dagrae of
awaraness and sensitivity lo tha raquiremienty of this U3SID.

b Apply the pmws’ons pi this USSIT 10 alf SIGINT preduttion activities. The DO staif focal
gaing for USSID 18 matters is P02 (use CRITICOMM DD! KA,

£, Conducl necessary revigws of SIGINT produstion activiies and practicas to gnsure
conzistancy with this USSID.

¢, Ensure that all neww malor requiraments Jevied on the USSS or intarmally ganacatad agtivitiss
are considared ior reviaw by the General Counsal. All activitlies that raise questicns of faw or the praper
interpratation ef this USSID must ba ravlewad by the Ganeral Counsel prior ta accaptance or uxecution.
8.4, (L) &l Elemeots of the USSS. Al elamants of the USSS shall:

a. Impiement this disectiva updt racaipt,

b, Frepare new grecedures or amend or supplement existing precedurss as raguirad 1 ensusa
adherznse o this USSID. A ¢opy of such procadures shall ba forwarded to NSASCGSS, Attnt FOA.
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¢, Immediately inform the-DDO of any tasking or instructicns that appedr to require acticns at
variance with this USSID.

d. Promptly report lo the NSA Inspector Geaeral and consult with the NSA Genaral Counsal
on all activities that miay raise & question of complianca with this USSID,

'SECTION 9 - DEFINITIONS

9.1, ~{5-666) AGENT OF & FOREIGN POWER maans:
3, Anyperson, ofher than.a U.S, PERSON, who:

'{"11 Agls i the UMITED STATES as an afficer af employee of a FOREIGN POWER, ar a3
2 memae group engdaed in INTERNATIOMNAL TERRORAISK or activities in proparativn iergfar or

{2y Agiziar, or-on behalf of, a FOREIGM POWER that ergages In clandasting Inteliig 2nce

activities in the UNITED STATES conirary o the intaresls of the UNITED STATES, when the cireumstancas

of such a2es0n's presance inthe UNITED STATES indicats that-such ugr=on may engadein suchyactivities

inthe UNITED:STATES, or when-such persen knowingly aids or abets any pPrSOﬂ In the conduct-of such
achivitiza-gr knowingly conspires with any person to-engage In such acthvities;

b Any person, including & U.S. PESSON, who

{1 Knowiagly 8ngages in cihdesting inteligence gathering activitiesfor, or on bahall of,
a FOREIGN POWER, whish activitias inveive, er may lavolva, a violation of the crimingl statitas o7 the
UNITED STATES: er

(3) Pursuanttothe ditaction of ac intalligance ssrvice o netwark of 2 FOREIGN POWER
knawingly engages in any ather clandesting intefigence activilias for, of on behalf o, such rORE?GF
POWER, which sctvities Involve or ara ziigutto Invelve, a violation ol the crimingl statutes of the UNITED
STATES; ar

{31 Knewingly engansesin ssbotage or INTERNATIONAL TERRORISM, or agtivities ihat
ars in preparation therefor, for or on bekall of 2 FOREIGN POWER; o

4 Knowingly aids or sbets any person in fhe condust of aclivilies described in paragrachs
&.1.5.{1) through (3) or knowingly conspires with any person to engage in thoss aclivities,

¢. For alf purposes other than ths conduct of ELECTRANIC SURVEILLANCE as dafined by
tha Foreign Injeligencs Sunseiliance Act {see Annex A}, tha phrasa "AGENT OF A FOREIGN POWER" zlso
meang any peesan, including U.8. PERSONS outside the UNITED STATES, who are officers orf employaas
of a FOREIGN POWER, ar whn act unlawiutly for or pursuact to the dicection of 4 FQREIGN POWER,, or
wht feg in sontact with or acting in coilaboration with an intgliigencea or security service ot a FORE GN
POWER for the purpose of providing access to information ar material classiiied by the UNITED STAYE
Qovernment and t9 which the parson has or has had access. The mera lact that a parsen's astivitlas may
tanefit or furthar ihe aims of 8 FOREIGN PGWER is nat enough to briag that parson under this provisan,
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absent avidence that the parson is taking direction from or acting in knowing concart with 8 FOREIGH
POWER;

92, {6 COLLECTION eans [ntentional taskitg or SELECTION of identified nanpublic
contrmpnicatians for subsequerit-procassing aimid at reparting or retention as g (ife record,

9.3, (U) COMMUNIGANT means & sender or intended reciplant of a sommunication.

&, (U} GOMMUNICATIONS ABOUT A LIS, PERSON are those in which the U8, PERSON i3
Identifiet in the communication. A U.S. PERSON is identiiied when the persan's ndme, unigque tma‘ address,
or other persanal identifier s revealed in tha communication in the context of activitles conduetad by hat
pefson of =ctiviies conducted by oihers and related ta that parsan, A mera raferencs to a product by trand
name or manufaeturer's nams, .9., "Bosing 707" is ot an idantification of @ U.S, parson,

3.5, (Uy CONSENT, for SIGINT purposes, means an agreement by & passon or erganization 1o p2rrrit
the USGES to take pgrtlcurar actions that affect tha parson or arganization, An-agrégment.by an organization
with 1ha Naticnal Security Agency to permit t COLLECTION of information shall be deamed valid CONSEMT
if given on Detall of such aiganizatian by an-oHicla! or governing bedy detarmingd by the General Cavnss!,
Natlorial Security Agancy, to have actual ar agparedt awthority to make sucty an agreement,

9.6, (U) CORPORATIOMS, for purposes of this USSID, ars entities legally recognized as separais
from tha persons who larmed, ewn, or rug therm. CORPORATIONS have the nationality of the nalion state
ipder whose Jaws thay were formed. Thus, CORPORATIONS incémporaled undar UNITED SYATES faderal
or state law are L1.S, PERSONS,

8.7, (V) ELECTRONIC SURVEILLANGE masns:

a. Inthz casa of an electronic cammunisasion, tha acqulsition of a nanpubliz communication
qy sfechronic means without the CONSENT of a person wha s & party ta the communicatlon,

B Intha.cass of 2 monelectronic communication, e acquisition of a nonpubliz communication
by efacteopic meanswithout ihe CONSEMT of a person wha is visbly prasant at the place of communication.

¢. Theterm ELECTROMNIC SURVEILLANCE doas rot inglude the use of radia dicaction finding
sauigment solely to determiing tha lacation of a transmitter.

9.8, XSk FOREIGN COMMUNICATION means a cammunicationn that has at lgast gns
COMMUNICANT outsida of the UNITED STATES, ar that i entirely among FOREIGM FOWERS or bebwaen
a FOREIGN POWER and ofiicials of 3 FOREWZN PO'WER, bl does not Includz ¢omimunications int2reepted
by ELECTRONIC SURVEILLANCE directed at premizas in ths UNITED STATES used pradominanily for
residential purposss.

9.9. {U) FOREZIGM INTELLIGENCE maans intosmation relating lo the capabilities, Intenilans, and
activities of FOREIGN POWERS, organizations, or persons, and for purposes af this UESIT includas aoth
positive cOREIGN IMTELLIGENGE and cﬂumﬁrintellig»ﬁnue

9,10, (W) FOREIGN POWER means:

o O gt .
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a. A lorelgn govemment or any componegal thareal, whether or not recegnized by ths UNITED

~ b, Aaction of a foreign naticn or fations, not substantially composad of UMITED STATES
PERSOMS,.

c. An entity that Is openly acknowlsdged by a foreign gevernment or goveraments 1 be

‘diraeied and controllad by such (oreigr government or governments,

d, A groug engaged in INTERNATIOMAL TERRORISM or activitles i preparation thecelar;

e, A fareign-basad pofitical organization, not substantislly compesed of UNITED STATES
PEASONS, or

1. Ananlity that fs:directed and contralled by a lersign geveroment or governmants.

911, Uy INTERCEPRTION means the gequisition by the USSS rrongh slectronic means of a
nonpubiz cammunicalinn {o which it is net art Interdad party, and the processing of the contents of thay
communication irto aé intelfigibie form, dut doss nat insluds tha display of signals on viseal gjsplay devites
intendad to permit the axamination of the teshnical characteristics of the signals without rafaranca ts g
infoemabon content carrizg iy the slgnal

9,12, (U} INTERNATICNAL TERROSAISM means zctivities that

.

Tnviive viglent acts or acts danderdus to human lifz that are & violation of tha crimingl faws
of g LINET ED STATES or of any Siate, of that vauld be a criminat Volation f committed withia the jurisdiction
o the UNITED STATES or any Sizta, ang

b, Appearto bentande:

(1)  iointimidate orcosrea a clvilian gopulation,

(2) teinfiuance the policy of a govarnimeant by inlimidatlon or coarcion, or

{3y toaffect the cenduct of a gavernment by assassinatico or Kdnapping. and

&, Cleeur totally oulside the UNITED STATES, or transtend nalicnal bountfarizs in terms of tha
maans by which they ara accompiished, the pa .%cn; they appear intended lo cosrce ar Intimidate, or he
lacate In which their perpetralors eperate or sesk agylum,

913, {U) PUBLICLY AVAILABLE INFORMATION means informailon that has besen publishec or

broadeast for ganeral public corumm,nnn Is available on requast to.a mamber of the general public, has baen
sgen ar heard Dy 3 casual obsarver, or is made avdilable st 8 meeting open o the ganaral public,

.14, —(V)-SELPGTION aaaooh g _mpianyal g edrarie, oron ”:wnwli%, means {he

:me's&aiﬁr?g_ ol




LNSID 18
27 Juty 1993

9.15, ) SELEGTION TERM migans the composite of individual terms used to eifact or defeat
SELEGTION of parlcufar communications for the purpose of INTERCEPTION. It comprises the antire term
or seriés of terms so used; but not any segregable lerm contained therein. i§ applies to bath électronis and
manualprocessing..

3.16. (U) TARGET, OR TARGETING: Ssa COLLECTION.

9,17, (U} UNITED STATES, when used geographically, incltides the 50 statas and the District of
Colurinhia, Puerto Rico, Guam, Amaricar Samoa, the U.S. Virgin |stands, the Northern Marizna [stande, and
any pther taeitery or possession aver which the UNITEDR STATES exercisas soveraignty.

818, ~6FUMITED STATES PERSON:
3. Acilizen of the UMITED STATES,
B An alien favdully admittad for pstimatent residence in (ke UMNITED STATES,

¢. Unincorporaad groups and agsceiaiions a substantial number of the membars af whicks
gonsfitute a.o0f b. abova, or

¢. CORPORATIOMS ircomporated In the UMITED STATES; including US. flag
nongavarnmantal aiteralt or vessels, bul not ircleding these entities which ars opernily acknowledges by a
foeelgn govarnment or gevernments to be directed and sontrollad by-them.

a. The following guldsines apply In determining whathar a person is.a LLS. PERSOM:

(1 Apersen known io becurranily in the Unitad Statas will b2 lreated as a U8, PERSOMN
unlass Ihat pedson is reasonably Idantifiad as an alisn wivo'hasvat begn admitied for parmanent rasidange
ar i the-nalure of the peeson's commueisations ar gther indieia M theg soénienls or vireumstancas of such

conununications giva risa to a reasonable hafiel that such person is nota L3, FERSONM.

(& A person known b be oireadly outside the UNITED STATES, or whosga Incalian s net
knowr, wilt not g reated 25 a U5, PEASON unless such personis reasanably identified as sueh or ths
naiure of lhe pargom's communications or ather indicia i the contents or éircurmstances of such
communications give risz ta a reasonable belisl that such parsen js a U8, PERSON,

(33 A cerson knowa {o Be an alfzn edmittad fnr permanent rssidence rmiay be assuned o
have lost status as 2 U.S. PERSCN il ths parson leaves the UNITED STATES and it is kngwn trat tha parsen
i3 not i campliance with the admivstrative formalilies provided by law (8 U.8.C. Seation 1203} that enablz
such persons to reenter the UNITED STATES wilhout regae to the provisions af law shat would otharwise
reatdct an alien's antry 1l the UNITED STATES. Tha failues (o follow tha statutory procedures provides a
raasonable basis o conciuds that such ales has abmandonad any intention of mainiaining status as a
permanent ragident alien,

{4} An unincorporalad association whosa headquaders are lcoated qutside the UNITED
STATES may be peesumed ngt to ba & U5, PERSOM unless the USSS has Information indicating that a
substantial number of members are citfzens of tha UMITED STATES or aliezns lawiully adrmited for permanant
rasidencs,

- 2 Bl Sl L S AR DAL D DA D 2R D DN
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{5) COHFORATIC‘N‘-: haye the nationaily of the natign- state I which {hey are
incorperated, CORPORATIONS farmed under LLS. fadaral or state [dw are thus LS. parsans, aven-if the

enrporate stosk is foreign-owned. Tha only exception set forth above is CORPORATIONS which arg opanly

acﬂnovedged to be directzd and contralled by forsign govarsments, Corversely, CORPORAATIONS

incorparated In-forgign couritries are not U.8. FERoONS aven if that CORPORATION Is a subsidiary ofa

U.5. CORPORATIOH..

{8) Nongovemimsntal ships and aircralt are tagal entitiss and have the naticnallty of the
country imwhich they are registerad. Ships and aircraft ty tha flag and are subjectto ths Taw of their place
of registration,
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~{5A¥). REVIEW OF THE PARTICIPATION OF THE
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
IN THE PRESIDENT’S SURVEILLANCE PROGRAM

L. (U) EXECUTIVE SUMMARY

TSHSTEWHSHHOEANS The Office of Inspector General (OIG), Office of the

Director of National Intelligence (ODVI), was one of five Intelligence Community
Inspectors:General that conducted a review of their agency’s participation in the
President’s Surveillance Program (hereafter “the Program™), a top secret National
Secunty Agency (NSA) electronic surveillance activity undertaken at the direction of the
President. The Program became operational on October4, 2001, three weeks after the
deadly terrorist attacks of September 11, 2001. The review examined the ODNI’s
involvement in the Program from the period begitining with the stand-up of the ODNI in
April 2005 through the termination of the Program in January 2007.

—(FSHSFEWHSHOEANT)™ The ODNI’s primary role in the Program was the

preparation-ofthe threat assessments that summarized the al Qaeda terrorist threat to the
United States and were used to support the periodic reauthorization of the Program. That
role begati-in April 2005, shortly after the ODNI stand-up and contemporaneous with the
arrival of General Michael Hayden as the first Principal Deputy Director of National
Tntelligence (PDDNI). Prior to his ODNI appoiiitment, Hayden was Director of NSA.

In April 2005, ODNI personnel in the National Counterterrorism Center (NCTC) began
to prepare the first of 12 Program threat assessments. In coordination with the
Department of Justice (DOJ), then Director of National Intelligence (DNT) John
Negroponte or PDDNI Hayden approved 12 ODNI-prepared threat assessments over an
18-month period. Once approved by the DNI or PDDNI, the Program threat assessments
were reviewed and approved by the Secretary of Defense, and were subsequently used by
DOTJ, NSA, and White House personnel in support of the Program reauthorization. In
ad raration of the threat assessments, we found that NCTC used Program

During the review, we made several related findings
and observahons We learned that the ODNI usage of Program-derived information in
ODNI intelligence products was consistent with the standard rules and procedures for
handling NSA intelligence. We learned that ODNI personnel were not involved in

nominating specific targets for ¢ the Program. While ODNI personnel
were:identified as having contac regarding the
Program, we found that those communications were limited in frequency and scope. We
also found that the ODNI intelligence oversight components -- the Civil Liberties

Protection Officer (CLPO), Office of General Counsel (OGC), and the OIG -- had little

involvement in oversight of the Program and had limited oppertunity to participate in
Program oversight due to delays in ODNI oversight personnel being granted access to the
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Program and temporary resource limitations atteindant to the stand-up of the ODNI,
Finally, we found that the 2008 amendnients to Executive Order 12333 and the-current
‘ODNI staffing levels provide the ODNL oversight components with sufficient resources
and authority to fulfill their curvent oversight responsibilities, assuming timely
fiotification.

1L (0) INTRODUCTION

—{FSHETEWHSHOEANEY  The Foreign Intelligence Surveillance Act Amendments
detof 2008, Pub L. No. 110-261, 122 Stat. 2438 (hereafter “FISA Angendinents Act™)

required the [Gs of the DOJ, ODNI, NSA, Departinent of Defenses (DOD), and any other
clement of the intelligence community that participated in the President’s Surveillance
Program to conduct-a comprehensive review of the Program.! Thie FISA. Amendments
Act defined the “President’s Surveillance Program” as the “intelligence activity involving

.communications authorized by the President during the period beginning on September

11, 2001, and ending on Jamiary 17, 2007, including the program referred to by the
President in a radio address on December 17, 2005.” Inresponse to this: laskmg, the IGs
of the following five agencies were identified as having a role in Program review: DOJ,

‘ODNI; NSA, DOD, and the:Central Intelligence Agency (CIA).

~ESHANE)~ The participating IGs organized-the review in a manner where each OIG
condueted 4 review of its own agency’s involvement in the Program. CIA IG John
Helgerson was initially designated by thie IGs o coordinate the review and oversee the
preparation of an interim report due within 60 days after the enactment of the Act, and a
later final report due not later than 1 year after the enactment of the Act.* Because of IG
Helgerson’s recent retirement, DOJ [G Glenn Fine was selected to coordinate the
preparation of the final report. This report containg the resiilts of the: ODNI OIG review.

IIL  (U) SCOPE AND METHODOLOGY

—CESHSTERHSHOCANE). We sought to identify the role of the ODNI in

implementing the Program begmnmg with the stand-up of the ODNT in April 2005
through the Program’s termination in January 2007, This review examined the:

A. Role ofthe ODNI and its component the National Counterterrorism Center
(NCTC) in drafting and coordinating the threat assessments that supported the
periodic reauthorization of the Program;

'—fS/z‘NF)—The Progrum is also known within the [ntelligence Community by the cover term STELLARWIND.
The Program is-a Top Secret/Sensitive Compartmented Information (SCI) program.

: (U) The participaling [Gs submitted an interim report, dated September 10, 2008, to the Chairman and Ranking
mewmber-of the Senate Select Committee on [nfelligence (SSCI) and a révised intefim report, dated November 24, 2008,
to thie Chairman and Ranking member of the House of Representatives Permanent Select Committee on Intelligence
(HPSCI).




B. NCTC’s use of Program information to support counterterrorism analysis;

C. NCTC’s role inidentifying Program taigets and taslci11g*'Pr0g‘raxix,coH’e_cii:ién;

F. Roleof the' ODNI in providing compliance oversight of thie Progra'm.

—(ESHSTLWHSIHOCANE)- During the review, we interviewed 23 cuitent or

former ODNI officials and employees involved in the Program. The ODNIT personnel we
interviewed were cooperative and helpful. Our interviews included the following ODNI
senior offieials:

John Negroponte, former Director of National Intelligence
Michael McConnell, former Director of National Intelligence
Michael V. Hayden; formier Principal Deputy Director of National Intelligence
Ronald Burgess, former Acting Principal Deputy Director of National Intelligence
David R. Shedd, Deputy Director of National Intelligence for
Policy, Plans, and Requirements
Aléxander W. Joel, Civil Liberties Protection Officer
Edward Maguire, former Tnspector General
Benjamin Powell, former General Counsel
Corin Stone, Deputy General Counsel and Acting General Counsel
Joel Brenner, former National Counterintelligence Executive’
John Scott Redd, former NCTC Director
Michael Leiter, NCTC Director

—(SHED- In addition to the interviews noted above, we reviewed Program-velated.
documents made available by the NSA OIG, the DOT OIG, and the ODNI OGC.

IV. (U) DISCUSSION OF FINDINGS

~FSHSTEWHSTHOCINEY The following discussion contains our findings

regarding the topics identified above, First, we briefly describe the terrorist attacks of
September 11, 2001, and the initial government response to the attacks, including the
authorization of the President’s Surveillance Program. Next, we discuss the ODNI and
NCTC role in implementing the Program. Finally, we set forth our conclusions and
observations.

A. (U) Initial Response by the President and Congress
to the Terrorist Attacks of September 11, 2001

(U) The devastating al Qaeda terrorist attacks against the United States quickly
triggered an unprecedented military and intelligence community response to protect the

3 (U) Brenner was the NSA Inspector General before joining the ODNI
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country from additional attacks. The following quote describes the initial terrorist attacks
and the intended al Qaeda goal to deliver a decapifating strike against our political
institutions.

(U) On September:11, 2001, the al Qaeda terrorist network launched a set of
coordinated attacks along the Bast Coast of the United States. Four commercial
airliners; each-carefiilly selected to be fully loaded with jet fiel for a
transcontinental flight, were hijacked by al Qaeda operatives. Two of the jetliners
were targeted at the Nation’s financial center in New York and were deliberitely
flown into the Twin Towers of the World Trade Center. The third was targeted at
the headquarters of the Nation’s Armed Forces, the Pentagon. The fourth was
apparently lieaded toward Washington, D.C., when passengers struggled with the
hijackers and the plane crashed in Shanksville, Pennsylvania. The intended target
of this fourth jetliner was evidently the White House or the Capitol, strongly
suggesting that its intended mission was to strile a decapitation blow on the
Government of the United States — to kill the President, the Vice President, or
Meémbers of Congress. The attacks of September 11" resulted in approximately
3,000 deaths — the highest single-day death toll from hostile foreign attacks in the
Nation’s history.*

(U) On September 14, 2001, in response to the attacks, the President issued a
Declaration of National Emergency by Reason of Certain Terrorist Altacks stating that
“(a) national emergency exists by reason of the terrorist attacks at the World Trade
Center, New York, New York, and the Pentagon, and continuing immediate threat of
further attacks on the United States.”

(U). On September 18, 2001, by an overwhelming majority in both the Senate
and House of Répresentatives, a joint resolution was passed that authorized the use of
United States military force against those responsible for the terrorist attacks launched
-against the United States. The joint resolution, also kriown as the Authorization for Use
of Military Force (AUMF), is often cited by White House and DOIJ officials as one of the
principal legal authorities upon which the Program is based. In relevant part, the AUMF
provides:®

(a) IN GENERAL ~ That the President is authorized to use all
necessary and appropriate force against those nations,
organizations, or persons he determines planned, authorized,
cominitted or aided the terrorist attacks that occurred on September
11,2001, or harbored such organization or persons, in order to

4 (U) ‘This.summary of the events of September 1 1, 2001, was prepared by DOJ personnel and is set forth in the
unclassified DOJ *White Paper” entitled Lega! Authorities Supporting the Activitias of the National Security Agency
Described by ihe Presicdent, dated January 19, 2006.

*(U) Proclamation 7463, 66 Fed. Reg. No. 181, September 14, 2001,

6 (Uy Authorization for Use of Military Force, Section 2(a), Pub, L. No. 170-40,-115 Stat. 224, September 18, 2001,




prevent any future acts of international terrorisin againstthe United
States by.such nations, organizations. or persons,

—(ESHEFEWHSHHOEANF)~ On October 4, 2001, three days before the start of overt

‘military action against the.al Qaeda and Taliban terrotist-camps, the Pr e51dent authorized:
the Secretary of Defense to implement the President’s:Surveillance ‘P1ogram. The
Program, a closely held top-secret NSA eléctronic sutveillance projéct, authorized the
Seeretary of Defense to employ within:tlie United. States the capabilities of the DOD,
including but not limited to the signals intelligence capabilities ofthe NSA, to collect
international terrorism-related foreign intelligence information under certain specified
circumstances, Each Program reauthorization was supported by a written threat
assessment, approved by a senior Intelhgence Community official, that described the
threat of a terrorist attack against the United States.

(U) On October 7, 2001, in a national television broadcast, the President
afnounced the start of military operations against al Qaeda and Taliban tertorist camps in
Afghanistan.®

On April 22, 2003, the ODNI began operations as the
rewest membel of the Intelligence Commumty The ODNI was created, in part, in
response to the findings of the Independent National Commission-on Terrorist Attacks
Upon the United States (hereafter 9/11 Comrhission) that recommended the cieation of a
national “Director of National Intelligence” to oversee and coordinate the planning,
policy, and budgets of the Tritelligence Commmunity.” Tn late:April 2005, ODNI personnel
began to prepare the threat assessments used in the periodic reauthorization of the
Program. In June 2005, ODNI officials began to ‘ap,pro‘ve the threat assessments.

B. (FSHSTEWHSTHHOEAT ODNI Role in Preparing Threat Assessments:

in Support of the Program Reauthorizations

—(ESHSTEWHSHHOEAIF)- Prior to the ODNT’s involvement in the Program, the

Program was periodically reauthorized approximately every 30 to 45 days pursuant to a
reauthorization process overseen by DOJ, NSA, and White House personnel Each
reauthorization relied, in part, on a wriften threat assessment approved by a senior
Intelligence Community official that described the current threat of a terrorist attack
against the United States and contained the approving official’s recommendation
regarding the need to reauthorize the Program. Before the ODNI’s involvement in the

LCESHSTLWAHSHOEAR) The NSA materals we reviewed identified October 4, 2001, a5 the date of the first Program
aulhorization.

¥.(U) The CNN.com webpage article entitled President annaunces apening of attack, dated, October 7, 2001, provides
a summary of the President’s announcement and describes the national television broadcast.

% (U) While the Intelligence Reform and Teryorism Prevention Act of 2004 (IRTPA) that created the ODNI was.
sighed by the President on December 17,2004, the actual ODNI stand-up.occurred monthis later. The officinl ODNI
history, A Brief History.of the ODNI's Founding, sets April 22, 2005, as the date when the. ODNI cormmenced
operations.
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Program; every threat assessment prepared by the Intelligence Comumunity in support of
the Program reauthorization identified the threat of a terrorist attack against the United
States and récommended that the Program. be reauthorized, Accordingly, the Program
was regularly reauthorized during the approximately 3-year period prior to the
involvement of the ODNI. During that period, the Director of Central Intelligence or his
designee approved 31 threat assessments in support of the reauthorization of the Program.,

—TSHSTEWHSHOEAE)- In reviewing the circumstances that led to the decision

to transfer responsibility for preparing the Program threat assessments to the ODNI, we
found that the ODNI does not have identifiable records regarding that decision. Senior
ODNI officials involved with the Program told us that after the merger of the Terrorist
Threat Integration Center (TTIC) into the NCTC, and the later incorporation of NCTC

into the ODNI, it made sense for the ODNI to take responsibility for preparing the

Program threat assessments as both TTIC and NCTC previously handled that task.
Former PDDNI Hayden told us that the primary reasorn that the ODNI become involved
in the.Program was the statutory creation of the new DNI position as the senior
Intelligence Community advisor to the President. When Ainbassador Negroponte was
confirmed.as the first DNI, Hayden and other senior intelligence officials believed that
DNI Negroponte, as the President’s new senior intelligence advisor, should make the
Intelligence Community’s recommendation to the President regarding the need to renew

the Pto"gram; Hayden commented that the new DNT’s involvement in this important

intelligence program enhanced the DNI’s role as the leader of the Intelligence

‘Comminity and gave immediate credibility to the ODNI as a new intelligence agency.

—(FSHSTEWHSTHOEAIF Once the ODNI became involved in the Program, the:

preparation and approval of the threat assessments became the ODNI’s primary Program
role."® Bemrmmg in Aprll 2005, and continuing at about 30 to 45 day intervals until the
Program’s termination in Jauualy 2007, ODNI personnel prepared and approved 12
written threat assessments in support of the periodic reauthorization of the Program. We
found that the ODNI threat assessments were drafted by experienced NCTC personnel
who prepared the documents following an established DOJ format used in earlier
Program reauthorizations. NCTC analysts prepared the threat assessments in a
memeorandum format, usually |2 to 14 pages in length. Senior ODNI and NCTC officials
told us that each threat assessment was intended to set forth the ODNI’s view regarding

.the cuirent threat of an al Qaeda attack against the United States and to provide the DNT’s

recommendation whether to continue the Program. NCTC personnel involved in
preparing the threat assessments told us that the danger of a terrorist attack described in
the threat assessments was sobering and “scary,” resulting in the threat assessments
becoming known by ODNI and Intelligence Community personnel involved in the
Program as the “scary memos.”

e PRHUSTESHHSTHOSAEEY The joint interim report prepared by the participating IGs notified congressional
oversight committees that the review would examine the ODNI’s involvement in preparing “threat assessments and
legal certifications™ submitted in support of the Program. Because we did not identity any ODNI officials executing a
legal certification, we treated our review of the legal certifications to be the same as the review of the threat
assessments, The Attomey General made legal certifications in support of the Program that are addressed in the DOJ

OIG report.




—(PSHSTENHSHOGAE)- During interviews, ODNI personnel said they were

aware that the threat assessments were relied upon by DOJ and the: White House as the
basis for continuing the Program and further understood that if a threat assessment
identified a threat against the United States, the Program was likely to be reauthorized.
NCTC analysts also said that on a less frequent basis they prepared a related document
that set forth a list of al Qaeda-affiliated groups that they understood were targets of the
Program. Both the threat assessments and the less frequent list of al Qaeda-affiliated
groups underwent the same ODNI approval process.

~(ESHSTLW/SIHOC/NE). We examined the ODNI process for preparing the

Program documents, particularly the threat assessments, and found that the documents
were.drafted by experienced NCTC analysts under the supervision of the NCTC Director
and his management staff, who were ultimately responsible for the accuracy of the
information in the documents. We determined that the ODNI threat assessments were
prepared using evaluated intelligence information chosen from a wide-variety of
Intelligence Community sources. ODNI personnel told us that during the period when
the ODNI prepared the threat assessments, the Intelligence Community had access to
fully evaluated intelligence that readily supported the ODNI assessments that al Qaeda
terrorists remained a significant threat to the United States.

—(ISUSTLW/STH/OC/NE) Once the ODNI threat assessments were approved

within NCTC and by the NCTC Director, the documents were forwarded through an
established approval chain to senior ODNI personnel who independently satisfied
themselves that the documents were accurate, properly prepared, and in the appropriate
format. Throughout the ODNI preparation and approval process, the threat assessments
wete-also subject to varying degrees of review and comment by DOJ and OGC attorneys,
including then General Counsel Benjamin Powell and Deputy General Counsel Corin
:Stoue. Powell said his review of the threat assessments was not a legal review, but was
focused on spotting issues that might merit further review or analysis. Powell said he
relied on DOJ to conduct the legal review. Once the draft threat assessments were
subjected to this systematic and multi-layered management and legal review, the
documents were provided to the DNI or PDDNI for consideration and, if appropriate,
approval. Overall, we found the process used by the ODNI to prepare and obtain
approval of the threat assessments was straightforward, reasonable, and consistent with
the preparation of other documents requiring DNT or PDDNI approval.

*{-’PS#SW NeUroponte told us that because of time-sensitive

issues present in 20035 relating to the ongomg ODNI start-up as a new agency and other
[ntelligence Community matters requiring his attention, he tasked his deputy, then
PDDNI Hayden, to oversee the ODNI approval of the threat assessments and related
documents. Negroponte told us that when making this decision, he was aware of
Hayden’s prior experience with the Program during Hayden's earlier assignment as
Director of NSA. In June 20035, shortly after his arrival at ODNI, Hayden received and
approved the first ODNI threat assessment. Hayden later approved the next six ODNI
threat assessments. After Flayden left the ODNI in May 2006 to become Director of

CIA, Negroponle approved the next five ODNI threat assessments, including a December
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2006 threat-assessment used in the final reanthorization of the Program. In total,

‘Negroponte and Hayden approved 12 ODNI threat assessments prepared in support of the

Program reauthorcizations. h

—ESHSTEW//STIOCANEY In discussing the ODNI process used to prepare and

. -approve the threat assessments, Negroponte told us he was “extremely satisfied” with the-
quality and content of the thleat assessinents provided for his-approval. He did not recall

any inaccuracies or problems relating to preparation of the ODNI threat assessments.
Negroponte said the al Qaeda threat information described in the Program threat
assessments was consistent with the terrorism threat information found in The President’s
Daily Briefing and other senior-level Intelligence Community products he had read.
Hayden had a similar view. Negroponte and Hayden separately told us that when they
approved the threat assessments, credible intelligence was readily available to the
Intelligence Community that demonstrated the ongoing and dangerous al Qaeda terrorist
threat to the United States. Similarly, Negroponte and Hayden each told us that the
nature and scope of the al Qaeda terrorist threat to the United States was well
documernited and easily supported the ODNT threat assessments used in the Program
reauthorizations.

—(TSHSTEWHSTHOGNE)- Because of questions raised in the media about the

legal basis for the Progiam, we asked the ODNI personiiel involved. in the preparation ot
approval of the threat assessments about their concerns, if any, regarding the legal basis
for thé Program, We found that ODNI personnel involved in the Program generally
understood that the Program had been in operation for several years and was approved by
senior Intelligence Community and DOJ officials. During our interviews, ODNI officials
told us they were satisfied with the legal basis for the Program, primarily because of their
krowledge that the Attomey General and senior DOJ attorneys had personally approved
the Program-and remained directly involved in the Program reauthorization process, We
did not identify any ODNI personnel who believed that the program was unlawful.

—{TSASTEWHSHOEAT- Former ODNI General Counsel Powell told us that after

his Program briefings in early 2006, he had questions regarding the DOJ descr 1pt10n of
the legal authority for the Program buit lacked the time to conduct his own legal review of
the issue given the many time-sensitive ODNI legal issues that required his attention.
Powell said he understood the rationale of DOJ’s legal opinion that the Program was
lawful and described the DOJ opinion as a “deeply complex issue” with “legal
scholarship on both sides.” Powell said he recoguized that he was a latecomer to a
complex legal issue that was previously and continuously approved by DOJ, personally
supported by the Attorney General, and was being transitioned to judicial oversight — an
idca he strongly supported. Powell said he relied on the DOJ legal opinion regarding the

Program and directed his efforts to supporting the Program’s transition to judicial

oversight under traditional FISA, the 2007 Protect America Act, and the subsequent FISA
Amendments Act of 2008.

' CFSHSTEWAHSTHOG/NE) The DNI and PDDNT together approved 12 of the 43 threat assessments used in suppott
of the Program reauthorizations. CIA. officials approved the other 31 threat assessments,




; ; E) Negroponte recalled having regular contact with senior
NSA and DOJ officials who raised no legal concerns to'him about thie Program. He said
he remembered attending a Program-related meeting that included members of the FISA
Court who'did not raise any legal concerns to him about the authority for the Program
-and seeried generally supportive of the Program. Negroponte also recalled attending
meetings in which the Programwas briefed to congressional leadership who ot did raise
iegal concerns to him. Overall, the direct involvement of DOJ and other senior
Tntelligence Community officials in the Program resulted in Negroponte and other ODNI
personnel having few, if any, concerns about the legal basis for the Program.

C. (ESHSTEWHSHOEMAF-NCTC Use of Program Information to Support
Counterterrorism Analysis

ST AN~ The Program information was closely held within the
ODNI and as. made available to no more than 15 NCTC analysts for review and, if
12.G 11 analysts

handling of NSA intelligence. They said they hand'le,d.»fhe NSA teiligence, in fuding
Program information, consistent with the standard rules and procedures for handling NSA
intelligence information, including the minimization of U.S. person identities.

Havyden told us that-during his tenure as Director of

s 5 ey

During our review, NCTC analysts told us they often

did not know if the NSA intelligence available to them was derived from the Program.

2LSHSTEWHSTHOEAEY The aumber of NCTC analysts réad into the Program ranged from 5 to 15 analysts.
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-analysts said they 1evvawed the Prooram information in the same manner as othel NSA
intelligence products and, if appropriate, incorporated tlie Program information into
analytical products being prepared for the DNI and other senior intelligence officials.
They‘ldennﬁed the President’s Terrorism Threat Report and the Senior Executive
Terrorisin Report.as examples of the types of finished intelligence products that would, at
tires, contain Program information.

—CESHSTEWHSHEOEAT~ NCTC 4nalysts with Program access said they had

broad access to a wide variety of high quality and fully evaluated terrorism related
intelligence, Tn particular, NCTC analysts told us that by virtue of their NCTC
assignments, they had access to some of the most sensitive and valuable terrorism
intelligence available to the Intelligence Commaunity. NCTC analysts cliaracterized the
Program information.as being a useful tool, but also noted that the Program information
was only one of several valuable sources of information available to them from numerous:
collection sources and methods. During interviews, NCTC analysts and otherODNI
personnel described the Program information as “one tool in the tool box,” “one artew in
the quiver,” or in other similar phrases to-connote that the Program information was not
of greater value than other sources of intelligence. The NCTC analysts we interviewed.
said they could uot 1dent1fy a.pemﬁc ewnples whme the Plogram mtmmatlon provided
y generally 1emlled

“The NCTC. amlysts umformly told us that during
the pBI'lOd. wlen NCTC plepared the threat assessment memoranda, the intelligence
demonstrating the al Qaeda threat to the United States was overwhelming and readily
available to the Intelligence Community.

~CESHSTLAW/ISTHOC/NEY. When asked about the value of the Program, Hayden

said “without the Program as a skimmish line you wouldn’t know what you don’t know.”
He explained that by using the Program to look at a “quadrant of communications™ the
Intelligence Community was able to assess the threat atising from those communications,
which allowed Intelligerice Community leaders to make valuable judgments regarding the
allocation of national security resources. He said looking at the terrorist threat in this
manner was similar to soldiers on a combat patrol who look in all directions for the threat
and assign resources based on what they leam. Hayden said that NSA General Counsel
Vito Potenza often described the Program as an “early waming system” for terrorist
threats, which Hayden thought was an accurate description of the Program. Hayden told
us the Program was extrer
terrorist attack. Hayden
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E. —(LFS#SLPH’WSWG&‘NF‘) Nn NCTC Rolein [denhfymg Program Targets

and Tasking Collection

~FSHSTEWHSTHOEAFr We did not. identify any information that indicated that

ODNI or NCTC personnel were involved in identifying or nominating targets for
collection within the Program, ODNI personnel told us-that ODNI.and NCTCare noi-
operational elements of the Intelligence Community and wete-not involved in nominating
targets-for Program collection. '

F.~5AHH- ODNI Oversight of the Program

~(ESHSFLW/STHOCINE). We examined the role of the ODNI oversight
components -- CLPO, OIG; and OGC -~ in providing compliance oversight for the
Program, We foiind that while the Program was subject to oversight by the NSA OIG,
the-:ODNI oversight components had a limited role-in proyiding oversight for the
Program During the review, we leamed that within the first year of the Program, then
NSA Director Hayden obtained White House approval allowing the NSA IG and
designated NSA OIG ofﬁc1als to be read into the Program to provide compliance
oversight foi the Program. In furtherance of the NSA oversight program, the NSA IG
provided compliance reports and briefings to the- NSA Director, NSA Gencrﬂl Counsel,
:and cleared White House personnel, including the Counsel to the President.'

LESHSTENWHSHOEAN In reviewing the ODNI oversight role régarding the

Program, we found that the ODNT oversight components had limited invelvement in
oversight of the Program. We found that the opportunity for the ODNT to participate in
Program oversight was limited by the fact that ODNI oversight. personnel were not

and staff weie not read into the Program and did not receive compliance reports from the: NSA LG
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granted timely access-to the Program by the White Houise personnel responsible for
approving aceess, In addition, we found that the newly formed ODNI oversight offices
were in varying stages of agency stand-up and lacked the necessary. experienced staff and
resources to effectively participate in oversight of the Progrant.

NT) For example, General Counsel Powell received
Program access aﬂel his arrival in January 2006, but his predecessor then Actmg
General Counsel Corin Storie, was not read into the Program until a few days before
Powell in January 2006, several months after the ngram becamie operational within
ODNI and only after she had read about the Program in a December 2005 newspaper
article.'” Similarly, CLPO Alexander Joel, who is responsible for reviewing the puvacy
-andicivil liberties implications of intelligence activities, requested but did not receive
Program access until October 2006, shortly before the Program terminated. '8 Joeltold us
that Negroponte and Hayden supported his request for Program access, but White House
staff delayed approval for several months. Joel said that while waiting for approval of his
Program access, Hayden gave him some insight about the Program that did not require
the disclosure of compartmented information. Joel found this information helpful in
planiiing his later review, Finally, then ODNI Inspector General Edward Maguire-and
“his oversight staff did not obtain Program access until 2008, long after the Program had
terminated. '

—~(TSHSTEWHSHEOEAT)- Once read into the Program, Powell and Joel were

provided with reasonable access to NSA compliance reports and briefings relating to the
NSA OIG oversight program. Powell told us that he was satisfied that the NSA IG
provided a reasonable degree of Program oversight. Similarly, Joel said he believed that
he had received full disclosure regarding the NSA oversight program and found the NSA
oversight effort to be reasonable.

We also learned that the members of the President’s
Puvacy and Civil leertles Oversight Board (PCLOB) reviewed the Program, in part in-
association with Joel.?® The PCLOB review was contemporaneous with Joel’s review

Y (UIEO&H6) Powell was appointed General Counsel in January 2006 and served in that position as a recess
appointment ontil his Senate confirmation in April 2006. Prior to his appointment, Powell wasan Associate Counsel to
the President and Special Assistant to the President where he-worked on initiatives related to the Intelligence
Community. However, Powell was not read into the Program while serving at the White House.

8 (UIFEE0) Joel is the Civil Liberties Protection Officer (CLPO) with the responsibility for ensuring that the
protection of privacy and civil liberties is incorporated in the policies and procedures of the Intelligence Community.
The CLPO responsibilities are set forth in the Section 103d of /ntelfigence Reform and Terrorism Prevention Act of
2004,

2 L8/AI-While OIG personnel were not read inlo the Program until 2008, OIG officials were alerted ta the existence
of the NSA collection program through a December 2005 newspaper report. Shortly after that report, the NSA IG told
ODNI OIG officials.that the NSA OIG was conducting oversight of that NSA program. PDDNI Hayden also told IG
Maguiire that the NSA program was subject to NSA OIG oversight.

u (U). The PCLOB was created by the /ntelligence Reform and Terrorism Prevention Act-of 2004 (IRTPA), which
requires the Board to “ensure that concerns with respect ta privacy and civil liberties are appropriately considered in the
implementation of laws, regulations, and execulive branch policies related to efforts to protect the Nation against
terrorism (P.L. 108-458, 2004).
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;and resulted in-an independent and generally favorable finding regarding the' NSA.
implementation of the Program. After the PCLOB review, a PCLOB board meniber
published:an editorial article, in part, quoted below, that summarized his observations
tegarding the NSA effort in implementing the Program.

There were times, including when the Board was “read into” and given
complete access to the operation of the Terrorist Surveillance Program that
I wonderéd whether the individuals doing,this difficult job on behalf of all
of us weré not being too careful, too concemed, about going over'the
privacy and liberties lines — so-concerned, with so many interal checks
and balances, that they could miss catching or preventing the bad guys
from another attack. And I remember walking out ofthese briefing
sessions in some dark and super-secret ageiicy with the thought: I wish the
Amencan people could meet these people and observe what thiey are.
doing "

—SANFY- In sum, the ODNI oversight components had limited and belated
involvement in the oversight of the Program. However, once read into the Program,
Powell and Joel deterrnined that the Program was subject to reasonable oversight by the
NSA OIG. Moreover, the initial White House delay in granting ODNI oversight
personnel access to the Program occurred prior to the 2008 revision to. Executive Otder
(EO) 12333, which expressly.grantsODNI oversight components. broad access to any
information necessary to performing their oversight duties. In particular, EO 12333
provides in relevant part that:

Section 1.6 Heads of Elements of the Intelligence Community, The heads
of elements of the Intelligenceé Comniunity shall:

(h) Ensure that the inspectors general, general counsels, and agency
officials responsible for privacy and civil liberties protection for their
respective organizations have access to any information or intelligence
necessary to perform their duties.

—(FSHSTEWAHSTHOCATF) EO 12333, as amended, clarifies and strengthens the

ODNT’s ability to provide compliance oversight. In light of the recent change to EO
12333, and with current staffing, we believe that ODNI's oversight components have
sufficient resources and authority to perform their responsibilities to conduct oversight of
clogely held intelligence activities, assuming timely notification.

3 (U) The quote is taken from a May 5, 2007, article by former PCLOB member Lanny Davis, entitled, “Why !
Resigined From The President’s: Privacy and Civil Liberties Oversight Board - Aud Where We Go From Fere, " The
article was published on webpage of Thie Huffington Post, wiwvw.huffingtonpost.com.




V.  (U)CONCLUSION

~AFSHSTEWHSHOCAN We found that the ODNI's primary role in the Prograim

was the preparation of 12 ODNI threat assessments approved by the DNI or PDDNI for
use in the Program reauthorizations. The ODNI-prepared threat assessmients set forth the
ODNI’s view regarding the existing threat of-an al Qaeda terrorist: attack against the
United States and provided the DNI's recommendation regarding the need to reauthorize
the Program. We found that the ODNI threat assessments were drafted by experienced
NCTC personnel under the supervisioi of knowledgeable NCTC supervisors. We.noted
that the threat assessments were subject to review by OGC and DOJ attorneys before
approval. Additionally, we found that the process used by the ODNI to prepare and
obtain approval of the threat assessments was straightforward, reasonable, and consistent
with the preparation of other documents requiring DNT approval. Overall, we found the
ODNI process for the preparation and approval of the threat assessments was responsible
and effective.

~(TSHUSTLWHSTHOCATE—We also found that the ODNI oversight components

played.a limited role in oversight of the Program. The limited ODNI oversight role was
due to delays in obtaining Program access for ODNI oversight personnel and to
femporary resouice limitations related to the stand-up. of the agency. However, we
believe that the 2008 amendments to EO 12333 and improved staffing levels provide the
ODNI oversight componenits with sufficient resoutces and authority to fulfill their current
oversight responsibilities, assuming timely notification.
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