














































































































































































































































































































































































































UNCLASSIFIED

To: Washington Field From: Washington Field
Re: 279A-WF-222936-BEI, 08/13/2008

account was "blindfoldgames." That group listing showed 830

members and over 600 links to blindfolding pictures or sites.

*
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" FD-302 (Rev. 10-6-95)

. AL FORMATION CONTAINED
HE I3 UNCLASSIFIED

2k

FEDERAL BUREAU OF INVESTIGATION

DATE 1&-15-2008 EY 60324 UC BAWSRS/LEC

/ Date of transcription 08/14/2008

On August 4, 2008 |

[ | phone number

fax_number] F faxed the FBI Washington Field Office with

information pertaining to a Bruce Ivins, KingBadger7@aol.com, at
Ft. Detrick. The fax included a one page summary of interaction
with IVINS and two e-mail header pages and text pages from IVINS
both dated 11/08/2001.

The first e-mail reads as follows:
Hi,
I'm extraordinarily busy at the moment,
but wanted to drop you a line to tell you how

bé
b7cC

dismayved I was yesterday to receive a phone
call from a television station in Dallas. They
wanted to interview me about the "U.S. Army
tested and approved anthrax spore-killing
liquid, 911 Relief." I will send you the data

as soon as I have the time. I can also suggest
that you look into asking Battelle, in Columbus
do a small contracted experiment for you. Or
perhaps Texas A&M can do a similar experiment
with Sterne veterinary vaccine spores. At any
rate, associating your product with "U.S. Army
testing and approval®" is simply not acceptable.
I will send you the summary data from the
experiment soon. b6

"
Regards, bic

OTHER Sealed Crt
-Bruce : = ;

Administrative Notes:

All contacts with IVINS began after the mailing. Pen
registers and toll records captured multiple phone contacts with
[::f::]after the mailings. Laboratory notebook review, captured in

279A-WF-222936~-USAMRIID Serial 1456 page 13, noted that IVINS used
1.2 ml of RMR-1029 for a No additional contact with
| is deemed necessary at this time.

Investigation on 08/14/2008 a Manassas, VA (via facsimile)
‘ 823324dh.302

File # 279A-WF-222936-BEI = 334" Date dictated

by SA

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FD-302 (Rev. 10-6-95) DATE 12-15-2008 BY 60324 UC BAW/RS/LSC

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/19/2008

On Friday August 15, 2008, information was received
from America On-Line in response to search warrant number 08-
493-M-01, executed on August 8, 2008, from the United States
District Court for the District of Columbia; for the e-mail
account Kingbadger7@aol.com, (and it's sub-account
Bruceivinsl@aol.com), owned by BRUCE EDWARDS IVINS, date of
birth 04/22/1946, social security account number 280-44-5449.

On Friday August 15, 2008 and Tuesday August 19, 2008, /f\
SA's| conducted a review \/
of the preserved data, stored d electronic mail, and IP
addresses provided byl |Lead Investigator, Public

Safety and Criminal Investigations, AOL-Legal Department in
response to Search Warrant number 08-493-M-01. The following
was observed:

The AOL account, Kingbadger7@aol.com, consisted of mail
folders for "sent," "read," "saved," "unread," and "spam" mail.

The "sent" mail folder contained 19 total messages.
Due to the format furnished by AOL, which provided only an email
number, files numbered 004 and 015 were opened, and determined
through sender/recipient information that they appeared to be
attorney client privilege. These files were then, neither )
reviewed nor printed in relation to the warrant. All 17 of the
remaining documents were reviewed. Three documents contained
within the "sent" mail folder, messages numbered 001, 002, and
005, pertained to sororities and hazing events. Message number
009 was a message, from IVINS to IVINS, forwarding a youtube.com
posting which described the slaying of Kathryn Price.

Message 001,"sent" mail, from Kingbadger7@aol.com to

| | appears as a lengthy dialog that begins
with how IVINS grew up as a Catholic in Cincinnati, Ohio.
Dialog then details IVINS' job as a vaccine scientist at Fort
Detrick, and then delves into Greek, Sorority/Fraternity,
content, describing the virtues of brotherhood/sisterhood.
Dialog stays with the Greek topic, moving into "trust" walks,
blindfolding, and hazing standards, both Greek versus non-Greek
(church) hazing double standards. E-mails subjects then
migrated from inquiries of Kappa Kappa Gamma charity events to

Investigation on 08/19/2008 a Manassas, Virginia

Fle# 279A-WE-222936-BET = 3R] Date dictated  08/19/2008
SA |

by  SAl |
| 3208a.302

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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279A-WF-222936-BEIL

Continuation of FD-302 of ,0n 08/19/2008  ,Page

the interesting and changing times of today's internet era.
Further dialog talks of the how talking-head and sensational the
news media has become, and ends with Dick Cheney "scares me,"
and the "Patriot Act is so unconstitutional." Additionally,

IVINS attached Readnotif n_e-mai this
e-mail sent to

Message 002, "sent" mail, from Kingbadger7@aol.com to

| | is a copy link
D://gzreekchat .com/gcforums/member.php?u=59666) to a "Trust

Fall" video of terrified female in a religious youth group, and
states how there is a double standard religious youth group
events and those incidents considered hazing by the GLO (thought
to be the Greek Letter Organization).

Message 005, "sent" mail, from Kingbadger7@aol.com to
| appears as another lengthy dialog
beginning with IVINS deeming hazing, to a "reasonable person,"
as that which would deliberately scare or terrify. IVINS also
talks about the goal of rituals as being beautiful, meaningful,
memorable, and binding and not "will somebody sue us because of
it." The e-mail then moves to discouragement from social
interactions between Greeks and non-Greeks and how campuses were
run by Greeks. The e-mail continues in the area of the Greek
bias toward shallower things, such as, taking "the good
looking," and not the personable as members. It continues on
about the division or tiers of the GLO's, where, the higher
tier's, such as the Kappas, Tri-Delts, Chi Omegas, and Thetas,
looked down on all the other GLO's which were "nerds" or
"pansies." TLastly, IVINS mentions having worked in a small lab
doing research and development on anthrax vaccines and the
disasters involved with integrating PC's with Macintosh using
Oracle. TIVINS also attached Readnotify, to this e-mail sent to

Message 009, "sent" mail, from Kingbadger7eaol.com to
Kingbadger7@aol.com is an e-mail, to IVINS from IVINS, of a
youtube.com posting (http://www.youtube.com/watch?v=0p4tCky6ics)
beginning with "Remember the first Mole, the episode where
Steve had the opportunity to become the hero of all reality TV
heroes by killing the blindfolded mole, Kathryn Price?" The
attached posting read "After the fake fainting he's say,
'Kathryn, do you know what a mole is? It's a blind, useless,
animal that humans hate. And do you know what we do to moles?
We kill them!' With that he should have taken the hatchet and
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brought it down hard and sharply across her neck, severing her
carotid artery and jugular vein. Then when she hits the ground,
he completes the task on the other side of the neck, severing
her trachea as well. The "Blind" mole is dead and Steve is a
hero among heroes! I personally would have paid big money to
have done it myself. Maybe something really dreadful will
happen to Kathryn Price. If so, she will richly deserve it!
The least someone could do would be to take a sharp ballpoint
pin or letter opener and put her eyes out, to complete the task
of making her a true mole.?

. The "read" mail folder contained 29 total messages.
Files numbered 005, 008, 023, and 024 were communications that
appeared to be attorney client privilege and were not reviewed
in relation to the warrant. All 25 of the remaining documents
were reviewed. Three documents contained within the "read" mail
folder, messages numbered 002, 007, and 028, pertained to
sororities and hazing events.

Message 002, "read" mail, from]| |to
Kingbadger7@aol.com, appears to be a response by in the
aforementioned dialog of messages 001 from "sent' mail

Message 007, "read" mail, from| |to
Kingbadger7@aol.com, appears to be one response by [1n
the previously surmised dialog of message 005 from "sent" mail.

Message 028, "read" mail, froml lto bre

Kingbadger7@acl.com, appears to be another response Dby | |
in the aforementioned dialog of message 005 from "sent" mail.

Message 003 and 027, "read" mail, were read
notification reports from www.readnotify.com as a result of
IVINS attaching Readnotify to the e-mail messages 001 and 005
"sent" to |

Messages 011, 012, 013, 014, 015, and 016, "read" mail,
were all from ABC.com member services relative to IVINS' newly
established membership with ABC.com. Messages established
IVINS' ABC.com user name, Bruceivi, and his password
%22wilburnita%22.

Messages 018, 021, and 022, "read" mail, were all from
Kingbadger7@aol.com to Kingbadger7@aol.com referencing the
reality television show, "The Mole." E-mails 021 and 022 had a
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subject headings of "the mole message board," while all three e-
mails had http://abc.go.com/primetime/themole/index, links
attached.

The "saved" mail folder contained one (1) total message
which appeared to be attorney client privilege and was not
reviewed in relation to the warrant.

The "unread" mail folder contained 57 total messages.
Files numbered 003 was a communication falling under attorney
client privilege and was not reviewed in relation to the
warrant. All 56 of the remaining documents were reviewed, yet
contained no pertinent dialog or content.

The "spam" mail folder contained four (4) total
messages, reviewed by agents in relation to warrant, vet
contained no pertinent dialog or content.

The AQL sub-account, Bruceivinsl@aol.com, consisted of
mail folders for '"read" and "unread" mail.

The "read" mail folder contained one (1) total message,
reviewed by agents in relation to warrant. This message appears
to be spam sent from AOLLocal@message.aol.com to
Bruceivinsl@aol.com.

The "unread" mail folder contained two (2) total
messages, reviewed by agents in relation to warrant. Both

messages appear to be spam sent from AOLTips@email.aol.com to
Bruceivinsl@aol .com.

One hundred and two (102) total files were reviewed in
association with the AOL account, Kingbadger7@aol.com.

Three (3) total files were reviewed in association with
the AQOL sub-account, Bruceivinsl@aol.com.

No AOL-Pictures were found in association with either
AQOL account.

All e-mail messages that appeared to be attorney
client privilege will be compiled on a separate disk and
provided to the United States Attorneys Office for review by a
designated taint attorney.
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A copy of the disk provided by] |
l | Public Safety and Criminal Investigations, AOL-
Legal Department in response to Search Warrant number 08-493-M-

01, as well as a printed copy of all documents reviewed, will be

kept in the FD-340, section of the file under file number 1A
7971.
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(Rev. 06-04-2007) DATE l=-15-2008 BY 60324 UC BAW/RA/LGC

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/10/2008
To: Washington Field
From: Washirigton Field

AMERITHRAX-2plsna
Contact: SA

Approved By: b6

Drafted By:

Case ID #: 279A-WF-222936-BEI  (Pending) -3%%

Title: AMERITHRAX
Major Case #184

Synopsis: To capture actions taken to identify, preserve, and
search e-mail accounts belonging to BRUCE EDWARDS IVINS.

Details: Through investigative techniques, the following e-mail
accounts were identjified as belonging to BRUCE EDWARDS IVINS:
Kingbadger7@aol.com, goldenphoenixlll@hotmaid.com,
skvmasterson77@hofmail.com, jimmvflathead@Xanoo.cem,

| va;g?;fgmi_and prunetacos@qakmail.com.

e

The Jécounts runetacos@hotmail.com and
skymastersoni7@hotmail.com were shown to have no records at
Microsoft with the example that they had either been inactive or
shut down; in either event, Microsoft would retain no further
records.

November 19-20, 2007, the following accounts were
identified as active and therefore preserved for an initial
period of 90 days: Kingbadger7@aol.com,

oldenphoenixl1l@hotmail.com, jimmyflathead@vahoo.com, and
vahoo.com. On February 07, 2008, the same accounts
were re-preserved for an additional 90 day period.

On February 14, 2008, search warrants were executed on
jimmyflathead@yvahoo.com, and| Bvahoo.com, (via Yahoo!;
and goldenphoenixll1@hotmail.com, via Microsoft MSN Hotmail. On
February 19, 2008, a search warrant was executed on
Kingbadger7@aol.com, via AOL.

MSN HOTMATIL




To: Washington Field From: Washington Field
Re: 279A-WF-222936-BEI, 03/10/2008

Search Warrant 08-082-M-01, dated 2/14/2008, for
"goldenphoenixlll[at]lhotmail [dot]com":

The search warrant was faxed, as required by MSN
Microsoft, Custodian of Records. On 2/26/2008 a telephone call
and fax was received from MSN noting the way the account was
written, using brackets and text instead of symbols, did not
allow them to search their records. A new search warrant without
the brackets would be necessary.

Search Warrant 08-082-M-01, dated 2/22/2008, for
"goldenphoenixlll[atlhotmail [dot]lcom":

Previous to the above referenced fax from MSN, a second
search warrant was obtained for the same account, 08-125-M-01,
this time the intent was to ensure Attachment A from the search
warrant affidavit was included. (Attachment A was a more
encompassing list of searchable items restricted from the search
warrant face due to lack of space.) Because the brackets were
still on the search warrant, a similar response to above was
received.

Search Warrant 08-160-M-01, dated 3/04/2008, for
"goldenphoenixlll@hotmail.com":

On 03/04/2008, the search warrant was faxed to MSN.
The response was received via FedEx on 03/08/2008. (This search
warrant had the correct written form of the email account and
reference to Attachment A.)

YAHOO!

Search Warrant 08-084-M-01, dated 2/14/2008, for
"Jimmyflathead[atlvahooldot]lcom”" and
"celticpatb44[atlyahoo[dot]lcom:

On 02/14/2008, the search warrant was faxed to Yahoo!;
and on 02/25/2007 the same search warrant with Attachment A was
re-faxed. On 02/26/2008 a fax was received from Yahoo!
explaining that "BRUCE IVINS" could not be connected to a
specific Yahoo! subscriber (internal reference number 96365).
(The subscriber name for the account was "Golden Phoenix.")

On 02/26/2008, a separate person from Yahoo! contacted
SA to notify her that they had received the search
warrant and information for the accounts would be sent to her
physical address. On 2/28/2008, Yahoo! again contacted SA

~i G

o T

|confirmed her physical location, and shipped the

results or the search via FedEx on 03/04/2008 (internal reference




To: Washington Field From: Washington Field
Re: 279A-WF-222936-BEI, 03/10/2008

number 96949). The mail item was received on 3/07/2008 by SA

AOL

Search Warrant 08-083-M-01, dated 2/14/2008, for
"kingbadger7Q@aol.com":

On 2/18/2008, AOL was served with a search warrant for
the above account. On 2/20/2008, AOL notified WFO that because
the language on the search warrant was specific, "electronic mail
between Bruce Ivins and other individuals,”
they would only provide that information.

Search Warrant 08-124-M-01, dated 2/22/2008, for
"kingbadger7@aol.com":

On 2/25/2008, AOL was served with a search warrant for
the above account. On 03/03/2008, AOL provided the requested
information on a CD. Upon SA| |receipt of the disks,
she was notified that because BRUCE IVINS was the main account
holder, any sub-accounts that were under his name, were also
included in the search warrant. These sub-accounts belonged to
Ultimately it was decided that the

capture of these sub-accounts was beyond the scope of the
intended request of the initial search warrant. On 3/11/2008,
AOL was requested to provide only BRUCE IVINS' account
information, without the sub-accounts.

That same day AOL returned a CD that was supposed to
capture the info, however the disk did not contain any
information. Another request to AOL was made that day. On
3/18/08 another CD from AOL was received with no information; or,
an inactive link to the search warrant information. Therefore a
review of the data was not possible. AOL was again requested to
provide another CD of the data. .The CD with the correct data was
received on 3/21/2008 and was able to be reviewed.

*
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FEDERAL BUREAU OF INVESTIGATION

Confidential Human Source (CHS) Reporting Document

Reporting Date: 08/28/2008

Case ID: 279A-WF-222936-BEI (Pending)/ﬁii

| |(Pending) b7D f:é;:ﬁ
Contact Date: 03/19/2008 )
Type of Contact: Telephonic/E-mail
Location: Washington, D.C.
Written by: SAl
Other (s) Present: L6
b7C
Source Reporting:
On March, 19, 200 : [CHS]
telephonically contacted SA [CHS] was
talking in a very excited voice, and relayed the following
information:
b6
BRUCE IVINS had contacted b7C
b7D

I |
| believed that IVINS was having a mental
break down. scared for his/her safety and for
IVINS'.

Later., NCHS1 reported that IVINSI |

[CHS] mentioned that] |

| |stating that it was the FBI's job to investigate the
case,|




%QW-M ~
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BACK OF PAGE 241




CHS Reporting
279A-WF-222936-BEI (Pending), 03/19/2008

ar

r

anged for an FBI Agent|

are as follows:




CHS Reporting ‘ ' '

279A-WF-222936~BEI (Pending), 03/19/2008

k7D

| were placed in an FD-340 in the CHS

file.
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Investigation on 09/02/2008 at Manassas P VA 824 302
Fie # 279A-WF-222936-BEI — 390 Date dictated  09/03/2008
by SA

‘ ALL T'&[&TIUI*T CONTAINED

HERETNLS TNCLASSTFIED

1

FEDERAL BUREAU OF INVESTIGATION

Date of transcripion  09/03 /2008

On Sept a FedEx Express envelope was
received from SA A Company, 308th Military
Intelligence (MI) Battalion, 2024 MI Group, 4727 Deer Creek
Loop, Suite 147, Aberdeen Proving Ground, MD, 21005, in response
to an LHM dated 08/08/2008, requesting e-mail and user
information from the Army Knowledge Online user account of Dr.
Bruce E. Ivins.

The envelope contained a CD rom disk, a memorandum of
instructions and an Evidence/Property Custody Document. The CD
rom disk contained one (1) e-mail dated 4/28/2003.

The e-mail was attached to this FD-302. The contents
of the FedEx envelope; CD rom, memorandum, Evidence/Property
Custody Document, and printed copy of e-mail from CD rom was
placed in a 1A envelope.

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

QW

DATE 12-15-Z008 BY o03Z24 UC BAW/RE/LEC
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v e o Message()Oﬂl
) Subiect Travel Voucher Received (87&”)

; From: .dfas-intravelpaysves-ako@dfas.mil

" Date: 4/28/2003 6:39:23 PM

To bruce 1vms@us army.mil

L e e e . i S S, AR 26 v A Gt o &

" Message Body

Your voucher for Travel order pumber 077190 has been received. :
iYou can expect payment within 8 business days after receipt. z
‘This message is a system generated auto reply indicating your voucher has :
been received or processed. i

If you have a question concerning this notification please contact your
Travel Office at:

DFAS Columbus 800-756-4571 i
DFAS Indianapolis 888-332-7366 §
IDFAS Lawton-Fort Sill 800-891-1292 !
!DFAS Orlando 800-950-9784 :
'DFAS Rock Island 888-332-7742

DFAS Rome 800-447-1150

DFAS San Antonio 866-296-1166

DFAS St Loius 877-303-4337

Def Agey Tvl Div 877-952-9392

For military PCS claims contact your servicing military pay office.

‘Thank You

G)utlo ok Header Informatlon

‘Conversation Top1c Travel Voucher Received (8722)
Sender Name: dfas-intravelpaysves-ako@dfas.mil
»Recelved By: Mail Team

Dehvery Time: 4/28/2003 6:39:23 PM

Creation Time: 8/20/2008 4:27:09 PM:

Modification Time: 8/20/2008 4:31:07 PM

Submit Time: 4/28/2003 6:39:16 PM

Flags: 1 =Read

Slze 5648

MR e A Yt a7 AR A e

Standard H‘eaden“lhfdi'xil;tlon

,Remm-ﬁéth <dfaé;1ﬁh'évelpays;xfés-ako@dfas mil>
Recewed from akomta4 ([10.234. 26 14])




by akomaill.us. army mil (ﬂ’lanet Messagmg Server 5.2 HotFix 1.12 (bmlt Feb

- 13 2003)) with ESMTP id <0HE200JVRSINC1@akomaill.us.army.mil> for
“bruce.ivins@ims-ms-daemon; Mon, 28 Apr 2003 18:39:23 -0400 (EDT)
Received: from akomta2 (akomta4 [10.234.26.14])
' by akomta4.us.army.mil (iPlanet Messaging Server 5.2 HotFix 1.12 (built Feb 13
: 2003)) with ESMTP id <0HE200D38S9M6Z @akomtad.us.army.mil> for

: bruce.ivins@us.army.mil (ORCPT bruce.ivins@us.army.mil); Mon,

128 Apr 2003 18:39:23 -0400 (EDT)

Recewed from ipal.ri.disa.mil (1pa1 xi. d1sa mil [160 137 64 100])
xbyakon:ttaZusarx:nymﬂ -

; (iPlanet Messaging Server 5.2 HotFix 1.10 (built Jan 23 2003))

! with ESMTP id <QHE200M1KS9I0A @akomta2.us.army.mil> for _

bruce 1v1ns@us army.mil

{ (ORCPT bruce. 1v1ns@us army.mil); Mon, 28 Apr 2003 18:39:23 -0400 (EDT)
gRecewed from ipal.ri.disa.mil (localhost [127.0.0.1])
; by ipal.ri.disa.mil (8.12.8/8.12.8) with ESMTP id h3SMdHde021556 for
; i <bruce.ivins@us.army.mil>; Mon, 28 Apr 2003 17:39:17 -0500 (CDT)
Recelved (from mdfeapp7@localhost) by ipal.ri.disa.mil (8.12.8/8.12. 8/Subm11:)
' id h3SMdGB1021039 for bruce.ivins@us.army.mil; Mon,

128 Apr 2003 17:39:16 -0500 (CDT) g

Date: Mon, 28 Apr 2003 17:39:16 -0500 (CDT)

‘From: dfas-intravelpaysvcs-ako@dfas.mil

‘Subject: Travel Voucher Received (8722)

‘To: bruce.ivins@us.army.mil

Message—1d <200304282239.h3SMdGB1021039@jipal.ri.disa.mil>
MIME-version: 1.0

Content-type: text/plain; charset=us-ascii
Content-transfer-encoding: 7bit

X-Authentication-warning: ipal.ri.disa:mil: mdfeapp7 set sender to
dfas-intravelpaysves-ako@dfas.mil using -r

‘Original-recipient: rfc822;bruce.ivins@us.army.mil

T U i e em
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-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription 07 /22 /2008

on July 18, 2008, |q | date of nidehl
i i be |
was interXiewed at the U.S.\ Court A
House. | |[provided the following information:
A\ bé

Investigation on 07/18/2008 at Washington, DC

File # 279A-WF-222936-BEI — 39/ Date dictated N /A
SA -
by SA "

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; *
it and its contents are not to be distributed outside your agency. ’
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ALL INFORMATION CONTAINED
HE I3 UNCLARSIFIED

D& a-15-2008 BY 60324 UC BAW/RE/LEC

FEDERAL BUREAU OF INVESTIGATION

Confidential Human Source (CHS) Reporting Document

Reporting Date: 08/31/2008

Case ID: [Z79A-WE-222936-RET (Pending) ‘:%Z

Contact Date: 05/24/2007

Type of Contact: e~Mail

(P e‘n‘d‘i’n‘g Y

Location: Washington, D.C.

Written by: SA

Other (s) Present:

Source Reporting:

(Administrativelv.|

|can be located in the FD-340,

1A subfile for the above file.

)
L

bé
BIC
k7D
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FEDERAL BUREAU OF INVESTIGATION

FD-1023 (Rev. 6-22-2007)

Confidential Human Source (CHS) Reporting Document

Reporting Date: 08/31/2008

Case ID; [D7OA-WF-20203A-RET (Pending) 247>

Pending)

Contact Date: 03/24/2007 (@ )
b6

Type of Contact: e-Mail b7C
b7D

Location: Washington, D.C.

Written by: SA

Other (s) Present:

Source Reporting:

(Administratively,
| |can be located in the FD-340, 1A subfile for

bé
b7C

b7D
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