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"BRUSA TIANNING carrrnwcm 1953

Final Report

. 'Iln_ Fmal pAYS agreed bo'tween the British .-md U s. c .
: .are liated below and ocoples of each are a‘btached. | ‘
(u) (i) hppendix B antitled "Prinoiples of - Saourity and
. Diasemnaticn" o o
: (11) fmnexure Bl to Append:.x B entitled "The Assignment

of CONINT to Gategories andg Sub—Categories" -

C(144) Amnexure B2 to ‘Appendix B entitled "Security Principles

.governing the Conduct of OOMIN‘I‘ Activities in Expoaed

Areas™,

“(b) . (1) 'Appenchx H ent.itled "Gommunicatims“

reached at 'bhe 1953 Gonference for the’ Implemntation L

| '-.of Append‘ix H (Gormnunioatima)"
) (e) (1) -Appendix N ontitled "Arranpements for &nergency -
‘ ' Re-location of COMI'NT Units”.’ -
' .,.(ii) Annexure N to Append:Lx N en'bitled "Ra—location of
U8 and X COMINT Unite. Provisim-ofﬁquipment" .
(iii) Annexure N2 to Appendix N entitled ote - on U8 and UK

GOMINT Units already located in Territory cm'brolled by

o {11) Annexure H1 0. &ppendix H entitled “‘Working arrangements

L . . the other Party or already Bohedu'led to be 00 loca‘bed.'f:

(1v) Exhibit 1 to Mnexure NI entitled "Detalls affecting
o re'locarbien of stations and units". ,
(d) (i) The addition o Appendix P of a' footnote defining .
| "r'e.leasa;l.)le equipment®, | | | ‘
(11) Qnﬁe#ure'Pl to Appendix Plentitled "COMINT Afraﬁgeﬁenta
for SACEUR®, | N
- (1it) Exhibit 2 to Annexure Pl entitled "Principles for the,
Handling of Y“-. | A
(iv) Annexure P2 to Appendix F (adapted :roﬁx SAC/E/R/7
‘(reviseé) ). - |
. e u\\

eclassified and approved for release by NSA on 04-08-2010 pursuant to E.O. 12958 as
amended, ST56834
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(v) Ishibit 2 to Annexure P2 (adapted £om SAc/E/é/7
f, (revissd) ) o .
(_é')_;"' (1) Changes in Phrassology in Appen&ix Q
o ‘(ii) Anmexure QL to Appendix Q entitled "Collaboration
between US and UK National COMINT Centers“

OGA C . :
EO 1.4.(c) : . . (411) Exhibi 1 to Annexure Q1 entitled "Operational and

B0 LD statistical requirements for the wartlime. augmentgtiqn
of GCHQ". | | .
(iv) Annexure QZ'entifled-"Principles of Wartime
" Collaboration among COMINT Centers of the US and the
- UK and other British Gommonwealth Countrj.es“
. (v) Exhibit 1 to Annexure Q2 entitled "Establishment of

-

" Overseas COMINT Centers“

2.. Also attached'ar'e coples of the MNinutes czf the Plenary Committee .

meet:.ng held at the‘beginning of the Conferende and a record of all the

proceedings of the Executive Comrl'btee. . ’
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4e Ttea ﬂd)(ii‘l) above is subject to tripartite agreement
between USy UK, and Canada. |

5. ILiti.ficahtion of Appendix B and its annexures by LSIB willlb'é
subject to the-oomment of Canadian, Australian, and New Zealand COMINT
authorities..
| 6. Final adoption of parts of Amnexure Hl, Annémres QL and Q2 -
and BPC53/D Final will be subject to discussion and agreement with the
approp;riate Canadian and/or Australian and New Zealand ‘COMINT au'bhorities_
ﬁt the earliest possible opportunity.

7. Infarmal discuseions ook place between US and UK COhﬂfo .
authorities 6n, the following subjects and the records of these
discussions are attached.

(a) ' BPC53/Q Final:  WThe Eetablishment of a US |

Screening Group at GCHQ in Peacetime.”

(c) SAC/E/R/s( revised): "“Arrangements for Exchange and -
- Dissemination within SACLANT's command of Int-.e-lligen.ce
beyond the Scope of Third Party Collaboration. . =
(d) LSIB 333/52( revised) “Arrangemerft;a for COLmIT'.Dissenina-‘.cim{-
to ‘md within SHAPE and its Sub~Commands." |
8. - Item 7(c) above will be the subject of further informal

discussions between US, UK and Canada.

Signed.

' _fen o
d . & /
for U. S. Delegatim | , fowa—tf(Delegatim

25 z{,arch 19 53

-X
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APPENDIX B S o

PRINCIPLES OF SECURITY AND DISSEMINATION
)

DJTRODUGTION S

1. Thsse primiplas shall be the basls df all regulations for t.he

-y

-gecurlty and dissemlnation of Comrunicat_.ions Intelligence igs_ued by or under

the mathority oi-‘.USC‘DB or LSIB and other appropriate authorities of .

- the CGovernments of the two partiea. T-he gcope and phrasing of such.

regulations mgy vary ln .accordm'-ce with requirements of the parties, agencies,
departnnnts, md ministri es to whom they are designed to apply, but all shall
be ir_l accord with these ,basic pri—nciples in every respect and shal'i observe
t.hélstiandards herein as -,a minimume - As an aid. to uniform interpretation, |
each party shali forward all pei’ﬁinent Board regulations and dii‘eotivéa to
the other for in.formatiqn.

2? It 18 reoognizqd that, while the i‘ollowing principles are in general

l

of universal application, changing conditlons or emergencies and in particular,

’c.he outbreak of general postili’oies may requ:!re modii‘ication \bo ensure that

the maximum operat.iona.l benefit consistent with aecurity is derived from ’

A

nﬁm_ﬁvmrons, AND CATEGORIES | ‘
3. Commmication I_pi;ellig_enee (COMINT) is the name givgn-'to all . -
processes involved in, and intelligence information and technical material » i
rpsulf.ing from, the interception and_s’oucv (a) of foreign commnic \fions k |
passed by wire, r;édi 0, énd other electromagnetic means (I e'xc;e'p’c' prés(s, |
propaganda, and public broadcasts) and (b) of selected fore:.gn communicati ons_ _ |

sent by non-electromagnetic mean s , _[See NOTE 1.‘-7. ' . . - v

’
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4« Thare are bwo types of COMINT: Ciypt Intelligence and Traffic

‘Intelligence /See NOTE 2/. They are defined as follows:

L ! ¢ 'b. Traffic Intelligence is that COMINT which results from traffic
OGA. | _ - :
gg HEE; . analysis (e.g. the study of call-eigns, message headims,

procedure signals, volume of tiaffic, precedences, D/F bearings,

and from plain texts, i.e.,

inf ormation produced by all Means short of .the actual crypt~

. analysis of intercepted commmicationa. :
( 5. For purposes of. sesurlty handling and control CO]\ENT 13 divided
into Categories andlsub.-Ca.tegor(’.Lesv.

as COMINT ls divided at the present time to three Catégories:

—————a— wv.

" Category IIT COMINT

j - Cétegory II COMINT - . | , ¢
‘ | Categc;ry I : OO?:rmT .
b. COMINT is placed in appfopri%xte Categories as mutually
: ag—reed'by USCIB and LSIB ffo;n time to time.
c. As mtually agreed by USCTB and LSIB, separate Sub- |
Categories of COMINT may be establishea within Categories

j _ - ITI and II in order to permit Aifferentiation in the

' processing, dissemlnation, émhahge or use of material,

6. Category ITI COMINT is that COMINT for which the protection of

sourae or content is the cverridi'ng' consideration and which must, therefore,

]
| be given the highest degree mt éeourity protection. In general, it will include
2. .Crypt Intelhgiﬁnde except that spectflcally included in
other Categoriﬁs;

b. Special Weather Intelligence.

pu—— s

~ce. Traffic Intelligence involving call-signs or message headings
C " encrypted in codes or ciphers of high security gradings as

- specified ond mutually agreed by USCIB end LSIB.
. o

1 T ’ B . .
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Other Traffic Intelligence as specified and mutually agreed

by USCIB and LSIB.

7. Category IT COMINT is that COMINT for which the protection of

whilch a lsass

da

L.

source or content is not alwgy the overriding consideration and for

rigld standard of securlty is congidered an acceptable misk.

In gemeral, it will includet

Traffic Inteliigenoe not specifically included in other
Catspgories. -

Crypt Infelligence involving solation of codes, ciphers
and special systems of lower security. as gpeoified and

mutually agreed by USCIB and 1LSTB.

j// B Categggy I COMINT is that COMINT which may be qubject to the least
stringent security restrictions and which.mqy require more extensive
_ dissemination in order to provide for effective utilization. In general,

it will include certain types of low level COMINT as specified and mutually

5 agreed by USCIB and LSIB.
{

> ASSIGNMENT OF COMINT TO CATEGORIES

9+ In assigning CCMINT to a Category, the following general

critaria will be considared:

2

b.

d.

The_».in't,elli[;encel,value of its content. _

The difficulty ef solution or intercept to include:

{1) Sensitivity of techniques employsd in solution and
exploitation. |

(2) Sensitivity of source of intercept..

(3) Interhrelationghips.between cryptographic systems.

Cryptographic sophistication of the country orizinating the

traffic in&olved.

Security grading given to contents by the country originatingr
the traffic involved..

The advantagé to be gained versus the risk of loss by
utilizatioq under a given Oategor&, including:

3
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(l) The value of extcnding the disseminatiqn of certain
COMINT to permit cosential use of the operational
intelligenée.contained:therein.

(2) The copability of certain Third Porty COMINT
groups to exploit the COMINT in question with the
attendant gecurity rlsks beyond the difect contrb;

. of U.S. and U.K. authorities. o

/:) (3} The value of prdviding technical guildance or
COMINT inforpation to Third -Party COMINT activities
to insure recelpt from them.of uniqué intercept and
critiﬁal dOMINT infoimation pot-otherwisé avallable.

10. 1In assigning CCMINT to the lower Categories the following

 edditional factors will be considefedr.‘ : ST
a. A system or class of COMINT, once downgraded, m.iy not
> effectivély be upgraded.
The distinctlon between C&tegofy_l en the one- hand
and the higher Categories on tﬁe other 18 that the former

does not require codeword protection, whereas the latter

A L¥. USCIB and LSIB shall have prepared apd malntained in_cu;rent
status outually agreed lists to indlcate COMLNT élaced 1n |
tha severa) Categories and in such Sub-categories as may be
estgblisﬁed. .

CLASSIFICATION AND CODEVWOLDS

‘-_-h_-—uu—___,d—' .
12, Category ITIT COMINT shall be classified TOP SECRET ond shall

be designated by a distinctive codeword agreed between USCIR and LSIB
and replaced every two years. In the event that USCIB and LSIB sgree
that positive security advantages will be obtained by earlier change

then such chenge shall be made and e new period of two years shall be

y in effect from that dats.

- h -

" 2 l
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19 Mareh 1953

5 dealgnated by a distinotive codeword agreed between USCIB and LSIB and
replaced every two yoa{s. in the event that USCIB and LéIB agree that
positive security adventage will be obtained by earlier change:then
guch change shall be mode and e new pericd of two years shallfbe in
éffeco from that date. ," |

.
14, Cetegory I COMINT shall be classiffed not lower than
i . . .

CONFIDENTIAL and sball not be designated By a codeword.
B N
/S. Sub-catégoriea. Whenever s Sub-category is est&blished within

Catedories III or II COMINT, it shall be designated by a Beparate or

';—_“nT
a 1iary codeword agreed from time to time betwean USCIB and LSIB. gyy
1
16. Technical material pertaining o COMINT shall beer the o' .’ “f. .
- i
classification and codeword appropriate to the most highly clessifled and

ensitive Category or Sub-category of COMINT to which it relates gnd shall be

) ‘ ndleo accordingly. {
17. Documents woich revesl actual success, progress, or processes

in the productian of CéMINT shall bear the clessification and codeword

app;oﬁriate to the mosé highly classified and sensitive Category or

Sub-Category of COMINT to which they relate and shall be handled accordingly,

L \\

. N - §
“even though such documents may not reveal COMINT as such.:

~ 18, Raw traffic (i €y intercepted traffic showlng no evidence of

‘Af

ﬁrocessing for COMINT purposes beyond Bortlng by clear address elements,
. ..'"4 s . o Y

[

" elimination of unwanted messages and ‘the inclusfon of & case number and/or

b

an erbltrary traffic dosignator) shall be classified not lower thdn g

CONFIDENTIAL and need not be designated by & codevord. E

19. “‘Codewords. ﬁheu used 88 such, .the codevords which désignaté
1

Categories III and 11 COMINT and the Sub Categories which may be established
Al VECAET *
within these Categories shall bear the TOP SECRE?ﬂclaBsification accoiding
_to the Category. Thesé codewords and their implications shall not be\

made known to non-indoctrinated persons, nor shall these codewords be used

in their codeword sensé in the presence of non-indoctrinated persons.

.-,_\"'/_"- i - ' . . -
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20. ConserVation]of COMINT sources 1s of supreme lmportance.

It is essential, therefore, that the production, exploitatlon, evd
dissamination of COMINT, and of all related or resultent information,

ﬁé sfriétly cdntrolled and the dissemination eppropriately limited.

The physical security of related documents is not alone sufficient

it 15 egsential that all reference to the existence of COMINT, either
direct or indirect be avolded except among those to whom the knawledge

13 necessary for the proper performance of their duties. These provisions .
shall apply to any intelligence which, in whole or in part, 1ncludes
information which can be traced solely to COMINT BQurces.

2l. There is no. bime limit for the safegusrding of COMINT as de-
fined.herein. It is qf tﬁe utmost importance that complete eand abso-
lﬁte silence on all COHENT matters be maintalned by those who have ever
.beén‘indoctrinéted-for EOMINT. If, at an& time, matter reférring to
COMIN? is broedcast or }ublished, even tﬁough by prominent pE6pLe or
tbﬁse in euthority, thia does;not in any way Pree those other persons
who are, or ever have ﬁéen iﬁdoctrinated for COMINT from thelr continuous
ocbligation to maintain Eilencé.

22, Except as agreed by USCIR or L3IB, all persons to be assigned
to Quties involving COMINT shall be the subject of security investi-
gation and clearance. As an aid to the uniformity of investigations and :.
cléarances, and to prombte adequaté minimum stendards, each party shall inform
the other of £pe stendards preseribed by it for this purpose.

'~ 23. All-persons to be assigned to duties involving Categories of
COMINT other than Category I shall be indoctrinated (i.e., 1nﬂtructed ag -\
to the naturg of COMINT and the security regulations and practices which
govern the hgndling of COMINT materinal aﬁd COMINT ectivities). Recipients

of Category 1 COMINT only will not be 1ndoctrinated. Producers of

Category 1 COMINT only heed not necesserily be indoctrinated.

T A
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a. Knowledge of, specific Categories or Sub-Categories of COMINT
shall be made aveilable tq indoctrinated persons solely on the basls of their

"‘need to know'. '

b. BEvery effort, shall be made to restrict the mmber of per-
sons indoctrinated for COMINT to the esgential minimum.

- e.” It shall be permissible'for'nersons who have access only to

{ >
] a less sensitive Category or Sub/Category of COMINT to work within Agencies

o
| or Centers in which there Fre located other DPersons engaged in the pro-

i
/ . duction or exploitatlon ofl & more sensitive’ Category or Sub-Category
I of COMINT, only 60 long as due precaution shall be taken {vy providing
segregated, secure areas or -otherwise) to ensure that the activitles and
4 A !

: knowledge of such personslare eonfined po the COMINT meterisl and acti-
vities to which they have access ;

24, Under extraordinary conditions, a8 determined by USCIB or LSIB,

-

it may be essential for an individual to take up duties involving
)

COMINT before the reqnisite investigation can be ccmpleted. In such cases,

the person concerned may be suitably indoctrinated on the authority only of

|
senior officers or officiale as deeignated by the respective parties. 1In
gll such ceses, steps ehall be taken_fo‘ensnre that security investigations
‘and clearances ere completed_ae soon as possible after indoctrination, |

725. Each Party shall'ensure that complete llsts of indoctrinated
Persons are maintained. ' A -

7 26. USCIB and 1318 shall keep each other fully informed of the
approximete nunber of indoctrinated persons in each of the Departments,
Minlstrles, Agencles,’ and Offices receiving COMINT by Category of Sub-
Category where applicable.

27. No national:of one party shall be permitied dccese to the

- COMINT agencles or to the Categories ITT and TI COMINT of the other Party,

!

7
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unless he has been épproved by his parent agency'Lf Board snd has been
properly indoetrinated. Such access shall be limited to the Categories or
Sub-CategoTies of COMINT agreed By'his parent agéncy or Board.‘

r,’#-—_‘ 28.I;£vefy effprt shall be made torénsure that no péfson who

has a knowledge of current value about COMINT, such that hia ca.ptpre

or interrogetion could be a substantial risk to the security of COMINT,

" Shall be essigned to or engege in activities of = hazerdous nature.

30. In spplying these principles peraons who are or have been in-
doctrinated will be divided into four groups:

e a. Producers of Category I COMINT who have no knowledge of

EC 1.4.(d)

other Categories are cia.ssed as Group A. They may be

aspigned to hazardous activities only on the authority
‘of senior officers. (No restrictions are applied to the

recipients or non-indoetrinated producers of Category I

COMINT only).

8
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b. Individuals who have mowledge of current value about
Category II COMINT are classed as Group B. They may
be assigned to hezardous activities only after six |
months feparation fram such material.

e, Indiviénals, other than those specified in sub-paragraph-d
below, who have knowledge of current value about Category ITL
COMINT are classed as Group C. Tﬁey may be assigned to
hazerdous activities only after s separation of oﬁe year Or.
longer from this type of information.

d. Individuels with preclse knowledgé éf-COMINT processing
techniques,_éompetence; or potential, regarding the more.

sengitive Category III COMINT material are classed as

Group D. . They shall not be assigned to hazardous

activities at ony tégé;__“_‘m,,wn‘w___”ml_w”_wﬁm“<P“ -
1. The provisions in persgraphs 28, 29 and 30 shall be applied
only by senior officers and officials at a level to be established by USCIB
or LSIB. Exceptions shall'be,anthorized only after careful consideration
in each instance of tﬁe advantages to be gained, as oppqsed to the rick
involved; In consldering exceptiéns to sub*pa;agraph 2%d, the prqtection
offered by;diploﬁatic‘statua should not automatically be - considered sﬁfJ
ficient, but should be assessed in the light of-fhé pértiﬁularuéircum- |
stances involved. Any exceptién in the case Qf Group D pegsonnel muet |
receive prior aepprovael by the ﬁoard concérned; The considerations relevant to_
COMINT personnel serving ﬁith COMINT units in_eXPOSed arese are deslt with
in Annexure D2. All pogsible actlon shall be taken to discourage or pre-
~ vent any individusl with o ¥nowledge of curremt value about COMINT from
eugaging in hozardous activities (as defined in peragreph 29 above) in

any uwnofficial capacilty at any tine.

9]
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' !
E 32. Except as implicitly inovolved 1o the operation of peragraphs
35, 41 and 42 below, Categories III and II COMINT shall remain dxclusively
\

in the custody of indoctrinated personei pecure from examinatipntby non-

indoctrinated perscos.

DISSEMINATIQN .
33. Tne basic principle governing the dlssemination gud use\pf
COMINT ig the "peed to know". Each item of COMINT sha.il, therefore, be
made knoanODly to those individuals who reguire 1t in the performance of
thelr duties ﬁnd, excepf as specifically provided in paragraphs 35,136

and 37 below, are indoctrinated and authorized to have access to thei

}
particular Category or Sub-Category of COMINT to which such item appertains.

- 10 -
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36, Category:f COMINT may be disseminated in accordance with the
normal practice of each Party as regards lntelligence materlals of
gimilar classificaﬁions. However, 1t may not be passed to Third Party
reciplente except ag provided in paregraph 37 below, and must be handled
accordingly. It is recognizgd that this diéseminat}on will involve loss
of control by-COMINT suthorities, but every effort gfall be made to
ensure that the following provisions are enforced to the.maximum extent
posaible. | _ _ ’ \\\\

a. Whenever Cateéony I COMINT is to be tranamitted by a means
exposed to interception, it shall normally be trgﬁsmitted in an
appropriate cryptographic system. It may be transm;%tgd in
plain language only when there 1s no eultable means ofﬁéecure
communication avallable é.nd when there is an urgent operatiopml
need to do so. . Whenever possidble such plain language
trensmissions shall be in the form of orerational orders so
worded tha£ the subject matter cannct be traced cpecifically

1o 1its COMINT origin.

NSA Form ‘lB_l-C‘I]S 1 Jul 52 I Q} SE G}kE I Gi k;q QE
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37; Categdry I COMINT may be disseminated to Third Party recipients
under the following conditions: ’ |
{ a. In COMINT exrangements with Third Parties, Category I COMINT
may be'released to these Third Parties in sccordance with ths provision;
of Appeundix P. |
- b. IDuring active hojtilities or in the cese of sn

/ )
rgency 1nvolv1ng a matter of Importance to the pational security

ofleither Pexty, Category I COMINT nay be disseminated to nationals
of Third Pertles who are engqgeaéditectly with the U.B. or U.K. in

" thege hostilities or are all{ed %irectly with tbe U.S. 6r U. K. iﬁ

with the emergency concerned. The determination of & requirement

|
this exception and the aéthority to grant this exception ehall

lie © with senior officerq or;officials at a level to be establighcd
by USCIB or ISIB. | _

30. 1In the event that elther Parfy produces individual items of
CONENTthich, by reason of tbe‘extfeme sensitivity of their source: or
content shall be given a morf limited dissemiﬁation than would normelly be
klven to the Categdry or Sub}Category of COMINT within wbich tbey fall,
it will be for the originati%g party to indicate the nature of the
special handling desired end fo request thst the other Party afford
Bimilarly limited dissemination. ;

39. Category ITI and I1 COMINT shell never under any circumetances
or in eny form be digseminated to any Ministry, Department, Aggncy,
Organization, Office, or individual from which or from vhom 1t§might

" reasonably be expected to find its way, officially or extra—oﬁiicially,.
"into the possession of any person or group who could use it fér cogmercial

competitioh or commercial gaih or advantage. . fg

14
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PROCEDURES

f 40+ The appropriaté c}asdificﬁtipn and codeword shallt
a. Appear an gvery s’heetr of paper which contains or discloses
Caﬁeggry IIT or II GOHINT‘or a.Sub—Category thereof, technicsal
material pertaining to these Categories anjdlsu‘u-categor-ies and
.docujnents' vhich reveal actual success, progréss oY processes
in their prodquction. Except as provided in paragraph 35 above,

thls rule applies Lo maps and charts on which are plotted

data and information.deriﬁad from these categories of CCOMINT.

OGR
FEO 1.4.(c)] '
EQ 1.4.1(d)
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41. Category IIT COMINT and related technical material shall
not be transuitted in plain language excopt ag follows!?

a. Sealed, by safehand channcls, over routes gpecifically
approved by’ USCIB or LSTB. Bach Board shall inform the
other of all approvéa routes involving transport acrovss
territory of a third party, the approval.of such roﬁtss
to bs held to the necessary ﬁinimum.

b. Over landlines specifically approved in each instancelby
USCYB or LSIB.

ce Over completely protected 1ocal conmmication systems
eiclusively-internal to agencies or offices produéing or
utilizing COMINT.

42+ Category II COMINT and fslated technical material shall not be
transmitted in plain language except as provided,in'paragraph 4l above,
or by protected péstal channels internal to, or under excluslve control
of the US, the UK, or other collaborating-British Commonwealth countries.
v 43e Category I CQITWT and:relatqd technical material should-be
tranamtted by COMINT channels wherever possible, but may bLe btransmitted
by conventional channels used for intelligéhce materials of similar |
clagsification., It shall not Ve transmltted in plain language by a
means expoged to interception, except as provided in sub—paragraph 36a
above.

Ldye Héw traffic may be transmitted in plain language as providéd
in paragraphs 41 and 42 above. Raw traffic classified CONFIDETIAL pay
also be transmitied in accordance with the nomal procedure for *his

:classification, except that when transported across the territory of the
country originafing the traffic, it shall 59 with the express sanction of
//EﬁGTB or LSIB. This sanction will be granﬁed only in cases of compalling

need.

16
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45. Txcept as provided in paragraph 35 above* |
. a. Category TIIT COMINT and related technical material
transpitted in enc‘ry'prted form shall be encrypted in
specizl ceryptographic channels expresaly provided for
these subjects. .
b. Categary II-_cor..airT and related technloal material
transmitted in encrypted form shall be enéz'ypted in
| ‘speclal cryptographlc channels expressly provided for
t,hz;_rse subjeéts, thoser 'lisrted .n paragraph a above,. or in
.' the most secure cryptogr;phic chammel available.

c.: However, in the case of cryptographic systgme,mutuallyr
apprcve.d for tha purpose, the transmission of COMINT
.rela't.ed technical matlters and raw.traffic ovef the samas

" channel is authorized, provided that suoh channels are‘
r_"e_sefved for these subjects exclusively.
46« In order to facilitate a,cnuéerted effort directed t ward.
the determination and assesémcn; -of the causes and effects of. }cridwn.
or presumed COMIIT compromises or losses, 1t ig agreed thats

a. "henever any bréach of ite COMINT sécuri.ty regulati ons
or any other circumstance which in faot has, of can be
preaumed to have, compromised COMINT or CCHINT ;0dowords, !
or to have revealed COMINT successes to unauthorized ﬁerso’né,
jbec.nme_w Jmovm to either Yarty, it shall infdrm the other
-means of a report embodylng the pertinent facts cmd ' /
conclusions in each case, exCept thzat uhen} the Party

/
conc erned concludes that there is a good reason to believe
that such covprom1se or revelation has not. reached and will
. lt in fact, reach forelgn nationals, no repoxt nﬂed be

rade to the other Pariy.

=17~
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- be Whenever a significant change occurs in forelgn
cryptographic or éommunicafions sécurity, the Party
diééoverihg such'change shall notif& the other. Each

' Party shall then analyze and assess the lknown and
sugpected cirqumstaﬁces ha&ing a bearing_upon ﬁhe change;
these analyses and assessments shall be exchanged b-y the
Parties; and éach Party'shallxthereaftef keep the other |

 fully informed of any additional information bearing

upon. the case. . i .

_18..
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‘Notes to Appendix B

Note 1 Throughout this Appenai).c:

a. 'Forelgn commﬂnicétiﬁns" are understood to mean those of: the
Government, or of any military, Alr or Neval force, faction, party, depart-
ment, agency or bureau of a fdreign COuﬁtny,'or any pefson or pérsons act-

ing or purporting to act therefor, end shall inc;gde[::::::::::]and private

commﬁnications originasted by nationa;sﬂof"a‘foreign country which may

contain information of m;litar§, economle, politlical, or counter intelllgence

- value, "Foreign country" i6 understood to include all countries, whether

 or not thelr governments are recognized by the US or the UK, excluding only

the US and the Britieh Commonwealth of Netlons.
b. '"Technical material® is'understood to mean data concerning:
(l) cryptographlce system;‘a,
(2) communications procedures and methods,
(3} methods and equipment, &8 used in or designed for
COMINT processes, | '
and information related to any of the above.

c¢. "Comiunlceations 1nteliigence” does hot indlude the interceptlon
and study of non-communications tranemisslons. The term Signal Intelllgence
(51igint) (as used by the UK) includes both COMINT and the interception end.
study of noﬁ—communications transmissions. These transmigsions are outside

the scope of thle Appeundix.

b
s
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Note 3 ~ Paragraph 34 shall be sg inferprégéd as to allow:

. The use of COMIN? by'indoctrinaféd persons in the preparation of
National Intelligence Estimates, JIC appreéiations and gsimilar documents
lasued without COMINT codewords, as sﬁecifiéd.by elther party, provided

© the statements contained In them are so generalised that they cannoﬁ be
traced to a p-riticular ;tem.of COMINT, ox to:their COMINT origin. Sp%cific.
COMINT detall must be restricted to éupportaﬁg papers carrylng the CBMINT

codeword.
i

8
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AITXURE Bl

YO ASSIRMENT OF COMINT

TO CATEGORTES AND SUB - CATEGORIES

1. This Annexure delineates the basis for (a) the establishment of
Sub-Categories, (b) the assignment of COMINT to Categoriss and Sub~
Ca“begories, (o) the classification of COMINT assighed to Categary I
and (d) the appl;lca‘tim_»cxf codewords to deslgnate Sub-Categories, ‘as
provided in ‘paragraphs 5S¢, 5-5, -ll. and 15 of Appendix B respecfiVely.
This Anﬁe:mre is not intended to speclfy or accomplish the detailed
ca'b‘egoriz_ation‘,of.all COMIMNT. However, along vith the criteria
described in paragraphé 9% and 10 of .J\ﬁp'endix B, it go_jrems the-’prepaz‘ati.on
and waintenance of current, wutually agf‘eed lists, which are required

- under p;aragraph 1l of Iixppendi;c B, to indi&ate the pr;eciae assipgnment of

all COMINT tovcatégoriea and Sub-ﬂ-Catego;r"ieé.

+ Category I shall containt

a.- Traffic intelligerce relating to D/F missic;q assignnments,
bearing reports ﬂl';d fix reports (i.e.: targatvfrequenciens,
call-gigns, "piped signals", other signal informatiom,
bearings and i‘ixes}, provided that no interpretations of
aomplex changing call-sign systems aLre included. This matez'.ia.l"
shall normally be ¢lassificed CONFIDENTIAL'.

‘b, Plaln-text tactical or operationai 'trafﬁ.c. provided that no
inter'pretatimg of complex changlng call-sign systems, enciphqred
map references, or results of advanced traffic analysis are

included. I'his meterial shall include local procedural and

!
¢
i
.!
i
!

: local pgrid :nd mone systems used for artlllery direction,

tactical control wmd vovement of front line units, ocarly
A .
warning and exercise of tactical corbat controel of aircraft. This '
. " material shall nermally bLe clnssified COMFIDTMTIAL,

~1-
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» Traffic Imellipgence or Crypt Intelldgence from analysis

of .radar tracking reports. and visual cbgervation reports as
found in taotical or operational traffic, provided that
sncipherad aircraft type deéignationg or interpre?ationa
of complex changing call siymn systems are not inoluded.
Inpolusion 5; local grid or zgne references, local procedural
codes usedﬁfor brevity and plain-text intersﬁersed}with
cover words ia permigsible‘ This material shall normally be
olassified .CONFIDEMTIAL.
Crypt Inteiligence from navai tactioal man#uvertng codgg,

" when ‘used a8 such, and from Jargou codes. This matariail

shall normally Le classified COMFIDENTIAL.

a.

" 3. Catogory II shall contain

Traffic Intelfiggnce,(inoluding frealy available privaoy

and brevity systems:

except whare

specifically assigned to other Categories. Catogory'll plain-~
te;t which ﬁualifies for exceptional hgndling under

‘paragraph 35g of Appendix B shall inolude only such of the
followlpg as 1is not assigned to Category III undey sub- i
.

baragraphﬂ 4d and 4o belowt {

NSA Farm 781-C12S

: T
_ Crypt Imtellipence specifically assigned on the basis of |
. - . 4

. ) . (‘
crypto-systoms. USCIB and LSID shall have suppleomentary }ists

of all cryptosystens mutually adjudgzed suitable for inclugibn
in thnis Category kept jointly‘in current status Ly thelr

respective technical groups. These lists shall bo based npon

the critevia in aub-paragyapbs Qa, h, ¢, »nd d, and
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parazraph 10 of Appendix fl. Bither Yarty way, =ftor

consideration of advantages and rieks-us provided in sub~
paragraph 9e of Appgndix D,.assign my crypto-system
currently so listed to Category:II. The_otber\Farty shall
then.bé notified 1mmediateiy ‘throuzh thé technical channel
used in maintaining the joint liste, and shall similarly.

assign. the orypto—siatem involved. .

4. Category TII shall contain:t

&

b.

Crypt Intelligence except where specifically aaéigned to
other Categories. '
Traffic Intelligence iﬁvolviég call-gipgna or message

headings encrypted 3in codes Br ciphers of high security

/grading.

Traffic Intelligenéé involving such combination ("fusion")
of separate Tralfic Intelliprence or other Category II
soﬁrces as produces information vhose valus is so great that

gecurity of content becones the overriding counsideration.

(XY

wrmen T OP- - SECRET-CGANOE—

Haterial involving sepnsitive colloction m ocedures or tho
revelation of suc:ess against unusual, ssnsitive or coiplex

trensmission procedures and deviecs.

-3~
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¥ QECURTTY PRINCIPLES GOVERNING THE CONDUCT OF COMINT ACTIVITIES. IN

EXPOSED AREAS

v 1.  INTRODUCTION
It 18 recognized that effective intercéption of foreign commwi-
cations and effective eupport of field ccmmandere may require the establish-
ment of COMINT activities in locations whbich may sudﬂenly fall under un=-

friendly control with conseqpent lpss of COMINT personnel and/or assoeiated

U
i

classified MAterials. It 1is agreed tbat[j%n adﬂition to the pertinent,
general provieionﬂ of Appehdix g:]the specific provisions which follow
shall ‘govern the conduct of COMINT activitigs in euch locatiorns.

v~ 2. DEFINITIONS |

/

Egposed areas are those which are sueceptible of being quickly. overrun

by enemy forcea or those vberein the local political or—military sitvation
is sucb,as to pose B dlstinet threat to the security of cwmﬂgm activities

. j .
conduédted therein. At present they comprise primarily ccuntrie%

Fnd areas gdjacent to these countries which

are beyond defense lires expected to be tenable. In proport;on to the
risk of loss of COMINT personnel and/or clsasified material located _
therein, such areas imvolve three eituations.

‘B Protected sttuationa,i.e.: those in which there is no’

.;—.

reasonsble expectation of euch a lgge.

b. Risky situations,i.e.: those ip which it is likely that

camplete evacuation of COMINT persoumnel and removal or
effective destruction of classified materiel will be
accomplished. .

¢. Dengerocus situstions,i.e.: those in which it is unlikely

that complete evacuation of COML{-Y 3-+tmwmal and removal
" or effective destructlon of classiv: ! r-terial will

be sccomplisbed. 1

waimmes i TOP - SECRET E€ANOE-
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3 EVALUATION cF BI'IUATIOIE m m'osm AREAS

The decision whet.har 8 given situation ia ‘protacted, risky or
.dmxgéfws shall be made by USCIB or 1BIB, or by such other ‘authorities as
are responsible ror thstaecurity of the COMINT activities cOnoerned, and,
smn be made in the J.:Lgh'b of the political, mi.l.'ltary and other ractora
affectins the safety or the ccmm' personnel and mt.erials 1nvolved.

4, FAC'I‘OEB A!FEO‘I‘IN’G DECIB OoNg CRDUCT COMINT
| | RISKY OR DANOEROUS STTUATIONS |

COMINT aotivities shall be conducted in risky or danges.us

situstions only after due conaideration of the COMINT logsés which may result
i£ the area concernsd is auﬂdanly etbacked, and 5: the probable effoot
of luoh losses upon the conduct of COMINT activitien elamrhen. :
'5. BATEQUARDS FOR stmr 8 ITUATIONS
In the case of COMINT activities established in r!.alqr nituationa,
the following safeguerds shall be appliecd save ag axoeptiona t0 them
are specifically approvéd by USCIB or 151B: .
a. Only intercept, analytia and reporting taah yﬁioh i:annotl _
| be performad satisfactorily in safe cn.' protected sﬁ.tuu,tiona
ohall ben,aluigned.
©. No Category I1l COMIRT or related doocuments end technical
material shell be held except those essentisl to the
" assigned bask end of current application thereto, end the
Latter shall be meintainsd in such condition aa to tneure
immediete destruction, if mecessary, upon sudden threst of
- seizure.
e. Ro person in Group D, as defined in Bub-para.groq;h 304 of
Appendix B ahell be aseigned, unlass required by technical
conegiderationa.
d, Fagilities shall be provid.e.d. with which of the‘t' complement can

be expeated to destroy ei‘fabtivaly, it necessm'y, all classified

NSA Form 7B%.C135 ) Jul §2 ‘ N R CA g W 8 Sal. genanEy .‘ with.
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e. Appropriate steps ghsell be taken to insure that adequ?te
arrangements are made for safe evacuation of a1l personnel
whoge loss would be dﬂmaging and that the unlt in ques%ion

1s kept informed of evacuation plans on & current basis.
. 1 .

L

6.  SAFPQUARDS FOR DANGEROUS SITUATIONS '

In the case of COMINT units established in dangerous situatiocns

! .
the following safeguards shall be applied save ms exceptions to them are

‘ specifically spproved by USCIE or LSIB: ' :
' \

i

8. Only unigue 1ntcrcept tasks which canmot be accomplisched 1
elsevhere shall be assigned, and only such analysis as is
10callj required to support.these tasks and permit essential
technlecal reéorting shall be p;rformed.

b. Only COMINT documents or technical aids esscntisl and of
éurrent applicatiou to these tasks shell be held.

‘c. No Qgtegéry.iII COMINT or rela%ed documents and technical
material Bhﬂil be held.

d. Pe}ﬁonnel teclnically informed in COMINT' of a higher level
or broader sébpe than 18 required for the limited mission
of the unit should not be assigned if avoidable.

‘@, No person 1n Group C as definéd,in gub-parapgxoph 30c
of Appéndix B shell be assigned unless his presence is
vitel for the effective functioning of the unit.

f. DHNo person in Group D as defined in sub-paragraph 304

of Appendix B shall be assigred in any chcumstances.

v
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Facilities shall be providedlwith which the minimwu number
of persons on duby ét any one time can be expected to de-
stroy effectively, if necessary, all classified COMINT
méterials within a fime limit commensurate with existing

dangers, and unit personnel shall be skilled in the use

of these facilities,

Appropriate steps shall be taken to insure that the unit
1o questlon is kept informed of evacuation plans on a

current basis.
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 APPENDIX D

'CO-QRDINATION. OF TRAFFIC AHALYSIS -ARD. EXEHANGE\
OF TRAFFIC ANALYSIS MATERIAL R SR

(Por detalls see Ana.exﬁﬁem)

1. It will be the jolnt obJective or the parties to’ ensure that the -
required field of tratfie’ ‘analysis problems 18 covered as' thareughly as
possible but orly general rules cen be laid down for the division of
T/A responsi‘bility between the two parbies. '

2. With thise obJective in view. quroductive duplication of detall-
ed work will be eliminated ‘and 1t is recognised that the best method: af
furthering this proeess’ ot elimination 18 to exchange information where
ever possihle in the torm\ef'partly or fully prﬁcessed material

3. Published reports on Trairic Analyﬂis will always be made avall-
able to the other party

b, Hhere the exchange of published reports is inadequate the re-

quirements for a more detailed exchange will be stated.  These redt

ments will be satisried as far as possible from the materisl being ently

produced - e.g. work. sheets; log digests, daily diagrams and -other pre-
digested material - but both partiees will: ;endeavour to meet any

additional requirements by modifying the: rorm or conteat eI these

partly~procesaed reperts

5. | .Where in any specific case the exchange of material provided for

in paras. 3 and 4 sbove 1s-insdequate either party may request copies of
the unprocesaed logs or chatter sheeta. Such reqpests will be Batisfied
within thﬂ lindts of the- reaources availﬁble.

6. The methed of exchange in all cases will e by radio or by bag
according to the nature and.urgency of the material .

7. In order to facilitate the exchange of materiel e degree of-
stendardiSation will be aimed at in the use of names or abbreviations
to describe: T/A features; e.g., transmisaien-systems call-sign systems,
procedure codes, traffic types etc:

8. Continuing efforts will be made to apply common velldity etendards
and terminclogy in /A reports of both Agenciés, to facilitate understand-
ing and possible re-use ‘of reports by the other Ageney. The followlng

‘ad jectival meaninge are accepted as standard for the validity designatcrs
“A“ to "D"

OGA.

EO 1.4. (c)
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10. The basis for the continuous co-ordinetion involved will be ap
exchange of reports conaisting of:-

(1) reports on intercept results as requested by elther party.

(i1) 1ists of tasks allotted to stations (on & monthly or weekly
basie as is reqpired)

(111)- information on major chenges in the cover Situation
(exchanged by signal).

<) EQ 1.

CO-ORDINATION OF EFFORT OF B/F, AND TASKS

11. In general the division 6f work must fall)naturally according
to the locations of D/F and intercept stetions, and the intercept
taska and search programmes undertaken by each party.

12. Colleboration between the parties in the field of D/F shall be
in the form of:-

(1) requeste frem sny agency direct to any other for bearinge
and fixes on specified tergets and

(11) the exchange of results.

13. ' Collaboration ip the rield[::::j::::]work vill automatically
occur in the normal_exchange of Traffic Analysis.’

0GA
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OUTLIHE OF REVISICNS EFFECTED IN APPENDIX D

UKUSA AGREEMENT

A. CO-ORDINATION. OF TRAFFIC ANALYSIS AND EXCHANGE OF TRAFFIE ARALYSIS MATERIATL

Para. 1. Wording revised,
2=7. ‘No revision required.

8. Revised in order to incorporate provision for use of validity
' indicatore conteived in US/UK Conference Agreement July 195X,

9. WNo revision required. (Reviewed by NSA-61)

" n ul

16. No revision required.

ll. Ko revislon required.

13. Fo revislon required. n " "

B.  APPENDIX D, Annexure DI, {014 sheet #1)

The wording of the present heading changed,to reflect arrangements
currently in effact.

Para. (1). Exhibit 6 deleted.

(11). Wo revision required. - -

C. (i) CONSIDERATIONS GOVERNING ALLOCATION GF MATH RESPONSTBILITY FOR INIERCEPTION

Para, 1. No revision required.
2. Last sentence revised in keeping with cufrent practice.
3. Deleted.
. Renumbered old sub-paragresphs &, 5, 6, and 7 to read 3, 4, 5

and 6; ne other revislons reqpired. Old paragraph B deleted
no longer applicable

D. (11) EXCEANGE OF INFORMATION O STANDARD FIELD INTERGRPT. OPERATTONS

Parae. 7. Wording revised in order to provide for continuing, es cpposed
" :  to initial, exchange of the type ef documénts listed in 9(&) and
~9(b).

Ta (l).'-DCR_Fofmat changed to."Staetion Coverage Format'.
(6). D/F Marual chenged to read "D/F Manual (when availeble)".
(8). Log Digest Format changed to read "TECSUM Format".

110). “DARE Formet" sdded.



E. APPENDIX D, Anpexure D1, Exhibit 1
Exhibit 1 hes been almpstAcompﬁetely revised inasmich as only a vefy few |
of the present psragraphs can be r¥tained. .

G.  APPENDIX D, Anpexure DL, .Exhibit 3 .
Exhibit 3 bas been cipletely revised.

APPENDIX D, Amnexure D), Exhibit b

INTERCEFTION OF INTERNATICHAL COMMERCIAL TARCRTS
Pere 1. No revision required. (Reviewed by NSA-61)
Para 2. No revisien required. (Reviewed by NSAfél)

Pare 3. No revision required.’ (Reviewed by NSA-61) .~

- ) : "OGA
Para 4. No revision required. (Reviewed by N8A4-6l}o 1.4. (c)
' ‘ ' EO 1.4.(a)




APPENDIX D, Annexure D1, Exhibit 5

ASSOCIATION OF Y.S. AND U.K. D/F FACILITIES

Para 1. Ko revision required.- ' (Reviewed by NSA-61)
Para 2a. 8th line change'AESA toaNSA."' | (Reviewed by NSA;6i)
Para 2b. No revision required. "~ . (Beviewed by NSA-61)

Para 3. 3rd line, delete the word "projected". (Revieﬁed‘bymN$A-6l)

AFFERDIX D, Annexure DL, Exhibit 6

Delete this exhibit..
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APPENDIX H

COMMUNICATTONS

. {
(For details 8ee Anmexure Hy)

TELECOMMUNICATIONS REQUIRED

Exclusive and readily extensible telecommunications between Agencies,
and between Agenciee end their outlying i}ations, will be maintained
{n order to make posaible the rapid flow of all types of raw trafflc
from the points of intercept{on to the geveral Agenciee;lthe rapid
exchange of all types of raw traffic, technicel matter epd Communi-
catiop Intelligence between the Agenciea; and thélefficienf cqntrol .
of interception coyerage. In additioﬁ\lateral communications between

gtations of ope party and Agencles or atations of the other may be

provided for the same purposes as necessary and mutually agreed.

INSTALLATIO&, MAINTENANCE AND OPERATION OF TERMINALS

The termipals of circuits or channelévintended exclusively to carry
Comint traffic between the British Commonwealt{ and the United Statea
will be installed, maintained and operated as a}ranged by the

appropriate Comint Authoritiee of the éountries concerned end, Althoﬁgh

Cme—————
e ST

normaﬁiy such terminals will be ingstalled, maintained\and operated by

e N P

the qppropriate U, S. or British Ccmmonwealtb authority on whose

S (4

territory the terminals are altuated, thia will not be obl gntory.

—rTL TN

OBTT 1A WPV N R TORL TOY R Y St - g m emey s \ -

PROVISIOR OF EQUIPMENT

The provision of equipment of all types will be by mutual assist;Ehgi

where pecessary and practi{cable and 89 agreed in each specific case.

CRYPTCSRAPHIC AIDS

a. Common cryptographic aids will be used for combined Comint .commini-

~ations. The matter of cryptographic aids will be kep£ continuously
] :
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. advantage of aea and air services.

under review with the object of maintaining and increasing eecuritytl
and of facilitating commnlcations. e
b. In crder to reduce the number of peraonnel regquired for commini-

‘ cation and cryptographic 'cperatione and theréby to augment the -

\,

forces evailable for direct 1ntercept operations, and also to "i .
improve gpeed and accuracy, the ultimate goal should be the trans-;;-
mission of all Comint material in on-linpe cryptosystems.‘ Every . 2
effort should be made towarda this end,kconaieteni with the .“f';

policies of the Sexrvices of;both countries.

BAG ROUTES

Bag routes will be kept under review with the cbjedt of taking full -

MICROFILM | | S N AL

All sgencies will be equipped to hendle microfilm so that it may de :

‘availsble for use when it is not practicable to send the origimal -

’ matex;ial .

COMMUNICATIONS EIATSON I

A representative of the Director, GCBQ, and & representative df the

[y A

Director, Natiomal Security Agency, will be giver the specific duty |

of keeping upder review Comint comminications problems and adviaing .-|'.

on such problems as they occur. i -

' COMMUNICATION REQUIREMENTS IMPOSED BY OTHER APPERDICES

1

It 1s agreed that when all appehdiceé which impose a comminication
requirement are approved by Comint authorities concerned, such

commnication requirements will be included in Annexure Hy.
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(b) Implementstion will be phased to meet the communication -

requirements of the U.B. intercept stations end units
eurreptly located end planned for locationo in the U.K.,
and should be completed not later than the date of
.establishment of the LLE. ccee.

(o) The requ¥}ement for:this facility includes synchronous
on-line cryptographic operation and a miniﬁum .cepability
of handling 20 per dent of ite normal hourly ecapacity

during any hour of the day. : /

' TRANS-PACTFIC FACILITIES

. &,

Regquirementa ' - o A

,(1)

(2)

~ .passed by GCHQ

When the 367th Signals unit as a whole moveé from Hongkong',
Ia
to Okinawa theré will be a requirement to pase an eetimated
/

160,000 grqyps of traffic daily érom Qkinawa to Meibourne.

As n matter of expediency and econcmy, the possibil}ty of

. 4 .
expanding the existing USAF RAAF single channel cirtudt

between these polnts to multichannel operation shoui@ be

explored. _ ‘ ' .

1
\

Subject to later discussion between NBA: DSB-GCHQ, it 15
considered that there may be requirement\\for direct \
?ommunication between DSB and NSA (end possibly Tokyo ‘and

Haweli). TIn the meanwhile essential’ communicé%ipna will be

!

OTHFR COMBINED COMMUNICATION NETS AND LINKS (EXISTING AND PLANNED)
. ; . <

BI

GCHQ - 6910 SC - 365 SU Net

(1)

(2)

(3)

GCEQ - 6910 SG Link
This 18 a slmplex circuit_operated on-line.

63910 8G 365 SU Link

. This 18 a simplex circuldt operated on-line.

6910 5G Cheadle Link

This clrcuit is being.held in abeyence.

, g
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ADDITION OF FOOTNOTE TO APPENDIX P -

The Conference agréed upon the following definttion of "relessable"

- eﬁpibmant for insertion as a footnote to paregraph Y of Appendix p:

"'Beiéasaﬁle' equ;pﬁent ia defined as that egquipment which §s re-
..1éasable under the national policles of the country makihg the deliferj.
Idrgenerel, rqleasable equipmeﬁt 1 considered to be that which either can be
. purchased co;ﬁercially or is avallable thfough-governmental sources and .
classified pot higher than CONFIDENTIAL."

Form 781.C135
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APPENDIX P

ANNEXURE P1 \

COMINT - ARRANGEMENTS FOR SACEUR

Ty GENERAL

1. The following principles affecting the COMINT arrangements for
SACEUR apply to plenning for wartime except 1nsofaq’aslprovision ia made

in paragrephs 26 - 29 below for additional peacetime co-operation., They
will be the basis on which thé V.S, and U.K, COMINT authorities will
negotiate with SACEUR and on thEEJ%ﬁBEequent negotiations with Third Party
natiocns should be conducted. Any alterations of principle wliich may become
necessary as the result of these negotiations will be agreed between the
U.8. end U.K. COMINT authorities and appropriate amgndmﬂnt,pmﬂe herein.

’ ' P ) . .
2. : In order that the .arrangements contained herein may be effective
on the outbreak of war, it will be necessary to .initiate planning in peace-

~ time with the Third Pserty nglions concerned. This plenning activity should
begin as soon as possible}J - : | ‘

3. . " In order to promote the greatest possible readiness for wap,

it may be pecessery to extend this peace time co-operstion beyond the stage

of planning. Toé decision when to enter upon this second stage will be
teken by the U.S. end U.K. COMINT authorities at some later date. in the
lignt of the then—prevalTiFg tnternationsl Situstion and of the experience
gained in the course of cohoperation with Third Party nations on COMINT

planning.
NOTE : o Pertinent definitions for the purposes of this paper are
given at Exhlbit 1 hereto N
- P I1. DETAILED PROPOSALS
BACEUR Y STRUCTURE | o o '\\
b, . The éACEUR Y Structure should have the following elemehts“

(a) A senior Y officer at SHAPE (SACEUR Y officer) \
assisted by 8 Y staff.

(b) Y staffs, vhere required, st headquarters of major
subordinate Force Commanders under SACEUR,

(c) Hationel armed forces Y units provided specifically for
direet support of their otm nalkional forced operalting
under SACEUR.

5. The ras D0ﬂ51b11;LJ for formulhulﬂq and ioplemanting SRCFUR 5
Y po?zcy shoudd lie with A.C. of* 8. (I), SHAPE.

2

.-..

'—_gﬁ-sac RE
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N - : ~ APPENDIX P o
i I—— ANNEXURE P) (continued)
PARTICIPATION IN SACEUR Y STRUCTURE

6. Participation in the SACEUR Y Structure, including ¥ starfs,_
ahould be open to all nations contributing to SACEUR cammand, as a normal
minimum, combat forcés equivalent t& a U.S5. or British Corps, together
with Y\unita edequate for their direct support, provided that these nations
~.  undertake to enforce appropriate securlty measures ag get forth in Exhibit 2
.. hereto,| end also undertake to apply the principles set forth therein, es a
"minimnm' to all other COMINT actiVitiee under their control.

T- ' Each participating nation should provide and maintain the Y units
needed for the direct support of its forcea under SACEUR and 5hould ensure
their opérationsl efficiency

-FUNCTIONS QF THE SHAPE Y STAFF

8. The functions of the SHAPE Y Staff under A.C. of 8. (1) showld
include: . ; .
Lo
' (&} effecting any necessary general co- ordination of the
SACEUR Y effort; :

gb) establiahing as far as national differences permit uniform
' operational procedures between Y units of different nstions;

{¢) giving technical advice as requirad to the SHAPE Intelligence -
Btaff on the interpretstion of ¥ informetion received by
BHAPE, and arranging for the SHAPE Intelligence Btaff to
receive all the Y information avajlable in the SACEUR '
Command which may‘be of value to it;

{d) formulating and s.pervising complisnce with security regulations
and policies governlng the production, handling and dlssemination
of Y material within the SBACEUR Command in accordance with the
agreed security principles in Exhiblt 2 hereto;

(e) arranging for Y units to receive such technicel materiel end
end-product, whether produced in the SACEUR Command or
received from national sources, as may be necessary for
efficient conduct of their operations;

(£) co-ordinating arrangements for the exchange of traffic between
Y units within the SACEUR ¥ Structure and for the flow of
traffic from Y units in that structure to national COMINT

- authorities as required;

(g) arranging for material of technical COMINT interest, including
prisoner of war interrogations, prisoner of war reports, and
captured documents end equipment to be made immediately
avalilable es approprlate to the elements of the SACEUR Y
Structure apd to national COMINT authorities;
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ANNEXURE. P (Continued }

S
(h) establishing and stating to the appropriate authorities ‘
requirements _Tor such spec;al camnmications and crypto- !
channels as may " be necessary to meet the oPerational and.

security regquiremente of the Y effort within the SACEUR
conmmand.

FUNCTIONS OF Y STAFFS AT SUBORDINATE COMMANDS'

g. Y staffs at subordinate commands should perform functions
corresponding to those of the Y staff at SHAPE. ’

FUNCTIONS OF Y UNITS

10. The main task of & ¥ unit shduld be to serve 1ts own command or
formation with information of immediaté value about forces directly opposing
that command or formation.

11. When necessary & Y unit may support a commamd or formation of a
different partieipating nation. Any arrangements for such support or any
combination of Y units of one nationality with those of another nationality
will be subject to agreement of the military commanders of the forces for

. whose support the unite were provided or of the cognizant national COMINT

authority 1f required.

COMINT UNITS IN THE SACEUR AREA NOT ENGAGED IN DIRECT SUPPGRT OF FORCES
UNDER "SACEUR

12, Esch nation with forces serving under SACEUR may individually
arrange with the authorities concerned to operate in the theatre national
COMINT units not provided specifically or exclusively for direct support
of the forcea under SACEUR. These units will not operate as part of the

" SACEUR Y Structure and will not be subject to the arrangements for

inter-allied co-operation.

13. The U.S. and the U,K, will maintain an operational separatlion

- ‘and, insofar as practicable, a physical separation between the Y units

and their national COMINT unitse.

lh. It is recognized that certain COMINT units at the higher levels

(e.g. Army Group) wou'd be directly supporting both SACEUR and their

national COMINT organizations. FEach participating netion would have
discretion about such mattere as the right of access of other naticnals
1o these units.

CO—OPERATION WITH TRIRD PARTTES WITHIN SACEUR Y STRUCTURE

15. Co-operation with Third Parties witbhin the SACEUR Y Structure
should be confined within the lim{ts necessary to meet the eesentisl Y-

needs of the Armed Forces contributed by them to SACEUR and must not

reveal that there is COLHNT collaboration between the U.S. and U.X. outside
the sphere of ¥.. Within the limits agreed for the release of COMINT material

. produced by U.S. and U.K, organizations (see paragraphs 20 and 21 below),
.po -operation with Third Parties should be wholehearted.
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— | ANNEXURE P1 (continued)
. : ' /
16. The channels for the provision of technical assistance to Third

Parties from U.S./U.K. natignal COMINT sources should be via the nighest -
levels of U.S. md U.K. Theatre COMINT oxganizations or via the SHAPE Y
staff whichever is more appropriate in individual caszesc.

17, In' so far as cogistent with the agreed limits for the release
of U.5. md U.K. COMIMT, and in order to secure the necessary degree of
uniformity, Third Parties should be persuaded to ‘adopt certain common
operational procedures (ec.g. those parts of the BRUSA notation system
used by 7‘8 U.S. and UK. Y units supporting forces under SACEUB.). ‘

MOVENENT /OF ¥ MATERIAL RETWEEN UMITS .UMDIR SACEUR AND THIRD FPARTY
NATICH &U ORGAN TZATTONS

18. The Y units and Y staffs of the part1c1pating nations vwould be
at libverty to pass to their ovm natlonal COMIMT organizations and to
other /participating nations, but to those nations only, the techmical
material md traffic produced or recoived by themselves. The national
COMIMT organizations of the participating nations should in tum provide
suchétechnlcal support both to their own Y units and through the SHAPE
Y staff to the ¥ units of other participating nations as they may consider -
would be appropriate and of assistance to the Y effort under SACEUR.
Such material shall be handled in accordance with the regulations in

iibit 2 hersoto. .

CHMIGE. OF THTERMALLY FROUUCED COWIUT FHD-TROTCT BETWEEY SACEUR
AND OTHER SUTRERE ALLIED SCrCiANDERS

9. Exchange with other major Commanders of NATO of intemally
/produced COMINT end-product and-apyreciations should be as agreed
! between the Supreme Allied Comnanders concerned and should be confined
to the highest levels practicable. “uch exchange should take place in
a secure cryptozraphic channel provided exclusively for that purpose.
As a condition of such exchange, the security vrinciples set forth in
:'f © Ixhibit 2 hereto shall be applied as a:minimum for the handling of the
/ material in the Commands concerned.

. i
RELEASE OF TRAVEIC THTELLIC L*J"]“ FRODUCED BY U S. AND U.K. ORGANIZATIONS |

. The release to Thind Parties in the SACEUR Command of Traffic \
Intelligence produced Ly U.S. and U.K, organizations will, vwithin the \
limitations of the need~to-know and the provisions of Ixhibits 2 and 3 |
hereto, be subject to the follovdng conditions: . —'\
]
{

(a) First (releasable) Category

Class *

This consists of Y material, both end-product arnd technical
materigl , produced by V.S, and U.K. Y units, and waterial
of the same kind and sup: lenentary to it produced hy U.S. 1
and Ub, ODTT opganizations. This class +211 rormally

be raleased (‘1‘1"601\“1’1"'111"" in wartime but the denision to
cormerce ~btoliaiic release of tivis class A1) Lo subject
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to mutual ag greement betwesn the cognizant U.S. and U.XK.
GORIBT duthorltles « All or wny pert of this material -
. will be withheld at any time by Loth parties if either
-party cdeclares that release would be hazardous o its
national dnterests.

- Glass 11
~ Thls consists of COMINT materiol, both.end-product and
technical material which, although preduced by a U.S. or
_U.K, COWINT orpanlzation other than a ¥ undt, would be
_ capable of production by ¥ unlts, und which, if passed
o toad unit, would enable that unit to achleve )
- signifiecantly higher degree of exploitation of its
- normal taska. Both U.3. and U.K., national CCHINT
authorities mist be in agreement before material in
.. this class may be released. %They will continuously
. review the class and malntain agreed lists of the
cmaterial included in it.,

" (b) Second (Nori-releasable) Category
. . ) . |
. Thia consists of the remalnder of Traffic Intelligence
- not included above, It may not bs released to Third . _
Pdrtles except as indicated in Exhilbit 3 hereto. -

RELL&SE GF SPECI#L INTELLIGENCE

21, - Special Intelligence will only be released to Third Parties in
the bACEUR Comnand in accordance uith the provisions of Exhibit 3 hereto.

: __;NCIPLES FOR DEALING #ITH CCUINT END -PRODUCT INTRODUCED INTO
ALLIMD CHANHELS BY TRIHD PaGTI:S

V-

22. COMINT end-product introduced by Third Partles into Al1lied
‘Intelligence: channels will be handled in accordance with paragraphs 20 andw
21 of Exhibit 2 hereto.

CO-OPERATION 1N PLANNING OF WARTTHE ¥ STRUCTURE

23, It-is agreed that co—operation with Third Partiea in planning

_ the wartime strueture should begin in peacetime and as soon as possible,
and that thsre should be step-by-atep implementation of the SACEWR Y
programne in congonance with satisfactory testing of each successive

. step. It is considered advantapgeous to establish relations with one
Third Farty nation at o time until all those considered eligible are

" included. Befors making any proposals to individual Third Party nations

. whieh may necessitate the disclosure of information regarding U.S. or U.X, -

.pYans fer Y, SACEUR should seek the concurrence of the U.S. or U.K, COMINT .
authorities. :

24. In any approhch to Third Ferties within the SACEUR Command vith
regard to the planning of a wartime ¥ structure the following orlnciplas
should apply:

(a) There must be no dlSCleurE to Third Parties of any
U.5./U.K, COMI@T collaboration outside the SACEUR
Comaand, and co~operation in planning should be
oenducted without revealing present U.5. end UK,

~ COHINT suecesses or the scale znd nature of thelr

© preszent und planned GCRINT ef;ort

Farm 79:\-(:']35_
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(k) As a condition of co-operation in planning the SACEUR Y
Structure Third Party nations must accept and adheare to -
. minimum security reguletions governing the production and
,_handling of ¥ material. -

(¢c) Knowledge of the detalls of the planning of the SACEUR Y _
.. ‘B8tructure muset e reatricted to naticnals of those nations .
taking part in that planning. : '

25 ' The planning and negotiatgons in any approach should be done by the
SACEUR Y.officer, assisted by such officers of -the U.S, and U.K., services
concerned ag 1t may prove necessary to appolnt. He and hls staff should
establish, within the framework-of ‘the sgreed wartime ayrangements, e -8keleton
organization and communications network designed to ensure the orderly
expansion and effective operation of the Y structure on the ocutbreak of war.
‘They should also develop. such common or slmiler procedures as may be desireble
and practicﬁble. ' . .

26 In order to carry out his planning taak and in order to advise
Third Party nations, the SACEUR Y-officer should be provided with pertinent
information on the gubjects listed below. 'The.nations concernsd should
each’ designate the authority with whom he may commmnicate on these and
other b4 ma-t‘ters.‘ - ;1
. - I
Types of Y units .
Number of units planned
Administration )
" Basic operational organization
Manpower complements (by function)
Number of lntercept positions
(in broad cetegories, e.g. H/F Voice, D/F)
Frequency ranges of intercept equipment
Communications equipment of ¥ units .

LIMETS OF PEACETIME Co- OPERATION BEYOND FLANNING THE WARTIME SERUCTURE

27, ~ As planning of the wartime structure proceeds, it may become

pecessary to undertake furtiher peacetime co-operation with Third Party
.nations contributing forces to SACEUR in order to ensure the greatest
, poasible readinesa for war.

28, - The first phase of this further co-operation will consist¥ of a
1imited exchange with Third Party nations of traffic and tecbnical material,
The material provided by U.S. and British COMINT authorities will consist .
of selected traffic and technical date designed to assist Third Party nations
to train Y and Intelligence personnel for eventual service with forces under
SACEUR. The commencement of this phase will be subject to the agreement of
the VU.5.. and U.K, COMINT authorities end the provision of the material may be
progressively exponded, within the following limitatlons, as speciflcally
agreed. by U,8, end U,K. COMINT authorities in each case and in the following
order: :

(o) Raw treffic selected in accordance with identification
. criteria lmown to be avallable to the Third Party.
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(é) Raw traflfic selected in accordance with identiflcation
' i criteria not known'to be available to the Third Party,
and not involving revelation of more than low grade
technical success. ,
! |
(o) Results of traffic analysig and olain text not involving
solution of complex callsign nr procedure systems.
29. As a second phase and depcnding upoy developments in the international
sitvation, co-operation may later be extended by agreement of the U.5. and
" UK. COMHNT authorities w1thﬂn the 1imits asgreed for wartime co-operation.
This second phase will be de‘algned to cover actual needs which will by then
have become apparent. It will be conditioned by the greater knowledge of
Third Party activities and of the security risks involved which will have
besh acquired during the earller stages of peacetime co-operation,

30. COMINT dissemingtion to Thlrd Pzrties in peacetime, beyond that

provided for above, will be governed by the principles and regulations

contained in Exhibit 3 hereto, and will commence on a date to be agreed
by the U.S. and U.K. COMINT authorities and SACEIR. '
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EXHIBIT 2
'PRTNCIPLES FOR THE HANDLING OF Y.
IHTRGDUCTIQN
1. These principles shall be the basls in peace and war of all

security ‘regulations and policiles governing the production, handling and
dissemination of Y.

DEFINITION

2. .. Y is Communication Intelligence which mobile field units can

derive from the timely processing of treffic procured by them by listening

to enemy cammunlcations for the purpose of providing intelligence for the,
commanders of the forces which they are directly supporting. It includes

ra¥w traffic, end-product, technical materlal, working documents end captured
meterial used in its production.. Tt also includes intelligence reports,
appreciations end summaries based on Y unless the information is so generseliged
that it camnot be traced back to a particular item of ¥ or to ¥ in general.

- GENERAL FRINCIFLES OF SECURITY AND DISSEMINATION

3. Nations participating in the SACEUR Y effort must, as a condition
of partieipation, agree to accept and adhere to these regulations.

b. - Each country participating in the SACEUR Y effort will designate
a national authority to-deal with all questions of Y security and enforce
these regulations.

5. Each neticonal authority will designate a ¥ Security Officer to
whom Y materials and camminications relating thereto shall be addressed.

6. ’ SACEUR will formulate and supervise camplience with security
regulations and policies for-Y within the SACEUR command.

T. " Before en individual In any capaclty has access to the knowledge

or reswlts of the BACEUR Y effort, he must be screened and cleared as being
of wnquestioned loyalty by his national authority. The screening mst be

as thorough as possible and at least as thorough as that given to individumlp
boving access to COSMIC information. In addition tao such clearance, each
individual serving under SACEUR commend must be specifienlly nominated to
receive ¥ aither by SACEUR or by the concerned national authority. In the
latter case the ncmination must be approved by SACEUR. 1In exceptional
screening, clearance and nomination may be waived for those individuals
-appointed to certain key posts, a list of which should be drawn up by SACEUR.
Such personnel may be given access to Y upon the authorily of the appropriate
conmmander.’ .
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8. Frior to being given access to Y, each lndividual will be Y
indoctrinated by a special warning on the sensitivity of ¥ sources to
campromise and be required fto sign a document drawing attention to his
speciel responsibility for safeguarding Y and to the consequences which
the law or administrative or executive order of his country, or order of

N SACEUR, provides, 1if either by intent or negligence he allows Y to come
to the notice of unauthorized persons. IT must be stressed that there
is no time limit in that the informstion must be sefeguarded indefinitely.

9. Distribution of Y must be on the need-to-know principle; i.e. each
item of Y shall be made known only to those Y indoetrinated individuals who

.~ require it in the performsnce of their duties. SACEUR will maintain control
lists of indoctrinated Y reclpients in forces under his commsnd other than
those engaged in the production of Communication Intelligence. He will
ensure that the number is kept to the minimum consistent with essential

~1ntelligence and operational needs. Nationel euthorities will maintain
gimilar lists of their own nationsls end apply similar restrictions.

10. Y indoctrinees must not be allowed tc run a greater risk of

capture or interrogation by enemies or potential enemles than is ebsolutely
neceasary for the efficient performance of their duties. This must also

apply to a period of six months after they bave cessed to receive Y material “
except during ective operetions in cases of impallingAnecesgity. _ ‘
1. The greptest care must be taken not to betray Y success by actions”
based on it. Efforts should be made, if at all possible, to devise suiteble
cover, 8uch as. reconnaisaance.‘ The source should on no account be needlessly
riasked. S

12. SACEUR will determine the level to which Y will be dlsseminated.
Normelly, in ground forces this will not be below a Corps.* In exceptional
instances, where it 1s essential for irmediate operational purposes, information
based on Y may, a8 specifically authorized by a& Y indoctrinated commander,

be disseminated below the normal level Yo wnindoctrinated individusls

provided the source is not disclosed. Whara poseible, names, time, positions
and other data identical with that from the original text must be omitted, or,
if the retention of such. an item or ltems 1s essentisl, must be carefully
parephrased. OSuch information must be passed by a secure degpatch service, by
a secure line or in a cipher system approved by SACEUR. It must not be pessed
in clear by radio (ineluding radio telephone).

13. Knowledge of the methods and scope of, and the technical material
resulting from, the SACEUR Y effort will be restricted to the nationals of the
netions which participate in the SACEUR Y effort. Access to the Y end-product
should, as far as possible, be similarly restricted.

*Note: Throughout this paper where level of command is expressed in arwy
terms, 1t shall be wderstoed to include commands in other services with
equivalent requirements.
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CLASSIFICATION AND PROCEDURES:

14, . 811 Y resulting from the SACEUR Y effort will be classified
SECRET and designated by a codeword (except as provided in paragraph '
below). The clagsification snd the codeword shall appear on every sheet

of paper which contailns or discloses the existence of Y, except that, at
the discretion of the unlt cammander, this provision need not be applied to
purely working documents within & Y uwnit. The codeword indicates that the
material must be handled In asccordance with these regulations, and used.in
4ts meaning, the codeword for Y will also beer the clessificotion SECRET.
The codeword and its implication shall not be made knewn t0 persons not .
indoctrinated in Y nor shnll it be used in its codeword sensec 1n the presence
of such persons.

l5 In peacetime, if Y documents are to be transmitted by beg within
SACEUR’s Command, the route end procedure must be specially authorized by
SACEUR having regard to the adequacy of the security of the route end procedure.
Documente should be double-wrapped and addressed to a Y indoctrinated officer
(by name, not function); the inner envelope should bear the appropriate security
clageification but not the codewerd. In wartime, discretion will be left to the
local commander to meke the most secure arrangements possible. As & mindmum,
documents rmust be sent by hand of officer or by a secure despateh service.

8

16.-  If Y is transmitted within SACEUR's command by electricel means

or by any physical means not completely secure, a secure cryptographic
channel reserved exclusively for thils requirement must be used. . Participating
rations must edditionally ensure that when ¥ i3 similarly transmitted in or,
out of, or exterpally to the SACEUR command the cryptogrephic system or
systems specially provided are useq, exclusively

17. The highest standerd of phyeical securlty must be epplied to

the custody of Y by national aubthorities and within SACEUR's cormuand.

Normally, except whan in transit under canditlons prescribed herein, Y
i materiala end communications relating thereto must et ell times bve:

(a) under the direct surveillance of & Y indoctrinsted pergon
responsible for their safe-keeping or

‘(b) locked in a three~combinetion safe accessible only to ¥ /
indoctrinated personnel, or

¢ (c) stored in & locked compartment which is under conetant -
' surveillance by an armed eentry and which is asceessaible
only to Y indoctrinated perscnnel.

18. Y docunents must be destroyed as soon as they have ceased to
be of use. This is particularly important in field cornditions whére
destruction rust be by fire. -

NSA Form 281-L735 1 Ju 52
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‘19, . - In-order that necessary operat:.onal use can be made oi‘ ‘certain
types of low-level tactical Y {such as D/I‘ bearlrkas and plain text messagea)
on which inunediate action must obviously be taken in combat operations,
SACLUR ‘may prescribe lesa stringent security regulations widch #ill permlt

. the d,:.sser:n.nation of such Y, without a codeword and at a clagsification

not below Confidential to unindectrinated reciplients vho nead, tc Imovre -
20y -, O COMINT end-ploduc't. or intelligence baued on cnr.a:mT f o
introduced into Allied intelligence channels by Third Partles particinating

in the Y-structure of the commmd should be handled in Y-channels and o
subjected to the security measures prescribed for handling Y. fifhere such’
_Third Party COHINT is fumished Uy a participating Natiomal COMINT authority -
:or organization and is of a higher grade than Y material produced within the

- Y-strjeture 6r than the SOMTIUT supplied to the Y-organization by U.S./V.K.
COMINT.-authorities, it vill be p’\sscd through Y-chahnels and its distr'ibut:.op
will l:ie kep‘b to & minimum.

25 GO]EINL ond- product or Intellipgence based on COMINT introducad into
Allied iriteligence channols by Third Parties not participabing in the Y-
stmcture of the comnand should, vhenever possible, be transferred to ¥-
channéls a¥{ the first point, at vhlch such end-product or intelligence come to
the -attention of Y personnel, and from that point transmitted direotly to the
Supre*.;e 411164 Commander's Y Officer. Care should be taken not to compromise
the. existence of I-channels as such., The Supreme Allied Commander s Y
-Officer should bring any such material to the attentien of the AC of s (1)
“for decision as-to further action or dissemination. In deciding on such
further action -~ dissemination the AC of S (7) wild give full conﬂidogation
to. the need tc protcct COLIMNT . ]

2, l‘ " ‘National authorities and SACEUR must ex_pand these principlcsl
- into a set of regulations adapted to local conditions. Copiles 6f the
Y security regulati ens of each national authority will be forwarded toj
IS‘L(;BU"& through ¥ channels, [ |

pirdr T T et
4
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COMINT. ARRANGERENTS FOR SACLANT

I. GEMERAL

1. The following principles affecting the ODMI}IT‘ arrangernents
for SACLANT apply to‘planning for wartime except insofar as provision
is made in paragraphs 26 - 28 below for additional.péacetirm cooporation..
They will be the basis on vhich Canadian /U.X./U.5. COMINT authorities
will negotiate with SACLAMT and on which sub'seqﬁent negotiatlions with
Third Party nations should be conducted. Any alterations in principle
which m;&jbecome necessary as the febult of theéé negoti%tions will

be apreed among Canadian/U.K./U.S. COMINT authoritles and appfopriate

amendment made hereina

2. In order that the arrangememts contained hercin may be effective
on the cutbhreak of war, it will be necessary to initiate planning in
peacetime with the Third Party nations comcernsd. This planning activ-

ity éhould begin as soon as possible.

3., In order to promote the greatest possible readiness for Qar,
it may he necessary to extend this peacetime cooperatioﬁ beyond the‘
stage of planning. The decislon vhen to enter upon this second stage
71l be taken by Canadian/U.K./U.S, COUTHT authorities at some later
dazte in the 1ight of the then prevailing intermational situation and
of the ciperience gained in the course of cooperation with Third Party

nations on COMTHY plarning.

NQTE: Pertinent definitions for the purpose of this paper are given

in Exhibit 1 hereto.

13
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II. DETAILED PROPOSALS

i

r

SACLANT Y STRUCTURE - )

4, The SACLANT Y Structure should have the following elemen \‘
a. A senlor Y officer at SACLANT Headquarters (SACLANT ¥ Officer)

assisted by a ¥ staffl.

\
b. Y Officers and Y Staffs, where required, at headquarters

of major subordinate Commanders under, SACLANT. _ H

c. National Y units provided for support of SACLANT Eorcegr

3
5. It is recomrended thet the responsibility for formuleting and

implementing SACLANT Y policy lie with A. C. of 3. (1), SACLANTJ

PARTICIPATION IN SACLANT Y STRUCTURE

g
6. Participation in the SACLANT Y Stmctﬁ:e, {noluding Y staffs,

 should be open to a}l naf&ons contributing combat forces to SACLANT
command, together with Y units adequate for their direct support, or
gontributing % units for genéral sUpPpPort Sf the SACLANT command. It

" shall be a condition of participation that these nations undertake to
enforee appropriate securlty measures as set forth in Exhiblt 2 hereto,

-and elso underteke to apply the principles set forth therein, as a_mlni
imum, to all other COMINT activities under thelr control. Participation

“in the ac£ivities‘of the SACLANT Y Structure éhould be limited to those
nations whose ‘gedgraphical location and ¥ units gan, in SACLANT's

opinion, contribute to the overall effectiveness of the structure.
Participation only in the shore-based direction finébr operations will not

necessarlly entitle a nation or its nationals to receive other types of Y

inform=tion.
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T, Each participating nation should provide and maintain its own Y
units contributed for the support of SACLANT, or of forces under his
command, end should ensure their operational efficiency.

FUNCTIONS OF TTE SACLANT HEADQUARTERS Y STAFF

8. Wwithin the limits of egreed cooperation, the-functlons of the
SACLANT Headqﬁarters Y Officer and Staff should include:

a. Effecting any necessary generel coordination of the
SACIANT Y effort;

. Establishing as far as national differences permit uniform
operationel procedures between Y unlts of differént nations; |

c. Giving techﬁical advice as reguired to the SACIANT Head-
guarters Intelligence Staff on the interpretation of Y information re-
ceived by-SACLANT Headquarters,'and srranging for the SACLANT Headquarters
Intelligence Staff to receive all the Y information svailable in the
SACLANT Com%gnd which may be of value to it;

_ 4. Fofmulating and superfisiﬁg dompliance with security regu-
lations end pélicies governing the production, handling, end dissemination
of Y material within the SACLANT Command in sccordance with the agreed
security principles in -Exhibit 2 hereto.

e, .Arranging for Y unita to receive such technical material and
end-products, whether produced in the SACIANT Command or received from
national sources, a5 may be necessery for efficient conduct of their
cperations. -

f. Establishing and stating to the appropriate authoritiés
requirenents for special comuunications and crypto-channels as necessary
to meet operational énd securlty requirements of the Y effort within
SACLANT's Command,

g. Subject to security regulations, maintaining effective liaison

with othex aetivities, such as radilo warfare, which mey relate to or affect

¢
?
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the discharge of his COMINT reeponsibilities. (Arrangements in this paper

do not inbiude radio warfere.)

b. Arranging, within the procedures stipulated by NATO, for .
material of £echnical COMINT interest, including prisoner of war interrogsa.-
tions, prisoner of war reports, énd captured documents and eguipment to be
made immedlately available as appropriate to the elements of the SACLANT
Y Structure and to natlional COMINT authorities.

FUNCTIONS OF ¥ STAFFS AT SUBORDINATE COMMANDS

9. Y Officers and Y Staffs at subordinate commands should perform
functions corresponding to those of the ¥ staff at SACLANT Hesmdquarters.

" FUNCTIONS OF Y UNITS

10, Y undts should intercept and process material and provide D/F
information to meet the requirements prescribed by SACLANT. Any combination
of Y units of oné natlonelity with those of anotber will be'subject to a-
greecment of cognizent national COMIUT authorities 1if requlred.

CONCEPT OF OFERATTIONS

11. International cooperation in Y within SACLANT's Command 1s
expected to comsist of:

a. Coordlpated shore-based direction finder operaiions by |
nationel nets and stetions organized and controlled as mutuaslly agreed emong
-the participating naFions. '

b. Directioﬁ finder and intercept operationé in allied vessels.

c. Iﬁterception end processing by national Y units of enemy
copmnnications of tacticel interest to SACLAWT.

-

- d. Certain exchange and coordination with SACEUR's Y structure.

Farm 781-C1385:
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COMINT UNITS IN THE SACIANT AREA NOT ENGAGED IN SUPPORT OF FORCES
UNDER SACLANT

12. Each nation with forces serving under SACLANT may
individdaily arfange to operate in SACLANT's area national COMINT units
not provided specifically or exclusivel; for supporf of the forcés under
SACLANT. These units wiil not operate as partof the SACIANT Y structure,-
and will not be subject to the arrangements for inter-allied cooperation-
unless agreed by the nations prOV1ding them.

13. Cenada, U.K,, and U.S. will malntaln.ﬁ; operational separstion
and, insofar as practicable, a physicél separ;tion between the Y units
and their national COMINT uanits.

ik, It is recognized that certain COMINT units at,fhe higher levels

‘ , _ / o
would be directly suppo%ﬁing both SACLANT anq thelr national COMINT |

“ .
organizations. Each paéticipating nation would have diescretion about such
matters as the right’of access of other nationels to these units.

COOPERATION WITH THIRD PARTIES WITHIN SACLANT Y STRUCTURE

15. Cooperation with Third Parties within the SACLANT Y structure
should be confined within the limits necessary to meet the essential Y
needs of SACLANT and fhe forces under his command aﬁq nust not reveal that
there is COMINT collaboration emong Cenada, U.K., and\U.S, outsidé the
sphere of Y. | Within the limits agreed for the release of COMINT material
produced by;Canadian/U K, /U. B. organizations (see paragraphs 20 and 21

below), cooperation with Third Parties should be wholehearted.“\

16. The channels for the provision of technical material to\Third
Parties from Canadian/U.X./U.S. national COMINT sources should be via the
SACIANT Y staff.

17. Insofar as consistent with'ﬁhe agreed limits for the‘release
of Cana@i&n /U.K./U.8. COMINT, and in order to secure the necessary degree

of uniformity, Third Parties should be versuaded to adopt certain common

operationzl procedures.
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MOVEMENT OF Y MATERTAL BETWEEN UNITS UNDER SACLANT AND THIRD PARTY

NATIONAL ORGANIZATIONS

18. The Y units and ¥ étaffs of the participating nations would be
at 1ibgrty to pass to thelr own pational COMINT orgaulzations and to other
particiéating nations, but t6 thogse nations only, the technical material
and traffiec produced or receiveé by themselves. The‘national COMINT organi—
zdtions of the: participating nationﬂ ahould in turn provide such technical
Jgport both to their own Y units and through the SACLANT Y staff to the
Y its of other participating?mations as they may consider would be appro-
. prigte and of assistence to the Y effort under SACLANRT, 3

Such; material shall be handled in accordance with the regulations in

Exhibit 2 hereto. S

, EXCHANGE OF INTERNALLY PRODUCED COMINT END-PRODUCTS BETWEEN SACLANT AND

OTHER |SUPREME ALLIED COMMANDERS'
| |
19. Exchange vith other major Commsndera of NATO of internpally

produced—COﬂINT end-productsfana intelligence summaries based theréﬁn
ghonld be as agreed between %he;Supreme Allied Commarders concerpned and
should be confined to the highest levels practicable. Sﬁ;h ;xchange should
teke place in a secure crypbogr&phic channel pfovided exciuaively:for such
material. As a condition of such exchange, the security principles aet
forth in Exhibit 2 hereto shall be applied es & minlmum for the hﬂndling

of the material in the Gommands concerned.

RELEASE OF TRAFFIC INTELLIGENCE PRODUCED BY CANADIAN/U.K./U.S. ORGANIZATIONS

20. The release to Third Parties in the SACLANT Command of Traffic
Intelligence rroduced by'Canadian/U.K./U.S; organizations will, within the
limitations of the need-to-know and the provisions of Exhibit 2 and 3

hereto, be subject to the followlng conditions:

18
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a. First (releassble) Category

Class I

This consists of Y meterisal, both end-products and technical

material, produced by Caradien/U.K./U.S. Y units, and materiel -of the same

- kind end supplementary to 1t produced by national Canadian/U.K./U.S. COMINT

organizations. This class will normally be released automatically in

vartime bhut the decision to commence automatic release of this cless will

be subject to mutualjagreement among ?he cogunizant CanadianfU.k./U.S.
COMINT authorities. All or any part Lf this m;terial will be withneld at
any time by these parties if one party declares that release would be
nazerdous to its pational interests. ‘

Class II ‘

This consists of COMINT material, both end-products and

technical material which, although produced by a Canadian/U.K./U.S, COMINT

organization other than a Y unit, would be capable of production by Y

units, and which, if passed to a ¥ unit, would enmble that unit to achieve
a significantly higher degree of exploitation of 1ts hormal tasks.

Censdian/U.K./U.S, naticnal COMINT authorities must be in agreement before

materisl in this class may be relemsed. They willl continuwously review the

\.

class apd maintain agreed lists of the material ipcluded in 1t.

" b. Second (Non-relesseble) Category

Thig consists of the remainder of Traffic Intelligence not

included above. It'may not be released to Third Parties except n3 indleated

in Exhibit 3 hereto.

RELEASE OF SPECTAL INTELLIGENCE

21. Special ;ntelligence will only be released to Third Parties in

the SACLANT Command in accordence with the provisione of Exhlbit 3.hereto.
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PRINCIPLES FOR DEALING WITH COMINT END-PRODUCT INTRODUCED INTO ALLIED

CHANNRELS BY THIRD PARTIES

22. COMINT end-product introduced by Third Parties into Allied
Intelligence channeia will be handled in accordance with paragrapﬁs 20
and 21 of Exhibit 2 hereto.

COOPERATION IN PLANNING OF WARTIME Y STRUCTURE

23, It 18 egreed that cooperation with Third Parties in planning the

“wartime structure should begin in peacetime and as scon as possible,

and that there should be step-by gtep 1mplementation of the SACLANT Y
progrem in consonance with aatiafactory testing of each successive step.
It ia considered advantageoué to establish relations with one Third Farty
ﬁation at a time unti;.gll those considered eligible are includedL Before S
makiné any proposals £o 1ndividual Third Party netions which may necessitate
the diselosure of 1nformat16n regarding Canadian/U.K. or U.S., plans for Y,
BACLANT should seek the concurrence of Canadian, U.K, or U.S. COMINT authori-
ties.-

24, In any approach t;a :Third Parties within the BACLANT Command with

;eg&rd to the planning of e wartime Y structure the followlng principlés

"should apply:

a. There must be no disclosure to Third Parties of any Cansdien/
U.K./U.S. COMINT colleboration cutside the SACLANT Command, snd cooper&tioﬁ-

in planning should be conducted without revealing present Canadian/U,K,/U.5.

. COMINT successes or the scale end nature of their present and planned COMINT

effort.

b. A: 6 condition of cooperation in plenning the SACLANT Y
structure Third Party natlons must accept and adhere to minimum security
regulationslgovernihg the production and handling of Y material.

¢. Knowledge of the details of the planning of the SACLANT Y
structure must be reatricted to pationals of those nations taking part in
that plapning.

25. The planning and negotiations in any approach should be done'sy

the SACLANT Y officer, assisted by such officers of the Canadian/U.K./U.S.

—— — - — —————————— e o
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Services concerned a8 1t may prove necessary to appoint. He and his staff

should establish, within the framework of the agreed wartime arrangements,

.a skeleton organizgtion designed to- ensure the orderly expangion and

.y ———— =

effective operation of the Y structure on the outbresk of war. They

should also develop such common or similar procedures as mey be desirable
and practicable.

26. 1In order to cérry out his planning task, and in order to advise--_
Third Party nations, the SACLANT Y officer shéuld ve provided with pertinenﬁ
information on the subjects listed below. The natlons concerned should
each deslgnate the authority'with whom he may communicete on these and
other Y matters. |

Types of Y units

Number of units planned
Administration |

Baslc operational organization
Manpower complements (by function)

Number of intercept positions
(in broad categories, e.g., H/F Voice, D/F

Frequency ranges of intercept eqhipment

Comminications eguipment of Y units

PEACETIME COMINT ARRANGEMENTS FOR SACLANT

'27. It 18 recognized that in addition to the necessity to plan for
wartime COMINT cooperation within SACLANT, peacetime COMINT arrangements
for SACLANT should be developed in order to promote reediness for wartime
operationa. The progressive or phesed implementation of such arrangements
should be accomplished, within the limits of agreed wartime cooperation,
in accordance with the procedures described below.

28, The Y activities included in the SACLANT Y structure, should
be organized and conducted in peacetime as follows:

&, Phase I -

A SACLANT Y Officer should be appointed to begin laying the
groundwork for agreed wartime arrangements, for SACLANT to obtain the
results of national shore-based direction finder operations. SACLANT

should keep COMINT authorities of participating natlions advised of the

Form 781.C13S§,
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progress of any planning or srrangements with other FNATO meubers that

- SECURTIY [NFORMATTON

~ affects them. 'ﬁations concerned should esch designate an avithociiy 07
vhom the SACLANT Y Officer con communlcate on direction finder wmalters.
b. FPhase Ii -
ﬁhen the above arrangements for shorebased direction finder operat%ons
'.are made, the'SACLANT Y Officer should errapge for operational drills during'.

NATO exercises or maneuvers.®

*® The use of information based on D/F and shipborrne intercept operatiors

will be in accordance with the following provisions:

1. Shorebased D/F Operations. Fixes and the fully evaluated results

of éhorebased D/F operations, during NATO exerclses or maneuvers, may be
passed to nationals of those nations participating in the D/F operations.
During the‘exérciaes, information resulting from D/F fixes may be passed
.to nationals of pations participating in the exerciﬂes, even though these ..
nations do not partiéipaté in the D/F operatioas; when the followlng con-
ditions are fulfilled: 4 7 e
(1) Vnen specificelly authorized by SACLANT,
(11) Wnhen = resl ndvantage to the exercise then irn progress
| would aqérue, and
{111} Wnhen the intelligence can be attributed to another source,
or, 1f this 18 not possible, the true esource ia not stated.
During post-exercisé conferences, shorebased D/F information or feeults
may be disclosed to nationals of natione not perticipating in the D/F
operations only as already disclosed in thé course of the exsrcise.
{This is not to prohibit the use, during post-exercise conferences, of in-
telligenCe_or situation surmaries 1ssucd to all particiﬁating unita Iin the
exercise). |

2. Shipvorne D/F and Interception. During exeréises, results of

shipborne D/F operations avd the shipborne interception of plain text or self-
evident code messages may be passed to nationals of those nations partici-
pating in the exercise.- The analyzed results of shipborve D/F and inter-
ception cperations Qay be made avallable in post-e%ercise conference with-

out restriction. )
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¢. Phase III -

. Depending on deveiopments in the internatlonal situation, cooperation
méyllater be extended within the agreed limits of wartime'cdoperation by
Canadian)U.K./U.S. agreement as actual needs develop and as lncreased know-
.ledge of Third Party.activitie_s , acqulired during organization and planning,
provides -a be"cter basis for assessing the security risks involxlred. Co-
ordination bletween SACEUR and SACLANT to ensure consonance of practices

. will be requir;ed.
29, - Thga dissemination of COMINT to Third Parties in SACLANT's Command

in peacetime will be as indicated in Exhibit 3.
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APPHIDIX P

Annexure P2 II

EXNTBIT 2

SECURITY PRINCIPLES FOR THE HANDLING OF Y

t ]

]
1
;

DITRODUCT IOY

1. These princibles shall be the basis in peace and war of all
securiffby repulations and policies {;overrll.ing the production,' haudling,

J ! ' §
and dissemination of Y.ﬁ
DEFDITICH , /

]

2. 1 i{s Communication Intelligence derived from the timely processing

of traffic procured by lisbening to enemy communications for the purpose
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ot providing tactical intelligence for the commanders of combat forces.

It inclludes raw traffic, end-producfs, technical material, worl_-cing
documents, and c.aptured material uged in its production. It also includes
ir}telligence‘ é’eports and summaries based on Y unless the information is so
generalized that it cannot be traced back to a particular item of ¥ or to

Y in general.

GENERAL TRINGIFIES OF SECURITY ANT) DISSEMTHATION

3. Kations participating in th-e SACLANT Y effort must, as a condition
of participation agree to accept and adhere to these principles.

4o Each country participating in the SACLANT Y effort will designate
a national auvthorlty to deal wit}'-) all questions of Y security and enforce

these princioles,
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5. Each national authority will desipgnate a Y Security Officer to

whom Y materials and communications relating thereto shall be addressed.

6. SACLANT will formulate ond supervise complisnce with security
regulatioﬁé end policles for Y within the SACLANT command.

T. Before on individual in any capecilty has acceéss to the knowledge
or results of the SACLANT Y effort, he must be screened and cleared as
being of unquestioned loyalty by his national suthority. The screening
muat be es thorough as possible and at leest as thorough as that given to

. individuals ﬁavihg access to COSBMIC informstion. In addition to such
clearance, these individﬁals serving under SACLANT's Command must be specifi-
-cally nominated to receive Y either by SACLANT or by the concerned netional

~ guthority. In the latter case the ngmination st be abproved by SACLANT.
In exceptional circumetences under operationsl condltions the above

" requirements for screening, clearance and nomination may be walved for
thoee individuals appointed to certain key posts, a list of which should
be drawn up by SACLANT. Such personnel may be glven ec¢cess to Y upon the
authority of the appropriate commander.

| 8. Prior to veing given access to Y, each indiyidual will be Y
indoctrinated by & special warning on the sensitivity of Y sources to
comp¥omise and be required to sign a document drawing attentlon to his
special responsibllity for safeguarding Y and to the congequences which
the law or administrative or executive order of his country, or order of
SACLANT, provides, if Either by intent or negligenee-he allows Y to come
to the notice of unauthorized persons. It must be‘stressed that there

is no time limit in that the information must be saf'eguarded indefinitely.
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.lé. Distribution of Y must be on the need-to-know principle, il.e., :

'ehchtitem of Y ahall be made knowvm only to those Y indoctrinated individuals
1wh0 r;quile it 1n the pexformance of their duties. SACLANT wiil maiﬁtain
control lints of 1ndoctr1nated Y reciplents in forces under his command
other than those engaged in theproduction - of Communication Intelligence.
'He will ensure that the number is kept to the minimum conaistent ‘with
e 'gssentia}‘iqtelllggnce aud operational needs. National authorities Will
"mainfaiﬁ7siﬁilar lists of fheir 6wn nationals and apply similar restrictions;'f
| LO.‘ Y indoctiinees must sot be allowed to 1un a greater risk of |
captuxe or interxogation oy enemiee or potential enemles than is absolutely
o negesspry‘erlﬁhe efficient performance o: their duties. Thia must also
I é@?ij_;§‘§:period of six months after they have ceased.to receive Y material
exéeﬁ%'duriné_éctive cperations in cases of impelling.necessit§. -
g ﬁl;. fh; gréﬁtest core must be teken not to betray Y success by actions
l,géae&iéﬁ it. .Efforts should be ﬁade, 1f at all possible, 1o déviae sultable
'covef, éuch ﬁs.recoﬁnaiSBance. The source should on no accouni be ﬂeadlessly
JURTA - |
g 12 SACLANT will-dstermine the level to which ¥ will be disseminated.
iﬁ‘éxceptional instahces, where it is essential for immediate Bperational
purﬁqgeﬁ; inrormation based on Y may, s speéifically &uthorizgd by a Y
Indoct#lnated éommander, be disseminated belovw the normal levei fb upindoc-
tfihdted Individuals provided the gource is not disclosed. Vhére possible,
names, times, positions, and other data identical with that from the
-cligﬁnal text must bc omitted or, if the retention of such an’ item or
B items is cssential, rust be carcefully p&raphrased. Such information must’

be passéd by a secure courier service, by a secure line, or in‘a cipher systemi
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apprdved beSﬂCLﬂWT- Tt wust nob be passed in clear by radile {inzluding:

1

_ o .
radio telephoue)s

:lji'.Kuowiedge of the methods and scope of, and the technical vaterial

resulting from he. SACLANT Y cffort will be restricted tothe nationals
of the naﬁic’mq .'w‘.l\ich partﬁ.ci_mte'in{ the SACLAWT Y effort. 'ixccega to the
‘Y.enq;products shouid, a.g f&r as ﬂéésible, be similarly restricted.

© L4iT AL Y vesulting from the SACLANT Y cffort will ve classified

| SR . )

,SECQET %ﬁd dgsign;ted by a codewords(pxcept as prévided in pa;agraph.19'
Zbéioﬁj;,‘fhe classification.and the:c?deword ghall appeqr-on‘every sheet
af_pabef‘WTﬁch contains or disclo§es ;he.eyistcnce of Y, except that, at
£he Aiscj%tion-of tﬁe it commanaer; thié provision need not be applied to
puyelf‘ﬁolk;ng documents withinngiyaunitl The codeword 1ndicafés.th5t tha

naterial mhist be handled in accordarce with regulations based on those

ﬁrihﬁipiesgandxfhen wed in its codéword sense vill also bear the classi—':
" Tication SICREL. The codevord wid its laplication shall not ho made known
io‘péfsons hot-indoctrinatea in i-nar shall it be used‘in its codeword
5ens0 inlthe preseince of éuch pcysoﬁs.

‘lS. Iﬁ peacetime, if X do:;ments are to be transmitted by bag withinl
SACLANT's Gommand, thelroute‘aﬂd L%ocedure musf be specially anthoriéed‘by '
- SAGL&ﬂT, having rega;d to the adequacy of the secur;ty of the route and
'procedurg.: Documents should be double-vrapped and addressed to a Y
.?ndoctrﬁnated office£ (by nams, not function}; the inner envelope should
bear the appropriate security classification but not the codeword., In
wartime?:discretibn will be left to the lecal commander Lo make the most
secure arraﬁgen@n@s possible. As a minimum, documents nust be seﬁt by

haud of oificer or by a sscure courier service.
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- 164 Bycept in the exceptional instances descrided in Paragraph 12,

i"i‘lY_._lis‘ trans%ﬁitted within SACLAMNT's coimand by electrical meang OT by
"am,.r--_physivcal nbaﬁs not c-.wpletely sceure, it mst be eackypled in a
s"ecnre,éryptogfaphlc chainel reserved exclusively for tlﬁs requirement ,
Participa‘bln-’ natiens mugt additionally ensure that 'rrhm 'Y is transmitted
. "in‘l,'.Q,out. of ar extemally to the SKCIART command it is encr_,rptecl in a
i vcnrptovra.phic ch-mnel specml/.y approved by SACLART for this purpose.
S ,l-"r‘,. ‘The hidhest standard of physical securlty must be applied to
. -ﬁhe t—_:'ust;c‘.y o Y by n;ati onal authorities and within SACLANT g conman'd.'
Nomally, except when in transit under conditi.oné prescribea herein, ¥ -
ﬁi’atexl*ic.lls a:t;ld.conmmr;ications relatingz thereto must at all times be: |
| ";.‘ (a) under the direct surveillance of a Y'indoétrinated
persr;m responsible for thelr safe~keeping, or
(») locked in a three—combination safe accessible only to.
II indoct;'inated personnel or |
(e} storcd in a locked compartment which 1is under constant
rf_ : g surveillance by an amed sentry ad which is at‘cassible only to Y
- I,._'indnctrinat ed personnel.
| '18, R documents mast be destroyed as soon as they have ceased to
. ,be of use. This is particularly important under hazardous conditions.
19. In order that necessary operational use can &be made of certain
: types of low-lavel tactical Y (such as D*reation finder results and
:.,plain t.e:t:t mmsaf‘es) on vhich immediate action must obvliously be taken
in ¢ ombat operations, SACLAET nay permit the disseminati?r_l of such Y,
without a'codawo::"d nd at a classific:,;tion not belowr Confidential, o

wiindoetrinated recipients whoe need to know,

28
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ZD-.‘ -GC')'MDIT epd-product or intellipgence based on COMINT irrt;mduced.

'inﬁo Allied intelligence channels by Third Parties paftiripating in iha
' 'I-stru¢tura,df the command should be handled in Y-channels and subjgcted
’to‘thﬁ ;gcuiity mpasures prescribed for handling Y. Where such Third
-f;rty GC!JINT is fumished by a participating Natlonal UOL[H!T authority
.'_ or organization and 18 of a highor grade than Y matorial produoed within
tho I-stmct.ure or tha the COMINT supplied to the Y—orgmizat.‘lan by

Z.US/UK/Ganadian GG.IDIT aut. horitiea, 1t will be passed ‘through Y ohannelﬂ

o ‘md 1ts distribution vd.ll be kept to a minimum.

Form 781-C135
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21, COMINT end-product or inbelligance baeed on COMINT 1ntmdmed

' 1nt.o Allied int.elligence channels by Third Partlies not participating i.n
‘the Y-structure of the command should, vhenever possible, be t.rana.ferred
tot Y-'channela at the first point at vhich such end—-produot or intelligence

.,coma to the attention of Y personnel, and from thak point transmi'ot.ed
_direot.ly to the Supreme Allied Commander’s Y Officer. OCare s ou.lt_i ba taken

not to oompromise the exlstance of Y channels as such. _The , preme.b

Allied Gorn:mnder 8 Y Orflcer shculd bring any such material t t.ha

attention of the AC of 8 (I) for decision as to further actitn or
dissemi_na.t.ion. In deciding on.such further action or dissepination,
the AC of 8 (I) will give full consideration to the need td protect

[

‘Netional authorities and SACLANT must expand these prin'cipl?j,a
into a set of regulations adapted to local conditions. [ Copiea of thqf
Y Becurity regxﬂ.a.tions of ea.ch national authority will be rormded Lo

J

_SACLMI'I‘ through ¥ channels. o
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CHANGES JIN PHRASEOLOGY TN APPENDIX Q ‘
. [

1. The Gonference recommends the following changes in
plraseology to clarify references t,p_ British Caﬁmom:ea.lth Counfrieg in
paragrephs 11 - 16 of Appendix Q. The changes, which are in fact -
ingertions in all casges, are underlined below: |
a. The title Df‘ para. 11 to read: ‘

| "PRINCIPLES OF COLLABORATION AMONG COMINT CENTRES OF THE K
U:S,, AND TEE U.K. AND OTHER BRITISH COMMONWEALTH COUNTRIES".
b. The first séntenca of para. 11 to begin:’

"Other British Commopweslth etc."
c¢. The second séntence of para. 11 4o read in pe.r‘!l::‘

"traffic and technical materiel with other Commonweslth

centres ete.” | '

d. The subheading -within para. 11 to reed:

| "PRINCIFLES OF COI;LABORATION AMONG THE U.'s'., AND THE U.X.
AND OTHER ERITISH COMMONWEALTE: OVERSEAS FATIONAL COMINT CENTRES. "

e, The title of.para. 13 to read in part: _ | |
"PRINCIPLES OF COLLABORATION AMONG THE U.S., AND THE U.K.
AND OTHER BRTTTSE COMMONWEALTE etc."

- £+ The first sentence of para. 13 to read in part:

"involving both U.8. and British éqmnonwealth forcen ete.”
g. The first gentence of para. 14 to read in part:
"co-operation smong the U.8., and the U.X. and other .

Comuonwealth ete."



SO .4l (c)
L0 L4, (a)
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AYPENDIX

COLLABORATION BETWEEN U.8. AWD U,K. NATIONAL COMINT CENTERS
: _ A ‘

~ INTRODUCTION ,

l. This Annexure gets forth ag-eeri arrengements for the Lmi:lementat_ion
of the principiee of collsboration conteined in paragraphe 7 - 10.of |
Appe X Q to the BRUBA Agreement. Althouéh these principles apply in
partfeular to a wartime situation, at lesst two stages are invol_ved in thé.'
eff ctive 1mplementat16n of the provigions of this Appendix, These- ara:

a. Peacetime Augmentation Program = o be effective‘up tp
the day of full mobilization.
b: Wartime conmbined effort at full seale.

PEACETIME AUGMENTATION PROGRAM

2. Turing pescetime, combined NSA-GCHQ efforts will be establighed
on gpecific problems, as agreed between USCIB and LSTB.. Arrangements _
for. combined efforts will be mede for those problems which imnder existing |
conditions can be moat effectively processed et one.center‘. These |

arrangements will be kept under continuing review and are subleet to

change by elther perty. w—/d.dition&IMajsgL_n the-peace_tiw-
mentation program will be as agreed upon between USCIB a.nd ISIB/J

- WARTIME COMBINED EFFORT AT GCHQ

3. That part of GCHQ producing COMINT relevant to a war in

_ Europe a.nd. contiguous areas will be augmented with U.3, COMINT resochea

and will form & combined operation t0 be named t.he Combined Center,

Europe (ccr:.)

ORGANIZATION

l{. orga.nization of the CCE will be ms follows:




OGA
EO 1.4. (c)
EC 1.4. (d)

~ TORSEC

SECURITY INFORMATION BPE 53/Qg/ Fipal
ob

19 March 1953

b. Director, GCHQ, will be essisted by two Deputy Directors,
one appointed by the Director, KS8A, and ﬁhe other by the .
U.K, The U.8, Deputy will be primarily concerned with
the Groups gssigneq to the CCB, the U.K. Deputy primarily
with those GdHQ elements which #ill remain outside the CCE.

Co Direétor, GCHQ, wiil be further asslsted by a number of
Asslstant Directérs; of whom oﬁe, appointed by the

| Director, NSA, wlll have major responsibilities for
Production within the CCE.

d. Below Directorete level, the CCE will be organized into
a serles of groups, each responaible for a specific sphere
of opérationé.

CONTRIBUTION OF RESOURCES TO THE CCE

Form 781.C135
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b, 6Small portions of GCﬁQ may be retained outside the CCE
for such purposes as speclal exploitgti&n or dissemination '
tasks required by U.K. intelligence consﬁmeré, particularly
with reference to subJecta outside EuroPe and contiguous areas.f

e¢. The U 8. wil contribute aubatantial COMINT resources to
the CCE, detalls of which are given in Exhibit 1 to this
Anmexure. | | |

TASKS OF THE CCE

6. The main tasks of the fccn will be: |
8y Technical COMINT support of U.S., U.K., and other British -
Commonwealth fiéld resources in Europe and contiguous areas.
b, Technical COMIN% support of the Y units of Third Party Nations
Iparticipating in ?he Y structure of Allied Cammands 1n _
Europe and contig?ous arLaa, in accordance with the provisions
of Appendix P';.-
- €« Operational coﬂtrol of U.,S., U.K., and other British
Cammonvealth field_resourcea esgential to the coverage of
- Burope and contiguous areas, except those reqﬁifed and
reserved for cléée support of the'field-fofcés of the
contributing nation or otherwise resérved by the
contributing nation. _
a. Processing and exploitation of COMINT materiel relevant
to Europe and contiguous areas.
e. Research in support of such processing and exploitatioh.
f. - Production of COMINT information and the distribution
of such information directly to appropriate national or

cngined COMINT centers.

Form 781.C13§ I GI SE E ItE I
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PRESENTATION OF U.S. INTELLIOENCE REQUIREMENTS TO DIRECTOR, GCHQ

D ROWIR TG TR R VT TR R € R TULE IO B

3
v

8. a. Parpgraph 8 of Appendix @ provides that the complete and
product of the CCE will be made immediately availsble to the intelligence
organizations of both nations. To this end, the US 1nte11xéence liatson

officers at the CCE will receive the end-product of the CCE.
' . ) OGN
EO Y.4.1(¢)
O ).4.06)
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. The CCE will endesavor to produce end products in thé:&orm
or forms mscceptable to the US and the UK for disseminetion to all authorized_ﬁ,j
~intelligence recipients and this will be the form in which the information
will normally be disseninated.
c¢. The US intelligence liaison officers will be responsible for
diepemination to US Commands and other UB reqipienta abrosd and for the
dissemination of selected items to their parent U3 intelligence organi-
zationeg; GCHE will continue to be responeible for dissemination to UK.
Commands end UK Intelligence Org&pizations.
| d. The US service intelligeﬁce ligieon officers and GCHQ will
collaboratd in dlgsemination to Allied COmmandsg and comblned cryptogfaphic‘
éhannéls will normally be used. In exceptional cases vwhere there is
dlsegreenment between GCHQ end US gervice lntelligence llaison officgrs on
addresseces or on the subatance of the informatlion to be dissemiuatéd o
to Allied Commands, either may disseminete. provided thet it .48 mede cleer

S A
re}gxiongﬁlp to any other

(R 2

that the other is not committed and that the
disseminated version 1s statéd. Every effort will be made to avoid or to
resolve such dilsagreements. Coples of CCE end products dlsseminated by |
electrical means to Allied Commands will be immediately disseminated to
the appropriate intelligence organizations of both mations, as required.

e, The US intelllgence llaison officers will haeve access

'to those pointe in the CCE activities where £he CCE end product be-
. comes agvallable for disseminaticn.

r. The U.S. Inielligence Organizations do not intend to
establish inte;ligencerproduction groups-at the CCE. No exact estimate
of the number of intelligence liaison personnel necessery can be made
at this time; however, it is expected that they will be in such numbers

as to operate a watch in connection with each point of dlssemination.
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OBA- -
EO 1.4.teY -~
EO 1.4.(3) ‘_

INTEGRATION OF PERSONNEL EXCHANGED RETWEEN CENTRES

10. Personnel exchanged between NSA and QCHEQ will be integrated
organizationally within each center, will remain sssigned to their
bame agency, and wﬂi be otkerwise responsible to a resident head
fram this home egency. In the case of a problem which iB'_ to be

worked as a primary commitment at one center by a combined NSA-GCHQ -

6
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group, the exchanged personnel will be integrated in both technical

end operaticne) mensgement positions within the group. In the case 'of

a problem worked Jointly at both centers, exchanged pergomnel will b?
integreted technicelly into the groups at esch center. An equal

voice in technical and bperational manegement will be exercised obly!
on these problems bei_p"‘g worked g8 & primary commitment at cne center

by a cambined group.

. ESTIMATE OF PERSONNEL AND EQUTPMENT REQUIRED FOR WARTIME AUGMENTATiON;

PROGRAMME .

} 1. ﬁxbibit 1 to this Annelxure contains the estimate of
personnel end equipment required for the wartime augmentation
program. Its details will be reviewed from time to time by both

parties and revised as necessary.

STANDBY ARRANGEMENTS FOR CONTINUATION OF >OMBINED OPERATIONS IN THE
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Aonexure Ql ‘ . ;
EXHIBIT 1

OPERATIONAL AND. LOGISTICAL REQUIREMENTS FOR THE WARTIME AUGMENTATION

' OF GCuQ
1. - Tt is estimated that & total operational strength of 9000 will be

needed for the CCE in wer to deal with th problems

assigned to it. The UK intends to contribute about 6000 of this totel.
In view of the importance of the CCE to the US inﬁelligence effort 1t
is felt that the US shouwld endeavor to supply the additional 3000 perscns
vho would be required. )
"._ 2. BExdsting UK mobilization manpower plens allow for am increase of
5500 to GCHQ's peacetime establishment of 400O in the first twelve months
of war. OFf this 5500, 3200 wlll be provided during the firqE three |
months of war. | '
3. fhg bulk of the increase is lnternded for the reinforcement of the CCE
and supporting groups, which méy be expected to give these éroups a total
strength of about 4000 by M / 3 months, and of the final 6000 by M4 12 montha.
Y, A éggll proportion {at present estimated at 300) of the GCHQ staff ,
| may be sent overseas and would thﬁs not be available to thé éGE. |
5. . During the period M / 12 months, the U.S. target should be to reinforce 1:
thé CCE byleooo persons. It is recommended that this increaae_bé phased |
as follows: --. _

(a) Bth f 6. The provision of at least 500 persons, of whom|the
mejority should have hed treining and experience in COMINT productidn anﬁ
reporting activities. |

(b) By M / 12, The provision of a further 1500 persoms. It il
réa;ised;that-for practical reasons the majority of these will not have .
nad extegsive training or experience in COMINT ectivities. Nevertheless,

every effort_shouid be made to ensure that es many as possible have at

. 8
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least had basie COMINT training and that e cedre of trained COMINT personel
be -inclu'ded in this group to ensure the effective integration of the group
with the CCE. ‘
6. It ie recognized that the U.S. contribution to the CCE may de

reduced in accordance with eny alloeation of personne) to other natlional

or comblpned centers 1 ;rorking on COMINT

pro‘bl’éma pertaining to Eurcpe and 'contiguoué areas.

T. Equiﬁment requirenents for the Centre should be considered in detail
8o far as posaible 1n advence of war by N.8.A. B.nd G.C.H.Q. In t\h':I.s l
connectlion it 18 Intended that G.C.H.Q. ;ahould make the maximm possible
contribution in the development and use of an_s(iytica.l machinery for
research and exploita.tion.- Tﬁe U.s. contribi;tion of standerd YIBM
equipment should be commensurate with the US clcuitri‘bution of personnel-
to the CCE, based upon existing propor’cioﬁs of such equipment to

procesaing personnel within NSA.

OGA
EO l.4.{c) ]
EOC 1.4.(d)
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APPENDIX @ - i |
ANNEXURE Q2

./.‘
H
PRINCIPLES OF WARTIME COLLABORATION AMONG COMINT CENTERS OF THE

U.S., U.K., AND OTHER BRITISH COMMONWEALTH COUNTRIES. 7 _—

. 1. Ivp the event of hostilitiéé involving the v.S., U.K;; Cansads, ._ _
Austrélia, and New Zealand, hereinafter referred to as collsborating nationa
the COMINT collaboration among these nations will be such as to ensure the °
greatest posaible contribution to the prosecution of the war cﬁnsistent with
security. ‘ | |

2. Normally, collasboration will be effected through direct co-
ordination between the mppropriate COMINT orgenizetions. Where necessary _-
and feasible, however, COMINT organizations may be Iintegrated es mutually |

" agreed.

3. Meld COMINT resources of one or more of the collasboreting
pations operating in e theatre supported by a national or comblned center
will be pro?ided by that center with such technical asaistance a?
may be reqpired.anﬂ mituelly agreed. In order to facilitate such
arrangements the nmational authorities may assign liaison and working
groupa to these centers es receesary.

4, Arrangements in theaters in which the forces of ooly one of
the nations ere engaged are not subject to the specisal principles
stated in this annexure.

5. The COMINT authoritlies of the collaeberating nationa will remaln
free to require their Natlional COMINT Centers both at home and overseaa
to unaertake eny tesk relevant to their national worldwide interests,
and to set up such ad&itional Centers as may be necessary. Subject to
this ovér;riding princijle, there will be é broad division of tasks
between the National COMINT Centers in order to insure the maximum

timely interception and production of COMINT information.
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6. 1In accordance with the above the following arrangemeh%s

are projected: |

‘a. In view of the geographic proximity of the Ca
and the U.S, National COMINT Centers, and of the

cloge relationshipe which will exiaet between the

o

militery forces of the two nations in time of
an integrated effoart oo specific ppdbiems may be

required. Such collaboration may 1hvd;ve an exc

of technical personnel between the two Centers and|the

- 1
provision by NSA of technical support to the 1?tegrated

1

effort to the extent deslirable and feasible. |

b. In the Pacific Area collaeboration 1s required to minimize

the need of duplicate ipterception and processing \

facilities. The U.S. rather than establishing B
National COMINT Center in the Southwest Pacific) will
coordinate its COMINT opérations 1n.thia theater with the
center ip Australla as required. . l

¢. Tre U.S. NQtional COMINT Center(s) concerned with the
Pacifie agrea will have direct comminication with the

| COMINT authorities of the colleborating nations in order

. to effect rapld exchange of COMINT material as required
ana as mutuelly sgreed.

a. Thbe U.S. enviseges the esaigmment of a U.S. working party
t0 the center in Australia immcdiéfely upon the p;£break |
of hostilities involving both parties. Thia working
party will take part in the operations of the Center in
Angtralia and will-serve a8 the cadre for any further
sugmentation of the center in Austrinlia whiech mey become

desirable as the wer progresses.

| 11 |
Farm 781.C13§ T O P S E CRE T—CW
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;bf‘ The U.K: will Increase its contribution of persomuel to the
[/ :
f center in Australia on the outbreak of hostilitles.

19 March 1953-

ESTABLISAMENT OF OVERSEAS NATTONAL COMINT CENTERS i

1

T. Currént plang consider the poseible establishment of COMINT
Centers a8 set forth in E;hibit 1 to.this Anpexure; Its detalls will be
“peviewéd from time to time by the partles concerned and revised as

necessary. .

" ESTABLISRMENT OF OVERSEAS COMBINED CERTERS

- B, With reference to U.3. and U.K. plans to establish Natioral

COMINT Centef4 circum-

atances may require the estsblishment of a combined UK-US center in this

arce.

12
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2 March 1953
 UK/US BRUSA Planning Conference, 1953

Minuteg of the first meeting of the Plenary Committee held at 11:30 hours,
2 March 1953, in the Lounge, Navel Security Station, Washington, D. C.

Those present were:

UK DELEGATES US DELEGATES
Mr. C. Loehnis Rear Admiral J. N, Wenger, USN
Brigadier J. H. Tiltman M. V. P. Keay
Colonel R. G. Yolland, Army Mr, R. F. Packard
Mr. W. Millward Dr. L. W, Tordella
Mr. A. W. Bongall : ~ . Mr. H. D. Sheldon
Ceptain M. Hodgee, RN _ Captain B. F. Roeder, USN
Commnder H, H. Ridler, RN Lt.- Col. G. C. long, USA
Wing Commander P. W. Hudson, R.A.F. Lt. Col. C. M. Townsend, 'USAF

Mr. He J. Drvden

DISTINGUISHED GUESTS

Captain J. 5. Harper, USN
Captain J. R. Dennis, USN

Major General R. C. Partridge, USA Captain W. A. Wright, USN

Rear Admirael Carl F. Espe) ‘USN Captain R. L. Taylor, USN

Major Cenerel J. A. Samford; USAF Colonel T. M. Hetherington, USAF
Brigadler Genersl H. Reichelderfer, USA Colopnel B. Pulling, USAF

Mr. R. Forwood Mr. 5. D. Ellis

Colonel A, R. Marcy, USA
L't.. K. B. Monypeny, Jr. acted‘as Secretary.

1. In welcoming the members of the U. K. delegotdon, Major General Canine

expressed the regrets of Mr., Allen Dulles, Chairman, USCIB, who wes unmble to attend
the opening meeting. He stated that Mr. Dulles had designated e personal
representative to deliver the opening address, but that only very shortly before

the meeting, it was learned that the representative ac designated was alsco unable

to attend. He further stated that it therefore became his pleasure to welcome

the British delegation on behalf of: the Chalyrman, USCIB, and himself.

He noted that since the London Gbuference of 1952 many events had
tranepired. He commented thet he considered the only sin posesible in the COMINT
businese to be & statlic condition, and’sdded that meither the UK or US had
been guilty of sponsoring such a conditlon.

In concluding Mejor General Canine aaid how delighted he was to
welcome Commander Loehnis as the head of “the British delegation. He expressed
the hope that all the delepates enjoyed their stay to the fullest and would
also fully complete the heavy schedule set out before them.

- i OGA
% EO 1.4.(d)
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2+ Commender Loehnie, expressing thanks on behalf of the UK delegation
for the warm welcome made, sald how much he, personally, end those of the d.eleg;e.tion
who had been here before had been looklng forwa:rd. to the viglt: He added ;
that the one or two delegates who had not made ths trip previously would
quickly learn to look forward to the mext visit.

On the subject of the Agende he stated that he feared that the
rather n=gvy Agenda faclng the delegates to the conference wag rather the
fault of the UK because of thelr desire to complete the conference within three
and & half weeks. He explained that the shortage of .personnel at GCHR
compined with the extra burdens of the move to Cheltenham necessitated such
a schedule for the UX delegates.

He noted that in the paet, at similar conferences it hed always been
poesible to work out solutions to problems which were satisfactory to both the
US and the UK.

He continued b_jr saying that, although there were apparently one or two.
items on' the Agenda for the present Conference with which it would be difficult”
to deal, he was .confident that the future would prove similar to the past imsofar
as satisfactory solutions were concerned. -

3. Genera.l Ca.nine 1mrited Conm:.ander Loehnis to take the'chair of the ,
Executive Committee. Commander Loehnis expressed bis thanks but proposed Rear
Admiral Wenger in his stead. This was accepted and the sppointment of Mr. E.

+J. Dryden as British Secretary, and Lt., X. B. Monypeny, Jr. as U.83. Secretary
T Wag approved‘. .

%, It was agreed that the Executive Committee would be composed as follows:

U.K.' , . ULS.
Mr. C. Loehnis ' Rear Admiral J. N. Wenger, USN
.Brigedier J. H., Tiltmsn, Army Mr. R. F. Packard
Colorel R. G. Yolland, Avmy - Mr. V. P. Keay
Mr. W. Millward ) : ' Mr. H. D. Sheldon
Mr. A. W. Bonsall Dr. L, W. Terdella
Commander H. H., Ridler, RN Caeptain B. P, Roeder, U,B.N.
HWing Comms.nder F. W. Hudson, R. A F. -Lt. Col. G. C. Long, U.3.A.

Lts Col. Charlea M. Townsend, U.S5.A.F,
5. It wae further egreed that the Ffirst meeting of the Executive Committee
would be at 1430, 2 March 1953, in the Lounge et the Wavel Security Station,
end tbe Chairman of the various working groups would be lnstructed to attend.

6. There was no other business.-

T /s/ H- I. C. DRYDEN
- : UK Secretary
/=/ ¥.DB.¥CIYPENY, JR,

US Secretary
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U.X,/U.S. BRUSA Planning Conference, 1953

Minutes of the first meeting of the Executlive Commlttee
held at 1430 hou'ra, 2 March, 1953

Pre gent

cm.i{—man RADM. J. N. Wenger

U.K. Repre sentatives

Cdr. C. Toshnis

Brig. J. H. Tiltman, 5.B.L.0.
Col. R: G. Yollard, Army

Mr. W. Millward ;

Mr. A. W, Bonsall

Capt. M, Hodges

Cdr. H.}H. Ridler, R.N.

W/C F. W. Hudsom, R.A.F.

Mr. H. J{ C. Dryden ot
- (Sec ]eta.ry)

U.S. Representatives

RADM. J. N. Wenger USN.

Mr. R. T, Packsrd

Mr. H. D. Sheldon

Mr. V. P. Keay

Capt. B. F. Roeder, USN.

Dr. L. W. Tordella

Lt. Col. Q. C. Long, USA

Lt, Col. C. M, Townsend, UBSAF

Lt. K. B. Monypeny, Jr. -
(Becretary) -

1. Reviet} of Conference Agenda e.nd organize.tion of the conference

RAdm.| Wenger proposed that Cdr. Loehnia asgume Cbai.manship

b of the Exetutive Coumittee. The letter declined and requested that
r serve as Chairmen. Thia wag agreed.

The C ttee agreed to the proposed Conference Agenda as in

The Commlttee Purther agreed that the delegates form  subcomml ttees

to consider each item of the agende..‘f

2. Committee structure and confei‘ence program

It vas agreed that the subcommitteea to be appolnted would be d.esi@ated
by the particulsr Appendix they were to conpsider.

The Chairman proposed-that the US furnish Secretaries for the varilous

. pubcommilttees and that the Chatrmen of subcommittees be selected upon the basisg
of the party which initiated discusgaion of the 1tems.

The Committee accepted both these proposals.

After dlscuesion the Committee agreed that subcommttees would pormally -

meet initially at 0900 each morning.

The Cheirman proposed that the subcommittee to be appointed later gilve
firet prioxrity to discusseion of Appendix B and Appendix Q.

3. Appointment of subcommittee members, end designation of subcommittee

chalrmen.

The Committee agreed on the composition of subeommittees as shown in

. Annexure 2, and

Further agreed that subcommitiees B and O meat at 0900, 3 f-&arch, in ™
Rooms A and C of the Conference Hesdquarters; Subcommittee H to meet at 1000
in Room B; and subcommittee P(A) to meet at 0900, Thursdey 5 March.

—TOP—SECRET
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L. -Committee procedures-, schedules, and reports

The Committee agreed to the proposals for conduct of committee vork
a8 contained in Annexure 3.

5. Schedule of Executive Committee meetings.

It wes ngreed that the Chairman end the head of the UK delegation would
discuss the Schedule of Executive Committee meetings further in order
to srrive at an arrangement which would least interfere with the work of
the pubcommittees.

6. Additional items for informel discusBions

The Commlttee agreed to assign the various items for informel discussions

to subcommittees as follows:

(&) Arrangements of Exchange and Dissemination within SACLANT's
Command of COMINT beyond the Scope of Third P&rty Colla‘oomtion -
To SubCommittee Pg.

(b) COMINT (beyond Third Party arrangements) between SACEUR/SACIANT
and subordinate commands - To SubCommittee PR.

(¢) Definition of "releasable equipment'. -
To SubCommittee Pp

(d) USGRO - To SubCommittee Q(p)
(e) Preliminary UK/US discussione on countsr clandestine arrangementa.

U.K. 5. u.s.

| Mr. V. P. Keay (Cheirman)
" Mr. A. W. Bonsall Mr. C. P. Collins

Mr. H. L. Conley

Maj. J. B. Pratt

Mr. W. B. Ryan (Secretary)

(£f) D.S.B, - For discussion between'the heads of the UK and
US delegation.

7. Announcements

Dr. L. W. Tordelle delivered an explanation of the recent reore;a.nizatmn
of NSA,

/s/ . J. C. DRYDEN

OGA .
EO 1.4.(d) UK Secretary

/s/ K. D. HON(PLMY, JR.
US Secretary




DGA
EO 1.4.1(c)
EG, 1.4.{d)




OGA
EQ 1.4.(¢)
EO, 1.4. (d)




GGA
EO 1.4.(c)
EC 1.4. (d)

i




/ | o
1 .

) o Stoitr— aUOUAIYY INFORMATION Annaxure 2 .
Tt T T e T T T To BPC 53/EX/3 (1) Final
001 ‘ _
OGA
8O 1.4.(d)
COMMITTEE MEMBERSHIP
EXECUTIVE COMMITTEE
UK _ us
Cdr. C. Loehnis + . Rear Admiral J. N. Wenger, Chairman
Brig. J. H. Tiltman Mr. V. P. Keay
Col. R. G. Yolland, Army Mr. H. D. Sheldon
M. W, Millward Dr. L. W. Tordella
Mr, A. W. Bonsall Mr. R. F. Packard _
Cir. H. H. Ridler, R.N. Army - Lt. Col. G. C. Long, USA
W/C F. W. Rudson, R.A.F. Navy - Captain B. F. Roeder, USN
. Adlr Force -~ Lt. Col. C. M. Townsend, USA’
Yt. K. B. Monypeny, USN (Secretary)
SUB - COMMITTEES
1. Appendix B.
Col. R. G. Yolland, Army . Mr. R. F. Packard (Chairman)
Cdr. H. H. Ridler, R.N. Dr. L, Shinn
W/C F. Y. Kudson, R.A.F. . Mr. S. P. Ellis
Mr: W. Millward Mr. C. P, Collins
Mr. H. J. Dryden . Colonel K. G, Clow, USA
Major J. B, Pratt, USA
Captain B. F. Roeder, USN
Lt. Colonel C. M. Townsend, USAF
Mr. Gordon Sommers (Secretary)
‘2. Appendix D,
Mr. A. W. Bonsall (Chairman) Captain N. E. Blaisdell, USN
Col. R. G. Yolland, Army LCDR. R. L. J. McKee .
W/C F. W. Hudson, R.A.F, Mr, C. C. Corry
_ Major T. W. Burke, USA
"Mrs., H. E. Baber Major C. D. Pryor, USAF |
: Mr. K. Boardman (Secreta)ry)
3. Appendix H,
' Capt. M. Hodges Colonel A. R. Marcy, USA (Chairman)
Captain G. J. Kirkby, pAcmm
Colonel Wildes, USAF
Lt. Col. R. G. Holton{ Jr. RACEUR
CDR. J. M. Watson, USN
LCDR. R. T. Conley, JJSN (Alternate)
Ceptain Russell Jopes, USA '
Col. G. E. Sampsonz A
Captein F. K. Loone;. , USAF (Secrstary)
4., Appendix N.
: ‘ !
Col, R. G. Yolland, Army Lt. Col. L. Booth, USA (Chairman)
Mr., A. W. Bonseall CDR. M. B. Gillespie, USN
Cdr. H. H. Ridler, R.N. Ma jor McGreer, USAF
W/C F. W. Hudson, R.A.F. Mr, R. Bettey
L Major Q. Jones, USAF (Secretary)
S
EO 1.4.(qQ)
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S. Appendix P(a).

Rowlett (Chairman)

R. E. Apnderson

‘Dr. L. W, Tordella T
. Col R H. Hortonm, USE
Col. G. C. Long, USA
Mr. A. W. Foley (Secretary)

Mr. A. W. Bonszall "y

. F.

?Q??ﬁ

6. Appendix P(b) .

Mr. W. Millward (Chairman) Captain J. R. Demnis, USN
Col./R. G. Yollend, Army Captein B. F. Roeder, USN
Capt/. M. Hodges Captain W. A. Hawkins, SACLANT
Car{ H. H. Ridler Major E. M. McBride, USA

po W/0 F. W, Budson, R.A,F. - Lt. Col. C. M. Townsend, USAF
, Mr. N. M. Murphy (Secretary)

7. Appendix @ (A & B).

Mr. A, W. Bonsall Mr. 0. R. Kirby (Chairman QA)
Col. R, G, Yolland, Army Mr. J. P. O'Gara, Jr.
Capt. M. Hodges Captain R, Teylor, USN
W/C F. W. Hudson, R.A.F. Mr., T. A. M1ler
Mr. D. L., G. Crevwe Me. F. Griffin
CMr. W. Millward (B) Mr. B. K. Buffham
Mr, C. R. Forwood (B) Mr. G. M. Robb (Secretary)

" {Chairmanship of Qg remains undecided)

8. Appendix O.

Mr. W. Millward , Mr. P. A, Sims (Cbhairman)

w/C F. W. Budson, R.A.F. Captain R. 0. Minter, USN
It. Col. R. A, Dlckaon, USAF
Lt. Col. L. H. Hutchinson, USAF




Annarars 3

—SESREE— AVSUATTY Y0 AT N

oro53/EX /1) Final
001

2 darch 3953

SUGu1STED THSTRICTIONS FOR COWDUCT 7F COSITTTER “ORK

~

1. The Executive Committee will designate tie Chalrman and qupualL_on
of sach Comuittee and allocate its taslc.

2. Comnittec Chairmen are responsibdle for arranging vwith the Conference
Secretary for the reservation ¢f Comeittee rooms.

3. The Seecretariat is prepared to render all typing and duplicating service.
A limited amount of stenographic service is available.

4+ Tlorking committees vill not be required to submit minutes.of their
meetings. However, a progress report will be reguired from all working coimittees
on Thursday 5 sarch 1953. This report will include:
a. Statemertt of ditens considered.
b. Statement of any items completed.
ce. Questlions requiring regolution by the Executlve Committee.

d. Instructions required of fxecubive Coimittee

e Additional progress reports will be submitted as directed by
the Executive Committee.

5e f}l parers of wvhatever nature will be dated. 41l cbmmnttee working
papers wlll carry a date only., AllL other papers, excert worklﬂg papers, will
carry a reference number corstituted as follows: -
i. BPC53/ - BRUSA Plmning Conference 1953.
ii. Followed by Commnittee designation as follows:
IX - EBxecutive Committee
B -~ Appendix B Subcommittee
D - Appendix D Subcommittee
etc. 7
iid. 'Followed.by/hnd one of the following:
A - Agenda (serial number of meeting in () }.
M - Minutes (serial rnumber of meeting in () ).
(Minutes will be kegt only of LExecutive and Plenary
Cormittee *szeting
R - Report
(ALl drafts to e numbered serizlly and {inal drafts so
maried. )
iiii. Directly under thie line continuing the above data will be a

serial number indicatinz the conference serial number of the
paper.
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Exaﬁples:
BRPC 53/EX/i (2) lst Draft - lst draft of the ninutes of the
251 2nd wecting of the Executive
Commltteo.
BFC 53/D/R Tinal Final report of D Committes.
132

Working Committee reports after approval by the Executlve Committee will,
in addition to other referenhce, bear the words "Final Conference Faper.'

6. Agreéd paperé which are ap’ropriate for irclusion as appendices,
annexures, or ahibits to the BRUS! kgreement will be prepared accordingly.
All drafts are to be numbered and dqted. "nal drafts will be so marked.

7. Committes reports ang other papers which are to be considered by the
Executive Committee will be submitted promptly to the Conference Secretary.

8. The Conference Secretary will deliver immediately to the members of
the Executive Comrittee and Workinz Committee papers designated by the Working
Committee Chairman as for considerat*on of the Executive Committee and will
not ify the Committee Chairman corcerned.xﬁnn\the papers are ready for consideratl o
by the Executive Commlttee.

9. Hhen these papers are being considered by the Executive Comnittes, the
Worklng Chairman and senlor menber 'of the Commit tee from the other delegation
will be present. The Uonference Secretary will be responsible.for notifying the
Chal rman and others concerned of the time at which they are to_appear before
the Executive Conamittee.

10. The minutes of the Bxechitive Committee meetings will be taken and
distributed promptly to members and Workirg Committee Chairman.

11. The Conference Secretary will be responsible for notifying promptly

Working Committee Chalrman of any Executive Committes decision or instruction
affecting their committees.

e
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U.K./U.S. BRUSA Planning Conference, 1953
Minutes of the second meeting of the Executive Committee
held at 1430 hours, 6 March 1953
Present

Chairmant RADM. J. N. Wenger

U.K. Representatives U. S. Representatives
Cdr. C. Loshnis - Mr. R. F, Packard
Brig. J. H. Tiltman, S.B.L.O. Mr. C. P. Collins (alternate)
Col. R. G. Yolland, Army Mr. V. P. Keay
Mr. W. Millward : Capt. B. F. Roeder, USV
Mr. A. W. Bonsall Dr. L. W. Tordella
 Capt. M. Hodges ' Lt. Coles G, C. Long, USA
Cdr. H, H, Ridler, R.N. Lt. Col. C. M, Townsend, USAF
W/C Fl W. Hudson’ RQA-.FO
" Mr. H. J. C, Dryden Lt. K. B. Monypeny, Jr.
(Secretary) ( Secretar;'rg
Observers

Mr. O, R, Kirby

Col. U. W. Wildes, USAF
Lt. Cdr. R. !. Conley
Mr. A. W. Small

1. Considerati on of Minutes of Opening Plenary Session

The third paragraph of the minutes of the opening Plenary Sesgion was
corrected to read, "General Canine invited Commander Loehnis to agsume

chairmanship of the Conference." Ths minutes were then approvad corrected.’
. : /

2, Consideration of Minutes of the First Executive Committee Méeting

The second draft of the minutes of the first Executive Coméittee meeting
was approved as written, _

. 3. Consideration of Report by Appendix B Subcommittee

’ ) !
The Committee took note of the first progress report of Appendix B sub-
committes, and after detailed discussion of the Inclosure, referred back to
the subcommittee for reconsideration for the proposed revision of Appendix B.
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4. Consideratio of Report by Appendix Q Subcommitbee

The Committes took note of the first progress report of Appendix Q sub-
committes, Minor revisions were made and the report approved as corrgcted{

' lhe Committee further approved the Inclosure to the repo;t, "Exhibit l{
Operatimal and Logistical Requirements for Wartime Augmentation of GCHQ", Hlth'
one mipor correction, : )

5., .Consideration of Report by Appendix H Sybcommittes j
The Committee took note“of the report by the. Appendix o subcqmmittee. N
T 6. Schedule of Subcoﬁﬁittq_ Meetings

Mr. Packard reported that the Appendix B subcommittee would complete
congideration of Appendix B, not including Annexures, by 9§ March 1953.
He edded that the subconmittee proposed next to comsider Annexure B2,
which mlght possibly be completed by March 10, and st that date turn
toward congideration of Anmexure B). He also proposed that the aub-
committee [first consider {the general principles of Anpexure Bl so that
nt was reached, members of his subcommittee not required
ing of the Aovexure might be released for comsideration of
of the Conference Agenda.

Both these proposala were accepted.

. Kirby reported that Appendix Q subcommittee had completed
workdgé Ttems 6(a) and 6(v) (excluding Dissemination) of the Conference
Agen He proposed that the subcommittee continue ecnslderation of
Itemd 6c, 4, e, on March 9, and added that consideration of these items
should ve campleted on Mareh 10.

The Committee accepted this proposal. It was further agreed that
¢h 11 would be set as a terget dete for lnitieting discussion on
D% semingticn.

7.. Date of Third Meeting of the Executive Committee

The Chelrman propofed that the third meeting of the Executive
Comnittee be held on Tuesday, 10 March 1953, at 1500 howrs.

- It was agreed.

/s/ H. J. €., Dryden

H. J. C. Dryden
UK Secretary

/s/ K. B. lLionypeny, Jr.
K. B. Monypeny, Jr.
US Secretary
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U.X./U.S. BRUSA Planning Conference, 1953

Minutea of the third meeting of the Executive Cormittee held at
1500 hours, 10 March 1953

Present

'-Chairman; RAIM. J. N.>Wenger

U.K. Representatives. . U.S. Representativea

Cdr. C. Loehnis Mr. V. P. Keay

Brig. J. B. Tiltman, S. B. L.O. Mr. C. P. Collips (alternate)

Col. R. C. Yolland, Army Dr. L. W. Tordella

Mr. W. Millward : Mr. R, F. Packard

Mr. A. W.. Bongall _ Lt. Col. G. C. Long, USA

Cdr. H. H. Ridler, R.N. Capt. B. F. Roeder, USKN

W/C F. W.. Hudson, R.A.F, . Lt. Col. C. M. Townsend, USAF -

Mc. H. J. C. Dryden (Secretary) Lt. K. B. Monypeny, USN (Secretary)
Obeservers

Capt. I: Dodges

Mr. 0. R. Kirby

Mr. A, W. Small

Mr. F. B. Rowlett

Major ‘D. M. Grosjean, WAC
Lt. Cdr. R. T. Conley

1. Considerastion of Minutes of Second Meeting of Executive Committee

The minutes of the.aecond meeting of the Executlve Committee were
approved as written.

2: Rearrangemenf of Agendas j
The Chairman suggested that since certain items on the agenda might

entall more discussion than others, the agenda be rearranged so as to
dispose of less controversial items first.

_ It was 80 agreed.

3. Oral Report of Chalrman Subcommittee Py

Mr. Rowlett, Chairman of subcommittee Py delivered an oral
report to the Commlttee. | |

| He added thet &
 fipal report would be made at the next meeting of the Executive Committee.

The Cormittee took note of Mr. Rowlett's report.

L. Consideration of Progress Report of Appendix H Subcommittee

The Chalrman suggested that the Committee briefly review, the
inclogure to the second progress report of Appendix H: subcommittee,
hearing in mind that.modification might be necessary due to conflicts
with Appendix @ Annexures still to be considered. s

RIS

This proposal was accepted. Lo 1.4, i
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The Committee then reviewed Appendix H and referred paragraph 4a(3)
of Appendix H, Annexure Hl back to the subcommittee for clsrificationm.

Minor editorial changes were made in parsgraph 6c,

The Committee then approved Appendix H sublect to wodifications
which might be necessary to bring Appendix H and Appendix @ into consorance.

OGA
EO"1.4. (c)

EO 1:4. (d)

6. Considerstion of Second Repoﬁt of Appendix § Subcormittee

I '

The Committee then toox rote of the secund report of Appendix @
pubconmittee and after detailed discussion at vwas ug.eed to refer
paragsaph ou of draft Annexure Qr Vuck to the subcommitiee for the
addition of e footnote. It was further agreed to hold in abeyance
approval of draft Annexures Q1 and Q2 and Exhibits thereto until
minor editoriaml changes were egreed upon. —

7. Conglderation of Second Report of Appendix B Subcommittee

The Cammittee took note of the second weport of Appendix B
subcommittee. Mr. Packard reviewed the incloswre to the report to
indicate changes made by the subccrmitlee to the previous draft.
Minor revigions were directed by the Commiittee snd the following
paragraphs were discussed at some length and referred back to the
sub-comnittee for reconsideration in the light of this dAiscussion:

3{and footnote)
3o ,
33b,z,h

The Committee approved Appeudix B subject o minor editorial
revisions and above varagraphe resubmitled to the subcoymittee,

The Chairman pointed out that a problem existed in that Appendix B
would be discussed with the Canadiens and Lhal cbleining apgreement
among the three Boards would prove cumbersconc.

It was azreed to appoint en ad hoc commiliee corciching of .
Mr-. Dryden and Mr. Packard to present o splution to bl Commniltee of the
above problem.

TOP SECRET —
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8. Futuce écheduling of Subcommittees

It wos agreed that Appendix B Subcommittee would consider
Annexure B2 and BL in that order on 1L March, and that consideration
of Qb would coumence immediately on completion of above, if possible
on 12 March. It was further agreed that Pb subcommitiee could not
meet unlil completion of work of subcommittee Qb.

9. Date of Next Meeting of Executive Committee

The next meeting of the Executive Commitltee was scheduled for
1500 how's, 12 March 1953.

/s/ H. J. C. DRYDEN

Hs J. C. DRYDEN
UK SECRETARY -

/s/- K. 3. NONYPENY, JR.

K. B. MONYPENY, JR.
US SECRETARY

' SECRET
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U.K./U.S. BRUSA Planning Conference, 1953

Minutes of the fourth meeting of the Executive Committee held at
1600 hours, 12 March 1953

Present
Chairman: . RADM. J. K. Wenger

U.X. Representatives U.8. Representatives

Cdr. C. Loehnis Mr. V. P. Keay

Col. R. C. Yolland, Army - B Mr. C. P. Collins (alternate) -
. Me. W. Millwerd : Dr. L. W, Tordella -

Mr. A, W. Bonsall Mr. R. F. Packard

Cept. B. F. Rosder, USN
Lt. Col. G. C. Long, USA

Cdr. B. H. Ridler, R.N. .
¥/C F. W. Budson, R.A.F.

Lt. Col. C. M. Townsend, USAF

Mr. B. J. C. Dryden (Secretary) Lt. 1(. B. Monypeny, USN (Secretar

" Observere

Capt. M., Hodges, R.N.
Mr. F. B. Rowlett

Mr. A, W, Small)

Maj. D. M. Grosjean, WAC

IR

1. Consideration of.Minutes_of Third Meeting of Executive Committee

The third sentence of paragraph 7 wvas cofrected to reed as follows:
"Minor revisions were directed by the Committee and the following
paragraphe were discussed at some length and referred back to the
subcommittee for reconsideration in the light of this discussion."

The mimutes were then approved as corrected.

2. Considei‘at;ion of First Progress Report of Appendix Pr,) Subcommittee

Mr. Rowlett stated that there would be an addition of two sub-
paragraphs, ¢ and 4, to paragraph three. He proceeded to read
the two peragraphs and after discussion by the Committee it was
agreed to defer decision on them until the next meeting of the
Executive Committee in order to enable pll members %o have
gufficient time to study the proposed paragraphs.

The Committee then discussed the report in deteail. Minor
editorial revisions were made’snd,

It was agreed to approve thie report smd Tab A thereto,

\su‘oject to an acceptable rewording of the last aentence of the

propoesed paragraph 3d.
AN
.Cdr. Loehnis stated that he wished to make a reservastion
that as the U.K., team had gone rather beyond the brief given to
it by LSIB there might be some difficulty ip obtaiping e.pproval
by the latter.

AR e porre L sebUNs s P, —-
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3. Con gldcration of Third Prepress Report o{_&gggggiz;ﬁ_ggpgggmi@ﬁg@

In presenting the report of Appendix B Subcommittee,
Mr. Packsrd stated that psragreph 3, whiech had been referred bacle
to the subcommittee for rccounsideration, sald that COMINT includes
foreign conmunicationy passed by wire. He continued by saying !
that in fact there arve certan circumstances and arrangements
wider whieh some foreasn copmunlications passed by vire are nokb,
and will not be bapdled as COMINT, -He stated that the aubconmLtteg
felt that notWLthtan&Tng this lnconalstcncy in the defainition
any cffort Lo expand the delinitiocu or to elaborote on this point
in an Anncxure would be far too detailed and involved to merit
doing. so. Furtheyrmore, he said, these coses are variable and
subject to change end are not similar on the U.8. and U.XK. sides.

Cér. Loehnis suggested thut the defination be accepted wath
each side being aware of variables on each side of the Atlanmi 2 ..
in the way of complele implementation.

It was apreed.

After detailed discussion of peragraph 3b the principles set
forth were apgreed upon and the exact wording to specify "Top Secret
and Secret COMINT only" was left to the discretion of the subcommittee.

Paragraph 33b was accepted as written and minor editorial
_revisions made in paragraph .40.

Paragraph L was referred back to the subcommittee for
redralfting of Lha and to verify that it follows principles set
forth in recent corvespondence between U.S. and U.K. on thg/gubjectx

The Comittee then appreved Appendix B with the exceptions of
paragraphs 33h and 4L, subjecet to minor editorial revisiond
- previously directed. IL was further cgreed that, subject o
reaching a common understanding of the use of USCIB, ISIB, and CRC
throughout the documeul, the U.S. would forward Appendix B, minus
paragraphs 33h and Lh to the Canodians. It was agreéd'that'
M. Packord and Mr. Dryden would be responsible for editorial
changes in the final draf%.

. Report on Progiess of Appendix N Subcoumitlee

1he Chsirman stated thol Lhe Chairman of Appendix N Subcomnitiee
had juformed him.that the subcommitlee was making sabisfoctory
progress end should complete its work within the next two or three days.

9. Consideration of Propress Report of Apvendix Q(5) Subcomnittee

The Committec discusged in detoil the inclosure to the report.

It was agreed thet o new .sub-paragraph b be inserted in
poragraph 6 of Annexure Q! to resd in cffect as follovs: "b. Technical
COMINT support of other COMIUT resovrces as provided under Appendix P."
The present sub-pavasreph L Lo become ¢ and the others relettéred
accordingly. It was agreed to refer the sub-paregranh back to the
Cormlttec for cousideration of the cxact wordivng. '

Tt vas furthcr ogreed thet in Bxhibit 1 to Anre:wie Q)

varvesrash 2 vould be wenwcbevad 6 znd the an,e,u renuiivered
secortingly.

—TOP SECRET
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6. lutwre Scheduling of Subcomuitlee Meetings

It wos apgreed thol Appendix D Subcommiliece conmence worl
before Appendix Pp Subcommittee, Af possible on Monday, March 10
at 0900 provided worll on wy, was completed. Appendix O Subconmittee
would begin at J100. Appendix By, Subcommittee would comence work
at 1115 on TUEHdaY, March 17, deaJlng wvith the SACLUR aspects flrut

It was further agreed that the next meetlng of the Executive
" Committee be held at 0900, Tuesday, March 17, and the following meeting

on Thursday afternoon.
There was no further business.

The mecting adjourned at 1745.

/e/ H. J.C. DRYDEN |
H.3.C. DRYDEN :
U.K. SECRETARY

/s/ X. B. LONYPENY, JR.
K. B. MONYFENY, JR.
U.S. SECRETARY -

t
Lol
]
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U.K./U.S. BRUSA Plenning Conference, 1953

Minutes of the fifth meeting of the Executive Committee held
et 0500 hours, 17 March 1953

Present

Chairman: RADM. J. N, Wenger

U.X. Representatives ‘ U.S. Representetives

Cdr. C. Loehnis ' Mr. 8. P. Ellis (alternate)

Brig. J. H. Tiltman - Mr. C. P. Collins (alternate)

Col. R. C. Yolland, Army Dr. L. ¥W. Tordella

Mr. W. Millward . Mr. R. F. Packard

Mr. A. W. Bonsall . Capt. B. F. Roeder, USN

Cdr. H. H. Ridler, R.N. Lt. Col. G. C. Long, USA

W/C F. W. Hudson, R.A.F. Lt. Col. C. M. Townsend, USAF

Mr. H. J. €. Dryden (Secretary) Maj. D. M. Grosjean, WAC {Secretary)
Jbgervers

Capt. M. Hodgea

Lt. Col. L. Booth, USA
Maj. O. Jones, USAF
Mr. A. W. Small

1. Consideration of Minutes of Fourth Meeting of Executlve Committee

The minutes of the fourth meeting of the Executive Camities were
epproved as written.

2. Conslderation of Repoft of Subcommittee Fy

The Chairman, in discussion with Cdr. Loehnis, egreed that
cansideraetion of the report of Subcommilttee Pa, ag directed in the minutes
of the fourth meeting, would be postponed until the next Executive
Committee meeting.

3. Consideration of Fourth Progress Report of Appendix B Subcommnlttee

Mr. Packard reviewed the fourth report (third redraft) of proposed
revision to Appendix B (basic paper).

The Cormittee then discuased the report in detail. Minor revisions
were made and it was agreed to mpprove this report, with the exceptfon: of
paragraph 33h, which would be considered at the next meeting.

The firet report (first redraft) of Appendix B, Annexure B2 wasg
presented by the Bubecenmittee 06 the Executive Conmittee. This report
wee discusesed in detall and referred back to the subcommittee for
reconsideration, as Cdr. Loehnis stated his delegates were not entirely
happy with the provisions of the proposed draft.

k. Consideration of Progress Report of Subcommlttee H

The Committee took note of the fourth report of Appendix EH
Subcomulttee.

It was agreed that this report, Appendix H, and Annexure Hj would be

- _
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accepted ag written. !

~

e

5. Consideration of First Progress Report of Appendix N Subcommittes

The Commilttee took note of the first report of Appendix N Sub-
cormittee, reviewing in detell the proposed draft of Appendix N,
Annexure; N1, Amnexure N2, and Exhibit 1 to Annexure N1. After detalled
discussion thie report wes referred back to the subcormittee for
reconsideration, the new draft to be presented at the next meeting
of the Executive Committee. )

6. Consideration of Progrese Report of Subcommittees @

The Committee took note of the fourth report of Subcommittee Q4 for
Appendix §. It was agreed to accept the new paragraph.éb to Annexure @1,
and the renumbering of peregraphs in Exhibit 1 to Annexure QL, as
submitted.

The report of Committee Qb on arrangements for disseminating the
CCE end-product was noted. It was agreed to accept the report, with minor
revigions, for inclusion in the final draft of Annexure Ql, as
prepared by Subcammittee Qa.

It was noted that with the acceptance and approval of the above
reports of Subcormittees Q, and Qp, the following pepers were accepted
as approved:

Annexure Q1
Exhibit 1 to Annexure Gl
Annexure Q2
Exhibit 1 to Annexure Q2

7. Consideration of Progress Report of Subccmmittee ¢ (USGRO).

The Committee took note of Report of Committee Qp on informal
- digcussions of the Esteblishment of s U.S. Screening Group at GCHQ in
{ Peacetime, After recommended minor revislons hed been directed, it
wag agreed to accept this report.

8. Tha Chairman stated that the Flenary Sessilon of the 1953 CAN/UK/US
Tripartite Conference would be held in the Lounge Rocm, Naval '
Security Station at 1000 hours, 20 Merch 1653. Immediately following
the Plenary Sessgion, the firat Executive Cammittee Meeting of the
Tripertite Caonference would be held.

9, The Chairmen reviewed the progress of work of the various subcommittees,
end stated thet reports fram the following would be considered at the
next meeting. .

Appendix B Subccmmittee
Appendix D Subcommittee
Appendix N Subcommittee
Appendix O Subcommittee
Appendix P, Subcommittee
Appendix Pp Subcormittee
Appendix Qg Subccamittee
Appendix Qp Subccmuittee
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b, ., The next meeting of the E.‘xecu'tive ‘Canmitiee was scheduled fbr
1500 hours, 19 March 1953.

ll The meeting edjourned at 1230 hours.-

/e/ H. J. C. DRYDEN l

H. J. C. DRYDEN
U.X. SECHETARY

/s/ D. }i. GROSJEAN

D. M. GROSJEAN -
U.S. BECRETARY
ETARY

|
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, U.K./U-S. BRUSA Planning Conference, 1953
Minutes of the Sixth Meeting of the Executive Committee hell ot

%

, at 1500 hours; 19 March 1953 g

Present

Chairman: RADM. J. N, Venger

U.K. Representatives U.S. Representatives
Cdr. C. Loehnis Mr. V. P. Keay
Cols R. C. Yolland, Amy Mr. C. P. Collins
Mr. W. Millward Dr. L. W. Tordella
Mr. A. W. Bonsall Mr. R. F. Packard
Cdr. H. H. Ridler, RN Capt. B. F. Roeder, USN
W/Cdr. F. W. Hudson, RAF Lt. Col. G. C. Long, USA
Lt. Gol. C. M. Townsend, USAF
Mr. H. J. C. Dryden (Secretary) Maj. D. M. Grosjean, WAC (Secretary)
Observers

Capt. M. Bodges

Capt. N. E. Blaisdell, USN
- Lt. Cols L. Booth, USA

Ml"b A. w'- Small

Mr. F_o Bc ROWlett

Mr. F. A. Sims

1. Consideration of Minutes of Fifth Meetiné of Executive Gommittes

The minutes of the fifth meeting of the Bxecutive Committes were
approved a$ written.

2. Consideration of Fifth (Final) Progress Report of Appendix B
Subcemmittee

The Commlittee approved the deletion of paragraph 35h from the
redrafted Appendix B and accepted the proposed revision of paragrapn 18,
The Subcommittee Chaiyman indicated the alteratioms which had been made
by his edltorial team since the previous meeting of the Execultive Committee
and these were agreed with the exception of paragraph-40b which was
roferred back for clarification. It was agrsed that the substamnce of
paragraph 2 of Appendix D (029) concerning Security Grading of information

~ relating to D/F, would be includad in Category I of Annexure Bl. The

i Apart from vhe three points
mentioned above, and subject to final editorial review, the Commitiees
approved the draft Appendix B,

In discussion of the draft Annexures Bl and B2 (035) various
alterations were agreed in principle by the Committee and some detailed
amendments were accepted. Mr. Packard and Mr. Dryden were instructed
to redraft a1d edit both Annexures as necessary, to obtain the concurrence
of other members of Subcommittee B as reguired and to submit bthe revised
versions to the Chairman as soon as possible. *he head of ths U.K.
del.egation expressed doubts whether Anneyure B2 in its present form was
suitable for inclusion in the BRUSA Appendices and although no decision
vas taken thig view forn support (n hoth sides.

~1-
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After discussion, during whicH pas
substituted for [ throughout the report and other
editorial changes were nade, it was agreed that the report (029) should .
be accepted as a Conference Paper and included in suitably edited form in
the flnal report of the Executive Committes. It was further agresd that
the substance of paragraph 2 of tlie report (029) conceming Security
Grading of Anfomation relabing to D/T should be embodied in Annexure Bl.

5{5 Uonsideration of Second Frogress Report of Appendix N Subcommittee

;

; After discussion, during which "the cognizant British authoyity“
was substituted for "his British counterpart" in paragraph 13(b/ of the
draft Appendix N, the draft Appendix, together. with Annexures N1 and N2
and Exhibit 1 to the first Annexurs 6032 s Wwere approved.

7. Consideration of First and Second Progress Reports of Appendix P,
Subcommittee B \ N\

After discussion, during which it was notea that it was lefg\kp
SACEUR and SACLANT to organize the exchange of COMINT between themselves
and their respective Subordinate Commznds, it was agreed that:

(a) all the inclosures to the report requirasd further discussion, .

\

(b) SAC/E/R/7 should be embodied in the BRUSA Appendices as

CUA

PR, LR ' Annexure P2 and SAC/E/R/5 should remain as an inforral
EO 1.4. (3] ; © agreement similar to LSTB 333/52. !

-2~

r
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8. OConsideration of Fifth Progress Report of Appendix Q and Qk
Subcommlttee

———, e s e bt

After discussion, during which a proposed revigion of page 4
of the draft Annexure Q1 was accepted (subject to the ingertion of
"Among other duties" at the beginning of the second sentence of
paragraph 7b., the deletion of "and the lladson officers. referred to in
paragraph 8a below,", and the amendment of part of the second gentence |
.of paragraph 8a to read "the U.S. intelligence lialson officers at the |
CCE will receive"), the draft Annexures QL and Q2 and Exhlblt 1 to each.
(028) were approved. |

9.'.°onsideration,of Additional Work for Final Report of Executive Committee

It was agreed that the draft Appendicec, Annexures and Exhibits and:
the reports accepted as Conference Papers should be edited in final form
and that the Chaimman and the head of the U.K. Delegation would '
prepare a covering report. , 1

| !
|

10« Concluding Remarks _ '
, , i t

The Chairman thanked the U.K. Delegation and the U.S. members of the
Committee for the work they had put into achieving such very satisfactory
results, and Commander Loehnis expressed his delegation's thanks for : -
the help and cooperatlion they had received from thelr U.S. colleagues A
in all fields. - ! E

i

¥

11, The meeting adjourned at 1825 hours.

3

/s/ H.3.C. DRYDEN
H.J.C. DRYDEN
U.K. SECRETARY

/s/ D. M. GROSJEAN
D. M GROSJEAN
U.S. SECRETARY
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19 Mareh 1953

Report of Committee Qn on informal dissussionp of the Establishment

of a ULS. Bexeeping Group at GCHY in Peacetdime

: S o B
1. On 13 March 1953 Commitiee @ discuseed informally the proposal
- ' : P
for establishment of a US‘Screening Group at GCHQ cdntained‘iu coordinhtOr
'
Auscm Memorandum UC 4000378 to D)Lrector GCHQ dated 29 September 1952.

2. It vas noted by the U S. membera that tha proposal to set up a
U.S8. Screening Group at GCHQ had been accepted in principles, by the LSIB-

"It was noted:

a) that the need for the Group was only likely to arise after the
move of GCHE to Cheltenham
) that the persomnel figure of 15 quoted in UC #000378 was a
t would probably not be necéés&ry to build up to this figure ’
and persoﬁnel #ould be allocated to the Group only as need arose;
that the prdblem_oflsﬁace anq commnications fatilities wouid be
coneidkred when a conéreté-proposal vas made to activate or gxtend_tbe-
Orouy; although GCHQ would do all possible to provide the necessary gpace
.. and facilitiés, thie might prove & limiting factor at least until the ‘
codstruction of bulldings to hoﬁse GCHR at Cheltenbam was Complete-
3. It was further agreed that e;l‘though th—e main task of the Groul‘)‘

s dissemiration of GCHQ end product to U.5. reclplents, 1t might be

© /deairable in selected cases for the eppropriate member of the U.8. Screening

Group to participate in an inforuﬂl and advisory capacity in the disseminat on .

of GCHQ end product to allied recipients (1.e., NATO Ccmmands) This would

© normally apply to cases where GCHQ had been augmented under the proﬁisionr by
Appeﬁdix Q, Aunexure Ql,.but could alao apﬁly where no augmentation'hqd takey.,

' place. The bringing into force of this arrangement would be subject to |

specific mutuwal sgreement 1n each cdse.
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I |
A;; In the event that one or morec of the U.S.'intelligenée agenclez ™™
desire to disseminate from GCHY direct to U.S. rocipients by cleetriecal
means, it was a_reed that such an srrangement vould be generally

satisfactory to GCHQ,andvevefy eonrt would be made to provide the

necessﬁry facillties and COmMUnigations..

5. & draft Charter for the U.S. Séreenihg Group is appended as Tab A,

/s/ B. F. ROEDER

3. I'. ROLDER
Captaln, USN

3]
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U.S. SCREENING GROUP AT GCHQ

1. A USCIB Screening Group (USGRO) is hereby established as part
of the SUSLO Unit at GCHQ. '

2. The purpose of USGRO is to provide means for the selection of
GCHQ~produced COMINT items of the high priority interest to member organ-
" izations of USCIB. for rapid transmission to appropriate SSO's and to
NSA. .

3. Each mepiber organization of USCIB is inv1ted to propose to the
USCIB Coordinator nemes of individuals to sit on USGRO. Each of these
individuals should have a thorough knowledge of the intelligence require-
ments of his parent organization and of its U.5. Recipients in the
Buropean area. The number of representetives appolnted by each organ-
ization should be limited to the minimum number needed to fulfill re-
guirements.

L, (a) USGRO is an integral pert of the BUSLO Staff, and all
members of USGRO are under the control and direction of
SUSLO. VUSGRO will be under the immediate supervision of
the Z Department Liaison Officer on SUSLO's Steff, who,
for this purpose, is designated Officer-in-Charge, USGRO.

(v) The individual members of USGRO will assist the susm in
his selection.for their respective parent organizations of
approprlate GCHQ-produced COMINT items for rapid transmis-
sion to appropriate SSO's in the London area and to NSA, |
NSA will insure prompt dissemination of all such items it

‘receives to all USCIB Member Organizations in the United
States.

(c) Tne USGRO will be responsive to requests for "spot" intelli-
gence requests from the 850's and from NSA. ‘Requests for
information from their parent organizations in the United
States will be channelled through NSA.

(@) - Access to GCHQ working spaces will be as defined by the Di-
rector, GCHQ.

5. (2) Communications facilities will be provided at GCHQ to the
gervice S580's in the London area, namely:

Army SSO
Navy SSO
Aiy Force SSO

(b) Communications facilities elready in existence between GCHQ
and NSA will be used for the transmission of items selected

for NSA and for consumers in the U.S.
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15 March 1953

(c) Unless other ar1¢naementa are mode, items selected for U.8.
- Army, Stete Department, CIA, and FBI Recipients in the Euro-
.pean area’ will be tranumltted to the Army 880. Items select-
ed for U.5. Novy Recipients In the Buropean area will be
transmitted to the Navy B80. Itemg:.selected for U.S8., Air
‘Force Recipients in the European area will be transmitted

to the Air Force SS0.

(d) It will vbe the responsibility of the Officer-in-Charge,
USGRO to insure the prompt dispatch of all items selected

for electrical transmlssion
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OVANGENEHLS POR WOHANGE AND DTSS HATTION WTIT SACLAHT!S COMTAND

OF COVTHIT DEYOWD TS SSOPE CF TRIRD PARTY § OLLABORATTIQN '

i Sy

1. This paper considcrs the Coﬁmunications Intelligence produéed
by comb.ined UK/US/Carr.\di.-;n collaboration. This does not include Y g‘fodnced'
in SAGLANT's Command, instructions for the production and handling oé which .-
are contained elsewhege. . | = - d
2. It will be nécessary‘to make arrangeﬁents for the.following:ﬁ
(a) To supply COMIﬂT to SACLANT and to certain of his sub- |
ordinate commands; |
(b) To arrange interchange of appropriaté CCMINT between designated
éACIANT Commands and between those commands and eppropriate authorities .outside ﬁw?
SACLANT's Command. | | ' g
(c) To make intelligence reflecting COMINT available for general

operational use within SACLANT's Command.

3. In developing these arrangements the following factors either
govern or affect the procedures which can be adopted: - -

(a) Security aspectél COMINT is controlledby arranfements be-
tween US, UK and Canada. Under the terms of these arrangements SACLANT cannot
be authofized to make ad hoc arrangements for COMINT,wiﬁhin his Command nor
to provide COMINT to nationals other than those of US, UK or Canada.
| The number of Headquarters dealing with COMINT must be limited by
tri—partite-agreement and the nuhber of individuals within each Headquarters,
authorized by national authorities to handle COMINT, must also be strictly

- Iimited. | |
¥Within SACLANT Headquérters the Intelligenice Division is relatiVeiy
Smallland is Integrated; that is, Intellipgence Officers of other NATO nations
aré full workinz members of the Division. On no account can they be per-
mitted to handle COMINT maberial.
Bxisting arrangewents require that COINT be passed only by Special .

Secure Cryptographic Channels exclusively for this use.

S : : -1~ ~



PORSECRET-CAYOE-

, NI e SeC/L /RS
ORGP OT — SEOURTTY THIORIATTON Nevizzd 19 MHzrch 1953

(b) “imeliness of Informatica: CONIHY may contain information

on eremy air and surface novements or enemy plans 2nd intentionse It must
be dolivered wijhout delay to one or more operational commmders teo allow

! o
appropriate action to be initiated in time.

\ergraghz: COWTHT relevant to SACLAIT's Command is produced
in t hree locations, widéiy.separated, - that is,'in London, Ottéwa, and
Ylashingtons '

| The majof opératialal conmanders ﬁndéf SACLAIT afs-separated by
large distandes, though thelr areas of operatiané. responsibility. are
pontiguous; | . . .
Operational Intelligence Centers (OICs)'will be-oéerated in USA,
banada;land UK,“eagh primafilylfed by its own national COMINf source tut in-
%irectly reéeivinélthe broduéts of all thfée.
. IOn the other hand,_SACLAﬁT and CTNCWESTLANT'S Headquartgrs are
édjacent in Norfoik, Va. CINCE&STLANT and CIMCAiREA@TLANT will be co-located
in UK:mhen tuildings are completed and éOfCANLANT and COHATRCANLANT ére
co-located in Halifax, Hova Scotia.

4e In ordor to discharge their operational responsibilities

- CINGWESTLANT, CONCAWLAHT/COMATRCAHLANT, and CINCEASTLANT/CTCAIREASTLANT will .

each have ‘to maintain an OIC in vhich all available COMINT end products are

fully probeséed. Since such an OIC must function on a 2f4~hour basis the

number of indoctrinated officers must be considerable. Should SACLANT desire

to process fully COMIIT material at hisxoﬁn rieadquarters, it would be necessary -

to increase his intelligence staff substantially by U.S.,'U.K., or Ganadian
officers. The presence oflsuchla group withinISACLAHT's IntelligénceISﬁaff,
a group from which other MATO officers must Be excluded, would bhe embarraSSiné
and constitute a security hazard. Moreover, in Norfolk such a group ﬁopid at
_the present time duplicate work being necessarily performed by SINCWESTIANT.

It is therecfore considered that for reasons of security and .conservation
ol highly specialized officers, SACLAYT should delegate to CIUCWESTLAYT the
résﬁonsibility for supplyinz him ﬁith processed SN T to meet his reguirements
at Yorfolk., He could sinﬁlariy desiznate the'respoﬁsibility zither Yo
CTHSEASTLANT or CCLUANILANT if he woves Wis Headquarters.

-

4
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5+ The movement aof COMINT to and among the OIO's will them follcw

bhe below pattem: )
(a) Into the OICs The jiatn flow of COMINT end products will ...

" be into CINCHESTIANT OIC, in Norfolk, primarily from Washingtonj into
| comdmmr-rr/con-macmi,m 0Ig, inl Ha-lifax, primerily from Ottawaj irbo
cmcmsmmm/crvcamsmm o1cC, in the UK primarily from London,
: . : Bet.ween t,he three produ 1ng agenclea ‘chere 18 interchange
o.t‘ Taw ,material technical data and. end produc‘ts which augment the |

productim of the na’oional agemy supporﬁing each OIC. T

[
)

_ .T.nto th g0 same OICsiwill be fed "Y" e \‘ ' :
(b) ‘Betwe the 01Cs" there wi.ll be exohange of Qpeoiauy

important individual COMINT item, and oi‘ eL appreoiationm and discussime

of plots based themon. This channel will permit a oonstan’a comparison of

[y

- / plots to resolve differencaa in interpretaticm of posi*bion o.f.‘ units at sea

| 'particularl-y in'the vicini;ty- of chop l'inea. Such exchan,ge bLatwaen 0ICs

' w111 normally be repeatg; to appopriate Nat onal Service Intélligenoe Staffs
(e.g. Admiralty, NSFIQ, Navy' Dept) i‘or general ini‘ormabion 0 interpretation
and 1nvestigation by techmcians if required. A secure crypt graphic
channel for. comb:.ned usea will ba needed for this as well as am agreed '

{
operating procedure. ' v

(c) Out of OIC's. Two categories of ihtel'iigerice will be
disaeminated by OIC'st S , N i |
. , ' \ !

(i) The first will be at COMINT level and will be eent. only

"will be ser‘ved by ;c,he app}'opri‘ateOIC throu ~GO}.DJ;IT~-
channels. . S _ | |

._ (31) ‘The second cat;,eéory will be at n'on—f)OHINT lovel
| be sent to all commanders concerned thmugh non-GO;

channels normal‘ly in the form’ of intelliaence summarie .

’ -'_ -3— -' .
'Fonl;7BlACl35\l %KET CM—



. Ao A -
, 5.8 755
TOP Srontsd~o4ion = SECTULTY THFORIATTON Rovised 12 hrch 1953

| ‘ '
COITNY may be uscd ag hackground in the selection and
/

formulation of these summaries, but items of informa‘bio,ﬁ‘
' I

derived solely frem COMIHT st be rlgorously excluded )
. {

{
: | ‘P
that nothing in the swmmaries as issued could be tracdd -

from them and in addition care mist be taken to ensure
back to COMINT im géneral.

(i11) These arrangements will apply in peacetime. Any (
modification to meet emergency or wartime conditlams i
will ‘be i1 accordance with the policy of U«8.C.I.Bay

L..8.I,B. and Canadian COMINT Authioritiess |
1

6. Responsibility for maintaining COMINT security. -
: _ : * | l
(a) Should 1’.'113 be necessary to take action in the light of GCOMINT
made avléilable undsr para 5 {c¢) (1) above, tre utmost care
. :

gt bgl talken by commanders responslble for issulng :

j : L
operatimal orders to ensure that neither the enemy, nor

[

i |
Allied Third Farty nationals and wnindoctrinated U.K., U.8¢

' '
! ) : ‘ I
or Canadian nationals involved, become.aware of the oA
! R '

3

exisi‘;ence of the COMINT information. ‘ o

. (b) In the case of the imtelligence sumaries disseminated
as in para 5 (c¢) -(1'.1) abova, 1t 1g the responsibllity of
0IC!'s to enaure that th-e prinelples stated are foilow-red
in thelr preparation. Commanders will then be at _
1iberty to use them In any way that their cl_asaifioatio:n
{ SECRET or TOP SECRET} allows

7. Responsibility for Maintaining COVINT Securi ty

(a) Should 1t be necessary to take action in the light of CCNINT

riade avallable gnder' paragraph 5 (c¢) (1) above, the utmost

- care mst be taken by commanders responsible for lasuing

N

" operationsl orders to ensure that nelther the enatﬁy, nor . ~

Allied Third Party nationals and unindoctrinated UK, US, or
Canadian natlonals iﬁvolved, becowe aware of the existence of
the COMINT informabion’

a
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(b) 1In the case of the intelligence sumaries disseminated a8’
in paragraph 5 () (2) above, it 15 the responsibility of OICs to ensure
that the principles stated are followea in their preparations. Commanﬂere
will then be at liberty to use them in auy way that their clagsifications
(SECREI‘ or TOP SECRET) allows.

8l Deaigmtion of COMINT Recipients. SACLANT should recommend to the

apprcpriate National Authority those US, UK, and Canadian Commanders t0 whom

: h‘ considers COMINT should be & {lable. In accordance with parsgraph 3 (a),

he} showld not recommend any Thf%a Party National as the recipient of COMINT.

The Netional COMINT authox ities rlone heve the Jurisdietion to authorize
<

.in vidual officers as COHINT'récipiente. It is recommended that in each
nd authorized to receive COMINT, the Staff Officers nominated to. handle
COMI ehould occupy the seme'named poaitions, viz, Chief of Staff and the
Senioy Statf Officers responslbld for Operations, Intelligence, Plang and

cationa. g ii g
ers 1a a requirement forieech OIC to know all holdere ‘of their special
COMINT |cryptographic channel. | ‘

9.: pommunications Reguiredenta.:-From conslderation of the above the

following communications eregrequired in war:

(ai Rapiq, secure%difect communication between each OIC Bed ita
primary source of COMINT. ' A

(v) A secure means of mitual exchange between each o1c, itel
primery source of COMIN&, and 1ts National Service Ietelligence Staff,'

(¢) Very rapid commnications between.fhe 0ICs.

(d) A secure means of exchange of pcrtinent moterial between
producing agencieq in UK us and Canada Theee facilitiee are aeeumed to

" exist, L
(e) A snecial COMINT cryptogrephie channel between OICe and from
' 0ICs to indoctrinated cammandera.

(f) Secure non-COMINT cryptograpbic channel from OICs for comveylng
operationsl {ntelligence reports end orders to units in their aress. These
facilities are sasumed to exist. _

(g) Secure meana of mutual exchange between SACLANT (end suborddi -

nate commanda) snd SACEUR (and subordinate commands).

Form 7810135
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Tmmedlate Reqﬁirements

(a) The necessax-"y commtmica.‘t_ion circuits and cryptograpl‘iic
chabnels should be provided ae s00n as possible on a scale
commensurate with peacetime requirements in order to ensure

the requisite degree of readiness for amérgency

(b) To provide, however, machinery for' necessary ‘dissemination

in the SACLANT command now, the ECM Uill be adopted mutually
ag the'ccmbined cryptographic machine.
(¢) 50 as to allow exchangé Dbetween SACLANT (and subordinate

comna.nds) end BACEUR (and subordina.te comma.nd.s ] at a.ppropriate

‘_levels, common ECM crypto—ehaﬂnels will,be employed by ﬁf$

' SACLANT and SACEUR and designated aubordinate commands.

(d) The most expeditious communications channels will be
empléyed in each case, but exclﬁsive chinnels will‘bé used wherever
-sucb can be mede avallable. ‘ _ . | _
(e) EQM crypto-channels will accordingly be made available
as followﬁz-- | |
NHQ Ottawa
COMCANLANT
CRNRC .

Admiralty . S

e -

CINCEASTLANT
ONI
) CINCWESTLANT

COMSTRIK/FLT (Com, U.S. SECOND FLT)

_>.-(f). EM 1is hlready used by GCHQ.

"(g) SACLANT will later nominate edditional holders in his

éommand.

TOP-SEECRET CANOE—
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12th December, 1952.
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ARRANGEMENTS FOR COMINT DISSEMINATION TO AND WITHIN

SHAPE .AND' IT3 SUB-COMMANDS

I RESPONSIBILITY FOR DISSEMINATION

1. The Office of the Assistant Chief of Staff, G-2, Department of the
Army and G.C.H.Q. will serve as executive agents for U.S5.C,I.B., and L.S.I.B.
respectively for service of Comint to S.H.A.P.E. and its Sub-Commands.

2. In order to provide for close co- brdlnation in the dissemination

of U.8, and U.K., Comint to S.H.A.P.E. and its Sub-Cowmands, G-2, D/A will
establish liaisgon at G.C.H.Q.

II PRINCIPLES OF DISSEMINATION

3. a) Rear to Front : .

(1) Security arrangements satisfactory to USCIB or LSIB rust be
made for handling COMINT material in all relevant headquarters
under S.H.A.P.E., particularly in those where the intellipance
gtaffs include other than U.S. - U.K., nationals. Subject to this
understanding, the principle of direct simultenecus dissemination
of Comint to 3.H.A.P.E. and its Sub-Commands in war-time ig agreed.
It 18 also agreed that it is essential to achieve in peace-time
the methods which will be required in war. Inltially in peace,
however, not all of S,H.A.P,E.,'s Sub- Commands are in a state
of readiness to receive a direct service. Therefore, initially,
only critical iteme will be disseminated directly to Sub-
Commands, the remainder being disseminated to them by S.H.A.P.E.,
which will inform G-2 and G.C.H.Q. what material is so dissem-
inated. When and as determined by S.H.A,P.E. for each Sub-
Command, routine direct dissemination from executive agents
to 5.H.A.P.E. Sub-Commands will be initiated. S.H.A.P.E. will
in all cases receive copieg of all Comint disseminated directly
to its Sub-Commands.

(11) When direct dissemination to Sub-Commands begins, S.H.A,D.E,
- will establish the requirements of its Sub-Commands.

(111) Within the foregoing limits, U.S. and U.K. produced Comint
\\\ - wilk be disseminated directly by the respective executive
~ egents to 5.H.A,P,E, and its Sub-Comminds by the most exped-
“itious means available to elther party. The executive agents
will exchange all Comint disseminated by them to S.H.A.P.E.
and its Sub-Commands by the most expeditious means available.

/b)} Front to Reer

=
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b) Front to Rear

(1) As 2 principle, front to rear disseminetion mormally should f
parallel Command channels, with exception being made for items
of a critical nature. S.H.A,P.E. will determine which of
exigting Comint comminication channels shall be employed until
facilities for dissemination in parallel with Command charnnels
are provided.

(i1) S.A,A.P.E, willdetermine the requirements and responsibilitles
of the Sub-Commands.

(111) With the cognizance fo the executive agents, S.H.A.P.E, will
arrange With the appropriate U.S., and U.K. national authorities
to obtain for itself and tis Sub-Commands material produced
by U.8. and U.K. field Comint orgenisations outside the S.H.A.P.E.
Command structure. '

(iv) It is5 agreed that any rear to front Comint material ineorporated
in front to rear reports should, so far as practicahle, be
clearly indicated as euch. :

ITT DISSEMINATION STRUCTURE

L. In order to provide adequate Comint channels, the ECM (SICABA),
pubject to approval by the London Cypher Policy Board, will be adopled 1nitially
as the combined cypher machine for combined use in the dissemination of Comint
to 3.H,A.P.E. and ite Sub-Commands. This dees not excluds the use of other
approved systems in addition to E.C.M, As soon as possible, G.C.H.Q. will pro-
vide a land-line '"on-line" eypher system between G,C.H.Q. and S.H.A.P,E. subject
to approval by U.S. communication security authorities. 'On-line" radio .facilities
linking G.C.H.Q. and N,S.A. are available for use subject to avallability of
circuit time in excess  that required for NSA-GCHQ operations, and will be used
insofar as they prove the most expeditious means of transmission. N.S,A. and
G.C.H.Q. will glve Comint-for S.H.A,P.E, and its Sub-Commands priority in each
category of precederice. The question of using for this prupose in peace-time one
of the emergency cable channels between N.S.A., and G.C.H.Q., to obclate delays due
to bad transatl&ntic radic conditions, should be coneidered by the eppropriate

authorities.
5. It is agreed that the ECM will be made evaileble for imstallation
at the following organisatlons and Commands:
G-2, U.S. Army
G.C.H.Q.
S.H.A.P.E.
A F.N.E.
A.A.F.C.E.
A.F.S.E.
5,8.0., Frankfurt {for A.S.A.(E) produced Comint)
6910 Security Group
B.A.0.R.

/2 T.A.F.
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_3,._ . 'I
“ 2 TIIAIFO .‘
12 U.S8., Air Force , i
7 U.S. Army i
VI U,S. Fleet :
6. Top priority in supply of the E.C.M. is to be accorded G.C.H.Q.:

and A.F.N.E. The priority of installation at the remalning Commands and
any additional requirements will be determined by S.H,A.P.E.

IV COMMUNICATIONS

T. | Communications detalls are attached as Appendix A.

V  IMFLEMENTATION

8. The foregoing arrangements will be effective upon approval by
U.5.C.I.B. and L,5.I.B.

A

. ' /
9. | ' The S.I.O.-(Special‘Intergration Office ) will bve deactivated as
soon as adminlstratively practicable following Board approval of the new digsem-

* ination arragnemente and the establishment of limison as provided in paragraph 2.

e

-
-
-
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 COMMUNTCATIONS

-l 7
i

I REAR T0 mbm*,/
g,

(a.) U.X. Comint o P o

(1)
(11)

C(1i1)

.'

U K. Camint Vi]_l SO d.irect from a.c,H, Ql ‘00 ﬁ.H.A.P.E.

Initially 8.H,A, P.E, will pase on to Sub- CQmm&n&s a8 |
required except that critical items ma.y be sent dlvect |
£rom G C.H.qQ. .

later, when S.H.A.P.E. is ready, g.C, H.O,. will gend ;lli.'
to Sub Commands &s required.

.

(‘b) u. s. Comint

(i)

(11)

"éf(iii)

i rmmans . —FOP-SEGRETFGCANOE—

U.8." Comint will go from Washington to 8, H AP, E. ei

a.t ‘bhe time. , !

Initially 6.H.A. P E. will pase on to Bull Gdumnae a5
except that critical items may be sent ddrect from Wishington
to Sub-Commands either via 0,C.H.Q. or by any other mhte
which may be mors expeditious at the time

Later, when S.H. A.P.E. .ip rgady, Ha.shington will sopd q:irecb_
“o Sub-Cormands as required either via G.C.H.Q., or by gny

. ot.her routa which may be more e@d.eit.ious at the time.

' Requiremnts

(a.) Imediate

1y

- (11)

o (141)
: tiv)

)

lﬂ:lldlinebetweenGCHQ.a.ndSHAPE.SSO.

ECMforGCHQ.
OnlinesystenbetweenGC.HQ a.ndSHAPE

ECM for- A F.R.E,

One Time Pads for A, F«N.E. (11’ requimd befor EOM pro\@.

(v) As may be decided la.ter.

(1)
(i1)

I
M 4

Cable cha.nnel between N.S A. &nﬁ O.C.H.Q.

On—line crypto system for ca.ble chanmel %ﬁf\l&en N.E.A. and
G C.H.Q. ’

- . ' Ll
’ . . . . e

J{111) Add1tional

't
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(111) Additional land-line from G.C.H.Q, to S.H.A.P.E. Signals
' Centre. B {

(iv) .Exclusive commmications between G-2/G.C.H.Q. and A.4.F.C.E.
(v) Exclusive communications between G-E/G.,-.C.H.Q. and A.F.N,E.
(vi) Exclusive communications between G-2/G.C.E.Q. and A.F.S.E.

3. Details of 2(a)

(a) &m-para.s (i) and (v) to be arranged by G.C.H.Q.

(b) Sub-paras (i1) and {iv) to be arranged by W.S.A. in consultation
- wifh G.C.H.Q. - -

() Sub-para (111) to be further discussed between 'G.C H.Q., N.S.A. |
and S.H.AP.E. with a view to making best arrangements for,
earlies‘b implementation. 1 .

b,  Detatls of 2(b)

(a) Necessity for sub-para (i) in peace-time, to dbvia.te-a.ny radio
delays, to be -discussed later between G.C.H.Q. and N.S.A.

(b) 1f sub-para (i) implemented, sub-para (11) to be discussed
Ia‘éer between G.C H.Q. end N.S.A. with a view to ea.rliest
provision. . .
(c) Bub-para (111) to be discussed later between G,C.H.Q. =nd §,H,A.P.E,
(4) Sub-paras (iv), (v) end (vi)l to be considerad after experience
gailhed and in any case considered essential ¢~ o -,

II FRONT 7O REAR

Proviasion ai E&i at 2 T.A.F. and B.A.0O.R. to be discussed later
wben desired by S.H.A ?sE. In the meantime product of 365 S.,U. to be made
available to S.H.A.P.E. an@ A,A,F.C.E, and that of No. 1 Wirele,ss Regiment to
S.H.A.P.E. by most expedltiema existing routes.

Form 781-C138 ' I g I SE GIkE I Gj kE q Q E



