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JOINT MEETING OF
ARMY-NAVY COMMUNICATION INTELLIGENCE BOARD
AND

ARMY-NAVY COMMUNICATION INTELLIGENCE COORDINATING COMMITTEE
1 November 1945
SUMMARY
I

Action To Be Taken By Committee Members

1.

Action To Be Taken

Responsibility

Obtain, duplicate, and forwa~d for
distribution by the Secretariat the
security regulations p~oposed by the
British. (Page 16)
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Action To Be Taken By Secretariat
1

\
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Prepare and distribute final draft
of the U.S -British Agreement as
approved in this meeting.
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MINUTES OF THE JOINT MEETING OF
ARMY-NAVY COMMUNICATION INTELLIGENCE BOARD
AND

ARMY-NAVY COMMUNICATION INTELLIGENCE COORDINATING
1 November 1945
M~lDlers

CO~ITTEE

present:

ANom
Army.

Brig. General W. Preston Corderman*
Captain Robert F. Packard*

Navy:

Real' Adwiral Joseph R. Redman
Co~modore Thomas B. Inglis
Lieutenant John V. Comnorton*
Lieutenant (J g.) J. F. CalJahan*
ANCICC

,

Arrry·

Brig. General W. Preston Corder~an*
Captain Robert F. Packard*

Navy

Captain J
Cs.pte.l.n P
Captain W
Lieutenant
Lieutenant

N. Wenger
R. Ktnney
R Sl""edberg, III
John V Connorton*
(J.g.) J. F. Cal'ahan*

Also present:
Army:

Lt. Colonel Thomas K Ervin (representing
General Clarke and General Bissell)

GCCS:

Sir Edward Travis
Group Captain Eric M. Jones
Mr. F H. Hinsley

*Dual merr.bership
A Joint meeting of ANCIB-ANCICC and representatives fro~
GCeS was held at 1000 on 1 November 1945 in tne office or
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Rear AdtIliral Joseph R. Redman, ChatrII'8.n, ANCm
The meeting
was called for further discussion of the proposed AngJoAmerican Agreement regarding coJlabQration ip communication
intelligence.
Purpose of the Meeting.
,

,

Admiral

stated that this meeting had been ca11ed
Dr~ft Agreement concerning
U.S.-British collaboration in communication intelligence
prepared by M~. Hinsley and the S~cretariat on the basis of
the discussion of previous drafts during the ANCIB-ANCICC
meeting with the British representatives held on 29 October
1945
Copies of this amended Draft Agreement, dated 31 Octobe~
1945 (see Inclosure A)I had been distr~buted on the preceding
day. Admiral Redman recommended that the amended Draft Agreement be discussed papagraph by paragraph and called for the
comments of all present as regards ~aragraph 1.
Red~an

to discuss the new version of the

Parties to the Agreement (paragraph 1 of the Draft Agreement).

,

•

General Corderman raised the question as to whether
the word "information ll in footnote 1 adequately covers all
types of intelligence within the meaning of communication
intelligence
Both CdP~ain Wenger and Mr. Hinsley indicated
their feeling that th.:> word "i nf'orma.tion ll is adequate inasmuch
as all the various types of intelligence within the weaning
of communication intel-igence will be included in the security
regulations to be prepared in accordance with paragra~h 10
of this Agreement
Colonel Ervin and C~ptain Smedberg were
1.n agreement that the word "information 1s SUfficien'tJ!
inclusive. S1r Edward Travis pOinted out that the Brit sh
-custom,e.rily use the word "information" to indicate the various
types of intelligence conce~ned, and recommended that its
use in footnote 1 be approved. As a result of the
above
discussion, all present agreed that "information ll be unchanged.
Lieutenant Connor ton raised the question as to the
advisability of inser~ing the word "co1 1 ection" immediately
prior to "production and dissemination" in the text of footnote 1. Admiral Redman agreed with the feeling of Captain
Wenger that this addition to the definition of communication
intelligence would be advisable. In view of the faet that
this Agreeme~t will be used extensively in the future by
individuals who have not been associated with its drafting,
they both ~elt that the definition of communication intelligence shouJd allow no possibility of question as to the scope
2
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of the processes involved. Sir Edward Travis indicated that,
although he'did not consider the addition of the word "co]lection" as necessary, he 'Was not opposed to its inclusion.
All present agreed that the text of footnote I should be
changed to ad"d the word "col'ection" as recom"ended by
Lieutenant Oonnorton.
The text of paragraph J with its two footnotes was approved
as changed
Scope of the Agreement (paragraph 2 of the Draft Agreement).

'.

Pointing out the difficul ty in tle~rm1n:\..llg the extent eto
whjch various types of col'ateraJ materia] may be cons~dered
as necessary for techincal purposes, General Oorderman recommended that the word "l1eC3ssary" in the text of paragraph 2
be repl&ced by the word "applicable." He indicated that the
selec~ion of collateral materials for exchange wi]' be made
largely by technicians, and that techincians from the several
agencies will likely have difficulty in reaching a mutua'
understanding as to the degree to which various types of
collateral material may be considered necessary for work on
specific problems. However, agre~ment among the technicians
will be ~ore ea~i'y ~eecred if the applicability rather than
the necessity of col1at~ra' materiRls is established as a
cri terion for eXtJl.!.ange
A' 1 pr93ent were in agreelT'ent with
General Oorde~~dn
~t was directed that the text of paragraph 2 be changed to read "applicable" as :recommended by him.

As a basis for discussion of the three proposals regarding the extent of exchange of products, methods, and techniques
(Froposals A, B, and 01 Lieutenant Oonnorton outlined the
differences bet~een the proposals
The Secretariat had prepared
three different proposals in an effort to present the varying
viewpoints which had previously been expressed as regards
exchange of products, methods, and techniques. It was intended
to specifically delineate the extent to which excha~e of the
products of co~munication intelligence operations will be effected
It was further intended to allow work on particular
foreign communications to be excepted frolT' exchange by
mutual agreement and to allow each party to withhold inforlT'ation regarding methods and techniques when its special interests
so require.
~
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ProRosal A, Paragraphs 3, 4, and 5 o~ Proposal A constitute a rearrangement o~ these paragraphs as they were
written Jnto the preceding dra~t. However, with the exception
or the substitution or the wording suggested by Captain Wenger
at the meeting on 29 October for the original statement regarding the w1thholding of information about methods and techinques$
the text of this proposal follows ~ha wording of the preceding
draft as closely as possible. The paragraphs are rearranged so
as to treat the exchange of products and the exchange of information about methods and techniques separately
It is intended
to minimize the distinction between collaboration in the various
operations (branches) of communication intelligence and collaboration on particular foreign communications (tasks). Allowance
for certain exceptions to complete collaboration in work on
particular foreign communications is provided through agreement
as regards the axchange of products. The paragraph concerning
the withholding of infOTmation about methods and techniques
is palced last among the three paragraphs in order to indicate
that its provisions are not SUbJect to agreement regarding the
exchange of products
Its provisions may be applied to a~y
operation. They are applicable to york on any particular
foreign communications regardless of the extent to which the
products of suoh work are exchanged or restricted by mutual
agreement.

.

•

_ Prapo:ml B
Pa:rag::oaphs 3, 4, and 5 o~ Proposal Bare
arranged in the same order as in the preceding draft ~ With
the excepti~n of such minor differences in the wording of the
last paragraph as are necessitated by its location, the text
of this proposal is similar to that of Proposal A and follows
the word~ng of the preceding dra.ft as closely as possible.
Although exchange of products and exchange of information about
methods and techniques are treated separataly, the arrangement
of the three paragraphs emphasized the distinction between
collaboration in variou~ operations (branches) of commun1cation
intelligence and collaboration an particular foreign communications (tasks). The paragraph concerning the extent of exchange on particular foreign communications is placed last
~mong the three paragraphs in ordBr to indicate that its
provisions will control the exchange of products, methods,
and techniques as outlined in the other two paragraphs. Accordingly, mutual a.greement to restrict exchange of the products of work on any particular foreign communications wi Ii
preclude the exchange of ~ormation about methods and techniques involved therein.
I
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Proposal C. The provisions of Proposal C are essentially
the same as those of Proposal A. Paragraphs 3 and 4 of Pro.posal C constitute a consolidation of paragraphs 3, 4, and 5
in the preceding draft. Consistent ~ith Proposal A, they
constitute a rearrangement of these paragraphs in order to treat
the exchange of products and the exchange of information about
methods and techniques separately and to minimize the distinction
between collaboration in the various operations (branChes) of
communication intelligence and collaboration on particular
foreign communications (tasks). However, within the text of
Proposal P, the wording of the preceding draft has been changed
to accommodate the rearrangement and consolidation of paragraphs
and to place greater emphasis upon unrestricted exchange. Allowance is made for exceptions to complete exchange ~s regards
products, methods, ~nd t~chniques. This proposal was prepared
and submitted bY Mr Hinsley to effect a more balanced arrangement of the elements which comprise this section of the Draft
Agreement. It was his desire to place primary emphaSis upon
unrestricted exchange.
Colonel Ervin indicated that General Clarke considers
Proposaa C to be the MOS~ satisfac~ory presentation. Indicating his ~greemellt 'W .. th Colonel Ervin, General Corderman
recommended ~hat the di~cu~sjon of these paragraphs or the
Draft Agreemen~ ~e bd:aad on Pl"oposal C. He felt that the
meaning of Fro~o8el C is substa.ntially the same as that of
Proposal A, Ul ..t t~A. t the ~rrangeme.l.1.t and wording of Proposal C
is more sDu~sf~ctory
It was temporarily agreed that Proposal
C should ~e used as a basis for the ensuing discussion.

•

Making reference to subparagraph 3(a)(4), General Corderman
raised the question as to the need for a specific definition of
"cryptanalysis" in view of the distinction made between the
products of cryptanalysis and ~ethods and techniques of cryptanalysis. Noting that in subparagraph 3(d) of both Proposa] A
and Proposal B the products of "cryptanalysis" had been defined as "(i.e., code and cipher recoveries)," he felt that such
limited definition does not include all the products of cryptanalysiS. As regards the distinction between products of cryptanalysiS and methods and techniques of cryptanalysis, code and
Cipher recoveries are not the only products of cryptanalysis.
If, as is indicated by the lack of any qualifying definition,
the entire scope of the produot of cryptanauysis is to be included within the meaning of subparagraph 3(a)(4), methods and
techniques are also among its products. He recommended further
clarification of this point. Captain Wenger stated that the
phrase "(i e , oode and Cipher recoveries)" should be added to
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subparagraph 3(a)(4) inasmuch as it had been intentionally
included within the text o~ previous dra~ts in order to deflne
those products o~ cryptanalysis which should be subject to
complete exchange or excepted from complete exchange by mutua)
agreement only. It had been his 1ntention that, 1n general,
only the product o~ cryptanalytic work on current problems
should be included within the meaning of paragraph 3. The withholding of information about methods and techniques, and particularly methods and techniques involved in non-current or nonproduction problems, should not be subJect to mutual agreement.
Indicating his agreement with Captain Wenger,! Adm1ral Redman
restated the naval position as regards those products of crypt~
-analysis which should be subJect to complete exchange or
reservation by mutual agreement and those particular products
o~ pryptanalysis (m~thods and techniques) which might be withheld by either party whe~ its special interests so require. Mr.
Hinsley 1ndicated nis feeling that no quali~ica~ion upon the
extent of "cryptanalysis" within the meaning of subparagraph
3(a)(4) is necessary inasmuch as paragraph 4(b) provides for
the restriction of information about method~ and techniques
resulting from any cryptanalytic work.'

•

Sir Edward Travis indiceted his feeling that the provisions
of paragraph 4(b) adeql~G~ly del~mit the exchange of iriformation
about methods and techni~uea involved in or resulting from all
the operations l~sten in subpar~graph 3(a). Reviewing the
British position as regards over-all collaboration, he pOinted
out that he had come to Washington with authority from the
~ndon Sigint Board to arrange complete (lO~) collaboration.
He reiterated his feeling that collaboration_should be complete
and that any exceptIon thereto can only lead-to suspIcion between the ~a~tIes to the Agreemen~. He felt that, as a matter
o~ practical operation, restrictions applied to collaboration
and exchange will reduce the working effic!ency of all parties
to the Agreement
However,. if it is necessary to allow for
the exceptions specified in paragraph 4(b)f he is willing to
accept them. In view of the directive with vhich he came to
Washington it will be necessary for him to refer th~se exceptions to London. Admiral Redman indicated his feeling that the
British and ANCIB had entered these negotiations with different
viewpoints as resards the extent of collaboration. He did not
feel that the British could expect to secure ~n agreement allowing ?or complete collaboration and exchange in all operations
of communication intelligence. In his view, t~ese negotiations
are explorato~YJ requiring that concessions be made by both

6

•

e

e

~tiI ~1\Il;-

parties. Sir Eawar4 T~v1s pointed out that 3 inasmuch as
the exceptiens to complete collaboration had been thoroughly
discussed at several previous meetings, he could see no need
E~r rurther discussion o~ this pOint.
He merely wanted to make
his position clear as regards the necessity or referring this
matter to London.Returning to General Corderman's proposal that "cryptanalysis" in subparagraph 3(a)(4) be more adequately defined,
Admiral Redman indicated his approval of the phrase "(i.e.,
code and c.1.pher recoveries)." Satisfactory provision ror the
reservation of information concerning methods and techniques
will not permit of any bropder definition of cryptanalYSiS in
this instance
General Corderman stated that the intent of
paragraphs 3 and 4 is entirely clear to him, but that it ts
likely to be misun~e!~to~d by tec~clans now and in the future.
He felt that technic18ns will consider methods and techniques
to be at least the by-products of cryptanalysis and that, without further definition, they will be confu~~1 by the distinction made between paragraphs 3 and 4.1 Colonel Ervin raised a
question as to whether recoveries, methods, and techniques
comprise the total prod~ct of cryptanalysis inasmuch as paragraphs 3 and 4 must be all inclusive. In answer to Colonel
Ervin's question, Sir Edward Travis reiterated his feeling
that a detailed definItion of all elements of cryptanalytsls
is not necessary inasmuch as subpa~agraph 4(b) provides for
the reservation of infor~~tion concerni~ methods and techniques involved in all of the operations listed in subparagraph
3(a). However, he indicated his willi~ness to add the parenthetical delimitation of "cryptanalysis recommended by Admiral
Redman and Captain Wenger.
Pointing out that the provisions of paragraph 4(b) cove~
the exchange of information about all methods and tech~1ques,
Group Captain Jones suggested that the problem of defining
"cryptanalysis" as used in subparagraph 3(a)(4) could be _
- resolved bi substituting "(subJect to the provisions of paragraph 4(b) , for the parenthetical del~itat~on of crypt,
analysis which had been proposed. Lieutenant Callahan suggested
that if such a phrase is used it should be applied to the whole
paragraph rather than to any subparagraph. Captain Wenger
concurred. However, Mr. Hinsley reemphasized his feeling that,
from the point of view of the arrangement and wording of paragraphs 3 and 4, no definition of "cryptan.a.lysis" is necessary
The provisions of paragraph 4~b) are all inclusive. Both
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General Corderman and Captain Wenger indicated their willingness
to accept his position, end it was agreed by all present
that no addition to subparagraph 3(a)(4) is necessary.
Pointi~

out that the term "decryption" used in sUQ3(a)(5) may not have the Bame meaning to all
parties to the Agreement, General Corderman raised the
question whether this term requires further definition.
There ensued a brief discussion as to the definition of "decryption" and its meani~g to the committee members and
technicians of the several agencies, as a result of ~hich
it was decided that no further definition is necessary. Colonel
Ervin pointed out that, should any question arise as to the
extent of anyone of the six operations listed in subparagraph
3(a), it would certainly be understood that all aperations of'
communication intelligence are included within the total listing, and that the text is so written that exceptions to complete
exchange apply to all of these operations.

~aragraph

_
..,

General Corderman raised the question whether it would
be advisable to substitute the word "notification" for the
word "agreement" us~d in line 3 of subparagraph 3(b). Pointing
out that it may no~ always b~ possible to obtain mutual agreement regarding exceptions to the exchange of produets, he
indicated that it would be better to provide only for notification
in such cases. Colonel Ervin indicated his preference for the
word "agreement" inasmuch as such a requirement will place
prima~ emphasis on the solution of differences which might
arise. It was generally agreed by all present that agreement
should be emphasized and required and that the text should
rema.in unchanged. Inasmuch as no further questions were ra.ised
regarding the wording of paragraphs 3 and ~ and footnote 3 of .
Proposal C, they were approved as w~itten.
to the A reement and Action with Third Papties
and 7 of the Draft A reement •
Fointing out that paragraph 6 precludes unilateral action
with third parties and that paragraph 7 proceeds to establish
certain conditions under which aet~on may be taken with third
parties, General Corderman recommended that the phrase II excep t
as provided in paragra.ph 7" be added to the text of paragraph 6.
Mr Hinsley indicated his feeling that this addition is not
necessary inasmuch as there is no actual contradictton between
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the meaning or wording of the two paragraphs. They eoncern
two different types of action; whereas unilateral actioh l
precluded in paragraph 6 is action taken with a third party
w~thout the knowledge of the other party to this Agreement,
the knowledge and consent of both parties to this Agreement,
are p~erequisite to third-party contacts w~thin the meaning
of paragraph 7. There ensued a brief discussion as to the
application of the word "unilateral" as a. I.'esult of which
Commodore Inglis suggested that it is not necessary to include
both the word "unilater9.1" and the phraase suggested by General
Corderman within paragraph 6. The ~aragraph would be acceptable with eithe!" the word "unilateral" or the suggested phrase"
but not with both included. Admiral Redman suggested that
paragraphs 6 and 7 be consolidated inasmuch as they both deal
with the same subJect and there is no necessity tor the ~reamble
to paragraph 7. If this were done~ the word "unilateral'
could be removed from the text of paragraph 6. It was agreed
by all present that this consolidation should be effected by
removing the word "unilateral'," by adding the word "except"
to the end of para~raph 6; by removing all of paragraph 7
through the words subJect to''' in line 3 of that paragraph;
and by Joining the balance of paragraph 7 to paragraph 6 as
changed.
All members were in agreement with General Corderman that
the definition of third parties in footnote 4 is inadequate.
It was decided that this definition should be pased upon the
distinction between indiv~duals and authorities controlled
by the United Sthtes, the United Kingdom, and Dominion governments
and those not so controlled. it was directed that footnote 4
be changed to res.d" "Throughout this Agreement third parties
are understood to mean all individuals or authorities other
than those of the United States, the British Empire, and the
British Dominions" The text of paragraphs 6 a.nd 7 and footnote 4 as changed and consolidated was apuroved.
The Dominions (peragraph 8 of the Draft Agreement).
Commenting on the differences between Proposal A and
. Proposal B o~ paragraph 8, Commodore Inglis pointed out that
Froposal B provides greater ~eedom of action between the
United States and the various domin!ons in that it alJows ANCIB
to make arrangements with'any dominion agency after having
obtained the views of the London Sigint Board rather than
requiring that ANCIB obtain the prior spproval of the London
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Sigint Board. On the other hand J Proposal A reduces the number
of contacts which will qave to be maintained by ANCIB inasmuch
as it establishes the London Sigint Board as the responsible
authority through which ANCIB must deal with all dominions
except Canada. Commodore Inglis indicated his preference for
Proposal B but stated that he was willing to accept Proposal A
if the maJority of those present so preferred. Stating the
preference of G-2 that the London S1gint Board should act as
broker for all ANCIB dealings with the dominions J Colonel
Ervin indicated that General Bissell and General Clarke prefer
Proposal A. Mr. Hinsley restated the British position in this
matter J indicating that the London Sigint Board felt that it
should have a preferred position as regards the dominions and
desires to exercise the right of approval regarding United
States contacts with dominion agencies. However J the London
Sigint Board cannot claim complete authority over the dominion
agencies J nor can it expect to act alone on behalf of Canadian
agencies. The British are therefore in favor of Proposal A.
He further pointed out that such separate contacts between
ANCIB and the dominion agencies as could not secure the approval of the London Sigint Board would certainly fall outside
the meaning and spirit of this Agreement
Sir Edward Travis
reiterated the British desire fo~ the acceptnnee Of~F~opoBal
AJ indicating that the p~ovisions of this proposal will be
advantageous to bOT.h part~es to the Agreement because they
provide greater control over communication intelligence activities in the comL~ions
Admiral Redman stated that J on the basis
of wartime exper~ence witn the dominion agencies J he feels
there should be greater control over communication intelligence
ac.tivit'1es in "Ghe dominions J and therefore recommends the
acceptance of Proposal A
Commodore Inglis indicated his
willingness to accept Proposal A and it was agreed by all
that~Proposal A should be used as a basis for discussion of
paragraph 8
As regards subparagr$pb 8(d)J Commodore Inglis recommended
that any possible confusion concerning procedurea to be observed
in Lnitiating arra~ements with Canada would be avoided by substituting the word complete" for the word "make" in this subparagraph
All present agreed to this change.
As regards subparagraph 8(e)J Mr. Hinsley explained
that a typographical mistake had been ~Ade in the preparation
of the draft copy. The phrase "11 and 12" in line three should
be changed to read "10 and 11." The pa.ragraphs enumerated
10
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the~e1n refe~ fa~th1~a ,art!es, aotloh with third ~artles,
8ene~al d1sseminatloti
Se6~ity, special p~ovisions fo~ the
dissemination and secu~ity of comme~cial information, and ch~n

aHa

nels between the United States and B~ltish Empire agencies.
Reference is made to these sections of the Agreement in o~de~
that subparagraph 8(e) will specifically provide that any
dominion agency with whom collaboration takes place shall have
knowledge of and_be required to abide by the provisions regarding these matters
Following a brief d~scussion of the extent
to which the dominions s~ould be apprised of this Agreement
and the means for enforcing their adherence to ~ts prOVisions
it was agreed that subparag!Oaph 8(e) should be acoepted as- '
written. ~here being no f~rther suggestions as to the text of
Froposal A of subparagraph 8, it was approved as changed
Channels Between Un~ted States and British Empire Agencies
(paragraph 9 of the-nreft Agreement).
This paragraph wes approved as written.
Dissem~nation

and Securi~y ~paragraph 10 of the Draft Agreement1.

Inasmuch a~ Prop02s1 A of paragraph 10 was prepared to be
consistent with the pol1~7 ~egard~l~ dominions laid down in
Proposal A of ~~~agraph 8, it ~~b agreed that Proposal A shoulor
be used as a b.1S..Ld for f~ther dlecussion of this pa.ragraph.

~
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Making r~ference to that clause in this paragraph which
reads "to Ca.n. . . ...a.1..~Ln recipiE'r..ts Oily as approved by ANCIB or the
London 3iBint Bo~rd, "General Co~derman raised the question as
to the advisability of allowing dlvided responsibility in the
control of dissen:.ination to Car..£lda. lie painted out that the
arrangement as ploposed would allow Canada to play the United
StatE's and Great Britain off ag::nnst each other-. Mr. Hinsley
indicated his feeling-that the problem of divided responsibility
is obviated by the first sen~ence of this paragraph wherein it
is stipulated that all dissemination will be controlled by
Joint s~curity regulations. Commodore Inglis pointed out that
this is the crux of the entire question regarding the status
of Canada. He felt that this paragraph must be so wo~ded as
to allow freedom of action with Canada wlthin the provisions
of paragraph 8. Admiral Redman indicated that he envisages
the arrangement between ANCIB, the London Sigint Board, and
Canadian communication intelligence agencies as a three-cornered
exchange, subJect to continual review by both parties to this
Agreement •
11
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Describing conditions in Canada as regards control over
communication intelligence activities by varioUs interested
government agencies as extremely unstable at the present time,
Sir Edward Travis recommended that present arrangements be
continued and that no new arrangements be initiated until the
lines of authority in Canada have been more clea~ly defined.
In view of Sir Edward Travis' recommendation and in view of
paragraph 8 which provides that ANCIB will obtain the views of
the London Sigint Board prior to completing arrangements wjth any
Canadian agency, and that the London Sigint Board will keep the
United States informed of any arrangements or proposed arrangements with dominion agencies, Group Captain Jones recommended
that the division of authority inherent in paragraph 10 be resolved by the inclusion of a phrase requiring either party to
obtain tpe views of the other party regarding changes in dissemination to Canada.
Lieutenant Connorton raised the question as to whether the
proposed security regulations will not adequately cover a~rang~
ments for dissemination to Canada
Neither Sir Edward Travis nor
Group Captain Jones felt that the security regulations will affori
adequate control, inasmuch as they will not cover the particular
scope of information disseminat~d. Following a brief discussion
between Commodore Inglis and Group Captain Jones as regards the
adequacy of security regulations in this matter, it was generally
agreed that the necessary control c~nnot be exercised through
security regulations alone. Commodore Inglis raised the question
whether it would be necessary to require that either party
obtain the views of the othe~ party prior to effecting a change
in the scope of information disseminated to Canada
Sir Edward
Travis indicated that the wording of the Agreement should be
sufficiently general in nature to provide elasticity in implementation
He pointed out that it would be impossible to
specifically delimit the scope of dis$emination to Canada bD
any other recipient within the basic Agreement itself
Captain
Smedberg recommended that this paragraph be approved as written
and that dissemination be continued in accordance with present
arrangements. It was his feeling that the provisions of this
paragraph will suffice until specific changes are proven necessary. In view of paragraph 8, the uncertainty of present conditions as regards control over C. I activities in Canada, and
the advisability of limiting the text of the Agreement to general_
provisions, it was agreed to accept the recommendation of Captain
Smedberg. There being no further sugg~stions as to the text of
Proposal A of paragraph 10, it was approved as\written.
12
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Dissemibation and Securlt --Commercial
A reement •

of the Draft

All members approved paragraph 11 as written.
Previous Agreements (par~~ph 12 of the Draft Agreement).
All members approved paragraph 12 as written.
Amendment and Termination of Agreement (paragraph 13 of Draft
Agreement). .
I

All members approved paragraph 13 as written.
endices
Prior to the discussion of paragraphs 14 and 15, Lieutenant
Connorton expla~ed the difference between Proposal A and Proposal B
Indicating that the difference is largely a question q,
timing as regards t~e activation of the Agreement itself and th~
preparation of the appendices to the Agreement, he pointed out
that Proposal A wjll reouire the selection, preparation, and
acceptance of certain 0f the proposed appendices before the Agreement can become 0ffectiva
Propoaal B permits activation of
the Agreement prior to the prepara.ti~n and acceptance of appendices, dnd provides for the preparation of, appendices as part
of the subseq'L.ent implementa.tion of the Agreement
Mr Hinsley
stated that Proposal B had been prepared by him ~ view of his
feeling that the act1vation of the general Agreement should not be
delayed while particulars are worked out and appended
He pointed
out that it will be difficult to determine exactly which of the
appendices should be part or'the-~greem~nt and which should be
considered a part of its sub~equent 1mplementation
He felt thAt
it would be many months before ~he Agreement could actualJy be
signed and put into erfect if lL were necessary to include the
appendices as a part thereof
He placed particular emphasis upon
the importance or activating the Agreement and placing it in the
hands of technlcians of the several agencies prior to the preparation of the appe~dices
The greater portion of the appendices
will be prppared on the technical level and should be prepared
with the ~owledge that the Agreement itself has been effected
In support 01 Proposal A, Lieutenant Conno~ton stated that he felt
that, if the Agreement were stmply initialed and distributed, it
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would provide adequate bas~s for the preparation of the appendices
In support of ~e_po81t1on taken by Lieutenant Connorton, Captain
Wenger indicated his feeling that acceptance of certain of the
proposed'appendlces is prerequisite to the-signing of the Agreement
The Agreement it~elf constitutes a statement of broad
policy and, as sucn, is n~t in sufficient detail to provide adequate direction for implEmentation on the technical level. It
must be supplemented by the ~clusion of certain basic appendices
In support of the position taken by Mr Hinsley, Group Captain
Jones indicated that the appendices should not be made a part
of the basic Agreement ~tself, but should be prepared and appended
subsequently. The appendices should be written on the pasis
of general policy already approved by the signing of the Agreement
In order to put the pos~tions of ANCIB and the LondQn Sigtnt
Board on record and to provide an adequate framework for the
preparation of the appendices, he advocated the adoption of
Proposal B
Both Sir E~ward Travis and Admiral Bedman indicated
that the Agreement should be activated as quickly as possible.,
Both felt that further qt~lification of the Pgreement by the
inclusion of appendices will cause undue del~y
However, they
were in agreement that certain of the appendices wer~ vital
to implementation of t~~ Agreement and that their preparation
should be undertaken tM~~diately.
As regards t~e vrepaI'atlon of appendices, Sir Edward Travi8
felt that 1"hcv C,Ollld ~e divideCl ill~O two categories· thpse
primarily te~h~1cal, and those primarily non-technica~
He felt
that those mrtt~rB which involve technical operations will have
to be worked c' t ~n a day-to-day basis, being studied and explored
independently Rnd ~ollec~ively OJ the several agencies concerned
However, as regardA eec~rity, di~semination, and liaison, which
fall into the non-tech~ical c&tegory, he saw no reason why they
should not be stullied immediately" and he advocated that their
preparation be undertaken at t3e earliest possible moment
Pointing out that GCCS is in tha midst of its adJustment from
a wartime to a ~ea~etime basis anl that B good many of its best
techni.cal me"1. have been oversees eM r...a.ve not &S yet returned
to England, he recomme~jed tnat detailed work on the technical
appendices be deferred until the coming spring. GCCS could not
send representatives to ~he United States for the purpose of
discussing these details until February 1946 or 1ater· nor is
GCCS as yet prepared to diBCU~S thebe particulars,in-ful 1 , in
England. He reGuested that at,a later date ANCIB select and Bend
represent~tives to GCCS for purposes of these dlscussion~
Admiral Redman indicated his agreement with Sir Edward Travis ss
to the distinction between technical snd non-technics] appendices
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In line with this differentiation, Commodore Inglis suggested
that the general soope and oontent of Proposed Appendioes (e)
(f), (g), and (i), concerning coor~ination of dissemination, J
identioal seourity regulations, limitation of dissemination of
oommeroial information from C I souroes, and oollateral material
respectively, be discussed prior to oonsideration of Proposal B
He felt that a oomplete understanding as to the extent to which
these appendioes will oondition the ~plement8tion of this Ag~ee
~ent is neoessary before the prOVisions of either Proposal A or
P~oposal B oan be aooepted.
Mr Hinsley pointed out that th~
maJQr provisions of Proposed Appendioes (e), (f), (g), and (i)
will be largeJy inoluded within the security regulations
He
felt that any adequate oonsideration of these appendioes wouJd
require a considerabre length of time, and that it would be
better to activate the Agreement and proceed immediately to the
adoption of security reg"llations
He felt that the Agreement
should, under no Circumstances, be allowed to remain unfinished
for any considerable length of time subsequent to the approval of
this draft
As regards Proposed AppendiX (h) concer~1ng ohanneJs for
exchange and liaison, Admiral Redman raised the question as to
whether this lD!ltter m~gloJ." require intensive consideration prior
to activation of the AFra~ment
All members present were in
agreement with the fdell.~ of Sir Edward Travis that this can
best be h~ndled aa a part of the i~lementation of the Agreement
Sir Eew~rd Travis and Admiral Redman pointed out that no
action can be .:n=e.l'taken within the scope of this Agreement
prior_ to its impletnentat~on
Until implementation is effected
it will be neces~dry to operate on the basis of p~esent arrangements. In view of this, Commodore Inglis recommended that it
would be better to effect implementation on the basiS of A signed
rather · thpn an unfinished Agree~~nt. On the basis of the sbove
discussion. all present accepted Proposal B as a'basis for consideration of the activation and implementation of the Agreement.
Making reference to the text of paragraph 14, Captain Wenger
recommended that it be amended to add "s"L.bJect to the approvaJ
of the London Si~int Board and. ANCm." He felt that the last
sentence of the paragraph as written did not provide sufficient
control over implementation. Mr. Hinsley pointed out that, in
large measure, implementation will be effected by technicians
of the several agencies operating directly with each other, and
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that it will be up to ANCIB and the London Sigint Board to exercise the necessary control over their own organizations. However,
in view of the fact that several members present felt that the
recommendation of Captain Wenger should be adopted, it was agreed
that the text of this paragraph should be so amended.
As regards the preparation of security regulations, Sir
Edward Travis stated that the British representatives had brought
with them a set of proposed sevurity regulations
He furtqer
stated that he would designate Group Captain Jones to act ,for
him in discussion of these proposed regulations and the preparation of final regulations to be appended to the Agreement
He
indicated that he would provide all members of ANCIB-ANCICC with
copies of his proposed regulations in the near futur~
Captain
Smedberg offered to have copies of the Britiah proposed regulations duplicated'if Sir Edward Travis would make them available
to him. It was agreed by all present that immediate action'
should be taken toward the preparation and adoption of security
regula tions •
I

Inasmuch as no further suggestions regal'ding the text of
paragraph 14 were made, Proposal B of paragraph 14 was approved
a..s cha.nged
AdJournment
Indicating that the next steps toward approval and a~tiva
tion of the Agreement are to be taken by the British representatives and ANCIB,independently, Admiral Redman adJourned the
meeting.

John V. Connorton
Robert F. Packard
Secretariat, ANCICC-ANCIB
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31 October 1945
DRAFT BRITISH-U.S. COMMUNICATION INTELLIGENCE AGREEMENT
1.

parties to the Agreement
The following agreement is made between the Army-Navy
....

Communication Intelligence Board' (ANCIB) (representing the
U.S.

State~

Navy, and War Departments and all other U.S.
1

Communication Intelligence authorities which may function)
and the London Signal Intelligence (SIGINT) Board (representing the Foreign Office, Admiralty, War Office, Air Ministry,
2

and all other British Empire Communication Intelligence

-

authorities which may function).

1 - Throup:hout this agreement Communication Intelligence
is understood to comprise all processes involved in
the production and dissemination of information derived fro~ the communications of other nat~ons
2 - For the purposes of this agreement British Empire is
understood to mean all British territory other than
the Dominions.
(paragraph 1)

.-
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2.

Scope of the Agreement
The agreement governs the relations of the above-

-

mentioned parties in Communication Intelligence matters
only.
as is

However J the exchange of such collateral material
necessa~y

Jud~cial

for technical purposes and is not pre-

to national interests will be effected between

the Communication Intelligence agencies in both countries.

(paragraph
2)
,
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'fOP SBOffi!l'!'

31 October 1945
Proposal~

3. Extent o£ the Agreement - Products
The parties agree to unrestricted

of the products
3
of the following operations relating to foreign communications:
e~change

~

o

(a)

collect jon of traffic

(b)

acquisition o£ communication documents aDd eqUipment

(c)

traffic analysis

(d)

cryptanalysis (i.e. code and

(e)

decryption and translation

(f)

aCQuisit~on

of

orgarJ~ations,

cipt~r

recoveries)

informatio~
practices~

regarding communicatio~
procedures and equipment

3 - Throughout this agreement foreign communications is
understood to mean all commUriIcations of any person
or persons acting or purporting to act for or on behalf
of any military or naval force, faction, party, department, agency or bureau within a~foreign country, or
for or on behal£ of any government or any person or
persons purporting to act as a government within a
foreign country, whether or not such government is recognized by the United States or the British Empire.

(paragraph 3 (A) )

c~

.e
31 October 1945
proposal A

4. Application

~f

Agreement - Products

Cooperation in conformity with the foregoing will be

..

effective on all work undertaken on foreign

co~unications

except when specifically excluded from the agreement at tbe
request of either party and with the

a~eement

of the
, other.

It is the intention of each party to ltmit such exceptions
to the absolute

•

•

min~um

and to

exerci~B

no restrictions other

than those reported and mutually agreed upon •

(pa:ragraph -4-A)

.f'
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31 October 1945
proposal A
5•

Extent and Applics tion of the Agreement - Methods and
nigues

Tech..~_

Information regarding methods and techniques will in
'-

general be exchanged.

However J such informa t10n may be

withheld by either party when its special interests so
require.

It 1s the intention of each party to l1m1t

such exceptions to the absolute minimum.

I

..

(Pa.ragraph 5-A)

I
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31 October 1945
Proposal B

3.

Extent of the AgI'eement .. PI'OductB
The parties &Sree to complete exchange of the products
of the following operations I'elating to foreign communica-

3

tions:
(a) collection of traffic
(b)

ac~uisltion

of communioation doceuments and equipment

(c) traffic analysis
(d) cI'yptanalysis (i.e. code and cipheI' recoveries)
(e)

decryp~ion

and translation

(f) acquisition of information regarding communications
organizations, practices, pI'ocedures and equipment

3 -

Throughout this agreement foreign communications is
understood to mean all communications ot any peI'sons
OI' persons acting or pUI'porting to act foI' or oh
behalf of any military or naval fOI'ce, taction,
party, department, agency or bureau within a foreign
country, or for or on behalf of any government or
any person or persons purporting to act as a government
within a foreign count~y, whether or not such government
is I'ecognized by the United States OI' the BI'itish Empire.

(Paragraph 3 - B)

31 October 1945

Proposal B

..

4.

Extent of the AgI'eement - Methods and Techniques Information regarding methods and techniques will in
geneI'al be exchanged.

However JI such information :may be

withheld by either party when its special intereats so
require

It is the intention of each party to llmdt such

exceptions to the absolute mdnimum.

•

(Paragraph 4-B)

.-~
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Proposal B

5.

Applic!,tion of the Agreement
The exchange outlined in paragraphs 3 and 4 will be
applied to all foreign communications except those which
are specifically excluded from the agreement at the request of

eit~er

party and with the agreement of the other.

It is the intention of each party to limit such exceptions
to the absolute minimum and to make no exceptions other
than those reported and mutually agreed upon.

(l,laragraph 5-B)

...

\

31 October 1945
Proposal 0

3.

Extent of the Agreement - Products
(a) The parties agree to the exchange of the products

3
of the following operations relating to foreign communications:
(1) collection of traffic
(2)'acq~jsit~on

of communication documants and

equip~nt

(3) traffic analysis

(4) cryptanalysis
(5) decr}ptton and translation

(6)

(p)

ac~uisttion

of information regarding communication
practlces~ procedures and equipment

c~gapizations~

S~ch

exchange will be unrestricted on all work under-

taken except when specifically excluded from the agreement at
the request of either party and with the agreement of the other.
It is the intention of each party to limit such exceptions to
\

the absolute minimum and to exercixe no restrictions other
than those reported and mutually agreed upon.

3 - Throughout this agreement foreign communications is
~erstood to mean all communications of any person
~
or pe~spns acting or purporting to act for or on behalf
of any military or naval force~ faction~ party, department~ agency or bureau within a foreign country~ or for
or on behalf of any government or any person or persons
purporting to act as a government within a foreign
country~ whether or not such government is recognized by
the United States or the British Empire.
(paragraph 3-0)
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31 October 1945
PROPOSAL 0

4

Exte~~f th~~r~ement-Methode

and Techniques

The
parties agree to the exchange- of. information
..
D
~egard1ng methods ~na ~ecbniguea ~nvolved in the opera(a)

~

ti~ns~outlined

(b)

in paragraph 3 (a).

Such exchange will be unrestricted on all work
I

except that inrormation may be withheld by

undertaken

either party when its special interests so require

It

is the intention of each party to limit such exceptions
to the absolute minimum

•

(paragraph 4-0)

--------

--

31
6.

Octobe~

1945

Third Parties to the Agreement
Both parties will regard this agreement as precluding

,

4

unilateral action with third parties on any subJect appertaining to Communication Intelligence.

4 - Throughout this agreement third parties are understood

to mean al'l individuals or authorities other than those
specified in paragra~h 1 as parties to t~e agreement
and other than those 1n the British Dom~njons.

(paragraph 6)

..
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7.

Action with Third Parties
There are occasions, however, when advantage results
from contact and exchange with

th1~d

parties.

Such contact

and exchange may, therefore, take place sUbJect to the
following understanding:
(a) It will be contrary to this agreement to reveal its
existence to any third party whateve~.
(b) Each party will seek the agreement of the other to
any action with third parties, and will take no
such action until its adv1sability is agreed upon

•

(c) The agreement of the other having been obta~ed, it
wi11 be left to the party concerned to car~y out the
agreed action in the most appropriate way, without
obligation to disclose precisely the channels
through "Thich action is taken.
(d) Each party will ensure that the results of any such
action are made available to the other.

•

(paragraph 7)

\

•

31 October 1945
Proposal A

B.. The Dominions
(a) While the Dominions are not parties to this agreement
they will not be regarded as third parties.
(b) The London
informed

o~

SI~INT

Board will, however, keep the U.S.

any arrangements or proposed

ar~angements

with

any Dominion agencies.
(c) ANCIB will make no arrangements with any Dominion
agency other than Canadian except through, or with the prior
approval

o~,

the London SIGINT Board.

(d) As regards
with any

age~cy

Canada~

ANCIB will make no arrangements

tpsrein without first obtaining the views of

the London SIGlNT Board.
(e) It will be conditional on any Dominion agencies with
whom collaooration takes place that they abide by the terms

,

of paragraphs 6, 7, 11, and 12 of this agreement and to the
arrangements laid down in

~aragraph

9•

•

(paragraph 8-A)

wOO~

;.IW

•

III

Wl&1fOO~

,

31 Octobe:ro 1945
P:rooposal B

8.

The Dominions
,

(a) While the Dominions a:roe not pa:roties to this ag:roeement,
they will not be :roega:roded as thi:rod pa:roties.
'(b) The London SIGINT Boa:rod will, however, keep the U.S. ,
~

info:romed of Any a:ro:roangements o:ro p:rooposed a:ro:roangements with
any Dominion

agen~ies.

(c) ANCIB will make no

a:ro:ro~ngements

with

~ny~ominion

agency without first obtaining the views of the London SIGINT
Board.
(d) It will be cormitional on any Dominion agencies with
whom

colleborat~on

takes place that they abide by the te:roms

of paragrA.p.11::" 6" 7, 11, and 12 of this agreement and conform
to the arrangements laid down in paragraph 9.

(Parag:roaph 8-B)

31 October 1945
9.

Channels Between" U.S. and British
Empire Agencies
,
(a) ANCIB will make no arrangements in the sphere of
Communication IIntelligence with any British Empire agency
except through, or with the prior approval of, the Lond9n
SIGINT Board.
,

(b) The London SIGINT Board will make no arrangements
in the sphere of Communication Intelligence with any U.S.
agency except through, or with the prior approval of,
ANCIB.

(paragraph 9)

•

..

31 October 1945
Proposal A
10. Dissemination and Security
Communication Intelligence and Secret or above technical
matters corinected therewith will be disseminated in accordance
with identical security regualtions to be drawn up and kept
under review by ANCIB and the London SIGINT Board in collaboration.

Within the terms of these regulations dissemination

by either party will be made to U.S. recipients only as

-

approved by ANCIB J to British Empire reCipients and to
Dominion recipients other than Canadian only as approved
by the London

8IG:~T

approved by either
to third

p~rty

Board J to C.nadian recipients only as

AI~CIB

or the London SIGINT Board J and

recipients only as Jointly approved by

ANCIB ana the London SIGINT Board.

,

(paragraph 10-A)

31 October 1945
Proposal B
10. D1sslf4n&t1on and Security

Communication Intelligence and Secret or above techn1cal
matters connected therewith will be

disse~1nated

in accordance

w1th 1dentical security regulat10ns to be drawn up and kept
under review by ANCIB and the London
SIGINT Board 1n collabora,
t1on. W1th1n the terms of these regulat10ns dissemination
by either party will be made to U.S. recipients only as
approved by ANOIB, to British Empire recipients only as
approved by the London SIGINT Board, to Dominion

~ec~pients

only as approved by either ANCIB or the London SlGINT Board,
and to third party recipients only as Jo1ntly approved by
ANCIB and the London SIGINT Board.

•

(paragraph IO-B)

,.

•
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11. Dissemination and Security - Commercial
ANCIB and the London SIGINT Board will ensure that
without prior notification and consent of the other party
in each instance no disseminat10n of information derived
from Communication Intelligence sources is made to any
I

1ndividual or agency, governmental or otherwise, that will
exploit it for commercial purposes.

(Paragraph 11)

--------

•

31 October 1945

..

12. Previous Agreements
This agreement supersedes all previous agreements

between British and U.S. author1ties in the Communication
Intelligence rield. •

(Paragraph 12)

•

3! Octobw 1945
13. Amendment and Termination of Agreement
This agreement may be amended

o~

terminated completely

or in part at any time by mutual agreement.

It may be

terminated completely at any time on notice by either party,
I

should either consider its interests best

se~ved

by such

action ..

(paragraph 13)

.

•
-

31 October 1945
Proposal A
14. Activation of Agreement
This agreement becomes effective by signature of duly
authorized

rep~esentatives

of the London SIGINT Board and

ANCIB.

•

(paragraph 14-A)

••

31 October 1945
Proposa.l A
15. Appendices
The following a.ppendices have been approved by both\
parties to this agreement.
•
\

•

(Paragraph I5-A)

•

•

II

31 October 1945

II

Proposal B
14. Activation and Implementation of Agreement
This agreement becomes effective by singature of duly
authorized representatives of the London SIGINT Board and

ABeIB.

TheTeafter J its implementation will be arranged

between the Communication IntelLigence authorities concerned •

•

(paragraph 14-B)

.,
TE~ATlVE

LIST OF APPENDIOES

(To be appended to basic agreement)

T

•

..

(a)

Ooordination at Traffic Collection and Exchange

(b)

Ooordination of Traffic Analysis

(c)

Coordination of Oryptanalysis and' associated techniques

(d)

Coordination of Communications

(e)

Coordination of Dissemination

(f)

Identical security regulations
(1)

Listing of all reCipients

(2)

L~itation

of Dissemination

I

(g)

L~itation of Dissemination of commercial
from Commun1ca~ion Intelligence sources

(h)

Channels for Exchange and Liaison

(1)

Collat~ral Materi~l

information

