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TOP SECRET 
.0 R kEPI UNDU toelC AI. I'. Nt,el '8 • IE'.,IB 
'18M '''I Q.JISE 

COUPlill.ATI'VlJ TABLE: 

D~RODUCTION TO 1948 APPGNDICES 

1. The follml~ng arrangements govor.n2ng the collaborat~on 
bebreen the U.S. and Brl.tl.sh Com:mt .Agencl.es have been agreed 
bet\ree:l. USCIB a..Yld. LSIB m :unplemcmtatl.on of and as .Append~ces to 
the U. S. - En tl.stl Com:mt .AgreeTTlem; of 5th }~ch, 19l,.6. 

2. None of these ar:angements shull be construed as 
contr2.wru.ng any clauscs of !;nat ugrcelTLer~t but shall take effect 
Vll. th.:1.ll the scope a..'I1.d lJ..rrn. ta tl.ons e s tabl~shcd thereby. 

3. ::rhc obJec't of these nrru~eI!!.ents ~s to ensure that 
I"'..a.x:I.l!Il.:I udva...'YJ.tage ~s ObtuL'1.Od froID tnc cO"'1.bl.ned D.va~lable pc:.rso!'.nel 
ana fucl.ll.tl.cS of both p~~l.es. 

4. In accordance 1.ll. th 1;r...esc arra..TJ.gcnents, cuch party \1J .. ll 
contmuc to nuucc n.vUJ..lab:i.e to t...1C ot..'l-J.cr J cmhnuously, currently, and 
m.thout request, all ra.7 traffl.c, Conu.nt l.tcms and techIucal Matter 
acq~rcd or produccd, and 0.11 pcrtl.nent ~or.rnatl.on concer.n~ng l.ts 
actl.Vl.tl.es, pr~or~tl.es and fac~ll.tl.cs, bOtil pros0nt and plar~£d, 
sUbJcct only to t...~c proVl.so conta~ned ~n p~'ugrn.phs 3(b) and 4(b) of 
the Agreement. 

5. In addJ. t~on, eaC_l part;) .all cont~nue to ma.J.ntal.n ll.a~son 
:personnel at tho agency or agencl.os of the other pn .. !"ti"'j'. 

6. The two p1.rt~es m.ll contmue to effect such 
standar~satl.on - e.g. of tec~cal te~nology, layout, procedure 
and organ2sat~on - as may be poss~ble. 

t 

DlTRODUCTION 

INTRODUCTION TO 1946 ~IDICES 

1. The follmlJ....llg arrangeMents governJ.ng the collaborat~on 
bpt\o,een the 1 TashJ..ngton ane. London CmfiNT (SIGINT) Centres have been 
agreed betvreen SrAN'CIB a.."'ld the LOl'l])()N SIGINT BOARD, m J..mplem.en~atl.on 
of and as Appendl.ces to the U.S. - Brl.tl.sh Cammunl.catl.on Intell~gence 
AgreeMent of' 5'th March, 1946. 

2. }Tone of theSe arra.Tlgcnents shall be construed as 
contravem.ng any cllluses of that _o\grecment, but shall take effect 
7~thl.n the scope and l~tatl.ons cstD.bl~shed thereby. 

3.. The obJect of these arrar..gelnents ::.s to ensure that the 
:ma:x::L"lJUIII advOll'tagc l.S obta~ned frO.l'1 aVEll.lable personnel aTld 
facl.ll. tl.es. 

4. In a.cco.cdance \"'T~th these arrangements,) each party ~n..ll 
make c..vmlable 'to the other, contl.nuously, currently a...'YJ.d Wl.thou.t 
request, alJ rc..i'I traf'fJ.c; C01mfr ~tem.s and Tecp..m.cal Jf...a.ttcr 
~cq~red or produced, and all pertll1cnt ~~orMat~on conce~ l.ts 
actl.Vl.tl.es, ~Orl.1;~OS and ava~lable fac~l~t~es. 

5. In addJ. t:!.on, each party ~nll rmunta.J..n. 11.aJ..son personncl at 
the other1s Centre. 

6. The two partl.<3s '\all also effect such standar(hsahon of 
technl.cal terrnanology, layout, procedurc and org~satl.on as may be 
poss~ble. 
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L"lTRODUCTION TO 1948 .APPENDICES 

7. By the close collaborat~on thus establ~shed, and by ~ans 
of suggest~on, agreement, and arrongoiJIcnt as 'to changes to be ronde, 
the ~o ~art~es \r.Lll cont~nuc to effect el~nat~on of unnecess~ 
dupl~cat20n In order to ensure the ~L~~ oxplo~tat~on or fore~gn 
c.oI'l!IlUIlJ..catloons. HmlOvor, the a.ct~Vl. "Ges undertaken by each p...'U'ty 
must be busl.ca.lly sUl.ted to ~ts min neGds D..."1d thorefore ne~ther ~s l.n 

a poslotl.an to accept any fo~~ and f1Xod c~tments for the 
allocatl.on of spec~f~c tasks to thc~r respec~yo agcnc~es. Such an 
alloca tl.on TOuld prcven'li the smftJ..r..,g of eIPphas~s to tasks lllucn 
those agenc~es may theJllSelvcs ul.sh to undertake or vrh1.ch ~hey may 
be reqUl.red to undertake by the consumers of the~r pcoducts. But 
lot ~s n.grccd that an lnformal and flexJble allocnt~on of taSks, 
subJoct to a.lt0rDt~on by e~thcr party at need and so~et~es 1nth-
out pr~or not~f~catl.on, ~s possl.ble D...'1.d des~rable, that uhero one 
par~- accepts tho l.nforTJal olloca.t~on of a spec~f~c task ~t YlJLll 
make av~lnble, by rudl.o ""hen des~red by the rcce~ VJ.Dg party, t.."l:te 
ond-products of that tusk, thut, ~f t...lJ.e pa.rty wh~ch accepts on 
~nfo:mul nlloco.tl.on ~s cQITlpclled to rel~nqUl.sh ~ t, ~ t 1,,71.11 l.IlfOIT' 
the ot."her :f:Cl.rty as soon us poss~ble j and th.a"t, J.Il the event of 
eJ. thor party g~ Vl.ng up u tusk to the other, every endeavour "all be 
made by t..."I:te surrc..nder~ng party to '1lU~ntD.J...n ~ts mtercept coverage on 
the task surrcnJcrcd ~r ~~t par~J has been obtD.J...n2ng unJ.que DUter~a.l. 

8. Euch party ~y call upon the other for ass~stancc vlhen 
necessary end such requests m.ll be met whenever p:ract~ca.ble. 

2 

INTRODUCTION TO 1946 aPPENDICES 

7. ~\S a result of the close collaborutJ.on thus establLShed 
and by means of contl.nual suggestJ.on, mutual agreement and mutual 
arrongeTYJ.ent as to changes made there vall be effected a 
con~nuous el:um.na.tl.on of un,fanted duplJ.cat~on, although the 
actl.Vl.tl.es undertaken by each party shall be as bas~cally su~ted 
to ~ts mm needs. 

8. Each party mny cull upon the other for ass~stonce "Then 
necessary and such :requests 'all be met whenever pract~ca.ble. 

9. All poss~ble ~Vl.s~on of labour be"blveon the Centres Y{~ll 
be made. It ~s the ~tcnt~on of both part~es to effect a fuller 
1ntegrat~on of effort gradually. 

[SubJect matter of 1946 paragraPh 9 translerred 
to paragraph 7 1n 1948 Introduct~on]. 
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• 
INTRODUCTION TO 1948 APPENDICES 

9. Altho~~ progress has been made ~ the pro~s~on of 
adequate Co~t tcleeo~cat~on fac~l~t~es, ~t ~s agreed that 
each party \all cont~uo to keep under re~eVT tlu.s, o.nd the 
assoc~ated problen of safe hand routes for the passage of CamInt 
mateno.l of all lo.nds, and 'rall toke all reasonable steps torrords 
further lllIProvemen t. 

10. The two po.rtJ.es have foreseen the need for Jo:mt emergency 
plans, ready to be put mto operat~on at or before an outbreak of 
host~hhes vnth 0. tmrd party. 

11. Each party WJ.ll pro~de the other"~ th two or more copl.es 
of all reporte rtnnnoned m the follOW'J.Ilg append~ces and. of such
llke documents. 

INTROD"lJCTION TO 1946 AEPENDICES 

10. It ~s, however, ~ed that ~s l.ntent~on cannot be 
~emented to the best advantage unt~l the telecammun2catl.ans 
aVa:Llnble for COMINT purposes arc adequate to ensure the 
sU£f~c~ently ra~d rece~pt qy each Centre of results from the 
other's comm~tments. 

11. For tlus reason, l. t ~s agreed that early pro~s~on of 
adequate Cm!rNT commun~cat~on facl.l~tl.es ~s essentl.al. Such 
commum..catl.ons ore necessary, furthermore, to pro~de for 
emergencl.es and to pe~t the development of operatl.ana1 
tecbmques for tho hruldlJ.ng of new types of transIIl1.ss~on. 

12. For the sane reason, and because the present Sl.tuat~on 
regardJ.ng safehnnd routes across the Atlant~c l.S unsatl.sfactory, 
each party vall keop trans-A tlantl.c f".a~l fac~h t~es and 
:reqUl.rements 1md.er renew and m.ll take full advantage of' o:ny 
:unprovement made :m sen and a~r ma~ls. 

[No correspondIng ~tem l.n 1946 Introduct~on]. 

13. Eaeh party vl~ll prOVJ.de the other \v.L th "bilO or more eopl.es 
of' all reports mentl.oned ~ the AppendJ.ces and of' such-like document3 
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INTRODUCTION TO 1948 .APPENDICES 

12. 1 .. 11 arrangements arc subJect to renew a.nd to 
mod:J..fl.cc.tl.on by a.g:reernent. 

13. These arrangements wl.ll became effectl.vc on approval by 
USCIB and LSIB, l.n o.ccord...'Ulce -rath poro.graph 12 of the U.S. -
Bn tl.sh CO'1ll.nt Agreement. 

l4. Axmex A to thl.s Introductl.on shows how the Appendl.ces to 
the U.S. - BrJ.~sn Cacm~catl.on Intelll.gcnce Agreement, c.s produced 
at the U.S. - BntJ.sh Tech!1~eal Conference of March, 1946, have been 
ratl.fl.ed or superseded by the ~\ppendl.ces agreed at the 
1948 Techru.cal Conf'erence, and vlmch of the latter are nCV/. 

14. All arrangements arc subJect to renev.... Thoso 
esta.bll.shl.ng the exchange of matenal :may be modJ.fl.ed by mutuo.l 
a!;reerent l.f experl.ence shows thc'"l.t too great a proportl.OIl of the 
personnel o.val.lc.ble l.S bel.!lg errxployed thereon. 

15. These arrangements "all become effectl.ve on approval by 
ST.L'INCIB und the LONDON SIGINT BOARD l.n accordance va th 
paragraph 12 of the U.S. -Brl.tl.sh CanmunJ.catl.OIl Intclll.gcnce 
Agreement. 

[No correspondJ.ng l. tern III 1946 Introduc"b..on]. 



APPENDIX A: TER&ofS TO BE USED 

1948 AppendJ.x A unchanged froll' 1946 Appenchx A. 
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COHP.ARA.TIVE TABLE APPENDIX B 

PRINCIPLES OF SECURITY AND DISSEMINATION 

(Note codewords wh~ch appeared l.Il the 1946 Appendlx have been deleted) 

1948 APPENDIX B 1946 .APPE..liIDIX B 

INTRODUCTION INTRODUCTION 

1. These prl.Ilc~ples shall be the bas~s of all regulat~ons 
for the secur~ty and d~ss~nat~on of Commun~cat~on Intell~gence 
~ssued by or under the author~ty of USCIB or LSIB and other 
appropr~ate off~c~als of the Governments of the two part~es. 
The scope and phras~ng of such regu1at~ons may vary l.Il 
accordance vY.l. th the reqUl.rements of the Part~es, Agenc~es, 
Departments a.'YJ.d ~~I:rn~str~es to whom they are des~gned to apply, 
but all shall be III aocord ~r.l. th these bas~c p.c~no~ples III 
every respect. To ensure UIJ.J.fonn l.Ilterpretat~on of Ylhat 
const~tutes such acoord, each party shall fon~d all suoh 
regulat~ons to the other for ~nformat~on. 

2. It ~s recogn~sed that, wh~le the follo'T.lng pr1Ilc~ples 
are 1n general of ~versal appl~eat1on, eerta1Il of those 
prJ.mar~ly app110able to peacetllne must be mod1f1ed ~n tJ.m.e of 
war or emergency, to ensure that the InaXllnUID operat1onal benef~t 
cons~stont WJ..th SCC1..:l.ty loS der1ved from the source. Pro~s~on 

~s made hereunder for the neoessary mod~f~oat~ons. In tllne of war 
or 8Tllergency, or except~onally as agreed by USCIB and LSIB, 
Emergency RegUlat10ns embodYl.Ilg the emergency prl.Ilc1ples contallled 
here1Il shall be brought l.Ilto force by the respect1ve part1es. 

1. These pr~~ples shall be the bas~s of all regulat~ons 
for the secur~ty and ~sseml.Ilat~on of C0MmUn1cat1on Intell~gence 
~ssued by or under the author1ty of STAl1CIB or the LONDON SIGINT 
BOARD and other approprJ.a te off1c~als of the Governments of the 
two part1es. The scope and phrasl.Ilg of such regulat10ns may vary 
J.Il accordance vY.l. th the reqUl.rements of ilie Part~es, Agenc1es, 
Departments, and. :&b.n~stnes to whom they are des1gned to apply, 
but all shall be l.Il accord W1tn these bas1c pnnc~ples l.Il every 
respect. To ensure ~form 1Ilterprctat10n of what const~tute5 
such accord, each party shall fOrh~d all such regulat~ons to 
the other for 1nf:ormat1on. 

[No correspondmg ~tem m 1946 Append.J.x B]. 
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1948 APPENDIX B 

DEFINITIONS AND C.L .. TEGORIES 

3. COl-rnunJ..cabon IntellJ..gence (com:NT) J..S ~h0 TlaJl'le gJ..ven to 
products derJ..-lTed from the 'dark of agencJ..cs, the aperabonc:! of y,hJ..ch 
arc co-ordmated by USCIB and LSIB and-whJ..ch study radJ..o trans
mJ..ssJ..ons and other cmm~UI1J..catJ..o~s not orJ..g~ted by UnJ..!;ed States 
or BrJ..tJ..sh authorJ..tJ..as a Thc terms C~~~J..caL'on IntellJ..~0nc3 (Crn/liNT) 
and ~hgnal IntcllJ..gence (SIGINT) arc synonynousa COi'lin.m.:.catJ..on 
IntellJ..gence J..S dl. VJ..ded J..nto t\{Q en togorJ..es, as follmvs 

4. 

(a) SpecJ..al IntellJ..bence. 

(b) TraffJ..c IntellJ..gence. 

SpecJ..a1 Intel1J..gencc J..S 

(a) that COl!J[l'IL]IUcatl.oTl IntellJ..6cnce ".hl.ch results from -

(J..) the dec~tJ..on of texts 
t as rovl.ded J..n 

OGA 

2. 

1946 APPENDIX B 

DEFINITIONS .hND CATEGORIES 

2. ComrJ.UIll.catJ..on Intel1J..gence (COMINr) J..S the name gJ..ven 
to products derJ..ved from the work of agencJ..es, the operatJ..ons of 
y{hJ..cc are cO-OrdL~Gea by STANGlE or the LONDON SIGINT BOJL~ and 
whJ..ch study radJ..o transmJ..ssJons and other cOmMunJ..catJ..ons not 
orJ..gmatcld by UnJ..ted States or BrJ..tJ..sh aut~orJ..tl.cs. The terms 
COIIJI"IlUllJ..catl.On Incelhge.ace (Cm!INT) and SJ..gna1 Intel1J..gence (S:CINT) 
are synonymous. Commuro.catJ..on Intelh.gence J..S dJ..vJ..ded J..nto t"yO 
categorJ..es, as follows 

(a) SpecJ..al IntellJ..gence 

(b) TraffJ..c Inte11J..gence 

3. ~cJ..al IntellJ..gence J..S ~hat CommunJ..cat1on Inte11J..gence 
whJ..ch results from the decrypt10n of the texts or substance of 
encrypted comnunJ..catJ..ons. Cocmun1cat1on Inte11J..gence obta1ned 
from plam language messages may, on occaSJ..on, be classed as 
SpecJ..al Inte11J..gence. Spcc1al IntellJ..gence J..S dcsJ..gnated by the 
code word ••••• _ 

EO 1.4. (c) 
EO 1.4. (d) 
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194-8 APPENDIX B 

4. [Contl.nued] 

OGA 

(~v) the ~ntcrcept~on of certa~ ~cs of transm~ss~on 
as may be spec~f~ed by USCIB and LSIB, 

(v) p1a~ texts as pronded ~ paragraph 6 beloN, 

(b) that Traff~c Intell~gcnce wh1ch.-

~d~catcs success ~n the product~on of Spec~al 
Intel1~gence as dcf~ed ~n paragraph 4( a) 
above; or 

~s, m the case of mlhndual ~tems, spec~~cally 
upgraded to Spec~al Intcll~gence by e~ther party 
~ ~t ~s cons~dered that ~ts content ~s such as 
to warrant th1s act~on. 

EO 1.4. (c) 
EO 1.4. (d) 

3. 

194-6 APPENDIX B 

5. If C~un~cat~on Intell~gence obta1ned by the processes 
descr~bea ~ paragraph 4- clearly reflects the use of lnformat~on 
der~ved from encrypted nessages, ~t shall be classed as Spec~al 
Intelhgence. 

[No corresponlhng ~ tam ~ 194-6 Appencb..x B] 
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OGA 
EO 1.4. (c) 
EO 1. 4. (d) 

1948 .APPENDIX B 

5. Traff~c Intell~gence ~s that Commun~cat~on Intell~ge.nce 
w~ch results from 

(a) the study of procedure s~gnals, call ~gns, message 
headJ.ngs, D/F bearmgs and other externals of 
commun~cabons (except as proVJ.ded m paragraph 4( a) 
(n~) above), 

the decrypt~on of the , .. hole or parts of cOlIlP1un~cat~ons 
~n codes or cyphers of such low secur~ ty gradmg that 
they are spoc~~cally classed as Traff~c L~tell~gonce 
by USCIB and LSIB, or 

Traff~c Intell~bence shall be des~gnated by a separate codeword 
agreed on from t:une to bme by USCIB and LSIB. 

6. Cammun~cat~on Intoll~~encc der~ved frao plam texts 
(mcludmb R/T) may be classod by USCIB nnd LSIB as e~ther Spec~l 
Intell~gence or Traff~c Intell~gence accordmg to the needs of 
e~ther and preferably after agrealllent between them except t:b.at, 
~n tJ.me of emerf!.ency, plam texts der~ved from tact~cal Armed Forces 
c~rc~ts shall be treated as Traf'f~c Intell~gence. 

4. 

1946 APPENDIX B 

4. Traf'f~c Intcll~gcnce ~s that Commun~cat~on Intel1~benc, 
wh~ch rcsul tis from analyses of commurucat~on networks, procedure 
s~gnals, call s~gJ.s, D/F bearl.nf;s and other techn~cal o.~ds, 
~.e. Cammun~cat~on Intell~gence obta~ned from mtercepted 
commun~cat~ons by all means short of the actual decod~ or 
decypher~ng of the texts or substance of these commun~cat~ons. 
Commun~cat~on Intell~benccl obta~ned from plam lanbuage messages 
~s nornally ~ncluded m the Troff~c Intell~gence catebo~. 
Traff~c Intell~ge.nce ~s des~gnated by the code word •••••• 

[Plam Text vms covered m the 1946 Appendu by paragraphs 3 
and 4]. 
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1948 .APPENDIX B 

7. In t:une of war or emergency, or exccptl.onally as agreed 
by USCIB and LSIB, the Traffl.c Intclll.£encc category as def~ed l.n 
paragraph 5 above &hall be extended to l.nclude the products of 
certal.n fl.e1d and medl.um-grade cyphers ,i.hl.ch shall be downgraded 
from Specl.til Intelll.gcnce, and, l.f reqUl.rcd,Traffl.c Intelll.gence 
may then be subdJ.Vl.ded l.nto separate categorl.es L'rl order to pernu.t 
tactl.cal Comnunl.catl.on Intelll.gence (the comproml.se of ~fhl.ch would 
not endanJer the more ~ortant sources) to be dl.sseMl.nated to 
specl.al a&cncl.cs and lower cchelons of the JUnned Forces. In order 
to prepare for thJ.s contl.ngency, mutually agreed ll.sts shall be 
prepared ana. mal.ntal.ned l.n current sta tUB' by USCIB and LSIB to 
lndl.cate whl.eh fl.eld and medl.um-grade cyphers fall v,Il.thl.n the 
provl.sl.ons of thl.s paragraph. In the event that l.t l.S found 
necessary to subdl.vl.de Traffl.c Intelll.gence as contemplated above, 
l.t .I'l8.y be neces9ary to l.nstl.tute an addl.tl.onal Traffl.c Intelll.gence 
codeword to per.ml.t dl.fferentl.atl.on l.n the dl.SSem1Datl.O~ of the 
products of medl.um- and law-grade cyphers. 

GENERAL PRINCIPLES OF SECUP.ITY AND DISSEflNATION 

8. The value of Conmnml.catl.on Intelll.gence l.Il 'laI' and l.n 
peace cannot be over-estl.mated, conservatl.on of the source l.S of 
supreme llIIportance. It l.s cssentl.al, therefore, that the 
dl.sseffil.natl.on accorded to 0.11 related or resultOOlt l.nformatl.on be 
strl.ctly controlled and l~ted. The physl.cal securl.ty of related 
documents l.S not alone sutfl.cl.ent, l.t l.S essentl.al that all 
reference to l.ts eXl.stencd el.ther dl.rect or l.ndl.rect be avol.ded 
excupt among those to ~ham the knowledge l.S necessary for the proper 
performance of thel.r dutl.es o The t:une hnll.t for the saf'eguard:Lng 
of Communl.catl.on Intelll.gence never explores. 

5. 

1946 APPENDIX B 

6. In t:une of war or natl.onal emergency l.t may be found 
necessary to sub-dl.Vl.de both Specl.al Intelll.gence and Traffl.o 
Intelll.gence 1nto smaller categorl.es l.n order to per.ml.t certal.r_ 
classes of Communl.catl.on Intelll.gence (comproml.se of v{l}l.ch would 
not endanger the more l.IDportant sources) to be dl.strl.buted to 
specl.al ag0nCl.es and lower echelons of IDl.ll.tary forces whJ.ch, 
for securl.ty reasons, would not nonnally recel.ve other 
Co~unl.catl.on Intelll.gence. 

GENERAL PFINCIPLES OF SECURITY A.'"ID DISSEUNATION 

7. The value of Cornmunl.catl.on Intelll.gence l.Il war and l.n 
peace cannot be ov~r-est:unated, conservatl.on of the source ~s 
of supreme lmportance. It l.S essentl.al, therefore, that the 
dl.sscml.natl.on accorded to all rolated or resultant l.nformatl.on 
be strl.ctly controlled and ll.IDl.ted. The physl.cal securl.ty of 
related documents l.S not alone suffl.Ol.ent, l.t l.S essentl.al that 
all references to l.ts eXl.stence el.ther dl.rect or l.ndl.rect be 
avol.ded except among those to whom the knowledge l.S necessary 
for the proper performance of thel.r dutl.es. The t:une ll.IDl.t for 
the safeguardl.ng of Cammunl.catl.on Intelll.gence never expl.res. 
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9. Every effort shall be Made to ensure that, unless specJ.al 
authorJ.ty 1.S gJ.ven 

(a) lJl tJnc of peace, no person who J.S a current 
recJ.pJ.ent of SpecJ.DI or TraffJ.c IntollJ.gence or vho.) 
J.S engaged loIl lots productloon shall be assJ.grled to 
or be engaged J.n actJ.VJ.tJ.es ",,~l1J.ch IilJ.ght reasonably 
be expected to place lam m a posJ.tJ.on where he 
nught be forced to subtut to q.lestJ.onmg by u tlurd 
party; 

(b) J.r~ t:une of ""far or J.n II. state of emergency, no person 
who J.S a current recJ.ploent ;:yf SpecJ.ol Intc.lllogence 
or who J.S engaged J.n lots productJ.on shall be 
commJ.tted to a hazardous undertala.ng wh1.ch r.J.J.ght 
subJect hJ.I"1 to cU.J?ture by the cnCMy or a thJ.rd 
party. 

It J.3 consJ.dered, on tne baslos ~f present conmunJ.catJ.ons tecPJlJ.ques, 
that a person who has ceused to be a recJ.pJ.ent or producer of 
CommunJ.cat1.on Intelll.gence should not be S,J assJ.g:led or comml.t~ed 
before the lapse of a perJ.od of one year m the cuse of Specl.a1 
Intelll.gence, or of three months J...71 the case of TraffJ.c IntellJ.gence 

10. It J.S of the utmost lllIportance that complete and absolute 
sJ.lence on all Commurll.catJ.on IntellJ.gence matters bG IIJamtu:med by 
those who have ever been connected WJ.th the Communl.catJ.on TntcllJ.gencc 
orgam.satJ.on, and by all mdJ.VJ.dual recl.pl.ents of CommunJ.catJ.an 
IntellJ.gence, vIDether past or present, unless they are freed from 
thl.s obll.gatJ.on by ~~l.stakeable and categor1cal order of proper 

6. 
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8. Every effort shall be made to ensure that no person 
,ho 1.S u current recJ.pJ.ent of SpecJ.al IntellJ.gence or wr~ J.S 
engaged on lots productl..On shall, Wl.thout S"pecJ.al authorJ.ty, 

(a) J.n tJ.!ne of war or natJ.onal emergency be com.nu. tted 
to a hazardous undertakJ.ng whloch mJ.ght subJ~ct 
hl..Tll to cartt.re by the enemy or a tlurd party, 

(b) lJl t~ne of peace be absJ.gned to or be engaged m 
su-~eptJ.tJ.ous actJ.VJ.tJ.es whJ.ch mJ.ght reasonably 
be expected to place ~ J.n a posJ.tJ.on where he 
mloght be forced to subm:Lt to q}.lestl.om.ng by a 
thJ.rd party. 

[No correspondJ.ng J.tem J.n 1946 AppendJ.:x: B] 

9. Although from tJJne to tJJne reports of alleged Commll.."rlJ.catJ.on 
IntcllJ.genee actJ.VJ.tJ.es may be broadcast or publJ.Sh~d, J.t J.s of 
the utmost :unportanee that complete and absolute sJ.lence on such 
matters be mamtamed by those who have ever been connected WJ.th the 
c~t organJ.satl.on, and by all J.ndJ.VJ.dual recJ.pJ.ents of 
Commun1catJ.on Intelll.gence, whether past or present, 
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10. [Contmued] 

author1ty as shall be des1gnated by the respect1ve part1es. If 
at any tl_TIle londloscreet matter referrmg to CommUIllcat10n 
Intel11gcnce loS broadcast or pub11shed, even by pram1nent people, 
th1S does not free those other persons who are, or have ever been, 
producers or reclop1ents of Cammun1cat10n Intel11gence from 
mamtammg absolute s11ence, and specloal precautloons may hnv0 to 
be taken. 

11. In t1me of war, the full value of Cammun1cat10n 
Intel11gence cannot be reallosed un10ss operatloonal use 1S made 
of' lot. HO'VIever, before the dec1810n 1..8 made to take actl.on based 
on Cammun1ca~10n Intelll.gence, stud1ed effort shall be ~ade to 
ensure that such act10n cannot be attrl.buted to th1s source alone. 
In every case, unless completely ~ractl.cable, act10n agal.nst a 
spec~f1c target revealed by C~~1catl.On Intel11gence sholl be 
precede~ by approprl.ate reconnal.ss~~ce or other s~table cover to 
whl.ch the eneM.y can reasonably be expected to attrl.bute the 
o.ctl.on. .Any actl.on taken m the absence of such safeguards must 
be consl.dere~ m the ll.ght of the possl.bl.ll.ty of' compraml.smg ~he 
source. The extent of ml.ll.tary advantage to be gal-ned must be 
,ve1g..l}ed carefully agamst the nsk of losJ.ng the partl.cular source 
and related Commun1catl.On Intelll.gence sources and agal.nst the 
effect of such a loss on other Commands anQ on future operatl.onsa 

Only after 1t has been decl.ded that the overall mlo11tary advantage 
to be gal.ned clearly OUtwe1ghS the 1rretrl.evable loss ,7.hl.ch would 
probably result from a compranu.se of the source should actl.on be 
taken l.n the absence of sUl.table cover. 

1946 APPENDIX B 

9. [Contmued] 

are freed from thl.s obll.gat10n by unml.stakeable and categorl.cal 
order. 

10. In t1IDe of war, the full value of Commun1cat10n 
Intelll.gence cannot be real1sed unless oporat~onal use l.S made 
of 1t. Houevr::r, vlhen actl.on 1S contemplated m the ll.ght of 
CcmlffiQ~l.Catl.on Intelll.gence, the possl.bl.ll.ty of comproml.sl.ng the 
sot..rce shull always be borne m nund a"''ld tnl.S danger shall 
always be we1ghed agal.nst t!~e YUl.ll.tary advantage to be gamed. 
A mmor advantage l.S not suffl.cl.CIlt ground for rl.skJ.ng the 
campromJ.se of any Communl.catl.on In~elll.gencc source. When the 
decl.sl.on l.S made to truce actl.on based on C~'l.catl.on 
Intelll.gcnce, studl.eQ effort shall be made to ensure that such 
actl.on cannot be a~trl.but~d to Cammunlocatl.on Intelll.gence aloneG 

Ip every case, unless the senl.or offl.cer concerned, after full 
consl.deratl.on of the r1sks :mvolved to the source, consl.ders l.t 
completely ~ractl.cable, actl.on agal.nst a specJ.fl.c target 
revealed by Cammunl.catl.on Intelll.gence shall be preceded by 
approprl.ate reconnal.ssance or other sUl.table deceptl.ve measures 
to uh1ch the enemy ca:r~ reasonably be expected to attrl.bute the 
ac tl. on. 
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12. When act loon as contemplated m paragraph 11 above loS 
fmally ordered, partl.cu1ar care shall be taken on all occaS1.ons to 
ensure that personnc,l who may become engaged "W1.th the eneIIr'J m the 
course \.of such act1.on are g1.ven only the IDllll..mum I.nformat1.on, Wl.th 
no unneoessary detml. 

13. In tJ.me of peace the prl.nc1.ple that the conservat1.on of 
COIm'lun1.cat1.on lntell1.gence sources loS a pa.ramount cons1.dertlt1.on 
affcct1.ng any actl.on taken l.n the 11.ght of Co~ca~1.on 
lntelll.genco.shall be r1.g1.dly upheld. 

14. The \prmc1.ple of d1.sseoJ.nat1.on loS based on lithe need to 
know". ~ J.tem of Communl.cat1.on lnte11l.gence shull thereI"ore be 
made known only\to those l.nd1.Vl.duals who reqmre lot m tne 
performance of the lor dutl.es and who have been appropr1.ately 
mdoctrl.nated. Every effort shall be '1lB.de to resir1.ct the nU1"'J.ber 
of J..ndoctr:ma.ted p.ersons to an absolute ml.n:l.m.ur.l. 

15. .Any lntell1.gence mc1udmg m ".ho1e or m part I.tems from 
Cammun1.catl.on lntell1.gcr.nce sources l.S to be handled I.n accordance 
vath these rogulat1.ons. \1 

8. 
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GA 

[No corresponcu.ng 1. tern l.n 1946 Appendl.X B] 1. 4. (c) 
1. 4. (d) 

11. In tJJTle of' peace the pr1.nc1.ple that the 
of COIDmunl.cat1.on lnte111.ganco sources l.S a 
affoctmg any actl.on token m the 11.ght of Commum.c 
lnte11l.gence shall be r1.gJ.dly upheld. 

12. The pr1.ncl.ple of d1.ssernl.natl.on loS based on 
to knov.". Each 1. tern of Conmrunl.catl.on lntelll.gence 
fore be lnade known only to those mcu. Vl.duals who 
the performanc.:l of the1.r dut1.es and vrho have been "'T"n""t"YTn~" 

"l.ndoctrl.nated". Every effort shall be made to restrl.ct 
number of "l.ndoctr1.nated" pcrs')ns to an absolute IDJ.nl.!Ilum.. 

na~1.ona1 of one party shall be per.m1.tted access to the 
party I s C<l.ITNT agenc1.es or to the products, or knowledge of 
ex1.stence thereof, unless he be approved by STANClD or the .uV'L ...... \,/J. 

SlGINT BOARD as approprl.ate and be properly mUoctrmated. 
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15. [Contl.Ilued] 

16. No nat~ona1 of one party shall be permJ.tted access to the 
other party t s COIDl.Ilt agenc~es or to the products, or knowledge 0:(' 

the ex~stence thereof, ur..less he be approved by lus parent agency 
or Board and be properly l.Ildoctr~ted. 

17.. It ~s rl...cogn~sed tr.a.t both part~es w:Lll produce Spec~al 
Intell~gence ~ch by ~tue of ~ts source or content W1l1 requ~re 
exccpt~onal safeguards and wh.1.ch should therefore be lllD.~ted 
str~ctly ~ d~ss~t~on. Such Spec~a1 Intell~gence ~l fall 
l.Ilto two categones 

(a) l,.Tl.mv~dual ~tems wh~ch "!lust be restr~ctod ~ 
~ss~at~on to the h~ghest level only. The 
procedure m such cases WJ..ll be as prescr~bed ~ 
paragraph 22 below, 

(b) part~ou1ar olasses of Commt wh~ch ~t ~s necessary 
to restr2ct to l~ted categor~es of personnel. 
Such a class may, WJ.th the consent of USCIB or LSIB 
as appropnate, be ~d~cated by an agreed subs~~ary 
codeword. 

9. 

1946 .ciPPENDIX B 

............ 

[Sec last sentence of paragraph 12 (above) of'1946 AppendlX B]. 

13. It ~s recogrused that both Part~cs Wl.ll produce Spec~al 
Intell~gcnce wluch, by Vl.rtueof ~ts source or content, mIl 
rcqmre except~onal safeguards and uhJ.ch should, thereforc., be 
lJ.IIlJ. ted str~ctly ~ mssClI'mabon to tht3 h~ghest level only 
(seo paragraph 19 below). 

[No corresponmllg ~tems ~ 1946 Append~x B]. 

OGA 
EO 1.4. (c) 
EO 1.4. (0:) 
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17. [Contmued] 

It l.S for the ongmatlng party to request tho.t the other party 
should afford s1Ml.larly restrl.cted dl.strl.butl.on to such l.ndl.Vl.dua1 
1tems or classes of Cammunl.catl.on Intelll.gence. 

18. Except m categorl.es and mdl.vl.dual cases agreed upon from 
tJ.me to hme by USCIB and LSIB, personnel to be l.ndoctnnated as 
recl.pl.ents of Communl.cutl.on Intelll.gence or nssl.gned to Crnmnunl.catl.on 
Intelll.gence dutl.es shall be the subJect of specl.al securl.ty 
enqu.J.rl.es. However, m tl.ille of war or emergency, exceptl.onal 
occaSl.ons may anse when l.t l.S consl.dered essentl.al for an mdl.Vl.d.ual 
to take up ms dutl.es before the specl.nl SCCurl. ty enqUl.rl.es can be 
completed. In such cases, the person concerned may be sUl.tably 
mdoctrl.nated on the authorl.tyof such senl.or offl.ccrs or offl.el.als 
ns nre de~l.gnated by the respeetl.ve partl.es. In nIl such cases, 
steps shall be taken to ensure tno.t specl.al securl. ty enqUl.rl.es are 
completed as soon as possl.ble after mdoctnnntl.on. 

19. USCIB and LSIB shall mamtal.n cOMplete ll.sts of persons 
currently l.ndoctrJ.nated for Specl.al Intelll.gence under thel.r 
respectl.ve Governments. 

20. USCIB and LSIB shall keep each other fully l.nformed of 
the Departments, ~hnl.strl.es, Agencl.cs, Offl.ces, Headquarters and 
Commands recel.VJ.n£ Specl.al Intelll.gence and of the approx~te 
number of l.ndoctrJ.natcd persons m eacn. 

10. 
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14. Except J.n categorl.es and mdl.Vl.dual cases agreed upon 
from tlme to tl.me by STANCIB and the LONDON SIGINT BOARD, personr..e] 
to be "llldoctrl.natedl1 as recl.pl.ents of Commurucatl.on Intelll.gencc 
or assl.gned to COMmUnl.catl.on Intclll.gence dutl.es shall be the 
subJects of specl.al securl.ty enqUl.rl.es. 

15. STANnIB and the LONDON SIGINT BOjRD shall ma:mtam 
COMplete ll.sts of persons currently "llldoctr:mated" for Specl.al 
Int~lll.gence m thel.r respectl.ve Govern~ents. 

16. STANCIB and the LOrIDON SIGINT BOARD shall keep each 
other fully l.nformed of the Departments, Ml.nl.strl.es, Agencl.es, 
Offl.ces, Headquarters and Commands recel.Vl.ng Specl.al Intelll.genco 
and of the B..Jprox:L:na.te number of "mdoctrJ.natedll persons m each. 
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21. Cammun1cat10n shall never under any 
c1rcUIllstances or m any form to any Mim.stry, 
Department, Agency, OrganJ..satJ..on, or md1vl.dual from wh::Lch 
or from whom 1t m1ght reasonably ~XDeC:lIed to fmd l. ts way, 
offl.c1al1y or cxtra-offl.c1ally, l.nto ~l.on of any person 
or group who could use 1t for or commerc 
gal.n or advantage e 

CLASSIFICATIons AND PROCEDURES 

22. SpecJ.al Intel1l.gence. Specl.a1 Intv..L.J. .• t5' .... lv 
TOP SECRET. The words TOP SECRET and the ",.,..,.~,...,",""''''''' 

appear on every sheet of paper whJ.ch ",,,,,nT.'., 
eXJ..stence of, thJ..s class of 
app11es to maps and charts on 
der1ved from J..al 

In order to m<hcate that the specl.a1ly 
l.oI. ... i:;;::;O'1lI.&.llCLI.oJ..on referred to m paragraph l7(a) above has 

been app1J..ed, eJ..ther party WJ..11 prefJ..X the SpecJ.a1 Inte111gence 
codeword v.l.th the word ISpecJ..al". 

23. TraffJ..c Intel1J..gonce. TraffJ.c Inte11J..gence 1S classJ..f1ed 
SECRET. The word SECRET and the TraffJ..c Intel1J..gence codeword 
sna1l appear on every sheet of paper "/h1ch contams or <hsc1oses 
the 6XJ..stence of th1s ~lass of CammunJ..cat1on Inte11J..gence, unless 
TOP SECRET and the approprJ..ate Spec1a1 Inte111gence codeword appear 
on the same sheet. ThJ..s rule appll.es to P"ApS and charts on whJ.ch 
are plotted data and J.nformatJ.on d6r1ved from Traff1c Inte1lJ..gence. 

1. 4. (c) 
EO 1.4. (d) 

11. 

tel1J..gence shall never under aqy 
form be dJ..ssenunated to any Min1stry, 

, OffJ..ce, or J.ndJ.. 'V:l.dual from 
J..t ro1ght reasonably be expec~ed to fJ..nd J..ts 
extra-off1cJ..a11y, 1nto the possessJ..on of 

roup ,,,ho could use J.t for commercJ..al compet1tJ..on 
gam or advantage. 

SpecJ.al Inte1l1gence. SpecJ.al Intel11gence 1S 
TOP SECRET. The words TOP SECRET and the code 

•••••• shall appear on every sheet of paper whJ..ch contams 
d1sc1oses the exJ.stence of thJ..s class of CammunJ..catJ..on 

Intel1J.gence. ThJ..s rule app11es to ~aps and charts on whJ..ch 
data ~~d J.nfo~tJ..on der1ved from J.al e. 

, lOrd by eJ. ther 
party to mdJ..cate that J.t has appll.ed the spec1al1y ll.nJJ..ted 
dJ.ssem~tJ.on referred to m paragraph 13 abovc. 

20. Traff1c IntellJ.gence. TraffJ..c Inte11J.gence 1S 
c1assJ.f1ed SECRET. The word SECRET ani the code word •••••• shall 
appear on every sheet of paper wllJ.ch conta.J.ns or dJ..sc1oses the 
ex1stence of thJ.s class of CammunJ..cat1on IntellJ.gence, unless 
TOP SECRET •••••• [codeword as m paragraph 19 above] appears on 
the same sheet. ThJ..s rule app11es to maps and charts on whJ.ch 
are plotted data and J.nformat1on derJ.ved from TraffJ.c Inte11J.gence. 
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~. Codewords. The Spec1al Intel11genc~ fu~d Traff1c 
Intel11gence codewords used as such bear the TOP SECRET and SECRET 
class1f1cat10n respect1ve1y. These codewords and the1r ~p11cat10ns 
shall not be made known to non-mdoctrmated persons s nor shall 
these code-r.ards be used III the1r codeword sense 1n thc presence of 
non-~doctr1nated persons. 

25~ Tecnn1cal Matter. Techn1ca1 matter uppert~n2ng to thc 
product10n of Spec1a1 Intel11gence 1S normally class1f1ed TOP SECRET 
8..'rld des1gnated by the appropr1ute codeword. Tecnm.cal mat"&er 
apperta1nmg to the product10n of Traf'f1c Intelhgence 1S normally 
class1f1ed SECRET and des1gnated by the Traff1c Intcl11gence 
codeword. The approprlAte c1ass1f1cut10Il and codc\\ord shall appear 
on fNery sheet of paper whJ..ch conta1ns or d1scloses the ex1stence 
of such techn1cal matter I /1 1 

OGA 
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20. [Cont1nued] 

~. Code Wcrds, The code word " II II [as m paragraph 19 
above] and all that 1t :unp11es bears the TOP SECRET class1f1cat~or 
The code word • ., ... (as 1n paragraph 20 above] ond all that 1t 
:unp11es bears the SECRET c1assJ.f~cat10n. Thes(' code words and 
thell' J.mp11cat~ons shall not be made knovm to "non- m doctrmated" 
persons, nor shall these code words be used 1n thelX code word 
sense 1n the presence of "non-lIldoctrmated" persons. 

21. Techn1cal :Hatter I Techn1cal matter apperta.:mlllg "&0 tne 
product10n of Specloal Intel11gence 1S nOI""lally classJ.f1ed TOP 
SECRET and deslognuted • I I • I •• Tech.~ca1 mtter appertaJ.llJ.llg to 
the produotloon of Traff1c Intel11gence loS normally class1floed 
SECRET and des1gnatod •• I I " I The appropr1ate c1:l.ssl.f1cat10n a...ld 
code word shall appear on every sheet of paper whJ..cn conta.:ms or 
d1sc1oses the eX1stence of such technl.cal matter, 

OGA 
EO 1.4. (c) 
EO 1.4. (d) 
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26. Raw Tra:t'f~c. Raw traff~c(J... c. l.nterccpted ,.raff~c 
sho~g no ev~donce of process~ng for COMmUn~cat~on Intell~gence 
purposes) ~s normally class1f~ed CONFIDll~IAL, except ~h~re a 
h1gher class~f~cat~on 1S mutually agreed upon. The 1nclusJon of a 
case-number :1.n an ~tem of raw traff~c slJall not be deemed to show 
ev~dence of process1ng for Commun1cat10n IntelI1g(,ncepu..."'1>')..3e~ 

27 D Techn1cal Success. COU1lIlun1cat~ons o.i'nonc; cog.·uzont 
off1C~llS of the Dr~t1sh and U.S. Government::. whJ.ch reveal actuci 
success, progress or processes 1n the product1011 of Spcc~al 
Intel11gence or Traff~c Intell~gence ~n speCJ~lC ~3tm.ceo or f~elds 
sv.al1 bear the appropr~ate codevTord des~gn,j,!; ...... uns evel thouiJ:, t..."'3Y 
do not then.selves reveal Comnn.Ul~cat10n Intel:'.J..gence as SUCJ1. 

28. Documents. Except as 1ITp1~c~tll 1nvolved 1n the 
operat1on of paragro.phs 15 above and 29(a) beloVl, documents 
conta1n1ng CO~1cat~on Intell~gence and techn~cal matter 5hall 
remam exclus1vely 1n the custody of persons \,ho have -been 
appropr~ately 1nCi.octrmated, secure from exalIUn"t~on by non
l.ndoctr~ted persons. 

29. Spec~o.l Intell~gence a~d TOP SECBE£ techn~co.l ~tter shn.ll 
not be translD.1tted m plam language (lIDencrypted) except as follows 

(a) sealed, by sofe-hand channels over routes specrl~cally 
o.pproved by USCIB or LSIB. Such o.pproval Wl.11 be the 
exccpt~on where such routes ~nvolve a1r or land 
transport over the terr~ tory of a th1rd po.rty, 

13. 
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22. Raw trafi'~c. RaY{ traff1c (1. e. mtercepted traff~c 
sho'V>'l.llg no eV1dence of process~ng f or COlIll"l.lID~cat~on Intell~gencc 
purposes) ~s normally class1f~ed C~~'ID]L~IAL, except where a 
h~gher clo.ss~f~cat~on ~s mutually agreed upon. 

23. Techn~ca] success. Co~un1cat10ns among cogn1zant 
oi'f1.c1a.ls of the Br1t1.sh a...11d U.S. Governments vrmch raveo.l 
actual success, progress or processeo L~ the product~on of 
Spec~al Intell~gence or Traff:l.c Intelhgence .l!l specli':l.c 
1nstances or f1.elds Shall bear the o.ppropl~ate code word 
des1.gnat~ons even though they do not the.m&elves reveal Can
mqn1.cat1.on Intell~gence o.s sucho 

25. ' cl.tly 1.nvolved l.n the 
operat10n 26(u) belo~ documents 
conta~~g ammun~ca 1.on n e 1.gence upd Gerhnl.cal ~tter ShalJ 
remal.ll exclus1.vely ~ the possess~on of persons who have been 
appropr~ately "~ndoctnnateJ. n, secure frol'l exrunl.nat~on by 
"non-~doctr~nated" persons. 

26. Plo.m Language Transm1.ss1.ons. Spec1.al Intell~gence 
and TOP SECRET techn~cal ma ttcr shall not be transnu tted ~ 
plal.ll language (tmencrypt cd) except o.s follows 

(a) sealed, by safe-hand channels over routes 
spec1.f1.cally approved by STANCIB or the LONDON 
SIGINT BOABD. Such approval Wl.Il be the exccptJ.o~l 
where SUCh routes ~nvolve a~ or land 
over the terr1.tory of a thl.rd party, 
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29. [OontJ.nued] 

(b) vJ.a completely protected local communJ.catJ.on syste.ns 
exclusJ.vely J.nternal to AgencJ.os or OffJ.ces 
producL~ or utJ.IJ.sJ.nG OommunJ.c~tJ.on IntellJ.gence 
of the approprJ.ute categorJ.es, 

(c) vJ.u completels prot~ct~d external landlJ.nes only us 
specJ.fJ.cally approved by USOIB or LSIB J.n each 
l...TJ.stance. 

30. TraffJ.c IntellJ.gence and SECRET technJ.cal Matter Shall 
not be tranSlnJ.tted J.n plaJ.n language (unencrypted) except as 
follows· 

( a) as pronded J.n paragraph 29 above, 

(b) by protected postal channels over routes approved 
by USOIB or LSIB. 

31. Raw Tra:f'fJ.c clasSJ.fJ.ec1 OONFIDENTIAL and OO:t...lFIDENTIAL 
technJ.cal matter shall not be transmJ.tted unencrypted except as 
follows 

(a) as proVJ.ded J.n paragraphs 29 and 30 above, 

(b) vJ.a external landlJ.nes only as specJ.fJ.cally approved 
by USOIB or LSIB J.n each J.nstance, 

1946 APPENDIX B 

26. [Oonnnued] 

(b) VJ.a completely protected local cO~~J.catJ.on 
systrn~s exclusJ.vely J.ntenlul to AgencJ.es or 
OffJ.ces producJ.ng or utJ.lJ.smg OOMmUnJ.catJ.on 
IntcllJ.gence of the approprJ.ate cutegorJ.es. 

( c) VJ.a external landlJ.nes only as spt::cJ.fJ.cally 
approved by STANOIB or the LONDON SIGn~'T BOARD 
J.n each J.nstance. 

27. TraffJ.c Int€-llJ.gence and SECRET or CONFIDEl\"TIAL 
technJ.cal matter shall not be transmitted m plaJ.n language 
(unencrypted) except as follol"s 

(a) as provJ.d~d J.n paragraph 26 above, 

(b) by protected postal charmels over routes 
approved by ST~UmIB or the, LONDON SIGINT BOARD. 

Note The ubove re& trJ.ctJ.ons on tho conveyance of 
confJ.dentJ.nl materJ.al over thc terrJ.to~ of a 
thJ.ru party may be relaxed at the dJ.scretJ.on of 
STANOIB or the LONDON 6IGINT Bo.ARD to pennJ.t 
unencrypted ra,{ traffJ.c (classJ.fJ.ed CON.&'IDENrIAL) 
bemg conveyed by uJ.r or land trrulsport over 
terrJ.tolY belongJ.ng to a thJ.rd ~arty pronded th£t 
the raw traffJ.c has not been orJ.gJ.nated by 
natJ.onals belongJ.ng to that thJ..rd party. 
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1948 APPENDIX B 

31. [ContJ.n-ued] 

32. 

( c) l.Il the case of rml tr'rl'f'J.c clnssli'l.ecl CONFIDENTIAL 
only, the restrl.ctl.ons on the conveyance of 
CONFIDENTIaL zaaterJ.a.l over the terrJ.tory of a. tlurd 
party may be relaxed at the dJ.scretJ.on of USCIB or 
LSlB to perml.t such transport by aJ.r or lanG.. Such 
relaxatl.on .71.11 be th~ exceptl.on J.n the case of raw 
trnff'l.C orl.b~ted by natJ.onals of the thl.rd par~ 
l.Il questl.on. 

Except l.n cJ.rc.UInstances contemplated J.n paragraph 15 above 

(a) Specl.al Intelhgence and TOP SECRET technl.cal matter 
transnu.tted\.l.Il encrypted form shall be encrypted l.n 
specl.al cryptographl.c channels or cl.phers expressly 
provl.ded for these subJects; 

(b) Traffl.c Intelh.g.ence and SECRET technl.cal matter 
transml.tted l.n encrypted form shall be encrypted l.n 
specl.al cryptographl.c channels or cl.phers expressly 
provl.ded for these subJects, those ll.sted J.n 

paragraph 32( a) above, or J.n ine hl.ghest grade 
cl.pher aval.lable, 

(c) however, l.Il the case ofl pr sl.Ml.larly secure 
cl.phers, the transml.ssl.on of Commu.ru.catl.on lntelll.
gence, TOP SECRET and SECRET technJ.cal matters and 
raw traffJ.c over the same channel l.S authorl.zed, 
provl.ded that such channels are reserved for these 
subJects exclusl.vely. 

15. 

1946 APPENDIX B 

29. Transml.ssl.on of Ra\/ TraffJ.c. CryptographJ.c channels or 
cyphers for the transmJ.ssl.on of "raw traffl.C" shall be agreed 
upon f'rom t:une to t:une by STANGlB and ihe LONDON SlGlNT BOARD. 

28. EncEYPted Transml.ssl.ons. Except l.Il cJ.rcumstances 
contemplated l.n paragraph 17 above 

(a) Specl.al Intelll.gence and TOP SECRET technl.cal 
matter transml.tted l.n encrypted form shall be 
encrypted l.n specl.al crytographl.c cp~els or 
cyphclrs expressly proVl.ded for these subJects, 
and l.n no other. 

Such channols or cyphers shall possess at least 
the securl. ty of the COM and shall be approv~d by 
STA.L"'VIB or the LONDON SlGINT BO.AIE>. 

(b) Traffl.c lntelll.gence and SECRET techn.J.cal matter 
transml.tted J.n encrypted forw shall be ancrypted 
l.Il specl.al cryptographl.c channels or cyphers 
expressly provl.ded for these subJec~s or l.Il the 
hl.ghest grade cypher aVaJ.labl~. 

CRET 



815 

1948 APPE11DIX B 

EXCEPJIIONS 

33. The gu1d~g pr~c1ple of the express10n "the need to 
know" shall be r1g1dly upheld 1n all c1rcumstanc~s. However, 
certa1n l~ted except10ns from other proV1s1ons of these pr1nc1ples 
shall be recogIl1sed 

(a) WJ..th the approval of USCIB or LSIB, d1ssem~.s.t1on 
r.eed not be cor£1ned to 1ndoctr1nated persons, and 
che app11eable codevrord need not be employed ~ 
connect10n vath the exchange use and d1SSem1Dat10n 
contemplated 1n the folloW1ng 1nstancos 

(1) certa1n D/F fues and bear1ngs graded CONFIDENTIAL, 

(2) certa1n categor1es and ser10s of pla1n text 
me"3so.ges bet\fden connnerc1.al f1rms passed on 
1nternat1onal 11nks 'lj"h1ch must be graded at 
least CONFIDENTIAL, 

(b) ~~ Agency engaged 1n the product10n of COWlmln1cat10n 
Intel11gence may, at the d1scret10n of the SOn1or 
Off1cer conccrned, after full cons1derat1on of the 
r1sks 1nvolved to the source, Om1t the class1f1cat10n 
2Ild the appropr1ate code'ljfOrds from 1tS worksheets and 
sllIlJ.lar documents used W1 th1n the Agency or vlJ..tlun 
Intercept10n or D/F sto.t10ns 1n techn1cal operat1ons. 
The class1f1cat10n may be OIIU tted from ra\l traffl.c 
passed bet'lj,~en Agenc1es, or from Intercept and 
D/F stat10ns to Agena1esi 

16. 

1946 APPENDIX B 

EXCEPrIONS 

30. The gw..d1ng pr1nc1ple of the express10n "the need to 
know" shall be r1g:Ldly upheld ~ all c1rcumstances. However, 
certa1n lllIlJ.ted except10ns fr~ other proV1s1ons of these 
pr1ncl.ples 5hall be recogn1sed 

OUA 
EO 1.4;(c) 
EO 1.4. (d) 

(a) vlJ..th the approval of STANCIB or the LONDON SIGINT 
BOARD d1ssem1nat1on need not be conf1ned to 
"1ndoctr1nated" persons, and the app11cab1e code 
word W1l1 not be employed 1n connect1on Wl.th the 
exchange use and d1ssem1nat10n contemplated 1n the 
folloW1ng 1nstances 

(2) 

certa1n D/F f1xes and bear1ngs graded 
CONFIDElWIAL , 

certal...71Cat~gor1es and ser1es of plam language 
1ntercepts frOmI I Cl.rCU1 ts graded 
CONFIDEHTIAL, 

(3) certain catagor1es and ser1es of plo.1n 
language 1ntercepts from m111tary c~rcu1ts 
graded SECRET, prov1ded the source 1S 
d1sgul.sed. 

[Note Sub-paragraph 30(0.)(3) OID1ttod from 1948 
Appendu B] 
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33. [Cont~ued] 

(c) forecasts or conclus~ons der~ved ~n whole or ~ 
part from analyses of ~ps on w~~ch Spec~al Weather 
In~ell~gence ~s plotted may be ~ssueJ to fly~ 
personnel and to other personnel who are not 
mdcctnnated, but only ~n such form as ean g~ve 
no ~d~catl.on whatever of the source. 

30. [Contl.nued] 

(b) a Centre engaged ~ the product~on of Communl.catl.on 
Intell~gance may, V1~ thout encryptmg the approprl.ate 
code ,ord ~n the encrypted text, tranSl1ll.t TOP SECRET 
and SECRET ~echn~ca1 matter over cryptographl.c 
channels or ~jphers ex~ressly and cxclus~ve1y pro
V1ded for such tec~cal matter, 

[Note- paragraph 30(b) om~tted from 1948 Appendu: B]. 

(c) a Ce:.ltre engaged ~n the product~or.. of Com.rmnu.catl.on 
Ir-tell~gence may, at the dl.scret~on of the Senl.or 
Off~cer conce~ed, after full cons~dera~l.on of 
~he r~s~s ~nvolved to the source, ~~~t the 
classl.f~catl.on ~~d the a~proprl.ate code word 
from ~ts workSheets and s~l.lar documents used 
~~thl.n the Cer~r~, or used between the Centre 
and l.ts Interceptl.on and ~/F stat~ons l.n ~ts 
technl.cal operat~ons. 

[No correspondl.ng l.tem ~n 1946 Appendl.x B]. 
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COMPJ.R1l.TIVE TABLE APPENDIX D 

COORDINATION or TRAFFIC ~.LU,YSIS AND EXCHl,NGE OF TR4F'FIC l.,NJ.LYSIS INFORMATION 

(Note' the new 1I.ppcmdu D contams ~tems wh~ch 't1ere covered l.Il paragraphs 4-13 of the 1946 Appendu/C and l.Il the 1946 Appendu: D) 

CO"'()P.DII%TION OF TR.i~IC P..N!.I.YSIS MID EXCH.!u..rc-E OF TE'..1.FrIO JJ~4L:§!§ 
!!A1:EP~ 

1... It .nll be the Jo~n-'G obJoct~vo of the part~es ... 0 c>r...surc 
~~~ ~he requLrcd f~old of traff~c ar~lys~s problems ~~ eovere~ as 
t...~orough.1y as poss~ble but general rules co...'I1ll0 I; lJe la"!.d dmm for 
the d~V2s~on of TIll. respons~b~l~ty bet'leen the t •. ~ paru~eso 

20 \:~ tn thJ.s obJect~ vo ~n V.LOU, m:.prodt..C'''''H e a.upJ ~ca (;, 0.1 of 
deta~lcd ,"fOrk \nll be el:UIlJ.llo.ted und ~t ~s rccogLl~sed t..'io.t the bes"u 
method of further~ng tms process of e lJ..IIlJ.nat..r..on ~s to exchange 
~nforma.t~on "7herevcr poss~ble l.Il the fom of partly or fully 
processed mo.tcr1al. 

3. Publ~shed reports on Traffic Analys~s WJ.ll always be made 
avo.~lablc to the ot..1wr party. 

CO-{)RDIN.L'.TION OF, .AND EXCirJ.NGE OF INFOR11:t ... TION ON. TRJ.JrFIC AL'TJlLYSIS 
ffiRffiTfONFiNDlfuq r _. -
[Note. extracted frOl'l. 1946 Appcn.d.J.X D]. 

CC1:QRDINL~ION OF Tru~IC L.lN.;;.:;..1J.j;;;;;;iYS=I::.::;.S 

10 The d~v~s~on o~ responsJb~l~ty ~n traff~c analysks 
follOiTs, to sare extent, the d~v~s~on of mterce~t dut~es. It 
~s not pIact~cable, at th~s stage, to def~~e further the ~V2s~on 
of respons~b~l~ty l.Il t~s subJect tnough ~h~s ~Ay be des~ro.ble 
o.t a later date. In the 1'lleant~c there Tall be a full exchange, 
~hrough rcgular l~a~son channels, of all v~tten reports on Traff~L 
~~lys~s ~h1ch are prepared qy tr~ var~ous traff~c analys~s and 
~ntercept control groups. 



1948 lJ?PENDIX D 

4. lfuBre the exchange of publ~shcd rcports ~s ~dequnte the 
rcqUJ.rements for 0. more deta~led exchange 1T.l .. ll be stated. These 
reqUJ.rem~nts u~ll be sat~sf~ed as far as poss~ble frOM tp~ mate~al 
be~ng currently produced - e.g. work sheets, log d2gCSts, dn2ly 
dLagrams and other pred2gested mnter~al - but both part~es i{~ll 
endeavour to 'DOet any add~ t~onal reqUJ.remcmts by modLfy~ng the form 
or content of these partly-processed reports. 

5. IIhcre ~n any spcc2f~c case the exchange of mater~o.l 
pro~ded for ~ paragraphs 3 and 4 above ~s 2nadequnte e~ther 
party may request cop~es of the unprocessed logs or chatter sheets. 
Such requests .1211 be sat2sf~ed~th1n the l~ts of the resources 
aVaJ..lo.ble. 

6. The IOO thod of exchange 2n 0.11 cases vall bo by ra~o or by 
bug accord~ng to the nature and urgency of the mate~al. 

7. In order to fac2l2tate the exchange of matcr~o.l a degree of 
standard2sat20n '1211 be a~ed at 2n the use of na..'llOS or 
abbreV2at20ns to descr2be T/a features, e.g., transM2ss20n-systems, 
call-sJ..grl systems, procedure codes, traff2c types etc. 

8. The metnods used to 2nd2cate vnl2~~ should be extended 
froM the2r present l~tod app12cat20n to all sU2tablc T/A 
mater2al, so that the \{e2ght of e~donce attached to the component 
elements of any T/ A conclus2on me;v be assessed on a common bas2s. 

2. 

1946 APPENDIX D fl..ND PARll.GRAPHS 4-13 INCLUSIVE OF 11946 APPENDIX C , 

[No correspondLng 2tems ~~ 1946 Append2ces] 

" " " " II " 

" II " " " " 

II n II " II II 

II II 'I II " II 
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1948 APPENDIX D 

co-er0TIf;l.TIOH OF Ii'TZRCZFT CONTROL 

EO 1.4. (c) 
EO 1.4. (d) 

OGA OGA 

1946 .APPE!IDIX D EID PlffiAaRAFrlS 4-13 INQLUSIVE 0]3' 1946 APPENDIX 0 

DIV!SION OF IUTERCEPrION TASKS AND OF SEARCH PROGRJu'\1MES 

[Note. extracted from 1946 !4.ppendu: C] 

40 Spcc~f~c ~n~t~al allocut~on of ~ntercept tasks and of search 
progrnrnmcs-~& ~pr~ct~cable for the follarr.ung reasons· 

(a) Lack of adequate c~cat~ons for exchange or rau 
traffic 

(b) Instabll~1iY of the> s~tuat~on regarding personnel and 
reGept~on rac~l~t~es dur~ demob~l~sut~on ana 
~eorgan~sat~on per~od. 

( c) Lack of kn0\1ledge on relevant problems pond.~ng 
fur~~er General Search. 

5. Same ucv~l d~v~s~on of ~tercopt~on tasks ex~sts 
not\/~thstund~ng paragraph 4 abovc, due to geograph~ca1 cons~derat~ons· 

{D.)L:==~E=5"",--,,,,,,,,, ......... ......., ..... -......,general Juncr~can stat~ons 
~~~~~ __ -,~~~~and Br2t~sn stat~ons 

el~nated. 

(b) SO!'V1.ce c~rclllt~~therthanl I Br~t~sh stat~ons 
~c-:av=e::r~th~c:=:g~re~a'it~ma:::-J-:-o:':I'J.~ty~-:::o~f~t~ne:::-s~e~c:-::~~rcu~ ts wh~ch are 
now bc~ng ~tercepted. 

ET 
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1948 .APPENDIX D 

CO-QBDINATION OF INTERCE?T GONEROL [Cont~nued] 

9. The obJect~ve of both pa.rt~os 'T.Lll b'3 to .::msur~ thn."t t!'o 
total ~ntercept resourcosuvaJ.1£.b1c arc used so ~s to g~vo 
us eff~c~ont covcr as ~sposs.Lbl.? to thc .711010 f~c1d or ~ntcrcept 
tasks I'CqUJ.red by them both. There ~nll be.. co-ord~!k'1.t~on bculee_l 
the purt~es to e1~nnte any avo~d.able ~up12cat~on by con~~nurnls 
suggestJ.on us to changes and.bYIImtuul ['gre0Il13~"t. Sc-.(} du.pbcctJ.on 
of cover IIny reI'lnJ.n necess:t.cytosecure ("OlP,?leto a.'I'lC1 acm.rat.e 
~"tercept~on, or for trn.~n~ purposes, OL IV~~rc ihc arrangoIDLnt 
for clJ.e exc1nngc of TIll. J.nforrnn. honand L'UIl :rnu tenul cannot I"'£ct both 
purt~csl req~re~cnts. 

10. The basJ.s for the cont~uous co~ord~tJ.on ~~volved ~~ll be 
an exch~c of reports cons~stJ.ng of. 

(J.) reports on ~tercept resul~~L ________ ~lor nore 
frequently us J.S reqmrea.) . . 

(J.J.) l~sts of tasks allotted to statJ.ons 
weekly busJ.s as J.S reqmred) 

~ __________ ~Ior 
(J.J.J.) l..'1forrn tJ.on on ma.Jor changes m the cover SJ. tun.tJ.on 

(CxChlL'lged by s~gna.1). 

OGA 
EO 1.4. (c) 
EO L 4. (d) 

6.. No dJ.VJ.sJ.on of J.nterceptJ.on tusks ~s practJ.cablem -ehe 
follcw~ ~s until adequate cOmmunJ.catJ.ons for the exchange of 
ra'l"J me. tcr~o.l are p-r-onded 

.................... 

7~ ~he fu.ture d~~sJ.an of Intercept coverage and search falls 
::1n.t1l=!.n11y llccorchng to the locahons and nuture of mtercept 
fucJ.1J.t~eso T~el~ vall be co-ordJ.nat~o~ be~1een the partJ.es J.n ehe 
fO.J:""l of contmuous elJJJIJ.nn.tJ on., by IrUtunl n.groeTTJ.ent, of uni7a.nted 
dupl:!.Cut.Lon or..d o~ corrtmll.1OUS suggesuon and -::ru.tu.'1.l ugreeTcnl; 3.S to 
clUl..'1gcs. _'>.:!.l 3uch :Jo-o:::'dUlD.~~o.:J.. depends upon tb..e prOVJ.SJ.on or adequate 
ta10c~~~~catJ.ons for tne exchange of raw tr~c. 

8. The b£'sJ.s for the contJ.nuoUB co-oreu.natJ.on mvolved vall be 
un exchange of monthly reports on coveraga. The fonns for mese 
reports are shO'fIDuJ.IluI:Ah:LbJ.tu1ul I and ExhJ.bJ. t 2 

I~~A 1. 4. (c) I 
EO 1.4. (d) 



5. 

1948 .l.PPDNDIX D 1946 .APPENDIX D AND PARAGRJlFrr..8 4-13 INCLUSIVE OF 19J..b APPENDIX. C 

EO 1.4. (c) 
EO 1.4. (d) 

X~A1 .... ~ ••• Ie" ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 1 ,9;0 mum m mmThel 1 v".~ll be despntChed: the 25th ~ do: of'mthemmontnuprev.LousmtouWM h mltmapp11CsemumThemt 
EO 1.4. (c) L...-__ ...Jn.11 be despatched by the 10th day of the mon.".,.,."....------..... 
EO 1. 4. (d) succee thut to 1,,,.hJ.ch J. t app1J.os. 

10. Reports 'r.l11 f~rst be exchanged to cover the month of 
:Mc.y 1946. 

11. The London SJ.gmt Centre \T.l.11 arrange for the product1on 
and dJ.str1butJ.on of the prmted foms referred to m paragraph 8 
abave. 

EXCIi.tllfG:i5 OF REPORTS I FREQUENCY INFORMATION 1.ND GElf.Ertil1 SEARCH RESULTS 

13. Each party ,all eXOlllJ..IlO and. stnndardJ.se the form m 
uhJ.ch tho J.nfo~tJ.on desc~bed 1n paragraph 12 above J.S promulgated 
'r.ltmn 1tS min organ1satJ.on. After tms hus boen done both purtJ.es 
w111 adopt a common form for the reports conveyJ.ng thlS mformntl0n. 

[Paragra~hs 9 - 13 above omltted from 1948 Appen~ D or covered 
by paragrapn 10 of that AppendlX] 
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1948 liPPENDIX D 

CO-oRDINATION Q3I EFFORT ON D;F.I 

11. In gcmoTn.l tho d~VJ..s~on of \fork nust fall naturally 
accord~ng to the locat~ons of D/F and ~ntercept stat~ons, and the 
mtercept tasks ona. sea"('ch programnes undertaken by each party. 

12. Col1aborat~on be~veen tho purt~es ~n the f1eld of D/F shall 
be m the foIT!. of: 

(~) requests fron any agency ~reot to any other for 
benr1ngs and f~xes on sPOc~f~ed targcts,and 

(1~) the exchange of results. 

13. Col1n.bora.t~on ~ the fi.old o~ ~lO;r:'lc\{~ll 
auto:r.m.t~cally occur J.n the normn.l exchange of Traff1cAnD.J..;ys~s. 

OGA 
EO 1.4. (c) 
EO 1. 4. (d) 

]946 .A.PPf'NDIX D P.ND PJ .. RAGRJ.PHS 4-J.3 TIiQLUSrv'E OF 1946 .APPENDIX C 

CO-DRDmATION OF DIRECTION FnIDING .AN FACILITIES 

[Note: extra.cted frOM 1946 Appendu D] 

6. 

2. D/F andc===Jfac~1~t1es a.va~lable are l~sted J.n the report 
descr1bed under pa.ragra.phs 1, 2 una 3 of Appendu C. 

3. In general the a.J..VJ..s10n of \lOrk must fall naturally 
accord1ng to tho 10c2t10ns of D/F eJrl ~ntercept stat~ons, and the 
mtercept tesks D..lld. search progrnrmes unclertaken by each centre. 

4. Collabora t~on between the part1es J.n the f1eld of D/F shall 
be J.n the foI'I'l of requests from EJ:tf3 centre chrect to any other 
for bea.r~ngs and f~xes on spec1f~ed.targets. 

OGA 
EO 1.4. (c) 

EO 1.4. (d) 

OGA 
EO 1.4. (c) 
EO 1.4. (d) 
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COMPARATIVE TABLE: .APPENDIX E 

CO-ORDL1\TATIOH OF AND EXCHANGE OF INFORMATION ON CRYPTAl~.ALYSIS AND ASSOCIATED TECHNIQUES 

.4. (c) 
4. (d) 

RET 
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E 1.4. (c) 
EO .4. (d) 

2. 

1948 APPENDIX E 
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1948 Jl.PPENDIX E 1 46 APPENDIX E 

0GA 
EO 1.4. (c) 
EO \1. 4. (d) 

3. 
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EO 1. 4. (d) I 
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• 
FIB" Till eFFIE! 

COMP.AR..4.TIVE TABLE: APPENDIX F 

EXCHANGE OF COMMIJNICATION INTELLIGENCE .I.'I.ND CO-ORDINATION IN TRANSLATION 

1948 J!.PPENDIX F 

1. Dec~ts of fore~gn cammun~cat~ons U211 not be exchanged 
between the t".70 pa..c·bes except as proVl.dod ~ paragraph 6 of • 
AppendLK E or as may be nrranged for cryptanalytlc or other 
tecbm..cal reasons, out any doc:rypt or ser~es of decrypts \all 
be madc avro1able on spec~f~c request by one par"tr to t..lJ.e other, 
~f not proh~b~t~vely ~ncouve~ento , 
2. SC~2rg. translut~ng and exchang~g mate~al ~n the 
I jrLcld ~s covc~ea ~n Appen~x ~ In other f~eld& 
as t:"1e :Lgenc~es .n.l:!' probably be clI1..able to translate all decryp~s, 
p:b.:Ln tOXIIS or WT LTJ.t~Y''''epts J.n fllll OJ: eve!"' ~ extract, each ~f.1l1 
carry out a process of sco.nn~ng such as to Meet ~ts O\'!l !.eq'.ll.re:rnen"tso 

The l~~son off~cers \{~ll therefore be free to scan t~s 'nate~a~ 
to cnsurc that any part~cuJ.n.r ~nterests of the~r own party are 
beL'1.g bervcd. 

3. Translat~ons .n.ll bc assumed to be ~n full unless labelled 
11 g~s til or" extract" • 

4. If e~ ther party consJ.ders that decrypts or pla~ texts 
serve J.ts ~tellJ.genco needs \lJ.thout translatJ.on, such decrypts or 
plaJ.n texts ~ll be rcgnxded by the other as 1f they were 
translated texts and theJ.r exchange betifeen the llgencJ.cs \{J.II be 
precJ.sely the same as that of translated texts and extracts 
(see paragraph 6 below). It J.S the J.ntent~on of each par~ to l~t 
such cases to the lIll.IlJ.IIltml 

1946 APPENDIX F 

1., Decrypts of fore~gn commuru..catJonc vall not be t,x0hanged 
betvleen the COMINT Centres J.n London and \fas~gton, except as 
provJ.ded J.n ~aragraph 6 of AppendJ.x E or as ~~y be arranged for 
cI'lJPtanalytJ.c or other techrucal reasons, but. allY decrypt or oe_~:;.es 
of decrypts \""nll be madc avrolnble on specJ.f_c request by onc 
Centre to tho other, J.f not pr~~bJ.tJ.vely J.nconvenJ.cnt. 

20 As the Centres WJ.ll probably be unable to trans_~~o all 
decr".r.pts or pla~ te..cts J.n i'u:a or even ~ extract, e::l.ch ,all .:JDIry 
out n process of scarJUr~ such as to meet J.ts O\f.n COM:~I 
reqll.Lrements. The 11..aJ..son offJ.cers m.ll therefore be free to bee. 1 

tIlJ S T'laterJ.al to ensure tha b any part' cular mterests of theJ.r 
O\om party are be~ng served .. 

3. TranslatJ.ons \nll be assumed to be ~n full unless labelled 
11 gJ.stll or 11 extractll • 

4. If eJ.ther party con&J.ders that decrypts or pla~ texts 
serve J.ts J.ntell~gence needs ~thout translatJ.on, such dec~ts 
or plaJ.n texts .. 111 be regarded by the other as ~f they "irere 
translated tcxts and theJ.r exchange betlJreen the centres WJ.ll be 
prccJ.sely the same as that of translated texts and extracts 
(see paragraph 6 bela{). It J.S the J.ntentJ.on of each par~ to l~t 
suoh cases to the m:m:unurn. 
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1948 APPENDIX. F 

5. Comments ~ll be clearly fu.stJ.Ilgu:Lshable as such and 'rVJ.ll 
be prefaced by the word "comment". 

6. Unless excepted ~ Append~ K, all translated texts, extracts, 
gl.ats (unless excepted by paragraph 7 below), ~ tens of Tra.ff~c Intel
l1gence and comments appended thereto, ~ll be exchar~ed 
cont1nuously, currently ond m.thout request unless otherw1se 
arranged L~ spec1f1c ~stances. Such excha~e, complete or part1ul, 
WJ.ll be effectcd qy rad20 ~hen spec1f1calJy requested qy the part1es 

• and ~ add1 t10n a complete exchor...ge m.ll be effected ,11th the least 
poss~ble delay through the regular 11a1son ehnnnels~ 

7 G1StS 'Vlmch ore mude by un agency for 1 ts O\m use but not 
1ssued vn.ll not be exchanged but -m.ll be at -me d1sposal of the 
l1a1son off1ccrs who ~y ask for such decrypts or pla1n texts as ~ 
be requ1red. 

8. All COJlIJ..nt3UII1S vl111 be exchonged vlhenev-er they are 
1ssued und '7.Lthout request. 

9.. LSIC ,13.11 be the cho.nn.el through ,7mch all 
Co~cat1on Intel11gence 1tems produced ~y the other Br1t1sh 
Commomrealth l~enc~es (excep-c ottmm.) ,nIl be fo:rnnrded to the U.S .. 
Agenc1es and through wmch the some rna tenals produced by the U. S. 
llgenc1es vall be i'oI'Vlarded, whenever o.ppropr~ate, to other BrJ.t1sh 
Canmonwoalth rec1p1ents, (except C~~dJ.un). 

2. 

1946 J\PPENDIX F 

5. Comments WJ.ll be clearly dJ.st1ngU2shable as such and wJ.ll 
be prefaced b-.f the word II connnent" • 

6. All translated texts, extracts, g1sts (unless excepted ~ 
paragru~~ 7 belcwl), 1tems of Tra£f1c IntellJ.gence and comments appended 
thereto, "all De exchanged betvfeen the C01flNT Centres J.Il 'lashJ.Ilgton 
and London contmuously, currently and w~thout request unless 
otheru2se arranged m SpeC1i'J.C 1nstnncesG Such excr~~e, complete 
or partJ.a1, vall be cf.L'ected by rad10 "hen spcc1f1cally requested 
by tha parbet> and 1n addJ..hon a complete excluL1lge \,":1..11 be effected 
w1th Ghe least possJ.ble delay through ~~e regular l1alson c~els. 

70 G1sts vr!l..J.ch are mnde by a Centre for ~ ts O~7Il use but not 
J.ssued .all no~" be exc:b.anged but \-lJ..ll be at the dJ.sposal of the 
lJ.a1so~ orf~cers who Fk~y ask for such decrypts or pla1n texta nq ~y 
be rcqu1redu 

8. All CO:MINTSUMS ,13.11 be exchanged between the producing 
Centres 1n 'Vlash1I1..gton and London, whenever they are 1ssued and 
\7J..thout requesto 

9. The London SIG.mT Centre "1211 be the channel througt~ V' h1C: .. 
all COHIHT :..tcms produced by t...lre other BrJ.tJ.sh Common"realth Centres 
(except otta,la):J 'tT.l.ll be fOIWarded to the ir7ashJ.ngton CO:MINT Centre 
and through wmch the SOI'le materJ.als produced by tho WashJ.ngton 
COMINT Centre vn.ll be fon-farded, 'V{henever appropr~ate to other 
BT1tJ.8h Commonwealth recJ.pJ.ents, (except CanadJ.an). 
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10. The U.So Agenc~es 'w~ll be tne channel through 1,{h~ch all 
Carmnuru.cat~on IntLIlJ.gence ~tems produced by BntJ.Sh Connnonwealth 
Agenc~es vall be fOI'fO.rded, vlhenever appropr~n.tc, to U.S. 
rec~p~ents. 

DIVISION OF L~~OUR IN TRANSLATION 

11. Each l..genc:y "all undertake such scamung und 
translo.t~on tasks as are su~ ted to ~ ts cmn reqmrer.:ents and those 
of ~ ts rec~pJ.ents. llrlY except~on "nll be by pr~or agreement. 

12. The cont~uous exchange of translated mate~al w~ll 
a11~ e~ther party to e1L~nate unwanted dupl~cat~on ~n tr~~slat~on. 

STANDlillDIS.t~TIOl'T OF TRlJmL:lTION FORM 

13. To avo~d acib1~ty and to promote ease of rca~ng, 
reference and recordJ..ng, ~ t \l~11 be the aJ.Jll of the U. S. Il!ld 
Bnt~sh Agcnc~es to adopt .:l standard style and layout for he.:ld~ngs, 
translated texts, ~sts, extracts, cannents and translators' notes. 

3. 

1946 APPENDIX F 

10. The Washmgton C01ITNT Centre vall be the chnnnel through 
«~ch all C01rDNT ~tems produced qy Br~t~sh CammonYlealth centres 
m.ll be fOI'Vlarded, whenever appropnate, to U.S. rec~p~ents. 

DIVISION OF L..4BOUR IN 'I'RANSL.ATIO~ 

11. Each Centre i"1111 undertake such scannL.'1g and 
translat~on tasks as are smted to ~ts mm reqUJ....oroe:rwnts ond those 
of ~ ts rec~p~ents. .trn:y exccpt~on w~ll be by pr~or agreement 
between the Centres. 

12. The contllluoUS exchange be~roen the Centres uf theU' 
trDlls1a.ted l"k.'1.tcr1al Wl.ll nllou e1thcr party to el:umna.te unwanted 
dupl~cat~on ~n translat~on. 

ST.!iNDARDISATION OF TRANSLATION FORJ.Yl: 

13. To avo~d amb1gm ty and to promote ease of rcadJ.ng, 
reference and :record~ng, ~ t vf~ll be the o.:un of the Centres ~ 
Ylash:mgton and London to adopt a standard style and layout for 
heachngs, translated texts, g1sts, extracts, cOIIJ!ll.(3nts and 
translators' notes. 

14. To toot end the London SIGnrr Centre \l~ll prepare a 
proposed style and layout vlh~ch vall be mtroduced m.th such 
mOd1f~co.t~ons as are necessa~ as soon as ~t has been co~~~dered 
by the U.S. tec~cal spec~al~sts concerned. 

[Note: paragraph 14 om tted from 1948 Appencb.x: F] 
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ST.b.J."mi'..BDISATlo!~ OF 1'R1J~SLATIO:r-; COHTENT 

l4.. Each AgerK!Y 'lJ.ll furm.sh to the other, cont~nuously, 
ourrently and Yll.thout lequest, cop~es of all SUpplc~lental 
Glossa.rJ.es a:r...d other cClI"p~latwns ... {h~ch ~t prepares a.s u result 
of and for use 2n ~ts trorlslat~on urocesses. The mate~als thus 
exchonged vn..ll be the bas~s for co~t~uous d~scuss~on be"b..recm the 
;..genc~es '11uth a VJ.e'l to ~ncreasJ.ng stun<b.rcb..sut~on. 

15. In order to develop a. cOl"1I'l.on standa.rd of val~cb.ty-
gra.d~ ~ l~ge eq~vnlents, euch p~enqy ~T.lll ~orm tile other 
of the s~grufico....'"lce of such grafu.:lgs as J. t currently uses J.Il J. ts 
Supplemental Glossa.~es. 

194.6 ~IDIX F 

ST~':lD.AiIDIS.ATlmr OF TRA..-o.mLld'ION CONTENT 

15. To el~nate ~screpunc~es ~ translat~on and to obtaLn 
struldurd~sut~on m tronsln.t~on te!'.lJl~nology, euch Centre ~all at 
once com:p~le and. fOr'vlard to the other a l~st of the mct~on.arJ.es 
and works of l~~st~c reference, uhJ.ch ~t c~~cntly accepts as 
standard for the languages v{~th vmch J.t J.S conce-rned, ond I"lJ.ll 
contJ.nue to fon7ard such 1nfo~tJ.on a.s necessary. 

[Note: paragraph 15 OlIlJ.ttcd fror.J. 1948 AppendJ.x F] 

16. Ea.ch centre vall fUClu.sh to the o'ther, contJ.nuously, 
currently and wJ.thout re1ucst, copJ.es of all Supplemental Glossa.r~es 
and other campl.latJ.ons whJ.ch J.t prepares as a result of and for use 
J.Il J.'ts trunslutJ.on processes. The Mater~a.ls thus excha.nged ivJ.ll be 
the basJ.s for contmuous dJ.scus3J.on bob/eon the Centres WJ.. th a. VJ.ew 
to J.Ilcreusmg stondardJ.so.tJ.on. The Centres 'wJ.ll alJ'l. to agree frOIl' 

t~e to t~e on one or ~ other as tne decJ.dJ.ng uutho~~ m 11 

specJ.fJ.c language fJ.eld. 

[Note. lust sentence of parn.grSlph 16 QI'IlJ..ttcd from 1946 .!~ppendJ.x F] 

17. In order to develop a common standard of val1dJ.ty-
gra.dJ.ng J.n language equJ.valents, each Centre vall J.nfonn the other 
of the sJ.gnJ.fJ.cance of such gradJ.ngs as J.t currently uses J.Il J.ts 
Supplemental GlossarJ.es. 
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COMP.till.ATIVE T..tillLE APPE!DIX H 

COMMUNICATIONS 

1948 APPENDIX H 

TELECOMHUNIC.tl..TIONS ORGl'l.NI&tTION REQLTIRED 

1. Exclus~ve and rea~ly extens~ble telecamroun~cat~ons 
bet'ween Agenc~es. :lIla. between Agenc~es nnd the~r outly:m£ stations 
w~ll be mamta~ned :m order to maka'" poss~ble the rap~d fIm; of all 
types of raw traff~c from the po:mts of ~ntercC?t~on to ~he several 
.Agenc~es ~ thc rDp~d excha.'t'J.[e ')f all types of raw traff~c. techn~cnl 
matter and CrnremL~ca~~on Int~11~3ence betwee~ the A[enc~es, and the 
eff~c~ent control of :mtercept~on coverage. 

INSTt\LIJ_TION. lIIAINTEN' .. \NCE AND OPERIl.TION OF TERI!.IN1.J:S 

2. The terrl1:m::ll3 of c~rcu~ts or channels ~nt3nded exclus~vely 
to carry Com:mt trD.ff~c between the Br~t~sh Comnonwealth a..T}d t!le 
Un~ted States vall be :mstalled, MalIlta:meJ. and opljrnteJ as arranged 
by the a?propr~ate Commt Author~t~es or the countr~es concerned and, 
although normn.lly such ternana.1s V1l.11 be mstalled, mo.:mta.med and 
operated by the appropr~ate U.S. or Br~t~sh COMmonwealth nuthor~ty 
on whose ter!'~tory the termmals are s~tuated th~s W1I1 not be 
obb.gatory • 

1946 APPENDIX H 

TELECa:{:,rl1NICATIONS ORG'.IJ"IT.SATION REQUIREU 

1. Pr0v~s~on ~11 be :P".ade for cxc1us~ve and read~ly 
extens~ble t31econnnun:ooat~ons between Centres and between Centres 
ar~1 ~he~r out1ymb stat~ons. Except for certam D/F requ~rements, 
tonc type eq,mpmer. t should be pronded as soon as a.va~lab1e. 
Tn~s ~s necessary :m ord~r to ~~ko poss~ble the rap~d flow of 
all typas of raw trDi'f~c from tr.e po:mts of :mtercept~on to the 
several Centres, the rap~d exchange of all types of' rm{ tra:rf~c, 
tecluucel matter ..... ""ld COlIJ!llun~cat~on Intell~[;cnce bet ... {eer~ the 
Centres, and the eff~c~ent control of ~.tcrcept~on cove!'age, 
~th consequent r~duct~on ~n wasteful dup1~cat~on. 

2. The termL~ls of c~rcu~ts ~ntended ~clus~vely to 
carry CaUNT tr:lf'f~c .... all normally be msta.lled, maL't'J.tamed and 
opera~ed by the appropr~te U.S. or Br~t~sh COL~onwealth author~ty 
on .... hose terr~tory the- term:mals are s~tuated. 
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TELECOWruNICA'l'IONS FACILITIES 

3. (a) The U~tcd Kinguow author~t~es 1n conJunct~on ~th 
the Canad1an author~ t~es w~ll make the follow.LIlg 
rad~o teletype chann~ls ava~lable exclus~vely for 
Com1nt traff~c between the Un~ted Kl....Tlgdom and the 
North Amer~c~Tl cont1nent 

(~) from the Fore~gn Off~ce U K./Canada c~rc~t -
2 channels, 

(~~) from the R.A.F./R C.A.F. U.K./C~~ada c~rcu~t -
2 channels, , 

(b) the Un1'tl3d States author~hos .all be respons~ble 
for proncbng land lL.'».t:: i'ac~lJ .. t~es between Canada 
on the one hand and the Un~tod States Ag~~c1cs and 
tne London S~g~nt L~~son Unlt 1n th~ U.S.A. on the 
other, 

( c) thc ConaJ.J.~'». author ~ t~es \ ~ll be ').skc.d to take 
respons~b~l~ty for pron~b the follo.~ng 

fac~l~t~es for syatc~g the Fore~gn Off~ce 
U.K./Canada c1rc~t to the Un~ted States 
land 11ne network; 

fac~l~t~es for syatch1ng tho R.A.F./R.C.A.F. 
U.K./Ca.""l.ada c~rcu~t to the Canad~an Com:mt 
Agc,ncy, 

2. 

1946 APPENDIX H 

PARTICli'LA.J.'{ CIRCUITS ro BE ESTABLISHED 

3. The f ollm7.l.ng w~ll be set up 

(a) ~he London - Osha~la c~rcu1t w111 be malnta1ned, 
op~rated and controlled by U.K. author~t1es and 
converted to ch~">J.nel~zcd rad10teletype at the 
earl~est pract~cable tJ.me. London ,,all control. 
U.S. author~t~es vall operate the Wash1ngton 
tcnnmal, rna~nta1n the Osl'1a;\Ja - Uashmgton 
landlJ.ne, and pronde fac~l~t~es for relay to 
the London SIGINT l~o.~sol1 ll.7J.l.t 1n ~ash~ngton, 
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3. [Conhnued] 

(~~~) ~ergcncy fac~l~t~Gs for sVT.Ltch~ng tne Fore~gn 
Off~ce U .K./Canada c~rcu~ t to the Cona.d~an 
Com~nt Agency nnd the R.A ... F./R C.A.F. U.K./Canada 
c~rc~t to the Un~ted States land Ime netVlork, 
to pronde commun~cat~on ~n the event of break
dmln of one or other of the rad~o ch~els, 

(a) ~n add~t~on to the fac~l~t~es prov~ded by 3(a) above, 
a J1'l~m.mUP1. of two chrome'ls of the Londonderry -
Wo.sh~ngton c~rc~ t ,nIl be alloc!:'ted exclus~ vely to 
ComL~t trnff~c T.h~s c~rcu~t ~ll be operated, ~n 
o.ccorc1a.TJ.Ce va th paragraph 2, above, by the Un~ ted 
States and/or Br~t~sh as may be ~u~u~lly arr~lgcd, 

(c) both part~es recommend that 1n those areas .... /h~ch 0.1 e 
potent1ally operat~onal, fac11~t~es be establ~shed 
for the d~rect trnns:u.ss10n of rml mater1al from the 
mtercept stat10ns opGrated by one party to a 
des~gnnted agency or stat10n of the oLher party. 

On the spec~f~c request of one garty the other party 
agrees to -make overy endeavour to pronde these fac1-
l~tJ.es, '7hJ.ch ~f and i hen :;.:>rondcd, WJ.ll be brought 
~nto operat10Th~1 usc as mutually agreed, 

3. 

1946 A.2?ENDIX H 

3. [Cont1nued] 

(b) a London - Wash1ngton rad10teletype c1rcmt vall be 
establ:"shed and t"IO channels thereof "1111 bc 
allocated exclus~vely to COMINT tra.ff1c. Th1S 
c1rcu1t vall be operated by the appropr~ate U.S. or 
Br1t1sh :::..ut~or1ty on v/hose tcrr1tcry the te:rnu.nal 
1S sJ.tuated, Wl.th liash1ngtOTJ. conG.!'ollmg, 

(c) the ){olbourne - Honolulu C1rcu~t vall be re
estab11shed and channa11zed, a...'1.d v7111 be opcr~ted 
by the. appro:!?rJ.ate U.S. or Br1t1sh Commonvealth 
author1ts on whose tcrr1to~J the term1'1.al ~s 
s1tuat0d, vv.Lth Honolulu controllJ.ng. 
[No corresponmng ~ter1 m 1948 Append1x II] 

[No correspondmg 1tcm J.n 1946 Appen~x H] 

EC RET 
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3. [Cont1nucd] 

(f) on-deMc.'Uld "qt..l.ck exchange" COIl1I'lUIl.1cat1on fac111tl.es 
w~ll b0 prov~ded betvree~ the Unl.tc~ Kingdom and 
VVash1ngton ag may be "'Ilutually arranged. 

PROCED'lJrtE !lID OPERiTHTG SIGUALS 

4. Procedure ~~~ operat1ng s1bnals appropr1ate to a 
partl.cular c1rcmt .all be used 

C01~~:MDlT C!lYi?TOGRJ..PHIC LIDS 

5. COMfilOn cryp"tographl.c Iuds vall bc used for combl.".'"led 
COI'Ullt CQTIll"1un1ca1aons. The m::..tter of cr-yptog:rc.ph1c al.is .... ,l.ll be 
kept cont1nuously under r aVl.ew Wl.th the obJect of Jll.amtal.n:mg and 
l.ncreasl.ng secur1ty and of facl.Il.tatl.ng con~~1cat10ns. 

4. 

1946 APPENDIX It 

[No corresponmng l.tcm J.n 19l1-6 App,:mdlX E] 

S:r .... .JID1.JID PROCKJURE A.'"iJD OPERL .. TIrIG SIGNALS 

4. StanJ.ard Procedure and OperatJ.ng Rl.gnals mIl be 
l.Iltroduccd fOl cOTYJ.b1ned use. Thc current coob1ned Procedure 
a!ld Operatl.l'[; Sl.gnr.tls vall be aclopted 1nJ.t~ally subJect to 
Tunor mou.~i':l.ca.tl.ons whl.ch may be found necessary d.."1d mutually 
agreeu. flOM tl.""e to tl.InC to meet spccl.al COMINT reqUl.rC'llents. 
In n:ltll.tl.O.l, tha U.S. authorl."tl.es ... all unuortakc the prepuratl.on 
of D. Conbl.ned cmrrm CommunJ.catJ.ons Manual, whJ.ch wl.ll bo 
uc.opted for use T,hE::n approvell by the LONDON SIGINT BO.t\.J.!Q anI 
ST..;JlCIB. 

5. COIIlI'lon crypto~aphl.c al.ds .... 11.11 be used for combmod 
CmnNT COIm'1.unl.ca.tl.ons. Inl.tl.ally cew:, SIGC1J"1:, one-hme b.pe 
(SIGTOT), aI'ld one-t~e pads ~~ll be used. The ~t"ter of 
cryptograp~c al.ds wl.ll be kept contl.nuously under revl.e~ Nl.th 
the obJect of ~J.ntal.n1ng and l.ncreas1ng securJ.ty and of 
fQcJ.ll.tatJ.ng cammunl.cutl.ons. 

T 
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crn~UNICATIONS LIAISON 

6. A representat~ve of the D~rector, LSIC., and a 
representat~ve of the Co-ord~~ator of Jo~t Operat~ons, U.S. 
Agenc~es, wll1 be g~ven the spec~f~c duty of keep~ under re~~ew 
Cam~t commun~cat~ollS problems and of ra~s~ng and adv~s~ng on such 
problems as they occur 

PROVISION OF EQUIPMErf.r 

7. The prov~s~on of equl.plIlent WJ..II be by lllutual ass~stance 
~hcre necessary ~~d pract~c~blc and as agre~~ ~n each spec~~c 
case. 

USE OF UNLEt .. SE.'S CABLES 

8. Unleased cQlTlIIlerc~al cables vlJ.ll not be used for the 
traIls.IJl~SS~on of unencrypted ra' mate~al c.'''c.::?t '1S c:L cGmmun~cat~ons 
emergency mc~sure. 

BAG ROUTES 

9. Bag routes ·w~ll be kept under reY~e1/v vn.th the obJect of 
tak~g full advantage of ~roved sea and a~r serv~ces. 

USE OF lfiCROFIL.\1: 

10. All agenc~es w~ll be eqU1pped to handle m~crof~lm so that 
~t lllIly be ava~lable for use .i.hen 1t 1S not prac~1cable to send the 
or~g~al mat£r~al. 

5. 

1946 .tU'PENDIX H 

COMMONICATIONS LIAISOn 

6. A representat~ve of the London S~g~t Board and a 
representat1ve of STAI~CIB vall be g~ven the spec1f~c duty of 
ke.:::p~g under reV1ew COMINT commUl11cat:l..Ons problems and of 
ra~s1ng and adV1s~ng on such problems as they occur. 

PROVISION OF E~UIP.MEr~ 

7. T!le provls10n of eqmpment ,all be by I"lutual ass1stance 
where necessary and ~ract1cable and as agreed ~ each spec1f1c 
case. 

USE OF UNLE.!:l.SED C.t,BLES 

8. Unleased corJlIlerc~al cables vall be used for transnu.ss1on 
of COMINT traff1c only as a COlllnIll.rucat~o.ls er'eI gency measure. 

TRANS-AT'".uAJ.lTJ:C BAG ROUTES 

9. The trans-Atlant~c bag routes ·w~ll be kept under rev~ew 
.n.th the obJect of takmg full advantage of :unproved sea and a~r 
serv1ces. 

USE OF MICROFILlII 

10. All centres vlJ.ll be eqmpped to handle m~crof1lm so 
that ~t may be ava~lablc for use when 1t 1S not pract~cllble to 
send the or~gJ.nal matenal. 
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CQ}fPARt"l.TIVE Tl:IBLE .APPENDIX I 
I 

LIAISON AND METHODS OF EXCHANGE 

19l,.8 APPENDIX I 

LI1JSON PERSOl'iNEL 

1. Each party shall ma1nta~n, 1n the country of the otner, 
a se~or l~a~son off~c~r accredlted to th~ othcr. Such off~cers 
shall be rcspons~ble each 1n the c -untry to wmch he ~s uccredl ted 
for all l~~son matt .. 'rs. 

2. Upon agreement bet..reen USCIB and LSIB, add~t~onnl 
l~a~son personnel may be aecredlted, and vork~ns groups nny be 
ass~gned, to D.genc~es of e~tr3r party by ~hc oth~r. All such 
D.dd1t~onal l~a~son personnel sh~ll be lL~der the control and 
d1rec"twn of the se~or 1~D.J.son off~cer. 

3. S~table off~ce fac~l~t~es w~ll be made ava~ble as 
neceSsary by the party to ./ham the 1~~s0n off~cers are accred~ted. 

4. L~~son off~cers of one party shall nO!'Ii1all.r h..'tve 
unrestr~eted access to those purts of the other's agenc~es whlch 
are engaged d~rectly 1n the product~on of Connnt, except such parts 
thereof wmch conta~ unexchangea~le 1nformut~on. The POLats of 
contact of lJ.aJ.son off~cers \l~ tmn ngencJ.es .lor requests and 
xnqU1r2es shall be as det~r.mQned, establ~shed nnd de~ted by the 
party to lv-mch they are nccre~ ted. 

1946 .APPENDIX I 

LIAISON PERSONNEL 

1. Each party shall ma1nta1n, 1n the country of the other, a 
se~or l~n~son off~c~al accred~ted to the other. All carr.runJcatLnn 
IntellJ.gence l~a~son matters ~n each country shall be Uliler the 
co~zance and control of the se~or Cammn~cat~on Intcll~gence 
l~a~son off~clal ~n that country. 

2. Upon agreement between STANCIB and. the London SIGINT 
Board, add.J. t~ono.l l~OJ.son personnel may be accrech ted, and worlcmg 
groups may be ass~ed, to operat~ng agenc~es of e~thcr party by 
the other. All such add~tlonal llalSon personnel shall be under 
the control and d~rectLon of the sen20r l~~~son off~c~al. 

3. S~tablc offlce faci1~t~es 'r.lll be made avn~lable as 
necessary by the porty to whom the l~(Uson offlCln1S arc accredl ted. 

4. L~U1snn off~cJ.nls of one party shall normo.lly have 
unrestrlctcd access to those parts of the other's operatmg agenc~es 
wh1ch are engaged dJ.rcctl.r 1n the productlon of Co~catLon 
Intell~gence, e:x:ccpt such parts thereof whJ.ch contaJ.n unexchangenble 
:mfonnnt;l..On. The P01nts of contnct of ~~son (.ffJ.c~ls vnthm 
opcratLng agencJ.es for requests and mq~rJ.es shall be as deteromLned, 
establ~shed and delJ.mJ.ted by the party to Vlh~ch they are aecredJ..ted. 
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5. In addJ.t~on to the above regulo.:rly ass1.gIled personnel, 
VJ.s~ts by selected personnel for short pcnods of tll'1e to deal m.th 
spec~al problens ,,~ll be encouraged. 

1lofETIIODS OF EXCHlUJGE 

6. Requests by one party for L~formut~on or ~~terlal shall be 
m~de by that party Vla lts senlor 11alson offlcer who shall act 
through prescrlbed l~U2son char~els. Thc senlor llalso~ offlCOI of 
thc rcquest~ng party shall forwnrd whatever lnfOI'IUtl0n or :rutenol 
~s ~ude avallnble to hLn, no~~lly by neans of facl11tlcs under the 
control of hlS mm country. Horna.lly the sem ')r l~mbon offlccr of 
the proVJ.chng party sOOll be.. kept lnforned. 

[Above paragraph of 1948 Lppendlx I cGrb~~es !k~ragraph 6 and f~rst 
sentence of paragraph 7 of 1946 ~ppen~ I]. 

7. '\lhcn the rc..quest by one party 1S for lni'OITID.t1on or 
materlal to b3 supplled as a ~atter of routlne procedure, the 
supply, after the 1n1t1al rcqIDst;) may bc dlrcct betvlCen the 
part1es by means of fll.Cll1tles uVa.J.lable to the semor l1alson 
offlcer of the rcquestlng party. The semor 1~U13on off1cers 
of both partles shall be kept fully Informed of all such 
routlne exch£L~es and shall be glven access to the lnformatlon 
or Ilk.'1.terla.1 !lS -ny be agreed locally. 

2. 

1946 APPENDIX I 

5. In addJ.tlon to the above regularly ass1gned personnel, 
VlSl ts by selected personnel for short perlods of tJ.IDe to deal va th 
speclo.l probleI'lS WJ..ll be encouraged. 

CILtrJ'JELS FOR ZlCCH.\.t"lGE 

6. Requests by a party or ltS agencles for lnfonnatlon or 
nuterlal shall be made by thn.t party no. 1 ts senl0r lllHson offlcJ.~l 
o.ccredJ.ted to the other. NOrMally the other party's semor lJ.U1son 
offJ.clal shall be kept Informed of such requests. 

7. The semor 11o.lson offlclal actlng tnrough the 
pr~scnbed cha~els and pOlnts of contact, shall recelve whatever 
pertJ.nent J.nformntlon or ~terlal lS made avaJ.lable to hll'1, ~~ 
ahall fOn7o.rd 1t, normally V1n channels under the control of h2s 
own country. The recelVJ.Ilf!, party shall glV8 the senlor lJ.alson 
rfflClo.1 of the proVldJ.ng po.rty, vrhatever shnre 1n the dlstnbution 
and utll1zatlon of the J.nfor.mntJ.on as may be agreed upon locally. 

8. However, the routlne exchange of ComNT materlal may be 
effected as mutually agreed dlrectly bet'ilCen the Centres over 
C' ")nU!lJ.catJ.on channels JOlntly and. exclusJ.vely ma:tnt:l1:::ed for 
ca~~ purposes. In ad~t1on, lt lS contewplated that channels for 
contmuous conference and arrangemcnt dlrectly between techrucal 
sectlons may be estabhshed. 

[Above paragraph of 1946 Appendu I J.S covered by paragraphs 7 and 8 
of 1948 AppcndJ.x I]. 
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1948 ~\PPENDIX I 

8. Excep1i1onal1y, teclul1eal exchanges beu,leen the part1es ITlo.y 
be effected d1rcctly over" on d.e1Tlru.1d" qw.ck excho.,'1ge COIlJUlunJ.cat.LOn 
channels J01ntlJ roil exclu51vely rnollltu1ned for t1k~t purpose. But 
the Ube of thvse d1rect ch..nnnels ~"r.lll be kept to the In1mmum .:L.'1d 1n 
eo.ch case me 5en10r 11o.150n of11cers of the "t\.o part1es \lJ.ll be 
kept 1nfOrT1Bd... 

9. No proV1s10n of pn.rabra~~s 6 ~~d 7 above shall be 
construed as prevent1l1g e1ther party from aOOamMOdat1Dg the other 
by trnnsporh"\g or oornnun::..co.tJ..:ng m:1ter1al for the other party .. 

10.. Euc'} purty sh:tll nOrJl1O.lly aSs1st the othert s S~l1J or 
l1a1son off1cer by m~~1nb ava1lo.ble to h1IT fac111t1os fo~ 
packab1ng und propn.r1ng ~tcl~ul f~r trnnspoltat10n+ ~ach POlty 
shnll, to the extent of fnc111t10s operated by or aVd11ablc to 1t, 
ass1st the ot'1sr's remor b.::uson off1cer \r.l th safe-hand and otwr 
trnnsporto.t1on ~"r.lth2n 1ts 0'\"1 country. 

1946 APPENDIX T 

9. No pr0V1S10n of pnr~gluph 7 above shall be construed 
a5 preventmg e1 ther pal. ty from o.ccommod.atmg the other by 
tlonsport1ng mater1uls for ~~e other party. 

10. Eo.cn party she'lll nonnally ass1st the otherf S semor 

3. 

l1a1so11 off 1c.Lal by malnng ava1lable to mm fA.c1l1 t1es for 
pacl~~gL~ and prcpar1ng mato11~1 for tranbPort~t1on. Eacn party 
slla.l1~ to the extent of fao111t1es operated by ox aVa.::L1able to 1tl 
a5s1st the other's bemor 11a150n off1c1n.l vr.lth safe-hand and 
other trw sparta t10n \11.1imn 11,5 O\""'n countr-,f. 
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APPEnDIX J INT:cRPRET.. .... TION OF CEPTAUT ffi:>VISIONS OF TIlE AG~ 

1948 Append:LX J unchanged from 1946 lippendlX J except for footnote to paragraph 4 stahng tha,; Chau'man LSIB transnu.tted 

the requ~rcd ass..trance to Cha~rman USCIB 111 SB/409 of 17th February 1948. 



OGA 
EO 1.4. (c) 
EO 1.4. (d) 

815 

No correspondLng Append~ ~n 1946 
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COMPlill..'..TIVE Tl,BLE APPENDIX L 

EXCHl-!NGE OF INFORLlL. ... TIOlT ON I:l\1TERCEPT :::::QUIPM2:NT. Fl~CILITIES PRODUCTIO)T RESEt-sRCH AND DEVELOPMENT 

(Note the 1948 l!.ppendJ.X L conta1.ns 1.tems wh1.ch were covered 1.n paragraphs 1 - 3 of the 1946 Appench:x: C) 

191,.8 APP.I!:..""IDIX L 

INTERCEPT EQUIPilEN'T FACILI'£IES AND PRODUCTION 

1. A comprehens1.ve report (to be .mown as Ghe Annual 
Technl.cal Report) concern~g 

(1.) all 1.ntercept1.on fac1.11.t1.es 1.nstalled and ava1.1able 
for use at 1.ntcrcept and D/F staG1.ons, whether or 
not such fnc1.11.tl.es are l.n use, 

( 1.1.) deta:l.ls of the rrumbers, types a.TJ.d descr1.pt1.ons of 
l.ntercept equl.p~cnt under contract and/or l.n productl.on, 
together ,nth probable dell.very dates, 

Wl.ll be exchanged armually. Reports are to shm.{ the pos1.tl.on as at 
1st July ~ each year, and should TJ.ormally be exchang~d by 
1st August. 

2. Sect1.on I of the Report ~all be arranged to pronde 
l.nformat1.on to cover tnc 1.tems set out l.n paragraph 3 for each 
Intercept ana. D/F Stu'tl.on. Types, makes and numbers (und where 
appll.cable, normal and PmeJ.InUIn speeds) of eqlll.pment should be 
J..TJ.cluded. No attemp1i has been made to loy down an exact format 
for the Report, as such a format IIlJ.ght soon become out of date, 
and IDl.ght prevent flexl.bl.ll.ty. 

EXCP..ANGE OF INFOlThIA.TION O~ INTERCE..PTION F.hCILITIES 

1. A comprehensl.ve report, concernl.ng all l.nterceptl.on 
fac1.11.t1.es l.nstalled and ava1.1able for use, w~ether or not such 
facl.ll.t1.es are LTJ. use, Wl.ll be exchanged on 1st July, 1946, 
a."'ld thereafter at su: monthly LTJ.tervals. 

2. Ths report w1.11 be arranged to pronde l.ni'ormatl.on 
to cover Ghe follofr.ulg 1.tems, where appl1.cable, for each 
l.nterceptl.on and dl.rectl.on-f~dl.ng stat1.on 
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194-8 .APPENDIX L 

HAND SPEID MORSE EQUI:avIENTS 

(1.) 
( 1.1.) 

( 1.1.1.) 
(J.v) 
(v) 

( vJ.) 

S~gle PpsJ.tJ.ons (H/F) 
SJ.ngle PosJ.tJ.ons (L!F) 
SJ.ngle PosJ.tJ.ons (All-wave) 
Double PosJ.tJ.ons (H/F or All-wave) 
WhJ.ch of th~ above (1.) to (J.v) are capable of 
double or trJ.ple dJ.versJ.ty \/orklng 
'~}1J.ch of the above (1.) bo (J..v) are fJ.tted \ath 
\are, tapc or .mx recorders. 

B. HIGH SPEED HORSE EQUL"PMENTS 

(1.) 
(1.1.) 

( J.J.J..) 
(J.v) 
(v) 

( vJ.) 

( vJ.J.) 

( vJ.J.J.) 

SJ..ngle Po Slot loons (H/F) 
S~gle POSJ..tJ..ons (L/F) 
SJ.ngle PosJ..tJ.ons (All-wave) 
Double PosJ.tJ.ons (H/F or All-wave) 
WhJ.ch of the above (3.) to (J..v) are capable of 
double or trJ.ple dJ.versJ.ty \iork~g 
Types of recordJ.ng (loa e. undulo.tor) apparatus 
fl.tted 
Types of record~g brJ.dge fJ.tted, and \/hether 
capable of acceptJ.Dg frequency shJ.ft trans
lIll.ssJ.ons 
Any other Ihgh Speed equJ.pment. 

2. 

191,.6 APPENDIX C PARAGRo\?HS I - 3 

2. [ContJ.nued] 

(a) full l.nformatJ.on on thc i'ollo,rl.ng genero.l IJ.nes 
regardJ.ng ~orsc ~nd non-morse J.nterccp~ and 
tr~~scrl.ptl.on posJ.LJ.on, 

( 1.) numbers and type s of sl.ngle recel.ver manual 

( l.1) 
speed posl.bl.ons 
numbers ~nd types of sl.ngle reC~l.ver hl.gh 

( l.l.l.) 
speed POSl. tl.ons 
nu.'llbers and types of double recel.ver manual 

(J.v) 
speed POSl. tl.ons 
numbers and types of double recel.ver hl.gh 
speed POSl. tl.ons 

(v) numbers and types of ~verBJ.ty recel.Vl.ng 
posl.tl.ons 

(Vl.) numbers and types of tape transcrl.p~l.on 
posl.tl.ons 

( Vl.l.) numbers and types of record~g posl.tl.ons 
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e 

19l,.8 bPPENDIX :;:, 

3. [Contmued] 

C. TELEGRAPHIC .J?RINTING SQUI?HENTS 

Single Channel Radio Teleprinter (Internationil) 
Single Channel Radio Teleprinter (National) 
!4ulti-channel or Mult1.plex Tip (Internntional) 
3-cha:nnel T/P (Nahonnl) 
2-chaIh~el Ba~dot 

6 and 9-chruL~el Baudot 
(i) to (Vi) Dbove refer li 0 5 um.t sy&tems. 
Eq~pments fitced ~or any other systems 
(6, 7-unit ctc o ) 

D. v.Hlp .A~ID U.H/? EQUIPMENTS 

E. FACSlllITLE 03. :?IGTUJE EQ1HPHENTS 

F. EELLSCEREIBER E~'UIP1lEIfTS 

G. DIRECTIOIT .FII'l9ING EQUIPMENTS 

Whether fJ..Xed or mobJ.le. 

2. 

3. 

1946 APPE..1IIDIX C P.itRAGRAPHS 1 - 3 

(a) [Conhnued] 

(Viii) nu:nbers 'lIld types of non-mor-=;e teI'.!'lJ.Ilal 
positions 

[No correspondmg item m 1946 AppendJ.x OJ 

" 
II 

" II II II " II 

II 
" " II " II 

(b) DJrection fmding equipment 

(i) number 

(iJ.) type 

(J.iJ.) frequency range 
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e 

1qlJ3 .APPENDIX L 

3. [ContJ..nued] 

H. TRJl .. NSMITTER IDENTIFIC1 .. TION EQUIPHENTS 

I. ~QUENCY llELSURING EQUIPME~lTS 

J. .."JIDIALS 

Inf'onnat~on to JI'...c1ude number, types, whether used 
~n m vers~ ty, frequency to 'wh~ch cut, d:Lrect~ v:l..ty , 
assoc~ated ~11f~cat~on e~1pment. 

20 

1946 ..h'O'J?ENDIX C P.ARAGRAc'HS 1 - 3 

[Conhnued] 

(c) 

(d) 

( e) 

(f) 

Tran~tter ~de.nt~~cat~on eqlllpment 

(~) number 

(~J.) type 

Frequency measur~ng eqlllpMent 

(~) number 

(~~) type 

Antennae 

(~) number 

(~~) type 

(~u) d~rect~v1.ty 

(~v) frequency to " ... hJ.ch cut 

Aer~al Exchange/Mult~coup1ers 

(~) number 

(u) type 

(J.~J.) frequency range 

4. 
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e 

194.8 ~IX L 

30 [Cont1.nu.;d] 

OC;A 
EO .l. 4 . (c) 
EO 1 ,4 . (d) 

L. CONTROL EQVIi?"lENT 

Deta~ls and usc of equ~p~ent f~tted for control of 
mterccpt~on \lJ..t!un a stat~ono 

Not to mc1ude btanclard F.a.''lten~ce equ~pment for 
genero.: uSC o 

· N. AUDIO Fl<EQUEmf RECQ.'R.Dn~ E~UI?i'~ 

0· ·1L. __________ ....... 
E. ANY OTHER SPECIAL EQUI?MEI'·i'T 

Q. SHOR1X}mfiNGS EXPERIE!'1CED OIi OPER.n.ITONAL EQUIP:.fENT 

5. 

194.6 AP?ENDIC C .2b.&GR)2HS 1 3 

2. [Cont~nucd] 

(g) enumeratJ.On and use of eqUJ .. pment fItted for 
control O!~ mtercopt~o:l ,Il.t~ll a stat.l.on" 

(~) bpec~o.l~sed tcst equ~pm~l~, 

( ~) nwnb e~ 

(~~) deScl~pt~on and LSe 

(:1) e~umeI'lt~on of D....TJ.Y spcc~o.l~scd f~"ture7 
[No cor. espon~g ::..terJ. ::"T1 1948 A::?peTJ.dJ...v !.] 

[No corrcepC'lnrhnt; 1. tar... l.Il 19~6 AppeJ::!i;.u C] 

" " " 11 " 
(J) enwnerat1.on of any m~scellaneous specl.a11.sed 

eqUl.pment, 

(a) (J.X) numbers and types of a:ny other spec~o.l 
pos~t~ons not l:1sted 

[No correspon~g ~tem m 194.6 Append.J..x C] 
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1948 APPENDL,{ L 

3. [ContJ.nued] 

R. SPECI.nL rWNTE.J."W!.NCE PROBLEMS. IF .ANY 

Notes. 

(1.) a SJ.ngle PosJ.tJ.on may consJ.st of 2 or more 
receJ.vers, used J.n dJ.versJ.ty, or J.n order to 
J.ncreas~ the frequency range, 

(1.1.) a Double PosJ.tJ.on loS one at whl.ch a sl.ngle 
operator can cover two end'3 of 0. duplex cJ.rCUl.t, 
where thl.s l.8 possJ.ble. 

INTERCEPT EQtJT....P' mIT RESE..~'R.CH .d.Nn :JEVELOPMENT 

4. (0.) Interc~pt Ea~l.ryment RCJorts Wl.ll be excp~ea tWl.ce 
yearly on 1st March and 1st N'o"Ter.J.ber. These Reports 
Wl.ll be J.n two sectl.ons 

(1.) EqUl.pmcnt under develop~ent. Thl.s to J.nclude 
detaJ.ls of' :111 proJects on uhl.cn development loS 

beJ.ng conducted together wJ.th 0. statement of the 
obJect to be attaJ.ned, 

(1.1.) Research and Development trends. Th:Ls to J.nclude 
a statenent of all outstandJ.ng problems together 
'~th an J.ndl.catl.on of trends J.n research and 
development al.Med at thcl.r solutl.on. In the event 
that no ~ork l.S contemplated on certaJ.n apecl.fJ.c 

6. 

1946 APPENDIX C PIlRL'&RA?HS 1 - 3 

3. The sJ.x-monthly reports (paragraph 1 aoove) 'VJ.ll also 
J.nclude notes on the shortcOMJ.ngs, IDaJ.ntenanco, proposed 
ModJ.fl.catJ.ons and any other sl.gnJ.fl.cant operatl.onal characterJ.stJ.cs 
of the CCiUl.pment. Notes on ne .... equJ.p'llent under development may 
be l.ncluded. 

TOP SECRET 
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4-. [ContInued] 

(11) [oontlnuedJ 

problems, these probl~s should nevertheless 
b~ l~sted amongst those current, 

(b) Tech.-ruc'll Notes v'~ll be exchanged as and when 
necessary on epcc~f~c subJec~s. These notes to be 
desJ..gned prJJnar~ly for the ~nfoI'Jllat~on of personnel 
actually engaged on englneerlng and researcn ~~d 
developJTlent ",ork on lnterceptJ..on equJ..pment. ~ese 

notes also to lnclude da~a on sJ..gnal analysis, -
frequency lJ..sts, and other mater~al assoc~ated "\lJ.th 
lntercept problems. 

7. 

19b..6 .APPENDIX C ?.ARAGRA?HS 1 - 3 

ET 
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iU R kEPI uMWI LOCk ANI) ICE. .,Eill '0. IEIIS,EI 

COMP.lillATIVE lIABLE .APPENDIX:M 

EXClitJ-rGE OF Rll.Yi MlI..TERI.AL AND ST1JIDl~ISl .. TImr OF :IlAI[ IfJ.ATKL{IAL FORMAT 

(Note: the 1948 .H.ppend~x M conto.ms J.tcms \7~~ch 'Jere covered ~n paragraphs 20-33 of the 191b AppendJ.x C) 

1948 APPENDIX K 

10 Except as otheT'llTIse agreed m Appenili.x K each party .,J.ll 
furn~sh to the other as promptJy as pract~cnble 'TJ.thout request and 
as 0. I'lO.t'ter of rout:.ne, one copy of every ~tem 0-:: rOo T traffJ.c 
collected by 2tS opero.t~ng o.genc~es) rego.rnlcss of source. EJ.t~2r 
par~ ~y request expedJ.'ted del~vory, or o.aa~t~ono.l cop~es~ of 
specJ.fJ.c co.tego!'J.es of ro.;, traff~c, nnd eO,ch shall endeavour to 
meet the needs of the other ~n th~s respect. 

I 

2. In so far as practJ.cable raw traffl.c exchanged Wl.ll be m 
the forms contamed m paragraphs 4 - 9 below. 

• 
1946 _~IX C Plill1,.GRAPHS 20-3.3 

20.. As soon as l. t can be arranged each par-ty v~"J..l:i.. f'unusn 
to the othe.c as promptly as ~achcable Vn.t!lout request and £IS a 
"'lll".;ter of rout~ne:t one copy of every J.1.em of 1m{ traffl.c collected 
as a.Jqm.:rod by l. ts oper atl.ng agencl.es, rcgarcUess of' source. F.Jl. ther 
party rrlD.y request specl.ally rapl.d dehvcry~ o~ acldJ.tl.ono.::!.. copJ..es, 
of specl.f~c categorJ.es of r0,1{ traffl.c and oach shall endeavour to 
meet the needs of the other l.n thl.s respect.. 

210 The l.deal moans of con~yl.ng raw traffl.c, from the 
standpomt of speod and m~mu~ utl.ll.satl.on of n~p~/er, l.S 
tcleco~catl.ons. Therefore the procurement, mamtenance and 
utl.ll.satl.on of' telecommunl.catl.ons fro~ mtercept pOl.nts to Centres, 
nnd bev,lCen Centres, ,n.ll be prQIlloted and encouraged by each ~ 
to the utmost extent of l.ts ~~ans. 

22. .All raIl traffic, Vlhether or not exchangcd by radl.o, m.ll 
be exchangcd Vl.a regular 11.aJ.son c~Jlels or such other routes as 
may be agreed upon. 

[Contents of J?arar:;rn.,.?hs 21 and 22 l.ll 1946 iL .. J]?ond.J.x C ocm.1. tted 
1948 L::?pcndJ.x M] 

23. In so far as pract1cable raw traffJ.c exchanged WJ.ll he 
J...""l the forms contamed m paragraplls 25 to 33 below. Departures 
from thl.s form Wl.ll be ell.IIlJ.nated as soon as possJ.ble 



1. 4. (c) 
1. 4. (d) 

81:i 

1%.8 .APPENDIX M 

3. The J.Il.clusJ.on of a case-number J.Il. D..il J. teJYl. of raw traffJ.c 
vr.Lll not be deemed to shorr eVJ.dence of processJ.ng for CammunJ.cutJ.on 
IntellJ.gcncc purposes (paragro.pt~ 26 of Appenili.:x: B refers) J and 
therefore the mo.terJ.al "'1B.y stJ.ll be cIassJ.fJ.ed "ConfJ.dentJ.o.l" .. 

OGA 
EO 1.4. (c) 
EO. 1.4. (d) 

1946 .APPENDIX C PARAGRAPHS \20-33 

24. The J.Il.C lusJ.on of a case-number J.Il. an J.tem of raw traffic 
iT.J..Il not be deemd to Shawl eVJ.dence of processJ.ng\ for Commum.catJ.on 
IntellJ.gcnce pUk~oses and therefore the ~tcrLal may stJ.ll be 
classJ.fJ.ed 11 OonfJ.dentJ.a1 II • -

OGA 
EO 1.4. (c) 
EO 1.4>.(d) 

\\ 



OGA 
EO 1.4.( c) 
EO 1.4. (d) 

81~ 
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• 

3. 

1946 LPffiNDIX C Plilll&-RlPHS 20-33 

[No correspond.J.ng ~ te:r.!. J.ll 1946 AppendJ.:x: C] 

O.GA 
EO 1. 4. (c) 

II " " " " n 
" EO 1. 4. (d) 

II II " " " II II 

CRET 
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EO 1. 4. 
EO 1. 4. (d) 


