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Exhibit C3

(s
Who: | {b)(B) |1 KDK Badder Tolay, ANAOA. Debrief on 07
Aug 14

What: GoB Incident on 05 Aug - Information

Why: [£)6]] reported the following information, gained through unknown contacts, to his
mentor on 07 Aug.

An UKN GSU soldier had informed Rafiquliah, the perpetrator of the GoB incident, of when
the MFNDU project board visit would be taking place and the areas they would be
(Comment: it is unknown how much detail or from where this information was received). At
this stage Rafiqullah was based on the ridgeline (NFDK) and requested he was mo o the
GSU building the day before the visit, no reason was reportedly given but Raﬂqulla@

request was granted. %
On 05 Aug the GSU Company Commander ordered that all weapons be Jed
however, Rafiqullah retained his weapon claiming it needed to be cleané. F & .

No further details are known at this stage. \
No source corroboration has taken place to verify the info at@il attempt to
substantiate report with Afghan G2 elements.
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Exhibit E5

UNCLASSIFIED

Marshal Fahim National Defense University

From Wikipedia, the free encyclopedia-
http://en.wikipedia.org/wiki/Marshal_Fahim National Defense University
Jump to: navigation, search

Coordinates: “w34°32'24"N 69°04'12"E34.540°N 69.070°E @

The Marshal Fahim National Defense University is located in the Qargha (o feh) district
of Kabul on a 105-acre site on a plateau to the west of the centre of Kabul cityfiear
District 5.

There are three distinct parts to the university: @\

o the National Military Academy of Afghanistan (NMA Ay,
e the Afghan National Army Officer Academy (ANAGA), and
o the Non-Commissioned Officer (NCO) Acade(whi h i

Academy.
The site also houses the ANA Foreign L gua&gce.
Contents ab

[hide] !@

" smned Officer (NCO) Academy
fcuC®inSitute of Foreign Languages
Sust 2014 shootin
9 References

History of the Military Site at Qargha[edit]

Geography The key to Qargha’s historical importance is its geographical position. Qargha lies at
the western extremity of Kabul, a low plateau dominated to the north and west by a crescent
shaped range of hills. Even to the untrained eye, its strategic significance is obvious. To the
south west the pass leading to Wardak, Ghazni and Kandahar forms a deep V shape cut into the
mountains; to the west lie the Paghman mountains, the Paghman plateau and the road leading
into the Hazarat; and to the north, beyond the ridge, the Kabul valley extends to Bagram,

Charikor and the passes at Parwan and into the Panjshir Valley.
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Ancient History The valley in which the university is situated has witnessed the passage of
Afghanistan’s invaders throughout recorded history, from Alexander the Great in 326BC to
Genghis Khan in 1222AD, followed by Tamerlane (Timur) in 1380 and Babur in 1504. On three
separate occasions three hundred years later, the shepherds grazing their flocks on the hillsides
would have seen the British advancing up the valley from the East, Robert Sale in 1839, George
Pollock in 1842 and Frederick Roberts in 1879.

Modern History - The Royal Period The modern history of Qargha begins in the
when Abdur Rahman Khan, the founder of the regular Afghan Army, established
in Qargha to sustain is operations in the Hazarajat region. The camp was exp,
during the reign of Adbul Rahman’s grandson, Emir Amanullah Khan in t
invited advisors from the Turkish and German Armies to train his Armyj
newly won independence from British control. It became the home o
was essentially the Emir’s strategic reserve. The camp performed ,
the Soviet occupation in 1979.

Cabul Division which
ction until the time of

f Qargha began in 1980. They
storage bunkers into the northern hillside
3y the mid-1980s Qargha was occupied

. Despite the huge number of troops

A audacious infiltration attack which
with a Spectacular explosion which could be heard
enths of disruption to Soviet supply lines as they

Modern History — The Soviet Period The Soviet occupa

too used the site as a logistics depot, digging ordnance,§
of the camp, many of which are still in use by the A
by around 12,000 troops, about half Soviet and half
on the site, the Mujahideen succeeded in launching 2
destroyed a large part of the ordnance depd
across Kabul city. The attack caused sev
struggled to rebuild the depot.

od The decision of Abdul Rashid Dostum to move his
Ahmad Shah Massoud’s coalition of warlords in the north
hcontributed to the downfall of Mohammad Najibullah’s

number of Mujehideen troops at Qargha, and he was a frequent
e commander’s white house on the hillside, which is now known

Modern History — The Massou
JTowzjani militia out of Qargl
and North East of the co

as “Massoud Hou

Taliban, who'™oved in and used it as a training and ordnance depot. They were still in
occupation when American bombs rained down in during the Post 9/11 offensive in October
2001, obliterating most of the buildings. .""

Qargha Today[edit]

Qargha remained a bombed-out moonscape until the decision was made to make it the site of the
Afghan National Defence University. American contractors moved in in 2009 to clear the site,
destroying old ordnance and bulldozing the rusting hulks of Soviet vehicles into huge scrap
heaps.

AR 15-6 Investigation - Marshal Fahim National Defense University Incident - 05 AUG 14 11/18/2014 - 451

UNCLASSIFIED



UNCLASSIFIED

When building work was completed, the Qargha site centralised the training of the majority of
future officers and non-commissioned officers in the Afghan National Army (ANA). ANA
Officer training previously took place at both the ANDU site and east of the city at the Kabul
Military Training Center. NMAA before that was located to the north of the city close to the
Kabul International Airport but moved to the ANDU site in 2012.%%

In April 2014, the university was renamed the Defence University of Marshall Fahim onour
of the former Vice President of Afghanistan, Mohammed Fahim who died of a hea

aficlude Armor. Artillery,
%, Logistics,

Human Resources. Signal, Infantrv. Engineer. Legal,
Religious/Cultural Affairs, Intellicence and Finance. &

NMAA moved to the ANDU site in Qargha ongon
previously located in the old Air Academy estapiish
beside Kabul International Airport.

NMAA cadets study both military and af A subjects for a total of 4 years and are awarded a
degree from ANDU before commis: mto the ANA as Second Lieutenants. Female cadets
have studied at the NMAA since 201

d the first intake of NMAA-trained female officers will
graduate in 2015.

Afghan Nationd my Officer Academy (ANAOA)[edit]
The ANA OfficepMeadeny is also referred to in Afghanistan as ANAOA, The 'Sandhurst’
Academy and thejJunibr Officer Academy. It was reported as early as 2006 that the United
Kingdom weuld a primary role in the creation of an Officer Academy for the ANA.
Nicknamed %$andhurst in the Sand", the Academy was to be modelled on the Royal Military
Academy Sarmhurst. This was supported by the then-head of the ANA, General Sher
Mohammad Karimi, who attended Sandhurst himself in the 1960s.'"

On 29 March 2012 UK Defence Secretarv Philip Hammond met Afghan General Abdul Rahim
Wardak and signed a statement of intent on developing the academy. The UK undertook to
provide approx1mately 75% of the training staff for the Academy and indicated it would be
involved in its running long after the 2014 deadline for pulling out the majority of troops
Afghan officer cadets have been undertaking training at Sandhurst in recent years in order to
improve the standard of officers in the ANA.

On 19 July 2012 on a visit to Kabul the British Prime Minister David Cameron signed a

Memorandum of Understanding for the UK to provide mentors and advisors to the Afghan
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National Army Officer Academy." New Zealand will also contribute support to the ANA
Officer Academy."”

Located in the Qargha area of Kabul, the first concrete steps were taken 10 Oct 2012 to start the
construction of the academy with a ground-breaking ceremony attended by a number of
dignitaries including the ANA Chief of General Staff General Shir Mohammad Karimi, the Her
Majesty's Ambassador to Afghanistan Sir Richard Stagg, ISAF Deputy Commander It

Adrian Bradshaw and Commander of the NATO Training Mission (NTM-A) Lt

The ANA Officer Academy accepted its first intake of 270 students selected
10,000 initial applicants in October 2013. Training is being delivered b [
officers and soldiers in cooperation with a team of mentors from the Un:
New Zealand, Denmark and Norway."!

proximately
Afghan
ydom, Australia,

The ANA Officer Academy started recruiting its first intal
staff receive instructor training with their male colleagu y-are mentored by a coalition
female mentoring team. Female candidates attended a two selectlon test on the Qargha site
in April 2014 and a platoon (balook) of 30 female offider cades started training alongside the

third male intake in June 2014."~

n February 2014. Female

Sergeant Major Academy{g di

of the Kabul Military Training Centre. It trains
staff sergeant in order to prepare them for service as
B9 in the ANA. The Academy will move to the ANDU
Phase 2 build project.

The Sergeant Major Academy is cutr
male and female soldiers at the ra
Sergeant Majors at the ranks of E

The Institute deliverstraining in Foreign Languages for individuals posted into defence
diplomacy billets.

August 2014 shooting|edit]

Marshal Fahim National Defense University received unwelcome publicity on 5 August 2014,
when a gunman believed to be an Afghan soldier opened fire on international military personnel
at the facility, killing a U.S. general and woundmg 15 officers and soldiers including a German
brigadier general and eight U.S. troops."”
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http://www.crwflags.com/fotw/flags/af_mfndu.html
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Afghanistan - Marshal Fahim Natio
Defense University

Last modified: 2014-07-12 by ian macdonald \
(%,

Keywords: afghanistan | marshal fahim national defense university |
Links: FOTW homepage | search | disclaimer and copyright | write us

&
° Descn_gt!jn 6

Description

The current organization of the ANSF (Afghan National Security Forces) has been developed by
the NATO Training Mission-Afghanistan (NTM-A). The Afghan National Defense University
(ANDU)) is the cornerstone of this, and it is based in Kabul. It has now been officially named
MFNDU (Marshal Fahim National Defense University), in honor of Mohammad Qasim Fahim
(an Afghan military commander, politician and the First Vice President of Afghanistan from
November 2009 until his death in March 2014. Fahim became an honorary "Marshall" in 2004).
Source:
https://www.facebook.com/media/set/?set=a.10152452837434553.1073741938.267816944552&
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type=3
There are three distinct parts to the university:

1. National Military Academy of Afghanistan (NMAA): The National Military Academy of
Afghanistan is modelled on the United States Military Academy (known as West Point). It is
designed to train cadets to produce well-educated and professional officers for each o
disciplines of the ANA. Schools include (in no particular order): @
1.1 National Military Academy Armor School

1.2 National Military Academy Artillery School (opened in October 2010) %
1.3 National Military Academy Human Resources @

1.4 Signal National Military Academy Signal School (opened in 2010)
1.5 National Military Academy Infantry School ‘\Q
1.6 National Military Academy Engineer School

1.7 National Military Academy Legal School @

1.8 National Military Academy Military Police School

1.9 National Military Academy Logistics School

1.10 National Military Academy Religious/Cultural irs
1.11 National Military Academy Intelligence

1.12 National Military Academy Finance Q
2. Afghan National Army Officer Academy (A

3. Non-Commissioned Officer (NCO) Ac y: which includes
3.1 Sergeant Major Academy

Sources: http://ntm-a.com/about-n
http://www.aco.nato.int/resourc srounder ANSF en.pdf
http://www.isaf.nato.int/articie™ag ornerstone-laid-for-afghan-defense-university.html
http://en. wikipedia.org/wiki '@i P_Training Mission-Afghanistan

http://en.wikipedia.org/w i/NatTonal Military _Academy_ of Afghanistan

http://en.wikipedia.ox/ Wik fohan National Defense University#Afghan National Army Of
ficer Academy 284 NQIA 20

http://en.wikiped @ i/Afghan National Defense University

htt:f;’en.w /wiki/Combined Security Transition Command - Afghanistan

There are a seb of several pictures showing the different School flags:

- http://mod.gov.af/Content/Media/Pictures/Big/thb-26112012134814141553325325.jpg
(source: http://mod.gov.af/en/ImageGallery)

- http://mod.gov.af/Content/Media/Pictures/Big/thb-DSC_0092151220121250120553325325 jpg
(source: http://mod.gov.af/en/ImageGallery)

- http://mod.gov.af/Content/Media/Pictures/Big/thb-DSC0204129520128224781553325325.ipg
(source: http://mod.gov.af/en/ImageGallery)

- http://www.isaf.nato.int/images/stories/NewMilitaryAcademyAfghanistan.ijpg

(source: http.//www.isaf.nato.int/article/news/cornerstone-laid-for-afghan-defense-
university.html)

- http://ntm-a.com/ntm-a-photo-library
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https://www.facebook.com/media/set/?set=a.10152452837434553.1073741938.267816944552&
type=3

http://upload.wikimedia.org/wikipedia/commons/4/4d/Caldwell with cadets of class 1388 at

the National Military Academy_of Afghanistan.jpg
(source:

http://en.wikipedia.org/wiki/File:Caldwell with cadets of class 1388 at the Natio@ilitar

y_Academy_of Afghanistan.jpg)
- http://www.aed.usace.army.mil/Snapshots.asp?PageNo=1 %

Esteban Rivera, 24 June 2014
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Exhibit

L10

Tatient
Mo.

Treatment prior

; . Inj ined
Mationality | Time In njury sustaine to arrival MTF

10

12

13

14

15

CAT Treatment in MTF

Transport to
HLS

Treatment at HLS

Method of
CASEVAC

Time of
CASEVAC

Destination

QOutcome

<
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Page 2 redacted for the following reason:
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Summary Statement of Events That Occurred on the 5™ of August 2014-08-15

Written by | (9@ |Oargha

—

were needed at the medical centre to fulfil there roles.
[ 19N phoned the Ops room to inform them of inbound casualties.
Treatment was started on patient 1 by myself.

1205 | Pt 1 brought in by Maj General Bathus, he informed us that more casualties were on route

went to EFI to get the medics who were on their break.
nt to REME te inform them that a Major incident had occurred and that they

1207 | mostly in 4x4 vehicles.

Pt 2,3,4,5.6 were brought to the medical treatment facility (MTF) by varying means but

casuallies,

9@ bhoned Ops requesting air evacuation and confirmed the presence of CAT A ’

1208 | Pt7. Pt 8 brought to the MTF.

centre. At this point my attentions were taken up by the patient that | was
the multiple gunshot wounds that he had received all my attention ws&
him. | was assisted by a combat medical technician.

1209 | Pts 9, 10 and 11 brought to Medical fagility.
1210 | Pt 12 brought to MTF
1212 | Pt 13 broughi to MTF

REME and AQ arrive who provided patient tracking, security and control wnh

1218 | Pt 14 brought to MTF

1220 | Pt 15 brought to MTF. .
ke pt 3 to HLS on Ridgebac
over to so that he co

treatment room and was approached
American senior officer who asked whi
1225 | MTF. | reporied that he had not.

eneral Green had been

k. Atthis point | handed my patient
e taken to the HLS. | left the
‘Bathus, Brigadier Russall and an

treated in the

1227 | 1910 Jand pt 2 to HLS orfy

nd pt 7 1o HLS o

1230 | Pt 16 at MTF

1232 |01

B eback to HLS

CAT A patients.

2d fo manage and treat the CAT C patients, assumed command and
zal centre {o ensure that the trauma room was prepared for the possible

1235 | admission. .'

land pts 1,4,6,12,14 return to MTF in Bushmaster

Ieturn to MTF on Quad

Os room call MTF to inform of change of plan to road move to KAIA R2e

pts 4,6,14 and[ (9)(T) In the other Bushmaster

(9)(a) nformed to join road move
1420 oined Bushmasters at NEP
reorganisation of patients: pts 1, 13 in and | (9)la) lin one
Busmaster

1440 | Pts leave for KAIA

1530 | Arrive KAIA
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Timeline of Events 05.08.14

Time

Event

NOTE

1205|Pt 1 brought in by Maj General, informed more casualties on route

| went to EF| to get boys

(D)6} _Jwent to REME
iEjiEj ] phoned Ops

Treatment started on pl 1

1207|Pt 2.3.4.5.6 brought tc MTF

| [BI(6] Iphoned Ops requesting air and confirm arrival of CAT A's

1208/Pt 7, Pt 8 brought to MTF
REME and AQ arrive

1208{P1s S_ 10 and 11 brought to MTF

1210{Pt 12 brougnt to MTF

1212|Pt 13 brought to MTF

1218|Pt 14 brought to MTF

1220}Pt 15 brought to MTF

1225 b)(B) [take pt 3to HLS on Ridgeback

122 b d pt 2 to HLS on quad
(b)(B) and pt 7 to HLS on quad

1230{Pt 1€ at MTF

1231 (b)(6)  |anc P18 on quad to HLS
Pt 11 with Danish Medic on guad to HLS

| b)) pnd pt 12 on Ridgeback to HLS

1235{ 1st round of helicopters depart -pts 2. 3.7 8.11 13 apb

(b)(6)

remain in MTF

{m{ﬁj |and pt 5 to HLS in Ridgeback then r n

1237]
quad to gel repien

1248 Q)(E] Jand pts 1 4, 8,12, 14 taken to H Bushmaster PMV

1255(Pt 17 arrived from Northern HLS

| 1257I[_ (DB, ]and pt 8 on quad then returned MTF

1304|pt 17 Declared dead

1307 arnived HLS then retumed MTF

1315 (b\(6)_land pt 16 dil quadiip HLS

1320{2nd round of heli 15 pts 15, 16 17 onboard 1o BAF

Unsure of arrival tme of pt 150 HLS
Was in Bushmaster

< nd pts 1.4.8.12.14 return to MTF n
1322}
Bushm [

L_(b)(6) Iremained at HLS with Force

Protection

132 b)(6) jretum o MTF on Quad

pis 1.4.6,12,14 return to HLS in Bushmaster. informed

13
0 minules

P room call MTF to inform of change of plan o road move to KAIA

149 informed %o join road move

14 oined Bushmasters at NEP

recrganisation of patients: pts 1 13inana[__(b)@E) |
[ (D)6} In one Busmaster

pts 4 6.14 and[ (D)(6) lin the otner Bushmaster

1440 Pts leave for KAIA

1530| Arrive KAIA

Next 24
hours

4 further minor casuallies seen in MTF. one CAT C reviewed
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Pages 1 through 12 redacted for the following reasons:

Tab D, Exhibit M11 - (b)(1)1.4b - DEFER TO NATO
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Pages 1 through 3 redacted for the following reasons:

Tab D, Exhibit N12 - (b)(1)1.4b - DEFER TO NATO
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Pages 1 through 12 redacted for the following reasons:

Tab D, Exhibit O13 - (b)(1)1.4b - DEFER TO NATO
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Pages | through 28 redacted for the following reasons:

Tab D, Exhibit P14 - (b)(1)1.4b - DEFER TO NATO

AR 15-6 Investigation - Marshal Fahim National Defense University Incident - 05 AUG 14 11/18/2014 - 471
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Tab D, Exhibit R15 - (b)(1)1.4b - DEFER TO NATO
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Tab D, Exhibit S16 - (b)(1)1.4b - DEFER TO NATO
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Exhibit W19

Guardian Angel
Mission Training Plan

29 November 2012
(v14)

Overall classification is
UNCLASSIFIED // FE6UYE-

CJTF-1, CJ3 - Force Protection Classified by: Multiple Sources
Declassify on:
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Prars< "*\-_-,-‘

A note from the Commanding General
Regional Command-East and CJTF-1

“The threat of insider S not only poses a risk
to the safety our p@nnel, and if not effectively
countered, ha@otenﬁal to undermine the trust
and conﬁ@ etween our Coalition Forces and
host n

unterparts. We must remain stalwart
f@tmg against the insider threat, and
sarequard the tactical and operational mission in
support of our mission.”

WILLIAM C. MAYVILLE

Major General, United States Army
Commander, RC(E)/CJTF-1

UNCLASSIFIED /HBH6 2
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. Applicability: This mission training plan (MTP) is for all members
International Security Assistance Force (ISAF) across Regional d-
East (RC-E) and CJTF-1.

2. Purpose: This MTP provides commanders and leaders gtalllevels a
descriptive, mission-oriented training program to train‘and@implement the
Guardian Angel (GA) concept as an additional laye pol s8gurity to existing
force protection measures. GA is only a part . E-- ar preventative
strategy. Force protection postures and me@wld constantly be

assessed and changed to keep the threat unbalanced.

on the commander's fraining priorilies; sks described herein are the
primary ones the unit must be@ble t te with proficiency. The unitis
expected to train all tasks to rd. Standards for training may be
increased, but may not be

3. Discussion: Although a unit’s mii’ deployment assignments impact

ﬂ r this publication is CJTF-1, CJ3 — Force
fjUestions or recommendations for improving this
5 listed on the RC(E)/CJTF-1 Centrix portal at
.gctf.cmil.mil/fc/fp/default.aspx.
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R Chapter 1
i g CONCEPT

1.

Definition: The Guardian Angel (GA) is one or more individuals of a team or
unit who performs duties similar to a PSD (personal security detail), and are
required for all activities and locations where non-Coalition Force (CF)
personnel are present. This is further defined in the next paragraph.

. The GA must be conducted as a principle duty, and covered in the plans and

orders of Partnered or Advise-Assist activities; see para. 2.2 (a) for defined
locations.

Guardian Angels do not replace requirements for guard forces, sentries, ‘battle-
buddy' teaming or any other standard security measure. And are not to be
confused with guards/sentries conducting duties in support of Coalitio@?e
primary gathering facilities (gymnasium, place of worship, confere r,
dining facility, etc). %

Guardian Angel activities should be conducted without jeo he trust
and confidence of the host nation forces. The risks and\si will determine
the method for conducting GA; but consideration to t ation force
relationships may determine the means.

Guardian Angels will conduct their duties with a'Weapon readiness posture of
‘RED’ regardless of the batitle dress unifo tate. {see CJTF-1 Policy Letter
#45, FRAGO 241, dtd 23 NQV 12).

Unless otherwise stated, masculine n ;and pronouns in this publication do
not refer exclusively to male pe el.
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Chapter 2
FUNDAMENTALS

2.1 _Four Types of Inside the Wire Attacks

a. Co-option - ocours when an existing host nation force member j ed to
assist or act on behalf of the insurgency

the host nation force through the standard recruitm s in order to support

b. Infiltration — transpires when an existing insurgent r& destinely joins
e
the insurgency

¢. Impersonation — occurs when an insurgem%% a host nation force member
to conduct attacks

d. Personal —is defined by the host rce member acting intentionally yet
independently as an individual pe r

2.2 Principles

a. Types of Locations: Thg ss and procedure for implementing Guardian
Angels (GA) will bedmpdeted by the types of locations an activity is occurring at.
There are three di % kinds of locations with relation to GA implementation (See
also Referencgs¥or RC(EY/CJTF-1 FRAGO 277, Attachments 2-9):

of] Force (CF) locations. CF units only; Restricted access for host

! Ces; and Constraints for host nation personnel to carry weapons
afe/ds ammunition. In this case the GA is not required; internal security and

escoris can be utilized to increase observation and immediate response

reguirements.

(2) Partnered locations. CF and host nation forces co-located, but are physically
separated between sites; Controlled access for host nation forces onto the
CF location; and Constraints for host nation personnel to carry weapons
and/or ammunition on the CF fixed site/location. Due to the close proximity
and frequent interaction with host nation forces, the GA is required for all
Partnered aclivities where CF personnel are located outside of the CF
location.

(3) Advise-Assist locations. A host nation only location, where CF do not reside
but are present in support of mission-specific tasks; Unrestricted access for
host nation forces; and No constraints for host nation personnel to camy
weapons and/or ammunition. Under these circumstances, some or all, the

GA will be implemented at all times for CF personnel.

UNCLASSIFIED /| FEOUYS 6
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Chapter 2
' FUNDAMENTALS

2.2 Principles. Con’t

b. Personnel Selection: Selected Guardian Angel (GA) personnel will be
dependent upon the composition, size and purpose of the unit.

(1) Aminimum of one GA is required; but the commander will determine the need
for additional GAs in accordance with mission reguirements and conditions-
location and threat assessment.

(2) Guardian Angel personnel should be deliberately selected and trained in
accordance with the event, consideration to the mission activity (KLE or
Parinered activity), and sensitivity to cultural and political conditions (i.e.
Females for FET, women'’s medical facilities, religious leaders, etc@

(3) The GA personnel will not perform any other duties while ex? GA,

provide security fidelity and continuity. Consideratienghould be given to
change/rotate GAs to avoid loss of focus a fe GEVE

Assist Teams will provide a neutral sourte for GA personnel selection. This
will significantly minimize conce rdizing partner relationships, or
reducing and adversely impactinrR capacity/capability.

(6) In circumstances where tea AAT, PRT, ADT, eic) do not have a
dedicated security force ), all team members should be trained to
perform GA duties in \p; on for this situation.

(5) Dedicated Security Forces (SECFOR) g{e § being assigned to Advise-

(7) Guardian Angel jor within the Advise-Assist Team is dependent upon the
ability of team to serve as GAs, without jeopardizing the trust and
confidence ost nation forces.

RS
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' Chapter 2
FUNDAMENTALS

2.3 Training

a. Method. There are four primary phases where deploying units, ir
Guardian Angel (GA) personnel, will be trained:

(1) Pre-Deployment Training: Guardian Angel persg ? dre identified before
deployment, and are able to capitalize on oppodunitiesa
their consolidated training center rotation. Jhisitgéiing offers the earliest
opportunity for small-unit team-building 4 .@‘ deVelopment, and rehearsals.

(2) Reception, Staging, Onward moveinent and Integrations (RSOIl): Units
will use this opportunity to train andsigtplement GA skills, and continue

! @[ g Procedures (TACSOPs), and

edures (TTPs). National RSOl packages

should be used to reinforce®COMISAF's Insider Threat Tactical Directive,

and confirm that perso:g @ paware of Theater Insider Threat policy.

hould immediately incorporate assigned GA

(3) RIP/TOA: lnbo
activities IOT maximize opportunity to understand

personnel in RIP-TOA
best practices @

environg @ (&

(4) u%l eht Training: As operational conditions change and units
ore familiar with their environment, the need or desire to integrate
W

team members, or designate new GA personnel will require continuous
GA training. Units are responsible for conducting sustainment GA training
every three months, at a minimum, in addition to Theater-prescribed Insider
Threat sustainment training.
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Chapter 2
FUNDAMENTALS

2.3 Training (Continued)

b. Requirements:

(1) Guardian Angel (GA) training will occur at all levels, and is required in
support of all activities and locations where non-Coalition Force (CF)
personnel are present during Partnered or Advise-Assist activities.

(2) The GA will be trained to perform tasks in an overt or covert manner:;
effectively mitigating identified risks without jeopardizing the mission or
trust/confidence of host nation forces.

(3) The GA must be prepared to immediately defeat an attack, or re: an
imminent attack against the personnel being safeguarded.

(4) Guardian Angels should avoid direct interaction with n %rsonnel,
but must be prepared to mitigate an emerging th @1 ucting non-
lethal escalation of force (EoF) actions.

(5) Guardian Angels will be located where th counter a possible
insider threat (IT) posed by non-CF perso I.€. Establish points of

dominance). xl
(6) Guardian Angels must be train ly assess threats, and employ
s6n

measures 1o safeguard assigne nel. (i.e. Entry/earess points.

obstacles, clear lines of sig tc).

(7) All Guardian Angels wil
posture of ‘RED'
Policy Letter #45

\
RS

t their duties with 2 weapon readiness
of the battle dress uniform state. (See CJTF-1
O 241, did 23 NOV 12).
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Chapter 2
FUNDAMENTALS

2.3 Training (Continued)

c. Essential Tasks: The following tasks are essential to the su e
Guardian Angel (GA) task/mission:
(1) Cultural Awareness. Conduct GA duties withqut &ﬁiy jeopardizing
relationships with host nation forces. (\

(2) Insider Threat Mitigation. Successfull ider Threat (IT) indicators
and appropriately act to mitigate or eli threat. (Reference the
iv

COMISAF Insider Threat Tactical Dir

(a) Identification. CF badgi other non-CF personnel; Host
Nation badging/IDs; Host rces uniform and rank identification.

(b) Language Iraining.
forces ‘key’ words/pk
safeguarding perspf

c:lent on the familiarization with host nation

rages. in order to increase effectiveness toward

3. The unit should employ their cultural advisor or

sist He"GA in identifying these key phrases. (Ref. to Chapter
>3'0f key words and phrases).

4.6 for exaq
. Neutralize an emerging/existing threat by conducting non-
ee References, ISAF SOP 373).

Establish point of dominance. Locate/position the GA where best able
ceunter the Insider Threat (IT).

Risk mitigation measures. Critically assess threats and employ
measures to safeguard assigned personnel (I.e. Entry/egress points,
obstacles, lines of sight).

(3) Commo. Proficient in the utilization and able to effectively communicate
across the team and to higher in support of critical activities (e.g. QRF,
MEDEVAC/CASEVAC, efc)

(4) Weapons. Proficient with personal primary and secondary weapons in close
quarters marksmanship, and distance target acquisition and identification.
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SRy Chapter 2
‘ FUNDAMENTALS

a. Personnel trained and assigned Guardian Angel (GA) duties, must be

adequately equipped to support the Fundamental and perform tasks
effectively:

(1) Weapons: Individually assigned weapon (rifle &/or pistol)
w/prescribed combat basic load for each weapon. Automatic
weapons, such as the M249 (SAW) will not be used as a GA weapon.

(2) Communications Equipment: FM/HF portable personal radio
systems with hand-mic and earpiece; and one alternate means of
communication i.e. ICOM radio or cell phone. Additional power
sources should also be carried/readily available for each deviger *

(3) Personal Protection Equipment (PPE): PPE will be
entirety at all times while conducting GA duties both i
outdoors in order to provide maximum protection a =
carry required equipment. Exceptions to unifo
authorized at the discretion of the authori mden and
reflected in the Commander’s Risk Asse =NOTE: regardless
of the donned battle dress uniform state, (refACJTF-1 Policy Letter
#45, FRAGO 241 dtd 23 NOVA2), the%:leuty will always be
conducted with a weapon readi of ‘RED’ (Weapon State

‘ROMEQ’ IAW HQ ISAF SOP 334).
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Chapter 2
FUNDAMENTALS

.5 Rul f Engagement (RO

. BLUF: An actual attack need not take place for the Guardian Angel %espond. it
is the holistic view of the situation that the GA detects, both positiv% negative factors.
If a reasonable person, armed with the information and experie at specific GA at
that same point in time would have believed hostile intent exi en their
determination of HI does not violate the ROE. \)@

. Baseline: Self-Defense is authorized anytime thepe, i ",: tile Act or Hostile Intent
exhibited against ISAF elements, and time and @ \siar
escalation. Coalition Forces (CF) must react to ti& CONDUCT of an individual, rather

than their status. Therefore, just knowing sogieone IS a member of the INS (without them

being pre-app

. Hostile Intent (HI) is the th
specially designated perserio
preciude or impede the ffiissi®
immediate, instantaneBush
upon an assessmeet ofie
the time of the j#CTde

Bfimminent use of force against Coalition Forces, or
property. It also can include the threat of force to

facts and circumstances known to the forces or individual at
and this decision may be made at any level.

. Proportional Response in Self-defense. The use of force in self-defense should be
sufficient to respond decisively to hostile acts or demonstration of hostile intent. Such
use of force may exceed the means and intensity of the hostile act or hostile intent, but
the nature, duration and scope of force should not exceed what is required. *Fires in
self-defense must be limited to the degree, intensity and duration necessary for
neutralization of the enemy threat.

. De-escalation. When time and circumstances permit, the forces committing HA/HI
should be warned and given the opportunity to withdraw or cease threatening actions.
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Chapter 2
FUNDAMENTALS

2.6 Standing Rules of Engagement (SROE)

i. Hostile Intent (HI) Factors to Consider. Each of the following factors are not in
themselves, HI; ALL facts and circumstances must be considered:

(1) Must demonstrate clear and substantial threat

(2) Individuals armed; crew-served weapons (not in itself HI). NOTE: Many
Civilians in AFG cary weapons and may be permitted to do so under law.

%)

(4) Intelligence indicating an impending attack; presence of intel %

collectors/informants %
(5) Maneuvering tactically (not just walking quickly or r\g‘nm forces).

NOTE: Many Civilians will run from ISAF due to @ avoid iniury and
stay away from kinetic action.

(3) Location in relation to insuraent activitv and historical attacks

(8) Likelihood of attack on Coalition Fomaa&

(7) Time of activity (day or nigh :

(8) Reaction of potential ta . regction of other individuals in the vicinity to
actions of the person jng HI
(9) Maneuvering i(@:ons launch positions

(10) Lock blocked escapes, efforts to disarm Soldiers or
ma osition weapons
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Chapter 2
FUNDAMENTALS

2.6 Standing Rules of Engagement (SROE)

a. ISAF ROE 421-424 is followed by other ISAF forces to provide @0&
authorizations in self-defense situations. %

b. Inherent Right of Self-Defense, as defined by CJCSI 312
Commanders always retain the inherent right and obligat wado exercise unit self-
defense in response foa hostlle actor demonstrat Stile intent. Unless

- w, military members
[6"2 hostile act or demonstrated

such, unit commanders may limit igdiidual S
unit. Both unit and individual self- lefense |

oalition Forces or other designated person or property. It also
t of force to preclude or impede the mission and/or duties of

. Imminent Use of Force: The determination of whether the use of force against
Coalition Forces is imminent will be based on an assessment of all facts and
circumstances known to CF at the time and may be made at any level. Imminent
does not necessarily mean immediate or instantaneous.

When operating under self-defense, Coalition must react to the CONDUCT of an
individual, rather than their status. Therefore, just knowing someocne is 2 member
of the INS (without them being pre-approved for the use of force under ROE 429
(JPEL target)) is not enough to engage. That individual must be demonstrating a
hostile intent or a hostile act for it to be permissible to engage under self-defense

authority. That is, reqardless of the individual’s status — civilian, combatant, or

protected person — his conduct in firing on you renders him a legitimate target
without the necessity of determining his status.
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b.

Chapter 3
FACTORS

3.1 Cultural Awareness

It is a fact that some host nation forces have carried out insider atiacks based
on personal grievances; particularly with regards to perceived culturally insulting
behavior by the Coalition Forces (CF). Confrontations can occur due to CF
ignorance or lack of understanding/empathy for host nation cultural norms.
Coalition Force actions that may lead to a confrontation include;

(1) Failure to respect the host nation religion, religious items or facilities.
(2) Failure to respect the privacy of host nation females.
(3) Failure to respect host nation elders.

(4) Ethnocentrism (the belief in the superiority of one’s own culture) palition
Force members.

(5) Affronts to an individual’s honor (perceived or actual). %
Guardian Angels should be knowledgeable in the und rs@ Insider

Threat through the Host Nation Optic (See Reference

3.2 Atmospherics
a. Media and Insider Threat Q\

(1) Host Nation and western media cover
and consistent since the War on
any new events that occur. Host
the events and statements frofg
officials. Western media foc

-\o insider attacks has been steady
pegan. This type of coverage will follow

‘media focuses on details surrounding
high*level Coalition Force & Host Nation
gn the strategic impact and implications these

(2) "Insider attacks are &4sagic part of every war. But in this war, they are occurring
with greater freg & than in the past. | believe that we can and will counter
this threat withihese/efforts. Still deeper partnerships, still deeper integration --

(3)"l U.S. Joint Chief of Staff, | told him to respect our culture -- the
things you are doing not incites the enemy but also incites me and my soldiers
and the president. The enemy has only 20 percent infiltration inside our forces,
the remaining 80 percent is the cause of disrespect to our cuiture and religion,"
Afghan Defense Minister Bismillah Mohammadi, 25 Sept 2012, Tolo News.
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Chapter 3
FACTORS
3.2 Atmospherics (continued)
%

b. Situational Awareness: Soldiers and leaders must strive to n‘%n

situational awareness and understanding of all current inter| xternal
threats through the use of digital and analogue communi leverage
information gathered from higher, lower, and adjace

Indicators of violent behavior. Violent beh
an Insider Threat (IT) attack occurs. Guardi GA) must be fully
cognisant of these factors and be actively se ing for them at all times.
Observable indicators are broken down igfo thre€ categories.

n displayed before

(1) Category | indicators should monitored. Category | indicators
include but are not limited to:

(a) Complaints about othe ions and/or religions

(b) Advocates violence at is the accepted normm

(c) Abrupt behaviourg

v&dn some occasions

L '@ 2d with parinered nations
personal crisis

( Peculiar discussions

(2) Category ll indicators should be referred to counter intelligence (Cl) and the
chain of command. Category |l indicators include but are not limited to:
(a) Verbally defends radical groups and or ideolcgies

(b) Speaks about seeking revenge

(c) Associates with persons who have extremist beliefs

(d) Exhibits intolerance

(e) Personally connected to a grievance

(f) Cuts ties with unit, family, or friends

(g) Isolates self from unit members

(h) Intense ideological rhetoric

(i) Attempts to recruit others

(j) Choice of questionable reading materials in personal areas
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Chapter 3
FACTORS

3.2 Atmospherics (continued)

(3) Category lil indicators requires immediate acfion, such as removing
weapon or detention as a last resort. Category Il indicators include but are

not limited to:

(a) Advocates violence as a solution to problems

(b) Takes suspicious travel or unauthorized absences

(c) Stores or collects ammunition or other items that could be used to injure
or kill multiple personnel

(d)Verbal hatred of partner nation

(e) Exhibits sudden interest in partner nation headquarters or individual
living quarters

(f) Makes threatening gestures or verbal threats
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Chapter 4
MISSION PLANNING and PREPARATION

4.1 Guardian Angel Checklist %
NO

“Guardian Angel" Checklist
Ensure that the '"Guardian Angel’ concept is practiced at all times.

Are 'Guardian Angels' inconspicuous in the presence of host nation forces andd” "
non-offensive in demeanor? @ Lt

Are 'Guardian Angels first in and last out of event locations?

evenis?

Do you ensure that 'Gualg
they can better obsgiVe T

n gels' are not principal participants in events so
tactions between CF/host nation forces?

'‘Guardian Angels' (interior and exterior) assigned for

s "personnel have primary and alternate means of
ion to personnel security detail (PSD, guick reaction force (QRF),
movement, and medical evacuation (MEDEVAC)?

Are all QRF and MEDVAC communication frequencies pre-programmed into all
communication means such as radios and telephones?

Are rehearsals and/or battle drills conducted prior to events with unit participants
and designated 'Guardian Angels'?

Are room layouts pre-briefed outlining cover and escape routes?

Does your unit have established written procedures codified in rehearsals, battle
drills and included in tactical standing operating procedures (TACSOP) regarding
'Guardian Angel' tactics, techniques and procedures (TTP)?

Soldiers being over watched by their Guardian Angels should also maintain about
5m separation (where possible) and move every 45 to 120 seconds. Don't bunch
up in view of the host nation forces.

Always wear 100% of your PPE, except when directed otherwise by your
leadership.
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' Chapter 4
MISSION PLANNING and PREPARATION

4.2 Rehearsals

a. Definition: A rehearsal is a session in which an element practices
expected actions to improve performance during execution.

(1) Rehearsing actions before execution allows participants to become familiar
with the operation and to translate the written plan into visual impression.
This impression helps orient the participants to their environment. Moreover,
the repetition of required tasks during the rehearsal leaves a lasting mental
picture of the sequence of key actions within the operation. (FM 6.0,

Appendix F)

(2) The Guardian Angel rehearsal is critical to establishing the coordjmagion of
personnel, resources, communications and enablers.

(3) Critical tasks associate with the mission must be rehears ta
minimum include:

(a) Communications checks with all systems. \Eg

(b) Scenarios that employ the use of “stre =&/or distress sianals to
trigger actions and battle drills.

(c) Essential Tasks lists in Chapter 2.3&2) Insider Threat Mitigation.
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Chapter 4
MISSION PLANNING and PREPARATION

4.3 Tactics, Techniques and Procedures (TTPs)
1. SITUATION: A KLE/meeting at a host nation force’s location @
METHOD: One individual is designated as the GA per meeting,| If multiple,
'on an ‘Alamo’

one-on-one meetings are taking place, all personnel are brigfed
plan and know designated positions if an Insider Threat @Cg

move between the meeting rooms to ensure the requisiiegesurity posture is
being maintained, and to monitor host nation force el throughout the
immediate area. GAs remain in full kit with th i weapon, but are
discretely present . Advisors can remove th ile conducting this activity.

. SITUATION: A KLE with host nation forc&a} a village or governmental shura
METHOD: CF personnel maintain gi dispersion but remain within sight
of the GA; minimizing the casualty footprint/area. The PL or PSG
conduct checks among the CFgersoiinel to ensure the requisite security posture
and monitor host nation force gersonnel in the immediate area. If possible, CF
have a SECFOR element pmelenated positions to maintain situational
awareness throughout thelifinjediate as well as the surrounding area. GAs
remain in PPE with thej

Advisors will downgf&te their PPE posture only when the area is reported
secure, and onlyfvhilg/

epducting a KLE at a CF location

QD %Al CF personnel will have their assigned weapon present but in an
‘Ambef” statlis. The local command will determine whether to permit the senior
ing host nation force personnel to remain armed (with ammo); however, no
armed (with ammo) host nation force PSD will be permitted.

. SITUATION: Instructing host nation forces at a host nation force location
METHOD: All CF personnel will have their assigned weapon present but in a
‘Red’ status; the decision to remain in PPE is the discretion of the senior CF
leader. However, a minimum of two CF pax will assume the responsibility of
executing GA duties; maintaining local and area situational awareness.

. SITUATION: Providing individual medical aid or other types of assistance to
host nation forces
METHOD: All CF personnel will have GA coverage outside a CF location when
rendering routine and/or immediate medical care, or for example, vehicle
recovery. Providing such assistance on a CF fixed site is preferred to mitigate
isolation and vulnerability.

UNCLASSIFIED // Fo46 20

AR 15-6 Investigation - Marshal Fahim National Defense University Incident - 05 AUG 14 11/18/2014 - 495



UNCLASSIFIED //+B4d6

Chapter 4
MISSION PLANNING and PREPARATION

4.4 Best Practices from the Field (BSO/BSI/SFAAT)

1.

All advisors move with guardian angels. The guardian angel always has at
least an M4 and a radio to maintain communications with the command post on
the CF fixed site.

Guardian angels concentrate on securing the advisor and not on the
conversation at hand. For example: when in a counterpart’s office, the guardian
angel is in the best position to cover the entry points to the room (doors and
windows).

Guardian angels are permitted to drink chai as to not offend the host nation
counterpart.

Employ BSO/BSI provided SECFOR personnel as GAs wheneveg possible.
Use them as primary GAs for a number of reasons, but mainly becduseg
not have an advisory role, and are not distracted by the host natith ._f;» €es. They
are usually similar in rank to the host nation force PSDs :

@’en the CF

Guardian angels are not always required during me@
n

Advisor meets with his counterpart on the CF fixed
build rapport because it reciprocates the hospltahty
counterpart provides to the CF advisor on a dai

Employ Guardian Angels as a part of ou mg force protection plan.

echnique also helps
ation force

Guard against viewing the Guardian el cept (GA) as an overarching
fix to the insider attack problem. T is, GAs must be a small part of
much larger preventative strategy.

Force protection posture sh@uid constantly be assessed and changed. This
includes not setting patterns, Q- ing and rehearsing contingency plans,
communicating, and necessarwapplication of lethal force.

ieg part of a much larger plan. While force
protection |s |mper' /evilis also necessary to address causal issues like host

O ple are deterred by an alert armed guard, but if you assume that
your attacker will be rational then you are already behind the curve. In most
insider attack situations the best you can hope for is to stop the attack as soon as
it happens thereby limiting the effects. From the enemy’s point of view, a one for
one exchange is a success for an insider attack.
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Chapter 4
MISSION PLANNING and PREPARATION

4.4 Best Practices from the Fieid

12. Focus on relationship building, not posting a guard. If yo f:f‘:'
with your counterparts then you are more likely to be warned®
plan to attack you. ;

13. “If you get attacked, don’t let it be your fauit.” - i - on avoiding

personal grievances
14. Keep your emotions in check. The tenden ome emotionally tied to
the success and failures of your counter, but you must guard against
emotional responses. Often that mean away or letting a wrong go, but
it does not mean that you always ag

15. Post a GA with the host nation RSDV your counterpart has a PSD. Most

have them, so let your count  that the GA is your PSD and you are

.

required to have one. The h B forces are military, they understand that
you have to follow orders.

16. Utilize the SECFOR imary GA element during all combat
operations and mas oor engagements.

17. Use a more pas; \
in meetings, sé¢

18. Assign qn -' -er in the room as the GA. Even in a situation where there is
fy". Jhey do not take notes or otherwise participate in the meeting. His

2 approach in meetings. Counterparts are often unarmed

[Bd Butside the meeting room.

19. i ver travel in less than a three man element while on the host nation force’s

fixed site or while on patrol. During breakout sessions, three to five man teams
conduct adviscr operations in different locations.

20. Teams consist of a GA, advisor, note taker, and interpreter. This gives the
appearance of team integrity, not a heightened security posture. Each group
stays together and works as a fire team in the event of an insider attack.

21. Everyone should be armed and ready to defend themselves at all times. It

is easy to get lax if there is a guy standing in the comner with shades on, but
strive to defeat such complacency.

22. Train pistol proficiency. Not all team members are experienced with a pistol .
23. Use AARs and debriefs to improve TTPs and effectiveness of security.

24. The GA duty should be conducted with weapons in RED Status; (Weapon
State ROMEO IAW HQ ISAF SOP 331).

UNCLASSIFIED // FoUe 22
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4.5 Language Training

a. Training sources: Language training should begin at home station and continue
throughout the deployment cycle. The on-line resources below will further
development of language skills: .

1. RAPPORT: http://rapport.lingnet.org

2. Language and Culture Training: hitp:/dlidev.lingnet.org.aict
3. https://www.atrrs.army.mil to register for specific courses.

b. Training application: As a Guardian Angel, being proficient on familiarization
with host nation forces ‘key’ words/phrases will increase effectiveness toward
safeguarding personnel. A Guardian Angel may be required to give diretlion, or
ask questions from individuals who approach the personnel the GFG:
protect. The basic words and commands listed below will assi%

implementation of the GA duties.

BASIC WORDS AND COM

UNCLASSIFIED // +6H56 23
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\@uardlan Angel

ﬁ&s Conditions, Standards
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Task, Conditions, and Standards

TASK 1: Conduct Guardian Angel (GA) Duties in support of partnered operations or
Advise-Assist activities with host nation forces.

CONDITION: The CF element/unit may be either on or off the CF fixed-site/base with
host nation forces, and an Insider Threat (IT) exists against CF personnel. Standard
security measures are being executed.

STANDARD: The Guardian Angel(s) will ensure no harm occurs to the CF individual or
personnel being safeguarded, as a result of non-CF personnel physical presence. All
CF partnered operations &/or Advise-Assist activities will employ GAs as long as an IT
exists,

GA TASK-2 STEPS AND PERFORMANCE MEASURES @d NO-GO
1. The GA completed an IT Risk Assessment before the %
operation/activity with host nation forces. Risks are

mitigated and addressed in the plans, orders & mission _ £ J*

briefs/rehearsals. 4l
2. The GA is in the Battle Dress Uniform state presc ad'

RC(E)/CJTF-1 Policy-45, corresponding to the'required”
weapon readiness posture ‘Red’. Exceptions %'th
uniform state are approved by a mmlmu
Commander.

3. The GA demonstrates effective conNQllons with
bi

primary and secondary commo, ifities; to the
SECFOR element or QRF, an EVAC at a minimum.

5. The GA demor ttatesthe trained ability to position
himself wherg n best counter a possible Insider
Threat (ITjnosied by non-CF personnel (point of

threats i' and employ measures to safeguard assigned
personnel (i.e. entry/egress points, obstacles, lines of
sight).
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Task, Conditions, and Standards

TASK 2: Conduct Guardian Angel (GA) Duties in support of partnered o ions or
Advise-Assist activities with host nation forces.

GA TASK-2 STEPS AND PERFORMANCE MEASURES (cont'd)|_

.ﬁ

NO-GO

7. The GA demonstrates the trained ability to perform
duties/tasks overtly & covertly (mission dictated), in oRgdef_
to effectlvely mitigate identified risks w:thout jeopar giizi

. The GA avoids direct interaction with non-CF per
but demonstrates the ability to neutraiize{emrging
threat by conducting non-lethal es force (EoF)
actions. {

. The GA demonstirated the tra
defeat an attack, or react tg-a -- :

ability to immediately
the personnel being safeg ' ie -“

minent attack against

1 2 3 4 5 B TOTAL

TOTAL TASK STEPS EVALUATED
TOTAL TASK STEPS "GO"
TRAINING STATUS "GO"/"NO-GO"

SUPPORTING COLLECTIVE TASKS
TASK NUMBER TASK TITLE REFERENCE

SUPPORTING INDIVIDUAL TASKS
TASK NUMBER TASK TITLE REFERENCE
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Blue
CJTF-1
COMISAF
EoF

FET

FOB

GA

Green
Inside the Wire
ISAF

IT
Kandak
MTP

PPE
RC-E

RIP

RSOl
SECFOR
SFAAT
SFAT

TTPs v

Shura \
TACSOP
TOA

Glossary

A term used to describe Coalition Forces
Combined Joint Task Force One
Commander of ISAF

Escalation of Farce (as prescribe
Female Engagement Team

Forward Operating Base \
Guardian Angel
Aterm used to descri
Term used to describe
international Secn.(f-\ss tant Force
Insider Threat

ISAF SOP)

Afghan te equivalent of a Battalion
Missio an

Perso tective Equipment

Re and East

on, Staging, Onward Movement and Integration
rity Forces
ecurity Force Assistance Advisory Team
Security Force Assistance Team
Word for consultation or meeting
Tactical Standing Operating Procedures
Transfer of Authority
Tactics, Techniques, and Procedures
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Insider Threat (IT) Mitigation Risk Assessment
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Annex 1.0
Insider Threat (IT) Mitigation Risk Assessment
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Annex 2.0
RC-E (IT) Mission De-Brief Format

Suggested guestions to be addressed by Guardian Angels and submitted to 32 as
part of the mission information collection plan:

FACTUAL:
Size

Activity
Location:
Uniform:
Time:

Enemy: @
INTANGIBLE: ®'

Perception of rapport/threat:
1. What, if any, Friction Poinis were rarsed?

2. What changes in “climate” wer g:: ce the last meeting?
3. Did you witness any potential actions/comments?

4. Was there an increa II phones or other distractions?
5. What was dlfferen

6. Did anything r@ hair on the back of your neck stand on end?

7. What p mbers did you collect?

Assessment o Threat Indicators:

Sugges?a;tions to mitigate threats created by our own actions (rappori-
breaking):

UNCLASSIFIED /HE4d6 31
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M ove Safely Guardian Angel

* Maintain an offensive mindset; stay oware Hip PocketReference
* Keep weapons in RED status; ready to act

* Coordinate entry and exit into meeting places
* Communicate what you see to outer security
* Always have o way out

I dentify the Threat

« Look for key indicators

* Tringe the room; know whnat right Iooks like

* Communicate what you see to others

« Posture yourself as a deterrent to mitigate threat
* Use FLASH words to communicate action

N eutralize the Threat:

* Maintain offensive mindset; active not reactive

* Trust your instinct and rely on muscle memory

* PID threat and react to CONDUCT not STATUS

* Secure immediate area & gain accountability (M/W,
* Report and wait for clearance to egress

29 November 2012
{via)

D e-Brief the Mission:

* What did you see and hear?

* Who was present, who was not? Qﬂ
* Share lessons learned and observations wh
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Definition: The Guardian Angel (GA) is one or more
individuals of a team or unit who performs duties similar to
a PSD (personal security detail), and are required for all
activities and locations where armed Host Nation Force
(HNF) persannel are present.

The Guardian Angel must be conducted as a principle duty,
and covered in the plans and orders of parinered or advise-

assist activities; and conducted in support of Coalition
Force primary gathering facilities to protect key individuals
or small groups conducting Partnered operations.

Guardian Angels do not replace, and must not be confused
with, requirements for guard forces, sentries, ‘baitle-buddy’
teaming or any other standard security measure. Unless
otherwise stated, masculine nouns and pronouns in this
publication do not refer exclusively to male personnel.

Guardian Angel activities should be conducted without
jeopardizing the trust and confidence of the host nation
forces. The risks and situation will determine the method
for conducting GA; but consideration fo the host nation
force relationships may determine the means.

Guardian Angels will conduct their duties with a weapeon
readiness posture of 'RED' (ref. CJTF-1 Palicy Letter #45),
regardless of the battle dress uniform siate.

Suggested questions to be addressed by Guardian Angels

and submitted to S2 as part of the information collection
plan:

FACTUAL:
Size
Activity
Location: 0
Uniform:
Time: A
Enemy:
INTANGIB Q
1. What, if any, Friction Points we!

2. What changes in “climate” since the last
meeting?

3. Didyoummessanyp ntie

today?
6. Did anything make & hair on the back of your neck
stand on end?

7. What phone numbers did you collect?
Assessment of Insider Threat Indicators:

Suggested actions to mitigate threats created by our
own actions (rapport-breaking):

AR 15-6 Investigation - Marshal Fahim National Defense University Incident - 05 AUG 14

Ensure that the 'Guardian Angel' concept is
practiced at all times.

Are 'Guardian Angels' inconspicuous in the
presence of host nation forces, and non-
offensive in demeanor?

Are 'Guardian Angels' first in and last out of
event locations?

Are participating personnel made aware of
the 'Guardian Angel' presence and aware of
obstructing fields of fire?

Are all team members carrying loaded
weapons while on duty?

Are weapons, ammunition and
communications kept on personnel at all
fimes?

Do individual team members mainiai

situational awareness at all tim =S, cially
during any interaction with hos

forces? : :

Do you ensure that 'Guardiz ‘,7_1 gels’ are

not principal particip i ﬂ ents so they
can better ob: ions between
CF/host nation fo

two 'Guardian
exterior) assigned for

nnel security detail (PSD, quick
iction force (QRF), movement, and
medical evacuation (MEDEVAC)?

Are all QRF and MEDVAC communication
frequencies pre-programmed into all
communication means such as radios and
telephones?

Are rehearsals and/or battle drills conducted
prior to evenis with unit participants and
designated ‘Guardian Angels'?

Are room layouts pre-briefed outlining cover
and escape routes?

Does your unit have esiablished written

procedures codified in rehearsals, battle

drills and included in tactical standing

cperating procedures (TACSOP) regarding

'‘Guardian Angel' tactics, techniques and
procedures (TTP)?

Soldiers being over watched by their
Guardian Angels should also maintain about|
5m separation (where possible) and move
every 45 to 120 seconds. Don't bunch up in
view of the host nation forces.
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.. ISAFJoint Command ap

f ol

* GA Team Responsibilities @

* Security of all ISAF and ISAF Contracto e #1 Mission

* Open Communication with High I-@or duration of Mission

* |n event of any hostile actio @e\m will attempt to neutralize the
threat and report to Highe@eture of incident and any resources
needed (QRF, MEDEVAC, £0

* On hand medical SL@ case of injury (CLS Bag, WALK Kit, Medic Bag)

* Professional app@&arante and actions: Weapons are worn openly all the

time, 10T trea ople with respect and honor and avoid lying on
partners. U s will be worn IAW AR 670-1- No civilian clothing is

gel social interaction with the others is best avoided but if
u able in certain circumstances should be limited to a minimum.

DETHDEI TA HICA ICALC AMATNA
e e e I Lo DRPIRCR L TR
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| . JSAF Joint Command

7

*  Weapons and Night Vision Optics:
*  M249, M240, M4, M9
*  LASER (PEQ-15, PEQ 15A)
*  OPTICS (ACOG, M68)
¢« PVS 14’s, PSQ 20's (thermal capability)

*  Medical Equipment
=  Aid Bags
= CLS Bags (1 per vehicle)

*  Evacuation Equipment (litter, skedco and hoist
equipment)
* |FAK

* Communications Platforms:
*  DTCS Radios
. EADS
*  Harris 152
*  PRC 148 (MBITR)
*  AN/PRC 117F (SATCOM)
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ISAF Joint Command

Planning and ‘Eb@%aration
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ISAF Joint Command 4p

* Contingencies that will be cover@ at Convoy Brief

2

* Small Arms Fire @\@(b.
A3

* Down Vehicle \O
* IED Explodei@QIoded

c Activ@ger
@t Fire

Traffic Accident

AR 15-6 Investigation - Marshal Fahi
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ISAF Joint Command

-y by

-

« Guardian Angel units will have a dedicated GRG for internal commugiegions and
situational awareness throughout the GA Team. @

« Guardian Angels are encouraged to take pictures and de c®\lulnerability
assessment for buildings, entry control points (ECP) an ther significant terrain
IOT increase situational awareness. .K

« Every member of the GA Team will have a copy 0 GRG and report their current
location to the Primary Security Officer (PSO é

N

» (Casualty Collection Points and Safe @13 will be reported up as they are confirmed
or denied throughout the mission. Q

mounted element to have the
abilitv for flexina securitv as needed.

TAREL 1O UDA, IDAT, NAIU 11/18/2014 - 517
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[SAF Joint Command

* Once Guardian Angels are dismounted; the vehicles will trail IOT provide immediate
support and evacuation if needed

* Once Guardian Angels are inside a building the mounted elemergb'lhe following

tasks: \

« Confirm or deny entry/ egress routes to building @
Atmospherics around building and surrounding areQ~

Early warning to GA Team for suspicious activity ‘

Conduct radio checks every 15 minutes

Maintain communications with higher hea<€ S
a

Battle track GA element
 Disseminate information from higher
updates to route/ air status

rters (IE SIGACTS, threats or

* If applicable; park a building away j overed and concealed area in order to cause
a diversion in the attempt of an igsidef threat to create time and space to evacuate

principal v,

i 1 V1 Ve e et e e ML TR 11/18/2014 - 521
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SAF Joint Command qF,

HALLWAY OF THE MENTOR BUILDING
WHICH HOUSES MANY ADVISORS OF
_DIFFERENT NATIONS TO OVERSEE THE
il lSTRIBUTiON OF LOGISTICS

THIS STAIRCASE LEADS UPSTAIRES TO
THE MENTOR BUILDING IN WHICH AS NO
OTHER ENTRANCE AND EXIT AND
NUMEROUS WINDOWS WITH CAN BE SEEN
IN THROUGHOUT THE COMPOUND
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ISAF Joint Command ap

o

* Principles in the room should be placed away from windows and doors if at all

possible
* Guardian angels will have clear and unobstructed observations of Ws and
windows

* Have a quick extraction route for principles located in the ro®\

)

Stairs
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ISAF Joint Command

Y

Definition
»  Small rooms are defined as a room that is not Iar&gh for Guardian Angels to be

present inside. @_
*  One GA remains at the door Q
h

+  One GA moves to the point of domin e hallway
* The only people inside the room are i immediately involved with the meeting and
their aides.

*  NO ANSF Guards inside room \
e Communications

*  GAto GA- Visual, FM
*  GAto Principle- Audi Phone
@ Small

w3
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AF Joint Command qP

IS

Definition
* Large enough for Guardian Angels to be inside

¢ One GA remains at the door
*  One GA dominates a corner near his principle that allows him full vis & the room.

The only people inside the room are individuals immediately involved e meeting and

their aides.
ANSF guards inside meeting remain under a 3:1 ratio Q\

Communications
¢ GAtoGA-FM
*  (GA to Principle- Visual

ISAE NATO

AIRBORNg
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An attack on Coalition Forces in K

ANSF Guards in the room violate i#m

-IDF/ SAF/ IED in Immediate

Observed or suspected h

Intel of insider threm»
Principle express% e to abort

from local nationals
eeting location

1~ b ara S VL T Lol N B A~
1HHIMERL 1V UaM, 1OAM, NRAITWY
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Current Threat Level 6®

* Green- Status Normal \@

Lmber Suspicious activity, heightened alertne

= Red- Begin to extract principle \O&

= Black- Immediately physically extra@nciple
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Page 26 redacted for the following reason:
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[SAF Joint Command

Ensure principals understand your training and our purpose @
Incorporate your principals into your planning (b,

Encourage your principals to take the time to attend training @@gu.
« |E Rehearsals before mission Q\

Ensure principals understand the abort criteria O\
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