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VOLUME ,: OKW/Ch1
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1. Sources ot Information. Befpre tile TICOM teams
began theIr InvestIgation Iii aermanYI it was known t11at
the Supreme Command ot the German Armed Forces (Oberkom­
mando del' Wehrmacht, abbreviated OKW) contained a signal
intelligence section (Ch1tf'rierabte1ll1ng, abbreviated Chi,
hence OKW/Ch1).1 Pre-TICOM knowledge at the activities ot
OKW/Chi was vel'j limited, but it was assumed that, as the
highest echelon signal intelligence service, it would co­
ordinate and perhaps direct the signal intelligence work of
the Army, Davy and Air Force and would probably assemble
the ablest cryptanalysts tor attacks on systems with which
the si!D&l intelligence services ot the separate branches
were unable to cope. Consequently, OKW/Chi vas ·given first
p~iority among the TIC~~ targets.

. By the time tl19 TICOlt1 teams began operations, OKW/Chi
had lef't Berlin and had separated, as was learned later,
into a northern and southern group. Shortly afterwards,
most of' their documents had been disposed of and most of
the personnel had been swallowed up by one or another of the
large prison camps hastily set up to.receive the defeated
German armed f'orc~s. Thence they were released into civil­
ian lUe, of't~n witllout leav1n6 a trace in the records
of the C8.lllJ>8. .

lWithin the organization of' the OKW, t~ Signal Intelligence
Section was subordinated to.the Armed Forces Group (Amts­
gru:ppe Wehrmachtnachr1chtenverb1ndl,Ulgen•.abbreviated AB.
Wl'iV) • This department was in tum under the ·Armed Forces
Operations staft (Wehrmachtrue1lrungssta,b, abbreviated WFSt).
The rull abbreViation f'or the SigDal Intelligence Section

. of the Supreme Command of the Armed Forcos is, there.tore,
OlJi{/'tIFSt.ZAg. \mv/Ch1. The Germans ordinar1ly used the short
form, OKW/Ch1. For the sake of' b~vity, this form is used
throughout the present paper.

20n TICGM's attempt to find some of' these people in August 1945,
see IF 167, p. 8.
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There was no question, theretore, ot capturing OKW/chi
as a group. A number ot individual prisoners were taken wbo
had once 'belonged to the organization or who knew something
about its activities~ ot these, three proved to be ot out­
standing importance:~

'a. Col. lIugo Kettler was chief ot OKW/chi (Chet
OKW/Chi) trom the late summer ot 194} until the evacua­
tion ot Berlin by, the unit in March 1945. Kettler
impressed interrogators as an alert, intelligent officer.
He had persuaded himself' that, in view ot the o~lete

collapse of' Ge1'lll8on a1"ll1s, he could best serve his country
by cooperating with the Western allies in an effort to
rebuild Ge1'lll8ony on a different basis. He was, therefore,
willing to give an~ information desired, as far as he
was able. His task at OKW/Ch1 was purely adm1n1stratlve.
A.. Ii consequence, he was well informed on matters of
charter, organization, number ot personnel engaged,
ehannels tor commands and directives, liaison With
al11es and other Ge1'lll8on cryptological &.bencies. He ,
was almost compl~tely ignorant of the t~chn1cal 8id~ .
ot his unit's cryptological operations.

b. Lt. Col. Mettig was second in command of OR-W/Chi
trom J;ecember 194} until immediately before the end of the
war, When, as 'nominal head ot the organization, he accomp­
anied the Geman surrender party first to Flensburg and
then to 8HAEF lIeadquarters at Rheims. There he was taken
into custody. Like Kettler, ll1ettig was a regular signal
otticer, Who had occupied important posts in command of
intercept and cryptological,un1ts. From Bovember 1941
unti.i. June 194:; he commanded ;J.nspectorate 7/V1 ot the
Army IIigh Command (oXH/In 7/V1),. Between June 194} and
his arrival as second in command ot OKW/chi in December
194}, he had commanded the signal batta110n ot an armored
co~s on the eastern, front (Armored Corps Signal Batta110n
448). ' In adci'1tion to his duties as second in command,

3T,be most complete acqount of' the finding of' Kettler and Mettig
and their reaction to interrogation will be tound in Lt. Kirby's
supplement to the report of Ticom Team 6,'1F-165.

4Col • Kettler was interroga.ted'15 June 1945 and released (I-47) •

2
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MettiG had served in OKW/Chi as officer .in charge of
intercept. After the re"'organ1zation in Noveluber 1944,
he became head of the cryptographic division. In
general, Mettis's knowledge of the work of his organi­
za.tion was, l1ke that of Kettler. the knowledge of an
admSnistratlve officer. The interrogations of Mettis.
however, were more nUll1erous and more thorOUgh than.
those of Kettler. Unlike Kettler. he was brought to the
United Kingdom for detailed interrogation. Besides con­
firming what had already been obtained from Kettler, there­
fore, Mettig supplied. on matters of organization and of
specific tasks accomplished or attempted, a great many
details omitted by Kettler. His knowledge, however, like
Kettler's, was principally of a non-technical sort.
Mettig was truthful in so far as his statements could be
verified, and many of the~ could be,5 b~t he seemed to
feel that his dignity as an officer would be compromised
by over-eage~ess to volunteer 1ntormation.b

c. Specialist Dr. ~rich Huettenhain was the chief
cryptanalyst of OKW/Chi. lIuettenha1n haCl been 'With the
organization from 1937 and had himself built up the sec­
tion which he headed, personall:y selecting most of those
employed in it. Huettenha1n's sect~on may be Clescribed
&s the cryptanalytic research section of the organization.
It had a Clual task. First. it attacked the more difficult
enemy and neutral systems. those which were beyonQ the
capacity .of the routine breaking section which consisted
mainly of linguists whose primary tasks were the breaking
of unenciphered codes and translation.· Second. it
investigated the security 'of ·~rman systems and made
suggestions to the cryptographers. Huettenha1n was
primarily not an administrator but a working cryptanalyst
who had a detailed technical knowledge of the work of his
section. He was. therefore, a valuable source of informa­
tion on cryptanalytic techniques both manual and machine

SBelo'W some instances are pointed out 'Where Mettig's account fails
to agree in minor details with certain 1Dtormat1on from other
sources. Here it is a question ot Mettig'a memory rather than
his veracity.

~st1mate of interro&&tors in 1-78 and 1-121; life history in
1-78. details on OKW/Chi in 1-96. .

j
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known to the org&n1zation. His position also lD&kes his
_ negative testimony of considerable value, since it is

inconceivable that helhJuld not have known of any consider­
able cryptanalytic accomplishment of the.organ1zation.
Hu~ttenhain was captured with Kettler, had discussed With
him the ethical aspects of the question of revealing in­
formation to the western allies, and was in agreement
with him that Germany could best be served by an attitude
of complete co-operation. The interrogators considered
him an honn'able and truthrul man. In addition, they came
to have a high regard tor his technical ability.7 Before
he Vas employed by OKW/Chi, Huettenhain was an academic
I118.thelll8.t1cian whose interest in the problems of Mayan
chronology led to an interest in cryptography and finally
to OKW/Chi.

In answering the interrogators and in writing papers
tor them, Huettenhain was always assisted by Technician
(Lieutenant Grade) Dr. Walther Fricke. Fricke was a
I118.thematician of some distinction who had been drafte~

into the Signal Corps and assigned to the Signal Intelli­
gence Service of the Army. Here he came to specialize in
the development of Gernfan Army ciphers. With his unit,
Inspectorate 7/VI of the ArrIry R1.gh Command, (OKB/In 7/vr)
he was taken into OKW/Chi in n~~ember 1944 where he con­
tinued his former york on German ArmY ciphers, but added
to it the broader task of assisting Huettenhain and others
in the work of revising the security of the German Armed
Forces -- a work which had become the primary task of

.OKW/Chi.8 In many of the interrogation reports it is
impossible to distinguish between the contribution of
Fricke and that of Huettenha1n. It is a pretty sate
assumption however, that in regard to the work of OKW/Chi,
Fricke contributed little or nothing that Huettenha1n
could not have supplied.

7This estimate is based on oral statements of the interrogators.
Important interrogations are report and "homework" translated
in 1-2, 1-31, 1-84.

8pr1ckels ce.ro;e~~ is described in I-20, 2. His Cl'.pture and a
view of his personality i8 reported in IF 166,

4
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COIIIP&1"8d to Kettler, Mettig, aDd Buettenbe'~£othe other
pJ'1aonera taken verit or aeconda17 1JDportance, al ugh in ao_
caaea they were able to Ull out the plcture obtained f'l"ODl the
principal iDr01'lll8Dt8. b8. von lUda, the wUe or one Major
llol1'gang von R1da, of'Ucer in~ or 'the OItW/Chi intercept
netvork in SpaiD rroDl Jenuarr 1940 until April 1942 an4 8econd
1D oonpnend ot OllJi/Chi f'rom that date until hi8 death in Bovem­
bel' 194" aupplied a conslderable amount or pIcturesque detail
an4 some iDrOl'lll&t1on on the intercept plcture 1D SpaiD, where
she had lived dur1Dg part ot her husband'a tour or duty. She
a180 8upplied a rfi1V 8lU'eYd detai18 that th1'oY 80me llght on the
relat10n betveen orncers an4 c1viUans an4 on the geDAtral
efficlency of' the Berlin section or the unl '..• 9 A considerable
am.cunt or 1Df'Ol'lll&tion about the intercept 8tation at Uut near
Nuremberg vas 8upplied by three pr18oner8 vho vere int1mateli
asaociated with It: Spec1allet Pllcke, in charge of the
tecbD.1cal 81de or the york prevlou8 to the autWlll1 of 194Ji,
Technical In8pector XIlrt 'okojevsk1, Plicke's aubord1n&te and
later hi8 8uoces80r, an4 f8tarf' Director) HeiDrich Bats, in
charge or adm.1Dlstration. 0 The vork or at least one or the
language de8k8, the Japanese, 18 vell known because a number or
pl'1soners vho formerly worked there were interroF,&ted: Me8ars.
01'0S8e, H1erer, Rave, and Schroeder bad been deta~hed from. 0»1/
Chi to the Porelgn orr1ce Cl"YPtanalrt1c 5ectiolL l,ers Zs) and
were oaptured vith the members or this sectlon.J. Cpl. He1l1Z
W. Beyreuther, who va8 1D the JapaneF:P sub-sectIon or 0llJi/Ch1
sinoe 1941, supplied a vrltten aooount. or hi8 _."rk aDd assocl­
ates. He al80 gave some valuable detai18 on the later history
ot the oJ"SB.Dizat1on. 12 Acting Cpl. Reinhard Wagner, vho bad
worked at the Japanese desk s1noe 1941, va8 made the subject
of a special interrogation. l , Dr. Werner Weber, one of' the
lII&thema.tlclana ass1gD.el1 to Huettenhain'8 seotlon, but york1Dg
in c108e collaboratlon nth the Japanese desk" supplied SOll18

91-.9 la a paper by Mrs. von lilda vhich reached TICON through
intelligence cbannels. 1-105 1s a later TICON interrogatlon
.aed at clar1t71DS the papel'.

101-85.
111-22, 8. aDd 1-1,11 !iP.881m.
121_

150
•

1'1-90.

5
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details about his work as well as a tew th1Dgs about the re­
search section which Huettenhain had forgotten to mention.l"J
on the special problem of OKW/Ohi work on ciphonJ some in­
f'ormation was given by S/Sgt. Dr. otto Buggisc,h, who was one
ot the leading A7a1'9 crn>ta.naJ.ysts. He had been transterred

-. to OKW l'rom the Army in November, 19-4JI. and his work with .
OKW/Ohi was simply an extension ot his work with tbe Army.15
Dr. Werner Liebknecht, an employee ot~ Ordnance Develop­
ment and Testing Group, Signal Branch (WA Pruet 7), had
worked with Huettenhein and Frioke on the practioal eng1neer­
ing problems involved in the production of cipher devices.
He substantiated the information cUi'p11ed by Huette~ and
Fr1cke and supplied a tew details :JD1tted by them. Col.
Randew1g t'umished the informat1on on the s1gnal intelligence
act1v1ty of Armed Forces S1gnel Ott1cer tor Spec1al Employ­
ment, Number 700 (Wehrmachtnachrlchtent'uehrer ::. b. V. 700) .17
Thls activlty vas conneoted with the OKW but had no relatlon
to the aotlv1ty or OKW/Ohl. Rudolf' Trappe and the dim light
he shed on the obscure problem ot the pre ·Yar activlty ot
OKW/Ohl Is dlscussed below•.

The ploture obtained trom prlsoners can be supplemented
and veritled, at least 1n part, by a number ot documents now
available. Ot these documents, three are ot the t1rst import­
ance tor questions regarding the charter, organizatlon, and
history ot the organlzatlon. They were tound in the
Ohasseurs I Barracks (Jaegerkaserne) in Strub near Berchtes­
gaden and tormed part of the personal t11es ot General Statt
Major N1elsen, operations ottlcer on the statt ot the Ohiet
Slgnal Ottlcer, Supreme Oommand ot the Armed Forces (OKW/
WSt./ Chet WlfV, Ia.). The doouments are:

d) An uns~d document w1th the heading "Order ot Battle
ot OKW/Ch1. ". This ls a brlet descriptlon ot the organi­
zation ot the unlt wlth the names ot the heads ot sections.
It ls undated, but Its positlon in the f11es ls stated

1"JI _124 •

151_46. 2.

161_46, 2. and I-57.
171_68.

6
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to indicate a date of apprO~1maielyApril 1945. Trans­
lated at Government Code and Cypher SchoQl, it vas first
published as one of their pUblications.l~ Later the
document was discussed with Kettler; and a revised
version issued by TICOM.19 .
e) A, document With the tiUe "Activity Report of OKW/Chi.
1/1/ 44--25/6/44," dated 27 June 1944 and signed Kettler.
This is & brief outline of the unit's charter and activi­
ties during the Spring of 1944.20 It was eVidently pre­
pared for presenting to Kettler's superiors. probably the
Chief. Armed Forces Communications Group (Chef Ag. WNV)
and the Chief Signal Officer. Armed Forces Supreme
Command (Chef WNV). It is referred to henceforth as
the. "Kettler report". .
f)An order dated 5 September 1944. signed Yraun. subject.
"Coordination and Allocation of Cryptanalytic and Crypto­
graphic Work." Praun was the Chief Signal Officer. Armed
Forces Supreme Command (Chef WNV). The document was
translated and published as TlCOM D-55. Thl;l German
original was (fortunately) also published. 21
In addition. therljl is available a group of oaptured

documents of uncertain provenance assigned the TlCOM No.
T 1620. The character of these documents suggests that they
are from the personal file of a section head in OKW/Chi. in
all probability Huettenhain. There are various official
bulletins and directives on personnel matters. air-raid
precautions. etc •• minutes of meetings. correspondence and
other documents on security matters •. The material throws
a considerable amount of light on the cryptographic and
security activities of the organization during the winter
1944-1945. 22

18DF_B.

191-29 •

20TlCOMMA file number DF-9.

21Fi1ed with D-55. Original TIC~~ Number is T-4503.

22Some of the documents have been translated in D-57 (where
the TlCOM number is erroneously said to be 1650). The docu­
ments are stated to have been received by TICOM in October
1945 from C.I.C. via S.l.D. USFET.

7
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The great bulk of the OKW/Chi documents. the archives of
the unit. which consisted principally of broken messages and
repo~ts based on broadcast interception. are known to have
been moved from Berlin to Lauf near Nuremberg in the spring of
1945. From there, they were brought to the Schl1eI'see south of
Munich and. When it became evident that high level signal in­
telligence work was no longer possible. they were boxed and
dumped into the lake. A waterproof box with some of these
documents was recovered in July 1945 by accident and eventually
taken over by TICOM. It contained a number of translations of
decoded messages and some m1scellaneousmaterial. 23 among which
the most important was a file of correspondence between OKW~Chi
and its intercept stations covering the years 1939 to 1945. 4
Other boxes were recovered in september21945 by American divers
operating under the direction of TIC OM. 5 but the material
theZ'" '.\ \o1as not of such nature as to expand our understanding
of the workings of OKW/Chi.

From the material available. a fairly clear general
outline can be extracted of the charter. organization. and
major cryptanalytic and cryptographic operations of OKW/Chi
during the war and particularly dU~1ng the last two years of
the war. For charter and organization. the Chief of OXW/Chi
and his second in command were available for questioning and
their statements could be ve~it1ed by the Nielsen documents.
For operations. the chief witness was Huettenhain. whose posi­
tion was very central. As head of the section composed of the
organization's outstanding cryptanalysts. he was personally
concerned with all the more difficult cryptanalytic problems
faced. both in attacks on enemy systems and in security scru­
tiny of German systems. It ie almost certain that no major
cryptanalytic successes were achieved without his knowledge.
Of the low-grade successes achieved by the unaided efforts of
the language desks. however. --even when these had considerable
intelligence value-- he knew Ii'. t.le and seems to have cared
less. Consequently. our information on minor successes and the
~telligence obtained from them is scanty. Fenner. who vas head
of the routine breaking and translation; von :Ka.lkstein. Who had

23A_13 contains a complete list of the contents.

24T-804.

25IF-167.
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charge of the evaluation and routing of broken messages; and
Schadel, who was head of the archives and in touch with the
intelligence picture; could, if found and interrogated, supply
considerable valuable information on such details.

2. Notes on OKW Chi before the i'i.lI.r. The pre-war history
of OKW/Ch an its sha owy pre ecessor cannot be reconstructed
from TICOM material. Ot the important prisoners interrogated,
only Huettenhain, who joined the service in 1937, was connected
with it before the war. Principal Specialist Fenner was with
Chi from the beginning and wrote a "History of the Cipher
Section" (Geschichte der Chiffrierabtellung) in the winter of
1944-1945. Unless Fenner can be found and interrogated or his
history picked up, any treatment of Chi before the war must
be confined to a few brief notes developing hints supplied
by Huettenhain and Mettig.

According to Mettig, the germ of what later became
OleW/Chi is to be round in a "section" of the German Defense
Ministry (Reichswehrm1nisterium) formed in 1~20 and staffed
by cryptological personnel from World War I. 6 This section
was or~a.o1zationally part of Military Intelligence (the
Abwehr) .27 Presumably when OKW l7as formed, it took over
Military Intelligence (the Abwehr) from the German Defense
Ministry, now called German War Ministry (Kriegsm1nisterium)
and With it the cryptologic "section". With the setting up
of the Armed Forces Communications Group (Ag/WNV) Within the
OleW, however, the "section" was taken from Military Intelligence
(the Abwehr) an~8transferred to the Armed Forces Communications
Group (Ag/WNV). As will appear later, traces of the old
connection with the Abwehr remained.

Huettenhain stated that when he entered OleW/Chi in 1937
he found 40 cryptanalysts headed by Fenner Who were known as
the "cipher party!' and organized as Referat G.29 Referatis
the word used for the smallest unit in the German admInIstra­
tive hierarchy, rOUghly equivalent to our "sub-section" or
"desk". It is unlikely, therefore, that Fenner's Referat G
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vas co-extenbive vith the cryptological "section" mentioned
by Mettig. It 'ras only part of it. but probably the most im­
portant part.

We knov by name only a fev of the earlier members of
Reterat G. The head or the Referat. Principal Specialist
Fenner. later emerges as one of the most important figures in
OlGi/Chi during the war. Of the early Fenner little is knotm.
That he vas primarily interested in the linguistic rather than
the mathematical side of cryptanalysis is suggested by his
later position as head of the language sections as veIl as by
the fact that Huettenhain vas charged with developing the
mathematical side of the vork. He vas. according to Opl.
Beyreuther. born in Petersburg and vas thoroughly acquainted
With Russian. 30 An early interest in cryptography as well
as cryptanalysis is suggested by the fact that in the Nineteen­
twenties he assisted one Willi Konl in developing the Enigma.~~
Fenner vas apparently valued for his long experience in signal
intelligence vork and the valuable connections he had made for
the organization. He is never praised as a cryptanalyst.
One of his directives is found in the TICOM 1620 collection.
It lays dovn grammatical rules to be folloved by translators,
Perhaps this evidence is too slight to warrant the suggestion
that he was a someWhat pedantic type of person.

In any case. the 10'11' opinion of the work of ~enner and
his colleagues expressed by the second knovn member of the
organization need not be taken too seriously. This member vas
Prin~ipal Specialist Schaf,per. who later fell into TICOM bands
as the head of Goering's 'Research" Bureau. According to
Mettis. Sohapper had once been Fenner's subordinate.32
5chapper had a somevhat different story. In the Autobiography
which he vrote out for the benefit of his interrogators
Schapper stated that from 1927 to 1933 he had been in Berlin
as "Administration Offioer and head of department in the
Cryptographic Bureau of the Reichswehr Ministry." He re­
signed in 1933 "as I could not agree with the thoroughly
inoompetent methods of the Cryptographic Bureau."33 Earlier

30I-150. 2.

31I_84. 2 •

.32I-13l. 3.

33rF-15. (Report of TICOM Team 1). p. 23.

lou
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Schapper had made it clear to the interrogators that not only
he but several colleagues had left the Bureau to propose to
Goering the establishment of a new intelligence agency. "Head
of department" seems a rather elaborate description of SchappeI's
position if he was really subordinate to Fenner whose sub-sec­
tion contained in 19}7 only 40 people. On a matter involving
his vanity. Schapper is perhaps not a reliable witness. On the
other hand. Mettig may very well be mistaken. and 1t 1s possible
that Schapper was not a subordinate of Fenner. but his equal
and head of another Referat in the section.

In 19}5 Senior InspectorMenzer joined the organization.
He 1s described as an old Regular Army man with little formal
education. He had a natural aptitude for cryptologic work.
however. and g~evious to 1940--41. he was Wholly responsible
for security.~ Bis interest seemed to 11e ~develop1ng
cryptographic and later cryptanalytic deVices. 5

Huettenhain appeared in 1937. He spent about a year in
training and then w&s ordered to expand the mathematical side
of the cryptologic vork. Huettenhain believes that Fenner was
responsible for this policy.}6 It was. in any case. a good if
somewhat obvious one. Huettenhain evidently used his a.cquain­
tance vith German mathematical circles to advantage. He
introduced into the organization five academic mathematicians.
Professors ~lmann. Witt. Franz. Weber. and SchuI~,e. and a
mathematically interested physician. Dr. Aigner. These
men remained with the organization until the end. and formed
the backbone of its cryptanalytic work.~goth in attacks on
enemy systems and in security scrutiny J

}4I -3l. }.

}5I-}I. 16.

}6I _}1. 2.

}7I -}1. 2. Weber later told interrogators that at first he
worked at Chi as a Private First Class (Gefreiter). Witt
and Aigner were also enlisted men as appears from a note
from Huettenhain to Kempf complaining that these key cry,pt­
analysts were overburdened with company duties. (T 1620).

}8I -123•

II
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A fev things can be surmised about the early charter of
operations cf Chi. or at least of that part of it subordinate
to Fenner. Some strictly cryptographic work was done. particu­
larly in the development of systems for Military Intelligence
(the Al)wehr) and. perhaps. for the army. Fenner's early inter­
est in the Enigma may be one instance of this. Huettenhain
states that for some year~ previous to 1939 there had been
a sectio~9where "our own codes and cyphers vere developed and
tested. " This oection was in all probability under Menzer
who was solely reoponsible for security40 previous to
1940--41. Huettenhain himself made his acquaintance with
OKW/Chi aa an amateur cryptographer. His studies in Mayan
chronology had inspired him to devise a cryptographic system
which he aubm1tted to the "local military authorities".
Huettenha1n's system was forward~d through channels and even­
tually found its way to OKW/Chi. 1 This happened in 1937,
and is a clear indication that Chi was regarded as the chief
authority on security matters at that time.

It ia pretty certain. however, that Chi's early mission
was primarily to attack the cryptographic systems of foreign
nations. The 40 cryptanalysts whom Huettenhain found working
under Fenner in 1937 were apparently mainly linguists organized
into language desks and getting along without the assistance of
professional mathematicians. Between 1937 and 1939 systems
of the fo~lowing countries were under attack: England. U.S.A ••
France. Holland, Belgium. SWitzerland. Russia, Rumania,
Bul~aria. Italy. Poland. Czechoslovakia. and Yugoslav1a. 42
OKW/Chi's charter 1s said to have been originally confined to
the Armed Forces systems of foreign countries. The P,);;·ele;c.
Office Cryptanalytic Section (Pers ZS) handled diplomatic
material. On the plea that it needed more material to train

39I-36. 3. The context makes it almost certain that this
"section" was a part of Fenner's Referat G. In 1940--41
security scrutiny was made the work of a separate section.

40I -3l• 3. See also I-16l, 4.

41I - 3l, 2.

42I-36, 3.
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cryptanaiysts. OKW/Chi took over diplomatic systems also,43
thus duplicating the work of the Foreign Office. Oncel having
taken these systems over. Chi refused to abandon them•.~If­
Just whensthis extensiom of OKW/Chi's charter took place is
unknown. ~~ was definitely committed to diplomatic mater-
lal by 19}7. In 1939. the AZ'mY intercept stations at Lauf
and Treuenbrietzen were given the task of' intercept~ diPlo-"'"
matic traffic exclusively and were subordinated directly
to OKlf/Chi.1f7

At the beginning of the war. then. Fenner's section.
Referat G. seems to have had at its disposal the following
personnel:

A group of linguists with some cryptanalytic experi­
ence.
A group of mathematicians who had bieen spending the
past year familiarizing themselves with cryptolog1c
problems. In 1939. the mathematicians were given
a status apart from the linguists and put .t~8tasks
such as stripping encipherments from codes.

4}It 1s perhaps a safe gu,ess that the dearth of mat~rial for
training purposes in OKW/Chi was caused (1-) by expansion of
the service incident to ~creased militarization and prepara­
tion for war and (2) by the assignment of cryptanalytic work
on enemy service systems to the separate Branches of the Armed
Forces. See Tab "B" below on early relations between the
cryptanalytic effort of OKW and of the Army (OKH).

44This information came from KBrstien a member of the Foreign
Office Cryptanalytic Section (Fers ZS~ Who felt very strongly
against OKW/Chi. (1-22. 9.)

4SAccording to one informant (1-62. 5--6) the intercept station
at Treuenbrietzen. which was already operat1ng in 19}}. in the
days of the Reichswehr. specialized in intercepting diplomatic
traffic. It is possible that not all this traffic was routed
to the Foreign Office and that the Reichswehr predecessor of
OKW/Chi had worked on such traffic. In adding diplomatic .
material to its official commitments. therefore. OKW/Chi was
merely expanding a foothold it already had in the cryptana­
lytic domain of the Foreign Office.

46I _}l. 10.

471-85. 2 and }.

48I _}6. };
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Menzer, who nov had about four years experience in
devising cryptographio procedures and devices. He
probably had some assistants.

There is no information on the total number of personnel at
this time. There had probably been considerable expansion
since 1937 when the Referat numbered only about 40.

In 1939 there seem to have been some organizational
changes within OKW/Chi Referat G was upgraded to a section
and called Section rv. 49 This implies the existence of sections
I, II, and III, but what they did can only be conjectured on
the basis of what we know about their later tasks. In general,
it 1s probable that OKW/Chi already 'vl.d in 1939 the organiza­
tional structure and tasks which were to characterize it until
the changes of the summer of' 1944.

14
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Chapter II. Organization Paragraph

Organization t~rom 1939 until the Summer of 1944. • • • 3

Organization from the Summer of 1944 until March 1945. 4

The Disintegration of OXW/Chi. . • . • • . • . 5

3. Organization from 1939 until the summer of 1944. A
solid basis for an understanding of the charter and organi­
zation of OXW/Chi in the years from 1939 to 1944 is afforded
by Kettler's activity report for the period 1 January to
25 June 1944. From this report the tLfurcated character of the
organization, reflecting a two-fold mission, is clearly
evident. Kettler starts his report by stating that Chi's
mission is to intercept and interpret two classes of traffic:

International vireless trafric of enemy and neutral
states (enciphered and unenciphered telegraphic communications
of diplomats, military attaches, government authorities, eco-
nomic authorities, etc.) .

Radio-telephone transmissions of enemy and neutral
states; enemy and neutral commercial wireless transmissions
of the ~6or wireless stations and of the wireless news
service.

The first part of the mission was high-level signal
intelligence vork as it is understood in the Unite~ States.
The second part was essentially the work of a broadcast or
news monitoring service.

The organization set up to accomplish this two-rold
mission, as it may be deduced from the remarks in the Kettler
report, is outlined in chart No. 3-1. The main work of the
service was divided among four sections. Chi I controlled
the intercept of class 1 traffic. The job was principally
one of liaison. The head of the section was briefed by the
head of OKW/Chi who was aware of intelligence requiremelrts.
He vas also in contact with the cryptanalysts, who knew what
they could break. On the basis of this information he gave
instructions to the intercept stations. The section vas evi­
dently considered important since it was headed by an important
officer. Lt. Col. Andrae, vho later became second-in-command
of the Army Signal Intelligence Agency, was head of Group I

56DF-9. 1.
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until he was replaced by Major von Nida. who was recalled
from hiS5~osition as head of OEW intercept in Spain for the
purpose.·( Mettig. who had formerly been chief of the Arm1
Cryptanalytic Service. replaced von Nida in December 1943.58
The Head of Section 1 (Gruppenleiter I) was also operational
head of the service.59

The rav material from Chi I's intercept stations was
passed on to Chi IV for breaking and translation. This was
Fenner's section, the descendant of Referat G, and the most
important section of the service from an operational point of
view. Kettler's report mentions no sub-sections, but something
about the internal organization and division of labor within
the section is known from other sources.

The bulk of the personnel in the section were linguists,
engaged on code-breaking, removal of simple encipherments, and
translatign. The linguists were organized into small groups
or desks. 0 In 1942 ,11 the desks were lumped together in a
subsection called IVbOl and the desks were given arabic numbers.
e.g. IV b I, etc. The total number of desks increased to 22
in the cou6~e of the war but they were never all occupied simul­
taneously. A desk was, of course, kept in existence only so
long as the material was being read and the linguists could be
kept usefUlly occupied,

57In 1-49, 3, this is said to have been in April 1943; in
1-105, 2, in April 1942. Since both publications-are re­
porting statements of Mrs. von Nida, there is no criterion
for preferring one or the other date.

581-96, 2.

59This bt least was Mrs. von Nida's opinion (I-10?" 4). Mettig
describes himself as "deputy to the Chief OKW/Chi' (1-96,3).

60called Laendergruppen by Trappe (1-123,3), Referate by Beyreu­
ther (1-150,2).

6l1_3~, 3.
62The number is mentioned independently by Huettenh&1n
(1-36, 3) and Mettig (1-96, 3).

r
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Huettenhain and his mathematicians occupied a special
Position within section IV from 1939. They were apparently
organized into a desk on the same structural level as the in­
diVidual language desks. In 1942, Huettenhain's people were
upgraded to a sub-section and c~lled IVc. This change was
doubtless a reoognition of the groving importance of their work.
Mathematical work and linguistic work were now organizationally
on a level. The mathematicians were a research group. Their
job was to make the initial break into more difficult ciphers.
When the breaking became routine, the work was handed over to
the appropriate language desk. If continued expert cryptana­
lytic assistance was necessary, one or more members of IVc
might be permanently detailed to assist a language desk, as
Weber seems to have been in the

6Qase of the German attack on
Japanese transposition systems. )

In addition, section IV contained a sub-section devoted
to cipher development and security scrutiny. After 1941,
Huettenhain was in charge of this sub-section and folenzer, who
had formerly been in sole charge of development and security,
was attached to it. 64 Just what the organizational status of
this sub-section was is not clear. It may have been a desk
subordinate to Chi IVb or it may have been a wholly indepen­
dent subsection perhaps known as IVa, the existence of which
is implied by the existence of IVb and IVc.

. In connection vith security scrutiny, a sub-section for
developing cryptanalytic machinery was introduced in 1942 when
two graduate engineers, Rotscheidt and Jensen, three working
engineers and twenty-five mechanics had been hired. Where
this group fitted into the organizational structure is ~lso

unknown. Almost· certainly, it was ultimately subordinate to

631_124, 3.

64The precise historical development is obscure. For some years
preVious to 1939, Fenner's Referat had contained. a hsecti~n
where our ovn codes and c)~hers were developed and tested •
(1-36, 3). Menzer was apparently in charge of this section
(1-31, 3; 1-161,4). In 1940, a special sect~on was fo~ed
for security scrutiny (apparently without development) to
test new service systems and check on old ones." (1-31, 3).
This section was "later" under Huettenha1n. (1-31,3). Before
the reorg8~lzat~on of 1944, however, Menzer was attached to
Huettenhain (1-21, 4), so that at some time his security
section must have taken over development as well.

17



DocrD:

•

3560827

Huettenhain and worked in close collaboration with the research
sub-section in attacks on enemy systems. After the re-organi­
zation in 1944 it emerges as a separate sub-section in Huetten­
hain's research section •

Whatever the organizational details may have been, it is
certain that attacks on more elaborate enemy cipher systems,
security SCrutin~i of German ciphers, and development of crypt­
analytic devices were carried on in very close connection With
each other and were all under the supervision of Huettenhain.
Kettler's report also mentions some training activity, and it
1s likely that this too was carried on in Chi IV and that
Huet1jenhain had a hand in it.

After messages were broken and translated by Chi IV
they were passed on to a section called in Kettler's report
Chi "X". Its task was to evaluate the material from an
intelligence point of view. Unimportant items were rejected
and the others routed to the proper recipients. This work
was done by a single officer, Lt. Col. von Kalkstein, and
a few assistants.

In the handling of news and broadcast monitoring, Chi
II occupied a position analogous to Chi I's position in the
intercept of government traffic. But it was somewhat differ­
ently organized. Whereas Chi I was primarily a liaison
organization maintaining contact between headquarters and the
intercept stations which had their own organizational existence,
Chi II actually was the intercept organization. It controlled
directly the personnel of the main intercgDt station at Lud­
wigsfelde and of the subsidiary stations. ~ This difference
was probably the result of the difference in the inter~ept

technique involved. The broadcasts picked up at Ludwigsfelde
and the outstations were carried by line to Berlin and recorded
there, usually by typewriter. They were then translated
immediately. The material thus cathered was processed by
Chi VI, which was ~taffed principally by personnel with news­
paper experience. 60 On the basis of the foreign broadcasts,
a daily news summary was prepared. In addition special .
reports on various subjects were sent periodically to depart­
ments which had regular use ror them. Chi III originally
did its own distribution. On the broadcast side or the

•
65DF- 9J 1.

66I-96, 16.
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organization, there was no department equivalent to Chi "X",
which, as Kettler's report makes clear, sorted only material
fr',;>m Chi IV.

The only operational connection between the two sides
of the organization was afforded by the Archives. Here copies
of the broken and translated messages and of the broadcast
reports were filed and presumably indexed. The accumulated
m~terial was available to the code-breakers and others in Chi
IV. Later on, the Archives with its chief, 8/SGT. Dr. Schaedel,
seems to have been subordinated to von Kalkstein 1 s

6
distribu:lon

section. At an earlier date, it was under Fenner. 7 The Kettler
report of June 1944 does not make it clear what the situation
was at that time.

It is probable that this dual nature'of OXW/Chi character~
zed the organization since the outbreak of the war. Already in,
1939, Fenner' s g~"'>up had been named section IV. This implies
the existence of sections II and III. It is probable that they

'were engaged in broadcast monitoring and news analysis from the
beginning. Whether the pre-war Chi had a s1m1lar service is
unknown. If Fenner's Referat before the war was Referat G,
Referate A--F must have existed. Perhaps some of these Referate
were engaged in news and broadcast monitoring.

Besides OXW/Chi's split personality, another fact emerges
clearly from the Kettler report, namely that, in so far as its
activity is expressed in its organizational structure, OXW/Chi
is primarily an agency for gathering intelligence. It ill true
that a certain amount of development and security ~Tork Lad
always been done. The original charter for security and devel­
opment is obscure, but since the Army, Navy, and Air Force was
each responsible for its own security and development, the only
definite commitment of OKW/Chi seems to have been to develo~
ciphers for the agents of Military Intelligence (the Abvehr)
and for some government agencies. No special interservice
systems seem to have been used. The separate branches were
free to submit their systems to DEW for security scrutiny,
but originally there was no obligation to do so. This situa­
tion was partly changed by an order of Keitel, as Chief of
DKW, issued in October 1943 to the effect that no new ciphers,
could be introduced oy any branch of the Armed Forces or

671-96, 16.
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government agency "without the prior consent of OKW/Chi".68
Chi obviously made some efforts to meet the increasing de­
mands for'security work, as is evident from the setting up
of the security sub-section within Chi IV and the introduction
of the machine development group, largely for security pur­
poses, but this work was buried organizationally and perhaps
operationally within Chi IV whmdprincipal mission remained
that of producing intelligence. The organization as a whole
remained an intelligence 0rsanization. The pre-war connection
with Military Intelligence (the Abwehr) was still apparent
in its structure.

It was apparent in other ways too. The regular chain of
command was through the OKW signal authority, Hitler -- Keitel

{

Chief, OKW) -- Jodl (Chief of the Ope~ations staff) -- Thiele
Chief, Armed Forces Communications Group (Chef Ag WNV)-- ~!·t ::; er
Chief of OKW/Chi). In practice this channel was little used

for passing on operational directives. Ordinarily, Fell-
giebel was by-passed, and Kettler received his briefing and
directives not from the Signal authorities but from the Chief
of Military Intelligence (the Abwehr). The briefing seems
ordinarily to have consisted of a general outline of the
intelligence picture and some suggestions as to the part
OKW/Chi was intended to play.

68The wording of the original order may have been ambiguous.
At a conference held 27 October 1944, the navy representative,
Krauss, said, "The Navy refused to allow OKW/Chi •••• to
forbid the use of a system in a certain place. OKW/Chi's
recommendations can only lay down the limits within which it
is possible to use a system. The responsibility for whether
and where the system will be used must remain with the Navy."
G1mmler replied, "According to the order of the Chef OKW
2000/43 Top Secret of 21/10/43, the approval of OKW/Chi is
required." (D-57, 14). By the follOWing meeting, however,
held on 15/11/44" Gimmler seems to have consulted the order
and stated that 'according to the Keitel order, the consent
of Chi must be asked for before the introduction of a new code
or cipher. The decision on the introduction rests with the
sections of the Wehrmacht." (D-57, 5). It is odd toot the
Praun order of 5 September 1944 was not mentioned in this
connection•.
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.' A further testimony to the strength of the old connection
with Military Intelligence (the Abwehr) was the fact that Chi V,
which was in charge of the teleprinter connections between ChiI
and the Intercept Stations, had the additional (and apparently
larger) commitment of providing and maintaining a teleprinter
system for the Military Intelligence (the Abwehr).

4. Organization from the summer of 1944 until March 1945.
Events during the summer of 1944 resulted in a fundamental
change in the official interpretation of OXW/Chi's mission and
a corresponding change in the organizational stI'ucture. These
events centered around the att~mpt on Hitler's life on 20 July
1944. General of Signal Troops (Lt. Gen.) Erich Fellgiebel,
Chief Signal Officer of the Armed Forces and also of the
Army was deeply involved in the plot. He was dismissed in
disgrace from the Armed Forces on the follOWing day and was
later executed. Some of the leading figures in Military
Intelligence (the Abvehr) were also involved. As a result,
Military Intelligence (the Abwehr) vas taken away from the

, Supreme Command of the Armed Forces and transferred to Him­
mler's Main Reich Security Office (RSHA). Here it became the
"Military Department" ("Mil. AlI1t") and was subordinated to
55 Brigadier Gen. Walter Schellenberg Who was already head
of the Foreign Security service (3D Ausland) Which lfas
Department VI of the Main Reich Security Office (RSHA).71

OKW/Chi became a prize for various National Socialist
leaders whose ambition was whetted by the opportunities afforded
by the rescrambling. Goering's "Research" Bureau, a sa.fe party
organization whose activities duplicated almost ~ompletely those
of OKW/Chi, made an effort to asorb its rival.72 Goerin&'s
people could point to the political unreliability of OKW/Chi
which had been under the traitor Fellgiebel and closely associ­
ated with the abolished Military Intelligence (the Abwehr) as
well as to the desirability of combining activities and thus

71See 1-86, 2; 1-96, 4; and IF-164, 1. (If-164 is an inter­
rogation report on Schellenberg, without title page but, to
jUdge by the language, of British origin.)

72ThU~ Mettig in 1-96, 4, and 1-86, 2. In 1-131,3, Mettig
says it was only the broadcast and n~ws-monitoring'activitie8

of OKW/Chi that the Research Bureau wanted to take over.
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conserving manpower, a commodity in increasing1~ short supply.
The ambitions of the "Research" Bureau, however, were defeated
by Schellenberg, whose grandiose schemes for a central German
intelligence agency called for control of all high-level
cryptana1yti~3work including both OXW/Chi and the Research
Bureau (FA).f

The immediate reaction of the leaders of OA~/Chi is
somewhat obscure. Fe1lgiebel's second in command, Brig. Gen.
Thiele, took over the assignment of Chief Signal Officer of the
~'med Forces and the Army. Thiele's old position as second in
command and head of the Armed Forces Communications Group
(Ag/WNV) was filled with Maj. Gen. Gimmler, who had been Chief
of Army Ordnance Development and Testing Group, Signal Branch
(Wa Prtir 7) in the Army Ordnance Department (HWA). Kettler
continued as chief of OXW/Chi with Mettig as his second in
command. According to Schellenberg's story, most of these
officers were in accord with his schemes. Thiele was an 02d
friend of his. They had at one time both been on the Board
of Directors of the Standard Electric Company. Thiele was
completely sympathetic with Schellenberg's schemes to unite
all high-level cryptanalytic services and put them at the
disposal of Schellenberg. After Thiele was arrested for his
part in the July plot, Kettler continued to seek close contact
with Schellenberg. When OXW/Chi evacuated Berlin, Kettler
modeled his evacuation measures on those of Schellenberg
"because he had always thought, just as Gimmler had done,
that Schellenberg by taking over the Forschungsamt (Goering's
Research BureauJwould ac~~ire decisive influence over the
deciphe:ring department."

Nov Schellenberg is not a reliable sourCe of information
on the affairs of OKW/Chi. Cryptanalysis was, of course, only
a very small corner of his vast field of interest. Besides,
he tends to confuse his magnificent schemes With actual accom­
plishments. There is, for example, no evidence that Kettler
modeled his evacuation plans on those of Schellenberg, but the
core of truth in Schellenberg's remarks on the subject is per­
haps to be found in Mettig's statement, made of course quite
independently and in an entirely different comlection, that
there was a plan to accomodate some of the OXW/Chi personnel,

7)IF-164, 7. ~ee a~so the proposed organizatIon at the end of
the report.

74IF-164, 7.
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those directly concerned with ciphers or the ~eich Main
Security Office (RSHA), in one of the latter organization's
headquarters. This plan was not adopted because the Reich
Main Security Office (RSHA) could not furnish the transport
to move the Chi personnel when Berlin was evacuated.75 It
is likely too that there was similar exaggeration in Schell­
enberg's claim to enthusiastic support from the heads of
OKW/Chi for his plans to absorb the organization. The
chief result of the disappearance of the old "tlitary
Intelligence (ftbwehr), indeed, seems to have been a marked
loosening of OKW/Chi's ties with military intelligence.
Huettenhain and Fricke stated that Kettler never saw
Sohellenberg after 20 July, the date of the attempt on
Hitler's life.70 Mettig, who was in a better position to
know, said Kettler saw Sohellenberg only five or six times-­
presumably for briefing on !r,telligence matters.77 It may be
true that when Thiele was ar~ested and the plans of Goering's
Research Bureau (FA) to take over OKW/Chi reached a climax
in the early autumn of 1944, Kettler and Mettig welcomed the
protection of Schellenberg as the less of two evils.

. MeanWhile, the development of OKW/Chi was in qUite a
different direction -- away from intelligence and towards
cipher security as the main task of the agency. Doubtless the
moving spirit in this change was Major General G1mmler. The
Army Ordnance Development and Testing Group, Signal Branch
(Via Prlif 7) which Gimmler"had formerly headed included a
section for directing the production of cipher devices. He
is known to have had very marked opinions on the purpose of a
signal intelligence service. Huettenhain and Fricke give what
is obviously an unsympathetic account of these opinions:

He (G1mmler) gave a BOIt of standard lecture to various
groups at various times. His approach was that of the
Officer-layman. He had no technical knOWledge and no
one could tell him anything. His speech began something
like this: "I will make Chi an orderly organization.

75I-96, 22.

76I -84, 3.

77I-86, 2. Compare I-96, 4.
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Before this. it has not been so. We must have three
pillars in our work: Development, Security, Cryptana­
lysis." Then he would expound his views on the rela­
tion between these three. The head of the first branch
must be an Officer. who would know what the troops need.
The second could be left to a civil s~rvant. It is the
most important of the three. and the other two exist
primarily to fertilize it. Me considered cryptanalysis
very unimportant in itself.7

While Thiele was still Chief Signal Officer. Gimmler made plans
to put his ideas ~lto operation. Huettenhain and his mathe­
maticians were upgraded to a separate ~~ction and a series of
monthly conferences under Huettenhain was inaugurated. These
conferences were to be attended by representatives of all the
branches of the Armed Forces and the 55. Their pUTRQse vas to
co-ordinate all work on cipher security in Germany.l~

Meanwhile. Thiele himself was relieved of his command
and imprisoned. He was replaced by Maj. Gen. Albert Praun.
Praun had been a divisional commander. and G1mmler's ideas
on a signal intelligence service whose primary mission would
be to furnish practical and secure ciphers for the use of
troops in the field probably appealed to him. Also. he seems I

to have had no connection with Schellenberg. who now repr§sentedl'
the intelligence. and hence. cryptanalytic point of view.
Finally. the whole cryptographic serVice of the Army had fallen :
under political suspicion. Gimmler seized his opportunity to
push his theories into action. The old orientation of OKW/Chi
was towards intelligence. The new was to be towards security.
The new orientation is most clearly a~parent in an order dated
5 September 1944 and signed by Praun.~l Concerning cryptana­
lysis there is little change. Army. Navy. and Air Force are
to attack the systems of their enemy counterparts aa, hereto­
fore. This leaves diplomatic and military attach6 traffic as

78I-84. 2.

79I-96. 13. 1-84. 4.

80IF-164. 7. Schellenberg could not recall his name.

8lD-55 .
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the cryptanalytic sphere of OKW/Chi. 82 It is emphasized,
however, that the separate branches are to adhere strictly
to material within their competence and to pass on to OKW7chi
all other material. They are further ordered to acquaint
OKW/Chi with all cryptographic systems under study or solved.
In short, the old cryptanalytic charter is restated. In
addition, OKW/Chi is made a sort of clearing house for crypt­
analytic information obtained by the separate branches of the
armed forces.

Wi th regard to c1.pher development and security scrutiny,
however, the charter and authority of OKW/Chi is enlarged. In
so far as Praun could accomplish it, OKW/Chi was turned into a
central authority for these matters. For the Army, this could
be done thoroughly. 'fhe Army had no influential party members
like Goering or Doenit/. to protect its operations, and besides,
Army cryptographers had been deeply involved in the 20 July
plot. Originally, tht: Army had a section devoted to cipher
production and development (Inspectorate 'l/IV (In 7/IV) and,
in addition, some perllonne1 in Inspectorate 7/VI (In 77'vI)
were employed on security scrutiny. All of Inspectorate 7/IV
(In 7/IV)and the personnel in Inspectorate 7/VI (In 7/VI)
who were engaged on sl~curity scrutiny were moved into OKW/Chi,
which was made directly responsible for the scrutiny of Army
systems, and, in collliloboration with the Chief 8ignal Officer
of the Army (Chef HNW), for their development. The actual
production of keys is left as a responsibility of the ~y,
but OKW/Chi will devise key systems and supply material for
Army key production. B3

82A1though there is no mention of the matter, the order, in
effect, removes the attack on enemy a&ents' systems from the
Army and puts it officially under OKW/Ch1. This made no
practical difference in the structure for attacks on enemy
agents' ciphers. See below.

83The German text is clear here, but the translation in D-55,
p. 43, is misleading. The distinction is between the deVising
of methods of key production and preparation of the necessary
material (Aufstellung von Schluesseln) and the actual production
(printing, manufactuI'e of grids, etc.) (Herstellung). On this
subject, see Fricke'!l description of his duties (clearly
AUfstellung von Schluesseln) in 1-2. Section IV of the order
should be translated:

IV
DeVising and Producing Keys.
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The Air Force and the Navy, both of them under reliable
Nazis and never really subordinate to OKW as the Army was, had
to be handled more oareful1y, They were requested to keep
OKW!Chi informed on their work in development. In return,
OKW!Chi would keep them in the general pioture regarding German
oryptography. The agreement of OKW/Chi had to be obtained. how­
ever. before any new system oou1d be introduoed by any of the
separate branches. This is. of oourse. merely a restatement
of Keitel's order of October 19

4
43. and it is perhaps significant

that it needed -to be restated. 8 All separate branches were
requested to submit material for security scrutiny to OKW/Chi
which was in this matter the central authority. Finally. OKW/Cll
was to furnish guidance in devising keys to the separate branch~s.

The Waffen-SS. over which OIDi had not even a shadow authority.
was put in a third category. OKW/Chi was ordered to maintain
close liaison with it on all matters relating to oryptana1ysis.
development. security scrutiny. and devising of keys.

By 1 November 1944. e wholly new struoture was on paper
and partly in operation.8~ This is the struoture outlined in
Chart No.~. OUr evidenoe for its gen~ineness is good.
A :t'ough dreJ'tOf the organization was found in the same personal
file with the two doouments already disoussed. It is undated
and unsigned. The dooument was made the basis of an interro­
gation of Kettler afteJ~ he was captured. He suggested a few
changes. mainly in the names of seotion heads, and added
the stati3tics on the numbers employed in eaoh of the sections.
Mettig supp1ieg6independent1y an almost identical picture of the
new struoture.

OKW/Ag. WNV will fur~tsh guidanoe for the branches of the
Armed Foroes in devising keys and will act for the Army in'
deVising keys. The production of keys is the affair of the
separate branches of the Armed Foroes. in the oase of the
Army, the affair of the Chief of Army Equipment and Commander
of the Rep1aoement AI~y/Genera1 Army Office/Signal Department.

84cf • note 73.

8~rioke refers to the re-organization 1 November 1944 (I-20.
pp. 6-7.) and it is very likely that Chi started to operate
according to the new structure at about that time.

860rigina1 document is DF-8. Revised dooument with Kettler's
oo:t'reotions is I-39. Mettig's testimony is in 1-96.
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The new emphasis on cryptography 1s evident in the separa­
tion of the main work of oxwlchi into two divisions (Hauptgruppen).
Division A devoted to cryptography and Division B for cryptanaly­
sis. It is worth noting that the secoud in command (Mettig
definitely describes himself as such) ~7 is no longer head ot
section I, but of Division A, which was evidently intended to
be the more important division. From other sources too, we know
that it was intended that the activitieS

8
Qf the organization

should reach their climax in Division A. ~ The cryptanalytic
sections of Division B were to serve directly or indirectly
the purposes of German security. Consequently, the research
section of Division B (Chi B IV, Huettenhain's section) had a
divided mission. Part ot its resources were devoted to initial
breaks into more difficult enemy cipher systems, part to security
scrutiny of German syfltems. Of the 46 experts available to the
section, 10 spent their time Wholly on security and 10 on enemy
systems. The 26 expeI'ts in the machine section eVidently divided
their time between the, two.

In general, the 'W'ork ot Chi seems much better articulated
in the new organization. The heterogeneous character or the old
Section IV in which the most diverse activities were incorporated

. has been rectified. The following comments on the details of the
new organization may be made:
Section Z.

Section Z dealt wUh details of 'payroll and other purely
administrative matters. It also exercise§9a political scrutiny
over all the members of the organization. Some such section
doubtless existed in the old organization, but no mention would
be made of it is~ the purely operational report. which is our
chief source of information on that organizat:on.
Section I.

After the second-j~-commandbecame head of Divis~on A
rather than Section I, Section I probably lost much of its

871-96, 3.
881-84, p. 2.

89All enlisted personnel working in the organization were organi­
.zed into the Operational Comapny (Einsatzkompanie) oxw/chi under
Major Hein. This was formerly called First Company of those
Detached to OXWIChi (1. Kommandiertenkompanie oxw/chi).
Previous commanding off:lcers had been Captain Krtiger, Major
Walter. See I-150, 5.
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old importance. Logically, it should have been subordinate to
Division B, since all its intercept ~as routed there. It vas
probably kept directly under the Chief in order to keep it in
entirely military control. Division B vas under civilian con­
trol. The new head of Section I, -Capt. -Grotz, was formerly com­
manding officer of the intercept station at Sofia. 90 Sub­
section Ib, whose mission was to study call signs and frequencies
used in world diplomatic traffic as a guide to the intercept
stations, seems seriously understaffed. The fact that the head
of the sub-section was originally to 'Ave been a ca~tain suggests
that a larger group was originally planned. The T/Sgt. Sch­
nueckel, who according to Kettler w~s head of the sub-section,
is probably identical with the T/Sgt. Suenkel who was said
to have been in charge of call Sign and frequency study in
the intercept station at Lauf.91

Sub-sectionlc was identical with the Chi V of the old
organization, which, it will be recalled, had charge of the
teleprinter network of Military Intelligence (the Ab~ehz.) as
well as of OKW/Chi. When the work (and proba.bly man;}: of the
personnel) of Military Intelligence (Abwehr) was t&ken over
into the Main Reich Security Office (RSHA), Chi continued
to service its network until early in 1945, when Rimmler's
people took over this task for themselves, thus severing the
last link between JXW/Chi and the old military intelligence
organization. The work of section Ie then became appreciably
lighter and Senior Inspector Buck, formerly in charge, left in
April 1945. 92 The name of his successor is not known.

Division A was staffed almost entirely with personnel
taken over from the Army. The chief exception to this was
Senlor Inspector Menzer and perhaps some of his assistants in
sub-section II c. In complete charge of security and develop­
ment at first, and then attached to Huettenhain's security
section, Menzer had always acted more or less as a free lance,
specialising in agents' ciphers and ciphers for government
services. He had only occasionally consulted Hue':tenhain on
security problems "when questions of probability were involved".93

901-105, 4.

911_85, 4.

921_96, 7.

931- 31 , 3.
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The new structure recognized his independent status. His sec­
tion is large and it is not unlikely that some of-the personnel
came from the Army.

There were elaborate plans for sub-section II a. Here
the closer' contact with the needs of the troops in the field,
in cryptographic matters -- obviously one of the leading ideas
behind the re-organization of OKW/Chi -- vas to become a reality.
The function of the section was to allocate keys and cipher
systems. To carry out this task, the sub-section was to maintain
intimate liaison with field units through skilled signal per-

• sonnel from the services who were to be assigned to the sub­
section and then detached back to the field where they were to
observe the reaction of the troops to various systems and thus
to advise II a on allocation. They would also be in a position
to give on-the-spot instruction to the troops in the use and
security of ciphers. The head of the sub-section was to be
Capt. Bernsdorff, whom Mettig describes as "an ex:p,erienced
tank signaller ••••peculiarly suited for this Job. '94 Fricke,
who may only have been revealing an academic lack of sympathy
with the practical turn being given to the work of OKWlchi,
told interrogators that Bernsdorff yes a tank captain who
"had no knOWledge of cryptography".~::> Whatever Bernsdorff's
personal qualifications may have been, he did not arrive until
January 1945 and never really had an opportunity to get the
section operating. He apparently did succeed in assembling
First Lt. Eckert of the Air Force, Senior Specialist Franke
of the Navy~ and 58 First Lt. Fricke of the Main Reich Security
Office (RSHA) to represent their services in his sub-section. .
He himself was to represent the Army and the 55. No one was
ever sent into the field. However sound the bfsic idea of the
section may have been, Mettig and Fricke agree that it accomp­
lished nothing. Bernsdorff had to b~6assigned to more urgent
work very shortly after his arrival.9

Despite the relatively few people allotted to it, Fricke's
suo-section (lIb) seems to have been very active. According to
the plan, lIb was to carry out the details of cipher and key
composition in close conjunction with IIa, which was presumably

941_96, 8.

951-20, pp. 6-7.

961_96 , 8.

",



o

DOClD: 3560827

thoroughJ~ acquainted with the needs. usages. and desire of the
field. Since IL;. never really functioned. Fricke' apparently
simply carriod out the same tasks of key and cipher development
that had been his mission while he and his section had been
attached to the Army.97 In addition. he personally worked in
close collaboration With Huettenhain on security problems.

Section III was originally subordinate to the Army. The
main body of the section was located in Dresden and remained there
after the change in subordination. The mission of section III
was the compilation of keys and of codes in so far as this could
be accomplished by mechanical prooesses ot randomization. the
printing of this material. and its distribution. The basic
material for the compilation was supplied by Fricke and his
Bub-section. The work of printing was mostly farmed out to about
thirty printing firms. most of which were located in Saxony.
Printed ciphers vere packed in Dresden and sent by truck to the
OA~ Distribution Office (Kurierstelle) at Zossen. whence they
vere forwarded. Pield units not1ried Section III of compromises
and alternative ker~ vere then brought into operation. There
vas a sub-section lIIIb) in Berlin under B/Sgt. Mertz (5 soldiers.
20 women) who kept up liaison,with the Field Economic Office
(Feldwirtschaftsamt) and other agencies on procuring paper. 8
There were also small liaison groups with the printing firms. 9
It is doubtful that the work of this section was changed appreci­
ably when it came under OXW/Chi in November 1944. Liaison with
the A:rmY through the Army Chi"," Signal Ofricer (Chef/HNW)
continued. The head of the section. Major Metzger. was injured
early in 1945 and was replaced by Bernsddl'fr.99

DiVision B vas th~ old Chi IV. All strictly cryptographic
work had been removed and the organization revised to reflect
more perfectly the actual tasks performed. The 0i8omathematical
sub-section. IVc. was upgraded to new section IV. Some of
the subsections of the new section IV were further subdivided

97Described in' 1-2.

98suCh groups existed at Halle. ZWickau. Chemnitz. Leipzig.
PrankfUrt/Oder. Bischofswerda. Magdeburg. and Reichenbach
(VogtLand) according to Kettler ~I-39. 4.)

990n section III se 1-36. 2. and 1-96. 13 and 17.

lOOIt will be recalled that this had been done in August 1944
prior to the reorganization. Bee above.
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1nto desks. We heal' of a desk B IV 01. 101 headed by Dr. Weber
'!Iho was one of the mathematioians brought in by HuetteDhain
betore the war. No further details ot this subdivision are
known.

~e old linguistic sub-section. IV b. became Section V.
The designation ot the language desks of the new section V
is anomalous tor historical reasons. Originally. the language
desks had been IV b 1--22. 'When sub-section IVb became section
V. st~ic~ logic would have demanded that the language desks be
upgraded '&0 subsections and lettered. Actually. they kept their
e,rabic numerals. Doubtless. the small size of most ot the
language desks and the ephemeral character ot some ot them con­
tributed to this result.

Technician Koehler's sub-section (Va) was bl'OUght into
.O~/Ch1 trom the A1."r1IY Oryptanalytic service ~ ~ovemhAr 1944.
All ve know about it is what Mettig tells us: 0 "It ;,as con­
templated that this department would not only advise the orypto­
graphers on linguistic problems but would also direct all matters
that conoerned foreign languages tor the OKW. • •••• This co­
Oi'dination was des1l'tale owing to the number of independent
agencies concerned." , The plan for co-ordination was never
a¢tually put into operation.
Section VII.

Section VII is the old Ohi "X". The organizational plan
called tor the subordination ot the section with its ta~~ ot
evaluating and distributing broken and translated messages
(VII a) and maintenance ot the Archives (VII b) to Fenner's
Division B. Since VII a handled only the output of D1v1sion
B and VII b served mostly the personnel ot D1vis1on B. ~s
se,ems to have been a logical acT;! .gement. The Sect10n. however.
was lett d1rectly subordinate to the Ohiet of Service out ot

101I _124• 2.

1021_96• 15.

10}por instance. Intel"P1'eter 1'raining Batt.alion (Dolmetscher
Leh1'abtellung). Berlin. Newspaper sect10n (Nachr1chtenabtei­
lw:ag). Berlin. General ot S1gnal Inte1l1gence (General del'
lachr1chtenaufklllrung. the final Gel'lll&ll designation ot the
Arrtry Signal Intelligence Agency). Signal Intel"Preter Replaoe­
ment and Tr8-1n1ng Battal10n (Naohr1chtendolmetscherersatz und
Ausbauabte1lung). etc.
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regard to the r,,-.3l.ings of Lt. Col. von Kalkstein "ho would
presumably have considered subord1n&tion to Fenner a humilia­
tion. According to an order of the Fuehrer von Kalkstein
was to be dismissed from the forces anyvay "because he had
friendly relations with people outside Germany." After his
departure Section VII was to be subordinated to Division B. 104
He never departed.

The broadcast monitoring sectiona, old Chi II and Chi III.
vere combined into a single section. Section VI. Operations
were continued in the same location and vere probably little
affected by the change. The nev orientation of' the whole ser­
vice tovards security rather than intelligence has altered the
relative importance of the actiVities of this section, however.
In the earlier structure, the activities of Chi II and Chi III
form an important part of the activities of the whole organiza­
tion, it not quite half as Chart 3-1 suggests. In the later
structure. when Division A vas the supremely important unit and
Division B existed primarily to assist the security vork of A,
Section VI appears as a vestigial irrelevance. It could have
ceased ope!ations without noticeable effect on the rest of the
work of OKl-I/Chi. _

The history of the charter and organization of ORN/Chi
during the war illustrates the development of the German idea
of the purpose of a signal intelligence organization at the
highest command level. OXW/Chi began the war as a purely in­
telligence organization, born within the Military Intelligence
Department and incorporating nevs and broadcast monitoring as
important parts of its operations. It ended as a high level
security organization where even the cryptanalysis of enemy
traffic was intended primarily to assist in assuring German
security among all branches of the Armed Forces and government
agencies. This change waS accelerated by changes in command
caused by events wholly unrelated to signal intelligence, but it
would be a mistake to regard it as caused solely by the replace­
ment of Fellgiebel and Thiele by Praun and G1mmler. It reflects
a more general trend of thought on the part of the German High
Command and of the leading signal intelligence personnel.

1041-96. 17.
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5. The Disinte ration of OEW Chi. The plan put partly
into effec Novem er s the f 1 organizational
expression of German ideas on high-level signal intelligence.
Later organizational changes were ad hoc, forced by the pres­
sure of Germany's 1mpending defeat:- The local movements .
towards the end are clearer than the changes in organization
and command. They may be mentioned first. In February 1945,
plans were made to move OEW/Chi out of Berlin. In March,
the move actually took place and most of the personnel were
moved to Halle along with the cryptanalytic machinery. Opera­
tions were started at the Army Signal SChool (Heeresnachrichten­
sehule) there. 105 The archives were probably moved to LaUf

6
at

this time. ·In any case, they vere there before 10 APril. 10
Section III moved from Dre~den to Halle but did not begin opera­
tions in the new 10cation.107 On 10 APril108 most of the unit
moved to Ammersdorf and there entrained on the 12th for South
Germany under Major Hein as Commander of Transport (Transport­
fuehrer). The train was routed to the Chiemsee via Falkenberg,
Dresden, Prague, Pilsen. 109 Part of the shipment (sections II,
IV, V, YI) was at one time reported stuck between Prague and
Pilsen. 10 Most of the personnel, however, got through to
Werfen near Salzburg.lll Some of the people trom the interoept

. station at Treuenbrietzen also reached Werten. 112

1051-150, 6; 1-36, 2.

1061-39, 4.
1011_36, 2.
108 .1-150, 6, from Beyreuther who vas on the spot. Mettig
(1-96, 22) says 9 APril.
1091_96, 22.

1101-39. 4.

lllTrappe arrived there 3 May (l-123. 2).
1121-85 5. Kettler says. probably speaking broadly, Salzburg,
(1-39, 4).
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The Lauf station with the archives set out for the
Schliersee south of Munich on 10 April, arrived on 19 April,
set up, and ope~ated for three days. On the thirtieth ordera
l~ere received for some of the personnel to procfoled llith one­
tenth of the L~tercept equipmant to Werfen. Those who remained
disposed of the rest of the equipment and the archives in the 4
lake. 113 The others joined the remnants of OKW/Chi at Warfen. ll
Tllel'e the Chi personnel l~ere incorpora.ted into an ad hoc unit
ca.lled Corps Gl'OUp (Korpsgruppe) Bork~ which was apparently
picking up stragglers, whether for a last stand or an orderly
surrender we do not knOl.. The Chi personnel ,.ere finally cap­
tured by American units under Colonel Clifton. 116 Some of them
worked for the Arl!ericans until the end of l<lay. They were then
moved to Heufeld near Bad Aibling vhence they were released.

I~ettler, Huettenhain, and Fricke, on the other hand.
ended the war in the North. They had, according to an unreli­
able auth0rity, left Berlin for the intercept station at Husum. ll'
Kettler ~rll.S captured in the tOjoffi of' Ausacker, near Flensburg,
Huettenhain and Fricke in the Vicinity of' Ausacker. They were
accompanied by First Lt. Schubert, one of the leadjng Army
cryptanalysts. llS Mettig went with the OKW mission to the allies.
first to Flensburg and then to the SHAEF headquarters at Rheims,
vhere he was taken into custody.119

No one obtained f~om the prisoners a consistent account
of the organizational changes accompanying the collapse of German
arms, but from occasional remarks recorded in the reports and our
knowledge of the movements of the personnel a f'a1rly consistent
picture can be reconstructed. When Chi evacuated Berlin and
arrived in Halle, a mysterious Col. Hoepfner seems to have taken

l13Their account in I-85,S, is substantiated by the Team 5
report (IF-167, p. 6).

1141-85, 5.

11uI-150, 6.

117From Beyreuther (1-150, 11) who vas not in a position to
know Kettler's plans.

118see Kirby's supplement to the report of Team 6. (IF-165)

1191_78, 2; 1-17, 4.
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cownand. 120 Kettler and Mettig remained behind in Berlin.
perhaps to assist jn high-level decisions being made regarding
splitting the Supreme Command of the Axmed Forces into a north­
ern end southern group. The head of the Army Signal Intelli­
gence Service. Col. Boetzel, ~~d his immediate staff also were

. in Berlin at the time, and remained there until A;p!'11. 121 It
was apparently decided to amalgamate the signal intelligence
forces of the OID1 and the Army (OKa) into a single Army Signal
Intelligence Service. Boetzel was to command the combined
forces in the South and Kettler in the North. The plan was
put, into operation on 14 April. 122 Boetzel took over the ele­
ments of OA~/Chi in the'south. Just ~rhen Kettler left to take
charge in the North is not known, but in its ~tial report
on him, the SHAEF control party at Flensburg describes him as
the northern counterpart of Boetzel head of the Army Signal
Intelligence service in the South.l~3 Mett.ig. himself. perhaps
With a skeleton staff', seems to ha.ve remained as the sole re­
presentative of OID1/Chi. Mettig told his first T!COM inter­
I'ogato::,s that Boetzel ~vas head of Army Signal Intelligence in
the south and Kettler in the north.12~ As SUCh, he accompanied
the OA~ surrender mission to SRAEF. He told his interro~ators

that he .ras "in charge of' OKW/Chi in the closing stages. 125

l20The Foreign Office people. who knew the Chi situation in Halle.
mentioned him as titular head of Chi. although none of them
vas quite certain of the name (1-1, 19). Quite independetttly,
Trappe mentions Colonel Hoepfner as head of OID1/Chi in March
1945 (1-123. 4). Nothing else 1s known about him. He does
not seem to have accompanied the Chi-train to the south.
Mujor Hein. the CO of Troops. and Lt. Col. Kaehler, the head
of Section VI. seem to have been in charge here. At least they
are mentioned as haVing lists of the personnel who made the
trip. (1-150. 11).

1211_17,4.

122The date is Weber's (1-124. 2). Trappe sa.ys ",1,.;1 took over
late in A;pril (1-123. 4). Grube. a high ranking signal officer.
told 1r!terrogato~s that the final split of OBlf d1d not take
place until 22 N.r11 1945 (1-17. 2).

1231_5.

1241- 17• 4.

1251_78. 2.
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Chapter III. Ir.tercept Paragrapb.

OEW/Chi Had '£Wo Wholly Distinct Intercept Systems•••• 6

, 6. OKW Chi had two wholly distinct intercept s~stems.
The dual (; Bl'fl.ct.er of' OKW chi f s operations, reflects parti­
cularly in the earlier org~~iz8tion, is also apparent in the
interoept structure (3es Chart No. 3-1 ). One intercept
system concentrated on diplomatio Morse networks of' enemy and
neutral countries. Secondary commitments were nets of' other
government agencies (military atteches, economic authorities,
etc.). This system consequently took mostly encrypted traf'f'ic.
The material picked up was passed on to the breaking sections
of OEW/Chi. The s~cond system concentrated on monitoring
foreign broadcasts, principally news broadcasts. A second
important task i{aS monitoring the cor.respondents' reports of'
news agencies Buch as Reuter and Domei. In. addition, the
second system seems to have had the mission of' taking material
requiring special apparatus, such as w~ltiple Morse and
commercial radio telephone. Some agents' traffic vas apparently
also covered, but most of trnf'fic picked up by the second system
,18S in clee.r .131

The core of the first inte~cept system vas constituted
by two large intercept stations, one at Treuenbrietzen, near
Berlin. and the other at Lauf' near Nuremberg. 132 Treuen­
bl'1etzen was one of' the old intercept stations .133 It \1as
apparently already in existence by 1933 end is said to have
specialized in intercepting diplomatic traffic. 134 It was
clefin1tely subox'dlnated to OKWI'Chi for the interception of'

131See DF-9, 2 (Kettler's report). L" his report, Kettler also
mentions Hells6ndungen as picked up by the second system. This
probably means tranamIssions vith the Hellschreiber, rather
than picture transmissions as it is translated.

l32Called Feste Horchstellen up to 1941, after that Feste
Nachr1chtenaufkl~-gsstellen(I-85, 2-3).

l33It was originally situated at Frankf'urt/Jde,. and moved to
Treuenbrietzen at an unspecified date (I-85. 2-3).

l341_62, 5-6. This information, from an army intercept operator
named Raatz, cannot be considered Wholly reliable.
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c1iplomatic tl'll1'fic in 1939. Al though the persoIUlel of the
atation got to Werfen at the end of the war, none of them was
interrogated. Little is known about the station ~xcept that
its commanding officer vas a captain, Dr. Rust.~3~ Apparently
it controlled.no subsidiary stations, at least towards the end
of the war. 136 Some of the persol1l1el were despersed to
TeIUlenlohe, a subsidiary station of i~Uf. because of danger
of air attacK in the spring of 191,4 • .:Y(

Lauf was developed after the arm~' was ordered to expand
its interce~~ system in 1933. The original location was at
Bersbrllck.IJO It was intended primarily to operate against
Czech traffic. By 1939, the necessity for intercepting
Czech traffic he,d passed and th~batation was turned over to
OKl,/Chi for diplomatic traffic. ' Lauf had three small
intercept stations subordinate to it. The one at Loerrach
near the Swiss border was Bet up in order to pick up traffic
from Switzerland on the ground wave. This traffic could be
heard at Lauf only with difficulty. Loerrach had eight or
nine sets. l'lhlle Lauf' ~~a.s being completed, there had been a
temporary station at Ter~enlohe. This was left equipped with
four or five sets and retained for emergencies. Finally,

135r _96, 6.

136Mettig mentions none although he aoes mention the ou'.stations
of L auf. Dettmann and Samsvnow, two reliable informants on
Army matters, ment·.ton an Army intercept station (Feate Horch_
e te lle) ~rhich OpE' "e, ted at Treuenbrletzen in 1939 and had
subsidiary stations at Meserik. Fraustadt. Schneidemuehl, and
Schlochau. The relation of this station to the OKW station is
obscure. (1-116, 12).

137DF _9, 2.

1'78
~ 1-85, 3. See also Mettig, 1-96, 6, who mw{es it clear that

Tennenlohe, Lorrach, and Libourne were subordinateto Lau~.

Xettler's report(DF-9. 2) says Flicke was in charge at Libourne
until June, 191~4.

1390perations were begun at Tennenlohe pending tpe completion of
Lauf •. The statement in 1-85. 3 that !.-If itself did not become
operational until December 1944 must be an error, perhaps a
typists's error, since the informant Flicke, in charge of opera­
tions at Lauf, ,Tas certainly in a position to knov. Kettler spe·.,ks
of Lauf as well as Tennenlohe as operating in the spring of
1944. (DF-9) •
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there was a subsidiary station at Libourne near Bordeaux in
France. This operated eight or nine sets from autumn 1943
until the spring of 1944. It was used princlvally for the
interception of Swedish and Turkish traffic.l~O

The total establist~ent at Lauf, apparently including
the outstations, was 200-250 persons. After January 1944
about eighty of these were women. The operators wei~lappar-
ently mostly soldiers organized in a military unit. The
total number of sats in operati~~~ including those in the out-
stations, was eighty to ninety. Specialist Flicke, our
principal informant on the activity of the station, states that
.up to the beginning of 1943, the station attempted to cover
"all diplomatic traffic" a.nd the traffic of the Polish under­
eround. After this time, Berlin assumed closer control and
sent priority directives as a result of which the total
intercept dropped from 25,000 to 10,000 messages per month.
The stution carried on no cryptanalytic work, but hads ser­
geant, perhaps with some assistants, who was an expert in
traffic identification. 143 Flicke was in general charge on the
technical side. The commanding officI~4from 1 December 1939
until the end ~ras Reserve Major Wend.

Intercept stations in foreign countries had a special
status. They are called "special outstations" by loiettig. 145
They were not large or elaborate enough to be called Fixed
Intel'cept Stations, but unlike the smaller stations at home
(and in occupied territory) they were subordina':·ed directly
to Group I of OKW/Chi rather than to a larger station .

1401_85, 5. See also Mettig (1-96, 6) who makes' it clear
that Tennenlohe, L!)rl.'ach and Libourne were subordinate to
Lauf. Kettler's report (DF-9, 2) is liable to misinterpre­
tation ou this point.

1411_85 , 6. The head of this unit was Staff Director Hatz.

1421_85 , 6-7 has a list of equipment. 6v Hellschreiber are
also mentioned. What these were used for is obscure.

l43His name was said to be Suenkel, but see above note9l.

1441_85, 4. Wenden according to Mettlg (1-96, 6) whose
memory for names ~as not entirely accurate. 1-49, 3 says Wendt.

1451 _96, 6.
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They vere administered by Milita~ Intelligence (Abwehr) through
its organization in foreign countries. Two such special out
stationR are known to have existed, one in Spain and one in
Sofia.l~6 Of the latter, little is known beyond the fact that
it existed. 14specialized in intercepting short-wave traffic
from England. l 7 Its communications \llth B~rlin were probably
poor, although teleprinter lines eXisted.l~~ One informant
stated th~t the messages he had handled from Sofia were always
delayed.l~9 Fenner visited the station several times. 150
The commanding officer was Capt. Grotz who 'was replaced by
First Lt. Thielen151 when Grotz became head of Chi I.

Considerable information is av~ilable, on the other hand,
about the German intercept system in Spain. The OKW conducted
a small network there which in 1941 employed, according to
Mrs. von Nida, about fifty men. 152 It was established in 1940
in order to intercept ~editerranean traffic and also short-wave
traffic from Sweden.15~ The original plan seems to have been
that it ohould also supervise the Spaniell stations of the other
branches of the Armed Forces. 154 The commanding officer was
Major (at that time Capt.) von Nid~, who served from the
winter of 1940 until April 1943.15~ Von Nida was succeeded by

1461_96, 6. Df. DF-9.

1471_96, 6.

148DF_9 , 2. ~

1491_150, 6.

15°1-150, ll.

1511_96, 6.

1521_105.

1531_96 , 7.

154ThiB supervision was not maintained. See below. Ltn. August
. Schroeder (1-75, 203), ~ho was in intercept vork in Spain in 194Q

considered that he vas working for a joint OKW-Army organization.

155See note 57. Mettig's statement (1-96, 7) that Major Marquardt
was in cha:"~e is almost certainly an error. Mrs von Nida states
positively that her husband was CO until relieved by Plankert.
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First Lt. Plankert. 156 Communication between stations and
to Berlin uas by courier and wireless, for which the unit had
a powerful transmitter. 157 There were also teleprinter
communica.tions to Berlin. I58 All intercepts were sent back. _
to Bel'linj no cl'yptanalytic ,work was carried on by the unit. I :_;:.

Tile controlling station ,~as in Madrid, originally situated
in the Gel'1l19J1 consulate (10 Ayala).160 Because of interference
from the nearby broadcasting station EFE, and perhaps for
security reasons, the outfit was moved to the northeast section
of the city (CastilIans). After 1942, perhaps as a result of
expansion, the unit took over the Florida, a large night club
in the vicinity.

The largest outstation was on a German owned cattle
ranch north of Seville. 161 Second Lt. Eichner was in charge. 162
Apparently on the same site but under separate navy control was
a naval n/F station under Lt. Comdr. Zeimer. lb3 Previous to
1944, there had been §ome wireless operators, probably intercept
people, in Tangiers. lb4 Whether they were subordinate to the
Madrid unit is not entirely clear. On the Canary Islands, there
was a aingle L.tercept operator, Jeschol by name, a former

l56From !/jrs. von Nida (1-49.3) Mettig (1096,7) also mentions Plank­
ert as finally in command. The "Planhart" on the previous page
is probably a mistake.

1571_105, 3.

1581_105, 3 and DF-g, 2.

1591 _105 , 2.

1601 _49 , 4. The "embassy" of the text is probably a mistranslation
See 1-105, 3.

1611_105, 4j 1-96. 7j DF-9. 2.

1621_96, 6. He is probably identical with the Eichsner mentioned
in 1-105, 4, as ~. outstandlllg enlisted man brought from Seville
to Madrid and commissioned.

1631 _93 , 7. This information is from the chief cryptanalyst of
the Navy cryptanalytic agency and is probably reliable. Mettig'B
statement that "the nava.l D/F station was controlled by the OIDl/
Chi" (1-96, 7) is, therefo're, not wholly accurate.

l64DF_9 , 2.
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Lufthanaa man. He was Ul contact with the Madrid station by
wireless. l o5 The air intercept statio~ at Barcelona came under
exclusive Air Force control in 1942. 166 Mrs. von Nida also
mentiona a Bub-station in the Balearic Islands and a large one
at Bordeaux (at'first at Arcachon).167 The Balearic station,
if it e~isted, was probably very small. The fact that the
large Bordeaux station is not mentioned in the Kettler report
mal:es it almost certain that Mrs. von Nide. .TaS mistaken about
its being subordinate to Madrid, or tg the OKW. ~'he station
was almost :~i:'tainly under the Al'llly.l 8 / ././

The S},a.nish netwo:'°k was a.pparently conducted without
the off:tcial approval of the Spanish government. Very elabo­
rate security precautions were taken to ?sep the work secret.
The perao~~el were encouraged to keeb to themselves in small
groups and to avoid contact even with other Germans ~1 Spain. 169
Married men might not be accompanied by their wives, and single
men were strictly forbidden to marry Spanish women. In January
1944, the Seville station was betrayed to the Spanish police
and had to be closed to avoid being raided. 170 About th~ same
time the intercept operators in Tangiers were expelled,l-r l
Mettig believes that the personnel of the Madrid unit were
interned in April 1945.

A clandestine relationship did, however, exist with
certain individual Spaniards, Borne of them highly placed in

1651_105, 3-4.

166I _49 , 4. cr. I-96, 7.

1671_105, 4.

l68see 1-76, 5 where the P~~y intercept operator Wer.ne~ Klett
mentiollfl his being assigned to Arcachon.

169This exclusiveness was well observed. Friedhelm Baechle, a
wirelesfl operator for the Abvehr in Spain, had only the vaguest
infol'mation on Geronen intercept actiVity there (I-6I, 3).

170DF_9 , 2; I-96, 7.

171DF-9, 2.
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the Spanish ,~'my.172 It vas the job of tvo Military Intelli­
gence (Abwehr) officials, Amberg snd Friedemann, to contact such
Spa.niards as ,wll as to take care of the economic side of the
un:!.t, doubtless as repr~3entativ0s of the We.I' Organization
(KriegsoI'ganisation). The only known case of Spanish military
cooperation with the Madrid intercept unit did not turn out
happily for the Germana. 173 ACCOI'ding to Mettig, contact vas
made vith the S~anish G640ral Staff regarding the, equipment
of the naval D/F station at Seville whluh had been closed in
January 191[4.' Colonel Sal'miento, Chief Signal Ofticer of the
Spanish Army, was persuaded to agree to let the equipment be
set up by Spaniards on Spanish military ground. Some of it was
then to be operated by Germani! for German pUI'!loses; the rest was
to become Spanish property. The equipment was delivered to
the Spaniards, but was never set up and never operated.
Appar~ntly, it remained in Spanish hands, tactfully expropri­
ated .171f

It is likely that around 19110 there 1:f8.S a plan to set
up a number of interservice networlcs in neut%'al ana Allied
countries under the control of OIGI/Chi.' Capt. Wadim Herold,
an,Air Force officer, told interrogato~s that he Was detached
to O~d/Chi in January 1940 and given a tour of the establish­
ment preparatory to being aent into the field as an intercept
officer, because OKW was at this time interested in establish­
ing stations in Bulgaria for the Al'my, Navy, and Air Force.
The ~avy refused to come in on the project. ,By the time Herold
arrived in the field at Varna (cover name Kommando Nordland),
the Air Force had eVidently already taken over the station.
But Herold said that it l;as "formerly part or the OKW complex".

172Mrs • von Niaa's assumption (I-I05, 3) that, because the von
JUdas enjoyed "friendly personal contact with the he8d of the'
Spanish intelligence service~ the Spanish authorities, as a
'Whole, kne1:T "'fhat waa going on" is too mfeeping and inconsistent
wi th the strictly enforced security meeaures, and with the t~.reat­

ened of the Spanish police against the Seville station once it
was betrayed.

l73Traffic obtained from the Spaniards seems to have been p~ssed
via military intelligence (the A~(ehr) rather than through the
Mad%'id station. On this traffic see below, p. 45

l74Metti8's story in 1-96, 7.
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The station consisted of 22 men, who wore civilian clothes.
There were five receivers. They covered air force traffic in
Syria, Greece, Rumania, and some ferry flights in the Medi­
terranean. Plain language was dealt with on the spot. Ciphe~

messages were sent back to Berlin; H~rold thinks to OKW/Chi.~f5
If true, this may be a vestige of former OKW control of the
station.

Mrs. von Nida speaks of other OKH
6
outstations at Belgrade,

at Budapest, at Vienna, and at Rome.~7 One may reasonably
doubt that these were actually OKW stations. It has already
been noted that Mrs. von Nida was probably mistaken about
the subordination of the station at Bordeaux. Foreign Office
cryptanalytic workers told interrogators that OKW had an
intercept sta~ion in Greecit8l77 One may doubt this also.
It is clear from documents that the firm and permanent
part of OKW's intercept structure consisted of the Treuen­
brietzen station, the Lauf statiQn with its subsidiary stations,
Sofia, and the Spanish network. I "(9

Control of Intercept was in the hands of the head of
Group I. The method of control is described by Mettig who
held this position from December 1943 until November 1944. 180
The Chief of OXW/Chi prepared a monthly report on the most
interesting links as he appreciated them from his knowledge of
the military and political situation. Doubtless, the regular
briefings he received from Military Intelligence (the Abwehr)
were the basis for these evaluations. A report from the
cryptanalytic point of view was prepared by Section IV (later
SectionV). On the basis of these reports, the head of Group I

l75I -65, 2-3.

l76I_l05, 4; I-49.

l77I _22 , 13. They also mention one in France (probably Libourne)
and in the Balkans (probably Sofia).

l78particularly DF-9 and the Kempf list of intercept stations
in T 1620.

l79see also the account of the cryptanalytic worker Beyreuther
(I-l?,O, 6) who said he worked on signals from Lauf, Treuenbrietzen,
and 'one place in BUlgaria". He also knew of an intercept system
in Spain which had been visited by Fenner and the head of the
Archives, s/sgt. Schaedel (I-150, 11).

l80I _96 , 6.
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made his decisions as to vhat l~s vere to ba covered and
then passed on orders to the intt:cept stations. A persistent
difficulty vas created by the heads of the language sections
vho demanded that only traffic b,ing currently solved should
be intercepted, "in order that the results of their vork vou1d
appear more effective." If ve cim believe Flicke. it must be
assumed that this careful systeml~f intercept c9ntrol must have
been 1ntr~duced aroundothe be::ring of 194}.1~~ Before that
time. the stl!l>tions seem to have d more choice of 1fhat they
'\fere to cover although it is . to believe that the situation
1fas as chaotic as Flicke impliest

Various outside organizatio s contributed traffic to the
OKW!Chi cryptanalysts. Of these the most closely rele.ted to
OKW/Chi from an organizational p int of viev 1fI!l>S the Ge1'llllUl
Re.dio Pef'ense Corps (Funldibew&c uns, abbreviated Fu) 1fhich
1fas also part of the OKW and '\fes I subordiDeted. like OKW/Chi,
to the Armed Forces Communications Group (Ag. WNV) hence the
abbreviation OKW/ Ag. WNV/Fu.ll:l2l Mettig describes the work
of the Service as follows: .

"In conjunction with the Re chspost, OKM/Fu gave permission
for transmission, distributed frequencies and call signs to
Army agencies, Government agencies and industries, and vas
responsible for the distributionlof codes. These matters vere
the concern of Gruppe I (Organiz~tion and Tactical employment)
and Gruppe II (Supply). Gruppe tIl uas responsible for ~T
security and as such controlled he agencies the.t enforced it."18}
Part of the work of' Gruppe III v s the interception of ~entsl

traffic. POl' this purpose it co trolled units of' its v~n and
also gave operational directives to the intercept units of the
Regular Police (Ordnunss~olizei) vho passed the intercepted
traffic back to Fu III.ll:l4 Ther vas a special unit attached

181se6 above, page 15 •

182se& I!l>bove, note 1.

18}I_1l5, 2.

184For further details on the in,ercept facilities and methods
of Fu III see 1-115. For the dirision of labor vith the police.
see 1-91, an interrogation reporF- of Robert K. H. Schlake. Brigadier
General of the Regular Police an Chief' of CollllllW1ications in the
Main ottice.
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to Fu IXI fo~ c~tenalyeia of ~gents' t~~ffic.185 but some of
the ~genta' t~ei'fic picked ~p fauna its uBy into O~J/Chi.
Mi11t~~y !ntell1gence (Abue~) lo~gaulzet10ns ~ fo~e1gn con~t~ies
conductes;d lix!.e tE\9P:L~g opeX'l\',tio:;ts iD, BoX'dee~. J,;J.sbon. lI1edX'id.
Sofi8. end .I\.!l.keZ'E'.).Bb The heG~s of O:r.ru/Chii·a special outstetiona
in N~~id and SofiG he,d some l~BiBon ~ith MiliteX'y !nte1ligence
(the AblJe~) on th::J matteX'. b\iit1 ectuel opezoe;i;!onEJ ~eX'a ellltiX'eJ.y
in the hexJ.de of I';!.iJ.itlU'Y IlllteJ.J~izance (the A1nY0~). The !ll2te?ia\l
~eB pBBsed diZ'ectly to the he~1 of 01U1!Chi oX' to Fennel' ~B he8d
ot oX'Y.!J·l;~lytic 'tlo7.'1c. !t d.1.Cllllot go. like OE'ilin8Z'Y int3~cepta.

thZ'ough Section!. Line inteX'~epts. ecco~ing to ~ett~g. fo~ed

about on0~tb.iP.d of the t~el'fic it'l08J.,".. u1.th by OIDf/Chi.1By This
egzoeu uHh tho KettleX' X'epoX't 101' SpX';l.ng JSl}!~ a;ccoX'd:1..lllg to uhich e
month:'.y eveX'e..ge of 36. (\80 UiX'3~S8 :'llsssegas (both plG'.in end elll«
cipheX'ed) end 12.330 line mess ~eB ueX'0 takelll fX'om d~UBZOY to
d1.W.e 191';4. It :1.13 Bv,:>;'pX'isU1.g . . t )£et·"J.eX' mcltad0s the line
mssse3siil in his xoepoZ't oJ: the eguleS' i.n'i:eZ'cept X'/;'om I'ec:U5.ties
"cent:':'ffilly contZ'olled by Ch:?. II I He l!il!Elt hEwe incll.'.ded the
rUlit~X'y InteJ.1:1.gence (AimahZ'), 1;1:\1,(1) 5.n.teX'cept seX'vicG 5.x2 th:J.s
ce;"egozoy. beceuGe thero 1.13 uo ~ViC!ence I'oX' 15_'2e inteccept uoX'k
on the Piss ol ~~y of the stations di~ectly Bv,bo~1nGte to
OK':J/ChL :

Of the otheZ' Germen signB~ intelligence agencies.
G03F'ing' s "ReGeeZ'chll

B1l.\."3QU agiI'.!l to lu:we m.iM!.3 the lugest coX!."
tX'ibu'Gion to OXH/Ch:l. i a X'8Xf tX' f1.c. Accoz>d1.ng to the KettleX'
X'eport. "X'e.theX' m.oX'e tlwn a th X'Cl" oJ: the totel tX'a.ffic heD.dled
by his cX'yptaneJ~tic B6ctioX!. 1~ the period J~~eX'y to June 1944

185This unit (Referet Vauck) fJ~llY beceme e peX't of OKl1/Chi.
See be10u. che.pt3X' XII. :

,

186Military Intelligence (the tbUehi:') elso pX'ocux-ed cryptogX'aphic
mateZ'iel through Bgents (I-127 5). See the case oJ: the coae pur<>
chasea fX'om the Hungeriana (Se, tion V C).

187I -96• 5. i

l88DF:-9• 2. DlozogeXlX'oth (=~11!~1. 2) ate-ted thet poa'.:;o?fice intsX'­
cepta hed gone to OKl:l/Ch1. 'l'lS may meen thet coples of meSSll',geD
h?2lded oveX' to the kostotfice (uhich contX'olled cables and tele­
gX'Bpha) uere passed on to OID1 hi. TheX'e ia. houever. no othSX'
mention of tX'effic from this s~urce.

I

!
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w s intercepted and handed over b-:1 the "Research" Bureau. 189
N~mention is made of any other German signal intelligence
se vice. In a list of sources of traffic dated 28 APril 1943.
ho ever. Kettler's predecessor. KemplAomentions the Foreign
Office as well as Goering's service. ~ Of the signal intelli­
gehce services of allied and neutral countries the Kettler re­
port mentions only Hungary. BUdapest. he says. contributed
about one-eighth of his cryptanalysts' total raw material. 191
In Ithe 1943 lists. however. Kempf mentions traffic from Bulgaria.
Ita.ly. Finland. Ruma.ilia. and Spain. l 92 The Bulgarian material
se~ms to have been passed on from the German station at Sofia.
Rumanian material was apparently handled by l/111itary Intelli­
ge~ce (the Abwehr) although it was to be separately handled, or
at least separe.tely IIIB,I'ked, after APril 1943. Spanish material
ha likewise been handled previously by Military Intelligence
(t~Abwehr). but was nov to be separately handled or at least
sep rately marked. The suggested source for this material is
the Spanish Signal Intelligence Se~1ce whose head was Rafael
Sa ento. This Spanish officer is e.lmost certainly to be
identified with the Sarmiento whom Mettig mentions as the one
wit~ whom the deal on the DIp equipment was made. He W!l:!3
apPirentlY one of the leading.Abwehr contacts in Spain. ~

The total personnel engaged 10 lot rcept for Group I
was according to Kettler "about 420" .19~ The personnel in
Spain and Bulgaria are not included in this figure. Perhaps
about 500 is a maximum estimate for the number ot people
dire!ctly engaged on intercept f.or OIDf/chi' s cryptane.lysts. For
the total accomplishment of the intercept organization, we have
the statistics for the period January to June 1944 10 the
Kettler report: in that period, the ~onthly average was about

189

Dr
-9• 3.

190T 1620.

191Di-9, 3.
192 .Be also mentions the German Armistice Commission at Wies-
baden, which doubtless monitored V1cltly traffic ,and Military
Inte11igence (the Abwehr) as German sources of traffic.

193s~e above v. ~2
194I -B9, 4.
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1-9(;, 15.

36,500 messages. It must be remembered, hovever, that at this
time the effect of the Allied bombings vas making itself felt.
It had been necessary to organize an emergency plan vhereby
intercept of important traffic could be svitched from one
station to another in case of local disturbances or air attack.
The emergency plan vas controlled by vireless from the fehr­
bellinerplatz, Berlin, ("here Sectlon VI vas located) .195 In
ddition, Kettler complains of breakdovn of teleprinter com­

ications "ith Libourne, Madrid,2- and Sofia, "especially since·
he beginning of the invasion" .190

Less is knovn about the second intercept system, vh1ch
ad its main sta~lon at Ludvigsfelde, and branch stations at
oenigsberg, Gleil-Titz, Muenster, and Husum. 197 The material
tercepted was conveyed from both Ludvigsfelde and the branch

tations to the Fehrbellinerplatz in Berlin. The technician
charge of intercept equipment was Graduate Engineer Salz-

b • Mettig says that, as a result of his efficiency, Lud-
v gsfelde vas particularly vell equipped. There vere 80
r~ceivers here. LUdwigsfelde vas completely destroyed by air
a tack on 2 January 1944 and vas not back in operation until
a tumn of that year. It vas, therefore, out of operation for
t e entire period covered by the Kettler report of June 1944.
D spite the fact that the main station "as not operating,
K~lttler states that the broadcast intercept system kept up a
m thly average of 7 280 press reports and 7,340 radio tele­
Pine transmissions (average durat1Qn 20 minutes) during the
pe 10d from January to June 1944.l9~

The general impression derived from the Kettler report
an the remarks of the Informants is that the great bulk of
the material picked up by the whole intercept system of 0KW/Chi
va4 either ordinary Morse or ordinary radio telephone. To be
su , the commitment of Ludwigsfelde and its associated stations
in luded "enemy multiple Morse transmissions n, but in general

19 1-96, 6; DF-9, 2.

19 F-9, 2.

197
fF

-9, 2;

1981J>F-9, 2.
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t is clear that the signal officers who controlled OXW/Chi
ere interested in efficient administration rather than in
xperiments or attempts to expand into ne'l:!' fields. This is
oubtless what Buettenhain meant when he said "OXW/Chi itself
as not concerned with intercept problems."l99

OKW/Chi had, apparently, no facilities for intercepting
audot. Buettenh&in had seen some Baudot tratf'ic, and this
ad come trom the intercept station at staats. This station
as conducted. by the Reserve Army and was subordinate to a
Bction of' the Army Ordnance Testing Department 'l:!'hose work was
he development ot Signal Equipment. Staats also picked up
ultiplaxA Duplex, and Verdun transmissions and passed ttl~~ to
XW/Chi. 2vO It was in operation since before the war, but its

gbOrd1nation indicates that the chief mission ot the statlon
as the development of equipment rather than operational inter­
ept. It does not seem to have passed on any considerable
ount ot III&terial to OKW/Ch1. It is mentioned neither in the

empf list nor in the Kettler report as a source ot traffic.
The only elaborate attemp~ to develop intercept facili­

ies for special kinds of transmission 'l:l'ere made late in the
ar. They we~e not directed by OKW/Chi and, as far as can be

discovered, OXW/Chi had no particular interest in them. The
oving spirit behind these attempts was Col. Randewig, an

officer who had been engaged in signa12~telligencework for
the Army on the western front in 1940. He was impressed
with the need for a large, centrally controlled intercept
organization, staffed with at least 3000 technicians. For
two years (1940-1942), he addressed a series of memovanda on202the subject to the Chief Signal Officer of the Armed Forces.
He held various signal assignments but never had a chance to
put his ideas into operation. In August 1944, he 'l:l'as made
responsible for all questions concerning wireless in connection
With rockets. 203 Since retaliation was feared, this mission

199I _31 , 19.

200I _31 , 19.·

201See I-68. Other activities of Rande'l:l'ig are mentioned in
I-47 and I-98.

202I _68, 4.

203I_68, 5.

•
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eluded keeping a watoh for enemy transmissions vhioh might
b oontrol beams or signals for rookets. In November 1944,
R devig was given the title: Armed Foroes Signal Commander
f r Speoial Employment No. 700 lWehrmaohtnachrichtenfuehrer
Z Besonderer Verwendung 700).204 As suoh. he was ohief of
a unit oonsisting of a staff of teohnioal speoialists and
1 aison offioer from the Army. Navy, Air Foroe, Waffen 55. and
a out 300 men. The unit was direotly subordinate to the Chief
5 gnal Officer of the Armed Forces. Its original mission was
t stUdy remote control and remote jamming and to devise counter­
m asures for enemy attempts in this field. Since this mission
i volved work &long all wave lengths. the unit acquired the
a ditional ta~k of covering all gaps in the German intercept
s heme. including particularly the centimeter and decimeter
w ve lengths. which had been completely ignored by all German
i tercept organizations. To accomplish this the unit bad at
its disposal the following three intercept stations:20~

Husum, midway between 5chob{\ll and Husum town. By means
o an interoe~t receiver coupled to a sound film recorder
(T nschreiber) this station pioked up a considerable volume
o un en ed traffic ranging between 30 and 60 kcs. It
W hoped that further study of this traffic would reveal
it nature and origin. Radar impulses were also picked up
wh oh Randewig believed would be useful in developing radar
co ter-measures.

Kahle Asten (on a hill near Winterberg overlooking the
Ru r). This station speoialized in attempts to pick up Allied
decimeter traffic. Electrical disturbances during the brief
pe~iod the station was in operation rn-~de it impossible to
ob ain any positive information.

Feldberg in the Black Forest. Nothing is known about the
ac ivity of this station.

Randew1g"s intercept activities came too late to be of
an practical importance.

20 That this is the correct title is established by a find of.
so e German mon1toring pro-formas addressed to Wehrmachtnach­
ri htenfuehrer 700. T 3366). In 1-68. Randewig is called
He~esnachr1chtenfUehrer.lZBV 700 on p. 4 (although he operated
fo the Wehrmacht rather than the army alone). Wehrmachtnachrich­
te uehrer onp. 5. Hoeherer Wehrmachtnachtrichtenfuehrer on
pa e 1.

I

20
1-68. 5.



3560827 ..

7

8

9

Paragraph

. . . . . .. .

. . . . . . . . . . . .
Cryptanalytic Research, Security and Developlli0nt

Miscellaneous Operations • • • •

Chapter IV. Operations

Practical Cryptanalysis.

1. Practical cr~tanal~. In a sense, Fenner's lingUists
~ere the core of oKW}c i. TnIS-unit operated ~ much the same

E
y from the beginn~g. It seems to have represented the original

erman idea of a highl~vel signal ~telligence organization. The
iding pr~ciple beh~d its operations seems to have been to

~upply a steady stream of intelligence by breaking codes and
~iphers which did not offer a very high degree of resistence to

i
ryptanalYSiS and by furnishing translations of clear texts
o obtained and of signals orig~ally sent ~ the clear text.

. nnovations such as the ~trodl1ction of a IllB.thelllB.tical research
ection and the late attempt ,~ reorient the whole organization
owards cryptographic security rather than intelligence seem
o have had little effect on this group. Fenner apP~!ls, ~
act, to have been hostile to Gimmler's innovations.

a. "VN's": The f~al product of the linguistic section vas
he translation of decoded traffic. These translations were
aIled "VN' s", or "Verllissliche Nachrichten", "reliable reports".
large number of these VN's have fallen into TICOM hands. They

re all typed on form sheets headed by a large VN and classified
"Gehelme Kommandosache," the German classification for "Top
acre IllB.terlal. MissirlZ groups and garbles are ~dicated by

dots, doubtful groups by dots underneath the translation. We
told that dubious translations were enclosed ~ parentheses

d IllB.rked with question marks and that free translations
re sometimes §ccompanied by a literal translation in brackets
necessary.21J The date of the message and the date of publi­

tion are ~dicated. No evaluation was done by the2!~ctions
d no reports vere written. As we have seen 8~ove, the

2 2IF-167, 7.

2 31-84, 6.
2 4

.p 1 S.
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completed product was passed on to von Kalkstein's evaluation
section. Here material judged to be of no importance was put
aside and the rest routed to authorized recipients. The principal
recipients we~e, of course, Jodl, the Chief of the Operations
Staff of the Supreme Command of the Armed Forces (Chef OKW~'ST.);
eitel, the Chief of the Supreme Command of the Armed Forces

(Chef OKW); and Hitler. We know that Friedrich, the head of
he Air Force Signal Intelligence Service,received the VN' s215

d it is likely that this courtesy was extended to the heads

;

f the Navy and the Army Signal Intelligence Services also.
ithin oxwlchi itself one copy went to the Archives where it
as available to the members ot the research section and one
opy to the llUlgUage Bub-section which had produced it. Here
t was used in compiling lists ot cribs and for s1m11ar pur-
oses. The total number of copies ordinarily distributed is
ndicated by the tact that, "for a long time," thirteen
opies were pl:'epared, "later on," more copies were prepared
d for this purpose stencils were cut. The recipients are

aid to lBIe kept the VN' s and handled them in the same way as
yother "Top Secret" document. 2l6

Captured VN's in the possession of TICOM represent the
raffic of twentynine countries. Most of the messages were

om the Foreign Ministry ot the country in question to its
presentatives in the various national capitals, or vice versa.

some cases the correspondents were two such representatives
ay from home, Some of the messages were signed With the name

the orlg~tor; some were signed "Foreign Ministry"; and
y were unsigned.

With respect to content, the captured VN's can be roughly
c assified as follows:

Diplomatic household affairs such as personnel moves,
exchange of stranded personnel through neutral countries,
requests tor jobs, moves of embassies into new quarters;

Requests tor passports and visas;

Press reports;

Non-press reports;

Commercial and shipping arrangements.

21 I-13, 6.
21 I-84, 5.
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It can be assumed that the German High Command had little
interest in such housekeeping problems of the diplomatic
stablishments as are represented by the journey of one Leon
vy from Algiers to Paris to fetoh the archives. 2 empty mail-

ags. and the typewriter.
The requests for passports and visas. which take up much

space, were probably likewise of little interest to the OKW.
less it happened that the request came from a person of

nternational importance.
The press reports are merely resumes of what the Germans

ould very well read for themselves in the papers.
The non-press reports, on the other hand, could conceiv­

ly have borne some interest for the Germans. Topics included
rmation of new oabinets. situation on the battle and home
onts, morale, and impending or aooomplished politioal moves.
few examples of noo-~ress reports from captured VN's follow

Brazil No. 151421'(
Ankara-Rio
19.9.44

The Vioe-president of the National Party has been
appointed new Foreign Minister. This appointment is, it
seems to me. signific~!~ of a striving toward a closer
approach to Russia, whose advance in Bulgaria is growing

~:~i~ ~~e~~o~~laurkey.
Ankara-Rio
29.9.44

The sudden departure of the Anglo-American Military
Mission from Sofia upon the demand of the Russians has
caused animated perturbation here. This appears to be
the first conflict of interests betwixt the Russians and
the Anglo-Americans. In Turkey, public opinion is disturbed
by the attempt of the Russians to proceed in the Balkans
without any control and to exclude any influence. no
matter from Wha~l~uarter or in what form.
Brazil No. 1703 '3
Stockholm-Rio
22.8.44

The arrival of Keitel in Helsingfors. concerning Which
silence was kept up to now, was announoed today for the fir~t

time. It is certain that this third visit of Nazis brought

217T 791.

218'1' 79L

2l9T 791.
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a result quite opposite to that of the other two; for
Mannerheim did not allow himself to be impressed either
by the usual threats or by any kind of promises. Many
believe that this firm attitude strengthens the prestige
of the Finnish President with the Soviets in connection
with the peace negotiations reported in my telegram of
yesterday. However, the first impression in Moscow of
Keitel's journey was ~~5Y bad.
Brazil No. 309 or 319
Ankara-Rio
5.10.44

The new Thrace-statute imposed b1 Russia without
previous announcement and (discussion) negotiations has
called forth in Greek circles deep indignation and ,among
the Allies great suspicion and not groundless fears. It
is not known here what the English reaction will turn
out to b~. However, Turkey sees its European frontier'
seriously menaced by the Russian troops.
Chungking-China No. 1300221
, • • - Chungking
13.9.44

The reason for the visit of the Vice-minister of the
Interior to consul Hou was ••. and the meeting at Quebec.
This time he informed Consul Hou as follows:

The reason for the discussions of the two statesmen
Churchill and Roosevelt concerning problems of English­
American conduct of the war is said to lie 1n the necessity
for sending new contigents of troops to • • • Churchill
and • • • will confer on the preparation of further con­
tingents of troops for landing in the Netherlands Indies
or the S9~~ Islands. The fleet movements are to be
accelerated, even though it appears as if the European
war were more pressing than the war in the Pacific.
One Japanese message in which the Germans would undoubtedly

hav~ been interested was, unfortunately for them, solved just
10 onths late. Intercepted on 10 December 1943. it was marked
"So ved after delay" end issued as a VN under date 11 October
194. It was sent from Moscow to Tokyo and contains over five
pages of annual report for the year 1943 on the situation of
the oviet Union. Such topics as the German-Russian front,
Russ an home-front mor~le, and Russian foreign policy are
trea ed in some detail. 22

7,,-,
~......

788.

803.
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Among the messages dealing with shipping and other com­
ercial matters. ones such as the following may have interested
he Germans:

Brazil 1704223
Rio-London
23.8.44

The Economic Office for Sugar and Alcohol approves
the extension of the international agreement for two years
and deems it SUitable to ask for an increase of the quota,
which of course could not be used at once. but would afford
greater assurance in planning; for • • • increased during
the effective~~ns of the London agreement by 25~ • • •
France No. ? .
Washington-Paris
19.10.44:

Sodium Cyanide. For Import and Production.
The' situation here is very critical. Before the war

the United States was the principal customer for French
sodium cyanide. The War Production Board inquires whether
France is at this time in a position to supply a certain
amount to the United States. Please answer by telegram.
DeGaulle-France No. 740225
Madrid-Algiers .
4.9.44

. The st,,'t>."!I'_r' "Sac II" Sailed this morning. 4 september,
from Huelva bound for Port Lyautey with a cargo of 4,601
tons of pyrites.
The follOWing messages are presented as miscellaneous

material which ma~ have interested the Germans:
Brazil 324220
Ll'sbon-Rio
20.9.44

On the basis of the instructions issued by Minister
Aranha in the telegram of 28 July I yesterday gave Dino
Grandi as remuneration for his work the sum of 24.600
escudOS, equais 1.000 dollars. I had received this sum
from our clearing-house for this purpose. Dino Grandi
hailed the Brazilian Government in words of acknowledge­
ment.The text, which was handed out to me, I shall
send air-mail.-

223
T

_
79l

224
T

_
782

225T_782

226
T

_
791
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Chile No. ? 227
Washington-Santiago
7.10.44

The Government of the United states has granted to
the Military Mission the following war material: 12
howitzers ••• with 9,000 ••• , 24 machine guns caliber
}O with 50,000 rounds, 48 anti-tank cannon with 9,000
rounds, 500 gasoline tanks • • •
Directives as to what systems were to be attacked came to

nner'from the ~"ad of OXW/Chi (Kempf, and later, Kettler).
~e head of the service was in turn, as we have seen, briefed
~¥ Military Intelligence (the Abwehr). From what little we

ow, liaison was, at least from the cryptanalysts' point of
iew, not very satisfactory. Neither Military Intelligence

(the Abveh~) nor-Oddly enough - the heads or OKW/Cb1 seem to,
ave had an'adequate idea of the difficulties faced by the
~ryptanalysts. As a result,-directives always came too late. 228
liuettenhain remarks that Kempf had requested that an American
~trip system.be broken by a particular Sunday. By a great
~troke of luck the system was broken to meet the deadline.

j
b1S caused the operational personnel some concern, "because",
s Huettenhain said, "they were always afraid after ~~tlt he ,
Kempf) would expect systems to be broken to order. II ':J

When Mettig was a~ked point blank what was the2gneatest
ryptanalytic achievement of OXW/Cb1, he hesitated. ;', It

~ecame apparent that OXW/Chi had not achieved any outstanding
oryptanalytic success. Nevertheless, Fenner's group, aided by
~he research section, did acb1eve a series of minor successes
and kept a steady stream of intelligence floving to their
~uperiors. During the period from January to June 1944, as,we
are informed by Kettler's report, Fenn2sis linguists produced1monthly average of about },OOO VN's. It may be noted in

j27T_789. •

j28I _84 , 3.

j29I _84 , 5.

}OI_Hl, 2.

3l DF-9, 3.
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passing that during the same period SSA reported a number of
completed diplomatic messages which averaged 3,700 per month.
arlier, it may well be that OXW/Chi's output of VN's vas

greater, because during the period for which we have the report
the effects of the Allied air raids on the German cities vere
beg1nning to be felt. OXW/Chi had been bombed out of its
re~lar q~~ters in the Tirpltzufer section in Berlin in Novem­
ber 1943.'c During the period covered by the report, Kettler's
crypto-linguists were working in temporary quarters, unheated,
and in many cases without doors and windows. 233 In 1944 the
number of crypto-linguists engaged was about 320. It is
probable that this number had declined from a peak reached
about 1941. Kettler in his report refers ta a combing out of
able-bodied personnel for active service. 2)

Fenner's linguists, it will be recalled, were organized
into desks according to the language used in the material att­
acked. What we know about their work in detail can best be
arranged according to the language in question. When Mettig
was asked the embarrassing question about OXW/Chi's outstanding
cryptanalytic achievement, he was able to point out that from
an intelligence point of view the Turkish section perhaps made
the most important contribution. He also mentions P~~lsh

traffic as having proved important for intelligence. ~5 This
was confirmed by Kettl~r's report, where Turkey and the Polish
Government in exile were mentioned as fruitful sources of 236
information. To these he adds the United States of America.
b. Turkey: 237

The Turkish,desk in OXW/Chi consisted of about ten, ~eop~e

232I_~05, 2.

233DF _9, 4.

234DF _9, 4.

2351_128, 3.

236DF_9• p. 3.

2371_1, 20.

56



DocrD:

and eems to have been headed by Specialist Dr. Locker. 238
Beyo d the fact that the achlevements of this desk were very
val able, we have no iDrormation about what systems were
broen. Scherschmidt, who was in charge of Turkish crypt­
ana ysis in the Foreign Office Cryptanalytic Section (Pers
ZS) said that the bulk of the work on Turkish Military Systems
was done by OKW/Chi. Despite the fact that he had a low esti­
mat of their ability as linguists, Scherschmidt believed OKW/
Chi had considera~l~ success, particularly with Turkish
mil tary systems. ,~
c. Poland:

The Polish desk ha~40wenty people and was one of the
lar est language desks. It was headed by a civil servant
nam d Berndt.24l The main success of OKW/Chi in the polish
fieid was attained against an enciphered four-figure code
use~ by the London Governril",Lt in Exile. This system was
fir t attacked and solved by Huettenhain's resea2~~ section
tow rd the end of 1942 or the beginning of 1943. It was
worked on continually and changes in the system were followed.
Weber ~entions having worked on the material in the spring of
194~,2~3 Kettler in his report of spring '44 mentions the
sol~tion of a Polish cipher as one of the outstanding crypt­
analytic achievements of his organization. This cipher was
prdbably one of the variations in the system under considera­
tidn. By 1945, twelve different stencils2~d a large number
of enciphering tables had been recovered. In the attack

23 Thus Beyreuther (1-150, 3). Mettlg (1-96, 3) says a Lt. Dr.
Ke was head of the desk and Locker his subordinate. Trappe
(I 123,3) puts Turkey, Greece, and Persia at a desk under Min.
Rat Seifert and Dr. Locker. Scherschmidt of the Foreign Office
CryPtanalytic Section (Pers ZS) (1-103, 3) said Locker was head
r:t'!the Ox.w/Chi Turkish desk.

23 1-103, 3.

2\1-150 , 3.

24
61

- 96 , 3; 1-150, 3; 1-1, 20.
24JSee 1-31, 20-21.
231_124, 3.

2 41- 118, '}'.
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Trappe (1-123. 3) and the Foreign

o the system. Huettenhain's people used 8 specially developed
d'yptanalytic device ca~4ed the Witzldste ("Brainbox") and also
0finary IBM machinery. ~ The syptem was referred to by ,some
i ormants as "Military Attache".2~6 by others as"Diplomatic". 247

The most valuable intelligence results from Polish traffic.
h vever, vere obtained through the pree.ldng of the traffic
b~tween the underground organization in Poland and its govern­
mEfnt in London. This traffic was said to have been particularly
valuable during the period immediately preceding the Normandy
invasion. All wireless traffic from England was banned, but 248
ttle traffic of Polish agents to England continued and vas read.
Mdst of this 'traffic seems to have been in a five-figure system.
T~e original break was apparently made not bf ~KW/Chi but by the

ents Section of Inspectorate 7/VI (In 7/V1). 50 Once the
b ak had bee~ made, however, the traffic proved to be so
va uable that in the autumn of 194} a group from The Agents
Se tion of In7/VI vas transferred to the Polish desk of OKW/
C where it worked as part of the organization. The trans­
1a ed clear texts were published as regular VN's and given an
ex~remely l~ed distribution. The traffic itS~~t was inter­
certed by the OXW/Chi intercept station at Lauf.
d. U.S.A. and Great Britain:

The precjs~ organIzation of the attack on the traffic of
th, English-Speaking Allies is not quite clear. Mettig
stated that there was a special desk for U.S.A. and that this
desk vas headed by Senior Specialist Rohen. British traffic
vaS sep8~3tely handled by a desk under Senior Specialist
Roiter. 2 :;J2 All the other informants, hovever, put both '
Great Britain and the U.S.A. in a single desk headed by Rohen. 253
, I
2451-31, 21.
24 '

y Huettenhain in 1-118.

24 , Y Weber in 1-124.

248f-115, 9.

2506ee below \\J1der "Agents' Systems"., I "
2511_115, 9.

2521-96, 3.

253~o Beyreuther (1-150. 2).
Off c~ people (1-1, 20).
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From Trappe. who knew the situation in 1938.

1-1, 30.
2

Tfds was a large sect~on containing forty to fifty people. 254
Rptter was apparently a cryptanalyst of ~g~e experience. He
had once hea~eg the Czechoslovakian desk and later the Bul-
gi'~ian desk.? It may be suggested that the~e was actually
o e desk for England and the U.S.A. and that Rohen was the head
o it. Since success with U.S.A. traffic vas much greater
than success with English traffic, most of the personnel were
probably employed against the U.S.A. It is possible that
Rotter headed a small research group engaged, perhaps unsuc­
ctssfullY, on some of the English systems.

W~th high grade American machine ciphers, OKW/Chi had
n9 success and seems to have made very little ef~s,t. Huetten-
h,in knew nothing of the "big American machine" • He apparently
~d never concerned himself with American diplomatic machine ..
ctphers. No work was done on American enciphered teleprinter
t~affic. Huettenhain stated that he had never seen any such
t*affi~5295 OKW/Chi's work on the American Hagelin is mentioned
b~low. Hagelin was, of course, never a practical problem
for OKW/Chi since it vas never emP.o~d for diplomatic traffic.

I The leading German success b. the .~erican diplomatic
f~eld was the reading of the American strip systems. We know
that the American strip system (0-2) wa~ 5ead by the Foreign
Onfice Cryptanalytic Section (Pers ZS). 6 Whether this is
t~e same system mentioned by Huettenhain as having been broken
at OKW/Chi is not knO'Wll. The story told by Huettenhain - that
KSPlPf had ordered the section to bres:f an American strip system
before a certain Sunday and that this was done, much to the
C sternation of the personnel who feared that after that he
w ld expect systems to be broken to order - does not state

2 1-123, 3.

25~I_l, 20.

211-84, 6.

2 lI-31, 19-20; 1-84, 6.

25rsee Chapter IV.

26 1-89.
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specifically which American strip system vas meant. 261 In any
case, OXW/Chi deserves credit for the development of a crypt~
analytic machine vhich facilitated the l'Elgular bNaking of the
traffic once the 1n1tial break-in had been )~~de.2b2 . Huet­
tenhain says the break-in l:fas obtained througn mistakes in thl'l
se of the system and that there vas no physical compromise. 2b3

~o German agency read American strip systems after the intro­
~uction of channel el1m1n~tion.
\ For a short time, se,,,, sort of American military attach€
Fraffic seems to have been read. Huettenhain says this vas
emergency double transposition but he was not sure, on thinking
it over, whether this was British or American.2~ Mettig had
a vague recollection of the matter. He described the system as.a military attach€ system although the sender was not a military
~ttache. .The traffic was betwee~6~ashington and North Africa.
He thought the system was M-209. Rave, who, it vill be
*ecalled, was a minor light in the Japanese section and vho
qannot therefore be taken seriously as the other two l:fitnesses,
Had heard some vague rumors of the breaking of American mili­
~ary attache traffic. He2tbought the system in question vas
~ book with encipherment. o~ The most likely conclusion from
these contused remarks 1s that an American military attach€ .
dpuble transposition used in Cairo sometime during Rommel's
campaign vas read by anagremm1ng two messages of identical
length. ·The evidence is so contradictory and confused, hOQ­
e~er, that the matter must remain very doubtful. It is a case
where the prisoners I :'!~m;)l·y failed.

\ In addition, an unenciphered code of about 100,000 groups
i~ use since 1926 vas read. 269

2151 4I 1-8 , 5.

2~2r-31, 4.

2131-2, P 2; r-84, 5.
264\ 1-31, 9. See belov note.

26rr-lll# p 2.

26rI-22, 8.
269r _31 , 9.
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The U.S.A. desk of OKW/Chi also broke a code encipherment
system employing twenty-letter alphabets.27~ Weber said that in
June or July ot 1941 he and a crypto-linguist named Teischmueller
worked on a United States diplomatic five-letter system to which
an encipherment using seven. to ten alphabets tlas applied. Dif­
ferent alphabets tlere used tor the odd and even groups. Weber
did not read the system and whether it was read later we do not
know. 272

There is no evidence for high-level success against British
systems. A Typex machine captured at Dunkerque was on display
at OlGl/Ch1. T~111 machine lias without rotors and no rotors 'tlere
ever obtained. /j The OKW/Chi prisoners could give a reasonable
accurate desoription of the machine but they were not sure how .
many rotors tlere actUally used. 274 Carefully questioned on the
SUbject, they were emphatic 1n th41r statements that it had
never been sOlveg~5either by OKW/Chi or any other Ge~ crypt­
analytic agency. '

There is considerable evidence for successful work on the
British Interdepartmental Cypher. The book was captured in
Bergen, No~ay, and OKW/Chi collaborated nth 'the Navy and
Air Forces in solving the encipherment and reading the traftic. 276
The rest of the evidence is largely ne;';'ltive. Mi8BHagen, head
of the English desk in the Foreign Office Cryptanalytic Section

2711 31, 5;

2721 124, 3

2735ee I 161, 4; I 31, 11; I 66, p 3

2741 31, 11

275An unsuccessful effort was made to trap Huettenha1n and Mettig
on this point. At the conclusion of the interrogation, even
the most skeptical of the interrogators tlas convinced that
they tlere telling the truth. See I 161.

276see I 22, p. 12; I 119, 4; I 93, 4. Mettig (I 111) is pro­
bably mistaken in his statement that OlGl/Chi did not work on
the Interdepartmental Cypher. Huettenhain (I 31; 11) simply

, said he knetl nothing about it, so that it had not been re­
tc!'red.. to the research section. The linguists may have \forked
on it unaided.
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(Pers Zs), said she believed that OKW/Chi was not successful
with British diplomatic ciphers although they were attempted.277
No work was done by O~'/Chi on India-Office traffic, British
Commercial or Bank of England systems. ~'8tenhain said that no
English systems had beE~~ read since 1943.
e. France. Belgium. Netherlands:

At the beginning of the war OKW/Chi detached Huettenhain
to the armies on the Western Front for the purpose of working
on French high-level ~llitary traffic. ·This traffic was probably
assed between the Ministry of War and the Southern Di~trict,

later between the Ministry and all important commands. 7~ The
ersonal file in T-1620 contatns two letters written by Huetten­
ain to Fenner during the time of his detachment. From these
etters it is clear that Huettenhain was wholly successful. The
raffic was read up to the end of October 1939 and leads were
pparently given for continued reading. The military authori­
les were pleased with Huettenhain's work but Huettenhain made
t clear that he could not have been successful without pre­
iminary work in reconstructing French books done by Trappe and
thers at OKW/Chi before the outbreak of the war. Towards the

I3nd of the war the Frsnch desk was headed by ~afllor Specialist
Mueller and consisted of about twenty people. Huettenhain's
II.nterest in the primitive French form of the Hagelin, the
P-36, !m~ in the more c:ompl1cated French cipher device, the
13-211, was an indics.tion that some of the traffic in these
systems was perhaps dealt with by this desk. This desk may
have assisted with the supervision of the Vichy French traffic
hich was under the direct control of the French Armistice
ommission at Wiesbaden, but we know no details of this work.

77I -27.

j?78I-31, 6. Huettenhaln adds as an exception: except "a
:pouble Transpoaition sy·stem••• lrhere the same key length was
~sed on both cages". This may be a confusion l1ith the American
fllitaryattache system discussed above.

F91-3l, 5.
~80
I 1-96, 3; I-150, 2; I-123, 3; I-l, 20.

281See below, Chapter IV.
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Of successes against the other western allies, we can say
D~ly that prior to the fall of Belgium a Belgian desk existed
1-\1 OKW/Ch1.2ts2 Since the division of labor with the Army does
n9t seem to have been so rigorously carried out in the early
d~ys of the war as it was later, it is possible that this desk
h~d something to do With the reading of the Belgian military
t~ree-figure code enciphered by substitution tables. In any
case, th12 system was read. No Belgian attache systems were
studied. 2ts3

I At the ou~g~eak of the war there was a desk for Nether-
lands traffic. Of the work of this desk we know nothing.
f·1 Russia. 8

The ~M~Bian desk was under Professor Nowopaschenny.2 5
Wendland, the head of the practical cryptanalysis section,
(Section v) was also interested in Russian. It is known that,
asl early as 1934, Nowopaschenny was connected With the Cipher
Section, and was interested at that early date in Russian
problems. At that time, Russian military traffic was being
worked on. During the war, the Russlan section was small, and
itlseems to have been able to accomplish nothing. Mettig stated
definitely that Russian diplomatic traffic was enciphered with
a one-time pad and was never read. Traffic vas intercepted 287
from time to time and tested, but the desk never had any luck.
The Foreign Office People said that up to the time of Stalingrad
the Army had read a Russian diplomatic system based on a one­
tinle pad. 2tltl They were probably mistaken. The system read was
almost certainly a military system. We know that such a system
wa~ read. A diplomatic system would not have been handled by
the Army.
': \ .

282I-36. 3.

2fJ3~_3l, 6.

284~_36, 3.

285~_96, 3; I-123, 3.
286 1

Beyreuther was l however~ wrong in considering him head of
the \Russian desk ,I-150, 3J.

287I_96, 14.

288i_2~, 15.
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g. YU~OSlavia:
T 'E, l':ioslavian desk was headed by Principal Specialist

Wendland, who Beems for a time to have been assisted by Senior
90Specialist Ballovic.2~9 The desk is said to have been small,~

and we do not know precisely what it attempted or accomplished.
Buggisch ~tfted that OKW/Chi attacked the systems of Mihailovic
and THo. 9 However this may be, it is known that the Army
also worked on these systems. 292 What the division of labor
was we do not know.
h. Japan China, Manchukuo:

The ~apanese besk was headed by First Lt. Adler and seems
to have consisted of about fifteen people. 29) Five members of
this section were interrogated, and we have a fairly complete
picture of its accomplishments. Tne follOWing Japanese systems
were read: 294

(1. ) A two and four-digi t code '..lUUn;:.iphered, known2&1i
the LA Code. Another informent adds the GA and IP Codes. ~?

(2.) The KOKOK Code.29b Thi3 was a two and four-letter
code transposed on the basis of a repeating nineteen digit
keyword. This system WgS solved up until the time it was
dropped on 1 January, 1942.

289I_96, 3; I-123, 3.

290I _l, 20.

291I_58, 7.

292I _69.

293I _96 , 4i I-123, 3. Beyreuther, who was a member of the section,
mentions 14 names (I-150, 4). This is, therefore, a minimum
number. The Foreign Office people simply refer to a "largish
group" • (I-l, 20).

294The following list is based on that given by Reinhard Wagner,
a member of the desk in I-90.

295Beyreuther (I-150, 8.).

296Called KAKAK by Beyreuther (I-150, 8). The system was worked
on by the Research Section (I-3l, 8; I-3l, 5; I-118, 7).
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(\,

(3.) FUJI, a transposition by means of a transpOSi29eD
square with nulls applied to ~ two and four letter code. r
Th1s system was read lUlt1~ it ended in August, 1943. It was
broken in a very short time by the use of special ap~ar~t~s

designed by the research section and operated by Weber. 90
New traffic could be read in less than two hours with the aid
of this machine.

. (4. ) The sl1ghtly more complic~tfld system which succeeded
~FUJI in January, 1944 was also read. ~~
: (5.) A four-figure basic code with 1,200 values enciph- .
:ered by an additive book of 400,000 values.
. (6.) Various commercial codes, each of Rbout 10,000 values,
enciphered by transposition. For example: Ali~\J, a three, four,

,six-letter code; ETOAV, a six-letter code; AMNU}~, a five-letter
:code. The enci~hering processes were indicated by letters
eIFOL or VEVAZ .-'00

(7.) ABABA BOBOB ODCDC. This system was excluslvely
lemployed in the Far East and consisted of a very primitive
basic code ·:,_'~iphered by transposition. It was not read after
New Year f 1944, because interception became impossible.
: (8.) A system used by Sato, Oshima's counter-intelli-
gence man, to pass messages which Sat6 did not wish to come to
the attention of the Ambassador. For each letter of the alpha­
bet two digits vere substituted. The resulting text was then
enciphered by a repeating additive of ten figures which never
changed. '

(9.) A machine which apparently consisted of two encipher­
ing wheels, one with six letters of the alphabet, the other with
the remaining twenty. This system was read until February, 1939.

297see also 1-31, 8· 1-84, 5. This is probably identical with the .
Kennwort (indicatorj code mentioned by Rave (1-22, 8) and Beyreuther
(1-150, 8).

298The apparatus was.called the B1grammsuchgeraet lithe bigram­
searching machine" (1-31, 4). Weber himself sa.ys traffic three
to four days old was read (1-124, 3).

299weber denies that any success was obta.ined with "new Jap
systems" atter August 1943. Weber may not be a. relia.ble informant.,

3001_31 , 8; 1-150, 8.
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It was originally broken, however by the Foreign Office
Cryptanalytic section (I'ers Z8) .361 Atter 1939, the machine
was replaced by another machine, and this second machine was
never broken by any German cryptanalytic agency. 'When the
Army cryptanalyst, Steinberg, who had worked on American
machine systems, was transferred to OKW!Chi in November 1944,
he was assigned the mission of attacking the Japanese mac~~.

To ass1st him, Steinberg had only one or tvo enlisted men.
It was determined that, like the old machine, the nell machine
enciphered letters in two groups, a group of siX and a group
of twenty. The lIork, hOllever, lias interrupted by theead of
the war, and no traft'ic in this system was ever read."' 3

No Japanese Mi11tary Attach~ systems, e1ther Rikugun or
K&1gun., l!ere ever read, although they lfere attacked at v&r10us
timSs."'O Buettenhain hlmselt' investigated them in 194}. In
1942, a very favorable opportunity offered itself when the
Germans passed the details of certain book recoveries to the
Japanese. These details were passed by Hayashi to Tokyo in the
Military Attache system. Despite the wealth of cribs offered
by th1s}~50cess, the Germans did not succeed in solVing the
system. :

Adler's section also lforked with Chinese, although not
many people vere engaged on th1s.3080 Chinese systems vere ever
referred to the research section. The only clear success
we are certain of was lIith the Chinese Mil1tary Attache system
which was discontinued in April or May, 194}. This was a three­
letter code, and the first groups were alllaY8 EFR 8KW JXW. The
encipherment cons1sted of transposit10n within the code groups.

301prom Huettenhain, 1-118, 7.

3021_150, 5.

}03I _3l, 8; 1-118, 7-8, from Buettenhain. Buggisch's 1dea (1-64,3)
that Steinberg solved the machine i8 certainly lIrong.

30~I-84J 5; 1-118, 7; I-3l, 8.
3051_31, 9.

3061_31 , 9.
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The encipherment was solved, but no messages were ever read.307
Chinese traffic with the discr1m1nant NKDBN was a.lso "investi­
gated", with What success we do not know. It consisted of
three-letter groups, unenciphered, with many spells •. Apparent­
ly enough traffic wea read to show that it was of a purely
military character." 8 Some ManchuriOO material vas also
worked on, but no details are known. J
i. ItglY:

enior Specialist Raffel was head of the Italian desk. 310
The section contained thirty-five to forty people and apparently
had considerable success. Senior Specialist Paschke, of the
Foreign Office CrYPtanalytic SecUon (Pers ZS), sa.id that between
1935 and 1942 his people had "read everything' in Italian, and it
is likely that their results were passed on to OXW/Chi. We know
that OXW1Chi read a diplomatic system called AR 22, and the
Impero Code. Between 1942 and 1943. the Italians increased
their additive material and employed digraphic substitution.
After the surrender of the Italian Government, the Impero Code
continued to be read by the Foreign Office CrYPtanalytic Section
(Pers ZS) for a while. Later, there was no longer sufficient
depth to do this. and it was suspected that a double transposi­
tion was being employed. The systems of the Neofascist Italian
.Republic were also read by the Foreign Office Cryptanalytic
Section (pers ZS). They used a 5,DOD-figure additive; during
the last three months, they also used unenciphered b~~is and an
alphabetical book with a short additive called RA 1.
j. Bulgaria, Rumania, Hungary, Finland:

At ~ early date a desk existed for attack on Bulgarian
traffic.,,~2 At o~i3time after its establishment this desk was
headed by Rotter. There was a Rumanian section headed by

3071_22 , 8.

3081_22, 8.

3091_150, 9.

3101_96, 4; 1-150, 3; 1-123, 3; 1-1, 20.

3111_22 , 5; 8.

3121_36, 3.

3131_1 , 20.
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Major Lenschau, which also had existed for a long fame and
which at the end of the wel contained six people. 3 A desk
for Hungary also existed. J 5 Finnish may have been worked on
in the Scandinavian section. We know, however, no details of
German successes against Germany's smaller allies.
k. Scandinavia:

In 1940, Scandinavia became a place of great military
importance, and all Scandinavian work was transferred to OKW/Chi116
The Scandinavian Desk was heade~l~y Senior Specialist Wavering
and contained about six people. The desk read only S1f~iesh
unenciphered codes for which the books had been captured.
In view of Huettenhain's interest in the Hagelin, it is likely
that the research section devoted some attention to the Swedish
diplomatic use of this device. He was able to recall a message
of more i~an 5,000 letters sent by the Swedish Attach~ in
Moscow. 3 No Swedish Hagelin traffic, however, was ever read.
1. Switze:Hand :

There was apparently ~2B~parate desk for Swiss traffic
headed by First Lt. Kunze. Traffic enciphered on the Swiss
Enigma vas regularly I'ead. Huettenhain said that the wiring
was changed every three .months, but the changes at Washington
were not made at the same t1me as those in London. Cribs thus
provided by the Washington Traffic for tb~lLondon traffic made
it possible to solve the London wirings.) •

3141_150, 3; 1-123, 3; 1-36, 3; I-I, 20.

3151_150, 3.

316r _;22, 21-

3171_150, 3; I-123, 3; 1-36, 3; I-I, 20.

318r _31, 9.

3191_31 , 7.

320From Mettig. The Foreign Office people said a Herr Jung­
Fischer was head of desk; Beyreuther, a Studienrat Dr. Peters.
Trappe (1-123, 3) says work on Swiss was carried on by Mueller's
French desk.
321-

1-31,' 14.



DocrD: 3560827

m. Vatican, Greece:
Around the beginning of the war, a desk was established

for attacks on Vatican traffic. Seifert, a former member of
the Austrian Cryptanalytic Bureau, joined O~/Chi at the time
of the Anschluss and broke a Vatican bo~k.) A small Greek
desk existed under Cpl.. Dr. poetsgens./' Seifert also 8eems
to have concerned himself with Greek systems, and is said to
have broken one or more Greek books.
n; ~ain, Portugal, Latin America:' .

e do not knc~ whist was accomplished by the small desk
for Latin ~~J;ica, Spain, and Portugal, headed by Specialist
Dr. Kiefer. .
o. Agents' Traffic:

Codes and cIphers of enemy and neutral agents were not
a regular colllIll1tment of. OKW/ChL They 't1ere handled by the
Agents' Section of In 7/V1, sometimes called 7auck's Section
from its head, first Lt. Vauck. Nominally attached to In 7/VI,
actually it 't1as detached to Group III of the Radio Defense
Corps (Fu III), which, it will be recalle~~5was concerned
with the interception of agents' traffic. Located at
Dorf Z1nn~, near Jueterbog, the group acted more or less indepen­
dently.)2 It is not clear whether the 6,000 agents' messages,
Which, deciphe~ed and translated, formed a portion of the prc­
duction claimed for OXW/Chi in the Kettler reporL

2Qf June, 1944,
were actually turned out by OXW/Chi or by Vauck.) '( It is IllUch
more likely, however, that Vauck had nothing to do ldth these
messages and that they were actually part of the work of Kettler's
own organization. Occasionally more difficult problems were

322
I-118, 3. He is also stated to have broken Polish, Turkish.

and Greek books.
323

. 1-150, 3. The Foreign Office informants said Seifert was
head of the Greek Desk and that Poestgen. Bruckmann and Ruesing
were "also active on a more or less independent footing".
3241-150. 3; 1-123. 3; I-1, 20.

325See above. Chapter III.

3261_115, 6.

327DF_9• 3.
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turned over by Vauck to OXW/Chi. One example o£ this 1s the
case of the signals from the so-called Rote 3 (Red 3) Network,
a Russian agents' network operating from Switzerland. Signals
from this source were dealt with by Professor Nowopaschenny,
Trappe and Schmidto£ OXW/Chi early in 1943. Schmidt succe~ded
in solVing ten o£ these messages, and Vauck's people then dis­
covered that the encipm3rment was based on a book. APparently,
however, thi32Bas not enough to solve all the traffic passed by
the network. .

The transfer of wOj~k on London-Warsav traffic from the Agents I

Section of In 7/VI to OKW/Chi in the autumn of 1943 has already
been mentioned. This transfer was apparently a result of an
appreciation of the importance of the traffic and of a desire

;~~~~ ~~~.3ft9itInth~h~~~~d~;tr~~:i~eo~h~~:~~~~:rAgents'
Section of In 7/VI was Bubordinated to OXW/Chi. The group
remained with Fu 1130 however, and its work was not affected by
this paper change.) ..

8. C tanal tic Research Securit and Develo ment.
While the crypto- sts ad a s eady an un ie mission,
the research cryptanalysts of Huettenhain's section in OKW/
Chi were pulled in two directions - towards the cryptol1ngu1sts
whom they could assist in the solution of enemy systems and
towards the cryptographers who were interested in security
scrutiny of German systems. Research cryptanalytic work in
the first field has already been mentioned. In some cases,
it was merely a matter of detachj~g a few people to assist
a language section, &s for e.xample Weber and his "Digraphic
Weight Recorder" Rapid Analytic machine assisted in the solu­
tion of the Japanese transposition system. Only a few people'
seem to have been employed in the unsucoessful attack on the
Un~ted States enciphered code. Not more than three parti­
cipated in the study of the later Japanese diplomatic machine.

under Poland.

3281_132, 2.
lating to the

329See above

3301_115, 6.

See also 1-115, 7.
"Rote 3" affair.
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How many were employed regularly on the Polish diplomatic
stencil we do not know-probably not many. The attack on the
United states strip system was perhaps originally a larger
effort. The research cryptanalysts seem, in addition, to have
made a detailed study of the various Hagelin machines and to have
obtained plain text for the linguists, at least in the case of
the simplest type, the French 0-36. HuettenhB.in 0\tt1ined the
various methods by which the C-36 could be solved:~j

from messages in depth

from stereotyped beginnings, where a crib of five or six
letters could be confirmed if the cipher text contained
more than 323 letters

by statistical means without any cribs when the text was
sufficiently long

Their investigations also extend§d to the more difficult later
Hagelin development, the BC-38,3~2 and here the general princi­
ples of solution vere also undorstood:

solution of messages in depth

solution made possible by errors in wheel setting and
consequent retransmission

general statistical solution employing Pearson's X2 test.
For this last mei;.jQQ an. artificial message of five thousand
letters was used.~~3 Hesults could be checked step by step
and the work was brought to a stage where it was apparent that
final solution would have been possible. No actual traffic
was ever solved by this method, however, despite the fact
that a Swe3!~h message of more than five thousand letters was
available The Finnish Hagelin seems never to have been
attacked.)35 So far as is known, OKW/Chi did not concern

331I-45, 6.

332I-45, 7-8.

333I-48, 2; 1-31, 7.

334I _31 , 7; 1-31, 9.

335I-31, 7.
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ltself offlclally with ·the solution of any United States Hage­
lin trafflc. The French B-211. both in the orlginal and in the
modlfied form. and the Russian B-2ll were also studied. The
sectlon had time for a small amount of purel2 theors;Acal work,
as for example, Dr. Schulze's study of the X test. Huetten-
hain was thinking of suggesting "A generail theory for the
solutlon of Double Transposition" a,s a doctoral dissertatlon.
Such work could be~kept secret by arrangement with the univer­
slty authorities.~#7

Probably one of the outstanding ach1evements of the
OEW/Chi cryptanalytic section was the d~~lopment of various
types of rapid cryptanalytic machinery. We have already
had occasion to notice the use of this machinery in attacks on
cryptographic systems such as the Japanese transposition,
the Polish stencil, and the American strip. The section also
did a small amount of work in assisting in the development of
cipher devices. We hear of-a relay mechanism for changing
teleprinter letters to d5~9ts and thus producing an additive
for the use of the Navy. The machinery was extensively used,
too. in the securi ty scrutiny_of German cipher systelllB. The .
machines were shown. as developed, to the other German crypto­
logic agencies4 which COUld. if they Wished, order models for
their own use.~40

Cryptanalytic machinery was first introduced into Ger-
man signal intelligen~i york with the adoption of IBM mach~ne~;342
by the Army in 1941./ OKW/Chi did not have any IBM machine

3361-84, 2.

3371-31, 6.

338A detailed discussion of thls machinery as well as a more tech­
nical treatment of the various cryptographic devices mentioned in
this chapter will be found .:.• l v"l'..ir.'Oj 2 of this report.

3391- 20 • p. 5.

3401- 31• 10.

3411-93. 5.
3421-67, 2-3j 1-96, 13. Despite this, Huettenhain speaks of using
IBM equipment. Th1e must have been the Army's equipment. The
Army cryptanalytic agency and OKW/Chi were neighbors. (Bee below
ChapterV. )

72



DocrD: 3560827

and may have made use I)f the Army's equipment for this ,Purpose.
Instead of acquiring IBM machinery for themselves, OKW/Chi es­
tablished its machine ;~ection for the development of special
equipment. This equipment was to be used

4
in the first place

for security scrutiny 'Jf German systems.~ 3 Huettenh&in ex­
plained that IBM machililery can b~ used only for processes
vhich can be reduoed t'J sorting.,4 For processes which
could not be so reduce,:!, it vas necessary to develop special
apparatus. In general, the aim of the section vas to build
reading and recording l!l.pparatus in all conceivable forms in
order to put togetb~r ;suitable equipment as soon 8S a praoti­
cal problem arose.~' The machine section V8S one of the
show places of Oy'w/Chi. capt}4~igi of the Italian Army saw
it in 1942 and vas 1mp:ressed. Certain Army cryptanalysts
such as Buggisch .<:ade use of the machinery on some occasions. 347
Toward the end of the liraI', OKW/Chi vas empovered to take' over
the IBM machinery of the Army, but because of the chaotic co~gi­
tion of affairs at that time, this vas never actually done.-'

The energy spent 'Jn developing cryptanalytic devices
could be used for eith"r cryptanalysis or security scrutiny.
An increasing amount of the available expert manpover of the
research section, however, vas spent on security research and
on the resulting problems in the development of cipher devices.
The organizational chw~es expreSSive of this general tendency
hJ.ve already been trac"d. The overla,llping of security and
development work in the Army and OKW/Ch.1 was remedied only at
the end of the var wh~~ OXW1Chi took over the security and
development personnel from the Army. Throughout most of the
war there W8S considerl!l.ble duplication of effort and a very
intimate liaison betwe',n Huettenha1n and the Army security

3431 _31 , 3.

3441 _
37

, p. 2.

3451-37, 9.

3461-78, 11.

3471_58, 7.
348n_

55
,
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people.34g, Most seourity problems were presented to T1COM
in the form of joint reports by Huettenhain and Frioke.
Frioke, it will be recalled, spent most of the war in Army
seourit~ researoh. As a result, it is often'difficult to
determine what work was done by the Army ,and what by OKW/Chi.

The chief GerlllaJll oryptogr'Uophio devioe was the Enigma.
It is possible that OKW/Chi - or rather its predeoessor, the
Reichswehr C:ryptolog:tc Section - was responsible for its adopt­
ion. In any case, Fenner had a hand in develop1nll the device. 350
Onoe adopted, the devioe was privately produoed~5~ The Enigma
was produoed in threl~ prinoipal models and OKW/Chi had apparently
worked on all of them. The simplest form of the machine known
as the Commercial Enigma had three wheels with a uniform motion
and a fixed end-plate. Huettenhain's researsh2section knew
very well that this machine could be solved: ~

with a depth of twenty to twenty-five messages.

with a short crib.

without a orib by running the oipher text against a
catalogue of the results obtained by enciphering the
letter E, the most oommon German letter, in all possible
positions of the machine (the so-oelled E-strip).

The 'Commeroial Enigma was used by the German railways and as a
result of OKW/Chi's jnvestigations, new instructions for its usc
were intsgguced, which required the double encipherment of every
message.

A seoond form of the ~;.1igma, known as the "oounter" Enigma,
had three wheels with an irregular motion and a movable re­
f'leotor wheel. This machine l(as used by military attaohes
until around the middle of 1943. At that time it was shown
that the devioe oould be broken on a ten-letter orib. The
maohines were withdrawn from the military attaohes and re­
placed by the military type of &nigma. The "counter" Enigmas

3493ee 1-67, 2-3.

3501_84, 2.

3511_84, 3.

3521_45.

3531-92, 4-5.
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were colleoted by the Radio Defense Corps for use by Military
Intelligence (Abwehr). Menzer worked on a new set Of

3
instruct­

ions for the use of the machine by the Abwehr people. ~5
The most common va~iety of' Enigma, the one used in the

field by the Army and Air Force, was the Plugboard Enigma.
This was identical With the Commercial Enigma mentioned above
except that an additional monoalphabetic substitution was applied
to the letters as they entered the wheel-maze and another as they
came out, by means of plugs connecting one entry f,0sition with
another. This plugging was lmown as the "Stecker I. This device
vas the keystone of the German cipher security structure during
most of the war.

Shortly after the beginning of the war, in October
1939, the Germans learned from a capturec Polish Officer named
Ru~ek that the Enigma had been worked on in conjunction vith
the French.'5b Rutek did not Bay the Enigma had been read.
'In the rem')ants of the Polish oryptanalytic bureau files, the
plain texts of three German messages lmown to have been trans­
mitted from a German cruiser 1p' Spanish waters during the
Spanish Civil War were fouud.'~7 It is said that there were
many interl'Qgations at the time, but the interrogators "drew
a blank".':>~l:S They did not find out whether the messages were
obtained by cryptanalysis or by physical compromise. At the
interrogations in Warsaw in 1942, one of the Poles interro­
gated was a lieutenant colonel" the. head of the Polish crypt­
analytic bureau. A seco~d series of interrogations was held
in Berlin later in 1942 •.:>59 In 1943 the case was reopened and

3551_77 ; 1-92, 4-5.

3561_31 , 3. This incident became lmown as the "Fall Wicher" or
Wicher Case, from the fact that the Polish cryptanalytic bureau
was located at Wicher, Poland. (1-78, p 7). Buggisch, however,
(1-92, p 5) thought that Wicher was the Polish cover name for the
solution operation.

3571_127, 5.

358Hen~ze of the Army Signal Intelligence Service states
(1-113, 4) j "They had learned :rrom a Polish officer that the
Poles had read it ~he Enigma) before Stecker was introduced and
that Stecker had been brought in in consequence."

1359The exact date of the interrogations is not stated.
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the prisoners interrogated again. No information was obtained.
Mettig attributed this lack 01' sucoess to the stupidity of the
Abwehr. which left the prisoners together before the interro­
gations so that they had an opportunity to agree on a consistent
story. Present at the interrogations besides Metti$. who pro­
bably attended as Chief of Inspectorate 7/VI (In 7fVI), were
Steinberg and Pietsch. two Army oryptanalysts. and a Captain
Singer. who represented' the Nav~60 Mettig did not reoall whether
Huettenhain was p~esent or not.

In the West. the Germans had no better luck. They were
able to disoover nothing in Belgium that thre,,' any light on
the vulnerability ot their cryptographic systems. 'When Paris
was captured. the F2'ench cryptanalytic agency. the Deuxieme
BU2'eau, was Visited but it had been moveg to Vichy. ,When
Vichy was occupied. no search vas made.~ 1 From inte2'roga­
tions and visits to the cryptanalytic agencies of conquered
countries, therefore, the Germans got no conclusive evidenoe
that the Enigma was being broken. but enough was found to
arouse their suspioions.

In the interrogations and investigations consequent to
the Polish discovery, the Army was primarily concerned. It is
quite certain, however. that the doubts which were raised about
German security had repercussions in OXW/Chi and that Huetten­
hain's research people did some work on the Enigma. Their
precise responsibility for the change in the indicator tech­
nique. which was on~ of the results of the Polish incident, is
not oertain. Huettenhain. at least, mentions the possibility
of a solution resulting from :raulty indicator procedure. He
also thought that a general solution might be theoretically
possible by the uSS6gf an E-strip as in the case of the
Commercial Enigma. ' Suoh a solution, however. would be slow
and would take an enClrmous assembly of eqUipment and personnel.
It was never actually attempted in Germany. OXW/Chi's final
general judgment on the Plugboard Enigma BeemB to have been that
the device was secure if used according to regulations. They

36°1_127. 5.,
3611_31, 3.

3621-45, 4.
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were aware that solution might be possible by means or stereo­
typed beginnings, stereotyped messages, or a number or messages
in depth. No texts of messages actually transmitted in the
field were ever made available to OXW/Chi by any branch of the
armed forces. The enforcement of cryptographic regulations in
the field, however indirectly, was no part or the duty of OKW/­
Chi. It is worth noting that early in 1944 the German Navy
became concerned about their cryptographic security as a re-
sult or heavy U-boat losses in 1943 and early 1944. A naval
lieutenant named Frowein was detached from the Si~a1 Intelli­
gence Agency of the Navy High Command (OKM/4 SKL1III) to the
Signal Security Agency of the Navy High Command (OKM/4 SKL/II),363
to study the Naval En1g7'18. The naval Enigma was like the army
and airforce machines, but it had four wheels instead of three
and, therefore, a hight>~" degree of theoretical security. Froti'ein
broke the navel machine with known wheels on a crib of twenty­
five 1etters •.:>64

OXW/Chi'S cryptar.La1ysts had a generally uneasy reeling
about the security of the chief German ciphers. In a lecture
given as part of the Chi conferences in the ~tumn of 1944,
Lt. Dr. Stein told the assembled cryptographers that no German
system was secure if the cryptographic regulations were violated.
Without any authority to monitor actual traffic with a view to
finding out how '~~11 the regulations were observed, all German
cryptographic agencies, inc1udj~ OXW/Chi, were driven rrom
security scrutiny to an attempt to develop cryptographic devices
that would have a higher degree, of theoretical invulnerability.'
OXW/Chi's contribution to increased security for the Enigma
was a suggestion that the wheels be redesigned so that"tl:ley
could be given an irregular motion. This device, the Chan&eab1e
Turnover Rotor" (Lueckenfuel1erwa1ze), was de~gloped by OKW/Chi
in conjunction with the Army cryptographers.':> It meant that
every Enigma machine in operation would have to be supplied with

3631_38, 2.

364
1-38, 2. cr. also 1-95, 7 in Which Morgenroth or OKM 4/8KL In

states that Frowein investigated the Naval Enigma in the summer
of 1944.

3661_104, p 2-3. It may be noted that the Russians visited the
part of the rim of Heimsoetl, i: ·.d Rincke in Russian occupied
Territory and removed trom it a comp1ete.set of drawings ror the
Lueckenfue11erwa1ze but did not get a model, according to the
members ot the fIrm.
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a new set or wheels. The wheels were never produced in great
enough quantity so that the system could be changed. Side by
1\ide with the attempt to increase the security ot the Enigma.
vent an effort to develop entil~ly new cryptographic devices
vi th the intention of replacing the Enigma entirely. One of
the most interesting of these devices. the 80-39. a kind of
combination of Enigma and Hagelin principle~ ~as scheduled for
production in the year 1939, but because of technical diffi­
culties, lack of clarity in the operational requirements and,
finally. the bombing out of factories capab~e at producing the
device. the first experimental models vere not ready tor delivery
before February or Mar9.h 1945. and they never reached their
destination in Berlin.~o7 This dev1ce seems to have been mainly
developed by the Army. The fOrmQ68Army cryptanalyst. Buggisch.
vas a specialist in the machine." On the part of OKV/Chi,
Menzer seems to have had the most fertile mind in thedevelo~

ment of cryptographic devices. Betveen 1937 and 1939 he pro­
duced a purely mechanical machine c&116d the M-40 and about
thirty models vere built. The machine was tested .by the Army
security peggle and fOWld "moderately secure", but was actually
never used.' 9 One var1~to vas to have baen adopted tor
aut0!ll&tic Morse sending.,,7 An inven~t!n of Menzer's at great
practical significance ,ras the SG-41, this vas a purely
mechanical machine vherein the vheels had an irregular inter­
locking motion. The machine received the approval of the OKlf/Chi
cryptanalysts who considered2that a fundamental veakness of the
Hagelin had been overcome."Y Like all machines of the Hagelin
type. the 00-41 can be read in depth. but the setting of the

367I-57. 8. Major Barlo'll' of the United States Army visited the
firm vhich vas building the 80 39. Telefonbau und Normalzeit. Be
reported it completely ·bombed out (I-52, p 2.)

3681 _58• 6.

3691_118. 5; I-58. 5.

3701_84. 5.

3711_58. 5.

3721_31• 7.
•
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machine cannot be recovered even from a very considerable
length of key. The 00-41 was bullt. and used by German Agents.
but it was never finally authorized for the army, largely
because of interdepartmental differences of opinion. which
seem to have been typical of the German signal intelligence
set-up where the link leading from the cryptologic experts
to the troops in the field seems to have been unusually long
and tenuous. The technical development vas in the hands of
a Dr. Pupp of Army Ordnance Development and Testing Group.
Signal Branch (Wa Pruet 7), and a fev engineers from the
Wanderer Works at Chemnitz were also concerned. The crypto­
graphers spent a great deal of time in discussion as to
whether the order of the letters on the printing Wheel should
be alphabetical. Gen. Fellgiebel decided that he wanted a
machine with a keyboard. ConsElquently, the alphabetical
arrangement on the printing wheel vas not required; a mixed
alphabet vas used instead as adding some slight additional secur­
ity. Production was started on this basis and a thousand

. machines were actually built. Then all the officers in the
Army Signals Department decided that they wanted a smaller
machine without a key board for use below the regiment. On
such a machine an alphabetic arrangement of letters on the
printing vheel vas necessary; if such a machine was to be used
with the key board machines, they too would have to have a
regular alphabetical arrangement on the printing vheel. As a
result of the change-over delay, the machine was never turned
out in surficient quantity for wide use. But a model with
ten digits rather than letters vas produced for the use of the
veather services.}7} ..

Medium grade and low grade field systems were no concern
of OXW/Chi until it took over all Army cryptographic work
in the autumn of 1944. Fricke, who joined OKW'/Chi along vith
other cryptographij ~xperts, had. during his career with army
security research, 7 shown the veaknesses of the Double Play­
fair system, which had been the Army medium-grade system at
the outbreak of the war. He had been partly responsible for
the development of the "Raster" transposition system which
replaced it. The transposition system proved awkward for field
use because the original metal grilles could not be turned

}7}I-72, 8ff.

}741 _20 , p 2.
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out owing to a shortage of material, and ~aper grilles requir-
ing constant replacement were used. OKW/Chi turned again to
Menzer and became interested in a little device he had develo~ed

for agents called the "Schluesselkasten" (Literally "key box"J.'75
This was a device that looked lIke a slide rule with wheels.
T-1620 contains the re~ults of OXW/Chi's security investigation
of this device and

7S
t was found to be very satisfactory for

meaium grade use.' . .
The OKW/Chi research section gave considerable attention

to the security scrutiny and development of German teleprinting
security devices. ~~e Germans produced two series of such
aevices. The first series, distinguished by the lette~s SZ,
were cryptographic devices separate from the teleprinter and
attachable. Encipherment was effected by twelve mechanical
(pin) wheels. The second series of devices were actually built
into the teleprinter. The teleprinter and the device were de­
signated by a number prefixed by the letter T. Encipherment was
obtained by the use of ten wheels with fixed pin patterns.

The SZ series began to be developed in the year 1937

~~~~~ t:Yp:~)e~~~~j:::~10:n~i~~S~~g~:~~~i:~'77
Originally, no expert cryptologic assistance was sought. In
1937, Menzer and Huettenhain visited Liebknecht, the repre­
sentative of Army O~nance Development and Testing Group
Signal Branch (WA Pruef ,", and examined the first model,
the SZ-40. It was shown that the cipher produced by this
machine could be broken on asthousand letters of text without
cribs or other aasistance. 37 Only about a hundred of the

3751- 57 , 9.

376To some extent OKW/Chi concerned itself with the develop-
ment of oiphers for German commercial firms as Huettenhain .
states (I-84, 4). The Military Intelligence (Abwehr) Office
(possibly III-F) was .responsible for the security of commercial
firms' ciphers but when there were difficulties, Menzer of OKW/­
Chi sometimes helped. Huettenhain himself had advised that when
there was little trafric, the firms should use a one-time pad
on a commercial book, such as ABC Code or Moss~.

3771-45, ,16.

3781_3l, 17.
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machines were consequently produced. and. apparently in con-
379sultation with Menzer.• a new model. the5Z-42, vas designed.

This model, in turn, proved to be by no means impervious to
cryptanalytic attack, and variations, designated 5z-42 A, a.
and C. were developed on consultation with Huettenhain and his
assistant, Dr. Stein.

The original models of the T series, the T-52 A and a,
vere produced by the firm ot Siemens. These devices vere
eXam1ned by Huettenhain in 1939, and he showed that they had
an extraordinarily 10'1:/' degree of security and could be broken
on a hundred letters of cipher text without a crib. Changes in
design were suggested to Siemens, including means ot producing
a non-uniform turning of the vheels. but for g~ineering reasons
Siemens refused to accept these suggestions.3 0 Instead. the
T-52 was produced. vhich overcame some of the more obvious
disadvantages ot the earlier modelS~81There were no short
sub-periods in its keying sequence./ The T-52 C was studied
by the Army cryptanalyst, Doering, in 1942, and he §g~wed
that it could be broken on a text of 1.000 letters.~ In
these studies OEM/Chi ,eVidently had a hand because it is known
that special cryptanalytic machinery, such as OKW/c~B3had
and the Army did not have, was used in the solution. These
investigations led to the production of the T-52 D. Security
work,.mainly by Doering, continued, and early in 194, he

379I _3l, 16. 5ee I-57 for a paper by Liebknecht on his work at
Wa Pruef 7 on the 5Z 40. 8Z 42, SFM T52 etc.

380I _3l, 14.

381I _45• p 12.

382I_58, 6.

383I-45, 13 ff. On page 13 Huettenhain states: "Meanwhile
the different deciphering machines (Entzitferungs hilfsgeraete)
had Bho~ their worth in solVing cryptographic problems. Experi­
ences had been gained particulaI'ly about the good work of these
deciphering aids even at h1gh speeds. With these prerequi-
sites it was possible to give a method with vhich T 52 C could
be solved by employing deciphering machines."
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showed that the T-52 D w~~4not secure either, and as a result,
the T-52 E was produced.~~ It is likely that Huettenhain's
section bad some part in these researches, or at least that
Huettenhain kept abreast of developments. He knev, for example,
that T-52 D and E messages could be read on a depth of ten
without a crib.385 There follows the familiar story about
difficulties in getting the ArmY,to introduce and use the im­
proved devices. The original~ position was that security
did not make any difference with the teleprinter anyway because
the signals went over lines and could not be intercepted. In
the summer of 1942, for example, the T-52 A and B, shown to be
woefully insecu~ three years earlier, vere still being used,
and the T-S2 C, with all its faults, was being distributed.
Evidence of line tapping found in Paris in the years ,1942 and
1943 did something to arouse the Army s,~l authorities to
the necessity for teleprinter security. But again, the
Germans were too late ",ith their cipher development. The
nelTly developed machines could no't be generally introduceCl.

Throughout the war there vas oonsiderable interest in
Germany in ciphony. The authority chiefly interested duriD.g
most of the war vas the war vas the Army Ordnance Development
and Testing Group, Signal Branch (Wa Pruef 7), which wes ..to these
matters represented by Liebknecht, whom we have alre,ady met
in connection with teleprinter security devices. Llebknecht
kept abreast of the experiments being conducted for the army
at the Vierling Laboratories. Various other German firms and
individuals, for example, Siemens, which were also concerned
with teleprinter security, worked more or less independently
on the problem. OXW/Chi was not directly concerned, although
Huettenhain ~d perhaps some of his associates vere interested
spectators.3~7 The first effort at co-ordination was made in
the summer of 1943 when all authorities and firms engaged in
the development

8
gf speech encipherment vera called together

by Fellgiebel.3 The aim of the meeting vas to eliminate

3841_78, 11-12.

3851_31, p 14.

3861_78, 11 ff.

3871_20 , par. 30 ft.

3881_44 , 2.
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r·

o~erlapping work and to make it clear just what the Armed
Forces wanted. They w~lted: (1) As an immediate develop­
ment, an improvement in the1r present ciphony methods. Here
they would be Willing to accept something very imperfect, if
it could be. tot out qUiokly - and if interception were diffi­
cultj (2) as a long-term project, an absolutely secure system
of special encipherment. The Army Ordnance Development and
Testing Group, Signal Branch (Wa Pruef 7) had a representative
at these meetings, but apparently OKW/Chi did not. Finally,
in November 1944, Praun, the new Chief Si~l Officer of the
Armed Foroes (Chef WHY), commissioned OXW/Chi to check develop­
ments in ciphony. This move was obtriously a part of the program
of Praun anCi Gimmler, vhel'eby OKW/Chi vas to be the central
authority for all cryptographic materials in Germany. One of
the Chi-conferences was devoted to ciphony, but again Chi vas
too late. "Owing to the general war situation", said Huetten­
hain and Fricke, "it vas no "longer possible to do this in such
a way that technical details could be rel1ablj reoonstrl1cted."389

Any arrangement for assuring a high degree of crypto·
graphic security neoessarily involves three steps:

the systems actually in use must be put into the/hands of
skilled cryptanalysts who are able to jUdge their effecti­
veness;

they must be thoroughly exanrl~ed by these cryptanalysts,
and if they are accepted as usable, the regulations for
their use must be produced by the experts;

the recommendations of the cryptanalyats regarding accept­
ance or rejection of systems and regarding the use of
systems finally accepted must be adequately enforced.

One can arrive at so~ conclusion regarding the success or
failure of the German security effort by eXAmining what they
accomplished under these three PQints:

With regard to pOlnt one, the Germans were largely a
failure. When the war began, the lodministration of German
cryptographic systems was in a chaotic state. The signal
authority of each branch of the armed foroes did pretty much
as it pleased, at times without regard to the recommendation
of the cryptanalytic authorities. It will be reoalled that
prior to October, 1943, OXW/Chi, the highest-level German

3891-44, 2.
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c~yptologic agency, had no authority whatever to examine sys­
tems· used by the branches of the armed foroes. The Keitel
o~der of October, 1943, which required at least the opinion
ot OKW/Chi before any system was adopted by any of the sepa­
rate branches, was apparently very incompletely observed.
Huettenhain states as a general truth, apparently valid for
the entire course of the war, that "no compUlsion 'fas put on
anyone to apply to OXW/Chi for security tests, except where
the Army was concern.3d{80 Fricke), and many organizations never
thOUght of do1ng so."'9 After his accession to office in the
summer of 1944, G1mmler seems to have made a real effort to
establish OKW/Chi as a security authority for the separate
b~anches. This effort came too late. Conditions were too
chaotic for a oomplete examination of eXisting German systems,
the constant air attacks made the mass production of any new
cipher device almost impossible.

In regard to the second point, despite the laok of any
real authority in the matter, OKW/Chi did manage to examine
fairly thoroughly at least the leading Army and Air Force
systems. They apf,raised correctly the weaknesses of the commer­
ciul and "counter I me-dels of 1~he Enigma. They at least saw
that the plugboard Enigma was not invulnerable to attack.
Huettenhain's early remark to interrogators to the effect that
they knew the ~gma to be secure should not p6~:1&PS be taken
too seriously. One might even suggest that he was trying to
t~ap his captors into some kind of an admission. Huettenhain's
later statement, however, is to be taken at its faoe value:
the official judgment of OKW/Chi was that the plugboard Enigma
was secure if the instructions were observed. The development
ot such devices as the changeable turnover rotor, and the Enigma
plugboard permuteI', as well as the consideration of the various
SUbstitutes for the Enigma, such as the 8G-39 and the 8G-41,
was not due to any immediate concern that they felt for the
security of the cipher systems, but was intended to provide
against future possibilities.

3901_31 , 16. The translation of the document: "Never thOught
of doing so" is probably a fault1. translation of the German
idiom: "Hachten gar nichtdar.i:on. I

3911_2, p 4.
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In his final decision on the Enigma. Huettenhain betrays
a certain academic aloofness and. one is tempted to say, smug­
ness, which may have been his leading flaw as a cryptographer.
The standard mathematical tests had been applied to the device
and regulations laid down on the basis of these tests. The
possibility of other attaoks not arising from a standard
applioation of well-known mathematioal procedures, but based
on new discoveries, never seems to have been seriously oonsidered
by him. Allied to this academic attitude is the curious laok
of interest which Huettenhain and the other German crypto­
graphers seemed to have shown in the aotual size of the Allied
oryptanalytic effort against the German systems. The Germans
knew of the Dewtieme Bureau. They knew nothing, however, of
English 0l7lltanalysls - "the English, of course are notoriously
stupid." - All they knew about Americ~ oryptanalysis they had
learned from Yardley's Black Chamber.'~2 One prisoner-of-war
captured by the Germans In North Africa mentioned a very large
park of IBM Machines operated jointly by the

3
British and

Amerioans. This hint Was never followed up. 93
This academ1c aloofness of' OXW/Chi vas probably only

partly responsible for the almost complete German failure with
regard to point three. It vas only with the· greatest difficulty
that dev1ces demonatrably insecure like the T-52 A and B were
actually withdrawn from use, or new and secure dev10es intro­
duced. The regulat10ns for the use of cipher dev1ces, once
they had lert

4
the hands of DEW/Chi, were ent1rely outside their

competence.'9 The Army refused to submit live traffic to the
cryptanalysts for analysis or monitoring from a security point
of v1ew. Gimmler's ins1stence on a more v1tal connect10n be­
tween the secur1ty center and the troops in the f1eld, a connect­
ion, 1t w11l be recalled, that vas to be carried out t~OUgh

Capt. Bernsdorff's sub-sect10n, was amply just1f1ed. But the
scheme, though good, was too late. By January, 1945, cond1t1ons
were too chaotic to put 1t into effect. The chance for effective
security control had passed.

3921-48, 2.

3931_84, 6.

394I _20 , par. 11. Fr1cke (1-20 par. 28) states that Oberpostrat .
Halder in the office of the Military Attache at stockholm astonlanec
OEW/Chi by asking that T 52 keys be sent in clear !
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9. MiscellaneO\IS Operat.lons. a. Broadcast Monitor~
The department 10catEld at the""F'6hrbelliner Platz, iii Ber ,
(finally called Section VI) put out its findings in a daily
newspaper called the "Chi Nachrichten" ("Chi Reports")."95
These reports were d1vIOed-rnto sectIons devoted to military
affairs, economic aft'airs, all,j so on, with one section given
over to comments. The materi:!!.l for the l"eports came from the
news broadcasts and .clther plain-language material picked up by
the broadcast intercElptlng system. originally, these reports
had a fairly wide distribution. Every section in OXW/Chi got
a copy, and probably many of ·the higher ups. After Stalingrad,

\ when the news became less fav,::>rable from the German point of
view. the Chi Reportll received increasingly narrow distri­
bution untIrfInally -Keitel's approval had to be obtained
before anyone could receive a copy. In effect, Raitel beeame
the distribution agelley for the Reports. one copy, however,
continued to go to the OKW/ChL Archives, and the head of the
Archives, Dr. SchaedEll, gave iJ1mrnler a daily briefing on the
news.

Besides the Chi Re~orts ·the monitoring section published
special reports whlcl1 1 sent regularly to interested authori­
ties. Russian news, for example, was regularly passed on to
the Department of ~red Forces Propaganda which used it as
material for its newllpaper fo:t' the anti"Soviet Russian troops
fighting on the Gel'Ill.!LI1 side. For some time, previous to
6 June 1944, all refElrences t,::> the coming invasion were com­
piled into a single I'eport 'Wh:ich was sent daily to the "De­
partment of Foreign Arm1es west" (Abtellung Fremde Heere West).
References to Gei'llI8Jl pri&oner:s-of-war in Allied. hands were also
included in a special report for separate distribution. The
information was prob~Lbly pass'~d on eventually to the relatives
of the prisoners, and thus tru~ effectiveness of the PW broad­
casts as bait to the German public to listen to Allied pro­
paganda broadcasts 'WELS probably destroyed.

b. Attacks on Giphony D:lvices: one of the most inter­
esting items to appe~Lr In the chi Reports was doubtless
political conversaticlns between-churchl11 and Roosevelt, carried
on over a radio telephone lint<: between London and Washington.
The German 1nformantll state ·t:~t this link was evidently not
intended to have any very high degree of security, sinoe an

3951- 150 11. For a discussi,::>n of the Chi-Nachrichl'Jn see
also I-9~. 16.
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operator warned the conversing parties whenever the talk app­
roached highly secret matters. The transmission, however, was
not in clear, but scrambled. The'intercept took place at the
broadcast monitoring station at I~dwigsfelde by means of a
descrambling apparatus developed by the Army Ordnance Develop­
ment and Testing Group, Signal Branch (Wa Pruef 7). Thi~·/
apparatus is said to have been completely effeotive, and
changes in the key of the

6
scrambler could be easily followed

by turning a few knobs.39
In June, 1944, the Army cryptanalyst, Buggisch, was as­

signed to the experimental intercept station at Staats, con­
ducted by the Army Ordnance Development and Testing Group,
Signal Branch (Wa Pruef 7). Here his mission was to study
the Russian scrambler known asX2 .'97 Apparently at the time
of the organizational changes of November, 1944, Buggisch
became a member of OKW/Chi. With the exception ar

8
a six-weeks

stay in Berlin, he continued his work at Staats.~9 He was
not successful in solving the scrambl~r. Some interest at
OKW/Chi was aroused by a ciphony deVice recovered intact from
a crashed American Mustang plane. This device was kept on
an airfield for six months before it finally was identified as
being a cipher device, and it reached OKW/Chi in the &pring
of 1945. There it was handed ovel' to the Army Ordnance De­
partment (HWA) where it was worked on by Buggisch and a Dr.
Lotze.~99 Their investigations are said to have been inconclu­
sive. It was possible to reconstruct the key setting from
396"1-84, 6; 1-118, 4. In 1-88 Mr. K. Vetterlein of Abt IIIe of
the Research Institute of the Reichspost Ministry revealed that
the Germans had constructed apparatus which was used to restore
the "scrambled" radio circuits in use between Britain and the
United States to complete intelligibility. Vetterlein started
work in 1940, by 1942 the equipment was working on a 24-hour
basis at Kelheim in the Munich area. The records of the speech
were sent to the Propaganda-Minister at Berlin. By APril 1945
they had also succeeded in deciphpring to some extent teletype
messages sent over the same circuit. The work of Vetterlein
and the Reichs~ost eVidently had no connection With the OKW
effort at Ludwigsfelde.

3971_73 , 2.

3981-31 , 12. I-58, 4.

3991-31, 12; 1-118, 4.
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intercepted oscillogramE~. But it was doubtrul whether solution
could have been rapid enough to be or any use during an actual
fighting operation.

c. Training: Training was a regular part or the operations
of OKW/Ch1. Occasionally, specia.l courses were given. Herold's
training tour in 1941 lIIB.y be l"ec!~lled in this connection.·
Kettler's report mentioIlLs that, In the Spring of 1944, some
Bulgarian officers were given a special course in elementary .
cryptology, and some Ger'man Air Force officers, a special ad­
vanced course. 400 Mos t of the tl~aining, however, was for the
benefit of OKW/Chi's own personnEll. Huettenhain mentions that
When he first came to the cipher section, in 1937, he VaS allo­
cated to a training section for the first six months. There he
worked on40~w-grade Stanish goveI~nment military systems for
practice. For member's of the language sections the training
procedure, which had been folloWEld since as early as 1930, was
somewhat different. 402 These meDlbers came to.OKW/Chi trained
in the language in which they weI'e to work, and it is likely
that during the war the military personnel was drawn from such
special Army language training units as the Interpreters I

Replacement and Training Battalion, in Berlin. Once in OlCW/Chi,
they vere introduced to cryptanalysis gradually, concurrently
With their work as linguists. A course was conducted for two
days per week during the six wint;er months. Each new member
was expected to attend this courEle for two win'_ers. During the
first winter, substitution cipher's were studied; during the secor,d,
transposition. Originally, the course was conducted by Fenner,
than by Fenner and Wendland, Dur'1ng the war, it was conducted
by Wendland and Huettenhain. Attendance at these courses was
about three to twelve persons per' winter. This indicates that
only the more prominent personnel in the language sections were
given the courses. Candidates received into the research
cryptanalytic sec'Lion got tvo to four months continuous training,
at the end of which they were supposed to be able to tackle
unsolved problems. In the summer' of 1943, Huettenhain started
an advanced cryptanalytic course for vhich eight of the most4able cryptanalysts were detached from the language sections. 03

400DF _9 , 3.

4011_31 , 2.

4021_118, 2, 3.

403Cf. Beyreuther's statement (1-150, 9) that he had heard about
Dr. Huettenhain giving lectures B~out decoding work.
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Those who were admitt'3d were expected to be able to break systems
independently in the language sections. The scheme was perhaps
to relieve pressure on the research section, which was becoming
increasingly involved with security problems. The course met
for three two-hour periods each week but the total duration was
not fixed. The syllabus included mathematical bases for crypt­
analytic work, related cryptanalytic problems, machine ciphers,
IBM and other cryptanalytic machines, German ciphers, practical
work. Members of the course vere expected to do a considerable
amount of independent research. In November, 1944, because of
the general situation, the course was dropped.
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Chapter V. Relations with Other Cryptologic Agencies Paragraph

OXW/Ch1's Relations with the Signal Intelligence
Services or Army, Navy, and Air Force. • . • .• .10

OXW/Chi and Other German High-Level Signal
Intelligence Agencies••••••••••

Liaison with Foreign Signal Intelligence Agencies. .12

10. OKW/Chi's relations with the Si~l Intelligence
Services or Army, Navtt and Air Force. T~e varIed wIth the
fIeld or efrort. Irie matter of Intercept, and in Security
Scrutiny, OKW/Chi actually exercised some control over the other
three agencies; but in the rield or cryptanalysis the material
was divided so that each agency had its own logical assignment.
Army cryptanalysts attacked enemy army systems; Navy crypt­
analysts attacked enemy naval sy·stems; Air Force cryptanalysts
attacked enemy air rorce systems. OXW/Chi lert the Army, Navy,
and Air Force systems almost completely alone and worked on
diplomatic and military attache trarric. This is not to say
that there was no liaison among the rour agencies in crypt­
analytic matters; there vas both liaison and cooperation.
But OXW/Chi did not control the activities or the other Signal
Intelligence Services in this field.

In general, no material was passed rrom tfi branches to
OXW/Chi. Kettler was emphatic on this point.~ This arrange-
ment seems to have held throughout the war with some apparent
exceptions. Dettmann, for instance, told the interrogators
that in the years 1942 and 1943 his army unit had4£~ssed con-
siderable Russian rive-letter trarfic to OXW/Chi. The
trarric in question was probably diplomatic or at least was
suspected or being diplomatic. Capt. Herold, it will be recalled,
stated that his air intercept unit at Varna passed material
back to Berlin, to OKW/Chi.~13 1r Herold was not mistaken,

4111- 21 , p 1.

412I _116, 2.

413I_130, 13.
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this was wholly exceptional. The: special direction to the
separate branches in the Praun oJ'der of 5 September 1944 to
pass on diplomatic material to OKW suggests that there may have
been some difficulty in keeping the cryptolo&ical services of
the individual branches from poac:hing on OKW/Chi's own pre­
serves.

Occasionally Huettenhain see'ms to have been consulted about
the cryptanalytic difficulties of' the separate branches. This
vas, hovever, a purely informal matter. Even j.n the case of the
M-209 of the United States of Arne'rica, British'Typex. and the
"big American Machine", OKW/Chi "ras not called in by the Agenci'}g
working on them. The German Army, Navy, and Air Force worked
independently on the M-20g of the. U. S. Army, Navy, and Air
Force. and constantly exchanged E~Ong themselves all technical
data, but OKW/Chi took up the st'l:Ldy of the M-209 only in passing
and because it might be used for diplomatic traffic sometime in
the future.

An attempt of OKW/Chi to achieve a certain amount of
coordination seems to have been made in the field of intercept.
It has already been pointed out t.hat the original plan seems
to have been to subordinate all intercept stations in neutral
countries to OKW Herold's expel'iences at Varna have already
been mentioned. 4i4 Even when ths.t plan was in its early stages,
the German Navy refused to partic:ipate, and we must assume
that OKW/Chi had no real authority to compel its cooperation.
The plan vas a failure. By the E'nd of the war, only remnants of
the original scheme, such as the existence of an OKW and Navy
intercept station on the same site near Seville; remained.
Hovever, according to Keitel, OKW/Chi was the intercept clearing
house, when needed, for all the Services. The intercept systems
of the separate branches were apparently never an important
source of traffic in OKW's ovn field. We have already seen
that Col. Randewig had a scheme very early in the war for an
extensive interservice intercept structure. Randevig's plan
remained a dream. His memoranda to the Chief Signal Officer
of OEW seem to have been consideI~d a nuisance. No such

, extensive plan as his was ever even considered by OKW/Ch1.
The development of cryptogrs~hic devices for use by the

troops was originally left entire'ly to the individual branches.
It has already been noted that development was partly taken
over from the Army in the autumn of 1944. The other branches
kept their right to originate until the end, although OKW/Chi
had the right of review.

4141_130, 13.
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OK"{/Chl' ~ gl'eateE t 81'1'01't to assert 1 t3 author1 ty as a
coordinati.ng agency was ma.de In the fif"10 of' securi t,! scrutiny.
The development of this effort is a basic element in the history
of the organlzatlon of 01l."I/Ch1 and has been traced, It is
'.orth;v of note that despite Keitel's order of October 1943,
little :('e8.1 effort 1m3 made by Olav/Chi to assume effective
supervision of t.he sem.ll'i ty of all bl'e.ncl1es until Gl!J1mlel' took
office almost a year 1ate1'. 1+15 In Ail!':ust 1944, the Y'epl'e­
santati"Jes of the sepal'ate branches met those of' OKW/Ch:l. at
Chi - conference s . After Augus t 1944, t;lere was insufTiclent
time left to overcome the difficulties ca.used by the neglect
of five years. The minutes of some of the Chi-conferences
al"~ available, alld it 1s e.YJparent that not very much was
accomplished 0 The first meeting of which lle have a reGard \faS
largely devoted to a discussion of Oh~'/Chi'3 authority in
matter's of' security ser'ut:l.ny. l'he other !ueetlngs "ere filled
;r1 th talks of a. more or less general na.ture by OKW/Chi's lea.d­
ing crypte.nl.l.].ysts. No ne"r devices '"ere submitted to OIi.W/Chl
by the SepSl"ate branches fo!' securi ty te3t.tng during this period,
because the d0terlor.aticn of German. production made 1 t impossi­
ble to introduce any ne~i devices. In the security scrutiny
of' cryptographic s,Tst;erus alrea.dy employed by the separl'.te
brallches nothing sc""ms to h'1ve been accomplished. A<1 ,fe have
seen, the theoretical limJ.tatlons of these systems were
in,}rea.Singly uppal'ent to OKW/Ghl. :i'he Chi-conferences never
succeeded in producing any s.ctua.l traffic for examination, and
apparently left the adherence of the GerlOan. troops to the
cryptogra.phic regulaU.ow3 a me.t ter' of pious hope.

ive now turXl to a separate examination of" OKW/Ch.1.' s rela­
tions to the Slg.nal Intelligence Servi()es of each of' the
separate bl'anches.

Relations were closest with the Signa.l Intelligence Ser­
vice of the Arm;;. 'I'hls is to be expected in vie,! of the fact
tha.t the whole OKW structure was more intilnately associated with
the Army tha...·l w1 th the Nav;'! or the Air Force. 'Ehe Chief' Signal
Officer of the Supl'eme Command of the firmed Forces (Chef VNV)
also acted as Chief Signal Officer of the Army (Chef ENW). TIle
officers who controlled OK\v/Chi and the Signal Intelligence
Service of' the Army were drawn from the Sffine set of regular
German signal officers. Boetzel, who ended the "ar as head of
the Army Si~~a1 Intelligence Service, had once been 3econd in

'f.L~See r-84, 4.
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command of OKW/Chi. Before he became head of OK.W/Chi, Kettler
had been associated with an Army Signal Intelligence Unit. For
a while, he had been head of the principal Army intercept
unit in the east. Mettig, who ended the war as second in com­
mand of OKW/Chi, had previously been head of the ArmY crypt­
analytic agency. Furthermore, OKW/Chi and the highest echelon
Army cryptanalytic agency were originally located very close
to each other in Berlul, in the Tirpitzufer sBction. So close
was the liaison between Army and OKW on command level that an
Italian captain, Bigi, who visited the German Signal Intelli­
gence Services in December 1942, seems to have thought that
OKW/Chi and the ArmY cryptanalytic agency were aotually one
unit. WIlen he was captured much later, this Italian told in­
terrogators that German signal intelligenoe was under Colonel
Kempf, and that subordinate to Kempf vas Fenner vho was in
oharge of diplomatic wtgerial and Major Mang who was in charge
of military material. We nov know that Bigi was quite
wrong. Kempf was head of OKW/Ch:L in December 1942; Fenner lfas
subordinate to him, and in charge of cryptanalysis. Mans was
head of the Army oryptanalytic agency and in no way subordinate
to Kempf. But the fact that Bigi could have made this mistake
indicates that the actual cooperation between these two agencies
was extremely close. The offioers seemed to have been well
satisfied With the relations between the Army cryptanalytic
agency and OKW/Chi. Huettenhain, on the other hand, who repre­
sented the civilian specialist point of view, was not so well
f&tisfied. He told interl'ogatorsthat "liaison with OKH was
not such as the younger men would have wished, nor such as would
be natural in soientific work. But the"Higher-ups" ha~lJ!. private
war on and liaison among specialists was discouraged." O( One
may perhaps doubt that this statement means much more than that
the organizational lines were held and indiscriminate contact
between the two services prevented. Actually Huettenhain him­
self seems to have worked most intimately with the Army crypt­
analysts. He knew a great deal about special ArmY problems,
such as the work on Typex, which were no official concern what­
ever of OKW/Chi. Buggisch, one of the leading Army oryptanalysts,
seems likewise to have had a very ~ood knowledge of what went .
on at OKW/Chi. He mentions confer ~:lces with the OKW/Chi special­
ists on the security of German cryptographic devioes and on the

416IF-1517 is Captain Bigi's report on German signal intelligence.

417r_31, p 10.
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Hagelin machine in the summer4~8 1943, long before the official
Chi-conferences were started. He also speaks of'a visit
which he paid to the cryptanalytic machine section of OKW/Chi. 4l9
For a while, Army cryptographic devices seem to have been sub­
mitted t~ a double security check, one by the Army and one by
OKW/Chi. 20 This duplication of effort was eliminated when the
Army security people were incorporated into OKW/Chi in November
1944. The intimate liaison between the Army and OKW/Chi seems
to have existed only on a higher level, particularly with
regard to security. OKW/Chi speoialists were never permitted
to know precisely what was going on in the field. The Army
cryptanalysts, moreover, apparently labored under the same
difficulties. Fricke says that the Army had been using an
amaZingly insecure system, (the socalled Barbarasohluessel
or "Barbara Keys") for weather traffic from }g}9 to 1944. It
was4~~t until that late date (1944) that OKW Chi heard about
it. Presumably, the ArmY cryptanalysts had not heard about
it either.

Contact with the Air Force was more lax. The head of the
Air Force Signal Intelligence Service, Lt. Col. Friedrich,
a prisoner of TICOM, was asked s~out his relations with OKW/
Chi. Although he was an extraor'dinarily communicative prisoner,
on the subject of OKW he could give very little information.
APparently this was because he knew very little about the
organization and was rather bored 'J:,i it. He remembered that
decoded traffic had been sent to him by OKW/Chi but said ~~
was of no use whatever to him and he stopped read~2~t.4
His cryptanalysts, he s&id, "got nothing from OKW."

418I _58, 3; I-72, 6.

4l9I_58, 3.

42°Buggisch states (I-72, .6), "The types of small Hagelin
known in the year 41 (C 36 and Be 38) did not satisfy the
security demands set by OKW/Chi and OKH/In 7."

421I _20, P 7.

422I _13, 6.

423I-13, 1.
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(Friedrich made it very clear that he did not think very
much in general of cryptanalysts or of cryptanalysis). There
Was a little more contac<t than he implies. Mettig told his
first interrogator that he had had some liaison with4~'
Voegele, chief cryptanalyst of the German Air Force.
Voegele himself was interrogated later and gave some details
of what this liaison actually amounted to. He had worked in
the early part of the war on the British Gover~~nt Telegraph
Code and later got a photo copy of it from OKW. ~ In 1940
and 1942, he had exchanged traffic in the Interdepartmental
C]pher, results of the reconstruction of the recillher book
used with it with OKW as well as with the Navy.42b In 1945. ~
messages and itemp in a United states code were exchanged with
OKW and the Army. 427 He also had on order from OKW a crypt­
analyti~ machine employed for an attack on the American strip
Cipher. 2~ Apparently he never received the machine; but he
'Was rather dubious abOl-lt its efficienoy in any case. He said
he could get along well enough on American strip with IBM
machinery. Voegele she,wed OID{ as well as the Foreign Office
the method of attaok OD: the4Amerioan strip cipher whioh his
organization had developed; 29 He did not know what use. if
any. OKW/Chi had made of this method. Huettenhain says that
he gave some assistance to the GAF weather aeOVice in their .
attack on an English meteorological system. ~ This assistance
consisted in putting at their disposal a cryptanalytic device
which Huettenhain called the ~i~rammsuc~eraet (digraph
"weight" recorder). Even wit he assisance of Huettenha1n
and his machine, however. the weather service failed to solve

424I _17• 2.

425I_112. 6.

426I _1l9• 4.

427I _1l2, 9.

428I _1l2, 4.

429I_1l9. 3.

4301_3l• 4; 1-84. p 2, p 7.
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the cipher. One cI7Ptographic achievement of the German Air
Force was the development of the Enigma. plugboard permuter.
This device seems to have been developed entirely by the Air
Force and initial research on the mathematical aspects of the
machine was car.ried out by them. Later on, however, OXW/Ch1
did give some help in mathematlcalresearch on the device.~)l

The Navy was the most aloof of the services. It had
worked on the Interdepartmental Ct,Pher and sent representatives
to the Chi-conferences, but otherwise, it had little connection
with OKW/Chi. The chief cI7Ptanalyst of the Navy, Tranow,
stated that OKW/Chi WB.S kept informed of the cI7Pt~alytic
work carried out by the Navy cI7Ptanalytic agency.~'2 This
was required, it will be recalled, by the Praun order of~ ~ .
5 Septemb~r 1944. Trenow is emphatic, however, in his state- 433
ment that no naval research problems were referred to OKW/Chi.
The Navy received some raw traffic intercepted by OKW. which had
been passed over commercial circuits. They had adopted at least
one of the cryptanalytic4d~v1cesdeveloped by OKW/Chi. the so­
called Rolle~ ~pparatus.) ODe of the Navy ratings had
devised some improvements for the apparatus44Bd was ordered to
cooperate With OXW/Chi in developing these.'~ Otherwise. con­
tact seems to have consisted 01' informal conversation between
Tranow and Huettenhain. It was in one of these conversations
that Tranow learned from Huettenh&in that the exiled Polish
Government in London used a lIt~ncil system somewhat similar
to the British Naval System. 43b

43lI _57• 8.

432I _93• 4.

433I _93 • 4.

434
I _37• 3.

435D_45. 5. From a report of 4/SKL. dated 6/3/44. "FK. Gfr.
Zimmermann, of Section III Fo. submitted within the last few weeks
a proposal for a printing synthetic producing machine (Rollma.sch1n~l.
Zimmermann was instructed by OKW/Chi, Where new developments are
worked out to~ the branches of the armed torces. to have a proto­
type ready within 3 weeks in order to fix the tinal model."
436

I-93, 25.
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11. . OKW/Chi and other GermanoHigh-Level Signal Intell1­
genoe Agenoies. When attaoks on enemy service systems vere
assigned to the separate branches and OKW/Chi assumed res­
ponsibility for enemy and neutral diplomatic systems, OXW/Chi
definitely became the competitor of two other German high-level
signal intelligenoe agencies, Goering's Research Bureau (here­
after indioated by FA, the abbreviation for Forschungsamt),
and the Foreign Office Cryptanalytic Section-(pers ZS).

Since 1933, Goering's Research Bureau (the FA)·had.appar­
ently given some attention to d:l.plomatic material as well as
dabbled in a great many· other things. Since World War I, the
German Foreign Office had maintained a cryptanalytic bureau
whose main commitment was attack ·on diplomatic traffic. one
of the problems of OKW/Chi vas, consequently, to establish its
position in the face of these agencies which had been longer
in the field.

Goering's Research Bureau (the FA) had started in a fashion
likely to prejudice ita relations with OKW/Chi. It vill be re­
called that the FA owed its existence to the fact that Schapper
and other members of the Abwehr Cipher Section had gone to Goer~

ing and proposed a new intelligence organization. They said
at the time that the older organiz~tlon was inefficient and
involved in departmental politics.'7 They apparently kept
this opinion until the end of the war. Schapper's remarks on
OKW/Chi have already been noted. His colleague, Seifert, had
an equally low opinion of OKW/Chi and told the interrogators that
Goering's Research Bureau (the FA) had been established "to
provide diplomatic and commercial intelligence of an abso-
lutely reliable kind ••. and to insure •• the elimination of all
bias which might have res~lted from association vith the old
established ministries.~3~ Hermann Goering expressed parti-
cular scorn for OKW/Chi "the most junior member of the family".439
The personnel of OEW/Chi, on the other hand, seem to have re­
turned scorn for scorn. Mettig stated that Fenner. who seems
to have been in charge of liaison with other cryptologic agencies.

437IF-15. p 20.

438I - 54. 3.

439I-143, 15.
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felt particularly strongly on the subject of Goering's Re­
search Bureau (the FA), probably because it4~8d been estab­
lished by his former subordinate, 5chapper. Huettenhain
also refers to Fenner's particularly violent "prejudice".
He further said that some personnel of OKW/Chi had gone over
to Goerings Research Bureau (the FA) and that they were re­
garded in OKW/Chi as people who had "deserted the ship".
He kne~ Paetzel and had discussed cryptanalytic work With
him. His personal impression was that Goering's people knew
little in the fifiq~ of cryptanalysis. "They employed no
mathematicians" • Fricke denied that he had ever. known any
of the personnel of Goering's Research Bureau (the FA) until
he was brOUght together with them as a prisoner at the end of
the war. They had a bad name, he said, at OKW/Ch1. His personal
opinion was that they were a big name with nothing behind it.
The interrogators told Fricke that Goering's Research Bureau
~the FA) employed twenty-five hundred people. He replied,
'For their deciphering they should have needed a handful. They
must have had other work to do. but what the devi14~~uld they
have been doing with twenty-five hundred people?".

The chiefs of both services professed a Willingness to
,;ooperate, but each accused the other of failing to do so.
5chapper told his interrogators that at the beginning of the
war he wished his work to bec.~ .a general intelligence bureau
but that his competitors, the F'oreign Office and OKW/Chi,
refused. 443 He was quite Willing, he said,. to work with Col.
Kettler, but this willingness was not reciprocated. Kettler,
on the other hand, said, "the Fomhungsamt monitored Press
traffic. It carried out cryptographic work but; I do not know
what it was. We tried to work tog~kller but the Forschungsamt
refused for reasons unknown to me.

4401_131, 3.

4411_31 , 10.

4421_20, p 8.

443IF-15, p 17.

4441_21 , p 1.
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In view of this mutual feeling, it is surprising to find
that there actually was considerable cooperation with Goering's
Research Bureau (the FA). The most conclusive evidence of this
is that, according to Kettler's report, one-third of the rav
traffic reaching OKW/Ch:L in the s.pring of :1.944 came from
Goering's Re~earch Bureau (the FA). It is probable that a
similar proportion came during the other periods for which we
have no reoprd. Goerings Research Bureau (the FA) vas probably
not interested in cryptographic development but, despite this
fact, it was represented at G1mmler's Chi-conferences. Their
representative was Kroeger, a leading machinespeciali~4~who
had, according to Paetzel, broken the Finnish Hagelin J In
cryptanalysis, however, cooperation was non-existent. 446 On
the other hand, the cryptanalytic machines developed by OXW/Chi
were made available to Il~ll German cryptanalytic agencies except
the FA~~~7 Intelligence obtained by Goering's Research Bureau
(the FA) from cryptanalytic and other activ4~g was passed on
to the OKW directly by the liaison officer. OXW/Chi vas
by-passed.

The Forei~ Office Cryptanalytic section (Pers zs) was .
senior to OKW/Chi. There is no doubt that OKW/Chi had intruded
on its domain when it took over diplomatic traffic. This aspect
of the relations between the two organizations is particularly
stressed by Specialist Karstien, who of all. the Foreign Office
Cryptanalytic Section (Pars zs) personnel seems to have felt most
strongly against OKW/Chi.~~9 The attitude of the other members
of the Foreign' Office Cryptanalytic Section (Pers Zs) was one
of mild contell\Pt. They definitely felt that they were an older
organization, that they had a greater number of able people,
and that they were in general more competent. This feeling of
superiority vas tinged with a certain bitterness because they
felt that their efforts were unappreciated in higher quarters'
and that they were discr1m1nated against in such matters as

445I _54, 2.

446I _54, 4.

447I-3l, P 10.

448Klautschke, liaison officer to OKW, OKM, OKL, OXH was concerned
solely with passing intelligence and intelligence requests •. There
was no liaison on cryptanalytic matters as far as he knew
(I-54, 4).

449I _", ~ 9_40, •



DocrD: 3560827

procurement of additional personnel. Prof. Rohrbach, who was
the principal spokesman for thel captured Foreign Office Crypt­
analytic Section (Pers Zs) people, was at great pains to point
out that Rave, Hierer, Grosse, and Schroeder, who were OXW/Chl
personnel working with the Foreign Office Cryptanalytic
Section (pers ZS) and captured with them, were people of an
inferior type who had been sent to the Foreign Office Crypt­
analytic Section (Pers ZS) for training. "He spoke4~O them",
the interrogator remarked, "wil;h obvious distaste." Rohr­
bach was careful to point out that when Zastrow, the expert on
U.S.A. s~stems, was detached from the Foreign Office Cryptanalytic
Section (Pers ZS) to OXW/Chi his status was entirely different.
He had gone to OXW/Chl not for training but to lend his expert
assistance to the junior organization. It is noteworthy that tWll
mild contempt was not reciprocated by OXW/Chi. As spokesman
for the OXWIChi ~arty detacheq to the Foreign Office Cryptanalytic
section (pers ZSJ, Rave spoke in the most flattering terms of his
hosts. OXW/Chi, he said, had neither the long experience nor
the "expertise" which the Fore.1gn Office Cryptanalytic Section
(Pers ZS) possessed although Fenner an~5t small party had been
engaged on this work in time of peace. Huettenhain had seen
the papers which Schauffler of the Foreign Office Cryptanalytic
Section (Pers ~5~ had written on the mathematical aspects of
cryptanalysis. 5 Although he did not speak of them with a
high regard, he at least does not hold them in contempt. At
one time Huettenhain seems to have considered contributing
papers on cr~tologic subjects to the Foreign Office Cryptanaly­
tic Section (Pers ZS) publication. Nothing came of this,
however, because Fenner discouraged it for reasons of security.

Kettler stated that he considered the relations of OXW/­
Chi w!th the Foreign Office Cryptanalytic Section (Pers ZS)
good, 53 and there is considerable evidence that a high degree
of cooperation was achieved and the delicate problems arising

45°1_22 , 7, 11.

4511_22, 8.
4521_31, 11.
4531_21, p 2.
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trom the fact that both organizations were committed to the
$ame material were partly met. In the case of the American
$trip system, for example, the Foreign Office Cryptanalytic
Section (Pars ZS) worka~5~n circular traffic, OXW/Chi on
point to point traffic. When both organizations were
breaking the older Japanese cipr.~r machine, OXW/Chi worked
on odd days'4the Foreign Office Cryptanalytic Section (Pel's
ZS) on even. 55 Results were exchanged. There was also a
division of labor among the lang~ge sections on some book­
breaking problems and there were, occasionally some exchanges
of personnel. Huettenhain and his mathematicians had worked
with the Foreign Office Cryptanalytic section (Pel's Zs) re­
search party. He £e6t that a ss,tisfactory division of labor
had been achieved. 5 Fenner directed liaison for 0K.'Jl~9hi
and Senior Specialist Paschke fo'r the Foreign Office.
The head of the Foreign Office Cryptanalytic Section (Pel's ZS)
Minister Selchow, iS

4
8aid to have 'been opposed to too int1- •

mate a relationship. 5~ It is known that he refused to per­
mit the cryptographic system dev'oloped by his department for
Foreign Office use to b,e turned over to OKW/Chi for security
scrutiny. The actual d,ebt of OEM/Chi to the Foreign Office
Cryptanalytic Section (,Pers ZS) cryptanalysts is hard to
8ssess, particularly in view of the fact that the leading
members of the OKW/Chi language sections, Fenner, Wendland,
and Nowopaschenny, were not captured and interrogated. On
the basis of the materi.al available, however, it seems that
that debt Is considerable. The Foreign Office Cryptanalytic
Section (Pel's Z S) gives the impression of being old, conserv­
ative, slow-mOVing but ;able. It was a cipher party of the old
type such as Fenner's had been previous to the outbreak of the
war. It had never been subject to the dynamic and somewhat
feverish expansion that had been the lot of OXW/Chi, where
emphasis had been changed from intelligence to security, and

454
I-31, 10.

455I-31, P lI.

456I _3l, 10.

457I-22, 8.

45!3I-22, 8.
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where a great many of t,he leading cryptanalytic personnel had
been taken into purely crypt06rnphic research. In the Foreign
Office Cryptanalytic Section (PE,rs Z S). the mathematicians
existed solely to assist the crypto-linguists .. The linguists
themselves were apparently more carefully selected, older, and
better trained than those of O~~Chi. It is very likely that
j.n the exchange of results, OleW/Chi received more than it
gave. It is known that the initial break into the older
Japanese machine w~~9made by the, Foroign Office Cryptanalytic
Section (Pel's ZS). It is possible that they also were the
first to break the American strip system, as Rohrbach so
emphatically claims. 400 Two South African codes were worked
on Jointly by OKW/Chi and the Foreign Office Cryptanalytic
Section (Pel's Z S), w1t:tt the latter taking the lead. On the
other side of the ledger is the loan b¥ OXW/Chi to the Foreign
Office Cryptanalytic Section (Pel's Z 5) of a Brazilian, a
MeXican, and a Portuguelge compromised code for photographing.
Prior to the compromise of the Portuguese code, the two agencies
had regularly exchanged group mean1ngs.4bl vlhere quality and
expertness were primary considerations as in initial attacks
on cipher systems, and In more difficult book breaking problems,
the Foreign Office Cryp1;analytic Section (Pel's Z 5) was superior
to its military colleague. When a problem had reachE'd the mass
production stage, howevElr, OlW/Chi was able to profit by the
comparative ease wil,i, yhich it ,~ould obtain partly trained,
medium-grade personnel. ~62

12. Liaison with li'oriif\t:Lsnal Intellifence Agencies.
In the matter of liaIson w t l~ algnal Inte Ugence agencies
of Germany's allies, thEI authority of OKW/Chi seems to have
been partly recognized. Fenner had been working for a number
of years previous to the, outbrealc of the war to establish

4591_22, p 2, 7. 16.

4601_89.

461n 16 Report 2 P 3; Report 4 P 3. 5.

462Cf . Also the statement (I-22., 13) "If when a new system
was broken, it was discovered thELt traffic dealt mainly ll'lth
matters outside the diplomatic fleld, it was handed over to
OKW for exploitation. II
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firm relationship between OKW/Chi and Germany's probable
future allies. There is some ev1dence that the signal intelli­
gence agencies of the Army, Navy, and Air Force were expected
to approach their all1ed counterparts through OKW/Chi. Thus
Friedrich, head of the Air Force signal intelligence, told
interrogators that hG had no liaison with the Japanese 8uthor1­
tiea and that such liaison took place only through OKW/Chi. 40,
Voegele, the chief cryptanalyst of the Air Force, stated that
he visited Berlin once in January and again in February 1942
fol' cryptographic discussions With Hayashi, the Japanese repre­
sentative, but that the meeting never actually took place.
Voegele believed that the discussions we~~revented by Kempf,
who vae the head of OKW/Chi at the time • To be sure, the
Ar~y had independent relations with the more reliable axis
al11es, the Italians and particularly the Finns. It is clear
from the case of Bigi, however, that insofar as these relations
we1'e conducted on a high level, OXW/Chi had a hand in them~
Bi8i, it will be recalled, vas never clet65as to whether his
relations were with OKW/Chi or the Army. It is noteworthy,
too, that the members of OKW/Chi were well acqUainted with the
Finnish liaison officers stationed with the army cryptanalytic
agency.
a. Austria:

Before the annexation, Austria is said to ha~e had a
small but efficient cryptologic office. This was loe~ted in
Vienna and headed by a Mr. Seifert. It had a small staff
which dealt with the traffic of Italy, fulmen1a, Greec~~6Jugo­

slavla, Bulgaria, Turkey, Poland, and Czechoslovakia. 0 It
is said that these organizations had close contact with OKW/­
Chi even during the period of tensioa preceding the Anschluss.
Huettenhain, from whom this information is derived, does not
knov precisely what this contact amounted to. At the time of
the Anschluss, Gen. Fellgiebel and Fenner paid a visit to the

463I_29, 3.

464I _ll9 , 6.

4655ee above, page •

4661_118, 3.
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Austrian cipher office and brought the best personnel to Berlin
where they were incorporated into OKW/Chi. Seifert became a
high ranking civil servant (princiI1al specialist) M1n1sterialrat)
and specialist in book-breaking. 46'(
b. JMtli:

representatives of the Japanese signal intelligence,
a more or less astute sparring went on from the time of Japan's
entry into the war. In 1942, one of the leading Japanese
oryptanalysts, Colonel (later General) Hayashi, happened to
be in Berlin. Unable to return home, he became Japanese Mili­
tary Attach~ in Budapest. During his stay in Berlin, he arranged
for an exchange of material with ORM/Chi and a relationship
was staX'ted between the head of OKW/Chi and the JaP~gse repre-
sentlQt,ive in Berlin which lasted throughout the war. From
cream sources, we know that Kempf was a favorite of the Japanese
and that a proposal vas made that he be decorated by Japan.
What became of this proposal is unknown. Kettler maintained
the relationships established during 'Kempf's regime. He ad­
mitted that he knew Japanese officers in Berlin vell. Rave
says that he remembere~6e Japanese naval attach~ paying a
visit to Col. Kettler. ~ There vas, however, no regular
Japanese liaison officer at ORM/Chi, and no Japanese worked
there. Just vhat the Japanese got out of the relationship
is difficult to say. Kettler stated that various book recover­
ies were ij~8sed on to them. Some of these were probably
American, '( although Huettenhain said that he 'Was convinced
that no United states ~trip material had ever been passed to
the Japanese by OKW.47~ Some UI!worked traffic vas exchanged,
but theI'e vas never any exchange, so far as is known, of in­

,formation on cryptolog.1.c procedures. In short, the Germans

467Cf 1-118, 3, 1-84, 4 in which it is stated that"Sieffert"
head of the bureau, came to work at OKW/Chi l~ith other members
of the Austrian bureau: Dr. Mauler, Dr. Locker ORR Bailovic.
This is not the man of the same name who headed the evaluation
section of Goering's Research Bureau.

4681_21 , p 2-3. 1-31, 9.

4691_22, 8.

4701-21, p 3.

4711_31 , 10. Cf. also Buggisch's statement (1-64, 3) that he
had never heard of any Japanese cryptanalytic relations with
OKW/Ch1.
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gave the Japanese ve~r little cryptanalytic assistance and got
nothing in return. In the cryptographic field, the Germans
were apparently even more reticent. "We did not tell the
Japanese;' says Kettler, "that we considered their systems bad". 472
Huettenhain, however, lene,. of a proposal to sell to the Japanese
some Enigmas, probabl;y i'or naval use in the far east. He says
that when the cryptaru~lysts of OKW/Chi found that the non­
plugboard Enigma was :readable, it was suggested to Fellgiebel
that the Japanese should have plugboard machines. Fellgiebel
vacillated. 'Huettenhain does not lenow what was finally done
about the matter. 473

There was to havl3 been Ii last minute attempt to improve
cryptologic relations with Japan. A plan existed to send a
cryptographic delegat:Lon ~;Y submarine from Germany to J'apan
in the winter of 1944·-45. -,4 This delegation was to include
Capt. Opitz and First Lt. Schubert, Army signal intelligence
personnel, and Lt. MOlt'genroth, one of the Navy cryptanalysts.
50 little was known about Japanese cryptanalytic actiVity that
the delegation did hot know where they were to go in Japan or
to whom they should announce their arrival. The first contact
was to be vith the GeJ:ornan Mil1tary Intelligence (Abwehr) in the
far east. The Mil1twt'1{ Intelligence (Abvehr) presumably would
have further contacts. 75 According to Mrs. v0it Nida, only
one of the delegates uas able to speak Japanese 70 and it is
perhaps true, as MetUg said, that the delegation did not plan
to reveal or hope to get much. Mettig added that, in general.
German liaison with the Japanese was not considered good, and
that the German officers who visited Japan had to veal' civilian
clothes so that they would not embarrass their AXis partners.

4721_21• p 3.

473I _84, 7.

4741_105, 5.

475From Mettig I-127, 2, I-48, 3.

476I-49, p 2.

477I _127, 2.
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c. Italy:
Despite the tact that cryptologic liaison with Italy

had gone on tor some time, and is said to have been started
by General Gamba at the·time of the Abyssinian war, it does
not seem 4~8have been much closer than liaison with the
Japanese. Bigi' s visit to OKW/Chi in 1942 has already
been mentioned.~79 An Italian proposal for a similar_visit
in December of that year was refused by the Germans.~O A
deal, however, was made and carried out Whereby certain Ital­
lan IBM equipment was exchanged for German IBM equipment in
order to enable the Italians to use IBM machinery in their
cryptanalytic work. Huettenh&1n mentions exchanges of book
groups. He also tells a story of how the Germans broke an
Italian cipher and told the Italians, who refused to believe
it. "To prove it to them we f1n&lly sent a cryptographerlto
Rome and he was locked in a room until he had done so! ""l:l
After the surrender of the Italian government, the Italian
Fascist Republic set up a ~ew signal intelligence service.
With this service Kettler refused to have any deal1n2s whatever.
"since we did not know what they would do vith it":ZR52 Kettler
was instrumental in obtaining a German order that the Fascist
Republic cryptologic bureau be dissolved. This occurred on
25 February 1944.
d • HtI!a!'Y: .

alson with the Hungarian cryptanalysts had existed
since the early tventies, an~8there vas a regular exchange of
material throughout the war. j In the report ot June 1944,
Kettler stated that, during the Spring of '44, he received
one-eighth ot his rav traffic trom the Hungarians. The ex­
change.took place through the Hungarian embassy. There vas no

4781 _21, p 3, from Huettenhain.

479li'-1517 Appendix A. See above ..lL.13. Cf. also 1-78, 11.

4801_21 , p 3.

4811_21 , p 3.

4821 _21 , p 3.

4831_21, p 2.
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regular exchange of liaison offlC~~~ although Wendland. Fenner's
under-study. was sent to Hungary. A few weeks before the
entrance of Hungar)' into the war. Hungarian General Petri­
kovic visited OKWjChi ~hen he passed through Berlin. probably
on his ~~;r to Helsinki. This lIas during Kellij>f' s term of
office. , Kettler. moreover. n~e two good-will visita to
Hungary. In return for the traffic which they received. the
Germans gave the Hungarians methods of solution for Italian,
Rumanian. and Polish systems, the o~~ countries lIhose systems
were of interest to the Hungarians. Huettenba1n tells an
odd story which indicates that relations were not always quite
so happy as the above details suggest. In the summer of 1944,
OKlof/Chi broke a Turkish code and gave it to the Hungarians.
The IDlngarians sold the code to Himmler's secur4~x Service, the
R8HA. which brought it proudly back to OK~lCh1. T At the
beginning of 1945. liaison lIith the Hungarians was terminated.
Kettler sent a liaison officer to the German border at 5teina­
manger but he returned lU'ter having exchanged c~H8tesies
1iith the Hungarians. Nothing further is heard.
e. Fin1Iid: .

L1a~on With the Finnish cryptanalysts began around the
year 19384~d was intensified just after the first Russo-Fin­
nish war. In 1942, a Lieutenant Mikkoja arrived to act as
liaison officer at ar~ headquarters. He may. also have had
some contaot with OKWjChi. In. any case, OKlof7chi had liaison
with a Colonel Hallimaa from the beg1nn1ng of the second Russo­
F1nn1sh war. ~:'O Traffic was exchanged in both the military and
diplomatic fields. The Finns were said to have been Interested

484p 2~.

485p 2~.

486p 2 Ibid.

4871_132. 2.

4881_21 • p 1.

4891_96, p 5; 1-29. P 3.

4901-111. 4.
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princiPtlly in the traf'fic of Russia, Poland, R'1Jmsn1a. and
Sweden. 91 There vas close liaison with the Finns on the
stgllution of an Americll.n strip system, but no exchange was
made on any other system since OKW/Chi had nothing to offer.
It is probable that the Finns 'w-ere given .to driving sharp
bargains with their allies. We know that the German solution
of the American strip system depended partly on the traffic
for M~r~h 1943, and th.\t it vas not broken by them before that
date. ~ We knov, too. that on the tenth of March 1943, the
Finns gave their solution of the American cipher system to
the Japanese. It seeDis that the Finns had broken the American
cipher system previous to March 1943, and vithheld this infor­
mation from their German allies. They started to exchange
only when the Germans had something to offer. What the
Finns got from the Japanese in return for the information on
the American strip, we do not Imow from TIent-l.

In his report for Spring 1944, Kettler states that
German relations vith the Hungarian and Finnish cryptanalytic
organizations were of great aSElistance to the Germans in re­
storing the Archives of OKW/Chi vhich had been destroyed by
the air raid of November 1943.
f. Bulgaria:

The only evidence of any connection of OKW/Chi vith Bul­
garian signal intelligence is the statement in the Kettler
report for Spring 1944: that several BUl$arit§ij vere given a
course in elementary cryptography at OKW/Chi.
g. ~Piiin:

T e extent of OKW/Chi's relations with th~ Spanish Signal
.Intelligence has been covered in the disoussion of the intercept
~istems of OKW/Chi in Spain. There is no doubt that the head
of the Spanish signal intelligence service, Colonel Sarmiento,
cooperated with the Germans. He received French traffic and
military traffic in geJleral sent to North Africa. In return,
he gave the cablegrams about ship movements probably originating

4911_31, 9. ,
.492I _89.
494DF_9, 3.
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with commero1al attaches. 495
he told the Germans noth~.

beoause he knew noth1ng.49~

About cryptanalyt10 materials.
Mett1g believes that th1s was

495r_lll. 4. It 1s not clear whether these cablegr8lll8 we1'e
given. however. to OKW Qr to OKH.

4961_111• 4.
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VOLUME 'I
Tab A :

A-l}. "Conso11dated L1st or DocUments received rrom:
I. A.P.H.Q •• Italy; II. F~uerste1n; III. Japanese
Embassy. Ber11n; IV. Lis~on; V. M.I.S; VI. W~5.VI;
V'II.OSS. W1esbaden." A TIC,OM publication.

Ab~ebr.-- Military Intelligence. '
Adler. Walter. Pirst Lt. Dr. Mejnber or Subsection of OlW/Ch1

~orlc1Dg on Ch1na. Japan. '
Agents' Section.-,- "Referat vauck." nsmed for its head. Lt •

. Vauclc. I
Ag/'rINV (Amtsgruppe Webrmachtnachr1chtenverbindung). -- ArIIIed
. Forces Communicatlons Grou~.

Algner. • Dr. (of Medlcine). Member of Section IVc of
OX\QCh1 (initial brealcing Of more difficult systems;
cryptanalytic theory). :

Amberg. Ban~. Contact man for OKW/Chi in spain.
Amtsgruppe Webrmachtnacbrichtenverbindung (Ag,Iwmr). -- Armed

Forces Communications Group.
Andrae. • Lt. Col. Chlef o~ Group I of OKW/Chi (inter-

cept) until replaced by von NInA. Chlef of staff of
the 5ignal Intelligence Agency of the Army High Command
(OKB/Gd MA). I

Armed Forces Communicatlons Group.-- .Amtsgruppe Wehrmacht-
nacbrichtenverbindung (Ag/WNV).

Armed Forces High Command.-- Oberkommando del" Wehrmacht (alGI).
Armed Forces Signal Communications.-- Webrmachtnach1"lchten-
. verbindung (WlW). ,
Armed Forces Signal Otficer tar ISpecial Employment # 7~O.-­

Weh1"machtna~brichtenfuebre~ zu besonderer Ve~endung 700
(Wehrmachtnaclu'ichtenfuebrer z. b. '\f. 700).

Armed 5chutzstartel (warten-ss) .!-- components of Elite Guard
aerv1Dg at tront., . .

Army Ordnance. Development and Test1Dg Group. 5J.snal Branch.--
Waffenpruefung 7 (wa Prue£ 7). .

Army Ordnanoe Oftice. -- Beeresvaffenamt (HWA) •
Aumann. • Prof. Dr. Member 'of 5eot1.on IVc of alGI/Chi

(inlt1al breaking of more difficul t sye tems; oryptanalytio
theory). '.
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Baechle, Friedhelm. Radio operator "fith MUitary Intelligence
(Almeh1'), Department I-i in Madrid, Spain, Jul 1940 -
1II0v 1944. This depa.rtm~nt '\tas responsible for radio
operation, telegraphy, teletr.pe, and cryptography of
rulitary Intelligence (AbwehrJ.

Ballovtc. , Senior Specta.l1st. Former member of Austrian
c~yptanerytic bureau, transferred at the time or Germany's
a.t1Dexation of Austria. to Goering's Research Bureau (PA).
Af'te1" a short time, '\tent to the Signal Intelligence Agency
Of the Army H1gb CQII!J!!80d (OXB/G d lIlA) and in Oct 1944
joined Balkan Section or Group V of QKW/Chi.

Barlow. , MaJ. U.S. ~ officer ,mo tried to trace
personnel and plant of the firm or Teletonbau und
1\lormalze1t of FrankfUl'tlMain, "fhich was respans1ble
for the development or 00 }9. .

Berndt. Mr. Ch1ef of 'Polish part or Subsection V 6
ot OKW/Chi. .

Bernsdol'f'f, Capt. Chief or Section IIa or OXW/Ch1
(liaison between OKW/C~ and f'ield units); in 1~45
roplaoed Metzger as chief' or Group III. .

Beyreuther. Heinz rJ., Cpl. .Member of Subsection or IlDi/Chi
working on China, Japan,

Boetzel, , Col. Chief' or Gode and Cipher Section of
Gorman War Ministry, 19}4 - 19}9. Chief' or the Si.,gnal
Intelligence Agency or ille Army High COIIIIIIaDd ~OKH/G d lIlA).

BruoJnnann, • Mentioned (1-1, p. 20) as being active on
more or less independent rooting" in OKW/Chi. Specialty:
Gl'eek. . :

Buok, , Senior Inspeot~. Chief or Section Ie of OllJl/Chi
(teleccmmnmications). I •

Buggisch, Otto, S/Sgt. Dr. Cryptanalyst in Inspectorate
7M (In 7/VI). Expert 'on Russian oiphony.

BuscheJlhagen, • First Lt. Chief of' the Defense Ministry
C1pher section, PI'edeoe~sor to OKli/Chi (1919).

Chi (Cnitfrierabteilung).-- ~ipher section.
Chiff1'1el'abteUung (Chi).-- qipher section.
Chittr1erstelle des Oberbefelilshabers del' Luftwaffe (Chi-Stelle

Ob d L) .-- Signal Intelligenoe Agency or the C<lJ!!lModer in
Cnief or the Air Force. :

Chi-Stelle Ob d L (Chitfl'iel'~telle des Oberbetehlsnabers del"
LUft'ltatfe) •-- Sj gnal In~ell1.Sence Agenoy of the C<lJ!!lModer
in Chief of the Air Force.

Clifton, , Col. USA officer in COlllllllU1d of units '\thieh
04ptured some of the <mW/Chi personnel.

I
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Cryptanalytic 8eotion of the :German Foreign Office.-­
80nderdienst des Referats Z in del' Personalabteilung
des Aus~aertigenAmtes(Pers Z 8).

D-16. "Translation of Annual Progress Reports by Pel's Z 5
m covering 1927, 1941, and: 1942." A TICOM PublicatioD.
D-55. "Translation of Order concerning Cryptanalytic and

Cypher Production Work promulgated by oXW/WFS./Chef
WNV, taken from Papers or Major Nielson." A TICOM
publication. .

D-57. "Notes and Minutes of Bigh-Level Meetings held at
OXW/Chi." A TICON publication.

Defense Ministry.-- Reichs~ehrministerium.

Det tlfl:..nn, Alex, Lt. Bead of lir¥ptansl ysls at Intercept Con­
trol Station East (HL8 Ost); later head of Section 3,
Group IV of the :31.snal Intelligence Agency of the Army
High Command (OKH/G d NA). Specialty: IIIll.chlne cipber
~d research.

DF-8•. ~aptU1'ed Wehl'macht Si.s1,nt Document: Statement of .
Order at Battle of OXW/Chi based on document dated A~ril
1945. A TICOM publication.

DF-9. Captured Wehrmacht Sig1D.t Document: Translation of
Aotivity Report of ORM/Chi.far the period 1st January,
1944 to 25th June, 1944. A 'l'ICOM publication.

Doenitz, Karl, Gran~ Admiral. :Commender in Chief, German
Navy; Reich Chancellor atter Hitler's death.

Doering, , S/Sgt. Dr. Mathematician of Inspeotorate
7IVI~In 7/VI); later ~th the Signal Intelligenoe Agency
at the Army High Command (oKH/G dNA). Specialty:
machine cipher and research. '.

Eckert, , First Lt. Liaison Officer from OXW/Chi to the
Signal I~telllgenc~ }.~enoy of the Commander in Chief of
the Air ~orce (Chi-Stelle'Ob d L).

Eichner, -, Second Lt. Officer in charge ot IlKW/Chi' S
"SectIon Sgain" office in ISev1l1a, Spain.

Elite Guard of the Nazi Par+:;y.-,- Sohutzstaffel (Ss).
Fel:..giebel, Erich, Lt. Oen. Chief Signal Orticer at Army

and Armed Forces High COllllll&nds from beginning of var
until he vas executed in 1944.

Fenner, Wilhelm, Principal Specialist. Chief at Divis10n B
of OKW/Chi (Cryptanalysis)'•

.Flicke, , Spe,.'ial1st. In charge of technical matters
at okW Intercept station at Laur.

Forel~ SecurIty ServIce.-- Sicherheitsdienst Ausland
lSD Ausland).
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I

Franke. • Senior 5pecialist~ In ch8.l'ge of york on 5\l'ed1sh
Be 38 Iii OKW/Chi. 1940. I

Franze • Prot. Dl'. Chief ~ Section IVe of OKW/Chi
1n1t1SJ. breaking of' more d1f'fieul t systems j crypt-

analytic theory). I .
Fricke. • 55 First Lt. Lia.ison Otficer f"rom the Reich

Main Security Oftice (R5HA):to OKW.
Fricke. Wall~!? Technician (Lt. Grade) Dl'. Chief or Section

lIb of vKW/Chi (development I ,~f German systems).
Friedemann. • One of chiet:members of Joint Intelligence

(Ab\l'ehr) in Spain. :
Friedrich, • Lt. Col. Chief of Division III of Chief'

Signal Office (Gen NaFue III) and of" the 5ignal Intel­
ligence Agency or the Commander in Chief of" the Air
Foroe (Chi-Stelle Ob d L). :

Frol:1ein. • Lt. (Na.vy). Nember of the Signal Intelli-
genoe Agency of the Navy Hign Command (OKIil/4 SXL/III).

Fu (FW1kuebe~aohung).-- Radio Defense Corps.
Punkueberl:1achung (Fu).-- Radio Defense Corps.
Gamba. Vittorio, Gen. Head of" Italian Cryptanalytic Department.
Gimmler. • Maj. Gen. Chief I of Army Ordnance Development

and 'testing Group, 5ignal ~anch (wa Pruef 7). 1939 ­
1943. Chief 5ignal Officer to Commander in Chief West,
1943 - 1945. Chief of' Armed Forces COlIlmunications Group
(Chef As WlW). !

Goer1ng, Herrmann. ReiohsmarschB.+1. COlI2lls.nder in Chief of
German Air Foroe. German Ail' Minister. etc.

Grosse. Arthur) Mr. OKW/Chi employee detached to Foreign
Office Cryptanalytic Section (Pel's Z 5) for training.
5pecialized in Chinese and Japanese.

Grotz. Capt.· Chief ot Group I or OKW/Chi (control of
intercept stations). '

Hagen. Ursula, Miss. Head of' the: elroup in the Foreign Office
Cryptanalytic Section (Pers.z s) which worked on English
and British Empire. 5pa.nish~ Portuguese. and Latin-
American 5ystems. ,

Hall1maa. , Col. Head of Finnish Cipher Section. Had
11aison with OKW/Chi. •

Hatz. Heinrich. Staff' Direotor. in ch8.l'ge of administration
of OKlf intereept station at:Lauf.

Hayashi. • Col. (later Gen.). Head of Japanese military
cryptographic organiza.tion.,oaught in Germany at out­
break of' l:1&1"j became Japanese Military Attach6 at Buda­
pest. Had some liaison l1ith OlGl/Chi.

I

. I
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BeeresHaftenamt (HWA).-- Army Ordnanoe Offioe.
Be1msoeth & Rinc!l:e. Firm l1hJ!ch made the ohe.ngeab1e turnovel'

rotor (Luec!l:entuellerwa1ze) for the l!:nigma cipher maohine.
Address ot the firm: ~andstrasse 1}8, Berlin-Wllmersdort.

Heln, , Maj. CO!DJMnder i of Transport in move or part ot .
OKW/Chi to Douth Germany, 15145. I

Hentze, RUd6J,f, Maj. Dr. Head of Group IV, S1gnaJ Intel1"1­
gence Agency of the Army High Cmmgan<1 (OXB/QdIIlA).

Herol<1, 'Wadim, Cal)t. German:Air Poroe Ofticer <1etached to
OKW/Chi in Jan 15140 to be interoept officer in the field.

Bierer, , Mr. OKW/Chi employee <1atachec1 to ll'ore1gn Office
CryptanaJ.ytic ~ection (Per8 Z 5) for training.

H1IlImler, Beinrich. Reichsfuehrer 55, Minister or Interior,
Chief of German Police. I

Boel)fner, , Col. Took cormna.nd of OID-1/Chi atter it moved
to Balle, 1!J45. I ,

Huettenhain, Erich, Speoialist Dr. Chief oryptanalyst of OKW/Chl
from 19}7 to end of uarl.Chiet of Group I'll' (oryptanalytic
research); also chief of Seotion I'II'd (training).' ;

HWA (Heeresl1affenamt) .-- Army Ordnanoe Office.
I~l. "Revort of TICON repor~ing toam number three, Hhich

unoovered the Foreign Office CrYPtanalytic ~ection (Pel's
Z 5)." A TICON publioa~ion.

1-2. "Interrogation of Dr. Huettenhain and Dr. Fricke at
Flensburg, 21 May lSl45.~" A TICOM publication.' '

I-l}. "Composite Report on ~o Interrogations of Oberstlt.
Friedrich, Chief of th~ G.A.F. Sigint Service, lij/5/45

• and ';/6/45." A TICOM publication.
1-17. "Extracts or SHAEF Interrogations of Maj. Gen. Boner,

Colonel GrUbe, Lt. Col.: Mettig, and Major Rottler." A
TICON publication. '

I-2u. "Interrogation of Sonderfuehrer Dr. Fricke of OXW/Chi
. (Formerly of OKH/Chi). 'I ,A "'ICOM publication. "

1-21. "Preliminary Interrogation of Oberst Kettler, R.R.Dr. '
Huettenhain, ~dt. Dr. Frioke and Oblt. Schubert (OKH/Chi),
15 June l~45. II A TICON :publication. '

1-22. "Interrogation of German Cryptographers of ~ers Z 5
Department of the AUl!,l'll'aertiges Amt. II A TICON publication.

1-27. "Preliminary Interrogation of Fraeulein Hagen~ Head of
English 3ection of Pel's. Z 8, AusHaertigea Am~." A TIeOM
pUblication.

1-2~. "Thir<1 Intel'l'ogation'of Obers tl tn. Friedrlch, Chlef ot .
the G. ~~.1I'. Signals Intelligence Servioe." A TICOM publloa­
tion.
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I
1-31. '''Detalled Interrogations of Dr. Hl.oettenhain, formerly

head of research section of OXW/Ch1, 18th-21st JUlle 15145."
A TIeOM publieation. : .

1-36. "Translation of Paper, Written by Reg.Rat.Dr. Huettenhain
and Sonderfuehrer Dr. Fricke on the Development of OKW/Chi, I'
Sections A.III and B.V;" A TICOM publication.

1-}7. "'l'raI\slatlon of Paper Written by Reg.Rat.Dr. Huettenhain I
~~ OKW/Chi on Speoial Apparatus used as aids to orypt- i
analysis." A TleOK publioation. :

I-}8. "Report on Interrogation of Lt. FrOl1eln of oKM/4 SKL/III.
on his ~ork on the security of the German Naval ll'our-
Wheel Enigma." A TICOM,~ublicat10n. :

1-3~. "Organ1zation at OK\1/Chi." A TICOM publication.
1-44. "Memorandum on Speech Encipherment Apparatus by O.R.R.

Huettenhain and sdt. Dr. Fr1cke." A TICOM publ1oation.
1-45. ."OKW/Ch1 Cryptanalytic Research on Enigma, Hagelin and

C1Pber Teleprinter Machines." A TrCOM publication.
1-46. "l'rel1minary Report on Interrogation of Dr. Otto Buggisch

(of OKH/Gen.d.NA) and Dr. Werner Liebknecht(employed
by OKH and OKW as tester of cryptographio equipment) 2}

. June 1945." A TICOM publication.
1-47. "l'/W Situation Report." A TICOM publication.
1-48. "Report on Special Interrogation of Drs. Huettenhain

and Fricke, Oberst Mett1g, and Lt. Morgenrotll carried
out on 29th Jul;y: l!l45." A TICOM publication. .

I-4~. "Notes on OKwlchi end on Intercept Organization under
K.O. spain." A TICOM ~ubli~ation.

I-53. "Construction of "Schluesselgeraet 39." ATICOM
. publication. . .'

I-54. "~econd Interrogation of Five Members of the RLM!porschu
&mt." A TIeOM ,Publioation.

I-57. "li;nciphering Devices~vorked on by Dr. Liebknecht at
. Wa Pruef 7." A TleOM publication. .

I-58. "Interrogation of Dr. Otto Buggisch of OKW/Chi." A
TICQM publication. :

1-61. "Interrogation Repo~t on Friedhelm Baechle, wIT Operator
vith KO Spain." A TIC'OM publication.

1-62; "Pield Interrogation of Paul Ratz of tile German Army
Si{F.a18 Intelligence (;lS/}}-1945)." A TICOM publication,

1-64. Ansvers by Wm. Buggisch of OKa/Chi to Questions sent
by'1'ICOM." A TICOM publicat1on.

1-65.' "Interrogat10n Repo~t on Four Members ot the G.A.F.
S1g1nt Serv1ce." A T1COM publication.

,
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,
1-66. "Paper by Dr. Otto BUggisch of OKH/In 7/'11 and OKW/Chi

on TYPEX." A TICON publication.
1-67. "Paper by Dr. Otto BuggisCl1 of OKH/In 7/'11 and OKW/Chi

on"Cryptanalytic Machin~s." A TICON publication.
1-68. Consolidated Report Based on Two Interrogations of

Oberst Randewig, of Hoeh .. Wehrmachts Nalue z.b.V. 700
carried out at CSDIC on,approx. 1 Aug. and 10 Aug. 1!:l45."

1 ..69. "Summsry of Oipher Information on Jugoslav Traffic
Provided by Uffz. Herzfeld (Appendices to TICON I-52)."
A TIOOM pUblication.

1-72. "F.'.l'st part of t:he Report by Wm. Buggisch on 5.0. 41."
A TICOM publication.

1-73. "Translated Version of Homework done by Wm. Buggisch."
A TICOM publication. i

1-75. "Interrogation Reports~ on German Field Sigint Personnel
carried out at BUFFER - Ltn. August Schroeder, Ltn. Starke,
Ob~efr. Heudorf, and Hptju. Holetzke." A TICON publioation.

1-76. Interrogation Re,P0rtsl on Lehwald, Haupts, Klett and
Lauerbach. Also 1/76 Supplement (Diagrams) •• " A TIOON
publication. i

1-77. "Translations of Joint Report made by Drs. Huettenhain
and Fricke on the "Zaehlverk" Enigma Machine." A TrCOM
pUblication. :

1-78. "Interrogation of Oberstlt. Mettig on the History and
Aohievements of OKH/AHA/tn 7/'11." A TICOM publication.

1-79. "Supplementary Paper by Drs. Huettenhain and Fricke on
the Solution of the Hagel'in Machine." A TICOM publication.

1-84. "Further Interrogation of R.R. Dr. Huettenhain and Sdf.
Dr. Frioke of OKW/Ch1." A TrOOM publioation.

1-85. "P.W. Interrogation Report on Reg. Rat Flicke, Techn.
Insp. Pokojewski, Stabsintendant Hatz of OKW/Chi." A
TICON pUblicatlon. :

1-86. "Interrogation of Oberstlt. Mettig of OKH and OKW/Ohi on
the higher direction of German cryptanalytic work." A
TICOM publication.

1-88. "Report on Interrogation of Mr. K. Vetterlein of the
Reichspost Laboratorium on German Interception of
Transatlantic Speech Circu,its." A TICOM publication.

1-89. "Report by Prof. Dr. H. Rohrbach of Pel's Z S on American
Strip Cipher." A TICON pUblication.

1-90. "Interrogation of Herr R~1nhard Wagner (OKW/Chi) on
Jaf,anese l:>ystems." A TICOM publication. .

I-~l. 'P.O.W. Interrogation Report - General Major Robert
K.H. Schlake, Chief of Communications in the Main Ottice
ot the Ordungspolizei, Ministry of the Interior." A
TICOM publication. '

116



DocrD: 3560827

1-92. "Final Interrogation '. or Wachtmeister Otto Buggisch
(OKH/In 7/VI and OKW/Chi)." A TICOM publication.

1-93. "Detailed Interrogation or Memberaof OKM/4 8KL/III at
Flensburg." A TICOM pUblication.

1-95. "Interro$ation of Lt. ,Morgenroth on organization of
OXM/4 SKL{III." A TICOM publication.

1-96. "Interrogation of Oberstlt. Mettig on the Organization
and Activities of OKW/Chi." A TICOM publication.

1-98. "Interrogationaf Oberst Rande~ig on Ge~an Deception
plans. " A TIC01l1 publication.

1-103. .':Second Interrogation arReg.Rat Hermann Scherschlllidt
of Pel'S Z S Aus1:Iaertiges: Amt, on Turkish and Bulgarian
~lstel!ls." A TICOM publication.

1-104. "Report on Berlin Targets by Major Heller of G.5.I.(s).
21 A.G., B.A.O.R." A TICOM publication.

1-105. "Interrogation Report on Frau von l'lida (li'i1'e of Major
Wolfgang von lUda, one-time Deputy Head of OKlf/Chi)."
A TICOM publication.

1-111. "Further Interrogation of Oberstlt. Mettig ot Ollli/Chi
on 14th Soptember 1945." 'A TICOM publication.

1-112. "Preliminary Interrogation of Reg.Rat. Dr. Ferdinand
Voegele (Chi Stelle, Ob.d:L) and Ma.10r Ferd1nand pnichtner
(O.C. of Ll'l Regt. 352, etc.)" A TIeOM publication.

1-113. "Interrogation of Major Dr. Rudolf Hentze,Head of Grupp~
IV' (Crypte.nalysis) General del' l'lachrichtenauf'klaerung."
A TICOM publication.

1-115. "Further Interrogation of' Oberstlt. Mettig ot O1OI/chi
on the German Wireless Security Service (Funkabe1'1:Iachung)."
A TICOM publication. .

1-116. "Repart of Interrogation or Ltn. Alex Dettmann and
Obe1'1:Iachtmeister flergius S8II1son01:I of OKH (Oen.d.NA) at
Oberursel. Germany, during August 1945." A TICOM publica­
tion.

1-118. "Joint Reports by Reg.Rat. Dr. Huettenhain and Sdt.
Dr. Fricke, li'ritten at C5DIC on or about 28th August
1945." A TICON publication.

1-119. "Further Interrogation of Reg.Rat Voegele and Major
Feichtner on G.A.F. fligint." A TICOM publication.

1-123. "Interrogation Report on Rudolf Trappe (Civilian) of
OKW IChi." A TICON publication. .

1-124. ~InterrogationReport on Dr. Werner Weber of OKW/Ch1."
A TICOM publication. "

1-127. "Interrogationol Oberstlt. Mettig of OKW/Ch1. A TICOM
publication.
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1-128. "Deciphering Achievements of' In 7/VI and OKW/Chi."
A TIC01l1 publication.' .

1-130. "Hometi"ork by Hauptmann Herold. O.C. Ln. Regt. IIII353."
A TIC01l1 publication.

1-143. "Report on the Interrogation of Five Leading Germans
at~remberg on 27th September 1945." A TrCON pUblica­
tion.

1-150. "Report by Uf'fz. Heinz W. Beyl'euther on the 01'gani­
zation of OKW/Ohi." AITICOM publication.

r-161. "Further Statements on Typex by Huettenbain. Fricke,
and Mettig." A TIC01l1 publication.

11"-15 '''Final Report of TIC01l1 Team 1 on the exploitation of
Kautbeuren and the Berchte',z;aden area." From '1'1C01ll.

1F-l},O. Copy of MIS dossier on Fellgiebel. From Captured
Garman Al'my Official Dossier. noti" in MIS files in
Pentagon.

1F-164. "Report on Interrogation of' Walter Schellenbarg."
IF-165. ;;>pecial l'eport by Kirby. on '1'100111 Team 6's relation

\{ i th OKW/Ohi personnel. Original •
IF-166. Special report by Kfrby on Sdf. Dr. Fricke. 1\1ov 23,

1946. Original.
IF-167. "Final report on the. visit of TrCON Team 5 to t.he

Schliersee area." TIOOM, but not registered.
11"-1517. "First detailed Int~rrogation of Augusto Bigi, ~ho

ti"orked in the Cryptographic Section of SIM be1110re the
Armistice and in SID attel'ti"ard." CSDIO/CMF/Y 4.

Inspectorate 7/VI of the ArmyBigh Oommand.-- Oberkommaodo
des Heeres/Inspektion 7/VI (OKH/1n 7/VI)

Jensen, ( Graduate Engineer. Member of Section !Vb 01'
OKW7chI development of cryptanalytic machinery).

Jeschol. • Intercept operator in OKW Section Spain
substatIon on Canary Islands.

Jodl, Alfred. Gen. Chiof of O~erations Staff, ~rmed Forces
. High. COlDlllB.l1d (Chef OKW/I8.).
::ung-Fischer, , Mr. According to 1-1, p. 20, chief of

Sti"iss subsection of OlUJ/Chi.
Kaehler. • Lt. Col. Chief of Group VI of OKW/Chi (broad-

cast and press monitoring).
von Xalkstein, , Lt. Col. Cliief of' Group VIr of OKW/Chi

(intercept reports and their distribution. eValuation).
Karstien. Hans. Specialist Dr. Cryptanalyst lfith Foreign

Office Cryptanalytic Section (Pel's Z 5). Specialist in
Slavonic Languages. Headed the group ti"t.' on ll"orked on
Yugoslav, Bulgarian, Croatian. and Polish systems, as
ll"ell as systems originating from the Baltic States.
During the evacuation period (Dec 1943 - Mar 1945) headed
that portion of the Section \fhich \fas located in Hirschberg
in the Riesengebirge. Als.o \forked on Chinese problems
1930-1938.
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Keitel, \:lllhelm, Field ~shal. Chief of Armed Forces H1gh
CommAnd (Chef aIM).

Kempf" Col. Chief of OKW/Chi prior to 194}.
Kernl , Lt. 01'. Chief:of Turkish Subsection of Olaf/Chi.
Ketuer, Hugo, Col. Chief ~ OKW/Chi,1~4} - 1~45.
Kiefer. , Specialist Dr. Chief of subsection of Olaf/Chi

.11orklng on Spaln. South Amerlca. Mexlco.
Klautschke, Helnz, SpecialiSt Dr. Liaison Officer 'tlth thtl

Supreme Command of the 'Armed Forces (OKW not just OKW/Chi).·
Stated that he had R un1vers1ty training in econom1c8 and
pol~t1cs." Glves examples of information he sup~1ed in I
the OKW and mentions offlces he had deal1.ngs 111th~ (1 25,
IP 1}5, D 22, especial~y I 54).

Klett, Werner, Cpl. Member of Control Station Slgnal Intelll-
gence West, located 1n Ber11n. '

Klinger, , Mr. Chief of Sect10n Ia of OKW/Chi (l1a1son
111th intercept stations).

Koehler, , Teohnlc1an f;!.t. Grade). Head of lil\gUlstlcs
at Inspectorate 7/111 (In 7/111); later member of SIgnal
Intelligence Agency of Army HIgh Command (oKH/G dNA);
fInally (from Nov 15144) chlef of Sectlon Va of OKW/Chl
(technical asslstance for language 110rk).

Korn, Wllli, Graduate Engineer. Em!Jloyee of flrm of He1msoeth
& Rlnoke, 'tho manufactured the Ji:nlgma. Collaborated

'l1Ith Fenner in developlng the .li:nlgma.
Krause. ' • Mr. Chief of Seotlon VIc of OKW/Chl (forelgn

bl'oadcasts) • '
Krlegs~inlsterium.-- War Min1stry.
Kroegel', , Specialist.: The "clpher machlne" speclalist

of Goering's Research ~ureau (FA). Was sald to have broken
F1.nnlsh Hagelln. Was the re,l)resentatlve of h1ll organl'-
zatlonln Huettenhaln's Clpher Becurlty Committee. '

Kunze, , Flrst Lt. Chlef of S1:I'1ss Subsectlon of OKW/C,h1.
Lenschau, , Maj. Dr. ~hlef of Subsection V " of OKW/(~hi

(Ruman-ray7 Worked 'tlth Mueller of French Subsection.
Llebknecht, Werner, Graduate Engineer Dr. Chlef of section

l1Ih of Army Ordnance Development and Testlog Group,
Signal Branch'(wa fruef 7), research agency for developing
Volce scramblers. ,

Lober, , MaJ. Chlef or Group Z at OKW/Chi (personnel).
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Locker, , Specialist Dr. Formerly member of Austrian
cipher bureau; later chief of subsection on Turkish mili­
tary systems of OKW/Chi.

Lotze, H.,_~raduate Engineer. Member of Army Ordnance Develop­
ment 6:.•'1 Tes ting Group, Signal Branch (Wa Pruef 7), Sec­
tion e. Specialty: ciphony.

Lufthansa.-~ German commercial airline.
Mang, , Maj. Chief of Inspectorate 7/VI (In 7/VI), 1941-

1942.
Mauler, , Dr. Former member of the Austrian ury~tanalytic

bureau transferred at ,time of annexation to OKW/Chi, where
he was deputy chief of Italian Subsection.

Menzer, I Senior Inspector. Chief of Section IIc of OKW/
Chi (development and production of special ciphers for
government departments, industry, and the Rei~h Main Secur­
ity Office «RSHA», developing of deciphering aids for
agents). .

Mettig, , Lt. Col. Second in command of OlCW/Chi, Dec
194} - 1945. Chief of Division A (crYPtograph~).

Mertz, , S/Sgt. Chief' of Section lIIb of OKW/Chi (paper
supply). .

Metzger, , Maj. Chief' of Group III of OKW/Chi (production
and distribution ark~1B) until injured (ear)y in 1945)
and replac~d by Bernsdorff.

Mihailovic, Draha. Yugoslav patriot leader.
Mikkoja. , Lt. Finnish liaison officer to OKW/Chi, 1942 ~ ?
Military Intel1igence.-- Abwehr.
Morgenroth, • Lt. (Navy). A Navy cryptanalyst.
Mueller, • Senior Specialist. Chief of Subsection V5

(France, SWitzerland) of OKW/Chi toward end of uar.
von Nida, Wolfgang, Maj. Officer in cha.r.ge of OKW intercept

network in Spain. Jan 1940 to Apr 194~. Prom Apr 1942
to his death, Nov 1943, second in command of OKW/Chi.

von Nida, Mrs. Wife of Maj. Wo+fgang von IUda.
Nielsen, • Maj. (Gen Starf) 'Operations Officer on staff

of Chief Signal Officer of the Armed Forces.
Nouopaschenny, , Professor. Chief of Russian subsection

of OKW/Chi.
Oberkommando des Heeres/General del' Nachrichten Aufklaerung

(OKH/G dNA) .-- Signal Intelligence Agency of the Army
High Command.
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Oberkommando des Heeres/lnspektion 7/VI (OKB/ln 7/VI)-- Inspec­
torate 7/VI of the Army High Command.

Oberkommando der Marine/4 Soekriegsleitung II(OKM/4 SKL II).-­
Signal Security Agency of the Navy High Command.

Oberkommando dar Marine/4 Se~kriegsleitung III (OKM/4 SKL III).-~
Signal Intel~igence Age,ncy of the Navy High Command. ,

Oberkommando der Wehrmacht (OXW). -- The German A1'med Forces
High Cemms nd •

OKa/G d NA (Oberkommando des Heeres/General der Naohrichten
Autklaerung).-- Signal Intelligence Agency of the A1'my
High Command. .

OlQi/ln 7/VI (Oberkommando d~s Heeres/lnspektion 7/VI) .-- 0

Inspectorate 7/VI of the umy High Command. 0

OKM/4 SKL II (Oberkommando,der Marine/4 Seekriegsleitung II).--:
Signal ~ecurity Agency of the Navy High Command. I

OKM/4 SKL III (Oberkemmando,der Marine14 Seekriegsleitung III).-~
Signal Intelligenoe Agenoy of the Navy High Command. '

OKW (Oberkommando der Wehrmaoht).-- The German Armed Foroes
High Cmnmend •

OleW/Chi (Oberkommando der \-Jehrmacht/Ch1tfrierabtollung) .-­
Signal Intelligence AgeD~y of the Supreme Command,
umed Foroes.

Operations Statf.-- Warfenfuenrur.gsstab, (WFSt).
Opitz, Carl Heini, Capt. An Army Signal Intelligenoe Officer,

member ,of a cryptographio delegation vhmh vas supposed to
go from Germany to Jaj)llJ1 by submarine in the winter of
1944-1945. -

Ordnungspo1izei (orpo).-- Regular Polioe.
Orpo (ordnungspolizei).-- Regular Police.
Oschmann, Maj. Chief of the Defense Ministry Cipher Section,

predeoessor to OEW/Chi (1932). .
Oshima. Japanese Ambassador to Germany, 1943.
Paetzel, Martin, Senior Specialist Dr. Head of the research

seotion, seotion 6, of Goering's Research Bureau (FA).
Pasohke, Adolf, Senior Specialist Dr. Co-head of the Foreign

Otfice Cryptanalytio Section (Pers Z s). Also headed the
Linguistio-Cryptanalytio Subsection, his language special­
ties being Italian, Greek, and Russian. Was principally
responsible for the Seotion's suocesses with Italian
diplomatio codes 1935: to 1943.
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Pers Z S (Sonderdienst des Referats Z in dar Personalabteilung
des Ausvaertigen Amtes).-- Cryptanalytic Section of the
German Foreign Otfioe. '

Peter or Peters. -----. Assistant Schoolmaster Dr. According
to Beyreuther (1-150, p. 2), Chief ot Sviss Subsection
ot, OKWIChi.

Petrikov1c, , Gen. Head' of Hungar1an cryptanalytic bureau.
Pietsch, , Specialist. Head ot mathematical section of

rdspeetorate 7/Vr (In 7/VI).
Plankert, • First Lt. In April 1943, succeeded Major

von NId8 as officer 1n charge of German intercept system
1n Spain, vh1ch vas conducted by OKW.

Poetsgens, , Cpl. Dr. Chief of Greek subsection of OKW/Chi.
Pokojevski, Kurt, Technical Inspector. Subordinate to Flicke,

civilian in charge of OKlo' intercept station at Laufi later
became civilian in charge.

Praun, Albert, Maj. Gen. Succeeded Fellgiebel as Chief Signal
Officer of Armed Forces, 1944. ,

Pupp, • Dr. Member of Army Ordnance Development and
TestIng Group, Signal Branch (Wa Pruef 7), Section IV.

Raatz, Paul, Non-commissioned Off·icer. Member of various
German Army Radio Intelligence Units.

Radio Defense Corps.-- punkuebervachung. (Fu).
Raffel, , Senior Specialist. Chief of Subsection V 6

(It;e:I'iJof' OKWIChi. .
Randevig, , Col. Chief of Western intercept stations in

1939. In 1~44. Armed Forces Signals Officer for Special
Employment # 700 (Hoeherer \f NaFue z. b. V. ','00).

Rave, Kurt,~. OKW/Chi emflOyee detached to the Foreign Office
Cryptanalr,tic Section Pers Z 5) for training.

"Referat Vauck'. Agents' Section, named for its head, Lt.
Vauck. .

Regular Police.-- Ordnungspolizei (Orpo).
Reichsvehrministerium.-- Defense Ministry.
Rohen, , Senior Specialist. Chief of USA subsection of

OIGI/Chi.
Rohrbach, Hans~ Prof. Dr. Member of Foreign office Cryptanalytic

Section (Pers Z S). Mathematician, and professor at the
Charles University in Prague. Worked in Dr. Kunze's
Mathematical-Cryptanalrtic 'Subsection. Avarded the War
Service Cross Grade 2 (KVK II) in September 1~44, probably
for his achievements in solution of the US Diplomatic
Strip Cipher U-2.
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Rotscheidt. • Graduate Engineer. Chief of Section IVb
of OKW/Chi (development of cryptanalytic machinery).

Rotter, • Senior Specialist. Chief of Czechoslovak Sub-
~ectlon of OKW/Chi; later chief of Bulgarian ~ubsection.

Ruesing. • Mentioned (I-l. :p. 20) as being "active on
more or less independent footing" in OKW/Ch1. Specialty:
Greek.

Rust. • Capt. Dr. Commanding Officer of OKW intercept
station at Treuenbrietzen.

Ru~ek. • Captured Polish ofKicer inte~ogated by Ger~
mans late in 193~ with regard to Polish work on German
Enigma.

Salzbrunn. • Specialist Graduate Engineer. Chief of Sec-
tion VIa of OKlI/Chi (interception and recording equipment).
In charge of Ludwigsfe1de outstation.

Sarmiento. Rafael. Col. Chief Signal Officer of the Spanish
Army.

~ato. • Counterintelligence man for Oshima. Japanese
AiiibaBsador to Germany.

Schaedel. , S/sgt. Dr. Chief' of Section VIIb of OKW/Chi
(archives).

Schappert Gottfried, Ministerial Director. A captain in Signals
Intelligence in World War I. A member of the cipher section
of the Defense Ministry, he resigned and joined Schimpf
and others in forming Goering's Research Bureau ¢FA) for
Goering in 1933. He l1as the third (and last) head of
this organization and claims to have held a rank equiValent
to that of a Generalleutnant in the Air Force.

Schauffler, Rudolf, Senior Specialist. Cryptanalrst. Co-head
of the Foreign Office Cryptanalytic section (Pers Z S)
with Dr. Paschke. Head of the Research SUbsecticn, head
of the Japanese-Chinese cryptanalytic group, and adviser
on oipher and code security totbe Foreign Offioe Crypto­
graphic Section.

Schellenberg, Walter, S5 Brig. Gen. Head of Amt VI of the
Reich Main ~ecurity Office (RSHA) Which took over Joint
Intelligence (the Abwehr) in Spring 1944. schellenberg
claimed to have arranged to take over Goering's Research
Bureau and to have reached an understanding with Kettler
to control OKW/Chi.

Scherschmidt, Hermann, Senior specialist. Cryptanalyst, who
headed "at various times the work on Bulgarian, Turkish,
and Polish systems in the Foreign Office Cryptanalytic
Section (pers Z s). Turkish was his language speoialty.
and this was the section which he headed in 1945.
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Schlake. Robert K. H•• Brig. "Gen. Chief of radio and communi­
cations in the ministry of the Interior. 1933 - 1~45.

Schmidt. , Maj. Chief of the Defense Ministry Cipher
Section, predeoessor to OKW/Chi (1927).

Schmidt. , First Lt. Chief of Seotion VIb of OKW/Chi
(ne~s agenoy transmissions, inoluding piotures; inter­
national oommercial radio traffic; mul tiplex) •

Schnueckel, , T/Sgt. Chief of Seotion Ib of OKW/Ch1 (call
sign and frequency study).

Schroeder, • OK\-l/Ch1 employee detached to the Fore1gn
Offioe Cryptanalytio Sectio~ (Pel's Z 5 ) for training.

Schubert, , First Lt. Cryptanalyst ~ith the Signal
Intelligence Agency of the Army High Command (OKH!G d l'lA).

Schultze. , Dr. Member of Section IVc of Olili/Chi (in1 tial
brea.,lng uf more d11"ficult systems; cryptanalytic theol'}').

50hutzstaffel (55).-- Elite &~ard of the Nazi Party.
SD Ausland (Sicherheitsdienst Ausland) .-- Foreign Seourity

Sorvice.
Seifert. • Principal Specialist. Formerl)' a member of the

Austrian Cryptanalytio Bureau. joined OKW/Chi upon annexa­
tion of Austria. 1938.

Selch~, • Minister. Head of Z Branoh (Referat Z). the
ForeigIi Office Branoh whioh handled cryptography, crypt­
analysis, and Foreign Office CODllllunications.

Seyfarth. • First Lt. Dr. Chief of Seotlon Vld of OKW/Chi
(evaluation of Group VI's material; publication of reports).

SJI.;.E!' • -- Supreme Headquarters Allied Expedl t10nary Forces.
Slcherheitsdienst Ausland (SD Ausland).-- Foreign Security

Servlce.
Signal Intelligence Agency of the '~y High Command.-­

Oberkommando des Heeres/Genersl del' Nachri~ten Aufklaerung
(OKH/O dNA).

Signal Intelligence Agenoy of the commander in Chief of the
Air Foroe.-- Ch1ffrierstel~e des Oberbefehlshabers del'
Luftwaffe (Chi-Stelle Ob d L).

Signal Intelligence Agenoy of the Navy High CODllll&nd.-­
Oberkommando del' Marine/4 ~eekriegBleitung III (OKM/4
8KL/III) •

Signal ~ecurity Agency ot the Navy High Command.-- Oberkommando
del' Marine/4 Seekriegsleitung II, (OKM/4 SKL II).

Signal Intelligence Agency of the Supreme Command, Armed 1"Drces.­
Oberkommando del' W"ehrmacht/Ch1ffr1erabteuung (OKW/Chi).
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Singer, , Capt. German naval officer who attended interro-
gations of captured ~olish cryptanalytic personnel, 1~42.

Sonderdienst Des Referats Z in Der Personalabteilung ~s

Auswaertigen Amtes (Pars Z 5).-- Cryptanalytic Section
of the German Foreign Office.

SS (SChutzstaffel).-- ~lite guard of the Nazi Party.
Stein, , Lt. Dr. Chief of Section IVa of OKWlchi (security

InvestIgation of new systems, new inventions). Machine
specialist.

Steinberg, , Technician Dr. Member of mathematical section
of Inspectorate 7/VI (In 7/VI), later in Section 1, Group
IV of the Si~al Intelligence Agency of the Army High
Command (OKH/G dNA). Transferred in Nov 1944 to OKW/Chi.
Worked on Japanese machine. Expert on so~ution of M-~4

and M-209.
Supreme Headquarters Allied Expeditionary Forces. Abbreviated

S~~. .
T 782. Frankreich LQerman translations of decodes of French

diplomatic traffic, dated Aug - Oct 1~44~
T 788. Chungking-China LQerman translations of decodes of

Chinese d~lomatic traffic, dated Aug - Oct 194~.
T 789. Chile lGerman translations of decodes of Chilean

diplomatic traffic, dated Aug - Oct 194~.
T 7~l. Brasilien LGerman translations of decodes of Brazilian

diplomatic traffic, dated Aug - Oct l~4~.
T 803. Japan lGerman translations of del'.;xl.es of Japanese

diplomatic traffic, dated Aug - Oct 1~4~.
Target Intelligence Committee (abbreviated TICOM).-- A joint

combined committee organized in the fall of 1944 in England
for the exploitation of European Axis signal intelligence
centers of special interest.

Telefonbau & Normalzeit. Firm in Frankfurt/Main which was
constructing the SO 3~ at the end of the war.

Teischmueller, . Member of Section IVc of OKW/Chi (initial
breaking of more difficult systems; cryptanalytic theory).
Worked with Weber in 1941 on a USA system.

Thiele, , Grig. Gen. Chief of Staff to Chief Signal Office]
of Army.

Thielen, • First Lt. Succeeded Capt. Grotz as head of
OKW Interoept station at Sofia.

TICOM.-- Target Intelligence Committee. A joint combined com­
mittee organized in the fall of 1944 in England for the
exploitation of European Axis signal intelligence centers
of special interest.
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TICOMMA. TleOM Materials.
Tito. Yugoslav Patriot leader.
Tranow, , Senior Specialist Dr. Head of Subsection IIIf

(Britain and USA) of the Signal Intelligence Agency of the
Navy High Collllll8.lld (OKM/ 4 SKI. III) •

Trappe, Rudolf, Mr. Member of OKW/Ch1. Translated Frenoh
and English military manuals, nevs items, etc.

Vauck, , First Lt. Dr. Member of Ins~ectorate 7/VI (In
7fVI); later member of Section IV, Signal Intelligence
Agency of the Army High COlJllllB.I1d (OKH/G d NA)j stHl later
member of Section V of OKW/Chi., Chief of Subsection
dealing v1th agents' traffic, called "Referat Vauok."

Verlaessliche Nachricht (VN).-- Translation into German of
decoded diplomatic message. "Reliable Report"

VN (Verlaessliche Nachricat).-- Translation into German of
decoded diploma'tic message. "Reliable Report"

Voegel'~, ~'erdinand, Sper;.ial13t Dr. Chief of Section ~ (Referat
E) of the Signal Intelligenoe Agency of the commander in
Chief of the Air Force (Chi-Stelle Ob d L) and principal
oryptanalyst in the German Air Force.

Waffenfuehrungsstab (WFSt.).-- Operations Staff.
Waffenpruefung 7 (WA Pruef 7) .-- Army Ordnance, Development

and Testing Group, Signal Branch.
Wafren-sS (Waffen-schutzstaffel).-- Armed Elite Guard. Com­

ponents of ~ite Guard serving at front.
Wagner, Reinhard, Acting Cpl. Member of Japan-China Subsection

of OKW/Ch1. Specialty: Japanese. Cryptanalyst as well
as li~uist.

Wa Pruef 7 (watfenpruefung 7).-- Army Ordnance, Development
and Testing Group, Signal Branch.

War Ministry.-- Kriegsministerium.
Weber I Werner".. Prof. Dr. Member of Seotion IVc of cmw/Ch1

\initial breaking of more difficult systemsj cryptanalyt1c
theory) •

\oIehrmachtnachrichtenfuehrer '.'. ~:. V. 700 (Wehrmachtnachrichten­
fuehrer zu besonderer Verwendung 700).-- Armed Forces
Signal Officer for Special Employment #700.

Wehrmachtnachr10htenfuehrer Zu Besonderer Verwendung 700
(Wehrmachtnachrichtenfuehrer z. b. V. 700).-- Armed Forces
Signal Officer for Special Employment #700.
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,
Wehrmachtnachrichtenverbindung (WNV).-- Armed Forces Signal

Communications.
WFSt. (Waffenfuehrungsstab).-- Operations Staff.
Wend, , Reserve Maj. Dr. Commanding officer of OKW in-

tercept station at Lauf from l,Dec 1939 to end of war.
Wendland, , Principal Specialist. Chief of Group V of

.. OKW!Chi (routine breaking and translation); also chief
of Balkan Subsection of Group V. Interested in Russian.

Wevering, • Senior Specialist. Chief of Scandinavian
Subsection of OKW/Chi.

Witt, • Prof. Dr. Member of Section IVc of OKW/Chi
(initial breaking of more difficult systems; cryptanalytic
theory).

WNV (Wehrmachtnachrichtenverbindung).-- Armed Forces Signal
Communications.

Yardley, Herbert Osborne. Author of book: The American Black
Chamber (Indianapolis, the Bobbs-Merrilr-ITo., 1931) whIch
dealt with cryptanalysis in USA Military Intelligence
Department.

Zastrow, Karl. Cryptanalyst in the Foreign Office Crypt­
analytic Section (Pers Z S); specialist on USA systems.
Lent to OKW as visiting specialist.

Zeimer, , Lt. Cmdr. Head of D/F station of Signal Intel-
ligence Agency of the Navy High Command (OKM/4 SKL III)
in Spain.
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TAB "B"

('

OKW/Chi and the beginning of Crypto1og1c Work in the German AI'my.

The pre-war relation between OKW/Chi and the Army's
early slgnal intelligence agency called the Intercept Control
Station (Horchleitstelle) ls very obscure and into this ob­
scurity the following remark of Mettig throws only a little
light: "Before the war. cryptography in the German iU'my was
carried out by ORB/In 7 Horchleitstelle. l This orga.n1zation
originated in the cipher section of the German War Ministry,
and grew up parallel with the cipher section of the OKW (OIDI/­
Chi). Befor~ the war. In 7 Horchleltstelle was merely a small
department." Now the War Ministry (Kriegsm1n1steriUIII.) is
simply the name the Defense Ministry (Reichswehrm1n1steriUIII) .
acquired after 1934. The orga.n1zations are identical. Since
it is unlikely that this m1n1stry had two cipher sections.
one in Milltary Intelligence and one elsewhere. It is probable
that the cipher section mentioned here as the parent of the
Intercept Control Station (Horchleltstelle) is identical with
the cipher section of the Defense Ministry which Mettig said
elsewhere was the parent of OKW/Chi.

It may be suggested further that the officer in charge of
the cipher section also controlled the fairly extensive inter­
cept network which it is .lro.own that the Defense Ministry and
later the War Ministry operated.) This suggestion is based on
the remarks of Mr. Trappe who Rtated:

lAn early designation of the AI'my Cryptanalytic Service. see
Chapter II

2I - 78. 2.

3see Chapter II
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(1) That he \las "employed by the Chiffrierstelle~ office
!si~) ••• at first of the Reichswehr Min1sterlum and
J.ater OK'" from 1919" until he was captured by the
A!ner;\.cans. .

(2) That from 1919 to 1933, presumably While employed
by the Chiffrierste11e, he served at intercept sta­
tions in Munich, Kassel (Hiederzwehren), and stuttgart
before coming to the Reichswehr Min1sterium in Ber1in.5

The fact that an employee of the.Cipher Section 1:1as physically
located at the intercept stations implies a unified control of
the two organizations.

Further, Trappe gives the follOWing list of "Chiefs of
the Chiffrlerste11e":

1919: 1st Lt. Buschenhagen
1927: Major Schmidt
1931: Major Fellgeibel (sic)
1932: Major Oschmann
1934: Major Boetze1
1939: Major Kempff (sic)
1943: Major Kett1er.O

Fe11geibe1 is probably identical with the Fe11~iebel Who 1:1as
Chief Signal Officer both of the OKW (Chef WHY) and ot the OKH
(Chief of Army Signals), (Chef HNW) from the begtnntng of the
war until he was dismissed in disgrace and executed for his
part in the attempt on Hitler's life in July 1944. The German
official file on Fellgiebe1 is available, and he is kn01:1n to

4
There is other evidence that the cryptologic section of the

Reichswehr and later the OKW was kn01:1n as the Chiffrierstelle.
(Cipher Office). According to A-22 B 7 a folder stamped
Reichswehrmin1sterium, Heeresleltung (Army Directorate),
Chiffrierstelle, has been found among the Schliaeee documents.
A collection of correspondence of the German Navy slgnal
intelligence service (T!CO~ Document 514 in film 49) contains
a letter dated 23/9/36 and headed "Chiffrierstelle!Ablf. II"
(Abw. is probably for Abwehr). In a report from Huettenhain
to Fenner dated November 1939, a reference is also made to the
Chiffrierstelle of OKW. (Letter in T-1620).

51 - 123, 2.
61-123, 4.
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have been a major in 1932. 7 Major (later Col.) Boetzel is
well lalO'llJl as an expert in intercept. He ended the war as
chief of the Signal Intelligence Agency of the Army High
Command (OKll/ G dNA). It is very unlikely that these signal
officers would have been in charge of the Cipher Section if the
Cipher section had been organized wholly separately from the
intercept network. .

Trappe is not a wholly trustwortl1.Y witness. That he
was connected with Chi from an early date is undoubtedly true.
He is mentioned in a letter from Huettenhain to Fenner as one
who had Horked on French codes in 1939, before the outbreak of
the war. Later on he seems to have worked on agents' ciphers.9
and it may be in this connection that he made the trips abroad
mentioned by Beyreuther. Beyreuther was unquestionably wrong
when he !~ated that "Mr. Trappe •• has nothing to do with
OXW/Chi. He was, however, too far down in the organization
to be a vholly reliable vitness as to the niceties of organi­
zation at the top. His list of chiefs of the Cipher Bection of
the Defense Ministry (Chiffrierstelle) may be nothing more than
a list of individuals whom at one time or another Trappe had
considered the "big boss".

On the basis of the above 'material, the following develop­
ment may be suggested, vith the caution that the evidence is
scanty and uncertain. The Cipher·Soction of the Defense
Ministry (later the War Ministry) was subordinate to a signal
officer who also controlled the Ministry's intercept network.
When the War Ministry was replaced by the Supreme Command of
the Armed Forces (OXW) and a separate Army High Command (OKH)
set up to control the Army. the intercept organization vas
subordinated to the Army High Command. At the same time the
Army drew on the Ministry's Cipher Section for a few trained

7IF-130. p 3. In 1932, the file declares Major Fellgiebel vas
Commander of Signal Battalion 2 (Kdr. Nach. Abt. 2). If Trappe
is right, then this battalion must have controlled intercept
operations.

8T 1620 (Film ES)

9I - 132, 2.

10I-150, 9.

Iju
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c~yptanalysts and used them to work on foreign military traffic,
which now became the exclusive sphere of the Army. Meanwhile,
the main body of the Cipher Section came under the OKW, took
over diplomatic traffic as a definite commitment, and remained
for a while without an intercept organization of its own.
Finally in 1939 the two Army intercept stations at Lauf and
Treuenbrietzen were subordinated to the OKW and commissioned
to intercept diplomatic traffic for OXW/Chi. The split be­
tween Army and Armed Forces signal intelligence services was
then complete. ll

110XW/ChiIS intercept operators, llowever, continued to be
t~a1ned in the Army Signal School at Halle, according to Mrs.
von Nida. (I-105, 5).

l}l
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SIGNAL INTELLIGENCE .AGENCY OF SUPREME COMMAND ARMED FORCES
OPERATIONS CHART AS OF SPRING 1944
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SIGNAL INTELLIGENCE AGENCY _OF SUPREME
(OKW/WFSI/AG. WNV/CHI )

ORGANIZATION AS OF APRIL 1945

COMMAND ARMED FORCES

CHIEF OF
OBERST

SERVICE
KETTLER

•
I

DIVISION A
CRYPTOGRAPHY

OBERSTLTN.· METTIG
(1+1)

I

DIVISION B
CRYPTANALYSIS

MIN. RAT. FENNER
(I +2)

SECTION I: b

STUDY OF FOREIGN

~ CALL SIGNS AND
FREQUENCIES

SECTION Xa

LIAISON WITH
I-- INTERCEPT STATIONS

AMTMANN KLINGER
(I + Il

I

SECTION ::m. b

ARCHIVES

WTM. DR. SCHAEDEL
(5 + 12)

-

GROUPE: GROUP 1ZII:
MONITORING OF PRE~S, EVALUATION

BROADCASTS AND
OBERSTLTN.COMMERCIAL TRAFFIC

~BERSTLTN. KAEHLEF
VON KALKSTEIN

(I + I)
(I + I)

II

SECTION Eo SECTION 'SZII a
"

CONTROL OF-GROUP EVALUATION AND DIS-
n's INTERCEPT TRIBUTION OF BROKEN

EQUIPMENT.
I--

MATERIAL a REPORT~~

REG. BAURAT
BASED THEREON.

DlPL. ING. SALZBRONN (I + 2)
(30 + 30)

SECTION llIb

SECTION 1lIc

ANGESTELTER
KRAUSE

(15 + 15)

NEWS AGENCY
TRANSMISSIONS

(INCLUDING P1C1t1RESl
I-- INTERNATIONAL

COMMERCIAL RADIO
TRAFFIC, MULTIPLEX

OBLTN. SCHMIDT
(30 + 30)

FOREIGN BROADCASTS
I--

I

GROUP 11:
IROuTINE BREAKING ANI:

TRANSLATION

MIN. RAT. DR WENLAM>

(I + I)

r - - -- - - -- - -- ----- --,
: SUBSEC~S Y, 1-22 ;

! DESKS FOR i
r---jVARIOUS COUNTRIESI

: I
~ (190 + 130) :L- .J

..

SECTION Ya

TECHNICAL ASSISTANCE
"--

FOR LANGUAGE WORt<

SONDERFUEHRER (r)
KOEHLER

I
I

GROUPH
CRYPTANALYTIC

RESEARCH

~G.RAT. DR. HUE, I~

(I + I)

SECTION Ill'a

TESTING OF GERMAN
CRYPTOGRAPHIC

~ PROCEDURES a DEVIOO

LT. DR. STEIN
(10 + I)

DEVELOPMENT AND

CONSTRUCTION OF
CRYP'mNALYTIC

MACHINERY

REG.BAlJRA[ROTSCHEIDT
(26 + 2)

SECTION Dr b

SECTION Dre

INITIAL BREAKING OF

MORE DIFFICULT

I-- SYSTEMS.
CRYPWWYTIC

THEORY

PROF. DR. FRANZ
\10 + 38)

GROUP ]I[

PRODUCTION AND
IoISTRIBUTION OF KEYS

MAJOR METZGER

(25 + 215)

.. --=-... . ..

DEVELOPMENT AND
ALLOCATION OF GERMAN

SYSTEMS
(VACANT) .-

GROUP l[

SECTION Ira

KEY ALLOCATION POLICY.
LIAISON WITH NAVY.

lAIR FORCE, AND POLlCl:
~ ON CRYPTOGRAPHIC

SECURITY

HPTM. BERNSDORF

(4 T 2)

REG. OBERINSP.

MENZER
(l0 + 15)

SECTION IIe;

CODES AND CIPHERS
FOR SECRET AGENTS

SECTION II' b

DEVELOPMENT OF
- GERMAN SYSTEMS

SONDERFUEHRER
DR. FRICKE

(8 + 6)

GROUP I
CONTROL OF

INTERCEPT STATIONS

HPTM. GROTZ

(I + I)

SECTION Ie

MAINTENANCE OF
SIGINT - SERVICE

TELECOMMUNICATION

OWTM. SCHNUCKEL

(I + I)

GROUP l
PERSONNEL OFFICER

POLITICAL
cn.tMISSARIAT

MAJOR LOBER

(4 +9)

r-----:------~----------,
• I

: INTERCEPT STATIONS :

: (DIPIDMTIC a MILITARY !_
: ATTACHE) :
I I

: ABOUT 400 PERSONS :
"--------------------- -..

NOTE: FIGURES IN PARENTHESES GIVE NUMBER

EMPLOYED (SPECIALIST + CLERICAL).
TOTAL PERSONNEL: 1606 (383 SPECIALIST

+ 423 CLERICAL + 800 INTERCEPT).

ABBREVIATIONS:

DIPL. ING.

HPTM.

LT.

MIN. RAT.
OBERSTLTN.

OBLTN.

OKW/WFstlAG.WNVlCHI

OWTM.

REG.

WTM.

• DIPLOMINGENIEUR
: HAUPTMANN

: LEUTNANT

• MINISTERIALRAT

: OBERSTLEUTNANT

: OBERLEUTNANT

• OBERKOMMANDO DER WEHRMACHTI
WEHRMACHTFOtfRUNGSSTABIAMTS ­

GRUPPE WEHRMACHTNACHRICHTEN­

VERBINDUNGEN/CHIFFRIERABTEILUNG.

= OBERWACHTMEISTER

io REGIERUNGS

= WACHTMEISTER

SECTION' Dr d

-- TRAINING

DR. HUETTENHAIN

~ ..._-------------- ----.,
I I

: INTERCEPT STATIONS -!
I I

:(COMMERCIAL,NEWS~
! BROADCASTS, MULTIPLEX,:
I AGENTS) . :L __ - J

SECTION 1lr d

EVALUATION OF

~ GROUP JlI'S MATERIAL,
PUBLICATION OF

REPORTS

~BLTN. DR. SEYFAm
(6 + 6)

.....J ....

TOTAL PERSONNEL - ESTIMATED 1606
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