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VOLUI4E 1 SYNOPSIS

Paragraph

Or1gin of 'tTICOM 11 • ,. ,. " •• 1
The European txis cryptanalytic effort against

United States communica.t1ons ,. 2
Organization of German Signal Intelligence Agencies •••• 3
The Signal Intelligence Agency of the Army High -

Command. .. . . . .. . . . . • .. .. .. . . .. .. . . . .. . • .. . . .. .. .. .. . .. .. .. . . .. . .. .. .. • .. ... 4
The Signal Intelligence Agency of the Air Force

Higti CoJl1Itland ,. . • • . .. .. .. .. .. .. .. • .. • • .. .. .. .. .. .. . 5
The Signal Intelligence Agency of the Navy High

CoJDInand. .. • .. • .. .. • • • • .. • • .. • .. . .. • .. • .. • .. • • • • • .. • • • .. • • • .. • .. .. .. • ... 6
The Signal Intelligence Agency of the Supreme

COJDJ118.nd .~med Forcas.. .. • .. • .. • .. .. .. .. • .. .. .. • . .. • • . .. • .. .. • .. .. • .. . ... 7
The German Forei3n Office Cryptanalytic Section•••••••• 8
Goering' s r'Research It Bureau..................................... 9
Collaboration between German Signal Intelligence

Agencies in Cryptographic Matters ..•..•••.••••••.••••11)
~',_,llaboretlon between German Signal Intelligence

Agencie:;J in Cryptanalytic Matters ••••.•••••.•.••••••• ll
a. Relationships between Foreign Office Crypt­

analytic Section, Goering's "Research" '
B~reau, and the Signal Intelligence Agency of
the Supreme Command Armed Forces.

b. 1>l11lt8J:'y Agency Relationships--exchanges of
a~yptanalytic information.

c. Military Agency Relationships--exchanges of
personnel. ,

d. Military Agency Relationshlps--cooperation vith
regard to IBM and 'Rapid Analytic Machinery.

e. IUlitary Agency Relations;.ips--cooperation
with regard to interception.

f. Cooperation between Military and Civilian
Agencies on solution of Agents' systems.
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Paragraphs
Other L~lB (European) Crypts lytic Agp.neies ••••.•.••• 12

a. Italian Cryptanalyt c Agencies.
b. The Hungarian Crypt nalytic Agency.
c. The AUBtri~n Cryptartalytic Agency.
d. The Finnish Cryptand,lytic Agency.
e. The Bulgarian cryptarlYtic Agency.

Liaison between German Signal Intelligence Agencies
and other Axis CryptanAlyti Agencies ..•..••.•..••.• 13

a. Liaison with Japan. 1
b. Liaison with Italy.
c. Liaison with Hungary
d. Liaison vith Finland.
e. Liaison with Spain a d Bulgaria.

Chart summarizil~ results of uropean Axis Crypt-
a..nalys1s ~ .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. . .. .. .. .. .. .. .. .. 14

1. Origin or "TICOM". -- The word "TICOM" served as a
cover name for a special proje~t and f'or an organization.
the n'l'al'get Intelligence Committee." The project, which
was origifislly ~onceived by Colonel George A. Bicher.
Director ~l the Signal Intelli~ence Division. ETOUSA. in
the summer of 1944. aimed at the investigation and possible
exploitation of Germau.cryptologic organizations. operations.
installations. and personnel. as soon as possible after the
impending collapse of the Ger~ armP-d forces. Colonel
Bicher elicited and secured t~~\support of the U. S. Navy
and of-the British. and eccord1~ly a joint and combined
"Target Intelligence Committee" \was established in England
in October 1944. by the authority of' the Chief of Staff.
United states Army; the Command~~-in-Chief. United States
Fleet; and the Chairman, London $igint Board.
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T~e Taxget Intelligence Co ittee o~iglnally planned
flll'borne operations, ever- bef'oY's the German oollapse, to
ryelze i!i1~ol"tant Geruro-n signal .:l.n·,ell1gonce targets, known
~rom Ultra mete~lal and prisoner o£ war interrogations;
'j'here ',Iere f"our objeoti....ea:
I a. To learn the extent of t e German oryptanalytic--I
oftort agaillst England and Arneri 8; \
I b. :I'o pl'event the results f such German cryptanalysis '
~",B1nst England B.nd America from falling into Ur.!luthorized
hands as the Ge~man Armies retre ted;
i, c. To exploit Ge~man crypt logic teclmiques and In- \
ventiooa before they could be de troyed by the Germans; and
I d. To uncover items of sig. al intelligence value in
prosecuting the ..,a:' against Japa • _"

J The TICOM mission was of hi est IIJ~ortance. American ~
~I'~tographers did not then know With certainty the extent I"~v~·
to vhich United States coullllunlca-ions vere secure or _s;saa,*01' did they know the extent of he enemy's cryptanalytic
~billties, st~ength, and materie , except by conjecture,
by lof'ai'ence from Angle-American cryptanalysis of Gel'man
~Y8tems and ~roro prisoner of war interrogations. German
cryptanalytic suooesses were obv ously unpubllcized. They
\tere reflected instead in higher casualty l1ats and lessened
success on the part of Allied ta tieD and strategy.
I In the Spring of 1945, howe er, conditions I'or the
proposed operations became rapid y unsatisfactory. The kno~

liJei"lllal1 sigllEl intelligence agenc es weT'S diapersing or retrea t­
tng to l!!lbther 10ca11ties in gre test disordel'. Pinpoint
locations could not be establish d. The possibility was
:remote that Anglo-Americsll parae uta uni_ts could seize worth­
vhile persol~~el and roaterial and hold them through the con­
fUSion of 11!2jor M·ctles. Tflerer re, in March, 1945, TICOM
decided inatend to alert six Un! ed States-British ta~get

exploitntion teams in England, tlese teams to be sent into
enemy territoP7 as either UnJ.ted states or ,British troops
?verran it, Where they vere to t ka over and exploit known
or ne1Jly dtscovered targets of 8 gnal intelligence interest
and to search for other signal i.telllgence targets and per-
IsonneI.

3
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The first exploitation team vas dispatched in April

1945 to the Neumuenster-Flensburg area, and other teams
I

w~re quick~y dispatched to~he~Breas as soon as overrun.
The odyssies of the TICOM teams striving to locate and
~xploit signal intelligen~e targets during the confused
days before and after the Germati capitulation, make~

entertaining as lIell as il1str~ctive reading. They are
fully recorded in the TICOM pUblicatiov~l A short summary
...r these ope.1·ations is given in Volume 8, Chapter X, of
l.t.l s 1'8-;:>0:--1;. I

The results obtained from these TICOM efforts vere im­
pressive. ApproAimately 4000 separate German doouments
were o8~tured.2 This meteriall 'tfelgood 5 tons. Many crypto­
graphic devices and machines vere captured. One hundred

I and ninety six reports, based pn interrogation of German
signal intelligence personnel, together uith other m1s­
cellaneous reports and transla~1'on3 were issued by TIC OM.

The true value or the '1'ICOM effort is not mes.eurable in
such statistics. Its importance lies rather in 'tfhat the
TICOM eft"ort revealed to Ameri~an cryptologists concerning
German signal intelligence, ~lth particular re1"erence to
American systems. The TICOM prisoner of var interrogations
and captured documents, With the interrogations conducted by
other~lo-Amerlcanagencies (notably the Combined Services
Detailed Interrogation Centre,jor "CSDICn) have given Anglo­
American investigators a reasonably complete picture of GerDa~

signal intelligence. The United States Army Security Agency
I has obtained ~rom these interrogations and doouments information

useful in assessing its ovn cryPtanalytic and cryptograpluc
achievements, especially its oWn development 01" rapid analy1l c
machinery, the st&te of ita research in cryptography, and tha
cryptographic security of American systems.,

l'See IF 15. IF 40, IF 51, IF ~Ol, IF 165, IFll66, IF 167,
and I-I. !

2· By "document" is meant either one or a collection of
papers, books, files of corrJspondence, messages, films,
Horksheets or other items of intelligence value, to which
a TICOM document number was ~sslgned for convenienoe 1n
classification and handling.

4
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2. The ~uropean Axis Icryptanalytic effort ~ainst United
States commun1cations.--From TICOM sources it Is earned that
European cryptanaiysts ~ere unable to read any U. S. Army or
flevy high-level cryptographic systems. The Army Converter
Ml34C (SIGABA), the Armr Telet1Pevriter Cipher Attachment known
as the Converter M-228-tSIGCUM), the Army Teletype~riter Pri­
vacy Set (SIGIBS), the Armi High Security Teletypevriter Cipher
System (SIGTOT), the Army Speech Equipment RC-220-Tl (SIGSALY),
the Combined Cipher Machine (CCM). the Navy Electric Cipher
Machine Mark III (ECN. identical ~ith S~GABA), and the Navy
Teletype~riter Cryptogrep~c,Attaohment (C. S. P. 1515. identi­
cal with the Army Converter M-228) ~ere completely secure. One
Army Strip Dystem (system No. 47 or 61) end one ~avy strip
system (probably C. 5. P. 1404) vere read for short intervals
until the principle of strip elimination ~as introduced. The
low-grade ciphony device (Speech Equipment AN/GSQ-l. or 5IGHP)
~as not read, although theoretical_solutions vere ~orked out.

Both of the' unenciphered War DeI'~,rtment Telegraph Codes
(5IGRIM and 5IGARM) vere r~ad by the Germans. Hungary received
photostatic copies ot War Department Confidential Code Number
2, probably trom the Bulgarians, together with at least one
set ot cipher tables, and the Italians reconstructed subsequent
editions of the encipher1n8 tables. The comprom1se appeat's to
have been shared ~ith other AXis povers, notably Germany, Fin­
land and Jal'an. Military Intelligence Code No. 11 (Physically
comprom1sed), used by the Military Attache in Cairo, vas read
throughout the summer ot 1942. The Germans read messages in
several versions ot the Division Field --C"odes.---.

German cryptanalysts solved from 10 per cent to 30 per
cent or interoepted U.S. Army M-20g messages. Save vhere
keys vere captured. it vas lusually read-- too late to be ot tacti­
cal value. Messages sent by the U.-5. Army in 5lidex. Codex.
Bomber Code, Assault Code. [Aircraft Movement Code. Map Coor­
dinate Codes. and Cipher Device M-94 ~here employed. ~ere read
regularly and almost 100 per cent.

!
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Combined Naval Cypher No.3. used by ~he U. S. Navy and
the Royal Navy for Atlantic Convoy operations. was read almost
100 per cent by the Germans from the end of 1941 through the
middle of 1943. The solution of this system was ~erhaps for
the allies the most disastrous sienal intelligence success
achieved by the Germans. Allied convoy shipping losses suffered
during tbis period vere six times as great as during any other
comparable period.

The Germans engaged in intensive and successful traffic
analysis activities against United States Army and Army Air
Forc~ radio communications. This included direction-finding,
analysis of <:>all slWl and frequency allocation systems. analysis
of plain ~ext and operator's chat. as vell as more complex
operations. such as air-borne radar route tracking. and moni~

toring of transmitter zero beat tunin~.

'l'he U. S. Army Converter M-134A lSIGMYC). .and the U. S.
Navy Cipher Machine (HCM). furnished by the Navy to the State
LJepartment. vere not read by the Germa.ns. '.l'he state Depart­
ment Strip systems 0-1 and 0-2 vere solved. the former probably
through a compromise. and th~ latter through crypt~lysis.

Several State Department codes. inclUding the Brovn. rode (un­
enciphered) and Code A-l (enciphered). vere compromiSed and
read. probably from 1938 and 1939. respect~vely.

From an intelligence standpoint the results obtained by
the German cryptanalytic successes vere important. but not
decisive. American Army and Navy strategy'vas secure as long
as high level systems vere employed. Tactical operations.
hovever. did suffer. The Anglo-American co~voy shipping losses
during 1942 and early 1943 vere huge. larg81~ because of
German successes with Combined Naval Cypher No.3. Ger:llWl
traffic analysis and cryptanalysis prOVided a comprehensive
order of battle for the U. S. Army and Army' Air Forces in the
United Kingdom. in the Mediterranean. and on the continent.
According to a German air force officer. "no attack of the
ll:ighth Air Force came as a surprise." The value of the intelli­
gence which the Germans got from state Department codes and
strip ciphers is not accurately knovn. The strip systems vere
probably read too ~ate to be of any great value. The compromise

6
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Military Intelligence Code No. 11 did provide intell1gvnce
unquestioned tactical value~ particularly in the summer
1942 during Rom;ne1's advance to Egypt.

The Gerruan c~yptallalytic effort against Russian military
communications U8.S even greatel' than that made against the
nited States. The Geruuul suoceSSes in solut~on of me11t@
nd low grade English military and naval COL1!Jlun.toations
ystmlls lfEll'e oonslcleJ'sble. The CI'ypt",nll1ysis of the diplo-

I s tio COlIiUlllnioa tiona of Italy, Japan, I":rllnce, T1.O:'ksy, Bulgaria,
·reace, Po~tugal, Spain, SWitzerland, shd other smaller nations

also schiaved important results.
A tabulation of the ~coults of German and other E~opean

1s cr~rPtcnalysls, country by country, is given in Ohart 1-2,
t the end of:' this Volume. TiI13a6 resul to ld.ll bs discussed alao
n the subsequent volumes on tkle sepai'at.e German agencies.

3. 91'ganizati,Oll of' German S1:lWaUntel1~nceAgcn(Ji~!i.-­
ermflny possessed six maIn cryptologTc organizations duri.ng
orld War II, with a total strength, including field units
nd ()VC1'!lelld, of apPl'oximately 30,000 pel'SOLlS. Italy possess-
d tuo main signal intelligence organizations; Finland, Austria,
nd Hungary each had one. The gr~,nd total of' European l.xis
ersohnel engaged in signal intelligence in Wo~ld ~ar II is
stimated as 36,000.

This number is sraall vhen compar-ed ui th the numbers
ngaged lil the Anglo-American effort. Tho grand total of' Anglo­
merlcnn signal intelligence personnel at the end of the War,
ncluding all services and including field and overhead per-

,onnal, was in excess of 60,000 persons. Out of this total,
he United States Army employed approximntely 28,000 persons.

Of the six main German aryptologic organizations, rour
ere military. and tvo were civilian.

The four military organizations were:
s. The Signal Intelligence Agenay of tha Army High

omma.nd (OJllI/GcL"lA), llhich denl t 111 th enemy .A:l'my traffic.
b. The Signal Intelligence Agency of the ~la'ry High

omt:ll1nd (OKU/IISKL III), woW.ell deal t 11ith enemy na\18.1 tl'af:f'io.
c. The Signal Intelligence Agency of the Air Force High

'. olllllland OKL/:r~N Ab t 350), ~lhloh d~alt wi tIl enemy Air Force tzoaf't 10.•
d. The Sig~~l Intelligence·Agency of the Suprema Command

rmed Forces (oK~/chi), which dealt with enemy, neutral o~
riendly diplomatic traffic, commercial traffic and news broadcast:

7
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The t~o ci~11ian o~g~nizations we~e:

a. ThG Foreign Offide Cryptsnalytic Section (Pel's Z 5)
~hlch filso dea1~ ~lth dtpl~~atic traffics ene"~, neutral,
Ol" frlendJ.:r.

b. Goerlng' 8 "Research" Bureau (Pl'. L a Nazi party
agency tlhich ·alr..o dealt \11 th diplo;-na tic \;:N.1'1'1c, neHS releases,
broadcast monitol'iI!3, telephone monitoring, !l.ud other types
or commuTdce.t1.ona 1ntelligence, enemy, neuti'al, or fl'iendly.

Cher·t numb,,:£' 1-1 at the end of this volume shove hotf the
Above six P.gencies \fere relst,ad, Brief descl·iptions of
these agencies and their lTork 1'0110<;.

II. The _~~1... Intelligence P.g;enc..z.. of the Army H1~h
S;0mrne.nd •.. - 'l'he Signal Intelligence Agency of the Army High
Command (Oberkommando des Heeres, General de~ N~chrichten
Aufklaer\wg, ebbr~viated OKIi/GdDIA) ~~s located at Jueterbog,
about 60 !':Iiles Elouthvest o~ Berl.in. Its mission included
cr~ptBualYEliB and evaluation or Allied army traffic, at any
level, whether strategic or operatio~al. It also did a
small amo~lt or r~dio broadcast monito~in3.

This AGency ~as tbe main unit of the Ge~man Army signal
ntelligence service in 1945. Other units were:

a. ~'o Interaept stations operating di~ectly under the
ignal Intelligence Agency, and supplying it with intercepts
f Allied high-le~el traffic.

1 b. Nine field 5ign~1 Intelligence Regiments assigned
~o various A?my G~oups for the purpose of interception, traffic

~
nalYBlS' crypta~.11sis, end evalu3tion or Allied Army low-

. evel tactical traffic in the Army Group areas. These
eglm~nts ifere independent of the Centrel·Signal Intelligence
gency, but 3upplied the latter with intercepts and reports.

c. A sl~ll Signal Intelligence Section, assigned to
~he Army Commander in Cbief, West, which acted as a coordi­
rlating section ror the tvo Signal Intelligence Regiments on
~he Heste:l'n front. .
.I An estimated tot&l of 12,000 pel:'sons uas employed in the
~m1 aign5l intelligence· effort desc~ibed above.

8
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The main successes o£ the German Army signal intelli­
gence organization f'rolil it's ormation to the end of' the 118.1'
"lncluded the follol1ing:

a. Eefo~e 1939 it uss ble to establish French, Dutch,
and British order of battle. This UGa dozwby cryptanalysis

'of F~ench codes and Dutch Ar double-transposition ciphers,
/lnd through direction-finding and trafflc-anGlysis directed
Beainst British Army communidationa systems.3

b. DUl'1~g the 1940 French campaign it established
li'rench mob!.le 0feler or be.[itlj' This t!1l0 done hj cryptanalysis
of French codes f~-",aamed)•.

c. It es~bliehed RUSS~Qn army order of battle and
location of' stretegic l"3Serv. 8, from sal'ly in the val' through
194;;. This wos accomplished through t,'uffic analysis and
cryptanalys:l.s of Russia.n 2, ~, l~, and 5-i'i3W'9 codes (both
Army and 7eoplee CommiBsaria~ (N~~»).5

d. It gave Rommel inte]ligence of Great operational
value, dUl'ins the fig~ting ard,~':'d Tobl'ulJ:. This was done by
solving the 8uper-en 1Pherme*~lt-of a compromiFed British
code (unidentified).

e. lr~ormatlon on operetions underta~en by the American
Army in North Afrioa, and the earter t~ough the war. was
obtained th~ough solution ,of fonverter M-20g traffic.7
During the fighting in Sicily the Germano ceptW'ed two ue~ke

after it went into erf'ect~ a key list valid for one monthtl
and were enablad thereby to r~ad the system completely for
the remaining tuo ueeks. 9 On! other ne'~s ",hen sufflcient depth

31 78
41 78
5r 78; r 26; r 21. I 19
6IF 107; I 113. Germa.ns called thi B .. the Britl8h \'1ar Office

Code. n I
71 154; IF 107; I 60; J 113
8 IF 107
91 60

9
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was availablo, from 10%10 to 30 11 of l>1-20~ tra.ffic UIl.S I'ead­
able, though mo~;t, of the tI'affl~ vas l'ead teo lete to be of
tactical va.l~e•.l-:::

f. Information concerning U. S. Army activities in Ice­
land. England. Central J'.GIer1ca. and North M1'1ca, \;a8 obtained
by reading w~~ U. ~. Ar~y Vivie on Yl~;d Godee (uFO l~. 16. 17.
21. 25. and 28. anc pvsslo1y ot ers).~~

g. 'l"s.ctica.1 flformation c nce,l'ning Alliad bombing Md
artillery tB~eets. weather 1'0 orts. ~ ar,d reports on the
size and lOCI3.t:l.Oll

l
gf Allied uni s pl~sslng ~111itary Polioe oontrol

points in France. ~re~e obtain d il'om solutions of "Slidex."
a British device for protecting operation~l low-level traffic.
This davice was used by both Br tish and American forces and
variouB versions of it were sol ed. usua~ly in from one to three
hours •.1.7

h. Solution of tra.ffic pa fled on Hungarian internal net­
works in 1941 g2.ve evidence that tranaportatio'l or" Graman troops
over Milngar'ian railroads could e safely Wldertaken.

i. SUCCGssful cryptane.ly~ s was carried out against the
traffic o.? Yugoslav partisans, reek partisans. Czeoh ag6uts. /'
Russian agen1;s, and tIle Polish esietance movement. 19

The Signal Intelligence Ag~ncy o~ the Army High Command
issued throe o~ily reports. TIl0se were sent to the Army High
Command. Navy High COlllffil'....nd. Air~Forc:e High CO!mllalld, and to the
Suprema Co".m~nd, Armed Forces; 0 Rimmler as ohief of the
Elite guard; Hnd probably to th Reich Socurity Orfice (RSHA).

r""'\
\

10I 60

III 113

l2I 142

13IF 120 and IF 107

14IF 107 P 3

151 74
16I 80

l7I 74. 1 76, I 80. I 109. 7
18IF 126 p 10
191115. 176. D 60. I 170. IS'. and others.

10
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Each of tl'le nine Signal Irttelllgf:llOe Regimen-c& in the field
supplied intelligence directly 'to commanders at Army Group. Army.
and Corps levels, looking to them for prim~ry directives on mis­
lions e.nd prioritiea. They codpera:~0d olosely Hi th the local

Air Force Sign~~s Regiments. :
The Sig;nal Security Agency of the Army High Command (In­

spektion 7!IV, abbreviated In 7VIV) issued Army Codes and C1phers
until 19114, \1henl;his function i,m,s talt€>n over by the Signal
Intelligence Agency or the Suprbme COI!'.ll!S.nd, AY'med Forces
(OKW/Chi) • I

Vol:.L"IlS 4 is a detailed acc;:'unt of the German Army !<lignal
rntell igence N~:ency, ;!::;::; ::;',,:A.\l lwii;s. led. t11ah~ 2.ct1 vi ties.

I •

•
5. Tho ..~""@lIJl- ..~ ntelligence Agen toy ..g~• .Yl;~~~_l:.orce H:IJill

Command-- The Sisn'"-\ Intelligence Agene., of' ·t:1S Air irorce High
Command (Obex'kOliliJ.Bndt) del' Luftu8.ri'e. LU.'t!.le.chrichten Abtellung
350. abbreviated OKL!~~ Abt jjO~ previously Chi Stelle, 0 B d L).
was the principal unit of the Ge~mB.n Ai~ Fo~ce Signal Intelli­
gence ZeI'vice ill 1945. Field wuit:3 ~TeI'e;

a. Three autonomous Signal:lntelligence Regiments with a
total of eight ba.ttalions. '

b. Fiola autonomous Signal intelligence ·!~a.tta.lion8. Thirteen
thousand people, including over~ad. H6re employed in all the
above units. .

. . The GeriIlDn Air Force Signal ,Intell:lgence Service auccesses
against the Royal Ail' Force and ,the United States Army Air Forces
. are outstanding. •

. a. The Service furnished a :comprehanslve and continuous
.icture of the battle order and ,deplo~7~ent of United States·
~rmy All' Force and Royal Air Fo~ce units in the United Kingdom.
~n the Meditarranean Theater. a~d, after D-day, on the continent.
This information came mainly fram tra£fic analysis, ~adio-telephone
monitoring, and monitoring of air-borne radar devices. The
solution of Royal Air Force 4-figu~a codes (tI'om Maroh 1940
~ntil 1 November 1942) gave basic ~8ta which was enlarged upon
l:d used until the end of the war'

01 70. IF 182, IF 175 P 19

11
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b. It gave prompt and aCc:uI'a.te wa,l'ning of United Statea.
Army Air Forco and Royal Air Force hG2~-y bomber missions. This
res1.I.1 ted fl"Olil advanced methods or treSfic analys1.!!, from radio­
telephone monitoring. and from radar monitorlng.2~

c. It gave immediate wauning to German ground forces and
fighter sqaadrons of tactical ,operation3 by Allied ground sup-
port aircreSt. 22 ,

d. In c~ectlon with its western front a.ctivities, the
solution of the Banber code, Slidex, 5yko, and Rekoh (used by
the Royal Air F'orce and.for a 'short time, by the United l$tates
Army Air Force), both by capture and crypte.n~lysis, was impor-
tan t throughout the Har .23 ,

The Ge~8n Air Force Si~ 1nt~111gence Service successes
against the Russian Air rorce ~ore also great.

, a. Its cryptanalysis of RUBblan Air F~oe ground-to-ground
2-figure, 3-figure, and 4-figure administrative and operational
codes, and Bome 5<igure codelJ~ provided a complete order of
battle for the Russian Air Forces from 1937 until the end of the
war. A l~ge amount of intelligence on Russien2trmy battle order
was also obtained from a study of all' networks.

b. From partial deciplierJinent of air-ground traffic, from
plane-to-ground radi~-telephonemonitoring, and from radi~­

direction finding of bombers H~en airborne, it was able to give.
accurate werningsCf all Russian long-range strategic bombing
ralds. 25 '

c. From cl'yptanalysis of each RUBS tan Air Al'llly' B 2-figure,
3-figure, and 4-figure traffic, from traffic analysis, from plane­
to-plane radio-telephone monitoring, end from radio direction­
fi12ding of planes in flight. it was "IbIs to warn German ground
forcsa and fighter squadrons of impending operations by Russian
fighters and fighter bombers. 26

211 70

221F 182

23IF 175

241 120

25IF 187

261F 187
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Intelligenoe rrom both Western and Russian rronts, in the
form of daily, ~eekly, or monthly reports. vas furnished by the
Signal Intelligence Agency (OKL/LN Abt 350) to the Air Force
High Command and to the local Air Forces (Lurtflotten). Daily
and monthly reports were also sent to the local Army Signal
Intelligence Regiments. Monthly reports were sent to the,Army
Commander in Chief West, to the Signal Intelligence Agency of the
Army High Command (OKH/GdNA). to the Signal Intelligence Agency
of the Navy High Command (0~4/4 SKL/IIIJ. to the Signal Intelli­
SPonce Agency of the Supreme Command Armed Foroes (OKW/Cht).
nnd also to the Air Force Signal Intelligenoe units in the field. 2i

Field units. charged with the responsibility for warnings
on allied air raids, telephoned their warnings and reports direot13
to fighter squadrons. anti-aircraft batteries. and the local
Gauleiters in charge of civilian air raid varnings.28

Group IV of Division II in the Office of the Chief Air Force
S1gnal Officer lOberkommando der Luftvafte/Generalnachrichten­
fuehrer II. Gruppe IV. abbreviated OKL/Gen Natue II/IV) issued
codes and ciphers for the Air Force. Group IV of Division III
(OKL/Gen Nafue III/IV) checked them for cryptographic security.

A detailed description of the Signal Intelligence Service
of the Air Force 1s given in Volume 5 of this report.

6. The Sif¥jl Intelli ence A enc of the Nav Hi comman~
The Signal Inte igenee Agency of t e Navy Hig Cornman 10ber­
kOMm&ndo der Kriegamarine. 4 Seekriegsleitung III, abbreviated
OKM/4 SKL/III} was responsible 'for traffic analysis, cryptanalysis
and evaluation of British. American. Russian. French, and 8~edish

naval traffic. It had a strength of approximately 1,000 persons.
It also had operational control over a field organization of
approximately 2.500 persons. The field units were as tollo~s:

a. Four detachments in Flanders, Brittany. Wi1hemshaven
and Po~eran1a engaged in cryptanalysis on low-level systems,
interception and direction-finding. Each detachment had a total
complement of 200 men. including 100 intercept operators and 10
cryptanalysts.

27
IF 180 p 31 a

28
IF 181
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b. Eig..14teen "pr1mEU'Y direction-1'inding a tat:tons". vhose
main du~ies ver& interception rathel' than direction finding.
Each station had a strength of 100. inclUding 60 intercept
operators, and 5 cryptanallsts.

c. Twent.y flve "secon<k.ry dir'ect.ion-finding stations".
whose duties were direction finding end traffic analysis •. Each
station had a strength of 26 persons.

d. Small detachments were occasionally set up for special
missions. .

The main successes of the Signal Intelligonce Agency of the
Navy High Command (010·1/4 ::iKL/III) included the folloving:

a. In 1939 it was able to establish the war-time organi­
zation end dispo3ition of the British Fleet. through solution
of British Navel Code No.2.

b. In Gae spring ot 1940 it obtained complete information
ooncerning the proposed British and French NO~1al expedition
.< "Operat~.on 5tra.ti'O~dJl). This was done by solution of Brt.tish
Naval Cypllel' Ho. 4. 9 The German invasion of Norway folloved
immediately. D1WinS the subsequent Norwegian oampaign. solution
of traffic Bent in B~itish Naval Cypher No.4. gave detailed
information on Allied aounter-meaBures. such as proposed British
la.nding fields. tra.nsport arrival sOheguleB. and the disposition
of British and F~enoh surface forcea.'

c. Throughout 1942 and part of 1943 it provided important
intelligence on Atlantic .convoys by a current (and nearly.lOQ%)
solution of'Oombinad Cypher No.3 used by British and U. 5.
North Atlantic Convoys.3l The average ~onthly allied sh:pping
103sell in the Atlantic during this period "Were approximately
six times .he av~rage monthly103s~s in later perioas.

Minor sucoesses of the Signal Intelligence Agency of the
Navy Hlg~ C~mnand (OKl4/4 SKL/III) included the 30lutlon of the
Br!tie! . InterdopartL:1ental Cypher},2 solution in 1943 of a Royal
All' Force torpedo-bomber transpos151on cipher used for practice
exerclsea in the English Channeli' and solution of various minor
Navy and Merchant Navy codes and oiphers.

29T-517

30T-5l7

3l r 12
"2.' :'erformed jointly l11th Goering's "Research" Bureau (FA). the

Signal Intelligence Agency of the Supreme Command Armed Forces
(mCW/Chi). and \11 th the Signal Intelligence A~ency of the
Commander in ChietGerman Air Foroe (Chi Stelle, OBdL) I 141.

33n fi .TJ J,) D 41 :V.l4
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The Neval Slgnal Intelligence field units described above
carried out direation-finding activities against Allied naval
and merchantshlps, plotted their positions and movements. and
passed the in.for=tion to local commanders. Detachment Flanders.
at Bruges. a3sisted 1n the 1942 "escape" of tn.c' pocket battle­
ships Scha~nho~st and Gneisenau when they made their da8~ from
Brest through the English Channel to Kiel. This aame uetach­
~out read British naval traffic to advantage during the Dieppe
raid.

Tho Signal Security Agency of the ils.Yy High COIIIIIIand (om/4
3KL/n). as op'posed to the Signal Intel1:l.genco Agoncy( OKl.ll/4 5KL/
III). issued Germa.n naval codes and ciphers, and made cr~ptogra­
phic security studies of these systems. Its exact strength 1:1
unknovn. .

Th~ detailed organization and history of the two signal
agencies of the Naval High Command (0X!'1/4 SKL/III and QKr-l/4
5KL/II) are not discussed further in this report. Their use
ot punch-card book-keeping machinery ("I. B. M."). thei!! security
studies, and their chief cryptanalytic methods. h01:1ever. are
discussed in Volume 2.

7. Tbe Sl~al Intolligence Agency of' the 5u,Ereme comman1
Armed Forces~- T e si~Si Intelligence Agenoy ot the Supreme
Command Armed Forces lOberkommando dar Wehrmacht. Chirfrierab­
tellung, abbreviated OIru/Chi) had three rre1.n functions:

Q. It intercepted, studieJ. and evaluated diplomatic.
military attache. and "agent" traffic.

b. It monitored. and evaluated commercial radio traffic
and nevs broadcasts.

c. It made security studies of the codes and ciphers used
by the SUprellJ6 COlillnand. ArlIIed Forces. the Army. ~;he Air·Force
and the Ilavy, and many government departments. vetoing (after
1944) the use of those it deemed insecure.

The Si&nal Intelligence _~ancy of the Suprome Command Armed
Forces (O~!IChi) operated at least thirteen radio intercept sta­
tions or its ovu. and received radio traffic from other agencies
as vell (notably Goering'S "Research" Bureau (FA». ~4t also
received land-line trarrio from sources not stated./

34DF 9. "ZP .1
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With the e:r.:cepticn or mHitary atta.che systems, it dtd:~
",ork on enemy Army, navy or Air Force tre£ric. Documentery evi­
dence as to its cryptanalytic successes 1s limited. The tol­
10wirlg sua~~xy covers its most important known cryptanalitic
achievements: .

a. The mo~t extensive 1939-1944 successes seem to have
been achieved ~ith French systems. The electrical Hagelin ,Cipher
Machina B-211 (adopted by the French - now obllolete) ",as solved,
and limited success vas also ~§hieved in the solution ot ,the
French Hagelin Machine Be-58: An important military attache
ewe {ASA tl'igraph FVD) was solved at the beginning or tne ~ar.36
Af'ter 1911,0 all Vichy-French syatel!ls ~ere automatically cOmpromised:
when riled ¥.ith the German Armistice Commission in Wieabaden.

b. At least f'our Japanese diplomatic codes (including
those designataci. by ASA trigraphs JAE, J/IH and JBA) were isolved.
In 1938 and 1939 r.he Agency collaborated vith the Cryptanalytic
Section of the Foroign Office (Pel's Z S) in a3~urrent so]ut1on
of dally ke':ra for the Japanese "Red" Machine. .( I

c. l'x'ac1se details on solut1on of U.S. sys tams are not
available. The agency had compromised copies .~ at least tva
U.S. State Depsrtmant codes. narae1y "Bl'own" and "Al". Work
vas also dOllo 011 the U.S. State Department Strip Ciphers 0-1
and 0-2, the lead in 0-2 SOlUtgon being taken by the Foreign
Orrlce C~yptanalytic Section.3 I

d. CI"catian Enlgmp. traff'ic \fas 30lved through compromised
ma.chine lIiI'ingi3 .39

351 45 p 7; I 160 p 6

36r 31 p 8

371 31 p II

381 89

39r 58 p .3; I 92 p 2
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e. Little information is available on successes in1
~olution of English systems. Polish. Turkish. Greek and '
~tin American systems ~ere solved extensively. Prior to
~943. appreciable success ~as achieved in the solution of
[tal1an diploma tic codes.

~
During the first half of the year 1944 important de-

odes deslgn1l ted a8 "VN' 8 n (VerlB.Cs811che NB.chrichten)
otaled 3.000 per month.40 Selected decodes were sent to
ie!d Marshal Keitel. Chief of Armed Forces; to Hitler; and
y Keitel to General JodI. Chief of the Armed Forces

Operations Staff. They ~ere also Bent to the Army. Navy
and Air Force High CommandB.4l and probably to the Signal
Intelligence Agencies of these commands. 42 In addition.
approximately 45 special reports were sent each day to
special recipients. such as the Field Economic Office. the,
Department of Armed Forces Propag8nda. the Western Armies
Branch and Joint Intelllgence.~3

After 1944 the Signal Intelligence Agency of the Supreme
Command Armed Forces issued cryptographic systems for the
Army and interservice communications. One of its most important
responsibilities by the end of the ~ar ~as the evaluating of
the crTptographic systems of other services. A file belonging
to Dr. Erioh Huettenhain. Its chief cryptanalyst. indicated
that cryptographic studies ~ere made on cipher teleprinters.
Enigma machines. opecially desig~~d Hagelin machines. small
cipher devices and hand systems,~~

40DF 9
41

I 143. p 9
42r 13. P 3
43

DF 9 P 2
44

D 59
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In connection with its security commitments, the 5i~1~
Intelligence Agency of the 5upreme Command Armed Forces (OKW/ I
C~i) was responsible for the two most serious German crypto­
gr;aphic lIl1stakes of the war: the continued use in high level
German military communications of the plugboard Enigma machine
a*d the tele~rinter cipher attachment 5Z 42 in their insecure
forms. OKM/Chi rejected the 1943 proposals of the Army 5ignal
Security Agency (IN 7/1V) that the (insecure) sz 42 be replaced
by the cipher teleprinter T52d, a secure device. 45 It also
frowned on suggestions that the insecure plugboard Enigma be
u~ed with pluggable retlector-wheels, a change which would
have made it sec ure. lib .
I Approximately 800 persons were employed in all duties -J
I

cept intercept.
Volume 3 of this Report gives a more detailed account

r this agency.

I 8. The German-Forei~ Office Cryptanalytic Sectlon.--
~he German Foreign Ortice~ad two cryptologic sections, the
qryptsnslytic Section (Personal Z Sonderdlenst des Auswaertlgen
Amtes, abbreviated Pers Z 5) and the Cryptographic Section
(Pereonsl Z Chiffrierdlenet des AuewBertigen Amtes, abbreviated
flere Z Chi).
I The Cryptanalytic SeOtion of the Foreign Office (Pers Z s)
'f'las the senior German cryptanalytic agency. It t1&a organized
~n 1919 or before. At its greatest strength it employed
~pproximately 200 persons. Its mission was the solution of
foreign diplomatic codes and ciphers. The Section had one
small intercept station at Dahlem.~7For the rest of its inter­
pept it vas dependent upon the Si~nal Intelligence Agency of the
,Supreme Command Armed Forces (OKlo1/Chi), Goering' 3 "Researchn
Bureau (FA) and the German Postotflce.

45D59, p 17
46D 59, p 10; see also r 31
471 22, para 103
48r 22, para 103
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The Cryptanalytic Section achieved its greatest successes
with diplomatic codes, both one-part and two-pert, enciphered
and unenciphered.

a. From 1935 until 1942 it aohieved praotically 1004per
cent success in the solution of Italian diplomatic codes. 9

b. It read the United States State Department Grey, Broen
and A-I Codes. 50 It also succeeded in solving the American·
Diplomatic Strip Ciphers 0-1 and 0-2, the tormerin partial .
fashion based upon a compromise.51 .

c. The section solved two British Foreign Ottice "R"
Codes and the British GQvernment Telegraph Codes.52

d. In 1940 suocess in solution of French diplomatic
codes uas estimated at seventy five per cent.53 .

e. A number of major Japanese diplolll!!.tio codes were 'read,
and there is sOllie elidence that at least one majol" Chinese
system vas solved.~

f. The Section a1ao solved two machine ciphers. 'l'h.e
Japanese Red Maohine ~s solved in 1938 and read currently
until February, 1939.55 The Section coll&borated 111th the
Signal Intelligence Agenoy of the Supreme.CommandArmed Porces
(Ollli!Chi) in this Bolution, and it 1s not lmOtnl ll'hlch agency
deserves credit for the oFisinal solution.56· In 1941t arter
Gl part~al solution by Goering's "Research" Bureau (PJl.J, the
5~iss diplomatio Enigma traffic vas solvad.57

Little information is available on the Section's achieve­
ments 1n terms of intelligence. The distribution it gav~ its
decodes is unknoun. The Section's personnel seem to have
thought p~imarily in terms of cryptanalysis as a science,;
rather than in terms of ~hat their intelligence contribution
meant to a successful Ge~ diplomacy. 58 The Bection seems
to have been badly neglected by higher Foreign Ottice
authorities, both with respect to needed personnel, and mth
pegard to iliterest in its vo~k.

491 22, para 25

50
1 22

. 511 22, para 54; DF 15. P 4, 5. I 89
52D 16"Report;s 2, 3. 4
53n 54, p 13
541 22, para. 176
551 22, para 19
561 22, para. 19
57D 54, p 18

58See Vol. VI. Oh. 5
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Some of the Section's senior personnel acted in an advisory
capacity to the Foreign Office Cryptographic Section (Pel's Z
Chi).59 The latter section was responsible for the preparation,
compilation, distribution and security of Foreign Office codes
and ciphers. Few details are available concerning its security
studies or its personnel. It was presumably responsible for
the use in German diplomatic oorrespondence of the code systems
known as the "Deutsches Satzbuch", the Deutsches ei.i;zbuch
enciphered by"Floradora" (Army Security Agency trigraph GEC),
and the "one-time pad"(Army Security Agency trigraph GEE),all \
of Which were read by Anglo-American cryptanalysts.Volume 6 ~
of this paper gives an account of the cryptologic Sections------J
of the German Foreign Office. '

9. GOeri~'8 "Research" Bureau. -- GoeringUs "Research"
Bureau (Reich~uftfahrtministeriumForschungsamt,abbreviated
as FA) was formed in 1933. According to Goering,it supplied
the new Nazi government With a signal intelligence organization
of its own which had "no political axe to grind nOr ideology
to follow~ 60

In addition to non-military cryptanalysis, the "Research"
Bureau had the following functions:

a. As a Nazi censorship organization in peace-time it
monitored telephone conversations in all large German cities
at first only in the Reich but later extending into Austria,
Denmark,and"German" Poland.6l. It had access to messages
sent over all German comm~rcial teletype and telegraph
facilities,62 and maintained investigators in all main
postal censorship offices.63

b. In war-time it liaised closely in the censorship
of all communications as directed first by the Abwehr and
later by Himmler's Reich Main Security Office. It is known
to have served the latter asency as a cryptanalytic agency
for Russian Agent messages.lAs no cryptanalytic organization
within the Reich Main Security Office is known to TICOM
it is probable that the"Researoh" Bureau tilled this
function). 64

59
I 172; I 22

60
I 1113

61
TF 29; T 240

62
I 143; IF 15

63
IF 132

64
, TF 29; T 24,q
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c. It monitored world-wide radio nevs broadcasts, in
particglar the British Broadcasting Company (London) broad­
casts. 5

d. It operated six \fireless intercept stations of 'its
Olfn, for intercepting foreign diplomatic and commercial traffic.
In addition, it exchanged copies of vireless intercepts vith
the Signal Intelligence Agency of the Supreme Command Armad
Forces (OAw/Chi), the Signal Intelligence Agency of the Navy
High Command (OKM/4 SKL/IIIL and probably vi th the Signal
Intelligence Agency of the Commander in Chief German Air
Porce (Chi Stelle OBdL). '

As can be seen from the functions outlined above, the
"Research" Bureau vas not primarily concerned \flth c~tanalyslB.
No documentary evidence bearing on its cryptanalytic successes
~s found by TICOM. Based upon secondary evidence and
scattered TICOM interrogations, the bureau's chief cryptanalytic
achievemants seem to have been as follows: '

a. In 1941 the agency collaborated vith the CrYPtanalytic
Section of thE;! German Foreign Off'1ce (Pers Z S) in solving the
Swiss Enigma.b6 Personnel from the Bureau claimed to have
broken Finnish (or Swedish) Hagelin trafflc. 67 :

b. According to nell'spapar reports... 1938 decodes of French
traffic revealed that, lacking English support, the French
Government did not intend to oppose the Austrian Anschluss
ll'ith force. 68

c. In 1938, during the Mun1ch Conference, the "Research"
Bureau is said to have solved the British system vh1ch carried
Chamberlain's messages to London. Hitler once delayed a con­
ference ll'ith Chamberlain for seve~al hours in order to get such
de'codes. 69

, d. Solution of Russian internal wireless messages revealed
bottlenecks in the Russian military supply system. The dates
of this solution are unknow.n.70

65IP 132,
661 25; I 54; D 54 Report 8
671 25 p 6
68IP 188

69IF 132

7°1 25
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'fhe "Research" Bureau circulo.ted 1ts intelligence :in
the following forma:

a. Decode bulletins were sent regularly to Hitlerl,
Goering, Field Marshal Keitel and General Jodl of the Supreme
Command AI'med Forces (mcw), Foreign Minister Ribbentrop~
and A<1rniral Doc:mitz of the Navy High Command. .

b. Individual items of current interest, collecteii
items on single sUbjecf, and consolidated special reports
were sent to intereBted ministries. :

c. Spacial '11a1son officers were assigned to the Foreign
Office, the Supreme Command of the Armed Forces, the Reich
Security Office, the Economic Ministry an~ Ministry for!"War
Production, and the Propaganda Ministry." . .

Goering's "Research" Bureau had over 2,000 personn~l.

Less than one per cent of these were apprehended by TICpM for J
interrogation. . .:

Volume 7 of this report is a detailed account of this
agency. :

I
10. Collaboration between German Signal Intelligence

Agencies in CryptographIc Matters-- It seems probable, that,
prior to 1943, there vas some soet of collaboration bet~een
the various branches of the German Armed Forces in crypto- 0

graphic matters. The widespread usage of the Enigma machine,
the universality of the teleprinter systems used, the alloca-
tion of similiar hand cipher systems to army, air force;and
police units, all point either to an excellent cooperat~on

in the cryptographic field, or to the existence of some:
shadowy interserv1ce agency or h1gher authority whose r~­
sponsibil1ty it was to study, test and recommend the in~ro- :'C
duction of such devices and systems. There is no reference in
the TICOM material to such an agency, other than a pass~ng 1942~~
refer'ence to "the bi~ executive committee," a group which ap- C
parently had some responsibility for cryptographic changes and 0 I
im~rovements in a cipher type teleprinter.72 From the headings

22



DocrD: 3560861

on various memos belonging to Dr. Huettenhain (chief crypt­
analyst for the Signal Intelligence Agency of the Supreme I
Command Armed Forces (OKW/Chi ~ L it could be assumed that the
Chief Armed Forces Signal Communications Group (OKW/Chef Ag
WNV) acted as a senior military cryptographic authority. ;
approving or disapprovir~ the introduction or various systems.
and using the facilities of the Signal Intelligence Agency of
the Supreme Command Armed Forces (OKlf/Chi) and the arrrry agencies
(Inspectorate 7/111 (In 7/VI) and the Army OrdnB.nce Development
and Testing Group Signal Branch (Wa Pruer 7)} as its staff or
advisoryagencies.73 :

An order from Field Marshal Keitel. Chief of Staff of the
Supreme Cowuand Armed Forces (OKW). dated October 1943. made,
the introduction of nev ciphers for branches of the Armed Forees
contingent upon the agreement or the Supreme Command Armed
Forces (OKW). and probably upon the agreement of the Signal
Intelllgenc~ Agency or the Supreme Command Armed Forees '
lOXIY/Chi).7lJ,

In 1944 General Praun. who was both Chief Signal Officer
of' the Supreme Command Armed Forces (OKW/W.FSt/Chef w.NV) and
the Chief Signal Officer of' the Army (OKH/Chef HNIf). made:
the Signal Intelligence Agency of the Supreme Command Armed
Forces (OKW/Chi) a central clearing house f'or 1111 German i
cipher 'development and security scrutiny ~ork. This ~as easily
done '!lith reference to the Army. On September 5. 1944. General
Praun signed an order directing that the cryptographic develop­
ment and testing functions of" the Army be turned Over to the
Signal Intelligence Agency of" the supreme Command Armed Forces

(OKW/Chi). Personnel trom the Army Security Agency (In 7/'F'l).

73D J~varlous letters and memos. From the headi~s of crypto­
graphic manuals. it could be assumed that Ag WNV/Fu I. as
issuing authority. van responsible until 1944. vhen OKW/Chi
apparently replaced it. See OKW/Ag W1N/Fu I "Schluesseian­
leitU!l& zum RS 44" dated March 27~ 1941f and OKlf/Chef' WFst/
Ag WNV/Chi "Rasterersatzverfahren' of" Dec. 7. 1944. TF 31
and TF 32 respectively. '

74n 68, p 11; D 57 p 14
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including Teohnician Dr. Frioke. and the personnel of' In­
spectorate 7/VI (In 7/VI) l1ho Wl'e engaged in OX7'Ptograpbio
~ork. ~ere transferred into the Si~l Intelligenoe Agenoy
of' the Supreme Command Armad Poroes (OlW/Cbi) .75 The:<>eatter.
~hlle the aotual produotion of keys ~s left as an Armyra­
sponsibility. the Si~l Intelligenoe Agenoy of the Supreme
Command Armsd Foroes (OKW/Chi) devised the oiphQr systems and
provided the material for Army key produotion.70 '

With the Navy and. the A1r Foroe the pioture 'l188 SODlSl1hat
different. They ~ere permitted to oontinue their oryptog:<>aphic
development ll'ork. and retained the right to say tl'hioh of thair
systems ll'&S to be used in ll'hat plaoe--so long as the Si~l

Intelligence Agenoy of the Supreme Command Armed Foroes (ORM/
Chi) conourred from a security standpoint in the original
introduction of tha systems. As Admiral Krause of the S~l
Intelligence Ageno~ of the Naval High Oommand (OXM/4 aKL/III)
pointed out. "ORW/Ohi reoommendations could only lay d~ the
(security) limits ll'lthin ll'hioh it uas possible to use a '
system." The responsibility for ll'hether and uhere a Navy,
system ~as to be used lay ll'ith the Navy.77 '

With regard to ciphers used by the Waffen 55. the Signal
Intelligenoe Agenoy of the Supreme Command Armed Forces (OlW/
Chi) had oonsultative poll'ers only. While General Gimmler.
successor to General Praun as Chief Signal Officer. publioly
characteri~ed the cooperation betll'een the tll'O services as
"perfect~7 Col Mettig. chief' of the cryptographic division
in OKW/Chi. indicated that an effective supervision 'l188 naVel'
Introduced.79

75jj,68 p 3_ 7

76D 55. p(4~
77D 68. p 14
7Bn 68. p 13
791 96. p 19
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The preeminence of the Signal Intelligence Agency of ,the
Supreme Command Armed Forces (OXW/Chi) in cryptographic .
matters and security was apparently Of~~ct1~QnlY with the
military services. In his speech of DeeG69c~~, 1944,
General Gimmler pointed out that primacy in the civil1an
field was dependent upon voluntary concurrence from the ,
agencies affected. He could only plead that "OlGl vas pre-
pared to take the lead in this matter, providing that the"
Party and State concurred" and requested that "'the Party QIld
Reichs authorities" cooperate. Bo Goeringaf "Research" Bureau
(FA) developed its o~ codes and ciphers, although the ,
Bureau did use cipher teleprinters adopted by the military
services. 52 Evidence is available that in 1945 administrative
hand ciphers (Behoerdenhandschluessel) uere issued to Senior
Specialist Wenzel of,tl~ "Research" Bureau rFA).83 A slmiliar
situation prevailed ~ith the German Foreign Office. The Signal
Intelligence Agency of the Supreme Command Armed Forces (O~/Chi)
Itas never allov!'jd to know the details of' the ciphers used"by the
Foreign Orfice. tl4 The Foreign Office, ho~ever, did usa ciphar
teleprinters and Enigma ~~chines.85

11. Collaboration between German Signal Intelligence
Agencies 1n U~tanal1tIc M8tters.-- 1.&& collaborat1on batween
Agencies In cryptanalytic matters varied. In general relation­
ship betYean.Goering's "Research" Bureau (FA) and the Sil3nal
Intelligence Agency of the Supreme Command Armed Forces (OXW/Chi)
yare not overly cordial. The S1gnal Intelligence Agency of the
Naval High Command (OKM/4 SKL/III) maintained a traditional

BOD 68 p 14
8lIF 132
821 25, page 9
B3p 240
841 31, page 15
851 22, para 115
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;navy reserve in dealing '1ith other agencies. There vas no high­
Ilevel signal intelligence coordination, and thel'e was frequent
pverlapping and duplication of effort bet'1een the agencies ,
~ealing '1ith diplomatic cryptanalysis. But, with the exceptions
noted above, there seems to have been as much liaison and as
imuch cooperation as l1ere necessary. This '1B.S especially true
in the case of the military field organizations, the Army Signal
Intelligence Regiments ("KONAs") and their Air Force equivalents,
the Air Signal Regiments (LN Rgts). .

a. Relationshi~s betl1een Foreign Office C~tanalttiC
Section, Goering's " esearch" Burea~ and the S1W"l In alligenoe
IX enc or the Su reme Command Armed orces. -- T cryptanalytic
Sect on 0 t oreign ff ce ers· enjoyed reasonably
good 110rking relationships '1ith both Goering's "Research" .
Bureau (FA) and the Signal Intelligence Agency of the Supreme
Command Armed Forces (ORMjChi). As stated, hO'1ever, the re­
lationships between the latter t'10 agencies do not appear to have
been cordial. I

The Foreign Office (Pers Z s) received the bulk of its
intercept from Goering's "Research" Bureau (FA) and the Signal
Intell~gence Agency of the Supreme Command Armed Foroes (ORMj
Chi).P:> It received numerous compromised codebooks and keys
from both agencies. 87 Cooperative attacks on difficult
problema were not uncommon. In the case of an unspecified .
U. S. Strip System, the Signal Intelligence Agency of the
Supreme Command Armed Forces (OID{jChi) worked on the point-to­
point traffic, while the Foreign Of'f'ice (Pars Z s) tJor1ced on
the circular traffic,B8 with a complete exchange of result,S.
In the case of the Japanese Red machine .• the Foreign Office
(Pel's Z S) attempted to solve messages sent on even days, ~hile
the Signa! Intelligence Agency of the Suprema Command Arms~
Foroes (OID/jChi) attempted to solve messages sent on odd days,
a "practical arrangement" reached also between the U. S. Army
and the U. S. Navy prior to the Pearl Harbor disaster. R~sults

86
I 22, para 103

87T2038; Dl6, pages 3. 5; DF 15, pages 4, 5
88r 3:>', page 10
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vere eXChanged.89 Goering's "Research" Bureau (FA) and the
Foreign Office C~yptanalytic Section (Pers Z s) cooperated
on the 801utIon o~ the Slfiss Enigma. 96 Exchal'..ge of' code group
identifications, 'additives and enciphering keys between these
tva agencies were freguent, especially on English, Italian
and Vatlcen systems.91 Personnel wet'e exchanged between :the
Foreign Office Cryptanalytic Section {Pel's Z 5) and the Signal
Intelligence Agency of the Supreme COMmand Armed Forces (10101/
Chi).92 .'

Goering's "Research" Bureau (FA) was formed by a small
group of cryptsnalysts who left the Cipher De~rtment o~ ~tbA

Reich Derense Ministry (Reichsvehrm~n1sterium), the pre- '
decessor agency of the 51&nal Intelligence Agency of the Supreme
Command Armed Forces (OXW/Chi). Th1s def'eQtion may account for
the bad feeling betlfeen the tva agencies. 9, There are no knovn
examples of d1r~ct cryptanalyt1c exchanges between the two .
agencies, nor Were there subsequent exchanges of personnel. .

.Goering's "Research" Bureau (FA) ,~as not given access to. the
special cryptanalytic machinery developed by the Sigpal Intell1­
gence Agency of the Supreme Armed Forces (OKW/Ch1),9~ although
th1s mach1nery vas made available to other agencies. Relation­
ships could probably have been 1mproved had not Goering'S
"Research" Bureau (FA) sought to take over the 5ifnal Intelli­
gence Agency of the Supreme Command Armed Forces OKW/Ch1)~95

891 31, para 53
90D 54, page 18
91

D16, pages 1, 2; I 172,
921 22, paras. 20, 84

931 21, P 1; 1 131, P 3
94pF 9 p 3

951 131; p 3; I 78 p 4

paras. 11, 13, 14; T2252, varioua
1
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With re~erPnee to the exchange or tra~~ic. however.
collaboration WBS apparently complete. It is known that in
p.srly 19~4 approximately one third or the intercept reoeived
~y the Signal Intelligence Agency of the Supreme Command
~rrr.ed ~orce8 (OlGl/Ohi) came frOID Goering' II "Research" Bureau
(FA).9 The latter always receIved copies o~ all the trat~1c
Intercepted by Signal lnte1l11Stlnce Agenc;r ot the Supreme
Command Armed Forces (OKWjChi) st~tion8.97

b. Mil tar A. en RelaUonshi s-- e ch f tana
lytic intormat on.-- 0 a oration e ween t e sua
lntel11gence agencies (OXH/GdNA and its p~decellsorll. In 7/VI
and Hl..C\ Os;,) and the Signal Intelligence Agency o~ the Supreme
Command Armed Forces (OA1~/Chi) WBS excellent. The Chief' Signal
Orrlc~r or the f;upz-eme COlT.msnd J'.!'med Forces (OXlol/Chet WlfV) was
/I] so the Chief 81gnlS.l Offlcer or t;he Army (OKH/Chef' H1W}98
However. since the Sup~e~ Command agencyts commitment vas
rUplon-.atic and m11itnl'y atteche trSf'fic, no broad basis ~or

c~1Ptanalytic liaison exIsted.
'l'he Arm;r and Air Foret) Signal Intelligence Ageno1es

maintained ~ermsnent lia1aon on E:;.glish Naval and Air s7stemll
(SYXO, M209J.99 In 1943 the Army ....senc"1 (Olm/ln 7/VI) had
discovered hov to ~eCOver true M-20g settings trom relative
sett1ngs, and the7 had passed the technique on to the l'iav;r and
Air Force agenc1es. 100 According to Senior Specialist Tranow
of the Naval Agency. hovever, the Army-Navy cooperation vas
given ug in ear17 1944 sill:)e "no results o~ value vere ob-­
ta1ne~. 101 In 1943 the ~ignal Intelligence Agenc7 o~ the
supreme Command Armed ForceD (OXW/Chi), the CrrPtaDa17tic
Section of the German Foreign Of'~ice (Pel's Z 5). and the Signal
Intelligence Agenc7 of the Commander 1n Chief German Air Forces
(Chi-Stelle OBdL) collaborated on solution o~ an unident1f'ied
US strip 117stem.102

9~F 9, P 3
971 85 , P 3

98IF 108

991 93. P 3, 4
1001 144, p 2
1011 93. P ..,
102D60• P 5
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The Arm~-Navy- Air Porce field collaboration vas usually
8%cellent. 10' It embraced on occasion exchange ot personnel
and equipment, a compl~te exchange of reports and a close
oryptanalytic liaison on operative systems.104 Eastern tront
reports shOll a detailf'd oPf!rat1·)nal collaboration between
A1r Porce Signal Regiment '5~ (LA Regt 353), the~ Signal
Intelligence Regiment 1, (KONA I), and the Naval units deal1ng
With Russian Black Sea Pleet traftic.lOS Ar~ Signal Intelli­
gence Regiment 5 (KONA 5) worked cloaely vith the Air F01'Oe
Signal Intelligence organizations in the West (at Paris and
Noisy) .106

. During the period 1940-1942 the Signal Intelligence
Agencies of the Navy (OKM/4 SKI. III) and the Air Forces (Chi­
Stelle OBdL), and the Signal Intelligence Agency of the Sup­
reme Command Armed Forces (OKW'/Cbi), and also Goering' 8
"Research" Bureau (FA), all collaborated on solution of the
English Interdepartmental Cipher. l07 There waa "Research"
Bureau (FA)-Naval (O~~/4 SKL/III) cooperation on the aolution
of the British Goyernment Telegraph Code (South Africa) and
Bentley's Code. lOB The Army Agency, Inspectorate 7/VI (In 7/
VI) actually vorked on Turkish diplomatic traftic, by agree­
ment with Goering's "Reaearch" Bureaul09 and had Army Signal
Intelligence Regiment 4 (KONA 4) intercept this tratfic for
them. This vork probably duplicated efforta ot the Signal
Intelligence Agency of the Supreme ComTand Armed Forcea (OKW/
Chi) bowever.

1031 26, p 2

104U5 M-94, M-209, Bl1dex, Russian codes, etc.
1051 1'0, p 15
1061 113, p 8
1071 93, P 4; I 147, P 11, 12
1081 93, p 3
109IP 126, p 8
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c. MI1Ita enD RelatloQshi s--exchB e or rsonnel.--
In 1942 Prof. Nowopeec ~ ot t e Signa e gence Dey
of the Supreme CCllll'IIand Armed Forces (OKW/Chi) and a group ot his
crypt8nal~sts were t~nsrerrcd to Intercept Control Stat10n
East (HLSj, one of the predecessors of the Signal Intelligenoe
Agoncy of the Army High Command (OKH/Odl-lA) tor work on the
main Russian army five-figure code.lio At one time the
Naval commander in the Aegean area plaoed his radar intercept
personnel and eQuipment Wlder the command of Air Signal
n~glment (LN Rgt) ~52.111 On one occasIon personnel rrom Air
Signal Regiment (LN Rgt) 35) vent aboard the cruiser -Prinz
Eugen" to mom. tor trarfio from t:'a Jar Arm of the Russ1an
Baltic Fleet.112 In the spring of 1942 the Signal Intelligence
Agency at the ~av81 Blgh Cow~nd (oID~/4 SIL III) exchanged
personnAI vi th the A~'1. and Air Force 1n ordP.r to a~t tra1ned
Hollerith oparatore.1lJ In 1939 Dr. Huettenha1n or the Signal
Intel11gence Agency at the Supreme Command Armed Forces
lOh/Chi} vas detailed t91lhe Army agency to work on solution or
French military systems.-

d. M.Uit De RelBtionoh1ps--Coopero.tion with regard
to IBM a a 1 10 Mach1ne~.-- '.Mie ArIllJ Signal Seour1ty
Agency S~8 t on vabbreViatea In 7/IV} pioneered in the
use or IBM (Hollerith) equipment. Its installations were 8et
up 1n the v1nter or 1939 e~ 1940, and later transferred to
Arrq InspectorBte 7/VI (In 7rn},ons or the predece880l'S of the
Signal Intelllg9Dee Agenoy of the ArIll1 High Command (OXH/GdRA}.U

,,5-
110IF 123 P 3
1111 126 p 14

1121 163 P 3
113

I 146 p 17
114

D 60 p 4, 5
1151 67 P 2
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In March, 1942. reprp.sentetives or Goering's "Research"
Bureau (FA). and of the Signal Intelligence Agencies of the
COlDlll8Dder in Ch1e:r Ai.r Porces {Chi Stelle OBQL) and the Ifavy
High Command {OIK/4 SllL/III) visited the Array installations
and obta1ne<l valuable Int'ormation as to the posaib1litles of
IBM in cryptanalysis. 116 The Si~1 Intelligence Agenc7 of
the Supreme C01lllllllnd Armed Forces l Qlt1{/Ch1) never owned its
own Hollerith maehine~ and used the Army 1D8t81lations.117

In 1944 the Signal Intelligenoe Agency of the su~reme
COllllll&nd Armed Porces lOKW/Chi) developed a number ot deooding
devlces: some of which vere handed over to the Array. Ravr
and Porelgn Office agencies. 118 The Di~ph Weight Recorder
(Bigrammsuchgeraet) VIls made available to the German Weather
Servlce (WEN~~B).119

e. Military Agency Relat1onShi~S--~oo~ration with
regard to interce~tion.-- GOering's ResearCC" Bureau cPA)
occaslona117 turn shea the 31gnal Intelligence Agenc7 or the
Commander in Chief ot the Air Foroe (Chi Stelle, OBdL) vith
trarflc. 120 The amount of this traffio is not known. Goering"
"Researoh" Bureau (PA) also passed some intercepted oommercial
traffic of naITal interest to the Signal IntQlllgence .\genc,"
of the Naval High Command (OXM/L, SKL/III) .121 The Oerlllfl.n
Navy passed its weather 1ntercept to the Air Foroe. who bad
some into~~ervice responsibility for the solution of weather
tratfle.~ On operational fronts, when army search receivers
found air force frequen'ies. information conoern1Dg these
frequencies vas iUDPlied to the appropriate all' rorce t1e1d
intercept un1ts. ~)- The Si~l InteJ.l1gence Agenc," or the
Supreme COlllll8Dd .Armed Porces (OXll/Chi) oontrolled a naya1
direction finding station :tn Spain. 124

1161 146. p 17
1171 67. p 2, 3
llSz,p 9. P }
1191 'I, P 4
1201 29. p }
1211 93. p 12. 18
1221 9'. p 4
12'1 130, P 15
1241 96. P 7
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f. Coo ration betveen Milita and Civilian eneies
on solution 0 gents' syste~~-- T e extensive German e ort
against agent-partisan systems warrants separate discussion.
This effol't was shared by at least three organizations, and
perhaps a fourth. The organizations were: the Signal Intelli­
genoe Agency ot the Supreme Collllllllnd Armed Forces l OXW/Chi),
Army Inspectorate 1/VI (OKH/ln 1/VI), perhaps Goering's
"Research" Bureau (FA), and a sl:l8.l1 organization which did
little or no cryptanalysis, the Radio Detense Corps 01' the
Supreme Command Armed Foroes (oxw/WNV/Fu III). The relation­
ship between these agencies illustrates collaboration in both
intercept and cryptanalysis, and an allocation ot primary
responsibility vhich varied from problem to problem.

At the beginning ot' the val', responsibility tor monitoring
clandestine transmissions in Germany and the occupi!d terri­
tories vas borne by the Radio Defense Corps (OXW/WIfV/FTJ 111).125
In the spring of 1942 the Radio Defense Corps pressed tor the
establishment of its own cryptanalytic section. Reither the
Army nor tbe Supreme Command signal intelligence agencies were
anxious to see the establishment 01' a new cryptanalytic agency
for agent traftic. AccordinglYJ a lection tor oryptanalysis
on agent transmis§ions was estaDl1sbed in the Arm7 Inspectorate
7/VI (In 7/VI) .120 Thi s section vas known (trom ita ohiet)
as "Referat Vauck".

Originally located in Berlin, Reterat Vauck moved in the
tall 01' 194} with the Radio Detense Corps (FU III) to Dort
Zinna, near .rueterbo~. It was transterred in the tall 01' 1944
trom Inspectorate 7fVI (In 7/VI) to the newly tormed Signal
Intelligence Agency 01' the Army High Collllll8Dd (OXB/GdNA) and
vas transterred again in early 1945 to the Signal Intelligenoe
Ageney 01' the Supreme C01lilll&nd Armed Forces (OXW/Chi/Gr. IV).
Both these latter changes were administrative only, sincetbe
section remained With the Radio Detense Corps at Jueterbog. l 27

1251 115, p 2

1261 115, para 15

1211 115, paras 12, 31
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· Refarat Yauck did not enjoy a monopoly on agont crypt~

analysi~. Most of its and the Radio Defense Corps' (FU lIt)
eff'o:l:'t was concentrated OIl western agent n.etworks (France,
Belgium). In the eastern and Balkan theaters, other agencies
handled tho bulk of' agent intercept and cryptanalysis, as
follm!s:
· (1) Russian Partisan Traff'ic-- The work done by Ref'erat
Vauck on this problem covered only the period mid-lg42 to '
mid~1943. Its work was then taken over by a section under
Lt. Schubert of Army dignal IntelHgence Regiment (KOl'fA) 6.128
Schubert V43 ultimately transferred to the Signal Intelligence
AgencI of' the Arm)t High COlllllllmd (OKH/GclNA), where he took'
over 'easte~nn cryptanalysis on the Ni~-p~tisan networks.129
· (2) Yugoslav systems-- Most of the interception and :
cryptanalys!.s on Yugoslusystemsli8s done. not by the Badia
'Defense Corps (FU III), but bl a s:pec1al detachment of' Arlll7
Signal Intelligence Regiment lKONA) 4, stationed in Belgrade.l~
'Cryptanalytic work on tIle more d1f'f1cul t Balkan systems was
done in Ber11n by Balkan Section (Ref'erat :Bs.ilovic) of' Arm.,
Inspectorate 7/VI (In 7/VI)'lv~o thus complemented the .
actiVities of Reterat Vauck. ~ ,

(3) Polish Resistance Movement Systems-- In 1943 Ref'~rat
Vauck solvea the prIncipal system used by the Polish Goverriment
in Exile (London) for communication with the Polish Resistllonce
}'10vement {Warsav). So important was this traffic; that, in the
fall of 1943, eight metnuers of' Vauck's Section were transf'~rred
to the Polish Section in the S1gnal Intelligence Agency of"the
Supremo (,ommand Armed Forces (OKW/Ch1, Gr. V). The 1nterc~pt
work done by the R~dio Defense Corps \FU III) was augmented
by tho Signal Intellie;ence Agency of the supreme tQ~d
Armed For<:es' (OKW,/Chi) intercept station at Laut. ~ and '
:I.B.M. aa~ist",nce was given by Army Inspectorate 7/VI (In 7/VI).

'1281 115, p r{

,1291 26. p 1
1301 115, P 8

.1311 115, p 8
132 115, p 9. I
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There 1s one reference (bj Lt. Sohubert) to "Research"
Bureau (FA) ;>8.1'ticlpation in t.his york. In J&lIIluary, 1945,
Senior Speoialist (ORR) W..nzel of Goering's "Research"
Bureau (FA) vas sent by the Radio Defense Corps (Ox:rl/'riNV/
FU III) to the Signal Intelligence Agenoy of the Army B1gh
Command (OKH/GdNA) to york on resistance movement systems. 133

(4) Other Agent Trar1"~-- Duplioates 01" all Radio
Defense Corps interoept Yere 1"orvarded to the Signal Intelli­
gence Agency or the Supreme Command Armed Forces (OXV/Ch1),
who, on oocasion, hel~d Referat Vauck Yith more dirfioult
problems. 134

12. Other European Axis G~tanslltioAgencies--
a. .J.ts-lian Crn?taDalztio enofea-- Until th8 September,

1943, armistice, thare were tour ta Ian oryptologio agencIes,
the tyO most important being the Cryptanalytio Seotion or the
Army Intelligencfl Servioe (Servlzlo InforllJllzioni Mil1tarI,
abbreviated S1M) and the Cryptanalytio Section or the lIa.".
Intelligenoe Service (Servizio Inrormazion1 Speoiali, ab­
breviated SIS). These tyO agencies had both oryptanalytic and
cryptographic f'unctions. The M1n1st17 of' Foreign At'fairs
maintained a small oryptographio orrice (utricio Crittogr&tiOO)
to compile Italian diplomatio codes and ciphers. l 35 The
Inspector General or Political Polioe in the Ministry or the
Interior (Publioa Siourezza) also maintained a cryptanalytI0
seotion to deal with "Communist" and "f'oreign agent" codes
and ciphers. 136 The Italian Air Faroe Intelligence Servioe
(Servizio In1"ormazioni Aeronautica, abbreviated SIAl main­
tained its own intercept organization, but no cryptaDal7tic
personnel. The cryptanalytic Section or the Navy Intelligence
service (SIS) aoted f'or the Ail" Force in this matter. 137

l33I . 26 p 27

13\01' example, their york on the Russian agent trat'ric
called ''Rote 3" - D60, page 16.

135lP' 1500
1}6D' 1502
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Arter 8eptallibar, 19l!·}, the f'l'!lC"tJ.cn.lI of' the CJ.7pt.aDalyt1e

S~ot1on ¢r the ArL-y Intel1igeaaa SerVice (BIll) vere taken over
by a nec-Fascist or~~t~~tlon. the Defense Intel11genoe Service
{5ervi~10 Int'o%'l!ll1::;ioni 1'11'08<1, abb:t'e"T1ated SID), vh1ch con­
filled. itl) aat~_vit1ea tc eCl!lfJ9rc.:!.~l and broadcast monitor1Dg and
solut~on of' oysteJJUI 1'(18.0. by 1 ts P1'edeoesllor e.genay.138 Ko
TIeON iD.i"orwation is e.'98ilr;\:lle ooncer..u.ng the poat-1943
aotivi ties of' t'hB Othel' ngeolJtas tllBnt:!.oned above.

Toe Cryptsno.l:i,-t1'l Sooti.:m of' the Ar'rJq Intelligence 5el"V1ce
l aIM) maint.9.3.ncd I'OW' !":L1ted :l.nteruept stations in Italy and
ll. field orgll.llizatlon vhose ?!'Bcise I!t~ength is 1!nlrnown.1:~9
Arter June, 1943. each f'iel<i~ probably disposed or both a
o:ryptanel.;rt1c plU'ty (Kucleo) and llltaraept f'Bcill ties .140
The cr;n;tan-i).ytie 8ection or tne Navel Int.e1l1genoe Sernce
iSIS 1 ma1nta1l.:ed seven t'ued ~tel"Oel't stations in Italy and
its POB8El8~ions. It also controlled tn~~ePt groups located
on the flagsbips of all naval CO~15.1

Italian c71Pt~lytic Bucces~es seam to nave been llm1ted.
The Army Cryptanalytic Seotion worked an diplomatio, military
attache, (wLmlal'o11Bl and B.l"11iY systcme.142 !l'hB Naval Section .
eorJcentJ'flted 1t6 el":fol·ta on Br1tiGh n~val and Air operational
oodaa. 143 Both r.ect:LoIUl vere small. 1 ~IJ. t:raiIl8d o1"yptanalylltll
vere at a Pl'emium,14S and IBI,l eqUipme;llt vas diffioult to
prooure. The.Arm;r. Cryptanalytic 5ect1on read the U. S. State
Departlll8ut "Brown" Code (trJOoug):1. aotllpI'omiM) and Bolved (or
purchased) set'"e:Nll other Ur_ 8. cystemu including the Military
Intelligence Code No. 11.1..6 Accord.iDg to GeDeral CJamba, head

1}8IF 1517. 1524, 1526 ,

1}9no 1517
HOIF 1520, IF .1523
141111' 209
142IIi' 1517
l4'IF 209
144IF 209
l45IF 1518
146IP' 1517, IF 1524
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or the Section. they also read a British diplomatio five­
figure code. and an unenclphe~ed fo~ti~ure, tvo-~t

British diplomatic code (Foreign Otfioe R" Code ?J. as
veIl as French. Turkish and Rumanian systems. 141 The Baval
Section read Sri t!sh naval tactical oodes, the dai17-
ChAngil1f air code enciphering tables and an unident1f1ed foU!'­
figure Ang10-Amerioan Naval code".l~ A tour-figure Brit1sh
Nanl oode vas read from 1941 until the North Mr10an landings
1n November. 1942.149

The Germans held 2. low opinion or Italian cryptanal7t1c
capabilities, and oonsidered their cryptographio procedures
1.0 be bighly insecU!'e. As a result, good ooopel'6t1on vas never
aOhieved. What torma1 liaison existed, ended with the 1943
Armistice. The Germans then took over the ~mnants ot the
Italian organization (SID). dissolVing it in Februal'7. 1944. 150

For 8 mo~e detailed disoussion ot the Italian or7PtaDa17tic
organization see Volume 8.

b. The Hungarian Cmtanal~ic~encl-- The Hungarian
Cr7Ptanal,.tlc Bureliu (sec on X 0 t~nel'61 Start-Hungarian
name unknown) was subordinated to the Ministl'7 or Defense. It
had a strength ot apprOXimately tifty persons. 151 Its
pr1no1pal cryptanalytic work was done on Turkish codes and
oiphers. as well as Ital1an. Polish and Russian s,.stems. TICOM
reoovered approximate1,. 90 oode books from the ageno,.. covering
York on codes I'rom 16 countries ,152 The organization vas
evaouated in 1945 to German terrlto17. and later diapersed
into Hungarlf1.Jl colleoting camps.

141IP 1518

148Ill' 209. Ill' 1527
149

Ill' 1521
l50IIl' 1527
151

1 193 p 3
152

A 21
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The lIungerilln Buroau was said to have had an exoellent
rlJlatioDship with the German Signal Intelligence ,'''genc,. ot
the Supreme COllllllllDd ArJ:iied Forces (OXWIChi), and the Finnish
or7PtanalTt~~ organization.

POI' turther d.1.ocU8s1on on the Hungarian Cl7PtanalTt1c
AgeDc7, see Volume 8.

c. The Austrian cmtanclI1;ie A~no,.-- A small Austrian
Cipher Bureau (subordinaton anl1Austran name unlmovn) bad
beElD 1n existence tOl" aome ""ars prior to 1934. It bad a
statt ot at l~ast five ke7 cl7Ptanalysts, who worked prinoipall,
on Italian, French, Swiss, Yugoslav, Spanish, U. 8. and English
systems. Before 1934, and durinC the critical period prior to
the annexation its personnel ~de 4 regular "black market"
exohange or c~7Ptanelytic results with the Signal Intelli~nce

AgencY' of the German War Ministry (ReichsKriegsm1n1sterium)
dealing with Senior Speoialist (ORR) Fenner and captain (later
Major and Colonel) Boetzel. Arter annexation, its principle
cr7Ptanal,.sts went to York for various German Signal Intelli­
gence agencies inoluding til.: Signal Intelligence Agenol ot the
Supreme COllllllBnd Al-med Porces (OKW/Chi), and Goering's "Research"
Bureau \ ~"A) •

d. The Finnish Crmanalztlc ~noI-- The Finnish Signal
Intelligence AgenCi"lF1sh n.'lme lI!ikiiovn) TAs subordinated
to the military 1nt~lligence organ1zation ot the Finni.h
General Statf'. ot approximatel,. battalion strength, it vall
subdivided into intercept, cryptanal7t1c and evaluation unitll.1S;

B1ghl,. regarded b:r German or,.ptaDAllystl!l, vi th whom
exoellent liail!lon existed, it worked on militan, DaVS1 and
dip10matio traffic. Firl!lt pr1or1't7 vas given to RUlIsian trattic,
toll~vad by Polish, Svedish and U.S. tratfio.154 The7 auo­
oeeded iii Bolving the five-figure Russian military code used
at the time of the first Russo-Finnish war. In 194, the7 also
solved an unspecified U. S. Strip cipher. 155

See VolUllle 8 for a further disoussion ot the Finnish
C17PtaDAlITtl0 Agency. •

15'I 106 p }

154
I 111 p 4

l55I }l p 9
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e. The Bulgerian C~1P.tanal:tic Agency-- TleON aources
make only one rererenoe to Bulgarian cryptanalyt~c work.
In 1944 the Signal Intelligence Ag£'DCY of the Supreme
CO!lllll!lnd Armed Forcen (OKW/Chi) gave 8. traln1.l]g oourse to
certain Bulgarir.n cryptanalytic Personnel.l56-

13. 1.1ai80n between G~l'1II8n 8i 1 Intelli ence oie8
and other ms er:rP.t&.n&lytlu ene 88.-- our rman
Di111t&fj orypta"hiljUo Rgeno es appear to bave engaged in
actlve lialson With allied {Axis) cryptanAlytio &gencies.
There 1s no evidenoe (from TICOM souroes) that any f01'8ign
11ai80n was unde::otalcen by Goering I a "Research" Bureau CPA)
or the CrJptana1ytic Bection of the German Foreign orfioe
(Pera Z 5). The Signal Iat~ll1genQe Agency ot the Supreme
Collllll&nd Armed FO~'ce8 (01Jl/Chl) appears to bave bad aOIll8
primacl~7espea1Blly in the t1e1d ot relationships nth
Japan.

s. Liaison with Jarr'-- The Signal Intelligence Ageno,.
ot the Havel High COIlllll8n OXM/4 5IL III) attempted to give
the JSP8J1ese data on the British Naval CipheJ' No.3, J'eceiving
in return aome ~trips and settings toJ' the U. S. Strip Cipher
"DUPYB~ 15~ There vas n formal liaison between the 5i8PAl
Intelligence Ageney ot the Supreme Command 1"oJ'oes (OXW/Chl)
and the Japanese military attache in Berlin. Bome data on
Amerioan systems vall given tol;he Japanese, but no intelligence
vas exchanged. 159 In January, 1945. a Ge%"lllo!ln inter8ervie.
cryptsna17tlo delegation vas to bl; sent to Japan 1:.,. 8ubuarlne,
but the plan never materla11zed. 1bO

1561 96. p 5
1571 119 p 6· I 29, p 6
158 • ,

8. 9; I 12, p 19I 93, pages
1591 21. P :5

1601 105. P 5. I 48, p 3
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-
b. ~son with ItalI.--'l'hare vas little practical crypt­

analytic Col1&O~6!tj.ouv.ita tlle rtallana. Code book groups
vere exchanged. The Germans bad no confidence in the se-
ourity of Italian cl7PtogrBJ:lhlc ayatems .162 L1a.1.8OD vas tezo­
m1n&ted at the oDd of 1943.J.b}

e. 1..1.&' SOD with Bu:cgar,y. --According to Colonel ltettler
of the Signal Intelll3enoe AgencJf of' the Supreme COII'III8n" Armed
].I'oI'Ces (Olr~lfg}f), lla1lJOll vith the Hungarians had existed since
the 1920' 8. III the s:prinB ot 1944 one-eighth of' the inter-
cept used by t1:le 3ignal Intelligence Ac;oncy of the SupretE
ColJllJl&t1d Artae(l Forese (OXW/Chi) ouc.: from Hungarian aouroea. l 65
Fzoom April, 1944. until J&DUlU7, 1945, a Hung&r1an in~ept
OOIllPMY vas attaohe<1 to III/Air 61gnalB Reg1ment 35'. '.rhe
Hungarian agenoy also Bent Italian J R'I1!D,.n1/Ul and Polish traffic
to tae S1gDal Intell1{1;ence Jl.gency of the supreme OOl!BDand Armed
].I'OI'Ces (OKV/Chi). who relg~ed l'lolut1on methods on thia traffio
to the Hungarian ageno;y. I

d. Lia.iseD vith Fin1o.nd. --The li&1.son with the J'1Dna on
Russian traff10 S80ms to have been the ~ost satisfactory co­
operation undertaken by the Germans. Detaahmenta or Air­
force S1gnal Intell.Lge¥88 personneJ. worked w1th the P1nna at
Mlkkel1 wld 8ortavala. Ther.e were permanently assigned
liaison off1oers, both F~nn1eh and German. at the B1nn1sh
&geney and tJ1e Al'rrIy 51gn!:-1 Intell:l.genoe Agency East (BLB/Ost) •169,

-
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The coop~r~~ion embraced exchange o~ intercepted tr~~io, work
on key5 and systems (inoluding non:nussian s~stems, such as
an unspec1i':ted U. 3. Strip System.!."' )and exchanges or equip­
ment. There ls, however, some evidence that the Finns did
not PrOV1df7!he Ger:nans with all the cryptanalytio material
available, .

I). !-.J:!i1oon with Spain and Bulgaria-- Cryptanalytic
liaison oetveen these two countries arid the Germans appeared
to be un1mpOiltant.

I

SIM-

14. Chart 8~?'i£tZ1ng results or European Axls crypt­
B.nal,;sis··-ChB01·t -2 slllmnarlzes the resUlts ot the European
Axis cryptanalytic effort against the cryptographic systems
of other nations. as learned from TICOM sources. sad as
annotated with Army Security Agency material.

For purposes or brevity. the folloWing abbreviations
have been ulled in this chart:

FA- represents Goering's "Research" Bureau (FA).
OKH- represents the Signal Intelligenoe Agency of the

ArIIIy High Command (OKH/Gd.HA). its predecessors
endlor field units. ,

OKL- represents the Signal Intelligence Agenoy of the
Alr Force High COlIIIII&nd (OKL,!L.j Abt }50). its
predecessors ~~d/or field units.

OKM- represents the Signal Intelligence Aaenoy of the
Navr High COJD!Mnd (oKM/4 m./III and/or its
1'1eld units.

OKW"- represents the Signal Intelligence Agency of the
Supreme Command Armed Forces.

Pers Z 8- represents the Foreign Oftice Cryptanalytic
Section (Pers ~ s).

SID- represents Italian Defense Intelligence ~ervice

(SID). (see Volume 8, Page 15).
represents Italian !U'1lf1' Intelligence Service (SD)
and/or its ~ield units. '

In many cases, positive system identifications could not be
made. Where doubt oXisted, the systems were there:tore entered
separately. Thus, many systems lI1&y have been entered more
than once in the chart.

1701 }l, p 9
1711 84, p 5
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Volume 1

Tab A

A 27. ''Ll:;t ur DOCUr.tSlij,~ Recel'it3c~ t'rolll hllngarian Crypt.
Unit Eggenf'eldan." it TIC01>1 Publioation.

Abwehr.-- Mj~itarJ Intelligence.
Agents Section ot In "(/;:1. __ I:eferltt Va~ck (Vauck's Section,

nUl!l0d ~OI" its ch!.ef, First r.t. Vauck).
Ag WNVfl;'u (Am':.sgz·uppe ': ahrl!ll?ohtlU,ohrichton'"/erbindungen/

Funlcucb0:Mmchung). -- Arllled FOl'ces Radio Monitoring
Se;'vioe.

Air ;)lgnnl Regllcan·';. "- J.u.t·tnl3.chl'i.ohtenregiment (LN Regt).
A'Ilt3~~l·'.1pr-e "elll·rl1lic:rlt=c.;1.r~ohtenv[)!'b::'niiungen/li'unkuebervachung

(Ag :.'ffl'/Fu).-- Armod Parces Rsdio Monitoring Service.
Arlned F'orccs Radio MonitoriD& SSl'vlce.-- Alntsf.;'uppe Wehrmacht­

n.:;.c.l11'it.:htemT<3rbiIldu.ngen,IFunkl.!ebervachung (Ag wJN/Fu).
Arc:y OrdnaJwe, De·'lUlopm.a'''lt end 're'3ting G:r-OU!I, 3Igns.l Branch.-­

Chef del' Ee0resru~3tU11gund Befehlshaber des Ersatzheeres,
f,L).tzgl·t~ppe funr Eat·"icklung und PI'tlE>:!"ur.g dos Heeres­
.nl.i'fGnamts. \htlTenpI'uefunG, Abteilung '7 (.Ia Pruet' 7).

fl.:rmy ~Hgnal Int.ellig~nce Regiment, -- KO=;':J.daur del' Nachrich­
teXlllufklMrung (KONA).

E,oQtr,el, __ J Col. Ohiot' of Code nnd CiIJher Seotion of Ger­
man War Ministry, 1934 - l~39. Chiet' of the S~~
Intell:!.gence Agauoy of the Army Uigh CCllllIII11!ld. ( OKH/GdNA) •

Chief Armed Fo!'oos S:i.en'~ COT:lmunlca"CioIls Group.--Oberkommando
del' WehrClacht/Chet" Amtsgruppo welu'mr..chr,.ll&chricl1tenver··
bind\lllZan (OK;·!/Ghef Ag "'NY).

Ciliet' SignnJ. Officur or the Army. --Oberk=e.ndo des Heeres/
Chef des neGresne.c~ichtenvesens(OKR/Ohef ElM).

Cllief Signal Orflcercf :.he Supreme Con:n~.!l.d Armed ForC63.-­
Obel'kommando del' Wei~cht/W~~rGi~Uel1rungssteb/Chefdel'
Wehrlllllchtnaohrl0l#tanvarbindLlngen (O~Ii/wp8t/Cher WNV).

Ci11ffrierdienst des Referats Z in dar PersonalabteI1ung des
Ausvaertigen nwtos (Pel's Z Chl).--Foreign Office Crypto­
gra~hic Sectton.

Ch11'f'rierlltene J ';ll"JerkoT:llT!sndo del' Luftwerre (Chi-Stelle Ob d L). ­
5iBll51 Intelligence Agency of the Air Forca High COIDIlIand.

CiU-Stelle Ob d L (Ch1ffl'lerstelle, OberbetehlBl1aber del' Lutt­
vafte).--Signel Intelligence Agenoy of the Commander 1n
Chief of the Air Force.

Cl'yptanalytic Section of the Italian Army IntellIgence Ser­
vIce.--Servizio Informazioni MllIt~1 (81M).

41



DocrD: 3560861

Cryptanalytic Section of the Ita.lian Navy Intelligence Ser­
vice.--Servizio Informazioni Speciali (SIS).

CSDIC. Combined Services Detailed Interrogation Center.
D 6. "L:!.st of German Covel'-na.mes with equ:tvalents and des­

criptions of British cipher systems worked ~n by OKM/
4 En/III." Translation documents T 515 - T 520. A
TIGOM document.

D 15. "Translation of ten cryptanalytical reports by OKM/4
SKL/III on British Naval systems from folder entitled
"Research Progress 30/1VJl+-2l/3/45" , in ~.' 520'-

D 16. Translation of Annual Progress Reports by pers Z S
covering 1927, 1941, 1942. A TleOM publication.

D 41. Translation of Cryptanalytic Reports by O~4/4 SKL/III
on British Na.val Systems, from Folder entitled "Research
Progress 1/12/43-1/11/44." TIOOM 519.

D 54. Translation of Eight Pers Z S Reports on Cipher Systems
of Various Countries.

D 57. "Notes and Minutes of High-Level Meetings held at
OKW/Ch1." Translation of T 1650. A TICOM publication.

D 59. Notes on Cipher Security and Minutes of Meetings held
at O1ew/Chi. .

n 60. M13cellaneous Papers from a file of RR Dr. Huettenhain
of OKW/Ch1.

D 68. Further Misc. Papers from a File of Huettenha.in.
DF 9. Captured Wehrmacht Sigint Document: Translation of

Aotivity Report of OKW/Chi for the Period 1st January,
1944 to 25th June, 1944.

Doenitz, Karl, Grand Admiral. Commander in Chief, German
Navy; Reich Chanoellor after Hitler's death.

ETOUSA. European Theater of Operations, United states Army.
FA (Forschungsamt).--Goering's Research Bureau.
Fenner, Wilhelm, Senior Specialist. Chief of Division B of

OKW/Chi (cryptanalysis).
Foreign Office Cryptanalytio Section.--Sonderdienst des

Referats Z in del' Personalabteilung des Auswaertlg1r
Amtes (Pel's Z S).

Foreign Office Cryptographic Section.--Chiffrierdienst des
Refera.ts Z in der Personalabteilung des Auswaertigen Amtes
(Pel's Z Chi).

Forschungsamt (FA).--Goering's Research Bureau.
Frioke, Walther, Technician (Lt. Grade), Dr. Chief of Section

lIb of OKYl!Chi (development of German systems).

r
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cryptanalyst
Chief of Group IV
of Section IVdr

r

I

Gamba, Vittorio, GeneraL Commander of Italian Cryptanalytic
Section from World War I to Armistice of World War II.

German War Ministry.--Relchskriegsm1nisterium.
G1mmler, , Maj. Gen. Chief of Army Ordnance, Develop., ':, .. '.

and Testing Group, Signal Branch (~~-a Pruef 7), 1939-1943.
Chief Signal Officer to Commander in Chief West, 1943 ­
1945. Chief of Armed Forces Communications Group (Chef
Ag \~tlV) •

Goerlllg's Research Bureau.--Forschungsamt (FA).
Group IV of Division II in the Office of the Chief Air Force

Signal Offlcer.--Oberkommando der Luftwaffe/General­
nachrichtenfuehrer II, Gruppe IV (OKL/Gen Nafue II/IV).

Himmler, Heinrich. Reichsfuehrer 55, Minister of Interior,
Chief of German Police. '

IrGS Ost (Horchleitstelle ost).--Intercept Control Station
East.

Horchleitstelle Ost (HLS Ost).--Intercept Control Station
East.

Euettenhain, Erich, Specialist Dr. Chief
of OEW/Chi from 1937 to end of war.
(cryptanalytic research); also chief
(training) •

r 1. "Final Report on TICOM Team 3 on Final Exploitation
on Burgscheidungen." A TICOM publication.

I 12. "Translation of the Preliminary Interrogation of O.R.R.
Tranow of 4/SKL III/ORM, carried out at Flensburg on
24-25 Nay 1945 by 'l'ICON Team 6." A TICO!>l publication.

I 13. "Composite Report on Two Interrogations of Oberstlt.
Friedrich, Chief of the G.A.F. Sigint Service, 18/5/45
and 9/6/45." A TIeOM publication,

I 19. Report on Interrogation of KONA 1 at Revin France
June 1945.

I 21. "Preliminary Interrogation of Oberst }:ettler, R.R. Dr.
Huettenhain. 3df-. Dr. Fricke and ObIt. Schubert (OKa/Chi),
15 June 1945," A TICOM publication.

I 22. "Interrogation of Germ&"l Cryptographers of Pers Z S
Department of the Auswaertiges Amt." A TICOM publica.tion.

I 25. "Interrogation of RLM/Forschungsamt Members: Dr. Paetzel
R. n. Fingerhut, R. R. Oden, Dr. Klautsche ~d Min.·, nat.,
Seifert, \iI-b: Schloss Gluecksb~rB' on 15,' 21 Jui;[e 1945. 'I:, ; ,
ATICOM publication. '

I 26., "Interrogation of' ObIt. Schubert (OIm/Chef HNW/Gen.-,
d .NA) on Russia\'l Military and Agents 1 systems." A TrCOM
publica.tion.
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I 29. "Third Int.errogation of Oberstltn. Friedrich, Chief of
the G. A. F. Signals Intelligence Service." A TICOM
pUblication.

I 31. "Detailed Interrogations of Dr. Huettenhain, formerly
head of research section of OKW/Chi, 18th-21st June 1945."
A TICOM publication.

I 45. "OKW/Chi Cryptanalytic Research on Enigma, Hagelin and
Cipher Teleprinter Machines." A TICOM publication.

I 48. 'Report on Special Interrogation of Drs. Huettenhain
and Fricke, Oberst Mettig, and Lt. Morgenroth carried out
on 29th July 1945. I' A TICOM publication.

I 54. "Second Interrogation of Five Members of the RLM/Fors­
chungsa.mt.' A TICOM publication.

I 58. "Interrogation of Dr. otto Buggisch of OKW/Ch1." A
TICOM publication.

160. 'Further Interrogation of Oblt. Schubert of OKH/GdNA."
A TICOM publication.

167. "Paper by Dr. otto Buggisch of OKH/ In 7/VI and OKW/Chi
on Cryptanalytic Machines." A TICOlol pUblication.

I 70. "Paper on the German Sigint Service by Oberstltn.
Friedrich. ,. A TICm·! publication.

I '74. "Interrogation Report on Obgefr. Keller, formerly Aus­
wertestelle 4 and Nachrichten Aufklaerungskompanie 611."
A TICOM publication.

I 76. "Interrogation Reports on Leh~18.1d, Haupts, Klett and
Lauerbach. Also I '(6 Supplement (Diagrams)." A TICOl1
publication.

I 78. "Interrogation of Oberstlt. Mettig on the History and
Achievements of OICH/AHA/ln 7/VI.

I 80. "P.O.W. Interroga.tion Report--Obgefr. Clement Schuck
Insp. VII/6 (OKH)." A TICOM publication.

I 84. "Further Interrogation of' R. R. Dr. Huettenhain and
Sdf. Dr. Fricke of OKW/Chi." A TICOM publication.

I 85. ,. P. O. W. Interrogation Report on Reo:;. Rat Flicke ~ TeclLl,
Insp. Pokojewski, Stabsintendant Hatz of OKW/Chi.' A
TICOM publication.

I 89. "Report by Prof. Dr. H. Rohrbach of Pel's. Z. S. on
American Strip Cipher." A TICOM publication.

I 93. "Detailed Interrogation of: Members of: OKM 4 SKI. III at
Flensburg." A TICOM publication.

I 96. "Interrogation of Oberstlt. Mettig on the Organization
and Activities of OKW/Chi." A TICOM publication.

r
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I 105. "Interrogation Report on Frau von Nida (Wife of
Major Wolfgang von Nlda, one-time Deputy Head of OKW/
Chi)." A TICOM publication.

I 106. 'Final Interrogation Report on the Norway Party
(NAA. 11). t A TICOX>l publication.

I 109. "Translation of a Report by Lt. LUdwig of Chi Stelle
Obd.L. (Ref.B) based on questions set for him at A.D.I.­
(K) . t' A TICOM publication.

I 111. "Further Interrogation of Oberstlt. Mettig of GKW/Chi
on >~ttl September 1945." A TICOM publication.

I 113. "Interrogation of Major Dr. Rudolf' Hentze, Head of \
Gruppe IV (Cryptanalysis) General der Nachrichtenaufk­
laerung." A TICOM publication.

I 115. "Further Interrogation of Gberstlt. Mettig of' OKW/Chi
on the Germ~~ Wireless Security Service (Funktiberwachung).
A TICOM publication.

I 116. "Report of' Interrogation of Ltn. Alex Dettmann and
Oberwachtmeister Sergius Samsonow of OKE (Gen.d.NA) at
Oberul:-sel, Germany, durlng August 1945." A TICOM
publication.

I 120. "Translation of Homework by Obltn. W. Werther, Company
Commander of 7/LN Rgt. 353, written on 12th August 1945
at A.D. I. (K). l' A. TICOM pubUcation.

I 126. "Homework by 1'1ajor Feichtner. n A TIC)M publication.
I 130. "Homework b;r Hauptmann Herold, O. C. Ln. Regt. III/353."

A TICOM publication. '
I 131. "Obstlt. Mettig of OKW/Chi on vfA Pruef 7 and RLM/Fol'S"

chungsamt. I' A TICOM publication.
I 135. "Homework by Lt. LudWig of ',-;hi-Stelle Ob.d.L. (Ref .B)."

A TICOM publication.
I 142. "P/W Barthel's Account of German Work on British,

American, Swedish, and French Machine Ciphers." A TICOM
pUblication.

I 143. "Report on the Interrogation of Five Leading Germans
at Nuere,nberg on 27th September 1945." A TICOM publication.

I 144. "Further Interrogation of Lt. Muentz of 4 SKL III.
I 146. "Detailed Interrogation of' Members of OEM 1). SKL III

at Flensburg." A TICOM publication.
I 147. "Detailed Interrogation of' M€IlI bers of OKJ:.1 4 SKL III

at Flensburg." A TICOM publication.
I 154. "Interrogation of' Uff'z. Rudolph Schneider' of In 7/VI."

A TICOM publlcation.
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I 160. "Homework by Sonderfuehreer Kuehn of Gen. D. N. A.
OIl General Organisation and Work of French Referat."
A TICON publication. .

I 163. "Report .on Interrogation of Hptm. Scheidl, Ltn. Sann
and Ltn. Smolin, all of I/LN Rgt. 353 (East!., on German
Siglnt Activity Against Russian Air Forces.' A TICOM
publication.

I 170. "Report on French and Greek Systems by Oberwa.chtmeister
Dr. otto Karl Winkler of OKH/FNAST 4." A TICOM pUblica.tion.

I 172. t'Interloogations or Ragen and Paschke of Pel's Z S.1l
A TICOM publication.

I 193. "Interroga.tion of SS Obersturmbahnfuehrer Urban,
Liaison Officer of RSHA/VI With the Crypto Bureau of
Hungarian General Staff." A TICON publication.

IF 15. "Final Report of TICON Team 1 on the Exploitation of
Kaufbeuren and the Berchte~gaden area." From TICON.

IF 40. "Final Report of TICOM Team 2." From TICOM.
IF 51. "Report of TIGON Team 4--visl t to Southern Germany

and Austria, 14th .Tune to 12th JUly 1945." From TICON.
IF 101. "Narrative and report of proceedings of TICON Team

6, 11 April··6 July 1945." From TIeON.
IF 107. Interrogation of POW Werner K. R. Graupe regarding

German cryptographic organization and solution of allied
codes.

IF 108. Interrogation of ObIt. Arntz. CSDIC (U.K.) SIR l6c6.
IF 120. First detailed interrogation report on Thomas Barthel.

CSDIC/CMF!y 40.
IF 123. "Consolidated report on information obtained from the

follor,ing: Erdmann, Grubler, Hempel, Karrenberg, Schmitz,
Suschowk. CSDIC (U.K.) SIR 1717.

IF 126. "Interrogat:l.on report on Kotschy and Boscheinen."
CSDle (U.K.) SIR 1335.

IF 132. "Notes by Ruettenhain and Fricke on OXW/Chi and the
German I. S." A TICON puillicatlon.

IF 165. Special report by Kirby, on TICOM Team 6's relation
wi th OXW/Chi personnel. ,

IF 166. Special report by Kirby on Sdf. Dr. Fricke.
IF 167. Final report on the visit of TICOM Team 5 to the

Schliersee area.
IF 175. Seabourne report, Vol. XIII. "Cryptanalysis within

the Luftwaffe SIS." From Commanding General, 9th Air rorce.'
IF 180. Seabourne Report, Vol. V. (~The Chi-Stelle." From

Commanding General, 9th Air Force.
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IF 181. 8eabourne Report, Vol. VI. "Ol'igins of the Luft­
\laffe SIS e.nd History of its Operations in the West."
From Command:i.ng Gen~ra1, 9th Air Force.

IF 182. See-bourne RepOl't, Vol. VII. "Technical Operations in
the rlest." From Commanding GeneL'al, 9th Air F'orce.

IF 187. Seabourne Report, Vol. XII. "Technical Operations in
"the East." From Commanding General, 9th Air Force.

IF 188. Four Newspaper Articles. Su":,ject: Goering's conver­
sations concerning Austrian Anscb~uss. Associated Press.
4,5,6,7. November 1945.

IF 209. "Italian COlmllUnication Intelligence." Report by
Adm:!.ral Maug:!.n with U. s. rlav~· Introduction.

IF 1500. "Italian Intelligence SerVice: Report on "Organi­
zat:!.on and 'Working of the Servizio Informazioni Esercito
(S .I.E.) vT:l.thin the Period 1/11/41--15/6/43." A TICOM
Publicat:li.on.

IF 1502. "First Detailed Interrogation Report of Guiseppe
SamarughL II CSDIC/CI-iF/y 29.

IF 1517. "First Detailed Interrogation of Augusto Bigi, who
worked in the Cryptographic Section of SIM before the arm­
istice and in SID afterwwd. II CSDIC/CMF'/y 4.

IF 1518. "First Detailed Interrogation of Vittorio Gamba,
director or 31M Cryptographic Section until Armistice."
C3DIC/CMF/Y 7. "

IF 1520. "First Detailed Interrogation of Guido Elner."
CSDIC/CfII.F/y 10.

IF 1523. "First Deta.Hed In"terrogation or Giovanni Gramola,
pertaining to TUI'kish, French, British, and USA" traffic."
CSDIG (MAIN)/Y 24.

IF 1524. "First Detailed Interrogation Report on Three SID
Cryptographel's: de Witt, Bia.gi, Carlini." CSDIC/CMF/Y;2.

IF 1526. ",second Detailed Interrogation Report on Five Italian
SID Cryptographers: de Witt, Biagi, olieni, Carlini, and
Barbagallo. " CSDIC/CMF/Y 35. '

IF l527. '~"irBt Detailed Interrogation Report of Alberto
Barbaga.llo, Italia.n Naval CrYPtog:.~apher." CSDIC/CMF/y 34.

In '{/IV (Inspektion 7/IV). --Signal Security Agency of th Army
High Conuno.nd.

In 7/VI. (Oberkommando des Heeres, Inspektion 7/Vr).-­
InspectoI'a.te 7/VI.

Inspectorate 7/VI.--Oberkommando des Heeres, Inspektion 7/VI
(Olili/ln 7/vr, or aimply In 7/Vr). A predecessor of the"
Signal Intelligence Agency of the iU'my High Command
(OKH/GdNA) .

Inspektion 7/rv (In 7/IV).--Slgnal Security Agency of the Army
High Command.

Intercept Control Station East.-- Horchleitstelle Oat (HLS Ost)r­
A predecessor of the Signal Intelligence ~gency of the Army
High CoJlllIland (OKH/GdNA).

Italian Air Force Intelligence Service.--Servizio Informazionl
Aeronautica (SIA).
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3ft%~~~)efense Intelligence Service.--Servizio Informazloni
Dif'ese. (SID). '

Jodl, Alfred, General. Chief of Operations Staff, ArmedlForces
High Command (Chef OKW/Ia). ' .

Keitel, rlilhelm, Field Marshal. Chief of Armed Forces High
Coinmand (Chef OEW). . . .

Kettler; Hugo, Col. Chief of OEW/Chi 1943-1945.
Kommandeur del' Nachrichtenaufklaerung (KONA).--Army Signal

Intelligence Regiment. . ,
KONA (Kommandeur del' Nachrichtenaufklaerung).--Army Signal

Intelligence Regiment.
Krauss, , Admiral. Chief of OKM/4 SRL/III.
LN Regt (Luftnachrichtenregiment). --Air Signal Regiment.'
Luftnachrichtenregiment (LN Regt).--Air Signal Regiment.
Meteorological Intercept Control.--Wetternachrichtenueber~

wachung (WENUEB).
Mettis, 4 Lt. Col. Second in command of OIDf/Chi, Dec

1943-19 5. Chief of Division a (cryptography) •.
Mil:l.tary Intelligence. --Ab~.ehr. .
Narodni Kommissariat Vnutrinikh Del (NKVD).--peoples' Commis­

sariat for Internal Affairs. A Russian secret police
organization. '

NKVD (Narodni Kommissariat Vnutrinikh Del).--People's Com-
missariat for Internal Affairs. A Russian secret police
organization.

Oberkommando de's Heeres/Chef des Heeresnachrichtenwesens
(OKH/Chef HNW.--Chief Signal Officer of the Army. :

Oberlcommando des m~eres/General del' Nachrichten A'l:fklaerung
(OKH/GdNA).-~Signal Intelligence Agency of the Army High
Command. '

Oberkommando des' Heeres/Inspektion 7/VI (OKH/In 7/VI).--Ins-
pectorate 7/VI of the Army High CommaIld. ,

Oberkommando del' Luftwaffe/Generalnachrichtenfuehrer II,
Gruppe IV (ORL/Gen Nafue II/IV).--Group IV of Division II
in the Office of the Chief Air Force Signal Officer. '

Oberkommando del' Luftwaffe/Luftnachrichtenabteilung 350
{ORL/LN 4bt 350).--signal Intelligence Agency of the'
Air Force High Command. . I

Oberkommando del' Marine/4 Seekriegsleitung III (OKM/4 SRL III).~­
Signal Intelligence }fency of the Navy.High Command. :

Oberkommando del' Wehrmacht Chef Amtsgruppe Wehrmachtnachrich­
tenverbindungen (OKW Chef Ag WNV).--Chief, Armed Forces
Signal Communications Group. '
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Oberkommando del' Wehrmacht/Chlffriersbteilung (OXW/Chi). -- .
Signal Intelligence Agency of the Supreme Command .Armed
Forces.

Oberkommando del' Wehrmacht~{affenfuehrungssta~/Chefdel'
Wehrmachtnachrichtenverblndungen (OKW/WFSt/Chef w~).-­
Chief Signal Officer of the Supreme Command Armed Forces.

Oberkommando del' Wehrmacht/Wehrmachtnachrichtenverbindungen/
Funkueberwachung III (OKW/WNV/Fu III).--Radio Defense
Corps.

OKH/Chef Hl'lW (Oberkommando des Heeres/Chef des Heeresnachi>ich­
tenwe~ens).--ChiefSignal Officer of the Army.

OKH/GdNA (Oberkommando des Heeres/General del' Nachrichten
Aufklaerung) •-··Signal Intelligence Agency of the Army
High Co:rnmand.

OKH/In 7/VI (Oberkommando des Heeres/lnspektion 7/VI).-­
1J,spectorate 7/VI of the Army High Command.

OKL/Gen Nafue II/IV (Oberkommando del' Luftwaffe/General­
nachrichtenfuehrer II, Gruppe IV).--Group IV of Division
II in the Office of the Chief Air Force Signal Officer.

OICL/LN Abt 350 (Oberkommando del' LUftwaffe/Luftnachrichtan­
abteilung 350).--Signal Intelligence Agency of the Air
Force High Command.

O~1/4 SEL II (Oberkommando del' Marine/4 Seekriegsleitung 11).-­
Signal Security Agency of the Navy High Command.

OKM/4 SEL III (Oberkomma.ndo del' Marine14 Seekriegsleitung III).-­
S1.gnal Intelligence Agency of the Navy High Co:rnmand.

OK}r/Chef Ag lfirv (Oberkommando del' Wehrmacht/Chef Amtsgruppe
Wehrmachtnachrichtenverbindungen).--Chief, Armed Forces
Signal Communications Group.

OKW/Chi (Oberkommando del' Wehrmacht/Chiffrierabteilung).-­
The Signal Intelligence Agency of the Supreme Command
Armed Forces.

OKW/WFst/Chef WNV (Oberkommando del' Wehrmacht/Waffenfuehrungs­
stab/Chef del' Wehrmachtnachrlchtenverbindungen).--Chief
Signal Officer of the Supreme Command Armed Forces.

OE}T/WNV1Fu III (Oberkommando del' Wehrmacht/Wehrmachtnach­
richtenverbindungen!Funkueberwachung III).--Radio Defense
Corps.

People's Commissariat for Internal Affairs.--Narodni Kommis­
sariat Vnutrinikh Del (NKVD). A Russian secret police
organiza.tion.

Pel'S Z Chi (Chiffrierdienst des Referats Z in del' Personal­
abteilung des Auswaertigen Amtes).--Foreign Office
Cryptographic Section.
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Pers Z S (Sonderdienst des Referats Z in der Personalabtei­
lung des Auswaertigen Amtes).--Foreign Office Crypt­
analytic Section.

fraun, Alber·t, Maj. Gen. Succeeded Fellgiebel as Chief
Signal O~ficer of Armed Forces, 1944.

Radio Defense Corps of t.lle Supreme COllll1lc.nd Armed Forces.-­
Ober:~ornmando del' }!(J.hJ-'machtJwehrmachtnachr iehtenverblndungen!
Funlcuebel'wachung III (Ol\.\ol/WNV/Fu III).

Referat Vauek (Vauck's Section, Hamed for its chief, First
Lt. Vauck).--Agents Section of In 7!VI. .

R'3ich Defense J>1iflistry. --Reiehswehrminlsterium.
Reich l>1aill Sl3cur i ty Off ice. - -Reiehs icherhei tshauptamt (RSHA).
Reichsicherheitshauptarut (RSHA).--Reich Main Security Office.
Reichskriegsministerium.--German War Ministry.
Reichswehr·ministerium. -_. Reich Defense Minis try.
von Ribbentrop, Joachim. German Foreign Minister.
Rommel, Erwin, Field Marshall. Commander of the Panzer Army

of Africa in 1942.
RSHA (Reichsicherheitshauptamt).--Reich Main Security Office.
3-ervizio ini'ormaz.ioni Aoronautica (SIA) .--Italian Air Force

Intelligence Service.
Servizio Informo.zioni Di~esa (SID).--Ita.lian Defense Intelli­

gence ·Service.
Servizio Informazioni Mil. itar i_ (SIM) . --Cryptanalytic Section

of the Italian AI'my Intelligence Service.
Servizio Infor~azioni Speciali (SIs).--Cryptanalytic ~ection

of the Italin Navy Intelligence Service.
Schubert, , l3t Lt. Cryptanalyst With the Signal Intelli-

gence Agency of the Army High Command. (OKH/GdNA).
SIA (Servizio Informazioni Aeronautica).--Italian Air Force

Intelligence Service.
SID (ServizioInfarmazioni Difesa).--Italian Defense Intelli-

gence Service. .
~ignal Intelligence pgency or the Air Force High Command.-­

Oberkommando del- Luftwaffe/Luftnachrichtenabteilung 350
(OKL/LN Abt 350).

Signal Intelligence Agency af the Army High Command.--oberkom­
mando des Heeres!OenBral der Nachrichten Aufklaerung
( OKH/GdNA) •

Signal Intelligence Agency of the Commander in Chief of the
Air Force.--Chiffrierstelle, Oberbefehlshaber der Lu:t­
waffe (Chi~Stelle Ob d L).
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Signal Intelligence Agency or the Navy High Command.--Ober­
kommando del' Marine/4 Seakriegsleitung III (OKM/4 SKL III).

Signal Intelligence Agency or the Supreme Command Armed Forces. -_.
Oberkommando del' Wehrmacht/ChUf'rierabtellWJ.g (OKW/Chl).

Signal Security Agency or the Army High Command.--Inapektion
7/rl (In 7/rv).

Signal Security Agency or the Navy High Command.--Oberkommando
del' Marine/4 Seekriegsleitung II (OKM/4 SKL/II).

S~l (Servizio Informazioni Militari).--Cryptanalytlc Section
of the Italian Army Intelligence Service.

SIS (Servizio Inrormazioni Speclali).--Cryptanalytic Section
of the Italian Navy Intelligence Service.

Sonderdienst des Referats Z in del' Personalabtellung des
Ausvaertigen Amtes (Pel's Z S).--Foreign Office Crypt- .
analytic Sectlon.

T 517. Stand del' Arbeiten (Report of work done on British
and American Naval Ciphers).

T 240. T 100 Serle 1726 (Recovered letter-figure substitution
Code) •

T 2038. Berichte del' Gruppen Polen. F1nnland, L11a1dl, Lettls.nd,
Tscheckoslotiake:L, JugoslaYien, Bulgarien.

Target Intelligence Committee (TICOM). A joint combined
committee organized in the raIl or 1944 in England for
the exploitation of European Axis signal intelligence
centers or special interest.

TF 29. Die Uehervachung des Nachrichtenverkehrs 1m Kriege
(sup,ervision of Inrormation Oh&Lnels in War).

TF 31. 'Schluesselanleitung zum Rosterschluessel 44 (RS 44)."
TF 32. "RastererL'lBt:Z'lerrab:.~m.".
TreOM (Target Intelligence Oommittee).--A joint combined com­

mittee organized in the raIl or 1944 in England ror the
exploitat~on of European Axis signal intelligence center3
or special interest.

Tranoy, , Senior Specialist Dr. Head of' Subsection IIIf
(Britain and USA) of the Signal Intelligence Agency of
the Navy High Command (OKMt4 5KL/III).

Verlaessliche Nachricht (VN).--'Reliable Report." Translation
into German or decoded diplomatic message.

VN (Verlaessliche Nachricht). --"Reliable Report. II Trans­
lation into German of decoded diplomatic message.

Wat'fenpruerung 1 (Wa Pruef 7). --Army Ordnance Development
and Testing Group, Signal Branch.
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Waffenschutzstaffel (Waffen-SS).--Anued Elite Guard. Com­
ponents of Elite Guard serving at front.

\,affen-S3 (Waffen-Schutzstaffel). --Armed Elite Guard. Com­
ponents of Elite Guard ser-vL~g at front.

"[a Pruef 7 (\iaffenpruefung 7). --Army Ordnanc6 Development
and Testing Group, Signal Branch.

WENUEB ('iletternachrlcht,;;nuebervachung). --Meteorological
Intercept Control.

Wenzel, . , Senior Specialist. Head of Section 9 of the FA.
Wette~nachrichtenueberwachung (WENUEB).--Mete~rological

Intercept Control.

l"
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
·AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY ~f' O'F- _~'!Sit~ DATES I WHEN TICOM .ISTATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM OUNTRY OF ATTACKED RESULTS REFERENCE, AT ASA ~MARKS

ORIGIN PF ORIGIN! AXIS u. S. A, USE AND BY WHOM I

ArGHAN 15 TAN , (ALL GOV' T
AGENC I ES, I N­
CLUDING EM­
BASS I ES, CON­
SULATES, fOR­
EIGN OffiCE,
PRIME MI.~I­

STER'S OffiCE,
AND BANK.)

3-LETTER I-PART COOE. (SOMETIMES ENCIPHERED WIT"
fl3URES, T'o'O fiGURES SUBSTITUTED fOR OCH LETTER,
THEN SENT IN 1¢-fI3URE GROUPS.)

1939 OR BE- '942 PERS Z S
fORE-(CURRENT) I

I

RECOVERED
I~ - 2~

T 1062
T 1¢67
T 1068
T t¢52

(ASA HAS RESUL TS Of BR I T I SH
PART IAL RECOVERY, ABOUT 25iC
Of GROUPS, MAKING TRAffIC
PRACTICALLY 10~ READABLE.)

!
ARGENTINA I DIPLOMATIC 5-LETTER '-PART COOE. (1¢¢.0¢¢ GROUPS.) ? I AB

3
(ARA) ( 'OZ6-JANUARY ? PERS Z S RECOVERED' T 3¢15 (751 READASLE) --

'9~6?} LESS THAN 5~

ARGENT I NA 2 DIPLOMATIC 5-fIGURE ,-PART CODE. ~'0¢¢ GROUPS IN MAIN, "I
,

? (ARB) ( 1926-'945) '927 PERS Z S o 16, REPORT (10~ COMPROM I SED)I SOLVED .-
VOCABULARY, TOTAL' 10, .' ,AfTER 1926 IIUMBER I¢¢ I I, P 2
ADDED TO EAO-l 5-PLACE GROUP. o 16, REPORT

2, P 3
I I 172 P 5

3 DIPLOMATIC' '-PART COOE. SOMET I "ES ENC I PHERED BY MEANS Of "I : "I ? ? - ? ? SI" "I If '5',e (lJIIKNOIol:'l) --ARGENT I"
AN OSY SYSTEM. IN MANY VOLUMES CONTAINING A
LARGE NUMBER Of GROUPS.

- i ,,
ARGENTINA 4 DIPLOMATIC '-PART COOE ?

I

, ? I "1-1340-1 1940 SI" READ If '524 (UNKNOIIN) --

4-LETTER '-PART COOE.
I I

BELGIUM I (COMMERCIAL S()I.!ETI"ES ()IG~.PHICALLY
, ? (BEA) (BEA: 1539- 1940 PERS Z S 10¢~ COMi'RO- I a P 19 (BEGAN BREAK "I:; COOE 1943. --

AND 01 PLO- ENC I PHERED WI TH DAI LY CHIoNGI NG TABLES. AND , CURRENT
'940 SIM I MISED BY 511,4. I 2~ P 2 COMPROMI SED 1944. BEGAN

MATI c) (BEB) ,(BEB: '542- PERHAPS ALSO READ BY PERS o 5 P 12 BREAKING ENCIPHERMENT 1944.
CURRENT fA Z S. P 18 SOT'I CURRENTLY READ.)

I ' Ifl517P3

i
,

I
BELGI UM 2 DIPLOMATIC' i~-LETTER I-PART COOL ENCIPHERED DIGRAPHICALLY 1 , , '-1942. PER-

I
1940 PERS Z S' READ I 22 P 19 (UNKNOWN) --

,WITH SAME DAILY CHANGING TABLES AS BELGIUM I. ; HAPS LATER. o 54 P '2 I,COOE GROUP 'KAMI" • 'fULL STOP.' I

I
P 18

I
BELG I L04 3 01 PL()I.!ATIC ,3-LETTER UNENC I PHERED COOE. 1 , (BEC1) '( 1943-CURRENT) ? ?

I
? I 22 P '9 (BOOK 9¢:' BROKEN) (BEC ONLY

~-LnT£R
NtNCI-

PHER£O

! SYSTE"4
ASA KNOllS

B£LGIL04 4 COLONIAL 4-f i GURE '-PART COOE. TRANSPOSED 1/i. Of GROUP ? , , , - ? , PERS Z S READ COM- I 22 P 19 (UNK~) (NO flG-
AND US£O DIGRAPHIC SUBSTITUTION fOR OTHER 1/2. PLETELY (' "''''COULD BE USED AS 5-fIGURE "IN WHICH CASE THE KNOWN)
VALUE IN THE SECON:> COLL04N HAD TO BE TAKEN.'

BELGIUM 5 DIPLOMATIC 4-fIGURE 4-LETTER '-PART COOE ENCIPHERED BY 31 1 , , , - '940
, SIM READ If

p
'g22 P 3 (UNIDENT I f I£O) I --

DAILY CHANGING TABLES, USED SAME DAY EACH MONTH.
,

6DIPL()<ATIC 4-fIGURE '-PART COOL
, I , 1 '-1940-' 1940 SIM READ If 151l (UNIDENT I flED) :BELGIUM --

If 15t I

BELGIL04 7 DIPLOMATIC' '-fiGURE COOE Of 10,¢,0¢ GROUPS ENCIPHERED WITH , I 1 , 1 - 1940 1940 PERS Z S TABLES NEAR- o 54 P 12 (UNKNOIIN) (NO fiG'
NUl4BER AND LETTER TABLES Of 1¢¢ PLACES. LY SOLVED. URE COOES

MOST Of TRAf KNOWN)
flC READ BY
1940

\

..

I
'., -.. \;IIAIIT NO. -c

~
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
..

~ME: OFS·Y·STEM·,
.._-- _..

COUNTRY

I
DATES I WHEN TICOM .ISTATUS OF THE SYSTEM~I

OF SERVICE DESCRIPTION OF SYSTEM
--RYi-... ----.-.---

OF ATTACKED RESULTS REFERENCEi AT ASA EMARKS
ORIGIN ,~~~TG~; AXIS US. A. USE AND BY WHOM

BELGIUM g!MILITARY. 3-fIGURE SYSTEM ENCIPHER[I) WIT'! SUBSTITUTION I ? ? ? I ? - ? ! ? OKlol/cH I READ I 31 P 6 I (UNKNOWN) (NO f IG-
TABLES IN SUCH A WAY THAT rHE fiRST fiGURE Of URE COOES
lACH CROUP REMA I NEQ UNCHANGED >.ND THE SECOND AND KNOWN)
TH I PO WERE E.>CH ENC I FHERED I NO I V I DUALI. Y.

IeOLIVI~ 1 DIPL().4>TIC 5-LETTER I-PART COOE ? ? (BVD?) ? - ? ? PERS 1 S RECOVEREQ T 1311 (25" READABLE) --
f LESS THAN 3"
I !

BOll V" " 01 PL().4AT Ie ~-fIGURE I-PART CODE WITH 7g,¢~ GROUPS. ENCI- ? ? (BVA) ( 1939-cURRENT) ? PERS 1 S ? o 16, REPORT ( 1¢¢ll CCJolPRCJolI SEQ)
_.

H(RED loll TH 1.00¢ AND I¢¢-PLACE TABLES AND BY AND 2, P 4
TRANSPOSING THE GROUP ELEMENTS. (BVB) T 1585 ,

I
I

eOl I VI ~ 3 DIPL ().ATIC POL YALPHABE TIC SUBS T I TUT I ON CIPHER US I NG 1~ ? ? ? : ?-192 7:? 1927 PERS Z S LONG TELE- .0 16. REPORT (UNKNOWN)
_.

ALPHABETS. GR AMS SOL VED. I, P 3
SHORT ONES

I IMPOSSIBLE.

i I
I ,

!I
I I i

II

~
I I

Ii I

!
[)

I

I
I

i
I

!
.

I
I
I

,

I
I

I .,

!-

I - I
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COUNTRY
OF

ORIGIN
SERVICE

RESULTS OF EUROPEAN AXIS 'CRYPTANALYSIS
AS LEARNED FROM TICOM' SOURCES

(WITH ANNO~IONS MO~M~A~R~M~Y~S~E~C~U~ffi~T~Y~A~G~E~~~Y~~S~O~UR~C~E~S~I~N~P~A~R~EN~T_H~E~S~E~S~)~_=~~~~~~~_~

~
OF SYSiEM DATES I WHEN ,T1COM ;TATUS OF THE SYSTEM~~:S1

DESCRIPTION OF SYSTEM UNTRI OF ATTACKED RESULTS REFERENCE AT ASA 1"(1

,ORIGIN AXIS U. S. A USE .,AID BY VttlOM

(1937 011 BC-11941 OKW
I FOR~ -CURRCNT) 1941 PCRS Z S
, , SI ...

~ ;
i

(PRIOR TO 1942 PERS I S
194 1-CURRENT)

I
(1937 OR BE- :1941 PCRS 1 S
rORC • 1)

Z,$ GROUPS 0 16, 1941 Rcl (MORC THAN 5¢l' RCADABlE.
RECOVCRCD THCN PORT, P 3 I STIll BCING RCCOVCRED.)
1~ CCt04FRO- D 16, 1942 RC-
MIS(O BY OKW PORT J P 4
WHICH SCNT T 3¢1~
COPY TO PCPS IF 1518
IS

BRAIIL

BRA I Il

BRAI I l

BRAIIL

1 DIPlCt04ATlC

2 DIPlCt04ATIC

3 DIPlCt04ATIC

4 IJIFl()oOATlC

5-lCTTCR (Z-PART) COOC WITH 9z,l'iiil¢ GROUPS.

5-lCTTCR I-PART COOC WITH 165,6z5 GROUFS.

5-F IGURC (Z-PART) coor (RrPAGINATEDI.

)-rIGU!lC I-PART COOE WITH 1(6¢,lIJl'iiil GROUPS.

1

BRAS B Z

BRASB I,

BRAS I 3

BRAS I I

(BID)

(BIC)

(BIA)

(BI I)

I
I
I
I'
i (1941-CURRCNT) 1941

I I

PCRS Z S 2,2n GROUPS
RECOVERED BY
zil NOV. 1941,.
READ ALMOST
WI THOUT GAP.

NOT READ

RCAD ALMOST
WI THOUT GAP

I
D 16, 1941 RE'I (MORE THAN 5¢l' RCADABlE·

PORT, P 3 STill BE ING RECOVERED.)

D 16, 1942 RE',
PORTA P 4

T 3illD

D 16, 1941 RE'I' (MORC THAN 5~ READABLE,
PORT, P 3 STill BEING WORKED ON.)

D 16, 1942 RE-,
PORT, P 4

T 3¢I7

D 16.1941 RE' (OVER 5¢l' READABLE.)
PORT, P 3

o 16. 1942 RC'
PORT, P 4

BRAIll

BRAIll

5 OIPlCt04ATlC

6 OIPlCt04ATIC

1

5-rtGURC ?·PART coor WI TH 1l'iiil,~ GROUPS. (NCI-
PHeRED WI TH A TABlC or lCTTCRS.

I
i
i rwo 5-rIGlJR( coocs, RCPAGlO1AT.OtoIS OF ITCM 4. BRAS II 7

BRAS 9

1

(BIK?)

?-1941'1942" ,1941 PCRS 1 S

I

(eI~: "1943) 1941 PCRS 1 S

NOT RCAD

RCAD ALMOST
WI THOUT GAP

D 16. 1941 RC' (BlK OVCR 5¢:' READABLE.)
PORT. P 3

D 16. 1942 RC'
PORT ~ P 1

BRAIll 7 ? 5-FI GURC '·PART COOL , UHLCN II ? , - , , PCRS 1 S RCCOVCRW T 3115 (UNIOCNTlFI(O) --
ABOUT I"

BRAIll 8 ? 4-FIGURC '-PART COOC, RCPAGINAT(I). , IAHLCN I , , - , , PCRS I S RCCOVCRED T 3l1J'9 (UNIOCNTl rt ED) --
15" - 2~

!
BRA; It 9 , 4'FIGURC '·PART COO(, RCPAGI,~ATro.

, IAHlCN I ? ? - , 1 , RCCOVCR(O 5" T 311l1J (UNI OCHTI r. (0)

I
-.

BRA7Il IlIJ 1 4-FI3URC I-PART COO(, RCPAGI~ATro. ? UHlCN V ? ? - , , ? RCCOVCRED T 3111 (UNI DCN71 rt (0) --
LCSS T~AH 'Ill" '.

BRAIll II ? 4-FIGURC ',PART COO(, RCPAGI~AT(f).
, UHlCN VI , ? - , ? , RCCOVCRCD T 3112 (UN' DCNT. r I(0) -.

lCSS THAN 3"

I
CHART NO. 1-~
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS -

AS LEARNED FROM TICOM SOURCES. (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAMF' OF ~YS EM DATES ·1 WHEN TlCOM ~TATUS OF THE :)1;) I toNI

OF SERVICE DESCRIPTION OF SYSTEM ~UNTJ~( I OF ATTACKED RESULTS REFERENCE AT ASA
ORIGIN ORIGIN AXIS US.A. I USE AND BY 'MiOM

81.lC.A1:1 A I DIPLCO<&TIC 5-fIGUPE I-PART COCE, T\IO FAGINATIONS. ~ f (BUE) 1(1. DEC 1945 )1 , PERS 1 S • RECOVERED T~ (CDOE RECDVER[ll .~ BEFOI<E --
ABOUT 5~ RECE I PT or Copy I R TICOI4.)

PllG1QI A ~ ~IPLC"'AIIC ';-r1CURE I-PART COCE. T\IO PAGINATIONS. RANGE 98844 BD 15' (BUD) . (1938-JAN 1946) ~ PERS 1 5 RECOVERED 75~' T 1192 (CDOE RECOVERED ABOCT ~: --
~6.bl!0.

, SIN LATER I~~ T 21~ LATER I~~ COI4FROI4ISED.
COI4FROI4I SED.

r/~~25!

1 !
~LlG't:"1 .. ~ I0 I PLC"'A TIC 5-FIGURE I-PART COCE, REFAGINATED. ,

BD 3~ (BUJ) (f - 1945) , PERS 1 5 RECOVERED 3~~- T 24 (NOT WORKED ON BEfORE RECE I PT --
4~ or TICOI4 COpy.)

flUL(.~~ I'" " QIPLC"'IIC 5-fIGliRE I-PART COCE. ? BD 19 ? i , - f , PERS 1 S RECOVERED 5~ T 2335 (UNI DENTI FI ED) --! I

I
! I

fll.lG~~ I" ~ 01 PLC"A TIC 5- fI GURE I-PART CODE.
,

BD 25 ., , - 1944 - f 'f PERS 1 S RECOVERED 1~ T 2334 (UNIDENTIfl ED) --
!

,. IDIPLCWATIC
: I

Ft.L:;A~ I' 5-f ICURE I-PART CODE. 1 BD 27 f ., - 7 ., PERS 1 5 4~ - 5~ T 2353 (UNIDENTIfiED) --

J

I : RECOVERED

.~
!
I I BD ?5~LlG"C' I" 7 'OIPLC"'TlC 5-rlGlIRE I-PAPT COCE. ., ., ., - ., ., PERS 1 S REC~VERED T 1176 (UNIDENTI flED) --

I
LESS THAN 5~

,

Q IDIPLO, .• TIC
I

(UNIDENT I f I ED)~Ll~.H:r .. 5-fIGURE I-P'oT C(I('E. .,
Bo 33

., ? - ? f PERS 1 S RECOVERED 5~ T 2333 --
I
I

!ll't Co\~I' o !01 PLC.... I IC i 5- f ICU,E I-PARI COOE. INDICATOR: 333 '1 •
.,

I
eo 16 ., ., - ., ., PERS 1 5 RECOVERED T 12: T 13 (UNIDENTIFIED) --

I I~ - 15~ Til}!!

I I II ~
: T lie
: T 11 I

j
i T 2~r

!
T 2 2

I
I

I !IP:. LGAl.\' I ~ Ie /OlPL«-"IIC s-r IGURE PRoeASL Y I-PART COOE.
.,

I BD I ? ? - ., ? PERS Z S RECOVERED T 2116 (UNIDENTIf I ED) --
ABOUT 5~

I

I

BL·LG" I' II 01 PLCM'T I C 5-flGURE PROSASU I-PART CODE. .,
BD 3 ? '? - , 1PERS 1 S RECOVERED T 2161 (UNIDENTifiED) --

r
5;1: - 1l1;C

8ULCAJ;o,A I~ DIPLO<.TIC 5-rIGURE PROBABLY I-PAPI CDOE. I ? "J 1 ? - ., ., PERS Z S RECOVERED T 2147 (UNIDENT IF lEO) --
j

ABOUT I~~

: I
, I

CHART NO, 1-2



RESULTS

DOCIL4!t 3560861

(WITH

OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY

_.-

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

COUNTRY
OF

ORIGIN
SE~VICE DESCRIPTION OF SYSTEM

NAME OF SYSTEM DATES

5~~~Tdr~ AXIS US. A. UOlE'
I WHEN TlCOM STATUS OF
I ATTACKED RESULTS REFERENCE AT
AND BY WHOM

THE SYSTEM ..,
ASA nEMARKS

BULGARIA 13D1PL().tATIC

BLLG'RIA ,4DIPL().tATIC

~ -F I GURE PROBABLY I-PART CODE.

5-FIGURE PROBABLY l-PART CODE. ,

BD 3'

BO 35

'7 - ,

? - '7

'7 PERS Z S' RECOVERED T 2379
LESS THAN 5_

, PERS Z S VERY LI TTLE TT 111185
SUCCESS eli

(UNIDENTlrlED)

(UNI DENT' rI ED)

I

BL'LC'QIA 15D1PL().tATIC

BULGARI.' 16 PROBABLY
DIPLDV'TlC

BLLGAPIA 17 DIPL~'"C

BLLC'P I.' 1Q PROBABLY
OIPLC><ATIC

5-F1GURE PROBABLY I-PART CODE.

5-F I GURE PROBABLY I-PART CODE.

5-F1GURE '-PART CODE.

5-F I CURE '-PART CODE.

, "N.B.D.
N[UER II

·rULG. 985

IBO 14
I

l". ,_ ,,'

,

?

'7 - ?

, - '7

? - ,

, - ?

? PERS Z S

? PERS Z S

, PERS Z S

, PERS Z S

RECOVERED
15_ • 2¢111

VERY LI TTLE
SUCCESS

RECOVERED
291:1 • 25_

?

T 2135

T 21391

T 2213

(UNI DENTI F I ED)

(UN I DENTI rI ED) .

(UNIDENTIFIED)

(UNIDENTIFIED)

SULCAR'" l~ PROBABLY.
DIPLDM.• TIC

Is-FIGURE ?-PAPT COOE.

I
? "062 ,'325

1-15 "
, - ? , PERS Z S T 2214 (UNIDENT IF lED)

f'Ulr.At;' I A 2{'! rpCBA8L Y
DIPLOMATIC

5-F IG\JRE ?-PART CODE. "9195"
, ? - 1927 -? 1927 PEPS Z S T 2127 (UNI DENTI F I ED)

FUl GAR I A 21 PROBABLY
01 PLOM.AT I C

fHJlGAQ I A 2~ PPOSABLY
DIPLDM,TIC

I

I'-"~'
'5-F I GURE

'-PART CODE.

?-PART COOE "698"

,

?

? - 1932 - ?

? - ?

, PERS Z S

, PERS Z S

RECOVERED
LESS THAN 1_

?

T 2174

T 2157

(UNI DENT I F I ED)

(UNIDENTIFIED)

BLLGAPI.A 23 MIL I TARY 5 -F I GURE I-PART CODE
, BM 7 ? - ? , PERS Z S RECOVERED

5:1 - 191_
T 2165 (UNKNO<IN)

BULGAR I.A 24 MI LI TARY 5-FIGURE I-PART COOE B" C 5 , - ? , PERS Z S RECOVERED T 216'3
LESS THAN 191_

(UNKNO<IN)

~_..l....--_-,--I ----" ~_ _'________L..I_-----L.._-----L.._----L..._---..rr~~l -----J

CHART NO. ,-2



·DQCr. 3560861

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
- .... .-

COUNTRY ~iE_,_OF_s..Y~J.E.M_~ DATES I WHEN TICOM STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM OUNTRYI OF ATTACKED RESULTS REFERENCE AT ASA ~EMARKS

ORIGIN PF ORIGIN AXIS U. S. A. I USE AND BY WHOM

rUlGAPI' ~~I""lITAR" 5-fIGURE ?-pART COOE. ? IBM C I , ! , - ,
I

? PERS Z S RECOVEREO T 2167 I(UNKN~) .-
j

I lESS THAN III
;

OUt GAil I A ,(.. "'ll TARY 5-r1GURE ,-p,IlT COOE IoIITH APPARENTlY fOUR OlffER- ? 8M II 1 , - 1 ? pERS 7 S RECOVERED T 2169 (UNKN~) --
ENT POSSIBIliTIES fOR TliE flRSI THREE fiGURES. LESS THAN I¢:'

I

i
8L.LC .." I " ~7 Mill TAP'r 5-f 'GURE ?-pART COOE. ? 8M 12 1 1 - '1 ? pERS Z S RECOVERED T 2132 ' (UNKNOIIN) --

I
lESS THAN III

I, I

BUlCAR IA 21\ ? 5-fIGURE \-PART COOE. ?
! ., ?

I
'? .. ? ? PERS Z 5 RECOVERED 2511 T lIS'" (UNKN~) --

i i

J i
I

BUlGAR' ~ .:? ? 5-f I GURE I-PART COOE. ? "43'" 16- , ! , - , , PERS Z 5 RECOVERED T 127'" (UNKN~) --
3 1" lESS THAN ,"'"

eUlC.\RI' 3~ ? 5-fIGURE I-PAH COOE. , , - 1 I ? pERS 7 5 RECOVERED 2"'" T 2145 (UNKNOIIN)
~

BG B 2 , -- P
i

GllG.\~1 " , I ? \5-fIGUpE I-PART COOE. ? ''''~ ABO
, , • ? I

, pERS Z 5 RECOVERED T 2162 (UNKNOIIN)
_.

1-15 " I lESS THAN 5' T 2163

I

f1UlGAP IA 32 ? 5- f IGURE I-PART COOE ? , ? , -, ? PERS Z S RECOVERED T 2133 (UNKNOIIN) .-
lESS THAN

"

BUlGAl;l' 33 " ~-t 1t.1JPf 1-1"~.RT COOE. ., "aU II" , , - ., ., PERS Z S RECOVERED T 2149 (UNKNOIIN) --
5_ - ."",

eUlG." I A 34 1 5-fIGURE ?-PART COOE. POSSIBLE 6"'.~1I'i~i r,/lOuPS.
., "BU 4" 1 , - , , PERS Z S RECOVERED T 2159 (UNKNOIIN) .-

ABOUT 1"'"

BULG'RI·. 3)
, 5-fICURE '-PART COOL. RlCONS TRUC 1ED ON BAS I 5 Of t 36633 ".g

, , - ,
I
, PERS Z S VERY liTTLE T 2166 (UNKNOIIN) .-

J(tllJ,¢iJ¢ VALUES. SUCCESS

BUI GAP" 3(- 1 5-f1GUpE '-PART COOE.
, , , '-1936- 1937- ,

, PEIlS Z S RECOVERED T 2112 (UNKNOIIN) .-
lESS THAN III

BUl GAP I A 37
., S-f I GURE '-PART COOE.

., "BUlG Her , ., . ., ., PEIlS Z S VERY liTTle T 2121 (UNKNOWN) .-
COOE 4C" SUCCESS

,
I , , I I

.. - "",,"T IW. '-2



DOCl;D:~560861
r--

(' rJ

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY ~f",,_OLJy.STE~ DATES I WHEN TICOM STATUS OF THE SYSTEM
~MARKSOF SERVICE DESCRIPTION OF SYSTEM OUNTfff I OF ATTACKED RESULTS REFERENCE AT ASA

ORIGIN , F ORIGIN AXIS II S. A. I USE AND BY ~OM

SULCAR I A J. , 5-F lGURl '-F'AI::T (oot ,
"
161T ,

I
'-19::9·'

I
'929 PEPS 7 S V[IOY LITTLE T ::: lZg (l)NKNC\o'II) ..

oHN', It: SU(([S~,

21 M

BULGARI' 1 , 5-r rGlJI;'( '-FAn COOt , ~Nl-i( ()F1 , , . ,
I '

PEPS 1 5 , T 217e (UNKtlt\o'l'l) ..
Nile ~

BULCARI. "
, 5-FrGt/P[ 't-P."l (OOE , "p 16~· , I ., . ., , F'E;PS -; 5 , 1 21&'1 (UNIINCMl) ..

1~'31" :
I

BULGAR 1_ 4' , 5- F1GUI« '-PAPT (OOt , "G4c" , , . , , P[RS 1 5 , T 2136 I ( UNIHK\.'!I) ..

BUtGARI. 1020IF"l(''''.TI( !I·fIGURE l-PART COOE , BO .:06 , , . , , PEAS 1 5 P[(.OV[l((O 5' T 233?- ( UNKNC'w'II) ..
I

ElUtG""" 113 DIPLCf.!.All( ll-FlG,UF[ I-PART (OOE , •JZ. -[. , , . , , PEPS Z 5 1<'[(011(1'1[0 1~' T 2131 (UNKNC'oo'I) ..
REG. 1" 4", .

I
£p

BUtC..RI. 44olPL(I-lAHC Ii-r ICURE '·PART COOt , eo C7 , ., - , , pEPS 1 5 v(Fn II TiLE T 2337 (UNKNl),IN) ..
, success

I

BULG"Rr~ 45 , Ii-r I G!JFl[ I-PAFlT (OOE . , "2 fFlI[O- , , . , , P["FlS 7 5 Fl[COV(Fl[D T 2177 (!'wK"'C'wtl )
_.

Fll(H~ • ABOUT 25_

8ULG~~IA 1i6MILITAln '·~AFll COO(. rn?ST GFlC(J~ ArT[R A[)(I~(SS 'wAS , , , , . , , sr" NOT R[AD I r '525 (UNKNC'wtl ) ..
ATTACH[? BALKAN.

I I iI

'. .~'.-.
.< .

-



,3.560861

OF THE ~r:)1U'

AT ASA ~IARI<SI
T1COM STATUS

REFERENCE

PARENTHESES)

.CRYPTANALYSIS
SOURCES
SOURCES IN

I
WHEN

ATTACKED RESULTS
AND BY \\HOM

SYSTEMOF

RESULTS OF EUROPEAN AXIS
AS LEARNED· FROM T1COM

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY
AM F Y UJ:..M_ OATES

OESCRIPTIONSERVICE
COUNTRY

CHILt

CHILE: C OlPLO<lAT1C

eH I Lt 3 CQl'fSULAR

CHilE 4 DIPl()otATrC

6-rIGtME a-LETTER Z·PAFlT COOE. l!H1,liAA1 GROUPS. • • • BEFORE 1941 ? SIM 1_ C0!'4PRO- " T! I"""""'" ) ..
IYIOEO I TO THR[E CONSECUTIVE BOOKS. Io4ISEO. I r I 1

'j-LETTCR I-PART COOE. Z6'f- GROUPS. rlRST T\IO • • • 1924 - , 19211 PERS "1 5 SOLVED. o lb, REPORT (~~l ..
Atr() LAST TWO L[TTeRS or [A H GROUP ENCIPHERED ' I, P Z
W'lTH DIGRAPHIC Sl.6STI lUllON' TABLC •.

5-L['TT[Fl '·PART COOE:.· • HILE ICON , .. , 1'r[R51S RF;COVF;REO T JIIl.<!6 (UHK~) ..
utAR coo U:SS THAN 5"

I-TO /I-LETTER I-PART (00[. 4Z.~ GROUPS. CLAVI: • (eLA) ( 1936-CURRENT) 1940' PERS 1 S SOLVED. LAT[R o 16, R[PORT (C()4f'R()4IS(() 1~ •• OAT[ Of ..
SOLAR I~ COMPRO- ~2, P /I [OITlON 1936.) .

NIS[O. o 16, R[~T
1'4, P 4

Cl-tl L[ '5 DIPLOMATIC • • , .. -'P[FlS1S R(COVEREO T I~
Less THAN 5" T 3l!'25

(UHIOIOlII"r' )

CHI LE 6 01 PL()4ATlC '·PAFlT COOE WITH C04PLlCAT£O (NCIPHE~EHT. • • ., SIN • " '5 '1Ir '515
(UNKNCMoI)

I
----=~------------------ - --------- -----------------

I.oMA" I NO. -~



DQCI43560B61
.J

RESULTS
PARENTHESES)

THE SYSTEM - -
ASA ~EMARKS

TICOM STATUS OF
REFERENCE AT

WHEN
ATTACKED RESULTS

AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN

--
DATES

OF
USE

AXIS
T1COM

AGENCY

OF EUROPEAN
AS LEARNED FROM

ANNOTATIONS FROM ARMY SECURITY(WITH

DESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

CHIN,' 5-LETTER '-P.PT CODE. , PERS Z S RECOVt:RED T 1157
LESS THAN I~

i (UNKNOWN)

I

CHIN~ 2 (DIPLCf.1.TIC) 4-LETTER (I-P.RT) CODE, THDUGHT TD H'VE BEEN
ENCODED INCH I 'lESE CH'R'CTERS 'ND ENC I PHERED IN
L'TIN CH,'R.crERS.

(CNS)
DR

I (CNr)
OR

(CNJ)

(CNS, 1944 ­
CURRCNT)

(o"r. 194,? •
CURRENT)

(CNJ, 1944 ­
CURRCNT)

? SI ... NOT READ (CNS, CNF, CNJ BROKEN ANDi READ BY ASA.)

( 1943-CURRENT) ? ,PCRS Z S RECOVERED T 3
SUBST I TUT I DN
'LPHASETS

CHIN'

CHIN'

DI PLCf.1.TIC
'ND CDNSULAR

4 DIPLCf.1'TIC

4-LCTTER ,-PART CODE. SCf.1ETIMCS ENCIPHERED.

4-LETTER '-P'RT CODE, 'L TERN'TE CONSDN'NT AND
VOW!:LS.

DJYJ

HUKO , , : .? PERS 2 5 PART I 'LL Y
BROKEN

T 2297

(RECOVERED BY BR' T' SH. BOOK
GIVEN TO 'SA. BEING READ.)

(UNKNOWN)

(0 I PLCf.1ATI C) 3-LETTER 2-P.RT CODC. (USUALLY ENC I PHERED. HAD
i ....NY ENC I PHERMENTS. )

7 DIPLCf.1ATIC

5 DIPLO"ATIC

1937-193:1 I, PERs Z S

I,
I

(1943-CURRENTl ., PERS Z S

I
(1939-CURRENTl ., PERS Z S

I
, ; 1941 PERS Z S (UNKNOWN)

(UNKNOWN)

(UNKNOWN)

(SOLVED BY ASA 1944)

(UNKNOWN)

(PARTIALLY RCCONSTRUCTED
CCf.1PRCl'41 SED COpy RECE I VED.
CCf.1PLETEO'BREAK'NG. N(N
BE I NG READ.)

I (UNKNOWN)

T 4

T 2¢1¢
T 211¢

T 2111

T 1159

I 22 P 21
T 2¢2
T 214
T 19:1
T 2296

T 2291

.,

SOLVED

PART 'ALLY
READ

CODE AND
ENC I PHER,"CNT
PART tALLY
BROKEN

CODE AND T 2112
ENCIPHER"'ENT ,T 2113
P.RT tALL Y ,
BROKCN

I PROBABLY
READ. PARTI-

I
I ~~:;~::;~~:

ERY Or BOTH
COOE AND,I ENC I PHCR"'ENT

? PERS Z S

? PERS Z S

., PERS Z S,

1935- 1937

I 1926- 1929

?

(CNL)

(CNC)

.,

.,

.,

WIN'

H~

4-LETTER '-PART CODE, OCCASION'LLY DIGRAPHICALLY
ENC IPH[RED.

4-LETTER '-PART CODE, OCCASIONALLY DIGRAPHICALLY
ENe I PHERED.

3-LETTER I-PART CODE',

4-LETTER '-P.RT CODE, OCC'SIDN'LLY ENCIPHERED
D,GR.PHlCALLY. USED BETWCEN CH'NA 'ND A CH'NESC
C()OolERC tAL "'1 SS I DN IN GERMANY.

3-LETTER I-P'RT CODC. SCf.1ETI"'ES ENCIPHERED.

; 4-LETTER '-PART CODE.

I

DIPLCf.1.TIC

DIPLCf.1.TlC

C~ERCI'L

, DIPLCf.1'TIC

9

II

CHIN'

CHIN'

CHIN'

CHINA

I- CHIN'

~

CHIN' 12 (DIPLCf.1ATIC)
!

3-LCTTCR I-P.RT CODE. SCf.1E:T I MCS ENC I PHEREO.
H'O ".NY CNC I PHCRMCNTS.

., ORYD (CNS) (? - 194¢ ­
CURRCNT)

, PERS Z S
'OKW

CCf.1PLE:TELY
READ

(PLA I N CODE AND LE:TTER EN-
C I PHERMENTS NOT Bc I NG WORKED
ON -- LOW I NTELLI GENCE VALUE
Nl.folBCR ENC I PHERMENT BE I NG
READ. )

I
CHART NO, 1,2
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RESULTS

~E OF' SYSTElL-! DATES I WHEN TICOM STATUS OF , THE SYSTEM~IARI<SI
~9UNTRY AXIS US' A: OF ATTACKED RESULTS REFERENCE AT ASA "'I
UF ORIGIN . . I USE AND BY~

SYSTEMOF

OF EUROPEAN AXIS" CRYPTANALYSIS
AS LEARNED FROM TICOM' SOURCES

ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)(WITH

DESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

COLOMBIA 2 DIFLCJ.lATIC

CHINA 16 DIPLCJ.lATIC

--

--

--
--

--

--

--
j
ti

--

--

--

--

--

-.

--

(UNKNOWN)

(UNKNOIotI )

(UNKNOIotI )

(UNKNOWN)

(UNKNOWN)

(READASLE)

(UNKNOWN)

(UNKNOWN)

,
! (ALPHABETS SENT BY BR I T I SH. )

I (ALPHABETS SENT BY BR I T I SH. )

II(UNKNOWN)

I'~"m"'''J

I (ALPHABETS SENT BY, BRITI'SH.)

'I (ALPHABETS SENT BY BR I T ISH. )

I 22 P 8

I '62 P 2

I 22 P 8

I 1511l P 9

I 112 P 6

T 3

I 121 P 7

I 112 P II1l

T 3

T 3

T 3

o 16: REPORT
I, P 3

o 16, REPORT
2, P 4

,

SOLVED.

SOLVED

I NVEST I GATED

SOLVED

SOLVEO

SOLVED

READ

SOLVED

SOLVED

NOT BROKEN

ROD

ENC I PHERMENT
SOLVED. NOT
READ.

OKL

, PERS Z S

, PERS Z S

'7 PERS Z S

'70KW

I ., PERS Z SI

I

'7

,

1925-'927

I

? - 1935 - '7 ' 1935 OKL

i (1944-CURRENT)1 '7 PERS Z S

.('9"-'~'''"1 -'_~~ ,,
'I

( 1943-CURRENT)j

? ? - 1938 - ? 11938 DKL

I

'7

,

,

(COA)

(AMC)

(SXS)

(EeTIA) (194'3-1945)

I I
I I

"'I - 1942 - ? 11941 PERS Z S I
(1927- CURRE1H)' 1927 PERS Z S I

I
'7 - 1937 - ? I 1937 OKL

I (AMA)

'7

'7

'7

'7

"

,

,'7

, ,

'7

'7

'7

'7

'7

,

A.... A

SXS

EeTlA

POLYALPHABETIC SUBSTITUTION CIPHER WITH 5 TO
15 ALPHABElS.

PDLYALPHABETIC SUBSTITUTION. II1l ALPHABETS'.
(USED WI TH CODES CNB, CNC, CNr, CNJ, CNL, CNS,
CNU, AND CNW.)

PDLYALPHABETI C SUBSTI TUTI ON. 26 ALPHABETS;""
(USED ON CODES CNr. CNL, CNS. CNU, AND CNW.)

l-LETTER '-PART CODE. UNENCIPHERED. DISCRIM­
TNANT WAS NKDBN. CONTAINED MANY SpELLS, USING
SIMPLE SUBSTI TUTION.,

VARIOUS POLYALPHABETIC SUBSTI TUTION CIPHERS.
USED IN 1925. 1926. AND 1927.

·POST CODEn

TRANSPOS I T I ON CI ?HER.

l-LETTER '-PART CODE. ENCI PHERMENT CONS I STED
Or TRANSPOSITION WITHIN THE CODE GROUPS. rlRST
GROUPS or TRArrlC WERE ErR, SKW, OR JKW.

MONOALPHABETIC SUBSTITUTION. DAILY CHANGING
ALPHABETS. (USED ON CODES CNB, CNC, CND,. CNr.)

OOIAlLE TRANSPOS I TI ON CI PHER.

CODE USED BY SKODA rlRM TO IRAN AND IRAC CON­
CERNED WI TH BRIDGE BUILDING PROJECTS.

POLYALPHABI>TIC SU~STITUTION CIPHER WITH 5 ALFHA­
BETS.

MONOALPHABETIC SlJ%TITUTION. (USED WITH CNS,
CNC, CND, CNr, CNJ, C"IL, CNS, CNU, AND "tN.)

DOUBLE TRANSPOS I TI ON CI PHER.

,

MILITARY
ATTACHE

MILITARY

3

5 CDMMERC I AL

15

CHINA 13

CZECHD- 2 AI R rCRCE
SLOVAK I A

CHINA

CHINA 18 DIFLCJ.lATIC

ClECHO- 1 AIR rCRCE
SLOVAK I A

CHINA 14

CHINA 17 DIPLCJ.lATIC

CZECHO­
SLOVAKI A

COLOMB I A. 1 01 FL~ATIC

CHINA 19 DIPLCJ.lATIC

CZECHO­
SLOVAK I A

CZECHO­
SLDVAKI A

! I I

~-----L-_-----l-- --l....-!_.~---'-~_-----..L-_--L--_I_-----...n~_,_I---J
l;HART NO, 1-2



DqCI. 3560861
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COUNTRY
OF

ORIGIN
SE~VICE

RESULTS OF EUROPEAN. ·AXIS CRYPTANALYSIS -
AS LEARNED FROM TICOM SOURCES

,

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES),

~~E-!iYS- E!L.] DATES I WHEN T1COM STATUS OF THE SYSTEM
REMARKSDESCRIPTION OF SYSTEM OUNTRV I OF I ATTACKED RESULTS REFERENCE AT ASA

pF ORIGIN AXIS US. A. I USE AND BY WHOM

~ENh«RK 1 DIPLQt04.<TIC

DQt04I'lICA" 1 DIPLQt04UIC
REPUBLI C

LCUADOR 1 DI PLQt04ATIC

. ECU.<DOR ~ DIPLQt04ATlC

..r....
EGYPT I DIPLQt04ATIC'

ET~IOPIA 1 DIPLQt04<T I C

ETHIOPIA 2 DIPLQt04ATIC

r I'lLA"D 1 OIFLQt04ATIC
A"D MIL I T ARy
ATTAC~E

COOE

SUBSTITUTION CIP~ER WITH 5 ALPHABETS.

Z-LETTER ~-LETTER 4-LETTER 2-PART COOE. GROUPS
IN FRQt04 or ve, vec, OR vecc. TRANSMI TTED IN
Ill-LETTER GROUPS.

2-LETTER 4-LETTLR ,-PART CODE. 61,945 GROUPS •
I NTERSPERSEO CLEAR TE XT •

I
T\IO '5-rIGURE '-FART COOES, VALUES IN FRENCH.
ENcr PHEREO.

5-r IGURE I-PART CODE. VALUES IN FRENC~.

!OOUBLE TRA,,3POSITION

~'GlllN. (~-WHEEL A>/O 6-WHEEL MAC~INES.)

I

I I
I I

L....- -"-- ---'1c--_-'-, ----L1 ---.Jl..-- .l-- ..,.,.,.,,......,.,,,........,.......,__----J
CHART NO. I-~
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DOCIe 3560861

(WITH

DESCRIPTIONSERVICEOF
ORIGIN

COUNTRY

==r=====~~~~==,==;:;~~~c===~~~=~~~======....lll
RESULTS OF EUROPEAN AXIS ~ CRYPTANALYSIS I

AS LEARNED FROM T1COM SOURCES I

ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) II
AME OF Y EM DATES I WHEN TlCOM ISTATUS OF THE SYSTE~''1EJloW~1 II

OF SYSTEM ~tt>~1'i: AXIS U.S.A. UOtE ~~C~ RESULTS REFERENCE ,AT ASA "

(RECOVEReD AT ASA IN 1942.)

(RCA[) FRENCH HAGELIN DUlliNG
SAN FRANC I seD CONfERENCE.)

1 58 p 3
I 136 p 2

75" RC(ON'- T ~"19111 S~UCT£D BY T 1 ~

~:;~·B~OM. ~ 1&5~ 12
ITALIANS At«)
G[RMANS. READ­
ABLE BUT. tKlT
WORK[O ON BY
PERS l 5 0lJ(
TO LACK or
PERSONN'EL •

191111 SID
PRIOR TO
PEAS 1 S

D~ING SA" :~lFRANCISCO (1)11-
FEREN(C, 1q45.

"-Iqlllll-'f I

!' I
I(1931-C~RtNT)(FRG)

(FRENCH
111-2jj59)

,

9

6 VARIAnj2 ,

(M-2~1

PC 111.13·II-LETTER "·PART (OOt.

CIPHER MACHINE, l-tAGEllN M-2"9. (6 ~E(lS. VARI·
BLE PIN"5, VAPIABlE LUGS, tKl SLIDE. 14A.IlIMl.M KI(K
or l1 OVE~LAPPEO.)

FRANCE-- 3 IPLOMATlC
VICHY, ~([

FAANCE

r~AN(t l DIPLOMATIC'

FRANCE-· I (OIPLOo4ATICl
VICHY, rREE
FRANCE

(l.I\ll[)[NTIF"ltD)

(lMIDtNTIFIED) _

1.........1

(t.t4IDENTlFlED)

(l.UD[NTIFlED)

(BROUN WITH HELP f"ftOt «u.5. RECOVERED, _ READABlE.

(BtGAN \IIORK 19". C<JICPRO-
MI5ED COOl' REAO. SCANT •
MATERIAL.

1.........1

1.........1

T898

RECOVEReD '5" 0 1ill P 12
T ,,6

RECOVERED 5" ~ ~

C()4PlETELY

.""

, PERS 1 5 RECOVERED W T 2tl19

, GERMANS WORKED ON.
H~~KNE'W SYST£M.

"'... CCI4f'ROo!I 5ED T 17lS

t G(RMAJriS RECONSTRUCTED T 31)2
'j'

'PERSIS PARTIALLY T Jll88
RECONSTRUCTED

'r1 CICW NO. 5UCC(SS • I 58 p 6
P[RS.l S

.

, G(flitANS RECOVERED;t'" , ~>6C<J4PRO'II S
: j~."""

'PERS1S

ArTER 1941
PERS 1 S

YC,."

, . 'f - ,

, '-1931·'

(FCr) 19111-( 19\11)

, , ' ,
, '929

, '·1939-'

, , ' ,

, , -,

, '-194'·'

8ff. 7. (FAF)
BLN. 111'3
1-- VARI
6111--

,
•••GEG[N-
COO,

.,
,

,

,

PC 151

5-F"lGUAE 2-PAAT COOt.

"i-FIGURE '-PAAT COOt, ENCIPt4£ReD BY TRANSPOSI­
'ION.

II IPLOoIATIC'

15' IPl.OMATIC

rRAHCE-- 12 IPLQltATIC'
FREE ",ANCE

FRANCE

fRANCE II DIPl.OOIATIC' II-LETTER Z·PART COOt. vew OR YCVC. (SIMILAR , r .B. I,
TO FRG.) ""'- . •

,

rRA!\lCE 5 DIPl()4ATIC 4-LETTER Z-PART· COOt. , ,

FRANCE 6 PIPlCllfATIC II-LHTER '-PART)CCOE. APPROXIMATELY 2f•• VESTA ,
GIlOUPS. UNENCIPHERro)· . I·

I
FRANCE 11o 'Pl./)IlAT'C' II-LETTER l&-rlGIJIC I-PART COOE, NOT STRICTLY , ,

ALPHABETIC.

FRANCE 8 IPlONATIC '-rlGlAE 2·PAFlT COO£. ,
'"

FRANCE-· 9 IPlQ<lATIC' ~IGl.l'il[ i2-PART COOE ENCIPHERED BY SINGLE TRANS- ·1~18 TYPE ,
rREE n~ANC[ I Tl ON I((y TAKEN FR()iI THE ENCOOt. I([Y YAIli [S C -

rRtM 12 TO 29 LETTERS, NONE DIVISIBLE: BY,.

-

-- I
- .',,',a "o. ,-.
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(1..1100."') .

(...-)

(lJrflCNOlo'M )

1..........1

ABOJT 6'\,
R[COVER[O

19ai PEDS 1·5 RECOVERED~" T 3?"
D5'~"

.G<.......

, GERMANS

ATTACKED RESULTS
.'NoD sr'WiQ

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

WHEN .'

, -.

,..
, -.

,
•••

·-.
·-.

.AGENCY
DATES

OF
, USE

•
•

•

,

,

..

us.A.

-'. ,•

rc

II NAH.
OSl(l.

N' 5

,. V"'~l"

1-599

'I' "'.L N 1 'A-

3Jff'

•

,
,
•

,

'l5l?= AXIS

.'

SYSTEMOF

RESULTS OF '-EUROPEAN ,AXIS
AS LEARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY

DESCRIPTIONSERVICE

I} OIPlCWATlC

18 tPte""TIC

16 DiPlOMATIC

OF
ORIGIN

COUNTRY

FRANCE

rRANCE

""'"

(8lXlIl ((",PRetU sm I~ • )

,,).w, -.•rlC ,.,,rlf'/IIC£

rRANC£ 2) (DIPl,C»4ATICl \.r1G1JR[ U"PART) (00£. ("i tNCIPHtA!C.NTS USto
CONSISTINO or 1 SLflSTIT1JTI~ ANO II ACOITIVE 5VS-
TtNS.) -. .~

• PROBABLY IClT
SOLVED

T 1522 (cax 800K CCM'ROolIS(O 1943.
C~ISED Sl.eSTlTUTION
TABLES ArTER SClNE \01'1( [)ON(.
ADOllivES BROl([N. aUtOST'
ALL TJ!ArriC C<M'l[fCLT RCAD.)

(PC ,,.) '7 t C£.QltA..rfS R((CI6TRUCT£D
75_ T~'T "T ,

T
T ,

(flRO([N VI," HelP or «C5.
RCCOVOttD ~.)

I ..........)

(£HCOX. CCN'ROtlstO 19'1.
R[WAIK)[R lJoRG[lT SOlV(~.)

REC[lV[R[O 35" T 3236

CCJ0U'R004 Jsen

RECOYEMf) ,__ T 3"91'PUS1S

tPERS1S

, -., ..
, -.'

·' .
•
•
•

,•

,
I') VARIA

III 1?fJli!

•
•

,

,
(pc 15ll 'II Be'll'" (rAe)

lI-rlGLRE l·PART CCOL

l7 If'1.CMATIC

19 IP1.CWATIC't

rRAN((

FRANCE

rRAIf((

rRM.c[

I
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY
._. . .

~f~OF_$.,(SJ.EJ-1.-1 DATES I WHEN TICOM :ISTATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM OF ATTACKED RESULTS REFERENCE AT ASA ~EMARKS

ORIGIN PF ORIGIN AXIS U. S. A. USE AND BY WHOM -!

r~A~CE 3~ DIPLOMATIC 4-r I GURE 2-PART CO~E. UNENC I PMEREO. DIGITS IN PC 156; r 18 (rRH) 1945-(CURRENT): 1945 SID RECONSTRUCTED T 7~~; T 74~ : (COMPLETELY COMPR()HSED BE- --
I NDI CATOR ADD TO 1 • TNU 75:' BY SID. T 7 ; T 15 I rORE CODE WAS USED.)

READ. TIll; T 1~2~
T 1 24l T 1 21
I r 152 P 4 ~

I
rRANcE-- 31!DIPLOMATIC 4-rIGURE 2-PART CODE. (NOW UNENCIPHERED. HAD PC 146 5 BERL I N (rRL) ('-1941 -cUR- , SID I COMPROM I SED T 1~~9; T 2~29 (87:' COMPROMISED NOV. 1942. --
rREE rRA~CE BEEN ENC I PHERED rOR A SHORT TI ME. ) 19~1; 5 RENT) , PERS 2 5 II~ BY SID; T ~2~ REMAINDER PROVIDED THROUGH

I VARIA 1- ,CODE 75:' RE- ~ M~; T 6 TICOM SOURCES SEPT. 1945.)

I

19¢0 COVERED BY
PERS 2 5

rRANCE 32 DIPLOMATIC 4-rIGURE 2-PART CODE.
, 19 RN , , - , , GERMANS RECOVERED 35:' T 3245 (UNKNOWN) --

rRANcE 33 DIPLOMATIC 4-r I GURE 2-PART CODE. , , , - '-193~-'
, PER5 2 S RECON5TRUC TED T 2~18 (UNKNOWN) --

I

I
rRANCE 34 DIPLOMATIC' 4-r I GURE 2-PART CODE. , 33 BERLI N

, , - , ? PER5 2 5 RECOVERED 2~ T 2~32 (UNKNOWN) --
:

rRANcE 35 DIPLOMATIC' 4-r I GURE 2-PART CODE.
, r 4 , , - , , PERS 2 S ABOUT 6:' RE- T 2~31 (UNKNOWN) --

I'-193~-'
; COVERE I

\4-r I GURE 2-PART CODE.

I
rRANCE 36 DIPLOMATIC'

, , , ., OKW PARTIALLY RE- IT 893 i (UNKNOWN) -- •I I
I CONSTRUCTED

; I (UNKNOWN)

b
r~ANCE 37 DIPLOMATIC' .4-rIGURE 2-PART CODE. , I , ., , - , ., OKW I RECONSTRUCTED T 892 --

, 35:'

rRANcE 38 DIPLOMATIC 14-rIGURE 2-PART CODE. ? (58 BER- ? ., - ? , PER5 2 S APPROXIMATELY T ~96; ~ ~~
(UNKNOWN) --

IN I- 5~ 7~ RECOVERED T ~21;

1195; 35

I
T 2~22

I VARfA I- ..

I
I 658 VAR~~

-E 1-79 I
rRANCE 39 DIPLOMATIC' 4-r I GURE 2-PART CODE.

, , , ? - , ? OKW RECOVERED 4~ T 883 (UNKNOWN) --
rRANCE 40 DIPLOMATIC' 14-rIGURE 2-PART CODE.

, III 1-482 , , - , , GERMANS RECONSTRUC TED T 248§ (UNKNOWN) --
/

'4-r I GURE 2-PART CODE.

3~ T 248

rRANCE 41 DIPLOMA TI C? , , , ? - ? ., PERS 2 S IPARTI ALL Y RE- T 3~99 (UNKNOWN) --

14-rIGURE (2-PART) CODE. UNENCI PHERED.

COVERED

rRANcE 42 (DIPLOMATIC) DIGITS IN , r 2~ (rRJ) ( 1945-CURRENT) I 1945 SID WORKED ON. T 1521 ( I N PROCESS Dr RECOVERY. --
5-rIGURE INDICATOR ADD TO 2~. I rAlRLY READABLE.)

II BERLIN

I
rRANCE 43 DIPLOMATIC 4-r I GURE 2-PART CODE.

., ., ., - , I ., PERS 2 5 ABOUT 75:' RE-
q~J

(UNKNOWN) --
il: 1 VARI

I
COVERED

T ~17

44 4-rJGURE 2-PART CODE.
: , , - ., ., GERMANS RECOVERED 75:' T 2486 (UNKNOWN)rRANCE DIPLOMATIC

, 2 BERLIN --
11-5~; 2 T 3154
VARIA 1-

- ""J ,JillrRAIlCE 45 DIPLOMATIC' 4-rIGURE 2-PART CODE.
, i BERLIN

, , - , , PER5 2 S (UNKNOWN) --
-'; 3 COVERED T I

VARI A I _ T

I
I

CHARl NO. -c
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RESULTS
PARENTHESES)(WITH

OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY ,AGE~CY

CRYPTANALYSIS
SOURCES
SOURCES IN

rRANCE-- 47 (DIPLONATIC)
VICHY

SEE ITEM

(CG4PRG4/SED VICHY'S BOOK AND
TABLES 1942. ClJoIPRlJoIlSED ~
OUT OF 124 OF THE FREE FRENCH
TABLES. BUI LT UP MANY OTHERS
READ.)

(APPROXIMATELY ~ READABLE'
'I5-~ RECOVERED. TICG4
MATERIAL ELIMINATES THE N~ED
rOR FURTHER BOOKBREAKING.)

T ~2,T ~2~ (MA I NLY ClJoIPRONI SED, SQoIE
TIT 2 BREAK I NG DONE ON PORT I OIlS OF
T , T 5 FAG AND OTHERS.)
T 29
05 P 12

TlCOM STATUS OF THE :m:iIt._M'-~a1ARKSI
REFERENCE AT ASA

READ. SQoIE
CONPRlJoIl SED.
S('tolE BROKEN.

~~ONSTRUCTEO ~ k~a

CONpRONISED' T 1'184
111l~ BY I TAL- T 3~52
I ANS. 7'1" RE- T 3255
COVERED By
GERMANS.

(ONPRG4ISED, ,

I WHEN
i ATTACKED RESULTS
.AND BY WHOM

I
,. ITALIANS

1935 GERMANS

I

I PRIOR TO 1941
PEl'S 2 S

(rRO) 1'-1935-(CUR-
I RENT)

i
(PC 149) rRANCIA

F 149.

1

4 BERLIN
lill2

I

"PC" SERIS F 4. 'I, 7~ROBABLY :'-(SONE CUR-

I
1ill. 14, FAC IRENT)
:5, 16, THROUGH

7 6~HfA~O'1

(FAT) 119 41-(1 944)PCN 9 19 AI'

SYSTEMOFDESCRIPTION

4-r1GURE 2-pART COllE. (ENC I pHERED.)

4-rIGURE 2-PART COllE. (UNENClpHERED.)

A SET Dr EIGHT 4-rIGUPE (2-PART) COOES, UNENCI­
pHERED.

CI FHER HBLES- -0 I GRAPH I C SUBST ITUT I ON or NLt4BERS TABLES I II 19 AI'
rOR LETTERS. (CHANGED CUARTERLY BUT REPEATED mD IV
rRG4 YEAR TO YEAR.)

SERVICE
COUNTRY

OF
ORIGIN

rRANCE-- 49 (DIpLG4ATIC)
(rREE rRANcE)

rRANCE-- 46 DlpLONATIC
VICHY, rREE
rRANCE

rRANCE-- 48 DIPLONATIC
(VI CHY. LATER
rREE rRANCE)

rRANCE-- 50 (OIFLONATIC)
(VICHY, LATER
rREE rRANCE')

4-rIGURL (2-pART) COOE WITH LETTER DIGRApHIC SUB- (pCN-9)
ST/TUTION WITH LI~ITATIONS or 1¢ LETTERS. TABLES
or 1¢11l DIGRAPHS CHANGED CUARTERLY. SAME TABLE
USED ON 0 I rrERENT DATES I N SUCC~SS I VE MONTHS or
CUARTER. 0 I GRAPHS TAKEN CUARTERLY. SEVERAL or
T~IS TYPE. •

, PEl'S' 2 S CONpRONISED I 22 I' 19
SG4E MATERIAL. 054 I' 13
PROBABLY READ T 3532
AFTER 1941.

(IF FAU. I«lRK STARTED 1942.
THEN CG4pRlJoIISED. READ. IF
FAT. SEE ITEM 48.) .

rRANCE-- 51DIFLG4ATIC
VICHY, rREE
rRANCE

4·rIGURE 2-pART COOE. ENCIFHERED--SG4E BY TABLES
MANY or TH I S TYPE.

, rAM. rAN, '-19411l-'
AO, rAP,

p~\A~'i'

194ill SIM HAD CONPRO- IF 1522 I' 2
MISED COpy OF
ONE COOE AND
ONE I-Tl~E

ENcr pHER I NG
TABLE.

(CONPR~'SED Jo4OST COOES AND
TABLES 1942. SONE BREAKING
DONE ON FAU AND TABLES OF
FJolH.)

rPANCE 54 D/FLG4ATIC' 4-F1GlJRE 2-pART COOE. , F 36
,

FRANCE 55 01 FLG4AT I C' 4-r I GURE <'-PART COOE. , r 49 ,
i

rRANCE 56 DlpLG4ATlC' 4-rIGURE <'-PART COOE.

I
,

r 50
,

I
rRANCE 57 DIFLG4ATIC' 4-r I GURE 2-PART COllE. USED BE MEN PAR I SAND , , ,

BEIRUT AND ADDIS-ABBABA.

!

rRANCE

rRANCE

52 0 I FLONAT I C

53 DIFLG4ATIC

4-r I GURE 2-pART COOE.

4-rIGURE 2-pART COOE.

PC 28

(PC 155) 16-1-3~ (rAD)

'-1925-' 1929 PEl'S 2 S -PARri-:tLi.YRt- T 2156
CONSTRUCTE~

'-194ill-( 1944) , GERMANS AppROX I~ATELY

~ ~~i~
, ITALIANS 7~" RECOVERED

B GERMANS AND T 2 9
IHLI ANS.

T 2~
~ 2~

J9311l - ., : , 01(\1 RECONSTRUCTED T 879
45"

'-193 1-'
, 01(\1 RECONSTRUC TED T 881

3~

"193 1-'
, 01(\1 RECONSTRUCTED T 88i1l

33"

'-193i1l- 1937-'
., PEl'S 2 S pARTI ALLY REAC T 2ill36

I

(UNKNCMl)

(ASA HAS COICPRlJoIl SED COPY.
READ FRON 1942-1944.)

(UNKNCMl)

(UNKNCMl)

(UNKNCMl)

(UNKNCMl)

. CHART NO. 1-2
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rUN«(·· ~S DIP!..(JoIAHC
VICI1"I'. rl:((
rIIlA/ICt

OF I HE ~Ys"M
AT ASA - - - ~MARKS

I WHEN I TlCOM STATUS
~~C~I RESULTS REFERENCEI'

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

OATES
OF

USE

AGENCY

r ,PC l~C

SYSTEMOF

OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY(WITH

RESULTS

OESCRIPTION

lr.·rIGVRt Z-PARl (/Xl(. S(N('lllol[S [I<IPH(F'[O \,'l1H
OAll'· CH,lNGING F'(PUTING ~·CtGlT AroIlIV£.
(\IN[N(IPti[REO UHllL ~IUN( 19t14,)

SERVICE
COUNTRY

OF
ORIGIN

I
rPANte 59DIPl()olAT'C l.t·rIClJP( l·P~"T (ODE, N01 $IPICn, ALPHABETIC. , EC (1Al-tl( , , ' ? , GEP"4A"lS P(CO\'I;"P(v m , 359 (\,.'N~.~Cl'JNl .-

coo!: ) I

rPANCC·· ~ OIPlCWATIC b·n~( I-PAJ:J cooc" NOT SlA,eTlf 4tP>US[1IC. " .9 , , '-19!7-' , o-.w ({)oIF'P().tIS(O l IlZ) (lomNOot<l ) --Utt nJ,~(t ,
''''.NE( 6, [lIPl.()'l.UIC ll.rtGl)PE I-Pain C()()(, NOt !>TIU(Tl, AlPHae-cllL , , , '·1l?37'·? , Ol'.\.' pccO\'[F'[() ')M: , l!l~6 (U'III1.C'wtI ) --

. I.cooc
I

naNCC 62 OIPl()olAJIC ~-rr~( l-P.~T (00[, tj()l STRICTll AlPH.o.E!CTI(. , ,
'-1~31"-'

, 0""' <;'[((I'.(P(O 75~ , 1~.Jl (VNf',..~) _.
LESS TH"'" 1.J;."0 GP!XJP!:o. Il[~[ r

I
, 1.::2~...

rPAHC( 6l DIPl.()ofATf( ~-rl(;lJA[ l-PAPT (00£" NCJI STRICTL'l' ALPt10\8(TIC. , , ,
'-1 0 '1-' , """, P[(O\'[P[(' ')M I T 193'" ·(lIN11HQo1fo1l .-

·So'o4ll cco~.·

I,. '~:7'" P£(CiltSlIlUCT((\ IrlUJf(( E\ DIP\{1IoOAIlC '·n~( I-PART ((('0[, ~(PAGlffAT[C. LESS TH"H , , , I ,
"""

, • ,829 (IJN"~) ..
z.~ CPOVPS. I·sew

"P,IN(( t5 D1PL(1rol.,ufC' lr.·rl~( I-P4~1T (CO(, ~(P~GI!'fA1(D. ·Sl'IlSl1TuliOk , , ,
'-1939-1' ,

J'(~~ : S , o 51i p 7 (IJ"'"II~J ..
(N( I ~[f:Io4[NT e~ HElL( '3' I

"R...",((-- 66 DIPL(JolU'( II-r 1GUR[ l-P41H (00(. , , ,
'-1927-1' , 0-..' (C)ooFI'1~IS[C

, 17.?1 (UPiID[NlIrl["O) _.
(r~tr n:,lNCC)

I
nANC(-- 67 DIPl(1rolAT'C jli-' 1GlJIl'[ '-PART (OOE. , , ,

'-1940.' I
,

""" C()ooPFe--lsm , 1711l' (lNll.~) --("1'1([ rp,lN{.E)

r~A"'(E 6~ OIPl()otAflC' lr.-rIC1N[ I-J'APT COO(. ~. O. Z , , , - , ,
""" PAATl4lLT R(_ T ?Io9€. (UNIO(NTlrlCO) .-

(QIIlS1Rlo( lCC'

, , I
T zll94rAANCE-- 69DIPl.""4"( ll-r1Gl!P[ '-PARl (00{. , ,

1-'939-'

I

G£01A'6 1100 (""",,!rOM) _.
VICHY

rRANCE; ~ DIPlC"tATI(' b-rl~[ '-PAAl (COL lISE;O 10 lqAHSWI T [HGt ISlot , 8 , , . 1910 1
, PUS 1 S , o 'jll P Z (lJNII.~~) .-

TOT,

rlt"'N(E 71 DIPLCJ1ATI" 4-r1GlJJ;'c '·P'*Al COOL '"SV$P(CT[u NAT IT C()04- , , ,
'-I~I!-' I 19li1C rH"! 1 S HOT R[AD 6'l o 511 P '3 (~IDENTlrIEO) --

BINES"'" AOOITIV[ .u() A 'Sl"El'STITull(J1 ~oc.[!S,· P[~! 1 S Ffil<F
.- --. -_.

I .0 '91' I I- - -- '- ~--- --- - -- - _._- _.. - - - - -. - - '"1--rltAtftE 7i OIPlCtolATl" ll-rIWP[ '·PAIt1 (00(. (N(IPf('l[O BY • T~-PlA([ ,
'9

.....,. - ,-,~,-,- PAI~ 10 I~! .r1~T s«u- 0 51. p ,g (UNID[N1Ir 1(0) .-
lETTEIl SUBS1l1IJTlOJoI YAeLCS, , r .... P(IlS1S TlON ~., r,l'- t -. .. - -

USING CAP1lJl[D - -
USLn.,

-".
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CRYPTANALYSIS
SOURCES

RESULTS OF EUROPEAN AXIS
AS LEARNED FROM TICOM

h:==='T"'" ..,... I:..;W~I;.;T.;.H;.....;.A;;.N;;.N;.;O;.;T;.;AT~I;.;O,;,;N;.;S_....;,FR,.;;O..M.,·:n ARMY SECURI TY AGENCY SOU RCES IN PA RENTHESES)
COUNTRY "illiME" F Y DATES I, WHEN TICOM ,;fATUS 0t IH" '"~I'''

OF SERVICE DESCRIPTION OF SYSTEM ~ AXIS OF ATTACKEO RESULTS REFERENCE"'·· ·AT ASA - --~WU;I<SI
ORIGIN UI" ORIGIN US. A USE ..MIl BY v.KIt.1 _

(lMKN<MI)

I

(I r rNr, ~OKEN AP«l PEAD.
If fve, SEE ITEM 82.)

(BROKE ':I. EHCIPHERM[NTS.
rvo·" IN SOlUBLE STATE.
fvo-5 BEING WORKED ON.)

(LNKNCMt)

(LHIOENTIF'lm)

(UNKNCWN)

(UoIID£NTlfl£D)

(Uol IDENTlf I [[l)

(fve·2, rW-3, rVll~5 8ROK[N
BY A5A IN 19'3-19". fOUR
OTHER ENCIF'HEMNTS SOlY£O.
THREE OTHtR5 IN PROCESS or
SOlUTION. ONLY ONE IS CUR­
RENT. )

T 3553

T 1~3

I 31 F 5

T 1661

T 16211

T 1521

T 918

Ti'1I61 Tj"!'lT 1"1 T 1~
T I~Z

T 3537

C()olPR()04ISE()

C()04~""ISEO,"""

COolPRCJolI SED,"""

PROBABLY NOT I 16e PF 7,
BROKE" 19-21

POS~IBLY
I ~ P 2

R"O

C.()ol~ISED,"""

F'AOBABlY NOT T 17f11
READ

C""PA"" I SEDI"""

,

BROK(N At«)

"All

Cl)olPACJ04ISED

I"""

, OKW

, 01«

, OKW

, OKW

, 0....

'ITALIANS l'

, ()KW CC»lPIH)oIIS(O

t P(RS l Sf NO BOOKBREAK­
IHG DONE.

, .
, ""'"

, ,

.""'"

1941 G(RMANS

, OKW

19~ SIN

I

, - ,

, - ,

1939 - .,

1918 - ,

191Jfl - .,

194¢-<CUR""J

,

,

,

,

,

,

,

,

,

,

,

,

(fvol

fve; 19"3-19"5r",-, ,
AIC) ~-
SI8lY
rve-z OR
rve-3)

ItNr'j OP 194\ - ,

'''''

,

,

,

,

,

,
f 152

,
,

ru l'ru •
ru ,.
ru 2,
ru 1

,

,

,

,

,

,

,

,

ICTION­
IR'
HlffRE
AVAS

ptRHAPS ENC I -

AOOITIV[ [NCIPH(RM[NT SYSTOol".

II-FIGURE '-PART COOE •

·Coot FOREIQN OfFICE 0I:l HANOI MESSAGES.-

1I-r1GlRE 2-PART COOt. ALWAYS ENCIPHERED BY Sl~· FlO 12
Plt OIOIT fOR DIGIT SUBSTITUTION.

1I-r1()JA[ '·PART CODE:. 1P()ICATOR 66666. U$E:O eE- , f coo
TWEEN PARIS AND DUElL IN.. OUBLWE

·CIPHER TASLES 111a.- TRIGIUPHIC SUBSTITUTION. S-B 6111 ,

li-rIGURE 2-P"IH COOE (NCtPHERtO BY ONE-TIII4E; TPANS
POSITION KEYS, 13-27 lETTERS IN L(NGTH. TAK(N
rRCJ<l' THE ENCOOE. KEYS ARE ReVERseD BEfORE USED.
rOP USE By fRANCO fOLlSH MIUTAPY MISSION.

Z-LETTER ENCIPHERING hBLES REPLACING THE Sl()AMERI
SYSTEM.

'i-fiGURE 2-PART COOE. (JOCAM) OR
(COOE (M~

IREj

'i-LETTER 5-r1GURE ?-PART COOE.
PHEREO BY TRANSPOSI TlON.

1j-r1GUFlE I-PART COOE, NOT STRICTlY ALPHABETIC.

"-:rIGVRE-'-PART-CCOE VSUIlG TRANSPOSITION ENCr-
F'HERM[NT. (SPEC I AL P"C.I NA TI ONS "SS r GNEO - TO EACH
STATION. ONE G("'ERAL P"GI"'ATlON'.)

ONE-TIME T1UNSf'OSITlON K['I'S or VARYING LENGTHS.
USED BE1'\o(EN fRANCE AI\lO R()olE.

I-fIGURE (2·PART) COOt. HAD (Un E"'CIPHERIoI[NTS. (COOE (M~
rve-'i USES COU....AR TRANSPOSITION WITH NULL IRE 19"3)

PATTERNS ON A KEY TAK(N fR()4 THE (NettiE.)

79 CONSULAR

76DlPtl>lATlct

71 OIPtCMATIC.
CONSUlAR

78 DIPLOMATIC,
CONSULAR,
CCilONI At

81 ~~UTARY
ATTACH[

82 (MILITARY
ATTACHE)

73 OIPl()lAlIC'

8m C(Mo4[RC IAl

83 (MILITARY
ATTACKE)

8" IUTARy
ATTACHE

88 IUTARY
ATHCHE

86 IllTARY
ATTACHE

~ANC[

fllANCE

fRANCE

r~ANCE

fqANCE

fQANCE

. nUNCI:

I
loi"'UU NO. '-2
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THE SYSTEM 0'
ASA nEMARKS

OF
AT

PARENTHESES)
TICOM ISTATUS

RESULTS REFERENCE!
I

I WHEN
ATTACKED

AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN

DATES
OF

USE

AGENCY

AXIS

LN.~.M~ O~SYST_E.M~
~QlL~TRfI '
OF ORIGIN\ AXIS U. S. A.

SYSTEMOF

OF EUROPEAN
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY
-. --_.. - - .-

(WITH

RESULTS

DESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

rRANC£ 89 COLON I AL I-PART COO£. 5 OR MOR£ L£TT£RS P£R GROUP. , I 'J ? COMPROMlsm : (UNKNO""N)

91 COLONIAL 4-r1GUR£ 2-PART COOE. (tlOW UN£NCIPHERED.
(NAVAL. MllI- HAD 2 MAJOR £NCIPH£RMENTS.)
TARY, DIPLO- I
MAT I C ATTACHE)

rRANC£-- I¢I (ARMY)
rR££ FRANC£

--
--

--

-- tp

--

_.

(~DT READ)

(UNKtlOllN )

( UNKNQl.N)

(UNKNOIIN)

(UNKNOIIN)

(UNIDENTlrlm)

(UNKNOIIN)

(COMPROM I SED COOE BOOK.
BROKE BOTH £NC I PHERM£NTS.
READ 1¢(il:£.)

(COOE BOOK COMPROM Ism 1945
ArTER SOM£ BOOK BR£ AK I NG HAS
DON£. ASA SOLvm £NC·IPH£R-
MENT. )

(COMPROMlsm 1942 ArTER SOME (rBU BASIC
! WORK WAS DONE.) BOOK: rBT
I f£PAGINA-

ION)

(UNKNOIIN) KASA KNOWS
or NO £N­
i: I PH£RMENT
ON rBT)

T 1621

T 18¢2

T 1521

T 1521,

ORIGINAL VER- I 16¢ P 6
SION READ. I III P 5
"'OOlrl~D VER- I 31 PP 1, 1.
SION NOT R£AD. D 0>' P 1

I

COMPROMlsm
I¢(il:£

RECOVERm 2(il:£ T 3248

I COMPROMISED T 1672

1 1011I:£ .

! KNEW INDICA­
TORS

COMPROM I SED
I I¢;l:£

I

I

TABL£S I;l¢:£
COMPROMI SED

'} I TALI ANS

? ?

? OKW

? G£RMANS

? DKW

? GERMANS PARTI ALL Y RE-
~ ~:~eCONSTRUC TE:l

AND 1~:£ COM-
, PROMlsm

? ? ; WORKED ON T 2457

, ,

19411 PERS Z S NOT READ PRIOR D 54 P 13
TO 1941 rOR
LACK or H£LP

I '} SID

.? - ?

'-1941-1

1926- ( 1944)(raT)

(rNC)r CCL 29

JBC 38 (BC 38) (1944 -CURRENT)

I !
B-211 AND (B-21' ANC(ABOUT '938 - Ii APPROXlrolATELY
IV-211 Wln~OoI,lm CURRENT) 1941 OKH. OKW

I
SURCHlr- B-211)
rREUR I

!

MX j '! ? , - ?
,

I, 9 MARN£ , ? - ?
I

I
I I, ? , I ? - 1941

I
I

I
i,

r 13 1 ? - 1
,

(1926 B)

(COOE v) r COL ¢¢¢ (rNB)HAS

'-L£TT£R '-PART COO£, SOM£TIM£S £NCIPH£Rm.

5-L£TT£R I-PART COO£.

£NC I PH£RM£NT TABL£ rCR 1926 B.

5-r I GUR£ 2-PART COO£

5-rIGUR£ I-PART Coo£. BOOK HAS 3 S£TS or TRI-
GRAPHIC PAG£ D£SIGNATIONS rOR £ACH PAG£, ALL AT
TH£ SAM£ I NT£RVAL AND PROGR£SS I NG BY ON£S.

5-L£TT£R I-PART COO£.

HAGELIN CIPHER MACHINL (6 \/HEELS, VARIABLE PIN~ BC 38
VARIABL£ LUGS. SLIDE, MAXIMUM KICK OF 27.)

RUNNING ADDITIV£ ENCIPHERING SYSTEM rOR COLONIAL CoM.A.N.
1923 COOL

s-rIGUR£ (I-PART) COOL (APPROXIMAT£LY 8,ril¢¢
(JROUPS. SIMITATION ON rlRST OIGITS TO ll, I, OR
2. rlRST UN£NCIPH£R£D: LAT£R SOM£TIM£S £NCI-
PH£Rm BY AOD I TI V£ ON I¢ X Ill! DA ILY SC;UAR£ WI TH
RANDOM COOROINAT£S.)

4-rIGUR£ I-PART CODE.' SOME GROUPS SENT IN CLEAR. CHlrrRE
rOR US£ IN ALG£R I A. SPHL GROUPS BEG I N WI TH 51 6¢
OR 53 AND £ND WI TH 52 OR 54.

CIPH£R MACHINE EMPLOYING FRACTIONATION. SUBSTlTU- B-21 I

~lgNt ~~£~~C~I~A~~~~'OF (~~58s~ X~~~~~~~
V£RSION HAD 1¢ \/H££LS AND 4 SHS OF PLUGS.)

94 COLONIAL'

91 CCLONI AL

92 COLON I AL ,

98 COLONIAL

96 COLONIAL'

93 COLONI AL

99 COLONI AL

95 COLONIAL

Ill>' ARMY

rRANC£

rRANC£

rRANC£

rRANC£

rRANC£

rRANC£

rRANC£

rR ANC£ - - 9lil COLON I AL
VICHY ANO
rR££ rRANC£

rRANC£

rRANC£

rRANC£

I
CHART N". J-2
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THE SYSTEM
ASA ~EMARKS

OF
AT

(UNK,~OWN) --
~

(UNKNOWN) --

(UNKNOWN) --

(UNIDENTIfI ED) -- .

(UNKNOWN) --

(UN I DENT I f I ED)

(UNIDENTifiED)

:(READ. CAli BE BROKEN BY STA-
TISTICAL "ETHOOS.)

I 160 P 6

I 1611 P 7

T 1646

I 170 PP 2-3 (UNKNOWN)

I 16p PP 6.8 (UNKNOWN)

If 15 17 P 5
1f 1523 P 7

1 160 P 1,
PP 12-1'1

I r 1522

TICOM ISTATUS
REFERENCE'

I

PARENTHESES)

READ

oEAD

NOT READ

READ

C().lPOO"lISED
1~

READ.

READ

SOLVED ''10 I' 9162,tp36fREQUENTL Y I"
READ BY OKH I 4~ P 4
AND OKW. "AY I ~ P 5
HWE BEEN READ I 48 P ~
BY 51"'. I 4i PP 6-7 ;

, I 7 PP 2-3
I 7 PP 4, 9
I 31 P 7
I r 107 P ~
I r 1518 '

~r 1~5e4
T 16h

READ BY GEo­
"'ANS A>lD 51"'.

I
PROBABL Y r I RS
BROKEN BY OER­I"'A"S.

? OKH

? GERMANS

, OKW

, OKH

, OKH

, WHEN
ATTACKED RESULTS

AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN

DATES
OF

USE

AGENCY

AXIS

( .PPROx I "ATi:L Y 1941, OK~
1936-cURRENr) 194Z OK'W

1939 51"

? 1943 - ?

I

? I 1935- 19 40-'

I

? ? - ,

,
1942- 19 43

,

? 1939- 1940 ? 51M

? 1943- 1945
,

? OKH

i
I

I, '<l4tAPPROXI- ? OK"
.MAUY 1945 I

f 51

,

M.C.

OF EUROPEAN
AS LEARNED FROM rlCOM

ANNOTATIONS FROM ARMY SECURITY
... -

(WITH

RESULTS

DESCRIPTION

4-LE1IEO ?-PART CODE.

I
)-LETTER '-PART CODE. rlRST 2 AND LAST GROUPS I

I ~7gN~-r~~~~E;~ ~~G~~~~7~~ ~;R~~:~ONA" T~ANSPOSt- I

'5-LEHER ?-PART CODE. ENCIPHERED ey SIMPLE TOANS)
faSt TI·DN. "Ill D.ILY KEY CHANGE."

3-LCTTER I-PART SMALL COOE. KEY CHANGED EVERY
2 WElKS.

3-LE1IER ,-P.RT COoE. '"IELD TYPE.

4-LE1IE~ 2-PART CODE. UNENC I Pf'EOED. COULD BE
USED 'S A 4-rIOURE I-PART COOE ENCIPHERED BY
"TABLES 3. 1~~. 'NO 103."

CI?HL'R .... .4CI-fI'J[, '-!'GElI\I r'PE. 5 \o,""I((LS (QXEO
LUGS, V.'OI'OLE PI~S.)

,]-LE1IER I-PART COOE, THE MIJDl.E LEHER BEING ONE I
'Or THE 5 VOWELS. SEVER.'L ENC I PHER"'E>lTS WE~E USED
LATER THE ENC I PHER KEY CHANGED "'ORE rREi;UENTLY.

I

i
I

I MAl: ~{I ~( C I ='H[I-~S. I
!
15-LETTER '-PART CODE ENCIPHERED BY DIAGONAL B .•NS1
I ~OSI Tt ON BY "'E M'S Dr • NU"'ER I : AL KE Y DE R t vcn fROI-I
I A KEY 'o'ORO. KEY "ORO CHANGED MONT.-<Lr. LATER .
,EVERY 1'0'0 WEEKS. I~ WEsr ArRICA LEHC:R SUBS11 Tu-I
I TI ON T'BLES WERE I NTROOUC(Q WI TH • MO"T;LY CH.NGE

rOR T.;E I>lOI:ADR GROUPS. '

SERVICE

104 "R~Y

le3 MI L I T'RY

1 Hi (ARl.1Y)

111 'R"Y

COUNTRY
OF

ORIGIN

fR"/CE

rRANCE

f~ 'NCE

rRM'CE

r~ .'''n: -- IIi" ('OM>')
r~EE fO"'CE

rR"/CE-- 109 .RMY
fREt: rRANCt:

r~"·'K[

rRANCE

rR"ICE

I 16ll PP 6, 8 (UNKNOWN)rRANCE

rRANCt:

II~ ARMY

113 AR"Y, AI R.
~AVY

13-LET TER I-PART SMALL COOL I )E>lT I CAL I N CON- I
5T,UC TION iO I TE'" Ill, SUT VOCABULARY MORE ADAPT-
ABLE TO 10'1 RELESS TRAn'l C. KEY CHA~GED EVERY ~

WEEKS.

I

,'" ~[D 3-LETTER. 4-rIGURE, .'ND 3-r1GURE Z-PARf i
COOE. E"'ERGENCY COOEBOOK rOR USE I N NORTH ArR I CA;

.BOOK DIVIDED INTO SECT I 0115 rOR THE USE or THE
,THREE SERVICE~.

G..... A.

APPROXI"ATELY
1943- 19 44

, OKH

? ?

READ

T 1790 (UNKNOWN)

I
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY

..
T1COM EfATIJ!) CfF ,HE 5YST~Mkl1di.~M.~ __OF _ 5r5T~M ~ DATES WHEN

OF SERVICE DESCRIPTION OF SYSTEM ~~~1~: AXIS US.A. OF ATTACKE&.. RESULTS REFERENCE. AT ASA MARKS
ORIGIN • USE AND BY I'tti ,

I
C'll'AflCC-- l'lli ARfoIY TWO ~r1(lUR[ .2!-PART CCXlCS WI1H ASOUT 5d.~ , , , , . , , 51"1 READ ArTER Ilf 1~2 P I. (~ID[NTlrlEO) ..
VICot'f GflOU • VARIOUS $YSttMS or t:NCIPH[AM[NT5 US[l). BEING OEPOS- AP NDIX A

USED BETWE:t:N rA"I~C[' AND COLONIAL ARMIES. IT[D WITH, I 1o"",ISTIC[ COoI-;, "'ISSION
, ,

rAAIrilC[ 115 I'RM~) '-r1GURE l-PART CODE. , , , 19"3 • , , 0"" BAIJK[N AND I 17- P II (I,NI OENTI rI ED) ..
I READ

rRA'IIC[ lib (A~~) I(5'''''U1'' '·...T COOC. "TE••[PAOIHmo. 3 SySTEM[ , .. 1923 - , ,
""" C04PROolI SEO T im (CC»4PRl»4ISEO BOOK I~J OR ..

EN(;IPH[RMtNTS IN USE SIJ4JLTANCOUSLY.) C~YPTO· ,.".,. T ~8. NO TRAffiC. WORK
, IGRAPHU;",C T [.)

.MODCle , T 1621
1'9'3 ,
1'9330 I

rOAMeE 117 "ILlYARY TRANSPOSITION K[YS fOR SySTeM 19.?3. ,
'~r'

, .. 19~1lI - , 194~ GCRMANS COMPRCMISED T 3013 (CODE: 8M CCNPROMISED. SEE ..
, ,

'3 ' i . ,""" ITEM 11 .)
I

rIl'A"'CE 11r:'IA~ ,-nCUIl'E '-PAQT COOtS. USED IN rRANCE, "lOATH , , , '-19113-191147 , ""; NOT RE:AD BY I 1611 P 7 ( .... ID£NTlrlED) .-
I ArAtCA, \o'[5T ArAreA. AN[) ECU"lDAIAL ArQICA. , r(BRUARY 1911,

,RA"'CE-- 119 ....AWV !I-riGUAE ~-rIGUQE emf ">E:NT IN ,-fiGURE: GROuPS. , , I , , - , , 51'" NOT AEAD Ir 1,22 p 2 (UNIDENTIfiED) ..
rQEE rAA'\lCE E:NCIPt<E:RE BY ADOITIVE SYSTEM. t,
rA'~Ct'" I<!("t AAM't" II-fiGURE ,2-P'AT COOE:. 'iIofOAT COOE. 5CNETI'oIE:5 COllE , , , -, 'I ,. OK'" COMPR04ISE:D I T· Uilil/l (UNKNOolN) .. I'i,

[NCIPIi[RED BY DIGR .... PHIC LETTER SLeSTlTUTION. CHlrrRE ,""" INO. ) ,
I I

,
P~'lIIC[ 1.:'1 APMY ~-flGUA[ <!-FART rlELD CooE. ENC IPHE:REO BY A I I , r 11: ()Q , 1937- 1939 '931""" SOlVED 'ND I 15 P 6 I (lItKHOl'l) ..

DIGIT REPeATING ADDITIVE. INDICAi~ \0·....5 55555. •• READ • (NCI- I jP' I. PHERING TABLE T 3 ...11
COoIPR()iII SED
1"~.

nU'V(E I~~ ARMY 1I-r1;'UA[ <!-PART cooE:. APrQO.~IMATELY o,¢¢~ SEIl"E: 67 , , • '-I9l.l'-' , ""w CQMPRC»4, SED T :m ( ....KNOW\I) ..
CROUPS. E"'CIP~EIlED BY DIGRAPHIC LETTER 5l1SSTr- ,.".,. T

I TUTIO".

123~AINY
, ,

rQANCE 4-r1G1JAE: .:'-PAAT COOl:. AFPROA,/l4ATELY 5,,~1 ClIHC'" ,
I

, , - , , OKW COoIPR()I1 SED T 1794 (UN~) .-
GROUPS. OUi"AP'iIC LEYrEr:' SleSTlTUiIO". SIMILAR DANCE NO. ,

II~ II TO ITE'I<t l.r::i. 3

I
I -

I

I
I

rRANCE: ~.-4 "A~Y 1i-r1GiJRE: ~-PAAT CODF. ~COOE:
, , , . , ,

""" C(HlRCN ISED T 1066 (UNKNl),IN) .-
'OHrrRE: I

'I~
,

,SEAlE 68 I,
IT

, I I COo4PROolIS£DrlU"lCE 1':'. ARMY Ii-r IGU~ i-PART COOE. E'fCIPHEAED BY LETTEr:' SUB- SEr:'IE 09 , , , . , , OKW ,6)6 (UH1<"",,,,) _.
STI TUTlQr' WI T>+ VA~I ANTS. "'" GAOUP BEGINS WITH a. I

I$!-'. I
rp,PK[ T.!6 AANY' !;-r1GURE: ~-P'RT COOE. SEAlE" 71 ,

I
,

'-19~¢-'
,

""" I AL~T COM- T 871 ( ....K.,e»r) . ..
, ' PLETELY RE:- i,

COV(RE:D

I
,

rAA~E 1.:7 ARMY IH'IOORE <!-F"AT CODE. USCD BET\oII:EN "OATk 'rRI'A ATMli3 , , 19!r34 1945 19!r1l OK"I i RCCOVERCD ANO I I 1015 PP 7. (l,iMK~)

I
..

INC C(IlISICA. r:'[Vi:RSE:O lin. ("AClJP SUBTRACiCO rRQ4 R[AD 111-19
THE: 31:0 CPOUP ALWAYS GAVE SAM[ DlrrEIlE"'CE rOQ ALL I i

,
I ~'!iSAGE5. ,

I
I

I
I- ..........-0;0·'

.. ..
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. RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY NAME OF SYS EM DATES I WHEN TlCOM STATUS OF THE SYSTEM
OF "SERVICE DESCRIPTtON OF SYSTEM BpUNTRY AXIS

I OF ATTACKED RESULTS REFERENCE AT ASA ~EMARKS
ORIGIN F ORIGIN U.S.A. I USE AND BY WHOM

rRANCE 123 ARMY 4-rIGURE 2-PART COOE, ALWAYS ENCIPHER£O. ArR , , I'-1942-'

i " GERMANS CC»4PRC»4' SED T 3683 (UNKNOWN) -- '-, 1¢~

:
rRANCE 129 ARMY 4-rIGURE '-PART COOE I.'ITH SHORT REPEATING AOOI- , , , 1944-1945 , OKH CAPTURED AND I 16¢ PP 7, 1~ (UNKNOWN) --

TIVE, WHICH MAY HAVE CHANGED W£EKLY. GROUP I WAS READ

I
MESSAGE N!.MlER; GROUP 2 GAVE N!.MlER Dr GROUPS:
AND THE LAST GROUP WAS THE INDICATOR GROUP. ; ;

! I
rRANCE 13¢ ARMY 4-rIGURE '-PART COOE WITH SHORT REPEATING ADDI- , , , i 1944-1945 , OKH ' READ 116¢PP7. 1, (UNKNOIoofl) --

TIVE. US£O I N TRANSPORT NETWORKS IN '10RTH ArR I CA
EXTERNAL C...ARACTERISTICS SAME AS THOSE Dr ITEM I

129· TRA'ISM I TTEO IN 3 -r I GURE GROUPS.
I

8) (UNKNOIoofl)rRANCE 13' ARMY I 4-r'GURE '-PART COOE CONSTRUCTED BY A COOE "TABLEI
,

I
, , I 1944-'945 l' OK'"' READ , ,6¢ PP 6. --

IN WHIC'" RANDC»4 2-DIGIT COORDINATES rORMEO THE
I :

4-rIGURE GROUPS. ENCIPHER£O BY D~ILY CH~NGING
rlGURE SUBSTITUTION TABLES IN "ONTHLY CYCLES. I I

,
I I

,

rR~NCE 132 ~RMY 4- r I GURE '-PART COOE ENC I PHERED BY "ORO I NARY" ,
r99J

,
I ' - 194Z 1937 OKW SOLV£O AND T ~gll I (UNKNOWN) --

TRANSPOSI TlON. IREAD I P 6

I( '-1942-CUR-

I 176 P 2

I
rPANCE-- i33 AI'l'4Y (4-rIGUPE I-PART COOE NOT STRICTLY ALP... ABETlC, (GA....A') , (rRE 4) , GERMANS INOT READ T 312 (CODE BOOK ABOUT ~ RE- --

~rREE rRA'ICE ENC I PHER£O BY SUBSTI TUT I ON or A TR I GRAP... rOR THE I RENT) COVERED BY GeCS AIDED BY ASA.

I'll TI AL DIGRAP.... SUPERENCIPHER£O BY TRANSPOSI- i ! E~' PHERMENT SYSTEJoI ALMOST ~
TION KEY TAKEN rROM THE MAGAZINE "rRANCE L1BRE", I CC»4PLETELV CC»4PR()04ISED BY

vOL. IV. #23.) 5-rIGUPE INDICATOR REPEAT£O AT

i
GCCS. READ AT ASA S I 'ICE

THE BEGINNING IN REVERS£O ORDER. 1944. )

I

rRANCE 134 AR"Y' 4-rlGURE I-PART COOE TRANSMITTED IN '5-rIGURE ATM , , ~EroRE 1939-'
, GERMANS CC»4PRC»41 SED

T ~~I
(U'IKNOIoofl) --

GROUPS. WAS ORIGIN~LLY A 3-LETTER 2-PART COOE. 1~ T 23

i~~~~~~~~"~~~BiH~!1ID~~~~ T REPEATING AOOI TlVE CON-
lIP 18

rRANCE i35 ARMY' 4-rIGUPE I-PART COOE, REPAGINATEO. VAP I OUS EN- G.N.l; , , 1927-194!11-'
, OKW CC»4PROM I S£O T 1641 (UNKNOIoofl) --

C I PHERMt:NTS USED. SOMETIMES ONE-TI"E TRANSPOSI- G.C.l ; IlIIZ" i 16~~TIO'l KEYS. SC»4ETI"ES A REPEATING ADDITIVE. G.r.1 :
G.R.I:

i ~:lCODE B.L,,"

CODE B'J;~G.L.1 : T 52

REPERTOIR T §4
19,,7 T I I

T 1755

rRANCE-- 136 APMY' 4-rIGURE I-PART COOE, NOT STRICTLY ALP... ABETIC. CAR'IET DE I '1 , 1941 - , , OKW COMPROM I SED T 1647 (UNKNOIoofl) NOT GI VEN

VIC"Y ENC I PHEPED BY ADD I TI VE TAKEN ,ROM A TABLE. CHlrrRE- 1~ o ARMIS-

MENT HP.L~
TICE COM-

[SSION.

rRANCE 137 ARMY 4-rlGUPE I-PART CODE, NOT STRICTLY ALP... ABETIC. SERI E 14 , , '-194!11-'
, OKW COMPROM I S£O T 18~1 (UNKNOWN) OT TURNED

VAR I A'/TS US£O ON MOST rREeUENT GROUPS. 2-DIGIT 1~ T
:Z,,6

pVER TO
OlrrERENTIAL rOR GROUPS REPPESE'ITIN~ PLAIN TEXT T GERMANS OR

DIGITS. CODE TO BE USED ONe Y WI TH ENC I PHERMENT-- T :m I TALI A"S
LETTER OR rIGURE. TRANSPOSITION ONE-TIME KEY T AT ARMIS-

USED. i

I
TICE.

rRANCE 1)'1 A.....Y-COLONI Al 4 -ri GURE 1-PAOT CCOE WI T'" LETTER ENC I P"'ERMENT-- , , , , - i939 , SIM READ Ir 1519 P 2 (UNIDENTI r lED) --
" OR ) ALTERNATIVE LETTERS rOR EACH rlGURE. ____J~ I

I
,

GHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROllll TICOllll SOURCES

(WITH ANNOTATIONS FIlOM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY

~< OF YS~~~
OATES I WHEN TlCOM ,rATUS OF THE ,.~, OM

OF SERVICE DESCRIPTION OF SYSTEM ~~1f AXIS
OF ATTACKED RESULTS REFERENCE AT ASA

ORIGIN US.A. USE AND BY WHOM

rlHIfCC ') "., li-rIGuP( l-PAPT (00[. II!'(O r~ !"'''Ll tr.IIT':. 5(~'( reJ T ,
I. T_ '~I· ,~)O.'I,

""" (.l)tPP()ol,SCO Ii '~~ I(Vtt.NDoM) --
jJ!,(D t.N(N(IP>f[IlW Ir "10 5((UAIT'r A[t;,VIR[O. S('tol[- (A1lt4(T w: ,'''' ''''11~S [N{IP!i[PCO By ~-OIGIT ~P[HINC "DOITIV[ ourrp[- IC3-'i!
~ICH rp(':'IJ(NTll' CHANG£.O. Iol(NT

I
rPANC(·-

"
" .... l!·nClJP[ 1-PAPT eoo(. , , ,

I ,. r93'~-' , Okw CI>oi'PR('MISED , 16£~ (i,f.\IIIN~) --
(rJltt (RANCE) , lb31'1

rp.A"l(r " , "'''' 4-r1ClJRc I-PART (OOr. TIlA'-'SP()5CO. , , , IrAI~ '0 1~39 PRIOR 10 1~~9 11("0 " 1~.19 p I (\J'IIOENlIFlCO) --,
"0 I
I

HU"I«(.·· ,., ...., "'r1~[ I-P"IlT (0(\[. [tjCl~("rP ~, LeTTeR S"'- , ,
{r tal l~li.(CUIl'J~(NTJ T OkH "00 1 l~ Pf' T. " {~()I(["" A'O eCII..G 1:'["0 ''''1 --

(rACC rPANce) STl TuTlON lABLE. rlAST ~p ALIoI.. \"S TTSf.

I
,
I

"'''''' ") AFOCi. '" "41~r 1-I'"APT (OOr. NQ1 S1j:>I(flV All'"tf"(l.CT'e.. J :!. COO( , ,
't-1()11~-1

, "'.W CCN~IS[('1 1 9(110 IC-> --
'. !

rr~A!<o/I';( 11111 A~ 3-r tG!.Pc .:'-1"101"1 cooc. Pl:te"8LT .. nnD (OOL IUPHCT , , 19391. 1';l~2-"!
. Ok" ((Jo'IPPt>o I 5CO , 1736 (~K~l --

PCOUI T~ """2i!2

fPA""C ,'5 AIltoly1 )-rlGtH"C I·P~l (OOE. NOT STPI(Tu "LI"~""(l.(TI(. COOC oi r 23 , "!_Ic,g·, , G(""'J.'115 PC((\.·0'5TPO( 1[0 T m:, (ltll',HCMl) --
S["VICC r.~\{; f"CP>fAPS r
1~26

I
P"IlTlAll)
COoIPtI'QolIS[('l.

fPA'l([ 111& ''''' 1·f lGU'>C 1-PAlH (00[. U"A:O TP.....S~ITlt):'I EN(I- , r ~IL (fMG II?) 1911~ O'lLY , ,
~ID .""':~~ CD O't. T 1')21 (l/'lF'(A!.'''SLE. aE INC 1oII)ll1\(e" --

iP!iCP"!tNT. Pl;OO"!ll·, NOT ON.)
PC":',

fP,,"I« '" .... RMy l-fiGUPC SUlSlITU11QN' !ABLE WITH AL TCPtJ .... TI VE , , , , - , , O>H Il-[ ..~. , H~P P .; (~~.NCMl) --
CCUIVALENTS. lISCO I'" STPIA.

f"PA"'(Co, 14~, .... PNy (OOC VALUES IN BLOCIlS OESIGNATCD e, flGVPE fOP , , , '! - ., , (,EP"'A'lS PCA~ P"f'T1ALL I f 1~<:3 (lJ,'11IDEtHlfIEDI --
niH fPANCe BLOl':K, LETTEP fOR LJI'l(. flGUQC COULD BE Ste- T sr"

SliTUTrD Sf DIGP.APfI. ~,[D Itl ')YI'"I ...

nUNC, 14~ "'..... SueSllWTI/)fIl T..al[~·. .? lEI1[PS PC,· tltNeEP. , , , 19L~ • '1 , «,w r.('NfPO'o!'I~EO 1 1749 {1·o~IOl :~T I r I [['I --
I

rp4"1(( 1'5~ (4J:Vr) (IP!iCP SVSTE". SI"'f'Lf UTT[p SUdSTlT1JlI()tl. , , , '!.".4V~ T O>H I F:("~'
, 17'l~ P Ii (I."IDCIIl I f IHI) --

~U£lS"f'll"'O"I ~[l~..... ·ID P(\Jt[S e,uJbtr· [V(I" I" DAfS

I
r~"!'It[·- \'p ....... (INt., -to.. t",,- I , , ., - "!' , ".H I:'t ..~ , 7" I' ~ IV'lKP~~) -.
fPtE rll' ..N(E B[DO\.Irtl~ ,

fPAtleE' - 1'2 ."" I;IP!itP' ·C;(~"'I(r , , , - T I , ""H "t ..o:· , 711 f' ~ (V"''''''(''''N) -'
rpH fpA'f([

"'"""1
I

rPA"CC .. 15~ ''''' 3 ~s or EN[_!!):!;F:_I~ "'-f·~··~U!(_P ['Iet:~F'!:'~. v~". _ , , &J'Pll IQ40 , , «(Nr"FI)oof'S(('1 _r 35~.7 ~~-,,~rJ"U) --- - 1C\~--
.- --- . - _. - - - .-

I
rpAN" '5' AP'411 TRAtJ~~ITlry.oJ EN(IF~(~"'CI,IT P.AS[l' (lrl .. Itt .......:"P(, o. I , , , , , , tPle I fHtP I I¥>

I
T }'Y:; (!J",(IO.",o.r,l) --

TAKeN r~ THE [11(((1[. OI~((tIO:-l~

Co-tP~()ol1$((1

'~J I
I

-- I
t",", 00. 1-.:
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M
REMARKS

THE S
ASA

OF
AT

(LNII.N~)

(UNII.NOo'N )

(UNKNDo'N)

(U:IlIOENTtrlEO)I 160 P 6

TI COM STATUS
REFERENCE

I I 17" P II

PARENTHESES)

, : 1 1736

,
C()oIPR(Jot ISED 1 1736
"$

, • ' T 1736

t04PROtolI SED IT 1736,-.,
,

C04PP.l)41 SED . T 1736
,.., I

I READ

, OKW

, OllV

, DKW

, 0'"

, "'"

, OKW

, 00<"

WHEN
ATTACKED RESULTS

AND BY WHOM,

'OKH IREAD

CRYPTANALYSIS
SOURCES
SOURCES IN

, - '!'

19'\fJ O!IIlY

1939 ONLY

1939 ONLY

,

,

,

,

,
,

,

,

,

,

,

,

LNAM F SYSTEM DATES

~~~~ AXIS Us. A. • UOtE

i
~CL[r 1ERO..,

I
CltF lERO
CZ

ICltr lEIlO
D Z

!CLEr ltRO
'E Z

I
I

SYSTEMOF

OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY(WITH

RESULTS

OESCRIPTION

TR,l.NSP05ITIO-" [NCIPH[RM[NT BASED UP(W A KEY. 111- CLEr l[RO
2'5 LETTERS I N LENGTH. TAKEN fR()4 THE [HCoot: fOR B l
l,$[ ON CODE R". REPLACED BY CLEF ZERO C 2.

ENCIPHERMENT fOP USE. 0..., CCX)[ Rio. R[PLACED BY
CLEF lERO [' 2.

[NCIP\ol[RIoI[NT fOR USE ON COOE "". R[PLAem BY
CLEF' ltM» 0 2.

CIf'HtlO' SYST[~ USI~ SIMPLE LETTER Tlu'l5P05ITICN.

il-LETTtR A[PEAlING TRANSPOSITION KEY US[D ON
CODE R.... USED DURING "'Qo\IT"!' or S[PT['E!EA. 1939•
REPLACED BY CLEF' lERD B ,t.

SIMPLE' TRANSPOSTION. USED IN SYRU.

'III-fiGURE I-PART CODE, NOT STRICTLY ALPHASE"T1C.
SCM: TI "!E:S [Ne I PH[R[D.

SERVICE

161 ARMY

162 AlA

157 ARMY

159 ARNY

COUNTRY
OF

ORIGIN

fRANCt

fRANCE

fRANCE

rR""'CE

(li"ICENTlr Ito)

(l.~IOUHlrIED)iT I!ek

IT In3

I liZ P 6

I

I
i I IIc P 6

READ. C"F- 'IF 1'51'Ui
TUfEO CDOC 111.-
CLl'CING KE\'S
FClfl' ree .• """\' ,I
..,., JurI[ 19. I I

,
I

tOMPR()oIlSED

'.....

"AD

I READ

!Ct'MPR()lI!ED

, SIS

, OKW

, CO<l

, "'"

, co<w

1939 QII.L

I
1939 C£.RMA!IIS I PAF.TlALLY RE- I T 35."

CCJ.I51~lJCtEo.

, . ,

1938 - ,

, "-1939-'

I '-'936·'

,

,

,
,

,

,
,
,

,

D. S. D,n

!FC 1; 111

,
lE t(X)[. .
...IR-MARINE;
193!!

,

R....V.

IOICTION_

I
NAIRE f.T
voc.ABU- I
LAIAE GEO,
(iRAfHl'UE
Dl! cax
AERO; O.S"
• ''5

CCMlINATIOtIlETTER APC) r1GUAE CODE. PARTIAllY
PLAIN TEX1. USED FCif lIAI150N or ARMY AJrI) NAVY.
LESS 1!"AN Its' GROUPS.

CODE LNt I MRED.

3-FIGLRE ~-PART tOOL, CAPTIONATEO.

WEATHER CQD[. !1NG1..t DIGIT! "fC) LETTER!. ENCI­
PHERED E!'r DAilY CHANGING oIDD111'1[.

I
11-FIGURE laPART to[)[. ENC.IFHf:R£D BY LUTtRS
""ICH CHANC£D c-5 TIII4[$ " NONTI-.

'q-r1GURI: laPART CQX. NOT STRICTLY ALPHABETIC.

,
1.-r1~E lap~T CODE. [rICIPHEREO BY LET1ER~.

IE7 AIR

168 AIr;, NAVY

165 (Alit)

163 AIR

166 AlP

169 ,lIP. rOKlfRANCE

fRANCE

FRANCl

fR ..NCE

n"N(E

....
~---""""""":';"~lfl.~r-;..,..- ---

- -----
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DOC.Ire 3560861 e e
"

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
-'- . ,.

COUNTRY ~E__OF___SYSTEM--! DATES I WHEN TICOM TATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ~UNT~r I

OF I ATTACKED RESULTS REFERENCE AT ASA
ORIGIN ORIGIN AXIS U S_ A_ , USE AND BY WHOM

rRM.C( l1r, ~:A.VY ~I~ AOOI TI'/( ("CI~H(R"(NT SYSTEM rOR 0.5.-['> 1~7. Da5.-C I~ ? ? I '-1"4~-IQ41-"1 ? OK'.' CC\'4PP0'4IS(O T 18¢~ I(UNKNOWN)
_.

DAilY C"ANGING Re~eA;"jG ADDITiVe or VARYING I ' . ? SIS AND ReAD BY II' 15 6
leNGTHS WllICn CHA>lG(O ACCOODI>lG TO DAY or MONTH. OK\l AND SIS

rRA'I(( 171 NAVY AIR AD:) 10 , ve eNC I ~He~l,eNT (RePLACING') 0.5. -0 I¢~l. , , , 19~: -'I ~- OK\" Co-'PROM I SCO T 18j/6 I(liNKNWN) --
5IMllA" TC ITCM '711.

rRMKl-' '7t fJAVY ~-lC1Tf.R ,..:-PARl COOt. 15 VARIANTS 1()Il lACH VAll;[ C.S. u4 \' , 19411-' ? , COMPROM 15CO T 35)5 ' (UNKNOw'tI) --
VICHY, fRl[ OR ISMC4 Hz'¢:'
r.'MK[ I

rRM'Cl 173 NAVY 4-LCiT(R ?-PART COOE.
~:~~~6 22'

, ? I 194 1-1942 ., OK'.' COMPROM I 5(0 T le'll5 (UNKNCMI) --

IrRANCl 174 "AVY? 4-LeHlR CALL ~,ICN SYST(~t , 15MCI ? ? - ? ? SIS R[AO. CAP- II' 15j/6 (UNKNOWN) --
l(l),S.C 2<1

I

lURlO.
RlNO

rRANce 17~ rlAVY? I
IF 15~6 (UNKNOWN)3-LCTTCR CALL 5IGtIS. ? '".S.4 , , - ? , 515 R[AD. CAP- --

(D.S.0244 Tl:Reo.
VAT I

fRA"C[ 176 NAVY COMllINATIOU L(11CI< AND rlG'VRe cooc. SIGNAL [00(. C.S.·O Iv.' , ? 1936 - ?

I
? OKM C()IPROMI5CO T573 (UNKNOWN ) -- ~

I¢¢l'
~

rRAIK( 177 NAVY C()(JINAlION UHCR AN!) rlGURC COOC. 5 I GNAL COOC D.S •.-O I¢- ? ? '936 - , , OKM COHPROM 15(0 1 483 -( lINKNOWN) .-
1¢¢l'

15 -rIGURe 2-PARl COOC, wlIH ENCIPHeRING HOL[S.

i

rRANC( 175 NAVY T.B.M. 2 1.B.H. 2 , 1934 [)NLY 1934 SIS ReAD II' 15¢6. 17B. ( lJIIKNOIIN) .-
I EtKIPHeRHeNT SIMILAR TO TliOSC MCNTlONCO I~ ITlH I' 3
1 19 1•

rRANCl 179 NAVY 5-rIGURe 2-PART cooe WITH eNeIP'fCRI~G TABLes. T.B.M. 3 1.e.H. 3 ,
1934- 1935 1934 SIS RCAO IF

p
l1¢6· 17B. (UNKND'oo'I) -- <-

§NCIPHeRHCNT SIMILAR 10 THOSE M(NTIONCD IN ITEH
7· '

rf1ANC[ IeI'! NAVY 5-rIGURE 2-PARl COOl. ,.,.,. '5·'· " ? 1936 - 1939 1936 0104 COMPROMiseD T 589 (ASA HAS e()4PR~1 SCO COPY. --
V.N. 2, le~ NO TRAFrt C RCCE I VEO. )
O;~.B. 2
o.s.e. 3

rRANce-- leI NAVY 5-r1GURe 2-pART COOE. (U5l:ALLY CNCIPHeReo IlY T.e.H.56 {.l.26; (rBX) 1939-( 1943-') 19~9 SIS COMPROMI seD 1586 (HAVC COMPROMISCO copy CF --
rRee rRANce. RUNN I~G ADO 111 V( T~KeN FR~ A CHART.) V.N.~; 0.s.e.~54 19 2 0104 AND ReAO BY IF2J(¢4 PI' I. cooe AND eNC I PHeRNENT. R~-

VICHY A.R. J' ~0.S.B·~t9 I 0104 AND SIS. cClveo s~e TRArFIC IN 19 3.
o.s.e. 3¢ o.s.e. 1 i IF 15¢6 ReAD. )

'S2
,

"1939'?
i

1942 0104' COMpROMI SCD T588 ( UNKNOWN) .-rRANC(-- NAI'Y 5-1'1 GURe 2-pART COOc.
~o~· 1;1 ,

(VICHY rReE
rRANce I o.s.~ I¢!\

rRANCE IS3 NAVY 5-rIGURC 2-PART COO£. C.E. 58;
., ? '·194¢.' , 0104 COMpROM I SED T59¢ ( UNKNOWN) .-

D.S.B 2¢91

rRANce 184 NAVY 5-1' IGlN/e 2-PART COOe. B.D.G. 2l1't l. 22 ,
'935- 1939 1935 0104 C~PR~lseo T 585 (l;NKNOWN ) --

O.S.B If/! If/!~

I '1
I

I.-
~, , I

CHART NO. 1-2
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RESULTS

THE SYSTEMI..,
ASA ""EMARKSI

WHEN TlCOM STATUS OF
ATTACKED RESULTS REFERENCE AT

,AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

DATES
OF

USE

AXIS
TICOM

AGENCY._--- _.-

~T~...9.F SYSIf:.rL
5~~~~~1 AXIS U S. A.

SYSTEMOF

OF EUROPEAN
AS LEARNED FROM

ANNOTATIONS FROM ARMY SECURITY(WITH

DESCRIPTION
COUNTRY

OF • SERVICE
ORIGIN

fRANCE . 186 NAVY ~-fIGURE '-PART COOE. 4¢.1Z'¢¢ GROUPS, \11TH ENCI- TBM 21 TBM 21 , ! 1938- 1939
HERING TABLE AND 4,IZ'¢IZ' APPENDIX GROUPS.

fRANCE 187 NAVY ~-fIGURE ?-PART COOE \11TH ENCIFHERING TABLL TEIM 22; , , i 1939 - ,
fIl,lZ'¢¢ GROUPS. POSSIBLY I

TBM ~5;
ENC I HER-
M[NT ",,"11

fRANCE-- 185 NAVY
VICHY, fRH
fRANCE

5-r1GURE 2-PARl COOE. B.O.G. ~I ;~.O.G. 3¢ ,
C.A. 3~; OCIAK;
0.S.B.I¢7 "AMCUT

1939 - ,

I

, OKM COMPROMI SED T 587 (UNKNOWN), SIS lf1ll;l:1: BY SIS If 15¢6
AND OKM. READ
BY SIS.

i
1938 SIS SOLVED AND If 15¢6. 15 B (UNKNOWN)

I READ. PI' 1-25 I
I , SIS PERHAPS READ. IfpP~~ 168, (UNKNOWN)

fPANCE ISS NAVAL. OIFLO- 4-fIGURE 2-PART CODE. AOOITIVELY ENCIFHEREO. RO 37
MATI C, CONSU- AOOI T I VES \/(RE CHOSEN fROM 6 SETS Of 31 ADO I T I VE
LAR. COLONIAL TABLES, EACH TABLE WITH 8¢IZ'OIGITS.

, (feM) 194¢-( 1944) , OKM COMpROM I SED
lf1ll;l:1:

T 1789
T 584

(CODE 1m COMPROMISED; EN­
CI FHERMENTS BROKEN 1942.)

fRANCE

fRANCE

h?9 NAVY

19f/l NAVY

REVISIC·N Of THE ENCIPHERING KEY (168 Of lHE NAVAL CLEf
ATTACHE IN BERNE. RUNNING ADDITIVE: TO BE USED SP~CIALE

\l11H NAVAL COOE RD. (#63 fOR
BERNE)

4-fIGURE 2-PART CODE. AL\lAYS ENCIPHERED BY ADDI- DICTION-
T I VE TABLE. (USES SAME VOCABULARY AS RD 37-) AI RE E. x.

36; fOR­
MERLY RD
36

'-1939-'

1943 PERS 1 S COMPROMI SED
lf1ll;l:1:

1943 pERS 1 S COMPROMI SED IT 2442
T 244,
o 3N-A

(UNKNOWN)

(NAVY HAS WORKED ON SYSTEM.
ASA HAS NOT.)

fRANCE

fRANCE

fPANCE

fRANCE

191 NAVY

192 NAVY

193 NAVY

194 NAVY'

14-f I GURE 2-PARl COOE. 5 SYSTEMS Of ENC I PHERMENT.IUSED 1f/lIil ENC I FHER I NG TABLES.

I TR I GRAPH I C SUBS11 TUTI eN "TABLES # 13" TO BE USED
,ON B.D.G., T.e.M., ANO V.N. I.
I

4-fIGUPE I-PART CODE, NOl STRICTLY ALPHABETIC.

ENC IPHEPED CODE.

TBM I

0.5. -B
61 3

D. T.;
D.S.B 81¢

"1

TBM 1

0.5.0 3¢4

'-1939-'

, - "1

1933 SIS

, OKW

, OKW

, SIS

CODE AND EN­
CI FHERMENTS
EROKEN AND
READ.

COMpROM I SED

I COMPROM I SED

I COMPROM I SED;
READ.

T 919

T 9f1l3

If 15¢6

.(UNKNOWN)

(UNKNOWN)

(UNKNOWN)

(UNKNOWN)

fPANCE 195 NAVY DIGRAPHIC SUBSTITUTION SYSTEM, 2 LETTERS fOR EACH
fiGURE.

'-194¢-' ? OKW COMPROM I SED T 935 (UNKNOWN)

(UNKNOWN)

( UNKNC'w'N)

(UNKNOWN)

T 3562

COMPROM I SED
INS TRUCT I ONS

COMPROM I SED1m

? OK\I

, ,1941 - "1(XlO 51l,
6¢. 7~

C.C.S.
NO. I;
0.5.0 142

NAVAL KEY TABLES TO BE USED WI TH CODE E. X.

DIGPAPHIC SUBSTITUTION ENCIPHEPMENT SYSTEM PE­
PL AC I NC A MARCH 1929 ENC I PHEPMENT. COMB I NES
l. ETTEPS AND f rGURES.

196 NAVY

199 NAVY

197 NAVY

fRANCE

fRANCE

fPANCE

i
TRANSPOSITICN ENCIPHERMENT SYSTEM WITH OIGRAPHIC O.S.-B !NACOM; I ' 1941 - , I, OK\I COMPROMISED T 18¢3
LETTER SUBSlITUlION. USED ON INTEPNATIONAL CODE 7f1l4 O.S.-B , SIS lf1ll;l:1: BY OK\I If 151il6
BETWEEN C(M.fEPCIAL SHIPS ANO THE NAVY. 7¢4'" AND SIS.

'- ---I -'- -l-'_. .L.!~tl~_____l:__.,--____l._R_EA_O_BY_S_IS_·___l ....Li ....,...""",....,'="....,.....,..._...;.' ...J

CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY _SOURCES IN PARENTHESES)
COUNTRY ~!O'<c,Pf-SYS~~~ DATES I WHEN TlCOM STATUS ·DF THE SYSTEM

OF SERVICE DESCRIPTION OF SYSTEM OUNTRY OF ATTACKED RESULTS REFERENCE AT ASA
ORIGIN ~(ORIGi'/ AXIS US. A USE fWJ BY WHOM

rPANCE ,~ ",VY [N(IPH(F1toI[NT SYSTEM TO R[PLACE 0.S.-8 7"!l ANO IS N.C. NO.5 , , I '9" - , I ' ,"w C().lPF'~IS(O T 1~3 (tJI\lK.~) --
SIMILAR 10 IT. • I~

,
fRANCE ,., ",VY TFiANSPOSITION (NCIPHERING TABLES WITH HOlJPLY 0.5.0 12'" , ,

119~~-'
, 0," C()olPr.lClo1J5W T 1&g3 (UNI\N""",) --

(HANGING KEY. REPLACES VAPETPA flO. 16. VA~(TPA ,,,,.
NO. 17 I

I
fPAN((-- 2.' POliCE 5-LCTl(P '-P.... pT (00(. , , , i7~ 19~0·19IiZ·' ,

""" '''0 T 17rJ3 (UNI\NC)"tN) --
VICHY I

I I1- 1929- 193?'-'
I

T 2626 (U"lI\N()oot.I) --fRANCE ,., POlICE It.-fiGURE OP 5-rIGUPE '-PAPT CODE. , ? , , 0," READ

rRANCE '") CENERAL 3-l(TTER '-PART ecor. ? , ? , - , , ,
C(JolPF'~1 SED T 184Cl (uN~.NOJNI --

P~POS(S ,~

fRANCE ,., GENERAL l;-rIGUPE l-PAIH eoo[. PAGINATION AN[) rlRSt 2 C7gnPE , , , - , 1921.'1 P,;-OOABl Y PROOABlY I~ 1 3548 I ( UUKt~C1w'f) (AESOELE
PlfIPO':E5' DIGU~ TO BE fiLLED IN BY lJ5ERS. G[I'Io4ANS CCt-!F'f;"CJ.!ISED

I
I1TLE~)

fRANCE .<.fl5 ,
l.i-fIGURE-LETTE~ I-PART COOt. ? H.l.B. , , - , ? GEP"4ANS AECOVERED s,: T 2484 (UNKNM) --

fRANCE ,.-.; , li-riGURE 2-PART COOL ,
r-IJ9S"'-

-, ? - , , G(PMANS RECOVE~[(1 1~ T 3156 (UNIDENTifiED) --

IfRAtKE 2~7
, 4-fIGIJPE Z-PAR' cel()[. , r 5 , , - , , , RECOVERED )'; T zq97 (UNIDENTlfIEO) --

~ ~6 DAUT

I
,PANCE 'OS ,

4'~rlClJPE 2-PART (.OOE. CHlffPE , , - , , ITALIANS PECCfIISTI':'U(T(D .r'l! (UNIDENTIfiED) --
NO. 11~

, ,.,.
fI'<A"'CE "'9 ? l.i-fIGUPE. I-PART (OOE. 9,9C'.<~ GPOuPS. , , , , - , , ,

C()olP~CJ.!1 SED T 355,3 (UNIINOoJN) --
1~~

fPANCE-- ". , PIl(BABL'r iI-f IGUll: '-PART COOE" WI TH ADO I Tl'o'E. EU- , , , , - , , ". M:ll AE AD I r 15<'2 (L'N I['lENT I!'"I E!:') --
fl':'(( fI':'AIIIC( Clf'H(RM(NT.

fRANC( .?11 , li-flGUR( '?-PART COOE. . fPAN~
,

.-19~5-?
, , ROD T 2536 (UIIIID[tHlfIED) --

I
I

,
I

i .

I

I
I

C"Arfl NO. I-!

- - -- - - -.-.-
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RESULTS

THE SYSTEM --
ASA REMARKS

OF
AT

TICOM STATUS
REFERENCE

PARENTHESES)

I
WHEN

ATTACKED RESULTS
AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN

AXIS

SYSTEMOF

OF EUROPEAN
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY(WITH

DESCRIPTION
COUNTRY

OF SERVICE
ORIGIN

GREECE I (CO,/SUl AR ANO
S()olE 01 PlO­
"'ATIe)

4 -lCTT(R (2-PART) COOl. UNCNC I PHCRtD.
lCTTCRS USW TO rOR'" COOC GROUPS.

O'/lY I¢ «(TA) G1 (GRD)
. II (194¢-CURRCNTi ? OKW AND PCR AlMOS T C()ol­

HAPS PCRS 1 5 PltTClY RCAD
? SIM BY GCRMANS.

RCAD BY SIM.

T 1¢65
AND PCRHAPS
I 22 P <
o 71

I
(HAD BR I TI SH C()olPR()olI SED
BOOK. COOE UN,E ADABl C•

I ~~~~~~o~JDtD. TIC()ol GAVE

GREECE < ("II LI TARY 4-lCTTCR (2-PART) cooc WI TH 5TH lCTTCR ADDtD
ATTACHC, DIP- rOR INrlECTION. (UNcNCI PHCR(D)
l()olAT I C. AND
CONSULAR)

( IOTA) (GRB) ( 194 I -CURRCNT), ? PCRS 1 5 RCAD I 22 P 2¢

T 225~
T 225
T 225

(BEGAN TO READ IN 1944 WI TH
C()olPR()olISED BOOK. STill
READ. )

1939 PCRS 1 5 PARTIAllY RC- T 2;l52
CONSTRUCTtD

GREECE

GRCCce

GRCECC

3 CONSULAR

4 CONSULAR

5 Mil I TARY .,

4-lCTTCR (2-PAPT) COOC WITH 5TH ltTTCR ADDtD
rOR INrlCCTION. UNcNCIPHCRtD. ONLY 1¢ lETTCRS
TO rORM COOC GROUPS.

4-lCTTER <-PART COOC. UNCNCIPHERW. ONLY 10 '
lCTTCRS UStD TO rORM COOC GROUPS.

4-lETTER ?-PART COOC WI TH 5TH lCTTCR ADDW rOR
INrlECTION. AD::lITIVny CNCIPHCRCD -- PCRIOO or

35·

BCTA

(PHI)

.,

(GRC)

(GRH)

.,

I

I (193S-CURRENTJ

I'''00' '939 _!
! (CURRENT)

? - ?

? PCRHAPS
PcRS Z 5

1941 OKW

RCAD. PRO­
BABl Y C()olPRO­
MIStD.

SOlVtD

T 1¢63
AND PCRHAPS
I 22 P 2¢
T 2¢52

(BC I NG READ AS RESUl T or
TIC()ol)

I
(UN~NOWN UNTI l MADC READABLE
AS RESUl T or T I C()ol)

I
(UNKNOWN)

GRCECC 6 5-r I GURC ?-PART TRANSPOStD COOC. ? ., ., (UNKNOWN)

GRCCCC 7 (DIPl()olATIC) 4-rIGURC 2-PART COOC. NUMBCR DIGRAPHS CNCI-
PHERtD BY lETTER DIGRAPHS. ENCIPHERING TABlC
CHANGES WI TH DAY or MONTH.

( ALPHA) (GRA)
I

(1942-CURRENT) BErORE 194¢
51"1
., OKW
? PERS 1 5

RCAD C()ol­
PltTClY BY
OKW. PROBABLY
RCAD BY SIM.

I 22 P 2¢
Ir15 18P 3
T 781

( IN PROCESS or BOOK SOLU­
TION)

GRCCCC 9 (DIPl()olA"C) 4-rIGURC (?)-PART COOE RCPAGINATtD AND ENCI ­
PHERED BY DIGRAPHIC lr'TER SURSTITUTION.

DCl TA (GRG) l' - 1938 ­
(CURRENT)

BcrORE 194¢
51"1

? GERMANS

C()olPR()olI StD
BY GCRMANS.
RCAD BY SIM.

(RCADABlE AS RESU't T or TlC()ol
LI GHT TRArr I C)

GRCCCC 9 4-rIGURE I-PART COOC. nlCNI~ON

~RYPTOGRA­

PHI~.ON

lnl~ON

? - 1927 - ? ? PERHAPS
PERS Z 5

I¢U C~PRO­
MIStD.

(ASA HAS C()olPR()olISCD COOE
BOOK. UNKNOWN SYSTEM).

GRCCCC I¢ PROBABLY
DIPl()olATIC

2 UNENC I PHCRW COOCS. ? ? - , ? rA RCAD (UN I DlNT I r I ED)

GRlCCC II ARMY AND NAVY COOES ., ? ? - , ArTER 194¢
OKH

BROKCN BY
OKH

I 17¢P2 (NO Mill TARY SYSTCMS 'oQR~ED

ON)

GRCCCC 12 AIR UNENC I PHERED COOl. VERY ELEMENTARY. ? ? - 1941 -? ., OKl RCAD I 65 P 3
I 121 P 9

(NO MILITARY SYSTEMS 'oQRKED
ON)

I
!!

CHART NO. 1-2



DOCIe 3560861

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
NAME OL. SYSTEM

-
T1COM STATUS OF THE SYSTEMCOUNTRY DATES I WHEN

OF SERVICE DESCRIPTION OF SYSTEM gpUNTRY
, OF ATTACKED RESULTS REFERENCE AT ASA REMARKS

ORIGIN F ORIGIN AXIS US.A. i USE AND BY WHOM

GREECE 13 .... , LITARY 2-f I GURE sues TI TUT I 0'1 CI P~ER WI TH VAR I A'ITS. ? ? ?

I
"? - 1944 ? IPRIOR TO 1944 READ I 17~ P 5

I
('1D ~ I L I TARY SYST(~S WJRKED --

!OKH ON)

I

IGREECE 14 AIR SINGLE TRANSPOS I T I ON CIPHER. ? ? ? ? - 1941 - ? 1941 OKH BROKEN AND I 17P P 2 (NO .... ILITARY SYSTE~S WORKEO --
AL~OS; COM- ON)
PLETELY READ I

GREECE 15 ARMY DOUBLE TRANSPOS I T ION CIPHER; ? ? ? 1944 ? - 1945?, APPROX. 1944 5~ - 6~ Of I 17;l P 5 (NO ~I L I TARY SYSTEMS WORKED --
ELAS OKH THE TRAff I C ON)

REAO
!

GREECE 16 DIPLOMATIC 4 LETTER 4 rJ GURE I-PART CODE ENC I PHERED BY , , , , - ? , SIM READ' If 1518 (UNIDENTifiED)TABLES INTO LETTERS. PAGE DIGRAPH COULD PRECEDE --
OR fOLLOW GROUP DI GRAPH".

-

~ I
~
~

~ I
I

I

~" i

:

I

i

I
1

. ,
- '. ,

I;
.,~.~l-Z



DOC.Ire 3560861

RESULTS AXIS
TICOM

AGENCY
COUNTRY

OF
ORIGIN

SERVICE

(WITH

DESCRIPTION

OF EUROPEAN
AS LEARNED FROM

ANNOTATIONS FROM ARMY SECURITY
NAM~ OF S~lf:1L.j

OF SYSTEM ~~~TG~ AXIS US. A I
DATES

OF
USE

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

I
WHEN T1COM STATUS OF

ATTACKED RESULTS REFERENCE AT
,AND BY WHOM

THr S'Y'STEM~IARI<:s1
ASA "'_

tiUNGARY

HUNGARY 2 DIPL~ATIC

EN I GMA CI PtiER MAOll ~E.

5-fIGUIlE (2)-P~RT CDOC. (lRIGI~ALLY L'NCNClFHERED,
eUT LATER ENCIPtiCRED. 51U PAGE RANGE. INOI­
CATOR liAS LAST GROUP Of MCSSAGE CONSISTING Of
5 DOO NUM!lCI>S. (USED ON TOKYO-BUOAPEST ClRCUI T
ONLY. )

.,

,

ENIGMA

"U.1 " (HUA)

OKH
51104

GERMANS BUILT
MACti I NES BUT
COULD NOT C~­

PR~ISE \/tiECL
IIIRINGS BE­
CAUSE HUNGAR-
I ANS CHANGED
THEM AT NIGHT.
NDT RCAD BY
51104.

SOLVED UNEN­
CI PHERED I UN­
ABLE TO SOL VE
ENC I FHEI>ED.

T 2248

(UNKNCMl)

(!>EAD fR~ SEPTEMBER 1944 TO
END Of liAR. 1932 VII, COOE
BOOK C~PR~ISEfj.

Hue. ClR­
ULAR SYS­
EN, USED
AME SYS­
EM AND

~~. o~~~D
11H KEYS
ERIVED
ROM HUA.)

HUNGARY 3 DIFL~ATIC 5-f IGUI>E (21-PART CDOE. 300 PAGE RANGC. AS-
SUMED TO BC ENCIFHEReo BY OIGIT-fOR-OIGIT SUB­
STITUTION.

., ·U·3" (HUC')

I

i
194fil OKII NO SUCCESS T 2248 (NOT READABLE. 19~5 VIII

CDOE BOOK COMPR~ I StD. )

tiUNGARY 4 DIFL~ATIC 5-fIGUIlE (21-PART CDOE. ~ PAGE PANGE. ENCI-
PliEREI' BY OIGIT-fOll-DIGIT SUBSTITUTION. INDI-
CATOR liAS LAST GROUP III TH 2 DOD AND 3 EVEN NUM­
BERS.

"U.2" (HUO) 1938-194fil-" : 194fil OKII
i

NO SUCCESS T 2248 (PARTLY READABLE IIITH KEYS
OCRI VED fR~ HUA AND HUC.
19~6 I x COOE BOOK COMPRO­
MISED. )

.-
tiUNGARY 5 TRANSPOSITION C'lFHeR USING REVERSIBLE REVOLVING

GRILLe. L'SED BY HUNGARIAN RAILIIAYS ADMINISTRA­
TI ON.

1 , - 1941 -, 19410KH SOLVED I 58: I 100 (UNKNCMl)
If 126 I' '?

I~AN I DIFLOMATIC

2 C()MCRCIAL

~-lET1ER I-PART CDOr WITH VARICUS ENClFHERMENT
SYSTEMS.

CDOC USCD BY CZECHOSLOVAKIA SKDOA fiRM TO IRAN
AND IRAC CONCERNING BRIDGe BUI LDING PROJCCTS.

( IRA)

1

('''9-<-'"'1 ,~""

, - 1935 - 'I 1935 OKL

SOLVED

SOLVED

I 22 I' 2fil

I 162 I' 2

(I~ CONPR~ISED. ~T KEY
~~.D. )

(UNKNCMl)

I ~AC' C()MCRC I AL CDOE USCO BY CZECHOSLOVAK I A SKDOA f I I'M TO I ~AN
AND IRAC CONCER:"ING BRIDGE BUILDING PR('JCCTS.

., - 1935 -., 1935 OKL SOL VEO I 162 I' 2 (UNKNCMl)

(PART I ALLY BROKEN IN 1944
\/tiEN COMPR~I SED BOOK liAS DB
TAINED. STILL BEING READ.
SUBST I TUTI ON CN( I PtiERMENT
SOLVED IN 1945. ADDITIVE
SYSTEM BEING READ ON D~PTHS.
STI Ll BE ING \/ORKEO OH.)

o 16. 1941
REPOIlT I' 1

o 16, 1942
REPORT PI' 2

1
3

172 pp 3,4
Al.SO SEE
I 54 I' 3

(ICB, ICC,(ICA. IEB:
lAND ICA I 1942-CURRENT.

ICC: 1942-1945

B 2;:5-LETTER I-PART CDOE. ~4.¢P¢ GROUPS. USED UN- ~nvE""-
ENClFHEI>ED AND ENCIFtiEREO IIITti SUBSTITU,;CN "~D ~ENT TELC-,
IIITH RCPEATING ADOITlve IIITti A PERICO Of 3311', ~RAPH CDOC

1 DIPLOMATIC
AN(l CONSULAR

IR[LANf'
[ IRC

19~~ p[D~ 7 5 BROKE COOl.
19~:: p ILAT~R RECEIVE

C~PR~ISED

COPY. IN 1941
SUBST I TUTI ON

I

ENCI PtiEI>MCNT
SOL VEO • ADO I
TI VE NOT \/ORK

I
EO OH IN 194 1

"'-- ...J-- ....:1 ---'-__-l.' -l..-__...L. ..L. ---L --L ---..............,....,.....---'--_---J
CHART NO, -.
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I

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY
. , , .

SYS-"'EM'-'
.__ .. _- , .

NAME F DATES I WHEN TICOM ~TATUS OF THE" S"YSTEM
OF SERVICE DESCRIPTION OF SYSTEM . ~UNTR'l AXIS OF ATTACKED RESULTS REFERENCE ~T ASA

ORIGIN ORIGIN U. S. A. USE AND BY 'MiOM

ITALY I (rOREIGN (,-LETTER) 2-R~.RT COOE. ABOUT 3¢,Il¢¢ GPOUPS. AR 39 R 19. !ITn 1941l - ,. 1pERS1S 3,~25 GPOupS T 2252' (11l,2(t GROUPS PECovEREO. --
MINISTRY) NO ENCI RHEPMENT. ITX-") SOLVEO CCl-tPR I SEO CORY RECLI V(D

: 1944.)

I i
I TAL Y 2 rOREIGN 5-LE TTER 2-pART COOE. PAGE RANGE ABA-OrU. NO (AR 41l) I TALI AN ( ITG) I 1942 - , 1942 RERS 1 S RECOVERED ,. T 2194 I(4,~ GROUPS RECOVERED. --

MIN'STRY INDICATOR, NO ENCIRHEPMENT. COOE' ! ,
PERCENT CCl-tPRCl-t1 SED CORY RECE I VEO

BOOK 21 1944. )

! !
ITALY 3

, 5-LETTER 2-RART COOr. , I' III ? 1937 - , ? ? RECOVERED T 92 ; (lINlo,NTlrIED) --
i 2¢f.

1TALY 4 (roREIGN ,-rIGURE I-PART CO'E. PAGE RA~GE 11*1'31l2. H 26 I; 26 ? BE rOPE 1914 ? pERS 1 S AeOUT 3,1l¢¢ T 2252 (U~KNCMl IN ASA BErORE RE' --
MINISTRY) VALUES IN rRENCH. ? GROUPS PE- CE I pT or CCl-tpRCl-t I SED COPY,

COVERED 1944 • )

1TALY 5 rORE ION, 5-rIGURE I-PART CODE. 1'l.51<1¢ OR 1~,,;1<10 GROUPS. RA 1 I R 15 ?
I

1937 - ? R~~VERED T98 (COMPLETELY RECONSTRUCTED --
MI "II STRY rIRS.. G~DUp WAS INDICATOR. 'C1rR~RID,

; ? pERS 1 S T 2252 i IN ASA. COMPPCl-t I SED COpy
-- TASCABILE'

I

H~~
i RECE I VED 1944.)I

i

ITALY 6 rDRE IGN 5-rIGURE '-PART COOE. PAGE RANGE ¢¢3-186. RA R II (I TH) , 1935- 1941l RECOVERED T 2~2 I(EOMpLETELY RECONSTRUCTED -- ~MINISTRY 1·9,41l1l GROUPS. ENC IpHERED WITH "TABELLA LM" pERS 7 5 7¢:' T 3 35 '''I ASA. COMFRCl-tISEO cOPY

AND Ill-PLACE TAeLE. .. RECE I VEO: 1944.) D

I Tllll '( rORf.Ir,N 5-r/GURE 2-FART §CDC. PAGe RANGE 1¢¢'5L4 • I R "
(I TP) 193~- 1933

:
S,:)¢¢ .....ROUPS T 04 (COMPROM15lO COPY RECE I vEONO Y-I I ? PERS 1 S

,-

MINISTRY CNCIFHr.PMENT. i ,4¢¢ GROUPS. lleLi II i SOL'/(:) T 2249 I~ ASA rRCl-t GCeS IN 1943.)

I
DR I T 2252

II 7 ! T 3¢33
I

II TAL y 8 rOREIGN 'i-rIGURE >,-pART CooE. 27,7~ GROUPS. ~R 25 R 8 !ITB) 1933 ' ? ? pERS 1 S 9,&~ GROUPS T 22~2 (8. 1¢¢ GROUPS RECOVERED I "I --
"'NISTRY

I
I TX-2) S VED T 3Il 5 ASA. CCl-tPROM 15£0 COPy RE-

cE�vED 1944.)

I
ITALY 9 rOREIGN ' 5-rIGURE 2-pART coor. 26~5~ GROUPS. £N- AR 29 R 12 ( ITC) 1935- 1933 RECOVERED T 22~2 C3.751l GROUPS RECOVERED.) --

MINISTRY CIPHERED Wt TH "TABELLA LM • ? PERS 1 S ABOUT 5¢:' T 31l 6
I

ITALY III rOREIGN 5-r/'CURE 2-pART COOE. 26, 1¢¢ GROUPS. 1936 - ?
1 ,. PERS "z S (PAGINATION SENT TO ASA BY O,mPAGE AR 15 R 13 ? I RECOVERED T 22~2

"'NISTRY RANGE 2111 -GIl5 .

I
2¢:' T 3Il 4 GeeS, WHERE SYS TEM IS KI/CI'wN GROUPS

AS AR-Y. TRArri C NOT SEEN IDENTI-
IN ASA.) rlEO IN .

GCCS. )

ITALY 11 rDREIGN 5-LETTER 2-p~RT COOE. 29.1<164 GROUPS. NO EN- AR 31l R 14 !I TO) ? ' 1 I 1938 pERS
Ill, 125 GROll'S T ~?52 ( 12,4~ GROUPS RECOVERED I "I - ,

MINISTRY CI pHERMENT • I TX-3) 1 S SOLVEO ASA. CCMpRCl-t I 5EO COpy RE-

I

CEIVEO 1944.)

ITALY 12 rOR[IGN 5-rIGURE 2-pART COOE. 27,6¢1l GROUPS. PAGE AR 17 R 16 ? 1937 - ? 1933 pERS 1 S 4,442 GROUPS T 22~2 (PAGINATION ANO ABOUT 2¢¢ (KNCMl

MINISTRY RANGE 21l1-652. ENC I 0HERED WI TH 11l1l-pLACE TABLE. RECOVERED T 31l 3 I OENTI r IEAT IONS SENT BY Gees TO GCCS

I NO lEA TOR : ~ BErORE THE DATE. I
TO ASA. TRArr I C NOT SEEN I "I AS AR-l.)

i I I
..

ASA. )

ITALY 13 (rOREIGN 'i-r I GURE 2-p"RT COOE. 26,7~ GROUPS. IMPERO I R 19 !ITA) 1997 - ? ? pERS 1 S
6,~6 GROUPS T 97 (8,-5llll GROUPS RECOVEREO. --

MINISTRY) I Tx-4) (1 33 ' 1) SOLVEIl: "READ" T C252 CCl-tpRCl-t I SEO COpy RECE I VEO,
I BY pERS 1 S. T 2a14 1944. )

I WORKBOOK; 4~ T ~ 41l

I
.RECOVERED T 1147

T 1117
'-22 I' 3 I' 8

! ;.- - I
CR1UIT NO. I - 2



D6~I. 3560861

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
...•

COUNTRY ~AME_,_OF_S_'(STEM ~ DATES I WHEN TICOM STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM OUNTRY' OF ATTACKED RESULTS REFERENCE AT ASA REMARKS

ORIGIN pF ORIGINI AXIS US. A. USE AND BY" WHOM

ITALY 14 (rOREIGN 5-r I GURE 2-PART COOE. 25' PAGES. I (ACUILA) RC2 (I Tx-71 I (PUBLICATION! ? ? RECOVERCO T 96 (UNKN(MoI IN ASA BErORE RE- --
MI.~ISTRY) i DATE 1942) " 2~-25% T 1120 CE I PT or C().1PR().11 SED COpy

I I~ '944.)

I TAL Y 15 (roRE I GN 5-rIGURE (2-PART) CODE. (17,775 GROUPS.) ( ASSE) I. loB. ? (PUBLIUTION "1 "1 RECOVERED T 2196 (C().1PR().11 SED COPY RECE I VED --
"INISlRY) 20 DATE 1941) 7% 1944. UNKN(MoI IN ASA BErORE

THEN ExCEPT rOR PAGINATION
, SUPPLI ED BY GCCS.)

..
i

I TAL Y 16 ? 5-rIGURE 2-PART COOE. ? K 16 ? , , , RECOVERED T 2093 I (UNKN(MoI ) --
i i 2~ !

I I

ITALY '1
, 5-r ICURE 2-PART CODE. ?

I
K 13 ? i T9'1 - , ! , ? RECOVERCO T 2095 ; (UNKN(MoI) --I ABOUT 4¢%

i
,
!

I r ~LY 18 , 5-rIGURE 2-PARr COOE. ?

I
K 19 ? ? "1 ? RECOVEREO T 1040 (UNKN(MoI) --

J

50% T 20')0

IT AL Y 19 ? 5-rIGURE 2-PARr CODE. ? K 20 ? ? ? ? RECOVERED T 2094 (UNKN(MoI) --
2¢% T 3039

~
IITALY 20 ? 5-rIGURE 2-PARr CODE. P I P I ? 1919 - ? , "1 RECOVERED T 31'142 (KN(MoI IN ASA BY NAME ONLY, -. J

i I
LESS T'iAN 5 THROUGH GCcs.)

ITALY 21 , 5-r I GURE 2-PART CODE. P 2 P 2 ? '919-1920
, , RECOVERED T 3041 (KNDIIN IN ASA BY NAME ONLY, --

~ 5~ THROUGH GCCS.)

~
T 89 (ENCODEITALY 22 ? 5-rIGURE 2-PART CODE. P 3 P 3 "1 BErORE 1931 i

"1 ,.
RECOVERED (PAGINATION KN(MoI IN ASA,

15%-20% SENT BY GCCS.) WAS
, SOURCE

or LMB
AND LMC
ADDITIVE)

I
5-rIGURE 2-PART CoOE. P 4 P 4 1924 - "1 I , "1 T')0 (KN(MoI IN ASA BY NAME ONLY, --ITALY 23 ? ? R~CDVERCO

I 0%-50% THROUGH GCCS.)

ITALY 24 ? s-r I GURE 2-PART CODE. PAGE RANGE 1;l0-598. ? S I , "1 "1 ? RECDVERCO T 2197 (UNKN(MoI) _.
1~-15%

ITALY 25 ? 5'rJGURE 2-PART COOE. PAGE RANGE ¢0¢-211. , r .1. 2 , , - 19 18 - ? "1 ? RECOVERED T 2092 (UNKNC1w'N ) .-
CHlr- 20% T 2097
rRI ER-
CODE

T 3038 (UNKN(MoI)ITALY 26 ? 5-rIGURE POSSIBLY I-PART CODE. ? K 14 ? ? ? , RECOVERED ..
15%

ITALY 27
, 5-rIGURE 2-PART CODE. ,

R 3 ? ? , PERS 1 S RECOVERED T 91 (UNKN(MoI) --
50%-60%

I
ITALY 28 , 4-r I GURE '-PART CODE. , K 15

, ? ? ? RECOVERED T 3040 (UNKNDIIN) --
R

3
'4

30%-4~

,
II I ,

CHART NO. -~



THE SYSTEM
ASA ~EMARKS

TICOM STATUS OF
REFERENCE' AT

PARENTHESES)
! WHEN
,ATTACKED RESULTS
AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN

SYSTEMOF

(WITH

RESULTS OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY

DESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

ITALY

ITALY

29 EMBASSY,
~ADRID

fOREIGN
MI!'lISTRY

GERMAN DESCRIPTION: "1943. 4-PLACE ITALIAN
fiGURE CODE C().lPILEO ON THE BASIS Of CAPTUREO
MATERIAL. TRAffiC: ITALIAll EMBASSY ..AORID AND
THE I TALI AN REPRESENTATIONS IN SPAIN.· PAGE
RANGE f6¢-99.

2-PART CODE. 21,4111111 GROUPS.

l'

AR I

l'

l'

1 1 - 1943 - l' I
I

1931 - ? '
USED IN 1939

?

'939 ~~ , J
I

RECOVERED
6~-7~

T 2252

j (UNKNOWN)

I
! '

I (UNIDENTIfiED),

ITALY

ITALY

3'

32

fOREIGN
MINISTRY

2-PART CODE. ABOUT 3¢,f6¢¢ GROUPS.
UNENC I PHERro.

2-PART CODE. ABOUT 22,f6¢111 GROUPS.
WI TH 111I11I"PLACE TABLE.

USUALLY

ENC I PHEREO

RA 18

TB QHNE'
BElE I CHll­
UN!":

1939 - ?

I
I 1938 _ ?

i i94~ F£PS Z 5

RECOVERED
ABOUT 3,¢¢i1I

GROUPS

T 2252

T 2252

(UNIJENTIfIED)

i (UNIDENTifiED)

1942 PERS Z S I¢~ C().lPRDC T 87
MISED

I
194111 PERS 1 S BROKEN

ITALY

ITALY

ITALY

33

35

POL ICE

fOREIGN
MINISTRY

l'

4-fIGURE 2-PART CODE.

CODE-ENCIPHERMENT SYSTEM:. AOl>ITlVE TABLES RUNll­
INC fR().l I - 3 DAYS.

ICODE-ENCIPHERMENT SYSTEM: l~-PLACE flGURE'-ILETTER SUBSTITUTIOll TABLES.

ClfRARIO !
"S.? n

TABELLA
LM

TABELLA
LM

f
ilA!ITB
I TC
ITP

? l'

!

? PERS lsi

I
l'

T 2252

T 2252

(UNKNOWN t NASA BEfORE RE­ICEIPT Of C().lPR().lISED COPY)

I
(ADDITIVE TABLES LARGELY
RECOVERro)

(UN I DENT I f I EO)

SENT BY
SCHAUff­
LER Of
PERS 1 S
TO PASCH­
KE Of
PERS 1 5,
12 SEPT.
1942.

i
I
i
i.
I

,

I I,

I

I
I

"_''ll PAl. 1-2 '



Dowrt!t 3560861
..

I DIPLOMATIC

THE SYSTEM.",
ASA ~EMARKS

I 64 P 1 (SOl.VED BY 1936)
I9¢P2p4
o 5¢ P 13
I 118 p~ 7-8

I 2~ ~l P 7

TICOM STATUS OF
REFERENCE AT

PARENTHESES)

READ REGU­
LARLY

!BErORE. 1939
I PERS 1 S
I

I WHEN
ATTACKED RESULTS

AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN

DATES
OF

USE

AXIS
TICOM

AGENCY

("RED" 11935-1941
MACHINE)

JB 48"TACHI­
BANA" OIl
"ANGOOKI
TAIPU A"

SYSTEMOF

OF EUROPEAN
AS LEARNED FROM

ANNOTATIONS FROM ARMY SECURITY- -- - --
(WITH

RESULTS

DESCRIPTION

MACH I 'Ii: CIPHER

SERVICE
COUNTRY

OF
ORIGIN

JAPAN

5-LETTER COOE, GROUPS IN rORM CVCCV. I¢,~¢ ?
VALUES.

A SER I ES or LETTER CODES USED BEfORE 1934.
GER"AN DES I GNAT I ONS RUN 'ROM JB 3 TO JB 2~. PLUS
JB 30 AND JS 31.

(U'IIDENTlrlED)

(UNIDENTIrIED)

(UNIDENTIFIED)

(UNIOE'ITlr ICO)

T~
T~1
T 2~2
T 23~

T 335

o 5¢ P 35

o 5¢ PP 22-31., (BROKCN 2¢ rCBRUARY

I 6Pp 3
I 9¢ PP 2-4
I 118 PP 7-8
I 22.PP 2.7.

lb

o 5¢ P 34

o 5¢

Nor READ

RECOVCRED
llil:'

NOT SOLVt:D

'lor READ1941 PERS 1 S

:
, PERS 1 S

I
I' PERS 1 S

i 194 1 PERS 1 S

I
I

, - ,

, - .,,

.,

( "PURPLE"
MACHINE)
(JAA)

JB 59

JB 55

JB 48

KIMI

JB 51

,

4-LETTER COOE "ADE fROM CO-ORDINAHS.

4-LETTER COOE,

"ACHINE CIPHER, Nor RECOGNIlED BY GERMANS AS "HI "OK I "
DiffERENT rROM "RED" MACHINE. OIl "AN­

GOOKI TAl
PU B"

I
Ii 4-LETTER COOE, PRONOU'ICEABLE GROUPS.

01 PLOMAT IC

01 PLOM.<TI C

DIPLOMATIC

2

6

5

JAPAN

JAPAN

JAPA'I

JAPA~

JAPAN

JAPAN

JAPAN (DIPLOMATIC) 2-LETTER 4-LETlER COOE: INDICATOR WAS "LA". J8 29
OR

"LA --COOE

(JAH)
OR

( "LA ")

'OKW
? PCRS 1 S

OKW: rULL Y
RECOVt:RED.

PERS 1 S:
GREATCR PART
or TEXTS

RCAD.

o 511l P 14 PI6 (BROKCN IN 1927. 1925 COpy
I ~ PP 2-4 or COOE CAPTURED. SLIGHTlY
I 118 PP 7-8 CHANGED IN 1934. READ 1¢¢:'.)
I 1511 P 8

JAPAN 01 PLOMATlC 2-LETTER 4-LETTER COOE: 2-LETTER GROUPS CV OR
vc: 4-LETTER GRO:J?S PRONOUNCEABLE. INDICATOR:
"IJ". (OI~E< INDICLTORS: It>, AN. PA. KA)

JB 44 (JAI ?) , PERS 1 S o S¢ P 33 (SOLVED 1941)

10 DIPLOMATIC 2-LETTER 4-LETTER CODE. 2-LETTER GROUPS VC OR
CV: 4-LETTER GRO:JPS WCC. INDICATOR: "HE".
USED AS SPCLLER.

( "HE") ? - ? ? Pi:RS 1 S o S~ P 33 (READ)

IIJAPA'I

I I

2-LETTER 4-LETTER COOE. TRANSPOSED:JN KEY or ?! Ja 511 I("PA-KI") (1939- 19 4¢) 'PERS 1 S ? 0 S¢ P 3 4 II (READ)
LEN:;TH 7. I¢•.14. OR 15. r1RST CIPHER GROUP or
TexT TRANSPOSED ACCORDING TO UNI T or DATE AND
PLACED <T EN) or "C:SSAGE. ENC I PHER"ENT CHANGED

1- ......:. :_I_J_U_.N_E_l_9_41!1_A~Nll-3-'1-E-..-'_7-_P_L_AC_E_KE_Y_S_...._L_R_E_r_0_UN_)_.__: I I!...- -'--1 I- --l. -'-! ........I"Jl'1'l,......,.,...'"T':'.,.- --'

l;HART NO. -2
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JAPAN 12

JAPAN '3

COUNTRY
OF

ORIGIN

THE SYSTEM~ ..
ASA ~ARKS

OF
AT

iI (READ)

I

I (READ)

o 5il P 4, I (SOLVED IN 1941)

I 150 P 8 I
I ~1 PP 4-5, ~ (SOLVED AUGUST 1941)

1}18 PP 7-8 '
I 54 P 5 I
I 124 P 3 ;

o 511l P ,4
PP 42-li3

T'18¢
I ~2 P 21
I 54

,

SOLVED

READ BY PERS
Z S VIRlUALLY
THE ENTI RE
TIME

SOME RECOVEf£C 0 5il P 34
T 336

, PERS Z S
, RLM/rA

I
WHEN TICOM :!:STATUS

ATTACKED RESULTS REFERENCE .
AND BY WHOM

I 'PERS Z S

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

DATES
OF

USE

AGENCY

:

I ( 1941-1945) 'OKW

I i ' PERS Z S

( '941-1943) I 'OKW
I

("J-12")I ; JAN 194il ­
31 MAY 1911il

("J-i6 ~ 194fl-1942
K-5") I

JB 6il (JAiT)

JB 52

J-13 "ru, (JAE)
~I n. OR

( nJ-19 n)

JB 57

,
,

,

NAME QF SYS'(EM I

p~~~TG~ AXIS U. S. A. :
SYSTEM'OF

OF EUROPEAN AXIS
AS LEARNED FROM rlCOM

ANNOTATIONS FROM ARMY SECURITY(WITH

RESULTS

DESCRIPTION

2-LETTER 4-LETTER CooE. 2-LETTER GROUPS, ANY
EXCEPT"A IRS:" 4-LETTER GROUPS PRONOUNCEABLE.

2-LETTER 4-LETTER CooE. 4-LETTER GROUPS HAD
rORM CCVC OR .VCCC. INDICATOR GROUP' "IP".

2-LETTER 4-LETTER CooE ENC I PHERED BY TRANSPOS 1-
TlON. RECTANGLE HAD BLANK CELLS.

2-LETTER 4-LETTER CooE WI TH INDICATOR IN roRM
CVCCV. EI<jCIPHERED BY TRANSPOSITION; RECTANGLE
HAD BLANK CELLS.

(rOREIGN
orr I CE)

01 PLOMATIC

SERVICE

DIPLOMATIC

14

15JAPAN

JAPAN

,

I
I

JAPAN 16 DIPLOMATIC 2-LETlER 4-LETTER COOE, TRANSPOSED ON BASIS or , "KOI<OK .. , , - 1942 1941 OKW I READ I~P5P8 (UNIDENT I r I ED) --

~A REPEAT ING 19-PLACE KEYWORD. "KOKOK n, "GAGAG", I I I PP 2-4

ETC., WERE I NO I CA TOR GROUPS. I I 1.8 PP 7-8
I 84 P 5
I 15¢ P 8

i ,

JAPAN 17 DIPLOMATIC 2-LEHER 4-LETTER COOE. 2-LETTER GROUPS or , , (_'AW) , - 194111 - , 1940 PERS Z S , o 511l P 35 (COMPROMISED) --
rORM VC OR CV AND 4-LETTER GROUPS PRONOUNCEAeLE.
INDICATOR GROUP' "KO n

•

JAPAN ,e DIPLOMATIC . 2-LETTER 4-LETTER CooE ENC I PHERED BY DOUBLE , , , , 1942-1943 1942 PERS Z S READ rROM I 22 P 8 (UNIDENTI r lED) --
TRANSPOSI T ION. MIC,DLE or i

1942 TO JUNE
OR JULY 1943

JAPAN 19 DIPLOMATIC 2-LETTER 3-LETTER 4-LETTER COOE. 2-LETTER
,

JB 53 ("J-14") I JAN 194f - ? PERS Z S I , o 50 P 34 (READ) --
GROUPS ANY, EXCEPT"A I PS AND DOUBLE VOWELS;" r 15 AUG 19 III ILETlER GROUPS VOWELS; 4-LCHERGROUPS PRONOUN E-
ABLE.

I
I

JAPAN 211l DIPLOMATIC 2-LETTER 3-LETTER ~-LETTER COOE. 2-LETTER
, JB 54 ( "J- 15"') 15 AUG '94p- i 'PCRSZS , o 5i1l P 34 (READ) --

GROUPS ANY, EXCEPT 'FAIRS AND DOUBLE VOWELS," t 31 OCT 194¢ I
LETTER GROUPS VOWELS, TAKEN rROM "J-14", 4-L TTE
CROUPS PRONOUNCEABLE.

I

!

JAPAN 2 I DIPLOMATIC SUCCESSOR TO PA-K 1. 2-LETTER 3-LETTER 4-LETTEH , JB 58

i
("K-3") I JUL '940 - , PERS Z 5 ? o 5¢ P 34 (READ) I --

~~~CS / 3~E~i~~/~6weE~~E~~K~~ I ~~~N~_~e~B~~ I
1 DEC 194i1l p 35 I

LETTER PRONOUNCEABLE. I

I
I

I I
I

I

i
CHART NO. -2
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RESULTS

THE SYSTEMbe, ~
ASA r,...MARKS

OF
AT

PARENTHESES)
TICOM ISTATUS

RESULTS REFERENCE!
I

I WHEN
ATTACKED

AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN

DATES
OF

USE

AXIS
TlCOM

AGENCY
FROM

SYSTEMOF

OF EUROPEAN
AS LEARNED

ANNOTATIONS FROM ARMY SECURITY
...

(WITH

DESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

JAPMl 2~

JAPAN 23

3-LEl TlR (OlE, U~ VALUES I~ BOX lPX"~~~.

3-LElTEP CCOE, SIMilAR TO JAPMI 22.

I JB 35 I ("XA')

I
J337 I ("XE")

1934- ?

193" - ? 8ROKEN

IT'124

; 1124
T 5¢

(READ)

I (READ)

(J8A IS
A 2-LET­
TE~ >.­
LETT£R
COOE BUT
CHAt~G( I,
NULLS ~E

SCRI8ED
roo~ Lo
PLACE IN P
~~~ :;:44 P

(OF TEN
ENCI­
PHERED
8Y JAA.
J88. J8C,! DR JBD)

(UN;QENTI 'I ED)

(8RO~EN, r ALL 1943)

I 9:1 PP 2-4

.0 5¢ P 34
T 3179

I 22 P '7
T 34(,

I T 345

? I ~ PP <-4
I 22 P 17.

RE AD SMALL
A"OlJNT

PE'lS Z S:
OKW: READ
UNTIL 1944

I

I BROKEN

i
I

? OKW

,
I

I
)

19~~ PERS Z S I

I

1942 PE~S Z S II

! OKW I

I

? PERS 2 5

(JEA)

.•BI\~. ,
8C8C8.
CIlC!>C,
~T(.

i

I J9 64

!
I

i
I,
I
I
I

I
ileA" .<-LETTER COOE: 1"lll'CAT'JR GROUP:

<-LPTER 4 (?)"LETTEe COO[. TRANSPOSED. O[C­
TANGLE HAD I'IDTH OF 25, DEPTH Dr 'P, WI TH 3LANK
CELLS. IN JAN ;944, ELANK CELLS RAN VERTICALLY
AND ~OR 110111ALL Y.

2-LETTER I-PART COOE, cv, ENC I PHERCO B" SINGLE
TWANSPOSITION WITH RECTANGLE 6 WIDE. 5 Of! III
OEEP WITH 8LAN~S DISTRIBUTED eVENLY THqOUGHOUT.
THREE KEYS. USED 8ETWEt:N JAPAtl AND nUll....
PHllllPIIIES. ETC.

2-LETTER 3-LETr~~ COO£, T."ANSPDSED. PEU'NGLE
WAS 25X1¢. ORIGINA~LY USEr) "SIGN.ATURE" NULLS,
(LATER ADOPTCD 8LAN" CELLS INSTEAD.)

DIPL().!ATIC

01 PL().tATlC

DIPL().tATIC

DIPL().tATIC

JAPAN 20

JAPA~ n

JAPAN 25

(U~IDE~TlrIED)JAPAN

JAPAN

28DIPlO'olATIC

29 DI?L().1.'TI:

!-LETTE~ !-PART COOE, TRANSPOS(ll. PEC IANGLE
HAD 8LAllK CELLS. ~A I LY KEY.

"-fiGURE 1~¢¢-i,lALUE CCOE ENCIRHERW 8Y 8DOK
ADDITive ADDITIVE BOOK ~AD 4¢¢,¢f,.i¢ ADDITIVE
VALUES, EACH PAnE or 8DDK BE ING DqAW UP 2li X
25. T~E ROINT AT WHICH THE [NCIPHERER STARTED
TO USE THE ADDITIV( WAS INDICATED 8Y AN INDICATD
GRDUR, E.G. TL~SR. AFTER THE ADDITiVE PRD­
CEIlURE WAS C().tPLETED, THE f1'~U'l(S W[RE CON­
VERED TO LETTERS, THE SA"E lETTERS ALWMS RE­
PRESENT I NG Tfic' SA"'E Nu..BERS.

(JAM)

I ~ ?P <-4

I
(3ROKEN JA~I 1945, <5:£ - 5P:£ I
READABLE\' WOC!K ~I SCO~TINUED

A~ 1~5 I

I
I
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COUNTRY
OF

ORIGIN
SERViCE

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)._- .. _- --

~tM.E=-O_F_$.Y.s.T EJ~--J DATES I WHEN TICOM STATUS OF THE SYSTEM
REMARKSDESCRIPTION OF SYSTEM OUNTRY ' OF ATTACKED RESULTS REFERENCE AT ASA

PF ORIGINI AXIS u. S. A. USE AND BY IM-lOM

JAP.\oJ (CO~EIGN

orr I cEl
~ -r I 3lJR( coo::: WITH O'lL Y c:-, 5'~O GROUPS" ENe I -
PHERW e" 800~ -D:)I riVE A';D SIMPLE LETTER 5UB­
STITUrloN ~5IN¢ 7HE ~(rTERS cr~;~LNORSY.

JB c?

I

_DD I TI VE I 22 P 17
STRIPPED AND
SOO~'BRE_~ING

SEGUN

II (BROKEN JAN 1944; 2 ADDITIVE
BOOKS USED. SECOND ErrEC TI VE
I rEB 1944. Bor~' RECOVERED.

I,~, "~",,.)

,
I

(READ)

!
i

I -. --
J =i"'-

, ~

(UNIDENTIrlED) --
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY AME F 5 YSTtM DATES I WHEN TlCOM fSTATUS OF m"',<~OF SERVICE DESCRIPTION OF SYSTEM p9UNT_F!' AXIS US.A. OF ATTAC~ RESULTS REFERENCE AT .-ORIGIN ORIGIN USE AND BY

LAh'l'" I DIPL(t.oATlC. TQANSPOS r TI CW CI PH[1t. 6l)T'i' ~ I '4GlE "..., DOI.8L[, • , , , " . ., P[A'S 1 5 , I UP lfi!l (~. ONLY PlAIN TeXT --SCJo'£TI"4(S SUP{ltENCIPH(liltD ..... p; V1G{H!,l( S~STlIU' JolESSAC[S R£CE1'itO AT .AS... )TlOJrt.

LIP',"JAWIA , OIPl(JolAlIC TRANSPOSITION CIPHCIf, 80T"I (IOleLE A~ SI'lGL[, , , , , . , I ?P01515 , I 2< p 1111 (LITHUANIAN TRAr'lC 1'401 ".
S()4[TI"4[~ SUP(I1[NClF'tiCACO WIT'1 VIGC'lt:A[ SLflSTlTU.

I I
'wtIA...t:D ON BY AS•• JTION.

lll'flJANIA , 41" F{)PCC TRANSPOSITION I;.IPH[Iio loin... A(V1)I.VIH(';; GPllU. • , ,
19J~'19)9 1939 OKL RCAO CU~(N1.. I III P II (LINvAHIAN Tfurnc HOT --

WRKro 00 AT ASA.)

Io1ANClo(lJR I ... , OIPL()4ATIC ')-rIGUIlE '?'PAPl COOt. , • ("lu) 1942-1'1115 , • T , (HOT WCIlKED ~ AT ASA.) _.
"',,"CHLPlA , , I';i-L(TTeR "PAPr COO[. , . I , 19J~ . t , P£P.S 1 S ,

T16P 36 (tJI«l«JW ) --
"'lAN(HURIA J • 5-LCTT(A ,. PART COOt. P<tOIC.H(Vl: ABJY1. T T • 19111<'1 - , 'P(AS15 ,

T76P 36 (~KNOlo'N) --
"'AN(HlJP I A • • ll-L[TTER "PART COOt ('f' f"ORM CVcv • I.I'SrD 8(M('-I • , , USEr) OWLY IN ?P(AS15 , T 76 P 37 (UNKN~) --BEAll N At() Il()ol(. Io4AI?C~ 19li~

"AJfI.:"'~IA 5 , iI-r I G\lA[ o!·P"PT (00(. All MCSSACCS START(D WI10l , T , , . , • """ C()oIf"RCMISCO. , '17 p 3 (lJItIIUOM) --GRl'""oUP DI.~ll.

"'AN(I1UQ I j, 6 01 PlCHAtl( TAASSPOSITI~ Ctf+t(A IJITH BLANI': CE:Ll'S IN A(C- ,

I
1 • In;. - , 1911" ptA'S 1 S SOlYtO. TJ6 p 16. (~It~) --UJlGt.E AI«l DAilY' ( ... AtjGlt~ 1(0. useo JAPANES( 33-ljlLA!'ICU4C( •

"'A~KURlA 7 PROBA~Ly TRANSPOSITION (IF'K(II 'o/IT"l (HANGIt+'; ENCrFl1rfl"'ENT~ , , , 19)"3 - , 1PEQS1S , 17~P35 lL",,",~) --(~(R(IAL GOVERN[D flf (lAT[ Af<lD N~ER.

IIlA"i(I-IlJPI A 3 • TRAr.lSPOSI TI ON [Nt; I PM[f:Iol[NT5 or ... IUSI C JAPANESE , T , , - ., , PEAS 1 S • I Zo! P Zl (~~) .-
J-lETTEP B(l(\f(.

I

, , ,
I I

I

I i i I, ,
I. ..."""1 NO. 1-.:



PARENTHESES)

OF EUROPEAN AXIS· CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN

RESULTS

COUNTRY
OF

ORIGIN
SERVICE

NAMF OF SYSTEM I DATES I WHEN
DESCRIPTION OF SYSTEM p~~~TG~ AXIS US.A I uOtE ItJj~C~ RESULTS

T1COM STATUS OF
REFERENCE AT

THE SYSTEM~IARI<SIASA ,.,

NETHERLANDS 1 0 I PL()oIA TIC. 4-LETTER 4-r1 GURE I-PART COOE. (USEO WI TH AND
MILITARY, AND WITHOUT ENCIPHERMENT. 22~ GROUP REPEATING
NAVAL ATTACHES AI)()ITIVE USED IN ENCIPHERME~T.)

'i-LETTER I-PART COOE, WITH Z¢.¢¢¢ PRONOUNCEABLE ~ 1 ~! '"194~-~ I' -SIM
fiROUPS. USEO WITH A OAILY ENCIPHER TABLE A~
'oQRKEO ON SL 10 I NG SC ALE PR I NC I PLE.

~ "P04OS· (MXA) (1-1941 - 19 45) 1941 PERS 1 5 SOLVED o ,6

.,
~EXIKO ( ..xe) : (1 " 1945) ~ 1 RECOVEREO T 25'9

ER p. I LESS THAN 5~
: I

l'

I
1 ( ..XC) (~-CURRENT ) 1942 PERS 1 5 READ BY 51 ...

I
1942 SI" _

, ., (NEB) 19~9, PERHAPS 1939 PERS 1 S' PARTIALLY
AND EA L1ER-(CUR- BROKEN

(NEB-l ) RENT)

(UNKNOIIN) --

(~ REAOABLE) --

j (75~ - ~ READABLE) (USED IN
1945 BY
ONLY PORT
AU-PRINCE
LEGATION)

(<.INIDENTI flED) --

(ASA STAT~S THIS SYSTEM MAY --
BE A PART OT MXA OR Mxe)

(UNKNC'wN) --

I ~
, p

.-,

(1m REAOABLE) ..

(COOE BROKtN. ENe I PME_MENT --
IN REAOABLE STATE.)

o 16
If 1511

o 54, REPORT
3. P 6

T 249¢
T 2491
T 2493
T 2495

REAO

REAO

, 51 ..

J -'942 PERS 1 S REAO. 1~ 0 16
I COO4PROMISED.

!
I 1926 PERS 1 S READ 0 16

1 - .,

1926 - ?

1941 - 1~ "X£PIT"

,

,

5-LETTER '-PARl COOE.

5-LETTER '-PART CooE.

5-LETTtR I-PART COOE, 2¢,¢~ PRONOUNCEABLE GROUPS
OAILY ENCIPHERING TABLE. COOE MIXEO WITH CLEAR.

S-LETTER I-PART COOE. 1f6¢ DiffERENT ENCIPHER-
MENTS' EACH GROUP ENCIPHERED BY A GROUP IN
BASIC COOE or fROM I TO ABOUT 15~ PLACES LATER.'

POLYALPHABETIC SUBSTITUTION CIPHER IoIITH -~
ALPHABETS.

POLYALPHABET IC SueST I TUTI ON CI PHER WI TH ~6
ALPHABETS, 5 Of \/H I Cn IlERE USEO AT A II ME • KH
LASTED SEVt:RAL OAYS. STARTING IN 1927. KEY
CHANGEO WITH EACH "ESSAr.E. SEPARATE SueSTlTUllON
ALPHABETS TOR ENClFdE!lMENl OT INDICATOR GROUP.

4 OIPL()oIATIC

I OIPL()oIATIC

2 OIPL()oIATIC

5 01 PL()oIATIC

3 01 PL()oIATIC

6 DIPL()oIATIC

7 DIPL()oIATIC

MEXI CO

MEXICO.

...01 co

MEXICO

MEXICO

MEXICO

MEXICO

NE THEP.LA~S 2 fRENCH TIGURE COOE, I-PART REPAGINATED. ENCI­
PHERMENT BY DIGRAPHIC SUBSTITUTIOlI ANO TRANSPO­
SITION WITHIN THE GROUP.

1939 PERS 1 5 PARTI ALL Y
RECOVERED

o 54. REPORT (UNKNOIIN)
3. P 7

T 2~~T 2~4
T 2~4

NETHERLANOS 3 A SMALL NUM- If 15 18 P 3
BER OT MESS,
AGES REAO

NORWAY 1 OIPL()oIATIC

MESSAGES TO AND fROM THE ROO4E LEGA TI ON.

5-LETTER '-PART UNENCIPHEREO CODE.

l' 1 l' 1 - l'

l' , 1 ? - 194~?

i
I

I
I
I

1 S'"

REAO COM­
PLETELY TO
194~. NOT
AfTER 194¢.

I 162 P 3

(UNIOENTI f I ED)

(UNIDENTI flED)

L...-__~__---'- -'-_--:'I L.--_-'---- -LI ...L..-__--L.__---,-__---,...........~.,....,...._----J
(;I1AIH "10. !-c
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RtSULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(~ ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
Ltj~ME~_OF_._SY.STE.M~

----
COUNTRY

DESCRIPTION
DATES I WHEN ! TICOM .[STATUS OF THE SYSTEM

OF SERVICE OF SYSTEM &OUNTRY OF ATTACKED RESULTS IREFERENCEI AT ASA REMARKS
ORIGIN : pF ORIGINI AXIS u. S. A. USE AND BY WHOM

FE~U ,I""...no
I ?

i
? (PEA) I (1924-cUPRENT)' ~ PER5 Z 5 ? T 15gS ' (CQt.1PPC)< I SED ) --S-lETTER I-P.ART CCDE. I'HIAl CIGRAFM5 SL~STI-

TUit:O 8\ OfGRAP.HfC TO\f:2U:S J,·\:D r,NAl r=-re"","',,;; ~ 51'1

I", "'~
0 10 !

SUESTIP)TED [lY 'TRIGF='I,FHIC T"'5L[5. I

II
I

J fl/Pl(>.l<T1C

,
PE<'l! 5'LETTE~ ?-PkQ'T CODE .nTH ;1\('.l'0 TO 20,l','0 ? ,

~ ? 1920- '927-? ? PER5 Z S D Ie (~NKN()I.'N) --
I PRONOUNCUElE t:RDL,P5, :

PE~U 3' DIFLC~,qIC ~-lETTER ?-PAR1 CODE. (ENe I PHEPME'H MAYoE 'PEA" ~ "PEPU: ~ ? - ? ? ? RECOVERED T 1391 - --
r

C'P p.~EDEe E5S(l~. ) IliMll- lESS THAN I~
I GENr "

"I DIPl(>.oATIC

I I
F[t.'l· 5-lEllER ?-PARI COOl. (ENCI FHE"'ENT MAY BE

I
? ! "PEfW: ? ? - ? ? ? RECOVERED IT

1397 - --
I'PEA"OR f'RED[CC5S0P.) !~g:;;, i lESS THAN 5;t:

I I I I,
i :

I

I i I

:
I I I t

I ~

I
I

I

I I I I
:

I I I
!
i

! II

I
I : I
i ! ,

, ,
I I I

I
I

I

I
I I

: I
I I

II II
,,

!
I

I

I
;

I ,
I I
i

I
I ,

: I

I;

I II
I I I

I I !

I II -- ... I
CHAt< NO. 0
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ~ OF _:;'(SJ.~!!-l DATES I Wt:t~.N REn~~~CErTUS ~ I~~ ~,~,OF SERVICE DESCRIPTION OF SYSTEM , _ AXIS Us. A JllE ~iWC~ RESULTS

ORIGIN

POL..., 1 NAn 5-r1GlJ1'[ I-P.RT COOl: SlUR ."._1 , , . (19211-1926) 11'37011'oI t. CCM'RO- T 1117 I (........l NOrt 11;-
SAON'IClt I .,sm '--Nff-..... " IN; THIS

I
DOWI:NT

=-~CllDEIlOOI<S

! IN AU.

I
.Dt... , ...., ,·FlGt.RE l·FARJ 'aJC Sll'rR lA-' , , I 79l"- 19lD) /937 QIlI{

'. aM'l>O-

, ~7S t_l NOTE At·
~I,[lNICiY .,sm CCMtAMY·
..... 3· IN; THIS

I !
DClCI.OOT
SAYS!'O

'j ..... 3, COIlO ,.
AU.

0 !POL... 3 ...., I-PIRl ccu.. f'CP.ttAPS·,·noocc•. om> I • • , . , .- 1'" C()fpR(). T 1116 (lMIl)(HJlrllD) --•-1931- 0 ,
I

.,sm
POL.... ~ DIFLQ.!AlIC 1;4FrGLME CZ-P.acl'!) CCO( DfCIMIt(O IY ADDITlvt. • I", " (FLO) , . ,~. - t,

'~ FA
FA R(AO ...... IL , I~~ P ~ I Ie~ IO(c........ I~- ..I _

I~J' 00<. I 161 P I • or LQlIIXIN-N[W YOAIl:
II!'[RSlS At R[GU- , "Jll I ';lflC D<C1PHtIOtO. '~;'"

lAALl'. , 1 • vtlt'l' II TTlt DECI

~I ,
POL'''' 5 OIp\'()oIATI( lI-rlCl.P.t '-PART tCDE , • PO • .. , , - , RrCOYt"f:D T 2155 (UNlDE:NTI f'1 (0) .-

A8DU' ~.

POL''''' • 01 "'-OoIATIC I I;·FIGl.PC '-P"PT CODE , D' 0
, .- , , .. RtCOYERtD T 2152 (~ID[NTlrlED) ..3"--.

POL"'" 7 DIPlCJo!ATIC I 1j·F1Gl,RE 2-PART CODE • P P D , , , .. I ' . , ~ECOVERED T 21~ ( .... 'DEN'Tlf'ltD)
_.•. 5. , 21

I
POL'''' S 01 PlCJl'lAlIC .-F1~E 2-P."T tOOE , cPO • , - , , -. RECOYE~ , "~T

(l,NIOEIlIT IFI ED) ..
ABOUT , 21

T 21 6

PDt"" 9 DIPlCM,UIC 1;-F1(J.P[ '·PARJ cme WITH III ..~. tNCI· • , , , • 19'3 ,- ...., or I ~; pp ~ ~ (lIf'Q(NTIf'lW) .-
Pt£PED WITH ADOltlvt UeLt 2' x Z • TRAfTIC REM)

....- ,f DIPlOl"AHC 1I..,..tlUt( '·PART too£ WIIl4 I_~ DItCU"S. tNtI- • • ,
''''3 • • ...... ...., or

'~:"2f' (LNID(NTtrU:D) .-
PHVtto W,Tlt 'ODlllvt TAetLtS x ,~, TltArrlC ROO

.'
POL"" I! DfPlOAATlC lI·nGA'[ ~-PHt' tOO(. YAUJ[S IN ratNCH. , FltA'fl. - , , -. , . , 10(_

f 2'" CtfrfIOPlII"m) ..
CClDC IlD'~ I -"'11I<
PCllff. DI I
LC»!ATI[t

PCVl«l '2 • 1I-r1GUJ"( c·PNlT t,(I)[ ,
I· • , , . , , . , IO(C....... T 2153 C.... ,O[lfTlrlm) _.
I

-., 25lI

,
. .'

.
.~ .-.,
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AT ASA fBllARKsl

(UNIDENTIFIED)

(UNIDENTI FI EO)

(UNIDENTIFIED)

(UlliOENTlFIEO)

(UNIOENTIFIEO)

I (UNIDENTIFIED)

. (UNIDENTIfiED)
I

i

!
(UNIOENTI rt ED)

I 26 I' 6 PI'
14- 15

I 4'6 PP 14­
15

121 P 6 p 7 i (UKIOENTIFlEO)

l26pcpp
/4 -15

I 26 I' 14

I 26 I' C I' 14 (UKIDENTIFIEO)

T 2148

T 4'148

T 2148

1261'61'1'
• 14- 15

READ

BROKEN

1~ CCIo\PRO­
MISED

RECOVERED
ABOUT 9¢~

READ

READ

READ

RECOVE"ED
ABOUT 9l1l:'

1

1941-1942 ALL II G3 PI' 2-4 I' (UNIDENTIfiED)
II.ESSAGES READ. I III P 2 .
MOST OF THE.. 0 ~N. I TE" I.

CURRENTl y ~ 5 I
T 2¢3B

READ I ,,3 PI' 8-9 (Al!OUT 6¢ GROUPS RECOVERED.
1942-1943. 6l1l:' OF WASHINGTON­
LONDON TRAFFIC DECIPHERED.
1943-1944. 1~ OF WASHINGTON­
LON~ON TRAFF te DEC! PHEREC.)

RECOVEREDIABOUT 9l1l:'

, OKL

, OKH

, OKH,

, OKt',

, OKH.

, OKH.

, - ,

, - ,

'1 WHEN
ATTACKED RESULTS

AND BY WHOM

1.1939 f-ERS 1 S

1
'1939 FA?

? OKH

, ,-,

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

, - i

, - ,

, - ,

, - ,

, - ,

, - ,

, - , .

, - ,

, - ,

, - 1944 -, 1944 OKt'

:, - 1944' - ,

,

\

(I'Lr)

118

POI

117

I
POlN ISCH-'
ER DREI-
STELLER­
COllE I

i POLN I SCH-!
ER ORE I­
STELLER-
COllE" ,

,

,

AME F SYSTEM OATES
OUNT OF

ORIGIN AXIS US. A. I USE
SYSTEMOFDESCRIPTION

RESULTS OF EUROPEAN AXIS
AS LEARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY

TRANSPOSI TIDN-SueSTI TUTION CI !'HER.

3-FIGURE '-PART croE

TRANSPOSI TION-SueSTI TUTlDN CIPHER.

TRANSPOSITION-SUBSTITUTION CIPI-!ER

TRANSPOSI T'I ON-SUllST I HiT I ON CI !'HER.

2-PART COllE. 2,~ VALUES. ENC'PHEREC.

4-FIGlJRE (2-PARr) COOE ENCIPHERED BY ADDITIVE.

3-F I CURE '-PART COllE

~-flGUllE ,,-PART COllE. ENCIPHERED ON KEY TAKEN
FR()ol BOOK. PA I I' OF ENC I PHERMENT TABLES USED FOR
EACH OUTSTA TI O!-'. I ND teATORS: TW{) 5-F I GURE
GROUPS AT BEGII/NING OF MESSAGE.

TRjNSPOSITION-SUBSTlTUTION CIPHER: CLEAR TEXT
\/RITTEN INTO 1¢ X 12 5CUARE. TAKEN OUT IN CO\tH6
IN ORDER, CONVERTED TO FIGURES BY 2-FIGUIlE SUBc
STITUTION. TRANSMITTED IN 3-flGlJRE GROUPS •

SIMPLE TRANSPOSITION CIPHER.

,

,

SERVICE

16

17

23 NATIONAL
RESISTANCE
"OVEMENT

21 NATIONAL
RES/STANCE
"OVEMEIH

18 All' FORCE

13 rOREIGN
orr I CE

19 NATIONAL
RESISTANCE
MOVEMENT

I~ Mill TARY
ATTACHE

24 NATIONAL
RESISTANCE
MOVE"'ENT

2Z NATIONAL
RESISTANCE
MOVEMENT

•~ NATIONAL
RESISTANCE
MOVEMENT

POLANO

POLAND

POLAND

POLAND

POLAND

POLAND

POLAND

POLAND

POLAND

POLAND

POLAND

POLAND

. COUNTRY
OF

ORIGIN

\

I.

• .~ - 1-°-



(

DOClD'
(

3560861
(

THE SYSTEI< '-:NiARI':s1
ASA "'

I0 10:., Ig'l1 RE­
PORT. Pl

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

DATES
OF

USE

AGENCY

AXIS

: ,

SYSTEMOF

OF EUROPEAN
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY(WITH

RESULTS

DESCRIPTION

I)-FIGURE I-PAIJT COOt W'ITH 5",fIC1d GlHlUPS. ENCI-
PH['AED DIFFERENTlV ON DIFFrp[NT CIRCUITSI ADDI-
TlV[ rOA CIRCUIT APPLIED T~ LINt NU'I![Al T'UNS­
POSITION or GROI.P (l[toI[NTS: 1,!X1D-PLACt 5ueSTI­
TUTION TABLES "'~LI[l) T'J PACe NIJ'liIBCAS.

SERVICE

1 DJPLQloIATIC

COUNTRY
OF

ORIGIN

PORTUGAL

'5-rleUR[ I-PART COOt. W'1T0f 61.5"" GROUPS. [NCI-
J'HEIt[D. I,

(UNIO[NTlrltD)

(UNIO[HTlfICD)

"1 NO. I-I:

('tCPACINAHON "liS" IS ,1,51,'5
POJ.)

o 16. ,elliz At- (I~ C~""'SED)
~T. Po 3

I
It". C()4P'l'O- I 0 16, 1911l RE-
\lISCO: LDA:lEO PQIlT. P 3
BY Olao' TO PCR I
1 S rOR PHOTO
STATING I~-

CLll)ING 9
TA8LES; RES T
or TABL[S 8PO
KCN. READ

'0$. I
LARGE PART orjo IE. 19111 IfC-
IolESSAG[S OEAD ~T, p !.
WIT~ SOO''£ I
GAPS. SERLIN" I

I LISBOr4 TA,l.r.

~~~f~~l ~:~i I

~:lII~~SaAP- I
IDLY.

: I
'C'KIPHEP"-ENTS D 10, 19111 liE
• 8IlOKE~'. !'IE- P()QT. P i.

I
GINIUNGS '"lAD[
ON CODE. !UT
OfOT PE:,I.0.

,

i

IQkl 1>[05 1 S

19111 PEAS 1 5

Ig~.I! Ciao'
Iglil PEAS Z 5

(191i3-CURR[NTl • • LAAG(LY pC· T 3¢U (~ RECOVERED: C()4PL['fELY _.
COVCA(O ACAOA8Lt.)

,
1-1911~-' Igill PERS 1 S R'otl '0 16. Ig"l AI:" (UNIO[NTlrl(O) ..

; P~T, P 3

(lglI'-CURlIIENT)lg!l.l! P(RS 1 S RCAD

(POl)

(POJ)

, , • I '-19111-',
,

I

I
1
I

_.

• 35' IIPOUl
,

• Z99 I
,

I,
• '''5 •

•

[NCI-'j-nGURE I-PART COOl (WIT"! 5',$fa' GROUPS.
JlH[A[O WITH TABLE!.

IIj-nGI.RC I-PART tco[ WITH '''••'' aqoups. ENCI- I
PH[PEO ""IT"! I._·PL"CE sUflsTlYUTlOI" TASLES.

I
I

')-fIG1,llrE I-PAIlT cax WITH "1,5"" GROJPS. ENCI­
f'HEAEO WITH Tlo/ENT'r IJ~-PLACC $OOSTlTUTIO" TA!LES
fOIl LINE NlH!EIIS AND eN SOoI( CIRCUITS ALSO WIT-!
l,llJ_-PLACE TABLC foq PAGES. OlffEP[HT TRANS-

,POSITION or GROUP EL[MCNTS r~ tACH CIRCUIT. j

I
i

'i-rIGURt I-PAPT COOt WITH f,.1.~ QQOUPS. [NCI­
PHE~ED WITH lW[NT'r I:J"-PUC[ 5IJBSTITUTlor, TA!LES
fOR LIN[ HU'eEAS ANI) orl SOO'[ CIRCUITS AL'5D WIT'"

"l,dOO·PLACE TABL[ fOIl PAGES. Olff[RENT TPA-.s,­
;POSITION Of c;qoop ELtMENTS rOIl [AC~ CIRCUIT.

:
15'''.'''' "PAPT "'''. 61.5" _PO. "':lPH[OED.1

5-FUIJIt( l-PADT Cootl !SASIC l!tOOIC or WHICH -m- II
,lit) ·lC!~· WERE If[PACI!\IATIONS. Z!; SUBSTlTUTlO~

ITABLES USCO WIT~ IT.

Q DIPLOMATIC

7DIPl(lll4ATIC

1& DIPL()4AYIC

5DlPLQI4ATIC

l DIPlCflllATlC

3 DIPL()lAYIC

PORTUG,t,l

P'OPTUCAL

POATOOAL

PORTUGAL

PORTUGAL

PORTUGAL

PORTUGAL
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNE;D FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) _... - --

COUNTRY ~L~$-YSTt~l DATES I WHEN .TICOM .!STATUS OF THE SYSTEM
~EMARKSOF SERVICE DESCRIPTION OF SYSTEM. OUNTRY OF ATTACKED RESULTS REFERENCEI AT ASA

ORIGIN 8~ ORIGIN AXIS U. S. A. I USE AND BY WHOM

PORTUGAL 9
, 5-f I GURE '-PART CODE. , , , I ? - , I , , RECOVERED T 3127 (UNIOENT I f I EO) --

j
LESS THAN 1:'

!
PORTUGAL I.~ , 5-f I GURE '-PART COOE. ? , , I , - , , , RECOVERED T 3iil23 (UNIDENTifiED) --

I
LESS THAN 1Ill:'

,
I ,

PORTUGAL 11 01 PLOMATIC 4-rIGURE I'PART COOE, REPAGINATED. , 62 146 ,
i '-1936-'

, , RECOVERED 311l:' T 1336 (UNIDENTifiED) --
I i

PORTUGAL 12 , 4-rIGURE I,PART COOE. REPAGINATED. , , ? , - , , , RECOVERED T 1332 (UNIDENTIfiED) --
I 3iil:' - 511l:'

PORTUGAL 13
, 4-rIGURE I-PART COOE, REPAGINATED. ,

5iil2
, I , - , , , RECOVERED T 1333 (UNI DENTI f I ED) --

211l:' - 3iil:'

PORTUGAL 14 , 4-rIGURE I-PART COOE, REPAGINATED. , 611 , , - , , , RECOVERED T 1334 (UNIDENTIfiED) --
211l:' - 311l:'

I

4;r I GURE '·PART COOE.
I

I
~

PORTUGAL 1·5
, , , , , - , ? , RECOVERED T 1335 (UNIDENTifiED) -- P

LESS THAN 5:'

! ~
PORTUGAL 16 , 4-rIGURE '_PART COOE. ? ? ? : , - , I , , RECOVERED T 1337 (UNIDENTIfiED) --

~i LESS THAN 1:'

I
PORTUGAL 17

, 4-rIGURE ,.PART COOE. , ? , ? - , :
, , RECOVERED T 1338 (UNIDENTifiED) --

LESS THAN 5:'

PORTUGAL 18 ? 4-r I GURE '-PART COOE. ,
557 93 ? ? - , ? , RECOVERED T 134iil (UNIDENTifiED) .-

LESS THAN 3:'

PORTUGAL 19 DIPLOMATIC 4-rIGURE '·PART COOE. ,
55 141

, , - ? , , RECOVERED T 1386 (UNIDENTIfiED) --
LESS THAN I:'

PORTUGAL 2iil DIPLOMATIC _OALPHABETIC SUBSTITUTION CIPHER. , , , '-1942-' 1942 PERS 2 S READ o 16. 1942 RE (UNKNO'wN) --
I

. PORT, P 3 ,

PORTUGAL 21 DiPlOMATIC 5-lETTER '-PART COOE. , , , '-1937-?

I
, SIM READ. COMFRO T 159iil (UNIDENTifiED) ..-

'11 SED.

PORTUGAL 22 DIPLOMATIC ~-lETTER 5-f1GURE COOE, 6iil,¢¢iil GROUFS. ENCI- , ? ? , - ? ? SIM. SID READ If 1526 (UNIDENTifiED) --
HERED BY ESTIMATED 2~ TABLES.

:

I
I

I ;
I

CHART NO. -2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
-- ~ --

COUNTRY ~E__O~_$_'(STE!vt~ DATES i WHEN T1COM STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM OUNTRY - OF RESULTS REFERENCE AT ASA REMARKS

OF ORIGINI AXIS u. S. A.
I ATTACKED

ORIGIN USE AND BY WHOM
I

11945 SID I (UNIDENTI,IED)f'ORTUGn 23 DIf'L~~TIC 5-F"lGURE I-PART CODE. LINE DIGR~PHS ON P~GE IN 1 ? 1 i ? - 1945 READ
IF" Tl --

EITHER ASCEI~D I Ny OR DESCEND I NG ORDER. ~SED i IF" 1 2
L I SeON- ANKARA-e~RN. i

\ (UNIDENTIF"lED)

"

PORTUGAL 24 DIPL~~TIC 6'F"lGvRE AND 2-rIGURE 1'PART CODE R(PAGINATED ,OR ? 1 1 1-1944-1 1 SID READ IF" 1526 0-

I ;;ERENT LINKS. UNENC I FHERED. TRArF"l C GEN-
ERALLY 0, M~RITIME NATURE. I

I : II

i
I

I

i I

I

I I
I

I
, -

i
I ~

I
i

, P
I

;

I

I
I
, ,

I
I i ;

i

I
II
I

I

I .
I

i
I

I
" :

I; I
0
I

___.___l_~ __
;

I

I I

I
GHART NO. '.
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM .SOURCES

(WITH ANNOTATIONS FllOM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY

'-AXIS
r-:i!.t.!o'-1 OATES I WHEN RE~~~EF'A''''' ~ A;i 0>,0>,,,,,,OF SERVICE DESCRIPTION OF SYSTEM 'OF ~~~ RESULTS

ORIGIN U5.A. USE I

, I
{'IOlKal (Jr4 I~~'"""ANIJo , [lIPLCMATIC '·"l~[ Z-PART CQX ([HClfH£A(O WITH MONO- , R ,8 IIICXll I'-'~'-') , - , 1-' COoIf'!IM)-

Tf!k

.-
Al~A6[T) Ml~ T 1 OUlIlIHC l~J 1 • 1 ,loll)

T , l~ OKI tt Till
T , : 1&1 AruclCEC, C.M) 19',.)

I

~.&HI" • D1PlOVoYlC t:;1~E Z-PMT cCllE: ([NCIFHVlUl "I flo! !OOK , , I.... ) 1'-"'5-') , . , I ,. CCMPRt'- T 151 I (\rOik[D ON lllo'T[.... llTtNTlT --
!TIYE) ~ NI!£D EXltINC 1~ 1l:3• 1"~ ...~,

1~5. AceUl •., 5 STILL KINC,, AYUCIC[O. [JC) 1~5. J, ,
1h.flf..... IJo 1 DIPLtJlUTlC 5-rlCUfC l-PARl can: (OCIPHtMD \ro'ITH R[P(AlING , , IPQ<) I,-'9't5-') , . , 1" Cl>IPRO- TT.c (w:lRttm ON IJrl:yt""'lTTlNTLT --

o\DOlT Ivt) 1oI:15t'D C~IIG ~l. ~'-3 I,", IfIJ
1~'5. Itl 5 STILL etlNG

I ...n",KLC. [M) 1,",'.)
,

...,..,.IJo , DII't.04AHC ~ l-PNiT C(l)[, lfI,I$ GRUJPS. DOC'- , I A ;r , , . , , F'OtS 1 5 R[(CV[RCD T ..,. (UlICCHl.nCDJ .-
VI11" "-PlACE".18r. I ,.. - ," 05"1 P I'

"""AN'" , OIPl..Oo'.... lIC ~IGUK i-PAIn (ax, ~••~. [HC,- ,
I R II .. , - , t PE.1lS 1 ~ I R(COYD';[O T ~ll (lAllQ[tfTlrlto) --

RED WI n- 1.-"-11([ l"AIlL[.
I jlI - ,"" I D 5 P 15

I I
I

"""'ANI .. ~ DIFlOtATIC ~IGUII[ l-"ART C(X)[. Tt•• C'IfOUfIS. INCl· ,
I

R '3 , , -. 'PCRSIS ,,[eO'i[MD IT cel6 (1JflIC[Imrl[o) --
~RtD wn.. I"'PUCE 'fABL[. I I 'llllUT l. T Cl2i.

DS~PI5

Rl.6lA:oII .. 1 OIFLOo4"TIC ~rlctJl[ 2-PARi CCDC, l~.~ CtKllJPS. (NCI· , ,. ,
I

, . , 'FCRSlS ' R[COV£A(D
T "'~ I (l;'UCtNTIFI[~) .-

I [RlD WIT" ll!-FI.. ..C[ l"A9I..E. , I LESS T.... A~I 5. D Sli 15

I I· I

R~AHI" e ~IPLOolATlC ~-rlGURE 2-f'ART COOt. 11'¢.¢¢1- GROUPS. (NCI- [,rflU 15 , , , - , , PE'" 1 S PtCOY['AtD
~ 5~~ " (UNID(NTlrl(O) -.

HERtD WITI-' It-PL"CE 'fABLE. ORIOCRCC"": LESS THAN 5,1
I I

RLf.1"~lIA , DIPLOolATlC ~rlGlEIE: 2-PA~T Coot, ·1¢~.¢S1¢ QQOUPS. (NCI- , R 16 , , - , , peR'S 1 !i ~[COY[RlO T 221T (lAltOeNT IF I(g) --
[RED WI1H I~-PL"CC UBI.[. ,. - ,-. 1 222;

I
D 5q '5

,- I

1 '(" hiNIctNTI riCO) --R\Il'AN IA DIFLl>fATIC ~IGUR[ 2-p.RT c(lIe. ItlfIl•• CROUPS. (NCI- , 11 , l~~ - , , ~RS 1 5 R(C.OYCRED

I
RED WI TH U'-PL ACe hBlC.

I I L(~5 lH~ 5. oS F' 15,
~""'IA 11 DIP!.CJ4ATIC ~IMtt '-PART COOE \11THJ:t.- - f~•• , , , , . , , $Itol, SIC

I COD[ '. " :wn (tNICCN1IFICOJ --
• D'l:IFH(R[D 5\' FI Sl&lUUTltH ' C(M"R()ol15tD; "TABlt. I J t''''1 FHEM:oIi

I 1!!tQ(["l........... IZ , ,-nQlt( Z-PAPI c.eoc. R ~ , , - , ,. , ,
, It'di (lMIDCHTlrltD) --, RECOVOtED

I
, l!' - ,,..: ;

R\.tU.·HA '3 , 5·nCiUf( i-PART '0)[. , • j , , - , , . , R[e.tN~ 1 ''*'7 (\.~IDCtlTlrltD) ..
I It!tS THAN 5lI

" .~ I I
Till) (UfIDOnlrltD) --R\II4.ul1lo , 5-rl:::;JJl[ 2-P~RT c.COt , , , ' - , , -, FtCOYi:R[[) I

I I 5. - I~
,

R\,M.r.... I ..
"

, I',-r ICI.P.E c-PAR r C.OOE. I , 9 , , . , , . , REcaron.D IT ell5 (CMloc."',. r 1ED) --
,.. - I~

I I I_..-. ,-~
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SYSTEMOF

(WITH
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AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY

DESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

,
I

" '-1943- 1 1 51 ... !READ

I
I

I

7 7 I 7- 1943- 7 I 1943 51 ... I READ

I
7 SID I

INOT READ? ? ~ "1-1939-? ? OKL

? ? I " - , , OKL i REA:! CUR-
RENTLY

I
I

I I I

I
I

i
!

I i
I I !

i i

I i
II

I
I I
I

I
I
I

I
I
I

5-rIGURE 2-PART COOE

5-rIGURE 2-PART COOE.

, - , , SI .... SID 121ij~ COMPRO­
... ISED.

(UNIDENTlrIEO) --

(UNIOENi IFlEO) I
S.- P

(UNKNor..«) --
(UNKNor..«) --

(UNIDENTlrIEO) I --
I

(UNIDENTIFIED) I --
J

,
I

(UNIDENTIrIED) I --

I
(UNIOENTlrIED) I --

I
(UNIOENTlrIED) _.

I r 1521

,
I r 1526

I
I

I I r 1521

I
I
,IF 1521

I r 1'15I T 15%

Illr 15 17
IF 1521

II 121 P e
I 121 P 9

? ., IRECOVERED IT 221,~,
LESS THAN 5%

IRECOVEllEO
I

7 7 : T 1133
; 'BOUT I~~

, 51... 11l~ COMPRO­
... ISEO.

? - '?

? - ?

? - ?

19~(~-'943 ? SIM READ

I

5-rIGURE '-PART COOE. 5¢.¢>l¢ - 6¢,(1!M! GROUPS. I'

ENC I P~ERED WHEN HIGH SECUR I TY WAS OESI RED. KEYS ,
WERE <19 X 5 AND 5;\ X 5 LONG.

I ? ! I¢ I
I 7 I ? I
I I

5- rIGWE '-PART COOE. rIGL'RE SUBSTITUTION I, ,I
·ENCIP~ERMENT. SEVER'L BOOKS USED SI ...ULTANEOUSLy.1

5-rIGURE 2-PART COOE. EACH DAGE NU"'8ERED BY
DN[ or rOUR 3-rIGURE GROUPS PRINW) AT rop.
PAGE DIVIDED INTO TWO RARIS, EACH PART CONTAINING
5 BLOCKS or 10 QROUPS EACH. ENCIPHERCO WITH A
5YSTE'" CALLED BY RO"'ANIANS "riSE." : I

TRANSPOS 1;1 ON CIPHER. RECTANGLE 0 I VI OED I N TO I'''G 1943 Ii

1

4 S"'ALLER ONES. EACH 7 x III OR 7 x 7. SOME I
BLANK CELLS. CLEAR TExT \ooIl1 TTEN 1"1 0"1 A DATTERN.

!I lRANSROSI TION CIPHER. 6 RECTANGLES, 6 x 5; 'ICIPlUL DE I
CLEAR TEXT WRITTEN IN ON PATTERN. "'E"'ORIE

, IITRANSPOSITION CIPHER. I ? I
'C 'PHER, OESCR 18EO AS "ELE...ENTARY". BUT NO DEl AI LS ' ?
IAVAILA8LE. I

I
I
I
I

I

16

17

I~ DIPLOMATIC

20 ... 1L I TARY
ATTAC~E

21 "ILITARY
ATTAC~E

23 AIR rORCE

19 DIPLOMATIC

24 POL I CE

22 ... ILITARY
ATTAC~E

R'-"'ANIA

'I ,-""AN I A

RuMANIA

R~ANIA

RU"'ANIA

""10ft I l1l;I. -"
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)-_ .._-

~s~~f', O"F" " -S.'tsf.E1l) THE SYSTEM

R1
.COUNTRY DATES I WHEN TICOM ,!STATUS OF

OF SERVICE DESCRIPTION OF SYSTEM OUNTRYI ' OF ATTACKED RESULTS REFERENCEI AT ASA EMARKS
ORIGIN ,OF ORIGINi AXIS u. S. A. USE AND BY WHOM

I I : ,, I
RUSSI.A, I Am··y HAG(lIN 5-211 MACHINE, OLO STYLE, EMPLOYING K 37 K 37 .. ? - , 1941 OKH ACCOMPL I SHED I n6 P 2 : . - ..

rRANCTIONATION, SUBSTITUTION, ANO RECOMBINATION.

I
Tf'EOPET I CAL I 5S P ~
SOLUT I ON ON lIili I 92 P ,
LElTE? CPIB. ,

I
AUTUM" 19111, I
MODEL or MA-

~
,CHI NE CAPTURED
I

I ,

RUSS I A 2 ARloty SPEI.CH ENC I PHERER, TIME 5CPAMBLI NG TYPE. ? ' x2 -- 1939- 1945 19,9 OKH/c-.oNA;NOT BROKEN. 173 -- ..
I/A-PRUEr 7 I I 31 P 12

I r 123 P 13,

RUSS IA 3 ..~q~~y TELETYPE UK I PHERER, KEY GENERATOR TYPE. 1 1 --
,

? - 1 1943 OK~ NOl REAO I 31 P 12
_. --

!

I !

RUSS IA 4 AR"Y 15.rIGURE ?,PART CODE ENCIPHERED "ITH ONE'TIME PAO. 1 ? -- i
? - 1945 ? OKH 1 I 19 C .. .-

1 I I 116,
I iI ;

I
,

RUSS I A 5 ARM": BR I GI-°~. ' 5·r I GURE ?-PART COOE PII-A ? -- 194"'-19111 ?
.,

('K~
.. T 8¢5

I
.. .-

DIVISION ./

~5TArrs UPIIARD
TO GENERAL

I I51 Arr I 0

( AoMY: SR I GA~E , !5-r I GURE P23- A

I
?

!
194d?- ? 1 OKH 1 T S¢5 . - _.

puss I It ?-PARl CODE _.

I~ ~ ~~~~O~P\.'ARD I
TO GENERAL
STArr I I i

I
RUSS I A 7 .AR"Y: 8RI GA~E, 5-f I GURE 1-PAoT CODE d45-A ? . - 1941i - 1 ? OKH ? T S¢5 .. ..

DIVISION
STArrs UPI/ARD
TO GE"ERAL
STArr I

I

I
RUSSIA q ARMY: BRIGADE,'5-rIGURE ?'PART CODE ¢62'A ? -- 194¢ • ? ? CKH. ? T S¢5 .- --

DIVISION
STArrs UPIIARD
TO GENERAL I
STArr !

RUSSI A 9 ARMY: BR I GA~E, 5-rIGURE ?-PART CODE 09 1- A ? -- ? • 1945

I
? OKH 1 T Slt5 -- --

DIVISION ,
STArrs UPIIA.RD I
TO GE"ERAL I

ISTArr
i

RUSS I A 10 ARMY: TANK 4-r I GURE 1'PART CODE ENCIPHERED BY SUBSTITUTION. PT·B 1 -- ? - 1945 1 OKH 1¢¢j£ COMPR~- I 19 C -- --
MI SED, MARCH I 19 E
1945

, i
l;I1AIlT NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS - --AS LEARNED FROM TICOM SOURCES
(WITH _ANNOTATIONS FIlOM AIlMY SECUIlITY AGENCY SOUIlCES IN PAIlENTHESES)

COUNTIlY A OF SYSTEM DATES I, WHEN TlCOM ,,'ATUS OF THE Sl::>TEM
OF SEIlVICE DESCIlIPTION OF SYSTEM ~~N!.'l1 AXIS US.A. OF ATTACKED IlESULTS IlEFEIlENCE AT ASA

OIlIGIN OIlIGIN USE AND BY \\1-Q,1

FlUSSIA I I ARM,. I CUARDS ii-fiGURE: '-PART CooE [NCIPH[R(D BY SUBSTITUTIOfIf. , , -- , - 19"~
, OKH , , 19 c -- --

TANK , 19 C

RUSSI,Ii 12 AF!IofY: TANI< - li-rlGURE ',PART CODE F;NCIPH[F/ED BY SOOSlITUTlON. , , -- , - 1945 , OKH , , 19 c -- --, '9 E

- -
RUSS I A 13 ARMY: GUAPOS li'fIGURE '-PART CooE ["Ie IPH(REO BY SUBS TIlUll ON. , , _. , - 1945 ,

O'H , I 19 c -- --
TANK , '9 E

RUSSI A Iii ARMY !I-nCURE '-PART COOE , , -- ., • 194') , O'H PARTLY READ I 19 c -- .., 19 E

RUSS I A 15 ARMY 4-rlCURC "PAlH COOE , , .. 1941-1945' ,
O'H

, I 26 -- ..

RVSSIA 16 A~ Ij-rlCUR[ '-PART COOt , , -- 1945 • , ,
O'H

, , 19 c -- .., '9 E
-.

1:'1ISS I A 17 ARNY 3-rlGUR( ?·PART (OOC , , -- 1~41-1945 , O'H
, 1 I~ C -- --

1 " -

R~,5IA 1,~ ARMY 2-rrcUR£ SUBSTlTUTlOtl CIPHER USING A 1~ )l I. , , -- 19100- 1943 , 51H ,
" 15 17 .. ..

S';UAI:?[ CONTAINING ALPHABET, fIGUR[S, ETC. 0'" I L'(
(HANGING I([y.

RUSSI A 19 ARMY 2·flG!JRE SUBSTITUTION CIPHER PT III , -- 1911l-1~~5
,

O'H ,
I llti -. ..
T ,OJ

RL'SSI ~ z~ ~~T Z-rIGURE SLeSTlTUTION CIF'HER PT 41 N , .. 1';141- 19 45' , O1<H ,
1 "

.- ..

RUSS I~ ZI ~RMY CROUPS, 2'fICL'PE SUBSTITUTION CIPHER I'T 4! , -- 191i! • ? , O'H
, , 19 C -- --

~l';'M IES, COPI'S 1 19 D

RUSSI ~ Zi: ~RMY TP.ANSPOSITlml CIPHER lJ51~lG REVOLVHIG GRILLE , , -- 19~4 - , ,
"'.H

, 1 '9 c -- --

PlJSS I~ 23 ARMT TR~NSPOSITION (IPHER , , -- 1~1i1i - , ,
O'H

, 1 19 ( -- --

RUSSI A 211 ~RMY. AIR ii-fiGURE 1'-PMIT COOi: OI(K 5-,9 , -- 1~3Q- 1;141' ,
O'H

,
I J16 .. --

!'"OP([ T -':15

RUSSI A 25 ARIo'IT, ~IP 2-r1CUR[ SLeSTITUTlON CIPHER PT 35 , -- 1935-193~
,

O'H -, T ~O; -- --
fORCE

I

I
,

I
".A.' NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

.- -_.- - - - -_.. _. . - . _.

COUNTRY ~E __Of_S_,(S.IE~ DATES I WHEN TICOM STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM OUNTRY I OF ATTACKED RESULTS REFERENCE AT ASA ~EMARKS

ORIGIN pF ORIGINI AXIS u. S. A, I USE AND BY WHOM

RUSS I ~ 26 ARMy GROUPS, 2-FICURE SUOSTITUTI'J~ CIPHER PT 39 ? -- ! '939- i9!'2 ! ? OKH ? I 19 C
, -- --

AQ~·11 [5, CORP5, I I : ;l 0
I

01V15101JS,
AIR FORCE T S~S

IRUSSI ~ 27 ~R4Y: OIVI- 2-FIGURE SUBSTITUTIO~ CIPHER PT 4" N P 21 C -- '9!1~- :9~11 ? OK'" I ? I 19 C -- --
S IONS, REGI- , 731 I I 19 a
~ENTS. AIR T 3349
FO.PCE i

RUSS' ~ 2~ AIR rURCE 4-r I GUPE ?-PART CODl VAK 3~ ? -- I 193'3 ./ " OK" ? f 3~ -- --
j I 1 io

,

RUSSI.~ 29 AIR FORCE 4-FIGURE ?.. PART tlJUE ? ? _. 1944 - 1:1'"-5 ? OK-{ ? I 19 C -- --

J

I 19 E

I
RUSS I.~ 3\l AIR, CIVILIAN s-rIGURE ?-p~Rr COOE, U~IE'K I o.~[ ~t:D ? ? -- '943- :91,4 ? OK'" READ I 116 -- --

j

I
1~4)

!

I ~RUSS I A 3 I AIR FORCl 2-r I GL:~E SlJSS T r 1:.11 I Of~ CI P,"'i[~ PT 43 ? -- ? - ? OK" NU f BROKE~ I 19 C I -- --
I 11&6 ~

RUSSI ~ 32 NKVO' 5- FI GURE I-PAR r COOE I ? NS/)c9/S -- 191,) ? OK'" ? I 5J -- --
R 5~ l T 2534

15 0 0
i :

RUS~I." 33 NKVO 5-rIGURE ?-PARf COOE E\ltlPHE"E:> \011 r.... 0:<E-1I'4E ? CH ? -- 1944 - ? ? OK'" ? T 5u4 -- --
P~O ~DDITIVE.

PUSSI ~ 34 NKVO '5-FIGURE ?-PART C.lOE ENCIPHERD \oI11H O~E-TIME ? ? -- 1944 .. ? I' ? OKM ? T 542 -- --
P~O ADDI rl VE T 504

RUSS I A 35 IIKVD 5-fIGURE ?-P.APT COOE (NClrJr![;'[CI BY DIGPA?HIC ? ? -- ? - 1945 ? OKH I ? I ,.. -- --
SUBST! TUTIUN. I I j'_

T SC5

I
I

1¢6RUSSI A 30 NKVO, OIVISIO~ ll-r I GURE i-PART WOE ENCIPHERE~ WITH .~OOITIVE WIll TE SEA ? -- J943- 1344 1944 OKH ;~ or TRAr- I -- --
Of' "EGIME~T TO ! ric READ
OIVISlor~ Dr

I
BA 11ALI O~ S11E

I.,IU5~i I A 37 ,jKVO 4-FI~uR;: 2-PAR f tooE ,~49 r 41 110~ -- ? 194/1 ? ()KH ? I
~66

-- --

j
I
T 2577

I
·PEOPLE'S
Cll'.-, I ~S~RI AT
FOR I Nr[R~AL
AFlAIR~

I
I

I •& . -., ,..W' 1et"~!:.~••- '''!f •J .f
.

- •
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY --~e~fRY-Q.F___S_'tsIEM__•

-
DATES WHEN TICOM _ISTATUS OF THE SYSTEM

IREMARKSOF SERVICE DESCRIPTION OF SYSTEM OF ATTACKED RESULTS REFERENCE AT ASA
ORIGIN ~F ORIGIN AXIS U. S. A. USE AND BY WHOM

:-Q 'jIo\\,~] ••• t:'C::::- 4·rIG:'Ir.'[ I-Pl.::')' coo£. tt.;(r~·IE::'(t' ... " 5LtSSTITUTIOi;. ?E:".'J~
',·[··!T~. ~"T1A- :L,BS~ITlJ:-IC·~.

L I f\"J5

1911 :" 194~, ':)KI-l )0 C
" 7: I 1~6

c.;:-.: - =''-'

:9:': ~?" i3:;:, ·or<.r-: I 26

1939 ? . OK!"! T ~05
.;

:91.;~?~19~) ? OK~ I 26

. ]O!.:5 ? Ol':'"! :.~)

." 191:5 ? OKH ~ 16
:~5

I
I

? ? ? OKH I I 1~6 jI

D
19:~ 1- I ?~.? ? OK'1 Nor SOLVED T eEh

T 541

:3!:2- i9~3 OK" "OT SO!.. VEO T 564

O~"! I 4l

i936- ;O~ 1 ? OK'''' NOT SOLVED 16
564

:?!,~-]943? Or\t~ NOT SOLVE0 4~

564

1943- i9!IL ? OK" N:T SOLvCD T )-2
T c,6_
c 39

? OK'-I RE~O AT TIY,ES T 564
I "C

19h2?-19h3 OK" AT TI"ES .. - I hli
SPLIT ~~~% r s4 .. • 561
.READAeLE r 56~; )6-

I
CHART NO. I-.:!

!<Qtr··.t,\!:JEIJ.

OFAZ

I,')[NI GS­
'eLee

, TQ:J·1S0E
I

I
i
IGN.1VIK

CODe E~JC1!=HEf[O ""'1TH ADJITIV[.

t-PART CODE ENCIFHEcED .'1 rH ADDI TIVE.

~-rIGL'CE <-P.AR- CODE E"CIPHLRED ""T~ A"DI riVE.
I

5-rIGtJf.'E '?·P ..... RT (.)()[ E'J(IPH[r.'ED Vo'I:~ ~O:"'eLE ....~JI-~
TIVt:.

5-rICl,}RE ,:,-p.Apr (ODE UJCtPtiERED \o.'li~ O~I[-lIM( PA!)
A~~ 111 VE.

'5-rIGWC'[ ?-PA~" CODE E':CIl""!-'E~£~ ....'IT!'-: A~:'ITIV£ •.

l..:-rIGu:::,,( ?-P;'::'" ::'C'C'[ £':Ctf"lI~[REO wln~ r[~·~i.J7EJ

A:>:: I T I VE.

i
j!.:-rIG~r.[ ?-PM'T C~[ ('lCtf"'t-JLOLr~::v al,::r,>.\nHI( '~lv"

1~L:8S'ITVll'J:~.

I

!:-rICiJR[ ?·Pftqj :..",)[ r'-l(lpl-'(='C:' r: v SU8~T:';'tITI('I·I. IVI'1/>'

' 4- r1GlJ ,1E ?pA;;''I" r.a::[
I

!:·r I GI.;:,,;,( 1-PART CJJE

4-rIG:Y::'E ?-PAP~ ~~..lD[ [~~::IPI-l~::-C': WIT""" .ADOITIVt..

i
I
ih-fIGURL

).:! NA.Vr i_-TrGUoE .t-PAPT

~~~~~~RIAT '
TOP. I NTtRNAL I
AffAIRS

.. ~I~S I , 1:? ~:.~;V)

t:'US51 .~ 4~'" ~JK'/)

PU:·SI ... llj ~JK'.'~

r.'~=~ I" :;.2 '!~:'.'~

~u~s: :. !~J "J~'/D

;::J~S' A :.1: 'Ji<'/D

::'055 I ,. 1:5 ~~ ....... y

C'~.:5~ I 1\ 46 ~.J.AV~

~;';S5 r.A- 1'7 ·Ito'.'i"

Q;",SSI A 4' 'IAVY

?':S~ I:' ho 'IA\,Y

P,:Sj I ~ ec :J/·I/f

PUSSIA, ); :--U,\,f
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PARENTHESES)

CRYPTANALYSIS
SOURCES
SOURCES IN

AXIS
TICOM

AGENCY
FROM

OF EUROPEAN
AS LEARNED

ANNOTATIONS FROM ARMY SECURITY(WITH,

,. ""'..... ~-"-'II".,r-'",i~~1~"';';':"""

3
•5· 6.. 0'-8 6..1---:"'·~"'~-'·'· " ! .-"r .

DOC1rtt

THE SYSTEM
ASA REMARKS

OF
AT

~0l VEO r:: 1.;.:
T 55!;

TICOM 'ISTATUS
RESULTS REFERENCE '

4d
: T ~42

I; 564

I ~ 39

I

AT T I \lE5 AeOL:~11 le
~c~ R[A~t.~L[ ! ~ ~~~;

,':()"';" SOLvt:D

r.c,,:: AT TI""[~: I ~~.:
1 1:;.(:1;
T "r~32'

50* ~E.~D.AeLt: [I 'e
, T S€4

V."'='IED Ai elF-II.! 5.§!;
rERE~J"i 11··~[S : L~

II? Q.I';'.l

I

! CK'.·

I
I
I

Gx ...•

I WHEN
i ATTACKED
AND BY WHOM

DATES
OF

USE

',..'1 d:

c 1:z C
Kr~f

I
1,'U·PVtK

I

,,' C/49bJ
I ~LLEN- 1

51 [I r-r I: 'II"! "/5):/'
I ~7~~;~- I I :
I·"I,/:, .. '"/"
'.;L~[~:·l

STEI N I r (

['=- c;
v' iE,

SYSTEMOFDESCRIPTION,

~-;tGURE i-r':'RT (0)[ £:,·';CI~.l~E!(ED ',.,'ITH .~ODrTIV[.

!:·rIGLJ::'[ ~·_DAR· (::oDE [r;CIF'J-!(C;>[C 3'!' St..:=51 I T'J'"iIO'J
iO ~J.t.~C:-: ,"Il:i. \.'I,H "'!)DliIVE l\-'i:t;'[:,rlE?

~:..~J"\'Y: ~IU"~L ,il-F'rCUPE: I-F~R7 (CODE t..~r.lr-:;:::f~t.{: =.. ~lLE~:li~YiIO;1,
::-i liT 10,'!~

55 "",\'Y

-, I"'"'
s!; fl.''''''

COUNTRY I
OF SERVICE

ORIGIN I

"L55'" .

F'L'::~ J ~

r::-t::.S I"'"

::-V~~'I :.

:;-i..'::~ 1·\

I

1::-rIGu!=[ i-FI\:"d COD::' [UClr..... CF:'CC ~:', ::IL~S"'ilil'1ICI·:.

I

1/;-:1(;:"':::::: ?-p:,r:;-; c::·:€: t:::r:F;,[::;'::J 1.·.'Ii.~ /[;JlTI'.'i":.

I

!9!;3 ': Cr,','

I
" G.I{··~.
I
I

; ':':-~'.'

cK'·:

~:e: 5Cl \'~T , ~~"

CHAIn NO. ; - 2
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AS LEARNED FROM T1COM
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CRYPTANALYSIS
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SOURCES IN PARENTHESES)

OF THE SYSTEM
AT ASA ~EMARKS

, -- _.
,
I --
I

--

, -- --

TICOM ,rTATUS
REFERENCE

1

Pl~D ,0 Olr·
rl'?(tH DIEN15
AT Vt.RI(olIS
T I"'[~,

FAI'"H.Y R£4()

R[AD CURP[N"TL'r 1 ~cl; IPAR1 cr 11 ....[

"'Oi R[AO 1 56~

IrlOi SOlV[{)
1 I"~, 6' ,

I,
NCoi SOLVED T 561:; 1 511~ :

o 39

I OJ'

? Ct,):

, 0'"

I WHEN
ATTACKED RESULTS

AND BY v.HOM,

I j~1.1: - ?

I
,

"'"'I
I

I
1911 3 - 1

I
? OM~,

191:1: ? I 1 O~.'l

I,,"'- ;~,,)

,
7 - 19~<:TllSIT

SYSTEMOF

:'-F'''F>1 lOOe [:l(IF:I!:nLC fT SleSTlll,.lIC;I.

DESCRIPTION

!I-rIGURt ?-NF;i COOl C:C.fIlCl:'lO 0\ SU(;!'.!ITUilC,'/.

1':-rlGUfH:

\!;.f ICURe

I
I

.
COUNTRY

OF SERVICE
ORIGIN

FiLS~I'" ib '1~\'Y

PU'S~ I ! ':5 'j£\'\"

~l!SSI ! ]'"
~U~SI &

'T"
I:l'SS,,,

~r'
I:L'5~1 A '.If'l "~\'Y

r

l" t.".,;;US~ I'"

':USSJ & 7J 'aI" ,1;-rIGlJfl( ?-r~Ri COOL U:CIFH[f:W r'IY Sl.ASTIIU'IC:1. T <;02
I ~O

1;-rlGLJJ;E '~r,,<:;.cco<- Fl(II'H[RED 0'1 5lJeSlllullCtJ. SPITTAl

~USSI •

RUSSi.:.

~uS~I'

11: J.AVf

::r::::

!l•• rIGtiR[ '·rf,J:'T (OOf EtJClf"I(PLO ~'" SueSlIIU1IC:-l.

I
I
r-rIGUfl( ?-P;'P.' ecoc [~JCJ~H[;olO (!~ SlieSTlfllt_OI.

I,-,,"we ,-"" <00< "~'''~''D " se"TlTU"'''.

I, rIO'" ,.,,,, '00< '''''''''(0.' """""e".,

- . - - - - - .

0.( 1;/43)/:::­
TA.'l-.el­
eEOC

\'1 II 10(">

,
I
'l.DV.,

1o'1.'l()AU

I
-- 19~1

, ; 19112 Or:~ '"''
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THE 5YSTEMbl ­
ASA rEMAA<S

WHEN I I. TlCOM STATUS DF
~~C~I RESULTS !REFERENCE AT

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

~~~RY_OF SYSI~M - D1llS
PI' ORIGIN' AXIS US. A USE

SYSTEMOF

OF EUROPEAN AXIS
AS LEARNED FROM T1COM

ANNOTATIONS FROM ARMY SECURITY AGENCY(WITH

DESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

RUSSIA 1 NAV\' II-fiGURE ?-PART COOE [NCIFH[R£D BY SUBSTITUTICN. ," '15'.!Is
:"1 I1l5a,~S

I

, Ckllf SOLveD

J:U"i51 A 1 NAVl' , OK. NOl SOLVCO I -­
r

T ")11.2

I 1 'j.2

I T 56.

I
I

!
NOl SOl \'[0

1I0T SCLV[D

SOL\'tO

, 0""

, 0"'11'

l' O~,'"

19~1ri - l'

191,3 - l'

DPONioiLI~

. 3-rtr.lJIPl i-rARl tOOE [~CIPH[RI:D BY qUfl~T1TUT10"'.

jll:-nr.uqt l,-f1GUR£ "-flG!JPE '·rA.IlT COOt (NCIPIolLPl(l~
EsY OC;"iJ~1'lTlltI~""'f. i

I I
I ' "J/lly'sI

T- ,,,. ,r,2r, Ll 3I'53Vs
I I
I ., ~ 31~3~vl
! 'I
I i

!. J/6I<1'1

13-flGUPl ~-P"Rl COOE ENClf'tolEP.E.D BY SUB~TITVTlO~I.

13-rleuPE l-rt.ql COOt: HIC.IPH[RlD BY 5U£lSIITUTICN.

I 3-rr GUPt ",-PAFT CCOl CNCIPH[FtD BY Sl.f1STliUTIOH.

a l NAV~'

Bn NAVY

1 NAVY

RUSSIA

RU~SI A

RUSSIA

RUSSI A

RUSSIA

3-flGliP[ I-P'-PT COOE P'/cIPHtF.EO BY SUBSTITUTlC~ •. PT 3Ru!:srA

RL'5S1 A

I
3-f1GUPC I-PARI CODE ENCIPHERED BY SlIISTlTUTI(lN. I

I

, L leAL

, 0'" SOLV£D

Ii[AC

I ••
T 'j61.; T ')0..:
T 51121 T 51,11 r

i

T 'jl;1:. ,

I
I

!IDPDKAP I I T 561;
PI,QTI ALLl T 5bt
sa. \'[0: lIIORD-
kAl II NOT

I SOLVED.

RUSSI A

RUSSIA

a-6 NAV\" .3-flGUP( I-PA...T CODE ENCrPH[R'(D BY Sl.llSTlTUTlON.

StOLF

, OK"

, c"" , , ..
T 0;611
039

T 56< .

'----'------------------

AL:S$IA aq ~IAVY 3-rIGUH[ I-PARI tOOL [NCIPIl[F:'[O Bl SUeSTlTUTION. T..l-'PC;JC['l1 -- ,lql,li-Iq!,~ l' OK~ : ? IT .......
1 I ~1IJ

I I !

_L__~:_..1---1: -----Li_--...mn--o~
lOttAtfT NO. ;-.
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
.. . .. .-'-- ... _ . -_ ... -

COUNTRY UJAME OF SYSTEM , DATES WHEN I TICOM iSTATUS OF THE SYSTEM-OF SERVICE DESCRIPTION OF SYSTEM COUNTRY:·
AXIS U.S. A. OF ATTACKED RESULTS REFERENCE, AT ASA EMARKS

ORIGIN ~F ORIGIN~ USE AND BY WHOM

l';'l'SSI A °e. 'JAV)" 3- r IGUF'E ,-rM~'I CON [:':(1 PrlG'E.O BY Sl:[~~,T I TUIIO~.

I'"''
: ~ './0;:, 1.?/S .- 19~2~ 19';3 ? OK'1 RE~D I 16: I 40 -- J --
Il'o\~D~

T 54:'. T 562
T 5C4'

I, I I
i

l:'LJSSI/J. 90 N.AVY: .ART I L- 3-rI GUP[ 1-f'M~'T COO[ E:KIPr-Ilr::tr. r) SLi8ST I lUll ON. 1'- ,,-," ~~ 3/~.f'0/5! .- 19~~· - ? ? OkM rARTL Y RE~D T ~)42 -- I --
LEF'Y 6ATH"'-
1[5. GL;Lr or
r I NLA."D

I
I i
/ I ,

£;,USSI A 0) NAVy ,or lOWE I·POR r COI:>E ENC I P'IE"·W ey SUf:!SllluJ ION

I

? : 't 3/1i?e'/51 -- .APR Il. ~"'1AY In!;~' ? OK'" l.bf. or VALUES T 542 -- --
bR RY StJA~,T I TlJIIC"J flUS ~DDI TIVE. I ' " KNOWN

! I

<I<,,,;JI /

0
:

'9,4 I T 54"~L'S5 " o~ r.,"V'r :)-'"1 GLiP[ l-r.APl CON [Ne I PH[I='[["l ',.,'1 T~; C.[Nl.~.':'Tt.r:. ."~ -- - '1 ? O".M NOT SOLVW -- _.
:ADD I II V[ ..e,:~("l SUf.l~ TIT LJ 1 10''''.

I
- . - -I

I
I ,

I I,
I I I i

"LSSI.' 03 Nt,V~ !,-rIGURE I-RO~l COOE, ENe I PHEF'ED BY SUES T 1 TUT I 0" I ? ! '''·,;SUF;[N -- ~ i91: 1·19!.;3 I 1942 r INNS 'REOD PRACTI- T 564 -- --
TD '5 AUGllST '942. BY ADO I TI V[ Tr·H:;;-l'" Ar 1EP. I 19~i O~.M ULLY IC0:'! I 12; I 16

I, i

L'U~51 f. 94 "AVY· .'-F'IOURE 1-P.... RT COOE ENC I PHEF'm 6Y SUSS T I TUT I ON ? D.l,N7IG -- '942-
'
9:;1, ? 01\'1 NOT SOLVED T 5C4 -- --

'AND ADDI T II'E. i

,

I

I
PLISSI.\ 9~i "'JI,V'I 3-F'I GUF'E ?-"RT CODE E~c,rHERm WITH ACDITIVE. ? l. YSERG -- 19~3 - 1 ? CKV, .? T 564 -- --

I

RUSSI" 9c) N .... Vy 3-F'I GU~-C ?-PAPl CODE ENC' PHERED BY SUs:, 11 TUT I ON. ? BUKET -- MAY-DEC 1943 ? OK" ? T 564 -- --
I
i

RUSSI" °7 NAV"" i,_r IGURE ?-F'ART CODE ENC' PHEF'W BY 5UEST I TUT/ON. ? I "STE<;:- -- 19~2 - ? ? OKM READ ~'HEN T 564 -- --
I BURe TRA.rrl C 'WAS i

I

sur rI C lENT

;
E:'USS I A o~ NAVY ,3-F'lGURE ?-PAPT COllE [r'C I f'HEF'ED BY SUSS T I TUT ION. ·0 , VUK MAR- -- 1942 - 19';3 1942 OK~~ READ CLIRRENTLY T 564 -- --

: BLIRG

I
PART or TIME

!

I 1
I

Rl:SSI A C;H", NAV) 3-rIGURE 1- PART CODE ENC I f'HERED BY SUBS T I TIJT I O~. ? RIGA -- 6 JULY 194"- 1942 OKM READ CURRENTLY, T 564 -- , --
25 JULY 19l;,:

RUSS',' IPP N .... Vy 13-r IGl'RE ?-"RT CODE ENCIPIIEREO BY SUBSTITUTION. ? SAL ZBURG -- 1941-19~2 i 1942 OKM RE AD CUR~ENTL T ~64 -- --
I

.:.__._LL I

PORT or T 1fJ![ , lie
I

I
I

I I
I

I:
CHART NO. ~-2
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~.:~:.'
~J

THE SYSTEM
ASA REMARKS

I 4¢; I 16
I 55

T 562; T 564

?

PARENTH ESES)
TICOM ISTATUS OF

RESULTS REFERENCEI AT

'NOT SOLVED

? OKM

I WHEN
ATTACKED

AND BY WHOM

CRYPTANALYSIS
SOURCES .
SOURCES IN

8 OCTOBER 19~~ 1 OKM
-16 OCTOBER ~

1943

~,\:J:

ISEEL AND

I
I SSS
I

NAME OF SYSTEM DATES

8~~~T~ AXIS u. S. A. UOtE
SYSTEMOF

OF EUROPEAN AXIS
AS LEARNED FROM r:,COM

ANNOTATIONS FROM ARMY SECURITY AGENCY

\

\

(WITH

RESULTS

DESCRIPTION

3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. ~

3-FIGURE ?-PART CODE ENCIPHEMED BY S~BSTITUTION. PT 4

SERVICE

H~2 NAVY

1¢1 NAVY

COUNTRY
OF

ORIGIN

RUSSIA

RUSSIA

DOCJ:D 0560861t,<~p

1: .

r
I '-._.~:'

~~;, .;,

I,: ".
=::::::::::;==========================================================-=========================:::;==~I'..:,.....t .,,

f-,.

I.,: ""

f·o.

I"':. .,.",

1:'::"'-
,,'''.' ".

!'.
;:' -,' ~ I

~ ,.,

p

T 562

I T 542
I
!

I
I T 542

?

1

NOT SOLVEDOKM

'1 OKM

I
: AUGUST-NOVEM- I ?
JBER 1943 '
I

3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION.

3-rlGURE ?-PART CODE ENCIPHEJ;'W BY SUBS'lITLITlON. I,' ?

3-FIGURE ~-~~T CODE ENCIPHERED BY SUBSTITUTION. D.S. 17 M 3/524/s

I¢S' NAVY

103 NAVY

1¢6 NAVY

RUSSIA

RUSSIA

~ RUSSIA
i

I
I S'lAVANGER -- 1943 - 1 ~ OKM I
!

--I--=R:-::US~S~'-'-A-----:-::1¢~4-I---:N-:-:A~V::-Y----t3--~F';-;:G:;-;U;:::;RE::-:;;'?~':'P;:::-:A:::R~'l--;C:-;;OD~E~E~N~C;-;:,P;;-;H~ER~.EC;:;D~B:;-;:)"--' ~SU;-;;B::-;;S::;:T-;-CI T;:;-U~Tc;c1O~N.,--·---l-~?--i w314t81st------=-"--'---1942--194'3--;---", "' IR<A'-----+-y!l __? -------------------1-----__1_-+--"~..~~..
'1

----. _RUSSJA._ . .109__ ~~(?~A~g~'j~~j3.:~!.G~~'E_3-~£~-T-~?{)~ __~.~~~~E~-~-~~__S.~~~~~~~T_~~N.:.. __ .. _~ ? --

BATTERIES ON - "
GULF OF FIN-
LAND

.,:".'

T 564

I
I
:
I

T 564 __ i

.._--- --------------------.. - - ---- --} --~- ----

I

1 ..

T 564

READ

READ ALMOST
I¢¢%

\

ISOLVED'1 OKM

'1 OKtJ.

~I

-, ?

MARCH-JUNE
1941

i
; 1943- 1944

i

I

II 1942 OKM

---------- -- ------r------....-----I- ------

!19'3 0"" ISOL vm

1

?,3-F'IGURE?-PAR'l CODE ENCIPHERED 6Y SUBSTITUTION.

I
I ~

'3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION.

-NAVY: BATTER-i3-FIGURE '?-PART CODE ENCIPHERED BY SUBSTITUTION. ?
IES OF 4¢2
AND 435 DIVI- ~
SIONS AND BRI-
GADE COMMUNI-I
CATIONS OFFI-
CERS

1¢8 NAVY

10i NAVY

RUSSIA

~ RUSSIA

~

RUSSIA

1 OKM

RUSSIA

RUSS I.A

III NAVY

112 NAVY ---i

3-FIGURE 1-PART-CODE ENCIPHERED BY SUESTITUTION.

3-F'IGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION.

?

? '1

1944 - 1 i '1 OKtJ. NOT READ

READ

I T 564

T 564
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(W IT H A NNOTATIONS FROM ARMY SECURITY AGENCY

CRYPTANALYSIS
SOURCES
SOURCES IN

COUNTRY
OF

ORIGIN
SERVICE DESCRIPTION OF SYSTEM

NAME OF SYSTEM DATES
COUNTRY . I 0 F
PF ORIGIN AXIS U. S. A. I USE

I WHEN
IA~~~C~8M RESULTS

TICOM STATUS OF
REFERENCE AT

THE SYSTEM
ASA REMARKS

RUSSIA

RUSSIA

113 NAVY

114 NAVY

3-FIGURE ?-PART CODE

2-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION.

? 'UVA -- 1'94'-'942
? TANA --' 1943 - ?

? OK"!

? OKM

NOT READ

?

T 564

T 562

I

RUSSIA 115 NAVY 2-, I GURE ·?-PA.RT COJE ENC I PHERED 8Y SUSST I TUT I m~_ ? -- . NOV-DEC 1942 SOLVED T 564; T 542

? OKM

1 SIS

I
I
II r 1506

IF 1517

T 542?

READ

100% COMPRO­
MISED.

SIMI ?

-- : 1943 - ?

?

.,
M 5/511!0/5

?

?-PART CODE

2-FIGURE 1-PART FIELD CODE. MADE IN 10 X 10
SGUARr.S. DAILY CHANGING KEY.

RUS~ IA 117 AR~1Y

RUSS I A 1 : G NWY

SAUDI
ARABIA

1 DIPLo,"IATIC ?-PART CODE TRANSMITT~D IN 5-FIGURE GROUPS. ''1 ? .,
? GERMANS NOT SOLVED (UNKNOWN)

I
(?-1943-CUR- 1942 PERS Z S READ

RENT)

SAUDI
ARABIA

~

~ . SAUDI
ARABIA

~

2 01 PLOMATIC

3 DIPLO~lATIC

~. .-
SUBSTITUTION CIPHER--2 DIGITS PER LETTER.
TRAFFIC W~S SMALL.

SUBSTITUTION CIP~ER--2 DIGITS PER LETTER. SEE
ITEM .2.

?

?

?

?

(ABO)
OR

(AOB)

( ABO)

(ABO: 1943­
CURRENT)

(ABS: 1-1945­
CURRENT)

? SIM READ Ir 15;3 P 4

T 2052

(ABO: BROKEN IN 1945. 10¢%
READABLE. ABB: BROKEN IN
1944. 100% READABLE.)

(BROKEN IN 1945. NOW 1¢¢%
READABLE.)

_._---- ------- ---_.~._--.__ .----­-----_._--- - ---_. __.~- -----------_.- --,--_._._-----
-_.~._-- - -- -_._- ,---~---- -------_.__ .. --- - ~ -- -~- _. -- ~--- .'- _._--------_._._-- -----_._-- ---- - -----

. --._-- - ..... -- -~~~~

L- -..l.. ---'----.-- ----1-__--'- ~......LI- __'_ ~~___.L,----""7"lT.-...r-=-r:--r-----J
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS !
!

AS LEARNED FROM TICOM SOURCES -
(WITH ANNOTATIONS FROM "ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY NAME OF SYSTEM DATES ", WHEN TICOM STATUS 'OF THE SYSTEM ;

OF SERVICE DESCRIPTION OF SYSTEM ~OUNTRY I OF ATTACKED RESULTS REFERENCE AT ASA REMARKS
.

ORIGIN PF ORIGIN AXIS U. S. A. ! USE AND BY WHOM
, ,

: (BOTH COMPROMISED)SPAIN 1 DIPLOMATIC 4-rIGURE 2-PART CODE, ENCIPHERED BY MEANS or A (CLAVE ? (SPA'?) : (1935-cURRENT): 1939 SIM BROKEN It 15 1$ --
I~-GROUP-LONG ENCIPHER KEY. 1537 OR OR ; I

It 151 I
CLAVE (SPE?) ,
1539)

SPAIN 2 DIPLOMATIC 4-rIGURE 2-PART CODE. '1 SP. 234 ? ., - ? '? PERS Z S i RECOVERED 5% T 1358 (UNKNOWN) --
0

RECOVERED 2¢%- T 138~ (UNKNOWN)
!

SPAIN 3 DIPLOMATIC 4-rlGURE Z-PART CODE. ? SP. '339
., ? - '? ? PERS Z S -- I

I 25% T 253 I,

I
I, j o __

;

SPAIN 4 DIPLOMATIC 4-rIGURE 2-PART CODE. "1 '? 1 '? - "1 ? "1 RECOVERED T 1361 (UNKNOWN) -- i
0

LESS THAN 1% I
j " I I

,
i
I

I( '9'5-CURREN'; '9n '9"
I

SPAIN 5 DtPL().lATIC 4-rIGURE (I-PART CODE REPAGINATED.) 111I,¢~ (¢4) "1114" (SF13 ) RECOVERED T 1~82 (CCJ-1PRCJ-11 SED. BEING READ.) -- ,,
GROUPS. LAST TWO PLACES or EACH GROUP ARE READ PERS Z S 316% - 4¢% o 1 , REPORT , ,

ItlRST. 2, P 3 -l

! I
,

~
;
I

0 I

SPAIN 6 DI PLCJ-1ATIC 4-rIGURE 1-PART CODE, RANDOMI2ED ON PAGES. ? "3¢1 " '? I ?-1927-1 1927 PERS Z S RECOVERED T 1~73 (L'NKNOWN) -- ~ I
I¢,¢¢¢ GROUPS. 5¢% - 6¢% D 1 , REPORT :

a.. I, P 2
)

!
0 I

..... 0

.- •.,-::.-..... !

I I • I
SPAIN 7 CONSULAR '4-rIGURE I-PART CODE, RANDCJ-112ED ON PAGES. ? "3 11 " 'I ?-1927-1 1927 PEPS 2 S RECOVERED T 137-~ (UNKNOWN) -- ,.

•1¢,¢¢¢ GROUPS. i 5¢% - 6¢% T 13~ i
T '~ 2

I
I I

,
I D 1 , REPORT I i

;
1, P 2 I i

0

I

IRECOVERED

1,
SPAIN g CONSULAR 4-rIGURE I-PART CODE, RANDOMIZED ON PAGES. ? "156" 1 ?-1935-,? ? '1 T 125¢ (UNKNOWN) -- i

15% - 216% T 125 1 i

I '1
I

SPAIN 9 '? 4-rIGURE 1-PART CODE, RANDOMIZED ON PAGES. '1 "COOE ? "1 - 'I I '? ? RECOVERED T 1344 (UNKNOWN) I --
1167" l 8~ - 35% ,

I

I ! : I
I

I

I
! I

(UNKNOWN)
,

SPA IN 1¢ '1 4-tlGURE I-PART CODE. ? "l¢~" ? ? - ? ? PEPS 2 S RECOVERED T 1211 0 -- i
LESS THAN 1% T 311111

,
I i I
i I

SPAIN 11 1 4-t1GURE 1-PART CODE, RANDOMIZED ON PAGES. ? "CODE '1 ? - 1 ? PERS Z S RECOVERED I+
1212 (UNKNOWN) --

1¢9" 5¢% - 6¢% 12 13
I

\
,

I

.- I
; CHART NO. I-:!
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS I
- AS LEARNED FROM rlCOM SOURCES

i (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
- - .- ,

COUNTRY NAME OF' SYSTEM I DATES WHEN TICOMISTATUS OF THE SYSTEM !

OF SERVICE DESCRIPTION OF SYSTEM lCOUNTRY,
----

OF ATTACKED RESULTS REFERENCE: AT ASA REMARKS I
ORIGIN !oF ORIGIN; AXIS U. S. A. USE AND BY WHOM I,

I

SPAIN 12
I

? 4-FIGURE I-PART CODE, RANDOMIZED ON PAGES. ? CODE 111 ? ? - '1 ? PERS Z S RECOVERED
IT

1214 (UNKNOWN) -- j

I
I

I 40% - 50% !
! ~

I i
I :

SPAIN 13 1 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 1 "119" ? 1 - '1 1 PERS Z S RECOVERED T 1224 : (UNKNOWN) -- I

50"% " 60"~ i
I .." ! I,

I !;

14 '1 4-FIGURE I-PART CODE.
I

1 "124 " "] 1 - '1 1 PERS Z S ! RECOVERED 20% T 1226 (UNKNOWN ) -- I

SPAIN , ,

I
i

I ~

\--.-
I

I
~. I ,

I

SPAIN 15 "} 4-FlGURE I-PART CODE, RANDOMIZED ON PAGES. 1 "127 " "'1 '1 - "] '1 PEPS Z S IRECOVERED T 1345 (UNKNOWN) -- :

I l¢% - 2¢%

I
J

I I I I

I i
i

I I I
SPAIN 16 '1 i4-FIGURE l-PART CODE, RANDOMIZED ON PAGES. ? SP. 13 4 "] 'I - 1 '1 PERS Z S i RECOVERED I T 1346 (UNKNOWN) -- .

I I
I I : LESS THAN 1% II IJ

I
I I . ;

I I
!

I j
I

I I

17 1
.' -4-FIGURE. I-PART CODE, RAND~IZED ON PAGES. 1 "152" 1 1 - 1 1 PERS Z S . RECOVERED T 1256 (UNKNOWN ) -- ISPAIN J

I I LESS THAN 5% ;

I

I ~
I

I I,
~

I

I \
.' .. -:.....,~----_. !

! SPAIN 13 '1 4-rlGURE I-PART CODE. 1 "157" 1 I 1 - 1 1 PEPS Z S I RECOVERED T 1242 (UNKNOWN) --
~

,
I ! ' '1¢% - 6¢% T 1243

,
! ! ~ I.

i • I:
,

SPAIN 1° '1 4-FIGURE I-PART COOE, RANDOMIZED ON PAGES. I 1 I 11 166" 1 ? - '? ? PERS Z S RECOVERED 5% T 1239 (UNKNOWN) -- i
~ I

I
T 1255 /'-,

I

j I,
:

ISPAIN 20 -'] .4 -FI GURE I-PART CODE, RANDOMIZED ON PAGES. J 'I "167" 1 1-1932-1 1 PERS Z S RECOVERED T 1244 (UNKNOWN) -- Ii 50% -6¢% T 124t iI T 124
i I

I

I
,

I
I

"163" RECOVERED -25% T 1240 (UNKNOWN)
,

SPAIN 21 '1 '4-FIGURE I-PART CODE, RANDOMIZED ON PAGES. 'I ., '? - "?
, 'I PERS Z S --

--
I '.

, I ,
,

!~

"" . 4-FIGURE I-PART CODE . I ? "SP. 172" ? ? -1 I ? PERS Z 5 RECOvERED 4¢% T 12t (UNKNO~) --
I I

T 12 1 I
I

T 13
I

I

SPAIN 23 1 : 4-FIGURE !-PART CODE, RANDOMIZED ON PAGES. I 1 "SP. 175 " "? ? - '1 ? PEl'S Z S RECOVERED I¢% T 1348 (UNKNOY.'N ) --
i

j

!
I

,
: ,

-
i

r.WdI:I· "'n -
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS \

AS LEARNED FROM TICOM SOURCES ,,
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ,

."- -

COUNTRY NAME OF SYSTEM DATES I WHEN T1COM STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM gpUNTRY ! OF ATTACKED RESULTS REFERENCE AT ASA ~EMARKS

AXIS U.S.A. I

ORIGIN F ORIGIN USE AND BY WHOM I

SPAIN 24 ? 4-rIGURE I-PART CODE, RANDOMIZED DN PAGES. ? "SP. 179" '1 I ? - "'1 I ? '1 RECOVERED T 1349 (UNKNOWN) --, I I LESS THAN 1¢% I
I !

:

i.,. ISPAIN 25 ? 4-rIGURE I-PART CODE, RANDOMIZED ON PAGES. "I I "21 3" ? ? - '1 ? ? RECOVERED T 1352 (UNKNOWN) --
i 5% - 1¢%

I I

!

I 1

SPAIN 26 ? 4-rJGURE I-PART CODE, RANDOMIZED ON PAGES. ? "SP~ 217" '? ? - "1 ? "'1 RECOVERED T 135~ (UNKNOWN) -- l
I 6¢% - 75% T 135 -

I
-- ---- - .-

T II

I I
SPAIN 27 ? 4-rIGURE 1-PART CODE. '? "Sp. 229" ? I "1 - ? '? 1 RECOVERED T 1357 (UNKNOWN) -- J

LESS THAN 1%
,

~ !

SPAIN 28 ? 4-rIGURE I-PART CODE. ? "239'" :? I ? - , I ? '? RECOVERED 5% T 1359 (UNKNOWN) -- II

I :

I I:
-' .'

4-FIGURE 'I--PART CooE, REPAGINATED.
i

SPAIN 29 ? '? "SP. 243" ? '? - ?

I
1 ? RECOVERED T 136¢ (UNKNO\\'N ) -- I- I

LESS THAN 5% ~ I
1""( ~

I
I

SPAIN 3¢ '? 4-rIGURE 1-PART CODE, REPAGINATED. ? "Sp. 249" ? ? - "'1 ? "1 RECOVERED 5% T 1362 (UNKNOWN.) .. .";"",:._._.0. --
0..
0

"261 " RECOVERED 6'N> T 131(11 (UNKNOWN) II- SPAIN 31 ? 4-F'I GURE I-PART CODE, REPAGINATED. ., ? ., - ? '1 '1 --

I
I

I
SPAIN 32 "1 4-F'IGURE I -PART CODE. 1 "271 " '? 1-1937-"1 ? '? - RECOVERED T 1371 (UNKNOWN) --

~

·1

LESS THAN 5%
i,
I

SPAIN 33 ? 4-rIGURE I-PART CODE, RANDOMIZED ON PAGES. "1 ? '? ? - '1 ? PERS Z S RECOVERED T 121(11 (UNKNOWN) --
I 3¢% - 4¢1;

SPAIN 34 ? 4-F'IGURE I-PART CODE. ? ? ? '1 - ? '? ? RECOVERED 7¢% T 1329 (UNKNOWN) -- j

I :
:

I
SPAIN 35 ? 4-F'IGURE I-PART CODE. 1 ? ? ? - 1 ? ? RECOVERED T 1384 (UNK"lO"-'N ) --

2¢% - 3¢%

-

SPAIN 36 ? 4-FIGURE I-PART CODE. ? 1 ., ? - '1 ? '? RECOVERED T 1343 (UNKNOwN) --
. 65% - 7¢%

,
SPAIN 37 ? 4~F'IGURE J-PART CODE, RANDOMIZED ON PAGES. "1 1 ? 1 - '? ? '} RECOVERED 5(11% T 1372 (UNKNO"''N) --

I
I

I 1- --- , , - -- - . - ---..........---:------~.....,.::---::: ... _ "-. ----~
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

!
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) l

- .. -- j

COUNTRY « NAME OF SYST~~ DATES I WHEN TICOM STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ~OUNTRY I OF ! ATTACKED RESULTS REFERENCE AT ASA REMARKS

ORIGIN OF ORIGIN AXIS U. S. A. USE 'AND BY WHOM

SPAIN 38 "1 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. "1 "1 "1 ! "1 - '? I '? '? RECOVERED T 12(68
j (UNKNOWN) --

I 1(6% - 15%
!

!

12JSPAIN 39 ? 4-FIGURE 1-PART CODE. ''1 "113" '? ''1 - ? ''1 ? RECOVERED. 50% T 12 15 T (UNKNO....'N ) --
" I T 121~ T 12 ill

I
T 121 T 12~

I

I T .1221 T 1222 I

:

SPAIN 40 ? 4-FIGURE 1-PART COOE. ? "SP. 121 " ? ? - ? "1 ? RECOVERED T 1225 (UNKNOWN) -- I
10% - 15% - f- -

-. :
I
I

I
I

I :
SPA IN 41 ? 4-FIGURE I-PART CODE. ?

I

"140" ? ? - ? ? (UNKNOWN)
,

'? RECOVERED T 1257 -- iI 20% - 25%! , I I

I
I ! 1
I I I ,

I !
SPAI N 42 ? 14-FIGLJRE l-PART CODE. ? "148" ?

I
? - ? ? ''1 RECOVERED 10% T 1238 (UNKNO....'N ) -- I

I
" ~

!

I
I

I
I

I
I ,. ,

43 '4-FIGURE "165 " T 1260 (UNKNOWN)
I

SPAIN ? I-PART CODE. ? ? '? - ? ? '? RECOVERED -- i
10% - 15%

..... .' . .. _,--.---'-
I SPAIN 44 '? 4-FIGURE I-PART CODE. '? ["N.303 SP' '] '? - ''1 ? '? RECOVERED T 1375 (UNKNOWN) --
I I 50% - 60% • !I
i !
I I

I

: SPAIN 45 ? 4-FIGURE ?-PART CODE. ? "SP. 73" '] ? - ''1 ? ? NO SUCCESS T 1263 (UNKNO....'N ) -- I,
i \

I I
I

SPAIN 46 ? 4-FIGURE ?-PART CODE. '1 "112" ? '1 - '? ? ? NO SUCCESS T 1262 (UNKNOWN) -- I

I

I
I

i
SPAIN 47 ? 4-FIGURE ?-PART CODE. '1 "J 14" '? ? - ? ? ? NO SUCCESS T 1261 (UNKNOWN) -- I

I

I
I

II
I

!
I

4~ I,_r' '('I1Dr' ?_OAOT rl'V'l" ""
,

SPAIN ? " I --l V .. - NV I Iccj \' I)
i I I

i I :

I

!4-FIGURE I
I

SPA IN )/Q ? '?-PART CODE. '1 "126" '] "1 - ? ? ? NO SUCCESS T 1227 (UNKNO""N) --
I !

I l

SPAIN 50 '? '4-FIGURE '?-PART CODE. ? "SF. 128" ? ? - ? ? ? NO SUCCESS T 1236 (UNKNOWN) --
! I

I

;

I I
I

I :
I I

I II -.
- CHART NO. J -2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
i
I,

AS LEARNED FROM TICOM SOURCES i
j,

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) I

I- - -
COUNTRY NAME OF SYSTEM DATES ' WHEN .I I TICOM !STATUS OF THE SYSTEM I

OF SERVICE DESCRIPTION OF SYSTEM ~OUNTRY, OF ATTACKED RESULTS ,REFERENCE AT ASA REMARKS :

ORIGIN pF ORIGIN; AXIS u. S, A, USE AND BY WHOMI I

i T
I

S>'AIN 51 '1 4-FIGURE ?-PART CODE. '? "SP. 133" 1 '1 - 1 '1 '? RECOvERED 1252 (UNKNO..'N ) --
, LESS THAN 5%

i ( I
I

I , I
I,

" j

SPAIN 52 '? 4-FIGURE '1-PART CODE. '1 "SP. 142" i '1 '1 - '1 '1 '1 RECOVERED T 1253 (UNKNOIo'N ) -- I

!
LES~ THAN 1% i

j ~

I I

I
I Ii

SPAIN 53 '1 4-rIGURE '1-PART CODE~
, '1 ",44 " ? '1 - '1 '1 ? RECOVERED 1T

1254 (UNKNOWN) -- I,
t - ABOUT 1% j-
I I -

f
- ----- . --

, i I

SPAIN 54 '1 4-FIGURE '1-PART CODE. '1 "155 " '? 1931-1936- '1 '1 '1 NO SUCCESS

I
T 1249 (UNKNOIo'N ) -- I,

I
I
I

I I I I
SPAIN 55 ? 4-FIGURE ~-PARTCOOE. I '1 "161 " I '1 ' '1 - '1 '1 '1 RECOVERED T 1259 (UNKNOWN) , --

I'. : LESS THAN 3%
i "

0' I
i

I4-rIGURE '1-PART CODE.

: p
SPAIN 56 ? "164 " '? - ?

: ,'] '1 T 1247 (UNKNO....N)? '1 NO SUCCESS ; -- D
i : I I(J SPAIN 57 ? : 4-rIGURE ?-PART CODE. 1 I"SP. 170" '1 ".? - '1 1 ? ' NO SUCCESS T 1243 (UNKNOIo'N) --

I 1

~ i
I - "

~ I:

.1

, ..
> '."'''~-''-''

I I
, I -

SPAIN 58 '1 4-FIGURE ?-PART CODE. '1 ' "SP. 171 " '1 1 - '1 '1 '1 NO SUCCESS T 1228 I (UNKNO"'N) --
fI i \,

SPAIN 59 '1 4-rIGURE '1-PART CCDE. '1 "VALENCIA '1 , ".? - '1 ? '1 RECOVERED T 1235 I (UNKNO"N) --
174 "

I , 5% - 1¢%
:

- i
I I

: I I -

SPAIN 6¢ '1 14-FIGURE '1-PART CODE. '1 "SP. 187" '1 '1 - '1 '1 '1 VERY LITTLE T 135¢ (UNKNO'..'N) -- I
i I ! SUCCESS : ,,

I
,

i

!
I

,I I
I
i

SPAIN 61 '1 ,4-rIGURE '1-PART CODE. '? "SF. 209" '1 ? - '1 '1 '1 RECOVERED I T 1351 (UNKNO"'N ) --I I

I I
LESS THAN 1%

I,

II
I i

I
I

!1 ! ISPAIN 62 ? I 4-FIGURE '1-PART CODE. '1 "253" '1 '1 - '1 ? '1 RECOVERED T 136~ (UNKNOWN) -- J
6~ - 7¢% T 136 ,

T
:~~~

I

I
T I

,.

j
T

~~~~
,

T
,

; I :
I I I I I
I

I
i II : :

,
I

I
SPAIN 63 "} .4-1' IGURE ?-PART CODE. '1 "3¢2" '1 '1 - '1 '1 '1 RECOVERED T 1374 , (UNKNOv.N)

, --i LESS THAN 1%
I

I, I

I

CHART NO. 1-2
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RESULTS OF EUROPEAN t~~S CRYPTANALYSIS. I.

AS LEARNED FROM SOURCES ,
"

.
(WITH ANNOTATI ONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

~ -
TICOM .lSTATUS THE SYSTEMCOUNTRY NAME OF SYSTEM DATES I WHEN OF

!REMARKSOF SERVICE DESCRIPTION OF SYSTEM gpUNTRY
i OF ATTACKED RESULTS REFERENCEj AT ASA

ORIGIN F ORIGIN AXIS U.S.A. USE AND BY WHOM ,
,

SPA IN 64 ? 4-rIGURE ?-PART CODE. .? "SP. 3¢6" ? '] - ? : .., ? RECOVERED T 1376 (UNKNOl,.'N ) --
LESS THAN 1% !

SPAIN 65 ? 4-rIGURE ?-PART CODE. '] "SP. 345" ? '] - ? 1 1 ,RECOVERED T 1379 I (UNKNO....'N)

I
--

'LESS THAN 3%
,-,-

SPAIN 66 ? 4-rIGURE ?-PART CODE. '] "4¢2" 1 '] - ? '1 ? RECOVERm T '380 (UNKNOWN) I --
i LE'SS THAN .1%

: I +.-SPAIN E7 "? 4-rIGURE ?-PART CODE. '] "754 41" '] '] - ? "1 ? NO SUCCESS T 1381 (UNKNO'lo.'N) .- - - - -
- I I

-- I i I

SPAIN 68 '] 4-F"-' GURE '1-PART CODE. '] '1 ? '1 - ., '1 "') ? T 1265 (VNKNOWN)

I
-- I

!

SPAIN 69 '} 4-rIGURE ?-PART COOE. -'] '{ ., ? - -'] ? ., RECOVERED T 1209 (UNKNO"'N ) -- I
i
I LESS THAN 1% :

I
I -

SPAIN 7¢ DIPLOMATIC 2-PART CODE ENCIPHERED BY 10¢-GROUP KEY. "1 ? ? 1939 - '1 ? SIM NOT READ Ir 15 18 (UNIDENTifIED) -- i
;

I 1 i i i
,

: CIPhER , l¢¢:l CQfl.-:PRD- I" 15¢6 (UNKNOWN) ISPAIN 71 NAVAL CIPHER '] ? '1 - 1 "'? SIS -- !
NO. 13 : MISED I .. ,

-'

I
,

I
, ) I

I' f

J ISPAIN 72 1 4-rIGURE ?-PART CODE. ? 1 ? 194'-'942? 1941 SIM NOT READ 1524 (UNt DENT Irr ED) --_. I

1

, I

SPAIN GENERAL RE~ARKS ON SPAIN REPuBLICAN: DESPITE I ; i- .
" .;'"',...... , ..

~
REPUBLICAN "S'C 5,M,L'R'T',S TH' SYST,MS "FF"E' " ",,- I i -

CATOR AND APPARENTLY IN TYPE Of TEXT.
, I
I , I

..= I i
1938 1933 SIS

• (UNKNOWN )SPAIN 73 Mill TARY , SUBSTITUTION USING DIGRAPHS ¢¢ TO 99 ARRANGED IN 1 R. 5 1 ; 1 - READ IF 15¢4 -- ,

REPUBLICAN COLUMNS AGAINST AN ALFHABET STRIP CONTAINING I I
I

\

I I
3 NULLS.- I

I
I

i SPAIN 74 Mill TARY DIGRAPHIC SUBS T,' TUT ION US ING SL IDING STR IPS. ? N. ? 1-1938-1 1933 SIS IROO IF" 15¢4 (UNKNO"'N ) -- !
REFUBLIUN

,
I ,

I

1 IF"

, I
IDIGRAPHIC SU8STlTUTlON USING SLIDING STRIPS.

I I
SPAIN 75 MILITARY ? S.N ? 1-1939-1 1938 SIS i READ '504 (UNKNO.....N) \ -- I
REFUBLICAN i

I"
!

I

ID/GRAPHIC IREAD
:

SPAIN 76 MI LI TARY SUBSTITUTION USING SLIDING STRIPS. -'] 5 C.R ? 1-1938-1 J938 SIS 1504 (UNKNO....'N ) -- I
REPU8LIUN I

I
,

I I I I
i

SPAIN 77 MILITARY ; DIGRAPHIC SUBSTITUTION, ;¢ X 1¢ se'UARE AND 1 -S.N.D ? 1-1939- 1 1939 SIS 1READ I Ir 1504 (UNKNQI.,'N ) --
REPU8LICAN i COORDINATE SLIDING STRIPS 17 VALUES LONG. sue-

I STITUTtON 8Y aOT~ LETTERS AND DIG'TS~ , I :
I

,

73
I ? s.o. ?

I
1- 1935-? 1938 SIS READ ' If '504 (UNKNOIo.'N ) -- J

SPAIN MIL 11 ARY SUSST'TUTIO~ BY DIGRAPHS ¢0-99. ONE HUNDRED
"[FUeli (A'II DiffERENT KEYS WEqE USED IN ARRANGING THE SUB- ;

STITUTION. I I

! I ,
I

I I I

.

___1___. I ,
I

L_
,

I I

I

I._. .. - --



~ ~c' I'D~--~ 3~ 5~6~'O"8'-61""-_.._-DO. .: ..,' ,~~,~ .'~. '~." ' , :
()

_. ./
(---)'
" .

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM .SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTH ESES)
- I TICOMISTATUS THE SYSTEM! NAME OF SYST-EM I DATES WHEN OF

DESCRIPTION OF SYSTEM 'COUNTRY- ---._.- --- OF ATTACKED RESULTS jREFERENCE' AT ASA ~EMARKS
OF ORIGIN AXIS U. S. A. USE AND BY VVHOM !

,
.
:

I

I
I

! I
I I

Ii I

i
,

I

II
I .. ~., -, ....... .. I

-
I-

I

I

I
I
I
I
:

i
;

(

:

COUNTRY!
OF I SERVICE

ORIGIN

SPAI~ 79 ~ILITARY

REFl;::L leA')

SPAIN °6 MILITARY
RERL,=LICAN

'i

DIGRAP~IC SUBSTITUTION USING Id X J¢ SCUARE ANC
COORDINATE SLIDING STRIPS. SUBSTITUTION BY BOTH
LETTERS AND FIGCRES.

DIGRAPHIC SUBSTITUTION USING 13 x 13 SCUARE AND
CCORDINATE SLlDI,\'C STRIPS. SuBSTITUTION BY MIXED
ALPHABETS ANC F.~·GURES.

\ .

I
I

? S. ·\1A'< ZO ? 1- 1939-? 1939 SIS 1READ I' F
J5¢4

I
? "'·,1 R ? ?-1933-? 1933 SIS READ IF 15iC4

ALARM" I

;

•I

: I

I
I :
;

i iI I !I ,
!I
!,

(UNKNOIo.'N )

(UNKNOIo.'N)

I

I
I
i

:

~

~,
I

,

i
I
I
I

I,,

,
! - -
1

I
I

,

I

I
of I

I
I
I

I

I

: j
L ......' ---------------''-----....:I-------:-'---_---J. --Il- =n,.....-=......-........ .-J
- CH4RT Nn I-
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PARENTHESES)

CRYPTANALYSIS
SOURCES
SOURCES INAGENCY

AXISOF EUROPEA'N
AS LEARNED FROM TI\COM

ANNOTATIONS FROM ARMY SECURITY(WITH

RESULTS

COUNTRY
OF

ORIGIN

HAGELIN -- SMALL MACHINE, SIMILAR TO "1-209.'
6 WHEELS.

MACHI.'JE THOUGHT:: TO HAVE 15-'NUMBERED "'HEELS.
CALLED BY PW T~E KRYTAA BUT MAY HAVE MEANT THE
KRYHA OR HAGELI~.

NAME OF SYSTEM
~OUNTRY
PF ORIGIN AXIS U. S. A.

THOUGHT
BY FA TO
BE 1¢~
SECURE

THE SYSTEM
ASA REMARKS

(NOT qEADABLE -- NOT BEING
t WORKED ON)

I
I

(UNKNOWN IF IT HAD 15 NUM­
BERED WHEELS.)

TICOM STATUS OF
REFERENCE AT

NOT BROKEN I' 142 P 4
BUT MESSAGES
IN DEPTH COULD
BE READ

I
I ·NO SUCCESS I 162 P 3? FA

I WHEN
ATTACKED RES ULTS

AND BY WHOM

! AFTER SPR I NG
i 1944 OKH

? OKW

DATES
OF

USE

? - #]

1 - ??

(SWA)

?

SMI

?

?

SYSTEMOFDESCRIPTIONSERVICE

CONSuLAR

(DIPLOMATIC)

2SWEDEN

SWEDEN

SWEDEN 3 ? TRAFFIC THOUGHT TO HAVE BEEN HAGELIN. 1ST
MONTH 25-LETTER ALPHABEI usm; 2ND NONTH 26­
LETTER ALPHABET USED.

? ? ? ? - ? 1941, AGAIN
IN 1944 PERS
z S

NOT READ I 22 P 7 (TRAFFIC USING 25-LETTER Al­
. PHABET KNOWN AS SWC.)

5 NAVY
II ? - 1944 -? 1944 OKM

i I
PROBABLY NO D 38 P 3, 4
SUCCESS --
SCA'JT \1ATER-

I I AL

S\~EDEN

SWEDEN

4 ARMY HAGELI~ -- LARGE MACHINE. THOUGHT BY GERMANS
TO HAVE BEEN SIMILAR TO ENIGMA.

APPARENTLy A MACHINE CIPHER. 4-LETTER SYSTEM.

?

'1

?

i "'-LmelSYSTEM"

'1

'1

? - '1 ? OKH NOT qEAD BY
OKH

I 142 P 4 (UNKNOWN) .

(UNKNOWN)

I
I
i
I

~;
JI

I

SWEDEN NAVY \1ACHINE CIPHER. ? KARL ? ? - NO SUCCESS

S\vEDEN. 7 NWY MACHINE CIP~ER. ? PAUL ? ? - 1944 - ? I 1944 ·OKM NO SUCCESS
•

D 33 P 3

SWEDEN ~ NWY !·lACH I NE CIPHER ? RICHARD ? NO SUCCESS D 33 P 3 (UNKNOWN)

S\o,'EDEN 9 N.WY ~lACH I ~E CIPHER OTTO ? ? - 1944 -? 1944 OK~·1 MON I TORED
19)14, 1945.
PROBABLY NO
SUCCESS

D 33 PP 2,3 (WJKNOWN)

SWEDEN 10 NAVY M.ACH INE CIPHER ? SOPHIE ? PROBABLY NO D 33 P 3
SUCCESS --
SCAN f MA TER-
IAL

11 NAVY 5-LETTER ?-PART CODE CVCCv. PROBABLY A COVER­
NA"'1E SYSTEM.

? MORSE ? ? - 1944 - ? I 1944 OK"
I

PR06A6LY NO '.D 33 P 5
SUCCESS

(UNKNOWN)

SWEDEN 12 NAVY 5-LETTER ? CGDE. CVCVC. ? SEDER ? D 33 p 4

j
CHAt·O NO. 1-2
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: RESULTS O·F EUROPEAN AXIS CRYPTANALYSIS
;

AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

: SYSTEM
..

I T1COM .ISTATUS
-

COUNTRY NAME OF I DATES WHEN OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM IX~UNTRY: AXIS U.S.A. OF ATTACKED RESULTS iREFERENCE AT ASA REMARKS

ORIGIN pF ORIGIN: USE AND BY WHOM

SWEDEN 24
..

I
!

MlMY TRANSPOSITION SYSTEM. "HARDER Tr.~~ REVOLVI"lG ?
I

;':G.~ ? ? - 1944 - ? j044 PER:; Z S FROe.6 2L Y NOT IF lZ¢ P 5 (NO MILITARY TRAFfiC ~~RKED --
GRILLE. " I i944 OK"! S~OKEN J 35 P 4 ON)

I
1944 OKM

I II

I
swmEN ."" MILIT.A~Y ELEMENTARY TfPE TRA'JSPOSITION. ? ! ? I ? ? - ? .4fTER SEPT READ I 55 p 1 I (NO MILITARY SYSTEMS ~~RKED iI -J --

1944 ·JKH ON)
.. I

!

S....EDEN ~6 ? ? ? I rrtf ? '? - 1944 - '? 1944 OK~' ? D 33 p 5 (LilH'lOWN) --
I I .. -

I !

S~,(DEN 27 ? '? ? I rFr '? .? - 1944 - ·1 . 1944 OK'I, I ? D 33 F 5 (UNi\NOWN) --
.

I
I

SWEDEN ze DIPLOM.AT IC MACHINE CIPHER ? ? ? 1939 - ? '? SIM NOT READ IF 15 19 (UNIDENTifiED) I --: I

, I I

S....EDEN 29 DIPLOMATIC MACHINE ? 1 : 1 ;939 - ? ? SIM I NOT READ I'" 15 19 (UNIDENTIfiED) I --
I ,

30 151~ (UN!DENTIFIED) i
SWEDEN DIPLOMAT:C? 5-fIGURE 2-PAR7 CCDE. NO DIGIT REPEATED IN A 1 .1 1 ? - 1939 ? SIM "? I IF" , --

IGROUP. UNENCIPHERED. ,
;

I I I
I

I I II "SWEDEN 31 DIPLOMATIC 4-~IGURE .J-PART CCOE. ? 1 ? 1939 - 1 I 1 SIM 1 ,r 15 19 (UNIDENT'~IED) i -- ~

I ,
i

,

I I I..

~ i !
... ." . -.-- ..

I .

;::. I I

i ,
I, ,

II I •
I !
I

I:
I i I

I
I

, , i, I

i I
i I i

I I !

i
I

I I
I I

I
I ,

1

, i

I ;
I, :

I i
:

. -- -". jI_.
I
I
I

l II I

I I
I

I ..
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

, (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
~. - - '. . - ---" --- --- -_._". ' .. -

i COUNTRY NAME OF-S.-YSTEM_I DATES I WHEN T1COM STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM gpUNTRY OF ATTACKED RESULTS REFERENCE AT ASA !REMARKS

ORIGIN F ORIGIN AXIS U. S. A.. USE AND BY WHOM

SYRIA I ARMY rRENCH LANGUAGE CODE : TABLE or 17 LI NES AND B{Ii ? ? ? ! ?-194 1-? I 1941 SIM READ Ilfl18CF~ i (UNKNOWN) --
,- COLUMNS, 3-LETTER GROUPS Of WHIC~ MIDDLE ONE IS I Ir 118G P IA VOWEL. KEY WORD CHANGED ABOUT ONCE A MONTH. I I

APPROXIMATELY 1,7¢¢ ~~RDS.
!

ISYRIA 2 POLICE 4-fIGURE ?~FART CCr.E. ENCIPHERED BY SIMPLE SUB- '1 ? '1 ?-1943 ? OKH RE.AO I 17¢ P 3 (UNKNOWN) --,
STI TUTION. I

I

i I i
"

SYRIA 3 POLICE CIPHER SYSTEM. SIMPLE fiGURE SUBSTITUTION. ? I "! "! '1-191j3 ? OKH i READ I 17¢ P 3 (UNKNOWN) I --
I...:

SYRIA 4 POLICE "10 X I¢ MULTIALFHABETICAL TABLE WITH OMOPI10NES." '? '? '1 ? - '? ? ITALI ANS READ IF" 1l8G F 5 (UNKN()I,,'N) -- !('1?) "KEY" CHANGED MONTHLY. I

I ~ '

•
I

IIBc F 3 - (UNKNOWN)
,

SYRIA 5 '1 3-LETTER "CIPHER." '? '? '? . ~-19111~? ! 1941 51M "PROBA8LY" If --
+ I READ ,

- . '
..

I I; - -' .

~
."

SYRIA 6 '? 3-f1GURE "CIPHE.R. " ? I '? ? ?-19Ijj-? 1941 SIt.! PR08ABL Y READ Ir IIBc F 3 (UNKNOWN) .-
I I

! I
I

I
?-191j1-?

I
191j1 118c P 3 (UNKNm.'N)SYRIA 7 POLICE "CODE". TABLE or 1{1i )t I~. ? ? ? ! SIM I READ If --

I

I
,

I, : I
I I!

I I -i ~

~
: I ) ,

, J,
'-' i

n I I

I

i ~

I I
' ,

~ I -- . ..... .-::-.-.•...
-

I I

I I
,

I
J

! I •
,

: I :

; I
I

,

I I

i ,"

II

I I

I
I

1

I I

i i
,
;

I :

I
:

I
,," I

I I
I

I I i
i
I

I I
I

I !

I I I I

I
I

,

I

"_._~
,

I
I

- I
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THE SYSTEM
ASA REMARKS

OF
AT

_. _. --- .

I NAME OF S'LSJEM_. DATES WHEN I TICOMISTATUS
lQOUNTRY OF ATTACKED RESULTS REFERENCE
pF ORIGIN AXIS U. S. A. USE AND BY WHOM I

SYSTEMOF

(WITH

DESCRIPTION
COUNTRY I

OF SERVICE
ORIGIN

l~~=======~~~~~=~~===~====~~~=====:==:=:========::=============:====::======::::::::==============;==~
RESULTS OF EUROPEAN AXIS CRYPTANALYSIS ;

AS LEARNED FROM TICOM SOURCES :
ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

_.... _.-

(ALL READABLE.)IF 1526 P 6NO SUCCESS? SID, SIM: ISZA fR·l (?-1939-CURRENT)
SZB GER.
SZC ENG
SZR FR.

?

,
1

i( I • E. I, Z
3, 4)

I
(ENIGt-1A) ? (SZD) (?-1942-cURRENl)? PERS Z 5 READ AT DIFTER-! 122 P 14 P (THREE TYPES Of TRAffiC PRE-

? SIM ENT TI~E~. SIMi 19 SUMED TO BE ENIGMA--SZD-I, !
DID NOT READ. ; I 54 P .: SZD-2, AND SZD-3. SZD-I READ~

" ! : IF 1526 ~ OvER 5~, OTHERS NOT READ.) :
I :

ENIGMA CIPHER MACHINE.

4-LETTER ?-PART CODE IN FORM VCVC. (BOTH I-PART
AND 2-PART.) .-

I

SWJ TZi:RU'J!) I 'f) JPLCiMA TIC
I
I
i
;

SWIT!ERL4ND /DIPLOMATIC

(CODE K)

I
CONSOLARE (SZG FR.) (?-1941-CLIRREN"
~?X I (SZH GER~

SWITIERL4ND 3~DIPL~!ATIC

I
!

SWITZERLAND 4:CONSULAR

3-LETTEP. I-PART COOE. 3,00~ GROUPS. fiRST
LETTER Of GROUP INDICATED PAGE, SECOND LETTER

, THE COLUMN, AND THIRD THE LINE. IN~IC4TOR:
- 5-LETTER GROUP AT·9EGINNINGi (TWO 600K5: rRENCH-

AND GERMAN) ,

3-LETTER I-PART COOE; VALUES IN FRENCH .AND GER- (CODE G)
MAN. FIRST LETTER INDICATED PAGE, SECOND LETTER I
COLUMN, AND THIRD LET fER THE LINE. INDICATOR:
fiFTH LETfER Of rlRST GROUP AND fiRST AND fiFTH
LErTERS or SECOND GROUP.

"S. V. 1" (S ze) ( 1942-CURRENT) 1944 SID
? SIM

75~ OF fRENCH
B()()I( READ;
GERMAN BOOK I

~ PARTI ALL Y READ:
I,
I
; RECOVERED

ABOUT 25~ Of
, FRENCH BOOK

IF 1526 PP
6-9

T 1557
T 15¢2
T 16~1
I F I)~':

IF' 1526 PP
9-11

T 1532
T 15S7

(10~ READABLE THROUGH RE­
COVERY.)

(1~ READABLE THROUGH RE­
COVERY.)

-l----. .-

SWIT;ERL~~D 5 ? 3-LETTER 1-~ART CODE. VALUES IN GERMAN. ? ? ~ - ? ~ ? RECOVERED
15~ - 2~

T 1533 (UNIDENTifiED)

SWITZt:RLAND 6! 1

i"\ T"/41 L4ND
t

TH.AIUND

iHAILA'IO

THA ILAND

I
I IDIPLOM4TIC ?

.: DIPLOM.HIC

31(COMMERCIAL ?)

I
41(CQl-1M£RCIAL ?)

1-PART CODE, VALUES I~ FRENCH.

5-LETTER ?-PART CODE. USED BETWEEN 8ERNE,
STOCKHOLM, AND BANGKOK. (LANGUAGE UNKNO~~,
ENCIPHERED WITH ONE or THR~E DIFfERENT FOR~S

or SUBSTITUTION.)

5-fIGUR~ I-PART COOE. ENGLISH LANGUAG~ USED.
USED WITH AND WITHOUT ENC/PHERM£NT. SOMETIMES
USED REPEATING 5-FIGURE ADDITIVL. (~ICH CHANGED
EVLRY fEW MONTHS, OR MONOALPH4BETlC, OR POLY­
ALPHABETIC SUBSTITUTION USED.)

5-LETiER ~-PART CODE. USED BY MINISTER OF
FINANCE.

~-PART CODE USED BETW[EN 8ANGKOK A~D BREMEN.

I

I

I..

?

?

?

?

?

?

?

?

?

(THB)

(THA)

?

?

(1944-CURRENT) ? GERMANS

(?-1941-CURREN1) 1941 PERS Z
1942 rA

~-1941-1943-? : ? GERMANS

READ

, PROBABLY NOT
I SOLVED.

I
S ALMOST COM-IPLETEL Y READ

I
I

i
PROBABLY NOT
READ

PROBABL Y NOT
READ

I F ,.'..5 I 7 P 3
I
I

T 2364

D 16, REPORT
2, P 2

D 16, REPORT
3, P 3

+~17~
T 2 ~
T 2 70

T 2364

T 2364

(UNIDENTIfiED)

(ENC IPHERMENT 'SOLVEO"'i945.
CODE NOT WORKED ON.)

(BROKEN AND READ IN 1943.
NOW I¢~ READABLE.)

(UNKN~)

(UNK~()WII/)

1,

CHART NO. '-.!
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CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)AGENCY

AXISOF EUROPEAN
AS LEARNED FROM TICOM,

ANNOTATIONS FROM ARMY SECURITY(WITH

RESULTS

COUNTRY I
OF SERVICE

ORIGIN
DESCRIPTION OF SYSTEM

l NAME OF SYSTEM:
'COUNTRY
'OF ORIGIN AXIS U. S. A.

DATES
OF

USE

WHEN J I TICOM .ISTATUS OF
ATTACKED RESULTS ,REFERENCE' AT

AND BY WHOMI

THE SYSTEM
ASA ~EMARKS

1 'Co IF'L (1\1 ~ TI C
I

2-F~RT CODE. ENCIFHE~ED ~=CUT 1/2 T~E TI~E WITH "
~ PEFE~TI~G ~-rIGUPE ~DDITIVE WHICH CH~NGED

DA ILY EUT W.AS SOMETI ME:' "EFE ,ATED ,FiOM YEAR TO '
YE~P. USED r~ R~T~E~ U~IMPOP.TANT TRAFFIC. I

I

? 1 193 41 F[PS ISOLVED. i I 103 P 2. (L'NIDENTIFIED)
i S

~
o I

I
I

I

I,
I
I
;
!
i
;

,
I
I
I

I

L.

I
NOT
K"J~

BY ASA
TO HAVE
BEEN
VSED IN
MONTHLY

)ROTATION

I
I
I

j,
I
I
I

(~~RK HAD BEGUN WHEN PHOTO­
STAT COPY WAS RECEIVED FROM
THE BRITISH IN 1943.)

(SOLVED IN 1943 AND 1944.)

(FARTIALLY BROKEN BY BRITISH,
IN 1943. NO FURTHER SOLL- .
TI ON DC'NE BY BP ITI SH OR ASA. I
TRAFFIC RECEIVED AND SOME
DEC0DED AND TRANSLATED.)

IF J5 17 P 3
If 1523 P 3

IF 1517 P 3 (UNKNO"'~ UNTIL INFORMATION
IF 15~' po; WAS PEC~IVED FR~ BPITISH.

3 -J ' -, NO \VORK DONE. NO TRAFF IC
FEPH,~PS IF II: RECEIVED.)

IF 1517 PI" 3, (BROKEN AND.AI.DEC'.6,t...BRn'·ISH.
:, APPENDIX' READ IN 194i. 'NOW BEING ,
F ALMOST COMPLETELY READ.)

IF 1523 PP~, (SOLVED IN 1943 AND 1944.)

I 103 pp 2, 3

l'IFISI7 P 3
IF 1523 PI" 2,

3 _
, I 103 PI' c, 3
!

I
I
If 1;517 P 3

(IF 1523 PP 2,,
I 103 PI" ~, 3

COMPROMISED.
REAr..

RECOVERED
5,¢¢0 GROUPS

I RECOVERED
. 5,¢el¢ GROUPS

J9~~ PlRS Z S BROKEN AND
19~0 SIM ; READ BY SIM

, ,~ND PEFS Z S

.? SI"1

19~5, PEP.S Z S !3POKE'~ ,AND
1940 SIM READ BY 51M

AND PEFS Z S

1935-(CVRRENT) 1935 PERS Z S BROKEN ~ND
194~ SIM READ B~ SIM

AND PEFS Z S

(TUB)

(TUD)

(TVF)

(TUE)

I
I (TUJ)
I

I

?

?

R~A

INK IL,AP

Z,ArEp.

INEUNU
'( INONV)

Fi[F'AG ',\'AT 'ON or J TEM ~. VSED IN ~10NT"lL ~ ROT.A­
TIO~ WITH ITEMS' AND =. AFTEP. i9~¢ 5C~ETIMES
ENCIF~E~ED BY he~FIGUR[ RErl~TING ADDITIVE ~~!ICH
FRE~UENTL~ CHA~GED.

REPAGINATION OF ITEM 2. VSED IN MCNTHL~ ROTA­
TION WITH ITEMS' AND 4. AFTER i940 SOMETIMES
E'KIPWERED e~ 4~":F1GVRE RE"E.'lING' ,~DDITIVE ""HICH
FF\ECl~NTL~ CHANGED.

IJ·FIGVRE (2)-PART COD~. ENCIP~ERED ~Y A ~~-
FI GVRi: REp[.q ING ADD ITIVE. USED f'ElI-'EflJ .~NK.ARA

,~ND THE P.CME (~Ie:~~~y.

4-FIGURE ~-PART (OCE. LATER GIVEN TH~EE PEP~G­
: INAilO~S. SEl ITEMS ." 4, ,~ND 5.

REP~GINATION OF ITEM~. USEO I~ MCNTHL~ ROT~-

. TION Ir'" TH I TE"'~ .4 AND 5 .AFTE'R 19!;t· s(),\,t.T IME:'
ENCIFHEP.ED ~~ ~0-FIGVPE P.EPE~TING ~DDITIVE ~~ICH

FPE~UENTLY CHt~GED.

'4-FIGVRE 2-PART CODE. SO~ETIMES ENCIF~E~ED 5Y A C~~KAYA
U0-FIGURE PEPEATING ACGI-,VE WHICH F~Er.VENTLY
CHANGED. USED ~Y THE TV~KISH EMBASSIES IN BE~LIN

AND VIC""Y?

_ ~I FLO"HIC

i
6 DI"LC'f.'ATlC

~ DIFLOMATIC

IJ CIPLOMHIC

7 !DIPLC~qIC

I
I

I,

:: DIFL eM ~ TI C
I

iU;;!\EY

TU~~.EY

TURKEY

TURKEY

TUFiK(Y

S iDIPLCf.'.~TIC,
CONSUL .AR

SET OF THREE b-FIGU~E FARTIALLY I-FART CODES IN
ARABIC SCRIPT. ~SED I~ MONTHLY ROTATION. SC~E­

TIMES ENCIFH~RED BY A he-FIGURE OR A 5-FIGUFE
REPEATI~G ADDITIVE.

? (TVK) 193~-( 1944) 1934 PERS Z S ! SOL VED liND
'1 S1M' RE AD BY PERS

I Z S. COMPRO­
MISED BY SIM.

I 1¢3 P 2
IF 1517 P 3
IF 1523 P Ij

(COMPR~"SED BOOK RECEivED
FROM THE BRITISH IN 1944.)

I --

VALUES AND BRDKE BOOK AND
ENC IPHERMENT • RE AD IN 1941l.) :

(UNKNO"''N)

SEE'~L~O .)
I 63 F 2

I IF 15 17 P 3II r 1523 F' Ii

I

BROKEN AND
READ

"""U~ •r .

S I RE,~C' BY SIM.
READ BY PERS
Z S.

,nh ... ~ ..
I t.:l:.Nl J

I
i

?

IT"..,l.,

.??

~EPE~TING ~DDITIVE (~HICH r~ECUENTlY CH~NGED).
4-F1GVRE I-P,~RT CODE. ENCIF!-:ERro RY 4('l-F1GUR'

i ~-rIGURE ?-P:':::7 CO:'[. "LL G=<Cl\.iF5 5[l~.~~-! h"IT"'" I
DIGI i I. IN jqij.: ;::EFLACED '3'1 COJr- :'oE~C:;>18ED I'J

I ITE'" i I.

ie !~'ILlTARY
~ATTACHE

TUFiKEY

TURKEY

• CHART NO.
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II MILITARY
ATTACHE

THE SYSTEM
ASA REMARKS

OF
AT

(P~RTIALLY BROKEN AND AIDED·
BY BRITISH. LATER I¢QI;! CO~l- "
PRQt.lI SED. NOW CQl-tPLETEL" I

RE.~D. )

I 'f 1517 P e,
APFENDIX E

SEE "~LSO

I' 03 P 2

8ROKEN AND
COMFLETELY
RE.~D. ,ALSO
COMF'RQt.~ ISED.

I
I

WHEN I TICOM ,ISTATUS
ATTACKED RESULTS IREFERENCE

AND BY WHOM "

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

(194~-CURRENT) 1943 SIM
PERHAPS PERS
Z S

(TUA)

NAME OF· SYSTEM DATES
tOUNT~ OF
10F ORIGINI AXIS u. S. A. USE

SYSTEMOF

OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY(WITH

RESULTS

DESCRIPTION

5-FIGURE I-PART CODE. (AT FIRST) fRECUENTLY
ENCIPHERED BY A 5-fIGURE (REPEATING) ADDITIVE.
(NOW UNENCIPHERED OR ENCIPHERED BY 40-fIGURE RE­
PEATING ADDITIVE.) USED 8Y ALL TURKISH MILITARY
ATTACHES.

SERVICE
COUNTRY

OF
ORIGIN

TURKEY

TURKEY 12 DIPLOMATIC,
MILITARY
ATTACHE

"?-f IGURE "?-PART COCE WI TH LETTER SUBS TI Tl'TI ON.
USED IN TRArr.,IC fROM RUSSIA, BULGARIA, AND ITALY.

"? - 1944 - 1 REAe'. If 120 F 12 (UNKNO"'N)

ArTER 19~9I OKW, PERS 2

,
I
r - .

1-

--....

.-.:-.-.....(UNKN.OWN ~,

(UNKNO....N)

!
I

(UNKNO"'~~-NO MILITARY TRAffiC
WORKED ON.)

(UNKNOWN)

II'" 1523 P 5

I 1¢3 P 3

If 1523 P 5

IF 1523 F' Il,
APFENDIX A

If1517P6
If 126 PP 1¢,

11
If 118e P ~
If llSG P 2,3

I 1¢3 P 3

?

? "

SOLVED

READ BY Sir.,.
BROKEN A"ID
READ BY OKH.

I
I

, IPROBABLY
S "SFASMOD Ic' SUC­

CESS .~CH IEVED :

194.1 SIM

1941 SIM

1940 OKH
1941 SIM

1936, 1939
FERS 2 S

1939 - "?

'7-1936- 1939-?

?

"'1

?

?

5 2

"'1

"'1?-PAn CODE.

?-PART CODE. SOMETIMES ENCIPHERED 8Y A METHOD
WHICH ENCIPHERED ONLY ONE DR TWO fiGURES Of E,ACH
GROUP•.

POLYALPHABETIC SUBSTITUTION CIPHER. USUALLY HAD
5-13 ALFHABETS. MONTHLY KEY CHANGE; GEOGRAPHICAL
NAMES USED fOR CODEWORDS. J, W, X ARE USED ,AS
NULLS.

i'?-PART CODE. ALL TR IGRAMS BEGAN WI TH THE LETTER
'5.

: ?-PART CODE. "A TURK ISH PROCEDURE CODE."

I
17 MILITARY

16 MI LI TARY

15 Mill TARY

14 Mill TARY

13 ARMY, AIR

TURKEY

TURKEY

TURKEY

TURKEY

TURKEY

TURKEY 13 I'"CL ICE
I

?-P'ART CODE, LOW GP,ADE. ONLY 1¢¢ GROUPS. Of THE
fiELD-CODE lYPE, A Sl;iUARE OF I¢Xl¢, WITH COLUMNS
AND LINES NUM8ERED I TO J¢, IN ASCENDING ORDER.
THE ARRANGEMENT WITHIN THE SCUARE WAS CHANGED
PERIODICALLY.

"') ? 1941 SIM If '1523 p 6

TURKEY 19 AIR I-PART CODE. UNENCIFHERED. "'1 - '? "? OKL E~SIL'! RE~[) I 119 P 5

TURKEY 2¢ AIR PERIODIC FOLYALPHABETIC SUBSTITUTlr~ CIPHER
USING SLIDING STRIPS. CHANGED MONTHLY.

? OKL EASILY RE,~D I 119 p 5 (UNKNOWN)

TURKEY 21 AIR SINGLE TRANSPOSITION CIPHER fOR WEATHER REPORTS. "'1 "'1 "'1 - "? "? OKL EASILY READ
I

I 119 P 5 (UNKNO\,'N j

I
I I 83 P 2

Ilf l'ii::~ P 'i
, If l1.:'e P 3

IfllSGP3

PROBABLY NO
WO~K DONE BY
OK~' ON ANY
NAVY SYSTEMS

BROKEN AND
READ

???F'OLYALPHABETIC SUBSTITUTION CIPHER. KEY LENGTH
VARIED fROM 5 TO 13; NO KEY WORD USED. KEY
CHANGED EVCRY 2 OR 3 ~'ONTHS. SIMIL AR TO ITEM 13.

22 NAVY·

23 NAVY"

TURKEY

TURKEY

I
CHART NO. J-2
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DESC,RIPTION

I

COUNTRY
. OF
ORIGIN

SERV.ICE'

~,RESULTS:~'OF EUROPEAN AXIS' CRYPTANALYSIS
AS LEARNED FROM TICOM ,SOURCES ,J

(W'ITH ANNOTATIONS FROM ARMY SECURITY AGE~CY SOURCES IN PARENTHESES)
JIAME~~O:O=IF~SX'i,ymS~TF.iEiT:Mi"=f''-:D:-iiA~T~E~S---rI--=~W~H~EN:O:---'----'''''''""'''':T'':'''':1C~O:':'Mor-'T::::sr.~"A:;::;rUSi"':=:"'"-'::O:'l='F"""'Tl":"'lH~E~Il:"l:'·T~r~~,TE

O~ SYSTEM ~ AXIS 'US.A J'lE' ~~C~ RESULT~ REF,EfiENCE AT ASA

PROBABLY RE:AD Ir 126 P 13

TURKEY

,TURKEY

24 POl',CE

25 PPLICE

SuBSTITUTION CIPHER SYSTEM USING 2 rlGURES rOR
EACH LETTER OR NUMBER. 'MOST fREQUENT lETTERS'
USED VARIABLES. "

SUBSTITUTION CIPHER':SYSTEM USI~G TWO OR THREE'
fiGURES fOR EACH LETTER. TWO DlrrERENT SUBSTI-

,TUTION TABLES USED. I : .

l'

-.
l' l'

\,

l'

.,

1'-1941-19in­
PERHAPS-Cl#!­
RE:NT

I
I 1942-1941- II

PERHAPS CUR­
RENT

READ Ir 126 PP 12,
13

(UNKN~)

(UNKNOWN)

27 POLICE

26 POLICE"

(UNIOE:NTlflE:D)

(UNK~)

(UNKNOWi)

If 1523 P 6
Ir 126 P 12

If 1523 P 6

RE:AD

READ

SOLVED CRYPT- I 132 P 2
ANALYTiCAllY.
LATER CCt4PRO-
NISED.

7 - ,

l'

,

.,

,

l' .'_

,

l'

.,

.,

~OALPHABETIC SUBSTITUTION CIPHER. NORMAL
ALPHABET SLID AGAINST I~SELf WITH DAilY CHANGING
STARTING POINT. THE: LETTERS C, X, AND WWERE ONL'I'
US~D TO SEPARATE ~DS. ' .J

SUBSt.TUTION C'IPHER SYSTEM USING 2 OR.3 fiGURES j

PER LETTER. WEEKLY 'OR MONTHLY KEY CHANGE.
TRANSMITTED IN 4, '5,--OR'-6' fiGURES. . of

'-PART COOE.

--'

,28TURKE:Y

TURKEY

TURKEY

(UNIDENTIfiED)

(COMPROMISE:D COpy RE:CE:I~ED
rROM BRITISH WITH TUK)

(UNKNOWoI)

o 71

Ir 126 P 12

.-,1 r 1523 P 3NOT READ

BROKE:N

, SIN? - 1

"VERY OLD"

.,

(rRENCH
SUPPlE­
ME:NT TO
TUK)?

,

,

'-PARt COOE rOR USE ON BERLIN-ANKARA LINK.

"NUMBER COOE". ' USED ONLY BY, THE TURK ISH PRES I­
DE:NT ON THE STATE:-YACHT "SAVARONA" ON HIS TRIP
TO IZMIR.

SMALL SUPPLEMENTARY COOE IN fRENCH. APPROXI­
MATELY 1,~ GROUPS.

,

31 DIPLOMATIC

3(6 DIPLOMATIC

29

TURKEY

TURKE:Y

TURKEY

.5-
I

32 MILITARY, AIR, '-PART COOE.or 261 PAGES.
AND NAVAL
ATTACHES

-- \

(UNIDENTIfiED)

\ ...... ' ....

(UN IDENTI fI ED)Ir lit P 4If 11 r
If 11, f P 2

READ. COMPRO- Ir 15~
NISED.

"DE:CIPHE:RED" If 1188 P 17 (UNIDENTIfiED)

RE:ADABlE:
SINCE JUNE
1943

,." _" I

1942 OKl

,,---

? - ., " SIS

? - .,

l'

,

?

?

,

,

,

"~TEOROlOGI CAL COOE."

4-rIGURE 2-PART COQE, UNENCIPHE:RE:D.

:II Ml"'Lt. T I \IN ~ 11"'t!t.t< V;) 1"'1> '::~-Lt. I I t.t<
ALPHABET: DAILY-CHANGING KE:Y. J, W, AND X ARE:
NULLS.

, ?35

I U""L T j" I"UL I ~t.

TURKE:Y

TURKE:Y 33 POLICE

TURKEY

I

CHART NO. J-i
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS I

AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY NAME' OF SYSTEM DATES I WHEN T1COM ISTATUS OF THE- SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ~UNTRY I OF . ATTAC~ RESULTS REFERENCE AT ASA

ORIGIN ORIGIN AXIS US.A, USE AND BY I~"""'''''"' j

U"II TEO , DIPLOMATIC CIPHER MACHINE or SWEDISH ORIGIN, PERHAPS HAGELIN ? ? -- I ?- 1944-?

I
1944 OKW OKW POSSESSED I 76·p 12

I
-- --

KI"IGDQI~ USED rOR MESSAGES rROM ITALIAN THEATER. !
MACHINE; READ
ALL TRArrlC
rROM ITALIAN1 THEATER.

"
- .

UNITED 2 DIPLOM,4TIC 5-LETTER I-PART CODE WITH S4,~¢ GROUPS. GOVERN- i B 22 -- '-1939-1942-' 1939 PERS 2 S RtAD SINCE o 16, REPORT -- --
KINGDOM MENT TELE-: 19~. Sl.M4ER 2, PI'

I
GRAPH 19 ,CAPTUREC o 16, RtPORt

i :
CODt ORIGINAL GIVE~ 4, P I

TO PERS 1 S.

I
D '6. "PDRT:I

;

- ~

UNITED 3 DIPLOMATIC 5-LETTER I-PART ,CODE WITH ABOUT 84,~ GROUPS. GOVERN- B 23 -- '-1941-1942-' 1941 PERS 2 S READ ALMOST -- -- i - --.

KINGDOM MENT TEL E- WITHOUT GAP 2, PI"
GRAPH o 16,' REPORT
CODE, I 4, P 2
ArRICA

I
UNITED 4 DIPL()4ATIC 5-LETTER ?-PAR! COOE, UNENCI PHERED. , , -- , -, , PERS 2 S BOOK ONLY I 22 P 12 -- --
KINGDOM PARTtY BUILT

,

I

UNITED 5 DIPLOMATIC 4-LETTER 2-PART COOE WITH 16, 224 GROUPS. R CODE ~ 25; -- 1935- 1942-' PRIOR TO 194~ READ ALMOST D 16, REPORT -- -- ~ '~
KINGOQt.4 rOR!: ":;N orr I:t: 1935 PERS 2 S COMPLETELY• 2, PI· , :

CAPTURED AT o 16, REPORT
BERGEN, 194~ 4, P 1

, I Il2 P 3..
UNI TEO 6 0 IPLQroo1A TI C 4-LETTER 2-PART CODE USED IN NEAR, MIDDLE, AND R COOE B 3¢ '-1941-1942-'~ 1941 PERS 2 S AT END or D 16, REPORT I " , ' " --

I KINGDOM rAR EAST. 194" 1942 ABOUT 2, P I - '. .~-:-., ..

1,~~ GROUPS _D 16, REPORT
[. ' i

. WERE RECOVQ(D 4" P 1

UN" TED 7DIPL()4ATlC 4-LETTER 2-PART COOE WITH lo,~¢ GROUPS. , B 31 '. -- 1942 - , 1942 PERS 2 S AT END Or D 16 REPORT -- --
KINGO()4

.
191J22'2- 4, P 1,, GROUPS E- ,

I COVERED., , IRS ,- '.-
-, TELEGRAMS

READ IN,OCTO-.. . - eER 1942. L
". ,

... ..

UNITED 8 DIPLQroo1ATIC 4-LETTER '-PART CODE, UNENCIPHERED. , , -- '-I94~-' , PERS 2 5 BOOK CAPTURED I 22 PP 11-12 -- --
KINGOQIo4

. IN NORWAY;
_.

ALREADY READ , . '.
SErORE THIS. \.0. I

,

2-PART CODE USED MAINLY,rpR TRAINING IN 1942 AND
..

194z,oKW SMALL PART Or " 76 P 14UNITED 9 DIPLOMATIC ? " -- 194Z:-1943 -- --
KINGDOM 1946No ENCIPHERED BY ADDiTIVE. ;INDICATOR WAS TRArt,c READ'

SEC GROUP. ! BErORE 1943.. r -
,\ ~'

, " ... ,,
'J.

, , .
, .•-

~

, ,

, ., ,. "-...

.' . ' I ,
. I - . , .

, CiHART'M[ r~ ,-.......
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CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

AXIS
(WITH

===;===========:::::::::::=========================================~,

RESULTS OF EUROPEAN
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY
COUNTRY

OF SERVICE
ORIGIN

DESCRIPTION OF SYSTEM
NAME OF SYSTEM DATES

~PUNTRY ! OF
uF ORIGIN AXIS US. A. I USE I

WHEN T1COM STATUS OF
ATTACKED RESULTS REFERENCE AT

,AND BY WHOM

THE SYSTEM
ASA REMARKS

UN I TED HZ 01 PLOMAT I C
KINGDOM

?-fIGURE ?~PART COOE. INTEROE- ? --·1 ?-1941-?
PARTMEN- I
TAL COOE

i

1941 PERS Z S
1941 OKW
1941 OKL

BOOK 1¢~ COM
PROMISED 1941
ADDITIVE PART
LY BROKEN BY
OKW, OKL.
WORK STOPPED
1942.

o 16, REPORT I',

2, P 1

UNI TED
KINGDOM

11 DIPLOMATIC ADDITIVE ENCIPHERMENT SYSTEM WITH KEYS CHANGING
EVERY TWO OR THREE MONTHS. TRAffiC PREfiXED
"PRODROME" • TOTAL LENGTH EST IMATEO BY PERS Z S
AT 1~,¢¢~ 4-fIGURE GROUPS.

? ?

I,
! ?-194¢-1941-? 194¢ PERS Z Si ? OKW

PERS Z 5 RE­
COVERED 23~
Of ADDITIVE;
DID NOT AT­
TACK SOOK.
OKW 010 NOT
READ.

I 22 PP 17-IS i

I 31 P 6

UNITED
KINGDOM

12 DIPLOMATIC DOUBLE TRANSPOSITION WITH SAME KEY-LENGTH fOR
BOTH RECTANGLES.'

? ? ? - ? .? OKW SOME READ I 31 P 6

I
,

I
,

•~ !

!

I

I

i
I
I
I

,

I

~

I
:

i
,,
i
I
I

i
,
I

,

i
:

0"

.~-:-.

-'

I 1¢9 P 35

If 144 PP 2-3
P 6. '

If 144 PP 6-9

If 126p13 I

I
I 76 P 13 !

...

NOT BROKEN

LY.

RECONSTRUCTED I 51
AND READ UN- I 113 P 4
TIL CODE COM- , If 1~7 P 7
PROMISED IN" 'If 1517
AfRICA, JULY IF 1519
1942. COMPRO
MISED ALSO IN
NORWAY, APRIL
194¢, AND
NEAR DUNKIRK
JUNE 194¢."OT
READ ~Y ~·IM.

BOOK PARTLY
BUlL T

OKH READ CUR­
RENTLY; OKL
RI" An rlJ;?Rr-"'T-

SOLVED IN SIX
MONTHS.

I NOT READ

? OKL

? OKH
? OKL

I 194¢ OKH
? SIM

? - ?

? - ? ? OKW

SLiDEX

?

?

?

WOC

L1NEX

eRI T1SH
SIDE­
S(;UA~E,

[.\. -LV.;>

A NuMBER"

?

L1NEX

SLiDEX,:-LETllR COOE WITH 2¢4 VAL LIES APRANGW IN R£C­
TANGLE. CODE GPOllP~ fORMlD fROM COORDINATES
ON SL IC·I ~!G 5 TI': IF'S .

4-fIGURE 2-PART CODE ENCIPHERED WITH ADDITIVE WAR Of-
WHICH WAS A TABLE WITH STARTING POINTS INDICATED flCE CODE
BY 5-LETTER GROUPS. ADDITIVE CHANGED ABOUT EVERY
TWO WEEKS. fROM SPRING 1943 ENCIPHERED WITH ONE-
TIME PADS.

POLYALPHABETIC SUBSTITUTION SYSTEM EMPLOYING
BOOK Of RANDOM ALPHABETS AND NOTCHED CARD fOR
SELECTING CIPHER TEXT.

15 ARMY-CORPS­
DIVISION

16 ARMY

17 ARMY, AIR
fORCE

18 AIR fORCE COM- CIPHER MACHINE: TRAffIC SENT IN 5-LETTER GROUPS.
MAND NETWORKS

UNITED
KINGDOM

UNI TED
KINGDOM

UNITED
KINGDOM

U:'-IITEO
KINGDOM

UNITED 13 ARMY 4-LETTER OR 5-LETTER ?-PART CODE ENC I PHERED \,' Il'H EMPIRE
KINGDOM ADDITIVE. COOE

,-
"-

UNI TED 14 ARMY 3-LETTER ?-PART CODE. SECOND LETTER Of GROUP TIGER
KINGDOM WAS ALWAYS A VOWEL (INCLUDING Y). COD!:

'-- ...L.-- ...:..... ~--~- "~ L.. - ,=~===="-,-~,- ~"_.
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CRYPTANALYSIS

SOURCES
SOURCES IN PARENTHESES)AGENCY

AXISOF EUROPEAN
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY[WITH

RESULTS

COUNTRY
OF

ORIGIN I WHEN TlCOM 'STATUS
ATTACKED RESULTS REFERENCEI

fW) BY WHOM

THE SYSTEM~

ASA FMARl<S
OF
AT

If 126 P I) i .. ..

\,
OKL B'lO!\.( R[G~ , 112 P ~
LA."'lLY 10 ,,~ , 14 7 p 7
E..:PLOI TAE!LE
[lO:l(Nl. OK.
Q(A~ ..." TM
"''''11' C"P3.

BROi([N ~l TH , ,.,. p ~g
AID Of CAP- , 112 P
fUS(D KEl5. ,

I,
~QCl{GI I~ 'lW· I 109 P 35 iI T[RIUNE"~ I 152 pp 12-
A.'lEA 5PRIN~ '3

I191: I BUT NOT
~ \l'[ST[RN
fRO'H. BOOi'(
R(((lN5 TRut: T(D.
READ WITH L"GJ

,
Of Z-la 10'[[K5.

~~~~~~~.'f~~~~I

NJT READ "f- , 13 P 6
Te. 19 11 2

011.11 '"fA{) C.\P­
TU~ro ()(vr([
TRAffiC '<[AD
U'HIL 19~2.

IPlll09 10

"""

OATES
OF

·USE

.. , , ; ,
"'"I

, "".
,

.. '-19~2-1 19112 OKl

.. '.1911"-19~3-? 19la6 OKL

,

'3Z COl­
t1ol~ (A(­

SAIl COO­
''''G "lA­
CHIN[~

AIR(IUrr
REPORT IHG
COOC

lI-rICURE ?-PART (00(. ENCIPHEREO .... ITH ADDITIVE.

3-LCTTER "-PART COOE.

la·rlGuRE ,-PART (00(. nq!iT TW Q:1OUPS ~[P(Al(O

AT [NO. uSE;D IN RAf ('Jl'Ot.JN'J'~OlJ:'() TFlA,..rl(.

OESCRIPTION

Z-L[TT[R ,-PAQr coor .... ITIi DAilY [<i.l'f;;C Of KCY.

CIJ'H[FI DEVice

SERVICE

a AIR fORce

20 AIR rORce

<!3 AIR FORCE

21 AlP fORC(

19 AIR rORCE

UNI leo
I( INCOO"

U/\II TCO
K fNGDI>l

LNIT(O
I(INGO~

1J.Il11(O
KIH~

25 AR'tY. NAY(.
AIR fOP([

TRANSPOSITION CIP:-i::R .... ITH K[Y LENGTH or 10. USED
By l00P£OO 8Qlo46ERS ON O(Il'(15ES IN NORTH (tHN,"l[L.

ll·nclA'l( !-PART (OOE lISCO rOR IRAfTIC £!(TW((H
B1lA'f';:H(S or TH[ A~(O r~c(s.

1~I[RS[I1­

VICE CI­
PHER

SPESSARI

STRAL­
SU:O

, - ?

"'("0 (UR­
R(NTL Y

I "'.:11 BROkEN

o 6
0 '5 p ,. .. ..
0 .,. p 5

.6 .. .., ,.. p 3

26 ARMY. NAVY CIPH(l> Io4ACHIN( .... ITH 5 \MECtS--? OUTSleE ~E[LS

ruro.

.'

"1911JI-? I ljll:"1~~l

19~::l 0K'0I
BEfOR( 1939
0 ...

NOT BROKEN.
~""C.'iINES ...·1 T~
OUT '-"it:ELS
(APTURED AT
e"EST. 00."­
KIRK, "~/OM
NORTH IofR Jc.,..
19!;C. K[l5

'I."Ui( S~­
11"£5 OP­
TlJRrD.

o '5 p ,
o la~: D ~3
I 2 p 3
I 11 P II
I fig P ~, 5g p
I .,~ P

I 93 PP"I". 16
I II? P ~

I 111 P 11
I 11~ P 5
I 1~2 p ~
• 1114 PP 2,4
I 161 P 2
PP4-5P6

If142P$

,

__I--:--L_--'-L-~'::'-----:-_-'-----_----:-~"----'--I--'-------L__-..L--_--L--:------.JL-:-:-.~.~_-,:.~=,.:::mn'-"'rW::.u::-:_:,,::.•.±..~:::::;_.2..
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RESULTS
(WITH

OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

COUNTRY
OF

ORIGIN
SERVICE DESCRIPTION OF SYSTEM

NAME OF SYSTEM DATES

5~lb~TG~ AXIS U. S. A. i J>tE I
WHEN TICOM STATUS OF

ATTACKED RESULTS REFERENCE AT
,AND BY WHOM .

THE SYSTEM"",
ASA rnEMARKS

UNITED
KINGDOM

27 NAVY ADDITIVE SUPERENCIPHERING SYSTEM, EMPLOYING STENCIL
GRILLE. 1¢,¢¢¢ POSSleLE DAILY STARTING POSITIONS SUBTRAC-
USED TO SUPERENCIPHER VARIOUS NAVAL CODES. TOR fRAME

"5.5.
fRAME II

-- 1 1942 - 1

I
I

OKM READ fOR
ONE MONTH;
THEN CODE BOOt
CHANGED, AND
OKM DEVELOPED
THEORETICAL
SOLUTION ONLY.

D 15 PP 1¢- 11
D 25; D 37
D 4(6
I 12 P 5
, 76 P 14
I 93 P 24
I 114 P 2

UNI TED
KINGDOM

28 NAVY CIPHER MACHINE C().18INED
CIPHER
MACHINE

ULM : 1944- 1945 ",

i
I

1944 OKM NOT BROKEN;
WORK STOPPED
ON 31 JAN 194<

D 6 .
D 15 P 6
D 18 P 7
D 41 P 5
D 43 P 2 P 4

UNITED
KINGDOM

29 NAVY CIFHER NYKO TAUNUS 1942 OKM NO SUCCESS
REPORTED;
WORKED ON UN­
TIL BEGINNING
Of 1944.

D 6
D 15 P 9
D 18 P 9
I 147 P 17

UNITED
... KI"'GDOM

~
t::
I UNITED
I KINGDOM

3~ NAVY

31 NAVY

SUBSTITUT.ION CIFHER USING 37-PLACE ALPHABET: 26
LETTERS, fiGURES ¢-9, AND DASH. THERE ARE 32
COL~NS.

I
4-LETTER. ?-PART CODE WITH 32,¢¢¢ GROUPS; TWO
VALUES TO EACH GROUF.

I

SYKO

?

?-1939-?

1921- 1939

I 1939 OKM
19~3? OKL

? SIM

'1 OKM

OKM BROKE
EASILY. OKL
READ ALMOST
CURRENTlY.
SIM READ.

READ CUR-
RENTLY •

D 6;, D 15
D Ie
I 1¢9;, I 147
If 110
If 15¢6
If 1517
If 1523
If 1519

I 147 P 3

.. .. -,;-:-....

3-LETTER ?-PART COOE, USED BY CONVOYS Off BRITISH ECeO
EAST COAST AND IN I~ISH SEA.

~ 4-LETTER ?-PART CODE WITH BOOK CHANGING THE 15TH fLEET
Of EACH MONTH. CODE

? D 6
D 41 P 5

D 6; D 44
D 1~ P 2 P 8
o I.... P 8
I 12 P 5
I 83 P 2
193 PllP

13
I 95 P 6
I 114 PP 2-3
If 15¢6

READ fROM 15
NOV 1944 TO
MAY 1945.
READ BY SIS?

NOT eROKEN BY D 15 PP 4-5
OKM. 1 SIS. If 15¢6

? OKM

1944 OKM
? SIS

I
i

I
, 1944 OKM

? SIS
?-1944-1?

HAMBURG

I
! HARZ
J
I

COOE

ANGLO­
fRENCH

4-LETTER ?-PART COOE, ENCIFHERED.33 NAVY

34 NAVY

32 NAVY

UNI TED
KINGDOM

UNITED
K I NGO().1

UNITED
1\ I 'UVuP"

~ ..l.....-- -""",- --,-_._"" -.1-.__...L-_.__!.L.--I .L.- .L.- .l...-__----,..........--.,.,.,....- -J
ClflRT NO.
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CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)AGENCY

AXISOF EUROPEAN
AS LEARN'ED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY(WITH

RESULTS

COUNTRY
OF

ORIGIN
SERVICE DESCRIPTION OF SYSTEM

NAME OF SYSTEM
IQPUNTRYOF ORIGIN AXIS US. A.

DATES
OF

USE I
WHEN T1COM STATUS OF

ATTACKED RESULTS REFERENCE AT
,AND BY WHOM

THE SYSTEM
AS'A REMARKS

UNI TED
KINGDOM

35 NAVY ~-LETTER ?-PART CODE, UNENCIPHERED. 4-LETTER, C(~BINED
I'RONOUNC.EABLE INDICATORS:. ADCO, AGOG, ALBA, AMID ASSAULT
A(;,UA. USED rOR INTER-ALUEO TRArrlC IN LANDING CODE
OPERATIONS IN FRANCE.

AL TONA
flAil

11944 ONLY

I
I
I

1944 ~KM ALBA, AMID,
AQUA READ EX­
TENSIVELY.
AGOG COMPRO­
MISED DURING
INVASION or
f·~ANCE.

06
o 15 P 2 P 9
o 18 P 8
I 12 P 6
I 93 P 6

UNTIL 316 SEPT 1944, 2-LETl"E'? ?-PART CODE CHA"'GING corox
DAILY. rROM 1 OCT 191~4, 3-rIGURE ?-PART CODE,
CHANGI NG DA 11,.'1", .

I 14!21 P <:

06
D 15 PP 6-7
o 18 P 8
I 12 P 5
I 95 p 6

o 6 '
o 15 P 2 P 9 I·
D 18 pSi
o 44 P 5 I
I 12 P 6
I 93 P 6

:1

·1

]

811':E, BOLO
PARTLY BROKE~

BROKEN, PARTLY

I
THROUGH CAP­
TURED MATER­
I /llS,

READ CONTINU­
OUSLY.

1944 OKM

I
I

I '! OKM.'] -?

.1

?

ALTONA
liB "

HUNS ROCK
SONTEL

COMBINED
ASSAULT
CODE

ODAM OR
¢DAM

?-f-ARl CODE.

~~LETTER ?-PART COOt, UNE'IICfP.-iERED. 4-LETTER,
I'RONOUNCEABLE INDICATORS: BABY, BANK, BEEF,
BIKE, BOLO. USED FOR INTER-ALLIED TRArrlC IN
LANDI~G OPERATIO",S IN MEDITERRANEAN.

38 NAVY

36 NAVY

37 NAVY

UNITED
KINGDOM

UNI TED
KINGDOM

UN I T[O
KINGDOM

(

~r
UNITLD
KfNGD()I-1

39 NAVY 5-FIGURE CODE UNTIL 2¢ AUG 194P; II-FIGURE CODE
AFTER 216 AUG J94¢, USED UNENC I PHERED llNTI L
SPANISH WAR, THEN ENCIPHERED WITH ADDITIVE.

.4DMINIS­
TRATIVE
CODE

? 1934 OKM READ ArTER 6
MONTHS OF
WORK, ADDI­
TIVE BROKEN
DURING SPAN­
ISH WA~. eOOK
CAPTURED AT
BERGEN.. Bure
ALREADY RE­
CovnED,

I 12 P 2
I 141 p 3
P 10

T 470

UNI TED
KINGDOM

4S NAVY 14-rIGURE ?-PART tODE. FROM 1 DEC 1943
WITH STENCIL SUBTRACTOR.

ENCIPME~E~ NAVAL MONCHEN
CODE ~O.2 BRAUN-­

FOR P.4­
TROL VES­
SELS,ETC.
MflNCHEN
BLAU--PE~

SONNEL
AND GE'l~

E~AL.

BROKE'J IN
19~8. IN
19111 COMPRO­

t-1I SE~ BOOK AT
TOBRUK. READ
IN IQ42. BUT
NOT ArtER
INTRODUCTIO'"
or STE'lCIL
SuBTRACTOR IN
J~1~3·

D 6; D 4~
D 25; 0 ~1

D IS PP 5-6
I 12 P 2 P 3

P 5
I 93 PP 6,
21... 22, 25

I 95 P 5
I Ili7 P 116
IF 118r P J

VI ILV

KII·IGDOM

u'll H':.1
K /'JGD;)"1

..

.. 'or :.- I\>UKt. ·--AK \.uut. t:'lLI l'ritRl!J Wll.i tlUUK .\DIYI­
TIV[ . USED BY BOTH THE UN I TED KINGDOt-t A"'i) THE
'J\lITED STAT[S.

!;-r IGUR::: ?-PARr (ooE ENCIPHERED BY BOOK ADDI­
TIVE.

NAVAL
CIP,fER
NO. 3

; NAV,AL
CIPHER
NO. 4

I
FRANKrvRT COMBINED

CIPH£"
NO, 3

IK(}LN --
i
I

1941- 1943 19111 OK'o1;
PRIOR TO
1943 SIS

REAl) UNTIL
JUNE 1943

1938 .. BROKEN.
J9I!¢, READ.
FROM 1943 ON ..
NOT READ.

D 0; 0 41
I 12 PP 4-5
Ir "SF F 1

D 6; D 4¢
o 41
D IS PP 5-6
I I~ P 2 P 5
I 93 P 2,;
I 9') P 5
I 147 P 4
PP 15- 1:::

I
CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

AS LEARNED FROM TICOM SOURCES
ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN

.. --

COUNTRY
OF

ORIGIN
SERVICE DESCRIPTION OF SYSTEM

NAME OF SYSTEM DATES I WHEN
~PUNTRYl I OF ATTACKED RESULTS
~F ORIGINI AXIS u. S. A. I USE 'AND BY WHOM

TlCOM STATUS
REFERENCE

OF . THE SYSTEM
AT ASA REMARKS

urll TED
K rNGDO~1

43 NAVY 4-fIGUR[?-PART CtJDE UNTIL FE..E 19411, THEN T\,'O
4-LETTER CODfS. f. AND e. (lNE WAS lISLD FOP. If\­
DIVIDUAL DIRE(~ION-rl~DING BEARINGS, CHANGrD
srMI-MONTHLY. Tr.E OT~(k ~AS USED rop. CONSOLI­
DATU) l)I~'ECTION-fIIl:DING REPORTS, CHANGED MONThLY.

? KOLBERG -- Ii ~-1944-?
A AND 6

I

1944 OK~' READ c 6
D 15 P 9

D 6; D 44
D 15 P 2 P 8
D IE- P 9
I 12 P 5
I 14¢ P 2

UNI -ED
KIf\GD("1

UNITEll
t( I Ne('uM

411 ~!AVY I-PART CODl UIHIL 1 JULY 1944; 2-PART CODE.. n·ERE- fO).O
ArTER.

I-PART CODE., CHANGIf\'G D.~ILY,' UNTIL J APRIL 1944: LOXO
2-PART THE.REAfTER, CHANGING DAILY.

HUN!:Rf!CK;
SONTEL

HUNSROCK;
SONTEL

I

j ?-1944-?

1944 OK~1

1944 OKM

I
READ UNilL
1 JULY 1944
Af\'D fROM tlOV
1944 TO END
Of YEAR.

READ

j
D 6; D 44 i

D I~ PP ~-8
D k· PP .,-9 .1

I 12 P 5
I 14~ P 2 !

UNITED
t< I ~JGDO'~

46 NAVY I-PARi CODE. ~mTIL APRIL i944, 2-P.~RT Tr.EREAnER ~EDO)(
VOCAEULARY IDENTICAL WITH COFOX.

HUNSROCK:
SONTEL

?-1944-? I 1943 OKM

I
I

READ UNii L
AUTl.MN 191111,
WHEN WORK
STOPPED. BOOK
FOR ~'ARCH­

APRIL 1944
COMPROM I ~ ED •
APRI L 1944.
READ AGAIf\'
1945.

D 6
D 15 P 1
D 18 P 8
D 44 P 2
I 12 P 5
I 95 P 7

UN I TED
KIf\'GDOM

4, NAVY I?-PART C,0DE HUNSRflcK;
SONTEL

?-1944-1 1944 OK~l BROKEN CON­
TI NUOUSLY ,.
READ UNTIL
SUPERSEDED.

D 6; 0 44
D 15 P 2 P 8
I 95 P 6 .

UNITE..D
KIf\Gf)OM

10N(-TI~E PAD ENCIFHERMENT SYSTEM. ON[-TI~E ONE-TIME
PADS PADS

?-1944-1 1944 OKM
? OKW

NOT ~EAD. D 15 p 4
PADS CAPTURED I ~1 P 6
IN AEGEAN I~ I §~ P 6

MARCH 1944.

I
UNITED
KI f\GDOM

UNITED
KIf\GDQM

49 NAVY

.. ANU

AD[)I TlVE. 5YSTEI~: CONTAINED I¢~ PAG[~; Of. 3~ LONG SUB- ..,
LINES OF ADDITIVE. HALf wAS FOR ADDRESSES, ~ALF TRACTCR
FOR TEXT. VALID fOR ABOUT 10 DAYS.

,-Lt.1 It...... - flr. <.UL't. V;;>t.L' '-vr 'UU"t. •••;t... .,. "L~' !~
SHORE CODE, ALSO.USED rOR CONSULAR SERVICE. HAD M(NT'TElf
A NAVAL SUPPLEMENT. GRAPH

CODE

? - 1944

I
I

n ,~I.rl ,~I. n!.. "

? OKM

• ~.rl ~'IO

?

~~ .., ,., .... -
RENTLY IN
1949J. eASIC
BOOK CQMPRO­
~1I SE.D 194¢.
NAVAL SUPPLE­
MENT COMPRO­
MISED BERGEN
CONSULATE
194¢.

D 4¢ PP 12­
, 13

- "
'" v
D 15 P 1¢
D 18 p 9
I °3 PP 17­

18
I 147 P 3

I
I I

CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
I AS LEARNED FROM TICOM SOURCES

I(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
! I
I COUNTRY NAME OF SYSTEM DATES I WHEN TICOM ISTATUS OF THE SYSTEM I

OF SERVICE DESCRIPTION OF SYSTEM 8PUNTRY AXIS US.A. OF ATTACKED RESULTS REFERENCE, AT ASA REMARKS IORIGIN F ORIGIN USE AND BY WHOM i
,

4-F"IGURE ?-FART CODE USED IN TRAF"F"le BEi'\oiEEN ~TE1TIN ?-1944-? 1944 OK~' ABOUT 2¢¢ RE - I [I 6
I

UNITED 51 CONSULAR AND NAVAL -- -- --

IKII\GDOM NAVAL SHORE SiATIONS INCLUDING CONSULATES. SHORE ATIVE COOE- 0 15 P i¢
, CODE vROUFS OBTAINED 0 4i PP 5-6

NO AES0LlITE I 93 P i2 ,
iVALUES. I

; i I;

UNI TED 52 NAVAL ATTACHE 4-F"IGURE ?-PART COOE ENtlFHERED ~ITH ADDI TI VEo INTERD[- BREMEN -- ? - 194¢-1942 19":\S OKM OK"" i-!AD NC-, :; ~- o 6 -- --
KINGDOM DISCRI~INANTS VCVCV OR CVCVC. PARTMENTfi. 19lj~ OKL .COVERED [lAS IC I 12 P 5

CIFHER
,

194¢ F"A BOOK; CQMPRO- I 22 P 12_.

I
;

194t OKi.- MISED 194¢ IN I 3i P 1J
'NORWAY. I 111 P ~

I 119 P
I I· 147 PP 1¢~ - - ,

I 11, 12
I 15t! P 9

I

I
I 172 P ;: P 4

I
IF" 118A P 9

UNITED 53 MERCHANT NAVY 'i-F"IGUFIE ~-LETTER CODE, ENCIFHERED BY SUO~iITUTION BENiLEY ,TATRA -- ? - 1944 1944 OKM OK~' READ. OKL D 6 -- --
KINGDOM OR UNENCI HER[(). LATER ENCIFHERED "'Ii;-: ONE-TIt·'E CODE I : 1944 OKL READ E.~S ILY. o l'i P Q

PADS.

I
o l~ P 9

; I 93 P 12 P .
.' 17 .

I I I 119 P 5- I I I 152 PP 9-1¢
I ~ I

I I ! I

I
,

I I P ,
UNITED 54 MERCHA,NT NAVY 4-LE~TEFI O~ )-LETTER 2-PART COOl, UNENCIPf-iERED ~ERCHANT MERCHANT --

I
J94¢ - ? J94¢ OKM OKM CAPTURED I 93 P 2E. -- -- I

KINGDOM O~ ENCIPHERED BY SUBSTITUTION. NAVY CODE NAVY COQE 194¢ OKL SEVE"RAL COPIES I 121 P 11
IN NORWAY, I 147 P I¢

I

READ TRAF"rIC o ,.~OJ
I

I
SOON THEREAT- " ., ..-~-:-., ..
TEfl. OKL READ - !

I
F"ROM EARLY IN .

I (WAR. •
I

UNITED 55 MERCHANT NAVY '4-LETTER 4-rIGUFlE ?-PART CODE. ENC IFHERED "'I TH MERCHM'H GALLIEN -- 1942?-CUPRENii 1942 OKM BOOK CAPTURED. o 6; 0 43 -- --

I
KINGDOM 'TABLES AND PADS. SHIPS I ? SIS OKM READ CUR- D 1~ P 5

CODE; ~:ER J I
RENiLY 1 JAN o 1- P 7

SIGS 1944 TO END OF" o 41 P 5 l

I
Io'AR. SIS READ. '1 J2P5P7 I2 TABL£S RE- I 95 P 5
CONSTRUCTED. Ir 15¢6

,
i

UNITED 56 AIR rORCE 3-rIGURE ?-PART CODE, ABOUT I,¢¢¢ GROUPS. ENCI- AIR rORCE "AIR rORC - - ? - ? ? SIS ISIS READ; CKL I 109 P 4¢ -- --
KINGDOM PHERED 10' ITH "SYKO MACH INE • CODE CODE" ? OKL RE,~D "L IKE IF" 1513 P 2

CLE.~R l[ XT" IF" nSr F 2
I

? ,?-194¢-? 194¢ SIM 1524
I

UNITED 57 DIPLOMATIC ?-PART CODE. INDICATOR ABA8Y OR ABASI. '? -- READ IF" -- --
KINGDOM ! I I

I
I I

UNITED 5S 01 PL().1ATI C '-PART CODE. ? IENGLISH -- '? - ? '? SIS READ. 1¢9.11- Ir 15¢6 -- I --
KINGDOM DIP C~E COMPR().11 SED. I

:w. 193 I
I

.. !
UNI TED. 59 01 PL().1A TI C DETAILS OF" SYSTEM UNKNOWN •. ? "? -- ? - l' ? SIM PARTLY RECON- IF" 1517 -- --
KINGDOM i STRUCTED

.,

,
i

. I i
~""ftT NO. 1-2



DOClD:
\.,

'I·

3560861
",
/

/' "\r
\

RESULTS ,OF EUROPEAN AXIS CRYPTANALYSIS I

AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY NAME OF SYSTEM DATES I WHEN T1COM STATUS OF THE SYSTEMI
OF SERVICE DESCRIPTION OF SYSTEM ~OUNTRY

I OF· , ATTACKED RESULTS REFERENCE AT ASA REMARKS
ORIGIN pF ORIGIN AXIS US.A. USE AND BY WHOM .

. ,

IANNA
I i

I.
UNITED 6¢ MI L1TARY CIPHER •. • SAt.IE TYPE AS SYKO. USED fOR TRAINING '7 -- ? - '7 ? SIM RE",D If 1517 -- --
KINGDOM IN THE UNITED KINGCCM.

j

UNI TED 61 MI LI TARY 5-LETTEP ?-PART ceDE Of ABOUT I¢¢ VALUES. CODEX CODEX -- '? - ? 1942 SIM READ ONLY IN- If 1528 i -- --
KINGDOM FREARRANG~D VOCABULARY. CODE VALUES SLIDE 1944 OKH fREQUENTLY BY If 5 P 3 IAGAINST VOCABULARY DEPENDING ON MESSAGE INDI- SIM. SOLVED BY If 1¢7 P e

CATOR. I !OKH. !

IR~AD
:

UNITED 62 MI LI TARY 2-LETTER CODE MADE Of COORDINATES Of A 676 ? -- '7 - ? '7 SIM If 15 17 -- -- I,
KINGDOM I SQUARE:. DAILY CHANGING KEY.

i
UNITED 64 Mill TARY 4-fIGURE ?:PART CODE, E~CIPHERED. '7 ? -- ., - ? '7 SIM READ If 15 18 -- --
KINGDOM

I
i .
I

65 ':I-LETTER ?-PART COOE USED fOR CROSS-CHANNEL ? ? I
? - ? 1944 SID '? IF' 1527 , -- --UNITED AIR - L.~ND I --

KINGDOM TRAffiC.
,

i I

IUNITED 66 R A f CODE fOR C~UNICATION BETWEEN PLANES, AND DROME- ? . "X" -- I ? - ? ? SIS, SIM READ If 151~ -- --:
KINGDOM "ENCIPHERED BY SYKO."

I

IF' 152 i ,
I ,

UNITED 67 AIR fORCE CODE " ? AIRF'ORCE -- '? - ? IREAD. COMPRO- If 15166 I -- -- ,

KINGDOM .' CODE C.O. I'
? SIS MISED. j-

I152 I I :0 I

UNITEC- 6·9 NAVY-AIR TAC TICAL CODE. ? IfOX' -- ? - ? I ? SIS READ IF' 1527 -- --
KINGDOM

I

~ UNITED 69 NAVY ITWO~LETTER THREE-LETTEP ABBREViATION CODE. ? SELf -- ? - ? ? SI~ READ. COMPRO~ If 1523 -- . , --
~ KINGD()I, EVIDENCE' MISED. " .. -.:--:-.... :

I I
-

I
UNI TED 716 NAVY : 4-f1GURE' ?-PAiH CODE WI TH I¢,¢¢~ GROUPS. KEY ? ANGLO- -- '? - ? 19~2 SIS AND READ • IF 1.527 ,. -- --
KINGD()I, . ENC IPHERMENT • AMERICAN GERMANS

;

UNI Tt:l) 71 NAVY 4-fIGURE "?-PART CODE. USED NON-REPETITIVE ? '7 -- 1941- 1943 1941 SIS READ DEPTHS. IF 1527 -- -- I

It' 'VGDQI'.I . CIPHER KEY. 1.0T READ AfTER
11942 BECAUSE

OF' INDICATOR
CHANGE.

'. - I .
iJNr'TED 72 NAVY ENC IPHERED CODE. 3¢, ~fII¢ OR 1¢¢,¢¢¢ GROUPS. . ? ., -- ? - ., ? SIS READ IF 15¢6 -- --.e o •

KINGDOM ENC'?HERMENT BY VOLUME I¢¢ PAGES WITH 316 LINES Of
5 DIGITS•.GOOD fOR 3 MONTHS.

"

IF' 2169
-

U~II TED 73 NAVY TACTICAL CODES WITH DAILY-CHANGING ENC,gHERI~G '? ? -- ., - ? I "l SIS Rt;AO -- --
KI"GOQM T.4BLES. I

I

I
UNITED 74 NAVAL AIR- CODE .? INAYAl AIR -- "1 - ? '7 SIS READ. C().1PRO- IF 15166 - -- --
~I"'GD()M CRAn I CRAfT MISED.,

CODE NO.
~ , 2 S.P.

I ,
1162192 2

. , ' .

J r

I - I !

- .' . CHART NO. 1--z i.
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY NAM~ of SYSTEM DATES I WHEN TICOM ,/STATUS OF THE SYSTEM
REMARKSOF SERVICE O.ESCRIPTION OF SYSTEM 8PUNTRY

,
OF ATTACKED RESULTS REFERENCE, AT ASA

ORIGIN F ORIGIN AXIS US.A, USE AN) BY 'NHOM J

UNITED 75 NAVAL INTELL/- CIPHER ? NAVAL' IN- --
? - ., I ? SIS REAO. 1¢~ Ir 15¢6 -- --

KINGDO!ot GENCE TELL I- I ! . C~?ROMISE::l. IGENCE NO.
I 5. P. I

¢2~¢7;
,P8 OK

I
~

" . , I
I ,

UII:ITED 76 ? 5-rI GURE I-PART CODE. SIMILAR TO U.S. 13REY. ? ? -- ? - ., ? SIM REAO Ir 15 1g -- -- ,
KINGDOM :

I
I ,

I I

IUNITCD 77 ? ~-LETTER 2-PART CODE, U~ENCIPH!:RE:D. ? i ~ -- ? - ? 1 SIM 1READ Ir 151e -- -- .
KINGDOM I

I I i ,.. ---_.- ..
T

I I i

UNITCD 1'9 DIPLOMATIC I-PART CODE. ? I" INO I ,~~I -- 1939- 194~ ? rA REA!) I 172 P 3 -- .- I

K' rlGODM ,WOROCC')E" \ ,
I

! I :
I· .

lIN I ;'["f.l 79 OIP~C',MAi/C. SUBSTI TUTI or~ tABLES rOf; EN( IPI-it:f11 NG GOVERNMENT , 1 -- .,.1942- 1 1942 P.ER5 1'S I PCRS 1 5 READ I 17c PP 3-4 -- .- .
;

KIN.:;DOM lELE:Gf1APH COD£ IN £ IR[ Tf1Arr ICo 26 RANDOM , 1943 rA - UNTIL 1943. I
ALFHAB£TS. ; : rA RE:AD 8ERL IN

: AND MADRID .
i LINKS. , ,

. I

BROKEN IN 6 ! II

se I

~
UNl1'E:D rOf;£.1 GN "-PART COOE R CODE ? -- ., - 1 , P(RS 1 5 I 172 P 3 -- --v.

I MONT!-!S. 6,~0:KI1IIr,l)()t.I Orr ICE: 10 41
I .. , GROUPS' IC,[NT I2

: riED.

ICOMFROMISED

I ,

"\'ITE:D 81 AIR rORCE: AIR-GROUND CODE "CONrIDEN ? -- ? - ., 1 GE:RMANS Ir 118G PP 3-4! -- --
~

KINGDOM TIAL AIR I I
' . ,

" . .. . ~ -.-:-.... ,
COOE" ! -

I t
: &1:' DEC Ipl-:E:~Ecll r I

, :

I

:

UNITED 52 '? METEOROLOGICAL "CIPHER rCRMED Of 5-rIGURE: GROUFS. ? '? -- 1-1942-" I 1942 OKL i 18A P " I -- -- :
KINGDOM LETTERS BE:ING ENCIPHE:RE:D IN THE RE:COGNITION GROU~

,
F I¢ .- , ,

,TWO TYPES: WITH A V~~L AT THE BEGINNING, AND I ,

I I
I

, WITH A CONSONANT.-
I

I i I,

I I I IREAD 9¢:'
I j

;

53 ? ?-1942-1 Ir 113.4 P 5
,

UNITED .DETAILS or SYSTE:M UNKN~~. ? AIRCRAfT -- 1942 OKL -- -- .
KINGDC)'. I rrOVE:"'ENT

i
1943 SIS? ! PP Q-10 I

i (OCE ' ,r liar F ;: I

! I
I

II· I I !
I

: I " I I

I
I

I I
, .

I
i

l. I i I

I l I,

I
:

1I

i . i
I

,

, I I I,

I I,

I
, I

, I ; I,

I I,. ,
I I I I ,

: I
,

;

I
I I

I i
I

I
,

I

I
I I

CHART NO. i-.?
-
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RESULTS OF EUROPEAN AXIS ··CRYPTANALYSIS
-. i

i
:

AS LEA'RNED FROM TICOM SOURCES "

! (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
; COUNTRY NAME OF SYSTEM DATES I WHEN' T1COM STATUS OF. THE SYSTEM
; OF SERVICE DESCRIPTION OF SYSTEM ~UNTRY US.A i OF ATTACKED RESULTS REFERENCE AT ASA . REMARKS

ORIGIN ORIGIN AXIS USE ,AND BY WHOM
, I 1916 PERS 2 SUNITED 1 DIPL~.HIC ,-LETTER I-PART CODE Of ABOUT 72,¢¢¢ GROUPS Of -- B-" -- ? - , . READ•. ORIGIN- Of 15 -- .-

STATES CVCVC PATT£RN. UN£NCIPHERED. GREEN I ALLY SOLVED BY
"SUSSEX ,..OTE"

! ; I,M ICH PROV IDEO
ABOUT 1,~
GROUP CRIB.

: " SOME cf6, 95¢¢
, GROUPS RECOV-
I ERED BY 1919

I I
I

iUNITED 2 DIPLC~ATIC 5-L[TTER CODE. USED ~Y COl. HOUSE IN TRAffiC TO -- 8-2; COL. -- I 1916-192f6 ' 7 PERS '1 S NOt READ. Of 15 -. --
STATES WASHINGTON. HOUSE'S I :

I
~

GREEN & I
I

BLUE CODE
.. I

UNITED 3 01 PL()4.H IC ;-LETTER I-PART COOE Of ABOUT ~Z,¢f6f6 GROUPS. UN- -- B-3; -- I 19 18- 1943 19 19 PERS '1 S' READ CURRENTLY Of T .. -- --
STATES ENCIPHERED. STlI.L IN USE IN I, 2. GRAY CODE 1919 SIM ArrER '9'9. If I is ,..----

SOLVED.ON BA-
S'S Of PLAIN
TEXT OBTAINED
fROM EMBASSY
IN STOCKHOLM.

UNI TED 4 DIPLOMATIC 5-LETTER I-PART CODE WITH GROUF FATTERN CVCCV.
I-- B-5 -- '9'9 - , . o '919 PERS '1 S READ BY CRYPT- Of 15. -- -.

- STATES ABOUT 14,4¢¢ GROUPS. ANALYTIC COM-

~PROMISE.

I lJfIIl TEll 5 DIPLC+olATIC 5-LETTER 2-PART CODE, ENCIPHERED. -- B-6A; -- 192¢-1944 1924 PERS Z S 8~ RECON- I 22, Of i5 -- --
SHTES A-I; ACI I 1941 OKlo' STRUCTED IN

1939. H6~
~ I COMPROMISED IN
I-'" 1941 • ,

" .
..

UNITED 6 DIPLOMATIC 5-LETTER 2-PART CODE, ENCIPHERED. -- 6-6B; -- 192~-1942- 194¢ PERS '1 S PRESUMABLY NOT I 22; OF 15
.". ':_'~-'_.'.. --

STATES I 8-1 19447 READ
•

UNITED 7 DIPL()I.!ATIC '5-LETTEP 2-PART CODE, UNENCIPHERED. -- B-7; C-I -- i92¢-194~?

I
1937 PERS '1 S READ Dr 15; I 22 -- --

5TATES T ~71; T 372 .
I o CI ,. ;

I
0,

UN!TE:D 8 D,PLQM,AT'C 5-LETTER 2-PARTCCnE Of "ABOL:T 125,¢53 GRCUPS." B-8· 'i - 19387 19~5 PERS Z S . READ CURR§NTLY-- -- Df I~' I 22 -- -- ;

ST,ATE.S AM-~; 19 I OKlo' IArTER 19~ • TF I ; IF' 15 .
BRO"'oN . ? fA' I~ COM RO- I 143: 0

I
MISED IN 1941.

UN'T(O 9 ()/ FlQM.AT IC 5-LETTER COOE IN 3 VOL~~ES. '~ESSAGES WERr. EN- -- BROI.'N -- 1 - ., 1 S'''' READ. COM- If 1518 .- -- ,
STATES

~I"'''''AT rc

CODED IN 3 PARTS, ONE PART fROM EACH VOLUME." I PROMISED. If 1524
I

I·

\

,

~N/TEO •¢ 5-r'GURE '-PART CODE or ABOUT 8,~¢ GROUFS • UN-, -- I2-1' -. 1-( 1910)-1 1916 PERS i! 5 READ. COM- Dr 15 -- --- . - 1;-lIIr I PHtRrn . BLUE CCOE i PROMISED BY

·1 I
"SUSSEX NOTE"

UNI TED 11 Pi PLOt-l,ATiC 5-fIGURE I-PART CODE Or ABOUT 72,0¢¢ GROUFS. UN- -- 1 Z-2 -- ? - ? '1 PERS Z S READ. SOLVED Dr 15 -- --STATES ENCIPHERED. USED MAINLY BY CHARGE D'AfFAIRES AT BY NOTING STA-
CONSTANTINOFLE wiTH W,ASHINGTON, BERLIN, VIENNA, I TISilCAL RE-
ETC. I SEMBLANCE TO

B-1 WHICH WAS
READ.

I
I I I 0

tit1ARl NO.l-c
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RESULTS

THE SYSTEM
ASA REMARKS

I WHEN TICOMISTATUS OF
ATTACKED RESULTS REFERENCE; AT

AND BY WHOM

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

NAME OF SYSTEM DATES
~OUNTRYI OFPF ORIGINI AXIS US. A. USE

SYSTEMOF

OF EUROPEAN AXIS
AS LEARNED FROM TICOM

A NNOTATIONS FROM ARMY SECURI TY AGENCY(WITH

DESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

UNITED
STATES

12 DIPLOMATIC 5-fIGURE I-PARr COOE Of ABOUT 47,¢¢¢ GR0UF5. UN­
ENCIPHERED.

1 1-3; RED __ I ? - ?

I

I ? PERS Z 5 READ. LATER IDf 15
CCf.',PRDMI SED
,AND PHOTOGRA- !
P'iED Ai fRANK-'

roRT A"1 MAIN

I
I

I
I
I

I
--i •

~ !

,,
,(PROBABLY
~ECGVERED
BY ANA­
iGRAMMfNG)
!

, --
i

". , ••.•';0_,__0"

I 22

I 2; I 22

: ~~; : "~4,
I ~~; I 170
I 7.:; I 13
I 3Q; I ~o
I 58; IF 51
IF 175; TF' 1~
I 25; I 54

OF' 15

I" '5"

i
I
JFRE5UMABLY
INOT R£AD.

!

READ. PHOTO-'
'STAT COFIES
or COD!: BOOK
RECEIVED F'ROM
HUNGARY.
TABLES RECON­
STRUCTED BY
SIM.

~ P(RS Z S

I
1942 PE,RS Z 5 111~¢i CCMf'RO­

, /wi/SED

I

1919 FER5 1 5 PARTIALLY SOL- OF 15
VE[)

11942 SIM

i
I i942 PERS 1 5 11It¢% C()t.'F~C-

MISED •

1942 PERS Z S'!READ CURRENTLY
: 1942 OKW, POS-I' 1943- ;944
; SIBLY OK;';
: ~ FA I

? - 'I

?-i942-?

191& - ,'}

'1

MI-I

~lILI TARY
ATHCHE'S
EMERGENCY
CIFHER

1-7

'1011-3; WAR
I VEPART­

MEN, CON­
F'IDENTf AL
CODE NO. I
2

! DOUBLE
I TKANS?C­
'SI TION

OOUBLE TRANSFOSITION SYSTEM USED BY "COQRDIN",OR
or INrQRMATION, WASHI(-IGTON."

~-LETT£R COD(, UNt:NClpnt:REO.

."
5- tI GURE I-PART CODE OF ABOUT ~4,¢¢~ GROUPS. UN- I
ENCIPHERED.

DOUBLE TRANSP:>SI iI ON, US ING I NCOMFLETE RECTANGLt:S.

STRIP CI?HER, NO STRIP ELIMINATION, GC:NEKATRIX
SFlIT 15-15.

5-LETTER (Cpt, ENC I PHERED \o.'ITH 1~ 1ABLES OF' 2¢
RA~CC~ ALPSAB[,S, VO~EL fOR V~'EL, CONSONANT fOR
CONSONANT.

I

I
15-LETTER CODE, t:NCIPHERED.

i5 DIFLOMATiC

Ig ~llI,ARY
~TTACJ;E

19 ~11I TARY
iATT ACHE

17 ""Ill TARY
ATiACHE

16 ~11I TARY
ATTACHe:

13 DIPLOMATIC

14 DIPLOMATIC

UNI TED
STATES

UNITED
STATES

UNITED
STATES

UNITED
STATES

UNITED
STATt.:S

UNITED
STATES

- UNITED
STATES

UNITED c¢ ARMY
'" 't.J

CIFHER I~ACH INE IAM 2;
...."irItJ

. "SIG" MA­
I CHINE
I

1941 - ?
I
i '? OKL
i ? OKH?I ~ OKI.r?

NOT READ

'1 I 19; l) (

UNITED
STATt:~

cl ARMY ~AGELIN CIFHER MACHINE. ! Ar-l-I;
I ~'-2¢9

IQ4, OKH
194~ OKM
i94:J OKL J
'? OKW

'? PEl'S 1 S

1~%-2-t% OF
",IMY TRM:TIC
INTERCEPTED

WAS READ

I 2~: I 46

Il
~: 4... ; I ~76: J 8;,

i42; I 175
~I: I ~5

I '~3; I ~3
I 0: I li1l9
I i 19: If It7
Ii 127:.1 i 12
I 22; I 5¢
I 95; I i47

~",,"T NO. 1-2
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THE SYSTEM
ASA ~EMARKS

I 112; If

I 76; If iit7
If 127

T1COM .ISTATUS OF
REFERENCE! AT

I

IlL::; I 119
IF 17')

I 112; I i 13
I I i~c; I I i9

I.=- 1¢7;
IF' I-f)

READ OCCASION I~: IF ;~7
ALLY. I ,,'::i if ;75

READ UNTI!..
STRI" ELI~I:\j­

AlION .....AS IN­
TRODUC£I), IN

i i9UJ.

i
I READ
I
i

READ 1~ IN
i944, CUR­
RENTLY IN ;94-

IREAD OCCASION
All Y. COM­
FR~:rS£D.

1944 OKL

1944 OKH

I
I

1942 OKL
I

1942 OKi-iI i942 0KL

I WHEN
I ATTACKED RESULTS'
A~ BY WHOM I

! 1942' FERS Z 5 READ: COMPRO- OF 15 P 3
I MISED BY FHO-

TOSTAT CCPY

CRYPTANALYSI·S
SOURCES
SOURCES IN PARENTHESES)

1 - "'1

'? - 1

; 1-1945- 1
1

I

"SfRI?";
"UR5AL ";
"CUAL"

"C[NEB"

ITELw'A

/-JAR TELt:­
~RAPH CCDt
1919

,., .c.

"OUBLE:
I!RANSPO­
51 T'~N

NAME OF SYSTEM DATES

~~~~~ AXIS U S. A. -~ UOlE
SYSTEMOF

.(WITH

RESULTS OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY

DESCRIPTION

5-LETTER I-PART CCDE, UNENCIPHERED.

4-LEiTER OR 4-rIGURE 2-PART CODE.

"'-

DOuBLE i~ANSr-OSITION.

5-lETTER 2-FART CODE Of ABOUT 14¢,¢~ GROUFS.
UNENCIPHERED.

STRIP CIPHER, NO STRIF ELIMI~ATION.

f'OLYALPt'!ABETlO:· SUBS'f' rLlT"JN 'USING .::; i.>ISCS.

SERVICE

22 ARMY

24 ARMY

c 7 ,~R'·fY- AI"

23 ARMY

26 ARMY-AIR

COUNTRY
OF

ORIGIN

UNI Tto
STATES

UNITti)
STATtS

UNITtD
STATES

UNITt:D
STATES

UNITED
51ATES

I- UN I ftO
snrrs

~
~

i 1945 OKlo'

, OK'"
, OKL

.",

. ,
I

.. -- ... " ,'-.:-:-"

I 74; I 1169
I 112; I 113
I 119; D 7

NOT READ I Of 3 D 15ID 17 0 18I0 4J I 'J

I

READ 'CURRENiUj I 11119

I
I

READ CURRENiL1 I 76; I .3¢
Wlr:-i 1-3 HOUR~ I 1¢9; I 174
LAG. I=- 1(67; If 127

IDEVICE CAP- I 17· I 31
TURED fROM I 44: I 9',)
MUSTANG PLANE I 96: I. li4
T!-fEORETICAL • I 127; D 68
SOLUTION ONLY; I 57; I ~~

I 7'; I 00
I 186; I 1~

I
I NOT READ.

I
, OKL
"1 OKH'
10K""

i
; 1944 OK'"
;

i

I
r
i
, SEl:: UNI TEO
, STATES 21

I 1944 OKL

I
- ?

, - ,

, - ,

'-1944-'

"MUSTANG
TIGER·
5TEDT"

AM 2;
,AMERICAN
"BIG" MA­
CHINE

SLlD£X

AM-I;r2¢9

kOtoflER
ICODE

tCOM91NED I
IPHER MA-'

I,HINE"

, I

COMBINEO CIPHER MAC~INE.

UNITED STATES-
GREAT BRITAI~

JOI~T ARMY-
AIR-NAVY

28 ARMY-AIR DIGRAPHIC COOE CHART WITH CHANGEABLE COORDINATES.

29 AIR ENCIPHEREO SPEECH DEVICE.

31 AIR HAGELI~ CIPHER DEVlfE

3¢ AI~ CIPHER MACHI~E.

32 AIR 2-LETTER COOE. DAILY CHANGE Of CODE.

33

UNI rm
SHTt:;

UNITtD
SHTES

UNI TED
ST:ATES

UNITED
SHTES

UNITED
STATES

UNI TED
SHTES

CNAKI NO, 1-2
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CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)AGENCY

AXIS
LEARNED FROM TICOM

FROM ARMY SECURITY

OF EUROPEAN
AS

ANNOTATIONS(WITH

RESULTS

34 ARMY-AIR-NAVY HAGELI~ CIPHER MACHI~E. I 1942 - ,

I WHEN TICOM STATUS OF
,ATTACKED RESULTS REFERENCE AT
AND BY WHOM •

COUNTRY
OF

ORIGIN

UNi TED
STATES

SERVICE DESCRIPTION OF SYSTEM
NAME OF SYSTEM

~9UNTRY I
'-JF ORIGIN AXIS U. S. A,

AM-I;
M-2¢9

DATES
OF

USE

I (SEE UNI TED
I STATES 21)
I

READ I 23; I 46 "I 48· I 6¢
I '76; I 8¢
I 142; I 175 i
I 31; I 35
I 83; I 93
I 5; I 109
I "9; I 112
If 1917; If 127.

THE SYSTEM
ASA ~EMARKS

'UNI TED
STATES

35 ARMY-NAVY 3-LETTER 2-PART CODE. UNENCIPHEREO. fOR JOINT
ARMY-NAVY ASSAULT OPERATIONS. 4-LETTER PRO­
NOUNCEABLE INOI :ATOR. '

I"COMS I NED"
~SSAULT
CODE

1944 - ? 1944 OKM READ "EXTEN- 0 15; 0 18
SIVELY." ALSO D 44
COMPROMISED BY
CAPTURE.

t --­
I

READ--ONLY A I 6; I 35
fEW OAY'S TRAF I 92; I 95
flC, DUE TO
LACK Of DEPTH

UNITED
STATES

UNi TED
STATES

36 NAVY

37 NAVY

CIPHER MACHINE.

HAGELIN CIPHER MACHI~E

AM-2?;
"BI G" MA­
CHI~E

IAM-I;
M-2¢9

? - ,

I 1942 - ,
!

? OKL
'? OKH?
? OKM?

(SEE UNITED
STATES 21)

NOT READ I 74; I 1r69
I 112; I 113
I 119; D 7

- UNI TEO
STATES

39 NAVY
,"

STRIP C'IPHE.R "OUPVH" I '?- 1942-,? 1:'942 OKM

I,,

READ. COMPRO- I 12; I 93
MISED STRIPS
AND SETTINGS
RECE IVED fROM
JAPANESE.

..., ... ... ~.;-:-....

.........__--Io --:... --:.I__~:---..L...---.L...- ...JI --..L. ---L- .....L...- 7"D'TI'I'I"""'U:......-:-~:'----J
CI1AKl NO. 1- 2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
I

!
!AS. LEARNED FROM TICOM SOURCES i

ANNOTATIONS
I

fWITH FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) I

i
COUNTRY NAME OF SYSTEM DATES I WHEN TlCOM :ISTATUS OF THE SYSTEM I

OF SERVICE DESCRIPTION OF SYSTEM BpUNTRY I OF RESULTS REFERENCE AT ASA REMARKS
I

" ATTACKED I
I ORIGIN F ORIGIN AXIS U. S.A. USE AND BY WHOM . I !

I I

!(' - CURRENT) !
\

: URUGUAY I DIPLOMATIC 4-LETTER I-PART CODE WITH 2,142 GROUPS. INTER- , , (URA) ., PERS 2 S COMPLETELY 0 16, REPORT (ALMOST COMPLETELY READABLE.) -- I
i SPERSED PLAIN TEXT AND PLAIN TEXT ENCIPHERMENT. : I READ 2, P 5 I

I~-PLACE TABLES USED TO SUBSTITUTE 2-fIGURE ,,
IGROUPS rOR LETTERS OR SYLLABLES. I

I I

5~fIGURE OR. 4~rIGURE CODE.
I I

URUGUAY 2 DIPLOMATIC , ., ., , - ., , SIM 1f6~ COMPRO- Ir 1517 !(UNIDENTH"I ED) -- :
'. MISED .,

j, I ,
I ,

.-

I IURUGUAY 3 DIPLOMATIC '-PART CODE WITH DI3RAPHIC rlGURE ENCIPHERMENT. ., ., ., t - 1927 - , , PERS 2 S , D 16, REPORT (UNKNOWN) --
I, P 4 I !

o.
~ i

! - I' __ -0

I
I I
I I

'\, I I
I

~

I ,
'- I

'-_.
I- ....

~"
,

.. , --
,

"1

I
, ,

: - .... .. • ~··"7.-i-····- ..
Ip I

~ • I0- ,
'- !,

·c

" , r
I- .

I, .-
I. !

o' -..
I
:

, -,
",

, " I I- ,. .. ,
I_.

o' j
! i

- . ! ,

-\
I,,

\ - I'. - ,
-",

\ '.

- .'

.- I..' ;, .
- ,

-
::II<.~---""" =-=.:"::;:-- ::-----'-' .. -- "- - -"-. I
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RESULTS OF EUROPEAN AXIS· CRYPTANALYSIS
~

.. I ...
, ~

AS LEARNED FROM TICOM SOURCES ,.
....-

(WITH ANNOTATIONS FROM ARMY SECURITY' AGENCY 'SOURCES IN PARENTHESE,S) "
COUNTRY . ~ OF SYSTEM DATE'S I WHEN. .T1COM \ ~TATUS OF THE ~T~TEM

OF
. ~

SERVICE DESCRIPTION OF SYSTEM ~UNTFrf OF ATTAC~ ,RESULTS REFERENCE . AT ASA, .
ORIGIN ORIGIN' AXIS US. A. USE ,AK) BY

,......._v""'
- \'

<
VATICAN 1 ? 4-rlGURl '?-FAP1' COOE ENCIPHERED WITH A HBlE. , . VAT. J. -- 1-1938- 1939-' 1'939 PERS 2 S TABLES SOlVED• T 93 -- -- \

e. 2 1939 RlM/F'A RECOVERED I

~ , ABOUT 15~ OF'
VALUES. ,

: :

VATICAN C ? ~-lEllER I·PART CODE. F'I~ST TWO ELEMENTS INDI- "1 "NUllE -- : '-1943-' 1"943 SIM 4¢¢-516¢ GROUPS IF' '~'l P 5
"-_. --

ATE PAC( ~ND LAST ElE~ENT INDICATES GROUP. '(2" RECOVERED·, IF' 1 2 P 11
LETTERS "~" AND "~" USED AS DUDS OR AS SPELLER

I

INDICATMS. i ' .
I -

V,\lI(A"! 3 ? "NULLA En '-1944-' "944 'SID, SIM IF' -'526 P 1¢
. ,

~-LE1TER I-PART COOE. rl~ST ~Q ELEMENTS IND,- , -- READ -- --
AlE PAGE AND lASl ELEMENT INOICATES GROUP. IF' 1517 -

LEllER "E" USED AS DUD OR AS SPELLER 'ND,CA1M. ....... - - ---

II , - 7 , ? RECOVERED 3~-
~

VATICAN ? 3-L(iTER ?-FART COOE. , VATIIC.AN -- T 2195 -- --
I COOE II I 5~
I 441

i I

V[IIi[~l:(LA 1 DIFUWAllC i 4-LEiTER I-PARt CCCE. 12,11!0¢ GROUPS. INTER~
, ? (\'2B) ('-1941-CUR- I 1941 .PERS 1 S , o 16, R£PCRT (95" READABLE) --

, SPERSED ENC IPHERED PLA 11\' TEXT. RENT) 2, P;
.

I - T ~1 . -
.'

j

I T 3(6111 ~V('I( 7l:1 A ~ I '? 4-rt CURE ?-PART CCCE. ? ? 1 , - l' , , RECOVERED LE5S (UNKNOWN) --
I THAN 3" D

VUIC'l;EI. A 3 DIF-I.OMA11( POLynPHAE[1"IC SUBSTITUTION CIF1-lEf/ \"IlH 5 TO 1¢ ? "7 (\,2A) I('-1941-CUR- ' 1941 PERS 2 5 READ , o 16, REPORT (1_ READABLE) -- .' ,
ALPHAS!:iS. RENT) 2, P 5

!-.. ' ".. . ~.-::-:- ....
I

!

I •
i
I

I
,

i
I

I ;

I
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I :
,

"

I
..

j
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I
I

I
I

I
I

I.
I
I
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RESULTS
(WITH

OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ARMY SECURITY AGENCY

CRYPTANALYSIS
SOURCES
SOURCES IN PARENTHESES)

YUGOSLAVIA- I DrPL~ATIC
CRO~ TI A

5-LETTER I-FART CCOE Cl::rp!-lEl)(O 6Y SUBSTITUTION.
USED EY THE fOREIGN OffiCE. DATE GIVEN AT END
Of MESSAGE FRECEDED EY S OR.5vT.

NAMEnF SYSTEM I DATES
--~OUNTRY I OF
pF ORIGIN AXIS US. A: USE

I

I WHEN TlCOM STATUS OF
. ATTACKED RESULTS REFERENCE AT
AND BY WHOM

THE SYSTEM
ASA ID~:s_1

I(UNI<N~)ENt IPHERMENT T 16¢4
SY.STEM KNOWN.
PE!<HAPS READ.

I
1191111 SIDI ?- 19ljll-1

I
?

SYSTEMOFDESCRIPTIONSERVICE
COUNTRY

OF
ORIGIN

YuGOSL~VIA ~ (DIPLOMATIC) (4-LETTER 2-PART CODE UNENCIPHE~ED.) ? READ T 797 (GCCS BROKE CODE. ASA, NOW
READING I~~. VERY LIGHT
TRAffiC.)

~.

~ ,
p ,

(UNIDENTifiED)

(UNKNOWN)

(UNKNQI,.'N )

(UNKNOIo'N) -

(UNKNOWN)

(UNKNOWN)
,

l

I (UNKNCMI)
I

T 2117

If 1525 PP 2" (UNKN~)
5, 6

If 1525 PP 2,
3

I, 22 P 2
I

APPROXIMATELY T 2238
35:' RECOVERED

READ I 22 P 9

PROBABLY READ.

PLAIN CODE
C()olPROM ISED.
ENCIPHERMENTS
NOT READ.

APFROXIMATELY T 2139i 15~ RECOVERE~

RECOVERED T 2119
LESS THAN 3~

I WORKED ON

? PERS Z S

C()4PROMISED •. , If 1525 PP 5~ (UNKNOWN)
RE~ JUNE '911~
--SEFT 1944.

I
II 19411 SIM AND
: PREDECESSOR

I
I -7 SIM AND

-! PREDECESSOR

: 1929 CI; '9J¢ I·
I FEI<S 2 S

? PERS Z S

? PERS "I S

i
I
I
I

I
'II "7 PERS Z S

? - .,

, - ?

.? - -?

I

11930 - ?

?

?

?

?

?

-,

SERBIEN I

?

?

I?

I
!STOCKHOLM

1

¢¢1-2119

IS D '"

~7 IX D
(ESART:
345- 12

?

?

?

?

5-fIGURE I-PART CODE.

5-fIGU~E I-PART CODE. APPROXIMATELY 3¢,~
GROUPS. CODE GROUFS SPLIT INTO SINGL£ DIGITS AND
DIGRAPHS, EACH SEPARATELY ENCIP~ERED.

S-fIGURE I-PART CODE.

5-fIGUF;E.- PROEABLY I-PART COOE.

'4-fIGURE ?-PART CODE. PROBABLY REPAGINATED TO
i5- f ' GL;RE.

~-fIGURE ?-PART CODE. (NCIPHE~EO E'r DIG~~PHIC

'~UBSTITUTION WITH TABLES CONSISTING or I¢¢ 01­
;GRAPI;S.

AND 'j-fIGlJI;E7-PART CODE. ABOUT ~¢,¢¢(6-4¢,¢¢¢ GROUPS
[ATER REPAGINATED. ENCIPHER TABLES USEO IN TWO
DiffERENT WAYS. (SIMILAR TO ITEM 2. VARIATION
Of YOA ENCI~E~MENT.)

I
AND,5-fIGURE PARTIALLY I-PART COCE. APFROXIMATELY

I~~,~~ GR~PS. PAGES I<ENL~E~ED PERIODICALLY.
ItLEAR TDT IN ;SERBI AN. (NCl'PHERED ArTER 1921.

~-rrc<~[ ~~P~RT coor; ENC'P~ERED BY ~~~~TITUi'ON

YUGOSLAVIA II DIPLC~ATIC

YUGOSLAVIA S DIPLCN,ATIC?

YUGOSLAVIA 9 DIPLOMATIC?

YUGOSLAVIA i~ DIPLCMATIC

YUGOSLAVIA 5 DIPLCN.ATIC
MILITAR'r
,ATTACHE

YUGOSLAVIA- 4 DIPLOMATIC
MICHAILCVITC~ CONSULAR
AND TITO

YUGOSLAVIA- 3 DIPLOMATIC
CRO~TIA

~ YUG05L~VIA- 6 DIPL~AiIC?
SEREIA

~
n YUGOSLAVIA 7 DIFLOMATIC?

I
I PRIQq TO 1941 C~PROM'S[D

SIM
YUGCSLAVIA i2 DIPLQw.AiIC
CROATIA

Y~GCSL4VIA 13 DIPLCMATIC?
CRO,ATI A

YUGCSLAVIA 14 MILITARY
AiT.4CHE

'?-r'GURE ?-PART COCE. "CHILDISH" ENCII'HERMENT.

PROBABLY CONSISTED Of A S~UARE I~ X I¢ WITH KEYS I
fOR EVERY MESSAGE. I

I - !I

2 -PART ceDE. I

I

?

?

?

?

•22? AM
BOOt<'

?

?

?

? - ?

,
I 1923" SIM

READ

READ ro~ 5
YEARS.

"

If 15]7 P 4

I
If 1524 P II

If 1525 P 4

(UNIDENTIfiED)

(UNKNC\.'N )

(UNKNOWN)

YUGCSL~VI~ 15 MILITARY
ATT-4CHE

SIMILAR TO ITEM 12, 9l'T MORE C~F'L ICA TED PAGE
NVM8ERrNG ~~ICH CHANGED YEARLY. ENC'PHERMENT ;
SI~ILAR TO LATER SYSTE~ Of fORElr~ orrlC[ AND
,DIPLOM~TIC ~IS510NS EliT Of SIMFLER CONSTRUCTION.

? ? 1927 - ? ? SIM If 1525 P ~ (UNKN()I,.'N )

CHART NO. J- 2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS I
I
!

AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM 'ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY t\fAME OF SYSTEM DATES I WHEN . - TlCOM STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ~UNTRY I OF ATTACKED RESULTS REFERENCE AT ASA

1..._- ,._

AXIS I: ORIGIN ORIGIN US.A, USE AND BY 'M-fOM -
! YUGOSLAVIA- 16 ARMY ENlt>1A K -- 3 WHEELS AND NO STECKER. ? '1 '1 11941-1942-1 11941 OR 1942 WI RINGS COM-' I 9gP 2 (NOT KNOWN TO 'HAVE BEEN USED. --

C"OAlIA I OKW PR()4ISED ;941 I 5 P 3I i OR 1942. READ Ii ! 1~~.

I(UNKNOWN)YUGOSLAVIA- 17 ARMY fiELD CODE Of THE' 26 X 26 SQUARE TYPE. CHANGE- '1 '1 ? " - 1 AfTER APRIL BROKEN AND If 15 17 P 5 --
liTO ABLE ALPHABET COORDINATES. ; 1941 SI'" RECONSTRUCTED IIYUGOSLAVIA 1~ ARMY' coor Of THE 26 X 26 S'UARE TyPE. SIMILAR TO '1 l' . '7 : ?-1941-~ BEfORE 1941 .READ IF 15 19 P 3 .(UNKNOWN) --

ITEM 17. iABLES CkANGEO EVERY TWO OR THREE, SIM I

~ONTHS. I
: I I - -_.. . --

" I I
YUGOSLAVIA 19 ARMY fiELD COOES Of THE I¢ X 116 SCUARE TYPE. ? '? ? I ? - ?

'7 SI'" ? If 1525 P 6 ;(UNKNOWN) --
YUGOSLAVIA- 2¢ ARMY DIGR4PHIC SUBSTITUTION. 2-SCUARE CHECKERBOARD. 1 ? ? 1~41-1943 AFTER APR IL EASILY READ If 1517. P 4 (UNK04OWH) --
CROAlI A USED IN THE fiELD. I 1941 SIM IF 1~2r6 P ~I IF I 12 P 1

.
YUGOSLAVIA 21 AR~( DOUBLE PLAYfAIR. '1 ? ? ? - ,

I ? SI'" '1 IF 1525 P 6 (UNKNOWN) --
I

:

YUGOSLAVIA- 22 AIR REVERSED PLAIN TEXT IN UNALTERED 5E~UENCE. ? '7 ? 1-194~-1943-? 1 SIM 1 If 1525 P 6 (UNKNOWN) -- :
CRD411 A S

,

IArTER JUN'YUGOSLAVIA- 23 Mill TARY ?-LETTER CODE Of THE 26 X 26 SCUARE TYPE. SPACES ? ? ? ~ - ., READ IF ,15216 P 4 (UNKNOWN) -- ~

MICHAILDVITCH CONTAINED DIGRAPHS. TRIGRAPHS, AND WORDS IN FULL. 1943 SIM

-- . , " .~-:-..•..
YUGOSLAVIA 24 ARMY-NAVY 4-nGUR( I-PART CODL '? '? '7 . 'I - '7 I 7 OKW COMFROM ISED T 962 (UNKNOWN) . --, 1~ I

~ - •
YUGOSLAVIA- 25 MILITARY DOUBLE TRANSPOSITION CIPHER SYSTeM WITH SAME KEY '7 JRC (YOB) (1943- 1944) .1 OKH REAn BY GER- I 69 P 2i (TRAFFIC RECEIVED. WORKED ON --

1M ICHA 'LOVI TCH fOR BOTH RECTANGLES. RECTANGLE WIDTH USUALLY 12 ? SI'" MAtl:S AND D '3~ PP -11 fOR 1-2 MONTHS 1944. NO
,OR 13. NO CALL SIGNS USED. KEYS WERE ANNOUNCED ~ PERS 2 S ITALIANS If 1~2f/J P 4 SUCCESS. )
lTHEN rOLLOWED COVE~ NAMES OF ADDP.£SSES. IF. 1 25.p 6,

YUGCSLAVIA- 26 ~ILlTARY iDOUBLE TRANSPGSITICN. ? 1 ? ? - , ., OKH READ 1 113 P 5 (UNKNOWN) . --
'TI TO

YUGOSLAVIA- 27 ~11I TARY SIMPLE TRANSPOSITION CIPHER ON A PATTERN OF AN ? , , . '1 - " 1944 SID PROBABLY READ IF 1525 P 6 (UNKNOWN) --
1M ICHA ILOVITCH INCOMPLETE RECTANGLE. WITH KEY VARYING FROM 13-

21. USED IN THE FIELD.

YUGOSLAVIA- 2S ~/LITARY POLYALPHASETIC SUBSTIT1JnON CIPHER WITH 51 ALP'rlA- ? , 1 ? - , '1 SIM READ IF 15216 P 4 (UNKNOWN) --
~ ICHA' LOVI iCH BETS. I,

I

..
&.'7 'L ,,,. 'VLI I~ :>~:>IIT~T1UN, 1 OR 2 DIGITS PER , '? ? '1-1944-, I ? OKH ? I 69 P ~ (UNKNOWN) --VUV-'~

TlTO LETTER, WITH 3, ~. 5, 6. 9, 11. OR 19 ALPHABETS. I 52 P
KEY CHANGED EVERY 5 DAYS. 'I1.5ED BY DIVISI~~S AND
BRIGADES. .' . ,

YUGOSLAV''I- 30 ~11I T.'IRY 2-D'GIT SUBSTITUTION BY MEANS Of I¢ X I¢ ENCI?HE~ 7 ? '1 ? - '? , OKH '7 I 69 PP 22,23 (UNKNOWN) --
TI TO ING Se"UARE: fORMEIl FROtoi A 1¢-U:Tn:R I(EYWO~D WRIT- IT£N I~ VERrICALLY. . .

. I

- . - . . , .. ,. .L~ - .. • _n ___
... - - ---- -_ .. ---- , ..
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(WITH PARENTHESES)

RESULTS" OF EUROPEAN AXIS
AS LEARNED FROM TICOM

ANNOTATIONS FROM ~RMY SECURI.TY AGENCY

CRYPTANALYSIS
SOURCES
SOURCES IN

COUNTRY
OF

ORIGIN
SERVICE DESCRIPTION OF SYSTEM

NAME OF SYSTEM DATES

B~lb~Tc,~ AXIS US. A. I UOtE

I WHEN
I ATTACKED RES ULT5
AND'BY WHOM

T1COM ISTATUS
REFERENCE\

OF
AT

THE SYSTEM
ASA ~EMARKS

YUGOSLAVIA- 31 ~ILITARY

TITO

YUGOSLAV,A- 3c ~ILITARY AND
TITO (DIPLOMATIC)

YUGOSLAVIA- 33 'MILITARY?
TITO

2-DIGI,T SUBSTITUTION S't MEANS OF" S X 8 ENCIPHER­
ING SQUARE WITH g-LETTER KEYWORD WRITTEN IN
HORIZONTALLY. PROBABLY USED BY 11TH DIVISION OF"
5TH CORPS.

MONOALPHABETIC SU~STITUTION, 2 DIGITS PER LETTER,
AND ALSO AUXILIARY 3-DIGIT CODE, ALL SUPERENCI­
P/'IEREO WITH NU~ERICAL RUNNP-IG ADDITIVE CONVERTED

,F"ROM THE TEXT OF" A BOOK. tGED ABOVE DIVISION.

'BELIEVED TO BE SIMILAR TO ITE~ 32. MESSAGES TO
MOSCOW /'lAD A SPECIAL GROUP 66666, SOMETIMES
11111 66666 EITHER AT THE BEGI~NING OR AT THE END
OF" THE MESSAGE. FIRST GROUP OF" THE ACTUAL MES­
SAGE USUALLY REPEATED AF"TER ADDITION OF" A CERTAI~
NUMBER. .

?

NOVA
~lrRA

1

?

?

"?

"? - ? i ? OKH

"? OKH

f
: 1 OKH,
I

?

I
: NOT BROKEN
i BUT COULD HAl,(
i BEEN WI TH
: MORE TRAF"FlC
I

NOl SOLVED

,
I
I

I 59 PP lo-2~

(UNKNOWN)

(IN EF"F"ECT THIS IS A NON-RA~I
DOM ONE-TI~E PAD ENCI?HER­
MENT AN~ BECAUSE IT IS NON- I
RANDOM I TIS, THEORET ICALLY
SOLVABLE. ASA 15 NOT WORK-
I~G ON TiilS PROB~EM.) 1
(UNKNOWN)

YUGOSLAVIA- 34 MILITARY
1110

~ YUGOSLAV IA- 35 ~ILITAqy

TITO

MONOALPHABETIC SUBSTITUTION--LETTER F"OR LETTER
OR 2 DIGITS PER LETTER. USED BY BRI~ADE AND
UNITS.

MONOALPHABETIC SUBSTITUTION. 2 DIGITS WiT, 5­
DIGIT REPEATING ADDITIVE. USED BELOW DIVISION
LEVEL.

? ? ? OKH

REAO I 69 P c
I )2 P 5

(UNKNOWN) "

(UNKNO~)

YUGOSLAVIA- 36 MILITARY
TITO

YUGOSLAVIA- 37 MILITARY
MICHA ILOV ITCH

MONOALPHABETIC SUBSTITUTION4 2 DIGITS PER LETTER.
.WITH NULLS INSERTED IN EVERY 5TH AND 6TH GROUPS

l AND MUlTIPLES T,EREOF". AND WITH 15-DIGIT REPEAT­
ING ADDITIVE. KEY CHANGED EVERY 7 TO 14 DAYS.

: USED B~LOW DIVISION.
!

.MONOALPHABETIC SUBSTITUTION, 1 OR 2 DIGITS F"OP.
SINGLE LETTERS, WIT, SHORT REPEATING ADDITIVE.
9ASED ON A KEYWORD.

? ?

?

? i '-1944 -?
I

I
!

?-1943- 1944 -?

? OKH

? OKH

?

READ

I 69 PP 4-5

I ).1 P 3
I 52 P 5

(UNKNOWN) ",

(UNKNOWN)

.. . }-.~-:-,... ,." I
I
I,

,'I
)

YUGOSLAV'A- 38. MILITARY
TITO

'MONOALPHABETIC oSUeSTITUTlcrl, 2 DIGITS PER LETTER.
'ENCIPHERED WIT' REPE_TING ADDITIVE F"ORMED MATHE­
MATICALLY FR~~ AN ADDITIVE S'UARE or 3¢¢ DIGITS.

? ?-1944 -? '1 OKH .(UNKNOWN)

YUGOSLAVIA- 39 MILITARY
TITO

MIXEn. 5U~STITUTION ENCIPHERED BY MEANS 0r
ADD'-T1VESF"ROM A F"IGURE H'.BLE.

? ? ? - ? ? OKH I 52 F 5 (UNKNOWN)

? - 1

? -1

-~"'.....W"'7.---.

(UNKN()I,,'N )

(UNKN()\,'N )

I 12J P 9

I 69, ITEM 13

I ' :58 PF 3- i5

,

I T ~122

J

?

READ

READ EXTEN­
SIVELY

? OKL

? GERMANS

? OKH

"? OKH

i1-'94'-'

I
I
I

I

?

?

?

?

?

?

?

VARIABLE SUBSTITUTION WIT~ ENCIPHERING TABl~.

J8¢¢ GROUP CODE IN 3¢ X 6¢ RECTA~1/1!:[ 5L,~rRENCI­
FHERED BY "ENCIPHERING ROWS."

VARIABLE SUBSTITUTION WITH SHORT REPEATING ADDI­
TIVE~ CIPHER CHANGED EVERY MONTH. USED ABOVE
DIVISION. LATER BY UNITS.

i)-LEiTER ?-PARi CODE.
, .
I

YUGOSLAVIA- 4¢ MILITARY
TITO

YUGOSLAVIA- 41 ~ILITARY
TITO

YUGOSL~VIA-42 MILITARY
TITO

• YUGOSL~VIA 43 ?
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) !
COUNTRY NAME OF SYSTEM DATES I WHEN T1COM STATUS OF THE SYSTEM

OF SERVICE DESCRIPTION OF SYSTEM 8PUNTRY
I OF ATTACKED RESULTS REFERENCE AT ASA REMARKS

,
AXIS US.A. I

ORIGIN F ORIGIN USE AND BY WHOM .
44 ISTOCK'iOLM

I I (UNKNOWN)
I

YUGOSLAVIA ? 5-F1GURE PROBABL~ J-PART CODE. '1 '1 ? - 1 '1 GERMANS APPROXIMATEL' T 2139 --
250-499 I I 2¢% REC.OVERED

i
I

,

YUGOSLAVIA 45 "? 5-FIGURE CODE PROBABLY I-PART. ? "? ? "? - ? ? GERMANS RECOVERED T 2124 (UNKNOWN) --,

I
LESS THAN 20% I

.' j
I

YUGOSLAVIA 46 ? '5-FIGURE ?-PART CODE WITH ~BOUT 3¢.¢¢¢-4¢,~¢¢ ? ? ? 1934 - ~ ? SI~ . COMPROM ISED 1525 P 2 (UNKNOWN)

I
,

IF --
GROUPS. CLEAR TEXT IN SERBIAN. :

0' I

YUGOSLAV IA- 47 ? 5-FIGURE PROBABLY I-PART CODE. -? S 0 IV ? ? - "? ? GERMANS APPROXIMATELY T 2123 (UNKNOWN) I --
SERBIA I i 25;1 RECOVERED I-

T
-- .. - .-.- - .

! I
YUGOSLAVIA 48 ? 5-F1 GURE I-PART CODE. ? ? ? 1941 - 1 ! ? ? HIl~ COMPRO- T 2570 (UNKNOWN) -- I

i I MISEO
I I, ;

YUGOSLAVIA 49 ? 4-FIGURE PROBABLY I-PART CODE. ? ? ? ? - "? ? GERMANS APPROXIMATELY T 2126 (UNKNOWN) --:
I I 15~ RECOVERED. I I

, : !
"

Is 0 V.
I ! i

.
YUGOSLAVIA 5¢ "? 4-FIGURE PROBABLy I-PART CODE. ? II "? "? - l' ? GERMANS APPROXIMATELY T 2113 (UNKNOWN) .--

I 15:' RECOVERED :
.-

- I ~:YuGOSLAVIA 5' '1 DETAILS OF SYSTEM UNKNOWN. ? S D V. I ? i "? - '1 ? GERMANS WORKED ON T 2123 (UNKNO'A~) --
I

"? ('UNKNOWN)
I

YUGOSLAVIA 52 DETAILS OF SYSTEM UNKNOWN. ? HOF CODE "? ? - '1 ? GERMANS "? T 2123 -- !
.' I

~ YUGOSLAVI A- 53 ? ? ? 1'-1933-? l' GERMANS (UNKNOWt-!)
.... ;DETAILS OF SYSTEM UNKN~~. S D VI I WORKED ON T 2123 " 0 .. ~.-:~-:- .... --

SERBIA I
I,

I • I
YUGOSLAVIA- 54 ? CIPHER TRANSPOSITION WITH INCOMPLETE RECTANGLES. ? ? l' ? -1' I AFTER APRIL RECONSTRUCTED IF 1517 P 4 (UNKNOWN) --
CROATI A I I

1941 SIM I

I
,

,
iYUGOSLAVIA., 55 MILITARY "TABLE OF 2g X 28, ABOUT 5¢.¢ WORDS. TRANSMITTED ? ? ? ? - ? ? SIM "HAS BEEN RE- IF 119c. P 4 (UNKNO«N) --

SERBIA IN 5-LETTER ~ROUPS. DAILY KEY." CONSTRUCTED. n i

YUGOSLAVIA- 56 Mill TARY SIMPLE TRANSPOSITION WITH VARIABLE LENGTH NUMERI- ? ? ? ? - ? ? SIM I READABLE IF 118~, P 4 (liNKNO«N) --
SERBIA CAL KEY. ALL MESSAGES BEGAN WITH'BRX CITIRI. I

INCOMPLETE RECTANGLES. I I

i

I I,

I I I

I

I
,

I
;

,
I I

,

I ,

i
- i

I

I I

:.
I

o' I
I I I ....
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