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1. Origin of "TICOM".-- |The word "TICOM" served as a
cover name for & special proge%t and for an organization,
the "Target Intelligence Committee. The project, which
vas origlnally conceived by Colonel George A. Bicher,
Director of the Signal Intelligence Division, ETOUSA, in
the summer of 1944, aimed at the investigation and possible
exploitation of Germﬂn cryptologlce organizations, operstions,
installations, and personnel, a3 soon as possible after the
impending collapse of the Germaigarmed forcea. Colonel

Bicher elicited and secured the|support of the U. S. Navy
and of~the Britlish, and eccordingly & joint and combined
"Tfarget Intelligence Coumittee" |vas established in England
in October 1944, by the authority of the Chief of Staff,
United States Army; the Commandeg ~in-Chief, United States
Fleet; and the Chairman, London Sigint Board.
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irbvorne coperations, even hefora
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rom Ultra wotewrlal and prisonsr
there were four objectives:

oo

azslnst England snd America from

neize important Germon signal lns

The Target Intelligence Commitiee oxiginally planned

the German collapse, to
iellligonce té&rgets, known
of way interrogations.

. To learn the extent of the German cryptanalytic '#*7
frort agelnst England and Amerlcs; |
b. Yo prevent the results of such German cryptanmnlysis |

falling into urauthorized

ﬁands 83 the German Armies retresitsd;

e. To explolt German crypt

logic techniques and in-

entions before they could be depiroyed by the Germans; and
d. To uncover ltems of slgnal intellligencs value 1In

prosecuting the war against Japan.

The TICOM wisasion was of hi

¢ryptographers did not then know|with certainty the extent

American | ,ﬁ
lnfﬂ.fll‘c *

est importance.

to which United States communications wWers Secura Or MeSoswo=
nor did they know the extent of the enemy's eryptanalytic

abilities

strength, and materiel, except by conjecture,

by infe‘encp from Anglc-American chptanalysis of German

aystems and Trou prisoner of war| interrogatlons.

German

cryptannlytic successes ware obviously unpubllicized. They
wvere reflected instead in higher casualty lists and lessened
success on the part of Allied tactics and strategy.

In the Spring of 1945, howewer, conditions for the

proposed oper&tions became rapld
Gerwan signsl intelligence agene
ing to @éther locallitles in gre

locations could not be eatabllshed.

1y unsetisfactory. The known
les were diapersing or retreat-
htest disorder. Pinpoint

The pcessibllity was

remote that Anglo--Americsu paracnuta units could seilze worth-

while personnel and waterial and
fusion of w2jor battles. Thereflpr
deoided instead to alert six Uni
exp10¢trtion teema In EBpgland, t
enemy territory as either United
overran it, vhere they vere to t
or newly discovered targets of s
gnd te search for other signal 1
sonnel.

hold them through the con-
pre, in March, 1945, TIGOM
ted States- Br;tish target
hese teams 0 be sent into
States or British troops
alkte over and exploit known
tgnal Iintelligence intersst
ntelligence targets and per-
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The first exploltation team was dispatched in April
- 1945 to the Neumuenster-Flensburg area, and other teaus
| were quickly dispatched to &her areas as soon as overrun.
The odysaies of the TICOM teams striving to locate and
exploit signal Intelligence targets durlng the confused
days before and after the Germar capitulation, makeg
entertalining as well as instructive reading They are
| fully recorded in the TICOM publicatior$l A short summary
of these operations is given in Volume 8, Chapter X, of
. thls raponr
! The results obtained from these TICOM efforts were im-
pressive, Approximately #0000 separate German documents
wvere captured.® This materiall veighed 5 tons. Many crypto-
graphie devices &and wmachlpnes were captured. One hundred
and ninety six reports, based on interrogation of German
slgnal intelligence personnel, together with other mis-
cellanecus reports and translations were 1ssued by TICOM.
| The true value of the TICOM effort is not meesurable in
o ' such stetistics. Its importance lies rather in vhat the
— - TICOM effort revealed to American cryptologists concerning
' German signal intelligence, with particular reference to
- American systems. The TICOM prisoner of war lnterrogations
| and captured documents, with the interrogations conducted by
' other Anglo~-American agencles {notably the Combined Services
Detailed Intsrrogation Centre,or "C3DIC") havs given Anglo-
| American investigators a reasocnsably complete pilcture of Gerpan
signal intelligence. The United States Army Security Agency
| has obtained frou these interrogations and documents information
usefui in assessing 1ts own cryptanalytic and ecryptographic
. 8chievements, especially Iits own development of rapid enslytic
. machinery, the state of 1ts research in cryptography, and the
- cryptographic securlity of American systems.

l-3¢e IF 15, IF 40, IF 51, IF 101 IF 165, IFl 166, IF 167,
| and I-1,

2. "By "document” 1s meant either one or a collection of
I papers, books, filles of correspondence, messsges, films,
worksheats or other items of 1ntelligence va&lue, to which
&8 TICOM document number was asatgned for convenlence in
clagsification and handling.
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2. The Xuropean Axis cryptanalytic effort against United
States communicatlons.--From TICOM sources 1t is learned that
Zuropean crypfanqiysfs vere unable to read any U. S. Army or
Navi high-level cryptographic systems. The Army Coaverter
M134C (SIGABA), the Army Teletypewriter Cipher Attachment known
as the Converter M-228 (81GCUM), the Army Teletypewriter Pri-
vacy Set (SIGIBS), the Army High Security Teletypewriter Cipher
System (SIGTOT), the Army Speech Equipment RC-220-T1 (SIGSALY),
the Combined Cipher Machine (CCM), the Bavy Electric Cipher
Machine Mark IIX (ECM, identical with SIGABA), and the Ravy
Teletypevriter Cryptogrephic Attachment (C. 8. P. 1515, identi-
cal with the Army Converter M-228) were completely secure. One
Army Strip system (System No. 47 or 67) and one Navy strip
syatem {(probably C. 8. P. 1404) vere read for short intervals
until the principle of strip elimination vas introduced. The
lov-grade ciphony device (Speech Equipment AN/GSQ-1, or SIGJSIP)
vas not read, although thedretical_aolutions vere worked out.

Both of the unenciphered War Depsrtment Telegraph Codes
(SIGRIM and SIGARM) were read by the Germans. Hungary received
photostatlc copies of Wer Department Confldential Code Number
2, probably from the Bulga#lana, together with at least one
set of cipher tables, and the Italians reconstructed subsequent
editions of the enciphering tables., The compromise appears to
have been shared with other Axis powers, notably Germany, Fin-
land and Japan. Military Intelligence Code Ro. 11 (physically
compromised), used by the Military Attache in Cairo, was pread
throughout the summer of 1942, The Germans read messages in
several versions of the Division Fleld -Codes._

German cryptanalysts solved from 10 per cent to 30 per
cent of intercepted U. 8. Army M~209 messages. Save vhers
keys vere captured, it vas jusually read-too late to be of tacti-
cal value. Messages sent by the U..S. Army in Slidex, Codex,
Bomber Code, Assault Code, [Alrcraft Movement Code, Mep Coor-
dinate Codes, and Cipher Device M-94 vhere employed, were read
regularly and almost 100 per cent,

5
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Combined Naval Cypher No. 3, used by the U. S. Navy and
the Royal Navy for Atlantic Convoy operations, was read almost
100 per cent by the Germans from the end of 1941 through the
middle of 1943. The solution of this system was rerhaps for
the allies the most disastrous signal intelligence success
achleved by the Germans. Allied convoy shipping losses suffered
during this perlod were six times as great as during any other
comparable pericd,

The Germans engaged in intensive and successful traffic
analysis activities against United States Army asnd Army Air
Force radlo communications. This included direction~finding,
analysis of «all sign and frequency allocation systems, analysis
of rlaln tex: and operator's chat, as well as more complex
operations, such as air-borhe radar route tracking, and moni-
toring of transmitter zero beat tuning.

The U. S. Army Converter M-1344 %SIGMYC),.and the U, 8.
Navy Cipher Machine (HCM), furnished by the Navy to the State
Lepariment, were not read by the Germans. The State Depart-
ment Strip systems O-1 and 0-2 were solved, the former probably
through a compromise, and the latter through cryptanalysis.
Several State Department codes, including the Brown Code (un-
enciphered) snd Code A~l (enciphered), vwere compromisSed and
read, probebly from 1938 and 1939, respectively.

From an intelligence standpoint the results obtaeined by
the German cryptanalytic successes vere ilmporiant, but not
decisive. Americen Army end Navy strategy was secure as long
88 high level systems were employed. Tactical operetions,
hovever, did suffer. The Anglo-Americaen convoy shipping losses
during 1942 and early 1943 were huge, largaly because of
German successes vwlth Combined Naval Cypher No. 3. Gerzan
traffic analysis and cryptanalysis provided a comprehensive
order of battle for the U. S. Army and Army Alr Forces in the
United Kingdom, in the Mediterranean, and on the continent.
According to a German alr force officer, "no attack of the
Eighth Air Force came as a surprise.” The value of the intelli-
gence which the Germans got from State Department codes and
strip ciphers 1is not accurately known., The strip systems were
probably read too late to be of any great value. The compromise
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Military Intelligence fode Ho. 1l did provide intelligence
cf unquesiicned tactlical value, particularly in the summer
of 1942 during Romwmel's advance to Egypt.

The German cryptenalytic effort against Russian military
communications wvas even greSter than that wmade against the
Unlted 8tates, The German successes in solutlon of madium
and lov grade English military and naval cosmmunications
aystams were consldsrable. The cryptinalysis of the diplo-
fatle comuunications of Italy, Japan, France, Turkey, Bulgarias,
Cresce, Portugal, Spaln, Switzerland, and other smaller rations
also aechlaved iwmportant results. . :

& tabulation of the rogults of German and other Europesan
Axis eryoptanalysis, country by country, 1s given in Chart 1-2,
gt the end of this YVolume. These results will be discussed alsgo
in the subssguent volumes on the separfte Geryrman agencles.

[

3. QOrganization of German Signal Intellipgence Agencles.--
ermany possessed six maln cryptologle organlzations during
orld War II, wlth & total strength, including field uniis
nd overhead, of approximately 32,000 persons. Italy possess-
d tvo main aignal intelligence organizations; Finland, Austria,
nd Hungary each had one. The grand toial of Furopeen £xis
eraonnel engaged in signal intslligence in World War II is
stimated asg 36,000.
This nuwber is swall vhen compared with the numbers
ngaged Iin the Anglo~Aueplcan effort. The grand total of Anglo-
werlcan signsl intelligence perscimel at the end of the War,
neludling all aervices and including field and overhead per-
onnal, wa&s in excess of 60,000 persons., Out of thiz total,
he United Stetes Army employed approximstely 28,000 persons.
Of the slx maln German cryptologic organizations, four
era nllitary, end two were clvilian.
The four military organlzations were:
a. The Signal Intelligence Agency of ths Army High
Gommand {OKH/GANA), which dealt wlth enemy Army traffic.
b. The Signal Intelligence Agency of the Navy High
Command {OKM/ 4SKL IXI), which dealif vwith enewy naval traffic.
e. The Signol Intellipgence Agency of the Air Force High
Command OXL/TH Abt 350), which dealt with enemy Air Force traffic.
d. The Signa) Intelligence Agency of thae Supreme Command
riued Forcas {OKW/Chi}, which dealt with enemy, nsutral or
riendly diplomatie traffic, commereial traffic and news broadeast:

(120 BN N B wilf oy

ct 1 e BB

£

=) ">
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The two civilian orgonizatlons vere:

8. The Forsign Office Cryptanalytic Section {Pers Z 8)
vhlch &lso dealiu wlth diplematic traffic, eneily, neutral,

or friendly.

b. Geering's "Research” Bureau (FA), a Wazi party
agency which also dealt with diplomatic veafilc, news releases,
broadcast monltoring, telephone monitoring, snd other types
of comnunicationz intelligence, enemy, neutral, or frisndly.
Chert number 1-1 at the end of this volume shows how the
above six Bgencies vere related. Brilef descriptions of

these agencles and thelr vork follov.

4. The Signasl Intelligence Agency of the Army High
Cowmand.-~ ‘‘he Signal Intelllgence Agency of the Army High
Command {Oberkommendo des Heeres, Gener2l der Nechrichten
Aufklaerung, ebbreviated OKH/GAWA) was located at Jueterbog,
about 60 miles southwest of Berlin. Its mission included
cryptanaiyeis and evaluation of Allled army traffic, &t any
level, vhether strategic or operatioral. It 8lso did a
small amount of radio broadecast monltorlng. )

This Agency was the main unit of the German Army =2ignal

ntelligence service in 1945. Other units wvere:

a, Two intercspt statlons operatiag directly under the
ignal Intelligence Agency, and supplyingz it with intercepts
f Allioed high-level traffic.

b. Mne field 8ignal Intelligence Regiments assipgned
o vaerious Arumy Groups for the purpose of interception, traffic
nalyels, cryptenalysis, and evaluation of Allled Army low-
tevel tactical traffic in the Army Group areas. These
egimants Were lndependent of the Tentrel S8ignal Intelligence
geney, but supplied the latter with intercepts and reports.

¢. A giell Signel Intelligence Secticn, assigned to
he Army Commender in Chief, West, which acted as a coordi-
ating =sechlion for the two Signal Intelligence Reglments on

he Western front. :
An estimated totel of 12,000 persons was employed in the

my =ignal Intelligencs: effort descrlbed sbove.
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The main successes of the German Army signal intelli-
gence organization frow ite formation te the end of the war

tncluded the f{ollouing:
a. Eefore 193C it vas able to establish French, Duteh,

‘and British order of batile.| This was dom by cryptenslysis
“nf French codes and Dutch Army double-iransposlition clphers,

snd through divection-finding and tralfic-anclysis directed
zpainst British Army communications systews. 3

b. During the 1940 French campaign it established
FPrench moblle order of baﬁtl This vags dons Dy cryptanalysis

of Prench codes{nnamed)."”
ec. It established Russ%an aymy order of battle and

Jocation of gitreteglc roserves, from early in the war through

1943, This wzs accompiished through traffic enalysis and
cryptanalysis of Russian 2, Js 4, snd 5-figure codes {both
Army and Teoples Commissariat {(NXVD)).5

d. It gtve Roummal intelligence of great operational
value durlng the fighting around Tobrulr. This vas done by
selving the super~engipherma t of a comproulired Eritish
code {unidentified).

e. Information on opergtions undertaXen by the Amarican
Army in Horth Africa, and thereafier through the war, was
obtained through solution of [onverter M-209 treffic.7
During the fighting in Sicily| the Germans captured two uegks
after 1t went into effect, & key list valid for one month
and were ensblad thereby to read the system completely for
the remaining two weeks.9 Onl other nets vhen sufficient depth

31 78
b1 78
5T 78; I 26; I 21; I 19

61F lDZ; I 1135. Germans called this "the British War 0ffice
Code.

71 15%; IF 107; I 60; I 113
81F 107
91 60
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was avallable, from 10%10 to 30%11 off M-20% traffilc vas read-
able, though moit of the trafflec wvas read tco late to be cof
tactlcal value.<

f. Information concerning U. 5. Army actlvities in Ice-
land, Englanc¢, Central Americe, and Worte Africa, vwas obtainsd
by reading wie U, $. Army Livision Pield Codee (LFC 1h, 16, 17,
21, 25, and 28, and possibly others).*”

g. Tactical iﬁformation concernigg Allied bombing =nd
artillery teprgets, veether reports, and reports on the
size and loecatlon gf Alllied units peasing Millitary Pollce control
points 1in France,>C were obtained from sclutions of “"Slidex,"

a Erltuish device for protesctiing operationzal lov-level traffic. -
This davice was used by both British and American forces and
varioui yersions of 1t were solyed, usually in from cne to three
hours L7

h, BSolutlion of traffic passed on Hungarian internal net-
vorks in 1941 gove evidence thal transportatioan of Gfgman troops
over Hungarian raillroads could be safely undeprtaken,

i. Successful cryptanalyzls was carrlied out against the
traffic of Yugzoslav partlsans, Greek partissns, Czegh ageants, .
Russian agents, and theo Pollsh reslstance movement.

The 8ignel Intelligence Aggncy of the Army High Comemand
issued three deily reporta, These were senty to the Army High
Command, Navy High Commsnd, Alr Porce High Comuand, and to the
Suprews Coumand, Armed Forces; to Himmler as shief of the
Elite guard; and probably to the Reich Sccurity Office (RSHA).

101 60

117 133

1217 142

131F 120 snd IF 107
141p 107 p S

151 73

161 8¢ _
1Ty 74, 1 76, I 80, I 109, IF 107
181F 126 p 10 | .
191 135, 1 75, D 60, I 170, I 58, and others.

10
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Easch of the nine Signal Intelligence Regiments in the field
supplled intelligence directly 'to commanders at Army Group, Army,
and Corps levels, looking to them for primary directives on mis-
slons 2nd prioritles. They coqperated closely with the local
Alr Force Sipgnals Regiments. !

The Signsl Security Agency of the Army High Command (In-
spektion T/IV, cbbreviated In T/IV) lssued Aramy Codes and Ciphers
until 1944, wvhen this function Was talen over by the Signsal
Intelligence Agency of the Supretme Commend, Armed Forces
(OKW/Chi). 1

Volure 4 is & detalled account of the German Army Signal
Intelligence Agenecy, 20s Tisid wuius, & @ thelr sctivities,

5. Tho Signel .ntelligencée Agency of the Alr Force High
Command-- the signai Tntelligence Agenc. of" tue ALT Force High
Command ((Obericomasndo der Luftvwaffe, Lurtunechrichten Abteilung
350, ebbreviatod OKL/LH Abt 350, previcusly Chi Stelle, 0 B 4 L),
was the principel unit of the German Alr Force 31gnal Intelli-
gence Service in 1945, Field units wvere: -

a. Thres autonomous Signal Intelllgence Reglments with a
total of elght battalions, _

ive autoromous Signal Intelllgence :attallons. Thirteen

thousand pecple, including overhesd, were empiloyed 1n all the
above units.

The German Alr Force Signal Intelllgence Service successes
egain3t the Royel Alir Force and ;the United States Army Alr Forces
Jere outstanding. :

t ~ a. The Service furnished a ‘comprehznsive and continuous
pleture of the battle order and deployment of United States .
Army Alr Force end Royal Air Force units in the United Kingdom,

n the Mediterranean Theater, and, after D-day, on the continent.
This information came meinly from trafiic anzlysis, radlo-telephone
monitoring, and monitoring of alr-borne radar devices, The
kolution of Roysl Air Force %#-figure codes (from March 1940
ﬁntil 1 November 1942) gave basle %8ta vhich vas enlarged upon

d used until the end of the wvalp. ‘
1

I 70, IF 182, IF 175 p 19 |

11
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b. It gave pronpt and accurate wsrning of United Statem
Army Alr Forcce and Royal Aixr Force heavy bomber missions. This
resulted from advanced methods of traffic analysjf from radio-
telephone monitoring, and froh radar monisoring.®

¢. It gave immedlate warning to Germsn ground forces and
fighter squedrons of tactical operations by Allised grouné sup-
port aircraft.

d. In commection with lts wastern front activities; the
solution of the Bouber code, S8lidex, Syko, and Rekoh (used by
the Roysl Alr Force and,for o 'short time, by the Unlted {tates
Army Air Force), both by gapture and cryptanalysis, was impor~
tant throughout the war.

The German Alr Force Signml Intelllgence Service successes
agalnat the Husslan Alr Porce were also grosat.

&. Its cryptanalysis of Russlian Air Forse ground-to-ground
2-figure, 3-fligure, and 4ufigure administrative and operaticnal
codes, and some g~sigure codes, provided a complete order of
battle for the Russian Air Forces from 1937 until the end of the
var. A large emount of intelligence on Russlan ﬁrmg battle order
was also optained from a 3tudy of alr networks. _

b. From partial decipherhent of alr-ground traffic, from
plane~to-ground radi~-telephone monitoring, and from radio-
directlon finding of bombers vhen airborne, it was able to give,
accurage varnings ¢ all Russian long-range strategic bombing

raids.
c. TFrom cryptanalysis of 'each Russian Air Amrmy's 2-flgure,

3-figure, and 4-~figure traffic, from traffic enalysis, from plane-
to-plane radio-telephone monltoring, and from radio direction-
finding of planes in flight, it was able to warn German ground
forces and fighter aquadrons og impending operations by Russian
fighters and fighter bombers .2

211 70

221p 182

231F 175

2k1 120

251F 187 |
261r 187
12
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Intellligence from both Western and Russian fronts, in the
form of daily, weekly, or monthly reports, was furnished by ths
Signal Intelligence Agency {OKL/LW Abt 35Q) to the Alr Force
High Command and to the local Ailr Forces {(Luftflotten). Daily
and monthly reports Were also sent to the local Army Signal
Intelligence Regiments. Monthly reports were sent to the:Army
Commander in Chief West, to the Signal Intelligence Agency of the
Army High Command {OKH/GANA), to the 51 1 Intelligence Agency
of the Navy High Command {(OKM/4 SKL/III), to the Signal Intelli-
gence Agency of the Supreme Command Armed Forces (O0KW/Chi), o
and also to the Air Force Signal Intelligence units in the field.Z2i

Fleld unite, charged with the responsibllity for warnings
on allied air raids, telephoned thelr warnlings and reports directlj
to fighter squadrons, anti-aircreft batteries, and the local
Gauleiters in charge of civilian sir raid warnings.?

Group IV of Division II in the Office of the Chief Air Force
Signal Officer (Oberkommando der Luftwaffe/Generalnachrichten-
fuehrer II, Gruppe IV, abbreviated OKL/Gen Nafue II/IV) issued |
codes and ciphers for the Alr Force. Group IV of Division II1I
(OKL/Gen Nafue I1II/IV) checked them for cryptographic security.

A detalled description of the Signal Intelligence Service
of the Alr Force 1s given 1in Volume 5 of this report. :

6. The Signal Intelligence Agency of the HNavy High Command--
The Signal Intelligence Agency of the Navy High Command [Ober-
komreando der XKriegsmarine, 4 Seekriegsleitung 1III, abbreviated
OKM/4 SKL/III) was responsible ‘for traffic analysis, cryptanalysis|
and evaluation of British, American, Russian, French, and Swedish
navel traffic. It had a strength of approximately 1,000 persons.
It elso had operational control over a fleld organization of
approximately 2,500 persons. The field units were as follows:

&. Four detachments ln Flanders, Brittany, Wilhemshaven
and Pomerania engaged in cryptanalysis on low~level systems,
interception and direction-finding. Each detachment had a total
complement of 200 men, including 100 intercept operators and 10
cryptanalysts.

27
IF 180 p 31 a

28
IF 181
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p. Eighteen "primary direction-finding stations", whose
main duvies vwere lnterception rather than direction finding.
Fach station had & strength of 100, including 60 intercept
operators, and 5 cryptanalysts,

¢. Twenty flve "secondery direction-finding stations”,
vnoge duties were direction finding and traffic enslysis, . Each
station had s strength of 26 persons.

d. Smell dstachments vere occasionally set up for speclal
misslons, : :

The maln successes of the Signal Intelligoence Agency of the
Navy High Command {Cidi/4 SKL/III) included the following:

a. In 1939 1t vas able to establish the war-time organi-
zatlon end dlspositilon of the British Fleet, through solution

of British Navel Code HNo. 2. ' .
b. In the spring of 1940 it obtained compleste informstion
concerning the nroposed British and Prench Norway expedition

( "Cperation Stratfogg"). This vas done by solution of British
Naval Cyphsr Ho. &%, The Germen ilnvasion of Norway folloved
lmiediately. During the subseguent Norwegisn campeign, solution
of traffic sent 1ln Bpitish Navsel Cypher No. 4. gave detailed
information on Allled counter-messures, such as proposed British
landing filelds, transport arrival schggules, and the disposition
of Britlsh and French surface forces. :

c. Throughout 1942 and part of 1943 it provided important
intelligence on Atlantic convoys by a current (and nearly 100%)
solution of Gombined Cyghar No. 3 used by British and U, 3.
North Atlantic Convoys.’l fThe average umonthly allied sh:pping
losses in the Atlantic durlng thils period were approximately

81x times .he average monthly losses in later perilcoss,

Minor successes of the Signal Intelllgence Agency of the
Ravy High Command (OKM/4 SKL/III) iacluded the solution of the
Britis! = Interdepartimental Cypheri2 solution in 1943 of a Royal

Alr Force torpedo-bomber transpos%ﬁion cipher used for practice
exerclses in the English Channel;”” and solution of various minor
Navy and Merchant Nevy codes and clphers,

29517
*Op_517
12

“g?erformed jointly with Goering's "Research" Buresu (FA), the
Signal Intelligence Agency of the Supreme Command Armed Forces
(0KW/Chi), and with the Signal Intelligence Agency of the
Commander in Chief German Air Force (Chi Stelle, OBdL) I 147.
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The Neval Slgnael Intelligence field units described above
carried out direstion-finding ectivities egainst Ailled naval
and merchant ships, plotted thelr positlionas and movements, and
passed the information to local commanders, Detachment Flanders,
at Bruges, assisied in the 1942 "escaps" of the pocket battle- !
shipas Scherahorst and Gnelsenau when they made their dash from
Brest through the English Channel to Kiel. This same detach-
mont resd Britisn neval traffic to advantage during the Dloppe

rald. :

The 81gnal Security Agency of the Havy High Command (QEN/4
SKL/II), as opposed to the Signel Intelligence Agency(OKM/4 SKL/
I11I1), issued German naval codes and ciphers, and made cryptogra-
phic security studlies of thess systems, Its exact strength 13
unknouvn. : )

The detailed organizatlion and history of the two signal
azencies of the Ravael High Command {OEM/4 SKL/III and OKIM/#
SKL/II) are not discussed further in this report. Thelr use i
of punch-card book-keeping machinery ("I. B, M."), thelr security |
studies, ard thelr chief cryptanalytic methods, however, are ;
discussed in Volume 2, j

7. The Signal Intelligence Agency of the Supreme Commend
Armed Forces-- The Signal lntelligence Agency of the Suprome
Command Armed Forces (Oberkommande der Wehrmacht, Chliffrierab-
teilung, abbreviated OKW/Chi) had three mein functions:

a. It intercepted, studied, and evaluated diplomstic,
military attache, and "egent" traffic.

b. It monitored, and evaluated commercilal radlo traffic
end nevs brosdesasts, .

¢. It made security studies of the codes and c¢iphsrs used
by the Supreue Command, Armed Forces, the Army, “he Air Force
and the Navy, and many government departments, vetoing (safter
1944) the use of those it deemed insecurs.

The Signal Intelligence Agency of the Supreme Comsand Armed
Forces (OKW/Chi) operated at least thirteen radio intercept sta-
tions of its owvn, and received radioc traffic from other agencles
as well (notably CGosring's "Research™ Bureau (PFA)). It also
received iand-line traffic from sources not stated.”

'juDF 9, P>
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With the excepticn of mlilitary attache systems, 1t 41d not
work on enemy Army, Havy or Alr Force trefflc. Documentery evi-

dence as tec 1ts cryptanalytlic successes is limited. The fol-
lowing zummary covers its most important known cryptanalytic
achlevemonss:

a. The wost extensive 193U-1944 successes seem to have
baen achieved with French systems, The slectrical Hagelin Cipher
Machins B-2ll {adopted by the French - now obsoclete) was solved,
and limited success vaz also %ghieved in the solution of the
Frencn Hagelin Machine BC-33. An importsnt military attache _
code (ASA utrigraph FVD) was solved at the hsglnning of the var. 36
After 1940 511 Vichy-French systems wvere automatically campromised
when filed with the Germen Armistice Commission in Wieshaden. ,

b. At least four Japanese diplomatic codes {including ‘
those designatsd by ASA trigraphs JAE, JAH end JBA) were solved.
In 1958 and 1939 the Agency colleborated with the Cryptanalytic
Section of the Forelgn 0fflce (Pers Z 8) in a $urrent solution
@ of daily keys for the Japanese "Red" Machine.”

c. JPrecise detalls on solutlon of U.3, systems are not

available., The agency had compromised coples . at least two
U.5. 3tate Depsrtment codes, namely "Brown" and "A1". Work
was also done on the U.S. State Department Strip Ciphera 0-1
and 0-2, the lead in 0-2 solutéon being taken by the Foreign
Office Gryptanplvt;c Section.~”

d. Crcatisn Enigme trafflc was aoclved through compromised ]
machine wirings.3Y , :

071 45 p Y, 1160 p 6

361 51 p 8 |
313 pua |
364 89 I
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e. Little information is available on successes in
solution of English systems. Polish, Turkish, Greek and
Latin Amsrican systems were solved extensively. Prior to
1943, appreciable success was achieved in ths solution of
Jtalian diplomatic codes.

During the first half of the year 1944 important de-
codes designated as "VN's" (Verlaessliche Nachrichten)
totaled 3,000 per month.40 Selected decodes were sent to
Field Marshal Xeitel, Chief of Armed Forces; to Hitler; and
by Eeltel to Gsneral Jodl, Chief of the Armed Forces
Operations Staff. They wers also sent to the Army, Navy
and Air Force High Coummsnds,l and probably to the Signal
Intelligence A%encies of these commands.32 In addition,
approximately 45 special reportis vere sent each day to
apeciel recipients, such @as the Field Economliec 0ffice, the,
Department of Armed Forces Progaganda, the Western Armies
Branch and Joint Intelligence.%3 '
After 1944 the Signal Intelligence Agency of the Suprems

i

Command Armed Fortes issued eryptographic systems for the

Army and interservice communications. One of its most important
responsibilities by the end of the war was the evaluating of
the cryptographic syastems of other servicea. A file belonging
to Dr. Eriech Huettenhain, 1ts chief eryptanalyst, Iindieated
that eryptographic studies vers made on c¢ipher teleprintens,
Enigwma machines,; gspeclally desigﬁﬁd Hagelin machlnes, swall
¢lpher devices and hand systems. ,

40pp
41

I143, p9
421 13, p 3
43

DF @2 p 2
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In connection with its security commlitments, the S5i
Intelligence Agency of the Supreme Command Armed Forces ?niwj
Chi) vas responsible for the two most serious German erypto-
graphic mistakes of the war: the continued use in high level
German military communications of the plugboard Enigma wmachine
and the tel rinter cipher attachment SZ 42 in their insecure
ferms. /Phi re jected the 1943 proposals of the Army Signal
Sécurity Agency (IN 7/1v) that the (insecure) SZ 42 be replaced
by the cipher teleprinter T52d, 8 secure device.%5 It also
frowvned on suggestions that the insecure plugboard Enigma be
uaed vith pluggable ﬁgrlector vheels, a change vhich would
have made it secure.

Approximately 800 persons wvere euwployed in all dutiss ;

cxcept intercept.
Jx Volume 3 of this Report glves a more detailed account
f‘ .

this agency.

8. The German Foreign Office Cryptanalytic Section.~-

The German Foreign Office had two cryptologic sections, the
¢ryptanalyt1c Section (Personal Z Sonderdienat des Auswaertigsn
Amtes, abbreviated Pers Z S) and the Cryptographic Section
[Personal Z Chiffrierdienst des Auswaertigen Amtes, abbreviated
Pers Z Chi).

The Crypt@nalytic Se6tion of the Forelgn Office (Pers Z S)
vag the senior German cryptanalytic agency. It was organized
in 1919 or before. At its greatest strength it employed
approximately 200 persons. 1ts mission was the solution of
roreign diplomatic ecodes and cipheﬂs. The Section had one
small intercept station at Dahlem. ‘For the rest of its inter-
cept it was dependent upon the Signal Intelligence Agency of the
Supreme Command Armed Forces (OKW 5Chi), Goering's "Research"”
Bureau (FA) and the German Postoffics.

45ps9, p 17

D 59, p 10; see also I 31
471 22, para 103
48, 22, para 103
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Tha Cryptanalytic Section achleved ite greatest successes
vith diplomatic codes, both one-part and two-pert, enciphered
and unenciphered. '

a., From 1935 until 1942 it achieved practically 100 ger
cent success in the solution of Italian diplomatic codes. ¥

b. It read the Unlted States State Departwent Grey, Brown
and A-1 Codes.?Y It alsc succeeded in solving the American.
Diplomatic Surip Ciphers O0-1 and 0-2, the former in partial

fashion based upon & compromise.51

¢. The Sectlon solved tvc British Foreign Office "R®
Codes and the Britlsh Government Telegraph Codes.52

d. In 1940 sucecess i1n solution of French diplomatic .
codes vas estimated at seventy five per cent.b3

e. A number of major Japanese diplomatlic codes wvere read,
and there 1s sone gKidence that at least one major Chlinese
system was solved.

Y. The Sectlon also solved tvo machine ¢iphers. The
Japenese Red Machine was solved in 1938 and read currently
until February, 1939.55 The Section collaborated with the
Signal Intelligence Agency of the Supreme Command Armed Forces
(OX¥/Chi) in this solution, &nd it is not known vhich agency
deserves oredit for the original solution.50 In 1941, afier
a partial solution by Goering's "Resecrch" Bursau (FA), the
Svisa diplomatic Enigma tpaffic vas solved.57

Little information is avallable on the Sectlon's achieve-
ments 1n terms of intelligence. The distribution it geve its
decodea is unlkmovn. The Section's personnel seem to have.
thought primarily in terms of cryptanalysis as & sclence,
rather than in terms of vhat thelr intelligence contribution
meant to & successful German diplomacy.53 The Section sgems
to have been badly neglected by higher Foreign 0ffice
suthorities, both vith respect to needsed perscnnel, and with
regard to interest in its vork.

%91 22, para 25
501 22

511 22, pera 545 Dr 15, p 4, 5; I 89

52p 16,Reports 2, 3, b
53p 5%, p 13 |
5%1 22, para. 176

551 22, para 19

561 22, para. 19
5Tp 54, p 18
58566 Vol. VI. Ch. 5
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Some of the Section's senior personnel acted in an advisory
capacity to the Forelgn 0ffice Cryptographlc Section (Pers Z
Chi).59 The latter section was responslble for the preparation,
compllation,distribution and security of Forelgn Office codes
and ciphers. Fevw detalls are avallsable concerning its security
studies or 1ts personnel. It was presumably responsible for
the use in German dlplomatic correspondence of the code systems
known as the "Deutsches Satzbuch”, the Deutsches Si.%.zbuch
enciphered by"Floradora" (Army Securlty Agency trigraph GEC),
and the "one-time pad"(Army Security Agency trigraph GEE),all \
of which were read by Anglo-American cryptanalysts.Volume 6
of this paper glves an account of the cryptologic Sections
of the German Foreign Office. '

g, Goering's "Research" Bureau. -- Goering's "Research"
Bureau (ReichsluTtFahrtminister{um Forschungsamt,abbreviated
as FA) was formed in 1933, According to Goering,lt supplied
the new Nazi government with a signal intelligence organlization
of its own which had "no political axe to grind nor ideology
to follow? &0

In addition to non-militery cryptanalysis,the "Research"
Bureau had the following functions:

- a. As a Nazl censorshlip organization in peace-time 1t
monitored telephone conversations in all large German clties
at first only in the Relch but later extending intc Austris,
Denmark,and"German" Poland.6l. It had eccess to messages
sent over all German commarclal teletype and telegreaph
facilitlies,62 and meintained investigators in all main
postal censorship offices.63

b. In var-time 1t lialsed closely 1n the censorship
of all communications as directed first by the Abwehr and
later by Himmler's Reich Maln Security Office., It is known
to have served the latter agency as a cryptanalytic agency
for Russian Agent messages.(As no cryptanalytic organization
within the Relch Maln Securlity O0ffice is known to TICOM
it is probable that the"Research" Bureau filled this

function). 64

59
I172; I 22
60
I143
61 '
TF 29; T 240
62
I 143; IF 15
63
IF 132
4
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¢. It monitored world-wide radlo nevs broadcasta,lin
particg%ar the British Broadcasting Company {London) broad-

casts,
d. It operated six wireless intercept stations of its

own, for intercepting forelgn diplowatic and commercial traffic.
In addition, it exchanged copies of wireless intercepts with
the Signal Intelligence Agency of the Supreme Command Arwad
Forces {OKW/Chi), the Signal Intelligence Agency of the Favy
High Command (OKM/4 SKL/III), and probably with the Signal
Intelligence Agency of the Commander in Chief Gerwan Alr

Porce {Chi Stelle OBdL).

As can be seen from the functions outlined above, the
"Research” Bureau vwas not primarily conceraned with cryptanalysis.
No documentary evidence bearing on its cryptanalytic successges
vas found by TICOM. Based upon secondary evidence and
scattered TICOM interrogations, the bureau's chief cryptanalytic
achlevements seem to have been as follows:

a. In 1941 the agency collaborated with the Cryptanalytic
Section of th German Forelgn O0ffice (Pers Z 8) in solving the
Svlas Enlgmea. Personnel from the Bureau claimed to have
brolken Finnish (or Svedish) Hagelin traffic.

b. Acecording to nevspapar reportq,l9;8 decodes of French
traffic revealed that, lacking English ‘support, the French
Government dld not intend to oppose the Austrian Anschluss
with force.68

c. In 1938, during the Munich Conference, the "Research"
Bureau is sald to have solved the British system vhich carried
Chamberlain’s messages to London. Hitler once delayed & con-
ferance with Chamberlain for several houra in order to get such
decodes. 69

d. Solution of Russian internal vireless messages revealed
bottleneclts in the Russian military supply system. The dates
of this solution are unknown.70

651p 132

661 25; I 54; D 54 Report 8
671 25 p 6

681p 138

691r 130

701 25
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The "Research" Bureau circulsted its intelligence in
the followlng forma:

a. Deccde bulletins were sent regularly to Hitlerb
Goering, Fleld Marshal Keitel and General Jodl of the Supreme
Command Armed Forces (0KW), Forelgn Minister Ribbentrop,
and Admiral Doenitz of the Navy High Command.

b. Indlvidual ltems of current interest, collected
items on single subjec:, and consolidated special reports
were sent to Interested minlistries.

¢. Speclal Yieison officers were assipgned to the Eoreign
Off'ice, the Supreme Command of the Armed Forces, the Relch
Securivy Office, the Economic Ministry a?f Ministry for'War
Productlon, and the Propaganda Ministry.

Goering's "Research” Bureau had over 2,000 personnel

Less than one per cent of thess were apprehended by TICOM for
interrogation. .
(’\ Volume 7 of this report 1s a detalled account of this

agency.

1l0. Collaboration between German Slgnal Intelliggnce
Agencies in Cryptographlc Matiers-- 1t seems probablé.that,
prior to 1943, there was some soet of collabdration between
the various branches of the German Armed Forces in crypto- 0
graphic matters. The wldespread usage of the Enigmsa machine,
the universality of the teleprinter systems used, the alloca-
tion of simlllar hand cipher systems to army, air force:and
police units, all point either to an excellent cooperation
in the cryptographic field, or to the existence of some:
shadowy interservice agency or higher authority whose re- )
sponsibillity it wes to study, test and recommend the intro- + G
duction of such devices and aystems, There 1s no reference in
the TICOM material to such an agency, other than a passing 1942%
reference to "the biy executive commlittee," & group which ap- ¢
parently had sonme responslibllity for cryptographic changes and
improvements in a cipher type teleprinter,T From the headings

Tlp 135
72p 59, p 6 i
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on various memos belonging to Dr. Huettenhain (chief crypt-
analyst for the S8ignal Intellligence Agency of the Supreme
Command Armed Forces (OKW/Chi'), it could be assumed that'the
Chief Armed Forces Signal Communications Group (OEW/Chef Ag
WNV) acted as a senior millitary cryptographic authority, |
approving or disapproving the introduction of varlous systeums,
and using the faclilities of the Signal Intelligence Agency of
the Supreme Command Armed Forces (OXKW/Chi} and the army agencles
(Inspectorate 7/VI (In 7/VI} and the Army Ordnance Development
and Testing Group Signal Branch {Wa Pruef 7)) as its staff or
advisory agencies.T3

An order from Field Marshal Keltel, Chief of Staff of the
Supreme Command Armwed Forces (OKW), dated October 1943, made
the introduction of new ciphers for branches of the Armed Forces '
contingent upon the agreement of the Supreme Comm&nd Armed
Forces (OKW), and probably upon the agreement of the Signal
Intelligencﬁ Agency of the Supreme Command Armed Forces
@ {OKw/chi).7
S In 1944 General Praun, who was both Chief Signal Officer
of the Supreme Command Armed Forces {OQEKW/MPSt/Chef WNV) and
the Chief Signal Officer of the Army (O0KH/Chef HNW), wade,
the Signal Intelligence Agency of the Supreme Command Armed
Forces {OXW/Chi) a central clearing house for all German |
cipher development and security scrutiny work. This was easily
done with refsrence to the Army. On September 5, 1944, General
Praun signed an order directing that the cryptographic develop-
ment and testing functions of the Army be turned over to the
Signal Intellligence Agency of the Supreme Command Armed Forces
(ORKW/Chi}. Personnel from the Army Security Agency {In T7/IV),

73D 59, various letters and wmemos. From the headings of c?ypto-
graphic manuals, 1t could be assumed that Ag WNV/Fu I, as
issuing authority, was responsible until 1944, vhen OKW/Chi
apparently replaced it. See OKW/Ag WWV/Fu I "Schluesselan-
leit zum RS 44" dated March 27, 1944 and OKW/Chef WFSt/
Ag WNV/Chi "Rasterersatzverfahren" of Dec. T, 1944, TF 31
and TF 352 respectively. |

T4p 68, p 11; D 57 p 14
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including Technician Dr. Fricks, and the personnel of In-
spectorate 7/VI {In 7/VI) vho were engaged in cryptographic
vork, vere transferrsd into the Signal Intelligence Agency
of the Supreme Command Armsd FPorces (O0KY/Chi).75 Thereafter,
vhile the actual produstion of kKeys was left as an Army re-
sponsibility, the Signal Intelligence Agency of the Suprems
Command Armed Forces (OKW/Chl) devised the ciphgr systoms and
provided the material for Army key production.T '

¥ith the Navy and the Alr Force the picture was somevhat
different. They were permitted to continue their cryptographic
development work, &nd retained the right to say whieh of their
systems vas to be used in vhat place~--so long as the Signal
Intelligence Agency of the Supreme Command Armed Forces (OXW/
Chl) conscurred from a sesurity standpoint in the original
introduetion of the systems. As Admiral Kraus® of the Signal
Intelligence Agency of the Naval High Command (OKM/4 SEL/III)
pointed out, "OKW/Chi recommendations could only lay down the
(security) limits within which it vas possible to use a
systen." The responsibility for vhethsr and where a Navy
system was to be used lay with the Navy.77 -

Yith regard to ciphers used by the wWwaffen S8, the Signal
Intelligence Agency of the Supreme Command Armed Forces (OEKW/
Chi) had consultative povers only. While Gensral Gimmler,
successor to General Praun as Chlef Signal 0fflicer, publicly
characteriged the cooperation betveen the two services as
"perfect) 19 (ol Mettlg, chief of the cryptographic division
in OKW/Chi, indicated that an effective supervision was never

introduced.T9

753)_68 pP3_ ,
Tp 55, p(43)
TTp 68, p 1k
78 68, p 13
71 96, p 19
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The preeminence of the Signal Intellligence Agency of the
Supreme Command Armed Forces (OKW/Chi) in cryptographiec
matters and security vas apparently oft&péq&wg%éy wvith the
military services. In his speech of Deeembs , 1944,
General Gimmler pointed out that primacy in the c¢ivilian
field was dependent upon voluntary concurrence from the
agencies affected. He could only plead that "OKW was pre-
pared to teke the lead in this matter, providing that the:

Party and State concurred" and requested that "the Party and
Relchs authoritles" cooperate.©0 Goering'i "Research" Bursau
{FA) developed its own codes and ciphers,a although the
Bureau dig usa cipher teleprinters adopted by the military
services.t2 Evidence is available that in 1945 administrative
hand eiprers {Beshoerdenhandschluessel) vere issueg to Senior
Specialist Wenzel of .the "Research" Bureau (FA).93 A similiar
altuation preveiled vith the German Forelgn Office. The Signal
Intelligence Agency of the Supreme Command Armed Forces {OKW/Chi)
vas never allowgd to knov the details of the ciphers used'by the
Foreign Office.B4 fThe Foreign Office, however, did use cipher
teleprinters and Enigma machines.85

11. Collsboration betvean German Signal Intelligencé
Agencies in Cryptanalyilc Matters.-- The collaboration between

Agenclies in e¢ryptanalytic matters varied. In general relation-
ship betveen. Goering's "Research" Buresau (FA) and the Signal
Intelligence Agency of the Supreme Command Armed Forces {OXW/Chi)
vere not overly cordial. The Signal Intelligence Agency of the

Naval) High Command (OKM/4 SKL/III) meintsined a traditional

80D 68 p 14 '
Blip 132
82

I 25, page 9

83¢ 2u0 .
841 31, page 15 |
851 22, para 115
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navy reserve in dealing with other agencies. There was no high-
level signal intelligence coordination, and there was fraquent
pverlapping and duplication of effort between the agencles
dealing with diplomstic oryptanalysis. But, with the exceptions
noted above, there seems to have been as much liaison and as
much cooperation @s vere nocessary. This vas especially true

in the case of the military field organizations, the Army Signal
Intelligence Regiments ("KONAs") and their Alr Force equivalents,
the Air Signal Regiments (1N Rgts). :

a, Relationships betwveen Forel 0fflce C tanalytic
Section, Goering's “Eesearcﬁ" Buredu, and the S§ L iﬁ%eiiiggnce
Agency of the Supreue Command Armed Forces.-- The Crypltanalytic
SectIon of the Foreign Office (Pers Z S) snjoyed reasonably
good working relationships with both Goering's "Research”
Bureau (FA) and the Signal Intelligence Agency of the Supreme
Command Armed Forces (OKW/Chi). As stated, hovwever, the re-
lationships betwveen the latter two agencles 40 not appear t0 have
been cordilal. |
The Foreign Office (Pers Z S) received the bulk of its
intercept from Goering's "Research" Bureau (FA) and the Signal
Intel%;gence Agency of the Supreme Command Armed Forces (OKW/
Chi).t'3 It recelved numerous couwpromised codebooks and keys
from both agencles.87 Cooperative attacks on difficult ]
problems were not uncommon. In the case of an unspecifled
U. 8. 8trip System, the Signal Intelligence Agency of the
Suprems Command Armed Forces (O0KW/Chi) worked on the point-to-
point traffic, while tge Forelgn Office (Pers Z 8) worked on
the circular traffic,88 with a complete exchange of results.

In the case of the Japanese Red machine, the Foreign 0ffice
(Pers Z 8) attempted to solve messages sent on even days, while
the Signal Intelligence Agency of the Suprems Command Armsd
Forces {0KW/Chi) attempted to solve messages sent on odd days,
& "practicel arrangement" reached also between the U. S. Army
and the U. 8. Ravy prior to the Pearl Harbor disaster. Results

86
I 22, para 103

87'1'2038; D16, pages 3, 5; DF 15, pages 4, 5§

881 3%, page 10
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vere exchuanged.89 Goering's "Research" Bureau (FA) and the
Forelgn Office Cryptanalytic Section 8Pera Z 8) cooperated

on the solution of the Swiss Enigmwa.20 Exchange of code group
identifications, additives and enclphering keys between these
tvo agencles vere freguent, especlally on English, Italian
and Vaticen systems.91 Personnel were exchanged between the
Forelgn 0ffice Cryptanalytie Section {Pers Z S) and the Signal
Intﬁl%égence Agency of the Supreme Comuend Armed Forces (OKW/
Chiy. a
Goering's "Research" Bureau (FA) vas formed by a small
group of cryptanalysts vho left the Cipher Departwent of .the
Relch Defense Ministry (Relchswehrminlisterium), the pre-
decessor agevey of the Signal Intelligence Agency of the Supreums
Command Armed Forces (oxw?chi). This defe%tion may account for
the bad feeling between the two agencies.d? There are no known
examples of diract cryptanslytic exchanges between the two
agencies, nor Were there subsequent exchanges of personnel.

.Goering's "Research" Bureau (FA) was not given 2cceas to the

special cryptanalytic machinery developed by the 81 1 Intelli-
gence Agency of the Supreme Armed Forces (OKW/Chi), although
this machinery was made avallable to other agencies. Relation-
ships could probably have been improved had not Goering's
"Research” Bureau (FA)} sought to take over the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {[OKW/Chl).95

89I 31, para 53

90D 54, page 18

|

F

91D16, pages 1, 2; 1 172, paras. 11, 13, 14; T2252, various repbrtg

921 22, paras. 20, 84
3121, p1; 1151, p 3
Mp 9 p 3
950 321

I 131, p3; 178 p 4
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With reference to the exchange of traffie, however,
collaboration was apparently couplete. It 1s known that in
early 1944 approximately one third of the intercept reseived
by the Signal Intelligence Agency of the Suereme Command
Armed Forces (0KW/Chi) came frow Guering's "Rese8rch” Bureau
(PA).90 The latter always received copies of all the traffic
intercepted by Signal Intellilgence Agencg of the Supreme
Command Armed Forces (OKW/Chi) stations.37

b, Military Agency Relationships-- exch b o tana
lytic information.-- Collaboration batween the gna
IntellIgence agencies {OKH/GARA and 1ts8 predecessors, In 7/VI
and RLS Osi) and the Signsl Intelligence Agency of the Supreme
Command Armed Forces (OEW/Chi) wes excellent. The Chief Signal
Officwr of tihe Supreme Command Armed Forces {OKW/Chef WNV) was
8180 the Chief 81gnsl Officer of the Army (OKH/Chef HNW)9
However, since the Supreme Command agency's coumltment was
Aiplomatic and nilitary atteche tr&ffiec, no broad basias for
eryptanalytic lisison existed.

The Army and Alr Force Signal Intelligence Agencles
maintained permsnent liaisouon on English Naval and Alir systema
(3YX0, M209).99 1In 1943 the Army Agency {OKH/In 7/VI) had
discovered how to recover true M-20¢ settings from relative
seltings, and thiey had passed the technique on to the Navy and
Air Force agenciles.l00 According to Senlor Specialist Tranow
of the Naval Agency, hovever, the Army-Ravy cooperation was
given up in early 1944 since "no results of value were Ob—
tained."101 1In 1943 the Signal Intelligence Agency of the
Supreme Command Armed Forces (OKH/ChiE, the Cryptanalytic
Section of the German Foreign Office (Pers Z 8), and the Signal
Intelligence Agency of the Commander in Chief Qerman Ailr Forces
{Chi-Stelle O0BdL) collaborated on sclution of an unidentified
US strip system.i02

% g, p 3
4f 85 , p 3

IF 108

91 93, p 3, 4
1001 44, p 2

ig;I 93, p 3
D60a _p 5
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The Arwy-Navy- Alr Force field collaboration was usually
excellent.10 It embraced on oceasion exchange of personnel
and equipment, a complete exchange of reports, and a close
ocryptanalytic liaison on operative systems.loa Eastern front
reports show & detalled operatiinal collaboration between
Air Force Signal Regiment 35% (LN Regt 353), the Army Signal
Intelligence Regiment 1, (KONA 1), and the Naval units dealing
vith Russian Black Sea Fleet traffic.l05 Army Signal Intelli-
gence Regiment 5 (XONA 5) worked closely with the Air Force
Signn} %ggelligence organizations in the Weat (at Paris and
Noisy]).

-During the period 194%0-1942 the Signal Intelligence
Agencles of the Navy {OKM/4 SKL III} and the Air Forces {Chi-
Stelle O0BdL)}, and the Signal Intelligence Ageney of the Sup-
reme Command Armed Forces (OEKW/Chi), and alsc Goering's
"Research” Bureau (FA)}, all collaborated on solution of the
English Interdepartmental Cipher.l07 There was "Research"
Bureau (FA)-Neval (OXM/4 SKL/III) cooperation on the solution
of the British Gogernment Telegraph Code (South Africa) and
Bentley's Code.l08 The Army Agency, Inspectorate 7/VI {In 7/
VI) actually worked on Turkish diplomatic traffic, by agree-
ment with Goering's "Research" BureaulVJ and had Army Signal
Intelligence Regiment 4 (KONA 4} intercept this traffic for
them. This work probably duplicated efforts of ths Signal
Intelligence Agency of tge Supreme Comrand Armed Forces (OKW/
Chl) howeaver.

103

I26, p2

10403 M-G4, M-209, S8lidex, Russian codes, etec.
1051 130, p 15

1061 113, p 8

107y 93, p 4; I 147, p 11, 12

108 o5 5 3

10917 126, p 8
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¢. Military Agency Relationships--exchange of personnel.--
ln 1942 Prof. Nowopeachenny of the Signal IEEe%IIgence Agency

of the Supreme Commend Armed Forces (0Kw/Chi) and a group of his
cryptanalysts were transferred to Intercept Control Station
rast (ELS), one of the predecessors of the Signal Intelligence
Agoncy of ths Arwy High Command {O0XKH/GdNA) for work on the
main Russian army five-figure code.ll0 At one time the
Naval commander in the Aegoan area placed his radar intercept
personnel and equipwent under the command of Air Signal
Regiment {IN Rzt) 352.111 0n one occasion personnel from Air
signal Regiment (LN Rgt) 355 went 2board the crulser "Prinz
Eugen” to wonitor traffic frou the Air Arm of the Russian
Baltic Fleet.ll2 1In the spring of 1942 the Signal Intelligence
Agency of the Ravel RHigh Coommand {OKM/% SKL: III) exchanged
personnel with the Army and Air Force in order to get trained
Hollerith operators.ll3 1, 1939 Dr. Huettenhain of the Signal
Intelligence Agency of the Supreme Command Armed Forces
{OEW/Chi) was detelled tg Rhe Army &gency to work on solution of
French military systems."l ’
d., Milit ney Relationships--Cooperation with regard
to IBM a apl ic Wechinery.-- The Army Signal Security
Agency {inapaktion v aEBre?IaEeé_In 7/IV) pioneered in the
use of IBM Enollerith) egquipment. Its installations were set
up in the winter of 1939 end 1940, and later transferred to
Army Inspeetorate T/VI (In 7/VI),one of the predecessors of the
Signal Intelligence Agency of the Army High Command (oxn/bdnAJuﬁg

110
11

IF 125 p 3
11 126 p 14

1121 163 p 3
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114
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115
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In March, 1942, representetives of Goering's "Research"
Bureau (FA), and of ths Signal Intelligence Agencies of the
Commander in Chie? Air Forces {Chl Stelle 0OBAL) and the Navy
High Commend {ORM/4 SKIL/III1) visited the Army installations
and obtained valuable information as to the possibilities of
IBM in eryptanalysis.116 The Signal Intelligence Agency of
the Supreme Command Armed Forces {OKW/Chi) never owned its
own Hollerith machinery and used the Army installations.ll7
In 1944 the Signel Intelligence Agency of the Supreme
Command Armed Forews (OKW/Chl) developed a nuwber of "decoding
devices, some of vhich were handed over to the Army, Navy
and Foreign Office agencles.ll8 The Digraph Weight Recorder
{Bigrammsuchgeraet) was made available to the German Weather
Service (WENUER)}.119
e. Military Agency Relatlionships--2ooperation with
regard to interception.-- Goering's "Research" Bureau (FA)
oceasionally furnished the Signal Intelligence Agency of the
commande{ in Chief of the Air Force {Chi Stelle, 0BAL) with
~ traffic.120 The amount of this traffic is not known. Goering's
. "Research" Bureau (FA) also passed some intercepted commercial
traffic of naval Iinterest to the 3ignal Inielligance Agency
of the Naval High Cowumand (OXM/4 SKL/III).121 The German
Navy passed 1ts weather lntercept io the Ailr Force, who had
some 1nti§59rvice responsibility for the solution of wvesather
traffic. On operationsl fronts, when army searoch recelvers
found air foroce frequen les, information concerning these
frequencies was iggplied to the appropriate air force fleld
intercept units. The Signal Inteiligence Agency of the
Supreme Command Armed Forces (OKH/ChiA controlled a naval
direction finding station in Spain.l2

1161 146, p 17
1171 67, p 2, 3

18pp g, p 3

1191 31, p &

1221 g3, p 4
1231 130, p 15
1241 96, p 7
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f. Cooperation between Military and Civilian Agencies
on solution of Agents' syatems.-- The extensive German erfort

against agent-partisan systems warrants separate discussion.
This effort was shared by at least three organizations, and
perhaps a fourth. The organizations were: the 3ignal Intelli-
gence Agency of the Supreme Command Armed Forces {CKW/Chi),
Army Inspectorate 7/VI (OKH/In 7/VI), perhaps Goering's
"Research” Bureau (FA), and a small organization which did
little or no cryptanalysis, the Radio Defense Corps of the
Supreme Command Armed Forces (OKH/HNV/FU 11I). The relation-~
ship between these agencies 1llustrates collaboration in both
intercept and cryptanalyslis, and an allocation of primary
responsibility which varied from problem to problemn.

At the beginning of the war, responsibility for monitoring
clandestine transmissions in Germany and the occupled terri-
tories was borne by the Radio Def'ense Corps {OKW /FU I11}.125
In the spring of 1942 the Radlio Defense Corps pressed for the
establishment of its own cryptapalytic section. Nelther the
Army nor the Supreme Command signal intelligence agencies were
anxious to see the establishment of a nev cryptanalytic agency
for agent traffiec. Accordingly, a section for cryptanalysis
on agent tranamiagiona was established in the Army Inspectorate
T7/VI (In 7/v1).120 This section was known {from its chief)
as "Referat Vauck".

Originally located in Berlin, Referat Vauck moved in the
fall of 1943 with the Redio Defense Corps (FU III} to Dorf
Zinna, near Jueterbog. It was transferred in the fall of 1944
from Inspectorate 7/51 (In 7/VI} to the newly formed Signal
Intelligence Agency of the Army High Command (OKH/GANA) and
was transferred again in early 1945 to the Signal Intelligence
Agency of the Supreme Command Armed Forces (OKw/Chi/Gr. IV).
Both these latter changes vere administrative only, since the
section remained with the Radlo Defense Corps at Jueterbog.l27

1251 115, p 2
1261 115, para 15
1271 115, paras 12, 31
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: Hef'srat Vauck did not enjoy a monopoly on agent crypt-
analysis. Most of its and the Redio Defense Corps!' (FU IIT)
effort was concentrated on western agent networks (France,
Belgium). In the eastern and Balkan theaters, other agenciles
?aﬁ%led the bulk of sgent Intercept and cryptanalysis, as
ollows; '
_ (1) Russian Partisan Traffic-- The work done by Referat
Vauck on this problem covered only the period mid-1942 to
mid-1943. Its work was then taken over by a section under
Lt. Schubert of Army sSignal Intelligence Regiment (KONa) 6,428
Schubert waz ultimately transferred to ithe Signal Intelligence
Agency of the Army High Command (OKE/GdRA), where he took:
over "eastern" cryptanalysis on the NKVD-partisan nstworks.lag
' (2) XYugoslav systems~- Most of the interception and

eryptanalys’s on Yugoslav systemsws done, not by the Radio
Defense Corps (FU III), but by a special detachment of Army

Signsl Intelligence Regiment (KONA) 4, stationed in Belgrade 10

Cryptanalytic work on the more difficult Balkan sBystems was

done in Berlin by Balkan Section (Referat Bsilovic) of Army
Inapectorate 7/VI (In 7/VI), g?o thus complemented the :
activities of Referat Vauek.l '

(3) Polish Resistance Movement Systems-- In 1943 Referat
Vauck solved the principal syatem used by the Polish Government
in Exile 2London; for communication with the Pollsh Reslstance
Movement {Warsaw). So important was this traeffic that, in the
fall of 1943, eight members of Vauck's Sectlion were transferred
to the Polilsh Section in the Signal Intelligence Agency of the
Supreme (ormand Armed Forces (OKw/Chi, Gr. V;. The intercept
work done by the Redio Defense Corps (FU III) was augmented

by the Signal Intelligence Agency of the Supreme gggmand
Armed Forses {QKW/Chi) intercept station at Lauf,
:I.B.M. assistonce was given by Army Inspectorate T/AVI (In TAVI).

1281 335, p 7
1291 26, p1

1301 115, p 8

1311 335, p 8
1321 115, p 9
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There is one reference (by Lt. Schubert) to "Research"
Bureau (FA) participation in this work. In Janauary, 1945,
Senior Speoilalist (ORR) Wenzel of Goering's "Research"
Bureau (FA) was sent by the Radlo Defense Corps (OKW/WNV/

FU 1II) to the Signal Intelligence Agency of the Army High
Command (OKH/G4NA} to work on reslstfnce movement syatems.133
4} oOther Agent. Traffic-- Duplicates of all Radio
Defense Corps lntercept were forwarded to the Signal Intelli-
gence Agency of the Supreme Commend Armed Forces {O0KW/Chi),
vho, on ogcasion, helpad Referat Vauck with more diffiocult

problems. 134

12, Other European Axis (Oryptanalytic Agencles--
8. JItalian Cryptanalytic i%enc%es-— Until the September
1943, armistice, there were four ltalian cryptologle agencies:

the two wost i1mportant being the Cryptanelytlic Section of the
Army Intelligence Service {Servizio Informazioni Militari,
abbreviated SIM) and the Cryptanalytic Section of the Navy
Intelligence Service (Servizio Informazioni Speciall, ab-
breviated SIS). These two agencles had both oryptanalytic and
eryptographic functions. The Ministry of Foreign Affairs
maintained & small cryptographic office {(Ufficlo Crittografico)
to compile Italian diplomatic codes and oiphers.l35 The
Inspector General of Folitical Polioce in the Ministry of the
Interior (Publica Sicurezza) also maintained & cryptanslytic
section to deal with "Comrunist" and "foreign agent" codes
and eiphers.l36 The Italian Alr Force Intelligence Service
(Servizio Informazioni Aeronautica, abbreviated SIA) main-
tained 1ts own intercept organization, but no cryptanalytic
perscnnel. The Cryptanalytic Section of the Navy Intelligence

Service (SIS) acted for the Air Force in this matter,137

1351.26 P 27

134For example, thelr work on the Russian agent traffic
called "Rote 3" - DGO, page 16.

13519 1500
1361p 1502
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After SBepietbar, 1943, the fuvactlcnyg of the Cryptanslytic
Ssotion of the Ariy Intelligemse Service (SIM) were taken over
by & neo-Fasclist organizstion;, the Deiffents Intelligence Service
{Servizio Imformacsioni Dfesa, 8bbreviated 8ID), vhich com-
Tined 1ts ectivities tc comuarcial 8nd broadeast monltoring and
solution of systems refd by Lts pradescssor a8gensy.l38 No
TICOM inforuation is svailsule couceraning the post-1943
agtivities of the otlhiex rgensler wentionsd ahove.

Toe Cryptanslytis Seection of the Army Intelligence Service
[3IM) msintelined four fixed Intercept stations in Italy, and
a fleld nrganization whose preciBe =trength 1a unienown’. 139
After June, 1943, ezoh field armr probably disposed of ggth a
eryptanalytic party {Xusleo) and intercept fecilities.l
The Cryptansiytic Section of the Raval Intelligence Service
{815} malinirized ssven fixaed laterecept stations in Italy and
its possessloxe. It also controlled 1ntﬁicapt groups located
on the flagehipa of &1l naval socmards,l

Italian cryptanalytlc successes Beam to have been limited.
The Arwmy Cryptanelyile Sestion worked on diplomatie, wmilitary
attache, somrercisi and army systeme.l%2 The Naval Section
concantﬁated its efforts on Britieh H?Eal and Air operational
codes.l%3 Both sectlons were small,l%% trained oryotanalysts
vere &t & premium,l45 and IBY squipmeat was difficult to
procurs. The Aray Cryptanalytic Seetion read the U. S. State
Departmeat "Brown® Cade (through cowpromise)} and solved (or
purchased) asreral ather U, 3. eystems ineluding the Military
Intelligence Code Mo. 11.1456 Agcording to General Gamba, head

LBrp 1517, 1528, 1526 -
9 1517

1%07p 1520, IF 1523

lullF 209

1425 1007

e

144 1p 209

W51 1518

61e 1517, TF 1524
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of the Section, they also read a British diplomatic five-
figure code, and an unenciphered four-rigure, two~ t

British diplomatic code (Foreign Office "R" Code ?), as

vell as French, Turkish ard Rumanian systems.l%? The Raval
Section read British naval tactical codes, the daily-

changing air code enciphering tables, and an unidentified four-
figure "Anglo-American Kaval code™.148 A fowr-figure British
Naval code was read from 1941 until the North African landings
in November, 1042.149

The (Germans held & low opinion of ltalian eryptanalytic
capabllities, and considered thelr cryptographic procedures
1.0 be highly insecure. As & result, good cooperation was never
aghleved. What formal lialison existed, ended with the 1943
Armistice, The Qermans then took over the remnants of the
Italian organization (SID), dissolving it in February, 1944, 150

For a more detalled disgussion of the Italian cryptanalytic
organization see Volume 8.

b. The Hungarian Crxptanalzgic ggan ¥-- The Hungarian
Cryptanalytic Bureau (Section X o neral 3taff-Hungarian
name unknown) was subordinated to the Ministry of Defense. It
had a strength of approximately fifty persons.l5l Its
principal eryptanalytic work was done on Turkish codes and
ciphers, as well as Itallan, Polish and Russian systems. TICOM
recovered approximately 90 code books from the agency, covering
vork on codes f'rom 16 countries.l52 The or zation wvas
evacuated in 1945 to German territory, and later dispersed
into Bungerian collecting caumps.

lzgxp 1518
1% 209, 17 1527
149

IFr 1527
1501p 1527

151 193 p 3
152
A 27
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The Hungerian Bureau was said to have had an excellent
ralationship wiith the German 8Slgrial Intelligence Agency of
the Supreme Command Aruied Forces (0XW/Chi), and the Finnish
oryptanalytis organization.

For further diseussion on the Hungarian Crypianalytic

Agency, sse Volume 8

¢. The Austrian Cryptenalytie Aggnn?-— A small Austrian
Cipher Bureeu (subordination and Austr name unknown) had
been In existence for some years prior to 1934. It had &
stalff of at least five key cryptanalysts, vho worked prinoipally
on Itelian, French, Swiss, Yugoslavy, Spanish, U. 8. and Engliesh
aystems. Before 19354, and during the critical perlod prior te
the annexation its personnel wade a resgular "black market”
exchangs of cxyptanalytiec results with the Signal Intelligence
Agency of the German War Ministry (Relchskriegsministerium)
dealing with Seajor Specislist (ORR)} Fenner and Captain (later
Ma jor and Colonel) Boetzel. After annexation, its principle
cryptanalysts went to vork for various German Signal Intelli-
gence agencies inoluding thc Signel Intelligence Agannzaor the
upreme Command Armed Poreces (OEW/Chi), and Goering's "Research”

Bureau (FA).

d. The Flpnish Cryptanslytlic Agency-- The Finnish Signal
Intelligence Agency (Finnish name uuknown) was subordinated
to the military intelligence crganigation of the Finnish
Qeneral Staff. Of approximately battallon strength, it was _
aubdivided into intercept, cryptanalytic and evaluation unita.l5:

Highly regarded by German oryptanalysts, with vhom
excellent liaison existed, it worked on military, naval and
diplomatic traffic. First priority waas glven to Ruasian traffic,
follcvad by Polish, Swedish and U. S. traffic.l5% They suc-
ceeded in solving the five-figure Russian military code used
at the time of the first Russo-Pinnish wa{. In 1943 they also
solved an unspecified U. 8. Strip cipher.155

See Volume 8 for a further discussion of the Finnish

Cryptanalytic Agency.

1531 106 p3
154
2 I111p 4

1551 31 p9
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e. The Bulgerian Cryptanalytic Agency-- TICOM aources
mike only one reference to Rulgarian cryptanalytic work.
In 1934 the Signal Intelligence Agency of the Suprene
Command Armed Fcrces (OKW/Chi) gave 2 train course to
certain Bulgarien cryptanalytic personnel.l

15. ldaiscn between Gerwan Signal Intelligence Agencies
and other Axis ¢ ytanalytic Agencles,.-- The four rman
I ITTATy OPYDEEﬁEEyEIo Agencles appear to have engaged in
active liaison with allied {Axis) cryptanalytic agencies.
There 18 no evidense {from TICOM scurces} that any foreign
lialson was undertaken by Goering's "Research” Bureau (FA)
or the C tanalytlic Section of the (German Forelgn Office
(Pers Z S). The Signal Iatalligence Agency of the Supreme
Command Armed Forces (OKW/Chli) appears to have had some
primac{ especielly in the fleld of relationships with
Japan. 57

a. Lialson with Japan.-- The Signal Intelligence Agency
of the Raval Aigh Command (OKM/4 SKL III) attempted to give
the Japanese date on the British Naval Cipher No. 3, receiving
in return gsome =trips and settings for the U. 8. Strip Cipher
"DUPYH? 150 fThere was a formal lisison hetween the S8ignal
Intelligence Agency of the Suprems Cogmand Forces {0KW/Chi)
and the Japanese military attache in Berlin. BSome data on
American systemes was given to the Jepanese, but nc intelligence
was exchanged.l59 In January, 1945, a German interservice
cryptanalytic delegation was to bg sent to Japan Ly submarine,
but the plan never materlalized, 160

1561 96, p 5

157, 119, p6; 129, p 6

1581 93, pages 8, 9; I 12, p 19
1591 23, p 3
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b. ILdalson with Italy.--There was little practical crypt-
analytic collabigition vivh the Italians. Gode book groups
vere exchanged. The Germens hadé no ¢ idence In the se-
surity of Iftsllan crgptoEraggéc zystems.102 Liatson was ter-
minated at the sud of 1943,

e, Liaison with o .-~-According to Colonel Kettler
of the 3iznal Inte ence Agency of the Supreme Command Armed

Forces (OKH{EEi), llaison with the Hungarians had existed since
the 1920's. In the spring of 1944 one-eighth of the inter-
cept used by the 3ignal Intelligence Agoncy of the Supreme
Command Armed Forces {QEW/Chi) cemc from Eungarian sources , 165
From April, 1G4%4, until January, 19h5, s EHungsrian 1n§g§cept
sompany was sttached to III/Alr Signmles Regiment 353. The
Hungarian ggency alsc =ent Italian, Rumsnlan and Polish traffic
to tne Signsl Intellipgence Agency of the Supreme Command Armed
Forces (OKw/Chi), who re{gﬁned solution methods on this traffic
to the Huangarlan agenuvy.

é. Iidsison wlth Finland, --The llaison with the Finns on
Russian traffic secums o have been the most satiafactory co-
operation undertaken by the Germans. Detachments of Alr-
force 3lgnsl Intelllga&gg personnel worked with the Pinns at
Mikkell and Sortavala. There were permanently assigned
liaison officers, both Fiunish oand German, at the Finnish 16
agency and the Army Sigacl Intelligence Agency East (HLS/0st),.-069

lﬁlI 21, p 1

igaz 78, p 11
621 21, p 3
1 121, ¢ R

65 o, o ,
1861 130, p 15
1671 2l, p 2

1281 120, p 3
1691 21, p 1, I 116, p 10
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The cooperaicion embraced exchange of intercepted traffic, work
on keys and systems (including noE? usslan systems, such as
an unspecified U. 8. Strip System*’Y)and exchanges of equip-
ment. There is, hovever, some evidence that the Finns did
not prov1d§7ihe Germtans with all the eryptanalytic material
avaliable,*!

@. Llaison with Spain and Bulgaria-- Cryptanalytic
llalscn Letween these two countries and the Germans appeared
to be unimpoitant.

14, Chart izing results of European Axls crypt-
enalysis-~ Chart 1-2 summarlzes the results of the European
Axls cryptanelytic effort against the cryptographlc systems
of pther nations, as learned from TICOM sources, and as
annotated with Army Security Azency material.

For purposes of brevity, the following sbbreviations ’
have been used 1in tlhils chart:

FA- represents Goeringts "Research" Bureau (FA).

- OKH- represents the Signal Intelligence Agency of the
Army High Command (O0KH/GANA), its predecessors
end/or fisld units. ‘

CKL~ represents the Signal Intelligence Agency of the

Alr Force High Command (OKL/LK Abt 350), its
predecessors and/or field units.

CKM- represents the Signal Intelligence ency of the

Navy High Command (OXKM/# SX1./IXII and/or its
field units.
OKW-  represents the Signal Intelligence Agency of the
Supreme Command Armed Forces,.
Fers Z S- represents the Forelgn Office Cryptanalytic
Section (Pers & 3).
SID~ represaents Itallan Defense Intelllgence Lervice
(sID). (see Volume 8, Page 15). :
SIM- represents Italian Army Intelligence Service (SIM)
and/or 1ts field units, .
In many cases, positive system identifications could not be
made. Where doubt existed, the systems were therefore entered
separately. Thus, many systems may have been entered more

than once 1in the chary,

1701 31, »p g
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Volume 1

Tab A

A 27. "Ligt of Docunects Revelved from Hungarian Crypt.

Unit Eggenfslden.” A TICOM Pubnlization.
~ Abwehr.-- Militsry Intelligencs,

Agents Section of Im 7/VI.-- Referat Vauck [Vauck's Section,
nomed for its chief, Fivst Li. Veuck).

Ag WV /Fu (Amtsgruppe ‘:ahrmzohtnschrichtonverbindungen/
Funkueyherwvachung) .-~ Armed Porces Rsdio Monitoring
Seyvice,

Alr Slguel Reglusni.-- [uftuachrichtenregiment (LN Regt).

Amtegirupne thrmacntnacarichtenverb1n&ungen/Funkuebervachung
{Ag “BV/Pa).-- Armed Forces Radio Monitoring Service.

Armed Forces Radio Monltorlng Service.-- Antagruppe Wehrmacht-
nachrichtenvarbindungegﬁFunkueberwachung (Ag WNV/Fu).

~ Aruy Ordnance, Devolopment end Testing Group, Signsal Branch.--
Chef der Heersarusstung und Befehlshaber des Ersatzheeres,
fAutsgrvpps fusr Eantwlelkdung und Pruefung deos Heeres-
vaffenasmts, WaiTenpruefung, Abveilung 7 (Wa Pruef 7).

Army Sigral Intelilpgeuce Reglment,-- Kommiadeur der Nachrleh-
tensufklasrung (KONA).

Boetrel, _ , Col. Chief of Code and Cipher Section of Ger-
men War hinilstry, 1934 - 19Y39. Chiel of the Signal
Intelligence Apaucy of the Army High Command. (OKH/GSNA).

Calef Armzd Forcesa Sigpnay Communlcatlions Group.--Oberkommando
der Wehrmacht/Che? Amtagruppo Wehrmrchunschrichtenver-
bindungan {OKv/Shef Ag WNV).

Chief Signal Officer of the Army.--0Obserkommendo des Heeres/
Chaf des Heorssneciarlchtenvesens (OKBE/Chef HiW).

Chief 8ignal Officera :he Supreme Gommend Armed Forces.--~
Oberkommando der Woarmacht/Maffeufuehrungssteb/Chef der
Wehraachtnachrichtenverbindungen {0XW/WFat/Chef WNV).

Calffrierdlenst des Referats Z 1ln der Personalabtellung des
Auswaertigen fintes (Pers Z Chi).--Foreign 0fflce Crypto-
graphic Section. ’

Chiffrierzieile, Jberkommando der Luftwaffe (Chi-Stelle 0Ob d L). —
2ignsl Intelligzence Agency of the Alr Forcs High Command.

Cni-Stelle Ob 4 L {Chiffrierstelle, Oberbefehlshaber der Luft-
vaffe).--S8igncl Intelligence Agency of the Commander in
Chlief of the Air Forge.

Cryptanslytic Section of the Itelian Army Intelllgence Ser~’

~ vige.~-Servizio Informazionl Militari (SiM).
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Cryptanalytic Section of the Itallan Vavy Intelligence Ser-
vice.--8ervizio Informazioni Speciali (SIS).

CSDIC. Combined Services Detalled Interrogation Center,

D 6. "List of German Cover-names with equivalents and des-
criptions of British cipher aystems worked on by OKM/
4 SKL/III." fTrenslation deccuments T 515 ~ T 520, 4

TICOM document,

D 15. "Translation of ten cryptanalytical reports by OKM/Y4

SKL/III on British Naval systems from folder entitled
"Research Progress 30/11A21/3/45", in T 520,

D 16. Translstion of Annusl Progress Reports by Pers Z S
covering 1927, 1941, 1942, A TICOM publlcation.

D 41. Translation of Cryptanalytic Reports by OKM/3 SKi/III
on British Naval Systems, from Folder entitled "Research
Progress 1/12/43-1/11/44." TICOM 519.

D 54, Translatlon of Eight Pers Z S Reports on Cipher Systems
of Various Countriles.

D 57. "Notes and Minutes of High-Level Meetings held at
OKW/Chi." Tramslation of T 1650. A TICOM publication.

D 59. Notes on Cipher Security and Minutes of Meetings held
at OKW/Chi. _

D 60. Miscellansous Papers from a file of RR Dr. Huettenhain
of OKW/Chi.

D 68. Further Misc, Pepers from & Fille of Huettenhain.

DF 9. Csptured Wehrmacht Sigint Document: Translation of
Activity Report of OKW/Chi for the Period lst January,
1944 to 25th June, 1944.

Doenitz, Karl, Grand Admirsl. Commander in Chief, German
Navy; Reich Chancellor after Hitler's death,

ETOUDA. European Theater of Operations, United States Army.

FA {Porschungsamt).~-Goering's Research Bureau.

Fenner, Wllhelm, Senior Speclallst. Chilef of Division B of
OKW/Chi (cryptanslysis).

Foreign 0fflce Cryptanalytlc Section.~--~Sonderdienst des
Referats Z in der Personalabteilung des Ausvaertigqn
Amtes (Pers Z 8).

Forelgn Office Cryptographlc Sectlon.--Chiffrierdlenst des
Referats Z in der Personalabiellung des Auswaertigen Amtes
(Pers Z Chi).

Forschungsamt (FA).--Goering's Research Bureau.

Fricke, Walther, Techniclan (Lt. Grade), Dr. Chilef of Ssction
IIb of 0KW/Chi {development of German systems).
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Gamba, Vittorio, General. Commander of Italian Cryptanalytic

Section from World War I to Armistice of World War II.

German War Ministry.--Reichskriegsministerium.
Gimmler, s Maj. Gen. Chief of Army Ordnance, Develop.:.‘

and Testing Group, Signal Branch {Wa Pruef T7), 1939-1943%,
Chief Signal Officer to Commander in Chlef West, 1943 -
1945, )Chief of Armed Forces Communlications Group {Chef
Ag WHV).

Geering's Research Bureau.--Porschungsamt (Fa).
Group IV of Division II In the O0ffice of the Chief Air Force

Signsl Officer.--Oberkommando der Luftwaffe/General-
nachrichtenfuehrer II, Gruppe IV {(0XKL/Gen Nafue II/IV).

Himmler, Heinrich. Relchsfuehrer 35, Minister of Interiopr,

Chlef of German Police.

HLS -0st {Horchleitsielle Ost).--Intercept Control Station

Hast,

Horchleitstelle 0st (HLS Ost).--Intercept Control Station

East.

Huettennain, Erich, Speclalist Dr. Chief cryptanalyst

b
I

26.. "Interrogation of Oblt. Schubert (OKH/Chef HNW/Gen.-

of OKW/Chi from 1937 to end of war. Chief of Group IV
cryptanalytic research); also chief of Sectlon IVd
training).

1. "Pinal Report on TICOM Team 3 on Final Exploitation
on Burgscheldungen." A TICOM publication.

12. "mpranslsticn of the Preliminsry Interrogation of O.R.R.
Tpenow of 4/SKL III/0KM, carrled out at Flensburg on
24-25 May 1945 by TICOM Team 6." A TICOM publication.

15, "Composite Repert on Two Interrogations of Obsrstlt.
Friedrich, Chief of the G.A.F. Sigint Service, 18/5/45
and 9/6/45." A TICOM publicatlon,

19, Report on Interrogation of XONA 1 at Revin France
June 1945, :

21. "Preliminary Interrogation of Oberst tettler, R.R. Dr.
Huettenhain, SAf. Dr. Fricke and Qblt. Schubert (0KH/Chi),
15 June 1945." A T{COM publicetion.

22. ‘"Interrogation of German Cryptogrephers of Pers Z &
Department of the Auswaertiges Amt."” A TICOM publication.

25. "Interrogation of RLM/Forschungsemt Members: Dr. Paetzel
R. R. Fingerhut, R. R. Oden, Dr. Klautsche and Min.,Rat..

oifert, 'ab Schloss Gluecksbirg on 15, 21 June 1945." &

TICOM publication. |

d.NA) on Russian Militaery and Agents' Systems." A TICOM
publication.
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29. '"Third Interrogation of Oberstltn. Friedrich, Chief of
the G. A, F. Signals Intelligence Service.” A TICOM
publication.

31. '"Detailed Interrogations of Dr. Huettenhaln, formerly
head of research section of OKW/Chi, 18th-21st June 1945.°
A TICOM publication.

45. "0KW/Chi Cryptanalytic Research on Enigma, Hagelin and
Cipher Teleprinter Machines."” A TICOM publication.

48. 'Report on Special Interrogetion of Drs. Huettenhain
and Fricke, Oberst Mettlg, and Lt. Morgenroth carried out
on 29th July 1945." A TICOM publication.

54, "Second Interrogation of Pive Members of the RLM/Fors-
chungsamt.” A TICOM publication. _

58. ‘“Interrogation of Dr. Otto Buggisch of OKW/Chi."” A
TICCOM publlcation.

60. '"Further interrogation of 0blt. Schubert of OXH/GANA."
A TICOM publication.

67. “Paper by Dr. Otto Bugglsch of OKH/ In 7/VI and OKW/Chi
on Cryptanalytic Machines.” A TICOM publication.

70. "Paper on the German Siglint Service by (Oberstlin,
Friedrich."” A TICOM publication.

74, "Interrogation Report on Obgefr. Kcller, formerly Aus-
vertestelle 4 and Nachrichten Aufklaerungskompenie 611."
A TICOM publication.

76. "Interrogation Reports on Lehwald, Haupts, Klett and
Lauerbach. Alsc I 76 Supplement (Diagrams)." A TICOM
publication.

78. "Interrogation of Oberstlt. Mettig on the History and
Achievements of OKH/AEA/In 7/VI.

80. "P.0.W. Interrogation Report--Cbgefr. Clement Schuck
Insp. VII/6 (OKH)." A TICOM publication.

8%, '"Further Interrogation of R. R. Dr. Huesttenhain and
Sdf. Dr. Fricke of OKW/Chi." A TICOM publicatiocn,

85. "P.0.W. Interrogatlon Report on Reg. Rat Flicke, Techu,
Insp. Pokojewskl, Stabsintendant Hatz of O0KW/Chi." A
TICOM publicatlon.

89. "Report by Prof. Dr. H. Rohrbach of Pers. Z. 8. on
American Strip Cipher.” A TICOM publication.

g3, '"Detalled Interrogation of Members of OKM 4 SKL III at
Flensburg.” A TICOM publication.

96. "Interrogatlion of Oberstlt, Mettig on the Organization
and Activities of OKW/Chi." A TICOM publication.
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(n\ I 105. '"Interrogatlon Report on Frau ven Nida {Wife of
Mejor Wolfgang von Nida, one-time Depuly Head of OKW/
Chi)." A TICOM publication.
I 106, "Pinal Interrogation Report on the Norway Party
{NAA 11)." A TICOM publication.
I 109. '"Translation of a Report by Lt. Ludwlg of Chl Stelle
Ohd.L. {Ref.B) based on questions set for him at A.D.I.-
(K)." A TICOM publication.
v I 111. '"Further Interrogation of Oberstlt. Mettig of OUKW/Chi
on Isth September 1945." A TICOM publication.
I 113. 'Interrogation of Major Dr. Rudolf Hentze, Head of
Gruppe IV (Cryptansalysis) General der Nachrichtenaufk-
lasrung." A TICOM publication.
I 115. ‘"Purther Interrogation of Oberatlt. Mettig of OKW/Chi
cn the German Wireless Securlty Service (Funkliberwachung).
A TICOM publication.
I 116, "Report of Interrogation of Ltn. Alex Dettmann and
Oberwachtmelster Sergius Samsonow of OKH {Gen.d.NA) at
Qberursel, Germany, during August 1945." A TICOM
publication.
1 120. "Translation of Homework by Obltn, W. Werther, Company
Commander of 7/LN Rgh. 353, written on 12th August 1945
at A.D.I. {(K})." A TICOM publication,.

126. ‘“Homework by Major Feichtner," A TICM publication.

120. '"Homework by Haupimann Herold, 0.C. Ln. Regt. III/353."
A TICOM publicatlion. .

131. "Obstlt. Mettig of 0KW/Chi on WA Pruef 7 and RLM/Fors-
chungsamt.” A TICOM publication.

1%5. "Homework by Lt. Ludwig of Thi-3telle 0Ob.d.L. (Ref.B)."
A TICOM publicatlon.

142. "P/W Barthel's Account of German Work on British,
American, Swedish, and French Machine Ciphers.” A TICOM
publication. '

143, "Report on the Interrogation of Five Leading Germans
at Nueresberg on 27th September 1945." A TICOM publication,

144, '"Further Interrogeticn of Lt. Muentz of 4 SKL III.

146. ‘"Detsiled Interrogation of Members of OKM 4 SKL III
at Flensburg." A TICOM publication.

147, '"Detailed Interrogation of Members of OKM 4 SKL III
at Flensburg." A TICOM publication.

154, ’Interrogation of Uffz. Rudolph Schnelder of In 7/VI."

A TICOM publicsatlon.

H ok

i
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I 160, "Homework by Sonderfuehreer Kuehn of Gen. D. N. A.
on General Organisatlon and Work of French Referat.”

A TICOM publication.

I 163. "Report on Interrogation of Hptm. Scheidl, Ltn. Senn
and Ltn. Smolin, all of I/LN Rgt. 353 (East), on German
S5igint Activity Ageinst Russian Alr Forces." A TICOM
publicatlion.

I 170. "Report on French and Greek Systems by Oberwachtmeister
Dr. Otto Karl Winkler of OKH/FNAST 4." A TICOM publication.

I 172. "Interrogations of Hegen and Paschke of Pers Z S."

A TICOM publication.

I 193. '"Interrogation of SS Obersturmbahnfuehrer Urban,
Lilaison Officer of RSHA/VI with the Crypto Bureau of
Hungarian General Staff." A TICOM publication.

IF 15. "Pinal Report of TICOM Team 1 on the Exploitation of
Kaufbeuren and the Berchtezgaden area." From TICOM.

IF 40. "Pinal Report of TICOM Team 2." From TICOM.,

I# 51. "Report of TICOM Team 4--visit to Socuthern Germany
and Austria, 1li4th June to 12th July 1945." From TICOM.

IF 101. "Narrative and report of proceedings of TICOM Team
6, 11 April-6 July 1945." From TICOM.

' IF 107. Interrogation of POW Werner K. H. Graupe regarding
German cryptographic organizatlon and solution of allied
codes.

IF 108. Interrogation of Oblt. Arntz. CSDIC (U.X.) SIR 1606,

IF 120. First detalled interrogation repcrt on Thomas Barthel.
CSDIC/CMF/Y L4O.

IF 123. "Consolidated report on information obtalned from the
following: Erdmann, Grubler, Hempel, Karremberg, Schmitz,
Suschowk. C€8SDIC {U.XK.) SIR 1717.

IF 126. ‘"Interrogation report on Kotschy and Boschelnen."
CSDIC (U.XK.) SIR 1335.

IF 132.. "Notes by Huettenhain and Fricke on OKW/Chi and the
German I. S." A TICOM puklication.

IF 165. B38pecial report by Kirby, on TICOM Team 6's relatlon
with ORW/Chi personnel, .

IF 166. Speciel report by Xirby on Sdf. Dr. Fricke.

IF 167. Final report on the visit of TICOM Team 5 to the
Schliersee arsa.

IF 175. Seabourne report, Vol, XIII. "Cryptenalysis withiu
the Luftwaffe 8IS." From Commanding General, 9th Alr [orce.

IF 180. Seabourne Report, Vol. V. "The Chi-Stelle."” From
Commanding General, 9th Alr Force.

(*u
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IF 181L. 3eabourne Report, Vol. VI. "Origins of the Luft~
waffe 5I5 and History of its Opsrations in the West."
Frowm Commanding Genmral, 9th Air Force,

IF 182. 3eabourne Report, Vol., VII. "Technical Operations in
the West." From Commanding General, 9th Air Force.

IF 187. Seahourne Report, Vol., XII. ‘“Pechnical Operations in
the Bast." From Commanding General, 9th Air Force,

IF 188. Four Newspaper Articles. Suxject: Goering's conver-
gations concerning Austrilan Anschliuss., Associsted Press.
4,5,6,7. November 1945,

IF 209. "Itelian Communicatlon Intelligence." Report by
Admiral Maugin wlth U. S. Navy Introduction,

IF 1500. "Itallar Intelligence Service: Report on "Organi-~
zation and Working of the Servizio Informazloni Esercito
(3.1.E.) vwithin the Period 1/11/81--15/6/43." A TICOM
Publication,

IF 1502, "First Detailed Interrogation Report of Guiseppe
Samerughi." CSDIC/CHF/Y 29.

IF 1517. "Pirst Detalled Interrogation of Augusto Bilgi, who
worked In the Cryptographic Section of 3IM before the arm
istice and in SID afterward." CSDIC/CMF/Y &,

IF 1518. "Pirst Detalled Interrogation of Vittorio Gamba,

f'\ director of SIM Cryptographic Section until Armistice."
' CSDIC/CHMF/Y 7. '
IF 1520. "First Detailed Interrogation of Guido Emer."
CSDIC/CMF/Y 10.
IF 1523, "Flrat Detsiled Interrogation of Glovanni Gramola,
pertaining to Turkish, French, British, and USA traffic."
CSBIC (MAIN)/Y 24,
IF 1524, "Pirst Detailed Interrogation Report on Three SID
Cryptographers: de Witt, Biagl, Carlini." CSDIC/CMR/Y .
IF 1526, '"Gecond Petailed Interrogation Report on Five Italian
31 Cryptographers: de Witt, Blagi, wlienl, Carlini, and
Barbagslle." CSDIC/CMF/Y 35. ’
IF 1527, "Firat Detailed Interrogation Report of Alberto
Barbagello, Italjian Naval Cryptographer," CSDIC/CMF/Y 34.

In 7/IV {Inspektion 7/IV).-~Signal Security Agency of th Army
High Command,

In 7/VI. {Oberkommandc des Heeres, Inspektion 7/VI).--

. Inspectorate 7/VI,

Inaspectorate T7/VI.-~Oberkommando des Heeres, Inapektion T/AI
(OKH/In 7/VI, or simply In 7/VI). A predecessor of the
Signal Intelligence Agency of the Army High Command
(OXH/GANA) .

- Inspektion 7/IV (In T7/IV).--Signal Security Agency of the Army
High Command.
»(’\ Intercept Control Station East.-- Horchleitsteolle Ost (HLS Ost)--
A predecessor of the Signal Intelligence fgency of the Army
High Command {OK}/GANA).
Iitalian Afir Force Intelligence Service.--Servizio Informazioni
Aeronautica (SIA). w7 ,
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Difesa (SID).
Jodl, Alifred, General. Chief of Operations Staff, Armedi
t—\ . High Command {Chef OKW/Ia).
: Keltel, VWilhelm, Field Marshal. Chlef of Armed Forces High
Command {(Chef OKW).

Kettler, Hugo, Col. Chief of OKW/Chi 1943-1945,

- Kommendeur der Nachrichtengufklaerung (XONA),--Army Signal
Intelligence Reglment.

KONA (Kommandeur der Nachrichtenaufklaerung),--Army Signal
Intelligence Regiment.

Krauss, , Admiral. Chief of OKM/U SKL/III.

LN Regt (Luf tnachvichtenregimentg .==Alr Signal Regiment.

Luftnachrichtenregiment (LN Regt).--Air Signeal Regiment.

Meteorologlcal Intercept Control.--Wetternachrichtenueber-
wachung (WENUEB).

Mettig, Lt. Col. Second 1n command of OKW/Chi, Dec:

' 1683°19 ﬁS Chief of Division a (cryptography). .

Military Intelligence.--Abwehr.

Narodni Kommissariat Vautrinikh Del (NKVD).--Peoples' Commis-
sariat for Internsl Affairs. A Russian secret police
organization.

NKVD (Narodni Kommisserist Vnutrinikh Del).--People's Com-
missariat for Internal Affairs. A Russian secret police

/ organization.

Oberkommandc des Heeres/Chef des Heeresnachrichtenvesens
(OKE/Chef HNW.--Chief Signel Officer of the Army.

Oberkommando des Heeres/General der Nachrichten Aufklaerung
(OKH/GANA) . ~=Signal Intelligence Agency of the Army Figh

Commang.
C—\ Oberkommando des’ Heeres/lnspektion 7/v1 (OKH/In 7/VI).--Ins-
pectorate T7/VI of the Army High Command.
Oberkommando der Luftwaffe/Generalnachrichtenfuehrer 11,
Gruppe IV (OKL/Gen Nafue II/IV).--Group IV of Division II
in the office of the Chief Air Force Signal O0fficer.
Oberkommando der Luftwaffe/Luftnachrichtenabtellung 350
c (OXL/ILN Abt 350).--Signal Intelligence Agency of the
Air Force High Command.
Oberkommando der Marine/l Seekrlegsleitung ITI (OKM/4 SKL III).~-
Signsl Intelligence Agency of the Navy High Command.
Oberkommanda der Wehrmgcht/Chef Amtsgruppe Wehrmachtnachrich-
tenverbindungen (O0KW/Chef Ag WNV}. -—Chief, Armed Forces
Signal Communications Group.

Forces
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Oberkommsndo der Wehrmacht/Chiffrierabteilung {OKW/Chi).--
Signal Intelligence Agency of the Supreme Command Armed

orces.

Oberkommando der Wehrmacht/Waffenfuehrungsstas/Chef der
Wehrmachtnachrichtenverbindungen (OEKW/WFSt/Chef WNV).--
Chlef Bignal Officer of the Supreme Command Armed Forces.

Oberkommando der Wehrmacht/Wehrmachtnachrichtenverbindungen/
gunkueberwachung III (OKW/WNV/Fu III).--Radio Defense

Orps L

OKH/Chef HNW (Obeirkommando des Heeres/Chef des Heeresnachiich-
tenwedens).--Chief Signael 0fficer of the Army.

OKH/GANA {Oberkommando des Heeres/General der Nachrichten
Aufklaserung).--Signal Intelligence Agency of the Army
High Command.

OKH/In 7/VI (Oberkommando des Heeres/Inspektion T7/VI).--
inspectorate 7/VI of the Army Hlgh Command.

OKL/Gen Nafue 1I/IV {Oberkommando der Luftwaffe/General-
nachrichtenfuehrer II, Gruppe IV).--Group IV of Division
II in the Qffice of the Chief Air Force S1gnal Off'lcer.

OKL/LN Abt 350 {Oberkommando der Luftwaffe/Luftnachrichten-
abteilung 350).--Signal Intelligence Agency of the Air
Force Hi Command .

OXM/4 SKL II (Oberkommando der Marine/I Seekriegsleitung II).--
3lgnal Security Agency of the Navy High Command.

OKM/4 SKL III (Overkommando der Marine/4 Seekrilegsleiltung III).--
Signal Intelligence Agency of the Navy High Conmand. ,

OKW/Chef Ag WNIV (Oberkommando der Wehrmacht/Chef Amtsgruppe
Wehrmachtnachrichtenverbindungen).--Chief, Armed Forces
Signal Communications Group.

OKW/Chi (Oberkommandc der Wehrmacht/Chiffriersbteilung).--

The Signal Intelligence Agency of the Supreme Command
Armed Forces.

OKW/WPSt/Chef WRV (Oberkommando der Wehrmacht/Waffenfuehrungs-
stab/Chef der Wehrmachtnachrichtenverbindungen).~-~Chief
Signal Officer of the Supreme Command Armed Forces,

CKW/WNV/Fu 1III (Oberkommando der Wehrmacht/Wehrmachtnach-
richtenverbindungen/Funkueberwachung III).--Radio Defense
Corps.

People's Commissariet for Internal Affelrs.--Narodni Kommis-
sariat Vnutrinikh Del (NKVD). A Russlan secret police
organization. '

Pers Z Chi (Chiffrierdienst des Referats Z in der Personal-
abtelilung des Auswaertigen Amtes).--Forelgn Office
Cryptographic Section.
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Pers Z 5 (Sonderdienst des Referats 7 in der Personalabtel-

lung des Ausvaertigen Amtes).--Foreign Office Crypt-
, &nalytie Section.

Praun, Albert, Maj. Gen., Succeaded Fellglebel as Chief
Signal Officer of Armed Forces, 1944,

Radlo Defense Corps of the Supreme Commend Armed Forces,--
Obervommando der Wehrmacht/Wehrmachtnachrichtenverbindungen/
Punkuebervachung III {(OKW/WNV/Fu III).

Referat Vauck {Vsauck's Section, named for 1ts chief, First
Lt, Vauck).--Agents Section of In 7/VI.

Releh Defense Ministry.--Reilchawehrministerium.

Relch Main Security Office.--Reichsicherheltshauptamt (RSHA).

Reichsicherheitshauptamt (RSHA).--Reich Main Security 0ffice.

Relchskriegsministerium,--German Wear Minlstry.

Relchswehrministerium.-~ Relch Defense Ministry.

von Ribbentrop, Jeachim. German Ferelgn Minister,

Rommel, Erwin, Fleid Mzrshall. Commander of the Panzer Army
of Africa in 1642,

- RSHA (Reichsicherheltshauptamt).--Relch Main Security Office.

Servizio informazioni Acronautica (SIA),--Italian Alr Force
Intelligence Service.

Servizio Informazioni Difesa (SID).--Italian Defense Intelli-
genece ‘Service.

Servizio I[nformazioni Militarl (SIM).-~Cryptanalytic Section
of the Italian Army Intelligence Service.

Servizio Informazioni Speclalil (SIS).--Cryptanalytlc Sectlon
of the Italin Navy Intelligence Service.

Schubert, , 13t Lt, Cryptanalyst vith the Signal Intelli-
gence Agency of the Army High Command. {OKH/GANA).

SIA (Servizio Informazionl Aeronautica).--Italian Alpr Force
Intelligence Service.

SID (Servizio Informezlioni Difesa).--Italian Defense Intelli-
gence Service.

Signal Intelligence Agency of thes Air Force High Command, -~
Uberkommando der Luftwaffe/Luftnachrichtenabtellung 350
(OKL/LN Abt 350).

Signal Intelligence Agency of the Army Hlgh Command.--Oberkom-
mando des Heeres/General der Nachrichten Aufklaerung
{OKH/GANA) .

Signal Intelligence Agency of the Communder in Chlef of the
Alr Force.--Chiffrierstelle, Oberbefehlshaber der Lufg-

waffe {Chi~-Stelle Cb 4 L).
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Signal Intelligence Agenci of the Nevy High Command.--Ober-
kommando der Marine/# Seekriegsleitung III (OKM/4 SKL III).

Slgnal Intelligence Agency of the Supreme Command Armed Forces.--
Overkommando der Wehrmacht/Chiffrierabteilung {(OKW/Chi).

Signal Security Agency of the Army High Command.--Inspektion
7/ (In 7/1¥).

S1gnal Securlty Agency of the Navy High Command.~-Oberkommando
der Marine/4 Seekriegsleitung II (0KM/4 SKL/II).

SIM (Servizio Informazioni Militari}.--Cryptensalytic Section
of the Itallan Army Intelligence Service.

SIS (Servizio Informszioni Speciali).--Cryptanalytic Sectilon
of the Italian Kavy Intelligence Service.

Sonderdienat des Referats Z in der Personalabtellung des
Auswaertigen Amtes (Pers 2 35).--Foreign 0fflce Crypt- -
anslytic Bection.

T 517. Stand der Arbelten (Report of work done on British
and American Naval Ciphers).

T 240, T)lOO Serle 1726 (Recovered letter-filgure Substitution
Code).

T 2038. Berichte der Gruppen Polen, Finnlend, Lltaen, Lettland,
Tscheckoslovakel, Jugoslawien, Bulgsrien.

Terget Intelligence Committee {TICOM). A joint combined
committee organized in the fall of 1944 in England for
the explolitation of European Axis aignal invelligence
centers of specilal Interest.

TF 29. Dle Ueberwachung des Nachrichtenverkehrs im Krlege
(SUPervision of Information Channels in War).

TF 31, "Schluesselanleitung zum Rosterschluessel 44 (RS 44)."

TF 32, "Rastereprsatzverfah;en."

TICOM {Target Intelligence Committee).--A joint combined com-
mittee organized in the fall of 1944 in England for the
exploitation of European Axis signsl Intellligence centers
of speclal interest. '

Tranow, » Senlor Speclalist Dr. Head of Subsection IIIf
(Britain and USA) of the SIﬁnal Intelligence Agency of
the Navy High Command (OXM/% SKL/III).

Verlaessliche Nachricht (VN).--"Relisble Report.” Translation
into German of decoded diplomatic message.

VN (Verlaessliche Nachricht).--"Reliable Report." Trans-
lation into German of decoded diplomatic message.

Waffenpruefung 7 (Wa Pruef 7).--Army Ordnance Development
and Testing Group, Signal Branch.
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Waffenschutzstaffel (Waffen-88).--Armed Ellte Guard. Conm-
porents of Ellite Guard serving at front.

waffen~S3 (Waffen-Schutzstaffel).--Armed Elite Guard. Com-
ponents of Ellte Guard serving at front.

Wa Yruef 7 (Waffenpruefung 7).--Army Ordnance Development
and Testing Group, Signel Branch,

WENUEB {W2tternachrichtenueverwachung).--Meteorological
Intercept Control.

Wanzel, ., Senior 2pecialist, Head of Section 9 of the FA.

Wetternachrichtenueberwachung (WENUEB).--Meteusrological
Intercept Control.
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THE SIX PRINGIPAL GERMAN CRYPTOLOGIC

CRYPTOLOGIG  SECTIONS

GOERING'S " RESEARCH"

AS

OF SPRING,

1945 .

ORGANIZATIONS

AGENCY

SIGNAL INTELLIGENCE

OF

SIGNAL INTELLIGENCE
AGENCY OF

SIGNAL  INTELLIGENCE
AGENCY  OF
AIRFORCE HIGH COMMAND

. OF SUPREME  COMMAND
BUREAU
FOREIGN  OFFICE ARMED ~FORCES ARMY HIGH ~ COMMAND
CHAINS OF COMMAND
HITLER
— AS ——— AS —
IMPERIAL SUPREME CHIEF
OF
CHANCELLOR |ARMED FORCES
FOREIGN OFFICE AIR MINISTRY
CHIEF CHIEF
VON RIBBENTROP GOERING
CRYPTOLOGIC GOERING'S
SECTIONS YRESEARCH"
(PERS Z CHD BUREAU
| (PERS _ Z s) FORSCHUNGSAMT)

DIPLOMATIG, FOREIGN
PRESS, COMMERGIA

DIPLOMATIC
INTERNAL MONITORIN

LEGEND
CHI ~ CHEFRIER
‘Gd NA —  GENERAL DER NACHRICHTENAUFKLARUNG
LN ABT  — LUFTNACHRICHTEN ABTEILUNG
OKH ~ OBERKOMMANDO DES HEERES
oKL — OBERKOMMANDO DER LUFTWAFFE
OKM - OBERKOMMANDO DER MARINE
OKW - OBERKOMMANDO DER WEHRMACHT
PERS Z ~ PERSONAL z
PERS Z CHI - PERSONAL z CHIFFRIER
PERS Z § =— PERSONAL 4 SONDERDIENST
SKL - SEEKRIEGSLEITUNG
ESTIMATED TOTAL PERSONNEL — 31,000

SIGNAL

INTELLIGENCE

AGENCY OF
NAVY HIGH COMMAND

SUPREME COMMAND
ARMED FORCES

© KW)
! NTEILGLI;‘GAELN CE

AGENCY

(OKW/CHI)

DIPLOMATIC,  MILITARY

Rl
ARMY AIRFORCE NAVY

HIGH COMMAND HIGH GOMMAND HIGH COMMAND
(OKH) (OKL) (OK M)

SIGNAL INTELLIGENGE

(OKH 7G.d.NA)

AGENGY AGENCY

SIGNAL  INTELLIGEN

(OKL/LN. Abt. 350

SIGNAL

INTELLIGEN
AGENCY

(OKM 7 4 SKL/I)
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o
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUé‘lFTRY SERVICE DESCRIPTION oOF SYSTEM CgAngY OF SYSTEM I DATES i TWHEN TICOM [STATUS OF THE SYSTEM
V] OF ATTACKED | RESULTS |REFERENCE ‘AT ASA MARKS
ORIGIN OF ORGN| AXIS | USA. jSE  AND BY WHOM |
AFGHANISTAN 1 [{ALL GOV'T ?-LETTER 1-PART CODE. (SOMETIMES ENCIPHERED WiTn ? AFGH, 1 (AFA) 1939 OR BE- 1942 PERS 2 S | RECOVERED T 1862 (ASA HAS RESULTS OF BRITISH --
AGENCIES, IN- [FISURES, TWO FIGURES SUBSTITUTED FOR EACH LETTER, . FORE - (CURRENT) 12% - 8% T 106 PARTIAL RECOVERY, ABOUT 25%
CLUDING EM- THEN SENT IN 18-FI3URC GROUPS.) T 186! OF GROUPS, MAKING TRAFFIC
BASSIES, CON- r ef5e PRACTICALLY 1¥%$ READABLE.)
SULATES, FOR- i
EIGN OFFICE, ; .
PRIME MINi- .
STER'S OFFILE, \
AND BANK.) )
1
ARGENTINA  1(DIPLOMATIC 5-LETTER 1-PART CODE. (188,808 GROUPS.) ? AB3 (ARA) (1026-JANUARY  ? PERS Z S - RECOVERED’ T 3215 (75% READASLE) -
’ 1946?) i LESS THAN 5%
ARGENTINA 2 [DIPLOMATIC 5-F IGURE 1-PART CODE. , 303 GROUPS IN MAIN, 1 i ? (ARB) (1926-1945)  © 1927 PERS 2 S | SOLVED D 16, REPORT  (19%% COMPROMISED) .-
VOCABULARY, TOTAL Nid, "UAFTER 1926 NUMBER €5 . 1, P2
ADDED TO EACH 5-PLACE GROUP. D 16, REPORT
, 2, P3
I i ! 1172 P 5
. , !
ARGENTINA 3 DIPLOMATIC? ?7-PART CODE. SOMETIMES ENCIPHERED BY MEANS OF ki ! ? ? ?-? ? SiM | * tF 1518 (UNKNOWN ) --
AN EASY SYSTEM. IN MANY VOLUMES CONTAINING A s .
LARGE NUMBER OF GROUPS. .
- i :
ARGENTINA U [DIPLOMATIC ?-PART CODE ?. ? ? | ?2-134g-2 1947 S1v READ IF 1524 (UNKNOWN) --
BELGIUM 1 [(COMMERC 1 AL U-LETTER 1-PART CODE. SOMETIMES DIGRAPHICALLY ? ? (BEA) (BEA' ? 3G~ I94Z PERS 7S 180% COMFRO- [ 1 22 P 19 (BEGAN BREAKING CODE 19U3. -
AND DIPLO- ENCIPHERED WITM DAILY CHANGING TABLES. AND CURRENT 1942 Siv MISED BY SiM,| | 25 P 2 COMPROMI SED lth BEGAN
MATIC) : (8EB) (e:e: ghz- PERHAPS AL30 Q€EAD BY PERS [ D 54 P 12 BREAKING ENCIPHERMENT 1944,
CURRENT FA ZS. P18 80T4 CURRENTLY READ.)
\ IF 1517 P 3
BELGIUM 2|DIPLOMATIC®  [4-LETTER 1-PART CODE. ENCIPHERED OIGRAPHICALLY ? ! ? ? ?-1942. PER- | 194P PERS Z S READ 122 P19 (UNKNOWN) --
MWITH SAME DAILY CHANGING TABLES AS BELGIUM 1. i HAPS LATER. | : D sk P12
,CODE GROUP "KAMI" = "FULL STOP." ! P18
BELGIWM 3 [preomatic ,3-LETTER UNENCIPHERED CODE. ? ? (3£C?) (1943-CURRENT)' ¢ 7 ? 122 P19 (300K 9% BROKEN) (BEC ONLY
-LETTER
NC I
PHERED
SYSTEM
ASA KNOWS )
BELGIUM 4 {COLONI AL L-FIGURE ?-PART CODE. TRANSPOSED 1/Z OF GROUP ? * ? ? -9 ? PERS 2 S READ COM- L 22 P9 (UNKNOWN ) [(NO FiG-
AND USED DIGRAPHIC SUBSTITUTION FOR OTHER /2. PLETELY URE CODES
COULD BE USED AS 5-FIGURE "IN WHICH CASE THE KNOWN )
VALUE IN THE SECOND COLUMN HAD TO BE TAKEN." \
. \
BELGIUM 5 [p1PLOMATIC b-FIGURE U-LETTER 1-PART CODE ENCIPHERED BY 31 ? ? ? ? - 194g ? SIM READ IF 1322 P3 (UNIDENTIFIED) --
DAILY CHANGING TABLES, USED SAME DAY EACH MONTH. P |
. 1
BELGIUM & |DIPLOMATIC 4-FIGURE ?-PART CODE. - ? o ? 1-194g-¢ 1948 Sim READ :; :g;l (UNIDENTIFIED) ! --
: |
BELGIWM 7 DIPLOMATIC? * |?-FIGURE CODE OF 1f,00¢ GROUPS ENCIPHERED WiTH ? | ? ? - 194g 1948 PERS 2 S| TABLES NEAR- | D 54 P 12 (UNKNOWN) (NO FiIG-
NUMBER AND LETTER TABLES OF 188 PLACES. : : LY SOLVED. URE CODES
MOST OF TRAF KNOWN )
FIC READ BY
194¢
|
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TUF SEURECT

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS  LEARNED ~

FROM TICOM SOURCES

~ (WITH ANNOTATIONS ~ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNFTRY SERVICE DESCRIPTION OF SYSTEM COUlz/"I'E OF _SYSTEM. . D%TFES | ATWECEIQJED RESULTS RE!T-'IE%%MCE STATUS 0$ ZgE SYSTEM
T UL N A A EMARKS
ORIGIN OF ORIGIN; AXIS | US.A USE  AND BY WHOM |
SELGIUM JjMILITARY. 3-FIGURE SYSTEM ENCIPHERED WITH SUBSTITUTION ? B ? Pr-n b7 okw/CHI READ 131 P6 (UNKNOWN) (NO FiG-
TABLES IN SUCH A WAY THAT IHE FIRST FIGURE OF JURE CODES
£ACH GROUP REMAINCD UNCHANGED AND THE SECOND AND | IKNOWN )
THI®D WERE EACH ENCIFHERED INDIVIDUALLY. :
|
S0LIVIA 1|{DIPLOMATIC 5-LETTER 1-PART CODE ? : ? (8vD?) ?-? ? PERS 2 S | RECOVERED T 1301 (25% READABLE) --
. | . LESS THAN 3%
BOLIVIA 2|PIPLOMATIC 2 FIGURE 1-PART CODE WITH 73,82% GROUPS. ENCI~ ? i hi (BvA)  (1939-CURRENT) 7 PERS 7 S ? D 16, REPORT . (193% COMPROMISED) .-
HERED WITH 1,808 AND 1Z23-PLACE TABLES AND BY . , P4
TRANSPOSING THC GROUP ELEMENTS. (svB) T 1585 :
|
BOLIVIA 3|otPLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER USING 13 ? ? ? ! ?-1927-7 1927 PERS Z S | LONG TELE- D 16, REPORT ° (UNKNOWN) .=
ALPHABETS. I ' : GRAMS SOLVED. ,
. SHORT ONES I
E IMPOSSIBLE . ;
| X

1

CRERT NO. 1-2
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EARNED FROM TICOM SOURCES -
. (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ]
COUNTRY o - NAME__OF SYSTEM DATES WHEN TICOM ISTATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM gQUNT : OF ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN - “ ORIGIN| AXIS | US.A USE.  'AND BY WHOM
BRAZIL 1 [DIPLOMATIC S-LETTER (2-PART) CODE WITH 82,808 GROUPS. ? BRAS B 2| (BZD) (1937 OR BE-_ [1941 OKw | 2,208 crouPs | 0 16, 1941 RES (MORE THAN S@% READABLE .
' ! rong CURRENT) (1941 PERS Zz S | RECOVERED THEN P021, P g STILL BEING RECOVERED.)
' 1 SIM 190% COMFRO- | O 16, 1942 RE-
! MISED BY OKW Pom R
: | WHICH SENT T 381
' , COPY T0 PERS | IF 1518
{ . B 12s
- - . ! ' - ¢ 6. 1941 RE< (MORE THAN READABLE .
BRAZIL 2 [DiPLOMATIC S-LETTER 1-PART CODE w.m 165,625 GROUFS, ? BRAS B 3| (BZC) (1941 cunn:m)lwln PERS 7 S séggﬁézgrégugg D) 9 é R §nLL chcsggcovznzo.)
2% NOV., 1941. | D 16, 191o RE -
READ ALMOST PORT
WITHOUT GAP. | T 3¢18
BRAZIL 3 [DIPLOMATIC 5-FIGURE (2-PART) CODE (REPAGINATED), K BRAS 2 3| (BZA) (PRIOR TO 1942 PERS Z S | NOT READ 0 16 19ln RES (MORE THAN 5@% READABLE;
- . 19L1-CURRENT) - - g | STILL BEING WORKED ON.)
0 16, 1914 RE-
pom,
T 3017
BRAZIL L [eiFLOMATIC S-FIGURE 1-PART CODE WITH 188,800 GROUPS. ? BRAS 2 1| (B21) (1937 OR BE- 1941 PERS 2 S | READ ALMOST | D 16 |9h| RE-| (OVER S¢S READABLE.)
. FORE - 7) Wi THOUT GAP g .
0 16 |9b RE-
PORT, P
BRAZIL * 5 |DIPLOMATIC 5-FIGURE ?-PARY CODE WITH 189,868 GROUPS. ENCI- ? ? ? ?-1941-1942-2 11941 PERS Z 5 | NOT READ D 16, 1941 Re| (UNIDENTIFIED)
PHERED WITH A TABLE OF LETTERS. . : PORT, P 3 )
) D 16, 1942 RE
PORT, P 2
BRAZIL 6 |DIPLOMATIC TWO 5-FIGURE CODES, REPAGINATIONS OF 1TEM U, ? BRAS 2 g (BzK?) | (B2<: ?-1943) 1941 PERS Z S | READ ALMOST D 16 19’4) RE-| (BZK OVER SP% READABLE.)
BRAS 7 WITHOUT GAP g
] 16 19l| RE-
PORT, P
BRAZIL 7 ? 5-FIGURE ?-PART CODE. ? ZAHLEN 11 ? ?- ? PERS 7 § | RECOVERED ~ | T 3115 (UNIDENTIFI1ED)
ABOUT 1%
BRAZIL 8 ? U-FIGURE 7-PART CODE, REPAGINATED. ? ZAMLEN | ? 7 -7 ? PERS 7 S “‘2"“‘“&2 T 3619 (UNiDENTIFIED)
156 - 2 -
BRAZIL 9 ? . U-FIGURE 7?-PART CODE, REPAGINATED. 7 ZAHLEN |V ? 2 -7 P2 2 . RECOVERED 5% | T 3118 {UNIDENTIFIED)
BRAZIL g ? 4-FIQURE 1-PART CODE, REPAGINATED. ? ZAHLEN V ? ? -7 7 ® RECOVERED T3 (UNIDENTIFIED)
LESS THAN 108 N
BRAZIL 1 ? 4-FIGURE ?-PART CODE, REPAGINATED. v ZAHLEN VI ? 7-7 ? ¢ RECOVERED T 3112 (UNIDENTIFIED)
LESS THAN 3%

CHART NO. 1-2
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IOR SECRET

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS '
LEARNED FROM TICOM SOURCES

- (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES |IN PARENTHESES) . :
COUNTRY NAME OF SYSTEM DATES - WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM cou AXIS | US.A OF ATTACKED | RESULTS REFERENCE AT ASA ARKS
ORIGIN OF ORIGIN | USE AND BY WHOM
BLLGARIA 1| DIPLOMATIC 5-FIGURE 1-PART COCE, TWO FAGINATIONS, k4 ? (sue) (? - DEC 1945)| 9 PERS 2 S .|RECOVERED Y ¢ (CODE RECOVERED .58 BEFORE --
ABOUT 50% RECEIPT OF COPY 1RIM TICOM.)
BLLGASIA 2| DIPLCMATIC S§<FIGURE 1-PART COCL, TWO PAGINATIONS, RANGE 38844 BD 15 |{Buo) {1938-uAN 1946) ¢ PERS 2 S R:covcncd 51| T 1192 {CODE RECOVERED ABOUT --
36,400, ? SIM LATER 1008 T 2:23 LATER 18P COMPROMISED.
: ! COMPROMISED. Y 2 ;
! - 25
| . |
BLLGARTA 3| DIPLCMATIC 5-FIGURE |-PART CODE, REFAGINATED. ? 8D 3¢ (Bud) - [(? - 19u5) ? PERS Z S (RECOVERED 3¢%-| T 24 . (NOT WORKED ON BEFORE RECEIPTY -
’ g% OF TiCOM COPY.
PULGARI A U | DIPLCMATIC 5-FIGURE 1-PART COCE. ? 80 19 ? ?- ? PERS 7 S |RECOVERED 55 T 2335 (UNIDENTIFIED) --
SLLGARI A S | DIPLCMATIC . 5-FIGURE 1-PART COCE. ? BD 25 ? 1 - 194k - ¢ ‘? PERS 2 S |RECOVERED 18% | T 2334 . (UNIDENTIFIED) . --
BLLGAR A e Voiomatic 5-FIGURE 1-PART COCE. ? 80 27 ? ? -7 ., ? PERS 7 S |hg% - 50% T 2353 (UNIDENTIFIED) : .-
) , . ! RECOVERED :
|
PLLGaEIE T :DIPLCMATIC 5-FIGURE 1-PAPT COCE- ? 8p 28 ? ?- ? PERS 7 S |RECOVERED T 1176 (UNIDENTIFIED) --
| LESS THAN 5% .
.
Bllssers 9 |DIPLC‘NATIC 5-FIGURE 1-PART COCE. ? 86 33 ? ?2-7 | ? PERS 7 S |RECOVERED S% | T 2333 (UNIDENTIFIED) --
AU Gatl s Q1 DIPLCMATIC iS-F'GURC 1-PART (COEL. INDICATOR: 3331t ? 8D 16 ? 2.9 ? PERS 2 S RggOVERED T 12;81 13 (UNIOENTIFIED) --
: 1% - 1 T 1l
: ‘ b T ;
. T
. T 18l
! T 233)
, Tk
BULGARIA 10 |DIPLOMATIC '5-r|cum: PROBABLY 1-PART CCOE. ? { 8D 1 ? ?2-2 ? PERS Z S REgOVER;D T 2116 (UNIDENTIFIED) --
. ABOUT 5
I
|
BULGARIA 11 [DIPLCMATIC 5-F IGURE PROBABLY 1-PART COCE. 2 BD 3 ? 7 -1 ? PERS 2 S ;gcovcs;o T 2161 (UNIDENTIFIED) --
' % - 1
BULGARIA 12 | DIPLCMATIC 5-FIGURE PROBABLY |-PART CODE. ? 80 26 ? 727 ? PERS 7 S "88"“52 T 2147 (UNIDENTIF1ED) -
! ABOUT 1 ]
|
| .

CHART No. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) _
COUNTRY |_NAME F__SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEMk
OF SERVICE DESCRIPTION OF SYSTEM IGOUNTRY AXIS | USA OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN IOF ORIGIN| - USE AND BY WHOM
BULGARIA  13[DIPLOMATIC S-FIGURE PROBABLY 1-PART CODE. ? 8D 3! ? ?-1 ? PERS Z S* | RECOVERED T 2379 (UNIDENTIFIED) -
LESS THAN 5%
BULGARIA 14 |DIPLOMATIC 5-FIGURE PROBABLY 1-PART CODE. * BD 35 ? ? -1 it PERS 25 |VERY LITRLE [T ”32 {UNIDENTIFIED) -
' SUCCESS ™
BULGARIA  15]|DIPLOMATIC 5-FIGURE PROBABLY 1-PART COOE. ? "N.8.D. ? ?-2 ) PERS 2 S RECOVERED T 2134 (UNIDENTIFIED) --
NEUER" : 158 - 20% )

BULGARIA 16 |PROBABLY §-FIGURE PROBABLY 1-PART CODE. ? " BuLG. 885 ? ?-9 ? PERS Z S VERY LITTLE T 2135 (UNIDENTIFIED) . .-
DIPLOMATIC . SUCCESS

BULGARIA 1T |DIPLOMATIC S-FIGURE ?-PART CODE. ? 8D th b4 ? -9 ? PERS 2 S ;gcov:ncg T 2138 (UNIDENTIFIED) --

% - 25

BLLGARPIA 1% |PROBABLY S-FIGURE ?-PART COOE. ? "2 1-15" 2 ? -7 ‘? PERS 7 S ? T 2213 (UNIDENTIFIED) -
DiPLOMATIC :

BULGARIA  1Q |PRCDABLY 5-FIGURE ?-PART CODE. ? "¢62 825 ? -0 ? PERS 2 S ? T 221k (UNIDENTIFIED) -
D1 PLOMATIC 1-15"

RULGARIA  20% [PROBABLY 5-FIGURE ?-PART CODE. ? "gg5" ? - 1927 - ? (1927 PERS Z S ? T 2127 (UNIDENTIFIED) .-
D1PLOMATIC

BULGARIA 21 |PROBABLY |5-r|cunr ?-PART CODE. ? 567 16- ? - 1932 -7 |? PERS 2 S RECOVERED T 217k (UNIDENTIFIED) -
DIPLOMATIC 21 LESS THAN 1%

RULGARIA 22 |PROBABLY 5-FIGURE ?-PART CODE ? "693" k3 ? -9 ? PERS 7 S ? T 2157 (UNIDENTIFIED) --
DIPLOMATIC

BULGARIA 23 MILITARY 5-FIGURE 1-PART CODE ? BM 7 e ?-1 ? PERS 2 S ;zccve;go T 2165 (UNKNOWN ) -

|
BULGARIA 24 [MILITARY 5-FIGURE 1-PART CODE ? l BM C 5 ? -7 ? PERS Z S | RECCVERED 1 2168 {UNKNOWN) --
LESS THAN 18%
L

CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SEGURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY __N_ME _OF SYSTEM_] DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS us. A OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN USE AND BY WHOM
BULGARI 2 25 [MILITARY 5-FIGURE ?-PART COOC. ? BM C 1 ? ! ?-7 ? PERS 2 S | RECOVERED T 2167 (UNKNOWN) --
‘ LESS THAN 1%
QULGARTA 26 [MILITARY 5-FIGURE ?-P2RT CODE WITH APPARENTLY FOUR DIFFER- ? BM |} ? ?-9 ? PERS 7 S |RECOVERED T 2169 (UNKNOWN) --
ENT POSSIBILITIES FOR THC FIRST THREE FIGURES. \ LESS THAN I8
1
) } i
BULGARIA 27 [MILITARY 5-F IGURE ?-PART CODEL . ? BM 312 ? ? -7 ?- PERS 7 S |RECOVERED T 2132 1 (UNKNOWN) -
| LESS THAN 1%
BULGARIA 28 ? S-FIGURE '-PART CODE. ? i ? ? H S ? PERS 2 S PEC'OVERED 5% | v 198 (UNKNOWN ) . --
i .
BULGARIA 29 ? 5-FIGURE 1-PART CODE. ? r43g 16- ? ?-2 ? PERS 7 S |RECOVERED T 1278 {UNKNOWN ) --
3" LESS THAN 198%
BULCARTS 3¢ ? 5-FIGURE 1-PART CODC. ? 86 8 2 ? -7 ? PERS 7 S | RECOVERED 20% | 7 2145 (UNKNOWN) --
i
RLLGARIA 21 ? i5=FIGUPE 1-PART CODL. ? 1638 ABD ? ?-7 | ? PERS 2 S |RECOVERED T 2162 (UNKNOWN) 4 -
1-15" | * | LESS THAN 5% |7 2163
1
BULGaFIA 32 ? §-FIGURE 1-PART CODE k] ? k] ?2-9 ? PERS 7 S | RECOVERED T 2133 (UNKNOWN ) --
LESS THAN 1%
BULGAIA 33 K %=} IGURE 1-TART COOE. 1 sU N" v ?.9? ? PERS 2 S gccovc;;o T 2149 (UNKNOWN ) -
-1
BULGARIA 3k ? 5-FIGURE P-PART CODE. POSSIBLE 68,5%% GROUPS. ’ "By 4" ? ?-1 ? PERS 7 S :ggo¥:$§g 1 2159 (UNKNOWN) -
1]
BULGaRIA 35 ? 5-FIGURE ?-PART CODL. RLCONSTRUCIED ON BASIS OF * 36633 M3 ? -1 ? PERS Z S | VERY LITYLE 1 2166 | (UNKNOWN) -~
1 120,008 VALULS. SUCCESS
BULGapIs 36 ? 5-FIGURE ?-PART CODE. - ? ? 7 ?-1936-1937-%| ® PERS 7 S | RECOVERED T2z . (UNKNOWN) --
LESS THAN 18
BULGARIA 37 ? 5-FIGURE P-FART CODE. ? "BULG, HOF ? -1 ? PERS 7 S | VERY LITILE T 211 { UNKNOWN ) -
CODE ke SUCCESS
[}
! —L F
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RESULTS OF _ EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCE

(WITH ANNOTATIONS - FROM  ARMY SECURITY AGENGY SOURCES IN PARENTHESES)
COUNTRY AME __OF__SYSTEM_| DATES ‘ TICOM |STATUS OF THE SYSTEML?E
OF SERVICE DESCRIPTION OF SYSTEM QUNTRY AXIS ' ATTACKED RESULTS |REFERENCE AT ASA MARKS
ORIGIN OF ORIGIN| AXIS | US.A O
BULCAR A 35 7 S-FIGURL P-FART CODE ? "3683@- ? ?-1926-% 1929 PEFS 7 S| VERY LITILE T 2128 [UNKNOWH ) -
gw 5 1E SUCCESS
BULGART A 19 ? H-FIGURL P-FAFT (ODE ? "NEEHOR ¥ t-7 , ? PERS 7 & ? T 2078 (UMKNOWH } -
. N
BULGARIL kJ ? S-FIGURE T-PART CODE ? "2 3|6r.' b4 Dol ? PERE 7 § 1 T 2160 : {UNKNOWN ) --
fe=™ \
t
BULGAR] A ['$} El §-FIGURE ?-PART (0DE 4 "ghc » 7 -7 " PR 7 S 2 T 2138 i {URKROWN ) .-
BULGARIA . k2| DIFLOMATIC Y-FIGURE '=PART CODE ? Bp 26 ? 7-1 ? PERS ¥ S | PELOVERED 5% | T 2339 ! {LARNOWN ) -
\
BULGAR?!A 43 DIFLOMATIC L-FIGUFE 1-PART (CDE ? "J7.-C. ? -2 T PERS 7 5 | RECOVERED 3@04- T 2139 {UNKNOWN) ;T
REG. 1" Log : :
BULGARI A bhiniPLOMATIC h-F 1GURE 1-.P.|n1 cone b4 BED 27 4 ? -1 ?T PERS 7 S VERY LITTLE T 2337 { UNKNOWN ) -
i SUCCESS -
!
BULGART A 45 ? L-FIGURE 1-FART COOE - k4 "2 FRIED- ¥ -7 * PERS 7 S RECOVERED T 2177 [ UNKNOWN ) --
RICHS™ ABOUT 25%
BULGAR{ A U5 MIL 1 TARY ?-FART CODE. FIRST GROUF AFTER ADDRLSS WAS ? r 1 LI 7 SIM NOT READ IF 1525 { UNKNOWN )
ATTACHE ? BALKAN,
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RESULTS OE;'_

EUROPEAN AXIS

CRYPTANALYSIS

EARNED  FROM TICOM SOURCE

i 1318

{WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) :
COU‘TB\IFTR'r SERVICE DESCRIPTION OF .SYSTEM COGRIATERY OF SYSTEM D%}.I-FEs AT“T’Egi?ED RESULTS REPE%%“N‘I‘GE TS % Lgi %
ORIGIN OF ORIGIN| AXIS | US.A USE  'AND BY WHOM -
CHILE * -FIGURE S-LETTER 2-PART CODE. 188,880 GROUPS. * * * BEFORE 1941 | ? stm 1608 COMPRO- | IF 1 :g (UNKNOWN ) --
IVIDED IRTO THREE CONSECUTIVE BOOKS. MISED, IF 31-
CHILE “|pipLomatic 5-LETTER 1-PART CODE. 26,58@ GROUPS., FIRST TwWO ? ? ? 1924 - ¢ 1924 pERS 7 S | SOLVED. 0 16, REPORT | {UNKNOWN) -
AND LAST TWO LETTERS OF EACW GROUP ENCIPHERED L P2
WITH DIGRAPHIC SUBSTITUTION TABLE..
CHILE CONSULAR | K-LETTER T-PART CODE.- t CHILE KON ? t-1t 1 TPERS 2 5 RECOVERED T 3926 { LKNOwH ) il
SULAR CODH . | LESS THAN 5%
CHILE DIPLOMATIC 1-T0 B-LETTER 1-PART CODE. 42,88 GROUPS. ' CLAVE b {cLa) (1936-CURRENT) | 194 PERS 7 5 | SOLVED, LATER | O 16, RCPORT | {COMPROMISED IM’ -- DATE OF -
SOLAR 1008 COMPRO- | 2, P & EDITION 1936.)
MISED. D 16, REPORT —
th, Py
CHILE DIPLOMATIC BLETIER ?-PART CODE. ! t 1 t-2 TPERS 7 S RECOVERED T 1hgg {UNXNOWN ) -~
LESS THAN 5§ | T 3¢25
CHILE DIPLOMATIC ?-PART COOE WiTH co;mucneo ENC | PHERMENT , 1 ? ] 19h1-1 ? SIm 1 {UNKNOWN ) --
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS
LEARNED FROM TICOM SOURGES

{WITH ANNOTAT\ONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME OF SYS,I_EM § DATES i WHEN TICOM [STATUS OF THE SYSTEM
SERVICE DESCRIPTION OF SYSTEM COUNT | AXIS US. A OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIG!N, - USE AND BY WHOM
CHINA ) ? 5-LETTER ?-PART CODE. ? ? ? ? ?PERS 7 S RECOVERED T 1157 * (UNKNOWN) -
! LESS THAN 189 !
i
CHING 2 | (DIPLOMATIC) | 4-LETTER {1-PART) CODE. THOUGHT TO MAVE BEEN ? | ? (cns)  (ews, 194k - 2 SIM NOT READ tF 1518 P 5 (CNS, CNF, CNJ BROKEN AND
ENCODED IN CHINESE CHARACTERS AND ENCIPHEREOD IN - CURRENT ) ! READ BY ASA.) --
CATIN CHARACTERS. ! (CNF)  (CNF, 1942 - !
OR CURRENT) :
{CNJ) (CNJ, 1944 - !
CURRENT)
| . .
CHINA 3 | DIPLOMATIC Y-LETTER 1-PART CODE. SOMITIMES ENCIPHERED. osvy (CNS) {1943-CURRENT) 2.PERS Z S RECOVIRED T3 (RECOVERED 8Y BRITISH. BOOK --
AND CONSULAR | ] : SUBSTITUTION GIVEN TO ASA. BEING READ.)
/ ' ALPHASETS
]
CHINA b | DIPLOMATIC B-LETTER ?7-PART CODE, ALTERNATE CONSONANT ANO HUKO i ? ? - ? ? PERS 2 S PARTIALLY T 2297 {UNKNOWN ) --
VOWELS. : . BROKEN '
CHINA 5 | DIPLOMATIC U-LETTER 2-PART CODE, OCCASIONALLY DIGRAPHICALLY ? ? ? 1935-1937 ? PERS 2 S CODE AND T 2112 - (UNKNOWN) --
i ENCIPHERED. ENCIPHERMENT | T 2113
! PARTIALLY
| BROKEN I
i , .
CHINA < 1 DIPLOMATIC i 4~LETTER ?-PART CODE. ? ? ? ( L3 ? PERS 2 S PROBABLY T 2291° " (UNKNOWN) ’ --
READ. PARTI-
ALLY BROKEN.
|
CHINA 7 | DiPLOMATIC ! B-LETTER ?-PART CODE, OCCASIONALLY DIGRAPHICALLY ? ? ° | 1926-1929 ? PERS 7 S FAIRLY COM- | T 2111 (UNKNOWN ) .-
* ENCIPHERED. PLETE RECOV- .
. - ERY OF BOTH
| CODE AND .
ENC I PHERMENT
CHINA 2 [ commerCIAL U-LETTER ?-PART COOE, OCCASIONALLY ENCIPRERED ? ? ? 1937-1938 Iy PERS Z S CODE AND T 2018 { UNKNOWN) --
DIGRAPRICALLY. USED BETWEEN CHINA AND A CHINESE | ENCIPHERMENT | T 2118
COMMERC AL MISSION IN GERMANY. \ . PARTIALLY
J I BROKEN
CHINA 9 | (DIPLOMATIC)  3-LETTER 2-PART CODE. (USUALLY ENCIPHERED. HAD | HNM ? (CNL) (1943-CURRENT) ? PERS 2 S ? T 1159 (SOLVED BY ASA 1944) --
i MANY ENCIPHERMENTS.) :
! . -
CHINA i | OIPLOMATIC ' 3-LETTER 1-PART CODE. SOMETIMES ENCIPHERED. WIN - * (CNC) (1939-CURRENT) ? PERS 2 S PARTIALLY Ty (PARTIALLY RECONSTRUCTED --
: READ ! COMPROMISED COPY RECE!IVED.
COMPLETED ‘BREAKING.  NOW
BEING READ.)
CHINA 11 | DIPLOMATIC 3-LETTER 1-PART COOE. ? uTt ? ? i 1941 PERS 2 S| SOLVED lT gszP 21 (UNKNOWN)
. } R .
i T a1
T 19
. T 2295
; I
CHINA 12 | (DIPLOMATIC) | 3-LETTER 1-PART CODE. SOMETIMES ENCIPHERED. ? DRYO (cNB) (P - 194g - 7 PERS 2 S COMPLETELY T2 (PLAIN CODE AND LETTER EN- --
HAD MANY ENCIPHERMENTS. ' ' cunn:nr) 7 oKW READ T 2292 CIPHERMENTS NOT BEING WORKED
. o . ON -- LOW INTELLIGENCE VALUE
Z NUMBER ENCIPHERMENT BEING
| \ READ.)
| ’ .
1
.
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’ ’ RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
: LEARNED FROM TICOM
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENT.HESES) . B -
COUNTRY . . ] NTME QF -SYSTEM | DATES ‘ WHEN TICOM [STATUS OF , THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM_ CO AXIS S A ! OF ATTACKED | RESULTS |REFERENCE AT ASA '
ORIGIN : S romsw US.A'1 ySE  AND BY WHOM
CHINA 13 | MILITARY -LETTER ?-PART CODE. ENCIPHERMENT CONSISTED ? 7. ? ! ? - 1943 ! ?PERS 2 S ENCIPHERMENT | 1 22 P 8 (UNKNOWN) -
ATTACHE F TRANSPOSITION WITHIN THE CODE GROUPS. FIRST | SOLVED. NOT
GROUPS OF TRAFFIC WERE EFR, SKW, OR JKW. i READ.
CHINA th | MILITARY -LETTER ?-PART CODE. UNENCIPHERED. DISCRIM- ? 1 ? T . ?PERS 7 5 INVESTIGATED | 1 22 P 8 (UNIDENTIFIED) -
NANT WAS NKDBN. CONTAINED MANY SPELLS, USING
SIMPLE SUBSTITUTION. R
\
CHINA 15 ? "POST CODE" e ? .97 " ' ? 7 OKW ? 1158 P9 . (UNKNOWN) hid
CHINA 16 | DIPLOMATIC POLYALPHABETIC SUBSTITUTION. 26 ALPHABETSY SXS 7’ (sxs) ! (|9hh-cunR:NT)l ?PERS Z S SOLVED T3 | (ALPHABETS SENT BY BRITISH.) .-
(USED ON CODES CNF, CNL, CNS, CNU, AND CNW.) ¢ H i
CHINA 17 | orPLOMATIC POLYALPHABETIC SUBSTITUTION. 1 ALPHABETS, AMC ? (AMC) (1943-CURRENT); ? PERS Z S SOLVED T3 : (ALPHABETS SENT BY BRITISH.) --
(USED WITH CODES CNB, CNC, CNF, CNJ, CNL, CNS, ! :
CNU, AND CNW.) l 2 - i
CHINA 18 | DIFLOMATIC MONOALPHABETIC SUSSTITUTION. (USED WITH (N, AMA - ? (AMA) ' (19b3-CURRcNT)! ? PERS Z S SOLVED T3 {ALPHABETS SENT BY, BRITISH. ) --
L CNC, CND, CNF, CNJ, CNL, CNS, CNU, AND CNW.) :
) i
CHINA 19 | DIPLOMATIC MONOALPHABETIC SUBSTITUTION. DAILY CHANGING ECTIA ? (ECTIA) | (1943-1945) ? PERS Z S SOLVED T3 (ALPHABETS SENT BY BRITISH.) --
ALPHABETS. (USED ON CODES CNB, CNC, CND, CNF.) : i ’
. | .
COLOMBIA | DIFLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER WITH 5' T0 ? ? ? 7 - 1942 - ? | 1941 PERS 7 S| READ D 15, REPORT
: 15 ALPHABETS. | , P Y (UNKNOWN) --
COLOMBI A 2| DIPLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER WITH 5 ALFHA- ? ? (con) (1927-CURRENT)" 1927 PERS 7 S| READ 0'16‘,: REPORT | (READABLE)} -
BETS. : ’
|
CIECHO- AIR FORCE TRANSPOSITION CIPHER. ? ’ ? ? -~ 1937 - ? | 1937 OKL NOT BROKEN 1121P 7 (UNKNOWN) --
SLOVAKIA :
gfccno- 2| AIR FORCE DOUBLE TRANSPOSITION CIPHER. . ? ? ? ? - 1938 - 2 [ 1938 oxt SOLVED. 1112P6 (UNKNOWN) -
OVAKI A .
C2€ECHO- ? DOUBLE TRANSPOSITION CIPHER. ? ? ? ? - :935 - % | 1933 oKL ? I 12 P g {UNKNOWN ) ==
SLOVAKIA
CZECHO- 4| Army VARIOUS POLYALPHABETIC SUBSTITUTION CIPHERS. ? ? ? 1925-1927 OKL SOLVED T 179 (UNKNOWN) --
SLOVAKIA USED IN 1925, 1926, AND 1927. :
CZECHO- 5| COMMERCIAL CODE USED BY SKODA FIRM TO IRAN AND IRAG CON- ? 1 ? ?-1935 - T 1 1935 OKL SOLVED t 162 P2 (UNKNOWN ) -
SLOVAKIA CERNED WITH BRIDGE BUILDING PROJECTS. i
i
1
|
| H

CHART NO. 1-2




DOCIRg 3560861

‘ \

e

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

(WITH ANNOTATIONS

LEARNED FROM TICO
FROM ARMY SEGCURITY AGENCY

SOURCES

IN PARENTHESES).

COUNTRY | NAME OF GYSTEM | DATES | WHEN TICOM |[STATUS OF THE SYSTEM :
OF SERVICE DESCRIPTION OF SYSTEM ICOUNTRY| A S.A ! OF - . ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGN| AXIS | US.A. UJSE  'AND BY WHOM
. ‘ H . . o
DENMARK 1 [DIPLOMATIC COOE ? ] * DS P | BEFORE 194¢ ?ﬁ OF TRAF- |t 162 P 3 (UNIDENTIFIED) ==
1 Fa 1c READ upP
10 19%¢
DOMINICAN | |DIPLOMATIC SUBSTITUTION CIPHER WITH 5 ALPHABETS. k4 ? (00A) ?-(CURRENT) 1941 PERS 7 § | COMPLETELY D 16, REPORT | (READABLE) ="
REPUBLIC . . READ 2, Ph
| . T 2587
ECUADOR 1 {o1PLOMATIC Z-LETTER ;-LETTER L-LETTER 2-PART CODE. GROUPS ? ? ? 1923-7 1926 PERS 2 S | COMPLETELY D 16, REPORT  (UNKNOWN) -
IN FROM OF vC, VCC, OR VCCC, TRANSMITTED IN READ ~ 1, P3
16-LETTER GROUPS. . )
. ' |
 ECUADOR 2 |DIPLOMATIC 2-LETTER 4-LETTER 1-PART CODE. 61,945 GROUPS. ? I ? (ecA)  (7-1941-CUR- ' 1941 PERS 7 S| SOLVED D 16, REPORT  (8%% READABLE) --
INTERSPERSED CLEAR TEXT, I . } RENT) B BT 2, P U |
. ' ; T 1592 |
e i ! i
EGYPT 1 [DIPLOMATIC? TWO ?5-FIGURE ?-FART CODES, VALUES IN FRENCH. ? ? i r-7 .7 SIM ? 1F 1518 (UNIDENTIFIED) -
ENC I PHERED. 1 ] .
|
ETHIOPIA 1 |[DIPLOMATIC 5-FIGURE 1-PART CODE. VALUES IN FRENCH. ® !"AETH.I" (ETA) i(?-cunnzm) 7t H chgvinio s T 1261 (ALMOST COMPLETELY READABLE.) -~
' 1 LE HAN
: |
1
ETHIOPIA 2 |DIPLOMATIC !oousu: TRAN3POSITION ? ) ? (ev8)  '(2-19%4-cup- | ? OKH " NO SUCCESS T 57 - (CURRENTLY BEING ATTACKED; --
. " RENT} : NOT YET BROKEN.}
i
i .
F INLAND 1 |DIFLOMATIC HAGELIN, (S-WHEEL AND G-WHEEL MACHINES.) k4 ‘ ? ru-u; (1942-CURRENT)  ? OKW NOT READ BY 131P7 (SOLVED IN 1943. FIA=1 STILY .-
AND MILITARY | . FiA-2) ! ? FA OKW. READ 1 54 p g BEING READ; FlA-2 NOT READ-
ATTACHE OCCASIONALLY | 1.25 P ABLE, SINCE TABLES CHANGED,
! BY FA. BUT BEING WORKED ON.) .
‘ |
i
1
| '
| H
i
|
|
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RESLILTS OF EUROPEAN AXIS - CRYPTANALYSIS
LEARNED FROM TICOM SOURCES

{WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY AME _QF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEM
QF SERVICE DESCRIPTION OF SYSTEM COUNTRY] AXI 5 A QF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN _ OF ORIGIN S | us USE  'AND BY WHOM - -
FRANCE - - 1 [{DIPLOMATIC) CIPHER MACHINE, HAGELIN M-2089. (6 WHEELS, VARI- | {M-2(K) ? {FRENCH  [DURING SAN 1953 ol PROBABLY READ (1 58 P 3 (READ FRENCH HAGEL IN DUR NG --
vICHY, FREE BLE PINS, VARIABLE LUGS, NO SLIBE, MAXIMUM KICK w-209) FRANCISCO CON- 1136 P72 SAN FRANCISCO CONFERENCE.)
FRANCE OF 27 OVERLAPPED, ) FERENCE, 1945 ;
FRANCE 2 [DIPLOMATICY =LETTER 1-PART COCE, APPROXIMATELY 28,20 * 9 * 9= 194@-2 | 195% PERS 7 S k4 DSk P12 {UNIDENTIFIED) --
- t
FRANGE=~ 3 IDIPLOMATIC b-LETTER 2-PART CODC. PC 189 - |6 varia [ (FRG) {19317-CURRENT) 1944 1D £ RECON- 1 1521 {RECOVERED AT ASA IN 1942,) -
VICHY, FREE l-gsag PRIOR TO 1941 UCTED BY T égﬂh
FRANCE F PERS 7 S ITALIANS, COM=[T 3251
PROMISED BY D BA7P 12
ITALIANS AND
GERMANS . READ-
ABLE BUT. NOT
WORKED ON BY
PERS 2 S DUE
TO LACK OF
PERSONNEL .
FRANCE b DIPLOMATIC? Y-LETTER 2-PART CODE. VCWY OR VCVC. (SIMILAR ] F.B. 1, * 1-1 T PERS 7 5 |RECOVERED 59% | T 28 ; (aeowm} --
70 FRG.) . voL. 1 }
FRANCE 5 [OIPLOMATIC 4=LETTER 2-PART- CODE. 1 L4 1 19371 7 OKW gg:;tn:u T 898 {UNKNOWN ) --
FRANCE 6 DIPLOMATLC h-LETTER ?-FART)CCO[. APPROXIMATELY 241, P YESTA 7 (Fcr) 19%1-(19%%) AFTER |9!u RECOVERED 15% D 5h P 12 {BEGAN WORK 1938, COMPRO~ -
GROUPS. {UNENCIPHERED) ° . PERS 7 § T 2256 MISED CODE. READ. SCANT -
. | MATERTAL,
| e
FRANCE TICIPLOMATIC? B-LETTER -FIGURE 1-PART CODE, NOT STRICTLY ’ + * -1 PRSI S RECOVERED 42% | T 2819 (UNIDENTIFIED) -
ALPHABETIC. )
FRANCE 8iIpLoMATIC 5-FIGURE 2-PART CODE. k4 F 21 L] 1920 T GERMANS WORKED ON. T . {UNIDENTIFtED) -
. . KNEW SYSTEM, [T 3? 9
FRANCE - - 9 [DIPLOMATIC? gaglcuzz 2-PART CODE ENCIPHERED BY SINGLE TRANS- "1918 TrPe ’ 4 ?-1939-1 T OKW COMPROMISED | T 1728 {UNIDENTIFIED). -
FREE FRANCE . ITION KEY TAKEW FROM THE ENCODE. KEY VARIES | C - .
FROM 12 TO 29 LETTERS, NOWE DIVISIBLE BY 5,
FRANCE 18 DIPLOMATIC 5-r|clnz 2-PART CODE. 1 Rz L) -7 7 GERMANS 1§;msmuc1m T 3152 {UNIcNOWN ) N -
FRANCE 11 DIPLOMATIC? 5-FIGURE 2-PART CODE. * R N R 4 1.1 ?TPERS 7 S | PARTIALLY T 388 (UNceowN ) -
- GEGEN- - RECONSTRUCTED
. COOE
FRANCE== 12 DIPLOMATIC? ?-rccunc P-PART CODE, ENCIPMERED BY TRANSPOSI- ’ * ? -19%1-¢ 1961 oW r;d_suctcss. ts8 P8 (UNIDENTIFIED) =
FREE FRANCE 10M, PERS.? S
FRANCE-- 1 (n'mwm'c) 4-FIGURE 2-PART CODE.  (UNENC!PHERED PC 151 Bg. FAF) 1 ln-1. ) T GERMANS atcovm':n ﬁ: T 3286 . (BROKEN WiTH HELP FROM GCCS. -
(VICHY) e ) 3 BLN. |i3 ¢ 9 n CDIPRCHISEB T Eg 594 RECOVERED, 998 READABLE. )
I=~= VAR .
% 601--

TR G, i~
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RESULTS OF EUROPEAN AXIS GRYPTANALYSIS
- LEARNED FROM TICOM SOURCE )
) ‘ {WITH ANNOTATIONS FROM ARMY SECURITY AGENCY ‘SOURGES IN PARENTHESES) . . )
OUCI)HFTRY SERVICE DESGRIPTION OF SYST M ' b o v DATES J TTI-‘.Ci,(q RES GLTS REIlE%%MCé A gT ASA
. - COUNTRY| - A N -

ORIGIN ) £ SRR axis | usa [+ & WF,&J : % _
FRANCE 18 (DIPLOMATIC A-FIGURE 2-PART CODE. N <5 R ?-1 T GERMANS eaom gsﬁ .Rt- T Ny (Usmrowm) / --
FRANCE 15 UI-PLuu'rICT 4-F IGURL 2-PART CODE. . ? * * ?-19379-1 T oKW ggc‘omm gt 929 {uricaem) -

. V . READABLE .
. N .
FRANCE 16 [DIPLOMATIC M=FIGURE 2-PART CODE. 1 W7y BER- | - 1 rt-1 7 GERMANS ABOUT 658 T kY {UNKNOWN ) -
. LiN 1:a- RECOVERED -
- 38 € -
FRANCE 17 [DIP oMATIC M-FIGURE 2-PART CODL. L [T 1. -9 T GERMANS ABOUT RE- | T 31M8 (UMMM ) .-
. conSTRUETED
FRANCE 1B [DrPLOMATIC M-FIGURE 2-PART CODE. ? Ft * ?-1 ¥ GERMANS . m:.u:l.' _f— T 2536 {uoatwn ) . -
FRANCE 19 |0IPLOMATIC b-FIGURE 2-PART CODE, PERHAPS USED M THE NCAR ] E qh VAR (A * rT-1 T GERMANS ABOUT nc: T 3159 {UNKNOWN} --
. : CAST. . - [ 1-599 COvE
FRANCE 28 DIPLOMATIC A-FIGURE 2-PART COOE. 1 11 NAM. L2 T-1 1941 PERS 7.5 | RECOVERED 258 [T ;ibg { UKo ) --
BSTEN : D 12 -
FRAMCE== 21 DIPLOMATIC  [W-FIGURE 2-PAST CODE. (EWCIPHERED WITH esmoNG | (7 &) 12 FEeN- | (Fad) (1941)-19%3 | 1943 PeRS 7 5 | RECOVERED 28K |1 {BOOK COMPROMISED 1942,] ="
(vicHr) : ADDITIVE. 057 b F 2
FRANCE 22 PIPLOMATICY  (&-FIGURE 2-PaRT cone. * ree 18 3 ?7-1 * siov gmmuc-rw T 885 [ Uniiowm } -
4] 2 - - N b~ (CuR k4 S10 ABLY WO T 1522 CODT BOOK COMPROMISED 194 -~
ance 3 |(e1PoMATIC) gozls?'ﬁngzo??éégfmr|3nq%w:%7}?v?§$5- e T (o) 190 (cummenT) 19 | S " 3 PPk s ash
TEMS . TABLES AFTER SOME WORK DONE.
ADOIT|VES BROKEN. ALMOST
ALL TRAFFIC COMPLETELY READ.)
] 4 - - -194% 1 k] N WITH HLLP OF GLCS. -
FRAWCE 2A DIPLOMATIC R-FIGURE 2-FART CODE, {umEmlIPHTRED). (PC 15¥) " 17 [Fag) [ 19%1-104k%) SERMANS %gmsrwum E :2 '('gc?wmw iy
T
T 1
- - - ) . COMPROM . -
FRANCE 25 DIPLOMATIC  [A-FIGURE 2-PART CODE, (LWEWCIPHERED]. (P 152) | 1% BERLM (FaC) [ (19U1-1983) | 7 GIAMANS RECOVERLO 508 | T 3235 (e AL btari e it o
FRANCE 26 PIPLoMATIC h-FIGURE Z2-PART CCDE. 1 ] 14 t-7 TPERS IS RECOVERED 124 | T 3181 { UNIOROWN ) -
FRANCE 27 PIPLOMATIC &=FiGURE 2-PART (ODE. k4 -5 T t-1 T PERS 2 S RECOVERED SEE [ T 3%t [ UNKNORW ) -
FRANCE 28 DR aMATIC k-r 1 GURE 2-PaRT cmc Ed * ? Y-t T GERMANS COMPROM | S[D T 2881 {UNIDENTIFLED) -
FRANCE 29 DIPLOMATICY  [W=FIGURE 2-PART CODE. ’ 15 VARIA ’ 1 -1 4 GEPMANS RECOVERED 358 [T 3236 {UMKNDWN ) -
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RESULTS OF EUROPEAN AXIS GRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS  FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY AME OF SYSTEM_J DATES | WHEN TICOM |STATUS OF THE SYSTEM
F SERVICE DESCRIPTION OF SYSTEM AXIS S A OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIG US.A USE  AND BY WHOM _ :
FRANCE 33|DIPLOMATIC L-FIGURE 2-PART CODE. UNENCIPHERED. DIGITS IN |PC 156; ir 18 (FRH) 1945-(CURRENT ) 1945 SID RECONSTRUCTED |T 7 T 74 ' (COMPLETELY COMPROM|SED BE- --
INDICATOR ADD TO 18, TNU ! 75% BY 51D, T T 1588 | FORE CODE WAS USED.)
' READ. T 1 1, T1
T 152k T 1%21
IF 1526 P 47
FRANCE-~  31|DIPLOMATIC 4-FIGURE 2-PART CODE. (NOW UNENCIPHERED. HAD PC 146 5 BERLIN | (FRL) (2-1941-CUR- ? SID COMPROM| SED T g¢9. T 2¢29 (87% COMPROMISED NOV. 1942. --
FREE FRANCE BEEN ENCIPHERED FOR A SHORT TIME. 1 1981; 5 RENT) ? PERS 7 S |188% BY SID; |7 233 REMAINDER PROVIDED THROUGH
| vARIA - 1 CODE 785 RE- | T 68 TICOM SOURCES SEPT. 1945.)
| 1998 : COVERE
‘ . PERS 7 S
FRANCE 32 [DIPLOMATIC L-F1GURE 2-PART CODE. ? 119 RN ? 7-7 ! ®  GERMANS RECOVERED 358 { T 3245 (UNKNOWN) --
. 1 . .
FRANCE 33|DIPLOMATIC 4-FIGURE 2-PART CODE. * ? ? 919391 ? PERS 2 S | RECONSTRUCTED |T 2218 (UNKNOWN) --
' 1
. . | .
FRANCE 34 DIPLOMATIC? 4-FIGURE 2-PART CODE. ? | 33 BERLIN| ? ? -9 | ? PERS Z S . RECOVERED 28% | T 2¢32 (UNKNOWN } --
FRANCE 35 [DIPLOMATICY 4-FIGURE 2-PART CODE. ? ' b4 B I © % PERS 2 S | ABOUT 5% RE- | T 283 | ( UNKNOWN) --
. i COVERE|
FRANCE 36|01PLOMATICY  |4-FIGURE 2-PART CODE. ? ’ ? ?-1938-7 2 OKkw PARTIALLY RE- | T 893 © {UNKNOWN) --
| CONSTRUCTED |
FRANCE 37(DIPLOMATIC?  U-FIGURE 2-PART CODE. ' k4 1 ? e .1 Okw RE;ONSTRUCTED T 892 { UNKNOWN) -
! ' 35
\
FRANCE 38 [p1PLoMATIC B-FIGURE 2-PART CODE. ? |?5’3 BER- ? ?-9 ' % PERS 2 S | APPROXIMATELY T T g (UNKNOWN) --
N 1- 794 RECOVERED 621. e
1195; 353 T 3o
! VARRA 15 .- ’
358 VARI A
£ 1-799 ‘
FRANCE 39|0IPLOMATIC? U-F|GURE 2-PART CODE. b4 14 b4 ? -7 ? OKw RECOVERED 4% [ T 883 {UNKNOWN) --
FRANCE 4 |DIPLOMATIC?  |4-FIGURE 2-PART CODE. ? 111 1-482 ? ?-? ?  GERMANS RECONSTRUCTED | T zh83 {UNKNOWN) --
P 3¢ T 248
FRANCE 41 |DIPLOMATIC?  |4-FIGURE 2-PART CODE. ? b ? ?-1 ? PERS Z S | PARTIALLY RE- | T 3099 (UNKNOWN) --
COVERED
FRANCE b2 (DIPLOMATIC) 'B-FIGURE (2-PART) CODE. UNENCIPHERED. DIGITS IN ? Fag (FRJ) (1945-CURRENT) | 1945 SI1D WORKED ON. T 1521 (IN PROCESS OF RECOVERY. --
5-FIGURE INDICATOR ADD TO 2@. FAIRLY READABLE.)
FRANCE 43 |DIPLOMATIC 4-FIGURE 2-PART CODE. * I BERLIN 1 t-1 - | 2 PErRS 2 S | ABOUT 75% RE- | T 3¢8 (UNKNOWN) --
. 13 1 VARIA COVERED T 315
fi- T 2817
FRANCE Ly [DIPLOMATIEC 4-FIGURE 2-PART CODE. ’ ? 2 BERLIN L] *-9 7 GERMANS RECOVERED 75% | T 2486 (UNKNOWN) -
1-5g8; 2 T 3154
VARIA 1-
FRANCE 45 |DIPLOMATIC? 4-FIGURE 2-PART CODE. ) ? % BERLIN ? ? -7 ? PERS 7 § | ABOUT 75% RE- ¥ 3157 (UNKNOWN) --
-1 COVERED T3
VARIATY g1
1

T —aoi-

CHART NO. T-2




pocti® 3560861

/9

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCE

(WITH ANNOTATIONS

FROM ARMY SECURITY .AGENCY SOQURCES

IN PARENTHESES)

COUNTRY - AME__OF SYSTEM | DATES WHEN TICOM _[STATUS OF TH
SERVICE DESCRIPTION OF SYSTEM ICOUNTRY| AXIS: S.A OF | ATTACKE RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN US. A USE '
FRANCE-- 46 |DIPLOMATIC 4-FIGURE 2-PART CODE. (UNENCIPHERED.) (PC 149) |FRANCIA | (FRO) 1-19}5-(cua- | % ITALIANS |COMPROMISED - [T 1584 (APPROXIMATELY 98% READABLE) --
VICHY, FREE F 149; .. [RENT 1935 GERMANS l¢¢$ 8Y ITAL- [T 2 5-68% RECOVERED. TICOM
FRANCE 4 BERLIN 1ANS, 735 RE~| T 3255 ATERTAL ELIMINATES THE NEED
192 COVERED FOR FURTHER BOOKBREAKING.
. ! GERMANS .
I .
FRANCE--  47[{DIPLOMATIC) |A SET OF EIGHT 4-FIGURE (2-PART) CODES, UNENCI- |"PC" SERES F 2 7/(PROBABLY ' ?-(SOME CUR- | PRIOR TO 1941 | READ, SOME T 32395 T 32b@ (MAINLY COMPROMISED; SOME -
VICHY PHERED. ¢, 14, " FacC RENT) PERS 2 S COMPROMISED, | T 3 T 3299 BREAKING DONE ON PORTIONS OF
|?, 16, | THROUGH SOME BROKEN. [T 3T FAG AND OTHERS.)
FAH, FMO, T 22
OR FAS) | D5 12
FRANCE-~ U8 |DIPLOMATIC b-FIGURE 2-PART CODE. (ENCIPHERED.) PCN 9 19 AP (FAT) 1941-(1944) 1941 Fa RECONSTRUCTED | T mgz (COMPROMISED VICHY'S BOOK AND] --
(VICHY, LATER 4gg T 32 TABLES 1942. COMPROMISED
FREE FRANCE OUT OF 124 OF THE FREE FRENCH
TABLES. BUILT UP MANY OTHERS
READ.
FRANCE--  49|(DIPLOMATIC) |CIFHER TABLES--DIGRAPHIC SUBSTITUTION OF NUMBERS (TABLES 111| 19 AP FAT TAB- (19h¢-19h3) ? 9 COMPROMISED | T 2452 Egmmlszo 19%2. SEE ITEM .-
(FREE FRANCE FOR LETTERS. (CHANGED CUARTERLY BUT REPEATED AND 1V LES .) -
FROM YEAR TO YEAR.
FRANCE--  S@[(DIFLOMATIC) |4-FIGURE (2-PART) CODE WiTH LETTER DIGRAPHIC SUB- |(PCN-9) b4 rn?; oR [ (FAUs 1941~ . T PERS’Z S | COMPROMISED | g2 P19 {IF FAU, WORK STARTED 1942, --
(VICHY, LATER STITUTION WITH LIMITATIONS OF 1¢ LETTERS. TABLES FAU? 1944) SOME MATERIAL.| D 54 P 13 THEN cmpnmnsgg; READ. IF
FREE FRANCE?) OF 1% DIGRAPHS CHANGED GUARTERLY. SAME TABLE (FAT: 1943- PROBABLY READ | T 3532 FAT, SEE ITEM -
USED ON DIFFERENT DATES IN SUCCESSIVE MONTHS OF 1945) AFTER 1941. :
CUARTER. DIGRAPHS TAKEN CUARTERLY. SEVERAL OF
THIS TYPE. .
FRANCE-- 51 |DIFLOMATIC b~FIGURE 2-PART CODE. ENCIFHERED--SOME BY TABLES ? ? FAM, FAN,| ?-194g-% 1948 SIM HAD COMPRO- IF1522 P2 (COMPROMISED MOST CODES AND -
VICHY, FREE MANY OF THIS TYPE. FAO, FaP, MISED COPY OF TABLES 1942. SOME BREAKING
FRANCE FAL. FMH, ONE CODE AND DONE ON FAU AND TABLES OF
DR FAU) ONE 1-TIME FMH, )
ENCIPHER I NG
TABLE.
FRANCE 52 [DIFLOMATIC L-FIGURE 2-PART CODE. Pc 28 L) ? ?-1925-1 1929 PERS 2 S | PARTIALLY RE- | T 2156 {UNKNOWN) --
CONSTRUCTED
FRANCE 53 [DIFLOMATIC 4-FIGURE 2-PART CODE. (PC 155) [16-1-368¢ ((FAD) 2-194@-(1944) | ? GERMANS APPROXIMATELY | T 32 g (ASA HAS CO(PR(HISED COPY, -
? ITALIANS 72; RECOVERED | 7 32 READ FROM 1942-1944.)
GERMANS ANDI T 32
ITALLANS, "I" 2!
T2
FRANCE 54 [DIFLOMATIC? 4-F1GURE 2-PART CODE. o1 F 36 ? 1938 - ? ?  OKW ﬁ:;ousmucmo T 8719 { UNKNOWN) ‘ --
5
FRANCE 55 ID1FLOMATIC? 4-FIGURE 2-PART CODE. ? F kg ? ?-1931-2 7 OKW gégous'mucwo T 881 (UNKNOWN) -
FRANCE 56 |DIPLOMATIC?  (4-FIGURE 2-PART COOE. ? F 58 ? ?-1931-7 7 OKW nggousmucrco T 88¢ {UNKNOWN) --
| 3 |
FRANCE 57 [DIFLOMATIC? 4-FIGURE 2-PART CODE. USED BETWEEN PARIS AND ? ? ® 1-193¢-1937-?| ¥ PERS 2 S | PARTIALLY READ T 2¢36 { UNKNOWN ) --
BEIRUT AND ADDIS-ABBABA. .
! I
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RESULTS OF EUROPEAN AXIS

EARNED

FROM TICOM

CRYPTANALYSIS
SOURCES

{WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY | NAME _ QF SYSTEM__I DATES | WHEN | TICOM TSTATUS GF THE SYSTEM
F | SERVICE DESCRIPTION OF SYSTEM OUNTRY AXIS us A AT TACKE [ RESULTS REFERENCE| AT ASA REMARKS
ORIGIN | - CBE D B¢ Wi
FPANCE -~ SS9\ piPLOMATIC A-FIGURE 2-PART CODE. SOMITIMCS CNCIPHERLD WITH |PC 150 F { Fra: '?-(1qh3-cw- " ghu s1p PEAD B1 FERS | Ir 15.26 P L {TRAFFIC PEADABLE FeOM 1942, --
VIEMY, FRCE DAILY CHANGING FEPEATING 5-DIGIT ADDITIVE. FRa-3) REMT ) PRIQR 10 198 | 77 5. SiD PEap, | BOCKEREAKING CONTINUED UNTIL
FRANCE (UNENCIPHERED UNMTIL JUNE 191:1‘1.) FEFS 1 & FREL FRENCH A 72 é r T?“ SEPT, 194G WHEN (TALIAN COM-
TRAFFIC 19%k- | 1 1508; 3c3mm|seb {0DE wAS RICEIVED.
1945, cowe- 1 ﬁ T T 792 CUPRENT FOPMS BEING PEAD.)
PROMISED DEC. [T 22 T 5%
19k, T
I
FRANCE 59| DIPLOMATIC L-FIGUPE 1=PaPT CODE, WOT STRICTLY ALPHASETIC, k4 EE (z)'AHu:N ° P -7 T GEPMANS | Ipccow:wtl‘a 0% |1 339 {TNENOWN ) --
COOE
FRANCE - - 68| D PLOMATIC B-FIGURPE 1-PART CODE, WOT STRICTLY ALPHABCTIC. pr 18 i 1 1-1927-1 . 7 onw COMPROMISED T 1723 {UNKNOWN ) -
TREL FRANCE !
FRANCE 61/ DIPLOMATIC L-FIGURE 1-PART CODE, WOT STRICTLY ALPHARLTIC. ? * * 7-19271-7 T O RCCOVEFED S@% | T 1926 (UNKNCWN ) --
FRANCE A2 DIPLOMATIC 4-FIGURE 1-PART (ODE, MOT STRICTLY ALPHABETIC. 1 |"c0m: * T-19577-% ok RECOVEPED 75% | T |g-_)z (LmmmOwsy ) .-
LESS THAN §,333 GROUPS, LERE" | riz2d
»
FRANCE 62| DIPLIMATIC R-FIGURE 1-PAPT (ODE, NOT STRICTLY ALPHABCTIC. T hd b4 1-1937-1 T W RLCOVERED 588, T :339' [ UNKNGW a=
“SMALL CODE."
FRANCE E&|DIPLOMATILC B-FIGURE 1-PARY {00, REPAGINKIED, LESS THAN t * ¥ T-19571-7 [ * oxw Tppcenstrocien | 1 1329 {UNNRCW ) -
2,888 CROUPS. : l“ﬂ
FRANCE E5|DIPLOMATICY L-riGURE 1-PART CODL, REPAGINATED,  "SUBSTITUTION 1 .Y 1 T-1939-7 T OFEFR 2 S 1 ps5hpP? {URKNOWN ) --
. ENCIPHEFMENT BY TABLE #3." !
FRANCE - EE|DIFLOMATIC L-FIGURE T-PART CODE. k4 ? 1 r-1927-7 1 OHw COMFROM| SEE T 1721 {UNIDENTIFICD) --
{FPEE FRANCE)
FRANCL~ = TIDIPLOMATIC Y-FIGURE 3-PART CODE. hd 7 1 *-19ko-1 T oMW COMPROMISED 1 1718 {UNKNCWN ) --
{FREE rpmtt)
FRANCE 62| DIPLOMATICL? U-FIGURE 1-FART CODE. H.D. 2 T ’ ¥-7 T Dew PARTIALLY RE- | ¥ 2U0L [UNIDENTIFIED) --
CONSTRLC ILD .
FRANCE - - €9|DIPLOMATIC N-FIGURE ?-PART COOE. 1 b ’ 1-1939-7 T GEFMANS READ 1 24l {UNKHOwY ) -
YICHY
fRANCE 76 (DIPLOMATICT  |B-FIGURE T-PART CODE. USED 10 TRANSMIT ENGLISH ? 8 t ? - 9k * PLRS 2 & ? pSEP2 {UNRNCWN } | .-
TEXT, )
FRANCE 71|DIPLOMATICY L-FIGUSE T-FART CODE. “SUSPECTEL THAT 1T COM- ? 1 t T-194¢-7 Voighe PERS 7 S| MOT RLAD B D58 P} [UNIDENTIFIED) -
BINES AN ADDITIVE AMD & SUBSTITUTIDE PROCESS." . ! Pc=59§ 5 FRICR
10 194}
IR A P 1
FRANCE 72 [D1PLCMATICY R-FIGURE T-PART CODE. CNCIPMERED BY A [S-PLACC T T e 19N -7 -PRIOR 10 1982 | .1msT solu- [ pS5hop 1f {UNIDENTIFED) .
LETTER SUBSTITUTION TABLES. - FA, PERS 7S | TION BY Fa o -- PR
. USING CAPTURED
TABLES.
. r - - - Mi m '-2 -
——— - . =
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RESULTS OFEA EléFD%OPFEOAQJ T%&qs SCRYPTANALYSIS
{(WITH ANNOTATIONS FROM- ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME OF SYSTEM DATES WHEN TICOM ISTATUS CF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AxiS | us.a OF ATTACKED | RESULTS |REFERENGCE "AT ASA
ORIGIN . - - OF ORIGIN - USE AND BY WHOM .
FRANCE 13 | DIPLOMATICT | 4=FIGURE T-PART COOE. * FU §, k4 t-7 ? PERS 2 5T |NO BOOKBREAK- | T 3163 T 3145/ (UNIDENTIFIED) .-
. : - FU &, S NG DONE. T gm; T gn
fuU o3, T 3142
- ru r
Fu 1
|Feance 75 [DIPLOMATIC "CODE FOREIGN OFFICE OR HANG| MESSAGES.® k4 ? 1 1-19hg-2 19hg  SIM READ IF 1524 (UNIDENTIFIED) --
FRANCE \"i 76 [DIPLOMATICE ADO|TIVE ENCIPHERMENT SYSTEM. [CODE 1919 1 B 1-1939-1 17 OKW cg;;nmlsco T 162% ' [UNIDENTIFIED) --
TYPE 2 ] 1
FRANCE 76 |DIPLOMATICY "CIPHER TABLES #14." TRIGRAPHIC SUBSTITUTION. ps-B 614 * 7 - 19kg-7 T oMW COMPROMISED T 918 {UNKNOWN )} -
FRANCE 77 DIPLOMATIC, U-FIGURE t-PART CODE. INGICATOR 6666, USED BE- * F CONS k4 t-7 1 ITALIANS ? T 1521 [ LIKNOWN } --
CONSULAR TWEEN PARIS AND DUBLIN. DUBLWE
FRANCE 78 pieLomMaTiC, §-FIGURE 2-PART CODE. ALWAYS ENCIPHERED BY SIM- RD 12 1 » ’ 1918 - 1 L2 J COMPROMISED: | T 3537 {UNKNOWwN) --
CONSULAR, PLE DIGIT FOR DIGIT SUBSTITUTION. - 195%
COLONT AL
b ance 79 |CONSULAR R-FIGURE T1-PART CODE, 1 k4 4 T-164p-1 1 oKW FROBABLY NOT |T 170% [UNKNOWN ) --
N READ
FRANCE 82 |coMMERCT AL B-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC.  PICTION- ) Tt 7-1932-1 1 oKW COEROMISED T 1681 {umxnown ) - -
WIRE 1 -
CHIFFRE
| HAYAS
FRANCE 81 MILITARY ;HLETIER 5-FIGURE T-PART CODE. PERHAPS ENCI- £} F 152 ? 1939 - ? 1941 GERMANS v L| T 3548 {UNKNOWN ) -
ATTACHE ERED BY" TRANSPCSITION.
FRANCE 82 (ML TARY -FIGURL (2+PART) CODE. HAD (18) ENCIPMERMENTS, {CODE €M< 1 FVvB; 1943-19%5 T oK PROBABLY NOT | 1| 168 PP 7, | {FVvB-2, F\ﬂg} &5 BROXE -
ATTACHE) FVB-5 USES COLUMNAR TRANSPOSITION WITH NULL rmt 1943) FvE-53 - : BROKEN 19-21 BY ASA [N 1 roun
PATTERNS ON A KEY TAREN FROM THE ENCODE.) D Pos- POSSIBLY OTHER ENCIPHE NTS SOLVED.
SIBLY 1 P2 THREE OTHERS IN PROCESS OF
FvB-2 OR SOLUTIDN, ONLY ONE 1S CUR-
Fve-3) RENT. )
FRANCE 83 [{MIL I TARY 5-FIGURE 2-PART CODE. JOCAM) O 1 NFT) OF | 1941 - 2 ? oKW 1 158 P2 (IF FNF, BROKEN AND READ. --
ATTACHE ) COOE £M~ Fyat IF FYB, SEE (TEM 82.)
PIREj
FRANCE By MiLITARY 4-F{GURE 2-PART CODE ENCIPHCRED BY ONE-TIME TRANSH 1 * 1 195 - 7 1 ? COMPROMISED | T 3553 { UnsNOWN ) -
ATTACHE POSITION KEYS, 13-27 LETTERS IN LENGTH, TAKEN 1808
FROM THE ENCODE.  KEYS ARE RLVERSED BEFORL USED.
FOR USE BY FRANCO POLISH MILITAPY MISSION,
ANCE-- 88 (MILITARY  * JSFIGURE “1-PART-CODE USING TRANSPDSITION ENCI- 1 ? {FvD) 194g- {CURRENT )i T Okw BROKEN AND 131 P5 (BROKE 3 ENCIPHMERMENTS. --
(rncc FRANCE]™ [ATFACHE) PHERMENT. (SPECIAL PAGINATIONS ASSIGNED TO EACH . FvD-h N SOLUBLE STATE.
STATION. ONE GENERAL PAGINATION.) - I . FVD-5 BFING WORKED OH.)
FRANCE 86 MiILITARY ONE-TIME TRANSFOSITION KEYS OF VARYING LENGTHS. * 7 T ok - 2 ? OKwW COMPROM| SED T 1753 [UNKNOWN) T =
ATTACHE USED BETWEEN FRANCE AND ROME. 199%
FRANCE 8 Lu.mm g u:ncn ENCIPHERING TABLES REPLACING THE SUDAMERI ? ] L] 1925 -t T oKW couProISED (T 1819 {UNKNOWN ) .-
ATTACHE 'S
|
T '
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

EARNED

FROM TICOM SOURC

(WITH ANNOTATIONS FROM ARMY _SECURITY  AGENCY SOURCES IN PARENTHESES)
COUNTRY . OF SYSTEM__J DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM AXIS . ATTACKED | RESULTS |REFERENCE AT AS EMARKS
ORIGIN OF ORIG AND BY WHOM!
FRANCE 89( cOLONI AL 1~PART CODE, 5 OR MORE LETTERS PER GROUP. i * ? 2 COMPROMI SED T 2453 " (UNKNOWN) --
FRANCE -~ 9jc0Lo~|AL 5<LETTER 1-PART CCOE. 2 ?  GERMANS PARTIALLY RE- | T 31 g , (COMPROMISED 1 U2 AFTER SOME (FBU BASIC
VICHY AND CONSTRUCTED T §1§ | WORK WAS DONE. BOOK; FBT
FREE FRANCE AND 18C% COM- ' EPAGINA-
PROMI SED 10N)
FRANCE 91| CCLONIAL ENCIPHERMENT TABLE FCR 1926 B. 2 ? 2 | WORKED ON T 2457 {UNKNOWN) KOASAOKNM
F NO EN-
C | PHERMENT.
ON FBT)
FRANCE 92| COLONIAL? 5-LETTER 1-PART CODE. 9 MARNE ?  GERMANS RECOVERED 2¢% | T 3248 (UNKNOWN) .-
FRANCE 93| COLONIAL 9-LETTER ?-PART CODE, SOMETIMES ENCIPHERED. ? 194% PERS 2 S | NOT READ PRIOR D 54 P 13 (UNIDENTIFIED) .-
. TO 1941 FOR
LACK OF HELP
FRANCE 94| COLONIAL? §-FIGURE 2-PART CCDE F 3 ? OKw cg;;nmls:o T 1672 { UNKNOWN ) -
1
FRANCE 95| COLONI AL -FIGURE {1-PART) CODE. (APPROXIMATELY 8,2¢¢ F CCL 29 ? SiD | KNEW INDICA- | T 1521 (CODE BOOK COMPROMISED 1945 --
ROUPS. SIMITATION ON FIRST DIGITS TO &, 1, OR + TORS AFTER SOME BOOK BREAKING HAS
2. FIRST UNENCIPHERED; LATER SOMETIMES ENCI- i DONE. ASA SOLVED ENCIPHER-
PHERED BY AODITIVE ON 18 X 1 DAILY SGUARE WITH ! MENT. )
RANDOM COORDINATES. )
FRANCE 96[ COLONIAL? 5-r|cimc 1~PART CODE. BOOK HAS 3 SETS OF TRI- ? ?  OKW COMFROM1 SED T 1822 { UNKNOWN ) --
GRAPHIC PAGE DESIGNATIONS FOR EACH PAGE, ALL AT 19%%
THE SAME INTERVAL AND PROGRESSING BY ONES.
' |
FRANCE 97| coLONIAL 4-FIGURE 2-PART CODE. (NOW UNENCIPHERED. HAS F coL g2¢ . ? ITALIANS 1 T 1521 (COMPROMISED CODE BOOK. --
(NAVAL, MILI- 'HAD 2 MAJOR ENCIPHERMENTS,) H BROKE BOTH_ENCIPHERMENTS. |
TARY, DIPLO- ' READ 190%.) :
MATIC ATTACHE) i
FRANCE 98| coLoniaL B-FIGURE 1-PART CODE< SOME GROUPS SENT IN CLEAR. ? ? COMFROM I SED T 1621 {UNKNOWN) .-
FOR USE IN ALGERIA. SPELL GROUPS BEGIN WITH 51 [6¢ 182
OR 53 AND END WITH 52 OR 54.
FRANCE 99| COLONI AL RUNNING ADDITIVE ENCIPHERING SYSTEM FOR COLONIAL ? ? 7 TABLES 130% T 256 { UNKNOWN) .-
1923 COOE. COMPROMI SED
FRANCE 180 | ARMY HAGELIN CIPHER MACHINE. (6 WHEELS, VARIABLE PINS 8c 38
VARIABLE LUGS, SLIDE, MAXIMUM KICK OF 27.)
FRANCE=-- 11| (ARMY) CIPHER MACHINE EMPLOYING FRACTIONATION, SUBSTITU- 8-211 AND APPROXIMATELY | ORIGINAL VER- [ 1 160 P 6 (NOT READ) i --
FREE FRANCE TION, AND RECOMBINATION. (USED % X 5 SGUARE. [v-211 wiTH 1941 OKH, OKW | SION READ. 1111 F5
HAD b WHEELS AND 2 SETS OF PLUGS. “40DIfFIED" SURCHIF - MODIFIZD VER- |1 31 PP Y, T
VERSION HAD 1@ WHEELS AND 4 SETS OF PLUGS.) FREUR DogPY

SION NOT READ.l
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS

LEARNED

FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY [ NAME __OF__SYSTEM ] DATES | WHEN TICOM |STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY! | AXIS Us A OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN| e USE AND BY WHOM |
FRANCE =+ 102] (3%MY) CIPHER MACHINE, HAGELINV TYPE. 5 WHEELS (FIXED c-36 ,€-36 (c-36) (APPROXIMATELY Qi OKH SOLVED AND I P 3 (READ. CAN BE BROKEN BY STA- --
FREE FRANCE LUGS, VARIABLE PINS.) { 1935-CURRENT ) 3uz OKW FREGUENTLY 1 16¢ P 6 TISTICAL METHODS.)
I 1939 sSIM READ BY OKM I 4Pl
AND OKW. MAY | I Zé P ‘j
HAVE BEEN READ | 48 P 2
, BY SIMm, 1 45 PP S-7
] 7§ PP 2-3 |
1 18 PP 4,79
13 PZ
IF |¢7 s
IF 1518
128 >
T 1658
T 1673
FRANCE 1e3[MIL TRy IMACHINE CIPHERS, ? ? ? 1939- 194g ? SIM NOT READ IF 1522 (UNIDENTIFIED) -
FRANCE 10Y4| ARMY | -LETTER ?-PART CODE ENCIPHERED BY DIAGONAL TRANS ? ? ? 1943-1945 : ? OKH READ 1 168 P 7 (UNIDENTIFIED) .-
|POSITION BY MEAMS CF A NUMERICAL KLY DERIVED FROM
| A KEY WORD. KEY WORD CHANGED MONTALY, LATER ' |
TEVERY TWO WEEKS. 1N WEST AFRICA LETICR 5ue>1|ru-|
TION TABLES WERE INTRODUCED WITH A MONTHLY CHANGEL
FOR TAE INDIZATIR GROUPS. ! )
| ) T,
FRANCE ighy | ARMY 5-LETTER ?-PART CODE. FIRST 2 AND LAST GROUPS | ? ? ? : 1943-APPROXI- 7 OKH , READ 1 158 P I (UNKNOWN) ==
ARE 5-FIGURE. ENCIFHERED BY D1AGONAL TRANSPOS!- _MATELY 1945 : PP 12-1%
ITIONT  USED IN ESUATORIAL AFRICA. | |
FRANCE 126 | ARy =LETTER ?-PART CODC. ENCIPHERED BY SIMPLE TRANS ? ? ¢ T1943 - 2 ?  OKH READ 1168 P 6 (UNKNOWN) .-
POSITION.  "10 DAILY KEY CHANGE."
B ]
' ! )
FRANCE 1097 | ARMY L-LETTER 2-PART COOE, UNENCIPHERED. COULD BE M.C. ? ? | 1935-194g-17 7 Okw ! COMPROMI 3ED T 1646 (UNKNOWN) --
USED AS A 4-FIGURE 1-PART CODZ ENCIPHLRED BY : 1998
"TABLES 3, 1€, AND 183.° |
FRANCE 198 | aRMyY ? 4-LETTER ?-PART CODE. ? F 51 ? ? -1 ? GERMANS ? T 3615 (UNIDENTIFIED) --
1
|
FRAMCE -~ 1659 | ARMY 3-LETTER 1-FART CODE. FIELD TYPE. 1 ? 1 1942-1943 {9 GERMANS READ BY GER- [ IF 1517 P (UNKNOWN ) -
FREE FRANCE | 2 siM MANS AND SIM, | IF 1523 P
PROBABLY FIRST|
BROKEN BY GER-
MANS .
|
FRANCE N {ARMY) -LETTER 1-PART CODE, THE MIJDDLE LETTER BEING ONE b g ? ¢ 194 - ? ' ? OKH READ. I 179 PP 2-3 | (UNKNOWN) .-
'OF THE 5 VOWELS. SEVERAL ENCIPHERMENTS WERE USED :
le:u THE ENCIPHER KEY CHANGED MORE FREGUENTLY. !
FRANCE 111 |ARMY ~LETTER 1-PART SMALL CODZ. KEY CHANGED EVERY ? . ? 1942-1944 i ® Ok READ 1 160 PP 6, B| (UNKNOWN) -
WEEKS. 1 !
FRANCE 112 |ARMY ~LETTER 1-PART SMALL CODE. IDENTICAL IN CON- ? ? ? APPROXIMATELY | ¥ OKM READ 1 1508 PP 6, 8| (UNKNOWN) -~
TRUCTION TO 1TEM 111, SUT VOCABULARY MORE ADAPT- 1943- 1944 H
ABLE TO WIRELESS TRAFFIC. KEY CHANGED EVERY ¢ |
WEEKS. '
1
FRANCE 113 [ARMY, AR, MIXED 3-LETTER, U-FIGURE, AND 3-FIGURE 2-PART | GeM.A, ? ? 1942 - ¢ T ? COMPROMISED T 1798 (UNKNOWN) --
NAVY CODE. “EMERGENCY CODEBOOK FOR USE IN NORTH AFRICAS 198%
\BOOK DIVIDED INTO SECTIONS FOR THE USE OF THE
\THREE SERVICES. I
| | !
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( .

{WITH AI_\INOTATIONS FROM ARMY SECURITY AGENCY SOURGES IN PARENTHESES)
COUNTRY [ NAM —SYSTEM 1 DATES WHEN TICOM [SIATUS OF 18
F SERVICE DESCRIPTION OF SYSTEM COUNTRf- ATTACKE&‘ RESULTS |REFERENCE AT ASA
ORIGIN - ORIGIN, AXIS [ US.A USE  AND BY i
FRANCE--  11% ARMY WD S-~FIGURE 2-PART CODES WiTH ASOUT 56,00 ? 7 * -1 1 5™ READ AFTER IF 1522 P 1, (UNIDENTIFIED) --
ViCdY GROU VARIOUS SYSTEMS OF ENCIPMERMENTS USED. , BEING DEPOS- APPENDIX A
USED BETWESN FRANCE AND COLONIAL ARMIES. v 1TED WITH '
I ! ARMISTICE COM-
. ! MISS10N |
| ) [
FRANCE 115 [ aRmy) 5-FIGURE 2-PART CODE. . | ? ? 1943 - ¢ ¥ OKH s:ogcu AND 119P & (UNIDENTIFIED} -
REA
FRANCE 115 (aRmY) (5-FIGURE 1-PART CODL. LATER REPAGINATED. 3 SYSTEME ? -- 1923 - 7 L. COMPROMI SED (COMPROMISED BOOK 1927 OR -
. ENCIPHERMENTS IN USE SIMUL TANEOUSLY.) CRYPTD~ 1908 g 11)8'2«5' MO TRAFFIC. WORK
|r.anH|CuE £.)
! nt:no3 , T 1527
| ] '
FRANCE 117 MILITARY TRANSPOSITION KEYS FOR SYSTEM 1923. 1 o0 F ke - 194 - 2 1948 GERMANS  COMPROMISED | T 361 {CODE BQOK COMPROMISED. SEE -
i'! 923 | 933 . 13?1' i 9 9 S 3813 (Lo ”g?')‘
FRANCE 1197 Army 5-F1GURE T-PART CODES. USED IN FRANCE, NORTH , * ? ? 7-1943-19442 7 OKH NOT READ BY 1168 P 7 {UNIDENTIFIED) -
1 AFRICA, WEST AFRICA, AND EGUATORIAL AFRICA. I FEBRUARY 1945 °
FRANCE-- 159 ARMY U-FIGURE %-FIGURE CODE SENT IN 5-F IGURE CROUPS., 1 ? ) 7.1 7 5IM NOT READ tF 1522 P2 (UNIDENTIFIED) -
FREE FRANCE ENCIPHERED BY ADDITIVE SYSTEM. '
1
FRANCE™ 120 apwye L-FIGURE 2-PART CODE. SHOAT CONE. SOMETIMES ? " LA YT Onw COMPROMISED | T* 15bp {UNKNOWN) b
LNCIPHERED BY DIGRAPHIC LETTER SUBSTITUTION, CHIFFRE 1258 ;
. ] .
f 3 ; |
FRANCE 121 ApMy 4-FIGURE 2-FART FIELD CODE. ENCIPHERED BY A 11 1 F 1id o’ ? 1937-1939 1937 Ok SOLVED aND 1 ?S P& } (UNKNOWN) .-
. DIGIT REFEATING aDDITIVE. INDICATOR WAS 55555. RA ) READ. ENCI- |1 Zg P2 |
. PHERING TABLEY T 3584 | i
COMPROMISED
1A%, {
' 1
TRANCE 122 ARMY L-FIGURE 2-PART CODE. APPROXIMATELY 6,703 SERIE &7 ? ! ? 2-1928-7 7 Okw COMPROM | SED T 122; (UNKNOWN) ="
GROUPS. ENCIPHERED 8Y DIGRAPHIC LETTER SUBSTI- 128 T !
! TuTION. ’ i
i - 1 ' !
FRANCE 123 aruy 4-FIGURE 2-PART CODL. AFPROAIMATELY 55,88 CoNCOR ? l H -9 T oKW COMPROVISED | T 1794 {UNKNOWN) =
: GROUPS. DIGRAPHIC LETTEP SUBSTITUTICNT SIMILAR DANCE NO. ! | 1%
| 10 1TEM 122, 3 i | .
1 .
FRANCE 124 ARy 4=FIGURE £-PART CODE. 'C0DE ? ? -9 7 oKW COMPROMISED T 1665 { UNKNOWN) -
1CMIFFRE 183% !
SERlE &3 b '
1
i 1 .
FoANCE 125 ¢ ARMY b-F IGURE 2-PART CODE. ENCIPNERED BY LETTER SUB- SERIE 69 * | 7 t -1 7 Onw ! COMPROMISED | T 1636 {unceown ) -
STITUTION WiTH VARIANTS. NO GROUP BEGINS WITH &. l %%
. |
1
FRANCE 135 ARMY? %-FIGURE 2-P4RT CODE. SERIE T1 * | * 2-194g-9 7 oKW |, ;t:ggzvcg:- T 871 {UNKNOWN) T
' COVERED !
' i
FRANCE 127 ARMY L-FIGURE 2-FART CODE, USED BETWEEN NORTH AFRICA  ATMU] ? ‘ 7 1943-194%5 1944 on4 | RECOVERED AND | I 168 PP 7, | (\aeNOwN) -
iND COASICA. PEVERSED ¥TH GROUP SUBTRACTED FROM READ 14-19
| ;E-Esif_gscnwr ALWAYS GAVE SAME DIFFERENCE FOR ALL | !
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RESULTS A OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TIC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY . AME _OF SYSTEM | DATES WHEN TICOM STATUS OF THE SYSTEM
OF *SERVICE DESCRIPTION OF SYSTEM COUNTRY]| AXIS US.A ! F ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN OF ORIGIN 1 USE AND BY WHOM .
FRANCE 128| ARMY 4-FIGURE 2-PART CODE, ALWAYS ENCIPHERED. AFR ’ ? ?-1942-7 T GERMANS ﬁ%;noms:o T 3683 {UNKNOWN) -~
FRANCE 129| APMY Y-FIGURE ?-PART CODE WITH SHORT REPEATING AOD!- ? ] ? 1944-1945 ? OKH CAPTURED AND |1 16¢ PP 7, 19 (UNKNOWN) --
TIVE, WHICH MAY HAVE CHANGED WEEKLY. GROUP 1 WAS READ
MESSAGE NUMBER; GROUP 2 GAVE NUMBER OF GROUPS;
AND THE LAST GROUP WAS THE INDICATOR GROUP.
FRANCE 13@] ARMY 4-FIGURE ?-PART CODE WITH SHORT REPEATING ADDI- ? 1 ? i 1944-1945 ? OKH READ | 168 PP 7, 19 (UNKNOWN) --
TIVE. USED IN TRANSPORT NETWORKS IN NORTH AFRICA
EXTERNAL CHARACTERISTICS SAME AS THOSE OF ITEM !
129. TRANSMITTED IN 3-FIGURE GROUPS. |
FRANCE 131] ARMY U=~F IGURE P-PART CODE CONSTRUCTED BY A CODE "TABLE ? * ? 194%4-1945 ;P OKN READ 1 168 PP 6, 8| (UNKNOWN) --
IN WHICH RANDOM 2-DIGIT COORDINATES FORMED THE i H
4~-F1GURE GROUPS. ENCIPHERED BY DAILY CHANGING !
FIGURE SUBSTITUTION TABLES IN MONTHLY CYCLES. :
FRANCE 132| ARMY 4-FIGURE ?-PART CODE ENC!IPHERED BY "ORDINARY" ? F 9% ? ? - 1947 1937 OKW SOLVED AND T ;gn (UNKNOWN) -
TRANSPOSI TION. ' READ 156 P 6
i1 170 P 2
FRANCE=-  133] ARMY (4-FIGURE 1-PART CODE NOT STRICTLY ALPHABETIC {GaMMA?) ? (FRE 4) I(®-19k2-CUR- | T GERMANS NOT READ T 312 (CODE BOOK ABOUT 8¢% RE- --
FREE FRANCE ENCIPHERED BY SUBSTITUTION OF A TRIGRAPH FOR THE | RENT) : COVERED BY GCCS AIDED BY ASA.
INITIAL DIGRAPH. SUPERENCIPHERED BY TRANSPOS!- [ ENC I PHERMENT SYSTEM ALMOST
TION KEY TAKEN FROM THE MAGAZINE "FRANCE LIBRE", COMPLETELY COMPROMISED BY
vOL. 1v, #23.) S-FIGURE INDICATOR REPEATED AT | GCCS.  READ AT ASA SINCE
THE BEGINNING IN REVERSED ORDER. ! 1944.) .
FRANCE 134 ARMY * L-FIGURE 1-PART CODE TRANSMITTED IN 5-FIGURE AT™ ? ? BEFORE 1939-7 ? GERMANS COMPROMI SED T 3551 {UNKNOWN ) --
GROUPS. WAS ORIGINALLY A 3-LETTER 2-PART CODE. 192% T 3528
+ ENC IPHERMENT BY 18-DIGIT REPEATING ADDITIVE CON- ) P8
lsmucmo FROM THE DATE. I .
FRANCE 135 | ARMY 4-FIGURE 1-PART CODE, REPAGINAYED. VARIOUS EN- [G.N.1; k4 ? 1927-194g-7 ? OKW . COMPROMI| SED T ?gln (UNKNOWN) --
CIPHERMENTS USED, SOMETIMES ONE-TIME TRANSPOSI- [G.C.1; 198% T 3
TION KEYS, SOMETIMES A REPEATING ADDITIVE. GoF.l; ¥ lg 5
G.R.1;
i CODE B.L G T 354
CODE B.J; T 354
G.l.1: T 3552
REPERTOIRE T g"
1927 T 1751
T 1755
FRANCE--  136| ARMY? 4-F IGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. CARNET DE 2 ? 1941 - 2 % oKW COMPROMI SED T 1647 (UNKNOWN) #07 g&vg'j
VICHY ENCIPHERED BY ADDITIVE TAKEN FROM A TABLE. CHIFFRE- | : 190% ?cé c('”_
VENT TP.Ls i MISSION,
FRANCE 137 | ARMY U-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. SERIE M ? ? 2-194g-2 ? OKw COMPROMI SED T g (UNKNOWN) %ov TURNED,
VARIANTS USED ON MOST FREGUENT GROUPS. 2-DIGIT 190% T Z 2 VER TO
DIFFERENTIAL FOR GROUPS REPRESENTING PLAIN TEXT T RMANS OR|
DIGITS. CODE TO BE USED ONLY WITH ENCIPHERMENT-- T gg I TALIANS
LETTER OR FIGURE. TRANSPOSITION ONE-TIME KEY T 16 AT ARMIS-
USED. . ; TICE.
FRANCE 139 AfMY-COLONIAL |4-FIGURE )1-PART CODE WITH LETTER ENCIPHERMENT-- ? ? ? ? - 1939 ? SiM READ IF 1519 P 2 (UNIDENTIFIED) --
2 OR 3 ALTERNATIVE LETTERS FOR EACH FIGURE. : :
|
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RESLILTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURGE

(WITH | ANNOTATIONS FROM ARMY SECURITY AGENGY SOURCES IN PARENTHE SES} .
COUNTRY NAME__OF SYSTEM DATES WHEN ' TICOM ISTATUS OF THE SYSTEM
SERVICE DESCRIPTION  OF SYSTEM COUNTRTT . ' OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN | - OF ORGN| AXIS | US.A]  USE  'AND BY WHOM ,
FRANCE 139| ARy 4-rIGURE |-PART (ODE. USEO FOR SMALL UNITS, SERIL FC) 7 ? 1-1939-1938-7 | 1 Oxw comeromrsen | 7 1337 {NPNDWN ) -
USED UNENCIPHERED IF NO SECURITY REGUIRED. SOME-|¢ARNET Of 1958 T }:3.:5
TIMES ENCIPHERED By $-DIGIT PEPLCATING ADOITHvE LHIFFRE-~ T 1624
WHICH FPECUENTLY CHANGED. MENT i
FRANCE ~~ lhﬂi ARMY 4-FIGURE 1-PART CODE. ? ? 7 1 1-1938-7 T ORwW COMPROMESED T 1624 { LRIKNGWN } --
(FREE FRANCE) | | ' . ; T 34
. I
FRANLE 151] ARMY 4-FIGURE 1-PART CODE, TRANSPOSED. 2 1 | FRIOR TO 1939 PRIOR TO 1939 | READ IF I519 P | {UNIDENTIFIED) ==
5iM i
FRANCE -~ 1he| apmy 4-FIGURE |-FART CODE, ERCIPHMERCD BY LETTCR SUBR- k] {re|) 10hG- ([CURRENT) * Ok PEAD { 168 PP 7, 11 (PROKDN AND BEING READ HO3L) --
[FREC FRANCE) STUTUTEON TABLE. FIRST GROUP ALWAYS T1SF. )
FRANCE %3] areer, AIP k«F IGUPE 1-FART CODE, NOT STRICTLY ALFHARETIC, [+ & coce * - 10942-7 7 Onw COMPROMISED ] | (NmNOWN ) --
FRANE 18] ARwrY 2-FIGUPE 2-PART CODE. FROBABLY A FIELD COCE. CAPMET ? 19397 1%L2-2 T O CoMePOMISED | T 1725 (UNKNOWN ) --
REDUIT: - 10:5%
2z2
FRANCE 155| Afmay? I-FIGURE |-FART CO0E, NOT STRICTLY ALFMABETIC, conE Bf F 23 ? R CELS LM GEPUANS PLCONSTPUCIED | T g [Nt ) --
SERVICE £ FomaRs | T 3000 .
1926 PARTIALLY
LOMPRIMISID,
FRANCE TUh ARy 2-FIGUPE T-PART {ODE. USLED TRANSEQSITION ENCI- E F oML {FMn 112) ] 1955 omLY : * SID wWPRED O, T 1521 {WMREADABLE. BEING wWORKED --
FHERMENT, FPROGAELY NOT on)
, RCAT.
FRANCE 147 ARMY 2-FIGURE SUBSTITUTION TABLE WITH ALTERHATIVE ? 7 T - 7 ONH | EEAD, PP R A { UMW ) --
ECUIVALENTS, USED IN SYRIA.
FRANCE-- 1484 acMy CODE VALUES IN BLOCKS DESIGNATED BY FIGURE FOP b » ® v -9 7 SERMANS PEAD PARTIALLY IF 1523 [UNIDENTIFIED) --
FREE FPANLE BLOCK, LETTEP FOR LINE. FIGURL COULD BL SUE- 7 SIM
STITUTED BY GIGRAPH. LUSED 1M SYFIA,
TRANCE 143 ARMY SUBSTETUYINN TABLES, 2 LLVIERS FLE NUMELF. 1 7 3 Glg -7 T kW COMEROMISED 1 1749 (I"ODLNTIFIED) -
|
FRANCE 1540| (Aruy) CIPUMEP SYSTEM, SIMFALE LETTER SUSSTITUTION. L] ? bd o7 7 DrH | rean 1174 P b {UNIDEHTIFIED) --
SUBSTITUTION KETS A4D BOXES (HAWGEG EVERY |M Dard : |
FAANCE- - 154, Afady CIPRELT L0 TR I * ? - 7 O RLAG 1 e [LNEHOAS ) --
FREE FAANCE SEO0UIH"™
FRAMCE - = 152 ApMY CIPHCR?Y “SEEVILE - 7T T mxH oLaD 1 kP2 [ UNKH ) --
FPEC FRANCL FOL 1 TICUET
FRACE 155 Ansey 3 SETS OF ENCERHEPENG 2EvS--LLFVER DIGRAPHE, V.F. ? ? APRL QUG T R CrmFROMIZED - | T 23957 {URIRHTAWTL) -
.- - = SRR R el AL, .. - B, -® [esg | - L [
!
FRANCE 15k( ARMr? TRANGPOSIT IO ENCIFHERMENT BASED OM & KETWORD A . 7 2.7 I ENCIFHER ING T k3 { IRHOWE ) --
TAKEH FROM THE ENCOOE, DIREL TIONS
COMPROMISED
1o
1
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EARNED FROM TIGOM SOURGE
{V_IITH ANNOTATIONS FROM ARMY SEGUI_'\'ITY AGENCY SOURCES IN PARENTHESES)
COUNTRY | NAME _OF SYSTEM ' DATES WHEN T TICOM 'STATUS OF THE SYSIEM|
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS US. A OF ATTAGCKED | RESULTS REFERENGE AT ASA REMARKS
ORIGIN OF ORIGIN USE AND BY WHOM, |
FRANCE 155( {ARMY) CIPHER SYSTEM USING SIMPLE LETTER TRINSFOSITION. ? o * *-1943-7 1 OKRH |m:AD LI P L {UEIDENTIFIED) (-
FRANCE 156 ARMY SIMPLE TRANSPOSTION. USED IN SYRIA. ? . | 1] ¢ -1 T OKH ' READ 1168 P& {UNIDENTIFIED) --
i .
FRANCE 157] ARMY 21-LETTER REPEATING TRANSPOSITION KEY USED ON 'CLEF ZERD ? l 1 1939 ONLY ? oMW COMPROMISED | T 1736 { unKNOWN ) --
CODE RA. USED DURING wONTY OF SEPTEMIER, 1929. A 2 193%
REPLACED BY CLEF 2ERC B 2. '
i
FRANCE 158| army TRANSPOSI TION ENCIPHERMENT BASED UPON A KEY, 14- CLEF ZERG ? ? 1939 owLY 1 OKkw COMPROMISED - T 1T36 {Lmirntw ) .-
fg LETTERS IN LENGTH, TAKEN FROM THE ENCODE FOR B 2 192% ]
€ ON CODE RA. REPLACED @y CLEF 2ERO C 2.
FRANCE 159| ARMY ENCIPHERMENT FOR USE ON CODE RA. REPLACED BY CLEF 2ERO * ? 1939- 1942 L ] 7 T 736 {uNKNOWN) -
CLEF 26RO D 2. ez '
1 1
FRANCE 16| aRuy ENCIPHERMENT FOP USE ON CODE RA. REPLACED BY |ct:r 7E80 ? { ? 194805 ONLY ? o ? LT AT {LNRNOWN ) -
CLEF 2ERO E 2. o2 .
. I ]
FRANCE 161| ARMY 13-29 LETTER TRANSPOSITION KEY. LENGI’H IS NEVER !cu:r 7EPO ? ? 1948 onLY ? oKW COMPROMISED T 1736 { UnKNOw) --
A"MULTIPEE OF b, FOR USE ON CODE R £ 2 198%
FRANCE 162(AIR 'M-FIGURE 1-PART CODE, MOT STRICTLY ALPHABETIC. L ? ? 1939-1942-1 ? oKW COMPROMISED T 1639 {UNRKNOWN ) R
SOMETIMES ENC)PHERED. | ! 1005 '
1
. i | -
FRANCE 163[AIR +h=FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. ? | FC 1; b2 ? ' 1-1039-7 1939 GERMANS | PARTIALLY PE- | T 354k {UNRNOWN) -
: ndd CONSTRUCIED !
FRANCE 168 |AIR Ik-rlcua: 1-PART CODE, ENCIPHERED BY LET1ERS. : ? ? * , T1939-¢ 1939 OKL READ 1u2ré ! { GNKNOWN } .-
FRANCE 165 {a1R) 3-FIGURE Z-PART CODL, CAPTIONATED. Imcnou— T ? | 1-1936-1 N COMPROMISED | T 1£L3 { UNKNOWN ) -
NAIPE ET 100 \
YOCABU- 1
LAIRE GEO .
GRAFHIGUE | !
DU CODE
AERQ; D.5¢ | |
o 165 i
FRANCE 1IEG{AIP |a;r|mc 1-PAPT CODE. ENCIPHERED @Y LETYCRS 4 1 7 7-1935-7 T oML | REAS L n2eré { LHKNOWN ) -~
1CH CHANGED 2~5 TIMES A MONTE. : :
TRANCE 167 |ar WEATHER CODE. SINGLE DIGITS m: LETTERE. ENCE- [RoA.V. L * t-7 e O | COMPRIMISED ir 1204 {LNIDLNTIFIED) -
PHERED EY DAILY CHANMBING ADDITIVE.
FRANCE 168 |AIR, MAVY COMBINATION LETTER AMD FIGURE CODE. PARTIALLY |LC coDE, . 2 1 1938 - 2 1 oW COMFRO»ISED | T 1733 {urKrcwn ) e
PLAIN TEXT. USED FOR LIAISON OF ARMY AND NAVY. |AIR-MARINE
LESS 1FAN 120 GROUPS. c32
FRANCE 169 [AIR FORCE CODE ENC FPHERED. ? D. 5. O ? 19hg5- 1943 T e osis READ. CAF- ' |F 1506 [WNICENTIFIED) -
127 TWRED CODE IA
CLLCING KEYS
I FOR FE8., ¥AY,l .
AND JUNE |«}IuI 1
)
. L ‘
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS

LEARNED

FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME___OF__ SYSTEM_J DATES | _WHEN TICOM [STATUS OF THE SYSTEM
F SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS us. A 0 i ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN OF ORIGIN . USE  AND BY WHOM
FRANCE 176 navY Ajo ADD I T1YE ENCIPHERMENT SYSTEM FOR D.S.-D 197, D.5.-C 16 ? ? | 2-19u8-1981-2| 2 oOKkw COMPROMI SED T (UNKNOWN) --
DAILY CHANGING REPCATING ADDITIVE OF VARYING ? SIS AND READ BY IF 1506
LENGTHS WHICH CHAMGED ACCORDING TO DAY OF MONTH. OKW AND SIS
FRANCE 171 NAVY AIR ADDIVIVE CNCIPHERMENT (ROPLACING?) D.S.-D 109, ? ? ? 1941-v 7 OKW COMPROMI SED 1 1866 { UNKNOWN ) --
SIMILAR TC 1TEM 174,
FRANCE--  i72| mavy Y-LETTER J-PARY CODi. 15 VARIANTS FOR LACH VALUE|C.S. 22 ¥ ? Co1Ghgs-e 7 7 COMPROMI SED T 3555 I (UNKNOWN ) .-
VICHY, FRLE . OR 1SMCh . 1959% .
FRANCE i
FRANCE 173| NAvVY L-LETTER #-PART CODC. 15MCS 5 ? ¢ 1951-1942 7 OKW COMPROMI SED T 1985 (UNKNOWN) --
D.5.°0 229
FRANCC 174 navy? L-LETTER CALL SIGN SYSTEM ? 1SMC ? ? -7 ? SiS READ. CAP- \F 1546 (UNKNOWN) --
|(D.S.D 2a TURED.
RENO .
FRANCE 1751 HAVY? 3-LETTER CALL S)GHS, ? N,S. b ? ?7 - % ? SIS READ. CAF- IF 1586 { UNKNOWN ) --
(0 D2ty } TURED.
VATI H
FRANCE 176 NAvVY COMBINATION LETIER AND FIGURE CODL. SIGNAL COOL. |C.S5.-D 1¥ ? ? 1936 - 7 7 OKM Cgé;RfMISCD T 573 { UNKNOWN) --
: 1
FRANCE 177|navy COMBINATION LETTER AND FIGURL CODE. SIGNAL CODL. [D.S.-D 174 ? ® 1936 - ? T OKM c%gawsm T 433 {UNKNOWN) .-
. 1
i
FRANCE 175 Navy -FIGURL 2~PART CODE, WITH CNCIFHERING TADLES. T.B.M, ¢ [T.B.M. 2 ? 1934 ONLY 1934 S READ IF 1586, 178, | (UNKNOWN). --
| ENCIFRERMENT SIMILAR TO THOSE MENTIONED IN 1TEM . P 3
1191,
FRANCE 179 NAVY S-FIGURE 2-PART CODE WITH ENCIPHERING TABLES. T.BM. 3 [T.BoM. 3 ? 1934-1935 1934 si8 READ IF l;%. 178, | (UNKNOWN) ==
ENC I PHERMENT SIMILAR TC THOSE MINTICNED IN 1TEM P
7.
FRANCL 1868  NAvyY -FIGUREL 2-PART CODE. F.Z. 21 ? 1936-1 1936 OMM COMPROMI SED T 58 {ASA HAS COMPROMISED COPY. --
g 936-1939 3 120% > NO TRAFFIC RECEIVED.)
FRANCE-- 121 NAVY -FIGURE 2-PART CODE. (USUALLY ENCIFHERED @Y T.e.M, S63F.2.26; (FBx) 1939-(1943-7) | 1939 SIS COMPROM1 SED T 586 (HAVE COMPROMISED COPY CF --
FREE FRANCE, UNNING ADDITIVE TAKEN FROM A CHART.) VR 350 0.5.B.354 1952 OKM AND READ BY IF 1584 PP 1, | CODE AND ENCIFHERMENT. E
VICHY AR, 3;  |D.S.B.359 OKM AND SIS. 2 CEIVED SOME TRAFFIC IN 1943,
0.5.87 39dD.S.B.361 1F 1586 READ. )
FRANCE-- 182 |NavY §-FIGURE 2-PART CODE. C.A. ?v; ? * ?-1939-7 1942 OmM* COMPROMI SED T 588 (UNKNOWN) --
(VICHY, FREE : 806G 33;
FRANCE . D.5.8 188
FRANCE 183 | NAVY 5-FIGURE 2-PART cooE. [ 58; ? ? #-194g8-7 ? OKM COMPROMI SED T 598 (UNKNOWN) --
0.5.8 22‘9'
FRANCE 184 |NAVY 5-FIGURE 2-FART CODE. B.D.C.- zz:’: 7. 22 ? 1935-1939 1935 OKM COMPROMISED | T 585 (UNKNOWN) --
0.$.B ¢ 1298
1 L
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TIC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ]
COUNTRY NAME___OF SYSTEM | DATES WHEN TICOM STATUS OF THE SYSIEM[R
F R SERVICE DESCRIPTION OF SYSTEM ICOUNTRY AXIS us Aj OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN : OF ORIGIN - R USE AND BY WHOM :
FRANCE--  185| NAVY -FIGURE 2-PART CODE. B.0.G.3¥1;P.D.G. ? 1939 - ? ? - OKM' COMPROM! SED 7 587 ( UNKNOWN) -~
VICHY, FREE 5 > CoA. 33“ ClAK; ¥ ? SIS 199% BY SiS IF 1586
FRANCE D.5.8. 187 pamCcuT AND OKM, READ|
BY SIS,
i .
FRANCE 186| NAvY -FIGURE ?-PART com:. Ug,@B¢ GROUPS, WITH ENCI- |TBM 21 1BM 21 ? 1 1938-1939 1938 sis SOLVED AND IF_ 1586, 15 B, (UNKNOWN) --
HERING TABLE AND 4,@i8 APPENDIX GROUPS. ! i READ. PP 1-25
FRANCE 187] nAVY 2 FIGURE ?-PART CODE WiTH ENCIFHERING TABLE. TBM 22; * ? 1939 - * ? SIS PERHAPS READ. | IF |5¢§8 168, . (UNKNOWN) --
#,80¢ GROUPS. POSS18LY PP 1
TBM 55;
ENCIFHER-
MENT "A"
FRANCE 188 NAVAL, DIFLO- | 4-FIGURE 2-PART CODE, ADDITIVELY ENCIFHERED. RD 37 ? (FeM) 194@- ( 1944) ? OKM COMPROM| SED T 1389 (coDE 120 CWPR(MISER; EN- --
MATIC, CONSU- | ADDITIVES WERE CHOSEN FROM 6 SETS OF 31 ADOITIVE : 1998 T 584 CIPHERMENTS BROKEN 1942.)
LAR, COLONIAL | TABLES, EACH TABLE WITH 828 DIGITS.
FRANCE 189 NAVY REVISICN OF THE ENCIPHERING KEY #68 OF THE NAVAL |CLEF ? ? 1953 - ¢ 1943 PERS Z S| COMPROMISED | T 2458 (UNKNOWN ) --
ATTACHE IN BERNE. RUNNING ADDITIVE: TO BE USED s”gguu: 190%
WITH NAVAL CODE RD.
BERNE)
FRANCE 198( NAvY L-FIGURE 2-PART CODE. ALWAYS ENCIPHERED BY ADDI-|DICTION- ? -- -1939-¢ 1943 PERS 7 S| COMPROMISED | T 2hk2 (NAVY HAS WORKED ON SYSTEM. --
TIVE TABLE. (USES SAME VOCABULARY AS RD 3%) AILRE E.X. : T 2uk ASA HAS NOT.) -
36; FOR- D 3N-
MERLY RD
36
FRANCE 191( NAVY 4-FIGURE 2-PAR1 CODE. S SYSTEMS OF ENCIPHERMENT.|TBM 1t TBM 1 1 1931-1934 ! 1933 SIS CODE AND EN- | IF 1586 .(UNKNOWN) --
- USED 1% ENCIFHERING TABLES. C1FHERMENTS
EROKEN AND
READ.
FRANCE 192| NAVY |TRIGRAPHIC SUBSTITUTICN "TABLES # 13" TO BE USED |D,S.-B ? 9 2-1939-7 I 7 OKw COMPROMI SED T 919 (UNKNOWN) --
|ON B.D.G., T.B.M., AND V.N. 1. 613 :
I
FRANCE 193| NAVY 4-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. D.T.; 81g ? ? ?-1939-1941-7 ? OKkw COMPROM! SED T 983 (UNKNOWN) -~
p.s.B &1
FRANCE 194| NAVY? ENCIPHERED CODE. 2 D.S.D 304 ? ?-7 ? SIS COMPROMISED; | IF 1506 (UNKNOWN) --
READ.
FRANCE 195( NAVY DIGPAPHIC SUBSTITUTION SYSTEM, 2 LETTERS FOR EACH ? ? 2 ?-194g-9 ?  OKW COMPROM| SED T 935 ( UNKNOWN) --
F IGURE .
FRANCE 196( NAVY DIGRAPHIC SUBSTITUTION ENCIPHERMENT SYSTEM RE- C.C.S. ? ? 1942 - 2 ? OKw COMPROMI SED T 1734 (UNKNOWN) --
PLACING A MARCH 1929 ENCIPHERMENT. COMBINES NO. 1; INSTRUCTIONS
LETTERS AND FIGURES. D.5.D 142
FRANCE 197| NAVY NAVAL KEY TABLES TO BE USED WITH CODE E.X. Exzo 3&1, ? ? 19471 - 2 ?? COMPROMI SED T 3562 (UNKNCWN) --
2, T 190%
1
|
FRANCE 198| NAVY TRANSPOS I TICN ENC)PHERMENT SYSTEM WITH DIGRAPHIC [D.S.-B  NACOM; ? 1941 - ¢ ? OKW COMPROM SED T 18¢ (UNKNOWN) --
LETIER SUBSTITUTION. USED ON INTERNATIONAL CODE | T7%b D.S.-8 1 SIS 120% BY OKW \F 1526
BETWEEN COMMERCIAL SHIPS AND THE NAVY. 7843 AND SIS.
INTERNA- READ BY SIS.
TIONAL
CODE N.C. :
% | i
1
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURGES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY . SOURCES IN PARENTHESES)
COUNTRY : | NAME_ OF  SYSYEM DATES WHEN TICOM [STATUS -OF THE SYSTEM
F SERVICE DESCRIPTION OF SYSTEM ICOUNTRY] A F ATTACKED | RESULTS |REFERENGE AT ASA REMARKS
ORIGIN CF ORIGIN| AXIS | US. _USE  'AND BY WHOM
FRANCE 199) NAVY ENCIPHERMENT SYSTEM TO PEFLACE D.5.=B 7E% 4ND 1S |N.C. NO.§ t 1 1941 - 7 ? DKW COMPROMISED T 1803 {UNKNOWN ) --
SIMILAR 10 T, ) . 1808
FRANCE 288 Navy TRANSPOSITION ENCIPHERING TABLES WITH HOUPLT 0,5.0 126 7 ? ! 1958 - ¢ T OHW COMPROM | SED T 1693 (UNKNOWN) --
CHANGIMG KEY. REPLACES VARETRA NO. 16, :SRET;JI i : 1038
|
’ !
FPANCE--  2@1) POLICE R-LETTEF 9-PAP1 L{0ODE. t % E 7-1940-19k2-7 T Giw READ T 1768 (UNRNOWN ) --
VICHY . |
1
FRANCE 22| POLICE 4L-FIGURE OF 5-FIGURL T-FART CODE. 1 H 7 '1-:939-1938-1 ) [+ READ T 2626 {UNRNOWN ) -
FRANCE 203| GENEPAL I-LETTER 1-PART COOE. ? ? ? ?-1 2 ® COMPROMISED T 184 {UNKNOWN ) -
FURPOSES 1904
FRANCE 20] GENERAL L-FIGURE 1-FAPT CODE. PAGINATION AND FIRST 2 cuérrpz ? k4 ? -7 1921 PROGABLY | FROBABLY 1864 | 1 3548 | (umrnonm) (PESE'GLESL
PURPOSES? DIGUTS TO BE FILLED IN BY USERS. 1 GERMANS COMPROMISED SITTLER)
FRANCE B ? L-FIGURE-LETTER 1-PART CrOE. ? H.Z.8. ? % - % 7 GEPMANS RECOVERED 8¢ | 1 2L84 {UNKNOWN ) --
FRANCE 2 ? b~FIGURE 2-PART CODE. ? L 5; STAT)  °® P -7 17 GEPMANS RECOVERLD 164 | T 3156 (UNIDENTIFIED) --
1-3%a
FRANCE 287 7 k-FIGURE 2-PaRT CODL. 7 Fs5 ? ?-7 ? 2 RECOVERED 5% | T 2437 {UNIDENTIFIED) -
FRANCE 2685 ’ 47-FIGURE 2-PART CODE. cmrrn& M 26 DAUTH * -1 7 UTALIANS pg;onsmunco T e {UNIDENTIF IED) --
) NO. 11 1 T
FRANCE 219 4 L-FIGURE 1-PART CODE. 9,9%% GROUFS. 7 k3 ? -1 * 7 c%:pcmsto 1 39555 {UNRNCWN]) -
1944
FRANCE-- 218 ki PROBABLY b-FIGURE T-PART CODE WITH ADDITIVE EN- ? ? * ? -9 ? StM NGT READ IF 1522 [UNIDENTITIED) --
FREC FRANGE CIPHERMENT .
FRANCE 211 k4 U-FIGUPE ?-PART CODE. ? FRANZ ? 707 READ 12536 {UNIDENTIFIED) -

F-lgaﬁ-?
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS  LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME _OF SYSTEM | DATES WHEN TICOM |[STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS US.A | OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGI OF ORIGIN Sl USE AND BY WHOM
GREECE 1| (CONSULA® AND | 4-LETTER (2-PART) CODE. UNENCIPHERED. ONLY 18 | (ETA) G7 {GRrRD) | (19h¢-curep:m)| ? OKW AND PER9 ALMOST COM- T 1965 (HAD BRITISH COMPROMISED --
SOME DIPLO- LETTERS USED TO FORM CODE GROUPS. | HAPS PERS Z S| PLETELY READ | AND PERHAPS BOOK. CODE UNREADABLE.
MATIC) h ? SIM BY GERMANS., 122P2 VALUES ADDED. TICOM GAVE
' READ BY SIM. | D T1 SOLUTION)
GREECE 2 [ {(MiL1TARY U-LETTER (2-PART) CODE WITH S5TH LETTER ADDED (1074) ? (GrB) (194 1-CURRENT) ? PERS 7 S READ 122 P 2@ (BEGAN TO READ IN 1945 wiTH --
ATTACHE, DIP- | FOR INFLECTION. (UNENCIPHERED) T 22 COMPROMISED BOOK. STILL
LOMATIC, AND ! T 22 READ. )
CONSULAR) T 22
GREECE 3 | CONSULAR 4-LETTER (2-PART) CODE WITH STH LETTER ADDED BETA T (GRC) | (1938-CURRENT) ? PERHAPS READ, PRO- 6% (BEING READ AS RESULT OF --
FOR INFLECTION, UNENCIPHERED. ONLY 19 LETTERS PERS Z S BABLY COMPRO- | AND PERHAPS TICOM)
TO FORM CODE GROUPS. MISED. 122P2
T 2852
GREECE b | consULAR 4-LETTER 2-PART CODE. UNENCIPHERED. ONLY 18 [ (PHI) F (GRH) BEFORE 1?39 -| 1939 PERS 7 S| PARTIALLY RE- [ T 2352 (UNKNOWN UNTIL MADE READABLE -—-
LETTERS USED TO FORM CODE GROUPS. (CURRENT CONSTRUCTED AS RESULT OF TICOM)
-
GREECE 5 |MILITARY 7 4-LETTER ?-PART CODE WITH S5TH LETTER ADDED FOR b4 ? ? ? -7 1941 OKw SOLVED ‘1 58P % (UNKNOWN) --
INFLECTION, ADDITIVELY ENCIPHERED -- PERIOD OF
35. .
GRECCE 6 ? 5-FIGURE ?-PART TRANSPOSED CODE. ? ? ? ? - 1941 - * | 1941 OKw ? 1583p2 (UNKNOWN) --
|
GREECE 7 | (DIPLOMATIC) 4-FIGURE 2-PART CODE. NUMBER DIGRAPHS ENCI- (ALPHA) ? (GRA) ( 1942-CURRENT) BEFQRE 194g READ COM- 1 22pP 28 (IN PROCESS OF BOOK SOLU- --
PHERED BY LETTER DIGRAPHS, ENCIPHERING TABLE SiM PLETELY BY IF é518 P3 TION) :
CHANGES WITH DAY OF MONTH. ? OMw OKw. PROBABLY beXl
? PERS 7 S READ BY SIM.
GREECE 2 |(o1PLOMATIC) L-FIGURE (1)-PART CODE REPAGINATED AND ENCI - DELTA ? (GRG) ? - 1938 - crom: 1948 COMPROM | SED IF 1218 P2 (READABLE AS RESULT OF TICOM -
PHERED BY DIGRAPHIC LE"TER SURSTITUTION. (CURRENT) SIM BY GERMANS. T 32 LIGHT TRAFFIC)
. ? GERMANS READ BY SIM. | T 326
T 3¢50
GREECE 9 ? 4-FIGURE 1-PART CODE. ELLENIKON 1 ? ? - 1927 - ? | ? PERHAPS 1Z8E COMPRO- | T 3851 (ASA HAS COMPROMISED CODE -
KRYPTOGRA PERS 2 S MISED. BOOK. UNKNOWN SYSTEM),
PHIKON
LEXIKON
GREECE 19 | PROBABLY 2 UNENCIPHERED CODES. ? 3 ? ? -9 ? FA READ 125°p3 (UNIDENTIFIED) --
DIPLOMATIC
CREECE 11 |ARMY AND NAVY | CODES ? ? ? -2 AFTER 194¢ BROKEN BY 11 P2 (ND MILITARY SYSTEMS WORKED -~
OKH OKH ON) :
GREECE 12 |AIR UNENCIPHERED CODE. VERY ELEMENTARY. ? 4 ? ? - 1941 - 7| ?OKL READ | 65 P 39 éni)) MILITARY SYSTEMS WORKED --
1121 P N
.
<
| v
| |
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY _AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME OF SYSTEM | DATES WHEN TICOM |[STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ICOUNTRY]| A A ! OF | ATTACKED | RESULTS |REFERENCE AT ASA MARKS
ORIGIN OF ORIGIN| AXIS | US.A.  ySE  'AND BY WHOM
GREECE 13 MILITARY 2-FIGURE SUBSTITUTION CIPHER WITH VARIANTS. ? ? ? ' ® - 194k 2 ! on 10 1944 | READ 1178 P S é:c)) MILITARY SYSTEMS WORKED -
. 10
|
GREECE | AR SINGLE TRANSPOSITION CIPHER. ? ? ? L% - 1941 - 2 1941 OKkH BROKEN AND 11gee {NO MILITARY SYSTEMS WORKED --
. . ALMOST COM- ON)
PLETELY READ
GREECE 15 ‘Rm. DOUBLE TRANSPQSITION CIPHER. ? ? ? 19442 - 19452 APPROX. 1944 o% - SFE OF | 1 1B P 5 (NO MILITARY SYSTEMS WORKED --
ELAS OKH THE TRAFFIC ON)
READ |
GREECE 16 QIPLoumc #Agsgcs'z"l#orl{ggf;gpg:PAﬁzcgogfcg:ngggsfg %ccco: ? ? ? -7 ? SIM READ? IF 1518 ~ (UNIDENTIFIED) -
OR FOLLOW GROUP DIGRAPH.
1
.—i i
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM

PNl ok o

TUMF T SEONE-

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME __OF , SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AX;S OF ATTACKED [ RESULTS |REFERENCE AT ASA REMARKS
ORIGIN 0OF ORIGIN USA | USE  AND BY WHOM
HUNGARY oW ? ENIGMA CIFHER MACHINE. 7 ENIGMA ? ‘ P-1941-7 ? OKH GERMANS BUILT | 1 84 P 3 (UNKNOWN) LN
? SIM MACHINES BUT IF 1518 .
- COULD NOT COM-
: | PROMISE WHEEL
WIRINGS BE-
| CAUSE HUNGAR-
| 1ANS CHANGED
; THEM AT NIGHT. N
1 NOT READ BY
; SIM,
| .
HUNGARY 2| DIFLOMATIC 5=FIGURE (2)-PART CODE. ORIGINALLY UNENCIFHERED, ? LTI R (HUA) (1938-1945) | 1948 OKkw SOLVED UNEN- v 2248 (READ FROM SEPTEMBER 1944 YO (HuC, CIR-
BUT LATER ENCIPHERED. 5@¢ PAGE RANGE., INDI- CIPHERED} UN- END OF WAR. 1932 v)I CODE  [ULAR SYS-
CATOR WAS LAST GROUP OF MESSAGE CONSISTING OF ABLE 7O SOLVE BOOK COMPROMISED. TEM, USED
5 ODD NUMBERS. {USED ON TOKYO-BUDAPESY CIRCUIT ENCIPHERED. SAME SYS~
ONLY. ) TEM AND
BOOK. READ]
WBLE ONLY
WITH KEYS
: PERIVED
i FROM HUA.)
HUNGARY 3| orrLomaTiC -FIGURE (2)-PART COOE. 3@ PAGL RANGE. AS- 1 "v.3" (HUE?) 1938-194g-7 1940 OKw NO SUCCESS T 2248 (NOT READABLE. 22 Vit --
UMED TG BE ENCIFHERED BY OIGIT-FOR-DIGIT SUB- : CODE BOOK COMPROM15ED.
STITUTION.
HUNGARY b DIFLOMATIC ~FIGURE (2)-PART CODE. PAGE PANGE. ENCI- ? "v.2" (HwD) 1938-194@-7  : 194@ OKw NO SUCCESS T 2248 (PARTLY READABLE WiTH KEYS --
ERER BY DIGIT-FOR-DIGIT SUBSTITUTION. INDI- i DERIVED FROM HUA AND HUC.
CATOR WAS LAST GROUP WITH 2 ODD AND 3 EVEN NUM- : 6 IX CODE BOOK COMPRO-
BERS. | €D.)
.
HUNGARY 5 ? TRANSPOSITICN CIFHER USING REVERSIBLE REVOLVING ? ? ? ? - 1941 - 7| 1941 OKH SOLVED 1 58; 1 198 | (UNKNOWN) --
GRILLE. USED BY HUNGARIAN RAILWAYS ADMINISTRA- 1IF7126 P 2
TION, - .
I
IRAN 1| DIFLOMATIC -LETYER }-FART CODE WiITH VARICUS ENCIFHERMENT ? ? (1RA) (1939-CURRENT} ? PERS 2 S i SOLVED 122 P28 é:%ﬂ)cmmw:o. MOST KEYY  =-
YSTEMS . £4D.
IRAN? 2| commerciaL CODE USED BY (ZECHOSLOVAKIA SKODA FIRM TO IRAN ? ? ? ? - 1935 - 2| 1935 OKL SOLVED 1162 P2 (UNKNOWN) hid
AND IRAC CONCERNING BRIDGE BUILDING PROJECTS.
IRAC? COMMERC | AL CODE USED BY (ZECHOSLOVAKIA SKODA FIRM TC IRAN ? ? ? ? - 1935 - 7| 1935 OKL SOLVED 1162 P2 (UNKNOWN ) --
AND IRAC CONCERNING BRIDGE BUILDING PROJECTS.
IRELAND 1| DIPLOMATIC 5-LETTER 1-PART CODE. Sk, gf GROUPS.  USED UN- [GOvVERN- B 2z (1EB, IEC,[(1EA, 1EB: 1928 pEos 7 S | BROKE COOE. 5 16, 1941 (PARTIALLY BROKEN IN 1944 --
CtrE AND CONSULAR | ENCIFHERED AND ENCIFHERED WITH SUBSTITU.ICN “ND MENT TELC- AND 1EA) |I9H2-CURRENT. | qul Fa LATER RECEIVE] “REPORT P 1 | WHEN COMPROMISED BOOK WAS 0B-
WITH REPEATING ADDITIVE WITH A PERICD OF 33¢ IGRAPH CODL 1EC: 1942~1945 COMPROMI SED D i6, 1942 TAINED. STILL BEING READ.
. COPY. IN 1941 | "RePORT PP 2| SUBSTITUTION ENCIPHERMENT
SUBSTI TUTICN 3 SOLVED IN 194%5. ADDITIVE
ENCIPHERMENT I 132 PP 3,4 SYSTEM BEING READ ON ugmns.
SOLVED. ADDIq ALSO SEE STILL BEING WORKED ON. .
TIVE NOT WORK{ ) 54 P 3 .
ED ON IN 194
1
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED FROM TIC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY . NAME OF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSIEM
OF SERVICE DESCRIPTION OF SYSTEM " ICOUNTRY| AXIS A OF ATTACKED [ RESULTS |REFERENGE ‘AT ASA
ORIGIN . OF ORIGIN us. USE  'AND BY WHOM
) TALY t | (FOREICGN (S-LETTER) 2-PARY CODE. ABOUT 3%,883 GPOUPS. ‘Ar 38 R 19 1TF) 194 - ? 2 PERS 7 S 3, 625 GROUPS | T 225¢2- {18,25¢ GROUPS RECOVERED. --
MINISTRY) 6 ENCIPHERMENT . 1TX-8) SOLVED cgﬁﬁn) ISED COPY RECEIVED
1944,
I
1 TALY 2 | FOREIGN S-LETTER 2-PARY CODE. PAGE RANGE ABA-OFU. NO | (AR Lg) ITALLAN | (1TG) 1942 - 7 ' 1942 PERS 2 S | RECOVERED ? [T 2194 (4,290 GROUPS PECOVERED. --
MINISTRY INDICATOR, NO ENCIPHERMENT. CODE - ) PERCENT COMPROMISED C(OPY RECE!VED
: BO0K 21 ; : 1T
] . '
I TALY 3 ? 5-LETTER 2-PART CODE. ? P g ? D937 -t 2 2 chc,gvcpco T 92 (UNIDENTIFIED) --
. P
1YALY L | (roPEIGN B-FIGURE 1-PARY CODE. PAGE RANGE 190-3@2. H 25 H 26 ? BEFORE 1914 ? PR ABOUT 3,004 | T 2252 (UNKNOWN IN ASA BEFORE RE - --
MINISTRY) VALUES IN FRENCH, ' 3 -0 PERS 7S GROUPSBP[- CEJPT _OF COMPROMISED COPY,
COVERED 1944, )
ITALY § | FOREIGN, ~-FIGURE 1-PART CODE. 18,502 OR 19,500 CROUPS. | RA 1 R ? L1937 - 0 RECOVERED 1 98 (COMPLETELY RECONSTRUCTED -
N MINISTRY gmsx GROUP WAS lNDlCATOR.S ' CIFRARIO > { PPERS 2 S g% T 2252 IN ASA. COMPROMISED COPY
‘ TASCABILE T gﬁ 5 RECEIVED 1954,)
1 3237 :
1 TALY 6 | FOREIGN 5-FIGURE 1-PART CODE. PAGE RANGE @3- 186. RA R T (1H) ? 32 '9’~‘¢ RECOVERED T 2252 (COMPLETELY RECONSTRUCTED --
MINISTRY 18, Ugg GROUPS, ENCIPHERED WITH "TABELLA LM" PER 19% T 3¢35 IN ASA, COMPROMISED COPY
AND 18-PLACE TABLE. : . RECEIVED 19U, )
. i |
JTALY T | FORFIGN 5-FIGURE 2- FA‘?T COL. PAGL RANGE I18@5-5L4. NO Y-1 R K (11P) 1935%-1933 '| ?PERS 2 S 3,588 GROUPS | T 94 (COMPROMISLD COPY RECE!VED --
MINISTRY ENCIFMERMENT. h¢¢ GROUPS . 21t ) | SOLVED T 2249 IN ASA FROM GCCS IN 1943.)
Oox ! T 225¢
R 7 ' T 3233
1TALY 8 | FOREIGN 5-FIGURE 2-PART CODE. 27,788 GROUPS. aR 25 R8 178) 1933 - 7 2PERS 25 ! 9,599 GROUPS | T 2222 (8,198 GROUPS RECOVERED IN --
MINISTRY 17x-2) sbLveo T 3005 ASA. COMPROMISED COPY RE-
' CEIVED 194h.)
ITALY 9 | FOREIGN 5-FIGURE 2- PArn CODE . 26"5% GROUPS. EN- AR 29 R 12 (17¢) 1935-1938 " RECOVERED T 222@ (3,758 GROUPS RECOVERED.) -
MINISTRY CIPHERED WITH "TABELLA LM ?PERS 25 ABOUT 5% T 3¢h6
I TALY ¢ | FOREIGN 5-F IGURE 2-PART CODE. 26, 1% GROUPS. PAGE AR 15 R 13 ? 1936 - ? [ ?PERS 7S RECOVERED T 2252 (PAGINATION SENT TO ASA BY | (3,920
MINISTRY RANGE 281-585. 20% T 3Lk GCCS, WHERE SYSTEM IS KNOWN | GROUPS
AS AR-Y, TRAFFIC NOT SEEN I1DENT I -
IN ASA.) FIED IN |
6CCS. )
| TALY 11 | FORCIGN S-LETTER 2-PART CODE. 29,864 GROUPS. NO EN- AR 30 R 14 170) ? -7 . 1%,125 GROWS| T 2252 (IE:’#M GROUPS RECOVERED IN -
MINISTRY € 1PHERMENT . 17Tx-3) . 1938 PERS Z S [ 'soLvéD ASA. COMPROMISED COPY RE-
| CEIVED 194k.)
i . ’
ITALY 12 | FOREIGN 2 FIGURE 2-PART CODE., 27,580 GROUPS. PAGE AR 17 R 15 2 1937 - 7 ' 1938 PERS Z S | 4,442 GROUPS | T 2222 (PAGINATION AND ABOUT 200 { KNOWN
MINISTRY ANGE 201-652. ENCIPHERED WITH 123-PLACE TABLE. ' ! RECOVERED T 3043 IDENTIFICATIONS SENT BY GCCS | TO GCCS
INDICATOR: ~@ BEFORE THE DATE. ; i 10 As),A. TRAFFIC NOT SEEN IN | AS AR-2.)
| | 3 ASA.
1 TALY 13 | (FOREIGN 5-FIGURE 2-PART CODE. 26,7d% GROUPS. IMPERG ‘ R 18 Em) 1937 - 7 2 PERS 2 S 6,886 GROUPS | T 97 (8,588 GROUPS RECOVERED. --
MINISTRY) 1TX-4) | (1938 - ?) SOLVEO;"READ 1 2252 COMPROM| SED COPY RECEIVED,
8Y PERS 2 S, | T 2314 1954,
WORKBOOK: U42% | 7 30ug
RECOVEREOD 1 3847
Ty
| 1-22pP3P8
' ]
1 !
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TICOM SOURCES
(WITH ANNOTATIONS____ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY ' [ NAME _ OF __SYSTEM ] DATES | WHEN TICOM |STATUS OF THE SYSIEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS S A 0 ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN US.A USE  AND BY WHOM
1 TALY 14 [ (FOREIGN S-FIGURE 2-PART CODE. 251 PAGES. (AGUILA) | R 22 (171x-7) ! (PUBLICATION! ? ? RECOVERED T 96 {UNKNOWN IN ASA BEFORE RE- --
MENISTRY) ' | DATC 1942) . 29%-25% T N2g CEIPT OF COMPROMISED COPY
. ! "IN 198k,)
1 TALY 15 | (FOREIGN 5-FIGURE (2-PART) CODE. (17,775 GROUPS.) (ASSE) 1.7.8B. ? (PUBLICATION ? 7 RECOVERED T 2196 (cour’Romscn COPY RECEIVED --
MINISTRY) R 20 DATE 1941} % 1944, UNKNOWN IN ASA BEFORE
THEN EXCEPT FOR PAGINATION
, SUPPLIED BY GCCS.)
i
ITALY 16 ? 5-FIGURE 2-PART CODE. ? K 16 ? ? ) ? ? Rgggvznco T 2093 , (UNKNOWN) .-
: i !
: I !
FTALY 1 ? -FIGURE 2-PART CODE. ? K 13 ? 917 - 2 2 ? RECOVERED T 2@ " {UNKNOWN )} --
7 5 ‘ 8 A | CCovEReD 9% :
]
1TALY 18 ? 5-FIGURE 2-PART CODE. ' . ? K 19 ? . ? ‘ ? 2 RECOVERED T 184 | (UNKNOWN) --
: / 50% T 2090
1TALY 19 ? 5-FIGURE 2-PART COOE. ? K 28 ? ? ? ? RECOVERED T 2894 | (UNKNOWN) i --
3 T 3939
) TALY 28 ? 5-FIGURE 2-PART CODE. P P ? 1919 - ? ‘ ? 2 RECOVERED T 3042 (KNOWN IN ASA BY NAME ONLY, --
| LESS THANS % THROUGH GCCS.)
1 TALY 21 ? 5-F IGURE 2-PART COOE. P2 P2 ? 1919-192¢ ?? RECOVERED T 3¢ {KNOWN IN ASA BY NAME ONLY, --
S5¢% THROUGH GCCS.)
ITALY 22 ? 5-FIGURE 2-PART CODE. P 3 P3 ? BEFORE 1931 ! o RECOVERED T 89 (PAGINATION KNOWN IN ASA, (ENCODE
: | 15%-20% SENT 8Y GCCS.) WAS
) ! SOURCE
of LMB
AND LMC
ADDIYIVE)
1TALY 23 ? 5-FIGURE 2-PART CODE. Py P4 ? 1924 - 7 ? o REcochED T 99 (KNOWN [N ASA BY NAME ONLY, --
2%-50% THROUGH GCCS.)
I TALY 24 ? 5-FIGURE 2-PART CODE. PAGE RANGE 128-593. ? S 1 ? ? ? 2 nggvclg;o T 2197 {UNKNOWN) -
ITALY 25 ? 5-FIGURE 2-PART CODE. PAGE RANGE §P8-211. * F.2. 2 ? *-1918 - ¢ ? % RECOVERED T 20892 (UNKNOWN) .-
CHIF - 0% T 2897
FRIER-
CODE
(TALY 25 ? 5-FIGURE POSSIBLY 1-PART CODE. ? K 15 ? ? ? 7 n%gvcnco T 3938 (UNKNOWN) -
1 TALY 27 ? -FIGURE 2-PART CODE. . ? R 3 ? ? ? PERS 2 S RECOVERED T 9 (UNKNOWN) --
5 50%-60% .
I TALY 28 * 4-F)GURE ?-PART COOE. ? K5 ? ? ? ? RECOVERED T 304g ( UNKNOWN) ’ --
' 30%-4g%
RI%
! ! J 1
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURGES IN PARENTHESES)

COUNTRY NAME _"OF " SYSTEM | DATES | WHEN TICOM _[STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ICOUNTRY AXIS US A OF : ATTACKED [ RESULTS |REFERENCE . AT ASA EMARKS
ORIGIN ) OF ORIGIN - A USE AND BY WHOM
1 TALY 29 | EMBASSY, GERMAN DESCRIPTION: "1943. U4-PLACE 1TALIAN ? ? ? ? - 1943 - 2 ? RECOVERED T 3943 (UNKNOWN) --
MADRID FIGURE CODE COMPILED ON THE BASIS OF CAPTURED , ! 5%-1% - T 349
MATERIAL. TRAFFIC: ITALIAN EMBASSY MADRID AND |
THE [ TALIAN REPRESENTATIONS IN SPAIN.™ PAGE
RANGE gg-99.
1 TALY 3% | FOREIGN 2-PART CODE. 21,488 GROUPS. AR 1 ? ? 1931 = 2 1939 PERS 7 S ? T 2252 (UNIDENTIFIED) --
MINISTRY . ] USED IN 1939 !
I TALY 3t | FOREIGN 2-PART CODE. ABOUT 39,800 GROUPS. USUALLY rA 18 ? ? 1933 - 2 iokd FEPS 2 & ? T 2252 (UNIDJENTIFIED) --
MINISTRY UNENC I PHERED : ' . v
| .
1 TALY 32 ’ 2-PART CODE. ABOUT 22,8033 GROUPS. ENCIPHERED ? T8 OHNE ? 1938 - 2 1952 pers 5| RECOVERED T 2252 ; (UNIDENTIFIED) --
WITH 18g~PLACE TABLE. . BEZE1CHN- ABOqug,Wﬂ
UNA GROU !
I TALY 33 | POLICE 4-FIGURE 2-PART CODE. CIFRARIO ? ? ? 1942 PERS Z S| 198% COMPRO- | T 87 {UNKNOWN IN ASA BEFORE RE- SENT BY
"S.P." MISED CEIPT OF COMPROMISED COPY) SCHAUFF -
LER OF
i PERS 2 S
- TO PASCH-
KE OF
PERS Z S,
12 SEPT
1942,
) TALY 3% | FOREION CODE - ENCIPHERMENT svsn:u ADDITIVE TABLES RUNN- | TABELLA | TABELLA 17A 1933 - 2 1948 PERS Z S| BROKEN T 2252 {ADDITIVE TABLES LARGELY --
MINISTRY ING FROM 1 - 3 D M M 178 . RECOVERED)
1TC .
1P
1 TALY 35 1 CODE-ENC | PHERMENT SYSTEM: 18@-PLACE FIGURE- ? ? ? ? 7 PERS 2 S k4 T 2252 {UNIDENTIFIED) -~
LETTER SUBSTITUTION TABLES.
*

TANT W T —
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‘e
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY : NAME  OF SYSTE DATES ‘ WHEN TICOM |[STATUS OF THE SYSTEM
F SERVICE DESCRIPTION OF SYSTEM COUNTRY| A A OF ATTACKED [ RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGN| AXIS | US.A | ysg BY WHOM
JAPAN 1 | orPLoMATIC MACHINE C1PHER "TACH! - JB 48 {"rED" 1935-1941 | BEFORE, 1 READ REGU- 1 64 P (SOLVED BY 1936) -
- BANA" OR MACHINE) ‘ 935719 | PERS 2§ 939 LARLY 199 p 2 P4
"ANGOOK | ! l 0 58 P 23
TAIPY A" : 1 118 PP 7-8
12pP2pP7
P16
JAPAN 2 | DIPLOMATIC MACHINE CIPHER, NOT RCCOGNIZED BY GERMANS AS "HINOKI " | 4B U8 {"PURPLE™  1939-1945 Ty PERS 7 S NOT READ D 5¢ PP 22-31,! (BROKEN 2@ FEBRUARY 194g) --
DIFFERENT FROM "RED™ MACRINE. OR TAN- MACHINE ) }3
GOOKI TAI - (JAA) | 647p 3
Py B" | 99 PP 2-4
1 "8 PP 7-8
| 12PP2, 1,/
| 16 |
i |
JAPAN 3 A SERIES OF LETTER CODES USED BEFORE 193U i ? PERS 2 S D 5¢ | --
GERMAN DESIGNATIONS RUN FROM JB 3 T0 JB 28, PLUS ! !
JB 3¢ AND JS 3. : !
; ; i
JAPAN 4 | OIPLOMATIC 5-LETTER CODE, GROUPS IN FORM CVCCY. 18,098 ? JB 55 k4 'ogkg - 7 | 1941 PERS 2 S| NOT SOLVED D 5% P 3 " (UNIDENTIFIED) e
VALUES. '
!
JAPAN 5 ? U-LETTER CODE MADE FROM CO-ORDINATES. ? JB 51 ? ? -9 ? COMPLETELY T 335 (UNIDENTIF 1ED) b
RECOVEREO '
WITHIN LIMITS
. OF AVAILABLEC
i D1 AGRAY
JAPAN 5 | DIPLOMATIC U-LETTER CODE, PRONOUNCEABLE GROUPS, ? JB 59 ? . 194) PERS 2 S| NOT READ D 5% P35 (UNIDENTIFIED) -
JAPAN 7 13 ., U-LETTER CODE. ? KIMi b1 7 -1 ¢ RECOVERED T 20088 (UNIDENTIFIED) -
| 19% T 2081
T 2p82
i T 2398
JAPAN 8 | (DIPLOMATIC)  2-LETTER U4-LLTTER CODE; INDICATOR WAS "La", ? J8 29 (JAH) 1925-1945 | ® oKw OKw: FULLY |D 52 P 14 P16| (BROKEN IN 1927. 1925 COPY --
. : OR (o] i ?TPERS 2 S RECOVERED. | | PP 2-4 OF COOE CAPTURED. SLIGHTLY
"LA®-copg ("La") | PERS 2 S: I 118 PP _7-8 | CHANGED IN 193%. READ 198%.)
' GREATER PART |1 i58 P 8
of TEXTS
READ.
JAPAN 3 | DIPLOMATIC 2-LETTER U-LETTER CODE; 2-LLTTER GROUPS Cv OR ? JB Y (va1?) | (1941-1945) ? PERS 2 S ? D58 P 33 (SOLVED 1941)
vC: L-LELTTER GROUPS PRONOUNCEABLE. INDICATOR:
+ "1J". (OT4ER INDICETORS: 1P, AN, PA, KA)
JAPAN 18 | DIPLOMATIC | 2-LETIER U-LETTER CODE. 2-LETTER CROUPS V¢ OR ? J2 47| ("me™) ?7-? I 1peRs 75 ? 0 5% 33 (ReAD) -
Cv; 4-LETTER GROUPS WVCC. INDICATOR: "HE™
| USED AS SPELLER. |
|
/ I ] |
JAPAN n ? 2-LETTER U- L:nm CODE. TRANSPOSED ON KEY OF ? I gz 58 | ("pa-k1")| (1939-194%) ? PERS 2 S ? 058P 3b ! ®meao) -
} LENSTH 7, 1€, 14, OR 15. FIRST CIPHER GROUP OF :
TEXT mmsposco ACCORDING TO UNIT OF DATE AND
PLACED AT END OF MESSAGE. ENCIPHERMENT CHANSED
i1 JUNE 194G AND 3 NEW 7-PLACEC KEYS WERE FOUND.
i
]
i
, | |
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TICOM SOURCE

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) .
COUNTRY NAME OF SYSTEM | DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION -OF SYSTEM COUNTRY AXIS US. A ! OF ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN OF ORIGIN | USE AND BY WHOM
JAPAN 12 | DIPLOMATIC 2-LETTER 4-LETTER CODE. 2-LETTER GROUPS, ANY ? JB 52 ("y-12") l JAN 194 ?TPERS 2 S SOME RECOVEREDY D 5¢ P 34 (READ) --
EXCEPT "PAIRS;" 4-LETTER GROUPS PRONOUNCEABLE. 31 MAY 19 g T 336
JAPAN 13 | DIPLOMATIC 2-LETTER 4-LETTER COOE WITH INDICATOR IN FORM ? JB 57 ("y-i6 1 194g-1942 7 PERS 7 S READ BY PERS | D 5@ P g (READ) ’ --
CVCCV. ENCIPHERED BY TRANSPOSITION; RECTANGLE K-57) ? RIM/FA 2 S VIRTUALLY| PP hz 3
HAD BLANK ccu_s. ) THE ENTIRE 1 2
' TIME | 22 P2l
f 1 54
. ' |
JAPAN 14 | (FOREIGN 2-LETTER 4-LETTER CODE. 4-LETTER GROUPS HAD ? JB 58 (sa1?) | (1941-1945) 7 OKwW ? D58 P !ag (SOLVED IN 19%1) --
OFFICE) FORM CCVC OR .WCCC. INDICATOR GROUP: "IP" i ? PERS 2 S 1 158 P
JAPAN 15 | (FOREIGN 2-LETTER 4-LETTER CODE ENCIPHERED BY TRANSPOSI- ? J-13 "fu; (JAE) (1941-1943) ? OKkw SOLVED I 3t PP k-5, (souco AUGUST 1941) --
OFFICE) TION. RECTANGLE HAD BLANK CELLS. JET OR
("J-19™) | éIG PP 7- 8 1
: [}
112k P 3 .
|
JAPAN 1€ | DIPLOMATIC 2-LETTER 4-LETTER CODE, TRANSPOSED ON BASIS OF ? "KOKOK " ? ? - 19k2 11941 oxw READ 131 P5 P 8| (UNIDENTIFIED) --
A REPEATING 19-PLACE KEYWORD. "KOKOK", "GAGAG", | PP a-hs
ETC., WERE INDICATOR GROUPS. : 'ASPP; 1
1 15¢ P8
. .
JAPAN 17 | DIPLOMATIC 2-LETTER L-LETTER CODE. 2-LETTER GROUPS OF ? ? (2Aw) ? - 1943 - ? 1943 PERS Z S ? D58 P 35 (COMPROMISED) -
FORM VC OR Cv AND U-LETTER GROUPS PRONOUNCEABLE.
INDICATOR GROUP: "KO™".
JAPAN 18 | brPLOMATIC 2-LETTER Y-LETTER CODE ENCIFHERED BY DOUBLE ? ? ? ? 1942-1943 1942 PERS Z S| READ FROM 1z2pP8 (UNIDENTIFIED) --
TRANSPOS I TION. . MICDLE OF .
1942 TO JUNE
OR JULY 1943
JAPAN 19 | DIPLOMATIC 2-LETTER 3-LETTER U4-LETTER CODE. 2-LETTER ? JB 53 (Py-ib")| 1 UAN 19&% -| ?PERS Z S 1 0 5¢ P 3k {rREAD) -
GROUPS ANY, EXCEPT PAIRS AND DOUBLE VOWELSS 15 AUG 194¢
LETTER GROUPS VOWELS; 4-LETTERGROUPS PRONOUN -
ABLE.
JAPAN 26 | DIPLOMATIC 2-LETTER 3-LETTER l;' LETTER CODE. 2-LETTER ? J8 5k ("y-15"2)| 15 AUG 1943-{ ? PERS Z S ? D5¢ P 34 (READ) --
GROUPS ANY, EXCEPT'FAIRS AND DOUBLE VOHELS E 371 OCT 154¢ !
LETTER GROUPS VOWELS, TAKEN FROM "J-147; 4-LETTER
GROUPS PRONOUNCEABLE .
JAPAN 21 | DIPLOMATIC SUCCESSOR TO PA-K 1. 2-LETTER 3-LETTER L-LETTER ? J8 58 ("k-3") 1 JUL 1943 -1 ? PERS Z S ? D 58 P 34 (READ) | --
CODE. 2-LETTER ANY, EXCEPT 'PAIRS AND DOUBLE 1 DEC 194g P35 |
VWE'S 3-LETTER VO\JELS TAKEN FROM J- lu 4-
LETTER PRONOUNCEABLE. |
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
FROM TICOM

EARNED

(WITH ANNOTATIONS _FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ' [ NAME __OF __SYSTEM DATES [ WHEN TICOM _[GTATUS OF THE SYSTEM
0 SERVICE DESCRIPTION OF  SYSTEM COUNTRY AXIS us AJ ATTACKED | RESULTS |REFERENCE AT ASA MARKS
ORI OF ORIGIN LA USE AND BY WHOM
JAPAN 22 ? -LETTER COOE, 1208 vaLubs N 20X 1gxiad. ? B35 ("xa™) 1934 - 2 ! 193 PERS 7 5| BROKLN LSEREL] (rEAD) --
JAPAN 23 ? F-LETTER COOE, SIMILAR TO JAPAN 22. ? B3 D o(Men) 193k - 7 :9237 PLRS BROKEN I %éeh (RE£AD} --
. 14
JAPAN 24 | O1PLOMATIC 2-LETTER 3-LETTER CODE, THANSPOSED. FELCANGLE 2 Jg 5k (JBA) (1943-1345) ? PERS 2 S BROKEN 122 P17 (5% - gm READABLE TILL f -
WAS 25X18, ORIGINALLY USED "SIGNATURE™ NULLS, , 7 348 MARCH 1945T 25k - 58% IN ;
(LATER ADOFTED BLANK CELLS INSTEAD.) | T35 APRIL 19L§ UNDER 25% ATTER
: ! ! APRIL 19%5.)
\ :
JAPAN 25 | DIPLOMATIC 2-LCTTER 4 {?)-LEYTER CODE, TRANSPOSED. PREC- ° ? (Jea) (1943-:1945) | ? OKW BROKEM | 9% PP 2-4 (505 - 100% READABLE TILL (JBA IS
TANGLE HAD WIDTH OF 25, DEFTH OF 1€, WITH 3LANK . o MARCH 1945; 25% - S5B% IN A 2-LET-
CELLS. IN JAN 94k, BLANK CELLS RAN VERTICALLY | APRIL 191.5. USDER 25% AFTER | TER 2-
AND HORJ 2ONTALLY. | | APRIL 1945.) LETTER
CONE BUT
- ] - CHANGE 1N
NULLS DEA
SCRIBED
100K
PLACE IN
: JBA IN
DEC 19Uk
JAPAN 26 | oiPLOMATIC 2-LETTER CODE: INDICATOR GROUP: "CA". ? 98 5% (Jag) 1936- 1945 1936 PERS 2 S| READ SMALL | D 5¢ P 34 {BROKEN, FALL 1940) (orren
. AMOUNT ¥ 3179 ENCI-
l PHERED
BY JAA,
i JBB, JBG
| | ar JeD)
JAPAN 27 | DIPLOMATIC 2-LETTER 1-PART CODE, Cv, ENCIPRERED BY SINGLE ki ABARA, ? 1942-1943 19%2 PERS 2 S| PERS 2 S: 7| 1 YO PP 2-U (UNIDENTIZIED) -~
TRANSPOS | TION WITH RECTANGLE & WIDE, 5 or 18 BCBCB, °  OKw OKW: READ 1 22pP017.
OEEP WiTH BLANKS DISTRIBUTED EVENLY THACUGHOUT. €nenc, UNTIL 19kk
THREE KEYS. USED BETWEEN JAPAM AND BURMA, €3¢,
PHILLIPINES, ETC. H
JAPAN 28 | DIPLOMATIC ?-LETTER P-PARY COOE, TRANSPOSED. RECTANGLE ? ? ? ?2- 1983 1 7 OKw ? 193 PP 2-b (UNIDENTIFIED) --
] HAD BLAMK CELLS. OQAILY KEY. -
i
3 \
JAPAN 29 | DIPLOMATIC h-FIGURE 128@-VALUE CODE ENCIPMERED BY BOOK 3 ? Al 1942-104L4) i 2 ? 1 oF PP 2-4 BROKEN JAN 1045, 256 - S8 --
ADDITHVE. ADDITIVE BOOK HAD 403,844 ADDITIVE (om) (1942-198) o ’ gCADABLE wooK gl'scgfrmuco :
VALUES, EACH PAGE OF BOOK BEING DRAWN UP 2% X aPr 19%5) |
25, THE POINT AT WHICH THL ENCIPHERER START;D ;
TO USE THE ADDITIVE WAS INDICATED BY AN INDICATO |
GROUP, £.G. TLUSR. AFTER THC ADDITIVE PRO-
CEDURE WAS COMPLETED, THE FISURES WCRE CON-
VERTID TO LETTERS, THE SAME LLCTTERS ALWAYS RE-
PRESENTING THE SAME NUMBERS.
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RESULTS OF EURO@EOA&\I T»|QXIS CRYPTANALYSIS

EARNED

(WITH ANNOTATIONS ~FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ] _NAME _OF SYSTEM_] DATES ] _WHEN TICOM |STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF  SYSTEM coO AXIS | US.A ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN USE AND BY WHOM
JaPsy 30 | (co=zicN L-FiIGURE CODZ WITH OMLY 2,530 GROUPS. ENCI- ? JB 2 (ueC) (19k3-1943) | 2pzrs 7 s ADDITHVE 122P 17 ! (BROKEN JAN 194l; 2 ADDITIVE --
’ OFfICE) PHERCD Bv S00K ADDITIVE AND SIMPLE LETTER 3U8- STRIPPED AND | sooks usep, SEcomp EFFECTIVE
STITUTION USING THE LELTTERS CFGKLNORSY. ' BOOK -BREAK ING | FEB 1944, BOTH RECOVERED.
BEGUN 185 % READABLE.)
JAPAY 31 | DIPLOMATIC DIGRAPHIC SUBSTITUTION AND TRANSPOSITION APPLIED ? SrciroL- | (ciFoL- (194 - ?) ? OKW ugg - 5% | % P8 --
- COMERC I AL 10 & CODES, DESIGNATED AHSAJ, ETGAV, AMNUM, vevaz" VEVAZ") i RECOVERED i QPP 2-4
ILNIM. AHSAJ WAS A 3, 4, 3-LETTER CODE; £1GAV 1 118 p¢ -8
WA3 A-LETTER; AMNUM WAS 5-LETTER; ILNIM WAS UN- 11586 p8
KNOWN. EACH CODE HAD 19,300 vALUES. 2 ENCI-
PHERING TASLES! CI7OL USED ON EVEN DAYS, VEVAZ
ON ODD DAYS. | | i
. ' |
JAPAN 32 | DIPLOMATIC MONDALPHABITIC SUBSTITUTION CIPHER WITH 2-LETIER ? JB 41 ("yug™) | 1935-19%) ! ?PERS 2 S *? 056 P 33 © (READ)
GROUPS FOR PUNGTUATION: INDICATOR GROUP: "vuG". ’ ‘ '
| - ;
' .
! | \
JAPAN 33 | COMMERCISL | MONCALPHABLTIC EUBSTITUTION, ACCORDING 10 THE DAY ? ? ? 7 - 1948 - o 2 o0 ? 0 PP - -
{7 THE MONTH. INDICATOR: "teapg” 2 |
JAPAN 34 | prrtomaTic TRANSPOSITION GIPHER WITH §-FICURE INDICATOR ? ? ? ? - 194 - PPERS 7 S ? DsSgP3s (UNIDENTIFIED) --

GROULP

CRARY NO. 17-¢




-»DOtIg? 3560861

77

C

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCE

3-LETTER BN,

(WITH ANNOTAT!ONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES}) .
COUNTRY AME___OF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF  SYSTEM QUNTRY] QF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN ORGN| AXIS | USA USE  'AND BY
LAaTvIA 1| DIPLOMATIE TRANSPOSITION CIPHER, BOT4 SINGLE AND DOUSLE, ] , k4 -1 *TPIRS 7 S 1 | 22 P 1@ LUNKNOWY . OHLY PLAIN TEXT --
Soo-.c'nw:s SUPERENCRERED w1 T+ ViGENERE SUBSTITU- MESSAGES RECEIVED AT ASA.}
i
LITHUANTA 1 | DIPLOMATIC ’ TRANSPOS| TION CIPHER, BOTH DDUBLE AND SiNGLE, * R + 7 -1 ? PERS 7 S - 1 22 B8 (LITHUANI AN TRAFFIC NN -
: Sos:nu[“ SUPEu:N(‘_lF'chtg WhTH VIGENEAE SUBSTITU- l WORKED ON BY ASa.)
TI .
‘
LiTHUANIA 2 | MR FORCE TEANSPOSITION CIPHER WYy REVOLVING GR ILLE. ? 1 * 193%- 1939 L 193% oKL READ CURRENLY | 121 P & [LITHUANIAN TRAFFIC NCT --
h l WORKED OH AT 454, )
HANCHURIA 1 | DIPLOMATIC S-FIGURE 2-FART (ODE. + ? {MarY 19021545 T 7 T (WOT WORKED ON AT a54.) --
MANCHIRIA 2 * S-LETTER 7-PART CODE. ? - * 1938 - 1 TPERS 7 S 1 T P36 [Uscninay} -
MANCHUREA 3 k4 5-LLTTER T-PART CODE. |NDLCATOR ABXYZ. ? 4 ? 1946 - 7 T PERS 2 S ’ TP {UNKNOW ) --
MANCHURIA & ? U-LETTER ?-PART CODE OF FORM CVCV. USCD BETWEEN ? 9 * USED ONLY [N ?PERS 7 8 1 TP 3T {UNKNOWN ) -
BEPLIN AND ROME. MARCH 1G4yt
MANCHUR (A 5 ? 4-TIGURE 2-PART CODE.  ALL MISSAGES STARTED Wi TH 7 7 2 ? -7 7 oKW COMFACMISED. | 1 17T P 3 {Unxown ) ==
GROUF o311,
MANCHURIA 5 | DIPLOMATIC TRANSPOSETION CIFHMLR WiTw BLANK CELLS IN PEC- ® 7 ? 1376 - 1 1958 PERS 7 S| SOLVED. Tpls P 36, {LNKNOWN ) --
TAHDLE AND DAILY CHANGING KET. USLD JAPANESE 330
LANGUAGE .
MANCHUR{A | | PROBABLY TRANSPUS| TION CIFHER WITH CHANGING ENCIPHERMENTS + ? ? 1935 - 1 TPEAS 7 S 1 R {UNKNOwN ) --
COMMERC | AL GOVERNED By DATE AND Humpre,
MancHUR A 8 2 TRANSPOS | T) ON ENfIF«EnMEHTs OF A BASI[ JAPANCSE T ? 2 7.9 ? PERS 7 S b4 122p2) (UNSKNOW ) .-

CHART NO. 1-=
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RESULTS OF EUROPEAN AXIS: CRYPTANALYSIS
LEARNED FROM TICOM SOURCE

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) )
COUNTRY NAME OF SYSTEM | DATES | WHEN TICOM ISTATUS OF THE SYSTEM .
OF SERVICE DESCRIPTION OF SYSTEM COUN AXIS | US.A ! OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN : : : OF ORIGIN | USE AND BY WHOM ’ .
MEXICO 1 |DIPLOMATIC -LETTER 1-PART CODE, WITH 28,888 PRONOUNCEABLE ? ? ? ?<194g-2 T -SIM READ IF 1517 (UNKNOWN ) --
OUPS. USED WITH A DAILY ENCIPHER TABLE AND .
WORKED ON SLIDING SCALE PRINCIPLE, |
MEXICO . 2 |DtPLOMATIC ~LETTER 1-PART CODE. 180 DIFFERENT ENCIPHER- ? "POMOS " (MxA)  (?7-1941-19h5) 1941 PERS Z S | SOLVED D16 (B8 READABLE) --
ENTST EACH GROUP ENCIPHERED BY A GROUP IN
BASIC CODE OF FROM ! TO ABOUT 15(f PLACES LATER. - :
MEX(CO 3 |DIPLOMATIC 5-LETTER 1-PART COUE. ? MEXI KO (Mx8) | (7~ 194s) 7 7 RECOVERED T 2519 i (75% - 888 ReApasLE) (usco m
Jser P" ' LESS THAN 5% 194
. ; ONL PORT-
| AU-PRINCE
LEGATION)
MEXICO 4 |DIPLOMATIC 5-LETTER 1-PART COOE, 20,%0¢ PRONOUNCEABLE GROUPS ? ? ? ?- ? SIM READ IF 1517 (UNIDENTIFIED) --
DAILY ENCIPHERING TASLE. CODE MIXED WITH CLEAR. .
MEX|CO 5 [pIPLOMATIC 5-LETTER ?-PART CODE. ? "XEPIT" ? 94 - 7 . 1942 PERS 7 S | READ. 100% D 16 {ASA STATES THIS SYSTEM MAY --
: COMPROMI SED. BE A PART OF MXA OR MxB)
ME X1CO € |DIPLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER WITH 26 ? ? ? 1926 - 7 1926 PERS 7 S | READ D16 (UNKNOWN) --
ALPHABETS, 5 OF WHICK WERE USED AT A .mz. KEY
LASTED SEVERAL DAYS. STARTING IN 192;
CHANGED WITH EACH MESSAGE, SEPARATE uasnwnon
ALPHABETS FOR ENCIFHERMENT OF INDICATOR GROUF., P
MEXICO 7 [o1PLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER WITH 28 ? ? (Mxc) (?-CURRENT) 1942 PERS 7 S | READ BY SIM. | D 16 (lm READABLE ) --
ALPHABE TS, © 1942 SIM . IF 1517
. .
NETHERLANDS 1 |DIPLOMATIC, L-LETTER 4-FIGURE 1-PART CODE. {USED WITH AND ? ? (NEB) 1939, PERHAPS | 1939 PCRS Z S PARTIALLY D 54, REPORT | (CODE BROKEN. ENCIPHERMENT --
MILITARY, AND [WITHOUT ENCIPHERMENT. 22@ GROUP REPEATING AND EARLIER-(CUR- BROKEN 3, P6 IN READABLE STATE.
NAVAL ATTACHES |ADDITIVE USED IN ENCIPHERMENT. ) (NEB-1) | RENT) T 2§9¢
. T 245
1 zhg
NETHEPLANDS 2 ? FRENCH FIGURE CODE, 1-PART REPAGINATED. ENCI- 2 ? 2 ?-1939-? 1939 PERS Z S| PARTIALLY D 54, REPORT | (UNKNOWN) ==
PHERMENT BY DIORAPHIC SUBSTITUTJON AND TRANSPO- RECOVERED i
SITION WITHIN THE GROUP. T 28U
i a¢u§
T 204
NETHERLANDS 3 ? MESSAGES TO AND FROM THE ROME LEGATION. ? ? ? ?-9 ? SIM A SMALL NUM- | IF 1518 P 3 (UNIDENTIFIED) .-
BER OF MESS-
AGES READ ;
NORWAY 1 [orPLOMATIC S-LETTER ?-PART UNENCIPHERED CODE. ? ? ? ? - 194¢7 BEFCRE 1948 READ COM- 1 162 P 3 (UNIDENTIFIED) --
FA PLETELY TO
194g.  NOT
AFTER 19hg.
| -
|
I
1

CHART NO. -2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED

FROM TICOM SOURCE

(}NITH ANNOTATIONS___ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY 0 P o OF  SYSTEM LSJSMERY OF _ SYSTEM_J D%TFES | TV%/_HENED ESULTS |R TIE%OEMCEBTATUS CX$ Zgi SYSTEM EMARK
OF SERVICE ESCRIPTION ATTACK RESUL EF | MARKS
ORIGIN , ’8F ORIGIN| AXIS | US.A USE  AND BY WHOM |
FERY il DIFLOMATIC S-LETTER 1- mz.' CEDE.  14TIAL CIGRARHS SLESTI - ? ? (Pea)  '(1924-CUPRENT) 2 PERS 7 S ? T 1585 " (COMPROMISED) -~
TUTED 8Y DIGRAPKIC TABLES AND FiINaL TSIGUAF , ? SIM D 15 |
SUESTITUTED OY ‘TRIGRAFHIC TASLES. ] I
1
PESY slpreromaric SLETTER 2-PARY CODE WITH iff, 060 70 20,090 ? booe ? 192¢-1927-? ? PERS 2 S INOT READ D 1< . (LUNKNOWN) --
PRONCUNCEAELE GFOUPS. .
FERL 3. DIFLOMATIC S-LETTER 2-PAFT CODE. (ENCIPKERMENT MAYBE 'PEA" ? "PERU: ? 2 -7 ? 2 | RECOVERED T 1391 - --
OF PREDECESSOS. ) I'LIMA- JLESS THAN 1%
. i GENF " i
| ! :
FERL L| DIFLOMATIC 5-LETTER ?-PART CODt. (ENCIFHERMENT MAY BE ? i"PElU: ? ? -7 L7 RECOVERED T 1397 - --
"PEA"CP PREDECESSCOR. ) él:‘,{' i LESS THAN 5%

;;mvaFd-Od.

CHART NO. T-=
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(

EARNED FROM TICOM SOURG
{WITH ANNOTATIONS FROM ARW SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY g E §YSTEH ] DATES TICOM oF ME S
OF SERVICE DESGRIPTI SY
ORIGIN ON oF STEM OFUN AXIS Us A US ATTAC ED RESULTS |REFERENCE AT ASA
POL D 1| mNawvy =FIGURE 1-PaRT C - ? ’ b= ' ) . -
’ o g Ctoned) L mon | oo | THT | (oo ik
AR 2° ING TH'I'._?
SAYS THERY
C
1 ‘ 1N ALL.
|
Fou - - -1 ¥-1925 " T
AN 2| Nawy 5-FISURE !-FART ConT g&nlacg ? L] L 192%-1925) 1939 DRw iﬁ’mm T8 {unrvoun) ggsm_
SR 3™ ING THIS
I | poc
SAYS
. ! WERE 3
1 CODES™ IN
, ALL.
| |
POL AND 3| NAvy i-PART CODE, PERRAPS S-FIGURL. * SIYFE ! T + R ] T Onw 1838 CowPRO- | T 376 (UNIDCRTITVED} --
et o I l MISED :
POLAND L pipLoMaTIC B<FIGURE (2-PART) CODE £NCIPMERLD BY ADDITIVE. ? 'Pn 7 {FLG) ?- 19k -7, ) FA FA RCAD UNTIL| 1 t2h P ; | s RECOVERED.  19%2- -
:gﬁfw 19k3; ORw 1 162 P ,Tg L OF LONDON-NEW. YORK
19%1 PERS 2 S| READ REGU- T 298 { 9‘?":. DEC | PHERED. 1943~
I LARLY. . VERY LITTLE DECIPHERED)
POLAND 5| DIMOMATIC L-FIGURE ?-PART CODE ? MPD T ?-1 T-1 RECOVERED T 2198 {UNIDENTIFIED) --
ABOUT 4%
POLAND 4| DIPLOMATIC L-FIGURE T=PART CODE ? GFD ? ?-1 Y- RECOVERED T 2152 (UNIDENTIFIED) b
POL AND 7| preLgmaric H-FIGURE 2-PART CODE ? PPDS * - rT-1 E%;ogtga '{ g:gﬂ (INIDENTLFIED) --
POLAND S| prrLomATIC h-FISURE 2-PART CODE ’ CPD L] +-t r-t RECOVERED T 2137 {UNIDENTIFIED) ==
ABOUT T alsé
. T el
POLAND g [ DIPROWATIC L-FIGUPE 1-PART CODE WiTn W0, 260 ?’is. ENCI- | T + ? t - 1543 T oKW MDST OF 131 PP 26 - | (UMIDENTIFIED) -
PHEPED WITH ADDIT{VE TABLE 2b X 2 TRAFFIC READ 1
POLAND 1% | DIPLOMATIC YFIGURE T-PART (ODE WITH 18 CROUPS., ENCI- H T 1 19%3 - 7 T OXw HOST OF I ;I PP 28 ~| (UNtDENTIFIED} .-
PWCRED WITH ADDITIVE TABLES O x 180 TRAFFIC READ 1
POLND 11| BIAOMATIC h-FIGUPE 7-PART CODC, VALUES IN FRENCH. L] FRANZ. E] ?-? 1-9 RECOVIRTD T 2104 {UNIDENTIFIED) -
CODE DER ABOUT 198
POLN, O1P-
LOHATIE?
: " - . . ' -
PCLAND 12 1 FIGUPE 2-PART LODE ’ l ? L] ?-? ?-1 m:mv% T 2153 (UNIDENTIFIED)
‘
: &, ]
A , * - .
mra - .
o AT ST P g v, T 9 IO R . s dn T Caiiiin TN, -ﬂ
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS

LEARNED FROM TICOM SOURGES
FROM ARMY SECURITY AGENCY SOURCES

(WITH ANNOTATIONS

IN PARENTHESES)

MPVEMENT

- COUNTRY OF __SYSTEM DATES TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM AXIS 0 RESULTS |REFERENCE AT ASA
ORIGIN : . USE .
POLAND 13| FOREIGN L-FIGURE z-PART CODE. ENCJPHERED ON KEY TAKEN FD 1) 1935-1942 1941-1942 ALL |1 53 PP z-h (UNIDENTIFIED)
OFFICE FROM BOOK. PAIR OF ENCIPHERMENT TABLES USED FOR ! MESSAGES READ,|I 1711 P 2
EACH OUTSTATION., INDICATORS: TWO 5-FIGURE : MOST OF THEM |D éN 1TEM 1,
GROUPS AT BEGINNING OF MESSAGE. - ! CURRENTLY
)
POLAND | MILiTARY L-FIGURE (2-PART) CODE ENCIPHERED BY ADDITIVE. ? % - 19k - % READ + 183 PP 8-9 | (ABOUT &F GROUPS RECOVERED.
ATTACHE 1952-1943, ofF OF WASHINGTON-
LONDON™ TRAFFIC OEC(PHERED.
19hg—19bb, 188 OF WASHINGTON-
LONDON TRAFFIC DECIPHEREC. )
POLAND 15 ? 3-FIGURE 7-PART CODE POLNISCH- ? -1 RECOVERED T ' (UNIDENTIFIED)
ER DREY - ABOUT 9¢% .
STELLER= o i
‘CODE i !
POLAND 16 ? 3-FIGURE ?-PART COOE POLNISCH=- ? -0 RECOVERED T * (UNIDENTIFIED)
N ER DRE!- ABOUT 985% i
. STELLER- ’ )
cooe Mt !
i
POLAND 17 L) 3-FIGURE_ ?-PART CODE ? ? -5 RECOVERED {UNIDENTIFIED)
- ABOUT 92%
POLAND 18] AR FORCE 2-PART CODE, 2,0%% VALUES. ENCIPHERED. 1 9 -9 198% COMPRO- 121P 5P 7' {UNTDENTIFIED)
. MISED
POLAND 19 | NATIONAL TRANSPOS I TION-SUESTITUTION CIPHER: CLEAR TEXT ZEG ? -9 READ | &€ P 14| (UNIDENTIFIED)
RESISTANCE WRITTEN INTO 18 X 12 SGUARE, TAKEN OUT IN COLIMS
MOVEMENT IN ORDER, CONVERTED TO FIGURES BY 2-FIGURE SUB=- -
STITUTION. TRANSMITTED IN 3-FIGURE GROUPS.
POLAND " 28 | NATIONAL TRANSPCS I TION-SUBSTITUTION CIPHER. 29 ?-9 READ 1 25 PP 1h- (UNIDENTIFIED)
RESISTANCE .
MOVEMENT
POLAND 21 | NATIONAL TRANSPOS1 TION-SUBSTI TUTION C1PHER. 1"y -9 ‘| READ 6 P (UNIDENTIFIED)
RESISTANCE N
MOVEMENT >
POLAND 22 | NATIONAL TRANSPOS 1 TION-SUBST | TUTION CIPHER 18 -9 READ 1 26 P 6 PF | (UNIDENTIFIED)
RESISTANCE
MOVEMENT
POLAND 23 | NATIONAL TRANSPOS | T1ON-SUBSTI TUTION CIPHER. ) 181 -2 READ & PP (UNIDENTIFIEC)
RESISTANCE
MOVEMENT
POLAND 2h | NATIONAL SIMPLE TRANSPOS!TION CIPHER. 1 - 19hh - ¢ BROKEN W (UNIDENTIFIED)
RESISTANCE .
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS  FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY LN.._ __OF  SYSTEM ] DATES WHEN I TICOM |::IAIUS OF THE SYSTEH]
OF SERVICE DESCRIPTION OF SYSTEM OOU R, AXIS S.A F ATTAGKED | RESULTS REFERENCE
ORIGIN OF 0 w_ Xl Uus.A USE  AND BY WHOM,
PORTUGAL 1| DIPLOMATIC -FIGURE 1-PART CODE WITH 5%,9%0 GROUPS. ENCI- L ! ] POCT (PoCs J9U1- 1041 PERS Z S 7 ID 14, 1941 98- {POC, POD, POE ALL 1208 cou-| --
ERED DIFFERENTLY ON DIFFERENT CIRCUITSt ADDI- POD* CURRENT) PORYT, P 2 FROMISED; ALL HAVE THE SAME |
TIVE FOR CIRCUIT APPLIED T LINE NUMSER; TRANS- : POE? (POO: )930- 8a51C BOOK.)
POSETION OF GROUP ELEMENTS: 1,008-PLACC SUBSTI- i RRENT
TUTION TABLES APPLIED T PAGE NUMBENS. (PoE: ?-1085)
PORTUGAL 2| DIPLOMATIC ;;r;num: 1-PART CODE, WIT+ 61,5 GROUPS. ENCI- ' ? 329 {Ptu) (1941-CURRENT) 1942 PERS 7 §  RLAD 0 16, 1942 Re- (1995 COMPROMISED) --
. H R
ERED i Tpg g; P3 |
' T g2
T Sge2
| |
'
PORTUGAL 3|0IPLOMATIC -FISURE 1-PART CODE WiTH 50,200 GROUPS. ENCI- 4 ' 3% {POL} {19%2-CURRENT) 1942 PERS 7 S ' READ D 15, |ghz RE- [ 1P¢€ COMPIOMISED) --
HEPED WITH 1, 00-PLACE SUBSTITUTION TABLES. ) . PORT, B 3
PORTUGAL L|DIPLOMATIC -FIGURE |-PART cmli (WITH 50,080 GROUPS. ENCI- ? 352 (POUY [1943-CumRENT) 7 ¢ LARGELY PE< T W2 (9515 RECOVERED; COMPLETELY --
ERED WiTH TABLES. | COVERED READABLE. )
H 1
PORTUGAL 5{D1PLOMATIE 5-F{GURE 1-PART CODE, 61,580 GROUPS. ENCIPHERED. ¥ . 299 ? 1-19h2-7 19%2 PERS 7 5 RCAD I'DH;&{ lg’lg RE [UNIDENTIFIED) -
I i ’
1]
POPTUGAL  £|DIPLOMATIC 5E ~FIGURE 1-PADT CODE: BASIC BOOK OF WMICH "299" H " aes ? 2-1942-7 19%2 CKw 1Z6R cowprd- I D 15, 19k2 Re (REPAGINATION *328" |5 ASA'S -
g " WERE REPAGINATIONS. 2% SUBSTITUTION 19%2 PERS 2 5 wISED; LOANED| POAT, P 3 POJ-) ,
.uau: USED WITH IT. BY OKW TO PERY !
7 & FOR PHOTO- 1
STATING [N- H
! CLUDING 9 '
. TABLES; REST
1 OF TABLES BPOA
KEN. REMD
! 1205,
1
PORTUGAL 7[oiPLOMATEC -FIGURE 1-PART CODE WITH h1,5083 GROUPS, EwCI- ' ? ? ? I ?-19%1-7 19%] PERS 7 §  LARGE PART OF | O &, 1943 26 (UNIDENTIFIED) --
MERED WiTH TWENTY 123-PLACC SUBSTITUTICH TABLES MESSAGES READ  PORT, P 2
FOR LINC NUMBERS AND CN S0ML CIRCUITS ALSQ WITH ' WITH SCME !
1,008-PLACE TABLE FOR PAGES. DITFERENT TRANS- , GAPS. SEALIN-
Pus TION OF GROUP ELEMENTS FOR EACH CIRCUIT. ' LISBON TRAF.
FIC NOT READ:
TRAFFIC SMALL
AND. KEYS
CHANGED waP- !
IDLY.
1 .
| 1
]
PORTUGAL 9 |DIPLOMATIC 5-FIGURE 1-PART CODE WiTH 41,955 GROUPS. ENCI- ? ? ? 7-1941-2 aur PERS 2 5 ' CNCIPHERMENTS D fo, 1931 8E| (UNIDENTIFIED) --
FHERED WITH TWEHTY 13£-PLACE SUBSTITUTION TABLES 1 ' BROKEN, BE- PORT, P 2
FOR LINE NUMBERS AMD OH SOME CIRCUITS ALSO WITH ' GINHINGS MADE
1,60¢-PLACE TABLE FOR PAGES. DIFFERENT TRANS- ON CODE, 2UT
POSITION OF GROUP ELLMENTS FOR CACH CIRCUIT. . NOT READ.
[ .
. i 1
. 1
1
1
1 1
| ' I
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TIC
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY souaces IN PARENTHE SES)

COUNTRY - [ NAME _OF SYSTEM_| DATES WHEN TICOM [GTATUS OF THE SYSTEM|
OF . SERVICE DESCRIPTION OF SYSTEM. ICOUNTRY| OF ‘ ATTACKED | RESULTS |REFERENCE AT ASA R
ORIGIN OF ORIGIN| AXIS | US.A USE  'AND BY WHOM .
PORTUGAL 9 * 5-FIGURE ?-PART CODE. ? ? ? 7.9 | LR ] RECOVERED T 3127 (UNIDENTIFIED)
| | LESS THAN 1%
PORTUGAL 18] - 7 5-FIGURE ?-PART CODE. ? ? ? ' ? -7 et RECOVERED T 3823 (UNIDENTIFIED)

. - H i LESS THAN 1%
I

PORTUGAL 11| DIPLOMATIC 4-FIGURE 1-PARY CODE, REPAGINATED. L4 62 146 ? { 7-1936-1 7 RECOVERED 30% | T 1336 (UNIDENTIFIED)
!

PORTUGAL 12 ? U-FIGURE 1-PART CODE, REPAGINATED. ? ? ? BRI ? 7 RECOVERED T 1332 (UNIDENTIFIED)
. 3% - 59%

PORTUGAL 13 * U-FIGURE 1-PART CODE, REPAGINATED. ? 5g2 ? ? -1 7 7 RECOVERED T 1333 (UNIDENTIFIED)

. 0% - 39% .

PORTUGAL 14 * 4-FIGURE 1-PART CODE, REPAGINATED. ? 611 ? ? -7 ? 17 RECOVERED T 1334 (UNIDENTIFIED)

_ 28% - 3%
B |
PORTUGAL 1§ * 4-FIGURE T-PART CODE. ’ ? r | r- 7?0t RECOVERED T 1335 (UNIDENTIFIED)
: LESS THAN 5% .

KR RECOVERED T 1337 (UNIDENTIFIED)

PORTUGAL 16 ? U-FIGURE PrPART CODE. ? ? 7 -1
1 LESS THAN 1%
PORTUGAL 17 * 4-FIGURE T+PART CODE. k4 ? ? ?7 -7 R | RECOVERED T 1338 (UNIDENTIFIED)
. LESS THAN 5%
PORTUGAL 18 ? Y-FIGURE ?-PART CODE. ? 557 93 ? ?-7 ? 1 RECOVERED T 1348 (UNIDENTIFIED)
. LESS THAN 3% .
PORTUGAL  19|DIPLOMATIC  |4-FIGURE P-PART COOE. ? 55 141 ? ?-? 1?7 RECOVERED 11386 (UNIDENTIFIED)
LESS THAN 1%
PORTUGAL  2@|DIPLOMATIC MONOALPHABETIC SUBSTITUTION CIPHER. ? ? ? T-1942-¢ 19%2 PERS 2 S | READ DP<|)6' Igbg RE| (UNKNOWN)
" PORT,
i)
PORTUGAL  21|DIPLOMATIC 5-LETTER ?-PART CODE. ? ? ? 7-1937-7 ? SIM READ. COMFRO{ T 1598 (UNIDENTIFIED)
MISED.
PORTUGAL 22 |DIPLOMATIC 2 LETTER 5-FIGURE CODE, 64, ¢¢¢ GROUPS. ENCI- ? ? ? ?-1 ? SIM, SID | READ IF 1526 (UNIDENTIFIED)
HERED BY ESTIMATED z@¢ TABLES .

CHART NO. T-¢
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TICOM
(w_ly__Ay_[«gT_z_\TIONs FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY | ' _NA_ME___OF__S__Y_STEM_.| DATES | WHEN TICOM [STATUS OF THE SYSTEM[
OF SERVICE DESCRIPTION  OF SYSTEM COUNTRY A F + ATTACKED | RESULTS |REFERENCE| . AT ASA
ORIGIN OF ORIGIN| AXIS | US.A. USE  AND BY WHOM
]
PORTUGAL 23| DIPLOMATIC §-FIGURE 1-PART CODE. LINE DIGRAPHS ON PAGE IN ? ? ? i e - 1945 1945 SiD READ (12 \gjg {UNIDENTIFIED)
EITHER ASCENDING UR DESCENDING ORDER. USED [ : 1F 152 1
L 1SBON- ANKARA-BLRN. |
PORTUGAL 25 DIPLog;TIC ~FIGURE AND 2-FIGURE 7-PART CODE REPAGINATED FOR 1 ? 1 ?7-1944- 7 7 SiD READ IF 1526 (UNIDENTIF1ED)

IFFERENT LINKS. UNENCIPHERED. TRAFFIC GEN-
ERALLY OF MARITIME NATURE.

CHART NoO. T-<
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED FROM TICO

{WITH ANNOTATIONS FROM ARMY SECURITY AGENGY SOURGES IN PARENTHESES)
COUNTRY AME_ OF S‘rSTE_M% DATES |  WHEN TIGOM TH
0 SERVICE DESCRIPTION OF SYSTEM ‘.f B T " OF R F El AT
ORIGIN &Q NTRY AXIS US A I?SE ATEJ;CK 0 ESULTS |REFERENG | ASA
RUMANI A 1| DiPLguatic 5-FIGURE 2-PART CCOE (EHCIFHERED WITH MONO- ? R18 {rOD}  (1-1945-7) rt-1 1605 COMPRO- | T 752 " (voarep ou ' nr: 'r -
ALPHAEET ) MISED T1 DURING 1942
T % . 1548, s Mok L el R
T i BEIRG ATTACKED, END 19%5.)
1
RuM 2| prrows ~FI -P - 19%5-7 -1 T 751 KED CN --
ANLA TIC ;m'%g)a ART CODE (EMCIFHERED WITH ROOK 1 ] (ROF) {7-1945-2) T ! J;‘.’?é,m 75 ! l.‘l.tms wizl |r§lT
v s sr IL beine
| .mm EMD 19%
RUMANIA 3| DIPLDMATIC ~FICURL 2-PART CODE (EMCIPHERED WITH REPEATING y [ e {rOW) (1-1945-2) t-? 1208 COMPRO- | T ThS (WORKED mzmrumu --
1TIVE) ' HISED DURING 19%2, 1933, 1 Lt
1945, n| ssr‘u Bring
R ATTACKED, END 194
fumANEA b | DiPLOMATIC -FIGURE 2-PART CODE, 74, P05 GROUPS. [wNG)- T R ? LI | " ?PERS 7 5 RECOVERED T 2228 {La1pENTIFIED) -
WITH 13-PLACE. TABLE. -8 5% - if% DSk P s
RUMANTA 5| oirLowatic ~FIGURE 2-PART CODE, 79,808 GROUPS. ENCI- 1 . R 12 7. Tt TPERS 7§ | RECOVERLD T ziet {LmornTirign) -
WiTH 18-PLACE TABLE. ' . - 19% ! D53 F 1§
|
RMANIA  E | DIFLOMATIC =FIGURE 2-PART CODE, 76,808 CROUPS. ENCL~ 1 R 13 r I -1 TPERS 7 8 RECOVERED l T 2416 {LMICENTIFIED) -
ED W!Th 12-PLACE TABLE. ABOUT 4% T 2222
| DSAF IS
RMANIA T | DIFLOMATIC BHFIGLHE 2-PART COOE, 180,090 CROUPS. ENCI- * 14 ? T I ] TFIRS 2 § | RECOVERED T azlg (UNICENTIFIED) --
ERED WITh 1¥-FLACE raaLc. | LESS Tréd 5% | 0 5% P 15
RUMANT A 8| eirtowarie g FIGURE 2-PART COOE, 12,200 GROUPS. [ENCE- CIFRU 15 ? -1 PPERS 2 S ' RFECOVERED T lfsz {unipEnTIFIED) i
HERED W!TH 18-PLACE TaBLE, CRIGORCEAR , LESS THAN 58 | D &L'F 15
RMAtis 9 | pIPLoaTIC a*rluum: 2-PART CODE, -0, 20F GROUPS. EWCI- ? R 15 T ? -1 TPERS 25 | RECOVERLD T 22iY (LMHDERTIFIED) --
ERED WITH If5-PLACE TaBLE. : ' 5% - 198 1 222
-l D54 f 15
peasia 8 | pirownc ;H::‘IGURE 2-FaRT COOE, 106,P9F GROUPS. ENCI- ? 17 ? 1940 - ¢ " TPERS Z 5 RECOVERED T eiak [LHICERTIFLED) -
RED WITH 1@-PLACE TABLE. I LE€s AN 5% [ D 56 P 15
MMANIA 11 | DIPLOMATIC g-rmum: P-PART CODE WITH 58,800 - £, 1 ? ? 1.2 " vsiM, sip | ocooe g IF 1 g (LNILENTIFIED) -
EHCEFHERED BY Frclee SUBSTITUTICH ' COMPROMISED; | IF 1§eu P I
TABLE, ENC | FHERMENT !
BROKEM.
BUMANTA 12 L] 5-FIGURL 2-PART CODE, ] R & * - | B g;cng;u A\ - {UMIDENTIF 1 ED} -
-1 .
|
AMEA 13 ' §=FIGUAE 2-PART CODE. ] a7 ] t-1 7-7 Eccggw.;ﬁ - 1 WY {\NIDCHTIFIED) | -
- 1
1
RUMANIA  1h ' 5-FISURE 2-PART CODE 1 v & ? -9 7 -1 n;cwagga ! 1 2223 (LHIDEMTIFIED]} i -
58 - I 1
RUMENIA 15 7 5-FIGURE 2-PART CCOE. ? 9 H 1.1 rT-1 ;;cmg;n T £215 {LnIDENTIFIED) ‘ -
. -
|
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EARNED FROM TICOM SOURCES
(WITH ANNOTATIONS______FROM_ ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ) NAME__OF__ SYSTEM__, DATES i WHEN TICOM [STATUS OF THE SYSTEM
SERVICE DESCRIPTION OF SYSTEM COUNTRY| A U.S.A ' F ATTACKED | RESULTS REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN| AXIS | US.A. USE  AND BY WHOM ,
RUMAN | A 16 ? 5-FIGURE 2-PART CODE | ? | ¢ ? ? -2 o7 % RECOVERED T 2212 " (UNIDENTIFIED) --
! | LESS THAN 5%
RUMANI A 7 ? 5-FIGURE 2-PART CODE. ‘ ? | ? ‘ ? 2.2 ? 7 | RECOVERED HREREEY:] (UNIDENTIFIED) -~
| L ABOUT 17% |
RUMAN I A 12| 0tPLOMATIC 5-FIGURE ?-PART CODE. FiGURE SUBSTITUTION | ? ? 4 2 -2 ? SIM 13@% COMPRO- | IF 1521 {UNICENTIFIED) --
ENCIPHERMENT.  SEVERAL BOOKS USED SIMULTANEOUSLY., | MISED.
RUMAN| A 19/ 01PLOMATIC 5-FIGURC ?-PART CODE., 57,888 - 68,834 GROUPS. ) i ? ? ? -9 ? SIM, SID | 123% COMPRO- | IF 1526 (UNIDENTIFIED) b
ENCIPHERED WHEN K|GH SECUDITY waS DESIRED. KEYS | . i MISED.
WERE #9 X 5 AND 58 X § LONG. ( J ] ! ,
RUMANI A 28[MILITARY Z-rlcunz 2-PART CODE. EACH SAGE NUMBERED BY 2 | 2 ? © o 19%2-1943 2 SIM ) READ IF 1521 (UNIDENTIFIED) --
ATTACHE NE OF FOUR 3~FIGURE GROUPS PRINTED AT TOP. |
PAGE DIVIDED INTO TWO PARTS, EACH PART CONTAINING
B8LOCKS OF 1% QROUPS E£ACH. ENCIPHERED WITH A :
YSTEM CALLED BY ROMANIANS "FISE." I . '
RUMAN| A 21|MILITARY TRANSPOSIT]ON CIPHER. RECYANGLE DIVIDED INTO AMG 1943 i ? 2 ?-1943-7 ? StM READ IF 1521 (UNIDENTIFIED) --
ATTACHE L4 SMALLER ONES, EACH J X 1B OR 7 X 7. SOME | IF 1315
BLANK CELLS., CLEAR TEXT WRITTEN IN ON A PATTERN. | ! T 15%
N I
RUMANT A 22|MILITARY TRANSPOSITION CIPHER, & RECTANGLES, 6 X 53 CiIfRUL DE ? ? ?-19%3-7 1343 SiM i READ 1F 1517 (UNIDENTIFIED) --
ATTACHE CLEAR TEXT WRITTEN IN ON PATIERN. MEMORIE ? "SID | 1521
RUMAN A 23| AIR FORCE ' TRANSPOSITION CIPHER. ? ? ? i 2-1939-? ? OKL NOT READ 112178 (UNKNOWN) --
RUMANI A 24 |POLICE -CIPHER, DESCRIBED AS "EL:MENHRY“, BUY NO DETA!ILS ? ? ? -2 7 OKL | READ CUR- 1121 P9 (UNKNOWN ) --
RENTLY

|AVAILABLE. ‘

CRARY RO. 1-2
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RESULTS OF EUROPEAN AXlS CRYPTANALYSIS
EARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY AME _QOF ¢ SYSTE DATES | WHEN TICOM |[STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM OUNTRY] AXIS US A ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN : USE  AND BY WHOM
RUSS!IA 1| ARrY HAGELIN 5-211 MACHINE, OLD STYLE, EMPLOYING K 37 % 37 -- f ? -2 ! 1941 OKH ACCOMPL | SHED 1 136 P 2 -- .-
FRANCTIONATION, SUBSTITUTION, AND RECOMBINATION, TFEORET!I CAL 153 P 2
SOLUTION ON 18- | 92 P §
LEYTER CRIB.
AUTUMN 1941,
IMODEL OF MA-
! CHINE CAPTURED
R 1
RUSSTA 2| ARMY SPELCH ENCIPHERER, TIME SCRAMBLING TYPE. ? Cxe -- 1939- 1945 1939 OKH/GDNA,NOT BROKEN. 173 -- --
; WA PRUEF 7 131 P12
IF123 P 13
1
RUSS 1A 3| Asmy TELETYPE [NCIPHERER, KEY GENERATOR TYPE. ? ? -- i ? -7 1943 OKK ~ |NC1 READ 131 P2 -- --
. ’ j
RUSS 1 A u| anmy S-F IGUBE ?-PART CODE ENCIPHESED WITH ONE-TIME PAD T -- i 7 - 1945 i 2 Okn ? 19 c -- --
o
- I
- |
RUSS5 1A 5| ARMY: BRIG™F,'5-FIGURE ?-PART CODE £i1-a ? -- 194g- 1011 7 2 OKH g ¥ 8¢5 -- --
DIVISION .
STAFFS UPWARD :
TO GENERAL
STAFF
PUSS 1A £| agmy an:cAoz,l -FIGURE ?-PART CODE g23-A ? -- 194 9- 2 ? OKH ? 1 8¢5 - -
DIVISION
STAFFS UPWARD
TO GENERAL
STAFF | i
RUSS I A 7| A’MY: BRIGADE, 5-FIGURE ?-PART CODE ghs-4 ? -- 9ug - 7 ? OKH ? T 95 -- --
DIVISION
STAFFS UPWARD
TO GENERAL
STAFF
RUSSIA 2| ARMY: BRIGADE,|5-FIGURE ?-PART CODE g62-4 ? -- 194g - 2 ?  CKH. ? T 8¢5 -- --
DIVISION
STAFFS UPWARD
TO GENERAL
STAFF
RUSSI A 9| ARMY s BRIGADE,|5-FIGURE ?-PART CODE Ba1-A ? -- ? - 1945 ?  OKH ? T 8¢5 -- --
DIVISION
STAFFS UPWARD
70 GENERAL
STAFF .
i
RUSS 1A 10] ARMY : TANK L-FIGURE ?-PART CODE ENCIPHERED BY SUSSTITUTION. |PT-B ? -- ? - 1945 ? OKH 1985 COMPRO- 119 ¢C -- --
M;ﬁgb, MARCH 119 €
1

CHART NO. -2
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AS LEARNED FROM TICOM SOURGES N
(WITH _ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) .
cOUNFTFW SERVICE DESCRIPTION OF S-YSTEM ngx'lg oF oY TEM D%TFES ATWI'HENED R TS P(IE'\’OM SIS O A SYSTEML?EMAFH(S
' ACK ESUL REFERENCE AT ASA
ORIGIN OF ORIGIN| AXIS | US.A | ysg  IanD BY WHOM :
RUSSIA 11 ?nw: GUARDS | 4-FIGURE *-PART CODE ENCIPHERCD BY SUBSTITUTION, ? 1 ? - I9hi T oMH ? 19¢C - -
ANK 119 ¢€
RUSSIA 12| ARMY: TANK® U-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. ? ? -- 1 - 195 T OMm 7 119 ¢ -
S 1 E
RUSS 1A 13| ARMY: GUARDS | 4-FIGUPE ?-PART CODE ENCIPHERED BY SUBSTITUTION, ? 1 .- i—~ 1945 7 OrM .? 119 ¢ - --
TANK 1 19E
RUSS |4 14| ARMY 4-FIGURE ?-PART CODE t H 7 - 1545 T OKH PARTLY READ e c -
: 119 E
RUSSIA 15| ARMY 4-FIGURE T-PART COOE : ? ? -- 1§h|-ﬁig'h51 T OkH ? 126
RUSS1A 16| ARMY 4-FIGURE *-PART CODE ? ? -- 1945 - ¢ * OKH ? 1 lg C -
119 E
RUSS 14 7| ARMY 3-FIGURE ?-PART CODL 7 ? 19k 1-1945 ? OxH 1 1 ;9 [ - ==
: 1 2u
RUESIA 18] Ammy 2-FIGURE SUBSTITUTION CIPHER USING & 18 x 1@ 1 ? -- 1955- 1943 ? SIM ? IF 1517 -
SCUARE CONTAINING ALPHABET, FIGURES, ETC. DAILY
CHANGING KEY.
RUSS1A 19| ARMY 2-FIGURE SUBSTITUTION CIPHER PT U 1 -- 1941-10k5 T OMM 7 I 535 - -
: T
RUSS | A 20 | ARMY 2-FIGURE SUBSTITUTION CIPHER PT 41 N 2 194 1- 19457 7 OKH ? 126 -
RUSS | A 21| ARMY GROUP3, 2 FIGURE SUBSTITUTION CIPHER BT R2 ki -- 1962 - 7 7 OnrH k4 119 ¢C -- --
ARMIES, CORPS 119D
RUSS1A 22 | ARMY TRANSPOSITION CIPHER USING REVOLVING GRILLE ? ? -- 1944 - 7 ? OkH ? 119 c - -
PUSS | A 23| ARMY TRANSPOSITION € IPHER ? k4 -- 194k - ¥ 7 OKH 7 119 C - -
RUSSIA 2h ARy, AIR U-FIGURE 7-FART CODE oKK 5-3 ? - 1939-13%17 ? OkH ? 1116 - --
FORCE 125
RUSSTA 25| ARMY, AIP 2-rucus;r SUBSTITUTION CIPHER PT 35 ? 1935-1939 7 CkH _? T 95 - --
FORCE

CRART No. 72
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RESULTS OF EUROPEAN _AXIS CRYPTANALYSIS
EARNED FROM TICOM SOURCES
(WITH ANNOTATIONS_ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY ! [ NAME __OF SYSTEJ DATES | _WHEN TICOM |[STATUS OF THE SYSTEM
0] SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS us A OF ATTACKED | RESULTS [REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN . USE AND BY WHOM
RUSSI1 A 26 ARMY GROUPS, | 2-FIGURE SUBSTITUTION CIPHLR PT 39 ? -- ! 1939-i9%2 ! ? OKH ? 119 ¢ ! - .-
ARPMIES, CORPS, | | 1 1? D !
DIVISIONS, =
AIR FORCE 1 8¢5
RUSSI A 27| ARMY: DIVI - 2-FIGURE SUBSTITUTION CIPHER PT ke N R 27 C -- 19h2- 1954 7 OK- ? 119 ¢ -- --
SIONS, REGH~ 731 119D
MENTS.  AIR - T 3349
FORCE
RUSS A 28 A1R FURCE 4-FIGURE 2-PART CODL vax 3% ? -- ! 1935 - ? 7 OKH ? T 335 -- --
H 1 lio
i
RUSSIA 29| AR roRce U-FIGURE ?-PART CUDE ? ? -- L 19ks-19Lg ? 0K ? 119 C .- --
. 119 ¢
. [
RUSSTA 3| AIR, CIVILIAM | 3*FIGURE ?-PARL CODE, UNENCISHERED ? ? -- 1943- 9L ? 0K READ 1 né ' -- -
}
RUSS1A 31| AIR FORCE 2-FIGURE SUBSTITUTION CIPHER PT b3 2 -- ? - 194y 7 OKh NOT SROKEN 1 19.¢ T .- -
1165
RUSS 1A 3¢[NKVD « 5-FIGURE 1-PAR! CODE ! ? N5/429/5 -- T -9k ? OKd ? 155 -- --
R757 ¢ ' T 2534
15566
RUSS 1A 33| NKVD 5-FIGURE ?~PART CODE ENCIPHERED Wi TH ONE-TIME ? H? .oe- 1954 - 2 ? OkM ? T 554 -- --
Pap ADDITIVE. .
RUSSIA 3k | NKVD 5-FIGURE ?-PART C.DE ENGIPHERED WITH ONE-TIMC ? ? - 194y - 2 ?  OKM ? T 542 -- -
PAD ADDITIVE T 50b
RUSS1A 35| NKvD 5-FIGURE ?-PAPT CODE ENCIPHESED BY DIGRAPHIC ? ? -- ? - 1945 ?  OKH . ? 12 - --
SUBSTITUTION, I rie
1 8¢5
. R l . . .
RUSS 1A 35[NKVD, DIVISION| B-FIGURE Z~PART CODE ENCIPHERLCD WITH ADDITIVE WHITL SEA ? -- 19k3-13ky P 19kU oxM “f% OF TRAF- 1 1g6 -- .-
OF REGIMENT TO| ! FI1L READ
DIVISION OF
BATTALION S1ZE
RUSH 1A 37| MkvD 4-FIGURS 2-PART CODE $49 R 47 nge -- ? - 19k ? OKH ? | 526 - --
[
T 2577
*PEOFILE'S
COMMISSAR|AT
FOR INTERVAL
AFFAIRS
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS

EARNED

FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY l_NAME OF SYSTEM ! DATES i WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM [ RY. AXIS U.S A ATTACKED | RESULTS |REFERENCE ASA EMARKS
CRIGIN OF ORIGIN -9 B USE AND BY WHOM
LSS A P SRR el L-FIQURE 1-F&SF (ODE ENCIFMERED =Y SUESTITUTION. |7030D IR ERER 1oU2- tobs ©OKe | b | -- -
MENTS, nAnA- SLBSTITUTICH. ) i H |
LIoNS ) | I
| | .
FUBIA 23| 22w LeFIGURE 1-PART C53C ° . 4 -- k121355 ? 0Kk . ? 126 -- --
RUSS | 4 Lo gD L-FIGIRE 2-PAD" CODE EMCIPHISET WITH ADDITIVE. ? ? -- 1929 - ? ? OKK ? 1885 - o
: !
PUSS I 4 Ui MK Y-FICURE 2-£8F" CO0C LNCIPHISED WiTH 20D1TiveE. 4 2 ? - 19kr2- 104y 7 OKM ? 126 - o
i :
RUSSIA ERIETAT L-FIGURT 7 FART U WE ENCIPRESCD BY SUBSTITUTION, !.\'I.‘A ? - 2 - 1aky ? Ok ? T3S - o
i
i I
RUSS 1A k3| N JL-FIGURE 2-PaPT £OPC E1CIPHTREN BY DIGRAPHIL “Hva ? -- ? -0k 7 Ok ? Y ” ”
) SUBSTITUTION. ' T 5
RUSSIA ik [ vD "4-FIGURE ?-PART (O3 2 |s nz 1608 -- ! 2. 2 Ok ? 1eg -- --
| |
. i
2USSIA e [ navy 5-FIGURL ?-PART CODE ENCIPHERED Wik QNL-T1M[ FAD ? KLAGEN- -- 1our-12k2 ?  OKM NOT SOLVED T SEh T o
’ TADDIETIVE, |ru~r tot ! T Sut
cusera ué|navy 5-FIGURE 7-PART C2DE EMCIPHCRED W1tH DOUSLE ADDI- ° KNI GS- - | i3k2-i3k3 7 Ok | ¥OT SOLvED T 56k o "
Tive. 'BERG '
AUSS 1A K7 aavy H.FIGURE ?-PAST TODE £NCIP-ERED WITH PLRMUTED ° FASAN -- 2.0 2 oxw 7 | bz .- --
AOSITIVE. i
RLSS 1A L3 wavy '5-FIGURE ?-FART LODE ENCIPHERED WITH ADDITIVE. ° KO ANDEL -- 1336- 19l ? CKe NOT SOLVED ; %gu -- --
KL ko]vavy :5-r|GURc ?-PaRT (2DE ENCIPHMERED WITH ARDITIVE. ? TROMSOL -- 1alz-10437 ?  ORM NOT SOLVED ; ;E‘ b b
A M N
| ( b
! i . i
RUS31A e navr "L-FIGUSE z-PART CODE EMC)FHIRED WITH ADDITIVE. v 'GAMVIK S| 19M3-aohk 7 Ok NCT SOLVED ; 52§ N h
- 1 ' o
; | c 323
i .
RUSS 14 55 [Mavy Liriouet 2-PART CODE ENCIFKERED WITH ADDITIVE. ? crAz -- 2. ? Ok READ AT TiMES| 1 ?é“ o T
. Ty R £ OENCIEHETED W . 9 s W/274/5 -- 19422-10k43 2 OKM AT TIMES A- [T -- --
RUSS (A 52 [ HAvY L-Frouet '_) PARPT COOC ENCIFHERED WITH ADDITIVE \h:é ZJ/J 9 JH2 BOLT SR 1 5hey T 561
“PEOPLE 'S READABLE T 56¢: 1 564
COMMISSARIAT |
FOR INTERNAL
AFFAIRS

CHART NO. 1-¢
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
FROM TICOM
_FROM ARMY SECURITY AGENCY

{

WITH.

ANNOTATIONS

EARNED

SOURCES

IN PARENTHESES)

SERVICE

DESCRIPTION;

OF

SYSTEM

[ NAME___OF

SYSTEM_

COUNTRY

OF omew. AXIS

USA

DATES
OF
USE

WHEN
ATTACKED

AND BY WHOM

RESULTS

TICOM .ISTATUS OF THE GSYSTEM
REFERENCE| ~ AT ASA

TQP _SEGRET—

ERELIE 83 vy LoEIQURE £-PART CUSE DNCIPRERCD #1TH AD0IfIvE. ? | ? ?;9&1-191:2? L? ORM 3% RLADAE 1 ’g, - - --
S H ' ~ T EEY
v rd
| i _ -
. . | .
RLES A ShMavy EB-FIGUSE Z-PaR” CODE CHCIFHEREC BY SUBSTITUTION @ ° e k7 ¢ - 192G-j0k:? 2 Qxv VARIED AT DIF-|7 58k : .- .
30 MAESCHE 1Bk, WITH AODITIVE TRIRCAFICD. s FERENT TH4ES | 1-1.3 i
1 ke |
SLSSHS 35 |HAvyY L-F IGURT CODE ENCIRHERID WITH 20DIT1vE. ? -- 19:3-16k= [EEeTC NOT SOLVED ) ulr:-,' - -
: Coy TR
/ | i 58k
| | 2%
FUSS A 5 NAvy L-FIGURE i-PART CODE SNCIEUERED WITH 2DD1TIVE, ? P HARVIK - S ok2-1Qky | ? CK AT TIMES AE’O'JTJ i Le T o
' : i i} ! Sg# REaDAZLE | 7 5AZ;
! | | | T 5ék
N I
) | ! |
1 | ; ,
. | I
Fulfea TR N L-FIGURE - 1+PART (CRE TNCIFRERED Wil= ADDITIVE. v e i - 7 -2 2 CRw REAS AT TIMES | I EGL ! - -
i ! 7 sgk
l T %32
.
FLSGI sSvavy:  SIGNAL U-FIGURE 1-FART (CDE LNGIFHIRCD By SULESTITUIIGH. [ 07 6 ‘ - 1943~ 19435 ? Ck SoLVED LT . --
sTaTionNd LS 155k
| ,
| e :
ALUEN- - !
STEIN 111 . |
\
FUSS e 5% [ravy L-fiCUsC '-PaRT CCDL Ei0G-CREG Y SUESTITLTICY. ? HARS T LD -~ 1ghy - TG ? Pz - -
i
SYSS) e S0 vy "-'-rl-su.cc P-FART CODE THCIP=EREL 87 SUESTIiULYIQ, < OSLG - igkz-iol! L] FEAL ALl -- --
' ' : ! 1662 AT TIMES
t
TUSErs T AV L-FIGURL 7-FiRT LALT i_:\lc:'-__'._t WATH ATTIvE, H 4 RERATH - nhI-igha e oy 10T TopyIE oes -- -
I b
: !
] . .
TLEs s TIoprany |’ SEIGURL ?-PARY CODE THCCFHESID WITH AL31THvD. ° SESTENN - ELRREE A T DKM NGT SCoLwif T 58k - b
| .
TUSSLa 3 oRlavy B-FJOURL ?-7 337 QOOL MUl il LT APDITIvE, Rl - .- TN 2 Ik HOT SCLVED 1 oadt .- --
) ) l Sirate )
i
i
B ' CRART WO 7-2
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) {WITH ANNQTAT!ONS FROM ARMY SECURITY AGENGCY SOURCES IN PARENTHESES)
COUCI;\}FTRY €R DES o OF  SYSTE [_NAME_ SYSTEM_| DATES WHEN TICOM [STATUS QF THE SYSTEM
SERVICE CRIPTION STEM COUNTRY ATTAGKED | RESULTS |REFERENCE T ASA EMARKS
ORIGIN OF ORIGN| ﬂX'S usa el BCKSO
RLSLI# B [savr E-FIGURE F-FART CODE ENU 14~ CFLC Wl - ADDITIVE. b HORN ".‘,-h:-- i ‘ NN READ CURFENTLY| 1 5k N - --
FART CF TIME
]
PSS 2 {9 lsvy L-FIGURE 2+£afi COBL ENCIFHRERED WITH AD[ITIVE. ? TILSHT -- 1 - 19y G NGT RLAD T 585 -
RUSS LA 65 paay L-FIGURL ?-FART CODE ENCIFSERED Wila ADDITIVE. % M oG-ke) -- iauk - ¥ ? QKM HOT SOLVED 1 22 - .-
s T b6t i
|
RUSS I £7 paavy k-FIGURC 7-P&01 LODL [HCIFHLRED Wilk ADDITIVE. ? H - piokt - 7 ? oMM HOT SOLVED T 564%; 1 542 : -- --
FUSSIA 52 savy b-riGURL P-Fept cot CuLiFMLSLD BY SUBST)ITUTIGH. ? ATA - gy - 9 7 Ohs PARILY £L4D T 562 ! - .-
i | !
FLSS1A 40 riavy L-FIGURE. T-FART CODE EMCIFAERLE BY SLBSTLILTICH. ? coLhar ekl - 7 7 oy 2 1 54 - -
—
E RUSS 1A T Nawy [ -F IGUSE T<FART CODL E:ICIFHORED By SUBSTTUTICH. H GRAUDEN? -- 19431045 ? G FLAD 10 DIF~ NIRRT - --
FLREMT EXTENTS) 1 942: T 545
¥ H AT VARIOUS T 55k
| TIMES, o 39
b
5 I
RUSS ] 4 FRARIEION L-FIGURE 7-Pak] CODE ERCIFHERED BY SLBSTITUTICH. 2 EYBERG -- wghy - 2 7 OKM ? 1 Ega -- --
i
FUSSIA T4 Hawy L-FICURE T-FaAGT, CODE EMCITHERED BY SUBSTITUTICH, b SPITTAL -- 1940 oMLy 7 DKM READ T 56k - -
RUSS A 73 pavy !L-rncunz T-PART CODE ERCIFHEPED &Y SUBSTI FUTICN. ? % t/*aSs/.J - k3 - % ToCkM ¢ T 56k T 5t -
AMNER-
l .JEEPG
RUSSES 75 piewy S-TICUNE T-FART COUL [RCIFHORED BY SURSTITOIICH. T viliacs -- g2 - 2 192 grpe REXG : Eib b
. ] .
2S5 14 7 pan L-TIGuRE T-PaR1 CODE ENCIFNERLD BY SLSTITUTICH. ? T -- 19%3 - ° 7 ok ? T 56% - -
1
RYSE (s 7O piany L-FICUPL ?-Fami CODE ENCIFMERED By SLASTITUTICH, ? WiNDAU -- JANOIOES - 7 |7 oM ? K v =" -
] . -3
T 883
1 §at
— CHART NG, T-2
T——— . T - - - _- T e — - - - - - -
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCE
(WITH ANNOTATI_ONS FROM ARMY SECURITY AGENGY SOURCES IN PARENTHESES)

COUNTRY [_NAME OF SYSTEM ! DATES WHEN [ TICOM 'STATUS OF THE §7§iEM|
F SERVICE DESCRIPTION OF SYSTEM COUNTRY] AXIS | US.A OF ATTACKED | RESULTS |REFERENGE AT EMARKS
ORIGIN oF ORIGN . USE AND BY WHOM '
RUSSIA 71 vavy U-FIGURE ?-PART CODL EMCIFMERED BY SUBSTITUTICM. ? ,u !.5;2'1”/5 -- 1943~ 194k 7 ChM SOLVED [ T 5k T 96k -- --
™ /5 I
! L]
| : !
RUSSIA 79 NAvY L-FIGUAE 7-PART CODE ENCIPHERED BY URSTITmofs, ? M hfskkss .- 19k 5-194k 7 Ok NOT SOLVED T 564; T 542 - | -
' |
i
RUSSIA 79 Havy €=FIGUAE 3-FIGUPE L-FIGURE 7-FART CODE ENCIPHERED- ? DRONTHEL I - 194 = 7 194 OhM SOLVED , T 565 - T
BY SLELTITIECN,
. | ! |
: l . | -
RUSS | 4 Bl navy l3-rmupa £-PAR1 CODE ENCIPMERED BY SUBSTITUTION. ? » 3/33_=js| - 19°% - 2 F T H | T 5% -- --
| '
RUSSIA ] NAVY 3-FIGUPE 2-PART CODE EMCIPHERED BY SUBSTITUTICN, lr-w-u’ar. M 3/533/5 - 1953 - ¢ T GkM NOT SOLVED , 1 5h2 - --
]
PUSSIA 2z aavy , 3-FIGUPL 2-PAFT CODE ENCIPHLFED BY SUBSTITUTION. | ? ¥ 3/533»/! -- oky - ? OkM 207 SCLVED T 54z - . -
! | S I
| i !
L | | ! . .
RUSSIA 23( NAVY "3-FIGUPL 2-FAR1 CODE ENCIPHERLD 8Y SURSTITUTICN. ? " 3/61¢/5| -- 19k - 7 ? Ohm :E;'\gr ficd | 1 542 - . -
| : | ,
| \ ;
RUSSTA o4l navy 3-FIGLPL 1-PART CODE ENCIPHERED 8Y SUBSTITUTICN. .PT 3 BODD -- L1943~ 19442 7 G SOLVED % hg' 'S .- .-
' g O
T ghe; T gi.ll !
i
: ! l | \
AUSS1A 5| NAVY =FIGUPE 1-FAR1 CODE ENCIPHERED BY SUBSTITUTION. * L BAL -- 1945 - 1648 ¥ CrM RLAD 1 kg .- --
5 3 i . 5
. : : . ) T 223: ¥ 56k,
1 . l
1 .
RUSS | A 5| Navy . 3-FIGURE t+PART COOE ENCIPHERED BY SLBSTITUTION,  PT 13 NOSDR2P -- 1945 - ¢ T CKM ;'E:',".‘:EL' T gg;: T 56¢ . -- --
1 T
SOLVED: NORD-
KAY 11 NOT
v SOLVED.
- |
i
] ] . |
RUSS 1A RY| NAVY 3-FIGUPF |+PART CODE ENCIPHEPED BY GIGPAPHIC ? STOLF -- ek - 2 T CKe . ? 1% .- -
SUBSTITUTICN, i | i :gn
V | -
RLSSIA 8] navy 3-FIGURE 1-PART CODE ENCIPHERED By SUBSTITUTION. ? TAUPCICEN - 1|:)l.lo-1tzl.f T oM i ? | T b - -
. ; 1 | 1 ig
] ) N |
1
| ‘ |
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS
EARNED FROM TICOM SOURCES
_(w_l_T__rf____/_x_yNQTA_T_nQNs__ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTR [ NAME __OF SYSTEM [ DATES - WHEN TICOM ISTATU‘S OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY. AXIS US.A OF ATTACKED | RESULTS |REFERENCE! AT ASA REMARKS
ORIGIN OF ORIGIN. -9 A USE AND BY WHOM
RUSSTA o6 | ravy 3-FIGUFE T-PART CODE ENCIPHERED BY SUBSTITUTION. RTSWS M 2/519/8 .- 1952-194573 ? OkM READ NI uo‘ -- --
v \ 1T 542 1 562
VASDU ! 11 864
i |
1 |
FUSSIA Ot | NAVY: ARTIL- [3-FIGURE 1-PART CODL £NCIPHLRED Ry SUBSTITUTION. 10450 Mo3/eed/s -- 19k - 2 ? OkM PARTLY READ T 5k -- _ e
LERY BATIER- .
1ES. GULF OF
FINLAND | i !
|
1 |
i |
! )
RUSK| A a1 | NAVY -FIGURE 1-FPaRT CODE ENCIPHERLD BY SURSTITUTION ? :-4 /U20/s -- APRIL=MAY 19k 7 OKm Lg% OF wALUES | T 542 -- --
DR BY SUBSTITUTICN FLUS &DDITIVE, : ' KNCWN
. |
US54 a2 | NAVY 13=CIGURE 1-PART CODC ENCIPHERED WITri GENTFATLD ? "u 3Ep2/s -- Tgkh - 0 | 2 oM | MoT souveD T 5k -- --
ADDITIVE AND SUBSTITUTION. | : .
1 ; !
! . : ! !
| ; , i
SLSSIA o3 | Navy I-FIGURE 1-FaR} COOL, CNCIPHIFED BY SUESTITUTICHR ? ' masuren -- Li9k1-1983 1952 FINNS 'RE£D PRACTI- |71 56 . -- --
TO 15 AUGUST 19k, BY ADDITIVE THERCAFIER. : : 1952 OKkM :CALLY 1¢03% 1125 116
t
, .
CUSSIA 9k | nAvY 3-FIGURE ?-FART CODE ENCIPHLRED BY SUSSTITUTION ? DANZIG -- ‘ 1942-194Y 2 ORM NOT SOLVED T 564 -- -
TAND ADDITIVE.
i
RUSS 1A 95 | NAVY 3-FIGURE ?-FART CODE ENCIPHEREC: WITH ACDITIVE. ? LYBERG -- 1953 - 7 2 oku 2 T 564 -- --
1 N
|
RUSSIA a6 | NAVY |3-r|eur.-f_ 2-PART CODE ENCHIPHIRLD BY SUSSTITUTION. ? BUKET -- MAY-DEC 1942 7 OKM ? T 564 -- -~
|' i
RUSSIA 07 | NAVY I3-FIGURE ?-PART CODE ENCIPHEFED BY SUESTITUTION. ? INSTER- -- 1962 - 2 2 OKkM READ WHEN T 564 .- --
BURG . TRAFFIC WAS
SUFFICIENT
RUSS 1A of | Navy 3-FICURE ?-PART CODE EKRCIFHEFED BY SUBSTITUTION. ? ! VUK MAR- -- 1942-19%3 1942 Okm READ CURRENTLY T S6b -- --
! BURG : PART OF TIME )
' 1
RUSSIA o6 | NAVY 3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. ? “RIGA -- 5 JuLy 19147- 1942 OKM READ CURRENTLY, T 564 -- --
25 JuLy 1942
RUSSHA 16965 | Navy 13-FIGURE ?-FART CODE ENCIPHERED BY SUBSTITUTION. ? SALZBURG -- 1951-19k2 1942 OKM READ CURRENTLY T 564 - --
! PART OF TiML | 1 L
|
1
|
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

AS LEARNED

FROM TICOM SOURCES

e e T e S T T

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN - PARENTHESES) -
COUNTRY - NAME OF SYSTEM | DATES | WHEN TICOM FHHUS OF THE SYSTEM s
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS U.S A ’ OF ATTACKED | RESULTS |REFERENCE! AT ASA REMARKS "}L.. ,
ORIGIN - OF ORIGIN S A USE  AND BY WHOM | : 8
RUSSIA 181 | NAVY 3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION, ? SEEL AND -- 1943-1645 ?  OkM ? i obg; 118 -- -- e
- : o I 55 -
RUSSTA 162 | NAVY 3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. |PT & 1355 -- 8 gCTOEEP 1953 2 OKM "NOT SOLVED T 562; T 564 -- --
A b -16 OCTOBER
1943
RUSSIA 183 | NAVY 3-FIGURE ?-FART CODE ENCIPHEREC BY SUBSTITUTION. ? | STAVANGER -- 1943 - ? ?  OKM ? T 562 -- --
— — — — S — -~ — | 1 —— —
RUSS | A 18k | Navy Bt}IGURE ?22PART CODE ENCIPHEREC BY SUBSTITUTION. | 7 T SUES/S = 1ol2=oky 2 —OKM— L READ T 542 _-- g o
- i
RUSSIA 185 Navy 3-FIGURE 7-PART CODE ENCIPHERED BY SUBSTITUTION, 2.0 oM 3/519/8) -~ 1943 - 2 2 Okw ; ? T 542 -- --
| '
RUSS | A 166 | NAVY 3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. | D.S. 17 "M 3/52h/s -- ;AUGUST;NOVEM-] 2 OKM NOT SOLVED T 5k2 -- --
oy | BER 1943 | :
. |
RUSSIA 187 | NAVY 3-FIGURE ?-PART CODE ENCIPHERED BY SUESTITUTION. ? M 3/%63/S -- 1943-194Y 2 OKM Rggg ALMOST T 542 - =" )
| - | 9
) . . el i
RUSS 1A 168 | NAVY '3-FIGURE ?-PART CODE ENCIPHEREC BY SUBSTITUTION. ? ? -~ ) MAEI'\;CH-JUNE ? OKM SOLVED T 56’4 == | ==
, 1941 ) ! ® )
| i
. . - - !
LRUSSIA . 189 | NAVY: COASTAL [3-FIGURE ?-PART CODE ENCIPRERED BY SUBSTITUTION. ? ? -- 1942-1943 1942 OKM READ T 864 -- b
AND RATLWAY T T T e e T e s e I ettt - - el RS U OR
BATTERIES ON T T - - - = - - .._l> e =
GULF OF FIN~
LAND !
RUSSIA g | navy: eﬁércs- 3-FIGURE ?-FART CODE ENC{PHERED BY SUBSTITUTION. ? 2 -- 1943 - 2 1 1943 OKm SOLVED T 564 -- boo--
IES OF hge . ' '
AND 435 DIvVI- : ' i
SIONS AND BRI - | .
GADE COMMUN| - ; ;
CATIONS OFFI- |
CERS . | |
RUSSIA 111 | NAVY 3-FIGURE 2-FART -CODE ENCIPRERED BY SUESTITUTION. ? . -- 1944 - 2 2 OKm NOT READ T 56k -- R
RUSS1TA Nz | navy 7D 3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION.. 2 Ca -- ;9hh - ?  OKM READ T 584 -- --
i
!
! l ’
|
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LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) A
COUNTRY R NAME OF SYSTEM DATES WHEN _ TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS U.S A OF ATTACKED | RESULTS |REFERENCE - AT ASA REMARKS
ORIGIN . OF ORIGIN -S.A. USE:  'AND BY WHOM |
RUSSIA i 13| NAVY 3-FIGURE ?-PART CODE ? FUVA -- 1941-19k2 ? OKM NOT READ T 564 -- --
RUSSIA 14| Mavy 2-FIGURE ?-PART CODE ENCIPHERED 3Y SUBSTITUTION. ? TANA -- 1943 - ? " ? OKM ? T 562 -- --
RUSSTA 115| NAVY Z-TIGURE ?-PART CODE ENCIPHERED a{‘suasr|TUT|om. 2 M 2/2L9/s -- . NOV-DEC 1942 ‘ 1942 OKM SOLVED T 564; T 5k2 -- --
RUSS 1A 116] NAavY ?-PART CODE - 2 M 5/5088/5 == 1943 - 2 © 2 OKM ?. T 542 -- -
RUSSIA 117] ARMY 2-FIGURE ?-PART FIELD CODE. MADE IN 18 X g ? ” -- ? -2 | ? SIM READ IF 1517 -- --
SGUARES. DAILY CHANGING KEY. L
f—russta— 87 1?=PARTCODE. e I ? - | 2.2 e 318 7;¢d% COMPRO- | IF 1586 -- -- ;
MiSED. .
SAUDI T|DIPLOMATIC .?-PART CODL TRANSMITTED IN 5-FIGURE GROUFS. ? ? ° ?-194k- 1945 ? GERMANS NOT SOLVED T 43¢ {UNKNOWN ) --
ARABIA ) -
'
SAUDI 2|DIPLOMATIC SUBSTITUTION CIPHER--2 d]clTS PER LETTER. ? ? (ABD) (48D ?h - ? SIM READ IF 1518-P 4 (ABD: EROKEN IN 1945, 100% --
| ARABIA TRAFFIC WAS SMALL. OR CURRENT READABLE. ABB: BROKEN IN
3 (ABB) | (ABB: ?-1945- 1944, 19P% RCADABLE. )
iq CURRENT)
:3 .
l . A ] ; -
i?'féfg:A 3|CIPLOMATIC SUSTITUTION CIPKCR--2 DIGITS PER LETTER.  SEE ? 2 (48D) (;5&233—CUR- 1942 PERS 7 S| READ T 2652 §§53:§t53§ 19%5.  NOW lﬁfé
D)

1 T e e
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LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM 'ARMY SEGURITY AGENCY SOURCES IN PARENTHESES)
Coucg\JFTRY SERVICE - DESCRIPTION  OF SYSTEM cg@r\thERY OF SYSTEM | DATES |  WHEN R EFEadN G [PTATUS “OF ng SYSTEM
' OF . ATTACKED | RESULTS |REFERENCE AT A REMARKS
ORIGIN OF ORIGIN| AXIS | US.A v USE  AND BY WHOM ‘
SPAIN 1 |DIPLOMATIC L-FIGURE 2-PART CODE, ENCIPHERED BY MEANS OF A (CLAVE ? (sPA?) {(1938-CUR95~T¥ 1939 SIM BROKEN IF 551' | (BOTH COMPROMISED) --
19F-~GROUP~LONG ENCIPHER KEY. 1537 OR or i : IF 151 '
' CLAVE (sPE?) .
1539) |
|
SPAIN 2 |DIPLOMATIC 4-FiIGUPE 2-PART CODE. ? SP. 234 ? 2 -7 ? PERS 2 S | RECOVERED 56 |71 1358 i { UNKNOWN ) -- _
SPAIN 3 |DIPLOMATIC 4-F1GURE 2-PART CODE. ? SP. 1339 ? ?2 -2 ? PERS 2 S | RECOVERED 20%-| T 1383 { UNKNOWN) -- ;
{_ 25% T 253 i
! 1
i
SPAIN L |oIPLOMATIC 4-FIGURE 2-PART CODE. ? 2 ? ? - 2 2 RECOVERED T 1361 (UNKNOWN } -- ,
' o LESS THAN 1%
X | | |
o . ! !
SPAIN 5 |DIPLOMATIC L-FIGURE (1-PART CODE REPAGINATED.) 14,006 (@4) gy (sFB) !,(19\5-CURRENT) 1927, 1942 RECOVERED 7 1382 (COMPROMISED, BEING READ.) -~ '
: GROUPS. LAST TWO PLACES OF EACH GROUP ARE READ PERS 7 S 3¢% - Lg% D 15, REFORT , ‘ |
FIRST. - - 2, P2 —
| O |
|
SPAIN 6 |[DIPLOMATIC L-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? "3 " ? ?-1927-? ' 1927 PERS 2 S | RECOVERED T 137 { UNKNOWN ) --
16,8088 GROUPS, - | 58% - 68% 011 E).t;epom o
a i
| | | | | ‘ |
SPAIN 7 |CONSULAR 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES, ? 3" 2 ?-1927-7 ' 1927 PERS 2 S | RECOVERED T 137% (UNKNOWN) =" !
18,896 GROUPS. i 50% - 60% LREYE {
f 5 12, REPORT :
', P2 i
|
- |
SPAIN S |CONSULAR L-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? "56" ? 2-1938-2 ? ? RE;OVERED ¥ :S%? (UNKNOWN ) == I
154 - i
|
SPAIN 9 -? L4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 "CODE ? 2 -7 2 RECOVERED T 1344 ( UNKNOWN ) -- ;
197" . 8p% - S5% ; ;
% |
! ' : g
SPAIN 1] ? 4-F1IGURE 1-PART CODE. ? Mg ? ? -2 ? PERS 2 S RECOVERED T 121 (UNKNOWN )} E -- !
: LESS THAN 1% | T 3811 ;
| |
SPAIN 11 2 L-~FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? "CODE 2 ? -7 ? PERS Z S RECOVERED T 1212 {UNKNOWN ) --
: 129" Sg% - 66% T 1213
'
I
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AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COLg\JFTRY SERVICE DESCRIPTION OF  SYSTEM T(I)\)@MTE OF ~ SYSTEM | DATES WHEN TJ%OM STATUS OF THE SYSTEM|
: OF ATTACKED | RESULTS |REFERENCE: AT ASA REMARKS
ORIGIN %F ORIGlN, AXIS | US. A USE  AND BY WHOM -.
SPAIN 12 ? ﬁ-r:GURs 1-PART CODE, RANDOMIZED ON PAGES. ? CoDE 111 ? ?2 - ? PERS 7 S ﬁé;ovcpgg T 121k (UNKNOWN } --
i -5
%
SPAIN 13 ? L-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? "119" 2 2 - 2 ? PERS 7 S RECOVERED T 1224 o (UNKNOWN ) --
|
SPAIN 14 ? L-FIGURE 1-PART CODE. : ? "2u" ? ?2 -2 ? PERS 7 S | RECOVERED 28% | T 1226 { UNKNOWN ) --
| |
- | |
SPAIN 15 ? L-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? 21" 2 2?2 -2 ? PERS 2 S ' Ré;ovsggg T 1345 { UNKNOWN ) --
. ‘ -
| | ;
) | -
SPAIN 16 ? | 4-FIGURE 1-PART CODE, RANDOMIZED ON FAGES. ? SF. 13 ? ?-® ? PERS 2 S | RECOVERED T 1346 (UNKNOWN ) --
g | . ' LESS THAN 1% _
| ! | ;
SPAIN 17 2. fu-r.GURg.{;pARr CODE, RANDOMIZED ON PAGES. l ? ’ mi52" ? ? - 2 PERS 7 S . RECOVERED T 1256 (UNKNOWN ) --
. | i  LESS THAN 5%
! i
SPAIN 12 ? U-FIGURE 1-PART CODE. I "57" N I ? PERS 7S | RECOVERED T 1242 (UNKNOWN) . -
r 508 - 60% T 1243
i 1
SPAIN 19 ? h-rncués 1-PART CODE, RANDOMIZED ON PAGES. [ ? P 168" ? ? -2 ? PERS 7 S RECOVERED 5% | T 13%2 (UNKNOWN ) --
T ~
|
: ' ,
SPAIN o ? U-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 ( 67" 2 ?-1932-7 L ?2PERS Z S RECOVERED T 1244 (UNKNOWN ) --
' : i 58% - 60% T 12k
! ! T 124
. | :
! [ ’
. ' ;
SPAIN 21 ? i 4~FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? f "163" ? ? - ' ?PERS 2°S RECOVERED -25% | T 12L4¢ (UNKNOWN) --
i
——— 5P &z "B-FIGURE 1-PART CODE. ? "sp. 172" ? ?2 -1 ( ? PERS 2 S RECOVERED L4pg $ }gsh (UNKNOWN) --
i
| : T3 ;
SPAIN 23 ? y4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ; ? "sP. 175" ? ?2 -2 ? PERS 7 S RECOVERED 16%) T 1348 ( UNKNOWN) --
| |
l
!
|

T CHARY AR
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AS LEARNED FROM TICOM SOURCES |
: (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOQURGCES I[N PARENTHESES) B
COUNTRY NAME OF SYSTEM | DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AX S A ! OF ATTACKED | RESULTS |REFERENCE|: AT ASA REMARKS
ORIGIN _ OF ORIGIN| AXIS | US A USE  AND BY WHOM |
SPAIN 24 ? 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES, N ? "SP. 179" 2 I j 2 ® RECOVERED T 1349 . (UNKNOWN) --
: ! LESS THAN 18% !
|
SPAIN 25 ? U-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? 213" - ? P - S R;COVE;;D T 1352 ! {UNKNOWN ) --
| 5% - 1 :
[
SPAIN 26 ? 4-FIGURE 1-PART CODE, RANDOMI%ED ON PAGES. ? | "sps 217" ? ? -7 ? 2 RECOVERED T 135 (UNKNOWN) --
- I 60% - 75% T 135 )
SPAIN 27 ? 4-FIGURE 1-PART CODE. ? "sp, 229" ? LR J ) 2 2 RECOVERED T 1357 (UNKNOWN) --
. : LESS THAN 1% :
SPAIN 28 4 4-FIGURE 1-PART CODE. ? "239"- ? ! ? -2 2 2 RECOVERED 5% | T 1359 (UNKNOWN ) --
' ‘ ! S '
SPAIN 29 ? 4-FIGURE 1-PART CODE, REFAGINATED. ? "SP. 243" ? ?- 2 ? 2 RECOVERED T 1368 i {UNKNOWN ) --
LESS THAN 5%
|
SPAIN 38 ? 4-FIGURE 1-PART CODE, REPAGINATED. ? "sp. 29" 2 ? -2 ? 2 RECOVERED 5% | T 1362 (UNKNOWN)  ~ 7 = e : --
o ' |
| SPAIN 3 ? Y-FIGURE 1-PART CODE, REPAGINATED. 2 "6 " ? ? -7 ? 2 RECOVERED 68% | 7 1378 { UNKNOWN ) --
SPAIN 32 ? 4-FIGURE 1-PART CODE. ' ? en ” 2. ?-1937-? ? 2. RECOVERED T 137N {UNKNOWN ) --
_ LESS THAN 5%
SPAIN 33 ? 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? ? ? ?2 -2 ? PERS 2 S R5§°VER52 T 1218 (UNKNOWN) =
- . 3 -
SPAIN 3k ? 4-FIGURE 1-PART CODE. ? ? ? - 2 -2 2 2 RECOVERED 75% T 1329 { UNKNOWN ) : -
SPAIN 35 ? 4-FIGURE 1-PART CODE. ? ? ? ?-? ? RECOVERED T 1384 (UNKNOWN) --
v 28% - 30% :
SPAIN 36 ? 4-FIGURE 1-PART CODE. ? ? ? ? -2 ? ? RECOVERED T 1343 (UNKNOWN ) . -
65% - 10%
SPAIN 37 ? 4:FIGURE 1-PART cébz, RANDOMIZED ON PAGES. 2 Cf ? ? -2 2 2 RECOVERED 5% | T 1372 ° (UNKNOWN ) -
= i J' = — JL_ A = = Ve YT T T T T “—J
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AS LEARNED FROM TICOM SOURCES ‘
(WITH ANNOTATIONS  FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) _ :
COUNTRY B , NAME __OF SYSTEM DATES | _WHEN TICOM. [STATUS OF THE SYSTEM[ |
OF SERVICE DESCRIPTION OF  SYSTEM GOUNTRY A OF + ATTACKED | RESULTS |REFERENCE AT - ASA REMARKS
ORIGIN OF ORIGIN| . AXIS | US.A ysg  'AND BY WHOM :
SPAIN 38 ? L-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? ? ? ! -2 | 7 1% R%;OVE?%; T 12¢8 | ( UNKNOWN } -
é ; 1% -
SPAIN 39 ? 4-FIGURE 1-PART COCDE. ? "3 ? - ? 2 RECOVERED. 58% | T 12155 T 1216 (UNKNOWN) --
o | T 1217 T 128
T 1219; T 123
! T.1221; T 1222 ;
SPAIN hg ? 4-FIGURE 1-PART CODE. ? "sP. 21" ?. - ? ‘ 7 ? -RECOVERED T 1225 © (UNKNOWN ) - N
A'i ‘ 1¢% - ]5% B ‘
| | “ | | 3;
SPAIN b1 ? L-FIGURE 1-PART COCDE. ? CMhgt ? -2 I A ¢ RECOVERED T 1257 ( UNKNOWN)) --
1 | | 20% - 25% ,l
| , i |
SPAIN 42 ? 4-FIGURE 1-PART CCDE. ? g ? | -® ? 7 | RECOVERED 1£% | 7 1238 © (UNKNOWN) -- J .
. : i i 4
| r ; P |
( 1 I Y !
SPAIN 43 ? "4-FIGURE 1-PART CODE. ? "165" ? i - ? ? 2 RECOVERED T 126¢ (UNKNOWN ) -- f
| 194 - 15% S S
L 's B
. X
! ‘
‘!l [1  e—
SPAI Ly ? 4-FIGURE 1-PART CCDE. ? N.3@3 SP ? - ? 0?2 RECOVERED T 137 ( UNKNOWN ) -- [
| " | - Sox - bew .| P |
'. !
i SPAIN us ? 4-FIGURE ?-PART CODE. 2 "sp. 73" ? -2 I NO SUCCESS T 1263 (UNKNOWN) --
i o )
| | f
| SPAIN 46 ? 4-FIGURE ?-PART CCDE. ? 112" ? - ? 0 NO SUCCESS T 1262 (UNKNOWN) -- ?
| i |
g SPAIN 47 ? IH-FIGURE ?-PART CODE. ? S ? -2 ! ? NO SUCCESS T 1261 ( UNKNOWN ) - 1
} v ‘ | i
\ ' | | |
f SPAIN 42 2 L-FIGURE 2-PART CODE 2 Lngigu 2 —% ; ? NU SUCCESS T 1223 {UNKNOWN) - ;
| | | |
j SFAIN ha ? ?u—rlcuac ?-PART CODE. ? 126" 4 -2 E ? 9 NO SUCCESS T 1227 (UNKNOWN ) - 1
' ‘ %
| ; ;
' SPAIN 58 ? "4-FIGURE ?-PART CODE. ? "sF. 128" ? -2 ? 2 NO SUCCESS T 1236 (UNKNOWN) = '
1 ;
! i
[
|
|
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AS LEARNED FROM TICOM SOURCES
- (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) :
COUNTRY [ NAME OF SYSTEM | DATES WHEN TICOM ISTATUS OF THE SYSTEM _ !
0 SERVICE DESCRIPTION OF SYSTEM COUNTRY: A A OF ATTACKED | RESULTS IREFERENCE AT ASA REMARKS ;
ORI OF ORIGINI XIS | US.A USE  AND BY WHOM : ! : |
SPAIN 51 ? 4-FIGURE ?-PART CODE. 2 "sp, 133" 2 ? -2 ? 2 RECCVERED l T 1252 { UNKNOWN ) -- l
, LESS THAN 5%
s N :
SPAIN 52 ? Y-FIGURE ?-PART cooéi i ? "SP. 142" ? ? -7 ? 2 RECCVERED T 1253 - (UNKNOWN ) - ;
: LESS THAN 1% ;
|
i |
SPAIN 53 ? 4-FIGURE °-PART CODE. ' ? Lomyyn ? ? -2 ? 2 RECOVERED T 1254 (UNKNOWN) --
- : B - ABOUT 1% i
|
SPAIN Sh ? 4-FIGURE ?-PART COCDE. ? "155" ? 1931-1936-2 2 2 . NO SuCCESS T 1249 { UNKNOWN ) --
' '
. i |
SPAIN 55 ? 4-F IGURE %-PART ‘CODE. ? "161" ? ? -7 ? ? RECOVERED T 1259 { UNKNOWN ) -
. | : LESS THAN 3%
! .
SPAIN 56 ? L-FIGURE ?-PART CODE. ? "6y ? ? -2 ? 2 NO SUCCESS T 1247 _ (UNKNOWN) --
SPAIN 57 ? "4-FIGURE ?-PART CODE. ? i"sp. 178" ? ? -2 ? ? ! NO SUCCESS T 1248 ; { UNKNOWN ) --
1 f '
| I .' » o
SPAIN 58 2 “4-FIGURE 7-PART COCE. 2 "spoamt 2 2. 2 ? . NO SUCCESS 4 T 1228 | (UNKNOWN) --
, t
SPAIN 59 ? L-FIGURE ?-PART CCDE. ? "VALENCI A ? 2.2 2 2 . RECOVERED T 1235 I (UNKNOWN) --
' t7u" f i 5% - 19%
SPAIN 6@ ? l4-FIGURE ?-PART CODE. ? "sp. 187" ? ?-? ? 02 VERY LITTLE T 135¢ {UNKNOWN) -- (
i SUCCESS :
! | i
SPAIN &1 ? " 4-FIGURE ?-PART COOE. ? "sP. 209" ? ?-2 ?? RECCVERED ; 7 1357 (UNKNOWN ) -~ :
LESS THAN 1% !
| | |
[ !
SPAIN 62 ? | 4-FIGURE ?-PART CODE. ? r253” ? ? -2 ? ® RECCVERED T 63 (UNKNOWN ) - ;
: 60% - 1% T %6 :
T 130 (
. :
! | T §s§ :
ls | | i
| | | | | |
SPAIN 63 ? J 4-FIGURE ?-PART CODE. ; ? "3ge" - ? ? -2 ? 7 RECCVERED T 1374 ‘ (UNKNOWN ) --
| \ LESS THAN 1% |
1 ;
‘ CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS

(WITH ANNOTATIONS  FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) o
COUNTRY o : NAME OF SYSTEM | DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS U.S. A ‘ OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS |
ORIGIN OF ORIGIN iy USE AND BY WHOM| . . :
SPAIN 6k ? 4-FIGURE ?-PART CODE. ? "sP. 3@6" ? 2.2 e RECOVERED T 1376 (UNKNOWN ) --
LESS THAN 1%
SPAIN 65 ? k-FIGURE ?-PART CODE. ? "sp, 345" ? 2 -2 ? 2 'RECOVERED T 1379 . (UNKNOWN ) -~
'LESS THAN 3% -
SPAIN 66 2 4-FIGURE ?-PART CODE. 2 "ygz " ? ? -2 ? 2 RECOVERED T 1380 (UNKNOWN) --
I (LESS THAN 1%
SPAIN €7 ) 4-F IGURE ?-PART CODE. 2 "5k 4 2 2 -2 R INO SUCCESS | T 1381  (UNKNOWN) --
i
SPAIN 68 E4 4-FiGURE ?-FART CODE. 2 ? ? ? -2 ? 2 ? T 1265 (UNKNOWN ) --
SPAIN 69 ? 4-FIGURE 7-PART CODE. 2 2 2 7.2 ;2?2 RECOVERED T 1209 { UNKNOWN ) --
: ' LESS THAN 1% .
i
SPAIN 78 | DIPLOMATIC 2-PART CODE ENCIPRERED BY 18@-GROUP KEY. 2 . ? ? 1939 - 2 ? SIM " NOT READ IF 1518 (UNIDENTIFIED) -
. \ .
i I i
SPAIN 71 | NAVAL CIPHER 2 " CIPHER 2 -9 2 51S 100% COMPRO- | IF 1506 ( UNKNOWN ) --
NO. 13 MISED
SPAIN 72 ? U-fIGURE ?-PART CODE. ? ? ? 1941- 19422 1941 SIM NOT READ IF 152k (UNIDENTIFIELD) --
SPAIN  GENERAL REMARKS ON SPAIN REPUBLICAN: DESPITE ( .
REFUBLICAN | BASIC SIMILARITIES THE SYSTEMS DIFFERED IN INDI- | ’
| CATOR AND APPARENTLY IN TYPE OF TEXT. | ‘
SPAIN 73 | MILITARY ' SUBSTITUTION USING DIGRAPES B¢ TO 99 ARRANGED IN ? R. S ? 7 - 1938 ;1939 sis READ IF 1584 {UNKNOWN ) --
REPUBLICAN COLUMNS AGAINST AN ALFHABET STRIP CONTAINING ! :
3 NULLS . '
SPAIN 74 | MILITARY DIGRAPHIC SUBSTITUTION USING SLIDING STRIPS. 2 N. ? 2-1938-7 1938 s1s READ tF 15k ( UNKNOWN ) --
REPUBL I CAN
|
SPAIN 75 | MILITARY DIGRAPHIC SUBSTITUTION USING SLIDING STRIPS. 2 S.N ? 7-1938-2 1938 518 { READ IF 1584 (UNKNOWN ) --
REFUBL ICAN .
|
SPAIN 76 | MILITARY ! DIGRAPHIC SUBSTITUTION USING SLIDING STRIPS. 2 5 C.R ? ?-1938-7 1938 3515 READ 1F 15&Y (UNKNOWN )} --
REPUBL ICAN ! |
| ' '
X I ;
SPAIN 77 | MILITARY . DIGRAPKIC SUBSTITUTION, i@ X 18 SGUARE AND 2 S.N.D ? 2-1938-2 1933 SIS | READ IF 158k (UNKNOWN ) ' -
REPUBLICAN i CCORDINATE SLIDING STRIPS 17 VALUES LONG. SuB- ] ——
| STITUTION BY BCTH LETTERS AND DIGITS. . S R
SRRy
_— ? .0. ? 2-1938-7 1935 s RECA CIF 15¢h UNKNOWN --
SFAIN 75 | MILITARY SUSSTITUTION BY DIGRAPHS @@-95. ONE HUNDRED ' >0 %3 3 > £Ab : > ( )
SERPUBLICAN DIFFERENT KEYS WERE USED IN ARRANGING THE SUB- |
: STITUTION.
! |
|
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS  FROM ARMY SECURITY AGENCY SOURGES IN PARENTHESES)

COUNTRY { [T NAME OF SYSTEM ' DATES WHEN | TIGOM |[STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS A OFf ATTACKED | RESULTS |REFERENCE’ AT ASA REMARKS
ORIGIN S OF ORIGIN US. A USE  AND BY WHOM ;
SPAIN 79 MILITARY DIGRAPRIC SUBSTITUTION USING 18 x 18 SCUARE ANC ’ 2 5. MARZO 4 2-1938-7 1932 it READ }ur 15¢% " (UNKNOWN) --
REFLELICANY COORDINATE SUIDING STRIPS. SUBSTITUTION BY BOTH :
= LETTERS AND FIGURES.

SFalN 25 MILITARY DIGRAPEIC SUBSTITUTION USING 13 X 13 SGUARE AND ‘ ? "R 2 2-1938-7 1939 sis READ 17 15EY  {UNKNOWN)
SEPLSLICAN CCORDINATE SLIDING STRIPS. SuESTITUTION BY MIXED ALARMT
ALFHASETS AND FAGURES. : '

il

faX mfal e el
SOV ]

xon
TUT

Sl

GHARY NN T
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY : : NAME OF SYSTEM.| DATES | WHEN TICOM |STATUS OF THE SYSTEM|
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS US A ' OF i ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN S.A USE  AND BY WHOM )
- : ; :
SWEDEN 1| (DIPLOMATIC) | HAGELIN -- SMALL MACHINE, SIMILAR TO M-2@9.° ? M (swa) S AR ! AFTER SFRING | NOT BROKEN bothz Py , (NOT READABLE -- NOT BEING --
A WHEELS. i 19Ul OKH BUT MESSAGES ' WORKED ON)
‘ " OKW IN DEPTH COULD
BE READ
r
i | 1
SWEDEN 2 | CONSULAR MACHINE THOUGHT. TO HAVE 15-NUMBERED WHEELS. ? ? ? 2 -2 ?Fh I.NO SUCCESS 1 152 P 3 © (UNKNOWN [F 1T HAD 15 NUM- THOUGHT
CALLED BY PW THE KRYTAA BUT MAY HAVE MEANT THE . BERED WHEELS.) BY FA TO
KRYHA OR HAGELIN. BE 100%
SECURE
| N N - R AL-
SWEDEN 3 ? TRAFFIC THOUGHT TO MAVE BEEN HMAGELIN. 13T ? ? 2 2.9 1941, AGAIN | NOT READ BE B SRR R L .-
MONTH 25-LETTER ALPHABET USED; 2ND MONTH 25- : iN 194k PERS
LETTER ALPHABET USED. : » 7S
SWEDEN 4 | ARMY HAGELIN -- LARGE MACHINE. THOUGHT BY GERMANS ? ? 2 [ S . ? OKK NOT 2EAD BY ih2 Pl ( UNKNOWN} - --
TO HAVE BEEN SIMILAR TO ENIGMA. ) ' ‘ ! | OKH
' i !
i | |
SWEDEN S | NAvY APPARENTLY: &4 MACHINE CIPHER. U-LETTER SYSTEM. 2 "h-LETTER ? | 2 - ig%k% - 2 194k OrM PROBABLY NO D33P 3, " (UNKNOWN ) --
" ] . system” SUCCESS -- 5
i | SCANT MATER- ¢
‘ : PIAL ]
, |
, d
' 1
SWEDEN 5| NAvy MACHINE CIPHER. ? KARL ? ? - 19kl - 2 1944 OkM NO SUCCESS p138pP3 (UNKNOWN ) -- K
) s f
1 . ) -
SWEDEN . 7 | Navy MACHINE CIPHER., ? PAUL ? ? - 104f - 2 | 1944 . 0xM © NO 3UCCESS D33 P33 ( UNKNOWN ) --
E
SWEDEN 9 | Navy MACHINE CIPHER ' 9 RICHARD ? 2 - i9hl - 2 | 194} OKw NO SUCCESS 532 P 3 (UNKNOWN) L -
: !
SWEDEN 9 | Navy MACHINL CIPHER ? 0770 ? ? - 194k - 2 1 194k OkM MOHLTORE% 038 eP 2,3 (UMKNOWN) -- '
1944, 1945 i
PROBABLY 10 :
SUCCESS !
1
1 [
! .
SWEDEN 18 | NAvy MACHINE CIPHER ? SOFHIE ? 2 - 19% - 2 ; 1945 Ok PROSABLY NO D3¢ P23 {UNKNOWN) --
: SUCCESS -~ ; |
! SCANT MATER- ! ‘
I AL
[ ‘ f
- | | |
SWEDEN Tt | NAvy 5-LETTER ?-PART CODE CvCCv. PRORABLY A COVER- ? MORSE ? 2 - 194k - 2 P 1okl OKm PROBAELY NO D 38 P 5 (UNKNOWN ) -- |
NAME SYSTEM. ' suCcess | ,
‘ i
] i 1 ‘ ) :
SWEDEN 12 | NAVY 5-LETTER ? CODE. CvCvC. , ? SEDER ? ? - 1Gkk - 2 | 1948 Okv ? D3SPY (UNKNDWN ) -- !
: . |
| .
. I
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY _ NAME OF SYSTEM J DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM IGOUNTRY AXIS | US A OF ATTACKED | RESULTS |REFERENGE AT ASA REMARKS
ORIGIN OF ORIGIN _ -9 A USE AND BY WHOM
SWEDEN 13 ? 3-LETTER ?-PART CODE. ? | SASSNITZ ? ? - 194h - 0 ! 1945 OKM BROKEM D38rY I { UNKNOWN ) --
SWEDEN 141 army 3-LETTER ?-PART FIELD CODE. ? Sc2 ? ?2-? 1943 OKH READ IF 1286 P 5 (N? MILITARY SYSTEMS WORKED --
. | ON
SWENEY 15 | ARMY -LETTER PARTIALLY 1-PART UNENCIPHERED FIELD 2. SC3 ? ? -9 1943 OKH READ IF 126 P 5 (N? MILITARY TRAFFIC WORKED --
. tope. - ) i ON
\ | i
SwEoEN 15 ] amay 2-LETTER 1-FPART CODE. ? I oscy ? 2 - 9 © 1943 OKH READ IF 120 P 5 (N? MILLITARY TRAFFIC WORKED --
3 | . ) e ON
SWidEN i7 | MILITARY Z-LETTER AND 3-LETTER CODES. ? ? ? ?2 -9 . AFTER 1944 READ 155 P 11 (N? MILITARY SYSTEMS WORKED --
OKH ON
SWEDEN % ? 1-FIGURE 2-LETTER CODE, ?-PAST, 475 GROUFS. ? . "FIGURE- ? ? - 1945 - 2 1045 OxM FINVESTIGATED [ D 38 P S (UNKNOWN) ' -
i . LETTER- ' : o
| . LETTER" i |
H ] .
H | | , 7
SWEOEN 19 1(oup:_ou,mc) 5-FIGURE 2-PART UNENCIPHERED CODE. NO 35-FIGUR l ? i ? j(POTSIBLY ? - 1639 1947 PERS Z S ? IF 1513 P 3 (tF SwB-1, PARTIALLY COM- (TRAFFIC
; GROUP CONTAINED THE SAME DIGHT TMICE | ! SwB-1 OR i94@ SiM p22°P 21 PROMISED. BEING WORKED ON. |IM SWB-1
| [ SWE-2) IF SWB-2, BEING WORKED ON.) |AND SwB-2
! .-~ | CONTINUED
[ . S LATER
| ' , THAN THE
. : . . CLOSING
: ; i ' DATE
: . ; { GIVEN BY
: i PwW FOR
I i i THIS cCDE)
| ! . ,
_ : | | | ,
SwIpLN 20| CONSULAR S-FIGURE, AND X-FIGURE 2-PaRT UNENCIPHLRED CODE. - ? ; ? ? ''?.- 1939, ON BEFOPE 1939 READ I 122 P 3 (UNIDENTIFIED) . -
Ti 1039 ALMOST ALL LINK3 EXCEPT STOCKHOLM - | ; MOST LINKS = FA
TOKYQ™ "WENT OVER TO 4 MACHINE. : ]
i ' ; .
SWEREN 21 | DiFLowaTIC b.rigueg 2-PART CODE. i ? ! ? ? AFTES 1939 | AFTER 1930 ? IF 1513 P 3 {UNIDENTIFIED) . --.
: -2 1LY : .
! : | !
WEeEN 22 | mitiTaRy SIMPLE RECIPSOCAL SUBITITUTION, i ? ? ? P ? -2 AFTER SEPT FEAD 155 P 1 (NO vILITARY TRAFFIC WORKED --
! i L oK __4)__’_————'———
"~ T .
[l | "
fweoey LU BES TEVOLVING G ILLE TRANSPOSITION CIF-ERS, ? SRa-| ? | ?-2 1943 O+ READ IF 126 P S (NO MILITARY TRAFFIC WORKED ° --
T sea-3 i ON) '
I i i
' ' [
l O
| |
| ; I
| | '
!
|
1
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RESULTS  OF EUROPEAN AXIS GRYPTANALYSIS

AS LEARNED

FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ) N
COUNTRY NAME OF SYSTEM | DATES WHEN | TICOM ISTATUS OF THE SYSTEM ,
QF SERVICE DESCRIPTION OF SYSTEM COUNTRYE A S A OF - ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN _ OF ORIGIN' AXIS | US.A. USE  AND BY WHOM |
SWEDEM 24| ARmy TRANSPOSITION SYSTEM. "HARDER THAN REVOLVING ? ; HGA ? ? - 194k - 2 7 jobk PERS 7 S| FROBS3LY NOT | IF 128 P 5 (NO MILITARY TRAFFIC WORKED --
GRILLE." | 19kl OKu BROKEN 238 Pk ON)
19LY OKM
|
SWEDEN 29| MILITARY ELEMENTARY TYPE TRANSPOSITION. ? : ? ? ?2 -2 AFTER SEPT ~ READ I 85 P i1 (NO MILITARY SYSTEMS WORKED ; --
194k OKR ON)
SWEDEN 2% ? ? ? l FFFF ? 2 - 194k - 2 1944 OkM : ? 533F5 (LHANOWN ) --
| ! |
SWEDEN 27 ? 2 ? ! rer ? -2 - 1944 - 2 - g%k Okm { 2 D32rs {UNRNOWN) --
. - i
SWEDEN 2% | DIPLOMATIC MACHINE CIFHER ? ? ? 1939 - ? ? SiM NOT READ iF 1518 (UNIDENTIFIED) : -~
l i
SWEDEN 29 | DIPLOMATIC MACKINE ? ? ? i539 - ? ? SIM | NCT READ IF 518 (UNIDENTIFIED) ‘ --
SWEDEN 38 | DIPLOMATIC? 5-FIGURE Z-PART CCDE. NO DIGIT REFEATED IN A ? ? ? ? - 1939 ? SIM 2 1 1F 1519 (UNIDENTIF IED) | -
GROUF. UNENCIPHERED. ;
: - ! . : !
SWEDEN 31 | DIPLOMATIC 4-FIGURE ?-PART CCDE. ? ? 2 1939 - ? | ? siM ? IF 1518 (UNIDENTIFIED) i --

“KTTTrWe” =
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LEARNED FROM TICOM SOURCES
! (WITH ANNOTA'IIONS FROM ARMY SECURITY AGENGY SOURCES IN PARENTHESES) -
! COUNTRY ' - NAME _OF _SYSTEM ] DATES WHEN TICOM [SIATUS OF THE SYS SYs"—rsTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
b ORIGIN OF ORIGIN US.A . USE AND BY WHOM _ _ |
! SYRIA 1 | ARMY FRENCH LANGUAGE COCE: TABLE OF 17 LINES AND 8¢ ? ? ? | 2-1941-2 1941 SIM READ IF 118C F g i (UNKNOWN) .-
COLUMNS, 3-LETTER GROUFS OF WHICK MIDDLE ONE 1S | tF 118G P |
A VOWEL. “KEY WORD CHANGED ABOUT ONCE A MONTH. !
APFROXIMATELY 1,70¢ WORDS. '
[
P SYRIA 2 | POLICE 4-FIGURE ?-FART CCDE. ENCIPHERED EY SIMPLE SUB- 2 ? 2 ?-1943 ? OKH READ - 1 178 P 3 ! ( UNKNOWN ) -
i . STITUTION. . . !
P : i
i Ii SYRIA 3 | POLICE CIPHER SYSTEM. SIMFLE FIGURE SUBSTITUTION. 7 ? ? 2-1943 ?  OKH | READ 1178 P 3 (UNKNOWN ) ”
? SYRIA 4 | POLICE g x 14 MULTIALFHABETICAL TABLE WITH OMOPHONES." ? ? ? ? -2 .7 ITALIANS READ IF 1186 F 5 ; ( UNKNOWN ) --
f (2?) "KEY" CHANGED MONTHLY. ‘
| : SYRIA 5 2 3-LETTER "(.ZIPHER." | ? 7 ] ? ' 2-1941-7 : 1a4) - sSIM ;igigeﬁeu“ BT 18(5 F3 - (-UNKNOWN) -
b T svria '"'g ° 3-FIGURE "CIPHER." : ? | 2 ? 2-1943-7 ! 1951 SiM FROBABLY READ| IF 118C F 3 { UNKNOWN) --
P - - t ! .
i ? SYRIA 7 | POLICE "CODE". TABLE OF 17 x 1€. . ? ? ? I ?2-1941-7? : 1981 SIM READ IF 118¢C P 3 ( UNKNOWN) _ --
N | ‘
o ; !
. | !
i f
i —
1 I s
|
|
!
: ' i
5 ) _ S
: "_f"———_’_ﬂ_—— 1
LC __-’__’___——’————————_'—_—_’____———_—_—__ . '
_—_——_______________________________________,_
1+
i
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
FROM TICOM SOURCES

LEARNED

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY | NAME OF SYSTEM_| DATES  WHEN | TICOM [STATUS OF THE SYSTEM|
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS U.S A OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN -9 A USE AND BY WHOM
SWITZERLAND 1 DIPLOMATIC ENIGMA CIPHER MACHINE. (ENIGMA) ? (sz) (?-1942-CURRENT) ? PERS Z S READ AT DIFFERS | 22 P 14 P (THREE TYPES OF TRAFFIC PRE- --
| 2 5IM ENT TIVES. SIMl 19 SUMED TO BE ENIGMA--SZD 1,
[ DID NOT READ. : | 54 P 2 S20-2, AND SZD- SZD~1 READ!
i , COIF 1526 . OVER 50%, OTHERS NOT READ.)
1 i |
i ' .
SWITJERLAND 2 CIPLOMATIC 4-LETTER ?-PART CODE IN FORM vCvC. (BOTH 1-FART (1.8, 1, 2 ? 1 (S2a FR.) (?-1939-CURRENT) ? SID, SIM NO SUCCESS IF 1526 P 6 (ALL READABLE.) --
AND 2-PART.) 3, S8 GER,
SZC ENG
; SIR FR.
SWITZERLAND 3!DIPLOMATIC 3-LETTER 1-PART CODE. 3,005 GROUPS. FIRST (CopE x)  "s.v. 1" | (s2¢) (1942-CURRENT) 194k SID 75% OF FRENCH | IF 1526 PP (128% READABLE THROUGH RE- --
I {ETTER OF GROUP INDICATED PAGE, SECOND LETTER ?  SIM BOOK READ; g COVERY.)
! THE COLUMN, AND THIRD THE LINE. INDICATOR: GERMAN BOOK T 1537
0 - 5-LETTER GROUP AT BEGINNINGs (TWO BOOK3: FRENCH - TPARTIALLY READ; T 15@2
" AND GERMAN) : | T lo¢
: X i IF 7
N | .
SWITZERLAND 4. .CONSULAR 3-LETTER 1-PART CODE. VALUES IN FRENCH AND GER- (CODE G)  CONSOLARE: (SZG rR.g(?-lehl-CURRENﬂ 104k SID | RECOVERED IF 1320 PP (128% READABLE THROUGH RE- --
: MAN. FIRST LETTER INDICATED PAGE, SECOND LETTER! G2X I (S24 GER ABOUT 25% OF COVERY.)
COLUMN, AND THIRD LETTER THE LINE. INDICATOR: ' FRENCH BOOK ga
' FIFTH LETTER OF FIRST GROUF AND FIRST AND FIFTH T 1587
LETTERS OF SECOND GROUP. |
- ) | ‘
SWIT/ERLAND 5 2 3-LETTER 1-PART CODE. VALUES IN GERMAN, : ? N ?-2 2 ? chovsggg 'T 533 (UNIDENTIFIED) --
. - . ! ! 15% - & !
l t
SWITZZRLAND 6! ? 7-PART CODE, VALUES IN FRENCH. ? ? ? ? - 1941 ? S1v READ IF 1517 P 3 (UNIDENTIFIED) --
b !
i } \
THAILAND 1|DIPLOMATIC # S5-LETTER ?-PART CODE. USED BETWEEN BERNE, ' ? ? (THB) (1984-CURRENT) ? GERMANS . PROBABLY NOT T 2364 (ENCIPHERMENT'SOLVEU“iéhs. --
. STOCKHOLM, AND BANGKOK. (LANGUAGE UNKNOWN, | SOLVED. - CODE NOT WORKED ON.)
' ENCIPHERED WITH ONE Of THREE OIFFERENT FORMS : :
OF SUBSTITUTION. ) ‘ .
THA | LAND 2 |DIPLOMATIC 5-FIGURE 1~PART CODZ. ENGLISH LANGUAGE USED. ? ? (THa) (?-19%1-CURRENT) 1941 PERS 7 S ALMOST COM- D 16, REPORT [ (BROKEN AND READ IN 1943. --
USED WITH AND WITHOUT ENCIPHERMENT, SOMETIMES 1942 Fa PLETELY READ 2, P2 NOW 1@@% READABLE.)
USED REPEATING 5-FIGURE ADDITIVE. (WHICH CHANGED D 16, REPORT
EVERY FEW MONTHS, OR MONOALPHABETIC, OR POLY- _ . 3, P3
ALPHABETIC SUBSTITUTION UseD. ) . ' 17237
! T 2% g
I T 2363
i T 2370
]
THA| LAND 3 [(COMMERCIAL ?) 5-LETTER 2-PART CODE. USED BY MINISTER OF ? ? ? h-19hu-|9h3-? ? GERMANS PROBABLY NOT T 236k (UNKNOWN) --
i FINANCE, . READ
|
THAILAND 4 |(COMMERCIAL ?) ?-PART CODE USED BETWEEN EANGKOK AND BREMEN. ? ? ? 2 - 1945 ? GERMANS PROBABLY NOT T 2364 { UNKNOWN) --
' . READ !
; : .

“CRARY NO.

1=
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_ (WITH ANNOTATIONS FROM ARMY SEGURITY AGENCY SOURGCES IN PARENTHESES)
COUNTRY | ' [ NAME OF SYSTEM_ | DATES WHEN 1 TICOM [STATUS OF THE SYSTEMW
OF .+ SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS U.S. A OF ATTACKED | RESULTS ,REFERENCE" AT ASA EMARKS
ORIGIN OF ORIGIN -9 A USE AND BY WHOM :
TUSKEY VU DIFLOMATIC 2-PART CODE. ENCIFHERED 2BCUT 1/2 THE TIME WITH ? 2 ? 193%- 1935 1934? FERS SOLVED. [ 183 P 2 (UNIDENTIFIED) b '
| A REFEETING 5-FIGUPE ADDITIVE WHICH CHANGED 78 : ' !
DAILY BUT WAS SOMETIMES FEFEATED FROM YEAR T0 i ! i
YEAR. USED CN RATHES UNIMFORTANT TRAFFIC. i ; f
1 | ‘ |
TURKEY I DIFLOMVATIC "4Y-FIGURE 2-FART CODE. LATER GIVEN THREE FEFLG-  INKIL2P ? | - ?2-193¢-19%¢ ? SIv COMPROMISED. | IF 151T P 3 (UNKNOWN UNTIL INFORMATION |  -- i
INATIONS. SEE ITEMS 3, 4, AND 8. READ. IF 1523 PP"Z, WAS RECEIVED FROM BRITISH.
NO WORK DOME. NO TRAFFIC '
FERHAPS IF 115 RECEIVED.) |
i
-: |
TURKEY T DIFLOMATIC REPAGINATION COF ITEM 2., USED IN MCNTHLY ROTA- ZAFER ? (TUE) 1935-(19%k) 1935 PERS 7 S | BROKEN AND IF 1517 P 3 . (WORK HAD BEGUN WHEN PHOTO- L.
- -TION WITH ITEMS b AND 5. AFTER 19%€° SOMETIMES - ) 1952 sIM " REAC BY SIM IIF 1523 PPz, STAT COPY WAS RECEIVED FROM . |
ENCIFHERED BY BE-FIGURE FEFEATING ADDITIVE WH(CH . . AND FEES 2 S ? THE ERITISH IN 19%3.) NOT :
FREGUENTLY CHENGED. : 1 183 PP 2, R : KNOWN l
. BY ASA !
. I ' : ' TO HAVE i
' BEEN
TUSKEY L prepomaric REFAGINATION OF ITEM Z, USED IN MONTHLY ROTA- SAKAR|A ? (Tup) 1935-(CURRENT) 1935 PERS 2 S BROKEN AND IF 1537 P 3 (SOLVED IN 1943 AND 194L.) USED IN '
TION WITH 1TEMS 3 AND 5. AFTER i9L¢ SOMETIMES . lgﬁc SIM READ BY SIM tF 1523 PF 2, MONTHLY :
ENC I FEERED BY L@=F IGURE REPEATING ADDITIVE WiiCH f AND PERS 2 S 3 ROTATION
FREQUENTLY CHANGED. I 1 183 PF £, 2
_ : | ! | -
TURKEY s DIFLOMATIC EEPAGINATION OF ITEM 2, USED IN MONTHLY RCTA- ? ? [ {TU} 1935-(1945) 1935 PERS 7 S BROKEN AND IF 1583 PP 2, (SOLVED IN 1943 AND 194L4.)
' TION WITH ITEMS 3 AND 3.  AFTER QLG SOMETIMES ' 194& SIM READ BY SIM - 3
ENCIPUERED SY LC-FIGUEE REFEATING ADDITIVE WHICH AND PERS 2 S |1 183 PF 2, 3 J
FREGUENTLY CHANGED. : :
| ' f ’ | !
TUSKEY 5 DIFLOMATIC "4-FJGURE Z-FARY COCE. SOMETIMES ENCIF-ERED BY A  CENKAYA ? (TUE) 19L€¢- (CURRENT) 19512 SIM RECOVERED IF 1517 FF I (BROKEN AND-AIDED_BY..BRITISH, ==
Le-FIGURE PEPEATING ADCITIVE WHICH FREGUENTLY 5,080 GROUPS 2,7APPENDTX - REAC IN 1643, -NOW BEING
CHANGED. USED BY THE TURKISH EMBASSIES IN BERLIN ) . F ALMOST COKPLETELY REAC.) ‘ l
AND VICHY?, : . : !
i ' : * | 1Fa523 P 3 |
's
TURKEY 7 (DIPLCMATIC L-FIGURE (Z)-FART CODE. ENCIPRERED EY A 4€- INEUNU - ROMA (TUF) “194¢-(1945) 1041 SIM | RECOVERED IF 1517 P 3 (FARTIALLY BRCKEN BY BRITISH. -- i
; FIGURE REFEATING ADCITIVE. USED SETWEEN &NKARa ' 1NONU) 5,888 groups | IF 1523 F 3 IN 1943, NO FURTHER SOLL- i
' AND THE BOME [MEASSY, . : | : : TION DONE BY BRITISH OR ASA. ' !
| : ' ) | TRAFFIC RECEIVED AND SOME : :
| X DECODED AND TRANSLATED.) | :
, : . i ;
TUFKEY S jpIPLOMATIC, SET OF THREE 4-FIGURE FARTIALLY 1-FART CODES IN  (CUMHURIET) ? (Tuk) | 1934-(194%) 1934 PERS 7 S ! SOLVED AND 1183 P 2 (COMPROMISED EOOK RECEIVED == !
CONSUL 4R ARABIC SCRIPT. USED IN MONTHLY ROTATION. SOME- - 27 7SIM " READ BY PERS | IF 1517 P 3 FROM THE BRITISH IN 194k.) i
TIMES ENCIFHERED BY A 4€-FIGURE OF A 5-FIGURE : 2 S. COMPRO- | IF 1523 P . ;
REPEATING ADDITIVE. | ) . MISED BY SIM, ; : :
! l
TURKEY 9 !DIPLOMATIC L-FIGURE 1-PART CODE. ENC|FSERED PY bG-Figqusr  '. 2 2 (T} (?é:gfi-cun- 'n“; Sae BROKEN—ANE H—5+ 3 (ERTTISHAND ASA CACRANGED -~
1 SEFEATING 2DDITIVE {WHICH FREQUENTLY CHAMGED). ! 104Y PERS 7 S ! REAT BY SIM, E aLsC VALUES AND BROKE BOOK AND .
: READ BY PERS ;I 63 F 2 ENCIPHERMENT, READ IN 1944)
i Z78S. : !
i I -
TURKEY 10 IMILITARY i 5-TIGURE T-PaaT CODE. 4LL GROUFS BEGAN wlT- | ? ? P ?-19kd-194k2 7 SiM BROKEN AND | IF 1517 P 3 (UNKNOWN) Poo--
ATTACHE  BISIT 1N i342 RCPLACED 3Y CODr DESCRIBLD M ; READ IF 1823 F
. ITEM it
I
|
!
. _ CHART NO.
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME OF: SYSTEM | DATES WHEN | TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS US. A OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
' ORIGIN OF ORIGIN 'S.A. USE  AND BY WHOM | |
TURKEY 11 [MILITARY S5-FIGURE 1-PART CODE. (AT FIRST) FREQUENTLY ? . (TuA) " (194€-CURRENT) 1943 SIM BROKEN AND IF 1517 P &,  (PARTIALLY BROKEN AND AIDED . --
ATTACHE ENCIPHERED BY A 5-FIGURE (REPEATING& ADDITIVE. PERFAAPS PERS | COMFLETELY APFENDIX E  BY BRITISH. LATER 1€0% COM- -
(NOw UNENCIPHERED OR ENCIPHERED BY L@-FIGURE RE- A READ. ALSO SEE ALSO PROMISED. NOW COMPLETELY
FEATING ADDITIVE.) USED BY ALL TURKISH MILITARY COMFROMISED. |1 03 P 2 READ.)
ATTACHES.
' |
? TURKEY 12 [DIPLOMATIC, ?-FIGURE ?-PART COCE WITH LETTER SUBSTITUTION. ? , 7 ? ? - 1944 - 2 194k FA READ. IF 120 F 12 (UNKNOWN) b
. MILITARY USED IN TRAFEIC FROM RUSSIA, BULGARIA, AND ITALY. : 1044 "OKH . .
ATTACHE ; .
| | ; |
TURKEY 13 | ARMY, AIR POLYALPHABETIC SUBSTITUTION CIPHER. USUALLY HAD ? ‘ ? ? . 2-194¢-1943-27 1948 OKH i READ BY SiM. | IF 1523 P L, (UNKNGOWN) --
§-13 ALFHABETS. MONTHLY KEY CHANGE:; GECGRAPHICAL . . . 1941 SIM IBROKEN AND APPENDIX A |
NAMES USED FOR CODEWORDS. J, W, X ARE USED AS I ; READ BY GKH. | IF 1517 P 6 - \
NULLS. i : | IFI:ZO PP 18, : l
' ' | IF 118¢ F 3 ' [
. IF 115G P 2,3 !
' . . |
TURKEY 14 |MILITARY ?-PART CODE. SOMETIMES ENCIPHERED BY A METHOD ? 51 ? %-1936-1939-? 1935, 1939  SOLVED 1 183 P 3 (UNKNOWN==~NO MILITARY TRAFFI% --
WHICH ENCIPHERED ONLY ONE OR TWC FIGURES OF EACH | _FERS 7 § . WORKED ON.)
GROUF,, , , ! i i
TURKEY 15 |MILITARY ?-PART CODE. ? ? ? ! 1939 - ¢ AFTER 1939 PROBABLY | 1 183 P 3 (UNKNOWN ) ] --
: ! | oKw, PERS z s "SFASMODIC SUCH
i - CESS ACKIEVED i
TURKEY 16 [MILITARY | ?-PART CODE. "A TURKISH PROCEDURE CODE." ? ? ? i 2-19h1-19k3-7 194 SIM i ? IF 1523 P 5 ( UNKNOWN ) N i
: |
. - ! .
TURKEY 17 |MILITARY | 2-PART CODE.  ALL TRIGRAMS BEGAN WITH THE LETTER G ? ? ?-l9ul-i9“3-?| 194 SIM i ?, IF 1523 P 5 | (UNKNOWN) . . :
- LS : )
) . I ' ' |
| ' . |
TURKEY 18 |rCLicE ?-PART CODE, LOW GFPADE. ONLY 16¢ GROUPS., OF THE ? ? ? 2-1941-1943-2. 1941 SIM READ. IF 1523 P 6 ( UNKNOWN) -- i
FIELD-CODE TYPE, A SQUARE OF 1@Xx1¢, WITH COLUMNS 1 I
AND LINES NUMBERED 1 TO 1@, IN ASCENDING ORDER. ! i
THE ARRANGEMENT WITHIN THE SGUARE WAS CHANGED | f
PERIODICALLY. i
! l
TURKEY 19 |AIR 1-PART CODE. UNENCIFHERED. ? ? ? ?2-" f ? OKL EASILY READ ! 119 P § { UNKNOW) -- :
- 1
| |
TURKEY 2@ |AIR PERIODIC POLYALPHABETIC SUBSTITUTICN CIPHER ? ? ? ? -2 ‘2 oKL EASILY READ 1 119 P 5 (UNKNOWN ) -- i
USING SLIDING STRIPS., CHANGED MONTHLY.
. i
TURKEY 21 |AIR SINGLE TRANSPCSITION CIPHER FOR WEATHER REPORTS. 2 ? ? 2 - i ? OKL EASILY READ 1 11¢ P 5 {UNKNOWN ) --
' !
' .
TURKEY 22 [NAVY - FOLYALPEABETIC SUBSTITUTION CIPHER. KEY LENGTH ? , ? ? 2-1941-1943-2 1941 SiMm BRGKEN AND IF 125—; PS5 (UNKNCWN ) --
VARIED FROM 5 TO 13; NO KEY WORD USED. KEY , READ . IF 1ECF 3 :
CHANGED EVERY 2 OR™3 MONTHS. SIMILAR TO ITEM 13, tF 1836 P 3 !
: N !
; TURKEY 23 |NAVY - - - - - PROBABEY NO 1 83 p P
i WORK DONE BY
. OKM ON ANY '
_NAVY SYSTEMS

CHART NO.
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| | LEARNED FROM TICOM SOUROES , .
i - : . (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES "IN PARENTHESES) ’
COUNTRY N o AME_OF SYSTEM DATES WHEN — TICOM [SIATUS OF THE SYSIE
| - OF SERVICE® | DESCRIPTION OF SYSTEM - [COUNT AXI' ' SA OF -ATTACKED | RESULTS |[REFERENCE AT ASA
ORIGIN ' : S T OF ORIGIN S | us USE . AND.BY WHOM ) R :
. ? ' LY . r e .
TURKEY 24 |POLICE SUBSTITUTION CIPHER SYSTEM USING 2 FIGURES FOR - ? 2 2 2-1941-1943- | 1941 OKH | READ IF 126 PP 12, | (UNKNOWN)
. EACH LETTER OR NUMBER. MOST FREGUENT LETTERS: : : PERHAPS -CUR- : 1 13 , -
USED VARIABLES. . . o RENT
TURKEY 25 |PoLICE 4'SUBSTITUTION CIPHER:SYSTEM USING TWO OR THREE' "o . ? ! 1942- 19h3 | 19422 OKH PROBABLY READ | IF 126 P 13 | (UNKNOWN)
: FIGURES FOR EACH LETTER: TWO oarrcnznr SUBSTI - g PERHAPS CUR-
-TUTION TABLES USED. ' . . N . RENT . o
TURKEY 26 |POLICE = . |SUBSTITUTION CIPHER SYSTEM USING 2 OR 3 FIGURES ~ ? ? .| . ® ) 2-1941-1943-2| 1941 Sim READ IF 1523 P 6 {UNKNOWN )
PER LETTER. WEEKLY ‘OR MONTHLY KEY CHANGE. | ) ) . . -
TRANSMITTED IN 4,°5,-OR"6 FIGURES. - , i
TURKEY 27 |PoLice . MONOALPHABETIC SUBSTITUTION CIPHER. NORMAL - 2 ? ? 1941-1943-2 1941 SIM READ IF 1523 P 6 { UNKNOWN )
" | ALPHABET SLID AGAINST ITSELF WITH DAILY CHANGING 1941 .0KkH . IF 126"P 12
STARTING POINT. THE LETTERS G, X, AND W WERE ONLY I . .
USED TO SEPARATE WORDS. . _ ) )
TURKEY 28 ? 9?-PART CODE. ? 9 ?2 .| 2-9 1943 Okw -| soLvep crRYPT-| 1 132 P 2 (UNIDENTIFIED) -
. R . . o . ANALYTICALLY,
o - . . LATER COMPRO-
) . MISED.
TURKEY 29 ? "NUMBER CODE". - USED ONLY BY. THE TURKISH PRESI- | ® ? ? 1943 ONLY ? OKH BROKEN IF 126 P 12 | (uNKNOWN)
DENT ON THE STATE-YACHT "SAVARONA"™ ON HIS TRIP ) .
TO I1ZMIR. , S
TURKEY 3% | DIPLOMATIC SMALL SUPPLEMENTARY CODE IN FRENCH. APPROXI- ? "FRENCH" ({FRENCH "VERY OLD" 1948, 194; NOT READ .| NF 1523 P 3 (COMPROMISED COPY RECEIVED
MATELY 1,00¢ GROUPS. . CODE SUPPLE- SIM . FROM BRITISH WITH TUK)
. - ' MENT TO
N TUK)?
TURKEY 31 |DIPLOMATIC ?-PART CODE FOR USE ON BERLIN-ANKARA LINK. ? ? ? ?2 -2 ? SIM ? D {UNIDENTIFIED)
TURKEY 32 |MILITARY, AIR,| ?-PART CODE.OF 261 PAGES. : ) ? ? ?2-2 -2 SIS READ. COMPRO- IF 15086 (UNIDENTIFIED)
AND NAVAL : MISED.
ATTACHES - : L~ '
TURKEY 33 | POLICE L-FIGURE 2-PART CODE, UNENCIPHERED. . 2 ? 2?2 | ?2-1943-7 1943 SIM READABLE IF N8C P Y (UNIDENTIFIED)
) . ‘ SINCE JUNE | IF 118F
1943 IF 118F P 2
TURREY I TPOCTCE STMPLE TRANSPOSTTTON CTPRER USTNG 29-LETTER — 4 ? +=19kr=1 19U t+-SM 2 H—+3e+3 CONDENTHHHEE)
. ALPHABET; DAILY-CHANGING KEY. J, W, AND X ARE CIF 118F
NULLS, ) IF 1186
TURKEY 35 " ? " | "™METEOROLOGICAL CODE." ? . ? ? -2 1942 OKL "DECIPHERED" | IF 1188 P 17 | (UNIDENTIFIED)
1 1
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(WITH ANNOTATlONS FROM ARMY SEGURITY AGENGY SOURGES IN PARENTHESES)
COU(;“FTRY SERVICE DESCRIPTION OF SYSTEM COSI\TTERY = YSTEM D%TFES ATWFEE&‘ED RESULTS REPECR%?\I”C TS o Afa S REMARKS‘
: E ASA
ORIGIN OF ORIGIN| AXIS | US.A..  ysSg  'AND BY WHOM ST |
UNITED 1/DIPLOMATIC CIPHER MACHINE OF SWEDISH ORIGIN, PERHAPS HAGEL IN; ? ? -- ?2-1944-9 ‘ 1944 OKw Okw POSSESSED | 1 76 P 12 -- --
K I NGDOM USED FOR MESSAGES FROM ITALIAN THEATER, : MACHINE; READ
ALL TRAFFIC
i FROM I TALIAN
THEATER.
UNITED 2(DIPLOMATIC 5-LETTER 1-PART CODE WITH 8k ,888 GROUPS, GOVERN- !B 22 -- ?-1939-1942-7 " 1939 PERS 2 S READ SINCE D 16, REPORT -- --
K INGDOM MENT TELE- 1939. SWMER | 2, P )
' GRAPH 19%g, CAPTURED D 16, REPORT
COOE ORIGINAL GIVEN b, P
TO PERS Z S, .
UNITED 3|DIPLOMATIC S-LETTER 1-PART CODE WITH ABOUT 84,800 GROUPS. GOVERN- B 23 -- ?-|9u1-19hé;?' 1941 PERS 2 S | READ ALMésr D 16, REPORT -- --
K | NGDOM ’ MENT TELE- WITHOUT GAP 2, P1
GRAPH . D 16, REPORT
CODE, b, P2
AFRICA
UNITED 4|{DIPLOMATIC 5-LETTER ?-PART-COOE, UNENC | PHERED., ? ? -- ?-1 ? PERS 2 5 | BOOK ONLY 122 P 12 -- --
K1NGDOM o - PARTLY BUILT
UNITED 5(01PLOMATIC L-LETTER 2-PART CODE WITH 16, 224 GROUPS. R CODE | B 29, - 1935-1942-2 ~ | PRIOR TO 194¢ | READ ALMOST o 16, REPORT -- -- =
K INGDOM FOREISN OFFIZE 1935 ) PERS Z S COMPLETELY. g
CAPTURED AT 0 16, REPORT
BERGEN, 1948 | Y, C
. _ 1172 P 3
UNITED 6|DIPLOMATIC 4-LETTER 2-PART CODE USED IN NEAR, MIDDLE, AND R CODE B 3¢ -- ?-1941-1942-2' 1941 PERS Z §| AT END OF D 16, REPORT | - _ -~
K I NGDOM FAR EAST. 19417 1942 ABOUT 2, P1 e
1,808 GROUPS |[.D 16, REPORT
' WERE RECOVERED, &4, P 1
UNTTED T|DIPLOMATIC 4-LETTER 2-PART CODE WITH 15,%0@ GROUPS. ? B 31 -- 1942 - ¢ 1942 PERS 7 S| AT END OF D 16 REPORT -- --
K INGDOM , 1942 2,2” 4, P 1
~ . GROUPS E'
- COVERED.- FIRSY .
- TELEGRAMS
READ IN.OCTO-
| BER 19%2. <
UNITED 8 oIPLOMATIC L-LETTER ?-PART CODE, UNENC | PHERED . ? ? - ?-194g-9 ?PERS 2 S BOOK CAPTURED | 1 22 PP 11-12| -- --
K 1 NGDOM . IN NORWAY; -
ALREADY READ ! b
BEFORE THIS. {,
UNITED 9|DIPLOMATIC 2-PART CODE USED MAINLY FOR TRAINING IN 1942 AND ? ? -- 1942-1943 "19%2. OKkw SMALL PART OF | I 75 P 1k -- --
K INGDOM |9h8ND ENCIPHERED BY ADDITIVE. /INDICATOR WAS : - TRAFFIC READ-
sEc GROUP. ; BEFORE 1943.
. N
= | - {
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(WITH ANNQTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) .
COUNTRY AME__OF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSiEMﬂ '
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS US A OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN : OF ORIGIN - A USE AND BY WHOM
UNITED 19 DIPLOMATIC ?-F IGURE ?-PART CODE., INTERDE - ? -- 2-1911-2 1941 PERS Z S| BOOK 18¢% COM{ D 16, REPORT -
KINGDOM PARTMEN- 1941 OKw PROMISED 1941.) 2, P 1
TAL CODE 1941 OKL ADDITIVE PART-
LY BROKEN BY
; OKW, OKL.
i WORK STOPPED
. 1942, .
!
UNITED 11| DIPLOMATIC ADDITIVE ENCIPHERMENT SYSTEM WITH KEYS CHANGING ? ? -- ! 2-194-1941-? 194P PERS 7z S| PERS 2 S RE- | | 22 PP 17-18 - f
K INGDOM EVERY TWO OR THREE MONTHS. TRAFFIC PREFIXED i 2 OKkw COVERED 23% 131 P6 , ;
"PRODROME ", TOTAL LENGTH ESTIMATED BY PERS Z S ' OF ADDITIVE; I :
AT 18,808 b-FIGURE GROUPS, DID NOT AT-
TACK SO00K. v
OKW DID NOT
READ, . _
! ;
| .
UNITED 12| DIPLOMATIC DOUBLE TRANSPOSITION WITH SAME KEY-LENGTH FOR ? ? -- ?2- ?  OKW SOME READ 131P6 | -- )
K | NGDOM BOTH RECTANGLES. . .
! ;
UNITED 13| ARMY L-LETTER OR S-LETTER ?-PART CODE ENCIPHERED WI1TH |EMPIRE ? -- 2-1941-1942-2| 1941 OKM BOOK PARTLY IF 126 P 13 -- .
K INGDOM ADDITIVE. ~ CODE i BUILT '
UNITED 14| ARMY 3-LETTER ?-PART CODE. SECOND LETTER OF GROUP TIGER ? -- ? -2 2 OKW SOLVED IN SIX| | 76 P 13 -- '
K 1NGDOM WAS ALWAYS A VOWEL (INCLUDING Y). coDE MONTHS. :
! _ i
UN)TED 15| ARMY-CORPS- | 4-FIGURE 2-PART CODE ENCIPHERED WITH ADDITIVE WAR OF - woC -- 194%-19%3 | 1943 OKH RECONSTRUCTED -- o I
K INGDOM DIVISION WHICH WAS A TABLE WITH STARTING POINTS INDICATED |FICE CODE S ? siM AND READ UN- % :
BY 5-LETTER GROUPS. ADDITIVE CHANGED ABOUT EVERY TIL CODE COM- |, |r 197 P :
TWO WEEKS. FROM SPRING 1943 ENCIPHERED WITH ONE- PROMISED IN® [ IF 1517 !
TIME PADS. AFRICA, JULY | 1¥ 181G ]
’ 1942. COMPRO !
MISED ALSO IN
NORWAY, APRIL ;
1948, AND .
NEAR DUNKIRK |
JUNE 1948, 07 |
REAC BY SIM. '
- _ |
UNITED 16| ARMY POLYALPHABETIC SUBSTITUTION SYSTEM EMPLOYING LINEX LINEX -- 1945 - 2 1945 OKH NOT READ " IF 144 PP &-8 -- ‘
K INGDOM BOOK OF RANDOM ALPHABETS AND NOTCHED CARD FOR :
SELECTING CIPHER TEXT. i
1
1
- . )‘ |
UNITED 17| ARMY, AIR 2-LETTER CODE WITH 28l VALUES APRANGED IN REC- SLIDEX BRITISH SLIDEX ?-1943-? ? OKH OKH READ CUR- | 76 P -- ,
K | NGDOM FORCE < e O O ERCR L e SIDE- ?  OKL RENTLY; OKL 199 P 38 i
gsugtgélNgogﬁp?ggups FORMED FROM COORDINATES SCUARE, READ CLIRRENT- ,r ,,A BB 13- !
- s £CPLUS LY. ) 1h .
A NUMBER® IF 144 PP 2-3 .
PE : :
UNITED 18/ AIR FORCE COM-|CIPHER MACHINE: TRAFFIC SENT IN S-LETTER GROUPS. ? ? -- 2 -7 ? OKL NOT BROKEN 1 1g9 P 35 -- :
K I NSDOM MAND NETWORKS
i

— TR TooTEe e
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[(WITH ANNOTATIONS FROM ARMY SECURITY AGENC‘I’ SOURCES IN PARENTHESES)
COUNTRY L, AME __OF SYSTEM_I DATES WHEN TICOM STATUS OF THE SYSTEM|
OF SERVICE DESCRIPTION  OF SYSTEM COUNTRY] AXIS | 05 A ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN i USE AND BY WHOM|
1
UNITED 19| AIR FORLE CtPRER DEYICE ? “32 COL- -- ?-pab2-2 FRIOS 10 1942 | OKH HAD CAP- IF 126 P 13 i -- --
K1NGDOM N CAE- OKH TURED DEVICE . ‘
SAR COO- TRAFFIC RLAD
ING MA- i UNTIL 193,
CHINE® '
i
UNITED 28| AIR FORCE 3-LETTER 7-PART CODE. AIRCAAFT ? -- ? -7 ' oKL OXL BROKE REG- ) 112 P % -- -
K inGDOM REPORTING | 7 Ok ULARLY 70 aN | I 1k7 @ 7
CopE ' LAPLOITABLE
. EXTENT.  OKw.
' READ Wi TH
MANY GAPS,
NI TED 21| ATR FORCE 2-LETTER ?-PART CODL WITH DATLY CHANIE OF KEY. BOMICR ? -- 1-194z-7 1942 OKL BROKLN WITH 1 e 33 -- --
KINGDOM CO0L AlD OF Cap- 112 e '
TURED KEYS. i
!
13
UNITED 22| AR FORCE 4.FIGURE 7-PART CODE., FIRST WO GROUPS REPCATED ? ? -- T-19R6- 1G43- 71 19408 oKL BOCKLHN IN MED= | 163 P i .. .-
KINGD™ AT END. USED IN RAF CROUND-GROGND TRAFFIC. | TERRANE AN 1 152 PRYi2-
AREA SPRING ]
- 1941 BUT NOT N
! O WESTERN
| FRONT. 800K
RECONSTRWCTED .
READ WITH LAG <
oF 2-4 wrexs.
BECAME UNREADA
ABLE NIV 1942
|
. |
UNITED 23| AIR FORCE Y-r1GURE 7-FART CODE, ENCIPHLRED WITH ADDITIVE. ? ? -- 2-1942-7 1942 oKL NJT READ AF- | 1 13 P & -~ --
K INGOOM TER 1942
UNITED 24 a1R FORCE TRANSPOSI TION CIPHIR WITH KLY LENGTH OF 18, USLD k4 SPESSART -- ? - 1gkh 1993 OKm READ LUR- D6
K I NGDOw BY TORPEDQ 2OMBERS ON EXCRCISES IN NORTH CHANNEL. RENTLY [ }:5 P & .- -
D3Py
NI TED 25| ARMY, NAVY, B-FIGURE T-PART COOE USED FOR TRAFEIC BETWEEN INTERSER~ | STRAL- -- ?T-7 19%h OKm NJT BROKEN 0é .- -
K NSO AR FORCE BRANINES OF THE ARMED FORCES. :IEE Cl- | SUND I thhp 3
HER
UNITED 26 [ ARMY, NAVY CIPHER MACHINE WITH 5 WHEELS--2 DUTSIDE WHEELS TYPLX TYPLX -- 7-1945-7 1akd OkL NDT BROKEN. D 13 Py -~ --
KIHGDDM FIXED. ’ T oMM MACHINES WITH: D 88; D 4%
1940 OKw OUT WHEELS 1 2P3
BEFORE 1939 CAPTURED AT 1 '5;1 Py _
OxM BREST, DUN- 1 g P
KIRM, AMD/f0R | 1 ? Pi
NORTH AfRICA, | 1 18 2 @
' - 1940, KEYS 191 PP 18,14
) WLFE SOME -~ 1112 P 3
TI“ES CAP- It ey
TURED, 113
k2 P2
1o pe o2y
1 161 P 2
: - PF 5-5 p &
) IF 1%2°p 8
- \ . .
. TRARTY WO. T-¢ = = ; .-
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AS LEARNED FROM TICOM SOURCES
: (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURGCES IN PARENTHESES)
COUNTRY NAME OF _SYSTEM DATES WHEN - TICOM [STATUS OF THE S??TEM]
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY] A S.A OF ATTACKED | RESULTS |(REFERENCE AT ASA EMARKS
FZORIGIN OF ORIGN| AXIS | US.A | yJsg  AND BY WHOM |
UNITED 27 | NAvY ADDITIVE SUPERENC|PHERING SYSTEM, EMPLOY ING STENCIL |"S.S. -- 1942 - 2 1943 -OkM OKM READ FOR | D 15 PP 1£-11 -- --
K INGDOM GRILLE. 1¥,@@@ POSSIBLE DAILY STARTING POSITIONS|SUBTRAC- | FRAME" ONE MONTH; ) 22; D 37
USED TO SUPERENCIPHER VARIOUS NAVAL CODES. TOR FRAME : ' THEN CODE BOOK D U
. CHANGED, AND , 1| 12 P 5§
OKM DEVELOPED |1 76 P 14
THEORETI CAL 1 P 24
; SOLUTION ONLY.| I 114 P 2
i
UNITED 28 | NAvy CIPHER MACHINE COMBINED | ULM - . E 1944-1945 . 1944 OxM NOT BROKEN; D6 -- --
K | NGDOM . ' CIPHER . | WORK STOPPED | D 13 P6
MACH INE ON 31 JAN 19&3 DI1IEP7T
DhiPs5
DUIP2PLY
UNITED 29 | NAvY CIFHER NYKO TAUNUS -~ ?-1942-% 1942 OKM NO SUCCESS D6 -- --
K INGDOM REPORTED; D lg P9
. WORKED ON UN- (D 18 P §
TIL BEGINNING | | 147 P17
OF 194k,
UNI TED 3% | NAVY SUBSTITUTION ‘CIFHER USING 37-PLACE ALPHABET: 26 |SYKO RHON - ?-1939-? 1939 OKkM " | OKM BROKE D6; D15 -- --
K iNGDOM LETTERS, FIGURES @-9, AND DASH. THERE ARE 32 19432 oKL EASILY. OKL | D 18
COLUMNS. ? 7 Sim READ ALMOST 1 129; | 147
CURRENTLY. IF 118
SIM READ. IF 1586
IF 1517
IF 152
: IF 151
|
UNI TED 31 | NAVY 4-LETTER, ?-PART CODE WiTH 32,#@% GRCUPS; TWO ? ? -- 1927-1939 ? OKM READ CUR- j1 17 P3 - --
K | NGDOM VALUES TG EACH GROUF. RENTLY L
I
UNITED 32 [ NAVY ;k-LETTER ?-PART CODE WiTH BOOK CHANGING THE 15TK |FLEET HAMBURG -- 2-1944-1945-2 | 1944 OkM READ FROM 15 | D 6; D bk -- --
K | NGDOM OF EACH MONTH. CO0E 2 sis NOV 194k TC” | D 15P 2P 8
: , MAY 1945, o1e8
READ BY'SIS? | | 12 P §
1 83pP2
P93P 11 P
13
195 P6
1 114 PP 2-3
tF 1586
UNITED 33 | NAVY 4-LETTER ?-PART CODE, ENCIFHERED. ANGLO- ? - ?-1944-2 1944 OkM NOT EROKEN BY | D 15 PP 4-5 -- --
KTRGDOM FRENCH | 2 sis OKM. 2 SIS.| IF 1586
CODE
UNITED 34 | NAvy ' 3-LETTER ?-PART CODE, USED BY CONVOYS OFF BRITISH|ECCO ! HARZ -- ? - 1943 ?  OKM ? D6 -~ --
K I NGDOM EAST COAST AND IN IRISH SEA. | DI PS
|

CHART NO.
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(WITH ANNOTATlONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME OF SYSTEM DATES WHEN } TICOM [STATUS OF THE SYSTEMR
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS US. A OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN - A USE AND BY WHOM
UNITED 35| NAVY -LETTER ?-PART CODE, UNENCIPHERED. U-LETTER, COMSINED | ALTONA -- 1944 ONLY 1944 OkM ALBA, AMID, D6 -- --
KINGDOM RONOUNCEABLE INDICATORS:. ADCO, AGOG, ALBA, AMiD{ASSAULT "AY ) AGUA READ EX- | D lg P2P9
AGUA. USED FOR INTER-ALLIED TRAFFIC IN LANDING |CODE TENSIVELY, D15P8
OPERATIONS IN FRANCE. . . : AGOG COMPRO- || 12 P 6
: . . MISED DURING [ 1 93 P 6
! INVASION OF
, FRANCE.
UNITED 36| NAVY -LETTER ?-PART CODE, UNENCIPHERED. U4-LETTER, COMBINED | ALTONA - 1 1944 ONLY 9L OKM BIVE, BOLO D6 -- --
K I NGDOM . | PRONOUNCEABLE INDICATORS: BABY, BANK, BEEF, ASSAULT "8" PARTLY BROKEN | D 13 P2P9
. BIKE, BOLO. USED FOR INTER-ALLIED TRAFFIC IN CoDE ) piBerS
LANDING OPERATIONS IN MEDI TERRANEAN. D Uk p 2
: 112°P
193 P 6
UNITED I T NAVY © | ?-FART CODE. M 9 -- o _ o ° " | BROKEN, PARTLY| | 14g P ¢ : -- --
KINGDOW ' o | 7 ? OkM THROUGH CAP- _
: . . TURED MATER-
18LS,
UNITED 38| NAvY UNTIL 3¢ SEPT 1944, 2-LETTER ?-PART CODE CHANG!NG|COFOX HUNSRUCK -- ?-194% -2 194 OKM . | READ CONTINU-| D 6 ) -- --
K INGDOM DAILY.” FROM 1 OCT 194k, 3-FIGURE ?-PART CODE, : SUNTEL ousLY. ) lg PP _5-7
CHANGING DAILY. pD183pP8
112 P 2
1 95 P
UNITED 39| NAVY 5-F 1GURE CODE UVTIL 26 AUG 194F; 4-FIGURC CODE ADMINIS- ? -- 1934 - 2 1934 OKkM READ AFTER 6 | | 12 P 2 -- --
KINGDOM AFTER 20 AUG 194@. USED UNCNCIPHERED UNTIL TRATIVE MONTHS OF I 17 P 3
SPANISH WAR, THEN ENCIPHERED WITH ADDITIVE. CODE WORK. ADDI- P 1
[ TIVE BROKEN T 47d . R
DURING SPAN- : - RS
ISH WAR. ROOK
CAPTURED AT |
BERGEN, BUTe
i . ALREADY RE-
i COVERED.
UNITED LG NavY 4-FIGURE ?-PART CTODE. FROM 1 DEC 1943 ENCIPHEIED|NAVAL MONCHEN -- 1937- 1945°? 1933 OKM BROKEN IN D 6; D hp -- -~
K 1 NGDOM WITH STENCIL SUBTRACTOR. CODE NO.2 |BRAUN-- . 1938. IN D 23; D M
- FOR PA- 19%1 COMPRO- | D I "pp 5-6
TROL VES- MISED BOOK AT| | 12 P 2’p 3
SELS,ETC. TOBRUK. READ P5
MUONCHEN IN 1952, BUT | 1 93 PP 6,
BLAU--PER NOT AFTER 21, 22, &5
SONNEL - | INTRODUCTION | | rz P5
AND GEN- . OF STENCIL | P )]
EQAL, DUBTRALIOR IN |r IISF £
1943.
GN-TED STNAVYY =T TGURE 7=PART CODE ENUTPHERED WITH BOOK ADDI- |NAVAL FRANKFURT [COMBINED [ 1941-1343 1941 OKM; READ UNTIL D 6; D 4t -- --
K I HGDOM TIvL. USED BY BOTH THE UNITED KINGDOM AND THE CIPHER CIPHES FRIOR TO JUNE 1943 | 12 PP k-5
UNITED STATES. NO. 3 NO. 3 1943 515 IF 18 F 1
JVETLD 42 INAVY Y-FI1GURT %-FARY CODE ENCIPHERED BY BOOK ADDI - » NAVAL PKOLM -- PRICR TC' 1938 1938 OKM BROKEN.| D 6; O &g - -~
K1 NGOOM TIVE. CIPHER ! - 1045 ¢ READ. D 41
: NO. N Foom 1943 on,| D IS PP 5-6
: NOT READ. 1 12P2P5
. 1 93 P 26
195 p5
t 147 P Y
PP 15-1c
' .
N t I
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LEARNED FROM TICOM SOURCES -,
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) |
COU(E\JFTRY SERVICE DESCRIPTION oF s NAME _OF SYSTEM | DATES WHEN TICOM [SIATUS OF - THE SYSTEM i
I IPTI YSTEM COUNTRY] OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS| |
ORIGIN OF ORIGIN| AXIS | US.A USE  AND BY WHOM _ 5
UMITED 43| Navy L-FIGURE ?-PART CODE UNTIL FEB 10BY4, THEN TwO ? KOLBERG -- 2- 1944 -2 1944 Onm READ Cé -~ -- '
K INGDOM L-LETYER CODES, £ AND B. ONE WAS USED FOR IN- A AND B DP9 .
DIVICUAL DIRECTICON-FINDING BCARINGS, CHANGED . !
SEMI -MONTHLY. THE OTFER WAS USED FOR CONSOLI - '
DATED DIRECTICN-FINDING REFORTS, CHANGED MONTKLY. '
UNI TED Ll NAVY 1-FART CODE UNTIL 1 JULY 194k; Z-PART CODE THERE-|FOX0 HUNSRUCK; -- ?-j9hy-2 1944 OKM READ UNTIL D 6; D Uy -- --
KINGDOM AFTER. SONTEL 1 JuLy 1944 D lg p2pP8 !
AND FROMHOV | D 18 P9 : ;
1944 TC END I 12 P5 :
OF YEAR. 11 P2 '
UNITED 51 NAVY 1-PART CODE, CHANGING DAILY, UNTIL 1 APRIL 1944: [LOXO HUNSRUCK; -~ 2-1944-2 194} Okm READ D 6; D by - --
K I HCDOM 2-PART THEREAFTER, CHANGING DAILY. SONTEL DI gi 2 ]
D 1< '
12 p :
1 14g P72 |
UNITED LE| Navy 1-PART CODE UNTIL APRIL 194k, 2-PaRT THEREAFTER [MEDOX HUNSRUCK; -- ?-1944-2 1943 OKM READ UNTIL 06 -- -- |
K I NGDOM VOCAEULARY IDENTICAL WITH COFOX. sONTEL . AUTUMN 1944, | D 13 P g ;
. WHEN WORK Di8pP |
STOPFED. BOOK| D 44 P 2 ]
- FOR MARCH- 1 12P5 !
APRIL 1944 195P7
COMPROM1SED. !
APRIL 194k, i
READ AGAIN !
1945, !
UMITED L3 Navy ?-PART CODE TRAXO HUNSRUCK; -- ?-19h4k-2 1944 OKM BROKEN CON- D 6; D 4k -- -~ ’
K I NGDOM . SONTEL - TINUOUSLY,® Di5PzPS8 .
READ UNTIL 1 95 P 6 i
SUPERSEDED . i
| |
UNITED 48| NAVY lONE-TINE PAD ENCIFHERMENT SYSTEM. CONE-TIML |ONE-TIME -- ?-1944-2 1944 OKM NOT READ. 0 I5PY -- -- :
KINGDOM PADS PADS : ?  OKkw PADS CAPTURED| 1 31 P 6 '
IN AEGEAN IN | 1 83 P 6 !
MARCH 1944, i
|
t
UNITED 4o Navy ADDITIVE SYSTEM: CONTAINED 1£@ PAGES OF 3¢ LOMG SuB- ? -- ? - 194} ?  OKM ? D U PP 12- -- --
K INGDOM -|LINES OF ADD!TIVE. HALF WAS FOR ADDRESSES, HALF | TRACTCR . 13 :
FOR TEXT. VALID FOR ABOUT 14 DAYS. i
i
UNTTED 50 CONSULAR AND =CETTER 2=PART CODE USED FOR—ADDRESSES —HHAVAL —GOVERN AEPEN 2olg- 1okl 1olgoiod READ CUR-= B4 == ==
K INGDOM NAVAL HORE CODE, ALSO .USED FOR CONSULAR SERVICE. HAG |MENT TELE RENTLY IN D15 P 1¢
A NAVAL SUPPLEMENT. GRAPH 194g, BASIC [ D18P9 l
CODE BOOK COMPRO- | | 3PP !
MISED 1GUg. 1 !
NAVAL SUPPLE-| | 147 P 3 .
MENT COMPRO- !
MISED BLRCEN '
CONSULATE
i 194¢g,
L]
t
L
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS
LEARNED FROM TICOM SOURCES

CHARY NO. 1-2

;
t
i
i
i
(WITH ANNOTATIONS FROM ARMY SEGCURITY AGENCY SOURCES IN PARENTHESES) l
COU(;\JFTRY SERVIGE DESCRIPTION OF  SYSTEM chNMTERY OF SYSTEM | DATES WHEN TICOM [STATUS OF THE SYSTEM |
| U ' OF ATTACKED | RESULTS |(REFERENCE: AT ASA REMARKS '
ORIGIN OF ORIGIN| AXIS | US.A . ysg  AND BY WHOM i |
UNITED 51[CONSULAR AND | 4-FIGURE ?-FART CODE USED IN TRAFFIC BETWEEN NAVAL STETTIN -- - P-194L-2 " 1944 OKM ABOUT 2@¢ Re- [ D & -- -- |
K1NGDCM NAVAL SHORE STATICNS INCLUDING CONSULATES. SHORE . LATIVE CODE- D15 P if
CODE GROUFS OBTAINED D 47 PP 5-§
NO ABSOLUTE I 93 P i2
VALUES. !
UNITED 52| NAVAL ATTACHE |4-FIGURE ?-PART CODE ENCIFHERED WI1TH ADDITIVE. INTERDE- BREMEN -- ? - 194@-1942 1938 Okm OKM RAD NOT 324D 6 -- -- I
K INGDOM DISCRIMINANTS VCVCV OR CVCVC. PARTMENTAL 1958 OKL COVERED BASIC || 12P 5 X
CIFHER - 194¢ Fa BOOK; COMPRO- | | 22 P 12 |
1943 OKw MISED 19¢ IN [ 1 31 P 11 '
NORWAY . I 111 P E |
| I 119 P |
- 147 PP 18~ - :
. | 1, 12
. - 1 152 P9
: | 172 P2 P4
I | iF 1188 P g
UNITED 53|MERCHANT NAVY |5-FIGURE 5-LETTER CODE, ENCIFHERED EY SUBSTITUTIONBENTLEY | TATRA -- ? - 194} 1944 OKkM OKM READ. OKL | D 6 -- --
K1NGDOM OR UNENCIEHERED. LATER ENCIFHERED WITH ONE-TIME [CODE ' | 194k OKL READ EASILY. DI3PQ
PADS. . Di1fP9
: 1 93P 2P
: : 173 .
) i I 119 P 5
- | I 152 PP 9-1
I ! E
| ! | . i
UNITED 54 MERCHANT NAVY |4-LETTER OR S-LETTER 2-PART CODt, UNENC!PHERED MERCHANT IMERCHANT -- 1940 - ? - 194 OKM OKM CAPTURED 1 63 P 28 -- --
K INGDOM CR ENCIPHERED BY SUBSTITUTION. NAVY CODE [NAVY CODE 194g oKL SEVERAL COPIES | | 121 P 11}
K IN NORWAY, I 147 P @ '
READ TRAFFIC | D 63 -
SOON THEREAT- e !
TER. OKL READ '
FROM EARLY IN |,
WAR. . :
UNITED 55 MERCHANT NAVY h LETTER U-FIGURE ?-PART CODE. ENCIFHERED WITH |MERCHANT (GALLIEN -- 19422-CUPRENT| 1942 OkM "|BOOK CAPTURED. p 65 p 43 -- --
K INGDOM 'TABLES AND PADS. SHIPS ? SIS GKM READ CUR- | p 12 P53
CODE; MER- L RENTLY 1 UAN [ p £ p ¥
SIGS 1944 TO END OF| p 43 p |
WAR. SIS READ.|-| 12 P g P 7 :
2 TABLES RE- 1 95 P5§ :
CONSTRUCTED. IF 1586 |
UNITED 56 | AIR FORCE 3-FIGURE ?-PART CODE, ABOUT 1,#@# GROUPS. ENCI- [AIR FORCE ["AIR FORCH -- ?2 -7 ? SIS SIs READ; CKL | 1 169 P 4@ -- --
K | NGDOM PHERED W1 TH "SYKO MACHINE. CODE CODE * ? OKL READ "LIKE IF 1513 P 2
_ CLEAR TEXT" IF 1SF F 2 |
UNITED - 57| DIPLOMATIC ?-PART CODE. [INDICATOR ABABY OR ABABI. ? ? -- ?-194g-2? 194% SIM READ IF 1524 -- -- '
KINGDOM . )
I
UNITED 58(D1PLOMATIC ?-PART CODE. ? ENGL I SH -- ?-? ? SIS READ. 100% IF 1586 -- b=
K1NGDOM DIP cogs COMPROMISED,
: ) !
UNITED . 59| DIPLOMATIC DETAILS OF SYSTEM UNKNOWN.. ? ; ? -- ? -9, ? SImM PARTLY RECON- | IF 1517 -- --
K I NGDOM I STRUCTED
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED . FROM TICOM

SOURC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COU(;QFTRY SERVIGE DESCRIPT OF NAME OF SYSTEM | D%TES i WHEN £ s IR TI%OMCE STATUS 0 THE SYSTEM|
I IPTION SYSTEM COUNTRY| . : F- . ATTAGKED | RESULTS EFEREN REMARKS
ORIGIN OF ORIGIN| AXIS | US.A USE  'AND BY WHOM :
- . . 1
UNITED 68 | MILITARY CIPHER. * SAME TYPE ns SYKO. USED FOR TRAINING ? ANNA - 7.0 ! ? SIM READ IF 1517 -- --
K1 NGDOM IN THE UNITED KINGDTM '
: J
UNITED 61 | MILITARY S-LETTEP ®-PART CCDE OF ABOUT I8¢ VALUES. CODEX CODEX -- ? -7 1942 SIM READ ONLY IN- |IF 1528 -- --
K1NGOOM FREARRANGED VOCABULARY. CODE VALUES SLIDE 1944 OKH FREGUENTLY gy [IF 5P 8
AGAINST VOCABULARY DEPENDING ON MESSAGE INDI- SIM. SOLVED BY|IF 187 P 8
CATOR. : OKH,
UNITED 62 | MILITARY .| 2-LETTER CCDE MADE OF COORDINATES OF A 676 ? -- ?-? ? SIM READ IF 1517 b ==
K INGDOM | SGUARE. DAILY CHANGING KEY. :
' [
UNITED 64 | MILITARY Y-FIGURE ?-PART CODE, ENCIPHERED. ? ? -- ?-2 ? SIM READ IF 1518 -- --
K I NGDOM : . . s , . :
! .
UNI TED 65| AIR - LAND 3-LETTER ?-PART CODE USED FOR CROSS-CHANNEL ? ? - e 1944 s1D ? IF 1527 -- --
K 1NGDOM . TRAFFIC. | )
. |
UNI TED 66 |RAF CODE FOR COMMUNICATION BETWEEN PLANES AND DROME- ? l."x" - 1 2. ? SIS, SIM READ F 1513 -- --
K I NGDOM "ENCIPHERED BY SYKO." IF 152
UNITED - 67| AIR FORCE CODE ? AIRFORCE -- ?-? C 9 81 READ. COMPRO- |IF 1586 -- --
K INGOOM . CODE C.O. ot MISED.
e |
UNITEC 63 | NAVY-AIR TACTICAL CODE. ? FOX’ -- ?- 9 | 2 sis READ IF 1527 -- --
K INGDCM '
UNITED 69 | Navy TWO-LETTER THREE-LETTER ABBREViATION CODE. ? SELF -- ?-? ? SIM READ. COMPRO:|IF 1523 -- --
K INGDOM EVIDENCE’ . MISED. . -
|
UNITED 7€ | NAVY i 4-FIGURE - 7-PART CCDE WITH 1E,8€3F GRCUPS. KEY ? ANGLO- -- ?-° 1942 SIS AND |READ = [IF 1527 -- --
K INGDOM * ENC1PHERMENT. AMER ICAN GERMANS
UNITED 71 | Navy _4-FIGURE 2-PART CODE. USED NON-REPETITIVE ? 2 -- 1941-1943 1941 SIS READ DEPTHS. |If 1527 == -
K1 NGDOM CIPHER KEY. ) 1,0T READ AFTER
_ ) 1942 BECAUSE
OF INDICATOR
CHANGE .
UNI'TED 72 | Navy ENCIPHERED CODE. 39,000 OrR 104,000 GROUPS. } ? 2. -- ?2 -9 ? SIS READ tr 1586 -- --
K I NGDOM ENC | PHERMENT BY VOLUME 1% PAGES WITH 3% LINES OF .
S DIGITS. .GOOD FOR 3 MONTHS .
UMI TED 73 [ Navy TACTICAL coots WITH DAILY CHANGING ENCIDHERIVG ® ? -- ?-0 ? SIS READ IF 209 -- ) --
K 1 NGDOM TABLES.,
UNITED T4 | NAVAL AIR- CODE : 2 NAVAL AIR .- 2 -0 ? SIS READ. COMPRO-|IF 1586 - -- -
K I NGDOM CRAFT i CRAFT MISED.
! CODE NO.
. 2 S.P,
g2192 2 .
J
|
! X
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LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ' NAME _OF SYSTEM | DATES |  WHEN . TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM QUNTRY] A S A i OF ATTACKED | RESULTS REFERENCE AT ASA ARKS
ORIGIN . FORGN| AXIS | US.A ~ ysg  AND BY WHOM| |
UNITED 75 [ NAvaL INTELLI-| CIPH.ER 2 NAVAL® IN- T-= ?-° | ? SIS READ. 183% IF 15¢€ ' -- | --
K INGDOM GENCE : TELL!- | | COMPROMISED,
GENCE NO. o |
1 8.P,
023073 ' ' :
-PetoK !
unITeED © 76 | ° S-FIGURE 1-PART CODE. SIMILAR TO U.S. IREY. ? ; ? -- 2-2 2 SIM READ IF 1518 -- -
KINGDOM . :
|
. ‘ -
UNITED 17 ? 4-LETTER 2-PART CODE, UNENCIPHERED. ? l 2 -- ? -2 . ? SIM READ 1F 1518 .- -
K INGDOM L | :
. . . | . : . ;
UNITED 78 |DIPLOMATIC 1-PART CODE, ? |"INDIAN -- 1939-194d e ra READ 1 172 P 3 -- --
K1NGOOM IWoRD -cooE" , : \
! .
UNITED 79 [DtPLCMATIC SUBSTITUTION TABLES FOR ENCIFHERING GOVERNMENT R . ? _ -- 2-1942-7 I 19h2 PERS Z-S| PERS 2 S READ| | 172 PP 3-14 - --
K1 NGDOM TELEGRAPH CODE IN EIRE TRAFFIC. 26 RANDOM : . 1043 FA UNTIL 1643,
ALFHABETS. . i FA READ BERLIN
! _ . AND MADRID
- : i LINKS. \
! .
UNITED  S€ |FOREIGN 9?-PART CODE - R CODE | ? - -2 PPERS 7S  BROKEN IN & : 1 172 P 3 -- --
K I NGDOM OFFICE . * lhony ‘ . MONTHS, &,0¢0
' : : GROUFS IDENTI 5
. FIED.
"N TED 81 |AIR FORCE . AIR-GROUND CODE CONFIDEN-I ? -- ? -2 2 GERMANS COMFROMI SED tF 1186 PP 34' -- --
K INGDOM : : TIAL AIR | . | - A
CODE" - ! : .- L :
UNITED 82 ? 'METEOROLOGICAL "CIPHER FCRMED OF 5-FIGURE GROUFS. ? | 2 -- ?2-1942-2 | 1942 OKL -85% DECIPHERED IF i18A P 5 -- --
KINGDOM LETTERS BEING ENCIPHERED IN THE RECOGNITION GROUF. : F g i
TWO TYPES: WITH A VOWEL AT THE BEGINNING, AND ' |
WITH A CONSONANT." , }
UNITED 83 ? .DETAILS GF SYSTEM UNKNOWN, ’ ? AIRCRAET . -~ ?2-1942-2 | 1942 OKL |READ gz . IF 118a p 5 -- | -
K I NGDOM ‘ MOVEMENT 1843 5152 | FF Q-1§
| . [coce : | ! IF 118F F 2
! . : l I
([ |
| | |
’ ' g
|
| . | l .
' | | |
| B |
L I I
. | |
' |
] i J

CHART NO. i-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES .IN PARENTHESES)
COUC')\‘F.rRY SERVICE DESCRIPTIO F S SONTRY = > T=M D%TFES ATV%,’EEQ'ED RESULTS REH-Z%%MCE SIS O ARE SYSTEM |
| IPTION 0 YSTEM COUNTRY| ! G AT ASA REMARKS
ORIGIN : OF ORIGIN| AXIS | US.A USE  'AND BY WHOM
UN I TED 1 (DIPLOMATIC S-LETTER 1-PART CODE OF ABOUT 72,884 GROUPS OF -- B-1; -- ?-7. 1516 PERS Z S | READ. * ORIGIN-[ DF 15 -- --
STATES CVCVC PATTERN, UNENC I FHERED. GREEN ALLY SOLVED BY
"SUSSEX NOTE"
! ; WHICH PROVIDED
g ABOUT 1,2¢¢
GROUP CRIB.
i , SOME 28, 990
; GROUPS RECOV-
' ERED BY 1919
i
UNITED 2 |[DIPLGMATIC S-LETTER CODE. USED BY COL. HOUSE IN TRAFFIC TO -- 8-2; COL. -- ' 1916-~1928. , ? PERS 7 S NOT READ. OF 15 -- -
STATES WASHINGTON, HOUSE 'S | !
R GREEN & |
BLUE CODE
UNITED - 3 [DIPLCMATIC 5-LETTER 1-PART COCE OF ABOUT gz,¢¢¢ GROUPS. UN- -- B-3; -- 1918-1943 1919 PERS 7 S | READ CURRENTLY| DF 1 - -~
STATES : NCIPHERED. STHLL IN USE IN 1862 GRAY CODE 1919 SiM AFTER 1919, tF 18 o
SOLVED.ON BaA-
SIS OF PLAIN
TEXT OBTAINED
FROM EMBASSY
IN STOCKHOLM.
UNTTED 4 [DIPLOMATIC S-LETTER 1-PART CODE WITH GROUF FATTERN CVCCV. -- B-5 -- 1919 = 2, 1919 PERS Z S | READ BY CRYPT-| OF 15 -- -~
STATES ABOUT 1l,4g# GROUPS. ANALYTIC COM- )
s PROMI5€E,
UNI TED S |DIFLOMATIC 5-LETTER 2-PART CODE, ENC)PHERED. -- B-6A; -- 1926~ 1944 1924 PERS 7 S | 88% RECON- | 22; DF i5 -- --
STATES A-1; ACI 1941 okw STRUCTED N
' 1939. 190%
i COMPROMISEO IN
1941,
UNITED 6 [DIPLOMATIC S-LETTER £-PART CODE, ENCIPHERED. -~ B-6B; -- 192¢-1942- 194¢ PERS 7 S | PRESUMABLY NOT| I 22; OF 15 ~T --
STATES | B-1 19442 READ
L3
UNITED 7 DIPLOMATIC 'S-LETTER 2-PART CODE, UNENC!PHERED. -- B-7; C-1 -- 1928- 19422 1937 PERS 2 S | READ DF 15; | 22 -~ -
STATES T 371; T 372 .
D 3C
Iﬂ ' |
UN!TED 8 preLomaTiIC 5-LETTER 2-PART CODE OF "aBOUT 125,53 GRCUFS." -- -- 7 -~ 19352 1933 PERS Z S | READ CURRgNTLY DF 1;; 122 -- - ;
STATES , am-8; 941 Okw AFTER 19 TF 18; IF 15 -
BROWN .2 FA? 162% COMPRO- | | .
MISED IN 19%41.
UNITED 9 DIFLOMATIC 5-LETTER CODE IN 3 VOLUVES. "MESSAGES WERE EN- -- BROWN -- ?-2 2 SIM READ. COM- | IF 1518 .- - :
STATES CODED IN 3 PARTS, ONE PART FROM EACH VOLUME. PROMISED. IF 1524
UNITED 1@ DIPLOMATIC 5~FIGURE 1-PART CODE OF ABOUT 3,084 GROUFS. UN- -- 2-1; -- ?2-(1916)-? 1016 PERS 7 S | READ. (CM- DF 15 -- --
STATES F HERED . BLUE CODE PROMISED 8Y
"SUSSEX NOTE"
UNITED 11 DIPLOMATIC 5~FIGURE 1-PART CODE OF ABCUT 72,8%¢ GROUFS. UN- ~- | 2-2 -- ?2-7 ? PERS Z S |READ. SOLVED |DF 15 -- --
STATES ENCIPHERED. USED MAINLY BY CHARGE D'AFFAIRES AT ' BY NOTING STA-
CONSTANTINOFLE WITH WASHINGTON, BERLIN, VIENNA, | TISTICAL RE-
ETC. ! SEMBLANCE TO
B-1 WHICH WAS
READ.

CHART NO. 1-2
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AS LEARNED FROM TICOM SOURCES |
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) . ) !
COUNTRY NAME OF SYSTEM l DATES WHEN TICOM |STATUS OF THE SYSTEML} )
OF SERVICE DESCRIPTION OF COUNTRY, AXIS US. A OF ATTACKED | RESULTS REFERENCE AT ASA EMARKS| .
ORIGIN OF ORIGIN - A USE AND BY WHOM :
{
UNITED 12 |DIPLOMATIC 5-FIGURE 1-PART CCOE OF ABOUT 47,88¢ GROUFS. UN- -- 2-3; RED - e ' ?PFERS I S READ. LATER DF 15 -- -- :
STATES ENC I PHERED . : CCMFROMI SED ; :
AND FHOTOGRA- ;
PHED AT FRANK-! '
FORT A MA|N ;
' |
UNITED 13 |DIPLOMATIC 5-FIGURE 1-PART CCDE OF ABOUT 24,@@¢ GROUFS. - 7-7 -- 1915 - 2 1919 FERS 7 S PARTIALLY SOL-|DF 15 -- -- :
STATES ENC I PHERED » : vzo :
UNITED 1% [DIPLOMATIC STRIP CIPHER, NO 3TRIP ELIMINATION, GENERATRIX -- | -- 1942- 19442 19452 PERS 7 ' READ CURRLNnL\ 125 1 22 -- .- '
STATES SPLIT 15-i5. . © 1342 OKkw, POS-| 19U3-104Y ] 22; ! §' I
: fSTBLY OKd I35 | Sy !
| "% FA I 1 89; 1 78 ! .
- - ‘ H Fo78; 113 v
X 13351 45 '
; i 535 1F 51 1
| | IF"175; TF 13 ,
| ' i ST :
| | :
UNITED 15 |DIFLOMATIC DOUBLE TRANSFOSITION SYSTEM USED BY "CGORDINATOR -- ! DOUSLE -- ? -2 ? FERS 7 S 'PRESUMABLY 22 -- -- !
STATES OF INFORMATION, WASHINGTON." ' TRANSPC- . ' NOT READ. |
. . SITION X l -
- ( 1 |
: H ! ), _'| z
UNITED 16 MILITARY 5-LETTER (CDE, ENCIPHERED WITH 1§ TAGLES OF 2@ -- ? -- e 2-1Guz-? iv9h2 SIM READ. PHOTO- | if i524 -- -- ol
STATES ATTACHE RANCOM ALPHABLTS, VOWEL FOR VOWEL, CONSCONANT FOR ) *STAT COFIES o
CONSONANT., i GF CCDE 8OCK ?
| RECEIVED FROM ‘
; HUNGARY
I TABLES RE(CCN-
STRUCTED BY .
SIM, ;
: e 1
UNI TED 17 MILITARY 5-LETTER COCE, ENCIPHERED. Mi-3: WAR -- ?-19%2-2 | i9%2 PERS 2 S | I8€¥ COMFRC- | DF i5 -- oo |
STATES ATTACHE ) DEPART- MISED N : I |
MENT CON- . i :
FIDENTI AL [ !
CODE NO. : :
| e g
UNITED 1% MILITARY E-LETTER CODE, UNENCIFHERED. -- Ml-1 - ?-i9h2-2 1952 PERS 7 5 | 18ZX COMFRG- |DF 15 -- R f
STATES ATTACHE | MisED :
! i
UNITEG 19 MILITARY DOUBLE TRANSPOSITION, USING INCOMFLETE RECTANGLES. -~ MILITARY -- ?-1552-9 1542 SiM READ IF 519 -- (PROBABLY '
STATES ATTACHE , ATTACHE 'S ] ! I 3i RECGVERED
EMERGENCY ! BY ANA-
CIPHER ! GRAMMING)
UNITED @ |ARMY CIFHER MACSINE -- AM 2; -- 194y - 2 ? OKL NCT READ 1 7483 1 1352 -- i --
STHIES AMEEICAN ? OKH? 1 1313: t 189 .
i"ch“ M4 - 7 OKM? . (1 119; D 7 7
iCH|NE !
UNITED 21 |ARMY HAGEL IN CIFHER MACHINE, -- P an-1; -- 1942 - 2 1953 OKH 197-2%% OF i23; |l 46 -- --
STATES L M- zgg 1953 OKM ARMY T“ArFIC 1 45; | &3
94T oKL? INTERCEFTED i 763 1 9
? QKW WAS READ I th2; 1375
? PERS 2 S b3t 3s
1935 1 83 !
1 &5 1 u¢§ :
1195 IF 137 |
Ir 127: 1 52
122; 158
1 95; 1 47
: g - CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) -
: : —— |
COUNTRY NAME OF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS | us.A OF ATTACKED | RESULTS '|REFERENCE AT ASA REMARKS
L ORIGIN OF ORIGIN A USE AND 8Y WHOM ,
UNITED 22 | ARMY 5-LETTER 1-PART CCDE, UNENCIPHERED. -- WAR TELE - -- ?2 -2 ! 19422 PERS 7 S| READ: COMPRO- | DF 15 P 3 -- --
STATES . GRAPH CCDl | MISED BY PHO-
1919 TOSTAT CCPY
1
UNITED 23 | ARMY 5-LETTER 2-FART CODE OF ABOUT 14Z,@@0 GROUFS. -- TELWA -- 19k3 - 2 1945 OKL READ 12% IN I 1125 IF 17% -- -- :
STATES UNENC I PHERED.. 1944, CUR-
RENTLY IN 19L5
UNITED 24 | ARMY L-LETTER OR Y4-FiGURE 2-PART CODE. -- P'F'C' -- T 194@-i94k? 1944 Ok READ OCCASION- | 763 IF 27 - -
STATES N - _ ALLY. COM- tF 127 . .
PROMISED . '
UNI TED 25 |ARMY DOUBLE TRANSFOSITION, -- DOLBLE .- 7-1945-2 1945 OKH RELD OCCASIONA | S¢; iF 1¢7 - - ;
STATES TRANSPO- ' ALLY. b2z iF 3T ’
SITION l :
UNITED 26 |ARMY-AIR STRIF CIFHER, NO STRIF ELIMINATION. -- "CENEB" -- 2 -2 ! 1942 OKL READ UNTIL g 119 -- -- ’
STATES : . I : STRI? ELIMIN- | {7 175 '
- ATION WAS IN-
TRODUCED . IN
1543,
H
UNI TED 27 |ARMY-AIR POLYALPHABETIC- SUBSTI TUTION USING 25 D15CS. -- "SIRIFY; -- 2-1982-2 1942 OKH READ Iodies 13 -- -- :
STATES . TURSAL"; | 1942 DKL : Potag; | li; : i
"coac™ T b .
17075 . ‘
:
uniTED 28 |ARMY-AIR DIGRAPHIC CODE CHART WITH CHANGEABLE COORDINATES. -- [sLIDEX -- ? - 1945 ? OKH READ CURRENTLY | 76; | 30 -- --
STATES ? OKL WITH 1-3 HOURS | 189; 1 174 :
LAG. 17 147 1FRkY Ul
. |
UNITED 29 |AIR ENCIPHERED SPEECH DEVIE. -- "MUSTANG -- 2-2 | 1945 Okw DEVICE CAP- ] 11; )30 i S - !
STATES _ TIGER=~ TURED FROM I 8Ly g 32 :
STEDT" : MUSTANG PLANE. | 965 1 104 ;
' THEORETICAL *| | 127; D 68
| SOLUTION ONLY. | 57; 1 28
i IHEE :
i I 1865 1 19¢ |
UNITED 38 |AIR CIPHER MACHINE. - |amo2; -- 2-2 P2 oKL NOT READ. b 743 ) 189 -- -- L
STATES AMER | CAN | 2?2 OKW? I n2s 1 113 !
"BI1G" MA- ? OKM? I 19; D 7 ' )
CHINE | :
UNITED 31 [AIR HAGELIN CIPHER DEVICE -- |AM-1; -- 1942 - 2 ! SEE UNITED 18%-20%
STATES . M 289 - STATES 21 |
UNITED 32 [AIR 2-LETTER CODE. DAILY CHANGE OF CODE. -- %omaen == | ?-194b-2 , 19Uk oKL READ ‘CURRENTLY, | 109 -- - '
STATES : ICODE ! |
@ a
UNITED 33 -- -- 194y - 1944 OKM NOT READ OF 3; D 1 -- . -- -
STATES COMBINED CIPHER MACHINE, “COMSINEE_ 9 : ? D 1%; D1 '
UNITED STATES- |PHER M D43 1 R l ‘
GREAT BRITAIN KCHINE '
JOINT ARMY- :
AIR-NAVY
CHART NO. -2
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LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY - AGENCY SOURCES IN PARENTHESES) |
COUNTRY NAME __OF SYSTEM DATES WHEN TICOM |STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS U.S. A OF ATTACKED RESULTS REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN - A USE 'AND BY WHOM .
g:”gg 34 |ARMY-AIR-NAVY |HAGELIN CIPHER MACHINE. -- ag;% -- 1942 - 2 ! (?Egslsméﬁo READ Elz'% i ;‘2 - -
. ! ! ;&é; I %75
- s |
| "5?“'1%3
L1195 1 112
IF 187 1F 127
UNITED 35 | ARMY-NAVY 3-LETTER 2-PART CODE, UNENCIPHERED. FOR JOINT -- Eco.msmco“ -- 1944 - 2 1944 OKM READ "EXTEN- (D 12: D18 -- --
STATES ARMY -NAVY ASSAULT OPERATIONS Y-LETTER PRO- SSAULT : SIVELY." ALSO (D 4
NOUNCEABLE IND!ZATOR. CODE COMPROMI SED BY i
| CAPTURE . z
| R
UNITED 36 |NAvY CIPHER MACHINE, -- AM-27; -- ‘ ? -2 ? OKL NOT READ 174 1 199 -- --
STATES "BIG" MA- ? OKH?. P12z 1113 !
CHINE : ? OKM? t Ny 077 >
UNITED 37 |NAvY HAGELIN CI1PHER MACHINE -- AM=-1; -- | 1942 - 2 (SEE UNITED RE.AD--ONLY A 1551 33 ' -- -- ;
STATES M-2¢9 STATES 21) FEW DAY'S TRAR | 92; 1795 | :
FIC, DUE TO i
LACK OF DEPTH |
UNITED 33 |navy STRIP c"IPHc_R": -- "DUPYH" -- 7-1942-2 1942 OKM READ. COMPRO-| 1 12; 1 93 ! -- -- !
STATES MISED STRIPS I

CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

| COERY SERV-ICE DESCRIPTION OF SYSTEM  GOUNTRT aee | ey OF° | ATTAGRED | RESULTS Rsm%mce TS A RS e EMARK
| GIN - T OF ORIGIN| AXIS | US.A ~ ySg  AND BY WHOM L | | _ >
: URUGUAY 1 [DIPLOMATIC 4-LETTER 1-PART CODE wIITH 2,142 GROUPS. INTER- ? ? (URA) ' (2 ~ CURRENT)! ? Pén'é 7S COMPLETELY D 18, .REPORT '(ALMOST COMPLETELY READABLE.) --

i SPERSED PLAIN TEXT AND PLAIN TEXT ENCIPHERMENT, ] ! | READ .1 2, PS5 .

. 19¢-PLACE TABLES USED TO SUBSTITUTE 2- FIGURE . . .

I GROUPS FOR LETTERS OR SYLLABLES.

URUGUAY 2 |DIPLOMATIC 5-FIGURE OR- 4=FIGURE CODE. _ - s | ? ? ?-7 ? SIM 12¢% COMPRO- | IF 1517

(UNIDENTIFIED) ' -
MISED - .

URUGUAY 3 [DIPLOMATIC ?-PART CODE WITH DISGRAPHIC FIGURE ENCIPHF.;RMENT. ? ? -‘ ? ?-1927 -7 ?PERS Z S o ? D 16’,’ ﬁEPORT { UNKNOWN ) --

?
~
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LEARNED FROM TICOM | oo
(WITH ANNOTATlONS FROM ARMY SEGURITY AGENCY 'SOURCES IN PARENTHESES)-
COU(5\|FTRY SERVI'CE DESCRIPTION OF SYSTEM CgAr’:IAFRY or_SfSTEM D%TFE'S ATV"II‘E&?ED ‘RES ULTS REPE%%MC‘E
U
ORIGIN - OF ORIGIN| AXIS | US.A USE - 'AND BY WHOM
VATICAN ! ? L-FIGURL ?-FARY CODE ENCIPHERED WITH A TABLE. T e ‘|vat. 7. - ?-i938-1939-? 1939 PERS 7 S [TABLES SOLVED. |T 93
‘ e. 2 1939 RLM/FA  |RECOVERED I
- JABOUT 15% OF
" VALUES.
VATICAN 2 ? ~LETTER 1-PART CODE. FIRSY TWO ELEMENTS INDI- ? "NULLE -- f ?;|9h3-? 1943 SiM . |u#B-508 erOUPS |iF 1; Z - --
. ATE PAGE AND LAST ELEMENT INDICATES GROUP. 2" ! RECOVERED. IF 1520 P 11
LETYERS "Y" AND "2" USED AS DUDS OR AS SPELLER
INDICATORS . i Lo .
VATIC AN 3 ? -LETYER 1-PART CODE. FIRST TWO ELEMENTS INDI- ) "NULLA E" -- P-194k4-2 1ok s1D, siM |READ IF 1526 P 1¢ -- --
ATE PAGE AND LAST ELEMENT INDICATES GROUP. IF 1517
LETTER "€" USED AS OUD OR AS SPELLER INDICATCR, L
VATICAN 4 2 3-LETTER ?-FART CODE. ? VATIKAN -- ? -9 ? 9 RECOVERED 3%%- [T 2195 -- h .-
| CODE 11 5¢%
I L
VENEPLELA 1 | DIFLOMATIC }h-LEszn 1-PART COCE. 12,00¢ GROUPS<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>